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Name: punt-rate-limit
Punt rate limit exceeded:

This counter will increment when the appliance attempts to forward a layer-2 packet to
a rate-limited control point service routine and the rate limit (per/second) is now being
exceeded. Currently, the only layer-2 packets destined for a control point service routine
which are rate limited are ARP packets. The ARP packet rate limit is 500 ARPs per second
per interface.

Recommendation:
Analyze your network traffic to determine the reason behind the high rate of ARP
packets.

Syslogs:
322002, 322003

Name: invalid-encap
Invalid Encapsulation:

This counter is incremented when the security appliance receives a frame belonging to
an unsupported link-level protocol or if the L3type specified in the frame is not
supported by the appliance. The packet is dropped.

Recommendation:
Verify that directly connected hosts have proper link-level protocol settings.

Syslogs:
None.

Name: invalid-ip-header
Invalid IP header:

This counter is incremented and the packet is dropped when the appliance receives an
IP packet whose computed checksum of the IP header does not match the recorded checksum in
the header.

Recommendation:

The packet corruption may be caused by a bad cable or noise on the line. It may also
be that a peer is sending corrupted packets and an attack is in progress. Please use the
packet capture feature to learn more about the origin of the packet.

Syslogs:
None

Name: unsupported-ip-version
Unsupported IP version:

This counter is incremented when the security appliance receives an IP packet that has
an unsupported version in version field of IP header. Specifically, if the packet does not
belong to version 4 or version 6. The packet is dropped.

Recommendation:
Verify that other devices on connected network are configured to send IP packets
belonging to versions 4 or 6 only.

Syslogs:
None.

Name: invalid-ip-length
Invalid IP Length:
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This counter is incremented when the security appliance receives an IPv4 or IPv6
packet in which the header length or total length fields in IP header are not valid or do
not conform to the received packet length.

Recommendation:
None.

Syslogs:
None.

Name: invalid-ethertype
Invalid Ethertype:

This counter is incremented when the fragmentation module on the security appliance
receives or tries to send a fragmented packet that does not belong IP version 4 or version
6. The packet is dropped.

Recommendation:
Verify mtu of device and other devices on connected network to determine why the
device is processing such fragments.

Syslogs:
None.

Name: invalid-tcp-hdr-length
Invalid TCP Length:

This counter is incremented when the security appliance receives a TCP packet whose
size is smaller than minimum-allowed header length or does not conform to the received
packet length.

Recommendation:

The invalid packet could be a bogus packet being sent by an attacker.
Investigate the traffic from source in the following syslog.
Syslogs:

500003.

Name: invalid-udp-length
Invalid UDP Length:

This counter is incremented when the security appliance receives a UDP packet whose
size as calculated from the fields in header is different from the measured size of packet
as received from the network.

Recommendation:
The invalid packet could be a bogus packet being sent by an attacker.

Syslogs:
None.

Name: no-adjacency
No valid adjacency:

This counter is incremented when the security appliance has tried to obtian an
adjacency and could not obtain mac-address for next hop. The packet is dropped.

Recommendation:
Configure a capture for this drop reason and check if a host with specified
destination address exists on connected network or is routable from the device.
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Syslogs:
None.

Name: unexpected-packet
Unexpected packet:

This counter is incremented when the appliance in transparent mode receives a non-IP
packet, destined to it's MAC address, but there is no corresponding service running on the
appliance to process the packet.

Recommendation:

Verify if the appliance is under attack. If there are no suspicious packets, or the
device is not in transparent mode, this counter is most likely being incremented due to a
software error. Attempt to capture the traffic that is causing the counter to increment
and contact the Cisco TAC.

Syslogs:
None

Name: no-route
No route to host:

This counter is incremented when the security appliance tries to send a packet out of
an interface and does not find a route for it in routing table.

Recommendation:
Verify that a route exists for the destination address obtained from thegenerated
syslog.

Syslogs:
110001.

Name: rpf-violated
Reverse-path verify failed:

This counter is incremented when ip-verify is configured on an interface and the
security appliance receives a packet for which the route lookup of source-ip did not yield
the same interface as the one on which the packet was received.

Recommendation:
Trace the source of traffic based on source-ip printed in syslog below and investigate
why it is sending spoofed traffic.

Syslogs:
106021.

Name: acl-drop
Flow is denied by configured rule:

This counter is incremented when a drop rule is hit by the packet and gets dropped.
This rule could be a default rule created when the box comes up, when various features are
turned on or off, when an acl is applied to interface or any other feature etc. Apart from
default rule drops, a packet could be dropped because of:

1) ACL configured on an interface
) ACL configured for AAA and AAA denied the user
3) Thru-box traffic arriving at management-only ifc
4) Unencrypted traffic arriving on a ipsec-enabled interface

Recommendation:
Note if one of ACLs listed below are fired.
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Syslogs:
106023, 106100, 106004

Name: unable-to-create-flow
Flow denied due to resource limitation:
This counter is incremented and the packet is dropped when flow creation fails due to
a system resource limitation. The resource limit may be either:
1) system memory
2) packet block extension memory
3) system connection limit
Causes 1 and 2 will occur simultaneously with flow drop reason "No memory to complete
flow".

Recommendation:

- Observe if free system memory is low.

- Observe if flow drop reason "No memory to complete flow" occurs.

- Observe if connection count reaches the system connection limit with the command
"show resource usage".

Syslogs:
None

Name: unable-to-add-flow
Flow hash full:

This counter is incremented when a newly created flow is inserted into flow hash table
and the insertion failed because the hash table was full. The flow and the packet are
dropped. This is different from counter that gets incremented when maximum connection
limit is reached.

Recommendation:

This message signifies lack of resources on the device to support an operation that
should have been successful. Please check if the connections in the 'show conn' output
have exceeded their configured idle timeout values. If so, contact the Cisco Technical
Assistance Center (TAC).

Syslogs:
None.

Name: np-sp-invalid-spi
Invalid SPI:

This counter will increment when the appliance receives an IPSec ESP packet addressed
to the appliance which specifies a SPI (security parameter index) not currently known by
the appliance.

Recommendation:

Occasional invalid SPI indications are common, especially during rekey processing.
Many invalid SPI indications may suggest a problem or DoS attack. If you are experiencing
a high rate of invalid SPI indications, analyze your network traffic to determine the
source of the ESP traffic.

Syslogs:
402114

Name: unsupport-ipvé6-hdr
Unsupported IPv6 header:
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This counter is incremented and the packet is dropped if an IPv6 packet is received
with an unsupported IPv6 extension header. The supported IPv6 extension headers are: TCP,
UDP, ICMPv6, ESP, AH, Hop Options, Destination Options, and Fragment. The IPv6 routing
extension header is not supported, and any extension header not listed above is not
supported. IPv6 ESP and AH headers are supported only if the packet is through-the-box.
To-the-box IPv6 ESP and AH packets are not supported and will be dropped.

Recommendation:

This error may be due to a misconfigured host. If this error occurs repeatedly or in
large numbers, it could also indicate spurious or malicious activity such as an attempted
DoS attack.

Syslogs:

None.

Name: natt-keepalive
NAT-T keepalive message:

This counter will increment when the appliance receives an IPSec NAT-T keepalive
message. NAT-T keepalive messages are sent from the IPSec peer to the appliance to keep
NAT/PAT flow information current in network devices between the NAT-T IPSec peer and the
appliance.

Recommendation:

If you have configured IPSec NAT-T on your appliance, this indication is normal and
doesn't indicate a problem. If NAT-T is not configured on your appliance, analyze your
network traffic to determine the source of the NAT-T traffic.

Syslogs:
None

Name: tcp-not-syn
First TCP packet not SYN:

Received a non SYN packet as the first packet of a non intercepted and non nailed
connection.

Recommendation:

Under normal conditions, this may be seen when the appliance has already closed a
connection, and the client or server still believe the connection is open, and continue to
transmit data. Some examples where this may occur is just after a 'clear local-host' or
'clear xlate' is issued. Also, if connections have not been recently removed, and the
counter is incrementing rapidly, the appliance may be under attack. Capture a sniffer
trace to help isolate the cause.

Syslogs:

6106015

Name: bad-tcp-cksum
Bad TCP checksum:

This counter is incremented and the packet is dropped when the appliance receives a
TCP packet whose computed TCP checksum does not match the recorded checksum in TCP header.

Recommendation:

The packet corruption may be caused by a bad cable or noise on the line. It may also
be that a TCP endpoint is sending corrupted packets and an attack is in progress. Please
use the packet capture feature to learn more about the origin of the packet. To allow
packets with incorrect TCP checksum disable checksum-verification feature under tcp-map.

Syslogs:
None
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Name: bad-tcp-flags
Bad TCP flags:

This counter is incremented and the packet is dropped when the appliance receives a
TCP packet with invalid TCP flags in TCP header. Example a packet with SYN and FIN TCP
flags set will be dropped.

Recommendations:

The packet corruption may be caused by a bad cable or noise on the line. It may also
be that a TCP endpoint is sending corrupted packets and an attack is in progress. Please
use the packet capture feature to learn more about the origin of the packet.

Syslogs:
None

Name: tcp-reserved-set
TCP reserved flags set:

This counter is incremented and the packet is dropped when the appliance receives a
TCP packet with reserved flags set in TCP header.

Recommendations:

The packet corruption may be caused by a bad cable or noise on the line. It may also
be that a TCP endpoint is sending corrupted packets and an attack is in progress. Please
use the packet capture feature to learn more about the origin of the packet. To allow such
TCP packets or clear reserved flags and then pass the packet use reserved-bits
configuration under tcp-map.

Syslogs:
None

Name: tcp-bad-option-list
TCP option list invalid:

This counter is incremented and the packet is dropped when the appliance receives a
TCP packet with a non-standard TCP header option.

Recommendations:
To allow such TCP packets or clear non-standard TCP header options and then allow the
packet, use tcp-options configuration under tcp-map.

Syslogs:
None

Name: tcp-mss-exceeded
TCP data exceeded MSS:

This counter is incremented and the packet is dropped when the appliance receives a
TCP packet with data length greater than the MSS advertized by peer TCP endpoint.

Recommendations:
To allow such TCP packets use exceed-mss configuration under tcp-map

Syslogs:

4419001

Name: tcp-synack-data
TCP SYNACK with data:
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This counter is incremented and the packet is dropped when the appliance receives a
TCP SYN-ACK packet with data.

Recommendations:

The packet corruption may be caused by a bad cable or noise on the line. It may also
be that a TCP endpoint is sending corrupted packets and an attack is in progress. Please
use the packet capture feature to learn more about the origin of the packet.

Syslogs:
None

Name: tcp-syn-data
TCP SYN with data:

This counter is incremented and the packet is dropped when the appliance receives a
TCP SYN packet with data.

Recommendations:
To allow such TCP packets use syn-data configuration under tcp-map.

Syslogs:
None

Name: tcp-dual-open
TCP Dual open denied:

This counter is incremented and the packet is dropped when the appliance recevies a
TCP SYN packet from the server, when an embryonic TCP connection is already open.

Recommendations:
None

Syslogs:
None

Name: tcp-data-past-fin
TCP data send after FIN:

This counter is incremented and the packet is dropped when the appliance recevies new
TCP data packet from an endpoint which had sent a FIN to close the connection.

Recommendations:
None

Syslogs:
None

Name: tcp-3whs-failed
TCP failed 3 way handshake:

This counter is incremented and the packet is dropped when appliance receives an
invalid TCP packet during three-way-handshake. Example SYN-ACK from client will be dropped
for this reason.

Recommendations:
None

Syslogs:
None
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Name: tcp-rstfin-ooo
TCP RST/FIN out of order:

This counter is incremented and the packet is dropped when appliance receives a RST or
a FIN packet with incorrect TCP sequence number.

Recommendations:
None

Syslogs:
None

Name: tcp-seg-syn-diff
TCP SEQ in SYN/SYNACK invalid:

This counter is incremented and the packet is dropped when appliance receives a SYN or
SYN-ACK packet during three-way-handshake with incorrect TCP sequence number.

Recommendations:
None

Syslogs:
None

Name: tcp-ack-syn-diff
TCP ACK in SYNACK invalid:

This counter is incremented and the packet is dropped when appliance receives a
SYN-ACK packet during three-way-handshake with incorrect TCP acknowledgement number.

Recommendations:
None

Syslogs:
None

Name: tcp-syn-o0o0o
TCP SYN on established conn:

This counter is incremented and the packet is dropped when appliance receives a TCP
SYN packet on an established TCP connection.

Recommendations:
None

Syslogs:
None

Name: tcp-synack-ooo
TCP SYNACK on established conn:

This counter is incremented and the packet is dropped when appliance receives a TCP
SYN-ACK packet on an established TCP connection.

Recommendations:
None

Syslogs:
None
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Name: tcp-seg-past-win
TCP packet SEQ past window:

This counter is incremented and the packet is dropped when appliance receives a TCP
data packet with sequence number beyond the window allowed by the peer TCP endpoint.

Recommendations:
None

Syslogs:
None

Name: tcp-invalid-ack
TCP invalid ACK:

This counter is incremented and the packet is dropped when appliance receives a TCP
packet with acknowledgement number greater than data sent by peer TCP endpoint.

Recommendations:
None

Syslogs:
None

Name: tcp-fo-drop
TCP replicated flow pak drop:

This counter is incremented and the packet is dropped when appliance receives a TCP
packet with control flag like SYN, FIN or RST on an established connection just after the
appliance has taken over as active unit.

Recommendations:
None

Syslogs:
None

Name: tcp-discarded-ooo
TCP ACK in 3 way handshake invalid:

This counter is incremented and the packet is dropped when appliance receives a TCP
ACK packet from client during three-way-handshake and the sequence number is not next
expected sequence number.

Recommendations:
None

Syslogs:
None

Name: tcp-buffer-full
TCP Out-of-Order packet buffer full:

This counter is incremented and the packet is dropped when appliance receives an
out-of-order TCP packet on a connection and there is no buffer space to store this packet.
Typically TCP packets are put into order on connections that are inspected by the
appliance or when packets are sent to SSM for inspection. There is a default queue size
and when packets in excess of this default queue size are received they will be dropped.
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Recommendations:
On ASA platforms the queue size could be increased using queue-limit configuration
under tcp-map.

Syslogs:
None

Name: tcp-global-buffer-full
TCP global Out-of-Order packet buffer full:

This counter is incremented and the packet is dropped when the security appliance
receives an out-of-order TCP packet on a connection and there are no more global buffers
available. Typically TCP packets are put into order on connections that are inspected by
the security appliance or when packets are sent to the SSM for inspection. When the global
Out-of-Order buffer queue is full, the packet will be dropped and this counter will
increment.

Recommendations:

This is a temporary condition when all global buffers are used. If this counter is
constantly incrementing, then please check your network for large amounts of Out-of-Order
traffic, which could be caused by traffic of the same flow taking different routes through
the network.

Syslogs:
None

Name: tcp-buffer-timeout
TCP Out-of-Order packet buffer timeout:

This counter is incremented and the packet is dropped when a queued out of order TCP
packet has been held in the buffer for too long.Typically, TCP packets are put into order
on connections that are inspected by the security appliance or when packets are sent to
the SSM for inspection. When the next expected TCP packet does not arrive within a certain
period, the queued out of order packet is dropped.

Recommendations:

The next expected TCP packet may not arrive due to congestion in the network which is
normal in a busy network. The TCP retransmission mechanism in the end host will retransmit
the packet and the session will continue.

Syslogs:
None

Name: tcp-rst-syn-in-win
TCP RST/SYN in window:

This counter is incremented and the packet is dropped when appliance receives a TCP
SYN or TCP RST packet on an established connection with sequence number within window but
not next expected sequence number.

Recommendations:
None

Syslogs:
None

Name: tcp-acked
TCP DUP and has been ACKed:
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This counter is incremented and the packet is dropped when appliance receives a
retransmitted data packet and the data has been acknowledged by the peer TCP endpoint.

Recommendations:
None

Syslogs:
None

Name: tcp-dup-in-queue
TCP dup of packet in Out-of-Order queue:

This counter is incremented and the packet is dropped when appliance receives a
retransmitted data packet that is already in our out of order packet queue.

Recommendations:
None

Syslogs:
None

Name: tcp-paws-fail
TCP packet failed PAWS test:

This counter is incremented and the packet is dropped when TCP packet with timestamp
header option fails the PAWS (Protect Against Wrapped Sequences) test.

Recommendations:
To allow such connections to proceed, use tcp-options configuration under tcp-map to
clear timestamp option.

Syslogs:
None

Name: tcp-conn-limit
TCP connection limit reached:

This reason is given for dropping a TCP packet during TCP connection establishment
phase when the connection limit has been exceeded. The connection limit is configured via
the 'set connection conn-max' action command.

Recommendation:

If this is incrementing rapidly, check the syslogs to determine which host's
connection limit is reached. The connection limit may need to be increased if the traffic
is normal, or the host may be under attack.

Syslogs:
201011

Name: conn-limit
Connection limit reached:

This reason is given for dropping a packet when the connection limit or host
connection limit has been exceeded. If this is a TCP packet which is dropped during TCP
connection establishment phase due to connection limit, the drop reason 'TCP connection
limit reached' is also reported.

Recommendation:
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If this is incrementing rapidly, check the syslogs to determine which host's
connection limit is reached. The connection limit may need to be increased if the traffic
is normal, or the host may be under attack.

Syslogs:
201011

Name: tcp xmit partial
TCP retransmission partial:

This counter is incremented and the packet is dropped when check-retranmission feature
is enabled and a partial TCP retransmission was received.

Recommendations:
None

Syslogs:
None

Name: tcpnorm-rexmit-bad
TCP bad retransmission:

This counter is incremented and the packet is dropped when check-retranmission feature
is enabled and a TCP retranmission with different data from the original packet was
received.

Recommendations:
None

Syslogs:
None

Name: tcpnorm-win-variation
TCP unexpected window size variation:

This counter is incremented and the packet is dropped when window size advertized by
TCP endpoint is drastically changed without accepting that much data.

Recommendations:
In order to allow such packet, use the window-variation configuration under tcp-map.

Syslogs:
None

Name: ipsecudp-keepalive
IPSEC/UDP keepalive message:

This counter will increment when the appliance receives an IPSec over UDP keepalive
message. IPSec over UDP keepalive messages are sent from the IPSec peer to the appliance
to keep NAT/PAT flow information current in network devices between the IPSec over UDP

peer and the appliance. Note - These are not industry standard NAT-T keepalive messages
which are also carried over UDP and addressed to UDP port 4500.
Recommendation:

If you have configured IPSec over UDP on your appliance, this indication is normal and
doesn't indicate a problem. If IPSec over UDP is not configured on your appliance,
analyze your network traffic to determine the source of the IPSec over UDP traffic.

Syslogs:
None
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Name: rate-exceeded
QoS rate exceeded:

This counter is incremented when rate-limiting (policing) is configured on an
egress/ingress interface and the egress/ingress traffic rate exceeds the burst rate
configured. The counter is incremented for each packet dropped.

Recommendation:

Investigate and determine why the rate of traffic leaving/entering the interface is
higher than the configured rate. This may be normal, or could be an indication of virus or
attempted attack.

Syslogs:
None.

Name: queue-removed
Rate-limiter queued packet dropped:

When QoS config is changed or removed, the existing packets in the output queues
awaiting transmission are dropped and this counter is incremented.

Recommendation:

Under normal conditions, this may be seen when the QoS configuration has been changed
by the user. If this occurs when no changes to QoS config were performed, please contact
Cisco Technical Assistance Center (TAC).

Syslogs:
None.

Name: bad-crypto
Bad crypto return in packet:

This counter will increment when the appliance attempts to perform a crypto operation
on a packet and the crypto operation fails. This is not a normal condition and could
indicate possible software or hardware problems with the appliance

Recommendation:

If you are receiving many bad crypto indications your appliance may need servicing.
You should enable syslog 402123 to determine whether the crypto errors are hardware or
software errors. You can also check the error counter in the global IPSec statistics with
the 'show ipsec stats' CLI command. If the IPSec SA which is triggering these errors is
known, the SA statistics from the 'show ipsec sa detail' command will also be useful in
diagnosing the problem.

Syslogs:
402123

Name: bad-ipsec-prot
IPSec not AH or ESP:

This counter will increment when the appliance receives a packet on an IPSec
connection which is not an AH or ESP protocol. This is not a normal condition.

Recommendation:
If you are receiving many IPSec not AH or ESP indications on your appliance, analyze
your network traffic to determine the source of the traffic.

Syslogs:
402115
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Name: ipsec-ipv6
IPSec via IPV6:

This counter will increment when the appliance receives an IPSec ESP packet, IPSec
NAT-T ESP packet or an IPSec over UDP ESP packet encapsulated in an IP version 6 header.
The appliance does not currently support any IPSec sessions encapsulated in IP version 6.

Recommendation:
None

Syslogs:
None

Name: bad-ipsec-natt
BAD IPSec NATT packet:

This counter will increment when the appliance receives a packet on an IPSec
connection which has negotiated NAT-T but the packet is not addressed to the NAT-T UDP
destination port of 4500 or had an invalid payload length.

Recommendation:
Analyze your network traffic to determine the source of the NAT-T traffic.

Syslogs:
None

Name: bad-ipsec-udp
BAD IPSec UDP packet:
This counter will increment when the appliance receives a packet on an IPSec

connection which has negotiated IPSec over UDP but the packet has an invalid payload
length.

Recommendation:
Analyze your network traffic to determine the source of the NAT-T traffic.

Syslogs:
None

Name: ipsec-need-sa
IPSec SA not negotiated yet:

This counter will increment when the appliance receives a packet which requires
encryption but has no established IPSec security association. This is generally a normal
condition for LAN-to-LAN IPSec configurations. This indication will cause the appliance to
begin ISAKMP negotiations with the destination peer.

Recommendation:

If you have configured IPSec LAN-to-LAN on your appliance, this indication is normal
and doesn't indicate a problem. However, if this counter increments rapidly it may
indicate a crypto configuration error or network error preventing the ISAKMP negotiation
from completing. Verify that you can communicate with the destination peer and verify your
crypto configuration via the 'show running-config' command.

Syslogs:
None
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CTM returned error:

This counter will increment when the appliance attempts to perform a crypto operation
on a packet and the crypto operation fails. This is not a normal condition and could
indicate possible software or hardware problems with the appliance.

Recommendation:

If you are receiving many bad crypto indications your appliance may need servicing.
You should enable syslog 402123 to determine whether the crypto errors are hardware or
software errors. You can also check the error counter in the global IPSec statistics with
the 'show ipsec stats' CLI command. If the IPSec SA which is triggering these errors is
known, the SA statistics from the 'show ipsec sa detail' command will also be useful
in diagnosing the problem.

Syslogs:
402123

Name: send-ctm-error
Send to CTM returned error:
This counter is obsolete in the appliance and should never increment.

Recommendation:
None

Syslogs:
None

Name: ipsec-spoof
IPSec spoof detected:

This counter will increment when the appliance receives a packet which should have
been encrypted but was not. The packet matched the inner header security policy check of
a configured and established IPSec connection on the appliance but was received
unencrypted. This is a security issue.

Recommendation:
Analyze your network traffic to determine the source of the spoofed IPSec traffic.

Syslogs:
402117

Name: ipsec-clearpkt-notun
IPSec Clear Pkt w/no tunnel:

This counter will increment when the appliance receives a packet which should have
been encrypted but was not. The packet matched the inner header security policy check of
a configured and established IPSec connection on the appliance but was received
unencrypted. This is a security issue.

Recommendation:
Analyze your network traffic to determine the source of the spoofed IPSec traffic.

Syslogs:
402117

Name: ipsec-tun-down
IPSec tunnel is down:

This counter will increment when the appliance receives a packet associated with an
IPSec connection which is in the process of being deleted.
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Recommendation:
This is a normal condition when the IPSec tunnel is torn down for any reason.

Syslogs:
None

Name: security-failed
Early security checks failed:

This counter is incremented and packet is dropped when the security appliance

- receives an IPv4 multicast packet when the packets multicast MAC address doesn't
match the packets multicast destination IP address

- receives an IPv6 or IPv4 teardrop fragment containing either small offset or
fragment overlapping

- receives an IPv4 packet that matches an IP audit (IPS) signature

Recommendation:

Contact the remote peer administrator or escalate this issue according to your
security policy

For detailed description and syslogs for IP audit attack checks please refer the ip
audit signature section of command reference guide

Syslogs:
106020
400xx in case of ip audit checks

Name: sp-security-failed
Slowpath security checks failed:
This counter is incremented and packet is dropped when the security appliance is:
1) In routed mode receives a through-the-box:
- L2 broadcast packet
- IPv4 packet with destination IP address equal to 0.0.0.0
- IPv4 packet with source IP address equal to 0.0.0.0
2) In routed or transparent mode and receives a through-the-box IPv4 packet with:
- first octet of the source IP address equal to zero
- source IP address equal to the loopback IP address
- network part of source IP address equal to all 0O's
- network part of the source IP address equal to all 1's
- source IP address host part equal to all 0's or all 1's
3) In routed or transparent mode and receives an IPv4 or IPv6 packet with same source
and destination IP addresses

Recommendation:

1 and 2) Determine if an external user is trying to compromise the protected network.
Check for misconfigured clients.

3) If this message counter is incrementing rapidly, an attack may be in progress. Use
the packet capture feature to capture type asp packets, and check the source MAC address
in the packet to see where they are coming from.

Syslogs:
1 and 2) 106016
3) 106017

Name: ipv6 sp-security-failed
IPv6 slowpath security checks failed:
This counter is incremented and the packet is dropped for one of the following
reasons:
1) IPv6 through-the-box packet with identical source and destination address.
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2) IPv6 through-the-box packet with linklocal source or destination address.
3) IPv6 through-the-box packet with multicast destination address.

Recommendation:

These packets could indicate malicious activity, or could be the result of a
misconfigured IPv6 host. Use the packet capture feature to capture type asp packets, and
use the source MAC address to identify the source.

Syslogs:
For identical source and destination address, syslog 106016, else none.

Name: invalid-ip-option
IP option drop:

This counter is incremented when any unicast packet with ip options or a multicast
packet with ip-options that have not been configured to be accepted, is received by the
security appliance. The packet is dropped.

Recommendation:
Investigate why a packet with ip options is being sent by the sender.

Syslogs:
None.

Name: lu-invalid-pkt
Invalid LU packet:
Standby unit received a corrupted Logical Update packet.

Recommendation:

The packet corruption could be caused by a bad cable, interface card, line noise, or
software defect. If the interface appears to be functioning properly, then report the
problem to Cisco TAC.

Syslogs:
None

Name: fo-standby
Dropped by standby unit:

If a through-the-box packet arrives at an appliance or context in a Standby state and
a flow is created, the packet is dropped and the flow removed. This counter will increment
each time a packet is dropped in this manner.

Recommendation:
This counter should never be incrementing on the Active appliance or context. However,
it is normal to see it increment on the Standby appliance or context.

Syslogs:
302014, 302016, 302018

Name: dst-12 lookup-fail
Dst MAC L2 Lookup Failed:

This counter will increment when the appliance is configured for transparent mode and
the appliance does a Layer 2 destination MAC address lookup which fails. Upon the lookup
failure, the appliance will begin the destination MAC discovery process and attempt to
find the location of the host via ARP and/or ICMP messages.

Recommendation:
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This is a normal condition when the appliance is configured for transparent mode. You
can also execute (show mac-address-table) to list the L2 MAC address locations currently
discovered by the appliance.

Syslogs:
None

Name: 12 same-lan-port
L2 Src/Dst same LAN port:

This counter will increment when the appliance/context is configured for transparent
mode and the appliance determines that the destination interface's L2 MAC address is the
same as its ingress interface.

Recommendation:
This is a normal condition when the appliance/context is configured for transparent
mode. Since the appliance interface is operating in promiscuous mode, the
appliance/context receives all packets on the local LAN segment.

Syslogs:
None

Name: flow-expired
Expired flow:

This counter is incremented when the security appliance tries to inject a new or
cached packet belonging to a flow that has already expired.It is also incremented when the
appliance attempts to send an rst on a tcp flow that has already expired or when a packet
returns from IDS blade but the flow had already expired. The packet is dropped

Recommendation:
If valid applications are getting pre-empted, investigate if a longer timeout is
needed.

Syslogs:
None.

Name: inspect-icmp-out-of-app-id
ICMP Inspect out of App ID:

This counter will increment when the ICMP inspection engine fails to allocate an 'App
ID' data structure. The structure is used to store the sequence number of the ICMP
packet.

Recommendation:
Check the system memory usage. This event normally happens when the system runs short
of memory.

Syslogs:
None.

Name: inspect-icmp-seg-num-not-matched
ICMP Inspect seq num not matched:

This counter will increment when the sequence number in the ICMP echo reply message
does not match any ICMP echo message that passed across the appliance earlier on the same
connection.

Recommendation:
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No action required if it is an intermittent event. If the cause is an attack, you can
deny the host using the ACLs.

Syslogs:
313004

Name: inspect-icmp-error-no-existing-conn
ICMP Error Inspect no existing conn:

This counter will increment when the appliance is not able to find any established
connection related to the frame embedded in the ICMP error message.

Recommendation:
No action required if it is an intermittent event. If the cause is an attack, you can
deny the host using the ACLs.

Syslogs:
313005

Name: inspect-icmp-error-different-embedded-conn
ICMP Error Inspect different embedded conn:

This counter will increment when the frame embedded in the ICMP error message does not
match the established connection that has been identified when the ICMP connection is
created.

Recommendation:
No action required if it is an intermittent event. If the cause is an attack, you can
deny the host using the ACLs.

Syslogs:
313005

Name: inspect-icmpvé6-error-invalid-pak
ICMPv6 Error Inspect invalid packet:

This counter will increment when the appliance detects an invalid frame embedded in
the ICMPv6 packet. This check is the same as that on IPv6 packets. Examples: Incomplete
IPv6 header; malformed IPv6 Next Header; etc.

Recommendation:
No action required.

Syslogs:
None.

Name: inspect-icmpvé-error-no-existing-conn
ICMPv6 Error Inspect no existing conn:

This counter will increment when the appliance is not able to find any established
connection related to the frame embedded in the ICMPv6 error message.

Recommendation:
No action required if it is an intermittent event. TIf the cause is an attack, you can
deny the host using the ACLs.

Syslogs:
313005
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Name: inspect-dns-invalid-pak
DNS Inspect invalid packet:

This counter will increment when the appliance detects an invalid DNS packet.
Examples: A DNS packet with no DNS header; the number of DNS resource records not matching
the counter in the header; etc.

Recommendation:
No action required.

Syslogs:
None.

Name: inspect-dns-invalid-domain-label
DNS Inspect invalid domain label:

This counter will increment when the appliance detects an invalid DNS domain name or
label. DNS domain name and label is checked per RFC 1035.

Recommendation:
No action required. If the domain name and label check is not desired, disable the
protocol-enforcement parameter in the DNS inspection policy-map (in supported releases).

Syslogs:
None.

Name: inspect-dns-pak-too-long
DNS Inspect packet too long:

This counter is incremented when the length of the DNS message exceeds the configured
maximum allowed value.

Recommendation:

No action required. If DNS message length checking is not desired, enable DNS
inspection without the 'maximum-length' option, or disable the 'message-length maximum'
parameter in the DNS inspection policy-map (in supported releases).

Syslogs:
410001

Name: inspect-dns-out-of-app-id
DNS Inspect out of App ID:

This counter will increment when the DNS inspection engine fails to allocate a data
structure to store the identification of the DNS message.
Recommendation:

Check the system memory usage. This event normally happens when the system runs short
of memory.

Syslogs:
None.

Name: inspect-dns-id-not-matched
DNS Inspect ID not matched:

This counter will increment when the identification of the DNS response message does
not match any DNS queries that passed across the appliance earlier on the same connection.

Recommendation:
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No action required if it is an intermittent event. If the cause is an attack, you can
deny the host using the ACLs.

Syslogs:
None.

Name: dns-guard-out-of-app-id
DNS Guard out of App ID:

This counter will increment when the DNS Guard function fails to allocate a data
structure to store the identification of the DNS message.

Recommendation:
Check the system memory usage. This event normally happens when the system runs short
of memory.

Syslogs:
None.

Name: dns-guard-id-not-matched
DNS Guard ID not matched:

This counter will increment when the identification of the DNS response message does
not match any DNS queries that passed across the appliance earlier on the same connection.
This counter will increment by the DNS Guard function.

Recommendation:
No action required if it is an intermittent event. If the cause is an attack, you can
deny the host using the ACLs.

Syslogs:
None.

Name: inspect-rtp-invalid-length
Invalid RTP Packet length:

This counter will increment when the UDP packet length is less than the size of the
RTP header.

Recommendation:
No action required. A capture can be used to figure out which RTP source is sending
the incorrect packets and you can deny the host using the ACLs.

Syslogs:
None.

Name: inspect-rtp-invalid-version
Invalid RTP Version field:
This counter will increment when the RTP version field contains a version other than

Recommendation:

The RTP source in your network does not seem to be sending RTP packets conformant with
the RFC 1889. The reason for this has to be identified and you can deny the host using
ACLs if required.

Syslogs:
431001.
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Name: inspect-rtp-invalid-payload-type
Invalid RTP Payload type field:

This counter will increment when the RTP payload type field does not contain an audio
payload type when the signalling channel negotiated an audio media type for this RTP
secondary connection. The counter increments similarly for the video payload type.

Recommendation:
The RTP source in your network is using the audio RTP secondary connection to send
video or vice versa. If you wish to prevent this you can deny the host using ACLs.

Syslogs:
431001.

Name: inspect-rtp-ssrc-mismatch
Invalid RTP Synchronization Source field:

This counter will increment when the RTP SSRC field in the packet does not match the
SSRC which the inspect has been seeing from this RTP source in all the RTP packets.

Recommendation:

This could be because the RTP source in your network is rebooting and hence changing
the SSRC or it could be because of another host on your network trying to use the opened
secondary RTP connections on the firewall to send RTP packets. This should be investigated
further to confirm if there is a problem.

Syslogs:
431001.

Name: inspect-rtp-sequence-num-outofrange
RTP Sequence number out of range:

This counter will increment when the RTP sequence number in the packet is not in the
range expected by the inspect.

Recommendation:
No action is required because the inspect tries to recover and start tracking from a
new sequence number after a lapse in the sequence numbers from the RTP source.

Syslogs:
431001.

Name: inspect-rtp-max-outofseqg-paks-probation
RTP out of sequence packets in probation period:

This counter will increment when the out of sequence packets when the RTP source is
being validated exceeds 20. During the probation period, the inspect looks for 5
in-sequence packets to consider the source validated.

Recommendation:
Check the RTP source to see why the first few packets do not come in sequence and
correct it.

Syslogs:

431001.

Name: inspect-rtcp-invalid-length
Invalid RTCP Packet length:
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This counter will increment when the UDP packet length is less than the size of the
RTCP header.

Recommendation:
No action required. A capture can be used to figure out which RTP source is sending
the incorrect packets and you can deny the host using the ACLs.

Syslogs:
None.

Name: inspect-rtcp-invalid-version
Invalid RTCP Version field:
This counter will increment when the RTCP version field contains a version other than

Recommendation:

The RTP source in your network does not seem to be sending RTCP packets conformant
with the RFC 1889. The reason for this has to be identified and you can deny the host
using ACLs if required.

Syslogs:
431002.

Name: inspect-rtcp-invalid-payload-type
Invalid RTCP Payload type field:

This counter will increment when the RTCP payload type field does not contain the
values 200 to 204.

Recommendation:
The RTP source should be validated to see why it is sending payload types outside of
the range recommended by the RFC 1889.

Syslogs:
431002.

Name: inspect-srtp-encrypt-failed
Inspect SRTP Encryption failed:
This counter will increment when SRTP encryption fails.

Recommendation:
If error persists even after a reboot please call TAC to see why SRTP encryption is
failing in the hardware crypto accelerator.

Syslogs:
337001.

Name: inspect-srtp-decrypt-failed
Inspect SRTP Decryption failed:
This counter will increment when SRTP decryption fails.

Recommendation:
If error persists even after a reboot please call TAC to see why SRTP decryption is

failing in the hardware crypto accelerator.

Syslogs:
337002.
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Name: inspect-srtp-validate-authtag-failed
Inspect SRTP Authentication tag validation failed:
This counter will increment when SRTP authentication tag validation fails.

Recommendation:
No action is required. If error persists SRTP packets arriving at the firewall are
being tampered with and the administrator has to identify the cause.

Syslogs:
337003.

Name: inspect-srtp-generate-authtag-failed
Inspect SRTP Authentication tag generation failed:
This counter will increment when SRTP authentication tag generation fails.

Recommendation:
No action is required.

Syslogs:
337004.

Name: inspect-srtp-no-output-flow
Inspect SRTP failed to find output flow:

This counter will increment when the flow from the Phone proxy could not be created or
if the flow has been torn down

Recommendation:
No action is required. The flow creation could have failed because of low memory
conditions.

Syslogs:
None.

Name: inspect-srtp-setup-srtp-failed
Inspect SRTP setup in CTM failed:
This counter will increment when SRTP setup in the CTM fails.

Recommendation:
No action is required. If error persists call TAC to see why the CTM calls are
failing.

Syslogs:
None.

Name: inspect-srtp-one-part-no-key
Inspect SRTP failed to find keys for both parties:

This counter will increment when Inspect SRTP finds only one party's keys populated in
the media session.

Recommendation:

No action is required. This counter could increment in the beginning phase of the call
but eventually when the call signaling exchange completes both parties should know their
respective keys.
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Syslogs:
None.

Name: inspect-srtp-no-media-session
Inspect SRTP Media session lookup failed:
This counter will increment when SRTP media session lookup fails.

Recommendation:

No action is required. The media session is created by Inspect SIP or Skinny when the
IP address is parsed as part of the signaling exchange. Debug the signaling messages to
figure out the cause.

Syslogs:
None.

Name: inspect-srtp-no-remote-phone-proxy-ip
Inspect SRTP Remote Phone Proxy IP not populated:
This counter will increment when remote phone proxy IP is not populated

Recommendation:

No action is required. The remote phone proxy IP address is populated from the
signaling exchange. If error persists debug the signaling messages to figure out if ASA is
seeing all the signaling messages.

Syslogs:
None.

Name: inspect-srtp-client-port-not-present
Inspect SRTP client port wildcarded in media session:
This counter will increment when client port is not populated in media session

Recommendation:

No action is required. The client port is populated dynamically when the media stream
comes in from the client. Capture the media packets to see if the client is sending media
packets.

Syslogs:
None.

Name: ips-request
IPS Module requested drop:

This counter is incremented and the packet is dropped as requested by IPS module when
the packet matches a signature on the IPS engine.

Recommendations:
Check syslogs and alerts on IPS module.

Syslogs:
420002

Name: ips-fail-close
IPS card is down:
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This counter is incremented and the packet is dropped when IPS card is down and
fail-close option was used in IPS inspection.

Recommendations:
Check and bring up the IPS card.

Syslogs:
420001

Name: ips-fail
IPS config removed for connection:

This counter is incremented and the packet is dropped when IPS configuration is not
found for a particular connection.

Recommendations:
check if any configuration changes have been done for IPS.

Syslogs:
None

Name: 12 acl
FP L2 rule drop:

This counter will increment when the appliance denies a packet due to a layer-2 ACL.
By default, in routed mode the appliance will PERMIT:

1) IPv4 packets

2) IPv6 packets

3) ARP packets

4) L2 Destination MAC of FFFF:FFFF:FFFF (broadcast)

5) IPv4 MCAST packet with destination L2 of 0100:5E00:0000-0100:5EFE:FFFF
6) IPv6 MCAST packet with destination L2 of 3333:0000:0000-3333:FFFF:FFFF

By default, in Transparent mode permits the routed mode ACL and PERMITS:

1) BPDU packets with destination L2 of 0100:0CCC:CCCD
2) Appletalk packets with destination L2 of 0900:0700:0000-0900:07FF:FFFF

The user can also configure ethertype ACL(s) and apply them to an interface to permit
other types of L2 traffic.

Note - Packets permitted by L2 ACLs may still be dropped by L3-L4 ACLs.

Recommendation:

If your running the appliance/context in transparent mode and your NON-IP packets are
dropped by the appliance, you can configure an ethertype ACL and apply the ACL to an
access group. Note - the appliance ethertype CLI only supports protocol types and not L2
destination MAC addresses.

Syslogs:
106026, 106027

Name: intercept-unexpected
Intercept unexpected packet:

Either received data from client while waiting for SYNACK from server or received a
packet which cannot be handled in a particular state of TCP intercept.

Recommendation:
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If this drop is causing the connection to fail, please have a sniffer trace of the
client and server side of the connection while reporting the issue. The box could be under
attack and the sniffer traces or capture would help narrowing down the culprit.

Syslogs:

None.

Name: no-mcast-entry
FP no mcast entry:

A packet has arrived that matches a multicast flow, but the multicast service is no
longer enabled, or was re-enabled after the flow was built.

_OR_

A multicast entry change has been detected after a packet was punted to the CP, and
the NP can no longer forward the packet since no entry is present.

Recommendation:
Reenable multicast if it is disabled.
No action required.

Syslogs:
None

Name: no-mcast-intrf

FP no mcast output intrf:
All output interfaces have been removed from the multicast entry.
_OR_
The multicast packet could not be forwarded.

Recommendation:
Verify that there are no longer any receivers for this group.
_OR_
Verify that a flow exists for this packet.

Syslogs:
None

Name: fragment-reassembly-failed
Fragment reassembly failed:

This counter is incremented when the appliance fails to reassemble a chain of
fragmented packets into a single packet. All the fragment packets in the chain are
dropped. This is most probably because of failure while allocating memory for the
reassembled packet.

Recommendation:
Use the show blocks command to monitor the current block memory.

Syslogs:
None

Name: ifc-classify
Virtual firewall classification failed:

A packet arrived on a shared interface, but failed to classify to any specific context
interface.

Recommendation:
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For software versions without customizable mac-address support, use the "global" or
"static" command to specify the IPv4 addresses that belong to each context interface. For
software versions with customizable mac-address support, enable "mac-address auto" in
system context. Alternatively, configure unique MAC addresses for each context interfaces
residing over a shared interface with "mac-address" command under each context interface
submode.

Syslogs:
None.

Name: interface-down
Interface is down:

This counter will increment for each packet received on an interface that is shutdown
via the 'shutdown' interface sub-mode command. For ingress traffic, the packet is dropped
after security context classification and if the interface associated with the context is
shut down. For egress traffic, the packet is dropped when the egress interface is shut
down.

Recommendation:
No action required.

Syslogs:
None.

Name: invalid-app-length
Invalid App length:

This counter will increment when the appliance detects an invalid length of the Layer
7 payload in the packet. Currently, it counts the drops by the DNS Guard function only.
Example: Incomplete DNS header.

Recommendation:
No action required.

Syslogs:
None.

Name: loopback-buffer-full
Loopback buffer full:

This counter is incremented and the packet is dropped when packets are sent from one
context of the appliance to another context through a shared interface and there is no
buffer space in loopback queue.

Recommendations:
Check system CPU to make sure it is not overloaded.

Syslogs:
None

Name: non-ip-pkt-in-routed-mode
Non-IP packet received in routed mode:

This counter will increment when the appliance receives a packet which is NOT IPv4,
IPv6 or ARP and the appliance/context is configured for ROUTED mode. In normal operation
such packets should be dropped by the default L2 ACL configuration.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.
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Syslogs:
106026, 106027

Name: host-move-pkt
FP host move packet:

This counter will increment when the appliance/context is configured for transparent
and source interface of a known L2 MAC address is detected on a different interface.

Recommendation:

This indicates that a host has been moved from one interface (i.e. LAN segment) to
another. This condition is normal while in transparent mode if the host has in fact been
moved. However, if the host move toggles back and forth between interfaces, a network loop
may be present.

Syslogs:
412001, 412002, 322001

Name: tfw-no-mgmt-ip-config
No management IP address configured for TFW:

This counter is incremented when the security appliance receives an IP packet in
transparent mode and has no management IP address defined. The packet is dropped.

Recommendation:
Configure the device with management IP address and mask values.

Syslogs:
322004

Name: shunned
Packet shunned:

This counter will increment when a packet is received which has a source IP address
that matches a host in the shun database.

Recommendation:
No action required.

Syslogs:
401004

Name: rm-conn-limit
RM connection limit reached:

This counter is incremented when the maximum number of connections for a context or
the system has been reached and a new connection is attempted.

Recommendation:

The device administrator can use the commands 'show resource usage' and 'show resource
usage system' to view context and system resource limits and 'Denied' counts and adjust
resource limits if desired.

Syslogs:
321001
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RM connection rate limit reached:
This counter is incremented when the maximum connection rate for a context or the
system has been reached and a new connection is attempted.

Recommendation:

The device administrator can use the commands 'show resource usage' and 'show resource
usage system' to view context and system resource limits and 'Denied' counts and adjust
resource limits if desired.

Syslogs:
321002

Name: np-socket-closed
Dropped pending packets in a closed socket:

If a socket is abruptly closed, by the user or software, then any pending packets in
the pipeline for that socket are also dropped. This counter is incremented for each packet
in the pipeline that is dropped.

Recommendation:

It is common to see this counter increment as part of normal operation. However, if
the counter is rapidly incrementing and there is a major malfunction of socket-based
applications, then this may be caused by a software defect. Contact the Cisco TAC to
investigate the issue further.

Syslogs:
None.

Name: mp-pf-queue-full
Port Forwarding Queue Is Full:

This counter is incremented when the Port Forwarding application's internal queue
is full and it receives another packet for transmission.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.

Syslogs:
None.

Name: mp-svc-delete-in-progress
SVC Module received data while connection was being deleted:

This counter will increment when the security appliance receives a packet associated
with an SVC connection that is in the process of being deleted.

Recommendation:

This is a normal condition when the SVC connection is torn down for any reason. If
this error occurs repeatedly or in large numbers, it could indicate that clients are
having network connectivity issues.

Syslogs:
None.

Name: mp-svc-bad-framing
SVC Module received badly framed data:

This counter will increment when the security appliance receives a packet from an SVC
or the control software that it is unable to decode.
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Recommendation:
This indicates that a software error should be reported to the Cisco TAC. The SVC or
security appliance could be at fault.

Syslogs:
722037 (Only for SVC received data).

Name: mp-svc-bad-length
SVC Module received bad data length:

This counter will increment when the security appliance receives a packet from an SVC
or the control software where the calculated and specified lengths do not match.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC. The SVC or
security appliance could be at fault.

Syslogs:
722037 (Only for SVC received data).

Name: mp-svc-unknown-type
SVC Module received unknown data frame:

This counter will increment when the security appliance receives a packet from an SVC
where the data type is unknown.

Recommendation:
Validate that the SVC being used by the client is compatible with the version of
security appliance software.

Syslogs:
None.

Name: mp-svc-addr-renew-response
SVC Module received address renew response data frame:

This counter will increment when the security appliance receives an Address Renew
Response message from an SVC. The SVC should not be sending this message.

Recommendation:
This indicates that an SVC software error should be reported to the Cisco TAC.

Syslogs:
None.

Name: mp-svc-no-prepend
SVC Module does not have enough space to insert header:

This counter will increment when there is not enough space before the packet data to
prepend a MAC header in order to put the packet onto the network.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.

Syslogs:
None.
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SVC Module does not have a channel for reinjection:
This counter will increment when the interface that the encrypted data was received
upon cannot be found in order to inject the decrypted data.

Recommendation:

If an interface is shut down during a connection, this could happen; re-enable/check
the interface. Otherwise, this indicates that a software error should be reported to the
Cisco TAC.

Syslogs:
None.

Name: mp-svc-no-session
SVC Module does not have a session:

This counter will increment when the security appliance cannot determine the SVC
session that this data should be transmitted over.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.

Syslogs:
None.

Name: mp-svc-decompres-error
SVC Module decompression error:

This counter will increment when the security appliance encounters an error during
decompression of data from an SVC.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC. The SVC or
security appliance could be at fault.

Syslogs:
722037.

Name: mp-svCc-CoOmpress-error
SVC Module compression error:

This counter will increment when the security appliance encounters an error during
compression of data to an SVC.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC. The SVC or
security appliance could be at fault.

Syslogs:
722037.

Name: mp-svc-no-mac
SVC Module unable to find L2 data for frame:

This counter will increment when the security appliance is unable to find an L2 MAC
header for data received from an SVC.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.

Syslogs:
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None.

Name: mp-svc-invalid-mac
SVC Module found invalid L2 data in the frame:

This counter will increment when the security appliance is finds an invalid L2 MAC
header attached to data received from an SVC.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.

Syslogs:
None.

Name: mp-svc-invalid-mac-len
SVC Module found invalid L2 data length in the frame:

This counter will increment when the security appliance is finds an invalid L2 MAC
length attached to data received from an SVC.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.

Syslogs:
None.

Name: mp-svc-flow-control
SVC Session is in flow control:

This counter will increment when the security appliance needs to drop data because an
SVC is temporarily not accepting any more data.

Recommendation:
This indicates that the client is unable to accept more data. The client should reduce
the amount of traffic it is attempting to receive.

Syslogs:
None.

Name: mp-svc-no-fragment
SVC Module unable to fragment packet:

This counter is incremented when a packet to be sent to the SVC is not permitted to be
fragmented or when there are not enough data buffers to fragment the packet.

Recommendation:

Increase the MTU of the SVC to reduce fragmentation. Avoid using applications that do
not permit fragmentation. Decrease the load on the device to increase available data
buffers.

Syslogs:
None.

Name: ssm-dpp-invalid
Invalid packet received from SSM card:

This counter only applies to the ASA 5500 series adaptive security appliance. It is
incremented when the security appliance receives a packet from the internal data plane
interface but could not find the proper driver to parse it.
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Recommendation:

The data plane driver is dynamically registered depending on the type of SSM installed
in the system. So this could happen if data plane packets arrive before the security
appliance is fully initialized. This counter is usually 0. You should not be concerned if
there are a few drops. However, if this counter keeps rising when system is up and
running, it may indicate a problem. Please contact Cisco Technical Assistance Center (TAC)
if you suspect it affects the normal operation of your the security appliance.

Syslogs:
None.

Name: ssm-asdp-invalid
Invalid ASDP packet received from SSM card:

This counter only applies to the ASA 5500 series adaptive security appliance. It is
incremented when the security appliance receives an ASA SSM Dataplane Protocol (ASDP)
packet from the internal data plane interface, but the driver encountered a problem when
parsing the packet. ASDP is a protocol used by the security appliance to communicate with
certain types of SSMs, like the CSC-SSM. This could happen for various reasons, for
example ASDP protocol version is not compatible between the security appliance and SSM, in
which case the card manager process in the control plane issues system messages and CLI
warnings to inform you of the proper version of images that need to be installed; the ASDP
packet belongs to a connection that has already been terminated on the security appliance;
the security appliance has switched to the standby state (if failover is enable) in which
case it can no longer pass traffic; or any unexpected value when parsing the ASDP header
and payload.

Recommendation:

The counter is usually 0 or a very small number. But user should not be concerned if
the counter slowly increases over the time, especially when there has been a failover, or
you have manually cleared connections on the security appliance via CLI. If the counter
increases drastically during normal operation, please contact Cisco Technical Assistance
Center (TAC).

Syslogs:
421003
421004

Name: ssm-app-request
Service module requested drop:

This counter only applies to the ASA 5500 series adaptive security appliance. It is
incremented when the application running on the SSM requests the security appliance to
drop a packet.

Recommendation:

More information could be obtained by querying the incident report or system messages
generated by the SSM itself. Please consult the documentation that comes with your SSM for
instructions.

Syslogs:
None.

Name: ssm-app-fail
Service module is down:

This counter only applies to the ASA 5500 series adaptive security appliance. It is
incremented when a packet to be inspected by the SSM is dropped because the SSM has become
unavailable. Some examples of this are: software or hardware failure, software or
signature upgrade, or the module being shut down.
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Recommendation:

The card manager process running in the security appliance control plane would have
issued system messages and CLI warning to inform you of the failure. Please consult the
documentation that comes with the SSM to trouble shoot the SSM failure. Contact Cisco
Technical Assistance Center (TAC) if needed.

Syslog:
None.

Name: wccp-return-no-route
No route to host for WCCP returned packet:

This counter is incremented when a packet is returned from the Cache Engine and the
security appliance does not find a route for the original source of the packet.

Recommendation:
Verify that a route exists for the source ip address of the packet returned from Cache
Engine.

Syslogs:
None.

Name: wccp-redirect-no-route
No route to Cache Engine:

This counter is incremented when the security appliance tries to redirect a packet and
does not find a route to the Cache Engine.

Recommendation:
Verify that a route exists for Cache Engine.

Syslogs:
None.

Name: telnet-not-permitted
Telnet not permitted on least secure interface:

This counter is incremented and packet is dropped when the appliance receives a TCP
SYN packet attempting to establish a TELNET session to the appliance and that packet was
received on the least secure interface.

Recommendation:

To establish a TELNET session to the appliance via the least secure interface, first
establish an IPSec tunnel to that interface and then connect the TELNET session over that
tunnel.

Syslogs:
402117

Name: vpn-handle-error
VPN Handle Error:

This counter is incremented when the appliances is unable to create a VPN handle
because the VPN handle already exists.

Recommendation:
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It is possible to see this counter increment as part of normal operation However, if
the counter is rapidly incrementing and there is a major malfunction of vpn-based
applications, then this may be caused by a software defect. Contact the Cisco TAC to
investigate the issue further.

Syslogs:
None.

Name: host-limit
Host limit exceeded:
This counter is incremented when the licensed host limit is exceeded.

Recommendation:
None.

Syslogs:
450001

Name: tunnel-torn-down
Tunnel has been torn down:

This counter will increment when the appliance receives a packet associated with an
established flow whose IPSec security association is in the process of being deleted.

Recommendation:
This is a normal condition when the IPSec tunnel is torn down for any reason.

Syslogs:
None

Name: out-of-memory
No memory to complete flow:

This counter is incremented when the appliance is unable to create a flow because of
insufficient memory.

Recommendation:

Verify that the box is not under attack by checking the current connections. Also
verify if the configured timeout values are too large resulting in idle flows residing in
memory longer. Check the free memory available by issuing 'show memory'. If free memory
is low, issue the command 'show processes memory' to determine which processes are
utilizing most of the memory.

Syslogs:
None

Name: parent-closed
Parent flow is closed:

When the parent flow of a subordinating flow is closed, the subordinating flow is also
closed. For example, an FTP data flow (subordinating flow) will be closed with this
specific reason when its control flow (parent flow) is terminated. This reason is also
given when a secondary flow (pin-hole) is closed by its controlling application. For
example, when the BYE messaged is received, the SIP inspection engine (controlling
application) will close the corresponding SIP RTP flows (secondary flow).
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Recommendation:
None.

Syslogs:
None.

Name: closed-by-inspection
Flow closed by inspection:

This reason is given for closing a flow due to an error detected during application
inspection. For example, if an error is detected during inspecting an H323 message, the
corresponding H323 flow is closed with this reason.

Recommendation:
None.

Syslogs:
None.

Name: fo-primary-closed
Failover primary closed:

Standby unit received a flow delete message from the active unit and terminated the
flow.

Recommendation:
If the appliance is running stateful failover, then this counter should increment for
every replicated connection that is torn down on the standby appliance.

Syslogs:
302014, 302016, 302018

Name: fo-standby
Flow closed by failover standby:

If a through-the-box packet arrives at an appliance or context is in a Standby state,
and a flow is created, the packet is dropped and the flow removed. This counter will
increment each time a flow is removed in this manner.

Recommendation:
This counter should never be incrementing on the Active appliance or context. However,
it is normal to see it increment on the Standby appliance or context.

Syslogs:
302014, 302016, 302018

Name: fo rep err
Standby flow replication error:
Standby unit failed to replicate a flow.

Recommendation:

If appliance is processing VPN traffic, then this counter could be constantly
increasing on the standby unit because of the flow could be replicated before the IKE SA
info. No action is required in this case. If the appliance is not processing VPN traffic,
then this indicate a software detect, turn on the debug: "debug fover fail" on the standby
unit, collect the debug output, and report the problem to Cisco TAC.

Syslogs:
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302014, 302016, 302018

Name: loopback
Flow is a loopback:

This reason is given for closing a flow due to the following conditions: 1) when
U-turn traffic is present on the flow, and, 2) 'same-security-traffic permit
intra-interface' is not configured.

Recommendation:
To allow U-turn traffic on an interface, configure the interface with
'same-security-traffic permit intra-interface'.

Syslogs:
None.

Name: acl-drop
Flow is denied by access rule:

This counter is incremented when a drop rule is hit by the packet and flow creation
is denied. This rule could be a default rule created when the box comes up, when various
features are turned on or off, when an acl is applied to interface or any other feature
etc. Apart from default rule drops, a flow could be denied because of:

1) ACL configured on an interface

2) ACL configured for AAA and AAA denied the user

3) Thru-box traffic arriving at management-only ifc

4) Unencrypted traffic arriving on a ipsec-enabled interface

5) Implicity deny 'ip any any' at the end of an ACL
Recommendation:

Observe if one of syslogs related to packet drop are fired. Flow drop results in the
corresponding packet-drop that would fire requisite syslog.

Syslogs:
None.

Name: pinhole-timeout
Pinhole timeout:

This counter is incremented to report that the appliance opened a secondary flow, but
no packets passed through this flow within the timeout interval, and hence it was removed.
An example of a secondary flow is the FTP data channel that is created after successful
negotiation on the FTP control channel.

Recommendation:
No action required.

Syslogs:
302014, 302016

Name: host-removed
Host is removed:
Flow removed in response to "clear local-host" command.

Recommendation:
This is an information counter.

Syslogs:
302014, 302016, 302018, 302021, 305010, 305012, 609002
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Name: xlate-removed
Xlate Clear:
Flow removed in response to "clear xlate" or "clear local-host" command.

Recommendation:
This is an information counter.

Syslogs:
302014, 302016, 302018, 302021, 305010, 305012, 609002

Name: connection-timeout
Connection timeout:

This counter is incremented when a flow is closed because of the expiration of it's
inactivity timer.

Recommendation:
No action required.

Syslogs:
302014, 302016, 302018, 302021

Name: conn-limit-exceeded
Connection limit exceeded:

This reason is given for closing a flow when the connection limit has been exceeded.
The connection limit is configured via the 'set connection conn-max' action command.

Recommendation:
None.

Syslogs:
201011

Name: tcp-fins
TCP FINs:
This reason is given for closing a TCP flow when TCP FIN packets are received.

Recommendations:
This counter will increment for each TCP connection that is terminated normally with
FINs.

Syslogs:
302014

Name: syn-timeout
SYN Timeout:
This reason is given for closing a TCP flow due to expiry of embryonic timer.

Recommendations:
If these are valid session which take longer to establish a connection increase the

embryonic timeout.

Syslogs:
302014
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Name: fin-timeout
FIN Timeout:
This reason is given for closing a TCP flow due to expiry of half-closed timer.

Recommendations:
If these are valid session which take longer to close a TCP flow, increase the
half-closed timeout.

Syslogs:
302014

Name: reset-in
TCP Reset-I:

This reason is given for closing an outbound flow (from a low-security interface to a
same- or high-security interface) when a TCP reset is received on the flow.

Recommendation:
None.

Syslogs:
302014

Name: reset-out
TCP Reset-0:

This reason is given for closing an inbound flow (from a high-security interface to
low-security interface) when a TCP reset is received on the flow.

Recommendation:
None.

Syslogs:
302014

Name: reset-appliance
TCP Reset-APPLIANCE:
This reason is given for closing a flow when a TCP reset is generated by appliance.

Recommendation:
None.

Syslogs:
302014

Name: recurse
Close recursive flow:

A flow was recursively freed. This reason applies to pair flows and multicast slave
flows, and serves to prevent syslogs being issued for each of these subordinate flows.

Recommendation:
No action required.

Syslogs:
None
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Name: tcp-intecept-no-response
TCP intercept, no response from server:

SYN retransmission timeout after trying three times, once every second. Server
unreachable, tearing down connection.

Recommendation:
Check if the server is reachable from the ASA.

Syslogs:
None

Name: tcp-intercept-unexpected
TCP intercept unexpected state:
Logic error in TCP intercept module, this should never happen.

Recommendation:
Indicates memory corruption or some other logic error in the TCP intercept module.

Syslogs:
None

Name: tcpnorm-rexmit-bad
TCP bad retransmission:

This reason is given for closing a TCP flow when check-retranmission feature is
enabled and the TCP endpoint sent a retranmission with different data from the original
packet.

Recommendations:
The TCP endpoint maybe attacking by sending different data in TCP retransmits. Please
use the packet capture feature to learn more about the origin of the packet.

Syslogs:
302014

Name: tcpnorm-win-variation
TCP unexpected window size variation:

This reason is given for closing a TCP flow when window size advertized by TCP
endpoint is drastically changed without accepting that much data.

Recommendations:
In order to allow this connection, use the window-variation configuration under
tcp-map.

Syslogs:
302014

Name: tcpnorm-invalid-syn
TCP invalid SYN:
This reason 1is given for closing a TCP flow when the SYN packet is invalid.

Recommendations:
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SYN packet could be invalid for number of reasons, like invalid checksum, invalid TCP
header. Please use the packet capture feature to understand why the SYN packet is invalid.
If you would like to allow these connection use tcp-map configurations to bypass checks.

Syslogs:
302014

Name: mcast-intrf-removed

Multicast interface removed:
An output interface has been removed from the multicast entry.
_OR_
All output interfaces have been removed from the multicast entry.

Recommendation:
No action required.
_OR_
Verify that there are no longer any receivers for this group.

Syslogs:
None

Name: mcast-entry-removed
Multicast entry removed:

A packet has arrived that matches a multicast flow, but the multicast service is no
longer enabled, or was re-enabled after the flow was built.

_OR_

The multicast entry has been deleted so the flow is being cleaned up, but the packet
will be reinjected into the data path.

Recommendation:
Reenable multicast if it is disabled.
_OR_
No action required.

Syslogs:
None

Name: tcp-intercept-kill
Flow terminated by TCP Intercept:

TCP intercept would teardown a connection if this is the first SYN, a connection is
created for the SYN, and TCP intercept replied with a SYN cookie, or after seeing a valid
ACK from client, when TCP intercept sends a SYN to server, server replies with a RST.

Recommendation:

TCP intercept normally does not create a connection for first SYN, except when there
are nailed rules or the packet comes over a VPN tunnel or the next hop gateway address to
reach the client is not resolved. So for the first SYN this indicates that a connection
got created. When TCP intercept receives a RST from server, its likely the corresponding
port is closed on the server.

Syslogs:
None

Name: audit-failure
Audit failure:
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A flow was freed after matching an "ip audit" signature that had reset as the
associated action.

Recommendation:
If removing the flow is not the desired outcome of matching this signature, then
remove the reset action from the "ip audit" command.

Syslogs:
None

Name: ips-request
Flow terminated by IPS:
This reason is given for terminating a flow as requested by IPS module.

Recommendations:
Check syslogs and alerts on IPS module.

Syslogs:
420002

Name: ips-fail-close
IPS fail-close:

This reason is given for terminating a flow since IPS card is down and fail-close
option was used with IPS inspection.

Recommendations:
Check and bring up IPS card

Syslogs:
420001

Name: reinject-punt
Flow terminated by punt action:

This counter is incremented when a packet is punted to the exception-path for
processing by one of the enhanced services such as inspect, aaa etc and the servicing
routine, having detected a violation in the traffic flowing on the flow, requests that the
flow be dropped. The flow is immediately dropped.

Recommendation:
Please watch for syslogs fired by servicing routine for more information. Flow drop
terminates the corresponding connection.

Syslogs:
None.

Name: shunned
Flow shunned:

This counter will increment when a packet is received which has a source IP address
that matches a host in the shun database. When a shun command is applied, it will be
incremented for each existing flow that matches the shun command.

Recommendation:
No action required.

Syslogs:
401004
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Name: host-limit
host-limit

Name: nat-failed
NAT failed:
Failed to create an xlate to translate an IP or transport header.

Recommendation:

If NAT is not desired, disable "nat-control". Otherwise, use the "static", "nat" or
"global" command to configure NAT policy for the dropped flow. For dynamic NAT, ensure
that each "nat" command is paired with at least one "global" command. Use "show nat" and
"debug pix process" to verify NAT rules.

Syslogs:
305005, 305006, 305009, 305010, 305011, 305012

Name: nat-rpf-failed
NAT reverse path failed:

Rejected attempt to connect to a translated host using the translated host's real
address.

Recommendation:

When not on the same interface as the host undergoing NAT, use the mapped address
instead of the real address to connect to the host. Also, enable the appropriate inspect
command if the application embeds IP address.

Syslogs:
305005

Name: no-ipv6-ipsec
IPSec over IPv6 unsupported:

This counter will increment when the appliance receives an IPSec ESP packet, IPSec
NAT-T ESP packet or an IPSec over UDP ESP packet encapsulated in an IP version 6 header.
The appliance does not currently support any IPSec sessions encapsulated in IP version 6.

Recommendation:
None

Syslogs:
None

Name: tunnel-pending
Tunnel being brought up or torn down:

This counter will increment when the appliance receives a packet matching an entry in
the security policy database (i.e. crypto map) but the security association is in the
process of being negotiated; its not complete yet.

This counter will also increment when the appliance receives a packet matching an
entry in the security policy database but the security association has been or is in the
process of being deleted. The difference between this indication and the 'Tunnel has been
torn down' indication is that the 'Tunnel has been torn down' indication is for
established flows.

Recommendation:
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This is a normal condition when the IPSec tunnel is in the process of being negotiated
or deleted.

Syslogs:
None

Name: need-ike
Need to start IKE negotiation:

This counter will increment when the appliance receives a packet which requires
encryption but has no established IPSec security association. This is generally a normal
condition for LAN-to-LAN IPSec configurations. This indication will cause the appliance to
begin ISAKMP negotiations with the destination peer.

Recommendation:

If you have configured IPSec LAN-to-LAN on your appliance, this indication is normal
and does not indicate a problem. However, if this counter increments rapidly it may
indicate a crypto configuration error or network error preventing the ISAKMP negotiation
from completing.

Verify that you can communicate with the destination peer and verify your crypto
configuration via the 'show running-config' command.

Syslogs:
None

Name: vpn-handle-error
VPN handle error:

This counter is incremented when the appliance is unable to create a VPN handle
because the VPN handle already exists.

Recommendation:

It is possible to see this counter increment as part of normal operation. However, if
the counter is rapidly incrementing and there is a major malfunction of vpn-based
applications, then this may be caused by a software defect. Use the following command sto
gather more information about this counter and ontact the Cisco TAC to investigate the
issue further.

capture <name> type asp-drop vpn-handle-error
show asp table classify crypto
show asp table vpn-context detail

Syslogs:
None

Name: vpn-handle-not-found
VPN handle not found:

This counter is incremented when a datagram hits an encrypt or decrypt rule, and no
VPN handle is found for the flow the datagram is on.

Recommendation:

It is possible to see this counter increment as part of normal operation. However, if
the counter is rapidly incrementing and there is a major malfunction of vpn-based
applications, then this may be caused by a software defect. Use the following command sto
gather more information about this counter and ontact the Cisco TAC to investigate the
issue further.

capture <name> type asp-drop vpn-handle-not-found
show asp table classify crypto
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Syslogs:
None

Name: inspect-fail
Inspection failure:

This counter will increment when the appliance fails to enable protocol inspection
carried out by the NP for the connection. The cause could be memory allocation failure, or
for ICMP error message, the appliance not being able to find any established connection
related to the frame embedded in the ICMP error message.

Recommendation:
Check system memory usage. For ICMP error message, i1if the cause is an attack, you can
deny the host using the ACLs.

Syslogs:
313004 for ICMP error.

Name: no-inspect
Failed to allocate inspection:

This counter will increment when the security appliance fails to allocate a run-time
inspection data structure upon connection creation. The connection will be dropped.

Recommendation:
This error condition is caused when the security appliance runs out of system memory.
Please check the current available free memory by executing the "show memory" command.

Syslogs:
None

Name: reset-by-ips
Flow reset by IPS:
This reason is given for terminating a TCP flow as requested by IPS module.

Recommendations:
Check syslogs and alerts on IPS module.

Syslogs:
420003

Name: flow-reclaimed
Non-tcp/udp flow reclaimed for new request:

This counter is incremented when a reclaimable flow is removed to make room for a new
flow. This occurs only when the number of flows through the appliance equals the maximum
number permitted by the software imposed limit, and a new flow request is received. When
this occurs, if the number of reclaimable flows exceeds the number of VPN tunnels
permitted by the appliance, then the oldest reclaimable flow is removed to make room for
the new flow. All flows except the following are deemed to be reclaimable:

1. TCP, UDP, GRE and Failover flows

2. ICMP flows if ICMP stateful inspection is enabled

3. ESP flows to the appliance

Recommendation:

Cisco Security Appliance A< F Y7L Y&
m. oL-12173-02-J |



| #£25% show asp drop 32> K~ show curpriv a<T> F

showaspdrop WM

No action is required if this counter is incrementing slowly. If this counter is
incrementing rapidly, it could mean that the appliance is under attack and the appliance
is spending more time reclaiming and rebuilding flows.

Syslogs
302021

Name: non_tcp syn
non-syn TCP:

This reason is given for terminating a TCP flow when the first packet is not a SYN
packet.

Recommendations:
None

Syslogs:
None

Name: ipsec-spoof-detect
IPSec spoof packet detected:

This counter will increment when the appliance receives a packet which should have
been encrypted but was not. The packet matched the inner header security policy check of
a configured and established IPSec connection on the appliance but was received
unencrypted. This is a security issue.

Recommendation:
Analyze your network traffic to determine the source of the spoofed IPSec traffic.

Syslogs:
402117

Name: rm-xlate-limit
RM xlate limit reached:

This counter is incremented when the maximum number of xlates for a context or the
system has been reached and a new connection is attempted.

Recommendation:

The device administrator can use the commands 'show resource usage' and 'show resource
usage system' to view context and system resource limits and 'Denied' counts and adjust
resource limits if desired.

Syslogs:
321001

Name: rm-host-limit
RM host limit reached:

This counter is incremented when the maximum number of hosts for a context or the
system has been reached and a new connection is attempted.

Recommendation:

The device administrator can use the commands 'show resource usage' and 'show resource
usage system' to view context and system resource limits and 'Denied' counts and adjust
resource limits if desired.

Syslogs:
321001
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Name: rm-inspect-rate-limit
RM inspect rate limit reached:

This counter is incremented when the maximum inspection rate for a context or the
system has been reached and a new connection is attempted.

Recommendation:

The device administrator can use the commands 'show resource usage' and 'show resource
usage system' to view context and system resource limits and 'Denied' counts and adjust
resource limits if desired.

Syslogs:
321002

Name: tcpmod-connect-clash
A TCP connect socket clashes with an existing listen connection. This is an internal
system error. Contact TAC.

Name: svc-spoof-detect
SVC spoof packet detected:

This counter will increment when the security appliance receives a packet which should
have been encrypted but was not. The packet matched the inner header security policy check
of a configured and established SVC connection on the security appliance but was received
unencrypted. This is a security issue.

Recommendation:
Analyze your network traffic to determine the source of the spoofed SVC traffic.

Syslogs:
None

Name: ssm-app-request
Flow terminated by service module:

This counter only applies to the ASA 5500 series adaptive security appliance. It is
incremented when the application running on the SSM requests the security appliance to
terminate a connection.

Recommendation:

You can obtain more information by querying the incident report or system messages
generated by the SSM itself. Please consult the documentation that comes with comes with
the SSM for instructions.

Syslogs:
None.

Name: ssm-app-fail
Service module failed:

This counter only applies to the ASA 5500 series adaptive security appliance. It is
incremented when a connection that is being inspected by the SSM is terminated because the
SSM has failed.

Recommendation:

Cisco Security Appliance A< F Y7L Y&
m‘ oL-12173-02-J |



| #£25% show asp drop 32> K~ show curpriv a<T> F

showaspdrop WM

The card manager process running in the security appliance control plane issued system
messages and CLI warning to inform you of the failure. Please consult the documentation
that comes with the SSM to trouble shoot the SSM failure. Contact Cisco Technical
Assistance Center (TAC) if needed.

Syslog:
421001.

Name: ssm-app-incompetent
Service module incompetent:

This counter only applies to the ASA 5500 series adaptive security appliance. It is
incremented when a connection is supposed to be inspected by the SSM, but the SSM is not
able to inspect it. This counter is reserved for future use. It should always be 0 in the
current release.

Recommendation:
None.

Syslog:
None.

Name: ssl-bad-record-detect
SSL bad record detected:

This counter is incremented for each unknown SSL record type received from the remote
peer. Any unknown record type received from the peer is treated as a fatal error and the
SSL connections that encounter this error must be terminated.

Recommendation:

It is not normal to see this counter increment at any time. If this counter is
incremented, it usually means that the SSL protocol state is out of sync with the client
software. The most likely cause of this problem is a software defect in the client
software. Contact the Cisco TAC with the client software or web browser version and
provide a network trace of the SSL data exchange to troubleshoot this problem.

Syslogs:
None.

Name: ssl-handshake-failed
SSL handshake failed:

This counter is incremented when the TCP connection is dropped because the SSL
handshake failed.

Recommendation:

This is to indicate that the TCP connection is dropped because the SSL handshake
failed. If the problem cannot be resolved based on the syslog information generated by the
handshake failure condition, please include the related syslog information when contacting
the Cisco TAC.

Syslogs:
725006.
725014.

Name: ssl-malloc-error
SSL malloc error:
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This counter is incremented for each malloc failure that occurs in the SSL 1lib. This
is to indicate that SSL encountered a low memory condition where it can't allocate a
memory buffer or packet block.

Recommendation:
Check the security appliance memory and packet block condition and contact Cisco the
TAC with this memory information.

Syslogs:
None.

Name: ctm-crypto-request-error
CTM crypto request error:

This counter is incremented each time CTM cannot accept our crypto request. This
usually means the crypto hardware request queue is full.

Recommendation:
Issue the show crypto protocol statistics ssl command and contact the Cisco TAC with
this information.

Syslogs:
None.

Name: ssl-record-decrypt-error
SSL record decryption failed:

This counter is incremented when a decryption error occurs during SSL data receive.
This usually means that there is a bug in the SSL code of the ASA or peer, or an attacker
may be modifying the data stream. The SSL connection has been closed.

Recommendation:
Investigate the SSL data streams to and from your ASA. If there is no attacker, then
this indicates a software error that should be reported to the Cisco TAC.

Syslogs:
None.

Name: np-socket-conn-not-accepted
A new socket connection was not accepted:

This counter is incremented for each new socket connection that is not accepted by the
security appliance.

Recommendation:

It is possible to see this counter increment as part of normal operation. However, if
the counter is rapidly incrementing and there is a major malfunction of socket-based
applications, then this may be caused by a software defect. Contact the Cisco TAC to
investigate the issue further.

Syslog:
None.

Name: np-socket-failure
NP socket failure:
This is a general counter for critical socket processing errors.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.
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Syslog:
None.

Name: np-socket-data-move-failure
NP socket data movement failure:
This counter is incremented for socket data movement errors.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.

Syslog:
None.

Name: np-socket-new-conn-failure
NP socket new connection failure:
This counter is incremented for new socket connection failures.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.

Syslog:
None.

Name: np-socket-transport-closed
NP socket transport closed:

This counter is incremented when the transport attached to the socket is abruptly
closed.

Recommendation:

It is possible to see this counter increment as part of normal operation. However, if
the counter is rapidly incrementing and there is a major malfunction of socket-based
applications, then this may be caused by a software defect. Contact the Cisco TAC to
investigate the issue further.

Syslog:
None.

Name: np-socket-block-conv-failure
NP socket block conversion failure:
This counter is incremented for socket block conversion failures.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.

Syslog:
None.

Name: ssl-received-close-alert
SSL received close alert:

This counter is incremented each time the security appliance receives a close alert
from the remote client. This indicates that the client has notified us they are going to
drop the connection. It is part of the normal disconnect process.
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Recommendation:
None.

Syslog:
725007.

Name: svc-failover
An SVC socket connection is being disconnected on the standby unit:

This counter is incremented for each new SVC socket connection that is disconnected
when the active unit is transitioning into standby state as part of a failover transition.

Recommendation:

None. This is part of a normal cleanup of a SVC connection when the current device is
transitioning from active to standby. Existing SVC connections on the device are no longer
valid and need to be removed.

Syslogs:
None.

Name: children-limit
Max per-flow children limit exceeded:

The number of children flows associated with one parent flow exceeds the internal
limit of 200.

Recommendation:

This message indicates either a misbehaving application or an active attempt to
exhaust the firewall memory. Use "set connection per-client-max" command to further fine
tune the limit. For FTP, additionally enable the "strict" option in "inspect ftp".

Syslogs:
210005

Name: tracer-flow
packet-tracer traced flow drop:

This counter is internally used by packet-tracer for flow freed once tracing is
complete.

Recommendation:
None.

Syslog:
None.

Name: sp-looping-address
looping-address:

This counter is incremented when the source and destination addresses in a flow are
the same. SIP flows where address privacy is enabled are excluded, as it is normal for
those flows to have the same source and destination address.

Recommendation:

There are two possible conditions when this counter will increment. One is when the
appliance receives a packet with the source address equal to the destination. This
represents a type of DoS attack. The second is when the NAT configuration of the
appliance NATs a source address to equal that of the destination. One should examine
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syslog message 106017 to determine what IP address is causing the counter to increment,
then enable packet captures to capture the offending packet, and perform additional
analysis.

Syslogs:
106017

Name: vpn-context-expired
Expired VPN context:

This counter will increment when the security appliance receives a packet that
requires encryption or decryption, and the ASP VPN context required to perform the
operation is no longer valid.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.

Syslogs:
None

Name: no-adjacency
No valid adjacency:

This counter will increment when the security appliance receives a packet on an
existing flow that no longer has a valid output adjacency. This can occur if the nexthop
is no longer reachable or if a routing change has occurred typically in a dynamic routing
environment.

Recommendation:
No action required.

Syslogs:
None

Name: ipsec-selector-failure
IPSec VPN inner policy selector mismatch detected:

This counter is incremented when an IPSec packet is received with an inner IP header
that does not match the configured policy for the tunnel.

Recommendation:
Verify that the crypto ACLs for the tunnel are correct and that all acceptable packets
are included in the tunnel identity. Verify that the box is not under attack if this
message 1s repeatedly seen.

Syslogs:
402116

Name: np-midpath-service-failure
NP midpath service failure:
This is a general counter for critical midpath service errors.

Recommendation:
This indicates that a software error should be reported to the Cisco TAC.

Syslog:
None.
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show asp drop 27> F~ show curpriv a<w> F |

W show asp drop
Name: svc-replacement-conn
SVC replacement connection established:
This counter is incremented when an SVC connection is replaced by a new connection.
Recommendation:
None. This may indicate that users are having difficulty maintaining connections to
the ASA. Users should evaluate the quality of their home network and Internet connection.
Syslog:
722032
£l WIZ, show asp drop =~ FOHNFEZRLET, FALAZ TN, DU ERREZICZ VT S
7ol 27" L TWET,
hostname# show asp drop
Frame drop:
Flow is denied by configured rule (acl-drop) 3
Dst MAC L2 Lookup Failed (dst-12 lookup-fail) 4110
L2 Src/Dst same LAN port (12_same-lan-port) 760
Expired flow (flow-expired) 1
Last clearing: Never
Flow drop:
Flow is denied by access rule (acl-drop) 24
NAT failed (nat-failed) 28739
NAT reverse path failed (nat-rpf-failed) 22266
Inspection failure (inspect-fail) 19433
Last clearing: 17:02:12 UTC Jan 17 2008 by enable 15
BEa< R avwy kR B
capture Ny beEF Y FF Y LET, aspdrop I— RIZESW Ty b EFy

TFFxT AL T a b EENTHET,

clear asp drop

¥ T NAD Ny THEHEREZ VT LET,

show conn

P ol E R R LET,
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show asp tablearp W

show asp table arp

Wt F 2 T 4 NADARP 77— 7 VET Ny 73 5213, Fi#E EXEC & — KT show asp table arp
avy REfHLET,

show asp table arp [interface interface_name] [address ip_address [netmask mask]]

WX DA address ip_address ({EE) ARP7T—7 N 2 b ERFRTLHIP 7 FLAZEELET,
interface (f£E) ARP 7— TN R R TIHIREDA VX —T = ABEELET,
interface_name
netmask mask (EE) IPT7T RLVADOY TRy b A7 2R ELET,

TI+INE T 74N S OBEREIZH Y EH A

avwvEk E—F RORIZ, a~v FEANTEDLE—RERLET,

2747 9x—IE—F £FaUF4 aVTFXE}
<ILF
aAVTER
aAvv K E—F L—T9F &8 TN k VAT L
FekE EXEC * * * * i

avy FERE Jyy—=x EENE
7.0(1) Zoavwy FREAIRE L,

ERALDHA 54> show arp =~ F)ia v ha—L L —rDONEERRT HDIZK LT, show asp table arp =~ >
FE@EE* =27 4 N2AORNFEZ2FRLET, ZOFRIE, BED NI Ty a—T 1 IR
SEERHVET, Bt X=2 VT 4 NRRAOFMIZ DN T, [Cisco ASA 5500 Series Configuration
Guide using the CLI] #Z2R L TLZ&0, INHOREIT Ay ZHMTORER S, FHRLIEE
EINLZEBRHYVET, ZOavr REEH LY AT A TRy JIZOWTERLERG AL,
Cisco TAC IZBMWELELTEE W,

5 &KIZ, show asp table arp =~ > FOHAHIZRrLET,

hostname# show asp table arp

Context: single_vf, Interface: inside

10.86.194.50 Active 000f.66ce.5d46 hits 0
10.86.194.1 Active 00b0.64ea.91a?2 hits 638
10.86.194.172 Active 0001.03cf.9%e79 hits O
10.86.194.204 Active 000f.66ce.5d3c hits 0
10.86.194.188 Active 000£.904b.80d7 hits 0

Context: single vf, Interface: identity
HE Active 0000.0000.0000 hits O
0.0.0.0 Active 0000.0000.0000 hits 50208
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Bl  show asp table arp

‘E-EI:I

BlEavU KR avwvk 3]
show arp ARP 7—7 V& FRLET,
show arp statistics ARP HEHEREZ R R LET,
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show asp table classify W

show asp table classify

BT X2 VT 4 NAODFHETT—TNET Ny 735121, ¥iHE EXEC & — KT show asp table
classify =~ > FZEHLET, HEFIX. BEXTFy hoFe Ty (e bhanr, #EET ML
AL BT RLARE) #ZREL T, &%y ME2#EYRLSEL—V EIGHTET, ZhEFhoL—
MZE, X7y o Ray ZROBBOFA R E, EOXATOT 7 v arEFETT50EHE LTS
RAAL DTN BENET,

show asp table classify [hit | crypto | domain domain _name | interface interface name)

WX DA

FI4I+

avy kR E—F

domain domain_name  ({£3%) $sEONHET FAAL D2 MY 2R RLET, RAL DY Z K
WZOWTIE, MEAEOT A RTA42 ) 2BRLTLIEZEN,

hits EE) OLStDe v MEEZESSE = b 2FRLET,

interface EE) DT —TNVERTRTHIEEDA X —T7 = AERELET,

interface_name

crypto (EE) W5, B, BLOIPSec kb 7u— FAAL DB EHE
r~LFET,

77 4 P OBEREIEH D EH A

ROFIZ, a<wr Fe ANTEHE—FaRLET,

F74F794—IL E—F EFa)Fq4 aVTFXF
TILF
aAVTFR
avwry kK E—FK L—Tv F |&& UL k AT L
$§$§ EXEC A . . . °
avy RBE y1y—2 EEAR
7.0(1) Zoavwy FREAIHE L,
7.2(4) hits 7> a2 > BEXWasp T—7ADH 7 ZNRKIC7 VT SRT-ON
WONERTHA LARAZ L TREBMESNE L,
8.0(2) tmatch =2 > /S A LR HIE S Uz Z R T 721, H LW 72 2 28BN

HHEDHA FS51Y

SNELE, ZOHTZE, ER 0 LV REVBEDOARRINET,

show asp table classifier =~ FiX, BHEx= 7 4 RAOSEFONEEZFRTRLET, ZOEH
X, MO N7 TNy a—T 4 U TIEESSEERDY ET, MEEX2 VT 4 NRAOFEMIONT
&, [Cisco ASA 5500 Series Configuration Guide using the CLI] # 2B L T Z&\», ZhbDHET
TRy TEHMTORER SN, HERENVIEFEEINLZ R3SV ET, Zoavr ReEH LV AT
TRy FIZONWTHENLEREASIX, Cisco TAC IZBRIWEHHEL ZEN,

ST RAAL L, ROBORH Y £7°,

aaa—-acct
aaa-auth
aaa-user
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Bl show asp table classify

accounting

arp

capture

capture
conn-nailed
conn-set

ctcp

decrypt

encrypt
established
filter-activex
filter-ftp
filter-https
filter-java
filter-url

host

ids

inspect
inspect-ctigbe
inspect-dns
inspect-dns-ids
inspect-ftp
inspect-ftp-data
inspect-gtp
inspect-h323
inspect-http
inspect-icmp
inspect-icmp-error
inspect-ils
inspect-mgcp
inspect-netbios
inspect-pptp
inspect-rsh
inspect-rtsp
inspect-sip
inspect-skinny
inspect-smtp
inspect-snmp
inspect-sglnet
inspect-sglnet-plus
inspect-sunrpc
inspect-tftp
inspect-xdmcp
ipsec-natt
ipsec-tunnel-flow
ipsec-user
limits

lu

mac-permit
mgmt-lockdown
mgmt-tcp-intercept
multicast

nat

nat-exempt
nat-exempt-reverse
nat-reverse

null

permit
permit-ip-option
permit-log

pim

pppP

priority-gq

punt
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show asp table classify W

punt-12
punt-root

qos
gos-per-class
gos-per-dest
gos-per—-flow
gos—-per-source
shun
tcp-intercept

15l %Iz, show asp table classify =~ > FOH 273 LET,
hostname# show asp table classify
Interface test:
No. of aborted compiles for input action table 0x33b3d70: 29
in 1d=0x36£3800, priority=10, domain=punt, deny=false
hits=0, user data=0x0, flags=0x0
src ip=0.0.0.0, mask=0.0.0.0, port=0
dst ip=10.86.194.60, mask=255.255.255.255, port=0
in 1d=0x33d3508, priority=99, domain=inspect, deny=false
hits=0, user data=0x0, use real addr, flags=0x0
src ip=0.0.0.0, mask=0.0.0.0, port=0
dst ip=0.0.0.0, mask=0.0.0.0, port=0
in 1d=0x33d3978, priority=99, domain=inspect, deny=false
hits=0, user data=0x0, use real addr, flags=0x0
src ip=0.0.0.0, mask=0.0.0.0, port=53
dst ip=0.0.0.0, mask=0.0.0.0, port=0
WIZ, show asp table classify hits =~ FOHIFlZRLET, By N BT ZDOREDZ IV TOL
2= FARSATOET,
Interface mgmt:
in 1d=0x494cd88, priority=210, domain=permit, deny=true
hits=54, user data=0x1l, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip=0.0.0.0,
mask=0.0.0.0, port=0 dst ip=255.255.255.255, mask=255.255.255.255, port=0,
dscp=0x0
in i1d=0x494d1b8, priority=112, domain=permit, deny=false
hits=1, user data=0x0, cs_1d=0x0, reverse, flags=0x0, protocol=1l src ip=0.0.0.0,
mask=0.0.0.0, port=0 dst ip=0.0.0.0, mask=0.0.0.0, port=0, dscp=0x0
Interface inside:
in 1d=0x48£f1580, priority=210, domain=permit, deny=true
hits=54, user data=0x1l, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip=0.0.0.0,
mask=0.0.0.0, port=0 dst ip=255.255.255.255, mask=255.255.255.255, port=0,
dscp=0x0
in i1d=0x48f09e0, priority=1, domain=permit, deny=false
hits=101, user data=0x0, cs_id=0x0, 13 type=0x608 src mac=0000.0000.0000,
mask=0000.0000.0000 dst mac=0000.0000.0000, mask=0000.0000.0000
Interface outside:
in 1d=0x48c0970, priority=210, domain=permit, deny=true
hits=54, user data=0xl, cs_1i1d=0x0, reverse, flags=0x0, protocol=0 src ip=0.0.0.0,
mask=0.0.0.0, port=0 dst ip=255.255.255.255, mask=255.255.255.255, port=0, dscp=0x0
BEa< R avwo R BL
show asp drop Fey 7SN ry hOREEXF 2T 4 RRA BT ZERLET,
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Bl show asp table interfaces

show asp table interfaces

BT X2 VT 4 NADA B =T =2 AT =T N&T Ny 7 F5I120%, FHE EXEC & — FC show
asp table interfaces =~ RZfH L £ 7,

show asp table interfaces

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
TILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
¥t EXEC . . . . .
avy FEE J1)y—2 EENE
7.0(1) Zoawry RREASRHELE,

HERALEDHA RS54 show asp table interfaces =~ > KX, BEEX =2 VT 4 RADAS VX —T 24 A T—TLVONE%
FRLET, ZOBERIT, BEDO N T TNV a—T 4 V ZIENOBERHV T, BEEx=U T 4
INADFERZ DWW T, [Cisco ASA 5500 Series Configuration Guide using the CLI] #ZM 1L T 72
SV, TNHOREIT ANy VA TOMEA S, HRENZEEENLIZ LRV ET, Zoavy
REMH LIV AT 5 T8y ZIZOWTHENLERYE 1T, Cisco TAC IZBWEDELZ S0,

15l &Iz, show asp table interfaces =~ > FOHE 2R L E7,

hostname# show asp table interfaces

** Flags: 0x0001-DHCP, 0x0002-VMAC, 0x0010-Ident Ifc, 0x0020-HDB Initd,
0x0040-RPF Enabled
Soft-np interface 'dmz' is up
context single vf, nicnum 0, mtu 1500
vlan 300, Not shared, seclvl 50
0 packets input, 1 packets output
flags 0x20

Soft-np interface 'foo' is down
context single vf, nicnum 2, mtu 1500
vlan <None>, Not shared, seclvl 0
0 packets input, 0 packets output
flags 0x20

Soft-np interface 'outside' is down

Cisco Security Appliance A< F Y7L Y&
m‘ oL-12173-02-J |



| #£25% show asp drop 32> K~ show curpriv a<T> F

O R

context single vf, nicnum 1, mtu 1500
vlan <None>, Not shared, seclvl 50
0 packets input, 0 packets output
flags 0x20

Soft-np interface 'inside' is up
context single vf, nicnum 0, mtu 1500
vlan <None>, Not shared, seclvl 100

show asp table interfaces W

680277 packets input, 92501 packets output
flags 0x20
avwUFk B L]
interface A EBE—T 2 A AEBREL. AV F—T A A AT 4 Fal—g
F—FERBLET,
show interface A =T 2 A ADETRERAT —F X LitiHEHRz £or L £,
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M show asp table routing

show asp table routing

WX 2 VT 4 NRADONV—T 4 T T—=TNET Ny 7T 5Ii%, F## EXEC & — KT show asp
table routing =~ FZHHLET, 20a~r FIIPv4e BLIRIPv6 D7 LR &V HR—FLET,

show asp table routing [input | output] [address ip_address [netmask mask] |
interface interface name]

BX DA address ip_address N—F 4T 2 N)EFRTHIPT RLAZRELET, IPVv6 7 FL
ADPHEFT, AT v () T TTL 74y A2 (0~128) =AM
L. 7Ry h AT EEHHENTEET, HE2E, ROLIHITA
HLES,
fe80::2e0:b6ff:fe0l1:3b7a/128
input A=K T—=TNilhd s N ERRLET,
interface LE) V=T 4 T—TNERTTABEDA v F—T oA AEEEL
interface_name *1,
netmask mask IPv4d 7 RLADBEIF, P73y F A7 2BELET,
output HAn—h 77— NhHb P ERRLET,
TIAILE T 7 AN N OBERMHEIZH Y EH AL
avv kK E—F WORIL, a~ REANTEDIE—FRERLET,
F74F794—IL E—F EFa)Fq4 a2TFRXF
<ILF
aAVTHFR
avwy kK E—F =Ty K |&\@ o k AT L
¥ #E EXEC . . . . .
avy RERE Jyy—=x EENE
7.0(1) Zoavy RPREAIShELE,

BEREDHL T4

3l

show asp table routing =~ > Nix, @iELx=2 V74 RAOLV—TFT 4 7 T—TVONFEFRRL
F9, ZOBERIT. BEO RS TNy a—F 4 U IR SOBERH D ET, mEtExFa VT 4 X
DFEHIZDWTIEL, [Cisco ASA 5500 Series Configuration Guide using the CLI] %2 L T 7230,
INBLORITT ANy ZTHNTOREA SN, HRENIEFEENLZERHVET, Z0a~vy N&eff
MUY 2T 5 F Ry ZIZOWTENLE LS E1E, Cisco TAC IZBHWNEDEIZS N,

IZ, show asp table routing =~ > ROHHFI R LET,

hostname# show asp table routing

in 255.255.255.255 255.255.255.255 identity

in 224.0.0.9

255.255.255.255 identity

Il _ Cisco Security Appliance A< F )27 L&
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show asp table routing W

in 10.86.194.60 255.255.255.255 identity

in 10.86.195.255 255.255.255.255 identity

in 10.86.194.0 255.255.255.255 identity

in 209.165.202.159 255.255.255.255 identity

in 209.165.202.255 255.255.255.255 identity

in 209.165.201.30 255.255.255.255 identity

in 209.165.201.0 255.255.255.255 identity

in 10.86.194.0 255.255.254.0 inside

in 224.0.0.0 240.0.0.0 identity

in 0.0.0.0 0.0.0.0 inside

out 255.255.255.255 255.255.255.255 foo

out 224.0.0.0 240.0.0.0 foo

out 255.255.255.255 255.255.255.255 test

out 224.0.0.0 240.0.0.0 test

out 255.255.255.255 255.255.255.255 inside

out 10.86.194.0 255.255.254.0 inside

out 224.0.0.0 240.0.0.0 inside

out 0.0.0.0 0.0.0.0 via 10.86.194.1, inside

out 0.0.0.0 0.0.0.0 via 0.0.0.0, identity

out :: - via 0.0.0.0, identity
BEa<UF avwyk B L]

show route A= F—=CNOV—=FT 4 T—=T N aFRR LET,

| oL-12173-02-J
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show asp table socket

show asp table socket

TrETVv—varkXxa )T NAOY Ty MERET Ny 7T 5L, R EXEC £ — R T
show asp table socket =~ > FZEHA L 7,

show asp table socket

T2+ T 7 4V N OBEERCEIRDH U EH A,

avvk E—F ROFIZ, a2 Fe ANTELHEF— R RLET,

274794 —) E—F |[£%a)F1 a2VTFXE
TILF
aAVTHR
avY kK E—F L—Tv F |E& o N [ VRT L
¥ HE EXEC o D . o o
av v FERE yy—= EERAE
8.0(1) Zoavr RREAIRE LR,

BRLEDHA FS1Y show asp table socket =~ > F&34T79 5L, 77T —Tar XxalT g SADY 7y MER

&7y I TEET,
i %Iz, show asp table socket =~ ROFIZ R L ET,
Protocol Socket Local Address Foreign Address State
TCP 00012bac  10.86.194.224:23 0.0.0.0:% LISTEN
TCP 0001cl24 10.86.194.224:22 0.0.0.0:% LISTEN
SSL 00023b84 10.86.194.224:443 0.0.0.0:% LISTEN
SSL 0002d01c 192.168.1.1:443 0.0.0.0:% LISTEN
DTLS 00032blc 10.86.194.224:443 0.0.0.0:% LISTEN
SSL 0003a3d4 0.0.0.0:443 0.0.0.0:% LISTEN
DTLS 00046074 0.0.0.0:443 0.0.0.0:% LISTEN
TCP 02c08aec 10.86.194.224:22 171.69.137.139:4190 ESTAB
BeEaOT VR avw vk L
show asp table vpn-context T I7L—aryEXxalT 4 NADVPN =T F 2 |k

T—=TNET NNy T LET,
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| 255

show asp drop 2> F~ show curpriv a<> F

show asp table vpn-context W

show asp table vpn-context

BT X2 VT 4 NAD VPN a2 TF A T =7 Va7 Ny 73 51203 FikE EXEC £ — F T show
asp table vpn-context =~ > K& H L £,

show asp table vpn-context [detail]

SO T detail ({£E) VPN 25 % 2 h 57— 7 UCBT 2 BMOFEMERZ 2R LET,
TIFIE T 7 4V F OBHERLEIZH D FHA,
avY kR E—F WOFRKIZ, a~<v REANTEDLE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
<ILF
aAVTXR
avY kK E—F L—Ty F |&f& SugL k AT A
#%‘:1:% EXEC ° ° ° ° °
avy FERE yy—=x EERNE
7.0(1) o<y RPREAShELE,
8.0(4) R D RE Y FHICATF— T 70— Rt 3405 %2 M

BERLEDAA FF1 Y

3l

+PRESERVE 7 7 /N Bin&EhnE L7z,

show asp table vpn-context =~ KX, E#Ht¥=VF ¢ NRAD VPN 2 TF A NONFEFRL
¥4, ZOBERIT. BEO N T TN a—F 4V PIESIOBRERNHV T, ElHtx U T 4 SR
DOFEMIC DN TIX, [Cisco ASA 5500 Series Configuration Guide using the CLI] % Z ML T &0,
INHORITIT ANy ZANTORMER S, BHRIENIEEINDIZLRHYV ET, Z0avy Rl
MUY 2T b TRy ZIZOWTENLE L SE1E, Cisco TAC IZBHWNEDELIZS N,

IZ, show asp table vpn-context =~ > KON &R L ET,

hostname# show asp table vpn-context

VPN ID=0058070576, DECR+ESP, UP, pk=0000000000, rk=0000000000, gc=0
VPN ID=0058193920, ENCR+ESP, UP, pk=0000000000, rk=0000000000, gc=0
VPN ID=0058168568, DECR+ESP, UP, pk=0000299627, rk=0000000061, gc=2
VPN ID=0058161168, ENCR+ESP, UP, pk=0000305043, rk=0000000061, gc=1
VPN ID=0058153728, DECR+ESP, UP, pk=0000271432, rk=0000000061, gc=2
VPN ID=0058150440, ENCR+ESP, UP, pk=0000285328, rk=0000000061, gc=1
VPN ID=0058102088, DECR+ESP, UP, pk=0000268550, rk=0000000061, gc=2
VPN ID=0058134088, ENCR+ESP, UP, pk=0000274673, rk=0000000061, gc=1
VPN ID=0058103216, DECR+ESP, UP, pk=0000252854, rk=0000000061, gc=2

| oL-12173-02-J
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$£25% showaspdrop 27> F~ show curpriva?> F |

show asp table vpn-context

RIZ, PRESERVE 77 7 T/REINTWD LD ICEED [Psec kb 7o —HBEENRA X—7 LI ->
TWAA @ show asp table vpn-context =~ > NOH Il EZ R L ET,

hostname (config) # show asp table vpn-context

VPN CTX=0x0005FF54, Ptr=0x6DE62DA0, DECR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

VPN CTX=0x0005B234, Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

KIZ, show asp table vpn-context detail =~ > ROz R LET,

hostname# show asp table vpn-context detail

VPN Ctx = 0058070576 [0x03761630]
State = UP

Flags = DECR+ESP
SA = 0x037928F0
SPI = O0xEAQOF21FO0
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI = 0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

VPN Ctx = 0058193920 [0x0377F800]

State = UP

Flags = ENCR+ESP
SA = 0x037B4B70
SPI = 0x900FDC32
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI =0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

RIZ, PRESERVE 7 7 7 T/REN TN D L D IZETED IPsec b /b 7 v —HERED A R —T Wl o
TV 54 @ show asp table vpn-context detail =~ > KOHAFI %R L E T,

hostname (config) # show asp table vpn-context detail

VPN CTX = 0x0005FF54
Peer IP = ASA Private
Pointer = 0x6DE62DA0
State = UP

Flags = DECR+ESP+PRESERVE
SA = 0x001659BF
SPI = 0xB326496C
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI = 0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

Cisco Security Appliance A< F Y7L Y&
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| #£25% show asp drop 32> K~ show curpriv a<T> F

O R

VPN CTX =

Peer IP =
Pointer =
State =
Flags =
SA =
SPI =
Group =
Pkts =
Bad Pkts =
Bad SPI =
Spoof
Bad Crypto
Rekey Pkt
Rekey Call

O O O O O

0x0005B234

ASA Private
0x6DE635E0

UpP
ENCR+ESP+PRESERVE
0x0017988D
0x9AA50F43

=0
0
=0

hostname (config) #

Configuration and Restrictions

show asp table vpn-context W

This configuration option is subject to the same CLI configuration restrictions as other

sysopt VPN

CLI.

avwyFk

B

show asp drop

Fay &= 7ry hoEEExFa )T 4 XA By 2 a R LET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

W  show blocks

show blocks

Ny b Ny 7y OFERRRER ST D213, F7HE EXEC E— R T show blocks =~ > & L&

B

show blocks [{address /ex | all | assigned | free | old | pool size [summary]} [diagnostics |
dump | header | packet] | queue history [detail]]

WX DA

address /ex

(UEE) 27 FLRACHeT 57 ey 7% 16 HEIERTERLET,

all

(EE) ¥+ _THo7 ey 7 a2FERLET,

assigned (EE) BB TERATT TV r—vailioTEHENRTWE Ty Y
ERRLET,

detail () —BDXa— I T LIRADT Ay 70— (128 514 1) %
RRLET,

dump (FERE) ~y X=Xy FOEREED, 70y 7 ONERKEFR T LE
9, dump & packet DFE SIL, dump DA, ~v X —L 7y MTET
HEMERMNE END Z & T,

diagnostics (EE) 7uy 7 odkzRRLET,

free (EE) AR ey 7 2F&RLET,

header (EE) 7uy 7O~y X —%RKRLET,

old (ER) 1o kvbaicdv Y conicyay 72K RrLET,

packet EE) 7av 7O~y X—BLUOry NONEERRLET,

pool size LE) FBEDOFA XDT vy 7 2#RRALET,

queue history

UEE) EXa2 VT4 T IGATUARNT oy BN RE- LI X2, 7
0y NEYDYETCONANMNEERRLET, 7—VHROT oy 7 NE DY
ToNDHDZEEHVETN, Ty I/ RFa—IZEHVYTOENDZ LD
DEHAL, TOEHRIF, 7ay 2B Y Tlha—ROT7T RLAREID Y
THATIC Y £,

summary

UEE) 7uv s ofARRICET 2FEMEREZRRLET, ZOERIL,
DI TRITay I EEOVLNCIET Y =y a DTl I AT KL
AL DT TADT Oy I BB LT AV = a7l T T R
LA, BEXOZOIZ TAOEFE 7oy 7RNEL TWnWAFa—a KL L
TY—FrSNTWET,

TIHILE

avwv kR E—F

T 7 4V N OBERLEIZDH U EH A,

ROFIZ, a2 Fe ANTEHE— R RLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
TILF
aAVTFX
avwy kR E—F L—Tv F |E& vugnL [ DRT L
¥ HE EXEC o D . o o
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show blocks W

Jyy—=x EENE
7.0(1) pool summary 47> =z UNBISE LTz,
8.0(2) dupb 70 v ZiE, 4 34 F 7Ty 7 TEASESHR OO T v v 7 2+

DXV ELL, 01 F Try O LiTABEMSE LT,

HHEDHA K51V

3l

show blocks =~ > Rid, Ex =2V T 4 77 I7A T UV ANBATIT/R o TWDENE S 2B+ 584
WML HET, Zoavy N, FATHV S THELAOTV AT A Ny 77 OFEFAREER R LET, b
TG40 EX2 VT4 TTIAT UVARBATEHEEEN TSR, AFT BN XNITR> TN
HARBEIIRIEICIT 2 £¥ A, showeonn =~ REMHAT D E, bT 7 4 v 7 MeEEN TS0
EIODEMRTEET, NI 74 v PMBEINTELT, DOAEY B0 SIENICR> TWDHHEE
i, RS D AREER S 3,

ZOE®RIT. SNMP 2 L CTERTHZ &b TEET,

X2V T4 2THFAINNTERRINDERIT., FHFOTr vy, BLOT v v 7RO
ERMEEICET S, VAT ALKOBFRB IV TR FNEAEDBFERNEGENE T,

HADFROFEMIZOWNTIE, Tl 22 L TEIN,

wiz, o7 F— RKTOD show blocks =~ > FOH 2R L E7,

hostname# show blocks
SIZE MAX LOW CNT
0 100 99 100
4 1600 1598 1599
80 400 398 399
256 3600 3540 3542
1550 4716 3177 3184
16384 10 10 10
2048 1000 1000 1000

#£ 25-112, 74—V ROFTHAZRLET,

= 25-1 show blocks D7 4 —JL K

J4—JLK |5tEH

SIZE Ty FT=DYPA X (RNA NEAD), TNENOY A R, HEOXA TEHELT
WE7T, Richlzr~rLET,

dupb 7o v 7 CEHENE T,

DNS. ISAKMP. URL 7 4 v % U v 7 uauth, TFTP, TCP £ a2 — LR EDT Y
F—rarOBETay 7 2 BERLES, TR0V A X0T ey ik, @, STy
Fe RTANIZHEETDHa— R ECHEHEINET,

80 TCP fRATAE CTHERINE /N r v AT 272012, BELOYT = — /4 —,3— hello
Ayve—vicEHINET,

| oL-12173-02-J
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$£25% showaspdrop 27> F~ show curpriva?> F |

W  show blocks

& 25-1

show blocks D71 —JLF (#E)

J4—ILF

B

256

AT — R 7)) 7z — A= "—DFH, syslog L B I RZDMD TCP BEREIZfEM
ShET,

b7 ryliE, FWXAT— I To— LA —N_"—DA vt —II SN E
T TI7T47eXa 0T 40 TTITATVAE, N7y FEARLTAX L&
X2 T4 TTIATVRACEFEL, BREEROT TN ETH L ET, HEHIHEE
WAERE T ITUIB SN D NN—RA N "NT 7 4 v I RRET DL, HHARERT vy 7 O
NDOETIKTTL2IENHDET, ZORMIE, 1 DEITENLL EOHEHEN A Z N
AEXa2 T4 TTITAT VA L THEFTEINRD ST EERLTNET, AT —
M7 T x— A== T a bk, R E T3 A RENS R L E T,
256 N4 b Ty ®CNT BT ABRERBICHZ->T0 £13F O TEH LTV
HFENT, X2V T4 TTIAT VAU L TWD 1 BHT-0 OERENRIETICS
Wiz, BT — TNV T — T VORBPERN TWAREEZ X2V T 4 775
ATV APHERFF CERWRIEN A L E T,

X2 VT4 TTITAT U ANLEEFEEIND syslog A vE—TH 256 314 b Ty
ZERALETRN, 256 31 F Tu v 7 F—ANETL LI RENRITEND Z &3l
WHYEHA, CNT BT LDORT 256 N1 b 71y 7 QRN 0 IZITWGAEI,
Debugging (L)L 7) @B 7% syslog 4— MG LTV RWNWI E AR LTS
W, ZOERIZ, eX2 VT4 TTIALT A a7 4 Fa Lb—3 3 O logging trap
TTICRENTWET, vX 7%, Ty 7 ODIZFMRERD LI L 22 5856 % R
W, Notification (L~L5) BITICRET HZ & 2HRLE T,

1550

X2 VT4 TTIAT U ATRIEST DA =Y Ry b Ty AT D720 S
nE7,

NryhME, X2V T4 TTI9AT AL H =T oA RIADEANA V F—T =
AA Fa—|lBHEIN, RIZAXRL—T 47 VAT AIEINTTry 7 IZEE IR
FT, EX2 VT4 TTIATURE, Ny NaEHFATLIMESRT0EEX2 Y
T4 R —IZESWTHREL, NTy FEREAN L F—T 24 2 O )F 2 —ITF
EBELET, X274 TTITATUARRNT 7 4 v 7 OAFMICHIGTE TWRNWEES
X, R ey 7 OB 0L TERLET (Zoa~v 2 RO CNT 17
MZRENET), CNTHTZ LN 072D E, BX2 VT4 TTIAT L RAZEHITT
0y 7 EMBERLED ELET (BATSINMHET), HHMRERT oy 7 B3Rl Rsl
BE. X2 VT4 TFI9A4T7 237y hE Ray 7P LET,

16384

64 £y h 66 MHZz DX Ty b £ —H Ry b I—F (i82543) IcOBAFEHEINET,
A—H Ry b X7y FOFEMICHOWTIL, 1550 DEAZZR LT EE W,

2048

HEOEFIHAENDHH 7 L— A ETHA FE T L—A,

MAX

FELIZAA b 7T ry 7 07—V THMFTRER T v v 7 DK, EEIRIC, HKIRO
Tuy 7 BRAE) NV ST oNET, BE, 70y ORKEITEELEE A,
BISME 256 Ak Ty 7 L 1S5S0, R T ey T kX2 T 4 TTITAT AT
INbDT7ay 7 2B U THAFT Iy ZIERTE E9 (FRT 8192 ff),

LOW

RREE, ZoKiE, X207 4 T I7A TV AOERDA SRR, £20%
7 a7 3 (clear blocks =~ R T) KFZIZZ VT INFERERNDL, ZOYA XDFE
AR 7 ay 7 N bR ol 20 ERLTHWET, LOW I T LR 0 THh
DAL, BITOAR I TAEY RS EWICRoTmZ 2R LET,

CNT

BEDY A XDT vy F— )V CHRIEFHA TSR 0y 7 O, CNT 7 L5380 Th
HBENT. AFUDRBEENSITNTHDL L EEKRLET,

iz, show blocks all =~ > FOHE B ZRLET,
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show blocks W

hostname# show blocks all
Class 0, size 4

Block allocd by freed by data size alloccnt dup cnt oper location
0x01799940 0x00000000 0x00101603 0 0 0 alloc not specified
0x01798e80 0x00000000 0x00101603 0 0 0 alloc not specified
0x017983c0 0x00000000 0x00101603 0 0 0 alloc not specified

Found 1000 of 1000 blocks
Displaying 1000 of 1000 blocks

#2521, BT 4 — N FOHBAEEZRLET,

& 25-2 show blocks all D7 4 —JL F

J24—IJLF |

Block Tay DT KL A,

allocd_by |7 w72 KBIMEHLET 7Y r—varoFurI 57 FLA (RS THZRN
BE1T0),

freed by |Toyv s 2BBICMKLET ) r—aroFa sl T8 T RLA,
data size Tay INEOT TV r—var Ny 7y EEEoNry b T2 DY A X,
allocent D7 vy 7 MER ST MR IR,

dup cnt o7 ay ZIZHTHEFATORREE (Zo7ay 7 MERAINTWAEEAE), 01X
1 EIORE, 112 BOBEERLET,

oper Ty 71k UCRBICFEIT S B, alloc, get, put, free @ 4 DOWT I TT,

location Ty 7 EERLTWAT AU r—gy, F20d,. 7av 2 B RBIZEID Y TET
Vor—yarvo7ZaZZ A7 KLA (alloed by 7 4 —/L KERL),

Wiz, a7 F%F A FNTO show blocks =~ > RO NI ZR L ET,

hostname/contexta# show blocks

SIZE MAX LOW CNT INUSE HIGH
4 1600 1599 1599 0 0

80 400 400 400 0 0
256 3600 3538 3540 0 1
1550 4616 3077 3085 0 0

%Iz, show blocks queue history =~ > FOH 2R L ET,

hostname# show blocks queue history

Each Summary for User and Queue type is followed its top 5 individual queues
Block Size: 4

Summary for User "http", Queue "tcp unp c_in", Blocks 1595, Queues 1396

Blk cnt Q cnt Last Op Queue Type User Context
186 1 put contexta
15 1 put contexta
1 1 put contexta
1 1 put contextb
1 1 put contextc
Summary for User "aaa", Queue "tcp unp c_in", Blocks 220, Queues 200
Blk cnt Q cnt Last Op Queue Type User Context
21 1 put contexta
1 1 put contexta
1 1 put contexta
1 1 put contextb
1 1 put contextc
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F2HE

show asp drop 27> F~ show curpriv a<w> F |

show blocks

Blk cnt Q cnt

200
108
85
42

Block Size:

Summary for User "http", Queue "tcp unp c in", Blocks 1595,

1
1
1
1

15

Blk_cnt Q cnt

186
15
1

1

1

1

1
1
1
1

Last_Op Queue_ Type

allo
get
free
put

50

Last Op Queue Type

put
put
put
put
put

C

User Context
ip rx tecp contexta
ip_rx udp contexta
fixup h323 ras contextb
fixup skinny contextb

Queues 10
User Context
contexta
contexta
contexta
contextb

contextc

KIZ, show blocks queue history detail =~ > FOH /1l 2R L £,

hostname# show blocks queue history detail

History buffer memory usage:

2136 bytes (default)

00

Each Summary for User and Queue type is followed its top 5 individual queues

Block Size:

Summary for User "http", Queue Type "tcp unp c in", Blocks 1595,

4

Blk cnt Q cnt

186
15
1

1

1

First Block information for Block at 0x

1

1
1
1
1

dup count 0,
start _addr Oxefbl074,

urgent addr Oxefbll8c,

0efbl150:
0efbl160:
0efbl170:
0efbl1180:
0efbl1190:
Oefbllal:

00
00
Oa
Te
50
3d

Last_Op Queue_Type

put
put
put
put
put

flags 0x8000000,

00
Oa
07
73
20
3d

00
08
0od
55
2d
3e

03
00
01
82
2d
09

Summary for User "aaa",
Blk cnt Q cnt

21
1

1
1
1

First Block information for Block at 0x

1

1
1
1
1

dup count 0,
start addr Oxefbl074,

urgent addr Oxefbll8c,

0efbl150:
0efbl160:
0efbl170:
0efbl1180:
0efbl1190:
Oefbllal:

total count: total buffers

00
00
Oa
Te
50
3d

Last_Op Queue_Type

put
put
put
put
put

flags 0x8000000,

00
Oa
07
73
20
3d

00
08
0od
55
2d
3e

03
00
01
82
2d
09

User Context
contexta
contexta
contexta
contextb
contextc
alloc_pc 0x43eala,

read addr Oxefbll8c, write addr Oxefbl193
end_addr Oxefbl7b2
47 c5 61 c¢5 00 05 9a
45 00 05 dc 9o c9 00
0a 07 00 50 00 17 cb
50 18 10 00 45 ca 00
0d 0a 31 30 2e 37 2e
31 30 2e 37 2e 30 2e

38
00
3d
00
31
38

76
ff
c7
2d
33
30

80
06
eb
2d
2e
0d

a3
£8
60
20
31
Oa

00
£3
62
49
09
0d

Queue "tcp unp c in", Blocks 220, Queues 200
User Context

contexta

contexta

contexta

contextb

contextc
alloc_pc 0x43eala,
read addr Oxefbll8c, write addr Oxefbl193
end_addr Oxefbl7b2
47 c5 61 c5 00 05 9a
45 00 05 dc 9b c9 00
0a 07 00 50 00 17 cb
50 18 10 00 45 ca 00
0d 0a 31 30 2e 37 2e
31 30 2e 37 2e 30 2e

38
00
3d
00
31
38

76
ff
c7
2d
33
30

80
06
eb
2d
2e
0d

a3
f8
60
20
31
Oa

00
£3
62
49
09
0d

in this class

%Iz, show blocks pool summary =~ > ROH Sl ZRLET,

hostname# show blocks pool 1550 summary

P --..
==>.10.7.0.80...

P -——..
==>.10.7.0.80...

Queues 1396
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| #£25% show asp drop 32> K~ show curpriv a<T> F

Class 3, size 1550

total count=1531 miss_count=0
Alloc pc valid cnt invalid cnt
0x3b0als8 00000256 00000000
0x01ad0760 0x0lacfe00 OxOlacf4al0 Ox0Olaceb40 00000000
O0x3a8f6b 00001275 00000012
0x05006aa0 0x05006140 0x050057e0 0x05004520 00000000
0x00000000
total count=9716 miss_ count=0
Freed pc valid cnt invalid cnt
0x9%a81f3 00000104 00000007
0x05006140 0x05000380 0x04fffa20 0x04ffde00 00000000
0x9a0326 00000053 00000033
0x05006aa0 0x050057e0 0x05004e80 0x05003260 00000000
0x4605a2 00000005 00000000
0x04ff5ac0 0x0le8e2e0 0Ox0Ole2eacO 0x01el7d20 00000000
total count=1531 miss count=0
Queue valid cnt invalid_cnt
0x3b0als8 00000256 00000000 1Invalid Bad gtype
0x01ad0760 0x0lacfe00 0Ox0lacf4al Ox0Olaceb40 00000000
O0x3a8f6b 00001275 00000000 Invalid Bad gtype
0x05006aa0 0x05006140 0x050057e0 0x05004520 00000000

0x00000000

free cnt=8185 fails=0 actual free=8185 hash miss=0

show blocks W

0x00000000

0x00000000
0x00000000

0x00000000

0x00000000

03a8d3e0 03a8b7c0 03a7fc40 03a6ff20 03a6f5c0 03abec60 kao-fl#
# 25312, H7 44—V ROBHERLET,
% 25-3 show blocks pool summary @7 1+ —JL F
J4—ILF SR
total count WE LI TADT 1y 7 OH,
miss_count B2 BAIC LY | FRELES T TY TLR— b ShholcT r vy 7 DX,
Freed_pc DT TADT Ry I ERIELET TV r—varo7Fe s T AT RLUA,
Alloc_pc IOV FRAIT Ry S EENSTET Y b= arDIa s 56T FLXA,
Queue DT TADEM T oy I BRELTNDFa—,
valid_cnt BRpETEHD Yo TWE T r vy s Dk,
invalid_cnt RS TIE Y S TohTnanT ey 70k,
Invalid Bad qtype | Z 0% = — M S TR B2 > TW D, ZOF 2 —i3HHHk ST
WEHATLT,
Valid Xa—IFAEHTT,
tcp_usr_conn_inp
avwyk ETLT
blocks Try 7BICED Y TOND AE Y ZHEOLET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

W  show blocks

avy kR B
clear blocks VAT AN T 7 OMEFHERE VT LET,
show conn TIT 4 7RI LET,
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show bootvar

show bootvar

T—hr Tyl ard o Xalb—ar0oruT o B#zKRTHIZE, ¥ EXEC £— KT show
boot =~ REMHL E7,

show bootvar

B DA show bootvar AT LDT— | a1,
TI4+IE T 7 v hOBEREIZDH Y FHA,
avwv kK E—F WORIL, a~ REANTEHE—RERLET,
7747924 —)LE—F |[€£F%aUFq4 aV7TFXF
TILF
aAVTFRX
avy kK E—F L—FTvyF |&EB VTN k DRT A
#%‘:1:% EXEC . . ° . .
avy FEE Jy—=x EERNE
7.0(1) Zoawry RpREAINE LT,

BRALDASL RS54  BOOT Z¥d., SESERTAA XA LOREIA A=Y DV A F&#EE LE7, CONFIG FILE Z¥i,
VAT AEHERICER SN s 2 T 4 Fab—vary T A NVERELET, TALDOELEIE, £
LZ1 boot system =~ > K & boot config =~ > RTHELET,

£l &Iz, BOOT %A disk0:/f1_image #fRFFL TV HHZRLET, ZHiE, VAT 20U oa— REZ
T—hEINDHA A=Y TT, BOOT OHAEDMEIX, disk0:/f1_image; disk0:/f1_backupimage T3, Z
uiE, BOOT Z#7° boot system 2~ RTEEINTNEHDD, EfTar 7 4 Falb—va s RNE
72 write memory 2~ R TREINTVWRWNWZ LE2BRLTWET, Efrar7 s Falb—vars
RfFT 5 & BOOT £# & BifED BOOT £ 37 & % disk0:/f1_image; disk0:/f1_backupimage IZ
BYES, FTa T4 X2 b= a VBIREFERATHLLEE, 7 — br =213 BOOT £ ONEZ
n—RLEDELET, 2F V., disk0:/flimage Z#EELFET, ZDOA A—IUBEFELRVNESTH
5341, disk0:1/f1_backupimage 7 — hL X5 & LT,

CONFIG_FILE Z#iX, VAT ADAZ— T v 7 ar74¥alb—YaryEHELET, ZOFITIE
ZOEBNRESHTW RN, AF— T v 7 ar7 Xalb—var 77 A%, boot config
a~vY RCTHELET 744 FTF, H{ED CONFIG_FILE %%, boot config =~ > N TEH L
T. write memory =~ > R CREFTEET,

hostname# show bootvar

BOOT variable = disk0:/fl image

Current BOOT variable = diskO:/fl image; disk0:/fl backupimage
CONFIG FILE variable =

Current CONFIG FILE variable =

hostname#
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$£25% showaspdrop 27> F~ show curpriva?> F |

W  show bootvar

BEa<wo R avwyk B
boot HEEEFICEHINN a2y 740X alb—ay A NVERIFAA—D
TrANERELET,
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show capture Wl

show capture

F T a v EMLIEELAVEASICX Yy T Fry0ary 7 4 F¥al—a 2R RT A2, show
capture =~ RZH L E T,

show capture [capture_name] [access-list access list name] [count number] [decode] [detail]
[dump] [packet-number number)

BX DA capture_name LR 7 v b v 7F v O4TI,

access-list EE) BEDT7T 78 A VXA RIDDIP 74—/ REFIZLIVEMDT £ —L R

access_list_ name (\ZFHSNWT, 7y MIBETAERERRLET,

count number EE) ffESNEZT =20y " kEERLET,

decode ZOF T a i, isakmp XA T OF ¥ TF Y RA X —T oA AZHEA IR
TWVWAHEHEICHENLGE T, YDA ¥ — 7 = A Az @imd % isakmp 7 — # 1%,
BEEDBIZTRTERY T F v S, 74—V FaeTFa— FLERBICEDOMOE
WweHhicRRINET,

detail UEE) &7 > Mo\ T, 71 ha)UEREEBMERLET,
dump LR 7—% V7 R AR— MBI CEEREI N7 b 16 5 7
ERRALET,
packet-number  JRE L7y MESNLERERBLET,
number
T4k Zoawr RIZiE, T7ANVMRERDHY A,

avyo kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£FaUFq a2TFXF
TILF
aAvTFER
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
%% EXEC ° . . . °
avy FEE yy—=x EERE

7.0(1) Zoa~vy RPREASNE L,

BRALEDAA 34> capture name ZIEELTZGEIL, TOX Y T TF ¥y OX ¥ TF v N 77 ONEREREINET,
dump ¥—V— FZHEEL TH, MAC IHFHIT 16 X FITR RSN EE A,

Ry bhoOFa—FHEDE, Xy bo7a bavicloTRRY 4, # 254 THI vy aZlEn
TWHH X, detail ¥— UV — REHELESGAICERINET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

W  show capture

® 254 R’y b R TFvOHABR

Ny b B247 Fry IFrOHABR

802.1Q HH:MM:SS.ms [ether-hdr] VLAN-info encap-ether-packet

ARP HH:MM:SS.ms [ether-hdr] arp-type arp-info

IP/ICMP HH:MM:SS.ms [ether-hdr] ip-source > ip-destination: icmp:
icmp-type icmp-code [checksum-failure]

IP/UDP HH:MM:SS.ms [ether-hdr] src-addr.src-port dest-addr.dst-port:
[checksum-info] udp payload-len

IP/TCP HH:MM:SS.ms [ether-hdr] src-addr.src-port dest-addr.dst-port:
tcp-flags [header-check] [checksum-info] sequence-number
ack-number tcp-window urgent-info tcp-options

IP/Other HH:MM:SS.ms [ether-hdr] src-addr dest-addr: ip-protocol
ip-length

Other HH:MM:SS.ms ether-hdr: hex-dump

15 WIZ, F¥7FvyDar7 4 Xalb—a 2Rt b0 RrLET,

hostname (config) # show capture
capture arp ethernet-type arp interface outside
capture http access-list http packet-length 74 interface inside

WIZ, ARP F ¥ 7F Il Lo THx Yy T F ¥y SNy b2ERRTIHHERLET,

hostname (config) # show capture arp

2 packets captured

19:12:23.478429 arp who-has 171.69.38.89 tell 171.69.38.10
19:12:26.784294 arp who-has 171.69.38.89 tell 171.69.38.10
2 packets shown

BEaTUF avvFk BieA
capture Nry b A=y 74 TRBRIOR Y P —ZEEOGY 53T DN
ok ¥ TF v BEE A XTI LET,
clear capture XY T TFx Ny TrEI7IVUTLET,
copy capture XY TFY Ty AN EY—NZa—LET,
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| 255

show asp drop 2> F~ show curpriv a<> F

show chardrop

PUTN Ay —=Ahn Ray IS LTFORERTT DHITIE, FiHE EXEC £— R T show
chardrop =~ > REFEHA L E T,

show chardrop

X DEREA ZDavwy RFRIEELITF—T—FNEH Y £ A,
TIHIE T 7 F v F OEEREIEZH Y £ A
avyrkE—F WOFIZ, a~x P2 ANTELE—RaRLET,
T74794—IL E—F |£F2UFqs a0FFXF
RILF
AVTEX
avY kK E—F =Ty F Ef# TN k AT L
#%‘:1:% EXEC . . . . .
av Yy FERE yy—=x EFEANRE
7.0(1) Zoavry RPREAISNE LR,
il Wiz, show chardrop =~ > FOHHHIZRLET,
hostname# show chardrop
Chars dropped pre-TxTimeouts: 0, post-TxTimeouts: 0
EEa<UF avwo R B
show running-config  B{EOBEREL R L £,
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$£25% showaspdrop 27> F~ show curpriva?> F |

Bl  show checkheaps

show checkheaps

checkheaps (ZPI3 2 #GHEH 2 K" 2213, F7# EXEC £— F T show checkheaps =~ > F % { /f]
LET, F=vZ7b—7% =7 2E) Ny 77 OEFEHEL LI Pa— FEROZEEMEERIET 5 E
W27 r e AT (FA4FIv 7 AFVIEVATA E—7 2EUHEHENOLEV S TORET),

show checkheaps

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
<ILF
aAVTHFR
avy K E—F L—Fv F |&Ei& TN k AT LA
%*@ EXEC ° ° ° R °
avy RERE Jyy—=x EENE
7.0(1) Zoavy RPREAIShELE,
15l &Iz, show checkheaps =~ > FOH Nl %R L £,

hostname# show checkheaps

Checkheaps stats from buffer validation runs

Time elapsed since last run : 42 secs
Duration of last run : 0 millisecs
Number of buffers created : 8082
Number of buffers allocated : 7808
Number of buffers free 274
Total memory in use : 43570344 bytes
Total memory in free buffers : 87000 bytes
Total number of runs : 310
BEa<TU KR avy kR B
checkheaps checkheap DOHERMFEEZHE L £7,
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show checksum

show checksum

AT 4 FX2lb—alrODF vy Y AEFRRTDHITIE, ¥ EXEC £— KT show checksum =<
FEFEHLES,

show checksum

X DEA ZDa=wy RIZIEBIEERZIZF—TU—FEIHY A,
TIHILE Zoa<wry RIZiE, T NERENRH Y EHA,
avwv kK E—F WDOFRIZ, a~<v REANTEDLE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
TILF
aAVTXX
avy kK E—F L—Ty F |&f& VTN k DRT A
%1‘% EXEC . . . .
avy FEE Jyy—=x EERE
7.0(1) X2 VT4 TTIATUVATIOawy KR R— &b X522 Y
F L%,

HHEDHA K51V

3l

show checksum =~ > R&ZFEHAT L, a0 74 Fa2Lb—2 a3V ONEDT VL <) —& LTHE
BT 242507 NV—70 16 AR RTEET, ZOF =7 FERHEINDIOEZ, a7 X
L—yarva77yva AEVICENT A EZDORTT,

show config =~ > F % 7-(X show checksum =~ > KO CTCF = v 7 H LOFNZ Ry b [ BFoR
SNlHE, ZOHNE, BEOI T 4 XK ab—va VREBPALELIFEIRARLE—FOAL VT —
BaRRLTCVWET (BXaVUT 4 TTIATVADT Ty ¥a N—=F 42arhbOipAir, i
X 7T7vva m=T 42 ar~OEZRARE), T 1E X2V T4 77 I7A4T VAPREITER S
NTWBEN N TT 7] LTWRWZ EEZRLTWET, 2O A yE—L, Isystem processing,
please wait| A vt— L RETT,

WIZ, a7 4FX¥alb—rarEFhldFav /P ra2RRT50%2R0E7,

hostname (config) # show checksum
Cryptochecksum: 1a2833c0 129%ac70b 1a88df85 650dbb81
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F2HE

show asp drop 27> F~ show curpriv a<w> F |

Hl  show chunkstat

show chunkstat

WX DA

TIHILE

F ¥ 7T AREHER A R T 2121E. ¥4 EXEC £ — R T show chunkstat =~ F&#H L £
7,

show chunkstat

Zoazy FIZFEIEERIEF—U—FEdb £t A,

T 7 4V N OBERLEIZDH U FH A,

WOFKIZ, A~ FEANTELE—FERLET,

E¥aUTF4 aVTFFREb
TILF
aAVTHFR
avy kK E—F =Ty K |&\@ o k AT L
Kt EXEC . . . _ .

T7AT72+x—IL E—F

il

BEgEa<w K

Jy—2
BEf7

EERNE
ZDawy NIEEFETT,

W, Fv 7B oEHERE £ R T D02 L ET,

hostname# show chunkstat
Global chunk statistics: created 181, destroyed 34, siblings created 94, siblings
destroyed 34

Per-chunk statistics: siblings created 0, siblings trimmed 0

Dump of chunk at Oledb4cc, name "Managed Chunk Queue Elements", data start @ Oledbd24, end
@ Oleddcb54

next: Oleddc8c, next sibling: 00000000, prev sibling: 00000000

flags 00000001

maximum chunk elt's: 499, elt size: 16, index first free 498

# chunks in use: 1, HWM of total used: 1, alignment: O

Per-chunk statistics: siblings created 0, siblings trimmed O

Dump of chunk at Oleddc8c, name "Registry Function List", data start @ Oleddea4, end @
0lede348

next: Olede37c, next sibling: 00000000, prev_sibling: 00000000

flags 00000001

maximum chunk elt's: 99, elt size: 12, index first free 42

# chunks in use: 57, HWM of total used: 57, alignment: 0

H L]
Tabay ALy By ERRLET,
CPU OfE HRIICEET 2 HRE R R LET,

avwy kR
show counters

show cpu
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show asp drop 2> F~ show curpriv a<> F

showclass W

show class

I AZEID LB THENZa T XA N EERT BT, K EXEC ©— N T show class =~ K& ff
FALET,

show class name

BXOiRHA name 20 LFETOXTHNITLEERELET, T 748 7T AEERRTDHIC
L. 4HiE LT default & AL E,
TIANLE T 74N N OBERMHEITH Y EH A
avY kK E—F WORIZ, a~vr REANTEDLE—RERLET,
T7A4F724—ILE—F EFalFq4 aVTFXFb
RILF
aAVTFX
avwy kR E—F L—TyF |&E# v [ VAT L
ke EXEC . . — — .
avy FEE yy—= EFERA
7.2(1) Zoavry RPREAINE LR,
i iz, show class default =~ > FOHHIEZ R L ET,
hostname# show class default
Class Name Members ID Flags
default All 1 0001
BEaYF avwyFk Bl
class VY —2 75 2% ELET,

clear configure class JIAR AT 4 FXal—raryrya 7T LET,
X2V T 4 aTHRAMERELET,
77 ADY Y —AHIRERE LET,

IVTFXRRANEY V— 7T RZEIY Y TET,

context

limit-resource

member
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$£25% showaspdrop 27> F~ show curpriva?> F |

W  showclock

show clock

X2 VT 4 TTI7A4 T ARCEA & FKART 51213, =—3 EXEC £— KT show clock =~ > R&{#
ALE,

show clock [detail]

EX DA detail UEE) 7y YJ—A2 (NTP £ii=—HV ar 7421 —a) &
REOBERHGRE (FETIHA) 287 LET,

TIFIE T 7 4V F OBHERLEIZH Y FHA,

™.

H
I

™.

avwy WOFKIZ, a~v 2 FEANTELE—FERLET,

2747924+ —)IL E—F |[£FaUFs aVTFXEL
TILF
aAVTHR
avY K E—F =Ty F E& A [ VRT L
< —4 EXEC . . . . .
v FRE Jy—2X ZERE
BEAF oAy NFBFETT,
A Iz, show clock =~ > RO AlZ R LET,
hostname> show clock
12:35:45.205 EDT Tue Jul 27 2004
Iz, show clock detail =~ > RO AH 2R LET,
hostname> show clock detail
12:35:45.205 EDT Tue Jul 27 2004
Time source is user configuration
Summer time starts 02:00:00 EST Sun Apr 4 2004
Summer time ends 02:00:00 EDT Sun Oct 31 2004
BEa<o R avwyk H7LT
clock set X2 VT4 TFIAT L AD I 0y 7 ZFHTHRELET,
clock summer-time HIEME2R7AT 25 A OHBELERE L ET,
clock timezone Rl 2 E L E T,
ntp server NTP =% ELET,
show ntp status NTP 7 Vv 2=y a VDAT—H AR R LET,
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show compression svc W

show compression svc

vX=2 VT4 7T TA47 AT SVC HEROEMFEHEREZ R AT HI1TIT, FHE EXEC £— F T show
compression sve 2~ R&EHHLET,

show compression svc

T2+ ZDa<wy RIZT 74V NOEBEEXSY A,

avwv kR E—F ROFINZ, a2 P ANTELHEF— R RLET,

F74F724—) E—F [ £¥aUTF4 aVTFXFb
TILF
aAVTER
AU F E—F =Ty F EE UL k YRT L
Jua—) a7 ¥ alb— . — . — —
varv
av Yy FEE yy—=x EERS
7.1(1) Zoa~vy RPREASNE L,
15 &Iz, show compression sve =~ > FOHAFIZRLET,
hostname# show compression svc
Compression SVC Sessions 1
Compressed Frames 249756
Compressed Data In (bytes) 0048042
Compressed Data Out (bytes) 4859704
Expanded Frames 1
Compression Errors 0
Compression Resets 0
Compression Output Buf Too Small 0
Compression Ratio 2.06
Decompressed Frames 876687
Decompressed Data In 279300233
BEEav K avwUFk L]
compression T RTD SVC #feds L Y WebVPN #2ft DJEMi & A £ —7 M LET,
svc compression FRED 7 — 7 E 1ol — Pk LT SVC Bt 2 /3% HTTP 7 — & OJER

TAR—=T M LET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

Bl show configuration

show configuration

X2 VT4 TTIATVATT7 Ty va ARVICRFEERN TSIy 74 Fal—va Y ERRT
512i%, F#E EXEC £ — R C show configuration =~ > F&HEH L E 7,

show configuration

& DA ZToavy RICEBIEFERIIF—TU— RiEIbh Y A,
TIHILE T 7 4V F OBHERLEIEH Y FHA,
avv kK E—FK WoFRIZ, a<v FEANTESE—RFE2RLET,
T774794—) E—F |£F%FaUT4 aAVTFRFH
<ILF
aAVTXRX
avY kK E—F L—Ty F |&f& SugL k AT A
H:4E EXEC . . . . .
avy FERE yy—=x TENE
BETT Zoavwry RREERINE LR,

BRLEDHA FS1Y show configuration 2~ KX, EX=2 V74 77947V ADT7 Ty va AEVIRGESNTND
ar 74 X¥al—varE#FRLET, show running-config =~ > K L1372 Y | show
configuration =~ > FOFEITTIEZENIELEELL D CPU U Y —ARFHIERA,

X2 VT4 TTIAT LV ADRAEVNDT 7T 4 77par7 4F¥alb—vary RFSh TS
V74X 2= arOEERRY) 2FK AT HIZIE, show running-config =~ K& L E5,

1 WOBITIE, BEX=2T 4 TT7I9AT L ADT T vva AEVIRGFEINTWVWEAREEERT D HE
ZRLET,

hostname# show configuration

: enable password 8Ry2YjIyt7RRXU24 encrypted
names

dns-guard

|

interface Ethernet0/0

nameif inside

security-level 100

ip address 192.168.2.5 255.255.255.0
|

interface Ethernet0/1

nameif outside

security-level 0

ip address 10.132.12.6 255.255.255.0
|

interface Ethernet0/2

nameif dmz
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show asp drop 2> F~ show curpriv a<> F

security-level 50
ip address 40.0.0.5 255.0.0.0
|
interface Ethernet0/3
shutdown
no nameif
no security-level
no ip address
|
interface Management0/0
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
management-only
|
passwd 2KFQnbNIdI.2KYOU encrypted
boot system disk0:/newlImage
ftp mode passive
access-list acll extended permit ip any any
access-list mgcpacl extended permit udp any
access—-list mgcpacl extended permit udp any
access-list mgcpacl extended permit udp any
access-list mgcpacl extended permit udp any
access—-list permitIp extended permit ip any
pager lines 25
logging enable
logging console debugging
logging buffered debugging
logging asdm informational
mtu inside 1500
mtu outside 1500
mtu dmz 1500
mtu management 1500
icmp unreachable rate-limit 1 burst-size 1
icmp permit any inside
icmp permit any outside
icmp permit any dmz
asdm image disk0:/pdm
no asdm history enable
arp timeout 14400

global (outside) 1 10.132.12.50-10.132.12.52
global (outside) 1 interface

global (dmz) 1 interface

nat (inside) 1 0.0.0.0 0.0.0.0

access-group permitIp in interface inside
access—-group permitIp in interface outside
access—-group mgcpacl in interface dmz

|

router ospf 1

network 40.0.0.0 255.0.0.0 area 192.168.2.0

any
any
any
any
any

show configuration W

eq 2727
eq 2427
eq tftp
eq 1719

network 192.168.2.0 255.255.255.0 area 192.168.2.0

log-adj-changes

redistribute static subnets
default-information originate
|

route outside 0.0.0.0 0.0.0.0 10.132.12.1 1
route outside
route outside 88.0.0.0 255.0.0.0

3:00:00

10.132.12.1
timeout xlate
timeout
timeout
timeout
timeout uauth 0:05:00 absolute

1

dynamic-access-policy-record DfltAccessPolicy

10.129.0.0 255.255.0.0 10.132.12.1 1

conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
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$£25% showaspdrop 27> F~ show curpriva?> F |

Bl show configuration

aaa authentication ssh console LOCAL
http server enable
http 10.132.12.0 255.255.255.0 outside
http 192.168.2.0 255.255.255.0 inside
http 192.168.1.0 255.255.255.0 management
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup linkdown coldstart
telnet 192.168.2.0 255.255.255.0 inside
telnet 10.132.12.0 255.255.255.0 outside
telnet timeout 5
ssh 192.168.2.0 255.255.255.0 inside
ssh timeout 5
console timeout 0
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management
|
threat-detection basic-threat
threat-detection statistics access-list
|
class-map inspection default
match default-inspection-traffic
|
!
policy-map type inspect dns preset dns map
parameters
message-length maximum 512
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect mgcp
policy-map type inspect mgcp mgcpapp
parameters
call-agent 150.0.0.210 101
gateway 50.0.0.201 101
gateway 100.0.0.201 101
command-queue 150
|
service-policy global policy global
webvpn
memory-size percent 25
enable inside
internal-password enable
onscreen-keyboard logon
username snoopy password /JcYsjvxHfBHc4ZK encrypted
prompt hostname context
Cryptochecksum: 62b£f8£f5de9466cdb64£fe758079594635:
end
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show configuration W

EEavwY R avwvFk H L

configure A= FNinbeXa )T 4 TTIAT UV AERELET,
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F2HE

show asp drop 27> F~ show curpriv a<w> F |

Hl  showconn

show conn

FBE LIcEm ¥ A 7 OusiREEZ R R T 51213, $7# EXEC ©=— FT show conn =~ > RZHH L E
9, ZOa<y RXIPvd BEXOIPv6 OT7 KL A& W KR — Kk LET,

show conn [count | [all] [detail] [long] [state state_type] [protocol {tcp | udp}]
[address src_ip[-src_ip] [netmask mask]| [port src_port[-src_port]]
[address dest _ip[-dest ip] [netmask mask]] [port dest port[-dest_port]]]

B DEE

TIHILE

address (EE) FEELEBEILIP 7 FUAEITSE IP 7 R L X & Ok &2 R
LET,

all () @il b7 7 4 v 7 OBERICINZ T, T8 A~OEEE L T /34 A)
b OB AR R LET,

count EE) 777 4 7o R - LET,

dest_ip (EE) 565 IP 7 L& (IPv4 £7-132 IPv6) ZIFE L £3, ®HzHHET
BICE, WOXEHIC, IPT RLRAEF vy o (1) TREY FT,
10.1.1.1-10.1.1.5

dest_port (TLE) sEEFR— MEBEZIBELET, @HHZEET2IE,. Ko Xk H1Z,
R— b EBFEX v a () TRED ET,
1000-2000

detail L) BWAA T LA B —T oA ADFEREE D, BlEOFMEETL
7,

long (EE) #kiznr/ 7x—~v hTERLET,

netmask mask

(ER) fBESNIZIP 7 FLATHMT 2V 7Ry b v 27 2B ELET,

port

(R fEELHEELR— M EIseRN— L o#ERaFXRLET,

protocol {tcp | udp}

(EE) B m bt tep /2T udp Z24E L E 9,

sre_ip EE) #ETCIP 7 FL 2 (IPv4 £7-1XIPv6) ZIEE L £ 7., i E
THIE. KOEH I, IPT RLRAEX = (1) TREIY F9,
10.1.1.1-10.1.1.5

sre_port (BE) BHMEXR—FOESEEELET, @ TTAI2E, kD LD

2, "=+ FE5E2Fvia () TREID ET,
1000-2000

state state_type

(ER) #holkiex A4 72 BE L ET, ey A 7IcEHTcE % —
T—RDY R MIOWTIE, £ 255 2ZRLTIEEN,

T 7 AN FTE, TRTOBBERP IR SNET, 75 A~OF R HFRRT 21213, all F—
U— R 208N H Y £,
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| 255

show asp drop 2> F~ show curpriv a<> F

showconn W

avy kR E—F WORIZ, a~v 2 REANTEDLE—RZRLET,
F774F792+—IL E—F EF%Fa)Fq4 207X+
TILF
aYVTFX
avwy kK E—F L—Ty F |&E# UL [ DRT L
K54 EXEC . . . . _
avy FERE yy—= EERA
7.0(8)/7.2(4)/8.0(4) LS, Tr—) & ) OBEORD Y ICRETEE
SESEOMEEMBATI LT E L, Lk, #ELT R
VAZRHOT RLAELLTANL, $8ET7 RLAZ2HFDDOT KR
ELTANLET, LATOMETTIL, foreign < fport 72 8D F—1U—
REMEHLTHET FLABLOFR—FEZHELTWE LR,
BALDAL ES4Y  showconn =~ Rix, 7277 477 TCP ##iH LN UDP #Fi 0¥ ez FrL, SE&EhZA7D
B BT 2 E AR L ET, B0 T —7 V2K E S BT 5121, show conn all =~ K&
LET,
~
GE) X2 VUT74 T777A4ATVATE2 OFERETFTELR—AMEKRINTZ5GE,

ZDOEUR—IVIE,
show conn =~ RCIIARZEELREERE L TRRINET, ZORZEERERE 7 VT T 51213,
clear conn =~ > R&FEHL £,

# 25-51Z, show conn state =~ > R&Hif$2 &L XIHRETEX 2R LA T2 R LET, BEOBR
ZATHRBETHHEES, X—UV—FOXUVIZZFrr~2ERHLET, 2770, A= INEHD E
A,

% 25-5 EERBO4217

*F—I—F KRS DEHRS2 AT
up VRN 1k 5
conn_inbound Gk

ctigbhe CTIQBE ##¢
data_in BIET — ¥ ke
data_out TG T — ¥ Bt

finin FIN 152kt

finout FIN 3815 #afic

h225§ H.225 #&e

h323 H.323 ##i

http_get HTTP get £

mgcep MGCP #zfi

nojava Java 7 7Ly b ~DT 7w AR HET D15k
rpe RPC £t
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$£25% showaspdrop 27> F~ show curpriva?> F |

Hl  showconn

® 25-5 EERBO417 D)

*—IJ—F REShDBEHS21T

service_module SSM IZ k> TAF v v &N Dk

sip SIP #ft

skinny SCCP ##t

smtp_data SMTP A —/ 7 — & #fi

sqlnet_fixup_data SQL*Net 7—% A VAT v a v =0T Uk
vpn_orphan IMSZ L7 VPN b 7m—

detail =7 > a VAFERHT AL, £ 256 IR LR 7T V2R LT, B4 T A F—T =
A AT HERNFRINET,

& 25-6

BRIST

2545

B

a

SYN (Z%t3 5 458 ACK % 1%

SYN (Zkf4 % P ACK A 154

SERH B DHIH SYN

aQ|lwm| >

Computer Telephony Interface Quick Buffer Encoding (CTIQBE; = B2 —% 7 L 7+
S AV =T AR I AT Ny Ty Za—=7 4 7) AT 4 7 Hfi,

dump

DNS

MRS 0 7 Bt

S FIN

M FIN

AF 4T F—F oA arbo—g 7o bai (MGCP) Hik:

Qlw | m| = o g e

BGNIN—T D, G 7T 7%, En I N—T0—EThH LR LET, GRE B
L OVFTP @ Strict 7 4 v 7 AT v A2 Lo THRE I N, HlEER & BEET 2T XTorh
AU EREEELET, g/ ns &, BETLITXTCo®D X it b Uk
ENnEd,

=

H.225

H.323

—

AFede7r TCP #ii % 7213 UDP #i

WEF—

Skinny Client Control Protocol (SCCP) # 7 ¢ 7 5

GTP t3 5%

SIP A7 ¢ 7 Hifi

SMTP 57— %

RIGT— 4

B CREE)

RS > 7 $it

o|wls|o|lzle|Rr|~|—

SQL*Net 7 —#
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| #£25% show asp drop 32> K~ show curpriv a<T> F

(E)

3l

showconn W

& 25-6 BRISY (\E)

2545 | A
TR S 7= NED FIN
TCP ##tloxt 35, fERILNE ST FIN

R UDP RPC.show conn =t~ > FHADEITIZ 1 Ok (TCP £721%X UDP) &3 729, 1
fTIZ1 OO R 77N FELET,

B SYN %A 1775%

[

=

S S SYN % 1%

t SIP —MHEft, UDP #:0i 4, M t 1TEEFN 1 DRICH A AT U N THZ L2 RLTNE
7

T SIP #:#5¢, UDP #i D4, 1€ T 1%, timeout sip =~ RZ&MH L THE LIt > TH
BNFA LT RTHIEERLTWET,

U up

Vv VPN ® Az

W WAAS

X CSCSSM 72 XD —E R £V 22—l L > THE

DNS $— & {4 586084 . show conn =~ > RO ST, H5EDOEETLR— M2 DNS #—
DIP 7 FLRATEERZOND T ENDHY F7,

HHODNS By avBRIL2DOOFA MNITHRAEL, ZN6DEY T a D5 20X 7V (EEFT
50 IP 7 RV A, BEx/seAR— b, BLOTm han) BEICHLOTHILE, TAb0kE
g Tk LIRS 1 ST ER S £, DNSID 1% app_id TBHFS L, % app id D7 1 Kv
A A= —|TMSL L CEITENET,

app_id OAMRITZNEFNMII LT 735720, EXRDNSIGEN X2V T4 TTI7A4T

AZWBMTEDOF, RONTZHBEANZTTHD, VY =20l HIZTEETA, 72721, show

conn 2~ REANTHE, DNSEROT A KV ZA~—0RHLWDNS v aizkoTlty
FERTWAHEIICRAET, THEHEA DNS HEOHEICL 5 b0 THY | (T,

timeout conn =~ R CEHRLIIET 77 4 7HIM (57 x4 MiE 1:00:00) FIZTCP hT7 74 v 7
MWESTLSRE LR S TEGAIE, BKT L, IcT 28777 = MU LERINAZELRY
ij—o

LAN-to-LAN bRV FEFRy NU—JPERE— R xRN ey 7L, BELa2WGEEE, M
ML R e =N EBEL BRELET, 20X T~ T b RADE T AL o THIRE R
FHAD, INHOT7e—%2 N L CHRBEZRALDTXTOT—ZN e vy 7EET, show conn =
~ RO TIE, COXOIRIMN L7 —%V 777 TRLUET,

RO A TR ET %G, F—UV—FOXEIVIZEIH r~2EMLET, EL, AR—XT
VEH Y FH A, WRIT, 7 v 7REEO RPC #fe. H.323 Héf5e, 3 LU SIP #£feicBIT 2 e F#ornd
LR LUET,

hostname# show conn state up,rpc,h323,sip

WwIZ. show conn count =~ > KO A%~ L E£9,
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F2HE

show asp drop 27> F~ show curpriv a<w> F |

show conn

hostname# show conn count
54 in use, 123 most used

WIZ, show conn =~ > FOMAHI 2R LET, RIZ, WEARZ F 10.1.1.15 725 10.10.49.10 DM
Telnet $— 3~ TCP v v a VHfOBIAZ R LET, B 77V BEELRWIZD, BRI S
Bltr STV ET, UL T BEO 10) 77 71%, #7774 7 ThHY, ERET—% L%E

T—EEZELEIEERLET,

hostname# show conn

54 in use, 123 most used

TCP out 10.10.49.10:23 in 10.1.1.15:1026 idle 0:00:22, byte
UDP out 10.10.49.10:31649 in 10.1.1.15:1028 idle 0:00:14, b
TCP dmz 10.10.10.50:50026 inside 192.168.1.22:5060, idle O0:
UTIOB

TCP dmz 10.10.10.50:49764 inside 192.168.1.21:5060, idle 0:
UTIOB

TCP dmz 10.10.10.51:50196 inside 192.168.1.22:2000, idle 0:
TCP dmz 10.10.10.51:52738 inside 192.168.1.21:2000, idle 0:
TCP dmz 10.10.10.50:49764 inside 192.168.1.21:0, idle 0:00

TCP outside 192.168.1.10(20.20.20.24):49736 inside 192.168.
flags Ti

TCP dmz 10.10.10.50:
TCP outside 192.168.
flags Ti

TCP dmz 10.10.10.50:
TCP outside 192.168.
flags Ti

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:0, idle 0:04:
TCP outside 192.168.1.10(20.20.20.24):50663 inside 192.168.
flags Ti

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:0, idle 0:06:
TCP outside 192.168.1.10(20.20.20.24):50663 inside 192.168.
flags Ti

50026 inside 192.168.1.22:0, idle 0:00
1.10(20.20.20.24) :50663 inside 192.168.

50026 inside 192.168.1.22:0, idle 0:02
1.10(20.20.20.24) :50663 inside 192.168.

:42,

124,

124,

s 1774,
ytes 0,
00:24, bytes

00:42, bytes
00

00

: 04,
:09,

bytes
bytes
bytes O,
1.21:0, idle

bytes 0,
1.22:0, idle

bytes 0,
1.22:0, idle

24, bytes 0,
1.22:0, idle

24, bytes 0,
1.22:0, idle

flags UIO
flags D-

1940435,
2328346,

31464,
129156,
flags Ti
0:01:32,

flags Ti
0:01:34,

flags Ti
0:03:34,

flags Ti
0:05:34,

flags Ti
0:07:34,

flags

flags

flags UIB
flags UIOB

bytes 0,

bytes

0,

bytes

bytes

bytes 0,

®IZ, show conn =2~ > RO Bl ZRLET, #HS SSMIZL > TAFTF ¥ SN TWNWDHZ EZRT

X)) 797 BREENTHET,

hostname# show conn address 10.0.0.122 state service module
TCP out 10.1.0.121:22 in 10.0.0.122:34446 idle 0:00:03, byt

es 2733,

flags UIOX

Iz, show conn detail =~ > FOHEIBIZ R L ET, KIZ, FEEA A H 10.10.49.10 7> 5 NESA A b
10.1.1.15 ~®» UDP ## 0l z ~rLEd, D 77 7%, DNSE#fmThHDZ L AZRLTWVWET, 1028

%, ##i o DNSID T9,

hostname# show conn detail
54 in use, 123 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, C - CTIQBE media, D - DNS, d - dump,
E - outside back connection, F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, M - SMTP data, m - SIP media, n - GUP
O - outbound data, P - inside back connection, p - Phone-proxy TFTP connection,
g - SQL*Net data, R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
X - inspected by service module
TCP outside:10.10.49.10/23 inside:10.1.1.15/1026,

flags UIO, idle 39s, uptime 1D1%h, timeout 1hOm,
outside:10.10.49.10/31649 inside:10.1.1.15/1028,
flags dD, idle 39s, uptime 1D19h, timeout 1hOm,
dmz:10.10.10.50/50026 inside:192.168.1.22/5060,

bytes
UDP
bytes 1
TCP

1940435

940435
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| #£25% show asp drop 32> K~ show curpriv a<T> F

showconn W

flags UTIOB, idle 39s, uptime 1D1%h, timeout 1hOm, bytes 1940435
TCP dmz:10.10.10.50/49764 inside:192.168.1.21/5060,

flags UTIOB, idle 56s, uptime 1D1%h, timeout 1hOm, bytes 2328346
TCP dmz:10.10.10.51/50196 inside:192.168.1.22/2000,

flags UIB, idle 18s, uptime 1D19h, timeout 1hOm, bytes 31464
TCP dmz:10.10.10.51/52738 inside:192.168.1.21/2000,

flags UIOB, idle 23s, uptime 1D1%h, timeout 1hOm, bytes 129156
TCP outside:10.132.64.166/52510 inside:192.168.1.35/2000,

flags UIOB, idle 3s, uptime 1D21h, timeout 1hOm, bytes 357405
TCP outside:10.132.64.81/5321 inside:192.168.1.22/5060,

flags UTIOB, idle 1m48s, uptime 1D21h, timeout 1hOm, bytes 2083129
TCP outside:10.132.64.81/5320 inside:192.168.1.21/5060,

flags UTIOB, idle 1m46s, uptime 1D21h, timeout 1hOm, bytes 2500529
TCP outside:10.132.64.81/5319 inside:192.168.1.22/2000,

flags UIOB, idle 31s, uptime 1D21h, timeout 1hOm, bytes 32718
TCP outside:10.132.64.81/5315 inside:192.168.1.21/2000,

flags UIOB, idle 14s, uptime 1D21h, timeout 1hOm, bytes 358694
TCP outside:10.132.64.80/52596 inside:192.168.1.22/2000,

flags UIOB, idle 8s, uptime 1D21h, timeout 1hOm, bytes 32742
TCP outside:10.132.64.80/52834 inside:192.168.1.21/2000,

flags UIOB, idle 6s, uptime 1D21h, timeout 1hOm, bytes 358582
TCP outside:10.132.64.167/50250 inside:192.168.1.35/2000,

flags UIOB, idle 26s, uptime 1D21h, timeout 1hOm, bytes 375617

wiz, showeconn =~ > FOHAIHEZRLET, VIZIFITTRENTWDH EBY, L7270 —)
FHELET,

hostname# show conn

16 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00, bytes 1048, flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle 0:00:00, bytes 1048, flags UIOB

ML L7 e =05 208D REHE~D LAR— FEHIRT 5121, ROHITHT L 512, show conn
state =~ > NiZ vpn_orphan 7> 3 U &ZBML £,

hostname# show conn state vpn_orphan

14 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:5013, idle 0:00:00, bytes 2841019, flags
UOVB

avwvk B

clear conn Bia 7 VT LET,

inspect ctigbe CTIQBE 77U r—va v A VAR v a v F—7 M LET,
inspect h323 H323 77V r—va vy A VAT varvz A F—7 NI LET,
inspect mgcp MGCP 77U r—av A VAT g A RX—T M LET,
inspect sip Java7 7Ly "% HTTP b7 7 4 v 7 B HIBRL E T,

inspect skinny SCCP 7V r—vavy A AT arvkd F—T NI LET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

B show console-output

show console-output

BIEF v 7Ty INTWDar Y — I ERRT 5101 FiiE EXEC £ — KT show console-output
avy REfHLET,

show console-output

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

T7A472+—)L E—F |[¥aUT4 aVTFXFb
<ILF
AVTHFR
avvFk E—F =Ty F & TN k AT L
*§$§ EXEC hd L4 L] [ .
EEPAN T yyY—32 EEANE
BEFF Zoa~y RIIBEFTT.
5 ROBNE, A Y= VARG RICERTINDA v =TV &R L TWET,
hostname# show console-output
Sorry, there are no messages to display
EEa<UF avwy kR B
clear configure console 57 /L b= Y —LEHRHRTEICELET,
clear configure AT 4 X2 L= a DT A RREMEGREZ T 7 4V MR LET,
timeout
console timeout X2 VT TTIAT LRI T Ry ) — NSO T A RV XA LT

U NERELET,
show running-config X2 V7 77 T4 7L RTHT DAL Y —VHEREOT A KV XA LT
console timeout 7 hEERRLES,
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show context

show context

BB TOHLNTWBASL v F—T 2 A, AT 4 FXal—ary 770D URL, BLOREHF»=2
VTXAMOEEEGED T TXAMEREERT DI (F21F,. VAT AFEITAR—=ANLTRT
DaArTHRRAIDOY A REERTHIZIL) . ¥4 EXEC £ — KT show context =~ F&EH L £9,

show context [name | detail | count]

WX DR count (EE) REWHALTHXFANDOEERRLET,
detail (LE) FHATREBBLONMEHOZODEREEH T, 2 7F A MIH
TOREMRERE RN LET,
name (ER) 27X A MERELET, Az E L2V E, EXa)

TATTIATAFTTRTCOALTHRAERKFLES, avTF2 b
NTANTELD1E, BUEDa LT XA M DOHRTY,

T2+ VAT AFITANR—ZATE, ARIZRELRVWGE, €X%=2UT7 4 77947 R FT_XTOa T
FRAMERRLET,

avy kR E—F WDORIZ, a~v REANTEDLE—NERLET,
F274F794—)L E—F | #FaUT4 a>TFRFH
<ILF
aAvTFExX
avYy R E—F =Ty K |&f& gL k SRT LA
e EXEC . . — . .
avy RERE yy—= FTENE
7.0(1) Ioavr RREASHELE,
8.0(2) Y TS IPS AT v — 2O W T OEHRAABMINE LTz,

BEREDHL T4 HAFIROFEAZOW T, T 2ZRLTIES,
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$£25% showaspdrop 27> F~ show curpriva?> F |

show context

3l

KIZ, show context 2~ RO NFIZRLET, ZOFTIE, 3 503 TFAMPRERRINTNE
ERS

hostname# show context

Context Name Interfaces URL

*admin GigabitEthernet0/1.100 flash:/admin.cfg
GigabitEthernet0/1.101

contexta GigabitEthernet0/1.200 flash:/contexta.cfg
GigabitEthernet0/1.201

contextb GigabitEthernet0/1.300 flash:/contextb.cfg

GigabitEthernet0/1.301
Total active Security Contexts: 3

* 25-7T12, H7 4=V FOBHAZRLET,

® 25-7 show context D74 —JL K

J4—ILF L]
Context Name TRTOALTHRAMBERINET, TAXY R (*) OffvnwTndar T
FRAMZIE, B THARTT,

Interfaces ZOaATHXRARNIEDYTOENTEA LV H—T = A A,
URL X2 VT4 TTIAT VAN THRA DALY T 4 Fal—varko—FR
3% URL,

WIT, VAT LFELTAL—ZTD show context detail =~ > FOHIHIZ R L £,

hostname# show context detail

Context "admin", has been created, but initial ACL rules not complete
Config URL: flash:/admin.cfg
Real Interfaces: Management0/0
Mapped Interfaces: Management0/0
Real IPS Sensors: ipsl, ips2
Mapped IPS Sensors: highsec, lowsec
Flags: 0x00000013, ID: 1

Context "ctx", has been created, but initial ACL rules not complete

Config URL: ctx.cfg

Real Interfaces: GigabitEthernet0/0.10, GigabitEthernet0/1.20,
GigabitEthernet0/2.30

Mapped Interfaces: intl, int2, int3

Real IPS Sensors: ipsl, ips3

Mapped IPS Sensors: highsec, lowsec

Flags: 0x00000011, ID: 2

Context "system", is a system resource

Config URL: startup-config

Real Interfaces:

Mapped Interfaces: Control0/0, GigabitEthernet0/0,
GigabitEthernet0/0.10, GigabitEthernet0/1, GigabitEthernet0/1.10,
GigabitEthernet0/1.20, GigabitEthernet0/2, GigabitEthernet0/2.30,
GigabitEthernet0/3, Management0/0, Management0/0.1

Flags: 0x00000019, ID: 257

Context "null", is a system resource
Config URL: ... null
Real Interfaces:
Mapped Interfaces:
Flags: 0x00000009, ID: 258
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show context W

#£ 2581, 74—V ROFTHAZRLET,

#* 25-8 aAVTXR FDOREE
J4—ILF 7L
Context T XA RNDOLRE, XV AT HFANOEFERIINETOMH X
nNEJ, system E\WVH I TH A NI, VAT LAETARN—REF
LTWET,
REXA vE— T XA NOREE, RIZ, BARSINAAREBEODH LA vE—T%
~LUET,
Has been created, but X2l T 4 T IAT L RFar 74 Falb—a 2T LE
initial ACL rules not LN, T30 FalT 4 RY S —2HSITH-0DF 7 &
complete JMEACL %7247 a—RLTWERAL, 740k BF=2

T4 R —F, TRTCOa L THFA ML TRICHEASND
HLDT, FExa2 T4 LA S EfiEXa VT 0 LLAD
N7 4w P EEERIELTEY, 7TV r—v gy A VAT Uy
VBLOREOMDNRTGRA—E A XTI LET, TOEX2Y
F4 R —ITEoT, av 74X alb—arBNEFESNTrNs
a7 4 X a2l—valrDACLRa A N5 ETORIIZ, b
T4 I NEX 2T 4 TTITAT U AZ NS SV LRV D
CMEEEENET, I T 4 Fa2Lb—a D ACL I IFFEFITEHET
IUNANENDTED, TORENRRIRINAZ LITIZFEAEDY

FHA,
Has been created, but not | context name =~ > F& ASH LE L=, £7 config-url =< >
initialized EATTLTOERA,

Has been created, butthe |7 4L F®D ACL A¥ v —FRENEF LR, £ %205 ¢
config hasn't been parsed |7 75 A4 7o AN 7 4 Falb— a b BT LTHWERFA, =
DREBRRINDIHEIEL. 2y VT =V HERICEER S 57201,
a7 4Xal—varoFura— KPRKRBLZAREERSH Y F
T, F721EL config-url =2~ FEZELAN L TWHERA, a3
T4F¥alb—vari&ue—RFT31IZE, ary7F X MNRDL copy
startup-config running-config # A ) LE T, VAT Lhb,
config-url 2~ FZHEANLET, X, 777 0FET
VT4 X2l — g VOREXHBELET,

Is a system resource COWREIZEB T HDIE, VAT AFTAR—R L)L a T F A
ROATE, b arTHFAMNIVAT AL TS, 20
BRI TCORERSINET,

Is a zombie no context =~ KX 721X clear context 2~ FNA2fEH L Ca 7
FARZHIBRLE LS, 2> TFAFOBHRIZ, EX=2V T4 7
TIAT AR TEFANID ZHLVWa T X2 MIHEAAT S
X2 VT TTIAT U AZHEHT D ETAE YIRS
nET,

Is active ZOaArTHANMIBEFTFTHY, a0 TFAL ar7 ¥z
L—yarotxal 74 R —i>» T T 7 4 v/ @il S
THrZ N TEET,

Is ADMIN and active IOarTRAMNIFHIACTRANTHY, BEETH T,
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$£25% showaspdrop 27> F~ show curpriva?> F |

M show context

& 25-8 AVTHRRMORE @ES)

J4—ILF

SiE

Was a former ADMIN, but
is now a zombie

clear configure context =~ > RAZfH L CTEEH= 7 ¥ 2 & H|
BRLELZZD, a7 A MOFRIT. X270 777347
ARATHRARNID ZH LW AT XA MIHERAT L0, EFa
V74 T77I7AT o A2BEBTLETAE Y IhFSNET,

Real Interfaces

ZDarTFANMIEDMTONTEA L H—T 2 A, £ H—
7 = A Z® ID % allocate-interface =~ R T~ v ' 7 L7=HE.
FRENDDITA v Z—T = A ZADEEOLETTT,

Mapped Interfaces

A4 —7 x4 AD ID % allocate-interface =~ R Tv v 7
Li=Ga, BERENAIDE~y BV T ENZL4RITT, A V¥ —
TxAf R~y BT LholHat, EEOLFING - —EFK
IRENET,

Real IPS Sensors

AIP SSM %A VA h— L LTWBEHAIL, a7 F A MIEIY YT
bivd IPS ARt v h—, B —4 % allocate-ips =~ N T~ v
VUL E. BrRENDIDITE VS —DEBROLRITY,

Mapped IPS Sensors

T —4 % allocate-ips =~ R Ty B 7 LTca, &N
LOF~y BT ENZARTYT, k¥ —Hae~vy T LR
Mol EE, EEOATIN G 5 —ERRINET,

Flag

NECORER S ET,

ID

ZoarTFXRANONE ID,

&Iz, show context count ==~ > FOH Il Z R L9,

hostname# show context count
Total active contexts: 2

BIEa< UK avwyv Rk By
admin-context B TXFAMERELET,
allocate-interface AVTFXFARMIA L E—T oA ABE DB TET,
changeto AVTHXARNAELIT LT XA RNE VAT AETAN—ROMTH Y B
ZEATVET,
config-url AVTHFAR Ay 4 Xal—varORFEEELET,
context VAT A Ar7 4 Xal—vailexa T ar7T XA MEERL,

aVFXRAN Ay 4 Fal— gy B— FEBBLET,
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| 255

show asp drop 2> F~ show curpriv a<> F

show controller W

show controller

FETHTRXTOL U F—T oA AZDONT, 2 ha—JEAEOEREE T DI, FiiE EXEC
£— T show controller =~ > F&EHHL £,

show controller [physical _interface] [detail]

X DA detail EE) 2 hu—S0FMER R LET,
physical_interface EE) A %—7xcAAID FEELET,
T4+ 2L v F R—FEHRELRWES, Z0a<wr NETXRTOA X —T =24 ZADEREF T LET,
avy kR E—F WDRIZ, a~vr REANTEDLE—RNERLET,
274F794—)IL E—F |[£FaUT«1 a2TFXF
<ILTF
AVTHFR
avwvy kK E—F L—FTyF |&EB VTN k AT LA
4‘%“‘:% EXEC ° ° ° ° °
avy FEE y1y—=x EENE
7.2(1) Zoavy RREAIShELE,
8.0(2) ZO 3wy Rt ASA 5505 0L TR, TRTOT Ty b7+ — AT

BEREDHL FF1

3l

HEINdE512b L, detail ¥—U— BB E LT,

Zoa<wy RiE, AR EEGOI A S v —IC LV RAINTEAREGERAET 5 L =12, Cisco TAC
WAy bB—=FIZONTOFERRT Ny ZIEREZNET 21O £T, REOH X, £F v E
A—H Xy harha—FICLoTRAY T,

Iz, show controller =~ > FDH Iz L £7,
hostname# show controller
Ethernet0/0:

Marvell 88E6095 revision 2, switch port 7
PHY Register:

Control: 0x3000 Status: 0x786d
Identifierl: 0x0141 Identifier2: 0x0c85
Auto Neg: 0x0lel LP Ability: 0x40al
Auto Neg Ex: 0x0005 PHY Spec Ctrl: 0x0130
PHY Status: 0Ox4c00 PHY Intr En: 0x0400
Int Port Sum: 0x0000 Rcv Err Cnt: 0x0000
Led select: 0xla34

Reg 29: 0x0003 Reg 30: 0x0000

Port Registers:

Status: 0x0907 PCS Ctrl: 0x0003
Identifier: 0x0952 Port Ctrl: 0x0074

| oL-12173-02-J
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$£25% showaspdrop 27> F~ show curpriva?> F |
Bl show controller
Port Ctrl-1: 0x0000 Vlan Map: 0x077f
VID and PRI: 0x0001 Port Ctrl-2: 0x0cc8
Rate Ctrl: 0x0000 Rate Ctrl-2: 0x3000
Port Asc Vt: 0x0080
In Discard Lo: 0x0000 1In Discard Hi: 0x0000
In Filtered: 0x0000 Out Filtered: 0x0000
Global Registers:
Control: 0x0482
Number of VLANs: 1
Vlan[db]\Port| O | 1 | 2| 3| 41| 5| |71 81 9 10
<0001[01]> | EUT| EUT| EUT| EUT| EUT| EUT| EUT| EUT| EUM| NM NM

Ethernet0/1:

Marvell 88E6095 revision 2,

PHY Register:
Control:
Identifierl:
Auto Neg:
Auto Neg Ex:
PHY Status:
Int Port Sum:
Led select:
Reg 29:

Port Registers:
Status:
Identifier:
Port Ctrl-1:
VID and PRI:
Rate Ctrl:
Port Asc Vt:
In Discard Lo:
In Filtered:

Ethernet0/2:

0x3000
0x0141
0x01lel
0x0004
0x0040
0x0000
0xla34
0x0003

0x0007
0x0952
0x0000
0x0001
0x0000
0x0040
0x0000
0x0000

Marvell 88E6095 revision 2,

PHY Register:
Control:
Identifierl:
Auto Neg:
Auto Neg Ex:
PHY Status:
Int Port Sum:
Led select:
Reg 29:

Port Registers:
Status:
Identifier:
Port Ctrl-1:
VID and PRI:
Rate Ctrl:
Port Asc Vt:
In Discard Lo:
In Filtered:

Ethernet0/3:

0x3000
0x0141
0x01lel
0x0005
0x6c00
0x0000
0x1la34
0x0003

0x0d07
0x0952
0x0000
0x0001
0x0000
0x0020
0x0000
0x0000

Marvell 88E6095 revision 2,

PHY Register:
Control:

0x3000

switch port 6

Status:
Identifier2:
LP Ability:
PHY Spec Ctrl:
PHY Intr En:
Rcv Err Cnt:

Reg 30:

PCS Ctrl:
Port Ctrl:
Vlan Map:
Port Ctrl-2:
Rate Ctrl-2:

In Discard Hi:
Out Filtered:

switch port 5

Status:
Identifier2:
LP Ability:
PHY Spec Ctrl:
PHY Intr En:
Rcv Err Cnt:

Reg 30:

PCS Ctrl:
Port Ctrl:
Vlan Map:
Port Ctrl-2:
Rate Ctrl-2:

In Discard Hi:
Out Filtered:

switch port 4

Status:

0x7849
0x0c85
0x0000
0x0130
0x0400
0x0000

0x0000

0x0003
0x0077
0x07bf
0x0cc8
0x3000

0x0000
0x0000

0x786d
0x0c85
Ox4lel
0x0130
0x0400
0x0000

0x0000

0x0003
0x0077
0x07df
0x0cc8
0x3000

0x0000
0x0000

0x786d
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| #£25% show asp drop 32> K~ show curpriv a<T> F

Identifierl:
Auto Neg:
Auto Neg Ex:
PHY Status:
Int Port Sum:
Led select:
Reg 29:

Port Registers:

Status:
Identifier:
Port Ctrl-1:
VID and PRI:
Rate Ctrl:
Port Asc Vt:
In Discard Lo:
In Filtered:

Ethernet0/4:
Marvell 88E6095 revision 2,
PHY Register:

Control:
Identifierl:
Auto Neg:
Auto Neg Ex:
PHY Status:
Int Port Sum:
Led select:
Reg 29:

Port Registers:

Status:
Identifier:
Port Ctrl-1:
VID and PRI:
Rate Ctrl:
Port Asc Vt:
In Discard Lo:
In Filtered:

Ethernet0/5:
Marvell 88E6095 revision 2,
PHY Register:

Control:
Identifierl:
Auto Neg:
Auto Neg Ex:
PHY Status:
Int Port Sum:
Led select:
Reg 29:

Port Registers:

Status:
Identifier:
Port Ctrl-1:
VID and PRI:
Rate Ctrl:
Port Asc Vt:
In Discard Lo:
In Filtered:

Ethernet0/6:
Marvell 88E6095 revision 2,
PHY Register:

Control:
Identifierl:

0x0141
0x0lel
0x0005
0x6c00
0x0000
Oxla34
0x0003

0x0d07
0x0952
0x0000
0x0001
0x0000
0x0010
0x0000
0x0000

0x3000
0x0141
0x0lel
0x0005
0x6c00
0x0000
Oxla34
0x0003

0x0d07
0x0952
0x0000
0x0001
0x0000
0x0008
0x0000
0x0000

0x3000
0x0141
0x01lel
0x0005
0x6c00
0x0000
Oxla34
0x0003

0x0d07
0x0952
0x0000
0x0001
0x0000
0x0004
0x0000
0x0000

0x3000
0x0141

Identifier2:
LP Ability:

PHY Spec Ctrl:

PHY Intr En:
Rcv Err Cnt:

Reg 30:

PCS Ctrl:
Port Ctrl:
Vlan Map:
Port Ctrl-2:
Rate Ctrl-2:

In Discard Hi:

Out Filtered:

switch port 3

Status:
Identifier2:
LP Ability:

PHY Spec Ctrl:

PHY Intr En:
Rcv Err Cnt:

Reg 30:

PCS Ctrl:
Port Ctrl:
Vlan Map:
Port Ctrl-2:
Rate Ctrl-2:

In Discard Hi:

Out Filtered:

switch port 2

Status:
Identifier2:
LP Ability:

PHY Spec Ctrl:

PHY Intr En:
Rcv Err Cnt:

Reg 30:

PCS Ctrl:
Port Ctrl:
Vlan Map:
Port Ctrl-2:
Rate Ctrl-2:

In Discard Hi:

Out Filtered:

switch port 1

Status:
Identifier2:

0x0c85
0x4lel
0x0130
0x0400
0x0000

0x0000

0x0003
0x0077
0x07ef
0x0cc8
0x3000

0x0000
0x0000

0x786d
0x0c85
0x4lel
0x0130
0x0400
0x0000

0x0000

0x0003
0x0077
0x07£7
0x0cc8
0x3000

0x0000
0x0000

0x786d
0x0c85
Ox4lel
0x0130
0x0400
0x0000

0x0000

0x0003
0x0077
0x07fb
0x0cc8
0x3000

0x0000
0x0000

0x7849
0x0c85

show controller
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F2HE

show asp drop 27> F~ show curpriv a<w> F |

show controller

Auto Neg:
Auto Neg Ex:
PHY Status:
Int Port Sum:
Led select:
Reg 29:

Port Registers:
Status:
Identifier:
Port Ctrl-1:
VID and PRI:
Rate Ctrl:
Port Asc Vt:
In Discard Lo:
In Filtered:

0x0lel LP Ability:
0x0004 PHY Spec Ctrl:
0x0040 PHY Intr En:
0x0000 Rcv Err Cnt:
0xla34

0x0003 Reg 30:

0x0007 PCS Ctrl:
0x0952 Port Ctrl:
0x0000 Vlan Map:
0x0001 Port Ctrl-2:
0x0000 Rate Ctrl-2:
0x0002

0x0000 1In Discard Hi:
0x0000 Out Filtered:

0x0000
0x8130
0x8400
0x0000

0x0000

0x0003
0x0077
0x07fd
0x0cc8
0x3000

0x0000
0x0000

----Inline power related counters and registers----

Power on fault: 0
Detect enable fault:
Faults: 0

Driver counters:
I2C Read Fail: 0
Resets: 1
PHY reset error: 0
LTC4259 registers:

INTRPT STATUS = 0x88
DETECT EVENT = 0x03
SUPPLY EVENT = 0x02
PORT3 STATUS = 0x00
OPERATE MODE = 0x0f
TIMING CONFIG = 0x00

Ethernet0/7:
Marvell 88E6095

PHY Register:
Control:
Identifierl:
Auto Neg:

Auto Neg Ex:
PHY Status:
Int Port Sum:
Led select:
Reg 29:

Port Registers:
Status:
Identifier:
Port Ctrl-1:
VID and PRI:
Rate Ctrl:
Port Asc Vt:
In Discard Lo:
In Filtered:

Power off fault: 0

0 Detect disable fault: 0

I2C Write Fail: O
Initialized: 1

INTRPT MASK = 0x00
FAULT EVENT = 0x00
PORT1 STATUS = 0x06
PORT4 STATUS = 0x00
DISC. ENABLE = 0x30
MISC. CONFIG = 0x00

revision 2,

switch port O

0x3000 Status:

0x0141 Identifier2:
0x0lel LP Ability:
0x0004 PHY Spec Ctrl:
0x0040 PHY Intr En:
0x0000 Rcv Err Cnt:
Oxla34

0x0003 Reg 30:

0x0007 PCS Ctrl:
0x0952 Port Ctrl:
0x0000 Vlan Map:
0x0001 Port Ctrl-2:
0x0000 Rate Ctrl-2:
0x0001

0x0000 In Discard Hi:
0x0000 Out Filtered:

POWER EVENT
TSTART EVENT =
PORT2 STATUS =
POWER STATUS =
DT/CLASS ENBL =

= 0x00
0x00
0x06
0x00
0x33

0x7849
0x0c85
0x0000
0x8130
0x8400
0x0000

0x0000

0x0003
0x0077
0x07fe
0x0cc8
0x3000

0x0000
0x0000

----Inline power related counters and registers----

Power on fault: 0
Detect enable fault:
Faults: 0

Driver counters:
I2C Read Fail: 0
Resets: 1
PHY reset error: 0
LTC4259 registers:

INTRPT STATUS = 0x88
DETECT EVENT = 0x03
SUPPLY EVENT = 0x02
PORT3 STATUS = 0x00

Power off fault: 0

0 Detect disable fault: 0

I2C Write Fail: O
Initialized: 1

INTRPT MASK
FAULT EVENT
PORT1 STATUS
PORT4 STATUS

0x00
0x00
0x06
0x00

POWER EVENT =
TSTART EVENT
PORT2 STATUS
POWER STATUS

0x00
0x00
0x06
0x00
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| #£25% show asp drop 32> K~ show curpriv a<T> F

irqg hw_err src
irg hw err msk
bmu cs rxq
bmu_cs_stxq
bmu cs atxqg

OPERATE MODE = 0x0f DISC. ENABLE = 0x30
TIMING CONFIG = 0x00 MISC. CONFIG = 0x00
Internal-Data0/0:

Y88ACS06 Register settings:

rap 0xe0004000

ctrl status 0xe0004004

irqg src 0xe0004008

irg _msk 0xe000400c

0xe0004010
0xe0004014
0xe0004060
0xe0004068
0xe000406¢c

Bank 2: MAC address registers:

mac_addrl_1lo
mac_addrl hi
mac_addr2_ lo
mac_addr2_hi
mac_addr3 lo
mac_addr3_hi

chip info

eprom

flash addr_reg
flash data port
loader

timer init val
timer val

timer_ ctrl

irg mod timer init val
irg mod timer

irg mod_timer ctrl
irg mod msk

irqg hw_err mod mask

0xe0004100
0xe0004104
0xe0004108
0xe000410c
0xe0004110
0xe0004114
0xe0004118
0xe000411c
0xe0004120
0xe0004124
0xe0004128
0xe0004130
0xe0004134
0xe0004138
0xe0004140
0xe0004144
0xe0004148
0xe000414c
0xe0004150

tst ctrl 0xe0004158
gp_io 0xe000415c
i2c_ctrl 0xe0004160
i2c_data 0xe0004164
i2c_irgq 0xe0004168
i2c_sw 0xe000416c

RAM Random Registers:
ram_addr
ram data port lo
ram data port hi

Ram Interface Registers:

ram if to lo
ram if to hi
ram_if timeout val
ram if ctrl

Transmit Arbiter MAC:
tx arb iti init

tx arb iti val

tx_arb lim_init

tx arb lim val
tx_arb _ctrl tst status

0xe0004180
0xe0004184
0xe0004188

0xe0004190
0xe0004194
0xe000419c
0xe00041a0

0xe0004200
0xe0004204
0xe0004208
0xe000420c
0xe0004210

Bank 8: Receive queue registers:

rx_gregs.pbuf ctrl

rx _gregs.next desc addr lo

rx_qgregs.buf addr lo

0xe0004400
0xe0004404
0xe0004408

show controller W

DT/CLASS ENBL = 0x33

0x00000000
0x5501064a
0x00000000
0x00000000
0x00000000
0x00001000
0x002aaa80
0x01155540
0x012aaa80

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0xpb0110000
0x00000000
0x0001fffe
0x000000£f£
0x00000400
0x00000000
0x00000000
0x00000202
0x00000000
0x00000000
0x00000202
0x00000000
0x00000000
0x00000001
0x0000000f£
0x00000000
0x00000000
0x00000000
0x00000003

0x00000000
0x00000000
0x00000000

0x24242424
0x00002424
0x00000000
0x000a0002

0x00000000
0x00000000
0x00000000
0x00000000
0x00001256

0xc8550800
0x016d4020
0x019acd00
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F2HE

show asp drop 27> F~ show curpriv a<w> F |

show controller

rX_gregs
rx_gregs
rx_gregs
rx_gregs
rx_gregs
rx_gregs
rx_gregs
rx_gregs
rx_gregs
rx_gregs
rx_gregs

rx_gregs.
.tstl
.tst2
.tst3

rx_gregs
rx_gregs
rxX_gregs

Bank 12:

.buf_addr_hi
.frame_sw
.time_stamp
.tcp_csum
.tcp csum start
.desc_addr_ 1o
.desc_addr_hi
.addr_cntr_lo
.addr_cntr_hi
.byte cntr
.bmu_cs

flag

stx gregs.buf ctrl

stx_gregs.

stx gregs.buf addr lo
stx_gregs.buf addr_hi
stx gregs.frame sw
stx gregs.time stamp
stx_gregs.tcp_csum

stx_gregs.

stx gregs.desc_addr_lo
stx gregs.desc addr hi
stx gregs.addr_cntr lo
stx gregs.addr cntr_ hi
stx gregs.byte cntr
stx gregs.bmu_cs
stx_gregs.flag

stx gregs.tstl

stx gregs.tst2
stx_gregs.tst3

Bank 13:

atx _gregs.buf ctrl

atx gregs.

atx gregs.buf addr lo
atx_gregs.buf addr hi
atx gregs.frame sw
atx gregs.time stamp
atx_gregs.tcp csum

atx gregs.

atx gregs.desc_addr_ lo
atx_gregs.desc_addr hi
atx gregs.addr cntr 1o
atx gregs.addr_cntr hi
atx _gregs.byte cntr
atx gregs.bmu cs

atx gregs.flag

atx gregs.tstl

atx gregs.tst2

atx gregs.tst3

next desc_addr_lo

tcp csum_start

next desc addr lo

tcp_csum_start

Bank 16: Receive

rx_ram buf regs.
.end_addr
.wr_ptr

rx_ram buf regs.
.up_thres_pp
rx_ram buf regs.
.up_thres_hp

rx_ram buf regs
rx_ram_buf regs

rx_ram buf regs

rx_ram buf regs

0xe000440c
0xe0004410
0xe0004414
0xe0004418
0xe000441c
0xe0004420
0xe0004424
0xe0004428
0xe000442c
0xe0004430
0xe0004434
0xe0004438
0xe000443c
0xe0004440
0xe0004444

0xe0004604
0xe0004608
0xe000460c
0xe0004610
0xe0004614
0xe0004618
0xe000461c
0xe0004620
0xe0004624
0xe0004628
0xe000462c
0xe0004630
0xe0004634
0xe0004638
0xe000463c
0xe0004640
0xe0004644

0xe0004680
0xe0004684
0xe0004688
0xe000468c
0xe0004690
0xe0004694
0xe0004698
0xe000469c
0xe00046a0
0xe00046a4
0xe00046a8
0xe00046ac
0xe00046b0
0xe00046b4
0xe00046b8
0xe00046bc
0xe00046c0
0xe00046c4

RAM buffer registers:

start_addr

rd ptr

lo thres pp

VI7UL2R

0xe0004800
0xe0004804
0xe0004808
0xe000480c
0xe0004810
0xe0004814
0xe0004818

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x016d4000
0x00000000
0x016d4020
0x00000000
0x00000000
0x002aaa80
0x00000600
0xd2020202
0x00000050
0x00000000

Synchronous transmit queue registers:
0xe0004600 =

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x01155540
0x0a000600
0x02020202
0x00000050
0x00000000

Asynchronous transmit queue registers:

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x016d9000
0x00000000
0x016d901c
0x00000000
0x00000000
0x012aaa80
0x0a000600
0x02020202
0x00000050
0x00000000

0x00000000
0x000017£ff
0x00000000
0x00000000
0x00001400
0x00001000
0x00000000
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| 255

show asp drop 2> F~ show curpriv a<> F

rx_ram buf regs.
rx_ram buf regs
rx_ram buf regs.
rx_ram buf regs

lo_thres_hp

.pak _cnt

level

.ctrl

0xe000481c =

0xe0004820
0xe0004824
0xe0004828

0x00000000
= 0x00000000
0x00000000
= 0x0002222a

Bank 20: Synchronous transmit RAM buffer registers:

stx_ ram buf regs.

stx ram buf regs
stx ram buf regs

stx ram buf regs.

stx ram buf regs

stx ram buf regs.

stx _ram buf regs

start_addr
.end_addr
.Wwr_ptr

rd _ptr
.pak _cnt
level
.ctrl

0xe0004a00
0xe0004a04
0xe0004a08
0xe0004a0c
0xe0004a20
0xe0004a24
0xe0004a28

Bank 21: Asynchronous transmit RAM buffer

atx ram buf regs.

atx ram buf regs
atx ram buf regs

atx ram buf regs.

atx ram buf regs

atx ram buf regs.

atx ram buf regs

atx ram buf regs.

atx ram buf regs

atx ram buf regs.

atx_ram buf regs

start_addr
.end_addr
.Wwr_ptr

rd _ptr

.up thres pp
lo thres pp
.up_thres_hp
lo thres hp
.pak_cnt
level

.ctrl

0xe0004a80
0xe0004a84
0xe0004a88
0xe0004a8c
0xe0004a90
0xe0004a94
0xe0004a98
0xe0004a9c
0xe0004aa0l
0xe0004aa4
0xe0004aa8

Bank 24: Receive GMAC FIFO registers:

rx _gmfifo regs.e
rx_gmfifo regs.t
rx gmfifo regs.c

nd_addr
hr
trl

0xe0004c40
0xe0004c44
0xe0004c48

Bank 26: Transmit GMAC FIFO registers:

tx gmfifo regs.e
tx gmfifo regs.t
tx_gmfifo_regs.c

nd_addr
hr
trl

tx gmfifo regs.wr ptr

tx gmfifo regs.wr_ shdw ptr
tx_gmfifo regs.wr_level

tx gmfifo regs.rd ptr

tx gmfifo regs.restart ptr
tx_gmfifo _regs.rd_level

0xe0004d40
0xe0004d44
0xe0004d48
0xe0004d60
0xe0004d64
0xe0004d68
0xe0004d70
0xe0004d74
0xe0004d78

Descriptor poll timer registers:

dpt_init val
dpt_val
dpt_ctrl

Timestamp timer register:

ts_timer val
ts_timer_ ctrl

0xe0004e00
0xe0004e04
0xe0004e08

0xe0004el4
0xe0004el8

GMAC and GPHY control registers:

gmac_ctrl

gphy ctrl
gmac_irqg_src
gmac_irqg msk
gmac_link ctrl

Wake on LAN control registers:

wol ctrl

wol mac_addr_lo
wol mac_addr_hi
wol patt rd ptr

0xe0004£00
0xe0004£04
0xe0004£08
0xe0004£f0c
0xe0004£f10

0xe0004£20
0xe0004£24
0xe0004£28
0xe0004f2c

0x00000000
= 0x00000000
= 0x00000000
= 0x00000000
= 0x00000000
= 0x00000000
= 0x00022215

registers:

= 0x00001800
= 0x00002fff
= 0x00001800
= 0x00001800
= 0x00000000
= 0x00000000
= 0x00000000
= 0x00000000
= 0x00000000
= 0x00000000
= 0x0002222a

= 0x0000007£
= 0x00000070
= 0x0000224a

= 0x0000007£
= 0x00000010
= 0x0002220a
= 0x00000000
= 0x00000000
= 0x00000000
= 0x00000000
= 0x00000000
= 0x00000000

= 0x00000000
= 0x00000000
= 0x00020001

= 0x00000000
= 0x00000202

= 0x00000056
= 0x0b7de002
= 0x00000000
= 0x0000003a
= 0x00000002

= 0x00000555
= 0x00000000
= 0x00000000
= 0x00000000

show controller
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show asp drop 27> F~ show curpriv a<w> F |

Hl  show controller

wol patt len lo
wol patt len hi
wol patt cnt 1o
wol patt cnt hi

Bank 80

(0x50) : GMAC registe

gmac_gpsr

gmac_gpcr
gmac_tx ctrl
gmac_rx ctrl
gmac_tx fctrl

gmac_tx_parm
gmac_smod

gmac_sal lo
gmac_sal md
gmac_sal_hi
gmac_sa2 lo
gmac_sa2 md
gmac_sa2 hi
gmac_mcast addr hashl
gmac mcast addr hash2
gmac_mcast_addr hash3
gmac_mcast addr hashi4

gmac_tx irg src

gmac_rx irqg_src
gmac_tr irqg src
gmac_tx irg msk

gmac_rx irqg msk
gmac_tr irg msk

Internal-Data0/1:
Marvell 88E6095 revision 2,
Port Registers:

Status: 0x0e84
Identifier: 0x0952
Port Ctrl-1: 0x0000
VID and PRI: 0x0001
Rate Ctrl: 0x0000
Port Asc Vt: 0x0100
In Discard Lo: 0x0000

In

Filtered: 0x0000

0xe0004£30 =
0xe0004£f34 =
0xe0004£38 =
0xe0004f3c =

rs:
0xe0006800 =
0xe0006804 =
0xe0006808 =
0xe000680c =
0xe0006810 =
0xe0006814 =
0xe0006818 =
0xe000681c =
0xe0006820 =
0xe0006824 =
0xe0006828 =
0xe000682c =
0xe0006830 =
0xe0006834 =
0xe0006838 =
0xe000683c =
0xe0006840 =
0xe0006844 =
0xe0006848 =
0xe000684c =
0xe0006850 =
0xe0006854 =
0xe0006858 =

switch port 8

PCS Ctrl:
Port Ctrl:
Vlan Map:
Port Ctrl-2:
Rate Ctrl-2:

In Discard Hi:
Out Filtered:

0x3b3b3b3b
0x003b3b3b
0x00000000
0x00000000

0x0000£014
0x000038ff
0x00001c00
0x0000a000
0x0000ffff
0x0000c000
0x00002306
0x0000d000
0x0000£f£2b
0x00009£44
0x0000d000
0x0000£f£2b
0x00009£44
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

0xcl3e
0x0177
0x06ff
0x0cc8
0x3000

0x0000
0x0000

&Iz, show controller detail =~ > FOH 2R L E9,

hostname# show controller gigabitethernet0/0 detail

GigabitEthernet0/0:
Intel 182546GB revision 03

Main Registers:
Device Control:

Device Status:
Extended Control:

RX
TX
RX
TX
TX
RX
RX

Config:

Config:

Control:

Control:

Inter Packet Gap:
Filter Cntlr:
Chksum:

RX Descriptor Registers:

RX
RX

Descriptor 0 Cntlr:

Descriptor 0 AddrLo:

0x£8260000
0x£8260008
0x£8260018
0x£8260180
0x£8260178
0x£8260100
0x£8260400
0xf8260410
0x£8260150
0x£8265000

0x£8262828
0x£8262800

= 0x003c0249
= 0x00003347
= 0x000000c0
= 0x0c000000
= 0x000001a0
= 0x04408002
= 0x000400fa
= 0x00602008
= 0x00000000
= 0x00000300

= 0x00010000
= 0x01985000

Il _ Cisco Security Appliance A< F )27 L&
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| #£25% show asp drop 32> K~ show curpriv a<T> F

RX Desccriptor 0 AddrHi:

RX Descr
RX Descr
RX Descr
RX Descr
RX Descr
RX Descr
RX Descr
RX Descr
RX Descr

iptor 0
iptor O
iptor O
iptor 1
iptor 1
iptor 1
iptor 1
iptor 1
iptor 1

Length:
Head:
Tail:
Cntlr:
AddrLo:
AddrHi:
Length:
Head:
Tail:

TX Descriptor Registers:

TX Descr
TX Descr
TX Descr
TX Descr
TX Descr
TX Descr

iptor O
iptor
iptor O
iptor O
iptor 0
iptor O

RX Address Array:

Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet

PHY Register
Phy Cont
Phy Stat
Phy ID 1
Phy ID 2

Address
Address
Address
Address
Address
Address
Address
Address
Address
Address
Address
Address
Address
Address
Address
Address

s:
rol:
us:

Cntlr:

0 AddrLo:

AddrHi:
Length:
Head:
Tail:

Hh ® Q Q O ® © W J o U WN - O

Phy Autoneg Advertise:

Phy Link Partner Ability:
Phy Autoneg Expansion:

Phy Next Page TX:

Phy Link Partnr Next Page:
Phy 1000T Control:

Phy 1000T Status:

Phy Extended Status:

0x£8262804
0x£8262808
0xf8262810
0xf8262818
0xf8262828
0xf8260138
0x£826013c
0x£8260140
0x£8260148
0x£8260150

0xf8263828
0x£8263800
0xf8263804
0x£8263808
0xf8263810
0xf8263818

0x00000000
0x00001000
0x00000000
0x000000ff
0x00010000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

0x00000000
0x01987000
0x00000000
0x00001000
0x00000000
0x00000000

0012.d948.ef58

Not Valid!
Not Valid!
Not Valid!
Not Vvalid!
Not Valid!
Not Valid!
Not Vvalid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!

0x1140
0x7969
0x0141
0x0c25
0x0lel
0x4lel
0x0007
0x2801
0x0000
0x0200
0x4000
0x3000

Detailed Output - RX Descriptor Ring:

rx bd[000]:

rx_bd[001]:

baddr
pkt chks
baddr
pkt chks

um = 0x0000,

um 0x0000,

0x019823A2, length

errors

0x01981A62, length

errors

0x0000, status
0x00, special
0x0000, status

= 0x00, special

show controller

0x00
0x0000

= 0x00

0x0000
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$£25% showaspdrop 27> F~ show curpriva?> F |

Hl  show controller

EEavwY R avwyFk H L]
show interface A E—T oA AfEFHERER R LET,
show tech-support Cisco TAC IZ L 2RMEDOZW 2 alfEIc T2 XL ) iEW e R L7,

Cisco Security Appliance A< F Y7L Y&
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show counters W

show counters

Ta ha RF v v EFRRT DI, FiHE EXEC E— R T show counters =~ > R&fEH L
ESC

show counters [all | context context-name | summary | top N ] [detail] [protocol protocol name
[:counter name]] [ threshold N]

BX DA all TANE DM ERRLET,
context context-name aAVTXANGERELET,
:counter_name I B ELRITHEELET,
detail PR T o AR A FR LET,
protocol protocol_name F5E L7~ haldOh v BERRFELET,
summary Y E OB ERRLUET,
threshold N BELEZLEWEL LA D X OREFRRLET, FHETX M1
~ 4294967295 T,
top N BELLLLEWEL Lo Y o2 2RRFLES, FEETE 2L 1 ~
4294967295 T,
TIAIE show counters summary detail threshold 1

avwv kR E—F

ROFIZ, a2 Fe ANTELHEFE— e RLET,

274794 —) E—F |[£%a)F1s 2VTFXE
TILF
aAVTER
avY K E—F L—Tv F |&E& UL ~ SRT L
i EXEC . . . . .
yy—= EERAE
7.0 Ioawy RREAIRE L,
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$£25% showaspdrop 27> F~ show curpriva?> F |

W  show counters

15 WIZ, TXTCOAT L ZaR-THHAZRLET,
hostname# show counters all
Protocol Counter Value Context
I0S_IPC IN PKTS 2 single vf
I0S_IPC OUT_PKTS 2 single vf

hostname# show counters

Protocol Counter Value Context
NPCP IN_PKTS 7195 Summary
NPCP OUT_PKTS 7603 Summary
I0S_IPC IN_PKTS 869 Summary
I0S_IPC OUT_PKTS 865 Summary
Ip IN_PKTS 380 Summary
Ip OUT_PKTS 411 Summary
Ip TO_ARP 105 Summary
Ip TO_UDP 9 Summary
UDP IN_PKTS 9 Summary
UDP DROP_NO_APP 9 Summary
FIXUP IN PKTS 202 Summary

W2, BT ZOERNEFRT 502 RLET,

hostname# show counters summary

Protocol Counter Value Context
I0S_IPC IN_PKTS 2 Summary
IOS_IPC OUT_PKTS 2 Summary

WIC, avTXRA DI U ZEFRTHHEZRLET,

hostname# show counters context single vf

Protocol Counter Value Context
I0S_IPC IN PKTS 4  single vf
I0S_IPC OUT PKTS 4  single vf
BEaT VR avwyFk El) ]
clear counters Tarav RAE vy BB EI VT LET,
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| #£25% show asp drop 32> K~ show curpriv a<T> F

showcpu W

show cpu

CPU O HARPLICBI T 2 1§ &2 R T 5I2I1%. F##E EXEC £— R T show cpu 2~ FEEH L E T,
show cpu [usage | profile | detailed]
“NF ArTHFANET—RTEH, VATL a7 4 Xalb—a Db ROXIICADLET,

show cpu [usage] [context {all | context name}]

X DEREA all FTRCOAVTHFANERTDHIEEHELET,
context 1 o0aryTFANERRTAHIEEZRBELET,
context_name RATHALTXANOARIAEELET,
detailed ({ER) CPU OWEREHICET 25 ERE R R LET,
profile (FE) CPUOTRTZ 7 AV T—F 2K RLET,
usage (EE) CPU MK EFRRLET,
FI4I+ T 7 4V N OMIEEIZSH Y FH A,
avy kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£FaVUFq a2TFXF
<ILTF
aAVTFR
avy kK E—F L—Fvy F |&EB VTN [ AT LA
ke EXEC . . . . .
avy FERE yy—x EERAR
BE7E Zoawy FIEEFETY,

BEREDHL T4

CPU OfEARILIT, 5 BT L oAMOEEELZHEH L, ZOMAEMEEZ S 5IZLED 2 SOBEIFHIC
WHTHZ LIk o TRBENET,

show cpu =~ FEMMAT5L, o AHEOAWMAZRKRE TEE S (OF Y., show process =~
Ka, VI NE—FRESAT avTHFAN E—ROVAT A A7 X2 b—a Ol TERIT
LG EICEREINDHEBORDVIZ, 77T 4T 4 2R RTEET),

EbIT, ¥AF aryTXAL F-RTE, e AHEAREZ BT 2L 9, RESNTRTO=
VTHXAPNTHESIND CPUICERTEET, ZORDIKIE, 27T F A MIZEFE LT show cpu
avy REANTD0, Zoavy RoN) 7 r b Th b show cpu context 2 AL ET,

Tat AEEOARIL, KbLIEWVERICHDONFETR, 20 7F X MNEHOARN DL GIIRBEL R
10 E#EHA 1 SEMshET, 72& 21X, showepu 2V AT A5 aTXFRAMNB AT S L, show
cpu context system =~ K& A L7z & & L IRIOKEN R IV E T, i 1% show cpu context all
DER EIFIFEF CTTR, BHFIELZOERNO I T EEH A,
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$£25% showaspdrop 27> F~ show curpriva?> F |

l showcpu
show cpu profile =~ > K& | cpu profile activate 2~ FEfAT 5 Z & T, CPU ORIEDER %3
T 272012 TAC BDIERB LT OMEH TE 2 1FlEZ R R TE £, show cpu profile =~ RiZk»T
RS NDIERIT 16 EEHTT,

5 wIZ, CPU AR 2 £ RT 56 2R LET,
hostname# show cpu usage
CPU utilization for 5 seconds = 18%; 1 minute: 18%; 5 minutes: 18%

WwIiZ, ~VF FE—RTYVRAT A aryTHARD CPU RN EERETT 6% LET,

hostname# show cpu context system
CPU utilization for 5 seconds = 9.1%; 1 minute: 9.2%; 5 minutes: 9.1%

WIZ, §XTOaTF A PO CPU LMK EZRRTLHP 2R LET,

hostname# show cpu usage context all

5 sec 1 min 5 min Context Name
9.1% 9.2% 9.1% system

0.0% 0.0% 0.0% admin

5.0% 5.0% 5.0% one

4.2% 4.3% 4.2% two

wiZ, Tone] EWH a5 A D CPU AR AZFRT D0 2R L £,

hostname/one# show cpu usage
CPU utilization for 5 seconds = 5.0%; 1 minute: 5.0%; 5 minutes: 5.0%

ROBITIE, 777 A FZ0BEH L. 5000 HOY 7 AOMIMETINET,

hostname# cpu profile activate 5000
Activated CPU profiling for 5000 samples.

fE R &R 5121%. show cpu profile =~ > RAHHA L7,
S

(3¥)  cpu profile activate =~ > RO FEFTHIZ show cpu profile # EIT+ 25 &, HEENERINFE
‘j_o

hostname# show cpu profile
CPU profiling started: 07:54:40.888 PDT Fri Sep 1 2006 CPU profiling currently in
progress, 1640 out of 5000 samples collected.

5ET79 5L, show cpu profile =~ FOWNICHRENERSNET, ZOE#HREa—L, Ta—F
T 5 TAC (Tt L £ 9,

hostname# show cpu profile
CPU profiling started: 07:54:40.888 PDT Fri Sep 1 2006 Profiling finished, 5000 samples:

00c483£f5 00115283 002199d3 001151dl 002199e5 00116258 002199fc 00115230 0021984e
002198f6 00c48496 00219803 004a55b1 002198bl 00c484d9 00c48472

00116258 00c48401 002199f3 00c48401 00c484b2 004a5580 0011520a 002198b4

00116258 00219807 0011520a 00116258 002198a9 00116258 00219%a2e 00112009 0021989c
00£££f023 008be861 0011525e 002198be 0021984e 00115277 00219807 002199d0 00114a6d 002198af
0011520a 00115260 00115274 004a55a6 00c48472

00c48472 00c48496 002199f9 002198ad 00c484c4 004a55a6 00115260 002198f4 0011528e
002198e0 00c484bb 00c48496 00c484a6 002199f3 00219810 001161d6

Cisco Security Appliance A< F Y7L Y&
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| #£25% show asp drop 32> K~ show curpriv a<T> F

showcpu W

PEEaT UK avyv Rk Bl
show counters Taha) AR AU B ERRLET,

cpu profile activate CPUFu 77 A4V %775 4712 LET,
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show asp drop 27> F~ show curpriv a<w> F |

Hl  show crashinfo

show crashinfo

7T wva AEVICEBNENTWD Y Ty a 77 A VONKEERT DL, $5# EXEC £— KT
show crashinfo =~ > F&{#if L £,

show crashinfo [save]

WX DA

T2+

avwv kR E—F

save UEE) 79 vy alffzr Ty va ARVIRET D L CkF=2) T4
TIIAT UV ARRESNTWENE ) haERLET,

T 7 4V N OBERCEIRDH U EH A,

ROFIZ, a2 P ANTELHEF— R RLET,

HHEDHA K51y

F774F792+x—)L E—F EFa)F4 aVTFXFb
<ILF
aYVTFX
avwry kK E—F L—Ty K |&E# v [ DRT L
¥5HE EXEC . . . _ .
yy—= EERAE
BETF Zoawy RFEFETT,

JTwva TrANNT AR 7T v a (crashinfo test 2~ R THER) THHEHE, 7T vva
T ANVDERHIDARNY 7% T Saved_Test_Crash] T&® Y, BEDOANY 7% T
End_Test_Crash| TT, V27 va Z7ANNEED I T aThdGAE. 7 7vva 77400
AN DOATOLFHNE T2 saved crash| T, & DOXLFHL I: End_crash] TT, (crashinfo force
page-fault =~ > R ¥ 721X crashinfo force watchdog =~ > R L TRAS VLV T v v 2 d
e,

T wva T—ENT Ty vallE oL REINTVRWVESES, cear crashinfo =~ F& A/
LT/ Tvva 7—4%27 )7 LTW=H4AI1L, show crashinfo 2~ K2 ETTHL =T — A v
E—URERINET,
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| 255

show asp drop 2> F~ show curpriv a<> F

3l

show crashinfo W

W2, BIEEDO 7 T vy afflar 74X a2l —ya 2K 3T 502" 0ET,

hostname# show crashinfo save

crashinfo s

ave enable

WIiZ, 727vva Z7AN0TAMOHNBIZRLET (ZOTAMNIE-2T, ¥X2 VT4 7794
TUANEBRIZZ Ty vadTdbl iy EtA, ZTOTAMCRBESINDIOEF, VI =2 —FENE
oI T AT,

hostname (config) # crashinfo test

hostname (co

nfig) # exit

hostname# show crashinfo

Saved_Test Crash
Thread Name: ci/console
Traceback:
0: 00323143
1: 0032321b
2: 0010885c
3: 0010763c
4: 001078db
5: 00103585
6: 00000000
vector 0x000000ff (user defined)
edi 0x004£20c4
esi 0x00000000
ebp 0x00e88c20
esp 0x00e88bd8
ebx 0x00000001
edx 0x00000074
ecx 0x00322£f8b
eax 0x00322f8b
error code n/a
eip 0x0010318c
cs 0x00000008
eflags 0x00000000
CR2 0x00000000
Stack dump: base:0x00e8511lc size:16384,
0x00e89118: 0x004flbb4
0x00e89114: 0x001078b4
0x00e89110-0x00e8910c: 0x00000000
0x00e89108-0x00e890ec: 0x12345678
0x00e890e8: 0x004flbb4
0x00e890e4: 0x00103585
0x00e890e0: 0x00e8910c
0x00e890dc-0x00e890cc: 0x12345678
0x00e890c8: 0x00000000
0x00e890c4-0x00e890bc: 0x12345678
0x00e890b8: 0x004flbb4
0x00e890b4: 0x001078db
0x00e890b0: 0x00e890e0
0x00e890ac-0x00e890a8: 0x12345678
0x00e890a4: 0x001179b3
0x00e890a0: 0x00e890b0
0x00e8909c-0x00e89064: 0x12345678
0x00e89060: 0x12345600
0x00e8905c: 0x20232970
0x00e89058: 0x616d2d65
0x00e89054: 0x74002023
0x00e89050: 0x29676966
0x00e8904c: 0x6e6f£6328
0x00e89048: 0x31636573
0x00e89044: 0x7069636f

(0ld pc 0x00la6ff5 ebp 0x00e88920)

active:1476
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show asp drop 27> F~ show curpriv a<w> F |

show crashinfo

0x00e89040: 0x64786970
0x00e8903c-0x00e88e50:
0x00e88e4c: 0x000a7473
0x00e88e48: 0x6574206f
0x00e88e44: 0x666e6968
0x00e88e40: 0x73617263
0x00e88e3c-0x00e88e38:
0x00e88e34: 0x12345600
0x00e88e30-0x00e88dfc:
0x00e88df8: 0x00316761
0x00e88df4: 0x74706100
0x00e88df0: 0x12345600
0x00e88dec-0x00e88ddc:
0x00e88dd8: 0x00000070
0x00e88dd4: 0x616d2d65
0x00e88dd0: 0x74756£00
0x00e88dcc: 0x00000000
0x00e88dc8: 0x00e88e40
0x00e88dc4: 0x004f20c4
0x00e88dc0: 0x12345600
0x00e88dbc: 0x00000000
0x00e88db8: 0x00000035
0x00e88db4: 0x315f656cC
0x00e88db0: 0x62616e65
0x00e88dac: 0x0030fcf0
0x00e88da8: 0x3011111f
0x00e88da4: 0x004df43c
0x00e88dal: 0x0053fef0
0x00e88d9c: 0x004flbb4
0x00e88d98: 0x12345600
0x00e88d94: 0x00000000
0x00e88d90: 0x00000035
0x00e88d8c: 0x315f656¢C
0x00e88d88: 0x62616e65
0x00e88d84: 0x00000000
0x00e88d80: 0x004f20c4
0x00e88d7c: 0x00000001
0x00e88d78: 0x01345678
0x00e88d74: 0x00£53854
0x00e88d70: 0x00f7£f754
0x00e88d6c: 0x00e88db0
0x00e88d68: 0x00e88d7b
0x00e88d64: 0x00£53874
0x00e88d60: 0x00e89040
0x00e88d5¢c-0x00e88d54:
0x00e88d50-0x00e88d4c:
0x00e88d48: 0x004flbb4
0x00e88d44: 0x00e88d7c
0x00e88d40: 0x00e88e40
0x00e88d3c: 0x00£53874
0x00e88d38: 0x004flbb4
0x00e88d34: 0x0010763c
0x00e88d30: 0x00e890b0
0x00e88d2c: 0x00e88db0
0x00e88d28: 0x00e88d88
0x00e88d24: 0x0010761la
0x00e88d20: 0x00e890b0
0x00e88dlc: 0x00e88e40
0x00e88d18: 0x00£53874
0x00e88d14: 0x0010166d
0x00e88d10: 0x0000000e
0x00e88d0c: 0x00£53874
0x00e88d08: 0x00£53854
0x00e88d04: 0x0048b301

0x00000000

0x00000000

0x00000000

0x00000000

0x12345678
0x00000000
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| #£25% show asp drop 32> K~ show curpriv a<T> F

0x00e88d00: 0x00e88d30
0x00e88cfc: 0x0000000e
0x00e88cf8: 0x00£53854
0x00e88cfd: 0x0048a401
0x00e88cf0: 0x00£53854
0x00e88cec: 0x00£53874
0x00e88ce8: 0x0000000e
0x00e88ced: 0x0048a64b
0x00e88cel: 0x0000000e
0x00e88cdc: 0x00£53874
0x00e88cd8: 0x00f7f96c
0x00e88cd4: 0x0048b4f8
0x00e88cd0: 0x00e88d00
0x00e88ccc: 0x0000000f
0x00e88cc8: 0x00f7f96c
0x00e88cc4-0x00e88cc0:
0x00e88cbc: 0x00e89040
0x00e88cb8: 0x00000000
0x00e88cb4: 0x00£5387e
0x00e88cb0: 0x00£53874
0x00e88cac: 0x00000002
0x00e88ca8: 0x00000001
0x00e88cad4: 0x00000009
0x00e88cal-0x00e88c9c:
0x00e88c98: 0x00e88cb0
0x00e88c94: 0x004£20c4
0x00e88c90: 0x0000003a
0x00e88c8c: 0x00000000
0x00e88c88: 0x0000000a
0x00e88c84: 0x00489f3a
0x00e88c80: 0x00e88d88
0x00e88c7c: 0x00e88e40
0x00e88c78: 0x00e88d7c
0x00e88c74: 0x001087ed
0x00e88c70: 0x00000001
0x00e88c6c: 0x00e88cb0
0x00e88c68: 0x00000002
0x00e88c64: 0x0010885c
0x00e88c60: 0x00e88d30
0x00e88c5c: 0x00727334
0x00e88c58: OxaOffffff
0x00e88c54: 0x00e88cb0
0x00e88c50: 0x00000001
0x00e88c4c: 0x00e88cb0
0x00e88c48: 0x00000002
0x00e88c44: 0x0032321b
0x00e88c40: 0x00e88c60
0x00e88c3c: 0x00e88c7f
0x00e88c38: 0x00e88c5c
0x00e88c34: 0x004blad5
0x00e88c30: 0x00e88c60
0x00e88c2c: 0x00e88e40
0x00e88c28: OxaOffffff
0x00e88c24: 0x00323143
0x00e88c20: 0x00e88c40
0x00e88clc: 0x00000000
0x00e88cl18: 0x00000008
0x00e88cl4: 0x0010318c
0x00e88c10-0x00e88c0c:
0x00e88c08: 0x00000074
0x00e88c04: 0x00000001
0x00e88c00: 0x00e88bd8
0x00e88bfc: 0x00e88c20
0x00e88bf8: 0x00000000

0x0000000e

0x00000001

0x00322£8b

show crashinfo W
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show asp drop 27> F~ show curpriv a<w> F |

Hl  show crashinfo

0x00e88bfd: 0x004f20c4
0x00e88bf0: 0x000000ff
0x00e88bec: 0x00322£87
0x00e88be8: 0x00£f5387e
0x00e88be4d: 0x00323021
0x00e88bel: 0x00e88cl0
0x00e88bdc: 0x004f20c4
0x00e88bd8: 0x00000000
0x00e88bd4: 0x004eabb0
0x00e88bd0: 0x00000001
0x00e88bcc: 0x00£5387e
0x00e88bc8-0x00e88bc4:
0x00e88bc0: 0x00000008
0x00e88bbc: 0x0010318c
0x00e88bb8-0x00e88bb4:
0x00e88bb0: 0x00000074
0x00e88bac: 0x00000001
0x00e88ba8: 0x00e88bd8
0x00e88bad: 0x00e88c20
0x00e88bal: 0x00000000
0x00e88b9c: 0x004£f20c4
0x00e88b98: 0x000000ff
0x00e88b9%94: 0x001031f2
0x00e88b90: 0x00e88c20
0x00e88b8c: Oxffffffff
0x00e88b88: 0x00e88cb0
0x00e88b84: 0x00320032
0x00e88b80: 0x37303133
0x00e88b7c: 0x312f6574
0x00e88b78: 0x6972772f
0x00e88b74: 0x342f7665
0x00e88b70: 0x64736666
0x00e88b6c: 0x00020000
0x00e88b68: 0x00000010
0x00e88b64: 0x00000001
0x00e88b60: 0x123456cd
0x00e88b5c: 0x00000000
0x00e88b58: 0x00000008

0x00000000

0x00322f8b

Cisco XXX Firewall Version X.X
Cisco XXX Device Manager Version X.X

Compiled on Fri 15-Nov-04 14:35 by root

hostname up 10 days 0 hours

Hardware:

XXX-XXX, 6

4 MB RAM, CPU Pentium 200 MHz

Flash i128F640J5 @ 0x300, 16MB
BIOS Flash AT29C257 @ 0xfffd8000, 32KB

0: ethernetO: address
1: ethernetl: address

2: ethernet2: address
Licensed Features:

Failover: Di
VPN-DES: En
VPN-3DES-AES: Di

Maximum Interfaces: 3

Cut-through Proxy: En
Guards: En
URL-filtering: En
Inside Hosts: Un
Throughput: Un
IKE peers: Un

is 0003.e300.73fd,
is 0003.e300.73fe,
is 00d0.b7c8.139%e,

sabled
abled
sabled

abled
abled
abled
limited
limited
limited

irg 10
irg 7
irg 9
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| 255

show asp drop 2> F~ show curpriv a<> F

This XXX has a Restricted (R) license.

Serial Number: 480430455 (0xlca2c977)

show crashinfo W

Running Activation Key: 0xc2e94182 0xc21d8206 0x15353200 0x633f6734
Configuration last modified by enable 15 at 13:49:42.148 UTC Wed Nov 20 2004

50444824 bytes
16664040 bytes

Free memory:
Used memory:

0 in use, 0 most used

0 in use, 0 most used

SIZE MAX LOW CNT
4 1600 1600 1600

80 400 400 400
256 500 499 500
1550 1188 795 927

interface ethernet0 "outside" is up, line protocol is up
Hardware is 182559 ethernet, address is 0003.e300.73fd

IP address 172.23.59.232, subnet mask 255.255.0.0
MTU 1500 bytes, BW 10000 Kbit half duplex
6139 packets input, 830375 bytes, 0 no buffer
Received 5990 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
90 packets output, 6160 bytes, 0 underruns
0 output errors, 13 collisions, 0 interface resets
0 babbles, 0 late collisions, 47 deferred
0 lost carrier, 0 no carrier
input queue (curr/max blocks): hardware (5/128) software (0/2)
output queue (curr/max blocks): hardware (0/1) software (0/1)
interface ethernetl "inside" is up, line protocol is down
Hardware is 182559 ethernet, address is 0003.e300.73fe
IP address 10.1.1.1, subnet mask 255.255.255.0
MTU 1500 bytes, BW 10000 Kbit half duplex
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort
1 packets output, 60 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 0 deferred
1 lost carrier, 0 no carrier
input queue (curr/max blocks): hardware (128/128) software (0/0)
output queue (curr/max blocks): hardware (0/1) software (0/1)

interface ethernet2 "intf2" is administratively down,

line protocol is down

Hardware is 182559 ethernet, address is 00d0.b7c8.139%e
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show asp drop 27> F~ show curpriv a<w> F |

show crashinfo

IP address 127.0.0.1, subnet mask 255.255.255.25
MTU 1500 bytes, BW 10000 Kbit half duplex
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun,

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface

0 babbles, 0 late collisions, 0 deferred

0 lost carrier, 0 no carrier

input queue (curr/max blocks): hardware (1

output queue (curr/max blocks): hardware (
—————————————————— show cpu usage --—-———-——----————---
CPU utilization for 5 seconds = 0%; 1 minute: 0%;
—————————————————— show process —-—-—-—-—-————=-=—————---

PC SP STATE Runtime SBASE

Hsi 001e3329 00763e7c 0053e5c8 0 00762ef4
Lsi 001e80e9 00807074 0053e5c8 0 008060fc
Lwe 00117e3a 009dc2e4 00541d18 0 009db46c
Lwe 003cee95 009de464 00537718 0 009dc51c
Hwe 003d2d18 009el55c 005379c8 0 009df5e4
Hwe 003d2c91 009e360c 005379c8 0 009el694
Lsi 002ec97d 00bla464 0053e5c8 0 00bl94dc
Lsi 002ec88b 00blb504 0053e5c8 0 00blab58c
Mrd 002e3al7 00c8£8d4 0053e600 0 00c8d93c
Lsi 00423dd5 00d3a22c 0053e5c8 0 00d392a4
Hsi 002d59fc 00d3b2bc 0053e5c8 0 00d3a354
Hwe 0020e301 00d5957c 0053e5c8 0 00d55614
Lsi 002d377c 00d7292c 0053e5c8 0 00d719a4
Hwe 0020bd07 00d9cl2c 0050bb90 0 00d9blc4
Mwe 00205e25 00d9%elec 0053e5c8 0 00d9c274
Hwe 003864e3 00db26bc 00557920 0 00db0764
Mwe 00255a65 00dc9244 0053e5c8 0 00dc8adc
Lwe 002e450e 00e7bb94 00552c30 0 00e7adlc
Lwe 002e47le 00e7cc44 00553368 0 00e7bdcc
Hwe 001e5368 00e7ed44 00730674 0 00e7celc
Hwe 001e5368 00e80el4 00730544 0 00e7efbc
Hwe 001e5368 00e82eed4 00730534 2470 00e8103c
H* 00la6ff5 0009ff2c 0053e5b0 4820 00e8511c
Csi 002dd8ab 00e8al24 0053e5c8 0 00e891cc
Hwe 002cb4dl 00f2bfbc 0051e360 0 00f2al134
Hwe 003d17d1l 00f2e0bc 00828cf0 0 00f2cle4d
Hwe 003e71d4 00£2£f20c 00537d20 0 00f2e294
Hsi 00ldb3ca 00£30fc4 0053e5c8 0 00£3004c
Crd 001db37f 00£32084 0053ea40 508286220 00£f310fc
Lsi 001db435 00£33124 0053e5c8 0 00f321lac
Hwe 001e5398 00f441dc 008121e0 0 00f43294
Cwe 00ldcdad 00£4523c 00872b48 120 00f44344
Hwe 001e5398 00£4633c 008121bc 10 00f453f4
Hwe 001e5398 00£47404 00812198 0 00f464dcc
Hwe 001e5398 00£4849c 00812174 0 00f475a4
Hwe 001e5398 00£495bc 00812150 0 00£f48674
Cwe 00ldcdad 00f4a6lc 008ea850 0 00£49724
Hwe 001e5398 00f4b71c 0081212c 0 00f4a7d4
Hwe 001e5398 00f4c7e4 00812108 0 00f4b8ac
Hwe 001e5398 00f4d87c 008120e4 0 00f4c984
Hwe 001e5398 00£f4e99c 008120c0 0 00f4dab4
Cwe 001e542d 00f4fabc 00730534 0 00f4eb04
Hwe 001e5398 00f50afc 0081209c 0 00f4fbb4
Hwe 001e5398 00f51bc4 00812078 0 00£50c8c

aARVEYIFLUR

5

0 ignored, 0 abort
resets

28/128)
0/0) software

(0/0)
(0/0)

software

o

Stack
3784/4096
3792/4096
3704/4096
8008/8192
8008/8192
8008/8192
3928/4096
3888/4096
7908/8192

Process

arp timer
FragDBGC

dbgtrace

Logger

tcp fast

tcp_slow

xlate clean
uxlate clean
tcp_intercept times
3900/4096 route process
3780/4096 PIX Garbage Collecr
16048/16384 isakmp_ time_ keepr
3928/4096 perfmon

3944/4096 IPSec

7860/8192 IPsec timer handler
6904/8192 gos_metric daemon
1436/2048 IP Background
3704/4096 pix/trace
3704/4096 pix/tconsole
7228/8192 pix/intf0
7228/8192 pix/intfl
4892/8192 pix/intf2
12860/16384 ci/console
3396/4096 update cpu_usage
7692/8192 uauth in
7896/8192 uauth_thread
3960/4096 udp_timer
3784/4096 557mcfix
3688/4096 557poll

3700/4096 557timer
3912/4096 fover ip0
3528/4096 ip/0:0

3532/4096 icmpO

3896/4096 udp thread/0
3456/4096 tcp_thread/0
3912/4096 fover_ipl
3832/4096 ip/1:1

3912/4096 icmpl

3896/4096 udp_thread/1
3832/4096 tcp thread/1l
3912/4096 fover ip2
3944/4096 ip/2:2

3912/4096 icmp2

3896/4096 udp thread/2
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| #£25% show asp drop 32> K~ show curpriv a<T> F

Hwe 001e5398 00£f52c5c 00812054
Hwe 003dla65 00£78284 008140f8
Mwe 0035cafa 00f7a63c 0053e5c8

outside
received (in 865565.090 secs):
6139 packets 830375 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 865565.090 secs):
90 packets 6160 bytes
0 pkts/sec 0 bytes/sec
inside:
received (in 865565.090 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 865565.090 secs):
1 packets 60 bytes
0 pkts/sec 0 bytes/sec
intf2:
received (in 865565.090 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 865565.090 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
—————————————————— show perfmon ----—————-—----—---—-
PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
TCP Fixup 0/s 0/s
TCPIntercept 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s

0 00f51d64 3832/4096 tcp thread/2
300/1024 listen/httpl
0 00f786c4 7640/8192 Crypto CA

0 00f77fdc

BEgEa<w K

End Test Crash

show crashinfo W

avwy kR

SifA

clear crashinfo

IS5 yia T ANLNDONEEHIRLET,

crashinfo force

X2 VT4 TTITAT U AEBHINICY T v vaSEET,

crashinfo save disable

7T va ARV Ty vafiRfEEZIADRNLIICLET,

crashinfo test

X2 VT4 TTIAT VAT TZ T va ARVRAD T 7 A NWIZT T

ValFRERETEDINE >N ET A M LET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

Hl  show crashinfo console

show crashinfo console

crashinfo console =~ KD a7 4 Fa L— 3 VEEEZFRSRT HITIL. show crashinfo console
avr REANLET,

show crashinfo console

& DA ZToavy RICEBIEFERIIF—TU— RiEIbh Y A,
TIF+IE Ioawy RIZE, TUANIRENRHY TR A,
avy kR E—F WDOEIZ, a~r REANTELE—FRE2RLET,
T7A794—I)L E—F |[£FaYTFq4 aV0TFFRF
TILF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
it EXEC . . o _ .
avy FEE yy—=x TENE

7.0(4) Zoavry RPREAINE LR,

BRLEDHA RS54  FIPS 1402 IZHERL TVWAZ LIZLY, F—oNXRT—RREDI VT AN BEXF 2T 4 /8T A—
a7 )T MER Uy —v) OIMINZEART D Z EREELEINTHWET, 7V —rERiFTFov s
E—T DT =k o TT A AN Tyalirb&, av Y — VIRV TENDAX v 7 FHEROA
TYURERICIE, BET— 2R EENRTWAZER"HY £, ZOHAIE, FIPS T— FTRIERENA
WEIHIZTHRERHY 9,

ﬁ“ sw8-5520 (config) # show crashinfo console
crashinfo console enable

PREOT R avwyvk ELL

clear configure fips NVRAM IZRTFEENTWVA VAT AEITEY 22— FIPS =2
T4 F¥alb—valiFREs VT LET,

crashinfo console disable Ty valliTH0 Ty aEXALORARY, EEAL, BX
Rarv 74 ¥alb—varz25F4—70MLET,

fips enable VAT AEITEY 22—/ T FIPS ¥ A @H T 570D KR Y v—
Fxv Il A FX—TNELIFT 4 =TI LET,

fips self-test poweron BIRBEARE 2B T 2 M2 ETLET,

show running-config fips X2 )T TTIATVATEITESNTOS FIPS 27 4 F 2
L—varvERRLET,
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m. oL-12173-02-J |



| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto accelerator statistics W

show crypto accelerator statistics

N—=Ro=T7 JUTFNTI78TL—%MIBADZ a— N)L7eGHEREZIZT 78T L— X EEOH
HEREFRT DI, Fe—" L a7 4 Fab—3 gy F— NEEITEE EXEC E— T show
crypto accelerator statistics =~ > F&fEfH L £,

show crypto accelerator statistics

B DR Toawy RITiE, F—U— RRERIZH Y FH AL
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WDORIZ, a~vr REANTEDLE—NERLET,

F274F794—)L E—F | #FaUT4 a>TFRFH
<ILTF
aAVTHFR

avwvy kK E—F =Ty K |&f& gL k AT LA

Ja—n)y a7 4 ¥ alb— . . . — _

v

4‘%}% EXEC ° . . _ _
avy FERE yy—=x EENE

7.0(1) Zoavwy FPNEAIHE L,

HERHEDHA K51

HAOFEERIZ. ROLIICEEBSNET,
TI7EIL—FQ0IZV T NI 2T R—AD IV F N =TT,
TR IL—=F 1 IN—FRU 2T RXR=ZADI VT =TT,

RSA ¥FHE®RIZIZ, Y7 My =7 TORFETINDH, 2048 B b ¥ —0 RSAUERRRINET,
SFEV, 2048 By b F—03HHHEA . IKE/SSL VPN (. IPSec/SSL X A3 m—3 5 7 x=— AT
Y7 =7 TRSAQEHAZEITLET, FEBED IPSec/SSL F T 7 4 v 71d, BIEEENA— R =T %
ERLTRBEINET, Zhicky, RFCBBSNEREY v v a V3B D84, CPU OF
LR ET, DD, RSA F—UBEREEREL, CPUOEKHERDFAEERH Y 7, =
DEHICLTCPUDEMARIELE 72 BE1E, 1024 vy b F—%M LT, ~— F7 =7 TRSA
X—HAEEITTALENDY £, ZODITIE. TAT T AT AiEHELZHERETALERD
nEJ,

2048 B @D RSA F—Z2FHLTEBY, Y7 Fv =7 TRSALENETSNTWDHHAIEL, CPU 7
a7y AV T EEHALT, CPUDOEFBEARNOFREKE 725 TWABKERETEET, @5, bn_*
% E BN * B3 RSA IZER & KT — % By F TOFNLITHY, Y7 b T T
@ RSA MLEHH|Z CPU ORI Z R T 2B IR LHELEET, RICHEZRLET,

[ e G GG Y G G G 36.50%
GG G GGG 19.75%

: _bn mul add words
: _bn sqgr comba$8
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$£25% showaspdrop 27> F~ show curpriva?> F |

show crypto accelerator statistics

GE)

il

Diffie-Hellman #FHEWIZIZ, Y 7 b7 =27 T1024 LY KEWEV 2T R A OB EBNFELT &
Nz EngrENnEY (DHS (Diffie-Hellman 7 /v—7 5 28 1536 ZfEf L TWET) 2 &), 2D
B, 2048 By N F—FEHEEY 7 b7 CABESNRET, 0D, BEL OBy v a UBRFELT
ENhb L& CPUDEKARIE 2D 7,

ASA 5580 (Cavium 7 U7 b Fv 7)) OHLN, "—Ry=zT7TI2kv@mEfbsind 2048 £ RO
RSA ®—4A&E+ AR —FLTWET, ASA 5510, 5520, 5540, BL 5550 1%, "—FKou=TI2L"Y
mEiEL I D 2048 By hOF—AE VAR —F L TWOEFA, ASA 5505 (Cavium CN505 7t v
) OBB, N—Fu=TICX Y E#ElbIND 768 By hEBXIVN1024 By FOF—AERKD
Diffie-Hellman 7 /v —7" 1 8LV 2 %K — k LTWE T, Diffie-Hellman 7 /v —7 5 (1536 £~ k
DXF—HERR) X, V7 b7 TETSINET,

WX 2T 4 TTIATUATIEL D207 V7 k=P8 [PSec ALEEE KO8 SSL ALHE & F217
LES, BFFICNN—FRv=2T7 777787 —4%iZu—FRFahz=2 U7+ (Cavium) ~A 7 1
a— RDONR—=V g EF T DHITIE. show version =~ RE AN LET, ®wIZHlZRLET,

hostname (config) show version

Cisco Adaptive Security Appliance Software Version 8.0(4)8
Device Manager Version 6.1 (5)

Compiled on Wed 15-0Oct-09 17:27 by builders

System image file is “diskO:/interim/asa804-8-k8.bin”
Config file at boot was "startup-config"

asa up 5 days 17 hours

Hardware: ASA5505, 512 MB RAM, CPU Geode 500 MHz
Internal ATA Compact Flash, 512MB

BIOS Flash M50FW080 @ 0xffe00000, 1024KB

Encryption hardware device : Cisco ASA-5505 on-board accelerator (revision 0x0)
Boot microcode : CN1000-MC-BOOT-2.00
SSL/IKE microcode: CNLite-MC-SSLm-PLUS-2.03
IPSec microcode : CNlite-MC-IPSECm-MAIN-2.05

DSA FMEHERIZIE, 2 2D 7 =2 — X TOF—AJWNERINTET, ZRUIOT7 =— XL, 7T/HAIY XA
NRIGA—=ZDOFEINTT, ZONRNTA—FZ, VAT LDOMDOa—FLIEETAZZLRnHY 4, 2FKD
D7 x2—RE, 1 A\Oa—HFHOMBx—L ARF—0BE LTI,

SSL #atHE®RIZIZ, "— Ko7 ZJUT N 77871 —4~DSSL bZ V7 arTEAIND,
Ity HERN RN —DR 5T VT AACETH L a— RRRREINET,

RNG #eHERICIZ, F—L L THEATAR ULy F2EHBIBNICER TE A RETE LY —C
B+ a— RRRRRENET,

Wi, Za—)b a7 4 Xalb—ay F—RT/a—"LRk7 )N T8 7L—ZKeERE
FRTHHIERLES,

hostname # show crypto accelerator statistics

Crypto Accelerator Status
[Capacity]
Supports hardware crypto: True
Supports modular hardware crypto: False
Max accelerators: 1
Max crypto throughput: 100 Mbps
Max crypto connections: 750
[Global Statistics]
Number of active accelerators: 1
Number of non-operational accelerators: 0
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto accelerator statistics W

Input packets: 700
Input bytes: 753488
Output packets: 700
Output error packets: O
Output bytes: 767496
[Accelerator 0]
Status: Active
Software crypto engine
Slot: 0
Active time: 167 seconds
Total crypto transforms: 7
Total dropped packets: 0
[Input statistics]
Input packets: 0
Input bytes: 0
Input hashed packets: 0
Input hashed bytes: 0
Decrypted packets: 0
Decrypted bytes: 0
[Output statistics]
Output packets: 0
Output bad packets: 0
Output bytes: 0
Output hashed packets: 0
Output hashed bytes: 0
Encrypted packets: 0
Encrypted bytes: 0
[Diffie-Hellman statistics]
Keys generated: 0
Secret keys derived: O
[RSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0
Encrypted packets: 0
Encrypted bytes: 0
Decrypted packets: 0
Decrypted bytes: 0
[DSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0
[SSL statistics]
Outbound records: 0
Inbound records: 0O
[RNG statistics]
Random number requests: 98
Random number request failures: 0
[Accelerator 1]
Status: Active
Encryption hardware device : Cisco ASA-55x0 on-board accelerator
(revision 0x0)

Boot microcode : CNlite-MC-Boot-Cisco-1.2
SSL/IKE microcode: CNlite-MC-IPSEC-Admin-3.03
IPSec microcode : CNlite-MC-IPSECm-MAIN-2.03

Slot: 1
Active time: 170 seconds
Total crypto transforms: 1534
Total dropped packets: 0
[Input statistics]

Input packets: 700

Input bytes: 753544

Input hashed packets: 700

Input hashed bytes: 736400
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$£25% showaspdrop 27> F~ show curpriva?> F |

Bl show crypto accelerator statistics

Decrypted packets: 700
Decrypted bytes: 719944
[Output statistics]
Output packets: 700
Output bad packets: 0
Output bytes: 767552
Output hashed packets: 700
Output hashed bytes: 744800
Encrypted packets: 700
Encrypted bytes: 728352
[Diffie-Hellman statistics]
Keys generated: 97
Secret keys derived: 1
[RSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0
Encrypted packets: 0
Encrypted bytes: 0
Decrypted packets: 0
Decrypted bytes: 0
[DSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0
[SSL statistics]
Outbound records: 0
Inbound records: 0
[RNG statistics]
Random number requests: 1
Random number request failures: 0

WiT, WA= P UDPIRTNEICOWTHB L7e£Z R LET,

Hh ETLT

Capacity Zokvrsvariti, ¥ X2 VT4 TTIAT VU ARYR— b
TELZ7V7 N T8I L—va ZBE#ELTCOET,

Supports hardware crypto (True/False) ¥X¥ =2 UT 4 7T I7A TV AFIN—FKU =T 7

VTN T 78T b—varEhR—rTEET,

Supports modular hardware crypto (True/False) VAR — SN TWAEREDONN—RKU =T 7 U7
N7 TLV—EEEMNOT T A A= FERIFEY 2 —
NELTHRATE £,

Max accelerators X2V T4 TTIAT LV ATHR— SN NN—Ku=T
JUVT KT IET L—H DK,

Mac crypto throughput X2 VT4 TTIA4T LV ADRKERK VPN A/L—"7"v k,

Max crypto connections X2 UT 4 TTITAT U ADY R — MR VPN k> RL
DI KK,

Global Statistics ok varid, EXa VT4 TTIAT U AOEEN—
RO=T7 7 VTR 777 L—FIZEELTHET,

Number of active accelerators TITATIN—R =T T2 RITV—HDE, TIVT 47

N—=RT =T T L—2RNYHEENTED ., crypto
gy ROMEIZEAAE TS,
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto accelerator statistics W

Hh (%E)

A (=)

Number of non-operational
accelerators

T oT 4 TN —Fo=T7 T8I L—20%¥, T2

TATIRN—R T 77T L —FBPHEINE L, 7
HENZET LTy, BEESBE L CHEHATE 2o
TWET,

Input packets FTRTON=Fy =7 JUT s 72787 L—ZTRIEIND
EEAT Y PO,
Input bytes MELENDHEGZG STy NNOT —H D8 A M,

Output packets

TRTCON—RKU =T ZJVTF T8I L—FZTREIND
FIENRT v b,

Output error packets

TI=pmEn, TRXTON—Fv =T ZU TN Tk
T —=H TR ENLRENT v PO,

Output bytes

MBS DFAE Ty FNDT —Z2 D8 M,

Accelerator 0

Kersvarix, VTN T 78T L—ZICEELTWET,
wHID® 7 2 a (Accelerator 0) (%, Wiz, Y7 hv=T
IV 2T, N Ry =T T8I L—FTiEd
DEEAN, BX2 VT4 TTIAT L RAIZOY 7 MU
TV 2V UEFEHLT, BEDI YT N AT EE
TLET, Z2I1iE, TORFHERBIEREINET,
Accelerators 1 LA ElX, Wi, "—Fov=7 7 U7 T2tk
L —H T,

Status

TIRITV—EDAT—=FA, T8I L—=2HHHLIh
TWDED, TI7T 470, HDVEIRBMLTEErERLET,

Software crypto engine

TIETL—FDEALA ST —AT T N—T g (Y
THEA),

Slot

TrRTL—FDAruy  NEE GEMUTDHIHE).

Active time

TIRTV—ENRNT 7T 4 7TRETH-T=HROE X,

Total crypto transforms

T 7T L=k o TIEITS NI erypto =¥ RO

Total dropped packets

TT—DEODT I T L—HIZkoT Rk y 7E&NT 1\ ry
N DEFHK

Input statistics

ok varit, T8I L—F TR ISNTEEATINT
T4y IBEELTHET, ADRNT 70 v 7i%, HENR
FE, FREFOMSEITOMLENDH DR FXE RS ET,

Input packets TIETL—=H T TREEENTZ AT » b o$k,
Input bytes TIETL—HIZE o TR I NI ATINA MR,
Input hashed packets TIRTL—ERNNy v akET LTy ok,
Input hashed bytes TIETU—EN Ny 2B FET LA MG
Decrypted packets 77T L—EBRHME B LR ET LI Ny O,
Decrypted bytes TR T L PRE LR FEIT LI A M

Output statistics

DRI vaiE, T/ T L—FTUEINZHIINT
T4y ZIZEELTWET, ANRNT T 0y 7i%, Bk
Ny Va, FRIFFEOWFEFETTHISLERHDL I VT T%
A NERBENET,

Output packets

TIRTL=HIZ Lo TR SIS F O,
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Bl show crypto accelerator statistics

A &) B (@)

Output bad packets TR ENTE, T/ BT L—Z TUE I8
7 O

Output bytes 77T L—HICL o TR E N T8 A ML

Output hashed packets TR U—ENHII Ny v a B FAT LIy FO#,

Output hashed bytes TR TL—ERE Ny T2 B FT LI, MK,

Encyrpted packets TR T V=2 AR b IT LT y h DK,

Encyrpted bytes T 7T L— 2 PR E FIT LIS A MK

Diffie-Hellman statistics

Z D7 v a ik, Diffie-Hellman O 2 —ASHA4LE |2 B8 L
TWET,

Keys generated

T ' T L—&IZL o THEKE T Diffie-Hellman &% — & v
]\O)ﬁo

Secret keys derived

T 7T L—HIZ& o TARR ST Diffie-Hellman $:45 f %
DI,

RSA statistics

ZDEY > aid, RSA B EALHIZEEE L CTWET,

Keys generated

TIETL—HICL o THERESNT RSA F— v DKL

Signatures TIETL—=HIZLoTETSINI RSA V7 =F v LELD
Verifications TIETL—HIZE o TETINT RSA 7 =F ¥ B D
Encrypted packets T 78T L—F N RSA WBALEFAT LIc 7 v b OH
Decrypted packets T 7T L—%B8 RSA WA LEFIT LIy ¥,
Decrypted bytes TIEITL—FNRRSAESIEFIT LT —F DA ML,

DSA statistics

D7 g lE, DSA LBEZEEL CWEJ, DSA X
N=T g 82 L ETIIYR—FENRWED, ZOHKEHE
HRITFRREINER A,

Keys generated

TIETL—HIZLoTHEKII DSA ¥— &y RO,

Signatures TIETL—=HIZLoTETING DSA ¥ 7 =F ¥ D
Verifications

TIETL—FICLoTIITENTZ DSA ¥ 7 =F ¥ HRD
ﬁo

SSL statistics

o s a it SSL L a— RAERICEE L TV ET,

Outbound records

TI7ETL—HICLoTHB{bEh, RBEES T SSL L =—
N D,

Inbound records

TI7ETL—=RIZEoTHEBILS, BAES 2 SSL L= —
F‘O)ﬁo

RNG statistics

DT va ik, GUEARIZEE L TWET,

Random number requests

TR T L= HEEDERDE,

Random number request failures

TR T L= THEBERD OB KR LT ERDH,
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto accelerator statistics W

BREaTUF avwyvk B
clear crypto accelerator WEs7 771 —% MIBIZHAZu— BT 7€ 1L —%
statistics HoOWmEE®RE 7 V7 LET,
clear crypto protocol We7 727 L—4% MIBIZ®H D7 haLEgokiEmse s VT
statistics LEY,
show crypto protocol WE727E87 1L —% MIB »b~7a haLVERoORFEREERRLE
statistics T,
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show crypto ca certificates

show crypto ca certificates

FrED h T A RRA » MCBEEMT BN TV LRENE, EEFTAT A VA b= ER TS
TOEHFEZFRRTHIE, Fm— v a7 4 Falb—vay £— NEIIFHE EXEC £E— R T
show crypto ca certificates =~ > F&HH L 9,

show crypto ca certificates [trustpointname]

EX DA trustpointname LB FT A MEA L FOLNL LRTEEE LARVESIT. v AT AT
A VA P= A ERNTODL TN TORHENFRENET,

TIHILE 77 v hOBEREIZDH Y FHA,
avy kR E—F WDFRIZ, a~ REANTEBHE—FERLET,
274F794—I)IL E—F |[£F%aUFq a7+
TILF
aAVTFR
avwy kK E—F L—Tv F |&#& VTN [ SRT A
Jua—n) a7 ¥ al— . . . . —
varv
¥t EXEC . . . . _
avy FEE y1y—=x EENE
7.0(1) o<y RPREAShELE,
Bl WIZ, Z7a— b arv 7 4 ¥alb—ay F—RT, tpl LWVWH T A MKA 2 D CAFEHEEZER
THHERLET,

hostname (config) # show crypto ca certificates tpl

CA Certificate
Status: Available
Certificate Serial Number 2957A3FF296EF854FD0OD6732FE25B45
Certificate Usage: Signature

Issuer:
CN = ms-root-sha-06-2004
OU = rootou

O = cisco

L = franklin

ST - massachusetts
C

= US
EA = a@b.con
Subject
CN = ms-root-sha-06-2004
OU = rootou
O = cisco
L = franklin
ST = massachusetts
CcC = US

EA = a@b.com
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto ca certificates W

CRL Distribution Point
ldap://w2kadvancedsrv/CertEnroll/ms-root-sha-06-2004.crl
Validity Date:
start date: 14:11:40 UTC Jun 26 2004
end date: 14:01:30 UTC Jun 4 2022
Associated Trustpoints: tp2 tpl
hostname (config) #

EEERPAS 37 F e

crypto ca authenticate FRESHIE R T A A > RO CA SEWEZTfE L £

crypto ca crl request FEESNERNTA MRS DAY T 4 Fa b—s gy AT A—Z
IZ35UC CRL # %R L £,

crypto ca enroll CA &M LC. Bk 0 & A% Milkh LET,

crypto ca import FRE S R T A NRA > MBI B % A o R— R LET,

crypto ca trustpoint FRESHIERT A RRA L FTRT A MRA >k E— FEBIIAL X
¥,

>
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$£25% showaspdrop 27> F~ show curpriva?> F |

W  show crypto cacrls

show crypto ca cris

FroyraENTNDLTRTOCRL, FLIFEELIZ 7 A MRS P THFr vy va s TNDH TR
TOCRLAZRRZTDHIZIE, Fv—~ ar7 4 F¥alb—ay B— RELITFHMHE EXEC £— R T
show crypto caerls =~ > RZMHH L 7,

show crypto ca crls [trustpointname]

EX DA trustpointname LB FT A MEA L FOLNL LRTEEE LARVESIT. v AT AT
FrylaSnTNDHTNTOCRL RRFENET,

TIHILE 77 v hOBEREIZDH Y FHA,
avy kR E—F WDFRIZ, a~ REANTEBHE—FERLET,
274F794—I)IL E—F |[£F%aUFq a7+
TILF
aAVTFR
avwy kK E—F L—Tv F |&#& VTN [ SRT A
Jua—n) a7 ¥ al— . . . .
varv
e EXEC . . . .
avy FEE y1y—=x EENE
7.0(1) o<y RPREAShELE,
Bl WiZ, Za— )y ar7 4 X¥alb—vary F—KT, tppl L) FTARKA L hO CRL FER-T5H
Bl wm L ET,

hostname (config) # show crypto ca crls tpl
CRL Issuer Name:
cn=ms-subl-ca-5-2004, ou=Franklin DevTest,o=Cisco
Systems, 1=Franklin, st=MA, c=US,ea=user@cisco.com
LastUpdate: 19:45:53 UTC Dec 24 2004
NextUpdate: 08:05:53 UTC Jan 1 2005
Retrieved from CRL Distribution Point:
http://win2k-ad2.frk-ms-pki.cisco.com/CertEnroll/ms-subl-ca-5-2004.crl
Associated Trustpoints: tpl
hostname (config) #

BiEav R avwyk B
crypto ca authenticate HRESNTZ N T AMNRA L b CAGEBHERZRA L £,
crypto ca crl request BRESNERNIA MRS FOar T 4 Fal—ay KT A—4
WCHSWTC CRL 28R LET,
crypto ca enroll CAZEMMALT, BT A%BBLET,
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m. oL-12173-02-J |



| #£25% show asp drop 32> K~ show curpriv a<T> F

show cryptocacris W

avwyk EL

crypto ca import FEEIE R T A NRA » MO BE A o R— F LET,

crypto ca trustpoint JEESHIE T A MEA L FTRT A MRS v b T— FEBBLE
‘d—o
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$£25% showaspdrop 27> F~ show curpriva?> F |

Bl show crypto ca server

show crypto ca server

X2 VT4 TTT7A4 T RCH D a—H/b Certificate Authority (CA; F8FER) 2> 7 4 F = Lb—
T a Vv DAT—H R ERFT HITIE, show crypto ca server =~ REffHLET,

show crypto ca server

B DR Ioawy R —U— R385 8EH 0 A,

T2+ T 7 v NOBEREIZH Y FHA,

avy kR E—F WDORIZ, a~vr REANTEDLE—RERLET,

7747924 —)IL E—F |[£F%aUFs aV7TFXF
<ILF
AVTER
avy K E—F L—Fv F |&Ei& N [ AT LA
CAV—nNar7 Xzl — . — . _ -
varv
Ja—)L ar7 4 X alb— . — . _ _
va v
¥ HE EXEC . — . _ —
AT FEE yy—2 EERE
8.02) Coavy RREASRE L
il WIZ, B—HL CA P —R"DTRTOar7 4 Fal—ay F—EDAT—H A eFRT 50 %R
L/ij‘o

hostname# show crypto ca server
#Certificate Server LOCAL-CA-SERVER:
Status: disabled
State: disabled
Server's configuration is unlocked (enter "no shutdown" to lock it)
Issuer name: CN=asal.cisco.com
CA cert fingerprint: -Not found-
Last certificate issued serial number: 0x0
CA certificate expiration timer: 00:00:00 UTC Jan 1 1970
CRL not present.
Current primary storage dir: nvram:
hostname#

Cisco Security Appliance A< F Y7L Y&
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto caserver M

avy kR

B8

crypto ca server

CAV—nNoar74F¥a2l—vgrF—FROCLIavw» Rty ~MZ
TIEATEALIICLET, Zhvba~vr RERTHZ & T,
o—7) CAEZREBLOEHTEET,

debug crypto ca server

H—J1)v CA YV —RNERETDHLEIL, TR T Ayt —Va2RRL
=7,

show crypto ca server
certificate

o —% /L CA OFfFBE 4% Base-64 W TERLET,

show crypto ca server crl

n =N CACRLDT A 7 XA LaFfKRLET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show crypto ca server cert-db

show crypto ca server cert-db

FEE D — Ikt L THRITINDAEAFE L E D, v —1 /1 Certificate Authority (CA; FBFEF) H—
DT RTOFERAE, FITEOF 7y bERRT HIZIE. show crypto ca server cert-db =~ K%
BEHLET,

show crypto ca server cert-db [user username | allowed | enrolled | expired | on-hold]

[serial certificate-serial-number]

BXX B allowed AEAED AT —Z ZZERR < BEREFTFAI SN TV L2 —F 2208
THRIICHELET,
enrolled ARG EL RO —PERTT L ITHELET,
expired BRI OFEAELZRFFL TV D 22—V 2R FTHLIIHEE L ET.
on-hold FEBEEIN TRV —PFZ2RRTLLITHRELET,

serial certificate-serial-number F£ 4T AHEEDIHAED LV T ALEFEFIBELET, YU TLEE
X 16 #EEXTATLET,

user username IEHEOAEAECE LET, 2— VAL, B — 4 ExE
FA—=NL T FLATT,

FI+IEk T 7 4V h T, 2—PARHEAEO Y TAFBSNRIRESN T RWEAIT, BITSNZiEHED
F =B R—=ZABENERENET,

A< FE—F KOFEIZ, 3w REANTEDE— FERLET,

274794 — I E—F |[£%2UFqs a0FFXF
<ILF
aAVTFRX

avy kK E—F L—FTyF |&EB v k AT L
CAYV—nNar74X=2l— . — . _ _
vayv
ra—\) a7 4Xal— . — . _ -
varv
¥ #E EXEC . — . _ _

av Y FERE Jyy—x EFENR
8.0(2) oIy RREASNE L,

BRLEDAA R34V show crypto ca server cert-db =~ > KX, e —H /L CA +— k> TRITS N2 —FFEHED Y
ANERRFLET, 1 DU EOFERESXY A7 X—TU— et 7T a et LTHITT, 37 a v
DFEAFEL Y TAE S AT T, FFEO2—FLEZREL., EHET -4 X—2DY7TEy hEERRT
SE
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| #£25% show asp drop 32> K~ show curpriv a<T> F

]

EEa< R

show crypto ca server cert-db

F—U—RELF TV TAEFESRLTCa—FLEHEET D L. TO2—FITH L THIT SN FERER
TRTCERINET, 2—H T L2, =2—W4 | renewal allowed till 7 4 —/v R, number of times the
user is notified 777 > b, B X PKCSI12 file stored till {675, % D= —F 2%k L CRAT SN I=FEE

DRNZERENET,

ENENOGEREIZIX, FEHEO VY TAE S, BITHMN EADWIRAA, BLOHHEOAT —4 R
(Revoked/Not Revoked) MFERENET,

WwIZ, CA ¥ — 30 Janedoe (ZxF L CHAT LIZREAEZ TR CERT DL I ERT I 2R LET,

hostname# show crypto ca server cert-db user janedoe

WIZ, B—H CA P —NIZL o TRITINTZ, U T AFESN 0x100 L EOFERAEZ T X TRRT
DX IUERT LB R LET,

hostname# show crypto ca server cert-db serial loo

WIZ, B—=AV CA VP =N Lo TRITENTEAZEZ TN TERRT DL O ERT DM 2R LET,

hostname# show crypto ca server cert-db

avwy Rk By

crypto ca server CAYVy—nNar74¥alb—rvaryET—FOCLIla~v> Kty MZT 72
TATELEHICLET, chAbDa~vr FEFERTHIL T, m—HhL
CAZREBIOEHTXET,

crypto ca server revoke  FEBEST — % X— 2 b Certificate Revocation List (CRL; GiFBAERZN U 2
K) OWFT, a—Hh CA I — Lo TRITENTIEHELZ LD & L
T~—27 L%E7,

lifetime crl FEAERZIY A NDOTA 72 A4 DERELET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

Bl show crypto ca server certificate

show crypto ca server certificate

1 — % L Certificate Authority (CA; 3BIE/R) ¥ — DFEHE % Base-64 JE THRT 51213, show
crypto ca server certificate =~ > FZ{EHA L 7,

show crypto ca server certificate

B DR Ioawy R —U— R385 8EH 0 A,

T2+ T 7 v NOBEREIZH Y FHA,

avy kR E—F WDORIZ, a~vr REANTEDLE—RERLET,

2747 94—)IL E—F |[£FaUTq a2TFXF

TILF
AVTHFR
avwvy kK E—F L—FTy F |&EB VTN k AT L
CAY—nNar7 ¥zl — . — . — —
va v
Ja—)L a7 4 Fal— . — . — —
va v
¥5#E EXEC . — . _ -
avy FEE Jy—=x EERNE
8.0(2) Zoavwry RpREAINE LT,

BRALDSHA F31Y show crypto ca server certificate =~ FIZ LV, =2— /L CA b — OFEHED Base-64 TR TH
RENET, ZNT, =AU CAY—NZGEEHT DLEND LMOT A XGEHEFEL T AR
THEXIC, TORRAEED v b T F X=X FTEET,

{4 wIZ, e—A CA P — O — NGEHEEZFRRT L0 2R LET,

hostname# show crypto ca server certificate
The base64 encoded local CA certificate follows:

MIIX1wIBAzCCF1EGCSgGSIb3DQEHAaACCFOIEghc+MIIX0OjCCFzYGCSgGSIb3DQEHBCCFycwghcjAgEAMIIXHAYJKo
ZIhvcNAQcBMBsGCigGSIb3DQEMAQMWDQOQOIjphd4SxJoyTgCAQGAghbw3v4bEFy+GGG2dInB40LphsUM+IG3SDOiDWZGY
nlsvtMieoxd7Hxknxbum06JDrujWKtHBIgkrm+td34glNE1iGeP2YC94/NQ2z+4kS+uZzwcRhl11KEZTS1E4L0fSacC3
UMTxJg2NUHYWmoc8pi4CIeLj3h7VVMy6gbx2AC8I+g57+QG5vG515H15imwtY faWwPEAPQxaWZPrzoG1lJ8BFgdPalj
BGhAzzuSmE1m3j/2dQ3AtrolGO9nIsRHgV39fcBgwz4 fEabHG7/Vanb+£381d5n10iJjDYYbP86tvbZ2yOVZR6aKEVI
0b2AfCr6PbwfC9U8Z/aF3BCyM2sN2xPJrXva94CaYrqgyotZdAkSYASKWScyEcgdgmuBeGDKONcTknfgy0XM+£G5rb3
gAXy1GkjyFI5Bm9IDo6RUROOGIDSrQrKeqg/hi....

hostname#
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto ca server certificate Wl

avy kR

B

crypto ca server

CAV—nNar74F¥a2l—varEF—FROCLIa~w> Nty MZT 72
EATEDLEOCLET, Zhopa~vr FEERTHAZ LT, v—F1
CAZEZRTEBLOEHTEET,

issuer-name

RELRAERAEDO T 7Y =7 MM DN 2 E L ET,

keysize A PHEAERGE TERIN DI AMFT— BT —DO 4 X2 ELE
j‘o
lifetime CAFEHE L RITEADIEHED T A 7 X A4 LERELET,

show crypto ca server

O—H)CAIL T 4 X2l —23 % ASCII 7% A MR TERRLE
‘a—o
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show crypto ca server crl

show crypto ca server crl

o — 77 /L Certificate Authority (CA; F87ER) DOIIED Certificate Revocation List (CRL; 7ERH #4750
YA R) #FRFT 5T, show crypto caservererl =¥ REZRRLET,

show crypto ca server crl

WX DA Zoawy RIZEF—U— REEIE5IHEH 0 A,
T7AIEb T 74 FOBEREIEH Y EH A,
avYrFE—F WOFKIZ, a2 FEANTELE—RERLET,
T74794—IL E—F |£F2UFqs aA0FFXF
RILF
aAVTHFR
avYFk E—F =Ty F & TN k AT L
CAYV—nRary7 Xzl — . — N _ _
vaY
Jua—r)L a7 4 X2 lb— . — . — —
vay
%1‘% EXEC A —_ . _ -
av Yy FEE yy—=x EERE
8.0(2) Zoavr RREAIRELE,
i WIZ, #AIAI CA Y —_"OBAED CRL #FK 7T 50 &R~ LET,
hostname# show crypto ca server crl
asab5540 (config)# sh cry ca ser crl
Certificate Revocation List:
Issuer: cn=asab540.frga.cisco.com
This Update: 07:32:27 UTC Oct 16 2006
Next Update: 13:32:27 UTC Oct 16 2006
Number of CRL entries: 0
CRL size: 232 bytes
asab5540 (config) #
hostname#
BEaT YR avwyk B
cdp-url CA WRAITT DIEHEICE D 5. Certificate Revocation List (CRL; FEFH
Ex4HY A ) © Distribution Point (CDP; BdfidiA > b)) ZfELE
7
crypto ca server CAYV—nRar74Xa2l—varEF—RFROCLIa~> Kty M7 72

TtATELEHCLET, b0 a~vr FEEHTHIZET, v—h1
CAZRTEBLOEHTEET,
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto ca servercrl

avwyk L]

crypto ca server revoke o —7% /L CA — B3 RAT LGEEL, SEAET —4X—2X L CRL T
Khe L T~v~—27 LET,

lifetime crl Certificate Revocation List (CRL; fIFBHERZY A R) DT A 7 XA L%
BELET,

show crypto ca server CAarv74Fal—valrDAT—FA%2FRLET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show crypto ca server user-db

show crypto ca server user-db

m —J7 /b Certificate Authority (CA; #BitR) Yr— D2 —% F—=F X—R LT 22— 2 RKR7T
%1Z1X. show crypto ca server user-db =~ > RK&fHH L E T,

show crypto ca server user-db [ expired | allowed | on-hold | enrolled]

WX DA allowed (EE) GEAEORT —Z2 2R, BkaeFlshica—Fa2RnRd
LEOITHELET,
enrolled (ERE) AR EL RS2 — P2 RRTHEL IR ELE T,
expired (FE75) MIREI O E 2R L T\ 52— P2 Ford 5 L 5 IHE L%
j‘o
on-hold (EE) FEBFESIN TRV —FERRT D LITHEELET,
TI+INE T7ANETE F—TU = FBANSNRVGRITIET = RXR=ANO TR TOL—FRER SN E
‘a—o
avwv kR E—F ROFIZ, a<wr Fe ANTEHE—FaRLET,
27479+ —IE—F £FaUF4 aVTFX}
<2 ILTF
AVTHRR
aAvv K E—F =Ty F Ef# TN k VRT L
CAYV—Rary 7 4Fal— . — . _ .
vars
Jua—n) a7 ¥ al— . — . — —
va v
Fete EXEC . — . _ _
avy FEE -2 EENE
8.0(2) Zoavy RREAIhELE,
Bl WIZ, BEBREINTWDL2—F2RRZTHHE2RLET,
hostname# crypto ca server user-db enrolled
Username DN Certificate issued Certificate expiration
jandoe cn=Jan Doe,o=... 5/31/2006 5/31/2007
hostname#
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto ca server user-db

EREaTU K avw vk BREA

crypto ca server user-db add CA YV —ROa—V F—Z =R Za2—FZBIMLET,

crypto ca server user-db allow CA +— 1 F—2 XR—2NOKEO—FF-iFa—F O+
Ty MZ, B—HL CA ~OBEEFFLET,

crypto ca server user-db remove CA ¥— Do —% F—F_X—2nbaa—FEHIRLET,

crypto ca server user-db write o —H /L CA T — 4 _X—ZATHREIN TN D2 —VFERE R b
L= VICESIARET,

show crypto ca server cert-db 12— CAICE > TRITSNFEEEZ T X TERRLET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show crypto debug-condition

show crypto debug-condition

IPSec BLWISAKMP OF 3y 7 A wv—UIZxt LTHEREIN TS 7 4 vF . —F LRV
B, BT — 25— 2FRTHICE, Fe—)L a7 4 Falb— 32 F— FTshow
crypto debug-condition =~ > F&fHH L £,

show crypto debug-condition

TIAIE T 74 FOBEREIEH Y EH A,
avykF E—F WOFIZ, a~v Fe ANTELE—RaRLET,
I74F724—)V E—F [ £¥aUF4 aVTFXFb
RILF
AVTEX
AUk E—F L—FvF E# oL k VAT L
Jua—) a7 ¥ al— . . . . —
va v
avry FEE )—2 EEAE
8.0(2) Zoavr RREAIRE LR,
i WIS, TA4NE ) IR MaFond o0 2RLE£7,
hostname (config) # show crypto debug-condition
Crypto conditional debug is turned ON
IKE debug context unmatched flag: OFF
IPSec debug context unmatched flag: ON
IKE peer IP address filters:
1.1.1.0/24 2.2.2.2
IKE user name filters:
my user
BEa< R avwUFk EIL
debug crypto condition IPSec BELWISAKMP 73w 7 2w —TD7 4 V¥V v T 5%
%Ebi‘é—o
debug crypto condition error 7 4 L Z Y U TEERIEE SN TNDEINE IDDOT Ny T A vt —
VERRLET,
debug crypto condition TUNE) TG ar T XA MERPE TN TV IPSec
unmatched BEWISAKMP OF Ry 7 A vb—VZ2RRLET,
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show asp drop 2> F~ show curpriv a<> F

show crypto ipsec df-bit

show crypto ipsec df-bit

WE LA ¥ —T 24 AD IPSec 737 v b @ IPSec DF-bit R Y v —2FKRTHITIE, Fr—sL o
V7 4 Xalb— gy T— FEZIEHEHME EXEC ©— R T show crypto ipsec df-bit =~ > F&EH L
£7.

show crypto ipsec df-bit interface

WX DA

T+

avwv kR E—F

A H—T A AL ERELET,

interface

T 7 4/ N OBMEREIRDH U /A,

WDFRIZ, a2 FEANTELE—RFErRLET,

274F794—I)IL E—F |[£F%aUFq aVFFX

TILF
aAVTHRR
avY K E—F =Ty F |&E& N ~ SRT L
Jua—n) a7 ¥ al— . . . — —
vay
%*@ EXEC ° ° ° _ _
avy FERE yy—= EEANR
7.0(1) Zoavy RPREAIShELE,
{1 WIZ, inside & W9 A H—T = A AD IPSec DF-bit R U > —%F R 240 % R LE7,
hostname (config) # show crypto ipsec df-bit inside
df-bit inside copy
hostname (config) #
BEa<w R avwUFk BL

IPSec /3% » b @ IPSec DF-bit RV > —ZFE L £7°,
IPSec X7 v bDT T T AT —var R)—EHEL
E3

IPSec X7y "D T7FZ T A T—vary R —%FKRL
S

crypto ipsec df-bit

crypto ipsec fragmentation

show crypto ipsec fragmentation

| oL-12173-02-J
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show crypto ipsec fragmentation

show crypto ipsec fragmentation

IPSec X7y bDT7FZ T AT —vay RY—RATHITIE, Fe— )L ary7 s ¥al—vs
v E— REI3F#E EXEC £ — R T show crypto ipsec fragmentation =~ > FZfH L 7,

show crypto ipsec fragmentation interface

WX DA interface A F =T =2 A ERELET,

T
H
I
™.

avy ROFIZ, a<wr Fe ANTEHE—FaRLET,

274F794—)IL E—F |[£F%FaUFq a2TFXF
TILF
aAVvTFXR
avwy kK E—F I—Fv kK |&EB SUHL k AT L
Jua—R) a7 Falb— . . . — —
VgV
¥t EXEC . . R _ -

avy FEE Jyy—=x EERNE
7.0 Zoavwry RpREAINE LT,

1 WIZ, 77— a7 4 Xal—ay F—RT, inside L WO A F—T =2 A ZADIPSec 777
AVTF—vary R =K RT 502 RLET,
hostname (config) # show crypto ipsec fragmentation inside

fragmentation inside before-encryption
hostname (config) #

BEav R avUFk L
crypto ipsec fragmentation  [PSec /X7 v DT T 7 AL T—vay K v—ERELET,
crypto ipsec df-bit IPSec /N7y FODF By b RY —&RELET,
show crypto ipsec df-bit WBELIEA L H—T =24 ADDF Yy b R —%2FRLET,
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show asp drop 2> F~ show curpriv a<> F

show crypto ipsecsa M

show crypto ipsec sa

IPSec SA DV A R ZFRTHIZIE, ZFu—rL a7 4 Xalb— g T— REFITHEHE EXEC
“&— FT show crypto ipsec sa =~ > REfHLET, ZDa~vr ROMOEATH 5 show ipsec sa
EEATAZ b TEET,

show crypto ipsec sa [entry | identity | map map-name | peer peer-addr] [detail]

WX DA

T+

avwv kR E—F

detail () FRENTVD LOICHT HiMAT T —FREe R LET,
entry (f£E) IPSec SA 27 7 FL ADJEICFE R LET,
identity ({£%&) IPSec SA # ID DJEICE /R L£¥, ESP IZGENEHA, T

i SNz BT,
(EE) BESNE=Z7 VT F ~v 7D IPSec SA #F L ET,
UEE) HBEENTZETIP 7 FLA®D IPSec SA #F 7= LET,

map map-name

peer peer-addr

T 7 4V N OBEMERCEIRDH U EH A,

ROFIZ, a2 P ANTEHEF— e RLET,

274F794—I)IL E—F |[£F%aVUFq aVFFX b

TILF
aAVTFR
avwy kK E—F L—Tv F |&#& VTN [ SRT A
Ja—n) a7 4 ¥ a2 lb— . . . _ _
va v
¥t EXEC . . R _ _
avy FEE yy—= EERNE
BEAT Zo=awy FEBEFETT,
{5l OB Z T a— )L a7 4 FXalb—ay T— RKCTCASNTBEE, IPSec SA BNFEREINET,

hostname (config) # show crypto ipsec sa
interface: outside2
Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (172.20.0.21/255.255.255.255/0/0)
current peer: 172.20.0.21

dynamic allocated peer ip: 10.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1145, #pkts decrypt: 1145, #pkts verify: 1145

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 2, f#pre-frag failures: 1, #fragments created: 10
#PMTUs sent: 5, #PMTUs rcvd: 2, #decapstulated frags needing reassembly: 1
#send errors: 0, #recv errors: 0

| oL-12173-02-J
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F2HE

show asp drop 27> F~ show curpriv a<w> F |

show crypto ipsec sa

local crypto endpt.: 10.132.0.17,
path mtu 1500, ipsec overhead 60,
current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes

replay detection support: Y
outbound esp sas:
spi: OxDC15BF68
transform:

(3692412776)
esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn _id: 3, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes
replay detection support: Y
Crypto map tag: def, local addr: 10.132.0.17
local ident (addr/mask/prot/port):

hostname (config) #

remote crypto endpt.:

172.20.0.21

media mtu 1500

548

548

(0.0.0.0/0.0.0.0/0/0)

(E)

IPSec SA RV > —IZ, 7F7 7 AT —3 9 0% [PSec B DOFNCHAET L LT EINTWAEHEE. 7

ST AT — g UEMERIL, 7 AT — a VETIOFEERTT, SARY L —T, 757 A
T =3 a E IPSec L DOBICHAET L LWL ENTWDEIEE, 777 AT —3 a %O F#R

WERSNET,

WOz T a—)y a7 4 Xal—valy T—RKTANTDE, def EWHILRTOZ YT N ~v 7

@ IPSec SA BFERINFET,

hostname (config) # show crypto ipsec sa map def
cryptomap: def

Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5
#pkts
#pkts
#pkts
#pkts
#send

encaps: 0, #pkts encrypt: 0,
decaps: 1146, #pkts decrypt: 1146,
compressed: 0, #pkts decompressed: 0
not compressed: 0, #pkts comp failed:
errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17,
path mtu 1500, ipsec overhead 60,
current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec):

remote crypto endpt.:

(0.0.0.0/0.0.0.0/0/0)
(10.132.0.21/255.255.255.255/0/0)

#pkts digest: 0
#pkts verify:

1146

0, #pkts decomp failed: 0

10.132.0.21

media mtu 1500
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show asp drop 2> F~ show curpriv a<> F

IV size: 8 bytes
replay detection support:

outbound esp sas:

Y

show crypto ipsecsa M

spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn _id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480
IV size: 8 bytes
replay detection support: Y
Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
#pkts encaps: 73672, #pkts encrypt: 73672, #pkts digest: 73672
#pkts decaps: 78824, #pkts decrypt: 78824, #pkts verify: 78824
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73672, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500,
current outbound spi:

inbound esp sas:
spi: 0xB32CFOBD
transform:
in use settings ={RA,
slot: 0, conn_id: 4,
sa timing:

IV size: 8 bytes
replay detection support:
outbound esp sas:
spi: Ox3B6F6A35
transform:

(3006066877)

(997157429)

ipsec overhead 60,
3B6F6A35

Y

media mtu 1500

esp-3des esp-md5-hmac
Tunnel, }

crypto-map: def
remaining key lifetime

(sec): 263

esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }

slot: 0, conn id:

sa timing:

IV size: 8 bytes

replay detection support:
hostname (config) #

4/

Y

crypto-map: def
remaining key lifetime

(sec): 263

WoOBlZ 7 a—) a7 4 Fal—rary E—RTANTDHE, =T — K entry (29 % [PSec

SA BFEREINET,

hostname (config) # show crypto ipsec sa entry

peer address: 10.132.0.21

Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)

current peer: 10.132.0.21
dynamic allocated peer ip:

#pkts
#pkts
#pkts
#pkts
#send

encaps: 0,
decaps: 1147,
compressed: O,
not compressed:

0,

0,
errors:

#pkts encrypt:
#pkts decrypt:
#pkts decompressed: 0
#pkts comp failed:

frecv errors: 0

90.135.1.5

0, #pkts digest: O

1147, #pkts verify: 1147

0, #pkts decomp failed: 0
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show asp drop 27> F~ show curpriv a<w> F |

show crypto ipsec sa

local crypto endpt.: 172.20.0.17,

path mtu 1500,
current outbound spi:

ipsec overhead 60,
DC15BF68

inbound esp sas:
spi: Ox1E8246FC
transform:

(511854332)

esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime
IV size: 8 bytes
replay detection support: Y

outbound esp sas:

spi: OxDC15BF68

transform:

(3692412776)

esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn _id: 3, crypto-map: def
sa timing: remaining key lifetime
8 bytes

replay detection support: Y

IV size:

peer address: 10.135.1.8

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

remote crypto endpt.:

(sec) :

(sec) :

10.132.0.21

media mtu 1500

429

429

(0.0.0.0/0.0.0.0/0/0)
(192.168.132.0/255.255.255.0/0/0)

#pkts encaps: 73723, #pkts encrypt: 73723, #pkts digest: 73723

#pkts decaps: 78878, #pkts decrypt: 78878, #pkts verify: 78878

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73723, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500,
current outbound spi:

ipsec overhead 60,
3B6F6A35

inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes

replay detection support: Y
hostname (config) #

(sec) :

media mtu 1500

212

212

WO ra— L ar7 4 Xal—ary E—RTANTSE, F—U— K entry detail %> T,

IPSec SA BRFE RSN ET,

hostname (config) # show crypto ipsec sa entry detail
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto ipsecsa M

peer address: 10.132.0.21
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1148, #pkts decrypt: 1148, #pkts verify: 1148

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#pkts no sa (send): 0, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): 0

#pkts invalid prot (rcv): 0, #pkts verify failed: O

#pkts invalid identity (rcv) 0, #pkts invalid len (rcv): O

#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O

#pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC1l5BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322
IV size: 8 bytes
replay detection support: Y

peer address: 10.135.1.8
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current _peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73831, #pkts encrypt: 73831, #pkts digest: 73831

#pkts decaps: 78989, #pkts decrypt: 78989, #pkts verify: 78989

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73831, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): 0, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O

#pkts invalid prot (rcv): 0, #pkts verify failed: O

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8
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show asp drop 27> F~ show curpriv a<w> F |

Bl show crypto ipsec sa

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

inbound esp sas:
spi: O0xB32CFOBD (3006066877)

transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }

slot: 0, conn id: 4, crypto-map: def

sa timing: remaining key lifetime (sec): 104

IV size: 8 bytes
replay detection support:
outbound esp sas:
spi: Ox3B6F6A35 (997157429)

transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }

slot: 0, conn _id: 4, crypto-map: def

sa timing: remaining key lifetime (sec): 104

IV size: 8 bytes
replay detection support:
hostname (config) #

wIZ, F—7— K identity %> 7= IPSec SA OHlZRLET,

hostname (config) # show crypto ipsec sa identity

interface: outside2

Crypto map tag: def, local addr:

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):

current peer: 10.132.0.21

172.20.0.17

(0.0.0.0/0.0.0.0/0/0)
(10.132.0.21/255.255.255.255/0/0)

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt:

0, #pkts digest: O

#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0

#send errors: 0, #recv errors:

0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: DC15BF68
Crypto map tag: def, local addr:

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):

current peer: 10.135.1.8

172.20.0.17

(0.0.0.0/0.0.0.0/0/0)
(192.168.132.0/255.255.255.0/0/0)

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73756, #pkts encrypt: 73756, #pkts digest: 73756
#pkts decaps: 78911, #pkts decrypt: 78911, #pkts verify: 78911
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73756,

#pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors:

0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

WIZ, F—7— K identity ¥ L " detail % {£ 57 IPSec SA OfFlZ R L ET,

hostname (config) # show crypto ipsec sa identity detail
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| #£25% show asp drop 32> K~ show curpriv a<T> F

interface: outside2

show crypto ipsecsa M

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: O,

#pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147

#pkts compressed:

0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#pkts no sa (send): 0, #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O

#pkts invalid prot (rcv): O,
#pkts invalid identity (rcv):
#pkts replay rollover (send):
#pkts replay failed (rcv): O
#pkts internal err (send): 0

#pkts verify failed: O
0, #pkts invalid len (rcv): O
0, #pkts replay rollover (rcv): O

, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC1l5BF68

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current _peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73771, #pkts encrypt: 73771, #pkts digest: 73771
#pkts decaps: 78926, #pkts decrypt: 78926, #pkts verify: 78926

#pkts compressed:

0, #pkts decompressed: 0

#pkts not compressed: 73771, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): 0, #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O

#pkts invalid prot (rcv): O,
#pkts invalid identity (rcv):
#pkts replay rollover (send):
#pkts replay failed (rcv): O
#pkts internal err (send): 0

#pkts verify failed: O
0, #pkts invalid len (rcv): O
0, #pkts replay rollover (rcv): O

, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35

pggEa<w R

avwyFk

B

clear configure isakmp

FTRTHOISAKMP 20 7 4 Xalb—Ya &2 7 U7 LET,

clear configure isakmp
policy

FTRTHOISAKMP RV > — a7 4 X2l — 322707 LET,

clear isakmp sa

IKE 724 L SAT—F_X—=2A%7 )7 LET,

isakmp enable

IPSec 7Rt X2 T4 TFXIAT UV ALBETAHA v Z—T =A% |
D ISAKMP 2G> —3 a3 %A 32 —7 W2 LET,

show running-config
isakmp

TIT 4 T7RISAKMP 2 7 4 ¥ 2L —2 g 0BT _NTERLET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show crypto ipsec stats

show crypto ipsec stats

WX DA

T4+

show crypto ipsec stats

ZOavy R, F—U—FREHITH Y FHA,

T 7 a0 hOBEREILZH Y EH A,

WORIZ, a~2 REANTELE—RERLET,

IPSec HRHEMD U 2 M Z2FRTHITIE, ZFo—rL a7 4 Fab—3 gy B— FEFIIEE
EXEC £ — KT show crypto ipsec stats =~ > R&ffiH L E9,

T774794—) E—F |£F%FaUT4 aAVTFRFb

<ILF
AVTHFR
avwvy kK E—F L—FTvyF |&EB VTN [ AT LA
Jua—) a7 X alb— . . . — —
M=V
it EXEC ® * ® — —
avy FEE Jyy—=x EENE
Zoavwr RREAINE LT,
i WOF%E 7o — )L a7 4 Falb—ay B— RTCANTSE, IPSec MEHEHMNFRENET,

hostname (config) # show crypto ipsec stats

IPsec Global Statistics
Active tunnels: 2
Previous tunnels: 9
Inbound

Bytes: 4933013

Decompressed bytes: 4933013

Packets: 80348

Dropped packets: 0

Replay failures: 0O

Authentications: 80348

Authentication failures: 0

Decryptions: 80348

Decryption failures: O

Decapsulated fragments needing reassembly: 0

Outbound

Bytes: 4441740

Uncompressed bytes: 4441740
Packets: 74029

Dropped packets: 0
Authentications: 74029
Authentication failures: 0
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto ipsec stats W

Encryptions: 74029
Encryption failures: 0
Fragmentation successes: 3
Pre-fragmentation successes:2
Post-fragmentation successes: 1
Fragmentation failures: 2
Pre-fragmentation failures:1
Post-fragmentation failures: 1
Fragments created: 10
PMTUs sent: 1
PMTUs recvd: 2
Protocol failures: 0O
Missing SA failures: 0
System capacity failures: O
hostname (config) #

BEavUF avw> kR HL:)]
clear ipsec sa BEINTZ/NTA—=ZIZHESNT, IPSec SA F/2ix v 2% 7Y
T LET,
crypto ipsec transform-set [ J 274 —A kY NEEELET,
show ipsec sa BEINERTFA—2 2SN TIPSec SA #E R LET,
show ipsec sa summary IPSec SA DERZER R L LT,
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F2HE

show asp drop 27> F~ show curpriv a<w> F |

W show crypto isakmp stats

show crypto isakmp stats

==

FAT

BFRLRHE M 2 £R T 2I121E, Zn— b a7 4 Fab—3 gy £— FEIIFHE EXEC £— F
T show crypto isakmp stats =~ > REHEH L E T,

show crypto isakmp stats

BXORH COmvy I E R T — Kb Y £ A,
TI+IE 77 4 F OBECEIESH Y XA
AR R E—F WORIL, I~ FEANTEL2E—FEZRLET,
F7A4F72+—)IL E—F |[£FaUT4a20TFX b
<2ILF
aAVTHFR
avY R E—F W=7y F &l DTN k VAT L
Joa—n) a7 4 ¥ alb— N — . — —
var
F¢#E EXEC * — ° — —
avy FER yy—= EENE
7.0(1) show isakmp stats =~ > F2NEM S E L7z,
7.2(1) show isakmp stats =~ > R3EHESE 2~ o 272 ) & L7z, show crypto

isakmp stats =~ NIZE X2 O E L,

HHEDHA K51V

Global IKE Statistics
Active Tunnels

In Octets

In Packets

In Drop Packets

In Notifys

In P2 Exchanges

In P2 Exchange Invalids
In P2 Exchange Rejects
In P2 Sa Delete Requests
Out Octets

Out Packets

Zoa<wry ROMAICIEH, RO7 4 — IV RREENTWET,
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show asp drop 2> F~ show curpriv a<> F

]

Out Drop Packets

Out Notifys

Out P2 Exchanges

Out P2 Exchange Invalids
Out P2 Exchange Rejects
Out P2 Sa Delete Requests
Initiator Tunnels

Initiator Fails

Responder Fails

System Capacity Fails
Auth Fails

Decrypt Fails

Hash Valid Fails

No Sa Fails

show crypto isakmp stats W

WOFlZ T a—)L a7 4Fal—ar B—RFTANTSH L, ISAKMP #EHERNFRENE

ﬁ—o

hos
Glo
Act
Pre
In
In
In
In
In
In
In
In
Out
Out
Out
Out
Out
Out
Out
Out
Ini
Ini
Res
Sys
Aut
Dec
Has
No
hos

tname (config) # show crypto isakmp stats
bal IKE Statistics
ive Tunnels: 132
vious Tunnels: 132
Octets: 195471
Packets: 1854
Drop Packets: 925
Notifys: O
P2 Exchanges: 132
P2 Exchange Invalids: 0
P2 Exchange Rejects: 0
P2 Sa Delete Requests: 0
Octets: 119029
Packets: 796
Drop Packets: O
Notifys: 264
P2 Exchanges: 0
P2 Exchange Invalids: 0
P2 Exchange Rejects: 0
P2 Sa Delete Requests: 0
tiator Tunnels: O
tiator Fails: O
ponder Fails: 0
tem Capacity Fails: 0
h Fails: O
rypt Fails: 0
h Valid Fails: O
Sa Fails: O
tname (config) #

| oL-12173-02-J

Cisco Security Appliance I? > F Y7LV i



$£25% showaspdrop 27> F~ show curpriva?> F |

W show crypto isakmp stats

BEaTUF avvFk B2
clear configure crypto 4-<C» [SAKMP 2> 7 4 ¥ a2l —va %7 U7 LET,
isakmp

clear configure crypto 4 _T» I[SAKMP RY v — arv7 4 Xal—vara27 V7 LET,

isakmp policy

clear crypto isakmp sa [KE 5. %A L SA 5 —#_X—2% 27 V7 L%,

crypto isakmp enable [PSec 7Nt X2 VT4 TTIA TV ALBETHA L H—T A A L
D ISAKMP x v xz—v g rawA 3x—7 VI LET,

show running-config TIT 4 T7RISAKMP 27 4 ¥ 2l — g 2T _RTERLET,

crypto isakmp
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto isakmpsa W

show crypto isakmp sa

IKE 72 A LSAT—HXN—A&FRT 220, ZFrm—b a7 4 Falb—vary £—FET
¥i# EXEC “E— R C show crypto isakmp sa =~ > FZEA L E7,

show crypto isakmp sa [detail]

BXOiRHA detail SA T —F_XR—RICHTLFEMBNEZERTRLET,
TI7AIE T 74 FOBEREIEH Y EH A,
avyk E—F WORIL, a~v FREANTELE—RERLET,
I74F724—) E—F [ £¥aUTF4 aVTFXFb
<ILF
AVTER
avYF E—F L—FyF Ef# UL k VRT L
Jua—) a7 ¥ al— . — . — —
vayv
KebE EXEC . — . — —
avy FERE Jyy—=x EEANR
7.0(1) show isakmp sa =~ > R2SBEMENE L7z,
7.2(1) Zoawy RiZBEIEEILE L7z, show erypto isakmp sa =~ > RiZiE &
Tz biLE LT,
BREDHAES4Y Zoa<wr FOENTE, RO7 44—V RREERTWET,
detail 7> a3 VEIRE LR2WEE
IKE v©°7 B AT Dir Rky AT — |k
209.165.200.225 |L2L Init No MM _Active
detail 7> 3 Y ERE L7 HA
IKE ©'7 %A=~ |Dir Rky |27 —1 RS Ny iR 747
v VN
209.165.200.225 |L2L Init No MM _Active |3des md5 |preshrd |86400
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show crypto isakmp sa

1 WOFE 7o —)L a7 4 Fal—ay BT—RCANTEE, SAF—F_X— 2T 221
WMBRFRSNET,
hostname (config) # show crypto isakmp sa detail
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
1 209.165.200.225 User Resp No AM Active 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
2 209.165.200.226 User Resp No AM ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
3 209.165.200.227 User Resp No AM ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
4 209.165.200.228 User Resp No AM ACTIVE 3des SHA preshrd 86400

hostname (config) #

Eav R avwyk B
clear configure crypto - ~T®» [SAKMP =2 7 4 F¥a2lb— a7 V7 LET,
isakmp

clear configure crypto 4 ~C» [SAKMP KV v —ar7 4 ¥alb—var%227 07 LFET,

isakmp policy

clear crypto isakmp sa IKE 7 %A L SAT—4_X—2%2 7 V7 LET,

crypto isakmp enable [PSec 70t x 2V T4 77 IA TV ALEETAA L F—T7 24 A L
D ISAKMP %2y t—3 g v A X—7 M LET,

show running-config 775 (772 ISAKMP =2 7 4 ¥ a2l —2a L &T_XTERLET,
crypto isakmp
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show asp drop 2> F~ show curpriv a<> F

show crypto isakmp stats W

show crypto isakmp stats

FATHERHE R A2 FE TR THI0E, Zu—L a7 4 X2l — gy B— P72 134 EXEC £©— K
T show crypto isakmp stats =~ > REHEH L E T,

show crypto isakmp stats

BXORH COmvy FICHAEE R T — Kb Y £ A,
TI+IE 77 40 F OBECEIESH D A,
AR R E—F WKORIZ, I~ FEANTELE—FEZRLET,
F7A4F72+—ILE—F |[£FaYT4a20TFX b
<2ILF
aAVTHFR
avY R E—F W=7y F &l DTN k VAT L
Joa—n) a7 4 ¥ al— N — . — —
var
F¢#E EXEC * — ° — —
avy FER yy—= EENE
7.0(1) show isakmp stats =~ > RSB S E L7z,
7.2(1) show isakmp stats =~ > R3EHESE 2~ (272 ) & L7z, show crypto

HHEDHA K51V

isakmp stats =~ NIZE X2 O E L,

Zoa<y RO,
¢ Global IKE Statistics
e Active Tunnels
e In Octets
* In Packets
e In Drop Packets
¢ In Notifys
¢ In P2 Exchanges

WDT 44—V EREENTHET,

e In P2 Exchange Invalids

In P2 Exchange Rejects
In P2 Sa Delete Requests
Out Octets

Out Packets
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show crypto isakmp stats

¢ Out Drop Packets

e Out Notifys

e Out P2 Exchanges

e Out P2 Exchange Invalids
¢ Out P2 Exchange Rejects
e Out P2 Sa Delete Requests
e Initiator Tunnels

* [Initiator Fails

* Responder Fails

* System Capacity Fails

e Auth Fails

e Decrypt Fails

e Hash Valid Fails

* No Sa Fails

fi WOFlZ T a—)L a7 4Fal—ar B—RFTANTSHE, ISAKMP #EHERMNFRENE
ﬁ—o

hostname (config) # show crypto isakmp stats
Global IKE Statistics
Active Tunnels: 132
Previous Tunnels: 132

In Octets: 195471

In Packets: 1854

In Drop Packets: 925

In Notifys: O

In P2 Exchanges: 132

In P2 Exchange Invalids: O
In P2 Exchange Rejects: 0
In P2 Sa Delete Requests: 0
Out Octets: 119029

Out Packets: 796

Out Drop Packets: 0

Out Notifys: 264

Out P2 Exchanges: 0

Out P2 Exchange Invalids: 0
Out P2 Exchange Rejects: 0
Out P2 Sa Delete Requests: 0
Initiator Tunnels: 0
Initiator Fails: O
Responder Fails: 0

System Capacity Fails: 0
Auth Fails: O

Decrypt Fails: O

Hash Valid Fails: 0

No Sa Fails: O

hostname (config) #

Cisco Security Appliance A< F Y7L Y&
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show crypto isakmp stats W

BEaTUF avvFk B2
clear configure crypto 4-<C®» [SAKMP 2> 7 4 ¥ a2l —a %7 VT LET,
isakmp

clear configure crypto 4 <_T» I[SAKMP RY v — av 7 4 Xal—var&27 V7 LET,

isakmp policy

clear crypto isakmp sa [KE 5. %A L SA 57 —#_X—2% 27 V7 L%,

crypto isakmp enable [PSec 7Nt X2 VT4 TTIAT UV ALBET LA H—T A A L
D ISAKMP v m—Ya &l F—T M LET,

show running-config TIT 4 T7RISAKMP 27 4 ¥ a2l — g 2T _RTERLET,

crypto isakmp
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show crypto protocol statistics

show crypto protocol statistics

7V7 b 7787 L—=4% MIBROZ 1 b aVEAOREHEREZRRTHI21F, Za— 1 ar7 g
Falb—v 3 F— NEZIEFHE EXEC £ — KT show crypto protocol statistics =~ > R&fH L
7.

show crypto protocol statistics protocol

WX DA protocol HaHEME R 570 b2 vOARTZEEL T, 7o b L ORI
RO LB TT,

ikevl : £ &2 —X >y F F—ZHN—T 31,
ipsec : [P EX=2VT 4 7=2—X2 7w haj,
ssl : Secure Socket Layer,

other : F#l~7 1 b = L HIZTHRIFE 770

all : BIEHAR— b sh a3 _xTo7 e ka,

TIFIE T 7 4V F OBHERLEIZH Y FHA,

™.

H
I

™.

=3 WOFRIZ, a~<v REANTEDE—RNERLET,

2747924+ —)IL E—F |[£FaUFs aVTFXEL
<ILF
aAVTHR
avY K E—F L—Tv F |E& A k VRT L
Jua—)L ar7 X alb— . . . _ _
vay
¥t EXEC * * * — —
avy FERE yy—=x EFENR
7.0(1) Zoavwy FREAIHE L,
15l WIZ, Zem— L ary74FXalb—varyE—RT, BELLSe haicBld252 V77787

L2 fEEHE R e RR T o 2R LET

hostname # show crypto protocol statistics ikevl
[IKEv]l statistics]

Encrypt packet requests: 39

Encapsulate packet requests: 39

Decrypt packet requests: 35

Decapsulate packet requests: 35

HMAC calculation requests: 84

SA creation requests: 1

SA rekey requests: 3

SA deletion requests: 2
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| #£25% show asp drop 32> K~ show curpriv a<T> F

Next phase key allocation requests: 2
Random number generation requests: 0
Failed requests: 0

hostname # show crypto protocol statistics ipsec
[IPsec statistics]

Encrypt packet requests: 700
Encapsulate packet requests: 700
Decrypt packet requests: 700
Decapsulate packet requests: 700
HMAC calculation requests: 1400

SA creation requests: 2

SA rekey requests: O

SA deletion requests: 0

Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0

hostname # show crypto protocol statistics ssl
[SSL statistics]

Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0

HMAC calculation requests: 0

SA creation requests: 0

SA rekey requests: O

SA deletion requests: 0

Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0

hostname # show crypto protocol statistics other
[Other statistics]

Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0

HMAC calculation requests: 0

SA creation requests: 0

SA rekey requests: 0

SA deletion requests: 0

Next phase key allocation requests: 0
Random number generation requests: 99
Failed requests: 0

hostname # show crypto protocol statistics all
[IKEv]l statistics]

Encrypt packet requests: 46
Encapsulate packet requests: 46
Decrypt packet requests: 40
Decapsulate packet requests: 40

HMAC calculation requests: 91

SA creation requests: 1

SA rekey requests: 3

SA deletion requests: 3

Next phase key allocation requests: 2
Random number generation requests: 0
Failed requests: O

[IKEv2 statistics]

Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0

show crypto protocol statistics W
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F2HE

show asp drop 27> F~ show curpriv a<w> F |

W show crypto protocol statistics

HMAC calculation requests: 0

SA creation requests: 0

SA rekey requests: O

SA deletion requests: 0

Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0

[IPsec statistics]

Encrypt packet requests: 700
Encapsulate packet requests: 700
Decrypt packet requests: 700
Decapsulate packet requests: 700
HMAC calculation requests: 1400

SA creation requests: 2

SA rekey requests: O

SA deletion requests: 0

Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0

[SSL statistics]

Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0

HMAC calculation requests: 0

SA creation requests: 0

SA rekey requests: O

SA deletion requests: 0

Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0

[SSH statistics are not supported]
[SRTP statistics are not supported]
[Other statistics]

Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0

HMAC calculation requests: 0

SA creation requests: 0

SA rekey requests: 0

SA deletion requests: 0

Next phase key allocation requests: 0
Random number generation requests: 99
Failed requests: 0

hostname #

pggEa<w R

statistics

avwUFk B

clear crypto accelerator Wes7 /7871 —4 MIBIZHB 7/ a—"LBLIORT /78T 1L—X
statistics BofittEmE 7 VT LET,

clear crypto protocol EET /8T L—FZ MIBIZHDH 7 v ha)LEBAEOKRHEREZ VT
statistics LZ£E9,

show crypto accelerator BE7 27851 —% MIB2O 7 a—R"LBIRT7 78T L —FEHE

DtFHEHRZ £om L £,

Il _ Cisco Security Appliance A< F )27 L&

OL-12173-02-J |



| #£25% show asp drop 32> K~ show curpriv a<T> F

show csc node-count

show csc node-count

J—REiF, BEDREETLIP 7 FLA, £33 EX20T 4 77547 R0 R#EISATND

Fy NI—7 EOTFNRNAADT RVATY, ¥Xa2 VT4 TTIAT AL, BHO/— K By b
ZBHL, 22— T4 A0 D7=HIZ CSC SSM IZi6xF3, CSCSSM RAF ¥ Lz b7
T4 D)— FEEFRRTHITIT, B EXEC E— R T show csc node-count =~ > R&fifH L F
s

show csc node-count [yesterday]

WX DA

TIHILE

™.

H
I

™.

avy

yesterday (f£7) CSC SSM 23di H @ 24 B[ (4w 0 B 5 F H O4R[ 0 BFE )
AX YU LT T T 4w D ) — FEEERLET,

T HNVNTRREIND ) — R Iy M, FRIOENL Ay SNz / — T,

WOFKIZ, a~v 2 FEANTELE—FERLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
TILF
aAVTFX
avwy kR E—F L—Tv F |E& vugnL [ SRT L
ke EXEC . . . — .

avy FEE

i

Jy—= EERNR
BETF Zoavy RIEBEFTT,

Iz, show csc node-count =~ > RZfEH LT, CSC SSM NFHi0 BN DHBAFy L LI bT 7 4 v
ID)— R ERRTDHHERLET,
hostname# show csc node-count

Current node count is 1

12, show csc node-count =~ > R&ffH L T, CSC SSM 235 H @ 24 W (ZFRl 0 Bi2s S 3 H o F
BOMFET) AFy L LEN T 74D ) — REEERTHHZRLET,

hostname (config) # show csc node-count yesterday
Yesterday’s node count is 2

csc Fy NU—27 77 4 w7 % CSC SSM IZ2f5 LT, CSC SSM
THEINTWS LBV IZFTP, HTTP, POP3, I LU SMTP
EAXxY L LET,

show running-config class-map |[FIfED /S5 vy ar 7 4 Xal—Larw2FELET,
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$£25% showaspdrop 27> F~ show curpriva?> F |

W  show csc node-count

show running-config policy-map [HEORY > — vy F a7 4 FXal—a 2R RLET,

show running-config HEOY—EA R y— a7 4 FXalb—ralr2FRrLET,
service-policy
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show ctigpe W

show ctigbe

X2 VT 4 TTIAT U AZA THN. SNz CTIQBE £ v v a VOERERRT DI, Rt
EXEC € — KT show ctighe =~ > FZEA L 7,

show ctigbe

B DR Zoawy FIZIEBIEELITZF—U— RiEb 0 8 A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,
F274F794—)L E—F | #FaUT4 a>TFRFH
<ILF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
KkE EXEC . . . . .
avy RERE yy—= FTENE
e Zoa<wy RIFEEFETT,

BEREDAL T4

~

GE)

3l

show ctighe =~ > Ni%, ¥X 2 VT4 77747 2% TN SN/ CTIQBE & v ¥ a v off
HAER~RLET, debug ctigbe X° show local-host & & 12, Zoa~ 2 NiE, CTIQBE A v A~7
ay mUVUYOMEDO N T TNy a—T 4 VISR E T,

show ctigbe =~ > K& T 21IC pager 2~ RERTETHZ L &2HLELET, %< @ CTIQBE
T a UAFEEL, pager <2 RRFEEINTWARWES, show ctighe =~ FOM N E#% E
TERIFET A, LIED MR N ZERnH 0 £,

WD ET D show ctighe 2~ RO AOFIZRLET, EXa2 VT4 TTIAT U A% WX T
By Ty TENTWET 2T 47 CTIQBE By va i 1 D723 T, ok yaidk, m—7
7 R LA 10.0.0.99 DNES CTI 734 A (7= & 21E, Cisco IP SoftPhone) & 172.29.1.77 O4ER
Cisco CallManager O] CHESL SN TWET, T 2T, TCP F— I 2748 1%, Cisco CallManager T,
Zotyvaron—be— MR 120 BT,

hostname# | show ctigbe

Total: 1

| LocAL | FOREIGN | STATE | HEARTBEAT

1110.0.0.99/1117 172.29.1.77/2748 111120

| RTP/RTCP: PAT xlates: mapped to 172.29.1.99(1028 | 1029)
| MEDIA: Device ID 27l call ID 0

| Foreign 172.29.1.991 (10281 1029)

| oL-12173-02-J
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show ctigbe

| Locall 172.29.1.88 1 (268221 26823)

CTI /34 A, 4 TIZ CallManager |28 INTWET, T840 AONET FLAB L RTP %15
A= FE 172.29.1.99 @ UDP R— k 1028 (Z PAT Z#t X C\ F 9, Real-Time Control Protocol
(RTCP; U 7 L% A L7 1 b =2 L) A5 — hid UDP 1029 2 PAT A STV ET,

RTP/RTCP: PAT xlates: CHAE DATIL. WD CTI 7 /31 A A4 CallManager (28 #k S 4L, CTI 73
AADT RLRAER—= FBREDOIBA 57— 7 = A ZIT PAT B EN TN D HEICRY RS ET,
Z O1Ti%. CallManager SINE A v X —7 = A A BT ET DA, £IENE CTI T3 20T R
VA EAR— b, CallManager MEA L TWAHD LRI UHEA ¥ —7 = A AT NAT B STV 5
BElX. B RIhEEA,

ZOHIE, AR DO CTI T34 2 & 172.29.1.88 I B BIOEFEHOBNCHNL I TNWAZ L&
RLET, OB O RTP 35 LUV RTCP {54 — bk, UDP 26822 553 L 1126823 T9, EXx=l

T4 TTITAT AT 2 FKEOEEM S CallManager (ZB# 925 CTIQBE v a > La— R

FCERVWOT, oBEFE#HIT, CallManager CRIUA ¥ —7 = A A LIZHY F9, CTL T /31 Al
DT 7T 47 a—/L Ly 7%, Device ID27 8L Call ID 0 THRATEET,

WIZ, T CTIBQE #1259 % xlate th AR~ L E T,

hostname# show xlate debug

3 in use, 3 most used

Flags: D | DNS, d,|dump, I |identity, i |inside, nl no random,

lol outside, rl portmap, s | static

TCP PAT from inside:10.0.0.99/1117 to outside:172.29.1.99/1025 flags ri idle 0:00:22
timeout 0:00:30

UDP PAT from inside:10.0.0.99/16908 to outside:172.29.1.99/1028 flags ri idle 0:00:00
timeout 0:04:10

UDP PAT from inside:10.0.0.99/16909 to outside:172.29.1.99/1029 flags ri idle 0:00:23
timeout 0:04:10

hostname#

BEavUF avwy Rk Bk
class-map X2l T/ arEEMTANT I AV I ARERLET.
inspect ctighe CTIQRE 7 7V r—ya v A VAT v a v F—7MILET,
service-policy 1 2UEDA v H—T oA AR — v T HHEHALET,
show conn SESERER S A TOERIRELF R LET,
timeout SESERTu barBrOkyary A TFDOT A RIVIRBED I Kk

WP 23 e L £,
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| #£25% show asp drop 32> K~ show curpriv a<T> F

show curpriv l

show curpriv

BUED 2 — PR R T H121E, show curpriv 2~ > REHEH L E T,

show curpriv

XD Zoa=wy RIZIEBIEFERZIZF—TU—FEH Y A,
T4 T 7 4V h OBHERLEIEZH D FHA,
avy kR E—F WDOFRKIZ, a~<v REANTEDLE—RERLET,

T774794—) E—F |[£F%FaUT4 aAVTFRFH
<ILF
aAVTHFR

avwvy kK E—F L—FTvyF |&EB VTN k AT LA

Ja—nN) ary7 4 ¥ al— . . — — .

M=V

ek EXEC . . — — .

2 —4 EXEC . . — — .
avy FERE Jyy—=x EERE

7.0(1) CLL A RIA NZHERT DL OICEFTINE LT,

HHEDHA FS51Y

]

show curpriv 2~ Ni&, BIEDORHEL NV ER R LET, FHEL-SLVOBER/NIWVIEE, FrgEL
NAPENZ EERLTOET,

WKIZ, enable 15 &) ARID L —FRNE72 5 Rife L ~UUZH B 54E O show curpriv 2~ > KOH )

BlaRLET, 2—FREr T A VR —FR AT LI4RTE R L, P_PRIV [Z==—¥7 enable =

<~ REANLEZZ L% L, P CONF [ —¥#73 config terminal =~ > RZ A ) L71=Z &L & RL ¥
‘j—o

hostname (config) # show curpriv
Username : enable 15

Current privilege level : 15
Current Mode/s : P_PRIV P _CONF
hostname (config) # exit

hostname (config) # show curpriv
Username : enable_ 15

Current privilege level : 15
Current Mode/s : P_PRIV
hostname (config) # exit

| oL-12173-02-J
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$£25% showaspdrop 27> F~ show curpriva?> F |

W show curpriv

hostname (config) # show curpriv
Username : enable 1

Current privilege level : 1
Current Mode/s : P_UNPR
hostname (config) #

wIZ, BHOBEZRLES, ROFUITRT LT, A RX—T NV E—FOHEIT, T48—7 N E—
FEZBIE L, FIlor 7 A 2— %4 % enable 1 TEEHZ ET,

hostname (config) # show curpriv
Username : enable 15

Current privilege level : 15
Current Mode/s : P_PRIV P_CONF
asa2 (config)# disable

asa2> show curpriv

Username : enable 1

Current privilege level : 1
Current Mode/s : P_UNPR

BEa< R avwoFk B
clear configure privilege =7 (X1 —3 3005 privilege 2~ N A7 — b A 2 M &HIKR
LET,
show running-config a<wy ROEHELLEERLET,
privilege
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