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$7FE clearconn a2 F~ clear xlate a2~ F |

W clearconn

clear conn

KeE OB E 113 B O E 7 UV 7351213, F## EXEC =— R T clear conn =~ REHEH L E
9, ZOa<wy RXIPvd BEXOIPv6 OT7 KL A& WK — Kk LET,

clear conn [all] [protocol {tcp | udp}] [address src_ip[-src_ip] [netmask mask]]
[port src_port[-src_port]] [address dest ip[-dest ip] [netmask mask]]
[port dest_port[-dest port]]

X DN address

(ER) FESNILEEIXELIISEDIP T FL AL OERiEZ 7 V7 LE
_g—«

all

ER) THRAAZWERTDNT 7 4 v 7 OBRITIMZ T, T3 A~DHE
BT NRAANL DR EHELET,

dest_ip

(UEE) 5826 1P 7 FL 2 (IPv4 £7-1Z IPv6) ZIEE L £7, #PHA2feET
B2, WOXIC, IPT RV RAEX vva (<) TREY £,

10.1.1.1-10.1.1.5

dest_port

(ER) s AR— bESEZRELET, #SHEZRET 2ICE, ROX I,
A= EFEL v a (1) TRYY E5,
1000-2000

netmask mask

(EE) fESNIZIP 7 FLVATHMT 2 7Ry b ~ 27 2B ELET,

port

(ER) HESNEFELELBHEOR— DL s V7 LET,

protocol {tcp | udp}

(EE) 7abhantep i udp L OFEREZ 2 VT LET,

src_ip

(&) HFETIP 7 FL A (IPv4 £7213 1Pv6) ZIEEL 3, #PHAIEE
T BT, ROEHIZ, IPT FLRAEF vyva () TREUID £,

10.1.1.1-10.1.1.5

src_port

EE) FETR—FOFEEHBELET, GELHEET AT, KO LD
2. "= F 52X v a2 () TRYD EI,
1000-2000

avy kR E—F WDOFRIZ, a~<v REANTEDE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
TILF
aAVTXX
avY kK E—F =Ty F |&f& SugL k AT A
HriE EXEC . . . . _
avy FERE yy—=x EERE

7.0(8)/7.2(4)/8.0(4)

Zoavry KREAINE L,

$EREDHS KSAY X2 T4 TTIATUATEL OEGEHTEL R —ABNERSNTHE., 2O R—IT,
show conn =~ RCIIARZELREERE L TRRINET, ZORZEERERE 7 VT T 51213,
clear conn =~ > R&ZFEHLE T,

Cisco Security Appliance A< F Y7L Y&
m. oL-12173-02-J |



| 7% clearconn a7 F~ clear xlate a7 F
clearconn W

3l WIZ, TRTOHER AR L, KIC 10.10.10.108:4168 & 10.0.8.112:22 M OE B4 7 U T 3 54
TR LET,

hostname# show conn all
TCP mgmt 10.10.10.108:4168 NP Identity Ifc 10.0.8.112:22, idle 0:00:00, bytes 3084, flags

UoB

hostname# clear conn address 10.10.10.108 port 4168 address 10.0.8.112 port 22

BIEa< UK avwv kR By
clear local-host EBEoa—h)L KRR NERIZTRTOR—H)L RANMILDTRTOH:
a7 V7T LET,
clear xlate NAT B> a ., £TIENAT 2/ LIEEOBEREHELE T,
show conn EelE e 2rn L E7,
show local-host 02— KA MORy N =7 REERRLET,
show xlate NAT EvvarvzErLET,
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Bl clear console-output

clear console-output

BIEX v 7T vy INTWD a3 Y — WD ERIBRT 51213 fiiE EXEC £— R T clear console-output
avy REfHLET,

clear console-output

BX DA ZOawy RIS ELITF—TI—NiIbH v A,
TIALE T 7 AN N OBERMHEITH Y EH AL
avv kK E—F WORIZ, a~vr REANTEDHLE—REZRLET,
F7A4F794—IL E—F EFa)Fq a2TFRXF
<IVF
aAVTHFR
avy K E—F L—Fv F |&Ei& TN k AT LA
%*@ EXEC i . . . °
avy FERE Jyy—=x EEANA
BETE Zoavy RiFEFETY,
il Wi, BEXS Yy 7FranTndary Yy — L HhEEBRT 5627 LET,
hostname# clear console-output
BiEav R avyk EL
console timeout X2 VT4 TTIAT VAR TDHa Y — V8w T A KV XA LT

7 NERELET,
show console-output Fyr FFrEnTnWbaryy— L HhEFERLET,
show running-config tX=VUF 4 7774 T RCKT D I —NEHDT A KV XA LT
console timeout 7 hNERRLET,
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clear counters W

clear counters

Ta haN AE 7 Ao EEZVTTHICE, Fr—N ar 7 X2 b— g F— KT clear
counters =~ > F&{HfH L4,

clear counters [all | context context-name | summary | top N | [detail] [protocol protocol _name
[:counter name]] [ threshold N]

BX DA all EE) T COT 4 VE5EME 2 VT LET,
context context-name (FEE) a2 MEEELET,
:counter_name (EE) AiCHY X ERELET,
detail (LE) W o2 ofeifEwe s V7 LET,
protocol protocol_name EZ) $5E L7 haroh vy 222 U7 LET,
summary EE) WO v 2OEME VT LET,
threshold N EE) fHESNELEWEM R > T0E w2522 V7 LET,
FEE T HHPHIT 1 ~ 4294967295 T,
top N EE) HBESNEZLEWEL EIZAR>TWA I Z %227 V7 LET,

FEETE 2% 1 ~ 4294967295 T,

TI4+IE clear counters summary detail 237 7 4 /L kT,

avwv kR E—F ROFIZ, a2 Fe ANTELHEFE— e RLET,

274F794—I)IL E—F |[£F%aVUFq aVFFX b

TILF
aYVTFX
avy kK E—F L—FTy F |&EB oL k AT L
Jua—) a7 ¥ al— . . . . .
va v
avy FERE Jyyy—=x EENE
7.0 Zoavry RRHEAINELE,
] WIZ, 7abav xRy a2 V73502~ LET,

hostname (config) # clear counters

BEEavTF avwY R HL]
show counters Ta haN ARy A A ERRLET,
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Bl clear crashinfo

clear crashinfo

T7Iwvva ATRVNDI T va 77 AVONKEEHIBRT A121E. ¥4 EXEC £ — KT clear
crashinfo =~ FZfEH L £7,

clear crashinfo

& DA ZToavy RICEBIEFERIIF—TU— RiEIbh Y A,
TIF+IE T 7 4V F OBHERLEIEH Y FHA,
avy kR E—F WDOFRIZ, a~<v REANTEDLE—RERLET,

T7A4F724—)L E—F EFalFq4 aVTFXFb
RILF
aAVTHR
avY kR E—F =Ty F EB N [ SRTL
¥5#E EXEC ° ° . — .
avy FERE yy—=x FERNE
BEAE Zoawy FiEBEFETY,
1 Woa<ws RiE, 77 yva 77 ANVOHIBRAEZRLTHET,
hostname# clear crashinfo
RO R crashinfo force X2 VT4 TTIAT U RAEHRENICZY Ty v aSEET,
crashinfo save disable 75y va ARV Ty valfBEEZADRNEIICLET,
crashinfo test X2 VT4 TTITATUVATT7 Ty va AFRIRNDT 7 A WY
TV alfFREMRIFETEDINE I NETAMNLET,
show crashinfo 7T vva AEVIKEENTWEZ Ty va 77 A VONREFR

RLET,
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clear conn a2 K~ clear xlate A< K

clear crypto accelerator statistics Wl

clear crypto accelerator statistics

VTN T 78T L —F MIB 26270 — U RRiHERB LT 787 L—FEHOREHEHRE 7 Y
T3 5I2i%, Fi#E EXEC *E— R T clear crypto accelerator statistics =~ > RZHEH L E 7,

clear crypto accelerator statistics

EX DA ZDawy R, F—U—RFEHIIH Y FHA,
TI+IE T 7 v S OBEREIZH D R A,
avv kK E—F WORIZ, Z0a~vr REANTELE—REZRLTOHET,
T7A4F724—)L E—F EFalFq4 aVTFXFb
RIVF
aAVTHRR
avy K E—F L—Fv F |&Ei& N [ SRTL
¥5#E EXEC . . . _ _
avy FEE Jyy—= EFERA
7.0(1) Zoavry RPREAISNE LR,
fl W2, 77— ar 74 FXalb—ary E®—RC, JUTSN T8I L—FOHKFEREERT D
&z rLET,
hostname (config) # clear crypto accelerator statistics
hostname (config) #
IV F avwvk HTL)]
clear crypto protocol statistics 557 751 —% MIBIZH 5 71 h a/LEAOKEHIERE 7V
7TLET,

show crypto accelerator
statistics

W57 7271 —42 MIBIZHD7r—"LEBLOT 78T L—%
EAA OfMEHEHRZFR L ET,

show crypto protocol statistics [;5=-7 7 &5 L —% MIB 76 71 F a/LEAOKEIHEREYF R L
7,
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M clearcryptocacrls

clear crypto ca crls

FRELIZ P T A MARA » MBEAT 5 TW5H TR TO CRL O CRL v v =2, £23TTo
CRL ® CRL ¥ v ¥ = ZHIBRT 2 121%, $# EXEC €— KT clear crypto cacerls =~ > K& L
7.

clear crypto ca crls [trustpointname]

WX DA trustpointname ({EE) bR MRA L FOLHL, AATZEELRWESE, Z0a<vsr R
WFTV AT A EDF vy 2 &N/ CRLZT T2 U7 LET,

TIFIE T 7 4V F OBHERLEIZH Y FHA,

™.

H
I

™.

=3 WDOFRIZ, a~<v REANTEDE—RERLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
<ILF
aAVTFX
avwy kR E—F L—Tv F |E& vugnL [ SRT L
FikE EXEC . . . .
avy FEE Jyy—= EFERA
7.0(1) Zoavy RPREAISNE LR,
£ WL, Z7a—s\L a7 4F¥al—vay = RTHRITEN, EXa 074 T7ITA4A TV AnbTR
T?D CRL OF_TD CRL ¥+ v ¥azllbxd 2641 ET,
hostname# clear crypto ca crls
hostname#
BIEa<w UK avwyFk By
crypto ca crl request FSAFRA L FDCRL 2207 4 ¥ b—3 5 SNIHESWT CRL 24

ya—RKLET,
show crypto ca crls F¥ v raZINETXTOCRL, FHRFHRELEZNTIARMKRA L D
Fy¥vraInz CRL #F/RLET,
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| 7% clearconn a7 F~ clear xlate a7 F

clear crypto ipsecsa M

clear crypto ipsec sa

IPSecSA DA%, =), 7V vy X THEREAHIRT 5121%, FiiE EXEC £—
[T clear crypto ipsec sa =~ REEH LET, T XTDIPSecSA %27 U T T 521X, Zhavy
KEBIE/e L CHEALET,

clear [crypto] ipsec sa [counters | entry {hostname | ip_address} {esp | ah} spi | map map name |
peer {hostname | ip_address}]

Zoavwy REFRHTHEEIIEELTIEE N,

BX DA ah PR > o —,
counters & SA HEHEHROT X TD IPSec 227 VT LET,
entry BELZIPT RLA, RA M4, 7r hait, BLXOSPIEIC—ET 2
R EHIBRLET,
esp BEbkEx=2V 70 7 ur han,
hostname IP7 FLRIZEID Y TCONTEFRA NERELET,
ip_address IP7 FLAZRRELET,
map ~ v TETHMEND, BELEZZ VT N ~ v ZICEEMT N TWD T
RTO MRV EHIBRLET,
map name 7 VTN =y TERBINTDEBFANY T, BK 64 XLFTT,
peer BELERA MNELIZIIP T RVATHEI SN ET ~DFTXTOD IPSec
SA ZHIBRLET,
spi X2 VT RTA—8 LTy A (16 #E) #HEELET.
TIHNE T 74N N OBERMHEITH Y EH A
= WORIL, a~ REANTEHE—RERLET,
T7A4F724—)L E—F EFalFq4 aVTFXFb
TILF
aAVTFX
avwy kR E—F L—TvF |E& oL ) DRT L
¥ HE EXEC o — . _ _
av Yy FERE J1yy—=x EFERA
7.0(1) Zoavr RREAIRELE,
il WIZ, Z7ea—)L a7 4FXalb—ay T—RTC, X2 T4 TTIT3A4 TV ANLTNTO

IPSec SA #HIFRT 2B 2~ LET,

hostname# clear crypto ipsec sa
hostname#
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$7FE clearconn a2 F~ clear xlate a2~ F |

Bl clear crypto ipsec sa

Wiz, Za—s)L a7 4¥Xalb—v gy F— KT, 10.86.1.1 DT IP 7 KL A ZF> SA % HIkk

THEERLET,
hostname# clear crypto ipsec peer 10.86.1.1
hostname#

BEgEa<w K avwy kR HL

clear configure crypto map TRCERIFRBESINEZZ IV S~y T2 ary 7 4 Fal—yayv
N7 U7 LET,

clear configure isakmp FTRTOISAKMP RV Y — av7 4 Fal—ar%27 U7 L%
j‘o
show ipsec sa hovH, = b)), w74, ETIPT RLA, RAMRED

IPSec SA IZBAT 2 FMAER R LET,
show running-config crypto  [PSec., 7 V7 + ~v~v 7 XA FIv 7 7 U7k ~v 7, ISAKMP
REBEay 7 4 Xalb—ya UK EFRLET,
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clear conn a2 K~ clear xlate A< K

clear crypto protocol statistics W

clear crypto protocol statistics

VTN T 7T L—F% MIBHNOY v FaVBEEOREERE 27 V7T 5IC0%. FitE EXEC E— KT
clear crypto protocol statistics =~ > RZEH L 7,

clear crypto protocol statistics protocol

WX DA

protocol

HEHERZ 7V 7570 ha L o4HIERRELET, Ik aLo@ER
ixko L8090 T,

ikevl : £ &2 —X >y F F—ZH|N—T 51,
ipsec : [P EX=2VUT 4 7=2—X2 7w haj,
ssl : Secure Socket Layer,

other : il 7 1 b = VI THRIFE 700

all : BIEH AR — b sh a3 _XTor e kal,

ZDawr ROF T VT TR, A%OV ) —ATHR—FEND
o7 a haLBNFRENDIEENDH Y £,

T2+

avv K E—F

T 7 4/ N OBEREIRDH U /A,

ROKT, ZOa~v FEAN)TELE—FEZRLTWVWET,

274F794—I)IL E—F |[£F%aVUFq aVFFX b

TILF
AVTER
AU F E—F =Ty F EE UL k YRTL
%1‘% EXEC A L] . _ -
av Yy FEE yy—=x EERE
7.0(1) Zoavr RREAIRELE,
i WIZ, Zm—r a7 4 F¥alb—vary E=RFC, IXTOZ VT 7787 L—FOfaHER%
7V T T 5 ERLET,
hostname# clear crypto protocol statistics all
hostname#
EEa<TUF avwvFk EIL

clear crypto accelerator

statistics

WE727%7 1L —2Z MIBIZHEZa— " LBLIOT 77 L—Z[HE
BOWFERE 7 VT LET,
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¥ 7% clearconn a7 F~ clear xlate a7? > F |

Bl clear crypto protocol statistics

avwyk BieA

show crypto accelerator BT 7271 —4% MIB»"H6 7 a—_"LEBLOT7T 787 L —4EHF
statistics DOREFHERZFK R L ET,

show crypto protocol VTN T 78T L—% MIBO7u haVEAORHEREZFRRL
statistics £7
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| 7% clearconn a7 F~ clear xlate a7 F

clear dhcpd W

clear dhcpd

DHCP #—"ONA 7 ¢ 7B X OWEHE®RZ 7 U 79 5121%, 54 EXEC £ — KT clear dhep =
vV REMHLET,

clear dhcpd {binding [ip_address] | statistics}

BX iR binding IIATY N T RLADTRTDOANL T 4757 VT LET,
ip_address HEE) HELEIP T FLADOAAL U F 4 v %27 VT LET,
statistics WEHESR I 227 VT LET,

FI4I+ T 7 4V N OBMIEEIZSH Y FH A,

avyv kR E—F ORI, a~ REANTEHE—FERLET,

274F794x—)IL E—F |[£FaVUFq a2TFXF
<ILTF
aAYvTFERR
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
ke EXEC . . . . —
avy FERE yy—x EERAR
[wea Zoa<wy RIFEETT,

BEREDHL FF1

3l

F 7 a D IP 7 R A% clear dhepd binding =~ > FIZEDTZHEIL. D IP 7 RLAD/NAA
TAVTIEFR VT INET,

F_XTCTO DHCP $¥—/" 2~ K& 27 U793 5I2i%, clear configure dhepd =~ RZEA L 7,

K12, dhepd HEEHE®REZ 27 UV 7T 2502 RLET,

hostname# clear dhcpd statistics

avwyk B
clear configure dhepd 4 <T» DHCP ¥ — \FHELHIKR L E,
show dhcpd DHCP O/AA 7 4 7 fatiE . E72IRREBEREZ R 7L ET,
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¥ 7% clearconn a7 F~ clear xlate a7? > F |

Bl clear dhcprelay statistics

clear dhcprelay statistics

DHCP V V—#EHERI v 2% 2 V73 511X, % EXEC £ — R T clear dhcprelay statistics =
v~V REMHLET,

clear dhcprelay statistics

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
<ILF
aAVTHFR
avy kK E—F L—Fv F |&Ei& TN k AT LA
¥ #E EXEC . — . . —
av Y FERE Jyy—x EERE
BEFF Zoa<y RiFBFE T,

HRLEDHA FS54>  clear dheprelay statistics =~ > KiZ, DHCP V L —#iHEHR A v o 47215 % 27 V7 L¥d, DHCP Y
L—ary 7 4F¥alb—ary2KE27 Y779 25I2i%, clear configure dheprelay =~ > REHEH L £

‘a_o

{5l Iz, DHCP U LV —#aE®wzE 7 UV 77 5614~ LET,
hostname# clear dhcprelay statistics
hostname#

BEEav K avwv kR EEA
clear configure dhcprelay DHCP VL — =—V = FOBRELXZTXTHIRLET,
debug dhcprelay DHCP Vb — ==Y =2 hDOT Ry JERERRLET,
show dhcprelay statistics DHCP VL — =—V x> FOMEREEZRLET,
show running-config dhcprelay DHCP VL — ==V =V hOBREDA L7 4 X2l — g

VERRLET,
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| 7% clearconn a7 F~ clear xlate a7 F

clear dns-hosts cache W

clear dns-hosts cache

DNS v v a%27 73 5i121%, FE EXEC ®£— KT clear dns-hosts cache =~ F&2fEH L £
T, ZOa~r RiE, name 2~ R CBMLEAXT vy = MU A7 VT LEREA,

clear dns-hosts cache

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,

2747 24—IL E—F |[£F2UTFs aA0TFXF
<ILF
AVTER
avv kK E—F =Ty F Ef# TN k VAT L
FebE EXEC . . . o _
XU FRE yy—2 ERAE
7.0(1) Zpavwy RPREAIRE LR,
15l WIZ, DNS ¥ ¥ v a2a7 U T+ 5HEZr~LET,
hostname# clear dns-hosts cache
BEa<U R avwyk B
dns domain-lookup Y¥X2 VT4 TTIAT LV RCEDR—L N I T v T DEITEA F—T
MZLET,
dns name-server DNS #—"N 7 RL2&HFELET,
dns retries X2 UT 4 TTIAT U ARISEEZFELRNEEIZ, DNS —2D )
A M EFERIT TR EEEELET
dns timeout RO DNS Yr— N3 1T7T 5 F TR 2 Z R E L 7,
show dns-hosts DNS &% v v a%x®RLET,
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W clear eigrp events

clear eigrp events

EIGRP A X k 2 %27 U T3 52, F#HE EXEC — KT clear eigrp events =~ > R&fif L %
T

clear eigrp [as-number] events

EX DA as-number EE) ARV al% 27 V735 EIGRP 7tk 2A0BHY AT LA E S
BELET, ¥X%2 VT4 7794 T A THR— &N 5 EIGRP /L —

T FakAF 1l ST THLHEH, AV AT AES (Pt
ID) 2 BETIHILEETHD THA,

TIHIE T 7 A F OBIEREIESH D T A,
avy kR E—F WDOFRIZ, a~<v REANTEDE—RERLET,
T774794—) E—F | £F%FaUT4 aAVTFRFH
TILF
aAVTXRX
avy kK E—F L—Ty F |&f& VTN k DRT A
#ikE EXEC . — . — —
avy FEE yy—=x EERAE
8.0(2) Ioawy s RBREASHhELE,

HALDHSL FS4>  show eigrp events =~ RZ M L C, EIGRP A x> h n /%2 # R T&E£7,

! WIZ, EIGRP A X b v &7 V7T 56% R LET,

hostname# clear eigrp events

BIEa<w UK avwv kR By
show eigrp events EIGRP 4 X+ n 7 &#F R LET,
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clear eigrp neighbors W

clear eigrp neighbors

EIGRP XA N— T —Tinbxy MY ZHIERT 5121%, 5 EXEC £ — KT clear eigrp neighbors
avy REfHLET,

clear eigrp [as-number] neighbors [ip-addr | if-name] [soft]

BXOiRHA as-number (EE) FANN— 2 b ZHIBRT 2 EIGRP 7rtk 2D HMEY 257 L& S
ERELET, ¥X2UT 4 77547 A THR— &5 EIGRP
=T 47 Tut AT 1 2T ThHHD, HREVAT LAES (Funk
2 ID) HETHILETIH Y THA,

if-name (T-7%) nameif 2~ RTEESNTEA L X —T = ADLET, A% —
T2 A ABZEBRETDHE, ZOA L EZ—T 2 A ZAENLTHEHEINTZTR
TORAN—F—T )L = N BHIBRENET,
ip-addr (EH) FANR— T—TADPLHIRT 5 FA =D IP 7 R A,
soft X2 VT4 TFITATRT, BEFRE VY FT562 L7 XA
AL FERSESRET,
FI4IE FANR=IP T RVAFERIFA U F—T oA ABERELRWEAIE, T _XCOFAFI v = b
NRAN— FT—=T LM LHIRENET,
avwv Rk E—F WDORIZ, a~vr REANTEDLE—NERLET,
274F794—)IL E—F |[£FaUTq a2TFXF
<ILTF
aAVTFR
avwvy kK E—F L—FTy F |&EB VTN k AT LA
ke EXEC . — . — —
avy FEE Jyy—= EERNE
8.0(2) Zoavy RPREAIShELE,

BEREDHL T4

3l

clear eigrp neighbors =~ > Fi%, neighbor =~ FZHEH L CEHE SN XA RN—F XA — T—
TIUMBHEIBRLERE A, ¥4 T Iy ZITHBIB SN XA N—E T RHIR S ET,

show eigrp neighbors =~ > R&fliH LT, EIGRP XA N\— T —T7 L& KR TEET,

KIZ, EIGRP RA N—= T =T AnbF X Toxy M) ZHlRT 582" LET,

hostname# clear eigrp neighbors

I, Toutside] LWVIAFOA v ¥ —T = A 2% LTERSNITSTOT Y MU % EIGRP %A
PNm T T DB HIRT B LET,

hostname# clear eigrp neighbors outside
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M clear eigrp neighbors

P i=iedN S avyvFk B
debug eigrp neighbors EIGRP %A N—DOF Ny FiERE2F <L F T,
debug ip eigrp EIGRP 7 u b2 /7y hOT RNy FiEREFRLET,

show eigrp neighbors  EIGRP %A \— 7 —7 L% F R LET,
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clear eigrp topology W

clear eigrp topology

EIGRP hrARrY F—T7A0nbxy MY ZHIBRT 5121%, F## EXEC £ — R T clear eigrp topology =
~ FEERLET,

clear eigrp [as-number] topology ip-addr [mask]

X DA as-number (f£7%) EIGRP Yot 2D AMI AT LAHREEEELET, EX=2U 75 ¢
TFGAT LV ATHR—NEND EIGRP v —F 4 7 FatRid 1 o7
FTThBD, BRVATLAER (FatkRxID) 2EETALEETHY F

A,
ip-addr FRaY T—=T A7 U TTHIPT LA,
mask (EE) ip-addr 5I30EMT 5%y NI —2 =R 7,
T4+ T 7 v N OBEREIZH Y FHA,

avy kR E—FK WDORIZ, a~vr REANTEDLE—NERLET,
2747 94—)IL E—F |[£FaUTq a2TFXF
<ILTF
aAVTFR
avy kK E—F L—FTvy F |&EB VTN [ AT LA
¥+ EXEC . — . — —
avy FEE y1y—=x EENE
8.0(2) Zoavy RPREAIShELE,

ERALDHA 54> ZDavy RiX, EIGRP FARRrY T—=7A0n6LEEFO EIGRP = MY &2 U7 LET, show eigrp
topology =~ > FZHHAL T, bFAuyY F—7 VO Y 2R RTEET,

{4 wIZ. EIGRP FAREY F—7 4015 192.168.1.0 %y F UV —27 x> b 28T 56842~ L £,

hostname# clear eigrp topology 192.168.1.0 255.255.255.0

[CEEIEINS avwyk BieA
show eigrp topology  EIGRP hARu ¥ 5F—T7 V&R RLET,
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¥ 7% clearconn a7 F~ clear xlate a7? > F |

Bl clear failover statistics

clear failover statistics

T 2= VA= N EHE R U X 7 ) T4 B, K EXEC £ — R T clear failover statistics
a<wr REHFEALET,

clear failover statistics

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,
F274F794—)L E—F |(#FaUT4 a>TFRFH
<ILTF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
%*@ EXEC ° L] . . °
avy RERE yy—= FTENE

BEAE Zoa<wy FREASHELE,

HERALEDHA RS54 Zoa~ KX, show failover statistics =~ > R CTR/RIN D HFHEH. 55 & O show failover =~
~ R )@ Stateful Failover Logical Update Statistics €27 v a v O v o2& 27 V7 LET, 72—/
F—=N— a7 4 F¥ab—ra rEHIERT HI21E, clear configure failover =~ RAfH L E T,

5 WIZ, 7x—NF—N—EHERI Y 2% 7 VT3 26 % R LET,
hostname# clear failover statistics
hostname#
BEavU K avwyvFk B
debug fover Tz —N— TNy SEREF TR LET,
show failover Tz —R— a7 4 Xab—a B LOEMERGHCET 2R E
RRLET,
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clear conn a2 K~ clear xlate A< K

clear fragment W

clear fragment

IP 757 Ay VEBEET Y 2a—NVOBET —# %27 V) 735120, $## EXEC £— KT clear
fragment =~ FE AN LET, ZOa~vr NI, BEF 2 —ICA> TV L EHEEFET D7 T 7 X
v b (quewe F—U— FNRANEINTWDIER), FHEFTRCOIP 77 7 A v FIBERGHER
(statistics +— T — KR ADNENTWBEHE) oWnTFiunzt 7 V7 LET, HaHEdiL, BEEICKD)
L7790 A 0 N Fa—r O, BREEIZERLET=—0 08, BIUORKY A XOBIEICE - T
Ny 7y F—=_—=Ta—R RELTZREERT I ¥ TT,

clear fragment {queue | statistics} [interface]

X DA interface (FEE) ¥X2VT 4 7TIFAT LV ADA Z—T = A AEEELET,
queue P77 A NEMEX2—% 7 VT LET,
statistics IP 777X Mg E®RE 2 V7 LET,
TIALE interface BEEINTWRWEE, Z0a<wy RETRTOAS ¥ —T oA AZHEA I ET,
avY kR E—F WORIZ, a~v FEANTELE—RERLET,
2747 2+4—IL E—F |[£F2UFs aATFXF
RILF
aAVTHFR
avv kK E—F =Ty F Ef# TN k VAT L
ke EXEC . . . . —
avy FERE Jyy—=x EERR
7.0(1) Zoavwry R, ar7 4 Xal—vary F—H0I VT EEET—XDs VT
EXAT 27201z, clear fragment 35 X OF clear configure fragment &5 2
Davy RZaiFbhE L,
£l WIZ, IP 77 7 A VEMEEY 2 —VOMET —4 %27 ) 73 561 % R~ LET,
hostname# clear fragment queue
BEa<o R avwyk L]

clear configure fragment [P 75 /7 X FEfK=2 L 74 Fal—a 2707 L, T 740

MZVUEy FLET,

fragment Ny N 73T A T —va rBEMOEBRTE5L91CL, NFS &

DHBN SO ET,

show fragment IP 757 Ay NERKEY 2 —VOBEF— 242 FERLET,

show running-config
fragment

IP 77 A FEER a7 4 Falb—varezfnrnlET,
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¥ 7% clearconn a7 F~ clear xlate a7? > F |

W cleargc

clear gc

H—=_y Y abyvay 7Fat 2OMEHERZ B 21213, i EXEC £— N T clear ge =~ > R

A LET,
clear gc
EX DA Zoavy RIBIRERITF—TI—RIH O A,
TIALE T 7 AN N OBERMHEITH Y EH AL

avv kK E—F WORIZ, a~vr REANTEDHLE—REZRLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
<IVF
aAVTHFR

avy K E—F =Ty K |&\B@ o k AT LA
%*@ EXEC ° ° ° R °
3T FRE Yy—2R EENE
7.0(1) Zoavy RPREAIShELE,
il WL, =Ry aLriay ot 2A0KEiHER26ET20%27R LET,
hostname# clear gc
P i=iedVN S avyv Rk Bl
show gc H—=_RyP albrvary 7o Z0MFHEREFRLET,
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| 7% clearconn a7 F~ clear xlate a7 F

clear igmp counters

clear igmp counters

clear igmp counters [if name]

TRTOIGMP # U ¥ %27 V7T 51215, F# EXEC £— R C clear igmp counters =~ > K% {#
MALET,

nameif =2~ RTHRESNTA VA —T =2 A AL, ZOa<xr KA v

EX DA if name
B =T 2 A AL EEDDLE, HELEA LV Z—T 24 ADH T Z TN
7T INET,
ZOavy RIS ELETIF—TI—RIIH Y THA,
TIAILE T 7 F NV N OBEREIZH Y EH A,
avy kR E—F WOFRIZ, a~v 2 e ANTEHE—REZRLET,
274794 —)IL E—F |[£Fa)Fs aVFFXE
RILF
aYVTFX
avwry kK E—F L—Ty K |&E# UL [ DRT L
¥+ EXEC o — o — _
av v FER Jy1y—=x EFENR
7.0(1) Zhavwy FRNEAIHE L,
15 W2, IGMP #EHE#R I v o 227 VT T 505 RLET,
hostname# clear igmp counters
BlEav K avwyk EL

clear igmp group

IGMP 7/ Vv—7 % x v anb, MEHINEZINAN—T%27 )T LET,

clear igmp traffic IGMP N9 747 AU E% 7 YT LET,
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¥ 7% clearconn a7 F~ clear xlate a7? > F |

W clear igmp group

clear igmp group

B ENZIN—T% IGMP /v —7 X ¥ v anb 7 ) 7351215, K EXEC £ — K T clear
igmp =~ REfHLET,

clear igmp group [group | interface name]

B niRHA group IGMP /v —7 7 KL R, BED I N—T%IEETDH L., TDOTL—TN
FyvianbillRanxd,
interface name namif =~ > R THESNTZA VX —T oA 24, FBELEBAIL. =0

AV E =T oA RAZEHEMT N T R TOTNA—TRHIBRENET,

T4k T 7 v N OBEREIZH Y FHA,
avy kR E—F WDORIZ, a~v REANTEDLE—RNERLET,
F274F794—)L E—F |(#FaUT4 a>TFRFH
<ILF
aAVTHFR
avYy R E—F =Ty K |&f& gL k AT LA
H:He EXEC . — . _ _
avy RERE yy—2z FTENE
BE17 Zoavwy REBEFETT,

BRLEDHA RSMY TN—TEIEIA L HF—T 2 A AEBELRVGERIL, TXTOA U F—T 2 ADLTRTOI L—
TR VT EINET, IN—TEBELEGSEIE. OV —TO L NIEFR YT INET, A
VHE—T A AREELTEBRAE., FOA L E—T 2 A ADTRTOIN—FRNr7 I T7ENET, 7
N—TeA B =T 2 A ADOMFERE LTEHEIX, ELIEA VY —T =2 A ADOBE LI N—TT2
IRz VT ERET,

ZDavy NI, AT 4 v TICRESNTEIN—T %27 VT LERA,

fi WIZBHENTEZTRTO IGMP Zv—7% IGMP /v —7 X% v ahb 7 VT T 5627 LET,

hostname# clear igmp group

BEavUF avwvFk Bk
clear igmp counters TRXTOIGMP By 2% 27 U T LET,
clear igmp traffic IGMP Vo7 4w o B2a22 07 LET,
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| 7% clearconn a7 F~ clear xlate a7 F

clear igmp traffic W

clear igmp traffic

IGMP +7 7 4 w7 Biv %2 U7 35121, % EXEC £ — R T clear igmp traffic =~ > F%
FEHLET,

clear igmp traffic

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,

T7A4724—)L E—F |[¥aUT4 aVTFXFb
<ILTF
aAVTHFR
avv kK E—F =Ty F Ef# TN k AT L
¥t EXEC o — o _ _
avy FERE Jyy—=x EEANR
7.0(1) Zoavy RPREAIShELE,
15l WIZ, IGMP EHER N T 7 4 v 7 Ao 2527 V7358 &R LET,
hostname# clear igmp traffic
BEaT YR avwyk B
clear igmp group IGMP /' Vv—7 % ¥ v ainb, SN NV—T%2 27 )7 LET,

clear igmp counters FTRTCOIGMP v v 2% 7 V7 LET,
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$7FE clearconn a2 F~ clear xlate a2~ F |

Bl clear interface

clear interface

A H—T A AFEHERE 7 U 7351213, R4 EXEC ©— R T clear interface =~ > R&fEH L
7,

clear interface [physical interface[.subinterface] | mapped name | interface_name]

EX DA interface_name (&) nameif 2~ FRNICA v F —T =2 AA 24Dy &2 ELET,
mapped_name ({E£&) allocate-interface =~ R&ZfEH L T~y B 74 &2EIY Y CT=
A, vV F arTX AN = R CTEOL4RITEEELET,
physical_interface (fL7) gigabiternetd/1 72 DA v 4 —7 A4 A ID Z4EELET, APE
IZOWTIE, interface =~ REZSH L T &0,
subinterface EE) YT A v —T oA 2% 7T 1 ~ 4294967293 OB ZIEE L
i‘j‘o
TIAILE TITANRTE, Z0a~vy RZTRTOLS U2 —7 oA AfatHEREZ 7 V7 LET,
avyv kR E—F ORI, a~ REANTESLE—FERLET,

274794+ —)I E—F |[£Fa)Fs aVFFXE
TILF
aAVTEFR
avy kK E—F L—Tv F |&& UL k AT L
¥ #E EXEC . . . . .
avy FER J1y—= EFENR
BE1E Zoavy RIFBEF T,

EREDHA KS1Y AVE—T 2 A AR THFAMNITHEEEINRTWARFICZ L TFFAMNNTIOavw Ly R AT 3
L. X2 VT4 TTIAT L AFBRED L TF A MOHHIHERETE2 27V T LET, VAT LHE
TAN—2TZDavwry REANLEES, EXa2 )T 4 7794 7 RAIRA SN REHE®E 7
V7 LET,

B =T 2 A ALIE, VAT LAFETAR=ZATIIMEHCTCEEH A, 2L, nameif =~ Kid= v
THXAMNETTHEATE 2720 TY, FEIC, allocate-interface =~ REZEH L TA v ¥ —7 =
AAID 2~y BV TR/~ BT LTEGA, TO~ v B T4 IEaryTHA MRS THATE S
‘j—o

i WIZ, TR_RTOA v H—T oA AFEFHIERE 7 VT T 502" L ET,

hostname# clear interface
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| 7% clearconn a7 F~ clear xlate a7 F

clear interface W

BEa<U R avwyk SREA
clear configure interface A H =Tz A AT 4FXa2lb—valz2 7 )7 LET,
interface AVB—=T 2 A AEREL, AV F—T 2 A AT 4 Fal—
ar 'E—FEHBLET,
show interface A B =T A ADETHERAT — 2 2 LFHFHEREFR L ET,

show running-config interface (. ¥ —7 =4 2DORELZFEFLET,
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B7E

clear conn 22 F~ clear xlate a=? > F |

W clear ip audit count

clear ip audit count

BER) O —DI 7 =F ¥ —HORE 7 V732121, $7H# EXEC £ — T clear ip audit count =~

YREHEALET,

clear ip audit count [global | interface interface name]

BX DA global (F74NE) TRCOAL v A —T = AO—FHhw 7 )7 LET,
interface (EE) BELEA LV E—T =24 AD—5% 27 V7 LET,
interface_name

TIAILE F—U—RERELRVGS, Z0a~vy NETRTOAL v F—T oA AD—FKE7 VT LET
(global),

avykF E—F WORIZ, a~vr REANTEDLE—RERLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
RIVF
aAVTHFR
avwy kR E—F L—TyF |&E# vugnL [ DRT L
¥etE EXEC . . . . _
avy FEE Jyy—= EFERA
PEA7 Zoavy REFBEFETT,

i WIZ, TRCDA L HE—T oA ADEE I VT T 5% RrLET,
hostname# clear ip audit count

BEaYF avwyFk Bl

ip audit interface BHER) o —% A B —T A AZE Y TET,

NRry "BRBEY T =F v FIIMER Y 7 =F v B LG AICFETT
LTV arERETDH. AR EEERY O—EFERLET,

BAER) =Dy 7 =F ¥ ~BOREFRLET,

ip audit attack =~ > FOa 7 4 Xal—va 2R RLET,

ip audit name

show ip audit count

show running-config
ip audit attack
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| 7% clearconn a7 F~ clear xlate a7 F

clear ip verify statistics W

clear ip verify statistics

=% % A ; RPF #HaHEREZ 7 V 73 2121, FrtE EXEC £ — R T clear ip verify statistics =~ >
ZREMLET, =% % X F RPF A X — 7 /MIZT D HFIEIZOWTIE, ip verify reverse-path =~
FEZRLTLESW,

clear ip verify statistics [interface interface_name]

SO T interface 2=% % A RPF St E 27 V7524 02— T A AERELET,
interface _name

TIFIE T 7 4V F OBHERLEIEH D T A,

™.

H
I

™.

=3 WDOFRIZ, a~<v REANTEDE—RERLET,

2747924+ —)IL E—F |[£FaUFs aVTFXEL
RILF
aAVTHR
avY K E—F L—Tv F |E& A k VRT L
FikE EXEC . — . . —
avy FERE yy—=x EFERRE
WE 17 Zoavy REFBEFETT,
1 WIZ, =% % A h RPF #EHEHREZ 27 V73202 RLET,
hostname# clear ip verify statistics
BIEa<w UK avwv kR By
clear configure ip ip verify reverse-path => 7 1 X¥a L —2 3> %7 U7 LET,

verify reverse-path

ip verify reverse-path [P 27 —7 ¢ U 7 %<2 =% v Ak U N—R NREREHEL A x—T L
IZLET,

show ip verify =% A | RPF #atElA £ R LET,
statistics

show running-config  ip verify reverse-path = 7 s ¥ a2 L — a3 VAR R L ET,
ip verify reverse-path
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¥ 7% clearconn a7 F~ clear xlate a7? > F |

B clearipsec sa

clear ipsec sa

IPSec SA #5227 VT3 2I00E, FRIFWE LI NRTA—XZEINTI U T T DI, Rtk
EXEC £ — R T clear ipsecsa =~ REfH L ET, REDOEATH S clear crypto ipsec sa b
TEET,

clear ipsec sa [counters | entry peer-addr protocol spi | peer peer-addr | map map-name]

B niRHA counters EE) ¥ XTI 7227 VT LET,
entry (EE) fBE L= IPSec 7, 7u has, BLOSPI @ IPSec SA #7 Y
TLET,
map map-name EE) MELEZZ U N~y 7D IPSecSA #27 U7 LET,
peer (£E) BELEEYTDIPSecSA #7 V7 LET,
peer-addr IPSec E7 D IP 7 KL A&RE L £ 7,
protocol IPSec 7' ~=/L esp £721% ah ZHHE L £,
spi IPSec SPI Z#fiE L £77,
TI4IE 774V hOBEREIED Y FE A,
avv kK E—F WORIZ, a~vr REANTEDHLE—RZRLET,
F7A4F794—IL E—F EFa)Fq a2TFRXF
RIVF
aAVTHFR
avy K E—F L—Fv F |&Ei& TN k AT LA
4‘%}*@ EXEC ° ° ° _ _
a% > FBE Yy—= EENE
BEAF Zoavy RiFEFE T,
i WIZ, Z7a—)L a7 4 FXalb— gy B—KRKT, T XCDIPSecSA B %% 7 V7T 56%
~LET,
hostname# clear ipsec sa counters
hostname#
BIEOTVF avyv Rk BL
show ipsec sa EEENT=/NT A—Z|ZHSWT IPSec SA Z## i LET,
show ipsec stats IPSec 77— MIB ® 7' 12—/ 3L [PSec #iEHEREZFRFLE T,
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| 7% clearconn a7 F~ clear xlate a7 F

clear ipv6 access-list counters W

clear ipvb6 access-list counters

IPv6 772 A VA NREMERIT V2% 27 U T3 511X, FH EXEC £ — R T clear ipv6 access-list
counters =~ FZEHA L E 7,

clear ipv6 access-list id counters

WX DA id IPv6 77 & A U A kOB T,
TI4NE T 7 4V F OEEREIEH D £ A,
avY kK E—F WORIL, a~v FREANTELE—RERLET,
2747924+ —)IL E—F |[£FaUFs aVTFXEL
RILF
aAVTHR
avY K E—F =Ty F E& A k VRT L
¥etE EXEC . — . . _
avy FERE yy—=x EFERRE
7.0(1) Zoavry RPREAINE LR,
i WIZ, IPv6 7278 A YA L2 OFEHERT — 2% 27 V7T 5612 R LET,
hostname# clear ipv6é access-list 2 counters
hostname#
BEavUF avwv kR By

clear configure ipv6

BEOa 7 4 X2 b— 3 UG ipvé aceess-list =~ K227 U7 L&
R

ipv6 access-list

IPv6 778X URXAMNERELET,

show ipv6 access-list

BEOa 7 4 Fab— 3 NO ipv6 access-list 2~ > KEFRLE
R
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¥ 7% clearconn a7 F~ clear xlate a7? > F |

W clear ipv6 mid traffic

clear ipv6 mld traffic

IPv6 Multicast Listener Discovery (MLD; v /VvF ¥ ¥ A s URF—ill) FNT7 747 W 2%ur
U735, FHE EXEC £ — KT clear ipv6 mld traffic =~ > REHEH L E 7,

clear ipv6 mld traffic

TIF+IE T 7 4V h OBHERLEIZH Y FHA,

™.

H
I

™.

=3 WOFRIZ, a~<v REANTEDE—RERLET,

7747924 —)L E—F |[£F%aUFTqs aV7FXF
<ILF
aAVTFRX
avy kK E—F L—TyF |&E# v [ VAT L
Fi e EXEC . — . . —
avy FBRE Jy—= FERNR
7.2(4) Ioa<wry RREASHE L,

BALDHA FF54>  clear ipv6 mld traffic =~ RZHHT 5L, T _XCOVYATFXFr AN URAFT—RIENT 747 H
o2y FTEET,

] WIZ, IPV6 v F X ¥ A b URFT—IDO T T 4 v B a2 VT T 5057 LET,
hostname# clear ipvé mld traffic
hostname#
BEavUF avwyvFk Bk
debug ipv6 mld T NVTFXFY AN URF—RBRHEOTRTOFT ANy T Avb—VrF R LE
7

show debug ipv6 mld  HfED 2> 7 4 X2 —2 3 VND ipve vV TF X v A~ U A —kth=
v RERRLET,
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| 7% clearconn a7 F~ clear xlate a7 F

clear ipv6 neighbors W

clear ipv6 neighbors

IPV6 A N—ERF v v 27 )7+ 5IT1E, K EXEC £— R T clear ipv6 neighbors =~ >
EHEHLET,

clear ipv6 neighbors

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T4+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WDORIZ, a~vr REANTEDLE—NERLET,
274F794—)IL E—F |[£FaUTq a2TFXF
<ILTF
aAVTHFR
avwvy kK E—F L—FTyF |&EB VTN k AT LA
ke EXEC . — . . _
avy FEE yy—= EENE
7.0(1) Zoavy RPREAIShELE,

BEREDAL T4

3l

Zoaxy FiE, ST XTOIPV6 XA N—ZF v v P apblllRLET, X4 T v 7 =
~UITHIBR L ¥ A,

WIZ, IPV6 FA N—EX Y v 2DTXTOTU NY (RET 4 v 7 =2 b U EERLS) ZHIBRT S
BlamLET,

hostname# clear ipvé neighbors

hostname#
avwvFk H L]
ipv6 neighbor IPv6 RRX Y v aNOAXT 4 vy = MY EFRELET,

show ipv6 neighbor IPv6 A N— F v v valf@izfrnLET,
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B7E

clear conn 22 F~ clear xlate a=? > F |

B clear ipv6 traffic

clear ipv6 traffic

IPV6 N7 7 47 v ZEY Yy M 5HI2IE, R EXEC E— F T clear ipv6 traffic =~ > F %

ML ET,

clear ipv6 traffic

WX DA Zoawy FEsIEE IR —U—FNEdb v £ A,

T4+ T 7 v NOBEREIZH Y FHA,

avy kR E—F WDORIZ, a~vr REANTEDLE—RERLET,

274 TF79+—)L E—F

tF¥aUT4 a2TFREL

TILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
Kt EXEC . — . . _
avy FEE J1)y—2 EENE
7.0(1) Zoawry RREASRHELE,

HERALEDHA RS54 Zoawy REMHAT S &, show ipvé traffic =~ FOEITNO D T 28y &R ET,

l WIZ,IPV6 N T 7 4w Aoty NToHIEZRLET,

ARy PENTCZERRINTNET,

hostname# clear ipvé traffic
hostname# show ipvé traffic
IPv6 statistics:
Rcvd: 1 total, 1 local destination
0 source-routed, 0 truncated
0 format errors, 0 hop count exceeded
0 bad header, 0 unknown option, 0 bad source
0 unknown protocol, 0 not a router
0 fragments, 0 total reassembled
0 reassembly timeouts, 0 reassembly failures
1
0
0
0

Sent: generated, 0 forwarded
fragmented into 0 fragments, 0 failed
encapsulation failed, 0 no route, 0 too big
Mcast: received, 0 sent

ICMP statistics:
Rcvd: 1 input, O checksum errors, 0 too short
0 unknown info type, 0 unknown error type

unreach: 0 routing, 0 admin, 0 neighbor, 0 address,

parameter: 0 error, 0 header, 0 option

ipv6 traffic =~ RO IZIX, #

0 hopcount expired, 0 reassembly timeout,0 too big

0 port
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clear conn a2 K~ clear xlate A< K

echo request,

group query,

neighbor solicit,

Sent: output
unreach:

parameter:

group query,

0
0
0 router solicit,
0 neighbor solicit,

UDP statistics:

Rcvd: 0 input,
0 no port,
Sent: 0 output

TCP statistics:

0
0
0 router solicit,
0
1

0 routing,
0 error,
0 hopcount expired,

echo request,

0 checksum errors,
0 dropped

clear ipv6 traffic

0 echo reply
0 group report, 0 group reduce
0 router advert, 0 redirects

1 neighbor advert

0 admin,
0 header,

0 neighbor,
0 option

0 reassembly timeout,0 too big

0 echo reply

0 group report,

0 address, 0 port

0 group reduce
0 router advert, 0 redirects
1 neighbor advert

0 length errors

Rcvd: 0 input, 0 checksum errors
Sent: 0 output, 0 retransmitted
BEa<wY R avwy kR BL

show ipv6 traffic

IPv6 N7 7 4 v 7 OFGEHEREFERLET,
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$7FE clearconn a2 F~ clear xlate a2~ F |

B clearisakmp sa

clear isakmp sa

FTRTOIKE 7 H A L SA T —FN=ZAZHIBETDHITE, Fen— b ar7 Falb—ar T—
R % 721355 EXEC “£— KT clear isakmp sa =~ FZfEH L £,

clear isakmp sa

-3 O L] Zoavwy FIZIEF—U— RERITLIEITH D A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WDORIZ, a~vr REANTEDLE—RERLET,

T7A472+—)L E—F |[¥aUT4 aVTFXFb
<ILF
AVTEX
avvFk E—F =Ty F & vo7n k AT L
FebE EXEC . — . — _
XU FRE yyY—32 ERAE
7.0(1) Zoavwy FNEAIRE L,
7.2(1) clear isakmp sa ==~ > K73, clear crypto isakmp sa [ZZFE S £ L=,
l KIZ, 2074 Fab—varinbIKE 7024 A SA T —4_X—2&HIRT 56127 LET,
hostname# clear isakmp sa
hostname#
BEaTUFR avv kR L
clear isakmp IKE 7 %A LSAT—FZ_X—R%7 VT LET,
isakmp enable IPSec 7R EX2 VT 4 TTIAT L ALBETHA L F—T A
A LD ISAKMP 33y T—v g vk F—7 M LET,
show isakmp stats FATR R EHE AR R L E T,
show isakmp sa EIME#RE G, IKE 702 A A SAT—F_XR—A&FRLET,
show running-config TI7T47RISAKMP 27 4 X2l —3 a3 _RCHERLET,
isakmp
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| 7% clearconn a7 F~ clear xlate a7 F

clear local-host W

clear local-host

show local-host =~ > FEANT A LIk TERENDT—H L KA DL Xy NT—7 Bk
9 511X, ¥4 EXEC & — R T clear local-host =~ > FZ2{#H L =9,

clear local-host [ip_address] [all]

XD all UEE) EX2 VT4 T IA TV ANDERBLNEX2 )T 4 TSI T 2V AD
Lo AT — L RA MREEDOKR A FAMER LT 2METH L 2EE L
*7,
ip_address (EE) a—W NV RAMDIP 7T FLAZBELET,
TIHILE T 7 v N OBEREIZH Y FHA,
avwy kK E—F WORIL, a~ REANTEHE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
TNLF
aAVTXR
avy kK E—F L—FTvyF |&EB VTN k DRT A
#%‘:1:% EXEC ° ° ° ° —_
avy FEE Jyy—=x EERNE
BEAT

ZDawy NIEEFETT,

#ERLDHS RSAY clear local-host =~ > NiZ, WHEINTEHRA 2T B AHIBRLSBALET, T4 & AHIRIC
HU L FENRTWAERA RDEIL, show local-host =~ FEZ AN L THRRTE £,

bE I

O—H /KA NDRy NU—ZREEZEETDHE,. a—HV KRR MIEET I IRy U —7 B &
xlate N9 TEIE L E9,

| oL-12173-02-J
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E7TE clear conn 22> K~ clear xlate a< > F
W clear local-host

i WOEITIL, clear local-host =~ > FTru—H/L KA MIBETAEREMET D HiEEa R LET,
hostname# clear local-host 10.1.1.15
BHRN 7 VT INDE, FANPREREBMELTHET, MEERINERTA,

[CEEIEINS avwyk L

show local-host B—HNL KA RDFXy NT—ZREEFR T LET,
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| 7% clearconn a7 F~ clear xlate a7 F

clear logging asdm W

clear logging asdm

ASDM X 7 Ny 77 %7 )74 2I21%, FHE EXEC £— R T clear logging asdm =~ R & ff
MALET,

clear logging asdm

BX DA Zoawy RIEBIBEELTF—TU—RIH Y £HA,
T4+ T 7 4V hOEERLEIEH D R A,
avwY kR E—F WORIL, a~ REANTEIE—FRERLET,
274F794—)IL E—F |[£FaUTq a2TFXF
4%
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
%*@ EXEC . L] . . °
avy RERE yy—=x EENE
7.0(1) Z D =a= KL, clear pdm logging =~ > K725 clear asdm log =~ > K

BEREDHL K1

3l

EEa< R

WICEBEINE LT,

ASDM v A7 L vl Ayt —VF, X2 VT4 TTITATVADVAT A vy Aye—U L35
DRy 7 7SN ET, ASDM uax> 27 Ry 7572270 735E, ASDM VAT A vl Ay
=TI R VT ENET, EX 2 VT 4 TTIAT UADVAT A 0T Ave—VF 7 V7 &N
FHA, ASDM v A7 L v AybE—U%FRT 5L, show asdm log =~ > REHLET,

Wiz, ASDM u X7 RNy 7 7% 27 U7 T 50%R~LET,

hostname (config) # clear logging asdm
hostname (config) #

avwyr L]
show asdm log_sessions ASDM a7 RNy 757 ONEERRFLET,

| oL-12173-02-J
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¥7E
W clear logging queue

clear conn 22 F~ clear xlate a=? > F |

clear logging queue

a0 REDO¥ 2 —%27 U 7§52, i EXEC £ — KT clear logging queue =~ > RAZff L%
T

clear logging queue [bufferwrap]

BEX DA bufferwrap FIPBLIUO 7S5y aual Ny 772707 LET,
T2+ T 7 4V N OBERCEIRDH U /A,
avy Kk E—F W DFIT

AR FEANTELE— R RLET,

274794 —)L E—F |[£%a )T 2VTFXE
TILF
aAVTER
avY K E—F =Ty F |&E& N ~ RT L
F¢#E EXEC * * ° ° —
avy FERE yy—=x EERR
8.0(5) Zoa~vy RPREASNE L,

%l RISV FTIPBROT7 Iy va u Il Ny 777 V7356 LET,

hostname# clear logging queue bufferwrap

BEaTUFR avvFk L]
logging buffered 0¥ Ny Ty ERELET,
show logging BXUIIERERTLET,
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| 7% clearconn a7 F~ clear xlate a7 F

clear mac-address-table W

clear mac-address-table

AL FIv 27 MACT RLA T—70 o b %7 ) T4 521%. ¥t EXEC ©— KT clear
mac-address-table =~ > FZfHEH L £9,

clear mac-address-table [interface name]

X DA interface_name E3E) BIRLTAA LV Z—T 2 A ADMAC T KL A F—7 L = b %7
V7 LET,

TIFIE T 7 4V F OBHERLEIEH D T A,

avy kR E—F WOFRIZ, a~<v REANTEDLE—RERLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
<ILF
aAVTFX
avwy kR E—F L—TyF |&E# vugnL [ SRT L
¥5#E EXEC — . . . _
avy FEE Jy—=x EERNE
7.0(1) Zoavry RPREAINE LR,
{1 WIZ, AT v MACT RLAT—7 1Dz ) &7 V7T 50ERLET,
hostname# clear mac-address-table
IV F awvk §% B8R
arp ABT v 7 ARP =2 MY ZBMLET,
firewall transparent TrAT U= E—REFNTUART LY MIRELE
R
mac-address-table aging-time HAFIw 7 MACT RLA U NIDAA LT T NEiRE
LET,
mac-learn MACT7 FL A == 0 %F 42— W LET,
show mac-address-table MACT7 RVA T—7 LD M) 2ZFHRLET,
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W clear memory delayed-free-poisoner

clear memory delayed-free-poisoner

delayed free-memory poisoner Y —/L D ¥ = — L fEEHE®RZ 7 U 7§ 2121%, ¥ EXEC £— R T
clear memory delayed-free-poisoner =~ > RZfH L 7,

clear memory delayed-free-poisoner

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
TILF
aAVTHFR
avy kK E—F =Ty K |&\B@ o k AT L
¥t EXEC . . . — .
avy FEE J1)y—2 EENE
7.0(1) Zoawry RREASRHELE,

HERALEDHA RS54 clear memory delayed-free-poisoner =~ > K|, delayed free-memory poisoner > —/L®DF = — TR
FENTVLITRTOAEY MR LTV AT AICR L, BT MEHERI V2% 27 V7 LE
T

5 Iz, delayed free-memory poisoner Y — /LD F 2 — L FFHE#RE 7 UV 7T 562 R~ LET,

hostname# clear memory delayed-free-poisoner

EEaTUF avvk SifA
memory delayed free-memory poisoner > —/L%& A X —7 VI LET,
delayed-free-poisoner
enable
memory delayed free-memory poisoner > —/L D ¥ = — Z Rk L £ 7,
delayed-free-poisoner
validate
show memory delayed free-memory poisoner > — /L 0D F = — O FRIIC B4 2 B & 5

delayed-free-poisoner =1 ¥,
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| 7% clearconn a7 F~ clear xlate a7 F

clear memory profile W

clear memory profile

AEY TRT A Y TERBICE S TRFESNDAEY Ny 77y a2 V7 2I120%, % EXEC £—
K C clear memory profile =~ > FZ{HEMA L E 7,

clear memory profile [peak]

X DA peak IE) =27 AFY NoT757ONEE2 7 VT LET,
TIHILE TN NTHEE, BE RSN TWS] a7 7A4 0 Ny T 727 UT LET,
avy kR E—F WOFRKIZ, a~<v REANTEDLE—RERLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
RILF
aAVTFX
avwy kR E—F L—Tv F |E& vugnL [ DRT L
¥5#E EXEC ° ° — ° °
av Yy FERE J1yy—=x EFERA
7.0(1) Toawy RREASHELE,

BRLEDHA RSMY clear memory profile =~ > KiZ, a7 7 A4 V> THEEICE > TREESNTWERAEY Ny T 7%
ML ET, LIERosT, a7y A U7, 7T SNHANUFIEL TWARLERDH Y £7,

! WIZ, 78774V TERECESTRIFSNWTWDOIAEY Ny 774227 VT 35612 RLET,

hostname# clear memory profile

BiEav R avyk Bl
memory profile enable X VRN (XEY Y077y ) 0) OF=FV T4 x—T )L
IZLET,

memory profile text TuTZrANTHEAEY DT XA M ERT LET,

show memory profile tXoVF ¢ 77747 ADAFIVFERRN (Fu7ra0Y 7)) 1TH
TAHIERERTLET,
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¥ 7% clearconn a7 F~ clear xlate a7? > F |

Hl  clear mfib counters

clear mfib counters

MFIB V—% Xy N A E% 7 V)75 5I12i%, F#E EXEC *£— R T clear mfib counters =~ >
FEFEHLES,

clear mfib counters [group [source]]

X DA group

source

(fEE) ~LVFFv A ZL—FDIP 7 RLATT,
(£E) ~VFXr AN A— & ELDOIP 7 RLATY, I, 4%
Fy MiZ 10 #EELDO2=F%% AP T FLATT,

Zoavy REg R LTHERLERE, 3 _XTOL— DAL —hF BT EZB7 VT ENET,

T4+
avwY kR E—F WORIL, a~ REANTEDHE—FRERLET,
274F794—)IL E—F |[£FaUT«1 a2TFXF
<ILF
AVTHFR
avwvy kK E—F L—FTyF |&EB VTN k AT L
¥+ EXEC . — . _ -
avy RERE J)y—x EENE
7.0(1) Zoawry RpREAINE LT,
i WIZ, T_XTOMFIBNV—% Xy N o2& V73 56%~x0ET,
hostname# clear mfib counters
pPIEa< R avy kR H L]
show mfib count MFIB V— b BEONNry v b b T—H 2R LET,
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| 7% clearconn a7 F~ clear xlate a7 F

clear module recover W

clear module recover

hw-module module recover =~ > R TRESNTZAIPSSM DV IR Ry NI —IREZZ VT T
5121%. ¥ # EXEC =— K T clear module recover =~ > &2 L £9,

clear module 1 recover

X DA 1 20y FEEBEAEELET, ZHIEEIC1 T,
TIFIE T 7 4V F OBHERLEIZH D FHA,
avY kR E—F WOFRKIZ, a~<v REANTEDLE—RERLET,

7747924 —)LE—F |[€£F%aUFq4 aV7TFXF
<ILF
aAVTFRX
avy kK E—F L—FTvyF |&EB VTN [ DRT A
¥t EXEC . . R _ R
avy FEE yyy—=x EERNE
7.0(1) Zoavry RPREAINE LR,
i WwIZ, AIPSSM O Y AN EREEZ 7 VT T 502 RLET,

hostname# clear module 1 recover

BEaI<UF avwyr B

hw-module module recover TFTP ="M B U IR A A=V hu—RKT5Z L1280, AIP
SSM #[EH L £7,

hw-module module reset SSM&zv ¥y UL, "—FRu=7 Vky hE2ETLET,

hw-module module reload AIPSSM V7 b =7 % Unr—FRKL%ET,

hw-module module shutdown =7 X221 —3 30 F—22KbPICERLTLERAE LT,
SSMYZ7 "y =T %y vy hEU L LET,

show module SSM fgaR~LET,
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$7FE clearconn a2 F~ clear xlate a2~ F |

W clear nac-policy

clear nac-policy

NAC RV o — AR OFEHEHRZ Y £y P21, Ze—L a7 4Fab—v g E—F
T clear nac-policy =~ RZH L E 7,

clear nac-policy [rac-policy-name]

WX OHHA nac-policy-name () AR OFEHGT®E Y £y 35 NAC K Y & — D4,
TIAIE ARTEHE L2 WgEE, CLLIZ, 93TO NAC RV > —IZB¥ 2R OMEE#RE ) £y FLE
R

avwv kR E—F ROFIZ, a2 e ANTELHE— R RLET,

7747924 —)L E—F |[£F%aUT4 aV7FXF
TILF
aAVTFRX
avy kK E—F L—TyF |&E# v [ VAT L
Jua—) a7 ¥ al— . . — — .
varv
avy FERE Jy—=x EERE
8.0(2) Zoavwy RN EASIE LT,
] o< Rk, frameworkl & W) ARTD NAC RV o —ff R OFHHEHREZ VY FLTW
ij‘o

hostname (config) # clear nac-policy frameworkl

RO~ FTHE, NAC R Y —OEARROMEEHRZ T ~TU Y b LTWET,

hostname (config) # clear nac-policy

BEa<UF avwy kR B
show nac-policy X2 UT 4 TTI7A47 2 ZATONAC R Y 2 —1f R L0 #E 5
WERRLET,
show vpn-session_summary.db [PSec v 5> WebVPNE v g BIUONAC kY v g~
DEERTRLUET,
show vpn-session.db NAC OfiR%2&Tr. VPNt vy v a v OFRE2FRLET,
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| 7% clearconn a7 F~ clear xlate a7 F

clear nat counters

clear nat counters

NAT RU L — Ao B2 &7 V7T AI00%, Fa— L a7 X2 b—3 32 F— KT clear nat
counters ==~ F&Z{HfH L3,

clear nat counters [src_if [src_ip [src_mask]] |dst_ifc |dst_ip |dst_mask]]]]

X DERBA dst_ifc (EE) ZA4NVF IV TT DA =T 2 AR ELET,
dst_ip (EE) 74nE2 )7 T55E%IP T FLAZEELET,
dst_mask (L) 585 P 7 RLAD~ A7 2 ELET,
sre_ife (FE) 7A4NE) T HEETA LV H—T = AERELET,
sre_ip EE) 74NVZ VT THEETIP T RLAZBELET,
src_mask LE) HETIP T RLADODS A HBELET,

TIF+IE T 7 4V F OBHERLEITZH D FHA,

avy Rk E—F WDOFRIZ, a~v L FEATTTEEE—FE2RLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
RILF
aAVTFX
avwy kR E—F L—TyF |&E# v [ SRT L
7“1:;_/\‘/1/::/744,?:]/_ ° ° ° ° °
vav
avy FERE yy—=x EERNE
7.0 (4) Zoa~vr RREASRE L,
] WIZ, NAT RV v— o2& V73 56%R~LET,
hostname (config) # clear nat counters
BREaT VR avyv Rk B
nat MDA BE—=T 2 A A LIZHDYy TERT RLACERTH, 04—
TxAALEOT RUZAZERM L £,
nat-control NAT 227 4 Falb—va VBEES X —TNVERIET 4 E—7 I LE
7
show nat counters Ta han AEx v Hu2ERERLET,
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$7FE clearconn a2 F~ clear xlate a2~ F |

M clear ospf

clear ospf

OSPF Fmt Az 7 V73 5I121%, FitE EXEC £ — R T clear ospf =~ > REfHLET,

clear ospf [pid] {process | counters [neighbor [neighbor-intf] [neighbr-id]]}

X DA counters OSPF hw o 2% 27 U7 LET,
neighbor OSPF XA N— B o2 %7 VT LET,
neighbor-intf (&) OSPF A v H#—T =2 A A N—FIEELZ 7 VT LET,
neighbr-id (L&) OSPEFBiin—% ID 227 U 7 LET,
pid ({£7) OSPF L—F 4 v 7 7av 2OWNEEHO ID 8T A —%, Bk
fEl%, 1~ 65535 T,
process OSPF V—F 47 Fukv A% VT LET,
TIHIE T 7 v N OBEREIZDH Y FHA,
avwv kK E—F WOFRIZ, a~<v REANTEDE—RNERLET,

T774794—) E—F |£FaUT4 aATFRFb

TNF
aAVTFRX
avy kK E—F L—TyF |&E# v [ VAT L
¥+ EXEC . — . _ _
avy FEE yy—= EERNE
BEAE ZDawy NIEEFETT,

BRLEDHA RSMY IOavrRE, 274 Fal—varonTiofabilBRLERA, 27 4 Falb—a rh
BEEDa<vy REZ7 V7T A1, Coary74¥al—yay awy RO no BREHEHLET,
Folid, 274 X2l —varnb T _RTOI7r—s0 OSPF 2~ REHIBRT 5121%. clear
configure router ospf =~ > R&fEHA L £,

(E) clear configure router ospf =~ > NiX, /1 V¥ —T A R a7 4 X2l — a3 E—RTANZ
N7 OSPF o~ Fzr7 V7 LEHE A,

i wIiZ, OSPF 7utvzx h v 2% 7 V74 504%urxLET,

hostname# clear ospf process
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| 7% clearconn a7 F~ clear xlate a7 F
clear ospf W
BREav VR avwyk ETL)
clear configure router FEiTaL 7 4 X2l — gL TXRTOTa—)L )L—F a<w K%
7 U7 LET,
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¥ 7% clearconn a7 F~ clear xlate a7? > F |

W clearpc

clear pc

PC IZBRFF SN TV A EERE#H . xlate 1[FH#H. F/ixm—h /0 AR MERZZ VT3 5I121%, FitE
EXEC €— KT clear pc 2~ REHEH L E T,

clear pc
EX DA Zoavy RIBIRERITF—TI—RIH O A,
TIALE T 7 AN N OBERMHEITH Y EH AL

avv kK E—F WORIZ, a~ REANTEDIE—FRERLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
<IVF
aAVTHFR

avwy kK E—F =Ty K |&\B@ o k AT LA
%*@ EXEC ° ° ° ° R
< FRE Yy—2 EERE
7.0(1) Zoavy RPREAIShELE,
1] Wiz, PCHE#RE 7V 7T 5012 RLET,
hostname# clear pc
P i=iedVN S avwyvk L]

clear pclu PC FHBEEH#EHEHRE 27 V7 LE T,
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| 7% clearconn a7 F~ clear xlate a7 F

clearpciu

clear pclu

PC imBEEFHEHEHRE 27 UV 73511, F#4E EXEC £ — N T clear pclu =2~ > FE2HERALET,

clear pclu
EX DA ZOa=wy RIZEEBIEELIEIF—T— RiExdhH v T8 A,
TIAILE T 7 AN N OBERHEITH Y EH AL

avwY kR E—F WORIL, a~ REANTEIE—FRERLET,
274F794—)IL E—F |[£FaUTq a2TFXF
TILF
AVTHFR
avwy kK E—F =Ty K |&\B@ VTN k AT L
¥ #E EXEC . . . . _
avy RERE Jy—=x EENE
7.0(1) Zoavy RPREAIShELE,
1] Wiz, PCHE#RE 7V 7T 5012 RLET,
hostname# clear pclu
P i=iedVN S avwy kR HL
clear pc PC IZRFEr &SN TV B EEGHE . xlate [, F/oida—hL R A ME

Was VT LET,
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¥ 7% clearconn a7 F~ clear xlate a7? > F |

Bl  clear pim counters

clear pim counters

PIM V77 4 v BhorX%7 073 5I2i%, F#H EXEC £— KT clear pim counters =t~ > N % i
MLET,

clear pim counters

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

2747 94—)IL E—F |[£FaUTq a2TFXF

TITF
AVTHFR
avwvy kK E—F L—FTy F |&EB VTN k AT LA
FHe EXEC . — . — —
avy RBEE yy—2z EEARE
7.0(1) ZIoavr RREASHE LS,

BRLEDHA FSMY ZoavwryRE, NI T4 vl A EEFEZVTLET, PIM bR Y 77—V E 7 VT 5IC
i%. clear pim topology =~ > N&fEH L £,

5 WIZPIM b o747 oo das VT 350 R0UET,

hostname# clear pim counters

BlEaTYKR avyv Rk BL
clear pim reset Y&y MO MRIB [ % SEIC L E7,
clear pim topology PIM hRuy 5—71% 27 U7 LET,
show pim traffic PIM NI 7 4w IO EZEFRRLET,
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clear conn a2 K~ clear xlate A< K

clear pimreset W

clear pim reset

Ut v MZ Lo TMRIB R#Z 53 512X, 74 EXEC £— R T clear pim reset =~ > F&fH L
3

clear pim reset

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T4+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WDORIZ, a~vr REANTEDLE—NERLET,
274F794—)IL E—F |[£FaUTq a2TFXF
<ILTF
aAVTHFR
avwvy kK E—F L—FTyF |&EB VTN k AT LA
ke EXEC . — . _ _
avy FEE yy—= EENE
7.0(1) Zoavy RPREAIShELE,

BEREDAL T4

3l

EE RS

FEBY F—TAOFTRCOEEN 7 V7 Sh, MRIBEGERY £y FShET, Z0avr R,
PIM b K1Y F—7 L& MRIB 7 — % R— A ORELFMT 2 -0l TE £,

w2, MRBY T—=7V%27 U7 L, MRIB#fiz )ty b 5612 RLET,

hostname# clear pim reset

H L]

PIM o 2B L OEHE#REZ 7 VT LET,
PIM ey 77— %7 V7 LET,
PIM + o7 4y 7 hovHzEs )T LET,

avwrk
clear pim counters

clear pim topology

clear pim counters
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$7FE clearconn a2 F~ clear xlate a2~ F |

W clear pim topology

clear pim topology

PIM hARw Y 77— V%27 V7§ 5121, 4 EXEC & — KT clear pim topology =~ FZEH L
3

clear pim topology [group]

EX DA group UEE) MRy F—TADLBHIBRT A ILFXFY AN ZA—TDOF KL
AFETIILRIERELET,

TI+NE FT T ar® group BIBERELRVEA, AR Y T—TANLTRTOZ NYBRZ VT ENE
T

avwv kR E—F ROFIZ, a2 P ANTEHEF— R RLET,

274F794—I)IL E—F |[£F%aUFq a7+

<ILF
aAVTHRR
avY K E—F =Ty F |&E& gL ~ SRT L
¥ HE EXEC o — o _ _
avy FERE yy—= EERNE
7.0(1) Zoavr RREAIRELE,

FREDHS ES1Y Ioa<wy Rt PIM R Y F—TAnBBEO PIM L — 227 U7 LET, IGMP a—H /L A
W=y 7Y MRIB 7 —7 /b HfS Lo i8R SnEd, v FXFv AN JA—T28EE
LSBT, TR0/ v—7 = NI EFRZ VT ENRET,

i WIZ, PIM bRRY T—=T V&7 V7T 6% LET,

hostname# clear pim topology

BEa< R avwy kR B
clear pim counters PIM 7 2B LOMEHEREZ VT LET,
clear pim reset Uty MO MRIB Rl 2 LAEIZLET,

clear pim counters PIM Fo 74y Ao 2% )7 LET,
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clear priority-queue statistics

clear priority-queue statistics

EBEOA =T oA AETLEFRESNTZTRCOAL LA =T 2 A ADTTAF VT 4 F 2 —HKiHF
WA A EIVTTHIE, Fe— L a7 4 Fab—r a3y T— REZIIRHE EXEC £E— KT
clear priority-queue statistics =~ > FZ{HH L 7,

clear priority-queue statistics [interface-name)

WX DA

TIHILE

avv K E—F

interface-name (EE) "APZ 74— Fa2a—BILMUEEX = —DFEMAERRT DA

=T A ZADLHEREELET,

A B =T 2 AL EERLIEHE, ZOa<y NEEESNET_RTOAN v H—T oA ADT T4 F
V74 Fa—HtE®RE 27V 7 LET,

WDFRIZ, a2 REANTELE—RFErRLET,

il

BEgEa<w K

274794 —)I E—F |[£%a )T 2VTFXE
TILF
aVTER
avY K E—F =Ty F |&E& N ~ SRT L
¥ HE EXEC o . . o _
yy—=x EERAE
7.0(1) Zoavr RREAIRE LR,

Wiz, $##E EXEC & — R T clear priority-queue statistics =~ > K& H LT, ltest)] &\ &RiD
AVE—=T 2 A ADTIFAF VT 4 Fa—HfitHFREHIRT 262~ LET,

hostname# clear priority-queue statistics test

hostname#

avvFk BiEA

clear configure priority EIN7FA L F—T 2A AL T FTAFVF 4 Fa— 327 4K
queue L—va VEHIBRLET,

priority-queue AVE—T 2 A AT FTAF VT 4 Fa—A LV TERELET,

show priority-queue
statistics

BELEA LV EZ—T 2 A AFERFTRTOA L H—T =2 AA ADT T A4
V74 Fa—fHEHERERRTLET,

show running-config
priority-queue

BELIEA v E—T A ZAOBREDOTFAF VT 4 Fa— a7 Xz
L—rarERRLET,
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M clear resource usage

clear resource usage

Uy — 2RO FEEHERE 7 U 73 512X, K EXEC £ — R T clear resource usage =< >
ZRERLET,

clear resource usage [context context name | all | summary | system] [resource {[rate]
resource_name | all}]

X DEREA context context_name  (~/LF F— RDHR) MitlERE 27 V7 T5aTHF A MERELET,
TRTCOaATHFAMERANBIZTIHAF, all (F7x+/Lb) ZHEELE
‘é—o
resource [rate] B ) =20 MR AEZ V7 LET, TTHOY Y —REx BRI
resource_name 521X, all (740 F) EEELET, VY—AFRHRREOL— 2

V7T 5561, rate ZHEELET, HETHEIND Y YV —AIZIL,
conns, mspects\ BLWsyslogs BV ET, ZhbD) Y —R AT %
BET2HAIL. rate ¥ — UV — FEEET OMERH Y £7, conns
V=13, Hﬂéf&‘ﬁ& LTHHIEINET, | BhH72 OEHRERRT DI
X, rate ¥— U — FOLEFEALET,

VY —2 20, RDEATRHY £,
e asdm : ASDM &#t v 3,

e conns: 1 DDFEANEEHDOZFDMDA X M OB A ET 2 DDR
2 R > TCP £ 721 UDP #5ki.

e inspects : TS —Ta s A UANRT A,
e hosts: EX=2UT 4 T7I7A4AT U A%B U CHERARRE A B,

e mac-addresses : KTV AXRT LU N 77 AT U —/)L ET— KT,
MAC 7 RV A T—T7NMIZEHBND MAC 7 KL ADH,

e ssh:SSH &y =3,
e syslogs: VAT L vl AykE—,
e telnet : Telnet &>y 2,

o xlates : NAT Z#4,

summary (AT E—FDOAR) EHEINTZa TR MNRHESRZZ VT LET,
system (FNVF FT—=FDH) VAT LEE (Zu—rOr) O PR OMEHEH 2
7UVT7LET,
TI4+IE TAF ALTFERAN ET—FOBRAE, T4 O CTFEZMTall T, ZRUCEY, TRTOa

TEXARDOY Y —=AFEHRNRZ VT ENET, Y7 = ROHE, a7 XA MITEHR I,
FTARTOY Y —=AFEHMERNR 7 VT SHET,

TN DY Y =24 Fall T, ZHICEYD, TRTOYV Y =R ZALTN7 VT SnET,

avwv kR E—F ROFIZ, a2 Fe ANTEHE— R RLET,
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clear resource usage M

274F794x—)IL E—F |[£FaVUFq a2TFXF

<ILTF
AVTHRR
avVF E—F =Ty F Ef# TN k DRT L
Fike EXEC * * * — *
avy FERE Jy—2 EEAR
7.2(1) Zoavwy FRNEAIRE L,
7l KIZ, TXTOALTHRARD, TXTOY Y — 2R OFEHEH (2T AEROHERRILOHE
FHERITRS) 227 V7T 5012 LET,
hostname# clear resource usage
WIZ, AT LEROM R OMEE®REZ 7 VT T L5602 R LET,
hostname# clear resource usage system
EEaTUF avwyFk SifA
context TX2VT7 4 aryTRAMEBMLET,

show resource types

VY)—=AZATDYANERRLET,

show resource usage

X2 UT 4 TFIAT A Y —AFEHRNEFR T LET,
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W clear route

clear route

HAFI v 7ICFBEINTNV— 2ar T 1 Xab—3 g U LEIRT 51213, ¥4 EXEC E— R T
clear route =~ FZEH L £4,

clear route [interface_name]

EBX DR interface_name ({£F) WEHEZIIABO R Y NU—2 4 U H—T = A A4,

T+ T 7 4/ N OBEMEREIRDH U EH A,

avwv kR E—F ROFIZ, a2 Fe ANTELHEF— R RLET,

274F794—I)IL E—F |[£F%aUFq aVFFX
TILF
aAVTFRX
avy kK E—F L—FTvyF |&EB VTN k DRT A
e EXEC . . . . _
avy FEE Jyy—=x EENE
BETF Zoa~vy RIFBEFE T,
] WIZ, FATFI w728 BEIn-Lr— 28R+ 50217 LT,
hostname# clear route
EEREDIY avwU R L]
route A HE =T 2 A ADAELT 47 — b EIZT 740k b— |k
FRELET,
show route N— MERERRLET,

show running-config route RESNTWAIL—FE2ERLET,
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clear service-policy W

clear service-policy

AR =T NI o TV DRI V—OBET — & £ 3HEHER (FETL5E6) 227 )77 5120%, #F
# EXEC £— R T clear service-policy 2~ REHEHLET, A AT v gy = Prph—E X
R v—OFFHERZ 7 U 73 2 FEIC 20 TIE, clear service-policy inspect =~ > KEZ SR L TL
73,

clear service-policy [global | interface intf ]

SO T global EE) Z/r— UL =t X KU v—OfiHEREZ 27 V7T LET,
interface intf UEE) ¥BEDA v Z—T 2 A ADY—E R RY S —DWEERE 7 VT
LET,
TIAILE T7ANETIE, Zoavy RiE, 7X3TOAL X =T —ERX R —DFT X TOMFFEHRE 2V
U7 LET,
avykF E—F WORIL, a~v FREANTELE—RFRERLET,
T747 94— E—F |£F2UFqs a0FFXF
RILF
AVTER
avYF E—F L—FyF Ef# UL k YRT L
FikE EXEC . . . . _
av Yy FERE yy—=x EFEANRE
7.0(1) Zoavry RPREAISNE LR,
il WIZ, clear service-policy =~ > FOMHXH 2R L ET,
hostname# clear service-policy outside security map interface outside
BEa< >k =1 B

clear service-policy GTP A v A7 gy 2O —ERRY > —OHEHERE 7 VT
inspect gtp LET,

clear service-policy RADIUS 7 H O v TF 4 v T AV AR gy Zo DY —EZX R
inspect V—OREHERE 7 VT LET,

radius-accounting

show service-policy P—E AR —2ERRLET,

show running-config Ef7a. 7/ Fa2l —T g TR ESNTVWAF—ER R —E2FRL
service-policy *9,

clear configure P—EA R V—Dar 74 ¥alb—varx27 )7 LET,
service-policy
service-policy =R R —FRELET,
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Bl clear service-policy inspect gtp

clear service-policy inspect gtp

7 v—3L GTP HiaHEHZ 7 V 73 2121, F# EXEC *£— R T clear service-policy inspect gtp =

~Y FEEHLET,

clear service-policy inspect gtp {pdp-context [all | apn ap name | imsi IMSI value | ms-addr
IP _address | tid tunnel ID | version version_num | | requests | statistics [gsn [P_address] }

BX DA all FT_TD GTPPDP =T XA &7 VT LET,
apn (EE) FEE L7 APN IZHESWTPDP 2> 5% A 4227 VT LET,
ap_name BEDT 78R KAV MaEEELET,
gsn (%) GPRS EMT — X F v U7 LiDOF Y T —Z DA & —
7 xzA ATsHD GPRS VA R— b+ /—REHEELET,
gtp (FE) GTP OV —ERXA RV v—% 27U T LET,
imsi () FEELZ IMSIICHSWTPDP 25 %A 227 U 7 LET,
IMSI value FEED IMSI Z i3 2 16 EHHE,
interface (=R BEDA v H—T = AERELET,
int Wz 7 V7 ThHA 04 —T7 oA ABIEELET,
IP_address MattE®Rz2 27 V745 IP 7 RL A,
ms-addr (TE) ELEMS 7 RLRIZESHNTPDP 205X A 227 U7 LE
7
pdp-context EE) "y bF—F Tabal arTXAMEEELET,
requests (LE) GTP #EXRk%E 27 VT LET,
statistics (f%) inspect gtp =~ KD GTP #attE#s4 27 V 7 LE T,
tid (E#E) $EELE TID ICHESWTPDP 2 5% XA h&2 2 U7 LET,
tunnel ID FEED b o RV aHIT 5 16 HEEHE,
version ({EE) GTP "=V a3 IZHESWTPDP 2T A &7 U7 LET,
version_num PDP 27 F A MDA—=Y a VERELET, HRLHFIX0 ~ 255 T
7
TI+IE T 7 v b OBERMEIZH Y FH A,
avvFk E—F WORIZ, a~vr REANTEDHLE—RZRLET,
274724+ —) E—F |[£FaVFs aVTFXE
RIVF
aAVTHRR
avy K E—F L—Fv F |&Ei& TN k AT LA
F#E EXEC . . . . _
avy FERE Jy—= EFERE
7.0(1) Zoavy RPREAIHE LR,
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HEREDHA K51

clear service-policy inspect gtp W

Nry b F—% Fua bha)l arsTxA ML, IMSI & NSAPI OflAdbETHL FoxLIDICk-
THBlEnET, GTP b it £ GSN /— KD 2 DOB#ET 2% PDP 27 F A MI Lo T
EFZIN, PRV IDICE-oTH#BIESNET, GTP b, Ay N F—% Xy hU—7
L Mobile Station (MS; ENA )L AT —3 g y) a—F LD Ty v & GETLEAICHETT,

%l Iz, GTP #atEd®z 7 V74 562" L £,
hostname# clear service-policy inspect gtp statistics
EEaTUF avwyFk e
debug gtp GTP A v AU v a OFMIERE R T LET,
gtp-map GTP v~ v 7% EHKL, GTP vy 7 ar 7 Fal—var T—RiA

F—T7 M LET,

inspect gtp

TV =g A AT g o THEATSGTP <~y 72WA L £1,

show service-policy
inspect gtp

GTP = 7 4 F¥al—araFnrLET,

show running-config
gtp-map

REGTP ~ v 75 FRLET,
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Bl clear service-policy inspect radius-accounting

clear service-policy inspect radius-accounting

RADIUS T AV T 4 7 a—% %7 U 74 2I121%, FHE EXEC £— R T clear service-policy
inspect radius-accounting =~ > REHEH L E 7,

clear service-policy inspect radius-accounting users {all | ip_address | policy_map}

SO T all FTRCOa2—FE27 VT LET,

ip_address ZOIPT RLADa—HZ27 V7 LET,

policy map ZORY = =y FICEEMS TN TWH—F %7 VT LET,
TI+INE T 74 S OBEREIZH Y ER- A
avv kK E—F WORIZ, a~v FEANTEL2E—FE2RLET,

274F794x—)IL E—F |[£FaVUFq a2TFXF
<ILTF
aAYvTFERR
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
¥+ EXEC . . . . —
avy FEE yy—=x EENE
7.2(1) Zoavwy FNEAIRE L,
i WIZ, T_CToO RADIUS =2—%% 27 V) 74+ 562 LET,

hostname# clear service-policy inspect radius-accounting users all
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clearshun W

clear shun

HIEA R —T N THDHITCO shun 7 4 E—7 2 L, shun 5Z3HE®E2 7 UV 732121, HitE
EXEC ®&— R T clear shun =~ > RZEH L £7,

clear shun [statistics]

X DERBA statistics B AV F—TxA AT 2 TE27 )7 LET,

T+ T 7 4/ N OBMEREIRDH U /A,

avvk E—F ROFIZ, a2 P ANTELHEF— R RLET,

FZ747 24— E—F |[£FaUF<s aVFTFXF
TILF
AVTER
avYF E—F =Ty F E& UL k VRT L
K5 EXEC . . . N _
avy FERE yy—=x EERE
7.0(1) Zoavr RREAIRELE,
il WiZ, BEA F—T VI35 TN DT _XTCO shun 5 4 E—7 M LT, shun HrHEHRE 7 V735
BlERLET,
hostname (config) # clear shun
BEaT YR avwo R B
shun BB M L, BEFOT S COBEGEND O v FERFFAICT 5 2
LIZED, WBILHAA MA~DEA T I v I INEEA X —T VI LET,
show shun RSOV T OFHRER R LE T,
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M clear startup-config errors

clear startup-config errors

AEINL T4 Fal—rvar T — Avk—T%7 V79 5I2iE, F5## EXEC E— KT clear
startup-config errors =~ > REHEH L E 7,

clear startup-config errors

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T4+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WDORIZ, a~vr REANTEDLE—RERLET,
F274F794—)L E—F |(#FaUT4 a>TFRFH
<ILTF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
4‘%}*@ EXEC ° ° ° R °
avy FEE yy—= FTENE

7.0(1) Zoavy RPREAIShELE,

BREDHARFAY X2 VT4 TTIATUVARRAY = Ty T ar 74 Falb—varidr— RFLicEEEmER
leary74¥alb—rvay 27 —%KRTHITIL, show startup-config errors =~ > NEZHEH L E
T

i WIZ, AEFI DS TRTOary 74 X¥alb—ary 25—% 2 V7T 56~ LFET,

hostname# clear startup-config errors

P i=iedVN S avy kR Bl
show startup-config X2 T4 T T IAT VANARE— N T v T a7 4FXalb—al
errors n— KLz EICAERENZa Ly 74 Fa2b—vary o Td—2F R LET,
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clear sunrpc-server active Wl

clear sunrpc-server active

SnRPC 77V o —vay A VAT va | lloTHITFONTZE R —E 7 U T T 51213, Rk
EXEC & — KT clear sunrpec-server active =~ > RZEH L 7,

clear sunrpc-server active

TIHILE 77 v N OBEREIZH Y FHA,
avy kR E—F WDOFRIZ, a~<v REANTEDLE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFH
<ILF
aAVTFXRX
avy kK E—F L—Ty F |&f& SugL k AT A
ke EXEC . . . . _
avy FERE yy—=x EERNE
17 Zoavy REFBEFETT,

BERLEDAA K1Y

]

SunRPC 77UV r—y g A VAR g llo TR bi=, NFSSNIS 2 EFo¥—Ev A +J
TAYIWEXa VT 4 TTIAT VAZWMBTEDLLHCTHE L A—E 27 VT $5IT1E, clear
sunrpc-server active =~ F&fiH L 9,

&IZ, SunRPC y—b A 7—7 V%7 U T T 5H%2RrLET,

hostname# clear sunrpc-server

avwU R H L]

clear configure TXalUF 4 FTTFIALT o ANSDSun U E— h 7ot vH a—iL F—
sunrpc-server 2% 7 U7 LET,

inspect sunrpc SunRPC 77U r—va v A VAT v a vk F—TNERITT 4

=7l FEHSNDOR—FERELET,

show running-config SunRPC —E R a7 4 Xal—va IETHEREERLET,
sunrpc-server

show sunrpc-server 777 477 Sun RPC % —ERICHT AHEHMER T LET,
active
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Bl clear threat-detection rate

clear threat-detection rate

threat-detection basic-threat =~ > F&#H L CTHEAROREHROBRE 2 A 2 —7 VI LI2BE1E., B
e EXEC & — R T clear threat detection rate =~ > FZ il L THEHIERZ 7 V7 T £,

clear threat-detection rate

WX DA Zoawy FEsIEE IR —U—FNEdb v £ A,

T2+ T 7 v NOBEREIZH Y FHA,

avv kK E—F WORIZ, a~vr REANTEDHLE—REZRLET,
F7A4F794—IL E—F EFa)Fq a2TFRXF
<ILF
aAVTHFR
avy K E—F L—Fv F |&Ei& TN k AT LA
¥t EXEC ® ® ° — —
avy RERE yy—=x EENE
8.0(2) Zoavy RPREAIShELE,
1] Wiz, Lb— MREHE®RE 22 V7T 50~ LET,
hostname# clear threat-detection rate
BEaT VR avwy kR HL
show running-config all BBt a7 4 X2l —v g rEFERRLET, @i L— R
threat-detection BEZLTWVWRVWEEET 74V O L — MRELERINE
j‘o
show threat-detection rate ARG HBHORHEREZFERLET,
threat-detection basic-threat EAGBE BB EA X —7 M LET,
threat-detection rate AR N AT OEBHRE L — MIRZRELET,

threat-detection scanning-threat Z@EMmHoOAX ¥ 24 X —7 VI LET,
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clear threat-detection scanning-threat W

clear threat-detection scanning-threat

threat-detection scanning-threat =~ > N TA¥ v VK DB BEOMILE A X —7 VI LTV LGS
IX. ¥ EXEC & — R T clear threat-detection scanning-threat =~ > F&flifi L T, XBEB IV
WG a7 VT LET,

clear threat-detection scanning-threat [attacker [ip_address [mask]] | target [ip _address [mask]]

B niRHA ip_address EE) BEDIP 7T FL A&7 U T LET,
mask UEE) Y7y b A7 R ELET,
attacker (EE) WBEF T2V T7 LET,
target (B WBMR T2 7 V7 LET,
TN IP 7 RLVAZRE LRSI, TXTORA MRS ET,
avy kR E—F WOFRIZ, a~v 2 ReANTEHE—REZRLET,
274F794—I)IL E—F |[£F%aVUFq aVFFX b
TIF
aAVTFR
avwy kK E—F L—Tv F |&#& VTN [ SRT A
*#*@ EXEC . . . I _
avy FERE Jy—=x EENE
8.0(2) Zoavwy RPNEAIHE L,

HERHEDHA K51

3l

BEDOBBEE I L OB %R % K79 5 12i1L. show threat-detection scanning-threat =~ > K% f# f
LET,

&IZ, show threat-detection scanning-threat =~ N CIEMR L WBEZ TR L, RIZTXTOK
BxGEk 7 VT T H0ERLET,

hostname# show threat-detection scanning-threat
Latest Target Host & Subnet List:
192.168.1.0
192.168.1.249
Latest Attacker Host & Subnet List:
192.168.10.234
192.168.10.0
192.168.10.2
192.168.10.
192.168.10.
192.168.10.
192.168.10.
192.168.10.
192.168.10.

O ~J o U b W
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Bl clear threat-detection scanning-threat

192.168.10.9
hostname# clear threat-detection scanning-threat target

BEEav K avwUFk L]
show threat-detection shun BRI N TWAFRA NERRFLET,
show threat-detection statistics host RANOHEEFEREERLET,
show threat-detection statistics protocol o F 2 /L OHEHEREERLET,
show threat-detection statistics top AL 10 frE TCOREHERZR T LET,
threat-detection scanning-threat BEBHOAX Y A X —T NI LET,
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clear threat-detection shun

clear threat-detection shun

threat-detection scanning-threat =~ > R CAX ¥ X DEBOMEEA F—T LI L, RA b~
DU A BEIRICEDE L TV D 5E81E. ¥#E EXEC ©— KT clear threat-detection shun =~ K%
EALT, BERBISNTWDLERA ML £,

clear threat-detection shun [ip_address [mask]]

X DA ip_address EE) HEDIP 7 R L ADEE R L £3,
mask () EESNTVWAERZFDIP T RLADY TRy b v A7 HHEL
£,
T4+ IP7 FLAZIELRDPS>THEIE, TXTORZ MBRRENET,
avy kR E—FK WDRIZ, a~vr REANTEDLE—RNERLET,

274F794—)IL E—F |[£FaUT«1 a2TFXF

TILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
FitE EXEC . . . _ _
avy FEE J1y—2 EENE
8.0(2) Zoawr RREASRHELE,

#ERALDAHS RSAY HARBSN TWAHR A M & ERT HI21E. show threat-detection shun =~ > RZHH L £9,

1 &IZ., show threat-detection shun =~ > R CHAERME I N TWDIHRA REFRRL, A 10.1.1.6 %
[EREIR AR D R 9 5 il &k L E 9,

hostname# show threat-detection shun

Shunned Host List:

10.1.1.6

198.1.6.7

hostname# clear threat-detection shun 10.1.1.6 255.255.255.255

BEEav K avwUFk L]
show threat-detection shun WERBEIN TWARA 2R R LET,
show threat-detection statistics host RANOHEEFEHREERLET,
show threat-detection statistics protocol o F 2 /L OHEHEREERLET,
show threat-detection statistics top A7 10 A7 F TOREHERAEFZERLE T,
threat-detection scanning-threat BEBHOAX Y A X —T NI LET,
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Bl clear threat-detection statistics

clear threat-detection statistics

threat-detection statistics tep-intercept =~ KT TCP /T2 E O#MFHEREZ A X —T LT LTV E
%itrid. Fi#E EXEC £ — R T clear threat-detection scanning-threat =~ > N2 H L T Z OffigH fﬁ
Wwa 7 VT LET,

clear threat-detection statistics [tcp-intercept]

BX DA tep-intercept (EE) TCP RIT=fEokitEH®E 27 V7 LET, ZUET 74/ FTT,
TIFIE TCP AT E DO EWREZ 7 VT LET,

a<w> kK E—F WDOFRIZ, a~<v REANTEDE—RERLET,

T774794—) E—F | £F%FaUT4 aAVTFRFH

<ILF
aAVTFRX
avy kK E—F L—FTvyF |&EB VTN k DRT A
¥5#E EXEC . . . _ -
avy FEE yy—x EERAE
8.0(4) o<y RPREAShELE,

BRLEDHA R4 TCP RATRAZ OMFHE M Z /R T 5121, show threat-detection statistics top =~ > K& AN L %
‘j—o

=,

il IZ, show threat-detection statistics top tep-intercept =~ > FC TCP T35 OFEFHE W % TR
L. RICTRCOREHERE 2 VT T 502" LET,

hostname# show threat-detection statistics top tcp-intercept

Top 10 Protected Servers under Attack (sorted by average rate)

Monitoring Window Size: 30 mins Sampling Interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

1 192.168.1.2:5000 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)
2 192.168.1.3:5000 inside 10 10 6080 10.0.0.200 (0 secs ago)

3 192.168.1.4:5000 inside 2 6 560 10.0.0.200 (59 secs ago)

4 192.168.1.5:5000 inside 1 5 560 10.0.0.200 (59 secs ago)

5 192.168.1.6:5000 inside 1 4 560 10.0.0.200 (59 secs ago)

6 192.168.1.7:5000 inside 0 3 560 10.0.0.200 (59 secs ago)

7 192.168.1.8:5000 inside 0 2 560 10.0.0.200 (59 secs ago)

8 192.168.1.9:5000 inside 0 1 560 10.0.0.200 (59 secs ago)

9 192.168.1.10:5000 inside 0 0 550 10.0.0.200 (2 mins ago)

10 192.168.1.11:5000 inside 0 0 550 10.0.0.200 (5 mins ago)
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clear threat-detection statistics W

hostname# clear threat-detection statistics

BEaT YR avwyk E LT
show threat-detection statistics top AL 10 2 E COFEHEREER T LET,
threat-detection statistics B OBEORETEREA R —T NI LET,
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W clear traffic

clear traffic

EETIVTAETABLORET 774 T 400y X%y FT25I121%, R EXEC E— R T
clear traffic =~ FZEHL £9,

clear traffic

X DEA Zoa<wy RIZEBIEELZIZF—U—FIEZH Y FEA,
TIHILE T 7 4V F OBHERLEIEH Y FHA,
avy Rk E—F WDFRIZ, a~w REANTEBE—FERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
<ILF
aAVTHFR
avwvy kK E—F L—FTvyF |&EB gL k AT LA
#%‘:1:% EXEC ° ° ° ° —_
avy FERE yy—=x EERNE

PEA7 Zoavy REFBEFETT,

BRLEDHA RSMY clear traffic =~ > FiZ, show traffic =~ FCERENDIEET /T4 ET 4 ¢ ZET /T4
TADI T EEIEY FLET, INHDOH T ZiX, &%IT clear traffic =~ > KA AT S THh
b, 73X 2V T4 TTITATVARFT Y TA T RoTHED, BEA LV F—T oA A% B L
TNy MBS MEERLET, o, L, BX=2VT7 10 7794 T ARERICY
T—hRENTOHOLATA 0 Th DGR EZ R LET,

i Wiz, clear traffic =~ FOM AR L E T,

hostname# clear traffic

BEa<w K avy kR H L]
show traffic EBET IV T AT ABLOZET VT4 T 4D X eRRLET,
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clearuauth W

clear uauth

I ND2—FEFIET R TCOZ—F DX v v o SNTERHER L ORAMER 2 T X CHIBR T 5 121X,
e EXEC £ — F T clear uauth =~ > F&2HEH L £,

clear uauth [username]

BEX DA username UEE) HIBRT 52— iR Es 2 — VA THRELE T,
T4 a—VHEEETDHE, TRTO2—VORIER L ORAHERI RS ET,
avy Kk E—F ORI, a~ FEANTEHE—FERLET,
F74F704—I E—F |EFaUT4 aVT7FA+
TILF
aAVTFRX
avy kK E—F L—FTvyF |&EB VTN k DRT A
it EXEC ® ® — — ®
avy FEE yyy—x EERE
BET Zoawy RIIEETT,

HHEDHA K51y

GE)

clear uauth =~ > Fix, 1 A2 —FFHIEIT R TCO2—FD AAA BB LI ORIEOF ¥ v o %
HIBRLET, Zhicky, Zhboax—3i, REEREZERT 2 & X0, BREERElEND Lo
A=

Zoa<wr R, timeout =<2 F& & HITHEHL £,

HZa—P RAPDIP T FLRAIE, RBAlFy vy yaMfPMENEzT, ELWERRA DL F v via S
NTVEY—BERZ2—YFNT 78 ALEIELESA, ¥X2 VT4 TTIAT U ATIEIZEDOT 7
EARFEFNZHFAIIN TS ERAR L, ZOEENEICRELET, 2D Web A b~DT 72
—ERAEND L, mERIE A A—TEFEFADEEIZ, A A—TZD ELELT#—/\J:J@DL&@
A (A A— /75>HLIP7FVX73>E>“C&>€>J:*E/£éﬂ’Li?“)O ZOUFRIZ LD RXT =< ARKIE
W kX, FRAY— oA BEIR S v E T,

IOF Yy vaTiE, 2= KA NITLIZI6HETOT KL R LS —EROXT RNFATINET,

Xauth 214 Rx—T7NWZT DL, 74T MZEHVETHENTWSIP 7 RLADx> b Y 3 uauth
7—7/v (show uauth =~ FCERTE L) [TBMshEd, 272L. Xy FY—ZHKRE—F
T Easy VPN Remote #RE & & $1Z Xauth #fEH 35 L xRy MU —2MIZ IPSec b RADPMER S 1L
5720, T7 AT U A—AORZHIMICNDEZ—FE 1 DD P 7 KL RIZ E@liiﬁﬁ FHZLENTEEY
lo LT=D3- T, Xauth OFETIRFIZ vauth = b U BMER SN EHA, AAAFRRIEZIIT DT«
VT = ARMEL R DEAIF. AAARGE e X U EA X —TNMILT, VAT U =DM
NN D 22— EBIEL ET, AAARIET B X U OFEMIZHOWTIE, AAA 2w FEZRLTL
ZEW,
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W clear uauth

=P OERKNT A RV o - %kiIcF v v v 2 R T 2 %2 B ET 512X, timeout uauth =~
VEREHEALET, T TO—FDOTRTOFEAX ¥ v = FHIERT 5121E, clear uauth =2~ > K
AL ET, REBEGEZERT S & S ITTHRES NI LENELET,

il WIZ, 2—FPRHFRFEIND LT 5627 LET,
hostname (config) # clear uauth user
BlEav K avyk B

aaa authentication  aaa-server =~ FCTIRE SNV —/3 LD LOCAL, TACACS+, F7/-i%
RADIUS @ —Hi85E% 1 x—7 0 b, T4 &8—7 b, EHIERRLE
‘é—o

aaa authorization aaa-server =~ . N THEIN7-— LD TACACS+ £7-1% RADIUS @
Z—PEAEA =T M, T oE—T b, FEERRLET,

show uauth iﬁﬁl_‘@:"“—“‘}j_um uJ‘.Ej;Q J:Un»u rﬁ %& %i“%ﬂ_‘ Li‘d—o

timeout 7 A RVRER O Kk 23 E LE T,
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clear url-block block statistics W

clear url-block block statistics

Tav g Ny 7 fERRW AT 2 E ) T T D%, $5H# EXEC £ — KT clear url-block block
statistics =~ F&FHAL £,

clear url-block block statistics

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WDORIZ, a~vr REANTEDLE—NERLET,
F274F794—)L E—F | #FaUT4 a>TFRFH
<ILTF
aAVTHFR
avYy R E—F =Ty K |&f& gL k AT LA
H:HE EXEC . . . . _
avy RERE yy—2z FTENE
e Zoawy RITEFETT,

BEREDAL T4

3l

clear url-block block statistics =~ > NiZ. 7 v 7 Ny 7 7 FERRAD 7> ¥ (Current number of
packets held (global) WU XIIkR<) #27 VT LET,

w2, URL 70y 7t ae 27 V7 L, 2V TH%ROND DI DAT —F A eRKRT D0l 2R LET,

hostname# clear url-block block statistics
hostname# show url-block block statistics

URL Pending Packet Buffer Stats with max block 0
Cumulative number of packets held: |l o

Maximum number of packets held (per URL): lo
Current number of packets held (global): | 38
Packets dropped due to

| exceeding url-block buffer limit: |0

| HTTP server retransmission: |0

Number of packets released back to client: |0

BgdEa<w R

g&

avwy R BA
filter url N7 427 % URL 74V 7 $—NITED £9,

| oL-12173-02-J

Cisco Security Appliance I? > F Y7LV i



$7FE clearconn a2 F~ clear xlate a2~ F |
Bl clear url-block block statistics

show url-block N2H2 7 4 v 2 ) v H— 3% 721% Websense 7 4 VX U 7 H—"0n b
DINBEEFFS>TWDHRO URL Ny 77 U U ZIZfEA EILD URL ¥+ v
VallBTAERERRLET,

url-block Web —NDISEICEAENS URL Ny 7 7 ZEFBLET,

url-cache N2H2 H—/3F 721% Websense — 305 OJSE 2R L T\ 5O URL
XXy T EARZ—TNVIZL, Fr v aDP A XERELET,

url-server filter =~ > R AT 5 N2H2 %—/3F 7=1Z Websense ¥ — & f5E L
ESc
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clear url-cache statistics W

clear url-cache statistics

a7 4Xalb—ra b url-cache =2~ K 27— X2 M&HIBRTAI21X. M EXEC £—F
T clear url-cache =~ > F&{Hf L £,

clear url-cache statistics

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,

F7A4F794—IL E—F EFa)Fq a2TFRXFb
<ILF
aAVTHFR
avy K E—F L—Fv F |&Ei& TN k AT LA
¥i#E EXEC . . . . —
av Y FERE Jyy—x EERE
BEFF Zoa<wy RiFBFETT,

ERALEDAHS RS54y clear url-cache =~ > R, 27 4 FX=2 L —3 3 25 url-cache S EHZEIR L ET,

URL v v =oAL TH, Websense 712 b/ X—T 51 D Websense 7 W VT 47 1
T 7 v FF— FENEF A, Websense 70 F )b X—T g 0 1 AL TWAEEAIE, Websense
ZEITL T %isk L, Websense 7 H 7T 4 U IERAFRTEAEIICLET, B2V T4
==X & T ERRR T v 7 7 A VB L72%IZ, |url-cache 2~ FE AN L TAL—T v |k
Zmh EEEEd, Websense 712 h )L X—T 3 4 BELON2H2 URL 7 4 v % U o 7Tl
url-cache =~ NOFERIFICT By T 4 7 v 7 BREHINET,

! Wi, URL ¥ v v afiGtEmz 7 V745602 R LET,

hostname# clear url-cache statistics

BlEav UK avwv Rk Bl
filter url N5 74w 2% URL 74 NE Y 7 H—2ED F3,
show url-cache N2H2 7 4 & U v 7 Y—s3F721F Websense 7 4 /L& U 2 7 H—r30 5
statistics DIGEZRFESTVWHLHBD URL Ny 77 U o ZI2EHEND URL v v
allBlToERERSALET,
url-block TUNBEY T =D T 4 VE Y U TREEFE S TWVAHRE]L, Web

Y= ROIGEIHEAESHS URL Xy 77 2 EH L £9,
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W clear url-cache statistics

url-cache N2H2 Y—/3F 72 1% Websense " — 3025 OJRE 2 HE L T\ AR URL
Xy T EARX—TNIL, FXr v iaDHh A XERELET,
url-server

filter =~ > KT 5 N2H2 Y —/3FE /21T Websense Y — N2 57 L
\i\j—o
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clear url-server W

clear url-server

URL 7 4 VU v 7 B —_"O#eHERE 7 UV 79 5121%. $## EXEC =— F T clear url-server =~
Y REERALET,

clear url-server statistics

B DR Zoawy FIZIEBIEELITZF—U— RiEb 0 8 A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,
F274F794—)L E—F | #FaUT4 a>TFRFH
<ILF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
KkE EXEC . . . . _
avy RERE yy—= FTENE
e Zoa<wy RIFEEFETT,

BEREDAL T4

3l

clear url-server =~ N{X, 27 4 Fab— 35 URL 74V Z Y 7 b —"OEHER%E
HIBR L £9,

KIZ, URL 4 —OftEHEwRE 7 V735612 " LET,

hostname# clear url-server statistics

avwvFk H L]

filter url 774227 % URL 74 v& V7 =20 F9,

show url-server N2H2 7 4 v U > 7 H— 3F721% Websense 7 4 VX U 2 7 H—\in i
DINEZFoTWABO URL Ny 77 U 7IZfER SN S URL v v

YallBETolEmERRLET,

url-block TUANBE VT =N oDT 4 VE Y U TREEFF> TS, Web
T—ROINEIHEH S5 URL Ny 7 7 2EFH L E 7,

url-cache N2H2 #—/3F 721X Websense 1 — 305 OJRE 2R L T\ 5O URL
XXy T EARZ—TNVIZL, Fr v 2D A XERELET,

url-server filter =~ > N CfEHT 5 N2H2 % —/3F 721X Websense " — & 5E L

£,
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W clear weep

clear wccp

WCCP 1E# % VUt~ b3 5I2i%, #HE EXEC £— F T clear weep 2~ > FEHEH LT,

clear wcep [web-cache | service number]

B DA web-cache Web &% v a h—EAZEELET,
service-number A FIv 7 —ERID, 2OV —ERADOERIZ. v viallloTHr
SNET, ¥AFTIv T P—ERFEBIT0~254 T, 255 HECEHTE
¥ 7, web-cache ¥— 7 — RN THHEIND Web ¥ v v o —ERXEZED

HE. BRI S AR REIE 256 T,

TIFIE T 7 4V F OBHERLEITZH D T A,

™.

H
I

™.

=3 WDOFRIZ, a~<v REANTEDE—RERLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
RIVF
aAVTFX
avwy kR E—F L—Tv F |E& vugnL [ DRT L
¥etE EXEC . . . . _
avy FERE Jyy—= EFERA
7.2(1) Zoavry FREASRELL,
il WIZ, Web ¥¥ v a —E 20D WCCPE#H%Z V&Y T 2012 RLET,
hostname# clear wccp web-cache
BIEa<w UK avwyFk By
show weep WCCP =27 4 Fal—Taraz®&rLET,
weep redirect WCCP VFA L7 varDYR— el R3x—T M LET,
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clear webvpn sso-server statistics W

clear webvpn sso-server statistics

webvpn Single Sign-On (SSO; > 7V A A ) $—"OFGHERE VY M 5IT1X, FriE
EXEC £ — KT clear webvpn sso-server statistics =~ > R&Z{ffH L £,

clear webvpn sso-server statistics servername

BX DA servername N5 SSO H— DL EZHEE L ET,
TI+NE T 74 b OBERMEIZH Y R A,
avw> kK E—F WOFKIL, ZDa<wry REANTEE—FERLTVET,
274794 —)I E—F |[£%a)F1 2VTFXE
TILF
aAVTHRR
avY kK E—F =Ty F |E& o N [ VRT L
it EXEC d ° * _ —
avy FERE Jy—=x EERNE
8.0(2) Zoavr RREAIRELE,
EREDHS FS1Y MREAER ) OFEHERIZV By FShEH A,
{1 WIZ, B EXECE— RC, ZJU T KN 7787 L—ZOfiHEHREERT 20 2R LET,
hostname # clear webvpn sso-server statistics
hostname #
BEaI<UF avwvk HTL)]
clear crypto accelerator HE7r7E27L—% MIBIZHAZa—"LBLORNT 7T 1L —%
statistics A O E®REZ 7 VT LET,
clear crypto protocol statistics 57 75 L —% MIBIZh 5D 71 kL EEOHKEERE 2 Y
TLET,
show crypto accelerator Ws7 787 L= MIBIZHD/m—\VEBLRT 77 L —4
statistics Ef OEHERERS L ET,
show crypto protocol statistics 1557 7+ 5 L —% MIB 7»6 71 b a /LEAOHKFHEREZ TR L
i‘é‘@
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W clear xlate

clear xlate

BTE OB HNE R I L OEE R 2T AT 5121E, K5 EXEC ©— F T clear xlate =~ > N&fH L £

B

clear xlate [global ip/[-ip2] [netmask mask]] [local ip[-ip2] [netmask mask]]
[gport porti[-port2]] [Iport portl[-port2]] [interface if name] [state state]

X DEREA global ip/[-ip2] EE) Za— L IP 7 RLAERIIT RLAOHIMEZIEEL T, 77
F 4 TREHE )T LET,
gport portl[-port?] (EE) Zao—rUL R— FERIIR— FORAEZIEE LT, 7275477

Lz VT LET,

interface if name

UEE) 72T 4 T hEME A 2 —T oA ZABNZF R LET,

local ipi[-ip2]

(HEE) a—HANVIP 7 FLAEZET RLAOHEHIAZIEEL T, 7277 4
ThEHRE )T LET,

Iport porti[-port2]

LE) v—H )V R — NELIA— NORHEEAIREL T, 777 4 T RE
WEs )T LET,

netmask mask

L) 7a— L IP 7 RLRAEFIZe—HLIP 7 RLRAEIRET AR
}\ ’7“7 7}& %*E‘H/:E_‘Li‘é_o

state state

(EE) WBRZEELT, 7774 7 REHME2 7 V7 LET, kD 1 2L
FoOREEATTEET,

o static: AF¥T 4 vy I EWMEIREL T,
e portmap : PAT 7' m — \VEMARRE LET,

* norandomseq : norondomseq iX/E TP nat 721X R F T 1 v 7 A
EHEELET,

* identity : nat 0 #B 7T N ALHAFREL E7,

BEOREBZEEST 25613, KEEAR—ATRY > TIZEN,

T2+ T 7 4/ N OBERCEIRDH U EH A,

avwv kR E—F ROFIZ, a2 Fe ANTELHEF— R RLET,

274794 —)L E—F |[£%a )T 2VTFXE
TILF
aAVTER
avwry kK E—F L—Ty K |&E# UL [ DRT L
¥ HE EXEC o . . o o
avy FERE J1y—=x EERAE
BETT oo~y RIZEETT,
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HEREDHA K51

clear xlate H

clear xlate =~ > N, iz y hONEEZ27 V7 LET (Ixlate) 13EMAr Y EEKRLET),
EA Ty ME, F—OLEEMTONETHFAMTEET, 374 Fab—varNT
aaa-server, access-list, alias. global, nat, route. ¥ 7-(% static =~ FZBM, £F, 72134
B L7-#812i%. %79 clear xlate =~ > FEEH L £,

xlate 1Z. NAT £72IZPAT By v a oW THBRLET, b0y a id, detail 773 >~
#f8E L7- show xlate =~ R CFE/RCTE E9, xlate 121X, AFT 4T XA FIv I LN 2D
DEATHRHY £,

AEZT 4 v 7 xlate IL, static =~ > FEEH L TER S5 & HiRY 72 xlate T, clear xlate =< > N
. A% T4 v T NIKNOKRA 27 VT LERA, AXT v 7 xlateld, 207 4 X2 b —
Ta v static 2 REHIBRT 2 Z LI L > CORHIBRTE £9, clear xlate =~ > KX, A ¥
FA Y IERNAL— L EHRLEF AL, 2T 4 Falb—3 g D static 22 REHIRLTSH, A4
TA w7 = VEERTLHIMGFEOERII N T 7 4 v 7 8| X WETEET, b O 8
124 %5121%. clear local-host =~ > FZFEHA L £7,

XA+ v 7 xlate 1, nat 2~ RE/iT global 2~ K2 L2 NT 7 4w Z B CTHIIZE U T
ER S 415 xlate T9, clear xlate =~ F& 5795 &, ¥4 F I v 7 xlate 3 LOBEHEFT bz
BENHIBRENEd, £72. clear local-host =~ > FAHH L T, xlate B L OBES T S - FEki %
WEIHIZLHTEET, a7 Falb—a b nat 3~ REZid global 2~ > REHIRL
FHA. AA T v 7 xlate BEXOBET 28GR T 77 4 7OFEEIBAENHV T, Zh b0
WA HIBRT B2, clear xlate =~ > KE721% clear local-host =~ > R&EH L 9,

i WIZ, BIEOEBIB L O A Ty MERE 27 VT T 250 ERLET,
hostname# clear xlate global
BEEaT VR avwo R Ehed
clear local-host g—W )V KA NDRy NU—IEREZ 7 VT LET,
clear uauth FyvraIhica—ViEs LU AEHREZ 7 V7 LET,
show conn TRCDT 7T 4 THfER T LET,
show local-host B—HN RAN Xy U= ERERRLET,
show xlate BIEOEHIERAER R LET,
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