GE)

syslog X vt—o

CHAPTER

COETEH, AvE—TVIZOWTEFIAIZHHA L ET,

FBNHEEBENSRITTWVWEIEES, TDOAvE—I1T ASA =— RiZiEddb v 8 A,

X7 SNMP, £ XL NetFlow 25 ET 5D HFEICOWTE, [CLIFRENA K] 22 LT E&

Wy,

£ 1-112, AvkE—=—YDI7I2ABIOE 7 T AEHEMTONTWHIA yE—VID ZRLET, Ay
t— ID OFR2MIE 100000 ~ 999999 T,

* 11 syslog A vtE—CDI AL VEEFTONATNS A vE—2 ID BS
95 T syslog * ytE—2 0 ID S
aaa, auth o — P RGE 109, 113
acl TI7EAURB 106
appfw TV r—ary T AT Ud— 415
bridge N2 AXT VN 7747 74— 110, 220
JL
ca PKI FBE)R 717
citrix Web VPN 723
clst TR T 747
cmgr B — R 323
config avw R A —T AR 111, 112, 208, 308
cts Cisco TrustSec 776
dap HAFI w7 TIrHARY— 734
eap, eapoudp KXy b —27 T RIviar arb (333, 334
o—/L
eigrp EIGRP Vv —F 4 v 336
email BFA—I T 719
envmon WEE=2Y 7 735
ha EA AN (72—t ——) 101, 102, 103, 104, 105, 210, 311, 709, 727
id Identity-Based 7 7 4 7 U +— /)L 746
ids IRARIN S AT A 400, 733
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& 11 syslog A vtE—20D I SRAELVEERTEATNE A vE—U IDBES HKS)
V3R TR syslog *vE—L0 ID S
ikev2 IKEv2 >V —/L% v |k 750, 751, 752
ip IP A% v 209, 215, 313, 317, 408
ipaa IP 7 FLRE Y YT 735
ips RAB#H Y 27 2 400, 401, 420
ipv6 IPv6 325
l4tm 7F w7 YA, RUAL KM URL, (338
BLOsvr— U X |
1b O—RKRXZov T 728
lic FAEBUA 444
nac policy Xy hU—2 7 RIvyvar avh 731
o—/L iR —
nac settings Fv hU—=27 T RIvvararh 7132
7 — L%
nap Xy NT—2 TI7BARA LB 713
np %y hU—7 TaE 319
npssl NP SSL 725
ospf OSPF V—F 4 > 318, 409, 503, 613
passwd NZAT — ROk 742
PP Phone Proxy 337
rip RIP v—F 4 > 107, 312
rm Uy —RA =wx—T% 321
sch Smart Call Home 120
session a—H% vz 106, 108, 201, 202, 204, 302, 303, 304, 305, 314,
405, 406, 407, 500, 502, 607, 608, 609, 616, 620,
703, 710
snmp SNMP 212
ssafe ScanSafe 775
ssl Secure Socket Layer 725
sve SSLVPN 7 7 A7 v b 722
sys VAT A 199, 211, 214, 216, 306, 307, 315, 414, 604, 605,
606. 610, 612, 614, 615, 701, 711, 741
td R DR H 733
vipr UC-IME 339
vn VLAN Mapping 730
vpdn PPTP B LN L2TP v v = v 213, 403, 603
vpn IKE $ & T IPsec 316, 320, 402, 404, 501, 602, 702, 713, 714, 715
vpnc VPN 7 747 b 611
vpnfo VPN 7 = — /)L A4 —/3— 720
vpnlb VPN e— R RS0 7 718
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& 11 syslog A vtE—20D I SRAELVEERTEATNE A vE—U IDHES HKS)
V3R TR syslog *vE—L0 ID S
webfo Web XR—AD 7 = — )L A —/N— 721

webvpn Web ~X— 2 ® VPN 716

xlate NAT ¥ X T PAT 305

ZOEE, WO THELINLTVET,
e X vE—2 101001 ~ 199021 (P.1-3)
e X vE—2201002 ~ 219002 (P.1-77)
o X v&—3302003 ~ 339009 (P.1-101)
o [ X vt&—3 400000 ~ 450001 (P.1-192)
e [Xy&— 500001 ~ 509001 (P.1-275)
e [Ayt&—602101 ~ 634001 (P.1-287)
(

e X wE—701001 ~ 775007) (P.1-317)

A vt—2 101001 ~ 199021

ZOITIE, 101001 75 199021 FTO A v E—IIIZONTEH L ET,

IS5— *Ay+—Y $ASA-1-101001: (Primary) Failover cable OK.
B T AN STV S AL, IERICHKRE L TV ET, Primary (X, B o # ) 2
BOYE1E Secondary ERENDZ ELH D T,
HENLE FETT,

IS5— *Ay¥—Y $ASA-1-101002: (Primary) Bad failover cable.

BB TN I T AR SN T ETR, EREICHEEL TWERE A, Primary 13,
) EEOEEA T Secondary ERENDZEHHY FT,

WROLE T NA— N —TNEHBELET,

ASA ¥1)—X syslog * vtE—Y
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101003. 101004

IS5— Ay+¥—Y 2ASA-1-101003: (Primary) Failover cable not connected (this unit).

IS5— Ayt—Y 2ASA-1-101004: (Primary) Failover cable not connected (other
unit) .

S T — A —RN— FT— KB X =T NIRRT WET N, T z—L A — = S —T N
Tz =A== T O— OB ICER SN TCWER A, Primary 1X, ¥4 &V EEOGAT
Secondary & REINHZEHH Y ET,

HRILE T AR =T NET 2V F— R ST Ol S OISR LT,

101005

IS— rytw— $ASA-1-101005: (Primary) Error reading failover cable status.

BB T A A= ST ARER SN TWETR TSI VEENA DR T — X R &
WrTEEEA,

HROLE S —TNELZHLET,

ASA >1)—X syslog * vtE—Y
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103001

IS—AvEe— $ASA-1-103001: (Primary) No response from other firewall (reason
code = code) .

BB SIOATVEERN T N TR T XV EEEBETEEEA,
Primary 1%, &7 % VIE@EDE A1 Secondary L RSN HZ bbb EF, £ 1212, 7=—/b
F == AE LKA R T 5720 DK a— RBLOHBHERLET,

= 1-2 BHO—F

HhHa—

K HL

1 o — B NVEEEN, LAN 7 =2 — VA — =N ELEGAIL 7 = — 4 —/3— LAN 1

B—=T 2 A AET, YUTNT 2= A —R=R3FELEBAE VTV 72— F—
N= =TV T, hello X7y FEZELTELT, ETRF VU LEEESLTNE
D

2 A UB—=T 2 A AN A ODT 2= LA —R"—=F 2 DI LOVTh) | D@l SEEE
ATLTZ, 4 2OF7 A ~NZE, 1) Link Up, 2) Monitor for Network Traffic, 3) ARP,
LU 4) Broadcast Ping T,

3 VYT =T Tavy RREEINZ% 15 UL E#EY 7 ACK A2 fF ShvEd A,
4 T 2= A —NR—LAN A VEZ—T 2 A ANEZ T L, MOTF—% L F—T = A AT,
DA R =T 2 ZADT A MIUNEL TWETA, T, o—OVEEIIECTRNE T
LTWAZEEESLTVET,

5 a7 4Falb—arEffb e xR, AZ L ETRE T LE L,

BHEBME T NA—NR—F—TARELIERIN, MHOEERRCNN—RKyT, V7 b
7, BIXUOar 74Xl —va il oTWH I Ea2EERLET, MENHELWVWES,
Cisco TAC IZBRBIWAhE L 7Z X0,

103002

IS— ryt—o $ASA-1-103002: (Primary) Other firewall network interface
interface number OK.

BB A X VEEOR Y NI A =T A APREFTHDLZ L E2 T T A~V EEI R
L¥ L7, Primary 1, ¥ 7 ¥ VIEEDYA T Secondary LS d 2 v dH Y 5,

HRUWE F~ETT,

ASA v J—ZXsyslog *v&—L
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103003

IS5— Ay+t—Y  $ASA-1-103003: (Primary) Other firewall network interface
interface number failed.

BB A HVEBIIARRY NV A F—T 2 A AT T4 VEEPRBLE LT,
Primary 1%, &h & VB OLATT Secondary ERrEndZ bbb £7,

WENE I FXVEBORY NU—I8ERy N —7 NTERAERRLE T LHEITST
T, BEORELERY NU—F A X —T oA AL ET,

103004

IS— rytw— $ASA-1-103004: (Primary) Other firewall reports this firewall
failed. Reason: reason-string

BB IO VEEIIEENEEL TCNWDL I LE R T Ay —Va T T4~ VEBRRED XY
HENHZIE L E L, Primary I, &BH ¥ ) HEEDOEAIT Secondary EnIn2 2 LbdH Y FE
T HEE, KOWTANITRY £,

o Tx—NA—NR—avw L R A F—T A AZADR—=Y 7 Ay MRS LEXVELZEIE L
F L=,

e LAN V== LA —N— A U HZ =T = ANKRMLE LT,
e B3 Standby Ready IREE~DBATICRKI L £ LT,

e VT 4Kl —valDREERL TV =y aICRBRLELE, TOT7 AT UF—LD
a7 4 FXalb—Ta BRI LTWRWATEERH Y 77,

o Tx— A —N— RyT—UDEFITRIML, ZEFEAKRED ACK 3% EINERA,

HENLE TIAVREORT—FAZMHRLET,

103005

IS—AytE—Y  3%ASA-1-103005: (Primary) Other firewall reporting failure. Reason:
SSM card failure

BB BN HFVEBEBNT T A~ VEBIZSSM I — RoEEEZ#RE LE L, Primary X, &%
VU Z VB OYEA1E Secondary EAREND T ELH D T,

WRINE I FVEEORT X 2EERLET,

ASA >1)—X syslog * vtE—Y
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103006

IS—AvtE—o $ASA-1-103006: (Primary|Secondary) Mate version ver num is not
compatible with ours ver num

BBl o — b AEE L B D N—U 3 & EIT LTV % HA Hitless Upgrade H§AE & AL #2320
v MRS ASA AR L L,
o ver num:/N—¥ 3 V&S

HWRIE WHOEBIZ, RUA—Va v EFRITEBEOH L A= a v DA A =Tk A VA h—
L LET,

103007

IS— ryt—o $ASA-1-103007: (Primary|Secondary) Mate version ver num is not
identical with ours ver num

BE  UTHEETETINTWAAA=Y g o —p/LEkEE L B2 58, Hitless Upgrade & -
A—=FLTEY, o—bNVEELEEHEERHDZ L2 ASADBPBRELELE, A A=Y D=3
UMBEIRBIDIT, VAT ADONT = UAPKRTTEBENRHY ET, o, BgHAA—
VERHIMET TS &, ASA TEEMORENRAET DAL H Y £7,

e ver num:/N—YalEE

BBOE TX5EURC, WAOBEICRUA—Y 2 0 A—VEA VA P LET,
104001. 104002

IS— ryt— $ASA-1-104001: (Primary) Switching to ACTIVE (cause: string).

IS— ryt— $ASA-1-104002: (Primary) Switching to STANDBY (cause: string).

BB R X LN A SEE T failover active =~ RE AT D0, £721E7 7T 4 73E T no
failover active 2~ R& AT 5 Z LI L o THHEINIZT = — A —_— X7 OEEINRY) D 2
bIE L7z, Primary 1Z, BF ¥ VIEEOYAIL Secondary ERSN5HZ &b HY T, string
EROMITRD & B Y TT,

» state check

* bad/incomplete config

e ifc [interface] check, mate is healthier
¢ the other side wants me to standby

¢ in failed state, cannot be active

e switch to failed state

ASA ¥1)—X syslog * vtE—Y
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e other unit set to active by CLI config command fail active

HRULE FEECIINADRRRTRA v =V RNRRINDIEGEE, LEIIARETT, L4t
DEEIF, A FVIEENCRE SRR ZHER LT, 7 OREW T DORXT — 57 ZEHERB L
ij‘o

104003

I5— Avyt—Y 2ASA-1-104003: (Primary) Switching to FAILED.
BB UM~ VEBICEENSBAELE L,

BHRUME TIA~VEBORXyE—VEHERLT, HEONEERTERNRODNE D MEH~N
FT (A E—104001 #5H), Primary 1%, BH & U EBE DAL Secondary Ensind 2
L ET,

104004

£

I5— *vwtE—Y 3ASA-1-104004: (Primary) Switching to OK.

SHER  ANCEEICR o EENAHOEEL TS EHE LE L, Primary 1X, B h o VEBEOD
Y& d Secondary ERENDH T EHH Y ET,

HRUWE 1~ETT,

105001

I5— AyvtE—Y 9ASA-1-105001: (Primary) Disabling failover.

BB N—T3  TxUBKETIE. 20oXAvE—ViF, E— DIy TF U VERITL
F). T4V ADI A~y F (BEbERIZarTXAN), £FREANA— RV =27 OME (—FD
EEIIZ IPS SSM 231 VA h— L&k, FOETIZIE CSCSSM A VA =L ENTWVD) H
FIRNTY 2= —_R—=0NHEICT 4 =T N o2 2 L 2R THEMNH Y £9, Primary
i, B F V) EEBEOEAIT Secondary ERENDEZEHHD ET,

HRLE 1T

ASA >1)—X syslog * vtE—Y
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IS5— Ayt—Y  $ASA-1-105002: (Primary) Enabling failover.

105003

BBl “hECTx— A —NRN—%T =T ML T ear Y — LTl EERESETIC
failover =~ > R &N ¥ L7z, Primary 1%, Bh & U EEOEEIX Secondary E/REND
ZEbHVET,

HRLE 1T

IS—AvE—o $ASA-1-105003: (Primary) Monitoring on interface interface name
waiting

105004

B ASA BHRESNIZR Y N =27 AU P =T 2 A A (T == VA== XT OMFLEEL O
AV H—=TxAR) BT ANLTWET, Primary iX, B4 2% VIEBEOEAIX Secondary & 7R &
noszebvbvEd,

HENLE AETT, ASAIT, EWBETICASDOR Y NV =7 A 0 F—T = ZAEHEKITE=
ZLET,

IS— Avt— $ASA-1-105004: (Primary) Monitoring on interface interface name
normal

105005

BB HBEINIEXY NI =T AU F—T oA ZADT AP LE L, Primary i%, ©H 4
V3@ D413 Secondary LoRENDHZEbH Y T,

HRLE F~HETT,

IS—rAyte— $ASA-1-105005: (Primary) Lost Failover communications with mate on
interface interface name.

BBl T == RT O FOIEENRT OFFEEE L EE &2 <20 £ L7z, Primary
X, B XV EEOEET Secondary EoRENDZEHHY FT,

HRLE fESNlcA =T =2 RATEHINTHDERy NT—BIELSHERELTWD Z L
B L ET,

ASA v J—ZXsyslog *v&—L
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105006. 105007

IS5— Aywt—Y  2ASA-1-105006: (Primary) Link status Up on interface
interface name.

IS— rytw— $ASA-1-105007: (Primary) Link status Down on interface
interface name.

BB HESNIEA Y =T =AM ADY T AT —FADF=HZ I U TRERPDRE S VE LT,
Primary 1%, ®h & VB OLATE Secondary ERrEndZ bbb £7,

WRIME Vo7 AT HFARF U TOLIGERBEINA X —T7 oA AR I T
2%y b= BELSEMELTNDZ 2R LET,

105008

IS— ryt—o $ASA-1-105008: (Primary) Testing interface interface name.
BB HEESNERY NS A —T oA ADTAIRIRELE L, 20T X MI, HEX
NI-HIFR%IC ASA BREDA L Z—T 2 A A LETREUNRAIEBNS A v —D 82D 2 LR
TERPoTH B> TEITENFE T, Primary 13, B ¥V #EEDOHEIL Secondary &7 &
Nd>ZELH ET,

HRLE F~HETT

105009

IS— ryt—o $ASA-1-105009: (Primary) Testing on interface interface name
{Passed|Failed}.

BEA  HiOA v H—T A AT AMORER (Passed F721% Failed) 2% &4vE L7z, Primary
X, B XV EEBEOEE T Secondary EoRENDZEHHY FT,

HARWME  HED Passed THIVEARETT, FEEM Failed DAL, WHF D7 = — LA —N—4E

E~DFy NI =7 =TV, BEIOXRy PV =7 ARPELHEREL TV Z 2T =y
L, AGUNAIEEDAT —F AR L ET,

105010

IS5— ryt— $ASA-3-105010: (Primary) Failover message block alloc failed

BB Tovs AFEIUBELTHET, ZHNEF—RKERA v E—TU T, ASAFRIETLIXLERH Y
F7, Primary 1Z, Bh X VIEBOLAIL Secondary EREINDHT EHHY T,

#AZME  show blocks =~ RAFHALTC, BIfEO7 vy Y AEVRE=X LET,

ASA >1)—X syslog * vtE—Y
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105011

105020

105021

105031

*v£—2101001 ~ 199021 W

IS5— Ayt—Y  2$ASA-1-105011: (Primary) Failover cable communication failure

BB T A A= =T ART T A < VEE L v X ) EER OBE AT LTV EYE
luo Primary (X, & &V EEEDSEIE Secondary L RSN D 2 E b H Y ET,

HEWLE TP ELIERINTVD Z L ZERLET,

IS5— Ayt—Y 2ASA-1-105020: (Primary) Incomplete/slow config replication

BB T A= AN=RRAETDLE TV T 4TI ASABIAETINORERERL AL T 4 F 2
L—ya R LET, %, ZTERY— 20 ARIA S 72> TWET, Primary i,
) EEOEAT Secondary EREND T E LBV FT,

HRME  ASA BT =— A —N—FRHEL72%, ASAIZABINC) 77— LT, 7T v a A
EUNHary 7 FX¥alb—TarrEa—RT50, £0350 ASA LHREHLLET (WHTD
LBV ET), T A —NR—REEHRERETHIEEE. T A —N—ar T X
L—2a YEPFRART, MO ASA BEENAVIZEETELIZ 2R LET,

I5— Avyt— $ASA-1-105021: (failover unit) Standby unit failed to sync due to
a locked context name config. Lock held by lock owner name

BB v T s FXal—varoORHEFIC MOMELO TR AN S nEBATaALry 74X
L—vaviEnry 7 LT, ZJo—AF—RN—TaeARHF L a7 s Fab—ra T
LOEWGTTODHEE, A UM EHITBSEBEHZ )V r—FLET, Zhid, 207 4 FaL—
a VEMHEOETHIC, FEHENRAZ AL EETIITa 74 Falb—Ta VZHEZBLTY
DHEICHET L0 H Y £7, [Cisco ASA 5500 Series Command Referencel T, ¥ EXEC
& — R® show running-config =~ > K&, /m— L a7 4 ¥z b—3 3 F— RO pager
lines num 2~ RHEZRL T E X0,

HRBME XX AEERNRYNCT— ML T T 47 HBLDT = — VA — —Ea 2 TS L
TWARIZ, AF VAL EBEBCaA L 74 X2l —2a v 2B RELIFEELRNTLE XN,

IS5— *Ay¥—Y $ASA-1-105031: Failover LAN interface is up

BBl LAN 7o —AA—N— A v F—T ARV IRT v T LTNVET,
HRLE F~HETT,

ASA v J—ZXsyslog *v&—L
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105032

IS— Ayt—o %$ASA-1-105032: LAN Failover interface is down
BB LAN 72— A —NRN— A X —T A AV IRE T LTVET,

K&ME LAN 72— VA —NRR— [  FZ—T < A XO)%%}%%HE%@ bi_gpo E&Fif:liiﬁﬁ{%@
BRENELWZ L2HRALET,

105034

IS—AvtE—o $ASA-1-105034: Receive a LAN FAILOVER UP message from peer.
BB ETRT—FINT, a2 N AvE—URRESNE L,
HRUNE 1~ETT,

105035

IS—AvtE—o $ASA-1-105035: Receive a LAN failover interface down msg from
peer.

B T LAN 7oz — A —NRN— A H—T A AV IRE T L TWVET EBN AL N
4 BE—RIZRS>TWEEE, T/ 747 T— RIcEI0 &b £,

WEBME U7 LAN 7x— LA —R_— (L F—T oA ADEEHER L ET,

105036

IS— tAytw—o $ASA-1-105036: dropped a LAN Failover command message.

BB ASAITTESEDLAN 7x— L4 —n_—a<w L R A v —URFERELE L, 2L LAN
TV — = f U H—T 2 f AR ENFETH 2R LET,

WEOE LANALE—T AR F—TARERENTNWAZ LE2HERLET,

ASA >1)—X syslog * vtE—Y
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105037

105038

105039

105040

*v£—2101001 ~ 199021 W

IS—Avte—o $ASA-1-105037: The primary and standby units are switching back
and forth as the active unit.

BB I ATVEERBIOAZ NS IEENT 7T 4 THEE L L TREIZEY B> T E T,
ZHUE, LAN 7 = — VA —RN—EHEEEILY T MU T ORI REIET LI AR LET,

WENE LANALE—T AR TF—TAREREENTVWAZ L E2ERLET,

IS— rytw— $ASA-1-105038: (Primary) Interface count mismatch

BB T A= N=RRAETLHE T T AT IR ASA B AEINDORERR AT 4 F
V—ya R LET, @E, ZATERY—E2OHRERIRE L 725 TWET, Primary 1,
) EEOEET Secondary ERENDZEHH Y FT,

HELE ASAICI-oT7z—AF—R—2RHENns &, ASAFEEMNIZY 77— LT, 7
Syia AFYMbAYrT 4 Fal—Tarkn— RT3, E£7013580 ASA L EREHLLET
(WHITH>ZEHHVET), 72— A —RN—R5EHERETIHEIL. 72— A —— 2
V74X 2=V a rERANT, MHD ASA EBENAWVICHETEAZ 2R LET,

IS— Ayt — $ASA-1-105039: (Primary) Unable to verify the Interface count with
mate. Failover may be disabled in mate.

BBl T A R—@ RO T IA I BIREI F T D ASA TRESNTNWEA X —
T2 A ADENRFRI L THAEZ EE2HERLET, ZDOA =V, B F Y ASA TREEINT
WHA LB =T A ADEETTA~Y ASA DR TEXRNWILERLET, ZOA -V,
FIA<Y ASAN T 2=V F—R_— A H—T 24 ARBATEI L Z Y ASA LiBETE RV
L &R LET, Primary i3, Bh & U EEOE AT Secondary EREND I ELH Y ET,

WRNE oA~ IBLIOEDILFY ASA TT7x2— A —R_R—LAN, f V¥ —T xR 2y
TA4F¥alb—vay, BIORAT—ZA2MERLES, BV XY ASANASAT 7V r— =
VEFEITLTRY, 72— A —R—=NA X =T N> TWNDZ L EMRLET,

IS—Ayt— $ASA-1-105040: (Primary) Mate failover version is not compatible.

BB T~ BLOEIFY D ASANL, T2 A== RXT L L TEMET D 7-DIZFE T
Tx— VA== VT NI =2TDOR—=2 a2 FTTHMLERHY ET, ZOXAyE—TF, &
HHEY ASA DT =2— )V E == VT =T ONR—=Va VRN T T4~V ASA & HHMEN2 N
ZEERLET, V= NAF—N—RNT T 4= ASA TT 4 E—T NI/ > TWE T, Primary

ASA v J—ZXsyslog *v&—L
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X, &V D ASA OFAIE Secondary EREINDH T EHLH Y T,

WRBUME T2 NA—R—% A =TT DHEDIZ, T4~V BIOELZY D ASA [
T—H LY 7 2T RN—=Va R FEHLET,

105042

IS— ryvt—o $ASA-1-105042: (Primary) Failover interface OK
BB LAN 72— A —NRN— A H—T 2 A A Y IBT v LTWNET,

BB B UHVASARL Tz — NG —NR— A=V ERETHDIEHINAS X —T =
A ADHEEE L CTWE T, Primary i%., BX & U D ASA OA 1L Secondary ERENDZ E L H
D ET,

HRLE F~HETT

105043

IS— rytw— $ASA-1-105043: (Primary) Failover interface failed
BBl LAN 7z — LA —N— [ H—T 2 A R VU INE T LTNET,

BWROLE LAN 72— A —R— A F—T oA ADEHREHRALET, HEEZITI HEBHFO
BHENELWZ 2R LET,

105044

IS— rytw— $ASA-1-105044: (Primary) Mate operational mode mode is not
compatible with my mode mode.
BB BEE—F U AEREYATF) BT 2= F—R_"— ETHTHLRVEAE, 7 =—
NF—=NR—FZTF =T NIz £9,

HRNE FUBEE—FNCRL9 072N F—R_"—ETERELThD, 7z — LG ——
EHEA RX—T VT LET,

l_ ASA ¥Y—Xsyslog »vt—o
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105045

IS5— Ayt—Y 2ASA-1-105045: (Primary) Mate license (number contexts) is not
compatible with my license (number contexts).

BBl T —F v TABLUANT 2= —— ETHTHLARVES. 7 x—d— T
T A B—=T TR F£9,

WROLE FRUL74—F v T4 22X T7 22— F == ETERELTMD,
Tz — VA —N—FBHEA RX—T VI LET,

105046

IS— rytw— $ASA-1-105046 (Primary|Secondary) Mate has a different chassis

B 207 x— L —AN—EENBR LA TO = s TWES, & 2T — R
3AOY FOVY—VEEEDL, b —FRN 6 Ay hOY ¥ — U EEOHETT,

HEWLE 25072 A N"—EBFELTHDL I LzHRLET,

105047

I5— Ayt—Y $ASA-1-105047: Mate has a io card namel card in slot slot number
which is different from my io card nameZ2

BB 2007 =— A= AN—EEIL T HAR Y MIRRDF AT DI — FRFEES LT
£7,

BRBOME Tx— A —R—EOHI—RKRar74FXa2L—arRNRELTHIIEZHRLE
ﬁ—o

105048

IS— ryt—o $ASA-1-105048: (unit) Mate’s service module (application) is
different from mine (application)

BE T T TEEL A AN EEOY—ERE 2 — VTR BT A —a VREMEL
TWAI a7z A —NR— T ARRmEHLE L, 25 —EX EVa2a—AREHIN
TWABE, 2 007 = — /LA — "—3EE T HBENRH Y TH A,

o unit: 77 A~V ERITEI XY
o application : 77V r—<a yO4T (72 & 21X, InterScan Security Card)

HRBME T Ad—N—EFHEAX—TNVICTHENC B SOEBERR LY —E X F 2 —L
AIEHL WD AR LET,

ASA ¥1)—X syslog * vtE—Y
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106001

I5— Ayt—Y  $ASA-2-106001: Inbound TCP connection denied from IP address/port
to IP address/port flags tcp flags on interface interface name

BB NET RLA~OEHRORITR HBESNTL N T 74 v 7 AT IZER SN EX 2 T ¢
RYv—ZLoTHEGENE L, BRENDIP T FL AL, NATIZE > TCHERENDIP TR
VATIHBRLSEREDOIP 7 RLATT, BRIND tep_flags TEIF, BN EGT SN & EITHFEEL
TWETCP ~y X —D7 7 7ZxhE LET, 72 & 21X, ASA ICEEFRIRREMAFTE L 22\ TCP /¥
ey RIRBIE L, ZAREESNTBATT, 207y MO tep flags 1% FIN 5L ACK T,
tep flags IR LET,

o ACK: HEINEFEEDZIFEINE LI,

e FIN: T—#REEINFE L],

o PSH: ZEENT —X%5T7 7V r—railELEL,

e RST:#fnVEy hE&NE LT,

o SYN: v—F U AFSNERLFBT L2 -DICEIbEE L,

o URG: BERA LV IBFEHTHDLLESINFE L,

HRLE F~HETT

106002

IS— Ayte—P $ASA-2-106002: protocol Connection denied by outbound list acl ID
src inside address dest outside address

SRBA  HEE SN #EiL. outbound deny =~ RAFIK TR L £ L7z, protocol ¥
ICMP, TCP, 721X UDP 272V £7,

#4ZME  show outbound =~ FEMHL T, BEV XA ME2ERLET,

106006

I5—Ay+E—Y 2ASA-2-106006: Deny inbound UDP from outside address/outside port
to inside address/inside port on interface interface name.

BB AEUDP Ty FRFRESNIE NI T4 07 ZATIZERSN TN D EXF 2T 1 A
Yol koTHESGENE L,

HRLE 1T

ASA >1)—X syslog * vtE—Y
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106010

106011

106012
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I5— AytE—Y $ASA-2-106007: Deny inbound UDP from outside address/outside port
to inside_address/inside_port due to DNS {Response|Query}.

BBl DNS 7=V —F IS EEFHATHD UDP N7y MRER INE LT,

WRINE WA — FESR S3 DA NHFAA MIXFY v vy X—b =L LTHRTESH
TWbHEEZLNET, access-list I~ RXEEMLT, UDPAR—F 53D T 7 4 v 7 BLV
WESAR A OB N 2T LET, SR — hEEN 53 DFA. DNS — DIR& N iE
Moz, 72U — 3oy —"BnE LiztE2xbNET,

IS— tAyw—o $ASA-3-106010: Deny inbound protocol src [interface name:
source_address/source_port} [([idfw user | FQDN string], sg info)] dst
[interface name: dest_address/dest_port} [([idfw user | FQODN string], sg info)]

BE EEERIT. EX2UT 0 R v—ICLoTHAEINE LT,

HRWE 77407 2HUTOLERLLIHEAE, EX2 )T 4 R V—2EELET, 20
AvE—UREBYIRLERINDGEIE, VE—F ETOFRFICBEVEDELIIZS 0,

IS5— *Ay¥—Y $ASA-3-106011: Deny inbound (No xlate) string

BB ZoXyE—UIE Web 7T UYPRHTA ¥ —%y MIT 7 AL TWDHHEHIZ—HF R0
DHE. WHEONT 7 4 v 7 FJFTERRENET, HH ) vy FSNIHEIERIC, ASA 3
feUty FEZE LIERIZZEDEFOWICH LR A BTy FEEETLE, ZOAyE—UNR
FRENET, ThFER, BHEHLTOEVEEA,

HBALE  no logging message 106011 =~ > RZAH LT, Z DA vt —I M syslog —/NTFE
FRE RN E D ITLET,

I5— AvyE—Y $ASA-6-106012: Deny IP from IP address to IP address, IP options

BB PSSy RARIPAT VA L BICRRSNE L P AT Va3 Xa ) T YRS
LRBENDOT, A7y MIEREShE L,

HEBNE VETt— b SR VATLAOEHREFICH ALY, MEZHNLET, e—In YA
FEMELT, HDVENVRY =R V=T 4 VTR TR — A NV—T 4 TN E I hEH
NET,
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106013

IS—AvtE—o $ASA-2-106013: Dropping echo request from IP address to PAT
address IP address

:ﬂﬂﬂ ASA IZ.PAT /' m—,3L 7 R WS 556587 KLU A& EESEFE ICMP — o —ZR S
FEBEELELE, FEAATY b i TNy FeZETHRE PAT "X FZ2FEETER
wmf%%éhiﬁo

HRLE F~HETT

106014

IZ5— Awt—Y 3ASA-3-106014: Deny inbound icmp src interface name: IP address
[([idfw user | FQDN string], sg info)] dst interface name: IP address
[([idfw user | FQODN string], sg info)] (type dec, code dec)

BE ASA X, TRTOEREICMP N7y b T 7 BAZBESELE L, T 744 F T, ICMP X
Ty MEITAT, BICHFTSA TV HEZRE, 77 xziEfshEd,

HRUWE 1~ETT,

106015

IS— r2yt— $ASA-6-106015: Deny TCP (no connection) from IP_address/port to
IP address/port flags tcp flags on interface interface name.

ERBA  ASA L. BEEMIT O TV B EEED ASA Bt 7 — 7 MIZ/R W TCP X7y EBEELEL
770 ASA 1%, Fr LW ORI ER % /RT SYN 75 7 %237 v T LET, TDSYN 7577
NEEINTELT, BFEOERLRWEE, ASAIZTDO Ny NEFEHELET,

HENE ASAPRZNLOEYR TCP N7y FERKEBICXET2HAERE, AETT, KEIC
ZETHHAE. N7y PEFEELETRL—ALT, TNHDO/RT Yy FREE SRR 2 5
LET,

106016

IS5S— Ayt— $ASA-2-106016: Deny IP spoof from (IP address) to IP address on
interface interface name.

BB 5 IP 7 RL2%%0.0.0.0 T, 568 MAC 7 RL AWM ASA A » F—T =4 ZADT FLAD
Ny b ASAA L E—T oA AZEF LE L, £o, ZDA v =%, ASA BEYREE
BT FLA (ol ziE, RITRTT RLAZREDEYT RV R) RO/ T > MEBERLTCHEIC
bAERINET,

« =T Ny Xy kU—2 (127.0.0.0)

ASA >1)—X syslog * vtE—Y
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e 71— K*+% X (limited, net-directed, subnet-directed. I XL O\ all-subnets-directed)

o %ideARZ 1+ (land.c)

AT =T 47 Ny M E S SICHIET B2, demp 2~ FEEA LT, AE* Y hU—
JIZBTDHIEEILT RVARAZEONNr y NEFREETDHEIICASA 2R ELET, BfE,
access-list =~ N3t s TR, ELLKEET 22 L bRIEEN TV ERA,

HELE ST —VFPRESNTVDIRY P =T ZBRIZSHZ 9 L LTWRNMNE D M Ef
MLET, RECHVDHL7 74T beF=v 7 LET,

106017

I5— Awyt—Y 3ASA-2-106017: Deny IP due to Land Attack from IP address to
IP address

FBA  IP XEXT FL AL IP ZEAEANIE— T, ol — b EEETLR— FBE—D Ty b &
ASADBZELELE, 20X vE—VF, VAT L2OKEBEZHNE L TAT—T 4 oV ENTR
v bR LET, ZOXEL, Land W8 EFEENE T,

HELE —0OAyE—UNGIERHIFRINDIGEIE, HENETHTH D ATREERH Y £,
Ny ME KBOERZRET 20 HoifdziZtLEEA,

106018

IS—Ayg—o $ASA-2-106018: ICMP packet type ICMP type denied by outbound list
acl ID src inside address dest outside address

Bl v —H ) KSR (inside_address) 7HINHBAA N (outside_address) ~DFs(F ICMP <
v b (JBEENZICMP O3 v b)) MB%{E ACL U A MZ Lo THEEESE L,

HRLE 1T

106020

IS—AyE—o $ASA-2-106020: Deny IP teardrop fragment (size = number, offset =
number) from IP address to IP address

BBl ASA W hEeAd TRy FERIET I AL FOEENE END teardrop ¥ 7 =F v & FF
DIPARTy FERFELE LTz, iUk, ASA E7IIBABRIM Y 2T A &K A~ FTT,

HEOE VET—F C70EHECRVEDESN, £EEF2 T 0 RV —IWE->TZD
RARE ORI 2 i HE L £ 9,

ASA ¥1)—X syslog * vtE—Y
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106021

IS—AvtE—o $ASA-1-106021: Deny protocol reverse path check from
source address to dest address on interface interface name

B WENEITT T, BEEECIP T RLAFZ AT —T 407 L LD T A3RLBITONT
WEd, HL—h Ly 27 v 7L BIEEN D Unicast RPF (%, L— MMz koTEHENDIEETLT
RURAEEEZRW Sy FE L, 2037y h%& ASA ~ODHED—HTHD EBELET,

Z DA vE—1%, ip verify reverse-path =~ N C Unicast RPF % A X —7 LIZ L TV 5 E
WCERINET, ZOBEEIL, A ¥ —T oA RZANEND T MZOWTEIELE 9, 4MIl
TRESNTWDIEHE, ASA L, AHNLEIET L7y FEERLET,

ASA X, source address IZEDNWT/A— FERBLET, = MU BREHIAT, Lb— FDER
ENRWERIE, 20X vE—VUREREN, ERITEEZEILET,

— " BB HEE. ASAITRIET AL v —T oA AEHBLET, 7w EBRBDA & —
T2 A AZRFE LRSS, 2Oy MIAT—T7 4 7 ThDHH, ERITSEEE TITEB D S A
NHBIEFN—T 4V TRENFELTWET, ASA L, EAFHFLV—T 4 713 R—FL T
WEH A

ASA BNEIA 2 =T 2 A ATRESN TV DHEIEAFZT 4 v 2 route =~ > R E/Z(T RIP
ZF = v 7 L., source_address BNEOMNERWEEIT, WE2—VRT RLAZ AT =7 17 L
TWET,

HERRLE HEPETPTH-TH, ZOWRNA R—7 V> TWiE, 2 —FIC &k D 0EIX
RETY, ASAICED, HEPIEESNET,

106022

IS—Ayte—9 $ASA-1-106022: Deny protocol connection spoof from source address
to dest address on interface interface name

BER BRI —ET 5Ty M, BEOERDRBINTA A =T oA RET R DA 5 —
Tz A AZBELE L, E72. ip verify reverse-path =~ > RARFHE SN TWVERA,

o 2 2= YRNEA o F— T = A ATHER ARG L2, ASA BNERA 2 —7 = A (T
BET DR CHEa T 256, ASA IS ~DAAEZE8EFF->TnDH I EICRhEd, Zh
IR —T ¢ 7 EIREIL, ASA T AR— RS THWERA,

WEE L, ASA IR AT 2071k E LT, 1 DOER» BRIOBEEKEZ /S > M &ML L5 &R
LZEbHVET, FHLLOHEAL, ASAIRZDOA v E—VERRL T, HEEELET,

HREWE V-7 TP TR L 2B LET

ASA >1)—X syslog * vtE—Y
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106024

*v£—2101001 ~ 199021 W

IS5— Ayt—Y  2ASA-4-106023: Deny protocol src
[interface_name:source_address/source_port] [([idfw user|FQDN string], sg info)]
dst interface_name:dest_address/dest_port [([idfw user|FQDN string], sg info)]
[type {string}, code {code}] by access group acl ID [0x8ed66b60, 0xf8852875]

BBl EBOIP N7y PR ACLICE > THEBEINE L, 20X v E—V X ACL IZX LT log
FTarEARF—T ML TOWREWGEATHLERRINET, IP 7 R AL, NAT IZ L - THER
SNDETEHRLSEBREOIP 7 RLATT, —HTIHILOBEON-HE, IP 7 KU RIZHIGT
Ha—H ID fE#H & FQDN SO 523 H 1S E T, ASA iF, #AER (KA A \=2—¥) F
721% FQDN (2 —#F4NHEATERWES) onFnrgd o 2@ L ET, #ERE-1T
FQDN 23\ A Al BE72 56, ASA IX., ZOF@REX(EIL Lol Fon 7 Cis LT3,

HRME FUCEELTT FLADLORA vE—URS&HERRINDILEEET. 7 VTV T o
VI EIIAR— N AX v UNMTORTWAREEENRH Y £9, UE— b AR MOBFHEFIZBEW
EoELTEIN,

IS— Ayte—o %$ASA-2-106024: Access rules memory exhausted

B TR VAMDaANL TOBRAT, AFIUBRRELTWET, KEOE®ERT 7
2 YA RMUBICBNMENTZa 7 4 X2 b—ya UERITTRIT, ASA S HEHIBRENE L, &
HOAL A NERLT VA VA NDOEY "R5|EEFHINET,

HE4ZMME  Access Lists. AAA, ICMP., SSH. Telnet., 3B X OMOHAIZ A4 FiZ, 727 ER U R
FOBAIZ A 7L LTSI, ar X/ rEanEd, ZnoofAl¥ A4 7o—H%EHIBRL T, it
OHAN A T EBIMTEHLOICLET,

106025, 106026

IS—Avte—o $ASA-6-106025: Failed to determine the security context for the
packet:sourceVlan:source address dest address source port dest port protocol

IS—Avte—o $ASA-6-106026: Failed to determine the security context for the
packet:sourceVlan:source address dest address source port dest port protocol

B ~AFarTXFARE—RORTy FOEF2UT 4 a0 TFARNPHETETEYA, £
HE5DA =8 =R FEFII RN T UART L N BE— RTREINS P 7y MIxt LT
ERENDZENHY FT,

HRLE ~HETT
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106027

IS—AvtE—o $ASA-4-106027:Failed to determine the security context for the
packet:vlansource Vlan#:ethertype src sourceMAC dst destMAC

BB ~ATFarTIXIARNE—RORT Yy hOEXF2V T4 arTFFANFPHETCXERA, =
DA yE—=ViE, FTUVART LU N B—RTEEZEINDIEIP N7y ML TEITERSINE
7,

HRLE F~HETT

106100

IS— rytw— $ASA-6-106100: access-list acl ID {permitted | denied |
est-allowed} protocol interface_name/source_address(source_port) (idfw user,
sg info) interface name/dest address(dest port) (idfw user, sg info) hit-cnt
number ({first hit | number-second interval}) hash codes

BB RAVIOHBI, FESEIHMOGFHHBEERLET, 20X v -V, EE IR
Ty FETEEELT, By PELREWERLNLLEERNA v E—T 106023 LV %< D
Hmaedt L E9,

TR YR NDITIC log SN EENTWDEE, FERM T > b ASAICEGEL, 772X

VARNMIESTHMESNDZ EIWCE-T, ZOAvE—VIDB RN T—ZNDAHEERH D &

ESINET, =& xiE, ASA T (BT — 7 WIC TCP 8 MFE L) ACK N7 v N &32(F

L7e%E, ASAICE > TA Yy E—2 106100 AEMRSNDAREMELA DY £, DA vy E—I0F,

Ny MEIFFR SN, BT 2ERPTFELRVWZOICE TELS EEENDLZLEZRLE

R

A=V OEIFROELY TT,

e permitted | denied | est-allowed : ZH 6 DEIX, /X7 v b33 ACL IZ L > THFAl SN2 ER
SN EEM LU ET, D est-allowed DEA, N7y MIACLICE - THESSNLELE
B, TSN TSy va ry THFAISE L (LT, AEa—¥Rag 72—
Xy DT 7 AEHFA S, @HILACLICL > THESNDIGE Y v b AT S E
DR

e protocol : TCP, UDP, ICMP, F£72iX 1P 7' v ha ik,

o interface name : 7 7 —OEFTLEIIIBILDOA X —T = A A4, VLAN A 4 —
Tz A ARYR—FINTHET,

* source_address : 127 7 —DFEILIP T FLA, IP 7 FLAE, NAT IZL > TERSND
ECIHRSEEDOIP 7 FLATT,

e dest address : v 7 7 —0s%EIP 7 LA, IP 7 FLURAX, NAT IZL > TERINDHET
T2 < EBEDIP 7 KL AT,

o source_port: nZ 7u—OkFELAR— b (TCP £7-21X UDP), ICMP 084, *FLA— k
DHEDOETFIE, AvE—Y XA T TT,

o idfw_user : ASA BNY4#% IP 7 R L AD—W4 % RO HEICHETR O syslog IZBIME 5,
RAAL B &G — YA — 4,

ASA >1)—X syslog * vtE—Y
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sg info : ASAICE»THEIP T FLADEF2 YT 4 J—7 ZI7RBHEENEZEEIC
syslog IZIBMESN2EX 2T 4 IN—T 27, €Xa 74 JV—T41F, X2V T4
TN—"" 2 TRbEEENE EHICFERSINET,

dest port : © 7 7 —0%i5tAR— k (TCP %£721X UDP), ICMP 54, s6ih— FDOH%D
BFIXICMP A vt — a— T, ZHIE—BDORA vtE— A FIHEAARETT, A
78 DA, THITFIZT 0 TT, ICMP A vt —2 ZA47DY X MIHOWTIE, kD URL %
ZH L T 23, http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml
hit-cnt number : FELT-HMIC, Z2O70—RN ACL = MV I L > CHATEITESSINT
B, ASANZDO7 0= LTRERIDA v —V2ERT D EEOMEIT 1 T,

firsthit : 2O 7 v — 23 L CTAEREINIZRAD A vi—1,

number-second interval : & v MNEERET xR MM, Z OMRIL, access-list =~ KT
interval 77> a U AFERA L CRELET,

Nyva a— R A7Vl b Fr—7 ACE B OWEERZ 0@ D ACE (21X, #4722
FREINET, fHIZ, 7y bR E Y 895 ACE ETRESNET, ZNHDO/NNy = a—
K% #7R4 5 121% show-access list =~ K& A LE7,

HRUWE F~ETT,

I5— Avt—Y $ASA-1-106101 The number of ACL log deny-flows has reached limit
(number) .

106102

82l ACL deny X (access-list id deny =~ > R) IZlog 7 a v ZRELTHY, T 7 1>
7 7ua—N ACL L& —EHT 2846, ASAIZ7e—F#fsFy v =2 LET, ZOXvE—I0F,
ASATH ¥ v vadhnd—%7a0—0BN—¥NHRE LZHIR (access-list deny-flow-max =

< REMFRH) 282222/ ET, TDOAvyE—F, Denial of Service (DoS; #— b 2 E
M) WEROKERAERINDAREMENS D 5,

number : access-list deny-flow-max =~ > FZ{H L Ta%E S izl R

HRLE ~HETT

IS— Ayt — $ASA-6-106102: access-list acl ID {permitted|denied} protocol for
user username interface name/source address source port
interface_name/dest_address dest port hit-cnt number {first hit|number-second
interval} hash codes

BB VPN 74 A ZBUCHEASNEZT 7R VA ML Ty bRFRERIZHESSH
FL7, ZTOAvE—UF, AvE—T 106100 ITFHYS T3 VPN/AAA 7 4L EZ DA wE—IT

HRUWE F~ETT,
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106103

IZ5— Ay+E—Y 9ASA-4-106103: access-list acl ID denied protocol for user
username interface name/source address source port interface name/dest address
dest port hit-cnt number first hit hash codes

BBl VPN 74 WX ZBUCHEHAEINET 78R URXA MIL-oTHATy FRERENE L, Z
DA yE—Ud Ay E—106023 ITHYT 5 VPNAAA 74V Z DA vy =V T,

HRLE F~HETT

107001

IZ— Awt—Y $ASA-1-107001: RIP auth failed from IP address: version=number,
type=string, mode=string, sequence=number on interface interface name

BB ASAIIARERFBIEEZFHFORIPIGEA v —VE2ZELELE, 20X vybE—TF, —%
F72135 ASA OFREDEY , FFHIFXASADNLV—T 4 7 T—TN~ODBBEORKMNFEKNE 725 2
EHH0 FET,

BHRBOLE —0OAvb—VIFHEBOAREEZTRLTWVWAED, T4 THILERNHLYET, 20
Ay E—VITRENTVBREETIP 7 RLAZBA L TWARAWEAT, BETE T VT 4T 4
MTRIPRIEF—FXHmLET, WEEEDHMFEOX—ZHHL LY LELTWDAEELH Y £
\?‘O

107002

I5— AyE—Y 2ASA-1-107002: RIP pkt failed from IP address: version=number on
interface interface name

BB ZOAyE—UE —FDAT | JERFCEAZNEICEO 7y b 73BN TRS T
WHTY P BFEKRTERSND ATREMESAH Y £, ZHIERELTERERVEDT, ASA D
N=T 47 T=TNVEMALEI LT DRALOATREELH Y £,

HRNE —0OXAyvb—IFHEBEOWRENZRLTWAED, E=4TH0RERLYET, Ty
MIRFEZEELE LS (A F—TVOBEE), RRF =407y PRICHY £, X7 v b
BEZFIZODWTED LWERHNIE, RREZE=F L CHF—2EFTLET,

ASA >1)—X syslog * vtE—Y
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108002

IS—AvtE—o $ASA-2-108002: SMTP replaced string: out source address in
inside address data: string

g8 Mail Guard (SMTP) A »&— 7% inspect esmtp =~ > RIZ Lo TAER SN E L7z, ASA
T, EFA—N T RV ADEH R T AN—ATERIBIELL,

HRLE F~HETT

108003

I5— *Ayt—Y 2ASA-2-108003: Terminating ESMTP/SMTP connection; malicious
pattern detected in the mail address from

source interface:source address/source port to

dest interface:dest address/dset port. Data:string

BBl ASA X EBFA—N T RFLARKEEOHLDL XY — 2R LT, Biid Fuy 7 LELE,
W ST T,

HRUWE F~ETT,

108004

I5— Av+E—Y 2ASA-4-108004: action class: action ESMTP req resp from
src ifc:sip|sport to dest ifc:dip|dport;further info

BB ESMTP £ v & —iZxt LT ESMTP 82N E S 4L, fEEDOREHEN Mz SNE Lz, &E

DT 7 a rNETENET,

* action_class : 77 > a D7 7 A (ESMTP ® match =+ > FDIFE L ESMTP
Classification, /X7 A —#% =2~ FOEAE 1L ESMTP Parameter)

e action : FITEN 57T 7 v a > (Dropped, Dropped connection for, Reset connection for, =
7-1% Masked header flags for)

o req resp : TR FETILISE

o src_ife  FEILA U E—T = A A4

o sip|sport : BETLIP 7 KL A E X E LA — K
o dest ifc: AV HE—T A AL

e dip|dport : 5856 IP 7 R L A £ 2358 e A — b

o further info : IRDOWF >

1 2® match =~ NOA : matched Class id: match_command (7= & 21X, matched Class
1234: match body length 100),

INT A =L a<x s ROBE  parameter-command: descriptive-message (72 & 213,
mail-relay: No Mail Relay allowed)

HRLE F~HETT,

ASA ¥1)—X syslog * vtE—Y
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108005

IS—AvtE—o $ASA-6-108005: action class: Received ESMTP req resp from
src ifc:sip|sport to dest ifc:dip|dport;further info

BB ESMTP A vt —IIxf L C ESMTP /083 Kl Sav, fREDREENHZ S E LIz, 24
YRTmrous 77 varyNIEITINET,

e action _class : 77 v a D7 7 A (ESMTP ® match =2~ > KDE X ESMTP

Classification, /3T A —% @<= ROYE4A 1L ESMTP Parameter)

o req resp : EIRFETITNE

o sre_ifc: EETAVE—T A AL

o siplsport : E(EILIP 7 F L A E I T#E LA — b

o dest ifc: AV HF—T A AL

e dipldport : 58JE 1P 7 K L A £ 721356 04K — b

o further info : IRONT I

1 2® match =~ NOA : matched Class id: match_command (7= & 21X, matched Class
1234: match body length 100)

NI A= a<wr K (RTA—F s varpavy ) OE : parameter-command:
descriptive-message (1= & %1%, mail-relay: No Mail Relay allowed)

HRLE F~HETT

108006

IS— tAytw—o $ASA-7-108006: Detected ESMTP size violation from
src ifc:sip|sport to dest ifc:dip|dport;declared size is: decl size, actual size
is act size.

BBl ZOA Y MIESMTP A v &=V D% A X3 RCPT aav > NTHS Sz ¥ A A&l %
TWAEAITERSNET,

o src ifc: EEFETXA L E—T oA A4

o sip|sport : E{FILIP 7 KL A F 72 IT#F R — b

o dest ifc: A VH—T A AL

o dip|dport : 5i5E IP 7 R L A £ 213586 — b

o decl size: EE SN A X

e qct_size : EEEDOY A X

HRUWE F~ETT,

ASA >1)—X syslog * vtE—Y
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108007

IS5— Ayt—Y  2ASA-6-108007: TLS started on ESMTP session between client
client-side interface-name: client IP address/client port and server server-side
interface-name: server IP address/server port

BBl ESMTP 5 TH— 27 54 7 @ STARTTLS =~ Rkt LT 220 & o — RTIS
BLFEL, ESMTP A v A7 gy my Dy TR, 20RO NT 7 4 v 73RBS 2L 7
D E9,

o client-side interface-name : 7 7 A4 7 > MANZAIDN D A > H—T = A4 ADLTH]
e client IP address : 7 7 AT FOIP 7 FL A
e clientport: 7 747 h® TCP R— &5
 server-side interface-name : Y — MUNZ[WD> D A & —T = A ADLHI
e server IP address : —/"®D 1P 7 R L X
e server port : ¥—/30D TCP F— &=
HENLE Avb—VroZiCiel CHRLE T, ZoICEEM T 5T\ D ESMTP A Y

v— = v 7 Tallow-tls action log] DEEINTNDL I EEHERLET, BESN TV RNWES
i%. Cisco TAC IZBMWGhELTZE W,

109001

I5— Ayt— 2ASA-6-109001: Auth start for user user from
inside address/inside port to outside address/outside port

B ASA S AAA HICRRESNTEY, BESN2—FIC L DRBAEERZ R L E L7z,
HEWE ~ETT,

109002

I5— Av+E—Y 2ASA-6-109002: Auth from inside address/inside port to
outside address/outside port failed (server IP address failed) on interface
interface name.

BB HEESNTEIY—ANCEY 2 — AN T VB ATE RN OICHRAFER NI L E LT,

HELE FESNCRREY — AN LETRIET —FPEEL TS 2 L 2R L E T,
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109003

IZ5— Ay+E—Y 9ASA-6-109003: Auth from inside address to
outside_address/outside_port failed (all servers failed) on interface
interface name, so marking all servers ACTIVE again.

BB RREET— AR RSN £H A,

HELE ASA D OHREFEY — T LCping #FTLET, 7—FUNEEL TS Z & &R
LET,

109005

IS— tAytw—o $ASA-6-109005: Authentication succeeded for user user from
inside address/inside port to outside address/outside port on interface
interface name.

BB EESHRRREER ARSI LE L,
KEWE ~ETT,

109006

I5— Av+E—Y 2ASA-6-109006: Authentication failed for user user from
inside address/inside port to outside address/outside port on interface
interface name.

B BELIANRAT=RFRE-TWL 72O, EESNTRAEERN KB LE L,
HRLE ~HETT

109007

IS—AvtE—o $ASA-6-109007: Authorization permitted for user user from
inside address/inside port to outside address/outside port on interface
interface name.

BBl FRESNERRAESRAES L E L,
HENE FETT,
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109008

I5— Ay+E—Y 9ASA-6-109008: Authorization denied for user user from
outside address/outside port to inside address/ inside port on interface

interface name.

BB BEOLLNRAU—RRROTWVDIEDIT BESNTET RLAANDT 78R %2 —WRNFFA]
INFHEALTL,

HRLE  FECT,
109010

I5— *ytE—Y 3$ASA-3-109010: Auth from inside address/inside port to
outside address/outside port failed (too many pending auths) on interface

interface name.
S P ATELDERPRET THL720IC, BREERP LT EHEATL,

HRWE BV — D ET E L 72DICRREERIGE TERVONE ) 1 E iR L £ 7, Flood
Defender #4#5 % floodguard enable =~ R TA X —7 /M2 LET,

109011

IS— rtyvte—o $ASA-2-109011: Authen Session Start: user 'user', sid number

BB BERER v v a AR A M E ASA ORTHMSNE LA, FEETLTVEEA,

HENE  FECT,
109012

IS5— ryt—o $ASA-5-109012: Authen Session End: user 'user', sid number,
elapsed number seconds

BBl GBRGEX v v v aBF A LT U Mo TWET, —Fid, RO CHRIENLIEIZ Y
F 9, timeoutuauth =~ FZ2HEHL T, DX A ~—DXA LT U MR EZEFTE £,

HRLE 1T
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109013

IS—AvtE—o $ASA-3-109013: User must authenticate before using this service
BB oV AT OENCRAEE T DMERH Y £7,
HRME Y-t RAEHEMT DA FTP, Telnet, F£7213 HTTP ZEH L THIEL £,

109014

IS— Aytk—9 %$ASA-7-109014: A non-Telnet connection was denied to the
configured virtual Telnet IP address.

%I:I

BA nunﬂz@g:k XS TARFIOERZH Y FHATLE,

HRIME  aaa authentication 35 1 O aaa authorization =~ RNz 7 4 Fa b — 3 iZ
EENTWAZ E2RERLET,

109016

IZ5— *yHE—Y $ASA-3-109016: Can't find authorization ACL acl ID for user 'user'

BB Coa—F0 AAA F— A THESN ACL 23, ASAICIHELERHA, 20T —iE,
ASA ZRETDANC AAA V—R"EZRELEHEICHETLIZENHY £, AAA F— TR
Z—[EAJEME (VSA) BIROEDNT NI > TODAREMDR H Y £,

e acl=acl ID

e shell:acl=acl ID

e ACS:CiscoSecured-Defined-ACL=acl _ID

HHEME ASAICACL ZBIL. AAA Y —N_THEELELO LR AR EZLTEHLET,

109017

IS—Fryvt—o $ASA-4-109017: User at IP address exceeded auth proxy connection
limit (max)

BB YR, 2 PFRIEO T o X UHIREE X T, T eX IS OB AR E £ L,
HEME  proxy-limit proxy limit 2~ RE AN LT ax UHlRE2HECT 2, EREIREHRD

PR AA LA L )2 —VIZER LET, 5l&mE =T —NEREINDEE1E. DoS WED A[FEME
ZRLTWAZEEHD ET,
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109021
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I5— AvtE—Y 2ASA-3-109018: Downloaded ACL acl ID is empty

BBl A Ui uo— FEINZERANC ACE 85 0 8 A, ZORWIE, BYESCTS iprinacl# >3
DFAY . F721F access-list =7~ ROAMNIRIF & 72> TWHAEEMERH D £,

junk:junk# l=permit tcp any any eq junk ip:inacl#l="

HRENE Ech7=7—0H5 ACL 2K —F ha AAAV—RETEELET,

IS—Aye—o $ASA-3-109019: Downloaded ACL acl ID has parsing error; ACE string

BB A vro— RLERTOEMESCT S ip:inacliNNN= O > — 47 > 2 %= NNN & T iz =
TMREELE LI, = OR%E. BTFUSNDOLFRAR—ZALSNDO LT # & =DOMIcH D,
NNN 78 999999999 LV K&\, Z2EDFRRNREZ b ET,

ip:inacl# 1 permit tcp any any

ip:inacl# ljunk2=permit tcp any any

ip:inacl# 1000000000=permit tcp any any

WENE EHEN7-=5—0H5 ACL EHFE 4 AAA Y — " ETEELET,

I5— Avt—Y 2ASA-3-109020: Downloaded ACL has config error; ACE

BB H U o—RINERAOayR—x D12 ary74Xalb—rvaryT7—RBHNFE
T, BROTFAMEERRA v E—VIZEENTWET, 20X vE—UimEE., Eehk
access-list =2~ RXBFHFR & 72> TV ET,

WRIE SIS N7-=5—0H5 ACL 2R —F v M AAAF—NRETEELET,

I5— Ayt—Y 9ASA-7-109021: Uauth null proxy error

B N PRI T—SRAELE LE

HEWE FETT, ZEL. 20TV IRLERSNLDSHEE. Cisco TAC IZHBRWED
LI,
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109022

IS—AvtE—o $ASA-4-109022: exceeded HTTPS proxy process limit

BB ASA /T, HTTPS BRI LT 1 DOHA 7 n+ A CRAFER 2 H L £, R ICHEE
LTWL7BEADER VAT ML > THELNIZHIREZB X 5 &, ASA ITFBFEE EITH T,
DA vE—URERENET,

HRLE 1T

109023

IZ5— *AytE—Y 9ASA-3-109023: User from source address/source port to
dest_address/dest port on interface outside interface must authenticate before
using this service.

HA OV —EX K- PMILRESNEZRY —IZESWTRIAELZZIT T O, EHT 5 LFENR
HYET,

HELE —oOV—tRXF—-FEEHALED ETDE ST, FAIIC Telnet, FTP, £7213 HTTP %
L CRREL 97

109024

I5— AytE—Y $ASA-6-109024: Authorization denied from
source address/source port to dest address/dest port (not authenticated) on
interface interface name using protocol

BB ASA Y AAA FHICRRE S 4L, 2 — PR HATOFAEZ: LI ASA %3l L T TCP ##i 21786 9 &
L7 aicRrmsnE 7,

HRLE 1T

109025

I5— AytE—Y 2ASA-6-109025: Authorization denied (acl=acl ID) for user 'user'
from source address/source port to dest address/dest port on interface
interface name using protocol

BB Ty IRRBLELL, Ty Zid, EREE B L), RN RETO L 51T
W E L~ LEEATLR, ##iiE, Cisco Secure Access Control Server (ACS) @ AAA #F
AR Y =l o TEZESNTc—F acl_ID IC L » THEAEINE LT,

HRLE F~HETT
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109028
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IS5— Aywt—Y  2ASA-3-109026: [aaa protocol] Invalid reply digest received;
shared server key may be mismatched.

BB AAA VDL DINEBRIETCE FH A, REINTZY— N FT—NE S TV D A[REEDR B
DEF, ZDORXAvE—I0F, RADIUS — 3F 721 TACACS+ —R_"ED T W7 vg iz
EREnsztnbv £,

HEME  aaa-server 2~ FEHH L TRESNEZT— AN F—RELWZ L 2EERLET,

IS—Ayte—9 SASA-4-109027: [aaa protocol] Unable to decipher response message
Server = server IP address, User = user

BB AAA AL DIEERMFETE EFH A, BESNTE— N F =05 TV D[R H
DET, ZORAvyE—F, RADIUS H— 3F 7213 TACACS+ — LD T ¥ v a v hiz
RRINDZENHY £7, server_IP_address 1L, B#ET 2 AAA H— D IP T RL AT,
user (X, BERICBEMT T O TN D —Y A TT,

HEBME aaa-server 2~ FEHEA L TRESNEZT— AN F—RNELWIZ L 2HRALET,

IS— Ayte—o $ASA-4-109028: aaa bypassed for same-security traffic from
ingress_ interface:source address/source port to
egress_interface:dest address/dest port

BBl AAA BNETEINTZ AAABIAIE —EHFT2RICEX=2VT 4 F T 7 4 v 77X LTAARR
ENTWET, ZHURRETIAREENRHDIDIE, RUREHFELAEF2V T 4 LULZEES2 5
DA VHE—T A AfE NT 7 4 v RBBTHHE. RLeEXa2V T4 b T 740 v 7R3 &
NAHEE, BEIORAAA =27 4 F 2 Lb—3 3 7 include #3CE 7213 exclude #SC 26 3 5 35
AETT,

HRLE 1T
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109029

IS—AvtE—o $ASA-5-109029: Parsing downloaded ACL: string

BB o —YIIETIZ RADIUS — "\ b2 o a— RENET 78R U R NEBITL TWAR]
ICHESL S — AL E LI,

o string: 77 EAVARNDELWHENTZS T T -2 8T 0527 — Ay k-

HRILE —0OAvyE—TVIKRRINTWDAEREZMEH LT, RADIUS H—" 27 1 Falb—
varNOT 78R VA NERICOIEX= I —%FEL, sFTIELET,

109030

IS—Ayte—v %$ASA-4-109030: Autodetect ACL convert wildcard did not convert ACL
access list source|dest netmask netmask.

am RADIUS — R TREESNTZFAFTIv 7 ACLB. YAV RKI—FK Ry b~ 7 % HEIR
*ﬁﬂﬁ“é%ﬁ AL TEBRSINERFATLE, MEIZ. 2y b~AINRUAL NV RKHI—FRT
HDHD, BEDORY YA T THINEZDRA = KAENHB TERWNTZDICRAE L FT,

e aqccess list : B TE W7 782 JA B

o source : EEILIP 7 KL A

o dest: 3% 1P 7 KL A

o netmask : 5657 RV AFIILEFE LT FLRICKT 2 10 #EEGLEO 71y b w27

HRNE RMmB#_A@TthUXl*/bVX7%ﬁ%UCU4wa—P:y74
Fal—2arBRUNEIDERRET, Ry NRAZEZTANRI—RICTLFPEORE. B
FRZEOV—ROT IR VAN Xy bR FTRTRUA LRI — RTHLIHEE., AAA —
® acl-netmask-convert |Z wildcard X EZFH L E7, FNLUNDOEEIT. Ry N~ R T ZHEH
DXy NV AT EEFFR—NEEERVWIANVREI—F Xy b~ AZIZEELET (0F VD,
Fy b A7 3T 5 2 #EO 1 2R LET, 2l 2,
00000000.00000000.00011111. 11111111 F7=1% 16 #E D 0.0.31.255 DL H 12720 £9), v A7
EFHEEICTHTEDY S, BEOEOY—N"OFTXTOT7 7R VAN Xy N X7 BB TH
%46 . AAA 3 — 30 acl-netmask-convert (Z normal %€ 2 H L £9,

109031

IS—Ayt—o $ASA-4-109031: NT Domain Authentication Failed: rejecting guest
login for username.

BB RS RAN TV NOT 7B ARICRE SN NT RA A ANRRGEE A,
username 23 NT — "THG R —FL4TIEH Y A, BEFITETINET,

BRBOLE —U2RAEIR2—VOERIT. TV FENTV—NEBMLET, 2—FRT7 7
T RAEFAINTORWESIX, LEIIARETT,
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IS— Ayte— $ASA-3-109032: Unable to install ACL access list, downloaded for
user username; Error in ACE: ace.

109033

BBl ASA X, = —PESICERATS7 7R 2 fa—L U X % RADIUS H— 055215

LELEN, VA FVIEL= T —REENTWET, =7 —NEFENDV A MEEHT

BHeE, BX 2V T 4 RN U—ERIIRDAREMNH D720, ASA F2—VE2RIETEEHEATL

72

* access_list : show access-list 2~ ROHINIRRZRINDIFAFT Iy T 77 8RR MIE|
DYTHENTWDLH]

e username : TDOERNZOT 7 A U R NOHIEEZIT 52— DLHI]

e qce: T —PRHEINTZEZIABINTWETZ7EA VA D MY

HHRIME RADIUSH—"Dar 74 FXal— a7 782 VRANERZETELET,

IS— tAyw—o $ASA-4-109033: Authentication failed for admin user user from
src IP. Interactive challenge processing is not supported for protocol connections

109034

BBl EHBHGEORIETIC AAA F Y LU VBN N A —SNFE LR ASAITEDO T T4 T v
N7 r—va U TOXMRERT v U VB ERGTEER A, 2O XD RGEAIT. RBRERIT
DIEGR I, BN fER S ET,

o user : FBIEXAB O L —V DA

e src IP: 7 T7AT L F RAFDIPT FLA

e protocol : 77 A7 v hEFET 1 b aL (SSH vl F7213E 8 HTTP)

WRIE —NOOEEXY A T L TF vy LU DNBRRAE LN I ICAAAZHRELE T,
T, EHE . RSA SecurlD H—/3, F721Z RADIUS fBH®D b — 27 > _"— 2 AAA F—Txt L
T, INLOERAA TORFEERTHZ L2 EHRLET,

IS— Ayte— $ASA-4-109034: Authentication failed for network user user from
src_IP/port to dst IP/port. Interactive challenge processing is not supported for
protocol connections

BBl Ry PU—IBEHROEIETIC AAA F Y LU PERN R H—SNFE LR ASAITED Y
FAT N T TV = a r TOMFMF v Lo D EZRBTE EH A, TOX D REAIE.
PRAERATMER S i, ERSER S NET,

o user : BIESHEDO 2 —YF DL

e src IP/port: 77 AT h RARDIP 7 RLABIOKR— b

e dst IP/port: 77 ATV EBERHLED ELTWDEY— D IP 7 FLARABIOHR— |
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» protocol : 7 7 AT v MERET b =L (7oL ZE FTP)
HEME " hoOBRZA 71 LTF ¥ Lo DRBERRELRVE D ICAAAZHRELET,
ZhuiE, %, RSA SecurlD #—/3, F7-1Z RADIUS D h—2 o _"—2 AAA H— 2% L
T, TNHOHERY A 7 DG

RREERET D EEEWRLET,

109036

IS— AytE—Y 2ASA-6-109036: Exceeded 1000 attribute values for the attribute
name attribute for user username.

BB LDAPISEA v E—IIT

. 1000 # 2 DEAFFOBUENFTENTNET,
attribute_name : LDAP &4

username : 17 A VIEFEO2—F4

HRUWE 1~HETT,

109037

IS—Ayte— $ASA-3-109037: Exceeded 5000 attribute values for the attribute
name attribute for user username.

S ASA TiE, AAA F— BRI CEEOEB O EZZET 5 2 B R— S THET,

AAA B — B[R CBPEIZBI LT 5000 & 2 D fEZ ST E R EE SN TE 56, ASA Tl
COINEA -V EBAGRY L LTREL, R

BIFEHES LET, 20X 5 IdRmiE. BT A
b Y — LB TSI RBECEITHRAISNLTWET, BEEOEREBRY NU—27 TRET ST
BEITXETHY THA,

attribute_name : LDAP @4
username : 07 A VHEO 2 —V4

WHRWME ~obal X=77 (WireShark 72 &) % LT ASA & AAA V— B DFEFE 7
T4 EWVIAR, FL—RA 77 A% Cisco TAC IZHEE L T 2K L T 72 &0y,

109038

IS5S— Ayt—Y  2ASA-3-109038:

Attribute internal-attribute-name value
string-from-server from AAA server could not be parsed as a type

internal-attribute-name string representation of the attribute name

BB AAA VT U RT AN AAA V=R DBERMEENTRBA~EMITLE ) E LTRIRLEL
7=

o string-from-server : AAA V— NIn BT LI2 TS, 40 LFICEV/ETHRET,
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e fpe:fEEINIZRBMEDZ AT

HEWE BN AAA V= A LRICIELSKAERSNTND 2 E 2@ LET, Jic > 0T,
debug ldap =~ N5 L 1" debug radius =~ > F&ZEHLET,

IS— Avte—o $ASA-5-109039: AAA Authentication:Dropping an unsupported
IPv6/IP46/IP64 packet from lifc:laddr to fifc:faddr

SEl NATICL-oTCIPvO 7T RLARIZEHINDIPV6 7 L AFE 71X IPvA T RL A& ETe /N r
MiZix, AAA OFEFEF T ITEAER™LIETT, AAA OFRGER LKL IPv6 7 FL XA &Y AR — |k
LE®A, 7y MIley7&nEd,

e lifc : AJAVHE—T AR

o laddr : EEXLIP 7 RLR

e fifc . WA E—T AR

o faddr : NAT Z#% 055 1P 7 RV A (TFET 5355)

HERIME LI AT,

IS5S— AytE—Y $ASA-6-110002: Failed to locate egress interface for protocol from
src interface:src IP/src port to dest IP/dest port

BB Ty FORBIHEHT A =T A 2% ASABRRHL LS L Licb&ic, =7 —N0
FAELE LT,

o protocol : /N7y DT a kA

o srcinterface : N7y FDOEETA L F—T = A R

o srcIP: "7y FOEEILIP T KL A

o srcport : KFETAHR— M

o destIP: /X7y FNOFEEIP 7 RL-R

* dest port : 5EEAHR— NEH

WRIE 55— Avv—Y ar7s¥al—ar BLOZT—0FEREL-TZA_ O
FMAZ o — L., Cisco TAC IZBWEbHHEL ZE W,
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110003

IS5S—Ayt—Y  $ASA-6-110003: Routing failed to locate next-hop for protocol from
src interface:src IP/src port to dest interface:dest IP/dest port

BB A AT A AN—T 4T T—T N EDRI AN KRy T2 ASABRILE S L LizE
T, =27 —PRAELELL,

* protocol : /X7y hDT | kAL

o srcinterface : /X7y NOEETA LV E—T A A

o srclP: N7y FORELIP T FLA

o srcport : EfFIHAHA— NS

o destIP: /X7y FOFEHIP T LR

o dest port : SR — M
HRUE =7 Avt—V ar74F¥al—valr BLOZIT—0OFRLERSTA RV D

FMiZ 2 e — 1L, Cisco TAC IZBHIWADLELIEE W, TRy TREHIV—T 4 7 T —T7 )V DFE
&R+ 5I21%. show asp table routing =~ > F&#H L E4,

111001

IS—Aytw— $ASA-5-111001: Begin configuration: IP address writing to device

BB T Xalb—varidevice (Tuyb—F4R7 7T via AEY, TFTP,
Tz VAN RE RS HEE FEar Y —VERR DOV ([T D write 2~ K
BANSILE LTz, IP address (X, v 7 A vinary—n RK— ~Tiibnio, F72id Telnet #5E
TIThiehr i r LET,

HRLE F~HETT

111002

IS—Ayte— $ASA-5-111002: Begin configuration: IP address reading from device

BB ST aF¥al—va sk device (TrRYE—T4AY 7T via AEY, TFTP,

T x— VN ZAZ R AEEE | T — VRO WD) B EEARD read =
Fa AJJLUE LT, IP address 13, v /A v ayy — R— kM TITbiizh, £7213 Telnet #
BCiTbni=n&ERrLET,

HRLE F~HETT
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IZ5— Ay+—Y 9ASA-5-111003: IP address Erase configuration

111004

5

111005

5

111007

5

BBl =Y — /L TCwriteerase 2v 2 REAN LTI Ty va AEVDOAREHELELL,
IP_address DX, a7 A 3z —)b F— M Tirbhizdy, £720% Telnet #f5e TiThi 722>
ZRLET,

HRME o0 7/ F2l—valFHELEZRASAZERELTHLL I 7 F2l—Ta

VERFELET, £, TuyE—F 4 27 £ER Yy N =7 OMOBFTICH D TETP —
WCURMREF L THhIar 74 X2l —a rnbElasEiccxET,

— Awyt—Y  9ASA-5-111004: IP address end configuration: {FAILED]|OK}

5588  config floppy/memory/ network =~ > N ¥ 72 (3 write floppy/memory/network/standby
a<w 2 REANLE LT, IP _address DEIX, » 7 A R ay ) —/ R— MTIiTbhizh, £
i% Telnet Bfgi CIToN Tz ZRm LET,

HEMLE Ao b—V0 0K TROWIARETY, ZOAyt—V T2 I —RNERRINTHEI,
Mz LET, 2L 7y =T 4 A7 ICEZRADLHBAIT. 7uy =7 4 A7 REZ

IABEEINC I > TN RNWZ L 2R L ET, TFTP H—ANICHZATLEA T, V—SPEfEL TV
LD L EMRLET,

— *y¥—Y 2ASA-5-111005: IP address end configuration: OK

BB a7 Fa2lb—TarET—REKTLELK, IP address DIEIXZ, v 74 vipnary—
Jb AR— N TIThiey. E7203 Telnet #:45 T lehE R~ LET,

HRLE ~HETT

—Ayw— $ASA-5-111007: Begin configuration: IP address reading from

device.

B reload =~ FE /(X configure =~ REANLTCar 7 4 Falb—varaphrirhE
L7, device 7H¥A NI, 7ayb—F 4 R7 AEV, Ry b, AFUNA ETTMHEITRY
%9, IP_address DIEIX, v 7 A VR Y —)b R— Kk Tirbhizh, £7213 Telnet #f5t TiTH
Nr=rERrLET,

HRLE F~HETT,
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111008

IS—AvtE—o $ASA-5-111008: User user executed the command string
BE = —F M show =~ FUADOEEDa~v > FE AT LE L,

HRLE 1T

111009

IS—AvtE—o $ASA-7-111009:User user executed cmd:string

BBl o —WIckh, a7 4 FXal—rarBEEInNVWa<wr RSB ADENELEZ, 20
A vE—1%, show 2~ RICIEY FRINET,

HRLE 1T

111010

IS—Aye—o %ASA-5-111010: User username, running application-name from IP ip
addr, executed cmd

BB - PRAREEEELITVE L,

o username : RELB L T oo —HF

o application-name : = —YVRFEITLTNWET7 SV r—va
* ipaddr: EWAT—2a DIPT KL XA

o cemd: A—FRETLIav R

HRUWE F~ETT,

111111

I5— Ayt—Y 3aSA-1-111111 error message
BB VAT LAZT—FLEBA VT ITIRANI VT =T —RRAELE LT

HRWE SRR L 22WIEE . Cisco TAC IZBWEDHE L ZE W,
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IS—AvtE—o $ASA-2-112001: (string:dec) Clear complete.

113001

BB TV a3 T 4Xal—valrEHEETLIERNETLELE, VR 77ALB L
WMTERSPHESNET,

HRLE 1T

IS— Ayte—o $ASA-3-113001: Unable to open AAA session. Session limit [Iimit]

rea

113003

ched.

BB AAA U Y —AREHTERWEZDIZ IPSec bR/ ET7-1F WebVPN 5 T AAA EifE%
FITTEEV A, limit HIX. FFAAA b0 F 7 a v ORKREEZRLET,

HERRE FRETHIUT., AAA VY —ADERZHO LET,

IS— tAytw—o $ASA-6-113003: AAA group policy for user user is being set to

pol

113004

icy name.

BB b ST BTV S I —T R = a—FEAEORY v —
policy name T LEEZ INET, policy name i3, LOCAL FBIEDH ERFIZ username =21 v > R &
AL THREINLTEY . RADIUS FBIAEDR ERFIZ RADIUS CLASS B ETRENE T,

HRLE F~HETT

IS— Ayte—o $ASA-6-113004: AAA user aaa type Successful: server =
server IP address, User = user

B IPSec F721% WebVPN #E6ii2kt 95 AAA BIENIEFICE T LE Lz, AAA #1713, R
FE. FFR. ERET AT T 4 7T, server IP address 1%, BT 5 AAA F— 1D IP 7 K
VATT, user 13, HERICBEEMN T ON TV D2 —F4TT,

HRUWE F~ETT,
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113005

IS—Ave— $ASA-6-113005: AAAuser authentication Rejected: reason = string:
server = server IP address, User = user

SiBA  IPSec £t & 7213 WebVPN #&5e 2 B (1T 541 T D 22— Y OFBREZK F 72 (3578 7] 2R
ERSNE Lz, ERPIES SN E O reason 7 4 — /L RIZRENTNET,

server IP_address 1%, B# 325 AAA — "D IP 7 KU AT, wuser i&, HEFICEBENT ST
Wb —HW4 T, aaa_operation 1T, FEAEETITFRATOEL LN TT,

HRLE F~HETT

113006

IS>S— Ayt—Y $ASA-6-113006: User user locked out on exceeding number successive
failed authentication attempts

BB P AR ESR TSRy 7Ty hERTVWET, ZOAYE—ViE, 20

=IOV CERAER ISR L CRERIBK ST RAE L L 228, 5% 02—V RRFEE %

F& o & LTH, BEE D clear aaa local user lockout =~ > FZHHA L Ca—V&T7rm v /7
HFETIE, TXNTHESSINDLZEERLET, user FBUER v 7 SN TWVWE—FTHY

number 1% aaa local authentication attempts max-fail =~ > RZHH L THE SN TV 5k

HrL & VWE T,

#ABME  clear_aaa local user lockout 2~ KA L Ca—V27ra v/ 750 FRS
nod ﬁ‘f}dﬁum nﬁ%ﬁﬁ@ﬂikﬁz%nﬁﬁbij—

113007

IS— Ayte—o $ASA-6-113007: User user unlocked by administrator

BBl = — W VIR E S 4o = —1 7%, aaa local authentication attempts max-fail =~ > N & {#
AL CHRESNZEGRIEAROR KB EZB2 2200y 7 77 hEhi#H, FRENLTWHLIER
FioroTTrrey 7 &RELTE,

HRUWE F~HETT,

113008

IS— Ayte—o $ASA-6-113008: AAA transaction status ACCEPT: user = user

B IPSec #ift % 7213 WebVPN 5t (B 1T 5TV D2 —HF D AAA M T o HF 7 va UHRIE
WIZE T LE L7e, user (3, #FCBETT G T2 —H94 T,

HRUWE F~ETT,

ASA >1)—X syslog * vtE—Y
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113009

IS—Ayve— SASA-6-113009: AAAretrieved default group policy policy for user
user

BHBA  IPSec 2% ¥ 7213 WebVPN #5#5i OFEGEF 72 1378 Al 23 %4 L & L7z, tunnel-group =~ > K
F7/-iX webvpn 2~ RCHRESNTZIAV—7 R —0BERBBEINE L,

HRLE F~HETT

113010

IS— tAyw—o $ASA-6-113010: AAA challenge received for user user from server
server IP address

E5BA  SecurlD Y— & L7z IPSec i OFRFENFEA LE LTz, =—HId, FBREICE» TRt
EREASTEEIRDENET,

o user : HERICBEAM T O TWD 22— P4
o server IP_address : B9 %5 AAA F— "D P 7 F LA

HRLE F~HETT

113011

IS5S— Ayt—Y $ASA-6-113011: AAA retrieved user specific group policy policy for
user user

BB IPSec #Efit £ 721% WebVPN ki OFBREE 72 1L A3 R A L £ L7, tunnel-group =~ > K
F721% webvpn =2~ RTHRESNTIV—T R /—OD)E‘FH)?E%%%M& L7z

HRLE F~HETT

113012

IS—Ayte—v %$ASA-6-113012: AAAuser authentication Successful: local database:
user = user

B IPSec #f5¢ £ 7213 WebVPN £ (2 Bdff 1T b T o2 —HR, m— a—4% F—%
NR— 2| El% Lmquéhi L7,

o user : BEHRICBIHEAT I SN TV D2 —F4
HRME AT,
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113013

113014

113015

113016

IS—Ave— $ASA-6-113013: AAA unable to complete the request Error: reason =
reason: user = user

§5BR  IPSec Bi6 % 771X WebVPN B ICEIEA T SN TV A 2—F D AAA F T 27 o3 Vs,
TT=ICE DR LIED, 3R Y —ERIC I VIR S E Lz,

* reason : PLEH OFEH

o user : BEGHCBEATT STV D2 — P4

HRLE 1T

IS3—Ayte—Y $ASA-6-113014: AAA authentication server not accessible: server =
server IP address: user = user

BHR 7 N1 A IPSec #2fi E 721 WebVPN @l B A b TV d AAA b F 7 va v
FIZHRTEHES AAA V—NEBETEFEFRATLE, 20D, 2—FREHRLELI & LIELE X,
aaa-server 7 V—TIIRHESNTWDI N I T v B —NR"EBLORZOY—ROT XA Z )T 4
WHET, BRI KK T 25680, KRL2WEELH D 7,

HELE EEHO AAA F— L DR AR L E T,

IS—Ave— $ASA-6-113015: AAAuser authentication Rejected: reason = reason:
local database: user = user

B IPSec £5#5 ¥ 713 WebVPN #56 IC BE M T DT b —Foa —h il o—H F—F e
A~OBRAERSEG SN E LI,

o reason : FRMNMESR - ELE OFEH

o user : HHGEICBEAHT O TV D2 — P4

HRLE 1T

IS5S— Ayt—Y 2ASA-6-113016: AAAcredentials rejected: reason = reason: server =
server IP address: user = user

ERBA  IPSec ##ft & 721X WebVPN ##t i B M ST d =2 —HF D AAA b F %7 2 a Vs,
TT IR LD, FRERY) —ENICIVES SN E L,

o reason : P DOZEM

ASA >1)—X syslog * vtE—Y
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o server IP address : B#$ % AAA — "D IP 7 KL A
o user : BERUCBETIT O TV D —H 4

HRLE 1T

113017

IS—Avte—o SASA-6-113017: AAA credentials rejected: reason = reason: local
database: user = user

ERBA  IPSec ##t & 721X WebVPN ##5 i B M 5T d 2 —F D AAA b TZ 7 3 Vs,
T IV ERBLED, TR —EXICIVESENE L, 204XV EREREND
DX, AAA T F 7 2 a U AAA —_TlEla—hL 2—% FT—Z_X—=X L{Tbh
LA T,

* reason : PLEHOFEH
o user : HHGEICEBEAHT O TWDH 2 — P4

HRLE 1T

113018

IS—AvtE—o $ASA-3-113018: User: user, Unsupported downloaded ACL Entry:
ACL entry, Action: action

BB A —bFIh T Z4—~vy hO ACL = M BFEF— "I b Xy rn— RaiE
L7z, AvE—CYOERRD LB TT,

o user: BJAVEBITL TS —H

e ACL entry : 83tV — "X U a— RENTHFR— SN TR ACL = MY

e action : AR —FEINTWRNWACL = M IZH LTETTDHT 7 a >

WHRBME HiEV—"ODACL= VL, ¥YFR—=FENTVWDHACL = ) Zx—~ v MIHE
BTDHDEHIICEHENEETINENLD £7,

113019

IS— tAytw—o $ASA-4-113019: Group = group, Username = username, IP =
peer address, Session disconnected. Session Type: type, Duration: duration, Bytes
xmt: count, Bytes rcv: count, Reason: reason

BB KT A RV a—FRG SN2 I Z20HAERLET,
e group : 7 IV—T74

o username : T—W4%

e [P ET 7TFRLXA

o Session Type : >y a v %47 (=& %X IPSec £721% UDP)
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o duration : HRHIM (Kl 43, BLOH)
* Bytes xmt : E15 ST A MR
* Bytesrev: ZAE ST ANA M
* reason : YRR
=P ERINT
s Kbz
Ul =/ S oY Wyl
TARNVEALT TR
FeRIRE & 43 L7
BEENYVEY LK
BEENY 7 — LT
FHEN Yy MHE UL
R—hxF—
NAS =7 —
NAS 2R
NAS V7 —h
A— N OREA

AV EZ O, F—a2—FICKDRFe VA VR REBATZ L2 RLET, 20
Rz g3 21213, R 74 DA, 2= I L TRED 22— L 2T —
FT1HEZFr A o 2#HAT5E 91 LE T,

A— hBHr S 7
=B RXBERAART]
a—)LNw 7
a—F T —
ARANNER LT

SA HIREIL

IKE @ HiIBR

TR OEH T J —
RERAE K

T2 —X2 DR

77 AT A —NLDOR—K
7 7 RLADERE
ACL fth= 7 —
Tx—RX2xTT—
WETT—

T O

W= Z —

UV R =T R —=RNEONLRWN
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L2TP Bi%h

VLAN ¥ v E'v 7 25—

NAC Y v— =5 —

FAFIvs TIEAR) =0T
YPHE=FSRTWRNI TA TV b 2 A7
RE

HRELE HHICHEI RS TORVIRD | EIIRE T,

113020

I5— Awvt—Y 2ASA-3-113020: Kerberos error: Clock skew with server ip address
greater than 300 seconds

B389  Kerberos % — 38 H ® IPSec £ 721 WebVPN O —HF DFBFENR, ASA DI/ v 7 20
Y= ey 7B 5% B007) UETNTHWAEZDIZRRLELEZ, ZOXRMNEZ 272 & &
T, L LS L LChERENET,

* ip_address : Kerberos —/ 3D IP 7 K L A

HRIME ASA ¥— % Kerberos ' — D7 1 v 7 2R SE £,

113021

IS—Fryvt—o $ASA-3-113021: Attempted console login failed. User username did
NOT have appropriate Admin Rights.

BB o PpEHor YT A LE L LELER, EEShELE,
e username: —Y N AN LIz —HP4

BENE  HL<BMENT admin R —FOEAIL. FOa—F DO —E 2 Z 147 (LOCAL

F 7213 RADIUS FEEH— ) BROLIBRT V7 ERAEZHATEHIIICRESNTND Z & 2R

LET,

e nas-prompt: T2V —A~Dr T A B IORERINTZ LALD EXEC FHHEZFF T L E T3,
A =T (AT 4 Fal—3a MEE) 778 RTHFTLERA,

e admin: TRTOTFT 7B RAZHFALET, a~vr FEEICL > THHTE £4,

FRUSN D=V DOFEIL, TO2—YPREF I ) — L ~DREY R T 7 B A ERHETVET,

FITSNDT 7 aid, 2oL 2MEICET2HAORY O —IZ@#AE L TWAIMERH Y F

j‘o
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113022

IS—Aye—o $ASA-2-113022: AAA Marking RADIUS server servername in aaa-server
group AAA-Using-DNS as FAILED

BEER ASA 7Y AAA Y —NICRREE, FFAl, ERET AT T 4 VT OERERSLE LN, RES
NTWDHEALT T MIBNICEEZZELEEATLE, 20 AAA F—IIFRBD~—27 »
FFonEd, 20 AAA F—NF F—EAnLHIRSE L,

o protocol : ROWTINDZ A T OFEFET = k3L
- RADIUS
- TACACS+
-NT
- RSA SecurID
- Kerberos
- LDAP
e ip-addr : AAA P —DIP T FL A
o tag: V=N T N—T4

BRIVE  AAA R BALTA LT, ASADDT R ATES D L AR LET,
113023

IS5— Ayt—Y $ASA-2-113023: AAA Marking protocol server ip-addr in server group
tag as ACTIVE

BB DRI D~ —2 21T 6T AAA T —30, ASAICE > THUOT 77 4 7ICanEL
oo AAA ZEROWEIZ, Z0O AAA P —REHFHTEL L9127 LT,
e protocol : MONTNNDZ A T OFBFET 7 k2L
- RADIUS
- TACACS+
-NT
- RSA SecurID
- Kerberos
- LDAP
* ip-addr : AAA ¥ —1"DIP 7 FL-A
o tag: —N I N—T4

HRLE A~HETT
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113024

IS—Avte—o SASA-5-113024: Group tg: Authenticating type connection from ip
with username, user name, from client certificate

B 2 —TAOFAAIMEEEIC L 5T, AAA BIZZ 74 7 2 MEEN G S iz —F 4
THROI—VPLAB EEXINE L,

o tg: bR T A—F

o tpe :  HwDOH AT (SSLIVFAT U MERIFITAT L ML R)

s pp:iEEHLTNDLA—FDIP T LA

o user_name : AAA MIZ7 T A 7 MEAZE D S -4 wi

HRUWE F~ETT,

113025

IS— Ayte—P $ASA-5-113025: Group tg: fields Could not authenticate connection
type connection from ip
BB GEWIE b4 A ERICHI TR S AT LR,
e tg: by ITN—T
o fields : REFRXIHRD DN 7 4 —/L K
» connection type : DO X A7 (SSL 7 FA TV NEFRIZIZ FA4 T FLR)
e ip:HEELTVWAH—FDIP T FLX
HREME S HEL. authentication aaa certificate, ssl certificate-authentication, 35 Lt

authorization-dn-attributes D& F—VUV — FNRE LS REINTWDEZ L 2R THILEND D
ESC

113026

IS—Ayte—o $ASA-4-113026: Error error while executing Lua script for group
tunnel group

BB AAAMIZZ A4 7 v FMEHEN b A—FA IS, 27— RELE L, ZOAY
& — 1%, username-from-certificate use-script 47" > a VBN EN LG AT AR S NET,

e error: Lua REENHIR SN/ = T —FF

o tunnel group : GEAFENP L2 —FHEHB LIS &L b rxL T —F

HERME  username-from-certificate use-script CHEA SN TNDL A7 U7 MZZ T =R 0N ED
MR ET,
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113027

113028

113029

113030

IS—AvtE—o $ASA-2-113027: Error activating tunnel-group scripts

BB R U N Ty ANEERFICE— RTEEHA, username-from-certificate use-script 47
arEHERTL R SA—TRELSEEL TV ER A,

HEME FHEEAIL. ASDMEZHEHALT, A2 U7 77 A MCZT =00 E ) D EERT
LZMENRHY ET, debugaaa 2~ REHHL CHEMATZ T — A v —VERET &L
ESc

IS—Ayt— $ASA-7-113028: Extraction of username from VPN client certificate
has string. [Request num]

BB GEAEO—VA OMBEERT, FATHFTH L, BT LE L,
o num : EWRDID (7 7 A RXA~DKRA > OfE), HFICHEINT5E%5 T,
o string : WOWTNNPDAT —HF A A vtE—,

-ERENT

- B E NI

-7 —THKT L

-ERICKTLE

-5ET Lk

HRLE F~HETT

IS—ryvte—9 SASA-4-113029: Group group User user IP ipaddr Session could not
be established: session limit of num reached

Sl BEObvIarEaRkktyyaruo—REBBEL WAL, 22— By g mfk
MTEEH A,

HEME TRETHIUT, RESHTODHIRAZHEML, =K NRNT X 7T 2AF 2L LET,

IS— Ayte—o $ASA-4-113030: Group group User user IP ipaddr User ACL acl from
AAA doesn't exist on the device, terminating connection.

7L B S472 ACL 28 ASA ETROMND FHATLT,
e group : 7 )V—7 DA4HI
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o user : T—HW DL HI
e ipaddr 1P 7 RL A
e acl: ACL %

HEME =7 F2l—TaraZELT BESNT ACL ZBINY %57 ACL D4R E
ELET,

113031

IS— Ayte—o $ASA-4-113031: Group group User user IP ipaddr AnyConnect
vpn-filter filter is an IPv6 ACL; ACL not applied.

BBl EAIND ACL ¥ A 7> TWET, vpn-filter =< > N2 k- T, IPv6 ACL 2®
IPv4 ACL L L CEREINTWVET,

o group : 2—F DI N—T KR T —4

o user: T—W4

e ipaddr: 2 —F DTV v (HDETHEATHRWY) IPT RLX

e filter : VPN 7 ¢ /L% D4 HI

HHRME  ASA © VPN 7 4 L% & IPv6 VPN 7 4 L Z ORE. LN AAA (RADIUS) H—
DT ANHE RTA—=FERIELET, ELWXATDOACL BHEESINTWVWDL I L 2R LET,

113032

IS—AvtE—o $ASA-4-113032: Group group User user IP ipaddr AnyConnect
ipv6e-vpn-filter filter is an IPv4 ACL; ACL not applied.

BE AN D ACL O¥ A TRR-STWET, ipvé-vpn-filter =~ FIZ k- T, IPv4 ACL
2 IPv6 ACL & L TRESNTWET,

e group : —HVDOITN—T R v—4

o user: T—W4

o ipaddr: 2—HDONATY v (FVETHEATHRY) IPT FL2A

o filter : VPN 7 4 VX D4R

HARME  ASA O VPN 7 1 L& & IPv6 VPN 7 4 L Z OFRE. BLUAAA (RADIUS) H—
DT AYNE NRTRA—=FERAELET, ELWZ A 7O ACL BMEEESNTWD Z & 2R LET,
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113033

IS—Aye—o $ASA-6-113033: Group group User user IP ipaddr AnyConnect session
not allowed. ACL parse error.

BREA  R9H9 2 ACL BT L T2z 2D 7 N —T7HNOFRE SNz —% D WebVPN t v
varBnHFREAnEtAl, TOZT—RNEBEINDET, 2—FN WebVPN Z2H L CTurJ A T
HZEEFFFTENER A,

o group : —HVDOITN—T R —4
o user: T—YW4

e ipaddr . 2—FDORTY v (HDHTHATHRY) IPT FL2R

HRWE WebVPN ACL #EBEELET,

113034

IS—ryte—9 $ASA-4-113034: Group group User user IP ipaddr User ACL acl from
AAA ignored, AV-PAIR ACL used instead.
BiBA  Cisco AV-PAIR ACL B“MEH 7=/, sz ACL ZMEHINERATL,
e group : 7 )V—"7 DRI
o user : L—WDOA4H]
e ipaddr 1P 7 KL X
e acl: ACL 4

WENE FHTHELWVACL #MREL, a0 74X 2l —2a VEAEBEELET,

113035

IS—Ay+E— 2$ASA-4-113035: Group group User user IP ipaddr Session terminated:
AnyConnect not enabled or invalid AnyConnect image on the ASA.

BB = —¥%2 AnyConnect 7 74 7 FEfEH LT/ A LELE, SVCH—E AR 10—
PNINEA Z—=T VAT 72 2 TR, FIESVC A A=V BREHANHEE L CWET, Byva v
B T SE LT,

o group : 2=V OERRITRICEN S0 7 v—7 K v —04H]

o user: P AFRIT LTV D2 —FDAR]

e daddrp : B EFITL TV =YD IP 7 KL A
HRILE  sve-enable =~ > R LT, SVC #7 1— LA 2 —7/MZ L E7, sve image

A FEEALTHLWAA—TZ2 I n—RT52LT, SVCAA—VOEEMI L NN—Ta v
ZRGEL £7,

ASA >1)—X syslog * vtE—Y
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113036

IS—Ave— $ASA-4-113036: Group group User user IP ipaddr AAA parameter name
value invalid.

BB RSN R T A —FOEBRARRTT, EITEFICEVWAEERS S0, rShEd
Ao

e group : 7 )V— 7 DA HI

o user : T —HW DL HI

e ipadddr :1P 7 NL &

o name : /XT A —HZ DLH]

WRINLE 2 7 X2l —val2ERLT BESINTERTA—FEBEELET,

113037

IS— Ayte—P $ASA-6-113037: Reboot pending, new sessions disabled. Denied user
login.

BB ASA AU T — MBI O, =37 WebVPN (Cr /A U TE £ AL
HRWE FHETT,

113038

IS—Aye—o $ASA-4-113038: Group group User user IP ipaddr Unable to create
AnyConnect parent session.

BB VY —20OMEORD HEEINZS NV —TNO2—H 2% LT AnyConnect & v ¥ 3 V3
ERESNEHATLE, To&xid, a—¥RERke 7 A VHIRICE LTSN H Y £77,

o group : 7 )V—7 DA

o user : T —HF DLHI

e ipadddr :1P 7 FL X

HRLE 1T
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113039

IS—Ave— $ASA-6-113039: Group group User user IP ipaddr AnyConnect parent
session started.

BB HEINIP T FLRIZBIT S Z D group N user IZ%F LT AnyConnect & v > =2 V233
BEnE L, =—32 AnyConnect 1 7' o X—T%Jr L Tu /A 3% &, AnyConnect & v
a RSN ET,

o group : 7 )V—7 DAHI

o user : L—YDOA4H]

e ipadddr :1P 7 NL &

HRLE F~HETT

113040

IS— tAytw—o $ASA-4-113040: Terminating the VPN connection attempt from
attempted group. Reason: This connection is group locked to locked group.

A BRSBTS ND PR =T E =T ny ZIZRESNTND bR T —
TERUTIEHY FH A,

o attempted group : YN ERFETDH b xL I r—7

» locked group : ¥’ v v 7 FFHIRINTWS b Z—7

ERRE V7 RNV v—FFa—VBEEOIIV—T 0y VELZHERLET,

114001

IS— ryt— $ASA-1-114001: Failed to initialize 4GE SSM I/0 card (error
error string) .

BB RC =T —FFAA v TFHIHE= T —D T dIZ T 27T L) 4GE SSM 1/0 1 — R & w1k
TEEHEATL,
o syslog id : A v &— AT,
e error_string :2C VTNV NA T —FFTAA v TF T 78A 27— (10 #EHO=T—
a—R), RCYUTNAL AR TT—FRDOLEEY TT,
- 12C_BUS TRANSACTION_ ERROR
- [12C_CHKSUM_ERROR
_12C_TIMEOUT ERROR
_12C_BUS_COLLISION _ERROR
_12C_HOST BUSY ERROR
- 12C_UNPOPULATED_ERROR
-12C_SMBUS_ UNSUPPORT

ASA >1)—X syslog * vtE—Y
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-12C_BYTE_COUNT_ERROR
-12C_DATA PTR_ERROR

HEWLE ROFIHZETLET,

1.
2,
3.

ARy NMCEEMTONTWARAyE—V S — 20 L CERLET,
ASATEITLTCWA Y7 b T 27— LFET,

TN ADERE —E > THroBHEALET, BRZO-72%, LTEF-> ThLEREY
ANVET,

R L2 WA, Cisco TAC IZBMWEHE L EE W,

IS5S— HFyt—Y 2ASA-1-114002: Failed to initialize SFP in 4GE SSM I/O card (error
error string) .

B

RC=T7—£73AA v T T — D7 DIZT AT 503 4GESSM /O 7 — R SFP =

R B2 EMPETEEEATLE,

syslog id : A v &— 01

error_string : RC VTNV NRA 2T —FTZAAL v F TR =5 — (10 #EHDO=F—
a—R), RQCYUTILRATT—[IRDEEBY TT,
-12C_BUS_TRANSACTION_ERROR
_12C_CHKSUM_ERROR

_12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR

- 12C_HOST BUSY ERROR

- [2C_UNPOPULATED_ERROR

- 12C_SMBUS_UNSUPPORT
_12C_BYTE_COUNT_ERROR
_12C_DATA_PTR_ERROR

HENLE ROFIHZETLET,

1.
2,
3.

ARy MTEE#EMITONTWARA Yy =V — 208 L THERLET,
ASATHEITLTCWA Y7 b 2T 27—~ LFET,

FA ADEE D> THOFRALET, W& -7, LTRBE->THoERE
AET,

RAFE MR U722 W BA . Cisco TAC ICBRIWAEHhHEL &,

ASA v J—ZXsyslog *v&—L
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114003
I5— Awt—Y 2ASA-1-114003: Failed to run cached commands in 4GE SSM I/0 card
(error error_string) .
HEA RC=I—F7IFAA v TFHIE= T —DTeDIZT AT L) 4GE SSM /O 1 — RiZFx ¥ v
VadNlcavr FEETTEEEATL

o syslog id : A > E— T,

o error string : 12C YV TN NRA LT —FHFAS v F TI7vAT— (10 #EHDO= T —
a2—R), RC YU T/ NATT—TROEEY T,
-12C_BUS_TRANSACTION_ ERROR
- 12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS _COLLISION_ ERROR
-12C_HOST_BUSY_ERROR
- 12C_UNPOPULATED ERROR
-12C_SMBUS _UNSUPPORT
-12C_BYTE _COUNT_ERROR
-12C_DATA PTR _ERROR

HEME ROFIEZETLET,
1. AV PMIEHEMTONTVWDA Ay =V LT —%2 &L THERLET,
2. ASATEFTL DY 7T %2Y)T7—RFLET,
3. TS ADERFRE—EO > THrLHRALET, BREU 7%, LTHEHHF- T oERE
ANET,
4. R L7eWi4A . Cisco TAC IZBMWEbhbE L7230,
114004

IS5— *y¥—Y SASA-6-114004: 4GE SSM I/O Initialization start.

BBl 4GE SSM I/O O#Ib s Bl S iz Z Lo —HFiz@mEhE Lz,
o syslog id : A v &— AT,

HRUWE 1~ETT,

ASA >1)—X syslog * vtE—Y
[ 156 | |



| 1%F syslog *v&—Y

*v£—2101001 ~ 199021 W

114005
IS5— Awt— 2ASA-6-114005: 4GE SSM I/O Initialization end.
BBl  4GE SSM I/O @bk T L= Z EMa—PizmmaInE L,
o syslog id : A > &—TFRTF,
HEME RETT,
114006

IS5— Avyt—Y 9ASA-3-114006: Failed to get port statistics in 4GE SSM I/O card
(error error string).

BB DRC=I7—FTAA v FYIIb= T —D7DIZ ASA » 4GE SSM /O 1 — KO KR — Mgt
HREDFTEEEATL
o syslog id : A v E—AT
o error_string : 2C VTN NA T —FIFAAL v F TI7EA 27— (10 #EHO= T —
a—R), RQC U TN RZATT—FRDEBY T,
- 12C_BUS TRANSACTION_ ERROR
_12C_CHKSUM_ERROR
_12C_TIMEOUT ERROR
_12C_BUS_COLLISION _ERROR
- 12C_HOST BUSY ERROR
- [2C_UNPOPULATED_ERROR
- [12C_SMBUS UNSUPPORT
_12C_BYTE_COUNT ERROR
_12C_DATA_PTR_ERROR

HENLE ROFIHZETLET,
1. AXCPEHEMTONTND Ay =V 2T —%25HR L TR LE T,
2. ASATHETLTWDBY 7 =T %207 —RLET,

3. TAARDERE—E > THOBEALET, BREU- 2%, LTEBFE> THrLERE
ANVET,

4. RAEDRR L72Wia . Cisco TAC IZBMWEHLE LS EE W,

ASA ¥1)—X syslog * vtE—Y
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114007
IS5— Ayt—Y %$ASA-3-114007: Failed to get current msr in 4GE SSM I/O card (error
error string) .
BB 12C =7 —F7FAA v TF WL T — D712 ASA  4GE SSM 1/0 7 — RO BITEDE
Va—)L AT —H A LU AFEREIFTEEFATLI,

o syslog id : A > E— T,

o error string : 12C YV TN NRA LT —FHFAS v F TI7vAT— (10 #EHDO= T —
a2—R), RC YU T/ NATT—TROEEY T,
-12C_BUS_TRANSACTION_ERROR
- 12C_CHKSUM_ERROR
- 12C_TIMEOUT_ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST_BUSY_ERROR
- 12C_UNPOPULATED_ERROR
- 12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT_ERROR
-12C_DATA_PTR_ERROR

HERBLE KOFIHZETLET,
1. AV PMIEHEMTONTVWDA Ay =V LT —%2 &L THERLET,
2. ASATCETLCWDY 7 =T 207 —FLET,
3. TS ADERFRE—EO > THrLHRALET, BREU 7%, LTHEHHF- T oERE
ANET,
4, FUERRI L7204, Cisco TAC IZBWEbEL &0,
114008

IS—ryte—9 $ASA-3-114008: Failed to enable port after link is up in 4GE SSM
I/0 card due to either I2C serial bus access error or switch access error.

B DRCYUTNANARRTIEAZT—FLFAAS v T T/ A =T —07blZ, Up RiE~D
U 7 BATH 4GE SSM 1/O 1 — R TR SN2 ZIZ ASA BWAR— a2 A X—T VT TEEFAT
L7z,

o syslog id . A v &— AT,
o error_string : 2C VTN NA T —FFZAAL v F T I7EA 27— (10 #EHO= T —
a—R), RQCYUTA RZATT—IRDEBY T,
- 12C_BUS TRANSACTION_ ERROR
_12C_CHKSUM_ERROR
- 12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR

ASA >1)—X syslog * vtE—Y
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-12C_HOST_BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT_ERROR
-12C_DATA_PTR_ERROR

HEWE ROFIEZETLET,

1.
2.
3.

ARy MCEE#EMITONTWAA Yy =V — 208 L THERLET,
ASATEIT LWL Y 7 b7 U7 —hFLET,

TNAZADERZ —EY > THroEREALET, BREZU-72%. LTERH-> T OERE
ANET,

R MR U WG Cisco TAC IZBRIVWEhE < Z a0y,

IS5— AwyE—Y $ASA-3-114009: Failed to set multicast address in 4GE SSM I/0 card
(error error_string) .

i

RC =T —F T AL v F YW= T — D722 ASA H4GESSM /O 1 — RO< /L F F ¥

AR T RLARRETEEHATLE,

syslog_id : A vt — VBT,

error_string : 2C YV TNV NA T —F 1 F3AA v F TR =7 — (10 #EHO= T —
a—R), RCYUVTN AR TT—FKRDOEEBY T,
-12C_BUS_TRANSACTION_ERROR

- [12C_CHKSUM_ERROR

- 12C_TIMEOUT_ERROR
_12C_BUS_COLLISION _ERROR
_12C_HOST BUSY_ ERROR

- 12C_UNPOPULATED_ERROR

-12C_SMBUS _UNSUPPORT

- 12C_BYTE_COUNT ERROR

- 12C_DATA_PTR_ERROR

WROMLE KOFEEZEITLET,

1.
2,
3.

ARy MCEEMTONTWARAyE—V S — 280 L TR LET,
ASATEITLTCWAY 7 by =T 7—rLET,

TNRAAZADERE —EY > THrOHRALEY, Bz, LTEF-> TrbERE
ANET,

RAEDMEDE U722 WiE4A . Cisco TAC ICBRIVWEDELZE W,

ASA v J—ZXsyslog *v&—L
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114010

IS—Ayt— %$ASA-3-114010: Failed to set multicast hardware address in 4GE SSM
I/0 card (error error string) .

HEA DRC=7—F7ITAA v TFUHHL=TF —D7=HIZ ASA N AGESSMI/O 1 — RDO< /L F ¥ ¢

AR N=Ry=x7 7T RLVAZRETEEEATLLE,

o syslog id : A > E— T,

o error_string : 2C VTN NAZT—FFZAAS vF TI7EA =T7— (10 #EHO= T —
a—R), RCYUVTN AR TT—FKRDOLEEBY T,
-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR
- 12C_TIMEOUT_ERROR
_12C_BUS_COLLISION ERROR
_12C_HOST BUSY ERROR
- 12C_UNPOPULATED_ERROR
-12C_SMBUS _UNSUPPORT
-12C_BYTE_COUNT ERROR
-12C_DATA_PTR_ERROR
_12C_DATA_PTR_ERROR

HROLE KOFEEZETLET,
1. AV MCBEEMTONTWE A v -Vt T— %k L CHERLET,
2. ASATHEFLTWEY 7 b =T7%2U 7 —FLET,

3. TS ADERE -FEY > THoHEALET, BRZY-2%, LTEBFE-> ThrbERE
ANLET,

4. RAEMNRDE L2054, Cisco TAC IZBRMWEHHEL EE W,

114011

I5— Avy+t—Y %$ASA-3-114011: Failed to delete multicast address in 4GE SSM I/O
card (error error string).

BB RC=TJ7—FEFAA v FPHHL=T — D=2 ASA N AGESSMI/O 1 — RDO~= /L F % ¢
ARNT FLAZHIBRTEEEATL,
o syslog id : A v E—AT
o error_string : RC VTN NRA LT —FIFAAL v F TI7EA 27— (10 #EHO= T —
a—R), RQCUTILRATT—[IRDEEBY TT,
-12C_BUS _TRANSACTION_ERROR
_12C_CHKSUM_ERROR

-12C_TIMEOUT_ERROR

ASA >1)—X syslog * vtE—Y
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-12C_BUS_COLLISION_ERROR
-12C_HOST_BUSY_ERROR
-12C_UNPOPULATED_ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT ERROR
-12C_DATA_PTR_ERROR

HEWE ROFIEZETLET,
1. ANV PCEEMTON TV RA y =V 2T —2aEH L TR LET,
2. ASATHETFLTWDBY 7 =T %207 —RFLET,

3. TS ADERE —E > THrLHEFZALET, EREZT 7%, LTEBFEF> THrbERE
ANVET,

4. RIEDMRR L7206, Cisco TAC IZBWEbEL SV,

114012

IS—Aye—o %$ASA-3-114012: Failed to delete multicast hardware address in 4GE
SSM I/0 card (error error string).

BB RC=I7—FTAA v FUIb=T —D7DIZ ASA PN 4GESSM /O 71— RO~< /L F F %
AR N—=FRU=7 7 FLVAZHIBRTEEEALTLE,
o syslog id . A v &— AT,
e error_string :12C VTNV NA TG —FFTAA v TF TR 27— (10 #EHO=T—
a—R), RCYUTANRRATT— 3RO EBY TT,
- 12C_BUS TRANSACTION_ ERROR
- [12C_CHKSUM_ERROR
_12C_TIMEOUT ERROR
_12C_BUS_COLLISION _ERROR
_12C_HOST BUSY ERROR
- 12C_UNPOPULATED_ERROR
- [12C_SMBUS _UNSUPPORT
- 12C_BYTE_COUNT ERROR
_12C_DATA_PTR_ERROR

HENLE ROFIHZETLET,
1. AXVMCHEEMSTONTNDE Ay =V 2T — 25U TR LET,
2. ASATHETLTWDBY 7 =T %27 —RFLET,

3. TAARDERE—E > THOBEALET, BREU-72%, LTEBFE> ThrLERE
ANVET,

4. RAEDRRR L72Wga . Cisco TAC IZBMWEHLE L EE W,

ASA v J—ZXsyslog *v&—L
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114013

IS5— AwyE—Y $ASA-3-114013: Failed to set mac address table in 4GE SSM I/O card
(error error_string) .

HBH DRC=I7—FHITAA v TFUHbE=T —D7=DIZ ASA ¥ 4GESSMI/O 1— RO MAC 7 R
VA T=TNERETESERATLE,

o syslog id : A > E— T,

o error_string : 2C VTN NAZT—FFZAAS vF TI7EA =T7— (10 #EHO= T —
a—R), RCYUVTN AR TT—FKRDOLEEBY T,
-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR
- 12C_TIMEOUT_ERROR
_12C_BUS_COLLISION ERROR
_12C_HOST BUSY ERROR
- 12C_UNPOPULATED_ERROR
-12C_SMBUS _UNSUPPORT
-12C_BYTE_COUNT ERROR
-12C_DATA_PTR_ERROR

HEME ROFIEZETLET,
1. ANV PCHEEMTON TRy —V 2T —2aEH L THRIELET,
2. ASATHETFLTWDBY 7 =T %207 —RFLET,

3. TS ADERE -FEY - THoHEALET, BRZY-2%, LTEBFE-> ThrbERE
ANET,

4, FENED L2 WE4A . Cisco TAC IZBRIWEHLHEL ZE N,

114014

IS5S— 4wt — 3$ASA-3-114014: Failed to set mac address in 4GE SSM I/O card (error
error string).

BB RC=T7—F7FAA vy TFHHL= 7 —D7=HIZ ASA N A4GESSMI/O 1 — RO MAC 7 K
VAZRECTEERFATL,
o syslog id . A v &— AT,
o error_string : 2C VTN NA LT —FFZAAL v F TI7EA 27— (10 #EHO= T —
a—R), RQCYUTA RZATT—IRDEBY T,
- 12C_BUS TRANSACTION_ ERROR
_12C_CHKSUM_ERROR
_12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR

ASA >1)—X syslog * vtE—Y
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-12C_HOST_BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT_ERROR
-12C_DATA_PTR_ERROR

HEWE ROFIEZETLET,

1.
2.
3.

ARy MCEE#EMITONTWAA Yy =V — 208 L THERLET,
ASATEIT LWL Y 7 b7 U7 —hFLET,

TNAZADERE —EY > THrOHRALES, Bl 7%&, LTEF-> ThrbERE
ANET,

R MR U WG Cisco TAC IZBRIVWEhE < Z a0y,

I5— Awt— $ASA-3-114015: Failed to set mode in 4GE SSM I/O card (error
error string) .

i

RC =T —F T3 AA v FHHIL=F —D7=DIZ ASA » 4GE SSM /O # — FOfEGIE— R

FIFREET-—FEZRETEEETATL,

syslog_id : A vt — VBT,

error_string : 2C YV TNV NA T —F 1 F3AA v F TR =7 — (10 #EHO= T —
a—R), RCYUVTN AR TT—FKRDOEEBY T,
-12C_BUS_TRANSACTION_ERROR

- [12C_CHKSUM_ERROR

- 12C_TIMEOUT_ERROR
_12C_BUS_COLLISION _ERROR
_12C_HOST BUSY_ ERROR

- 12C_UNPOPULATED_ERROR

-12C_SMBUS _UNSUPPORT

- 12C_BYTE_COUNT ERROR

- 12C_DATA_PTR_ERROR

WROMLE KOFEEZEITLET,

1.
2,
3.

ARy MCEEMTONTWARAyE—V S — 280 L TR LET,
ASATEITLTCWAY 7 by =T 7—rLET,

TNRAAZADERE —EY > THrOHRALEY, Bz, LTEF-> TrbERE
ANET,

RAEDMEDE U722 WiE4A . Cisco TAC ICBRIVWEDELZE W,

ASA v J—ZXsyslog *v&—L
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114016

IS5— Ayt—Y 3ASA-3-114016: Failed to set multicast mode in 4GE SSM I/O card
(error error_string) .

HEA DRC=7—F7IFAA v TFUHHL=TF —D7=DIZ ASA B AGESSMI/O 1 — RDO< /L F ¥ ¢
AN E—FRERETEEHATLE,

o syslog id : A > E— T,

o error_string : 2C VTN NAZT—FFZAAS vF TI7EA =T7— (10 #EHO= T —
a—R), RCYUVTN AR TT—FKRDOLEEBY T,
-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR
- 12C_TIMEOUT_ERROR
_12C_BUS_COLLISION ERROR
- 12C_HOST BUSY ERROR
- 12C_UNPOPULATED_ERROR
-12C_SMBUS _UNSUPPORT
- 12C_BYTE_COUNT ERROR
- 12C_DATA_PTR_ERROR

HEME ROFIEZETLET,
1. ANV PCHEEMTON TRy —V 2T —2aEH L THRIELET,
2. ASATHETFLTWDBY 7 =T %207 —RFLET,

3. TS ADERE -FEY - THoHEALET, BRZY-2%, LTEBFE-> ThrbERE
ANET,

4, FENED L2 WE4A . Cisco TAC IZBRIWEHLHEL ZE N,

114017

IS5— Ayt—Y $ASA-3-114017: Failed to get link status in 4GE SSM I/0 card (error
error string).

BB RCIUVIUTNANNRTIE®RAZT—FEAA T TR =T —0D7=DIZ ASA ¥ 4GE
SSMI/O =KDV v A7 =2 A%ETEEFATL,
o syslog id . A v &— AT,
o error_string : 2C VTN NA LT —FFZAAL v F TI7EA 27— (10 #EHO= T —
a—R), RQCYUTIANRRATT—|IROLIEBY T,
- 12C_BUS TRANSACTION_ ERROR
_12C_CHKSUM_ERROR
_12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR

ASA >1)—X syslog * vtE—Y
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-12C_HOST_BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT_ERROR
-12C_DATA_PTR_ERROR

HEWE ROFIEZETLET,

1.

2
3.
4

VAT LEHEICEMLET,
AR MIBEMT SN TWARA vy =V 25— %30 L CTHERLET,
ASATCETL WL Y7 b7 T7—FLET,

TNRAZADERE —EY > THrOHRALEY, B>k, LTEH-> TrbERE
ANVET,

R MR U7 WG Cisco TAC IZBRVWEhEZE 0y,

IS—Ayte—9 $ASA-3-114018: Failed to set port speed in 4GE SSM I/0 card (error
error string) .

At
RETEEHATLE,

%

RC=F—F7FAA v FHHIL=F —D7=DIZ ASA H4GESSM1/O 71— RO AR — M #H

syslog id : A v &— AT,

error_string : 12C VTV NRA 2T —F 1AL vF To7EA =7 — (10 RO —
a—R), RQCYUTA NRRTT—FKRDEEBY TT,

-12C_BUS_TRANSACTION _ERROR
-12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST _BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT_ERROR
-12C_DATA_PTR_ERROR

HENLE ROFIHZETLET,

1.
2,
3.

ARy MCEE#EMTONTWARAyE—V S — 280 L TR LET,
ASATEITL WA Y7 b T %27 —FLFET,

T ADERE HER > THBFRALET, BREY %, LT R THDBRE
AET.

R L2 WiA . Cisco TAC IZBMWEHLE L EE W,

ASA v J—ZXsyslog *v&—L
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IS5— Ayt—Y SASA-3-114019: Failed to set media type in 4GE SSM I/O card (error
error string) .

BB DRCTI—FTAA v FUMLT T —D70IZ ASAD4GESSMI/O 1 — FD AT 4 T X
A 7R ETEEEATLE

syslog id : A vt — VBT,

error_string : 2C YV TN NA 2T —F 2 F3AAS vF TI7vA =F7— (10 #EHO= T —
a—R), RCYUVTN AR TT—FKRDOLEEBY T,
-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR

- 12C_TIMEOUT_ERROR
_12C_BUS_COLLISION ERROR

- 12C_HOST BUSY ERROR

- 12C_UNPOPULATED_ERROR

-12C_SMBUS _UNSUPPORT

- 12C_BYTE_COUNT ERROR

- 12C_DATA_PTR_ERROR

HEME ROFIEZETLET,

114019
1.
2.
3.
4,
114020

AR MIBEMT O TWARA vy =V 25— %30 L CTHERLET,
ASATCTEITL WL Y7 b7 T7—FLET,

TNRAZADERE —EY > THrOHRALEY, ERzU-7&k, LTEF-> TrbERE
ANET,

RAEDMEDE U722 WiE4A . Cisco TAC ICBRIWAEDELZE W,

IS5— Ayt—Y 2$ASA-3-114020: Port link speed is unknown in 4GE SSM I/0 card.

BBl ASA B 4GESSMI/O H— RDOAR—F Vo7 #HEEZMHTEEFATLE,

HEWE ROFIEZETLET,

1.
2,

ARy MZBEEFT SN TWHWAE R v —U %L THERLET,

4GESSMI/O 1—FR&Z Uty L, YZ MU =T RAXy b HEIWICEIET 2089 0
EBELET,

V7 N T RAEBIICEE LARWEAE. T AOERE - EY o ThBEEALET,
BIRZY > 7-%, LTEBFRF-> T LEREZANET,

R MR U e WG Cisco TAC IZBRVWE R ZE 0y,

ASA >1)—X syslog * vtE—Y
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IS—Ayt— $ASA-3-114021: Failed to set multicast address table in 4GE SSM
I/0 card due to error.

BB DRCYITNAANRRTIEVRZT—FFAAL T TI78A T —D7HIZ ASA » 4GE
SSMI/O 1—FRDO~AFFv AL T RLVAT—TVEHFRETCEEHEATLE,

e error : AA T T EA T — (10#EH DT — a—R) FLERCITNHNR =
S— EZZLNDBINRC VYT NRATT—FTROLEEY T,
-12C_BUS_TRANSACTION ERROR
-12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS_COLLISION ERROR
-12C_HOST _BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_ BYTE_COUNT ERROR
-12C_DATA PTR_ERROR

WROLE KROTFEEZETLET,
1. AV MZBEEMTONATWHWDE A v —U 2508k L CTHERLET,
2. ASADY T —E2RALET,

3. Y7 NU=THRHBMIZEE LRWEEE, T3 A0EREZ —EY> ThoHRALET,
BIRZEG > 2%, LT ERFF-> THhLEREZ ANLE T,

4. BEDR L7206, Cisco TAC IZBMWE b0,

IS5— Ayt—Y %$ASA-3-114022: Failed to pass broadcast traffic in 4GE SSM I/0 card
due to error string

BB AAvF 7 /Ex =7 HEET ASA 78 4GE SSM IO #— KTTa—F¥ v 2 b |+
T4y EETIENTEERATLE,
e error string : 10 (=5 — a—RTHLIAAN v TF 778 RA =T —
HERBLE KOFIHZETLET,
1. AXVEREENTNDAyE—V LT =55 LET,
2. ssmdge dump V7 A NE LRI N 7T o anb G L, Cisco TAC IZEE L E T,
3. FIE1 B L2 TUILE L721EH%E Cisco TAC 1Z#E#E L £,
)

(¥) A4GESSM 2 H@ICY &y FSnlEiE L £,
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114023

IS5— AwyE—Y $ASA-3-114023: Failed to cache/flush mac table in 4GE SSM I/0 card
due to error string.

BB DRCIYUTHNAARRTIHVRATTI—FEFAAL v F 7718 RA T —NHEKAT.4GE SSM I/0
H—=KRTMACT—T N aF ¥ v rafhid7 7 v vaTEEHEATLE, 2OXA =V RHER
ENL0IEBETT,

o error string : 12C 2 U T N2 25— (A[RERMEIZHOWVWTIE, 2 FDOHEA ZBM) £7-13
AAvF T IEA TT— (10T — a3—K),

e RCYUTILARAITT—FRDELY TT,
12C_BUS_TRANSACTION ERROR
12C_CHKSUM_ERROR
12C_TIMEOUT ERROR
12C_BUS COLLISION ERROR
12C_HOST BUSY ERROR
12C_UNPOPULATED ERROR
12C_SMBUS_UNSUPPORT
I2C_BYTE_COUNT_ERROR
12C_DATA_PTR_ERROR

HRLEB KROFIEEZFETLET,

ARV IBEENTWVD syslog A vtE—V T —%58LET,
ASADY 7 =T V7 —FaRBET,

ASA DEREZ—EY > THHHERALET,

~

GE) FBEZY-%, LIEDR-> CTOrLEREZANET, FIE1 ~3 2587 L=k, HER
R L7a AT, Cisco TAC IZH#& LT, FIE 1 off#H a4t L ¥ 3, ASA ® RMA 2
VBEIZRDHERH 0 7,

115000

IS—Ayte—9 %ASA-2-115000: Critical assertion in process: process name fiber:
fiber name, component: component name, subcomponent: subcomponent name, file:
filename, line: line number, cond: condition

BB EEARTV—TalrRRMLELE, 20X vE—VE Fx v 7 BV FTORFERICE T
A, EBEEHBE L R TIHER S EEA,

e process name : 7 0% ADLHi

o fiber name : 7 7 A /XDA Hi

e component name : fifi Shiz =2 R —F v b D4

o subcomponent name : ¥ SNV 7 2 AR —3x v D4R
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o filename : ¥ER I NI 7 7 A L DA
o line number : 5 SN ATOITH S
» condition : {5 S LT IRHE

HEME EEEOSVEEFELZRERELTEL, 7V —ra voOKE#HEL, MEZELES L
R £,

115001

IS— AvE—o $ASA-3-115001: Error in process: process name fiber: fiber name,
component: component name, subcomponent: subcomponent name, file: filename, line:
line number, cond: condition

BB T — TV —varnRBLELE, Z2OAvE—VF, Fo v BV R TORRBRFICE
THA S, EBREELF TSN EE A,

e process name : 7 B AD4LHI
o fiber name : 7 7 A /XOLHI

* component name : fEFH ST A R =R h DAHI

e subcomponent name : FEfE NIV 7 a3 KR —x v MDA
o filename : fEFi I NT=7 7 A L DA A

o line number : 5 SNTATDITHE 5

 condition : faf S LTk TE

WBME  EELTELLTEL, TV arORRERAEL, MELZEETILERLY
7,

115002

IS—Ayt—Y $ASA-4-115002: Warning in process: process name fiber: fiber name,
component: component name, subcomponent: subcomponent name, file: filename, line:
line number, cond: condition

BB BEETY - arBRMLE L, 2OA Y=V, Fx v BV R TORRRHI T
Mah, EBRBeL FCEERSETA,

e process name : 7 2 ADLR]

e fiber name : 7 7 A /SO HI

* component name : fEFH ST A R =R h DAHI

e subcomponent name : ¥ SN Y 7 2 AR —x v b OA4HI

o filename : {EfE I NI 7 7 A )L DA

o line number : FEH SNTATOITE

* condition : fifi S LT REE

HELE TYV—arolKREMAEL, MEN RSP HEE, EELZLEE LTIRL, M3
ZEETOMLENDY 7,
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120001

120002

120003

120004

IS— Ayt—o %$ASA-5-120001: Smart Call-Home Module is started.

BBl T XTFLANT—RFLTLELERETY 2 —/L 4 — — L 7-%. Smart Call-Home & = —
JLISTEFRIZEE) L. Smart Call-Home 1 X ks ZALHEF 2 ¥ A TE TWOE T,

HRLE 1T

IS— Ayt—o %$ASA-5-120002: Smart Call-Home Module is terminated.

EiBd Smart Call-Home Y 2 — LV NT 4t —T NI o7-%., KT LE LT,

HRLE 1T

IS—AvtE—o $ASA-6-120003: Process event group title

8B Smart Call-Home E¥ 2 — A NF 2 —n 6T 544 X NE2RELE LT,

o group : A X2 b TN—=T AR CBIE, B BB, ATy T vay b TLAL
U, BE. BLOT X FOWTR,

o title: A X2V DXA RV

HRUWE 1~ETT,

IS— Avte—o $ASA-4-120004: Event group title is dropped. Reason reason

888  Smart Call-Home 1 XV MIFEFESNE Lz, A XV PP ESNAEKE LTIE, NET

T AR X2 =B THD, FEFA v —UNEHRIN%, WHE XN SEC Smart

Call-Home EV a— AN TF 42— NIRRT 2ENEZSNF T,

o group 1 AU TN—T, AR RE, B RE. AFyTvay b TLUAL
U, BE. BLOT 2 FOWFR,

o title: ARV IDEA ML

e reason : WDONWT IO DOIFEDFLH,

Internal Error : A€ VU RE. CLI OfffTkliiZe &, SFIFRNH AT L =T —NFEL
F L7,

Queue Full : 4 X2 MEIMBHRESNIZHIRICELE L,
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Cancelled : Smart Call-Home €V = — VT 4 Z—T NV TH B, A2 MIFYVHEIN
F L7,

HROE  WEOHBA Queue Full DFE, A X b Fa— A XBLOL— MlIRORE % 1
R, AN F 2R ELRNEDICLTLEE Y, HEDHEE A Internal Error TH 555
A, debug sch fail =~ > REANLTT RNy Vet AL, M Sy JEREIG L ET,

120005

IS— Avte—o $ASA-4-120005: Message group to destination is dropped. Reason
reason

EiBd Smart Call-Home A vt —VIFERINE L, AvE—URBEINIRRE LTI, N

MrI—, Xy hU—27 =T — FmE3F A vE—UPNERINT-%, BE SN DA Smart

Call-Home E¥ 2 — A NTF 4B —T TR o2 ENEZONET,

o group : ANk TN—T AR BRE, Bl BRE AFy T vay b TLUAL
U, BE. BLOT 2 FOWFR,

o destination : B+ A —/LE£721% URL D%k

e reason : WWDOWTNOREIEDO IR,
Internal Error : S FEIFERNEH AT AL =T —BREALE LT,
Delivery Failed : /37 v M, v NV —7 =I5 —0RELLTZOEFETEERA,
Cancelled : Smart Call-Home €V = — VT 4 Z—T NV THBH=D, A MIFYHEIN
L7,

HARME  HIEOBH A Delivery Failed O34, FiEIC 3 MR LIz, =7 —a—Hh /L (584
ANDON— R LRE) DDA v E—VBREESAET, BERKEEBOA v &— 120006 %
MR 55>, debugschfail 73y 7 a2~ REANLTT Ay ZEHHCL., KVEMRT Ny
TIERERS L ET,

120006

IS— Ayw—o $ASA-4-120006: Delivering message group to destination failed.
Reason reason

BBl  Smart CallHome TV 2 — L B¥ A v —U2ELLEY> E LT, 29— A LELE, —

BRI = T —DRFEERH D £, A vB—TF, A vE— 120006 NER SN D HATTREE S

NFEHA, Avt—21F, BEEOEDICEFa—ITKNENAREE2ZHV T, A vE—I,

A w = 120005 BEK SN HGEICORWEIESNET,

o group : A X2 b TN—=T AR OBIE, B BB, ATy T vay b TLAL
U, BE. BLOT X o

e destination : B A —/VF 721X URL D%k

o reason : KFA

HEMLE Aovv—UHoxT—HHEZHEELET, FEH, NO_ROUTE,

INVALID ADDRESS. #721Z INVALID URL Tho5HEIL. ¥ A7 LAKE. DNS. B LO4HI
DEEZMWBLET,

ASA ¥1)—X syslog * vtE—Y
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120007

IS—AvtE—o $ASA-6-120007: Message group to destination delivered.

BBl  Smart Call Home A v & —VIXEFICEGESNE L,

o group : AN b TN—T AN MY BRIE, B BRE, AFy T vay b TLAL
V. BE. BLOT 2 o
o destination : B+ A —/L£721% URL D%k

HRUWE F~ETT,

120008

IS— rtyvte—o $ASA-5-120008: SCH client client is activated.

BB Smart Call Home EV = — AN A X —TNIZEN, ARV N TA—TH A X —T VT EN,
FDOARY N TN—TNWo7el b 12D T7 7747 7077 ANMIE2TYH T AT T4 T EN
TWET, INOLOFEMENMZINTWDIESE, TOITN—TDOFTXTOIITAT VY NRT 7T 4
TR0 T,

e client : Smart Call Home 7 74 7> 44

HRLE F~HETT

120009

IS— Fyte—o %$ASA-5-120009: SCH client client is deactivated.

g8 Smart Call Home EY 2 — A NT 4 B—T I ENTWEN AR b T NV—=T0"A R —T
MZENTWDEND, A XN TN—TNEDT I T 47 Ta7Zr7A N bLYTRI T4 T 3N
TWERA, TNOLOEERHEINTNDLEAE, ZOA X N TV—TDr T4 7 MBIET
TT 4 TN ET,

o client : Smart Call Home 7 54 7 > +4

HRUWE F~HETT,

120010

IS—AyE—L 2ASA-3-120010: Notify command command to SCH client client failed.
Reason reason.

S8  Smart Call Home € ¥ = —/UE, 22—/ Ny ZEERIC L > TRFED A X ~ % Smart Call
Home 7 9 A4 7 MBI LE L, 27947 MR a~w s REELSER L2V, a2 RE
LW, a~r FEAHTEXAWEES, =7 —RNEENET,

e command : ENABLE, DISABLE. F7-i% READY

ASA >1)—X syslog * vtE—Y
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e client : Smart Call Home 7 74 7 > 44
e reason : FELDHEH

HEME  debugschfail 2~ REANLTT ANy T &AL, G2 T Ny JEHRERIE L
9,

120012

IS—AvEe— $ASA-5-120012: User username chose to choice call-home anonymous
reporting at the prompt.

BBl EHEIT, 22—V DPEBELADOLER—bEAR—T N, T =T, FFEHT D201,
Smart Call Home ®7'u > MG LT Z Ex@BHMEnE L,

o username : 707 MISELTma—W
* choice : A[fE72 = b U X enable, disable, F7-i postpone T,

HRNE fPRE4A4LVFR— MEA X —TLICT HIC1E, call-home reporting anonymous =~ > R
EANNLET, BALR— T 4 B—7MIZT 5HICIE. no call-home reporting anonymous =
~ FaEANLET,

199001

IS— Fyte—o $ASA-5-199001: Reload command executed from Telnet (remote
IP address) .

BB reload 2~ FTASADY 77— 2T HHRAMOT FLARa ZIZidgksnE L,

HRLE F~HETT

199002

IS— tAyw—o $ASA-6-199002: startup completed. Beginning operation.

BB ASA D, ZOHMH T —FBEOT7 T v va AFVEHARY =7 A% T L, EWEIE
ZBHIRT D MER W E LT,

~

GE) ZoAvyE—0F, nologging message 2~ REHHLTHL 7 ry 7 TEXEHA,

HRLE F~HETT,

ASA ¥1)—X syslog * vtE—Y
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199003

IS5— Aywt—Y  2ASA-6-199003: Reducing link MTU dec.
BB ASAN NEFR Y FU—2Z XD REVWMTU ZH L TWDAMNER Y R T =27 bRy
FNEZELE L, 0% ASA L, Y/ MTU 22— 957D, ICMP A vt —T%
TOSBBEA MZEELE L, B Ay E—VIZE ICMP X v e =YDy —7 Y AF SN E E
NTWET,

HRLE F~HETT

199005

IS5— AvtE— 2ASA-6-199005: Startup begin
BBl ASA BE®EILE L7,
HELE FETT,

199010

IS5— Aw+t—Y  $ASA-1-199010: Signal 11 caught in process/fiber (rtcli async
executor process)/ (rtcli async executor) at address 0xf132e03b, corrective action
at 0xcal961a0

BB AT LAFERRTTI—LREELE L,

HEBME  Cisco TAC ITBWESbE L F &0,

199011

IS5— Ayt—Y 9ASA-2-199011: Close on bad channel in process/fiber
process/fiber, channel ID p, channel state s process/fiber name of the
process/fiber that caused the bad channel close operation.

BBl THILARWTFy L 7 n—XRESRE S E Lz,

s p:F¥x/ID

» process/fiber : RNIEIRF ¥ RV 70— ZXEEDFK L R o7 T A7 7 A NOAH]
o 5 Frr/LiREE

HEME Cisco TAC ITBIWVWAEDED I 2, v 77 A VERMLTIES N,
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199012

I5— Ay+E—Y  $ASA-1-1199012: Stack smash during new stack call in process/fiber
process/fiber, call target f, stack size s, process/fiber name of the
process/fiber that caused the stack smash

BB A¥vs AV v REFRIERE LT,
e f:new_stack call D¥—7% > bk
o process/fiber : A2 v 7 Az v aDRRE RS T a7 7 A NOLH]
e s:new stack call CHHEINTWVDIH LWAX v 7 A X

HEBME Cisco TAC ICBMWAbED S 2, v 77 A L EBFRMN LT EE W,

199013

IS5— Ayt—Y $ASA-1-199013: syslog

BBl % syslog MBI TR AL > TAR SR E LT,
o syslog : 77— | syslog BN~ 2 & AH 5 verbatim L E L7

HARAE  Cisco TAC ITBWEDLHEL FE W,

199014

IS— Ay+¥—Y $ASA-2-199014: syslog

SBR A% syslog BNBIAR o Rk > TAERSENE LT,
o syslog : K72 syslog BWHAET v A5 verbatim # L E L7z

HRIE  Cisco TAC ITBWEDLHEL FFE W0,

199015

IS5— Ayt—Y  $ASA-3-199015: syslog

BHBR S syslog MBI T e R ko TAERENE LT,
o syslog : =7 — syslog BMH 7 1 A0 5 verbatim # ¥ L £ L7z

HRIE Cisco TAC IZBEWES L Z &0,

ASA ¥1)—X syslog * vtE—Y
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199016

IS5— Ayt—Y  $ASA-4-199016: syslog

BB % syslog 3B T B R K> TAER S E LTz,
o syslog : 45 syslog M7 1 & A5 verbatim 2L E L=

HEBME  Cisco TAC ITBWESbEH L F &0,

199017

IS5— Ayt—Y 2ASA-5-199017: syslog

BB A% syslog MBI 7R A Lo TABR SN E LT,
o syslog : 0 syslog WHMER T 1 & 25 verbatim 2L E L7z

HRLE =TT

199018

IS— Ay+¥—Y $ASA-6-199018: syslog

SBR % syslog NIRRT o Rk o THERSENE LT,
o syslog : 1§ syslog WA~ & A0 5 verbatim # L &£ L7

HRLE F~HETT

199019

IS5— Ayt—Y  $ASA-7-199019: syslog

BiBH A syslog MBI T u R R Lo TAER SN E L,
o syslog : 7 /3y 7 syslog M7 & A M5 verbatim #ELE L7

HRLE F~HETT,
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199020

IS—Avte—o SASA-2-199020: System memory utilization has reached X%. System
will reload if memory usage reaches the configured trigger level of Y%.

BBl AT LAAFVOMBHBR AT AAEIOU 4 vTF Ky THEEEDOREMD 80% 127 L F
L7,

WROE 7oy 7AWNEEBL., T 7497 A AT g EHIBRL, ACL= R

OEEBOLTHRELT, VAT A AFVOMHEHAREZFES LTLEEW, 2EY V=7 REgbhd
B41%. Cisco TAC IZBMWE b L &,

199021

IS— tAyw—o $ASA-1-199021: System memory utilization has reached the
configured watchdog trigger level of Y%. System will now reload

BBl VAT AATVDHERAENRV AT A AT DOU v F Ry FTHEEOFRTHED 100% (2L
FLliz, VAT AZEEBCY e—REnET,

WROE o7y JAWNERBL, T T 4v T AR g U EHIBRL, ACL=> R

OEEROLTREL T, VAT A AEYVDOHARZHO LT EE N, ATV V=7 RNEbhb
BEA1T. Cisco TAC IZBRIWEDLE L E &V,

*vt—2 201002 ~ 219002

ZOIETIE, 201002 75 219002 £FTD A v E—IIZONTHALET,

201002

IS— ryt— $ASA-3-201002: Too many TCP connections on {static|xlate}
global address! econns nconns

B TN u— L T RLA~D TCP i 03 i K A B2 £ L,
o econns : T RPIHIBEG K
e nconns : ART 4 w7 EiziZxlate ' — L TR L AIEFE &N D KRR

WRIME showstatic =~ FE/~iXshownat a2~ FEZHEH LT . AZT 4 v 7 7T KL A~D
Bl SN TV 2 IR Z /R L ET, HIRIXRERHE T,

ASA v J—ZXsyslog *v&—L
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IS5— Aywt—Y  2$ASA-2-201003: Embryonic limit exceeded nconns/elimit for
outside address/outside port (global address)

inside address/inside port on
interface interface name

BBl HESNEAZT 4 v 7 =L T RLRAEEFD, BESNIEAET FLANLIEES
Nia—Aa0 7 R A~OYEGR OB P YIIER OFIRZ B 2 £ L7z, ASA ~OFEEH Ol
RICET S E, ASAIRMME LTHLZITANL S ERA T TR, TOEFEICHERHIREZE L ET,
ZOWRMIZED, FEZ ASA N E Y —RETH-TH, —HOBERLIRITEZENDHY £7,
DA yE—=UiE, AvE—201002 LV EKLA—NN—0— RFERLTWVWET, ZDOF—/—
7— Rit, SYNKXEB, 73 ERO NI 7 40 v 7 OIFEFICEVARNFKCTHRELET,

e nconns : Zig Ui RYIHI B 5

o elimit : static =~ FE 713 nat =~ > FTHE SN R KSR

WRIME show static =~ FEFEHL T, A¥T 4 v 7 7T FLZA~OPWEFIREINA TN
iR % fERE L E 7,

201004

IS— ryt— $ASA-3-201004: Too many UDP connections on {static|xlate}
global address!udp connections limit

BBl HESNTZZue—L T FLA~0 UDP #ii i Kz B 1 £ L,

udp conn limit : A% T 47 7 FUAEIFERICHF &5 UDP Bt O i K

#ARAE  showstatic =~ RE/ITshownat =2~ REFHAL T AXT 4 v 7 7T RLA~D
BRI SN TV OHIR 2R LET, HIRIZREFHRTT,

201005

I5— Av+E—Y 2ASA-3-201005: FTP data connection failed for IP address
IP address

BBl ASA N, AT VUAREDTED FTP OF — 8 4B ¢ 5700 ELEIY ¥ THZ ENT
XEH A,

HRNE ATVHEHEZEST)., 3K AT EZEALET,
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201006

I5— AvtE—Y 2ASA-3-201006: RCMD backconnection failed for IP address/port.

BB AT VURZDOED ASA B rsh o~ NIk 2 5EEUER S OT- D D82 FarE v 4T
TEEHA,

HRME rsh7 7470 F A=V a UEHERLETASA BT A — LT 5 DIX Berkeley rsh
IIAT Y h R=T g EIFTT, AEVEHEZEO T, ERIIHRATVEZEATLI L
HTEET,

201008

IS—AvtE—o $ASA-3-201008: Disallowing new connections.

BB TCP AT AL mJ Ayb—Vr V%A F—TNMIL TS syslog 1 —NTEETE RV,
ASA syslog %—-% (PFSS) #fiH L CH Y Windows NT ¥ AT LADT 4 A7 BT 72> T
5200, BET 7T — 8 XA LT T NBPREINTEY Auto Update Server ICRZETEX EH A,

HEME  TCP syslog A vt — YV /%5 4 £—7 e LEF, PFSS A1 LT 5541
PFSS ®% % Windows NT ¥ A7 A LD A= & fiffik L7, & 512, syslog ‘H‘*—/Vﬁ@jﬂ’ﬁb“(
BY. ASA a0V — b EDRAMIping TEHZ L xR LET, I, TCP ¥ A7 A
Ave—=UaX - 7EHBALTNI 70 v 7 %3FILE T, Auto Update Server —EMM T 7
'R Lo 784, [no] auto-update timeout period =~ > K& AJJ LT/ 7 > F O%EEHE
lEEnd L2 LET,

201009

IZ5— *yHE—Y $ASA-3-201009: TCP connection limit of number for host IP address
on interface name exceeded

B HBEINTEAZT 47 T RUAS~OERNR KRB EB A E LT,

o number : A A MIFFA] ST % B D i KA

e [P address : "AMNIP 7 FL A

o interfuce_name : R A N DEERFEA X —T = A ADLH

HRILE  show static =~ > NS LU show nat =~ FEMH LT 7 FLa~oBficisn
TV IR Z B L £ 3, HIBRITRE T,

ASA ¥1)—X syslog * vtE—Y
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201010

IS— Ayvt—v $ASA-3-201010: Embryonic connection limit exceeded econns/limit
for dir packet from source address/source port to dest address/dest port on
interface interface name

BB TCP #fia i LI H & Lizd, N7 7 4 v 2 75 AZx LT set connection
embryonic-conn-max MPC 2~ > R CHEE SN TV BB OHIRE B2 7272012 kgL E L
72

o econns i RELIZ T 7 4 v 7 7T RZEEAT BT D FIEIBE DO BIE D

o imit : RELEWEBERONT 7 4 v 7 7T ZADHIR

o dir:input (BEta BRI L&D/ T > MIA v X —7 = A R interface_name LD AT~
v hTT) F72iX output (BEEABRIE LImAIO/ T > MIA X —T = R
interface_name LD/ K TT)

» source_address/source port : ¥ w AL TV B 37 hOEBIEOEBED IP 7 KL A &%k

FoeAR— 1
» dest _address/dest_port : Bt E I L TWAB /Ny hOSEIEDOERED IP 7 KL R E5EiER—
k

o interface_name : NV T —HIRDBBH SN TNWDA ¥ —7 = A ADLH]
HRLE 1~ETT,

201011

IS— Ayte—P $ASA-3-201011: Connection limit exceeded cnt/limit for dir packet
from sip/sport to dip/dport on interface if name.

BB ASARHEOFHLWERICED, Dt b 1 DORTEFAARREFRSIRZEL £ L, 2
DA yE—U0F, static =~ > RAH L TRE Sz BkflfRIZE . Cisco Modular Policy
Framework # £/ L T /E S A2 BHRAIRIC B EA SN E T, BEFOHEROWTI MR EIE S
THEDOBFGEDN R EF A ORKMEE FEIS £ T, ASARBEOH LWEERITHF TS EE A,

o cnt : BUEDHERREL

o limit : BUE ST D BRI IR

e dir: N7 7 4y OFM (FEELITHE)

o sip: KEITDOEEDIP T FL2X

o sport : IE[EILAR— b

o dip : SLFEDEEDOIP T KR

e dport : BEEAR— b

o ifname: NI T 4 v EBZFE LA U F—T = A ZADLH

HRUWE F~ETT,
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IS5S— Ayt—Y %$ASA-6-201012: Per-client embryonic connection limit exceeded curr
num/limit for [input|output] packet from IP address/ port to ip/port on interface
interface name

BB TCPHGIAMELL LD L LE LN 7 T4 7 v b I L ORIERHIIR A2 B 2 7272 D12 M
LELl, 7740 T, ZOA =310 B2 1 BILAR RS RV E D ITHIBRE 71T
ESUaN

o curr num : BAEDK

o limit 1 BIE STV DR

e [inputjoutput] : f > ¥ —7 = A A interface_name LD NIy N EIZIIH I b

e [P address : EEEOIP 7 KL X

e port: TCP "— N¥ 7213 UDP &A— h

o interface_name : NV —REH SN TNDA X —T = A ZADA4TH

HEME HIRICETDSE SYNTZT o R T7TH 7 %P3 572010, ZRLBOBERERITT
RTASAIZL T aXvanET, V94T MR3 VoA N R VBT TEDIEA
WZBRY . ASA FV—NZERLET, Thid, %, = Fa—HF b7 7V r—va i
BLEGA, 2720, EXZEROMBBRELELTLT 7Y r— a VICHBERE L D5E
I%. set connection per-client-embryonic-max 2~ K& A L CREZRETCEE T,

IS— Avyt— $ASA-3-201013: Per-client connection limit exceeded curr num/limit

[input |output] packet from ip/port to ip/port on interface interface name

BB I T U N OERHIRAB A2, ERNEGINE L,

o curr num : BEDEK

o limit @ BUE ST D IR

e [inputloutput] : A > ¥ —7 = A A interface_name LD NIy NEZIFH )N > B

« ip: EBOIP T FL %

e port: TCP A— h£721% UDP &A— h

e interface_name : RV T —REA SN TWDHA L H—T = A ADLARH]

HRNE HIRICET 2 &, TNLBEOERERIT TN TEER L CHRESNLE T, @I i 77
Vr—va U CERMPFERITIND 2D, BERBELET, BRIV TXTRRLESS i’)"

ALTURBREELET, 77V r—a VB ELCESHORNERZ LEE T 5541,
connection per-client-max =~ > R& AN L CRELZHETEET,
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202001

IS— Ayt—o $ASA-3-202001: Out of address translation slots!
BHR ASA ICHEAFTREZRR T L AL A m y MR £ LT,

HEWNE Jo— LTV A XEMEEL, WEORy bU—2 7747 MLl %
o PAT 7 FUARREIRDGERH Y 4, E/oid, BRLEwROZ A 47 7 FMEREEZE L
£9, 2O T— Avt—UF, AFVARDPFERTERSNDATREEL DY £3, TOHAIE,
AEVMERBEZBES T2 ELITTRETOHIVUTHERAETY ZALET,

202005

IS—AvtE—o $ASA-3-202005: Non-embryonic in embryonic list
outside address/outside port inside address/inside port

BB AT V=2 b (xlate) BESTZU A RMZASTWET,

HERMEB  Cisco TAC ICBMWE b 7m &0,

202010

IS— rytw— $ASA-3-202010: [NAT | PAT] pool exhausted for pool-name, port
range [1-511 | 512-1023 | 1024-65535]. Unable to create protocol connection from
in-interface:src-ip/src-port to out-interface:dst-ip/dst-port

e pool-name : NAT £721% PAT 7' — /4
o protocol : BRI HERT 2720 END 72 han
e in-interface : NSjA o F—7 = A X
o sre-ip  HETLIP 7 RLA
o src-port : IEEIEAR— b
e out-interface : {14 FZ—T = A A
o dest-ip : 58 IP 7 KL &
o dst-port : SEIEAE— b
BER ASA ICHEHATREZR T RL AL TS — AN 72 e E LTz,
HRLE T HNOTRTOT RLARAER— bEEWVEL LFEREZRET 521, show nat

pool 35 L O show nat detail =~ > FEMHHALET, ZNBEFORETEEL THEHEIE.
NAT/PAT 7— /W2 IP 7 RL A &BIML £,
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IZ5— Av+—Y $ASA-3-202011: Connection limit exceeded econns/limit for dir
packet from source address/source port to dest address/dest port on interface
interface name

208005

SiBl  TCP £k 721X UDP 85k aERL LD & L7=d, b T 7 4 v 7 75 RIZXH LT set
connection conn-max MPC 2~ R CTREINTWDIEHROHIREZB 27270k LE LT,

o econns i RELIZ T 7 4 v 7 7T RZEEAT BT D HIEIBE S DO BIE D
o imit . RELEWHBEREONT 7 40 v 7 7T ZADHIR

o dir:input (BEa BRI L&D/ T > MIA X —7 = A R interface_name LD AT~
7y hTT) F721X output (BEREABRAG L7 DO/ Ty MIA v F—T =4 R
interface_name LD/ K TT)

e source_address /source_port : HfiEBRIE L TWAH /7 v FOBEETLIP 7 KL R L EFILA—
k

e dest address/dest_port : Bt BE L TWDH /37y NOFEE P 7 R R L5EER— b
* interface_name : RNV —HIRAEE| SN TNWDA »F—T = A ZADAH]

HRLE F~HETT

IS— ryt—o $ASA-3-208005: (function:line num) clear command return code

209003

BBl ASA, 79 via AEVANOaLr 74 FXal—arEEELLYE LR XICIEER
i (N = —) 2ZELELE, 2OAvE—JICF, WEYTL—F D7 7 A4 NVEL4E X UYT
FENEFNLTVET,

WENE 7+ —~ X LOBEHNS, DU R KRZAMIIP 797 A FEBEALRVE S ITH
ETAVERLVET, Z0a>r 74 X2l — g 0O8H T, NFSAEREEEZZONET, 3
AR YA XBIOREXALYT A ZEZ NFS DA v Z—T x4 AMTU EELIRELET,

IS— AvE—o $ASA-4-209003: Fragment database limit of number exceeded: src =
source address, dest = dest address, proto = protocol, id = number

BBl HBEV TRV TV EFHSOTCWSHIP 7T 7 AL MRETEES, T 74/ NTIHE, 777 A
Vb ORREIL 200 T (RKEEZRKELTHIE, 2v 2 F U757 L XD fragment size 2~
VRESHLTLLEEW), ASAIL, RV T TUTEBIP 777 A VOKEHIRL
T, ZORFNCEY, BERLRY NI KT TASAD AT Y NGB T2008B1E S E T,
Wz, T A MEENTZ NG T 4y 2 BENT T 4 v I RO TN RFIEITIZ DY
HRHN ET, FIIMNE, FEAERT T T A MeENTE T 7 4 v 2 TH D NFS over UDP @
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209004

209005

210001

F v MU= BEOSHAETT, ASAZDOXATDLNT 7 4 v 7 BREATHHRINIGA, TOR
DVIZNFS over TCP O ZMFILET, 777 Ay MezBi<IE, Ta~r F U 77 LA
@ sysopt connection tepmss bytes =2~ RESH L T30,

WRILE " 0OXAvb—UNSEHEIRRINDIEGEE, DoS K8 (Fh—E AEMHEE) NiETL
TWAHHAREMERHV T, VE—F ET7OFHEEEZET v TA N =20 T a (X —IZBH
WEDbELTEE N,

I5— AwvtE—Y 9ASA-4-209004: Invalid IP fragment, size = bytes exceeds maximum
size = bytes: src = source address, dest = dest address, proto = protocol, id =
number

BB P 7T AL FORARE S TOET, VT BT VERIP ATy FORE A X3, &
KABEY A XD 65,535 " A FEABEATWET,

HERRE FAANNVEIPEITLTWLARBERHY ET, ZOA vy E—UNEIEFHREERTIIND
Baid. VE— N ETOEREELIEIT v T AN — DT a S F—ICBBWEDELEI N,

IS— tAytw—o $ASA-4-209005: Discard IP fragment set with more than number
elements: src = Too many elements are in a fragment set.

BB ASAITZ.24 X0 B DTTITRALRNITTITALY MEESNTWDIP Ny hEIERLE
T, FCOVWTIE, 2w R U 77 L2 A0 fragment 2~ RZBR LT 2 &N,

HRRE RAANY IBEITL T DAEEER SV 9, 20X v E—UNBIEHERRIND
BAEE, VE— N ETOFEREEIET v 7 AN =207 a g F—ZBlWabiE a0,
fragment chain xxx interface name 2~ FEZEH LT, X7y  HLV DT I 7 A FOE%E

EHETEET,

I5— Ayt—Y 3ASA-3-210001: LU sw module name error = number
BB AT bTN Tz AN 2 TR LR L,

HEBME ASARHEO NS 74 v IR EDLEBEDL 0T =N EmEFRINILEEIT.
CiscoTAC IZZ DT —ZEL T &,
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IS5— Awt—Y  $ASA-3-210002: LU allocate block (bytes) failed.

210003

BB AT —FTNAN Tz AR AT NI AEREARAZ N ASAIZEET D200
AEVDOT a7 BENETHIENTEERA,

HRME  showinterface =~ REZFAL T 72— F—RN— (v Z—T oA ZAZFHXT . FD
BENEETHDHZ L EHERLET, 512, showblock =~ FEMH LT, BHENDTa v
AV EFHAET, BEMAAERI VY FBR0IZ/RoT0BAEY DTy 7 BnbiiE, ASA
V7 hvxTEVe—RLTERbNEAEIDOT ey 7 Z2EELET,

IS5— Ayw+t—Y  $ASA-3-210003: Unknown LU Object number

210005

5

B X7 N7 Tz A= 8= PR — ST e Logical Update 7Y =7 b &
ZREL, TOFT V7 NEMBETEEHATLE, ZHUE, BHELZ AT, LAN &5, 72
DA R MRRE L 720 TV D ATREMED B D 77,

BHROLE o077 —-2NFERIZLLRRINZVGEE, LEFAETT, 20T —BHABITR
BT AT AT — 7NV T2—NA—"— U7 LAN ¥4 iR L £d, =7 —20 Rl e
T z— A== U7 LAN Bt D72 TR WA IR, M — R E#EEN WD Ry FU—
TERGBRIZELZEI ELTWRWNEIDEHRILET, /2, BoTHELLZ T4 T MR
WA EIILIERLET,

—Ayt— %$ASA-3-210005: LU allocate connection failed

BB AT —bF7N Tz A= NP A NAEEEICH L WEREF DN TOEREYA, 2
. ASANDOFIHAFTRE: RAM A UNIEEA LRV, FHEEFE oL RNV ENFEK &
o TWDAEMENRH D F7,

HRWE showmemory 2~ RZHHLTASADEE AT Y 2F =y 7 L FIHARER AT Y
AR LET, FAFRER ATV RR2WVEEIE, SHICWEAEY 2 ASAITEBINLET,
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F1E  syslog *vt—2 |

W s y+&—2 201002 ~ 219002

210006

IS5— Fwt—Y $ASA-3-210006: LU look NAT for IP address failed

BBl AT —bF 7N Tx2— N F—RNR—N AFUNRAEEETIPT FLAHADNAT 7 v —7 %
HTEFEHATLE, 77T 4 T7TBIRAZ 34D ASA DBSFHEIZFEZA L TW 2 WA[REE N H 0
ij‘o

HRWME 777 ¢ 7EEE T write standby =~ FEFEH LT VAT A AEY EZRZ U NA%
EICFEH ST ET,

210007

IS5— FAwt—Y $ASA-3-210007: LU allocate xlate failed

BB AT —bhTN Tz N EfaAay F La— REEID Y THIERNTEEEA
TL7,

#EIAE  showmemory =~ FZHH L TCASADEX AT 2#F = v 7 L FIHATRE/R AT
ZHERLET, AHTRRAETYRR2WESIX., SOIIWEAEY ZBMLET,

210008

I5— AvtE—Y 32ASA-3-210008: LU no xlate for inside address/inside port
outside address/outside port

BB  ASA TAT—bF 7L 7= VA —AN—ROLEHEAR v b La— FeRTEEEATL
7o TDTWH, ASA THHUFREZLITE EEATLI,

WRME T 77 4 7LEET write standby =~ REHH LT VAT LA ARV ET 7T 4 74
BEAZ N E SO TR ST ET,

210010

IZ5— Av+—Y $ASA-3-210010: LU make UDP connection for
outside address:outside port inside address:inside port failed

BBl AT — 7 Tz A — =3 UDP#FIZH LWL a— REH DY THIENTEE
TATL,

#RME  showmemory 2~ REZMHEHALTASADZEE AT 2F = v L FIHAARER AT
EHERLET, FIHMER AT R2WEAIE, S6ICWBEAE Y ZEBINLET,

ASA >1)—X syslog * vtE—Y



| 1%F syslog *v&—Y

*v+£—2 201002 ~ 219002 W

210011

IS5— Ayt—Y SASA-3-210011: Connection limit exceeded cnt/limit for dir packet
from sip/sport to dip/dport on interface if name.

BB ASARHEOFH LWEFROMSIZL Y, D7l | DORTEFARAKERHIREZEZ E L
oo TODOAvE—UX, static 2 FEHH L CRE I Lz #kHIRIZEH . Cisco Modular
Policy Framework ZffH L CRRE S - #mhlRIC b A S E T, BEFOHEROWT N0
Wi S AL CHLE OBEREUN R ERF A DR KMEE TRIS E T, ASA RHOH LWEERITIF TS EH
loo BEREHIRITIES 2B CRESN TV DD, DX v E&—Y 1L DOS WED A[REMEL R~ 2
LRHVET, ZOHAE. NI T4 vV DEERIBIAT =T 4 TSNP T FLATH S Al
HERH Y ET,

o cnt : BUTE DR

o limit : BE SN TV D HEHHIR

o dir: N7 7 4y DN EEELITHE)

o sip:EETIPT FLA

o sport: KfFILA— b

o dip:HEIP T FL X

e dport : SEJEAR— bk

e ifname: NI T 4 v 2=y "NEZIELIEA VX —T7 = A4 AD4ET (Primary F 721X

Secondary)

HRME FELIP T FLARKLTLLE T X AT RWEEIX, RELEHFEL, ThET 2
TR VAN TT oy 735 HBELHILTEES, FOMOHEIX, A=77 FL—2AZTEL
ThIT7 4V DREXEGHTHIEN, EHON I 74 v I NORERNT 7 4 7 %2810 5
J2DIZHEZTT,

210020

IS— tAytw—o $ASA-3-210020: LU PAT port port reserve failed

BBl AT —F TN Tz— A== FHFORKED PAT 7 RLAZED Y THZ ENTE
FHEA,

HRIME 77 ¢ 7UEE T writestandby =~ FEHEH LT O AT A AEV 2T 77 4 74
L AZ AR L OB TR S ET,
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210021

IS—AvtE—o $ASA-3-210021: LU create static xlate global address ifc
interface name failed

BB X5 — I Tz AR a Y FERERTE EE A,

HEBME T 77 7EET writestandby 2~ REAN LT VAT LA ARV ET 7T 4 7%
BEAX U NAEREL OB TR ST ET,

210022

IS— tAyw—o $ASA-6-210022: LU missed number updates
BB AT M Tz NN RZ NS IEEICRE SN/ L a— Ry — T A%
FEEVETES, XELELVa— ROy = U AESHREEICT vy 77— FaShicra—Fe—
LT ARWESE, ZOBOERMEbRIZbDLERRESh, ZOMKE, 20T — A vt—Y
MWEEENFET,
HRWE LAN OFWEREELRWIEE, W50 ASA EHEORMARERAEY #F = v 7 LT,

AT — 7 NIEREWIET LD+ AT VNS DH 2 & 2R LE T, show failover =~
EHEHALC, AT — b I7NVEROT v 7T —bORBEEE=FZ L ET,

211001

IS— tAytw—o $ASA-3-211001: Memory allocation Error
Bl ASA I RAM AT A AEVDOHFID Y TITRIMLE LT,

HWRIOLE —0OXyb—UREHMICERRINIEEE., BE T ET, ARV IEINDIGE
X, Cisco TAC IZEBHWEbELEEN,

211003

IS— tAyw—o $ASA-3-211003: Error in computed percentage CPU usage value
BB CPU EA=RA 100 % 282 TWE T,

WRIOLE —0OXyb—UREHMICERRINIELEE., BE T ET, HBICHRVIEINDIGE
X, Cisco TAC IZEBHWEbELEEN,
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211004

IS5S—Ayt—Y  %ASA-1-211004: WARNING: Minimum Memory Requirement for ASA version
ver not met for ASA image. min MB required, actual MB found.

HBE ASANRZOAN—TarOR/NMAETVEHZHTZLTCWERAL, ATVOT v 7 7L — RN
VETT, TSICATIET v 77 L—RTERWEEIE, ASA % 8.2(1) BIiid/NN—T 3 L2
L —=RLET, AT ERZMIZSTIZ 83 A A=V OETEMETHZ LTI R—F
ENT, BRRVAT ABENRET L ENHY ET,
o ver: EfTAA—DONR—V g UEKE
e min: A VANV ENTA A=V EFITTHOICHLE R RAM Of/NE &, A TEER £
Y Ty —FRPID ZBHIFkD LB T,
ASA5505-MEM-512=
ASA5510-MEM-1GB=
ASA5520-MEM-2GB=

ASA5540-MEM-2GB=
e qgctual : BEV AT AMIEHINTWEI AT D&

WRNE VEREORAMZ2##LET, LEREDO RAM 2EXT 512X, A€V 7Ty 7 7
L— RFPID ZBFE=FEHLET,

212001

IS5— Aw+t—Y  $ASA-3-212001: Unable to open SNMP channel (UDP port port) on
interface interface number, error code = code

BBl ASA . ZDA Vv HF—T A ALIZHD SNMP EFLRT—2 3 5 ASA 8T SNMP
BEREASETCEERA, FTBEOA L F—T A A LT ASA 2T 2% SNMP ~5 7 1 v 7 1355
ZZTERAL, =TT— a—REIKRDLEBY TT,

e TT— a—NRN-1iX, ASANBEDA L F—T x4 AZX LT SNMP F 7V AR— F&HIT2
W2 EERLET, 20T =1L, SNMP 337 = —%% i F ALH KR — & BIORERE T TIT
O TVLR—MIEEL LD L LEBBICRET IR H Y £, 20546, SNMP
PRS2 AR —MiE, &fE SNMP 7 2 —fO7F 7L b A—F (UDP161) 2Vt vy b &
nEJ,

e TF5— a— R 2%, ASABFDOA L H—T A AZKHLTSNMP 5 v AR — F&/NA v
RTCERWZEEZRLET,

HRWLE 77y 7 BERDRVEEICASARY Y —ADO—HEFERL T, MHRERD
AV H—7 x4 AIZx LT snmp-server host =2~ > KEZHAS L ET,
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212002

IS—Aye—o SASA-3-212002: Unable to open SNMP trap channel (UDP port port) on
interface interface number, error code = code

BER ASA X ASANDBLZDA U HZ—T A A LIZHD SNMP HEEHAT— 3 VIZHSD
SNMP 7 v 7 ZEETEETA, [EEDA L F—T = A X T ASA Z#EiT 5 SNMP 7
T4y BREERTESA, =T — 2= FEROLEBY TT,

e =T — a—F- 1%, ASAREFDA L HZ—T =2 AZKHLTSNMP 7 v 7 FT U AR—h
ERIT 2N EERLET,

e TT— a—F2F, ASABEDAS L F—T A AHLTSNMP k5 v 7 b5 v xK— k
EALY RTERNVWI EERLET,

e TT—a—FI3F ASANIT T FRrRLEEXRAREH L LTRETEXANI LARL
ESS

HERLE 77107 BRVRVEEICASANY Y —ADHEFHERL OO, MRERD
A H—7 A A%k LT snmp-server host =~ FEH A LET,

212003

IS— tAytw—o $ASA-3-212003: Unable to receive an SNMP request on interface
interface number, error code = code, will try again.

BB fRESNhA =T = A X ETASA % TO SNMP ER % 253 5 BRI = 7 — 2382k
LElL7c, 29— a—FRidkoLkBy) TY,

e TT7— a— RNl IX. ASANA L EZ—T 2 A LTYAR—FEINTWVAE N T AR— K ¥
A TEHBHTERNZ AR LET,

e TF5— a—RS50F, ASANRA L E—Tx2AAD UDP FX¥ RXNAMOT —ZE2Z(ZE Lo

ZEERLET,

o TT— a—F 7 ASARYR—FEINTWEINRY T 7 A X5 LEEEREZIE L
ZEERLET,

e 77— a—FK-14{%X, ASANBNUDP F v RXANLDOEETIP 7 RLAZHFITE RN &%
~LET,

o TT— aA—R2210F, ASANERRNRIA S ZZF LI L ERLET,

WRNME FETT, ASASNMP =— = MITLIZR > TKRDO SNMP ZREZFFH £ T,

ASA >1)—X syslog * vtE—Y
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212004

IS—AvtE—o $ASA-3-212004: Unable to send an SNMP response to IP Address
IP address Port port interface interface number, error code = code

BBl fHEINZA U E—T oA A LOREINTZAA MIASA /5 SNMP G 2 2453 D BRI

W7 =0 RBAELE L, =T7— a—KRNEFkoEEH T,

¢ T5— a— Rl IF ASANA L Z—T oA RZKHLTHR—FENTWVWERFRT U AR— | &
A TEBRHECTERWNWI EERLET,

e TT— a—F 2%, ASANEER TG A=K EREL-ZLEE2RLET,

e =T — a— K3 ASANUDP F ¥ RIS HEIP 7 RLAZRETERM-o7-Z L&A L
*7,

o T — a— R -41F, ASANRYR—FINTWWALUDP &/ A b 4 X%Z#x 5 PDU E%
EELEZEERLET,

e =TT — a—FK-5(%. ASADRPDUREHDI AT A Ty 7 5BV YTHZLNTER1o
Tl ltERLET,

HRLE 1T

212005

IS—AvEe— $ASA-3-212005: incoming SNMP request (number bytes) on interface
interface name exceeds data buffer size, discarding this SNMP request.

BBl ASA 50 TDOAEE SNMP ERDOE S 43, WEHLERAIZ TR 24813 2 72 O 12 H & 5 N
T—=H RNy TyDY AKX (51234 F) ZB2TCWHET, ASAITZOERZUHTE EH A, £
BEOA VA —T 2 A LETASA Zi@iET25 SNMP F7 7 4 v 713852 Z T EHA,

HEBME SNMPEHAT—L 3 ICESOEVWEREZFRESEET, 2221, 1 D0ERT
WO MIB 2827 =V —%FTT50TIERL, 1 DOERT 1 20 MIB #7727 =) —
ZEITTHEIICLET, SNMP % —V % Y7 b7 Dar7 4 Xalb—v g OEEN
BIZ5FREELH D £,

212006

IS— Aytw—9 $ASA-3-212006: Dropping SNMP request from src_addr/src _port to
ifc:dst addr/dst port because: reason username
BE ASA BAROBEHIZL Y B43%5E T SNMP ZRALFETE 8 A,
e user not found : =T —HL N —A/L SNMP —H F—F X—ZARNIZ/A 21D FHA,
 username exceeds maximum length : PDU (2 OIAE LTV D = — W45 SNMP RFC CTFFH[
SNTWVOIRREZBATHET,
* authentication algorithm failure : #E&)72 /S 2 U — RIC X W FBIEN LB L7120, F7201337 v b
DA 272 XATHRIESNE L,
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e privacy algorithm failure : fEZh7e /XA DU — RIZ LD 7T A4 R —EENFKAE L2, 2N
7y NBAREG T NI Y XA TR SIS E L,

e error decrypting request : = —VEREZEZLT 27T v b7+ — LR SEY 2 — LT T —
DHRAELE LT,

* error encrypting response : L —WIRE LTI N T v TBAEKE ST 5T T v N7+ — LK
BFEVa2— /LTI —NEELE L],

» engineBoots has reached maximum value : engineBoots BN R ARHFAMEIZE L E Lz, 4
IZOWTIE, AvE'—U 212011 22 LT EE0,
S

() LROFHBOKBIIZ—FARERINET,

HHRME ASASNMP H— "B EEZF v 7L, NMS 2> 7 4 Fal—vaTHESBYO
a—HF GRIE. BIORE %ﬂ:ﬁ&ff#ﬁﬁéﬂ'@‘é_&%ﬁﬁ?&biﬁ”o 77w N7 x— LKSE
Va—DOxT—%5EET %121, show crypto accelerator statistics =~ K& A L ET,

212009

IS—AvtE—o $ASA-5-212009: Configuration request for SNMP group groupname
failed. User username, reason.

BB @ 2—UNRSNMPH— ROl —F a7 4 Xal—lar2FFLELY5ELELE, 7
/1/—7 ST 51 NETLITEBEO -V ORENR T+ THDLT-0, BEREINIZINV—TDOER
WIS LD Z EnTE LA,

o groupname : 7 )\— 7% F£ T LT

o username : L —V& & FKTLTS

o reason : IWDOWT DD JFIK % £ T4
- missing auth-password : =—YF N7 NV —FICRFEEEBML LD & LE L7, ZORR, it
NAT— REBELEFATL,
- missing priv-password : T—YV NI N—TITTA N —%2BML LD ELE LR, 20
BE. B b RAU— RERELERHATLI
- reference group intended for removal : = —F 3, FIBL—VRFEET H 70— T ZHIBRL X
SELELE,

HELE 3 VT EREELLY, BRI —YZHIRLZY 7501, fBfsh

tn—ﬁ®:/74%;v~ya/%7/77—%#5z%#&0i¢0%@&T\7»—7%W
FL, 2a—¥ZBMLELET,

ASA >1)—X syslog * vtE—Y
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IS5S— Ayt—Y %$ASA-3-212010: Configuration request for SNMP user $s failed. Host

%s

reason.

BB A SNMP YV —RDa—H a7 4 XFal—aaEBRLEOELELE,DED,
KMBED2—YE2LBT D 1 DELFEHORANEHIRLELYELEL, AANITEIC 1 2D
AvE—UPNERINET,
o %s : 2—VHFEIIIRA N ERT LTS
s reason : IRDJRK % K3 55

- references user intended for removal : = —VFZ N KR A MM HHIBREN LS & LE LT,
HRLE I =2—VPELELEY, EBRESNEFRX FEHIBR LY 3501, B
BRAIDAL T A X2 —areT v 7T — M OH0ENHVET, TOKRT, 2—VPE2LHE
L., FARZBIMLELET,

IS—AvEe—9 $ASA-3-212011: SNMP engineBoots is set to maximum value. Reason:

%s

User intervention necessary.

BlamLET,

$ASA-3-212011: SNMP engineBoots is set to maximum value. Reason: error accessing
persistent data. User intervention necessary.

SHER 5 NA A2 214783647 [A] (engineBoots B O R KFHFM) V7 — &N, £2137
Ty va A DLEEMEGARD FIC= 7 —03RE L FE L, engineBoots fliiX, 77 v =
AE U NO flash:/snmp/ctx-name 7 7 A WITHMSIVE T, T2 T, ctx-name 12 7F A MO
ZEITT, YT E— ROBPE, 207 7 A VORI flash:/snmp/single_vf T3, <L FE—
ROGAE, BHa T A NHO 7 7 A4 Vv O4HIE flash:/snmp/admin T3, U 77— MEFIZT 3A
ATT 7 ANDHRHBEZI N TEROYE . engineBoots T HE KEICREINET,

e %s : engineBoots fH i RKIFAMEIZERE SN TW D RRZ R T UFH, AR CFEINT
ldevice reboots] 35X U* Terror accessing persistent data] @ 2 > T3,

HRLE 1 SHOXTHOHA FHEEIL, T3TO SNMP N—V 3 2 3 2—FZ2HIBRLTHD
BANLE T Z & T, engineBoots %% 11Vt y MFAMERHY £9, THLUBEOTTO
N=T a3 72 —F, TRTO—VFREBRINDHETRRLET, 2 DHDOLFINOHA,
BHEZ, 2T XA RNEHEO T 7 A NVEHIBRL, T3TH SNMP N—V 3 > 2—FZ2HIERL T
MBI LET Z & T, engineBoots %% 112V v b A0ERHY £3, ThUBEDOT~T
DONR—=V a3 7)) =L, TRTO2—FRHIRES D ETRRLET,

ASA v J—ZXsyslog *v&—L
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212012

IS—AvtE—o $ASA-3-212012: Unable to write SNMP engine data to persistent
storage.

BBl SNMP = v» 5 —XX7 7 A )\ flash:/snmp/context-name \ZEZIAFNFE T, 7= & 2,
T NVE— RTIE, 7 —# X flash:/snmp/single vf 7 7 A MZEZAENE T, v VFE— RO
BEa T FANTIHE, 77407 4 L2 1Y flash:/snmp/admin IZEZIAENE T,
flash:/snmp 7 « V7 U OERL % 721X flash:/snmp/context-name 7 7 A )V DVERRIZ KN T 5 &,
T —NRRETLARENDHY £T, £, 77 AN ~OFEZRRKRLIEBE S, =7 —D03%
BT HFEEMERDH D 5,

HROME 2T LEEEIL, flash:/snmp/context-name 7 7 A V& HIB L, TTD SNMP /X—
Var3a—FEHIRLTOALEMUETLERDY 9, ZOFIEICLY,
flash:/snmp/context-name 7 7 A VB EAER SN D139 T, BEDPHER LARWIGEA, VAT LF
HEXT7 7y vaDBE 7+ —~<y NERLDIULERDD 7,

213001

IS— tAytw—o $ASA-3-213001: PPTP control daemon socket io string, errno =
number.

BER WNHESTCP Y7y F1/O =T —D8ELFE LT,

HRIE  Cisco TAC IZBEWE b Z &0,

213002

IS— Ayte—o $ASA-3-213002: PPTP tunnel hashtable insert failed, peer =
IP address.

HBA LW PPTP PR VDERTIZ, REIY 7 h o =7 =7 =038 LE L,

HARBE  Cisco TAC ITBWEDLHEL FE W,

213003

IS5— ryt— $ASA-3-213003: PPP virtual interface interface number isn't
opened.

BBl PPPIRMBA v —Tx2A AD T u—XHIZ, NV 7 v =7 =7 —0NEALE L,

HMEB  Cisco TAC IBMWEbw L &0,

ASA >1)—X syslog * vtE—Y
[ 194 | |



| 1%F syslog *v&—Y

*v+£—2 201002 ~ 219002 W

213004

IS—AvE—o $ASA-3-213004: PPP virtual interface interface number client ip
allocation failed.

BHEA IP 7 KL AZPPTP 7 747> MIEIV BT TWARIZ.IP n—H/ 7 KL A F—LDfE
WICLOVRNEY 7 v =25 —0Rm4AELFE LI,

#EME  iplocalpool 2~ REFHAL T EBICKEWVWT—AE2H VY THZLEERFTLET,

213005

IS—Frvyt— $ASA-3-213005%: Dynamic-Access-Policy action (DAP) action aborted

BB  DAPII. 22—V ORAMERB IRV E—F = FHRA L N THAAL ADRAF ¥ THEARA
MERIZESWTEREFAT 7 A R —%8IRTHZLIL 0, BIICERINE T, 1ER
SNTEIARY =3, By a v E K TTA20ERHLZ EERLTWVET,

HRLE F~HETT

213006

IS— tAytw—o $ASA-3-213006%: Unable to read dynamic access policy record.

BB DAP KUY — La— R F—XORETZS—NRELEN. FFRET 7 aroar 74
X2l —TarBRELTCWELE,

BWROLE oL 74Xl —2 a3 0LEICE-T, DAP La— R ENZATREM N H Y £
9, ASDM #flifl LT, DAP L 22— RZFE/ER L 7,

214001

IS— tAyw—o $ASA-2-214001: Terminating manager session from IP address on
interface interface name. Reason: incoming encrypted data (number bytes) longer
than number bytes

BBl ASA BHIAR— METCOEERE ST —% 7y ME, BEEShEZ EREZ 7y FERE X
TWB I EERLET, T A X FOGERH Y T, ASAIL, 7 HICZ OB
ERTLET,

HEBILE  Z PP Cisco Secure Policy Manager (2 & » TR S 7= Z L 2R L £,

ASA ¥1)—X syslog * vtE—Y
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215001

I5— AytE—Y 2ASA-2-215001:Bad route compress() call, sdb = number
Bl ANE Y7 b7 = T—BEALFELE

WRME Cisco TAC IZBEIWEDELZE W,

217001

IS—AvtE—o $ASA-2-217001: No memory for string in string
Bl AEFVARPEETEERLKLE L,

WRNE ORATINFEETIHERE. 29— Avk—Y arv7sF¥al—var, BXW
DT — DI ST AN FOFEMZ, Cisco TAC [ZEfF LTS ZE W,

216001

IS—AvtE—o $ASA-n-216001: internal error in: function: message
BB EWOETICRELCRAL RS ESERNME T — S RAELE L, BREE, Ay
T—VORRIC L > TRRY £,
e n: AvE—TVOEKE
o function : B EZ Tl a K- b
o message : DR ZFHHAT HRA v -
#BE  Bug Toolkit THEDT AN A vt —VERBLET, ¥ TV RSy b A 04—

7Y Z EAER L CRIBEOMR 25 4, BIEDNER L7206, Cisco TAC IZBWEDEL 2
YN

ASA >1)—X syslog * vtE—Y
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216002

216003

*v+£—2 201002 ~ 219002 W

IS—AyvtE—Y ASA-3-216002: Unexpected event (major: major id, minor: minor id)
received by task string in function at line: Iine num

BB F AT DAY NRHIIRER LTS, EDOZATPREDA N B TEEE A, B
TELARMIE, Fa— T=IT7 0 A= P—ERHEN T HNTND AN 1)

BENET, ”ﬁéﬂ’(b‘fm’f\/ FOWTNPRFEAELTZGE. ATV a—T1 38 A7 2 BiEE)

LTARY PR LET, ZDA Y=, ?H}Ellﬂ‘oib‘/l’/\/I\iﬁﬁlﬁ%ﬁﬁﬁbbfdﬁ\ i
AT INEDA R OB G EZER#H L T RWGEICERSET,

AR ERRUEOE F T/ o> THDEEE, FOA XY MPHBRIZZ A7 #HES) L U INT
WAHZ LEBERLETN, THTEFRETEIRELTE 2GRNV ETT, 20X vE—UNEK
RENDIGAH, BT LET AL ARERATERNE NI BEIRTIE AL, MENREL, #ET DL
ERSDHIEEBEWHRLTWET,

o major_id : A X2 MR

e minor_id : A~ MBI

o task string : Z AV PESBH ZEET HT-DITEE ST A F LTS

e function : T LW\ A X2 N EZE Lf:*é}%ﬁb

o line num : 23— KHDITE S

WRNE RIE R LR VEE. Cisco TAC IZBMWAbEL &0,

IS—Ayte—9 $ASA-3-216003: Unrecognized timer timer ptr, timer id received by
task string in function at line: Iline num

BB THLRNWIA— AN NI AT ZBEEB LN F AT DDA N ORI LA
Bk L TWERAL, FRAZIE, —HOIA~v— P —EREZAS V2 —TFIIHBTEET, ¥ A1

< —DWT RN IR TS iiot B ATV a— T3 A eHEHLTT 7 a2 ETL
FT, TOAvE—VIF, uhu%afé?iﬁb‘é?%’?— AR MR- THE A7 PHEEE S NIZBEIC
RS ET,

IR TIZR oo A ~—IF, AT PRRUHEOE LI/ > TN DH wOINDZ e XA
fzﬁt%ﬁbf&&?&éhflﬂé LR L E T8, _ﬂitﬁiu\:}:f TH0 EHA, THITE
HIREETIEHEAL I RLRNWI LT, ZOAvE—VURERRENDIEE, LT LLT /A AN

ATV BRI, BERREL, HETILERHDLZ EE2ERLTVET,

o timer ptr: A A —~DRA

o timer id : ¥ A ~—ikhl+

o task string : Z AV PESBH EBWT HT-DITEE ST A Z LTS
e function : T L7\ A <X N &35 L2 HEHE

o line num : 22— NP OITEE

HRNE RIEN R LR WIS, Cisco TAC ITBMWAHEL EE W,
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216004

IS— Ayte— $ASA-4-216004:prevented: error in function at file(line) - stack
trace
BB NERrYys 2T -RRELELEL, 20T i3 EFEERICREL UTR LRV EO
T,
o error : NHinY v/ =T —, BExbNHTT—E, ROLEY TT,
- Bt
- XV RA X DB
- WA DEHNA T 7 A
- Ny Ty A X
- AN BOE XA
- MEIL LS D EM
- %72 B A
B T Y I AMLDT VA ATy b
o function : =7 — &K LI FEONM LIRE,
o file(line) : =7 — %AW LIZT7 7 A VL EATEHER,
o stack trace : SERI T —)L ZAF v ML —Z Ny O UBENSBEBLET, 7-& 2
X, ("0x001010a4 0x00304e58 0x00670060 0x00130b04") T,

WRNE RIE R LR VEE. Cisco TAC IZBMWAbEL &0,

216005

I5— AwyHE—2 $ASA-1-216005: ERROR: Duplex-mismatch on interface name resulted
in transmitter lockup. A soft reset of the switch was performed.

BB AP EOT2T Ly AOI ATy TRFERKTHBEREAEL, A— N TF7 v N ZHRET
TFEHA, ZORUDPRBINTZTED, A vy FREHEETL LSV Yy hahvE L, 20D
A w—U0L ASA 5505 I EH S E T,

e interface name : 1@ J SN A B —T 2 A A4

WENE HHESNTER—FEFIUTERINL TS ASA 5505 LOMICT 2 Ly 7 2D I A
T FRGFELET, MFOT A A BEBEEICERET D0, ERIEMEOT A A TT 27
Ly ADI A FRFECICRDEIICN—Ra—FF32L T, TaS Lyl ADI ATy T
FETELET,
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218002

218003

*v+£—2 201002 ~ 219002 W

IS— Ayt—o %SASA-2-218001: Failed Identification Test in slot# [fail#/res].

BB ASA D sloth DEY 22—, Y AIMERLE LTI TE /A, VATDHRIEB LT
PR—F s T a0E, VASMERLZTICEHASHEYS, YRk, BR— MREEORK N
AN DAEY  SSMEV2—/b, SSCEV 2a— LR EDEY 2 —/VITEEB L TWD L]
BrL7=88., BEORIEELIZY A2 7 R—k v/ 7 2. (SmartNet 72 ¥) O FTOHR— %
HEETDHZENHY E7,

HRME “0OXAvE—URRVIBELERSNIBAT. A Y —VEREF VAT A B IZERE
niztgvic, Ave—vEkav—LEd, 7TV b A F—TVEEFEH LTI —DF
A& RN THRR LT L 72 &V, Bug Toolkit TOME HITWE T, BIENER L7254, Cisco
TAC IZBMWEbELTEE N,

IS5S— Ayt—Y $ASA-2-218002: Module (slot#) is a registered proto-type for Cisco
Lab use only, and not certified for live network operation.

BB R SNTHETON— U =27, YRaoI R TRES e P IAT FEV2a— LT
R

HRERE Z0OXAvE—URRVIBELERSNIBAT. Y —LEREF VAT A B IZEHRE
NH2Ave—va2o0FEFa—LET, 7V Ny N A =TV X E2HEHL T T — DM
IS THRFR LT 7Z &V, Bug Toolkit TOMBHITWET, MEIER L LWEE, Cisco
TAC IZBMWAEbELTZEV,

IS— Avt—Y 2ASA-2-218003: Module Version in slot# is obsolete. The module in
slot = slot# is obsolete and must be returned via RMA to Cisco Manufacturing. If
it is a lab unit, it must be returned to Proto Services for upgrade.

BB Huon—FozT7amtEh=2. show module =~ RNEY 2 — Lz L TETSH
FlLiz, TORXAvE—VIE, RONCERINTEHR 1 5T EICERINET,

HELE —OAvE—UPBVRLERINDGEIT. 2V Y —VERFVAT A B ICHKRE
nNi-ewvic, Ave—vEav—LEdT, 7TUVN Yy F A =TV EEEHL T T — D5
AR TIRRE LT L 72 &V, Bug Toolkit TOMEK HITWE T, RIENRR L7224, Cisco
TAC IZBMWEDLELEE N,
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218004

IS— Fyte—o %SASA-2-218004: Failed Identification Test in slot# [fail#/res]

SieA

RESNTEHTHA— Ry =T Zi#Bl L Tnd & SITMEREAELE L,

HRNE OAvE—UPBRVELERINDIGEIZ. Y —LVERIIVAT L B TICRKRS
niceBIZ, AvkE—VEav—LETd, TUN Yy M AU E =TV ZE2EHL T T —0DF
AR TR LT 72 &V, Bug Toolkit TOMK HITWE T, RENRER L7224, Cisco
TAC IZBM WAL a0,

219002

IZ5— Av+—Y $ASA-3-219002: I2C_API name error, slot = slot number, device =

device number, address = address, byte count = count. Reason: reason string
B NNV =T EEY T b =T ORERERTI2C U 7 82 APLARIRL £ LT,

I2C_API name : R L7 12C API, IROWT NN T,
12C read byte w_wait()

12C read word w_wait()

12C read block w_wait()
12C_write_byte w_wait()
12C_write word w_wait()
12C_write_block w_wait()
12C_read byte w_suspend()
12C read word w_suspend()
12C read block w_suspend()
12C_write_byte w_suspend()
12C_write_ word w_suspend()
12C_write_block w_suspend()

slot number : Z DA v —T %A L VO BERN TN Am v hOFEE (16 #E), A
2y FEFIE, V¥ —YHAORAR Yy hELT—ETRVWIERHVET, vy —VIZLoT

. 220082220y REIURC Avy NEFEZROIENHD 3, E/o, HIZLTL
HAT Y MELUTTIEH Y A, HIZ. RCA—FU 27 RNEDLIITHBEN TV B NIT
Ko THRY ET,

device_number : /0 BI{EN TN A v v b EOTF AL 20FS (16 #3),
address : 1/0 WHERTONIZT A ADOT KL (16 #HO,

byte_count : /O Bi{ED 1 M (10 #EHIE),

error_string : =7 —DRK, IROWTINNTT,
12C_BUS_TRANSACTION_ERROR

12C_CHKSUM_ERROR

12C_TIMEOUT ERROR
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— 12C_BUS_COLLISION_ERROR
— I2C_HOST BUSY_ERROR

— 12C_UNPOPULATED ERROR
— 12C_SMBUS_UNSUPPORT

— 12C_BYTE_COUNT ERROR
— 12C_DATA_PTR_ERROR

HEWE ROFIEZETLET,

1. ANV PCEEMTONTWOIRA v =V LT —Z2RHR L THIELET, Z0AyE—UN
MFEANCZR ST, BORICER SRS 255813, 12C 2 U 70 NADEV—IREENR
KTH DR H Y £,

ASATCEITL WL Y7 b7 T7—FLET,

TNRAZADERE —EY > THrOHRALEY, B2k, LT B> TrbERE
ANET,

4. RBIEDMRR L7206, Cisco TAC IZBWEbEL SV,

*v+t—2 302003 ~ 339009

ZOIETIE, 302003 725 339009 ETHOA v E—=IIZONTIHLET,

302003

IS—AvtE—o $ASA-6-302003: Built H245 connection for foreign address
outside address/outside port local address inside address/inside port

BB H.245 Bii S outside_address 7% inside_address |21 TRtA S v E L7-, ASA 13, Intel
Internet Phone D Z M LE L7z, SR — & (outside_port) 1. ASA IS ORI L
PEREINFER A, v—N K— ME (inside port) 1X. WA > ¥ —7 = A4 AT I N4
BIZLRRINER A,

HRLE ~HETT

302004

IZ5— Avt—Y 9ASA-6-302004: Pre-allocate H323 UDP backconnection for
foreign_address outside address/outside port to local_ address
inside address/inside port

BBA  H.323 UDP Ny V¥ n—H/L 7 KL R (inside_address) D>HART KL X

(outside address) \ZHERIEIV 4TSN FE L7=, ASA iZ. Intel Internet Phone O # M H L £ L
7o AMESAR— b (outside _port) X, ASASNLN D OEEIZ LOFERESNERFA, B—I L K—
ME& (inside_port) X, WA 4 —7 = A AT S I EERIC L E RSN EE A,

HRUWE F~ETT,

ASA ¥1)—X syslog * vtE—Y
| g 0 |




F1E  syslog *vt—2 |

W xy+&—2 302003 ~ 339009

302010

IS— Fyte—o %$ASA-6-302010: connections in use, connections most used

BB TCP HEfw B L £ L7,

e connections : K

HRLE F~HETT,

302012

IS—Ayt—o $ASA-6-302012: Pre-allocate H225 Call Signalling Connection for
faddr IP address/port to laddr IP address

BBl H.225 W TF v RVITERTEI D Y THEATT,

HRLE F~HETT

302013

IS— ryt—o $ASA-6-302013: Built {inbound]|outbound} TCP connection id for

interface:real-address/real-port (mapped-address/mapped-port) [ (idfw user)] to
interface:real-address/real-port (mapped-address/mapped-port) [(idfw user)]
[ (user) ]

BB 2 >0A A M TCP ¥ 2 1 v FBMER S E LTz,
* connection_id : — B ORI T
e interface. real-address. real-port: FEEED Y v b
* mapped-address, mapped-port : ¥~ v B 7 INIcY Ty b
e user: —W D AAA DL HI
o idfw user : TAT T AT A TFAT T —NADA—H4%

inbound BNFERINTWBIGE., TTORKIERES IO SEBEINTWET, =& 2iX. FTP 0
A, TOEIET ¥ ZANERE THNIE, TXTOTFT —ZIRETF ¥ XUILEE TT, outbound 735
IRENTWDEA. TTORBEEG TN N DB I THET,

HRLE ~HETT

ASA >1)—X syslog * vtE—Y
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302014

IS— Ayt—o

*v+£—2 302003 ~ 339000 M

$ASA-6-302014: Teardown TCP connection id for

interface:real-address/real-port [ (idfw user)] to
interface:real-address/real-port [ (idfw user)] duration hh:mm:ss bytes bytes
[reason] [ (user)]

BBl 250K A MHO TCP #ENHIBRINE LT, Ay E—YDEITIRO EBY TT,
e id: —EOWHT
e interface, real-address, real-port: FEEED Y r v K
o duration : Bt DT A 7 H A L
o bytes : HERT DT — X Rk E
o user : —H D AAA DA
o idfiv user: TAFLT AT 4 TrAT DA DA—F

o reason : G TORIK E IR oT=2T 7 v a v, reason BHEITIE., F 1-3 173N TW5H TCP
KTORRKRO 1 OBFEESNTWVET,

& 1-3 TCP #TDORE

RE

A

Conn-timeout

T T4 T 4 FA—DHRGINDT-O, 7 u =T L& & ISk
B TLELE,

Deny Terminate

Ju—3, TV —ar A AR gl Lo TRTENE L,

Failover primary
closed

TIT 4 TEENPOZELEA Yy E—URFERET, 72— 4 == X7 0D
AL A BB DR A IR L LTz,

FIN Timeout

B ACK # 10 RS L%, $Hi3n—727u8—X A4 LT 7 NMEDR
HIFET T,

Flow closed by
inspection

Tu—T, BEBEICL TR TENE L,

Flow terminated by
IPS

Zo—if, IPSICk>o TR TENE LT,

Flow reset by IPS

Zo—x, IPSiIck->TVEy bENE LT,

Flow terminated by
TCP Intercept

Zr—it, TCP RITREICL-THRTShE LK,

Flow timed out

Tua—MnEA LT NLELEL,

Flow timed out with
reset

Ta—=BEA LT RLELER, VEy FEvE LT

Flow is a loopback

Ta—|IN—TF RNy 7T,

Free the flow created
as result of packet
injection

Packet Tracer #$AEIC L > CTASA Z /LTI ab—F Ty hREEFEIN
72728, BN S IVE LT,

Invalid SYN

SYN /3% v b AEZ) T LTz,

Idle Timeout

HADLTYUMELD BGEKRRETA KL Tholol-OmN 245 T FLE
L7z,

IPS fail-close

Ta—iL, IPS I—ROX U DO T IE LT,
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® 1-3

TCPRTORE @#E)

R

B8

No valid adjacency

ASA DPBEEFMARSLL S ELELEN, 27 A Ry 7O MAC 7 L
AEWETERDPSTEBE. OO U ER#ES LET, A7y MIlay
TEINET,

Pinhole Timeout

ASANBNEAUZY Zu—%BELE LR, ¥4 L7 7 MNEABNIZZOT
O—{ZNTy RREINR P2 dIl 7 a—NHIREES N2 L 2®mETH
T2, O ERESLET, ¥ XY Tu—ofll LTk, FTP =2
vha— Frxx bETRI v — 3 VORIRITIER SIS FTP 7 —#
FYR2VBHY ET,

Route change

ASAPME= A (KWEWANY »7) L—hEBIMLEEGE, BE Ty
FAHI LWL — MC—ET 2L, 2—FREDIA LTV ME
(floating-conn) ZICEEFOHRENUIBI SN E T, B/ 7 v M, R4Fk
ARV o I Efof B —T oA ADDLEREBHELET, 2 A ML E
WIL— NDBIMBT 75 47 70—l 8 B2 5252 L 2i<TD,
floating-conn X E X A L7 7 M4 0:0:0 [TFRETE £,

SYN Control

Ny 7 Fx RNVBMGBRS TN HRELE L,

SYN Timeout

3V N Ry oA 7 DT % 30 BREIFHE L2 % Ol 7,

TCP bad AR TCP HENFRRTHERIIR T LE L,
retransmission
TCP FINs EFRIa—XT g =l ANREALE L, BEHOKIZIP 7 KL AR

feE £,

TCP Invalid SYN

#2572 TCP SYN /37 v F T,

TCP Reset - 7u—iI, ASAIZK->TTCP Uty hRERENEHAICKTLET,
APPLIANCE

TCP Reset - | NEHSH Uy hERE LT,

TCP Reset - O NEHH )y PERE LT,

TCP segment partial
overlap

HoMICEET 287 A MR EILE L,

TCP unexpected
window size variation

TCP V4 > FU YA XZEBD & 5 - O IT- T LE L,

Tunnel has been torn
down

RoRANET LTSS, 7a— 3T LE LT,

Unauth Deny

AL, URL 74 L ZIC ko THEGENE LT,

Unknown

AT T —NRAELE L,

Xlate Clear

avw N IAUNEIBRESNE Lz,

HRLE 1T
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302015

IS—Ayte—o $ASA-6-302015: Built {inbound|outbound} UDP connection number for

interface name: real_address/real_port (mapped_address/mapped_port) [ (idfw _user)]
to interface name:real address/real port
(mapped_address/mapped_port) [ (idfw user)] [ (user)]

BB 2 OOBA RMEIZ UDP A 2y hMER SN E LTc, A v E—VOEIZRO LB Y TY,
o number . —E DRI+
e interface, real address, real port: EFEED Y r > b
* mapped_address, mapped port : ¥ v ¥ 7 ENIZY v b
o user: —YD AAA DLHI
o idfw user : TAT VT AT 4 T AT Ur— D4

inbound 23 F/R SN TV D HE, OGS E LGS TWE T, 72& 2i1E. UDP O
Lo, nOfET v JARERE THIUX, TXTOT —FETF v X/VIEEETT, outbound 73
FRENTVDHE, TORIBEERIINE N LRGS L THET,

HRUWE F~ETT,

302016

IS— rtyvte—o $ASA-6-302016: Teardown UDP connection number for

interface:real-address/real-port [ (idfw user)] to
interface:real-address/real-port [(idfw user)] duration hh:mm:ss bytes bytes
[ (user)]

BB 2 OoOAA MEO UDP A 2y bHIBRSNE LTc, A v E—VOEITRO LB Y TH,
o number : —EDHHIT
e interface, real address, real port: FEEED Y 7 b
o time: HEREDT A T Z A L
o bytes : HEfi T DT — X AL E
o id: —EOWHT
 interface, real-address. real-port: FFED Y 7r o K
o duration : Bt DT A 7 Z A L
o bytes : Bl H DT — X iRk
o user: =—H¥ D AAA DL HI
o idfw user : TAT YT AT A T7AT VA —DL—HE

HRUWE F~ETT,

ASA ¥1)—X syslog * vtE—Y
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302017

302018

IS5— FAwt—Y $ASA-6-302017: Built {inbound|outbound} GRE connection id from
interface:real address (translated address) [ (idfw user)] to

interface:real address/real cid (translated address/translated cid)

[ (idfw user)] [ (user)

B 2 SOA A MHIZ GRE Bt A v ROMERLS AL E Lz, id 1%, —EO#MF T3,
interface, real address, real cid % 7/Vix, 2 D71y 7 APPTPGRE A b —2D 5 b
D12 R~LET, By afFED translated address. translated cid % 7 /V1%, Network Address
Translation (NAT; *> NU—27 7 RL ZEH) CEMIN-EEZRLET,

inbound NERENTWVWAEE . HFITEELSITICHEHATEX 79, outbound NEREIN TS
B, BRIIREETICEHTEET, AvbE—YOEITIRDOLEEBY TT,

o id: R T DO D—EOHK T

o inbound : H#4EREILE(E PPTP GRE 7 1n —H

* outbhound : Hl#HIBEE I PPTP GRE 7 v —/

e interface_ name : A ' Z—7 = A A4

* real address : EEEDAKRARDIP 7 KL X

o real cid : ¥ DAEWRTO 2 —)L 1D

 translated_address : ZE¥it% O IP 7 KL A

o translated cid : Btk D a— )L

o user: AAA = —V4

o idfw user : TAT T AT A4 T AT Utk —AD—HL

HRLE F~HETT

IS— Ayt—o %$ASA-6-302018: Teardown GRE connection id from

interface:real address (translated address) [ (idfw user)] to
interface:real address/real cid (translated address/translated cid)
[ (idfw user)] duration hh:mm:ss bytes bytes [ (user)]

BB 2 S®OAR R ME O GRE #fit A 2 v M AHIRIILVE LT, interface, real_address, real _port
ZINK, EBEDO Yy MERLULET, Duration 1L, 8D 74 7544 LxRmLET, A vE—
COMITRO LB Y TT,

o id: R T DO D—EOHK T

o interface : A VX —T = A A4

o real address : EEDOEA DO IP 7 KL A

o real port: FEEORA NOKR— I EF

o hh:mm:ss : W5 53 B O D KEH

e bytes : GRE & v ¥ a2 » THE I/ PPP /N1 hD#K
e reason : BERIDE T SRR

l_ ASA ¥Y—Xsyslog »vt—o
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o user : AAA = —¥4
o idfw user : TAT T AT A T AT U A —Da—HF4E

HRLE 1T

302019

IS—AvtE—o $ASA-3-302019: H.323 library name ASN Library failed to
initialize, error code number

BER HEWSNTZASN 7147 7Y (ASADRH323 Avb—Y07Fa—REHTL27A477 )
DOHEUEIZREC U E LTc, ASAIFEIET 5 H323 Xy hOTa— R AL TEETA, ASA
I S EEZMATICH323 X7y FRAEERTED LT LET, KD H323 A v E—U0E
ETDE ASAZITA 7TV 2mENELLES L LET,

HEME Oy EB—UNRREDTA 7T VK L TEKAER ST 58461, Cisco TAC 12351

WEDEDIZ, TRTORT Ayt —Y (XA LAZIFEREELY) 2EF LTS
Wy,

302020

IS— rytw— $ASA-6-302020: Built {in | out}bound ICMP connection for faddr
{faddr | icmp seq num} [(idfw user)] gaddr {gaddr | cmp type} laddr laddr
[ (idfw_user)]

B inspecticmp 2~ RZMHALTAT— K7V ICMP & A F—7 L2 LIz & &2, ICMP
Ty va N7y —RA N RNATHMLIE LT,

HRUWE F~HETT,

302021

IS5— ryt— $ASA-6-302021: Teardown ICMP connection for faddr {faddr |
icmp seq num} [ (idfw user)] gaddr {gaddr | cmp type} laddr laddr [ (idfw user)]

SiBA  inspecticmp 2~ REEA L TAT— M7V ICMP 24 2—7 Wi % &, ICMP &>
varnTZy—A KN RXRATHIBRENET,

HRLE 1T

ASA ¥1)—X syslog * vtE—Y
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302033

IS5— Ayt—Y  $ASA-6-302033:Pre-allocated H323 GUP Connection for faddr
interface: foreign address/foreign-port to laddr
interface:local-address/local-port

BBl GUP #5137 FLAhbua—hL 7 RLRIZBRBENE Lz, SR — M, ¥ =
VT 4 TN ADHEN S DB LnERENETA, B—H/L R— ME (NER— ) i,
WERA  F—T7 = A A TR ENTZHERIC L TR RENEE A,

e interface : A VX —T = A A4

» foreign-address : /AR A RO IP 7 KL A

» foreign-port : MR A N DOFR— NEKEF

e local-address : ©— 1)V IRAFDIP 7 KL &
o local-port: @ —H I/ KA ROFR— hEE

HRLE F~HETT

302034

IS5— Aw+t—Y $ASA-4-302034: Unable to pre-allocate H323 GUP Connection for
faddr interface:foreign address/foreign-port to laddr
interface: local-address/local-port

BB EVa— AN HEROBBTIC RAM 2 A7 A AF Y OFIY Y TSR L, £72037 R
VAZEH Ay FEFHTEEYA,

e interface : A VX —T = A A4

o foreign-address : SABAA SO IP 7 KL A

o foreign-port : SR A FOR— FEE

e local-address : ©—J1 )V RANDIP 7 KL X

e local-port : v —Ji)v FRA NDFR— N EFE
HRLE ZOAvE—UNEHMCRFINIGGEIE. BHTEET, HBEIRVIEENDISGE
X, Cisco TAC IZBMWAEbHL<EEW, 7a—Ub T— L OH A4 2R LT, NEOR Y K
T—07 7747 MLEHBTEET, Eloid, BHREEGRO XA L7 U MEREZE LET,

COAyE—=UF, AEIVARMPERTERRSNLARELSH D £9, ZOHEIE. A VEHE
RO, ELITHERAETY ZBAL THAET,

ASA >1)—X syslog * vtE—Y
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302302

IS5— Ayt—Y $ASA-3-302302: ACL = deny; no sa created

BBl IPSec 7uX v DIATyTIAEAELELLE, RIT—FLAESADOTaxy KA NI,
deny access-list 2~ > K R Y > —{ZHHE LET,

BRNME oL 70F=21—32 300 access-list I~ FUZHRLET, 7 OBFHE B
BbhELEE N,

302303

I5— AvtE—Y 2ASA-6-302303: Built TCP state-bypass connection conn id from
initiator interface:real ip/real port(mapped ip/mapped port) to
responder interface:real ip/real port (mapped ip/mapped port)

BB LW TCP # A ER S ILE Lo, Zo8EiHE. TCPIRENA NRARH TS, ZDX AT
O T, T X TO TCPIREF = v 7 LBMNMOEX=2Y T 4 Fx v 7 BIUOBRAENR NS IR
nEJ,

HRLE FENRTRTOTCPIRET =y 7 LOFTRTOEXF 2T 4 F=v 7 BLUKRAE
WCESTTCP VT 7 4 v 7 2 RETDHLEND DHYE1X. no set connection advanced-options
tep-state-bypass =~ FZHEA LT, TCP F 77 4 v 7 IZXH L CZO¥EEE T 4 Z— 7 /LI T
iﬁ—o

302304

IS—AvEe—o $ASA-6-302304: Teardown TCP state-bypass connection conn id from
initiator interface:ip/port to responder interface:ip/port duration, bytes,
teardown reason.

BRI L\ TCP # AU ShvE Lz, ZO#kiE, TCP AREENA SRR TT, Z0Z A7
DERETIZ, TXTOTCPRET = 7 LIBMOEXF 2V T 4 Fxv 7 BIURER A /32 S
ET,

e duration : TCP ##5i DM

o bytes : TCP Bt CHEE S NI B F A MK

 teardown reason : TCP 5t O YK A
HERNE EEALTXTOTCPREF =y 7 O T_XTOEXF2YT 4 F=v 7 BLUHE
WCESTTCP M7 7 4 v 7 2R+ D 0LERH 554 1L. no set connection advanced-options
tep-state-bypass =~ FZEH LT, TCP 77 4 v 712 L CZOMEEE T 4 E—7 LI TE
E3 e

ASA ¥1)—X syslog * vtE—Y
| g 0o |



F1E  syslog *vt—2 |

W xy+&—2 302003 ~ 339009

303002

IS— Aytk—9 $ASA-6-303002: FTP connection from src ifc:src ip/src port to
dst _ifc:dst ip/dst port, user username action file filename

BB U547 ML FTP 9 —AEOMTT 7 A V% T v Fu— REREEF Y n—KLEL
7o

o sre ifc: VATV NPFETHA LV E—T A A,
e srcip: VT7AT U RDIPT RL XA,

e src_port: 77 AT R R—h,

o dst ifc: V= A\DBEFEET DA F—T =4 A,

o dst ip : FTP y— "D IP 7 FL A,

e dst_port: —s3K— |,

e username : FTP = —% 4,

e action : RMEEIIBSESINET 7 v a v,

o filename : (RAFETIIBAS LIZ7 7 A /b,

HRLE F~HETT

303004

IS—Ayte—9 $ASA-5-303004: FTP cmd string command unsupported - failed strict
inspection, terminating connection from

source interface:source address/source port to

dest interface:dest address/dest interface

B8 FTP o7 7 4 v 7 ORER FTP MENMER SN S, FTP B3R X v —II2, T35 AR
WIhpna~y FREEATVET,

HRLE 1T

303005

I5— Avy+—Y 3ASA-5-303005: Strict FTP inspection matched match string in
policy-map policy-name, action string from src ifc:sip/sport to
dest ifc:dip/dport

B FTP M T, REHFAHDME (7 A NVH, TN ZAT ERawr B F— 22—
PL) OWFhnE —FHLEEE. ZORX vE—I0 action_string THRESNIZT 7 v a VivHE
TEnNET,

e match_string : RV I — <~ v 7PN match £i

e policy-name : =B LR v — =y

e action string : EITT 57 7 v a v (=& %X, Reset Connection)

o sre_ifc: EETXAVE—T A AL

ASA >1)—X syslog * vtE—Y
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o sip: FEILIPT FLXA

e sport : IFEILAR— b

o dest ifc: SEEA U H—T = A AL
o dip:5EIP 7 RLX

e dport : 5E5EAR— b

HRLE F~HETT

304001

I5— AvtE—Y 2ASA-5-304001: user@source address [ (idfw user)] Accessed URL
dest address: url.

BB ER SR X RAER S URLICT 78R LE S & LELL,
HRLE F~HETT

304002

IZ5— Ayt—Y 9$ASA-5-304002: Access denied URL chars SRC IP address
[ (idfw user)] DEST IP address: chars

BE XELT RUAofER I URL £ FTP 94 b~D7 7 B ARERSNE LT,

HRLE F~HETT

304003

IS— Ayte—o $ASA-3-304003: URL Server IP address timed out URL url
BBl  URL —A\RBH A LT 7 MZRoTWET,

HRLE F~HETT,

304004

IS— Ayte—o $ASA-6-304004: URL Server IP address request failed URL url
BiBH  Websense ¥ — NERBKIQM L E LT,
HEWE T,

ASA ¥')—X syslog * vE—o
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304005

IS—AvtE—o $ASA-7-304005: URL Server IP address request pending URL url
Bt Websense — NELRAREH T,
HRNE 1~ETT,

304006

IS—AvtE—o $ASA-3-304006: URL Server IP address not responding
BiBl  Websense — N3 7 7 B RIZEA TE £ A, ASAIL, Websense — 31 &2 h—)L
SNTVWDOME—DF—=N"THLHHEILFAY =T, EFLEFEROT— DS 5HEITR DY —
W, 77E'ALEY ELET,

HRLE F~HETT

304007

IS—AvtE—o $ASA-2-304007: URL Server IP address not responding, ENTERING
ALLOW mode.

B filter =~ FD allow 27" a » ZFH L. Websense & — 323 5& L TWEHA, ASA
W, V= "EHTERWBETRTO Web BRBR 7 4 L2V o 7 EFICHBETED L HICLET,

HRLE F~HETT

304008

IS— tAytw—o $ASA-2-304008: LEAVING ALLOW mode, URL Server is up.

BB filter =~ FD allow =72 a &2 H L. ASA 23, DLANIGE L7 h - 7= Websense
Y= RXMEEBERA =V TRV E L, ZOE X yE—2128 0 ASA T allow E— K%
BTLET, TNTURL 74 V¥ U v THEREREOA X —7 W20 £,

HRLE F~HETT

ASA >1)—X syslog * vtE—Y
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IS—AvtE—o $ASA-T7-304009: Ran out of buffer blocks specified by url-block
command

$B  URLREAy 77 7 my 7 BElEEney £ Lk,

HHEME  url-block block block_size 2~ REANJL T, Ny Ty Tuyr 4 XEETLE
R

IS— tAyw—o $ASA-3-305005: No translation group found for protocol src
interface name: source address/source port [(idfw user)] dst interface name:
dest_address/dest_port [ (idfw user)]

BB ATy FAEDOREEnat A FRAE S B LEHA B SNTZEE LT AT LB EIT
ST AT DT NAT BRESNTWRWES, A vE—VI3HEICERSNET,

WRINE -~—OAv—VFar 74 Xal—Tar 2557 LFET, BETHRANMILAF

v NAT BEELWHEIE, nat 2~ RBBETIP 7T FL AL —HTHZ L 2R LET,

FEILARA MIAET 4 v 27 NAT NEE LWGAIL, static 2~ FOR—/LIP 7 RLAR—
BT B EEMRLET, BETHA FMTNAT AEFE L ARWEAIE. NATOACL IT/8f R E
NTW5s ACL 2R LET,

IS— ryt—o $ASA-3-305006: {outbound static|identity|portmap|regular)
translation creation failed for protocol src

interface name:source address/source port [(idfw user)] dst

interface name:dest address/dest port [(idfw user)]

BBl 7o h=r (UDP, TCP, F7/21Z ICMP) 73 ASA &H CAMAZER TEEHATLT,
ASAZ, Fv FT—27 T RUVARAELETa—FRXvy AN T RLRSETORT v MO@BIEEFFA L
TWEH A, ASA 1L, static 2~ RTHRIIZEN SNDET RLAIZX L TCZOF = v 7 %217
WET, FREN I 747 OHBA, ASAIZX Yy NI —27 T RLVRAEEETa— Ry 2 h 7 L
A LHBAUSNTIP 7 RLAOEBREER LE T,

ASA X, T _XTDHOICMP 2 vt — ¥ A FIZPAT 420 TiER<, ICMP =a—txza—
WSENTy b (A4 78 & 0) IZIRY PAT M LET, FFiZ, ICMP = a—Fzld=z a— 5%
o RIS, PAT A ER L ET, T072H, D ICMP X v — XA FRBEFEIND &
X, DA vE—UNERSNET,

ASA 1L, FERS static A~w L RO a— "L IP T RLARALE<RAZ7 2EHALT, EEIP 7 RL
A% Xy FU—=Z P T RVAEHET o —FRE¥y A MIPT7 FLAEXFILES, Zo— L [P
T RUVAR, —FHTHFRY NIV~ AT EFORMNR Ay NI —27 T RLATHBLEGAE, ASA
FERERY Yy hOFRy FU—Z IP T RLAEZIEI T —FX¥ XA P 7 RL AT L TEHBREIE
L EEA,

BlaRmLES,
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static (inside,outside) 10.2.2.128 10.1.1.128 netmask 255.255.255.128

ASAEZ, xy hT—2 T RLALELTIZr— UL 7 RLR 1022128 1K L, 7r— R¥ ¥ X
b7 RLAELTI10.22255 (288 LET, BEFOEENRNES . ASA 1, 10.2.2.128 £72iF
10.2.2255 58 COEEAT v FERER LT, ZO* vy E—IZiRLET,

SEDODLWIP 7T RLANRKRARNIP T RLATHLEAE. 7 %y b static =2~ > FOERIZA A B
~ A7 ZEFORD static =~ RERELET (static =~ FICHT RO —EHAD, £0
%o static 2~ FTiE, ASARXKRA R 7 RL AL LT10.22.128 125 LE9,

static (inside,outside) 10.2.2.128 10.2.2.128 netmask 255.255.255.255
static (inside,outside) 10.2.2.128 10.2.2.128 netmask 255.255.255.128

BT, DO LWIP 7 FLAZROHNEE A ML END N7 7 4 v 712X o CTERENRD
RN H Y £4, ASAIFRY hU—Z IPT7 RLAELEI7T o —F2y X NP7 FL A2 EHE
LY TRy N ZAZT 47 a7 4 Fal—ya a2 OKRANIP ERRTOT, WD
static 2~ FORy hU—27 7 RLVAEHBIIFE LU THLILERH D T,

HRLE 1T

305007

IS—rtyt—o $ASA-6-305007: addrpool free(): Orphan IP IP address on interface
interface number

BBl ASA D, HHDOZ o — )L =)L TRDOTLNRNWT RLAEZEHBRLELY ELELE,
ASA T, 7T FLADHEIRENTWAS L LT, BEREZEFRLET,

HRLE 1T

305008

IS—AvtE—o $ASA-3-305008: Free unallocated global IP address.

BiB  ASA I— /U ED B THER T RN a— L IP 7 RV AZfRIRLTT KL A F—)b
WRZEI L EiC, RESREZHRELEL, ZORFIREIZ. ASABNAT— K71
Tz —N— ey Ty T EFITH T, —EHONTIRENT 7 7« TIHEE & A X N1 A5 E
L ORI THERMMICHEY L TR WEAICEAT A AHREERH Y £9°, ZOREBIIFENZL SO TR
7o, FEIZEEMICER LET,

WRNE RIE R LRVEE. Cisco TAC IZBMWAbEL &0,

ASA >1)—X syslog * vtE—Y
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305010

305011

305012
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IS5— Ayt—Y  2ASA-6-305009: Built {dynamic|static} translation from
interface name [ (acl-name)]:real address [ (idfw user)] to
interface name:mapped address

BBl T RLAEHRmy PBMERESNE LT, Any ML BETT N2 a—h Ll 7
a— N VANCER L E5, Fo, HHMTIE, %887 L RAE 7 v — Uil a— Vs 28
LET,

HRLE F~HETT,

IS— ryt— $ASA-6-305010: Teardown {dynamic|static} translation from

interface name:real address [ (idfw user)] to interface name:mapped address
duration time

BB T RL xR e .y MBEIBRESNE L,
HEWE 1~ETT,

IS—AwE— $ASA-6-305011: Built {dynamic|static} {TCP|UDP|ICMP} translation
from interface name:real address/real port [ (idfw user)] to
interface_name:mapped_address/mapped_port

EiB TCP. UDP., £/13ICMP 7 RV AZ# A » hMERRSNE L=, Ay M, r—%F
AN S 7 a— SV NSE E T Y 7y FEEBRLET, Wi, Aay ME, Ze— ULflns o—
HNZEE Y ry N EEBBELET,

HRLE ~HETT

IS5— Ayt—Y  $ASA-6-305012: Teardown {dynamic|static} {TCP|UDP|ICMP}
translation from interface name

[ (acl—-name) ] :real_address/{real_port | real ICMP ID} [(idfw user)] to
interface name:mapped address/{mapped port|mapped ICMP ID} duration time

B 7 N ALHEA ey FREIBRENE LT,
HEWE 1~ETT,

ASA v J—ZXsyslog *v&—L
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305013

IS5— Ayt—Y  $ASA-5-305013: Asymmetric NAT rules matched for forward and
reverse flows; Connection protocol src interface name:source address/source port
[ (idfw user)] dst interface_name:dst_address/dst_port [ (idfw user)] denied due to
NAT reverse path failure.

BBl EBEOT FULRAEZFEHLT, v v 7SR A M~ e A E LR, RSN EL
77

WRIE NATZHEHTARANERIUA L Z—T A 2 FITRWE A MBS T 25513, EE
DT RVATERL, =y SN RLVAZFEHLET, £/, 77V r—v 3 2P 7 RL
ADBHDIAEN TV BEAL, inspect 2~ K& R2—7 M LET,

308001

IS— Ayte—P $ASA-6-308001: console enable password incorrect for number tries
(from IP address)

BB CHUTASA FHIA v E—U T, IOA vE— VR, BHEE— FICAD RdIc—¥RS
AU — REER SN EEIETRo TAN LIZRICR R INE T, mRETEEIL 3 BT,

BRUOME SAU—RZHEL, HERITLET,

308002

I5— Av+E—Y 2ASA-4-308002: static global address inside address netmask
netmask overlapped with global address inside address

BB 1 > FE IO statice 2~ RO IP 7 RLUANEMBE L CWE 9, global address 131K+
Fa2UT 4 LRADA =T 2 AA ALDT RLATHD7a—L T RLATHY
inside_address (3B EX =2V T 4 LNV DA U F—T 24 A LEDT RLATHDHE—I/)L T KL
ATT,

HARIME  showstatic 2~ REFHLCar 7 X2l —a D static 2~ RLEER L,
FEHLTWAa~<r FEEELET, kb BRUAREREIL, 10.1.1.0 2 E8DORy FT—2 T RL X
ZIRE LT, Blo static =< FT10.1.1.5 2 EZOFPHANICH DR A M EIBET HHEITHAEL
E
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311001

IS5— Ayt—Y $ASA-6-311001: LU loading standby start

BB XX NS ASADRERONCE Y TAVIIRDEXIC AT — R IV T2— VA —N"—T v/
F— MERNAZ A ASAICEEENE LI,

HRLE 1T

311002

IS5— Ayt—Y  $ASA-6-311002: LU loading standby end

BiH AT — b7 T2 A== T v T T MERP A N ASA ~DEFEEFIE L E
L7z,

HRLE F~HETT

311003

IS5— Aywt—Y $ASA-6-311003: LU recv thread up
BBl Ty T NEEISENAX L ASA MEZEINRELE,

HRLE F~HETT

311004

IS5— AvtE— 2ASA-6-311004: LU xmit thread up
BBl AT —bTIN Tz N— T T T — MERPB, AX N, ASAICERFEESNE L,

HRLE ~HETT

ASA ¥')—X syslog * vE—o
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312001

IS—AvtE—o $ASA-6-312001: RIP hdr failed from IP address: cmd=string,
version=number domain=string on interface interface name

BB ASA BISELANDOF R — g a—REEHORIP A vE—VEZEL A vE—VFZ
DA B =Tz A ATTREINDINN—Va UV EFLIIRRIFZEZFHFL, V=T 47 RAAL
DT> b VI TLE, BORIP T84 AL ASA CEETHLICIELLBESNTHARWN
AREMER B D F 9,

HRLE F~HETT

313001

IS—Ayte—9 $ASA-3-313001: Denied ICMP type=number, code=code from IP address
on interface interface name

BB iemp 2~ FRET 7 ERA VAR MEEBIHEHLTWDIEAE, BRPIC—E Lz MU RFHF
Al MU THIIE ICMP A7y MIREEZRFITLE T, KO- Lz MU BMEGE b
UDGE, £72i3=r P BR—H LR o758, ASAIXICMP N7y NEBERFEL, 2O Ay
T—UERARLET, iemp 27 NI, A Z—T A A~D ping A X —TNVERLIETT 14—
TN LET, ping DETNT 4 £—T L O%A, ASA IRy hT—27 ETRINTX E#A, =
DOFEREIX, BREFRER Y 7 ¥ ping & HIEENET,

HEWE 7 7T A0EHECBHMONEDELIEI N,

313004

IS— AvEe—o $ASA-4-313004:Denied ICMP type=icmp type, from source address on
interface interface name to dest address:no matching session

BRBA A7 — M7 ICMP HRETEMENZtEX a2V T 4 Fo v 7DD, ICMP /37 > Rn
ASA X o TR ESHE Lz, @K, ZHICHKET 201, 97TIC ASA 2@l LA >a—
BEREEFERNDICMP = 2 —)5%, 72133 TIZ ASA THEX. I TW5A TCP, UDP, F72i%
ICMP £y v a VIZBELZRWICMP =7 — X vy =Y DN hnTT,

HRUWE F~ETT,

313005

IS— Avte—o $ASA-4-313005: No matching connection for ICMP error message:
icmp msg info on interface name interface. Original IP payload:

embedded frame info icmp msg info = icmp src src _interface name:src address
[([idfw user | FQDN string], sg info)] dst dest interface name:dest address
[([idfw user | FODN string], sg info)] (type icmp type, code icmp code)

ASA >1)—X syslog * vtE—Y
[ 1-118 | |



| 1%F syslog *v&—Y

*v+£—2 302003 ~ 339000 M

embedded frame info = prot src source address/source port [([idfw user |
FODN stringl, sg info)] dst dest address/dest port [(idfw user|FQDN string),
sg _info]

BBl ICMP =7 — A v E—UNASA TT TILHELINTWHL EDEYy v a &L BELR NV
D, ICMP =7 — /b7y RS ASAIC Ko THREFEINE LT,

HENE FHEIALBICHIBEE, ACLEZMALTHAR FEHEETAZLENTEET,

313008

IS— Avte—o $ASA-3-313008: Denied ICMPv6 type=number, code=code from
IP address on interface interface name

BB demp o~ FETZEX UAPEEBICHMALTOSEA, BIC S Lz b U2
Al b Y THIUL, ICMPV6 X7y MILBEHAITLET, mIC—H|Licz s M) BRESET
FUDHE, FliFm PR L o756 ASAIXICMPYG X7 F&FEFEL, 20
AvE—UEAERLET,

iemp =~V RiZ, A V¥ —T =2 A A~D ping A X—TNVEIET 4 B—T M LET, ping &
TAE=TMCTHE, ASAR Ry hU—7 ETHRINCTE <0 9, ZOMEIL, TFERHRE
7o' m ¥ ping)] & HMEENET,

HENE 7 7 A0FHEFICBAVWEDELITEE N,
313009

IS— tAytw—o $ASA-4-313009: Denied invalid ICMP code icmp-code, for
src-ifc:src-address/src-port (mapped-src-address/mapped-src-port) to
dest-ifc:dest-address/dest-port (mapped-dest-address/mapped-dest-port) [user],
ICMP id icmp-id, ICMP type icmp-type

BB = FAAREZR (Bullslh) ICMP = a2 —BLREZIINE Ny FEZELE LI

HEME WA N FOSEIE, HAARETT, RRNKEICZHL5E. ACL 2L T
RAPEESRT L LR TEET,

314001

IS5S— Ayvt—Y $ASA-6-314001: Pre-allocated RTSP UDP backconnection for
src_intf:src IP to dst _intf:dst IP/dst port.

BBl ASADR Y=o T—HEZEFELTWZRISPZ 747 2 MIxtLTUDP A7 4 7 F v
FNVEHEE L,

o sre_intf  KIETXA L —T A R4

o src IP: EfZmmA v H—T7 A4 AP T KL A

o dst intf: SEFEA LB —T A AL

ASA ¥1)—X syslog * vtE—Y
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o dst IP: %65 IP 7 RLR
o dst port : AR — K

HRLE 1T

314002

IS5— AyvE—Y 9ASA-6-314002: RTSP failed to allocate UDP media connection from
src _intf:src IP to dst intf:dst IP/dst port: reason string.
BB ASADBAT AT FrRMTH L THLOVE A= L2 ZENTEEEA,
o sre_intf EEITLA L E—T = A A4
o src IP: EEmA v H—T7 2 A AP 7 KL A
o dst intf: BiFEA VB —T A4 AL
e dst IP: %% 1P 7 FL- X
o dst port : 5EdEAR— K
* reason_string : [Pinhole already exists| F721% Unknown|
HRUE ARG AIL ASA DAEYAREL TS, show memory =~ Ra %

TUTHIAAREZRZZ X XAE ) ZfERT 50, £/~ showeonn =~ FEZEFTLTHEHEIHL T
DY AR LT,

314003

IS—Ayt—o $ASA-6-314003: Dropped RTSP traffic from src intf:src ipdue to:
reason.

BBl RTSP A v E—VI PR — MEFNO R — EREFEN TN D0, EIITRKTAHIRZHE
25FIDOURLPEENTWVDT2H, RTSP A v E—VRa—HRED RTSP EX =2V 7 1 R
YIERLE L,

o sre_intf  BETXA L E—T = A A4
e src IP: XA v #—T7 A AP 7 KL A
o reason : JFH, ROWTHNAORGEENRDH Y £7,
-V RAERA Y IR THIR— MO0~ 1024 DAT 47 A—bExdvz—bFLTHET,
-URL OR & (urllength 34 +) P RE (url length limit /34 ) B THNET,
WRIWE RISPIIATUIREXF2VT 4 R —ZENXT DA vE—V2RETIRAEZH

HELET, #Rkan/z URL NIESTHLHEE, RTSP AV v— <~ 7T, LY EW URL &
RAFEL T, KU —%2FEMTEET,

ASA >1)—X syslog * vtE—Y
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314005

314006
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I5— AvtE—Y 2ASA-6-314004: RTSP client src intf:src IP accessed RTSP URL
RTSP URL

#iBl  RTSP 7 7A4 7 2 R RTSP #— N7 7 ALK S L LE LT,

o sre_intf : FEILA L H—T = A AA

o src IP : EEmA v H—T7 2 A AP T KL A

e RTSP URL : RTSP #— 3@ URL

HRLE F~HETT

I5— AwtE—Y 2ASA-6-314005: RTSP client src intf:src IP denied access to URL
RTSP URL.

BBl RTSP 7 JA4 7 EMEEILY A M7 27 E8ALELS & LELT,

o sre_intf EEITLA L E—T = A A4

o src IP: EEmA v H—T7 2 A AP 7 KL A

e RTSP URL : RTSP #—3® URL

HRLE F~HETT

I5— Ayt—2 2ASA-6-314006: RTSP client src intf:src IP exceeds configured rate
limit of rate for request method messages.

BB FEED RTSP Bk A v — U, RTSP R U v —OBREFAHL— MillRE @2 £ L,

o sre_intf  BEITXA L E—T = A A4

e src IP: XA v #—T7 A AP 7 KL A

o rate : BRIEFH L— MR

o request_method : BRA vy v —VDEAT

HEWLE 77472 b0 DLOREDRTSPER A v — V03 L — MR 2B 2 7R K 2 4 L%
R

ASA v J—ZXsyslog *v&—L
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315004

IS—Ave— $ASA-3-315004: Fail to establish SSH session because RSA host key
retrieval failed.

Al ASA /. SSH¥ v a3 OMENICVER RSAFTA R F—42BoFbhEdiA, HmA K
X —DNAEREN TR0, 721520 ASA DT A & A7) DES £7-1% 3DES K51k %
T LW, ASA BT AN F—0NRWAHEMERH Y F9°,

#RME  ASA =Y —/L'H» 5 show crypto key mypubkey rsa =~ > K% AJ) L T, RSA & %
M X —DRHLEEHERLET, FA N F—0WIEAIX, show version =~ > K& AN LT,
DES F£721X 3DES BRI ENTWNDHZ L 2R LET, RSA KA N F—0b5%4E1%, SSH &>
varEBRBLET, RSAFA N F—%4pkd 5121%, crypto key mypubkey rsa =< > F& A
LET,

l_ ASA ¥Y—Xsyslog »vt—o
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IS5— Avt—:

i

o
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$ASA-6-315011: SSH session from IP address on interface
interface name for user user disconnected by SSH server, reason:

reason

SSHEy Y aryBETLELE, =—¥2 quit £721% exit # AJJ7 5 &, terminated

normally A v ¥ —VRFERINET, BIOFRKETE y v a Nl snzLHa1E. 7% 2 FThH
EARPAINET, £ 1412, Bxohdbyva VOEORERERLET,

% 14

SSH VI DOREA

T¥R FXFF

Bl

Tovay

Bad checkbytes

SSH F—K#filzF = v 7 /N1 M3
2wy FRBEEShE L,

SSHEy> a2l LET,

CRC check FrE Dy Mo LCRME S L RETE, ZOAvbE—IUNG | XhEk
failed CRC A, /3% MIHEDIAEN TV R EN DAL, Cisco TAC [ZBRIVA
5 CRCIEE —BLERHA, 7y |[bESTEEN,
NRETT,
Decryption SSH ¥—zxcHaflz SSHE v 2 |RSAKRA RN F— %R L, FAERITLE
failure X — DN KB L E LT, 7,

Format error

F 7o balr X=X vw—T
N, SSH X— g UagaizZ{g &N
F L7,

SSHZ7 947 v aeF=v 7 L, PiR—
M DONR—2 9 o ThHZ LR L
EScs

Internal error

DA yE—iF, ASA Eo SSH ©
W=7 —. &25UIE RSA F—i
ASA IZAN S TR, E 2T
BTSRRI EERLET,

ASA =Y —/L7» 5 show crypto key
mypubkey rsa =~ F&Z AL T,
RSAFRAN X—DHDI L aMHLE
T BA RN F=RR0HAE, show
version =~ F& AJJL T, DES £7
1% 3DES BFFAI SN TWDH Z L 2R L
F9, RSA TR N X—0NHDEE1T.
SSHEvYa v 2HELET, RSA KX
b ¥ —% AT DITIE, crypto key
mypubkey rsa =~ K& AN LET,

Invalid cipher
type

SSH 7 4 7 v AU R—FEHTWH
WS EERLE L,

show version =~ FZ AL, 4%
VAR R— ML TV DHHEREE R L T
Mo, FAR—FEINTWDEREEEZEHT
HEOICSSHZ A7 MEFHRELE
7

Invalid message
length

ASAICEIET D SSH AvE—VDR
SN 262,144 A R AR TVD ),

7213 4,096 A PRIETYT, T4
DHAR L TW D ATREMEN H Y £,

FETT,
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% 14 SSH LIFORE ()
TXR FXFH| | HREA Toay
Invalid message |ASA 2FESSH A vt —V%2%(ELE |[ETNSSHZ T4 T hTHDHNEH )
type N, BHDOINETR— RSN TV FHERLET, 7 SSHvl 2V AR — b
SSH X vt—UFEHFERIN TV [LTWAERIZTIA4T R THY, ZDOAy
WSSH A vt —Y%aZELE LT, T—UNEEHRERTINDIGAIX
ASA T T N ary—nb debug ssh
av L REANLT, TR T Avk—
TERVIAZET, Dk, Cisco TAC
IZBRWEbEL ZE,
Out of memory |[Zd X v¥&—V1k, ASANSSHY— [ TSSHEvva v E2HELET,
NOMEHTHAEY ZE B THNT,
BELLIFENT 74 v 7 BENT=DIC
ASA NE TV —IT72 > TV DEEIZER
SNnET,
Rejected by a— YOI EHWLE LT, 2—PHENRRAT— REBTDH LD
server —HFIZRDET,
Reset by client [SSH 7 5 A 7 > k23 RETT,
SSH MSG DISCONNECT # vt —
Uk ASA ICEELE LT,
status code: hex | —H3 SSH 2> Y — /LT quit £ | AETT, V7 I7A T M2k TT5
(hex) i exit Z AT, SSHZ T4 7 | OTIZRL . EHFICKRTTL)2—H
vk 74 Ry (Windows THEITH) [ICHEREL £4,
#PACE L7,
Terminated by |[SSH Ewv i 328, ASA =2V —/L | RETT,
operator C ssh disconnect =~ RO AT X
DTINE LT,
Time-out SSH & v 3 3 >3, ssh timeout =~ |SSH ##%i % FB L ¥ 3, ssh timeout =~
activated v RTHRESNMERM 2B 27 |V FEHEH LT, S490F 7 4V Max X
O, XA LT T RNLELT, PN CTHRKRK 60 0FETCHEETAHZ &N
TEFET,
HRME AT,

IS5— rvt—

(platform vpn

SieA

$ASA-3-316001:
peer limit) exceeded

HRLE ~HETT

Denied new tunnel to IP address.

VPN peer limit

75y F 7+ —ALA VPN ETDOLBRBTHR—FENTWVWE LY HEL< D VPN Fr L

(ISAKMP/IPSec) Z[RIMHCHESZ L L 95 & L7234, R Mo idfrby b g4,

l ASA >)—ZXsyslog * vt—:
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316002

I5— *Ay+—Y $ASA-3-316002: VPN Handle error: protocol=protocol, src
in if num:src addr, dst out if num:dst addr
BBl VPN N AT TIAFET 5728, ASA 1L VPN > FAZ{ERTE £ A,
e protocol : VPN 7o —D 7w k=L
e in if num: VPN 70 —DANA v H—T = A AE
e src_addr: VPN 7o —D%ETIP 7 FL A
e out if num: VPN 7a—oOHijA4 v % —7 = A ZAFK5
e dst addr: VPN 7 u—D%% 1P 7 KL &
HEWLE —OAyb—VF, EFBETICRETLIZLOHD ET, L, AvE—UHY
WLFREN, VPN R—=ADT 7 I r— a NRAGBBIENBET 25813, Y7 bu=T

EENRK E 2> TODREERH Y £4, RO =a~ > N2 AN L TREMZRERZIEE L, Cisco
TAC IZREDOPFEZ LI L TS 7ZE W,

capture name type asp-drop vpn-handle-error
show asp table classify crypto detail
show asp table vpn-context

317001

I5— Ayt—Y 3ASA-3-317001: No memory available for limit slow
BB ZORSNEMEN AE U ARRENFIRTREL £ L,
HREWE MOATLATITAET 42O LTAEY OMMAZEHKL ET, RIS T, &
DREEDAEVMRIZT v 77 L— FL TS,

317002

IS— Avte— $ASA-3-317002: Bad path index of number for IP address, number max
BEBA V7 NUxT =T —RAELELE,

HRNE RIEN R LR WIS, Cisco TAC ITBMWAHEL EE W,

ASA v J—ZXsyslog *v&—L
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317003

IS—AvtE—o $ASA-3-317003: IP routing table creation failure - reason

BBl WY 7 b7 2T —RNBELELEZD . HLWIP V—T 4 7 T—T VOIERBT 5
nE L7,

WRNE =5 AvbE—U%FDOFFat — L., Cisco TAC IZHE L TL F &,

317004

IS—AvtE—o $ASA-3-317004: IP routing table limit warning
BE  ARIE IPA—F 4 T T ANDOIL— NS, RESNTEEHIRICEELE L,

HREWE 7T 10— MERELT, HIREZBRELELET.

317005

IS— Aytk—9 $ASA-3-317005: IP routing table limit exceeded - reason,
IP address netmask

BB Emor—hMIT—7icmzx eonEd,

HENLE T 710N — MREEDL T, HIRZEELELET,

317006

IS— tAytw—o $ASA-3-317006: Pdb index error pdb, pdb index, pdb type

B PDB IZXT 241 T v 7 ANHPHINTT,
* pdb : Protocol Descriptor Block (PDB A > 7 v 7 2 =5 — D7k ¥)
e pdb_index : PDB A T v 7 AikB1
e pdb type :PDB A VT VI A ZT—DHAS
HRLE  MEPERELRVES, v YL EREVAT A B S IR REND T T — A vk —

ChFODEFab— L., Cisco TAC IZBMWEbED 95 2, TAC O YFHITINE L-1HREY J1
e EE W,

ASA >1)—X syslog * vtE—Y
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317007

IS—AvtE—o $ASA-6-317007: Added route type route dest address netmask via
gateway address [distance/metric] on interface name route type

BB HILWA— R —T 7 TT MBS IVE L,

N—=T 47 Taharod(7:

C:8t. S: A¥ 7T 4w, 1:IGRP, R:RIP, M: E/XA /L

B : BGP. D : EIGRP, EX : EIGRP #}#F. O : OSPF

IA : OSPF W= U 7, N1 : OSPF NSSA M & 1 7 1

N2 : OSPF NSSA #M#%# A 7" 2, E1: OSPF #5414 7" 1

E2 : OSPF 4% 7 2, E : EGP, i:IS-IS. L1 :1IS-IS L~1 1

L2 : IS-IS b~ v 2, a: IS-IS Wi~V 7

dest_address : Z D)N— s D5ASEF Yy U —7

netmask : 55Xy U —V DF Y Nv R

gateway _address : FEEF vy NI — 7 BEZFEOIZOIMENT 57— =24 DT RL A
distance : ZDON—FDT RI=ZA ML —FT 47 F 4 AZ A

e metric: ZD/NL—FDA KN w7

o interface name : NI T 4 v I WN—T 4 VT ENDFY VT =T L H—T =2 A A4

HRILE AL RETT,
317008

I5— Ayt—Y 2ASA-6-317007: Deleted route type route dest address netmask via
gateway address [distance/metric] on interface name route type
BBl BTLWAL— R —T 4 T T =T ANLHIBRSIVE LT,
N—=T 47 TahalroiL7 .
C:#fi. S: A¥ 7T 4>, 1:IGRP, R:RIP, M : &AL
B : BGP. D : EIGRP, EX : EIGRP #+5. O : OSPF
IA : OSPF NV 7, N1 : OSPF NSSA 454 A 7 1
N2 : OSPF NSSA 44 # 1 7 2, E1 : OSPF sNf % 1 7' 1
E2 : OSPF 4N # (7 2, E : EGP, i:IS-IS, L1 :1IS-IS L ~1 1
L2 :IS-IS L ~yr 2, ia: IS-IS W= U 7
dest_address : Z DJ)L— N DR F Yy hU—7
netmask : SEHEF Yy T —T DF v hv R
gateway_address : 5E5E% Yy b — 7 BREZFEO T OIERTH7— U =24 DT RLA
distance : ZDN— DT RI=ZA ML —T 4T T4 AH R
e metric: ZTD/L—FDA N v

ASA ¥1)—X syslog * vtE—Y
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o interface name : NI 7 4 v I WN—T 4 VT ENDEFY NI —F L H—T =2 A%
HROLE  TLIIARETT,

318001

IS— Ayvte—o $ASA-3-318001: Internal error: reason

BB NEY TN =T T -REAELELE, TOAYE—VIESBILIIERRINET,

BRENE =7 AvbE—V%FZOFFEFabt—L, Cisco TAC IZHE L TS0,

318002

IS— Avte—o $ASA-3-318002: Flagged as being an ABR without a backbone area
BB X N TEREINTEANAYy I R— 2 T OV Y THEAL—ZE LT T T
DENTVWET, ZOAvE—VESBILICERRENET,

HAZME OSPF Yot 2 & HiLd LE4,

318003

IS— Ayw—o $ASA-3-318003: Reached unknown state in neighbor state machine

BB NRY T MU= I -REAELELE, TOAYE—VIESBILIIERRINET,

BRENE =7 AvbE—V%FZOFFEFabt—L, Cisco TAC IZHE L TSV,

318004

I5— Av+E—Y 2ASA-3-318004: area string lsid IP address mask netmask adv
IP address type number

BBl OSPF7utATULVIAT—HFT RARZA XA FOBBICEENECE L, 23T A
FTY V=207 BN5 R’ H 0 7,

HRWE BRI L 22WIEE . Cisco TAC IZBVWEDHELZE N,

l_ ASA ¥Y—Xsyslog »vt—o
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318007
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I5— Ayt—Y  $ASA-3-318005: lsid ip address adv IP address type number gateway
gateway address metric number network IP address mask netmask protocol hex attr
hex net-metric number

$B  OSPF C.ZDT7—4 X=X LIPNV—T 47 T—=T7NEDORMICAREEPRITSILE L,

HERME  FIELNER L2WIES . Cisco TAC IZBRIVWADE L E &,

IZ5— Ay+—Y 9ASA-3-318006: if interface name if state number
BB AT T = EAELE LT

HRME =7 AvtE—V%FOFEEFat—L, Cisco TACIZHEL T ZEW,

I5— *wt—Y 3ASA-3-318007: OSPF is enabled on interface name during idb
initialization

BB AT I —RAELE L,

WHHRNMLE =5 AvbE—V%F0OFFabt — L., CiscoTAC ITHE LT &N,

IS5— Ayt—Y ASA-3-318008: OSPF process number is changing router-id.
Reconfigure virtual link neighbors with our new router-id

BB  OSPF 7t zxnVUty hhT, HrLWwWL—F IDZRIRLEY>ELTWVWES, 2772
YAl oTIRTORBEY 7 p3MELSELRET,

HRNE T CORBREBY L Z7OFEBY 7 av7 4 FX¥al—arvEd HLwwL—% 1D %
MM A X HICEELET,

ASA v J—ZXsyslog *v&—L
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318009

IS5— Ayt—Y %$ASA-3-318009: OSPF: Attempted reference of stale data encountered
in function, line: Iine num

§BR  OSPF M&ENEH T, oG CHIBRS N —MOEE T —#fiEE2 SR L Lo L LE L,
AVE—T A RABLON—FDar T4 FXab—ralryalET e, MEPRRT SRR
YV ET, LL, ZOAYE=VRERINIGEIE, V=T AD—HDOAT v 7IZ&->T
T2 EORMHIRNELCLTNDLIOT, FHETILERD D 7,

o function : T L2\ A R N EBZ(E LT HERE
e line num : 23— K DITEE

WRANE RIEI SRR LRVEEE. Cisco TAC IZBRWAbE L IZ&E 0N,

318101

I5— FAw+—Y $ASA-3-318101: Internal error: REASON

BB WY 7 hy=7 =7 —REAELE L,
* REASON : A X s OFEA72JRIA

HERAE  SLIAETT,

318102

IS— tAytw—o $ASA-3-318102: Flagged as being an ABR without a backbone area

BB L—F NN 7R A LT

. /L—% 7% Area Border Router (ABR) £ L CT7J 7
BREINTWET,

HEBMEB OSPF Yot xrFHiEZd# L=,

318103

IS— tAyw—o $ASA-3-318103: Reached unknown state in neighbor state machine

BB Ny T b =T =T —REBALE LT
HREWE SRIAETT,

l_ ASA ¥Y—Xsyslog »vt—o
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318104

I5— AvytE—Y 2ASA-3-318104: DB already exist: area AREA ID STR lsid i adv i type
0x x

#iB  OSPF TLSA ZRDOIFHZEMNTERNZD, AEV DY =7 B3 RAET LA H U &

T
e AREA _ID STR : fEisi# %4 0551
o i EHE

o x: BHIED 16 R

HRDE LI TT,

318105

IS—ryte—9 $ASA-3-318105: 1lsid 1 adv 1 type 0Ox x gateway 1 metric d network
i mask i1 protocol #x attr #x net-metric d

BBl  OSPF CT.Z2DT —H#X—R L P NV—TF 407 T—TNEDMIIREEGRRBENE LT,
o i HEIE

o x:EHHED 16 R

o d:¥uE

HERIE  SLIAETT,

318106

I5— *y+— 9ASA-3-318106: if IF NAME if state d

BB N T —MEAELE L,
o IF NAME : 2B% %354 v 4 —7 = A4 AD4HI
o d: K

HRLE SRIAETT,

ASA v J—ZXsyslog *v&—L
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318107

IZ5— Ay+—Y $ASA-3-318107: OSPF is enabled on IF NAME during idb
initialization

BB N T —RAELE L,
o IF NAME : 8% % 54 v % —7 = A ZD4H

HERIE  SLIAETT,

318108

IS— Avt—o $ASA-3-318108: OSPF process d is changing router-id. Reconfigure
virtual link neighbors with our new router-id

BHEl OSPF Ymtx2RNUty hT . HLWL—FIDABIRLESELTWET, 2RIk D,
TRCOWA) 7 ME T LET, BOEESELICE, T_XTORMY 7 34— DR
U I REEELTILERNDY £7,

e d: 7 utvXID 2FETER

HROLE T TOEBEEY 7 oRA) 7 av 74 Xal—varZzZ HLvl—Z 1D %
G LI EELET,

318109

IS5— Avt—Y $ASA-3-318109: OSPFv3 has received an unexpected message: Ox / Ox

BB  OSPEV3 B THI LAWWYot 2AMA vt —VaZELE L,
o x: BEHED 16 EXRFD

HERIE  SLIAETT,

318110

I5— Ayt— 2ASA-3-318110: Invalid encrypted key s.
SR HEESNTRE B — 0 R T,
o 5 R F—%FET LTS
HEWE V7T 7FAFMOF—%FE L, service password-encryption =~ > K% A7) L CH

TAET D0 FRIFRELEHSX—PATH L Z L 2B LET, HE SN S X —0EY)
BEEIE, VAT ARERICT T — Ayt —URFRENET,

ASA >1)—X syslog * vtE—Y
[ 1132 | |



| 1%F syslog *v&—Y

*v+£—2 302003 ~ 339000 M

318111

IS—AvtE—o $ASA-3-318111: SPI u is already in use with ospf process d

BB TCICHEAHINTWASPIAFAHLE ELELE,
e u:SPl #HETHS
o d:7utvxID 2EKTES

WEME 70 SPI ZBIR LT F &N,

318112

IS—AyE— $ASA-3-318112: SPI u is already in use by a process other than ospf
process d.

BBl I CIEHAENTWASPIAHAHLEIY ELELE,
e u:SPl #£9%K=
e d:7utvAID 2ETHE

HRWE B0 SPI Z@IRL T 7ZS W, T TIEASN TS SPILD Y R & FRT 5121,
show crypto ipv6 ipsec sa =~ RZ AJJLET,

318113

IS— Ayte—o $ASA-3-318113: s s 1s already configured with SPI u.

BBl T CICHEHENTWASPIZHALEY & LE L,
o s AVHE—T oA AERTLTH|
e u:SPl #£9%K=

WRIVE  S9)\C SPI AREMERT 570, Blo> SPI A BHR L ET,
318114

IS— tAyw—o $ASA-3-318114: The key length used with SPI u is not valid

BB TR INEE-TWET,
e u:SPl #RITES

WERIME A7 IPsec ¥ —%BIR L £ 4, IPsec BIFF—1% 32 #7 (MD5) F7-1% 40 #7
(SHA-1) @ 16 EHETH LML ERH Y £,

ASA ¥1)—X syslog * vtE—Y
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318115

IS—Ave— $ASA-3-318115: s error occured when attempting to create an IPsec
policy for SPI u

sif

IPsec API (N¥) =F—23%AELE L1z,
s LT —%RFT LTS
u:SPI #RT+F=

HRNE

KA ARE T,

318116

IS5— Ayt—Y 2ASA-3-318116:

SPI u is not being used by ospf process d.
B OSPFv3 T STy /euy SPI %

REMBLES E LE LR,
u:SPl #£K¥+&E=

d: 7at 21D 2ETHKE

WRME OSPFV3 IC L > THHA SN TWS SPI R T 5121%

318117

. show 2~ KZ AN LFET,

IS— Ayte—o $ASA-3-318117: The policy for SPI u could not be removed because
it is in use.

BBl FRENTZSPIORV —ZHIBRLEYD ELELEBN . TOR) O —RNELEXRaT Yy
MZEWERAENTWELE,
e u:SPl #£9%K=

HRLE SRIAETT,

318118

IS—Aytw— $ASA-3-318118: s error occured when attemtping to remove the IPsec
policy with SPI u

188

IPsec API (N¥) =7 —23%AELE L=,
s HRESNEZ T —%2FTLFY]
u: SPl KT H=

HRNE

KA ARE T,
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318119

IS— Ayt—o %$ASA-3-318119: Unable to close secure socket with SPI u on
interface s

S%B8  IPsec API (WH) =7 —23AELE L,
e u:SPl #&KTHS
o SIHEEESNTAVE—T oA A HFT LTS

HRDE SRIAETT,

318120

I5— Ayt—Y 2ASA-3-318120: OSPFv3 was unable to register with IPsec
BREA A= I —RAELE L,
HRNE TR T,

318121

IS—Avte—o $ASA-3-318121: IPsec reported a GENERAL ERROR: message s, count d
BB A= T —03RAELE L,
e SIHEINZAvE—TERT LTS
o d: A Y=Y OREEF T

HRLE SLIARETT,

318122

IS— Ayte—P $ASA-3-318122: IPsec sent a s message s to OSPFv3 for interface s.
Recovery attempt d
BB =T —NBELE LI, VAT LAREX TRy FOFA—7 U EERERATH
i—é_o
s sIHEINEAYE—VEREINTLA U F—T 2 A AERT LT
o d: U ANYRITEH R R TEE

HERIE  SLIAETT,

ASA ¥1)—X syslog * vtE—Y
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318123

IS—Avte—o SASA-3-318123: IPsec sent a s message s to OSPFv3 for interface
IF NAME. Recovery aborted

BB R I—ARAELELE, VIR ORITORKEEZBEX E L.
o sIIREINTZA vE—VERT LT
o [F NAME : fEEShicA v 2 —T = A R

HRDE SRIAETT,

318125

I5— Av+E—Y 2ASA-3-318125: Init failed for interface IF NAME

W AL F T 2—AOUHHLICK L E L, BEXDONBRKRIE, kO ERBY TT,
o A UH—T x A ADHRE L R HEWBHIRS N TVET,

e VI Ra—T DT —FR—RAEERTEEFATLE,

¢ B—UNN—HDFAN=T=FTuy 7 2fflTEEEATLL,

WEINE (LT AEPPRET I T4 X2l —ay a<wy REHIKR LT EHRT
L%,

318126

IZ5— AvyHE—Y $ASA-3-318126: Interface IF NAME is attached to more than one area

BB AL F— T2 A AN A E—T A ZADY I HRUANDEBEDA X —T 24 A U A MT
EENTVET,

« IF NAME : f8iESHI-A v 2 —T = A X

HERIE  SLIAETT,

318127

IS— tAyw—o $ASA-3-318127: Could not allocate or find the neighbor
BER T T A LE LT
HRELE SRITIRETT,

ASA >1)—X syslog * vtE—Y
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319001

IS—AvtE—o $ASA-3-319001: Acknowledge for arp update for IP address
dest address not received (number).

Al  ASA NDO ARP et 2723, ASA DA — "—n— RBFKE THEFESI IS > TWET,

HERMLE FRETT, —HHARZT—T3, ASA OVPHAREF v 7 L, FEBLHZ THEM
SR TWARNWZ L a2fERL £,

319002

IS— tAyw—o $ASA-3-319002: Acknowledge for route update for IP address
dest address not received (number).

BB ASAHNDONL—T 47 TV 2— /LN ASA OA—_"—1a— RNFRKR CTHERFR#AS IS -
TWVWET,

HEROE AETYT, AT —TT, ASADOVEBHEAREZTF v/ L, #RELBZ THER
SHTWARNZ L aERLET,

319003

IS— Ayte—o $ASA-3-319003: Arp update for IP address address to NPn failed.

BB ARP= U NV AT v 7 T— b T DMENRLIGE NHBARP 7—T Ve T v 7 T— T2
72D Fy hU—27 Zatydh (NP) ICA vy E—VNEEFEENET, EV2— L TAEVFHE
NEL IR TWDEE, ERIERET — 7 ABNHMRIZ /2> TV DHEAIE. NP ~D A v —UNE
[BENT, ZOAvE—UNERSNDARERS D 3,

HEBRIE ARP 7 — 7 AN TH LN E D I EfR LET, W TIERWES, CPUMRE

FOMHTY OB EHR L TEY 2 —VORAMEZFHNET, CPUMARIEW, BH2Y
DEFED LN GE. AMBIERICED L IEEIENER S E T,

319004

IS— Ayte—o $ASA-3-319004: Route update for IP address dest address failed
(number) .

BB ASAWNOL—F 4 7 BV a— RN, VAT LADF—"—a— NRFK THNEFBIS I
2o TUWET,

WRIE FRECT, MR I—TF, VAT L2OEHANET =y 7 L, FREEZB X THE
HENTWARWZ 2R LET,
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320001

321001

321002

321003

321004

IS—Avte—o $ASA-3-320001: The subject name of the peer cert is not allowed
for connection

BB ASA BfHH/R VPN U E—F TN 2 E 23— A"ThoHE, ETEAEICIT ca
verifycertdn =~ > RO AL —H LW T V=7 MABREENTWET, PRBENEAE L
TWAAREM G H VY £, Zhid. TAAMABETIP T RLREZRATF—T7 47 L. ASA 7D
VPN #5272 E L L5 L3750 TT,

HRLE F~HETT

IS— Fyte—o %$ASA-5-321001: Resource varl limit of var2 reached.
SEA WS Y Y —AOBREMHERELITL— MRIZZELE Lo,
HERRLE FETT,

IS— Fyte—o %$ASA-5-321002: Resource varl rate limit of wvar2 reached.
SEA WS Y Y —AOBREMHERELITL— MRIZZELE Lo,
HERRLE FETT,

IS— tAytw—o $ASA-6-321003: Resource varl log level of var2 reached.
BE  ERSnY Y —2OREY VY —REHREZIIL—F v LUMZELE LT

HRLE F~HETT

IS— tAyw—o $ASA-6-321004: Resource varl rate log level of var2 reached
BE  ERSNnY Y —2OREY VY —RERREZIIL—F v S LUMZELE LT

HRLE F~HETT

l_ ASA ¥Y—Xsyslog »vt—o



| 1%F syslog *v&—Y

*v+£—2 302003 ~ 339000 M

321005

IS—AvtE—o $ASA-2-321005: System CPU utilization reached utilization %

BB AT A0 CPUMHEN 95% LLEICBEEL, SHBZDOLLcE EEoT0nET,
e utilization % : HFH N TS CPU O X—k L FT—
WRIOLE —0OXyb—UREHMICERRINIELEE, BE T ET, ARV IEINDIGE

i%. show cpu =~ RO & ZE L, CPUMHELZHERLET, &V EHEIL, Cisco
TAC IZBERWEDELIIZE W,

321006

Q

IS— tAytw—o $ASA-2-321006: System memory usage reached utilization %

BBl AT LOAEVMAEN 80% LLEICEFEL, SHMIor it EEoTnET,
o utilization % : fEH &N W5 CPU O/R—k T —
WRIE —0OXAyb—URNEHMMIIRRINIEGEEE, BETEET, ARV EINDIGE

(%, show memory =~ > FOHANZMRB L., AEVMEMHELZHELET, ZhBEmWEEIE.
Cisco TAC (ZBWAEDELIZE W,

321007

I5— Ayt—Y 9ASA-3-321007: System is low on free memory blocks of size
block size (free blocks CNT out of max blocks MAX)

BBl VATATAEIDOEZTay I RNAELTWET, 7y 2B RKRETHE, VT T 47
DOHWIRFAT D ARER D D £,
o block size: AEV DTy A4 X (b ziX, 4. 1550, 8192)
o free blocks : 2% 7 1 v 7 ¥k, show blocks =~ > FOMHAKIZ CNT 47 JMIRENET
e max_blocks : VAT APEIV Y TH LN TELHT7 1y 7 Ok K, show blocks =~ > KD
% MAX 7 7 JMORSNET

HBRBNE FHrshi-7uv7 $ A4 2XOHPIDOCNTH T LDZEXTay 7 DREEPE=4F 5121,
show blocks =~ > KM LET, CNT & 7 AR ERMICHTZ o TErMZIZIEFITIT WV F

FIRDHEE . ASA BA—_R—1— RIZR2 5TV B, SBIFEE RSS2 N ORI ERRAE LT

LHAREMERH Y 7,

ASA ¥1)—X syslog * vtE—Y
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322001

IS— Aytk—9 $ASA-3-322001: Deny MAC address MAC address, possible spoof
attempt on interface interface

BB ASA . O LWMAC 7 RL ALy FEEDA 4 —T =24 AL TZELE
LR, Oy FOEETMAC 7 FL AR, avr 74 X2 —y g 0TS % —7 =
ARZAZT 4 TNV FERTWET, MAC A7 —7 4 VTR FIIIRE I ANEKT
HHAREERH Y T,

HRLE L7 Fa2l—Tar MR WBFRAMREZLDDL, EFidar 74 Fab—
va v ERGRIE L Gl e @ a1 E T,

322002

IS— tAyw—o $ASA-3-322002: ARP inspection check failed for arp
{request|response} received from host MAC address on interface interface. This
host is advertising MAC Address MAC address 1 for IP Address IP address, which is
{statically|dynamically} bound to MAC Address MAC address 2.

BB ARPMREET  =2—Lid, 41 X —T MR- TWDIEHE, N7y RNTT RRZ A XED
H LW ARP = B U R, BANICHEE &7z IP-MAC 7 R U A 38R0 BE Sz IP-MAC 7
RLADNSAL T 4 v DI TWENE I N EF =y 7 LTHhEH, ASA ZNLTARP 7 v b
FEIELET, 2OF =2 v 7 NKBLEZES, ARPHRETY 2—/LT ARP N7y FEFEHEL, &
DAvE—VEAKRLET, ZORMWIE, *Y FT—ZND ARP A7 —7 ¢ » F R E - 3%
ar 7 4Xalb—vary (IP-MAC XA YT 40 7) BRKEZRSTWSAREERH Y £,

HMENLE FALNKBIIHIEHE, ACLZHEHLCEA ME2ESTA2ZENTEEYT, HENNE
higar 7 4 X2 —valilHEBAR. MM UT AT EEELET,

322003

IS— Avte—o $ASA-3-322003:ARP inspection check failed for arp
{request|response} received from host MAC address on interface interface. This
host is advertising MAC Address MAC address 1 for IP Address IP address, which is
not bound to any MAC Address.

BBl ARPMATY 2—/Mid, A F—TNICR>TWBHA, /X7y MNTT RRZ A &5
HLWARP = R U, EIICRESNTZIP-MAC 7 RLADNAA U F 4 It T HNE
IMEF 27 LThH, ASAZNMLTARP X7y hadmikLET, Z0OF =y 7 BEKKLT-E
A ARPREE Y 2 — /LT ARP X7y REREFEL, ZOA v E—VFERLET, ZORWIT,

Fy NT—=JHNDARP A7 —7 4 VT HBEF - 13 ea 7 4 X2 —3 3 (IP-MAC A

VF4UT) WEEERSTWAAREERH Y 3,

HERBME FALKBRICHIEE, ACLZMHALTHRA MEESTHZ ENTEET, FHIN#
Nigar 74 Xab—vailhbiBEE. MUy T 4T EBEBELEY,
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322004

IS5S—Ayt—Y  $ASA-6-322004: No management IP address configured for transparent
firewall. Dropping protocol protocol packet from

interface in:source address/source port to interface out:dest address/dest port

BB EEIIP T RLAB BRI UAXRT LY b F— RTRESHLTWARWED ASA BTy
BEFELE L7z,

e protocol : 7’0 k2 )VOILFHNF 7213

o interface_in : NJJA B —T = A A4

* source_address : 7Ny NOEEILIP T FLA

e source_port: /37 FOFEEITLAR— |k

e interface out: WA v HZ—T = A 24

o dest address : /N7 > RO IP 7 KL A

* dest _port: /X7 NDFESER— b

HRNE TAAMRICEHEIPT FLALAZOBEERELE T,

R
i}

323001

I5— Av+E—Y 3ASA-3-323001: Module module id experienced a control channel
communications failure.

IS—AvtE—o $ASA-3-323001: Module in slot slot num experienced a control
channel communications failure.

BB ASA B, HIEF v AN LT, BESHAIEAB Y MIRESHTVWDE Y a—/L LiEE
TEEE A

module id: Y7 "N xT Y—EADEVa2a—/LDOERLE, $—ERA EV2a—VOLRIEEEL
e

o slot num: "N—F7 =T DO —E R BTV 2—LOBRE, MENREELZAn Y FE2IEELE
Fo AR Y FOEVATLADAAL Y R—FamRL, Any b LITEEAR v MCREIS LT
HEYa—NERLET,

HRWE BRI L22WIEE . Cisco TAC IZBWEDHEIZE N,
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323002

323003

323004

IZ5— Ay+E—Y  $ASA-3-323002: Module module id is not able to shut down, shut down
request not answered.

IS— Ayte— $ASA-3-323002: Module in slot slot num is not able to shut down,
shut down request not answered.
BB BEINTVWIEVa— R, Yy MU UVERICEE LERATLE,
e module id: Y7 NV =7 ¥y —ERADEV a2a—VOLAE, Y—E R BTV 22— /VOARTEZTEEL
£7

o slot num: N— RO =T DYV —E R EVa—LOBRE, BENEELZAR Y FEIEELE
T, Ay POV AT LDAL Y R—KRERL, Au v b LIIEEAR v MIERE ST
HEVa2—NERLET,

WRNE RIE R LRVEE. Cisco TAC IZBMWAbEL &0,

IZ5— *Avt—Y $ASA-3-323003: Module module id is not able to reload, reload
request not answered.

IS—rAyte— $ASA-3-323003: Module in slot slotnum is not able to reload, reload
request not answered.
BBl BHEINTWAIEVa—AR, Ue— FERIGELEHEATLE.
e module id: Y7 NV =7 y—ERADEV a2a—VOLHE, Y—ERX BTV 22— /VOLARTEZIEEL
iﬁ—o

o slot num: ™N— R =zT7 OV —ERETa— VDG, BENREAE LAy NEEELE
T, AV FOWETATLADAAL Y R—K&ERL, Auy b LIEEAD v MIREINLTY
HEV2—NERLET,

WROE RIE R LR VEE. Cisco TAC IZBMWAbEL &0,

IS—AvEe—9 $ASA-3-323004: Module string one failed to write software newver
(currently ver), reason. Hw-module reset 1is required before further use.

BBl €V ARV T =T S—Ya RS T £ AT L7, UNRESPONSIVE fkHEIC
BITLET, EVa—ME Y7 YT RT v 77— bSO ETHATE A,
o string one : Y 2 — )L EIRTT F A NILFH|

o newver : BV a— b ~DEZXIALNIEFIK T LRV 7 b 2T OHF LW A=V g 3%
B (1.0(1)0 72 &),
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o ver: EVa— NV EDY T MY =T OBREONR—T g FE (1.0(1)0 L),

e reason : FLWAR—=V g UREV 2 — VIEZIAALTERNS RN, reason (25 2 b A HE
i, RO LB TY,

- BEIAHDKN
A A=V HEZIAD ALy FIERO LK

WRENE V22— V77T Ty TF— b TERVES, HHTE R £, ME
DRI L 724, Cisco TAC ICBBIWEbHE L ZE W,

323005

IS— Ayte—o $ASA-3-323005: Module module id can not be started completely

I5— Avyt—Y 3ASA-3-323005: Module in slot slot num can not be started
completely

HE oAy E—IF, BV ARERITEETCERWI AR LET, B a— VT, 2
DOREMETEEI NS F T, UNRESPONSIVE RIEEDOE FIZ700 £7, IbAREENSEWRRE & L
T, BEVa—ARnAry MZIELLKBO T o T RN EnBLoNET,

e module id: V7 b7 =7 Y—EADEY 2a—LDOHE, V—ER TP 2—LOLRTEZIEEL

ESUaN
o slot num : N— Rz T O —EREV2a—/VOGEE, EVa—AREEIRLTWHWLI AR Y
FNESEEELET,

BRUME TV ADPELL{BINTLNATHDILEZHRBL, TYVa—/VDAT—H A LED
DRITL TV DN E I »aF oy 7 LET, EVa2—LEZELIBVMITELEZE, £V a2—R
BRBAINTZZ &% ASA BREBETHETED» LD RV ET, EV2— BRI T 5
NTWnaZ & xR L, sw-module module service-module-name reset 2~ > KE 72X
hw-module module slotnum reset 2~ > FEFEH L TCEY2—nVZ2 Uy hLEBRDLIDA Y
U NEREINDHAEIL., Cisco TAC IZBHWADbEL SV,

323006

IS—AyE— 2ASA-1-323006: Module ips experienced a data channel communication
failure, data channel is DOWN.

BBl T Fy pLBEEENEELASA NV —ER B2 — VI N T T 4 v 7 BERIETE
RNolmZEE2RLTWET, ZOEENHA 2074 Xa2b—230DT7 75 47 ASA TRAE
L7=SGEiE, 77— A —R_"=RN M) T—EnFET, £/, TOEEIZL-T, BFEF—EX

EV 2= VICERBEND NT T4 w710, REFAD T = —L A =T R v—F T T =—L
Ja—X R v—NNEHINET, ZOAvE—VF, VATALAEVa— L¢P —EREV2—

ASA ¥1)—X syslog * vtE—Y
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JVDMITASA DT =2 T L— &0 LIZBE LOMBERRET L2 L0 TAERINET, ZOX)
BB, =R FVa2—AMEILR, VEy b BVSL, EREFT TSNS E
(ZHRAET D ARENR DY £7,

HBRIE IPSHREDY T MY =T —EZAEY 2 —/LOYA  sw-module module ips recover =
U REERLTCEY 2=V E2EELEST, "NV =27 =X EV2—-1LVOHE, ZOAy
T—UMNSSM DU r—FEREIVEy FORERE L TERSINEZDOTIEZRL<, SSM 2 UP KEEIC
RoT21%I2, ®HtT 5 syslog A vE&—3 505010 AFERIN72WVEATL, hw-module module 1
reset 2~ FEEALCEYa— a2y FLET,

323007

IS5S— Awt—Y $ASA-3-323007: Module in slot slot experienced a firware failure
and the recovery is in progress.

BBl  4GE-SSM 2#EE ESN7- ASA T, BWENV—Y0nREL, 2oV 7—FEhE L,
ZTOFER, 4GE-SSM (F, MEBAIRRETA VT A TR TV D A[REENH Y 97, ASA 1%,
4GE-SSM NEEJEETHH Z LML, BEIMIC 4GE-SSM # & L £,

HRLE 1T

324000

I5— AvtE—Y 2ASA-3-324000: Drop GTPv version message msg type from
source interface:source address/source port to
dest_interface:dest address/dest port Reason: reason

BB B Oy Ridreason BRI I N TWD T 4 & Y o TEMAEERT- L TR
O, EEINE L,

HRLE F~HETT

324001

IS— tAytw—o $ASA-3-324001: GTPv0 packet parsing error from
source interface:source address/source port to
dest interface:dest address/dest port, TID: tid value, Reason: reason

BB Ty FORBII= TR H Y E L, BXONHFERIZKRO LB T,
e WHIE ORZE

o WZH®D IE OARIE

o IEDNE/FDFED

o WY AvE—Y Txr—<v b

o A7 aldIE ORIE

o ME4)7 TEID

ASA >1)—X syslog * vtE—Y
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o THRIE

o REREESDT7 44—/ K

o KRB GTP A vE—v

s HMTEDLAYE—Y

o THILZZWRA v E—TVDOHRR

e X)L TID

o N—=Ua DORYF—F|

HREWE —OAvE—UPR—EHHIECRRINIGEIL, BHLTIhEVETAL, ZOA Y
T URHBIIRREINDGEIE, T RARAV RKBEO—FE LTARE Ny FEEFELTH
HA[REMENH D T,

IS—Avte—o $ASA-3-324002: No PDP[MCB] exists to process GTPv0 msg type from
source interface:source address/source port to
dest_interface:dest address/dest port, TID: tid value

BBl ZoXvb—U 321100 (AEVEDLBTCOTT—) DRICEREINDIGA, AvE—V
IZPDP 2 F X X M ERERT DD+ Y Y —AREholzZ LR LET, FRLUADEA,
A= 321100 NI DORNCFEREND Z E1ZH Y £ A, A=V 3 0 TiE, 595 PDP =
UTXRARBROMERNWIEERLET, N—=T a1 TiE, Ay E®— 324001 OEICZD
Av—UNREREINTEHE, Ny MU T —NFE L CEMEMEIELE LT,

HREME  FESMR L2 WIEA I, BREITPEDR PDP 207 A MR LISy FEEEFEL
TWHEHBEERFELET,

IS— tAytw—o $ASA-3-324003: No matching request to process GTPv version
msg type from source interface:source address/source port to
source interface:dest address/dest port

BB ZELSER, ERFa—L BT 2ERBEERL TN, Thll B Sh EE
VR

HRELE —OAyt—URN-EHMILICRRINIGAE, BHLTHhETVWEEA, L2L,
ZORyE—URHBIIRRSINDIHEITL. = FRA VPR KEO—HE LTRREAT Y P &%
BLTWDHBEMENRH Y 7,

ASA v J—ZXsyslog *v&—L
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324004

IS5— Awt—Y $ASA-3-324004: GTP packet with version$d from
source interface:source address/source port to
dest interface:dest address/dest port is not supported

BB LB ONRTy R BETR— IR TNDENN—=T a0 Eid3—Ta v 1 B o s—
VasiligoTWET, PV F TV PSR TWEOIN=Va UBEERE-TESTHY . HEIZ
KRSNLHEIT, =2 FRA VPR EBEO L LTARRAT v FE2REEL T LS H Y
ESUaN

HRLE A~HETT

324005

I5— *wt—Y 3ASA-3-324005: Unable to create tunnel from
source interface:source address/source port to
dest interface:dest address/dest port

BB AR AL TF—F 2=y O RV EERTORITHICE T -3 B AELE LT,

WRIE 0Oy b—URNEHMMICRRINIEGEEE, METEET, HBIHVEINDIGE
X, Cisco TAC IZEBWEbELEEN,

324006

I5— AvyHE—Y 3ASA-3-324006:GSN IP address tunnel limit tunnel limit exceeded,
PDP Context TID tid failed

BE  EREZFEEFELTHD GPRS AR — T / — FD . fERESNDRKIFE F xR EB AT
D, FANADBERENER A,

HELE R AHIREECTRERH L0 E ) D EER Y N — 7 ~OKED AN B
LEIPEERELET,

324007

IS—Ave— $ASA-3-324007: Unable to create GTP connection for response from
source address/0 to dest address/dest port

BBl R4 AP—bEAGPRSYAR—F J—FFEHEIEIF— v =A GPRS Y AHR—F /— KDzt
g halsy—% =y bO M RVEERTZEITHICZ T —BRBAELE L,

BHRBME T 97 Avb—UZRNT, BEAELIEREN2 - -HAEZHRALET, ME
EP L7204, Cisco TAC IZBRIWEHHEL 2 &,
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324008

IS5— Ayt—Y SASA-3-324008: No PDP exists to update the data sgsn [ggsn] PDPMCB
Info REID: teid value, Request TEID; teid value, Local GSN: IPaddress (VPIfNum),
Remove GSN: IPaddress (VPIfNum)

$B 7 — % sgsn/ggsn PDPMCB 1§ # T PDP # B ¥ 5 720IC GTPHA A v B — V& XA Z /3 A
EBRTZELE X2, Ufio PDP FHiA v —URRAZ U AL ERIZIE LLEE STV RN
. FRITIEFICOME IN o772, PDP BRROMND £H A,

HWROLE —0OXyv—URNEHMICRRINIELEE., BETEET, HBICRETIHEIE.
Cisco TAC IZBHWEbhE L ZE W,

324300

IS— tAytw—o $ASA-3-324300: Radius Accounting Request from from addr has an
incorrect request authenticator

BB AR NIHAMEBERIRESNTOVIEAIT. TOMBICL - TERI— T 4 ¥ —2 0%
FEENFET, MIEICKRRT D &, v ZiZisk S, Ny MAEMMEIEL 9,

» from_addr : RADIUS 70 T 4 v JERZEELTHWDHREAMDIP 7 FLA

BMENE TFLVWIEAMEBENARESINTWAZEZ2EERALET, ELWEEFWMENRREEIN TS
AR, Ty FOEETEARICTF v I L, ATV =T 4T EN TR om 2 L R LE
T

324301

IS5— Avwt—Y $ASA-3-324301: Radius Accounting Request has a bad header length
hdr len, packet length pkt len

BB THUUT AT ERA v E—VONy X —IIRENTNAE NNy REREBEO Ty N R
LHABI-D, Ny MUELREE L ET,

o hdr len: RO~y X —IIRENTNDH Ty MR

o pkt len : BT MR

HRLE <7y MRRAT T4 T ENTO RSl 2R LET, X7y FRIEYTHD
BEE. Xy FERVIAL, AvyE—YTHEREINTHWDLLIIC, ~y X —ENRBRoTWnDH I &
AR LET, ~y X —ENRIELL, BEPFERLZ2WEGAEIEL, Cisco TAC IZBMWEbELEE
AN
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325001

IS5— Ayt—Y %$ASA-3-325001: Router ipvé address on interface has conflicting ND
(Neighbor Discovery) settings

HA V7 LORON—EN FIETHNTA—FE2RON—F T RRZA XA MEEREFELE
L7

e ipv6_address : FAFAI/NL—Z D IPv6 T N LA

e interface : FFMNL—F LDV T DA U E—T 2 A AL
HRWE V2 LD IPv6 V—F BT XT, hop_limit. managed config flag.
other_config flag. reachable_time, ¥ LN ns_interval \Z 2\ T/ —& 7 RANZ A XA MI[AE
UNRTA—ZERFOI L EMHERL, BHEONLV—ZIZLoTT RRZ A XEND, RILT V7 4 w7

ADBRENDENRTATHALNRRALTHL ZEEMBLET, A VX =T AT LIINT
A—Z & w3, show ipv6 interface =2~ RE AN LET,

325002

I5— AvtE—Y 2ASA-4-325002: Duplicate address ipvé address/MAC address on
interface

BB BIOT AT LRIPVE T RLAEEH L THET,

* ipv6_address : fHFI/L—Z D IPv6 7 F L X

o MAC address : BERIOBA T FM S 2T 20 MAC 7 KL A, TR USNOEA 1T unknown
o interface : MFWI AT LEDY I DAL B —T x4 A4

HRINLE 250 AFA0350 1 DO IPv6 7 FLAZER LET,

325004

IS— tAytw—o $ASA-4-325004: IPv6 Extension Header hdr type action
configuration. protocol from src int:src ipvé addr/src port to dst interface:
dst_ipvé addr/dst port.

BB = —VREELIZIPVe~y ¥ —IERICK LTI D EIFER O T 7 v a VAR ELE LT,
o hdr_type : WOWTNNDEIZ/RY £7,
ah: AH B~y X —IZxf LTCT 7 va v aRELE L
count : LIRSy X —HIZH L TT 7 v a v ZHELE L
destination-option : 56547 a L OIEESN Y X —ICH L TCT 7 a vy 2R ELELE
esp : ESP LI~y ¥ —IZxtLTCT 7 v a v ERELE LD
fragment : 77 7 AL MEE~NY X =XKL TT 7 v a vy & ELE L
hop-by-hop : &Ry ZTNNA KRy TR~y X —ICKH L TT 7y a v aRELELE
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routing-address count : /L—7 4 Y THERAN Y X —O7 RL 2R LTT 7> a VEREL
L7z

routing-type : b —7 4 T FA TRy X —ICH L TT 7 v a v ERELELE
* action : ROWTNNOMIT/2Y £,

denied : /N7 v MIEESNET,

denied/logged : /X7 > MIELG S, EENET,

logged : /X7 v MIFEINET,

BB HESNLET 7Y B INRWEA, policy-map =~ KO F T, match
header extension_header_type =~ > K& parameters =~ > RAfEiE L, ELWEEEZINX &
T, BlErLUET,

hostname (config)# policy-map type inspect ipv6 pname

hostname (config-pmap)# parameters

hostname (config-pmap-p)# no match header extension header type ! to remove the
configuration

hostname (config-pmap-p)# no drop ! so packets with the specified

extension header type are not dropped

hostname (config-pmap-p)# no log ! so packets with the specified extension header type
are not logged

hostname (config-pmap-p)# no drop log ! so packets with the specified

extension header type are not dropped or logged

—Ayw— $ASA-4-325005: Invalid IPv6 Extension Header Content: string.

detail regarding protocol, ingress and egress interface

BB ARERIIESNY X —ZFFOIPv6 N7y R ENE LT,
o string : WOWTNHOMEIZ/2 Y FT,
- wrong extension header order
- duplicate extension header
- routing extension header
HEOE ey S0 ry MEREET D701 capture 2~ REREL THH T v B

B Rey FINDFREEEMFTLET, IPve IR~y X —DFEMET = v 7 2B T X 58561203,
WDa<wy REANLT, IPV6 RY v — =y TORMMET =y 75T 1 8—T7 M LET,
hostname (config)# policy-map type inspect ipv6 policy name

hostname (config-pmap)# parameters
hostname (config-pmap-p)# no verify-header type

ASA v J—ZXsyslog *v&—L
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325006

I5— Avt—> 2ASA-4-325006: IPv6 Extension Header not in order: Type hdr type
occurs after Type hdr type. TCP prot from inside src int: src ipvé addr/src port
to dst interface:dst ipv6 addr/dst port

B NEFE A ARIERILES v ¥ —% £ IPv6 X7 v E RIS IvE LT,
HRRE Foov7Shizry FERRET 272012 capture 2~ 2 RERELTHEH, Fay
INTe Ty FOYRIES v X ONAFF 2 AT LE T, TEFARIER~ Y X —IERP T STV 55

B ROa<w L REANLT, IPVO XA T RV v — <~ 7 TELL RWEFOF = v 7 52T 4
=7z LET,

hostname (config)# policy-map type inspect ipvé policy name
hostname (config-pmap)# parameters
hostname (config-pmap-p)# no verify-header order

326001

I5— Avt—Y 2ASA-3-326001: Unexpected error in the timer library:
error message

B EERAA T — AR IR, ITFANBIELWEAL TR LTEREISREN. HBH N
I RIBRHD A, FE, F2—ICADZA X FOBENR VAT AHIRE#BE L5 &, % T
BARITENET,

WRNE RIE R LRVEE. Cisco TAC IZBMWAbELIZ&E 0N,

326002

IS—AvtE—o $ASA-3-326002: Error in error message: error message

BB IGMP 7o B ANERIZIGL Ty Yy AUV TEEHEATLE, 2OV Yy E T
ZTCEITEINDAXR IREB L TWRWAREERH D £77,

WRNE RIE R LR VEE. Cisco TAC IZBMWAbELIZ&E 0,

326004

IS— tAytw—o $ASA-3-326004: An internal error occurred while processing a
packet queue

BB IGMP "7y F Fa—D0Ty MR RWMESEZELE L,

HERME  FIENER L2WIES . Cisco TAC IZBRIVWADLE L E &,
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326005

I5— AvtE—Y 2ASA-3-326005: Mrib notification failed for (IP address,
IP address)

BB TIPSR e N =T D58y ERZ(E I, MRIB AT 2R ITAR L
F L7,

WRNE RIE R LRVEE. Cisco TAC IZBMWAbEL &0,

326006

IS— Ayt—o $ASA-3-326006: Entry-creation failed for (IP address, IP address)

BBl MFIBIZIMRIBoHxo o VDT v T —b2ZELE LN ERENDT FL A ICEE
T M) EERTEEFATLE, AFIVARBEKRELTEZLONET,

WRNE RIE R LRVEE. Cisco TAC IZBMWAbELIZ&E W,

326007

IS— rytw— $ASA-3-326007: Entry-update failed for (IP address, IP address)

HA MFIB2AMRIB) oA v Z—T 2 ADT v T — 2ZELE LR . EREINDLT FL
ZWCBET DA E—T oA AR TEEEATLE, AFVARARREKE LTEZONET,

WRNE RIE R LR VEE. Cisco TAC IZBMWAbEL &0,

326008

IS— tAyw—o $ASA-3-326008: MRIB registration failed
B8 MFIB 28 MRIB 2B TCEEHATL,

WRNE RIE R LRVEE. Cisco TAC IZBMWAbEL &0,

326009

IS— tAyw—o $ASA-3-326009: MRIB connection-open failed
B  MFIB 7 MRIB ~O##HiZ T EHA TLZ,

HERME  FIENER L2WIEE . Cisco TAC IZBRIVWADE L E &,
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326010

IS5— FAwt—Y $ASA-3-326010: MRIB unbind failed
BBl MFIB 728 MRIB "6 7 >34  RTXEHATL,

HRWE BRI L7220 E . Cisco TAC IZBWEDHELIZE N,

326011

IS5— FAwt—Y $ASA-3-326011: MRIB table deletion failed
BBl MFIB BHIBR SN DT T o7 —T7 Ve lEcEEHATLE,

HRWE BRI L22WIEE . Cisco TAC IZBRWEDHELZE N,

326012

IS—AvtE—o $ASA-3-326012: Initialization of string functionality failed

BB FEM SRR RIG L E L, Zoa v R—xr MIgl Sk, iR L THLEH)
ET 2 rTREEDR BV £77,

HELE BRI L22WIEE . Cisco TAC IZBRWEDHELIZE W,

326013

IS5— Aywt—Y 2ASA-3-326013: Internal error: string in string line %d ($%s)
g8 MRIB TEAZ I —NFAELE LK,

HELE BRI L2RWIEE . Cisco TAC IZBRWEDHELIZE W,

326014

IS—Aye—o $ASA-3-326014: Initialization failed: error message error message
BB MRIB 3 ¢iift T £HATL,

HRWE DR L2RWIEE . Cisco TAC IZBRWEDHEIZE W,
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I5— AvtE— 2ASA-3-326015: Communication error: error message error_message
BB  MRIB 2SEARE->TWLT v 77— b aZfE LE LT,

HRWE BRI L22WIEE . Cisco TAC IZBRWEDHELIZE W,

IS— Ayt—o $ASA-3-326016: Failed to set un-numbered interface for
interface name (string)

BB  PIM FPURANEETT RLANRWZDHEATEERLAT L, ZORMIL, BT A
VH—=T 2 A ARRONL RN, ERENTT T BRI THEAELET,

HEWE BRI L2RWIEE . Cisco TAC IZBRWEDHEIZE W,

IS—Fryvt—o $ASA-3-326017: Interface Manager error - string in string: string
BBl PIM ho b A U2 —T oA REAERRBIC, =T —2FAELE L,

HELE SRR L2R2WIEE . Cisco TAC IZBRWVWEDHELIZE W,

IS— tAytw—o $ASA-3-326019: string in string: string
B PIMRP hu L A ¥ —T =g AEAFRTIZ, =7 —BHELE LT,

HEWE SRR L72RWIEE . Cisco TAC IZBRWEDHEIZE W,

IS— tAyw—o $ASA-3-326020: List error in string: string
HBH PIM A ¥ —T=xA R URPMERHAPICZ, 27— ELELTL,

HEWE BRI L2RWIEE . Cisco TAC IZBWEDHHEIZE W,
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326021

IS—AvtE—o $ASA-3-326021: Error in string: string
BiBH PIM ho b A 2 —TxA A0 SRC ZREPIZ, =7 =03 FELE LT,

HRWE BRI L7220 E . Cisco TAC IZBWEDHELIZE N,

326022

IS—AvtE—o $ASA-3-326022: Error in string: string

Bl PIM YR EABERIEL Ty v P YUY TEEHATLE, 2OV Y v MF T VIl
TEITENDA X FARE LT AR WATEEMER H Y £,

HRWE BRI L22WIEE . Cisco TAC IZBRWEDHELZE N,

326023

IS—AvtE—o $ASA-3-326023: string - IP address: string
BBl PIM /L —THIPHAZ QPRI =T —BEALE L,

WRNE RIE R LRVEE. Cisco TAC IZBMWAbELIZ&E 0N,

326024

IS—AvtE—o $ASA-3-326024: An internal error occurred while processing a
packet queue.

BB PIM ATy FXa—D0NTy FERERWMESEZELE L.

WRNE RIE R LRVEE. Cisco TAC IZBMWAbEL &0,

326025

IS5— Ayt—Y $ASA-3-326025: string

BB Ao b—UREORITRIC. W= T7—0% A LE L=, PIM b x/L IDB Ol L,
Ao —VOZERICRET ALY A D a— LI NTEA Ny NBRAE LR WDATREMERH D F5,

WRNE RIE R LR VEE. Cisco TAC IZBMWAbEL &0,
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IS—AvtE—o $ASA-3-326026: Server unexpected error: error message

BBl MRIBNXNZ 947 FEaRETEERHATLE,

HRWE BRI L22WIEE . Cisco TAC IZBRWEDHELIZE W,

IS—AvtE—o $ASA-3-326027: Corrupted update: error message

BBl MRIB2AME L7 v 75— b2ZELE LT,

HRWE BRI L722WIEE . Cisco TAC IZBWVWEDHE L ZE W,

IS—AvtE—o $ASA-3-326028: Asynchronous error: error message

i MRIB APl CHRUBOIERM =S —NRELE LT,

HRWE BRI L22WIEE . Cisco TAC IZBWEDHELIZE N,

IS—AvtE—o $ASA-3-327001: IP SLA Monitor: Cannot create a new process

BB IPSLA E=20H LWt 2B TEXEFATL,

WRBIOLE T ATLATVEZHERLET, ATUDBRELTWIEAIL. TUNEKTH 5 nlFeM:
RHVIET, ATUBFBEAREICR-oT- X2, avr REBASN L THET, MEDIHE LN
%A, Cisco TAC IZBEIWEDOEL ZE W,
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327002

IS— Fyte—o %$ASA-3-327002: IP SLA Monitor: Failed to initialize, IP SLA
Monitor functionality will not work

BBl IPSLA T HHHKICERR L £ Lz, ZORREIX, Z A ~— A —/LESRERN P Iz 2%
L7Z5E., i e e A Bl EaENe o BmaIcRE LE T, A7 2R TT572OICFA
TEL AR TRhRVWAlEERDH Y 3,

ERRE A7 5 AFVZHBELET, ATUDBARRLTWDIHEEIE, TRNREETH 2D Rt

RHVIET, ATUBFBAAREIC T X2, avr REBASN L THET, MENIHE LN
%A . Cisco TAC IZBEIWEHOEL 2 &,

327003

IS— Fyte—o %$ASA-3-327003: IP SLA Monitor: Generic Timer wheel timer
functionality failed to initialize

BBl IPSLA E=#NZA~— KA —LZUHLTE ETHE A
BHBBME AT ATVEHERELET, ATUBARRELTWEEARIE., TOEDICH A ~— 7K

A —WHEREDN L SN EHAT L, AFUDPFIAARIZR 72L X2, 2~ FEBANLT
HET, MEPIER L WS, Cisco TAC IZBWELELZI VN,

328001

IS— Ayte—o $ASA-3-328001: Attempt made to overwrite a set stub function in
string.

BB LU Fry A2 TRRBINLLEEDIa NNy 7 L LT 1 DOMEEEZRE

TEET, IRy ZEENT TICREIN TV, HLWa— Ny 7 OFRGERIT IR
LE L,

o string : BERED 4 HI

HRWE BRI L22WIEE . Cisco TAC IZBWVWEDHELZE N,

329001

IS—AvEe— $ASA-3-329001: The string0 subblock named stringl was not removed

BB VU RUT =T —RRAELELR, IDBIF T T r Y I EZHIRTEERA,
o string0 : SWIDB % 721X HWIDB
o stringl 1 V7T 0 v 7 OA4HI

HRWE SRR L 22WEE . Cisco TAC IZBWEDHHE L ZE N,
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331001

IS5— Ayt—Y ASA-3-331001: Dynamic DNS Update for 'fgdn name' = ip address
failed

BBl XA IV I DNSHTUATANDNS —REDYY—R La—K&T7 v 75— T
FHATLE, TOBEET. ASA N DNS V= N7 7 B A TERWEA, FHRITHROY AT L
LETDNS 4 —EANEEL T RWGAIZRET IAREENRD D £,

* fgdn _name : DNS 7 v 7’7 — M RRIT SN BREM KA A V4
* ip address : DNS 775 —FDIP 7 KL A

HIBME DNSH—ARBFEINTEY ., ASANOEGEFRETHHZ L 2R LET, MENRE
L7224, Cisco TAC IZBRIWEbELTZEW,

331002

I5— AvyHE—2 ASA-5-331002: Dynamic DNS type RR for ('fgdn name' - ip address |
ip address - 'fqdn name') successfully updated in DNS server dns server ip

BB DNSH—A_THAFIvI 7 DNS T v 77— RBRELE LT,

e fpe:VUY—RA La—RoXA7 (A F£721X PTR)

e fqdn_name : DNS 7 v 77— M RRIT SN EREHM R A A 4

* ip address :DNS 7 v 75— FrDIP 7 KL X

e dns server ip : DNS #—/"D P 7 FL A

HRLE F~HETT

332001

IS— Ayte—o $ASA-3-332001: Unable to open cache discovery socket, WCCP V2
closing down.

BBl =T —T9, WCCP 7rt AR, FyvvianbdFabal Ayvt—V0) v A
EHENS UDP Y7y b ZENTE o722 EE R L TWVET,

WRIME P 74Fal—YarRNELWVWIZE, BIXOADAR<LEE 1 DD IP 7 RLANRRKRE
SNTWDEZ LR LET,
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332002

IS5—AwvHE—Y $ASA-3-332002: Unable to allocate message buffer, WCCP V2 closing
down.

BB =T —T9, WCCP 7ut AR, ZFETu bhal Avbe—V2RFET57200AFY
BEID B CTHZENTE R o722 LB R LTWVET,

WROLE TXCOTobvRHAMTRERTSDRATINDDZ EE2MRLET,

332003

IZ5— Ayt—Y 9$ASA-5-332003: Web Cache IP address/service ID acquired

BBA ASA O Web %y v va b0 — EARRESE LT,
e [P address : Web ¥ v a2®DIP 7 KL A
o service_ID : WCCP % — & A3+

HRLE 1T

332004

IZ5— Ay+—Y $ASA-1-332004: Web Cache IP address/service ID lost

BB ASA @ Web ¥ ¥ v anbDh—EARKbiLE L,
* [P _address : Web v v =D IP 7 FL-A
e service ID : WCCP H— & 2 &5+

HRELE sz Web v v v 2 OEIEL R L £,

333001

IS5— *Ay+—  $ASA-6-333001: EAP association initiated - context: EAP-context

BB VE—FARARNEDEAP 7 VY= —2a UGB ENE LT,

o EAP-context : EAP v ¥ a O—E O, 8D 16 #E L L TERREINET (& X
1. 0x2D890AEOQ),

HRLE 1T
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333002

IS5— Ayt—Y  2ASA-5-333002:

Timeout waiting for EAP response -
context:EAP-context

BB EAPISEZfF-> TCWOMIZHA LT U MM FELE LI,

EAP-context : EAP &y a v O—FOEATF, 8HrD 16 EH L LTERENETT (2L x
£, 0x2D890AEO),

HRLE F~HETT

333003

IS— Ayte—o $ASA-6-333003: EAP association terminated - context:EAP-context
BBl UE—FARAREDEAP 7YV T—va BT LELE,

EAP-context : EAP £ v ¥ a »O—EOMNT, 8H#7D 16 L L TERRINET (L x
1. 0x2D890AEOQ),

HRLE 1T

333004

IS5— Aywt—Y  $ASA-7-333004: EAP-SQ response invalid - context:EAP-context

BBl EAP AT — X R 7 U —DREN, AWMy MRFRICEKRLE L,

EAP-context : EAP &> v a v O—EO#B T, 8H#1D 16 #E s LTRREIhET (2L x
X, 0x2D890AEO0).

HERME  FIELNER L2WIEES . Cisco TAC IZBRIWVWADLE L E &,

333005

IS5— *yt—Y 2ASA-7-333005:

EAP-SQ response contains invalid TLV(s) -
context:EAP-context

BBl EAP A7 —Z X 7=V —0IREIC, 1 DFELIFEROMES 7 TLV R EFENTHWET,

o EAP-context : EAP v a O—BOi#HIF, 8D 16 #E L L TERREINET (& X
i, 0x2D890AEO0).

WRANE RIEI R LRVEE. Cisco TAC IZBRWAbE L IZ&E 0N,
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333006

IS5— Ayt—Y 2ASA-7-333006: EAP-SQ response with missing TLV(s) -
context:EAP-context

BB EAP AT —# A 7V —0IREIC, 1 DEIIEHROLATLV BdH Y $H A,

o FEAP-context : EAP vy a v O—BEOi#NF, 8D 16 HEL L TERENET (L x
£, 0x2D890AEO),

HRNE RIEN R LR WIS, Cisco TAC ITBRMWAEHEL EE W,

333007

IS5— Ay+¥—Y $ASA-7-333007: EAP-SQ response TLV has invalid length -
context:EAP-context

$B  EAP X7 —H4 2 7 x U —OIREIC, WHLESOTLV @ Eh THET,

o EAP-context : EAP v ¥ a O—E O, 8#D 16 #E L L TERREINET (& X
1. 0x2D890AEOQ),

WRNE RIE R LRVEE. Cisco TAC IZBMWAbEL &0,

333008

IS5— Aywt—Y  $ASA-7-333008: EAP-SQ response has invalid nonce TLV -
context:EAP-context

BBl EAP A7 —X R 7 U —DIF&EI, Wt A TLV REENTWVET,

o FEAP-context : EAP v a v O—BEO#NF., SHTD 16 HE L L TERENET (L x
£, 0x2D890AEO),

HRWE SRR L 22WIEE . Cisco TAC IZBWEDHE L ZE W,

333009

IS5— ryt— $ASA-6-333009: EAP-SQ response MAC TLV is invalid - context: EAP-context

8Bl EAP 27— 2 7= U —DJR&IC, HEEINZ MAC & —F LRV MAC BREENTOE
ﬁ—o
e EAP-context : EAP v ¥ a O—E O, 8D 16 #E L L TERREINET (& X
1. 0x2D890AEOQ),

WROE RE R LRV E. Cisco TAC IZBMWAbEL &0,
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333010

IS5— 4wt —Y $ASA-5-333010: EAP-SQ response Validation Flags TLV indicates PV
request - context:EAP-context

BBl EAP A7 —X 2 7= —DIREIL, BT PERBRAATF ¥ MEEA ER L7 2 & 2RI HEE
777 TV BEERTHET,

HRLE F~HETT

334001

IS— Fyte—o %$ASA-6-334001: EAPoOUDP association initiated - host-address

BB VE—hKFASAMEDEAPOUDP 7 V= — g UNBAMAENLE LT,

e host-address : KA MO IP 7 FL A, Ry Mix 10 ERFETRENET (I 2F,
10.86.7.101),

HRUWE F~ETT,

334002

IS— Ayte—o $ASA-5-334002: EAPoOUDP association successfully established -
host-address

BBl HRABMELDEAPOUDP 7 VI —ya URNIEWICHENYL SN E L,

e host-address : IRA LMD IP T FL A, Ry MtE 10 ERFTLTRINET (& 2T
10.86.7.101),

HRLE ~HETT

334003

IS5— FAwt—Y $ASA-5-334003: EAPoUDP association failed to establish - host-address

BB HSALMEDEAPOUDP 7 Vv — g U AN CExFHATL,

e host-address : KA MO IP 7 RV A, Ry Mix 10 ERFETRENET (I 2F,
10.86.7.101),

WHIME Cisco Secure Access Control Server D2 7 4 Fa b —Ta VEHERLET,

ASA ¥1)—X syslog * vtE—Y
| “EzCm



F1E  syslog *vt—2 |

W xy+&—2 302003 ~ 339009

334004

IS—AvtE—o $ASA-6-334004: Authentication request for NAC Clientless host -
host-address

BB NACZ 747 FLRARXFORIFEERPITONE LT,

e host-address : KA MO IP 7 RL A, Ry Mix 10 ERFETRENET (F2& 2iF,
10.86.7.101),

HRLE F~HETT

334005

IS— Aye—o $ASA-5-334005: Host put into NAC Hold state - host-address

BB R AX RO NAC v =32 Hold RiEIZZA2 Y £ LT,

e host-address : IRA LMD IP T FL A, Ry MtE 10 ERFTLTRINET (& 2L
10.86.7.101),

HRLE 1T

334006

IS—AvtE—o $ASA-5-334006: EAPoUDP failed to get a response from host -
host-address

BBl KA S EAPoUDP & 2% {ELEHATL,

e host-address : KA MO IP 7 RL A, Ry Mix 10 #ERFETRENET (I 2F,
10.86.7.101),

HRLE FHETT,

334007

IS— Ayte—o $ASA-6-334007: EAPoUDP association terminated - host-address

BBl ARAREDEAPOUDP 7Yy =—a VBT LE LT,

e host-address : IRAFDIP 7 FL A, Ry Mix 10 #ERTTrRENET (& 203,
10.86.7.101),

HRLE 1T

ASA >1)—X syslog * vtE—Y
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IS— Fyte—o $ASA-6-334008: NAC EAP association initiated - host-address, EAP
context: EAP-context

BB EAPoUDP B4 A & @ EAP Z#BHE L £ L7-,

e host-address : KA MO IP 7 RL A, Ry Mix 10 ERFETRENET (F2& 2F,
10.86.7.101),

o EAP-context : EAP v a »O—EO#HIF, 8D 16 #E L L TERRINET (&
1. 0x2D890AEOQ),

HRLE 1T

I5— Ayt—  $ASA-6-334009: Audit request for NAC Clientless host - Assigned IR

BB W EANEBEIV Y THELIP 7 FLADERERME FE SN THET,
o Assigned IP: 7 7 AT MIEVHETHRTNDIP 7 FL2R

HRLE F~HETT

IS— Fyte—o %$ASA-6-335001: NAC session initialized - host-address

BB VE—FMFSAFONAC kY a VBB ENE LT,

e host-address : IRAFDIP 7 FL A, Ry Mix 10 #ERTTrRENET (& 203,
10.86.7.101),

HRUWE F~ETT,

IS5S— AwE—S $ASA-5-335002: Host is on the NAC Exception List - host-address, OS:
oper-sys
BB T4 T M NACHIFY A RMZASDTNAETZD, RAF Y RIEORRIZRY T A,

e host-address : " A FDIP 7 RV A, Ry MEX 10 #ERTLTranET (&2,
10.1.1.1),

o oper-sys : RANDFXVL—F 47 AT A (=& %X, Windows XP),

HRUWE F~ETT,
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335003

IS5— Awt—Y $ASA-5-335003: NAC Default ACL applied, ACL:ACL-name -
host-address

BB 2947 RMINACT 741+ ACLAEMA SN E L=,
o ACL-name : #fH XT3 ACL O4 i,

e host-address : IRAFDIP 7 FL A, Ry Mix 10 #ERTTrRENET (& 203,
10.1.1.1),

HRLE 1T

335004

IS5S— Ay+¥—Y 2ASA-6-335004: NAC is disabled for host - host-address

BB VE—FFARABMIKHLTNAC BT 4 B—T IR > TWET,

e host-address : " A FDIP 7 RV A, Ry MEX 10 #ERTLTranET (&2,
10.1.1.1),

HRLE F~HETT

335004

IS— Fyte—o %$ASA-6-335004: NAC is disabled for host - host-address

BB VE—F AAMIHLTNAC AT 4 =T NIZR>TWET,

e host-address : IRAFDIP 7 FL A, Ry Mix 10 #ERTTrRENET (& 203,
10.1.1.1),

HRUWE F~ETT,

335005

IS— Avte—o $ASA-4-335005: NAC Downloaded ACL parse failure - host-address

Bl XYoL no— FEN7- ACL OfEFTICEBLE LT,

e host-address : IRA LMD IP T FL A, Ry MtE 10 ERFTLTRINET (2 & 2T
10.1.1.1),

WERIME  Cisco Secure Access Control Server D17 4 X2 bL—3 9 V2R LET,
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IS—AvtE—o $ASA-6-335006: NAC Applying ACL: ACL-name - host-address

BBl NAC RAF ¥y RIAFOHEL LTHASINTWS ACL OL4HITY,
e ACL-name : W S T\3 ACL ®O4 i,
e host-address : IRAFDIP 7 FL A, Ry Mix 10 #ERTTrRENET (& 203,
10.1.1.1),

HRUWE F~ETT,

IS— Avte—o $ASA-T7-335007: NAC Default ACL not configured - host-address

BBl NAC T 74/ b ACL B’RESNTWER A,
e host-address : IRA LMD IP T FL A, Ry Mtx 10 ERFTLTRINET (& 2T
10.1.1.1),

HRLE ~HETT

IS5— Aywt—Y $ASA-5-335008: NAC IPsec terminate from dynamic ACL: ACL-name -
host-address
BBl PV OfEE L L CHSESNZF AT I v 7 ACL 121X IPSec DFEKIRAMLIE T,
e ACL-name : @ S CT\W% ACL D4,
o host-address : RA D IP 7 RL A, Fy MI&E 10 LKL TREINES (2L 23
10.1.1.1),

HRLE 1T

IS5— Aywt—Y  $ASA-6-335009: NAC Revalidate request by administrative action -
host-address

B EPLEIC X - T NAC @ Revalidate BifENgER SN E LT,

e host-address : KA MO IP 7 RL A, Ry Mix 10 ERFETRENET (I2& 2F,
10.1.1.1),

HRUWE F~ETT,
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335010

335011

335012

335013

IS5S— Ayt—Y %ASA-6-335010: NAC Revalidate All request by administrative action
- num sessions

BB EPLEIC L o T NAC @ Revalidate All Bi{ERBE Rk S £ LT,
o num: HRFESNDE Y v a VEERT 10 o

HRLE F~HETT

IS— Ayte—o $ASA-6-335011: NAC Revalidate Group request by administrative
action for group-name group - num sessions

SHER BB IZ L - T NAC @ Revalidate Group EifENER S hvE Lz,
e group-name : VPN 7 v —7"4,
o num: HRGESND Y v g EERT 10 O

HRLE F~HETT

IS— Avt—o $ASA-6-335012: NAC Initialize request by administrative action -
host-address

BEE G PREIC X o T NAC @ Initialize B\ERE R S E L=,

e host-address : IRA LMD IP T FL A, Ry MtE 10 ERFTLTRINET (2 & 2T
10.1.1.1),

HRLE 1T

IS5S— Ayt—Y %$ASA-6-335013: NAC Initialize All request by administrative action
- num sessions

B EPLEIC X - T NAC @ Initialize All Bi{ER SR S E LT,
o num: HRFESNDE Y v a VEERT 10 O

HRLE A~HETT
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335014

IS—AvtE—o $ASA-6-335014: NAC Initialize Group request by administrative
action for group-name group - num sessions

BB EHLEIC X o T NAC O Initialize Group BIENER &S £ L7z,
» group-name : VPN 7 L — 74,
o num: FRFESNDE v a v EERT 10 EoEE

HBME FECT.
336001

I5— AvtE—Y 2ASA-3-336001 Route desination network stuck-in-active state in
EIGRP-ddb name as num. Cleaning up

BB SIACREE L%, EIGRP L—% DMEE SRR (3 7) BINIC 1T DLLEDOFRA S—ip b
2 —ICRT OB EZETERP ST ZBRLET, ZORERFEE LSS . EIGRP
T, WEZRE Liaho e — & L OBEBREZIE L, 7277 4 712 o v— MIBET 5
TI—Avk—VEnZICREELET,

» destination_network : 7V T 4 T\l o Tz — b

e ddb name : IPv4

e as_num : EIGRP v —%

HELE DO — 2 OIREZZE LR o T RE, B LU — FAAHE LR
N L ET,

336002

IZ5— Awv+—Y $ASA-3-336002: Handle handle id is not allocated in pool.

888 EIGRP V—#iE, X7 AN KRy TONY RV EROITFAZERTEEEA,
e handle id : OB AL RO ID

HRWE SRR L 722V, Cisco TAC IZBWEDHE L IZE N,

ASA ¥1)—X syslog * vtE—Y
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336003

IS5— Ayt—Y  2ASA-3-336003:

No buffers available for bytes byte packet
BiBH DUAL Y7 V=73 ATy b ANy 77280 TLHIENRTEEEATLE, ASA D
AEUPRBELTWAAREMERH YD £,
o bytes : Ny PO/ A MK
HELE

show mem F72(% show tech =2~ > NEZ AT LT, ASADAEIUNAZELTWNENE
IMEFER L ET, BEBMR L2WES. Cisco TAC IZBRWEbELZE0,

336004

IS— tAytw—o $ASA-3-336004: Negative refcount in pakdesc pakdesc.

V77 VA AT Oy N AT EBRRAIRY LT,
* pakdesc : 37 > MBI

HRNE

198

R L7 WA, Cisco TAC IZBMWEHE L ZE W,

336005

IS— Ayw—o

$ASA-3-336005: Flow control error, error, on interface name.

W AL F— Tz ATYAFHFY RO T7n—T 0y 7 B’EAELTHET, Qelm (T3 = —&
FET, ZOHEBIE, TOBEDA LV E—T A ADF 2 —IlHARBDO~VLFXFxY AN Xy |k
/C“ﬁ—o

error : 7 —3 : Qelm on flow ready

interface_name : =7 —WRFE LA U F —T = A ADLH
HENE

RIEAMER L7224, Cisco TAC IZBRIWEHHEL IZ &V,

336006

I5— Avyt—Y 3ASA-3-336006: num peers exist on IIDB interface name.

B EIGRP D IDB 02 V—r7 vy T HERITI V=0T v 7 BEDA 2 —T7 = A A LT
ETRELFELTOET,

e num: E7 O

interface_name : A 2 —7 = A A4,

WRNE RIE R LR VEE. Cisco TAC IZBMWAbELIZ&E 0,
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336007

IS—AvtE—o $ASA-3-336007: Anchor count negative
BB =T —0RAEL, TN —OREICT Y — vy ERAICRY E LT

HRWE BRI L22WIEE . Cisco TAC IZBRWEDHELIZE W,

336008

IS5— Ayt—Y $ASA-3-336008: Lingering DRDB deleting IIDB, dest network, nexthop
address (interface), origin origin str

BB A =T oA ARHIRSNATEY, B DRDB 2MFEL 7,

* network:%EfERy NU—7

* address: RV ARy T T RLR

e interface: RV ANKy T A X —T AR

® origin_str: EREERT DTS

HRWE SRR L 22WIEE . Cisco TAC IZBWEDHHE L ZE N,

336009

I5— Avyt—Y 3ASA-3-336009 ddb name as_id: Internal Error

BBl NI —MEAELE LT,
* ddb name : PDM 4 (/=& 21X, IPv4 PDM)
e as id: Bt A7 A ID

HERME  FIELNER L2WIEE . Cisco TAC IZBRIVWADLE L EE,

336010

I5— *wt—Y $ASA-5-336010 EIGRP-ddb name tableid as _id: Neighbor address
(sinterface) 1s event msg: msg

BB BEEL— 2T v T EFA T LE L,

e ddb name : IPv4

» tableid : RIB ®NER ID

e as id: BV X7 L ID

e address : Wi — XD IP 7 FL A

» interface : 4 VX — 7 = A ADLTHI

ASA v J—ZXsyslog *v&—L
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o event msg: BN —Z TRELTVWDHARU L (DFV, up £721F down)
e msg: ANV MOFRE, (event msg & msg DEATITIZRO L ONH Y F9)

- A v IEH R

BT IR VT 4 T B A DR

ST o7 LB

-V RREREK

BT T ITATIRAL

-4 A H#—7 x4 A PEER-TERMINATION D515

- Z : K-value DA~—%

SETV L ETRTO%E

-# 7 INIT RO XX v 7

AUV BT EROEE

-AT V= ORE

BT RRR Yy T NDOEE

SET ANy DOEE

-H s (B L)

HRMEB BEL— 20V v R FRE 75 v L TWARREMIRLET, Z iU,
FIEOIBETH D AREMENRDH Y £, F21d, RN CRIENEAET A AREM N H Y 97,

336011

I5— Avt—Y 9ASA-6-336011: event event
BBl TaT N AR EIBREAELELE, ANV MIKROWTANTT,
¢ Redist rt change
¢ SIA Query while Active

HRNE RIEN R LR WIS, Cisco TAC ITBRMWAHEL EE W,

337001

IS5— AvtE—Y $ASA-3-337001: Phone Proxy SRTP: Encryption failed on packet from
in ifc:src_ip/src_port to out ifc:dest ip/dest port

BBl MRS N— Ry =7 TSRTPKELEETTEELATL,

e inifc: ANNA L E—T xR

o srcip: Ny FOEEITLIP T FLA

o src_port: Ny NMENA U H—T 24 ADEF LA — b

e dest ip: /X7y NOSEHIP T RLR

ASA >1)—X syslog * vtE—Y
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e dest port : /N7 > OSSR — b

BRBUME —OXAvb—VR3EHMEERINIHFRF.HBENN—FT =T %53y 27 LT SRTP
BRI T AREZHFELTH H 9 &L 9 Cisco TAC IZEIE L T 72 &0,

I5— Av+¥—Y 2ASA-3-337002: Phone Proxy SRTP: Decryption failed on packet from
in ifc:src_ip/src_port to out ifc:dest ip/dest port

BBl K E N— R7U =7 CSRTPE L& EIT T EHATLE,
e inifce: A4 E—T AR

o srcip Ny FOEEILIP T RLA

o src_port: Ny MATIA VE—T 2 A ADOFEF LA — K

o dest ip: /N7y PO IP T FLA

e dest port : /N7 FOSEEHR— b

BHRBUE —OAvb—VR3ERMEERINIHERF.HBENN—FT =T %53y 27 LT SRTP
EALN KT AN EZHEELTHH 9 L9 Cisco TAC [IZHKIE L T 72 &0y,

I5— Avt—2 2ASA-3-337003: Phone Proxy SRTP: Authentication tag generation
failed on packet from in ifc:src ip/src port to out ifc:dest ip/dest port

BB K N— R U =7 TREEY 7 ORI L E LT,
e inifce: A4 E—T x4 A

e sre ip: /N7y FOEEILIP T FLX

o src_port: Ny NEHA UV E—T 24 ZADOEFITLA— b
o dest ip: /Ty FOSEHIP T FLR

o dest_port : /N7y FDFEIER— K

HRWE " OA v E—UPIEMERTRINDLERIT TN NV =T 278y 7 U CRBREY
7@ SRTP ERMARIET 2N Z R EL THH 5 L 9 Cisco TAC IZIKB L T2 &0,

IS5— Ayt— 2ASA-3-337004: Phone Proxy SRTP: Authentication tag validation
failed on packet from in ifc:src ip/src port to out ifc:dest ip/dest port

BB BHESNEEEX RNy NNOREGEY 7 B LER A,
e inifce: N4 E—T A A
o sre_ip: Ty FOREILIP T FLX
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o src_port: Ny NMEUNA U H—T 24 ADEF LA — b
e dest ip: /X7y NOSEHIP T RLA
o dest port : /Xy hDFEFEAR—

HEME  SCRPETPNE D DR LET,

337005

IS— tAytw—o $ASA-4-337005: Phone Proxy SRTP: Media session not found for
media term ip/media term port for packet from in ifc:src ip/src port to
out ifc:dest ip/dest port

BBl ASATAT 4 7HIGIP T RLARB LR — b &%t & L7z SRTP/RTP %7 v~ R %5 LT-
D, ZONRTy NEUBTDDOXMETDAT 4T Eya RO EFHATLE,

e inifc: ANNAE—T xR

o srcip N7y FOEEILIP T RLA

o src_port: /37y ROFETLA— b

e out ifc: WhA v E—=T7x (A

o dest_ip: /N7y FOIEIHIP T FLA

o dest port : /Xy FDFESEAR— b
HRENE ZOAvE—UPRa—LORERBICERINZSGEG., EFTHLIEEZLNET, 7
Vo7 Ayvb—VIZEV AT 4T By va VI3RS AREER DY T, =2 FRA 2k
TIHBIEHE N DO SRTP 72T RTP N7 v EBAREFEENTNL72DTY, ZOAyE—Y
MEFED AT ¢ THIBFE— Mo L TERINTEEAS. =2 RBA Y FTIERTCP REEINTE
D, TN%E CUCM 2267 4 =T NZTHMERH YV T, TORX yE—I BN a— ik LTk
BRNCAERENDHGAIX, BiE7aXy Ty 7 avwr RERIFRV ARz~ FEEHR LTV
TFVT A=Y b HFrara2 TNy L, 7TV T AyBE—URAT 4 7
IP7 FLABLOR—FTCEBEEINTHDENE I D EMBLET,

337006

IZ5— *Av+—Y $ASA-3-337006: Phone Proxy SRTP: Failed to sign file filename
requested by UDP client cifc:caddr/cport for sifc:saddr/sport

HBA WS N—FNV 27 THGILDOFEITE T 7 ANDY 7 =F v DIERPRL £ L7,

o filename : 7 7 A )V D4R

e sifc: =N A EF =T (A

e saddr: ¥—/N1P 7 F LA

e sport: H—s3 K — |

e cCifc: VIAT U MNAVE—T AR

e caddr: 7747 FIPT FLXA

ASA >1)—X syslog * vtE—Y
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e cport: 7 7AT Y FAR—b

WRIE —OXAvb—UNSEREIBRINIGEF . EFETIAvE—VTHEN—RKU=T
TV UVBEEOMO T T — 2R LT IEEN,

337007

I5—Awyt—Y %ASA-3-337007: Phone Proxy SRTP: Failed to find configuration file
filename for UDP client cifc:caddr/cport by server sifc:saddr/sport

BBl EECLVToarTaFalb—var Ty A REREN L 2 CUCM %5 File Not
Found =J —2NR SN E LTz,

o filename : 7 7 A VDA

o sifc: =N AL E =T A

e saddr: ¥—/NIP 7 FL X

o sport: ¥—sN K—Fk

o cifc: VAT UM AVE—T A X

e caddr: 7747 FIP T LA

e cport: 7 7AT Kk AR—]

HEME HSLROEF) CUCM TRESNTWND Z LB L £7,

337008

IS— tAytw—o $ASA-3-337008: Phone Proxy: Unable to allocate media port from
media-termination address phone proxy ifc:media term IP for
client ifc:client IP/client port; call failed.

BB HLVAT AT By s OfERIHC ASA TAF ¢ TICE D S THHR— FERITE £
ATLE, 2TORXAyE—0F, 2—PREET 2 %2 HIC media-termination address =~ KT
BE LeAR— MR I A BRWEERAFTRR TN TOR— BT TIZEHIN TS
BILHLERREINDZENDY F7,

e media-termination address : A 4 T #&uT KL A

e phone_proxy ifc: A7 4 T#inA v F—7 = A A4 (ID)

o media term ip : AT 4 TG IP 7 KL A

e client ifc: 7 7AT M A E—T AR

o client ip: 7747 FIPT FLR

e client port: 7 747 K FR—F
WRME THF I oXy a7 4 Fa2l—ral EERLT, HESRTWAAT 47 R—FoD
TR ZR AN, W T 2GR HEOAT 47 A= 2E VY CET (XU T4 KRV
—THWUENDIER), T 7N FOFR— MEPHIL 16384 ~ 32767 T,
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337009

338001

IS—AvtE—o $ASA-3-337009: Unable to create secure phone entry,
interface:IPaddr is already configured for the same MAC mac addr.

BBl RUEFaT7BHEERDLIP T RLATEELEIELELE, W IP 7 FLRIHTET
HMAC T RL ATy MVIZTTICHEET A0, ML MACT RLALBDIP 7 KL A &ff
ALz M) 2E8ERET I LidTEERA,

o interface : BEfED = Y OBEIMH I NTcA V F—T = A4 A4

e ipaddr : MFEOEF 2 7 EFET L FUDIP T RL A

* mac_addr : Eii?> MAC 7 KL &

#2ZME  show phone-proxy secure-phones =~ > FOH I AFR L £§, BEOKKIZZR->T

WL MU EZ YT DHITE, clear a2 REEHAL, HrLWIP 7 RLU A TEGFERA B L E
R

IS— tAytw—o $ASA-4-338001: Dynamic filter monitored blacklisted protocol
traffic from in interface:src ip addr/src port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port, (mapped-ip/mapped-port), source malicious
address resolved from local or dynamic list: domain name, threat-level:

level value, category: category name

BB A0 TANE T—ER=ANDT T T VAN AL UNED NT T 4 v 7 3%
ALFE LIz, BB LV-ULIX, none, very-low, low, moderate, high, 3 X O very-high D\ 31
DERTILFHTT, BT IVIE, FAAL AR T Ty 7 VR MBI 2Bl IR 3075
T9 (/=& 21X, botnet, Trojan, spyware),

HEME EEOLAVA b~OT7 AR ICREINE L, WHIP 7T FLAEFERLT
B~ % L —29 5, dynamic-filter drop blacklist =~ > K& A L CHEMIZZ D X
2 NT T4 ERu YT LET,

l_ ASA ¥Y—Xsyslog »vt—o



| 1%F syslog *v&—Y

338002

338003

*v+£—2 302003 ~ 339000 M

IS5— Ayt—Y $ASA-4-338002: Dynamic filter monitored blacklisted protocol
traffic from in interface:src ip addr/src port (mapped-ip/mapped-port) to
out_interface:dest ip addr/dest port (mapped-ip/mapped-port), destination
malicious address resolved from local or dynamic list: domain name, threat-level:
level value, category: category name

BB XA FIvI TANE T HAR—ZANDT T I VAN RAALUEL~DNT T 47 3%
ALE LT, BB L -ULiE, none, very-low, low, moderate, high, 35X U very-high D\ 31
DETRTILFHTT, BT AVIE, FAAL AR T T w7 VR MBS BB IR 3074
T (=& 21X, botnet, Trojan, spyware),

HREWEB FEEOHLIVA F~OT 7 vARR ZICREENE L, NIBIP 7 RLAZMEHALT
e~ v & b L—29 %), dynamic-filter drop blacklist =~ K& AJ) L CTHEMIZZ O &
IR T T4y ERR YT LET,

IS— Avte—o $ASA-4-338003: Dynamic filter monitored blacklisted protocol
traffic from in interface:src ip addr/src _port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port, (mapped-ip/mapped-port), source malicious
address resolved from local or dynamic list: ip address/netmask, threat-level:
level value, category: category name

Bl AAFIvS TANE T ER—ANDT Ty I VA RNIPT RLADBLD NT 7 4 v IR
FAELE L, BBV ~VIE, none. very-low, low, moderate, high. ¥ XU very-high ®\¢°
NP RTLFINTT, BT AV, FAAL AR T Ty 7 U R MIHBE S BB IR 3307
FITY (72 & 21X, botnet. Trojan, spyware),

HEME EEOLHLLVA b~OT AR IZREINE L, NEIP 7 FLAZEH LT
Y~ % L — 29 5%, dynamic-filter drop blacklist =~ > K& AS L CHEMIZZ 0 X
DIRNT T4y B Ry T LET,
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338004

338005

338006

IS5— Ayt—Y $ASA-4-338004: Dynamic filter monitored blacklisted protocol
traffic from in interface:src ip addr/src port (mapped-ip/mapped-port) to
out_interface:dest ip addr/dest port (mapped-ip/mapped-port), destination
malicious address resolved from local or dynamic list: ip address/netmask,
threat-level: lIevel value, category: category name

BB AT IvI TUNET—ERX=ZAANDT T 7 VANPT RVAND T T 4 v 7 35
AELE LT, BB L -ULiE, none, very-low, low, moderate, high, 35X O very-high D\ 3
DERTILFHTT, BT AVIE, FAAL AR T T w7 VR MBS BB IR 3074
T (=& 21X, botnet, Trojan, spyware),

HREWEB FEEOHLVA F~OT 7 vARR ISR ENE L, NIBIP 7 L AZMEHALT
e~ v & b L—29 5%, dynamic-filter drop blacklist =~ K& AJ) L CTHEMIZZ O &
IR T T4y I ERR Yy T LET,

IS—AyE— 2ASA-4-338005: Dynamic filter dropped blacklisted protocol traffic
from in interface:src_ip addr/src _port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port (mapped-ip/mapped-port), source malicious
address resolved from local or dynamic list: domain name, threat-level:

level value, category: category name

BB ATV TANE T=ER=ANDT Ty 7 VAL RAAL AN MT 7 4 v 7 MR
HENFE L, BBV ~VIE, none. very-low, low, moderate, high, ¥ XU very-high ®\¢°
NP RTLFINTT, BT AV, FAASL AR T Ty 7 U R MHBHE S BB IR 307

FITY (7= & 21X, botnet. Trojan, spyware),

HRLE F~HETT

IS5S— Ayt— 2ASA-4-338006: Dynamic filter dropped blacklisted protocol traffic
from in interface:src ip addr/src port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port (mapped-ip/mapped-port), destination
malicious address resolved from local or dynamic list: domain name, threat-level:
level value, category: category name

B A TFTIvT TANE T—IR=2ZANDT T v VA AL H~D T T 4 v 7B
HENE L, HBE L, none, very-low, low, moderate, high, I3 X U very-high ®\ 9"
N ERmTXFEINTT, BT ITVIE. FAAL AR T Ty VA MBI BB AT CF
FIC¥ (7= & 21X, botnet, Trojan, spyware),

HRLE F~HETT

l_ ASA ¥Y—Xsyslog »vt—o
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338008
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IS5—AytE—Y  $ASA-4-338007: Dynamic filter dropped blacklisted protocol traffic
from in interface:src ip addr/src port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port (mapped-ip/mapped-port), source malicious

address resolved from local or dynamic list: ip address/netmask, threat-level:

level value, category: category name

BE A A T TANE T HR—ANDT Ty 7 VARNPT RLANLD NT 7 4 v 7R
ERENE Lz, BB L ~LIE, none. very-low, low, moderate, high, 35X very-high O\
TN ERTXFINTT, B7ITVIE, AL AR T Ty 7 VR MBS BB~

5509 (7= &z, botnet, Trojan, spyware),

HRUWE F~ETT,

IS—AyE— 2ASA-4-338008: Dynamic filter dropped blacklisted protocol traffic
from in interface:src ip addr/src port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port (mapped-ip/mapped-port), destination
malicious address resolved from local or dynamic list: ip address/netmask,
threat-level: lIevel value, category: category name

BB AT TANE T IN—ANDT Ty 7 VA NIPT RVASND T 7 4 v 7 MR
HENFE LTz, BB V-~V none. very-low, low, moderate, high, ¥ XU very-high ®\¢°
NP RTLFINTT, BT AV, FAASL AR T T v 7 U A MHBHE S BB IR 307

FITY (72 & 21X, botnet. Trojan, spyware),

HRLE F~HETT

IS5— Ay+¥—Y ©9ASA-4-338101: Dynamic filter action whitelisted protocol traffic
from in interface:src ip addr/src port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port, (mapped-ip/mapped-port), source malicious
address resolved from local or dynamic list: domain name

BBl A AFIvT TANET—=ERXR=ZANDKRTA N AL RAL UMD RT T 4 w7 B35
ELFEL,

HRLE 1T
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338102

338103

338104

IS—Aye—o SASA-4-338102: Dynamic filter action whitelisted protocol traffic
from in interface:src ip addr/src port (mapped-ip/mapped-port) to
out_interface:dest ip addr/dest port (mapped-ip/mapped-port), destination
malicious address resolved from local or dynamic list: domain name

BB A AFIvT TAUNE T—ERX=ANDKRTIA FU RN RAALZ~DNT T 4 v 7 BRI
ELEL,

HRLE F~HETT

IS5— Ay+t—Y ©9ASA-4-338103: Dynamic filter action whitelisted protocol traffic
from in interface:src ip addr/src port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port, (mapped-ip/mapped-port), source malicious
address resolved from local or dynamic list: ip address/netmask

BBl XA T30 T4NHET—ERXR=ZANDODERIA R ANIPT RLALDLD T 7 4 v 7N
BAELE LT,

HRLE F~HETT

IS5— Ayt—Y ©SASA-4-338104: Dynamic filter action whitelisted protocol traffic
from in interface:src ip addr/src port (mapped-ip/mapped-port) to
out_interface:dest ip addr/dest port (mapped-ip/mapped-port), destination
malicious address resolved from local or dynamic list: ip address/netmask

BBl A AFIvI TUNETF—ERXR—=ANDERTIA NI ZARNIPT RLA~D T 7 4 v 7 3%
ALFELE

HRUWE F~ETT,

l_ ASA ¥Y—Xsyslog »vt—o
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IS5— Aywt—Y  $ASA-4-338201: Dynamic filter monitored greylisted protocol
traffic from in interface:src ip addr/src port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port, (mapped-ip/mapped-port), source malicious
address resolved from local or dynamic list: domain name, threat-level:

level value, category: category name

B XA FIvT TANE T—ER—ANDT L —U AN RAL DD NT 7 4 v 7 BIAE
LF L7, B LUV, none, very-low, low, moderate, high. ¥ O very-high W3 j12)»
ERTXFHCT, AT7IFVIE, FASVART Ty 7 VA MBI IR RTFST

7 (7= & 21X, botnet, Trojan, spyware),

BRUE EEOHLVA b~OT 7 AR IICRESNE L, WEIP 7 RLAEMEALT
Y~ v & b L— 29 %7, dynamic-filter drop blacklist =~ > K & dynamic-filter
ambiguous-is-black =~ FZ AN L THENICZ DL R T 7 v 7% Fry 7 LET,

IS— Avte—o $ASA-4-338202: Dynamic filter monitored greylisted protocol
traffic from in interface:src ip addr/src port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port (mapped-ip/mapped-port), destination
malicious address resolved from local or dynamic list: domain name, threat-level:
level value, category: category name

BB AT TANE T AR=AND T L —U AN AL UBA~D T T v 7 BPFEE
L#E L7z, B LUl none, very-low. low, moderate, high. 3 XU very-high ®W\ 3 4uh>
BORTXFITT, AT ITVIE. FAL AN T T v 7 U R MIBHKENZHBIORT XFEYT

7 (7= & 21X, botnet, Trojan. spyware),

HRBUE EEOHLIVA F~OT /AR ICREESNE LT, NP7 RLAZMEALT
Y~ % ML —29 5%, dynamic-filter drop blacklist =~ > F & dynamic-filter
ambiguous-is-black =~ FEZ AN L THEIMNICZ DL >R T 7 v 7% Fny 7 LET,

ASA v J—ZXsyslog *v&—L
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338203

338204

338301

IS—Aye—o SASA-4-338203: Dynamic filter dropped greylisted protocol traffic
from in interface:src ip addr/src port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port (mapped-ip/mapped-port), source malicious
address resolved from local or dynamic list: domain name, threat-level:

level value, category: category name

BBl A AT IvI TUNE T—ER=ZARNDOT L —Y AN AL UZINLDNT T 47 B4R
HENELE, 7L, BEOHDIPT RLRAFLAFTI VI T4V T—E_R—ZATR#IN
TWRWR AL AT BERSNE LTz, BBV /LI, none, very-low, low, moderate.,
high. # L0 very-high DV FN% FT CFHICT, #FIVIE. KALLLBTT 7 YRR
WCHBH S HEBICR T TSI T (2 & 21E. botnet, Trojan, spyware),

BBIE TEOLLIVA P~OT AR Ry TENELE, IPT FLVARTZ 7 AL
RAL B ERRAR RAL EHDOEFIZ—HT L7 V—U AN VT T7 4y 7A@ Ry
L7224 1%, dynamic-filter ambiguous-is-black =~ K% 7 s &E—7 Mz L £,

IS5S—Ay¥— $ASA-4-338204: Dynamic filter dropped greylisted protocol traffic
from in interface:src_ip addr/src port (mapped-ip/mapped-port) to

out interface:dest ip addr/dest port (mapped-ip/mapped-port), destination
malicious address resolved from local or dynamic list: domain name, threat-level:
level value, category: category name

BB AT I TUNETF—ER—ZAADO T L—Y XN RAALLZ~D T T 4 v 7 PES
INFEL, LEL, BEOHDIP T FLAFFAT IV T4V HE T—F X=X THEBINT
WRRW R AL AR ENE L, BB L ~LiL, none, very-low, low., moderate, high,
B L O very-high DWIFN0ERTLFINTY, BT IAVIE, RAAL AR T T v 7 U R MNMIEBH
SNTERHIC AR 3CFAITY (72 & 21X, botnet, Trojan. spyware),

HEBULE EEOHLLZYAF~DT I EABR Ry INELL, [IPT RLABT Ty 7 URA L
RAAL B ERRAR RAL VEHDEFIZ—HT L7 V—U AN V77 4y 7 2ABMIC kR Yy
L7224 1%, dynamic-filter ambiguous-is-black =~ K% 7 s &E—7 Mz L £,

IS— Ayte—o $ASA-4-338301: Intercepted DNS reply for domain name from

in interface:src ip addr/src port to out interface:dest ip addr/dest port,
matched 1list

BBl EHEORUA NUVAN 7Ty VAN, £7203 IronPort U A MITFLET D DNS IGE A
RATZIEENE L,

e name: KAA 4%
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o list: RAAUH, BEHEOKRIA NI AN, 7Ty 7 U RN, £/ IronPort U X M &5 e
Uy Xk

HRUWE F~ETT,

338302

IS5— Ay+¥—Y $ASA-5-338302: Address ipaddr discovered for domain name from
list, Adding rule

BBl XA TSIy T NZBAIT—T ZKRT S DNSISE NGRS NPT FLUARBNE
nWE L7,

e ipaddr : DNS &GO IP 7 RLX
e name: RAA 4
o list: RAA 4, BHEDOT T v 7 VA, £izld IronPort U A M & ET Y 2 b

HRLE 1T

338303

IS5— Awt—Y $ASA-5-338303: Address ipaddr (name) timed out, Removing rule

BB Sy T BT T AR B RIEER IP T FLADHIR S E L,
e ipaddr : DNS &GO IP 7 RLX
e name: NAA U4

HRUWE F~HETT,

338304

IS5S— Ayt—Y 2ASA-6-338304: Successfully downloaded dynamic filter data file
from updater server url

BBl HLWA—TVaroT—¥% IJryABEyra—REInE Lk,
e url: 77T —% ¥—s0 URL

HRLE F~HETT

ASA ¥1)—X syslog * vtE—Y
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338305

338306

338307

338308

IS—Avte—o SASA-3-338305: Failed to download dynamic filter data file from
updater server url

BBl A AT IvT TA4NE TER=ADF o — NI LE L,

o url: 7T w75 —H% P —,30 URL
WHBME 775 —% $—"OURL 2L TEDHLHIICASAICDNS 27 4 Fal— 3
UINEET A Z L EMER L ET, ASA O Y— K LT ping ZETTEARVESIZ, ELW

Iy NI EERBLONL—T 47 a7 4 X2l —va oV Txry hU— 7 EHE I
WL TLEE, MBI LA, Cisco TAC IZBBWADLEL &,

IS—Ayte—P $ASA-3-338306: Failed to authenticate with dynamic filter updater
server url

BB ASAWREAT IV TA4NE T o7 T —2 b—rNCxT DGR L E L,
o url: 7 v 75 —4% H%—,30 URL

HRME  Cisco TAC ITBWEDLHEL FF &0,

IS—AvtE—o $ASA-3-338307: Failed to decrypt downloaded dynamic filter
database file

BB Yol u—RLEAATIVI T4NE T—HR=Z2 T 7 A VDOEFALIZERRLE LT,

HEBME  Cisco TAC ITBWESbEH L F &0,

IS—Ayte—o $ASA-5-338308: Dynamic filter updater server dynamically changed
from old server host: old server port to new server host: new server port

BEE  ASA X, HLWT v 7T —4 = _"OFKA MERIFR— MBI O E LT,
e old server_host:old_server port: 5ETDT v 7T —X P —"OFKEA K ELEKR—F
* new_server_host:new_server port : FiL\WT v 7T —% $— DK A FEAFR— b

HRLE F~HETT
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IS— Avte—o SASA-3-338309: The license on this ASA does not support dynamic
filter updater feature.

BB AT TUNE T T T HEITA B ARNROEETT, 727 L, ASA DT AL
VAT, ZOMREEEY RSN TWEREA,

HRLE F~HETT

IS5— Ayt—Y $ASA-3-338310: Failed to update from dynamic filter updater server
url, reason: reason string

B ASATHAT IV TUNE T T T=F Y —="noDT v 77— FOZEITKKLEL
7o
o wrl: 7y 7T —% H—s30 URL
e reason string : KEDJFK, WKOWTHTT,
ST v T =B = S~ ORI
- WS 7 — IRE DT
SR — N v =T = A NDOE(F
SEMENTWDET v I T~ Ty A RO T —
- AT YT = T—
-HRE— L =T —
- AEIAR
HRELE YV ~OFy NI B AR L £ T, show dynamic-filter updater-client =~
U R OMAITT SN P —/% URL 12 LT ping £ 507 LE T, e hA% v kU — 2 2 il T &

X0 TNDHIEEMRLET, 2y N —JHERICHENRWIEEIE, *y NT— 7 EH
FTBREWEDEILZEN,

IS5— AytE—Y 2ASA-3-339001: UC-IME-SIG: Ticket not found in SIP %s from
s: %A/ %d to %s:%A/%d, packet dropped

oo

BBl UC-IMESIP v 7 U > 7Tk 40 555 L7279 T? Dialog-forming SIP A v&—
12 X-Cisco-ViPR-Ticket ~v X —NEFNTWILERHV ET, ZO~NY X —NA v tE—VICHE
FNTVRNVEE, AvE—1F, SIPRETICKe y 7E3NET, 2O~y X —iF, RELLD
LLTWE Ay E—VOBEEFED SIP v gy FFED SIP BEA/L—LICL > TIRESN D) PR
OB IRWEE DB NI TT,

e %s:SIP A v —Y D4R (INVITE %7213 REFER)

o %s : EETLA U H—T = A A4 (inside £ 721 outside)

ASA v J—ZXsyslog *v&—L
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D

pafils

BEEILIP T LR

KMETLAR— k

oA v B —7 x4 24 (inside % 721F outside)
6 IP 7 K L&

* %d : 3R — b

i

s
S T

ERRE UC-IME a—ARRAT—T 4 T INTWVENE I NEHERLET,

339002

IS5— Aw¥—Y $ASA-3-339002: UC-IME-SIG: Invalid ticket in SIP %s from %s: %4/ %d
to $s:%A/%d, packet dropped, $s

BB UC-IME 777 v MREB L OMGEEZ ETTDH L & XA LAY VT OHEHERLT Ry 7 DR
HBRE BROT—F Foy 0 RFEITINET, INWHDOTF =2y 7 DTN KRKT 5 &, SIP
Ay —VELEFIANT Yy MEIFryTERET,

e %s :SIP A vE—T D40 (INVITE % 72i% REFER)

o %s : G A X —7 = A A4 (inside F721% outside)

o %A :FETIP T KL X

o %d: FELA— b

o %s:5ifeA X —7 A R4 (inside F 721X outside)

o %A : %% IPT KL A

e %d : sidER— b

o %s: =7 —IRBEICEET D EEME £ 2137 — ¥

HREOE UC- IME A= VN AS =T 4 T ENTWENE I NEERLET, =7 —IRBOZEM
BHRERET H7-DI2 UC-IME OF Ny & hL—R%EF 2 LET,

339003

IS5— Ayt—Y %ASA-3-339003: UC-IME-SIG: Non-dialog forming SIP $s received from
/%d to $%s:%A/%d, packet dropped

:ﬂﬂﬂ SIP A v E—U 2 UC-IME #iEIC L V&SN oY 7‘/‘12 UHRBEFDOSIP Y v a v
BTN EI) paRIhET, FEUCIME v F VYT i 215 L7z SIP EKiT SIP & v ¥ =

VEERLET RESNALZART —THFAINTHDIEHEE), 7272 L, UC-IME #iETix, JF

dialog-creating SIP X v — /X ASA TSIP By v a VOEREZFHFIENT, Fry FInnEd,

e %s :SIP A vE—T D40 (INVITE % 72i% REFER)

o %s : G A X —7 = A A4 (inside F721% outside)
o %A XEILXIP T KL X

o %d: FEiLA— b

o %s:3ifeA X —7 A R4 (inside F 71T outside)

o %A : %% IPT KL A

ASA >1)—X syslog * vtE—Y
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o %d : 5K — b

WRWME UCIME a— A NAT—T 4 T ENTWENE I DNEHERLET,

I5— Ay+¥—Y 2ASA-3-339004: UC-IME-SIG: Dropping SIP ¢s received from $s: $A/%d
to %s:%A/%d, route header validation failed, $%s

SHER {5 SIP A v E— VN UC-IME BfEIC L W ESND & &, SIP v— |k ~v A —IZ&FEN
DRAL AN TLS GEHIZED RAL A LS nET, ZOkERIZE Y, ASA © UC-IME #4E
i, SIP A v =Y NHMOZ U X —TF T4 XTEBIZEHL T DN EI na gl caEd, —
FHLAWEA, VE—F DV FRBZORAAL U2 LTRBLT, SIPEy v a V2R TTIHLE
NHHILEEWRLET,

e %s :SIP A vE—T D40 (INVITE %723 REFER)

o %s : EEILA v F—T7 A A4 (inside F 721 outside)

* %A :EEXIPT FL R

o %d: EEITLAR—

o %s:5ideA ¥ —7 A A% (inside F721% outside)

o %A :%m%EIPT FL XA

o %d : 3R — b

o %s: T T —IRREBICETAEMBAELITT —F (REZITZELERAL 4)

WHRMEB VE—F = F—TFF5A AN UCIME 2— A2 NA Ty v 7 LEIELTNENED
NEERLET,

IS— Avte—o $ASA-3-339005: UC-IME-SIG: Message received from $s:%A/%d to
$s: %A/ %d does not contain SRTP, message dropped

B8 UC-IMESIP 27U v 7 TRAMENOEDAT 4T 22T oY 2 ffO% G SIP A v —
¥, SRTP TH B Z ENMBETYT, ZDarT YA SRTP THRWEAIL., A vE—I1% SIP A
Fliz ey 7a3nEd,

o %s EETA U H—T = A A4 (inside %721 outside)

o %A XEFETIP T FLA

o %d: EFETLAR— |

o %s:FideA X —T7 A A% (inside E 721 outside)

o %A R IP T KL R

o %d : %A — b

HRLE ~HETT
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339006

IS—Avte—o SASA-3-339006: UC-IME-Offpath: Failed to map remote UCM address

oo

A: %

on %s interface, request from local UCM $%A:%d on %s interface, reason 3%s

BBl  UC-IME v > bE o7 $—ERARELLBET A0, 77— 3L NAT OFFENIE LW
ZENRKETYT, BEENMRHEIND L, BHEICHRATLEOOA v —URNEREINET, [
B2, UCM 27 94 7 2 b 03T _RTOERIE, v v B 7 $—E 2D STUN X vE— A
WCHEILL TWARERH Y £9, T X TORMEEERIZY A Lo MBS, ZOFEICBELT
BHEICBRAT A0 A v —U N ERENET,

:UE—hUCM®DIP 7 FL %

: UE—h UCM K— |

cVE—RUCM D IP 7 FLALLIFR—F T RLADAL VA —T oA A
:e—HLUCM O IP 7 RL A (vy B v 7 —E AR M)
=N UCM R—k (wy B —E 28R )

=BV UCM D IP 7 RV ALLIFR—F T RLVADAL VA —T oA A
s R

4B UC-IME Offpath 35 L T8 UCM Offpath 28 IE L FESNTWD Z & 2R L £,

339007

IS5S— Ay¥—Y $ASA-6-339007: UC-IME-Offpath: Mapped address $A:%d on $s
interface for remote UCM $A:%d on %s interface, request from local UCM $A:3%d on
%s interface

$B UCIME~vy by Z/ H—bER a—E, v~y $—t2 27547 (UCM) 7 K
L2 (IP:R—R) BEO®UVE—FUCM 7 FL2 (IP:R— ) ICESWCGESlENE T, ERF
I%. Offpath UC-IME 22—V %7 Ny F 357Dl 2 OEREEATEET,

%s -

Ny TENTZIP T R A

Yy TSR — b
S ENTEIP T RVAEREFEAR—F T RLVADA VHZ—T oA A

:VE—FUCMDIP 7 KL &

: JE— K UCM R— k
UE—RMUCMDIP 7 FLAEZIEIHR—K T RLRADA X —T A A

=L UCM D IP 7 R A (= v By $— BRI )

s =L UCM A= (wy 7 F— AEHIEH)

2—H /L UCM D IP 7 RLVAET IR = T RLADAS  F—T = A X

HRLE ~HETT

ASA >1)—X syslog * vtE—Y
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IS5— AvtE—Y 2ASA-6-339008: UC-IME-Media: Media session with Call-ID %s and
Session-ID %s terminated. RTP monitoring parameters: Failover state: $%s, Refer

msgs sent: %d, Codec payload format: $%s, RTP ptime (ms): %d, Max RBLR pct( x100):
%d, Max ITE count in 8 secs: $%d, Max BLS (ms): $%d, Max span PDV (usec): %d, Min
span PDV (usec): %d, Mov avg span PDV (usec): %d, Total ITE count: %d, Total sec
count: %d, Concealed sec count: 2%d, Severely concealed sec count: %d, Max call

interval (ms): %d

BBl UC-IME AT 47 By alOTid, a—ID £zt y v a v IDIZESHTEHF X
NET, ZOAYE—ViE, ATAT Byvarobhich A—anxd, 22— QoS %
WETDOICEHENRERT A= 2L TCEDL LT, RTPE=F V7 T ITY XA
Lo TIRENBRTA=EZNEDLNET,

o %s: 7 =LA —="—=DRE, ROWTHNIRY £,
- No error, for an active session
- No media at startup timer expired
- Error in received sequence numbering
- Both ITE and BLS thresholds exceeded
- BLS threshold exceeded within Burst Interval
- RBLR threshold exceeded within last 8 sec
- Combination (> 3/4 RBLR + > 3/4 BLS) failover
- No media since last received packet exceeded
- ITE threshold exceeded
o %s:aA—T v XA u—FREX, ROWVTNNTRY ET,
- UNKNOWN
- G722
- PCMU
- PCMA
-iLBC
-iSAC

HRLE F~HETT,
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339009

IS—Aye—o $ASA-6-339009: UC-IME: Ticket Password changed. Please update the
same on UC-IME server.

BB ASA FEIFEIX, FWARRTU—=REMLRLTHLTF vy b XRAT—REEBCTEXET, 20
Ayt—Vi%, BHENZOLEZRHBL TVWDLZ L E2MRBTHEDICAERENET, AvE—
X, ASA ETUC-IME /"2 U — RREHLINTHAEIT, TXTHELIHEET S 720121
UC-IME = R_RCTH AT~ REEETILERH D Z L 2EFHENBOHTOICLHELD ET,

HEME UCIME V—A"ETEEINLT 7y b NAY— R ASA TRESNIZEE —Ed
DT L EMERLET,

340001

IS— tAyw—o $ASA-3-340001: Loopback-proxy error: error string context id

context id, context type = version/request type/address type client socket
(internal)= client address internal/client port internal server socket
(internal)= server address internal/server port internal server socket
(external)= server address external/server port external remote socket
(external)= remote address external/remote port external

BB L—7 Ny s Fuxili, ASA TEITENTWDEY— R =T 87 7Y rr—3 g N
Fy NT—=J T 7 ®ATHZLEEARRIZLET, V' T Ny Tudr T I —0RELEL

—o

context id : KN—T Ny I 7347 N TaF U ERIILTEREINDS ~ED 32 By b
a7 %A ID

version : 7’0 h ) N—T g

request_type : xR ¥ A 7, TC (TCP ##i). TB (TCP /31 > F), £7iX UA (UDP 7 /¥
T—vay) OWTRNTRY T,

address_type : 7 RV A Z A7 P4 (IPv4), IP6 (IPv6), E721XDNS (RAA 4P —t
) DWFTINITRD T,

client_address_internal/server_address_internal : W —7" Ny 7 7547 hBLONL—T
Ny 7 = "NEEIHERT L7 FL A

client port_internal/server_port_internal : ' —"7/3v 27 7 54T hBLUINL—T Ny

P NRBEEICHEHT LR

server_address _external/remote_address external : & — 773w 7 H—s3L JE— K KA MR
WECHEMRT 27 FL A

server_port_externallremote_port external : —"7 /3y 7 Y —sNE U E— K KRR FBSEFIC
R 2R— b

error_string : BB DRI ST T —LFF)

HRME syslog A vy E—V% a3t —L, Cisco TAC IZBHBWEbE L ZE N,

ASA >1)—X syslog * vtE—Y
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340002
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IS—AvtE—o $ASA-6-340002: Loopback-proxy info: error string context id

context id, context type = version/request type/address type client socket
(internal)= client address internal/client port internal server socket
(internal)= server address internal/server port internal server socket
(external)= server address external/server port external remote socket
(external)= remote address external/remote port external

BB —7 Ny Fuaxt, ASA TEITINTWEY— R =7 7 7Y rr—sa N
Fy NI =T 7 ATHZEEAREICLET, V=T Ny s Taxiigi, h I T a—
TAVTTHRATAHIT Ny FEREERLE L,

context id : KN—T Ny V77347 K T BERIIGLTEREINDSG ED 32 By b
a7 %A NID

version : 70 h 3L N— g

request_type : R ¥ A 7, TC (TCP ##t). TB (TCP /31 > F), £7/IiX UA (UDP 7 /¥
T—3g ) OWTANTRY ET,

address_type : 7 F L2 Z A 7 IP4 (IPv4), IP6 (IPv6), £7/-iZDNS (RAA 4P —t
A) DWTRINTRY 9,

client_address_internal/server address internal : W —7 /3w 7 7547 v hBLONL—T
Ny 7 = "PBEEIENT ST FL A

client_port_internallserver_port_internal : W —7 /3y 7 75347 FBLUOIL—T Ny 7

P "REEICHEAT R -

server_address_external/remote_address_external : & —7" 73y 7 H—/N L JE— K HRA RS
WEICHEMRTL27 FL A

server_port_externallremote_port_external : v—"7"/3y 7 H— L U E— | KRR MR BEFIC
EHT 5K —Fk

error_string : RJEDRIZZNL DT T —F4

HRLE  syslog A v E—VZat—L, Cisco TAC IZBBWEHbELZE 0,

341001

IS— tAyw—o $ASA-6-341001: Policy Agent started successfully for VNMC
vnmc_ip addr

BB RV —xz—Txr bk kR (DME. ducatiAG B X commonAG) MNIEFICBHIEE
F L7,

vame_ip_addr : VNMC $—D P 7 F L A

HARELE L,

ASA v J—ZXsyslog *v&—L
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341002

IS—AvtE—o $ASA-6-341002: Policy Agent stopped successfully for VNMC
vnmc _ip addr

BB RV —xz—Yxr bk FrtR (DME. ducatiAG ¥ L' commonAG) 2351k LF L7z,
e vamc_ip_addr : VNMC #—/3D [P 7 R L X

HRLE L.

341003

IS— Avt—o $ASA-3-341003: Policy Agent failed to start for VNMC vnmc ip addr

BBl ARV —=—Txor FOBRMRIZRILE LT,
e vnmc_ip_addr : VNMC — XD IP 7 R L A
HEWE 2V LVORESCT T — A vE—Y 0 disk0:/pa/log/vnm_pa_error_status % F- = v 7

LEd, RU— 2= = FOBRMEBRITT 51213, registration host =~ FEZHFETL
£7.

341004

IS5— Awt—Y $ASA-3-341004: Storage device not available: Attempt to shutdown
module $%s failed.

BB TN TOSSD BRI LIZD, Ty TIRED VAT ADLHIBRSNE Lz, VAT ARV 7
Fy =27 BV a— %y b ZFu Ly LELERAS, REELELT,
o %Us: V7 b7 TVa—/b (cxse )

HRNRE HIBRSHTZ, BEPBELLERFIATELMML, ASAZYn—RFLET,

341005

IS— Avt—o $ASA-3-341005: Storage device not available. Shutdown issued for
module $s.
BB TR TOSSD BRI L=, Ty STREOT AT ADGHEIBRENE Lz, VAT LRV T
P27 BV a—NLET Yy N XU LTHNET,
o Y%s: V7T EVa—L (cxsc 2 E)

HRWE HIBRS o BEENBELERIA T 2L, V7 by =T FEVa—Ex)n—F
LET.

ASA >1)—X syslog * vtE—Y
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341006

%ASA-3-341006: Storage device not available.Failed to stop recovery of module %s.
BB T SSD IZREENFKAE L=, VIRV REO VAT ANLHIBRENE L, VAT
LDBY ARV ZAFIEL LS ELE LM, KELELE,
o Ys: V7 T EVa— (exsc L)

HRLE HIBRINTZ, BENRBRELERIA T2 L, ASAZVrn—RLET,

341007

%ASA-3-341007: Storage device not available.Further recovery of module %s was stopped.This may
take several minutes to complete.

BBl T _NTOSSDITEENEAELEN, UIARNVREDOV AT ANGHIBRENE L, VAT
MNIV T =27 Ea—nADY AN ZhlE LET,
o %Us: V7 T EFVa—/ (cxsc 2 E)

#RLE

HIBRS N2 BEEPEELZ N IA T 2L, Y7 b =T EVa—xun—R
LET,

341008

%ASA-3-341008: Storage device not found.Auto-boot of module %s cancelled.Install drive and reload
to try again.

BE AT AET v REEIZ L%, TRTO SSD ITEERRKAE LN, VAT AR Yo — R
THRNCHIBR SN E L, 77— HFOT 74V NIETIEY 7 by =T EV2a—ARAEHT— K
SNFETH, FIHAGER A N L — FXAL ANRWES, FOEBMEN Ty 7 ShvET,

HRNLE

HIBRS e BEENBE LI R IA T2, V7 by =27 EVa— Lz )n—F
LET,

341010

I5— AyHE—Y 3ASA-6-341010: Storage device with serial number ser no [inserted
into | removed from] bay bay no

BHE ASA BN AFEITHIBRO A XU AR L, 2D syslog A v =V &2 T ITEMRLET,
ERRE LI ARETT,

ASA v J—ZXsyslog *v&—L
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341011

IS—AvtE—o $ASA-3-341011: Storage device with serial number ser no in bay
bay no faulty.

BB ASAIX 103 Z&Ic—RKRFT 4 A2 KZ7A47 (HDD) O~VA AT —RRAEHR—Y T
L. HDD BEEREOH AL, ZD syslog A vE—C&ARLET,

HRDE SRIAE T,

*w+t—< 400000 ~ 450001

ZOIETIL. 400000 7>5 450001 ETORA v EB—IIZOWWCIBALET,
4000nn

IS—Aye—o $ASA-4-4000nn: IPS:number string from IP address to IP address on
interface interface name

8RBl A~ tE—"400000 ~ 400051 1%, Cisco Intrusion Prevention Service D> 7 =F ¥ X vt —
UTT,

WRME Cisco.com (2 5 [Cisco Intrusion Prevention Service User Guide] # 2 L TL 72 &
AN

AEIOVY—Z2AD ASA TIE, ¥ 7=F % AvE—UNTXATHFR—FINTNDIDIFTIEHY F
A, IPS Ay E—I0F, 3T 4-4000nn THHRED . RO £7,

l_ ASA ¥Y—Xsyslog »vt—o
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number

string

IP address

interface_name

Bl R LET,

VI =F X E T
Service User Guide] %ML T 720,

*v+—2 400000 ~ 450001

FEFMZ DWW TCiL, Cisco.com (25 % [Cisco Intrusion Prevention

VZ=FxBEAsNLe =N Y= VE—F T FLZA,

VI =Ty NEDSL A U H—T = A4 ADLTH,

VT =F % Avt— (NetRanger ¥ 7 =F v A vt —I LIFIERLTT),

$ASA-4-400013 IPS:2003 ICMP redirect from 10.4.1.2 to 10.2.1.1 on interface dmz
$ASA-4-400032 IPS:4051 UDP Snork attack from 10.1.1.1 to 192.168.1.1 on interface outside

#1512, VYR=—FENTWEHIVT=F v Ave—V&RLET,

& 1-5 IPS Syslog # vt—¥

ST=Fx YI=Fx 4
Ayt—C&S  |ID YIZFx B4 ML 147
400000 1000 IP options-Bad Option List Informational
400001 1001 IP options-Record Packet Route Informational
400002 1002 IP options-Timestamp Informational
400003 1003 IP options-Security Informational
400004 1004 IP options-Loose Source Route Informational
400005 1005 IP options-SATNET ID Informational
400006 1006 IP options-Strict Source Route Informational
400007 1100 IP Fragment Attack Attack
400008 1102 IP Impossible Packet Attack
400009 1103 IP Fragments Overlap Attack
400010 2000 ICMP Echo Reply Informational
400011 2001 ICMP Host Unreachable Informational
400012 2002 ICMP Source Quench Informational
400013 2003 ICMP Redirect Informational
400014 2004 ICMP Echo Request Informational
400015 2005 ICMP Time Exceeded for a Datagram Informational
400016 2006 ICMP Parameter Problem on Datagram Informational
400017 2007 ICMP Timestamp Request Informational
400018 2008 ICMP Timestamp Reply Informational
400019 2009 ICMP Information Request Informational
400020 2010 ICMP Information Reply Informational
400021 2011 ICMP Address Mask Request Informational
400022 2012 ICMP Address Mask Reply Informational
400023 2150 Fragmented ICMP Traffic Attack

ASA v J—ZXsyslog *v&—L
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401001

% 15 IPS Syslog A vt&—2 (&%)

SIT=Fx YIZFx B
Ayt—THSE |ID VI=Fw 2L L 147
400024 2151 Large ICMP Traffic Attack
400025 2154 Ping of Death Attack Attack
400026 3040 TCP NULL flags Attack
400027 3041 TCP SYN+FIN flags Attack
400028 3042 TCP FIN only flags Attack
400029 3153 FTP Improper Address Specified Informational
400030 3154 FTP Improper Port Specified Informational
400031 4050 UDP Bomb attack Attack
400032 4051 UDP Snork attack Attack
400033 4052 UDP Chargen DoS attack Attack
400034 6050 DNS HINFO Request Informational
400035 6051 DNS Zone Transfer Informational
400036 6052 DNS Zone Transfer from High Port Informational
400037 6053 DNS Request for All Records Informational
400038 6100 RPC Port Registration Informational
400039 6101 RPC Port Unregistration Informational
400040 6102 RPC Dump Informational
400041 6103 Proxied RPC Request Attack
400042 6150 ypserv (YP server daemon) Portmap Request Informational
400043 6151 ypbind (YP bind daemon) Portmap Request Informational
400044 6152 yppasswdd (YP password daemon) Portmap Informational

Request

400045 6153 ypupdated (YP update daemon) Portmap Request |Informational
400046 6154 ypxfrd (YP transfer daemon) Portmap Request Informational
400047 6155 mountd (mount daemon) Portmap Request Informational
400048 6175 rexd (remote execution daemon) Portmap Request |Informational
400049 6180 rexd (remote execution daemon) Attempt Informational
400050 6190 statd Buffer Overflow Attack
I5— *yt—Y $ASA-4-401001: Shuns cleared

HEA A EUNLLBMEOHREZEIRT S5-I clearshun 2~ > R A TSN FE L fHfkIC X 5
VXY=V T TITAET 4 OFLERDF RIS NE LT,

#RLE

FECTT,

l_ ASA ¥Y—Xsyslog »vt—o
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401003

401004

401005

*v+£—< 400000 ~ 450001 W

IS—AvtE—o $ASA-4-401002: Shun added: IP_address IP address port port

EBH) shun 2~ FBRANINFELE, 20a<w> ROBYIOIP 7 R A THRIN7ZAA T
T, FOMDOT RLAER—MIATTarThHhY., ARBESIIEREAR T T20IERENE
T, Mkl L2 v vy=2 7 T T4 ET s ORENHFATINE LT,

HRLE 1T

IZ5— Ay+E—Y $ASA-4-401003: Shun deleted: IP address

BB HEBR SR A PO 1 ORHERT — 2 _R—2anh bl ST Lz ki LAYy v =0 T
TT 4T 4 DFENFTFAISNE LT,

HRLE F~HETT

IS—AvtE—o $ASA-4-401004: Shunned packet: IP address = IP address on
interface interface name

BB IPSRCIZE > TEHEINIZAR MIBRT —F X—ADF A M THBH7=DIZ, X7 > bR
BEINE L, BRENTEAFA MI. ZZCHRBRENIA VX =T 2 RN T T 4 v 7 Z2ET
ZEIETEERA, REZE AV F—Fy P EOHEARA NI A X —T = A4 A ETHEBR S
NET, ERENFEZFRRANDOT 7T 4 T 4 QRN RSN E L, 20Xy E—VL A vE—
2 %ASA-4-401005 ZfEM T2 &, ZORAMIEATAHV RV ZF L AFb N TExET,

HRLE F~HETT

IS—Ayt— $ASA-4-401005: Shun add failed: unable to allocate resources for
IP address IP address port port

BBl ASADAEUYRARELTWET, HEENEATEEFE A,

HEME  Cisco IPS 1, fl&fkiE., ZOMAIZEMAL LD & LET, AE U 2FFM L THERZ
FETHEMT 52, E72iE Cisco IPS IZ L o> THEBRPBEH SN2 D &R L £ 7,

ASA v J—ZXsyslog *v&—L
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402114

IS5— Awt—Y  $ASA-4-402114: IPSEC: Received an protocol packet (SPI=spi,
sequence number=seq num) from remote IP to local IP with an invalid SPI.

e protocol : IPSec 7’1 k=)L

o spi:IPSec DEFXa VT 4 RIA—R AT v I A

e seq num : IPSec > —77 v A&

e remote IP: N> FNDYE—F TV RFAL L FDIP T RLA

e username : IPSec k¥ X WIZBIEMT STV D 2 —H4

e local IP: N>R NADU—H) T KBRA L RO IP 7 LA
BB SA T N—RITHFE LRV SPI 25 E LTS IPSec /37 v F &5 f5 LE L7z, 24U,
IPSec BT [RID SA Dx=—2 2 7 Db R EIC & 5 R 0REE £/2i3m—1 SA O
EMRIKTY, Flo, IPSec BT Lo TRERNAT y EREESNTLZILE2R3T bbb

T, INHLHEBEO-HMOGAENDLDET, ZOAvE—TF, SBIC1BEILIMERINZNVE I
HIR SN TUVWETS,

BRBME oc— OV SARHESNEZIEEZ, ETIERRBEL T ARNWI ERHY T, HFF LV
Na—H ) N—RINLHESLENTEE. 2 OO T RNIEFICE 2 HERSL T2 2800 7,

BN, BEORANEMBEICE EELRWGAEIEL, HE IS L THL, 23T
DOEMFE RIS DY ET,

402115

IZ— AytE—Y $ASA-4-402115: IPSEC: Received a packet from remote IP to local IP
containing act prot data instead of exp prot data.

BBl HIfF SN ESP o X —D7RW IPSec N7y M EZELELL, BT, xFv=— k&
NiceF=2 U740 R =L —F LW ry FEFERTT, ZHIETEHEZLZRL TWD ATREN
BHVET, ZOAYE—VF, SHRICTEILIRREARNE I ITHIRS A THET,

e remote IP: N> FNDYE—F TV REAL L FDIP T RLA

e local IP: hrxdu—H)L T REAL Y FOIP 7 KL A

e act prot : %{g L7172 IPSec 71 h 21

* exp_prot : HIfFE {17 IPSec 7’1 k=L

HENE 7 OEFEFICBHEVEDEIZEN,

402116

IS— Avte—o $ASA-4-402116: IPSEC: Received an protocol packet (SPI=spi,
sequence number=seq num) from remote IP (username) to local IP. The decapsulated
inner packet doesn’t match the negotiated policy in the SA. The packet specifies

ASA >1)—X syslog * vtE—Y
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its destination as pkt daddr, its source as pkt saddr, and its protocol as
pkt prot. The SA specifies its local proxy as id daddr/id dmask/id dprot/id dport
and its remote proxy as id saddr/id smask/id sprot/id sport.

BB U RMMERERS LT IPSec Ny AR I — a3 ID E—HELEHA, VT
ZOEX2VT 4 TYVE=TaryE@BLTMO NI T 4 v 7 2R ER T, 2L, ETICE
28F%2VT7 4 7YY=y a VBRI —DNRETH D0, WEO—HOEE Th D rTREMEN
HVET, ZOAYE=UF, SHIZTERILIARRSALZVE D ITHIBINTHET,

e protocol : IPSec 7’1 k = /1

o spi:IPSec DEXF 2 VT 4 NRIA—F LT v IR

e seq num : IPSec > —7%o A&

e remote IP: N FNVDYVE—K = RKA L FDIPT RL2A

e username : IPSec N F/VICBHHfTIT BTV D —H 4

e local IP: N> o —di) = RRA Y FOIP 7 KL A

o pkt_daddr : 71 7 RAEIEERE NI DL OREET LR

o pkt_saddr : 71 7R NMCIRBRENT= Ty B OEELT KL A

o pkt prot: BT ENMUBBERI NI Ty NIPBD N T U AR— K Tr ban

e id daddr: m—J)v 7aXxT P T KL A

e id dmask: v —h L 7axV P T Rry b v R

e id dprot: v— ) FaXxy T UAKR— K Fa han

e id dport: m—J) TurF L RK— |

e id saddr: VE—F 70X IPT NL A

e id smask: VE—h 7uX P TRy b wRY

e id sprot: VE— K ¥y NTURAKR—K 7Fr han

e id sport: VE—hK ¥ K—F

BHENE CT7OEHEIWEDLET, R —ORELZHELET,

ASA ¥1)—X syslog * vtE—Y
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402117

402118

IS—Ayte—o %ASA-4-402117: IPSEC: Received a non-IPsec (protocol) packet from
remote IP to local IP.

BBl ZERT Yy MIZ VT h w7 ACL &~ L7z, IPSec TH B LEN T EH A,
IPSec ET I A 7ML EN TRV hEEEFEFTT, ZOZT—E, ET7ORI > — &y
NP7 2T —=BERTEETDLIZENHD ET, 2 A ¥ —T7 A 2 K—h 23 ~
OB F b Telnet N T 7 4 v 7RG 52ZETHLEICT7A T U+ — N ERETEET, [PSec &
{bZ1TH I Telnet ZBEH LT, A—F 23 L THHA X —T =AA AT 7EALELD T3
L. ZDA vy E—URERINETH, A—F 23 DADOIWEA ¥ —T = A AZ%T D Telnet £
RS 74y 7 OBBIETFRRENEEAL, 20T —F, WELRTZIELHVET, ZDRAY
=V, IO TITER SN EREA (L 2E. ASA A v Z—T A ZAHEK~D k
574 v OEAIIERENEREA), TCP 3LV UDP ERk&BH+ 5 2 v&— 710001,
710002, 3L NT710003 2B L TLIEE Y, DA vt —IiF, 5HIC I ELAERENRNE
HNTHIPR STV ET,

e protocol : IPSec 7’1 k=)L
e remote IP: N FXNDYE—K T RRA L FDIP 7T RLA
e local IP: FrxiAdDu—H)L T REAL L FDOIP 7 KL &

ERERE CT7OFEEICHWAEDLET, N —DORELZHKLET,

IS— Ayte—o $ASA-4-402118: IPSEC: Received an protocol packet (SPI=spi,
sequence number seq num) from remote IP (username) to local IP containing an
illegal IP fragment of length frag len with offset frag offset.

BRI LRER S 7z IPSec /X7 v NS 128 31 RNULFDOA 7y hDIP 7T 7 A bR
GENTWELE, BEARA—a v IPRFCOEX a2 VT4 7T—FF7F v Tk, V 7k
WA T B0 HR/NIP 777 A N 7%y b 128 34 MZTHZ L EHAESEL T E
T, THIEHBO —HOLGENRDD FT, Z0AvytE—F, 5T RILMAFRENRNE DI
IR S TWET,

e protocol : IPSec 7’1 k=1

o spi:IPSec DEXF2VT 4 NRIA—F LT v IR

e seq num : IPSec > —7%o v A&

e remote IP: > FNDVE—hF TV RRA L FDOIP T FL A
o username : IPSec b v X AICBIEAHT LTV D 22— 4

e Jocal IP: b FLDur—HL T KKRA LV FDOIP T KL A
o frag len : 1P 77 7 AV MR

e frag offset : 1P 7T VA N FT7EY M (54 1)

BHEWNE VE—F E7OEHECMNAEDLET, R —ORELHELET,

l_ ASA ¥Y—Xsyslog »vt—o
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402119

IS5— Aywt—Y  $ASA-4-402119: IPSEC: Received an protocol packet (SPI=spi,
sequence number=seq num) from remote IP (username) to local IP that failed
anti-replay checking.

BB O — A U AB SN IPSec Ny M EZEFELE L, BT, BENCEH Sz aTRelE
DHBL—T VABFNEENT ATy NERET T, 20X v E—TF, 2 AR
D=4 AFFD IPSec N7y hEZEL-ZEERLET, 207y ME, AEEOH DH
Bo—#E L TIPSec ICEVFEHEINET, ZOAvE—VF, SHICTHEILIFRENZNED
WCHIBR STV ET,

e protocol : IPSec 7’1 k=)L

e spi:IPSec DEFXa VT 4 RIA—H AT v I A

e seq num :IPSec > —7 v A& 5

e remote IP: N> FNDYE—F TV RFAL L FDIP T RLA
o username : IPSec k¥ X WIZBIEMT STV D 2 —H4

e local IP: Frpdua—H) = REAL FOIP 7 KL A

BEROE C7OEHEEICBEVWEDELIES N,

402120

IS— Ayte—o $ASA-4-402120: IPSEC: Received an protocol packet (SPI=spi,
sequence number=seq num) from remote IP (username) to local IP that failed
authentication.
EiBA  IPSec X7 v FEZELENFIEICAR LE L, Xy M vey7anEzd, 7 v b
ISR U722y, BT Y72 IPSec N7 » FEIEE L TV A AEMERHV 3, b
Ry MDEL EZRILETHORE LIESGA, WRERLTWAHAMRRERDV ET, Z0AyE—
DL SIS T EILORARINAZNE I ICHIR SN TWET,
e protocol : IPSec 7’1 k=1
o spi :IPSec DEF2VT 4 RIA—K AT v TR
e seq num : IPSec ¥ —7 v AFEE
o remote IP: > RXNVDYFE—K = RKA LV FDIP7 KL XA
o username : IPSec bV FIVICEEAHT BN TV D 2 —H 4
e local IP: by —HNL T RKA L ROIPT FLX
HROE ZEL2 Ty FORIERKAZWIEAIX. Y E— F E70FEFICBMWELELE
AN

ASA ¥1)—X syslog * vtE—Y
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402121

IS5— Aywt—Y  $ASA-4-402121: IPSEC: Received an protocol packet (SPI=spi,
sequence number=seq num) from peer addr (username) to lcl addr that was dropped
by IPsec (drop reason).

BB e ALERRT D IPSec /N v REZIELIEN, TDO/Nry R IPSec 7 VAT AT
KXo THTHEIEINE L, 2L, ASA OFRTEE21E ASA T D OIZRENTFEET D algerEn
HHZEERLTWET,

e protocol : IPSec 7’1 k=)L

e spi:IPSec DEFX2VT 4 RIA—R AT v I A

e seq num :IPSec > —7 v A& 5

e peer addr: RNV DYE—F =T RRA L FDIP T RLA
o username : IPSec h ¥ F/VICBHETIT DTV B2 —W4

e lel addr: b OR—)N = RKRA L FOIP T KL X
» drop_reason : /X7 NISPEFE S ALICJRIA

WRANE RIEI R LRVEE. Cisco TAC IZBRWAbE L IZ&E W,

402122

I5— Av+E—Y 2ASA-4-402122: Received a cleartext packet from src addr to
dest addr that was to be encapsulated in IPsec that was dropped by IPsec
(drog_o_reason) .
B IPSec TH T RMLT D7y hEZEFELE LR, D/ y "3 [PSec 7V AT Al
Lo THTHEESNE L, Tk, ASA OREFEIX ASA 2D b OIZMENFEET D ARtk s
HDHZELEERLTNET,

e src_addr: EETIP T FLXA
e dest addr : 585 TP 7 N L X
» drop_reason : /X7y NSPEFE S LI JRIA

WROE RIE R LR VEE. Cisco TAC IZBMWAbEL &0,

402123

IS— tAytw—o $ASA-4-402123: CRYPTO: The accel type hardware accelerator
encountered an error (code=error string) while executing crypto command command.

BHBA N—FUxT 7RI L—FEMHHALRE crypto 2~ ROFETFIC= T =B EhEL
oo 7787 L —HXORBEERLTWDAEERH D ET, ZOXATOTT—F, SEIERH
HTHRELET, 20X vEe—IF, RKEROHEIESLSDL I ZT 78T L—% ho 2%
MRELET,

e accel type : N— KU =T 7T L—F ZAT
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* error string : =7 — DX A T HERTa— K

e command : =7 — =R LK Fa v F

HRWE BRI L7220 E . Cisco TAC IZBWVWEDHELZE W,

402124

IS—Ayt— $ASA-4-402124: CRYPTO: The ASA hardware accelerator encountered an

error (Hardware error address, Core, Hardware error code, IstatReg, PciErrReg,

CoreErrStat, CoreErrAddr, Doorbell Size, DoorBell Outstanding, SWReset).
BB W EA—RNU T FoVPERI—ERELE L Fy IREMERAETHLZ EERL
EFT, ZOAvE—UNLOERIT. FEHERYIAS, BEZILICOMTEALIICLET, 2
ORENFRHEND L, BEF v 7Rty b3, MEICASA O¥REEZH#E T ET, Fio,
COMEPRH SN XD FEREN, 77 v a EOKET—HA7 T4 L7 NYICEZA
Fi, EORBZT A THERERMLEST, 20X vE—I2E, B — Ry = 72T 5K
DEIREESERRTA—EREETNTNET,

e HWErrAddr : "— R0 =7 7 KL X (BEF v 7L - TRIE)

o Core: TT—NEAELTVWAEKSaT

e HwErrCode : "— KV x7 =7 — a— K (BEF v ko THE)
o IstatReg : BIVIALAT —Z 2 LY AK (BEEF v 12k > THRE)

e PciErrReg : PCI =7 — LU RF (BfE5F v 2L » TRIE)

e CoreErtStat: 27 =7 — A7 —X X (BETF v 72 Lo THRE)

e CoreErrAddr: =27 =7 — 7 KL R (BT v 7L > THE)

* Doorbell Size : F I SN DK F a2~ RORKREK

» DoorBell Outstanding : JLERfFH DR B2~ R

o SWReset: 7— FMEDKSF v 7 Uk vy Mk

WRNE A ob—V0E#%E Cisco TAC IZHEE L, SO0 EKIEL TS ZE0,

402125

IS5— Awt—Y  $ASA-4-402125: The ASA hardware accelerator ring timed out
(parameters) .
B IPSEC Otk 1V > 7 &£ 7213 SSL/Admin OFEl 1V > VB HET L TV RWZ & 25 KT
ANRBRBLE L, 2F0, BEF v 7PHEEL T anE BEohET, ZoRESKREIND
LS TF TRy I, MIBICASA Ofer ikt cE £, £, ZoMEIBREEh
T EORFEREN, 77 vV a bOBET—HAT7 T4 L7 NIICEERAEN, 5D T
Ny JiERERELET,
e ring : IPSEC U > 7/ %7213 Admin U > 7
e parameters : IRD LBV
- Desc : FlikF7 R L&
- CtriStat : i/ 27— & 2 &

ASA ¥1)—X syslog * vtE—Y
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- ResultP : fREIARA %

- ResultVal : KIhE

-Cmd : ffEa~v R

-CmdSize : a2~ K A4 X

-Param : 2~v 2 R RXT A —%

-Dlen: 7 —4%

-DataP : 7—% KA ¥

-CtxtP : VPN 2 7% A b KA ¥
-SWReset : 7 — MEOW 5T v 7 Ut v Mok

WROLE Aot—V0H%E Cisco TAC IZHRE L, SO0 EIEL T2 &0,

402126

IS— tAyw—o $ASA-4-402126: CRYPTO: The ASA created Crypto Archive File
Archive Filename as a Soft Reset was necessary. Please forward this archived
information to Cisco.

ZBE N F“?ITE Ty T CHRE OB I E Lz (syslog A vE— 402124 B X
402125 #2M), BEOMBEE I LIZT Ny J 3572012, BIEOK B/ v— FU = TEREE
(N—=FRo=7T V‘/“xé?iockvﬁ FRIRTY NY) BELWET — AT Ty A VBERSE
T, 7= hERZ, 7T v a Ty AN AT A B erypto_archive 7 4 V7 b U 23 A BB HERL
SNFELE FEMMMFELTWR2STEHE), 207 4 L7 MIITE, K2 2057 —0A
T T ANVNFIETEET,

o Archive Filename : Ws 57— A7 77 A VDLEI, WET—hAT 77 A VOLHNE
crypto_arch x.bin L WIH X TYT, ZZ T, xiL1 £7F2 TY,

WRINE 57 —bA7 77 A% Cisco TAC ICHEE L., S50 0 aiE L T2 &0,

402127

IS5— Awt—Y $ASA-4-402127: CRYPTO: The ASA is skipping the writing of latest
Crypto Archive File as the maximum # of files, max number, allowed have been
written to archive directory. Please archive & remove files from Archive Directory
if you want more Crypto Archive Files saved.

B N—FU=THESFy TR LOMENRE S E L (X vy t—2 4402124 BL O
4402125 #ZM), ZOA v E—VIiE, RREOEST =47 77 A VR TTITHFEL TV
O, BET—0AT 77 ANBEZIAENRNSTZZ L EZRLTHWET,

* max number : 7 —HNAT T4 L7 M) THAINTWD T 7 A NVOFRE (BEIL 2 IZRE
IhTVWET)
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o archive directory : T—7H A7 5 4 L7 ~U OLH]

HWRME  LIANCAERSNIERE ST —h A7 7 7 A L% Cisco TAC (T2t L £4, LARNCARK &S
NET—HAT 77 ANLEHRLT, MOT—HAT 77 A NEEZRDIENTELLIITL
FT (WETHD EEDONBLE).

402128

<

I5— AvtE—Y 3ASA-5-402128: CRYPTO: An attempt to allocate a large memory block
failed, size: size, limit: Iimit
BiBl  SSL Em CHFARRZEA D ATV OHEARRKALNLTWET, BERB/ETINE LT,
o size: HFIVEToONEHIELEAEY TRy I7OHAX
o limit : FEAFIV HTAEY ORKRYA X
BREWE —OAvE—UPBEMEIRARINDIGAIL SSL — B RIEMBUIENHEIT LTS A
BEERHY ET, VE—F ETOFEEELET v 7 AN =207 u " F—IZBlWabtE
<TEEW,

402129

I53— Ayt—Y  $ASA-6-402129: CRYPTO: An attempt to release a DMA memory block
failed, location: address

HEA HNEHY 7 b7 = T7—mREAELE L,

e address : fifisih ko> & LT KL R

HHEME  Cisco TAC ITHEK LT, Y R—F2Z T T &N,

402130

IS— AvE—T $ASA-6-402130: CRYPTO: Received an ESP packet (SPI = 0x54A5C634,
sequence number=0x7B) from 75.2.96.101 (user=user) to 85.2.96.10 with incorrect
IPsec padding.

BBl ASADOREN—KRU =7 77 %7 L —¥ TR DIART — X & &L IPSec /37 v b &
B EiE L7z, ATTVPN 27 47 > FTiL, IPSec /X7 v OO IALZ N REENZAT LN D5
ENRHY ET,

o SPI:/"b -y MZBEESIT B TWS SPI

o sequence number : /X7y NMIBEfTT O TWD Y —F v AEKE

o user : L—W4 LFH

ASA ¥1)—X syslog * vtE—Y
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e padding : 73y FINB DDA T — X
HRLE -—0OAvE—URARETHY ., ASA OB RENTWARWEA, ATTVPN 7 547

VEEHEHLTWAIBEHEIIVPN V7 94T N V7 b0 2T DT v 7 7L — RNMEIZRD I E
NH Y EJ,

402131

<

I5— Awt—Y 2ASA-4-402131: CRYPTO: status changing the accel instance hardware
accelerator's configuration bias from old config bias to new config bias.

BBl N—RU=T7 7 EITL—Ta URED ASA TERINELLE, —#D ASAT T v |

T x =22, BEON— R =2T TR T L—ERNHVET, N—KRuxT TI7ETL—HD
EEZELIT 1D syslog A v EB—URNERINET,

* status : success F /=% failure Z/R LE T

e accel instance : N— R =T T2 BT L—FDA L AZ A

» old config bias : IR E

e new config bias : H LR E

HRBIME REEZLHELLIOLLTT 28I L—FO0TRLNRKLEZEA, B X0 7 1HREZIL
£ 1L, Cisco TACITEK L T &, MENRELZHA, V7 by Tid, RELE & EKR
BRITLET. BRITHRBLIZESGS. V7 MY =T 3O, 7T A7 +— Ay 7 LE
To N—RUxT T 8T L —¥OBEREIEREIRKT 256G, N~ RU =T OREELZRLT
WAHATREMER H U £57,

402140

IS—Ayte—o $ASA-3-402140: CRYPTO: RSA key generation error: modulus len len

§Bl RSA A — XTOEKFFIC= T —0RBELE LT,
e Jen: By NP TRLET TA L TV 2T ADREE

HIRME  Cisco TAC ITHERH LT, Y R—F2Z T TLIEEW,

402141

<

I5— Awt—Y 9ASA-3-402141: CRYPTO: Key zeroization error: key set type, reason
reason

EiB  RSA AR F— X7 DA T —n%AELE L,
o tpe: ROVWTNNDOF— >y s 147, DH, RSA. DSA. unknown
e reason: THILZ WKkt yvary 247

HARME  Cisco TAC ITHERE LT, AR — FE2ZIFTLEE N,
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402143

402144

402145

*v+£—< 400000 ~ 450001 W

IS—AvtE—o $ASA-3-402142: CRYPTO: Bulk data op error: algorithm alg, mode
mode

BB A —EEPIC =TS RAELE LT,

e op : encryption % 7213 decryption DOVWF IO EEAE

e alg : ROWTNMHOREE(LT VT ) XA, DES, 3DES. AES, RC4

e mode : ROVWTANDE—F, CBC., CTR, CFB. ECB. stateful-RC4, stateless-RC4

HHEME  Cisco TAC ITHEHK LT, $AR— FE2ZIT T EN,

IS5— Ayt—Y SASA-3-402143: CRYPTO: alg type key op

B AR —ERIC T R AELE L,
e alg : RSA 721X DSA OV T NORE BT /LT Y X A
e fype : public F 7% private DWW TN DOF— X A
e op : encryption ¥ 721X decryption DV OEAE

HHEME  Cisco TAC ITHERHK LT, $AR— FE2ZIT T &N,

IS— tAytw—o $ASA-3-402144: CRYPTO: Digital signature error: signature
algorithm sig, hash algorithm hash

B TUINBAOAERPICZT T —NEELE LI,
e sig: RSA £7IX DSA OWTNNOELT LT Y XL
o hash : ROWTNNDONNy 2 7)Y XA, MD5, SHAL1, SHA256, SHA384, SHAS512

HHRME  Cisco TAC ITHERHK LT, $AR— FE2ZIT T EN,

IS— tAytw—o $ASA-3-402145: CRYPTO: Hash generation error: algorithm hash

BBl Ny vaARET—2WAELE LR,
o hash : RKONTNIHD/Ny o2 7o) X, MD5, SHA1., SHA256. SHA384, SHAS12

HARME  Cisco TAC ITHERE LT, AR — FEZIFTLEE N,
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402146

402147

402148

403101

IS—AvtE—o $ASA-3-402146: CRYPTO: Keyed hash generation error: algorithm
hash, key len len

BB S —frEoanv ol —nRELE L
e hash : RONTNIHD/ Ny o 7o) X, MD5, SHA1. SHA256. SHA384., SHASI12
e Jen: By FHELTRLEF—DES

HIME  Cisco TAC ITHEK LT, v AR— FE2ZIF T EN,

I5— Avyt—Y 2ASA-3-402147: CRYPTO: HMAC generation error: algorithm alg

HB  HMAC AR —nRAELE L,

e alg: WOWT A HMAC 72 Y X5, HMAC-MD5, HMAC-SHA1., HMAC-SHA2,
AES-XCBC

HHEME  Cisco TAC ITHERHK LT, $R— FE2ZIT T &N,

IS— Fyte—o %$ASA-3-402148: CRYPTO: Random Number Generator error
BB Aol —% =T —BREAELELL,

HHRME  Cisco TAC ITHEHK LT, $AR— FE2Z T T &N,

IS—rAyte— %$ASA-4-403101: PPTP session state not established, but received an
XGRE packet, tunnel id=number, session id=number

BRBA  ASA 23, *HSToHlEEHGEE v v a D PPTP XGRE N7y EZfELE LT,

HRNE RIEN R LR WIS, Cisco TAC ITBRMWEHEL EE W,
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403102

IS—Aye—o $ASA-4-403102: PPP virtual interface interface name rcvd pkt with
invalid protocol: protocol, reason: reason.

BB o ka7 —L RBER e XGRE B AL PPP Xy FE2EY 22— LN ZELEL
776

HELE BRI L2RWIEE . Cisco TAC IZBWEDHHEIZE W,

403103

IS— Fyte—o %$ASA-4-403103: PPP virtual interface max connections reached.

BBl Yo —/UiE, B0 PPTP 8tz AND Z LIx T A, #IIEDCRD LT
_;.Jloéf%nifh

HRLE F~HETT

403104

IZ5— Avy+—Y 9ASA-4-403104: PPP virtual interface interface name requires
mschap for MPPE.

BB MPPE IZFRE SN TWE L7223, MS-CHAP RBEAEVEE SN TWERATLT

HBIME  vpdn group group name ppp authentication =~ > R C, MS-CHAP FFiEx B0 L £
‘a—o

403106

IS5— Ayt—Y SASA-4-403106: PPP virtual interface interface name requires
RADIUS for MPPE.

BBl MPPE |33 E SALTWE L7223, RADIUS RBFEDRRE SN TWEFATL,

#2IE  vpdn group group name ppp authentication =~ > K T RADIUS #ZiF& B0 L £7,

ASA ¥1)—X syslog * vtE—Y
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403107

IS—AvE—o $ASA-4-403107: PPP virtual interface interface name missing aaa
server group info

B AAA A BREFRAERETE A,

#4ZME  vpdn group group name client authentication aaa aaa_server group 2~ > KT,
AAA = MEHRAEZBIMLET,

403108

IZ5— Ay+E—Y $ASA-4-403108: PPP virtual interface interface name missing client
ip address option

BB AT NPT RLR S UERPARE L TWET,

#EME  vpdn group group name client configuration address local address_pool name =~ >
FC, IP7 RV R F—AEREEBMLET,

403109

IS— tAyw—o $ASA-4-403109: Rec'd packet not an PPTP packet. (ip)
dest address=dest address, src_addr= source address, data: string.

BB Vo UTER A RN M EIRT AR D AT —T 4 T ENTZPPTP X v N B%AE
LE L7,

HRNE CT7TOEHEEICHWAEDLE T, PPTP 20 7 4 X2l — 2 a v REFMALET,

403110

I5— AvtE—Y 2ASA-4-403110: PPP virtual interface interface name, user: user
missing MPPE key from aaa server.

BBl AAA — NI MPPE B 5tk RV > —Dk®y 7 v FIC¥E 7% MPPE S —EMZ2 KL 4
ATLT,

HRNLE AAA T ROREEHERL T ZEW, AAA F—38 MPPE & —J@ k& iRt 72 ) 35
A%, 1% Y IZ vpdn group group _name client authentication local =~ K& AJ LT —h v
WREZ R L ET,
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IS— Avte—o SASA-6-403500: PPPoE - Service name 'any' not received in PADO.
Intf:interface name AC:ac name.

BB ASAD., A F—Xy F =R TunNf X —DT 7R a2 ha—F b0 PPPoE
=t Rany FERLE LT, P—ERX 7L X =0 0IEEICIEIMOY—EARE TR TW
FITHN, P—ERany FEEFRTOVERA, ZHiE, 77 haLoEEOR—FHTY, PADO /¥
7y MIEFICWE I T, #rdro—ya ryBfranEz 7,

HRLE F~HETT

IS—ryvte—9 $ASA-3-403501: PPPoE - Bad host-unique in PADO - packet dropped.
Intf:interface name AC:ac name

BBl ASA X, AR MNEAREELMFEINSIDZT 78X arbr—JICEELELL, 77 EA
arbhe—3F, BRL5KRA MNEAETIHEELE Lz, ASA LI OINEITHIST D Hft 2Rk & 5%
MITEEEATLE, N7y MIFEESH, #iradyz—a s idbranE L,

BBUME (L X—3Fy b P =R FaXfF—ZBEWEDLELEEN, =R g
=7 78A arbo—I0KA NEFMEOMEEZFR > TWDh, F721X PADO /37 v IR
ETT,

IS—AvEe—o $ASA-3-403502: PPPoE - Bad host-unique in PADS - dropping packet.
Intf:interface name AC:ac name

Bl ASA L. AANEAMWEEFEEINAZID 2T 78X ary he—J X ELELE, 778X
ayvho—5F, BAREFRA NEGMETRELE LTz, ASA 12 OIREITRIRT % BBk 2 3%
BICEEHATLE, N7y MIFEESIN, #irxdrm—raidgranE L,

WRLE (L 7—Fv b VP—ERTuXfF—ZBWAEDLELEIN, =R T o
A—DT A aryha—FNFR MNEFEOUHEZFE S TWDEH, £7213 PADO 2347 v F AR
ETY,
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403503

IS5— FAwt—Y $ASA-3-403503: PPPoE:PPP link down:reason

BBl PPP UL /U NA T LFE L, INBRETHIRNTEZLL HV £9, HODOERICE RS
NAHHIZ, PPP b 0B DEA T,

WEBNE Xy bU—7 VU IE2FRT, Vo IRERINTWEZ 2R LET, 771X
AL R T LTWAZERNHVET, REET R haART 7/ ER avkEr R L—
Zl—FL, LATENAT—RRELWZ 2B LET, ISP EF/0idxy hT—27 YR — MY
FIZZOEREHERLET,

403504

IS—AvtE—o $ASA-3-403504: PPPoE:No 'vpdn group group name' for PPPoOE is
created

g8 PPPoE TiX. PPPoE v v a V&G TDORNC, ¥4 PAT UM a7 4 F¥alb— gy
MLETT, a7 Fab—a Tk, A4 v0 AY v—, PPPRGEE. = —H4,
BLUOARRAU—FZEETDOILENDH Y 3, IROBITIEL, ASA & PPPoE ¥ 1 YL 7 7 kT
E L EJ, my-username 2~ FE LU my-password =~ > Rix, %LZETHiL PAP AL
T, 77%8A avrky b b—XORGEMHEH SN ET,

iz~ LET,

hostname# vpdn group my-pppoe request dialout pppoe
hostname# vpdn group my-pppoe ppp authentication pap
hostname# vpdn group my-pppoe localname my-username
hostname# vpdn username my-username password my-password
hostname# ip address outside pppoe setroute

#BME  PPPoE HD VPDN /L —7 %2R ELET,

403505

IS— Avte—o $ASA-4-403505: PPPoE:PPP - Unable to set default route to
IP address at interface name

BB E. 20X vE—UiE ldefault route already exists| &) A v —U 0 k& 7,

WRNOE HITOT 7406 b— FEHIBRT 20, 7203 setroute /X7 A — 2 % HIF L C.PPPoE
CFHCTHRELZAL—IREALRNEIIZLET,
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405001
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IS—AvtE—o $ASA-4-403506: PPPoE:failed to assign PPP IP address netmask
netmask at interface name

BBl A vk—T2iE, Tsubnet is the same as interface] % 7-1% lon failover channel] &9
A= ONTFNRNEEE ET,

HRBME BUOBAIE. BAOFERER-TT RLAEZERLET, 2FBOEAIT. 72—
F—=Ne f o H—T 2 RAUNDA 2 Z—T = A AT PPPOE 3% E L ET,

IS—Ayte—v %$ASA-3-403507: PPPOE:PPPoOE client on interface interface failed to
locate PPPOE vpdn group group name

§iBH  pppoe client vpdn group group name 2~ R& AJJL T A »#—7 = A X [0 PPPoE
7 74T FBFFED VPDN Z =7 2T 5 L5 ICRETEET, VAT LAORBIKFIZ,
E L7 RTID PPPOE VPDN Z L —7 R ROM LR o T2E. TOX vy E—URNERINET,

o interface : YDA X —T = A A LD PPPoE 7 T4 T MIEENKA LI
e group name: A % —7xA A LD PPPoE 7 747 ~® VPDN 7 /)L —7%

HENLE ROFIHZETLET,

1. vpdn group group name 2~ R& AJJL T, %% VPDN L —7%8BMLET, Fr—
SNV a7 4Falb—vary T—RTHEAYNVLT Y hPPPoE #ZRL, T XTOINV—T 7
1T BB L E T,

2. RS hizA4 % —7 A A) 5 pppoe client vpdn group group name 21~ KZHIBRL &
T ZOHA. PPPoE 7 714 72 ME, ERF A DHEAIO PPPoE VPDN 7 /L—7 2l L X
& LET,

S

GE) TRTCOEHEARIL, ip address pppoe =~ FE AN LTA 4 —7 =A A LD PPPoE 7
FAT Y N ERER LERICRY BRI £,

IS— r2yt— $ASA-4-405001: Received ARP {request | response} collision from
IP address/MAC _address on interface interface name to IP address/MAC address on
interface interface name

BB ASANARP X7 v hEZELELED . N7y FOMAC 7T RVANARP ¥ v a2 =
VRUERpSTHET,

WHEBNE “OLT774v 7 ESTHIHELHNE, ARP RA A= JENEITHTH D
TLERTEALLVET, BETMACT FLAZHERL TNy y NOEETEHE L, F0/8
7y "REREARNMIBLTWDENE S EFNET,
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405003

I5— Ay+E—Y 9ASA-4-405003: IP address collision detected between host
IP address at MAC address and interface interface name, MAC address.

BB Xy NI HNOITALTLFDIPT RLARASA AL Z—T =24 AP T FLALFELT
<7,

WRNE V547 FDIPTRLAZEHELET,

405101

IS— tAyw—o $ASA-4-405101: Unable to Pre-allocate H225 Call Signalling

Connection for foreign address outside address|[/outside port] to local_address
inside address[/inside port]

I T oA HEEOMBETIC RAM VAT A AT Y OED Y CICRLEN £ET7 R
LVABEE ATy NEFIHTE A,

HRINLE —OXvv—VURTEHMCFREINIGAIE, BETEET, e —UL =L DH A
AR LT, WEOXRy NU—2 75747 v MMl Tc&EFEd, PAT 7 RLARKE|ZRD
BAENHY £, Fl2ik, BHREEHROYA LT U MilREELI LES, 20T — XA vt—V
. ATV ARENFRRTEREINAAEELHY £9, ZOHAEIE. ATVHEHEZEO TN, £
7RI AT Y AL CAE T, BEPRR L Z2Wi4A . Cisco TAC IZBRIWADEL X,

405002

I5— Ayt—Y 3ASA-4-405002: Received mac mismatch collision from
IP address/MAC address for authenticated host

BB o7y bMIL ROELLENDOEEDEAICETIENET,

ASA X IP 7 FLARF LIZA, MAC 7 KL ANZ D vauth = U D 1 D L3RR 58
Ty NEZELELE,

ASA T vpnclient mac-exempt =~ > FEZRE L £ L7z, BRI MAC 7 RL R &FKOH, *Hik
95 uauth =2 U LIFRRBZIP T RLREFFONT Y BN ASAICL s TREENE LT,

WBUME -—OLT774v7F ESTHIHEELONE, AT —7 40V THENEITHTHD Z
LERTHEELHVET, BHETLMACT RLALIP T FLAZHRL TNy FOXEETL L.
FONTy EREDRAAMIBELTHDENE I NEfNET,
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IS5— Awt—Y  $ASA-4-405101: Unable to Pre-allocate H225 Call Signalling
Connection for foreign address outside address|[/outside port] to local_address
inside address[/inside port]

BBl ASA 2, BEOBBTIZ RAM VAT A AFVOEY Y TR K L2, £-137 FL X
EHAw y EFIHTEEE A,

WEBOE Jo—L OV A X52/RL, NEHOXy NI—2 77347 MMl L %
T, PAT 7 FUARKBEIZRDGANDH Y £, Fid, BMREEHROXY A LT U MHREHEL L
FT, o, AEVMEHAREZES T, 38R %%)%%Abiﬁa:@i/twvﬁmﬁm

WCRREINDGEE, B TEET, BEIMRERL2WES, Cisco TAC IZBWE b X
l/‘o

I5— Avy+t—Y 3ASA-4-405102: Unable to Pre-allocate H245 Connection for
foreign address outside address[/outside port] to local address
inside address[/inside port]

EREA  ASA 2, HEROBMEHIZ RAM VAT A XAEYOED Y TUIZRE LTZh, E21T7 R
ZA vy hEFIHTE EEA,

WRILE Jo— L TNV, XEWHRL, WOy NU—2 7747 v ML L E
T, PAT 7 RUARMEZ D560 HD F3, it BLEROX A 27 v MERBEEL L
FT, Fo, ATVMHEZEO T, TRIFERATVEREALET, 20X v —URNTEHH
WCERRESNA5GEF, BH T ET, MENIER L2WEE, Cisco TAC IZBfWEbE< &
A

I5— Av+E—Y 2ASA-4-405103: H225 message from source address/source port to
dest address/dest port contains bad protocol discriminator hex

BB ASA (I77m kA LERRIF 0x08 2 THIL TWET A, 0x08 LIS DRI F 2525 LE L7,
T RRA Y EPBAREANT v FREE S TS, if_ BRAOE T A NSO A =
B A M EZELERERH Y £3, 7y homiiIFF S E T

HRLE ~HETT

ASA v J—ZXsyslog *v&—L
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405104

IS—AvtE—o $ASA-4-405104: H225 message received from
outside address/outside port to inside address/inside port before SETUP

EBEEA M SETUP A v —VORNICH.225 A v =Y ELL RAWEFTZIELE Lz, 2T
HFRENEEA, ASA L. DO H225 a—L 75V o7 F o 2V ET 501 SETUP A v
T—TEZEL TS, thOTRTHOH222S AvE—V3%ETILERDHY £,

HRLE F~HETT

405105

IS— tAyw—o $ASA-4-405105: H323 RAS message AdmissionConfirm received from
source address/source port to dest address/dest port without an AdmissionRequest

BB T —FF— =25 ACF REEENFE LA, ASA 1T — FF—X—IT ARQ Z#E L T
WEHE A,

HRBME 5 SINT source address D — F ¥ — X—%fEFR LT, ASA /D ARQ #%{FL T
WRWDIZ ACF BiEE SN lmEHE L ET,

405106

H
N[
I
%
1\
|*
I
-

$ASA-4-405106: H323 num channel is not created from %I/%d to %$I/%d

o
9]

BB ASADRHI323 AT 47 ZAT T XML T—BFHFEERL LD & UE L, G5/
SV T, match media-type =~ > FZZBL T ZE0,

HRUWE F~ETT,

405107

IS— Ayt—Y SASA-4-405107: H245 Tunnel is detected and connection dropped from
sd

$I/%d to %I/ %S

BBl o— by N7y ARICERITENT H245 U RAGEIEO DI, H323 BENERE IR
F L7, 3OV TIE, h245-tunnel-block =~ FZHBH L T &0,

HRLE 1T

ASA >1)—X syslog * vtE—Y
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405201

405300

405301

*v+£—< 400000 ~ 450001 W

I5— AvtE—Y 2ASA-4-405201: ILS ILS message type from
inside interface:source IP address to outside interface:/destination IP address
has wrong embedded address embedded IP address

BB ILS N7 v b R_XA = RIZHEDIAENTZT FLARBRIP Ny b N X —OEETLIP 7 R
LALE IS THE LT,

HRIVEB  source IP address TR SN T-A A M &HER L T > 723#0AL IP 7 KL A TILS
Ny PBRREENTEHEBEAHELET,

IS—Ayte—o $ASA-4-405300: Radius Accounting Request received from from addr
is not allowed

BB RV — =y IR EENTOWRWVWRRA DS DT AT T 4 v TEREZITERY £ LT,
DA y—Una SIS, AENMEIEL F T,

o from addr: BREFELTVWDHHRARDIP T KA

HRME FAIPRADIUSTH U LT 427 AvE—V% ASAICKEET DL I ICHRESLTWY
LA, Y—EARY O—IZHHENTZELWRY V— v FIZHRA MRRESN TS Z &
EHERLET, FA MR RADIUS TH W o T 407 Avb—T% ASAICEET A LD \—HXH/]::é
NTHWRNEEEF, AvE—VUREEEINTWIFEREZERLET, X v—URNEY TRV

iE. #Y7e ACL Z1ERL T 7y NEBFEELET,

IS—Ayte—o $ASA-4-405301: Attribute attribute number does not match for user
user 1ip

BB validate-attribute =~ W AN ENTZHEEIC, ZIELET I T T ¢ 0 JERBMBICHK
MINTWHWBRMEMEN, = Y (FETLHE) IEHESRTWaREMEE —ELEEA,

o attribute_number : RADIUS 7 h 7 T 4 > 7 CHIEES L5 RADIUS EM:, EOHMIT 1 ~
191 T4, XA —FHAEOREMEITVFR—FSsnTHERFA,

o user_ip: 2—HDIP 7 KL A (Framed IP B),

HRLE 1T

ASA v J—ZXsyslog *v&—L
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406001

I5— AvtE—Y 2ASA-4-406001: FTP port command low port: IP address/port to
IP address on interface interface name

B AT FMRFTP A—F a~vr Rz AL T, 1024 GEEIEY— F— FEH O D
R—bREHEICH D) KVNSHR-MRZERELELL, ZhiE, ¥4 X274 R
U—ZEHELEIELTNDH I EERLET, ASAIX, N7y POBEE, HHEOK T, BIOA
N2 M OREREITVET,

HRLE F~HETT

406002

IS— tAyw—o $ASA-4-406002: FTP port command different address:
IP address(IP address) to IP address on interface interface name

BBA ATV RBFTIPAR— bk a~r REFETLT, ERICEA SN TWDT RLALS DT
FUAZRELE L, YA b X2V T4 KU —%EEELED ETORADBEAELE LI,

e 2E, WBENRT Ty FEZEEL, ELWY —XERORD 0V ITHID Y — 2R &2 RE
LTFTP v a a2 Y%y LEIELTWAHEARHY E£T, ASA L, N7 v FOBE

T, BHOKT. BEUOA XY MOREEITVET, vy aNOT FLAE, K-k a<r Fh

507 FL AT,

HRLE F~HETT

407001

IS5— Ayt—Y 9$ASA-4-407001: Deny traffic for local-host
interface name:inside address, license limit of number exceeded

B R MHBABAE L, RO ELLNDOEMEITY TIXE 52854, NEEA R MIFIRICH ¥
Y hrENnET,

o WHEIARZAMI. ZOS5SHBUNIZ, ASARHBHTII 70 v 7 sk LE L,
o WHEEAA M, ASA T, xlate £ /2T — VAL TR LE LT,

HEBUME FAMMIREe— R 7Ty b7 r—alZ@AINET, A MHIRERRT DI
1Z. show version =~ F&FHLET, ASA TOR v a v EFOBHEDT VT 47 KA K&
N —H 23R4 5I121%, show local-host =~ FEEALET, 1| 23RO —F %
WA B9 521X, clear local-host =~ > K& H L E¥, WHEl=—F Z2HIBRIC/A2 2RI

FREIAIZT 521X, xlate, B, L Wuauth # 4 27 U FEHERELI FICRELE T, (& 1-6
=2,

ASA >1)—X syslog * vtE—Y
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% 1-6 84 LT & VRS
B4 L
Tk HERE

xlate 00:05:00 (5 47)
conn 00:01:00 (1 BERI)
vauth  00:05:00 (5 %))

407002

IS5— *Ayt—Y 2ASA-4-407002: Embryonic limit nconns/elimit for through
connections exceeded.outside address/outside port to global address
(inside address)/inside port on interface interface name

BHE AN e — AL T FLAZRA LT HMENTIAET FLanbiEfaniza—7
N T RUVRICERINTZER, TOAZT 4 v 7 ORKIPHBREZE L £ Lz, ASA L, B
AEYUMNED Y CHRARGAEI. To#EEsS T ANRELELET, =L KX Mo T
Ta¥y ARANEARD, SYN ACK /X7 v FZAMBA R MZEE LET, ASA X, %M 500K
BWMERFL, X7y FEREFELTC, 2747 06D ACK b FEd, ZDOA vE—I0F,
EY72 T 7 4 v 72 RTHELHNE, DoS HENETHTHDLIZ L2 RTHAELDLD £7,
HARME HELT FLAEZFARTr y FOBEILEHBIL, TNEFRER FBEF LT
DNEIDEHERLET,

407003

IS— Ayte— $ASA-4-407003: Established limit for RPC services exceeded number

SEl  ASA X, BRA—AEITELZE., T TICREINTWS RPC — X X7 £ 7213 RPC
P—E 2 RTIH LT, FHOR—NE2A—T 2 LE)ELELE,

HRENE MMOK— LB —XIND0ERFHT 0 (BEXA LT NEDMREHH) . £
I —RFERZ Y — 20T 7T 47 XTREHIBELET,

408001

I5— Av+E—Y 2ASA-4-408001: IP route counter negative - reason, IP address
Attempt: number

BBl IPA—h WU UEFEZAOMEIZEBAOLES ELELENRRLE L,

HRWE cleariproute 2~ FZAS LT, A—hk AU H& Uty FULET, MERIHFRL
2. Cisco TAC IZBMWEhEL ZE N,

ASA ¥1)—X syslog * vtE—Y
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408002

408003

409001

409002

IS5S—Ayt—Y  $ASA-4-408002: ospf process id route type update addressl netmaskl
[distancel/metricl] via source IP:interfacel address? netmask?2
[distance2/metric2] interfacel

BB PO NEVBEYRA N v 7 E2FOR CHEBEORNOA =T = A ZInB X Y b
T—07 To7T— a2 ELE L, FHOL—RMILoT, JlOA v F—T = AEFEHLT
AR NVSNTBEFONL— bR EEES SNET, FROL— MNITRBOICRYEH S,
Xy FT—=FNTAZRBEB SN E2BRLET, ZOLEL, MR LHEMEHEHLT
HET20ENHY £9, ZOEROREEZT HMAFOHELIL, 71 =7 IS D TREMED
b, FALT T MR ES, ZORZXOBENL, SRR EYR—-FTLL5CRky hU—7
FARBOPRHIREFF SN TV DHE (ZO7r—ARTHIShET) IR BEELET,

HRLE A~HETT

IS— Ayte—o $ASA-4-408003: can't track this type of object hex

BB FTyXT VAT LAOAUR=R R, PR LTWRWAT V= b F A T aR
MLELE, STATEA 7 V=2 bR FHINTHELE,

o hex: ATVNOEHMEIIT N2 %&2RT 16 HEE

WRENE 797 A7V MEHBRELT, STATEA 7Y =7 MZLET,

I5— AytE—Y $ASA-4-409001: Database scanner: external LSA IP address netmask
is lost, reinstalls

BB YU bhU=TICkoT, THEAORESBIESNE Lc, v —HZICX o TEIELEDRTD
. ATSNET,

HRLE 1T

IZ5— *AytE—Y 9ASA-4-409002: db free: external LSA IP address netmask
BB ANEY 7 hU =T =T =RRAELELEL,

HRLE ~HETT

ASA >1)—X syslog * vtE—Y
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IS— Avt—P $ASA-4-409003: Received invalid packet: reason from IP address,
interface name

409004

BB M2 OSPF N7 v b &R E LE L7, #fllE, =7 — A vk —VCiEfich TnET, |
Rk, EEMWMOFRS7Z OSPF 27 4 X alb—2a VAN T —ORREERH D £7,

WROLE ZEMOOSPFaL 7 4Xal—a b dEENoary 7 4 Fal— g AATRELSN
W EHERLET,

IZ5— Ay+—Y 9ASA-4-409004: Received reason from unknown neighbor IP address

409005

B OSPF hello, 7 —# N— AR, 72F3T7 —FN—RERAT Y FEZEFELE LR, V—
FITEEM 2R TE £ A,

HRLE F~HETT

IS— tAytw—o $ASA-4-409005: Invalid length number in OSPF packet from
IP address (ID IP address), interface name

409006

BBl ASA L. EFEA~yHE— P A LD BE T — /L FED OSPF N7 v b, 721385 L
72IP X7y vV A XL —F LR OSPF N7y hEZIELE Lz, ZhuE, 27 v b OXEM
DAL T4 Fal—ary 25— RLTWVWET,

HROE BET7RLANS, BEOLV—228BELY 77— LET.

IS—Ayte—o $ASA-4-409006: Invalid lsa: reason Type number, LSID IP address
from IP address, IP address, interface name

ERBA  LSA # A IR D LSA 2N —FBZELE L, RERIK, +—F Lo AEY OEER
TR OEMED EL HTT,

WRINE BT FLAns, MEOL—Z2EELY 7— M LEd, MENRRLRVEES,
Cisco TAC IZBRHIWEbHEL 7ZE 1,

ASA v J—ZXsyslog *v&—L
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409007

409008

409009

409010

IS—AvtE—o $ASA-4-409007: Found LSA with the same host bit set but using
different mask LSA ID IP address netmask New: Destination IP address netmask

BB MY T b T =7 —RBALE LT

HRELE =7 AvbE—V%FDFEFEFab—L, Cisco TAC IZHE L TS L&,

IS— Ayt—Y $ASA-4-409008: Found generating default LSA with non-zero mask LSA
type: number Mask: netmask metric: number area: string

BB L= RBRol~v AT TTF 74NN LSAEERLEYELELE, RNEY 7 b7
TR ELETEDIZA MY v 7 BEES TWAAREM N H Y 97,

HRME =7 AvtE—V%FOFEEFabt—L, Cisco TACIZHEL T ZEW,

IS—Avte—o $ASA-4-409009: OSPF process number cannot start. There must be at
least one up IP interface, for OSPF to use as router ID

BB OSPFIZ.AHS D1 oA X —T A ADIP T RLAMBA—FZ ID #E VY4 TES L L
T, KBLE L,

WEME [P7 FLAREDRBETOAN L Z—T oA ZABD R EH 1 2HDH T L 2R LE
4, —F THEED OSPF 7t ARNEEL TWAEE, £70kv A F—FDNL—% ID 20 EL
LET, +0R¥OA L F—T A4 ZAZEESE T, HEFe A8 L—4 ID 2B TE5L91C
THEMLERDY T,

IS— Ayte—o $ASA-4-409010: Virtual link information found in non-backbone
area: string

S AT I—RAELELE,

WRNE =5 AvbE—U%FDOFFat — L., Cisco TAC IZHE L TL F &,

ASA >1)—X syslog * vtE—Y
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409011

IZ5— Ayt—Y $ASA-4-409011: OSPF detected duplicate router-id IP address from
IP address on interface interface name
BB OSPFII.Z0N—F (v Fut 2 LR U/A—4 ID &R — 456 hello /4% » k
ERAELE LIz, ZRRPHEBREZMITE EEA,
HREWE OSPF L—X IDIF—ETHOHILENDLY 3. BRELV—Z DO —X ID ZALHELET,

409012

IZ— AytE—Y 9$ASA-4-409012: Detected router with duplicate router ID IP address
in area string

BB OSPFIL.ZDA—F 47 Fuk A LR LA—4 ID % oL — 455 hello /8% » k
EZELE L, TR BEEREZMEELTEERA,
WREIME OSPFL—4 ID I ETHOILERD Y £, Bl —40OL—4 ID #EFELET,

409013

IS—Ayt—9

$ASA-4-409013: Detected router with duplicate router ID IP address
in Type-4 LSA advertised by IP address

Sl  OSPFIX.ZDnN—T 47 Tt A LR UL—FID oL —% )25 hello %7 v b
EZELE Lz, B liEResm I cExEgA,

WRME OSPFL—Z IDIZT—ETHIHIVLENHY £, BEEL—F0OL—% 1D 28 LET,

409023

IS— Ayte—o $ASA-4-409023: Attempting AAA Fallback method method name for

request type request for user user:Auth-server group server tag unreachable
BB AN —ANTKT D
LTETENET,

REEE TR AT ORITHRERMBL, v — Wb 22— F—H X=X % H
aaa_operation : @k E T2 IXF AT

username : PR ZBEEMA T O TV D 2 —F

o server_group : U — \PEIFEARETH 72 AAA — D4
HENE KD SHETHR

BEINTZ AAA T — OB EOREZ A L E 3, ASA 2 HERGEY —
AIZHR LT ping ZFEITLET. AAA F—ATF—E L DEEFTH B = L 2R L E T,

ASA v J—ZXsyslog *v&—L
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409101

409102

409103

409104

IS—AvtE—o $ASA-4-409101: Received invalid packet: s from P, s

BB 6572 OSPF /57 v F&ME LE Liz, REMIL, =7 — A v E— V@RS T ET, K
K%, OSPF DR EMBEY . F 7= ZREMONHT T —TF,

HENE  ZEA L XEMO OSPE SREICREE N2V LE S afEB L T2 a0,

IS—Ayte—v $ASA-4-409102: Received packet with incorrect area from P, s, area
AREA ID STR, packet area AREA ID STR

BBl OSPF X7y MR ZDA v Z—T x4 ADFERIZ—FH LN 7 ID 2~y X —IZ%E L
F L7,

HELE EWEXEMO OSPF REICHAEESNRWVINE D NEfR LTI ZE0,

IS— tAytw—o $ASA-4-409103: Received s from unknown neighbor 1

B OSPF hello, 7 —# N— AR, £/2F3T7 —FXN—RERAT Y FEZEFELE LR, V—
FITEEM R TE EFEATLE,

HRDE SRIAETT,

IS—ryte—9 %ASA-4-409104: Invalid length d in OSPF packet type d from P (ID
i), s
BBl OSPF #ZfELELLN ES 74—V RRBEHEO~Ny X — A XL bEoTh £
IIZAERD IP RTy O A XEEEMERH Y FHAT L, N7y FOREEFEMTT T =154
LE L7,

HERIE  SLIAETT,

ASA >1)—X syslog * vtE—Y
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409105

IS—Aye—o $ASA-4-409105: Invalid lsa: s: Type 0x x, Length Ox x, LSID u from
1

BBl L —Z CTLSAZZELFE LN, T—20NERTY, 20 LSA 12T, #5h7e LSA # 1 7,
RERF =27V b, FHITE-LEEEREGENTCVET, ZHIEAT Y OMEEZIILV—FTO
THLZ2WEMEIZCL D D TT,

HRME ST FLand, BEoL—2 2 BEL, RO EITWET,

e show running-config =~ > FEZ AN LT, V—FDOFEfTar 7 Falb—va ZNELE
‘j—o

» show ipv6 ospf database =~ FEZ AL, =7 —ONKERFETE L7 —F ZINELET,

» show ipv6 ospf database link-state-id 2~ > K& ANJJUE T, link-state-id 5151213 1E%h 75
LSADIP 7 RLAZEELET,

* show logging =~ RAEITL, =7 —DFFEICEDIEMEIE L £7,
e N—HFEVT—FLET,

NESNTZERN DT T —DRFEN TE WA, Cisco TAC (g LT, INE L7=FHRE2 RS
LTL &N,

409106

IS>S— Ayt—Y $ASA-4-409106: Found generating default LSA with non-zero mask LSA
type: 0x x Mask: i1 metric: lu area: AREA ID STR

BB LI PERoTev AT TT 7NV M LSAZAERLESELEL, WY 7 ho=T =
FT—=DHIZA M v 7R EES TV ATREMEDR & Y £,

HERIE  SLIAETT,

409107

IS—Ayte— $ASA-4-409107: OSPFv3 process d could not pick a router-id, please
configure manually

BB OSPFV3 2. HH D1 oDA v X =T xA AZADIP 7 FLANMBA—X ID 280 ¥ TLH L
LT, REtLE LA,

WIRMEB IP7 NLAREDREFDOA L ZF—T oA ZARDRLEHB 1 OHD I L 2R LE
T, L—Z THHD OSPF 7ut AREEL TWAHEE., &7 nk R T—ED/L—F ID 2 LEL
LET, +0BBEOA L F—T oA AEBEREIZL T, ZRENDBAL—F ID 2565 L9
Iz LET,

ASA v J—ZXsyslog *v&—L
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409108

409109

409110

409111

IS— Aytk—9 $ASA-4-409108: Virtual link information found in non-backbone
area: AREA ID STR

BB NI EAELE L,
HEME LT RETT,

IS— tAyw—o $ASA-4-409109: OSPF detected duplicate router-id i from P on
interface IF NAME

BB OSPFII.ZDA—F 47 Fuk A LR LA—4 ID % OB — 455 hello /8% » k
BRELE LR, 22nBiRa s TxE¥A, OSPFL—4 ID I B THANLENH Y £
7

HRNE PEL—2OL—F2 D EZLEFHLET,

IS—Avte—o $ASA-4-409110: Detected router with duplicate router ID i in area
AREA ID STR

BB OSPFII.COL—F (v 7 Fut R LR UA—% D ZEoBEL— %55 hello /<% v |
RZELELE, BARMEERE I T E A, OSPEL—4% ID 3B ThoLERHY £
ERS

WRME BEL—2OL—% D 2EH L ET,

IS—Ayt—2 $ASA-4-409111: Multiple interfaces (IF NAME/IF NAME) on a single
link detected.

BB FUVU Y FEoEEOA L Z—T7 24 ATOSPFV3 2 A4 X— 7N+ 52 LTV R—FEN
TWEH A,

HEQE OSPFV3 1L, 1 KEZBRWETRTOAS U F =T =2 ATT 48 —=TNITT o0, Ny
TICT2MBERDY £7,

ASA >1)—X syslog * vtE—Y
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409112

409113

409114

409115

409116

IS5S— Ayt—Y  2ASA-4-409112:

B NI -3 BAELE LT

HRNLE

KPRLTARE T,

IS5S— Ayt—Y  2ASA-4-409113:

B NI -3 BAELE LT

HRNLE

KPRLFIARE TS,

IS5S— Ayt—Y  2ASA-4-409114:

B NI -3 BAELE LT

HRNLE

KPRLTARE T,

IS5S— Ayt—Y 2ASA-4-409115:

B NI -3 BAELE LT

#RLE

KL ARE T,

IS5S— Ayt—Y 2ASA-4-409116:

B NI -3 BAELE LT

HRNLE

RALTARE TS,

*v+£—< 400000 ~ 450001 W

Packet not written to the output queue

Doubly linked list linkage is NULL

Doubly linked list prev linkage is NULL x

Unrecognized timer d in OSPF s

Error for timer

d in OSPF process s
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409117

I5— Ayt—Y $ASA-4-409117: Can't find LSA database type x, area AREA ID STR,
interface x

HBA AT =NRELELL,
HEME LT RETT,

409118

IS— tAyw—o $ASA-4-409118: Could not allocate DBD packet
BB T T —ARAELE L,
HELE SRIAETT,

409119

IS— tAytw—o $ASA-4-409119: Invalid build flag x for LSA i, type 0Ox x
BB NI —ARAELE L
HELE LI AETT,

409120

IS— tAytw—o $ASA-4-409120: Router-ID i is in use by ospf process d
B ASA PR ATHEMATOL—Z ID #F D HE TS & LE LK,

WROE | ORI LTHIOL—2ID 2R ELET,

409121

IS—rvte—9 $ASA-4-409121: Router is currently an ASBR while having only one
area which is a stub area

§BR  ASBR i AS External £721% NSSA LSA #5156 CT& D HHBICHA T 20N H VD £,

HRIME L — ¥ OB & e D E NSSA F 7130l H O L £,

ASA >1)—X syslog * vtE—Y
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409122

409123

409125

409128

*v+£—< 400000 ~ 450001 W

IS—AvtE—o $ASA-4-409122: Could not select a global IPv6 address. Virtual
links require at least one global IPv6 address.

BB RARY I MERESINE L, AR U BERET 572 01ZiE. Fa— L [Pv6 T R LA
PMEHARETHDOIMERH Y 3, LrL, Z7ua—sULIPve 7 RL AR L—F BIZRSND F4
AT LT,

MBUOLE —OLV—HDALHF—TxAAETTa— LIPv6 T RLAZERTELTLLIEEN,

IS— tAyw—o $ASA-4-409123: Neighbor command allowed only on NBMA networks
§B8  neighbor =~ KIZINBMA %> hU—27 TOREHTEET,

HRIE  neighbor 2~ FOREA T a VAR L, FANRN— AL B —T =2 ADF T =
CERIERY NU—T BT EEELET,

IS—Ayte—9 $ASA-4-409125: Can not use configured neighbor: poll and priority
options are allowed only for a NBMA network

BB BESNIERAN—E, BA U RV —<AFRKA L b Ry hU—7 THRIE S, poll 47
va v Ei priority A7V a UARESNE L, IRHDOFT T3 iE, NBMA # A 7D
Iy FU—ZICOMERTE ET,

#AEIME  neighbor 2~ ROBEAS T a V&R L, XA NN~ A F—T =2 ADE T 3
VERIEFRY N AT EEELET,

IS— Aytk— $ASA-4-409128: OSPFv3-d Area AREA ID STR: Router i originating
invalid type Ox x LSA, ID u, Metric d on Link ID d Link Type d

BB ZOAvE—VIIRINTAN—E NG A N v 7O LSA BEFIRLTHWET, Zh
NAL—FLSATHY., Vo7 ANV v IRErofRs, Xy I —2 Fltv—F 47 A—TFL
T T 4y VRENTFET HERERHY 7,

HENE WESNTLSAEZREBELEL—FIT YFZLSAZA TRV 7 2 A FITHEh A
M) w7 2 ELET,

ASA v J—ZXsyslog *v&—L
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410001

IS5— Ay+t—Y  $ASA-4-410001: UDP DNS request from

source interface:source address/source port to
dest_interface:dest_address/dest_port; (label length | domain-name length) 52
bytes exceeds remaining packet length of 44 bytes.

Bl UDPDNS N7y b®D RAAL UADRENR, 255 31 M EBZTHWET FEMIC OV TR,
RFC 1035 @ 3.1 HZzZRL TS 7230y,

HRLE F~HETT

410002

IS—Ayte— $ASA-2-410002: Dropped num DNS responses with mis-matched id in
the past sec second(s): from src ifc:sip/sport to dest ifc:dip/dport

SHBA  ASA 23, 2 A~ v F O DNS i#kBl 1 EFoRRE /2o DNS &2 LE L, S A<y
F@® DNS @B DOHEREWLEIE, Fv v Va2l T A2RHEBEEZRLTWAAREENRDH Y 7,
L& VWMEIE, id-mismatch DNS RV ¥ — <o P R XA—F $T7F— K a<w o FTRELET,

e num :id-mismatch =< > RIZ K> THESINTWSH ID I AV YT UV AX U ADHK

e sec:id-mismatch =~ > RIZ Ko CRES N TV LM (FHAL)

o src_ifc: X A~ v F O DNS @Bl 1% FD DNS A v —VRZEINLEETA L F—T =
A A4

e sip:FEFEILIP T FLX

o sport 1 IE[EILAR— b

o dest ifc: kA VH—T A AL

o dip: HEIP T FLX

* dport : sBEAR— b

WRBUE AvE—VTIPTRLVALKR—FZMHERL, WBTE L —ALET, TOHLETH,H
GORNT T4 T BRI Ty 7355512 ACL #RETEET,

410003

IS5— AytE—Y 9ASA-4-410003: action class: action DNS query response from
src_ifc:sip/sport to dest ifc:dip/dport; further info
FB8  DNS A »E&—UICxt LT DNS N i S, faEOERENWIINE Lic, fRkE L
T, BESNEZT 7 v aryBNETEINET,
e action_class : DNS Classification 77 > 2 > 7 7 X

e action : FITEN57 7 2 (Dropped. Dropped (no TSIG)., ¥ 7-i% Masked header flags
for)

* query response : 7 VU —F L ITILE

ASA >1)—X syslog * vtE—Y
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o src ifc: EEIXAE —T oA AL
o sip:EETIPT FLA

o sport 1 IEETLAR— b

o dest ifc: A VH—T A AL
e dip: 5HEIP 7 FL X

* dport : YR — b

* further_info : matched Class id: class_name. matched Class id: match_command (A% > K7
2> ® match =2~ > ROYA) . TSIG resource record not present (tsig enforced =~ > N{Z
Lo ThERENTZA vE—VDHE) ovnFin

HRLE 1T

410004

I5— Av+E—Y 2ASA-6-410004: action class: action DNS query response from
src_ifc:sip/sport to dest ifc:dip/dport; further info
BBl DNS A »t—Ixf LT DNS B Ehi S 4v, fREDHKMEN WMz S E Lz,

e action_class : DNS Classification 77 > 5 > 7 7 A

e action : FITIND7 7 a3 (Received F£ 721 Received (no TSIG))

e query response : 7 TV —F L ITILE

o src_ife i FEXA U F—T = A A4

o sip:EETIPT RLA

e sport : IFEILAR— b

o dest ifc: AV E—T 2 A R4

o dip: % IPT FL XA

e dport : BE5EAR— b

* further_info : matched Class id: class_name. matched Class id: match_command (A% > K7
2> ® match =< > FDOEA) . TSIG resource record not present (tsig enforced ==~ > NiZ
Lo TERENTZA vE—VDHEA) OV

HRUWE F~ETT,

ASA ¥1)—X syslog * vtE—Y
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411001

IS—Ayte—9 $ASA-4-411001: Line protocol on interface interface name changed
state to up
BBl R e harOAT—2 AW down 25 up ([ZE(L UE LTz, interface_name HiwEEA
2 —7 A 24 (inside B L W outside 72 &) DFE, ZDA v =V, WA F—T =X
BI#R 7" 2 s 2v)s down B up WAL L= Z L 2R LET, interface_name DNYEA L H—7 =
A 24, (Ethernet0 35 & OF GigabitEthernet0/1 72 &) DFE, ZDOA vE—Vik, WA V¥ —
7 xA AREFRT 7 b2 down D up IZEL LT Z EERLET,

HRLE F~HETT
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411002

IS—AvE—o $ASA-4-411002:Line protocol on interface interface name changed
state to down

BB TAL TR RNIANDAT—HAN, Ty T Mo E U AIERTINE Lz, interface_name
WEERA > 2 —7 = A 24 (inside 3 L WM outside 72 &) DIFA, 2D A v—T%, iwdla v
A —Tx A AET B 2B up 2D down I Ll EERLET, Zo%HE, WEAL U
H—T A AT 0 b ANVD AT —Z AT LT £ o, interface_name DEA o F —
7 = A A4 (Ethernet0 3 X O GigabitEthernet0/1 72 &) DL, DA v—Tik, WHlv( v
A —T7 A AT a favBup 5 down ICEL L2 L& RLET,

HRWE AT A2 LEOTHLARVA XY POBE, WHIIPRRZ MR L E T,

411003

IZ5— Avt—Y $ASA-4-411003: Configuration status on interface interface name
changed state to downup

BB ATz ADaAT 4 Fal—var AT —H AN down 5 up IZBLLE LT,

HREULE B THLRNAXY NOSAE, MBEERRZ R LET,

411004

I5— AyvtE—Y 2ASA-4-411004: Configuration status on interface interface name
changed state to up

BBl ATz ADAL T 4 Fal—va L AT —F AN down 5 up IZEfLLFE L,

HRUWE F~ETT,

411005

IS5— Ayt—Y 9ASA-4-411005: Interface variable 1 experienced a hardware
transmit hang. The interface has been reset.

BB ATz ATHA— R =T EETV—AREELE L, 7VEIEICA X —T = A
AERBIETHICFE. A=Y Ry harte—50 Uy FAKLETT, ZilE, ASA 5510, ASA
5520, ASA 5540, BE TN ASA 5550 D ASA ICBITAXEH By b A v F—7 = A ZAOBEMORE
/C“ﬁ—o

e variable I : GigabitEthernet0/0 72 & DA » F —T7 = 4 24

HRLE F~HETT
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412001

IZ5— Ay+E—Y 9ASA-4-412001:MAC MAC address moved from interface 1 to
interface 2

BB EVa— AL —T A ZAFTORZ FOBERREENE LT, %l ASA T, & X
F (MAC) L ASAFR— OO~y B TR LA ¥ 2HET —TVIRFFESRLTWHWEST, 20
F—=TNTIE, N7y FOEFEILMAC T FLAR 1 DD ASA R— MZEAF I v 72 A R
SINFET, ZOTEERATIE, A v ¥ =72 AW TOFRA NOBEIRHMH IR EHEIZ, Z0

Av—UNERINET,

HENRE FXMOBENI, A THELIHEALLIUE, DA F—T 24 A EDFZA N MAC %
AT—=T 4T LEIELTWAEAELHYET, MAC AT —7 4 VT OHEF. Xy hT—7
L OMEFTIR AR FEEELTHIRT 20, 723 AZT v 7 MAC=> Y (MAC 7 KL 23
FOR—=b XA T4V TFEERTER) ZRELET, FAMPERICBEHINTVDIEE
. ST RE T,

412002

IS— tAytw—o $ASA-4-412002:Detected bridge table full while inserting MAC
MAC address on interface interface. Number of entries = num

BB TV T=TARVSFENDOBRAIC, SHIZ 1oz M EBMLES L LELE,
ASAE, AT HRARNILIHMEDO LA ¥ 2T =7 N2 RFFLTEY, 2T F X YA
AR EZBERZD LEIZZDOA =V NERSNET, MAC 7 RLATBMENETH, 7—7
NADERSEWRFED LA T Iy 7 2 M) (Aghiesa) RE#RSETS, WEMTOh LS
EL7eTReERnH o £,

HRLE HHT7) Y TN U NIDBAENTHD L aMERLET, HBEOLAITIL.
EtherType ACL £ L THEFR/e A A h~DT 7B A% L F,

413001

I5— AyE—Y 2ASA-4-413001: Module module id is not able to shut down. Module
Error: errnum message

B module id THMENDET 2 —/LiE, ASA VAT ATV a—AnLDY Yy NET LD
BRIIG LD ZENTEERATLEE, Y7 b =T 7y 77— RFOX)RPETERng X
THRFITLTNDZ ERHY ET, errnum BELD message 7F A MIZ, EVa— V&2 T ¥ v b
U TCERDPOTCHEB EHER I DB IEAELITH I N TOET,

BHRNE T 2— ORI RRETTHOEGESTNOEY 2a— L& %y N T T 50,
F7-lt session A~ REFEH L TEY2— VDO CLIIZTZ7E®BAL, EVa2—1DV vy NE T
P CWD X A7 BEIELET,

ASA >1)—X syslog * vtE—Y
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IZ5— Ay+E—Y 9ASA-4-413002: Module module id is not able to reload. Module
Error: errnum message

BB module id THAMNINDHEY 2a— MI ASAEY 2 —AnbDY r— ROERIZIELH Z &
MTEEEALTLE, Y7 hU 2T Ty 7T L—FROL)RFWTERNZ A7 E2FITLTNS
BBV ET, errnum BE message TX A M, FEVa— &) n— RTERhoHE &
RSN D EFLENFTRH SN THET,

BRBME U2 VOXRAIBRRETTIHOEHFOTHLEY2a— L&) a—RKT50, £
session 2~ FEHEHL CEY 22— VDO CLIWKCTZ7®AL, EYVa—D)a— REHIFTns
XA gk LET,

IS— tAyw—o $ASA-4-413003: Module string one is not a recognized type
BB AR ETV2—N XA TL LTRSS RVE Y 2 — AR RIS E LT,

HHRMEB (L AN AINTVWEBETa— L A TEFFE—FTBASA V7 FT T DR—
Ca T v T L —RLET,

IS—AvEe—9 $ASA-4-413004: Module string one failed to write software newver
(currently ver), reason. Trying again.

BBl £Va—A0 YT Y a7 S—Ya VICKIE T £ AT L7, UNRESPONSIVE HIEIC
BITLET, Va— L Y7 hU=T 07 v 77— MRS LICRITENET,
o string one : E YV 2 — )L EIRT T F A hILFH|

e newver: EV a— b DEIALNBEFITE T LN TV 7 b2 T OH LW A=V g 0 F
2 (1.0(1)0 72 &),

e ver: EVa— NV EDOY T MY 2T OBEON—T g L FE (1.0(1)0 72 L),

e reason : FLWAR—=V g UREV 2 — VIEZIAALTERNS RN, reason (25 2 b5 HE
i, RO LB TY,

- EBEIRABDOKRK
A A=V HEZIAD ALy FIERO LK
HBME FRETT, TOBROPMITT, 7Ty 7T — bORIFEHITEMERT A v —VBNAER S

nNEd4, 20oko7 v 77— FRITHDO UP ~DOF Y 2 — VBB % 87 521X, show module =
v REMFHLET,

ASA v J—ZXsyslog *v&—L
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413005

IS— Aytk—9 $ASA-4-413005: Module module id, application is not supported
app _name version app vers type app type

IS5S— Ayt—Y $ASA-4-413005: Module prod id in slot slot num, application is not
supported app name version app vers type app type

BB Av v bslot num TREBSNTHWEEY2a—AR, PR—-FENTHWRNWTFY r— 3

VN=UarFERET TN r—vary A4 T EFITLTNE L,

e module id: Y7 N =T H—EREY2—/LDOLAHI

o prod_id : # 1D 3CFH,

o slot_ num : BV 2a—APHEHIN TS ARy FES, ARy R0V ATLADAL L R—
FaEmrL, Zry b 1IEREAR Yy MCREINTWDLIEY 2— V&2 R LET,

e app name: 77V r— a4 (LT,

o app vers: TV —aronN—ar (XFEH),

e app type: TV r—varoxA7 (10 #5).

HRNE RIEN R LR WIS, Cisco TAC ITBRMWAHEL EE W,

413006

IS5S— AyE—L 2ASA-4-413006: prod-id Module software version mismatch; slot slot
is prod-id version running-vers. Slot slot prod-id requires required-vers.

BB Aoy bhslot DED 22—V ETEELTWAY 7 727 DNR—= g U BIOEY 2—)L
NHEREINFEAA—Va o TIEHY EHATLE,

e slot: Ay NOWETATLDAAL Y A—FR&ERL, Ay b IEIEEAR Yy MIEREINT
WAEY a—VERT,

o prod_id : A1 v | slot \IZRRE SN TV DT 31 ZADH D U741,

o yunning vers : A0 v bk slot LK EINTWVWEEY 2 — )V ETHEBELTWAY 7 by =T
DIN—T 3y,

o required vers : A0 v b slot DT 2 — P LERENTZY T b 2T ONR—V 3 1,

WRNE RIE R LRVEE. Cisco TAC IZBMWAbEL &0,

ASA >1)—X syslog * vtE—Y
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413007

IS—AvtE—o $ASA-1-413007: An unsupported ASA and IPS configuration is
installed. mpc description with ips description is not supported.

J!Hﬂ PHR—=FINTORNDOASABELORIPS OFEN. Ay b1 DIPSSSP Dy v T w7 H
WHRHENE Lz, ASA 1T, ¥AR— F ENARWVERE CTIER ICHERE LT £,

* mpc_description : ASA ET NV OFHH LT, ASA5585-SSP-10, ASA5585-SSP-20,
ASA5585-SSP-40, ASAS5585-SSP-60, ASAS5585-SSP-10-K7, ASA5585-SSP-20-K7,
ASA5585-SSP-40-K7., ASA5585-SSP-60-K7 DT 410>,

» ips_description: IPS SSP €7 /L DOFH LT H], ASA5585-SSP-IPS10, ASA5585-SSP-IPS20,
ASAS5585-SSP-IPS40, ASA5585-SSP-IPS60, ASAS5585-SSP-P10K7,
ASA5585-SSP-P20K7, ASA5585-SSP-P40K7. ASA5585-SSP-P60K7 Dk,

HRWLE 1T

413008

IS—AvtE—o $ASA-1-413008: An unsupported combination of the power supply
module and the fan module is detected. Two power supply modules are recommended
when using ASA 10G and IPS 10G SSPs simultaneously

SiBl  ASA I0GSSP & IPS10G SSP E#i SN TWa L ZIZ. 1l BOEREELE 1 507 7
Va—/VORPFHEAINTNET,

#HEME ASA 10GSSP & IPS 10GSSP M+ 2B BT 1 6077 EVa—LE 1 BOE
REY 22— DbV I, DEJRIEE AL T,

414001

IS— tAytw—o $ASA-3-414001: Failed to save logging buffer using file name
filename to FTP server ftp server address on interface interface name:
[fail reason]

BE oXL S TV a— L AHNE FTP — R ~0u X7 Ny 7 7 ORENELKRLE L,

WEOE  EWLEREICESWTEY AR E 21TV E T,
o Fuba) 5 — FTP h— % ASA & ORI RE 72 < . FTP #—/32% FTP PORT
a<v L FE PUTEREZZITAND I ENTEDLZ L 2R LET,
o M —WHFELFINRAT—R  BREENTLZFTP 779470 b 2—VFHBIONRRAT— K
NELWZ EE2MERLET,
e DT T —F T BENHERLRWEE, Cisco TAC IZBWEbELZ I,

ASA ¥1)—X syslog * vtE—Y
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414002

IS5— Ayt—Y  $ASA-3-414002: Failed to save logging buffer to flash:/syslog
directory using file name: filename: [fail reason]

BB XL T V2 NIEBAVAT AT Ty anOuRX T Ny Ty ORGP E L
77

HRENRE | OREENRWEDICRRLESGAE, 7T v v aDEEHEKET v 7 LT,
logging flash-size =~ > FOREFIRPIELSBRESNTWHLZ LaMBLET, =7 =0, 7
Ty va TrAN AT AD IO =T —084AE1E, Cisco TAC IZWGbETHFR— 22T
<TIZEW,

414003

IS— tAyw—o $ASA-3-414003: TCP Syslog Server intf: IP Address/port not
responding. New connections are [permitted|denied] based on logging
permit-hostdown policy.

BBl UE—h AR BXU 7 HO TCP syslog V— B IEHETH Y, b— RSN, HiLW
Bt 1 logging permit-hostdown R U 3 —Z SV CHFA £ 72133EG S E 4, logging
permit-hostdown R U ¥ —RRE SN TWEEE, FTLWERITFTFAISNET, REINL TR
e, LW IS S Ed,

o intf: = REHINTND ASA DA U F—T = A A

* [P Address : ) &— bk TCP syslog #—/"D IP 7 F L- A

e port: YV E— | TCP syslog #— DR — |k
HRILE  RESNTUVD TCP syslog 4 —AREELTWD Z L 2R LET, B LW AT
A9 5121E. logging permit-hostdown R U > —%FE L E T, H LW EREZESRT 51X,
logging permit-hostdown &RV v —%HE L A,

414004

IS— Avte—o $ASA-6-414004: TCP Syslog Server intf: IP Address/port -
Connection restored

BiBH  TCP syslog = ~OFRITHAIN L, P ELINE LT, 2O A v —I0F, #HN
B L7 1Z syslog = NITHRANCEET 5 A v E—ITT,

o intf V= ARBEREINTNDE ASADA LV H—T oA A

e [P Address : U E— I TCP syslog +—/ D IP 7 FL- X

e port: UE— bk TCP syslog — DK — k

HRLE 1T

l_ ASA ¥Y—Xsyslog »vt—o
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414005

I5— Ayt—L  $ASA-3-414005: TCP Syslog Server intf: IP Address/port connected,
New connections are permitted based on logging permit-hostdown policy

BBl UE—Db KA axX> 7 HO TCP syslog — R EH THY | h— NI, HLwn
E#5i 1L logging permit-hostdown 7R U 3 —IZESWCFFAI & E 7, logging permit-hostdown 7 U
VeRRESN TV DHE, BT LWERITFTShE T,

o intf: V= RRNEHENTVD ASA DA H—T = A A
e [P Address : U €— I TCP syslog — 3D IP 7 FL- %
e port: UE— I TCP syslog #— DK — |k

HRLE F~HETT

414006

IS—AvEe—9 $ASA-3-414006: TCP Syslog Server configured and logging queue is
full. New connections denied based on logging permit-hostdown policy.

BB X Xa—BREINT ERISESN TN D720 syslog A v E—UR Fry a5
falgmd v £9,

HENE ZORUEFERT 5720ICF% 2 — A XEFET 5 HEOFEMIC OV TiX, TCLI %E
774 Kl ® [Configuring the Logging Queue] ZZMH L T 7ZE W, ZOHFEITH LW A HS
3 %1Z1%. no logging permit-hostdown =~ > REHEHALET, ZOHEITH LW ERE 9
%1Z1%, logging permit-hostdown =~ > & H L £T,

414007

IS— Ayte—o $ASA-6-414007: TCP Syslog Server connection restored. New
connections are allowed.

B VUE— DN AR BX RO TCP syslog % — SN IERICHHGE S 8 L WBEERIERF T S h
iﬁ—o

HRUWE F~ETT,

ASA ¥1)—X syslog * vtE—Y
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414008

IS—Avte—o $ASA-6-414008: New connections are now allowed due to change of
logging permit-hostdown policy.

BEA  EEEE L. HTLWERSES STV 5 & &2, logging permit-hostdown =~ > K% A /)
L C. logging permit-hostdown RV > —% AR LE L, ZOFRY I —OEERRET, HL
BERtIIFrrT S ET,

HRLE F~HETT

415001

IS— tAyw—o $ASA-6-415001: HTTP - matched matched string in policy-map
map name, header field count exceeded connection action from
int type:IP address/port num to int type:IP address/port num

BB CoXvE—UVE ROWTRLNRELEGEIERSNET,

* HTTP ~y X —D7 4 =)L RO, 2—FRED~y X — 74—V N EEBAE LIz,
#9523~ FiX match {request | response} header count num T3,

o HTTP ~y Z—HNOHR SN 7 4 =/ FOHBEDN, €O~y F— 74—/ FIZH L Ta—
PRRE LB EBZFE Lz, BET 52~ FiX match {request | response} header
header-name count num T,

o matched string : IRDOWT O —FLF5
-7 TRy 7 ID LEDRICKL 7 T A 7y TR, TOXFINT, 2—YPREDI TR < v
TOBEITERTINET,

- IOk vy =TV EBAESELFEREO match =<2 B, ZOLFINE, 7 T A < v THENEO
GEICRRENET,

e map name : RV — v T DOLRH]

* connection_action : Bt I E- 1TV Y FLET

o interface type: A v H —T = A A BAT (2L z21E. DMZ £ 72135M8)
e [P address : A v FZ—T A ADIP T FL-A

e port num : R— FE

#ZME  match {request | response} header =~ > K% AJjL T HTTP ~v ¥ —D7 4 —/L K
EEHRELET,

ASA >1)—X syslog * vtE—Y
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415002

I5— AvtE—Y 2ASA-6-415002: HTTP - matched matched stringin policy-map
map name, header field length exceeded connection action from
int type:IP address/port numto int type:IP address/port num

BB WIS HTTP ~y ¥ — 7 4 — LV RER2—VPREOEIZHE A E LT,

o matched string : IRDO WO —E T4
-V I A =y 7 ID LEDRICKS 7 T A 7y TH, TOXFINT, 2—PREDI TR < v
TOBEITERTINET,

- IOk vy =V EBAESELFEREO match =<2 B, ZOLFINE, 7T A < v THENEO
GEICRRSNET,

e map name : RV — v T DOLRH]

* connection_action : Hfi I E- 1TV Y FLET

o interface type: A v H —T 2 A A ZAT (& z21E. DMZ £ 72135M8)
e [P address : A v FZ—T A ADIP T FL-A

o port num : R— FE

#3AE  match {request | response} header header name length gt num =~ > K% AJj L C,
HTTP ~v ¥ — 74—V RREETLET,

415003

I5— Av+E—Y 2ASA-6-415003: HTTP - matched matched string in policy-map
map name, body length exceeded connection action from
int type:IP address/port num to int type:IP address/port num

BB A VARORESBRa—PREOESEBIELE,

o matched string : RO WO —ESCF51
-7 I A =y 7 ID LEDRICKL 7 T A 7y TH, TOXFINL, 2—PREDI TR < v
TOBEITERINET,

S IDA =V ERFEAESEEEEO match 2~ R, ZOXFEINI., 7T A vy FTHRHNHLD
LR REINET,

e map name : RV T — < v T DL

* connection_action : Hfi T E- 1TV Y FLET

o interface type: A v H —T 2 A A ZAT (& z21E. DMZ £ 72135M8)
e IP address : A 4 —7 A ADIP 7 KL A

o port num : R— FE

#4ZME  match {request | response} body length gt num command =~ > KZ A/ LT, A v
tT—VARROEIELETLET,

ASA ¥1)—X syslog * vtE—Y
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415004

I5— AvtE—Y 2ASA-5-415004: HTTP - matched matched string in policy-map
map name, content-type verification failed connection action from
int type:IP address/port num to int type:IP address/port num

BBl HTTP A vt —VAREDO~Y v 7&K EHN, HTTP A vE—Y ~v ¥ —D [content-type]
74—V RIZIBEEN TS MIME ¥4 7OELWS Yy 7 BETIEHY £ A,
o matched string : IRDO WO —E TS
-V IRy 7 ID LZEDRICKS 7 T A 7y TH, TOXFINL, 2a—PREDI TR < v
TOHEITFEREINET,
-ZDAyE—VEBESEILEREO match 2~ 2 K, ZOXFINE, 7T A < v THRNHO
BEICERTEINET,
e map name : RV — v T DOLRH]
* connection_action : Hfi W E- 1TV Y FLET
o interface type : A A —T = A A XA T (J=& 21X, DMZ F7=135M8)
e [P address : A FZ—T A ADIP T FLA
e port num : K— hNE5

#52ME  match {request | response} header content-type violation =~ > FZ A/ LT, =
T—EBEELET,

415005

I5— Av+E—Y 2ASA-5-415005: HTTP - matched matched string in policy-map
map _name, URI length exceeded connection action from int type:IP address/port num
to int type:IP address/port num
$ URIORSP2—FTREORSZBAE LT,
o matched string : IRDOWTNO—ESCT5
-7 7 Ay T ID EXDRIKLS 7 T A vy T, ZOXTINE, 2—VREDI TR ~ v
TOHERICERENET,
- IDA Y= VERAESEREREO match T2 K, TOXFINE, 7T A <y THRNEO
BalcRKRInEd,
e map name : RV T — < v T DL
* connection_action : Hfi I E- 1TV Y FLET
o interface type: A v H —T = A A ZAT (2L z1E. DMZ % 72135M8)
o [P address : { 4 —7 A ADIP T KL A

* port num : K— hNE5

#2IE  match request uri length gt num =~ > FZ A LT, URILOESZEFL£7,
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I5— AvtE—Y 3ASA-5-415006: HTTP - matched matched stringin policy-map
map name, URI matched connection action from int type:IP address/port num to
int type:IP address/port num

BBl URI 28, = —¥PERELZIEHRAKRIA L KL F L, FMIZ2VTIL. match request uri
regex {regex-name | class class-name} 2~ REZBML TSV,

matched string : ROV 0D —F LT
-7 7 A =y 7 ID LZEDRICKL 7 T A 7y TH, TOXFINL, 2—PREDI TR < v
TOBEITERTINET,

- IOk vy =V EBAESELFEREO match =<2 B, ZOLFINE, 7T A < v THENEO
GEICRRSNET,

map_name : KV — < v T DLH]

connection_action : BfREWIEE-1TV Y FLET

interface_type : A 2% —7 = A X XA 7 (J=& 21X, DMZ F72135MH)
IP address : A > % —7 A ZADIP T KL A

port_num : H— FF

HRLE 1T

415007

I5— Av+E—Y 2ASA-5-415007: HTTP - matched matched string in policy-map
map_name, Body matched connection action from int type:IP address/port num to
int type:IP address/port num

BB Ay E—UARUNZ—PREOERKH L L FE Lz, 5FMIZ OV TlE, match {request
| response} body regex {regex-name | class class-name} 2~ > REZRL T ZE 0,

matched string : IRDOWF D —F LT
-V I A =y 7 ID LEDRICKLS 7 T A 7y TH, TOXFINT, 2—PREDI TR < v
TOBEITERINET,

S IDA BV EREAESEEEEO match 2~ K, ZOXFEINI., 7T A vy FTHRHNHLD
BallERINET,

map_name : RY >— < v T DLH]

connection_action : #fi T E- XV Y FLET

interface_type : A X —7 = A A X447 (J=& 21X, DMZ % 7=134M5)
IP address : A 7 —7 = A ADIP 7 KL &

port num : R— N FE 5

HRWE F~ETT
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415008

I5— AvtE—Y 2ASA-5-415008: HTTP - matched matched string in policy-map
map name, header matched connection action from int type:IP address/port num to
int type:IP address/port num

BB Avbt—U Ay X —Da—PIEET 4 — /L FOERA—PREDERKI L —HLE L,
FEMIC OV CiE. mateh {request | response} header header-field-name {regex-name | class
class-name} 2~ FEZRL T ZI N,

o matched string : IRDO WO —E TS
-V I A=y 7 ID LEDRICK 7 T A 7y TH, TOXFINT, 2a—PREDI TR < v
TOBEITE R INET,

- IOk vy — U EBAESELFEREO match =<2 B, ZOLFINE, 7T A < v THENEO
GEICRRSNET,

e map _name : RV — < v T DLHI

e connection_action : ¥Rt EWKEEZFZ VY hLET

e interface_type : A X —7 = A A XA (Jok 21E. DMZ F72135M5)
o IP address: A VX2 —7 A ADIP T FL XA

e port num : K— hNE5

HRLE 1T

415009

I5— Av+E—Y 2ASA-5-415009: HTTP - matched matched string in policy-map
map_name, method matched connection action from int type:IP address/port num to
int type:IP address/port num

BB HTTP 2V v FR=2—PREOEREHR L —F L F Lz, #FMIZ-DOVTix. match request
method {regex-name | class class-name} 2~ > REZR LTI ZEW0,
o matched string : IRDOWT O —ECF5
-7 I A =y 7 ID LEDRICKLS 7 T A 7y TH, TOXFINL, 2—PREDI TR < v
TOHBEICERINET,

- IOk vy =V EBAESELFEREO match =<2 N, ZOLFINE, 7T A < v THENEO
GEICRRSNET,

e map name : RV T — < v T DL

* connection_action : Hfi I E- 1TV Y FLET

o interface type: A v H —T = A A ZAT (& z1E. DMZ £ 72135M8)
e [P address : A v FZ—T A ADIP T FL-A

e port num : R— FEZ

HRUWE F~ETT,
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415010

IS—AvtE—o $ASA-5-415010: matched matched string in policy-map map name,
transfer encoding matched connection action from int type:IP address/port num to
int type:IP address/port num

B transfer encoding 7 4 —/V ROMENR 2 — VR ED ERHEH /2 EF—U— e —HLEL
7o FEMIZ DUV TIL, match {request | response} header transfer-encoding {{regex-name | class
class-name} | keyword} =~ FZZHL T ZE 0,

ASA ¥1)—X syslog * vtE—Y
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o matched string : IRDO WO —E T4
-V I A =y 7 ID LEDRICKL 7 T A 7y TH, TOXFINL, 2—PREDI TR < v
TOBEITE T INET,

- IOk vy — U EBAESELFEREO match =<2 B, ZOXFINE, 7T A < v THENEO
GEICRRSNET,

e map name : RV — v T DL

* connection_action : Hfi W E- 1TV Y FLET

o interface type: A v H —T = A A ZAT (& z21E. DMZ £ 7-135M8)
e [P address : A v FZ—T A ADIP T FL-A

* port num : K— hNE5

HRLE 1T

415011

I5— Ayt—Y 92ASA-5-415011: HTTP - policy-map map name:Protocol violation
connection action from int type:IP address/port num to
int type:IP address/port num

Bl HTTP /X—H—3 HTTP A v & — VY DERYIOE A HICHD e HTTP A v & — Y &R
T&EEHA,

e map _name : RV — < v T DLH]

* connection_action : B A WEEL TV Y FLET

e interface_type : A X —7 = A A XA (Jok z21E. DMZ F72135M5)

e [P address: A VX2 —7 A ADIP T FL XA

e port num : K— hE5

#RME  protocol-violation action {drop | reset} log =~ > REZ A LT, MEEZEELET,

415012

I5— AvtE—Y 2ASA-5-415012: HTTP - matched matched string in policy-map
map name, Unknown mime-type connection actionfromint type:IP address/port num to
int type:IP address/port num

$BA  content-type 7 4 —/L RiZ, flAiAZ MIME % 4 7L —%9 5 MIME 4% A 7B & £ TV
FHATL,
o matched string : RO\ IO —E T4
-7 7 A =y 7 ID LEDRICKLS 7 T A vy TR, TOXFINT, 2—PREDI TR < v
TOLEEITFEREINET,

- IOk vy — U EBAESELFEREO match =<2 B, TOLFHNE, 7 T A < v THENEO
GEICRRENET,

e map name : RV T — < v T DL
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e connection_action : HEAWEEZITV Y FLET

e interface_type : A VX —7 = A A XA T (J=k 21X, DMZ % 7=135M50)
e [P address : A 4 —7 A ADIP 7 KL A

e port num : K— hNE5

#HEME match {request | response} header content-type unknown =~ > K% AJj L C, &
EEELET,

IS— Ayw—o $ASA-5-415013: HTTP - policy-map map-name:Malformed chunked
encoding connection action from int type:IP address/port num to
int type:IP address/port num

415014

BBl T v B EOBARER S TWHDIZ HTTP A vt — VAT cE A, o,
protocol-violation =~ ROBR XL IFRFEINTVET,

e map-name : RV v — < v T OLHE]

e connection_action : ¥t EWKIEEZ1FZ VY hLET

e interface type : A X —7 = A A XA (Jok z21E. DMZ F72135M5)
e [P address : A 2 —T7 A AXADIP 7 RL X

e port num : K— hE5

#RME  protocol-violation action {drop | reset} log =~ > REZ A LT, MEEZEELET,

IS— Ayw—o $ASA-5-415014: HTTP - matched matched string in policy-map

map name, Mime-type in response wasn't found in the accept-types of the request
connection action from int type:IP address/port num to

int type:IP address/port num

BBl HTTP IGZ D MIME # A 733, 2RO accept 7 4 —/V RIZFEL TWERATLE,

e matched string : IRDOWT MO —FLF5
-V TRy ID EEDORIKELS VT A v TH, ZOXFHNE, 2—FREDI FA v v
TOEEICETRENET,

- IDA =V ERESETLERO match 2w R, ZOXFHNX, 7T A <y TRHNEO
LAl RS nNET,

e map _name : RV — < v T DLH]

e connection_action : ¥Rt EWKIEEZ1FZ VY hLET

e interface_type: A X —7 = A A XA (Jok 21E. DMZ F72134M5)
e IP address: A X2 —7 A ADIP T FL XA

e port_ num : K— hEE

H¥2ZME  match req-resp content-type mismatch =~ > F&Z AH LT, MEZEIELET,
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415015

415016

I5— AvtE—Y 2ASA-5-415015: HTTP - matched matched string in policy-map
map name, transfer-encoding unknown connection action from
int type:IP address/port num to int type:IP address/port num

BB ZEOWER SN L E L,

o matched string : IRDOWT D —FLF5
-V 7 A=y 7 ID LZEDRICKL 7 T A 7y TH, TOXFINL, 2—PREDI TR < v
TOHEICERINET,

- IOk vy — U EBAESELFEREO match =<2 B, ZOLFINE, 7T A < v THENEO
GEICRRSNET,

e map name : RV — v T DOLRH]

* connection_action : Hfi I E- 1TV Y FLET

o interface type: A A —T = A A BAT (& z21E. DMZ £ 72135M8)
e [P address : A FZ—T A ADIP T FLA

o port num : R— FE

#HEME match {request | response} header transfer-encoding empty =~ > K% AJj L T [
BEEELET,

IS—Ayt—o $ASA-4-415016: policy-map map name:Maximum number of unanswered
HTTP requests exceeded connection action from int type:IP address/port num to
int type:IP address/port num
Sl B DR HTTP ZROEKDS, WETTRFAI S TV 2 ZREZ 2 % Lz,
e map _name : RV — < v T DLH]
* connection_action : B A WEEL TV Y FLET
e interface type : A X —T = A A XA T (J=& 21X, DMZ F7=135M8)
e [P address : A F—T7 A ADIP T KL &
e port num : F— hEE

#RME  protocol-violation action {drop | reset} log =~ > REZ A LT, MEEZEELET,
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415017

I5— AvtE—Y 2ASA-6-415017: HTTP - matched string in policy-map map name,
arguments matched connection action from int type:IP address/port num to
int type:IP address/port num

BB SO = PAa—PRIEOERFRELTF—U—FE B L TOES, GOV T
i%. match request args regex {regex-name | class class-name} 2~ > FEZRL TS0,
o matched string : IRDO WO —E T4
-7 A %y 7 ID EXDRIKIK 7 T A~y THh, TOXTINL, 2—VPREDI TA ~ v
TOHRITERINET,

- IOk vy =V EBAESELFEREO match =<2 B, ZOLFINE, 7T A < v THENEO
GEICRRSNET,

e map name : RV — < v T DLHI

e connection_action : #EAWEE-ITV Y FLET

e interface_type : A X —7 = A A XA (Jok z21E. DMZ F72135M5)
e [P address : A HZ—T7 A AXADIP 7 FL X

e port num : K— hNE5

HRLE 1T

415018

I5— Av+E—Y 2ASA-5-415018: HTTP - matched matched string in policy-map
map name, Header length exceeded connection action from
int type:IP address/port num to int type:IP address/port num

BB A~y —OEERI—VREO~y X —REBZIE L],

o matched string : RO WO —ESCF51
-7 I A =y 7 ID LEDRICKL 7 T A 7y TH, TOXFINL, 2—PREDI TR < v
TOBEITERINET,

S IDA =V ERFEAESEEEEO match 2~ R, ZOXFEINI., 7T A vy FTHRHNHLD
LR REINET,

e map name : RV T — < v T DL

* connection_action : Hfi T E- 1TV Y FLET

o interface type: A v H —T 2 A A ZAT (& z21E. DMZ £ 72135M8)
e IP address : A 4 —7 A ADIP 7 KL A

o port num : R— FE

#4ZE  match {request | response} header length gt num =~ > RE# A LT, ~v ¥ —FE%
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415019

I5— AvtE—Y 2ASA-5-415019: HTTP - matched matched string in policy-map
map name, status line matched connection actionfromint type:IP address/port num
to int type:IP address/port num

BB NEDORAT—F AN PRIEOIERKI L —H L E Lz, FHMIZ OV TE. match
response status-line regex {regex-name | class class-name} =< RESZRL T EEW,
o matched string : IRDO WO —E TS
-7 T A=y ID EXDRICHLS 7 T A <y TH, TOXFINE, 2—FREDI T A < v
TOHEITFEREINET,
-ZDAyE—VEBESEILEREO match 2~ 2 K, ZOXFINE, 7T A < v THRNHO
BEICERTEINET,
e map name : RV — v T DOLRH]
* connection_action : Hfi W E- 1TV Y FLET
o interface type : A A —T = A A XA T (J=& 21X, DMZ F7=135M8)
e [P address : A FZ—T A ADIP T FLA
e port num : K— hNE5

HRLE 1T

415020

I5— Av+E—Y 2ASA-5-415020: HTTP - matched matched string in policy-map
map name, a non-ASCII character was matched connection action from
int type:IP address/port num to int type:IP address/port num
St JIE ASCI XXF2 om0 £ L7z,
o matched string : IRDO WO —E T4
-7 T A=y ID EXDRICHLS 7 T A <y TH, TOXTFINE, 2—FREDI T A < v
TOHARITERINET,
- IDRA Yy —VEFEAESERLEREO match 2~ U R, ZOXFINL, 7T A vy THRNEO
BEICERRENET,
e map name : RV T — < v T DL
* connection_action : Bt W E- 1TV Y FLET
o interface type: A v H —T = A A ZAT (2L z1E. DMZ % 72135M8)
o [P address : A 4 —7 A ADIP T KL A

* port num : K— hNE5

#2IE  match {request | response} header non-ascii =~ > FZ A LT HEAZELELET,

l_ ASA ¥Y—Xsyslog »vt—o



| 1%F syslog *v&—Y

*v+£—< 400000 ~ 450001 W

416001

IS5— Ayt—Y $ASA-4-416001: Dropped UDP SNMP packet from
source interface:source IP/source port to dest interface:dest address/dest port;
version (prot version) is not allowed through the firewall

BB SNMP Ty R AR b T —xy O ET2UE prot_version I3 ASA % it
THZEERFAINTNRNZHIZ, ASA ZEBT 25 Z & 24HEA SVE LT, prot_version 737
A—=ZOfEIE, 1, 2, 2¢c. T30 HEDONTRNTT,

#HRME snmp-map 2~ FEHEH LT, SNMP REORTEEZEF L ET, Zoa~vy FEafE
T 2L, 2—FRBEO T bal N—Vg VEAFAERIIHELGTEET,

417001

IS— tAytw—o $ASA-4-417001: Unexpected event received: number
BB TR TEZEXELELEN, AN FOANY RIBRRONY EHATLE,

HERME  FIENER L2WIEES . Cisco TAC IZBRIWVWADE L &,
417004

IS— Ayt—Y $ASA-4-417004: Filter violation error: conn number (string:string)
in string

BBl 747V MR BONFIAL W W L—NEAEEIELL Y E LE L,

HRWE SRR L 22WIEE . Cisco TAC IZBWEDHE L IZE W,

417006

IS— Ayte— $ASA-4-417006: No memory for string) in string. Handling: string
BB AFTUAREOZOICEMERKILE LR, BIORA =X AT EINET,

HRWE SRR L2V, Cisco TAC IZBWEDHHE L IZE W,
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418001

IS—Ayvte—o $ASA-4-418001: Through-the-device packet to/from management-only
network is denied: protocol string from interface name IP address (port)
[([idfw user|FQODN string], sg info)] to interface name IP address (port)

[ (idfw user|FQDN string), sg info]

BBl W SNEBETL BRSOy M, ASA LEHBERAR Y hU—27 L OMERBL
TWa®lo, BIEINE L,

protocol_string : TCP, UDP, ICMP, F72i% 10 #%o 72 b=/ 1D
interface_name : A 2 —7 = A A4,

IP address : IP 7 KL &

port . N— M5

sg info  fRELIZIP 7 RLADEF2UT 4 V=T E1T4 7

HEWLE 0L ry FEEKLTWLEALEHAZRELET,

419001

IS5—Ayt—Y  %$ASA-4-419001: Dropping TCP packet from src ifc:src IP/src port to
dest ifc:dest IP/dest port, reason: MSS exceeded, MSS size, data size

BB TCP X7y hOEINI VA N Ry 7 TT RAZAXINT-MSS B2 £ LT,

sre_ifc - ANA v H—T oA A4
src IP . 737y hOEETLIP 7 KRR
src_port : /3Ny NOEFITLAF— b
dest ifc : A v B —T = A 24
dest IP : /N7 > FD#dE IP 7 R LA
dest_port : /37 > OSSR — b

WRWME MSS EZB2537 Yy NEFAITHILEND DAL exceed-mss 2~ > K& H LT
TCP v v 7 ZERLET, KIZHEZRLET,

hostname# access-list http-list permit tcp any host server ip eq 80

hostname# class-map http
hostname# match access-list http-list

hostname# tcp-map tmap
hostname# exceed-mss allow

hostname# policy-map global policy
hostname# class http
hostname# set connection advanced-options tmap
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419002

IS5— Ayt—Y $ASA-4-419002: Received duplicate TCP SYN from
in interface:src address/src port to out interface:dest address/dest port with
different initial sequence number.

BER 3 U xA AN RV =A 7S, WSS AW SYN SIZBRR UL — 7 o A B E R
SEHE TCPSYN 2ZELE L7z, 20T, SYNBATF—T7 4 7 ENTVWAEZEERLTVS
RNV ET, ZOAXAvE—TF, VU —27.04.1 UETERRINET,

e in_interface : NSjA o F—T = A X

o src_address : /N7y FDOREFEITLIP 7 KA
e src_port: X7y MOREFITLF— b

e out_interface : WHA 5 —T7 x4 A

e dest _address : /X7 O IP 7 KL R
* dest port : /N7 FOSEMEHR— b

HRLE F~HETT

419003

IS5— *Ay+¥—Y $ASA-4-419003: Cleared TCP urgent flag from
out ifc:src ip/src port to in ifc:dest ip/dest port.

BBl 3 U A NV RT=A I, WIIEEEEZ BV SYN ST R2D0H S — 7 AFE 2R
SEHE TCPSYN #ZELE Lz, ZHid, SYNRBRRAT—T7 40 7 E8NTWAZLERLTWVD
AREMERHV T, ZOAvyE—VF, VU —R7.04.1 UBETEREINET,

e inifc ANNA L F—T AR

o sre_ip: N7y FOREILIP T FLX
e src_port: /X7y FOEEFITLF— b

e out ifc: WHA L Z—T AR

o dest_ip: /N7y FOSEIHIP T KA
e dest _port: 737 NDFESER— b

HRWE TCP~v X —NORET 77 2RBTOIMENRHLERIT. TCP vy a7 4 F =
L— 3 ¥ &— KT urgent-flag allow =~ > REZEH L F 7,

420001

I5— Avyt—Y 2ASA-3-420001: IPS card not up and fail-close mode used, dropping
ICMP packet ifc in:SIP to ifc out:DIP (type ICMP TYPE, code ICMP CODE)

Bl R LET,

$ASA-3-420001: IPS card not up and fail-close mode used, dropping TCP packet
from ifc in:SIP/SPORT to ifc out:DIP/DPORT\n
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$ASA-3-420001: IPS card not up and fail-close mode used, dropping UDP packet
from ifc in:SIP/SPORT to ifc out:DIP/DPORT\n

$ASA-3-420001: IPS card not up and fail-close mode used, dropping protocol
protocol packet from ifc in:SIP to ifc out:DIP\n

BB IPS 7x— N7 no—XFT—RRAFEHEINTEY, IPS I— RBREEL TWARWEAIZ, %
Ty RREEINET, ZOAvE—UEERBHIRINTWET,

e ifc in: A4V E—T x4 A4

e ifc out: WA =T A4

o SIP: X7 FOXET IP

o SPORT : "7 v b OE[EILAR— b

e DIP: "7y FOsisE IP

e DPORT : /X7 > FOFESER— b

e ICMP TYPE :ICMP /N7 v hDE AT
e [CMP_CODE : ICMP /X7 hdD=a— K

HEIME [PSH— FZEfESHEET,

420002

IS—Ayte—o $ASA-4-420002: IPS requested to drop ICMP packets ifc in:SIP to
ifc out:DIP (type ICMP TYPE, code ICMP CODE)

BlamLET,

$ASA-4-420002: IPS requested to drop TCP packet from ifc in:SIP/SPORT to
ifc_out:DIP/DPORT\n

$ASA-4-420002: IPS requested to drop UDP packet from ifc in:SIP/SPORT to
ifciout:DIP/DPORT\n

$ASA-4-420002: IPS requested to drop protocol packet from ifc in:SIP to ifc out:DIP\n

BB IPS Ty PEMET LR OERLE LK,
e ifc in: ANJjA v H—T x4 R4

e ifc out: WA Z—T AR

s SIP: /"7y hOEIETT IP

e SPORT: X7 v b OFEEFEITLA— b

e DIP: "7y hOsEsE IP

* DPORT : /N7 v FOFEFER— b

e ICMP TYPE :ICMP Ny FDE AT

e ICMP CODE :ICMP /X7 v h@D=a— K

HRUWE F~ETT,
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IS—AvtE—o $ASA-4-420003: IPS requested to reset TCP connection from
ifc in:SIP/SPORT to ifc out:DIP/DPORT

BB IPS X, TCP ##kiD Yy hEFERLE LT,

e dfc in: N4 E—T =A%

o ifc out: WHA L Z—T A AL

o SIP: "7y FOFEETIP

o SPORT : N7y FOFEEILAR— b

e DIP: N7y hD5idk IP

* DPORT : /"7 v b O3S EAR— b

HRLE F~HETT

IZ5— AyHE—Y $ASA-6-420004: Virtual Sensor sensor name was added on the AIP SSM
S8l AIP SSM 77— NiZff e —2Bank L7,
s n:H—FEE

HRUWE F~HETT,

<

IS— Ayt—Y ASA-6-420005: Virtual Sensor sensor name was deleted from the AIP
SSM

$B  AIP SSM U — P fdi o=l s vk L7,

e n:h—KES

HRLE ~HETT

IS— tAytw—o $ASA-3-420006: Virtual Sensor not present and fail-close mode
used, dropping protocol packet from ifc in:SIP/SPORT to ifc out:DIP/DPORT

BB IPS 7Vxz— A/ mr—XE— RPFEAINTEY Ny NHOBEBE Y —20FE LW
B, Ny ERBEFESRET,

e protocol : /X7y NOFEEIMEAIh L7 2 han

o ifc in: ANAVE—T oA A4
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420007

420008

o ifc out: M1 A v H—T A4 RE

o SIP: "7y FOFEETLIP T FLR
e SPORT : *%7 v F®OFEFEILHA— b

e DIP: X7y NOSEEIP 7 R A
e DPORT : /N7 v hOFEHEER— b

HRLE e —E2BEINLET,

IS5S— Ayt—Y %$ASA-4-420007: application-string cannot be enabled for the module
in slot slot id. The module’s current software version does not support this
feature. Please upgrade the software on the module in slot slot id to support this
feature. Received backplane header version version number, required backplane
header version version number or higher.

BB oA vE—VEH S TDEY TR 2T R—=TUa B SSM £421ESSCN— R =T E
Va— VT ASA OFEREIC L o TAEKSNET, ZOAyE—ViF, ASAEV 22— <
F—T %W SSM 721X SSC =R T =7 V2 — LV TREZLEZRHT A ZCICEEFEENET,
o application-string : 77V r— a4 (7= & 2iE, Promiscuous IDS)

o slot id : &Y = —/VilBl1., BAED ASA TiX 1

* version_number : ASA BELOIPS 7T FV o —2a oA vtE—Y ~y X —DR"—T 3 0 F

=

=

ERNE HBRIhT7 7V 5= ar a2 bR R— b F2ELWY T MU =T A A-—VEHFEHLT
SSM £721ZSSC D— KU =7 EVa—vxua— RKLET,

IS— Aytk—9 $ASA-3-420008: IPS module license disabled and fail-close mode
used, dropping packet.

Bill IPSEV 22— L S4BV ART 4 E—TLORETCTzc— A7 —XF— RNRBEINT
5L, FOIPSEV a—NEELEETITRTON T 74w M vy LET, 4BV ADR
T —H A&HERT 521X, show activation-key =~ > F&fHH L £,

HRILE  activation-key =~ RZ@HEHA LT, IPS 74 BV ANA F—T VT Ro>TWNWDHT 7
TANR—T gy F—FWHALET,
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421001

IS— Avte—o

$ASA-3-421001: TCP|UDP flow from interface name:IP address/port
to

interface name:IP address/port is dropped because application has failed.
BBl CSCSSM 77U —ya VCEERBEELEZD, X7y "BREEINE L, T 74V
FTE, 2ORXAy =X 10 BICT I BILARRINAZVDE D ITHIRESHTWET,

* interface_ name : A ' H —7 = A A4

e [P address : 1P 7 FL A

e port: K— FEEH

e application : CSC SSM (BUED VU V —ATHR— b INTNWIDFIZOT 7V r—ra iz

JTd)

HRENE VbR EV2— LV CHEEZRELET,

421002

I5— Avt—Y 2ASA-6-421002: TCP|UDP flow from interface name:IP address/port

to interface name:IP address/port bypassed application checking because the
protocol is not supported.

B BESICEASNTVWATE hatEd—ER TP a— RN AF Y U TERWED, BT
P—tEREVa2—NDEXa2 YT 4 Fov I EBNANRALE LR, I2& 21X, CSC SSM X Telnet
N7 T7 4y 7 BAX Y L TEERA, 2—F N Telnet N7 7 4 v 7 DAFX ¥ E2RELIEHEE.
774y 73AF Y B—EREZNANRALET, 774/ FTE ZOA Y E—UIF 10 BIZ
LEILDRARINZWVEDITHIBI L TWET,

e [P address : 1P 7 RL- X

e port: R— b EH

* interface_ name : RV —NHEHINTWNWEA VF—T = A ADL4TH]

e application : CSC SSM (BAED IV VYV —ATHHR— b INTHDHDEFZOT 7V r—ra i
FTT)

BREOME V-2 Va2 ARBIR—-FLTWAEFBE baLZFadnsLoIc. a7 4%
L—va VEBETOLERHY T,
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421003

421004

421005

IS—AvtE—o $ASA-3-421003: Invalid data plane encapsulation.

BBl VbR ETVa— Lo TERASINTE Yy MY, ELWT—% T L—r A~y F—%
FoTWETATLE, 7—% Nl L —0TRBEND N7 Mit, ASDP LN 2 %
SMBEOTE bR L CTWET, @872 ASDP ~v ¥ — &2/ Mid, T TBE
EINET,

#BAE  capture name type asp-drop [ssm-asdp-invalid-encap] =~ > F&{Hf L CTHE 7 v
&MY A, Cisco TAC IZBRWEHEL &0,

IS5— Awt—Y $ASA-7-421004: Failed to inject {TCP|UDP} packet from
IP address/port to IP address/port

HA ASANY—ERX EVa—nAVDEREBVIIANTy FERATEETATLE, i,
ASA PTTILBINTNWDL 7 e —It 3y FEFEALL D & LA, ASA R —E R £
VoL E ML L TR T — T NV ERERF L TV AIEAICRAET A REENR S D F3, @mEIX. 2
LS THEPEL D Z EIEH Y EHEA,

e [P address : 1P 7 R LA

e port: K— +EFE

HRWE ASA ONXT 3 —< P RTEBE KT HE. FERERRR L2VEA . Cisco
TAC IZHERMWEDELTES W,

IZ5— Ay¥—Y $ASA-6-421005: interface name:IP address is counted as a user of
application

BB AR EIRTABUVRFIROMGE RIS TWET, B SNZA R M3, application D
a—WLRARINE LT, TA B AREED DI, 24 FE O 2 —F ORI A1 0 FRIZEHE X
ET,

» interface_ name : A ' H —7 = A A4

e [P address : 1P 7 R LA

e application : CSC SSM

HELE 1R TT, 2L, BEROER, AL —Y T4 22 BA 556 1E. Cisco
TACIZHEE L TIA B AET v 7L —FLTLIZENY,
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421006

IS—AvtE—o $ASA-6-421006: There are number users of application accounted
during the past 24 hours.

BB B 24 W T SV = a VEFR LI —FOREPEREINE L, ZOA vE—
DIF 24 B T L ICEKR SN, PR TVl k o TRt EN Y —E R 2 A LA A b
D ERLUET,

e application : CSC SSM

WRME AETT, 2L, 2EOENR, BALTLZ=2—Y S4B 252 B2 58461, Cisco
TACIZEK LTI/ A& T v 77 L—RLTL &,

421007

I5— Avt—Y 2ASA-3-421007: TCP|UDP flow from interface name:IP address/port
to interface name:IP address/port is skipped because application has failed.
BB Vb REV2—ADOT TN g VICEENRBE LD T e =R AF y TENEL
2o TTZANMDEITIE, 2OXA =T 10 1 EILAFRRESNZVE I ICHIBER T ET,
e [P address : 1P 7 FL A
e port: R— &
o interface_name : RV T —REA SN TWDHA ' H—T = A ADLRH]
e application : CSC SSM

HRELE VbR EV2— L CHEERELET,

422004

IS—Fryvt—o $ASA-4-422004: IP SLA Monitor number(: Duplicate event received.
Event number numberl

BB IPSLA =% Yot AN, BEELEANV F2ZELELE, BIE, 20X v — 130
AR MIEHENET, | DOWEERFTIDEHESNET, CHITEEHEHAA v —DT
7,

o number0 : SLA BH{EH =

e numberl : SLA i{ED A Xk ID

HRLE —0OAvE—YPREYIELERINDSYAIL. show sla monitor configuration

SLA operation_id 2~> K& AJJL T, a~r R Fohzar—LFd, avrV—LERETA
T BRTIIRRENDA v E—VE2ZOEFa—LET, D% Cisco TAC IZBMWEHED
A, WERLEE#RE, SLA 7n—T7 2R EBLOR—V 7 LT0L7 7Y r—a LB T
Lz TAC O F I TR Z S0,

ASA ¥1)—X syslog * vtE—Y
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422005

422006

423001

423002

I5— Awt— $ASA-4-422005: IP SLA Monitor Probe(s) could not be scheduled
because clock is not set.

BB I ATLA 0y IRRESNTOAERNSTZTZD. 1 D73 EBEDO IPSLA £=4% Fu—7
A 2a— )L TEEH A,

HRME ATy BNIPELFMOA D= LE2EH L THETEZLZ L2ERALE
R

IS— tAyw—o $ASA-4-422006: IP SLA Monitor Probe number: string

BBl IPSLAET=XF Yu—T7 %AV a— L TEXER A, REINTHBEEZRTTIC@ETL
FoTWD D, BlLEREZ NS T,

e number : SLA #i{E ID
o string : =7 — &3 5 LFEH

HRNE  ERRL R ORBM LT =T A BEA SV a— L LET,

I5— AvytE—Y  2ASA-4-423001: {Allowed | Dropped} invalid NBNS pkt type name with
error reason str from ifc name:ip address/port to ifc name:ip address/port.

$iB  NetBIOS Name Server (NBNS; NetBIOS — L4 #—23) /7w RO NF > THET,

HRLE ~HETT

I5— Ayt—2 $ASA-4-423002: {Allowed | Dropped} mismatched NBNS pkt type name
with error reason str from ifc name:ip address/port to ifc name:ip address/port.

BBl NBNSID DI 2~y FRFEAELE L,

HRLE F~HETT
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I5— AvtE—Y 2ASA-4-423003: {Allowed | Dropped} invalid NBDGM pkt type name
with error reason str from ifc name:ip address/port to ifc name:ip address/port.

588 NBDGM X7 v O NRE - TWET,

HRLE F~HETT

IS—Ayt—9 $ASA-4-423004: {Allowed | Dropped} mismatched NBDGM pkt type name
with error reason str from ifc name:ip address/port to ifc name:ip address/port.

BB NBDGMID ®I A~y FnREELE LT,

HRLE F~HETT

IS—Ayt—o $ASA-4-423005: {Allowed | Dropped} NBDGM pkt type name fragment
with error reason str from ifc name:ip address/port to ifc name:ip address/port.

B NBDGM 75 7 A2 FOERMRR-> TWVET,

HRLE F~HETT,
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424001

I5— AwtE—Y 2ASA-4-424001: Packet denied protocol string
intf_in:src_ip/src_port [([idfw user | FQDN string], sg info)]
intf_out:dst_ip/dst_port[ ([idfw user | FQDN string], sg info)]. [Ingress|Egress]
interface is in a backup state.

BB Ty b ASA LTEA VA =T A REDMERBLTNDTZOIC, EREINELE,
R—T R 7Ty b7 —LTIE, A F—7 = A AEREDSHIRE N E S, backup interface =
Y FTHRESNLTVDAS V=T oA AF, RESNTWDLETTA <Y A F =T = 2D
RNy I T v Tl L L TEERA, 774~V A F =T 2 A A~DT T4/ b Jb— R
TyTLTOEHEE NI T v T A0 B =T 2 ZpoD ASARHE ~T 7 1 v 73T~ T
BENET, W, TIA7) A F =T 2 A ADT T AV I L— FRF T LTHLHEE,
TIARY A B =T 2 A ANLD ASA KRB NT 7 4 v 7 BIERINET,

e protocol string : 70 2 )VFH| (o & 21X, TCP £7213 10 #% D7 v  =2/1 1D)

e intfin: ANA LV H—T AR

o srcip Ty FOREFEILIP T FLA

o src_port: /N7y FOEFITLA— K

o intf out : WA F—T AR

o dst ip: N7y hOFEIP T LA

o dst_port: N7y FDsESEAR— R

o sginfo : FRELZIP T FLADEX 2T 4 JNA—THERIZL S

HEME HoEShiery FORETERELET,

424002

IS— ryt—o $ASA-4-424002: Connection to the backup interface is denied:
protocol string intf:src ip/src port intf:dst ip/dst port

BE EEAANy 7Ty TRETH ST, FOERPFERESNLE L, r— 2 K Ty |k
T —LTEH, AV F—T oA ZAEREBHIRINET, NI T7 T A F—7 x4 R,
backup interface 2~ > R CHREINTNDETITA ) S U H—T A ADNNv I T v 78D
TELMTEERA, TITAV A H—T 2 A A~NDT T4V V= BT v T LTWDHEE
X, Ny I Ty T A H—T o ARED ASA ~OERITT R THAEINET, #Hic, 7I74~
U AL E—T oA ANDT T4/ K =B E T LTOBEEF, 7T7A4~Y S F—T=A
AAEEH D ASA ~DPEENESR S E TS

e protocol string : 71 h AL TFH| (72 21X, TCP £721% 10 #% D7 a k=21 ID)

o intfin: ANjA v H—T A R4

o srcip Ty FOREFEILIP T FLA

e src_port: /N7y NOEFITLA— K

o intf out: WA H—T = A R4

o dstip: N7y hOFEIP T FL2A
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o dst port: N7y FOFIER— b

BHENE HEESn7y FORETEZHTCLET,

I5— Av+E—Y 2ASA-6-425001 Redundant interface redundant interface name
created.

BB B SNTIIRA =T oA AR T 4 Fa b —va VIERENE LT,
» redundant_interface name : LA V4 —7 = A A

HRLE F~HETT

IZ5— Avt—Y 9ASA-6-425002 Redundant interface redundant interface name
removed.

BBl R ESNEAEA LA —T oA AR T 4 Xal—arnbilRInE L,
* redundant interface name : JLEA % —7 = A A4

HRUWE F~ETT,

I5— Av+E—Y 2ASA-6-425003 Interface interface name added into redundant
interface redundant interface name.

BB RSN TWMBEA V=T 2 A APANN— A =T oA AL LT TR ESNTILEAS v
H—T7 A ATEMENE Lz,

e interface_name : 4 4 —7 = A A4

* redundant interface name : JULEA % —7 = A A4

HRUWE F~ETT,

I5— Av+E—Y 2ASA-6-425004 Interface interface name removed from redundant
interface redundant interface name.

BB RSN IIIRA V=T A AN B SNETIRA VX — T = A 2 BHIBRSNEL
7o
e interface_name : 4 4 —7 = A A4
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* redundant interface name : JULEA % —7 = A A4

HRNE  FECTT,
425005

I5—Ayt—Y 3ASA-5-425005 Interface interface name become active in redundant
interface redundant interface name

BB SLRA VAT A AT N DDA N = [ U H =T 2 A AIRT I T 4 TIRA L N—L 77
DNET, VT T4 9 T0F, TITATRAVAR— AU F—T =24 AT ZEBLET, BRI
T BRA B —T 2 A AN, B ENTTNEA LV E—T 2 A ADT VT 4 TIHRAUNN—TRDEL
oo WMOWTNPNYTUIELBE, AL A=A F—T A ZADYIY BRI TbNET,

— redundant-interface interface-name active-member interface-name =~ > R FEIT I L7z,

— REUNA AN — [ B =T 2 A ARNT v TRETHDLEXIT, TIT 4 TRAN—A
VH =T oA AWE T LT,

— TIT 4 TRAN— A B —T 2 A ART T REOEETHD EXIT, RF UL A
N f B =T 2 A AN (FUrhb) 7Ty REIL ST,

e interface name : A X —7 = A A%

* redundant interface name : LA V4 —7 = A4 A4

WBOME AN~ AL F—T A ADAT— X AR LET,

425006

IZ— AyHE—Y 3$ASA-3-425006 Redundant interface redundant interface name switch
active member to interface name failed.

BB AN A F =T 2 AV FEZNRRITS N L ZIC T =R ELE LT,
* redundant interface name : JULEA % —7 = A A4

e interface_ name : £ ' Z—7 = A A4

WROE RIE R LRVEE. Cisco TAC IZBMWAbEL &0,

426001

I5— Av+E—Y $ASA-6-426001: PORT-CHANNEL:Interface ifc name bundled into
EtherChannel interface Port-channel num

§tBA  interface port-channel num % 7-1% channel-group num mode mode =1~ > KMFAE L 72\
A—bF Fy ML THERESE L,

e ifc_ name : EtherChannel f % —7 = A X4,
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o aum:HR— bk F¥RrNLES

HRUWE F~ETT,

IS— Ayw—o $ASA-6-426002: PORT-CHANNEL:Interface ifc name unbundled from
EtherChannel interface Port-channel num

588  no interface port-channel num =~ > FBMEA S E LT,
e ifc_name : EtherChannel 1 % —7 = A 24
o num:F— bk Fy¥RrLEE

HRUWE F~ETT,

IS— Ayte—o $ASA-6-426003: PORT-CHANNEL:Interface ifc namel has become
standby in EtherChannel interface Port-channel num

5%BA  channel-group num mode mode =~ > A S E Lz,
e ifc_namel : EtherChannel A > ¥ —7 = A A4
o num: R— b F ¥ xLET

HRLE F~HETT

.

I5— Ayt—Y %$ASA-4-426004: PORT-CHANNEL: Interface ifc namel is not compatible
with ifc name and will be suspended (speed of ifc namel is X Mbps, Y is 1000 Mbps) .

IS5— Ayt—Y 9ASA-4-426004: Interface ifc namel is not compatible with
ifc namel and will be suspended (ifc namel is Full-duplex, ifc namel is
Half-duplex)

58  channel-group num mode mode ® 2~ > RPYHEA L ¥ —7 = A ZZx LTETS N, &
DPERA v Z—T 2 A AL R—F FrRXNVDOEREEETT 27 Ly 7 AR —ERHY £7,

e ifc_ name: F— K FXFXMZEBMLEI L LTWVWAS L H—T (R
o ifcnamel : K— b F ¥ XA TIAFE LAY FIVIREEIZR > TWWDA v F—T = A X

HELE KROVWTNEIATLET,

o MEA L E—T A ADHELR—F Fr R/VOHEIZZEE L, channel-group num mode
mode 2~ REMIATLET,
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AUVN—= A B =T 2 A ALHMIREOEEIZLET, REDOT 7T 47 AUNZHIRT S
L EDAUNGTHRE SN AN ETLACP L L LD & LET,

426101

IS— Aytk—

$ASA-6-426101: PORT-CHANNEL:Interface ifc name is allowed to
bundle into EtherChannel interface port-channel id by CLACP

B8R R— R A% span-cluster ¥ XL J— T2V RLERTHET,
HRWE LI AETT,

426102

IS5— AytE—Y $ASA-6-426102: PORT-CHANNEL:Interface ifc name is moved to standby
in EtherChannel interface port-channel id by CLACP

SHBA  R— 723 span-cluster F ¥ F/b F—T TRy b AX UNARIEICHEITLE LI,
HRNE LI ARETT,

426103

IS—Aye—

$ASA-6-426103: PORT-CHANNEL:Interface ifc name is selected to move
from standby to bundle in EtherChannel interface port-channel id by CLACP

BBl A ¥ L3 R— RS span-cluster ¥ FL JL—T TNV RIVIREE~OBATxIE & L TERIR
ShE L,
HRME LI T,

426104

IS— AvtE—D

SieA

$ASA-6-426104: PORT-CHANNEL:Interface ifc name is unselected in
EtherChannel interface port-channel id by CLACP

DR — K~ Z X R4 5 7= O fEl A Bt

84 572HIT, /N FJL F— kA span-cluster
F v K TN—T TR RVRERSVE LTz,
HELE LI AETT,
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428002

IS5— AywtE—Y  2ASA-6-428002: WAAS confirmed from
in interface:src ip addr/src _port to out interface:dest ip addr/dest port,
inspection services bypassed on this connection.

BB B T WAAS I b3 it S vk Lz, WAAS Iifb#ie Tid, 33 To LA ¥ 7 i
P—v 2 (IPS &) NAANZRENET,

HRBIME X FT—2IC WAE T ADREENTWEEE, ABIZARETT, TSN OEBRE.
Fy N — 7 EHEIT, ZOHERETO WAAS 72 3 VOREZHETZLERNL Y £17,

429001

IS5— Ayt—Y  %$ASA-3-429001: CXSC card not up and fail-close mode used. Dropping
protocol packet from interface name:ip address/port to
interface name:ip address/port

BEBH  SSP X UL L TWAIRIET, fail-close R L —NEHENTWAEIZH, F— X NEES
nE L7,

BRBULE VRV LOREEZHREL, LENHNIE Cisco TAC IZfIWEbE THiFR—
FEZIFTTLEE W,

429002

IS—AyE— $ASA-4-429002: CXSC service card requested to drop protocol packet
from interface name:ip address/port to interface name:ip address/port

BB CXSCSSPIC&~T, ASA 3N\ v bz Fry 745k J8RkanE L,

HEME 2L,

429003

IS5S— Ayt—Y $ASA-4-429003: CXSC service card requested to reset TCP connection
from interface name:ip addr/port to interface name:ip addr/port

BiBl CXSCSSPIZX->T, ASAMTCP##ix )y b DR OERENE LT,

HRWE SRIAETT,

ASA ¥1)—X syslog * vtE—Y
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429004

IS—Aye—o $ASA-3-429004: Unable to set up authentication-proxy rule for the
cx action on interface interface name for policy type service-policy.

BB AT VUREREONEHT T —MNEIK T, ASA IFFG5FE7 2 % 2 D to-the-box /L —/v % CXSC
T va IlRETCEERATLE,

BROLE o7 —13%AELTEARY 8 A, Cisco TAC IZHE L T, Y R—F2Z T TS
AN

429005

IS—Ayte—9 $ASA-6-429005: Set up authentication-proxy protocol type rule for
the CXSC action on interface interface name for traffic destined to
ip address/port for policy type service-policy.

BB ASA IZIEFICRIET 7 ¥ 2D to-the-box /L—/L% CXSC 77 v a VIZERELE LT,

HARNE L,

429006

IS— Avt—o $ASA-6-429006: Cleaned up authentication-proxy rule for the CXSC
action on interface interface name for traffic destined to ip address for
policy type service-policy.

BBl ASA IZIEFICHEIET B X 2D to-the-box /L —/v% CXSC 77 v a VLR L E Lo,

HEME 2L,

429007

IZ5— Ayt—Y $ASA-4-429007: CXSC redirect will override Scansafe redirect for
flow from interface name:ip address/port to interface name:ip address/port with
username

BBl 7o —/8 CXSC & Scansafe Oli DY XA L7 MZ—FHLET, 2DORA vE—VEFFRRS
NH57v—TCXSC VXA VL7 hisScansafe V A L7 bad—N"—F3 4 RT5HZLERLE
7,

MRLE ol >78EErLERVEEIE, RV —Z2FFEL T, CXSC VXA L7 &
Scansafe Y A L7 vREIC7e—TCTHEHELZWEHICLET,

ASA >1)—X syslog * vtE—Y
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429008

IS—Ayve— SASA-4-429008: Unable to respond to VPN query from CX for session
Ox%x. Reason $s

BBl CXIZVPNEyIary 7xU% ASAICEGELE LN Bty v a v ID 721300
HHIZEVISE LEHATLE, ZERFERIZROVTAINEZ LN ET,

e TLV OREINEHTH D

o TLV O AEVHID Y TIZKRM LT

e VPNEvvary szl Ayk—VOxrFa—IlKKLE

e VPNtviarIDBEYTHD

HRLE SLIARETT,

431001

IS— Aytk—9 $ASA-4-431001: RTP conformance: Dropping RTP packet from
in ifc:src_ip/src_port to out ifc:dest ip/dest port, Drop reason: drop reason
value

BH8  RTP 7 v M RBEESNE LT,
o inifc: ANNAE—T AR
e sre ip: /N7y FOEEILIP T FLX
e src_port: /X7y MOREEFEITLH— b
o out_ifc: WhA2—7=42R
o dest ip: /X7y ROSEHIP T RLR
e dest port : /N7 FOSEYER— b
* drop reason : IR DBEFEJRIK DI Fud
- Incorrect version value : /X7y hDNR—=V g UFEBRTRS TN D,
- Invalid payload-type value : /X7 > DA 0 — R Z A THREHTH 5,
- Incorrect SSRC value : /x> @ SSRC 355> T 5,
- Out-of-range sequence number value sequence number from the packet.
- Out of sequence in packet in probation value sequence number from the packet.
HRILE  FEII N7z RTP X7 v FEFHRT, RTP HELBBE o TREL TV D7 4 —/L REfif
RLET, £z, FEILEMRIT, HMEXTVELTHY, ASADRELZ S L LTVOLIHEET
N L AR LET,
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IS—AvtE—o $ASA-4-431002: RTCP conformance: Dropping RTCP packet from
in ifc:src ip/src port to out ifc:dest ip/dest port, Drop reason: drop reason
value

BB RTCP 7 v FRBEEESLE LT,
e in_ife : A4 F—T A A
o sre_ip: N7y FOREETIP T FLZ
o src_port 1 /37 FOEEITLAR— b
e out ifc: WHA 2 —T AR
e dest ip: /X7y NOSEHIP T RLR
o dest_port : /N7y FOFEIER— K
e drop _reason : WOBEEFRKDOWT N0
- Incorrect version value : /X7 > NDO/N—=T g UESHRO TV D,
- Invalid payload-type value : /37> hOXA B — R XA TPRFRS TN D,
HEME FEESN RTP X7y FZFRXT, RTP EETRRS THRELTWDH T 1 —/L N&fif
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RN EEERLET,
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