= APPENDIX 1&

TFISATVOARANDT IR

T ITIAT U ATERTHEBFDIP A X —T = A RTIE, SESERHP—F
2EWMLCT 7 ERATXET,

F 7N RTIE, A EZ—T 2 A AT LTROY —ERANA 2 —T N E 0%
TAE—TNIEESNTWET,

= A1 IPLAYR—T A RTTIAI P TAR—TILICREESATINSH—
EX
TIANERTALR—=TLHESH

FTIHNE T BHLLIP >
Y—ER |R—F BB VA—TIAR |3—T7 4R
FTP 21 |ANAY-d AYAY-d
Telnet 23 =LA |AVAY-4
SSH 22 =4 AYAY-d
HTTP 80 BN DN R
HTTPS 443 EAA IAAY-4

TR T A X —T =4 A 1Z. IronPort C150/160 7 XA T A D
TRV A VB =T 2 A ADT 74V FRETLHY 7,

 Graphical User Interface (GUL, 77 7 4 H)b 2—H% f X —T = f R) %
HEHLCT I IAT AT VB ATORERDLHEIT. A2 =T =4
ATHTTP, HTTPS, /3 OWG2A X =7 MICT 0B RHY £7,

e ILTA4Xal—Tay TrANDT v — RERIIX T a— i H
MELTCT T IATVARIT I BATHRERDDIGEIL, A F—T A
A CFTP F721% Telnet 24 2 — 7 NMIZTAXLENRNHY 9, [FTP 77 k&
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2] (P.A-578) LML TLIIZEN,

e Secure Copy (scp) #FEHLTH, 77 A NET v T r—RNELITF T
n— RTEET,

PAA—Tx4R

IP A B2 =7 =2 R, Fv bT =7 ~OMEBIOERILE LRy bT—2
RET—EIPEENTVET, 1 DOMEA =V Ry M A FZ—T = A RTHL
THEEDIP A v Z =T =2 A AZRETEES, IP A ¥ —7 =4 ZEHD
IronPort A/ SLRE~DT 7 B ABRETE £, B A —/VEER L ORAE
F—=hTzATlE, EIPA X —T 2 A ABHEEDIP 7 RLAB IR R M4
ZFFoO 1 O@f&*ﬁ/f~ FyxzAf 7 RVALLTEELES, A1 F =T =R
WS LI —T1C (CLLZEHLC) &3 S¥22LHTEET, VR
TAhE, BT A—NVORERIIINGDO 7 V—7MEER LET, RES—
VA ~OBMETIT N —=TIF, BEDA 2 F =T = A A TR E
A=b Fop = BRI D OB £, VLAN ZER L. flio A
VI =T 2 A A ET O L RRIC (CLI 2 LT) VLAN Z2&ET 5 2
L TEET, FEMIC oW TIL, [Cisco IronPort AsyncOS for Email Advanced
Configuration Guide] @ TAdvanced Networking] OFEEZZSMHL T Z S0,

A1 [IP Interfaces] R—2
IP Interfaces

Network Interfaces and IP Addresses

Add IP Interface...

Name IP Address Hostname Delete
Data 1 172.19.1.86/24 buttercup.run i
Data 2 172.19.2.86/24 buttercup.run i
Management 172.19.0.86/24 buttercup.run i

IPA U2 —D x4 ADEKE

[Network] > [IP Interfaces] ~X— (X N interfaceconfig 2~ K) TiX
IP A% —7xA A%BI., FE. ELITHBRTEET,
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M-Series 7774 7 ADEHA L X —7 = A AEEMN T BNZLRTE 2T

A—HYFxy b A= MILFTEEHA, E5IZ, IronPort M-Series 77714 7
VAL, LBRICHAT A8 (X~ b A7 d) 2T _RTHR— b T 5D
FTTHEDY EHEA,

IP A Z—T oA RAEBRETHHEIT. ROERPMLETT,

® A-2 PAYA—D A RADAVKR—RU+

2% A VB —T oA AD= 7 X —h,

IP7ERLR FUYTxy MZEENDIP T FLAZE, BlxD
MBS —F Ry b A B —T o2 f RTITRECTEE
H A,

FYRRRY (FEEYT ([ Ry " AT ZEEO Ry MiEA4 7T v MEX

*Y kTRY) (255.255.255.0 72 &) F7-1% 16 #ERZR (OO0

nE) TANTEET, 774V DRy h~wRAY
I, —RB7R 2 A C OIETH D, 255.255.255.0
‘/C‘\\?AO

JO—F*¥ X+ 7FLR |IronPort AsyncOS 1%, IP 7 RLAB LU F v b~
AIMWET TN DT —=RFy AN T RLR%E
HEMRIZEIAE L £,

RX + AV H—=T oA ABET DHEHA M, SMTP B>
Ne—va VL, ZORA M EFERL T —N
EHEHBILET, & IP 7 RLRICBEHEAM T SNEH
NIRARA NG EANTDILERSHY T, Y7 b

771X, DNS THRA NN —EHTEHIP T KLA
WCIELL iRk & b5, 72135 & DNS THRE
SRR FAITFRREND Z 2 TF v 7 LER
Ao

FERTEELAY—E R FTP. SSH. Telnet, IronPort A /XA ffE, HTTP,
BLOHTTPS X, A v Z—T =A ATA X —T )L
iti?4t TNVICRETEET, y—bRrTE

A—hERETEET, £/, IronPort A/ XLk
f% HTTP/HTTPS, &~A— b, BL WP URL HLIEE
TEFET,
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GE) H 3% [y b7y 7BLORE] THHAINL TS GUI @ System Setup
leard (FFlda~r R I A X —T A AD systemsetup 2~ K)
2R T L, AHREZBELTVDHRIE, TTET I IAT VAL =T = A
AP DETNL 2 DORE I TN ST T ([Assign and Configure Logical IP
Interface(s)] 27 v a U TANLIERELZRL T EE W), £, BV
H—T x4 AY IronPort 7774 T VAR ESINTWVET,
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GUIIZKBIPA2E—T x4 ADERK

AFvFT A1

ATvT 2
ATvT 3
ATFv7 4
ATvT 5
ATvT 6
ATF9FT 7T

IP A2 =7 ZA&{ElT 51213, ROFIEELFATLET,

[Network] > [IP Interfaces] ~<— " C [Add IP Interface] %7 V v 7 L £7,[Add
IP Interface] ~X— Y NEREINET,

A-2 [Add IP Interface] R—
Add IP Interface

amer | [
Ethernet Port;
P address: [T«
Wetmask: | [z55 2852550 *
Hostname:
HTTPS Certificate

Services: | Service

o

ort,

Oere [
D relnet =
Ossh ik
Appliance Management

COwrre [~
O wrres 4z *

[ Redirect HTTP requests ta HTTPS (HTTP and HTTPS Services will be turned on)

Spam Quarantine

[ spam Quarantine HTTP

i

[ spam Quarantine HTTPS
[ Redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

[ This is the default interface for Spam Quarantine
Quaranting login and rotifications will originate on this interface.
URL Displayed in Motifications:
Hostnarme

I
(axamples: Ao //spamauunty, bt /10.1.1.1:82/)

Warnings -*  Flease exarcise care when dissbiing or changing these fams, as this could disrupt active cornedtions to this applisnce when changes
to these fems are committed.
W Hypperiinks and URLs affectad by these changes will not be usshle until the changes are committed.

Subrnit

A B =T 2 A A0 BN LET,

A—HYXy M A= E2BIRL, [PT7 FLRAEANLET,
IP7 FLRIZRIET 5%y h~RA 7 &2 ATJLET,

A B =T 2 ADKA M EANTILET,

HTTPS #+— vt 2® TLS GEEZ®IR L £,

COIPAVHE—T 2 A ATA R—TNIZTHE Y —EADORIZHDF =~ v 7
Ry 7 2~ —=27 ZMFE4, BDEIUSUT, ST R—FE2LEFLET,

| oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—Yarv #i4F g



i A TFISATURAADTIER |

ATv7 8

ATv7 9

AFv7F 10
AFv 7T 1

TIIAT L AEERICA v H—T = A ATHTTP 7»5 HTTPS ~D U # A L
NaeA X—=TNIZTENEINEZEIRLET,

IronPort AN AfRFEEERH LTV A4 1L, HTTP, HTTPS, X2l %
BIL, TNETNCHA— FEZERECEET, HTTP Ek% HTTPS 2V XA
V27 FTHMEIMHLJIRTEET, ®HEIC, [P A ¥ —7 =4 A IronPort
ANRLEDT 7ANVE A H—T 2 A ATHDINERELTZD., FAN%E
URL £ LCHHTINERET D0, $RII W AX LA URL 2 E LD T F
7

[Submit] 2 V » 7 LE T,

[Commit Changes] A% %27 UV v 7 L, KEIEUT, EEIC= A MEEM
LTh 5, [Commit Changes] %7 U v 7 LTIP A & —T = A ADIEREFET
LET,

FTP 77X

48

AFvFT 1

FTP RHTTY 7 I7A T RZT 7 BATHI21E, ROFIREZFITLET,

T 7547 RIEHL TS AEIZK >TIE. [Network] > [IP Interfaces]
R—TF =X interfaceconfig a7 Y FEFERALTY—ERZET s E—TILIC
IH52ET, GUIE X CLIASRBICYIRTEET, BEEAR—FTHOTO
Fan, DUPLVAVB—T AR, FEETIAIVIFREEERTS7 TS
A7 ORCBEHGETELRVRAF. COITY FTYH—ERET1E—TILIC

LEBEWTLEEL,

[Network] > [IP Interfaces] ~—3° (£721% interfaceconfig 2~ ) %M H
LC, A ¥ =T A ADFTP T 7 EAZA X —T M LET,
ZofITIE, BEHALE—T oA ARK—F 21 (F7 4K E—F) T
FTP 77 ¥ A% A X —7 N T D L O ImES L TVET,
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A7y 2

A-3 [Edit IP Interface] R—¥
Edit IP Interface

IP Interface Settings
Name: IManagement

Ethernet Port:
IP Address: IW‘
Netmask: W‘
Hostname: lelroy.run—

Services: | Service Port
[ Fre Pr |
Telnet |23—
SSH |22—"

~

GE)  ROFMELHNC, SNTICEELZEEL TIEIW,

FIPRHTA L Z—T =2 A ATV EBALET, A F—T x4 A% LTIE
LWIP 7 RLAZMHLTWAZ LE2HERLET, ROFIZSHFIZLTLEE
W,
ftp 192.168.42.42

TS50 IE, FIPRATHEA LV X —T oA AT 7 EBATEET, &K

OB EHEICLTL &,
ftp://192.10.10.10
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AFYFT 3 FETLEI EIDBHEDHXARIDT 4 L7 N SR LET, FTPRHETA
H =T 2 A AT IV RALIEL, WOT 4 L7 N ESHRL, 77 AL —
BIouEm (IGET) 8L TPUT)) TExE9, £ A-2 (P.A-580) 22 L T

<TEEW,
& A-3

FHOERARTEBTa4LI Y

%A E:

Bl

lantivirus

Sophos Anti-Virus = >0 7 7 A ARMERHE SN DT 4
LI RY, ZOT 47 MNIIZhBus T4V EREL
T, VANVAEFRT 7 AV (scan.dat) O LT=HKET T
Yr— N2 FETHERATEET,

lavarchive
/bounces
[cli_logs
Idelivery
lerror_logs
Iftpd_logs
Igui_logs
Imail_logs
Irptd_logs
Isntpd.logs
Istatus

Isystem_logs

[System Administration] > [Logging] ~<— Y E 721X
logconfig I~ K& rollovernow 2~ &I 5
FrMCABRICERESNET, £ 70 Lnatfico
WL, [Cisco IronPort AsyncOS for Email Daily
Management Guide] @ TLogging] OFEAZZSHL TLES
VY,

kw77 AN 5 A FEOENIHONTI, [Logging) B
Log File Type Comparison] # &ML T Z &0,
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® A-3 TOERTERT4LY MY (&E)

F4LY FUS EE

IMFM A=) 77— F=F YT FT—H_X—=XF 4 L7 MU,
GUINLHEATEXAA—L 70— T EEDT — X NEF
NEF, HEV 75417 P, 7 740D L a— KB
X2 UEN L7 README 7 7 A AR EENE T,

La— REHDODIZINOLDT 7 A NN ERIO~ iz
E—L7Y, F—F_X—2cu— RLTHADOSHTT 7Y
r—va v EERLEYD TEET, La—FBERIE, T
DT 4L FPIRNIZHDLTXTOZ 7 A NLTRILTT, 2D
BRITEH%DOY V—ATERINDIGZENH Y £,
Isaved_reports | x5 A TCRESINTEZTRTOT —H A THEHLR— FDME
TFEnd7T 417 bV,

lconfiguration | kDO N—VBLVa~vy KWL OFT—F DTy AR— i
FALZ MY, EREACR— T URE) T2 MV,

e RS —FU=zA vy B (altsrchost)
* XML EROBET —4
(saveconfig\ loadconfig)

e Host Access Table (HAT; "A N 727 & A F—7 L)

~—7 (hostaccess)

» Recipient Access Table (RAT; %EHET 7R T—7 /)

~_— (rcptaccess)

e SMTP /L— k ~X— (smtproutes)

e TAUTAT—7) (aliasconfig)
e wRAHL—F F—7 /) (masquerade)
o Ayk®—V 74N F (filters)

o Ju— NLfEE T —4 (unsubscribe)

* trace AV ROTARN A vE—V

AFvT 4 ZTHEHOFTP 7’u/JZr2%FHL T, @URT ALY FIIZHTET7 744D
Ty TR RBLOS T E— RETVET,
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secure copy (scp) 77X

IITAT N ANV —FT 4 7 VAT LT secure copy (scp) 2~ Ra
A—FLTWEHEIE, £ A2ITRENTNDLET L7 NIBTTZ 7 A L% 2
E—T&ET, & xiE, ROFITIE, 77 A0

/tmp/test.txt X, Z AT F =T UMHBHRA M mail3.example. com
DT TIAT L ADAL T 4 Xal—ary T4y Mcavt—snEd,
avwr REETTSHE, 22— (admin) DRRAT—REROL T a7 FiE
IREINAHZEIWCHEBLTLEIY, ZOFEBERE L TETRLET, Fik2R
FR_V—F v F VAT LD secure copy DEEFIEIC I > TRRDIGEND D
x9,

% scp /tmp/test.txt admin@mail3.example.com:configuration

The authenticity of host 'mail3.example.com (192.168.42.42)' can't be
established.

DSA key fingerprint is 69:02:01:1d:9b:eb:eb:80:0c:al:f5:a6:61:da:c8:db.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'mail3.example.com ' (DSA) to the list of
known hosts.

admin@mail3.example.com's password: (type the password)

test.txt 100% "k‘k‘k‘k************************‘ 1007

00:00

oe°

ZOBTIE, MU T 7ANNT TIAT U ANS T ITAT b v vilar’—
ShET,

)

% scp admin@mail3.example.com:configuration/text.txt .

admin@mail3.example.com's password: (type the password)

test.txt 100% "k‘k‘k‘k************************‘ 1007

00:00
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m. OL-23078-01-J |



| #8 A TFISATLRADTIER

(E)

IronPort 7 7' 7 A4 7 L AT 5 7 7 A NO#EER X OHEUHFIZIE, secure copy
(scp) % FTP IR A HiEE LTHEMATEET,

operators 7 /b— 7% X (" administrators 7 )V —7 D2 —F TN, TTTAT
Y ANDT & AT secure copy (scp) ZEATEET, FEMICOVLTIL,

[ Cisco IronPort AsyncOS for Email Daily Management Guide] ® [Common
Admistrative Tasks] O —HV OBIMIETLHEREZSH L TIEIN,

D)TIERICKDITIEX

VU TABGREFER L TCT II9A T RS L TWAES (77547 A
~OHE (P.3-45) &), A4 12UV TNV HR—F axI X0 Hmx
R, £ A4V T R—F axZ7 0o B0 LTINS ¥ —T =1
AMEFHEEHRLET,

A-4 JYFL R—FDEVES
1 5
oo
L] g9
% A4 SYFL R—FOEVEYHST
Ey g5 110 EE
1 DCD I F—4& X v U TR
2 SIN I U T IVAS
3 SOUT 0 VTS
4 DTR o F—H Z—=IF N LT g
5 GND n/a 15 5 4 Hh
6 DSR I F—H vk LT 4
7 RTS I REAFER
8 CTS 0 EE T
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= A4 ST R—FOEVEIYST (%)
Ev o) I/0 T

9 RI 1 Vo T AT hr—H
ST )L n/a n/a Y —v IR
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