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o [BFA—NEERALT BT 7 A NVOFRE] (P.12-400)
o IMfBAb=m T vy 74V ZDF%E] (P.12-406)

o Ryt =T~ b~y ¥ —oiE) (P.12-412)

IronPort @F A —JLEEE1L : I=

COEEEFEAT AL, B bENTA v E—VORERLUX— () V—
NOEFHMEDOERAIEET D FT 7 7 A VEERLET, F— F— %,
Cisco Registered Envelope Service (v x—¥ K #—¥E 2) F 7% [ronPort 55
77747 A (B=HNDO7H—Y RHF—2) OELLTHARETT . K
W, Ay E—VER G LT ENRDE LT Y TANTERIFAvE—Y
TG (ETEWG) 2fER L £,

TANBZEMEICABTEREA Y=V, BEF ANV EF2VFT 40 TFI54
T U ADEE BB O X 2 =T ANONET, A vE—URKE{bEnb &,
Bl =N n 7 7 A L THRESNTEF— —NIBRES N,
L ENTZA v E—URREDF 2 —ICANONET, F2—DHOBET A —
NOREEALET D & 5 725 (oF ., —FFY7 C-Series D BV —IRAESR
CRES MEATE 2 VREE) B—RFUICTFEET DL, AvE—TEF2—IZ AR
Hiv, LIE6L LT LHEREENRITINET,

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g



¥125 IronPort BFA—ILEESE |

GE) Fh, Ave—UVERBLTLANC, £T TLS #iRH TERFZRADL LI
TITIATVAERETHZ L TEET, GOV TIE, ITLS #f & i =
fbofRbIzfEH] (P.12-407) 2L T ZE0,

BI AN X2V T4 TTIATUATT U MR RET A —LOR 5k
EERETHIIE, ROFIEEZFEITLET,

ATvyT 1 v—AN F— F—NEHERTLHERIE IronPort EFLT 77 A 72 X Z R
LEd, F— V=27 2 FIEIZSWTIX, [TronPort Encryption
Appliance Local Key Server User Guidel %#ZH L T 72X\,

ATFvT 2 WEATuI7rANERELET, B L7077 A VERET D FIRIZHONT
1. [FBFA—LEE(LT e 7 7 A L0FE] (P.12-400) 2B L T IFEW,

AFvT 3 AFATy R F—H—bREFERTIIC i Cisco Registered Envelope Service
a—RL—hr THV L MNEERLET, BB a7 7 A VERE LK,
[Provision]| R¥ %27V v 7 L'C777‘7‘/ l\%ﬂfﬁibi‘ﬂ“o

AFyFT 4 REaVTUV TANFERELET, BELLARTIERLR2NT 7 kY
VRBTA—NIE T EDITDH LI, :/7// 74/%77@? RET A M
B ET, arTrY 74 ZOERFIEICONTIE, B b7y 74
NEDOFEE] (P.12-406) 2R L TS0,

WD Web 77 T YRYR—bINET,
« Microsoft® Internet Explorer 6 (Windows ™ #%-)
+ Microsoft® Internet Explorer 7 (Windows 0 %)
e Firefox 2
¢ Firefox 3

e Safari 3

BBt —o on0—

B A—NEELEEHT 2546, ItonPort EFA— NV X220 T 4 7774
TUAFA =T ERBIL, B F— P NFLFEHFRAT Y R F—
P—ERCAvE—Y F—Z2KMLET, TBEEDPKTLSNTAyE—V%
BRET 5L, F— P—ERZ Lo TEREAVRIES, Bkl A vyEe—
UMBRINET,
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ATF9T 1 BT a 77 A NVERETHLE XX, AvE—VHKBLONRT A= EHEEL
FT, BEbEN/AvE—VTIE, AvE—Y F—DPNEFA N X2
TATTIAT ALV —T F— = FLEFARAT v N F— F—
E' % (Cisco Registered Envelope Service) Z/ERH L OEM I E T,

ATFwT 2 ZEHEFTIUVTLERTNu—TERELET,

ATYT 3 TIUPFTHBILENTA v —VEHET L L X, ZEEDRAHERDO DS
AU —RBRMELRY ET, F— P— T A v —VICBEM T SR E1{t
F—ZIRLET,
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GE) BB{LENEEBETA—N A ve—VOUEBEEEC, ZEFIRERT
YR =T ERETLEDOF— P ERCRET OIMLENDH Y T,
Beth, Wb v 7 7 A VOREIZL - Tk, ZEESRS IR
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ATv7 4

BEL LA v E—URERENET,

EEEERAvtE—D Y1 X

F12-1 101X, 77 I9AT VAT DO AL ARER I KA v —Y A4 X2 R L E
T, IronPort 7774 7 L RX, KV A XZ@BELTCWVWAERXyE—UENNY
A LET,

& 1241 IronPort 7 754 7V RICEBEBIERAA vE—Y Y4 X
ETIL BK AvE—Y 44X (MB)

C150/160 44

C350/360/370 46

C650/660/670 ¥ L 50

X1050/1060/1070

ETA—LEBESETOTI7MILDRE

BIA—NEX2VT 0 TTI7A4T VAL D SALEMERT HI21E, Kk
Ta 7y ANERETDOINERHY £T, encryptionconfig CLI 2~ ] ES
721X GUI @ [Security Serv1ces] > [IronPort Email Encryption] T, K=5{k~7 =
T7ANEARX—T VML TRET DI LN TEET,

FBEFA BB O—NILEEDRE

AFvF 1
AFyvFT 2
ATFvT 3

BT A MR A X =T MBI, ROFIAE EITLET,

[Security Services] > [IronPort Email Encryption] %7 U v 7 L7,
[Enable] 27V v 7 LET,
f£& ¢, [Edit Settings] 227 Vv 7 L, 7uXy $h—RZHELET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £12% IronPort BFA—LEESE

12-2 JO—/NLEREDER

IronPart Email Encryption Settings

¥ Enabls TranPart Email Encryption

Proxy Server (optional)

Proxy Settings: | 7 cConfigure proxy for use in encryption profiles.
Proxy Type

& HTTP
" socks 4
" socks s

Host Mame or IP Address

port: 5]
Authentication (Optional):
Usernarme: l—
Password: l—
Retype Password: [ |

eSO 74IL0BMN

=N F—P—ERAEZHEIHE. | DU LEOKELT e 7 7 A VEERTE
F9, SFEIERBF AN IN—TCEB R L2220 T 4 LYULEFEHTS
WA, ThENHOREE LT a7 7 A NV EER T b TEEI, 72 & 2.

GE)

B

BRESALTEA v E—CEELNALOEX2 ) F 0 TEEL, oA vE—

CERLANLOEF 2T 4 TEETDHLEVILATT, ZO%A, FEDOX—
7 — K (Tconfidential] 72 &) 2 G A v —IZEEm LA DEX 2 U T (K
T m 7 7 A NVEERL, MOFRE A v E—IZFBOK ST a7 7y A L%
fERK L E T,

1 DOFRAT v K F— $—ERHEBEOREELT e 7 7 A VERETEET,
R ICEER O T T Fb58E . PXE = oo —7FHIZF— — TS
NrERppnd2B8BT5Z N TEET,

Rz

7w 7 7 A VEFERBLORFE L, KO SILORELZRFLET,

[Key server settings], ¥ — #—/"NLZDF— P — N ZHEEET 72O DIEH
ERELET,

[Envelope settings], &%= U7 ¢ LU, BREERE 2RI 2, 5L
Fa—llbdAvE—VRIA LT U N LETORM, AT M LT
NAYRXEDEAT BLOESLT Ly b&7 7 0¥ CEIfERERICT S
MIRE, Avk—Y o _Xu—TFORMERELET,
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o [Message settings], Z&7% A v —VHRESLLER [RBITERE] 24
=T NMCT DR E AvE—VICHETOFMERE LT,

* [Notification settings], M 5{bkBumA & [k, 7% 2 BB L HTML
ERo@BMEESI BT T L— NERELET, B b7 a7 7 A A 1EK
Bz, %2 U Y—2ADT T L— FEERL, T 7L — F 2R
L9, BEALEBOBED A v — Y D4 bIEETE 9, BAMOIEMIC
DWNTIE, Bkl 7 L — k) (P14-470) BLO [Ny v 2@
KO b u@mm T 7 L— k) (P14-464) #ZR LTI ZE0,
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12-3 BEtToRO—7F FOJ 74 )L0OEM
Add Encryption Envelope Profile

Encryption Profile Settings

Profile Name: | [Marketing Material

Key Server Settings

Key Service Type: | [IronPort Encryption Appliance (in network) |

Proxy: | A proxy server is not currently configured.

IranPort Eneryption Appliance URL: | [nternal URL: (2) e

External URL: @) [ftpsiz7

Envelope Settings

Example Envelope &

Envelope Message Security: | @) High Security
Reciplent must snter & password to open the encrypted messags, sven If credentisls are

cached ("Remember Me" selected).

Medium Security
Mo password entry required if recipient credentials are cached ("Remember Me” selected).

o Password Required
The recipient does not need o password t0 open the encrypled message.

Logo Link: o link

Customn link URL:

http: i/

By dsfining & URL, the logo in the upper left corner of the reciplent snuslops will becomme
T link (example: o lwww. mycompany .comy).

o® O ©

Read Receipts: | [4] Enable Read Receipts
TAdvaneed | Encryption Queue Timeout: (@) | [Tza00 seconds

Encryption Algorithm: () | @ arca (typical)
AES

Message Attachment | [#] Use Decryption Applet

Decryption: | nisabling this setting will cause message attachments to be
decrypted at the key server. They will take longer to open,
but they don't require & Java plug-in.

Message Settings

Examnple Message &

End-User Controls: | [ prapie secure Reply Al

[ Enable Secure Message Forwarding

Notification Settings

Encrypted Message HTML Notification: | System Generated
Preview Message
(s8e Mail Folicies = Text Resources = Encryption Notificstion Tempiate - HTML)

Encrypted Message Text Notification: | System Generated
Preview Message 07
(see Mail Policies » Text Resources > Encryption Motification Temptate - Text)

Encryption Failure Notification:
W Message Subject: [[ENCRYPTION FAILURE]

Message Body:  System Generated
Preview Message OF

(s8e Mail Folicies = Text Resources = DSN Bounce sod Encryption Failuve Notifisstion Tempiate)

Wik m 7 7 A V2B 2 ITEIROFIEICHE> TS IZEW,

AT7w7 1 [Email Encryption Profiles] @& 7 ** = > C [Add Encryption Profile] %27 U v 7
LT,

AF9T 2 BEEIm7rANLVOLFEATILET,
AT9F 3  [Key Server Settings] £7 ¥ 3 > TROF— F— "0 H&R L E T,
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ATy FT 7T

ATFvFT 8

— [IronPort Encryption appliance (in network)]
— [Cisco Registered Envelope Service (hosted key service)]

[Cisco Registered Envelope Service] Z#IR L 7285513, RAT v F F— H—t
A@D URL Z#A N LET, F¥— F—ERZAD URL /X, https://res.cisco.com T
R

[TronPort Encryption appliance (local key service)] # i8R L 7= 3551%. IROKE
ATILET,

— [Internal URL], IronPort &1 A —/ X =2VUT 4 77747 AL,
Z® URL Tx v b T —27 WD IronPort B BALT 7T A4 T AL arv i
y ]\ L/ij‘o

— [External URL], =& DA vE—1X, Z® URL T IronPort B =1k
TTIA TV ADF—BI OOV — R IT 78 A LET, ZEE
IZ. Z® URL TA > 37 F HTTPS ER ATV E9,

[Envelope Settings] &7 > a T, AvE—YDEFXa2UT 4 LLEER
LE,

— [High Security], ZE#HIL, BELINZA v Ev—TZ2BET 21203,
NAT = RELTANTLUERHY £7,

— [Medium Security], Z{EHEDOEKIFERNF v v = I TWIUX, %
[EHEME AL S AT A vk — 3 % HET 5 12 I B AT 5 %
BiIH FHEA,

— [No Password Required], W5t Inic A v =V DR BENVEF Y
T4 LANLTY, ZEFRIE B bEn A vy —UERET 2O
RAT—REANTHLEEH O EEAN, BHEHE, ZeniRE, %
27 TERBICRIE], ZehAyt—ViEofRiEHcE 9, Mo
BIA—NDOL—YREPOZEEDONRETA v E—VEEETDH L
ZRHIETEEHA,

a—YPRffkon TE2 7 ) v 745 L FOMBEO URL BB L2125 89
W2, IOV 7 2BINTEET, ROLF T a L @RLET,
— [Nolink], EEDOV 273, Avt—Y zo_Xu—FI0BMEES
Ao
— [Custom link URL], URL Z AL, A vt&—¥ = xo—7~DFEEE
DY 7 EBMLET,
R, BHEEREA R—T NV LET, ZOFTvar e F—TNIZTD
L REEDZER X u—TEH L EEHIIHEEREZELET,
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ATv7 9

2797 10

27y 7 11

AT97T 12

ATFv7 13
ATFv7 14

2AFvF 15

2797 16

ATFyvF 17

AET, BE X a—IlhbdAvE—UREA L T NT5FTORRE (FPHE
fr) ZATILET, AvE—UBXAL T NIRDE, TTIF7A4T AL
AvE—VENTURAL, EEHFICEMEEREFELET,

AET, BELT AT RAERIRLUET,

— [ARC4], ARC4 i3 d L<BIRSN LT VT ALT, Ay b—U%
BHEINKT 2 BALBE Z i/ NRIZ & L0 iR e sk a2 28l L
£,

— [AES], AES X, XV hREsba EBH L ETH, E5kicLy
BB DB 72, ZEFITITEBENREAELET, AES I, @,
TFRATEE DT TV r—va rCERAEINET,

BT 7Ly haA X—TNERIETT 4= NI LEST, 2O TV arEw
AX—=TNZTDHE, AvE—VDRMNT 7 ANVNT T UFRETHI LD LD
RV ET, ZOF T arE 2T 48 —TNMCTHE, AvE—VDORNT A
NNRF— P—=NTEBIENDILICRVET, TAE—TNLDHEE, Ay
TV OBRENC L VRRR N B L IR0 £, 7T UVPREIKGFELRL
A=

[Message Settings] =2 3 > T, [Secure Reply All] %A X —7 VE LT «
=T LET,
[Secure Message Forwarding] % 4 *— 7 VE7213T 4 E—T7 LI L ET,

HTML BEXo@Em7T > 7L — b E&ERLET, 7FAF VY —XATHRELE
HTML X O@BEFNSERLET, 7oL — FRRESN TR 285 E
VATAMIT I AN IDOT T L — " EFEALET,

~

GE) F— VN3 ZEHEOET ANV TTIVr—vaitko7,
HTML 72137 % X MEROBHMEFENET, WHFOBEMEHET D4
EWRHY ET,

B
B

TXANEROBEHT L —FE@ERLET, TFAN VY —ATHRELE
THXAMEROBANOGEIRLET, T 7L — FRRESN TR T2
B VATAET AN IDOT L — R EFERLET,

W e bRpuEmH oL~y X —2 AT LET, b7 e AR X A LT U b
LIZBE. 77947 A XmamERELET,

A=V RKILOREB(LEBORIT > L — N EERLET, TFAF U V—
AT Ebtﬂ%m%%@ﬁ7/7v FB®RLET, 707 b— FREE
EnTWAhoT-EE, VAT AIT VANV DT L — NEERHLET,
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ATFvT 18 ZTEEEELTHRELET,

ZAFw7F 19 Cisco Registered Envelope Service Zffifi 4 2854, 77794 7227 a L
Ja M/7ﬁéiilﬁ%ﬁﬂﬂfﬁﬁ‘?éz\giﬂ% DET, TTIA4T v AT rYE
Va=rrThHe WEATR T ANNNBEARAT Y K F— PR L L HITH
FSNET, TTIAT v A&TrEYa=v 735003, BT 57 m
7 7 A VO [Provision]| RZ &7 Y v 7 LET,

PXE TV VDEH

[TronPort Email Encryption Settings] ~—Ti&, PXE =2 Y U DBUTNN—T =
VETTIATUAMMERT L RAAL v ~ v BT Ty A VR RLET,
AsyncOS DLFTD/N—Y 2 Tk, PXE = VU 2 HHT 5121 AsyncOS %
T AMENRH Y F Lz, 4 TiL, [Security Services] > [Service Updates]
N= (iﬁ_iCLI@updateconflg a~<w R) 2o T, HEIWIZ PXE =
CrEEHTHEIIC IronPort T ST A T VA EHRETEET, FEMICONT
. =207 v 77—k (P15-486) 2L T ZE0y,

F 7. [IronPort Email Encryption Settings] ~<—’® [PXE Engine Updates] & 7
vz »® [Update Now] A" % > (£721L CLI ® encryptionupdate 2 ¥ R) %
FEoT, FHTZ U UERERTLILHTEET,

12-4 [IronPort Email Encryption Settings] *— < ® [PXE Engine
Updates]

PXE Engine Updates

Type Last Update Current Yersion
PXE Engine Never updated 6.7.0
Domain Mappings Fils Never updated 1.0.0

Update Now

ESiba> Ty TJ4IL3DETE

FTe 7 s A NVOEMRE, EOBEBTA—I A v—VrkabT &%
ﬂ%&bé%ﬁuﬂ/T// T4 NEEERT HMERNHY ET, avrTY T4
Zix, BEETA—NEAXY U LTAyE—VUBBESNLEEEI—ET 20
BT LET, arTryY 74 0ZI250 A v —UREfic— ﬁ¢6&¥wﬁé
Nn7=oH, IronPort EFA— N X2 T 4 TTXITAT VAT AvE—VEKES
fbL, AEnEF—2F— VY—NITHKELET, 2OTTFTA4T7 AT,
AT 2% — b —NEZRETDDD, BE7a 77 A VTHRESNTEREL.
DK SR EZFEH L E7,
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IronPort @F A —/LEEE 1L

TLS #HZHESEtORHYICEA

KA A I E S 256 eHlIc -5 % | TronPort 777 A4 7 > A1X TLS 23
FRAETHIIE, A vE—VEHE LT 2ROVICTLS HEfii CTA vE—T %
HHELET, 77T 407 A&, s (Required, Preferred. 7213
None) @ TLS #E LM b Ty T4 VA TEHESNLT 7 v a gk
WT, Ay —UESET 50 TLS ### CEET 2 IEL £,

ATy T4 VAERRRIC, BT A vy E—TEREET D, 7 TLS i
TEEERA T, TLS B MEA AR THNIEA v — V&KL T 50 %R
ECEET, & 12-2 T, BEBALHIE 7 4 V2B TLS i TO A v —T Dk

EERBBGHE, BFA—N EF2 YT 1 TFIAT VAR,

KA A > D585

fl#E D TLS MEIZESDNWTED LA v =V EEETLINERLTVET,

& 12-2

ESA7 7547 VRD TLS $R—k

SESEHIE TLS &%

TLS #EHENERAAETH
BIEEDTO Y

TLS #EHENERFAITH
BIEEDTO Y

[None]

T Rp—7ERESEL

T Rpo—7ERES L

TEELET, TEELET,

[TLS Preferred] TLS #BLTERFLE | Xe—T7%RE5EL
7 TEEFELET,

[TLS Required] TLS ZEB L THERFLE UENIAERFAYE—
R DN A

SEHEHIEI T TLS O A 31— T ML DOFERIZ DUV T,

[ Cisco IronPort AsyncOS

for Email Advanced Configuration Guidel @ TCustomizing Listeners] D ¥ % %

L TLL7EE0,

Encrypt and Deliver Now 2> 7> 7 1 LA DERK

Ay —UERE L L CEIFHCEE L., TNLEO T a A2 Ay S5
T T 4 VEEERT BT, ROFINEIZHEVET,

2AFvF 1
A7y 2
AFvFT 3

[Mail Policies] > [Outgoing Content Filters] (28 L £,
[Filters] 27 > =2 > ¢, [Add Filter] #7 V v 7 L¥7,
[Conditions] =2 = > C, [Add Condition] #27 U v 7 LE 7,

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g



¥125 IronPort BFA—ILEESE |

ATFvT 6

AFyvFT 9

Bt 2 A= 7 g NE ) T T EEMEEBIMLUES, & 20E, g
GRS LT D720, A E-IIAR I EDOHEEIZ 7L —X
(TConfidential] 72 &) Z#&ie A v —V @A T A58 2 BN TE 9,

[OK] %27V v Z LET,

SAEOER OZMICHONWTIE, T2 T oY 7 o A X OE | (P.6-198) %
ZHRLTL &N,

fEE T, [Add Action] 2 U » 7 L, [Add Header] Z3#4R L, BINDOK 5L
EXRET O~y —2 X v E—VIZHALET,

WGt~y ¥ —OFEMICOWTIL, [ v =TV ~DOEE{b~y & —0iEn)
(P.12-412) Z2ZH LT ZEN,

[Actions] £Z 2 > C, [Add Action] #7 V v 7 L&,
[Encrypt and Deliver Now (Final Action)] Z3#R L £,

3 . s =
12-5 Encrypt and Deliver Now 79 >3 > DEE
Add Action
Quarantine N . N
Encrypt and Deliver Now (Final Action) Help
Encrypt on Delivery
Encrypts the message, then delivers without further
Strip Attachment by Content processing.
Strip Attachment by File Info .
Encryption Ruls: | Always use messsqs ncryption. v
Add Disclaimer Test
Encryption Profile:
Bypass Outbreak Filter Scanning Subisct [reutiect
ubject: ubje
Send Copy (Bcc:)
Motify
Change Recipient to
Send to Alternate Destination
Haost
Deliver from IP Interface
Strip Header
&dd Header
Encrypt and Deliver Mow (Final
Action)
Bounce (Final Action)
Skip Remaining Content Filters
(Final Action)
Drap (Final action)
Cancel OK

FIFCBET DA v =V R EICHE LT 20, TLS #ifi & It L7283 ORAT
WRIGLT L T DB A v =V 25T 202 RIR L £7,

ATF9FT A0 2Ty T4 VA ICEEM T LT n T A Ve RIRL £,
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ek ue 7y A, RT3 — V= EX2UT 40 UL, BX
NRAve—v zr_Xu—707r—<y MUIZETHE. BLOMLO
AvE—VREEFRELET, b7 vnr7rAVEar Ty 74 0H
BT 723BE. 2T TA A ZIE IS DR SN RIEE N5
A v =2 LET,

ATFYT MM Avb—To4E AN LET,
AFyF 12 [OK] %22V vr LET,

126 DTy T4 VR T, AvkE—UKRLTABA 20T Y %%
RIDavsroy ZJ4VEERLET, T2y T4 VETERINT
WAHT IV vavid, ETA—NERSAELTEET S EHEELTWET,

12-6 BESitarToy 7405

Content Filter Settings

Mame: | [sensitive_content

Currently Used by Policies: | Mo policies currently use this rule,

Description:

encrypt messages that contain sensitive material |

order: (of 2)

[_4ds Conditon..._|

Order Condition Rule Delete
1 Message Bady only-body-contains("*aba", 1} oW

[ add acton.._|

Order Action Rule Delete
1 Encrypt and Deliver (Final Action) encrypt ("encrypt_sensitive", "§Subject") o

ATvF 13 Wb T 7 va o &2BILEHE, [Submit] 227 Y v 27 LET,
ATvF 14 EEEHELET,

ATFYT A5 T U TANZEBMLEL, 74 VFEREA—L KR —ITEMT S
VERH Y ET, MEEO=—XIZEC T, T 74NV N R v—Tarrry
TUNBE oA X =T NICT D, £ T A NEEZEED A =L R —IT5EH
TAHZEZBIRLET, A= KU —DEIEICONWTL, [2—P_R—2 KR
v—oE ] (P.6-190) #ZH L T EEV,
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Encrypt on Delivery a>5 > 74 L2 DERK

ATy A1
ATvT 2
AFv7 3
ATv7 4

&

ATFvT 6

AFyvFT 7T
ATFyv7T 8

BUEIFIC A v — VR MRbT a0 Ty 74 V2 BERT 1213, kDOF
EZHE > TL7ZE W, BEROREILEIF, A vE—YBROLE OB
By TRTOMLENZET LEZHET, A ve—VRES bah, BEshsZ &
EEWRLET,

[Mail Policies] > [Outgoing Content Filters] (@) L £,
[Filters] £ 7 + = > . [Add Filter] %7 U v 7 L7,
[Conditions] £ 7 ¥ =2 > ¢, [Add Condition] #7 U v 7 L7,

WELT DA =BT 4V F )T 558 5BMLET, & X, BE
GRS T D720, A E-IEAR I EOHEEIZ T L—X
(TConfidential] 72 &) Z &I A v —IZFMT A2 BINTE FT,

[OK] %27V v 2”7 LET,

RIEOIEROFEMICON T, 32Ty 745 OfE] (P6-198) #
BRL TS,

fEE T, [Add Action] 2 U » 7 L, [Add Header] Z3#4R L, BINOK 5L
EXRRET O~y =% X v E—VIHALET,

WGt~y ¥ —OFEMICOWTIL, [ vy =TV ~DOEE{b~y ¥ —0iEl)
(P.12-412) Z2ZH LT ZEN,

[Actions] 7 > 2 > T, [Add Action] #27 U v 7 LEd,
[Encrypt on Delivery] # &R L 7,
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2AFv7 9

2797 10

ATy 1
ATvT 12
ATFv7 13
ATv7T 14
ATv7T 15

B 12-7 Encrypt on Delivery 7% > 3 > O&E

Add action

Quarantine ‘

Encrypt on Delivery Help
‘Em:rypt on Delivery

The message continues to the nest stage of processing.
Strip Attachment by Content whean all processing is complete, the message is encrypted

Strip attachment by File Info and delivered.

Add Disclaimer Text Encryption Rule: | Always use message encryption. ~|
Bypass Outbreak Filter Scanning | Encryption Profile:

Send Copy (Bocc:) Subject: |$SUhJECt

Notify

Change Recipient to

Send to Alternate Destination
Hast

Deliver from IP Interface
Strip Header
Add Header

Encrypt and Deliver Now (Final
Action)

Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel 0K

FMHIZEHET A =T EICHE B LT 50y, TLS ##Hi 2/ L7258 OFIT

NDEMLTZEEDHRRA =V BRFAALT D20 BRI L FT,

AT T NEIEEMAN T AR LT e T s AV ERIRLET,
a7 a 77 A0k, FATLHIHF— =, X270 LN, BX
RMRAyvt—y o _Xua—T7073r—~<v MUIZBETHRE. BLOMo
Av—VREERELET, b7 verr A Va7 Y 7404
WCBBEM T 288, v Ty T4 AZIT I E OB S -3 E & i
fbAytE—IICBHLET,

Ave—VOMLEANLET,

[OK] %27 Vw7 LET,

Wib7 7 v ar&iBML-%, [Submit)] 27 Y v 27 LET,

EREHELET,

AT T ANEEBMLIEL, T4 NVEEREA—IL RY —ITEMT S

PVERHY 3, #HBO=—XIS LT, T74LF RY—Tarsry

TAND oA X—=T NI T D, FRITTANVEEBEED A=)V R —IZw#H

THZEEZERLET, A—L RY > —DEEICONTIT, [22—FR—2 R
O] (P.6-190) L T 7Z&EW,
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A yE—OADESENY Z—DEM

AsyncOS TlX, av 7 vy T4V FEEFERA vE—Y 7 4 L H &> T SMTP
Ny =% Ay B—VIZHATHZ LT, BELEEEZ A v E—VIZIBMNTE
T, B b~y =%, BEMT Ol b7 e 7 7 AV TEZRSIN TV DR
FALRREE LEETDHILNARET, BESNERS{LEIEEZ A v — I A
TEFET,

AT TANEEFES TS~y ¥ —% A v e—IZIBINT 5121,
AddHeader 7 4 V% 7O v arvkearsyy 7 42 ZBML, Bt~y
F—LZDEEANILET, 72L& 21, Registered Envelope % 551 24 F¢f T
HWIREINIZT D25A1F. ~v X —4 & LT x-PostX-ExpirationDate, *~v
A—DfEL LT +24:00:00 Z AN LET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £12F IronPort EFA—ILEES{L
||

12-8 Add Header 77 ¥ 3 VDERE
Add Action
Quarantine
_ Add Header Help
Strip Attachment by Content o
. . Inserts a header and value pair into the message before
Strip Attachment by File Info delivering. To replace a header, use this action after Strip
Add Disclaimer Text Header.
Bypass Cuthreak Filter Scanning Header Name: |%-Postx-ExpirationDate
Send Copy (Bco) Header Yalue (optional): |+24:00:00

Motify
Change Recipient to

Send to Alternate Destination
Host

Deliver from IP Interface

Strip Header

Add Header

Encrypt and Deliver (Final
Action)

Bounce (Final Action)

Deliver (Final Action)

Drop (Final Action)

Cancel M
BWigfba 7 7 4 V2 OEROFERIZ DUV TiL, [Encrypt and Deliver Now
ATy T4 Z O] (P12-407) 2ZRLTSES D, Avte—Y 74
B Effio Tl X —Df A DWW TIL, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guidell ™ TUsing Message Filters to Enforce Email
Policies] DEAZZHRL T ZE W,
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[ |
hw ] = »
F ey F—
#* 12-312, A v EB—TITBMAREREE S~y ¥ —Z R LET,
*® 12-3 EFA—ILEBEAY ST —
MIME Ay & — H L [

X-PostX-Reply-Enabled

%/ﬂ UTCRERIBEEA F—
T B0nERL, AvtE—T N—
&: [Reply] R ¥ > &R Li@”o z
D~y F—E, A vE—TIChEEk
BREZBMLET,

[Reply] R ¥ v & KR E
T I3FERRIZT B &R
7T —)UEH, true ICPRTE
THERZ U EFRLE
T, T 74N ME
false T9,

X-PostX-Reply-All-Enab
led

Ay —VTREE
EAX—TNICTHEMERL, A
¥ — R—|Z [Reply All] R & > % %
RLET, 2O~y X —iE, T7F
VDT a T s ANVEKEE EEEL
S

7o TRBITRIF)

[Reply All] A& v & KR
FIITHERTICT D20 E
/T??_j“—/l%ﬁo true IZF%
ETDHERF L ERRL
FT., T 740 MEZ
false TFTfO

X-PostX-Forward-Enable
d

f/t CORRIERE T A R —

T 50 &ERL, AvE—Y N—
&: [Forward] R&¥ v ZF R L ET,
O~y HE—IE, TTANL RO E
Ty ANVEEE EEELET,

[Forward] A% v & KR
FIIIERRICT B0 E
R T —IUEH, true [T
ETDHERZ HFKRL
F9, 774V MEX
false 7?@‘

X-PostX-Send-Return-Re
ceipt

F?ﬁ%‘fﬁﬁmu %—f/],Z‘ 7/1/(:"91*6 NE IR
LET, ZEENZLERTNXa—
TEH L, REFIRAEERES
BLET, 2O~y X—iF, T7%
VDO TaT7 A NVEREE FEXL
£,

PREER ZEET 200 L

RN ERT T —VE,

true ICFXET D ERZ
ERRLET, T4V
]\ﬁgli false '(“7340
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® 12-3 BEFA—LBEEEAYT— (#HE)
MIME ~v ¥ — EL E
X-PostX-ExpirationDate |3%{ZR(jIZ Registered Envelope DA %N |FI%f )7 B TR0 2 &

BIRO AT 2E LET, Azl
R#EIL, F— =T LY
Registered Envelope ~®D 7 7 & 2 %3
HlfR S 41 EF, Registered Envelope
E. A v =V OMIRAEIIL & W
IAvE—VEFFLET, O
N~y A=, A v E— VISR
ExBEMLET,

Cisco Registered Envelope Service &
FEHLTWDIEAE, Ay E—UKE
%12 http://res.cisco.com @ Web
A e A LT, AvE—Y
EIRRE T A v — T OB MR
BRE. T HIBRTEET,

atri(?ﬁ'h”ﬁ‘ *Hﬂﬂ’ﬂiﬁﬂ%
. 4. Bz

+HH:MM: SS ﬁ/ﬁ\ A%t
7o HAHZE o B Z v
9, T 74/ b T
HHIRIEH Y FH A,

X-PostX-ReadNotificati
onDate

LI AT Registered Envelope @ B
W) o fFEHRELET,
Registered Envelope 23 Z OHAR FE T
WIZFHENI2oTeGEe, v—AL
F— Y= NFTEmEAERLET, 2
D~ ¥ —%Ff> Registered
Envelope (%, Cisco Registered
Envelope Service TiIaet 7",
2—7 v F— = NTOLERE L E
ﬁ‘o IO~y H—iE, AvE—TIC
W fbRELBMLET,

FHEt ) 72 H A CRER 2 &
@X?ﬂﬁ Wﬁ%ﬁ%
. 4. Bz

+HH:MM: SS ﬁ/ﬁ\ FA %t
7o HAHZE o B Z
9, T 74/ b T
HHIRIEH Y A,
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= 12-3 BEFA—IEEEAYST— (HE)
MIME Ay 5 — H L] [

X-PostX-Suppress-Apple
t-For-Open

BEALT 7Ly 2T 4 EZ—TNIZ
THM LW ERLET, HEL
Ty MY, 7T UVRET
A=V DM T 7 A VB
9, 77y hET =T MIT
THE, AvE—YDRNMNT 7 A0
% — Y—"cESbINET, Z
DFTvarvET =TT Db
L. Ay —UOBENT L0 FERAS
WINBE TR ETN, TV
REICIKTE L7e< R0 ET, 2o
ANy H =L, TN IDTaT 7
ANEEE EEELET,

BEILT Ly bET 4
B—T T B LR
MNDOT—)Ul, T
FETF 4= TS
20X true ITRELE T,
T 7 4V MEI false T
7

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

0L-23078-01-J |



| 125

IronPort @F A —/LEEE 1L

® 123 EFA-LBESEAYT— (\E)

MIME ~ v 54— H7LT E

X-PostX-Use-Script JavaScript & £\ 2> _Xe—7 |JavaScript 7 7L v b &
REET LMLV ERLET, [ BDINEDRNINO

JavaScript # & 722X —
L, ZEHEOa U Ea—F BT
rNu =7 u— A VZHE T 57
Wb D JavaScript & £ 2
Registered Envelope ® = & T9, 3%
fF& X, A vE&—TY %A 25121F Open
Online A Y » R, F721% Open by
Forwarding * Vv FOWF )% fl
AT 50ERSY ET, ZEZOR
AADTF—F U =AI2LD
JavaScript 2HIBR S 4L, BEB{bS
T Ay E—VEBE TERVWIEGA,
TNy B —FNET, ZD~y
B —I A v —VICH S LR E % B
mLEd,

7 —/VfE, JavaScript %
GERNT LR —T %
HEET AL, false T
RELET, 77411
flilZ true TY,

X-PostX-Remember-Envel
ope-Key-Checkbox

A7 T4 T Nu—7ERET
L2, mo_Xue—7EHEOXF—0
Fy oy Ta@FR TRV
RLET, =o_Xe—7 F—0
¥y v/ TR REENELWD
/NAYT— K& ANJJ L. [Remember
the password for this envelope]
Frv IRy At I LIZgEE,
AR DT R u—7 O Sl F — 3
ZEFEDALE2a—F Ty v ia
INFET., INLBE, ZEFILED
ayva—FTTr_u—7%HH
HT A0 AT— REd H—E
AT HUEETHY ETA, ZO
N~y A=, A vV
EERBEMUET,

R —7F F—0D
Frvvarhf -7
129 %M, [Remember
the password for this
envelope] = v 7 R v
J REFIRT DL
NOT —)VlH, T 7 v
ME false TY,
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EEEANY F—Df

ZOHTIE, Bk~ y ¥ —DflzrmLE7,

FI534 o TORBDLEHT AT F—E( 2 —TNIZT S
TR —7 X —DF v v a2k A Rx—7 /I LT Registered Envelope % =15
T2HITE, RO~y F =% A v —VITHALETS,
X-PostX-Remember-Envelope-Key-Checkbox: true

[Remember the password for this envelope] = » 7 7R v 7 A% Registered
Envelope 2R RSNV ET,

JavaScript Z8F NI oRA—FE# A R—TIIZT B

JavaScript % & ¥ $'(C Registered Envelope #3589 5 2i%, RO~y X —%
AyE—VICHALET,

X-PostX-Use-Script: false

ZA54& 7 securedoc.html i{kf+ 7 7 A L& BH < & | Registered Envelope 2% Open
Online V> 7 & & bR S, [Open] R¥ U WT 4 =T M2 £7,

A oE—URMHABRES R—TILIZT S
EE%, 24 FETHDYIRPEN D LA v =V ERET HITE. KO
Ny = Ay E—UITHALET,
X-PostX-ExpirationDate: +24:00:00

EE% 24 KL, ZEZFIXZOBEILENTA v E— P2 BB L TNEEZRD
ZENTEET, TNLK, Registered Envelope Tit, = N —7 DA%
BRAEINZZ L& RT A v E—URRRENET,

EEE7ILY FETaE—TNIZT S

BWEALT 7Ly bET 4 =T NI L, Ay BE—VORMN T 7 AV EF— P —
NTEFT AL, RO~y X —% A yE—VITHEALET,

X-PostX-Suppress-Applet-For-Open: true
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N
GE BEEAET Ly FE2T 4 E—7 M L TWEEES. A vt —0BENICIIHER A
MY ETR, TITUPREIIKELRLS 2D £,
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