S CHAPTER

BFA—ILEXa)T4 IR—

& O

Sy

BFA—NL X2V T 4 v —I %1%, IronPort 7 7547 ADTXTDE
FA=NL X2V T4 = RABIOT IV r—yva rEEHT LD 1 D
DOEFEN IR F a2 R =TT, KV IY—Z2LVYHEOY Y —ZATiH, 7oF =R
NREABIOT U F A NVAREX, VA ST —HALTITOAULTWE L, DFED,
RV —F, AvbE—VOZEEELEIHEEICKESHTTIZRL, IPT FL
ADZAEY AF—=ICESWTHEASN TWELE, &6 5% EFA—1V2%ET
BIODF— R = A OFRE] T, VAT —OMERB X OREHFIECHONTH
E)qbi‘j_o

B AN X2V T4 3=V EEATDHE, VA NG T L FHERE,
TUFARK, TVFUANABLIPETA—N a7y R vr—% {#5
DAVNRTURBEOT 7 MR R R —%2N LT, ZEEEFITEESE
AL CEB T X7,

GUI @ [Mail Policies] *# == — (CLI @ policyconfig 2= K) ZfEM LT,
FEEFIIREA NV R U—2ERBLOEELET, A—1 KR —I3,
WOEDREDHR B~y B T ENI2—FOREDE Y FE LTEHESN
¥4 (moR_Ru—7ZEE, o _Xa—7EEE., From: ~vy X —F7-1%
Reply-To: ~» & —),

o TUFANL A¥x

o TUFUANLA RAF ¥

o UANAEYT 4 NH

o« VTV T 4NH

=P, BETA—NT RLVA, BT A= AL U EZITLDAP /v —7 7
T —lZkVELTETET,

[ oL-23078-01-J
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ZOEIT, WONETHERSLTWET,

o [o2—FR—2 KU —fff#E] (P.6-190)
e [avF vy 74 Z O] (P.6-198)
o [ZEEEOH (GUDJ (P.6-219)

—HFR—=X R O—DHE

B AN X2 T 4 %=V Da—HPFR—2 RY L —%fEHTH L, H
BNOTRTCO2—VFOIFIER, FEMNOEX2) T 4 =— X207
RY —%ERTXET,

el ZE, ZoMREEZENT L. ROFMEEZEMAT 2R —2 ¢ ITERT
TET

 TIronPort Anti-Spam A ¥ ¥ > %, RFEH~DOT X TOEFA—/LTIET «
=T, mrTU=T Y UTETE. BEERDLWASRL Ay b—
CEMBEOR =TT 4 T A yE— /@#ﬁ TE T ERAMT, Bk e
EINTARLE ey 7T HHREORY U —4%#HA L T4 x—7 /1L
F9, oo AFHETIE, BHELEDLWVWANRA X ye—U ERED 2N
=TT AT AvE—UERELT, BELHEISNIEARLE Ry
TIB, BBHEARARY U —Z2BHALTT v F AL AX Y A R—T L
WLET,

o VAT LEMEITN—TLUNDFT R TO—W T, BHRAFETARES 75
LOEST 77 A NE Ry 7 LET,

o IUVET UYLV TDOA Yy E—VDUANAEAF Y VEBLMER L&
T, 7 KL R jobs@example.com [ZIEEENDHTXTDO A vE—VDREYE
MI7 7 AV Py 7 LET,

* RSAEmail DLP #fEM L THFRTORKEA vy E—VE AT v L, HEE
MELTHEOMEDOHDERBEENTNDINE IR LET, FiFL—
By DA =3, BESL, IEBEICT 74 F h—ARy ae—7Tik
Fa3nxd,

o HEAVE—VICMPIIRMZ 7 A NVIREENTNDLEE, TORAvE—V
%*ﬁrbf\ 5”15‘6&72/)(1/‘511:1% :\ A y— /%11:1'?_6 17‘/ k
TD—0 FXRb—vay B —|ZHWEDLEDIMNERDHD I EERT A
E—VEEELET, ZOLIRA =TI 10 BRIZADHRE G E
R
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o TUTEBIT AT RAEZ v TNLDTRTORGEA—N~DREBEFHERED
BHDE T 54 8D, BREPLOTRTOFREA— MR D TIF
KD RIAHICET L) REFHEGSDET,

o TRTDEEAYE—SDUANAET 4 VEZRER A X — T I LT,
77 ANEET D dug ODIRMFZ7 7 ANV EFDRA v E—VDRAF ¥ L&A
INALET,

S

GE) VTV TaNERL, arTryY T4 vat . HEREE IO
457 7L— b EBRT 503, L2 EANCER L TELERH Y £
o FEIICOV T, [7% A N U V=2 (P14-429) ZBML TS,

BESIUV REEAYvE—

ETFTA—N X2V T4 7;?\ X Tl 200K V— T—=TIRNEEEN

F9, 121, HAT AU > —i2k Y TAccept) EifEL L THESNDEFEHA

FRHLDAYE—VHOT— 7NT\%510®?~7NH\HM7mde@

EERARINDEERA MVHOT =7V TT, FIFEDT—T ML, FERY v —

T=TNT, BEIL, BERY) — T =T LTI,

o FHEAXAvt—20%. EEDY A F—>D ACCEPT HAT RV > —|{Z—ET 58
MNOZEENDL A vyE—UTT,

o BEXvE—%, EEDY Z2F—d RELAY HAT &V > —Iz—+ 54
BHHED A v v—TUTY, ZORREIIE, SMTP AUTH CRIESNI-(EE
OENE ENET,

GE) HEDALAL—ATH, IronPort 7774 7 v A&fEHT 5 TNE A—
X, TRTCOZEHEBHNBT RLALT RLAREIN T IHATYH, L
RiaxnEd, 72& 23X, IronPort C150/160 1 A % <~ —DFE1XT 7 4 /v T,
System Setup Wizard 231 > /3 I\aﬁ%f —NVDZEBLOT U D RE
FA=NDOVL—HELT, 1 VAT —IZWIA —P Ry b R— & 1 D%
ELET,
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ZLLOBRETIEH, WTFhbiy s VRAF—ICIWERENEEAETH, &HE
T NIRRTV w7 BET—TNMITTAX— R InNET, FFED
A=V THAISNDIRY V— T—TF, AvE—VDKH, 2F0, %
BET FURAPREEZET FLANE I D, i3 =Ry h~DRENA
73y h~DOEENE I DITEFLERE A,

INHOT7T—TNEEET AHIZ1E,. GUI @ [Mail Policies] > [Incoming Mail
Policies] & 721% [Outgoing Mail Policies] ~*—, & 5\ I CLI ®
policyconfig I~ R&EMFEHAL ET,

RKYI—R9FUT

FEAVE—VBR VAT LAOY AT — 2L 0ZEFEENDE, VAT LATREIN
TWB Y A=K, FA v E—VUZEHZ. Wl oor—7
NORY =y FrTENET, vy Fr7E, ZEHEOT FLRAEITE
BEOT FLADWNWTUNTESWTITONET,
e ZEET FLAEF, =" —TZEFET FLREvyF U T ENET,
ZEET RLAORyF 7T, ANSNDZEET FLRIL, EFA—
W RA T T A L DFATIINC L DRI BEORHE DT L AT, 728 2,
AF—=TNZENTWDBEHA, T 74/ RAL Y, LDAP V—TF 4>
FHE~ADVL—FR, A VT A T—=TN, RAL Y = TBIOAY
=Y T4V HBEEL, TR — TR EET RLAEZEERTEET,
XD, ETA— N X2V T4 v =Ty (TUVTFARL, TUF
TANAR, ATV TANEIBILORUANVREGRT 4 v%) ORY —
LDOAYE—VOTFUTIIEBEEEZDIENH T,
o EREETFLAZ, OT FLRE~wyF U TENET,

— =N —7%EH (RFC821 MAIL FROM 7 KL &)
— RFC822 From: ~» ¥ —®D7 KL A
— RFC822 Reply-To: ~ v #—D7FT KL A
T RVR =y F U 7E, BRRETA IV T LA, 2—W RAA U FEIT

AW R AL OWTND, HDHWIELDAP Jv—7 A=y 7T
nEJ,
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First Match Wins

BRZEHET, U727 -7 (BERELIEFEE) OFRY =T L TEND
JEZ BFAfh = AL E T

AvbE—VDRZEZFICH LT, BN —HK LR o—RNEHShET, 2E
ERNFROFEY L —loh B LAVEA . Z0ZEHICT. BENC. F—F
VDT TN R —NEAINET,

Sy FUTNEEET FLR (FRET7 v 77— RIS L OER S D RER2R
M) 24— = (LLTEZR)) ITESWTIThU DA, A vkE—TD5KY
DEEHEERIC, TORY r—=PEHShET (Zhid, A vye—Y T LICFE
THEEEEITY AT =01 AT DD TY),

RYS— T yFoTDH

KOFTIZ, R — F—TARNEDL I EnDIEICI~YyF o T ENH g
AL ET,

WDFE 6-1 ITRTEEA—NDETA—N X2 UF 4 KU —DFTIL, &
BAYE—VEEESERRI =Ly F LT ENET,

& 6-1 RY—2vF oI DH

B |RUS—4& a—¥

1 special people S R joe@example.com
ZIEE ann@example.com

2 from_lawyers BEH : elawfirm.com

3 acquired_domains %1334 . eénewdomain.com

ﬁfé;ﬁf . Ganotherexample.com

4 engineering {33 : PublicLDAP.ldapgroup: engineers

5 sales team ZIEE  jime
f5# : jonne
i“f%% P larry@

Default Policy (La—H)

[ oL-23078-01-J
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#11

EEH billelawfirm.com N HZ(EH jimGexample.com [ZEfF SN D A vk —
DIZiF, RV =2 REHENET, ZhiZ, RNT, EEE (elawfirm.con)
L—HT -V, ZEE Gine) &E—HETH22—FHBA LY LATNIR
SNTWLH7ZHTY,

#l 2

Jﬁfg%" joelyahoo.com 1%, 3 }\@’;ﬁ"fﬁ%\ john@example.com,
jane@newdomain.com B bill@example.com @%fﬁf /'E“*V%Jiéfg LZE
9, Z{E#H janefnewdomain.com DA v E—IIZF, AU —3 TEZINLTW
DT T ANRD, TUoFUANAR, UANVRERT A VZBIPa T Y
T4V NEHESNETN, Z{EF johntexample.com DA v E—ITiE, R
V=S TERBINTVARENEHINFET, Z{E¥# pbilleexample.com I, =
YY=T U IDAP 7 — & —HLARWIZD, ZOA =R, T
TAN N R —TERINTVARENPHEHINET, ROBITIX, ZEH
DEBEHDHA =V Ty =R FNED X I ICRET HNICOVTORLE
T BRI OVWTIE, A v =Y 0% (P6-194) 2L T EEW,

73

i‘f.:.%‘ bill@lawfirm.com (X, 1;:.%‘ annlexample.com BIO
larry@example.com Ay t— /%Ji\:'fn biﬂ‘o X’fn% ann@example.com i,
AU — 1 CEBINTWVAT VFRANA, TrFIALNA, TANLREGET 4
NWEBINaT oy 70 V2038 I., 2% larryeexample.com (213,
RV =2 TEZBINTVWDET VT ARA TUFUANVA, TANRAEGT 4
NEBIOar Ty ZoVEREFRSNET, i, RNT, EEH
(@lawfirm.com) 23, ZIEH (jim@) LT —PHHLY LENIREINT
WA= TY,

Ayt—UHR

ATV N A=V (v F 7 RV —I2kd) F, %EHE
DEEH DA =V, ZEFICESWTERRLZRY o —%2[BICEHATE %

AT =X LTT,

BZEHT, BATHETA—N X2V T4 vF—T% T—7 N (BEEEL
([TFIZ) OFKRY =Tk LT EN DRIl S E 3,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| 6%
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A== THER) V—F, INLOZEHEIZH LWV A vE—T%El

LET, ZO7utv AN, [ Xot—20F LEHZINET,

. *%@ BEMNBRRDERY) —E BT D56, ZEFEFHLEFRY >—
WIZHEASWT I —F S, AvE—JEF—HLERY O—HERED A v
=TI HEINET, INOOZEFT. TREEY e [H80E) 1IT&
EINET,

o TRTCOZBEMNRURNY v—¢—HT D256, A vE—ViEInHINER
Mo RN, HBEL OBEMTONDEZDIE, B—DXA vt —UNA vE—
UZEFHE TN NIHREEINDLEATT,

o BAvE—UNBNT, TUFANA, TUoFIANLA, DLP AFX v, @
ANAERT A NVEZBIRay Ty 7402280, BEA—N AT
FA U THENAE E N E T,

#£ 6212, BAA—NRATITA LV TAE—URRHEHINDEETA L MaERL
ij‘o

S

()  Email DLP A% ¥ 3, REEA v — VR THEATE £,
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A =V T L OKENLE
'ﬂa%f"‘ﬂ/ "IZ?Y‘H-)T/I’ VZ /’\”@%'fnkio%\é{:x

|
% 6-2 BFA N RLTFAVTDOA Y E—OHH
Ayt—2 T4I)LA E
(filters) \2 TRTOREBEDA v E—
T UFRINL N || AvE=VIE AvkE—Y T F0HE
(antispamconfig, ¥ D EHENST T ARNBEOD G55
listenerconfig -> antispam) :\2 é;}ftij—o
TIOFIAILAR ¥
(antivirusconfig, N E
antivirusupdate _'L TRTCOZEEDA v E—
listenerconfig -> antivirus) > [|RUS—1 E—B
AVTUY T4IE " Eﬂ#ﬁtm&%%mxwt—v
(policyconfig -> filters) o ||RYyS—2 &—%
; OB
DANABERET 4 ILE i ZOHDTRTOREEDA v—3
|I-| (vofconfig, vofflush, vofstatus) f\l (TN RY—E&—%)
# I
T |75 #HxmsL "
D |(policyconfig) [
S
() HLWMID (X yt—Y1ID) 3, HAvE—UHRMICERSNEST (L& x
(. MID 1 /&, MID2 8L O'MID 3 (2720 £77), FEMIZ OV T, [Cisco
IronPort AsyncOS for Email Daily Management Guide] @ [Logging] O&E4% %
LTS &, £/, PL—2HBEIX, Ave—VEHDALEFY v —%2R1L
7
B AN X2V T 4 =R =T R —DR) V=~ TF U ITBIUVA
=R EE, TTITATUATHEATE DA v — VOB EL 5 2
i—é_o
L=EE2 VTS

I RT H—~ o AT BE 5 2 5729, IronPort
— VAR v— T —

7/»%1ﬁﬂﬂbf\ EHPISBEAL TR U—%BETDH MR LET, OF
. RO =—XEFMEE L, REEDOA =T NRT 740 b KU — CTHUER

én\ DED A =T,

BN sk RY —TRE I D X5 ITH#EE
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BRELET, ZOLHICTDHZET, Ave—UH@ANRKMeSH, V—7
X2 —DEDHUA =TV OMBIZ LV ZT DV AT b NXNT p—~  ADHE
YA AN

RYS—DRAE

B AN X2V T4 =V T—TNE, 2—VDORHFED I/ L—TF (=
R —FRIEE, =X e—7REE, From: ~v ¥ —F¥ 7213 Reply-To: ~»
=) ICH L THEEELIREA vV~ F oL, 2RO EROBERED
RHEDOREIIYy BT LET,

TFANRL AFX Yy TUHOREX, HY U —2D AsyncOS OV A
T —HLORE LR LRE T, FMCOWTIE, [T F A L)
(P.8-259) &ML TLEEW,

TYFIANA AT Y ZTUHOFFEX. HY U —ZD AsyncOS D U A
F—HALORELFEURETT, FMIcONTIE, (7 FUALR]
(P.9-303) &ML TLEEW,

AT T4 E D EEMIZOWTIR, Ty T v 2 O
(P.6-198) ZZML T 7Z&W,

A NVAREYET 4 VB

IronPort D W A LV AJEGE 7 4 VX EEEIL, WERDT VT TANAR X2l
TA P—EZARHFLVWIANRA VT =F v 77 /VTEHINDET, &
DLWAYE—VERETLHIET, FETANVADREKTD [FH—0
B A 2] BT A2 P2 U F 0 —E R TE, AL ARG
T ANFIIREEDOZEHEICRH LA R —TNELET 4 =T M TEE
T Flo, BIA—N X2 T4 K=V XY DUANVAERT 4 V2%
BENRANAT LT 7 AN AT HERTDHILEHTEXET, GOV
TiE, B 108 TOANVRERT o VF ] 2SR TIIZE W,

T=ZHERPIIE RSOV TR, B 1B TF =2 iEKEE] 25 LT
LIV,

K 6-112, RV —CERBSNIZA—VFEEEDOT VFANRL, TUoF AL

A

UANREGT 4 VE  DLP BLXRar Ty 74 VEREICY LS

T5GUIDETFA—INL X2 T4 v~ —V v R LET,

[ oL-23078-01-J
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6-1 GUIDETFA—I £Fal) T4 22— R —OBE
Incoming Mail Policies

Find Policies

Email Address: I 8 Recipient Find Policies

Sender

Add Policy...

Virus

Cutbreak
Order | Policy Name | Anti-Spam Anti-Virus Filters Content Filters Delete
1 Sales_Team IronPort Anti-Spam {use default) (use default) | drop_large_attachments i}
Positive: Drop ex_employes
Suspected: Quarantine no_mp3s
=can_for_confidential
2 Engineering {use default) {use default) Enabled ex_employes i}
=can_for_confidential
Default Policy | IronPort Anti-Spam Repaired: Deliver Enabled ex_employee
Positive: Deliver Encrypted: Deliver no_mp3s
Suspected: Disabled Unscannable: Deliver =can_for_confidential

Virus Positive: Drop

Key: Default | Custom Disabled

ATV T4 L2 OHE

BFA—N X2V T 4 ~3—T% KU —TlE, ZEEEZITAEEHRNT
A= ICHAEND AT UY TANEZEERTEEST, avTrY 74
NWNEE, BT AN AT ITA L TRIZEFEHSIND S, 2FE0, 1 2D A >
VR, FEFA N X2V T4 v X =T K IS D% DO
DA yE—TIZ 53] SNEHETEAINDRERNTE, AvE—V
TANZLIFERUTY, avTrY 7oV RBRER. A vE—2 7 0 L4
HBIOTUVFRANRAET U FUANLA ZAX v R A vE—IC5% L TETS
nNiegcEmAInET,

HWEOA Y=Y T4 VEZLERRIZ, HFa2 T T4 NVFICARTIEERLE
T, ZOAFNE. HHESNIEEELZERBEA LK) — T —TLT—ET
RTIERV ERA, BEEGBBIOREA NV R v— FT—T X, 27
VY T4 NEMBEOE— (22— VXN B ET, BFX, T VHE
it (BREELIIRE) TERINET, 2L, HEBIORY »—iX, EITSh
DREEDT 4 NVEERELET,

WHORA =2 T4 NHE (FrFARABLIOT VT IANA A% % O
WHASND) LIiZ8RRY, avrTry 74042 1%, CLI B XU GUI O T
RETEET, GULICIE, Th—L EALF ] R=URHbYET, ZO_—=IT

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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WX, T TANEEEETAREBLOT 7 v a U EMBICER TE

T, BIA—NEXF2VT 4 v XV Y OERELEFREA N R o— T—
TE, FREORY v—IZEA SNBIEFT, A x—T N ERhbar Ty

TANEZEERLET, £ 6310, avTFrY 74 VZOERICHEHTE 5 £
HoRrLET, £ 6410, avTrY 74V DOERICHENTE HIEREB L
Wk 727 g R/ LET, avsyy 7402 F, MBI OT 7 a v
WCE R ENET, £ 6512, avT Y 74 VEOERIHERTE ST 7
vavERERLET,

AVTUY T4 LB DOEE

AT Y T4 VI TOREOIREFA T > a T,
ATV TANZDORETIE, Ay =V RLELITRMN T 7 AL THRE—
VERRT DT A NF M= EIBINT 285G, N =R SRS RO K
INLEVWEZBETEE Y, AsyncOS (X, A vE—UEAX¥ T 554,
AvbE—VBIORMN 7 7 AV THRET 2 =8B T2a7) 285 LET, &
U EWVER 72 SN TV WIEE, EREBIX true ICFHMiENEEA, 2O
LEVWEIR, 7% A, Av—FID, £id=r 7Y 747 v a7 YOG
WXL THRETE 7,
Fl, [A~—1FID) 2FERALT, 7—FORX = 2T HILEHTEE
9, Av— M IDIX, WONRNEZ—ERETEET,

s JVYy M A—FEL

o KREHSIRIEE

e Committee on Uniform Security Identification Procedures (CUSIP) %5

e American Banking Association (ABA; XEHRITHS) V—T 1 v 7 &=

NE—=UPRBRH SN B OR/AN L EWEORE, BLTA~— b ID OFFEAIC
SV TIE, [Cisco IronPort AsyncOS for Email Advanced Configuration Guidel
@ [Using Message Filters to Enforce Email Policies] ®&E&# SR L T 2 &0,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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BT ANZITIT, BROFMFEZERTEET, HROFMBERINTNDY
B SREEFE OR (TROAEEDOSRM .1 E721EE AND (ROT R TH%
1) DVFHTHET 202 BRTEET,

= 6-3 AVTUY T4 LB DEE
&5 HL
(&HEEL) AT T ANETOFEORETS SV a T,

FUEPRBEINTWRWES, true V— VD EH SN E
o true LI TRTOA v E—VIC—FKL, LT7T
7 va Y NEITINET,

[Message Body or |[Contains text] : # v & — AT, FED/F—1 L —
Attachments] BT 27FA FERIEEA 7 7 A ABREGERTNDENE
DINEHIBILET,

[Contains smart identifier] : A » & — VAR E 7213
TrANDALT YN, Aw—KID & —FHTIE5NEH
DRI L E T,

[Contains term in content dictionary] : A v &— AL

\Z, <dictionary name> L\\H RO AT T 47
YaF VOV TRrOERERELIHEIEERLTY
HZMEIDEHBILET,

ZOF T EAR=TNCTBHITE, T aT
UBTTIER SN TV ERERH Y T, 2T
T4 27 vat U (P14-431) 2L TSN,

[Number of matches required] : /L — V7% true & 7l S 4
L7 DI T —BEE AR ELET, 2D L EVMEIE,
TX¥ADM Av—DbFID, FliFarsrYy 747 af
UDOHEICKH L THRETEET,

ZhIZIE, REAT —Z 2B IUMEEMT TV D
W77 ANVREENET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |
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% 6-3 avy

VY TANEDER (FE)

E3iy

Bt

[Message Body]

[Contains text] : A v & —UAKRIXIT, FFEDNNF —1 b —
BTEH7FAMBEENTNDINE I EHBILET,

[Contains smart identifier] : A v E—YARKILD I T
N, Ax—RID &—ET D EIDEHHILET,

[Contains term in content dictionary] : A v & — AL

\Z, <dictionary name> L\\HARD AT T 47
a TV OWTNOEREREIIHFESG ERTH
LHMEIDEHBILET,

COF T EAR=TNCTBHITE, T4 aT
UDBTTIER SN TV ERERH Y T, [T
T4 7 vat V) (P14-431) ZZRLTIEIN,

[Number of matches required] : /L — V7% true & 7l S 4
DI ER—HEBEEELET, 0L EWHEIT,
TXAMEREFAY—FIDICHETEET,

ZON—F, A=V ORIIEFICHEAINET,
W7 7 ANVETT~Sy X —ITEENEE A,

[Message Size]

ALY A XN, FREFTENICH D0 E I 2Rl LET,
ALY A RXF, ~v X —ELR/fFT7 7 A NVOT G EE T,
A=V A X R LET, KLY A X —i%,
ALY A ZAPIRER LR EN DA v -V ERIRLE
K

[ oL-23078-01-J
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DTVY TANEDOER (RE)

E3iy

Bt

[Attachment
Content]

[Contains text] : A vE—IIZ, FFED/XF — v & —ET
DT XA NEFRIIBIOBRMS 7 7 A VREEN TV B IRA
77 A NVISEERT SN TWDNE I EHBILET,

Z DN —)ViL, body-contains () /L—/L ELTUVNE T A,
COL—ATIE, AvE—VORED R 2AXy
VLABWEDICLET, oFD, 2—FNRREMNT AL
ELTERRTOIHALEITAX® Y LET,

[Contains a smart identifier] : X v &—VHMA 7 7 A LD
WEN, BESNT-A~Y—HFID & —EHT 2520 E D hEH
BLET,

[Contains terms in content dictionary] : #&fF~7 7 A /WIZ |
<dictionary name> L N3 ARIDA LT Y T 47V 3

TVOWFNPOERBREITHFENZTEN TV D0

ESmEHRILET,

T4 vaTVHBEBERRZTAIZE, T4 at IR
TTIHER SN TWARERLY 9, 2T
T4 vatrl] (P14-431) 2L TSN,

[Number of matches required] : /L — V7% true & 7l S 4
DO MELR—BEBERELET, 2O L EVEIE,
THANMN Ax—FID EiFarroY T4 a)
U o—FEEIZx L CTIRETE 7,
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&5 HL
[Attachment File [Filename] : #* v & —I2, 7 7 A MAREED /S Z —
Info] Ve BT AR T s ARG ENTNDEMNE D 2k
L ES,

[File type] : A v&—TIZ, 74 H—=TV » MIE SN
TRHEDONE = & —HT D774V ZATORNT 7
ANBEENTHDENE I »EHHILET (UNIX file
av s RELRITHET),

[MIME type] : A vE&—IZ, $FED MIME % A 7 D¥
77 ANVNEENTWDENEIDEARNLEST, 2O
Jb— U, attachment-type L—/L ERITTWWET A, =
DN—)L T, MIME it 7 7 A VIZE D FEES D
MIME % A 72BN ENEST (T 7747 AT,
2 A TRHRIIEE SN TWRWEES, R 5
TrANDEA T % TPl $252L1FH0YEEL),

[Image Analysis] : A vE—II2, fEEESNTNSEA A—
VHIEE =BT DA AV T s AAREENTND
MEIIMEHHLET, FRRA A=V aHHIEICIE,
[Suspect]. [Inappropriate]. [Suspect or Inappropriate],
[Unscannable] & 721% [Clean] 3% Y £,

[Attachment [Contains an attachment that is password-protected or
Protection] encrypted] :

(ZOEMIF, 2L 21E, AF XY U CERVWATRENDR & 5
W7 7 A NEHAT 25 BIEH L ET)

[Contains an attachment that is NOT password-protected
or encrypted] :

(ZOHMEE, 2L 2F, TXTOBRMNT 7 A VB 5L
SNTWEDEHERT D202, Encrypt 727 v a v &
EhICERLET)

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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[Subject Header]  |[Subject Header] : {4~ #—I2, fFED/ X —2 BN E
EFNTWDLNE I DPEHBILET,

[Contains terms in content dictionary] : {4~ > # —IZ,
<dictionary name> L WA DAL T Y T4 UV 7
TV OWTHPOIERKREEIIHERGEEN TV D0
Eoma Bl LET,

Tarva T VHREERRETDITE. T4 7 a T VR
FTTIER SN TODILERNHY EF, a7
T4 7 vat V] (P14-431) ZZ2RLTLIZEN,
[Other Header] [Header name] : # v & —II2, HEDO~y X —REEh
TWANE I AL ET,

[Header value] : ~v & —DfENR, FFEDNNZ — L —
THNE I EHHILET,

Ny L —DEIZIE, 2T Y T 47 v a )V OMEN
EENET, BEINIZ~y X —IT, <dictionary name>
LWIOARIOI LT Y Ty v at ) OnTANDIE
MEBRELTHABIEGENTVENE I EHRILET,

T4 vaFIVHEERRT DI, T4 7 aF IR
TTIER SN TV DIRERLY F3, [Ty
F a4 rvaF V) (P14-431) 2R LTLTZE W,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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% 6-3 avy

VY TANEDER (FE)

E3iy

Bt

[Envelope Sender]

[Envelope Sender] : =>_Xu—7%EH (00,
Envelope From, <MAIL FROM>) 7%, FFED /¥ —
BT omEIMEHBILET,

[Matches LDAP group] : = _u—7%EH (DFE D,
Envelope From, <MAIL FROM>) 73, %fE® LDAP 7
N—TWEENDNE I DEHBILET,

[Contains term in content dictionary] : = > X1 — 7 %(F
FZ, <dictionary name> L \NH ZHIO LT Y T 4
7vatVONTIOOERRBELEZITHENEENT
WBEMNE DD EHBI L E T,

T4 vatVHBEBERRZTAIZE, T4 at IR
TTIMER SN TV ARERNLY £3, (2T 0y
FarvaF U] (P14-431) 28R L TSN,

[ oL-23078-01-J
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& H LT

[Envelope [Envelope Recipient] : =>~No—7%{E4& (DF Y,
Recipient] Envelope To, <RCPT TO>) 78, MrED /% —r L %

TEMNE I MPEHBILES,

[Matches LDAP group] : =>_u—7%{538 (DF D,
Envelope To. <RCPT TO>) 7%, ##ED LDAP 7/ /v —7
WCEENLMLE D PEHRILET,

[Contains term in content dictionary] : &> XB—7%(3
FZ, <dictionary name> L \NH ZHIO LT Y T 4
7 aFlonTrOERREREZIIAENE ENT
WHE I EHBILET,

T4 vatVHBEERZETAIZE, T4 at IR
TTIHER SN TV AR ERBLY 7, 2T
T 47 vaF VU] (P14-431) 22 LT EEW,

7 : [Envelope Recipient] L —/LiZ, # vt —IHALT
T AvE—VIHBOZEERHDHE. T —TD
ZEHEN 1 AETRBESE, fBEST 7 va v
WA E—VDOTRTOZEHFICHEASNET,

TN —7%EE (O£, Envelope From, <MAIL
FROM>) 723, BED LDAP 7 Vv —FZE&ENDNED

D EHIBILET,
[Receiving Av—Vn, FRESHIY AF—%N LTERE Lk
Listener] EONEHBILET, UV AF =Lk, v AT L THIER

ESNTND U AT —=DA4RITTRINIER Y £E A,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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[Remote IP] Ao —UN, BEDOIP 7 RLAEIZIP Tay sk

—HTBVE— N BFRAIDLEEEINTZE D D EH B
L E9, [Remote IP] L— /i, A vE—T&EE LR
ZARDIPT RLUABEEEDNRE— =BT B0 E 5
EFARNLET, IPT7 FULR RE—0F, IEEELES
N—TORE) (P.5-132) TSR TW5, Fr &
TARAMRREEFERALRESINET, 27 L. SBO,
SBRS. dnslist &iH L k¥ — 7 — R ALL #Fk& £
7

[Reputation Score] | i%{5# ¢ SenderBase #F i 2 = 7 & #FE L 3,
[Reputation Score] i%. BIDMEIZxT % SenderBase FFAfh
Aa7EF =y LET,

[DKIM DKIM FBRE(Z A4 L7272y, B MICREES cin, —
Authentication] FIICHREERATRE & L CIR 4725, KREE L 727, DKIM
FERNIBE I TN E I EHBILE T,

[SPF Verification]  |SPF il <7 — % A 2B L £ T, 207 45 Tk,

S ¥ S FE 7 SPF MEEAE R A 7 =) —T& £9, SPF ik
DOFEHIZ DWW T, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guidel @ TEmail
Authentication] ZZH L T 7ZE W,

GE) T aFVICEETLISEMEE. 1 DUEDT 47 aF ) RAX—TNICE
NTWABEEFHHEATEES, a7y T4 273 aF U OEMROEMCD
WX, Tar7ry 40273 aF V) (P14-431) 2L TLLIZE0,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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6-2 aVToY 74 L2 DEH
add Condition

| Message Body or Attachment

Message Body or Attachment Help

Does the message body or attachment contain text that matches a
specified pattern?

Message Body
Message Size
Attachment Content ® Contains text:
Attachment File Info I ®
Attachment Protection
Subject Header

Cther Header

Envelope Sender

(O Contains smart identifier:
| ABA Routing Murnber v|

Contains term in content dictionary:
Mo content dictionaries are defined, See Mail Policies =

Envelope Recipient Dictionaries.

Receiving Listener Murnber of matches required: |1 (1-1000)

Remaote IP For content dictionaries, the number of matches s based on term
welght,

Reputation Score
DKIM Authentication

SPF Verification
(*#) accepts regular exprassion
Cancel 0K

AVTUY TANEDTOaY

KarTrY T4 NZIZE, AR EL 1 ODT Vv a v EERTIOILENRD
D F9,

T a %, HFEICEWA vy =V TEITENDL D, avTF oy 7404
ODBEOT 7 arEERTDHIHEE, 77va OlEFE#5ELET,

[Attachment Content] £5ff, [Message Body or Attachment] §:/4:. [Message
Body] 4:f: % 72 1% [Attachment Content] I —ET B A v =V OMET 7
TVavERETHIHAIE. RESNTAvE—VO—BLINEFEEZERTEE
To AvE—VORLERFT D5HEG. —HLZHNFIL, HEATHRERINE
9, F72. $MatchedContent 727 > a VEKEZMHH L T, —HLE-HNEE A v
T—VOHBILED D ENTEET, FEMICOWTIL, [Cisco IronPort
AsyncOS for Email Advanced Configuration Guidel] %ML T 723\,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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TANE LI ERTEDIRET 7 a3 1 DT T, KT 72 a UiT.
VARNDEBDOT 7 a T, "UrA BBE. BLORe y AL, &7
2 ar Ty, arFyY JAMEDT Vv aryE AT EEE, GULEB LW
CLLIZ LY., &&T 7Y a U BEEIRICREZICERE SN ET,

® 6-4 AVTUY T4NEDOTF Iy
Fovav SREA
[Quarantine] [Quarantine] : WMDY AT AfET ) TIZRFFE N

HBAYE—=VIWZT I T EMATET,

[Duplicate message] : A v &— 0 —%&FESIN-KR
FTY TICEELT, Y UL A ye— V0N &7
LET, fEEOBMT 7 v a v, AVVF L Ayte—v

A S ET,
[Encrypt on A w—VlE, KON E T, TR TOMBN
Delivery] ETTDHE. Avb—UREE LI, BlESnET,

[Encryption rule] : A v E—Y &2 FICKE ST 57, TLS
Bt 2 It LI ERAT R RN R LI B 72 s 51k L
9, FEMICOWTIE, [TLS Bt a2 B 5o v ioft
M1 (P12-407) ZBRL T EEW,

[Encryption Profile] : ZLEMNTET L= b, HEE S L2
fb7e 77 A NVEHFALTAyE—VEEELL, A Y
t—UEEELET, ZOT 27 v aid, IronPort K51k
TTIATVAFEIFIHRAT Yy R ¥F— - XTHEAIL
£7,

[Subject] : B bEnizAvE—YDOHLTT, T 74/
FTIX, ZOfEIX. $subject TI,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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TUY TANEDTIVay (&E)

gluII:I

B

% 6-4 ay
Foiav
[Strip Attachment

by Content]

[Attachment contains] : IEHIRHLEZF A v E—TY DT
TOWRMNZ7ANE Ry T LET, T—IAT 774V
(zip, tar) X, TNUDHIEENDEEDOT 7 AN, EHRL
RENF =V E—HLEBRIC N ey TINET,

[Contains smart identifier] : 8 Sz A~— K~ ID 5T
AvE—=VDTXTORMN T 7 A NVE Ry T LET,

[Attachment contains terms in the content dictionary]: ¥&f+
7 7 AN, <dictionary name> L\ ) ZEiD AT LY
T4 7 vat ) OnTrOEREKRRELIIHEIEEL
TN E DI AR L ET,

[Number of matches required]: /L —/L2° true & FEfli S5
OB — K EHERELET, ZOLEVHEIE, T
¥FAL, Av—bFID EFarrry T42vat o
—HEECH L TR ETE £,

[Replacement message] : A7 a > a A ML, Fry

TEINTIMN T 7 ANDOEBIMEHSNDTFA P ELH
LET, AvkE—202, IS 7 740 7y Z—=DBINE
£

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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% 6-4 AVTUY TANEDTI Ay (#HE)

Tovay EiBEA

[Strip Attachment |[File name] : {8 & Sz EBEB L 7 7 A VAN KT 5
by File Info] Ay E—VDOFTRTORM 7 7 A V& Fry T LET,

T—=HAT T ANDIRMNT 7 A (zip, tar) 1%, i
DIZEEND 77 ANMN—HLEEARICRNey a3 NnE
\j‘o

[File size] : = — => 22— REXT, HHEV A X (X1 b
BAL) LEDA =V DTXRTORMN 77 A% Fe
TLET, T—=0AT 77 ANVEIRITERH T 7 A VD
Gy ZOT 7 va ik, EMERTOY A X EREEE T, R
DEM 7 7 ANDI A Rt T H7-DERE L TS

v,

[File type] : 77 A NVDIRE 74 T—FV ) L—
HT2AvE—VOTRTCOFEMN 77 A VE Rey S LE
T, T—HIAT 77 ALVDESNT 74 (zip, tar) 1L,
ENBILEFEENDI 7 7ANVB—HLIELGAIZ Ny 73R
£7

[MIME type] : % A 7"M5E MIME % A 7 Th D A v E—
VOTRXTORG 77 A NVE Ry P LET,

[Image Analysis Verdict] : $57& 471 A —THIE L —
THIAA—VIRMG T 7 AN E Ry LET, B A

A — T HrAlEIZ I, [Suspect], [Inappropriate],
[Suspect or Inappropriate], [Unscannable] % 72 (% [Clean]
RO ET,

[Replacement message] : A7+ a > a A ML, Rry
TENTRMN 7 7 A NVOBEHBRIHEN SN DT F A P E2ER
LET, AvE—2I2, it 7 740 7y Z2—=p8ISHh
ij‘o

[ oL-23078-01-J
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gluII:I

BH

[Above] : A v&—Y EHICHBEFHEZEMLET (~v
H—=),

[Below] : A v =V FHICHREFHABINLET (7
2 =)

F:ZoarysTyy Z40y T varyzlld 5120,
MBEHHET XA NETTIMER L TWALERH D £97,

FEAZOWTIE, HEFET TR M) (P.14-452) 25 MR
LTLEEW,

DAYy E—VDOUANAREGT 4 )V E AFXx S A N
ALET,

® 6-4 ay
FTovay

[Add Disclaimer
Text]

[Bypass Outbreak
Filter Scanning]
[Send Copy

(Bcc:)]

[Email addresses] : fEEZEEICA vy -V &EL T
Eﬂ“—‘ L/i‘j‘o

[Subject] : T E—XNizA v — VDML EERMLET,

[Return path (optional)] : U ¥ — > XA ZEELET,

[Alternate mail host (optional)] : fRE A —/ &2 b EZHEE
LETS

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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= 6-4 AVTIOY TANEDTIVaY (\E)

Tovary EiBEA

[Notify] BRI, BESNEZEHEICIZOAyE—VERELET,
ATy a ry TEREBIOZERICEMTEET,
[Subject] : T —&NZAvE—YOMh4E2EMLET,
[Return path (optional)] : U ¥ — NAZBELET,
[Use template] : 1ER L7277 L— BT 7 L— |
IERL LT,
[Include original message as an attachment] : 4V < F /v
A=V ERGT 7 ALE LTEMLUET,

[Change [Email address] : # vt —YOZEHEEZIEEBFA—1L T

Recipient to] KL AICZEFELET,

[Send to [Mail host] : #* v &—D5a5E A —/L R A MEIRFEA—/L

Alternate

Destination Host]

RARMIEELET,

GE) DT vasE, TUVFARL Axy Ly mY
NZED AL E L TCHEEINTEA vy E—U R
BEINZWEHIZLET, ZOT7va it &
EEENZ LT, MEA =L FRAMZEELET,

[Deliver from IP
Interface]

[Send from IP interface] : & IP A > ¥ — 7 = A AN bH ik
f& L9, [Deliver from IP Interface] 77 > 3 &, A v
=YDV A RAPEREY —ACEELETS, VX
RANMI, AvE—VURREINDIIP A F—T A AT
R ENET,

[Strip Header]

[Header name] : 87~y ¥ —&#BEUSHIC A v E— U b
HIBR L £ 7

[ oL-23078-01-J
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TUY TANEDTIVay (&E)

Tovay

gluII:I

B

[Add Header]

[Header name] : ~v & —%FEANIZ A v —VITHAL
i‘d—o

[Header value] : ~» Z —DIEZBEUSRIC A > & —VIZHF
ALZET,

[Add Message
Tag]

RSAEmail DLP RY v — 74V Z U 7 THHATLIH A
2 LHFEE A vy E—ICEALET, RSA Email DLP 7R
V—Z2HRTELT, AX Y U2 A vt — X T7D =
AvE—VICHIRTEET, Avb—T ¥ 7L, ZEHEIZ
FRENFEFHEAL, DLPRY —TD A vE— X T Off
FzoWTix, IDLP ARV v—] (P.11-366) &ML TL
FEW,

[Add Log Entry]

HARAXEINTZT ¥ A M%& 1nv0 LU T IronPort
Text Mail = ZIZHALET, 7FA MK, 77 a v
EREGHDHENTEET, v = bV AyE—
VR IyFTICbERINET,

[Encrypt and
Deliver Now
(Final Action)]

A=V ERESIEBLOERE L. TOROEEDOLHEZ
Ax v T LET,

[Encryption rule] : A v&— & EICH 5L 55, TLS
Bt It LI ERAT R N R L7235 8 72 i Sk L
F9. FEMIC OV TIX, [TLS ki 2 F Sk o i v (2 fi
M1 (P12-407) #ZRLTLEEWN,

[Encryption Profile] : 8/ SN/ 57 v 7 7 A V& Af
ALTAyE—VEKER{LL, AvEt—VREELET,
ZOT 7 v a i, TronPort LT 7747 v AE I
RAT y B F—HP—ATHAINET,

[Subject] : Bt EnizA v —YOHLTT, T 741
FTIX, ZOfEIX. $subject TI,

[Bounce (Final
Action)]

Ayt —VEEXEEIZRLET,
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% 6-4 AVFUY TALEADTILaY (HiE)
FTovay H L]

[Skip Remaining | 2 vt — ¥ % R OMBLEFEICEE L, ZOHOILED 2
ContentFilters > v 7 12z 2%y 7 LEF, BEWELT, Ay
(Final Action)] T U REZEFICREI NI, RENRETEIND D, K
W7 4 VAL D AT Y BB ENET,

[Drop (Final AvE—Y% ey 7 U CHERELET,

Action)]
H 6-3 GUIDIVTUY T4 NADTHIS I
Add Action
|Quarantine ] .
Encrypt on Delivery Quarantine olp
Strip Attachment by Content Flags the message to be held in one of the systam quarantine

areas.
Strip Attachment by File Info

Add Disclaimer Text Send message to quarantine:
Bypass Outbreak Filter Scanning

Send Copy (Boco:)

O Duplicate message
Hotify Send a copy of the message to the specified quarantine, and
Change Recipient to continug processing the onginal message, Any additional
Send to Alternate Destination actions will apply to the original message.
Haost
Deliver fram IP Interface
Strip Header
Add Header
A~dd Message Tag
Add Log Entry

Encrypt and Deliver Maw (Final
Action)

Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel OK

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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FTOLavER

AT T ANZIICEIVAEIND A v E—VITEMEN D~y X —IZI,
T aryFETRCAYI TN A vE—V0BRICABMNICER SN D EHE
EOHIENTEET, TNOLORRERIL., 72 o g 228 EMIENET,
IronPort 7 7 A TV ATlX, ROT 7 a Bty hadR—FLTWE

R

& 6-5 ToLavEH

£ X Bl

All Headers $AllHeaders Avl—T Ny X —CEEHmIb
ET,

Body Size $BodySize AoE—OH AR (N4 FHE
fir) CEEHMAONET,

Date $Date HEOAA (MM/DD/YYYY J%

X)) KEESHZONET,

Dropped File Name

Sdropped filename

[ERURN N =R S ¥ (W i o
DHERLET,

Dropped File $dropped_filenames |sfjlenames & [AEEIC, Fr v/

Names ENETFANDY A NEFRL
7.

Dropped File $dropped_filetypes |sfiletypes &[RIERIC, Fu v

Types ENEZTFANEATDOY AN

FoRLET,

Envelope Sender

Senvelopefrom
or
Senvelopesender

Ay—VOxrNu—T%EH
(Envelope From, <MAIL
FROM>) ([ZiE &z 6 ET,

Envelope $EnvelopeRecipients | X wt — VDT Nu—F2(EH

Recipients 9 ~T (Envelope To, <RCPT
TO>) ICEEHA LN ET,

File Names $filenames AvE—VORM T 7ANDT 7
AN[ERT A <EY D U R B
ICESHRZONET,

File Sizes $filesizes AvE—VORMT7 7 ANDT 7

LN YA R Rt o~ KD Y
2 MCEEHZ LHET,
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TOavEH (\E)

£

X

B8

File Types

Sfiletypes

AvE—VORM 77 ANDT 7
AN BATHRTH~<XEID Y
A MIEEMEONET,

Filter Name

SFilterName

WIREND 7 4 L Z DLRNCE X
iz b ET,

GMTimeStamp

SGMTimeStamp

BEOKEZ LB X OHA (GMT)
WEESRzonET, BT A—
A v —T® Received: {T TR S
NnNaEKEREFETT,

HAT Group Name

SGroup

A=V DA Ty PRI,
BEEPR BT HEEEI VT
DAFNCEZHEZ bNET, #E
BT N— TR IR WA,
LS [>unknown<] 2MEA I U
e

Mail Flow Policy

SPolicy

AvE—YDA Tz MREIZ,
PEEFICEMA Lz HAT AU v —
DARNCEZHZ HET, Fill
ICERZRINTVDRY —AHE
HENTWRWEE, XS
[>Unknown<] MEAINFET,

Matched Content

$MatchedContent

ATy Axyy T4 NEE
FUFH—L7 1 2L EofEIcEx
iz 530 F 3, Matched Content
WX, arvrry T4 vaFl
~vF T, Av—hID £
EHBRE~yF 72T 0
TXET,

Header

SHeader['string']

TDA =TI —HT D~y
X —NEgENs%E. oI A=
Ny H—DEICE SR ONE
I, —HI A LHEATESD
EELTLEEN,

Hostname

SHostname

IronPort 777 A4 7 L ADKA k
LICEEHRZONET,

[ oL-23078-01-J
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& 6-5 TOavEHR (&E)

£ 3 A

Internal Message | 5MID A =T &R D 72 DITNES

ID MICAEShs A vE—2 1D &
721 TMID) IC@E&#HZ bhvE
9, RFC822 Message-Id) Dff
EIFRRDTOIERELTIZSN
(TMessage-1d) #BfF7 5 1Ti%
$Header [ L £4),

Receiving Listener |$RecvlListener A —EZELEY AF—0
—w X —AICEETHBEIONE
R

Receiving $RecvInt Ao —TEZELEA VX —

Interface T2 A AD= w7 F— NI E XM
ZDHIVET,

Remote IP SRemotelIP A vt—U% IronPort 77747

Address VALKEB LY AT AIP T R
VAICEEHBALONET,

Remote Host Sremotehost A vE—T% IronPort 777 A 7

Address VRIZEFE LIV AT ADRA B
ZICEEWZONET,

SenderBase $Reputation {23 @ SenderBase 2Efli 2 =2 7

Reputation Score WCEBEXHZ O NET, TR T
N7 WEA . Nonel ICEEHX
LIVET,

Subject $Subject AyE—VOMAICESHBRION
£

Time $Time BUEDREZ] (71— HERH) 12
EEHZONET,

Timestamp STimestamp BIEDOR LB L OHA (m—H v
RPfHE) (CE S OnE T, &
T A= A vtE— D Received:
ITTROLNDIER L FERTT,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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EER0F (GUD

ZOBITIER, ROZ A7 %R L, BFA—N EX2TT 4 v 32—V ¥ OBEREIC
Ob‘fﬂ;ﬁ%bi?o

FTIFNVEIDEEA—NV IR —DT VFANRL, TUoFUALNVA, TALA
BT AN ZBLINa LT Y TANEERELET,

B o =T UV U TR E 22— Oy MZ22OH LWARY v —%
BIMLT, TRFNICERIEAFA—NL X2 T A REERIBEELET,
[Incoming Mail Overview policy] 7—7 VLV CEMAT2 3 2o L ar sy
T ANEEERLET,

RY—%b) —ERELT, a7 Y J4NVEETL—TIZE>TA F—
TLEFITTFT 4 E—T M2 LET,

ZOBTIH, ZEHICEL-TERAIBET AN X2V T4 v FX—V DT
FANRNL, TUoFUANVA, UANVABERT A NEZBIONa T oY 74 0H
DHREEFHTE D, BRELZHMEAETRLTWEY, TUoF AL, TUoF A

NABIOTANAREYGT 4 )V F OBEBEOFHEMIZ OV TIE, ROEEZSZRL TS
720,

o [Ty FANRAL] (P.8-259)
o [7rFwA2] (P.9-303)
o [ ANREYT 4] (P.10-335)

EF AL EF2YT4 IX—D9 DTV ER

LA VA b= ST, FREFT v 77— RENTET AT LT, [Mail
Policies] # 7% 27 Vw7 LT, BT A— N X2 T4 v3x—V v |ZT 7R
LEF, 774/ T, [Incoming Mail Policies] 7 —7 A F RSN E T,
FH AT L TIL, System Setup Wizard D3 X TOFJEE5ET L T, IronPort
Anti-Spam. Sophos F 721X McAfee Anti-Virus 38 L OV A VARG T 4 V5 %
AR—=T WD EDITRIRLT=SHE. ¥ 6-4 D X 9 72 [Incoming Mail
Policies] X— U NRRINET,

TI7H/NNTE., TNOOREF., T 74NV FDOEREFEA—IN KR ¥ —TA F—
T EnET,

o T UF AL (IronPort ANLRIENA T —T VDEE) + 4 X —T )L

[ oL-23078-01-J
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F6E BEF AL EFaUTa TR—Ty |

— BEEHIE SN AL RE. A v E— VOB
— B E D LWANRL  E, A v —TOELRIEMN
- =TT YU TETA—I A EA XTI E RN

o T UF AL (IronPort A/XNAKIENA X —T N TIERWEE) : £ X—T
JL

— BEEHESNIZ AL D BE, A v E— VOB
— BEL D LWASRL D RE. Ay =T 044 NE
- =TT AT B AN AF X LFA R =TT ERARD

o TUFUANR A X =T, TANZADAFY  BIWMEE., ToF oA
JVA A F ¥ UG E A X-Header (23BN

BEINEA Y=Y (B, Ay E—V DML DB
BelbEni Ay tE—Y  BUE. XAy E—TOMADEM
- AFX Y UTERNVAyE—V  WE A vyE—TOHLAEN
- UANATERE LAy E—Y  Fay Y
o TANAEYT 4NH AR —T )L
- 77 ANMERTIE T SN
o LT UY T4NE  F o —T )L

6-4 [Incoming Mail Policies] R— : Fifl7 FSA 7 VRADT I+ b

Incoming Mail Policies

Find Policies

Email Addresss ([ © Recipisnt
O sender
add Palicy .,
order | Palicy Hame Anti-Spam Anti-irus Content Filters | Virus Dutbreak Filters Delete
Default Poliey | IranPort Anti-Spam Sophos Disabled Enabled
Positive: Quaranting Encryptsd: Dsliver
Suspected: Quarantine Unscannable: Deliver
Marketing Massages: Disablsd Virts Pasitive: Drap

GE)  ZoflTix, HEA—L BY =%, IronPort A/ S ARENA F—T LIS
TWBHADT 74N RDOT v FANRLFEEHAL ET,
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[Enabled]. [Disabled]. [Not Available]

[Email Security Manager] 7 — 7 /L (&8 £ 723 EOWTA) OFIE, FR
Vo—40txalT7 4 Y= 2AD0REOY 7 2FRRLET, F—ER0A
F—7 D4, HEE [Enabled] £7/213 20 7 4 ¥ ab—2a VOEMNFRS
nWET, FAIC, P—EART 4 =T NV O%E, HEE [Disabled] 2 E RS
ij‘o

P—ERADT A B AZHBEZFE L TWRWES, 73— 20 A2 HR
DU TWBHA, U2 & LT [Not Available] AFE/RENFE T, ZDOHE,
[Not Available] V> 27 &2 YV v 27425 & [Security Services] # 72, #—b
ADRY —HALOBRELFEETE L=V TERL, Zr—rUL X=UREK
RENET, X=URHOHX T EboT-Z L aRTEERERINET,
6-5%FZMLTLTEEN,

6-5 FRATERNEXA YT, Y—ER
Incoming Mail Policies

Find Policies
Email Address: I 8 Recipient Find Policies

Sender
Add Policy...
Order | Policy Name Anti-Spam Anti-Virus Content Filters Virus Qutbreak Filters Delete
Default Policy Mot Available Mot Available Disabled Mot Available

KEy:l Default || Custom || Disabled |

TI2xIE RY—DHwE : 7UoFRINLEKE

BIA—N X2V T4 v X =Ty OHETIE, BRLR) —2RLET, &
FE, Bt X2V7 40 Y—EXERKLET,

o FTTUFNE R —ERETIICE, BFA NV X2V T4 w3 V¥
DEFELFREA—N KY o= T—=T VO THROTICHo X2 T+
Y= ADEBEDY %0 v 7 LET,

ZOBITIE, BEA—NADT T3k R —DT o F ANLHEEE LV
MIICEELET, 774V METIE, BHESHEESNTZARL AvtE—VEBX
DL D LWANSA Ry E—UBREEN, ~—F T4V TELA—LD
AX Y URT 4 BT MR ET, RIS, BEEHESNIZANRAR e v

[ oL-23078-01-J
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ATFvFT 2

AFvT 3

ATv7 4

ENDIDICEREEERTTIHZRLET, BlEEED LA AIS EHER
EEANET, ~~—F T4V TEFA—NDAF v I, A F—TMITEN, v—
TTA4rT AyE—VIFENOZEREICRGEINET, ~—F T 4T Ay
=T OHLIZIE,. TF A b [MARKETING] 2AETNICEBME N E T,

TUFANRA X2 )T 4 = RADV I %27 Y v 7 LET, K 6-6 ITRT
[Anti-Spam Settings] X— YRR RINET,

~

GE) 7740 b0EFaVT 4 P—ERAFREOHE., ZOX—TORYIDOE
ETHEH, R —TH—E AR, R—T IR DINEINEEHZELE
7, [Disable] 27 Vv 7 LT, ¥—ERET 4 E—TNIITEET,

[Positively Identified Spam Settings] & 7 3 = > Ti, [Action to apply to this
message] % [Drop] ICEE L7,

[Marketing Email Settings] €2 > a > CiX, [Yes] 27 Vv 7 LT, ~—F 7T+
VIBEFANDAF Y A X =T LET,

A X =T NMCENTWEHAE, T74NV K T/ aryTiE 7FA b

[MARKETING] 2MF4 ORNSEM S, BB\~ —FrT 07 A vt—

UNEEENET,

[Add text to message] 7 - —/b R Ti&, US-ASCIl XF7E T & HTEET,
[Submit] %2 V » 7 L %9, [Incoming Mail Policies table] ~_— Y NHFRRT I
FT, TUFARL X2V T 4 $—ERAOELY 7 REF I, HLVME
DEMENTNDDEE LT EEN,

AROFIEEFE, 7740 RV —DF TV N TUFUANVABX

OV ANAERT A VIREEEETEET,
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6-6 [Anti-Spam Settings] R—

Mail Policies: Anti-Spam

Anti-Spam Settings

Policy: Default

Enable Anti-Spam Scanning

Tor This Policy: @ Use IronPort Anti-Spam service

© Disabled

Positively-Identified Spam Settings

Apply This Action to Msssage: | | Drap v

Add Text to Subject:  [Froped [rzram

b Advanced | Optional settings for custom header and message dslivery.
Suspected Spam Settings
Enahle Suspected Spam Scanning: | O pa &) ves

Apply This Action to Msssage: [ Spam Quarantine v

Hote: i locst and externsl qusrantines are defined, mail will be sent to locat guarantine.

Add Text to Subject: | [prapand w|  [[SUSPECTED sPaM]

b Advanced | Optional settings for custom header and message delivery.

Marketing Email Settings
Enable Marketing Email Scanning: | O o (%) ves

Apply This Action to Message:
Send to Alternate Host (optional): [

Add Text to Subject: | | prepend w I[MARKETING]

b Advanced  Optional settings for custom headsr and message delivery.

Spam Thresholds

Spam is scored on & 1-100 scale. The highar the score, the more likely 5 message is a spam,

TronFort Anti-Spam: | @ Use the Default Thresholds

O Use Custorn Settings:
Positively Identified Spam:  soors = [70 (0 - 100)

Suspected Spami  soore >[50 (minimumn 25, cannot exceed posttive spam score)

[

#HLLAKRY O—DER

ZOBEITIE. WFEE (A X=X LDAP ZiF AN/ = =2k EESNET)
Ao P=T Vo TEHHAD2 DO LWRY > —Z2EfE LET, RIZ, TNF
IR B A= N X2V T AR TEEXTHRELET,

ZF9F 1 [Add Policy] R¥ > %27 U v LT, HLWHEY o —OIERZ MG L £,
[Add Users] ~— Y NERREINET,
AFvF 2 —ERANMEERLT, WERES) R —0OIEFEZH#ELET,

AU —OLAFNEL, ERINDA—N HKR)o— TF—T)N FEEELIIRE
DOWTHN) T—ETRITNERY EHA,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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|

BZEHE L, W RT—T7 0 (BREELEFRE) OFRY —IZx LTLEMN
DRl X v E 3, FEMIC DWW T, [First Match Wins) (P.6-193) %%
LT ZEn,

RAFwvT 3 RV —pa—VErEELET,
a—¥N, EEEFELEIZEEONTNTHINEZERLET GERIZOW
T, RV —~=vF 7] (P6-192) 2BRLTL7EEW), ¥ 6-7 T
1. BEA—NV RV —DZREEBIVOREA—IL R —DEEE LW
YT 7N IR E R L TWVET,

RV ==L, ROFETERTEET,

— SERPESF A/ T FL R : user@example.com
- BLA—IL T RLAD—HE : usere

— FAAL DT RTO2—W : gexample.con

— B RAAL L DTRTOL—Y : @.exanple.con
— LDAP /==Lt~y F T

GE) ==V DOANE. AsyncOS ® GUI B L CLI D5 T, KILF & /T
FRRAENET, R =02 —FE2ANTHHEEFTEELTIES
W, T2l 2IX, 22—V OZEFEHE goee AT LA, joe@example.com
WCEREEINDI A vE—VIEF—HLEHA,

a2 —WIE#R %, 7= & 1% Microsoft Active Directory, SunONE Directory

Server (LAR® [iPlanet Directory Server]) ¥ 721% Open LDAP 7 1 L 7 |k
V&, Xy NIV —=2 AT FART 7 F¥DLDAP 74 L7 b UWNITHk
79 5484, IronPort 777 A 7 A% gk LT, LDAP h— %27 =) —
L. ZEET FLADZT]MY , RE7 FVAELEA =L FZA L, H5

WEZDWIHF~DRA =V DIV NV—T 4T Ny F—D<vAHL— R,
Ay E—VIHED I N—T DREEETIIEEER D L2008 5 hOHH %
1TH52ENTEET,

TIIAT VAR IO ICRE LA, BE L =) — B LT,

BIA—NL X2V T 4 vF =TV YDAV K =D —PEEHFTX
EJrpN

SIS\ TIX, [Cisco IronPort AsyncOS for Email Advanced
Configuration Guide] @ TLDAP Queries] DEAZZHL T 72X,
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6-7 RY—D1—FOEE
Add Incoming Mail Policy

Policy Name: [5ales_Team
(e.g. my IT policy)

Insert Before Policy: | | 1 (Default Policy)
Add Users Current Users

O Ssender Recipient: Sales_Group: West ~

(®) Recipient

() Email Address(es):

(e.g. user@example.com, user@, Remove
@example.com, @.example.com)

@ LOAP Group Query:

Query: | Sales_Group »

Group: |CH=West, OU=%ales, DC=e

[ Concel |

ATFyF 4 [Add]| R¥ %2 V> 27 LT, [Current Users] Y A Mz —%ZEMLET,
Y=L, EEH. ZEEBLIOLDAP /=) —2fHAA8bETED
B ERTEET,

[Remove]l R ¥ v #fEHTH L, ERIN TN L 2—HFEBREOZ—F DY
A FIPBHIFRTE £,

ATvF 5 2—POEMNET Lo, [Submit] 27 Vv 27 LET,
HLWAR U =GB S N7 R HE T [Mail Policies] X— Y REREINET,

RV —ZRNTEBMNTEEE., T_XTOEX=2 VT 0 —EARETIL,
T4 MENMEASINDZDEEL TLIEEN,

v

6-8 gL EBMENRY o—  RETL—T

Add Paolicy...
order | Policy Name Anti-Spam Anti-Virus Content Filters virus Outbreak Filters Delete
1 Sales_Team {use default) {use default) {use default) {use default) w
Default Palicy IronPort Anti-Spam sophos Disabled Enabled
Fositive: Drop Encrypted: Deliver
Suspected: Quarantine Unscannable: Deliver
Marketing Messages: Deliver Virus Positive: Drop

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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ATv7T 6 [AddPolicy] R¥ > %L 9 —FE7 Vw7 LT, BIOFHLWARY >—ZBML F
j‘o
ZORY =T, = V=T VT F—LDA L NR—DEBFA—IL T
KLU ANEHZEINET,

6-9 Ioo=FYVYT F—LOR) O—DER
Add Incoming Mail Policy

Policy Name: [Engineering
(e.g. my IT policy)

Insert Before Policy: | | 2 (Default Policy)
Add Users Current Users

O Sender Recipient: bob@example.com ~
. Recipient: fred@example.com
@ Recipient Recipient: mary@example.com

(® Email Address(es):

bob@example.com
fred@example.com
mary@example.com

(e.g. user@example.com, user@, Remove
@example.com, @.example.com)

O LOAP Group Query:

Query: | Sales_group »

Group:

[ Cancel | B
AFYFT T o=V 7 R —Oa2—FOBEMNRET LS, [Submit] 227V v
]\/i‘d—o
LR U —28B I & 72k BE T [Mail Policies] X— YN FREINET,
B 6-10 LTI,

AFvT 8 LEHERELET,

v

6-10 FLLBMEShf-RYS—: ToO=FYT F—L4

Add Paolicy...
order | Paolicy Name Anti-Spam Anti-Virus Content Filters virus Outbreak Filters Delete
1 Sales_Team {use default) {use default) {use default) {use default) w
2 Engineering {use default) {use default) {use default) {use default) w
Default Palicy IronPort Anti-Spam sophos Disabled Enabled

Fositive: Drop Encrypted: Deliver

Suspected: Quarantine Unscannable: Deliver

Marketing Messages: Deliver Virus Positive: Drop

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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GE)  ZORRRTIHE, FILERENEZEHFORY —iZ, T 74/~ RY —TCff
AENIRCHENPEA SN THET, WThPORY v—Da2—F~DA >
T=UR B LETN, A—VAHEEEIL, T4 R —LRLETT,
Zo=®, [Sales Groupl F 721X lEngineering] NV v —Da2—¥ & —FKT 5
AvE—VF, T74N N RY = RRICAEI N E T,

[Default]. [Custom]. [Disabled]

F—T A TEHOX—IF, BEORKI L —DEALDOHFT— a—F 4 IR, F
TNV MIICEBRBENTVWARY V=L DX HICBEBRT AN E R LTWVET,

Key: Default | Custom Disabled

o AT —DV=—TFT A4 7IE, RIT—=BTFT 74NV F R —LEURE
EHEAL TS ZEERLET,

o Yx—T 4 77L (RIAR) F. RV =BT 74Nk KU —E&i
BARLREEEHLTVWDL I EEZRLET,

s JlL—Dvx—F 4 7R, kX2 VT4 F—EABRY —TF 41—
T ENTWDLZ EERLET,

HRBL R —DIERK

ZOFITIE, BROETIER L 2 2OKRY v—%fRELET,

o IRFETN—TTIE, TUVFARLREET 74V b RY — L0 & iR
WD EHWCERELET (T740 b8 R —OfE : 7o F ANRLGE
E] (P.6-221) &), BIEEHEI SNTZANRL A=V Fu v 7Y
577 R —=PMERAENET, 72770, ZoF Tk, IronPort %%
LRET Y TIZEGFRIND LI, =TT 407 AvbE—VOREEE
WL,

OB RR Y —TiX, R TF—L0%ZE L AICEEINDEARE R
Ao —URNENRBICHEZbNET,

T UFARAEEDFHEMZONWTIL, [T F AL (P8-259) #&ML
TLEE W,
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o TUV=TIVUT F—ALTIE, WIRT Tdwg) O 7 7 A VDB T A L R K
TANEDAF ¥ U ENANRATHI T, VA NVAREYET 4 )V FFEREDRR
ExrHAX~A R LET,

TANVAEKYGET 4 NV H DOFEDFRMZONWTIE, [T A NVAREYG T 4 VA |
(P.10-335) &ML T E &,

RFEF— L WY 2 —=D7 »F ANARELWET HI121E, ROFIEEZFATLE
R

ATF9FT 1 KRRV —TOT U FANL X2 )T 4 —E X ([Anti-Spam]) FID Y
sV w7 LET,

CORY —FH L BMENREZRY =T oD, U7 DOLAENE
[ (use default)] <7,

= o = _
6-11 BFXF—L R S—DT7 o FRINLEEDRE
Add Policy...
Order | Policy Name Anti-Spam
1 Zales_Team {use defagltl
2 Engineering {use defatmt)
Default Policy IronPort Anti-Spam
Positive: Drop
Suspected: Quarantine
Marketing Messages: Deliver

TUTFARMADBRER—URNFRINET,

ARTFvT 2 TUFARLEF2YT 4 h—ER =TT [Enable Anti-Spam Scanning for
this Policy] ®ffi% [Use Default Settings] 7> % [Use IronPort Anti-Spam] (24 &
LET.

[Use IronPort Anti-Spam] ##R$ 5L, T7 4Lk KU —TEHRINT
WD BENHENITIR D £,
AFwF 3 [Positively-Identified Spam Settings] & 27 2 =2 > ¢, [Apply This Action to
Message] % [Drop] \IZEE L E T,
ATw7 4 [Suspected Spam Settings] 7 > 2 > T, [Yes] 7 U v 7 LT, BELEbL
WANLDAF ¥ A R—=T VI LET,
ATw7 5 [Suspected Spam Settings] =7 > = > ¢, [Apply This Action to Message] %
[Spam Quarantine] IZAF L 9,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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AFvFT A1

A

Gx [IronPort Spam Quarantine] % #9325 & [ Cisco IronPort AsyncOS for
Email Daily Management Guide] ¢ [Quarantines| OFE TEF I 11T
WHREIWES T, A—APNEEINET,

[Add text to subject] 7 4 —/L KT, [None] 7 UV » 27 LE 7,
IronPort A/ SARFET Y TIZEE SN D A v —VICiE, A X T 728
MENER A,
[Marketing Email Settings] ©2 > 2 > T, [Yes] 27V v 27 LT, MEDRE
BRENLDY—GTT 4T A= NDAF X A F—T VM LET,
[Apply This Action to Message] =2 = > C, [Spam Quarantine] % 3R L &

o

EEEFELTHELET,

WRIEAR U > —DEEN B IR T, [Incoming Mail Policies] ~=—<”
MERENFET, 6-12%ZBL TSN, 2OV =—TFT 4 7F, &K
Vo=MNT77xN b RY = @BRRIFELENLTNDE I L aRLE

D

6-12 EBINEBERINL—TORY O—O7 U F RISLERE
Add Policy...
Order | Policy Name Anti-Spam
1 Zales_Team IronPort Anti-Spam

Positive: Drop
Suspected: Quarantine
Marketing Messages: Quarantine

2 Engineering {use default)

Default Policy IronPort Anti-Spam
Positive: Drop
Suspected: Quarantine
Marketing Messages: Deliver

CORERTIE, ARLORVEDH Y, ZOZEENRIET —L R —TCERH
SNTWDLLDAP 7 = — & —#T 25 A vE—U0%, IronPort A/ NARET Y
TITEE S ET,

TV =T VT F—E R V=D TANVAREY T 4 VIR EERET DT,
WOTFNEEFEITLET,

TVET VT R —ATO A NAERT VB ERRE X2 ) T 4
A ([Virus Outbreak Filters] 77 &) V27 %7V v 7 LET,

[ oL-23078-01-J
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A7y 2

ATFvFT 3

ORI U—IFH LLBMENEZRY > —Th o, V7 OARNE
[(use default)] T“j‘o

o, 0% - N o s =)
6-13 IVOZFYIT F—LRYI—DILNRBERET 4 LI BEERED
Add Policy...
Order | Folicy Name Anti-Spam Anti-Virus Content Filters | Wirus Outbreak Filters Delete
1| Sales_Team IronPort Anti-Sparm {use default) (use default) {use default) @
Positive: Drop
Suspected: Quarantine
Marketing Messages: Quarantine
z | Engineering {use default) {use default) {use default) {use de@lq @
Default Policy | IronPort Anti-Spam Sophos Disabled Enabled

Fositive: Drop
Suspected: Quarantine
Marketing Messages: Deliver

Encrypted: Deliver
Unscannable: Deliver
Wirus Positive: Drop

ers
[Virus Outbreak Filters feature security service] ~<—<"C, [Enable Virus
Outbreak Filter Scanning for this Policy] ®1i % [Use Default Settings] 7> [Yes]
WCEELET,
[Yes] IR+ 2L, T740 0 KU —TEZSNTWBBRENEL A2
nET,
. BIOBREEZBIRTE D XD ICA—V DK OGO T YR A
R—=T MR ET,
~—® [Bypass Outbreak Filtering For] €7 > a > C, 77 A MEETF7 4 —
JVRIZawg EAJLET,
7 7 A NMEEF Tdwg) (%, TronPort 7774 T LV ADBRAT 7 7 A VD A
XY R T 4 IV MR VR TE 2RO T 7 AN Z AT D
VA RMIEHY TR A,

~
GE) 3XFOTFANMLEFORNCE AR () ZANTLILEEHY £
/\/o

[Add Extension] #2 V v 7 LT, .dwg 7 7 A V& T A L ARYET 1 )L X HEHEA
XX U ENANRRT LT 7 A WALEFO Y A MTBMLET,

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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6-14 DAIREET 4 ILFZDINA IRR

Mail Policies: Virus Outbreak Filters

¥irus Outbreak Filter Settings

Policy: | Enginsering
@ ves

O Use Default Settings

Ono

Bypass ¥irus Outbreak Filtering For
File Extension: | & |'cojoct File Extension.., v
® [awg

Add Extensig

Enable Virus Outbreak Filter
scanning for this policy:

File Extensions to Bypass

Subrnit

EELTHELET,

TV =T V7 K)o OEEN KBS LIRAE T, [Incoming Mail
Policies] X— YRR RINET, K 6-15ZFZHLTLLEI N, ZDOvz—
TAUTE RV =BT T7x 0 b R =3 RRIRELEAL T
L2 EERLET,

6-15 EHENEREF—LORY S—DTF UF RNLEE

Add Paolicy...
Order | Palicy Name Anti-Spam Anti-Wirus Content Filters | Wirus Outbreak Filters Delete
1 Sales_Team IronPort Anti-Spam {use default) {use default) {use default) w
Fositive: Drop
Suspected: Quaranting
Marketing Messages: Quarantine
z | Engineering {use default) {use default) (use default) Enabled o
Default Policy | IronPort Anti-Spam Sophos Disabled Enabled
Positive: Drop Encrypted: Deliver
Suspected: Quarantine Unscannable: Deliver
Marketing Messages: Deliver Wirus Positive: Drop

ZORERTIE, 7 7 A NEEF D dwg Td@é%’sﬁ774’/w&am£ 0)% v —
V. BIOREERT V=TV F—L B —TERSN TV EZEE
L TFUTTHEBEDOA =1, UANREYT 4V E AX o E NS
NRAL, WEEEITLET,

Cisco IronPort AsyncOS 7.3 for Email av2s¥alb—varv #i4F g
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EFA—IL £X2UT 1 RE—SrOKY S—D1—F D
S

[Find Policies] A% > % H L T, [Email Security Manager Incoming] & 72 1%
[Outgoing Mail Policies] X—V TEEINTWVELR I =TT TICEREINT
WhHa—HFERELET,

7= & 21X, joe@example.com & AJJL T, [Find Policies]| "% > %7 U v 7 9%
L RNV =~y F U T OREDERGHAL—FEELRY U —E TR
MRAENET,

6-16 RY —TDI1—HFDIRE
Find Policies
Email Addrass: IW @ recipient Find Policies
O sender

Results: | Email Address "Recipient: joe@example.com” is defined in the fallowing policies:
« Engineering
« Default Policy (all users)

Palicies matching "joe@example.com”

Add Policy... | Show all Policies

order | Paolicy Name Anti-Spam Anti-Virus Content Filters virus Outbreak Filters Delete
2 Engineering {use default) {use default) {use default) Enabled w
Default Palicy IronPort Anti-Spam sophos Disabled Enabled
Fositive: Drop Encrypted: Deliver
Suspected: Quarantine Unscannable: Deliver
Marketing Messages: Deliver Virus Positive: Drop

-
KV v—04Hi%E 2 Y v 2 LT, [Edit Policy] ~—JICBEI L TZDOHKY o —0
2—WFERELET,

2—VEBRBTIHAE. T 74NV R V= TWICEREINDT2DERELTL
FEW, i, EFL. BEZFEFIEIZEENREINTVWLIRY —L—#
LARWEES, T74V bORY) =N —ET 5720 TT,

BFA—-IL X )Ta IR—Tr . EEHIS

AR 2 SO TRENTWD FIHZMERA LT, FEAPNIIESNTZARY v—0
EREB LOREZBATEET, 2F0 ., MBO=—X%FFH L% T, A v

T—VOKEMYNT 740 b B o—TREEND L 5Ic, HY o—%FET
EFET, Fh, BBEOELT, BAZHRY V-2 BT, HEO2—FEIT
= =T OB IS BV —EERTEET, ZOXIICTHIL

T, AvbE—U08NRNR/MEE, V=7 a2—DKENHA -V DNBI|Z
EVZITDHY AT LT =< U ADREN LI 720 £,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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| 6%

BEF AL EXaYTFq v2—Ty

ANDL, UANABLORY V—FITICH T 2k E 2T — VP OFREIZES

WT, RY —ZERTEET, £ 6-6 (P.6-233) (T,

RY 2 —DfF| 2 < D0

ALUET, SRR A —Tid, =0 Fa—¥FoX =LKy 7 A28z
DANLBERTANAOEBENRICIMA N ET, RSP A v —T
I%. false positive Z [ L, AU > —ICfFR, 2—PFILLHA v E—VDA

LI ENnTEET,

% 6-6 BBNS L UVRFHLETA—IL £F2UF 1 TR—S vl
BBMLEE o
FUFAAL BMEEHESNE AL Kry T B S A S -
Bt &R LN AR A i BlE L 5Eb LW AL A v — U0k
=TT AT A= A= TD 4 DRIC :F[Suspected spaml] AMEN
4 OFNT [ [Marketing] ] 2NBAIEH SN THLE
LA NI T ALY A F =T
TYFIANR  EEERTA LY R EEESNTA v E—Y : RE
ek AvE—Y 0 Fay R ST A v BE
AX ¥ TERVAYE—V : Ry T [ ZAF Yy U TERVA Y=
BRAvE—Y: FRYT YA v =Y Ky
A WRIBIIE | X —T L SASATEDT 7 A My (A F—T N, BEDT 7 A MR LR T
7405 PR L

IS ISR TTEE

LW TUY T4IL32DERK

Z OB TIE, [Incoming Mail Policy] 7— 7V T Sh s LnarT Y
T4 NSE3OERLET, ROT 4V F EERLET,

AF79F 1 [scan_for confidential]
ZDO7 4 HE, UFH) [confidential] MWEENTVDENA v E—TE R
¥y LET, PR ROND L, AvE—VDar—REfFA—/L T
A Y 7 A hreexample.com I[ZE(E &4, A v — % Policy fE= Y 7Tk
FEhEd,

A7Tv7 2 Tno mp3s)

ZDTA4NEIE MP3 BT 7 7 AV EHIERL, MP3 7 7 A L3 HIBRS T

L EZEFGRMLET,

OL-23078-01-J
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fex_employee]
ATy T4 NEE, BEOTyRu—TZEET KL A (TElE
H) ICEEENDIAvE—VEAF YU LET, AvE—URHK LY
A BFEOBMA v E—UNRA v —UREFICEESR, A vE—UnA
7 UAEINET,
ATy T4 NVEEERLEL, KRV v— (T 740k RY —%ETe)
ERELT, RADMABDETHED LTV T4NS aAF—T ML
£7

Confidential D X ¥+ >

ATFvFT1
A7y 2

AFwFT 5

BEOIOEOa T T4V ZIZIE 1 DD E 2 o0 T Vv a v NEENTE
T, ATV T4 MEEERT DI, ROFIEEZFEITLET,

[Mail Policies] # 7% 27 V) v 7 L ¥ 7,
[Incoming Content Filters Section] %7 U v 27 L £,

[Incoming Content Filters] X—YRHRRINFET, FILA A b=V EN
eV AT LERT v T T = RENTEV AT AOEE, 7740 8T, 2
YTV TANBITERSINTOER A,

6-17 [Incoming Content Filters] R—
Incoming Content Filters

Add Filter...

There are no filters defined.

[Add Filter] ®% > %27 Vv 7 LET,
[Add Content Filter] *— YB3 FRrENET,

[Name] 7 4 —/V RiZ, LT 4 VX D4 RiTE LT scan_for confidential
EANLET,
T4V ZAITIE, ASCI XUF, BT THRELEIF v vazBHd I LT
TET, IUT Y TANFHRDOREROOILFIE, XFELITTRTRITN
720 £8 A,
[Description] 7  —/L Rz, @& A LET, 72 & 21X, scan all incoming
mail for the string ‘confidential’ EANNLET,

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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AFvwF 6 [Add Condition] #27 VU v 7 LE7,
AT9F T [Message Body] #i&IR L7,

AFwF 8 [Contains text:] 7  —/ FiZ confidential E AN LT, [OK] %227 VU v 27 LZE
T

[Add Content Filter] ~—IZ, BMSNL2ERENRRINET,
AFvF 9 [Add Action]| 27V v 7 LET,
AF97 10 [Send Copy To (Bcc:)] &R L £,
AFw 7 11 [Email Addresses] 7 4 —/ RIZ, hreexample.com & AL E7,

ATv7 12 [Subject] 7 4 —/V RIZ, [message matched confidential filter] & AJJL F
B

ZAF9F 13 [OK] %7V v 7 LET,

[Add Content Filter] X—1Z, BMENDT 7 ¥ a UV BRARINET,
ATv 7 14 [Add Action] #27 VY v 27 LE7,
AFvwF 15 [Quarantine] Z R L £7°,
ATvF 16 Fuvy ¥ v A=2—"7T, [Policy quarantine area] %R L 7,
25y F 1T [OK] %7 Vv LET,

[Add Content Filter] X—2, BMEND 2 FEDOT 7 a URRRIN
E3rpe

AFw T 18 EHERELTHELET,

COEEETIZ, 2T Y T4 AR E WTROEBEERA—L RY—THh
A X =T N> TWERA, ZOFITIE, FrLVIT Y T4 VT %
VA — UAMIBMLEETORETT, Zoarysry 7 002N
THORY —ZhbBEHISNTWARNWED, BEFA—L X254 =

F =V XL DEBEFA—NLEIT, ZO7 A VEOEBEEZITER A,

MP3 #2727/ IL%GEL

2F/EDOFDOaLT Y T4 NFIIE, FRHERL, T varidl oFENRE
T, 2FOOaALT Y T4 EERT DT, KOFIEEEITLET,

ZFvF 1 [AddFilter] K#> %2V v LET,
[Add Content Filter] _X— Y NERRIINET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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|

ATvF 2 [Name] 7 4 —/V i, HLWTZ 4 VX DARTE LT no mp3s EASILET,

ATwF 3 [Description] 7 4 —/v RiZ, FHAZANLET, 7=& XL, strip all MP3
attachments & AJJLE T,

ATvF 4 [Add Action]| %27V v 7 LET,

ATwF 5 [Strip Attachment by File Info] Z &R L £ 7,

ATFYFT 6 [File type is] ZEIRL 7,

AF9FT T Fuy7HFyr 74—/ KT, [-- mp3] ZIBINLE T,

ATvT 8 MEREL, BEAYE—VEANLET,

AFyvF 9 [OK]%27VUv7LET,

[Add Content] <X—IZ, BMENDT 7 ¥ a VBRRINNET,
ATYT 10 EBEAZFELTHELET,
N
GEY ar7vY TANZEERTDEEICRMERETOILBEITIH Y A, &I
MERSINTWARWIGE, ERINDHTZ va iy —icEfsnE 7
(RHEEBELRNZ L, true() AvEe—Y T4 VZ V—LVEFEHTHZ L
MUT, avrsyy Z4ERR)—IZEAENDGE, T X3COXAvyE—
Vv TF U TINET),
THXE

3FEODO AT Y T A NG EAELT DI ROFIAZFEIT L&

ZF9F 1 [AddFilter] B#> %27 U v/ LET,

[Add Content Filter] _X— Y NERENET,

ATwvF 2 [Name:] 7 4 — /L RiZ, HTLWT 4 VX DA4RATE LT ex_employee & AL E
7T

AFwF 3  [Description:] 7 4 —/L NiZ, #BHZANLET, =& 2L, bounce messages
intended for Doug & AN LFET,

AFwF 4 [Add Condition] #7 VU v 7 LET,

AFw 7 5 [Envelope Recipient] % &R L £,

AF9FT 6 ToRe—TZEFICH LT, [Begins with] ZE#IR L T, douge E AHLFT,

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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ATFvT 8
ATFvF9
AFv7 10

ATy 7 11

ATFvF 12

AFv7 13
2797 14

AFwF 15

[OK] &2V v7 LET,

[Content Filters] X—YRNVU 7L v o &, BIMENZEERNFRENE
T, THEEBDOEBFA—NV T RFLVAEZETLLDAP 74 V7 Y 2ERT&
FT, BHEEBRZOT 4 LY NVIZBNESNLE, ZOarT Y Ty
NZVE, BIRIICER S ILE TS

[Add Action] 27 U » 7 LET,
[Notify] #3R L £ ¥,

[Sender] F= v 27 ARy 7 Z%EIR L T, [Subject] 7«4 —/b NIT, message
bounced for ex-employee of example.com AT l_/i‘j‘o

[Use template] 2 a > T, @A77 L — FE2BIRLET,

~

GE) VY—ABRERNIERESNTWRNWED, a3 T Y 7 4 )VH Lb—)b
EALFZDONL OnDE T a ik, 2=V 4 X —T A RTEREH
FHA, HEXE, avTryYy T4 var) BAT LB X
O A v E— U EFIHIL, [Mail Policies] > [Dictionaries] ~— (F7=
1% CLI @ dictionaryconfig 2 <> K) ML EFHIREI N TWRWG
B ATV arE LTERRENEEAL, T4 72 aF ) OEROZERIC
ONWTIE, TavFoy Fo 79570 (P14-431) #BRLTLES
A%

[OK] %27V v 2 LET,
[Add Content Filters] X—IZ, BMEINDT 7 ¥ a WV BRRINET,

[Add Action] #27 U » 7 LT,

[Bounce (Final Action)] ##R LT, [OK] %7V v 7 LET,
ATV TANZIIRETELRMET 7 v ad 1 DT T, #EO
T 7 varEBMLES ET5E, GULICE=T—RRRINET,
COT7 7 varazBMTo e, ZOXEERE~DA Yy E—VOREHEN, @
M7 T L= ENRNT RGBT T L= D2 DDAy —VEZITED
AIREMER D D F T,

EHEEREF LT LET,
[Incoming Content Filters] ~— Y& rmsh, HrLBMS a7y
TANEPRENET,

[ oL-23078-01-J
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BrORYS—~DAVTIY T4 L3O R—TI)iLE &

UER

ATFvF 2

AR OB T, [Incoming Content Filters] X— Y %2 fEH LT, 3 20a 7Y
74 NZEERLE L, [Incoming Content Filters] 3 & U [Outgoing Content
filters] X—IZiE, RY P —CHATE 2T _XTOars7rY 74020 <
AL —UAN BEERET,

6-18 [Incoming Content Filters] : fEfE&hi=3 2D T 1)L 43
Incoming Content Filters

Add Filter...
Order | Filter Name Description | Rules | Policies Duplicate | Delete
1 zcan_for_confidential | scan all incoming mail for the string 'confidential’ i
2 no_mp3s strip all MP3 attachments i
3 ex_employes bounce messages intended for Doug i

Z OFITIE, [Incoming Mail Policy] 7—7 /v TSN DFH L arT oY

T4NEE3OMALET,

o FTTFNANENRYI—ITIE, 30TRTOaLTUY T4 AEZRERENE
S

o TUTV=TFT VT FA—TIZiE, no mp3s T A NFIZEHTIAFEA,

o WEIN—TIE, TTANIERBA—N R —LLTarrry 74
A BEAINET,

Vo277 LT, AxORY) = LTarsry 74Tl F—

TCLTEBRLET, 774V MERFBA N R U—%RETHITE, KD

FIEZFEITLET,

[Incoming Mail Policies] %2 V » 7 L T, [Incoming Mail Policy] 7 — 7 /VIZ R
DET,

R=UNY Ty ad&3, 77408 RV —BIO [HLWERY —
OERL] (P.6-223) TEMLZ2 2ORY L —REREINEST, 2T
TUNEY T, TIFARTIE, TRTCORY) T —TF 4 =T NICE
NTVDHIZDEELTLEEN,

TI7H/N N R~ FTDarTY 74X X2 YT 4 —E R ([Content
Filters] 51) V> 27 %27V v 7 LET, 6-19 %L T ZEN,

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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6-19 FIFIWEBEA—NRYS—DAVTIY T4 LI BREDHRE

Add Policy...
Order | Folicy Name Anti-Spam Anti-wirus Content Filters virus Outbreak Filters Delete
1| Sales_Group TronFort Anti-Spam (use default) (use default) (use default) o
Pasitive: Drop
Suspectsd: Quarantine
z | Engineering (use default) (use default) (use default) Enabled o
Default Policy IronFort Anti-Spam Sophas Disabled Enabled
Pasitive: Drop Encrypted: Deliver
Suspected: Deliver Unscannable: Deliver

Virus Positive: Drop

AT7wF 3 [Content Filtering] % = V 7 1 ¥ —t A ~{—C, [Enable Content Filtering
for this Policy] ®fi% [No] 75 [Yes] ICEH L £,

E 6-20 RUYS—TDaAVTUY T4 ILEADALF—TNEELUVRENDI VT
oY T4 ILEDER

Mail Policies: Content Filters

Content Filtering for: Default Palicy

Lres

Enable Content Filtering for this Policy: %

Mo

Content Filters

Order | Filter Name Description Enable
1 scan_for_confidential | scan all incoming email for the string "confidential” O
2 no_mp3s strip all mp3 attachments O
3 ex_employee bounce messages intended for Doug O

[t |

~VAH— UAPNTERINTND 2T Y 7 44 ([Incoming Content
Filters] X—Y &AL T a>7 Y 70 2 O] (P.6-198) TIERK
SNT=T 4 VE) N, TOXN—VIZRREINET, E% [No] 205 [Yes] IZ
BERETLHE, HETANEDF = IRy I ART 4 8—T N (VL —FR)
MHEA F—TNWIZEDL Y 7,

~

GE) TI7HANVITIE. RV —0arsoy ZJ4AR) T hAl 2 —TNIT
THE, TRTOarFToY 74 VEZRERENET,

AFvF 4 [Submit] 2V v 7”7 LET,

[Incoming Mail Policies] X— UV NERREN, T—TABEHFH N, T 7 4+
W RY—=TAR=TNIENTND 7 A M FDARBRINET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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6-21 TN EEEA—LRY =T R—TINIZEhi=3 2DaAVTY
Y I1ILE
Default Policy IronPort Anti-Spam Sophos scan_for_confidential
Positive: Drop Encrypted: Deliver no_mp3s
Suspected: Deliver Unscannable: Deliver ex_employes
Wirus Positive: Drop

(2o o=7 V7 RV —DarFoy 7408 F 1 —T7 02T 51T
X, MOFNEZFEITLET,

AFvT 1 o v=7Ir7 F—25 KU —{70 [Content Filters security service]
([Content Filters] %) oV > 27 %27 1) v LET,

AT7wF 2 [Content Filtering security service] ~<—"C, [Enable Content Filtering for this
Policy] @1 % [Use Default Settings] 735 [Yes] \ICAE L £ 7,

ORIV —IET 7 4V MEEFER L TW=7o®, 8% [Use Default
Settings] 725 [Yes] IKAET DL, T AN FDF =y IRy 7 ABT 4
=TV (FL—KR) DHAR—TMIEDY £,

AF97 3 Tnomp3s) 7A4NEDF =y 7Ry 7 ZAOEREMHELET,

6-22 AVTYY 742 OERER

Mail Policies: Content Filters

Content Filtering for Policy: Engineering

Enable Caontant Filtering for this Policy:

O Use Default Settings

Ono
Content Filters
Order | Filtsr Mame Description Enable
1| scan_for_confidential | scan all incoming smail for the string "confidential”
2 | no_mpas strip all mp3 attachments 1
3 | ex_employes bounce messages intsnded for Doug

Subrnit

ZAFvF 4 [Submit] &7 U v LET,
[Incoming Mail Policies] X—YNT R I, T—TUREHF I, =
=TV T R —=TARX=TNMIENTND T 4V ZDAFIDNRIE
‘?—O

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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Cmw _ . . .
6-23 VTV 74 LA REFE ATz [Incoming Mail Policies]
Add Policy...
Order | Policy Mame Anti-Spam Anti-virus Content Filters Wirus Outbreak Filters Delete
1 Sales_Group IronPort Anti-Spam {use default) {use default) ({use default) W
Pasitive: Drop
Suspected: Quarantine
2 Engineering ({use default) {use default) scan_for_confidential Enabled W
ex_smployes
Default Policy IronPart Anti-Sparn saphos sean_for_confidential Enabled
Pasitive: Drap Encrypted: Deliver no_mpas
Suspected: Deliver Unscannable: Deliver ex_smployes
Wirus Positive: Drap

AFvFT 5 EEEHEELET,
COHEETIE, =V =TV R —Da—HF URX N —FTEEEA Y

-12._.
-12._.

T MPI AT 7 7 A MITHIBRENER A, 72720, fOTRTOHEREA Y
VTR, MP3 iR 7 7 A ADHIBRELE T,

GUI TOaYTYY 24 3NEREICEAT 5TEEIE

AT T ANEEERT D EEICEEERTETALEREDY A,
T arBNERBINTWRWES, EXINDT 7 ¥ a ViTFEIZL—Lic
WRAENET (772 a3 ZEELRWVWI L, true() AvE®—Y 741
A N—IVEEHTDHZEERUT, avT oY T4 VENRKRY —I25EH
ENDHHE. TRXTOA =V N—HKLET),

TUNE NL—=LEBIRT 7 a DT R N ATTT 84, ERKRBR
BIZBWT RD A X LFITRHRRBERRH O ET.~ s« + 20 [ 1\ | (
)

EREHAEZFEAL2WGE, I\ Ny 7 RXTvv2) ZEALT, Zhb
PIEBOXLFH T Ay =73 208 NH Y £3, =& 2E, N*Warning\* |
EATILET,

AT TANFIEROSRNEERT DG, v T Y T4 uH RN
—H L RRINDT=0IZ, ERINDT 7 a0 T T (R
AND). ¥R ERINT-NTNLDOT 7 3> (G OR) O ME
MEIPEERTEET,

[ oL-23078-01-J
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6-24 HEEFEEIEXTRTOEEHDRER

Add Filter

Name: I

Currently used by policies:

Description:

Order:

Apply filter: | & If one or more conditions match
@] Only if ALL conditions match

o [benign] = 7Y T4 NFEFRL T, AvE—VRRBIGa T
YV TANEETARNTEET, LT ME—OT 7 a sy TRE] T
bHarTyy T4 NI EERTEET, Z0aryT Y 742,
A= NP BE B R EEANR, ZOT7 4V FEFRALT, BEFA—L
X2V T4 v X =T R EB, VAT LAOMOEFE (& 2,
A= u ) (LB E G2 TWDENT A MTEET,

o WIT, BREERIIREa LTV TA4NED [w2F— VX OW&E
BHLT, 77947V ACE VB ENDTRTDOA—LDA vE—I4L
BICHIRFICR B R 5 25, EFICEN, KBk Sa Ty 7 400
AEERTEET, 20Ty 74 AZITRO L HITERTE ET,

— [Incoming Content Filters] ¥ 7= (% [Outgoing Content Filters] ~— < % fifi
ALT, BFER1OFLWar7ry 7o B EERLET,

— [Incoming Mail Policies] & 721% [Outgoing Mail Policies] ~— " % fii H
LT, 774K RV —DFH LW Ty T4 v Fue L F—T /L
WZLET,

— BUOITRTORIS—TZOarsry 740884 F—T I LE
‘a—o

o VT UV T 4 VETHEHATE S [Bee:] 8L U [Quarantine] 77 ¥ 3 X,
ERT 2 E= U 7 ORFEREICEICLLET GEHIC OV TIE, [Cisco
IronPort AsyncOS for Email Daily Management Guidel ® TQuarantines] @
FEZRLTIEIN), AvE—UNRT I AT ARG T U —RA S
BNESIZT LI (DFEY, BEE Y T ORI L TT ¢ 27 AT <IC
WXV D RNEDITTH72D), VAT ARELDOA N Tu—F T
Ralb— M7 4V FEERTEET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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scanconfig 2w REE URENEH S4LH729D. [Entire Message| 514
X, AvE—VDO~y X —%AX ¥y LEHA, [Entire Message] ZiBIR
THE AvE—VRIBIOBRMN 7 7 A VETRAR YV ENET, FE
D~y X —IERERIBET 5120, [Subject] F72i% THeader) FfFEMHEML
ES N

LDAP 7 =V — 2 X 22—V DOREIX., 77747 AT LDAP #— )
%ﬁﬁéﬂfb‘éiﬂ/\ (->F Y., 1dapconfig I~ R&EHEH L THRED LT
Y% GLRFED LDAP h— "% ) —FT 5 X9 T T4 TV ANEE
SNTWDEHE) 721 GULICE RSN ET,

VY —ABREFICER SN TWVRNZD, T Y 7 4L b—)L L
DN OO0 varid, GULICERRINERA, 72& 21X, @7
L= FBRUOA v E—URFEFEIL, [Text Resources] ~— ¥ E 721

CLI @ textconfig 2~y REZEHA L CTHEANIIRTEINTW WSS, 47
varbk L TRRINERA,

ayT VY T4 VHERIE, RO T a—F 4 T DT XA N EIRH
L. 26 &ZBMBLOAFy o TEET,

— Unicode (UTF-8)

— Unicode (UTF-16)

— Western European/Latin-1 (ISO 8859-1)
— Western European/Latin-1 (Windows CP1252)
- WEEE (BAET) (Bigd)

- TEEE (#EF) (GB2312)

— TEGEE (k) (HZ GB2312)

— w#[EFE (ISO 2022-KR)

— #EFE (KS-C-5601/EUC-KR)

— HBAFE (Shift-JIS (X0123))

— HAGE (I1SO-2022-JP)

- HAFE (EUC)

BEOXTFEy M2 1l oDarFrYy 74 VENTHASDE Ty Yy F o
ITCEET, HHROUFZ L a—F 4 S TOT R A FDOFETEIOANIC
DNTIE, Web 77 U DO~v=aT7 2B LTI, FEAEDT
FZ UV TIR, BEOXTEy hERIFIZLY XY T TEET,

1

1

[ oL-23078-01-J
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6-25 aAVTUY T4 LA TORBOXTRY +
|Entire Message ;I |C0ntains;| ||-|.3||gJ PREE? My nam

Add Condition

Conditions

body-contains{"Hello, ffif®? My name is Steve") %

o BREIELEIREIVT VY T 4N DOEHK— T, [Description].
[Rules] 8 LT [Policies] DY » 7 AL T, a7y 7 4 L2 T
INTNHE2—%2EHELET,

— [Description] = —IZiX, a7 Y 74 X OHH T 4 —/L FiZ
ANULETFAMBRFINET (ZNEIT 74N E2a—TT),

— [Rules] B 2—{TiZ, L—/L EAX R=JIC LV RSN L—LEB X
CERKRBANKRINET,

— [Policies] £ = —IZlE, A XF—7NICENTVWEF LT Y T 4L H
DRV —NFRINET,

6-26 aYT Y 7440 [Description]. [Rules] & & U [Policy] #4]
YEZBU VI DER
Incoming Content Filters

Add Filter...

Order | Filter Name IDescription | Rules | Policies I Duplicate | Delete

=can_for_confidential: if (body-contains("confidential")) <
1 =can_for_confidential quarantine ("Policy"); bee ("hr@example.com”, "[message i}
matched confidential filter]"); }

5 no_mp3s no_mp3"5: if (true) { drop-attachments-by-filetype("mp3", "mp3 o
deleted"); }
ex_employee: if (rept-to == "~doug@") { notify-copy

3 ex_employes ("$EnvelopeSender”, "message bounced for ex-employee of i}
example.com"); bounce(); }
drop_large_attachments: if (true) {

4 drop_large_attachments d_rop-attac:hments-by-size(5242880, "This attachment was too i}

big!"); }
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