S CHAPTER

T OFRINL

IronPort 7 774 7 A%, MBOMBLINTZHIEZEY, BEFA— F—
P x A TANLEZHIELET, ANNLFEOREYI OB Th 2567 1 L2 Y
Y7 TR M7 cvB2 U 7] TRR) 2ERT A L. BEHFOEENE
(IronPort SenderBase ™ i — & 212 L W HE) I[CHESNWTEF A — L D%
BEEDEL, CHEHOETFA—N ALV TTARNTIF v ~DT 7 A EHIR
TEET, 2 HDOBFEMHE Tdh 5 A% v CTlL, IronPort Anti-Spam 77 / 1
v— & IronPort Intelligent Multi-Scan 77 / v o —2RH SN CWE T, FH4f
TUANB VT T o TFANL ZAF Y CEMABEDEDLZ LICLY, BEHEH
AREZR b D DO TR EAKEDOR R LR EFFOT VFANRL V) a—va v
NERHEINTWHET,

IronPort 7 /I A 7 v A&MERT 2 & BEREITEEEOSWVIEEE, OFD
BEERPNR— N F—RENLDA v E—JICt LT, TUvF AL AXF ¥ %
—YEHE LTy R —FICEERET AR o — 2 EF I HEICER T
ET, REFELIIEFEEEORVEFENSDOA vE—UE, TV F AL R
XY rOMBICTEET, Flo, FEEEVLOLZTANDI A v E—VOHE R
my P HZ b TEET, FEEORBIERNET A —VEEHITH LT
I, REICESWTERAEGLZY, ZOXREENPLDOAyE—V% Ny
L= cxET,

IronPort 7 77 A 7 > ADMT ZMEA O " Jg AR LRI 0, EEE TS E
TR WM 2R 272, REDE S A=)V F— U = A FHE X OR#EN AT
BRI £97,

ZOFET, WONETHRSINTHNET,

o [TUFAANLOWE] (P.8-260)

o [IronPort Anti-Spam 7 4 /v % U > 7| (P.8-264)
 [TronPort Intelligent Multi-Scan 7 4 /L% U > 7| (P.8-271)
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o [F7UFZANRAN—LDOT v 7FF—roORE] (P.8-275)
o [TUFARLDZEZEHRY —Di%E] (P.8-276)
o [FHEV L— (P.8-288)

T UFRANLOBE

IronPort 777 A 7 > A Tlid. IronPort Anti-Spam = ¥ & IronPort
Intelligent Multi-Scan @ 2 SO 7 »F A5 V) a—3 g CAREHEEL TV ES,
IronPort 777 A 7V ATINGDY ) 2a—va D74 A% L, A
F—=TMITHZLIFTEETR, AERY =2 LTH G & A X —7 i
TEEHA, B AN X2V T4 v~ F%—Vy2flifidsL, BRpa—V
DIN—FICH L TRRDT v FANRL VY a—a 2330 I E
T&EET,

TFUOFRINL REx v oA 2—TILE

System Setup Wizard (F721% CLI @ systemsetup 2~ F) ZEHT 5 &,
IronPort Intelligent Multi-Scan & IronPort Anti-Spam =2 ¥ > O WD %E A
R=TNCT AT avPREnEd, VAT Aty b7 v TORICHE G &
AF—TNVICEFTEERFAD, VAT A By b7 v 7 O5ETHIC [Security
Services] A==2—%HL T, BIRLRDP STV FANRA Y Y a—vark
AF—TNWICTHIEETEET, VAT A By N7 v 7Tk, BEBS IO
P& B LW A S AR % TronPort A /X AfRFEZ LEEIZIGE U TA X —7 b
WZTBHZEMTEET,

IronPort ANXNAREL L DU EHODTA RX—TNMETEH L& (AT A Y
N7 TREETIIHRAD . TA B AR E LA TEHE L TIEI N,

E 8-1 FPUOFRRNLAIVSY : SRTL Y b7y THRIZERR

SenderBase Reputation Filtering | SenderBase Reputation Fittering provides & “first line of defense” against incoming spam by
restricting socess to your emall infrastructuve based on sendsrs’ trustworthingss s determinsd by
their SenderBase Reputation Score (SERS). More about SBRS...

Enable SenderBase Reputation Filtering

Anti-Spam Scanning | Select the anti-spam engine to use for the default incoming mail policy:

O Hone

@ TranPort Anti-Sparn

Enable TronPort Spam Quarantine. This setting will quarantine positive and suspect sparm.
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T T ANRAN Ay OEMAFIER LOEASMHIC OV, B A—L XA
T4l Xa T 4 =X (P4-99) B LTLIEE N,

VAT ADE Y N7 v I T 3L, [Mail Policies] > [Incoming Mail
Policies] =Y MO EREA—NL RYV—HOT o F AR ZAFX ¥y VY 2—
VaAaYERECTEET BEA—NFRY =TI, BFIZ 7T AL R
FrramT =T MCLET), BH—ORY I —ZONTT U FANRL A%y
CETARE=TNMITDHIELTEET,

ZOFITE, T7 40 b A= R —E IO IPartners] " U ¥— T IronPort
Anti-Spam A ¥ v VUV EHERAL T, BHEBIUBEEED LW ARLE
BELTHET,

8-2 A= RYI— BEECEDOTUFRNRLIVDY

Incoming Mail Policies

Find Policies

@ Recipient
Sender

Email Address:

Add Policy. .
order | Policy Name Anti-Spam Anti-Virus Content Filters Wirus Outbreak Filtsrs Delste
1| Partners {use default) {use default) {use default) {use default) o
Default Policy IronPort Anti-Spam Sophos Disabled Enabled

Positive: Quarantine
Suspected: Quaranting

Encrypted: Deliver
Unscannahle: Deliver
wirus Positive: Drop

N v
IronPort Intelligent Multi-Scan # i L TAEL~—Fr T 7 A vk —TV%
AF ¥ 95 & 5 Partners AR U > — & AT T HI21E, [Partners] 1TIZxIET 5
[Anti-Spam] #ld> = > kU (Tuse default)) #27 Vv 27 LET,

AFxy =Y & LT IronPort Intelligent Multi-Scan % 3R L | [Yes] % iR
LTARER~Y =TT 47 Ayt —VOlliEdA4 2—7 M LET, RER
Y= T AT Ay E—VOBRHIZIE, T4 MNREMEEEHLET,
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8-3 12, IronPort Intelligent Multi-Scan & REl~v—r 7 4 7 A vE—T
DB A =T SN RY) o—2 R LET,

8-3 *—JL R &— : IronPort Intelligent Multi-Scan A *—JJL{t

Anti-Spam Settings

Policy: | Test

Enabls Anti-Spam Scanning

Zor This Policy: () Use Settings from Default Policy (IronPart Anti-Spam)

) Use IronPort Anti-Spam service

@ Use IronPart Tntelligent Multi-Scan
Spam scanning butlt on Ironfort Anti-Spam.

© Disabled

Positively-Identified Spam Settings

Apply This Action to Message:
Send to Alternate Host {optional):

Add Text to Subject: | [prepend v |  [[5FAM]

b Advanced | Optional settings for custom header and message delivery.

Suspected Spam Settings
Enable Suspected Spam Scanning: | O pe @ ves

apply This Action to Message:
Send to Alternate Host (optional): [

Add Text to Subject: | | prepend w I[SUSPECTED SPAM]

b Advanced  Optional settings for custom headsr and message delivery.

Marketing Email Settings
Enable Marketing Email Scanning: | O e {5 ves

Apply This Action to Message:
Send to Alternate Host {optional):

Add Text to Subject: | [prepend v | [[MARKETING]

b Advanced | Optional settings for custom header and message delivery.

BEHEOREELHEEBZEDA—L RY —ITRKD L H 220 F3,

8-4 A—JL K1 &— : Intelligent Multi-Scan H1 r—T)LIZSht=RK1
S—
Incoming Mail Policies

Find Policies

Ernail Address: |— (& Recipient
9]

Sender

Add Policy ..,

Order | Policy Hame Anti-Spam Anti-Virus Content Filters Wirus Outbreak Filters Delete

1 Partners IronPort Intelligent Multi-Scan {use default) {use default) (use default) Iy
Fositive: Deliver

Suspected: Deliver
Marketing Messages: Deliver

Default Policy IronPort Anti-Spam Hot Available Disabled Mot Available
Positive: Deliver

Suspected: Deliver

Marketing Messages: Disabled
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FUOFRNLRZXYY TP UDHREE

BT UFANRL VY a—va s iliE, —EOREMENBEEM T 5 TWET,
INBOBREMIX. ST YT ICEA SN DR E T, [Security
Services] X == —® [IronPort Anti- Spam] ~— L [IronPort Intelligent
Multi-Scan] X— VB I WERFBEREDOA—IL KU > —0O7 ' F AL EE
R=UTHEAETT, AFxr> YV a—va  BREOHREEIZOWVTIE, *t
)3 HIECTHB LE T, [IronPort Anti-Spam] ~<— 3 & ! [IronPort Intelligent
Multi-Scan] <— 2L, BHOT v 77— N ARFERFOT U F AR A L—LD
VA FbERRSINET,

TR—=N T U TFANLREMERET D & EOFEMONTIR, ROERE
LTS ZS,
e [IronPort Anti-Spam @A x—7 Wikl 7 m— NLREEOFKE] (P.8-267)
FSENO
» TlronPort Intelligent Multi-Scan O A *— 7 /L {l & 7 — /LR GEE DR E )
(P.8-272)

ZEHEZEOREZITANE T 2T o F ANL A% ¥ VRIEDOFEAZ OV TIL,
(7 U FANLDZEENRY > —0ikE] (P8-276) LML TIZEW,

FOFRINLREXxw2E IronPort 77547 URICEST
SEndrAvte—o

IronPort TiX., IronPort 7 77 A 7T LV AMBEFA—IL T TF— b, 7«/7/;%/»
BHRLHR—F, BIOZEOMOBELINTZA v E—VERZETIZEEDY
m\7y%xNAx%&y%ﬂ4NX¢5%Exﬁ»ﬁuy*mﬂnéibﬁ
BLTWET, ZRHDORA vy E—UiF, BREOA—/L A MY —ATHEFERD
MWD LD, ANRAFEIL EBEMEDH D URL RZ OO EREZ ETe 7
O, INHEDAvE—UIZIE, ANRNLEY—TEINDZENBLET, 1T
IronPort 7 75 A T v ADT=DITA—NLDEETLDOIP 7 FLAEZERA N TV &
A F—7 L0 TWHITELIST] RV —IZEBMTHZ L b TEET (IEEEHS
N—T ~OEEFEDBIM (P.5-153) Z&H), gEHIc > WL, @Bralahi-
IronPort 7754 7 A AR — K B —IZBRWAEDLELSTEEN,
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IronPort Anti-Spam Z 1 IL&2 ) V45

IronPort 7 7" 7 A 7 AIZiX, #HiH 4172 IronPort Anti-Spam A ¥ v > =Y
VD30 HEOTA B AREGENTWVET,

IronPort Anti-Spam # & U CASE O#I=

IronPort Anti-Spam 7 ¢ /L% U > 71X, Context Adaptive Scanning Engine
(CASE) ™Mz 350 T 0 . IROHMDIZ0IZE T A —/L & Web #F(i 1 # %
BEDED, 1 BODOT UFANRL AFX vy =T TY,

o KREFERBFA—NBBOEER : AL, T4 o7, VU ER—2
OWE, BLOMO NEREIN) BlERHBLET,

o IKIROKE DFEH : SenderBase fHlith—E A5 DET A —/L & Web 7F
ZFES L T v F AR —)b,

o PNRTI  N—Fy=7 aX PBIOEFHR X FORBEERE LET,

o (R T VI AOMREDIESL : CASE T, ¥ A7 I v 7 Wik 74
BEIOA 7Ry 7 A Xy PU—7 ALY ZEH LT, EbOTERE
PEREZ EH TE £,

o Ay H—Fvaf a—PFD=—XIZxt : IronPort Anti-Spam (%, {5
RICER by 7 7 7 AOMREZRET L L) ICHESh THET,

RAR ST EELLE

CASE Tix, =27 Yo, B A —/ViHli. 3 XU Web il 2 /45 bt
T, KRS GBI IEZR 2L L £,

IronPortAntl -Spam X, TEX LT LEEAEBE T A — VBB ERENICHRINT S X
IZFEEF STV E T, TronPort Anti-Spam TiX, A/ XA, T4 w7 Vv
E&ﬂﬁk@%ﬂ@%6@éﬁﬁ’ﬂfﬁét#fﬁ< [419) 72 SR
DEELL, DET, BHHOBEFA—AEERICOLRIELET, & 512, IronPort
Anti-Spam TiX, ¥ 7o m2— R URL £723FET7 744 V&2 LTRIERI T
VY HFATT D ANRLBIEE IR E O LWEBROIR G SNTE B TRA L E T,

IronPort Anti-Spam Tix, ZiLbDOEFBEZMAIT 572012, ERBE—OMENEL
FoBEME TR EEH L, AvE—Y0arTF A MK, 2V A vV
DHNE., A v E—VOBELFA, #EZFOFHME, AvyE—YTY RAZAL XS
TW5b Web 4 kOFFffi7e & % F~F 7, IronPort Anti-Spam 72753, BT
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A=t Web OFHiT — % A Gbtd, ERAGHOBEMKEHEDLBE A —ILE
FOWeb h 774 v 0E=2HY T 2y NU—2 ThHD SenderBase DI H
NERRKBPIEA LT, HLOVBENBB SNWREZ OB L2 HBRHE L7,

GE) vm—HINVMXMTADLDA—NV%EZETHE D IronPort 777 A4 T AZRE
LTWAEAIT, BEFEDOIP T FLAEZYAITAAREMEOHAZT v 7 A K
V=X FRANERETLHZLERH Y £, FEMIZONTE, HEEY V—)
(P.8-288) &ML T 7Z&EW,

R/IMBRO false positive

IronPort Anti-Spam ¥ X OF [ronPort 7 A /L A &Y ¢ V&2 TiX, FraFiEH O
Context Adaptive Scanning Engine (CASE) ™ ZF|ff L T\ %3, CASE T
&, 4 DDOWITITE 72235 100,000 HLL ED A v =V RMEEZ ST 52 &IT L
D, HDIFELVIKEE L PERROM EAEBLL T ET,

ATFYT 1 BFA—NGTE : ZDRA v —DOFEHIT

ARTFYT 2 AvBE—VOHRE: DA vE—IJICEENTWDERNEIL M,
AT9T 3 AvE—UME: ZOA v —VIEEDL FITHEEIN TV DD,
ATy T 4 Web il : BRIIT &= 0

CASE TiX, TR E o+ 2 LI12X 0, BNIEELEHER LN
b, ZEEREREZRIETEET, 2L 2, EHAMBEEORESNT LS
TOHOINBEZFFLRNL, HEEMITOTe— R K Xy hT—=Z 2B LT
HIP T RLANLREEESNT-AvE—UR, YU EPCIZLEoTHEAMENT
WA URL 28T XA vb—F, @b LWA =T THILERRENET, =
EERRIIC, BENRFTMN G2 5N TN RESHIND D X v — U,
AN E DOBEMENIRVEIEEZ GEA TV ZE LT, ARLTHDEZ T E

nEEA,

(R by TKEDMRE
CASE TiE. ROMEAMANDES 2 LI kY| ERERHESREICEIT S
EL

o H—RRIZXDEHERDOAF ¥
o B THIEET ) AT A
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VAT AVEREIE, IronPort EAH O [FIHIET) v A7 2% HMH L Tk &
ET, IronPort Tik, LW — /L OKELHEa X MTESWT/L—/LOTEH
EFZRET D, MEOTLTY ALEMIELELE, 2 X MBEWVW—FHT
EfEMED B WL — A B FEITLTNE | HEDNH 2R R TENLED L — L
BARBECRYET, Z0HFRCL- TV AT LOAL—Ty AR EEND
72, REEO=—X & d/-ENERINE T, KT, @R
CUMER A N N—= R =2 T A~OFEREEZFERICLTWS 2, TronPort D&
a7 4 =R FIun—xr ROBERICE > TN TT,

o FTRYITA Ry hU—T HELY

A o8—FariLa—¥

IronPort Anti-Spam 1%, (R by 7 7 7 ADMREEZ T —/L RUA R THRET D
IOCREBESRTVWET, ur—LEAETHY a7 UV IKGFET D BB
oz, V—=yaFt v v—b 7u7 7 A VEERTHZLICL> T, FED
V=2 a VIATFIZT VFARL AXy UKL TEE T, ToF AL T
AT, V—=YaF — Fadr A ARNEENTWET, V—Ta )L
= Fua Ty A LTE, V=3 F ) X=X TARLEZ—F v MILET,
ez, FEBLOEE TZET DAL TIE, BRTE LOHETOH &N
BV ET, PEEOY —VaFA —iE. TOFA TDARNIE DY
TikfbENTWET, FICHEAL, BB, BIOEBRITOA =V EZET
HOTHNT, FEEBEOV —VaF L r— Fu T s AL EFHTLI L %,
BHERLES, V=Yg —)L a7 7 A L%, [Security Services] >
[TronPort Anti-Spam] 2>&H A X —7 /LT TEET,

~

GE) V—Vatnrar—n7rardryrAATRHEEDY —YaichbETT v
FANRL TP UNEKEEEIND D, DX A T DANRLMZHONTIE
BMHEORTEBEIBENRHV ET, LEEB-T, HELLEY —Va
VIO REDETA—NEZETHIHEICRY . ZOWEE A x—T v
\ZT 52 L EHELE L £,

IronPort Anti-Spam Tix, BFdLT A VU B KFE, I—nrm v X, BLOT VT ITHHE
LTW5, 125,000 22 % ISP, K%, BIOEEN LIS, HERKEE
ICBWTREWZREBETA—LE Web a7 Y RalMT — 2 #1EH LTV E
T, huokve, bR, BIOe Y RUACHEMEES & < Threat Operations
Center N EFRBEB O 7= OICHBE I N TV ET, 5T, FEFE. BARE, &
EHif, R MIAGE, BRORASAS VEEEET 32 OF@ENLOHEMEZ LM
o TWET,
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IronPort Anti-Spam D4 *—7J )Lt L5 O—/\LERFEED

3

(E)

IronPort Anti-Spam DA F— 7 /Lt & 7 a— LR EEDOERIZIL, [Security
Services] > [IronPort Anti-Spam] ~X—<’ & [Security Services] > [Service
Updates] ~*—< (GUI) F£721% antispamconfig ¥ N & updateconfig <
R (CLD #HLET, RO e — LR EEPREINET,

e 77747 v AD IronPort Anti-Spam % 7' v — /)L CTA X —T LI LET,
o IronPort Anti-Spam TAF ¥ T DX v —VDIRKIA ZERELET,

¢ AvE—VEAXYUTDHLEXIIHALT Y MR T ORMOR S 2 AT
LET.

KD DOZ—YTIL, AFXF XU TIEIRRKAVE—Y PA XL XA LT T b
ELEETINENHY EFTA, 2720, HRA =T A XABREE/N
ELFARE, TTFIAT LV ADAINL—T v Nk TxF1,

¢ TIronPort Anti-Spam LV — /L DT v 77— N BT 50D T r ¥ HF—
NEEHL, BBEIE U TA =7 M LET ([Security Services] >
[Service Updates]), L —N D7 v 77— MaBETHDDOTmFs +—
N ERTLHAT. LEIELT, T uFfy =TT 2720 DR
FEE =T RAT— R BLXOREDOR— MEHETEET,

e IronPort Anti-Spam V—/V DT v 7T — NEZFTH LT ra— K $—n
EEHL, KBS U TA r—7MZLET ([Security Services] >
[Service Updates]) .,

e TIronPort Anti-Spam L — VO BHET v 77— hDOZEE A X —T VL E T
Tat—7MCL, Ty 7T FMERLEELET,

Tuxy =0ty b7 v 7L, [Security Services] > [Service Updates] ~—
VINBATH ZEMTEET, T rFX Y = ROEEFIEOFEMIZ OV T,
[[Service Updates] ~—<) (P.15-487) #ZM L T ZEW, ZTNAT, T'm¥x v
=BT — o, Tax s =" HEHAT LI IICRESN
TWAETRTCOY—EATR LT Xy F—"B3EHINET,
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(3#)  GUI @ System Setup Wizard (FE721% CLI ® systemsetup 2~¥ 2 F) T
IronPort Anti-Spam % A 3x—7/UIZT 5 Z L # R LB, 72— VLR E
BOF 740 MEZFERL, 774V MERBA L R O —ZX LTS X —7
MTTR D FT,

Sl —

IronPort 7 7 Z A 7 > A{Z1&, IronPort Anti-Spam ¥ 7 b v =7 @ 30 HEAL)
Rl — 03B L CnEd, % —ik, System Setup Wizard F 7-1%
[Security Services] > [IronPort Anti-Spam] ~<—<" (GUI) 7>, systemsetup =
<> RE7201F antispamconfig 2~ K (CLI) T, 74 B ABHELZHL
THDTA F—=T MRV ET, TT74NVFTHE, T4 ARKWECRETD
L T HNRER A= AT —IZx LT IronPort Anti-Spam 7231 X —7 /L
W ET, RELEEEET LA (IF)E 2 : [System]) (P.3-54) ZHH)
\Z%F LT, IronPort Anti-Spam ® 7 A &> XA DR 30 HZIZUIND Z & %@
M3 57 7— hOREBITONET, 77— b, RO 30, 15, 5. BEX
V0 HANZEE ENET, 30 HEOFEHEGZ b Z ofiEd A X—7VICT 2
B OFMIC DWW TIE, IronPort O M F ICBMWELEL LI, Y D
FF AR I, [System Administration] > [Feature Keys] — % FRx$ 250, &
721X featurekey A~ REFITTHZ LICL - THERTE EF GEMIIZOWT
1%, [ Cisco IronPort AsyncOS for Email Daily Management Guide] @
lCommon Administrative Tasks] (Z& BHEEEX —DOFERIZEET2HAZZR L T
TEEW),

8-5 12, [Security Services] > [IronPort Anti-Spam] X— Y TRET 57 17—
NVEREMERLET,

8-5 IronPort Anti-Spam @)% O0—/3)LERTESE : sk

IronPort Anti-Spam Global Settings

IronPort Anti-Spam Scanning: | Enabled
Maximurn Message Size to Scan: | 131072 bytes
Timeout for Scanning Single Message: | 1m
Regional Scanning: | Off

Edit Global Settings...

IronPort Anti-Spam % A X — 7 /WIZF 51T, ROFIEEFATLET,

AFwF 1 System Setup Wizard < IronPort Anti-Spam % A 1 — 7 /L2 L7ad>y > 73541,
[Security Services] > [IronPort Anti-Spam] %R L £,
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ATFvFT 3

ATv7 4
ATwT 5

ATFvT 6

ATFvF9

[Enable] 227 U v 7 LET,
TA B ABES—URRRINET,
~

GE) TABVAZRNIZARE L72WEE, IronPort Anti-Spam 137 74 7
ATA RX—T VA7 ‘9 FHEA,

R=UOFHETAIZr—/L L, [Accept] 7 Vv 7 LTTA BV ARKIZE
?Em%l/i‘a—o

8-6 LIZIZM UR—UNERINET,
[Edit Global Settings] 227 U v 27 LE7,
[Enable IronPort Anti-Spam scanning] DDA >~ 7 A&+ N2 L E T,

ORI A FNCTBDE, TTITAT LV ADKEN T 0 — A X —
TR0 ET, 1272l A=V R V—DZEETLEORTEEEA X —

TNZT HHEEF, BIEHEH Y ET, FFMIZONTL, [T FRANRLD
ZEERFRY —0%E] (P.8-276) #HMML T,

IronPort Anti-Spam T X F+ T SEAX > —2" VA AOMEEERLE T,

F 740 MEIZ 128 Kb T, ZOH A XEDKEWVA vE—IF,
IronPort Anti-Spam (2 & > TAF ¥ v &h§,
X-IronPort-Anti-Spam-Filtered: true EW I Ny X —|IA v —I|iA
MEvER A

AvE—VEAXY T DLEELIALT U NERET OB E AN LET,

WEERETL2HEE. 1 ~ 120082 AL LET, 774/ MAIT 60

wcT,
JV—aF L AX Yy v 2AX—TNAVERZT o= VI LEST, V=3 F 0
AF v T, FFED Y — 3 VI IronPort Anti-Spam A % v > A3 ik X
NET., ZOBMETITHEDY —2a VICBbETT v F AL PR
EMéﬂétb\@@?47@ZAAKOMTi@mé@ﬁFéﬁ<k%ﬂ#@
DET, LER-T, BELEZY —Yarnb REODEFA—NVEZETIHES
WZBRY . ZOMREE A F—T NI D EEMEELES, V—YaF b X%y
VO OWTIE, (A F—F v a2 —Y) (P.8-266) ZBMRLTL
W,

EHEEFELTHELET,

[Security Services] > [IronPort Anti-Spam] X—Y N Y 7 Ly ¥ a ST,
AIOFNECTEIR L ERERRINET,
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8-6 IronPort Anti-Spam M5 A—/3)LEEE
IronPort Anti-Spam

IronPort Anti-Spam Overview

IronPort Anti-Spam Scanning: | Enabled
Maximurn Message Size to Scan: | 131072 bytes
Timeout for Scanning Single Message: | 60 seconds

Regional Scanning: | Off

Edit Global Settings...

Rule Updates {Last download attempt made on: 03 Apr 2007 21:06 {GMT})

Rule Type Last Update Current Version

CASE Core Files 03 Apr 2007 21:06 (GMT) 1.1.7-008

Structural Rules 03 Apr 2007 21:06 (GMT) 1.1.7-005-20070402_170501
Content Rules 03 Apr 2007 21:06 (GMT) 20070403_205114

Content Rules Update 03 Apr 2007 21:06 (GMT) 20070403_210501

CASE Utilities 03 Apr 2007 21:01 (GMT) 1.1.7-008

Web Reputation DB 03 Apr 2007 21:06 (GMT) 20070402_z201000

Wweb Reputation Rules 03 Apr 2007 21:06 (GMT) 20070402_201000-20070403_210000

Update

Z DHDFIE

IronPort Anti-Spam % A x— 7 /WiZ7T % &, SenderBase #fli A = 7 2SN\ T
B2 ESG L TV RWESTH > Th, SenderBase Fiffir—E 2D A a7 U >
TNA X =T 272 £9, SBRS DA F—T MEOFEAT OV T,
[SenderBase ¥l 7 1 /L& DFEE | (P.7-250) 5L TS E IV,
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IronPort Intelligent Multi-Scan 7 1 L2 Y V45

IronPort Intelligent Multi-Scan Ti%, IronPort Anti-Spam 72 & OB DT - F A
N AFxy Y DUV EMBADZLICEY ATV V= N REET VT

ANRE YV a—varzFRALTWET, ZoHFRNTL Y, false positive %

FHEIELZ &L HEOKENM ESNT, MHEHEND ZA/RLDOEBIEINL
£,

IronPort Intelligent Multi-Scan {2 L > TA v & —VZWUET 5551, 7.
Y= RR=F T U FARL 2 VU EFERALTARy v ERET, KIZ,
Av—VBIOY— =7 o Bl D2 L5 HEM TronPort Anti-Spam
WCESN T, BEHEN FENET, IronPort Anti-Spam AIRIZ L 5 A% v D
FEATRITHRA SNz VT A% v VRN AsyncOS IZiRSLET, — RK/8—
T4 WAX ¥ =YL TronPort Anti-Spam ORI MAGHE D Z LI

& o T, IronPort Anti-Spam DFF-OK\> false positive =& HERF L7223 5 M
THANRLDOENPHEZET,

IronPort Intelligent Multi-Scan THEH S DA ¥ ¥ o = ¥ U DIEFITFRET
& F£H A, IronPort Anti-Spam 1%, FIZHRZRICA v E—VE ATy T2
YTHY, =KX= FT B DN LS TANRATH DL L HES T A v
& — % IronPort Intelligent Multi-Scan XA ¥ v 775 Z L 1XH Y /A,

IronPort Intelligent Multi-Scan 22 &, AT LDANL—T v FMET S
DHENREH Y ET, FEMIZOWTIE, IronPort #7R8— MEYFIZIHEWA DL
ZEW,

ZOREIX. Cl100 77T A4 T v AL DT RTD C-Series 7T 7 I7A T AB X
W X-Series 7 7 IA TV ATHR— SN TWVET,

(i) Intelligent Multi-Scan #§#E ¥ —IZ L > T, 7 77 4 7 2 T IronPort Anti-Spam
b RX—T NI ET, ZORE, A—/ KU T —T IronPort Intelligent
MultiScan ¥ 72 % IronPort Anti-Spam O Wz A4 R—TNICTEDH L IR
nET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J




E8E FUFRARL |

IronPort Intelligent Multi-Scan O *—7J)L{L& 50—
NILEREED T

M=

IronPort Intelligent Multi-Scan O A r—7 Al L 7o — LR EBOZEFITIX,
[Security Services] > [IronPort Intelligent Multi-Scan] ~*— <" & [Security

Services] > [Service Updates] ~*— <" (GUI) £ 721X antispamconfig I ~¥ 2 K&
updateconfig 2 <> K (CLI) Z#HLET, RO — LEREMENHE S

nij‘o
o TTTAT ATY m—sUL|Z TronPort Intelligent Multi-Scan % 1 *— 7 /L
LET,
* IronPort Intelligent Multi-Scan TAF ¥ ' F 25X v =TV DRRKY A Z&
ELET,
¢ AykE—VEAX YT HLEEILHALT Y NEFHET LR OR S & AT
LET,

KD DOZ—YTIL, AFXF XU TIEIRRAVE—Y PA XL XA LT T b
ELEETINENHY EFTA, 2720, HRA =T A XABREE/N
ELFARE, TTFIAT LV ADAINL—T v Nk TxF1,

 TIronPort Intelligent Multi-Scan L —/L D7 v 75— & RET 570071
Fo Y —N"EEREL, LESL TS, X =TV LET ([Security
Services] > [Service Updates]), /V—/v D7 v 75— k& FGT 572007
XY =R ERTLIHAE. BEITSCT, TeXxy b= IR
DI DOBFEE =YL, NAT— R BIORHEDOKR— FERTETE &
¥

 IronPort Intelligent Multi-Scan L — /L DT v FF— s 2 Z[ET 5 X7 n—

R H—n_ZEHRL, HEIZE LTS X —7 /M2 LET ([Security Services]
> [Service Updates]) .

« IronPort Intelligent Multi-Scan /v — /LD HET v 75— hDZEE2 A 2 —7
WERLRT =7 MicL, Ty 77— MHEbEELET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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(E)

AFvT 3

ATy 4

Tuxy b— Ok b7 v 7L, [Security Services] > [Service Updates] ~~—
UMBITHI ZENTEET, TR = R"OBEFEOFHEMOWVTIL,
[[Service Updates] <—<7] (P.15-487) #ZMWL T Z&W, T T, ¥
Y= \NT =l oTelzd, TrXy = NEERT LI ICHEIN
TS TRTOYV—EARATRLELTmeXy —"BNEHINET,

GUI @ System Setup Wizard (F721% CLI @ systemsetup 2 ¥ K) T
IronPort Intelligent Multi-Scan % A 2 —7 W25 Z & B LIZGAIL, 7
O — NLVREMDOT 7 4V MaEFER L, T 7 /L MEEA =L RY —iTxt
LCA F—T M0 £,

8-7 {2, [Security Services] > [IronPort Intelligent Multi-Scan] ~X— ¥ T E
L7 = SVREEERLET,

8-7 IronPort Intelligent Multi-Scan ® 4 A—/3LERTE(E : fR%

IronPort Intelligent Multi-Scan Overview

IronPort Intelligent Multi-Scan: | Enabled
Maximum Message Size to Scan: | 131072 bytes

Timeout for Scanning Single Message: | 60 seconds

Edit Global Settings...

IronPort Intelligent Multi-Scan % A *—7 /W2 F 5121E, RO FINEE FATL £
\a_o

System Setup Wizard “C IronPort Intelligent Multi-Scan % A X —7 LI L7 D> >
723 & 1%, [Security Services] > [IronPort Intelligent Multi-Scan] ##4R L £,

[Enable] #27 V v 7 L7,
TA VAR ER-URFRENET,
S

GE) TFABUARKNELZHE LR TIE, IronPort Intelligent Multi-Scan
TTITAT Y ATA R =T MTENER A,

NR=VDFEHETAIa—L L, [Accept] 27 UV v 7 LTTA &L ALKITE
BELET,

8-8 LIZIERI U=V RFREINET,
[Edit Global Settings] #27 V v 7 L7,

[ oL-23078-01-J
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AT7w7 5 [Enable IronPort Intelligent Multi-Scan] DD R v 7 A% A4 LE T,

DRy I ABFNTDHE, TTITAT L ADEENR T 08— A 3R —
TR ET, 1L, A=A R —DOZEHTLORTEMEA X —
TCTBMENL, 5l &E bV 9, FEcOWTIE, [T FARAD
ZEENRY —0%E] (P.8-276) #HML T IEE,

AFw 7 6 IronPort Intelligent Multi-Scan T X F + > 7 SHEA X » & —2 VA ADE%ZE
WLET,

T 7 4V MEIZ 128 Kb TF, ZOH A XEHYKEVWRA -0,
IronPort Intelligent Multi-Scan IZ X > CTAF ¥ > S EH A,

AF9T T Avb—VEAXYLUTDHLIIHALT U MEFHET OB EATLET,
BERERET2HEIE. 1| ~ 120 08K AN LET, 774/ MEIT 60
BT,

ATwFT 8 AHEERELTHEELET,

[Security Services] > [IronPort Intelligent Multi-Scan] X—Y 0N ) 7 L vy v =
ST, AIOFIETRIRLIERERENET,

8-8 IronPort Intelligent Multi-Scan ® 4 A—/{)LEESEE

IronPort Intelligent Multi-Scan

IronPort Intelligent Multi-Scan Overview

IronPort Intslligent Multi-Scan: | Enablsd
Maximum Message Size to Scan: | 131072 bytes

Timeout for Scanning Single Message: | 60 seconds

Edit Global Settings...
Rule Type Last Update Current Yersian
CASE Core Files Base Wersion 2.7.1-005
Structural Rules Base Wersion 2.7.1-005-20090511_160603
CASE Utilities Base Wersion 2.7.1-005
Wweb Reputstion DB Mever Updated 20050725_000000
Wb Reputstion Rules Mever Updated 20050725_000000-20050725_000000

Update Now

£ DD FIE

IronPort Intelligent Multi-Scan % 4 r— 7 /L2345 &, SenderBase i X = 7

WCHESWTHERAHES L TWRWEETH-Th, SenderBase i — & 2D
2AT NV TRAR—=T N0 £F, SBRS DA =7 /ALDFEMIZ SN T
i%. [SenderBase #Aii 7 1 /L% DL (P.7-250) #BML T E&EV,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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FOFRNLIL—=ILDT v TT— FDOERTE

IronPort Anti-Spam 35 & O IronPort Intelligent Multi-Scan ®/V—/Vi%, 7 7 +
Jb R TiE, IronPort 7 v 75—k =" EGSNET, 77T — A
Du—=H) Y= T T TF = FOBRGIHEMAT 27 n Xy =30 L—1D
T T T NeWRTHNE I DB LI OHHE T HELIEECEET, TUF A
NEA YV a—varD7 v 77— hEERET HI2IE, [Security Services] >
[Service Updates] ~*— ™ [Edit Update Settings] %7 V v 7 L %7,

FEAZOWTIE, T —ER2ADT v 7T — 1] (P.15-486) &ML T &0,

IronPort Anti-Spam JL—ILOT7 Y 77— FEWMBETHTAFXL 4—/\D

4 r—T ik

GE)

IronPort 7 77 A 7 A%, IronPort 7 v 75—+ — NICEBEREFE LT, 7
YFARDNN=NDT T T = N EZITWD KO ICRESNET, ZOHERIT,
A—F 80 ® HTTP I L » CTHESL SN, 2T YR fbEnEd, 7747
TA—NVTIDOR— 2R ZEEBTIHEEIT. Ty T —FENTA—%
TTIATVATZITWDZENRTED, 77Xy h—"EBILOEAH R —
MEERTEXET,

Tuxy =R HHT 53, EETRIER LR - b2 ETE £,

Taxy = AREXZINTNWDEE. TronPort Anti-Spam 35 £ T [ronPort
Intelligent Multi-Scan Tli%, ZD 7 1 ¥y $— "% FEHHIET L ET, Mo
FTRTOY—ER T v 75—k (VANVARYT 4 L4, Sophos Anti-Virus 72
L) iZonTr eIy $—=RET 4 E—=T M LRNT, TUF AL Y
Ja—vailonTr7uexy =24 7235 HEETHY A,

Tuxy b—REEHETDHE, Yoy b—REHATLLIOICERESN T
DT RTCOY—ER T v 7T —F T, TOTaXy T—"RNHEBIZEH SN
ij‘o

T Xy = ROEZFDFEMZHOWTIL, THTTP vy —0fgE ((E
B)l (P.15-493) &ML T &N,

[ oL-23078-01-J
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EZRYITIIL—ILDOT Y TT—F

TA R AR ESZHET D L BB O IronPort Anti-Spam /L—/L3 LT
IronPort Intelligent Multi-Scan /L —/L® 7 » 75 — k23 [Security Services] A
—za— (GUI) BILWantispamstatus 2~ K (CLI) O%fhnd 52—
ZFENET,

(GE) T T = ERFETIN TR, = "RRE SN T RNEARI,
[Never Updated] &9 XFFINRRFINET,

8-9 [Security Services] > [IronPort Anti-Spam] R—® [Rules
Updates] 2 < 3> : GUI

Rule Updates (Last download attempt made on: 12 Sep 2005 21:43 GMT )

Rule Type Last Update Current Version

CASE Core Files Never Updated 1.0.0-202

Anti-Spam Rules Never Updated 1.0.0-203-BETA-20050908_200919
CASE Utilities Never Updated 1.0.0-105

URL Database 12 Sep 2005 05:39 GMT 20050908_184000

URL Database Delta 12 Sep 2005 21:42 GMT 20050908_184000-20050912_144000

T oFRANLDREFRNR) O—DRE

IronPort Anti-Spam Y V = —3 3 > & X U IronPort Intelligent Multi-Scan ~/
Ya—varTiE, BFA L X270 v 32—V v HeafH L CRETST
RV V— (ar 74 Fal—var+rvay) KESWT, HEF (BIY
HAE) A—NVHOEBETA—NVZWE L FF, IronPort Anti-Spam 35 X O¥ IronPort
Intelligent Multi-Scan Ti&, 74 VX VT EV2—NMILoTAYvE—V%E
AXYTHIEICRIVGELEYS, ZORHE, SWVRAIUTAED. HitDR
B7rr7varoldilRENEY, HEMRE LTHLNDLWREMD & 2 DI,
ANRKTRRW, RE~—rT 4V TEB T A, BEEHESINTZANRA, &
TATGE L D LWANLD 4 5T, ANLGHEEHESHIEA Yy E—Y R
REGHEERD LWA vy E—Y ) ETFARER~Y—TT 4T Ay k=T Th
LEBRNSNTZA Y E—=VICRT DT 7 aidid, ROT 7 varREEnE
D

o BMEFEZIZBBMEL B LA SNAD L X UVMEDIRE,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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(E)

o RER~—TT 40T AvE— BEEHESNT AL EIEEE
LEEDLWANRL Ay —VIZT22KNRT 7 2 a v ORIN : BE.
Koy 7, RNy AL IR,

e mbox JERDOBT 77 A N~ ~DRA 2=V DT—IAT, ANLTHD EH
MEINTA =D T — AT oA F—TNMITDHIZE, v 7 E2ERKT D
MERH D FF, A=A vtE—V0OT7—h A7) (P.8-280) %5
LTL &,

o ARKERFY—TT AT THL LSRN A v — YOI~y —
DI,

. 'fﬁ;‘é’i%?ﬁ){“‘ﬂ/ﬂix o~ A “/tvﬂ:}@%{go

o A yl—IRT BB AKX L X-Header DB,

o RETLNu—TFZEELET FLA~NDA v —ID%E (& 21F, A4
ThdHEHBANEINTZAvE—VEHRTHET D12DIC, BHEDOA =LKy
T ANIN—T 4 VT TEET), BERZEEA vE—TVOGAIE, B—Da
V=72 AR EHEICEEEINET,

INLOT 7 v a ik, MEIZHEMKTEHY FHA, 2—FDOITNV—TDXE
JFERUH=—XZ/AbE T, SEIERBFEEELEIRERI —T, ZnbHD
TOvarEBEERIITRCE, SESFIEARDEDZENTEET, [
LAY —T, %@k%ﬁéﬂtxﬂbk%@&&bwaﬂb%%b S Z
ERTEET, xR BUEEHESNIEARLTHDIAYyE—VE Fuy
+5H— ﬁf\%@k&bwaAA}/ﬁ CERET OVLEND DLGEND
nEJ,

IronPort Anti-Spam & 72 /% IronPort Intelligent Multi-Scan @7 7 > = %, &
FA=N X2V T 4 v 2= ¥ BEEEAL M L T, [Mail Policies] > [Incoming
Mail Policies] % 7z 1% [Outgoing Mail Policies] ~<— (GUI) F7=i%
policyconfig -> antispam 2% K (CLI) 26, SEHE B ZHERITA R—
TMILET, TUVFANRL YY) a—va B/ a—rUL T, 2= Ll o
T, ERL7IEA— L R =Tk, 26077 v a rEEINCERE L
i?oEﬁé%HwT)/%’ﬂLT£k57&/a/% XECTEET, RY
VT LA F =T NICTEDR TV F AL VY a—a it 1 DT T,
FURY O —TEmGTEA R—T M TEERA,

[ oL-23078-01-J
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GE) REA—NOTUF AN AX Y A F—TMICTHI121E, BEETDHHRA L
TIRAT—=TNDT v FANLREME, FIZTTFA_X— b U AF—H 8T
DRMENRDHY FET, FEMIZOWTIE, A= 77— K — TR L—
NERT A=) (P5-117) ZBRL T EEW,

BFA—N X2V T4 v X =V Y OETIE, RRLIRV—2RLET, &
FNE, Bt X2VT 40 Y—EXE2RKLET,

; ells . < sen
8-10 A=V ARYI—: PUOFRINLIVDY
Add Policy...
order | Policy Mame Anti-Spam Anti-Yirus Content Filters Virus Outbreak Filters Delete
1| Sales_Team TronPart Anti-Sparn (use default) (use default) (use default) i}

Positive: Drop
Suspected: Quarantine
Marketing Messages: Quaranting

z | Engineering {use default) {use default) (use default) Enabled @
Default Policy | IronPort Anti-Spam Sophos Disabled Enabled
Positive: Drop Encrypted: Deliver
Suspected: Quarantine Unscannable: Deliver
Marketing Messages: Deliver Wirus Positive: Drop

A= RYo—DT7 OoFANLEREEDIRSE
A= R —DT U F ANRAFEME 22— T L ICRET H0ABE, RV
VNEBEA-NVHATH-oTH, BEA—NVHTH-TH, EAMICA LTI,
fEx DRV >— (F7 40 hLSL) 121X, [Use Default] 32 EfE & W 5 8MD
T 4=V ERHVEST, ZOT 4=V REBEBRTEE, TTFNE A= R
VDT RTCOT U FANRAFREENRY —IZEASINET,
M OWTIE, TF 740 b BRY —0fRE « 7o F AL E] (P.6-221)
HLBMMLTLEE N,
FIFNEN RV —REDA—L RY L —DFT VFANLREMERET 5 F
B, kD EFRYTT,

AFYT 1 B AN X2V T 4 vF—VYDOFERELEREA—N R —TFT—T
DIEBEDITICH D, TovFARA®F2)VT 4 —EZ2DY 7% 7 v L
ESC

B-11 ITRT KD RT U F ANAREMN— VR EIRENET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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ATFyvF 2

ATFvFT 3

ATv7 4

T7HNE R —DOREERMETDINE, T 74NV MTOY T %7
Uy LET, 8-11 1%, BEfEMeARY v — (F7 4L MO OFEME
o LET, ZoMEEH 6-6 (P.6-223) ik L T Z IV, [Use
Default] A7 > a U ME A2 DR Y =M MENTWDHIREBIZEELTLE
Sy,

RV —THHTET o FARL VY a—a VEERLET,
[Disabled] 27 V v 7§25 &, A= K)o —DT U FANRL AXy 2
KET 4 2—TNIZTEET,

Bite & HIE SN AL, BBiEE D LWANRA BIUOARER~—FT 17

Ay E—VOREMERELET,
8-11 [T FREERTDOT 7 4 /v b A—/L K Y > —® IronPort Anti-Spam &%
EEETRLET, [BEEHEINIZARLNEEE LD LA L)
(P.8-283) BLW MRS NIZRA v E—VOREMEZHET HEEOTEF
H) (P.8-279) #ZMLTILZEW,

ERERAFELTHELET,

[Mail Policies] > [Incoming Mail Policies] % 7z i% [Outgoing Mail Policies]
R=URVT7lyia3nT, ZTRNETOFIATER L -ENI KBRS E
T

B Sz A v E—CDOREEEZRET SRODEERR

BiES L UBEEFEDL LLR/IRLD L ELME

BRI D73y

Bt & HE SN ARLB LI OB E D LW A SAD LI VEICKHT 2EZ2 A
HLFET, AL LEVEDOZEMCHOW T, BB X OB L B L &%
LDOLEVME] (P.8-281) #&ML T EEV,

Bt EHE SN AN L BHEE D LWAAN L SR B R~—0T 4 7
A=V T 5T 7 a ryERME. Feyr | Ry EEM
N DRIRL £,

[ oL-23078-01-J
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BRAlEh-AvE—SOF7—hA4T

W ENIA Y=V [TUFANRLT —=HDAT | u 7T —HA 7T TEE
T ZORAE mbox EADO R 77 A A TH, FEHICONTIE, ToflB X
W [ Cisco IronPort AsyncOS for Email Daily Management Guidel ® TLogging |
DEEZHLTIZI N,

HEANY I—DOEE
FEDT FA MXFH T IIRITEMLT, @HlEShA vy —Y Eoi4

N B =DTFRANEEETDHILIZLD ANLBIOARERY—TT 47
Ayt —VEa—FRFHBLOY — P LT TEET,

(G¥)  [Modify message subject] 7  —/V RCiE, ZHIIEH IAEEA, ZDOT7 14—
NRICADLIEZT XA ROBAEFIFRNCAN—RBNT 52 LT, AV VT
DAve—U4L e, BIMTXFANESTFAZENTEET GBMTHFRA MEA
U OF O ORNZEBMT A5E 3BT ¥ 2 SO, 3V T ofhs ok
HITBMT 2HEITBIMT F A FDOHRAICAN—=R&BMLET), =& 2IF,
RNZBINT 2%FE1E, KRBIZZEAZ WL DT T (spaM] LW I TFF A M & B
meEJ,

~

()  [Add text to message] 7 « —/V K Tix, US-ASCIl XFE & AT E7,

BAEhAvE—OREEERR FADEE

BAlINTEA v BV ERBIEIEA — VAR MIEETEET,
H X4 L X-Header DB

BRlETm A vy B—I2Hh AF L X-Header ZBINTE F9,

[Yes] #2727 L, "y X —ZBILOTFANEERLET,
IoARO—TZEET7 FLADER

BASNIEA Y E—UERBT R —TZEEHET FLRAICEETEET,
[Yes]Z2z Vw2 L, RET FLRAEZERLET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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72E201E, AL THAEHBANENIZA v -V 2% CTHET 20, EHE
DA—=NRKRy I RAIN—T 4T TEET, BEEZEEA v E—VOHEIL, B
—Dav—EFRRBEZEEICEEINET,

8-11 *—JL R & —H IronPort Anti-Spam HE{E

Mail Policies: Anti-Spam

Anti-Spam Settings

Policy: Default

Enabls Anti-Spam Scanning ~
Zor This Policy: (&) Use IronPort Anti-Spam service

O Disabled

Positively-Identified Spam Settings
apply This Action to Message:

(o ]
Send to Alternate Host (optional):

Prepend

Optional settings for custom header and message delivery.

Add Text to Subject: [(sPam]

b Advanced

Suspected Spam Settings

Ono @rves

[eiver ]
Send to Alternate Host (optional):

Prepend v

Optional settings for custom header and message delivery.

Enable Suspectsd Spam Scanning:

Apply This Action to Message:

Add Text to Subject: I[SUSPECTED SPAM]

b Advanced

Marketing Email Settings

One  Eves

(e ]
Send to Alternate Host (optional):

Prepend

Optional settings for custom header and message delivery.

Enable Marketing Email Scanning:

apply This Action to Message:

Add Text to Subject: I[MARKETING]

b Advanced

Spam Thresholds

Spam is scored on & 1-100 scale. The highar the score, the more likely 5 message is a spam,

TronFort Anti-Spam: | @ Use the Default Thresholds

O Use Custorn Settings:
Positively Identified Spam:  soors = [70 (0 - 100)

Suspected Spam:

soore >[50 (minimumn 25, cannot exceed posttive spam score)

Subrnit

BB L UVEEERD LVR/NLD L ELME

Ay B —=VIRANLTHL00E ) aiHili+ % & 12, IronPort Anti-Spam 35 K
O IronPort Intelligent Multi-Scan TiE, A v & —Y OREARLAFERICET D
DI THONL— 1V ZEA LET, BEORS ZHMERTL720I1I2, ZOomTo
TYFANRL VY a—var TR, T4 FTEVLENECHRESA T
£9. 90 ~ 100 DFEANEEND A v —Vik, BiEEHESNTEARLTH
LERRENET, BHELHESNIEA LD LEVMEIZ, 75 (kb EmD)
~99 (RbLHRTFH) TEETEET, 7VoF AL VT a—Ta YOREICH
RO A S DR E A M TE %9, IronPort Anti-Spam ¥ £ O IronPort

[ oL-23078-01-J

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
8-281




E8E FUFRARL |

Intelligent Multi-Scan D li 52, X —/b Y > —H i TEMTE 5, #%ETHE
AN AW S ON T EIOLI/\X/\AODL%b\fﬁﬂ)ﬂﬁéﬂ’@/‘iT h
EFHALCT, ANLELEDHERROND T, ERORA vyE—T L0 T 545
BRSO LAY =0 Ayb—VanRd | [GELBEDLVANL] LW IER
DOAT AV HERTEET,

@%wa%ﬁjmbéwﬁ:E%WﬁbfﬁﬁéﬁWW;ﬁﬁﬁé Lz
CBEE D LW A RAREICERE LIZFTEAREOTRTOA v E—V%, E
ﬁ@f/t CThDHERBL, BHELRED LW LEVWVEEZEZTEBY ., BEL
FVWVMERBEOT X TORA v E—T%, BEEEDLWANRLAE R LT, #EEL
HILEIICRETEET, BEEED LWANRAIZH LTEITT MO T 7
VarvEERTHIELTEET, xR TBEEHESNEZ] AL E R
0y 7 T5—57T, GEEEEDLWV] ARAERETDLZENTEET,

ADNTDEMENRRENEE, AvE—VEBELED LVWANRLATH D EHET
572D S5 IronPort Anti-Spam /L— /LD L EVEREL 720 9, K
b\bé‘b‘ﬁ%%ﬁ’\HT/WCLT\ ZORER TARLOAREEHY ] Lv—27 Sh
DA =T OKEMLTICIE (false positive BNEL RS AREMEDH V), /&
VMEEZ AT LET, KT, BEEICANRL A v —VF T2 74020 7%t
AT DHITIE. ké‘b‘iﬂ‘é‘%ﬂﬁ LET (—EDO AN LE AEKTATREEDH D),

T 74V MEZ 50 T, 2020087 Y HERAT L RNLRTIZONT
X, TBBME & B SN e A RL LG E b L A/S 4] (P.8-283) 2B LT
<fEavy,

ﬁﬁfﬁi&%@b LWANAD LE WM, TronPort Anti-Spam @ A —)L R > —
\—nxﬁéﬂij_
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Bt HIESN=ANLEBEERED LLVANL

IronPort Anti-Spam 3 X O IronPort Intelligent Multi-Scan Ti%, Btk & HIE &
MIC AL LG E D LW ARLARRRI S D720 (TS KON & b
LWASNLAD L EWE] (P8-281)), ROWVTNPDTIETY AT hEBHET S
ZEBRITT,

& 8-1 BEEHEINANLAB IUVBELE D LVWR/IKLAO—BHLEERTED
i
AX1O7923y AX279v3y
RINL (Aggressive) (Conservative)
Rt $IE = A v tE—0O412 [ positive
spam] | ZBA L CTEME
BELEEDL (X o E—VOHAIC A =IO
L [ [suspected Spam]] ZiBJN |[[Suspected Spam]] Z#BIIL T
L CHE [

1 ZBOOREFATIE, Bt LD LWANSLA Xy =V V&2, B
PEEHEENIZAyE—ViERry TENET, BRELLIOT Y Fa—F,
FEREA -V OWHLITEMT, false positive THRWNE I MhEfE T, &
HEFIILBIE U T, BEEBBDLWANRLAD LEWEEZHAE T £,

2FDOBRESTANTIE, BHELHE SN ANRLB IO L D LA/ L
. A EEELCRESAET, 2=, BIEL D LW A AB L OBE
EHESINTZANLZHIBRTEE T, ZoHFRIE, 1 FOOFAXNLY HIRTFHT
ﬁ—o

BIA—N X2V T4 v F—UrEZHENT L, ZEET LKL LE
FEMRA 22 7R Y o — RSP 72K ) 2 — DIRE DOFEMIZ OV TIE, & 6-6
(P.6-233) ZZML TS EEVY,

RELER—=YT40T7 AvyE—T0HKE

IronPort Anti-Spam 35 X U IronPort Intelligent Multi-Scan Tli&, A/3A & IEH
BELNODRERY =TT 47 Ay E—VERKITEES, ~—F T 1
T A=V ARLERZINETALDN, My Fa—HFIo Lo T,

N=TT AT A= VEZELRVWI L EHETLIHENHY £9, AN
LRIk, RBER~—TT 47 Ayve—VEEE. Fry | &, 7203
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TUATAHZEEBIRTEET, AvE—YOMLICTFA MNEBEINTAHZ &I
LT, RER~—H T 4T A= ZT%2MT, ~—FT 47 Th
A lEHTAZEbLTEET,

IronPort Anti-Spam # & U Intelligent Multi-Scan IZ& -
TEMEhdIAYyF—

A —)L R Y 2 —"TC IronPort Anti-Spam A % + > £ 7213 Intelligent Multi-Scan 3
AFR—=TNWIZENTWDEHE, ZORY V—%2BRTLHEA Y E—UTIE, RO
Ny H =N Ay —TITBENINET,

X-IronPort-Anti-Spam-Filtered: true

IronPort Anti-Spam % 721 Intelligent Multi-Scan (2 k> TZ7 4 V& U 7 Eh
TeBEA yE—=VIZONTR, o~y F—bfASNE T, 2O~y H—ITid,
A=V DAF Y ANEHINIZ CASE V=L D0 D=V Uk
IronPort Support TH#BITE AHFEWRBE T TVET,

X-IronPort-Anti-Spam: result

IronPort Intelligent Multi-Scan Ti%, ¥— K/ X—F7 48T U F 2L 2% ¥
TV UNEDNy X —HBMLET,

Fo, BFA—N X2V T4 v X =V BEZHERATLIE. BEORY v—
WCHE-> T L HIE SN ARL, BRSO LWANRL, A r~—7
TAT A—=NTHDIEHBNEINTZA =V THEITXTDORX v E—VITH
LT, EOICEBMTAIAT LNy X —5EHRTHIEHLTEET ([ HAX A
X-Header @380 (P.8-280) & &f),

skip-spamcheck 7 7 ¥ a U EEH LT, FFED A v &—® IronPort
Anti-Spam A ¥ ¥ VA AF v T IFDH A vE—Y T4 X HIERTEET, FF
Lz oW T, [Cisco IronPort AsyncOS for Email Advanced Configuration
Guide] @ TUsing Message Filters to Enforce Email Policies] (28 % [Bypass
Anti-Spam System Action] Z#ZMR L T E &0,
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ROoTHEINT=A vE—20 IronPort Systems ~D e

GHEPR-OTVWDL ERBDbD A vy E—U% ST A IronPort IZ#ETE £ 7,
KA vE—IlE, HHFF—LIZL> Tl Ea—&, BEORSE & B4
EXELEDICHERHENLET, £A =0, RFC22 N7 7 A1 & LT,
WOT R AZHRE L TL E &N,

* spam@access.ironport.com : FLik S L7 A A DAL
* ham@access.ironport.com : false positive D #H %

Ao THEINTEA v E—VOREDFHEMZ OV TIL, TronPort 7Ly Y N—
AT 50, IronPort ViR — k 7o of X —IZBWAEDEL I,

IronPort Anti-Spam D7 X

AFvFT 1
A7y 2

GE)

77 AT AD IronPort Anti-Spam R E % 71X 7 A M2 FIEIZ, KO
LB TT,

A=) R Y 2 —|Z%f L T IronPort Anti-Spam % A *—7 /M LET (L7,

X-Advertisement: spam EWINY X —ZEDRT A NBEFA—NEZDA—)L
RY—IZEENTVD—PFITEELET,

7 A h& HBYE LT, IronPort Anti-Spam TiX, x-Advertisement: spam &
W RO X-Header & LT _XTDORA v E—V%ANRATHDLERRLE
To TONy X —%FHTTEEF LT A b A vE—I21E, TronPort
Anti-Spam I X > TT7 Z 7B EI ., A=/ R =T LTHRELL
Trvary (I7UoFRARAOZEEHNRY =& (P8-276)) 13FAT
SNDZ L EMHERTEET, trace I~V REFH LTI O~y X —%/M A
iAdein, Telnet 7”1 77 L&EMEMLTSMTP 2~ RET 7747 VA
REETDIENTEET, FMTOWTIE, [Cisco IronPort AsyncOS for
Email Daily Management Guidel @ [Testing and Troubleshooting] D#EI3
LR A (7774 T U A~NDT 72 A ZBRLTIES N,

T ST AT AD IronPort Anti-Spam OFREE T A T HHIOFEE LT,

A =YD~y X —% T IronPort Anti-Spam |2 & > TEM S 72 FFE D
N~y X —%ERTHHELH Y 7, [MronPort Anti-Spam # & O Intelligent
Multi-Scan (2 L > TEMS D~y ¥ —] (P.8-284) #ZHML TIEEW,

[ oL-23078-01-J
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T O F R\ LD HERED FTAD

IronPort TiX, A ¥ —F v b EEEEGR LA DO A=/ 2 Y — Lz
LT ZRIET 2 2 & 2 HERR L CW\WE 4, Zhid, TronPort Anti-Spam &
IronPort Intelligent Multi-Scan M /L —/ L%, IR A SLBEEZ P T2t <
(BN S, BOENKHRET 2 & SICHIREINICAR 5720 TY, Len->T, i
WA E—VEMERHLTTA NS L, 7 A MERMREMICRY ET,

(R ZERTAEAEIL. ANRNLERREINDE Ay E—URIELLAELEND
VAT ABENL RS> TWNWDHDTHIIE, x-Advertisement: spam ™~ & — & i
A9 57 2 N FERKETT, trace a3~ REMHHT 55 (Debugging Mail
Flow Using Test Messages: Trace, page -446 # &), OBl Z LR L T &
AN
IR D BBt E LAUZIE, ROE IR bDBRH Y £7,
. EREESHE. BESNEA—AEE Sy b TR R—% kSRR
RSb A = B R
WE2p A~y X — B IP, V7 =F XY REEFLERVA—NLEHTT L L&,
AERARIEREIZ 2D £,
o THSHEDOENANL] EFET AR
SBRS, 77 w7 VAR, Avt—Y T 4B EEMEMRLT MHSEDOK
WAL ZEY RS & BEROBRHENMES 20 £7,
o BIOT U FANL RF =2 Lo TR SN AN A OFEE
o LIHIOAYE—YDOT A
CASE Tix, BTOZBIZIESNT, A—ART ITEBMB L OHIBRES L E
T BHIDOA vy E—YDalb s vayEZFEALTT AT L, FERITRIE
[CREMECRY 9,

1 -

SMTP 22~ RZfH LT, x-advertisement: spam ™~y X —%&TeT A b
Ao =Tk, TIRBARMEOHDT FLAIZEELET, A T KL A5 T
DAY —=VEZETHEIICA—IL R —RNRESNLTNAEZ L
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(I%7Y 7 JAF— (RAT) ECTOr—H) RAAL L EF IR EDOL—F D
B A—NDOZTF AN (P5-177) 22R) BLXOHAT TZIFANLLGNET A

MERTH D Z L 2R L TS EE,

# telnet IP_address of IronPort Appliance with IronPort Anti-Spam

port

220 hostname ESMTP

helo example.com

250 hostname

mail from: <test@example.com>

250 sender <test@example.com> ok

rcpt to: <test@address>

250 recipient <test@address> ok

data

354 go ahead

Subject: Spam Message Test

X-Advertisement: spam

spam test

250 Message MID accepted

221 hostname

quit

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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WIZ, TARNTHT RDA—=VIR Y 7 AT, A=/ R —|Z ﬁib
12773 a SN TT AN AvE—URNELLBEISN-Z L 2MHREL

7,

WOFESEIZ L TLTEEN,

o MFHITHNEFEINTND

o BMOAAE L~y X—RBINENTND

o AvE—UNRET RLRIZEEINT,

o XyT—UNRKnyFEN,

BiE) L—

EFEV L—HEEIL., Ry FU—2 DTy PI2h B 1 DELITEE D Mail
Exchange/Transfer =— Y = > b (MX £7213 MTA), 74 V& U > T H—_7%
E%xGr LT IronPort 777 A 72 A A=V ZEFE LTI~ D IP 7
KL A%, TronPort 777 A4 7V ATHRETHDICEHTYT, 20X A 7D
ETIX, IronPort 7754 7V ATHH~ D IP 7 FL A% HEIICFE#R L
FHA, RbVIZ, M~ TR v =L MX/MTA (EFED L—) 25
BE SN A ~/1/’C§>5 LB SN EJ, IronPort Anti-Spam 33 X OY IronPort
Intelligent Multi-Scan TiE, SMFEEHEDOEMRIP 7 FLAZXLEL LTS
729, IronPort 77’7 A4 7 Al L o CZ DEHRDEIFIT A K TI,

(i) ZOBEEIL. TronPort 7 /5 A4 7V AL A— L% Y L—F % a—H /1L MX/MTA
DoHDHGEITRY A X =TT LT TEE N,

8-12 12, LD THEANRERFY L—DflZ R LET, m—H/L MX/MTA
WCEoTA—=N IronPort 7 77 A T A2V L—SNLTCWA=H, IPT7 KL
A T899 1 MHEDA—/VZIP 7 KL A 10234 6D HICRZFET,
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B 8-12 MX/MTA [k B A—)L Y L—: #i5
T7AT T4 —I
IP: 7.8.9.1
/_Lf'“x’“\
¥{:9—$wF? A8
E&7

IP:10.2.3.4

MX/MTA

IP:10.2.3.5

e we

IronPort EFA—I X2V T4 FPTSATUR

X 8-13 (2D 2 SDBERLET, Z0FL. P LEMHETHY., xy hU—2
NTOA—=LDY L—JFkE, TronPort 7774 T v A~DZ T LAITZFE T
XhH, Xy MU= NOBEEY—NIZBIT A A= Lo iz R rLET, Fl A
T, 7891 DDA =R T 7 AT U —/VEEEBL, MX LU MTA T
FENTHS, IronPort 7 7594 7 LV ACEMES TS, B TlE. 7.8.9.1
SDOA=NANa—RKRXTUYEREFMMOIA TDONT T 407 2= T T
TIAT VARIZEREN, —HO MX OWTAMNTEE S THh 5, TronPort
T IAT v RTEMEENE T,
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[
8-13 MX/MTA I2& 3 A—)L I L— : #i3
IP: 7.8.9.1
T7AT724+—) =:.
7% R, 25,
7 A C o B
:;’ ’ A= Fy b
N ‘ . ‘
__k\\__jz_jl
=:. IP: 10.2.3.4 IP: 10.2.5.1-n
MX
$v751
wyT2— MX
=:l IP: 10.2.3.5

MTA
Ry 71

w7
IP: 10.2.3.6 \
S =" T rro2es
|

A—JL T4 LA
IronPort EF*—JIL X2 T4 7TSAT7 VR

N\

BE) L—Hee : =

FHEFIL, A F =Xy PO ANV EZEEZETLIRDVIC, Xy FT—2D
T v VIZ&H %5 Mail Exchange (MX) ¥ 721% Mail Transfer Agent (MTA) O
#% T lIronPort 7 7/ A4 7T AZETLARTNERERWIEERDH D ET, 2D
REEMMT D5E, IronPort 777 A4 7 AT, BEBRNOLA L F—F v b
MDAV EEEZE LRV, MRy N T — 27 b OEFTOHER IP TR
VARG Ef A, ZEA =R DV, m—TL MX/MTA 6% (E &
NEERENET, Bkt IP 7 FLADBBEMTH Y . IronPort Intelligent
Multi-Scan # & O IronPort Anti-Spam ® A % % > C SenderBase #ffi H— & 2 %
EHT& % Z L%, IronPort 7 77 A 7 ADIEH REMEIC & > TRAX T,
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I, BREVLV—Z2RETHIZLICI Uik ENE T, BFEVL—Z2RET
% & XX, IronPort 777 A 7 2 AZEERET 2 T X TOWNE MX/MTA D4 Hi &
IP7 FLABLOEETIP 7 RLADOKMICHER T2~y F—2fEL£7,
Ny L —FRET DB, DAX L~y X —LBE{FD Received ~» & —D 2
WY HYFET,

BEJL—ELBFA—IL XY Tq =X

EEV L—EEFERTIHA, BFA—L X2 )T 0 T=XIT &> THEf
ENDHTF—ZITiE, B IP & MX/MTA OTFDOF —FZREEnNTWET, 7=
L zE, AN~ (IP7.8.9.1) 226N MX/MTA (IP 10.2.3.4) %4 L TS5
BOBET A — /PG SNT2HE . [Mail Flow Summary] (21%, 1P 7.8.9.1 7° %
DS5HEDOA v E—=VITMA T, NEY L— MX/MTA (IP 10.2.3.5) 725D 5 #
DA vE—=URNERENET,

BEVL—ET4LE

#F15 U L —H¥HETlE. SenderBase #fih— B AICBHE T2 S X ERT 4 14
JL—/L (reputation, no-reputation) (ZIE LV SenderBase i A =2 7 % $E{f
LET,

#E1§') L—. HAT. SBRS & UEEEIIL—T

HAT RV ¥ — ZA—7Tix, BREV L—050FHRZBRRSTIIHEH L i
WZ EIZHERBRLTLEEY, 7272 L, &fE U L—HEHRETIX SenderBase #Fli 2 =
TERRMT D20, A vt —Y 74 A F B LW sreputation BHUT XL » T HAT
RV Y— I N—THiE%2 v I 2L — b TEET,

BIEUYL—&ELR—F

EEVL—%2FHLTWAEHA, BEF A= X2 T 4 T=F LER— MR
&N % SenderBase #lfli A 2 TIZIELL H 0 £H A, FEE I LV—FNIELL fE
RENBVNEE LD FT,

[ oL-23078-01-J
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IP7FLA

IronPort 777 A 7 LV AR TH~ D IP T FL R (FEV LV—) ZEE
THEEE, FHIE L CTEaE0MBlICEELTSEEY, 2FE0, IPTF
VA, BERECIDR IBPREIZIP 7 FLAOFBTH AN TEET, 72L& 2k,
BT A—NEZETIEEDO MTA 23y NV —7 O v VIZEREE L TWDHIEE
W2, TXTO MTA &3¢ IP 7 FLUAOHIF, /=& %213 10.2.3.1/8 X
10.2.3.1-10 Z A 13285603 H 0 £7°,

Ayt—U Ayg—¢ELEEYL—

ARBL ANy H—

HAL I~y X —%RETHHAEI, ZOFEZFERHLET, ZiudifEsn
LHETT, TOREGHEICHERT A2y TE, ZOTAZ L~y X —%iB
TOMERDHY ET, O~y X —OfEIT, SEOEF DO IP T FLRIC
RHLZENTHISNEY, ROFZBEITLTIZEN,

SenderIP: 7.8.9.1

X-CustomHeader: 7.8.9.1
Ny A= AT DHHEIC, REOave 2 ANTILEEILD 8 A,

72— MX/MTA TRER Y ZHDOA =NV ZZEZTHEEIE. DAZ L~y
H—%fATH LN, EEV VgL A x—T7NVIZT HME—DFETT, -
L2E, K 8-14 TiE, NAC ERXADOWENIP 7 L 10.2.3.5 £ TES
—HT, NACH2F Y7, NADIF 1 Ry 7 TT, ZOWRRTIE, xy 7
NRLDGENDH DD, DAF L~y X —EFHLT, HEVL—NELL
BEINDLIICTIHIRNERDD £,
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8-14 MX/MTA [S&BA—)L ) L—: FEKRY TH
IP: 7.8.9.1

274 T 74—
; TR \ 21
2 C Crosor?
B s
kaujjg

IP 10.2.34 D

AT

MX
*J72

=:. IP:10.2.35 |

Ry T 1

IP: 10.2.3.6

A

IronPort EF*—JIL X2 UF4 FTSAT7UR

Received ~ v 5 —

MX/MTA 2% ET D56, BEIP 7T RLRAEZEL I AT L~y X —DMAIA
AR fﬁ@iﬂ'/y %1.:.) L —#¥REIZ. A v E—T 0 [Received:] ~v
A= WMBET D LICESTEEIP 7 FLAOHRIZBITT DL o ICRETE
¥4, [Received:] ~v & — %ﬁ:ﬁﬁﬁ‘?éjﬂfli\ F v MU= By TEBNEIZ
—ETHDLHIPT RLADBEIZROEELET, 2FV, BYOKy FIZdD
7//(.813@“&3& . XYy RUT—7 DOy UNbOFR y TENFIC
ELWHLERHD T, IronPort77°347/7< IR L TCWEI VL TOE
BA—IVDONAPRIRDAREENHL55E (L7zR>T, M 8-14 TRLIZE D
W2, By TEPRRRD5E) 1T, 7'JX§A Ny X —EFEHTOIMLERDH Y T

(T AH 2~y Z—] (P8-292) =),

FENT R R LT E I LTFHB L OWIT L TRET 2%y hU—7 Ky 7 (%

721% Received: ~> ¥ —#0) ZHELET, Fv 7T, EANIC, AvE—IN
vV UMTEREIND Z EE2FELET IronPort 777 A 72 A2 L 5%(F 1%
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Ry 7L LTHY U RENERTA, FEHIZOWTIE, MEHAINE~y X —0DF
El (P.8-296) &ML TL 7ZE\VY), AsyncOS IE. F85E SN K v 7HITwHE
95 Received: ~ v X —WNOFENT G0 FF 72 I3 FHN ORI O AT L 2 R fi
SEHIDOIP 7 KL 2E2MBLET, L xE, 2Fy 7EBELEGAE,
IronPort 7 75 A 7 L A0 64T LT 2 DD Received: ~ v Z— 0Nt ShE
T TR OLFN RO LW, G878 IP 7 RLAREONLRVEA
IronPort 7 7T A4 7 v ATIL, kit~ v DOEBOIP 7 FLAZMHLET,

WD A=~y X —OFITEMT v (1) &2FyTEEELZESG, SN~
TUDIP T RLAILT.89.1 TF., 72770, AHva () BLUOMHSL T EE
BELESEAIE, AORIP 7T FLABRROMY /A, ZOHEA, HEV L—
HREIZT 4 E—T NV Th B LRI, #iox~ >0 1P (10.2.3.5) MHEHS
nET,

8-13 DHNZBITAHAERFY L—ITkD LB T,
e X2 A:1023.5 (Received ~v X —%HHLT2Hv7) BIOW
e X2 B:10.2.6.1 (Received ~y & —ZHHALT2xE )

# 8212, 8-13 [AkE. IronPort 775 A 7 2 A £ THEEOBENR v 7 A+
DAY=V DET A=~y X —OFlERLET, ZOFT, ZEEOZE
FICBIE LA v E—UTRREIND, BN D~ X — (IronPort 777 A
TUATIIER) ZRLET, BETHHy 7T 21220 5, £ 8312, 4+
o~y X —ZFBNT, FILEFA—IL AvE—VD Ny X —E2RLET,

& 8-2 —3&ED Received: Ny & — (XX AHI1)
1 Microsoft Mail Internet Headers Version 2.0
Received: from smemail.rand.org ([10.2.2.7]) by

smmail5.customerdoamin.org with Microsoft
SMTPSVC (5.0.2195.6713) ;

Received: from ironport.customerdomain.org ([10.2.3.6]) by
smemail.customerdoamin.org with Microsoft
SMTPSVC (5.0.2195.6713) ;

2 Received: from mta.customerdomain.org ([10.2.3.5]) by
ironport.customerdomain.org with ESMTP; 21 Sep 2005 13:46:07
-0700

3 Received: from mx.customerdomain.org (mx.customerdomain.orgq)

[10.2.3.4]) by mta.customerdomain.org (8.12.11/8.12.11) with
ESMTP id j8LKkWul008155 for <joefool@customerdomain.org>
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= 8-2 —i&E D Received: Ay 45— (R AH1) (FEE)

4

Received: from sending-machine.spamham.com
(sending-machine. spamham.com [7.8.9.17) by mx.customerdomain.org
(Postfix) with ESMTP id 4F3DA15AC22 for

<joefoolcustomerdomain.org>

Received: from linuxl.thespammer.com (HELO
linuxl.thespammer.com) ([10.1.1.89]) by
sending-machine.spamham.com with ESMTP;

Received: from exchangel.thespammer.com ([10.1.1.111]) by
linuxl.thespammer.com with Microsoft SMTPSVC (6.0.3790.1830);

Subject: Would like a bigger paycheck?
Date: Wed, 21 Sep 2005 13:46:07 -0700
From: "A.Sender" <asend@otherdomain.com>

To: <joefoolcustomerdomain.org>

K 82 IOV TOEEFEHIT, ROLEY TT,

IronPort 7 77 A 7V ATIE, ZHEHD~y X —ZMH L £9,
IronPort 77" A TV AMA v =V BZELET (R LTHTU FER

ARV

BOOF 7 ERY V=),
H2ARy 7, T, ¥E MTA T, (AR IP 7 FL- 2% 7.8.9.1 T,

[ oL-23078-01-J
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|
AFwF 5 TronPort 7 77 A 7 2 ATiL, Zi 5D Microsoft Exchange ~ v % — % 4 L
ES N
& 8-3 —3&D Received: Ay & — (/X A#ll 2)
1 Received: from mta.customerdomain.org ([10.2.3.5]) by
ironport.customerdomain.org with ESMTP; 21 Sep 2005 13:46:07
-0700
2 Received: from mx.customerdomain.org (mx.customerdomain.orgq)
[10.2.3.4]) by mta.customerdomain.org (8.12.11/8.12.11) with
ESMTP id j8LKkWul008155 for <joefoo@customerdomain.org>;
3 Received: from sending-machine.spamham.com
(sending-machine. spamham.com [7.8.9.17) by mx.customerdomain.org
(Postfix) with ESMTP id 4F3DA15AC22 for
<joefoolcustomerdomain.org>;
8-15 12, GUI @ [Add Relay] ~S— Y CTRESNIZ/NZA A DFE) L—%&RL
ESsR®
8-15 BEIh-FEYL—
name: [ IIncomingReIayOne
IP Address: ﬂ |10_2_3_5
Header: | O Specify a custom headerl
(® | Parse the "Received” header
Begin parsing after: ﬂ I[
oo B
FEHIhS ANy T—DRE

IronPort 7 7T A TV AT, A v —V0NZESNZRKRTHEEL T~y
F—RTERELET, LMo T, m—h A TEBMENSBIMO~y 7 —
(Microsoft Exchange ™~y #—72 &) X, IronPort 777 A4 7 VAN A v & —
VEZETLHEXITEMNTHEBMONy X —iF, WEEIhERA, FHIND
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N B =T ETBHIHED 1 DL, logconfig CLI @~ KD logheaders V7
a~w v REMEH LT, Received ~» ¥ —% AsyncOS =X U JIZEH D L IR IE
52 LTT,

mail3.example.com> logconfig

Currently configured logs:

[ ... list of configured logs ... ]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

- CLUSTERSET - Set how logs are configured in a cluster.

- CLUSTERSHOW - Display how logs are configured in a cluster.

[1> logheaders

Please enter the list of headers you wish to record in the log files.
Separate multiple headers with commas.

[1> Received

[ oL-23078-01-J
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EEU L—HEEDERE (GUD

[Incoming Relays] ~2— 1% [Network] # 7 HAEHFEE T,

AR L—#EEDM r—TILE

FEYVV—EEZA X —T NI LEBRIE. 7774 7 RAIR LT B—r1
TAFZ—T IR ET (VL —3 U ZF—FEATRY), EE) L—ier o
=T MZTLHFIET, kDO LEBY T,

AFvF 1  [Network] # 7 ® [Incoming Relays] V > 7 %7 V » 7 L %7, [Incoming
Relays] N—UMNERENET,

8-16 [Incoming Relays] R—<
Incoming Relays

You do not need this feature unless you have local MX or MTA relaying mail to your IronPort appliance.

Status: | Disabled QEEEE

Add Relay...
ATwvF 2 [Enable] %7 VU v/ LT, BRIV V—ZF2AFX—TNMILET (LA FX—T ML
A5V L—HKBEIX, [Disable] %7 U v 27352 LIk -T, T4E—7MIZT
xEP),

AT97T 3 LEHEERELET,

BEYL—EA—)L OY
WOBIE, BEY L—IEWE T, —BRa s = h Y 2R LET,

Wed Aug 17 11:20:41 2005 Info: MID 58298 IncomingRelay (myrelay) :
Header Received found, IP 192.168.230.120 being used

1) L—®EH
VL —%BNT5FEILZ. koY T,
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ATFvFT1

ATFvFT 2
2AFv7 3

ATv7 4

AFwT 5

) L—DiRE

AFvFT A1

A7y 2
AFvFT 3

[Incoming Relays] ~*—"® [Add Relay] A% > %27 U v 7 L %7, [Add Relay]
NR=UNRRINET,

8-17 [Add Relay] R—2
Add Relay

Incoming Relay
Mame: ﬂ I

1F Address: [H I
Header: | O Specify a custom headerl

(® | Parse the "Received” header
Begin parsing after: ﬂ me
o @ [1 ]

[ Cancel | [ Submit |
VL —o&aiz AN LET,

VL—DIP 7 RVAEZEANLET, 72 IP 7 RV 2 =2 U OFEHIIZ SN T
1Z. NP 7 FL %] (P.8-292) ZBWL T &V,

~y HZ— % A7 ([Custom] £7-1% [Received]) ZBIRLET, DAX L~y
H—DFAMZDNWTIE, [ AZ L~y —] (P8-292) ZBMML T IZIW,
N B =" ATTTHHEIL, KREOaa 2 ANTA20EIIHY 5 A,

o NABZ L Ny Z—OREIE, ~y X —HhE AN LET,

o Received: ~v X —DEE1T, IP 7 KL ADOFNIIHE SN D LFEEITLFE
NS LET, IPT7 RLAZHFET LRy 782 AN LET, M
Wik, TReceived ~v #—] (P.8-293) &ML T X,

RHEEMEELET,

UL —ziRET 2 FIET, KDOLBY T,

[Incoming Relay] ~—Y TV L—D4HFi &2 U v 7 LEd, [Edit Relay] ~—
MERINET,

VU —IZEEEZMZET,
EREMHELET,

[ oL-23078-01-J
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) L—OHIR
D L— 2Bl B T, Ko LBY T,

ATy 1 HIRT2V =S T 2ITOTIRT A ar k7Y vy LET, HIBRE RS
LEoRkDENET,

ATvF 2 [Delete] #7 V7 LET,
ATvT 3 EEREEHELET,

BEEYL—LOxy

o 7 OFT, EEH D SenderBase i A 2 7L, %H 1 TRHICREINE
T, TO%, HEY L—0OLENITHON T, 1IE LV SenderBase §Ffi A =2 7 2% 5
ITRIGRENE T,

1 Fri Apr 28 17:07:29 2006 Info: ICID 210158 ACCEPT SG
UNKNOWNLIST match nx.domain SBRS rfc1918
2 Fri Apr 28 17:07:29 2006 Info: Start MID 201434 ICID 210158

Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 From:
<joe@sender.com>

4 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 RID 0 To:
<mary@example.com>
5 Fri Apr 28 17:07:29 2006 Info: MID 201434

IncomingRelay(senderdotcom): Header Received found, IP
192.192.108.1 being used, SBRS 6.8

6 Fri Apr 28 17:07:29 2006 Info: MID 201434 Message-1D
'<7.0.1.0.2.20060428170643.0451be40@sender.com>"'

Fri Apr 28 17:07:29 2006 Info: MID 201434 Subject 'That report...'

8 Fri Apr 28 17:07:29 2006 Info: MID 201434 ready 2367 bytes from
<joe@sender.com>
9 Fri Apr 28 17:07:29 2006 Info: MID 201434 matched all recipients for

per-recipient policy DEFAULT in the inbound table
10 Fri Apr 28 17:07:34 2006 Info: ICID 210158 close

1" Fri Apr 28 17:07:35 2006 Info: MID 201434 using engine: CASE spam
negative
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12 Fri Apr 28 17:07:35 2006 Info: MID 201434 antivirus negative
13 Fri Apr 28 17:07:35 2006 Info: MID 201434 queued for delivery
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