ZOEF, WONBETHERINLTWVET,

lAnti-Spam| (P.3-2)

7o F oA nA] (P3-18)

[~ R 54 0&H] (P3-24)

(a7 4Fal—vary 774 LOER] (P.3-29)
722 0EH] (P.3-37)

(7 — 2 WkRBG ) (P3-41)

KA A2 F—] (P.3-49)

DNSJ (P.3-73)

[ B ) F T TNy a—TF 4 7] (P.3-92)
LDAPJ (P.3-179)
[(A—NEEOBRE/T=%Y 7] (P3-198)
Ry NU—X U IRE/ Xy NU—27 Y —1] (P.3-285)
[Outbreak 7 4 /4] (P.3-331)

[RY v —o%Efi] (P.3-338)

e 2777 —hk (P.3-438)
[VAR—F ¢ 7] (P3-477)

[SenderBase] (P.3-488)

[SMTP #+—bt 2% E] (P.3-491)

[V AT LDy F7 v (P.3-538)
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o [ax—¥ &M (P.3-551)

JR FDFEAA

2AFvF 1

A7y 2

Sy ROLICHEME 1 U EOBABIRSATOET, (V] oML,
BT~y KB SWC ORI RS D £,

Foa<wr Rt 777947 A LT commit a3~ RE2FEITLTHEET 203
MNHDHME DD,

FOavy RFEDE—R (F 7R, JV—7 Fhid~ V) TOHRFET
ATRED,
Foavy ReXyFEATIERITTE B0,

g PR B O FEHINZ DWW Tid, [ Cisco IronPort AsyncOS Advanced
Configuration Guidel #ZRL T 723,

Ny FROFEM OV TIEZ, ICLI oEE] (P.1) 2R LT ZEW,

Anti-Spam

ZITIE, Roa~r FIZHOWTHBALET,
* antispamconfig
e antispamstatus
e antispamupdate

e incomingrelayconfig

antispamconfig

B

Anti-Spam R Y > —ZFHELE T,
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ERAE

]

a

141

vh:Zoa<wr Fiialy MEEBSKLETT,

JSREEE . —pavr NI, TRTOI vy ET—F (T2 F, TL—7,
v y) CTHEHATEET,

RNyF azwyF: Zoazwy FERNyF R R—FLTHEEA,

Wiz, Ironport Anti-Spam D ERF Z R LET,
= 341 antispamconfig : IronPort Anti-Spam D&5E

mail3.example.com> antispamconfig

Choose the operation you want to perform:
- IRONPORT - Configure IronPort Anti-Spam.
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

[]> ironport

IronPort Anti-Spam scanning: Disabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1> setup

IronPort Anti-Spam scanning: Disabled
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£ 341 antispamconfig : IronPort Anti-Spam DO%E (&)

Would you like to use IronPort Anti-Spam scanning? [Y]> y

The IronPort Anti-Spam License Agreement is displayed (if you have not
already accepted it).

Do you accept the above IronPort Anti-Spam license agreement? []> Y

What is the largest size message that IronPort Anti-Spam scanning should
scan?

[131072]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]>

Would you like to enable regional scanning? [N]>

IronPort Anti-Spam scanning is now enabled on the system. Please note:
you must issue the 'policyconfig' command (CLI) or Mail Policies (GUI) to
configure IronPort scanning behavior for default and custom Incoming and
Outgoing Mail Policies. This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Cisco AsyncOS 8.0.1CLI Y7 LYR HA K
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£ 341 antispamconfig : IronPort Anti-Spam DO%E (&)

Choose the operation you want to perform:
- SETUP - Edit IronPort Anti-Spam settings.

(1>

antispamstatus

,'E-Iﬂ“‘:

BA

Anti-Spam A7 — % 2 & F R L ET,

ERAE

alyb:Zoavr RNiialy MEEFAETT,

JIGREER . ZDa~v L N, TRTCHO~Y > T—F (FTAX, TL—F,
v y) THTEET,

NRyFa<wry R Zoavy REgRyFELEZST R —FLTHERA,
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&

® 3-2 antispamstatus : IronPort Anti-Spam

mail3.example.com> antispamstatus

Choose the operation you want to perform:
- IRONPORT - Display IronPort Anti-Spam version and rule information.

- MULTISCAN - Display Intelligent Multi-Scan version and rule
information.

[1> ironport

Component Last Update Version
CASE Core Files Base Version 2.7.1-101
Structural Rules Base Version

2.7.1-101-20091008_ 021703
CASE Utilities Base Version 2.7.1-101
Web Reputation DB Never updated 20050725 000000
Web Reputation Rules Never updated

20050725 000000-20050725 000000

Last download attempt made on: Never
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antispamupdate

&R

ERAE

%

IronPort Anti-Spam /L —/L35 L OBE 35 CASE =2 R —3 > N ORIKEEFi %
FEITER LEJ, IronPort Intelligent Multi-Scan (IMS) 2395 IronPort
Anti-Spam /L — /LB LN CASE 2> R—% > Fbfg L0 £9, =L,
IMS MEHT 29— K R—=F BT o F RN =2 VIR T

Zoawy Rz y MREIIRETT,
Zoavy RiEvwyy T— RTCORFHTXET,
Zoawy RNy FEXRZSHR—FLTWEREA,

% 3-3 antispamupdate

mail3.example.com> antispamupdate

Requesting check for new CASE definitions

incomingrelayconfig

'.E_Iullg

BA

incomingrelayconfig 2 <y KiZ, HEV L —HiEx2 A 2 —T VI L THRET
H1DIEHLES, ROFITIE, ETEHEEY L—HEEr A x—7 1L, 29
DY L—%EBMLThHrL, —FEEEL, bH)—FEHIRLTWET,
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ERAE
a3y bh:Zoavr REIay MEERKETT,
JSREEE . —pavr NI, TRTOI vy ET—F (T2 F, TL—7,
v y) CTHEHATEET,
NRyF awryR: Z0oa<vry RNy FEXEZ ST R—F L TWWEREA,
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Bl BE) L—DAR—TIELHRRE

% 34 incomingrelayconfig

mail3.example.com> incomingrelayconfig

Incoming relays: Disabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your IronPort appliance determine the sender's
originating IP address.

You should ONLY enable this command if your IronPort appliance is NOT

directly connected to the Internet as the "first hop" in your email
infrastructure.

You should configure this feature if other MTAs or servers are

configured at your network's perimeter to relay mail to your IronPort
appliance.

Do you want to enable and define incoming relays? [N]> y
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% 34 incomingrelayconfig (#%)

Incoming relays: Enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.
- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop

Enter the IP address of the incoming relay. CIDR addresses such as

10.1.1.0/24 are allowed. IP address ranges such as 10.1.1.10-20 are
allowed.

IP subnets such as 10.2.3. are allowed. Hostnames such as crm.example.com
are allowed.

Partial hostnames such as .example.com are allowed.
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% 34 incomingrelayconfig (#%)

[]> 192.168.1.1

Do you want to use the "Received:" header or a custom header to
determine the originating IP address?

1. Use "Received:" header

2. Use a custom header

(11> 1

Within the "Received:" header, enter the special character or string after
which to begin parsing for the originating IP address:

[from]> [

Within the headers, enter the position of the "Received:" header that
contains the originating IP address:

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry
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% 34 incomingrelayconfig (#%)
- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match Received
relay name: IP address: to parse: after: position:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> second-hop

Cisco AsyncOS 8.0.1CLI Y7 LYR HA K
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% 34 incomingrelayconfig (#%)
Enter the IP address of the incoming relay. CIDR addresses such as

10.1.1.0/24 are allowed. IP address ranges such as 10.1.1.10-20 are
allowed.

IP subnets such as 10.2.3. are allowed. Hostnames such as crm.example.com
are allowed.

Partial hostnames such as .example.com are allowed.

[]> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine
the originating IP address?

1. Use "Received:" header
2. Use a custom header

[1]1> 2

Enter the custom header name that contains the originating IP address:

[1> X-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry
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% 34 incomingrelayconfig (#%)
- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match Received
relay name: IP address: to parse: after: position:
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 X-Connecting-IP n/a n/a

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete
1. first-hop: 192.168.1.1
2. second_hop: 192.168.1.2
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slblconfig

'.E_Iullg

BA

BRAE

GE)

% 34 incomingrelayconfig (#%)
Enter the number of the entry you wish to delete:
(11> 1

Incoming relay "first-hop" deleted.

There is 1 relay defined.

TR a—YDk—T7V AN Ty VRAMERELET,

=7V AN Ty VA2 GULZEALTT 7747 AT, =T )L
WL, ZO0a~vr R T2 56ERHY £7,

_‘ji > ]\ I Dhavw F‘&::{‘: > F@{lﬁziz_\‘gfj—o
NyFawyR: Zoavy RNy FREAEzYR—-—FLTWET,
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NYFERK -4 FR—Fk

Ny FER

Ty RFa—H¥ot—7VRNTry7 JARTRTOZ N & BEOT 7
ANVDBIEOT L bY LEEHZET,

slblconfig import <filename> <ignore invalid entries>

e filename - A YA — FLRTNIERLRNT 7 A VDLHEI, 77 AV, T
7 Z ATV AD /configuration T A V7 M UIZKINT DIRLERH D £,

* ignore invalid entries- T N ZBEBETEZNE I NERELE
7, Ty (Yes) ) E£721E vz (No) 4,

NYFBEK -THRXKR—F

TR a=FOE—T VAN Tyl VAN TOZ NI ET TI7A47T
ADT 7 ANMIT T AR—FLET,

slblconfig export

TTITAT AT, ROmABRAEEH LT /configuration 74 L7 U IT
CSV 77 A NVEHREFELET,

slbl<timestamp><serial number>.csvV.

Hl:t—2VRMITOYY YRL T MDA VR—F

% 3-5 slblconfig D%l

mail.example.com> slblconfig

End-User Safelist/Blocklist: Enabled
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Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.

- EXPORT - Export all entries from the End-User Safelist/Blocklist.

[1> import

Currently available End-User Safelist/Blocklist files:

1. slbl.csv

Choose the file to import from.

[1]1> 1

Do you want to ignore invalid entries?[Y]> Y

End-User Safelist/Blocklist import has been initiated...

Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.

- EXPORT - Export all entries from the End-User Safelist/Blocklist.

[1>
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TFUoFIAILA

ZZ L. KO CLL 2w FIZoW T L £ 7,
e antivirusconfig
e antivirusstatus

e antivirusupdate

antivirusconfig

'.E_Iullg

BA

Anti-Virus RV > — 2R EL £,

ERAE

alybh:ZoavwrNEaIy MUYERKLETY,
JIGREER . ZDa~v L N, TRTCHO~Y Y T—F (UTAX, TIL—F,
~vy) THEHTEET,

NRyFaes s R: Zoavwy KNy FEXZSR—FLTWEREA,

141

%

WOFITIL, antivirusconfig ¥ REMH LT, A7 A LT Sophos U A
WA AXx A =TV L, ZA LT T Mix 60 FICREL TWET,
Ty T—=h = TyTT— MR, BLOA T aroTrRs A
i ET D HIEC WL, Tupdateconfigl (P.171) &ML T &0,
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systemsetup 2 < FOEITHERZ T A 2 2ZZMICRAB L - T254E.
antivirusconfig A¥ Y REHDTHEITTHE X TA B ARHNEBENRERS
NET, 748 AZKICFEE L2 TFUEX, Sophos VA NVA AF v =Py
IT7 T IAT U ATA R =T IR EH A,

& 3-6 antivirusconfig

mail3.example.com> antivirusconfig

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

[1> setup

Sophos Anti-Virus scanning: Disabled

Would you like to use Sophos Anti-Virus scanning? [Y]> y

(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)

[60]> 60

Sophos Anti-Virus scanning is now enabled on the system.
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% 3-6 antivirusconfig (#%)

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for
default and custom Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

[1>

mail3.example.com>

Anti-Virus IDE QORI
AsyncOS TiX, 77 IA TV ARA D va—RLET Y TFUANA VT =F %

(IDE 7 7 A V) OFMBRAT —F AR TEET, TOFMERRT HITIL,
antivirusconfig -> detail V7 a<r F&ZEHALET, RIHlZRLET,

& 3-7 antivirusconfig : IDE DD &K T

mail3.example.com> antivirusconfig

Sophos Anti-Virus: Enabled
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& 3-7 antivirusconfig : IDE OFMADER HE)
Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.

- DETAIL - View Sophos Anti-Virus detail.

[1> detail

Sophos Anti-Virus:

Product - 3.87

Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:

'Mkar-E.Ide' Virus Sig. - 23 Dec 2004 01:24:02
'Rbot-Sd.Ide’ Virus Sig. - 22 Dec 2004 19:10:06
'Santy-A.Ide' Virus Sig. - 22 Dec 2004 06:16:32
'Bacbanan.Ide' Virus Sig. - 21 Dec 2004 18:33:58
'Rbot-Sb.Ide' Virus Sig. - 21 Dec 2004 14:50:46
'Rbotry.Ide’ Virus Sig. - 21 Dec 2004 06:13:40
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& 3-7 antivirusconfig : IDE OFMADER HE)
'Sdbot-Si.Ide" Virus Sig. - 20 Dec 2004 20:52:04
'Oddbob-A.Ide' Virus Sig. - 19 Dec 2004 23:34:06
'Rbot-Rw.Ide' Virus Sig. - 19 Dec 2004 00:50:34
'Wortd.Ide' Virus Sig. - 18 Dec 2004 07:02:44
'Delf-Jb.Ide’ Virus Sig. - 17 Dec 2004 22:32:08

[...command continues...]

antivirusstatus

'.E_Iullg

BA

Anti-Virus A7 —H# A& F R LET,

ERAE

aIyb:ZoavrRNiialy MEEFAETT,

IIGREER . ZDa~v N, TRXTCHO~Y > T—F (UTAX, TIL—F,
v y) THTEET,

NRyFawryR: Zoavry RENyFERXRZYVFR—FLTWERE A,
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&

= 3-8 antivirusstatus

mail3.example.com> antivirusstatus

SAV Engine Version 3.85
IDE Serial 2004101801

Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004

mail3.example.com>

antivirusupdate

Bl
AL ATERE P CEB L E T,

ERAE

pam §

vybh:Zoawr Ricay MEEIZRETT,

PIGREEHE . Zpavy NI, T RTOY Yy T—F (53R, TA—7F,
v y) THEHTEET,
NRyF a<wr R Zoavy gy FEXLEST R — ML THWERA,

/14

Cisco AsyncOS 8.0.1CLI Y7L YR HA F
| "=




&

* 39 antivirusupdate

mail3.example.com> antivirusupdate

Requesting update of virus definitions

mail3.example.com>

ATk SAMAVNER
ZZTiE, KO CLI 2= RIZ oW T L £ 9,
e commit

e commitdetail

e clearchanges % 7-13 clear
e help £72iF h £721%?
e quit £701E q 7213 exit

commit

'.E-IDII:I

BA

EEEZHEELET, commit I~ FOHED I AL DO ATIEE T,

ER7AE

e : %47 L

JIGREEH . ZDa~v N, TRTCHO~Y L T—F (OTAX, TIL—F,
v y) THTEET,

NyFavwrs R Zoavwy RigRnyFELEZTR—FLTHWEREA,
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&

® 310 commit

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP ad dress

Changes committed: Wed Apr 13 12:00:01 2005

commitdetail

BA

'.E_Iullg

R OMEEICRE T MM ER R LET,

ERAE
alyb:ZoavrRNiialy MEEFAETT,
JIGREEH . ZDa~v N, TRTCHO~Y L T—F (OTAX, TIL—F,
~vy) THETEET,
NRyFa<wrs R Zoavwy REgRyFELEZSTR— ML THERA,

Cisco AsyncOS 8.0.1CLI Y7L YR HA F
| "=




&

= 3-11 commitdetail

mail3.example.com> commitdetail

Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".

mail3.example.com>

clearchanges F7=I& clear

anEA

ERAE

clear 2~ Fld, commit < REIE clear 2~ RBFKBICFHEITINT
225 IronPort AsyncOS D% EICK L TITONTEAERNERSHIIZZ VT LE
‘a‘o

a3y h:ZoavrNicasy MMEIARETY,

JSREEE . —pavr NI, TR_RTOIr ET—F (T2 F, TLr—7F,
~vvy) CTHERATEET,

NRyF awr R Zoavy RigRNyFELEZTR—FLTHWEREA,
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&

= 3412 clear

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> y

Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

help £7=l& h F¥7=[X ?

'.E_Iullg

BA

help A~ REFETTHE, AR TXTOCLI 2~y RBRERIN, &
av s ROBBELHAEZZETEE T help 27 NiE, a~v U F Far7hT
help E AT D0, BRBF (2) 21 DANLTEITTEET,

ERAE
alyb:Zoavr RNiialy MEEFAETT,
JIGREER . ZDa~v L N, TRTCHO~Y Y T—F (UTAX, TL—F,
~vy) THEHTEET,
NyF avwrRF: Zoavy RNy FERXREZT R —FFLTWERA,
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% 3-13 ~LT

mail3.example.com> help

quit ¥1=(& q F=[Z exit

E L
quit A~¥ Y R&EETTLHE, CLIT UV r—varmhbul 7y NLET, il
EENTWRWRELFZZ Y 7 ENET, quit T~ RIEBEAF A —/VREI
WTEBLEYA, 7T NI s 77 ANMCERESINET  (exit D AT,
quit DA ERLCTT),

ERAE

aIy b oavr FZay MEEEAETT,

JSREEE . pavr NI, TRTOIr ET—F (T2 F, TLA—7,
~vvy) CTHEHATEET,

RNyF azwyF: Zoazwy FERNyFRBERAE Y R—FLTHEEA,
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£ 3-14 quit

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose
changes.

Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

A 74XxXab—v3y 774 ILDERE

loadconfig

Bl

ERAE

ZIZTE, ROCLI 2~ 2 FIZHoWTIHA L £,
¢ loadconfig
* mailconfig
* resetconfig
* saveconfig

¢ showconfig

a7 4 Fal—ary 7y NVEa—RLET,

a3y bh:Zoavr REIay MEERKETT,
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JSREEE . Zavr NI, TRTOIr ET—F (52K, TLr—7,
~vy) THEHATEET,

RyFa<wVR: Zoavry RNy FERXZYFR—FLTWEREA,

%

ZOFTIE., TLWwarZ s Xal—ay JrAEa— AR S A
VAR—FLET,
& 3-15 loadconfig

mail3.example.com> loadconfig

1. Paste via CLI
2. Load from file

[1]> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:

[1> loaded new configuration file
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ZOFTIE., TLnwar 7 s Xal—ay JrANEkavy R 4 U IEE
AEY £ (ZAITT Cul+D 23 L0 ffiFa~r RBETLET), K
W2, VAT ABREVAYV—FREHEHALTC, 74V EDOFA M, IP T FL A,
BT 74NV DT — by = AERELFLET Riklc, BHEEMELE T,

#* 3-16 loadconfig : il 2

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[1]1> 1

Paste the configuration file now.

Press CTRL-D on a blank line when done.

[The configuration file is pasted until the end tag </config>. Control-D
is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.

mail3.example.com> systemsetup

[The system setup wizard is run.]

mail3.example.com> commit
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% 3-16 loadconfig : #l 2 ()

Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via

systemsetup

mailconfig

Bl

IronPort AsyncOS DX EE T A b T DA, mailconfig A~ REEHT L Z
EIWZEY, systemsetup I¥ Y RTIERLZEIEDN VDU AT L a7 ¥
L—ay TG0 T A NETA—NEREELICERETEET,

ERAE
aIy b ZoaTr FZaly MEEEIAETT,
JGREEBE: Z0avy FiE, TRTOYY Y T—F (FFRAZ, FL—7,
vvy) CHETEET,
RyF awy R Zoavy KEsy FRREFF— N LThEEA,
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& 317 mailconfig

mail3.example.com> mailconfig

Please enter the email address to which you want to send
the configuration file. Separate multiple addresses with commas.

[1> user@example.com

The configuration file has been sent to user@example.com.

mail3.example.com>

FIHFAIREZ2 A — VR 7 AR EEERFB LT, VAT LTHRy hU—7 LIZET
A—VEFETEDH L EMRLET,

resetconfig

B8

WEEICT 7T A4 T v AEBE Lz & 2, kT 7 40 MEIZR L7WiGE
BdHY F£T, resetconfig 2~v Y NiE, 7T IronPort AsyncOS &% EfE % Hi
O MIBREICYV By PLET, ZDa~y FIIEFIHRENTHLT-D, =
=y NEBEITAGH0, REOMELRRT I2HEOFELE L TOAMBEHLT
{7ZEVY, resetconfig I~ ROEITHIZ CLLICHER L THhH
systemsetup ¥ R&EFEITTHI L E2HELEL 9,
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(GE)  resetcontfig AV U NI, THITAT U ANFT T T4 IREEICH D & EZITDOLE)
fELE 9, resetconfig I~ RMNFETTBH L, systemsetup 2 ~¥ 2 REFHRE
TTHHITHSTHT I I7A4 7 AT T4 VIREIZEY £,
resetconfig ¥ REFITTHRHNIE T A —/VOEERFW SN=HEIX,
resetconfig AV RNZET LI EEIE A —NOERERFRITENET,

>

g
of

resetconfig AV Y FZRITTHE. TRTORY FI—URENEFET
THILMEICRY £, HBEICE->TIE. CLIMSYIMEh, 775347V
[CHEHTHEOIZEALE—EX (FTP. Telnet., SSH., HTTP. HTTPS)
BF 4 E—TIIZEh., userconfig AT Y RTHERM LTI=BMO1L—F 7 ho Y
FOEIREhET, COaATUFIEF. YUV A V23— REERTS
M. FEREFI4IVED Admin —F FHO U L BEER—FEDT I+
IEEREEFERALTCLI ICHEESRTEAVMESEFERALENTESLY,

ER7E

s §

vh:Zoa<vr Ficaly MEEFAETT,

PSREBE —Dav L NEvdry BE— R TORFEATEXET, &Hlc, =
Da<wryRiEelA4y RmAN (=R a A Lizvyy) TORMEATE
¥, Zoavr NEFHATDIE, a—Iv 774V VAT AT 7 EBAT
EHMNENRDHY 1,

NRyFaeryR: Zoavy RNy FEXRZYFR—FLTWET A,

141
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&

& 3-18 resetconfig

mail3.example.com> offline

Delay (seconds, minimum 30) :

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values? [N]> Y

All settings have been restored to the factory default.

saveconfig

'.E-IDII:I

BA

saveconfig 2~V KlZ, —BO 77 A V& &EH L Cary7 4 Xalb—r g
7 7 A V% configuration 7 A4 V7 M UIZHRTFLET,
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ERAE

]

showconfig

'.E_Iullg

BA

ER7E

aIy b Zoavr FZay MUMEIAETT,
JIGREEHE: ZDavwy FiE, TRCOYYY F—FK (FTRZ, IA—T,
~vy) THEMTEET,

RyF avy R Zoavy FEAy FRERETR—FLTOEEA,

* 3-19 saveconfig

mail3.example.com> saveconfig

Do you want to include passwords? Please be aware that a configuration
without passwords will fail when reloaded with loadconfig. [N]> y

The file C60-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in
the configuration directory.

mail3.example.com>

showconfig 2~ RIZBIEDORTEZBEEIZH T LET,

alIybh:ZoavrNicay MUYEFIARETY,
JIGREER . ZDa~v NiE, TRXRTCHO~Y Y T—F (OTAX, TIL—F,
~vy) THEHTEET,

NRyFa<wry R Zoavy REgRyFELEZST R —FLTHERA,

141
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&

& 3-20 showconfig

ail3.example.com> showconfig

Do you want to include passwords? Please be aware that a configuration
without passwords will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--
Product: IronPort model number Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]

DS REZNDEH

ZZTHL KO CLL aw Y FIzo b TR L ET,
e clusterconfig

e clustercheck
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clusterconfig

&R

clusterconfig A~ K&, 7 7 AXEEORELZIBET H-DIHEHLET,
7 T AZIE LTV~ T clusterconfig & 1T LIzHA 1L, BFED S 7
ABIZEMT DM, HTLWT T AZEBERT D0ERIRTE £7,

clusterconfig 2~ RiZiL, ROV T a~vr FRAHABESN TWET,
HIFRE aw R
WDaA~L FiE, 7T AZICBLTOWRWGSICHERTE £,

e clusterconfig new <name> : fRE SMNTZABITH LW 7 A X Z{EL L F
T ZO=TUNE, 07 T AXEB LY [Main Group] EMEENDT 7
NEDTTARE T—T DA T ET,

<name> : BT L\W\T T XX DL R,

® clusterconfig join [--port=xx] <ip_ of remote cluster>

[<admin_password>]<groupname> : IOV ET TAZITEMNMLET,
<ip of remote cluster>: 7 7 AXNDBID~< D IP 7 KL X,

<admin_password > : 7 7 A& @ admin /XA T — R, CCS ZfEH L T
I FAZIEMT D%E. ZONRTA—ZERETLHLEITH Y A,

<groupname> : NI B 7 )—T DL Hi,
<port> : HEETAVUE—F v OR—F (F7+/ ME22),

® clusterconfig prepjoin print

D= % CCS AR— MEHTY 7 AZIZEBIMER D120 DUEIC 5
Wil ER I LET,

JIGARE aw R
Wha<wry Rif, Z77AZIZELTWAIHBAICHEHTEET,

e clusterconfig addgroup <groupname> : BT LWJ7 T A X T L—TFZAERK L
EFT, IN—TEAUAREENTORNWEDRECTIERIILE T,

clusterconfig renamegroup <old groupname> <new_groupname> : 77 A

B TN—=T DL EEELET,
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clusterconfig deletegroup <groupname> [new_groupname] : 7 TARE T

N—TEHIRLET,
<groupname> : HIfR$ %27 T 2% 7 —T D4,

<new_groupname> : LDV )\V—T D U EEBMNTDHI TAL 7 )—
7

clusterconfig setgroup <machinename> <groupname>: ¥ v VNET D
N—T%FHE (ETIFEE) LET,

<machinename> : X ET D~ ¥ D4 HI,

<groupname> : ¥V VUV EHRET DI N—T,

clusterconfig removemachine <machinename> : 7/ FRAENL <V EH|

BRLET,

clusterconfig setname <name>: 7 7 AHX DA R HE S NT-LHIIZE R
LET,

clusterconfig list: BEZ T AZIZBL TWATRTOYY U ZFE L
x9,

clusterconfig connstatus : BEZ FAX B L TWNDHTRTHO~YI U &
FRL, Ulrahic~y v O—F 4 v 7 OFMEBNL £,

clusterconfig disconnect <machinename>: ¥/ V% —W 2T T A X )
UM LET,

<machinename> : YIWr§ 2%~ > D4,

clusterconfig reconnect <machinename> : [disconnect] 2~ Ki{Z L -

TUWrsLCnWiz~v v v e o EEITLET,

clusterconfig prepjoin new <serial number> <hostname> <user key>:

CCS R— FMEHTZ ZFAXIZEZMTHHLWAR FEEMLET,
<serial number> : BT L~ DY T LAES,
<hostname> : BT B~ DHEA M,

<user_key> : [prepjoin print] 2~ RIZX > THRE IR, EBMT 2
¥~ ® SSH 22— F—,
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® clusterconfig prepjoin delete <serial_number\hostname>:ﬁﬂﬂﬁ%&
LTHEINTWEZAA M (prepjoinnew] 2~ RMHHIRLEYT, =
DRTA—=ZRUIEL R DOIE, hTHRARNZBEINLRWI LIZLEGATR
T, RAMRIEFIZZ ZAZIZBINSND &, EDFKRA O prepjoin 1F
WA A ERICHIBR S L E T,

ERAE

aIy b Zoavr RZay MIEIARETT,
JIGREER . ZDa<v LRI 72X == R ToOMERATE £,
RNRyFa<wryR: Zoavry RNy FERXZYFR—F L TWEREA,

]

clusterconfig 2= K& ZOHEHFIEOFTIN O\ T, [Cisco IronPort
AsyncOS Advanced Configuration Guidel %2 L T 723\,

clustercheck

'.E_Iullg

BA

clustercheck 2=V NiX, 77 AFXHNOTRATHOa Ly 7 4 Xalb—T g T—
HR—ZANFEENTNWDZ L 2R LET,

BRAE

alyb:Zoavr Riialy MEEFRAETT,
JIGREEH . ZDa~v N, TRTCHO~Y L T—F (OTAX, TIL—F,
v y) THTEET,

NRyFas s/ R: Zoavwy KNy TFEXZSFR—FLTWEREA,
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&

clustercheck I RE&ZOMEMAFEOFHBIZONTIL, [Cisco IronPort
AsyncOS Advanced Configuration Guidel %2 L T Z X\,

— N L4
— >
T—2HKMLE
ZZTHEL KO CLL 2wy FIZon TR LET,
 dlprollback
» dlpstatus
» dlpupdate

e emconfig

diprollback

'.E_Iullg

EA

PHION—T g ~Dra—)b Ny 7 DLP = V2 ERIE,

()  dlprollback 2~ RZfH4 5A1Z. GUI @ DLP Global Settings ~X—" T
DLP # & E L THB LERH Y £,

[+
of

ZOaTUFIEFE. SWDLP RY =27 FS5A 7 RAERLET, DLP X
FrUOBEHEFTREICY BICIE, RIEA—IL RY—DDLP K)o—%5H
BEAR—TNVICTILENHYET.

ERAE
alyb:Zoavr RNiialy MEEFAETT,

ISREEH . —pav L N, 7I5RE, IA—T, FiEvIo0K%E—R
THHATEET,
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%

RyFa<wryR:Zoavy RNy FEXZYFR—FLTHWEEA,

= 3-21 diprollback %l

dipstatus

~

GE)

ERAE

mail.example.com> dlprollback

This will revert to older DLP policies.
IMPORTANT: After rollback, you must re-enable DLP policies in
Outbound Mail Policies so that DLP scanning can be resumed

successfully.

Do you wish to rollback?[N]> Y

Requesting rollback for DLP engine.

Re-enable DLP policies in Outbound Mail Policies when rollback is
completed (Please check rollback status in mail logs)

DLP = Ty OERN—V g UER,

dlpstatus 2 <Y K& H3 5Hii2,GUI © DLP Global Settings ~<— ¢ DLP
ERELTBLERDY 7,

Sy b Zoavry RiZaly MEERRETT,

JTGRFEE . ZDa<v s RE, VAKX, J—7, Flid~rrofes—FK
THEATEET,
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NRyF a<ws R Zoa<vy NIy TFEKXEFR—FLTWERA,

%

& 3-22 dipstatus D%l

mail.example.com> dlpstatus

Component Version Last Updated

RSA DLP Engine 3.0.2.31 Never updated

dipupdate

BLL]
RSA DLP = > O H .

GE) dlpupdate 2~ > K&f# 9 5 Hii2.GUI ® DLP Global Settings ~_—T DLP
EHRELTBLLERNDY £,

ER7E

aIyb:ZoavrRNiialy MEEFAETT,
ISREEH . —pav L NI, 7IFRE, TA—T, FiEvI 0% E—R
THHATEET,

NyF aes R Zoavwy RNy FEXRESR—FLTWET,
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INYFER

EHEPHE EN2WEATH dipupdate I~ 2 ROy FEX DLP = 2
oo i[O N s = e

dlpupdate [force]

]

& 3-23 dipupdate MOl

mail.example.com> dlpupdate

Checking for available updates.This may take a few seconds..
Component Status

RSA DLP Engine Not Available

Choose the operation you want to perform:
- SETUP - Enable or disable automatic updates for DLP Engine.

[1> setup

Automatic updates for DLP are enabled

Do you wish to disable automatic updates for DLP Engine?[N]> ¥

Choose the operation you want to perform:

W Cisco AsyncOS 8.0.1CLI Y7L YR 4 F




emconfig

58

GE)
ERAE
Ny FREK

- SETUP - Enable or disable automatic updates for DLP Engine.

[r>

RSA Enterprise Manager OFFIEHA AR E L £,

emconfig 2% K& 3 %HiI2, GUI @ DLP Global Settings ~— ¢ RSA
Enterprise Manager #i% & L TEB LER’H VY £9, CLI TiX. ZOHREE 1
F—=TMTH LI TS| BFOBREDHHED A DA T,

alyb:Zoavy FEaly MERLETT,

JIGREEHE . Zoa<v KL, VIAZ, IV—7, Flid<wyrofEes—FK
THEATEET.

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

IronPort 777 A 7 > A & RSA Enterprise Manager & Ot 2 % &+ 5 121% ¢

emconfig setup [options]
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* 3-24 emconfig Dty r7yFF T3y

7 ay BL

--remote_host RSA Enterprise Manager @78 A & 721X 1P 7 F
Lz,

--remote_port RSA Enterprise Manager (5 3 5HR— b,

--local_port ESA kT Enterprise Manager (Z#:5i3 % R — b,

--enable_ssl RSA Enterprise Manager & ® SSL g% 1 *x—7
M LET,
AF=TMIZTDITIE 1. T A =TT DI
o afEHLET,
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RSA Enterprise Manager ~® 5 D]

vml0esal0031l.ga> emconfig

RSA Enterprise Manager connection status is: "UNKNOWN"

Choose the operation you want to perform:
- SETUP - Edit RSA Enterprise Manager interop config.

[1> setup

RSA Enterprise Manager: test.example.com:20000
Local port for EM to connect to: 20002

SSL Communication to RSA EM: disabled

Enter hostname of RSA Enterprise Manager:

[test.example.com]> em.example.com

Enter port number of RSA Enterprise Manager:

[20000]>

Enter local port for EM to connect:

[20002]>

Enable SSL communication to EM [N]>
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Advanced Settings:
RSA Enterprise Manager GUID: emlocalsite
Device Vendor name: Cisco Systems
Device Status Interval: 5 seconds
Polling Cycle Interval: 30 seconds
Connection Throttle Interval: 0 milliseconds
Max event archive size: 31457280 bytes
Max files in event archive: 50
Max file size in event archive: 10485760 MB
Max size of event.xml file: 1048576 MB
Interoperability subsystem heartbeat interval: 500 milliseconds
Heartbeat service attempts before failing: 3
Connection timeout duration: 30 seconds
Command status timeout duration: 30 seconds
Max chunk size: 1000
Msg exchange cycle: 1

Do you want to change advanced settings? [N]>

Choose the operation you want to perform:
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- SETUP - Edit RSA Enterprise Manager interop config.

(1>

ALY F—
ZIZTIE, RO CLI <> RIZHOWTHHAL £,

* domainkeysconfig

domainkeysconfig

'.E_Iullg

BA

DomainKeys/DKIM O R — h &R ELET,

ERAE
asyh:Z0avwry Riia Iy MEERKLETT,
PIGREEHE . Zpavy NI, T RTOY Y T—F (53R, T A—F,
v y) THEATEET,
NRyFawry R Zoavy RNy FERXRZYFR—FLTWET,

NyFEX : EL 707741

domainkeysconfig D/ FIERIL, BL T v 7 7 A VOIER, k. E72TH
BRCEEHTE £,
e DomainKeys/DKIM &4 717 7 A L DB

domainkeysconfig profiles signing new <name> <type> <domain>
<selector> <user-list> [options]
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% 3-25 domainkeysconfig @ L LVNEZ TO T 7 1 L3IH

EE ETLT

<name> RAA 2 a7y A ILD4E,

<type> RAAL > DEAT, ak £721F dkin T,

<domain> RALY TaTZ 7 A NVDRALY T 4—L R, Z
X, DomainKeys 4 D d ¥ 7 Z W L7,

<selector> KA FaTZ7ANDELIE T 4—L R, =
X, DomainKeys B4 D s ¥ 7&K L E T,

<user-list> RALY a7y A a—FOh <Ry U=
bo =X, HEORAL Y a7 7 A NEMHA
LTCEFANIZELTDILERDHDHNE ) D af]
Wids7eoic, BFA—L T RLREDREITHEH
SINET, IRXTORAS v 2—WFL—HIFHIT
X, FERlZed—U— RN a1l ZEALET,

[options]

--key_name BANAE S 2 B - — D AT,

--canon DK TEAT 5 & EIHEHT EELT LITY X
L, BUEYHR—hEINTNLH 7T Y XA
simple & nofws CT9%, T 7 #/V M nofws TI,

--body_canon DKIM TEAT 5 & EITHEMT L. ALOFERENRT

NFY XL, BIEEYR—FERTWET T Y XA
T simple & relaxed T9, T 7 A/ ML simple

‘/C‘\‘j‘()

--header_canon

DKIM TEATDH L XIMEHT D, ~y ¥ —DIEHE
7 V=Y R b, BEYR—hShTnd7ra)
A5 simple & relaxed T4, T 7 4/ bk
simple VC‘TO

--body_length

BAHORBEICHERT S, EHEL LI2ARLD A b
¥, DKIM 727 7 A L TOIHEHLET, ZDHE
. EHIT D EBLD L X TR ET, T4V
FCIXfEAINEREA,
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% 3-25 domainkeysconfig DL VEZTOT 7L LSIH ()

518

B8

--headers_select

B D~y = BRST DHEERELET,
DKIM 7'm 7 7 A L COREALET, a1,
standard, standard and custom DWT I TT,
all B _NTOIKE~y ¥ —ICBEXTDH LR
Bk L %7, standard i%, Subject, From, To.
Sender, MIME 72 £ DEERI D~ v X — D HIEFE D
Ty MCBATDHZLEBRLET,
standard_and custom |, BEEID~ vy & —F L
A—PERONY X =Dty MIBAT LI LEE
BLEY, 574/ MZ standard TY

--custom_headers

LT O~y F—Da—WiELRE v b,
headers_select 73 standard_and_custom F
2. DKIM 70 7 7 A L CORERLET, 774
LV NMIZEDE Y T,

--i_tag

BAI L X T EBMTINE I DERELET, 5
ETE AL yes F2lE no T, T 7 #/L bk
yes T,

--agent_identity

2—FELF2—FORDVICZDA Yy E—VICE
4T 2REEAND ID, WEIEEDEFA—L T R
VATEN, B—=RVHSIFEKR L TE TN EE
Ao ZDOT RLAD KA A ERSIL. <domain> £

TFZDOY T FAAL T HMERHY T, 20
F7 g E, --i_tag DIEE yes ITRELTWD
Balcor@EfEsnEd, 7740 ME m—AL
& Z2IZ LT, FDHEIT @ & <domain> Z&HilT T
sk LMY,

--q_tag

BN q X T HBNTINE EfRELET, &
ETE DML yes F/2lE no T, T 7 4L bk
yes T,

--t_tag

BA c X T EBMTINEI DERELET, 5
ETE AL yes F2lE no T, T 7 #/L bk
yes T,

--x_tag

BRI x X T HBINTENE>ERELET,
ETE DML yes F2lEno T, T 7 %L bk
yes CT7,

Cisco AsyncOS 8.01CLIYZ7LYR i1 F




% 3-25 domainkeysconfig DL VEZTOT 7L LSIH ()

518

B8

--expiration_time

BANKNTHETORR () T3, DKIM 7'
TrANTORMERALET, ZOMIX, BLD x ¥
T e BTOEIRVET, ZOX T a T,

--x_tag DIE% yes IZFXE L TWHEHEIZ O AEH
ENET, F7 4 ME 31536000 F (1 4E) T,

--z_tag

B 2 X T EBINTHNEO D ERELET,
ETE AL yes F21E no T, T 74V M no

<5

o BATUT A NDOMRE

domainkeysconfig profiles signing edit <name>

[signing-profile-options]

BT T ANDE T g

rename <name>
domain <domain>

selector <selector>
canonicalization <canon>
canonicalization <header_canon> <body canon>
key <key name>

bodylength <body length>
headerselect <header select>
customheaders <custom headers>

itag <i_tag> [<agent identity>]
qtag <gq_ tag>

ttag <t_tag>

xtag <x_tag> [<expiration time>]
ztag <z_tag>

new <user-list>

delete <user-list>

print
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— clear

o BAT U T 7 ANOHIBR

domainkeysconfig profiles signing delete <name>

o BATUT s AND—ERIR

domainkeysconfig profiles signing list

o BAT 0T 7 ANOFEMMT

domainkeysconfig profiles signing print <name>

s BATUTFANDT AL

domainkeysconfig profiles signing test <name>

o EHTuT A NDOE—h) A —DA IR—

domainkeysconfig profiles signing import <filename>

e IronPort 7 7 I AT LV ALHIBEL T 77 ANDIAL—DIT I AKR— K :

domainkeysconfig profiles signing export <filename>

e IronPort 7 77 A4 7T AZHDETRCDEL T 7 7 A LOHIE :

domainkeysconfig profiles signing clear
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Ny FER : RETOT7M41L
e LW DKIM #iFE 7o 7 7 A LOVERL

domainkeysconfig profiles verification new <name>
<verification-profile-options>

% 3-26 domainkeysconfig D FATFAIL FF 3>

Sl# ETL)]

--name DKIM HRFEE7 v 7 7 A )L D4 i,
--min_key_size T ANDRNF—, FHETEDLF—DRIIZ

512, 768, 1024, 1536, FBL W 2048 TT (EHAL
Ty M), T7F/L MEsiz TY,

--max_key_size ZANDIHRKRFT—, HETEDHXF—DESIZ
512, 768, 1024, 1536, B LN 2048 T (HAL
FEY M), F 74 M 2048 TT,

--max_signatures_num A=V OHRTHAETE 2 B4 ORKE, TE
DEHERETEET, 774/ Mds TY,

—key_query_timeout S I Y —RHA BT b B E TOMEH
(B) TF, EEOEREZRECEET, 77+
VM 10 T,

--max_systemtime_diverge |it{Z# DW5El & MEEE ORFEFE ORICFFATE 2

nce FHEEE () T, FEOERERETE
To T 7 AN ML 60 TY,

--use_body_length RIDRESONRT A—=ZEHERT D0 E 5 Mt

FELET, HETE SMHEIT yes £721F no TT,
T 7 &V MiE yes TT,

--tempfail_action —IEHREEDL AL, SMTP DT 7 v a &5
ITLETHBETE DMEIL accept £721E reject
T¥, T 74/ X accept TI,

--tempfail_response_code | i/ pEENRKELEES, ER SN A Y
t—T?D SMTP J5&Ea— FT¥, fRETE 5
T axx JBROFFSTT, 77 4/b ME 451 TT,
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*® 3-26 domainkeysconfig DB TAT 7ML A T3>y (#E)
EJE -4 H7L)
—-tempfail_response_text | —mpie[ B ENREAE LG E, EE SN A v

=YD SMTP &7 F A T, 7744 b
I%. T#4.7.5 Unable to verify signature -

key server unavailable (%@ %*ﬁéﬁf‘g‘ FH
o F— T —="PHEODEFAL) ] TT,

--permfail_action KGR R FEE DB A L, SMTP O7 7 v a v & E
TLET . BETE HMEIT accept ER S reject
TY . T 7 #/V MI accept TT,

--permfail_response_code |k#iflj/pfmENEA L-BE. HESNTEA Y
=0 SMTP &2 — FT9, fHETESE
W sxx BADFE ST, 7 74/ M 550 TH,

--permfail_response_text kiR fEENEA LA, B SN A v
=YD SMTP ItET FA MTT, T 74/ b
1% #5.7.5 DKIM unauthenticated mail is
prohibited (DKIM FRiBFED A —/ViFEE & T
WEJ) ] T,

o MEET 1T 7 A NOIRE -

domainkeysconfig profiles verification edit <name>
<verification-profile-options>

o WEES T T 7 A NLDHIR

domainkeysconfig profiles verification delete <name>

o BHEORIET T T 7 A LOFEMLS :

domainkeysconfig profiles verification print <name>

o BFOBGET 07 7 A VD —THRIR

domainkeysconfig profiles verification list
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e N—HN VNI HIBET T s AN T ANDA IR — b

domainkeysconfig profiles verification import <filename>

e IronPort 777 A T VAILHDIMIET O 7 7 A VDA R— b

domainkeysconfig profiles verification export <filename>

e IronPort 7 774 7 L A H DT R TCOEFRIET 0 7 7 A L OHIR -

domainkeysconfig profiles verification clear

NYFER . BAX—
o FHLWEAXT—DOIER :

domainkeysconfig keys new <key name> <key-options>

& 3-27 domainkeysconfig DEZ¥— F+ 7> a >

ClE- 4 B

--generate_key WEX—ZERLET, HETELXF—DEIIX
512, 768, 1024, 1536, L2048 TT (HALIT
By ),

--use_key BEINMES—ZFEHLET,

--public_key BESINTZMEX—IC BT 228 F—2HE L T
BT 27D 7T, ——generate_key &
FIHEE LTV DA, ETH LWRE X —2R4E
BE, HENTEIIC—EHT AT —NERIN
i‘j‘o

o BHF—OME

domainkeysconfig keys edit <key name> key <key-options>
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s MFOEAFT—DOAMAER !

domainkeysconfig keys edit <key name> rename <key name>

o ARF—ZIEETHITIE

domainkeysconfig keys publickey <key name>

o XF—DHIkR :

domainkeysconfig keys delete <key name>

o TARTOEBLHF—DO—ERR

domainkeysconfig keys list

s HEDEAF—ITHT LT NTOERDOE :

domainkeysconfig keys print <key name>

e B—IN T UIIHDIBLHFT—DA AR —F

domainkeysconfig keys import <filename>

e IronPort 7 7’7 AT LV AZHDEBEBHLFT—DT T AR — b :

domainkeysconfig keys export <filename>

e IronPort 7754 7 2 Al DT XTDEL F—DHIE

domainkeysconfig keys clear
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NYFEK : —FETOT774ILOBE
s TUuTrANDELFT—DKRE

domainkeysconfig search <search text>

NYFEBR : FO0—NILERE
e IronPort 77 F A 7 > A T® DomainKeys/DKIM 0 7' 17— /S Lg% iE DL 5

domainkeysconfig setup <setup options>

BETXAF SV a RO LB TT,

— --sign_generated msgs : VAT ATERINTEA vE—-VIZELT S
MEIPERELET, FHETE DHIL yes £721d no TT,

Bl:CLIICLKBFASMY X—DFRE

IronPort 7 7 ATV A LD KA AL v F—%FET HIZiL, CLI T
domainkeysconfig I~¥ > REMEHL £,

domainkeysconfig I, [ A—/V 7R Y y— (Mail Policies) |->[ KA A > F—
(Domain Keys) ] X—YNOBEELZT X THA TNET, Z0a~vy RTHE,
P TN RAAL Y F—=DNSTXT La—RzERTHZEbTEET, o7
b RAA 2 %— DNS TXT L a— FOAEROFEMIZOWTIX, T 7 K2
A F%— DNS TXT L =— FOfER (P3-69) 22 LTI &,

ZOFEITIR, ¥—EAER L, FALY T T s A VEERLET,

glpll

& 3-28 domainkeysconfig Ol 1

mail3.example.com> domainkeysconfig

DK/DKIM B4 7 a7 7 A LDO¥ : 0

BAHX—DOH 0
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DKIM #iE7 v 7 7 A L% 0 1

VAT ATERESNIZA v =V ~DEL  HY

Choose the operation you want to perform:

-PROFILES : RAA Y a7 7 A VEEHLET,
-KEYS : 4% —2&HLET,

-SETUP : /' 2 — "V EaZELET,

-SEARCH : FAA T a7 7 ANEIITF—EMRLET,

[1> keys

BLF—NERINLTVEE A,

Choose the operation you want to perform:
-NEW : B LWEA T —2Fk L £7,
-IMPORT : 7 7 A Wi BELHF—% A Y R—FLET,

[]> new

CDBLFX—DL4HIEATILET,

[1> TestKey
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1. WExX—Z AR LET,
2.BEFOXF—2 A LET,

[1]>

ZOELFXF—DOYAX (By ML) Z AT LET,
1.512

2.768

3.1024

4. 1536

5.2048

31>

L ¥ — [TestKeyl BMERINLE LT,

BIEODEZA, BAHAXT N1 OEHEINTWVET,

Choose the operation you want to perform:

-NEW : B LWEA F—2ElR L £,

-EDIT : B4 % —%2EF L ET,
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- PUBLICKEY : B4 ¥ —2 b AT — & ERL L £ 77

- DELETE : B4 ¥ —ZHIFRL £7,

-PRINT : B4 ¥ —%2 &R LET,

-LIST: 4% — % —HERRLET,

-IMPORT : 7 7 A VipHBELF—% A R—hLET,
-EXPORT : 77 A NMIZELF—% T AR—FLET,
-CLEAR : TRTOELAFT—EZHELE T,

(>

DK/DKIM B4 77 7 A L DOH : 0
B X—DH 1
DKIM #EE 72 7 7 A L OH : 1

VAT ATHEREINTZA v E—U~DEL : HY

Choose the operation you want to perform:

-PROFILES : RKAA Y a7 7 A VEEHRLET,

-KEYS : 4% —28HLET,

-SETUP : /' u— \LREEZLET L ET,

-SEARCH : RAA T a7 7 A )VETEF—EMELET,

[1> profiles
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Choose the operation you want to perform:
-SIGNING : BEA 7 n 7 7 A V2 EB L E T,
- VERIFICATION : lFE~7 2 7 7 A L& FH L £,

[]> signing

RAAY a7 7 AP EBEINTHERTA,

Choose the operation you want to perform:
-NEW - #H LW RALS Y Ta7 7 A VafElL£7,

-IMPORT : 77 AN DH RAAL Y FaTZy A )VEAVR—FLET,

[]> new

CTDORAALY T T 7 A NDLEITEANT LET,

[1> Example

KRAAL Y TaTdrANVDIALTEANTTLET,

1. dk
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2. dkim

(2]~

RAALY 74—V RiF, AF— 72V —DHEBEER LET, ZOT7 44— KD
(ENES

HEEBTA—NVT RLADRAL L E—HLTWD M, REETA—V
TRUVADB R AL L OWTNNETHLERSH Y £, ZOEIT,
DomainKeys &4 ® [d] % 712720 £7,
BALHRAL LD RAL A EANTILET,

[1> example.com

17 %1%, | domainkey| 4RIZZMIZHDEEDLATT, BLIZ XD
fif & & 1%, DNS A4iliZEMB L OE T A — LD~y ¥ —THR
LOLETLMENRDDF, HIZFTEIanr2EHTERVE NS BRAID
HYEYT, ZOMEIX, DomainKeys B4 D [s| Z 7

7m0 ET,

vL & EATILET,

[]> test
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Ay —VOBEXRIMENTLIWEF—2ANTILERDY £7°,

x5 AP —IZ, DomainKeys O~ == 7 L TR STV A IERITHE- T,
DNS TAHT20E R H Y £3, 57 <ITHF—%

AFTERVEAIZ, BTF—Z2ANLTHLDNEVEREA,

XF—OT VZ—a VU HERERLET,

L LW —2ERl L ET,

2. F =&AL AT ETS,

3B THF—FASNLET,

4. BEfFOF— 2B IN L ET,

[1]> 4

BALAX—DAWMELITEFESEZANILET,

1. TestKey

(1>

BT VT X003, BATNAAY AL~y F—LNE %
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BRTEDL LT DHDDHIETT,

ECTE 5L Isimple) F£721% lrelaxed] T,
Ny X —DFMENT N TY AL RN ET,

1. simple

2. relaxed

(1>

AKX OERET N T A LZERLET,
1. simple
2. relaxed

(1>

Ny L= EDE I IELT D ERINLET,

1. KEARRER T X TORAF~y X —I2F4 LET (Return-Path ~ v ¥ — 2[R <),
2. TBEF] O~y ¥ —|284 LE T (Date. Subject, From, To. Cc. Repl-To.
Message-ID, Sender, MIME D&~ & —),

3. TBEH) DAy H—B LNy X —DHAZ L VA NMIELLET,

(2]~

AXDRST, BAKMERLET DA v —VERLONA MTT,
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ZoMIFELD ) #7120 £,
FHTLI2AXLDOREFT v a U EBIRLET,

1RSI E DAL R ZHELE T, ZI06IEA v E—VE2LER TS EH A,
2. BEPHRI S A AR EREL £, AROBIMIAETT,
3AXDESHIEELET,

(1>

DKIM Z4 THEMT 5% 725 LS BIRT 5008 ) vz

FEELET, (yes/no) [N]>

TuZr AN 2a=YPEANLTRTLES, ROZATOx ) %
HETEET,
- Tjoe@example.com] R EDETFA—/L T FL2ADxZ M,
- Texample.com] 72 EDRAAL DT MY,
- lexample.com| 72 EDH 3 RAAL O R, =& 2, #o07
RAA HEE [example.com| (Z1% Tsales.example.com| BN—EHLEd, D
A TDx hUIE, v—h RAA Y (lexample.com)) &iF—EHLEHA,
T RTORAAL D= LDO—BRHOND LT DITFEADEEL LET,
WOBEHLT AT 7 ANDL—WE AT LET,

[]> sales.example.com
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MO 2—FZ2BINT2D2NERNHLNE D NERELET, [N]>

BEDODLZA, RAAL Y 777 ANN 1 DEHRINLTWET,

Choose the operation you want to perform:

-NEW : HiLWRAAS > Ta 7y A VEERLET,

-EDIT: RAAS > Tu7 7 A NVEETLET,

-DELETE : KAA v a7 7 A VEHIRLET,

-PRINT: RAA Y T 77 A VERRLET,

-LIST: ALY a7 74 e —HFERLET,

-TEST : RAA Y a7 7 A VBELTEHRETHNET A FLET,
- DNSTXT : f#&5 9% DNS TXT b =2 — F& A L £7,

-IMPORT : 77 A VD RAAL Y a7y A VvEA LV R—KLET,
-EXPORT : 77 A M RAAL Y T a7y A NVex 7 AR —KLET,
-CLEAR : T R_XTORAAL Y Fu 77 A VEHELET,

(>
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Choose the operation you want to perform:
-SIGNING : BL 777 A V2B L £,
- VERIFICATION : k7 a0 7 7 A V&2 EFE L E T,

(>

DK/DKIM ZE4 7 a7 7 A LD« 1
B4 X—DO 1
DKIM REE7 a7 7 A LD : 1

VAT ATERENTEA v E—=D~DEL : HY

Choose the operation you want to perform:

-PROFILES : RAA» T 7y A NEEHRLET,

-KEYS : B4 &% —2EFHL £,

-SETUP : /' u— "\LREEZEELET,

-SEARCH: RAA a7 7 A VERITF—EZHRBLET,

(>

mail3.example.com> commit
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BT FAL Y £— DNS TXT La— FOERL

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1
Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

[1> profiles

Choose the operation you want to perform:
- SIGNING - Manage signing profiles.
- VERIFICATION - Manage verification profiles.

[1> signing
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There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.

1. Example

The answers to the following questions will be used to construct DKIM
text
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record for DNS. It can be used to publish information about this
profile.

Do you wish to constrain the local part of the signing identities

("i=" tag of "DKIM-Signature" header field) associated with this

domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no

interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing
DKIM and

that unverified email must not be treated differently from verified
email.

Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>

The DKIM DNS TXT record is:
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test. domainkey.example.com. IN TXT "v=DKIMI;
P=MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgODXARUM74DwfO+gAr309GH1x3yUOLk
XzXBnhfgkdRBXdY7gghx4mbI6NNc5y09nGdGYbH3rR67LnyL/K5cgplyCxi4Rt0OSJTiPKZ
cXQjziPKSgxApmtbypmdyTI3mudFfLkNzXJ40m71/FS5UEWQL4A ZUwWp36£V7y+uM+Y96n3
P1ROWIDAQARB; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

(>

Choose the operation you want to perform:
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- SIGNING - Manage signing profiles.
- VERIFICATION - Manage verification profiles.

[1>

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1
Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

(1>

mail3.example.com> commit

DNS

T ICH. WO CLL 2wy RIeoWCH LET,
e dig

* dnsconfig
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dig

&R

ERAE

INYFER

e dnsflush

e dnslistconfig
e dnslistflush

* dnslisttest

e dnsstatus

DNS #+— R LTl a— K& Ly s 7 v LET

a3y b Zoavwry Rica Iy MREEIARETT,

PGREER . Z0a<wr NE, TR_TOYr FT—F (TR EZ, TL—7F,
~vy) THEATEET,

NRyF awrs R Zoavry RNy F B2 HR—FLTWET,

dig A=Y FONY FEREZFEHT DL, /KD CLI 2~ ROT X TOHKEE
FITTEET,
e DNSH—ARETLa—FRE2Ly s 7 vy LET

dig [options] [@<dns_ ip>] [gtype] <hostname>

e DNSH—RET, $HESNEZIP T RLRICKTEWNL Y 7T v T HFETL
i‘?‘o

dig -x <reverse ip> [options] [@<dns_ip>]
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%

INHI dig a~wy Foy FREA TR AR A 7> a3 »TF,
-s <source ip> Specify the source IP address.
-t Make query over TCP.

-u Make query over UDP (default).

dns_ip - Query the DNS server at this IP address.
gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT.
hostname - Record that user want to look up.
reverse_ip - Reverse lookup IP address.

dns_ip - Query the DNS server at this IP address.

WROBEITIE, vy 2T w7925 DNS B —_ZBRMICIREL TWET,

mail.com> dig @111.111.111.111 example.com MX

; <<>> DiG 9.4.3-P2 <<>> @111.111.111.111 example.com MX
; (1 server found)

;7 global options: printcmd

;; Got answer:

;7 —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL:
3
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;7 QUESTION SECTION:

;example.com. IN MX

;; ANSWER SECTION:

mexample.com. 10800 IN MX 10 mexample.com.

;; AUTHORITY SECTION:

example.com. 10800 IN NS
test.example.com.

;; ADDITIONAL SECTION:

example.com. 10800 IN A 111.111.111.111
example.com. 10800 IN AAAA 2620:101:2004:4201::bd
example.com. 300 IN A 111.111.111.111

;7 Query time: 6 msec

;7 SERVER: 10.92.144.4#%#53(10.92.144.4)

;; WHEN: Fri Dec 9 23:37:42 2011

;; MSG SIZE «rcvd: 143
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dnsconfig

Bl

ERAE

INYTFER

Zoa~vy REEHT 5 & &2 DNS =" ZPRIICHE LR WEAIE. dig
a2~ RIZ X - T Authority £ 7 > 3 > & Additional &7 ¥ 3 v OFERBE Y A
ENET,

DNS Dty b7 v FEFHELET,

alybh:Zoavry NIay MEERKETT,

JSRBEER . Zpavy NE, TRTOYY Y T—R (VFFR%, Tr—7F,
~vvy) THEHATEET,
RNRyFa<wryR: Zoavry RNy FERXZYFR—FLTWET,

dnsconfig A=Y FONy FEAEZFEHT L&, WKDO CLI 2v 2 ROFTT
DOWREE FEITTEE T,
e T—H) RX—h Y —NRNFXr v arEHTDH-20HD DNS OFE :

dnsconfig parent new <ns_ip> <priority>

avy RO
— <ns_ip> 1 R— A Y —=ARDIP T FL A, BHEDOIP 7 RLRATh o ~T
XE->THELET,

— <priority>: ZOxT 2 LU DEFENER,

o B—HL RX—h Y= Fy v aDHIER :

dnsconfig parent delete <ns_ip>
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o BEDRAAL NMFEHATHZDDORIEDNS v v 2DRE :

dnsconfig alt new <domains> <ns ip>

~

GE) A F—Fv bD— b ek F—_EEH L TOSHA L CTE 1A,

GE)
o<y ROF%k
— <ns _ ip>: X—AL P =D IP T LA, HEDIP 7 KL RAFH L ~T
E@JOT*EEL?‘?—O

— <domains>: RAAL DO ~RXYY U R,
o RFED KAA DO DNS v v v = OHIkR:

dnsconfig alt delete <domain>

A==

AE—Fy FONV—F X—L VP —NREHEHTHHD DNS OFE :

dnsconfig roots new <ns_domain> <ns_name> <ns_ip>

FR— L PF— OB
— <ns_domain> : B L THEMHTL FA A,
— <ns_name> : X —.A P — DL,

F RO P T KL A,

— <ns_ip>:

A

GE FAL AT 2RER—L F—R"ERETLHL T, FEDRAAL LD B
BRIELZLENTEET,

o F— AL Y= SOHIER

dnsconfig roots delete <ns_domain> [ns_name]
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]

HIBRT % & Z1Z ns_name ZHE LRV E, YD RAL DT RTOR— A
PF— D HIFRSNET,

o T RTDODNSEEDHE., BLOA L F—Fy FDO— k —R"EfH9
DI DY AT LD BEBERIE

dnsconfig roots

HAED DNS %€ DFKR

dnsconfig print

Fa—HHED DNS H— 2iE, ROERBLETT,
o KA M

e IP7 KL

o HRROH D KAA v (REV—1DH)

dnsconfig 2 ¥ RTIX, KD 4 50OF T a~vwr REHTEET,

#* 3-29 dnsconfig av< >y FOHJav oK

L34 E

new BeED RAA AT 28 LB DNS — _"FEizidn—7
JV DNS H—zBmLET,

delete RS — "FE /21T —H /L DNS — " ZHIBR L ET,

edit RV —_"E I — BV DNS h—R"EEFHLET,

setup A —Fy k jb— K DNS r— " F 7o iZa—A /L DNS #—
AUV RZET,
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% 3-30 dnsconfig

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or
would you like

it to use your own DNS servers?
1. Use Internet root DNS servers
2. Use own DNS cache servers

[1]1> 1

W Cisco AsyncOS 8.0.1CLI Y7L YR 4 F




Choose the IP interface for DNS traffic.

1. Auto

2. Management (10.92.149.70/24: mail3.example.com)

[11>

Enter the number of seconds to wait before timing out reverse DNS
lookups.

[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]>

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.
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- SETUP - Configure general settings.

(1>

BED AL DOKE DNS Y—/ D180

FEOr—HN RAAL VERE, TXTODNS 72 —TA ¥ —Xy k b—
N —RNEFEHTDEICT T IAT LV AERETEET,
& 3-31 dnsconfig : {X& DNS H—/\M3BM

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
No alternate authoritative servers configured.
Choose the operation you want to perform:

- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").

[1> example.com

Please enter the fully qualified hostname of the DNS server for the
domain "example.com".
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% 3-31 dnsconfig : {X& DNS ¥—/\MDEM @ E)

(Ex: "dns.example.com") .

[1> dns.example.com

Please enter the IP address of dns.example.com.

[1> 10.1.10.9

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

EDIT - Edit a server.

DELETE - Remove a server.

- SETUP - Configure general settings.

[1>
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MB®DDNS ¥v¥va Y—/1\DOEH

MEDDNS ¥y vva = n"2HHTLLIICT 7IA T v ARRETE %
j‘o

% 3-32 dnsconfig : #IH®D DNS ¥+ v 2 —/\DERA

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would
you like

it to use your own DNS servers?

1. Use Internet root DNS servers
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*® 3-32 dnsconfig : #8EH® DNS ¥+ v a ¥—/1\DER (&)
2. Use own DNS cache servers

[1]1> 2

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.

[1>10.10.200.03

Please enter the priority for 10.10.200.3.
A value of 0 has the highest priority.
The IP will be chosen at random if they have the same priority.

[0]> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

Enter the number of seconds to wait before timing out reverse DNS
lookups.
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*® 3-32 dnsconfig : #8EH® DNS ¥+ v a ¥—/1\DER (&)

[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]1>

Currently using the local DNS cache servers:

1. Priority: 1 10.10.200.3

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

DELETE - Remove a server.
- SETUP - Configure general settings.

[1>

dnsflush

3558

DNS % v adnbd_XRCoOZ M) Z 7 VT LET,
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ERAE

]

aly b Z0avy Faly MMEIRETT,
TIGRRER . —pav L Niviy E— R TCORMEATEET,
NyF avwryR: Zoavy RNy FEREZSFR—FLTWERA,

® 3-33 dnsflush
mail3.example.com> dnsflush

Are you sure you want to clear out the DNS cache? [N]> ¥

dnslistconfig

'.E_Iullg

BA

ER7E

DNS U X N H—ERXOH¥R—  EZRELET,

a3y bh:ZoavrNEaIy MUYERKETT,
JSRAREE  Cpavy Fiivwiy T— FCORFEHATEET,
RNRyFawryRF: Zoavy RNy FERzR—FLTWEEA,
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® 3-34 dnslistconfig

mail3.example.com> dnslistconfig

Current DNS List Settings:
Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds
Choose the operation you want to perform:
- SETUP - Configure general settings.

[1> setup

Enter the cache TTL for negative responses in seconds:

[1800]> 1200

Enter the query timeout in seconds:

[31>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds
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*x 3-34 dnslistconfig (%)

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1>

mail3.example.com>

dnslistflush

558

BEDODNS VAN v v vad7T7yvvalET,

ERAE
alybh: Zoavwr Rica sy MEEIZARETT,
JSGREBE . “Da~<vy Rid~wyy T— RTORMBHTEET,
RNRyFawry R Zoavry RNy FERAZTFR—FLTWHERA,
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® 3-35 dnslistflush

mail3.example.com> dnslistflush

Are you sure you want to clear out the DNS List cache? [N]> y

DNS List cache has been cleared.

mail3.example.com>

dnslisttest

3558

DNS XR—=ZDY A K B —EZXADDNS vy 77 v T %7 A MLET,

ERAE
alyb:ZoavrRNiialy MEEFAETT,
ISRRGHE . —pa~vy Nii~viy B— FCOREHATEET,
NRyFawryRF: Zoavy RNy FERzR—FLTWEEA,
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* 3-36 dnslisttest

mail3.example.com> dnslisttest

Enter the query server name:

[1> maild.example.com

Enter the test IP address to query for:

[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.maild.example.com
Result: MATCHED

mail3.example.com>

dnsstatus

iR
DNS etz Zn L £ 7

ERAE
aIy b Zoavr Ricay MEEFIAETT,
JIREER . Zoav s R~y T—FTOLEATEET,
NyFavwvR: Zoavy RNy FERXESFR—FLTWERA,
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® 3-37 dnsstatus

mail3.example.com> dnsstatus

Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime
DNS Requests 1,115 1,115
Network Requests 186 186
Cache Hits 1,300 1,300
Cache Misses 1 1
Cache Exceptions 0 0
Cache Expired 185 185

mail3.example.com>

— N — »
— G EE/ FS TV a—Ta4200)
ZZTiE, RO CLI 272 RIZOWTEH LET,
* addressconfig
* adminaccessconfig
e certconfig
e diagnostic

e encryptionconfig

Lifetime

1,115
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encryptionstatus
encryptionupdate
featurekey
featurekeyconfig
ntpconfig
reboot
remotepower
resume
resumedel
resumelistener
settime

settz

shutdown
sshconfig

status
supportrequest
suspend
suspenddel
suspendlistener
techsupport
tlsverify

trace
updateconfig
updatenow
version

upgrade
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addressconfig

&R

addressconfig 2~ KiZ, From: 7 RV A Ny X —%2 R ETH-DIHEHL

F7, From: 7 RUADOFER, 2—% BIORAAL 4% /ﬁ?fé‘iﬁ‘o R A
A VBB — NV oA FALCOBREZERIRT 22 TEES, RO

PLTIE, AsyncOS 12 & > THERKR I L7z A —/L1Zid addressconfig =~ > R &
LET,

* Anti-Virus i@ %0

o« AHLR

o B (notify() BEIWnotify-copy() 7 A LV H DENME)
o [RHEEE (duplicate () 7 4 V¥ OEE)

WOHITIL, W@EHD From: 7 L A% Mail Delivery System
[MAILER-DAEMONG@domain] (?77}‘/1/ ]*) 7N Notifications
[Notification@example.com] (CZEH LF T,

ERAE

a3y bh:Znavr REIay MEERKETT,

PIGREEHE . Zp0avy NI, T RTOY Yy T—F (592 F%, I r—F
v y) THEHTEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,
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% 3-38 addressconfig

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.
- BOUNCEFROM - Edit the bounce from address.
- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address

["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address

[MAILER-DAEMON] > Notification
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% 3-38 addressconfig (#Z)

Do you want the virtual gateway domain used for the domain? [Y]> n

Please enter the domain name portion of the "notify from" address

[None] > example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

NOTIFYFROM - Edit the notify from address.
- QUARANTINEFROM - Edit the quarantine bcc from address.

[1>

adminaccessconfig

H- 2]

Xy hNT—7 TR VA NEARF— 0l A4 HRELET,

W Cisco AsyncOS 8.0.1CLI Y7L YR 4 F




ERAE

INYTFER

a3y bh:Zoavr REIay MEERKETT,

JSREEE . —pavr NI, TRTOI vy ET—F (T2 F, TL—7,
v y) CTHEHATEET,

NRyFawryR: Zoavry KNy FEXLEZ R —F L TWET,

adminaccessconfig 2~ KONy FEXEHEHT L L, kD CLI =~ K
DT X TOWRELZFATTEET,

o TRTDIPT RLVARILT 7 BALZFHWT L HFEDIP T LAV T
o NEEILT 7 A EHIRT 5 0081

adminaccessconfig ipaccess <all/restrict>

o HLWIPT FLRA/HT xRy M/ HBHODIEMN

adminaccessconfig ipaccess new <address>

o WMHFEDOIPT FLA/H TRy b HIHOHRE

adminaccessconfig ipaccess edit <oldaddress> <newaddress>

o HHFEDOIPT FLA/HT Ry b/ HADHIK

adminaccessconfig ipaccess delete <address>

e IPT7 NLA/YT xRy MNEHOU X MoHh

adminaccessconfig ipaccess print
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o BEFEOTRTOIP 7 RLA/Y Ty N/ #PHOHI K

adminaccessconfig ipaccess clear

e s Ay NF—DHT

adminaccessconfig banner print

o TTIATUVALIZHDLT7ANNSDR T A NFP—DA R— |k

adminaccessconfig banner import <filename>

o WfEDOT VA L ANF—DHIE

adminaccessconfig banner clear

Bl: 2y b= 7oA VX FDRE

BFA—N EX2YT 4 TTIAT L ARLT 7 EATHZ—FDOIP T RL A%
HMETEEST, 2—FL, EXLETZERXVAMDIP T FLAZFOTAT
DTN, TTIATVRIT VEATEXET, Xy NU—2 77 ER Y
AN EAERT DL, IP T FLA, 7%y b, £721Z CIDR 7 KL ZAZ4RE
TEET,

AsyncOS Tix, BIEDO~L D IP T RLABRRXy hU—2 T 7R YA RN
EENTORWERICEEEZRRLET, BEO~T VD IP 7 RLABRY A b
WCRWEA, BEE2aI vy b T HET T IA TV RIT 7BATE RSV E

7

WOBITIE, TTI7AT LV ANDRYy NT—T TI7EAZ3IOOIP T KL XA
Ty MZHIBRL E7,

& 3-39 adminaccessconfig: &y k77— 79X YR+

mail3.example.com> adminaccessconfig
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* 3-39 adminaccessconfig: &y k7—2 77X VX + (&%)
Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative
interface.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative
interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.

[1> new
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* 3-39 adminaccessconfig: &y k7—2 77X VX + (&%)
Please enter IP address, subnet or range.

[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:
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* 3-39 adminaccessconfig: &y k7—2 77X VX + (&%)
1. 192.168.1.2-100

2. 192.168.255.12

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.2.2

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

3. 192.168.2.2

Choose the operation you want to perform:
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* 3-39 adminaccessconfig: &y k7—2 77X VX + (&%)
- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1>

Warning: The host you are currently using [192.168.8.126] is not included
in the User Access list. Excluding it will prevent your host from
connecting to the administrative interface. Are you sure you want to
continue? [N]> n

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100
2. 192.168.255.12

3. 192.168.2.2

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new
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* 3-39 adminaccessconfig: &y k7—2 77X VX + (&%)

Please enter IP address, subnet or range.

[1> 192.168.8.126

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100
2. 192.168.255.12
3. 192.168.2.2

4. 192.168.8.126

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

(1>

Current mode: Restrict.

Please select the mode:
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* 3-39 adminaccessconfig: &y k7—2 77X VX + (&%)

- ALL - All IP addresses will be allowed to access the administrative
interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

(1>

Bl: %2y NU—2 T27E8RA JANORE

—%2 SSH, Telnet, FTP, £71X Web Ul bl A 45L& Targ
VNF— | EMEEND A v E—URERIND LI, BA—N XY
TATITITATVARAERETCEET, B4 N —F, CLITrZ AV 71
VT RO EESICETEN, GUL TS Ay Fa P NOAMICEREND T A
A RA[RERT A FTE, a2 Ay NF—%FHALT, NEDOEx=
FABRENIT TIAT LV ADRZA N TS5 75 4 AZET HmAERRTE
T, HERIE TTIAT U AOEF A AT AR ARER R, 22—
PFRT T Z7A4T A L THT - 2B R 2 Wi T D REOMERICB 4 2 3l e ik
EXEERTEET,

07 Ay NF—E, 80x25 DAY —VIZILE D L D ITHRK 2000 SCFEIC o
TWET, v A4 XF—iL, 777 A4 T AD /data/pub/configuration
TALVIZ MNIZHET7ANDLAUR—NTEET, NF—%ERLEL, &
EEBELET,

WOFITIX, 77747 RIZw A > »3F— [Use of this system in an
unauthorized manner is prohibited] ZiBMML £,

# 3-40 adminaccessconfig : /8F— IJ X +

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative
interface.

[]1> banner
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% 3-40 adminaccessconfig : /3F— UR kb (#E)

A banner has not been defined.

Choose the operation you want to perform:
- NEW - Create a banner to display at login.
- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.
Use of this system in an unauthorized manner is prohibited.

D

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.
- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>
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certconfig

&R

X2 VT OFEAEEF—ZRELET,

ERAE

a3y bh:ZoavrNEay MUYERKETT,

PIGREEHE . Zpavy NI, T RTOY Y T—F (53R, T A—F,
v y) THEHTEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

Bl : REBAEDREY (31T

WOFTIX, GFAELIE X —ZAE0M T2 LIk o THFAEAR A VA b—JL
LET,

& 3-41 certconfig : REBAEDRLY 11

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate
Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

[1> certificate

List of Certificates

Name Common Name Issued By Status
Remaining
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£ 3-41 certconfig : SEIBAEDRY 1+ (&%)
Demo Cisco Appliance Demo Cisco Appliance Demo Active
3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'):

MIICLDCCAdYCAQAWDQYJKoZIhvcNAQEEBQAwgaAxCzAJBgNVBAYTA1BUMRMWEQYD

VQQIEWpRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAOTDk51dXJv

bmlvLCBMZGEUMRgWFgYDVQQLEW9EZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMTEMJy

dXR1lcy5uZXVyb25pby 5wdDEbMBkGCSqGSIb3DQEJARYMc2FtcG9AaWtpLmZpMB4X

DTk2MDkwNTAzZNDIOM1oXDTk2MTAWNTAZNDIOM1lowgaAxCzAJBgNVBAYTA1BUMRMw

Cisco AsyncOS 8.01CLIYZ7LYR i1 F




x 3-41 certconfig : SEAEBDRY 11+ (&)

EQYDVQQIEwWpRAWV1bnNsYW5kMQ8wDQYDVQQOHEwWZMaXNib2ExFzAVBgNVBAOTDk51
dXJvbmlvLCBMZGEUMRgwFgYDVQQLEWOEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMT
EmJydXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZp
MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1lk jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqI tjVHOK3DVvPK71TcSGE tUCAWEAATAN
BgkghkiG9wOBAQQFAANBAFGPEKFjk6T6CKTHvaQeEAsX0/8YHPHQH/ 9AnhSjrwuX

9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,

Lda.,OU=Desenvolvimento, CN=brutus.partner.com,emailAddress=admin@example.
com

Paste private key in PEM format (end with '.'"):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1kjNwL41YKbpzzlmC5beaQXeQ
2RmGMTXU+mDvuqI tjVHOK3DVvPK71TcSGEftUCAWEAAQJIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/so0iljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d761iUNGAAV8djGTzvxnCxycnxPQydQIhAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbg20ptOCnM7hAiEA6Xi3JIQECOob8YwkRj29DU3/4WYD7

WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALiEA
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x 3-41 certconfig : SEAEBDRY 11+ (&)

6/5B8J0GHAJg8 9FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n

List of Certificates

Name Common Name Issued By Status

Remaining

partner.c brutus.partner.com brutus.partner Active 30 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active

3467 days

Choose the operation you want to perform:

IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate
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x 3-41 certconfig : SEAEBDRY 11+ (&)

- PRINT - View certificates assigned to services

[1>

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate
Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

(1>

esxl6-esall.ga> commit
Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https

Bl . B BATEAEDOER
ROBITIE, BOBAIERAEEZERLET,
& 3-42 certconfig : ECEARAED/ER

mail3.example.com> certconfig

Choose the operation you want to perform:
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® 3-42 certconfig : ECELEHAERDMER #E)

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate
Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

[1> certificate

List of Certificates

Name Common Name Issued By Status
Remaining

partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired
-4930

days

Demo Cisco Appliance Demo Cisco Appliance Demo Active
3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
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® 3-42 certconfig : B2 B4R ABRDIEM
[1> new
Enter a name for this certificate profile:

> example.com

Enter

Common Name:

> example.com

Enter

Organization:

> Example

Enter

> Org

Enter

> San

Enter

> CA

Enter

Organizational Unit:

Locality or City:

Francisoc

State or Province:

Country (2 letter code):

(&)
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® 3-42 certconfig : ECELEHAERDMER #E)

Duration before expiration (in days):

[3650]>
1. 1024
2. 2048

Enter size of private key:

(21>

Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAwaDELMAkKGAIUEBhMCVVMxFDASBgNVBAMTC2V4YW1lwbGUuY29t

MRYWFAYDVQQHEw1TYW4gRnJhbmNpc2 9jMRAwWDgYDVQQKEwWd1leGFtcGx1MQswCQYD

VOQIEwJIDQTEMMAOGALIUECxMDb3JnMIIBIjANBgkaghkiGOwOBAQEFAAOCAQSAMIIB

CgKCAQEA+NwamZzyX7VgTZka/x1I5HHrNOV2MPKXoLg7F] zUtiIDwznElrKIuJovw

Svonle6GvF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+qr7rzM41AQKHM+P61+1ZnPU

PO5SNIORCkLP4XsUuyY6CalWLTiPIgaq2fR8Y0JIX/kesZcGOglde66pN+xJIHHYadD

00p0ggi6SLNfAzJu/HEU/ fnSujG4nhF0Z2G1l0pVUx4£g33NwZ4wV10XBk3GrOjbbA

ih90zAwfNzxb57amtxEJk+pW+co3uEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
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® 3-42 certconfig : ECELEHAERDMER #E)

kfdWcfaDLF9tnQJIPWSYoChOUSgCc8QIDAQABOAAWDQYJK0ZIhvcNAQEFBQADggER
AGiVhyMAZuHSvIOyAO08kJICmrgO89yR1InNnDUXDDo6IrODVKx4hHTi0anOPulnsThSvH
7xV4xR35T/QVOU3yPrL6bJdbbwMySOLIRTsUcwZNJOELxXMM5EkKBM2BOI5Srs4159g
FhHVejhGlLyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1
1Y10Tuj+EgqWNrRBNNKXLTdXkzhELOd8vVZEQSAEBWyjZ2mECZC7SG3evakw/OGLk
Ai11NXHayiGjeY+UfWzF/HBSekSJtQubohIv6JpBSY/MnYU4t11ExgD+GX31lrudxcd

zDas2rS/Pbpn73LE503nmsw=

List of Certificates

Name Common Name Issued By Status

Remaining

example.c example.com example.com Valid

3649 days

partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active

3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI
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® 3-42 certconfig : ECELEHAERDMER #E)

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

diagnostic

'.E_Iullg

BA

diagnostic @2~ Fi&, RAID T4 A7 DF = v 7, Fv v aBBOFTB L
K7 VT, oA=L =R DERDOT A MTHEALET,

diagnostic 2 <> FO#EH

diagnostic 7 A =a—Tlk, WOa~>r FEEHTEET,

% 3-43 diagnostic 4 7a<v > F

73y HIJavwrF TRLASEYT«

RAID 1. 74 A7 BREED FEAT C30 B LUV C60 THHMHHAHE,
2. EITH DX AT DE=
4

3.7 4 AU WRAEAER DFE
=

NETWORK FLUSH C-Series. X-Series. M-Series
ARPSHOW
SMTPPING
TCPDUMP
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ERAE

INYTFER

aIy b ZoaTr FZaly MEEEIAETT,

JOGRFEHE . —pa~vy Riiwiy T— RCOREHATEET, 52, 2
DavwrRiFgual A4y KA (a—=FRa s Lizvyy) TORFEHTE
I, Zoavr FEERTAHICIE. =V 7740 VAT AT 7 EAT
XDOMENRHY F,

RNRyFawryR: Zoavry RNy FERXZYFR—FLTWET,

diagnostic 2~ ROy FIEREMH$ 5 & RAID ODREDOF = v 7|
FrviaDZ VT, ARP v v aDNEDOEREFEITCEXET, NvF o
~Y RELTHEITT DL, ROBXEHEHALET,

e RAID DREDF = v 7

diagnostic raid

e LDAP. DNS. BLXUARP ¥¥ v =207 U7

diagnostic network flush

* ARP F v v v a2 DFIR

diagnostic network arpshow

#l: ARP v v a1DRREVVYT

WOFITIL, diagnostic 2~ FZHEH LT, ARP ¥ v v v 2 DNEEZERT L,
Fy =7 ICET TR TCOF Y v a2 7Ty LET,
& 3-44 diagnostic

mail3.example.com> diagnostic
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*® 3-44 diagnostic (#%)

Choose the operation you want to perform:
- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- SMTPPING - Test a remote SMTP server.

[1> arpshow

System ARP cache contents:

(163.17.0.1) at 00:02:bl:cf:10:11 on fxp0 [ethernet]

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- SMTPPING - Test a remote SMTP server.

[1> f£lush
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*® 3-44 diagnostic (#%)
Flushing LDAP cache.

Flushing DNS cache.

Flushing DNS List cache.
Flushing system ARP cache.

163.17.0.1 (163.17.0.1) deleted

Network reset complete.

Bl : BDA—IL —i\E DEFRDIREE
WOHICIL, diagnostic =~ > REMALTRHIO A —/L — L OEERiE T = v
JLET, AN P —NETRXRTDHITIE, T—NIHLTA v E—UEERE
T B0, ping #FEITLET,
% 3-45 diagnostic: SMTPPING

mail3.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.
- NETWORK - Network Utilities.

[1> network

Choose the operation you want to perform:
- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.
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& 3-45 diagnostic: SMTPPING (&)

- SMTPPING - Test a remote SMTP server.

[1> smtpping
Enter the hostname or IP address of the SMTP server:

[mail3.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]>y

Select an MX host to test.
1. dl.mail.com

2. d2.mail.com

3. mail.com

[1]1> 3

Select a network interface to use for the test.
1. Data 1

2. Data 2

3. Management

4. auto

[4]1> 3

Using interface 'Management' with source IP 168.18.0.220.
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& 3-45 diagnostic: SMTPPING (&)

Do you want to type in a test message to send? If not, the connection
will be tested but no email will be sent. [N]>n

Starting SMTP test of host mail.com.
Resolved 'mail.com' to 166.11.0.6.
Connection to 166.11.0.6 succeeded.
Command EHLO succeeded

Command MAIL FROM succeeded.

Test complete. Total time elapsed 0.01 seconds

encryptionconfig

AN LA RIE LE T,

ERAE

a

141

vh:Zoa<wr Fiialy MEEXSKLETT,
JIGREER . —Da~v L RIvyy E— RTORFEHTE T,
RNRyF awry R Zoavy RgRXyFEXLEST R — ML THWERA,
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% 3-46 encryptionconfig

example.com> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]> y

IronPort Email Encryption: Enabled

Choose the operation you want to perform:
- SETUP - Enable/Disable IronPort Email Encryption
- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
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& 3-46 encryptionconfig (#%Z)

[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile
- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA
Select the profile you wish to edit:

[1]1> 1
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& 3-46 encryptionconfig (#%Z)

Profile name: HIPAA

External URL: https://res.cisco.com
Encryption algorithm: ARC4

Return receipts enabled: Yes

Envelope sensitivity: High

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Text notification template: System Generated
HTML notification template: System Generated
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Choose the operation you want to perform:
- NAME - Change profile name

- EXTERNAL - Change external URL

ALGORITHM - Change encryption algorithm

- RECEIPT - Change return receipt handling
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& 3-46 encryptionconfig (#%Z)

- SENSITIVITY - Change envelope sensitivity

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

[1> sensitivity

1. Medium (password required to open envelopes, but credentials may be
cached)

2. High (password required and passphrase enabled, and credentials may
not be cached)

3. No Password Required (The recipient does not need a password to open
the encrypted message.)

Please enter the envelope sensitivity level:

[2]> 1

Profile name: HIPAA

External URL: https://res.cisco.com
Encryption algorithm: ARC4

Return receipts enabled: Yes

Envelope sensitivity: High
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& 3-46 encryptionconfig (#%Z)

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Text notification template: System Generated

HTML notification template: System Generated
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- RECEIPT - Change return receipt handling

- SENSITIVITY - Change envelope sensitivity

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting
- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
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& 3-46 encryptionconfig (#%Z)
- BOUNCE_SUBJECT - Change failure notification subject

[1> forward

Would you like to enable "Secure Forward"? [N]> vy

Profile name: HIPAA

External URL: https://res.cisco.com
Encryption algorithm: ARC4

Return receipts enabled: Yes

Envelope sensitivity: High

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Text notification template: System Generated
HTML notification template: System Generated
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Choose the operation you want to perform:
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& 3-46 encryptionconfig (#%Z)

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- RECEIPT - Change return receipt handling

- SENSITIVITY - Change envelope sensitivity

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

(1>

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned
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encryptionstatus

Bl

ERAE

%

encryptionstatus 22 Ri{X, I[ronPort E A —/N X2 UT 4 TFT7A4T
AEODPXEXTY VU E RAL L wv EV T T7ANDNR—=V g bariR—x
VNBRBICEFINT-HRERRLET,

aIy b oavr FZay MEEEAETT,
JSGAREE . ZDavy NEviy E— RTORBHTEET,
RyF a<wy R Zoavy NEAy FEREFR—FLTOEE A,

& 3-47 encryptionstatus

mail3.example.com> encryptionstatus

Component Version Last Updated
PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)
Domain Mappings File 1.0.0 Never updated

encryptionupdate

'.E-IDII:I

BH

encryptionupdate 2 < Ni&, IronPort EF A — /v X2 VT4 TFI7A4T
A LD PXE =V OBFABERLET,
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featurekey

Bl

ERAE

aIy b ZoaTr FZaly MEEEIAETT,
RyF avr K Zoavy Ry FRRESH—F LT EEA,

#* 3-48 encryptionupdate

mail3.example.com> encryptionupdate

Requesting update of PXE Engine.

featurekey 2 ¥ K, VAT A ETHF—IZL o TA RX—T NI ->TCN5BT
NRTOHEEEL X —ICBEET A EHREERLET, o, —2HHL CTHELH
LY, HLVKREX—%2F v 7 L0 T 52 b TEET,

a3y bh:Zoavr REIay MEERKETT,
JPGREGE . —pa~vy Riivwyy E— RTCORFEHATEET,
RNRyF awr R Zoavy RERXyFEXLEST R — ML THWERA,
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Z DB T, featurekey I~ FEMFEH L THLWEESX—2F v 7 LET,

& 3-49

mail3.example.com> featurekey

Module Quantity Remaining
Bounce Verification 1 30 days
2006

IronPort Anti-Spam 1 28 days
2006

Incoming Mail Handling 1 28 days
2006

Virus Outbreak Filters 1 28 days
2006

Sophos Anti-Virus 1 28 days
2006

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

— CHECKNOW - Check now for new feature keys.

[1> checknow

No new feature keys are available.

Expiration

Fri

Thu

Thu

Thu

Thu

Jun

Jun

Jun

Jun

Jun

30

29

29

29

29

Date

18:57

15:20

15:20:

15:20

15:20

126

:23

31

124

:23
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featurekeyconfig

&R

ERAE

%

featurekeyconfig 2 ¥ KTk, R —DFYun— R~ ED
F—OEFEAHNICITO KOV ERETEET,

a

vh:Zoa<wr Fiialy MEEBSKLETT,

PGREER . Z0a<wr NE, TR_THOI L FT—F (0T RE, TL—7,
~vy) THEATEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

141

Z O T, featurekeyconfig 2~ RZ&fEH L T autoactivate 3 LN
autocheck #BE% A R —7 WMIZ LE T,

& 3-50 featurekeyconfig

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled
Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
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% 3-50 featurekeyconfig (#i%)

Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.

[1> autoactivate
Do you want to automatically apply downloaded feature keys? [N]> y

Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.

- AUTOCHECK - Toggle automatic checking for new feature keys.

[]1> autocheck

Do you want to periodically query for new feature keys? [N]> y

Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled

ntpconfig

EiEA

ntpconfig A~ RTIL, Xy hU—27 ¥ A L 7 h=zjb (NTP) Z#fEH LT
VAT A Iay EMOa s a—2 LET 5 K 912, IronPort AsyncOS %
BRELET, NTP 24 712T DHIT1F, settime A~ REHEALET,
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RNRyFawryR: Zoavry RNy FERXZYFR—F L TWEREA,
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& 3-51 ntpconfig

mail3.example.com> ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:
- NEW - Add a server.
- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[1> new

Please enter the fully qualified hostname or IP address of your NTP
server.

[1> ntp.example.com

Currently configured NTP servers:
1. time.ironport.com

2. bitsy.mit.edi
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% 3-51 ntpconfig (=)

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select
its interface name now.

1. Auto

2. Management (172.19.0.11/24: elroy.run)

3. PrivateNet (172.19.1.11/24: elroy.run)

4. PublicNet (172.19.2.11/24: elroy.run)

11> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:
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% 3-51 ntpconfig (=)
- NEW - Add a server.
- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new NTP server

Changes committed: Thu Mar 27 15:01:27 2003

reboot

g&

BA
TTIAT AR EHEE L E T,

ERAE
alyb:ZoavrRNiialy MEEFAETT,
JIGRZER . Zpa~vr Ni~vdry E—FTCOREATEET,
RNyFawryF: Zoavy RNy FEREZY R - LTHEEA,
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£ 3-52 reboot

mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for listeners to exit...
Receiving suspended.
Waiting for outgoing deliveries to finish...

Mail delivery suspended.

remotepower

Bl

NR=V a2 20 %Y R—= T2 —F=F (DA TV V= b FF v b
T —LEHA =T 2 A A (IPM]) Y—NEFEHL, 77747 AD
VX —VICEREVE—-FTU By FTABBERELET, KO IPMI 2w
FWiﬂfﬂfb‘F éilgfﬁ'istatus, on, off, cycle, reset, diag, soft,
ZOavwy R, WON—F7 =27 TORFEITLET : C380 5L C680,
M380 F LT M680 I L TF S380 F L U S680,

Ve— hEREHA L X —T =2 AEHDOIPvE 7 L ARMKETE, ZDA
H#—7 = A AL remotepower I~ R THN L TCHOIHEREARETY, ipconfig
av REHFEHALTRET D2 LIITEEYA,

a—YPRZDavr NITRE LTca—YLZ L RT—RE, 77747V ADE
BFEVE—bFTUVEY T HDITNETT,
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GE) HAYVET—MERSHER— FALERF Y N ICEEERSA TSI L%
R LET, FMIcOVWTE, N"—Fv=2T7 A A Lb—3 a3y T4 KE25R
LTLEZEW, TZ7AT U4 — L TUERI— IRV THNT, 777347 &
NYE—RNBT 7 BATEXALZ L 2R LET,

ERAE

a

141

vh:Zoa<wr Fiialy MEEXSKLETT,
JIGREER . —Da~v L RIvyy E— RTORFEHTE T,
NRyFa<wryR: Zoa<wry FERNyFERXEZYR—FLTWERA,

]

esall> remotepower

Current remote power settings:
Access to IPMI remote power commands currently disabled.

Choose the operation you want to perform:
- SETUP - Configure IPMI for chassis remote power access.
[1> setup

Do you want to enable remote access to chassis power commands?
[N]> y

Please enter the IP address (IPv4 only) for the chassis.
[1> 192.0.2.254

Please enter the netmask.
[1> 255.255.255.0

Please enter the gateway address.
[1> 192.0.2.1

Please enter the user name that will be used to log in to the chassis.
[1> userl

Please enter the password.

>

Please enter the password again to confirm.
>
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resume

g%

BA

ER7E

Current remote power settings:

Access to IPMI remote power commands enabled.
IP Address: 192.0.2.254

Netmask: 255.255.255.0

Gateway: 192.0.2.1

User name: userl

25 LBLE 2 AL ET,

alyb:ZoavrRNiialy MEEFAETT,
JIGRZER . Zpa~vr Ni~vdr E—FTOREATEET,
NRyFa<wrs R Zoavwy RgRyFELEZST R — ML THERA,
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® 3-53 resume

mail3.example.com> resume

Receiving resumed.
Mail delivery resumed.

mail3.example.com>

resumedel

H- 2]
PfE 2B LEd,

ERAE
aIyb:Z0avy RZaly MUEIARETT,
PSRFEBE . Cpavwy FiE<wvy T— RTCoOAFEHTEET,
NyF avwryR: Zoavy RNy FERESFR—FLTWERA,
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® 3-54 resumedel

mail3.example.com> resumedel

Mail delivery resumed.

resumelistener

,'E-Iﬂ“‘:

EA
U AF—TOZFEEHHLET,

ERAE
alyb:ZoavrRNiialy MEEFAETT,
ISRRGHE . —pa~y Nii~vly B— FCOREHFA T £,
RNRyFawrR: Zoavry RNy FERXZYTFR—FLTWERA,
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£ 3-55 resumelistener

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

(11> 1

Receiving resumed.

mail3.example.com>

settime

50

settime 2~ RTIX, NTP — & #H L TR WA ICELZ 2 FE TR E
T&EFET, Z0a~vr FEETTHE, NTP 2EILLTFH TV AT A 71y
JEBRETDINE I pIRONET, XX mM/pD/YYYY HE:MM:SS DR TA
FLET,

ERAE

a3y bh:ZDavr Riialy MEEFAETT,
PSRFEBE . Cpavwy FiE<wvy T— RTCoOAFEHTEET,
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RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

* 3-56 settime

mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.

This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time? [N]> Y

Please enter the time in MM/DD/YYYY HH:MM:SS format.

[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.

O—H AL = ERELET,
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NRyF awryR: Z0oa<vry RNy FEXEZ ST R—F L TWWEREA,
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® 3-57 settz

mail3.example.com> settz

Current time zone: Etc/GMT
Current time zone version: 2010.02.0

Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1> setup

Please choose your continent:
1. Africa

2. America

11. GMT Offset

[2]1> 2

Please choose your country:

1. Anguilla

45. United States

46. Uruguay
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® 3-57 settz (&)

47. Venezuela
48. Virgin Islands (British)
49. Virgin Islands (U.S.)

[45]> 45

Please choose your timezone:
1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)

21. Pacific Time (Los Angeles)

[21]> 21

Current time zone: America/Los_Angeles

Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1>

shutdown

H- 2]

VAT AEVY Yy MUY LTEREYD 9,
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sshconfig
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RyF avr K Zoavy Ry FRRESH—F LT EEA,

% 3-58 shutdown

mail3.example.com> shutdown

Enter the number of seconds to wait before abruptly closing connections.

[30]>

System shutting down. Please wait while the queue is being closed.

Closing CLI connection.

Use the power button (in 30 seconds) to turn off the machine.

SSH ¥ —Z®&EL £,

a3y bh:Z0avr NEaIy MUYERKETT,
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JIGREER . ZDa<v LRI 728 =R ToOMERATE £,
NRyF awrs R Zoavy RigRXNyFELEZTR—FLTHWEREA,

%

TOFTIX, admin 7V ML THLWABREF—NA VX b—L ENE
7,

#* 3-59 sshconfig : TAdminl ZhAV Y FOFLWARAF—OA VR =)L

mail3.example.com> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
- SETUP - Configure general settings.

[1> new

Please enter the public SSH key for authorization.

Press enter on a blank line to finish.

[cut and paste public key for user authentication here]

Currently installed keys for admin:
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% 3-59 sshconfig : TAdmin] 7H > FOH L LVAHF—DA VX F—IL

1. ssh-dss AAAAB3NzaClkc3MAA...CapRrgxcY= (admin@example.com)

Choose the operation you want to perform:
- NEW - Add a new key.

- EDIT - Modify a key.

DELETE - Remove a key.
- PRINT - Display a key.

[1>

SSH1 OF7 1+ t—7J )Lt

SSH1 #5 4 &—7 /v (£721FA4 F2—7 /1) 12T 5IT1E. sshconfig I~ KD
setup 7 a~r REHEHLET,

& 3-60 sshconfig : SSH1 D4 X—T)LiL/ 71 &—T 1L

mail3.example.com> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
- SETUP - Configure general settings.

[1> setup
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% 3-60 sshconfig : SSH1 O4 XR—T LI T« E—T ik FE)

Choose the operation you want to perform:
- DISABLE - Disable SSH vl

[1> disable

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
- SETUP - Configure general settings

[1>

mail3.example.com> commit

status

H- 2]

VAT AT —H AEERLET,

ERAE

I3y b Zoavr RiZaly MEERRETT,
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= 3-61 status

mail3.example.com> status

Status as of:

Up since:

Last counter reset:
System status:

Oldest Message:

Counters:
Receiving
Messages Received
Recipients Received
Rejection
Rejected Recipients
Dropped Messages
Queue
Soft Bounced Events
Completion
Completed Recipients

Current IDs

Thu Oct 21 14:33:27 2004 PDT

Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)

Never

Online

4 weeks 46 mins 53 secs

Reset Uptime Lifetime
62,049,822 290,920 62,049,822
62,049,823 290,920 62,049,823

3,949,663 11,921 3,949,663
11,606,037 219 11,606,037
2,334,552 13,598 2,334,552
50,441,741 332,625 50,441,741
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= 3-61 status (&)

Message ID (MID)
Injection Conn. ID (ICID)

Delivery Conn. ID (DCID)

Gauges:

Connections
Current Inbound Conn.
Current Outbound Conn.

Queue
Active Recipients
Messages In Work Queue
Messages In Quarantine
Kilobytes Used

Kilobytes In Quarantine

Kilobytes Free

mail3.example.com>

99524480

51180368

17550674

Current

14

7,166

16,248

387,143

338,206

39,458,745
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supportrequest

Bl

IronPort W AZ <= — 7r7ICA vy Ee—VE2EFELES, Z0a~vr FEfHT5
Wik, 7T I9A T ABRA o F—Fy MUEFA—NVEZFRETELOILERHY F
o bITATF oy MRABRICER S E T, o, YA — FNEREZBEFO
NN Ty MCEHEMNT S Z LB TEET,

ERAE

aIy b oavr FZay MEEEAETT,

ISREEE . Zpavy NIvyy E— RTCORFHTEEST, 512, =
DavwrRiZalZ A4y KA (a—FRa s Lizvyy) TORFEHTE
T, Zoavr FEERTAHICIE. =V 7740 VAT AT 7 AT
XDOMENRHY F,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

%

Wi, BFEOYAR—F F7 v MCEELZWY A — MEEROBIZ R LET,
& 3-62 supportrequest

mail3.example.com> supportrequest

Do you want to send the support request to supportrequest@ironport.com?
[Yl> y

Do you want to send the support request to additional recipient(s)? [N]>
y
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& 3-62 supportrequest

Please enter the email address(es) to which you want to send the support
request. Include anyone in your organization that should be

included on future correspondence for this issue. Separate multiple
addresses with commas.

[1> administrator@example.com, postmaster@example.com

Is this support request associated with an existing support ticket? [N]>
n

Please enter some comments describing your issue, providing as much
detail as possible to aid in diagnosing any issues:

[1> Having DNS resolution issues with some domains

For future correspondence on this issue, please enter your email address:

[1> mail3QRexample.com

Please enter any additional contact information (e.g. phone number(s)):

[1> (650)555-1212 (office), (650)555-1212 (cell)

Generating configuration information; this will take about 10 seconds...
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& 3-62 supportrequest

The support request information has been sent to
supportrequest@ironport.com, administrator@example.com,
postmaster@example.com.

Do you want to print the support request to the screen? [N]> n

suspend

Bl
R LR T L E T

ERAE

a3y bh:ZDavr Riiasy MEEFAETT,
PSRFEBE . Cpavy FiE<wvy T— RTCoOAFEHTEET,
RNyFawrsF: Zoavy RNy FEREZY R - LTHEEA,
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% 3-63 suspend

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com>

suspenddel

Bl
RL(E & AT L%,

ERAE
a3y bh:Zoavr Ricasy MEEFIAETT,
JSGREBE . “Da~<vy Rid~wy Yy T— RTORMBHTEET,
RNRyFawry R Zoavry RNy FERAZTFR—FLTWHWERA,
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* 3-64 suspenddel

mail3.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

suspendlistener

Wt
ZE & T LET
ERAE

a3y bh:Zoavr Ricasy MEEFIAETT,
IJSGREBE . “Da~<vy Rid~wy Yy T— RTORMBHTEET,
NRyF awy R Zoavy RERXyFEXLESTR— ML THWERA,
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BA

% 3-65 suspendlistener

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

(11> 1

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for listeners to exit...
Receiving suspended.

mail3.example.com>

techsupport

IronPort D AHX ~— P —ERANVAT ATV EBATELLHIIZLET,
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ERAE
a3y h:ZoavrFicasy MMEFIARETY,
JIGREER . —Da~v RIvyy E—RTOREHTE T,
RNRyFavwryR: Zoavry RNy FERXZYFR—F L TWEREA,
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% 3-66 techsupport

mail3.example.com> techsupport

S/N XXXXXXKXXKXX=XXKXXXKX

Service Access currently disabled.

Choose the operation you want to perform:

- ENABLE - Allow an IronPort customer service representative to remotely
access your system to assist you in solving your technical issues.

- STATUS - Display the current techsupport status.

[1> enable

Enter a temporary password for customer care to use. This password may
not be the same as your admin password. This password will not be able
to be used to directly access your system.

[]> *kkkkkkkkx

Are you sure you want to enable service access? [N]> y

Service access has been ENABLED. Please provide your temporary password
to your IronPort Customer Care representative.

S/N 00065BF3BA6D-9WFWC21

Service Access currently ENABLED (0 current service logins).
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tisverify

'.E_Iullg

BA

BRAE

Ny FER

% 3-66 techsupport (#)

Choose the operation you want to perform:

- DISABLE - Prevent IronPort customer service representatives from
remotely accessing your system.

- STATUS - Display the current techsupport status.

(1>

FAE TLS #ifi 2 MBS UCHESZ L, 5858 R A A IZBd 5 TLS #f o @ %
TNy T ULET, BREAMITHI21E, MAET D AL ek A MEHEL
%3, AsyncOS iX. ©E 72 (MAE) TLS & ICHE ST TLS #afi & il L £
ﬁ—o

a3y bh:ZoavrNizay MUYEFIARETY,
JIGRZER . Zpa~vr Ni~vyry E—FTCOREATEET,
NyF aes R Zoavy RNy FEXRESR—FLTWET,

tlsverify v ROy FEREFEHTH &, kO CLI 2~ ROFT T
OEEEZEITL, HEDKRA N ED TLS #kit F= v/ TEET,

tlsverify <domain> <hostname>[:<port>]
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& 3-67 tisverify

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port
(example.com:26) if you are not connecting on port 25:

[example.com]> mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.
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trace

E L
VAT ARIBBRTAA vE—VO T 0 —FBHLET,
ERAE

a3y bh:Zoavr Ricasy MEEFIAETT,
IJSGREBE . “Da~<vy Rid~wyy T— RTORMBHTEET,
RNRyFawry R Zoavy RNy FERAZTFR—FLTWERA,
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* 3-68 trace

mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP

[1> example.com

Select the listener to trace behavior on:
1. InboundMail
2. OutboundMail

[1]1> 1

Fetching default SenderBase values...

Enter the SenderBase Org ID of the source IP. The actual ID is N/A.

[N/A]>

Enter the SenderBase Reputation Score of the source IP.
is N/A.

[N/A]>

The actual score

Cisco AsyncOS 8.01CLIYZ7LYR i1 F




= 3-68 trace (&)

Enter the Envelope Sender address:

[1> pretend.sender@example.net

Enter the Envelope Recipient addresses. Separate multiple addresses by
commas .

[1> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.

Subject: Hello
This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior).
- Maximum Message Size: 100M (Default)

- Maximum Number Of Connections From A Single IP: 1000 (Default)

- Maximum Number Of Messages Per Connection: 1,000 (Default)
- Maximum Number Of Recipients Per Message: 1,000 (Default)
- Maximum Recipients Per Hour: 100 (Default)

- Use SenderBase For Flow Control: Yes (Default)

- Spam Detection Enabled: Yes (Default)
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& 3-68

trace (&)

- Virus Detection Enabled: Yes (Default)

- Allow TLS Connections: No (Default)

Processing

- Default

Processing

Processing

Default

MAIL FROM:

Domain Processing: No Change

Recipient List:

admin@ironport.com

Domain Processing: No Change

- Domain Map: No Change

RAT matched on admin@ironport.com, behavior = ACCEPT

- Alias expansion: No Change

Message Processing:

- No Virtual Gateway(tm) Assigned

- No Bounce Profile Assigned

Domain Masquerading/LDAP Processing:

- No Changes.

Processing

filter 'always deliver':
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% 3-68 trace (%)

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False

Evaluating Rule: rcpt-to == "ironport.com"
Result = True

Evaluating Rule: OR
Result = True

Executing Action: deliver()

Footer Stamping:

- Not Performed

Inbound Recipient Policy Processing: (matched on Management Upgrade
policy)

Message going to: admin@ironport.com

AntiSpam Evaluation:

- Not Spam

AntiVirus Evaluation:
- Message Clean.

- Elapsed Time = '0.000 sec'
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= 3-68 trace (&)

VOF Evaluation:

- No threat detected

Message Enqueued for Delivery

Would you like to see the resulting message? [Y]> y

Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
Final Recipients:

- admin@ironport.com

Final Message Content:

Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700

Message-Id: <3i93g9$@Management>

X-IronPort-AV: i="3.86,81,1096873200";

d="scan'208"; a="0:sNHTO"
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= 3-68 trace (&)

Subject: hello

This is a test message.

Run through another debug session? [N]>

(GE)  trace ZEMT D & T, BEV T ONTZA v E—T DAy X — LKL DOW S
Z CLIIZED D MENH Y £7,

tzupdate

EiBA
HA DS =2 =L FH LET,

ERAE
a3y bh:ZoavrNizaIy MUTEFIRETY,
JSREBE . “Davy NiIvwiy LLTORFEHTE 4,
NyF awy R Zoavy NIy ITFERXEYR—FLTHET,

INYTFER

tzupdate 2% RONy FREREFEHT L L, BEPRHPEINLWNEETH,
TRTDOEA LY — 2 — LRI B SN E T,

tzupdate [force]
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esxl6-esall.ga> tzupdate

Requesting update of Timezone Rules

updateconfig

H- 2]

VAT LEHNT A= ZERELET,

ERAE
a3y bh:Znavr REIay MEERKETT,
JSREEE . —pavr NI, TR_RTOIr ET—F (T2 F, TL—7,
~vvy) CTHEHATEET,
RNRyF azwyF: Zoavwy FNERNyFRRAEYR—FLTHEEA,

]

WROFITIL, updateconfig =~ REMHA LT, 77747 2 AN IronPort
=T v T T— N A A=V EF T u— L, v— $—rnbEH
AIHEZR AsyncOS 7 v 7/ L— KD U R b & X7 ro—RT5 L9 ICRELE
T

% 3-69 updateconfig

mail3.example.com> updateconfig

Service (images): Update URL:
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& 3-69 updateconfig

Sophos Anti-Virus definitions http://downloads.ironport.com/av
IronPort Anti-Spam rules http://downloads.ironport.com/as
Intelligent Multi-Scan rules http://downloads.ironport.com/as
Virus Outbreak Filters rules http://downloads.ironport.com/as
Feature Key updates http://downloads.ironport.com/asyncos
McAfee Anti-Virus definitions IronPort Servers

PXE Engine Updates IronPort Servers

IronPort AsyncOS upgrades IronPort Servers

IMS Secondary Service rules IronPort Servers

Service (list): Update URL:

McAfee Anti-Virus definitions IronPort Servers

PXE Engine Updates IronPort Servers

IronPort AsyncOS upgrades IronPort Servers

Update intervals: 5m, 5m

Proxy server: not enabled
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& 3-69 updateconfig

HTTPS Proxy server: not enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

[1> setup

For the following services, please select where the system will download

updates from:

Service (images): Update URL:

Sophos Anti-Virus definitions http://downloads.ironport.com/av
IronPort Anti-Spam rules http://downloads.ironport.com/as
Intelligent Multi-Scan rules http://downloads.ironport.com/as
Virus Outbreak Filters rules http://downloads.ironport.com/as
Feature Key updates http://downloads.ironport.com/asyncos

1. Use IronPort update servers (http://downloads.ironport.com)

2. Use own server

[1]1> 1
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& 3-69 updateconfig

For the following services, please select where the system will download

updates from (images):

Service (images): Update URL:

McAfee Anti-Virus definitions IronPort Servers
PXE Engine Updates IronPort Servers
IronPort AsyncOS upgrades IronPort Servers

1. Use IronPort update servers

2. Use own server

[1]1> 1

For the following services, please select where the system will download

updates from:

Service (images) : Update URL:

IMS Secondary Service rules IronPort Servers

Cisco AsyncOS 8.0.1CLI Y7 LYR HA K
[ 174 | |




& 3-69 updateconfig

1. Use IronPort update servers
2. Use own server

[1]1> 1

For the following services, please select where the system will download
the

list of available updates from:

Service (list): Update URL:

McAfee Anti-Virus definitions IronPort Servers
PXE Engine Updates IronPort Servers
IronPort AsyncOS upgrades IronPort Servers

1. Use IronPort update servers

2. Use own update list

(11> 2

Enter the full HTTP URL of the update list using the format

(http://optionalname:password@local.server:port/directory/manifest.xml) .
The
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updatenow

'.E_Iullg

BA

ERAE

Ny FER

& 3-69 updateconfig

default HTTP port is 80; you do not need to specify the port unless you
wish

to use a non-standard port. The optional username/password will be
presented

using HTTP BASIC AUTH. Leave the entry blank to use the default server.

[1> enter the full path to the update list

FTRTOVAT AP —ER I R—%r "OFEFEERLET,

aIyb:ZoavrRNiialy MEEFAETT,

IIGREER . ZDa~v NiE, TRTCHO~Y Y T—F (UTAX, TIL—F,
v y) THTEET,

NRyF awrs R Zoavy RERXnyFELEHHR— ML TWET,

updatenow A~ ROy FRAZMEMNT L L, EEMREHSNRWESETYH,
TIIAT A LEOT XA TOa K= PEEHFTEET,

updatenow [force]
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version

H- BA

ERAE

mail3.example.com> updatenow

Success - All component updates requested

VAT LDON—=Y a AMEREFIRLET,

a3y h:ZoavrFicasy MMEIARETT,
JIGREER . —Da~v L RIvyy E— RTORFEHTE T,
NyF avwryRF: Zoavy RNy FERXESFR—FLTWERA,
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® 3-70 version

mail3.example.com> version

Current Version

Model: C60

Version: 4.5.0-316

Build Date: 2005-04-13

Install Date: 2005-04-14 13:32:20
Serial #: XXXXXXXXXXXX-XXXXXXX
BIOS: AlS5I

RAID: 2.7-1 3170

RAID Status: Okay

RAID Type: 10

mail3.example.com>

upgrade

H- 2]

upgrade CLI =2~ Ri&, fEHARERT v 77 L— RO Y A hERRFL, 2—F
BT LN —= 3 02 AsyncOS VAT L% T v 77 L—RLET,
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LDAP

vy h:Zoavr Rica Iy MMETIAETT,

JIGRABEH . ZDav s Riivyy E— R TORBEHTE LT,
RNRyF azwyR: Zoaxy RNy FERz P R—F L TWEEA,
# 3-71 upgrade

a

141

mail3.example.com> upgrade

Upgrades available:

1. AsyncOS (***DON'T TOUCH!***) 4.0.8 upgrade, 2005-05-09 Build 900
2. AsyncOS 4.0.8 upgrade, 2005-08-12 Build 030

45. SenderBase Network Participation Patch

[45]>

Performing an upgrade will require a reboot of the system after the
upgrade is applied.

Do you wish to proceed with the upgrade? [Y]> Y

T, KO CLL 2wy FIZ oW TRl LE T,
* Idapconfig
* ldapflush
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e ldaptest

e sievechar

Idapconfig

'.E-IDII:I

BA

LDAP #— " Zf&E L 7,

ERAE
alyh:Z0avwrFEaIy MUMERKETT,

ISRBER . ZDavy NE, TRRTOYY Y BE—F (VF9RE, TLr—F,
v ) THHATEET,

RNRyF aeryR: Zoavy RNy FEXRZYFR—F L TWERT A,

i : % LL) LDAP #—/\ 707 7 1 LOER

OB TIL, ldapconfig Aw L REHEH LT, 7T T7AT U ADNA o Rk
725 LDAP Y — R EHR L, ZEFZIT AN (ldapaccept V7 a~< 2 K),
)V—T 47 (ldaprouting V7 a3~ K), A D L —F (masquerade %7 =
~ ¥ R). IronPort A /S ARREED = R —HFEE (isqauth 47 a~<w oK) B
FOARLBEHNOTA VT AREE (isqalias Y7 avwr R) O/ ) —%HE
LET,

F 7. myldapserver.example.com LDAP #—/ 32 [PublicLDAP] &\ 5=y
IR —LEBELET, 72V —0OEELIE, A— k3268 (F 74/ MA) T
@‘O example.com 0)%::;’3«\~7\ »n ﬁ%@ é i (dc:example, dc:com) N i’fé%%ﬁ
AN, A=NFL—=T 47 BEXOYAHL— RO = —REXRINET,
ZOBDI Y —iF, KHLIeA v E—FKy b KFTT K
draft-lachman-laser-ldap-mail-routing-xx.txt (I'Laser {LEE] & LRI D) 12
JE# ST inetLocalMailRecipient #iBh4 7> =27 ~ 7 7 2% EHT %
OpenlLDAP 7 4 L' 7 FUBREICBETWET (ZDO KT 7 MIHEISINN—Ta v
75 OpenLDAP Y —Z F 4 A MY Ea—va  IZEGENTHET), ZOFITIiE,
A—NFHN—T 47 7Y =TI T —DORRLE IR DLZEFITHEAT 5 MR
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A—)L7R A MX mailForwardingAddress ([Z72 > CWET, 7= U —4TlX, K
XFENLFEPRRER SNET, ELWERPNEEIND L OICT 51T, EfElc—
BLTWARLERHY T,

& 3-72 Idapconfig - New Server Profile

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):

[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:

1. Anonymous
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® 3-72 Idapconfig - New Server Profile (#&)

2. Password based

[1]1> 2

Please enter the bind username:

[cn=Anonymous]>

Please enter the bind password:

[1>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]1> 1

Please enter the port number:

[3268]> 3268
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® 3-72 Idapconfig - New Server Profile (#&)

Please enter the base:

[dc=example,dc=com]> dc=example,dc=com

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

Choose the operation you want to perform:
- SERVER - Change the server for the query.
- TEST - Test the server configuration.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

Cisco AsyncOS 8.01CLIYZ7LYR i1 F




® 3-72 Idapconfig - New Server Profile (#&)

[1> ldapaccept

Please create a name for this query:

[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept

Enter the LDAP query string:

[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
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® 3-72 Idapconfig - New Server Profile (#&)
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.

EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> ldaprouting

Please create a name for this query:

[PublicLDAP.routing]> PublicLDAP.routing

Enter the LDAP query string:

[ (mailLocalAddress={a})]> (mailLocalAddress={a})

Do you want to rewrite the Envelope Header? [N]> y

Enter the attribute which contains the full rfc822 email address for the
recipients.

[1> mailRoutingAddress

Do you want to send the messages to an alternate mail host? [N]> y
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® 3-72 Idapconfig - New Server Profile (#&)

Enter the attribute which contains the alternate mailhost for the
recipients.

[1> mailForwardingAddress
Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

Choose the operation you want to perform:
- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.
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® 3-72 Idapconfig - New Server Profile (#&)

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> masquerade

Please create a name for this query:

[PublicLDAP.masquerade]> PublicLDAP.masquerade

Enter the LDAP query string:

[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})

Enter the attribute which contains the externally visible full rfc822
email address.

[1> mailLocalAddress

Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]> n

Do you want to test this query? [Y]> n

Name: PublicLDAP
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® 3-72 Idapconfig - New Server Profile (#&)
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory

Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

Choose the operation you want to perform:
- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> isqauth
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® 3-72 Idapconfig - New Server Profile (#&)
Please create a name for this query:

[PublicLDAP.isgauth]> PublicLDAP.isqauth

Enter the LDAP query string:

[ (sAMAccountName={u}) ]> (sAMAccountName={u})

Enter the list of email attributes.

[1> mail,proxyAddresses

Do you want to activate this query? [Y]> y

Do you want to test this query? [Y]> y

User identity to use in query:

[1> admin@example.com

Password to use in query:

[1> password

LDAP query test results:

LDAP Server: myldapserver.example.com
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® 3-72 Idapconfig - New Server Profile (#&)
Query: PublicLDAP.isgauth
User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:
- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
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® 3-72 Idapconfig - New Server Profile (#&)
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.

EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1>
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Bl - Fa—NILBREDISTE
ZOFITIX, TLS Bk O EZ2 &1 LDAP /' u— VR EEHRELE T,
* 3-73 Idapconfig : 7 O—/\LEREDIEE

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> setup

Choose the IP interface for LDAP traffic.
1. Auto
2. Management (10.92.145.175/24: esxl6-esall.qga)

[1]1> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having

negative results? [Y]>

Cisco AsyncOS 8.0.1CLI Y7 LYR HA K
[ 192 | |




Idapflush

H- 2]

% 3-73 Idapconfig : 70—/ LREDIEE

The "Demo" certificate is currently configured. You may use "Demo", but
this will not be secure.

1. partner.com
2. Demo
Please choose the certificate to apply:

[1]1> 1

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1>

Fyrva2ENTWS LDAP Ofi 275 v 2 LET,
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Idaptest

i

ERAE

aIy b ZoaTr FZaly MEEEIAETT,
RyF avr K Zoavy Ry FRRESH—F LT EEA,

& 3-74 Idapflush

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results? [N]> y

Flushing cache

mail3.example.com>

1 2O LDAP 7=V — T A REFETLET,

a3y bh:Zoavr Ricasy MEEFIAETT,
JSGREBE . —Da~<vy Rid~wy Yy T— RTORMBHTEET,
NyF a2V R: Zoavr FEANAyFRERAEZSFR—FLTWERA,
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Z OBITIX, ldaptest 2~ REMEHL T, HEHFAD LDAP — FHEDX
BEZOARS =) — G %7 A FLET, ZIEET KL 2
fadmin@example.com| [ZZ D7 A MIAKK L ETH, ZEET LA
lbogus@example.com| X REKIZ/RY T,

& 3-75 Idaptest

mail3.example.com> ldaptest

Select which LDAP query to test:
1. PublicLDAP.ldapaccep

[11> 1

Address to use in query:

[1> admin@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept

Argument: admin@example.com

Action: pass

LDAP query test finished.

mail3.example.com> ldaptest
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% 3-75 Idaptest (#&)
Select which LDAP query to test:
1. PublicLDAP.ldapaccep

[11> 1

Address to use in query:

[1> bogus@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept

Argument: bogus@example.com

Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found

LDAP query test finished.

mail3.example.com>

sievechar

H- 2]

RFC 3598 IZHE STV 5 Sieve BT A—/V 74 N2V TIEHAT X F%
HEELITT 4 =7 I LET, Sieve XFiX LDAP A&~ = J — & LDAP
HN—FT 47 72 —TOLRHBEINDZ EIZEBELTLEIY, Y AT A
DODEINIE, BB A—IL T RLRAEEIENRE LET,

BEHT&E 2L, - =t/ TT,
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]

aIy b Zoavr FZay MUMEIAETT,
JIGREEHE: ZDavwy FiE, TRCOYYY F—FK (FTRZ, IA—T,
~vy) THEMTEET,

RyF avy R Zoavy FEAy FRERETR—FLTOEEA,

Z OFITIX, sievechar 2wV FEMFHAL T, + 2K 7 = —B XU LDAP &
N—T 47 72 —Tilik &5 Sieve X7 LTERLET,

mail3.example.com> sievechar

Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.

[]>+

Sieve Email Filter is enabled, using the '+' character as separator.

This applies only to LDAP Accept and LDAP Reroute Queries.
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Choose the operation you want to perform:

- SETUP - Set the separator character.

(>

A—IVEEDHREI/IE=FU VT

ZZTiE, kD CLL =2~ RIiZ»>W T

addresslistconfig
aliasconfig
archivemessage
altsrchost
bounceconfig
bouncerecipients
bvconfig
deleterecipients
deliveryconfig
delivernow
destconfig
hostrate
hoststatus
oldmessage

rate
redirectrecipients
resetcounters
removemessage
showmessage

showrecipients

M LET,
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e status

e tophosts

e topin

¢ unsubscribe

e workqueue

addresslistconfig

&R

ERAE

Ny FRR

TRLVAVRNERELET,

a3y bh:ZoavrNEaIy MUYERKETT,

PSRBEE . —pavr NI, TR_RTOI L ET—F (FRAE, TLA—7F,
~vy) THEATEET,

NRyF awrs R Zoavry RNy F B2 HR—FLTWET,

addresslistconfig 2~ KON FEREZFEH LT, HFLWT FL A U &R b
DIER., BEOT FLA U R Lo, 7 RL2 YR Fo—EHA, 7 FL 2
A ORI, 7 LA YR PORTHEA LTS T FLXDBREATETT,

o HLWT FL A U LDIBN :

addresslistconfig new <name> --descr=<description>
--addresses=<addressl,address2,...>

e MEFEOT FLA U R DO :

addresslistconfig edit <name> --name=<new-name> --descr=<description>
--addresses=<addressl, address2,...>
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o TRLA URBMDOHIE:

addresslistconfig delete <name>

e TRLARURMD—EHT

addresslistconfig print <name>

e TRLVAURXRMNOHTHEHALTWDT RLADOMHH :

addresslistconfig conflicts <name>
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mail3.example.com> addresslistconfig

No address lists configured.

Choose the operation you want to perform:

- NEW - Create a new address list.

[1> new

Enter a name for the address list:

> testlist

Enter a description for the address list:

> A list for testing email addresses

Enter a comma separated list of addresses:

(e.g.: userlexample.com, user@, (example.com, @.example.com,
@[1.2.3.41)

> @sales.example.com, bob@example.com, joel@example.com

Address list "testlist" added.
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Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

DELETE - Remove an address list.

- PRINT - Display the contents of an address list.

CONFLICTS - Find conflicting entries within an address list.

(1>

aliasconfig

'.E-IDII:I

BA

W A=A A YT AEBRELET,

ERAE
a3y bh:Zoavr NIay MEERKETT,

IIGREEH . ZDa~v L N, TRXTCHO~Y > T—F (OTAX, TIL—F,
v y) THTEET,

NyFasry/R: Zoa<xy FERnyFIERE YR —FLTWET,

Ny FER

aliasconfig DNy FREXZMEHT 2L, LA VT X F—7 08B0, BE
FOZAYVT AT —TNVOMRE, EFA—NVZAVTZADOY R NOHT), =4
VTAT—=TNDA LV R— NI AR— b eRTTEEST, Ny F avr RN
L CEEITT DI21E, aliasconfig A< RERDOIEXTATI L, L FOEE % &
ELET,
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o HLWEFA—IL =AU T ZDBEM

aliasconfig new <domain> <alias> [email addressl] [email address2]

() TFIELRZW R AL TR LT ’—aliasconfig new| AV RZETTHE, £D
RAA CDPMERR S IET,

s BFEDOET AL =AY T ADNRE

aliasconfig edit <domain> <alias> <email addressl] [email address2]

o TAA—IN A YT ADFER

aliasconfig print

s B—AUNTAUTRAIJAIDA K= F

aliasconfig import <filename>

e IronPort 7 73 AT L ADZA YT A YARDT Y AR— K

aliasconfig export <filename>
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& 3-76 aliasconfig

mail3.example.com> aliasconfig

No aliases in table.

Choose the operation you want to perform:
- NEW - Create a new entry.
- IMPORT - Import aliases from a file.

[1> new

How do you want your aliases to apply?

1. Globally
2. Add a new domain context

[1]> 2

Enter new domain context.
Separate multiple domains with commas.
Partial domains such as .example.com are allowed.

[1> example.com
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% 3-76 aliasconfig (#%Z)

Enter the alias(es) to match on.

Separate multiple aliases with commas.

Allowed aliases:
- "user" - This user in this domain context.
- "user@domain" - This email address.

[1> customercare

Enter address(es) for "customercare".
Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

Adding alias customercare:
bob@example.com, frank@example.com, sally@example.com

Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.
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% 3-76 aliasconfig (#%Z)

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?

1. Globally
2. Add a new domain context
3. example.com

(11> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain

- "@domain" - All users in this domain.
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% 3-76 aliasconfig (#%Z)

- "@.partialdomain" - All users in this domain, or any of its sub
domains.
[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.

[1> administrator@Rexample.com

Adding alias admin: administrator@example.com

Do you want to add another alias? [N]> n

There are currently 2 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.
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% 3-76 aliasconfig (#%Z)
- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bob@example.com, frank@example.com, sally@example.com

There are currently 2 mappings defined.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

(1>
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#* 3-77 IA)TRERERADEIH
51% B2L
IAYVFZREZERATHFAC aVTHR
[Globall [E5'A—/\L FAL Y AVTXX FEIEE
<domain> LEY,
RETDHTA YT ADA4HRI,
Jua—nN)y ALy aryTHAMNTHHATEZ2 A4
T AT D EBY TT,
user@domain : ZDEF A —/L T RL A,
user : {EED RAA v D2—H,
@domain : ZD KA A DT RTDL—,
@.partialdomain : 2D N A A VL IITZDONT MO
YT RAL DT ATDa—,
BEDRAAL Y arTHRANTHEMTELA YT R
ERD EBY T,
user : THORAAL Y A TH R bD—H,
<alias> user@domain : ZDEFA—/L T KL A,

<email_address>

TAVT ARy BT HEF AN T RV A, 1
DOEA VT AEERDOE A —NV T FLRAZw v E
YITTEET,

TAVTAT—=TNDA ViR— kT AKR— M
HT 577404,

Fo—HNOEWRA =527 — A7 LET,

<filename>
archivemessage
BT
ERAA*

FEE : Z Do~ FIZ commit (T4 H D FH A,
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%

altsrchost

'.E_Iullg

BA

BRAE

JGREER . —Da~v L RIvyy E— RTOREHTE T,
RNRyFawry R Zoavy RNy FERAZTFR—FLTWERA,

KOFTIX, E WAy E—VF2T—H AT LET,

& 3-78 archivemessage

mail3.example.com> archivemessage

Enter the MID to archive.

[01> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration

Virtual Gateway™ O~ v B> ZEFRHELET,

alybh:Zoavwry NEaIy MUWERKLETY,

JIGREEH . ZDa~v N, TRXTCHO~Y > T—F (OTAX, TIL—F,
~yvy) THEHTEET,

NRyF awyRF: Zoavy RNy FERzR—FLTWEEA,
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WOHITIX, altsrchost 7T—7IANHAIEN T, BEEO~ Y B IRARNWE &
WRENFET, TDH%, 2 o0 b BERENET,

o JUN—T T xT P —s37RA I Rexchange.example.com 25D A — L,
PublicNet f > Z —7 = A AZ~w v B 7 &NET,

o EEHIP T FLR192.1683535 (=& xE, ~— T 427 Fx o —
VAye—=T T VAT L) O A—LE, AnotherPublicNet 1 > # —
TxA AV E U T ENET,

I, HERDT-IZ altsrchost ¥ v BV I NHNDEIN T, BEPHEINE
ﬁ—o
* 3-79 altsrchost

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:
- NEW - Create a new mapping.
- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want
to set up a Virtual Gateway mapping. Partial addresses such as
"@example.com" or "user@" are allowed.

[1> QRexchange.example.com
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® 3-79 altsrchost (#&Z)

Which interface do you want to send messages for @exchange.example.com
from?

1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4
Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want
to set up a Virtual Gateway mapping. Partial addresses such as
"@example.com" or "user@" are allowed.
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® 3-79 altsrchost (#&Z)

[]> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print
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® 3-79 altsrchost (#&Z)

1. 192.168.35.35 -> AnotherPublicNet

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added 2 altsrchost mappings

Changes committed: Thu Mar 27 14:57:56 2003

bounceconfig

H: )z
N AOIEEZRELET,
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ERAE

]

a3y bh:Zoavr REIay MEERKETT,

JSREEE . —pavr NI, TRTOI vy ET—F (T2 F, TL—7,
v y) CTHEHATEET,
NyFavwryRF: Zoavy RNy FERXESFR—FLTWERA,

W DB T, bounceconfig 2~ R&ZFEH LT, bounceprofile &) ZAHID
Ny ATaTrANVEERLET, 2070774 VTiE, ~"—RK AUy FR
SNTETRTORA v E—UBRET KL ATH D bounce-mailbox@example.com
WCEREINET, BIEEEA v E—VFA RX—T NV TT, ZEEHLVEEX Y
=V 1 oEEFEINET, BEAvE—UBOT 7 40 MEF 4 FERT (14400
B) T,

# 3-80 bounceconfig : /SR AT 7 M IILDER

mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.

[1> new

Please create a name for the profile:

[1> bounceprofile
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% 3-80 bounceconfig : /SR FAT 7 M ILDERK

Please enter the maximum number of retries.

[100]> 100

Please enter the maximum number of seconds a message may stay in the
queue before being hard bounced.

[259200]> 259200

Please enter the initial number of seconds to wait before retrying a
message.

[60]> 60

Please enter the maximum number of seconds to wait before retrying a
message.

[3600]> 3600
Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format?
(Yes/No/Default) [Y]> y

If a message is undeliverable after some interval, do you want to send a
delay warning message? (Yes/No/Default) [N]> y
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% 3-80 bounceconfig : /SR FAT 7 M ILDERK

Please enter the minimum interval in seconds between delay warning
messages.

[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[1]1> 1

Do you want hard bounce and delay warning messages sent to an alternate
address, instead of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.

[1> bounce-mailbox@example.com

Current bounce profiles:
1. Default

2. bounceprofile

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.
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% 3-80 bounceconfig : /SR FAT 7 M ILDERK
- DELETE - Remove a profile.
[1>

mail3.example.com>

FIAILEDNHOUR TOT 74 ILDRE
TIANNDNRY A Ta Ty ANVERETHZELTEET, ZOHFITIE,

TITHNE TR T AN EREL T, BEARATRER AR A P ~OBRAT 215
LR RHEZ 3600 (1 FEfH) 225 10800 (3 WEfE]) CHR L ET,

% 3-81 bounceconfig : /SR TOT7 71 IILDRE

mail3.example.com> bounceconfig

Current bounce profiles:
1. Default

2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

[1> edit

Please enter the number of the profile to edit:
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#* 3-81 bounceconfig : /XU VX FAT 71 ILOESE

[1> 2

Please enter the maximum number of retries.

[100]>

Please enter the maximum number of seconds a message may stay in the
queue before being hard bounced.

[259200]>

Please enter the initial number of seconds to wait before retrying a
message.

[60]>

Please enter the maximum number of seconds to wait before retrying a
message.

[3600]> 10800

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]>

Do you want bounce messages to use the DSN message format?
(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a
delay warning message? (Yes/No/Default) [N]>
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#* 3-81 bounceconfig : /XU VX FAT 71 ILOESE

Do you want hard bounce messages sent to an alternate address, instead of
the sender? [Y]>

Please enter the email address to send hard bounce.

[bounce-mailbox@example.com]>

Current bounce profiles:
1. Default

2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.

- DELETE - Remove a profile.

JRF—ADINHIUR TAT7AILDER

N UATaT7 7 ANVEHEL-D, listenerconfig -> bounceconfig I
VREHEHL, EREMETLHILICED, 20Ty AV EL Y A —IT0H
HATExd,

GE) N RTarrANE, AvE—VEZELEZY ASF—ZESWTHEATE
F9, 7272 L. DY A FT =T A v —IUDREEKIZED X HITEME S B NI
B L EH A,
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Z O T, OutboundMail 77 A X— |k Y 2AF—%ZfREL, ZDU XF—|
bounceprl EWIHNT VR Fu7 A L E@EHLET,

= 3-82 listenerconfig & & U bounceconfig : ) XF—~D/3iH R FO
T7AIDOER

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25

Cisco AsyncOS 8.0.1CLI Y7L YR HA F




#* 3-82 listenerconfig & & U bounceconfig : Y XF—~®/3H X F0O
J7ANVOER H&E)

Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> bounceconfig
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#* 3-82 listenerconfig & & U bounceconfig : Y XF—~®/3H X F0O
J7ANVOER H&E)

Please choose a bounce profile to apply:
1. Default

2. bounceprl

3. New Profile

(11> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: bounceprl

Footer: None

LDAP: Off
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#* 3-82 listenerconfig & & U bounceconfig : Y XF—~®/3H X F0O
J7ANVOER H&E)

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

(1>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.
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#* 3-82 listenerconfig & & U bounceconfig : Y XF—~®/3H X F0O
J7ANVOER H&E)

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener

Changes committed: Thu Mar 27 14:57:56 2003

bouncerecipients

'.E-IDII:I

BA

ER7E

Bl

Fa—nbAyE—VaENT A LET,

alyb:Zoavr RNiialy MEEFAETT,
JIGREER . Zpa~vr Ni~viry E—FTCOREATEET,
NyFavwrs R Zoavwy RigRnyTFELEZTR—FLTHWEREA,

NYUASNDZEEZ, WEZBEERA ML T, FldAvE—vY =
~u—7D Envelope From {TIZHE S NVIZREDT L ATH#BIS D A v

T UREHRICL o T ENET, 0T, BEXF2—NOTRTORX vE—
Va BN ATHIELTEET,
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ZEERA MZL B/ VR
% 3-83 bouncerecipients : K& FIZ& BR{EHD/AHI VR

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Please enter the hostname for the messages you wish to bounce.

[1> example.com

Are you sure you want to bounce all messages being delivered to
"example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 FLRIZ&B/\O VX
* 3-84 boundcerecipients : 7 FLRIZK 3 ZEZED/AVI R

mail3.example.com> bouncerecipients

W Cisco AsyncOS 8.0.1CLI Y7L YR 4 F




* 3-84 boundcerecipients : 7 FLRIZKZZEED/AIVR (FF)
Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to
bounce.

[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From
address of "mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.
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FTRTINIUR

bvconfig

'.E_Iullg

BA

ER7E

% 3-85 bouncerecipients : X TOREFD/AV VR

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1>

Are you sure you want to bounce all messages in the queue? [N]> Y

Bouncing messages, please wait.

1000 messages bounced.

NY U ARBRIEDBREEITNET, Z0a<wr K, F—BLOAT L A Sh -8
NI ETA—NVEFRETDHDITHEHLET,

alIybh:ZoavrFEaIy MUERKETT,
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%

JGREER . —Dav LRI, I _TOYY Y T—F (VTR E, TA—7,
~vy) THEHATEET,
NRyF awy R Zoavy RERXyFEXLEST R — ML THWERA,

I, F—RE LNV ASNT B RBE A A —NVOREOHERLET,
& 3-86 bvconfig

mail3.example.com> bvconfig

Behavior on invalid bounces: reject

Key for tagging outgoing mail: key

Previously-used keys for verifying incoming mail:

1. key (current outgoing key)

2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.

- SETUP - Set how invalid bounces will be handled.
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% 3-86 bvconfig (&)

[1> key

Enter the key to tag outgoing mail with (when tagging is enabled in the
Good

Neighbor Table)

[1> basic_key

Behavior on invalid bounces: reject

Key for tagging outgoing mail: basic key

Previously-used keys for verifying incoming mail:

1. basic_key (current outgoing key)

2. key (last in use Wed May 31 23:22:49 2006 GMT)

3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.

- CLEAR - Clear all keys including current key.
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% 3-86 bvconfig (&)
- SETUP - Set how invalid bounces will be handled.

[1> setup

How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?

1. Reject.

2. Add a custom header and deliver.

[1]1> 1

Behavior on invalid bounces: reject

Key for tagging outgoing mail: basic_key

Previously-used keys for verifying incoming mail:

1. basic key (current outgoing key)

2. key (last in use Wed May 31 23:22:49 2006 GMT)

3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

Cisco AsyncOS 8.01CLIYZ7LYR i1 F




% 3-86 bvconfig (&)

- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.

- SETUP - Set how invalid bounces will be handled.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Configuring a new key and setting reject for invalid email bounces

Changes committed: Wed May 31 23:24:09 2006 GMT

deleterecipients

H- 2]

ERAE

Xoa—0bAvE—VEHIRLET,

puss §

z

vh:Zoavr Ricaly MEETRETT,
PSRFEBE . Cpavy NiE<wvy T— RTCOAFEHTEET,
NyF avwryR: Zoavy RNy FERESFR—FLTWERA,
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&

IronPort 7 77 A4 7 A%, MBS L CZEEZHIRT 200K BO4 T
varPHESNTHET, RIZ, ZEEFA MIOZEE OHIBR., Envelope
From 7 FL ZIZ X A1, BXRFa—HNOTRTOZEZOHIBOE %27 L
9,
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RIEF FAA VIZK BHIKR
% 3-87 deleterecipients : 2E& FA A Uk B X vE—DDOHIER

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Please enter the hostname for the messages you wish to delete.

[1> example.com

Are you sure you want to delete all messages being delivered to
"example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

Envelope From 7 F L X2 Kk 5 #lEk

&= 3-88 deleterecipients : Envelope From 7 FL X IZ& % A v— P DHIER

mail3.example.com> deleterecipients

Please select how you would like to delete messages:
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#* 3-88 deleterecipients : Envelope From 7 FL X2 & %4 v — U DHEIB
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to
delete.

[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From
address of "mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.
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IR THIBR
#* 3-89 deleterecipients : ¥ 21 —RHDTRTD A vE—CDHIKR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Are you sure you want to delete all messages in the queue? [N]> Y

Deleting messages, please wait.

1000 messages deleted.

deliveryconfig

H: )z
A= VBUE ZRBGE LT,

ERAE
alIyh:Z0avwr NEaIy MUMERKETT,
IPSRBER . ZDavy NE, TRTOYY Y TE—F (VF9RE, TLr—7F,
~vy) CEMTEET,
NyFavwrR: Zoavy RNy FERESFR—FLTWERA,
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OB TIL, deliveryconfig 2 v F&fEH L, lPossible Delivery| %1 r—
TMILT, 74N MDA v Z—T7 oA A% [Auto)] ICRELET, VAT
LBRRDORKRIEE A v —VBRUEIE. 9000 B TT,

& 3-90 deliveryconfig

mail3.example.com> deliveryconfig

Choose the operation you want to perform:
- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

2. AnotherPublicNet (192.168.3.1/24: maild.example.com)
3. Management (192.168.42.42/24: mail3.example.com)

4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> y

Please enter the default system wide maximum outbound message delivery

concurrency
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% 3-90 deliveryconfig (&)

[10000]> 9000

mail3.example.com>

delivernow

e
AvE—V DRV a— )VERERERICERELET, =2—FE, 1 2O%ZE
FHRARNE, BMERICBHEAY P 2a—LENTNBETRTORA vE—O 0T
NEBEIRTEET,

ERAE

alvbh:Zoavr Ricay NMEEEZAE T,

JIGRAREE  —pa~v L Riivwiy B— RCORERATEET,
NyF a=VR: Zoavr FEANyFRERAZFFR—FLTWERA,
& 3-91 delivernow

mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient host
2. All messages

[1]1> 1

Please enter the domain to schedule for immediate delivery.
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& 3-91

[1>foo.com

delivernow (#i&)

Rescheduling all messages to foo.com for immediate delivery.

destconfig

PIFT D setgoodtable 2~ R TY, T—7 /%, BIE, sl —7 v LIE
EhTnET, ZOTF—TVEERALT, HELE RAL CORGHIREZZRE L

ij‘o

destconfig A< > FO{ER

destconfig YT A= —Tik, ROoa~vr REfHATEET,

#* 3-92 destconfig ¥ 7a<v > kK

L34 B

SETUP ITR—NVREEERLET,

NEW RAA L OF LWHIRZBML 7,

EDIT RAA L OHIRAZZEE LET,

DELETE KA A ORIRAEHIBR L E T,

DEFAULT BESNTWARWRAL LV OFT 7 5L FOHIREZIER
LET,

LIST RAA L EZFDHIBOY A MEFRRLET,

DETAIL 1 DOFEHEFEFITTRTOZL M) OREMEERTLFE
T

CLEAR F=TNANbT_RTOT MY 2B LET,

IMPORT INIav 74 Falb—gy 77400 bIEeHIET
YRV DOT—TNEAL RN LET,

EXPORT

SEEHf e Y DT —T % INl 27 4 Fal—

vary ZrANIET AR—FLET,
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destconfig 2~ FITiX, sl T — 7 NV OEITEERT DU T OE®RE IR
ETOHLEND Y ET,

o FAAY (REEHEAALR)

o RAA D KFERHERL

o BRI LDORAAYE—VHE

o ZAFEHIR

o VAT LBREKEIIME T U = A AL v F
o MX FHIFRAAL LT L DOHIROIE A

o ZFHEWIROYR (4 HAL)

o N ARKEE

KAAL VTHERT AT a7y AL

Y TILRERET—IIL

WDFIZ, s —7 oz Ny R LET,

% 3-93 EEHBT—ITLDOIY B

Domain Conn.Limit |Rept.Limit [Min.Prd. Enforce MX/DOM
(F7 4L k) 500 L 1 Domain

RSN TWR R A A O EUE 500, 1 K] & 72V O35 E B3 BEHIFR

(7741 F) |50 2L i MXIP

FRENTWIRNWRAAL DA =)V F— T = A O KB 500, 1 BEH
B 120 OZAFE BT I PR

partner.com ‘10 ‘500 ‘60 ‘Donnnn
partner.com D FRTHD S — k7 =4 M 10 HOBRE LA, 1 M ORKZE
FXE 500

101.202.101.2 \500 \f; L \0 ‘MXIP

IP 7 KL ADFETE

Ny FER

destconfig A¥ Y RONy FRRZMEHT S &, WkD CLI 23< > FOFT
DIEREZ FITTE £,
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o B LWSESEHIE T — 7 L OFERL

destconfig new <profile> [options]

o WA OLEHIET — 7 L O

destconfig edit <default|profile> [options]

o BEIEDSEEHIET — 7 L DHI%R

destconfig delete <profile>

o SEMEHIEIT NY O—EFHR

destconfig list

o 1 OO EFIITTRTOY N OFEMOIER

destconfig detail <default|profile|all>

o BEFEOSEEHIET — T A b T _RTo= > MY ZHIR

destconfig clear

o T ANMEDT—T DA IR— |k

destconfig import <filename>

o T—TNDT 7 AI~DITT AR—k

destconfig export <filename>
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edit BEWnew Ny F a~w U FTHIE, BEALEFEFEML TEEZRT LI
LV, UFOFT v a v EEBEORIEFRECEET, BELRholcd 72
Ui, edit ZFEH LG AIFEEINT . new 2 H L72HHIET 7 40 MEIZ
REIIET,

concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host |MXIP> - Maximum concurrency is per host or
per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency is system
wide or by Virtual Gateway (tm).

max messages_per connection=<int> - The maximum number of messages that
will be sent per connection.

recipient limit minutes=<int> - The time frame to check for recipient
limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of
time.

use_tls=<offlon|requirelon verify|require verify> - Whether TLS should be
on, off, or required for a given host.

bounce profile=<default|profile> - The bounce profile name to use.

bounce verification=<off|on> - Bounce Verification option.

%l : # L L destconfig T2 k1) DYERL

OB TrX, BIED destconfig T MY ZEEICHNLET, B2, RAA
¥ partner.com DFH LWEY MU EERLET, ZORKAAL O TIE, &
RIFIFREREGAAY 100, 60 53 &7 OZEFHIRMN 50 IR ESNFET, Lzhio
T, VAT LTI RAA YV partner.com (ZxF L., 1 KEfIZ 100 %88 2 5 5k & e
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VT, 50 AR AZEZBICAvE—CERIELERA, IO RAAL TN Y
VA TFu T A MTEY S THENT, TLS REFREShEXA, BB, &
FERMEROEDICHAESN, fEESNET,

£ 3-94 destconfig OFl : FEEFIET— T ILDOBE

mail3.example.com> destconfig

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> list

Rate Bounce Bounce

Cisco AsyncOS 8.0.1CLI Y7L YR HA F




*® 3-94 destconfig Ml : FEEHET—ITILOBRE (#EE)

Domain Limiting TLS Verification Profile

(Default) On Off Off (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com
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*® 3-94 destconfig Ml : FEEHET—ITILOBRE (#EE)

Do you wish to configure a concurrency limit for partner.com? [Y]> y

Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]>
n

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.

[60]> 60

Enter the max number of recipients per 60 minutes for "partner.com".

[1> 50

Select how you want to apply the limits for partner.com:
1. One limit applies to the entire domain for partner.com
2. Separate limit for each mail exchanger IP address

[1]1> 1
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*® 3-94 destconfig Ml : FEEHET—ITILOBRE (#EE)

Select how the limits will be enforced:
1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

Do you wish to apply a specific bounce verification address tagging
setting for

this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n

There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table
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*® 3-94 destconfig Ml : FEEHET—ITILOBRE (#EE)

Changes committed: Wed May 31 21:30:47 2006 GMT

Bl X TATFALIE TLS BE
ZORFITIE, R AA » newpartner.com |ZHf LV destconfig T b U ZFE L
F9, TLS #HnMnETT, £/2. ZOBITIL, FAA 2V bounceprl ([T 7%
WD TaT7 A NVOfEE] (P218) 2ZM) LWwHINT R Tr
77 AN%E KAA L newpartner.com ~DT X TDEF A —VEEIFEHEINS
EolTRELET,
% 3-95 destconfig Dfl : /1NO VR TAT7AILE TLS BREDIEE

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.
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& 3-95

destconfig Ol : /XD VX FAT7AILE TLS

REDHEE @WEE)

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> newpartner.com

Do

Do

Do

Do

Do

you

you

you

you

you

No

Preferred

wish

wish

wish

wish

want

Required

to

to

to

to

to

configure a concurrency limit for newpartner.com? [Y]> n

apply a

apply a

apply a

use TLS

Preferred(Verify)

messages-per-connection limit to this domain? [N]>

recipient limit to this domain? [N]> n

specific TLS setting for this domain? [N]> y

support?
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% 3-95 destconfig ®fl : /SR FAT7AILE TLS

BEDEE #E)
5. Required (Verify)

[1]1> 3

You have chosen to enable TLS. Please use the 'certconfig' command to
ensure that there is a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging
setting for this domain? [N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y

Please choose a bounce profile to apply:

1. Default

2. New Profile

[1]1> 1

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

Cisco AsyncOS 8.0.1CLI Y7L YR HA F




% 3-95 destconfig ®fl : /1SR FAT7 AL E TLS REDRE (HE)
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Req On Default
(Default) On Off Off (Default)

Enter the domain name to view, or enter DEFAULT to view details for the

default, or enter ALL to view details for all:

[1> all
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[ 250 | |




% 3-95 destconfig ®fl : /1SR FAT7 AL E TLS REDRE (HE)

newpartner.com

Maximum messages per connection: Default
Rate Limiting: Default

TLS: Required

Bounce Verification Tagging: On

Bounce Profile: Default

Default

Rate Limiting:

500 concurrent connections

No recipient limit

Limits applied to entire domain, across all virtual gateways
TLS: Off

Bounce Verification Tagging: Off

There are currently 2 entries configured.

mail3.example.com> commit
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% 3-95 destconfig ®fl : /1SR FAT7 AL E TLS REDRE (HE)
Please enter some comments describing your changes:

[1> enabled TLS for delivery to newpartner.com using demo certificate

Changes committed: Wed May 31 22:05:57 2006 GMT

Bl - BE THRERE]

ZORITIX, A—NVENEITNV—TF7 =7 P —\ exchange.example.com IZ A
2y b TTBHD destconfig T MU EERLET, ZOWNEF— HD
REEE) 2 N ERBETDHI LT, FT 7 0 v 7 DFFICHERT 2RI
FEEBPNE I N—T 0 =T h—icxay N 7 ERET, ZOFITIE,
IronPort 775 A4 7 v AL, WEi 7/ V—"7"7 =7 ¥ —,N exchange.example.com
WZxt L. 1 2 10 28 2 5 AR 4 e 7. 1000 22 52 EHITA v
t—VERELEEA, NV T Ty AL E TLS RETRESNEE A,

% 3-96 destconfig Ofl : B MEEEE

mail3.example.com> destconfig

There are currently 2 entries configured.

Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.
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& 3-96 destconfig Ofl : FiE MEEEE] (&)

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com?
(Y]>y

Enter the max concurrency limit for "exchange.example.com".

[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.

[60]> 1
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& 3-96 destconfig Ofl : FiE MEEEE] (&)

Enter the max number of recipients per 1 minutes for
"exchange.example.com".

[1> 1000

Select how you want to apply the limits for exchange.example.com:
1. One limit applies to the entire domain for exchange.example.com
2. Separate limit for each mail exchanger IP address

[1]1> 1

Select how the limits will be enforced:
1. System Wide
2. Per Virtual Gateway (tm)

(11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

Do you wish to apply a specific bounce verification address tagging
setting for this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n

There are currently 3 entries configured.
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& 3-96 destconfig Ofl : FiE MEEEE] (&)
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> set up shock absorber for inbound mail

Changes committed: Wed May 31 22:25:28 2006 GMT

mail3.example.com>
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Bl : T O0—/NILERE
ZOBITIE, TLS HfE0 TLS 77— b L OGRS & RIE L £ 7
* 397 destconfig : ¥’ 0—/3LERTE
Choose the operation you want to perform:
- SETUP - Change global settings.
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- DEFAULT - Change the default.
- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.
- IMPORT - Import tables from a file.
- EXPORT - Export tables to a file.

[1> setup

The "Demo" certificate is currently configured. You may use "Demo", but
this will not be secure.

1. partner.com
2. Demo

Please choose the certificate to apply:

Cisco AsyncOS 8.0.1CLI Y7 LYR HA K
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x® 3-97 destconfig : O—/NLEEE (#HZ)

[1]1> 1

Do you want to send an alert when a required TLS connection fails? [N]> n

hostrate

'.E_Iullg

BA

BEDFEANDT VT4 ET 4 2E=X LET,

ERAE
aIyb:ZoavrRNiialy MEEFAETT,
ISRRGHE . —pa~y Nii~vdy B— FCOREHFATEET,
RNRyFawrR: Zoavry RNy FERXZTFR—FLTWERA,
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= 3-98 hostrate

mail3.example.com> hostrate

Recipient host:

[]> aol.com

Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

hostrate 2~ R&EIET 5 (21X, Ctrl+C 2EH L £9,

hoststatus

'.E_Iullg

BA

BEDRAMNDOAT —H AR LET,
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ERAE
a3y h:ZoavrFicasy MMEFIARETY,
JIGREER . —Da~v RIvyy E—RTOREHTE T,
RNRyFavwryR: Zoavry RNy FERXZYFR—F L TWEREA,
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* 399 hoststatus

mail3.example.com> hoststatus

Recipient host:

[]> aol.com

Host mail status for: 'aol.com'

Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up
Counters:

Queue

Soft Bounced Events

Completion

Completed Recipients

Hard Bounced Recipients

DNS Hard Bounces

5XX Hard Bounces

Filter Hard Bounces

Expired Hard Bounces

Other Hard Bounces
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% 3-99 hoststatus (#i &)
Delivered Recipients

Deleted Recipients

Gauges:

Queue

Active Recipients

Unattempted Recipients

Attempted Recipients

Connections

Current Outbound Connections

Pending Outbound Connections

Oldest Message No Messages

Last Activity Fri Aug 8 11:04:24 2003

Ordered IP addresses: (expiring at Fri Aug

Preference IPs

15 64.12.137.121
15 64.12.137.89
15 64.12.137.184
15 64.12.138.57
15 64.12.138.57

64.

64.

64.

64.

64.

12.

12.

12.

12.

12.

8 11:34:24 2003)

.89

.152

.89

.153

.152

64.12.138.120

152.163.224.122

64.12.136.57

205.188.156.122

64.12.136.89
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® 399 hoststatus (#&)
15 64.12.138.89 205.188.156.154
15 64.12.136.121 152.163.224.26

15

MX Records:

Preference

15

15

15

15

64.12.138.120 64.12.137.152
TTL Hostname

52m24s mailin-01.mx.aol.com
52m24s mailin-02.mx.aol.com
52m24s mailin-03.mx.aol.com
52m24s mailin-04.mx.aol.com

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN:

(at Fri Aug

8 11:04:25 2003)

Virtual gateway information:

DNS FAILURE

64.12.138.152

64.12.137.184

64.12.137.121

example.com (PublicNet 017):

Host up/down:up

Last ActivityWed Nov 13 13:47:02 2003
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® 399 hoststatus (#&)

RecipientsO

example.com (PublicNet 023):

Host up/down:up

Last ActivityWed Nov 13 13:45:01 2003

Recipients

oldmessage

'.E_Iullg

BA

ERAE

%

VAT A EOROEWVIERHEA v E—TDO MID sy X —E R LET,

FeE . Z o~ FIZ commit IZXEH Y £H A,
JIGREER . ZDa~vr Nivdr E—FTCOREATEET,
NRyFa<wrs R Zoavwy REgRXyFELEZST R —FLTHWERA,

WOHITIE, HTWA Yy E—VE2RRLET,
% 3-100 oldmessage

mail3.example.com> oldmessage

MID 9: 1 hour 5 mins 35 secs old
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% 3-100 oldmessage (#%)

Received: from test02.com ([172.19.0.109])

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031l@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com

rate

558

A=V DOAN—Ty hEE=Z LET,

ERAE
aIy b oavr FZay MEEEAETT,
JSGAREE . ZDavy NEviy E— RTORBHTEET,
RyF a<wy R Zoavy NEAy FEREFR—FLTOEE A,
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£ 3-101 rate

mail3.example.com> rate

Enter the number of seconds between displays.

[10]> 1

Hit Ctrl-C to return to the main prompt.

Time Connections Recipients Recipients

In out Received Delta Completed
23:37:13 10 2 41708833 0 40842686
23:37:14 8 2 41708841 8 40842692
23:37:15 9 2 41708848 7 40842700
23:37:16 7 3 41708852 4 40842705
23:37:17 5 3 41708858 6 40842711
23:37:18 9 3 41708871 13 40842722
23:37:19 7 3 41708881 10 40842734
23:37:21 11 3 41708893 12 40842744
~C

Delta

11

12

10

Cisco AsyncOS 8.01CLIYZ7LYR i1 F

Queue

K-Used

64

76

64

64

67

64

79




redirectrecipients

&R

TRTOA v E—VFHMOY L— KA MIUXA L2 FLET,

>

[+
of

Ayt—T%, Idevinull £5Ek LT EREBERIF A VIZUFALY T B E.
Ayt—UhRERbhET, A—ILECDEILRASMVIZYFSLALI LTS,
CLICEBZEFRRINFCBA, AvE—CFUSAALY T HHEIIC, REB R
AAUDHBIMESH SMTP L— FE2HERBLTLESL,

>

']
of

DR MO KRED SMTP A —)LEZETEDL S ICEREINTILVELVER
FEREIP7 FLRICZEFEZVFALI M HE, A yvtE—DONRNOURE
h, A—BRbhhBFIERENHY FT.

ERAE

alyhbh:Zoavr RiZaly MYRIAETT,
JPGREGE . —pa~vy Riivwyy E— RTCORFEHATEET,
NRyF awrs R Zoavry RNy F B2 HR—FLTWET,

Ny FRHK
redirectrecipients Av Y RONy FEXZFEHTH L, kD CLI a~v 2 R

DT XTOMERELFETTEET,
o TRTDRA—NERIDRAMEIZIP T FLRAIZY XA L7 FLET,

redirectrecipients host <hostname>
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WIZ, T_XTHA—/L% example2.com A NIV # A L7 b 5612 RLE
\?AO

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to
send all mail to.

[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not
prepared to accept large volumes of SMTP mail from this host will
cause messages to bounce and possibly result in the loss of mail.

Are you sure you want to redirect all mail in the queue to
"example2.com"? [N]> y

Redirecting messages, please wait.

246 recipients redirected.

resetcounters

Bl

VAT LARADTRTCOA 2By FLET,

ERAE

Ll
J

Sy h:Zoavr Ry MEEIZIRECTT,
JIAZEE: 0wy NEv Yy £— FTOREATEET,
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RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

%

£ 3-102 resetcounters

mail3.example.com> resetcounters

Counters reset: Mon Jan 01 12:00:01 2003

removemessage

BILL
BEDA v E—Y ID DA vt —VEERIHIRLET,

removemessage 2~ R TIL, fE¥Fx=2—, BFRiTxa—, T3zl =—
NORAyE—VDRZHIRTEET, VAT LOREICL-TIE, ZhbD
X2 —ZBNTT I T AT A E—UNEENTWRWEAENHD £7°,

ERAE
a3y bh:Zoavr Ricasy MEEFIAETT,
JSGREBE . —pa~<vy Rid~wyy T— RTORMBHTEET,
NRyF awr R Zoavy gy FEXLEST R — ML THWERA,
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% 3-103 removemessage

example.com> removemessage 1

MID 1: 19 secs old

Received: from example2.com ([172.16.0.1021)
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing

Message-Id: <20070302035041.67424.53212Q@test02.com>

Remove this message? [N]> y

showmessage

i

ERAE

BEENIEAYE—VID DAY=V A v E—VARTEFRLET,

_‘ji\y ]\ I Dhavw F‘&::{‘: > F@{?Piﬁi%fj—o
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JGREER . —Da~v L RIvyy E— RTOREHTE T,
RNRyFawry R Zoavy RNy FERAZTFR—FLTWERA,

%

& 3-104 showmessage

example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old

Received: from example2.com([172.19.0.1097)
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23Q@test02.com
To: 4031@example.com
Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com>

This is the message body.

showrecipients

3558

Fa—HNDA =V %ZEEHEARA MNIEIZ Envelope From 7 N L 2 FIZ&
RTDEMD, TRTCOAvE—VEFRRLET,
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ERAE

INYTFER

]

alyhbh:Zoavr RiZa Iy MYRIARETT,
JIGREER . —Da~v RIvyy E—RTOREHTE T,
RNRyFa<wryR: Zoavry RNy FERXZYFR—FLTWET,

showrecipients Iv Y RONy FEXEFEHTH &, KD CLI 2~v> ROT
NTOBREEFITTEET,

.+ ZAGEBAPATORA Y-V ORFE

showrecipients host <hostname>

e Envelope From 7 KL A THO A v — YO

showrecipients [sender options] <sender email>

KD sender_option Z A TX E£ 7,
--match-case 7 KL ADZ—HLE /DO KRILTF E/NCTF % KB LTz —3,
o TRTOAyE—VOMRK

showrecipients all

WIZ, TRTCOZELZERAFA~DXF2—NDOA v E—00 %27 LET,

mail3.example.com> showrecipients

Please select how you would like to show messages:

1. By recipient host.
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2. By Envelope From address.

3. All.

[1]1> 3

Showing messages, please wait.

MID/ Bytes/ Sender/

[RID] [Atmps] Recipient

1527 1230 userl23456@ironport.
[0] [0] 9554@example.com
1522 1230 userl23456@ironport.
[0] [0] 3059@example.com
1529 1230 userl23456@ironport.
[0] [0] 7284@example.com
1530 1230 userl23456@ironport.
[0] [0] 8243@example.com
1532 1230 userl23456@ironport.
[0] [0] 1820@example.com

com

com

com

com

com

Subject

Testing

Testing

Testing

Testing

Testing
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status

BRAE

1531

1535

[0]

1533

[0]

1536

[0]

status =~ Rix, IronPort 7 7T A TV ADV AT b AT —H RAE2EK T 5HT-
DIFEHLES, ldetail] 7> ary (RA7—FAD
HWBARREINET,

1230

userl23456@ironport

9595@example.com

userl23456Q@ironport.

8778@example.com

userl23456Q@ironport.

1703@example.com

userl23456@ironport

3052@example.com

userl23456Q@ironport.

511l@example.com

.com

com

com

.com

com

Testing

Testing

Testing

Testing

Testing

alyb:Zoavr RNiialy MEEFAETT,
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JGREER . —Dav LRI, I _TOYY Y T—F (VTR E, TA—7,

~vy) THEHATEET,

NRyF awy R Zoavy RERXyFEXLEST R — ML THWERA,

%

£ 3-105 status

example.mail3.com> status

Enter "status detail" for more information.

Status as of:

Up since:

Last counter reset:

System status:

Oldest Message:

Feature - IronPort Anti-Spam:

Feature - Receiving:

Feature - Sophos:

Tue Aug 02 14:03:53 2005 PDT

Tue Aug 02 10:27:22 2005 PDT (3h 36m 3ls)

Tue Aug 02 10:24:51 2005 PDT

Online

No Messages

25 days

25 days

25 days

Feature - Virus Outbreak Filters: 25 days

Feature - Central Mgmt:

Counters:

Receiving

29 days

Reset Uptime

Lifetime
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% 3-105 status (&)
Messages Received 0 0
Recipients Received 0 0

Rejection

Rejected Recipients 1 1

Dropped Messages 0 0
Queue

Soft Bounced Events 0 0
Completion

Completed Recipients 0 0

Current IDs

Message ID (MID)

Injection Conn. ID (ICID)

Delivery Conn. ID (DCID)

Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 0
Messages In Work Queue 0

Cisco AsyncOS 8.01CLIYZ7LYR i1 F




% 3-105 status (&)
Messages In Quarantine 0
Kilobytes Used 0
Kilobytes In Quarantine 0
Kilobytes Free 39,845,888

tophosts

Bl

BFA—N Fa—ICHTLREOEREIG L., HEOZEHF X MEIED
B (Fa2—0HEKeE) BHH0E D EHET 5121, tophosts 2~v 2 K
ZHH L FE T, tophosts I~ R, Fa2a—WND AL 20 DZEEZFDO Y A F &K
LET, VAMI 72774 7%EE. BESER. REFAIZEE. Y7 A
TUAARY R BEUON— R AT URASNEZERR Y, SIS EHEHE
WAl — hCTEET,

ERAE
aIy b Zoavr FZay MUMEIAETT,

TIGRRER . —pav L Niviy E— FTCORMEATEET,
NyFavwryR: Zoavy RNy FERESFR—FLTWERA,
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% 3-106 tophosts

mail3.example.com> tophosts

Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Soft Bounced Events

5. Hard Bounced Recipients

[1]1> 1

Status as of: Mon Nov 18 22:22:23 2003
Active Conn. Deliv. Soft Hard

# Recipient Host Recip Out Recip. Bounced Bounced

1 aol.com 365 10 255 21 8

2 hotmail.com 290 7 198 28 13

3 vyahoo.com 134 6 123 11 19

4 excite.com 98 3 84 9 4

5 msn.com 84 2 76 33 29

mail3.example.com>
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topin
BT

BRESROBDIEI LAORA FE2RRLET,
ERAAE

a3y bh:Zoavr Ricasy MEEFIAETT,
IJSGREBE . “Da~<vy Rid~wyy T— RTORMBHTEET,
RNRyFawry R Zoavy RNy FERAZTFR—FLTWERA,
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& 3-107 topin

mail3.example.com> topin

Status as of:

# Remote hostname
Imail.remotedomainOl.com

2 mail.remotedomainOl.com
3 mail.remotedomainO03.com
4 mail.remotedomain0O4.com

5 mail.remotedomain05.com

6 mail.remotedomain06.com
7 mail.remotedomainO7.com
8 mail.remotedomain08.com
9 mail.remotedomain09.com

10 mail.remotedomainlO.com

11 mail.remotedomainll.com
12 mail.remotedomainl2.com

13 mail.remotedomainl3.com

Sat Aug 23 21:50:54 2003

Remote IP addr.

172.16.0.2

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

l6.

16.

16.

l6.

16.

l6.

l6.

16.

16.

16.

16.

16.

.10

.11

.12

.13

.14

listener

Incoming01l

Incoming02

IncomingO1

Incoming02

Incoming01

Incoming02

Incoming01

Incoming01

Incoming01l

Incoming01

Incoming01l

Incoming02

Incoming0O1
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% 3-107 topin (&)

14 mail.remotedomainl4.com 172.16.0.15 Incoming01
15 mail.remotedomainl5.com 172.16.0.16 Incoming01
16 mail.remotedomainlé6.com 172.16.0.17 IncomingO1l
17 mail.remotedomainl7.com 172.16.0.18 Incoming01
18 mail.remotedomainl8.com 172.16.0.19 Incoming02
19 mail.remotedomainl9.com 172.16.0.20 Incoming01
20 mail.remotedomain20.com 172.16.0.21 Incoming01

unsubscribe

=t Hﬂ
Ja— N )VEMEEIEY A N EEHLET,

ERAE
a3y bh:ZDavr NEaly MEENRKETT,

ISRBER . ZDavy NE, TRRTOYY Y BE—F (VF9RE, TLr—7F,
~vy) THHATEET,
RNRyF azwryF: Zoavy MERny FELE Y R—FLTHEEA,
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ZOFEITIX, 7 FL A userlexample.net N7 B — NLEMEEIEY A MBI E
N, AveE—TEN—RFK AN URTHEIITHEPRESNET, ZOT FL
ACKEENDA v E—VEFAY L RENET, BREOEMICA vy E—URAY
VAINET,

# 3-108 unsubscribe

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as

"@example.com" or "user@" are allowed, as are IP addresses. Partial
hostnames such as "@.example.com" are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.
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£ 3-108 unsubscribe (#%&)

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y

Would you like matching messages to be dropped or bounced?

1. Drop

2. Bounce

(11> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.
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workqueue

H- 2]

ERAE

£ 3-108 unsubscribe (#%&)

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe

Changes committed: Thu Mar 27 14:57:56 2003

FEXa—DOFHEILRAT — X 22 FRBIOEHLET,

I3y b Zoavr RiZaly MEERRETT,
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GE)

JGREER . —Da~v L RIvyy E— RTOREHTE T,
RNRyFawry R Zoavy RNy FERAZTFR—FLTWERA,

% 3-109 workqueue : X1 —DFEHTHO—EFL

mail3.example.com> workqueue

Status: Operational

Messages: 1243

Manually pause work queue? This will only affect unprocessed messages.
[N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server

Messages: 1243

BHOANIMEETT, BRHEZADLARWES, HH% loperator paused] &
LTRr NI NET,
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WO TIX, EEX2—DEHEINET,
% 3-110 workqueue : —HEBIEShi-F1—0OHEMH

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server

Messages: 1243

Resume the work queue? [Y]I> y

Status: Operational

Messages: 1243

R2YFI—FVTEREIRAY D=9 Y=L

XTI, RO CLL o~y RIZoWTHiA L £,
e ctherconfig
* interfaceconfig
* netstat
¢ nslookup
* ping
¢ routeconfig
* setgateway
e sethostname
¢ smtproutes
¢ sslconfig

e telnet
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* traceroute
etherconfig

H- 2]

AT A TERE, NICX7 VU7, VLAN &, DSRFEEREDA —V % v %
ExEITVET,

ERAE
a3y bh:Z0avrFEaIy MUMERKETT,
PSRFEBE . Cpavwy FiE<wvy T— RToOAFEHTEET,
NyF avwryR: Zoavy RNy FERESFR—FLTWERA,
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£ 3-111 etherconfig : A7« FPREDRE

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> media

Ethernet interfaces:
1. Data 1 (Autoselect: <100baseTX full-duplex>) 00:06:5b:£f3:ba:6d
2. Data 2 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6e

3. Management (Autoselect: <100baseTX full-duplex>) 00:02:b3:c7:a2:da

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.

(1> 2
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% 3-111 etherconfig : X 7«4 7REDHRE )

Please choose the Ethernet media options for the Data 2 interface.
1. Autoselect

2. 10baseT/UTP half-duplex

3. 10baseT/UTP full-duplex

4. 100baseTX half-duplex

5. 100baseTX full-duplex

6. 1000baseTX half-duplex

7. 1000baseTX full-duplex

[1]1> 5

Ethernet interfaces:
1. Data 1 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6d

2. Data 2 (100baseTX full-duplex: <100baseTX full-duplex>)
00:06:5b:f3:ba:6e

3. Management (Autoselect: <100baseTX full-duplex>) 00:02:b3:c7:a2:da

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1>
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% 3-111 etherconfig : X 7«4 7REDHRE )
Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

(1>
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etherconfig A< > FZ#E 2= NICR7 ) 5 DA F—T )ik
® 3-112 etherconfig : NIC R7 U 25 DA x—T )ik

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> pairing

Paired interfaces:

Choose the operation you want to perform:
- NEW - Create a new pairing.

[1> new

Please enter a name for this pair (Ex: "Pair 1"):

[1> Pair 1

1. Data 1

2. Data 2
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% 3-112 etherconfig : NIC R7 YT DA x—T )k (=)

Enter the name or number of the primary ethernet interface you wish bind
to

[1>1

Paired interfaces:
1. Pair 1:
Primary (Data 1) Active, Link is up

Backup (Data 2) Standby, Link is up

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.

- STATUS - Refresh status.

[1>

NIC R7 Y o HFIZxt9 B failover T FOFEMA
ZOFITIE, FEIOT7 = — A —N"—%FT L, Data2 f V' H—T = A A&

W7o 4 <) A2 —T7 x4 A LET, CLI TEEZMERT DI,
status 7 a~ 2 REEITTALERDH Y £,

% 3-113 etherconfig : FEITO failover a7 > FORST

mail3.example.com> etherconfig

Choose the operation you want to perform:
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% 3-113 etherconfig : FEITO failover a7 > FOHRT (=)
- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> pairing

Paired interfaces:
1. Pair 1:
Primary (Data 1) Active, Link is up

Backup (Data 2) Standby, Link is up

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.

- STATUS - Refresh status.

[1> failover

Paired interfaces:
1. Pair 1:
Primary (Data 1) Active, Link is up

Backup (Data 2) Standby, Link is up
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% 3-113 etherconfig : FEITO failover a7 > FOHRT (=)

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.

- STATUS - Refresh status.

[1> status

Paired interfaces:
1. Pair 1:
Primary (Data 1) Standby, Link is up
Backup (Data 2) Active, Link is up
Choose the operation you want to perform:
- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.
- STATUS - Refresh status.

(1>

Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.
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% 3-113 etherconfig : FEITO failover a7 > FOHRT (=)

- LOOPBACK - View and configure Loopback.

[1>

etherconfig <> FIZ& %% L LY VLAN OERL

ZOfF T, Datal A— k Fiz 2 5D VLAN (VLAN 31 & VLAN 34) % {Ef%
L%,

£ 3-114 etherconfig : $ L L VLAN OfEak

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> vlan

VLAN interfaces:

Choose the operation you want to perform:
- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):

W Cisco AsyncOS 8.0.1CLI Y7L YR 4 F




% 3-114 etherconfig : $ LU VLAN O/ERL (%)

[1> 34

Enter the name or number of the ethernet interface you wish bind to:
1. Data 1

2. Data 2

3. Management

[1]1> 1

VLAN interfaces:

1. VLAN 34 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):

[1> 31

Enter the name or number of the ethernet interface you wish bind to:
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% 3-114 etherconfig : $ LU VLAN O/ERL (%)
1. Data 1
2. Data 2

3. Management

[1]1> 1

VLAN interfaces:

1. VLAN 31 (Data 1)

2. VLAN 34 (Data 1)

Choose the operation you want to perform:

- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

(1>
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etherconfig A< > FIZC&BINL—TNRv Y £ 3= A ADA F*—T )Lk

AR =T NNl TV —=T Ry LB =T =2 AT, DA H—T = A R
(Datal 72 &) EEIC X IcHbhEd,

% 3-115 etherconfig : L—F IRV £ VA=A ADAL *—TI{L

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANSs.

- LOOPBACK - View and configure Loopback.

[1> loopback

Currently configured loopback interface:
Choose the operation you want to perform:
- ENABLE - Enable Loopback Interface.

[]1> enable

Currently configured loopback interface:

1. Loopback

Choose the operation you want to perform:
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% 3-115 etherconfig : W—TNRY Y A 23— A ADLRX—T)E HHEE)

- DISABLE - Disable Loopback Interface.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

LOOPBACK - View and configure Loopback.

(1>

interfaceconfig

'.E_Iullg

BA

BRAE

Ny FER

A =T oA RERELET, A 25— = A REAER, T, HIRCX %
$o FTP ZA X —7 WL, IPT RLVRAZEEL, A —¥ Xy FIPT FL X%
RETEET,

a3y bh:Zoavr NEay MUYERKETT,
JIGRAEER : Zoavr N~y =N TOAEHRATEET,
NyF aes R Zoavwy RERNyFEXRESR—FLTWET,

interfaceconfig 2 v Y RONy FEXEZFHTL L, kD CLI =2~ FD
TR ORI FATCE ET
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o HLWA U H—T = A ADIERK

interfaceconfig new <name>
<ip address>
<ethernet interface>
<hostname>
--ip=IPv4 Address/Netmask
--ip6=IPv6 Address/Prefix Lenght
[--ftp[=<port>]] (Note: only available on IPv4
[--telnet [=<port>]]
[--ssh[=<port>]]
[--http] [=<port>]
[--https[=<port>]]
[--euq_http[=<port>]]

[-—eug_https] [=<port>]

o AUH—T A ADHIK

interfaceconfig delete <name>
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=

Bl: 43— x4 ADEKE
% 3-116 interfaceconfig : £ % —27 {4 ADHKE

%IPII

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Data 1 (192.168.1.1/24 on Datal: mail3.example.com)

2. Data 2 (192.168.2.1/24 on Data2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.

(1> 1

IP interface name (Ex: "InternalNet"):

[Data 1]>
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% 3-116 interfaceconfig: 1 4 —J 4 AD{E (FKE)

Would you like to configure an IPv4 address for this interface (y/n)?
[Y]>

IPv4 Address (Ex: 192.168.1.2 ):

[192.168.1.1]>

Netmask (Ex: "24”, “255.255.255.0" or "Oxffffff00"):

[OxEff££££00]>

Would you like to configure an IPv6 address for this interface (y/n)?
[N]>

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]1>

Hostname:

[mail3.example.com]>

Do you want to enable Telnet on this interface? [Y]> n
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% 3-116 interfaceconfig: 1 4 —J 4 AD{E (FKE)

Do you want to enable SSH on this interface? [Y]> n

Do you want to enable FTP on this interface? [N]>

Do you want to enable HTTP on this interface? [Y]> y

Which port do you want to use for HTTP?

[80]1> 80

Do you want to enable HTTPS on this interface? [Y]> y

Which port do you want to use for HTTPS?

[443]> 443

Do you want to enable Spam Quarantine HTTP on this interface?

Do you want to enable Spam Quarantine HTTPS on this interface?

Both HTTP and HTTPS are enabled for this interface, should HTTP requests

redirect to the secure service? [yi>
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% 3-116 interfaceconfig: 1 4 —J 4 AD{E (FKE)

Currently configured interfaces:
1. Data 1 (192.168.1.1/24 on Data 1: mail3.example.com)
2. Data 2 (192.168.2.1/24 on Data 2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> enabled HTTP, HTTPS for Data 1

Changes committed: Mon Jul 7 13:21:23 2003

mail3.example.com>
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5l : IronPort X /\L[EEf URL OLEE

&Iz, IronPort A/ A[EHE URL 2EF 3 50z LET,
= 3-117 IronPort R/ 4LFEEE URL OZEE

mail3.example.com]>interfaceconfig

Currently configured interfaces:
1. Data 1 (192.168.1.1/24 on Datal: mail3.example.com)
2. Data 2 (192.168.2.1/24 on Data2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.
- EDIT - Modify an interface.

- GROUPS - Define interface groups.

DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.

(1> 3

IP interface name (Ex: "InternalNet"):

[Management] >
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= 3-117 IronPort R/{LGRE URL DEE (HES)

Do you want to enable IronPort Spam Quarantine HTTP on this interface?
[yr>

Which port do you want to use for IronPort Spam Quarantine HTTP?

[82]>

Do you want to enable IronPort Spam Quarantine HTTPS on this interface?
[Y]>

Which port do you want to use for IronPort Spam Quarantine HTTPS?

[83]>

You have not entered an HTTPS certificate. To assure privacy, run
"certconfig" first.

You may use the demo, but this will not be secure.

Do you really wish to use a demo certificate? [Y]>

Both HTTP and HTTPS are enabled for this interface, should HTTP requests
redirect to the secure service? [Y]>

Both IronPort Spam Quarantine HTTP and IronPort Spam Quarantine HTTPS
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= 3-117 IronPort R/{LGRE URL DEE (HES)

are enabled for this interface, should IronPort Spam Quarantine HTTP
requests redirect to the secure service? [Y]>

Do you want Management as the default interface for IronPort Spam
Quarantine? [Y]>

Do you want to use a custom base URL in your IronPort Spam Quarantine
email notifications? [N]> y

Enter the custom base URL (Ex: "http://isg.example.url:81/")

[1> http://ISQ.example.com:82/

You have edited the interface you are currently logged into. Are you sure
you want to change it? [Y]> y

Currently configured interfaces:
1. Data 1 (192.168.1.1/24 on Datal: mail3.example.com)
2. Data 2 (192.168.2.1/24 on Data2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.
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nslookup

EiEA

x 3-117 IronPort R/3LFERE URL OZEE (B E)
- EDIT - Modify an interface.
- GROUPS - Define interface groups.

- DELETE - Remove an interface.

nslookup ¥ F&fEMT 5 L. DNS OEEZT A FTE £7,

nslookup 2~V RTlX, 77 I7A T AnHEI{EL TV % Domain Name
Service (DNS; RA A ¥ F—L $—ER) —RNEFHLTHA NP 7 K
VAEMR L CEIETEDL I LR TEET,

# 3-118 nslookup A¥> FDHITY— 247

9T)—0

a4 7 Bl

A RARDA L B—FXy b T FLA

CNAME =AU T AOIEHDLRH]

MX A=)V T AF 2 Tx

NS BELEY —rDR—5n =2

PTR JZ)—NA L HZ—Fy b T RLADEPHITIARA ML, 95 Th
WA ERIT ST DR A ¥

SOA A4 > @ [start-of-authority (FEEDOBAE) | 1FH

TXT 7 & A MER
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netstat

% EA

netstat 2~ REFEMATHE, *v hT—TEfE GEREBLOHEE). v—

TAVYT T—TN, BLOZEISERRX Yy NIV—F SV F—T =4 ZARFHEH
ERRICEET, ZONA—=Va TIETRTOSHEBRY R — bbbl Tldk
W EICHEBLTLEX N, FHTERWVBIEIE, -a. -A, -g. -m, -M, -N,
STCTT, ZO0Oa~vr RNEFA 4777 47 E—FTOETEZHBHE LTS
O, netstat x AT LB TLR—FORNEE 5 DOF T arnbLBIRTEFE
T, o, VRV TAHAL U H—T 2 A AELFRROMBHLIEETE 7,

ERAE

aIy b oavr FZay MEEEAETT,
JIAZEE: 0wy v Yy £— FTOREATEET,
RyF a<wy R Zoavy NEAy FEREF K- FLTOEE A,
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% 3-119 netstat

example.com> netstat

Choose the information you want to display:

1. List of active sockets.

2. State of network interfaces.

3. Contents of routing tables.

4., Size of the listen queues.

5. Packet traffic information.

[11> 2

Select the ethernet interface whose state you wish to display:
1. Data 1

2. Data 2

3. Management

4. ALL

[1>1

Show the number of bytes in and out? [N]>

Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop

Data 1 1500 197.19.1/24 example.com 30536 - 5
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£ 3-119 netstat ()

example.com>

ping

B L)z
ping A~V REHEHTDHE, TTIATUVAMBRY hU—F BRA F~D
Wi T A N TEE£T,

ERAE

aIy b Zoavr RZay MIEIARETT,

PSREBE —Dav s NEviry BE— R TORFEATEXET, &Hlc, =
Da<wyRiEIaelA4y RmAN (—=FRal A Lizvyy) TORMEATE
F9, Zoavr NEEATIE, e —FI N 77 AN VAT AT 7 EAT
XAHAVNENDHY FT,

RNRyF aeryR: Zoavy RNy FEXRZYFR—F L TWERT A,
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&

& 3-120

ping

mail3.example.com> ping

Which interface do you want to send the pings from?

1. Auto

2. Management
3. PrivateNet
4. PublicNet
[11> 1

(192.168.42.42/24: mail3.example.com)

(192.168.1.1/24: mail3.example.com)

(192.168.2.1/24: mail3.example.com)

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (x.x.x.x): 56 data bytes

64

64

64

64

64

bytes

bytes

bytes

bytes

bytes

from

from

from

from

from

10.

10.

10.

10.

10.

19.0.31:

19.0.31:

19.0.31:

19.0.31:

19.0.31:

icmp seq=0 ttl=64 time=1.421 ms
icmp_seg=1 ttl=64 time=0.126 ms
icmp seg=2 ttl=64 time=0.118 ms
icmp seqg=3 ttl=64 time=0.115 ms

icmp_seg=4 ttl=64 time=0.139 ms

Cisco AsyncOS 8.0.1CLI Y7L YR HA F




% 3-120 ping (&)

64 bytes from 10.19.0.31: icmp seq=5 ttl=64 time=0.125 ms
64 bytes from 10.19.0.31: icmp seq=6 ttl=64 time=0.124 ms
64 bytes from 10.19.0.31: icmp seg=7 ttl=64 time=0.122 ms
64 bytes from 10.19.0.31: icmp seq=8 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp seq=9 ttl=64 time=0.133 ms
64 bytes from 10.19.0.31: icmp seq=10 ttl=64 time=0.115 ms
~C

--- anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms

~C

A
() ping AU REKTT2IT1E, Cuel+C Z2HEH L ET,

routeconfig

H- 2]

routeconfig A~v Y REMHHTAHE, TCP/IP N7 7 4 v IV DAET 4 v 7 b—
M EERR. fREE. HIBRCTEEd, T 74NV T, P77 4 v 71X setgateway
AV RTRESINTZT 74NV F— U oA BRHTL—T 4 VT ENET,
7272 L. IronPort AsyncOS TITFFEDITE~DN—T 4 7 HARETT,
=R, =y 7 x—n (BHH)., 5k BEOS— U oA THEESNLET,

F—=r Tz (FZ A Ay ) 1F,10.1.1.2 2D IP 7 L AT, 585%E1%
WDONT TR D 77,
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ERAE

INYTFER

e IP7 FL A (192.168.14.32 72 &)

e CIDR E£FEICLDY TRy b T2& 21E, 192.168.5.0/24 12 192.168.5.0
M 192.168.5.255 FTHDIZTAC Ry T —7 &EKEEKLET,

IPv6 7 R L ADEEIT, OB TE £,
® 2620:101:2004:4202::0-2620:101:2004:4202::f€f
® 2620:101:2004:4202::
® 2620:101:2004:4202::23
® 2620:101:2004:4202::/64

Zoawy RTHE, BERESNTWS TCP/IP L~ DU A RBRFERENDD
T, ZIMHN—FEEIRLTedit BEWdelete 7 a~ 2 REfEH T F
\?AO

a3y bh:Zoavr REIay MEERKETT,
ISREEW . —pavr NEIviry BE— RN TORFEHTEES,
NRyF awryR: Zoavry RNy FEXLEZ R —F L TWET,

smtproutes A <¥ Y ROy FAEZHEHT DL, KD CLI a2~ ROFTT
OWREZFEITTEET, L—HMZIPvd 7T RLAEIZIPV6 7 RLADEL L%
AT 202 RRTEET,

o RET (v — FDIER

routeconfig new 4|6 <name> <destination address> <gateway ip>
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x 3-121 routeconfig D 3|#
g% H7L]
416 Zoavr REwEMAT S IP o=V 3 (IPv4 &

721X IPV6), clear ZFEE L5 EB L W print &5
ELERE. 2O Ty a ANIERART, av
Rigmi o= a Vil ESnE4,

name JL— kD4R,

destination_address | 5(5 1P b7 7 ¢ v 7 OHAICHEAETHIP T FL A
F7213 CIDR 7 R L X,

gateway_ip IDNTFT T4 v I DEERETHIP T FLA,

o RHET 4 v L— FDIRE

routeconfig edit 4|6 <name> <new name> <destination_ address>
<gateway ip>

o RET 4 v — DI

routeconfig delete 4|6 <name>

o TRTORET v 7 /b— FOHIBR :

routeconfig clear [4]6]

o RETF 4y A—FrDO—EHT

routeconfig print [4]6]
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mail3.example.com> routeconfig

Configure routes for:

1. Ipv4
2. IPv6
[11>

Currently configured routes:

Choose the operation you want to perform:
- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeNet

Please enter the destination IPv4 address to match on.

CIDR addresses such as 192.168.42.0/24 are also allowed.
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[]> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:

[1> 192.168.14.4

Currently configured routes:

1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

(1>

mail3.example.com> routeconfig

Configure routes for:

1. IpPv4
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Currently configured

Choose the operation

- NEW - Create a new

[1> new

Please create a name

[1> EuropeIPvéNet

routes:

you want to perform:

route.

for the route:

Please enter the destination IPv6 address to match on.

CIDR addresses such as 2001:db8::/32 are also allowed.

[1> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to
2620:101:2004:4202::/6:

[1> 2620:101:2004:4202::23
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Currently configured routes:
1. EuropeIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:

2620:101:2004:4202::23

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

(1>

mail3.example.com> commit

setgateway

Bl
setgateway VY N T, /N7y N —T 4 7T HLEITRMTHT 7 4

NWEDFXRT AN Ry TERELET, RE (F74+0 FTHEHARY) F—hU=
A 1%, routeconfig I~V FZHEHALTHRELET,

ERAE

a3y bh:Zo0avrNEaIy MUYERKETT,
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JSREEE . Zavr NI, TRTOIr ET—F (52K, TLr—7,
~vy) THEHATEET,

RyFa<wVR: Zoavry RNy FERXZYFR—FLTWEREA,
1

& 3-122 setgateway

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current
connection to be interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1
mail3.example.com> commit
Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Changes committed: Mon Jan 01 12:00:01 2003

sethostname

'.E_Iullg

BA

RARE, CLI 7y 7 hTUAT AEHNTABRICERA SN E T, 2aEfi
RA ML EBEANTITDHLENH Y £9, sethostname 2~ K, IronPort 77 F
ATV ADLFTEZRELET, FHAA ML commit 2~ REZRITLTH
OTHEMZRY £9°,
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ERAE

]

a3y bh:Zoavr REIay MEERKETT,
JSREEE . —pavr NI, TRTOI vy ET—F (T2 F, TL—7,
v y) CTHEHATEET,

RNyF azwyF: Zoazwy FERNyF R R—FLTHEEA,

* 3-123 sethostname

oldname.example.com> sethostname

[oldname.example.com]> mail3.example.com

oldname.example.com>

RA NGOEBRZ G5BT HITIE, commit I~ REANTAHALERH Y £,
RANOBEEEHEET DL, CLL2 P M LWER M RFRENE
j‘o

* 3-124

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Apr 18 12:00:01 2003
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WKOEIITHLWER MR T a7 MIERRSNET,

mail3.example.com>

smtproutes

EiEA

KRERI72 RAA VHREERE L £,

ERAE
a3y bh:ZoavrNEaIy MUYERKETT,

PGREER . Z0a<wr NE, T_XTHO~Yr FT—F (TR E, TL—7,
~vy) THEATEET,

RNyF awrR: 2oawy REAy FERESE— L LTHET,
Ny FER

smtproutes A ¥ RONy FEREZFEHTDH L, ko CLI 2w ROFT T
DI REE FEITTEET,

e H LW SMTP /L — h DIERK

smtproutes new <source> <destination> [destination] [destination] [...]

o BEfFD SMTP L— k OHIBR

smtproutes delete <source>

e SMTPV—FrDUAMDIZ VT

smtproutes clear
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e SMTP/L— DU X FDHT

smtproutes print

¢ SMTP /L —FDY A LDAAR— |

smtproutes import <filenames>

e SMTP/L—FDYARDZY AKR— K

smtproutes export <filenames>

Bl

D/(@{EJ'C“ZjZ\ smptroutes A< ]\i’ﬁi‘ﬁﬁ L, RAA example.com D
relayl.example.com, relay2.example.com, BIO
backup-relay.example.com ~D/b—k (v 7)) ZEKLET, s8OS
TAFV T 4 ZRET DTN, /pri=¢ ZEEALE T, #1213 0 ~ 65535 DfE%
BELET, EAREVEZEETTAFV T AIIMELS RV ES, T4 4V T 1 %
BELRWES, 7740 P00 ICRESNLET,

(systemsetup 2= RDOFEITEE, InboundMail /X7 Y v 7 Y AF—%FHET D
LERCRAL~y BT B ER L TV D HARH L T EITEREL T ZIN),
% 3-125 smtproutes

mail3.example.com> smtproutes

There are no routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- IMPORT - Import new routes from a file.
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& 3-125 smtproutes (&)

[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.
Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.
Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)
records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com,
backup-relay.example.com

Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:
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& 3-125 smtproutes (&)

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.
- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

- CLEAR - Remove all routes.

[1>

SMTP JL— kD FAA U EEEFT B[, smtproutes -> EpIiT ZHALET,

sslconfig

'.E-IDII:I

BA

TTIA T ADSSL BREXIBEET,

ER7E

a3y bh:ZoavrNEaIy MUYERKETT,

IIGREER . ZDa~v N, TRTCHO~Y Y T—F (UTAX, TL—F,
~yvy) THEHTEET,

RNRyFaeryR: Zoavy RNy FEXRZYVR—FLTWERTA,
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mail3.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL

Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

VERIFY - Verify and show ssl cipher list.

[1> gui

Enter the GUI HTTPS ssl method you want to use.

1. SSL v2.
2. SSL v3
3. TLS vl
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4. SSL v2 and v3

5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl

[5]> 6

Enter the GUI HTTPS ssl cipher you want to use.

[RC4-SHA:RC4-MD5:ALL] >

sslconfig settings:

GUI HTTPS method: sslv2sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL

Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose the operation you want to perform:

GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

[1> inbound

W Cisco AsyncOS 8.0.1CLI Y7L YR 4 F




Enter the inbound SMTP ssl method you want to use.

1. SSL v2.
2. SSL v3
3. TLS vl

4. SSL v2 and v3
5. SSL v3 and TLS vl
6. SSL v2, v3 and TLS vl

[5]> 6

Enter the inbound SMTP ssl cipher you want to use.

[RC4-SHA:RC4-MD5:ALL]>

sslconfig settings:
GUI HTTPS method: sslv2sslv3tlsvl
GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL
Inbound SMTP method: sslv2sslv3tlsvl
Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL
Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose the operation you want to perform:
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- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.

(1>

telnet

&R

ERAE

:i\y ]\ I Dhavw F‘&::{‘: > F@{lﬁziz_\‘gf‘j—o

ISREEE . Zpavy NiIvyy E— RTCORFHTEEST, 512, =
DawrRiZal A4y RmA N (=Rl Lizvyy) TORMEATE
FT, Zoavr REEHTIE, e = 77 A0 VAT ATV EAT
XOMENRHY FT,

RyFa<wryR: Zoavry RNy FERXEZYFR—FLTWEREA,
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= 3-126 telnet

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]1> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '"~]'.
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traceroute
B L)z
traceroute A~V REMHHAT AL, TTFIAT U ANDLEXY NU—F IRA h~
DT AMLT, XY NT—2 DRy FIZETHILV—T 4 V7 OMEET
ERAE

aIy b oavr FZay MEEEAETT,
VIRSEE: Z0avY KV ey B FTOAMMTE T, Sbic, =

DavwrRiEIa Ay RmAN (=R al A Lizvyy) TORMEATX
F9, Z0avr REFEHATAHICE, a—IV 7740 VAT AT 7 EAT

XDOMERHY FT,
NRyF awr R Zoavy gy FEXLET R — ML THWERA,
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= 3127 traceroutes

mail3.example.com> traceroute

Which interface do you want to trace from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)

(11> 1

Please enter the host to which you want to trace the route.

[1>10.1.1.1

Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway (192.168.0.1) 0.202 ms 0.173 ms 0.161 ms

2 hostname (10.1.1.1) 0.298 ms 0.302 ms 0.291 ms

mail3.example.com>

Outbreak 7 1 /L%

22T, KO CLL 2wy FIZon TR LET,
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* outbreakconfig
¢ outbreakflush
e outbreakstatus

e outbreakstatus

outbreakconfig

3558

outbreakconfig ¥ NEMHT L & BRET LV FHRELZ CLI TRIETE %
T, BB, YT ANV FEEOA F—T b, LEVEORE, BT 1
SREDEF A=V T 7= baZETH0EIDPOBEREHY 7,

ERAE

a3y bh:Z0avrNEaIy MUERKETT,

PGREER . Z0a<wr NE, T_XToOYr FT—F (TR EZ, TL—7,
~vy) THEATEET,

NyFawrsF:Zoavy RNy FRAEZ Y R—-FLTHEEA,
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# 3-128 vofconfig

mail3.example.com> vofconfig

VOF: enabled

Choose the operation you want to perform:
- SETUP - Change VOF settings.

[1> setup

Do you want to enable the Virus Outbreak Filters? [Y]> y

Virus Outbreak Filters enabled. The current threshold is 4.

Suspicious messages with a threat level that meet or exceed this
threshold will be quarantined.

Enter your threshold value. This is a number between 1 and 5, where 1 is
a very low tolerance for risk, and 5 is extremely high:

[4]1> 2

Virus Outbreak Filters enabled. The current threshold is 2.

Suspicious messages with a threat level that meet or exceed this
threshold will be quarantined.
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# 3-128 vofconfig (%)

VOF Alerts are sent when filetypes cross the threshold (go above or back
down below), meaning that new messages of certain types could be
quarantined or will no longer be quarantined, respectively.

Would you like to receive VOF alerts? [Y]> y

The Virus Outbreak Filters (VOF) feature is now globally enabled on the
system. You must use the 'policyconfig' command in the CLI or the Email
Security Manager in the GUI to enable VOF for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:
- SETUP - Change VOF settings.

[1>

mail3.example.com> commit

outbreakflush

=t Hﬂ
Fr v a2INTWEREL—NLEZIZ VT LET,

ERAE

141

v MBREIIARE T,
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%

JGREER . —Da~v L RIvyy E— RTOREHTE T,
RNRyFawry R Zoavy RNy FERAZTFR—FLTWERA,

£ 3-129 vofflush

mail3.example.com> outbreakflush

Cached Outbreak Rules have been cleared.

mail3.example.com>

outbreakstatus

B8

ER7E

outbreakstatus 2~ NiE., BT A VAIEEEZ A X —T VI TEH0E 9 9,
AN —IL, BITEO LEWMEZR S, BT 4 VA BREOBIEOR EL R R L E
R

aIyb:ZoavrRNiialy MEEFAETT,
PSRFEBE . Cpavwy NiEvwvy T— RTCoOAFEHTEET,
NyF awryR: Zoavy FERNyFEREZYR—FLTWEEA,
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£ 3-130 outbreakstatus

mail3.example.com> vofstatus

Virus Outbreak Filters: enabled

Component Last Update Version
Virus Outbreak Rules Tue May 03 11:17:42 20050422 231148
CASE - Core Never 1.0.0-017

CASE - Tools Tue May 03 13:33:30 1.0.0-013

Last download attempt made on Wed May 04 10:35:35

Threat Outbreak Outbreak

Level Rule Name Rule Description

5 OUTBREAK 0002187 03 A reported a MyDoom.BB outbreak.

5 OUTBREAK 0005678 00 This configuration file was generated by...

3 OUTBREAK 0000578 00 This virus is distributed in pictures of...

Virus Outbreak Filter Rules with higher threat levels pose greater

risks. (5 = highest threat, 1 = lowest threat)
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% 3-130 outbreakstatus (#i=)
Last update: Tue May 3 11:17:46 2005

Current Virus Outbreak Filters threshold: 3 (use "vofconfig" to
change)

mail3.example.com>

outbreakupdate

anEA

CASE L — B IRz Yy a7 oI EHFZ2ER L E1,

ERAE
alybh:Zoavwr Rica Iy MEEIZARETT,
JSGREBE . —Da~<vy Rid~wyy T— RTORMBHTEET,
RNRyFawry R Zoavry RNy FERAZTFR—FLTWHERA,
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£ 3-131 outbreakupdate

elroy.run> outbreakupdate

Requesting check for new CASE definitions

R —DEE

ST, KO CLL 2 FIZOW TR LE T
¢ dictionaryconfig

* exceptionconfig

o filters

* policyconfig

e quarantineconfig

e scanconfig

* stripheaders

e textconfig

dictionaryconfig

H- 2]

arvFUY T4 0vaF ) ERELET,
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ERAE

]

a

141

vh:ZOa<wr RiIa Iy MRENRKETT,

JSREEE . —pavr NI, TRTOI vy ET—F (T2 F, TL—7,
v y) CTHEHATEET,

NyF awrs R Zoavwy RigRXNyFELEZTR—FLTHWEREA,

dictionaryconfig -> new PHEHALCT 47 a TtV EERL,
dictionaryconfig -> delete ZEH L TT 4 7> a T VU ZHIBRLET,

& 3-132 dictionaryconfig : T4 2 >3+ 1 QR

example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> HRWords

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.
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% 3-132 dictionaryconfig: ¥4 23+ 1 DK )

<list of words typed here>

Currently configured content dictionaries:

1. HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> delete

Enter the number of the dictionary you want to delete:

1. HRWords

[1> 1

Content dictionary "HRWords" deleted.

No content dictionaries have been defined.

Choose the operation you want to perform:
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% 3-132 dictionaryconfig: ¥4 23+ 1 DK )

- NEW - Create a new content dictionary.

[1>

ZOFITIE, lsecret_words) & WO BARIDH LWT 7> aF U aERCL.
lcodename] & WO HFEEZXEELET, 20T 27 v at VU xs AT LEZEIL,

edit -> settings ¥ 7 A~ REMMH LT, KILFL/DLFO R L OHGE
DXL ORI TEEZ ZOT 47 v a T VITERLET,

& 3-133 dictionaryconfig: T4 >3+ 2 DER

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> secret_words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.

codename
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% 3-133 dictionaryconfig: ¥4 23+ 2 DR  (F\EE)

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

(1> 1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.
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% 3-133 dictionaryconfig: ¥4 23+ 2 DR  (F\EE)

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>

Do you want strings in this dictionary to only match complete words? [Y]>

Enter the default encoding to be used for exporting this dictionary:
1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

(21>
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% 3-133 dictionaryconfig: ¥4 23+ 2 DR  (F\EE)

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

(1>

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

(1>

mail3.example.com> commit
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% 3-133 dictionaryconfig: ¥4 23+ 2 DR  (F\EE)

Please enter some comments describing your changes:

[1> Added new dictionary: secret_words

Changes committed: Thu Feb 03 13:00:19 2005 PST

mail3.example.com>

T492arynALrR—F
RDOFITIE, dictionaryconfig X< Y FEFEH LT, profanity.txt 7 ¥ A k

77 A LND 84 {H D HFEA Unicode (UTF-8) ¢ LTF 427> a+V
profanity {24 VA — h LET,

& 3-134 dictionaryconfig : T4 23+ ) DA vR—F

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> profanity
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% 3-134 dictionaryconfig: 7493+ VDA vR—F #HEE)

Do you wish to specify a file for import? [N]> y

Enter the name of the file to import:

[1> profanity. txt

Enter the encoding to use for the imported file:
1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

(21>
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% 3-134 dictionaryconfig: 7493+ VDA vR—F #HEE)

84 entries imported successfully.
Currently configured content dictionaries:

1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
(1>

mail3.example.com> commit

T493F)DITYRAR—F

WDOFITIX, dictionaryconfig 2> R&EMMH LT, secret words 7 1 7
vaFU%&kTF AN 77 A/l secret_words_export.txt [TV AR—FLE
7

% 3-135 dictionaryconfig : T4 23+ VDI I AKR—F

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words
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% 3-135 dictionaryconfig: T4 92> 3FUDITH AR —F EHE)

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

(1> 1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export
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% 3-135 dictionaryconfig: T4 92> 3FUDITH AR —F EHE)
Enter a name for the exported file:

[1> secret words_export. txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':

- NEW - Create new entries in this dictionary.
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% 3-135 dictionaryconfig: T4 92> 3FUDITH AR —F EHE)
- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret_words_export.txt

exceptionconfig

'.E_Iullg

BA

exceptionconfig 2~ R% CLI CHHTAZ EICXD, RAAL VBN T—T
NEeER T ET, ZofITE, B A—/N T KL X ladmin@zzzaaazzz.com)
ZRAL BN T —TMZEBINL, AU —% [TAllow] IZEELET,

BRAE

a3y bh:Zoavr NEay MUYERKETT,

JIGREER . ZDa~v L N, TRXTCHO~Y Y T—F (OTAX, TL—F,
~vy) THEHTEET,

RNyFawrsF:Zoavy RNy FRAEZ Y R—-FLTHEEA,
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& 3-136 exceptionconfig

mail3.example.com> exceptionconfig

Choose the operation you want to perform:
- NEW - Create a new domain exception table entry

[1> new

Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:

[1> mail.partner.com

Any of the following passes:
- Q@[IP address]
Matches any email address with this IP address.
- @domain
Matches any email address with this domain.
- @.partial.domain
Matches any email address domain ending in this domain.
- user(@
Matches any email address beginning with user(@.

- user@domain
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% 3-136 exceptionconfig (&)

Matches entire email address.

Enter a domain, sub-domain, user, or email address for which you wish to

provide an exception:

[1> admin@zzzaaazzz.com

Choose a policy for this domain exception:

1. Allow
2. Reject
(11> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry

- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries

- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

(1>
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filters

&R

ERAE

%

Ay =V A T g v ERELET,

a3y bh:ZoavrNEay MUYERKETT,
IIGREER . —pav L NI~vdy E— R TCORMEHATEET,
NyF awyR: Zoavwy FERAyFEAzYHR—-FLTWEEA,

ZOFITIE, filter AV Y FEMML T3 DO LT 4 L Z ZAERR L ET,
o RWIDT 4 NVZ DATIIL, big messages TJ, Z iU body-size L —/L%&
BHALT, I0OMB XYV KREVWAYE—VE FrYy T LET,

¢ 2B/DDT 4 VZ DARINL, no mp3s TT, AT attachment-filename
N—EFEH LT, .mp3 77 A NVIRET B WIERMA 7 7 AV EET A v
-V Fuy P LET,

e 3F/BDHDT 4 NVH DLAHIIL, mailfrompm T, ZIUX mail-from /L—/L %
il L C. postmaster@example.com 25D A — /L% T T,
administrator@example.com D7 T A ' K —R Yy ab—z=/ERLET,

filter -> list ¥ 7 a~r FEFEHAL, 74 VXDV A MERRLT, 74V

EWNT 7T 47 TENTHDZ EEMHERLET, KIZ, move 7 a~<r REff

HALT, BMERBEOT7 A NVZOMEEANEZET, KEIZ, EEEZHEELT

TANBERDILET,

& 3-137 filters

mail3.example.com> filters

Choose the operation you want to perform:
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% 3-137 filters (#Z)
- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
big messages:
if (body-size >= 10M) {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
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= 3-137 filters (%)
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop () ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
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& 3-137 filters (& Z)

- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@example.com") ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.
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& 3-137 filters (& Z)

[1> list

policyconfig

H- 2]

ERAE

Bl

ZEERMELITEEEN—AORY O —2RELET,

aIybh:Zoa<wr REay MEERKETT,

ISRBER . ZDavy NI, TRRTOYY Y E—F (UFF9RE, TLr—7F,
~vy) CEMTEET,

NyF avw /R Zoavy FigRyFEXLZSR—FLTWERA,

ZOFITIX, policyconfig -> edit ->antispam V7 a~r R&EEH LT, 7
7 4V h DFEIF A=)V B Y 2 —0 IronPort Anti-Spam #EEZMWEL ET, (Zh
ERILREREFA =N EXa2 VT 4 v X =V X O GULIZHLH Y 7).,

o FT. ARLELELTHHHESNTZA v —VIET7 — 0 A 7 DREGD BRI
Sh, FryZshEd,

o ARLDFFVRHEA vy E—VIET — A TRBERVET, DX
A vt —UNE, quarantine.example.com & W) P — N2 A R F—LE R
7z TronPort A/SAFREEIC B EE INFE T, BAHITOXRBICT A b
[quarantined: possible spam] PVMEBMEIHI, ZOXHIREDLLWVWA vE—
Ui X-quarantined: true EWI R~y X —NEBEMENES, Z0
PFUATIE, FHERBLO= Y Fa—F 3R TRV LE D 1 EmR T
T, BHERMLEBEIISLTEDODLWDANRLAD LEVWVEEZHETE £,

o REhp~—brT 407 Ave—Uik, HLITORBEIZTFA b
[MARKETING] 23BN S 72 IREECHRUE SN E T,
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RBIC, EEREZMELET,

GE) BEA—NLAKIYT—TDLP RNV ¥ —%AF—TNTT 5O T,
# 3-144 (P3-414) 2L TLZ &0,

% 3-138 policyconfig : 774 JL F® Anti-Spam REDESE

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming
2. Outgoing

(11> 1

Incoming Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy

- PRINT - Print all policies
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% 3-138 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)

- FILTERS - Edit content filters

[1> edit
Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
1. DEFAULT IronPort McAfee Off Enabled

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy
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% 3-138 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)
- ANTIVIRUS - Modify Anti-Virus policy
- VOF - Modify Virus Outbreak Filters policy

[1> antispam

Choose the operation you want to perform:
- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy (Disables all policy-related
actions)

[1> edit
Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will
be

identified as suspected spam. You can set the IronPort Anti-Spam
Suspected Spam Threshold below.

The following configuration options apply to messages POSITIVELY
identified as spam:

What score would you like to set for the IronPort Anti-Spam spam
threshold?

[90]> 90

1. DELIVER
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% 3-138 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)
2. DROP
3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?

[50]1> 50

The following configuration options apply to messages identified as
SUSPECTED spam:

1. DELIVER
2. DROP
3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

(11> 4
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% 3-138 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)

Do you want to archive messages identified as SUSPECTED spam? [N]> y

1. PREPEND
2. APPEND
3. NONE

Do you want to add text to the subject of messages identified as
SUSPECTED spam?

[1]1> 1

What text do you want to prepend to the subject?

[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED
spam? [N]> y

Enter the name of the header:

[1> X-quarantined

Enter the text for the content of the header:

[1> true
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% 3-138 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)

Marketing email is normally legitimate email but sometimes undesirable.
Do you want to enable special treatment of marketing messages? [N]> y

The following configuration options apply to messages identified as
marketing messages:

1. DELIVER
2. DROP
3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as marketing messages?

[1]1> 1

Do you want to archive messages identified as marketing messages? [N]>

1. PREPEND
2. APPEND
3. NONE

Do you want to add text to the subject of messages identified as
marketing messages?

[1]1> 1

What text do you want to prepend to the subject?

[ [MARKETING] ]> [MARKETING]
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% 3-138 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)

Do you want marketing messages sent to an external quarantine or
alternate destination host? [N]> n

Do you want to add a custom header to messages identified as marketing

messages? [N]> n

Do you want marketing messages sent to an alternate envelope recipient?
[N]> n

Anti-Spam configuration complete
Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original
message.

Marketing-Messages: IronPort - Deliver, Prepend "[MARKETING]" to Subject
Anti-Virus: McAfee - Scan and Clean
Content Filters: Off (No content filters have been created)

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:
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% 3-138 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy

[r>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter:

DEFAULT IronPort McAfee Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
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% 3-138 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)

[1> configured anti-spam for Incoming Default Policy

Changes committed: Tue Nov 17 22:00:35 2009 GMT

WIZ, new 7 a<r FEEHALT, Rty v=7Y 7o —% %%t
HELT2O00H LWRY —2BML, TNTNICALRIEFA—NL X2
V7r 4 REEEELEYT, CLI T, NUv—%ERkT3L T 740 M EX

BRDOBRECTHETEET,

FT MEETF—2ORY —ZAE L, KV B LV Anti-Spam RE L HEE L F
ﬁ—o

& 3-139 policyconfig : lRFEF—LDKRY o—DIER

Incoming Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new
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% 3-139 policyconfig : RFEF—LDRY >—DER (FE)
Enter the name for this policy:

[1> sales_team

Begin entering policy members. The following types of entries are
allowed:

Username entries such as joe@, domain entries such as @example.com,
sub-domain

entries such as @.example.com, LDAP group memberships such as
ldap (Engineers)

Enter a member for this policy:

[1> ldap(sales)

Please select an LDAP group query:
1. PublicLDAP.ldapgroup

(11> 1

Is this entry a recipient or a sender?
1. Recipient
2. Sender

[1]1> 1

Add another member? [Y]> n
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% 3-139 policyconfig : RFEF—LDRY >—DER (FE)

Would you like to enable Anti-Spam support? [Y]> y

Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will
be

identified as suspected spam. You can set the IronPort Anti-Spam
Suspected Spam Threshold below.

The following configuration options apply to messages POSITIVELY
identified as spam:

What score would you like to set for the IronPort Anti-Spam spam
threshold?

[90]> 90

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2
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% 3-139 policyconfig : RFEF—LDRY >—DER (FE)

Do you want to archive messages identified as spam? [N]> n

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam

threshold?

[50]1> 50

The following configuration options apply to messages identified as
SUSPECTED

spam:
1. DELIVER
2. DROP

3. BOUNCE

4., IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> n
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% 3-139 policyconfig : RFEF—LDRY >—DER (FE)
1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as
SUSPECTED

spam?

[1]1> 3

Do you want to add a custom header to messages identified as SUSPECTED
spam? [N]> n

Marketing email is normally legitimate email but sometimes undesirable.
Do you

want to enable special treatment of marketing messages? [N]> n

Anti-Spam configuration complete

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Virus Outbreak Filters for this policy? [Y]> y
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% 3-139 policyconfig : RFEF—LDRY >—DER (FE)

Use the policy table default? [Y]> y

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter:
sales_team IronPort Default Default
DEFAULT IronPort McAfee Off

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>
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riz, oo =7V 7 F=h B ANODETFA—NZIEE) OKRD —2EK
L. .dwg 77 ANVETAIVREYET 4V H AX ¥ ORIV ELET,

% 3-140 policyconfig : TV =7 V5 F—LOK) >—DER

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
sales team IronPort Default Default Default
DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:

[1> engineering
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% 3-140 policyconfig: T V=7 vJ F—LDORY >—DER #HEE)

Begin entering policy members. The following types of entries are allowed:

Username entries such as joe@, domain entries such as (@example.com,

sub-domain entries such as @.example.com, LDAP group memberships such as

ldap (Engineers)

Enter a member for this policy:

[1> bob@example.com

Is this entry a recipient or a sender?
1. Recipient
2. Sender

[1]1> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> fred@example.com

Is this entry a recipient or a sender?
1. Recipient
2. Sender

(11> 1
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% 3-140 policyconfig: T V=7 vJ F—LDORY >—DER #HEE)

Add another member? [Y]> y

Enter a member for this policy:

[1> joe@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y
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% 3-140 policyconfig: T V=7 vJ F—LDORY >—DER #HEE)

Would you like to enable Virus Outbreak Filters for this policy? [Y]> y

Use the policy table default? [Y]> n

Would you like to modify the list of file extensions that bypass

Virus Outbreak Filters? [N]> y

Choose the operation you want to perform:
- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions
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% 3-140 policyconfig: T V=7 vJ F—LDORY >—DER #HEE)

[1> print

The following file extensions will bypass Virus Outbreak Filter processing:

dwg

Choose the operation you want to perform:

- NEW - Add a file extension

DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

(1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales team IronPort Default Default Default
engineering Default Default Default Enabled
DEFAULT IronPort McAfee Off Enabled
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£ 3-140 policyconfig: T V=7 vJ F—LDORY >—DER #HEE)
Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

Wiz, [ %[5 A — AR Y > — (Incoming Mail Overview policy) | 7—7 /v
THAT 2 320 LV ar Ty 7o VB EFERLET,

CLI TIiX. policyconfig 22 KD filters 7 a<w> RiE [ZEarT Y
7 4 /v% (Incoming Content Filters) ] GUI ~— &R UgREAFrH £, CLI
Tarr vy T4 BT A L XITE, save WP o= REFEHL T «
VB ERIFE L, policyconfig A~ RIZEDMLENRH Y 7,

F 9, scan _for confidential 27T Y 7 4 VHEERRK L ET,
= 3-141 policyconfig : scan_for_confidential 2> 7> 7 14 JL4 DR

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
sales team IronPort Default Default Default
engineering Default Default Default Enabled
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= 3-141 policyconfig : scan_for_confidential 2 >7>Y 7 1 L4 OERK

DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:

- NEW - Create a new filter

[1> new

Enter a name for this filter:
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= 3-141 policyconfig : scan_for_confidential 2 >7>Y 7 1 L4 OERK

[1> scan_for_ confidential

Enter a description or comment for this filter (optional):

[1> scan all incoming mail for the string 'confidential'

Filter Name: scan_ for confidential

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add
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= 3-141 policyconfig : scan_for_confidential 2 >7>Y 7 1 L4 OERK

1. Condition
2. Action

[1]1> 1

1. Message Body Contains

2. Only Body Contains (Attachments are not scanned)
3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Envelope Recipient Address

13. Envelope Recipient in LDAP Group
14. Envelope Sender Address

15. Envelope Sender in LDAP Group

16. Reputation Score
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= 3-141 policyconfig : scan_for_confidential 2 >7>Y 7 1 L4 OERK
17. Remote IP

18. DKIM authentication result

19. SPF verification result

[1]1> 1

Enter regular expression or smart identifier to search message contents
for:

[1> confidential

Threshold required for match:

[11> 1

Filter Name: scan_for confidential
Conditions:

body-contains ("confidential", 1)
Actions:

No actions defined yet.

Description:
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= 3-141 policyconfig : scan_for_confidential 2 >7>Y 7 1 L4 OERK

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1. Condition

2. Action
[1]1> 2
1. Bcc
2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface
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= 3-141 policyconfig : scan_for_confidential 2 >7>Y 7 1 L4 OERK

9.

Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Virus Outbreak Filters check

[11> 1

Enter the email address(es) to send the Bcc message to:

[1>

hr@example.com

Do you want to edit the subject line used on the Bcc message? [N]> y
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= 3-141 policyconfig : scan_for_confidential 2 >7>Y 7 1 L4 OERK

Enter the subject to use:

[$Subject]> [message matched confidential filter]

Do you want to edit the return path of the Bcc message? [N]> n

Filter Name: scan_ for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bce ("hr@example.com", "[message matched confidential filter]")

Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:

RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
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= 3-141 policyconfig : scan_for_confidential 2 >7>Y 7 1 L4 OERK

- SAVE - Save filter

[1> add

1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Send To System Quarantine
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= 3-141 policyconfig : scan_for_confidential 2 >7>Y 7 1 L4 OERK
15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Virus Outbreak Filters check

[11> 14

Filter Name: scan_for confidential

Conditions:

body-contains ("confidential", 1)

Actions:
bcec ("hr@example.com", " [message matched confidential filter]")
quarantine ("Policy")
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Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions
- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string
'confidential'

Choose the operation you want to perform:
- NEW - Create a new filter
- EDIT - Edit an existing filter

- DELETE - Delete a filter
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- PRINT - Print all filters

- RENAME - Rename a filter

(1>

o— R 3-142 12, RD 25D aLT oY 74 AV ZOEKTFEZ R LUET,
(CLI Tl o _Rue—REEB LR o R —FZEZEOEREPIEETE 20
ZLIZEBELTLIEEN),

#* 3-142 policyconfig: a>F >V 7 14JL42 no_mp3s & U ex_employee
DYERK

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> no_mp3s

Enter a description or comment for this filter (optional):

[1> strip all MP3 attachments
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Filter Name: no_mp3s

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

strip all MP3 attachments

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition

2. Action
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(11> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4., Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

W Cisco AsyncOS 8.0.1CLI Y7L YR 4 F




% 3-142 policyconfig : A>T Y 74 JL4 no_mp3s & U ex_employee
DIER  H#E)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Virus Outbreak Filters check

[11> 12

Enter the file type to strip:

[1> mp3

Do you want to enter specific text to use in place of any stripped
attachments?[N]> n

Filter Name: no mp3s

Conditions:

Always Run

Actions:

drop-attachments-by-filetype ("mp3")

Description:
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strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string
'confidential'

2. no mp3s: strip all MP3 attachments

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter
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DR (\E)

[1> new

Enter a name for this filter:

[1> ex_employee

Enter a description or comment for this filter

[1> bounce messages intended for Doug

Filter Name: ex employee

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

(optional) :
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- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action

[1> add

1. Condition
2. Action

[1]1> 1

1. Message Body Contains

2. Only Body Contains (Attachments are not scanned)
3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected
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12. Envelope Recipient Address

13. Envelope Recipient in LDAP Group
14. Envelope Sender Address

15. Envelope Sender in LDAP Group
16. Reputation Score

17. Remote IP

18. DKIM authentication result

19. SPF verification result

(11> 12

Enter regular expression to search Recipient address for:

[1> doug

Filter Name: ex employee
Conditions:

rcpt-to == "doug"
Actions:

No actions defined yet.
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Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description

- ADD - Add condition or action

DELETE - Delete condition or action

[1> add

1. Condition

2. Action
[1]1> 2
1. Bcc
2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header
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6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Virus Outbreak Filters check

(11> 2

Enter the email address(es) to send the notification to:
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[1> joeRexample.com

Do you want to edit the subject line used on the notification? [N]> y

Enter the subject to use:

[1> message bounced for ex-employee of example.com

Do you want to edit the return path of the notification? [N]> n

Do you want to include a copy of the original message as an attachment to
the

notification? [N]> y

Filter Name: ex employee
Conditions:

rcpt-to == "doug"
Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")
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Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description

- ADD - Add condition or action

DELETE - Delete condition or action

- SAVE - Save filter

[1> add

1. Condition

2. Action
(11> 2
1. Bcc
2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host
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5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Virus Outbreak Filters check

[1]> 18
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Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")

bounce ()

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

DELETE - Delete condition or action

- SAVE - Save filter

[1> save
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Defined filters:

1. scan for confidential: scan all incoming mail for the string
'confidential'

2. no mp3s: strip all MP3 attachments

3. ex employee: bounce messages intended for Doug

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

(1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
sales team IronPort Default Default Default
engineering Default Default Default Enabled
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DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

a— KBl 3-143 12, ) —ERY) —% A F—TNZLT—HDORY v —D =
VTV T A NE R T EA R —TNCTHHEE R LET,

* 3-143 policyconfig 0 HEDRY ¥—ICWTBa>TUY T4 ILEADA F—
JILiE

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales team IronPort Default Default Default
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engineering Default Default Default Enabled

DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
1. sales team IronPort Default Default Default
2. engineering Default Default Default Enabled
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3. DEFAULT IronPort McAfee Off Enabled

Enter the name or number of the entry you wish to edit:

[1>3

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original
message.

Marketing-Messages: IronPort - Deliver, Prepend "[MARKETING]" to Subject

Anti-Virus: McAfee - Scan and Clean

Content Filters: Off

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy

- FILTERS - Modify filters

[1> filters
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Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for_confidential
2. no_mp3s

3. ex employee

Enter the filter to toggle on/off, or press enter to finish:

[1>1

1. Active scan_for_ confidential

2. no_mp3s

3. ex employee

Enter the filter to toggle on/off, or press enter to finish:

[1> 2

1. Active scan_for_ confidential

2. Active no_mp3s
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3. ex employee

Enter the filter to toggle on/off, or press enter to finish:

(1> 3

1. Active scan_for confidential

2. Active no mp3s

3. Active ex employee

Enter the filter to toggle on/off, or press enter to finish:

[1>

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original
message.

Marketing-Messages: IronPort - Deliver, Prepend " [MARKETING]" to Subject
Anti-Virus: McAfee - Scan and Clean

Content Filters: Enabled. Filters: scan for confidential, no mp3s,
ex employee

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:
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- ANTISPAM - Modify Anti-Spam policy

ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy

- FILTERS - Modify filters

(1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales team IronPort Default Default Default
engineering Default Default Default Enabled
DEFAULT IronPort McAfee Enabled Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
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- MOVE - Move the position of a policy
- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
1. sales team IronPort Default Default Default
2. engineering Default Default Default Enabled
3. DEFAULT IronPort McAfee Enabled Enabled

Enter the name or number of the entry you wish to edit:

[1> 2

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Content Filters: Default
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Virus Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy (Disables all policy-related
actions)

- ENABLE - Enable Content Filters policy

[1> enable
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Enter the

[1>1

1. Active

Enter the

[1> 3

1. Active

2.
3. Active
Enter the

(1>

policyconfig 0 HEDRY —IRTHIAVTUY T4 LEDS F—
T &%)

scan_for confidential
no_mp3s
ex employee

filter to toggle on/off, or press enter to finish:

scan_for confidential
no_mp3s
ex employee

filter to toggle on/off, or press enter to finish:

scan_for confidential
no_mp3s
ex employee

filter to toggle on/off, or press enter to finish:

Policy Summaries:

Cisco AsyncOS 8.01CLIYZ7LYR i1 F




*® 3-143 policyconfig 0 HEDRY >—IZ@TBa>ToY FZ1LE20DL R—
T &%)

Anti-Spam: Default
Anti-Virus: Default
Content Filters: Enabled. Filters: scan for confidential, ex employee

Virus Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- FILTERS - Modify filters

(1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales team IronPort Default Default Default
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engineering Default Default Enabled Enabled

DEFAULT IronPort McAfee Enabled Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>

ZOCLICE, e DRy —iZHLnary Ty 7 0 v F &8t 261
HYFEHA, filters 7 a~< 2 RTIL, policyconfig I~ KD 1 DO 7
I a I RTOALT Y TANZEERT L LR ET, 20
7=, ZOFTIX drop_large attachments DIBEBMEEM L TWET,
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mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming
2. Outgoing

(11> 2

Outgoing Mail Policy Configuration
Name: Anti-Spam: Anti-Virus: Content Filter: VOF: DLP:

DEFAULT Off Off Off Off Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
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Name: Anti-Spam: Anti-Virus: Content Filter: VOF: DLP:
1. DEFAULT Off Off Off Off Off

Enter the name or number of the entry you wish to edit:

(1> 1

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Content Filters: Off (No content filters have been created)

Virus Outbreak Filters: Off

DLP: Off

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
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- DLP - Modify DLP policy

(1> dlp

Choose the operation you want to perform:

- ENABLE - Enable DLP policy

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files
3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:

(1> 1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:

[1> 2

1. Active California AB-1298
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2. Active Suspicious Transmission - Zip Files
3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:

(1> 3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:

(1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Content Filters: Off (No content filters have been created)

Virus Outbreak Filters: Off

DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip

Files, Restricted Files

Choose the operation you want to perform:
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- ANTISPAM - Modify Anti-Spam policy

ANTIVIRUS - Modify Anti-Virus policy
- VOF - Modify Virus Outbreak Filters policy
- DLP - Modify DLP policy

[1>

quarantineconfig

'.E-IDII:I

BA

VAT LADORBEERE LET,

ERAE
a3y bh:Z0avrFEaIy MUMERKETT,
PSRFEBE . Cpavy FiE<wvy T— RTCoOAFEHTEET,
NRyFawryR: Zoavry RNy FERXZYFR—F L TWERTA,
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mail3.example.com> quarantineconfig

Currently configured quarantines:

# Quarantine Name Size (MB)
1 Outbreak 3,072
2 Policy 1,024
3 Virus 2,048

2,048 MB available for quarantine

% full Messages Retention

0.0 1 12h
0.1 497 10d
empty 0 30d
allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

DELETE - Remove a quarantine.

- VOFMANAGE - Manage the Virus Outbreak Filters quarantine.

[1> new

Please enter the name for this quarantine:

[1> HRQuarantine
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Please enter the maximum size for this quarantine in MB:

[1> 1024

Retention period for this quarantine. (Use 'd' for days or 'h' for
hours.):

[1> 15 d

1. Delete

2. Release

Enter default action for quarantine:

[1]1> 2

Do you want to modify the subject of messages that are released

because "HRQuarantine" becomes full? [N]>

Do you want to give any users in the Operators/Guests

groups access to this quarantine? [N]> y

No users in the Operators/Guests groups have access to "HRQuarantine"

Choose the operation you want to perform:

- NEW - Add a new user.
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[1> new

1. hrquar

Select a user name or number

(1> 1

Users in the Operators/Guests groups with access to "HRQuarantine":

1. hrquar

Choose the operation you want to perform:

- DELETE - Delete a user.

[1>

Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 HRQuarantine 1,024 N/A N/A 15d Release
2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 30d Delete
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(N/A: Quarantine contents is not available at this time.)

1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- VOFMANAGE - Manage the Virus Outbreak Filters quarantine.
(1>

mail3.example.com> commit

a—45 & bmbk

1~%@£MK%#5%%K[yJinmeJ&K25& o —E BB
B, 2=V VXA NEEHTEET, Zhicky, REEREICET A th0E

R 2 72 < THFRBEC S L Tl D 2 — %%‘Ebuit HHIBRCcE Ed, =—V
FEEI va ryhrbHTREEORELXFITT 211X, Zo7 vy 7~ ([[») T

Enter Z# L £,

(G¥) VAT A LRI AN a—FFEEIFANL—F a—FREREN TV A BEA T
22— W ADREEHT DT 7 ZADMNEETNERENET,

WEEED = —4F U 2 MZix, Operators 7 /L —7 £ 721X Guests 7V —FIZET 5
a—PEFAEENET, Administrators 7 b—FHNO 22—V X, FIZKREE
LTI R_RTOT 7 v AMERERELET, =2—F VX MEEFHTHE XX, T
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Bl

ERAE

Bl

RCOFRL—HF [ F AR 2—=PRTTIRHEDO 22— U A MIEENL TV 5
A NEW o~ RIEfEAARTE 20 £9, RIS, HIBROXSR LD 2 —PR
F1E L7724 . DELETE 2v > RIZEHARTT & 720 3,

W77 A4NDAFY Yy R —2RELET,

a3y bh:ZDavr REaly MEERKETT,

JSRBER . ZDavy NE, TRTOYY Y E—F (VF9RE, Tr—7F,
~vy) CEMHTEET,

RNRyFawrR: Zoavy RNy FEXZYFR—FLTWET,

ZDOBITIHX, scanconfig I RTUFDONRT A—HEHZELET,

video/*, audio/*, image/* ® MIME # A T IIAF v 7 EINET (27T
VIIAFZ Y U ENEEA),

FARENTE (RN T—hIATENT7 7400, &K 10 L)L ET
AX vy rENET, (F7FHNMEL5 LUV,

AXx U EINDEM T 7 ANDERRYA XL, 25MB TF, T LYK
W7 7 AT TRTCARyTEINET, (F 74/ ML 5MB),

REXa2 A MDOAXT—ZNAFXFy ENET,
W77 ANDAXT XY DX A LT T M, 180 IZHRESNET,

AXx VEINZMDoTL U T 7 A NVIE, BN — A —H L7enwE R X
NET, (F741 FOEIE),

T =2 TFARDORILL MIME % A 7 ® plain/text F 7213 plain/html
ST HHE SN TWRWIEEIE, ASCIL = a— R3MfER I E T,
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(i¥) [assume the attachment matches the search pattern]%erJLCEQﬁ§@‘é<E\
AXYTERVAYE—=VEFA vy E—Y T 4T =T L5 T true &
ENET, ZhCEY, T427va V& LARVA v E—VORMRE, T
BHOBMENRRET DI LRDHVES, ZOXS@A -V, arT7r YR
ELLAFy Y TERVEVS B TREE SN TWE Lz, ZOREIX RSA
Email DLP A% v I3 S EH A,

& 3-146 Scan Config : 2% v VEIEDERTE

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.
Choose one:

(21> 2
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& 3-146 Scan Config : ¥ v VEIMEDRE (FE)

Enter the maximum depth of attachment recursion to scan:

[5]1> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> y

Enter the attachment scanning timeout (in seconds) :

[30]> 180

If a message has attachments that were not scanned for any reason (e.g.

because of size, depth limits, or scanning timeout), assume the
attachment matches the search pattern? [N]> n

If a message could not be deconstructed into its component parts in order
to remove specified attachments, the system should:

1. Deliver
2. Bounce

3. Drop
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& 3-146 Scan Config : ¥ v VEIMEDRE (FE)

[11>

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.
1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)

6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[1]1> 1

Scan behavior changed.
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& 3-146 Scan Config : ¥ v VEIMEDRE (FE)

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:
- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print
1. Fingerprint Image

2. Fingerprint Media

3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*
>
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stripheaders
BT
HIfRT 2 A v =Y Ao =DV XA M2 EHELET,

ERAE

pam §

/14

vyh:Zoa<wr FiEIay MEERSKLIETT,

PIGREEHE . Zpavy NI, T RTOY Y T—F (53R, T A—F,
v y) THEHTEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

%

& 3-147 stripheaders

mail3.example.com> stripheaders

Not currently stripping any headers.

Choose the operation you want to perform:
- SETUP - Set message headers to remove.

[1> setup

Enter the list of headers you wish to strip from the messages before they
are delivered. Separate multiple headers with commas.

[1> Delivered-To
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textconfig

H- 2]

ERAE

£ 3-147 stripheaders (&)

Currently stripping headers: Delivered-To

Choose the operation you want to perform:
- SETUP - Set message headers to remove.

[1>

mail3.example.com>

DLP. Nu A WS b@MmaE&End, 7oFIANA T T7—hF T 7 L— b,
Ay —VHRBEHREE, BT T L= REDOTXFAN VY —RERELET,

a3y bh:ZDavrNEaly MEENRKETT,

JSRBER . ZDavy NE, TRRTOYY Y E—F (VF9RE, TLr—F,
~vy) THHATEET,

RNRyFawryR: Zoavy RNy FERXZYVFR—F L TWERT A,
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&

textconfig -> NEW ZfHH L TCT ¥ A K U Y —R&E{ER L,
delete ZHHLTT XA K VY —REHIBRLET,

# 3-148 textconfig : ¥R kb UYV—XDERL

mail3.example.com> textconfig

Choose the operation you want to perform:
- NEW - Create a new text resource.
- IMPORT - Import a text resource from a file.

[1> new

What kind of text resource would you like to create?
1. Anti-Virus Container Template
2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template

5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notification Template

[1]1> 5

textconfig >
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& 3-148 textconfig : 7¥X b U Y—RDER #&EE)
Please create a name for the message disclaimer:

[1> disclaimer 1

Enter the encoding for the message disclaimer:
1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11>

Enter or paste the message disclaimer here. Enter '.' on a blank line to
end.
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& 3-148 textconfig : 7¥X b U Y—RDER #&EE)

This message was sent from an IronPort(tm) Email Security appliance.

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:

[1>1

Message disclaimer "disclaimer 1" has been deleted.
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& 3-148 textconfig : 7¥X b U Y—RDER #&EE)

Choose the operation you want to perform:
- NEW - Create a new text resource.
- IMPORT - Import a text resource from a file.
[r>
textconfig -> EDIT #WH L CHEFEDTHF AN VYV —RELEF L £+, =
I—REEFELEY, BRLETHFARN VY —ADOTXFRA MA@ LY T
£7
TERAM JY—RDA viR—Fk

THRANT7ANETHFAL UY—RLLTA AR — FTDITIL, textconfig
-> 1MPORT ZffEH L ET, A VA= T DHT7FAL T7ANVIE, TTITAT A
Lo configuration 7 4 V7 MV ICHFETZMLERH Y 3,

& 3-149 textconfig : T¥RA b UY—RELTDTFFR M T7MLDA VR—
k

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

Choose the operation you want to perform:
- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
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x 3-149 textconfig : TXRXA b UY—RELTDFXR M 74 LDA VR—
b EE)

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.
- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> import

What kind of text resource would you like to create?
1. Anti-Virus Container Template

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notification Template

[1]> 8

Please create a name for the notification template:

[1> strip.mp3files
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x 3-149 textconfig : TXRXA b UY—RELTDFXR M 74 LDA VR—
b EE)

Enter the name of the file to import:

[1> strip.mp3.txt

Enter the encoding to use for the imported file:
1. US-ASCII
[ list of encodings ]

[11>

Notification template "strip.mp3files" created.

Current Text Resources:

1. disclaimer.2.message (Message Disclaimer)

2. strip.mp3files (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

Cisco AsyncOS 8.0.1CLI Y7L YR HA F




x 3-149 textconfig : TXRXA b UY—RELTDFXR M 74 LDA VR—
b EE)

- EDIT - Modify a resource.
- DELETE - Remove a resource from the system.

- LIST - List configured resources.

(>

THERARJVY—RDITYRHKR—F

THRAN VY —=AZT XA T7A L LTI AR— T 5T,
textconfig -> EXPORT ZEH LET, 7F AN 77 A NME, T7I7A4T7 A L
@ configuration 7 ¢ L7 M VITHER SN E T,

% 3-150 textconfig : 7T¥RA bk UY—RDTFFRA L F7MIADITYHY RK—F

mail3.example.com> textconfig

Current Text Resources:
1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.
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= 3-150 textconfig : T¥X b UY—RDTHRAF F7L4NLADIT Y AKR—
(=)

- EDIT - Modify a resource.
- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[]> export

Please enter the name or number of the resource to export:

(1> 2

Enter the name of the file to export:

[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:
1. US-ASCII
[ list of encoding types ]

[11>

File written on machine "mail3.example.com" using us-ascii encoding.

Current Text Resources:

1. footer.2.message (Message Footer)
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= 3-150 textconfig : T¥X b UY—RDTHRAF F7L4NLADIT Y AKR—
(=)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1>

AxX>J&E75—F
ZIZTCHEL. RO CLI 2~y RIZHOWTHE L £,
e alertconfig
e grep
* logconfig
* rollovernow
e snmpconfig

e tail
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alertconfig

&R

ERAE

BIA—NTIT—bERELET,

a3y bh:ZoavrNEay MUYERKETT,

PIGREEHE . Zpavy NI, T RTOY Y T—F (53R, T A—F,
v y) THEHTEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

CLIICEBA#H LW S—FELUVT5— FREBDERK

ZoFITIE, HLWT T — h%1E%F (alertadmin@example.com) Z{EfL L. &
KREE Critical T D, VAT AL, N—FRu=T7, BT 4 L7 b n—~X
FMEBEDT T —  NEaZITMAHEOICRELET, BEELET I7— b2 ETLE
TORE % 360 ICERE L, BT A—/VD From: 7 FL A%
Alerts@example.com {23 E L £,

& 3-151 alertconfig : FILW7Z S5 —FEKUT75— FREBDIER

mail3.example.com> alertconfig
Sending alerts to:
joelexample.com

Class: All - Severities: All

Seconds to wait before sending a duplicate alert (seconds): 300
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% 3-151 alertconfig : FILW7 5— rB&UT75— FREFOER E&SE)

Alerts will be sent using the system-default From Address.

IronPort AutoSupport: Enabled

You will receive a copy of the weekly AutoSupport reports.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> new

Please enter a new email address to send alerts.
(Ex: "administrator@example.com")

[1> alertadmin@example.com

Choose the Alert Classes. Separate multiple choices with commas.
1. All
2. System
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% 3-151 alertconfig : FILW7 5— rB&UT75— FREFOER E&SE)
3. Hardware

4. Virus Outbreak Filters

5. Anti-Virus

6. Anti-Spam

7. Directory Harvest Attack Prevention

[11> 2,3,7

Select a Severity Level. Separate multiple choices with commas.
1. All

2. Critical

3. Warning

4. Information

[1]1> 2

Sending alerts to:
joe@example.com
Class: All - Severities: All
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical
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% 3-151 alertconfig : FILW7 5— rB&UT75— FREFOER E&SE)

Seconds to wait before sending a duplicate alert (seconds): 300

Alerts will be sent using the system-default From Address.

IronPort AutoSupport: Enabled

You will receive a copy of the weekly AutoSupport reports.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> setup

Seconds to wait before sending a duplicate alert (seconds):

[300]> 360

Would you like to enable IronPort AutoSupport, which automatically emails
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% 3-151 alertconfig : FILW7 5— rB&UT75— FREFOER E&SE)

system alerts and weekly status reports directly to IronPort Customer
Care?

(Enabling AutoSupport is recommended.) [Y]>

Would you like to receive a copy of the weekly AutoSupport reports? [Y]>

Sending alerts to:
joelexample.com
Class: All - Severities: All
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical

Seconds to wait before sending a duplicate alert (seconds): 360

Alerts will be sent using the system-default From Address.

IronPort AutoSupport: Enabled

You will receive a copy of the weekly AutoSupport reports.
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% 3-151 alertconfig : FILW7 5— rB&UT75— FREFOER E&SE)
Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> from

Alerts will be sent using the system-default From Address.

Choose the operation you want to perform:
- EDIT - Edit the From Address.

[1> edit

Please enter the From Address to use for alerts.

[1> Alerts@example.com

Sending alerts to:
joelexample.com

Class: All - Severities: All
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% 3-151 alertconfig : FILW7 5— rB&UT75— FREFOER E&SE)
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical

Seconds to wait before sending a duplicate alert (seconds): 360

Alerts will be sent using this configured From Address:
Alerts@example.com

IronPort AutoSupport: Enabled

You will receive a copy of the weekly AutoSupport reports.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1>
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% 3-151 alertconfig : FILW7 5— rB&UT75— FREFOER E&SE)

mail3.example.com>

grep

'.E-IDII:I

BA
0s 77 ANNDOTHFANERRKRLET,

ERAE
Ay h: ZOavr NicaIy MMEFIARETY,

JSAREE  Zpavy NiEvyy E— RTOREHATEET, &6l2, =
Da<wr REu /Ay RA N (—=¥Ral A Lizvyy) TORFEHTE
9, ZOavry REefHTHI2E3, n—INV T A4V AT AT 7 EBAT
XHMENRHY T,

RNRyF aeryR: Zoavy RNy FEXRZYFR—F L TWERT A,

grep AX Y FEMHMT DL, m Z7NOLFINEZHBMETEET, grep A F%
FATTH L EITIE, ROWILEEMLET,

grep [-C count] [-e regex] [-i] [-p] [-t] [regex] log name

GE) FERZIETICIE, -e regex F7203 regex ZANTHLERH Y 97,
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grep Ol

grep AV Y FEFTTDH L EITIE, ROF Ty a v &2ffHLET,

% 3-152 grep ATV EOAFay

FI7vav A

-C Roinolz grep "NF— DA THRXL
ZARTEAOATZR R LET, T
THEANNLET,

-e ERKRHEZATLET,

-1 RILF LN LF- OB 2B L £,

-p HNCh_—T 2Bl £,

-t grep A~V Fans 77 A VORRBET
FITLET,

regex ERERAEZANLES,

I, TorFuANA a7 ORTILFH| Iclean) E72i% Tviral) 2% 56
ERLULET, 20 grep 2 v RiZidregex BRENDEENTNET,

grep: BY 774 LADTFR FDOEE

& 3-153

mail3.example.

Fri Jun 9
Fri Jun 9
Fri Jun 9
Fri Jun 9
Fri Jun 9
Fri Jun 9
Fri Jun 9

21

21

22

22

22

22

22

com>

:50

:53

:47

:47

:47

:47

:47

125

:15

:41

$41

:41

:41

:42

grep

2006

2006

2006

2006

2006

2006

2006

"CLEAN\\ |VIRAL" antivirus

Info:

Info:

Info:

Info:

Info:

Info:

Info:

sophos antivirus - MID 1 - Result 'CLEAN'

sophos antivirus - MID 2 - Result 'CLEAN'

sophos antivirus - MID 3 - Result 'CLEAN'

sophos antivirus - MID 4 - Result 'CLEAN'

sophos antivirus - MID 5 - Result 'CLEAN'

sophos antivirus - MID 6 - Result 'CLEAN'

sophos antivirus - MID 12 - Result 'CLEAN'
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& 3-153

Fri

Fri

Fri

Fri

Fri

Fri

Jun

Jun

Jun

Jun

Jun

Jun

9

22

22

22

22

22

22

grep

:53:04

:53:05

:53:06

:53:07

:53:08

:53:08

mail3.example.com>

logconfig

558

ERAE

0y 7y ANDT I AEBRELET,

a3y h:Zoavwr NEay MMERKETT,

107 J7MAVADTHXR FOBE (B]E)

2006

2006

2006

2006

2006

2006

Info:

Info:

Info:

Info:

Info:

Info:

sophos

sophos

sophos

sophos

sophos

sophos

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

MID

MID

MID

MID

MID

MID

18

16

19

21

20

22

Result

Result

Result

Result

Result

Result

'VIRAL'

'VIRAL'

'VIRAL'

'VIRAL'

'VIRAL'

'VIRAL'

PGREER . Z0a<wr NE, T_XTHOY v FT—F (0IF7RE, TLA—7F,
~vvy) CTHEATEET,

NRyF a<wr R Zoavy gy FEXLEST R — ML THWERA,
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FTP 7y a nd IR 1T a>nfl
YKUDWJVC‘W&\ logconfig A~ f‘%fﬁﬁﬁ LT, myDeliveryLogs &Wﬂiﬂé%ﬁb

WEEn 7R ELET, RIS, B R FIPICL > TV E—F RA MMTT v
VaINHEICEELET,

% 3-154 logconfig : H L WE{ER T DRE

mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
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% 3-154 logconfig : $iLLMEER T DEE #EE)

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:
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% 3-154 logconfig : $iLLMEER T DEE #EE)
1. IronPort Text Mail Logs

2. gmail Format Mail Logs

3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs

e}

System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 8

Please enter the name for the log:

[1> myDeliveryLogs

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push
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% 3-154 logconfig : $iLLMEER T DEE #EE)

3. SCP Push
4. Syslog Push

[1]> 2

Hostname to deliver the logs:

[1> yourhost.example.com

Username on the remote host:

[1> yourusername

Password for youruser:

[1> thepassword

Directory on remote host to place logs:

[1> /logs

Filename to use for log files:

[conversation.text]>

Maximum time to wait before transferring:
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% 3-154 logconfig : $iLLMEER T DEE #EE)

[3600]>

Maximum filesize before transferring:

[10485760]>

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "eug logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
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% 3-154 logconfig : $iLLMEER T DEE #EE)

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push -
Host

yourhost.example.com

16. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll

22. "system logs" Type: "System Logs" Retrieval: FTP Poll

23. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

24. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

SCP 7y anyd4IRyYYTLarnfhl

WOBITIE, 1ogconfig v REMMA LT, rogrush & IFIENDH LV ELE =
JHRBELET, 20or X, SCPICE->TIP 7 FLA2310.1.1.1 ® Y E— b
ARARMZ2Z—W logger ELTT v o2&, T4 LV7 bV /tmp KRS D
FIOCRELET, a FHIGHFIEN SCP 7' 2 ThDYE1E logeconfig 2
VR HEIRIZ ssheconfig I RNRFFRNHEIND Z EICHEE L TLLZEV,
(FRA N F—OFEMIZOWTIL, [TronPort AsyncOS Advanced User Guide] @
[Configuring Host Keys] #Z ML T 230, —% F—DFEMIT OV T,
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[IronPort AsyncOS User Guide] @ TManaging Secure Shell (SSH) Keys| # %
BLTLLZEW), Flo, FAMOT BT FTIEIP T FLAZEHTE E

D

% 3-155 logconfig : SCP I vy o) BEAT DR
mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "eugqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_ logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
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% 3-155 logconfig : SCP [Ty o) BEOJTDER (HE)

17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:
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% 3-155 logconfig : SCP [Ty o) BEOJTDER (HE)
1. IronPort Text Mail Logs

2. gmail Format Mail Logs

3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs

e}

System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[11> 3

Please enter the name for the log:

[1> LogPush

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push
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% 3-155 logconfig : SCP [Ty o) BEOJTDER (HE)
3. SCP Push

[1]1> 3

Hostname to deliver the logs:

[1>10.1.1.1

Port to connect to on the remote host:

[22]>

Username on the remote host:

[1> logger

Directory on remote host to place logs:

[1> /tmp

Filename to use for log files:

[delivery.log]l>

Maximum time to wait before transferring:

[3600]>
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% 3-155 logconfig : SCP [Ty o) BEOJTDER (HE)

Maximum filesize before transferring:

[10485760]>

Protocol:
1. SSH1
2. SSH2

[2]> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it
manually?

1. Automatically scan.

2. Enter manually.

(11> 1

SSH2:dsa
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% 3-155 logconfig : SCP [Ty o) BEOJTDER (HE)

10.1.1.1 ssh-dss==

Add the preceding host key(s) for 10.1.1.17 [Y]> y

Currently installed host keys:
1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607

2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIwWE. ..JRkhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display this machine's host keys.
[r>

Maximum filesize before transferring:
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% 3-155 logconfig : SCP [Ty o) BEOJTDER (HE)

[10485760]>

Protocol:
1. SSH1
2. SSH2

[2]> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.
- HOST - Display this machine's host keys.

[]1> scan

Choose the ssh protocol type:
1. SSHl:rsa
2. SSH2:rsa

3. SSH2:dsa
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% 3-155 logconfig : SCP [Ty o) BEOJTDER (HE)
4. all

[4]1> 4

SSHl:rsa

10.1.1.1 1024 35
1226064207644744411784740799620667532592786826489658706901294960654304244
6301345729479898062782982803379315222644869451431621827281445398693161250
8282328008815740072109975632356478532128816187806830746328234327778100131
1281766726662445111917837479658980008559470224846920794666977073739488715
54575173520565607

Syslog 7v>a R TRy YT a3 rnhl
WDFITIX, logeconfig 2 ¥ R&fif LT, MailLogsyslogPush & MEITILD
FLWEEe 2R ELET, 2o, UPD 2#EHLTIP 7 KL
10.1.1.2 ® Y E— b syslog —NZ [ A =)L) 772 VT 4 TTyvadh,
FIEDT 4 V7 FVICRIEIND KO ICHRELE T,

% 3-156 logconfig : SCP I Fy > 1) REAJ DIERL

mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
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% 3-156 logconfig : SCP [Ty o) BEOJTDER (HE)

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.
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% 3-156 logconfig : SCP [Ty o) BEOJTDER (HE)
- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:
IronPort Text Mail Logs
gmail Format Mail Logs
Delivery Logs

Bounce Logs

Status Logs

Domain Debug Logs
Injection Debug Logs
SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

O ~J o U WN

19. Scanning Logs

20. IronPort Spam Quarantine Logs

21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[11> 1
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% 3-156 logconfig : SCP [Ty o) BEOJTDER (HE)

Please enter the name for the log:

[1> MailLogSyslogPush

Log level:

1.

g w N

Critical
Warning
Information
Debug

Trace

[3]1> 2

Choose the method to retrieve the logs.

BSw N

FTP Poll
FTP Push
SCP Push
Syslog Push

[1]> 4

Hostname to deliver the logs:

[1]> 10.1.1.2

Which protocol do you want to use to transfer the log data?

1.

2.

UDP

TCP
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% 3-156 logconfig : SCP [Ty o) BEOJTDER (HE)

[1]1> 1

Which facility do you want the log data to be sent as?
auth
authpriv
console
daemon
ftp
localoO
locall
localz2

9. local3
10. locald
11. local5b
12. localé6
13. local?
14. mail

15. ntp

16. security
17. user
[14]> 14

O ~J o Ul b WD

Currently configured logs:

1. "MailLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval: Syslog
Push -

Host 10.1.1.2

rollovernow

Bl

oy Z7yANEa—)L F—N_"—L_FET,

ERAE

|\
J

Sy h:Zoavr Ry MEEIZIRECTT,
JIAZEE: 0wy NEv Yy £— FTOREATEET,
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Cisco AsyncOS 8.01CLIYZ7LYR i1 F




&

® 3-157 rollovernow

mail3.example.com> rollovernow

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll
14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

Cisco AsyncOS 8.0.1CLI Y7 LYR HA K




® 3-157 rollovernow (#%&)

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

(1> 2

Log files successfully rolled over.

mail3.example.com>

snmpconfig

H- 2]

SNMP & E L £,

ERAE

a3y bh:ZDavrNEIaly MEERKETT,
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JSREEE . Zavr NI, TRTOIr ET—F (52K, TLr—7,
~vy) THEHATEET,

RyFa<wVR: Zoavry RNy FERXZYFR—FLTWEREA,

%

WDOFITIX, snmpconfig 2~ R&EMFAH LT, "— bk 161 ® [PublicNet] 1 >
H—=T7xAATSNMP 24 X—TNMIZLTWET, N—=V a3 DA L—
AWATI SN, HERDTZDIZHANINTWET, VAT AE, A—=Varlp
FO2 ERAEZWITHEHIICHRESINTEY, ZhHoDNR—Yar 1 BIU2 »
HO GET ERIZK L TaIa=7 1 AMJ Y7 public PANINTWET,
N7 v % —% > b snmp-monitor.example.com MATTINTWET, HKEIZ.
VAT LOBFPET L WA LIERP AT I TVET,

% 3-158 snmpconfig

mail3.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.

1. Data 1 (192.168.1.1/24: buttercup.run)
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% 3-158 snmpconfig (=)

2. Data 2 (192.168.2.1/24: buttercup.run)

3. Management (192.168.44.44/24: buttercup.run)

[11>

Enter the SNMPv3 passphrase.

Please enter the SNMPv3 passphrase again to confirm.

Which port shall the SNMP daemon listen on?

[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.

[1> public

From which network shall SNMP V1/V2c requests be allowed?

[192.168.2.0/24]>

Enter the Trap target (IP address). Enter "None" to disable traps.

[None]> snmp-monitor.example.com

Cisco AsyncOS 8.01CLIYZ7LYR i1 F




% 3-158 snmpconfig (=)

Enterprise Trap Status

1. RAIDStatusChange Enabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Enabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]> y

Do you want to disable any of these traps? [Y]>

Enter number or numbers of traps to disable. Separate multiple numbers
with commas.

[1> 1,8

Enterprise Trap Status

1. RAIDStatusChange Disabled
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% 3-158 snmpconfig (%)

2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack
#31, position 2

Enter the System Contact string.

[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:
Listening on interface "Data 1" 192.168.2.1/24 port 161.
SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
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% 3-158 snmpconfig (%)

SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2

System Contact: Joe Administrator, x8888

mail3.example.com>

tail

'.E_Iullg

BA

a7 7y A VORHE S EEERICE R LET, taill 2w RIZiE, #7568
TOZEEIITESE /ST A—HF tail 9 £721F tail mail logs & LTHRET
HZEHLTEET,

BRAE

aly b Zoavr Ricay MEIARETT,

PSRFER . Zpavy NiEvwvy T— RTOLFEHTXET, 5, =
Da<wy REn A RA N (a—VRual A Lizvyy) TORMEMATE
FT, ZOoavr REEHATLIE, =LV T7 AN VAT AT VEAT
XDHMERHY FT,

NRyFas s R: Zoavwy RNy TFEXZSFR—FLTWEREA,
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& 3-159 tail

mail3.example.com> tail

Currently configured logs:

10.

11.
FTP

12.

13.

14.

15.

16.

17.

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type:

"asarchive" Type:

"Anti-Virus Logs" Retrieval: FTP Poll

"Anti-Spam Archive" Retrieval: FTP Poll

"authentication" Type: "Authentication Logs" Retrieval: FTP Poll

"avarchive" Type:

"Anti-Virus Archive" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"encryption" Type:

"error logs" Type:

"euq logs" Type:

"Encryption Logs" Retrieval: FTP Poll

"IronPort Text Mail Logs" Retrieval: FTP Poll

"IronPort Spam Quarantine Logs" Retrieval: FTP Poll

"euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:

Poll
"ftpd logs" Type:
"gui logs" Type:

"mail logs" Type:

"FTP Server Logs" Retrieval: FTP Poll

"HTTP Logs" Retrieval: FTP Poll

"IronPort Text Mail Logs" Retrieval: FTP Poll

"reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

"reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll

"scanning" Type:

"Scanning Logs" Retrieval: FTP Poll
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& 3-159 tail (&%)
18. "slbld logs" Type:
19. "sntpd logs" Type:
20. "status" Type:
21. "system logs" Type:
22. "trackerd logs" Type:

23. "updater_ logs" Type:

"Safe/Block Lists Logs" Retrieval:

"NTP logs" Retrieval:

"Status Logs" Retrieval:

"System Logs" Retrieval:

"Tracking Logs" Retrieval:

"Updater Logs" Retrieval:

FTP Poll

FTP Poll

FTP Poll

FTP Poll

FTP Poll

FTP Poll

Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

Sat May 15 12:25:10 2008 Info:
for Quarantine Delivery Host

Automated Update

Sat May 15 23:18:10

Sat May 15 23:18:10
Updated filter logs config
Sat May 15 23:46:06
Receiving suspended.

Sat May 15 23:46:06
Suspended receiving.

2008

Sat May 15 23:46:35
Receiving resumed.

2008

Sat May 15 23:46:35
Receiving resumed.

2008

Sat May 15 23:48:17 2008

2008 Info:

2008 Info:

2008 Info:

Info:

Info:

Info:

Info:

PID

PID

PID

PID

PID

PID

PID

PID

274: User system commit changes:

19626: User admin commit changes:
274: User system commit changes:
25696: User admin commit changes:
25696: User admin commit changes:
25696: User admin commit changes:
25696: User admin commit changes:
25696: User admin commit changes:
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& 3-159

tail (FEE)

Sun May 16 00:00:00 2008 Info: Generated report: name b, start time Sun
May 16 00:00:00 2004, size 2154 bytes

ACmail3.example.com>

LiR—TF 125

ZIZTiEH DO CLL awr RIZOoWTHBA L E9,

» [reportingconfig]

reportingconfig

reportingconfig 27 > FOEA

reportingconfig 7 A =2 —Tix, LFOV 7T avr FaffiHTEET,

% 3-160 reportingconfig 4 7a<v > F
- 974 HL] FRASEYF«
filters X2 VT4 BT SIATUAD M-Series D A
TANEEFRELET,
alert_timeout VAR— bk =2 2BGTE o7 |M-Series D&
BT 77— b EZITED £ TORFE%Z
BRELET,
domain RAAL Y VR—FEEZHRELET, |M-Series D&
mode X2 UT 4 FBT 7T A7 ATH  |C-Series.
Jetith R L R—F ¢ v A4 x—7 L |M-Series
WLEY, B AN X274 T
TIAT U ADOFREFRE 7 1T —
BN VIR—TF 4 T F—T T L
7,
mailsetup FBFA =N tvX2T 4 77747 |C-Series D&

ADVR—T 4 T HEELET,
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ERAE

a3y bh:Zoavr REIay MEERKETT,
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Bl: LR—FT12T 2408304 F%r—T )L (M-Series DH)
& 3-161 reportingconfig : LiR—TF 12T 24 L2014 x—TILE

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the
"last year" reports. Data from the reporting groups selected below
will not be recorded.

All filtering has been disabled.

1. No Filtering enabled
2. IP Connection Level Detail.
3. User Detail.

4., Mail Traffic Detail.

Cisco AsyncOS 8.0.1CLI Y7L YR HA F
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% 3-161 reportingconfig : LIR—T 1T T4 LEDLF—T Lk &EE)

Choose which groups to filter, you can specify multiple filters by
entering a comma separated list:

[1>2, 3

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get

reporting data
- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

(1>
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FAA4 > LR— D HAT REJECT B8O 1 *— Tt (M-Series D)

& 3-162 reportingconfig : FX 4 > LiR— +® HAT REJECT B8O A +—T
U

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances
providing reporting data to this appliance to occur at the message
recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
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= 3-162 reportingconfig : FX 4 > LR— k@ HAT REJECT fE8D A *—J
e (&)

- MODE - Enable/disable centralized reporting.

(1>
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BALLTIF 75— DA =TI (M-Series DH)
% 3-163 reportingconfig : 341 LF7 O b 75— DA 2—T L

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> alert timeout

An alert will be sent if reporting data has not been fetched from an
appliance after 360 minutes.

Would you like timeout alerts to be enabled? [Y]> y
After how many minutes should an alert be sent?

[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.
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% 3-163 reportingconfig : 24 L7V b 75— bDA x—T L FHE)

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1>
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BT AN EFX21UT 1 FISATURTORRERE LK —F 1 VT DA

*—7ILit

& 3-164 reportingconfig : FREFRELAR—F 1 5D R—T)LiE

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- MAILSETUP - Configure reporting for the ESA.
- MODE - Enable centralized or local reporting for the ESA.

[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

(1>
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LiR—T 4 2F T—2I12x9 3BEEBORBORE (C-Series DH)

% 3-165 reportingconfig : HREPE L KR—F 4 2 J F—2ITHT HEEED
HIROEE

esall-vmwl-tpub.ga> reportingconfig

Choose the operation you want to perform:
- MAILSETUP - Configure reporting for the ESA.
- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds
Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited
No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:
- SENDERBASE - Configure SenderBase timeout for the web interface.
- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.
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% 3-165 reportingconfig : PREPH LKR—TFT 1 2 J T2 HREEEHD
HIRO®E WE)

- THROTTLING - Limit unique hosts tracked for rejected connection
reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the
C-series before being overwritten.

- LEGACY - Configure legacy mailflow report.

[]> storage

While in centralized mode the C-series will store reporting data for
the M-series to collect. If the M-series does not collect that data
then eventually the C-series will begin to overwrite the oldest data
with new data.

A maximum of 24 hours of reporting data will be stored.
How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds
Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited
No custom second level domains are defined.

Legacy mailflow report: Disabled
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% 3-165 reportingconfig : PREPH LKR—TFT 1 2 J T2 HREEEHD
HIRO®E WE)

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.
- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection
reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the
C-series

before being overwritten.
- LEGACY - Configure legacy mailflow report.

(1>

SenderBase

T, KO CLL 2wy FIZ oW TRl LE T,
e sbstatus

* senderbaseconfig

sbstatus

H- 2]

SenderBase 7 = U —D AT —HX A& FK L ET,
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ERAE

]

aly b Zoavy RMEaly MMERKLETT,

JSREEE . —pavr NI, TRTOI vy ET—F (T2 F, TL—7,
v y) CTHEHATEET,

RNyF azwyF: Zoazwy FERNyF R R—FLTHEEA,

#= 3-166 sbstatus : Fh

mail3.example.com> sbstatus

SenderBase host status
Status as of: Tue Oct 21 10:55:04 2003

Host up/down: up

IronPort 77 7 A 7 A7) SenderBase #EAfi ¥ — & A I8
D ZDOY—EZA~OERBEI Lo GE1E. RO X

* 3-167 sbstatus : &K

i

TERWEA, oF
ICERENET,

IS¢

mail3.example.com> sbstatus

SenderBase host status

Host up/down: Unknown (never contacted)
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senderbaseconfig

&R

SenderBase D#Efiik ExfHE L E T,

ERAE

a3y bh:ZoavrNEay MUYERKETT,

PIGREEHE . Zpavy NI, T RTOY Y T—F (53R, T A—F,
v y) THEHTEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,
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&

% 3-168 senderbaseconfig

ail3.example.com> senderbaseconfig

Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

[1> setup

Do you want to share statistical data with the SenderBase Information
Service (recommended)? [Y]>

Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

[1>

SMTP H—EXDERE

ZIZTHE. RO CLL 2v > RIZOWTHB LET,
e listenerconfig

* localeconfig
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e smtpauthconfig

listenerconfig

‘E-HI:I

A

listenerconfig =~ KTk, U AF—%{ERk, W, HIBRCT& £J, IronPort
AsyncOS TiX, Ay E—VEZEL, ZERA MLy U= ONEELIX
A EZ =2y N EOWNEDOZEZDONTNNCY L—F 2 DDFMEEET D

VERHY £,

INGORBRERDIFEMHITI AT —TERINET, ZNOHOFEMENR—FHEEINT
A=) 7ua— KR —NRNEHIN, @HINET, UAF—7TlF, IronPort 77
TIATVATETA—NERETHVATLALBETAIHELERINET,

& 3-169

listenerconfig <> F

&

U RAF—12iF, ISR TEZ LI B4 Z 1T T
<FEEW, VAFT—RAIZERTDARITTIEX, KLFE/NLF
BEHENET, AsyncOS TiE, HEDO U A F—IZF— D4
Mz TEEti,

IPAa—
x4 R

JAF—ZIPA v H—T =24 AZHD Y THNES, VR
F—FER LEID Y CHAINZ, systemstartup 2 ~¥ 2 RE72
¥ interfaceconfig A~v ¥ RZEHL T, 9 XTOIP A~
B =T 2 A RAERETLLERDHY 7,

A—J)L 7Ok
anL

BT A—NVOZEIHHEND A= 7o halThy,
ESMTP & QMQP O Wi T,

IP R—F

U A — D
WECHERT 2%
EDIP R— b,
77 F )V T,
SMTP TidR—
k25 2L,
QMQP TlIHR—
k628 ZfEH L
7,
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= 3-169 listenerconfig 2 <> F

N7V v NIV w7 JRAF—BIRT T4 =K VU
S5 4 e | AF =T, FEALOBREIHER SN ET,
—RENZ, TIAR—=F VAT =TT T A
N— K (W) Ry NU—ZIEHINE
To N7V v JAF—ITE A ¥ —
X v MEHDOBE T A —ILVDOZEDDOT
T x N OFEERH Y FT,

TIv IR | TARNERFI NI TN 2a—T 4 DR
BT, 7Ty rkR—n] VAF—%2EHT
EFET, 7T v IE— A F—DOIEREF
2. Ay E—UVEHEIBRT DHENZZED A v
T—UERT 4 RATICHEEIALNE D E
RUET, GEMZOWTIE, [4syncOS
Advanced User Guide] @ T4 9 & Testing
YRFT— 424 and Troubleshooting] #ZM L T 72X
7 V),

ERAE
alyhk:Zoavwr NIaIy MEAERKLETT,
PSRBER . ZDavy NI, TRRTOYY Y E—F (VF9RE, TLr—7F,
v ) THHATEET,
NyFavwrs R Zoavwy RgRXnyFELEZ R —FLTWET,

Ny FRK . — k7% listenerconfig

listenerconfig A< FONRyFEXEMHEHIT L E, BEDA v F—T = A A
WX LTU R —%B008 LOHIBRTE £9, listenerconfig =< > KO/ F
FERTIE, VAT —O HAT BXUORAT 2 ETHZ &L TEET,

o HLWU X F—DIEM :

listenerconfig new <name> <public|private|blackhole|blackholequeueing>
<interface name> <smtp |gmgp>
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o URF—DHIKE :

listenerconfig delete <name>

Ny FK - HAT
WUz, listenerconfig M /N FHRZEH LT HAT Bl O K FIEEE FI1T7 541

R LET, BIEOFEMIZOVW T, & 3-170 [listenerconfig 54fE : HAT)
(P.496) #ZH L T Z3 W,

e HAT ~OH LWEEE 7 L —7 DB

listenerconfig edit <name> hostaccess new sendergroup <name>
<host list> <behavior> [options [--comments]

e HAT ~OH LWEY > —DiB

listenerconfig edit <name> hostaccess new policy <name> <behavior>
[options]

o REHFIN—T~DHLWEA L U A LOEM

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> new <host list>

o EEZIN—TNELDRZ DI

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> delete <host>

o EEZFIN—T YURXRNTORANOBE

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> move <host> <host-to-insert-before>
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o EEEIN—TDORY—DEFE

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> policy <behavior> [options]

o ERFHEIN—T VURXFDOHT

listenerconfig edit <name> hostaccess edit sendergroup <name> print

o EEHBIN—THLOEE

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> rename <name>

e HAT OR Y > —Diak

listenerconfig edit <name> hostaccess edit policy <name> <behavior>
[options]

e HAT 26 O%[FEH 7 NA—T7 OHIFR

listenerconfig edit <name> hostaccess delete sendergroup <name>

o KU —DHIE

listenerconfig edit <name> hostaccess delete policy <name>

* HAT TOREHE 7 NV—TDORBHE)
listenerconfig edit <name> hostaccess move <group>
<group-to-insert-before>

e HAT 7 74V 7 a v OEH

listenerconfig edit <name> hostaccess default [options]
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o RAKNT IR TF—TILOHI

listenerconfig edit <name> hostaccess print

e HAT Du—h)L 28— A VKR —h

listenerconfig edit <name> hostaccess import <filename>

e IronPort 7 75 A T A0 HAT D7 AAHR— K

listenerconfig edit <name> hostaccess export <filename>

o HAT b a—HEEDTRTCOREEFEIN—TBIORY > — %Ik

listenerconfig edit <name> hostaccess clear

% 3-170 listenerconfig 5%l : HAT

518

B

[Accept]. [Relay). [Reject/, [TCP
Refuse), F721% lContinue), EFHE 7 NV—
T THERT 5EMFEA RN 5 & &%,

Policy: FOOJ (TFOOJ IRV > —4) LW

<behavior> SR TEMOBELBIRTE £,
KRANT IR T—TNDOALFR—FBE&

<filename> V= AR— NTHEHAT L7 74 V4,

<group> EEEH V7 V—T D <name>,

<host> <host _list>® 1 2O 7 47 1,
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& 3-170

listenerconfig 5I%E : HAT (&%)

<host_list>

BMTDHEANEANLET, A MIKD
X THELET,

CIDR 7 KL (10.1.1.0/24)

IP 7 F U R&EPH (10.1.1.10 ~ 20)

IP 7 x> b (10.2.3)

A A M4 (crm.example.com)
#4y A A R4 (.example.com)
SenderBase #¥ii 2 = 7 &ipH (7.5:10.0)

SenderBase * > FV—2 A —7F—IDS
(SBO:12345)

VE—NT7T9v I URN =Y —
(dnslist[query.blacklist.example])

GE) BEOKRANEERETIEAE. b
U TCTREID £,

<name>

WRAEHE T N—TE 23R Y > — D4 ET, HAT
FOUIE, LFEFEIE TR CHET 2 0LEN
bV, ZORIIEBEOEOXTE, HF. T
BOEIIANAA T o RBIMLET,
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% 3-170 listenerconfig 31%fiE : HAT (#%&%)

--max_size

BRA =Y A X, BKHIC, BAiAxnm
NA FPOEEIT k. AT, FOBAIIM &
BIMLE3, BADBASA FOEHAE. KEDOX
FIIARE T,

--max_conn

1 DOFRERA BN TE 5 D i KK

--max_msgs

B0 ok Ave—U%,

--max_rcpt

A=V H0 O KZIEEL,

--override

SMTP N F—DFEA " %& EEEXLET,
NoJ F7-1% SMTP F—305%1,

--cust_acc

B AL I SMTP %1 AUSE 2R E L £,
NoJ FE721% SMTP = iF ARURZE LFF,

--acc_code

W AK B SMTP Z U ARNSE 2 — R, 77+
A RE 220 T

--cust_rej

HAH L SMTP SIS E 2B ELET,
[Nol F7-1% SMTP & 551,

--rej_code

HAK L SMTP RS E&a— K, 774/ b
1% 554 T,

--rate_lim

ARARNBEAO L — RflfRE A F—T7 VI LE
3, INoJ. ldefault), £/IZHFA NI LD
ZEED 1 BEOH-REREEREELET,

--cust_lim

H AL I SMTP il BREIEIGE A v —T %
FELET, NoJ F721% SMTP HEEIE LF
5, 57 %/ ME NoJ TT,

--lim_code

# A% 5 SMTP HllREIEIEE 2 — K, 77
b 452 T,

--use_sb

7 7 4 /v h T7 v —iil{#liZ SenderBase % fifi
HALZEJ, Yes). NoJ. F7=iE ldefault],

--as_scan

anti-spam A¥ ¥ L&A X — TNV LET,
[Yes). NoJ. F7=i% Default],

--av_scan

TUFIANAZ ZAF Y A X —T M LE
3, [Yes]. NoJ. F72i% Default],

[options]
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% 3-170 listenerconfig 31%fiE : HAT (#%&%)

--dhap FA4L 7 FY A= NKERGIE [Noj.,
[default), F721ZV E—F RZX 926 DES)
REEEHED | L0 R REEEELE

T
—-tls PR—=FENTWERFA, TLS 2R ET DI
i, Ama— VAT AERBEHLET,
--sig_bits IP7 RLADHEEYE Y M, 0~ 32, NoJ,

F 7213 Tdefault],

Ny FERX : RAT

WIZ, listenerconfig DNy FHAAMH L T RAT BIE O K FFEE % E1T77T 5 4
ERLET, SIEROFEHIC W TIE, # 3-171 llistenerconfig 51%kfif : RAT]
(P.500) ML T ZEN,

e RAT ~D#H LW&ZAFE DB

listenerconfig edit <name> rcptacess new <rat addr> [options]

o RAT NOZIEH DRE

listenerconfig edit <name> rcptacess edit <rat addr> [options]

e RAT 76 DZ(EH DOYIKR

listenerconfig edit <name> rcptacess delete <rat addr>

e RAT ®=t"—DH

listenerconfig edit <name> rcptacess print

e T—H)L RAT ® IronPort 777 A4 TV A~DA VR — |k

listenerconfig edit <name> rcptacess import <filename>
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e RAT D=7 ZR— K

listenerconfig edit <name> rcptacess export <filename>

o FTIFNKNTIEBADIIT

listenerconfig edit <name> rcptacess clear <default access>

x 3171 listenerconfig 31#fE : RAT

518

A

<rat_addr>

BT H5HRAMEANLET, AR MIK
DA THELET,

CIDR 7 KL= (10.1.1.0/24)

A A 4 (crm.example.com)

#rHk A M4 (.example.com)

a2 —H%4, (postmaster@)
SEEIREBLA—IL T FL A
(joe@example.com, joe@[1.2.3.4])

GE) HEOFRRAMEEETLIHAEIE. 7V
U TCREID ET,

--action

<options>

T RLVAIZHEAT A7 7> a v, TAccept)
F721% Reject]), 7 74 /V MME [Accept)
’C\‘é_o

--cust_resp

T3 AH I SMTP LB #EELET, Nol
F721% SMTP 21 ANISE 54,

--resp_code

B A% 5 SMTP % =1 — R, TAccept] @
BAE 250 BT 7 4V . [Reject] DHE
1% 550 87 7 L T,
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x 3171 listenerconfig 31%fiE : RAT (#%&Z)
--bypass_rc SASHIEZ NA RALET, T 7 40 ME
NoJ T,

--bypass_la LDAP &R/ = —% A RALET,
[Yes] F£721% Nol,

Bl - ) RF—miEh

WROBFITIL, listenerconfig 2~ REMHL T, =X —7F74 X F— |
U= A FERICKE e B Y A S —IZfHH T& 5, OutboundMail & FEIE 258 L
TIANR=h VAT —=ZEK LET, (E: 20T T4 =K URFT—iF, GUI
@ System Setup Wizard F721% CLI @ systemsetup 2~ R&EETTH L &
BTz L TEET),

TITAR— K VRF— XA THEBFRL, £4#i% OutboundMail IZF%E L E T,
Z»Y AF—IX, PrivateNetIP £ > ¥ —7 =4 A ETHR—F 25 ® SMTP 7= k
aEERLTCEMET A2 E B ELET, 2OV RAF—DOFRA N T IR R
V=0T 74V MERZIFTANLILET,

% 3-172 listenerconfig : ' R F—0;BHn
mail3.example.com> listenerconfig
Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new
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x® 3-172 listenerconfig : ) XF—miEM (=)

Please select the type of listener you want to create.
1. Private

2. Public

3. Blackhole

[2]> 1

Please create a name for this listener (Ex: "OutboundMail"):

[1> OutboundMail

Please choose an IP interface for this Listener.
1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]> 2

Choose a protocol.

1. SMTP
2. QMQP
[1]1> 1
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x® 3-172 listenerconfig : ) XF—miEM (=)
Please enter the TCP port for this listener.

[25]1> 25

Please specify the systems allowed to relay email through the IronPort
C60.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting
defines the maximum number of recipients per hour you are willing to
receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600

Maximum Number Of Messages Per Connection: 10,000

Maximum Number Of Recipients Per Message: 100,000

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No
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x® 3-172 listenerconfig : ) XF—miEM (=)
Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n

Listener OutboundMail created.
Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

(1>
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Bl: TVRAR—bBRUVAR—FMIKBYRFT—DRRA N TI R T—T
U (HAT) OHRE2<A4X

listenerconfig A< ROV T a<wr RO TlE, —FDA HR—Féx
JAR— ML TREMARELENTE D720, CLLILT—¥ %D LT oA
NTDHVERLY XA,

ZOFIMETIE, CLIZ#HLT, 774/ VA7 AKR—FL, ZEEMZTA
R—=rFH2Li2kb, VAF—DOFAKNTZ7EA T—7/L (HAT) #EH L
£9, HAT CLI =7 1 # %7213 GUI 24 L CY 2 F—® HAT & X Z <A
AT HZEHLTEET, FEMIZOWTIL, [TronPort AsyncOS User Guidel
[Configuring the Gateway to Receive Mail] 35 & O [Using Mail Flow Monitor |
DEEZHLTIIZI W,

TIAR—hEAVHR—PFILoTERELTE, VAT —OHAT WA X~ A X
AL

listenerconfig ® hostaccess -> export V7 a~» RafH LT, T 74/
DO HAT 27 7 A Wiz 7 AR— b LET,

wOFTIX, X7 Y v 27 U AF— InboundMail ® HAT #H /1L, & 512
inbound.HAT.txt E W) 7 7 A )L/ AKR—FLET,

& 3-173 listenerconfig : HAT MO T R7R— k

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.
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% 3-173 listenerconfig : HAT ® T/ XiR— b+ (%)
- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off
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% 3-173 listenerconfig : HAT ® T/ XiR— b+ (%)
Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters
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% 3-173 listenerconfig : HAT ® T/ XiR— b+ (%)

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP:

Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

10
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% 3-173 listenerconfig : HAT ® T/ XiR— b+ (%)
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> print

$BLOCKED
REJECT {}
STRUSTED
ACCEPT {
tls = "off"

dhap_limit = 0

max_rcpts _per hour = -1
virus_check = "on"
max msgs_per_session = 5000

spam_check = "off"

use_sb = "off"

max message_size = 104857600

max_rcpts _per msg = 5000

max_concurrency = 600
}
SACCEPTED
ACCEPT {}
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% 3-173 listenerconfig : HAT ® T/ XiR— b+ (%)
$THROTTLED
ACCEPT {
tls = "off"

dhap_limit = 0

max_rcpts _per hour = 1
virus_check = "on"

max msgs_per session = 10
spam_check = "on"

use_sb = "on"

max message_size = 1048576

max_rcpts per msg = 25

max_concurrency = 10

WHITELIST:

STRUSTED (My trusted senders have no anti-spam or rate limiting)

BLACKLIST:

SBLOCKED (Spammers are rejected)

SUSPECTLIST:

STHROTTLED (Suspicious senders are throttled)
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% 3-173 listenerconfig : HAT ® T/ XiR— b+ (%)

UNKNOWNLIST:

SACCEPTED (Reviewed but undecided, continue normal acceptance)

ALL

SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000

Maximum Recipients Per Message: 1,000

Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes
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% 3-173 listenerconfig : HAT ® T/ XiR— b+ (%)
There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:

[1> inbound.HAT.txt

File written on machine "mail3.example.com".
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ATv7 4

av R4 A F =T x4 A (CLD) OAET, 77 A4V
inbound.HAT.txt %E&ﬁ% Li"fo
TEXARN T4 ZEMFHLT, 2077 A MZH LW HAT = MY Z/E L &
K

ZoFTIE, HAT N atn = RO FIZULFo= > Y 28U 9,

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE
169.254.10.10 RELAY

- D250 FJIX, FAA YV spamdomain.com 3 LN
spamdomain.com DH 7 KRAA LHNDY E— K KA DS OEREZ T

THESELET,
— 320HDT U MU IP 7 FL AN 251.192.1.x THDHHE R M H O
BEETLET,

— 4OoHO= L MVIZEL ST, IP 7 FL AN 169.254.10.10 THD Y
EF—FMFRANMI AV F—Fy b~DTXTORFET A —/LIZDNT
IronPort 7774 7 A% SMTP UV L— & LTHEHATEET,

(GE) HAT NTOL—VOIEFFIZEEREREZRFHET, U AT -0k L &
9 EFTLHARART LT, HAT (T B D FAEFICHAIAENE T, B
TEARA M= AR —BTDEE, TOERIG L TTIT 7 v ay
WETSNET, HAT TlE, §XTOV AL L = b Y% ALL X b
EZLY LICRETHHENRSH Y £7, HAT CLI =7 ¢ ¥ £721% GUI
EEALTYAFT—OHAT 2 W AZ <A AT HZ b TEET, M
\ZDWTIE, [TronPort AsyncOS User Guidel @ TConfiguring the
Gateway to Receive Mail] 35 X O [Using Mail Flow Monitor] @ # % %
LTS IZE0,

Ty ANVERTELTCA V¥ —7 = A AD configuration 7 4 L' 7 + U IZHLE L.
AVR=PFTEDLEDITLET, GEMIZOWTIL, {14 B TAccessing the
Appliance] #ZHL T ZE W),

listenerconfig ™ hostaccess -> import V7 <~ K& L T, fWMEFH
DEANTIRAT—T N T7AVEALR—FLET,
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WOFITiX, WEFEHDT 7 A )V inbound.HAT. txt % InboundMail V A F—n
HAT iZ2A4 v A= LET, print W7 a~vr FeEHLTHLL U R 2 H
HLET,

® 3-174 listnerconfig : HAT ® 4 »iR—k

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMail

Type: Public
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x® 3174 listnerconfig : HAT O 1 viR—+  (§Z)
Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.
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x® 3174 listnerconfig : HAT O 1 viR—+  (§Z)
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000

Maximum Recipients Per Message: 1,000

Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.

There are currently 5 sender groups.
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x® 3174 listnerconfig : HAT O 1 viR—+  (§Z)
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:

[1> inbound.HAT. txt

9 entries imported successfully.

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No
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® 3-174
Require
Maximum
Maximum
Maximum
Maximum

Maximum

listnerconfig : HAT O »ik— k
TLS To Offer SMTP authentication:
Concurrency Per IP: 1,000
Message Size: 100M
Messages Per Connection: 1,000
Recipients Per Message: 1,000

Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW -

Create a new entry.

- EDIT - Modify an entry.

- DELETE

- Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT

- Display the table.

- IMPORT - Import a table from a file.

No

(&)
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x® 3174 listnerconfig : HAT O 1 viR—+  (§Z)
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> print

SACCEPTED
ACCEPT

STHROTTLED
ACCEPT {

spam_check = "on"

max msgs_per session = 10
max_concurrency = 10
max_rcpts_per msg = 25

max_rcpts_per hour = 1

dhap limit = 0

virus_check = "on"
max message_size = 1048576
use_sb = "on"
tls "off"
}
STRUSTED
ACCEPT {
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x® 3174 listnerconfig : HAT O 1 viR—+  (§Z)
spam_check = "off"
max _msgs_per_ session = 5000
max_concurrency = 600

max_rcpts_per_msg = 5000
max_rcpts _per hour = -1

dhap_limit = 0

virus_check = "on"
max_message size = 104857600
use_sb = "off"
tls = "off"
}
$BLOCKED
REJECT
WHITELIST:

STRUSTED (My trusted senders have no anti-spam scanning or rate
limiting)

BLACKLIST:

SBLOCKED (Spammers are rejected)
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x® 3174 listnerconfig : HAT O 1 viR—+  (§Z)
SUSPECTLIST:

STHROTTLED (Suspicious senders are throttled)

UNKNOWNLIST :

SACCEPTED (Reviewed but undecided, continue normal acceptance)

spamdomain.com

REJECT (reject the domain "spamdomain.com")

.spamdomain.com

REJECT (reject all subdomains of ".spamdomain.com")

251.192.1.

TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")

169.254.10.10

RELAY (RELAY the address 169.254.10.10)

ALL

SACCEPTED (Everyone else)
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x® 3174 listnerconfig : HAT O 1 viR—+  (§Z)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000

Maximum Recipients Per Message: 1,000

Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.
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x® 3174 listnerconfig : HAT O 1 viR—+  (§Z)
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.
[1>
A U R— b RICIE, RELEFEZANNCT D202, %7 commit 2~ REFRLT
LET,
5l : HAT O/ 5 A —4
# 3-175TlX, HAT OFFEM/RT A —Z O EZEHR L TOET, KROMEIZHEE
ThHV, BTk ZBEMLTHFEAL FTERT ., RICMZBEBMLTAT AL T

RTZENTEET, LFORWVEIIANA FERRSNET, 7T AFZ U A7 54
WIZRT A —=20F, R 3-1T5 IORTEBEH Lz R—FLTWET,

# 3-175 HAT E#l/85 A —2 DX

IRTA—4 B & EDHI

Maximum messages per |max_msgs_per_sessi |42 1000

connection on

Maximum recipients per |max_rcpts_per msg |FEB- 10000

message 1k

Maximum message size |max_message_size &5 1048576
20M
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& 3-175

HAT B#l/R5 A —2 DX (&)

NFA—4 - 3°8 E EnH
U AP — D K FIF max_concurrency a5 1000
SMTP R — z— | smtp banner code x5 220
SMTP /N — 5% X | |smtp_banner text pe2l Accepted
(*)
SMTP ¥4 /3}— =t— |smtp_banner_ code &= 550
K
SMTP {55 /N — 5% |smtp_banner_text b=l Rejected
A b (%)
Override SMTP Banner |use override hostn |on | off | default
Hostname ame default
override_hostname |34 newhostname
TLS O tls on | off | on
required
anti—spam A Xy L Dffi |spam_check on | off off
H
Sophos 7 A J)LVA AXyp |virus_check on | off off
> DAEH
1B H7- 0 O RS {Z |max_rcpts_per hour |FE&- 5k
Eg-
1 g & 7= o= 5 — |max_rcpts_per_hour |3 452
a— RORKEEHK |-code
1 B H 720 OF F A h |max_rcpts_per_hour |4 Too many
D KZEH _text recipients
SenderBase M fifi use_ sb on | off on
SenderBase #Effi 2 =7 |sbrslvaluel:value2 |-10.0- 10.0 |sbrs[-10:-7.5
DEH : :
Directory Harvest dhap_limit &5 150

Attack Prevention : 1 fF
M- OB RZE
HORKEL
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1 -

SPF & & U SIDF MD:%5E

VAF—DFEAN T IHVRAT—=TNLDT 75V FDOREETDIHHE, VAT —
@ SPF/SIDF #EfLL~L & 775 A 7 > A SPF/SIDF Kk B FES W Tk
1795 SMTP 77 v 2 > (ACCEPT %7-1% REJECT) #EIRCT&F4, 777
AT VAPRA =V EERTHLEEITEET S SMTP IGE X ERTHI LD
TEET,

L~ TE T, 77747 X Z HELO ID, MAIL FROM ID, % 721%
PRAIDIZH L CF =y 7 &FITLET, 7T ITAT AR, KOKID F =y
7 D% SPF/SIDF MGEFERIZ L, By v a v &KiT4 5 (ACCEPT) 2,
tyvarya& 7425 (REJECT) NEEETE T,

e [None]l, EHOFREDT-O, M2 FITTE A,

* [Neutral]l, FAACFTAEHIZ, 7747 MIIEESNTZID 219 2 H
RANHDNE I DETY—FLEEA,

o [SoftFail]l, FAA VFIAHEIL. &mA FPEESNE ID 2 M- 5 HEMR2 72
WEBIR, MERBT-VWEEZTVET,

e [Faill, 7747 hMI, FBEENTZID TA N ZHEETHHRPEH £
VR

e [TempError], MRFEFIZ R T —03%AELE LT,
o [PermError], MRFEHFITAKBART T —BRELE LT,

T7TA4T v AF, A v E—IC Resent-Sender: £ 721% Resent-From: ~ v %' —
DIFET 25A1Z, PRAID @ Pass fif% None X 77 L— KT 5 L 91
SIDF HHAHEHLL ~ LA FRE L TV WRY | mﬁﬁﬁwx/t TEZITAN
T3, 77747 AT PRA F=v 7 TNone PiESNTEHAITHEESNE
SMTP 77 3 a v 3T L £,

IDF =y 272X LTSMTP 727 v 3 ‘/%f BZLTOWRWES, 77747 A
(I Fail Z2& e < TORGER R 2 HERIICZ T AN E T,

A FZ—=TNMENTZNT D ID F = v 7 O ID #EERE 523 REJECT 7 7 & =
NE—ET BB E, TTIAT R Ty v a v E R T LES, 22T B
%i FTRTOHELOID F = v Z7#ERICHKESNWTRA v =V 2Z T AND LD
Y AF—HHZELETHN, MAILFROM ID F = v 7 725 ® Fail #RICH LT
b:,t%/-lz VEESTDOLIICY A ST —ERETDHELET, AvE—UMN
HELOID F =y ZIZKILTH, 77 T34 T L ATLDRREZ T AND 20D
Ty a AT LET, WIS, Ay E—I72 MAIL FROM ID F = v 7 TZK
LizHa, VAF—idktyra vz T L, REIECT 77 ¥ 3 »® STMP &%

% Ji Li‘d—o
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SMTP JE% 1%, 777 A 7 A% SPF/SIDF MREEHRICESNTA v =V & 4E
BT HHBAICKTa— REB LA vy E—TF, TempError fEH %, ORI
RL B D SMTP R %K LEF, TempError D6, 7 7 4V b DIGE = —
KiZ 451 C, 74V EDRAyE®—Y TF A ME [$4.4.3 Temporary error
occurred during SPF verification] CT9, DT X TOMIEFERTIXZ, T
T AN PDIEEA—=FIE550 T, T ANVEDOAyE—Y THRZX M T45.7.1
SPF unauthorized mail is prohibited] T, Ibranrror*?ﬂﬁd)h%%E%Eﬁﬁii
MEDOIGETI—=REA Y=Y THRRAMEFETEET,
f£E C. Neutral, SoftFail, %713 Fail fRiEAE Rk L CREJECT 77 ¥ a v~
MIATENTZHAIT, SPE ATV vy RAL B = FR—=F 1 DISE
ERT L, TTIA TV AERETHAIENTEES, 774V T, 77
TAT VAIRDIEEE R LET,

550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>

Z 6@ SPF/SIDF @ E % A X — 7 /WIZ T HITIE, listenerconfig -> edit H
Ta=wry REFEHAL, UAFT—%BRNLET, KIZ, hostaccess -> default ¥
Ta<w  REFERALT, RA N TI7ERATF—TADTF 74V FORELTEL

FT, KOTr T Mlyes E&EZ T, SPFHlHZRELET,

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes
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RAN T 78R T—7/NTiE, kO SPF HlHREEFEHTE £,

% 3-176 SPF #IE%%E
ERHLAR)L EFAAEE%: SPF $lfHERE
SPF Only e HELOID F= v 7 #3F{7T50E 50

WD ID F = v 7 DFERITH SN TEITES
5 SMTP 77 v a v

HELO ID (A X—7 VDiE)
MAIL FROM ID

REJECT 77 v a Ik LTRSS
SMTP J5&=— &7 F X |k

WENLORGES A LT 7 b

SIDF Compatible

HELOID F = v 7 ZFATT 202 E 5 >

A w & —|Z Resent-Sender: F 7213
Resent-From: ~ v & —NMFET DA
LT PRA ID @ Pass #&5 % None (24 '7
YT L—RTHENE DN

KD ID F = v 7 OFERICIESNTEITE
% SMTP 727 v a v

HELO ID (A *x—7/LOHA)
MAIL FROM ID
PRA Identity

REJECT 77 v a Y IZk L TIREND
SMTP &= — &7 F X |k

WENLORFES A LT 7 b

SIDF Strict

WD ID F v 7 OEFRIZIHEASNTERITS
"o SMTP 77 2 a v

MAIL FROM ID
PRA Identity

SPFREJECT 77 ¥ a v OHBAEIZIRIND
SMTP j&& = — RF&THF 2 B

WENLORGES A LT T b
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WIZ, = —H SPF Only ¥l L~ /L% {EH L T, SPF/SIDF fRFE% 3% E 5 2 6l
ZRLET, TFI7A4 T AXHELOID F = v 7 %547 L. None BXW
Neutral MFEfER 2% 7 AL, TOMOFEREEHEELET, SMITP 77 3D
CLI 7u v 7 MIT_THID # A4 7THLTY, =—HL MAIL FROM ID ®
SMTP 77 a v ZEHR LERA, 77747 A%, £DID OFT X TORREE
REREHBNCZTIANET, 77747 2 2134 _To REJECT iRk L
T, 774NV MOERFa—RETFANEEHLET,

= 3177 SPF/SIDF &35

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [N]> yes

What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

(21> 1

Would you like to have the HELO check performed? [Y]> y

Would you like to change SMTP actions taken as result of the SPF
verification? [N]> y

Would you like to change SMTP actions taken for the HELO identity? [N]> y
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& 3177 SPF/SIDF #®3E

What SMTP action should be taken if HELO check returns None?

1. Accept
2. Reject
[11> 1

What SMTP action should be taken if HELO check returns Neutral?

1. Accept
2. Reject
[11> 1

What SMTP action should be taken if HELO check returns SoftFail?

1. Accept
2. Reject
[1]1> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept
2. Reject
11> 2

What SMTP action should be taken if HELO check returns TempError?
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& 3177 SPF/SIDF #®3E

1. Accept
2. Reject

[1]> 2

What SMTP action should be taken if HELO check returns PermError?

1. Accept
2. Reject
[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity?
[N]> n

Would you like to change SMTP response settings for the REJECT action?
[N]> n

Verification timeout (seconds)

[40]>

KIZ, VAFT=DF 7N FDOKRY v— /37 X —F(Z SPF/SIDF &ZEN LD &
IICERRENDNERLET,

#* 3-178 FI4IL b+ RYS— 185 A—%4 D SPFISIDF
SPF/SIDF Verification Enabled: Yes

Conformance Level: SPF only
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* 3-178 FI24I b R o— 5 A—4 0 SPF/SIDF
Do HELO test: Yes
SMTP actions:
For HELO Identity:
None, Neutral: Accept
SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
SMTP Response Settings:
Reject code: 550
Reject text: #5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher: Yes
Defer code: 451

Defer text: #4.4.3 Temporary error occurred during SPF
verification.

Verification timeout: 40

localeconfig

H- 2]

R
it

EXPIGOBEMAZRE LET,
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£ 3-179 localeconfig

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched encodings bodies and footers: Use encoding of
message footer

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as
the message body? (Some MUAs incorrectly handle headers encoded in a
different encoding than the body. However, encoding a modified header in
the same encoding as the message body may cause certain characters in the
modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set, impose
the encoding of the body on the header during processing and final
representation of the message? (Many MUAs create non-RFC-compliant
headers that are then handled in an undefined way. Imposing the encoding
of the body on the header may encode the header more precisely.) [Y]>
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% 3-179 localeconfig (&)

When there is an encoding mismatch between the message body and a footer,
the system initially attempts to encode the entire message in the same
encoding as the message body. If the system cannot combine the message
body and the footer in the same encoding, do you want the system to
failover and attempt to encode the entire message using the encoding of
the message footer? (When this feature is enabled, the system will
attempt to display the footer "in-line" rather than defaulting to adding
it as an attachment.) [N]> y

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched encodings bodies and footers: Use encoding of
message body

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[I>mail3.example.com>

smtpauthconfig

'.E_Iullg

BA

SMTP FRAEREB L CEE T v 7 7 A V2R E L ET,

ER7E

a3y bh:Zoavr NIay MEERKETT,
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JSREEE . Zavr NI, TRTOIr ET—F (52K, TLr—7,
~vy) THEHATEET,

RyFa<wVR: Zoavry RNy FERXZYFR—FLTWEREA,

WRODOFEI T, smtpauthconfig 2~ REMFEH LT, H—
lsmtp2.example.com| DOFF LWMRESR—2ADT 1T 7 4 VEERLET,

& 3-180 smtpauthconfig

mail3.example.com> smtpauthconfig

Choose the operation you want to perform:
- NEW - Create a new SMTP Auth profile

[1> new

Choose the type of profile you wish to create:
- FORWARD - Create an SMTP Auth forwarding server group profile

- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward

Enter a name for this profile:

[1> forwarding-based

Please begin entering forwarding servers for this group profile.

Cisco AsyncOS 8.01CLIYZ7LYR i1 F




% 3-180 smtpauthconfig (#%)

Enter a hostname or an IP address for the forwarding server:

[1> smtp2.example.com

Enter a port:

[25]>

Choose the interface to use for forwarding requests:
1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)
[11>

Require TLS? (issue STARTTLS) [Y]> y

Enter the maximum number of simultaneous connections allowed:

[10]>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>

Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
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% 3-180 smtpauthconfig (#%)

Would you like to enter another forwarding server to this group? [N]>

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile
- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> created SMTP auth profile

Changes committed: Tue Dec 21 12:51:56 2004 PST

SREEE A DO —H |21, RELAY HAT RV o —0FFaf & nE4,

.

1 207 a7 7 A NVNTEEOEEY —REHRETDHZ L TEET, SASL #
#H =X 2 CRAM-MDS5 & DIGEST-MDS %, IronPort C-Series 777 A 7 A
LHRIEY — RO TIE R — SN EHEA,
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systemsetup

'.E-IDII:I

BA

HEIDOT AT LBy T v TBIRV AT ADEHA A M=/,

ERAE
aIyh:Z0avwry RNIaIy MEERKLETT,
ISRBER . ZDavy NI, TRRTOYY Y E—F (VF9RE, TLr—7F,
~vy) CEMTEET,
NyFavwrs R Zoavwy RigRnyFELEZTR—FLTHWEREA,
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£ 3-181 systemsetup

mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing

'listeners' and all associated settings including the 'Host Access Table'

mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator password to a new value.
0ld password:
New password:

Retype new password:

* Kk Kk Kk Kk

You will now configure the network settings for the IronPort C100.
Please create a fully qualified hostname for the IronPort C1l00 appliance
(Ex: "ironport-Cl00.example.com") :

[1> ironport-Cl100.example.com
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x 3-181 systemsetup (=)

* Kk Kk k k

You will now assign an IP address for the "Data 1" interface.
Please create a nickname for the "Data 1" interface (Ex: "Data 1"):

[1]> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):

[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or
"OxfELELEOO") :

[255.255.255.0]>

You have successfully configured IP Interface "Data 1".

* Kk kK Kk

Would you like to assign a second IP address for the "Data 1" interface?
[Y]> n
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x 3-181 systemsetup (=)

What is the IP address of the default router (gateway) on your network?:

[192.168.1.1]> 192.168.2.1

* Kk Kk k Kk

Do you want to enable the web interface on the Data 1 interface? [Y]> y

Do you want to use secure HTTPS? [Y]> y

Note: The system will use a demo certificate for HTTPS.

Use the "certconfig" command to upload your own certificate.

* Kk Kk Kk Kk

Do you want the IronPort Cl00 to use the Internet's root DNS servers or
would

you like it to use your own DNS servers?
1. Use Internet root DNS servers

2. Use my own DNS servers
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x 3-181 systemsetup (=)

[11> 2

Please enter the IP address of your DNS server.

[]> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* Kk kK Kk

You are now going to configure how the IronPort C100 accepts mail by
creating a

"Listener".
Please create a name for this listener (Ex: "MailInterface"):

[1> InboundMail

Please choose an IP interface for this Listener.
1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)

[1]1> 1

W Cisco AsyncOS 8.0.1CLI Y7L YR 4 F




x 3-181 systemsetup (=)

Enter the domain names or specific email addresses you want to accept
mail for.

Hostnames such as "example.com" are allowed.
Partial hostnames such as ".example.com" are allowed.
Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are
allowed.

Separate multiple addresses with commas.

[1> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com?
[Y]> n

Please specify the systems allowed to relay email through the IronPort
C100.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.
IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.

[1> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service
(SBRS)
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x 3-181 systemsetup (=)

Scores for this listener? (Your selection will be used to filter all
incoming

mail based on its SBRS Score.) [Y]> y

Do you want to enable rate limiting for this listener? (Rate limiting
defines

the maximum number of recipients per hour you are willing to receive from
a

remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote
domain.

[1> 1000

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: 1,000
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x 3-181 systemsetup (=)

Maximum Recipients Per Hour SMTP Response:
452 Too many recipients received this hour

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

Would you like to change the default host access policy? [N]> n

Listener InboundMail created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk
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x 3-181 systemsetup (=)

Do you want to use Anti-Spam scanning in the default Incoming Mail
policy? [Y]> y

Would you like to enable IronPort Spam Quarantine? [Y]> y

IronPort Anti-Spam configured globally for the IronPort Cl1l00 appliance.
Use the

policyconfig command (CLI) or Mail Policies (GUI) to customize the
IronPort

settings for each listener.

IronPort selected for DEFAULT policy

* Kk Kk Kk k

Do you want to use Anti-Virus scanning in the default Incoming and
Outgoing

Mail policies? [Y]> y

1. McAfee Anti-Virus
2. Sophos Anti-Virus

Enter the number of the Anti-Virus engine you would like to use on the
default
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x 3-181 systemsetup (=)
Incoming and Outgoing Mail policies.

[1> 2

Sophos selected for DEFAULT policy

* Kk Kk k Kk

Do you want to enable Virus Outbreak Filters? [Y]> y

Virus Outbreak Filters enabled. The current threshold is 3.

Virus Outbreak Filter alerts are sent when outbreak rules cross the
threshold

(go above or back down below), meaning that new messages of certain types
could

be quarantined or will no longer be quarantined, respectively.

Allow the sharing of limited data with SenderBase? [Y]> y

You have successfully configured Virus Outbreak Filters and SenderBase.

* kK Kk Kk
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x 3-181 systemsetup (=)

You will now configure system alerts.

Please enter the email address(es) to send alerts.
(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[1> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails

system alerts and weekly status reports directly to IronPort Customer
Support?

You will receive a complete copy of each message sent to IronPort.

(Recommended) [Y]> y

* Kk Kk Kk Kk

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.
(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[1> administrator@example.com
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x 3-181 systemsetup (=)

* Kk Kk Kk k

You will now configure system time settings.
Please choose your continent:
1. Africa

2. America

11. GMT Offset

[11]1> 2

Please choose your country:

1. Anguilla

47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)

51. Virgin Islands (U.S.)
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x 3-181 systemsetup (=)

[1> 47

Please choose your timezone:

1. Alaska Time (Anchorage)

26. Pacific Time (Los_Angeles)

[1> 26

Do you wish to use NTP to set system time? [Y]> y

Please enter the fully qualified hostname or IP address of your NTP
server, or

press Enter to use time.ironport.com:

[time.ironport.com]>

Kk Kk ok Kk

Would you like to commit these changes at this time? [Y]> y
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x 3-181 systemsetup (=)

Congratulations! System setup is complete.

For advanced configuration, please refer to the User Guide.

A—HNEHE

ZIZTiEH O CLL awr RIZOoWTHBA L E7,

userconfig

H- 2]

ERAE

o—

userconfig

password ¥ 7213 passwd
last
who

whoami

BT HT N EAEDREEY — A~ A E PR L 1,

alyh:Z0avwr FNEaIy MUMERKETT,
JIGREER . ZDa<v LRI 728 =R ToOHMERATE £,
NyF avwrvRF: Zoavy RNy FERXESFR—FLTWERA,
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# 3-182 userconfig : HILWaA—H 7ho 2 DR

mail3.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- PASSWORD - Change the password for a user.

- EXTERNAL - Configure external authentication.

[1> new

Enter the new username.

[1> helpdeskl
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% 3-182 userconfig : FILWLWA—Y 7HU 2 FDER (ES)
Enter the full name for helpdeskl.

[1> Help Desk

Assign a role to "helpdeskl":

1. Administrators - Administrators have full access to all settings of
the system.

2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and
status information.

4. Guests - Guest users may only view status information.

5. Help Desk Users - Help Desk users have access only to ISQ and Message
Tracking.

[1]1> 5

Enter the password for helpdeskl.

Please enter the new password again.

>

Users:

1. admin - "Administrator" (admin)

2. helpdeskl - "Help Desk" (helpdesk)
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% 3-182 userconfig : FILWLWA—Y 7HU 2 FDER (ES)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- PASSWORD - Change the password for a user.

- EXTERNAL - Configure external authentication.

(1>

%l : RADIUS — /&SN EEBMAICEY b7y T
WUz, RADIUS %—S&AMBRAMICE v b7 v 7T 501 %5 LET,
RADIUS #—%E v b7 v 7+ 51, KA M, F— b, BLOHA /SR

UV—Faz AL, RFETm hanlt LTCHAP & PAP D EL LT 50 %
fEELET,

& 3-183 userconfig : RADIUS 4—/iDty F7 v

mail3.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled
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% 3-183 userconfig : RADIUS H—/\D+& v +r7 v 7 (HE)

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- PASSWORD - Change the password for a user.

- EXTERNAL - Configure external authentication.

[1> external

Choose the operation you want to perform:
- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> y

Please enter the timeout in seconds for how long the external
authentication credentials will be cached. (Enter '0' to disable
expiration of authentication credentials altogether when using one time
passwords.)

[0]> 30

Choose a mechanism to use:
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% 3-183 userconfig : RADIUS H—/\D+& v +r7 v 7 (HE)

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are
configured

1. RADIUS

[11>

Configured RADIUS servers:

- No RADIUS servers configured

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

[1> new

Please enter host name or IP address of the RADIUS server:

[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]>

Please enter the shared password:

Please enter the new password again.
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% 3-183 userconfig : RADIUS H—/\D+& v +r7 v 7 (HE)

Please enter timeout in seconds for receiving a valid reply from the
server:

[51>
1. CHAP
2. PAP

Select authentication type:

[21> 2

Configured RADIUS servers:
Host Port Timeout (s) Auth type

radius.example.com 1812 5 pap

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.
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% 3-183 userconfig : RADIUS H—/\D+& v +r7 v 7 (HE)

- CLEAR - Remove all RADIUS server configurations.

[1>

password ¥ 7=[& passwd

589

ER7E

GE)

B DNAT— REERLET,

a3y bh:Z0avrFEaIy MUMERKETT,
JIGREEH . —Da~v L NI TAX T— R TOREHTEET,

passwd 2 NiE, =V E—RLWMEHTERWF A N 2—¥FRFEHTE 2
LT H1DORHITT, YA N 2—FRT TALZHND~ T ET passwd =
<~V REETTDHE, BEA v E—VEERINT, 2—FOE— NE2EFET
27 AL LRAVDOT =25 L TERIERTTOILE T, toT X Toa—HI(C
SLTIE, EERo (o#lBsnsdar 7 Xal—yary avry REED)
MER TN E T,

NRyFas s/ R: Zoavwy RNy TFEXZSHR—FLTWEREA,
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last

558

ERAE

% 3-184 password

mail3.example.com> password

0ld password: your old password
New password: your new password
Retype new password: your new password

Password changed.

last 2< 2 KiE, VAT LKA /A v Lica—Fa2E R LET, T 740
FTCIE, AT LI A LTNATRTOa—FE2ERLET,

aIy b oavrFZaly MEEEAETT,
JSGAREE . ZDavy NEviy E— RTORBHTEET,
RyF a<wy R Zoavy NEAy FEREFR—FLTOEEA,

Cisco AsyncOS 8.01CLIYZ7LYR i1 F




&

& 3-185

last

elroy.run> last

Username Remote Host Login Time Logout Time Total Time
admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1llm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20

who

nh
1

A

who 2~ RiE, CLINOL VAT AIIu T A LT _RTCO2—Y, urof i
B, 74 KU, BLXOa—¥Fra /A L)V E—h AR M2 —EEKRL

£,
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whoami

'.E_Iullg

EA

BRAE

aIy b ZoaTr FZaly MEEEIAETT,

JOGRFEHE . —pa~vy Riiwiy T— RCOREHATEET, 52, 2
DavwrRiFgual A4y KA (a—=FRa s Lizvyy) TORFEHTE
I, Zoavr FEERTAHICIE. =V 7740 VAT AT 7 EAT
XDOMENRHY F,

RNRyFavwryR: Zoavry RNy FERXZYFR—FLTWEREA,

& 3-186 who

mail3.example.com> who

Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli

whoami 2 < KX, HEn /A L L TWba—FDa—FLBLOKL L.
2—FRBL TV I NV—TERRLET,

alybh:ZoavwrNEaIy MUYERKLETY,

JIGREEH . ZDa~v N, TRTCHO~Y > T—F (OTAX, TL—F,
v y) THETEET,
NRyFawryR: Zoavry RNy FERXRZYVFR—FLTWERE A,
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= 3-187 whoami

mail3.example.com> whoami

Username: admin
Full Name: Administrator

Groups: admin, operators, config, log, guest
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