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W —FEME (R A-1 BEO £ A2 22

WNES= > RRA > b @k

B %

Ao — RAa[gg7 7k A2 avtr—L U2~ (DACL)

ID GEAE) AV ¥ —

Fy hT—2 T EAOHARY v—

Xy NU—2 T AOFHAFISNKRY > —

F hT =2 T 7 HADY—EABREY > —
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—trBTEh3dTF—42 47z M

o Ry MNU—IEM (v R AT—Yay ZA4NVE, TRARA T ANANHE, TALAFE—K 740
A)
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e Dial-In BEDOHHR— b
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* A-1 Cisco Secure ACS Release 5.3 h\ 5 Cisco ISE Release 1.2 ~¥{Tsh b1 —HEM
Cisco Secure ACS Release 5.3 THHR—F&
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IPv4
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Cisco Secure ACS Release 5.3 ®7RkX ~IZE§
EfHTFohTULSESE
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UI32 PAR— b (fEiX String (ZEHIND)

IPv4 FAR—~ (fEX String (ZE#-EIND)

Boolean PR — (T String (2EHEND)

Date PAR— b (fEiL String IZEHIND)

Enum FAR—~ (T String (ZE#IND)

& A-5 Cisco Secure ACS Release 5.3 ' o Cisco ISE Release 1.2 ~#fT&h % RADIUS Etk
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String PR — |
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F—EEHRTvEST

COHEIZIE, T AR—F AR vy BT IR T — 2R E BRI T HIRIEEHINT
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WA T2 07TV RREENTHET, ZOHOT X~y B 7RIE, BTV rkERAOT 7 AKR—
N AT —=UHOT —EBITRHIZy T EINDT —F A7V bORAT—F A (BREITEE) »
HEH SN TWET,

o RAT Ry MNIV—=U TNRARTunT 4 v 7)
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o £ A-9 (4N RADIUS H— X Fu 7 4 =~ v L)
e £ A-10 (FARN/ U KA b TanTF gy vvo L T)
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# A-12 AD ZV—7 TansF 4 ~v D)

o £ A-13 (LDAP 7u X7 4 =v )
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e £ A-21 (DACL~vEL7Y)
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e £ A-24 (RADIUS h—72 v =~y BV )
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e # A-26 RSA 77 h)
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TaWEEevEYY

o K A2 (FIANIDFRY FT—2 FIRA )

= A7
ES A=Y

Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ADXRYy FT—% FINA R

Cisco Secure ACS ® 7 O/F «

Cisco ISE ® 7 0/8F «

Name FDEERAT

Description TDEFEBAT

Network device group TOFEERAT

Single IP address FDEFEBAT

Single IP and subnet address D EEBAT

Collection of IP and subnet addresses FEHR— K

TACACS information TACACS i Cisco ISE Release 1.2 TH R — bt @407

OBITINEE A,
RADIUS shared secret EDEERBIT

CTS FDEFERBAT

SNMP SNMP 5 — # % Cisco ISE TOREFA T 57z, BITE
NIE=F A ZHD SNMP B#izH 0 £H A,
D77 41% Cisco ISE TOLEZTT (HIXZT 7 %
b T Tunknown)),

ZOF T (1% Cisco ISE TOHREAERNTT (EIXT 7 =
)V T Tunknown]),

Model name

Software version

(3X) TACACS L LTOABEINTWVARY NU—7 FAL T, BITICH L THR— FEnT, BITX
NENWT NS AL L TEHHEH I TWET,

* A-8 Cisco Secure ACS Release 5.3 55 Cisco ISE Release 1.2 ~® Active Directory ¥ v E
27
Cisco ISE ® 7 a/%

Cisco Secure ACS ® 70/85 « T4

Domain name FDOFEFEBAT

User name FOFEFEBAT
Password FDOFEFEBAT

Allow password change FDOFEFEBAT

Allow machine access restrictions FOFEEBAT

Aging time FDFEFEBAT

User attributes FOFEEBAT
Groups D EEHAT
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~

(G¥)  Cisco Secure ACS to Cisco ISE Migration Tool %, Active Directory 7 — % 34T S 41721%% T join =
~V RERITLET, RAA 4, 2—P4, BLOSAY = RBARERGES, ZOEXRKT S 2
ERHYFETF, £, Tjoin) BAEFH ORI ZRET 512X, Cisco ISE 777 A 7 AW Active
Directory D% — SR & R L TWDH Z & REETY,

= A9 Cisco Secure ACS Release 5.3 i > Cisco ISE Release 1.2 ~®4}& RADIUS 4—/8 T v
=24
Cisco ISE ® 7 a/x
Cisco Secure ACS O 70O/8T« F 4
Name T DOFEERAT
Description FDEFEBAT
Server IP address TDOFEEBAT
Shared secret EDOFEERAT
Authentication port TDEEBAT
Accounting port FDEERAT
Server timeout TDEEBAT
Connection attempts EDEERBIT
= A-10 Cisco Secure ACS Release 5.3 "o Cisco ISE Release 1.2 ~DEKRR b (T RRA > +)
TvEVY
Cisco Secure ACS M
JonRF« Cisco ISE @ 7O/T 4
MAC address TOFEEBAT
Status BAT S 21720
Description D EERAT
Identity group TV RRA b T—T L OBEEERBITLET,
Attribute T FRA Y MRERBITSNET,
Authentication state Z AU Cisco ISE THZh 27 v 37 4 T4 (EIXE T Authenticated]),
Class name Z 3 Cisco ISE TOHRFZh 727 087 ¢ TF (fEILEEM 'TBDJ).
Endpoint policy Z AU Cisco ISE CORAF T vs8T 4 TF (fEIXEEfE TUnknown)).
Matched policy Z U Cisco ISE TORF R 27 v 87 4 TF (fHIXEEM [Unknown)),
Matched value Z U Cisco ISE TORER 2T /3T ¢ T4 (EIXEEME 101,
NAS IP address Z XU Cisco ISE TOHRAZh 27 v 87 ¢ ¢ (fEIXEEM 0.0.0.00),
OouI Z X Cisco ISE TORER 27 v T 4 T (JHIZEEE 'TBD),
Posture status Z X Cisco ISE TOHREM 27 v 8T 4 TF (EIXEEM TUnknownl),
Static assignment ZHUiE Cisco ISE TO LG 7 a 87 4 TF (EIZFEEE Falsel).
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GE)

# A-11 Cisco Secure ACS Release 5.3 "5 Cisco ISE Release 1.2 ~AD ID T« 23+ T vE
vy

Cisco Secure ACS M

J0/87 « Cisco ISE D 7FR/8T «

Attribute Attribute name

Description Description

Internal name Internal name

Attribute type Data type

Maximum length BITE NN

Default value BITSh7ewn

Mandatory fields BITE N0

User Fa4raty FasF 172 off (Tuser)) Z#ARLET,

* A-12 Cisco Secure ACS Release 5.3 h\i5 Cisco ISE Release 1.2 ~®D ID S )L—F v EVS

Cisco Secure ACS O

J0/87 « Cisco ISE D FR/8T «

Name Name

Description Description

Parent ZoTanT 1%, BEOFEMo—HE L TBITINET,

Cisco ISE 1212 —H ID A —7BILORz FKRA > FID ZA—7NEEN TWE T, Cisco Secure
ACS Release 5.3 @ ID 7' b—71% Cisco ISE ~, =—H# ID /L —7BIR= RAA > M ID 7 —
TELTBITESNET, ZhE, 2—FE22—FID FA—7ICHV YT, = FRA > hExzr RR
AV MID ZNA—TICEHV Y THRLERS DD TT,

# A-13 Cisco Secure ACS Release 5.3 i Cisco ISE Release 1.2 ~® LDAP ¥y E>4

Cisco Secure ACS @ FnA/

TA Cisco ISE D FA/3F7 «
Name Name
Description Description

Server connection information | ZdO £ £HAT, ([ V— ikt (Server Connection) | ¥ 7', A-1
(P.A-9) #&H),

Directory organization TOEERBIT, ([7 4V 7Z b UMK (Directory Organization) | #

information R A-2 (P.A-9) &)

Directory groups TOFEERBAT

Directory attributes #1Ti% (Cisco Secure ACS-Cisco ISE Migration Tool % L T)
FEITITbILET,
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A-1 [U—/3\&# (Server Connection) 147

Ganaral | Senver C Diractory O
Server Connection

Directory Groups || Directory Attibutas

|: Enable Secondary Server Alwanes Arcess Primary Sener First

Failback To Primary Server After. Minutes
Primary Server

Secondary Server
% Hostname: sdfsdfsdl Hostname:
% Port: 384 Port
&) Anonmymous Access Anonymous Access
O Authenticated Access Authenticated Access

2 Adin DN Adrnin DM:

& Password: Password:
Use Secure Authentication Use Secure Authentication
Root CA: Root CA:
% Server Timeout 10 Seconds Server Timeout:
% Max. Admin Connections: 0

Max. Adrnin Connections:

Test Bind To Server

A-2

General | Server Connection | Directory Organization | Directory Grougs | Diractory Atirbutes:
Schema

# Subject Objectclass:  |Person  Group Objectclass: | GroupOfuniguelames
£ Subject Mame Atribute: |uid

£ Group Map Aftrbute: UniueMember
Cerificate Afiribute:  [usercertificate
© Subjert Objects Contain Reference To Groups
@ Group Objects Contain Reference To Subjects
Subjects In Groups Are Stored In Member Attribute As: | distinguished name v
Directory Structure
% Subject Search Base: | sdfsdl

+ Group Search Base: |sdfsdf

Tesl Configuration

Username PrefixSuffix Stripping

[) Strip start of subject name up to the last occumence of the separator (e.0. if separalor setta ¥, sublect name ‘acmetsmil'becomes ‘smith)

[ Strip end of subject name from the first occurmence of the separator. (e.g. ifseparalor set1o '@, subject name ‘smilh@acme.com’ becomes 'smith)

MAC Address Format

Search for MAC Address In FOMmat | e oe %

= A-14

Cisco Secure ACS @ |Cisco ISE ® A/
PA=VAL R T4
Name Name

Description

Description

~

Seconds
,_

[T« L%2 MUEEL (Directory Organization) ] 47

282132

F—aiggwvery A

282131

Cisco Secure ACS Release 5.3 5\ Cisco ISE Release 1.2 ~A®D NDG #1417 vxvEVY

(3¥)  Cisco Secure ACS Release 5.3 1%, RILARIOEEDO>R Yy hU—27 T4 R T —7 (NDG) %
AR—FT&%9, CiscolSE i1Z. Zom&HAIZ Y R—FLTWERA, LB -oT, EBENLTWND

ZHIDHRAIO NDG Z A T DHIIBEIT S IET,
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TaWEEevEYY

(E)

GE)

* A-15 Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~®) NDG v v E>S

Cisco Secure ACS @

pA=VAC P Cisco ISE ® Fo/85 «

Name Name

Description Description

Parent ZOT T L WZIIfE 7 T a 8T ¢ ZBREA T D vE R A, 2 OEE,

NDG B4 0—E LTORANENDDTT (NDG Z A 132 oA
T2l NEDT VLT T AT,

aay (o) ZFROL— MR EENTWAS NDG ITBITENEHA, Zhik, Cisco ISE Release 1.2
T, A YEREHRLTELTRE LW T,

& A-16 Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~® RADIUS T+ 4o > a7+
(RyH—) =vEVY

Cisco Secure ACS MW 7 R/%

TA Cisco ISE D FA/T ¢

Name Name

Description Description

Vendor ID Vendor ID

Attribute prefix ZOTanNT L1 IBITT oM
HYEEA,

Vendor length field size Vendor attribute type field
length.

Vendor type field size Vendor attribute size field length.

Cisco Secure ACS Release 5.3 f ' A b=/ DO —ETliE2W, RADIUS XU X —DHBITT DMNEND
DEFT, TNV EEXV X —IZOHREHELET,

& A17 Cisco Secure ACS Release 5.3 ' 5 Cisco ISE Release 1.2 ~® RADIUS T« a7+
(BtE) <=vw VY

Cisco Secure ACS 7o/

TA Cisco ISE @ FO/8F «

Name Name

Description Description

Attribute ID COMEIZIIREDO T 8T 4 ZBEEM T O EE A, O,

NDG @4 o—E L L TORANEINSIT-0TT, (NDG ¥ A 7

Direction Cisco ISE TiZ# R — hxfg4t
Multiple allowed Cisco ISE TiZ# R — M 44t
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GE)

= A17

F—aiggwvery A

Cisco Secure ACS Release 5.3 ' 5 Cisco ISE Release 1.2 ~® RADIUS T4 a7+

(B =vEYY &)

Cisco Secure ACS 7o/
TA

Cisco ISE ® 7 0/8F «

Attribute type

TDOEERAT

Add policy condition

Cisco ISE TiE ¥~ — b x4+

Policy condition display name

Cisco ISE TlZ¥ AR — b4t

Cisco Secure ACS Release 5.3 f ' A b= O—FTiER\V, 21 H D RADIUS BHOHLBEITT D40
ENRHVET (22— ERBEOHRBITTOLENDH Y 7)),

& A-18

Cisco Secure ACS Release 5.3 /5 Cisco ISE Release 1.2 AD1—H vy VY

Cisco Secure ACS oA
54

Cisco ISE ® 7 0/8F «

Name Name

Description Description

Status ZOTaNT AIIBITTAONEL Y EHA, (ZOT BT 11T
Cisco ISE IZITfFE L EHA),

Identity group Cisco ISE ® ID /' v —TF ~BfT L £7,

Password Password

Enable password

ZOTaNT 2 ZBITTOLEDHD TR A,
Cisco ISE [ZIZTFEL EFHA),

(Zo7a X7 1%

Change password on next login

ZO7aNT 2 3BT TALELD TH A,

User attributes list

a—HF @MYL Cisco ISE inb A R — b Ed, —FIZEER T 5
nET,

& A-19
TvEVY

Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~NDIARBI TO 771 /L

Cisco Secure ACS ® 7 O/8F «

Cisco ISE ® 7O/ F 4

Name

Name

Description

Description

Principle user name (X.509 J&1%)

Principle user name (X.509 J& 1)

Binary certificate comparison with

certificate from LDAP or AD

Binary certificate comparison with certificate from LDAP
or AD

AD or LDAP name for certificate fetching

AD or LDAP name for certificate fetching.
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F—alEBevELY
£ A-20 Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ADHFRAITAI7AIL TV EY
g
Cisco Secure ACS O 7A/8T« Cisco ISE d 7R/ F 1
Name Name
Description Description

DACLID (¥ 7> u— KA ACLID) |ZDE ERAT

Attribute type (§893 L OE)HY)

s HHBMOLAIITOEERITINET,
o BHEMEDEA L, Dynamic VLAN [Hfr&, 0%

ERITINET,
Attributes ()& A 7Tk L TO & RADIUS attributes
T4 NEEND)
= A-21 Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~D & > 0— K[k ACL
TvEVY

Cisco Secure ACS ®» o/
54

Cisco ISE ®» 7O/ F 4

Name

Name

Description

Description

DACL content

DACL content

= A-22 Cisco Secure ACS Release 5.3 5 Cisco ISE Release 1.2 ~®O%#8 RADIUS 4—/A T v

Evg

Cisco Secure ACS ®» 7o/
54

Cisco ISE ®d 7a/3F «

Name Name
Description Description
Server IP address Hostname

Shared secret

Shared secret

Authentication port

Authentication port

Accounting port

Accounting port

Server timeout

Server timeout

Connection attempts

Connection attempts

= A-23 Cisco Secure ACS Release 5.3 /5 Cisco ISE Release 1.2 ~AD ID BT Y3+

XvEVS

Cisco Secure ACS ®» 7o/
54

Cisco ISE d Fo/85F 1

Attribute Attribute name
Description Internal name
Name TDFEEBAT

l_ Cisco Identity Services Engine, Release 1.2 Migration Tool i1 F
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# A-23 Cisco Secure ACS Release 5.3 ' Cisco ISE Release 1.2 ~D ID BT« 2 aF+V

RvEYVT #E)

Cisco Secure ACS 7o/
TA

Cisco ISE ® 7 0/8F «

Attribute type

Data type

M TaRT oL

Dictionary (=— ID EM:D5E13ME lnternalUser] TRE L.
A A N ID @O HA 1L MNnternalEndpoint] TERE L ET),

Cisco Secure ACS "o E75~= 7
AR— MEIFME STV
l/\

f# A P 8E72 i = display name

Cisco Secure ACS "o F75= 7
AR — b FEZFHME STV
l/\

fif FH P HE 72 = internal name

Cisco Secure ACS b FE 7=
AR— MEITHE ST
1/\

fE I RTRE 72 1L T 7 /L b T,

Maximum length L

Default value L

Mandatory field L

Add policy condition L

Policy condition display name L

* A-24 Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~® RADIUS F—Y > 7wl
g

Cisco Secure ACS O 7O/XT7 ¢ Cisco ISE ®» 7O/T 4

Name Name

Description Description

Safeword server

Safeword server

Enable secondary appliance

Enable secondary appliance

Always access primary appliance first Always access primary appliance first

Fallback to primary appliance in minutes |Fallback to primary appliance in minutes

Primary appliance IP address

Primary appliance IP address

Primary shared secret

Primary shared secret

Primary authentication port

Primary authentication port

Primary appliance TO (timeout)

Primary appliance TO

Primary connection attempts

Primary connection attempts

Secondary appliance IP address

Secondary appliance IP address

Secondary shared secret

Secondary shared secret

Secondary authentication port

Secondary authentication port

Secondary appliance TO

Secondary appliance TO

Secondary connection attempts

Secondary connection attempts
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TaWEEevEYY

& A-24
v (&E)

Cisco Secure ACS Release 5.3 ' 5 Cisco ISE Release 1.2 ~® RADIUS Fr—9 > 2wl

Cisco Secure ACS ® 7 O/F 4«

Cisco ISE ® 7 0/8F «

Advanced > treat reject as authentication
flag fail

Advanced > treat reject as authentication flag fail

Advanced > treat rejects as user not found
flag

Advanced > treat rejects as user not found flag

Advanced > enable identity caching and
aging value

Advanced > enable identity caching and aging value

Shell > prompt

Authentication > prompt

Directory attributes

Authorization > attribute name (Cisco Secure ACS O «
7 >atUEMHEY X MZEM TCiscoSecure-Group-Id| 73
EENTVLEAIE,. ZOREICBITESNE T, Thidt
DOEAEIET 7 4V MiIL [CiscoSecure-Group-I1d ) 12721
£7),

& A-25

Cisco Secure ACS Release 5.3 i Cisco ISE Release 1.2 ~M RSA v v >4

Cisco Secure ACS ® 7 O/\F «

Cisco ISE ®» 7O/ F 4

Name Name (312 RSA

Description BITS N7

Realm configuration file Realm configuration file

Server TO Server TO

Reauthenticate on change to PIN Reauthenticate on change to PIN
RSA instance file BITES NN

Treat rejects as authentication fail

Treat rejects as authentication fail

Treat rejects as user not found

Treat rejects as user not found

Enable identity caching

Enable identity caching

Identity caching aging time

Identity caching aging time

& A-26

Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~®M RSA 7Aa> 7+

Cisco Secure ACS ® 7 O/\F «

Cisco ISE ®» 7O/ F 4

Passcode prompt

Passcode prompt

Next Token prompt

Next Token prompt

PIN Type prompt

PIN Type prompt

Accept System PIN prompt

Accept System PIN prompt

Alphanumeric PIN prompt

Alphanumeric PIN prompt

Numeric PIN prompt

Numeric PIN prompt
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£ A-27 Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~® ID X + 7]EF
Cisco Secure ACS O 70/8F « Cisco ISE d Fo/85F 1

Name Name

Description Description

Certificate based, certificate Certificate based, certificate authentication profile

authentication profile

Password based Authentication search list

Advanced options > if access on current |Do not access other stores in the sequence and set the
IDStore fails than break sequence "AuthenticationStatus" attribute to "ProcessError."

Advanced options > if access on current |Treated as "User Not Found" and proceed to the next store
IDStore fails then continue to next in the sequence.

Attribute retrieval only > exit sequence |FKHV R — F (HEHINSD)
and treat as "User Not Found"

* A-28 Cisco Secure ACS Release 5.3 15 Cisco ISE Release 1.2 ~AOF 74 )L b &y FT7—4
TFNRAR

Cisco Secure ACS ®» 7O/XT7 ¢ Cisco ISE ®» 7O/T 4

Default network device status Default network device status

Network device group BiITShAn

Authentication Options - TACACS+ BITS N7

RADIUS - shared secret Shared Secret

RADIUS - CoA port BTSN

RADIUS - Enable keywrap Enable keyWrap

RADIUS - Key encryption key Key encryption key

RADIUS - Message authenticator code key Message authenticator code key

RADIUS - Key input format Key input format

Cisco Identity Services Engine. Release 1.2 Migration Tool i1 F
| oL-27046-01-J .m
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