SIIr
CISCO.

Cisco Identity Services Engine. Release 1.2
Migration Tool i1 F
20134 7 A

Text Part Number: OL-27046-01-J



[(ER] JROBREZERICHEDZAIC. REEDFEE
(www.cisco.com/jp/go/safety_warning/) # B £,

AEF, REVXARTRXIAY FOSENRTT, U 7ER
ISOFFL T, BARERBEFAT. REBRIC7 Yy TT—0H
U, VDO EDR—CHABE)  EESATVWSEERHYET L
FITERLSESZL,

HLETHSENMRELYFETOT, EXBRABRICOVTITREY
A DX AV ESRLIEEL,

T, BRFORRBIZOVTIE, BHRFT/A—FF— FE, ¥
HBYBFCTHERELL S,

IO =27 VTR STV S s K URGIZET I, PERLICEESNDS I LAHYV T, ZOv=a 7 /MRS TV R, Hl, L UOHEEEHE
13, TRTCEMETH D LEXLTHVETR, R THOHNRTH THIL, —HIORIEDOFLEEZADRNLD L LET, ZOv=a 7 IR SN T ARG OEMIE, 3~
T2—FROEEIZRY £7,

WG DY 7 Ny 2T T4 AR L ORERIE, B ICRA &7z TInformation PacketICFE#it S TV E 47, AT SR TV AR WA, RELEIC ZHE < 72 &0,
The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public
domain version of the UNIX operating system.All rights reserved.Copyright © 1981, Regents of the University of California.

CCIRREBENTODMOVNRIRFEC S L5, FHOTRTOv=2T7VEBLOY 7 by =7 F, BHELEDT Hkoxx) L LTHiShES, v Aaklv
AL, BERTEORGE, FE B~ OMEIOMRGE, 8 L OMERZZE LRWT LICBETLREE, &2 WITREERE, /., BEMETICE > TRET HIRIEEZ LI LD
LT D BURENTZETLFBRSNTE—UOREOEHEEEZADRNEO L LET,

WRRHBEICE N T, YAaBLOZOMEHFIL, COV=a T AOEREIIEATE RN LICL o TRAET IHROBERSLT —FOREEZITI LD LT 5, [HE
1, IRAER., BFM, B2 VIR ARFICONT, HOW L AREEA Y AT LT ZOMKREICML SR THTH, ZTALICHT 2 EELZ ~WabRNbO L LET,

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this
URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1110R)

ZOV=a T VTHEHALTWS IP 7 RLAE, EBEOT RLRAZRTHOTEHY A, v=2T7 VHNOH, o~ R, BLOKIE, #HOAZEZHAE LTHER
SN TWET, BFAOPIZEREOT RLAREA I TV L LTH, ZIUIERMNZR O TIEARL, MRO—BIcL5b0TT,

Cisco Identity Services Engine, Release 1.2 Migration Tool 71
Copyright ©2013 Cisco Systems, Inc. All rights reserved.


www.cisco.com/jp/go/safety_warning/
http://www.cisco.com/go/trademarks

CONTENTS

COI=ZaTILOBEK i
Cisco Secure ACS OUHID!Y) 1) =AM o DFEAT  viii
MRFEE  ix
Y-aT7ILDER x
COXY=ZaTILDEFERAE x
RELE  xi
BEER xii
) —REEDNDI =TI xii
TZY b7+ —LEAFDI=aTIL xii
& xiii
OpenSSL/Open SSL Project  xiii
License Issues xiii

YZaTFILDAFFAESIUVCTIZHIL HR—F xv

1]

cuapTer 1 Cisco Secure ACS » 5 Cisco ISE ~DT—42 81T 11
Cisco Secure ACS M5 Cisco ISE ADHYR— S TS T—4HIT 11
Cisco Secure ACS 5.3 & U Cisco ISE Release 1.2 DR ¥— ETIL 12
Cisco Secure ACS 5.3 & Cisco ISE @R o— ETILDELY 12
Cisco ISE & & U Cisco Secure ACS DEAETIL 13
BATHEE 13
T—ADIYRAKR—F 14
T2 DOEEE 14
T—ADAVR—F 14
AT Y FOURYE 14
NA TRAZEYT 4 15
LAR—bF 15
UTF-8 ®H¥HR—Fk 17
ISE 802.1X y—E XIZxt9 5 FIPS #7R— bk 18
Cisco Secure ACS/Cisco ISE /\—2 3 VDI&REE 19

CHAPTER 2 Cisco Secure ACS to Cisco ISE Migration Tool [CDW\T 21
Cisco Secure ACS to Cisco ISE Migration Tool 2-1

VIO T7EH 22

Cisco Identity Services Engine. Release 1.2 Migration Tool i1 F
| oL-27046-01-J .“




W Contents

CHAPTER 3

CHAPTER 4

CHAPTER D

APPENDIX A

APPENDIX B

BITY—ILOarvR—3%2k 23
T—HEE 23
AT—RAME 23
IYPRAR—rBELTAvR—+ 23
T—ABETVELY 24

Cisco Secure ACS 5.3 i 5 Cisco ISE Release 1.2 ~DT—42 DT 31

T—2DBAELUVEADYFTIAE 31
22 )L Cisco Secure ACS 7 754 7 VAN DT—2 DT 341
DHREICET5T—2 0BT 32

Cisco Secure ACS 7—42 ® Cisco ISE ~D#4T 33
R S—HRBIDOKEEE 3-3
Cisco Secure ACS Release 5.3 ™ 5 DTN #E 35
R)—H—EXDBITOHA K542 35
RVO—H—EXRTLDBRITOHAA K4 36

Cisco Secure ACS to Cisco ISE Migration Tool D1 > X k—JL 41
BOY—ILDA VR M—=IL TARZ4Y 41
VAT LEH 42
X2 T4 DEEEE 42
Cisco Secure ACS-Cisco ISE Migration Tool ® 4 >R b—LE L UHIHAE 4-3

Cisco Secure ACS to Cisco ISE Migration Tool OfEfAZ 51

Cisco Secure ACS T—2 2TV AR— b B EUVA VR— F T 51=HDBITY—ILOERA
% 541

Cisco ISE [ZBifTEnf=T—2 DHER 58

Cisco Secure ACS 5.3 & U Cisco ISE Release 1.2 DT—42 &I vEYY A1
BITShET—2 47229 F M
BITESNGWT—2 AT+ A2
—HABITEINET—2 TPV b A3
YHR— b RARBESLUVUT—4E A3
T—HERTYEDY A5

Cisco Secure ACS to Cisco ISE Migration Tool ® c35 )L a—F 4% B4
BITY—ILZRIBTEALY B
AJIZIS— AyvE—UMNKRTINDS B
TI7XIWEDTAILE, T7AI, BELVLKR—bBERSNEL B3

Il Cisco Identity Services Engine, Release 1.2 Migration Tool i1 F

OL-27046-01-J |



Contents H

BITOITHORKR— bk 72z —XMNEFEITEL B3
Cisco TAC ~DEREDIK{E B-3

GLOSSARY

INDEX

Cisco Identity Services Engine. Release 1.2 Migration Tool i1 F
| oL-27046-01-J .n



W Contents

Cisco Identity Services Engine. Release 1.2 Migration Tool %1 F
“. 0L-27046-01-J |



(E)

[FCHIZ

Z O~ =27 )TiE, Cisco Secure ACS to Cisco ISE Migration Tool % ffi /{ L C Cisco Secure Access
Control System (ACS) ®VY U —2 53 5 —#~_X—2)5 Cisco Identity Services Engine (ISE) @V

U_.

AN2T T ITAT VANT —ZEBITTHTRERZONTHBLET,

% Cisco Secure ACS F721% Cisco ISE UV U — A TEMIIZE/L L TV DEEX v v 7DDz, T
® Cisco Secure ACS 7 —# % Cisco ISE IZBITTEX 2 bIF TiEdH Y £ A, Cisco Secure ACS to
Cisco ISE Migration Tool iZi%, R — hINTWARNWAT V=27 FNOERR VA MBEENTHET,
PRI OV TR, X 4-1E2BRL T EEN,

BB NRIL, RO LB TT,

lZo~==7/1LORA/] (Pvii)

et gmet ) (Pix)

[~=2T7 Lo (Px)
(ZO~=aT7 VO E] (Px)

r#atis) (Pxi)

[v=a 7 VOAFHEBIOT 7 =00 8= (Pxv)
MBEEEBE (Pxii)

M@t (Pxiii)

[~=2T7 VOAFFHEBLIORT 7=k 3K =+ (Pxv)

CHOIR=aT7ILOBM

ZOBIT~v =27/, CiscoISE Release 1.2 D~==7 /L v hO—HTT,
ZOBATY =27 X, UTOERPEENTNET,

Cisco Secure ACS to Cisco ISE Migration Tool O > A k— /LB AR5, B I OBITO N A
| N GV
Cisco Secure ACS Release 5.3 OBATA[RER T — X HHE ., B LI UOBITAMRER T — X HHE O—&,

Cisco Secure ACS Release 5.3 57— #X— A5 Cisco ISERelease 1.2 7 7T A TV AT — X %
BATT D720 D BEBER) 72 FIE,

[ oL-27046-01-J

Cisco Identity Services Engine. Release 1.2 Migration Tool 7i4 F |



e Cisco Secure ACS D~==a2T/L~D&RY) 7, ool 7 Tk, Cisco Secure ACS @ LLR(
DYV —RA (V) —=R3XxBIW4EX) OF—FEBITTEAHALICTHEOOT7 v 7T L —RE
FOBITFIEEZERZ L TOET,

Cisco Secure ACS DLIRID ') 1) =AM DF1T

ZDt s vaiZiX, Cisco Secure ACS V7 7 =7 OLIETD U U — 2755 Cisco ISE Release 1.2 7
TIAT AN, (BITORHHREIRARA Vb ~D) T—FBATE7ET ¥ 5 9 2 THHM 7 Cisco Secure
ACS D=2 T ~D U I BREENTHET,

[ZLC&HBHIIC

BETF® Cisco Secure ACS Release 5.3 @5 —# % Cisco ISE Release 1.2 7 /7 A4 7 LV A~BITL L D
L9 BRENC, &% 4 & [Cisco Secure ACS to Cisco ISE Migration Tool &1 > A h—/L | [ZFTHk S 4L TW
LT _XCOEY T v 7 Ny s 7 v BEOA VA M= DHRIZOWTHRAT, BELTEL
ERH Y FT,

BEFF® Cisco Secure ACS Release 5.3 @7 —# #1779 A nilc, Cisco Secure ACS Release 5.3 A7

2 & Cisco ISE Release 1.2 2 A7 AMZRBIT HBET —ZHES LA X —<DEWIZONT, +71Z
HfgL B txBEIOLET,

(3¥)  Cisco Secure ACS to Cisco ISE Migration Tool iZ Cisco Secure ACS Release 5.3 ®F5 — % @ Cisco ISE
Release 1.2 ~OBITOHLY R —F L TWET,

Cisco ISE Release 1.2 777 A4 7 A~479 % Cisco Secure ACS 7 — % ODBATHIO VU U — A2 L >
TiX. Cisco Secure ACS to Cisco ISE Migration Tool Z T 5HIIZ. W< DRDBATAT — U BLIE
RGN HY ET,

Cisco ISE Release 1.2 7774 T L A~FEITTE S L 512, Cisco Secure ACS DLHIDO Y Y — A D
7 —# % Cisco Secure ACS Release 5.3 D AT — b ~BATT 211X, WOFIEEZRITTHILERH Y F
ﬁ—o

1. fEHEREEIZ Cisco Secure ACS Release 3.x ZfiE L CW A A, KOTFIEEZETTHILENRDH Y F
\?AO

a. Cisco Secure ACS Release 3.x DT v 727 L— K N2%F = v/ LET,
Cisco Secure ACS Solution Engine {22\ T, RESML T I

http.://'www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server for solution
_engine/4.1/installation/guide/solution_engine/upgap.html#wp 1120037

Cisco Secure ACS for Windows IZ2W\W T, kEZBRL T A&V

http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for window
s/4.2/installation/guide/windows/install. html#wp 1102849

b. i L T\ 5 Cisco Secure ACS Release 3.x —/3% Cisco Secure ACS Release 4.x DT
A=k N=Var7 v 7 7L —FLET,

Cisco Secure ACS Release 4.x DBATHR— F N—=T a3 LIRD EBY T,
Cisco Secure ACS 4.1.1.24

Cisco Secure ACS 4.1.4

Cisco Secure ACS 4.2.0.124

Cisco Secure ACS 4.2.1.

Cisco Identity Services Engine. Release 1.2 Migration Tool %1 F
m. 0L-27046-01-J |


http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_solution_engine/4.1/installation/guide/solution_engine/upgap.html#wp1120037
http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/4.2/installation/guide/windows/install.html#wp1102849

X REH

c. 7 v 77 L— K, Cisco Secure ACS Release 4.x 75 Cisco Secure ACS Release 5.3 ~DFf
THEET LEFEEZETLET, GEIHoOWTIX, [Migration Guide for the Cisco Secure
Access Control System 5.3] %S L T 7230,

2. {#FfEREEIC Cisco Secure ACS Release 4.x B E L CTWABE., ROFIEEZFEITTHLERNDH Y F
‘j—o

a. Cisco Secure ACS Release 4.x —/ 3T, BE, BITHR—F X=Ya oV bBE LT
W2 aW5E 1%, Cisco Secure ACS Release 4.x X—V a VEBITYHHR— K X—=Ta 7 v

7L —FRLET,
b. BiT~> > (Windows %—3) IZRI UBATYHR— K /3= 3 > ® Cisco Secure ACS % A > A
r—LE7,

c. Cisco Secure ACS Release 4.x T— X %Ny 7 7 v 7 LT, BiT~ v THEITLET,

d Bir~y icBitT2—T7 4 VT 4 2RFELET, BiT2—7 « U7 1%, Installation and
Recovery DVD 22 LG CTE £ 9,

e. BIT= T, BIT2—T 4 VT 4 OIMBLP=I ZAR—F 72 —X2RTLET,

f. B LO= I AR —b 72— X CTHRAELF-BEEZMELET,

g. BITa2—F 4 VT4 DA VR—F 72— BTvLTEITL, 207 =2— AT —H
% Cisco Secure ACS 5.3 #— N2 A »AR—bFLET,

3. IREIIT Cisco Secure ACS Release 5.3 L ¥ Aif® Cisco Secure ACS Release 5.x 23 E LTV D45
A%, Cisco Secure ACS Release 5.3 127 v 77 L— RT L0 ERHY 3, kD URL #5HL
TLIEENY,
http://'www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/installation/
guide/csacs_upg.html#wp 1194843

4. Cisco Secure ACS Release 5.3 ~D T — 57%{775%‘5‘7 LTWaHE, EEmMICT —4 % Cisco
Secure ACS Release 5.3 7> 5473 5354513, Cisco Secure ACS to Cisco ISE Migration Tool % {#
A LT7 —# % Cisco ISE Release 1.2 77 TAT P ANBITTEET,

Z O#AT~ =2 7 Vi, Cisco Secure ACS-Cisco ISE Migration Tool #ffi [l L T, BEf£® Cisco Secure
ACS Release 5.3 5 — % _X— 2 {E#i % Cisco ISERelease 1.2 77T A 7V A~BITT D5 v NU— &
HEEZXNRE L TNET,

[ oL-27046-01-J

Cisco Identity Services Engine. Release 1.2 Migration Tool 7i4 F |


http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/migration/guide/migration_guide.html
http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/migration/guide/migration_guide.html
http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/installation/guide/csacs_upg.html#wp1194843
http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/installation/guide/csacs_upg.html#wp1194843

T=aT7ILDER

ovay

SieA

% 1 #[Cisco Secure ACS 7% Cisco ISE
~DOT — AT

Cisco Secure ACS-Cisco ISE D47 DR EE (2> T i B
L. Y7 NU=TOFEME, PR—FIHLTWDHY U —
2, T FV =gy arR—3xr b, BITARER
T—HEBE, BLR®Y 7 MU =T T—F%T 7 F¥ITH
THEHRERMELET,

% 2 % [Cisco Secure ACS to Cisco ISE
Migration Tool (22T

Cisco Secure ACS to Cisco ISE Migration Tool OFEHEIC
DNWTCEHILET, 2o —niE, Cisco Secure ACS
T—HDEI AR— b BLOA VA — b, T—%DOFft
P, JERME, A TRAFEV T 4, BIORLAR— b
BREZ VR —FLTVET,

% 3 # [Cisco Secure ACS 5.3 725 Cisco
ISE Release 1.2 ~D T — X D47

SESERYALF VA, BIIAA BTA 2 BEOH
V) — BT B RO AR LT,

% 4 # [Cisco Secure ACS to Cisco ISE
Migration Tool DA > A k—/L |

Cisco Secure ACS-Cisco ISE Migration Tool ®E ., A
VA N—IVORIRES, A VA M—ABLXOEY FT
TTBIDDHA RTA & FIEIZOWTHBHLET,

% 5 % [Cisco Secure ACS to Cisco ISE
Migration Tool O 514

Cisco Secure ACS-Cisco ISE Migration Tool Zf# /M L
T, T —H# =215 Cisco Secure ACS Release 5.3
F—H% % x 7 AR— b L, Cisco ISE Release 1.2 77
AT VANAVE— T 570D FIEITOWTHHALE
7

f+é% A TCisco Secure ACS 5.3 B8EL W
Cisco ISE Release 1.2 T — # s~ v &
7

Cisco Secure ACS Release 5.3 A7 A L Cisco ISE
Release 1.2 VAT ADMTT —4 A7V =0 b~y
T D HIEZOWTHBHLET,

f+4% B TCisco Secure ACS to Cisco ISE
Migration Tool ® N7 7 Vv a—F 4 7|

Cisco Secure ACS-Cisco ISE Migration Tool O fIRFIZ
HAETLREOHDMEE ST TN a—T 4 T
DHFBIZOWTHBLET,

DR T7IDERAE

Cisco Secure ACS Release 5.3 @5 —# % Cisco ISE Release 1.2 775 A 7 v A~BITT HENT, AT
Dy varEHEs BEIZLTIEEN,

o B4T4 5T Cisco Secure ACS & Cisco ISE T —% 7V =7 b+, 2¥F—~., BLOEMHD
BUVDIZHOWTHARET 5I121%., 18 A [Cisco Secure ACS 5.3 3 L U Cisco ISE Release 1.2 ®F —
AEE~ Yy BT EBRLTLEI N,

o HABEHTFTUATBITEEITT D HIE BITHA KZ7 4>, 8L Cisco ACS 75 Cisco ISE
~RY —EBATT D HIEE BT 5I121%, #F 3 % [Cisco Secure ACS 5.3 75 Cisco ISE
Release 1.2 ~OF7 — X OBAT) 2SHL T E I,

e Cisco Secure ACS 53 DF —FRXR—R  F—F FT7 =27 b, T—X%FT7F ¥, BLIOTFT—F%
Cisco ISERelease 1.2 77T A T U A~BITTH 7 2B AOMEIZONTIL, % 1 & [Cisco
Secure ACS 75 Cisco ISE ~DOF — 2 4T] #2ML T &0,

+ Cisco Secure ACS Release 5.3 & Cisco ISE Release 1.2 WD 35 L OALLA, FERI] 70 3% E O HELE
FHIIZOWCEET A 121X, 5 2 3 [Cisco Secure ACS to Cisco ISE Migration Tool 122\ T | %
ZL TS0,

Cisco Identity Services Engine. Release 1.2 Migration Tool %1 F

OL-27046-01-J |



Jopie

» Cisco Secure ACS-Cisco ISE Migration Tool ®A > A F —/LFIEICOWTCEFT 51X, & 4 %
[Cisco Secure ACS to Cisco ISE Migration Tool DA > A h—/L | ZHHLTLEI0,

 Cisco Secure ACS-Cisco ISE Migration Tool Zf#H L T, BEFF® Cisco Secure ACS 5.3 OF —
% Cisco ISE Release 1.2 ~1T9 2 DICHER T r¥ A ZHfiE+ 5121, % 5 % [Cisco Secure
ACS to Cisco ISE Migration Tool ®ffi [l 551k &ML TSV,

T

e

B8

bold

a<w2 R, F=U—F, 2—PANTHFAMIXFTTERLTNET,

italic

Ko A Mg, IR I3MmAT o HE,. 2B ET L0053 EE
Bax. italic 74> F TRLUTWET,

[ ]

By AFRONTNIERLET,
o FTvarDBEFE
o VAT A TuLrT hADT T xIVFDINE

{xlylz}

HFWFRN 1 SRR L R2TERER2VMHAF—T — FiE, Vv a2 TH
By MEETRE > TORLTWET, WFnis 1 >2RRTOILERH Y £,

[x[ylz]

WD 1 DEBIRTE 2HIE AR/ F — U — NiX, Al >y a THA, it T
KEI->TRLTWET, 4T 2556, 1 DzRRTEET,

string

SURB 2T 72D —#o 35, string ORTZICIZBIAGZH A LEE A, 51
FaHT 2L, ZO5I A HED T string & AR ENFET,

courier

BEFER, a7 b BLXORZ Y PRI, B AR—ZADOBEERT + b
TRLTWET,

< >

NMAT—= RO I ENR2OFIE, Wy a THATRLTWET,

a— FOMEBEIZEWA (1) F2ERV RiiE () BeHBEKE. a2 b
TThHHT &R LET,

ER O ZE) OBWTY, BEHEOMEEIET 2R E T 200 EEFHENTZR SN THE

ﬁ-o

GE) [AH TF, BHIUDERL, ZOv=a T VUNOSRER R EEBALTHET,

[ oL-27046-01-J

Cisco Identity Services Engine. Release 1.2 Migration Tool 7i4 F |



BEEEH

) —ZABEAEDY=a7I

#¢ 112, Cisco ISE Release TR AIfER M~ == 7 /L &Rk L £4, Cisco ISE O %22 8 5 & i
DUWTIE, http://www.cisco.com/go/ise PO AFTEET, = Fa—HFiifv==27 VL,
http://www.cisco.com/en/US/products/ps11640/tsd_products_support series_home.html @ Cisco.com

NHAFTEET,

*® 1

Cisco ldentity Services Engine D& R<v =217/l

X=aT7IA

[Release Notes for the Cisco Identity Services
Engine, Release 1.2.]

http://www.cisco.com/en/US/products/ps 11640/
prod release notes_list.html

[Cisco Identity Services Engine Network
Component Compatibility, Release 1.2]

http://www.cisco.com/en/US/products/ps11640/
products_device support_tables_list.html

[Cisco Identity Services Engine User Guide,
Release 1.2

http://www.cisco.com/en/US/products/ps 11640/
products_user guide_list.html

[Cisco Identity Services Engine Hardware
Installation Guide, Release 1.2/

http://www.cisco.com/en/US/products/ps 11640/
prod_installation guides list.html

[Cisco Identity Services Engine Upgrade Guide,
Release 1.2]

http://www.cisco.com/en/US/products/ps11640/
prod _installation_guides_list.html

Cisco Identity Services Engine, Release 1.2
Migration Tool Z1 N

http://www.cisco.com/en/US/products/ps 11640/
prod_installation guides list.html

[Cisco Identity Services Engine Sponsor Portal
User Guide, Release 1.2

http://www.cisco.com/en/US/products/ps11640/
products_user_ guide list.html

[Cisco Identity Services Engine CLI Reference
Guide, Release 1.2

http://www.cisco.com/en/US/products/ps 11640/
prod command_reference list.html

[Cisco Identity Services Engine API Reference
Guide, Release 1.2.]

http://www.cisco.com/en/US/products/ps11640/
prod_command_reference list.html

[Cisco Identity Services Engine Troubleshooting
Guide, Release 1.2

http://www.cisco.com/en/US/products/ps11640/
prod_troubleshooting guides_list.html

JTRegulatory Compliance and Safety Information for
Cisco Identity Services Engine, Cisco 1121 Secure
Access Control System, Cisco NAC Appliance, Cisco

NAC Guest Server, and Cisco NAC ProfilerJ

http://www.cisco.com/en/US/products/ps11640/
prod_installation guides list.html

[Cisco Identity Services Engine In-Box
Documentation and China RoHS Pointer CardJ

http://www.cisco.com/en/US/products/ps11640/
products_documentation _roadmaps_list.html

My Devices Portal IZf7 5 FAQ V V—X1.2]

http://www.cisco.com/en/US/products/ps 11640/
products_user guide list.html

TS5y I+r—LEEDIY=aTFI

FOMDT Ty N T —ABHED~Y=a2T L~DY 7%, OB THHTXET,

e Cisco ISE

http://www.cisco.com/en/US/products/ps11640/prod_installation guides_list.html

Il Cisco Identity Services Engine, Release 1.2 Migration Tool i1 F

OL-27046-01-J |


http://www.cisco.com/en/US/products/ps11640/prod_release_notes_list.html
http://www.cisco.com/en/US/products/ps11640/products_device_support_tables_list.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps11640/prod_command_reference_list.html
http://www.cisco.com/en/US/products/ps11640/prod_command_reference_list.html
http://www.cisco.com/en/US/products/ps11640/prod_troubleshooting_guides_list.html
http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps11640/products_documentation_roadmaps_list.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/go/ise
http://www.cisco.com/en/US/products/ps11640/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps11640/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html

B

e CiscoNACT 7 IA4 T A
http://www.cisco.com/en/US/products/ps6128/tsd_products_support_series_home.html

e Cisco NAC Guest Server
http://www.cisco.com/en/US/products/ps10160/tsd_products_support_series_home.html

e Cisco NAC Profiler
http://www.cisco.com/en/US/products/ps8464/tsd_products_support_series_home.html

* Cisco Secure Access Control Server
http://www.cisco.com/en/US/products/ps9911/tsd_products support series home.html

K7 o227 T4 AZBEETHBANEEZLLTIOR LET,

OpenSSL/Open SSL Project

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/).

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).
This product includes software written by Tim Hudson (tjh@cryptsoft.com).

License Issues

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the
original SSLeay license apply to the toolkit.See below for the actual license texts.Actually both licenses
are BSD-style Open Source licenses.In case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment: "This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/)".

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote
products derived from this software without prior written permission.For written permission, please
contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:
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"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)".

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS" AND ANY EXPRESSED OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO
EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).This product
includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License:
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com).All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are
adhered to.The following conditions apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code.The SSL documentation included with this distribution is
covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.If
this package is used in a product, Eric Young should be given attribution as the author of the parts of the
library used.This can be in the form of a textual message at program startup or in documentation (online
or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)".

The word 'cryptographic' can be left out if the routines from the library being used are not
cryptography-related.

4. If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement: "This product includes software written
by Tim Hudson (tjh@cryptsoft.com)".

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
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NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be
changed.i.e. this code cannot simply be copied and put under another distribution license [including the
GNU Public License].
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ZRLTIIEE,
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I policy_gap, report. txt - Notepad

File Edit Format Wiew Help
ISE 1.1 Policy Gap Aanalysis Report

Date: 2012.01.11:

The Policy Gap analysis Report s meant to summarize all existing policy
related functionality diffarences between ACS 5.1 / 5.2 and ISEL.1.

sSource:
ACS 5.2
10.56.13.106

service: Default Metwork access
Policy Type: Authentication Policy

Rule: Rule-1

pescription: This rule cannot be migrated hecause Compound conditions
which have different logical expressing is currently not supported by
ISE policy engine.

service: Default Metwork access
rolicy Type: Authorization Policy

SUMMAar:y :

wseryice selection Policy : Supported
wauthentication Policy » Unsupported
*authorization Policy : Supported

Mot all policies are compatible with IsE 1.1. out of security_concerns,
the migration application will not migrate any of wyour ACs policies.

end of report

UTF-8 ¥ KR—k

Cisco ISE Release 1.2 X, W< O DOEFHFREICX LT 8 B v h® Unicode Transformation Format
(UTF-8) #¥ AR —FLTWET, UTFOREEBIX, UTF-8 = a—7 (V7 T2/ AR —FBIW
AVR—bENET,

e Xy MU= T/ RRADZ—YRE
- 2—¥4
- RAT—=FRBIOARRT—FKOEAS
- 4
-
- E X—n
e RSA:RSA7u 7 hrBLOAYE=VE, 7V D MLo T2y Ra—HFITRINET,
- AvkE—v

- a7 bk
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RADIUS +—2 v :RADIUS h—2 v 7Fr 7 ME, = R a—¥Fo¥ 7Y hr MIREhE
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[#BFE (Authentication) 1 # 7 >[7' w7~ (Prompts) ]
LR E

FHHEDOZ—PLBLOIAT —

UTF-8 #fEf] L2 & #LE O E

w

RY—:

[#83E (Authentication) ]>[AV FDfE (Value for AV expression) ]
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e (Cisco Secure ACS Release 5.3 @ SSP /L —/L D 5:1%. Cisco ISE Release 1.2 DRV v— v k
DT b SEMFIZR Y £9, Cisco ISE Release 1.2 DF 7 4L DR Y — By hOEE, HLEA
T RUEMFIEHY A,

» Cisco Secure ACS Release 5.3 ™ DenyAccess #— " 2% Cisco ISE Release 1.2 [ZZE#iT 5 & 58
FEB L OFFAARY O —RRO LI ICEREINET,

— AR —=TOH, fREFFOT 7 /0 FOIMRL— D3, ﬁTéﬂéfﬂ h LT LT
Default Network Access IZF2E S 41, ID Y — R 2% L T DenyAccess (258 E ILE T,

— HFARY—TOH, T 74/ FDN—)b v k5 DenyAccess [T E S E T (FEHERERR) .,

e Cisco Secure ACS Release 5.3 D% —t 2D ID /Y >»—% . Cisco ISE Release 1.2 DR U 2 —
Ty NOFRRY U —IZEHBT 56, WOFIREFEITLET,
— H—THRIENL— IV EFF ORI Y O —E B L E T,
— =N DM ET AN AL LTHRELET, HBANET X TOEICHBLET (ZhiEH
Z—% L= HT9),
— T 7V MO — N DOFERE FRI SIS T e kaiZxt LT Default Network Access (2
BEL, ID ¥ —AIZ% LT DenyAccess IZFRE LE T,

%%B/V_/V@%%li\ Eﬁ"j@j—é H—r X @§$ﬂéﬂf:7olj k :/VTj—o Aty quE_j— U— @V‘j*lg/l/‘_‘/l/
i, BhEd A ID AR Y —DN— /LT, PBIER Y —ONERL— L ONEFE L, BhE$ 5 ID RV
— D=V EE UNEFICENE T, BEERY U —0NFHA— L ORE (B4, 88, i3t =
2) 1%, BT 25 ID R Y —HAIOREME N FE T,

e Cisco Secure ACS Release 5.3 O —E 2D AR Y »—%_ Cisco ISE Release 1.2 DR Y 2 —

Yy FOHFFARY —ICEHT BIHE,

— B—HNAGINTFR R —DRY) > — Yy hOA— VT, BET A —E2DOHISEFRIAR Y
=D — L TT,

— AR —ORY T — Yy hOAL—F, BET A —EROFHFARIRY > —D/L—/L T,

— B—OABISNFERY) =B LXOHFARY —DRY — &y bDOL—/LOIEFIL, BT
L —EAOa—INFNTFRIRY =B XOFFRIRY & — D — VDRIV E T,

— B—OABINTFFRRY) —BLOHFARY v —DRY — &y bDOL—/LOIRE (A%,
. T=4) 1k, BET AL — 20— ENEFARY) =B IR Y —DL—u
DOIRREIZHENE T,
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CHAPTER

Cisco Secure ACS to Cisco ISE Migration
Tool DA 2R b—JL

FClX, Cisco Secure ACS to Cisco ISE Migration Tool % A > 2 b —/L§ 5 FIEIZHOW T L E

L

ZOETIE, RO ME Y ZIZHOWTERY LT ET,

o BATY—NDA VA=V A RFA ] (P4-1)

(227 L8 (P4-2)

e X2 VT DEEFH] (P4-2)

» [Cisco Secure ACS-Cisco ISE Migration Tool ® 1 > A b —/L3 L OIHHL) (P.4-3)

BITY—ILDA A M=IL HL K514

FL&HBHI

o THHDERET, BITT2WMN TETWNDEI LEMHRELTL 72XV, Cisco Secure ACS Release
5.3 Windows 721X Linux ® Y — A = VPN, YV INT TIA TV AERETaTAVT 7
FAT L ADBITHO 1 DOF —Z RXR=2A % fA T8 X 2T RN AT L2 RAL. #—7 > b
VAT ALELT, CiscolSERelease 1.2 7774 7 v A& HONENRH Y £97,

e Cisco Secure ACS Release 5.3 DY —A v NIV VP T RLARRESIN TS Z & &k
BLTLKIEEN, FEAVE—T 2 A ANEEDIP 7 LR A U T ZA%2ESBE, BT L XI(C
BATY — T L E 9,

e Cisco Secure ACS 7>5 Cisco ISE ~DOBITNRE LT I A4 T v A L TEITENDIGEF. T—FD
Ny I T o TIERENTVWAZ L 2R LTI,

o LUTOFARAINPETLTWNAZLEMHRLTLIZE N,

— TaTATTIA TV ADBITORAE., #—%7 v h =312 Cisco ISE Release 1.2 V¥ 7
VT EA VA=A LT,

— VTN TTIAT L AOBITORE . CSACS-1121 775 A 7 v A& FHERH T 5 DI
T& 2% CiscoISERelease 1.2 DY 7 b =T RNH D,

— Cisco Secure ACS Release 5.3 & Cisco ISE Release 1.2 O 27 LT v ¥ LB LUIR
J— RETXTHREFLTND,

o VA wvrb, X AT AT A TR Y NI B AN TED I L EHERLET,

[ oL-27046-01-J
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B zx7LEH#

BEIE A
WEBRLTLEEW, 5 5% [Cisco Secure ACS to Cisco ISE Migration Tool M F 51k |

VAT LEH

Cisco Secure ACS v ¥ 3% 4-1 IZHHT A AT 2AEHEZRMIZ L TCWAXLERH Y T, T3TO
~ == 7 WX Cisco.com CAFTE EJ,

* 441 BRI VOVRTL B

TS5y b4 —LA 30y

Cisco Secure ACS Release 5.3 |[Installation and Upgrade Guide for the Cisco Secure Access
V=2 = Control System 5.3] %#ZM L T 72 &, Cisco Secure ACS

Release 5.3 DY — A =L UV I ILVIP T RLARHKREINT
WHZ L EMRLET,

Cisco ISE Release 1.2 # —7%"~ |[Cisco Identity Services Engine Hardware Installation Guide,

r~3 v Release 1.2] #ZMR LT &\, ZDOT 774 T AT,
&K 2 GB ® RAM 33T,
Linux. Windows XP JavaJRE N—T 3 v 16 D32y hEA VA =L LE

T, BT~ v kic JavaJRE A VA b— L EN TV RWEA
X, BITY — VIdRE L EE A,

64 v >~ MR Windows 7 JavaJRE N—V a2 1.6 UBED 64 By e A A F—L L E

T, BT~ Eic JavaJRE B34 A b=/ ER TV RWES
I BATY —VITHERE L £ ¥ A,

32 &' v M Windows 7 JavaJREN—Ya v 1.6 UBED3R2 By haA VA =L LE

T, BT~ > kiZ JavaJRE A VA b—L EN TR WA
I BATY — VISR L £ ¥ A,

X1 T1DEREER

BIT7o®2 2D AR—h 72—ATliE, A VFR—F 7uZ2OAE L THERENDZT—% 77
ANANPERENET, T—% 77 A VONFIFRESLEN, BEEHARDLZ LIITEEEA,

= —H%, Cisco Secure ACS 77— X %=/ AR— kL, 1% CiscoISE 7774 7 A~IEFIZA
ViR— h 9572912, Cisco Secure ACS Release 5.3 3 & OF Cisco ISE Release 1.2 OEHE O 2—HF 4
BIXONSRT—=REMO TWOIRERHD ET, A A —F =T 4 VT q4ICLo TERENL
a— REEET JHNTHINTES L5, PREA—VFLEFERTAILERHY £,
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| #4%& Cisco Secure ACS to Cisco ISE Migration Tool 4 X k—jL

Cisco Secure ACS-Cisco ISE Migration Tool 4/ > X F—L &£ UMHE W

Cisco Secure ACS-Cisco ISE Migration Tool D1 > X
F—ILE K UL

N

GE)

2AFvF 1

Cisco Secure ACS to Cisco ISE Migration Tool X, CiscoISED 7 L vy ¥ =2 A4 A M=%, F21E
application reset-config =~ > K& LT Cisco ISE 77V r—a v OREE Y v kL, Cisco
ISE7—#R_X—=RX%7 V7 LEBRTIEITTIOLERHVET, 20D, BIT7rEADETHIIL,
Cisco ISE FIPS £— RZ AT 52 LT TEEH A,

Cisco ISE = —¥ £ ¥ —7 = 4 2% L T Cisco Secure ACS to Cisco ISE Migration Tool 7 7 A
NEZTru—RTHZENTEET,

Cisco Secure ACS to Cisco ISE Migration Tool V7 rx7ZE4 2V A— K LTRITTBICIE.
UTOFIEZZETLEY,

Cisco Secure ACS V7 b =7 B L CiscoISE V7 "N =T WNEHOT I A4 T AL VA h—
LENTWAEESIE, CiscolSEax—HYF A FZ—T x4 ZADT KL A X—TLFD URL # AL TE
1Ty —nZHyra—RLET,

https://<hostname-or-hostipaddress>/admin/migTool.zip

N

GE) BITY— N T77ANOF T — RTHREYFR— NI TW5 7 7 UHiE, Mozilla Firefox
N—T=3236, 6,7, 8,9, BELW10 AT, Microsoft Windows Internet Explorer (IE8
BIWIE?) 770H%iE, 20OV Y —ATEHBESR— RSN TWERA,

Cisco Secure ACS Y7 F U =7 H LWV CiscoISE V7 " =T RREI LT 774 T v RHFEET DA
FEH LW Cisco ISENN—R T =7 77 I74 7 v 2&MH L TWAHEAIL Cisco ISE Release 1.2 @
BH D migTool.zip ZLL FOHFinbF v orm— RFLET,
http://software.cisco.com/download/release.html?mdfid=283801620&flowid=2608 1 &softwareid=2838
02505 &release=1.2

Zip 77 ANVERKRLUET, zip 7 7 A A DIRE S V7N IE, config.bat 3 KUY migration.bat 7 7
ANVERFET DT 0 L7 D URERERLE T,

config.bat 7 7 A L EMREL T, BTV 2AHD Java b —7 YA XICHYV B TEHZAEY OWHEE
HELET, AEVIL, ENFEN64 AT/SA M, 512 A4 MZLET, configbat Tk —7 H A1
XuaRETORMELEIEIRO LB TF, Xms=64 BV Xmx =512,

[#&1F (Save) 127V v 7 LET,
migration.bat %7 UV v 7 LTI rE A& EE L E7,
WML ETE AR R SNET,

B47Y —Lit, Cisco Secure ACS A7 V=2 FOY Ty hdDFH% Cisco ISE ICBITTE £, V—

MiE, BITTERL, P R— &R Ty (FRE—H Lot R— S Tniwn) 7927 Fo

UARNEBRBLUES, BITY =AM ENDEXIT, ZORPR—FDY R NEFERTLINE IR
BTD2AvE—Y Ry 7 ARFREINET, K 4-1 2B LT ES N,

[ oL-27046-01-J
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$54E Cisco Secure ACS to Cisco ISE Migration Tool @4~ R F—JL |

& A

AFyFT 7T

W Cisco Secure ACS-Cisco ISE Migration Tool D4 » R F—JL& & UHIHH1E

41

HR— FERTVENE TSz ) FCRRERSA vE—S

i Cisco Secure ACS to Cisco ISE Migration Tool
Exit Help

Logged in as: on ACSS: "1 I sl I i
Logged in as: on ISE: Cl S CO

Migration | Settings |

Export From ACS & —
Important! (%]

Migrated Objects BMings Errors
E"l::‘ Predefined Re \‘5) Mot all ACS objects are supported For migration, YWould you like to view themz | O 0
[+ Dickionaries 1} 0
EH[:‘) Users and Ide L e ] [ _— J 1] 0
[H-h Devices o i}
[ RADIUS Serve 0 0
(-7 Policy Elements [ | o (1] 1] [1]
(-7 Access policies [ | o i} i} i}

[ Import To ISE J [ Import Report(s) J [ Policy Gap Analysis Report J

‘Wiew Log Console

284583

[ (Yes) 122U v 27 LT, $H8— FSRTOWANFT V=2 b, BER—HBLAYE—FShT
WRWAT V= ho Y R MR LET, ” 42 ZBBLTESW,

Cisco Secure ACS to Cisco ISE Migration Tool T [~V (Help) [>[ RV AHA— bk 72 hDjt
# (Unsupported Object Details) | ##IRL T, R —FEShTniWnwWt 7P x7 b Y A MERRFT
5T EHTEET,

KYR— FEEV—BYR—rOF TSz FOYR F

nsupported Objects Details
Logged in as:

Logged in as: Unsupparted Objects List; c 1 S c o
Migration | Settin Marne Diescription
Administrators Mok Available ~
Expott Fram Roles Mok Available =
Deployrment data Mot Available
Migrated Obje Repositaties Mok Available s Errors
1 Certificates Mok Available v 0
o
Fartially Supported Objects List: o
L]
Marne Description 0
RSA Configuration files,R5A Prompts and deployment information o
-7 Access [ Date and Time Condition in case o
User attributes User attributes of string data kvpe
Compound conditions  [Compound conditions that contain mixed operators are not sup...

—

— —
Import Ta — - - - Log Console

284584

[FAL % (Close) 15227V > 7 LET,

Il Cisco Identity Services Engine, Release 1.2 Migration Tool i1 F
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CHAPTER

Cisco Secure ACS to Cisco ISE Migration
Tool DFERAAE

Z OEETIX, Cisco Secure ACS to Cisco ISE Migration Tool % fii /] L T, Cisco Secure ACS 5.3 @7 —
% % Cisco ISERelease 1.2 7 7T A T AL AR— B I OA ViR— T 5 FEICOWTHBL
F7

ZOETIE, KOFHIZOWTHALET,

e T[Cisco Secure ACS 7 —# &7 AR — b BLOA VR— T 572D0OBITY — /O 5]
(P.5-1)

* [Cisco ISE IZBATENT=T — & Ofid ) (P.5-8)

Cisco Secure ACS T—3 %IV AAHR—FBXUA U iR—
FFT5-OD0BITY—ILDOFERAX

ATFyvFT 1

AFyvF 2

ATFvFT 3

ATy 4

BITY =V EBB LB T, T—F D7 AR— L ToH 5D Cisco Secure ACS Release 5.3 &~ AT A~
arsA4rLET, BITY—NVOERZRIBT HI2E, UTOFIEZETLET,

[Cisco Secure ACS to Cisco ISE Migration Tool] ¥ «r &~ KU T [3%& (Settings) |22 Vv 7 LT, &
TR TEDT =2 A7 V=27 hOY A MEFRRLET,

(LE) F—2OBAT2ETT 5o, KEFMELARARET 2L ETHY A, BT — 2217
WA, 2 AR T BF— X ATV hDF vy Ry s AEF LT, [ (Save) ]
20y LET,

[Cisco Secure ACS to Cisco ISE Migration Tool] ¥ « &~ Ko T [#4T (Migration) ] %27 U > 7 L,
[ACS 226 D=2 AR — b (Export from ACS) 1227V 27 LET,

[ACS5 7 L7 > v v /)b (ACSS5 Credential) ] 7 ¢ > K IZ Cisco Secure ACS Release 5.3 ¥ AT LD
IP7 RLR (EFEHFA ML) EXRAT—FREAS LT [##H (Connect) |27V v/ LET,

[ oL-27046-01-J
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Cisco Secure ACS to Cisco ISE Migration Tool DfER% % |

W Cisco Secure ACS F—# 2T H AK— FB&EUS v R— T B=HOBTY—ILOEAS X

5-1 Cisco Secure ACS ~D#fk
Help
Logged in as: ACS5 Credentials 3 atfrer ]
Logged in as: m
———— ACSS IP/hostname | || o
Migration Settings| |
ACSS Username |acsadmin |
Export From ACS e g | | b Process: Exporting |
S5OL
Migrated Objects ount Success Warnings Errors
1 Predefined Refer o o 0 0
F#+{[5) Dictionaries T ™ 0 1] 1] 1]
[-{7 Users and Identity Stores [ | o i} i} i}
- Devices [ ] 0 0 0
F-{) RADIUS Server [ | o 1} o i}
(- Policy Elements [ | o 1] 1] 1]
[T Access policies [ | o 1] 1] i]
[ Impart To ISE ] [ Import Reparks) ] [ Policy Gap Analysis Repart ] Wiew Log Console o
2
[:s]
&

AFvT 5

[Cisco Secure ACS to Cisco ISE Migration Tool] 7t & KU TBAT Yt A%2E=42L£7d, V1 I
VITiE, EFICTS AR = FENFZBIEOF TV =7 M, BLOT — X OBAITT vk 2ADRIAHES

RET—DFER Lo ATV PRERINET,

5-2 Cisco Secure ACS #7219 FDIT YU RKR—+
m Cisco Secure ACS to Cisco ISE Migration Tool
Exit Help
Logged in as:  acsadmin on ACSS: ol I fal I (]
Logged in as: on ISE: c 1 S c o
Migration | Settings|
Export From ACS Expork Report(s) | Current Running Process: Exporting |
Migrated Objects Progress Count Success ‘Warnings Errars
&' Predefined Reference Data 806 806 0 0 »~
= ) Dictoneres ;2 7 s o
# V54 Vendors 1z 7 5 i}
# RADIUS ¥S&s 380 u] 1] i}
# RADIUS Attributes Mok Starked a a a a
# Identity Attributes Mok Started i} 0 i} 0
[#-{) Users and Identity Stores [ | o i} i} i}
-0 Devices [ ] o 1} 0 o
(-7 RADIUS Server ( ] o 0 0 0
[#-{C7) Palicy Elements [ | o [1] 0 1] L4
[*-|7) Access palicies [ | o 0 0 0 bt
Import To ISE Import Repark(s) ] [ Policy Gap Analysis Report ] Wiew Log Consale %
S
&l

Il Cisco Identity Services Engine, Release 1.2 Migration Tool i1 F
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| £5% Cisco Secure ACS to Cisco ISE Migration Tool DAk

5-3

Cisco Secure ACS F—8 I 9 AR— FH& UL vf— T 21-00BFY—LOERAE W

Cisco Secure ACS #72x ¥/ DI Y RKR— FDRT

M Cisco Secure ACS to Cisco ISE Migration Tool

Exit Help
Logged in as:  acsadmin on ACSS: il I 1l l ]
Logged in as: on ISE: c I s C 0

Migration | Settings |

Expart From AC5

Expott Repark(s) Current Running Process: Exporting

Migrated Objects

(-3 Dictionaries
- @ Y5h Yendors
- 4 RADIUS ¥5as

- Users
- # Hosts

({5 Predsfined Reference Data

— 4 RADIUS Attributes

- @ Identity Attributes

=) Users and Identity Stares

- # User Password Complesity
- 4 Identity Groups

Impork To ISE

Progress Caunk Success ‘\Warnings Errors
806 806 0 0 |4
1287 1011 276 o |
1z 7 5 0
1019 25 191 u]
254 176 =l u}
2 i 2 i L
10 i0 1 1]
1 1 o u]
z z a i}
u] u] o u]
ul u] ] u] b
Import Repork(s) ] [ Policy Gap Analysis Report ] [ Wiew Log Consale

284593

T AR— K TavATRELLEBEEEFLEI= T 2OV TH LWERE IS T 212, [BE)
(Migrations) | # 7 @ [#4 (Warnings) | £721% [ =7 — (Errors) | 77 AT FROMNWT=HT %7
Vv 7 LET,
[TV =7 b =7 —LEEDFHM (Object Errors and Warnings Details) ] 7 ¢ & K7L, =7 AR —
MIZHAE LB EELII= 7 —O/FRIERTREINET, 2FV, BEELEIT—DOFT V=7 |
TN—"T ZAT, BILOHRERRINET,

5-4

FIPz) F TS5 LEEDFHFHORT

Exit Help
e Cbjects Errors and Warnings Details rg| [ I isl I i
Logged in a Dbject Group: Dictionaries Dbject: al Info: WARN c I S c 'o
Migration E Details;
Object Type: VSAL Vendors ] b
Expart F e == == = == d... |
= 2011.10.1%8 12:E24:37'E28 : 'Cisco': dis a predefined wendor, and &
Migrated O |+ z0ll.10.18 12:24:37'23% : 'Cisco-WEPN3000': is a predefined wend Errors
..u':lpred = 2011.10.1% 12:E24:37'E38 : 'Cisco-EBEM': iz a predefined wendor, o -~
Dg__:' Dicki = E011.10.18 1E:F4:37'238 : 'Adrespace': is a predefined wendor, (1]
A = 2011.10.18 12:E24:37'E38 : 'Microsoft': is a predefined wendor, u]
- o
. et = gt = = ] D
..... Y hdl o
E-CaUser | £ | > 0
- A o
- g
- A o
o I i ———
: ; r r~
[ Import To ISE ] [ Impatt Repark(s) ] [ Palicy Gap Analysis Report ] [ View Log Consale ] @
3
&

A7 a—)L LT,
Lij—o

BIRLT2AT7 V=27 hox= T —0fFMaRTL, [ALS (Close) 1227V v 27 LT

[ oL-27046-01-J
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% 5% Cisco Secure ACS to Cisco ISE Migration Tool OfERAE |
B Cisco Secure ACS T—4 2T R K— FB& UL Vi— b B1-DOBTY—LOBERAA X

ATF9FT 8 T—H I AKR—b FTuvANET Lib, [Cisco Secure ACS to Cisco ISE Migration Tool] 7 1
RolZ, TV AR— b BRETLIELEDT I AR—FDAT =X ANKRENET,

ATYFT 9 I AFR—PFEINET—HOREMRVAR— b ERATHITF, [Z7 AK—F LFR—F (Export
Report(s)) 1227 V27 LET,

KL AKR—F LAR— M, ~v X —ER, BIOWHEOX (7, B, BXOVAT20IP 7 K
VAERIEARA MEDNEENTWET, 4727 b I —T1%, XA T7BLIOBEERFREZFELL
DAL ET, LAR— FORZITIE, BMBEKTORRE, BIOWUHEOMMOY <Y —2NFHEL T\ E
\?‘O

B acs - Identity Services Engine 1.0 Migration Tool

Report Type: Exporting from ACS repart

Report File:  C:\positron-migration|reportsiexpart_report. bxk

Higration Report

Migration Phase: Export from ACS
Date: Tue SeplZEl 16:50:22 IST 2010
Hachine: 10.56.13.112

CObject Group: Predefined Reference Data

Chject Type: Generic Attributes

Info Type: INFO

> 2010.09.28 1le:52:31'71e @ 'ConfigChangeData': exported sucessfully.
£

l Previous Page J [ Mexk Page

282120

ATYF 10 CiscoISEIZT—# DA v A— M4BT 5121%, [Cisco Secure ACS to Cisco ISE Migration Tool]
74 RUTI[ISE ~DA »AK—F (ImporttoISE) 1 %27 U v 27 LET,

AFY T 11 5—H#% CiscoISE ~A >R — T 2012, LDAPID 2 h7IZBtEEBNT A L5 7 e 7 FRER
Ehi=b, [OK] 227U v 27 LET,

Cisco Identity Services Engine. Release 1.2 Migration Tool %1 F
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| 5% Cisco Secure ACS to Cisco ISE Migration Tool D% &
Cisco Secure ACS F—4 £ 9 A K— FB&UA Vi— FF3-00BAY—LoERAE: B

5-5 ID X kP ADOREDENM

Instructions [‘Y]
Logged in as — e fiel B
Logged in as . Lse the Following dialog ko add attributes for identity skores (LDAP)
1 e CISCO
— befaore imparting them.
Migration E Added attributes will be imported with the identity stores into ISE.
Expiort Fr 55t Importing |
Migrated Objects Progress Counk Success Warnings Errars
[#-{C Predefined Reference Dats [ ] o 0 0 0 ~
=L Dictionaries [ | o 1} 0 o
- # YSA Vendors Mok Started u] ] 1] o
- RADIUS YSAs Mot Starked u] o o u]
- 4 RADIUS Attributes Mok Started ] 1] 0 ] Ll
- @ Identity Attributes Mot Starked u] o i} ]
=147 Users and Identity Stares [ | i} o 1] 1}
- @ User Password Complesity Mok Starked i} i} a i}
- 4 Identity Groups Mot Starked i} i} i] 0
- @ Users Mok Starked a a a i}
- # Hosts Mok Started a ] 0 a v
w— . - : =
Import To ISE [ Import Repark(s) ] [ Policy Gap Analysis Report ] [ Wiew Log Consale ] @
&
&

AFwv7 12 [LDAPID % 7 (LDAP Identity Store) ] Kr vy 7 ¥ v VR T, BEEZEMT 5 ID A 7 45
WU, [BIEDEM (Add Attribute) | %227 U v 27 LET,

5-6 IDX+7RET1OaFV
&8 cisco Secure ACS to Cisco ISE Migration Tool
| Exit Help
Logged in as: g Identity Stores Attributes Dictionary
Logged in as:
o || LDAP Ideniity Store: |NAC Frofiler g hoosraenabTGeny tore fom
Migration | Settin — the list and define its attribukes in the
table,
o [ Add Attribute ] [ Delete Selected Row(s) ] S
Export From |
Migrated Objeq] Attribute Mame aktribute Type Diefault Yalue Errors
u:l Predefin String o o ~
(=) Dictiona 0
T Unsigred Integer 32 0
- @ RAD| IPv4 Address i}
- i RAD) o L
----- # Iderg 1]
[=-{C3) Users ar} 0
i Used u]
- 4 Idery a
o i se [ Save & Exit ] [ Cancel ] 0
- # Hosty 1] v
e - r : o
Impork To ISE [ Import Repork{s) ] [ Palicy Gap Analysis Report ] [ View Log Console ] 2
3
o

ATv7 13 [JEM4 (Attribute Name) ] 7 4 —/L Ric&uiz AL, [BYEZ 17 (Attribute Type) ] Kr v 74
Ty URARNPORES A TEZRIRLET, [7 7 4/4 ME (Default Value) ] 7 1 —/V RIZfEZ AT L
T[RTFLTHT (Save & Exit) 127 V27 LET,

ATFvT 14 BYHEOBMAKT LIS, [ISE ~OA »AR—1F (Import ToISE) 1 %27 U v 27 LT,

Cisco Identity Services Engine. Release 1.2 Migration Tool /i1 F
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% 5% Cisco Secure ACS to Cisco ISE Migration Tool OfERAE |

W Cisco Secure ACS F—# 2T H AK— FB&EUS v R— T B=HOBTY—ILOEAS X

ATFv7F 15 [ISE 7 L7 v %/ (ISE Credentials) ] 7 1 > RvIZ, Cisco ISE OFERMER K A A 4 (FQDN),
=4, BLORRT—FE2 AL, [##k (Connect) | %7V v/ LET, BITY—/Lix FQDN
REREICEXIAENT- FQDN & —H3 5 Z L 2R LET,

T—% AR — K Tt RANRET Lizb, [Cisco Secure ACS to Cisco ISE Migration Tool] ¥ 1 & K
TIZ, AR BT LI EDA U R—FDRAT = FANFIRSNET,

#F=xvZ7 L, SSL

5-7 Cisco ISE ~D#E#:
ﬁ: Cisco Secure ACS to Cisco ISE Migration Tool 1 =1 |
Exit Help
Logged in as: acsadmin on ACSS:  10.77.125.241 Ill'ill'i
| Logged in as: on ISE: | c l s c o
igration | Settings | 5€ Credentials K
Expart From A0S | Expaort Reporl Em- I | |
Migrated Objects ISE Username | lings | Errors |
#) Predefined Reference Data 18 Prscword 0
=12 Dictionaries I ]
%17 RADIUS Server * Fully Qualfied Domain Name 0
- Users and Identity Stares o
-5 Devices "
117 Palbicy Elements Connect | Cancel 0
17 Access policies T o 4] o
=
ot teisE | import Reportts) | Policy Gap Analysis Report | View Log Conscle 5
(=]
w

(44
ATF9FT 16 AV FR—FEINTT—HDOERR VR — MeRRTHITE, [4 A — 1 LAR— bk (Import Report(s))

1227V y27 LET,

ACS - Identity Services Engine 1.0 Migration, Tool

Report File:

Report Type: Importing ko ISE report

C:\positron-migrationireportsiimport_report.txk

A A A A A R

2010.09.258 17:
2010.09.25 17:
2010.09.28 17:
2010.09.258 17:
2010.09.258 17:
2010.09.258 17:
2010.09.258 17:
2010.09.258 17:
2010.09.25 17:
2010.09.28 17:
2010.09.258 17:
2010.09.258 17:
2010.09.258 17:
2010.09.258 17:
2010.09.258 17:

16

1a

1a

—r < T TG TG T T TS
1a:
16:
16:
16:
16:
1a:
1a:
1a:
16:
16:

42'907 : Added configuration: Radius
43'500 : Added configuration: Radius
441110 : Added configuration: Radius
441719 : Added configuration: Radius
45'344 : Added configuration: Radius
45'953 : Added configuration: Radius
46' 578 :Iﬂdded configuration: Radius
47'203 T Added configuration: Radius
471813 : Added configuration: Radius
458'422 @ Added configuration: Radius

:49'032 @ Added configurstion: Radius
16:

491625 @ Added configuration: Radius

:50'2535 : Added configuration: Radius
1a:

50'375 : Added configuration: Radius

:51'500 : Added configuration: Radius

|

<

I Previous Page J [ Mext Page ]

L
282128
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| 5% Cisco Secure ACS to Cisco ISE Migration Tool D% &
Cisco Secure ACS F— 4 #IL) R #— rH&LUA vi— T 300BFY—LoEAAE: B

AFYFT 1T A VR —F 7oA TRALEEEFZIEIT T —IZ OV TEELWEREZEBEGT 51213, [BE)
(Migrations) | # 7 @ [#4 (Warnings) | £721% [ =7 — (Errors) | 77 AT FROMW =T %7
Uy 27 LET, AT v 7 6 2BRL TSN,

ATvF 18 Cisco Secure ACS & Cisco ISE DR Y > — ¥x v 7% THI101F, [RY¥— Fv v 7oL
A—k (Policy Gap Analysis Report) 1 %27 U v 27 LE7,

5-8 RYO— X v THLA—+

ACS - Identity Services Engine 1.0 Migration, Tool

Report Type: Policy Gap Analysis Report
Report File:  C:positron-migrationireporksipolicy_gap_reporttt

Date: Z011.10.1%8:

The Poliecy Gap Analysis Report is meant to summarize all existing policy
related functionality diffarences between ACS E.1 f E.E and ISEL.1.

Source:
ACE E.1
10.10.10.10

Summary:
*EBerwice Selection Policy : Bupported

*huthentication Policy : Bupported V

[ Previous Page ] [ Mext Page

284585

AFwFT 19 [v7 2>V —LdOFR (View LogConsole) | %27 Vv 735, WOTHLZI AKR— hEZTA
A= MDY TNVHA L Ea—%RKRTEET,

Cisco Identity Services Engine. Release 1.2 Migration Tool /i1 F
| oL-27046-01-J .m



% 5% Cisco Secure ACS to Cisco ISE Migration Tool OfERAE |

W Cisco ISE [<Bfishi=-F—2 ODER

5-9 O0J avy—LoxR=®
I Cisco Secure ACS to Cisco ISE Migration Tool E“ |®
Exit Help
Loggedin as: acsadmin on ACS5: ' I [ Y | | (]
Logged in as: admin on ISE: c 1 S c o
Migration | Settings
[ Export From ACS ] [ Export Repark(s) ] Current Running Process: Importing finished... |
Migrated Objects Progress Count Success \Warnings Errors
{5 Predefined Reference Data o 0 o 1] -~
[=}+C5) Dictionaties 1011 1010 o 1
- Vol Yendors 7 7 a a
-~ 4 RADIUS WSas 528 G527 a 1
- # RADIUS Attributes 176 176 u] ] =
- 4 Identity Attributes i} i} i] u]
[=-{5) Users and Identity Stares 11 10 o 1
- @ User Password Complexity 1 1 i] u]
- @ Identity Groups 2 z i] u]
- i Users u] i} i} a
- # Hosts 0 1] 1} 1} hd
Impork To ISE ] [ Import Reportis) ] [ Policy Gap Analysis Report
Log Console:
IMFZ Thread-6 ISE finis completed: =7xml version="1 0" encoding="UTF-5" )
standalone="yes"?==request-result=<hitp-code=200=http-code= 2cpm-code=52001 <icpm-codes=<description=Changed -
configuration=idescription==madule-name=MigrationTool=imodule-name==irternal-error-info==Jinternal-errar-info==requested-oper
ation=Cperation: Migration Tool
finizhing=/requested-operation==resource-id=<lesource-id==resource-name=migration_tool=/resource-name==resource-type=hig
rationToolRESTService=fesource-types=status=SUCCESSFUL=/status==/request-result=
IMFC Thread-6 Finizhed importing Access policies Batch
IMFC Thread-6 Finished importing Authorization Exception Policies procedure 3
IME Thommd © Dbt s cabicns s bbb, Carmbine, Milimion el wem bt
>

Clear Log Console

284591

Cisco ISE [ZBiTESN=T— 2 DFER

CiscoISElcm 71 L, &% &% 7 Cisco Secure ACS A7 =7 b+ Cisco ISE IZBITENT=Z &
R TEET,

Cisco Identity Services Engine. Release 1.2 Migration Tool %1 F
m. 0L-27046-01-J |



APPENDIX A

Cisco Secure ACS 5.3 & U Cisco ISE
Release 1.2 D T7—42 @&~ vE>S

Z DT, Cisco Secure ACS Release 5.3 7>5 Cisco ISE Release 1.2 IZ2BITEN D, —HHBBITE
N5, BLOBITENRWTF—% 707 FREENLHEX Y v A IZOWTHA LET,

ZOfMETIE, LUFOBATREED by ZIZOWTHA L £,

BiTasns7y—4% 4727~ (PA-1)
BTSN WT—4% 7Y =27 b (P.A-2)
[—ERBITSINDT—H A7 V=2 b (P.A-3)
MR — bt EtER LT — 2% (P.A-3)
[F—2 @~y 7] (PA-5)

BITSNBT—32 ATV b

UTFOF—% F7 =7 M, Cisco Secure Access Control System (ACS) 2>5 Cisco Identity
Services Engine (ISE) (ZBfTENE T,

Ry NT—27 FRA R TV —7 (NDG) #A 7 LEE

Fy NI = TR R

T 74N KN Xy NT—T FNA R

445 RADIUS H— 3

ID 7 v—7

W= — 4

W= RARA > b (A )

Lightweight Directory Access Protocol (LDAP)

Microsoft Active Directory (AD)

RSA (—#H¥A—F, £ A-25 %)

RADIUS h—7 ¥ (F A-24 =& R)

AFRAERRRE Y v 7 7 A L

HAt &R DG (—#yA— b, TR —#AloRGE (P3-3) 25/
RADIUS BB LU —FEARBME (VSA) Off (R A5 BLUER A-6 &)

[ oL-27046-01-J
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ftgk A Cisco Secure ACS 5.3 & U Cisco ISE Release 1.2 DT—42#&E<vEVY |

B BashonF—42+7Szsk

* RADIUS Ny ¥ —F 47 aFl (R ASBILUE A-6 DIEREZZIR)

o Nz—FREM (F A1 BLUOE A2 #2H)

o WY KARA 2 M@tk

=

o XL u—RARET /A a3 br— U2 (DACL)

o ID GERE) AV —

o Xy MU= T RADHARY —

e Xy MU= TR ADHAFSEY > —

o Xy NI—7 T RADY—EABINAY o —

e RADIUS Ym ¥ #—E 2R

o Z—H RRAY— ROBEHEE

o IDIEFHB LU RSA Fr 7

e UTF-8 5—# ([UTF-8 ®¥%KR— bt (P.1-7) &)

e EAP #FE7'm k=L : PEAP-TLS

o a—% Fxv AN

o IDIEFO&EERA T a

o RYU I —FM T ATREZEMEME © AuthenticationldentityStore
o BINOILFFEE Y Start with, Ends with, Contains, Not contains

BiTShGWT—2 72z +

UTDTF—4% 7= M, Cisco Secure Access Control System (ACS) 75 Cisco ISE Release

12 ICBITSNEEA,

o E=HYLT LFR—F

o AT TVa— NNy I T v

e UKRTLHLY

o HHE, m—b, BLOEHEOBRE

o NAB=— TNy T nlRIE

o EEEH (BHLFV J—F)

o GEHE GRAFRB L Un— ViR E)

» Security Group Access Control List (SGACL)
s ¥X=2VUT 4 Z—7 (SG)

o PR — kI T3 Security Group Access (SGA) T /34 2D AAA H—N

s EX2VT 4 IN—T vy

* Network Device Admission Control (NDAC) KU v —

e SGAHAI~ KU 7 A

o Xy hU—7 FTNAZXAAND SGA 7T —#

o SGA #AIRY v—FRoeX=2 VT4 ZV—F #2 (SGT)

l_ Cisco Identity Services Engine, Release 1.2 Migration Tool i1 F
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| 48 A Cisco Secure ACS 5.3 £ & U Cisco ISE Release 1.2 DT—4#EvvEVY

—trBTEh3dTF—42 475+ M

o Ry NIT—IEM (v R ATF—Yay Z40E FRALAA T AT TARLAFR—K 741
4)

o TNRAAD AAA R v—

e Dial-In B0 ¥R — b

e TACACS+ 7m¥v

¢ TACACS+ CHAP & MSCHAP #3

o TACACS+ ¥ = /L 707 7 A L O Gk E
e RSA /— RREDOREDFER

o Ra—Y v g

s THULY DT 4 =T N

o A=W NRRU—FZAT

o KU —Zf T ATAEZEMEYE : NumberOfHoursSinceUserCreation
o RANDIAI)N RNI—FK

o Xv hU—27 FTA ADHH

— AT ENET—8 T b
UTDTF—4% 7= M, Cisco Secure Access Control System (ACS) 75 Cisco ISE Release
1212 8BBIT SN ET,
o AR ID BLUF A NEMHIIBITEI A2,
e RSA sdopts.rec 7 7 A VB LD V& UV ERIIBIT SN2,
e RADIUS ID #—\g#: (B CiscoSecure-Group-Id D AHBITEIN D),

HR— FARBES I VT4 E

* A1 Cisco Secure ACS Release 5.3 i\ 5 Cisco ISE Release 1.2 ~"BfT&dh b 1—HREE
Cisco Secure ACS Release 5.3 THHR—F &

h31—YRE Cisco ISE Release 1.2 D2 —%'y b T—42 &
String String

UI32 KHAR—h

IPv4 RPHR—

Boolean FHAR—h

Date RV HR— b

Enum RKYH— K

Cisco Identity Services Engine. Release 1.2 Migration Tool i1 F
| oL-27046-01-J



fHek A

Cisco Secure ACS 5.3 & U Cisco ISE Release 1.2 DT—4#E<wvEYY |

B 5 rRREESLUT—4R

® A2 A—YEH : 1YL D&

Cisco Secure ACS Release 5.3 ®1—¥I|ZB§
EfHTFohTULSES

Cisco ISE Release 1.2

String

PAR— b

UI32

IPv4

Boolean

Date

& A-3

Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 IZ#{Teh 3/KRRX FEH

Cisco Secure ACS Release 5.3 THHR—F &
h3EkX FEHE

Cisco ISE Release 1.2 D4 —4'y k F—4H

String String

UI32 Ul32

IPv4 IPv4

Boolean Boolean

Date RPHR—

Enum i F AT RE 72 i D HE R
= A4 AR FE : R +EDBEE

Cisco Secure ACS Release 5.3 ®W7kX ~IZE§
EfHTFShTULSEMSE

Cisco ISE Release 1.2

String PR — b

UI32 PAR— b (fEIX String IZEHI D)

1Pv4 FAR—~ (T String (ZE#EIND)

Boolean FAR— b (fEiX String IZEHBIND)

Date PAR— b (fEiL String IZEHIND)

Enum PR —~ (fEiT String (2B END)

& A5 Cisco Secure ACS Release 5.3 o Cisco ISE Release 1.2 ~#fT&h % RADIUS Etk

Cisco Secure TH7HR— rsh 3 RADIUS &it
ACS 5.3

Cisco ISE Release 1.2 D2 —45vy b T—42

UI32 UlI32

Ul64 Ul64

1Pv4 1Pv4

Hex String Octect String

String String

Enum it F AT RE 2R IE D HK

l_ Cisco Identity Services Engine, Release 1.2 Migration Tool i1 F
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| 48 A Cisco Secure ACS 5.3 £ & U Cisco ISE Release 1.2 DT—4#EvvEVY

F—aiggwvery A

= A-6 RADIUS &£ : RADIUS ¥—/ & DEEE

Cisco Secure ACS Release 5.3 ® RADIUS

H—/NIZEEM T O TWSEME Cisco ISE Release 1.2

UI32 PR — k

Ule4 HPR— F

IPv4 P — R

Hex String #7R— b (Hex string |% Octet String (2 S
%)

String P — R

Enum HAR— b (Enum (348 H FTHE 722 OFEHO)

F—AERTVES

COHEIZIE, T AR—F AR vy B ENDL T — 2R E BRI T ORI INT

WEd, FITIL. Cisco Secure ACS Release 5.3 47 Y =7 b 75 2V & Cisco ISE Release 1.2 @
YT 507 TVRTRENTNWET, ZOHOT—F vy BV TRITE, BT rEADT 7 AR—
N AT —=CHOT =BTy T EINDT =X AT V27 bORAT—H A (AREITMEE) »
LS TuwET,

e RAT Ry MNI—=T TARALRATBRT 4 vy ELT)
*+ & A-8 (Active Directory 7' a2/37 4 v v E V)

e £ A-9 (UM RADIUS h— R a7 v )
e R A-10 (FAN U RKRAL N TuRTF gy v LY)
# A1l DT 7 vatl Tasss vy 7)

o KA-I2 DI NV—T Tua T4 =y 7)

e £ A-13 (LDAP 'u X7 4 ~v &)

# A-14 (NDG # A 7 <~ V)

e R A-15 (NDG g~ >y L)

# A-16 (RADIUS T 47 v aF ) R — <o)
e £ A-17 RADIUS T 17 v atVEE~vy L)

e K A-18 (=—V¥ woE L)

# A-19 GERAERIET 07 7 1))

o K A20 HFWTrTrAN vy ELS)

# A-21 (DACL~vy v 7)

e &£ A-22 (4MF RADIUS #—N v v B 7)

# A2 IDRMET 427> aF VU vy 7)

# A-24 (RADIUS h—72 > =v BV D)

e £ A-25 (RSA~vvE L)

o # A-26 (RSA 77 1)

o # A-27 (ID A LTNER)

Cisco Identity Services Engine. Release 1.2 Migration Tool i1 F
| oL-27046-01-J .m



ftgk A Cisco Secure ACS 5.3 & U Cisco ISE Release 1.2 DT—42#&E<vEVY |

B Fsamgeyesy

o E A28 (FIHNIDFRY FU— FIRA R)

£ A-7 Cisco Secure ACS Release 5.3 i Cisco ISE Release 1.2 AD3®Y kT—% TINA R
TvEYY

Cisco Secure ACS O 7A/8T « Cisco ISE ® 7R/ F 4

Name FDEERAT

Description FDOFEFEBAT

Network device group FDEERAT

Single IP address FDEFEBAT

Single IP and subnet address FOFEFEBAT

Collection of IP and subnet addresses FEHR—

TACACS information TACACS I Cisco ISE Release 1.2 TH R — F iS4 D=
OBITSNERA,

RADIUS shared secret FEOEERBAT

CTS TDOFEERAT

SNMP SNMP 5 — # 1% Cisco ISE TORFEHTE 5720, BITE
N=T A ZAHO SNMP [E#RIZH 0 8 A,

Model name ZDOFusRF 413 Cisco ISE TOAFHTT (HIXF 7+
JV k¢ Tunknown)),

Software version Z D7 T 41X Cisco ISE TOREZTT (HIXT 7+
)V T Tunknown]),

GE) TACACS L LTOAFRESINTWNAD Ry NT—7 T AT, BITICR L THR—FENT, BITS
NRENWT A R L TCEHEHEINTWET,

* A-8 Cisco Secure ACS Release 5.3 i & Cisco ISE Release 1.2 ~® Active Directory ¥ v E
g
Cisco ISE ® 713

Cisco Secure ACS @ 7R/87 ¢ T4

Domain name D E EBAIT

User name EDOFEERAT
Password FDOFEFEFBAT

Allow password change EDFEFERBIT

Allow machine access restrictions FDOFEFEBAT

Aging time FOEEBAT

User attributes EDOFEERAT
Groups TDOFEERBAT

Cisco Identity Services Engine. Release 1.2 Migration Tool i1 F
m. 0L-27046-01-J |



| 48 A Cisco Secure ACS 5.3 £ & U Cisco ISE Release 1.2 DT—4#EvvEVY

N

F—aiggwvery A

(E)

Cisco Secure ACS to Cisco ISE Migration Tool (%, Active Directory 7 — % 34T X 72# T join =

YU RERITLET, FAS A, =4 BEXORRY = RPRERGE, ZOEEIRKT 52

ERBHYET, £, Tjoin) BIEFOKKZRET 512X, Cisco ISE 777 A 7 AW Active
Directory O — NI S I L TWDH Z ENEE T,

& A9 Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~®M & RADIUS #+—/{ T v
Evd
Cisco ISE ® 7 a/x

Cisco Secure ACS O 70O/XT« F 4

Name EDOFEERAT
Description FDEFEBAT

Server IP address TDOFEEBAT

Shared secret TDFEEBAT
Authentication port EDEERBIT
Accounting port EDOFEERAT

Server timeout TDEEBAT
Connection attempts EDEERAT

& A-10

Cisco Secure ACS Release 5.3 5 Cisco ISE Release 1.2 ~DFRRA b (TY FARA 2 K)
TvEVY

Cisco Secure ACS @

FanT« Cisco ISE @ 7a/NT «

MAC address EDOFEERAT

Status BiTShen

Description D EFERAT

Identity group TV REAL L N IN—T L OBEEBITLET,
Attribute T FRA Y MERESBITSNET,

Authentication state

Z 3 Cisco ISE THZ /a7 v 37 ¢ 9 ({EIXEEME Authenticated]),

Class name ZHUZ Cisco ISE TOHRA 2T 87 ¢ T (EIZEEM 'TBD)),
Endpoint policy T Cisco ISE TORE RN 7 m 37 ¢ TF (EIEEEE 'Unknown)),
Matched policy Z U Cisco ISE TORF 7 a /37 4 TF (EIXEEM [Unknown)),
Matched value ZHUE Cisco ISE TORF R 7 w37 ¢ T3 (fEIXEEM 10)),

NAS IP address Z X Cisco ISE TORE 7 v 37 ¢ 9 (fEIZEEE [0.0.0.0)),
(0]0)1 ZHUZ Cisco ISE TOHRA 2T 87 ¢ T (EIZEEME 'TBD)),
Posture status Z U Cisco ISE TORE D7 /87 4 T (EIXEEM 'Unknown)),
Static assignment ZNUZ Cisco ISE TORER 27 a7 « T4 (HIZFEEME False)),

[ oL-27046-01-J
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ftgk A Cisco Secure ACS 5.3 & U Cisco ISE Release 1.2 DT—42#&E<vEVY |

B Fsamgeyesy

(E)

= A1 Cisco Secure ACS Release 5.3 5 Cisco ISE Release 1.2 AD ID T« 2 ¥ 371 T vE
v

Cisco Secure ACS O

J0/87 « Cisco ISE D FR/8T «

Attribute Attribute name

Description Description

Internal name Internal name

Attribute type Data type

Maximum length BITES NN

Default value BITS N7

Mandatory fields BITES N0

User T4 rvat ) FaT i xZ0M (Tuser)) ZARLET,

& A-12 Cisco Secure ACS Release 5.3 h\5 Cisco ISE Release 1.2 ~®D ID S )L—F v EVS

Cisco Secure ACS

wi=PAe Pt Cisco ISE »7O/87 «

Name Name

Description Description

Parent ZOTuNT 1F, BEOFEMO—EHE LTRBITINET,

Cisco ISE 1212 —H ID /A —7BIR RKRA > FID ZAr—7RNEEN TWE 7, Cisco Secure
ACS Release 5.3 ® ID Z/v—71% Cisco ISE ~, =—% D /L —7B LR KiRA o+ ID 71—
TELTBITENET, ZhiE, 222 —FID 7L —7ICHV YT, = FRS Y baxT Y PR
A FID TN —TIZHO L THRERDDHT-OHTT,

* A-13 Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~®) LDAP Y v EY Y

Cisco Secure ACS ®»FnAa/

T4 Cisco ISE D FR/3F 1
Name Name
Description Description

Server connection information | ZdD £ EHAT, ([ V— ikt (Server Connection) | ¥ 7', A-1
(P.A-9) #Z&H),

Directory organization TOFEERBIT, ([T 4 V7 b UMK (Directory Organization) | #

information R A-2 (P.A-9) &)

Directory groups TOFEERBAT

Directory attributes #1713 (Cisco Secure ACS-Cisco ISE Migration Tool Zffif L T)
FEITITONET,

l_ Cisco Identity Services Engine, Release 1.2 Migration Tool i1 F
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{18k A Cisco Secure ACS 5.3 & U Cisco ISE Release 1.2 DT—4 &< v ELY

A1

Gerdid | Sl Comnection
Sarver Conmatiion

Duraclary Cupanaon

[[] Enabla Secondary Senver Abwarys Access Primary Sareer First

Faitaack T Prierry Sarsr A
Primany Senver
HOEnAmE Bt
Port a8
&) Anammcas Ascels
) Aumharicated Atal
Admin DM [
Patswond
Wit Gitsune Auhenicasan
Ract CA
Sarves TimaaLt in Fucendi
M. Adesin Conmecions 1

Tigd Dind To Gevv

A-2

Charaprl

Scheina

Sarer ConnisBon | Deaciony Organinstion | Dursclary Getupd

Butjet Objeckiass Parsan Gep Cofeciclass

Bubjest Bam Afritute: |usd Geoup Map ASriu
Cartie il Aitegts M)
) Bubject Dbjerts Cosiain Referends To Groups
) Gezsup Dajects Contain Fefesncs Ta Sublcls
Sobpects In Groups And S2oeed In Mambar ARty Ax
Ditectony Sructung

Subjiit Gearch Dais | gt

Gegup Gasrch Dase |
Tersl Condguridion
Usewnaime Prefin Sufig Simigpang

[T Sorip ek of subjec] name up % B kil accusence of e Leparada

O Swip end of subject sama from e Brsd cooaTencs of Ba segarion
MAE A irs Pt

S e ot WA AGOng 55 in FOamat | e ke ne e«

& A-14

Dr i ey Groupd

[—/\#8 (Server Connection) 1 47

Carsifry Aliribodi-5

Myt
L onl sy St
oS irdm
Pt
ArraTTRUE ALEEE
Attt bl AL cid
Adrmin DN

Piidwdnd

e Degure Axltands pbon

Raot CA

Sarver Timeout Betendi

M. Admis Connetions:

[T« L% MR (Directory Organization) ] % 7

Dhingciony ARrBUNE

GroupTriinsgeshame s

Lindqueblember

AiSAguithEd fird ¥

05 M ERpEENa 1818 ¥, Sobihc] NEME ety Bactmet YmEh)

g T Saparator 5ot G subjedt Bame Smlh{Eacme. Com' DeComes Smil)

Cisco Secure ACS @ |Cisco ISE ® 7o/
wi=PAL T4

Name Name

Description Description

F—aiggwvery A

282131

282132

Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~AD NDG 214 F vy EVS

GE)

Cisco Secure ACS Release 5.3 1%, RICARIOEEDO*R Yy hT—27 FTAAL R T —7 (NDG) %

AR—FT&%9, CiscolSE 1%, Zom&HAIZ Y R—FLTWERA, LB -oT, EEBENTWND
LD D NDG # A TOHBNBITENET,

OL-27046-01-J
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l_ Cisco Identity Services Engine, Release 1.2 Migration Tool i1 F

TaWmETvEYY

(E)

£ A15 Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~A®) NDG @< v E>VS

Cisco Secure ACS @

wi=PAe P Cisco ISE @ 7a/37 4

Name Name

Description Description

Parent ZOTaRT IR T m T XEEM T b ER A, O,

NDG L O—H L LTOARATIEND72DTT (NDG #A 71X 0F
T NEDT VT 4T ATT),

ooy (0) ZEOL—FAREEN TS NDG FBITENET A, Ziix, Cisco ISE Release 1.2
T, AR YEREHRLTELTRE LW T,

* A-16 Cisco Secure ACS Release 5.3 ' 5 Cisco ISE Release 1.2 ~® RADIUS T4 a7+
(RyH—) =vEVT

Cisco Secure ACS MW 7 A/%

T4 Cisco ISE ® FA/%TF «

Name Name

Description Description

Vendor ID Vendor ID

Attribute prefix ZoTanNT L1 IBITTOME
HYFEHEA,

Vendor length field size Vendor attribute type field
length.

Vendor type field size Vendor attribute size field length.

Cisco Secure ACS Release 5.3 f > A b — /L O—Tlix7ev, RADIUS XU X —DHBITT HMENH
DET, TNEZ—VFEBEBXV X —IZOHEELET,

£ A17 Cisco Secure ACS Release 5.3 ' 5 Cisco ISE Release 1.2 ~® RADIUS T« a7+
(BtE) <=vwBEVY

Cisco Secure ACS @ FnAa/

T4 Cisco ISE ® FR/8F «

Name Name

Description Description

Attribute ID ZOMIZIIRED T 8T 4 HEEAMAT O EE A, O,

NDG W4 0—# e LTORAS ENDT=HTT, (NDG # A7

Direction Cisco ISE TlI¥ AR — bxtgest
Multiple allowed Cisco ISE Tix¥ A — b *f54+

OL-27046-01-J |
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GE)

= A17

F—aiggwvery A

Cisco Secure ACS Release 5.3 ' 5 Cisco ISE Release 1.2 ~® RADIUS T« a7+

(B =vEYY (&)

Cisco Secure ACS ®»FnAa/R
T4

Cisco ISE ® 7 O/8F«

Attribute type

TDOEERAT

Add policy condition

Cisco ISE TiE ¥ — b x4t

Policy condition display name

Cisco ISE TIZ¥ R — bxt&st

Cisco Secure ACS Release 5.3 4 A b —/LDO—#TlE7ev, Zivn @ RADIUS BHEO BT D04

Tt ) ET (22— ViR

PEDHBATT D HERH Y £9),

& A-18

Cisco Secure ACS Release 5.3 i Cisco ISE Release 1.2 AD1—H vy VY

Cisco Secure ACS 7o/
TA

Cisco ISE ® 7 0/8F «

Name Name
Description Description
Status SOTRAT 4 IHATT B BED ) WA, (ZOTBAT (1

Cisco ISE [ZIZTFEL EHA),

Identity group

Cisco ISE @ ID 7'/ —7~B4T L £,

Password

Password

Enable password

ZDTaNT LIIBITT AN ELD FH A,
Cisco ISE IZIXFEL EHA),

(o7 X7 1%

Change password on next login

ZOTaNT 4 BBITTOS6EDY £HA,

User attributes list

a—HF @MYL Cisco ISE nH A R — b Edr, —FIZBER T 5
nET,

& A-19
TvEVY

Cisco Secure ACS Release 5.3 i Cisco ISE Release 1.2 ~ADIIARRIEA O 771 L

Cisco Secure ACS ® 7 O/8F «

Cisco ISE ® 7O/ F 4

Name

Name

Description

Description

Principle user name (X.509 J&1%)

Principle user name (X.509 J& 1)

Binary certificate comparison with

certificate from LDAP or AD

Binary certificate comparison with certificate from LDAP
or AD

AD or LDAP name for certificate fetching

AD or LDAP name for certificate fetching.
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£ A-20 Cisco Secure ACS Release 5.3 % Cisco ISE Release 1.2 ~ADA A7 7/ IL TV EY
g

Cisco Secure ACS O 7A/8T« Cisco ISE ® 7R/ F 4

Name Name

Description Description

DACLID (#v > u— Fna[fe ACL ID) FEOEERBAT

Attribute type (#HY3 KX UEIRY)

o HHBMOEAIIFOFTERITEINET,

o BEMEDEA X, Dynamic VLAN [Hfr&, 0%
FRITSNET,

Attributes (FFRIZ A 712k L THO I

TANEEIND)

RADIUS attributes

= A-21
TvEVY

Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~D 4™ > 0— K[k ACL

Cisco Secure ACS ®» o/

T4 Cisco ISE 7O/ T «
Name Name
Description Description

DACL content

DACL content

& A-22
Evy

Cisco Secure ACS Release 5.3 5 Cisco ISE Release 1.2 ~®%&8 RADIUS ¥—/3X T v

Cisco Secure ACS ®» o/

T4 Cisco ISE ®»7O/87 «
Name Name

Description Description

Server IP address Hostname

Shared secret

Shared secret

Authentication port

Authentication port

Accounting port

Accounting port

Server timeout

Server timeout

Connection attempts

Connection attempts

=& A-23
TvEVY

Cisco Secure ACS Release 5.3 i Cisco ISE Release 1.2 ~®D ID BT a3+

Cisco Secure ACS ®» 7o/

TA Cisco ISE ®» 7a/3T 4
Attribute Attribute name
Description Internal name

Name D EEBAT

l_ Cisco Identity Services Engine, Release 1.2 Migration Tool i1 F

OL-27046-01-J |



| 48 A Cisco Secure ACS 5.3 £ & U Cisco ISE Release 1.2 DT—4#EvvEVY

F—aiggwvery A

* A-23 Cisco Secure ACS Release 5.3 /5 Cisco ISE Release 1.2 ~AD ID B¥Ts o3+ VU

TvEVT (#RE)

Cisco Secure ACS ®»FnAa/R
T4

Cisco ISE ® 7 O/8F«

Attribute type

Data type

M TOAT 4L

Dictionary (= —¥ ID BM:DEE1LME (InternalUser] THRE L.
A2 K ID BEOHA X MNnternalEndpoint) THRE L ET),

Cisco Secure ACS "o E75= 7
AR— MEIFME STV
VY

{8 FH FT8E 72 i = display name

Cisco Secure ACS "o F72x= 7
AR — b FEFHME STV
v

i F 7] HE 72 = internal name

Cisco Secure ACS b FE7-x= 7
AR— MEITHE STV
1/\

i RTRE 721X T 7 /L b T,

Maximum length L

Default value 2L

Mandatory field L

Add policy condition L

Policy condition display name L

* A-24 Cisco Secure ACS Release 5.3 5 Cisco ISE Release 1.2 ~® RADIUS F—Y > 7w
7

Cisco Secure ACS O 7O/XT7 ¢ Cisco ISE ®» 7O/T 4

Name Name

Description Description

Safeword server

Safeword server

Enable secondary appliance

Enable secondary appliance

Always access primary appliance first Always access primary appliance first

Fallback to primary appliance in minutes |Fallback to primary appliance in minutes

Primary appliance IP address

Primary appliance IP address

Primary shared secret

Primary shared secret

Primary authentication port

Primary authentication port

Primary appliance TO (timeout)

Primary appliance TO

Primary connection attempts

Primary connection attempts

Secondary appliance IP address

Secondary appliance IP address

Secondary shared secret

Secondary shared secret

Secondary authentication port

Secondary authentication port

Secondary appliance TO

Secondary appliance TO

Secondary connection attempts

Secondary connection attempts
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TaWmETvEYY

& A-24
v (&E)

Cisco Secure ACS Release 5.3 5 Cisco ISE Release 1.2 ~® RADIUS r—4Y > % vl

Cisco Secure ACS ® 7O/ F 4«

Cisco ISE ® 7 O/8F «

Advanced > treat reject as authentication
flag fail

Advanced > treat reject as authentication flag fail

Advanced > treat rejects as user not found
flag

Advanced > treat rejects as user not found flag

Advanced > enable identity caching and
aging value

Advanced > enable identity caching and aging value

Shell > prompt

Authentication > prompt

Directory attributes

Authorization > attribute name (Cisco Secure ACS O «
7 vaFVREMHY R MZBPE TCiscoSecure-Group-Id| 73
EENTHDIEEIE, ZORBMICBITSINET, Tnlist
DOEEIET 7 # v Mk [CiscoSecure-Group-Id | (272D
£9),

& A-25

Cisco Secure ACS Release 5.3 /& Cisco ISE Release 1.2 ~M RSA ¥ v >4

Cisco Secure ACS ® 7 O/F 4«

Cisco ISE ® 7 0/8F «

Name Name (3712 RSA

Description BAT S e

Realm configuration file Realm configuration file

Server TO Server TO

Reauthenticate on change to PIN Reauthenticate on change to PIN
RSA instance file BITS N7

Treat rejects as authentication fail

Treat rejects as authentication fail

Treat rejects as user not found

Treat rejects as user not found

Enable identity caching

Enable identity caching

Identity caching aging time

Identity caching aging time

* A-26

Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~®M RSA 7Aa> 7+

Cisco Secure ACS ® 7 O/F 4«

Cisco ISE ® 7 0/8F «

Passcode prompt

Passcode prompt

Next Token prompt

Next Token prompt

PIN Type prompt

PIN Type prompt

Accept System PIN prompt

Accept System PIN prompt

Alphanumeric PIN prompt

Alphanumeric PIN prompt

Numeric PIN prompt

Numeric PIN prompt
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= A-27 Cisco Secure ACS Release 5.3 i 5 Cisco ISE Release 1.2 ~® ID X + 7B
Cisco Secure ACS O 70/8F « Cisco ISE ®d Fo/85F 1

Name Name

Description Description

Certificate based, certificate Certificate based, certificate authentication profile

authentication profile

Password based Authentication search list

Advanced options > if access on current |Do not access other stores in the sequence and set the
IDStore fails than break sequence "AuthenticationStatus" attribute to "ProcessError."

Advanced options > if access on current |Treated as "User Not Found" and proceed to the next store
IDStore fails then continue to next in the sequence.

Attribute retrieval only > exit sequence |FKH¥R— F (MEH I 5)
and treat as "User Not Found"

= A-28 Cisco Secure ACS Release 5.3 i > Cisco ISE Release 1.2 ~ADT 7+ )L b *y k7 —4
TFIRAR

Cisco Secure ACS @ 7O/T 4 Cisco ISE @ 7a/T «

Default network device status Default network device status

Network device group BITShAin

Authentication Options - TACACS+ BITES NN

RADIUS - shared secret Shared Secret

RADIUS - CoA port BTSN

RADIUS - Enable keywrap Enable keyWrap

RADIUS - Key encryption key Key encryption key

RADIUS - Message authenticator code key Message authenticator code key

RADIUS - Key input format Key input format
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Cisco Secure ACS to Cisco ISE Migration
Tool D ST a—TFa2T

Z O TIE, Cisco Secure ACS to Cisco ISE Migration Tool Off FHEEICHEE T 7y a—T 4 v
T LHFHEICOWTHIALET,

2T, MORNEFIZHOWTHBA LET,

o TBATY— &P TE RV (PB-1)

o NI T— Ay —UNERENS] (PB-1)

o [FTFNMDTHNE, TrAN, BIOVAR— MRMER IV (P.B-3)
o BITOX/ AR— 1 72— XNIEFIZE D] (P.B-3)

o [Cisco TAC ~»ED#HE ] (P.B-3)

BATY—IZRImTE AL

KR
BITY — NV EBRIETEERA,
Tovay

JavaJRE X—T 3 v 1.6 BERBIT U VICA VA RP—LENTED ., VATF LA RZABIORY 5 2
ATELLRESNTWASZ L 2R LET,

OJICZS5— AvE—URKRTREIND

Wi
BT OT T — Ay —URERINET,
“Hosts: Connection to https://hostname-or-ip refused: null”.

Cisco ISE ~BAT T2 L XA TV =7 PR LER—FENET,

Tovay
o BATOT XV r—vay vV RRy hT—=ZIC#HEEINTEBY, ELLFESRLTWAEZ L%
BLET,
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B oJ/icIS— Ave—UhERRShB

e CiscoISET7 7 I7AT U ANRy hU—=ZIZHfHiSN T, ELSEESNTND Z & 2B L
£,

e CiscOISET 7I7A TV ABLOBITYUMB, Xy hI—7 20 L THAEICHEHKIETHD Z &
EHERLET,

o FBATY —/ M Cisco ISE IZHiE L TV A AT, CiscoISE 77 A4~V /J— RTHEHINTWD AR
A NG (L LHIE), DNS THIRAIEETH D Z L2 MR L £,

e CiscoISET T IATUVANT VT 47T, BT THLHZ LB LET,

e CiscoISET7 7V r—vay =R —ART 77 47T, BBPTTHHZ L E2MERLET,
Rix

B TDOET— Ay E—URERREINET,
“I/0 exception (org.apache.http.NoHttpResponseException) caught when processing
request: The target server failed to respond”.
Fooar

e CiscoISET7 7V —ay $—ROP—EARNT 7T 47T, BETTHDHZ L 2R LET,

e CiscoISE ® Web — "D L X WMEAZBE L TWRWZ L, £ AFE Y OBARRNT & 2R
LET,

e CiscoISE 77747 AT CPUWEN 100% THRWZ L BLIRCPURT /T4 7 ThHHZ L
THERLET,

wRin

B JIZUTOZT — Ayt —URNRRINET,

“OutofMemory”.

Foay

[Cisco Secure ACS-Cisco ISE Migration Tool ® 4 > A b —/L B X OWHL] (P.4-3) [ZFEE ST
HEPRVIT, Java b —7 B A X% 1GB LLEIZHELLET,

wRin

BN TOTT — Ay —URRRINET,

Caused by: java.sqgl.SQLException: [Sybase] [ODBC Driver] [SQL Anywhere]Temporary
space limit exceeded.

FTovay

BNy T ACS5.1.0444 %A A F—)V LET, Oy FITUT, —RRT —F ~— O]
RICBET 2MEDEERG TN TWET,
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FIFNRDTANE, TP, BEULFE— rrEREALL W

TI2AILEDIAILE, D741, BELULER—FHMERLSE

(A A

KR
BITY—NLT, TTIANINDOT AL, vl 77 A0, LE—Fr, BXOKENLRT—X% 7741V %
TETEEH A,

Tovay
I—FR, T ANV AT AOEXALMEREF RS> TVWLZ L. BLOTSRT A ATHEERHD = &
R LET,

BITOIHOAR—F 72 —XHIEEITEL

KR
BT B EAOTZ I AR — K 72— X TUBNREFICELS o TWET,

FToay
BAT 0 2 & T 51T, Cisco Secure ACS 77T A4 7 o A& B LT A Y fE 2k LE
‘a_o

Cisco TAC ~DEBEDHE

N
GE)

Hif e Mk LT, BIRB LB 2 o ARG IEE o b ngaid, Cisco I A~ —
H— B RO Y F|THEE LT, BIBEOMR SF1EE AF LET, Cisco Technical Assistance Center
(TAC) IZBETHHERIZONVTIX, 77 T4 T AAREL T % [Cisco Information Packet) D& ¥t
BT D0, FIELLTO Web A MIT 7 E2ALTLEEW,

http://www.cisco.com/cisco/web/support/index.html

Cisco TAC [Z#A& T HANIC, LT OFHRZHAE L TRV TIZE0,

o TIIAT UV ADY Y —v ZATEBIOV Y T HF T,

o RSFEMFEIIIRFEE ([ Cisco Information Packet)] %% W),

o V7 NMNUTDLARIEFAT, N"=TarERiFV ) —2A0F S GEYTIHE),
s HLWT T IAT v A AT LIZALL

o MEEITRWAREAE L L S OMBERHN, MEEZEY 20 £E3HRT L7200 FIE, MEz
RIS 2 T2 DS FAT T 2 FIEO B,

e BfTow 77 AL (.migration/bin/migration.log),

e config 74NV HDFTXTOLHR— b (..migration/config).
» Cisco Secure ACS Release 5.3 d a2 77 A )L,

» Cisco Secure ACS Release 5.3 D E/L &5,

AL~ — P —EZHYFTIL, 47 Cisco ISE 3300 >V —X T 7 T4 7 ZADOYPWA A b —)L1h
AT 727 v 77 b= FEZRRTOERZ T X TR A<Ea,
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A

ACL Access Control List (772 avbtu—L YA K, £7Vx7 MZEDV B THENTNWDLT 7 A
MEOU A by, ZOYAMIEY, POa—FFHTTaxN, FO4T7V27 M LTT 7 E®R
MR B SN TWAD, ERBEDT TV 27 MIOoWTED L 5 R ERNHFRI SN TWENNEE
INTWET, ACLO= FUIX, =—H, BE, A—F, FLEFFRX MK L THERZIEETE
jz‘j_o

ACS Cisco Secure Access Control Server, BMUEILOFRIE, &Frl. T T 107 (AAA) —E X%

Sy P =TT AR o —_R—=2DEX2 )T 4 =TT, ACS AT DL, v 2ak
FOVRaPHNDOT AR RET IV r— g U EBICERRTE £,

Active Directory = Microsoft Active Directory (X7 4 L' 7 b U $—E R T, FROT —F X—2 (BT 5 EHOERE &
ORENT R THEMEINTCWET, FHE T Active Directory ZfH L TR Y > —%E 0 24T, ¥
Daya—4, a—% BROTV U ZE2FOoXy NU—70b, BEO AL U BLOEKOS
IR SKRBE ey NV —VBREE T, SESERFXY NV —27 ETY 7 by =T 2REBIOE

T nTEET,

D

DACL Fyru—RNagr Z7&A a2 br—/n YR L, CiscolSEiX, 7= Mxtdd4870mn—FR
AT 7 B AMED Y A P EYPR—FLTWET, DACL 0= F Uik, 2—H 8 K—F &
IR A MR L CHERRZ R E CE £,

H

HTTPS Hypertext Transfer Protocol Secure, Hypertext Transfer Protocol (HTTP) & SSL/TLS & k=L d
MAGDLEIZEY, EF 2T TS LSNTERE, BLORy hT—IRA v F =Ry M N T 714y
71t L TR o 7 2B A2 fegt UEJ, HTTPS ##iix,. REI AT A, SRl AT A F721304
My 27 DNOKE ST o7 v a T, IKERSES, HTTPS 13, BIoR— h &AL T,
HTTP & TCP lomH{bds L OGRIEDEM L A ¥ &2 L E T,

L

LDAP Lightweight Directory Access Protocol (%, TCP/IP TEITT 57 4 L7 b —E 2 ZHEAL T

T4V NIRNOT =2 &llnabt, AR 220077 ) r—ay 7a b an Ty, LDAP
TALZ MU RFEEhzba— Rty b T, ERENOEFT EERmEFESICL T [ba— )
DRER SN TVET, & 277 LDAP @5 2 FH T H720I1CiE, — WAL SSL b xvZ A
LET,
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MAC 7 FL &R

NDG

Pl

RADIUS

T

TACACS

VSA

ATFAT TI7R®A aryba—L 7 RLR, FEAEDRY NU—F TETERR Y NU—F A
B =T oA A H—FIZA—=H—I2 X > TEY B TEHNDREEAH T,

Fv NU—2 FNA R T —7, Cisco ISE TliL, T34 A ZN—TXEBHNEE TRy U —7
FNA A T)N—7 (NDG) WEEFNTWET, NDG 1T, BATRT NA R XA Tl EOLEEITES N
THEDOF AL 2B TN — LT DT, 12 2T, T, 2%, K, Hibl, £7-1%
FE72 EOB T LI N—TTDZLs, 77 AT UFr—Iv, V—F AL v TFREODEATTL
W N—T{ T B2 b T&FET, CiscolSE Tk, NY v —FMFTNDG #fFEHAZ b T £,

Tl IwF oI A E—T A A, T TV —3 3 ) Cisco Secure ACS &0V L V957
OD AT =X A,

Remote Authentication Dial-In User Service (U &— FRIEX A YL A v 2—% Hh—¥ER), a3
EPa—dR03ry hNU—27 $—ERZEH L CZOV—ERAEEHT 2720 0ORGE, #FFAl, ThH VY
T a7 (AAA) EFEHREREMET ARy NI —F 7 T ha LTI,

Terminal Access Controller Access Control System X, UNIX % v b U —27 T—RMICHEH I 57
FE—NEOBEEIEA NSV E—MRIEY e haATd, VE—F T78A $— %, 2—F

NRy NT =T ~DT I AMEFRFONE I EHET 572912, TACACS ZfEH LT, B —

NEBELET,

Vendor-Specific Attribute (% —E A )&M), 154 RADIUS @t v M2 Lo TRt SRVl E
DT aRNT ¢ R, VSA X, VE—F 778X =R X — 21> T, RADIUS £~
H—= P =N AR~ A AT HEDICERINET,
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