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Cisco Identity Services Engine (ISE) 2.0 {280, S A D—EFO Ry NI —7 T 7EA T34 Z(NAD) H3H7R—h
SN ET, ISE %, MAB, Z" Ak, BYOD, IRAF Y72 D7 a—%2H T 572012 ISE Ml 95 NAD DOFEHE
FN o Fop T —2 TIER TSR T a7 7 VTR ET,

ISE 2.0 {213 %< DA I NAD 707 7 A LME IR L CTERY, Zhbid [y k7 —2 UV —Z (Network
Resources) | D—&IZFRRmSIET,

;I"SEI.; Identity Services Engine Home » Operations » Palicy » Guest Access  Administration » Work Centers

} System ¥ Identity Management |~ Network Resources » Device Portal Management  pxGrid Services » Feed Service » pxGrid Identity Mapping

» Network Devices  Network Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM

Network Device Profiles

# Edit ok Add | [fyDupicate guimport @ Export Selected | € Delete Selected

-

1| Name | Description Vendor
[:l i AlcatelWired Profie for Alcatel switches Alcatel
(| iArubaW\reless Profile for Aruba wireless network access devices Aruba
(] i BrocadeWired Profie for Brocade switches Brocade
[ & cisco Generic profile for Cisco network access devices Cisco
O g HPWired Profie for HP switches HP

[ & HPWireless Profile for HP wireless network access devices HP

O |l VotorolaWireless Profile for Motorola wireless network access devices Matorola

1. #i#&A A NAD FO2774 )L

HDRBLDFRYNT—D TORR FINAR TAT7AIL

ZDOHARTIE, fLIAIA T T 7 A VD53 TIRWGEE DT AZ I NAD 7107 7 A )V OVERR T HEIZOW TR L
F9°, NAD 7077 A/ THNT2H ISE 72— D%, NAD OREREIZ L > TRV E4,

& 7 AN, BYOD, RAF ¥ 72 EOBHER 70— D46 7 /34 AL RFC 5176, [F8 A28 | (CoA) . ISE IR—4 /L~
DIXAL IR BEIOYITAT M ID(MAC F7213 IP 7R R) % URL /35 A—X LU TCHET 726 URL UX ALk
A=A LR =R T DVLENRHYET, NAD TIILHDORERENR R — RS T enb | M7 o — (1 3EREL £
HA,
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F2E ARALTAOT7AIVEERTBA=ODRTYVT
B=

BILWNAD 77 7 AVEEFRTHHNT, T AR T WL O DIEFHREFFEL CTRMLERHVET, Wi
IZ. NAD a7 7 A VAAERL T AR, T3 ZADH L RADIUS T 427 a3 VaA L R—hTH0NERHDET,
CoA/URL VH AL I YR —hT 72D, THAAADT 77— LT =T L= a1l T S 7L — R 508
NHLGELHVET, T2, BEILT NAAORELE T EITV, FFEDOERE, $F12 URL VX ALV % E 213
HIMETDMENHVET, 58 T L5, HLWNAD 777 AL % ISE TMEEJZL W72 T RARZEN Y TE
T, RIS, LW a7 7 A VEF T 57O L WVFRREY R 7 7 AV E ISE RV — 2R ELE T,

HRINSFIE

TEERDIUNLE

2TFvF1  NAD D ,%‘EV::?’/W&?EE'@Li‘H%< DEFFEEL CODIERNHYET)

ATYFT 2 (FETDHHAEITIIED RADIUS T 47 aF URNMENERFEL, ISE 1A AR—RLET

ATvT3  CPoErEn MAB SSID, VLAN OF%E, ACL GEE T 25 A) ICHEHEIN WA ERFELET

ATYF 4  RADIUS CoA BHR—hENTNDNEIMNE, CoA TR TEDRBIMENEREININERTLET

ATYFT5 URLUFALIERPR—FSNTNDNEINE, EDJEMEE URL /3T A—2)ME SN0 E R EL
EXh

TFINAAERE

ATYFT6  NAD 77— LU= T NTSRL~LTHHZE MR L, LBERIEAIITXT 7 /L —RLET
RATYFTT  NAD CTULERFRELEEEZITVET (CoA/URL VAL 7 MIxL )

TO77AIVDERREEIYHT

ATYF8 LD EHRAE LTI NAD a7 ANVEVERLET
ATYT9 HLWwFuarrALE 1 DLl EO NAD ICEDY TES

RY—DETE

ATFYFT10  HLWEREE a7 7 A VAR L £
ATYFT1 HLWNAD 777 A NEEHT5EZ ISE RV —& % ELET
ATvF 12 RS AEIER R L £

ZNHDAT Y FNZONWTE, ABEOFE CTRELGALET,




wljlal ]l
REBTOEADEHMH (R Cll SCIO )

% 3 & RADIUS T4 a7t
F492aFV)EAVR— T DRELHINESH DREEE

NAD O~==7 /VEZ LT, NAD NED RADIUS 747 atVaHE AT 0 ERELET, 1ZEAED NAD 12
1%, BEHED IETF RADIUS BIEIZINA TEE D~ —[E A D @A 95, % —[EH O RADIUS 7 47
atUnHYET, MAB, CoA, URL V¥ AL 7k, ACL, VLAN, SSID 7¢E OFEREIX, T CTETERIZ RADIUS
BIEEH L, 20BN IETF TR0 Z —[E A (VSA) THLGALHVET,

RADIUS T4 o3+ )DAR—k

TSAAN VSA 3 28%61%, 85 . NAD 7277 A /WZED Y CHHIIZ ISE (2 RADIUS 717y a)UaA
VAR AT BUERBHYET, ISE (21, freeradius TH 2 C RADIUS 74232V 77 A VAo F—h 4 B R DS
HOET, COBREIX., [FH YV — ZF (Policy Elements)] 2 7 v 2 >z 7V (Dictionaries ) ] D[ > X 7 A
(System)] D[Radius] D[RADIUS 25— (RADIUS Vendors)] \Z®HVET,

desle Identity Services Engine Home » Operations » Guest Access » Administration » Work Centers

cisco
Authentication  Authorization  Profiling  Posture  Client Provisioning |~ ~ Policy Elements
Dictionaries » Conditions » Results
I
Dictionaries
Use this for to import a RADIUS Vendor. Select the file using the browser and click "Import”.
( A) |
N B * Vendor file:
= v m No file selected.
¥ [ System il
» LL{ACIDEX —
_ | Import || Cancel |
» LLicop =

B 2. RADIUS T1472a3F DA R—k
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EFNALR—=RENDHE FTLWTF 473 aF UM RADIUS T4 73 aF ) X2 —D—E|ICFRRSNET,

aluili - |dentity Services Engine

<isco Home Operations » Guest Access
Authentication  Authorization Posture  Client Provisioning ~ Policy Elements
Dictionaries  » Conditions
Dictionaries RADIUS Vendors
C o)
= J Edt dAdd | ¥ Dekte | g@=Import @ Export
A vk~ rer.
- []| Name | Vendor ID Description

+ [ System = 0 : i

» LL| ACIDEX Airespace 14179 Dictionary for Vendor Arespace
[ Alcatel-Lucent 800 Dictionary for Vendor Alcatel-Lucent
» LLjcop
» LLi CERTIFICATE O Awuba 14823 Dictionary for Vendor Aruba
[] Brocade 1588 Dictionary for Vendor Brocade

» LL| CiscoPEP
» LLjcwa O cisco 9 Dictionary for Vendor Cisco
» LLjDEVICE [ Cisco-BBSM 5263 Dictionary for Vendor Cisco-BBSM
» LLjDHCP [ Cisco-VPN3000 3076 Dictionary for Vendor Cisco-VPN3000
» LL{ ENDPOINTPURGE O Hac 25506 Dictionary for Vendor H3C
* L EndPaints O He 11 Dictionary for Vendor HP
» LLEPS 0 Juniper 2636 Dictionary for Vendor Juniper
> L Guest ] Microsoft 311 Dictionary for Vender Microsoft
» LU Guestaccess = [0 Motorola-Symbol 388 Dictionary for Vendor Motorola-Symbol
b IRldenity Mapping O My-New-Dictionary 123456 Dictionary for my custom Vendor
» [LJ IdentityGroup

3. LA vR—rEN =T 1DaFY

Cisco Systems © 2015
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AT HRAL TOT771ILDES

HFLWTOI7M4IL T M) DERE

VIR A S | RADIUS T 473 a ) VEA A=V LTZ5, [HILWRYRT—2 T3 2 707 74 /L (New
Network Device Profile) | 27U~ Z7 L CH LW NAD 707 7 A )V ZAERE L £, NAD 707 7 A /L OF LWL BT L
BZVERCLE T A RTNIARY S — R e T T NS 2 =T g TSI D | LR —MNIRRSINET, il mrrA
JWZEB DT A2 ZE0 YL TT A MDOT a7 7 AL E XL T DHIENTEET,

MNetwork Device Profile List = My_NAD_Profile
Network Device Profile

* Name |M\,r_NAD_Pruﬁ|e

Description | New custom NAD Profie

lcon i Set To Default | (7

Supported Protocols

RADIUS
TACACS+ ]
TrustSec Ol

RADIUS Dictionaries | | py-New-Dictionary

4. HLUL NAD 7O774)L

NS ZONT, WT DDA IR T O T 7 A NVER T RAZHD NAD 77 7 A )VEERT D56, OF
D, R =TV ODDENWRHLBIDET VAT 5551 BEFD NAD a7 7 A L aERIL Th A
VARXTHIENR K ETT, BRINTT a7 7 AT T T a7 7 AV O ENAE =SV TNDTD | e flInD
EFRTDOTIERL, ZOREEMGHIET D12 THEAET, BIEOLDOTHa7235A5 121, #HLV RADIUS 7«

7vat Ve BRI HLERLWIGALHVET,

72720 NAD XX —DEEfF DB D L —E LW GE I, [N — (Vendor) | 74— /LR % [Z DAl (Other) ] 1T
HEL, ZORM AT X TANTHRNERHVET,
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HR—rEShsd7akajl

T 7SA A7) RADIUS, TACACS+, TrustSec Z AR —hF 58551213, HRy 7 AT~ —2 2T £, FEERITHEH
TAH7 b DR~ — T AT DM ERHVET,

RADIUS T4 aF1)

T I ANPIR—195 RADIUS T 47> a - aED Y TET, BmE L. BIOAT Y THEANIAVR—R 12T 47
va U TI,

(1) —EBOT N_ARIE I DR A — T 47 aF ) ePR—r15720. 1 DL EOT 47 a ) VaEn YL Chrzt
NTEET,

J0— 81T &%

HHE MAB <° 802.1x fxé:“@éié“ﬂaéc7u~@t&>h?‘*“z*‘%xﬁi‘ﬁﬂ% THEMLEE [T u— X A7 54 (Flow
Type Conditions) ] &7 L a2 ([FRGE/FE A] (Authent1catlon/Authorlzatlon)] DIV ATILET, ZAud, ISE 23 H
SNDBPEISCTT AR LT T v— AT 2 T 57200 BT, MAB H @ IETF BEEDR2U N2 |
R =T LIZRIRBIED Service-Type ([ ME SN TWVET, TAARADEELE T ARIZEREH SN TORWEAI
X, ZOMEEFEET DT DICA=T 7 N — R & AT ML ERS LA BHVET,

» Flow Type Conditions

Wired MAB detected if the following condition(s) are met :

Radius:NAS-Port-Type (J| = Ethemnet o = ‘ﬁj}‘

Radius:Service-Type LJ| = Cal Check 0 = 49k

Wireless MAB detected if the following condition(s) are met :
i Radius:NAS-Port-Type | = Wireless - TEEE 802.11 O = 4
Radius:Service-Type L) = Cal Check W = =,J}=
Wired 802.1x detected if the following condition(s) are met :
Radius:NAS-Port-Type L) = [Ethernet g == =,J}=

Radius:Service-Type LJ| = Framed 0 = 49k

5. 70— 2147 &H
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BEQDTA)TIYT

ORI ar TR, TAAAEADEEA LB Iy LT R — — LV E R FE LT AZIENTEET, B
X, ISSIDJDANEFZRSNTWET, T/ RIZT AL A SSID O &N HA5E 121, RSB MEITL
TINEFELET,

* || Normalised Radius

w Attribute Aliasing 1) RadiusFlowType

SSID | Aruba:Aruba-Essid-Name = q) SSID

6. BEDIT AT 2% (SSID)

BYEDTAVT L TIZED NAD 707 7 A NP —[EF DJg MA@ B~y 7 LT RS — b— L3
TV R EHTELINNTRDET, ZHUCKVBIEOBINE G IR SESFRUH — TSR E
FRREFR ARV — L — LV OEARY | HERI 7R =T — VD70 E 9, 7oL 2iE, 7e—Ic 5757 4 FL- R
SSID %, B 5925 NAD OXA7|ZJS LT, Airespace-Wlan-ID, Aruba-ESSID-Name, Called-Station-1D (255 5T
EMTEET, [EBMLEA72 Radius) 747 aF U CZAVEFIH /I REZ2 [SSID ) BYEIC v 7 02N TEET (R
U — (Policy) | > [RV— %5 (Policy Elements) ] > [7 42 =7}V (Dictionaries) | > [ [E i b Z417- Radius
(Normalised Radius) ] > [SSID]).

RAN VYO T7YT

ZOEI A TIE, T AN MAB AR T2 EMEE T Bha L 2 ERTHIENTEET, 2.0 LVATTIEL, Zh
X [FF RIS b7 mbhab (Allowed Protocols) | “X—Y DF = /Ry 7 ADSEI R RHAP M A S HE T
1T TCWTC, HEOFTF SN TND T BhaL D= NN MBI/ [ REMENHVE LT, BIEIL, AN LI T
ZFILNAD a7 7 AN H TSN, SRENBEFE SN EL,

[FFA S CWb 7 mhal (Allowed Protocols) | ~—3C [ARAN b 777 OALEE (Process Host Lookup) ] 47
LAy MEIMESITWDIEE . RAN VoI T 7T ERIINNAD 707 7 A VR E (R [RAN Vw7 77 (MAB)
(Host Lookup (MAB) ) ] D% E) IZHADWTRBES L E T,

(RSN D) SESE2 U F —73, MAB RFEDERIZ RADIUS Calling-Station-ID £73 AT —R D gt a S EX %
72 7 E T ATILET, Cisco NAD 728 MAB 479121, [ARAR L2777 OALEE (Process Host Lookup) | 47 =
VRGBT TR T, 220, BIORUE —D T SAZADOLAIL NAD 707 7 A )V EVER T DERC [
AN 777 (MAB) (Host Lookup (MAB) ) | £ 27 ar Cidbl/ed 7" v a /b T2 ENRHVET,

AR OEFYD, MAB OAEHET/2WO T, SIS EMEE T bR =T LIc B e Ed, Zo'7varo
ELWREZRFE T DIIE, 7T A ADEEE HTAREIL MAB DA=77 hL—RXZ SR L TTESN,
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v Host Lookup (MAB)

Process Host Lookup

ia PARP/ASCI

Check Password

Check Calling-5Station-Id equals MAC Address
iia CHAP

Check Password

Check Calling-Station-Id equals MAC Address
iia EAP-MD5

Check Password

Check Calling-5Station-Id equals MAC Address

7. KRR+ Ly H 797 (MAB)

R

D7 alE, VLAN £7-1% ACL @;;’kﬁ:_“ CTFNRAZMERT M A TEFRLUE9, IETF EUERE M £/ 13
A —[EGORBIENMEATEET, INOITRE . T A AOEIE AR TAREINTOET,

VLAN FE[RDE . 5 RADIUS JBMHAE~LT . £7213H —? RADIUS B (Aruba-User-VLAN 72 8) 238 &
TEET,

ACL R DS BIHED NAD 7 a7 7 A /VICEHE 25 NAD T HIfTE ACL 23% E T 5=l fiEns, B
—@ RADIUS BMAfEE TEET,

(7E) [RRRE7" 17 7 A /L (Authorization Profile) | ~<—"® [ILi## X7 (Common Tasks) | B/ v alFErnasind 4~
arld, [NAD 7’27 7 A /L HEFR (NAD Profile Permission) | £/ a CaX E L7 BEIC L > TRV ET,
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» Permisssions
[ set VLAN

@ |ETF 802.1X Attributes

) Unique Attributes i 1D v Name v

[“] set ACL |Radius:Fiter-ID -~ R

+ Common Tasks

[] pAGL Name

M [ AcL (FilterID)

] vian

[ Voice Domain Permission

8. HEREHABARIITH T HEER

A Z & (CoA)

ZDORBI AT, TAAAANEFD CoA BEEA TEFRTAIENTEET, S OWTE, T A AD~=2T )L
ML, [RFC 5176], [F8AIZH || [CoA |172E O HFEIZRI T 2Rk 2L CL/Z&W, RFC 5176 %7K —h9%
VAALSNDIZEALE DT RARIT T v a | BIOTGIW | 2R — R ET 23, R8I — RN\ = | (5
DIRVEAICIXIREFC 5176 LRENTZ 2 DDF = IR 7 ZADH b Z i B E£3,
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v Change of Authorization (CoA)

CoAby | RADIUS

* Default CoA Port 3799 i
* Timeout Interval 5 seconds i

* Retry Count 2 i

Disconnect
RFC 5176
Select an item )| =| )| = 4k
Port Bounce
Select an item )| =| )| = 4k

9. CoA BE

REC 5176 1% CoA BLRDHA T ZEF LU E T, BER CHLERBIEITZT A AL TRARVET, —H DT NAA
TlE. CoA TR TEEINDBIEICH LU CTIHERITHIWNEERHVE T,

CoA ZLRDBT NAZDD CoAINAK | BRSNS AT, ROV D DE MR L TS,
e access-request 2>5H? RADIUS User-Name J&473 CoA ZRIZE FNTWAUERH LG ERHVET

o [AIUZR TE(EE4L7- Calling-Station-ID & Acct-Session-1D D ifi /7 2352 1 AFVHAR WG A BBV £
(—h&XELET)

o FLRDOMMDRUHE—D VSA NZIT ANV WEERNHYET

o —HDT /RARIL, Event-Timestamp & R0 CoA FXEN—ET DM ENHD (71T BN Kol
RETHILENTEET

—HBOEBE AR TILBMED ARSI TOET D, —H TIIARSHTELT, BIEOELWRELRET D2
DIZRITRERA DN L ELL IRV E T,

() RADIUS CoA %% E T DRI, [PAR—hSHL T D7 mhaL (Supported Protocols) | 722 a2 [RADIUS]
T ar PIBINSN TNDI LB L ET,
URL JF ALk

ZO®sTar T, TAMAD URL VE AL MERER TEFR L £, URL UX AL ZRE, 7 A, BYOD, IRAF Y72
EDEHMETR 70— DT=DITU T, ISE R—Z/UTKH L TIF AL N TEORENRHVET, DFY, 7—/L Web
ZEFCIIAR 4T,
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TN AT AZIL TS URL VZ AL M, #HEEIIED 2 DDO—fREGIRZA T RHDET, §HHTIL,
URL 27 A AR ETHVLERHYET (FFH)) . RADIUS EBEa L CEIICIZ AL I MNeaiRETH2 813
AR—RENTWFERA, HEIL. TAAZAOFRTEICISE AR—% /LD URL Z#at’— 7R R_X—ANLFET,

HO— T DOXATIIE) URL T3, ZDOX A7 Tl ISE 1% RADIUS B4 HL CTT S/ RIZEHIICU X AL Tk
TrAGETHIENTEE T, FEITT A AR ETHLEIIHVEE Ay T3 ANENH) URL Z V7R —RLTW
HHATE. REERG T HI-DICEIR) URL OfF ZHELEL 97,

¥ Redirect

Type | static URL

Redirect URL Parameter Names
Client IP Address ip
Client MAC Address mac
Originating URL url
Session ID

SSiD essid

10. URL YA ALYk

INT A= EE, VE AL TR URL TT ANARIZLE S TESIDEIETT, ISE IZIXZNOHD /T A =X D4 iz
FEL T, URL 226/ 3F A—=2Z TELIHH TEA I T AMENHYE T, ISE 1T SEFEHL TI/IA4T7 v hety
vary BIXOYIAT UM EUS AR AT 70D URL 24 E L VX AL VR TEAIHICLET,

() BEE TARIZITEE . ZIHD/N\TA—=Z LT ABRSN TOWERFA, ABRSNTWALOLHDETH3, KT
SILTWER Ay WLKODITERREICT B T ARRE T, HERDIL, URL NTFA—ZA BT SAZARERF LD
BT DMBENRHHENIZETT (RTA—ZLDABISI TR WEAIE, KT D207 70235
MENHLGERHVET),

(JE) BT AR L@ URL UE AL I TEXEH AL
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RO —ERDERM

B IA B DFRIERB L O] (AR U AL X MAB R AR V1T X802.1X 728) i BINTIERLTZD, 22 5%
TAHVENIHET Ay ZIVHITFEITRICE )2 NAD 727 7 A /L% Q8 35720 T, RIEEIC, flA0A
FD FF RIS TS 72,2/ IBEAFD NAD 7 a7 7 A )V inbiEtl7s @z L T MAB R L $£7°,

722U, AR LS, Takav, 37 a7 y ANVEER T DR ERH DG AT, R —EEDOIERL
(Policy Element Generation) | V4 —REZF|HTHZENTEET, 2OV 4P —RTIL, NAD 707 7 A /L ZEES N
TEESFRMEFREERZER TEET, ZOBRIFEDIHAZ AR THIER, RIV—THEHTHZEN T
ESSaR

Policy Element Generation

Please confirm policy elements to be generated, based on the "ArubaWireless"
network device profile.

Authentication/Authorization Conditions:
Wireless MAB

Wireless 802.1X
Allowed Protocols:

Host Lookup (MAB)
Authorization Profiles:

Set VLAN
Set ACL
Web Redirect

Goners | TR

M. R —BHRDER

P~l—

[t~V — (Summary) ] 7 a2i%, NAD 707 7 A VR EICED AN ESNDL 7 a—E —EAREKRESNET,

Summary
Based on this configuration, the following are supported:
Flows: Guest, Posture
Services: Radius, TACACS, MAE, 802.1X
RADIUS CoA: RFC (default CoA port: 3799)
URL Redirect: Static

12. NAD 7O77/ )L DHE
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HE5E RyhT—H FTNNAR TOATPALILOEE

NAD Z7OJ774ILDEIYHT

NAD 707 7 A )VEAERLTD, [y NI —2 7 734 A (Network Devices) | T7 /SARIZEID Y TET,

¥ Systemn ¥ Identity Management = = Metwork Resources ¥ Device Portal Management  pxGrid Services » Feed Service  » Identity Mapping

~Metwork Devices  Metwork Device Groups  Metwork Device Profiles  Exemal RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
—
<]

Metwark devices etwork Devices List > New Network Device

MNetwork Devices

* Mame | acatel_device|

Default Device

-
(3] Alcatelwired X

{7 IF Address l:l / Flows: Mone (Cod is not supported)

Services: Radius, TACACS, MAB, 802.1%, Wehauth
RADIUS CoA: Mot Supported

* Device Profile || Alcatelwired =

Madel Marme -
Soitware Versian l:l

* Metwork Device Group

URL Redirect: Dynamic

Location [a) Locations © | [ set To Default |

Device TYPe [al Dewice Types () | | Set To Default |

13. NAD 7AT71ILDEIY HT

Cisco Systems © 2015
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RORE R A DEH

ISE (213, RFlixt G & D7 et S A~ — MBI § 5, MlAIA B DOFRFEB L OB AT D&M (B /YA Y
L A MAB, 802.1x) BN &% HVE 9, 2L, FETHEHZ NAD (ZE0 Y THN= NAD 77 7 ALV RE L, =D
NAD 7'B7 7 A NVANDOEHRESRTHIETITOIVET, 2K, FREEFF Al & &2 RIBISO T 2N TxE
9, LW NAD 707 7 A /L& EFR TXHEEIT, MlARA I DA~ — ool W AR < A R H MBI EB
<HVET,

WD DEEFEDOSAEEHRBLE . O NAD 7077 A/VINEBSIL. ED NAD 7277 A /VIRE B I/20DN
DD FET,

‘sl Identity Services Engine » Guest Access » Administration » Work Centers

Authentication ~ Authorization  Profiling  Posture  Client Provisioning =~ Policy Elements

Dictionaries  + Conditions » Results
|
0

Authentication Compound Condition List > Wireless_MAB
~ Authentication

Authentication Compound Conditions - All Profiles

Simple Conditions
Name Wireless_MAB

A condition to match MAC Authentication Bypass service based authentication requests from wirele

Compound Conditions

A— Description
» Authorization device profile.
Profiling
During policy rule evaluation the authentication condition will be determined dynamically,
» Posture from the network device's profile configuration.
» Guest Select a network device profile to view current atiribute details:
» Common

Radius:NAS-Port-Type = Wireless - IEEE 802.11

Radius:Service-Type = Call Check
View Cisco Network Device Profile

/4 These Network Device Profiles have not been configured for this flow.
Therefore, this condition is not applicable to devices associated with these profiles. Click to view: :

My_NAD_Profile
AlcatelWired
HPWired
BrocadeWired

close

14. AT —MREREEEH

EEITT LT ANAZH DA AL LSRN EFZT DB E LDV ET, NAD 7r7 7ANhb [N —ERDIER
(Generate Policy Elements) | #§REA-{H L T, S Cuitl e @ MHEMEZAE FH U T RS DG 2 AR 3 D72 DTN
THIENTEET,




RELGTIEADEHMH AR

TIIr
CISCO.

B O774)L

B LT ASAZHIZ 1 DL EOBIET 07 7 ANVEERT DML ERHNET, 77 7 A VEIERTHEEIT,
[RyhT—2 T NA R 7'a7 74V (Network Device Profile) | /N7 A% H LU NAD 717 7 A VDL IR EL E
T, ZAUTED A~ —R JBREEMN A REIC/RD . T /A RIZED Y THILZ NAD 707 7 A 2SS\ CiEbl/e 7 m > »
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» Operations » Guest Access

Profiling  Posture  Client Provisioning = ~ Policy Elements

-~ Results
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Authorization Profiles » New Authorization Profile

Authorization Profile

*Name | My_Auth_Profile

» Administration

Description |

* Access Type |ACCESS_ACCEPT

Network Device Profile | g My_NAD_Profile | » | £

+ Common Tasks

ACL i

VLAN (i
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Home » Operations ~ Policy » Guest Access »+ Administration » Work Centers
Profiling  Posture  Client Provisioning  ~ Policy Elements
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Authorization Profiles > New Authorization Profile
Authorization Profile

*Name [ Smart_Author |

Description | Selects right authorization profile from multiple options J

* Access Type |ACCESS ACCEPT v]

Network Device Profile | Any =

Service Template |

Track Movement ;i

w Common Tasks

ACL my_acl |

VLAN TagID 1 [ Edit Tag | 1D/Name | 100

¥ Advanced Attributes Settings

i [select an item ol = al

~ Attributes Details
Select a network device profile to view attribute details:

Access Type = ACCESS_ACCEPT
Filter-ID = my_acl.in
Tunnel-Private-Group-ID = 1:100
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

EEIN ( cancel |

0 License |
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