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» Identities  Groups  External Identity Sources  Identity Source Sequences » Seltings

External Identity Sources
=Rl e * Join Peint Name | pxGrid_Users | @
» | Certificate Authentication Profile * Active Directory Domain ] lab6.com| I i
= Active Directory
[~ k

» 5 LDAP

> :l RADIUS Token
» [ RSA SecurlD

'Y

e [ Cancel |
[ SAML Id Providers m |.—.|

| ___

ATYF 2[5 (Submit) ] #BIRL . EHITFRTD ISE /—R% Active Directory [ZIBNLE T,
RAFYT3 KA DILF Ui B ASILET,

Join Domain b4
Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name i | ca

* Password | sesssssss

|| Specify Organizational Unit i
m| Caneel |
ATYFT 4 [OK]%2Vw o358 BINAT—HALLT[58 T (Completed) ] 3T RENFET,

Join Operation Status
Status Summary: Successful
ISE Node 4 | MNode Status

ise201.lab6.com &4 Completed.

GE) RF—HRELT [kB (Failure)] MERTRSNDIHE L. ISE & MS Active Directory DEFEIAEIHIL THEY. FQDN M fZRATAE ThHE I LEHERL
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b Identiies  Groups  External Identity Sources  Identity Source Sequences b Settings

Aftributes Al

* Active Directory Domain  lab6.com i

External Identity Sources Authentication Domains Groups vanced Settings

T

» || Certificate Authentication Profile

3

¥

* Join Point Name | pxGrid_Users

[~ Active Directo - p
b2 = -+ Join Leave @ Test User ﬁDiagrostic Toal @Refresh Table
“J pxGrid_Users =
=
» [ LDAP
=

» [] RADIUS Token

a | ISE Node Role
STANDALONE

Status Site

Default-First-Site-Name

Domain Controller
WIN-49T17723U08.lab6.com

[ ISENode

[ ise201.lab.com [ Operational

ATYF 6 [/ v—7(Groups)]> [1BI1(Add)] > [Active Directory 7257 /L—7 % 3%4R (Select Groups from
Active Directory) ] > [Z/V— 7 D Hf (Retrieve groups) | > [T CTZ R (select all) ] > [OK] DJEIC
7V I LUET,

Select Directory Groups x

This dialog is used to select groups from the Directory.

REMRRNRRRNRERRDRRRERRERRER R R RS

Domain| labé.com M |
Name Filter| * SID Filter * | Type Filter] ALL -
| Retrieve Groups... | 37 Groups Retrieved.
Name a  Group SID Group Type

lab6.com/Builtin/Account Operators

lab6.com/Builtin/Administrators

lab6.com/Builtin/Backup Operators

lab6.com/Builtin/Certificate Service DCOM Access

labé.com/Builtin/Cryptographic Operators
lab&.com/Builtin/Distributed COM Users

lab6.com/Builtin/Event Log Readers

labé.com/Builtin/Guests
lab6.com/Builtin/liS_IUSRS

lab6.com/Builtin/incoming Forest Trust Builders
lab6.com/Builtin/Network Configuration Operators
lab6.com/Builtin/Performance Log Users

labé.com/Builtin/Performance Monitor Users

lab6.com/Builtin/Pre-Windows 2000 Compatible Access
lab6.com/Builtin/Print Operators
lab6.com/Builtin/Remote Desktop Users

lab6.com/Builtin/Replicator

lab6.com/Builtin/Server Operators

lab&.com/Builtin/Terminal Server License Servers

lab6.com/Builtin/Users

lab6.com/Builtin/Windows Autharization Access Group
lab6.com/Users/Allowed RODC Password Replication ...
lab6.com/Users/Cert Publishers

lab6.com/5-1-5-32-548
lab6.com/5-1-5-32-544
lab6.com/S-1-5-32-551
lab6.com/5-1-5-32-574
lab6.com/5-1-5-32-569
lab6.com/5-1-5-32-562
lab6.com/3-1-5-32-573
lab6.com/S-1-5-32-546
lab6.com/5-1-5-32-568
lab6.com/5-1-5-32-557
lab6.com/5-1-5-32-556
lab6.com/3-1-5-32-559
lab6.com/5-1-5-32-558
lab6.com/5-1-5-32-554
lab6.com/5-1-5-32-550
lab6.com/S-1-5-32-555
lab6.com/5-1-5-32-552
lab6.com/5-1-5-32-549
lab6.com/5-1-5-32-561
lab6.com/5-1-5-32-545
lab6.com/5-1-5-32-560

S5-1-5-21-485915346-3843970968-3126467437-571
5-1-5-21-485915346-3843970068-3126467437-517

BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
DOMAIN LOCAL

DOMAIN LOCAL

m | Cancel |
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b System =~ |dentity Management b Metwork Resources ¥ Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping
b ldentities  Groups  External Identity Sources  |dentity Source Sequences  » Settings
External Identity Sources Connection Authentication Domains Attributes Advanced Settings
& vl v 2y Edit <lAdd v O Delete Group  Update SID Values
» [ Certificate Authentication Profile
Name - 38D

- : Active Directory
ﬁg pxGrid_Users

» £ LDAP

» [ RADIUS Token

» [ RSA SecurlD

» [ SAML Id Providers

ATv7 8
ATv79

o o o o o o o o o o

lab&.com/BuiltinfAccount Operators
lab6.com/Builtin/Administrators
lab6.com/Builtin/Backup Operators
lab6.com/Builtin/Certificate Service DCOM Access
lab6.com/Builtin/Cryptographic Operators
lab6.com/Builtin/Distributed COM Users
lab6.com/Builtin/Event Log Readers
lab6.com/Builtin/Guests
labB.com/Builtin/lIS_IUSRS
lab6.com/Builtin/incoming Forest Trust Builders
lab6.com/Builtin/Network Configuration Operators
lab&.com/Builtin/Performance Log Users
lab6.com/Builtin/Performance Monitor Users
lab6.com/Builtin/Pre-Windows 2000 Compatible Access
lab6.com/Builtin/Print Operators
lab6.com/Builtin/Remote Desktop Users
lab&.com/Builtin/Replicator
lab6.com/Builtin/Server Operators
lab6.com/Builtin/Terminal Server License Servers
lab6.com/Builtin/Users

!
!

[~1F (Save) | 227V LET,
[pxGrid_Users] #27U> 73 %L IRODIITFERENET,

lab6.com/S-1-5-32-548
lab6.com/S-1-5-32-544
lab6.com/S-1-5-32-551
lab6.com/S-1-5-32-574
lab6.com/S-1-5-32-569
lab6.com/S-1-5-32-562
lab6.com/§-1-5-32-573
lab6.com/S-1-5-32-546
lab6.com/S-1-5-32-568
lab6.com/S-1-5-32-557
lab6.com/S-1-5-32-556
lab6.com/S-1-5-32-559
lab6.com/5-1-5-32-558
lab6.com/S-1-5-32-554
lab6.com/S-1-5-32-550
lab6.com/S-1-5-32-555
lab6.com/S-1-5-32-552
lab6.com/S-1-5-32-549
lab6.com/S-1-5-32-561
lab6.com/S-1-5-32-545

il jgentity Services Engine

Home } Operations } Policy } Guest Access ~ Administration » Work Centers o License Waming &

» System - ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping
» ldentities  Groups  External Identity Sources  Identity Source Sequences b Settings
e
External Identity Sources Authentication Domains Groups Adributes Advanced Settings
= - - * Join Point Name ‘ pxGrid_Users i
» [ Certificate Authentication Profile * Active Directory Domain  lab6.com i
* [ Active Direct p
Hodiebu il o= Join  ©c Leave Q_ Test User ﬁDlagmstu: Tool ‘ékefresh Table
, - []| ISE Node «  ISE Node Role Status Domain Controller Site
||
» = RADIUS Token [ ise201.1ab6.com STANDALONE [ Operational WIN-49T17723U08.lab6.com Default-First-Site-Name

» [| RSA SecurlD

» ] SAML Id Providers
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FNT =7 FRARA VAT AT BELOWLAN 2 b —J2BLE 4, RADIUS 232 —ZZ2FEITL T
HEE L. RADIUS S22l —4%2FEFT79 5 PC 7I7AT LMD IP TRL A% AL E T, RADIUS 3=l —&%ffi [
LCWAEAIT. AL Tlsecret | 2 HLET,

ATYT1 [ ¥ (Administration) ] > [ % h7—2 U —Z (Network Resources) ] > [ R kT —7 T /31 A
(Network Devices) ] > [ hT—2 T34 2D;iE /1 (Add Network Device) | DIEIZERINL F7,
ZaiE L CISwitch | Z A L% T,
[IP 7RL-A (IP Address) ] 121192.168.1.2 1% AJILET,

“hutli:  Identity Services Engine Home » Operations » Policy » Guest Access - Administration » Work Centers

» System  » Identity Management - Network Resources | » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping
- Network Devices  Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
—
(-]

Network Devices List > New Network Device

Network Devices
* Name

%P Address: | 192.168.1.2 JE

Network devices

Default Device

ATY72  [Radius #ZFER% & (Radius Authentication Settings) ] ZH ML C, G MEEZ AL ET,

+ RADIUS Authentication Settings

Enable Authentication Settings
Protocol  RADIUS

* Snared SEOret [ aeseenes | [ Show |

Enable KeyWrap [ i
* Key Encryption Key Show

* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

CoAPort [ 1700 | [ et To Default |

ATFYF 3 [EE (Submit) ] 27Uy 7L ET,

ATYT 4 ROIDITEFSNET,

‘hul Identity Services Engine Home » Operations » Policy » Guest Access = Administration » Work Centers @ License Warming

+ System  » Identity Management - Network Resources | » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping

- Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  + Location Services
—

(<]
Network devices Network Devices
Default Device
J Edit oeAdd [yDuplicate | @almport g Export = | ) Generate PAC | 3¢ Delete v Show E
Name +  IP/Mask Profile Name Location Type Description
O switeh 192.168.1.2/32 gk Cisco & All Locations All Device Types
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pxGrid [[(F+® ISE D& E

pxGrid " —EZZ G T D701, B L BEA D ISE ID sEHEZLE AL E T,

(G¥) ISE1.3 8LV ISE 1.4 TlE. BECERD ISE ID fEBAEZFTHYXR—LL. Trusted System SEBAER T IZAVR—bLTHS pxGrid y—E X%
FRTA2RENHYELLN. COBREFFEITRYEL,

ATvF1 [ PH (Administration) | > [FIEAAFE (Certificates) ] DIEIZEIR L, 7 74/ RO H BB 44 fE A E 2 R
LET,

alel Identity Services Engine Home » Operations » Policy } Guest ACCess - Administration » Work Centers

- System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping

Deployment  Licensing = Certificates  » Logging + Maintenance  Upgrade  Backup & Restore v Admin Access  » Settings

(<]
- Certificate Management System Certificates  For disaster recovery it is recommended to export certificate and private key pairs of all system cerfificates.
Overview / Edit | [k Generate Self Signed Certificate | [ Import | @ Export |3 Delete || O View
System Certificates Friendly Name Used By Portal group tag Issued To Issued By
Endpoint Certificates WAL
EAP
Trusted Certificate: -5 icati i
u: lcates g [_)efauil self-signed server cer Auth_enncauon. DefauII_PorlaI Certificate ise201.1ab6.com ise201.labG.com
= tificate Admin, Portal, Group'i
OCSP Client Profile pxGrid

ATYF2  pxGrid ~IVVFEAECLET,
[& # (Administration) ] > [>- A7 2 2 BH (System Deployment) | > [pxGrid /—F O %h{t. (Enable
pxGrid node) | DJAIZERL £,

‘il dentity Services Engine Home b Operains b Policy b GuostAccess R Gl * Work Centers

~System | » identity Management  » Network Resources  » Device Porial Management  pxGrid Services  » Feed Service ) pxGrid identity Mapping
Deployment  Licensing Certficates  » Logging  » Maintenance  Upgrade  Backup & Restore b Admin Access b Seftings

— o

% PAN Failover

Hostname ise238

Y FQDN ise238.lab.com

IP Address 10.0.0.37

Node Type Identity Services Engine (ISE)

Personas

| Administration Role: SEANDALONE. Make Primary.
| Monitoring Role PRIMARY |~ Other Monitoring Node

¥ policy Service

/| Enable Session Services

Include Node in Node Group | None
/| Enable Profiling Service

[ Enavle sxp service

Use Interface | GigabitEthernet 0 =K
[ Enable Device Admin Senvice

[ Enable Identity Mapping

pxGrid

ATYF3  MNT /—FS ISE 2L TT oy a2 SN B RO I R FRENE T,

GF) ThARRENDETICHS MDBIELHBYET,
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‘il Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Canters

» System  » |dentity Management  » Network Resources  » Device Portal Management = pxGrid Services | » Feed Service  » pxGrid Identity Mapping

©Disable Auto-Regi
Lve Log

@/ Enable (@ Disable @Apprm @ Group W Decline ene\gt_e - g}kefregh Total Pending Approval(0) 1-20f2  Show

] Client Name Client Description ‘Capabilities Status Client Group(s) Log
O w ise-mnt-ise238 Capabilities(2 Pub, 1 Sub) Online Administrator View
(Capalifity Detal 1-30f3 Show 25 = perpage Page 1 =
Capability Name Capability Version Messaging Role Message Filter
QO core L0 Sub
O IdentityGroup 1.0 Pub
Q SessionDirectory 1.0 Pub

ATv7 4 Admin /—R) 5 ISE 1L TAT Vo 2SN ERORN 7B F RSN ET,

alul |dentity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System b |dentity Management b Network Resources b Device Portal Management  pxGrid Services b Feed Service b pxGrid |dentity Mapping

@Disable Auto-Reg
s [T

¢ Enable @) Disable @Apprm @ Group *Dec\ine eDeIELe v @Refresh Total Pending Approval(0)

1-20f2 Srgw

' Client Name: Client Description Capabilities Status Client Group(s) Log .
O » ise-mnt-ise238 Capabilities{2 Pub, 1 Sub) Online Administrator Wiew
[0 w ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View

R 1-60f6 Show 25 - perpage Page 1 =

Capability Name Capability Version Messaging Role Message Filter

O GridCantrolleradminService 1.0 Sub

O AdaptiveNetwerkControl 1.0 Pub

QO core 1.0 sub

O EndpointProfileMetaData 1.0 Pub

Q EndpointProtectionService 1.0 Pub

O TrustSecMetaData 1.0 Pub
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pxGrid SDK D1 > A +—JL

SDK 77 ANEH 7 a—RU TR T DL, IRD 7+ VF DS IVET,

e ey e TXT [
cgcl doc lib README. txt samples

./samples/cert 7 4/VAZ 21, pxGrid A7V N FAT T DI2O DY TN GEAENE ENTWET,

./samples/bin 7 A/VHF\Zi, H 7 VD pxGrid [ava] A7V 7 MR E EITVET, cgel 7404 121X, pxGrid [C)
TATFVINEENTOET,

ANCAction_query.sh identity group download.sh
alpha. jks identity group query.sh
alpha_ root. jks identity group_ subscribe.sh
capability query.sh multigroupclient.sh

common . sh propose_capability.sh
core_subscribe.sh securitygroup_query.sh
endpointprofile_query.sh securitygroup_subscribe.sh
endpointprofile_ subscribe.sh session_download.sh
eps_quarantine.sh session_query by ip.sh
eps_unquarantine.sh session_sub_download.sh
generic_action_client.properties session_subscribe.sh
generic_client.sh sxp_download.sh
generic_publisher.properties sxp_subscribe. sh

generic_subscriber.properties

INHDOAZY T N FEFT 4 HIT1E, Oracle 10 Java BT b EE T,

pxGrid V547D TANRICECEA AT EHERT S (VT IILOFEHA
EORE)

ISE pxGrid Zffi 1L T pxGrid 7747 U M7 AT 586, B B84 REAFELM AL kL2, LU T, pxGrid
A2ZVFNOTANTH B4R EEZ A LS GO FIATT,

ATYT 1 pxGrid 77AT LV NORESX— (T VT 7 =) AR LET,

openssl genrsa -out alpha.key 4096

Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

Cisco Systems © 2015 17 R—=2
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ATV 2 H &4 CSR (alpha.cst) ZRAARKL, Tyl oy NAU—REZATJLET,

openssl req -new -key alpha.key -out alpha.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:LAB

) EELE ZOXBELEE TR AR —RE2EHALTLESY,

ATvT3 H B4R EOARY— ~7 OFEE (alpha.cer) 4K L £7,

openssl req -x509 -days 365 -key alpha.key -in alpha.csr -out alpha.cer

ATYF 4  PKCSI12 771/ (alpha.pl2) B3 —DIERSILE T,

openssl pkes12 -export -out alpha.p12 -inkey alpha.key -in alpha.cer

Enter Export Password: cisco123
Verifying - Enter Export Password: cisco123

ATYF 5  alphapl2 23 ID F—ART AR —hSET (alpha.jks) . F—ART D77 A V41X, jks DILEIET-
EFRFOATLE DT 7 ANITT HIENTEET, 24U, pxGrid A7V 7'M T keystoreFilename 35 KT
% @ keystorePassword &L CHEREL £77,

keytool -importkeystore -srckeystore alpha.pl2 -destkeystore alpha.jks -srcstoretype PKCS12

Enter destination keystore password: ciscol23

Re-enter new password: ciscol23

Enter source keystore password: ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled




REGTVERADFMA(F

atfren]es
CISCO.

ATYF6 B ISEID fEBED #% pxGrid 7747V MZZ I AR —hUET, Zhid, pem ERUT/20E
T, .pem DYLIEA DN 7 AV DA RTEFRBI LT WS DIZEE T HZ L TEET, ZOHID

77 AT isemnt.pem ([ZAE I TNET,

Export Certificate "'Default self-signed server certificate’

(®) Export Certificate Only

(3] Export Certificate and Private Key

*Private Key Password
*Confirm Password

Warning: Exporting 2 private key Is not a secure operation. It could lead to possible exposure of the private key.

E=3 (e

ATYFTT  pem 77 A% der TERUCEHE L £,

openssl x509 -outform der -in isemnt.pem -out isemnt.der

ATvF8 ISEIDGEHIEA ID F—ANTITBIILE T, 24U, pxGrid By vay ¥ vrm—R 277 M AT
LTCWHEEIZ, ISEMNT /—R0b0— v ar Foa—ReRiE 3 57D S ET,

keytool -import -alias mntl -keystore alpha.jks -file isemnt.der

Enter keystore password: ciscol23
Owner: CN=ise.lab6.com
Issuer: CN=ise.lab6.com
Serial number: 548502£500000000ec27e53cldd64£f46
Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: 5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
SHA256:

C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37

Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

Cisco Systems © 2015




wl el ]l
REWTVEADFMH AR CIISCIO :

#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647
]

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key Encipherment

Key Agreement

Key CertSign
]

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

]

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7TA AC ....... 0Q...3.z.
0010: 75 37 36 D4 u76.

]

]

Trust this certificate? [no]: yes
Certificate was added to keystore

ATYF 9 pxGrid 7747 U NEAEZ ID F—ARTIZA R —RLET

keytool -import -alias pxGridclientl -keystore alpha.jks -file alpha.cer

Enter keystore password:

Certificate already exists in keystore under alias <1>
Do you still want to add it? [nol: n

Certificate was not added to keystore

Note: If you receive the following message the certificate was already added to a pre-existing keystore, you
can say “no” and still be okay. I selected “yes” so we can verify that the certificate was added later on.

ATYF 10  ISEID fEHEE N AN F—AKT (alpha_root.jks) (21> R —RLE3, ZAUL, pxGrid A7V 7' MHD K
FTARARNT DT 7 AN BELONTANANT D/SAT —RELUTHEREL £,

keytool -import -alias rootl -keystore alpha root.jks -file isemnt.der
Enter keystore password:

Re-enter new password:

Owner: CN=ise.lab6.com

Issuer: CN=ise.lab6.com

Serial number: 548502£500000000ec27e53c1dd64£f46

Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
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Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: 5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
SHA256:
C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA: true

PathLen:2147483647
1

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth
1

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_Encipherment

Key_ Agreement

Key CertSign
1

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

1

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7A AC ....... 0Q...3.z.
0010: 75 37 36 D4 u76.

1

1

Trust this certificate?[no]: yes
Certificate was added to keystore

ATYFT 1M pxGrid 7747 > hDZABRRER # (alpha.cer) % ISE O #H CXDFEAEANT 1T v 7 u—RLE T,
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ATYF 12 [EEE (Administration) | > [FER E45 22 (Certificate Management) | > [{5 #H C&HREH & (Trusted
Certificates) | DNEIZEIRL | alpha.cer % ISE pxGrid /—RIZ7 v 7 u—RLET,

“hutli. * Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

~ System » Identity Management  » Network Resources ¢ Device Portal Management  pxGrid Services  » Feed Service » pxGrid Identity Mapping
Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Seftings
<]
~ Certificate Management Import a new Certificate into the Certificate Store

* Certificate File | Browse... | alpha.cer
Overview & e bty

System Certificates Friendly Name |

Endpoint Certificates Trusted For: ;
Trusted Certificates

Trust for authentication within ISE
OCSP Client Profile

[] Trust for client authentication and Syslog
Certificate Signing Requests

Certificate Periodic Check Setings [] Trust for authentication of Cisco Services

¢ Certificate Authority [ validate Certificate Extensions

Description |

B [ concel |

ATYF 13 ID F—ALT (alpha.jks) BL O AR —2K7 (alpha_root.jks) % ../samples/bin/.. 74 /LA |2t —
L%,

pxGrid 254 7 >/ k& ISE pxGrid /—F DT A+
multigroupclient pxGrid 27V 7'~ 77 A V% FATL T, pxGrid 7747 .~ ISE pxGrid /— R IR L E T,
AT9F 1 pxGrid 777 M ISE pxGrid /—RIZBELET,

./multigroupclient.sh -a 192.168.1.23 -u SIMOl1 -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

SDK DY > 7 )LEEBAE % pxGrid DTAMZfERT S

rootSample.crt % ISE pxGrid /—RIZ7 vy 7 m—RLE T, ZiUd, (B TELEAFLL THlREL £, F7-,
iseSamplel.crt IB3L N iseSamplel .key 7 7 AV &7 v 70 —RLES, Ziud, pxGrid 7747 b ID GEFHEEL T
HEREL £, X — 0D /SRR —Rd ciscol23 T,

ID AN7 iseSamplel.jks 7 74 /L ERT AR ART rootSample.jks 7 7 A /W1, pxGrid A7V 7 INBREOHEILET,

GE) ShIFTAFEMERTHY. REEO ISE RBTIIFERALEEA

ATvT1 rootSample.cert 771 /V% | ISE A7 A NIAN ANTIZT v 7'm—RLE T,
[& B (Administration) ] > [2- A7 A (System) | > [FER % B (Certificate Management) | > [{Z# C&
A (Trusted Certificates) ] DNEIZEIR L, rootSample.crt 7 7 A /L&A R — L ET,
[ISE WNFEAED{E#E (Trust for authentication within ISE) ] ZHZhZL £,
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thalie * Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Canters

- System  » Identity Management  » Network Resources  + Device Portal Management  pxGrid Services  » Feed Service  + pxGrid Identity Mapping

Deployment  Licensing - Cerfificates  » Logging » Maintenance  Upgrade  Backup & Restore » Admin Access  » Settings
—
(<]
- Certificate Management Import a new Certificate into the Certificate Store

* Certificate File | Browse... | rootSample.crt

Overview

System Certificates Friendly Name |

Endpoint Certificates Trusted For: ;

Trusted Certificates
Trust for authentication within ISE

'OGSP Client Profile
[ Trust for client authentication and Syslog
Certificate Signing Requests

Gertificate Periodic Check Settings [ Trust for authentication of Cisco Services

+ Gertificate Authority [] Vvalidate Certificate Extensions

Description |

[ scbmt JECTE

AT9F 2 [1%/5 (Submit) ] R L F T,

ATYT3 iseSamplel.crt % ISE A7 ADGEHEANTIZT v v —RLET,

ATvF 4 [EH (Administration) | > [ AT A (System) | > [FIEH 48 B (Certificate Management) | > [ A7 A
A (System Certificates) ] ONAIZEIRL | iseSamplel.crt 7 7 A /L&A R —RLET,

ATvF5 [P (Administration) ] > [ A7 A (System) ] > [EF] E4 2 (Certificate Management) ] > [ A7 A
AIEBAE (System Certificates) ] DNEIZIEINL | iseSamplel.key 771 /V &AL R — L £ T,

ATYT 6  SAT—RELTeiscol23 EASILET,

ATYFT  pxGrid DFEFEOH A EZAZLET,

Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

~System  » Identity + Network + Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping

Deployment  Licensing  ~ Cerlificates  » Logging » Maintenance  Upgrade Backup & Reslore » Admin Access  » Setlings
——
o

~ Certificate Management Import Server Certificate

Overview * Select Node

System Certificates
Endpoint Certificates * Certificate File | Browse... | iseSampleL.crt

Trusted Certificates

* Private Key File | Browse... | iseSamplel key
‘OCSP Client Profile Y

Certificate Signing Requests Password I-------- I cisco123

Certificate Periodic Check Settings

Friendly Name: |

+ Certificate Authority
Allow Wildcard Certificates
v Allow wildcard is disabled when pxGrid is selected and vice versa. This is because pxGrid does

not support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.

Validate Certificate Extensians [ | i

Usage

[ Admin: Use certificate to authenticate the ISE Admin Portal
[J EAP Authentication: Use certificate for EAP protocols that use SSLITLS tunneling
pxGrid: Use certificate for the pxGrid Controller

O Poral: Use for portal

ATYF 8  [1XE (Submit) ] ZEIRL £,
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pxGrid 254 7> k& ISE pxGrid /—F DT Ak
pxGrid multigroupclient A7V 7" #5471 T, ISE pxGrid /—RZf L C pxGrid 7747 U MGk L £,
ATYF1  pxGrid 7747 M ISE pxGrid /—RIZEGELET,

./multigroupclient.sh -a 192.168.1.23 -u SIMO1l -k iseSamplel.jks -p ciscol23 -t rootSample.jks -q ciscol23
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RADIUS &2l —4

RADIUS 3= —#(3 IEEE 802.1X BEE VAR CHITLE T,

RADIUS 332l —# 3 802.1X FRAFAHRMLL . By ay T 4L 7R A~D I[P, MAC. BEIID 7 L —F gL
DEEARB 7R BYED AN SIZAREICLE T, U RIRA s a7 7 A )V IRAF ¥ AT —H AR DYy av @i,
802.1X i T 25 A IO A EUSTEET,

GE) #A T4 DY T )hURFEIE AnyConnect NAM [E, RADIUS ¥ 2alL—4%H AT 55HE(E PC ITEHFELAL TS, 51, RADIUS 222
L—%1Z(F, RADIUS 2L —%®M PARAMETERS YRR TERINTLNDATURSAUEIHLHYET,

a2 R74 5% -DUSERNAME, -DPASSWORD, -DCALLING_STATION_ID, - DAUDIT SESSION ID, -

DACCT SESSION ID. -DFRAMED IP ADDRESS. -DFRAMED IP MASK, RadiusAccountingStart.
RadiusAccountingStop. RadiusAuthentication %, ## D= N 2—WFREEOT AMIFEHEILET,

() RADIUS 2 2aL—40aY R Tl AXFENMXFHARFSNFET
RADIUS =L —#(Zi%, Java BRI MM ECTF, RADIUS 22—, pxGrid 77 A7 NEIL 7947
YhPC THEITTEET

Microsoft Active Directory C—# % H L T2 5A 1L, ISE Wil — &7 ANIEH T ET,

ISE & 1—F DIER

ZZTIE WO DNES ISE 2 — W2 AFE L £ (Active Directory CT—HAFREL TVVRWEGE)

ATvF 1 [EH (Administration) ] > [ID % ¥ (Identity Management) ] > [ID (Identity) ] > [==—%¥ (Users) | > [1&
N (Add) ] > [userl] ZZIRLET,
Employee Group |ZiBNF 53RV —FE#HREATILET,

b System  widenily Management b Network Resources ) Device Porial Managemend  paGrid Services  » Feed Service prGrid Idenity Mapping

Wenifies Groups  External identity Sources.  Identity Source Sequences.  + Seftings

©® - Network Access User

Name [t

Suts | Enabled +

ATYF 2 [{RAF(Save)] ZiBINLE9,
ATYFT 3 user2. user3 IZHFEIUFNEA#MRDIKL £9°,
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ATYT 4 ROIIFERINET,

‘Bt Identity Services Engine Home } Operations } Policy } Guest Access ~ Administration » Work Centers .
» System - Identity Management » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping
~ldentities  Groups External Identity Sources  |dentity Source Sequences » Settings
——
(]
EndPoints Network Access Users
3
Users - = ~ -
Edit f=Add [ Change Stotus » | @almport g Export v | 3¢ Delete v [yDuplicate
Latest Manual Network Scan Results
Status Name 4 Description First Name Last Name Email Address User Identity Grou... Ad
T SCISTestS,
] & Enabled userl Employee
] & Enabled user2 Employee
O & Enabled user3 Employee

RBAL
27747 b PC C RADIUS #3417 T 802.1X #¥iFA > 32 —hL £,
;(‘ffy:7’1 L %%wuwiEéf¢/1:1L/b_‘kl/jz7f

java -cp RadiusSimulator.jar -DUSERNAME=userl -DPASSWORD=Aal23456 -DCALLING STATION ID=11:11:11:11:11:11 -
DAUDIT SESSION ID=1001 -DFRAMED IP ADDRESS=192.168.1.60 — DFRAMED IP | MASK=255.255.255.0 RadiusAuthentication
192.168.1.98

)l 4
RTFYT 1 ISE D/ NFGA—F|ZHONWT, IROFEFEHRAE AT LET,

tsszimrjava —cp RadiwsSimulator. jar —DUSERHAME=userl -DPASSUWORD=Aail12345%6 —-DCALLI
G_STATIONM_ID=14:41:11:=41:11:11 -DAUDIT_SESSIOM_ID=18A1 -DFRAMED_IP_ADDRESS=1%2.
H68.1.188 —DFRAMED_IFP_MASK=255_255.255%.8 RadiusfAuthentication 192.168.1.23
AccessAccept code=2 id=1 length=187

uthenticator=8e8e3217hee?9d3f4bfI8Bc21ha23dde
Attributes ={

UserMame=uszerld
State=ReauthSession:18681
Class=CACS :1801 s ize281 7227764484227
vendorId=? vsa=[profile—name=Unknown.]
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ATYF2  ISE CRIEAMEALET,
[1# H (Operations) ] > [RADIUS Livelog] DNEIZERN L £7,

slalis identity Services Engine Home ~ Operations » Policy » Guest Access » Administration » Work Centers @ License Waming 4|

RADIUS Livelog | TACACS Livelog Reports  + Troubleshoot  » Adaptive Network Control

Misconfigured Supplicants ¥ Misconfigured Network Devices ¥ RADIUS Drops Client Stopped Responding Rer
1 1] 623 v 28 0
[il] Show Live Sessions 40/ Add or Remove Columns * %% Refresh () Reset Repeat Counts REf*'EShl Every 1 minute '| 5h0W| Latest 100 records 'l
it i i i 7 ; i ; i i
s E Detalls |Repeat Count | 19€nttY Endpoint 1D Endpoaint Profile Authentication Policy Authorization Policy Authorization Profiles Network Device
| [ ! i Il | [ | [ |
2015-08-01 23:26:10.765 o a 0 userl 5 B b G i b ) o Unknown Default >> Default >> ... Default >> Basic_Auth... PermitAccess
2015-08-01 23:26:10.765 a userl 11:11711:11:11:19 Unknown Default >> Default >> ... Default >> Basic_Auth... PermitAccess RadiusSim

RADIUS ¥ a2l —HDI/NTA—H

-DUSERNAME

-DPASSWORD

-DCALLING_STATION_ID

-DAUDIT SESSION ID

-DRADIUS SECRET Fib%% (Secret)

-DNAS_IP_ADDRESS

-DFRAMED _IP_ADDRESS

-DFRAMED IP MASK

RadiusAccountingStop

RadiusAccountingStart

RadiusAuthentication
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pxGrid 2.0 > FJL RH) Tk

ZDOk7ar T, BREHMICE o TSNS =y TAND N T IEITINZ, Y ATED Y a— 5 OIFGE
TAMAFEAENDT AN r—ADOEEZFHH L £, pxGrid DY 7L A7V 7 M, pxGrid %@ U CFI A HEZ2

o al MERBIOFIHFTREZR Y 2 OWTENT-S B E R L ET, RE L. ZWODORIV SN EE
THIET, BET Ly vaiFle it iir =32t caEd,

ZORITaANE RDZEIZFESNT 2 DDy hOT AN AL —FRHVET, 1) pxGrid SDK 75 RADIUS &
Ralb—XEMHT 528, 2)802.1X MERSITIRAET ISE BEHZMH 3228, TV RRAU N ZA7 (|10
TR, TVAH TG T v T E) BEXOT ANAAD X 20T 4 IRATF ¥ (BT DO~V =T X W INA L AR—/L X
NTNDRE) DR EDT=ZOIEHENDTURRA S F a7 7 AV TEAREICTHZ A G T, 56472 ISE A
HEREZ T AT DITIL, ZORF 2 A N TEPOEIIEZ R T, 802.1X 7 A AA —hflE HL TIE3W, A7 AN
Ta—H & IP TR A2 BE AT 72D 12 HUZ IP - MAC - = — Y O BE AT 721 N 4327235 A RADIUS 232
L—H DT AN TEET,

802.1X AA —MIXIL TT AN ELTTHEE1E. RADIUS S 3= — 22 T 58 LT 5L, TANDA—
IN—=Ty R0 ET, LIz -5 T, 802.1X T AN AA—F a7 55413, RADIUS V2=l —H RN—ZADT Ak A
A =TT HHLEITHVEE A,

YT NDT AN AT T NN TOEZLL FIZiALET,

Multigroup Client (pxGrid 1.3/1.4 D register.sh & &Mz 35) BEDIFAT N 7 N—"T1Z pxGrid 77T L N
BB L OBELE T,

(%) Register.sh (£ ISE 2.0 LD L HRMEEH R TLET

Capability : pxGrid DAL AZ L A ZE S THR—RSIVTEY, pxGrid 7747 VIR H T AIF7A4 7L TNDTXTD
BREFII T Vv ad o ey 7 — B FRoRLET,

EPS Quarantine : L %/ 3 —® Endpoint Protection Service (EPS)/Adaptive Network Control (ISE 13/1.4 {ZJ5. ISE
FEORFED IP TRVAIIK$ LT 72 a) 2 FATLET,

GE) BEFEHD pxGrid 547U ME EPS 9547k 5 )L—FI12%& 8L . EndpointProtection Service #8E%H TR 9514 TLET,

EPS_Unquarantine: L %73 —® Endpoint Protection Service (EPS)/Adaptive Network Control (ISE 13/1.4 (2%, ISE
EDEFED MAC 7RV RIS T DM ARERT 73 2 ) 2 FATLE T

Identity Group Download:ISE T7 77«47 7ty a EEEMITHN TWAL—FIBIWID 7/ /v —7 %X 0
r—RLET,

Session Download:ISE 2°5 3 X TO— ity ary La—REI7 7747 ety var ez yrua—RlET,
Session_Query By IP:IP 7RLRIZHSWTCISE o T XTOT 7T 47 ety ia Z#RELET,
Session_Subscribe: £y a R TERINTb DAY T AIIFATLET,

EndpointProfile Query:ISE THSIZT X TOZURRA s T a7 7 AN (Fa77 A7 R —) ZHELET,
EndpointSecurityGroup Query: ISE THEALS /=T~ TD TrustSec £F¥ 271 7 —7ZHGLET,




wl el ]l
REWTVEADFMH AR CIISCIO :

SecurtiyGroup Subscribe: ISE THEL I TrustSec X =27« VNV —T DER VT AIT7A4TLET,

ANCaction_query : i, (B8, 7' neva=r7  R—FG N—h UL RRE DDA~ A XENIZ pxGrid
ANC B 7 72 ar ARk L £7,
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RADIUS ¥ 2alL—42% AT 5TAN XOTH

Multigroupclient

HREE

ZOTANT, =R X—=F 4 AT LD pxGrid DEELD 7T AT 7 )V—7 (Session, ANC) (28 Gk GRAERB L
TKFR) CEXDHTEEMGEELE T,

T8

PxGrid 77AT7 Mg T, =R =T TV r—ay vxalT7 0 T3 A, F2, ZO%A1E Linux AR
%, pxGrid 2 " —F DEGRF Ay ar £72i3 ANC 7V — 72 B L OV G L £9°, admin < basic 72E D
BIMOI N—T % T&ET 7Y, Admin 7 /L — 713 ISE FIC RIS TERY, pxGrid O HUAGTRAS LB
Basic 7 /L — 74, pxGrid DX DEGFBITHHEHINFH A,

T ARTORERS A pxGrid 7747 > N, [% EE (Administration) ] @ F? ISE pxGrid —E A CHER TEXE T,

pxGrid 77 A7 U MNE, X AT Iv7 "7 THRENDERBY, FMO /T VY EIT Y T AT TA /NI DTEN
TEET, ISEXEHREFATE T, 2 TXANDOIFIIBGRE 27 T7AT M THEALET, pxGrid 7747 2~
DIKFBSNTZ N —T I L CTUE RSB ERSNDH L, pxGrid o7 0 AV NZE > TRESNS LBV, 774
T UMNEIBEE T Dy a AFRE T VA RS TEE T,

() ZNHOHIT, pxGrid 7747 > M, SessionDirectory, EndpointProtectionService, 33T TrustSecMedata £
AT AIIATLET,

1

ZOFITH, pxGrid 2 haE—ZZkT Dy al ZL—T1Z, Linux ARANE pxGrid 7747 hE L CTEERL
7, Linux RANCHS SIMO 1L, pxGrid 77 A7 > b 2—H 4 T, £, ISE DBGEHE A pxGrid 7747 M
RLUET,

ATvF1 multigroupclient 227V hRZITLET,

./multigroupclient.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -gq ciscol23

A

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM01
group=Session, ANC,
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
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10:33:58.911 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
10:34:03.470 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Create ANC Policy: ANC1438526035992 Result -com.cisco.pxgrid.model.anc.ANCResult@612fc6eb|
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>
]
Session 1.1.1.2 not found
Connection closed
10:34:04.385 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
Johns-MacBook-Pro:bin jeppich$

ERE:

Usage: ./multigroupclient.sh [options]

Main options
-a <PXGRID_HOSTNAMES> (comma separated hostnames)
-u <PXGRID_USERNAME>
-g <PXGRID_GROUP>
-d <PXGRID_DESCRIPTION>

The followings are certificates options

-k <PXGRID_KEYSTORE FILENAME>

-p <PXGRID_KEYSTORE PASSWORD>

-t <PXGRID_TRUSTSTORE_FILENAME>

-q <PXGRID_ TRUSTSTORE PASSWORD>
If not specified, it defaults to use clientSamplel.jks and rootSample. jks
Specifying values here can override the defaults

Custom config file can fill or override parameters
-c <config_filename>
Config file are being sourced.Use these variables:
PXGRID_ HOSTNAMES
PXGRID_USERNAME
PXGRID_GROUP
PXGRID_DESCRIPTION
PXGRID_KEYSTORE FILENAME
PXGRID_ KEYSTORE_ PASSWORD
PXGRID_TRUSTSTORE FILENAME
PXGRID_TRUSTSTORE_PASSWORD

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session,ANC, Session

description=pxGrid

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
09:35:31.772 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
09:35:35.769 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Create ANC Policy: ANC1437658531354 Result -com.cisco.pxgrid.model.anc.ANCResult@61l2fcéeb|
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ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>

]

Session 1.1.1.2 not found

Connection closed

ATvT2 [& #E (Administration) ] > [pxGrid H—E A (pxGrid Services) | DIAIZIRIR L F7,
pxGrid 7747 b sim01 %, Boiar 747 h T N—T 108k LE T, T 74 /V T, pxGrid
Adaptive Network Control (ANC) #5877 L a /2372 ANC 1X, iIBIIEILTVET,

“thuili Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System  » |dentity Management  » Network Resources  » Device Portal Management = pxGrid Services | » Feed Service  » pxGrid Identity Mapping

BE

Live Log

«f Enable (@) Disable @Approve @ Group ‘ Dedine @Dehgte - '@REF’ES"! Total Pending Approval(0) « e

O Client Name Client Description Capabilities Status Client Group(s) Log

[0 » ise-admin-ise201 Capabilities{4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise201 Capabilities{2 Pub, 1 Sub) Online Administrator View
O » ise-sxp-ise201 Capabilities(1 Pub, 1 Sub) Online Administrator View
O » mac Capabilities{0 Pub, 0 Sub) Offline Session View
O » simo1 Capabilities(0 Pub, 0 Sub) Offline ANC,Session View

tyoa DY TRIS54T
FREE

ZOTAME, =R/ =T 4 Y AT L8 pxGrid 2 —FZIEF R GRS DL, pxGrid 7747 R ISE 1285
T/NT Uy a&ife Session Directory 207 277 A7 L CUT VA A LN THENESZAET HIEEMAELET,

T8

IIAT Uy aryBL N ANC 70— 1Zx LT pxGrid 22 ha—F 28> TIEF ISR B LUOVKGRELD L,
IIAT U NIMEREZ Y T A7 T A7 LGRS e o — i OBE 35ty a A MA TS L £9°, ISE MnT
/—RI&, ISE Session Directory % pxGrid 2 ha2—ZZk L CThe 7L TRT Uy 2 LE T, pxGrid 7747 2k
IXZDOWBEZ T AV T7AT7 L, BiESNIe 2 — DT 7747 7oty vary BLOEME) T VA ALTESELET,

1

pxGrid 7747 > N, Session Directory %7 227747 L userl, user2, 3L user3 DFRFENHY T VF A LTIl
HEZAZ L, FIHATRE 2= T X AME A FLE L £ 7,

Cisco Systems © 2015 2R=Y
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AT9T1 session_subscribe A7V N EATLET,

./session_subscribe.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

R

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM01
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23

10:41:17.909 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting...

Connected

Filters (ex.'1.0.0.0/255.0.0.0,1234::/16,..." or <enter> for no filter): 10:41:19.311 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

Connected

ATvT2 [ 21 (Administration) | > [pxGrid " —E"Z (pxGrid Services) | DNAIZEIRL £,
pxGrid 7747 > N Cé 5 SIMO1 X Session Directory Z IE 5 (2T A7 747 LELTE

“tlutl Identity Services Engine Home } Operations » Policy } Guest Access ~ Administration » Work Centers

b System  » Identity Management ¥ Network Resources  » Device Portal Management = pxGrid Services | » Feed Service  » px(Grid Identity Mapping

@Enable Auto-Regi

T e

o Enable (@ Disable (Z)Approve @ Group M Dedline euehg(e v @ Refresh  Total Pending Approval{0) = 1-50f5 Show
O Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise201 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise201 Capabilities(2 Pub, 1 Sub) Online Administrator View
0O > ise-sxprise201 Capabilities(1 Pub, 1 Sub) Online Administrator View
O » simo1 Capabilities(0 Pub, 2 Sub) Online ANC,Session View
[ e 1-20f2 Show 25 « perpage Page 1 =
Capability Name: Capability Version Messaging Role Message Filter
O core 1.0 Sub
O sessionDirectory 1.0 Sub

ZFyF3  UF4F7h PC T RADIUS 232l —#% 94T, userl. user2. $51 08 user3 ® IEEE 802.1X Z83F%
32l —hLET,

ATvF 4  RadiusAuthentication 7>5BR#AT % userl (2% L T RADIUS 32l —#%&E{TLE£ 7,

(G¥) 2—H'4. audit_session_id. acct_session_id. calling_station_id, framed_ip_address [ 1—HCEICRLGSENEETY . BEBEDIEF AL E
<7,

Ffz. acct_session_id ZEHEHELEETT , ChEEHHEVE, LEIOI—HF DY avhARFTINET,
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C:swszimrjava —cp RadiusSimulator.jar —DUSERMAME=uzerl -DPASSUWORD=Aail23456 —-DAUDIT
 SESSION_ID=18A1 -DACCT_SESSION_ID=2001 -DCALLING_STATION_ID=1i1:11:=11:14:11:11
DFRAMED_IP_ADDRESS=192_168.1.180 —DFRAMED_IP_MASK=255_255_255.8 RadiusAuthentic
tion 192_.168.1_.23

AccesszAccept code=2 id=1 length=186

authenticator=dabbdlYe21?9ce58115dcbcdef1aa?3
Attributes={
UserHame=userli
State=ReauthSession:1881
Class=CACS 1801 :i=e281 /227903462781
vendorId=? vsza=[profile—name=Unknown.]

ATvFT5 RadiusAccountingStart 27> userl {Z RADIUS ' X=b—#%&E/TLET,

Cissgim>java —cp RadiuvsSimulator.jar -DUSERMAME=uszerl -DPASSWORD=Aal23456 -DAUDIT
| SESSION_ID=1801 -DACCT_SESSION_ID=2801 -DCALLING_STATION_ID=11:11:11:=11:=11:11
DFRAMED_IP_ADDRESS=192 . 168.1.1880 -DFRAMED_IP_MASK=255_255_255.8 HadiusfAccountin
Start 192.168.1.23

AccountingResponse code=5% id=1 length=2@
authenticator=ad5d5?f8ed42BaVed4?h428f199f5ch P2

gttrihutes={

ATv7 6 RadiusAuthentication Z¥7-2 user2 {Z RADIUS v 2=l — X% ETLET,

tsaimrjava —cop RadiwusSimulator. jar —-DUSERMNAME=user2 -DPASSHWORD=Aal12345%6 -DAUDIT
SESSION_ID=3801 -DACCT_SESSION_ID=4881 -DCALLIMG_STATION_ID=22:22:22:22:22:22 -
DFRAMED_IP_ADDRESS=192.168.1.181 -DFRAMED_IFP_MASK=255_255_255.8 RadiusAuthentica
ion 192.168.1.23
AccessAccept code=2 id=1 length=186
uthenticator=ce5d?h6B7e2?6ed47ab19?ad2d99dci4
Attributes={
UzerHame=uzepr
State=ReauthSeszion:3881
Class=CACS:3801:ise281 227983462 75
vendorId=9 vsza=[profile—name=Unknown, ]

ATV T RadiusAccounting Z£F-D user2 |Z RADIUS 2=l —#%&F(TL %7,

C:szim>java —cp RadiusSimulator. jar —DUSERMAME=uszer?Z -DPASSWORD=Ral2345%6 -DAUDIT
_SESSION_ID=3881 -DACCT_SESSION_ID=4881 —-DCALLING_STATION_ID=22:22:22:22:22:22 -
DFRAMED_IP_ADDRESS=122.168.1.181 —-DFRAMED_IP_MASK=255.255.255.A RadiusAccounting
Start 192.168.1.23

AccountingResponse code=5 id=1 length=2A

authenticator=7634h?3f66e63B88clecc?ciBS6ed3ash
Attributes={
H
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ATy 8 RadiusAuthentication Z#F-2 user3 |Z RADIUS > 3=l —# % E{7LE9,

C:szim>java —cp RadiuvusSimulator. jar —-DUSERMAME=user3 —-DPASSWORD=Aal123456 -DAUDIT
_SESSTON_ID=5881 -DACCT_SESSION_ID=5882 -DCALLING_STATION_ID=33:33:33:33:33:33 -
DFRAMED_IP_ADDRESS=122.168.1.182 —-DFRAMED_IP_MASK=255.255_255.08 RadiusAuthentica
tion 192.168.1.23

AccessAccept code=2 id=1 length=186

authenticator=?h%e??datd6899593474833752ehle

Attributes={
UzerMame=userd
State=ReauthSession:=5881
Class=CACS 5801 :ise2B1.-227983462.784
vendorId=? vsa=[profile-—name=Unknown.]

ATvFT9 RadiusAccountingStart 27> user3 {Z RADIUS ' I=L—#%&E/TLET,

C:szim*java —cp RadiusSimulator.jar —-DUSERMAME=uzerd —-DPASSWORD=Ra12345%6 -DAUDIT
_SESSION_ID=5AH1 -DACCT_SESSIONM_ID=5002 —-DCALLING_STATION_ID=33:33:33:33:33:33 -
DFRAMED_IP_ADDRESS=192.168.1.182 -DFRAMED_IP_MASH=255.255.255.8 RadiusAccounting
Start 192.168.1.23

AccountingResponse code=% id=1 length=20
authenticator=6f51ae332ff253622e?51bb6?dch?18

Attributes={
H

RATFYT10 WHBFAFRIN VAR —F Byl aZonT, L FOFI AR o T AMERICFER LT
7230, ZbDtyiary A7V INI, =R R—=T 4 TV — g THEHL T, AU MZE
THEEMra L TR AN RS TEET,

./session_subscribe.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23
——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIMO1
group=Session
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha_root. jks
truststorePassword=ciscol23
11:28:19.187 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
Filters (ex.'1.0.0.0/255.0.0.0,1234::/16,...' or <enter> for no filter): 11:28:20.547 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

press <enter> to disconnect...session notification:

Session={ip=[192.168.1.101], Audit Session Id=3001, User Name=user2, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station id=22:22:22:22:22:22,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=4001], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:27:12 EDT 2015}

session notification:

Session={ip=[192.168.1.100], Audit Session Id=1001, User Name=userl, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station id=11:11:11:11:11:11,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=2001], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:30:44 EDT 2015}
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session notification:

Session={ip=[192.168.1.102], Audit Session Id=5001, User Name=user3, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station id=33:33:33:33:33:33,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=5002], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:35:59 EDT 2015}

ATYFT 1M AU MEERT DI, [#EH (Operations) ] > [RADIUS Livelog] DJEIZEIRL £37,

“thuthis  |dentity Services Engine ~ Operations + Policy » Guest Access » Administration » Work Centers 7 License Waming &

RADIUS Livelog | TACACS Livelog  Reporls » Troubleshoot » Adaptive Network Control

Misconfigured Supplicants ' Misconfigured Network Devices RADIUS Drops ' Client Stopped Responding ¢ Repeat

0 0 45 0 3

[&l] Show Live Sessions 05 Add or Remave Columns > & Refresh ) Reset Repeat Counts Refresh| Every 1 minute | Show| Latest 100 records  ~| w
o B et reoms ot | [EtEy { Endpoint D Endpoint Profile | Authentication Policy | Authorization Policy ©  Authorization Profiles ' | Network Device ' | De
| L | | [l J|] il ||[ I

Default >> Default >> ... Default >> Basic_Auth... PermitAccess

33:33:33:33:33:33 Unknown

2015-08-02 16:35:59.597 1 user3

2015-08-02 16:34:43.062 user3 33:33:33:33:33:33 Default >> Default >> ... Default >> Basic_Auth... RadiusSim .

2015-08-02 16:30:44.458 1 userl 11:11:13:31000:1 Unknown Default >> Default >> ... Default >> Basic_Auth... PermitAccess

2015-08-02 16:27:12.180 1 user2 22:22:22:22:22:22 Unknown Default >> Default >> ... Default >> Basic_Auth... PermitAccess

2015-08-02 16:26:13.273 a userd 22:22:22:22:22:22 Unknown Default > > Default >> ... Default >> Basic_Auth... PermitAccess RadiusSim I
:24:34. a C%—Test—sarver Default >> Default >> ... Switch

2015-08-02 16:24:33.184 a

2015-08-02 16:04:56.767 Q userl 1111132110110 Unknown Default > > Default >> ... Default >> Basic_Auth... PermitAccess RadiusSim .

yiarnSFHoo—F
FREE

ZDOTANI, TIT 4T — By ardO—fEkryiary Ao a—REEITTHZOOY —RR—TF 4 AT A
DOHREZFRAEL £77,

%

toiary Frrna—R 27V TN, X T Uy a &2 ISE /—Rb—iEtyiary La—Ra2 v n—RLET,

]

pxGrid 77 A7 > NI, ISEMNT /—RbT7 7747 ety var o a—RLET,

./session_download.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23
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——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIMO1

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
12:23:49.800 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
Filters (ex.'1.0.0.0/255.0.0.0,1234::/16..." or <enter> for no filter): 12:23:51.043 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

Start time (ex.'2015-01-31 13:00:00' or <enter> for no start time):

End time (ex.'2015-01-31 13:00:00' or <enter> for no end time):

Session={ip=[192.168.1.31], Audit Session Id=0A0000010000002803DBE3Cl, User Name=LAB6\jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station 1d=00:0C:29:79:02:A8, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint
Profile=Windows7-Workstation, NAS IP=192.168.1.2, NAS Port=GigabitEthernetl/0/12, RADIUSAVPairs=[ Acct-
Session-Id=00000053], Posture Status=NonCompliant, Posture Timestamp=Sat Aug 01 15:15:20 EDT 2015, Session
Last Update Time=Sat Aug 01 15:15:22 EDT 2015}

Session={ip=[192.168.1.100], Audit Session Id=1001, User Name=userl, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station id=11:11:11:11:11:11,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=2001], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:30:44 EDT 2015}

Session={ip=[192.168.1.101], Audit Session Id=3001, User Name=user2, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station i1d=22:22:22:22:22:22,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=4001], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:27:12 EDT 2015}

Session={ip=[192.168.1.102], Audit Session Id=5001, User Name=user3, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station i1id=33:33:33:33:33:33,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=5002], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:35:59 EDT 2015}

Session count=4

Connection closed

12:23:59.504 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped

Johns-MacBook-Pro:bin jeppich$

IP[Z&kBHtyiavnoyIl)
HREE

ZOTANZ, pxGrid ZREH L, FFED IP 7 RLRAICEE S 2H RSN V2 FATL, 22— nba 7 xAME
WA —R/N—=T 1 VAT LDORR S ERFELET,

T8

Session Query by IP AZU7’NME, [P 7RLRIZEY | REGEEN Iz —HF Dy v a AFRERELET,
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1

ZOBITIE, = R2—HF D IP 7R A(192.168.1.100) Z A JJLC, o R2—HF Dy a fEmaE G L £,

ATYF 1  session query by ip A7V MEFEITLET,

./session_query by ip.sh -a 192.168.1.23 -u SIMOl1l -k alpha.jks -p ciscol23 -t alpha_root.jks -gq ciscol23

i

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIM01

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root.jks

truststorePassword=ciscol23
12:30:45.610 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
12:30:46.935 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
IP address (or <enter> to disconnect): 192.168.1.100
Session={ip=[192.168.1.100], Audit Session Id=1001, User Name=userl, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station id=11:11:11:11:11:11,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=2001], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:30:44 EDT 2015}
IP address (or <enter> to disconnect):

EndpointProfile DY T X547
AL

ZDOTANMI, /"7 Uy a&h7z Endpoint Profile N &7 A0 T A7 5 B2 DY —R/N—TF 4 VAT LADHE
ZRRFELE T,

-

Bgki% D pxGrid 7747 > & EndpointProfileMetaData B§HEIZ Y7 A7 T A7 L, /a—/ 3L Fa7y AL R
Y OERFIMETEZBRLET, By ar @i, = RAh 7 a7 7L ID, 48, BLOEREHA
DEENET

i

ZOHITIE, =—H D PC OFFH) MAC 7 RLRIZHADUW T, pxGrid @ EndpointProfile Example RV 3 —23MERL S
ALET, pxGrid 7717 > )% EndpointprofileMetadata B§REZ 7 27T A7 L ISE 7077 AV 7 R —{Z{i] 5
NOEENEALIZEE VT IVAALTEITHOD Linux AZV7 MOy ar @z iER L £,




REGTVERADFMA(F CIsCO.

ATv7 1 endpointprofile subscribe 27V~ FATLET,

./endpointprofile subscribe.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -q
ciscol23

——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIMO1

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
12:41:22.280 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
12:41:23.552 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...

ATvF 2 [ 2 (Administrations) ] > [pxGrid ¥—t & (pxGrid Services) | DNEIZIRIRL F7,
pxGrid 7747 > M3 EndpointProfileMetaData #§REZ 7 A7 747 LT VET

uhuil | dentity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System } Identity Management » Network Resources ¥ Device Portal Management = pxGrid Services } Feed Service » pxGrid Identity Mapping

BEn
Live Log

o Enable @ Disable @@ Approve @ Group W Dedline € Delete ~ @ Refresh  Total Pending Approval(0) =

O Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise201 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise201 Capabilities(2 Pub, 1 Sub) Online Administrator View
i ise-sxp-ise201 Capabilities(1 Pub, 1 Sub) Online Administrator View
O w simo1 Capabilities(0 Pub, 2 Sub) Online ANC, Session View
apability Detail
1-20f2 Show 25 = | perpage Pe
Capability Name Capability Version Messaging Role Message Filter
QO core 1.0 Sub
0 EndpointProfieMetaData 1.0 Sub

ATYT3 [NV — (Policy) ] > [F'27 7V 7 (Profiling) ] > [1E/N (Add) ] DNEIZER L £,
RV —DAFTEAZ ATILET,
[If Z51F: (If Condition) | > [HT LW G4 D 1ERL (Create New Condition) | > [IP] > { R "I — 227 7k
RGBT NAAD IP TRV A% AJ7} [2515 (Submit) | 23R L F7,




REGTVERADFMA(F CIsCO.

#luilie Identity Services Engine

Home » Guest Access

» Administration » Work Centers

Authentication ~ Authorization = Profiing =~ Posture  Client Provisioning  » Policy Elements

Profiling Profiler Policy List > New Profiler Policy
Profiler Poli
( ) o
i @ * Name | Add Device | Description trigger_endpointprofile_subscript_pxGrid
(= = -
» | Profiling Policies Policy Enabled @
> 'ﬁ Logical Profiles
* Minimum Certainty Factor | 10 | (Valid Range 1 to 65535)
* Exception Action | MNONE > |
* Network Scan (NMAP) Action | NONE -]

Create an Identity Group for the policy (®) Yes, create matching Identity Group

() Mo, use existing Identity Group hierarchy

* Parent Policy [ NONE -]
* Associated CoA Type | Global Settings -
System Type
Rules
If Condition | Conditions = |Then| Certainty Factor Increases ~] [10 | | & ~
) Condition Name Expression
[ submit I [tp:ip | [contans ~| [192.168.1.100] | Frera

ATvT 4 HIFEVERR L BINSnE=7 a7 7 AU 7 R — T RBAL R a7 7 ANDY T AT T
BHEZELET,

./endpointprofile subscribe.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -q
ciscol23
——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM01
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
12:41:22.280 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
12:41:23.552 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...EndpointProfileChangedNotification (changetype=ADD) Device profile
1d=8c8f42b0-393f-11e5-ac86-000c297fbl2a, name=Add Device, fgname=Add Device
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D I—TDOFHa—k
B

ZOT AN, 2—F ID fHFRO LT m—REFATT 7D DY —R =T AT AOKEREEMRAEL £,

EH

Identity Group # V> 1—R X7V NI, 22— L —TfFRO—FEEyray La—Rea—F 7L —7 <o’
Thyiary TALIRNNBE T a—RLET, 2NHD 7 L —7 2L ISEID 7 v — 7 BIXON T a7 7 A )L A
TN—TNEFENTNOET,

1

Identity Group # V> 11—R ZZ7U 7 effi LT ISE MnT Node /X7 Uy ¥ b X TOT —TIEREL T
B—RLET,

ATy 1 dentity group download A7V NS4 TLET,

./identity group download.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

S

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM01
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
13:01:21.977 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:01:23.242 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
user=host/jeppich-PC.lab6.com groups=Workstation
user=LAB6\jeppich groups=Workstation
user=userl groups=User Identity Groups:Employee, Unknown
user=user2 groups=User Identity Groups:Employee,Unknown
user=user3 groups=User Identity Groups:Employee
User count=5
Connection closed
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X714 TIL—TDHx)
B

ZDOT AN, ISE OFT_XTOEX2 VT4 I N—T ZT 5 ST DO —R/—T 4 VAT LAORES 1 MREL F7,

T8

XU J—F 7 277 M, TrustSecMetadata #RERE 7 &N LU CISE TR EINT-EX=2VT 4 7
N—"T" 27 (SGT) #ABALET, 2z, —BED ID, X274 7 —7 27 Of, BIOGLRIZESNT
ISE CREXESNIZTXTO SGT WG T 5720 D7) Ay RSV ET,

1

ZOBITIE, BX 2V T4 I N—T 72 ZZVTIR TR COYX2 )T TN —T X7 OaTXANMEREL T
T—RLUEd, ZOAZUF ML, ISE 726 _TOD TrustSec EX2U7 4 7L —7 By a AFREBELET, 2h
(21, TrustSec #7 O4 Hii, [EATRD] 1. ek, BIOMEREG N ET,

X2 UTF 4 IN—T ZTICONTDOI TV EEELET,

ATy 1 securitygroup query A7V 7 e FITLET,

./securitygroup query.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

S

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIM01

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root.jks

truststorePassword=ciscol23
13:04:24.807 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:04:26.071 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
SecurityGroup : 1d=65fddc70-2a34-11e5-82cb-005056bf2f0a, name=Unknown, desc=Unknown Security Group, tag=0
SecurityGroup : id=660aadb0-2a34-11e5-82cb-005056bf2f0a, name=ANY, desc=Any Security Group, tag=65535
SecurityGroup : 1d=669€6230-2a34-11e5-82cb-005056bf2f0a, name=SGT Auditor, desc=Auditor Security Group,
tag=9
SecurityGroup : id=66bddl110-2a34-11e5-82cb-005056bf2f0a, name=SGT BYOD, desc=BYOD Security Group, tag=15
SecurityGroup : id=66dd3ff0-2a34-11e5-82cb-005056bf2f0a, name=SGT_ Contractor, desc=Contractor Security
Group, tag=5
SecurityGroup : i1d=66fcd5e0-2a34-11e5-82cb-005056bf2f0a, name=SGT Developer, desc=Developer Security Group,
tag=8
SecurityGroup : id=671a21e0-2a34-11e5-82cb-005056bf2f0a, name=SGT_DevelopmentServers, desc=Development
Servers Security Group, tag=1l2
SecurityGroup : 1d=673c9%e00-2a34-11e5-82cb-005056bf2f0a, name=SGT Employee, desc=Employee Security Group,
tag=4
SecurityGroup : i1d=6759ea00-2a34-11e5-82cb-005056bf2f0a, name=SGT Guest, desc=Guest Security Group, tag=6
SecurityGroup : 1d=6775d670-2a34-11e5-82cb-005056bf2f0a, name=SGT NetworkServices, desc=Network Services
Security Group, tag=3
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SecurityGroup : id=67959370-2a34-11e5-82cb-005056bf2f0a, name=SGT_PCIServers, desc=PCI Servers Security
Group, tag=1l4

SecurityGroup : id=67b3a2c0-2a34-11e5-82cb-005056bf2f0a, name=SGT PointOfSale, desc=PointOfSale Security
Group, tag=10

SecurityGroup : id=67d50d70-2a34-11e5-82cb-005056bf2f0a, name=SGT ProductionServers, desc=Production Servers
Security Group, tag=1l1

SecurityGroup : i1id=67f16£f10-2a34-11e5-82cb-005056bf2f0a, name=SGT ProductionUser, desc=Production User
Security Group, tag=7

SecurityGroup : id=680df7c0-2a34-11e5-82cb-005056bf2f0a, name=SGT Quarantine, desc=Quarantine Security
Group, tag=255

SecurityGroup : id=682a5960-2a34-11e5-82cb-005056bf2f0a, name=SGT_ TestServers, desc=Test Servers Security
Group, tag=13

SecurityGroup : i1id=6846lec0-2a34-11e5-82cb-005056bf2f0a, name=SGT TrustSecDevices, desc=TrustSec Devices
Security Group, tag=2

SecurityGroup : id=1beall90-37£8-11e5-aebl-000c297fbl2a, name=3750x, desc=, tag=1l6

SecurityGroup : 1d=e855d7c0-3805-11e5-aebl1-000c297fbl2a, name=ASA5505, desc=, tag=17

SecurityGroup : id=c0e5a9d0-38la-11e5-aebl-000c297fbl2a, name=Mobile Users, desc=, tag=18

Connection closed

13:04:26.450 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped

Johns-MacBook-Pro:bin jeppich$

XAYTFo TN—TDHITRI54T
FREE

DT ANZ, pxGrid 41 LC SecurityGroup N> 7 &YW T AV TA T F 512D —R /=T ¢ AT ADORES 1 %R
AELET,

T8

X274 7 —7 A7V N, TrustsecMetaDataCapability he> 7% LC ISE TX @3N =tx=U7 ¢ 7
N—T" 27 (SGT) AL ET, X270 Z N —T 28I/ EH/EIBRS DL, BX 2T 7V —T D% H i
HINAZVT R By a AR RSILET,

1

X2 VT g IN—T BT RITA47 A7V 7 M, ISE TrustSec RV —DEE YT A7T5747 L F 4, ISE IZt&
X2 U7 I N—T 2T HBILET, pxGrid 7747 > )3 TrutSecMetadataCapability Ne"> 27 &7 27747 1L C
WA= AR ZIELET,

ATYF 1 security subscribe A7V R EITLET,

./securitygroup_subscribe.sh -a 192.168.1.23 -u SIMOl1 -k alpha.jks -p ciscol23 -t alpha_root.jks -gq ciscol23
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——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIMO1

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root. jks

truststorePassword=ciscol23
13:07:12.322 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
13:07:13.613 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...

ATvF2 [ (Administration) ] > [pxGrid ¥—E Z (pxGrid Service) ] DIEIZER L F£9,
smc01 7% TrustsecMetadata BEREIZ R ERS N2 Z LA MERRL £,

Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping

@Enable Auto-Regi

Lvetog \

¢ Enable @ Disable @Apprcve @ Group ’ Dedine eDgIEte - @Reﬁesh Total Pending Approval(0) - 1.50f5 Show
(| Client Name Client Description Capabilities Status Client Group(s) Log
[0 » ise-admin-ise201 Capabilities{4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise201 Capabilities(2 Pub, 1 Sub) Online Administrator View
[ » ise-sxp-ise201 Capabilities(1 Pub, 1 Sub) Online Administrator View
O « simo1 Capabilities{0 Pub, 2 Sub) Online ANC,Session View
L 1-20f2 Show 25 | per page Page 1 -
Capability Name Capability Version Messaging Role Message Filter
O core 1.0 Sub
O TrustSecMetaData 1.0 Sub

ATY73 [V —72 &% —(Work Centers) | > [TrustSec] > [2> 78— Rk (Components) | > [EF=UT ¢ 7/
JL—"" (Security Groups) ] > [H L\ ¥ =2U7 ¢ 7 /L—7 (New Security Group) ] > [SMC01] DJIEIZ
BEINLET,
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.;I|.;¢II°I. Identity Services Engine Home » Operations » Policy » Guest Accass » Administration = Work Centers

« TrustSec = » Device Administration

» Overview  Authentication Policy  Authorization Policy ~Components b Policy » SXP  Reports b Setlings

EEESSSSARLIE——
<]
Security Groups Security Groups List > New Security Group
) Security Groups
Security Group ACLs s
Network Devices SIMO1 |
Trustsec AAA Servers " leon
«ai1mo@
~0l®2>a®
2 E®® a5
Description

Security Group Tag (Dec / Hex): 19/0013

Generation Id: 0

EE ( concel |

ATvT 4 X2 VT g I —TF BTN ERINET,

./securitygroup_subscribe.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23

S

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIMO1l

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root. jks

truststorePassword=ciscol23
13:07:12.322 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
13:07:13.613 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...SecurityGroupChangeNotification (changetype=ADD) SecurityGroup : id=994e2140-
3941-11e5-ac86-000c297fbl2a, name=SIMO1l, desc=, tag=19
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IVRERANTAI7L4ILDHTY)
BiE

ZOTAMILISE THRESNT-. T XTOHMESENT-T 07 7 AV EEFET LD DO —R 8 —F 4 AT LDHE
NEMFELET,

T8

endpointprofile_query A7V 7MZ, ISE TRRIESNTZ, TXTOHEMIENTZURRA S T a7 7 AV 2G5
7O Ay RERMLLET, o, U RERA N 7774V ID, 4#i1, BLOEEEMAZRIILET, &
To, VT AT TA 0 E, ZURRAU R T a7 7 A V78 ISE G/ H/HI RS- 5A bl mESivET,

i
The endpointprofile 7Y ZZY 7' NI, ISE DT X TOHEIEN T 07 7 ANV 2 RELET,
ATYF1  endpointprofile query A7V 7 MaFEITLE T,

./endpointprofile query.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

R

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIMO1

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
13:14:11.358 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:14:12.631 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Endpoint Profile : id=8c8f42b0-393f-11e5-ac86-000c297fbl2a, name=Add Device, fgname Add Device
Endpoint Profile : i1d=4d852be0-2a33-11e5-82cb-005056bf2f0a, name=Android, fgname Android
Endpoint Profile : i1id=4dc7b320-2a33-11e5-82cb-005056bf2f0a, name=Apple-Device, fgname Apple-Device
Endpoint Profile : 1d=4e190770-2a33-11e5-82cb-005056bf2f0a, name=Apple-iDevice, fgname Apple-Device:Apple-
iDevice
Endpoint Profile : 1d=4e452080-2a33-11e5-82cb-005056bf2f0a, name=Apple-iPad, fgname Apple-Device:Apple-iPad
Endpoint Profile : id=4e6f8be0-2a33-11e5-82cb-005056bf2f0a, name=Apple-iPhone, fgname Apple-Device:Apple-
iPhone
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FHEE

FREE

ZOTANI, ISE TRT Vs a ST RTCOMBEL UG T 570D —R /=T VAT LAORE I RRAEL £,
EE

KEREAZ) 7 ME, ISE TRT7 Vo 23N 72 T _RTCOELOHA N 7B L £,

i

KEREAZV T NI BN 7 E T FAT VM T ) a3 T AT T CE LA TS L £,
ATv71 MEREA VU " BATL £,

./capability query.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t

fei R

alpha root.jks -g ciscol23
——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIM01

group=null

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
13:16:57.359 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:16:58.607 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
capability=SessionDirectory, version=1.0
capability=GridControllerAdminService, version=1.0
capability=EndpointProtectionService, version=1.0
capability=IdentityGroup, version=1.0
capability=EndpointProfileMetaData, version=1.0
capability=TrustSecMetaData, version=1.0
capability=AdaptiveNetworkControl, version=1.0
capability=Core, version=1.0
Connection closed
13:16:58.659 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
Johns-MacBook-Pro:bin jeppich$
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D IIL—TFDHx)
A

ZOTANL, HHESNTZ=2—Y 5 ISE ID 7V — 7 1ERE TG T 5720 DY —R/\—F ¢ AT LDORES) Z/RAE
LET,

T8

ID 7 )V—>7 7 277 M, ISE ID 7V —7 A B L £97,

i
userl. user2. BLWuser3 (L. ISEID Z /L —7 58 DO7-0O 1272 SE T

ATvT1 identity group query_ script Z3ETLE T,

./identity group_query.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

fE 2R

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM01
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23

13:18:59.446 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:19:00.755 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
user name (or <enter> to disconnect): userl
group=User Identity Groups:Employee,Unknown
user name (or <enter> to disconnect): user2
group=User Identity Groups:Employee,Unknown
user name (or <enter> to disconnect): user3
group=User Identity Groups:Employee

user name (or <enter> to disconnect):
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D TIL—TDHTRH54T
A

ZOTAMILISE IZE T T Uy adZ /= ID NI a2V T AT 735720 BLOSEMEZIETH72D0D
PR R—F ¢ VAT LD S AMFELET,

T8

ID V' )V—" "I Y T AIT7A4 75 BHE, pxGrid 7747 L M, 802.1X LIAAD AR NMIOW TR EZZ(E TE
‘i‘é‘o

i
ISE IZNE Ry’ —7 D —FIMER S, AN —F 57 A IR—H Va2 T AT 572D S E T

ATy 1 identity group subscribe A7V NEEATLET,

/identity group_subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

fei R

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
11:20:22.839 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:20:24.468 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...

ATv72 [ 2 (Administration) ] > [pxGrid ¥ —E"A (pxGrid Services) | DNAIZEIRL T, B 7 A7F4T X
NIZID 7 N—7 tyiarzfoRLET,

cisco  Identity Services Engine Home » Operations » Policy (ROl ~ Administration » Work Centers

» System b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services ~ » Feed Service  » pxGrid Identity Mapping

©Enable Auto-Regi

e Loy e
oEnable @ Dissble Approve @ Group W Dedline €9 Delete ~ G Refresh  Total Pending Approval(D) ~ 1-30f3  Show
O Client Name Client Description Capabilities Status Client Groupi(s) Log
[ » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
[ » ise-mntise238 Capabilities(2 Pub, 1 Sub) Qnline Administrator View
[0 v mec Capabilities(0 Pub, 2 Sub) Online ANC Session View

ferpemry Dl 1-20f2 Show 25 v perpage Page |1 -

Capability Name Capability Version Messaging Role Message Filter
O core 10 Sub
O IgentityGroup 1.0 Sub
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ATY73 AN IR—=FAAFE L TR B AN AT —3 572012 ISE ID — Y ZAER L £,

‘il identity Services Engine Home » Operations } Policy [IETLEU - Administration » Work Centers
» System - Identity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping
~ldentities  Groups  External Identity Sources  Identity Source Sequences  » Settings
o

Network Access Users List > New Network Access User
~ Network Access User

EndPoints

Users

Latest Manual Network Scan Results *Name. [ jsmith

Status Enabled -

Email | jsmith@abc.coml

v Passwords

Password Re-Enter Password

*Login Passworg | sessssass | [enerruren | @
|

Enable Password |

¥ User Information

Lt

+ Account Options

Description | A

Change password on next login (]

¥ User Groups

 [Employee ©

ATv7 4 TI7ANVRDENLT P —E A R—=FNLDOT AN HL T, 2 —FBLOEE IO ID 7L —
T VT IWEALTIRAET D120, [7 AL 7717 A(Guest Access) ] > [#% (Configure) | > [7 A
AR —2%4 /L (Guest Portals) | > [A4~—2% /L (Portal) ] DJIAIZIEIRL T, URL 27 ARLET,

"J,',';IJ' Identity Services Engine Home } Operations N - Guest Access » Administration » Work Ganters

~ Configure | Manage Accounts  » Setlings

Overview  GuestPortals Guest Types Sponsor Groups  Sponsor Portals
e

Portals Settings and Customization

[ seve JRCECN)

Language File -

Portal Name: * Description:
| Self-Registered Guest Portal (default | | Guests are allowed to create their own accounts and access the network us | P

Customize portal pages by applying a theme and specifying
field names and messages displayed to users.

[,-"’_""'-. Portal Behavior and Flow Settings Portal Page Customization
\I_"lb__,' Use these settings to specify the guest experience for this

portal.

ATvT5 [R—% /v (Portal) ] 7 AR 7V 7L C, ASILTZID 7 V—TF Oa—WEE A ) LET,

'
]
Sponsored Guest Portal
cisco °P°
Sign On
‘Welcome to the Guest Portal. Sign on with the usemname and password provided to you.
Username:
jsmith
Password:
........ .|

Don't have an account?
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ATY76 [YA> A (Sign On) ] 22V 7L ET,
ATYTT ID 22— BLOT L —F@MNERSNET,

./identity group_subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -gq ciscol23

R

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
11:20:22.839 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:20:24.468 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...user=jsmith
group=Employee

EPS_Quarantine/EPS_UnQuarantine

ZOTANI, AV NI —7 EOT U RRA SO £33 NI — 28T 7 ar e FAT T B0 DO —R /8 —
TA AT AOBREZ ML ET, ZHUTE-. MAC TRL RIS TV RARA L NOWEZ R T AT DY —R
=T 4 VAT LOBEZWEEL £,

-

pxGrid 77 A7 M, HKFBE D EPS Byiay 7 —7 128k L, ISE 2L TRT Uy a&ing
EndPointProtection $—E REREL YV T AT AT L, FIFENT-T SAZAD IP TR AZRE L RSN =T 31
ADKER . MAC 7R AIZHESW TR L F9,

i

7747 b userl 1%, 7K HD EPS 7 /L— 728§k . EndpointProtectionService #REAZ Y7 A7 747 LET,
eps FIEAZYTRH 1P 7RV AT userl AL E T, FRAIA HE (CoA) Il —R9 %5729 IZ DynAuthListener
DME RS AV, W I R R T 72 a WFEITESNET, TURRALRID IP TRV A% 3572012
eps_quarantine A7V FREITINE T, MAC TRV RIZE S TEURBA L MORRE Z R T D72
eps_unquarantine A7 Y7 ’RFATEIVET, pxGrid 7747 > MZ, EndpointProtection t—t Ai§re% 7 275 A
TLTWHZEITHERL TIEEN,




REGTVERADFMA(F CIsCO.

ATv7 1 multigroupclient 27U "4 TLET,

./multigroupclient.sh -a 192.168.1.23 -u SIM02 -k alpha.jks -p ciscol23 -t alpha_root.jks -gq ciscol23 -g EPS
-d RadiuSimEPS Tests

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM02
group=Session,ANC, EPS
description=RadiuSimEPS
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
13:54:57.950 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:54:59.800 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Create ANC Policy: ANC1438538097569 Result - com.cisco.pxgrid.model.anc.ANCResult@6l2fcé6eb|
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>
]
Session 1.1.1.2 not found
Connection closed
13:55:00.434 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
Johns-MacBook-Pro:bin jeppich$

ATv72  [%EH# (Administration) ] > [pxGrid #—E 2 (pxGrid Services) ] DIEIZEIR L F9,
pxGrid 77 AT VN EPS VAT N IO—T 1T G L E T,

“thuli  Identity Services Engine Home + Operations » Policy + Guest Access ~ Administration + Work Centers

» System b |dentity Management  » Network Resources  » Device Portal Management | pxGrid Services | » Feed Service  » pxGrid Identity Mapping

k Er
Live Log
o Enable (@ Disable () Approve @ Group W Decline € Delete ~ & Refresh | Total Pending Approval(0) o
[ Client Name Client Description Capabilities Status Client Group(s) Log
[ » ise-admin-ise201 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise201 Capabilities{2 Pub, 1 Sub) Online Administrator View
[ P jep-cyn-jzed( pahilitie Pub b Online Administratn e

0O » smo2 RadiuSimEPS Capabilities(0 Pub, 0 Sub) ANC,EPS, Session

pabilities{0 PUD, U SUb Offline e55i0n View

O » smo1 Capabilities(0 Pub, 0 Sub) Offline ANC,Session View
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ATY73 PC C DynAuthListener Z#5{TL %7,

java —-cp RadiusSimulator.jar DynAuthListener

RPFTRENET,

C:vzimrjava —cp RadiusSimulator.jar DynAuthListener

DynAuthListener lisztening

ATvT 4 [& P2 (Administration) | > [pxGrid " —E " (pxGrid Services) | DJAIZEIRL £,
pxGrid 7747 > M EndPointProtection %—E AFEZ 7 A7 T4 7L T ET

sl Identity Services Engine Home » Operations » Policy » Guest Access - Administration » Work Centers

b System  » Identity Management  » Network Resources » Device Portal Management = pxGrid Services » Feed Service  » pxGrid Identity Mapping

OF

~ Cliey Live Log
4 Enable @ Disable @Approve @ Group ‘ Decline gDelete v v@Rﬁl’rﬁsh Total Pending Approval(D) = T

O Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise201 Capabilities(4 Pub, 2 Sub) Online Administrator View
[0 » ise-mnt-ise201 Capabilities{2 Pub, 1 Sub) Online Administrator View
O w simoz ‘Capabilities{0 Pub, 2 Sub) Online ANC,EP5,Session View
Capability Detail
1-20f2 Show 25 = | perpage |
Capability Name Capability Version Messaging Role Message Filter
O core 1.0 Sub
@ EndpointProtectionService 1.0 Sub

AT9T5 eps_quarantine A7V "N EATLET,

./eps_quarantine.sh -a 192.168.1.23 -u SIM02 -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23
——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIM02

group=EPS

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
14:04:41.263 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
14:04:42.619 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
IP address (or <enter> to disconnect): 192.168.1.100
IP address (or <enter> to disconnect):
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ATv7T 6 DynAuthListener 23##E A X M ELET,

Ciszimrjava —cp RadiusSimulator.jar DunAuthLisztener
DynAuthListener listening
Received from ~1%2_168.1_.23:380685
DizconnectRequest code=48 id=1 length=184
authenticator=8216c5c449h45%310a8317bfe5cl1f12
Attributes={

HASIPAddress=192_.168.1.37

CallingStationID=11:14:41:=11:=11:11

Unknown code=4? length=4

EventTimestamp=5un Aug B2 15:82:55 EDT 2815
MessageAuthenticator=c?4125fc42845e8facht?IBB6525446
vendorld=? vsa=laudit—session—id=18081.]

ATYFTT PC ETHID CMD 4> R 2B RADIUS 232l —# %34T Cuserl ZRIELF4,

Ciszim>java —cp RadiwsSimulator.jar -DUSERNAME=userl -DPASSWORD=Aa123456 -DAUDIT
| SESSITON_ID=1861 -DACCT_SESSION_ID=2801 -DCALLING_STATIOWN_ID=11:11:=44:41:=44:11 -
DFRAMED_IP_ADDRESS=192.168.1.188 -DFRAMED_IP_MASK=255.255.255.A RadiusAuthentica
tion 192.168.1.23
AccessAccept code=2 id=1 length=146
authenticator=2cff72c?7htbichdb83%a224ae566afB
Attributes={

UzerHame=uzerl

State=ReauthSe=zsion:1H8681

Class=CACS:1801 -i=ze281 722797803462 .-89

vendorld=? vsa=[ctzisecurity—group—tag=A014-A, 1

vendorId=7 vsa=[profile—name=Add_Device.]

ATv7 8 DynAuthListener 23Mf&E A X MG LET,

Received from ~#192.168.1.23 386885
DisconnectRequest code=48 id=2 length=184
authenticator=24151f820%cchB8244112d2747aae?2
Attributes ={
MASIPAddress=192.168.1.37
CallingStationID=11:=11:11:41=11:=11

Unknown code=4? length=4

EventTimeztamp=Sun Aug @2 15:22:24 EDT 2615
MessageAuthenticator=4ch295%ea4fd8333c?Vbi7e21bB4454
vendorId=? vsa=[laudit—session—-id=16#1. 1]

ATY79 [1# /] (Operations) ] > [RADIUS Livelog] Zi#&RL £,
2—FIIRE SN TWET
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‘tlythe  Identity Services Engine Home ~ Operations » Policy » Guest Access » Administration » Work Centers @ License Waming 4

RADIUS Livelog | TACACS Livelog  Reporis » Troubleshoot » Adaptive Network Control

Misconfigurad Supplicants ¢ Misconfigured Network Devices ¢ RADIUS Drops ¢ Client Stopped Responding ¢ Repez
0 0 45 0
Show Live Sessions 40 Add or Remove Columns T+ @S Refresh @ Reset Repeat Counts REF|‘95h| Every 1 minute "‘ Show‘ Latest 100 records '| 1
Status 50 . i : i ; S s S : i e
Time o Details |Repeat Count Identity Endpoint 1D Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles Network Device D
- | | |l | Il | [ i ||l ]| | C
2015-08-02 19:17:00.214 @ Fol CT5-Test-Server Default >> Default >> ... Switch
2015-08-02 19:15:27.365 @ a 0 userl 11:11:11:11:11:11 Add_Device Default >> Default >> ... Default >> EPS_Legacy Quarantine
2015-08-02 19:15:27.365 a userl 11:11:11:10:11:11 Add_Device Default >> Default >> ... Default >> EPS_Legacy Quarantine RadiusSim
2015-08-02 19:02:55.195 Q 11:11:11:11:11:11 RadiusSim

ATYF10  eps_unquarantine A7V 7 eFEITLET,

Johns-MacBook-Pro:bin jeppich$ ./eps_unquarantine.sh -a 192.168.1.23 -u SIM02 -k alpha.jks -p ciscol23 -t
alpha root.jks -gq ciscol23
——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIM02

group=EPS

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root. jks

truststorePassword=ciscol23
14:24:07.282 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
14:24:10.852 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
MAC address (or <enter> to disconnect): 11:11:11:11:11:11
MAC address (or <enter> to disconnect):

ATYF 11 RADIUS 332 —#%# L Cuserl ZF8aFLE97,

uthenticator=2cff72c?7bobhichd683?a224ae566afd
Attributes={
UserMame=userl
State=Reauthfes=zion:1881
Class=CACS:1001:ise281.-227980346289
vendorld=? vsa=[ctssecurity—group—tag=0014-48, 1
vendorId=9 vsa=[profile-—name=Add_Device, ]

tsnaimrjava —cop BadiusSimulator.jar —DUSERMAME=userl -DPASSWORD=Aal123456 —-DAUDIT
SESSION_ID=18A1 -DACCT_SESSION_ID=28A1 -DCALLIHNG_STATIOM_ID=44:44:44:44:44:41 -
[DFRAMED_IP_ADDRESS=192_.168.1.188 —-DFRAMED_IP_MASK=255_255.25%5.@ Ih.giusﬂuthentica
ion 192.168.1.23
AccessAccept code=2 id=1 length=18%
uthenticator=3ed57313ecBceecbed4?fhenf23f 444
Attributes={
UserMame=userl
State=ReauthSession:16881
Class=CACS:1001 :ise281.-227903462.92
vendorld=9 vsza=[profile—name=Add_Device, ]
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ATYF 12  DynAuthListener 2% A~ M2 ELE T,

Received from ~#1722.168.1.23:-38885
DizconnectRequest code=48 id=2 length=184
authenticator=24151f8209ccH8244112d274Yaae?2
Attributes={
HASIPAddress=192.168 .1 .37
CallingStationID=11:=11:z14=11:441:11

Unknown code=49 length=4

EventTimesztamp=Sun Aung @2 15%:22:24 EDT 2015
MessageAuthenticator=4ch2?5%eadfdB8333c?7hf Te21bBd4454
vendorld=9 vza=[laudit-zession—id=18061.1]

ATvF 13 [#EH (Operations) ] > [RADIUS Livelog] Z#8R 1L F9°,

‘sl Identity Services Engine Home = Operations » Policy » Guest Access » Administration » Work Centers @& License Waming 4|

RADIUS Livelog ~ TACACS Livelog Reports  » Troubleshoot  » Adaptive Network Control

Misconfigured Supplicants * Misconfigured Netwark Devices i RADIUS Drops i Client Stopped Responding i Rer
0 0 45 1]
[l Show Live Sessions 45 Add or Remave Columns » & Refresh (€ Reset Repeat Counts REF\EShl Every 1 minute " Show| Latest 100 records '|
Status =010 3 i i -G S .G ol i 0
Time . Details | Repeat Count Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles Network Device
-] \ | Il || )| || I |
2015-08-02 19:24:01.804 @ a 0 userl 11:11:11:10:11:11 Add_Device Default >> Default >> ... Default >> Basic_Auth... PermitAccess
2015-08-02 19:24:01.804 a userl 11:11:11:11:11:001 Add_Device Default >> Default >> ... Default >> Basic_Auth... PermitAccess RadiusSim
2015-08-02 19:22:24.856 a 1111111111011 RadiusSim
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802X ZERAL=Y>TIL RHYTrDTAE

Multigroupclient

HREE

ZDOTANL, =K/ X—TF 1 VAT LW pxGrid DEELD VT AT 2 8 —"7" (Session, ANC) |28 #k GRAERB LY
TKRR) CEAHZEZMAELET,

T8

PxGrid 7747 VMG TIE, V=R =T 77V r—var BxalT 0 T3 A, Fio, ZO8%A 1L Linux 48 AR
% pxGrid 2> b —F DA FE Ay ar E721d ANC 70— 71 Z8#5i B8 L OB Sk L £7°, admin <° basic 72E D

BIMOI N—T % T&ET 7Y, Admin 7 /L — 713 ISE FIC RIS TERY, pxGrid O HUAGTRAS LB
Basic 7 /L — 74, pxGrid DX DEGFBITHHEHINFH A,

TR TORER A pxGrid 7747 M, [ B (Administration) | @ F @ ISE pxGrid % —E A TR TZE T,

pxGrid 77 AT VM, XA FIv7 M7 THORENDERD FRO TV v FIT T AT TANTIpDZEN
TEET, ISETFEHREFACTET, v T ANOIFIIBRGRF A7 T7AT M THRAELET, pxGrid 7747 >k

DIKFBSNTZ N —T I L CTIE R DR ERSNDH L, pxGrid o7 0 A7V NZE > TRESNS LBV, 774
T UMNEIBE T Dy a AFRE T VA RS TEET,

1

ZOFITH, pxGrid 2 haE—F1ZkT By al ZL—T1Z, Linux ARANE pxGrid 7747 b L CTEERL
7, Linux AN C®H S mac 13, pxGrid 7747 > hD—H 4T, F7=, ISE DGR F pxGrid 774 T N Fe
~LET,

ATvT1 multigroupclient A7V 7 " SATLET,

./multigroupclient.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23 -g Session
- d pxGrid Client

ERE:

Usage: ./multigroupclient.sh [options]

Main options
-a <PXGRID_HOSTNAMES> (comma separated hostnames)
-u <PXGRID_USERNAME>
-g <PXGRID_GROUP>
-d <PXGRID_ DESCRIPTION>

The followings are certificates options
-k <PXGRID_KEYSTORE FILENAME>
-p <PXGRID_KEYSTORE_PASSWORD>
-t <PXGRID_TRUSTSTORE_FILENAME>
-q <PXGRID_ TRUSTSTORE PASSWORD>
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If not specified, it defaults to use clientSamplel.jks and rootSample. jks
Specifying values here can override the defaults

Custom config file can fill or override parameters
-c¢ <config_filename>
Config file are being sourced.Use these variables:
PXGRID_ HOSTNAMES
PXGRID_USERNAME
PXGRID_ GROUP
PXGRID DESCRIPTION
PXGRID_KEYSTORE FILENAME
PXGRID_KEYSTORE PASSWORD
PXGRID TRUSTSTORE FILENAME
PXGRID_TRUSTSTORE PASSWORD

——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session, ANC, Session
description=pxGrid
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha_ root.jks
truststorePassword=ciscol23
09:35:31.772 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
09:35:35.769 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Create ANC Policy: ANC1437658531354 Result -com.cisco.pxgrid.model.anc.ANCResult@612fc6eb][
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>
]
Session 1.1.1.2 not found
Connection closed

ATvF2 [ B (Administration) ] > [pxGrid ¥—E A (pxGrid Services) | DNAIZRIRL £7,
pxGrid 7747 > F mac &, By ary AT N I—TIT8ERLET, T 74 /LT, pxGrid
Adaptive Network Control (ANC) #8Ji 77 > a /26372 ANC 1X, iIBIIETVET,

* Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers
» System + Identity Management + Metwork Resources + Device Portal Management = pxGrid Services + Feed Service » pxGrid Identity Mapping
[ i

Lvetos

«f Enable (@) Disable @Approve @ Group ‘ Dedline 0De|eke - v@Rﬁfﬂash Total Pending Approval(0) +

[ Client Name Client Description Capabilities Status Client Group(s) Log

O » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities{2 Pub, 1 Sub) Online Administrator View
O » mac pxGrid Capabilities(0 Pub, 0 Sub) Offline AMNC,Session View
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i a DY ITRYS54T

ZDOTANT, B =R/ =T VAT APRERATREIC /2 DL pxGrid B TR RTREZR G RO Y 2127 T AT L R3H
TAITAT TED pxGrid I[ITHERESNDZEEAREEL £T, ZDOHG . pxGrid 7747 & NI —HRREEAT —Z ZAD
WHa T AITAT L ET,

T8

IIAT Ry ar BEONANC 70— 726 LT pxGrid 2 ha—F 12 k> TIEF IR B L OUKRENDH L,
IIAT L NIMRER VT AU T4 7 LU CGRRES N2 — T O T 5y v a EMa TS L £, ISE MnT
/—R1Z. ISE Session Directory % pxGrid 2 b2 —Z (2L ChE Yy 7 &L TNT Vw2 LET, pxGrid 7747 > b
XZDOMREZ Y T AU TAT L, RSN = DT 7747 Ity al i Tadmz ) 7 VS A L THRAFLET,

1
pxGrid 7747 > NI, SessionDirectory #reZ 7 27747 L VT VEALTHEMEZIELET,
ATVF1 session_subscribe A7V N EATLET,

./session_subscribe.sh -a 10.0.0.37 -u mac_session -k alpha.jks -p ciscol23 -t alpha root.jks -gq ciscol23

S

------- properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac_session

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_root.jks

truststorePassword=ciscol23
13:00:10.800 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
Filters (ex.'1.0.0.0/255.0.0.0,1234::/16,...' or <enter> for no filter): 13:00:12.205 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

ATvF 2 [ B (Administration) ] > [pxGrid ¥—E A (pxGrid Services) | DINEIZERIRL F7,
pxGrid 7747 >~ SessionDirectory N> 7 &7 27747 L CWVETS
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“theah:  Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration

» System  » Identity Management  » Network Resources » Device Portal Management = pxGrid Services » Feed Service  » pxGrid identity Mapping

©Enable Auto-Regis

Live Log

o Enable (@) Disable @Approve @ Group ’ Dedline enahﬂe - @Refresh Total Pending Approval(D) =

1-90f9 Show
7] Client Name Client Description Capabilities Status Client Group(s) Log
O » Be-admin-ise238 Capabilities{4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities(2 Pub, 1 Sub) Online Administrator \iew
O » ise-sxp-ise238 Capabilities{1 Pub, 1 Sub} Online Administrator View
[0 + mac_session Capabilities(0 Pub, 2 Sub) Online Session View
poRity Bet 1-20f2 Show 25 +| perpage Page |l
Capability Name . Capability Version Messaging Role Message Filter
O core 1.0 Sub
O sessionDirectory 1.0 Sub

ATv73 JIAT R PCICH LTI A 7RI 4 LT, IROBEHEVT IVEA L THERLET,

——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac_session

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
06:58:07.070 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
Filters (ex.'1.0.0.0/255.0.0.0,1234::/16,..."' or <enter> for no filter): 06:58:08.835 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

press <enter> to disconnect...session notification:

Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F006EE7EQ, User Name=host/jeppich-PC.lab6.com, AD
User DNS Domain=null, AD Host DNS Domain=lab6.com, AD User NetBIOS Name=null, AD Host NETBIOS Name=LABG6,
Calling station 1d=00:0C:29:79:02:A8, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint
Profile=Add Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl1/0/43, RADIUSAVPairs=[ Acct-Session-
Id=00000009], Posture Status=null, Posture Timestamp=, Session Last Update Time=Tue Jul 28 07:57:25 EDT
2015}

session notification:

Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F006EE7EQO, User Name=LAB6\jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station 1d=00:0C:29:79:02:A8, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint
Profile=Add Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/43, RADIUSAVPairs=[ Acct-Session-
Id=00000009], Posture Status=null, Posture Timestamp=, Session Last Update Time=Tue Jul 28 07:57:56 EDT
2015}

session notification:

Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F006EE7EQ, User Name=host/jeppich-PC.lab6.com, AD
User DNS Domain=null, AD Host DNS Domain=labé6.com, AD User NetBIOS Name=null, AD Host NETBIOS Name=LAB6,
Calling station 1d=00:0C:29:79:02:A8, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint
Profile=Add Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/43, RADIUSAVPairs=[ Acct-Session-
Id=00000009], Posture Status=null, Posture Timestamp=, Session Last Update Time=Tue Jul 28 07:59:17 EDT
2015}
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yiarnSFHoao—Fk

TDOTANI, TIT 4T e —W By arO—fEyiary Ao a—REREITTAHZOOY—RR—F 4 AT A
DOREREZIRRELE T,

EH
toar Fyra—R 27V TN Ty 282 ISE /—Rb—fEtyiay La—Ra&F o a—RLE1,

i
ZOFEITIX, pxGrid 7747 U ME ISEMnT /—R0bT 7747 Iy var iy a—RLET,
ATYF1  kyvar Fura—K A7V TNEFEITLET,

./session_download.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

fei R

------- properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root.jks

truststorePassword=ciscol23
12:30:38.687 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
Filters (ex.'1.0.0.0/255.0.0.0,1234::/16..."' or <enter> for no filter): 12:30:40.056 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

Start time (ex.'2015-01-31 13:00:00' or <enter> for no start time):

End time (ex.'2015-01-31 13:00:00' or <enter> for no end time):

Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F004BE344, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:79:02:A8, Session state=AUTHENTICATED, ANCstatus=null, Security Group=null, Endpoint
Profile=Add Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/43, RADIUSAVPairs=[ Acct-Session-
Id=00000009], Posture Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 13:42:25 EDT
2015} Session={ip=[10.0.0.37], Audit Session Id=0A0000020000000E004156F4, User Name=00:0C:29:87:8D:1F, AD
User DNS

Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=00:0C:29:87:8D:1F, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=VMWare-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/37, RADIUSAVPairs=[ Acct-Session-Id=00000005], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 09:41:25 EDT 2015}
Session={ip=[10.0.0.3], Audit Session Id=0A0000020000000D00036A42, User Name=18:E7:28:2E:29:CB, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=18:E7:28:2E:29:CB, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/37, RADIUSAVPairs=[ Acct-Session-Id=00000007], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 09:43:42 EDT 2015}
Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F004BE344, User Name=18:E7:28:2E:29:CC, AD User DNS
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Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=18:E7:28:2E:29:CC, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/43, RADIUSAVPairs=[ Acct-Session-Id=0000000A], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 13:42:25 EDT 2015}
Session={ip=[10.0.0.33], Audit Session Id=0A0000020000000C0003610A, User Name=68:05:CA:12:7C:78, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=68:05:CA:12:7C:78, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown,
NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/23, RADIUSAVPairs=[ Acct-Session-Id=00000006], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 09:43:42 EDT 2015}

Session count=5

Connection closed

IP[C&kBtyiarnyIl)
£

ZDOTAMI, pxGrid Z#REHI L, FFED IP TRV R T D5 mESN e/ VA FAT T D10 DY —R R/ —F 1 &
AT LDRES I MFEL £,

ER

Session Query by IP ZZU7'MME IP 7RV AIZEY | FGESN e —F Oty al ERE G LT,
1

TURZ—HFD P TRV RAE AN LT, T Ra—F Oy a FRERGLET,

ATvT1 session_query by ip A7V NEFEATLET,

./session_query by ip.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

fei R

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root. jks

truststorePassword=ciscol23
12:50:33.356 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
12:50:34.961 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
IP address (or <enter> to disconnect): 10.0.0.15
Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F004BE344, User Name=18:E7:28:2E:29:CC, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=18:E7:28:2E:29:CC, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/43, RADIUSAVPairs=[ Acct-Session-Id=0000000A], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 13:42:25 EDT 2015}
IP address (or <enter> to disconnect
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EndpointProfile DY T R9547

ZDOTANE, X7V a&i7z Endpoint Profile N7 &7 20T A7 51280 DY —R/8—F 4 VAT ADEE
ZRREELE T,

T8

Bk &0 pxGrid 7747 > MZ EndpointProfileMetaData #5277 AT A7 L, Fa—/ 3L Fa7 7 AL R
V—OEREMEEZRELET, By a@IciE, =V RRAUh 7aT7 70 D, 401 BLOSERER 4
WEENET,

1

ZOBITIE, 2—H D PC OFH) MAC 7 RLAIZHAUW T, pxGrid @ EndpointProfile Example RV S —23MERL S
AVET, pxGrid 7747 F)S EndpointprofileMetadata #8847 227747 L ISE 707 7 AU 7 R —ITfif5
MDOEENFEALZEE VT VAL LTEITHO Linux AZV7 DOy a @iz iERLl £,

ATvT1 endpointprofile_subscribe A7V 7 N EITLET,

./endpointprofile_subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -gq ciscol23

S

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root. jks

truststorePassword=ciscol23
10:14:02.627 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
10:14:04.268 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...




REGTVERADFMA(F

atfren]es
CISCO.

ATvF 2

» Guest Access

 Administration

[ 22 (Administration) | > [pxGrid " —E X (pxGrid Services) | DNAIZEIRL £,

» Work Centers

sthalie Identity Services Engine Home

» System  » Identity Management

I wews

o Enable (@) Disable @Approﬂa @ Group * Dedine enelete - @Refresh

» Operations

» Network Resources b Device Porlal Management

pxGrid Services  » Feed Service

Totzal Pending Approval(0) =

» pxGrid Identity Mapping

@Enable Auto-Regit

1-30f3  Show

] Client Name Client Description ‘Capabilities Status Client Group(s) Log
[ » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 ‘Capabilities(2 Pub, 1 Sub) Online Administrator View
O ¥ mac Capabilities{0 Pub, 2 Sub) Online ANC,Session View
e s 1-20f2 Show 25 « perpage Page 1 =
Capability Name Capability Version Messaging Role Message Filter
O core 1.0 Sub
O EndpointProfileMetaData 1.0 Sub
— o017 ~ . o N . N -
ATYT3 [RVUT— (Policy) ] > [ 7 7 AU 7 (Profiling) | > [1E1 (Add) ] DNEIZEIR L EF,

RV —D4HIEFHAEZ ATILET,
[If Z51F: (If Condition) | > [HT LW G4 D 1ERL (Create New Condition) | > [IP] > { R "I — 2277
TATHIP TRV AZ AT} BLONEIR > 155 (Submit) ] DNEIZEINLET,

» Guest Access » Work Centers

alulis |dentity Services Engine Home

Authentication  Authorization = Profiing = Posture  Client Provisioning  » Policy Elements

Profiling Profiler Policy List = New Profiler Policy

[ D ] Profiler Policy

& v v &b * Name |Add Device | Description

script

> g Profiling Policies
> E Logical Profiles

Policy Enabled #

* Minimum Certainty Factor | 10 | (Valid Range 1 to 65535)

* Exception Action | NONE ¥, |

* Network Scan (NMAP) Action | NONE -]

Create an Identity Group for the policy (® Yes, create matching Identity Group

() No, use existing ldentity Group hierarchy

* Parent Policy | NONE -]
* Associated CoA Type | Global Settings -
System Type
Rules
If Condition | Select Attrioute__ = | Then [ Certainty Factor Increases ~| [10 | | &% ~

Condition Name Expression

[ submit NI HRV [P:ip

ol [euas -] [100045 | i,

Cisco Systems © 2015
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ATvT 4 EIFEERR L BMENT7 a7 7A0 27 RIS — U RiRA N T a7 7 ANDY T AT S50
WEEZELET,

./endpointprofile_subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -gq ciscol23
——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha_ root. jks
truststorePassword=ciscol23
10:14:02.627 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
10:14:04.268 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...EndpointProfileChangedNotification (changetype=ADD) Device profile :
id=a5469840-3150-11e5-9b58-000c29878d1£f, name=Add Device, fgname=Add Device

D I—TDOEHa—k
A

ZOTANME, 2—F ID HFHRO—4EX T 0 —REFZITT DO DY —R /N —T 4 VAT AOKEREZMRFEL £,

it

Identity Group # V> 1—R X7V 7 NE, 2—H )V —TfFRO—fEEyvay La—Rea—3 7L—7 <oy
Thtyiary TALIRNIMBA T a—RLET, 2NHD 7 )V — 121X ISEID 7 v —7 BLOT a7 7 A )V iE I
TN—TNEFENTNHET,

7

ZOFEITIX, Identity Group # 7> v—R AZ7U 7 Naf# HLC ISE MnT Node /X7 Vo ¥ nbH g X TOI L —7fF
War L m—RLUET,

ATvT1 dentity group download A7V 7' "5 TLET,

./identity group download.sh -a 192.168.1.23 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -gq ciscol23
——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root. jks

truststorePassword=ciscol23
20:36:26.820 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
20:36:28.397 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
user=host/jeppich-PC.labé.com groups=Workstation
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user=LAB6\jeppich groups=Workstation

user=userl groups=User Identity Groups:Employee,Add Device

user=user2 groups=User Identity Groups:Employee,Unknown

user=user3 groups=User Identity Groups:Employee

user=00:0C:29:79:02:A8 groups=Workstation

User count=6

Connection closed

20:36:30.882 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
Johns-MacBook-Pro:bin jeppich$

S

——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=mac
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
20:36:26.820 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
20:36:28.397 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
user=host/jeppich-PC.lab6.com groups=Workstation
user=LAB6\jeppich groups=Workstation
user=userl groups=User Identity Groups:Employee,Add Device
user=user2 groups=User Identity Groups:Employee, Unknown
user=user3 groups=User Identity Groups:Employee
user=00:0C:29:79:02:A8 groups=Workstation
User count=6
Connection closed
20:36:30.882 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
Johns-MacBook-Pro:bin jeppich$

X714 TIL—TDHx)
i

ZOTANZLISE DT XTOYEF2)T o4 VN—T BT BGFT DD DY —R /=T VAT LORES ) RFEL £,

-

X250 J)V—7 7)) 27V 7. TrustSecMetadata #4FERE Y 7% L C ISE CHREINT-EX 2T 1 7
N—"T" 27 (SGT) ZnBALET, 2k, —BD ID, tX 274 Z—7 27 OfE, BLOGERIZ SN T
ISE CRRIESNIZTXTD SGT ZHfF T 57200 D7 =) AV RRfRftsinEd,

i

ZOHITIE, BRI T I—TF ) ZATVT IR T R COEX2 VT TV—T 2T Da T AMEREZ T
—RLET, ZOARZYFNE,ISE 25T TrustSec X271 Z/L—7 ol afFRAEELET, 2h
|21, TrustSec Z7 D4 Rii. A D F. st BLIOMENEG ENET,

X2 UTF 4 IN—T ZTICONTDOI TV EEELET,
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atfren]es
CIscCO

ATy 1

securitygroup query A7V N FITLET,

./securitygroup_query.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

R

properties

version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37

username=mac
group=Session

description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha_ root.jks
truststorePassword=ciscol23

11:53:11.474 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting...

Connected

11:53:12.897 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected

SecurityGroup : 1d=65fddc70-2a34-11e5-82cb-005056bf2f0a, name=Unknown, desc=Unknown Security Group, tag=0
SecurityGroup id=660aadb0-2a34-11e5-82cb-005056bf2f0a, name=ANY, desc=Any Security Group, tag=65535
SecurityGroup 1d=669e6230-2a34-11e5-82cb-005056bf2f0a, name=SGT_ Auditor, desc=Auditor Security Group,
tag=9

SecurityGroup id=66bdd110-2a34-11e5-82cb-005056bf2f0a, name=SGT BYOD, desc=BYOD Security Group, tag=15
SecurityGroup id=66dd3ff0-2a34-11e5-82cb-005056bf2f0a, name=SGT Contractor, desc=Contractor Security
Group, tag=>5

SecurityGroup id=66fcd5e0-2a34-11e5-82cb-005056bf2f0a, name=SGT Developer, desc=Developer Security Group,
tag=8

SecurityGroup id=671a21e0-2a34-11e5-82cb-005056bf2f0a, name=SGT DevelopmentServers, desc=Development

Servers Security Group,

SecurityGroup
tag=4
SecurityGroup
SecurityGroup
Security Group,
SecurityGroup :
Group, tag=l4
SecurityGroup
Group, tag=10
SecurityGroup :
Security Group,
SecurityGroup
Security Group,
SecurityGroup
Group, tag=255
SecurityGroup
Group, tag=13
SecurityGroup
Security Group,

tag=12
1d=673c9%9e00-2a34-11e5-82cb-005056bf2£f0a,

1d=6759ea00-2a34-11e5-82cb-005056bf2f0a,
1d=6775d670-2a34-11e5-82cb-005056b£f2f0a,
tag=3

1d=67959370-2a34-11e5-82cb-005056bf2f0a,

id=67b3a2c0-2a34-11e5-82cb-005056bf2f0a,

1d=67d50d70-2a34-11e5-82cb-005056b£f2£f0a,
tag=11
id=67£f16£10-2a34-11e5-82cb-005056b£f2£0a,
tag=7
1d=680df7c0-2a34-11e5-82cb-005056b£f2£f0a,

1d=682a5960-2a34-11e5-82cb-005056bf2£f0a,

1d=6846lec0-2a34-11e5-82cb-005056b£f2£f0a,
tag=2

Connection closed

11:53:13:235

[Thread-1]

name=SGT Employee, desc=Employee Security Group,

name=SGT Guest, desc=Guest Security Group, tag=6
name=SGT_NetworkServices, desc=Network Services

name=SGT_PCIServers, desc=PCI Servers Security
name=SGT_PointOfSale, desc=PointOfSale Security
name=SGT_ ProductionServers, desc=Production Servers
name=SGT_ProductionUser, desc=Production User
name=SGT Quarantine, desc=Quarantine Security
name=SGT_TestServers,

desc=Test Servers Security

name=SGT_ TrustSecDevices, desc=TrustSec Devices

INFO com.cisco.pxgrid.ReconnectionManager- Stopped

Cisco Systems © 2015
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tXaVTA TIN—T DY ITRIS54T

ZOT ANZ, pxGrid 241 L T SecurityGroup N> 7 & W T AT T F 5120 D —R /=T 4 VAT ADOHES 1 %R
RELET,

T8

X2 U7 7 —7 A7V NZ, TrustsecMetaDataCapability he> 7% L C ISE TX @3Nzt x=U7 4 7
N—T" 27 (SGT) AL ET, X270 7 —T7 BB EH/HIBRSNLE, BX 2T 1 7V —T D% H i
FNAZV TN By a BAICERRSINET,

1

tXaVT o IN—T BT RITAT7 A7V T NE, ISE TrustSec RV —DE L2V T A7T747 LET, ZOHFIT
I, jsmith OEx=UT 4 F—7 27 EREE T cvs 77 ANVEARBIOWERLET, ZOBFHRITIE, XY
TAET L A AN AN ENET, ZOT7 7 A ISEIZT v 7 r—RSNET, ZOT77ANVBT v 7 a—RE
N5 &, Linux IRANTIHELTH O securitygroup _subscribe 227U~ MZ SecurityGroupChange A& 3 @734

IRSIVET, ZAUL pxGrid 7747 > R TrustsecMetaDataCapability 297 27747 Uiz X THALET,

ATvT1 securitygroup_subscribe AZU 7 NS TLE T,

./securitygroup subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

S

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23

12:12:22.902 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting...

Connected
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ATYF2 [P (Administration) ] > [pxGrid H—t A (pxGrid services) ] DIAIZEINL F7,
pxGrid 7747 > MZ TrustSecMetadata #§iEZ 7 A7 7 A7 L CUVETS

“huslie Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System } Identity Management » Network Resources » Device Portal Management pxGrid Services } Feed Service » pxGrid Identity Mapping

Lve Log

o Enable @) Disable @Appmve © Group W Dedline eﬂeleke - @Refresh Total Pending Approval(0) «

[ Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-is2238 Capabilities(2 Pub, 1 Sub) Online Administrator View
O * mac Capabilities{0 Pub, 2 Sub) Online ANC,Session View

Capability Detail

1-20f2 Show |25 - per page
Capability Name Capability Version Messaging Role Message Filter
O core 1.0 Sub
O TrustSecMetaData 1.0 Sub

ATv73 [V—7 &4 —(Work Centers) | > [TrustSec] > [1> 7R — Rk (Components) | > [EF¥=UT ¢ 7
JL—7"(Security Groups) ] YARDNAIZIEIRL T, MAC_Group Zi1EIIL £ 7,

alulie Identity Services Engine Home » Operations » Policy » Guest Access (WELETET M~ Work Centers

« TrustSec » Device Administration

» Overview  Authentication Policy — Authorization Policy = Components  » Policy  » SXP  Reports  » Settings

N
<]

Security Groups Security Groups List > MAC_Group
Security Groups

Security G ACL

curity Group s e

Network Devices MAC_Graup |

Trustsec AAA Servers * leon
@ a % o @
« 0w 2>4a0
DS ®woab
Description

Security Group Tag (Dec / Hex): 16/0010

Generation Id: 0

3 (Reset |
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ATvT 4 X2V T 4 TN —T DOEEIBEADLL FOINI RS ET,

./securitygroup_subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23
------- properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha_root. jks
truststorePassword=ciscol23
12:12:22.902 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
12:12:24.320 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...SecurityGroupChangeNotification (changetype=MODIFY) SecurityGroup :
id=af3c6ac0-315d-11e5-9b58-000c29878d1£f, name=MAC Group, desc=, tag=16

IVRFRAVETAIZAILDITY)
HREL

ZOTAMILISE THRESNT-. T XTOHMESNT-7T 07 7 AV EZFET LD DO —R 8 —F 4 2T LDHE
NEMFELET,

T8

endpointprofile_query A7V 7N, ISE TRESNIZ, TXTOHMNISNIZTZURRALS T a7 7 AV ETGT 5
72O D ) AR F9, F/2, = RRAU s a7 74V 1D, 4 Hi. BL OGB4 2L 4, £
72 T 2T T, U RRA S T a7 7 AL ISE CiEI/ B /HIRSN - 5A b BamSnET,

1
ZOHITIL, endpointprofile 27U MEISE DA MNISNIZT X TOT 07 7 ANV FFLET,
ATvT1 endpointprofile_query A7V NS4 TLET,

./endpointprofile query.sh -a 192.168.1.23 -u pxGrid02 -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

S

——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=pxGrid02
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23




wl el ]l
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17:57:04.103 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting...

Connected

17:57:05.681 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected

Endpoint Profile : id=8c8f42b0-393f-11e5-ac86-000c297fbl2a, name=Add Device, fgname Add Device

Endpoint Profile : 1d=4d852be(0-2a33-11e5-82cb-005056bf2f0a, name=Android, fgname Android

Endpoint Profile : i1d=4dc7b320-2a33-11e5-82cb-005056bf2f0a, name=Apple-Device, fgname Apple-Device

Endpoint Profile : 1d=4e190770-2a33-11e5-82cb-005056bf2f0a, name=Apple-iDevice, fgname Apple-Device:Apple-
iDevice

Endpoint Profile : 1d=4e452080-2a33-11e5-82cb-005056bf2f0a, name=Apple-iPad, fgname Apple-Device:Apple-iPad

B4 EE

FREE

ZDOT AN, ISE TR7 Vo aS Ve T R COERREZ TG T 5720 DOV —R/X—F 4 VAT AORE N fMGEL £,
EH

KEREAZY 7 ME ISE THRT Vo aiNizdT R TCOELOH LN 72 BEL £,

i

MEREAZ VNI RN I EXITAT IR T Vs aF- 13V T AT TA T CEHMEEZ BUS L £,
ATvF1 capability query A7V T TLE T,

./capability query.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

R

——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=null

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
09:57:07.306 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
09:57:09.199 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
capability=SessionDirectory, version=1.0
capability=GridControllerAdminService, version=1.0
capability=EndpointProtectionService, version=1.0
capability=IdentityGroup, version=1.0
capability=EndpointProfileMetaData, version=1.0
capability=TrustSecMetaData, version=1.0
capability=AdaptiveNetworkControl, version=1.0
capability=Core, version=1.0
Connection closed
09:57:09.254 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
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DT IL—FDHx)
AL

ZOTANI, FHESNTZ2—Y )5 ISE ID 7V —71E A2 BG T 5720 DY —R/8—F ¢ VAT ADRE ) & WiGE
LE,

-

ID /' )v—7F 7)) 27V F ML ISE ID 7V —FTE A BIS L £7,
i
TURZ—YPNSRE L R —Y 0 ID 7 — 7 EH

ATvT1 identity group query A7V 7N FITLE T,

./identity group_query.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_ root.jks -q ciscol23

R

——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha_ root.jks
truststorePassword=ciscol23

10:58:54.937 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting...

Connected

10:58:56.869 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
user name (or <enter> to disconnect): jeppich

group=Profiled
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DT IL—TDHTRHS54T
A

ZOTAMILISE IZE T T Uy adZ /= ID NI a2V T AT 735720 BLOSEMEZIETH72D0D
PR R—F ¢ VAT LD S AMFELET,

T8

ID V' )V—" "I Y T AIT7A4 75 BHE, pxGrid 7747 L M, 802.1X LIAAD AR NMIOW TR EZZ(E TE
‘i‘é‘o

i
ISE [ZNHEER Y MY =2 Da—HFPRERRES L, AN M N —F 57 AN IR—=F V% T AT DTS E S
ATy 1 identity group subscribe A7V 7' NaEEATLET,

/identity group_subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

fei R

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
11:20:22.839 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:20:24.468 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...

ATYT2 [ 2 (Administration) ] > [pxGrid ¥ —E"A (pxGrid Services) | DNAIZEIRL T, 7 A7TFA4TEH
721D I N—7" ki arERRLET,

cisco  Identity Services Engine Home » Operations » Policy (ROl ~ Administration » Work Centers

» System b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services ~ » Feed Service  » pxGrid Identity Mapping

©Enable Auto-Regi

e Loy e
oEnable @ Dissble Approve @ Group W Dedline €9 Delete ~ G Refresh  Total Pending Approval(D) ~ 1-30f3  Show
O Client Name Client Description Capabilities Status Client Groupi(s) Log
[ » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
[ » ise-mntise238 Capabilities(2 Pub, 1 Sub) Qnline Administrator View
[0 v mec Capabilities(0 Pub, 2 Sub) Online ANC Session View

ferpemry Dl 1-20f2 Show 25 v perpage Page |1 -

Capability Name Capability Version Messaging Role Message Filter
O core 10 Sub
O IgentityGroup 1.0 Sub
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ATY73 AN IN—= B AAFE L CIREE B AN AT —3 572012 ISE ID — Y ZAER L £,

» Guest Access - Administration » Work Centers:

bl entity Services Engine Home  » Operaions  » Policy

cisco
» System - ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping
-Identies  Groups  Exiemal Identity Sources  Identity Source Sequences  » Settings

Network Access Users List > New Network Access User

EndPoints
v Network Access User

Users

*Name | jsmith

Latest Manual Network Scan Results
Status Enabled ~

Email | jsmith@abc.com|

~ Passwords

Password Re-Enter Password

* Login Password [ sssessses

| [
Enable Password | || | @

« User Information

Last e

« Account Options

Description |

Change password on next login ]

TIHNWVEDENT —E R R—HVOTANAFEHL T, 22— BIOBE AT Hi72 ID 70—

THEVT NEALNTRRGET D728
[7 AN T 7EA (Guest Access)] > [# 1% (Configure) | > [7" Ak AR —% /L (Guest Portals) ] > [7R—4 /L

(Portal) ] DJIEIZEIRL T, URL 7 ARLET,

ATvT 4

~ Guest Access » Administration + Work Centers

":ll',':'lc" Identity Services Engine Home » Operations + Policy

~ Configure | Manage Accounts  + Settings

Overview  GuestPortals Guest Types  Sponsor Groups  Sponsor Portals

ey
Portals Settings and Customization

[ save G
Portal Name: * Description:

| Self-Registered Guest Portal (default | | Guests are allowed to create their own accounts and access the network us ‘ (!

"7"'. Portal Behavior and Flow Settings Portal Page Customization
"lb | Use these settings to specify the guest experience for this Customize portal pages by applying a theme and specifying
portal.

field names and messages displayed to users.

ATYT5 [AR—2%/V (Portal) ] 7 A& 27Uy 7L C, AJJLTZ ID 7 =7 ODa—HflEz AL ET,




REGTVERADFMA(F CIsCO.

atfnan]
cI1sco Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.
Username:
Jsmith
Password:

Don't have an account?

ATFYFT6  [VA A (SignOn)] 22V LET,
ATYFTT ID = —HFBLOT L —FBAMPERINET,

./identity group_subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -gq ciscol23

fE 2R

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
11:20:22.839 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:20:24.468 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...user=jsmith
group=Employee
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Adaptive Network Control (ANC) 7R1J < —

Adaptive Network Control Policies (ANC) pxGrid #J#ARV > —IL, —K =74 77V r—Ta Flzidv Aant
X2 T Va—Ta Al LT, g, B1E, 7'ueva=27" port_bounce, port _shutdown 72E DI AL~ AXIH
7T UvarEFEETHIET, REOEX VT 4 RV — DI AL~ A XS Z DI 5 ket L&

T o TURPALNDIIEZ IR T DITIL, clear 2w REFITLET, ANC AU —(%, ISE [T Session:ANCpolicy
EWVITRRREMRAIL LB ITH S E T, MAC F/2iT IP TRLVAIZES T, FEIT :r—/PnLW‘/]\@%ﬁT%/a‘/
AT HIELTEET,

ISE 2.0 1, ISE 1.3 £721% Adaptive Network Control (ANC) IZd> 72, ANC (ZL AR A HEEES B 5720 1Z ISE
THZNEA P E 2 Endpoint Protection Y—EANHVFE A, ZOMEEIXT 74V THE N2> TOET,

ANCAction_query A7V M, FBEEHF D 802.1X U R2—HWLEHIZFHEITENDT-0 ., HiH 1L, ANC BIF A
TRORDIERH U E G0 ET,

o EICLo TRGESHLIZ 802.1X =V RAA b

o TURNWAL OB (clear)

o RNH— Zifz ANC AU —IZF S RRA L FDOYARD $AIE:

o BEEBIOTmEVa=r T @ME%IET H720DD, ANC HEE~DY T AIF7A4T

ANC EFA[7R1) S —

ANC FFRIARV Y —1F, ANC RV —FR IR OFE R E/R DR NT—2 T I aTT,

ATYT1 ANC #F ] 2R L £97,
ATvT2 [RV < — (Policy) ] > [#2alE (Authorization) | DJAIZEIR L, =ATED LTIV 7L THLWEAE
FHALET,
ROFRNZBINLET,
JiH)4 : ANC_Quarantine:
FLWGRIEDOVERL : Session: ANCpolicy:ANC_Quarantine
¥ 2U7 ¢ 7 /)L —7":Quarantine

thali Identity Services Engine Home » Operations » Guest Access » Administration » Work Centers @  License Waming A
Authentication = Authorization  Profiling  Posture  Client Provisioning  » Policy Elements
Authorization Policy L3

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

| First Matched Rule Applies

» Exceptions (1)

Standard

Status Rule Name Conditions (identity groups and other conditions) Permissions

ANC_Quarantine Session:ANCPolicy EQUALS ANC_Quarantine Quarantine Edit |+

AT9T3 [52 T (Done) | > [fR71F (Save) | DIEIZZV 7L ET,
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ANC 7R1) & —: 1R 5%
ANC RV —(F, FEITEND ANC pxGrid R T 7L ar 2 EFRLET,

ATYT1 [i# ] (Operations) | > [Adaptive Network Control] > [7"U>— UZk (Policy List) ] > [4 A] (Name) ] >
[ANC_Ouarantine] DJAIZEIRL £7,

“thul Identity Services Engine Home ~ Operations » Policy » Guest Access » Administration » Work Centers

RADIUS Livelog  TACACS Livelog  Reports  » Troubleshoot =~ ~ Adaptive Network Control

Policy List ~ Endpoint Assignment

N
List > New

Input fields marked with an asterisk (*) are required.

Mame ANC_Quarantine

Action* | [% QUARANTINE |

ATwF 2  [4E (Submit) | ZEIRL £,
WRINFTRSIET,
alali.  |dentity Services Engine Home ~ Operations » Policy » Guest Access » Ad
RADIUS Livelog  TACACS Livelog  Reports  » Troubleshoot = Adaptive Network Control

Palicy List  Endpoint Assignment

List
1 Selected

T Refresh 4 Add M Trash~ G Edit

() | Policy Name ANC Actions

[ ANC_Quarantine QUARANTINE

IURRAUPDRTRIEFR) S —BERADT=8 D pxGrid ANC #REZ ) T
ZOBITIE, ANC 7= 27V 7 e 3247 T, ANC Quarantine RV —ZHEL, = RABRAMT#EHLET,

ATVF1 ANCAction_query A7V 7 NI4T LU ET,

./ANCAction query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23
——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=pxGridClient

group=ANC

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks
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truststorePassword=ciscol23

21:27:57.849 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
21:28:00.252 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:
1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect):

@ ~J oy U W N

ATvF 2 10 Z38IRL R —4 &2 ATILET,

Enter number (or <enter> to disconnect): 10
Policy name (or <enter> to disconnect): ANC Quarantine
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@11758f2a][
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=[com.cisco.pxgrid.model.anc.ANCPolicy@74adlflf[
name=ANC_Quarantine
actions=[QUARANTINE]

ATY73 14 38R R —4 52 ASTLET,

Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
4. ClearEndpointPolicyByIP
5. GetEndpointByIP
6. Subscribe
7. CreatePolicy
8. UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 14
Policy name (or <enter> to disconnect): ANC Quarantine
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@66dlaf89[
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=[com.cisco.pxgrid.model.anc.ANCEndpoint@8646db9 [
policyName=ANC Quarantine
macAddress=00:0C:29:79:02:A8
ipAddress=<null>




REGTVERADFMA(F
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ATvFT 4 3EBRL, RV —HE2ANLET,

Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy
9. DeletePolicy
10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 3
Policy name (or <enter> to disconnect): ANC Quarantine
IP address (or <enter> to disconnect): 192.168.1.38
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@462d5aee[

ancStatus=SUCCESS

ancFailure=<null>

failureDescription=<null>

ancEndpoints=<null>

ancpolicies=<null>

@ ~J oy U bW N

ATwF5 [ (Operations) ] > [RADIUS Livelog] DIEIZEIR L £,

HTLICERELTIZE N

"l Identity Services Engine ~ Operations » Policy » Guest Access » Administration

» Work Centers

SEESILZ IP TRL A3 E ST

RADIUS Livelog = TACACS Livelog  Reporis ¥ Troubleshoot  » Adaptive Network Control

License Waming &

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops * Client Stopped Responding * Repeat Co
0 1] 45 1] 2

ﬁl Show Live Sessions. 5{}} Add or Remaove Columns = *5» Refresh o Reset Repeat Counts Refnesh| Every 1 minute v| Shuw| Latest 100 records v‘ withil
Status L0 i i = e (0 Al i g i

Time o Details | Repaat Court |Ident\ty Endpoint 1D Endpoint Profile | |Aumermcat|on Policy | ‘Authonzauon Policy Authorization Profiles | [

2015-08-03 02:40:22.644
2015-08-03 02:40:22.549
2015-08-03 02:40:22.530
2015-08-03 02:40:22.128

#CTSREQUEST#

00:0C:29:79:02:A8

EOEe
b-bo- b b

LABE\jeppich 00:0C:29:79:02:A8 Windows?7-Worksta... Default >> DotlX >> D..

0 LABS\jeppich  00:0C:29:79:02:A8  Windows7-Worksta... Default >> DotiX >> D.. Default >> ANC_Quarantine

Default >> ANC_Quarantine

Quarantine

Quarantine 1

Cisco Systems © 2015
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ATv7T 6 FRIE R T2 (clear 52179 5) I2iL, 4 28R, MAC 7RLAZ A JLET,

Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy
9. DeletePolicy
10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 2
MAC address (or <enter> to disconnect): 00:0C:29:79:02:A8
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@11758f2a][

ancStatus=SUCCESS

ancFailure=<null>

failureDescription=<null>

ancEndpoints=<null>

ancpolicies=<null>

@ ~J oy U bW N

ATYF 7 [/ (Operations) ] > [RADIUS Livelog] Zi&R L £7,
TR, BREDRRSNTOVET

‘hal: Identity Services Engine R CETVENE ) Policy b GuestAccess b Administration  + Work Centers { License Warning A

RADIUS Livelog | TACACS Livelog Reports  » Troubleshoot  » Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Network Devices RADIUS Drops & Client Stopped Responding '©' k Ray
[1] 1] 46 1)
[i] Show Live Sessions {34 Add or Remove Columns * & Refresh ) Reset Repeat Counts Refresh| Every 1 minute v Show| Latest 100 records < |
Status 2 i 4 i i BAEE E i S i foatd i : i
Time v Detals | Repeat Count |]dent|tv | |Endp0|nt ID | |Endpe\nt Profile ‘ |Auu1entt|un Policy | |Auu10nzat|on Policy ‘ |Authorszat|on Profiles ‘ |Network Device ‘
2015-08-03 03:23:53.087 o a 0 LABS\jeppich 00:0C:29:79:02:A8 Windows7-Worksta... Default >> DotlX >> D.. Default >> Compliant Compliant
2015-08-03 03:23:52.766 a #ACSACL#-IP-PEI Switch
2015-08-03 03:23:52.734 a LABS\jeppich 00:0C:29:79.02:A8 Windows7-Worksta... Default >> DotlX >> D.. Default >> Compliant Compliant Switch
2015-08-03 03:23:52.603 a 00:0C:29:79:02:A8 Switch
2015-08-03 03:23:24.526 a #CTSREQUEST# Switch
2015-08-03 03:23:24.432 a #ACSACL#-IP-Po: Switch
2015-08-03 03:23:24.412 a LABS\jeppich 00:0C:29:79:02:A8 Windows7-Worksta... Default >> DotlX >> D.. Default >> Posture Posture, SGT_Employee Switch
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ANC D{&1E
ANC DIEEOBIT 7> ait, 3T A7TANHEE T 7 av L4,

ATy 1 [i# F (Operations) ] > [Adaptive Network Control], [ANC_Remediate] DNIEIZERL TH5,
[REMEDIATE ({&18) ] 77 a3 iR L £,

‘thotls:  Identity Services Engine Home - Operations » Policy » Guest Access » Administration
RADIUS Livelog  TACACS Livelog  Reports » Troubleshoot =~ Adaptive Metwork Control

Policy List ~ Endpoint Assignment
N

List

T Refresh 4 Add @Trash~ (& Edit

(] Policy Name ANC Actions
[] ANC_Remediate REMEDIATE
() ANC_Quarantine QUARANTINE

ATvT 2 ANCQuery A7V NaFALTL, 6 (T AITA7) ZBRLET,

Johns-MacBook-Pro:bin jeppich$ ./ANCAction query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23
-t alpha root.jks -gq ciscol23
——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=pxGridClient

group=ANC

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root.jks

truststorePassword=ciscol23
11:42:49.269 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...

Connected
11:42:52.131 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect) :6
Press <enter> to disconnect:

@ ~J oy U W N
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ATY73 [ #E (Administration) ] > [pxGrid H—E A (pxGrid Services) ] DIAIZIERIN T 25L&, pxGrid 7747
ME. ANC Z Vv —F o8k LET,

“hatl-  Identity Services Engine Home » Operations » Policy » Guest Acoess ~ Administration » Work Centers

» System b Identity Management  » Network Resources » Device Portal Management = pxGrid Services » Feed Service  » pxGrid Identity Mapping

@Enable Auto-Regi
N e
o Enable (@) Disable @Appmve © Group W Decline eDe\ete - @Rﬂresh Total Pending Approval{0) + 1-11of 11 Shaw
[ ] Client Name Client Description Capabilities Status Client Group(s) Log
[0 » ise-admin-ise201 Capabilities{4 Pub, 2 Sub) Online Administrator View
O P ise-mnt-ise201 Capabilities{2 Pub, 1 Sub) Online Wdministrator View
(I 2 pxgridcremediate Capabilities(0 Pub, 2 Sub) Online ANC View
O« pxgridclient Capabilities(0 Pub, 2 Sub) Online ANC,EPS View
pability Detail -
1-20f2 Show |25 ~ perpage Page 1 .
Capability Name Capability Version Messaging Role Message Filter
O AdaptiveNetworkControl 1.0 Sub
O core 1.0 Sub

ATvFT 4 POV VERE IRODAIV T M FEITLET,

./ANCAction_query.sh -a 192.168.1.23 -u pxGridCRemediate -k alpha.jks -p ciscol23 -t alpha root.jks -q
ciscol23
——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=pxGridCRemediate
group=ANC
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
11:49:35.734 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:49:37.043 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
4. ClearEndpointPolicyByIP
5. GetEndpointByIP
6. Subscribe
7. CreatePolicy
8. UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 3
Policy name (or <enter> to disconnect): ANC Remediate
IP address (or <enter> to disconnect): 192.168.1.41
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@11758f2a]
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>
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Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect):

0 ~J oy U bW N

ATvT5 DY T AIFA47 27V FMIBHNF RS ET,

./ANCAction_query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23 -t alpha_ root.jks -q ciscol23
——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=pxGridClient

group=ANC

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
11:48:17.245 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...

Connected
11:48:18.563 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 6
Press <enter> to disconnect:

Apply Endpoint Policy Notification:
Policy=ANC Remediate IP Address=192.168.1.41

0 J oy Ul w N
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ANC O7RAE 3= 4
ANC O abeVa=2 7 ORRT 7 a i, BT AITANUER T 7 ar L E7,

ATy ANCAction 7= A7V T e FATL, 6 (T AITAT) iR L F97,

Johns-MacBook-Pro:bin jeppich$ ./ANCAction query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23
-t alpha root.jks -g ciscol23
——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=pxGridClient
group=ANC
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
11:42:49.269 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:42:52.131 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
4. ClearEndpointPolicyByIP
5. GetEndpointByIP
6. Subscribe
7. CreatePolicy
8. UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect) :6
Press <enter> to disconnect:
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12:03:43.784 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected

Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy
9. DeletePolicy
10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 4
IP address (or <enter> to disconnect): 192.168.1.41
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@11758f2a][

ancStatus=SUCCESS

ancFailure=<null>

failureDescription=<null>

ancEndpoints=<null>

ancpolicies=<null>
]

Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 3
Policy name (or <enter> to disconnect): ANC_Provisioning
IP address (or <enter> to disconnect): 192.168.1.41
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@74adlflf][

ancStatus=SUCCESS

ancFailure=<null>

failureDescription=<null>

ancEndpoints=<null>

ancpolicies=<null>
]

Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect):

@ ~J oy U bW
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ATv73 W7 2774 /\1% ANC Provisioning RV —i@ &2 FELET,

./ANCAction_query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23 -t alpha_ root.jks -q ciscol23
——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=pxGridClient

group=ANC

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
12:04:19.804 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...

Connected
12:04:21.292 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 6
Press <enter> to disconnect:

Apply Endpoint Policy Notification:
Policy=ANC Provisioning IP Address=192.168.1.41

0 J oy Ul wN

ANC RS —[ZHESTURRAU DY R F

ZOBITIE, #HEND ANC DRV —RHDHTURHRA L RDUAMIDOWTHBLET, 72&4 01X, = FARA R
DYAMIHKIL T ANC iRV —Z i H TEET,

ATYF1  ANC_Action 7= AVVT R FATL, 14 28R TRI—4, (ANC_Provisioning) 28R L £7,
ANC_Provisioning KU —3 HI 4172 MAC 7RV ADYANPNERSINET,

./ANCAction query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23
——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=pxGridClient

group=ANC

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
13:32:53.702 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:32:54.973 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
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Operation selection:

1. ApplyEndpointPolicyByMAC

2. ClearEndpointPolicyByMAC

3. ApplyEndpointPolicyByIP

4. ClearEndpointPolicyByIP

5. GetEndpointByIP

6. Subscribe
7. CreatePolicy
8. UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 14
Policy name (or <enter> to disconnect): ANC Provisioning
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@11758f2a][

ancStatus=SUCCESS

ancFailure=<null>

failureDescription=<null>

ancEndpoints=[com.cisco.pxgrid.model.anc.ANCEndpoint@74adlflf[
policyName=ANC Provisioning

macAddress=00:0C:29:79:02:A8

ipAddress=<null>
1]

ancpolicies=<null>
]

Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect):

0 J oy Ul wN
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REWTVEADFMH AR C|ISC|0

HAF2v7 FEYY

HAFIvr NI T 5E, ISE pxGrid /—RIZHEFES AU TS pxGrid 7747 RGN 7123 %%
TVosa BTRITGAT T I avE{THIZENTEET, X A4FTIv7 NI, IROLO TRERSIVET,

o I ByNT

M7 72VIEHE, BLOT 7 aHE I, [propose capabiility.sh | 2 L CERINET
o KW IZDNRTVyia
T VwxiX, [generic client -c publisher.properties | (2L > CEFRSNET, 22T, X7 Uy iy

DTN TAFAL T4 F a2l —al T7AVTHY, Ny 74 TV DIFAT ok E—R,
BLOZOMOIEHAZRE | FE Y7 FME LR L72b DT,

o IV IADYTRIFTAT
BT 27747314, Tgeneric_client -¢ subscriber.properties | [Z& > TERSNET, 22T, 7 R77
ANRDTARTAETL T4F 2l —Tay T7AVTHY, Ny IBRZDMDIER | T A7 T4 3D

IIAT U F=RBLOIZIRT I ar A0 yh, ZOMOIHALRE | My 7§ #aitilk Lizb o
T, AR ER 74y NI FREDT 78R M 7§ AT A7 T4 N THREEL £ 7,

T arE B ERN 7Y T AT TAT UIRW TR I 2 B FRAT LIV AT A
HAoLDT9,

ZOBITIE, NIV adsVe Ny 7 E12138EREIE Auction BEL A —7 a3 $—E AT, sdk-01-pub pxGrid
74T ML Auction " 7% /37U 2L, sdk-01-sub pxGrid 7747V MRZDRE Y I T AITA T 5 HE,
l'get inventory services | 33X Ut get current bids | (Z DWW T/ =Y AT TEXET, BID pxGrid 7747 b sdk-01-act
(T, 2O TAIIGAT T @IS —UIRELEEAN, 202747 ML, bid on items| (77 =%
FATTHZE)IET MR AIEETT,

A7 DY ITRI5A4T
pxGrid 77 A7 > b3 core | N\E 7N T AT TAT L TCNDHEX  MERED Ny 7@ DY ARl £97,
ATYT1 RONKEFATLET,

./core_subscribe.sh -a 10.0.0.37 -u core_user-01 -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23 -g
Session -d pxGrid Client

FIH CXABE - IZF RO Y 7 DY AN AL £,

——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=core user-01
group=Session
description=pxGrid
keystoreFilename=alpha.jks
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keystorePassword=ciscol23

truststoreFilename=alpha_ root.jks

truststorePassword=ciscol23
11:38:47.850 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:38:50.611 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
getList: status=CREATED capability=TrustSecMetaData, version=1.0
getList: status=CREATED capability=EndpointProfileMetaData, version=1.0
getList: status=CREATED capability=IdentityGroup, version=1.0
getList: status=CREATED capability=GridControllerAdminService, version=1.0
getList: status=CREATED capability=SessionDirectory, version=1.0
getList: status=CREATED capability=AdaptiveNetworkControl, version=1.0
getList: status=CREATED capability=EndpointProtectionService, version=1.0
getList: status=CREATED capability=Core, version=1.0
Capability name [, version] to query (or <enter> to quit)

ATYF 2 pxGrid 77AT VIR ATBEREE YT AT TAT LN DL a R L ET,
[ B (Administration) ] > [pxGrid —E A (pxGrid Services) | Z &R L £7,

':I.'.'él.;' Identity Services Engine Home } Operations + Policy » Guest Access ~ Administration » Work Centers ; License Waming 4

» System  » Identity Management  » Network Resources » Device Portal Management = pxGrid Services » Feed Service  » pxGrid Identity Mapping

©Enable Auto-Registration

Live Log

of Enable @ Disable (@ Approve @ Group Wl Dedline €3 Delete ~ & Refresh | Total Pending Approval(0) + 1-50f6  Show |25 »
] Client Name Client Description Capabilities Status Client Group(s) Log
O P ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities{2 Pub, 1 Sub) Online Administrator View
O » core_user-01 pxGrid Capabilities(0 Pub, 1 Sub) Online Session View

pability Detail 2

1-10ofl Show 25 = | perpage Page 1 |
Capability Name Capability Version Messaging Role Message Filter
O core 1.0 Sub

Propose_New #$§E

FLWRE w71 # % pxGrid /—RIZH L CERLET, F2id, #eEL . N—rar @il 7Ivh74—A 7=
V. BEXOT 7 a HAREEZ AT THZET, BEFORN v/ 2B ETEET, ZOR 271X, pxGrid D BLE AR
w7 EKRTAETIREIREEDO T FITR0ET,

ATy RONEEFITLET,

./propose_capability.sh -a 10.0.0.37 -u sdkO0l -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23 -g -d
pxGrid New Publisher

THMOAN Z RO LN G REEDITF R M EITR0ET,

——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=sdk01
group=Basic
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
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truststoreFilename=alpha_ root.jks
truststorePassword=ciscol23
12:02:07.373 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
12:02:08.779 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
New capability?(y/n): y
Enter capability name: Auction
Enter capability wversion: 1.0
Enter capability description: Auction Service
Enter vendor platform: ABC Auction Service
Enter query name (<enter> to continue): GetInventoryItems
Enter query name (<enter> to continue): GetCurrentBids
Enter query name (<enter> to continue):
Enter action name (<enter> to continue): BidOnItems
Enter action name (<enter> to continue):
Proposing new capability...
Press <enter> to disconnect...
Connection closed

ATvF2 [& £ (Administration) ] > [pxGrid #—E A (pxGrid Services) ] > [#§HEZ L1237~ (View by
Capabilities) ] DNEIZEIRL £,
[EREDIRAE | DT Auction | BEEEN R RSINET,

“duth Identity Services Engine Home ) Operations b Policy b GuestAccess [EEVul Il * Work Centers 1 License Waming 4

» System  » Identity Management  » Metwork Resources » Device Portal Management = pxGrid Services » Feed Service  » pxGrid Identity Mapping

@Enable Auto-Registration Disable Aute-Registration
View By Clients

Lvelog skl

o Enable @) Dissble @ Approve W Decline (@) Delete | 4 Refresh | Total Pending Approval(1) 1-00f8  Show |25 +| perpage Page |1 2

Capability Name Capability Description Vendor Platform Capability Vers... Status Publisher Count | Subscriber Co... = Supported Filter Type Created By
O P GridControllerAdminService 1.0 Enabled 0 1 N/A
O » Ada ptiveNetworkControl 1.0 Enabled 1 0 N/A
QO » Auction Auction Service ABC Auction Service 1.0 Pending create 0 0 N/A 5dk0 1 @xgrid.cisco.com
O » core 10 Enabled 0 4 N/A
(G 3 EndpointProfileMetaData 1.0 Enabled 1 0 N/A

ATvT3 ey 7 23R U C[7KGE (Approve) | IR L £ 7,
ATv7 4 pxGrid EHE NI Y7 2 KGR L ET,

“duth Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers. License Waming &

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service  » pxGrid Identity Mapping

@Enable Auto-Registration Disable Auto-Registration k
View By Clients

Capabilities Live Log sdk01

o Enable ODis.ama‘Dechne ) Delete | G Refresh | Total Pending Approval(1) lscloctedftem 1-90f@  Show |25 +| perpage  Fage |1 =

Capability Name ‘Capability Description Vendor Platform Capability Vers... = Status Publisher Count | Subscriber Co...  Supported Filter Type Created By
O P GridControllerAdminService 1.0 Enabled 0 1 N/A
(J_»  AdaptiveNetworkControl 1.0 Enabled 1 0 N/A
’ Auction Auction Service ABC Auction Service 10 Pending create 0 ] N/A sdk01@xgrid.cisco.com
O » core 1.0 Enabled 0 4 N/A
o EndpointProfileMetaData 1.0 Enabled 1 0 N/A
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RATYF5 [ Auction | e 7 NIE S I ERRS U ET,

‘thuls Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers ' License Waming &

» System  » Identity Management  » Network Resources » Device Porial Management = pxGrid Services » Feed Service  » pxGrid Identity Mapping

©@Enable Auto-Registration Disable Auto-Registration
View By Clients

ofEnable (@) Disable (GApprove Wl Decline (Y Delete | & Refresh | Total Pending Approval(0) 1-90f9  Show |25 <] perpage Page |1 =

Capability Name Capability Description Vendor Platform Capability Vers... | Status Publisher Count | Subscriber Co...  Supported Filter Type Created By
O » GridControllerAdminService 1.0 Enabled ] 1 N/A
O AdaptiveNetworkControl 1.0 Enabled : 0 N/A
O » Auction Auction Service ABC Auction Service 1.0 Enabled o 0 N/A sdk01@xgrid.cisco.com
O » core 1.0 Enabled 0 4 N/A
O EndpointProfileMetaData 1.0 Enabled 1 0 N/A

RATv76 PUFCHFAFRREIN TWD I, pxGrid 77417 > b3 core_subscribed | (2725 CTWDEE, HiLw
MY ZIBHIPERSIVET,

/core_subscribe.sh -a 10.0.0.37 -u core_user-01 -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23 -g
Session -d pxGrid Client
------- properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=core_user-01

group=Session

description=pxGrid

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root.jks

truststorePassword=ciscol23
11:48:41.155 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
11:48:42.946 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
getList: status=CREATED capability=TrustSecMetaData, version=1.0
getList: status=CREATED capability=EndpointProfileMetaData, version=1.0
getList: status=CREATED capability=IdentityGroup, version=1.0
getList: status=CREATED capability=GridControllerAdminService, version=1.0
getList: status=CREATED capability=SessionDirectory, version=1.0
getList: status=CREATED capability=AdaptiveNetworkControl, version=1.0
getList: status=CREATED capability=EndpointProtectionService, version=1.0
getList: status=CREATED capability=Core, version=1.0
Capability name [, version] to query (or <enter> to quit) : notification: status=CREATED capability=Auction,
version=1.0

ATVTT [ZA47 vZ (Live Log) | #i®IRL T, Auction N> 7Dty v T v 7 DL a—REHRLET,

Identity Services Engine Home » Operations » Policy » Guest Access  Administration » Work Centers

» System } Identity Management  » Network Resources » Device Portal Management | pxGrid Services » Feed Service » pxGrid Identity Mapping

Clients I ]
@Oear Logs @-Resvm: @, Refresh
Client Name Capability Name Event Type Timestamp Other Attributes
sdk01@xgrid.cisco.com Client offline 5:21:26 PM UTC, Jul 24 2015
sdki01@xgrid.cisco.com Core-1.0 Client unsubscribed 5:21:26 PM UTC, Jul 24 2015
sdk01@xgrid.cisco.com Auction-1.0 Topic create completed 5:21:25 PM UTC, Jul 24 2015
sdkiD1@xgrid.cisco.com Auction-1.0 Group created 5:21:25 PM UTC, Jul 24 2015 group Auction_Action
sdk01@xgrid.cisco.com Auction-1.0 Group created 5:21:25 PM UTC, Jul 24 2015 group Auction_Subscribe
sdki01@xgrid.cisco.com Auction-1.0 Group created 5:21:25 PM UTC, Jul 24 2015 group Auction_Publish
sdk01@xgrid.cisco.com Auction-1.0 Topic create pending 5:01:59 PM UTC, Jul 24 2015
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ATv78 [ BE (Administration) ] > [pxGrid —E"Z (pxGrid Services) ] > [sdk01] > [~ /v —7 (Group) ] >
[N—=v7 Byiary, T7iar0/N7 )y = (Basic, Session, Action Publish) ] > [£&7F (Save) ] D
JIEIZIRIRL F£77,

GE) BEEL. FEYI%EBasicl T IL—ThoiD T IL—T BN B TELENHYET , [BasiclV IL—T (&, pxGrid DEHFDAHDT IL—TTT,

Client Group

Name sdk01

Groups Basic Session Auction_Publish

NG

EPS
uction_Subscribe
uction_Action

ATY79 [sdk01] DEED [For (View) ] 227U 7 LT,
IXT Vo aEZHT- Auction FE Y ZINEIRSNVET,

ey Identity Services Engine Home » Operations Y » Guest Access » Work Centers License Waming &

» System  » Identity Management  » Network Resources b Device Portal Management | pxGrid Services ~ » Feed Service  » pxGrid Identity Mapping

@Enable Auto-Registration
LvaLog
o/ Enable @ Disable (@Approve @ Group W Dedline eDelele v & Refresh  Total Pending Approval(0) » 1-50f5 Show 25 =
O | client Name | Client Description | Capabilties | status Client Group(s) | Log
[0 » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities(2 Pub, 1 Sub) Online Administrator View
O» core_user-01 pxGrid Capabilities(0 Pub, 1 Sub) Online Session View
O » mac Capabilities(0 Pub, 0 Sub) Offline ANC,Session View
O » sdkot Capabilities(0 Pub, 0 Sub) Offline Basic,Session,Auction_Publish View

RATYT0 AN TV a T H8T Vo v ERET HMLENHVET, publisher.conf 77 A /LA ke
LET,
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® 00 (] conf — vim — 80x24

GEMERIC_TOPIC_NAME="0One"

IENERIC_CLIENT_HUDE=“publisher“

GENERIC_QUERY_MAME_SET=""

GEMERIC_ACTION_MAME_SET=""
GEMERIC_PUBLISH_DATA_SET="pub-notif-801,pub-notif-282, pub-notif-@@3"
GENERIC_REQUEST_DATA_SET=""
GENERIC_RESPONSE_DATA_SET="resp-881,resp-0082, resp-083, resp-004"
GEMERIC_SLEEP_INTERVAL="588@"

GEMNERIC_ITERATIONS="28"

.

R

“"generic_publisher.properties" OL, 324C

FTHL. T oA T —H BT o 2SN ET,

IENERIC_TUPIC_NAHE=”ﬁuction”

GENERIC_CLIENT_MODE="publisher"

GENERIC_QUERY_MAME_SET=""

GENERIC_ACTION_MAME_SET=""
GENERIC_PUBLISH_DATA_SET="pub-notif-@81,pub-notif-002, pub-notif-8a3"
GEMERIC_REQUEST_DATA_SET=""
GENERIC_RESPONSE_DATA_SET="resp-801, resp-0882, resp-B83, resp-pa4"
GENERIC_SLEEP_INTERVAL="2@@8"

GENERIC_ITERATIOMWS="2@"

~

L I S

L I S

~
A

A

"generic_publisher.properties" 9L, 3209C

RTYT 12 ATVyrr T ORI TAT N APV T M EATLET,

GENERIC_TOPIC NAME="AUCTION” & GENERIC CLIENT MODE= “PUBLISHER” |22 &

./generic_client.sh -a 10.0.0.37 -u sdk0l -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23 -c
generic_publisher.properties

fE 2R

Initialized : GenericClient:

topicName=Auction

clientMode=PUBLISHER

sleepInterval=2000

iterations=20

queryNameSet=[]

actionNameSet=[]

publishDataSet=[pub-notif-001, pub-notif-002, pub-notif-003]
requestDataSet=[]

responseDataSet=[resp-001, resp-002, resp-003, resp-004]
properties -------

version=1.0.2-30-SNAPSHOT

Cisco Systems © 2015
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hostnames=10.0.0.37
username=sdk01

group=Auction_ Publish
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha_ root. jks
truststorePassword=ciscol23

14:12:59.548 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting. ..
Connected

14:13:00.921 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected

Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847981189]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847983193]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847985194]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847987195]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847989196]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847991197]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
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capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847993199]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847995200] pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847997201]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847999202]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848001203]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848003207]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848005209] pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
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value=NOTIFICATION[1437848007210]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848009211]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848011213]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848013214]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848015216]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848017217]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848019218]pub-notif-002
Press <enter> to disconnect...
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RATYF 13 pxGrid 7747 b sdk01 73 Auction "7 %37 Vw2 L E 9,

il Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management | pxGrid Services = » Feed Service  » pxGrid Identity Mapping

@Enable Auto-Registr

Live Log k

¢ Enable @ Disable @Approve @ Group ‘ Dedline eﬂelete - @Refresh Total Pending Approval(0) + 1-6of6 Show (2!

| Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise238 ‘Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities{2 Pub, 1 Sub) Online Administrator View
O » sdko1 Capabilities{1 Pub, 1 Sub) Online Basic, Session, Auction_Publish View
i 1-20F2  Show |25 +|perpage Page |1 ¥
Capability Name Capability Version Messaging Role Message Filter
O Auction 10 Pub
Q core 1.0 Sub

ATYFT 14 T AITANDPRT Yy aZ37- Auction FE Y ZIZKLC, E D7 =V [ Getlnventoryltems | |
[GetCurrentBids | T7/ TV &ATH LOITHERL T 2B HV E S

IENERIC_TUPIC_NAME=“ﬂuctiun”

GENERIC_CLIEMNT_MODE="subscriber"
GEMERIC_QUERY_MWAME_SET="GetInwventoryItems,GetCurrentBids,BidOnItems"
GEMERIC_ACTION_MWAME_SET=""

GEMERIC_PUBLISH_DATA_SET=""
GENERIC_REQUEST_DATA_SET="req-981, req-282, req—283"
GEMERIC_RESPOMSE_DATA_SET=""

GEMERIC_SLEEP_INTERVAL="588"

GEMERIC_ITERATIOMNS="2Q"

S

~

AT TN Y TRITANAOPRITAT s ATV T e FATLES, BT AZTANE 72 by IO
Getlnventoryltems, GetCurrentBid (Zx%LC7 272 AN HY . BidOnltems (21T 72N EIZiERE L TL
72&0, BidOnltems 1%, Query FE Y7L TERSILTWER A,

./generic_client.sh -a 10.0.0.37 -u sdkOl-sub -k alpha.jks -p ciscol23 -t alpha_ root.jks -q ciscol23 -c

fiE R

Initialized : GenericClient:
topicName=Auction
clientMode=SUBSCRIBER
sleepInterval=500
jterations=20
queryNameSet=[GetInventoryItems, GetCurrentBids, BidOnItems]
actionNameSet=[]
publishDataSet=[]
requestDataSet=[req-001, req-002, req-003]
responseDataSet=][]

------- properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=sdk01-sub
group=Auction_Subscribe
description=null
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keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha_ root. jks
truststorePassword=ciscol23
15:51:33.423 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
15:51:36.123 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Sending request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryIltems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853896264]req-001
Received response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN_ TEXT
value=RESPONSE[1437853896285] resp-003 - for request[QUERY[1437853896264]req-001]
Sending request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853896885] req-002
Received response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853896945] resp-004 - for request[QUERY[1437853896885]req-002]
Sending request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=BidOnItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853897457] req-003
Received response: GenericMessage:
messageType=RESPONSE
capabilityName=null
operationName=null
body:
error=not authorized
Sending request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853898077]req-001
Received response: GenericMessage:
messageType=RESPONSE
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capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853898428] resp-001 - for request[QUERY[1437853898077]req-001]

ATvF16  [E#E (Administration) ] > [pxGrid $—E & (pxGrid Services) ] DIEIZEIR L F9,
pxGrid 7747 >k sdk01-sub [%. Auction N7 ZH T AT T L TNETS

allis Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System  » |dentity Management  » Network Resources » Device Portal Management = pxGrid Services } Feed Service  » pxGrid Identity Mapping

" Clients Live Log

4 Enable @Diwbie @Approve & Group * Dedline QDelete - %Refresh Totzl Pending Approval{0) =

1 Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise238 Capabilities{4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities(2 Pub, 1 Sub) Online Administrator View
O w sdko1-sub Capabilities{0 Pub, 2 Sub) Online Auction_Subscribe View

Capability Detail

1-2of2 Show |25 « | per page
Capability Name Capability Veersion Messaging Role Message Filter
O Auction 1.0 Sub
O core 1.0 Sub

C-3

ATv7T1 Publisher (sdk01) IZ Auction he™> 7% X7 2 UET,

./generic_client.sh -a 10.0.0.37 -u sdk0l -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23 -c
generic_publisher.properties
Initialized : GenericClient:
topicName=Auction
clientMode=PUBLISHER
sleepInterval=2000
iterations=20
queryNameSet=[]
actionNameSet=[]
publishDataSet=[pub-notif-001, pub-notif-002, pub-notif-003]
requestDataSet=[]
responseDataSet=[resp-001, resp-002, resp-003, resp-004]

------- properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=sdk01
group=Auction_ Publish
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha_ root.jks
truststorePassword=ciscol23
15:47:52.196 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
15:47:53.548 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
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Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853673689]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853675695]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN_ TEXT
value=NOTIFICATION[1437853677696]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853679697]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853681699]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853683700]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853685701]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
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content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853687703]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853689704]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853691705]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853693706]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853695710]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853697711]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853699712]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853701713]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
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capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853703714]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853705715]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853707717]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853709717]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853711718]pub-notif-002
Press <enter> to disconnect...Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853868986] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853869075] resp-001 - for request[QUERY[1437853868986]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
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value=QUERY[1437853869589] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853869616] resp-002 - for request[QUERY[1437853869589]req-002]
15:51:10.148 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdk0Ol-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853870656] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853870693] resp-003 - for request[QUERY[1437853870656]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853871201] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853871231] resp-004 - for request[QUERY[1437853871201]req-002]
15:51:11.776 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdk0Ol-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryIltems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853872281]req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryIltems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853872418] resp-001 - for request[QUERY[1437853872281]req-001]
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Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853872924]req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853872950] resp-002 - for request[QUERY[1437853872924]req-002]
15:51:13.485 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdk0Ol-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853873991]req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryIltems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853874019] resp-003 - for request[QUERY[1437853873991]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853874538] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853874566] resp-004 - for request[QUERY[1437853874538]req-002]
15:51:15.106 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdk0Ol-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853875612] req-001
Returning response: GenericMessage:
messageType=RESPONSE
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capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853875639] resp-001 - for request[QUERY[1437853875612]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT

value=RESPONSE[1437853876175]resp—002 - for request[QUERY[1437853876145]req-002]
15:51:16.719 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -

Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:

messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853877240] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853877270] resp-003 - for request[QUERY[1437853877240]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853877776] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT

value=RESPONSE[1437853877800]resp—004 - for request[QUERY[1437853877776]req-002]
15:51:18.383 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -

Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:

messageType=REQUEST

capabilityName=Auction

operationName=GetInventoryItems

body:

content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853878895] req-001

Cisco Systems © 2015
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Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:

content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853878925] resp-001 - for request[QUERY[1437853878895]req-001]

Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:

content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853879433]req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN_ TEXT
value=RESPONSE[1437853879459] resp-002 - for request[QUERY[1437853879433]req-002]

Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:

content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853896264] req-001

Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:

content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853896285] resp-003 - for request[QUERY[1437853896264]req-001]

Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:

content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853896885] req-002

Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:

content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853896945] resp-004 - for request[QUERY[1437853896885]req-002]

15:51:37.506 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -

Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems

Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
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body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853898077]req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853898428] resp-001 - for request[QUERY[1437853898077]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853898938] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853898977]resp-002 - for request[QUERY[1437853898938]req-002]
15:51:39.509 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdk0Ol-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853900015]req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853900041] resp-003 - for request[QUERY[1437853900015]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853900547] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT




wl el ]l
REWTVEADFMH AR CIISCIO

value=RESPONSE[1437853900571] resp-004 - for request[QUERY[1437853900547]req-002]
15:51:41.109 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdk0l-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853901614]req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853901641] resp-001 - for request[QUERY[1437853901614]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853902147] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853902172] resp-002 - for request[QUERY[1437853902147]req-002]
15:51:42.706 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853903210] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853903237]resp-003 - for request[QUERY[1437853903210]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853903743] req-002
Returning response: GenericMessage:
messageType=RESPONSE
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capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853903771] resp-004 - for request[QUERY[1437853903743]req-002]
15:51:44.412 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -

Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:

messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853904944]resp-001 - for request[QUERY[1437853904916]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853905450] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853905479] resp-002 - for request[QUERY[1437853905450]req-002]
15:51:46.024 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853906529] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853906557] resp-003 - for request[QUERY[1437853906529]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853907066] req-002
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Returning response: GenericMessage:

messageType=RESPONSE

capabilityName=Auction

operationName=GetCurrentBids

body:

content:

contentTags=[RESP-TAG-101]
contentType=PLAIN_TEXT
value=RESPONSE[1437853907099] resp-004 - for request[QUERY[1437853907066]req-002]

ATvF2 [%& 2 (Administration) | > [pxGrid —E"Z (pxGrid Services) | DNAIZEIRL £,
sdk01 pxGrid 7747 > ME, X7V v ELTOREERSNTOET

'L'.'.'.':'J' Identity Services Engine Home » Operations » Policy » Guest Access - Administration » Work Centers

e

» System  » |dentity Management  » Network Resources  » Device Portal Management | pxGrid Services = » Feed Sel » pxGrid Identity Mapping

Live Log

« Enable @ Disable @Appmve @ Group ‘ Dedine euehﬂe - v@Rﬁfﬂzsh Total Pending Approval(0)

[ Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise238 Capabilities{4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities{2 Pub, 1 Sub) Online Administrator View
O » sdkpi-sub Capabilities{0 Pub, 2 Sub) Online Auction_Subscribe View
O » ise-sxp-ise238 Capabilities{1 Pub, 1 Sub) Online Administrator View
O » sdko1 Capabilities{1 Pub, 1 Sub) Online Basic,Session,Auction_Publish View

Capability Detail

1-20f2 Show |25 | per page
Capability Name Capability Veersion Messaging Role Message Filter
O Auction 1.0 Pub
O core 1.0 Sub
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SXP M /\Twa

ISE 2.0 I% SXP #4f5¢U A —&42HE L £9, pxGrid 1%, ISE 73, IP 7KL A, SGT #7', #1570, BLOET v—4r
R D SXP #5517V vy 2 A ORESREZA TR £,

ZOE AT T HITIE, ISE DY 70 ZZ7U 7k sxp_download & sxp_subscribe 27V 7 " i C&E9,

ZDOHITIL, Cisco Catalyst 3750x 331 TF ASA 5505 3 WIHI T AMIEHINEL T2, ZHDT /SAAD TrustSec D
RIS BE RO aAlHVET, Gt 1L, Y A2D TrustSec V= — 2 aATEEL TOALERHY ET,

SXP NAVREHEEAEK T DHINT, SXP BE 2T /SAAT CTS YN RIN TNDZ LA fBLET, 7F Al
RY—C, #CTSREQUESTH# 2SI Z R/ REN TWD I E AR L TLTEEWY,

‘hathe  Identity Services Engine ~Operations »Policy  » GuestAccess b Administration » Work Centers @  Ucense Waming 4

RADIUS Livelog = TACACS Livelog  Reports  » Troubleshoot  » Adaptive Network Control

Misconfigured Supplicants i Misconfigured Network Devices i RADIUS Drops i Client Stopped Responding i Repeat Counter i
1 0 683 0 L]

[i] Show Live Sessions 40+ Add or Remove Columns * 4 Refresh (&) Reset Repeat Counts Refresh| Every 1 minute ~| Show| Latest 100 records | within| Last 24 hot
e e e ‘Identity d | Endpoint ID_* | lEndpemt profile * | |.|II 1 Policy * | ‘Aumor\zaﬁon Policy * ‘ ‘Aumor\zaﬁon Profiles * | |Netwcrk D
2015-08-01 06:14:09.217 Qa #CTSREQUEST# ciscoasa
2015-08-01 06:14:09.210 Qa #CTSREQUEST # NetworkDeviceAuthorization >> Ndac Policy 2 ciscoasa
2015-08-01 06:14:06.212 Qa #CTSREQUEST# ciscoasa
2015-08-01 06:14:06.205 Qa #CTSREQUEST # NetworkDeviceAuthorization >> Ndac Policy 2 ciscoasa
2015-08-01 06:09:34.111 Qa #CTSREQUEST# ciscoasa
2015-08-01 06:09:34.105 Qa #CTSREQUEST # NetworkDeviceAuthorization >> Ndac Policy 2 ciscoasa
2015-08-01 05:44:34.962 [} Qa CTS-Test-Server Default >> Default >> ... Switch
2015-08-01 04:44:47.059 Qa #CTSREQUEST# Switch
2015-08-01 04:44:47.042 Qa LAB6\jeppich 00:0C:29:79:02:A8 Microsoft-Workstatior Default >> Dot1X >> D.. Default >> SGT_Employee SGT_Employee, PermitAccess Switch
2015-08-01 04:38:38.857 Qa host/jeppich-PC.Ilz 00:0C:29:79:02:A8 VMWare-Device Default >> Dot1X >> D.. Default >> Basic_Authenticated_Access PermitAccess Switch
2015-08-01 04:38:37.939 (-] a 00:0C:29:79:02:A 00:0C:29:79:02:A8 Default >> MAB >> Def.. Default >> Default DenyAccess Switch
2015-08-01 04:24:01.813 a #CTSREQUEST # ciscoasa

TrustSec DHEFEIZHE> TFRIEZ M D TTZEU,

[& 21 (Administration) ] > [J£Bf (Deployment) ] DNEIZERL T/ —FZIERL , SXP —E X R— G2 THZ
EHTEET,
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TrustSec AAA /8 R

ATvT 1 [7—2 24— (Work Centers) ] > [TrustSec] > [ — >k (Components) ] > [AAA H—X
(AAA Servers) ] DIEIZEIRL T,

TrustSec AAA P —/3Z ISE [T 12T TITHE LS IV TV ET

‘thushie  Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~Waork Centers

~ TrustSec » Device Administration

» Overview  Authentication Policy  Authorization Policy  ~ Components » Policy » SXP  Reports b Setlings

I
(<]

Security Groups AAA Servers
Security Group ACLs

# Edit Add ¥ Delete Push
Network Devices E: T ©

] Name Description 1P Address
Trustsec AAA Servers

O ise201 192.168.1.23

TrustSec MITRYET—9 TINA ZADIERL

TrustSec DENMERIZ R Y NT—27 TRA 2% EF L E T, Cisco Catalyst 3750x A1 F I LN ASA 5505 DEFRSIL
TWET,

Cisco Catalyst 3750-x

ATy 1 [V—7 &% — (Work Centers) | > [TrustSec] > [Z> 7" —F >k (Components) ] > [ R hT—7 T/
A A (Network Devices) | DIEIZERL £,

“hulie Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~Work Centers

wTrustSec = » Device Administration

» Overview  Authentication Policy  Authorization Policy = Components  » Policy » SXP  Reports  » Settings

AR
(<]

Security Groups Network Devices
Security Group ACLs
Network Devices J Edit opAdd [fyDuplicate | @almport @ Export v | @ Generate PAC | 3¢ Delete v
Trustsec AAA Servers Name «  IP/Mask Profile NaTe Location Type

[ switch 192.168.1.2/32 ik Cisco & All Locations All Device Types

[ ciscoasa 192.168.1.1/32 i Cisco & All Locations All Device Types
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ATvT 2 [V—2 ‘&4 — (Work Centers) | > [TrustSec] > [ 78— %>k (Components) | > [ R FT—727 T3
A A (Network Devices) ] DIEIZEIRLET,

& ] [TrustSec ID (27 /34 A ID %fifi | (Use Device ID for TrustSec Identification) ] Z 3R L £,

ATv7S4 [CLI(SSH) & fi L TF /A A THE R ZE B 21515 (Send configuration changes to device using CLI
(SSH)) ] ZiEIRL £~

(GX) SSH ¥ —ZHM>TLBLEAHYET , SSH F—%HS%LMEE [, known-hosts T7MILD TFTDTNAAD IP TRLRZHIBRTEET,
IP 7RLRIZHL T SSH $##iZ175&, SSH F—ARFTENFET,

‘thali Tdentity Services Engine Home » Operations » Policy » Guest Access » Administration ~Work Cenlers

~TrustSec  » Device Administration
» Overview  Authentication Policy — Authorization Policy -+ Components » Policy » SXP  Reports » Settings
——

° ] » SNMP Settings

Security Groups
~ Advanced TrustSec Settings
Security Group ACLs
Network Devices
 Device Authentication Settings
Trustsec AAA Servers

Use Device ID for TrustSec
Identification

Device Id | Switch

il (show |

+ TrustSec Notifications and Updates

* Download environment data every [ | [pays -]

* Download peer authorization policy every ‘ 3 | @ * ‘
* Reauthentication every [1 | [pays -]

* Download SGACL lists every [ | [Days v

Other TrustSec devices to trust this device

Send configuration changes to device Using () CoA (®) CLI(SSH)

Ssh Key | c9:9e:73:5d: 1F-e7:7c:f4:31:4a:88:d7:9d: 14:c |

ATYT5 [7 734 A4 % D B (Device Configuration Deployment) ] D F D [E¥2UT7 ¢ 7 /—7 T DHE
FOREBARFICZ DT S A 2% 7% (Include this devices when deploying Security Group Tag
Updates) ] Z# AL ET,

RATv76 [T AR AL B —T AR JLT /L (Device Interface Credential) | IZfF#AE AL ET,

w Device Configuration Deployment

Include this device when deploying Security
Group Tag Mapping Updates

Device Interface Credentials
* EXEC Mode Username | jeppich
* EXECMode Password [ esseasass | [show |
Enable Mode Password [ essessees | (‘show |

* Out Of Band (OOB) TrustSec PAC

Issue Date 01 Aug 2015 03:11:18 GMT
Expiration Date 30 Jul 2016 03:11:18 GMT
Issued By admin

[ Generate PAC |

ATYFTT VBHZISEU T PAC 4L E T,
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ASA 5505

ATvFS1 [V—7 &> % — (Work Centers) | > [TrustSec] > [Z> 7" — >k (Components) ] > [ R hT—7 T/
A A (Network Devices) ] DIEIZIRIRL ET,

ATvT 2 [TrustSec ID (27 /34 A ID %fifi | (Use Device ID for TrustSec Identification) ] Z 3R L £,

ATvF3 [CLI(SSH) & fi FHL TF /A A THE R ZE B 21515 (Send configuration changes to device using CLI
(SSH)) ] ZiEIRL £~

bt Identity Services Engine Home b Operaions b Policy b GuestAccess b Administration [N L]

~TrustSec | » Device Administration

» Qverview Policy tion Policy » Policy »SXP  Reports P Seftings

9 O |, supsettings

Security Groups
~ Advanced TrustSec Settings
Security Group ACLs
Network Devices
v Device Authentication Settings
Trustsec AAA Servers

Use Device ID for TrustSec
Identification

Device Id | gscoasa

* s e
v TrustSec Notifications and Updates

* Download environmentdataevery [1 |

* Download peer authorization policyevery [1 |
* Reauthentication every |:|

* Download SGACL lists every |:|

Other TrustSec devices to trust this device

Send configuration changes to device using O CoA (@ CLI(SSH)

cANGARE]
ba| faf o

g

s

ke

S Key [ 97:4a:01:51:00:41:47:bc:08:81:61:d0:07:db:¢

ATy 4 [7 73 A AR D B (Device Configuration Deployment) | O F O [‘2¥=2U7 4 7 —7 27 DHE
ORI DT /S A 2% 5 2% (Include this devices when deploying Security Group Tag
Updates) ] A NILET,

ATYT5 [TRAA A B —T AR VLT %)V (Device Interface Credential) ] IZ1E#E AT LET,

+ Device Configuration Deployment

Include this device when deploying Security
Group Tag Mapping Updates

Device Interface Credentials

* EXEC Mode Username | jeppich

* EXEC Mode Password

T | | Show |

Enable Mode Password | ssssssses ‘ [ show |

w Out Of Band (OOB) TrustSec PAC

Issue Date 01 Aug 2015 04:16:39 GMT
Expiration Date 30 Jul 2016 04:16:39 GMT
Issued By admin

| Generate PAC |
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TrustSec 5% E D&KL

ZORF 2 ANTIE, 774V ERESITWET,
ATvFT1 [V—2 &> 45— (Work Centers) | > [TrustSec] > [3% i€ (Settings) | DNAIZEIRL £7,

st Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~Work Centers
«TrustSec | » Device Administration

» Overview  Authentication Policy ~ Authorization Policy  » Compenents  » Policy » SXP Reports Setlings
e

<]
General TrustSec Settings General TrustSec Settings
TrustSec Matrix Settings
: Protected Access Credential (PAC)
SXP Settings

*Tunnel PAC Time To Live | 90 | [pays -

*Proactive PAC update when % PAC TTL is Left

Security Group Tag Numbering

(®) System Will Assign SGT Numbers
[] Except Numbers In Range -  From | 1,000 To| 1,100

(O User Must Enter SGT Numbers Manually

Xa)T1 TIL—TDIERL
3750x LU ASAS5505 SGT Z7 MERS SV ELT=,

ATvFS1 [V—2 25— (Work Centers) | > [ 4" — >k (Components) | > [£F=U7 1 7 /L—7 (Security
Groups) | > [£F¥=2U7« 7 /L—7% 1B/ (Add security groups) ] DNEIZEIRL £,

alli. [dentity Services Engine Home » Operations » Policy » Guest Access » Administration ~Work Centers

= TrustSec ¥ Device Administration

» Overview  Authentication Policy  Authorization Policy = Components  » Policy » SXP  Reports  » Seftings

- ]
o

Security Groups Security Groups

For Policy Export go to Administration = System > Backup & Restore > Policy Export Page
Security Group ACLs
Network Devices J Edit cpAdd | @uimport @ Export v | € Delete v  (E)Push
Trustsec AAA Servers Name 4 SGT (Dec [ Hex) Description

[J a7s50% 16/0010

[0 asass0s 17/0011
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RYRT—D TFINLRADEFRIAR) S —DERTE
ASA5505 BL3750x EFX=2UT 4 T —DO7=012 2 DOFBINMEKRSFELT-

ATy 1 [V—2 24— (Work Centers) ] > [TrustSec] > [R U — (Policy) ] > [F*’T —7 T A AZAD A%
181 (Add network device rules) ] DJEIZER L FT,

“alui Identity Services Engine Home » Operations » Policy » Guest Access + Administration ~Work Centers

*TrustSec  » Device Administration

» Overview  Authentication Policy  Authorization Policy » Components  w Policy » SXP  Reporis » Settings
Em—

o
» Egress Policy Network Device Authorization
Network Device Authorization Define the Network Device Authorization Policy by assigning SGTs to network devices. Drag and drop rules to change the order. )
Rule Name: Conditions Security Group
tiSoouty Soup Mapelkgs Ndac Policy 2 I TrustSec:SGADevicelD equals to ciscoasa then  ASASS0S
Ndac Policy 1 It TrustSec:SGADevicelD equals to Switch then 3750x
Default Rule i no rules defined or no match then Unknown

SGACL DSESE

ATy 1 [7—2 & 4—(Work Centers) ] > [TrustSec] > [ — >k (Components) ] > [£F=VT7 1 7
JL—=7" ACL (Security Group ACLs)] DJEIZEIR L T, permit_all ZBMLE T,

‘bl Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~ Work Centers

- TrustSec = » Device Administration

v Overview  Authentication Policy  Authorization Policy  ~ Compeonents + Policy » SXP  Reports + Settings
I

(<]

Security Groups Security Groups ACLs
Security Group ACLs

# Edit Add Duplicate Y Delete v Push
Network Devices = + % ©

MName | Description 1P Version

Trustsec AAA Servers

O permit_all 1Pv4

SAGL DM )Y IAADEIYHT

SAGL ZA—27 VARV — < )7 AZENY CTT, MDA T ITENTZR Y NI —T TIORAANDT 7 A% T ]
LE9, Cisco 3750x & ASA 5505 DT, —FETOT X TOFF A IMERSNFELIZ,

ATvT1 [V—7 &L #— (Work Centers) | > [TrustSec] > [[RV I — (Policy) | > [f —Z LA RU— < K)wo
A (Egress Policy Matrix) ] > [1E/1 (Add) | DNEIZERIRL £7,
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“thalie Tdentity Services Engine Home » Operations » Policy » Guest Access » Administration ~Work Centers

= TrustSec  » Device Administration

» Overview  Authentication Policy — Authorization Policy  » Components  ~Policy » SXP Reports  » Setlings
HE————ds

[<]
~ Egress Policy
Matrix Egress Policy (Matrix View)
Source Tree J Edit obAdd | Y€ Clear Mapping = | () Push | (O Monitor All - Off | (@almport  @aExport [ View v Show [ Al
Destination Tree
Network Device Authorization - H 5
Destination » = n = § ~ g g2 w
» Security Group Mappings g H = D= < 2 @ 8
ﬁ =] i =] = =] L S
P2 2 = F = B S 2
Source « @ @ @ @ @
@ 3750
16/0010

IP )5 Eh%E SGT TvE S M5 TrustSec IS D T/ A RIZEFRF B LSIC
SXP 1R 9 5
3750x BLNASAS505 F8A AT, FNHD IP TRV A (@— /L) ICHSWTERSNET,

ATvFS1 [V—2 24— (Work Centers) | > [TrustSec] > [V — (Policy) ] > [SXP 7 /31 A (SXP
Devices) ] > (B (Add) ] DIEIZEIRL £7,

“luilie Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~ Work Centers

~TrustSec | + Device Administration
» Overview  Authenfication Policy = Authorization Policy » Components  » Policy ~SXP  Reports  » Setlings
—
(]

SXP Devices SXP Devices @
Static SXP Mappings Rows/Page 2 j 1 @
Al SXP Mappings ORefresh 4 Add  WTrash~ (Edit  Assign VPN
[ | Name IP Address Status Role(s) Ver. Ci To Duaration
Type Version [dd:hh:mm:ss
(] Switch 192.168.1.2 PENDING_ON ~ SPEAKER  DEFAULT v2 ise201 00:00:01:59
[ ciscoasa 182.168.1.1 PENDING_ON ~ LISTENER  DEFAULT v2 ise201 00:00:01:59

BHUITIELTDEYHT
3750x FBEN ASAS505 D~ T DMERRESIL, Ry T —2I1ZXT Vv 2SN E LT,

ATvF1 [V —2 & % — (Work Centers) ] > [TrustSec] > [SXP] DINEIEIRL , v hT—27 F oA AD )
b T EERLET,
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‘thutl:  Identity Services Engine Home » Operations » Policy » Guest Access (LIS~ Work Centers

w TrustSec | » Device Administration

b Overview  Authentication Policy  Authorization Policy  » Components  » Policy ~SXP  Reports  » Settings

e
(<]
SXP Devices Static SXP Mapping o
Rows/Page - 1 B 1

Static SXP Mappings ge| 2 -~ _

~ = - g
All SXP Mappings = Refresh =+ Add m Trash & Edit

] MName IP Address SGT VPN

[] clscoasa 192.168.1.1/32 ASAS505(17/0011) default

[J Switch 192.168.1.2/32 3750x(16/0010) default

pxGrid TD SXP /N KD /NTV)wya
SXP A7V Rl L T TrustSec & a AFMA TG TELHLIIT, SXP vy 7% pxGrid T/ 37Uy al
30

ATvFS1 [V—2 25— (Work Centers) | > [TrustSec] > [3% iE (Settings) | DNEIZEIRL | [pxGrid LT SXP
ISRAVR% 373 = (Publish SXP bindings on pxGrid) ] # & &L £,

RATYT2 [RADIUS vt 7% SXP IP SGT ~vt' 7 7—7 /WZIENNT 5 (Add radius mappings into SXP
IP SGT mapping table) | A ZhZLE T,

P & ] [Z'a—/3)L /X2T —K (Global Password) ] Z A JJLET,

“thali. Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~ Work Centers

- TrustSec = » Device Administration
v Overview  Authentication Policy  Authorization Policy » Components  » Policy » SXP  Reports - Settings

[Q Publish SXP bindings on PxGrid

General TrustSec Settings
@] Add radius mappings into SXP IP SGT mapping table

TrustSec Matrix Settings
Global Password
SXP Settings
Global Password | .csesees

This global password will be overriden by the device specific password

TrustSec A w aih—F
TIT 4772 SGT £y al R NAD 777487 4725 TrustSec 777 AT 4 %R RLET,
ATy [V—72 &% — (Work Centers) | > [TrustSec] > [# 3 =7h—F (Dashboard) ]| DNAIZERIRL F7,
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Hame

~Overview  Auhenicaion Polcy  Autharizaton Poicy b Components b Policy  #SXP  Repons b Seltings

° L
S SGT Sessions | 56T in Use Atarms i MADS in Use |
Dastocsrs 2E3 13 oeEn 13 Tme Fare [Past 2o 7]
oatTye  [Bars -]

I I l I baeh b reoresenns § s
Active SGT SessiONS i MostUsed | Leas: Used Alarms Quick View wap | sor
ST Emcores M1 Hame NAD (o et Lo )
NOGs:
1P Address.
Active Sessions.
PAC Exgiry
Last Poicy Rafresh

Actove SGTs.
o ' 4 ] 0 U] Laet TristSec CoA

Livelog  trustsec Sessions | nAD Activiy

o [ 20 52 | [100] s e e s i compese s o 4
Login Tima | Tdentity Datails CoA Action | Security Group NAS 1P Address
2015-08-01 17:18:33.083 LAB6 jeopich 3 % SGT_Employen 192.168.1.2

ATvF2 [NAD 7277 47 ¢ (NAD Activity) ] ZZRLE 7,

Identity Services Engine Home » Operations. » Policy » Guest Access » Administration

+TrustSec  » Device Administration
«Overview  Authentication Policy  Authorization Policy » Compenents » Policy » SXP  Reports » Settings
- K
Introduction SGT Sessions (i SGTs in Use i Alarms i NADs in Use (i

m Time Frame
Dashboard 2 1 0 1 Chart Type

I I I I Each bar represents 5 Minutes

Active SGT Sessions i Mostused | Least Used Alarms Quick View nap | ser
SCT_Employes Name NAD | | (Shaw Latest Logs |
NDGs
IP Address

Active Sessions
PAC Expiry

Last Policy Refresh
Last Authentication
Active SGTs.

0 25 H 75 10 125 Last TrustSee CoA

L-lvelﬂg TrustSec Sessions | NAL Agtivity

Show A3

Operation Time ~ | NAS IP Address Security Group Event Server Location De
2015-08-01 17:18:32.256 192.168.1.2 SGT_Employee TrustSec Data Download Succeeded ise201 All Locations Al
2015-08-01 17:18:32.226 192.168.1.2 SGT_Employee Authentication succeeded ise201 All Locations All
2015-08-01 17:17:09.153 192.168.1.2 Authentication succeeded ise201 All Locations All
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SXP N\ FDLAR—F
SXP LR —MIiE, AV REREGED 2 FIENHD FT,

[V—7 L% — (Work Centers) | > [7 /A 25 ¥ (Device Administration) ] > [L- 78— (Reports) ] >
[SXP] > [SXP /N> K (SXP Binding) | DIAIZEINL F7,

ATvT1

Home » Operations » Guest Access » Administration ~Work Centers License Waming

‘bl Identity Services Engine

» Policy

b TrustSec - Device Administration
Overview  » Identities  User Identity Groups ~ » Metwork Resources  Metwork Device Groups  » Policy Conditions b Policy Results  Policy Sets  Reports  Setlings
C—
Report Selector SXP Binding T7 Favorite i@
Favorites G
T From 08/01/2015 12:00:00.000 AM to 08/01/2015 05:27:38.392 PM
» Audit
10 reports Page <<
» Device Administration Generated Time Peer IP TAG VPN SXP Node Ip SRC Peer Sequence | Is Active Operatio
4 reports
E— 2015-08-01 06:53:5449  19216g.10.4/32 17 default 192.168.1.24  192.168.1.24  192.168.1.24  true ADD
10 reports 2015-08-01 06:52:13.28 193 16g.1.2/32 16 default 192.168.1.24  192.168.1.24  192.168.1.24  true ADD
WiEndpcins and Llsers 2015-08-01 04:44:47241 197 168131732 2 default 192.168.1.24  192.168.1.2  192.168.1.24,192 true ADD
15 reports SR
P Guest Access Reporls
5 reports
v SXP

[V—2 2% —(Work Centers) | > [T 7 A A% B (Device Administration) ] > [L- 78— (Reports) | >
[SXP] > [SXP ##¢ (SXP Connection) | DNEIZER L F T,

ATvF2

License Waming &

-;Il-'-‘-l;' Identity Services Engine

Home » Operations » Policy » Guest Access ¥ Administration +Work Centers

» TrustSec | = Device Administration
Overview  » Identiies  User Identity Groups ~ » Network Resources  Metwork Device Groups ¢ Policy Conditions » Policy Results  Policy Sets  Reports  Setlings
—
Report Selector SXP Connection 1.7 Favorite gy Export To o
Favorites Generaied at 20
T From 08/01/2015 12:00:00.000 AM to 08/01/2015 05:28:32.047 PM
P Audit
10 reports Page << 2 .. >> Records 1ol
» Device Administration Generated Time Peer IP Port SXP Node Ip VPN SXP Mode SXP Version Password Type  Status
4 reports
» Diagnostics 2015-08-01 17:27:06.945 197 168.1.2 64999 102.168.1.24 default SPEAKER VERSION_2 DEFAULT PendingOn
10 reports 2015-08-01 17:27:06.939 197 158.1.1 64999 192.168.1.24 default LISTENER VERSION_2 DEFAULT PendingOn
¥ Endpoinis.and Users 2015-08-01 17:25:06.497 192 168.1.2 64999 e default SPEAKER VERSION_2 DEFAULT PendingOn
15 reports i it s
2015-08-01 17:25:06.493 192 168.1.1 64999 192.168.1.24 default LISTENER VERSION_2 DEFAULT PendingOn

» Guest Access Reports

sxp_download & & U sxp_subscribe 22') Tk
SXP NAURIE#HRAES Y m—RLET,

ATvT1

[V—2 2% — (Work Centers) ] > [TrustSec] > [SXP] > [##1) SXP ~ £’ 7 (Static SXP

mappings) | DNEIZERINL | SXP A7V T NN AT —F 572 DRy T —7 T ASAREBILET,
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wthuil dentity Services Engine Home » Operations » Policy » Guest Access » Administration ~ Work Centers .
~TrustSec = » Device Administration
v Overview  Authentication Policy  Authorization Policy » Components + Policy ~SXP Repors + Settings
I
[«
SXP Devices Static SXP Mapping @

: q Rows/Page 2 ~| 1 @
Static SXP Mappings

- = - - =i
All SXP Mappings © Refresh + Add M Trash @ Edit
(] = MName IP Address SGT VPN
| ciscoasa 192.168.1.1/32 ASASS05(17/0011) default
[ Switch 192.168.1.2/32 3750x(16/0010) default

RATYT 2 sxp_download A7V 7'~ X TN sxp_subscribe A7V 7 "aFE TLE T,

Johns-MacBook-Pro:bin jeppich$ ./sxp_download.sh -a 192.168.1.23 -u mac -k alpha.jks -p ciscol23 -t
alpha root.jks -q ciscol23
——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root. jks

truststorePassword=ciscol23
12:42:02.433 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
12:42:03.677 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
SXPBinding={ipPrefix=192.168.1.1/32 tag=17 source=192.168.1.24 peerSequence=192.168.1.24}
SXPBinding={ipPrefix=192.168.1.2/32 tag=16 source=192.168.1.24 peerSequence=192.168.1.24}
Binding count=2
Connection closed
12:42:05.062 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
Johns-MacBook-Pro:bin jeppich$

Johns-MacBook-Pro:bin jeppich$ ./sxp_subscribe.sh -a 192.168.1.23 -u mac -k alpha.jks -p ciscol23 -t
alpha root.jks -q ciscol23
——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_root. jks

truststorePassword=ciscol23
12:43:00.420 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
12:43:01.646 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
press <enter> to disconnect...Binding deleted: SXPBinding={ipPrefix=192.168.1.1/32 tag=17
source=192.168.1.24 peerSequence=192.168.1.24}
Binding added: SXPBinding={ipPrefix=192.168.1.1/32 tag=17 source=192.168.1.24 peerSequence=192.168.1.24}
Binding deleted: SXPBinding={ipPrefix=192.168.1.2/32 tag=16 source=192.168.1.24 peerSequence=192.168.1.24}
Binding added: SXPBinding={ipPrefix=192.168.1.2/32 tag=16 source=192.168.1.24 peerSequence=192.168.1.24}
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19:37:39.475 [main] WARN o.a.cxf.phase.PhaselnterceptorChain - Interceptor for
{https:/lise238.lab6.com:8910/pxgrid/mnt/sd}WebClient has thrown exception,
unwinding now

pxGrid 7747 > h& Windows 7 7747 > 10 DNS MR A EETHHZ Lo B L £ T .

19:37:39.475 [main] WARN o.a.cxf.phase.PhaselnterceptorChain - Interceptor for
{https://ise238.1ab6.com:8910/pxgrid/mnt/sd} WebClient has thrown exception, unwinding now
org.apache.cxf.interceptor.Fault: Could not send Message.

at
org.apache.cxf.interceptor.MessageSenderInterceptor§MessageSenderEndingInterceptor.handleMessage(MessageSend
erInterceptor.java:64) ~[cxf-api-2.7.3.jar:2.7.3]
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TrustSec T 7\ R¥& Ak
TrustSec 7/ \1 R{&RL

ASA-5505 [ [+ 7 N1 R¥ERKL

ATy ASA T RADIUS ZHEsk L %1,

conf t
aaa-server isel protocol radius
aaa-server isel host 192.168.1.23 {shared secret}

ATvT1 server-group Z/ERK L £77,

conf t

aaa-server ciscoasa protocol radius
aaa-server ciscoasa(inside) host 192.168.1.23
key Richard08

exit

cts server-group ciscoasa

ATvF2 Fo NI — 2785 H 5 O0B PAC 77 AV E AL R—RLUET,

conf t
cts import-pac ftp://jeppich:Richard08192.168.1.13/ciscoasa.pac password Richard08 {shared secret}

ATv73 ASA % SPX YA F—L LU THERRL £,

conf t

cts sxp enable

cts sxp default password Richard08 {password should match other SXP devices}

cts sxp default source-ip 192.168.1.1 {ASA internal IP address}

cts sxp connection peer 192.168.1.2 {switch IP address} password default mode local listener

cts sxp default sxp connection peer 192.168.1.37 {bayshore} password default mode local listener

ATvT 4 ASA 8 SGT ~vE L T HZE L TWANEINTF 27357~ Ik AILET,

conf t
sh cts sxp sgt-map ipv4 detail
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3750x [T DT 731 RHERK
ATvF1 RADIUS [T IZAA v F 2Rk L £ 9,

conf t
aaa authorization network isel group radius

cts

authorization list isel

ip device tracking
radius-server host 192.168.23 pac key Richard08

ATvF2 CTS BT ICAA T 2R L £ T,

cts
cts
cts
cts

sxp enable

sxp default source-ip 192.168.1.2 {ip address of switch}

sxp default password Richard08 {shared secret}

sxp connection peer 192.168.1.1 (ip address of ASA) password default mode local

Cisco Systems © 2015




