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snmpwalk -v2c <ip address of the ISR, ..> public .1.3.6.1.2.1.17
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Router (config) #Routersnmp-server group public v2c context bridge-group
Router (config) #snmp-server community public RW

Router (config) #snmp-server community private RW

Router (config) #snmp-server context bridge-group

Router (config) #snmp mib community-map public context bridge-group
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MACT RLVATZ7T 4T 4 2BFLET, MAC 7 RLA@MIT, B TEXF2772 MAC 7 KL
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o [VLAN 0gE] (P.10-6)
e TbA¥Y 242 —T x4 ADKE] (P.10-7)
o [802.1x FBFFDOFHE | (P.10-8)
o [(ZR=v 7Y —Fu kharokiE (P.10-8)
o IMAC 7— 7 LO#fEDHRE] (P.10-9)
o [Cisco Discovery Protocol D&% | (P.10-9)
o (A yvFKF—hKTF7A44% (SPAN) OFE] (P.10-10)
o MPvATFH¥AL LAY3I AL T 7Of%E] (P.10-10)
o TIGMP 2 X —t" > 7 o#E] (P.10-10)
o [R— N DOA b—LHIEOKE] (P.10-11)
o [T —nNRy s TV TOHEE] (P10-11)
o 24 yFoEH) (P10-12)

VLAN DEEE

Z 2 TliE. VLAN OFREHIECHOWTHH L £ 7, Cisco 819 ISR (X 2 5> VLAN & %R — kL.
Cisco 819 ISR i% 8 fHl®> VLAN #H#HR— rLFET,

e [FE A— Lk ® VLANJ (P.10-6)
e [GE &A— bk ® VLANJ (P.10-7)

FE R"— FL£® VLAN

VLAN #RET AT, a7 4 X2l —2 g F— RTROFIEZEITLET,

avvFk E[:3)
27971 |interface fe port RERARDOT 7 A b A= xR b A= b ZEER
LET,
A7y72 | shutdown () RENZETTHECETI 74 vy 7a—
ZIET D0, A F =T =2 AET ¥ v b
2y LET,
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avwvFk BH#
27973 |switchport Ty AR A—HFFy b F—FTLAF2 ALy
Fr T ERELET,

() 77AFA—VXy P R—-—FE2LAT2
R— & LTRET SHIT1E, switchport
av FEF—TU— R LTETLTH
b, oOF—TU— FffE D switchport =
Y FEFETTHLERHVET, 20
aw R, YA2 774/ VLAN %
fERLET,

COREF. TIANVID T XS
&t — K% switchport mode dynamic
desirable [ZFXEL, NTF 7 TS EL
{t% negotiate |Z5%XE L £ 7,

774N T, BRENDTNTO
VLAN 37 74/ & bT o 7108NS
ES,

A7Y74 |switchport access vlan vlan id BIND VLAN O A  AH o ZAZ2ERLLET,
vian_id \Z$8ETE HZEOHFMAIL 2 ~ 4094 T
23, fE 1002 & 1005 I ZFHISILTWET,
27975 |no shutdown AVB =T =2 A AT VT4 7ICLET

A7976 |end Ay 74 F¥al—vay B—REKTLET,

BIEHICOWTIE, [Layer 2 LAN Ports| &L T &0,

GE /R— k E® VLAN

GE R— MIN—F ODMBIALZT 78 A KA MZFIZY— R ZRETINEBA 4 —T =4 A TH
5728, X 1T 1 LS Z45E L7z switchport access vlan X 2~ R CIERETE £/ A, 72720,
N7V 7 F—=RTRETDHZELEETEET, ZODIZE, 2074 Fal—var = FTROF

N2 FAT L&,
avwok BH#
A7971 |interface Wlan-GigabitEthernet0 MERBOXEHE Y b £ —VF v b FB— k2R
RLUET,
A7972 |switchport mode trunk R—h 2 rT707 FE—FRIZLET,
A7973 |switchport access vlan vlan id (LB R— IR T2 F—Richo=bH. 1
LSO VLAN G Z2HIV B THI N TE T,

LAN2A423—T 24 RADRTE

LAY 2 A0 E =T A ADOREFIENZONTIL, [Configuring Layer 2 Interfaces| %2 L T2
SV,
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ZITIEH, RO PE Y ZIZOWTHALET,
» Configuring a range of interfaces
¢ Defining a range macro

¢ Configuring Layer 2 optional interface features

802.1x FREED X E
802.1x R — M R—RFBIEDFE HFIEIZ DWW TIL, [Configuring IEEE 802.1x Port-Based
Authentication] %#ZRL T ZEW,
ZITE RO PEy ZIZOWTHBLET,
¢ Understanding the default 802.1x configuration
¢ Enabling 802.1x Authentication
* Configuring the switch-to-RADIUS-server comunication
¢ Enabling periodic reauthentication
¢ Changing the quiet period
* Changing the switch-to-client retransmission time
e Setting the switch-to-client frame-retransmission number
¢ Enabling multiple hosts
¢ Resetting the 802.1x configuration to default values

e Displaying 802.1x statistics and status

ANRZTYY— 78 FaLDOEE
A= 7YY — Fa b a VO EFIEIOWTIL, [Configuring Spanning Tree| #ZH 1L T £ X
[N
ZITE RO ME Y ZIZHOWTHPALET,
e Enabling spanning tree
¢ Configuring spanning tree port priority
e Configuring spanning tree port cost
* Configuring the bridge priority of a VLAN
¢ Configuring the Hello Time
e Configuring the forward-delay time for a VLAN
¢ Configuring the maximum aging time for a VLAN

e Disabling spanning tree
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MAC T— 7L DEREDELTE

MAC 7 — 7 )VOBIEO R EFIEC >\ CIE, [Configuring MAC Table Manipulation] %2R L C<L 72
AN

R—+ %27«

BEFDO MAC 7 RV A T 7 4 v 7 DA F=TMUCET L FE Y7 T, A—=b X2 V7 2%
WET, B—bh EFa VT (ITF, AXT A v RR— R X2 VT4 L HAFTI v I RE—N &
X2 VT A BHYET,

ALT LI IRER—F X2V T 4Tk, BELEAASA v TF R— b 2B U CT 7 ®RATHZ L2
TOHORELY, 2—PREETEET, BEX. FT2%EDOMACT KLA% MAC 7 RLA 57—
IS D LT, FEITITVWET, AT 4 v 7 RA—bF X2V T 1%, MACT FLRX 7«

WAV T E BRI ET,

HAFI IR —b X2 T 405 2T ET, 72720, EEDO MACT FLAZRET S
Rbviz, R—FLETHATIEBORKBERELE T, IBELLRKENSTFEHTHE L MAC 7
FL RO LD b REWVEE, A4 v FIE, BEINTRKEIZ/RSE T, MAC 7 RLXZHEIMIC
FEHLET, BELERARBERAZT 4 v 7ITHREENTWS MAC 7 RLADH LY L/ WEA
X, =7 — Ao —UNREREINET,

ABT 4w P ERRFFIAFTIv A= ¥X 2V T 4 2EETDHITNE, kOoa~<wr REFERHLET,

avwyk B

Router (config) # mac-address-table secure <mac-address> #IEETHE, AXT 4 v T
[<mac-address> | maximum maximum addresses] R— [N ) e MNA ;‘r\_j‘ﬂ/&: foﬁ ) ij‘o
fastethernet interface-id [vlan <vlan id>] *— 17— K maximum & H42 L. FAF

R I REA—bN X2 VT BN =TI
D ij‘o

Cisco Discovery Protocol D&%
Cisco Discovery Protocol (CDP) #%FiET 5 HiEIZDWTiX. [Configuring Cisco Discovery
Protocol) #ZRR LTIV,
ZITIEH RO PE Y ZIZOWTHBILET,
¢ Enabling CDP
¢ Enabling CDP on an interface

e Monitoring and maintaining CDP
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AL 9F K R—k 7FS54Y (SPAN) DEE
AA v F K R—h TFFA4Y (SPAN) & v a v OREFEICHOWTIX, [Configuring the Switched
Port Analyzer (SPAN)] ZZH LT 7ZE0,
ZITEH RO PEyZIZOWTHBLET,
¢ Configuring the SPAN sources
¢ Configuring SPAN destinations
e Verifying the SPAN session

* Removing sources or destinations from a SPAN session

IPRILFXXYRAM LANVIRAYFUTDERE

IPvVTFHFx AN LAY 3 ALy TF U TOREHETHOWTIE, [Configuring IP Multicast Layer 3
Switching)] #ZMRLTIZEW,

ZITIEH, RO PE Y ZIZOWTHBALET,

¢ Enabling IP multicast routing globally

* Enabling IP protocol-independent multicast (PIM) on Layer 3 interfaces
e Verifying IP multicast Layer 3 hardware switching summary

e Verifying the IP multicast routing table

IGMP X X—E V5 DEHTE

IGMP A X — ¥ 7 O%EFIEC W TIE, [Configuring IGMP Snooping) &ML T &0,
ZITIEH, RO PE Y ZIZOWTHALET,

* Enabling or disabling IGMP snooping

¢ Enabling IGMP immediate-leave processing

¢ Statically configuring an interface to join a group

¢ Configuring a multicast router port

IGMP /A—> 3> 3

Cisco IOS Release 12.4(15)T T IGMPv3 #fe# VAR — h 35729, F—7— F groups L count
7% show ip igmp snooping =~ > NIZEI S E Lz, E72, show ip igmp snooping =~ > KD H /)
(2. IGMP AX—E 7 JU—IZT 5 70— " UERNEEND KO ICEE S E L7z, show ip
igmp snooping =~ > K% groups ¥—V— R & L BICEHAT D &L 77CD VLAN (2% LT IGMP
ARXR—E TR THFEINEINVTHF Y AN T NABRERSINET, £72, show ip igmp
snooping =~ > K%, groups ¥— VU — K, vlan-id ¥—7U— | vian-id 51$c & & LIERT D &, 4
ED VLAN IZK L TIGMP AX—E U ZIZ Ko TEEENTZY VT X v A b T =T APRERRINE
9", show ip igmp snooping =~ > K% groups ¥— 7 — FEBIX RN count ¥—T— R L & HIZHEHAT
&LV IGMP AX—E U FIC ko TEH SN~V T X v A N V=T OEMREREINET,

Cisco 819 ¥ —X Y—ERBAEIN—4F VI bz 7 oV T4 XalL—Yav HAF
m. 0L-23590-02-J |


http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1048473
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1048473
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1048610
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1048610
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/esw_cfg.html#wp1048777
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A—4%v F R4 vFoREsE N

[o] A b/ =
R— FEADR ~—LHIEHDORE
A— FHEALO A b —AHIE O E T IEICONTIE, [Configuring Per-Port Storm-Control| % 2/ L C
<TEEVY,
ZITHEH RO ME Y ZIZOWTHBALET,
¢ Enabling per-port storm-control

¢ Disabling per-port storm-control

A=y Y TV OV ITDHRE
T =Ny TV D TORREFEICOWTIL, [Configuring Fallback Bridging) % ZM 1L T<
=N
ZITIEH, RO PE Y ZIZOWTHBALET,
¢ Understanding the default fallback bridging configuration
¢ Creating a bridge group
e Preventing the forwarding of dynamically learned stations
* Configuring the bridge table aging time
» Filtering frames by a specific MAC address
* Adjusting spanning-tree parameters

e Monitoring and maintaining the network
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E10E A—9Fy bk RMYTFORE |

B 9%yt RS vFORERE

AV FDEE
AA v FOEHITOWTIL, [Managing the EtherSwitch HWIC] %2R LT &\,
ZITE RO PE Y ZIZOWTHBLET,
* Adding Trap Managers
¢ Configuring IP Information
¢ Enabling Switch Port Analyzer
* Managing the ARP Table
* Managing the MAC Address Tables
¢ Removing Dynamic Addresses
* Adding Secure Addresses
¢ Configuring Static Addresses
¢ Clearing all MAC Address Tables
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