tXal) T4 BEEDEKTE

ZDOFE T, Cisco 819 —EA#HAT /N —% (ISR) TREFMEREEDEX 2 U T ¢ HAEE FE4
D720, YAIADEERT L —AT—T THDHRGE, HFA, THUT 47 (AAA) OFEE|ZS
WTREH LET,

ZOEONRZ, kO LB TT,

o [FFE, FFFI. THU VT 47 ) (P9-1)

o [AutoSecure D% E) (P.9-2)

o 77k URALDHERE (P9-2)

e [CiscolOS 77 A4 7 U4+ —/VDOFFE]| (P.9-3)
e [Cisco IOS IPS ®% &) (P.9-4)

e [URL 7 4%V (P9-4)

o [VPN o%E] (P.9-4)

REE. HA. THYYT 1Y

AAA DX Y NT—2 X2 VT 4 —E R I, W—F LETT /78R arro—2RETSHEER
TL—bU— 7 R LET, BT, v /A B ORR U= AT eS| HERERE L OIRE,
Ay =T DY R—F, BE CBIRTH2EF2UT 1 u haldsltT) RE, 2—F&i
BT D00 HEARMELET, FFIE 1 ERY OFARE Y — B ACHT 27, Fa—Pioxd
77N VARBIOT BT 7 A0 22— TA—TOYR—F, IP, £ F—Fy hU—7 X
7w haZfs (IPX), AppleTalk VE—k 727 A (ARA), BL W\ Telnet DY R—r72 L&, VE—F
TrRvAEay ha—ATE5bOREERIELES, THUUT 7T, =PRI, B &
HTHEZ, FEAfTa~r K (PPP L), 7y ML, N Mkl nolttxa VT4 H—AFHRD
VA L BB ATV, e, BEE, BLOLR— MIEAT 2 FEE2RMELET,

AAA I3 RADIUS, TACACS+, F7zi% Kerberos 2 D7 a ha v AL Cexa U7 ( HiELE
BLEST, V2B FRy hU—F TIEHA P —_ELTHEIEL TWEHEA, AAAIL, Xy hU—7
7 7 & A ¥ —,3t RADIUS, TACACS+, £721% Kerberos ¥ % = U T ot +— R O#IE Z LT D72
ODOFEL 720D FT,
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W AutoSecure DE/E

AAA T—EABIOIFR—bENT0EEX=2U T 4 70 b3 VOREICOWTIE, [Securing User
Services Configuration Guide Library, Cisco I0S Release 12.4T] ZZH L T 720,

AutoSecure DEE

AutoSecure #iEIX, Ry N HBIZEHAINDAREEOSH 5 — KR IP y— 22T 1 E—T /L
WL, WBEZIFEEITRy NU—T ORI IP —EAB L UOMEL A *F— 7 I TE F
T, ZOIP Y —ERL, 1 20a~wy RCTRCERFICT 4 =T/ A Fx =TT DHZ LI L
D, V=X ED¥EX= )T 4R EEKRIBIZH S L TV ET, AutoSecure FEREDFERIZ DV T,
lAutoSecure] HFED~ =2 T L ZHBRL TS,

TR )R FDERE

T AVUARNACLIX, BEILIP T RUVA, 36 IP 7 FL A, 370 ha ik 30T o v
=T 2 ALETRYy NU—T KNI T7 47 OFAELIFETEITVET, 778X U R ML, Ei
RETNTIEIRR DO EBL BN ESINET, BET 78X VX MNI, FESNTEEEILNLDONT v
FOBIBETFAEIFET LET, JEET 72X VA RTIE, SEBLORETOMFEEETEE
T, Fo, K7 barERELT, BRETAELIIESTTL2Z LN TEET,

77 ERA URMEROFEHIZ DWW TIX, [Security Configuration Guide: Access Control Lists, Cisco
10S Release 12.4T] # LT EE W,

T7EAVARMI, R EZTICEsTavy RS UV FEND —EDa~v L R T, Z 713,
B EITAROELELNTT, R 9-11F, 778X VR MOEEIMHEHT Ha~ FROU XA MTT,

% 91 FORR YA MDAV I4FaL—YaravyR

ACL 347 ‘:>74=\=':Ll/—°/a‘/:|7‘zl~’

HE5wRAX

e access-list {1-99} {permit | deny} source-addr [source-mask]

I access-list {100-199} {permit | deny} protocol source-addr
[source-mask] destination-addr [destination-mask)

KA

1 U ip access-list standard name followed by deny {source |
source-wildcard | any}

I ip access-list extended name {permit | deny} protocol

{source-addr[source-mask] | any} {destination-addr
[destination-mask] | any}
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Cisco10S 774 79+—LoEze M

77 A URANOERM, JHHE. BLOEBEIZOWTIL, [Security Configuration Guide: Access Control
Lists, Cisco I0S Release 12.4T] #ZH L T 7Z& 0,

TR GIL—7

TIEAITN—FLiL, =B RLETELITB SIS FENTWAHE—HEDOT 7 ® X U X NDIERE
DZETT, TVBAITN—=TE, AV F =T 2 AERETHEXIL, /L F—T =2 AIHHLT
A =T NMCENET, T278RA TV —T%2ERT DI, ROAIZEELET,

« TUER VA COEROIEFFEETT, Sy ME RHOT 7% U2 MpLIEICEA SH
ET, —HT2LORRVEE (DY, FUELIMEESEE LRVES) X, Sy RKO
TIER VA MIBASN., SLICKOTZ7ER U A R~LIEICHED b ET,

o Auy MRFAERIIERE SRS, TRTORTA—ZRT 7 E A U R Mo—5T 5 HEN
bYET,

o FTRTHOY—F L AOKRICIE, KO [deny all) 23f& £,

TR TN—TDRERL LOFEHIZOWTIX, [Securing the Data Plane Configuration Guide
Library, Cisco I0S Release 12.4] %ML T 7E 3V,

CiscolOS 7274 7O+ —ILDXE

CiscolOS 77 A T UA—NTlE, AT —R"NINARBRT7AT VA NERETCEET, AT — MR
T AT UA—INTIE, Ty PBRNERICRES N, Fy MU= ERORENRERINET, A
T—h IV T7A T IF—MI, TI7ERA VAN FOA Y —LIZES OTEZRL ., {#B
DONT oy NMZESWT NI 7 4 v 7 B ETITERT 20RO T, RET 407782 U R
MO HENTNET, 7, CiscolOS 77 A4 T U4+ —WEI Ty NOBREZEITH> 12D, 77V F—
VaVvEOT A ERRITENT T 4 v I OFAELIIES R CEET, RAT 4 v I RT IR A
VARNTIE, ZOXIBRREEZITI ZEILTETERA,

CiscolOS 77 A T U4 —VERETDHICE, AV F—Tx2fA a7 4 Fal—3r ET—FKTR
Oavw s REFERALT, REETH7r harzlmELET,

ip inspect name inspection-name protocol timeout seconds

WBELETa ha ARl T s AT I+ — LB BB L TWAEZ NS AT g o THREBENTEES. ¥
AFIv 7 T7EAVRRINMELSIL, VEF—2 NFT7 4 v 7 O@iBEFH LET, timeout /37
A—=HTIE, W—HEBRBTIRED T 74 v I BNGFELBWGEERICEATIv I T72R VA ME
TI7T 47 LTHELMHZHETELET, A L7 0 MENREEISET DL, 4TIy Tk
A U R RBHEIBRES L, BBEONNTr Y b (B7Nry bOBELH D) BEFAT SR R0 E7,

BEDAT — AV FTR—ODA AT va A& EHLT 1 20— By MZEEDTLES
W 77 AT DA —NMIAF—T oA A%EFHET H L ZIT, ip inspect inspection-name in | out =~
YREMHEHLT, ZoHAlty FNEREDHOHEHTTY 77 4 T TE ET,

Cisco I0S 7 7 A4 7 U+ — VOREICEAT 2 BINEHRIZ DWW TIL, [Securing the Data Plane
Configuration Guide Library, Cisco IOS Release 12.4] %S L T IZEW,

F7-. CiscolOS 77 A 7T v —nid, By arth7m han (SIP) 77U r— 3  TOEF
X2V T4 2RI IEIICHLRETEET, SIPA AT v aid, e haromEsthls Lo
TV =y a ORISR, ERWRERE SIP N7y b A VAT v a VBRIOE VA —L
BIO o) ks nEd, Mz >\ Tk, [Cisco I10S Firewall: SIP Enhancements: ALG and
AIC) &L TLLIEEN,
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W Cisco I0S IPS O&E

Cisco IOS IPS D& 5E

Cisco 819 ISR TH|H "[AE 72 Cisco IOS Cisco IOS R ARSI A7 & (IPS) 77 /v y—if, %=V
T4 R —IZE LD, RIERR Y NU—J8EEZRLTZ0 T8y B L7 o — 2@z
ST B LI LoT, BRADOT7 7 AT U+ — N RiEEIRL L ET,

Cisco IOSIPS TiX, v 7 xF ¥ AL THEEHIL, xy vT—7 T T7 40 v 7NICBTD
RS — R LET, CiscolOSIPS (%, A > T4 VEIOBAKRMIERE L L CHEEEL, L—4 %
HET ATy hBLMEy v aryEZEHR LT, BEFO IPS 7 =F v L O E4T\E3, Cisco
IOSIPS 1%, AREREMELAMHET DL, XY hU—27 X2 U T4 BWSNDENTHFLL TS N b &
FEELET, £/, RETS LT, KOWFTRNEITOET,

e TI—LEKETD

o RNy NEPEFET D

o EREHRET D

o BBEDREILIP T FLANLDNT T 4 v 72— EREEST 5
o VIT=FABNAONSTERD NT T 4 v 7 EERRES TS

Cisco 10S IPS O EICBE T 2 BIMMERIC O\ TIL, [Securing the Data Plane Configuration Guide
Library, Cisco 10S Release 12.4] # 2L T2 E W0,

URL 2«13 2YT

Cisco 819 ISR X URL 7 4 V& U 7SN h T U BNt En 4, =—Wik, #FTE-134E
59D Web VA b7 EERL, ISR ECURL 7407 ) o 72 8EHELET, — K S—
T4 TEHINTWDIINBY—R"2FH LT, ThEhol T2V O URL Z#H~ET, AU —0OFF
"B LOERIE, ISR ECRTFESNTWET, P—ERIMAR—2 T, 072U URL
I —RKR—=F f RUF—IZLoTAVT T AENTWET,

URL 7 4 V& U 7 OB EDFEAMZ DWW T, [Subscription-based Cisco 10S Content Filtering] %%
L TIZE N,

VPN DEE5E

N—=F X )b FF7A4 =K xv hT—2 (VPN) #fatHIT2L, 10 F—Xxy belo7 Vv
Fy RN =27 ET2o0Ry NU—J DY X7 ka2 EH TEX £4, Cisco 819 ISR iZ. VPN ®
YA MNET 7 AL V-T2 A 2FEEYR— P LET, VA4 FE VPN, 7T 0F 47 ¢
Abta—FKRlb—hF7 4 AT HHEERECERALEST, VE—F T278A VPN L, £¥Exy
co—Ziica A T BBV E—N 794 T v Mo TERENET, VE—F 727 EA VPN
BLXOY A M VPN Of HFIZOWTZDOE® 7S 3 T2 O05ZZ%FTHAL £,

e [UE—1}F 727+&%VPNJ (P9-5)

o [ A F#E VPNJ (P.9-6)

o [RREH (P.9-7)

e [IPSec > %/ ET?D VPN OFE] (P.9-7)

e [CiscoBasy VPN UE—h a7 4 X o L—va ORI (P.9-15)
o A F#E GRE ko LoOigiE] (P.9-18)
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vPN o H

VE—F 7Y €X VPN

VE—hF T727EAVPN 27 X2 L—3 a3 TlE, Cisco Easy VPN 3 XUV IP Security (IPSec) b
YANVEMALT, VE—bF 7 74T hea—KRb— bt Xy MU —7 MOERERELS LOMREL
£, 9-1 1%, —fRAYLHERBI 2R L £,

9-1 IPSec bRV EFEALIYE—F 79X VPN

|®

€
|
¢
i

121782

©)

VE—h Ry hU—7 THRH SN2 —F
VPN 75472k :Cisco819 7 7 A L—X
N—H KT 4 ANDR Y VT =T T 7 A m R

VPN #—/3:Easy VPN H—% (AMiiA X —T =4 A 7 RLAJ 210.110.101.1 @ Cisco VPN
3000 =t hL—2 72 L)

Xy b7 =27 T RLAN10.1.1.1 Da—KRL—k +7 ¢ A
IPSec k> xv

BIOIN -

(<2 B4 ]

Cisco Easy VPN 7 7 A 7 > M#fEIX, Cisco Unity Client 7' & h 2 V&35 2 Lok, mE ek
EEEDORE D ZYRLET, 207 v barTE, FEALED VPN ARTA—F (NHIP 7 FL A
WESY 7 x> h ~227 DHCP — N7 KL A, Windows f ¥ —%* v h x—I 7 $—E R
(WINS) =7 KL A RF Uy hhorr Vs 75 7728) &, VPN #—s% (IPSec h—3& L
THEREL T3 Cisco VPN 3000 2>k L —H 7 ) TEETCEET,

Cisco Easy VPN #— 35t Jin D7 /3 2 Tlk, PC [T Cisco Easy VPM UE— |k Y7 h U =7 & F4T
LTWBENALABINY T— MEEFNBL L7 VPN b3 %#& T C& %9, Cisco BEasy VPN
P — SFHEDT SA ZATiE, VE—F L—% % Cisco Easy VPN UE— k /— & LCEIfEESE A 2
LIZTEET,

Cisco Easy VPN 7 7 A 7 > M#fEIX, 2 DOE—FK (7447 b = FEHIFHRy hT—7 LR
EF—F) OVWTHNCRETEET, 774NV IIREFZI TIA T M E=RT, 7747 b A
DEELZTFRHRYA DY Y —RZT IV EATEET, 7747 b %A bDY V=R F, R
A FTIEFAATEE A, Xy FY—ZHRRE— RE2MHT 5L, (VPN3000 >V —X =& b
V=S BEEENTD) PRYA bPOAZ—=FRIFA T b A FPOFRy bU—2 VY =T 7 ER
TxET,
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B VPN o®E

GE)

IPSec V—NZRELIZH, VAR — F&IED Cisco 819 ISR 72 & D IPSec 7 7 A 7 > b L Tl/NMROZH
EEITHZLICEY, VPN B a1ER & £9, IPSec 7 7 A 7> b2 VPN b o VB & Bt 2
L. IPSec +— NiF IPSec RV > —% IPSec 7 74 7> Mk L, Xhind 2 VPN b o R85k % 1E
E}Zl/i‘é—o

Cisco Easy VPN 7 74 7> MERRICRETE 5 D1E, 1 205 T T, 770 —arT
D VPN b X VEAERT D MERH 2856, FHTY 747 0 MBIV —MUlOW 512 IPSec
VPN BELO Ry hU—2 7 RL AL/ ET 7 FLRAEH (NAT/PAT) /T A —X & ET HHLEN
bV ET,

Cisco 819 ISR %, Cisco Easy VPN $r— b LTEET 2 LD ICRRET H T L b TE, ZOMEEA il
B3 2 &, #Fr&hiz Cisco Easy VPN 7 A 7 MR i SN Rry NU—Z IR/ LTHEAFT I v 7
72 VPN > RV %L TE £9, Cisco Easy VPN — DR EIZOW L, [Easy VPN Server) #
BY=a27 VEZRLTIEEN,

Y4 +E VPN

P b VPN O ETliL, [PSec BL WAL —T 47 7wk (GRE) v havaffL
T, 790 F A7 42 a—Rr—F Xy b=V B0 ZR#ELET, 9-2 1%, —fRA 7Rk
Bl am L ET,

9-2 IPSec FYRILELV GRE 2EAL =Y FED VPN

=
c
C
c
rrrr
rrrr‘

121783

1 O LAN BEOVLAN 2 LTW5 7T I F 47 4 A

2 |75 AN A=Y Ry FLANA VX —T7 =A% (NAT HOREA v 4 —T = A A, 7 L AX
192.165.0.0/16)

3 VPN ZZ A 7> I : Cisco 819 ISR

4 |77 A M A—HFF v b7 FLRE200.1.1.1 (NAT HOSERA % —7 = A R)

5 [LANA Vv H—TxA4 A P A X —T =4 AT FLAZ210.110.101.1) : f > FZ—T = A A
W

6 VPNZIAT v ¥Ry NT—2~DT 7 RAEHIET DO —4

7 [LANA Vv H—T A A ¥Ry hT—7 L8l (WA X —7 A4 AT FL A 10.1.1.1)

8 [2—RL—rF 74 ARy FT—2

9 |GRE %fff L7 IPSec k> xw/v

IPSec 35 & Y GRE D& EDFEMIZ 2V Tk, [ Secure Connectivity Configuration Guide Library, Cisco
10S Release 12.4T) # 2B LT 2 &\,
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vPN o H

e
SR
£BITix, MMPSec > /L ETOD VPN OF#E] (P.9-7) OFINEEMH L T IPSec k> 3V EIZ VPN
ERELET, KIZ, VE—F 77 AREB L OV A MREIREDBAH 2 FIEZNERICHHE L £,

ZDOEDOREMIL, Cisco819ISR D= R A v FREICFFHEAEINET, WIF o VPN £ .
O R A 2 PO EUNCHEBET D2 L ICRESIN TV DAIHERH Y 9, oL —F% EFT LT
D VPN HEIZOWTIE, HBEZSELTY 7 by avrZ74Falb—vary v=aT7 VEBRRLT
<TZEWY,

VPN a7t Falb—va UERIT, MAOTY FRA U MCRETIXLER DY £, RET DL
HODHHATA—=LE, WIIP 7 FL AL Wl 7K > b v A7 DHCP = 7 FL A BLY
Fy hU—=27 7 R 22 (NAT) 28 TY,

IPSec k> RJLET®DH VPN DFRE

IPSec ko /b EIZ VPN ZRET DITIE, ROIEEEZITVET,
e [IKE RV v —of%E] (P9-7)

o [N —TF KV v—FERO#E] (P.9-9)

e VT L vy ~DE—RFREDHM (P.9-10)

o IRV — w7 vFDA%—T ] (P.9-11)

e [PSec N7 A7 +—LBLOTm FaLoiE] (P.9-12)
o [IPSec 55 B LU T A —ZD%E] (P.9-12)

o WhHiA L X —T A A~DI YT b~ T O] (P.9-14)
o R (P9-14)

IKE R o —DEKE
A F—F vy b F—%H (IKE) RV —%2FKET DL, 77—V ar7 s Fal—vg s E—
R Baad ., RO FIEEFEITLET,

FIaOHE

crypto isakmp policy priority

encryption {des | 3des | aes | aes 192 | aes 256}
hash {md5 | sha}

authentication {rsa-sig | rsa-encr | pre-share}
group {125}

lifetime seconds

N o o~ oDd =

exit
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N vPNoRE
FlED 4
ARV RFERET7IVaY By
ATy71 crypto isakmp policy priority IKE x> x=—> g UIFIEHAHINS IKE RV
V—EAERLET, TTAFY T 1 F ORI
i 1 ~ 10000 T, 7744 YT 4 B bEnoid 1
Router (config) # crypto isakmp policy 1 <1,
Router (config-isakmp) # N —
Flo,. AV —Fy bEX2UT 4 TYT—
vary x—BLUEH (ISAKMP) RV — =
V74 FXal—var - RFEBMBLET,
ATy7 2 encryption {des | 3des | aes | aes 192 | IKE RY > —IlfEHENAREESLT LI Y X A%
aes 256} BEELET,
: ZOFITIE, 168 By b F—XEEHME (DES)
Router (config-isakmp) # encryption 3des EHRELET,
Router (config-isakmp) #
A7Y73  hash (md5 | sha) IKERY >—IZfFHEND Ny vz T X4
EHRELET,
1:“ :t (configmisakmo) § hash mas Z OFITHEL, Message Digest 5 (MD5) 7=
outer (config-isakmp ash m N R —
Router (contig-isakmp) # ALEAHELET, 7740 Mk, Secure Hash
R (SHA-1) T,
A7974  authentication {rsa-sig | rsa-encr | IKE RV o —I2fEHINAZGFEHFE2EELE
pre-share} 7f
- S OBITE, FHI -2 R L E T
Router (config-isakmp) # authentication
pre-share
Router (config-isakmp) #
A7y75  group (1 | 2 | 5) IKE R Y v —(Zffifl S5 Diffie-Hellman 2
/1/‘—7075’?5'@ L/ij‘o
i :
Router (config-isakmp) # group 2
Router (config-isakmp) #
27976  lifetime seconds IKEE*=2VUF4 7Yz —L a3y (SA) O
A4 7545 (60~ 86400 ) ZfELET,
i :
Router (config-isakmp)# lifetime 480
Router (config-isakmp) #
A7Y7T  exit IKERY v —ar74Fal—rvary E—K%&
KTLET, fEVWT, Zu—rb ar 7 4 ¥a
i : L—vary B—FE2BBLET,

Router (config-isakmp) # exit
Router (config) #
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TIV—T R —EHRDETE

TN—7 R —%BETAHAICIE., Fa— L ar 74Xzl — gy B— Rnblhd, ROFIEE

FIEDOHE

FIED*H

27971

ATy72

27973

A7974

FITLET,

key name
dns primary-server
domain name

exit

IR

vPN oz B

crypto isakmp client configuration group {group-name | default}

ip local pool {default | poolname} [low-ip-address [high-ip-address]]

ATV RFERRTIVa Y

]3]

crypto isakmp client configuration group
{group-name | default}

#l -

Router (config) # crypto isakmp client
configuration group rtr-remote
Router (config-isakmp-group) #

VE—h 7947 MZEF T ya— RENS @M
e IKERY — 20— %ER LET,
*72, ISAKMP /v —7 KR — a7 X
L—y gy ®— REBBLET,

key name

i -

Router (config-isakmp-group) # key
secret-password
Router (config-isakmp-group) #

IN—7 R —o IKE FaidkFxF—%2fEL
ESc I

dns primary-server

o1

Router (config-isakmp-group)# dns 10.50.10.1
Router (config-isakmp-group) #

TN—=TDTTA~<Y) RALLY RF—h VAT A
(DNS) —REHRELET,

wins 2~ R&ZEH LT, Z1—7|Z WINS
P—RERETHZIELTEET,

domain name

o1

Router (config-isakmp-group) # domain
company.com
Router (config-isakmp-group) #

TN—TDRAAL YV A=y FEEELE
7,
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av Y FEREIE7ZOIOaY B

A7y75  exit IKEZN—7F Ry —ar74Xalb—ay

EF—REEKTLET, VT, Fr—rUL a v

i : T4F¥al—ar ET— FEBBLET,
Router (config-isakmp-group) # exit
Router (config) #

A7976  ip local pool {default | pool name} TN—70oua—hn T KRLRA TP—)LEfEELE

[low-ip-address {high-ip-address]]

i :

Router (config)# ip local pool dynpool
30.30.30.20 30.30.30.30

Router (confiqg) #

7

ZDa~vy FOFELWEBE X OZ OO E R
72 /8T A =X 2\, [Cisco 10S Dial
Technologies Command Referencel] %% 1L T<
EEW,

YTk 2y IADE—FEREDEH

IV R =y ICE— RREEAZBWHATAICE, Fa—b a7 X2l —v gy B— Kbk,

FIROHE

FIEDEHH

Bl Cisco819 ¥ —X H—ERHFERIL—4F VI FYz7 a2 74Falb—av HALF

ATy71

ATy7 2

WROFMEZFATLET,

1. crypto map map-name isakmp authorization list /ist-name

2. crypto map tag client configuration address [initiate | respond]

Ay RERE7IV3 Y

=]: 5]

crypto map map-name isakmp authorization
list Ilist-name

#1 -
Router (config) # crypto map dynmap isakmp

authorization list rtr-remote
Router (config) #

VTN =y I E— FREAHEA L, BiE, 7F
", TAUT 47 (AAA) =07
N—T R ) —DF— Ly T v7 (IKE 7=
V) A Rx—7 NI LET,

crypto map tag client configuration address
[initiate | respond]

Bl -

Router (config) # crypto map dynmap client
configuration address respond
Router (config) #

VE—FNI7T7AT 2 bLOE— FREERIZ
=B NIEETDHEIICRELET,

0L-23590-02-J |
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RKYS— Ly 7yvTD4xr—TILiE

AAABRBRATRY S — Vo I T v T4 X—TNIZT BT, Fae—L a7 4 FXal—vg

FIEDOHE

FIEDEHH

ATy71

ATy72

A7y73

ATv7 4

F— RO, ROFIREZFATLET,

aaa new-model

vPN o H

2. aaa authentication login {default | /ist-name} methodl [method?...]

aaa authorization {network | exec | commands /evel | reverse-access | configuration} {default |

list-name} [methodl [method?...]]

4. username name {no password | password password | password encryption-type

encrypted-password}

ARV RFERETIVa Y

=]:)

aaa new-model

i -

Router (config) # aaa new-model
Router (confiqg) #

AAA T 7 A arvta—)L EFLEALR—T I
LT,

aaa authentication login {default |
list-name} method 1 [method2...]

Router (config) # aaa authentication login

rtr-remote local
Router (config) #

BIRLTca—F oo 7oA D AAA BiFE 15T
L. R+ 5E&HEELET,

ZOFEITIE, m— B VERRET —F N — R L
£9, RADIUS ="z 5Z2L b TEE
T, FEMIC DWW TIE, [Securing User Services
Configuration Guide Library, Cisco IOS Release
12.4T)] B X [Cisco 10S Security Command
Referencel ML T &0,

aaa authorization {network | exec |
commands level | reverse-access |
configuration} {default | list-name}
[method 1 [method2...]

Bl -

Router (config) # aaa authorization network
rtr-remote local
Router (config) #

PPP % G te _TDFy R — 2 B — b 25
RO AAA FFATHAREL TG, S HIZFFALIR
EHRELET,

ZOBITIE, BN T A _N— AR L
£9. RADIUS y—&MHT 52 &b TE X
9, FEMIC DWW TIE, [Securing User Services
Configuration Guide Library, Cisco 10S Release
12.4T)] B X [Cisco 10S Security Command
Referencell #ZML T 2SN,

username name {no password | password
password | password encryption-type
encrypted-password}

o1

Router (config) # username Cisco password 0
Cisco
Router (config) #

I—PHER—RAL LBV AT A EHMELE
\j‘o

ZOFITIE, 2—Y4 Cisco LR AL/ RRAT — R
Cisco HEE L TWET,

| oL-23590-02-J
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IPSec FSURI7A—LEXIUVTOFIILDERE

NV AT H—h &y NI, FEOEX =2V T 4 Tubartrral) X aezilirbdbdicbo Ty,
IKE Dxadyxz—s gz, ETIIBRED N T A7 +—b vy "EFERALTTF—% 7 o—a R
THZEICEBELET,

IKE RFvx—a yOFETRIZ, METIX, #EO N AT+ —L By Mol ETIZIET S
N AT 3 —LEZHRBLET, TOLIRINTUVARATH+—IREENTVWAEIN IV AT+ — A By
AR ENTEEAIE. MFOETOREDO—EE L GRBIRESN, H#ESR N7 70 v ZICEA SN E
ﬁ—o

IPSec hT7 v A7 4 —h By bBIOT0 baLERETAICIE, Fon—rUL a7 4 Falb—vg
U E— RDBERD, WOFIEEZFEITLET,

FlIaDOBE
1. crypto ipsec profile profile-name
2. crypto ipsec transform-set transform-set-name transforml [transform?2] [transform3] [transform4)
3. crypto ipsec security-association lifetime {seconds seconds | kilobytes kilobytes}
FlEDFHHE
ARV ERFEEETOIVa Y B#
A7971  crypto ipsec profile profile-name R VISR EA SN 5 X 9512 IPSec 7 =2
TrANVERELET,
il :
Router (config) # crypto ipsec profile prol
Router (config) #

AT7972  crypto ipsec transform-set o274 —AL&y N IPSectX=VT 1 7
transform-set-name transforml [transform2] SR N P = ] N @ﬁ;}]iﬁffﬂﬁé\bﬁ‘) %
[transform3] [transformd] E%%Lij—o
A : BRIR T VAT 5 — LB I OHABEDEIZON
Router (config) # crypto ipsec transform-set | /3 [Secure Connectivity Configuration Guide
vpnl esp-3des esp-sha-hmac Library, Cisco 10S Release 12.4T.j %ijﬁ\g LT <
Router (config) # 7280,

A7973  crypto ipsec security-association lifetime |[[PSec SA RIAL T—3i g DS n—RL T4
{seconds seconds | kilobytes kilobytes} 7 x4 A{E%?E:—E L4
i :

Router (config) # crypto ipsec
security-association lifetime seconds 86400
Router (confiqg) #

IPSec EBEARE L UVNSTA—2DERE

FAF w7 VT R~y T R —TTlE, V=BT RTCDI VT b~ T RT3 AXA—% IPT K
LARE) ZRFBLTOVARWVWEASTH, UE—F IPSec 7 MHDOHHD SA DI m—3 g VB
LR L £,

Cisco 819 ¥ —X Y—ERBAEIN—4 VIO z7 oV T4 XaL—Yav HAF
m. 0L-23590-02-J |
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FIEDHE

FIED

ATy71

ATy7 2

A7973

A7974

27975

vPN oz B

IPSec s FRAKET HIZIE, ZFr— b a7 4 Xalb—va Ly E— K opd, ROFIAEZHE

TLET,

1. crypto dynamic-map dynamic-map-name dynamic-seq-num

2. set transform-set transform-set-name [transform-set-name?...transform-set-nameG6]
3. reverse-route

4. exit

5.

profile-name]

crypto map map-name seq-num [ipsec-isakmp] [dynamic dynamic-map-name] [discover] [profile

ARV RFERETIVa Y

E]:)

crypto dynamic-map dynamic-map-name
dynamic-seg-num

#l -

Router (config) # crypto dynamic-map dynmap 1
Router (config-crypto-map) #

HAFIv 7 7V T~y 7 = ) EERL,
IV v~y aryr74Xal—yary £—F
R L ET,

ZDawy ROFEMIZHOWTIX, [Cisco 10S

Security Command Referencell 21 T2 &
AN

set transform-set transform-set-name
[transform-set-nameZ2...transform-set-nameé]

#l -

Router (config-crypto-map) # set
transform-set vpnl
Router (config-crypto-map) #

JUVT N~y =Y CHEHAFRER TR
THx—hLky hEETELET,

reverse-route

o1

Router (config-crypto-map) # reverse-route
Router (config-crypto-map) #

JVT N~y M) DORETLT T UER
EER L £,

FEMIC DWW TCIX, [Cisco 10S Security Command
Referencell ML TLTZE0,

exit

o1

Router (config-crypto-map) # exit
Router (configqg) #

Jau—) a7 4 Xal—gr F— NIE
DET,

crypto map map-name seg-num
[dynamic dynamic-map-name]
[profile profile-name]

[ipsec-isakmp]
[discover]

Bl -

Router (config)# crypto map static-map 1
ipsec-isakmp dynamic dynmap
Router (config) #

IS Ny Fadr A VEERLET,
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Cisco 819 Y Y—X Y—ER#HEHIL—2 VI tYz7 av714Fal—av i4F 1


http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html

HOBE 2T HBEBEORE |

B VPN o®E

MBAL VB —D A RAADY ) T~ 2y TOER

FIROHE

FIED

ROEF

ATy71

ATy72

A7973

VTN =2y 7E IPSec N7 7 4 v 7 BRBIRTHEA L F—T oA RATEHA SN T AUERD D E
T, WEA L H—T 2 AR VT N2y T REHATHEICED, V=R TXTONT T 47
SAT—HXR—RWETH LRV ET, TN RRETIE, A—FiFVE—h YA FHEIC
EEIND T T4y 7 B FL LT, BRI LES, 2L, X7 Uy S F—Tx
ARATIIMDO VT T 4w 7 OBEWEFTFAIL, A F—y h~OHEwARIEL THET,

AL E—T ARV~ FHERTHIIE, Fe—"L a7 FXal— g3y EF—RRhH
o, WOFIEEZERITLET,

1. interface type number

2. crypto map map-name

3. exit

ARV KRFEREETIII Y B

interface type number 2V N2y T EEATAA LA —T A ADA
VE—=T A A AT 4 Falb—ary E—R

il - A L ET,

Router (config)# interface fastethernet 4

Router (config-if) #

crypto map map-name JIVT N =T —T x4 AZHALE
R

?' it . s Zoawy ROFEMIZ2OWTIL, [Cisco I0S

outer({config-if)# crypto map static-map Security Command Referencell %2 1L TL /2 &

Router (config-if) # W

exit Ja— )L a7 4 Xalb—yary ET—RNIE
DET,

il -

Router (config-crypto-map) # exit

Router (configqg) #

CiscoEasy VPN UE— |k a7 4 ¥ a L — a Y EERT 5356 1%, [Cisco Easy VPN U £— | =2
T4 Fab—a rOfE] (P9-15) 2ZRLTIZSN,

IPSec F /LB LN GRE ZEH L THA M VPN 2{EET 28541, (94 F# GRE h> k1 m
wiE] (P9-18) Z#ZML LI,

Bl Cisco819 ¥ —X H—ERHFERIL—4F VI FYz7 a2 74Falb—av HALF

0L-23590-02-J |
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CiscoEasy VPN UE—F a7 4 FXalL—3a v DER

Cisco Easy VPN 7 7 A4 7> b & L CHBET 5/ — % TiE, Cisco Easy VPN U E— OB EEERK L
T, BEAVE—T oA AZZOREEFHEEMTE2LERH D 7,

VE—h a7 4Fa2alb—yar2ERT210F. Za—NL a7 ¥al— gy B— bl

FIEDHE

FIED

27971

ATy7 2

W, WOFNEZETLET,

crypto ipsec client ezvpn name
group group-name key group-key

peer {ip address | hostname}

exit
crypto isakmp keepalive seconds

interface type number

© o Nk~ N2

exit

mode {client | network-extension | network extension plus}

crypto ipsec client ezvpn name [outside | inside]

ATV RFERRTIVa Y

]3]

crypto ipsec client ezvpn name

o1

Router (config) # crypto ipsec client ezvpn
ezvpnclient
Router (config-crypto-ezvpn) #

Cisco Easy VPN Remote => 7 4 ¥ a2 L — 3
Z{ERE L, Cisco Easy VPN Remote 1> 7 ( ¥ =
L—yay E—FEHRBLET,

group group-name key group-key

#l -

Router (config-crypto-ezvpn) # group
ezvpnclient key secret-password
Router (config-crypto-ezvpn) #

VPN #:#:0 IPSec 7 /v — 73 L O IPSec ¥ —fi
ZHRELET,

| oL-23590-02-J
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ARV ERFEREETOIVaY B#
ATv7 3 peer {ip address | hostname} VPN #5507 IP 7 L AEF TR R N4 & fE
ELET,
e (1) R MERETE DO, A— b
outer (config-crypto-ezvpn peer RSN R SN PN
192 168.100.1 DI;IS/:)L; / ‘%JI L CH A NAIRR 21T 2
Router (config-crypto-ezvpn) # DB TY,
G Zoa<wrFE#EHALT, Ny rT7 v
ELTHEMT2EROE T ZRELET,
L OOETNET T 25 & WITHHATRE
72T % T Easy VPN kv RV fife
MENET, I~ ETAFERT
L, TI7A4~) ETEHNT L
DIFEMESL SIVET,
A7974 mode {client | network-extension | network |VPN #{EEe— FZHEELET,
extension plus}
i
Router (config-crypto-ezvpn) # mode client
Router (config-crypto-ezvpn) #
A79y75  exit Ja—sJL ary 74 X¥al— gy T— RICRE
DET,
il -
Router (config-crypto-ezvpn) # exit
Router (confiqg) #
A7976  crypto isakmp keepalive seconds Fy R ETHREAYE—UNA RZ—T IR0 F
T, A v E—URORERIZ, A2HALT 10 ~ 3600
il - DOFIFHTHEE L £,
Router (config-crypto-ezvpn) # crypto isakmp
keepalive 10
Router (config) #
A7y71  interface type number Cisco Easy VPN U & — L O E 2 A+ 54

o1

Router (config) # interface fastethernet 4
Router (config-if) #

=T 2 A AT, AV HF—TxAf A7 4{F=2

L—y gy T— REBBLET,

(G¥) ATM WAN A v Z—T = A4 AZ{HEH LT
WAHNL—ZDHE, Zha~xy N
interface atm 0 272V £,

Bl Cisco819 ¥ —X H—ERHFERIL—4F VI FYz7 a2 74Falb—av HALF
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ARV ERFEEETOIVaY B#
A7978  crypto ipsec client ezvpn name [outside | Cisco Easy VPN U £— F D E% WAN A
inside] 4—7 = A ACBEMTES, Zhicky, -
21X VPN #6372 NAT £7213F— b 7K
il - L AL (PAT), BEOT 7 E2 UA FORE
Router (config-if) # crypto ipsec client Z HENIZ/ERR L £,
ezvpn ezvpnclient outside
Router (config-if) #
27979 exit Ja—)Lar74Xal—ary T—RICRE
DET,
il -
Router (config-crypto-ezvpn) # exit
Router (config) #

flt
o)

WOREFNL, ZOFETHHA L VPNEB LGP IPSec horxrdary7 4 Falb—vay 77 AL0D—
WERLET,
!

aaa new-model

aaa authentication login rtr-remote local
aaa authorization network rtr-remote local
aaa session-id common
I
username Cisco password 0 Cisco
|
crypto isakmp policy 1
encryption 3des
authentication pre-share
group 2
lifetime 480
|
crypto isakmp client configuration group rtr-remote
key secret-password
dns 10.50.10.1 10.60.10.1
domain company.com
pool dynpool
|
crypto ipsec transform-set vpnl esp-3des esp-sha-hmac
|
crypto ipsec security-association lifetime seconds 86400
|
crypto dynamic-map dynmap 1
set transform-set vpnl
reverse-route
|
crypto map static-map 1 ipsec-isakmp dynamic dynmap
crypto map dynmap isakmp authorization list rtr-remote
crypto map dynmap client configuration address respond

crypto ipsec client ezvpn ezvpnclient
connect auto
group 2 key secret-password
mode client
peer 192.168.100.1

Cisco 819 ) —X 4—ER#AEIIL—L VI rH 7 avI74Falb—>ar M4 F
| oL-23590-02-J .m
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interface fastethernet 4
crypto ipsec client ezvpn ezvpnclient outside
crypto map static-map

|

interface vlan 1

crypto ipsec client ezvpn ezvpnclient inside
!

Y4 FE GRE k2 RILDERTE

GRE Fo RV ERET AL, Fu— L a7 4Falb—vary T— Kb, ROEEZITVE

R
FlIaDOBE
1. interface type number
2. ip address ip-address mask
3. tunnel source interface-type number
4. tunnel destination default-gateway-ip-address
5. crypto map map-name
6. exit
7. ip access-list {standard | extended} access-list-name
8. permit protocol source source-wildcard destination destination-wildcard
9. exit
FIEDEH
v KERRT IV IS
A7971  interface type number Ky A B —T = ZEVER LT,
T AVH—TzAf A AT 4 Falb—3g
Bl : E—RNERBLET,
Router (config) # interface tunnel 1
Router (config-if) #
ATy72 ip address ip-address mask Mo XZT RLRAZE Y Y TES,

il :

Router (config-if)# 10.62.1.193
255.255.255.252

Router (config-if) #

Cisco 819 ¥ —X Y—ERBAEIN—4 VIO z7 oV T4 XaL—Yav HAF
m. 0L-23590-02-J |
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27973

ATy7 4

27975

27976

A7y7 7

ATv7 8

ATy79

vPN oz B

ATV RFERRTI VY

]3]

tunnel source interface-type number

Router (config-if) # tunnel source
fastethernet 0
Router (config-if) #

GRE F > M —Z DEETLT Y RBRA Vb
ERELET,

tunnel destination
default-gateway-ip-address

il -

Router (config-if) # tunnel destination
192.168.101.1

Router (config-if) #

GRE KV RN —Z DS RiRA N
HBELET,

crypto map map-name

o1

Router (config-if) # crypto map static-map
Router (config-if) #

fozMz7 V7 s <=y 7T &ED B TET,

GE) PRV AE—T A ANDEAF
ST N—T 4 T ERFAET 40D
Jb— hix, VA NEOESR AN T ST
DIZHEL T LER’H D £7°,

exit

o1

Router (config-if) # exit
Router (config) #

A B =T A ALy T 4 F¥al— g F—
REERTL. Z7a—L a7 4 Fal—3a
E— FNIZED £,

ip access-list {standard | extended}
access-list-name

#l -

Router (config) # ip access-1list extended
vpnstaticl
Router (config-acl) #

V7 ~ v THEAINS4HITE ACL @
ACL 2> 7 4Xal—Yay B— REHBLE
‘d—o

permit protocol source source-wildcard
destination destination-wildcard

Bl :

Router (config-acl) # permit gre host
192.168.100.1 host 192.168.101.1
Router (config-acl) #

HEA L H—T A ATIEIGRE FF 7 4 w777
IRFAEND LS ELET,

exit

#l -

Router (config-acl) # exit
Router (config) #

Ja—) ary7 4 X¥al—yary E—RIRE
DET,

| oL-23590-02-J
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%!5

=

x

Bl

WOFREFNT. BIROFKIETHBELZ GRE Py F VA Z2MHLEZ VPN Oy 7 4 X Lb—

vay 7y ANO—ETT,
I

aaa new-model

aaa authentication login rtr-remote local
aaa authorization network rtr-remote local
aaa session-id common
!
username cisco password 0 cisco
|
interface tunnel 1
ip address 10.62.1.193 255.255.255.252

tunnel source fastethernet 0
tunnel destination interface 192.168.101.1
ip route 20.20.20.0 255.255.255.0 tunnel 1

crypto isakmp policy 1
encryption 3des
authentication pre-share
group 2
|
crypto isakmp client configuration group rtr-remote
key secret-password
dns 10.50.10.1 10.60.10.1
domain company.com
pool dynpool
|
crypto ipsec transform-set vpnl esp-3des esp-sha-hmac
|
crypto ipsec security-association lifetime seconds 86400
|
crypto dynamic-map dynmap 1
set transform-set vpnl
reverse-route
|
crypto map static-map 1 ipsec-isakmp dynamic dynmap
crypto map dynmap isakmp authorization list rtr-remote
crypto map dynmap client configuration address respond
|
! Defines the key association and authentication for IPsec tunnel.
crypto isakmp policy 1
hash md5
authentication pre-share
crypto isakmp key ciscol23 address 200.1.1.1
|
1
! Defines encryption and transform set for the IPsec tunnel.
crypto ipsec transform-set setl esp-3des esp-md5-hmac
|
! Associates all crypto values and peering address for the IPsec tunnel.
crypto map to corporate 1 ipsec-isakmp
set peer 200.1.1.1
set transform-set setl
match address 105
|
|

Bl Cisco819 ¥ —X H—ERHFERIL—4F VI FYz7 a2 74Falb—av HALF
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! VLAN 1 is the internal home network.
interface vlan 1

ip address 10.1.1.1 255.255.255.0

ip nat inside

ip inspect firewall in ! Inspection examines outbound traffic.

crypto map static-map

no cdp enable

|

! FE4 is the outside or Internet-exposed interface
interface fastethernet 4

ip address 210.110.101.21 255.255.255.0

! acl 103 permits IPsec traffic from the corp. router as well as

! denies Internet-initiated traffic inbound.

ip access-group 103 in

ip nat outside

no cdp enable

crypto map to corporate ! Applies the IPsec tunnel to the outside interface.
|

! Utilize NAT overload in order to make best use of the

! single address provided by the ISP.
ip nat inside source list 102 interface Ethernetl overload
ip classless
ip route 0.0.0.0 0.0.0.0 210.110.101.1
no ip http server

|

!

! acl 102 associated addresses used for NAT.
access-list 102 permit ip 10.1.1.0 0.0.0.255 any

! acl 103 defines traffic allowed from the peer for the IPsec tunnel.
access-list 103 permit udp host 200.1.1.1 any eq isakmp
access-list 103 permit udp host 200.1.1.1 eq isakmp any
access-list 103 permit esp host 200.1.1.1 any
Allow ICMP for debugging but should be disabled because of security implications.
access-list 103 permit icmp any any
access-list 103 deny ip any any ! Prevents Internet-initiated traffic inbound.
! acl 105 matches addresses for the IPsec tunnel to or from the corporate network.
access-1list 105 permit ip 10.1.1.0 0.0.0.255 192.168.0.0 0.0.255.255
no cdp run

Cisco 819 ) —X 4—ER#AEIIL—L VI rH 7 avI74Falb—>ar M4 F
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