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1. interface wlan-ap0
2. ip address subnet mask
3. no shut
4. interface vlanl
5. ip address subnet mask
6. exit
7. exit
8. service-module wlan-ap 0 session
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A7v7 1 interface wlan-ap0 TAVVLRAFRLAND, L—BDaAy ) —L £
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Router (config)# interface wlan-ap0 UA Y LR TNAABOBEIZEHRLET,
fouter(contigmif b GE)  HICH— R 0 2 L 2T
o RDAvE—VNRERINET,
The wlan-ap 0 interface is used for
managing the embedded AP. Please use the
service-module wlan-ap 0 session command to
console into the embedded AP.
RATv 7 2 ip address subnet mask A HB—T A ZXIP T RLALF TRy N vA 7 %
BELET,
5 - (X)) ZoIP 7 FL AL, ip unnumbered vlanl =
Router (config-if)# ip address <~ R&E@HAT5HZ & T, Cisco ISR (ZHE D
10.21.0.20 255.255.255.0 MTHENT-IP T RLREIEETEET,
E S
Router (config-if) # ip unnumbered vlanl
2797 3 noshut WA v &2 —7 = A A A BV TR Z HERF 5 &
ICHELET,
Bl -

Router (config-if) # no shut
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Router (config-if) # interface vlanl e Cisco 860 > U —RX, Cisco 880 >V —X, Bk
O Cisco 890 2V —Xd ISR Tlix, +XTDH A
A vFR=FDF 7+ Dvlanl A ¥ —7 =
A A LA LET,
RFv 7 5 ip address subnet mask A B =T A AP T RLALHT Xy b vA T %
BELET,
Bl :
Router (config-if)# ip address
10.10.0.30 255.255.255.0
ATv7 6 exit A B —Txf A Ar 74 ¥al—vay E—
BTL, o= a7 4Xalb—v gy T—FK
WCRY F7,
Bl :
Router (config-if) # exit
Router (config) #
ATy T T exit Jua— )L ary7 4 Fal—ary BE—REKTL
i‘j_o
Bl :
Router (config) # exit
Router#
AFvF 8 service-module wlan-ap 0 session UAVLAFTANALRAE)—FDa Y — )L OB
A —F I LET,
Bl :
Router# service-module wlan-ap0O session
Trying 10.21.0.20, 2002 ... Open
ap>
EvEh TAF¥LVATNRAALDE Yy a v &RET A2 =0T CiscolOS V7 b =27 =4 VT ZA%4E
B9 55615, EXEC 7' v 7 k)6 alias exec dotllradio service-module wlan-ap 0 session =~ >
FEAALET, Z0a~r REANT5HE, CiscolOS V7 7 =7 ® dotll radio L /(2 H B
WCAFX Y T LET,
vy a3 DT
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410b-chap2-gui.html
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ATFYFT 1 UAFYLAT RS REDa Y Y — VK%L L, show interface bvil Cisco [0S =~ K& AL
T, Bridge-Group Virtual Interface (BVIL; 7V v A —T A X —T7 A A) IP 7 KL A%
BLET,
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57, WEP ¥— 2 ANTAHALERSH Y A, SSID CONFIG WARNING: [SSID]: If radio
clients are using EAP-FAST, AUTH OPEN
with EAP should also be configured.
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SHET T 3 RAEASRE ST 5 A1
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@- (f}“‘/\muuﬁ'r“ S 1645) clients are using EAP-FAST, AUTH OPEN
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1. EAP = Extensible Authentication Protocol

2. LEAP = Lightweight Extensible Authentication Protocol

3. PEAP = Protected Extensible Authentication Protocol

4. EAP-TLS = Extensible Authentication Protocol-Transport Layer Security

5. EAP-FAST = Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling
6. EAP-TTLS = Extensible Authentication Protocol-Tunneled Transport Layer Security
7. EAP-GTC = Extensible Authentication Protocol-Generic Token Card

8. EAP-SIM = Extensible Authentication Protocol-Subscriber Identity Module

9. WPA = Wi-Fi Protected Access

10. TKIP = Temporal Key Integrity Protocol
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V7 hoz 7RHREY

o TIURBANRALNPIMEIAENT Cisco890 >V —X ISR X, IPBase 7 + —F % v h &
CiscoI0S 12.422)YB Y 7 b0 = 7T #FATLCWAE, BV 7 b7 =7 75 Cisco Unified
TR =TT v T —RT&EET,

o T U EAXRAL MHEIIAENT Cisco 880 2 U — X ISR i&, advipservices 7 4 —F ¥ v &
Cisco [0S 12.4Q20)T ¥ 7 b7 = 7 & 34T LTV AHA, HHY 7 kv =7 6 Cisco Unified ¥ 7
N =TT vy T T — R T&EET,

e Cisco Unified 7 —F%7 7 F ¥ O THAALIT 7R KA bEMHT2I2E, X—Ta v
5.1 LUBE D > 2 2 Wireless LAN Configuration (WLC) #E{TL TWAMERH Y 7,

7y FToL— FOHEE
T v Tb— REEET D IZIEROEEEZITNET,
o [TV EBANRALIFDIP T KL 2DFH#] (P.8-10)
o [FE—FRENA R —T NIRRT WEZ L DOFER] (P.8-10)
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Bl Cisco Unified V7 k9 7~AD7 vy FFL—F

VA i

FDIP 7 FLRDRE

TIEARLALIDIP T FLRBRE#ESTAHAZLIZEY, 778 ZR RA 2 MIWLC CEETX, EF)
BFIZ Unified 1 A—V&2F v v —RCT&EET, FA M A—%X, DHCP 7— L %Z@ELTT 7 A R
A > bk DHCP — B2 2t LFE I, ZDOT7 7R KA MEWLC &#{EL., DHCP 7—/L =2
T4 X2L—YarParyhue—IPT7RLADEF T ar 43 2#RELET, kO, HEY T
NERLTWET,

ip dhcp pool embedded-ap-pool

network 60.0.0.0 255.255.255.0

dns-server 171.70.168.183

default-router 60.0.0.1

option 43 hex £f104.0a0a.0a0f (single WLC IP address(10.10.10.15) in hex format)
int vlanl

ip address 60.0.0.1 255.255.255.0

WLC #iH 7 2 & 2 OFEHI SV T,
http://www.cisco.com/en/US/docs/wireless/controller/4.0/configuration/guide/ccfig40.html @ [ Cisco
Wireless LAN Configuration Guidel] %ML T30,

E— FEENS R—TIITHE-o TS Z L DFER

AFvTA1
ATvT 2
ATv7 3
ATv7 4

E— ROBREDANI/R->TNWD I L E2MHERTDHITIE, WOFNEEFITLET,

=% WLC $—/ N2 ping 2 EIT L, EfE2ERLET,
service-module wlan-ap 0 session =~ > RZEITL, T/ EBA FA Y b~DEy T a U EHLLET,
TIRARA L NPABEEA A —VEEESE T DR LET,

show boot =~ REZ AL TT 7 EBZA RA LV FDE— RERENA X —T NI TNWAE D L 2R
LEd, a~r FoEIERLET,

Autonomous-AP# show boot

BOOT path-list: flash:ap801-k9w7-mx.124-10b.JA3/ap801-k9w7-mx.124-10b.JA3
Config file: flash:/config.txt

Private Config file: flash:/private-config

Enable Break: yes

Manual Boot: yes

HELPER path-list:
NVRAM/Config file
buffer size: 32768
Mode Button: on

7w 77 L— FDEST

AFvFT 1

HfY 7 b7 =7 % Cisco Unified Y7 F 7 =77 v 77 L— R4 3121, ROFIEIZHENE T,

TR ARA L NOREIA A — % Cisco Unified 7 v 77 L— K A A= ([FHF 14 X —2L HIFEOE
F) WCEET AT, Fr—rUb a7 4 ¥ a2 b—3 3 F— KT service-module wlan-ap 0
bootimage unified =~ > N& LT L £,

Router# conf terminal

Router (config) # service-module wlan-ap 0 bootimage unified
Router (config) # end
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Cisco Unified V7 k9 z7~07vF75L—F N

(3¥)  service-module wlan-ap 0 bootimage unified =~ > FZ /T L CTHE L LB INRWEES
W, Y7 U7 FARVAREEADTH A0 MR L T TEIN,

TIRARALA Y NORENIA A=V DNRNRAEFBINTHIZIE, TI7B88ARA b —)umn
5 EXEC &©— K C show boot =~ > R&ffH L £9,

autonomous-AP# show boot
BOOT path-list: flash:/ap80l-rcvkIw8-mx/ap801l-rcvkIw8-mx

ARF9T 2 JTU—RTNV Xy MOV ETOTCTIVRARS U N2V T—bL, Ty 7T L—F Fatrs5E
TT2IZF. 7r—rUL a7 4 F 2 b—3 g F— T service-module wlan-ap 0 reload =~ > F
EFITLET, 7T78A RS POy v a v &ESLL, 7y 7 7L —F 7nt22E=2LE7d,

GUI DREX—VEMEALTZVA Y LR TAAL 2Dty T v TOFEMIC OV TIE, [Cisco Express
il (P.8-4) #ZMMLTIEEN,

AP WS BEE—RAZY T L—FFELIERTIEDO NS TN a—TF1 25

Q. BOT77E®A RS FTHE, BEYZ F 7275 Cisco Unified V7 U =T ~DOT v 77 L —
RIZE L, FEE— R FIRoTWnWA L O TT, E5THIEWVWTL & 9D,

A. T7BA RS FTHEY 7 b7 =725 Unified V7 7 =TT v 77 L— RTERMN-725
AL, WOBIEEZFATL T EE N,

— [\EA A=V EEETHEIC, BRT 2V EARLA L FORAETF 4 v 7 IPT RLVARN BVI A v
B =T 2 ATHEINTWRNWI & 2R LET,

- V=X T IEARA & WLC BT ping T LT, EHRAILIN TV 0FHERLE
j‘o

- TI7®AFRA L EWLC 7y (FEZEE B DELSERESNLTWDEERLET,

Q. 7I7EARAL PBEHEZAITLTOD2OTTR, MELSTH I ELNEEHA, EHLTT
j‘ﬁ)o
FTI7EBARA L MR INRY A A=V TRAE 7 LickE, Unified V7 b =TT v 77
L—FRLERHA, £5LTTT N,

A, TIEA RS FTHE, BEIZRATHRK LY, FEE— FiZi>TLEW, Unified ¥ 7 b
VeTILT v L— RTERVWEERHY T, ZOWTRNOREBIZ R - T235813.
service-module wlan-ap0 reset bootloader =~ > K& LT LT /A KA h&ET—bha—4
WWIRL, PEITA A=V EEIFSETLIIZEN,

79X RAFADY I Oz T7NHFHYA—F

TIREARA L FOREEBA A —VEEROAREA A=Yty FT2ITIE, Fr—rb 3Ty
¥ a2l —3¥ 3 F— KT service-module wlan-ap0 bootimage autonomous =~ > F&fH L £,
BV 7 =27 A RXA—=V%T7 78X KA MZUr— KT 5213, service-module wlan-ap 0
reload =~ > R&EMHHLET,
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T

TFOEBRXRKRAETDY T b7 )HNY

TIEARLAY MIA A=V EBIETDLHICIE, Je—L a7 4 Fa2lb—vary E—RT

service-module wlan-ap0 reset bootloader =~ > R& i L £,
TARA VIR T = br—FIZRY, FEITA A=V EI IR TEDH LD

A

Zoa<wy REERTLE, T
12720 9,

bz

Zoavy ROFERICY - TE, +59
TUMETENIRNZ EN D,
a<wr Rt Y Y v MU ERERE

THEELTLLEEZY, ZOBETIHETOY ¥ v MY
ETFTOT 7 A NVERIEICEERE L LBARHYET, 2D
ERENSEETH2HMICEROFEH L T EEN,

EEEH

Akl a=77 1 K

FEFIEOFEMZHOWNWTIL, O=aT LEZBRLTLIFEN,

o [PZ2aPEMBY T NI 2T D~V=aT V] —F 82
e [Cisco Unified Y7 Fh V=7 D~v==2T /] —F §8-3

® 8-2 YROADBERYIEIITFTDI=aTIL

FY b= FHSLY >y

VA YL AOREE B2E TUAY LR TN, AYH

B %/

HERR DR E 9= MEHRORE]

tF¥allT4 oy

[ Authentication Types for Wireless Devices] | RK~v==7 /L TiL, 77 R KA v MIERET HBAEOFEHEIZOWTHA L
TWET,

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityAuthenticationTypes.html

FTRADIUS and TACACS+ Servers in a
Wireless Environment]

ZO~==27 ik, RADIUS 35 LT TACACS+ DA F—T )V EBRED L,
T 7/74 N l\ﬁi&@ufﬁﬂuﬂﬁﬁ\ I HIZ ﬁf@{ﬁ”ﬁ)ff 5 ;AL nE& G uE7 = e
X@iﬁﬁﬂ@ﬁ&ﬁowfﬁ%biﬁgRAMUS%;UIMMC&-i
AAA' ZBE U TIEH SN, AAA 2~ 2 REHERT 285704 2 —7 LI
T&EET,

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityRadiusTacacs_1.html

['Using the Access Point as a Local
Authenticator ]

AKv=aT7 VTE, e —WNVREERYT LT 72X RA v henom—1
WZBWT, T AN, RAEFERAT 2B ONCHALTWES, 77 &X
T%/ﬁidﬁ@ﬂﬁLANﬁx&/FTH/mﬁ/XTA&LT% ET 5
A %éb\i/\/77/7uunﬁqj— EX%%{ L/ij‘ H— jj/l/munl“t;dpfj:aél
#é?&txf%xﬁi LEAP. EAP-FAST B X' MAC <— X Di8FE%
BRKS0OMBDY FA47 > b TANAL R LTEITLET,

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityLocalAuthent.html
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megn H
& 8-2 SRADBEFEYVI R IITFDOR=aTIL (HE)
FybI—=H FHLY V2o
[Cipher Suites and WEP ] ZOw==7 L, WPA B XL CCKM?, WEP, X1 WEP e

(AES’. MIC*, TKIP, BELO7r— ¥y A F—0Ou—7—3 37

L) BT LI HBERES A A — FOREFIETOWNTHH L ET,

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityCipherSuitesWEP.html

[Hot Standby Access Points] ARv=aT7NVTiE, Ay b AZ R, 2=y b LTIASF LR TNALR
ERETDHEEHRPLTHET,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Ro
lesHotStandby.html

[Configuring Wireless VLANs] IOV =a T TA ¥ — RLAN IZERESNZ VLAN L& Hic7 7R
WA bR 57O DREFTIECHONTHR L ET,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/wi
reless_vlans.html

['Service Set Identifier] TAFXVATNA AL, T78ARA L FELTHRK 16 O SSID %R —
FCExET, Av=aT7 LT, VLAY LR TSR LD SSID OFER X
OEBHFIEICOWTHA L £,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
rviceSetID.html

HiE oy
T 7R BRA v hOEER 5510 3 TR T A 2 DE
Quality of Service IOv=a T NVE, =0T AR A L F —T = A4 ZATD QoS DRIE

FEZDOWTHR LET, ZOWRBIZEY, MO RNT 747 Z2HHEIC LT
FFED 774y 7 ZBESELZENRTEET, QoS BARVGE., T34
ANFZENRT y MCREOT—E 2R L ET (N7 y hORNERY A KT
RIVWERA), EHEME. BERE, 7232V —7y ML TURGET 2 2
L ANy bEEELET,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Qu
alityOfService.html

[Regulatory Domains and Channels] AKe=aT7M2iE, HRPOBE KA A ND Cisco 77 7 AR THHR—
FLTWAIERT ¥ 2D SN TOET,
http://www.cisco.com/en/US/customer/docs/routers/access/wireless/software
/guide/RadioChannelFrequencies.html

[System Message Logging.J AKv=aT7VTiE, 2—FOUALA VLA TS AETYRAT LA AvE—
0T ERETDHECONTHAL THET,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Sy
sMsglLogging.html

AAA = Authentication, Authorization, and Accounting
CCKM = Cisco Centralized Key Management

AES = Advanced Encryption Standard

MIC = Message Integrity Check

o e
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['Why Migrate to the Cisco Unified Wireless
Network?]

http://www.cisco.com/en/US/solutions/ns175/networking_solutions_product
s_genericcontent0900aecd805299ff. html

['Wireless LAN Controller (WLC) FAQJ

http://www.cisco.com/en/US/products/ps6366/products_qanda_item09186a0
080642991 .shtml

[Cisco I0S Command Reference for Cisco
Aironet Access Points and Bridges, versions

12.4(10b) JA and 12.3(8) JECJ

http://www.cisco.com/en/US/docs/wireless/access_point/12.4 10b_JA/com
mand/reference/cr2410b.html

[Cisco Aironet 1240AG Access Point
Support Documentation]

http://www.cisco.com/en/US/docs/wireless/access_point/1240/quick/guide/a
p1240qgs.html

[Cisco 4400 Series Wireless LAN Controllers
Support Documentation ]

http://www.cisco.com/en/US/products/ps6366/tsd_products_support_series
home.html
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