tXal) T4 BEEDEKTE

Z OETIE, Cisco 860 35 L8 Cisco 880 'V — X —EA#HA®/L—& (ISR) THHEHEREED
X2 )T A REERRET S A a0 EER T L— AU —27 Th 5 Authentication, Authorization,
Accounting (AAA; RBiE, 37, TAT T 4 7)) OBBEICOWTHALET,

COEONEFIX, ROLEBY TT,

o [FGE, FFR[, THOUT 47 ) (P4-1)

o [AutoSecure D% &) (P.4-2)

o 77k URALDHERFE (P4-2)

e [CiscolOS 77 A4 7 U+ —/VDOFE]| (P4-3)
e [Cisco IOS IPS ®#% & | (P.4-4)

e [URL 7 4%V 7] (P4-5)

e [VPN O%iE]| (P4-5)

REE. HA. THYYT 1Y

AAA DX Y NT—2 X2 VT 4 —E R I, W—F LETT /78R arro—2RETSHEER
TL—bU— 7 R LET, BT, v /A B ORR U= AT eS| HERERE L OIRE,
Ay =T DY R—F, BE CBIRTH2EF2UT 1 u haldsltT) RE, 2—F&i
BT D00 HEARMELET, FFIE 1 ERY OFARE Y — B ACHT 27, Fa—Pioxd
77N VARBIOT BT 7 A0 22— TA—TOYR—F, IP, £ F—Fy hU—7 X
7w haZfs (IPX), AppleTalk VE—k 727 A (ARA), BL W\ Telnet DY R—r72 L&, VE—F
TrRvAEay ha—ATE5bOREERIELES, THUUT 7T, =PRI, B &
HTHEZ, FEAfTa~r K (PPP L), 7y ML, N Mkl nolttxa VT4 H—AFHRD
VA L BB ATV, e, BEE, BLOLR— MIEAT 2 FEE2RMELET,

AAA I3 RADIUS, TACACS+, F7zi% Kerberos 2 D7 a ha v AL Cexa U7 ( HiELE
BLEST, V2B FRy hU—F TIEHA P —_ELTHEIEL TWEHEA, AAAIL, Xy hU—7
7 7 & A ¥ —,3t RADIUS, TACACS+, £721% Kerberos ¥ % = U T ot +— R O#IE Z LT D72
ODOFEL 720D FT,

| oL-18906-06-J

Cisco 860, Cisco 880 & U Cisco 890 Y —X H—ERHERIL—4F VI r9z7 av214Fal—av H4F



AT X2 UTAHBBEORE |

W AutoSecure DE/E

AAA V—ERDOBREBLOIR—bENdEF2 VT4 78 b2 Lo WL, [Cisco 10S
Security Configuration Guide: Securing User Services, Release 12.4T)] TWOHZZH L T X\,
» [Configuring Authentication ]
e [Configuring Authorization]
e [Configuring Accounting]

e [RADIUS and TACACS+ Attributes |
» [Configuring Kerberos |

AutoSecure DEE

AutoSecure #§fEIX, Ry N =V HBIZEHINDAREEOSH 5 — KR IP y—E 2 E2T 1 E—T L
WL, WBEZ & 3xy U= OFFENZENY S IP —EAB I OEEZ A X — 7 M TEE
T ZTOMP Y —ERE, 1 20avy RCTRTCERBIZT A B—T NV /A X =TT HZ LT L
D, V=2 EDEXxa T B EEKNIBIZE S L TWET, AutoSecure HEREDFEMIZ DV T,
ldutoSecure] % ZMWM LT &V,

TR )R FDERE

T7EAURAKNACL X, BETLIP T FUVA, 3680 IP 7 RV A, F£H1E7 0 ha k50T a v
=T 2 A ALETRYy NT—07 NI 7 4 v 7 OFAEITHEREITVET, 7782 U R NI, (Ei
RETITIEER DO ELOMNIZEESNET, BET 78X URX ML, HESINTZEELILLD Ty
FOWEIBEFFELITESELETS, WET 7R U R FTIE, SBAEBLOBETOmMF2EETE
T, o, A7 bavERELT, BEEFIELFERTZ N TEET,

7 7R URNOERDFEMIZ DWW T [ Cisco 10S Security Configuration Guide: Securing the Data
Plane, Release 12.4T] @ TAccess Control Lists (ACLs)] Z#Z&M LT 7Zx0,
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Cisco10S 774 79+—LoEze M

T7EAVARMI, R EZTIZEoTa~vy RRAL UV FEND —EDa~v L R T, Z 713,
B ETITAROELELNTY, R 4-11F, 778X VR MOEREIMHEHT Ha~v FOU A MTT,

% 41 FORR YA MDAV I4FaL—2aryav oy

ACL 547 av74¥alL—v3avavuk

HE5wRHX

e access-list {1-99} {permit | deny} source-addr [source-mask]

I access-list {100-199} {permit | deny} protocol source-addr
[source-mask] destination-addr [destination-mask)

KA

1 U ip access-list standard name followed by deny {source |
source-wildcard | any}

I = ip access-list extended name {permit | deny} protocol

{source-addr[source-mask] | any} {destination-addr
[destination-mask] | any}

TR VA NEER, Wk, BEET 51X, [Cisco 10S Security Configuration Guide: Securing
the Data Plane, Release 12.4T] @ TAccess Control Lists (ACLs)] #ZH L T 72 &\,

s IPT7T 78R UARDIEREA o H =T = A ZA~DiEH

» [Creating an IP Access List to Filter IP Options, TCP Flags, Noncontiguous Ports, or TTL Values|
e IP77%&R UXOKEHIL

» [Displaying and Clearing IP Access List Data Using ACL Manageability |

TR T)IL—7

TIEAITNVN—F LI, =R LETELITB SISV FENTWASE—HEDT 7 ® X U R NDIERE
DZETYT, ZOTN—TE, AV H—T 2 A RAERETDHEEINT, AV F—T A RZHLTA F—
TZENET, T2 8A T —7%ERT A, ROSIZERELET,

o TR VAINDEEREDIERFIZEETT, ry MI, RHOT 72X JUAIMNLIEIZHE SN

T, ~HTHZLONRRWEGEA (OFD, HFAEAIFEERRELRWVGESR) 1T, ROT 72X
YA MZBAEIN, &EHIKkOT 78R U R M~LIEICED S E T,

o Ny MMHFRELIFESEINDHNT, TRTONRNTA—EZNT 7R U RPMNMI—EHTDLEN
HYET,
o TRTOV—F Y AOKRREICIZK, BERMIZ Tdeny all] 23X F T,

TR TN—TORER L OEBLOFEIZ W T, [Cisco I0S Security Configuration Guide:
Securing the Data Plane, Release 12.4T) %ML T E &0,

CiscolOS 27 A4 704 —ILDKE

CiscoIOS 77 A T U4 — VT, AT—RINRT 7 AT I+ —VERETETEST, AT — 77
T AT U —IVTIE, N7y FBANEIIICRESIN, *y NI — I 8ERORENE=FINET, T
JHAVARMIZNAT Y MCHESWE N T 7 4 v 7 OF T EESICHIR S, 237 > ORI
EESW TV, AT NIRRT 7 AT U —IVOEFRFHEHNT 782 UA ML HEALTH

Cisco 860. Cisco 880 & U Cisco 890 ¥1)—X 4—EFR#HAEIN—F YI 9z 7 AV 74 Falb—Yar HA K
[ OL-18906-06-J .m


http://www.cisco.com/en/US/docs/ios/sec_data_plane/configuration/guide/12_4t/sec_data_plane_12_4t_book.html
http://www.cisco.com/en/US/docs/ios/sec_data_plane/configuration/guide/12_4t/sec_data_plane_12_4t_book.html
http://www.cisco.com/en/US/docs/ios/sec_data_plane/configuration/guide/12_4t/sec_data_plane_12_4t_book.html
http://www.cisco.com/en/US/docs/ios/sec_data_plane/configuration/guide/12_4t/sec_data_plane_12_4t_book.html

AT X2 UTAHBBEORE |

W Cisco I0S IPS O&E

F9, F7. CiscolOS 77 A T U4 —ViF X7y hOREEITOI 2D, 77XV r—vavBor—4
EHRXTCRT 74 vV OHFRAERIZESEZHM CEET, AT 47 RTI78A VARTIE, 20O
EIOBBMEEITH) ZLITTEEE A,

CiscolOS 77 A T U —VERETDHICE, A v F—Tx2f A a7 4Fal—ar ET—FKTR
Oavw s REFERLT, REETA7r harzlBELET,

ip inspect name inspection-name protocol timeout seconds

BELEZTe a7 7 AT Ux—AEZBBLTNDLIENA, VAR g  TREESNTESGE, ¥
AFIv I TIOEAVAMBMERSN, VA~ NI 740y 7 OFEi@EFLET, timeout /37
A—=BTE, VA EBEBEBTIRY T T4 v I BPFELRWERICEA AT I T/ A VA M2
TIT 47 L TRBLIHEERELET, #1470 MEXREMEICETD E, ¥4 Ivy To%
A U A MDHIBRE L, BEeD Ty b (B FOBELH D) BRI SN2 9,

BEDOAT = AL P THE—=OA AR a2 EALT 1 20—ty MZELDHTIES
W 77 AT Ud =, v E—T A A&FET S & ZIZ, ip inspect inspection-name {in | out} =
Y RFEMEHALT, 2or—n vy hEREDHDOEHITT 774 7L TEET,

Cisco I0S 7 7 A 7 U # — /L D& EDFEHT DWW TIE, [Cisco 10S Security Configuration Guide:
Securing the Data Plane, Release 12.4T)] %2 L T 7Z& W,

F7-. CiscolOS 7 7 4 7 7 #—/L%,. Session Initiated Protocol (SIP; &v I a VBt~ v kaL)
TV = ary TOEREX2 ) T4 2T E0ICbRETEET, SIP A U AXRT T a Uid,
Tk aLOEGER I OT 7Y =g VORI A, AR RS (SIP 7y MRt &
VR —/L O & o) B ivET, FMIoWTiX, [Cisco 10S Firewall: SIP
Enhancements: ALG and AIC] %2R L T Z &,

Cisco IOS IPS DE&5E

Cisco 880 3V — X ISR TH|H A[fE7: Cisco I0S Intrusion Prevention System (IPS; {2 ABAfHIS AT )
Tr/uv—F, E¥2 V70 RV —ICEX LY, RiERRry NI—JEEEZRLIZD 58
Ty MBI —ICH#HUICRHLTH LI o T, BAH DO 7 7 A4 T U+ — M AREEZTRILLET,

CiscoIOSIPS TiE, o7 xF x| 2MHLT, Xy hU—2 T T 4 v 7 RNIZBITDBREH D
H—rEBE L ET, CiscolOSIPS (X, A > T4 VAIDORARAMER L L CHEEL, L—% 2@
LRy hBEOEy v a v EEHLT, BEMO IPS v 7 =F v LD &{T\E T, Cisco 10S IPS
i, REREEZRIETDE, XY NI =7 EX 2 VT A BBEONDENTHIL L TA X2 &L
F9, Flo. RETGE LT, ROWTNLEITWET,

e TI—LEEETD

o RERNTy NEFERETD

s HAEHRETD

o HBEOR[FEILIPT RLANLD T 7 4 v 7 & —ERHEST S

o VIU=TFABRAONSTEHERD NT T 4y 7 & ERRIESG TS

Cisco 10S IPS DR EDFEMIC DWW TIL, [Cisco 10S Security Configuration Guide: Securing the Data
Plane, Release 12.4T] #ZR L T EEWy,
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URLZ7qn4y>y

URL 244245

Cisco 860 U —RXF LT Cisco 880 ~ U —X ISR {ZiX. URL 7 4 V& U U TIZHESW=hT T U MR

HOFET, 22—V, FAEITHESET D Web A 7T &8 RL, ISR ETURL 7 4%V
VIR LET, T IV O URL OF = v 72i%, H— K3—TF 0 BESFT D IMB — 303 H
SNTWVWET, KU T—DOFABILOHERIL, ISR ETHRFEINTWHET, b—ERFTIMAR—R THE
ez, EH 7TV O URL IFHV— R X—=F 4 R F— 2L TAVTF U AIRTWET,

URL 7 4 V&V > 7 OFTEDFHMIZ DWW T, [Subscription-based Cisco 10S Content Filtering
guide] #ZH LTI 7230,

VPN D%E

VPN i, A1 v F—Xy el T7 Vs Xy bT—27 ED 2 HEDORy MU — 7 BORE72H
U F 3, Cisco 860 33 LN Cisco 880 >~V —X ISR iF. A FEBLQRUVE—Fr 772D 2 &
¥DO VPN R —FLTCWET, A FMHVPNIX, 790 F A7 AL a—FRLb—ht 47 0 A &8
BT AGEREIERALEST, VE—F 7272 VPNIF, %3y NU—2 20l A 35802
ET—hI7ITAT U NI THERENET, VE—F 727 EA VPN BILOYA FE VPN O 52>
WTZDEZ L arT2o0%E23 T T LET,

JE—kF 77+tX VPN

VEe—h 727€AVPN 27 ¢ ¥ 2L —¥ 3Tl Cisco Easy VPN 3 X OV IP Security (IPSec)
VENEFEHALTC, VE—h 74T hea—RL—h 3y NU—JMHOERERERS L ORE L
£, 4-1 1%, — AR Z2os L £ 9,

41 IPSec FrRILEFEALEYE—F 7YX VPN

121782

——r

@

l
Q4
——

1 [VE—t %o bU— THES A2 —F

2 VPNZ 747 F :Cisco880 vV —X T/ &R JL—K

3 (—% KA T 4 ZA~DRY NT—F T Ut RX AR
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AT X2 UTAHBBEORE |

B VPN o®E

GE)

4 | VPN #—/3:Easy VPN ¥ —/ X (A EEA o F—T =A A2 7 KL A28 210.110.101.1 @ Cisco VPN
3000 =k FL—&72 L)

5 [y hU—27 7FLRAN10.1.11 Da—RL—k F7 4R
6 |[IPSec M 3L

Cisco Easy VPN 7 7 A 7 hM§#EIL, Cisco Unity Client 7’12 b a2V & REFT 52 LIk v, wE 75
EEEORE T EHBRLET, 207 m FaLTE, ZEAED VPN AT A—% (NHIP T KL A,
WY~ x> b A2 DHCP H— X 7 RL A, A ¥ —Fv h X—I 7 $— X (WINS) ¥—
NTRVAL AFYy bRV 7 75 77:L) &, VPN H—3 (IPSec #—- Y& L THEREL T
% Cisco VPN 3000 vV —X vty hb—F72 L) ICEXRTHIETEET,

Cisco Easy VPN H— %t D7 /3 2Tk, PC ET Cisco Basy VPN UE— K V7 "o =7 % FE(T
LTWDENALEBLIORY T— MEEEMNBHLE LT VPN b L% & T T& %9, Cisco Easy VPN
P —E G DT NA ATiE, VE—F V—%% Cisco Easy VPN UE— |k /— K& LCEIfESHD
EMTEET,

Cisco Easy VPN 7 5 A4 7> MEBEIL, 7 747 M E— KL Xy NI —ZJERE—FD 2 2OE— K
OVWTNNCRETEET, T7ANVIREIFITFIAT N E—=KRKT, 7747~ ¥4 hOLEEER
FRPRY A FDOY Y —RZT IV BATEET, 77478 A FDY Y—RF, FW A FTIE
FATEEYRA, Xy NI—ZIREE—RFEFEHT DL, (VPN3000 > U —X 2>y b L—2 0
EINi) vt A hO2—FRT7 74T M A FOFRy FT—7 VY —RIIT VT EATEET,

IPSec — "W E SN TWAEAIL, AR — M5O Cisco 880 ~ U — X ISR &\ o7 IPSec 7 7 A
T ]\L'C“%/J\BE@%QE%ﬁﬁ Zrizk vy, VPN ##iaEkT& %9, IPSec 7 747> 1 VPN b
VRV A BT D & IPSec v — T IPSec R YU v—%& IPSec 7 7 A4 7 > MlEsik L. X9 b
VPN ko VEERaERL L £77,

Cisco Easy VPN 7 7 A4 7 > MERIZRETE 501X, 1 205EEE T2 Ty, 77V r—va T
#ED VPN b RV EERT D UNER S H856. FEITY 74 7 2 FB L OV — MO H1Z IPSec
VPN I & O Network Address Translation/Peer Address Translation (NAT/PAT; * v U —27 7 KL A
B/ ET T RLURAEH) RITRA—RERETHLENRHY £,

Cisco 860 3 L U* Cisco 880 > U — X ISR %, Cisco Easy VPN #— 3t L CEIET D L HICRET D

ZEHTE, ZOMEAMHERAT S L, FFaf&N/e Cisco BEasy VPN 7 74 7 v Md#EEi S iz » b

D=2k LTHAT I v 77 VPN R RV EENLTE £9, Cisco Easy VPN — D% E FIHIC
DWTIL, [Easy VPN Server] S L T 230,

Y4 R VPN

A N VPN 0% E Tk, IPSec 35 £ O Generic Routing Encapsulation (GRE; LAV —TF 4 > 7
Tenfk) e hanEEHLT, T 0F AT o REa =R b —F Xy NI EOEREZREL
F9, X 4213, — BB GIE TR L ET,
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vPN o H

4-2 IPSec bR LE LY GRE #EALT=Y 4 FRD VPN

121783

1 %D LANBLXOPVLAN 2L TWE T T F 47 4 &

2 (752 A—YFYy FLANA L Z—T A4 A2 (NAT HOWEA > ZF—T = A4 X, 7 RLZ[T
192.165.0.0/16)

3 |[VPN 2754 7>} : Cisco 860 £7-1% Cisco 880 >V — X ISR

4 |77 AN AP Ry FEFIZATM A ¥ —7 =4 A2 (NAT JHONEA v 2 —T = A, 7T R L

A% 200.1.1.1)

5 [LANA Vv Z—T x4 A A A X —T =24 AT FLA}E210.110.101.1) : f > FZ—T = A A
(2B

VPN 7 SA4 T b i RERY NT—T~DT 7 RAEHIET L0 —H

LAN A ¥ =T A A ¥Ry NU—7 L (WA % —T7 =42 7 FL210.1.1.1)
a—RL—hF T4 A Xy NT—2

GRE % ffif L7z IPSec k> x/b

O N O

IPSec 8 XU GRE REDFEMIZ DWW TIL, [Cisco I0S Security Configuration Guide: Secure
Connectivity, Release 12.4T) #ZH L T I\,

e 5l
£BFITix, TIPSec h > /L ET?D VPN O E] (P4-8) OFNEEFEH LT IPSec > %/ kI VPN
ERELET, RIZ, VE—F TI7BABREBIOYA FNEFHREDOBAKWRFIELZNERICHAL 1,
ZOBEORTEMHNL. Cisco 860 33 L Cisco 880 D ISR Dy NiRkA v FEREWFATEAINET, W
IO VPN 8t H . Moy KRR A > MO BEUNCHEEET D2 L) ICRESN TV ARLERH Y 7,
o —4 FF)LTO VPN REICOWVWTIE, BBEWSLTCY 7 b =27 a7 4Falb—ar <
Za TN ESRL TN,
VPN a7 X2 b—Ta U EFRiE. MO RRA U MNCERETDIVERDDET, RET DL
BEOHDH/NNTA—FF, WP T RV A, WEH 7 x> b A2 DHCP #—/ X7 FL A, BIO
Fy hT—27 7 RL A% (NAT) 72T,

e [IPSec F> %/ ToD VPN o#%iE] (P.4-8)

e [CiscoBasy VPN VE— |k a7 s ¥a b — a3 Y OfERk] (P.4-17)

o [H 4 K# GRE Fr2LvOiRE] (P4-19)
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AT X2 UTAHBBEORE |

B VPN o®E

IPSec k> RJLET®DH VPN DFRE

IPSec k> /b BIZ VPN ZfRET 212iE, ROEEEITVET,
o [KE®RY—D#E (P4-8)

o [N —TF KV v—EROHE] (P.4-9)

e VU Th vy ~DE—RREDOHM (P4-11)

e IRV — w7 v7TDAF—T 4] (P.4-12)

e [PSec N7 A7 +—LBLOTm FaLoiE] (P4-13)
o [IPSec 55 B LU T A =X D%E] (P.4-15)

o WhHiA L 2 —T A A~D VT b~ T O] (P4-16)
o ko fEZ]) (P4-16)

IKE 7R1) —®DE&E
Internet Key Exchange (IKE; f > % —% v b F—&Hh) R —2RETDITE, Frn—rUr 3
T4 X2l —vary T Rhbind, ROFIRZFETLET,

FIaOHE

crypto isakmp policy priority

encryption {des | 3des | aes | aes 192 | aes 256}
hash {md5 | sha}

authentication {rsa-sig | rsa-encr | pre-share}
group {125}

lifetime seconds

N o o s~ OoDd =

exit

Cisco 860. Cisco 880 & U Cisco 890 &) —X Hy—ERBAEIL—4 YI 97 AV T4 Falb—Yav HIE
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FIED

b & b

ATvS 2

ATvS 3

ATv7 4

&

ATYS 6

& A

vPN oz B

avwy kR

=]y

crypto isakmp policy priority

-

Router (config) # crypto isakmp policy 1

IKE #3>x—3 g VERICHEHEN S IKE R U
V—EERLET, TTA AV T 4 FEORPHIT
1 ~10000 C, 7744V T4 RHbLEWVDIT 1
’C\‘é_o

F 72, Internet Security Association Key and
Management Protocol (ISAKMP; 1 v % —>x v
FEFalTg 7YV —vay F—BIOE
H) RIv—ar74F¥al—vary E— %
AL £

encryption {des | 3des | aes | aes 192 | aes 256}

-

Router (config-isakmp)# encryption 3des

IKE RV v —ZfEHEN 5L T7 3 ) X A%
BELET,

ZOfFITIE, 168 £~ | Data Encryption
Standard (DES; 5 — Z K5 Z{bLItk) ZfeE L F
D

hash {md5 | sha}

Hl :

Router (config-isakmp) # hash md5

IKERD —IZfffENd /"y vz 7Ta ) X h
FRELET,
Z OfFITiE, Message Digest 5 (MD5) 7=V

ALERELET, T 74/ ML, Secure Hash
e (SHA-1) T3,

authentication {rsa-sig | rsa-encr | pre-share}

Hl :

Router (config-isakmp) # authentication
pre-share

IKE RV v — I SN 2BGET Az fE L &
‘d—o

ZoFITE, ERikEXF—EHELET,

group {125}

-

Router (config-isakmp) # group 2

IKE &RV o —2ffi H 415 Diffie-Hellman 2
/I/“—‘7o%#§/\cg L/i‘j‘o

lifetime seconds

-

Router (config-isakmp) # lifetime 480

IKE®X=2VUF4 7Y xz— 3 (SA) ©F
A 75 LERELET,

fRETE HfEIL 60 ~ 86400 T,

exit

Hl :

Router (config-isakmp) # exit

ISAKMP RY > — a7 4 FX¥al— g F—
REZRTLET, T, ZFa—L a7 g
Xal—igry ET—FNIEY £7,

TN—TF KY L —EROBRE

TN—7 R —%BETAHAICIE., Fa— )L ar 74Xzl — gy B— Rnblhd, ROFIEE

Cisco 860. Cisco 880 & U Cisco 890 ¥1)—X 4—EFR#HAEIN—F YI 9z 7 AV 74 Falb—Yar HA K
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AT X2 UTAHBBEORE |

N vPN o
FIROBHE
1. crypto isakmp client configuration group {group-name | default}
2. key name
3. dns primary-server
4. domain name
5. exit
6. ip local pool {default | poolname} [low-ip-address [high-ip-address]]
FlED 4
ATV RFEEE7I2Va3Y B
ATvF 1 crypto isakmp client configuration group VE—hN 7747 MIFvya—REnb BT
{group-name | default} ZEL IKE R) o — FA—F%ER LET,
Bl - F72. ISAKMP /v —7" R — a7 X
Router (config) # crypto isakmp client L—g0 ;}__ls%kgﬁﬁéllziﬁf
configuration group rtr-remote °
2ATv7F 2  Kkey name IN—7 KU —0 IKE FRidgr—%2fHE L
ES N
i :
Router (config-isakmp-group) # key
secret-password
ATvF 3 dns primary-server T N—TD7 7 A <1 Domain Name System
(DNS; RAA v X—h VAT H) $—N"EHE
%l - LET,
Router (config-isakmp-group)# dns 10.50.10.1 G¥) 7 —7® Windows f v ¥ —F% v b % —
I =R (WINS) ¥ —%ZHEE
T B2, wins 2w REFHALET,
AFv7 4 domain name IN—=TDRAL Y A N—=2y TEIGELE

i -

Router (config-isakmp-group)# domain
company.com

B

AFvFS 5 exit

2ATvT 6

-

Router (config-isakmp-group) # exit
Router (config) #

ISAKMP Z L —7 KUY o a7 (¥ a L —
vary ®E—REERTLCIe—\)L a7 g
Fal—var E—RIRY ET,

ip local pool {default | poolname}
[low-ip-address [high-ip-address]]

i -

Router (config)# ip local pool dynpool
30.30.30.20 30.30.30.30

TN—70u—h) T RLA F—LEEELE
7,

Zoaxy FOFLWHRAE L TEOMOFE R
HE72 /T A =222\, [Cisco 10S Dial
Technologies Command Referencell %% 1L T<
ZEND,
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9VT bk 2y TADE—FREDEA

IV =y FICE— RREEAZBATAICE, Fa—L a7 4 Xalb— gy B— Kbk,

FIEDOHE

FlED A

ATy T A1

AFvT 2

Cisco 860. Cisco 880 & U Cisco 890 ¥1)—X 4—EFR#HAEIN—F YI 9z 7 AV 74 Falb—Yar HA K

WOFINZFATLET,

vPN oz B

1. crypto map map-name isakmp authorization list /ist-name

2. crypto map fag client configuration address [initiate | respond]

ARV RERRT72Va Y

=]y

crypto map map-name isakmp authorization list
list-name

-

Router (config) # crypto map dynmap isakmp
authorization list rtr-remote

VT vy AT ET— NREEZHE L,
Authentication, Authorization, Accounting
(AAA; RBRE, FFAl, THO T 4 v 7)) =
MHEDITNV—TF RV —DF%— Ny 7T v
(IKEZ7=xV) %A =7 M LET,

crypto map fag client configuration address
[initiate | respond]

1 -

Router (config)# crypto map dynmap client
configuration address respond

UE—F 7747 FHOE— FREEKRIZ
N—BZNSETDHEIITHELET,
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AT X2 UTAHBBEORE |

B VPN o®E

RKYS— Ly 7yvTD4xr—TILiE

AAABRBHATRY S — Lo I T v T2, X—TNIZT BT, Fe—L ary7 4 FXal—vg
E— R HhhD, WOFNEEZFEITLET,

FIEDOHE
aaa new-model
2. aaa authentication login {default | /ist-name} methodl [method?...]
aaa authorization {network | exec | commands /eve/ | reverse-access | configuration}
{default | list-name} [methodl [method?...]]
4. username name {nopassword | password password | password encryption-type
encrypted-password}
FlED A
ARV ERFEREET7IVaY B
A797 1 aaanew-model AAA TV B2 ar ha—L TR L% A R—T L

WZLET,
H :

Router (config) # aaa new-model

AT w7 2 aaa authentication login {default | list-name} BIR L7 —HF o r A O AAA FHEEE2ETE

methodl [method?...] L. M35 FREEELET.

o ZORFITHE, B—HNFRFET —F N— X &
B - ALET,
Router (config) # aaa authentication login . s
rtr-remote local G¥) RADIUS H— b fEHCTEE7, FEMIC

DWW TiX, [Cisco 10S Security
Configuration Guide: Securing User
Services, Release 12.4] 8 X O [Cisco
I0S Security Command Reference)] %%
LTIZEn,
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ATFvT 3

ATvT 4

vPN oz B

ATV FFERERTIVaY

B&

aaa authorization {network | exec | commands
level | reverse-access | configuration} {default |
list-name} [methodl [method?...]]

PPP &L _XTORy MU — 7 B — b A3
KO AAA FR[ZFEELTHE, EHIZHFA
FRELET,

o ZOFITIX, B—HNVHRT —H N— 2B
A MLET,

Router (config)# aaa authorization network

rtr-remote local (GE) RADIUS ¥ — i TE £9, FEMIIC
DWW T, [Cisco 10S Security

Configuration Guide: Securing User

Services, Release 12.4] 3 X O [Cisco

10S Security Command Reference] %%

LTI ZZEN,

username name {nopassword | password
password | password encryption-type
encrypted-password}

=P HER—RA L LBV AT AR L
‘d—o

Hl :

Router (config) # username usernamel password
0 passwordl

IPSec FS VR I7A—LEXIUVTOFIILDERE

FIEDHE

Cisco 860. Cisco 880 & U Cisco 890 ¥1)—X 4—EFR#HAEIN—F YI 9z 7 AV 74 Falb—Yar HA K

NV ATH—h &y NI, FEOEX =2V T 4 Tubartrral) Xzl bdbdicbo Ty,
IKEDFRITvxm—v g 0l ETIERED N7 VA7 —5 By FEFEALTT—% 7n—%ki#
THZEICEBELET,

IKE x Ty x—3a VOERTRIZ, MeT7id, RO NT A7 r—A 2y bbbl 7 I2@E T 5
NG AT —LEZHRBLET, COLIBRIN TV AT+ —IREENTVWA NIV AT+ — A By
A ENTEEAIE, MO TORED—EE L GRBIRESN, SR N7 70 v ZICEAENE
\?AO

IPSec hT7 > A7 —h vy FBIOTr Fa/LzRETDHITIE, Je— UL a7 X2l —3
U E— RGBS, WOFIEEZFEITLET,

1. crypto ipsec profile profile-name
2. crypto ipsec transform-set transform-set-name transforml [transform?2] [transform3] [transform4)

3. crypto ipsec security-association lifetime {seconds seconds | kilobytes kilobytes}

| oL-18906-06-J
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AT X2 UTAHBBEORE |

W vPNoORE
FIRD
ARV RFERET7IVaY B
AT F 1  crypto ipsec profile profile-name kY R EAL S &5 & 912 IPSec 7 1
TrANVERELET,
Bl -
Router (config) # crypto ipsec profile prol
ATwF 2 cryptoipsec transform-set transform-set-name NG AT —h Yy s (IPSec tXx=VT 4 7
transforml [transform2] [transform3] o ka7 XAOE ARG DYE) &
[transform4] EXLET,
Bl - BT LT 2 AT 4 — A K ORI DO
Router (config) # crypto ipsec transform-set \Z oW T, [TCiSCO 10S Securily COnﬁgul’ation
vpnl esp-3des esp-sha-hmac Guide: Secure Connectivity, Release 12.4T) %%
LT EEN,
ATwF 3 crypto ipsec security-association lifetime IPSec SA XL = — g o ra—n_L 54

{seconds seconds | kilobytes kilobytes}

-

Router (config) # crypto ipsec
security-association lifetime seconds 86400

TEA MEERTEELET,
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IPSec BEEARXE L U/INFT A -2 DERE

HAFIv 7 7V b~y R —TiE, VIR TXTCODI VT hN~wy TP RTAxA—% (IPT K
LARE) L CWARWEAETH, VE—FIPSec ET7 MHDH D SA DRI o—3 g VER

FIROHE

FIED*H

b &

ATvT 2

ATvS 3

ATv7 4

Cisco 860. Cisco 880 & U Cisco 890 ¥1)—X 4—EFR#HAEIN—F YI 9z 7 AV 74 Falb—Yar HA K

vPN oz B

AL ET,

IPSec W5 HREZZRET DITE, ZFu— L ar 7 4 Falb—rar T— RKhbiid, ROFIEEFE
TLET,

1. crypto dynamic-map dynamic-map-name dynamic-seq-num

2. set transform-set transform-set-name [transform-set-name?...transform-set-nameG6]

3. reverse-route

4. exit

5.

profile-name]

crypto map map-name seq-num [ipsec-isakmp] [dynamic dynamic-map-name] [discover] [profile

ATV FFERERTIVaY

B&

crypto dynamic-map dynamic-map-name
dynamic-seq-num

Hl :

Router (config) # crypto dynamic-map dynmap 1

HATFIv 7 7V s~y = MU EERL,
IV h~y T ar7 4 F¥alb— gy ET—F
MR L ET,

ZDawy FOFEMIZHOWTIL, [Cisco 10S
Security Command Referencel %S L T2
AN

set transform-set transform-set-name
[transform-set-name?...transform-set-nameo6|

i -

Router (config-crypto-map) # set
transform-set vpnl

IV s~y = b THEMAARER FT R
Tx—b kv bEETELET,

reverse-route

-

Router (config-crypto-map) # reverse-route

VT N~y = h)ORETLT v x UER
IR L E T,

FERIZ DWW TCIL, [Cisco I10S Security Command
Referencell ML T Z3 W,

exit

Hl :

Router (config-crypto-map) # exit

IV T~y ar7 4 F¥alb—ay ET—F
EERTL, Fa—Lary7 4 F¥al—g
E— FNIZED £,
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AT X2 UTAHBBEORE |

B VPN o®E

ATFvT 5

ARV FERERTIVaY

B&

crypto map map-name seq-num [ipsec-isakmp|]
[dynamic dynamic-map-name] [discover]
[profile profile-name]

Hl :

Router (config)# crypto map static-map 1
ipsec-isakmp dynamic dynmap

VTN~ Ta7r A VEERLET,

MBAUBE—TTAARADY ) Ty TDEHA

VTN =2y 7E IPSec NI 7 4 v 7 BRBRTHEA L F—T oA RATEHA SN T AUERD D E
T, WEA L H—T 2 AR VT N2y T REHATHEICED, V=R TRXTONT T 47
% SAT—HR—RMETDHEIICRVET, TTHNVEIRETIE, —XTVE—F ¥ A1 FHEIZ
EEEIND T T 4 v 7 BB LT, BRREREZRIELET, L. XTIy S F—Tx
AATIEMDO ST 7 4 v 7 OBBEFHAL, £ ¥ —Fy "h~OEREZRME L T ET,

A E—T ARV~ FHERTHIIE, Fe—")L a7 FXal— a3y EF—RRhH

FIROHE

FIEDEHH

b & A

AFvT 2

ATv7 3

ROEF

e, IROFIRZFATLET,

1. interface type number
2. crypto map map-name

3. exit

ARV FFERRT7IVaY

E]:y

interface type number

1 -

Router (config) # interface fastethernet 4

JIVT N~ T AT A =T A ADA
VHE—T 2 A A AT 4 Fal—Tay EF—F
ZRAE L £,

crypto map map-name

1 -

Router (config-if) # crypto map static-map

JVT R =y T2 —T A XTHMLE
T
o Zawr ROFEMZSWTIX, [Cisco 10S
Security Command Referencel] %M 1L T<
7ZEW,

exit

1 -

Router (config-crypto-map) # exit
Router (config) #

f o H =T 2R a7 4 FXal—rg T—
RE#)TL. Za—_Lary 74 Xal—gy
ET—FNIZRED 7,

Cisco Easy VPN UE— h 227 ¢ ¥ a L— 3 U EERT B84A 1%, [Cisco Easy VPN UE— k =2
74X alb—va Ok (P4-17) 2ZRLTIZEN,
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vPN o H

IPSec h > X NB LTV GRE ZfEM L THA M VPN Z{ERT 25513, T4 M GRE oo

FE] (P4-19) #ZHL T EE0,

CiscoEasy VPN UE—Fk av 74 FXaLb—> a3 v OER
Cisco Easy VPN 7 A4 7> b & L THEfET 5/ — % TiX. Cisco Easy VPN U E£— DR EEER L
T, BEA V=T A AL ZORELEMNT L2LERHY £7,

VE—h a7 4Fa2b—valrzERTHI00I. Ze—L a7 Xz lb—Talr T— Rhbhh
O, WOFRIAZEFITLET,

FIEDBE
1. crypto ipsec client ezvpn name
2. group group-name key group-key
3. peer {ipaddress | hostname}
4. mode {client | network-extension | network extension plus}
5. exit
6. crypto isakmp keepalive seconds
7. interface type number
8. crypto ipsec client ezvpn name [outside | inside]
9. exit
FlED 4

ARV RERRETIaY B

ATwvF 1 crypto ipsec client ezvpn name CiscoBasy VPN UE—h a7 4 X2l —T 3

VEVERR L E T, Kl T, Cisco Easy VPN U

Bl - F—harrZa¥al—var E - RFERKAL
Router (config) # crypto ipsec client ezvpn §£7fo
ezvpnclient

AT9F 2 group group-name key group-key VPN #:§¢ D IPSec 7 /L — 7% L IPSec ¥ —1H

ZHRELET,

#il :
Router (config-crypto-ezvpn) # group
ezvpnclient key secret-password

Cisco 860. Cisco 880 & U Cisco 890 ¥1)—X 4—EFR#HAEIN—F YI 9z 7 AV 74 Falb—Yar HA K
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AT X2 UTAHBBEORE |

W vPNoORE
ARy RFEREE7IV3 Y B
ATwvF 3 peer {ipaddress | hostname} VPN EH#EOET IP 7 FLAFEIIARA N A
ELET,
il : o KRR NAEEETE DO, L—F0E
Router (config-crypto-ezvpn) # peer DNS #— % LTHR R N RR 24T 2 %
192.168.100.1 R R
GF) ZoavryFREHEHLT Ny o7 o7
ELTHERATAEHOE T EHRELET,
1l OOETNE T T DL WRICHAATHE
72T % T Easy VPN |k VRV 03
SMEINFET, TIA~U BT AEEET
e, TIA4<) T EHANT gL
DML SNET,
27w 4 mode {client | network-extension | network VPN B{EE— RZFEEL F7,
extension plus}
Bl -
Router (config-crypto-ezvpn) # mode client
ATYT 5 exit CiscoEasy VPN UE—h a7 4 ¥ a2l — 3
VE—FRERTLT, Zu—sL a7 4 X2
R L—vay E—RIRED 7,
Router (config-crypto-ezvpn) # exit
ATvF 6 crypto isakmp keepalive seconds Fy R ETHRIA vE—URA X—T MY F
‘d—o
il : o seconds : A vt—VORWEERELET,
Router (config)# crypto isakmp keepalive 10 BT 10 ~ 3600 T,
2797 7 interface type number CiscoEasy VPN UE— h a7 4 a1l — g
VEEMAT ALV E—T A ADA B —T = A
R AarZ4Xal—var E—FelBLET,
Router (config)# interface fastethernet 4 (;}:) ATM WAN £ > X —T = A & %4%% LT
WAHNL—ZDE, Zha~vy N
interface atm 0 (2721 £,
AFw 7 8 cryptoipsec client ezvpn name [outside | inside] |WAN - % — 7 = 1 Z|Z Cisco Easy VPN U
FT—h a7 4 Fal—arE2E0NTET,
- e ZMawr RIZEV, —#iF VPN B
Router (config-if) # crypto ipsec client V372 NAT F7203 R —F 7 KL A4 #a
ezvpn ezvpnclient outside (PAT) L7 72 U R NRERHBIGICHE
Ejil/gzﬁ—o
ATv7 9 exit A B =Tz A a7 4F¥al—ar T—
RE#&TL. Ze—L ar 7 4 X¥al—3 g
#il : ET—RIZEY 7,

flt
o)

Router (config-crypto-ezvpn) # exit

K OFEFNL,
WERLET,

COETHHLE VPN B LW IPSec horrvpary 74Xzl —vay 774 LD—
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vPN o H

aaa new-model
|
aaa authentication login rtr-remote local
aaa authorization network rtr-remote local
aaa session-id common
|
username Cisco password 0 Cisco
|
crypto isakmp policy 1
encryption 3des
authentication pre-share
group 2
lifetime 480
|
crypto isakmp client configuration group rtr-remote
key secret-password
dns 10.50.10.1 10.60.10.1
domain company.com
pool dynpool
|
crypto ipsec transform-set vpnl esp-3des esp-sha-hmac
|
crypto ipsec security-association lifetime seconds 86400
|
crypto dynamic-map dynmap 1
set transform-set vpnl
reverse-route
|
crypto map static-map 1 ipsec-isakmp dynamic dynmap
crypto map dynmap isakmp authorization list rtr-remote
crypto map dynmap client configuration address respond

crypto ipsec client ezvpn ezvpnclient
connect auto
group 2 key secret-password
mode client
peer 192.168.100.1

interface fastethernet 4
crypto ipsec client ezvpn ezvpnclient outside

crypto map static-map
|

interface vlan 1
crypto ipsec client ezvpn ezvpnclient inside

B4 FE GRE kU RILDERTE

GRE h R NVERETDHICE, 77— b ar 74 Xalb—v gy T— Kb, ROEEEZITWE
ﬁ—o

FIRDOHE
interface type number
2. ip address ip-address mask

3. tunnel source interface-type number

Cisco 860. Cisco 880 & U Cisco 890 ¥1)—X 4—EFR#HAEIN—F YI 9z 7 AV 74 Falb—Yar HA K
[ OL-18906-06-J .m



AT X2 UTAHBBEORE |

N vPN o
4. tunnel destination default-gateway-ip-address
5. crypto map map-name
6. exit
7. ip access-list {standard | extended} access-list-name
8. permit protocol source source-wildcard destination destination-wildcard
9. exit
FIEDFHE
av Y RFFERIEFTOISaY B
AT797F 1 interface type number Ry R AV B—T = A%VER LET, B
T . AVE—TxA A a7 4FXal—3
i - ET— NZBBLET,
Router (config) # interface tunnel 1
ATwF 2 ip address ip-address mask Ry FZT RLAZE Y S CES,
i -
Router (config-if)# 10.62.1.193
255.255.255.252
ATw 7 3 tunnel source interface-type number GRE Mo RN —F DFEETZ Y RBRA 2k

ZHRELET,
-

Router (config-if) # tunnel source
fastethernet 0

AT7w 7 4 tunnel destination default-gateway-ip-address GRE F > R NMCNN—Z DEidemy RARA v M

fRELET.
#il :
Router (config-if) # tunnel destination
192.168.101.1
AT97 5  crypto map map-name FURMZZ YT b =y TEEV S TET,
GE) R RALALH =Tz ZA~DHEAF
LK S VI AT AV T ERRAST 4 v )
Router (config-if)# crypto map static-map J— ME. YA RO AN T S T

DIZRE L TBBERH Y £7,

Z2Fv 7 6 exit Ao B —T oA AT 4 Fal—ary E—

FE®TL. Zue— )L ary7 4 Xal— gy
%l : EF— FITREY £7°,

Router (config-if) # exit

AT T ipaccess-list {standard | extended} )T~y S THEAISNDLANTE ACL ©
access-list-name ACLa2v 74Xzl —vary T—F&HBLE
R
-
Router (config) # ip access-1list extended
vpnstaticl

Cisco 860. Cisco 880 & U Cisco 890 &) —X Hy—ERBAEIL—4 YI 97 AV T4 Falb—Yav HIE

Ce

OL-18906-06-J |



| 48 +F2UF/ BEORE

)

&

ATv7S 9

vPN oz B

ARV FFERERT7TIVa Y

B&

permit protocol source source-wildcard
destination destination-wildcard

Hl :

Router (config-acl)# permit gre host
192.168.100.1 host 192.168.101.1

FEA LV H—T A ATIIGRE T 74 w772
RFFREND L OIHEELET,

exit

-

Router (config-acl)# exit
Router (config) #

ACLa 7 4Falb—ay F—REKTL,
Jua—n) ary7 4 X¥al—yay T— RIORE
D ET,

WOREFNL, AR OFHETHHLZ GRE F Rk B VPN O 7 4 Falb— gy 7740

D—HTT,
!

aaa new-model

aaa authentication login rtr-remote local
aaa authorization network rtr-remote local
aaa session-id common
!
username cisco password 0 cisco
|
interface tunnel 1
ip address 10.62.1.193 255.255.255.252

tunnel source fastethernet 0
tunnel destination interface 192.168.101.1
ip route 20.20.20.0 255.255.255.0 tunnel 1
crypto isakmp policy 1

encryption 3des

authentication pre-share

group 2
!

crypto isakmp client configuration group rtr-remote

key secret-password
dns 10.50.10.1 10.60.10.1
domain company.com
pool dynpool
!

crypto ipsec transform-set vpnl esp-3des esp-sha-hmac

crypto ipsec security-association lifetime seconds 86400

|
crypto dynamic-map dynmap 1
set transform-set vpnl

reverse-route
|

crypto map static-map 1 ipsec-isakmp dynamic dynmap
crypto map dynmap isakmp authorization list rtr-remote
crypto map dynmap client configuration address respond

Cisco 860. Cisco 880 & U Cisco 890 ¥1)—X 4—EFR#HAEIN—F YI 9z 7 AV 74 Falb—Yar HA K
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AT X2 UTAHBBEORE |

B VPN o®E

! Defines the key association and authentication for IPsec tunnel.
crypto isakmp policy 1
hash md5
authentication pre-share
crypto isakmp key ciscol23 address 200.1.1.1
|
!
! Defines encryption and transform set for the IPsec tunnel.
crypto ipsec transform-set setl esp-3des esp-md5-hmac
|
! Associates all crypto values and peering address for the IPsec tunnel.
crypto map to corporate 1 ipsec-isakmp
set peer 200.1.1.1
set transform-set setl
match address 105
|
!
! VLAN 1 is the internal home network.
interface vlan 1
ip address 10.1.1.1 255.255.255.0
ip nat inside
ip inspect firewall in ! Inspection examines outbound traffic.
crypto map static-map
no cdp enable
|
! FE4 is the outside or Internet-exposed interface
interface fastethernet 4
ip address 210.110.101.21 255.255.255.0
! acl 103 permits IPsec traffic from the corp. router as well as
! denies Internet-initiated traffic inbound.
ip access-group 103 in
ip nat outside
no cdp enable
crypto map to corporate ! Applies the IPsec tunnel to the outside interface.
|
! Utilize NAT overload in order to make best use of the
! single address provided by the ISP.
ip nat inside source list 102 interface Ethernetl overload
ip classless
ip route 0.0.0.0 0.0.0.0 210.110.101.1
no ip http server
|
!
! acl 102 associated addresses used for NAT.
access—-list 102 permit ip 10.1.1.0 0.0.0.255 any
! acl 103 defines traffic allowed from the peer for the IPsec tunnel.
access-list 103 permit udp host 200.1.1.1 any eqg isakmp
access—-list 103 permit udp host 200.1.1.1 eq isakmp any
access-list 103 permit esp host 200.1.1.1 any
! Allow ICMP for debugging but should be disabled because of security implications.
access—-list 103 permit icmp any any
access-list 103 deny ip any any ! Prevents Internet-initiated traffic inbound.
! acl 105 matches addresses for the IPsec tunnel to or from the corporate network.
access-1list 105 permit ip 10.1.1.0 0.0.0.255 192.168.0.0 0.0.255.255
no cdp run
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