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ATy T2

1R BHHEIIZ

TT7 Y FN 7 —LDNRNATU— REEETHIZE, SSHRRH Ca~ry R IA4 v A X —TxA
2T 7 8ALET, a7 4 FXa2l—ary T — REHBL, Oa<wy REFEHALT/SA
U—FREBEHLET,

aaa authentication users user admin change-password old-password

1 -

CellularGateway (config)# aaa authentication users user admin change-password old-password
Value for 'old-password' (<string>): ***x*kkkxx

Value for 'new-password' (<string>): ***xxkik

Value for 'confirm-password' (<string>): ****x*xxxx*

commit
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CellularGateway (config) #
System message at 2020-06-01 22:07:57...
Commit performed by system via system using system

() RNRU—FEDAZIA T H L &L, ROEEZmMIZTHLELHY £,
« RXF% 1 XFUEED D
NFE I LT EED D
cFBRFE I XFUEEH D (0 \ IETAR— I
HFEEZDD
8 XFLLEICT D
* 32 XFLUFIZT S

IP MTU D&%

ZITE, —ERAT S, F=31430 31 FOMTU DALz L TnD & LET, BT
XA ZDMTU D% 1430 34 REATFICHERR T 51213, v AaDV—T 47 FF v b7 4 —
ATIROFIEEZFEITLET,

4> H RIS

FEHAL TV —EAT R, F—DFRy h U —7 THEHD 1500 34 K MTUDNYHR— FER
TWRWEE, BT 27 747 T3, 2T MTU OHEROTHENLENZ R 08B
F£9, MTU 2V —E A7 0 ( Z—CHbEL N, LEISLUTERLY HIRVEICHTE L
¥4, ThaEiTbhbhwnwek, L7 —4F— 1Yo, TIP X7y "R 7537 A MEEn., B
F—— R T = A IZBET ARNIINEDON—T 4 T A VT TART I FHIZLoTN >y b
DF A ZAPHIREN DA LI L TR T 3 —~ 2 ANRIEIC 7R HRWAREMEDN 0 9,

\)

G ZovryarTORIHERIZ. YRAaT AL ZADBEEOEDTY, 77472 T34
AMYAAPINDN—F DEEIE, TANAAD KX a A2 FaSB LU CTHi#ET N1 2D
MTU ZffE LT 72 &V,

ATFvF1 conft
B -

Device# conf t

2T w72 interface interface-name

1 -
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Device (config)# interface GigabitEthernet 0/0
AT w73 network mtu mtu-number
{1

Device (config-if)# mtu 1430

COMIUZIP b7 7 4 w7 ORCEAL, foFEIP 7o bariZizonk v b REWED
MTU Z#Ha[ 42581 V=T 47 Ty F 74— A TROa< L REFEHLET,

A\

GE) :M%@%ﬁim . VRAAFARAL ZADHRIZKE LTS DT, FlEIZ, N —D3HE
LS TRRDZEBELHY £97,

AFvF1 conft
% -

Device# conf t
AT 72 interface interface-name

1

Device (config)# interface GigabitEthernet 0/0
ATw 73 ip mtu mtu-number
£

Device (config-if)# ip mtu 2203

NTP H—/\DETE

NTP H——% T 51213, ROFIEEZEITLET,

ATFv 1 conft
&1

CellularGateway# conf t
ATvT2 ntp server ntp-server-name

i

CellularGateway (config)# ntp server 10.20.100.111

AT w73 ntpserver server-pool
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CellularGateway (config)# ntp server 2.us.pool.ntp.org
GE) B —AR—F4BETHERTEET,
AT v 74 commit
15'] .

CellularGateway (config)# commit
ATv 75 end
1 -

CellularGateway (config)# end

1

CellularGateway# show gw-system:ntp status

tILS—F— A O |

Clock is not synchronized, stratum 16, reference is INIT

frequency is 0.000 Hz, precision is -22
reference time is (no time),

clock offset is 0.000000 msec, root delay is 0.000 msec

root dispersion is 0.735

NTP 2450z, ROFIDOLHIITT AT LI 0 v T HHRETEET,

request clock set date date-time
1 -

CellularGateway# gw-action:request clock set date 2020-10-26 time 12:30:00

RIZ, VAT LI vy 7 OBlERLET,

il

CellularGateway# show gw-oper:clock
Current Time = Tue Oct 26 12:30:03 UTC 2020

NTP T 2ROV, ROBID KL SIZH A LY — %

2T w1 timezone time-zone

51

CellularGateway# timezone America/Chicago

AT v T2 commit

B trs5—45—ry A0
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1 :

CellularGateway# commit

Commit complete.

WIZ, ALY —DflERLET,

1

CellularGateway# show gw-oper:clock
Current Time = Sat Jun 13 00:27:38 UTC 2020

HRALEILS—APN 70774 )LD

T, PR T NS X3 143031 ROMTU DA ZIRLL T\ b & LET, BT
XA ADMTU D% 1430 34 FEATFICHER T 51213, Y AaDV—FT 4 v 7 TT v N7 54—
LCROFIRZFEITLET,

)

GE)  pdn-type (ZITRDOA T > a o bEHTEET,
* [Pv4

e [Pv4v6
* [Pv6

AFvF1 conft
5 -

CellularGateway# conf t
AT w72 controller cellular 1

1 :

CellularGateway (config)# controller cellular 1

AT w 73 smdot dot-number
&1

CellularGateway (config-cellular-1)# sim slot O
AT 74 profileid profile-id
1 -

CellularGateway (config-slot-0)# profile id 1 apn broadband
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ATvT2

ATvT3

ATy T4

tILS—F— A O |

commit

1 :

CellularGateway (config-slot-0)# commit

chap. pap. chapor pap Zffiffl L TRRAEAAEAL T HI121%, LT 2T L X,

conf t

51

CellularGateway# conf t
controller cellular 1

1 -

CellularGateway (config)# controller cellular 1

sim dlot  slot-number

{1

CellularGateway (config-cellular-1)# sim slot O
profileid profile-id

11

CellularGateway (config-slot-0)# profile id 1 apn broadband pdn-type IPv4v6 authentication pap username
user001 password pw0O01

commit

1 -

CellularGateway (config-slot-0)# commit

SIMEBERLDEHE

ATy I

ATy T2

SIM 1 IZHREIMNZ A A v F A —"—F5121F, LTF2EITLET,

conf t
1 -
CellularGateway# conf t

controller cellular 1

&1

CellularGateway (config)# controller cellular 1
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ATvT3

ATy T4

ATy TH

sim 7z —nt—n—mrosz ]

sim primary-slot primary-slot-number
1 -
CellularGateway (config-cellular-1)# sim primary-slot 1

commit

1 -

CellularGateway (config-cellular-1)# commit

end

&1

CellularGateway (config-cellular-1)# end

BOMTFENTHWD SIMA—FaF =y 735203, ROXIITATLET,

1

CellularGateway# show cellular 1 sim
Cellular Dual SIM details:

SIM 0 = Present

SIM 1 = Present

Active SIM = 1

SIM 7 . — /LA —N\—EEDEH

ATy T

ATy T2

ATvT3

ATy T4

Al LEL O T2 200SIMB T AT AN T = — )L —_"—% 5B A#HIET
HILENTEET, 2, MO SIMITHI D2 BRI AT LA0KFED SIM Tt 2 ik 7x 5
B ZHIET 2 2 &b TEET, LUTIL, ZOEEZEET L0 TT,

conf t

51

CellularGateway# conf t

controller cellular 1

1 -

CellularGateway (config)# controller cellular 1
sim max-retry max-retry-number

&1

CellularGateway (config-cellular-1)# sim max-retry 5
sim failover failover-timer

1 -
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. SIM 7 = — LA —N—BEDEE

ATy TH

ATvT6

CellularGateway (config-cellular-1)# sim failovertimer 7

CellularGateway (config-cellular-1)# commit

CellularGateway (config-cellular-1)# end

RO TIE, VAT AXTT7A~Y SIM (F 744 MESIMO0) ZfH L C7 oM EsRAET, 7
SR L CHER ARG TERNSTE, VAT AIISIM LT Bz Tl 77— =7 20—
RL., &7 R E2RAET, 2O 72— LA —R—RZ—UNh L 4y iRENET, FOE
RCEREREBSG TERWEA, VAT AMIZTOREOT 77 4 772 SIM T 2 17T LT £,

T 2T IVSIM T = — VA — "= f~v— (GHL) ZFETDHITIE, ROXIITATLET,

CellularGateway# show running-config

controller cellular 1
sim failovertimer 7

P—ERT O, X —INDRFEOTT —a— K (33BLV209) BNEEENLIZENnHY., £
DOEE, BVT—7 T4 T v NTCERNPHRITINETE, 7e M X —DA L TTFANT
T THEEARAE LW X JICAHEZRRT 2720, BIEAHEZ ET, koa~y REEHRT
e, FOAD=ZAEBMEHASNTOENE I MMEBEDO Ny 7 FT7 T a7 7 4 VONEE
WTEET,

1

CellularGateway# show cellular 1 connection
Profile ID =1

APN = broadband

Connectivity = Attach

Profile ID =1

APN = broadband

Connectivity = Data

Session Status = Disconnected
Call end mode = 3GPP
Session disconnect reason type = 3GPP specification defined (6)

Session disconnect reason = Option unsubscribed (33)
Cellular Interface = 1/1
Backoff timer is running

Backoff error count =1

Backoff timer index = 1

Backoff timer array (in minutes) = 0 1 1 1 1 5 10 15 30 60
Enforcing cellular interface back-off

Period of Backoff = 1 minute(s)
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RDBERY

ZOBITIE, RNy 7 FTEA =T 7T 4 TSN TIEITESNTOVET, BUE, VAT AT
RO eRITTLDETIHHFEL TWET, Y—EA T, X —hbil&kiE T —

Avb—VEZETLE, IVRWAy I FT7 24 ~v—PEHSND L HICRY | BaidT
T LMME2 5, 10, 15, 30, 60 53 LIENTNE £,

27—LOTT7DFHEE

F 7 4L FTiE. AutoSIM BEBEN BN 72 > TWET, AutoSIM X, 727 F 4 772 SIM 51—
RZ45H L. O SIMIZBEEM T O TWAI—ERX T/ X — Xy NT—7 2/HELE
T, FOHHTICHEDN T, AutoSIM (Y2 7 7 — AU = 7 Z#HEMIC 2 — KL ET,

\)

CE)  CKEICIZ. AT&T. Verizon. I X T-Mobile (2B #EFT T SNI-MBE DT 7 — L7 = 7R
BV FET, oTa—AHGE TR, WHZ7 7 =20 =27 EH SR TWET,

AutoSIM HEREZ FEN CTA—N—F 4 R 5120, RO EZEHALET,

ATFvF1 conft
1 -

Device# conf t

2T w72 controller cellular 1
5 -

CellularGateway (config)# controller cellular 1

AT 73 autosim disable
B -

CellularGateway (config-cellular-1)# auto sim disable
AT v 74 commit
£l

CellularGateway (config-cellular-1)# commit
ATv 75 end
£

CellularGateway (config-cellular-1)# end
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RDBERY

WY 7 7 — L0 =27 N — RENTNL0E I DD LWEE, #ishTnortLrI—
Xy hU—=7DID (NA T4 hSHIZERT) 2R TE £,

CellularGateway# show cellular 1 network
Current System Time = Sat Jun 13 1:25:47 2020
Current Service Status = Normal

Current Service = Packet switched

Current Roaming Status
Network Selection Mode
Network = AT&T

Mobile Country Code (MCC) 310

Mobile Network Code (MNC) 410

Packet Switch domain (PS) state = Attached
EMM State = Registered

EMM Sub state = Normal-Service

RRC Connection State = RRC Connected
Tracking Area Code (TAC) = 9993

Cell ID = 195572745

Network MTU = 1430

Home
Automatic

CellularGateway# cellular 1 firmware-activate 1

RDOa~xy REFEHLT, BEQ 7 7 — LU =T DAT —H AEfERTHI L b TEET,

CellularGateway# show cellular 1 firmware
Firmware Activation Mode = AUTO

PRI
INDEX CARRIER FW VERSION VERSION STATUS
1 Generic 32.00.112-B016 1022 INACTIVE
2 Verizon 32.00.122-B0l16 2019 INACTIVE
3 ATT 32.00.142-B016 4019 ACTIVE
4 TMUS 32.00.152-B016 5002 INACTIVE

FFEOBITIL, T— RN AUTO (N1 A4 FENTEAT) ER-ENTEY ., AutoSIM N T 7
T4 N2> TWET, AutoSIM DNEZNT 72 > TWAEATEL. MANUAL ¢ FE RSN ET, =
ORI TIL, AutoSIM TAT&T D7 7 — AT = T NBIR I TWET,

RO A EIT L%, exee BE— RO~y REEHLTUEED 77— L0 =T 27 7T 4
TICLET, HILWT 7 —A0 =T Or— RIIRK 1200000 FF, 77 —2v =T %F
BTHRETLHT 7Y a Ol ERIRLET,

ETLID7—LOTT7OF7yvIJA—KETZTYITTL—F

4R SRS

WKOFEZFEHLT, ET LD T 77— xT %27 v 7L —RLT0bT vy 77 L—RLE
7,

CEFADT 7B =T EMWT Y TF 4 LY N R LET,
cFDF4LI NI Ty — AT =T T A L Eat—LET,
P ROV FEFITLTT v 77 L= F a2 &5 T LET,
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AT w71 gw-action:request file

11 -

CellularGateway# gw-action:request file create_dir firm new
AT w72 gw-action:request file copy source

£

CellularGateway# gw-action:request file copy source tftp://192.168.1.2/fw.bin destination
/storage/firm new/fw.bin

AT w73 celular 1upgradefirmwarefirm_new

1 -

CellularGateway# cellular 1 upgrade firmware firm new

DM O+ > 7 DAEMIE
DM B ¥ 7z RD b & Eid, ROWEZHEN L THZIC L X,
A\
GE) ZoiE. =P =7 V) I BB TA X AR o7 & & PSMTEIT L2

TLIEEW, YRapz =T Vo T U =AML IEffEa~ Ly oA 4T g
Nt E 7,

ATy F1 conft
1 -

Device# conf t

AT 72 controller cellular 1
5 -

CellularGateway (config)# controller cellular 1

AT w73 dmlogenable
1 -

CellularGateway (config-cellular-1)# dm log enable
AT v 74 commit
i -

CellularGateway (config-cellular-1)# commit

ATv75 end
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CellularGateway (config-cellular-1)# end

IPX{ETT

RDERY
Woa<y REMFHLT, DM e 7 #NELFET,

CellularGateway# show cellular 1 modem-logging
modem-logging dm-logs-status collecting
modem-logging dm-log-file-name /storage/log/dmlog-slot0-20200613.bin

CellularGateway# gw-action:request file list /storage/log/dmlog-slot0-20200613.bin
Location: /storage/log/dmlog-slot0-20200613.bin
-rw-r—--r-- 1 root root 1000 May 27 23:12 /storage/log/dmlog-slot0-20200613.bin

CellularGateway# gw-action:request file copy source /storage/log/dmlog-slot0-20200613.bin
destination tftp://192.168.1.2/dmlog-slot0-20200613.bin

FLADER

YN T —F— b0 AI12E, BEILT KL AN DHCP H—/3—/»5 DHCP 7 7 A4 7 NI
HINTZT RLATRWZIE NI 7 4 v 7 2T XCIEET 2N H Y £9, Z ORI X
D, 78— RXx X MOEEIL, ~VTFH¥ X MOEEIL, FLITBENLRKEET N —E
AEREORAE L TELT =T = V=N T T4 v I BEFEND VT I A TELT—D
HAIBE 2 HIR C & £,

\}

GE)  ZoOMREZIET 7T 4 7T 2 HESRLTHY T8, 777 4 7T 22 L3k

ATvF1 conft
B -

BOLEEA,

CellularGateway# conf t

2T w2 controller cellular 1

1 -

CellularGateway (config)# controller cellular 1

AT w73 ip-source-violation-action ipv4-per mit

&1

CellularGateway (config-cellular-1)# ip-source-violation-action ipvéd-permit

AT 74 ip-source-violation-action ipv6-per mit

51
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CellularGateway (config-cellular-1)# ip-source-violation-action ipv6-permit
ATv 75 commit
1)

CellularGateway (config-cellular-1)# commit
ATv 76 end
1 -

CellularGateway (config-cellular-1)# end

RDBERY
ZOBREDANT I o TWD L EITHEES NI T v ME, kOa~» RTHERTE X7,

CellularGateway# show cellular 1 drop-stats
Ip Source Violation details:
Ipv4 Action = Permit

Ipv4 Packets Drop = 0
Ipv4 Bytes Drop =0
Ipv6 Action = Drop

Ipv6 Packets Drop = 0
Ipv6 Bytes Drop =0

ATy F1 conft
1 -

CellularGateway# conf t

2T w72 controller cellular 1
&1

CellularGateway (config) # controller cellular 1
AT 73 noip-source-violation-action ipv4-per mit

1 -

CellularGateway (config-cellular-1)# no ip-source-violation-action ipvé4-permit
A7 74 noip-source-violation-action ipv6-per mit

1 -

CellularGateway (config-cellular-1)# no ip-source-violation-action ipvé-permit
AT 75 commit
{1

CellularGateway (config-cellular-1)# commit
X776 end
11

I tns—45—rvz10%H |



LS—4— b1 0HER |
. Catalyst /L5 —%"— b7y = 1 DIREE

CellularGateway (config-cellular-1)# end

RDERY
IPv4v6 IP L ETEEX DOFF 7 7 2 a U BHIBREN TV AN E I NEERT DL, koa~
VREMEALET,

CellularGateway# show cellular 1 drop-stats
Ip Source Violation details:

Ipv4 Action = Permit
Ipv4 Packets Drop = 0
Ipv4 Bytes Drop =0

Ipv6 Action = Drop
Ipv6 Packets Drop =
Ipv6 Bytes Drop

Catalyst /LS5 —4%— b = A DFRAE

YN T == T ON— R =T OIEREMRT HI21E, showcelular Lhardware =~ >
REFHLET,

1
o o

AT w71 showcdlular 1 hardware
&1

CellularGateway# show cellular 1 hardware

Modem Firmware Version = 32.00.142-B016

Host Firmware Version = 32.00.002-B016

Device Model ID = LM960A18

International Mobile Subscriber Identity (IMSI) = XXXXXXXXXXXXXXX
International Mobile Equipment Identity (IMEI) = yyyyYYVYVVVVVYVYVVY
Integrated Circuit Card ID (ICCID) = ZZZZZZZZZZZZZZZZZZZZ

Mobile Subscriber Integrated Services Digital Network Number (MSISDN) =
Current Modem Temperature = 36 deg C

PRI Version = 4019

Carrier = ATT

OEM PRI Version = 32101005

Modem Status = MODEM_STATE_DNS_ACQUIRED

Host Device Manufacturer = Cisco Systems, Inc.

Host Device Model = EIO-LTEAP18-GL

Host Device Software Version = 17.3.01.0.1507.1591183906..Amsterdam
Host Device ID = 10JbWPWEQf

AT w72 controller cellular 1

1)

CellularGateway# show cellular 1 radio
Radio Power Mode = online

Radio Access Technology (RAT) Selected = LTE
LTE Rx Channel Number (PCC) = 950

LTE Tx Channel Number (PCC) = 18950

LTE Band = 2

LTE Bandwidth = 20 MHz
Current RSSI = -53 dBm
Current RSRP = -83 dBm

B trs5—45—ry A0
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Current RSRQ = -10 dB
Current SNR = 18.2 dB
Physical Cell Id = 138

ROERY
A\

GCE) ®BALT—EHONN—g 28T —0O SIMBFNANA T4 FENTWET,
CLI ZfH L TeN T —EEOIREICEET 2 BN R ERE2BSG TE £,

Catalyst /L5 —4 — b = A DRI

EEFATAITF7AILDF T VY

n—RINDHT77—LU =T I0E, FE— RTERINTT a7 7 A VBRI
BNTWET, AutoSIMBREIC L o TR AT 77— AU =7 he— RENH7-0D, &
RINT a7 7 ANNNEDLZERHY T, LIENIHAX LAAPN T BT 7 A )L
B SN 77—y =T hue—RNEhbd e, DRENZERINT T 7 7 A VD EIT
SN, TO7 77— TICEEMIT LN TW T B 7 7 A AREESHRIONET,

WOCLIZFEHLT, e— RSN 7 77— 0= T7IZ L CHEER SN TNDH TN
TOTa 7 7 A NVEHRTEET, HOAOFIL, ATRTSIM2ASIM 22> k0 TT7 2
T4 TEolztEoH hERLTWET,

CellularGateway# show cellular 1 profile

PROFILE

ID APN PDP TYPE STATE AUTHENT USERNAME PASSWORD
1 broadband IPv4ve ACTIVE None - -

4 attm2mglobal IPv4ve6 INACTIVE None - -

Verizon SIM \ZF&EHIAIIE 7 = — A — _R— L7th, IRDOT' 17 7 A /L) BEIPIZIRMLE S

ET,

CellularGateway# show cellular 1 profile

PROFILE

ID APN PDP TYPE STATE AUTHENT USERNAME PASSWORD
1 ims IPv4ve INACTIVE None - -

2 vzwadmin IPv4ve INACTIVE None - -

3 vzwinternet IPv4vo ACTIVE None - -

4 vzwapp IPv4ve INACTIVE None - -

5 IPv4ve INACTIVE None - -

6 vzwclass6 IPv4ve INACTIVE None - -
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YT == T A DA H—T A AT DEEMEREBST 5121, ko=

~ v REEALET,

CellularGateway# show interface detail cellular 1

Interface = Cellular 1/0

Interface Type = WAN
Admin Status = UP
Operation Status = UP

IP address =10.19.1.2
Total Rx Pkts = 106

Total Rx Bytes = 8528
Total Rx Errors =0

Total Rx Drops =0

5 min Input Rate
5 min Output Rate
Total Tx Pkts

45 bits/sec, 0 packets/sec
45 bits/sec, 0 packets/sec
119

Total Tx Bytes = 8884
Total Tx Errors =0
Total Tx Drops =0
MTU Size = 1500

CellularGateway# show interface detail GigabitEthernet
Interface = GigabitEthernet 0/0

Interface Type = LAN

Admin Status = UP
Operation Status = UP

IP address = 192.168.1.1
Total Rx Pkts = 125

Total Rx Bytes = 18240

Total Rx Errors =0

Total Rx Drops = 15

5 min Input Rate
5 min Output Rate
Total Tx Pkts

64 bits/sec, 0 packets/sec
63 bits/sec, 0 packets/sec
87

Total Tx Bytes = 16937
Total Tx Errors =0
Total Tx Drops =0
MTU Size = 2026

G NATA4PENTVDET VAR, P—EAT B L T =PORGENT, #Fshi
7747 MIDHCP =4 L Cigfit szt o T,
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