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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
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CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.
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generates, uses, and can radiate radio-frequency energy and, if not installed and used in accordance with the instruction manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case users will be required to correct the interference at their own expense.

The following information is for FCC compliance of Class B devices: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of
the FCC rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If the equipment causes interference to radio or television reception, which can be determined by turning the equipment off and on, users are
encouraged to try to correct the interference by using one or more of the following measures:

« Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.
 Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

« Consult the dealer or an experienced radio/TV technician for help.

Modifications to this product not authorized by Cisco could void the FCC approval and negate your authority to operate the product.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED "AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that
is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)
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GE)  ZofE#iE. FEMEOTZDICREINTWET, 774 /V MREFEEIND AR H 0 F
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device# show running-config
system

host-name vedge
admin-tech-on-failure

no route-consistency-check
vbond ztp.viptela.com

aaa

auth-order local radius tacacs

usergroup basic

task system read write

task interface read write

usergroup netadmin

!

usergroup operator
task system read
task interface read
task policy read
task routing read

task security read

usergroup tenantadmin

user admin
password
$65tebXK3g640Mdi] Sp$kIbd/gShDI4/eLQOMNLYCK 7rlmsZAl nwGFaCVZc 7rN1 IE6£801Q6 TuP4pHIinc8pSTNGAEY t oCAWDUAT GPF9/

|
!
logging
disk
enable
|
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Cisco ISR1100-46LTE L—% . CiscovEdge < L—7F 1 > 5274 [

|
omp
no shutdown
graceful-restart
advertise connected
advertise static
!
security
ipsec
authentication-type ah-shal-hmac shal-hmac
|
!
vpn 0
interface ge0/0
ip dhcp-client
ipv6 dhcp-client
tunnel-interface
encapsulation ipsec
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
|
no shutdown
|
|

vpn 512
|

Cisco ISR1100-4GLTE JL— 7% . CiscovEdge XL —F 1 >
G RT A
PUFIZ, CiscovEdge AN —7 4 V7V AT AL L HITHELSNIZRDN—FET LVIREFD
EERFOT 7 4V MR EERLET,
* Cisco ISR1100-4GLTENA
* Cisco ISR1100-4GLTEGB

\}

GE)  ZofFdid, FIEREOTEDICRIESNTOWET, 7740 FREIFELEIN D AIREERH U F

—a_o
Device# show running-config
system
host-name vedge

admin-tech-on-failure
no route-consistency-check
vbond ztp.viptela.com
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aaa
auth-order local radius tacacs
usergroup basic
task system read write
task interface read write
|
usergroup netadmin
|
usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
|
usergroup tenantadmin
|
user admin
password
$65tebXK3g64oMdin SpSkIbJ/gShDI4/eLQOMSNLYCK 7 r lImsZAl nwGFaCVZc 7rN1 IE6£801Q6 TuP4pHIinc8pSTNGAEY t oOCAWDUAI GPF9/

|
!
logging
disk
enable
|

|
omp
no shutdown
graceful-restart
advertise connected
advertise static
!
security
ipsec
authentication-type ah-shal-hmac shal-hmac
|
!
vpn 0
interface cellular0
ip dhcp-client
tunnel-interface
encapsulation ipsec
color lte
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
|
mtu 1428
profile 0
technology auto
no shutdown
|
interface ge0/0
ip dhcp-client
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ipv6 dhcp-client
tunnel-interface
encapsulation ipsec
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
|
no shutdown

|

|

vpn 512
|

Cisco ISR1100-4G /L— % . Cisco I0S XE
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device# show sdwan running-config
system

admin-tech-on-failure

|
memory free low-watermark processor 68184
call-home

contact-email-addr sch-smart-licensing@cisco.com
profile CiscoTAC-1

active

destination transport-method http

|

!
no service tcp-small-servers
no service udp-small-servers
platform gfp utilization monitor load 80
hostname Router
username admin privilege 15 secret 0 admin
no ip finger
no ip rcmd rcp-enable
no ip rcmd rsh-enable
no ip dhcp use class
ip ssh version 2
no ip http server
ip http secure-server

Cisco ISR1100 35 L T ISR1100X & ) —X H—ERMERIIL—F N—FDz THEHAF .



BHEOT I+ FEE |
B ciscoisri100-46 L —# . cisco 108 XE

ip nat settings central-policy
ip nat settings gatekeeper-size 1024
interface GigabitEthernet0/0/0
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/1
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/2
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/3
no shutdown
negotiation auto
exit
aaa authentication enable default enable
aaa authentication login default local
aaa authorization console
aaa authorization exec default local
login on-success log
line aux O
|
line con O
login authentication default
speed 115200
stopbits 1
|
line vty 0 4
login authentication default
|
line vty 5 80
login authentication default
|
sdwan
appgoe
no tcpopt enable
no dreopt enable
!
omp
no shutdown
graceful-restart
no as-dot-notation
address-family ipv4
advertise connected
advertise static
|
address-family ipvé
advertise connected
advertise static
|
|
!
security
ipsec
authentication-type ah-shal-hmac shal-hmac
|
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device# show sdwan running-config
system
admin-tech-on-failure
|
memory free low-watermark processor 68184
call-home
contact-email-addr sch-smart-licensing@cisco.com
profile CiscoTAC-1
active
destination transport-method http
|
|
no service tcp-small-servers
no service udp-small-servers
platform gfp utilization monitor load 80
hostname Router
username admin privilege 15 secret 0 admin
no ip finger
no ip rcmd rcp-enable
no ip rcmd rsh-enable
no ip dhcp use class
ip ssh version 2
no ip http server
ip http secure-server
ip nat settings central-policy
ip nat settings gatekeeper-size 1024
interface GigabitEthernet0/0/0
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/1
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/2
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/3
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/4
no shutdown
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negotiation auto
exit
interface GigabitEthernet0/0/5
no shutdown
negotiation auto
exit
aaa authentication enable default enable
aaa authentication login default local
aaa authorization console
aaa authorization exec default local
login on-success log
line aux O
|
line con O
login authentication default
speed 115200
stopbits 1
|
line vty 0 4
login authentication default
|
line vty 5 80
login authentication default
|
sdwan
appgoe
no tcpopt enable
no dreopt enable
|
omp
no shutdown
graceful-restart
no as-dot-notation
address-family ipv4
advertise connected
advertise static
|
address-family ipvé
advertise connected
advertise static
|
|
!
security
ipsec
authentication-type ah-shal-hmac shal-hmac
|

Cisco ISR1100-4GLTE /L— % . Cisco 10S XE
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device# show sdwan running-config
system
admin-tech-on-failure
|
memory free low-watermark processor 68304
call-home
contact-email-addr sch-smart-licensing@cisco.com
profile CiscoTAC-1
active
destination transport-method http
|
!
no service tcp-small-servers
no service udp-small-servers
platform gfp utilization monitor load 80
hostname Router
username admin privilege 15 secret 0 admin
controller Cellular 0/1/0
|
no ip finger
no ip rcmd rcp-enable
no ip rcmd rsh-enable
no ip dhcp use class
no ip http server
ip http secure-server
ip nat settings central-policy
ip nat settings gatekeeper-size 1024
interface GigabitEthernet0/0/0
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/1
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/2
no shutdown
negotiation auto
exit
interface GigabitEthernet0/0/3
no shutdown
negotiation auto
exit
interface Cellular0/1/0
no shutdown
ip address negotiated
ipvé enable
exit
interface Cellular0/1/1
shutdown
ip address negotiated
exit
aaa authentication enable default enable
aaa authentication login default local
aaa authorization console
aaa authorization exec default local
login on-success log
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line aux O
|
line con O
login authentication default
stopbits 1
|
line vty 0 4
login authentication default
|
line vty 5 80
login authentication default
|
sdwan
appgoe
no tcpopt enable
|
omp
no shutdown
graceful-restart
no as-dot-notation
address-family ipv4
advertise connected
advertise static
|
address-family ipvé
advertise connected

advertise static
|

!
security
ipsec

authentication-type ah-shal-hmac shal-hmac
|
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