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App-route Cflowd Control Policy | Data Policy VPN
Policy Template Membership
Policy
m Configure | | ‘ |

Apply

Device Execute | o | G ‘ | o §

AR Y > —& VPN A 3=y R Y o— DG, R —ERMEIE Cisco SD-WAN =
Yha—Z25%0, RV o=~y T THL— MEZITIVPNORERE L THEITENDT 7 v 3
1d Cisco SD-WAN =2 ke —F THEITINET,

D3I S>ORY) =2 A7 (TFVr—a Vi —T 0 7 cflowd7T 7 L— B
FOTF =RV v—) OFA, AU 2 —IX OMP EH T Cisco I0S XE Catalyst SD-WAN 7/ A
ANZEF SN, R —DRERE L TEITENDT 7 v a NET A ATERITENET,
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)

GE)  fliF b —EBMEEFEBTH7-DIT, Cisco SD-WAN YV U =—3 3 | Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7

—FICLY, —#HD X2 A MIHLIBREOR—BNEENDLATREERH Y £,

OB varO by 7T, SESERYATO—LFEHARY — —tFHARY
=D iR—3x k., Cisco SD-WAN Manager 3 X OV CLI 2 L7z — B HAKR Y > —0
REFECEAT 2MELRMBE L ET,

s —EHARY — O (35 84—)

* Cisco SD-WAN Manager i ffl L7z — 2B HA AR Y > — D E (37 X—)

cCLIZMEM L7z, —m@HAARY v—DfRE (82 3—)

s —LEBHAR Y —OREF] (86 X—)

TEEER) O—DOHE

—ILEEIAIR Y > — L%, CiscoSD-WAN 2> hu—F L TFrbeya=vr8hsRY o—
DL THY ., Cisco Catalyst SD-WAN 4 —N—L A x> NI =7 NO—0EFHM 2 fo—
7 T7,
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B =e=nnys—0s47

—TEBERRY o— |

—nEBEBAKR)—DFA4T

—TEBRHEAY o —
— T BRRUHIAE AR U o —1d, Cisco Catalyst SD-WAN 221> k2 —F D/b— h 7 — T /UIRIFE

1,

Cisco 10S XE Catalyst SD-WAN 7 /NA A ZT RANX A ZSNHIERICEELEH2HZ LI

koT, N9 7497 DFy NT—I KON —F 4 o ZIWHEB S VET, — o BRHIE R
U > —D%hHIL, Cisco I0S XE Catalyst SD-WAN 7 /31 A BNA—N—L A Ry NT—T7 DT —
BT T4 RERICERET DHECAONET,

)

GE)

—TEEHAHIEIAR U o — DR E H KX Cisco Catalyst SD-WAN =2 > b —F ([ZF8D, o—h)L

TNRARI T »vadZ3nNdZ Liddb 8o,

—nEBET 4R I —

— BT =R —X, A== ARy T =T ND VPN 2IRKDOT—% T 7 1>
o7 —ZEAENET, TR6ORT—iL, 6X7NVO—F FHEILLsmEDIPT KL
ALAR—F, DSCP7 4 —/V R, 71 haj)L) EF7IEZVPN A L N— o T ONTINITESN
TT 7 BAZFHFAIBLIOHIRTEET, ZnbHDARY —iF, IR L7 Cisco I0S XE Catalyst
SD-WAN T34 22 v v 3iuET,

INT Y bAYE—T 4 — )L FIZEDIC—TEEBRT—4FK1Y > —

TR NT T4 T ICEBEEZDR) V—DWREIL, Ty b~y X —T 4 —L R, BREY
WITEE T EMIEDIP T LT 4 v 7 A, EETEHEDIPAR— T, 7 bz, BILUDSCP
ICEASWTITHY 2R TEET,

ZDEATDORI V—iE, Ty bNIT—FVHNDO LT T4 v 7 70— ERTH-OICIFHE
nE4, wic, =BT -2 R) o —TEITTELHIEDO X A 7 OH 2 < Dhvr L E
7,

s B —INY A MOEEDIHRICNT 74 v 7 BREFETEDRELCOE Y b, & 2L,
ZOEIBRT—HR) =L THERINZa— Vi ETIL, e—h LRy hU—7
ForA NEOBBETEET,

o T — ANV A RADKFEDS Y MM T 7 4 v 7 BB ETEAHEETOEY b, T2&
ZIE, ZOXATDOT—HR) =T DHu—hVEEE. HDERAEN L TER
N7 497 %BFEEFEL, IORZREN L TT—X T 7 4 v 7 BRMETEET,

o 01— YA MINOEEDIE., IR EDIIEORFTEDOR— NI T 7 4 v 7 BkE
TEAEETT RLARLEEETHR— b,
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Cisco SD-WAN Manager # {8 L ;=— T BER KR > —DEE .

Cisco SD-WAN Manager = £ L I=—t EEE KR > —D
=R e

axX AE

—UEBIAR Y v — &R ET HIZIL, Cisco SD-WAN Manager DA U o —HEL T ¢ ¥ — R Z&ff
ALES, ZOU 4 F =P, R r—arRB—xr FOERB L ORET vt 22 A N
D IRDOBETHR SN TVET,

o [RIRT NV—TDVERL (Create Groups of Interest) | : B3 2IHH 2 7 /L—7{kL L, &RV
—ORAERT Vv aryaryiR—xr FTHORHT Y 2 M EERLET,

[ FARB T EVPNA L N—2y FOF%E (Configure Topology and VPN Membership) ] : 78 U
Yl Lo THEM SN DRy U= EEAERC L £,

[NTF7 7 4 v 7 N—LDOFERE (Configure TrafficRules) |: RV o —D~ v FHKMELT 7 v a
MR LET,

o [A4 b EVPNIZARY v —%5#H (Apply Policies to Sitesand VPNs) ] : AR U o—%& 4 —/3—
LA Xy NU—=7OHA & VPN ([ZBEfHT £ 9,

o —LEFRIRY —% T VT 4 T L £,
— BN Y =2 HMNTHIZE, RV —%T 77 4 T TH5LERNHY £9°,

Cisco SD-WAN Manager Z i L C—cE AR Y > — 2% ET HI2IE, Z0'Z v a ikt
SFETRTAT v FE2FITLET,

R —ERD « F— FORE
RNY =Y 4 = FEBaT 21213, ROFIAZFITLET,
1. Cisco SD-WAN Manager A = =—7~5, [Configuration] > [Policies] &R L £,
2. [Centralized Policy] %7 U v 7 L £,
3. [AddPolicy] %7 U v 7 LET,

R —HER T 4 ' — FRFIR I, K7V —T DER (Create Groups of Interest) ]
U4V RUNFRENET,

— T EBEERY O —DOHRRTIL—TDRER

[Xt& 7 —TDVERL (Create Groups of Interest) ] C. IkKDE 7 2 a »OFAIZHE- T, —t&
BHARY o—TCHMT L2V AR A TOH LT L—T2ER L ET,

FI)r—a > DERK
1. MBI N—TDIVARNCT, [T7 V47— =z (Application) 1227V v 7 LET,
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6.

[BrL W7 7Y r— a0 AL (New Application List) 1% 27 U v 7 L£7,
VA NOA4RTIEATILET,

[7 7V r— 3y (Application) |E721X[7 7V r— 277 Y (Application Family) |
IR L ET,

FIVr—3002%, Y—KNR—F 4O O—5, ABC News, Mircosoft Teams 7
EC DU EDT Y r—va L O4RTEIEE TE £, Cisco 10S XE Catalyst SD-WAN
FTNA AT, F2300 D27 7Y r—varaEhR—bhLT0ET, PR — S
TWAT 7 r—varve—ERRTHIZIE, CLIT?2 EANLET,

TIVr—2avI720E ROS LD 1 DL EE7D E7 : antivirus,
application-service, audio video, authentication, behavioral, compression, database,
encrypted, erp. file-server. filetransfer, forum, game, instant-messaging. mail,
microsoft-office, middleware, network-management, network-service, peer-to-peer.
printer, routing, security-service, standard, telephony, terminal, thin-client, tunneling,
wap., web, I T webmail,

[ (Select) | Fu v 7X@ [R5 (Search) |7 4 V& T, MBERT SV r—rayv
FRET V= ar 77 I U EABRLE T,

[Add]Z 27 V v 7 LET,

WS ONOT FY r—va ) A MIFHBREFATT, INEDYU X haimfE I3l
HZEFTEEEA,

Microsoft Apps—Excel, Skype. Xbox 72 & @ Microsoft 7 7"V 77— a3 VRN E £ E T, Microsoft
TV = aryDsEei) A NEFRTHIZIE, [ bV (Entries) [P0V A 2T U v
7 LET,

Google Apps—Gmail, Google ¥ 7', YouTube 72 & D Google 7 7'V r— a U REENFET,
Google 7 7'V r— a O5ERR Y A &R RT DI, [ MY (Entries) ][50 Y A h %

7V w7 LET,

Hh5—DHRE

1. XWARIN—TDY A RT, [ (Color) 127V v LET,

2. LA Z—YAF (NewColorList) ]#7 VU v/ LET,

3. UANDARIZALLET,

4. [ (Select Color) | Ku v F# 7 d [## (Search) | 7 4 /L& T, MB/pth 4%
WLET,
f413 3g. biz-internet, blue, bronze. customl ~ custom3. default, gold. green. lte,
metro-ethernet, mpls, privatel ~ private6, public-internet, red, silver 7> 5N T FE 7,

5 [Add]Z7 VY v 7 LET,

15DV A N TEEBEOOEHERT DL, Ry 7 Xy BHBoazE R LET,
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|

m

1T 14 DERE

= 6:HEREDBE

HaER 1)) — 1R A

a3 2=7 4 DA E |Cisco SD-WAN U U — | ZOBERETIE, HIfHIARY > —2HLTaa
K OER EHEHE 2 20.5.1 =T 4 ERAEBLIORETEET, HFRY
Cisco I0S XE Catalyst D2 t\\l;’(‘\Cisco 10S H)fiCatalyiE SD-WAN 5“/*‘4’
SD-WAN U U — =% ATNRAALECTERBIOEAS, 232

17.5.1a =T 4 =EELET,
Cisco vManage U U — | = OEEFH T2 &, BErEE2 L —T 1
220.5.1 IR = I — E 7135 O BGP =

Ra=T S4BT ET LT 4 T ALBEA L.
B YBCTHZENRTEET,

A3 2=2TFT 4 UAMI, A=t~y Omatchf) THEHT L2 I 227 4 D7 —F1ERRITAE

HEnbVARTT, a3a=74URA NI NA—bbOZITF A, B, B, £721E7 FA

ZAZXDHIEIERTEES, F2, a32=FT 4 VA NI, »—rDaIa=7 1 DFKIE.

BMERIIERICHEHTEET,

1. 527 —7 (Group of Interest) | Y A T, [2I2=7 1 (Community) ]%7 VU v 7
LE7,

2. HlLvwaiz=7 41U AL (NewCommunity List) | %27 VU > 27 LET,
3 a3a=74YRAMDLEIEASLET,
4. [tE% (Standard) | £721% [JE9E (Expanded) ] 2L £7,

MEHEI I 2 =T AV ANME, a3 3227403227 4 FHFOREICHEN S E
@—O
MR 2=T 4 VA MIERKRBICL 27407 ala=T 4 IEHSNET,

EHEFRIT, 2a=T By T T —V2RET OO ShE
@—O

5 [2=a2=7 4 DEM (AddCommunity) 17 4 —/L KiZ, ROWTINOFEXT, 1oL E
DF—R TV T 47 AEar<TRE->TAN LET,

caann: B AT A (AS) BEE Ry N —0FKE, £EEIL. 1~65535 0% D
234 METT,

cinternet : TDAI =T A DN—MNIAVE—FRY hAI2=T 12T RRAZ A XX
NET, Z0aIa=F11F, TRXTOBGPRIERY T —F 2 7 F A A THERR S
nET,

elocal-as: 2D aAI2=F fD)— hMIa—h AS HHDOIMULIT RARZ AL XENFE
B A,
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6.

s no-advertise : NO_ ADVERTISE 2 =2 =7 4 Z/L— MNIT ¥y FLET, Z0aIlz
=7 4 O— NI BGP BT IIET RAX A XShEH A,

eno-export : NO EXPORT 2 2 =7 4 Z/N— MNITZvFLET, ZOaIz2=74

DON— I, B—HNVASKRBGP a2 7 =257 L— g VEROIMNIT RRZ AL XEN
FHA, 1ODV A NMIBEDOBGP 22 2 =7 4 3% ET HI21%. #HED community
FTFarvEFD, KA T a1l oDala =T 4 2 RELET,

[Add]Z 7V v 27 LET,

FT—BTL T4 YD ADHKE

1

> w

[®Xt& 27 Vv—=" (Groups of Interest) ] U A hC, [T—HF 7V 7 4 v 7 A (DataPrefix) | %
7w LET,

[(HrLWT—Z 7L 7 47 AY AR (New Data Prefix List) 127V v 27 LET,
VA NOAHIZANTTLET,
[IPv4] £721% [IPv6E] Z 38R L £,

[F—Z7F VL7 (w27 ZDEN (Add Data Prefix) | 7 4 —/L FiZ, 1 DL EDF—2 7L
T4 v A A< TR >TAN LET,

[Add]Z 7V v 27 LET,

RS —DHER

1
2.
3.

®RETN—TY A NTC, AU HP— (Policer) %7 Vv 7 LET,

B LWARY Y—1U X b (New Policer List) 1227 U v 7 LET,

U A RDOLRTEATILET,

RV TNRITA—LEERELET,

1. [3—=A K Burst) | 74—V RIZ, KT 7 4 v 7 8= A X (15,000 ~
10,000,000 /A k) ZASLET,

2. [ (Bxceed) | 74 —/V KT, W"—=RA A RXEZITNT T4 v 7 b— b EBXT
EXIWFETTAHT 7 arya2ERLET, [Fry Y (dop) |ZEBRLEGAE. N7y
NMEKOEIIEN (PLP) MEBRESNET,

[V~—7 (remark) ]ZIRL75E, 37 v MRKROEEIER (PLP) 2& < RE S
nET,

3. [Lb—F (Rate) | 74— R, KK FT 74 v 7 Lb—1%0~2%-1Ev MF (bps)
DIETASILET,

[Add]Z 7V v 27 LET,
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TLI4v9 ADOBK

L ¥R IN—TDYVARNT, [FVT74v 7 A (Prefix) |27V v 7 LET,
2. HLWT L7 w7 AY AR (NewPrefix List) 1227 U v 7 LET,

3 UALMDAHTEZEAILET,

4. [TV 74 v 7 ADEM (DataPrefix) |7 4 —/V RNIZ, 1 DU EOT—2T V7 4 v 7 A%
a < TR TAHLET,

5. [Add]Z7 UV v 7 LET,

4 FDETE

1L XEITN—TDYART, [¥A b (Site) 1227V v 7 LET,
2. LWy A FY AR (NewSiteList) 1227V v 27 LET,

3. URLOARTZ AT LET,

4. [YA FoiBEI (AddSite) 1 74—/ RIZ, 1 22U EOY A FID 22~ TRY->TAS
LET,

7o & Z0E, 100 £7203200 2 2~ TRYIH D, 1206 4294967295 OFiH THRE L £,
5. [Add]Z7 UV v 7 LET,

77U TAO—TYSADEFE

1. ®BITN—TDYVRANT, [TTVr—varra—7277 A (AppProbeClass) |27 U v
7 LET,

2. (LW U r—varra—727 A (New App Probe Class) | %7 U v/ LET,
3. [Fue—T72 7 A4 (ProbClassName) | 7 4 —/V RiIZF 0 —T7 27 T A4 AT LET,

4, [#z%7 7 A (Forwarding Class) | K2 v 7*'X 7 U A KB LERERE Y T A %8I L E
—§—O

5. [=> kU (Entries) 173 > C, [ (Color) ] K v &7 U R kbl /e 2 3R
L. DSCPiEZ AT LT,

VEWZRUT, [Hidmsx227 vz LTy M) ZBMTEET,
6. [Save] &7V v 7 L%,

SLA ¥ 5 R DAL

1L ¥R IN—70DYART, [SLAZ 7 A (SLAClass) 17 V27 LET,
2. [HILWSLAZ 7 ADY A (New SLAClassList) [#7 VU v 27 L7,
3 VA LDAHTIEZATILET,
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4, SLA VT ADNRT A—HEEFZLET,

1. [#B% (Loss) 1 74—/ FIZ, #mORKR 7 v MEKE 0~ 100% OETAN L E

j—o
2. [EIE (Latency) |7 4 —/V RiZ, #EOKK/ 7 v NBILEE 0~ 1,000 2 U HOET
AN LET,

3. [y #— (itter) 17 4 —/V FIZ, #EHDORKY v Z—%1~1,000 X UBOETA
HLET,

4, [T7Vr—var7ua—727 A (AppProbeClass) ] Ky 7o U R Rk, &
BT Y r— gy Fu—T V5 AR LET,

5 (AFvay) [ZA—nA Ny DA R RV (Fallback Best Tunnel) | 7= v 7 K v
J A%A AT LT, Fols bR VEEE AN L ET,

ZDOA T v a7 4 —/b RiX Cisco 10S XE Catalyst SD-WAN U U —Z 17.5.1la > HLFIH T
DT, SLADGTZ SN TWARWEGAIZ, EHFEER T 7 = Hb_RRA MR E T %8
WCEFET, ZOFTva v z2®RToE, Fuy XU rhb b BREHELRIRTE E
T, FEICIE, R BIE, BLOY v ¥ —0DfEE | DLl EAAEDEET,

6. Kroy7# 2 bk [ (Criteria) |28 L £, MM THEAIEEIRD L350
<.

o JEIE

EiUS

* Jitter

< BIE, HK

o PEIE, Vv X —
= SN 23 1

R, VyH—
Uy —, BT
Uy s— K

< BIE, HE Vo H—
BIE, Uy ¥ — K
cHHK, BIE, Vo H—
HK, Yy H— BT
U H— B, K

Uy — Kk BIE
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7.

8.

—wgEERy o—oxgsL—JomE [

R LI EEOBKNYT VR (%)  BEANVTUR (RUB) | BLOOYE—1NY
TR (ZUW) AN LET,

[Add]Z 27 U v 7 LET,

TLOC D& E

1
2.

9.

\}

KH IS N—T DY A KT, [TLOCl %27 U v 7 LET,

[HTLWTLOCY A b (New TLOC List) ] %#7 U w27 LE9, [TLOCY A~ (TLOC List) ]
Ry TT v TREREINET,

UZ hDA4HTZ AT LET,

[TLOCIP] 7t —/V RiZ, TLOC DY AT AP T KL A% AN LET,
[t (Color) 17 4 —/L KT, TLOC DaZRR L 7,

[ 7' At (Encap) 17 4 —/V KT, B 78/ LDF A 7 HEIRL £,

[V 77 LA (Preference) ] 7 4 —/v KT, LG LT, TLOC (IZBE#ATIT 57
Tr7 LU ARRIRLET,

FEE C& 2 #PHIX 0 ~ 4294967295 T,
[TLOC @i/ (AddTLOC) %27 UV 7 LT, Bl®OTLOC % U A MZBMLET,
[Save] 227 U v 7 LET,

G¥)

set tloc BE W set tloc-list A~ R T 2I21E, set-vpn 2~ R T2 L8R H
DET,

TLOC Z &z, 7 RV R, o, B bz ELET, LEIZS LT, TLOC 7 KL A2

TV 77 LAl (0~232-1) Z#XELET, 77 ¥ a Oz AT TLOC
U R M3 5545, B0 TLOC NMERFEET~ v F&RUEZmHETHE, kbmam\7Y
77 LU AMEEFFO TLOC MERH SNV E T, 2290 ED TLOC kb7 U 7 7 LU AET
bH%GE. N7 74y ZIXECMP FRUCE > TEN LD THEEINET,

IPsec FRENT v PN —H D —H )LD T —CTREINTWBEAE, n—H /L TLOC B X
OB T—F, =N AT —ORETRESINTZEFRRY) o—LEHLEEAL, B—01
TLOCEREZFfOT v VN —FBMERINE T, %G, EFARY O — TlRE I NT-EE

TLOC IZEZE SN EH A,

VPN DXTE

1
2.
3.

MG T N—TDYART, [VPN] 22 VU w27 LET,
[ LVWVPNY 2 (New VPN List) 1227 U v 27 LET,
YA NDOARTEATILET,
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4. [VPNOIEN (AddVPN) 17 4 —/L KiZ, 12U EDOVPNID #2 >~ TRUI>TANLE
‘é‘o

72& Z0E, 100 £72132 200 22 <= TRYIE 20, 12005 65530 OFFHTHE L E7,
5 [Add)Z27 Vv 7 LET,

)—2 3 VDHRTE
#/INY U — A : Cisco vManage U U — % 20.7.1

“NFV—=Var 7y 7V v (LUROEERSD-WAN) O —a D) A MaRETHI
1%, [BEE (Adminigtration) 1> [EXTE (Settings) | T~ TV —T a7 77U v 7 BNEIC
o TWHZ L&) iR LET,

1. ®BEIN—TDVART, [U—Y = (Region) |27 U7 LET,
2. [NewRegionList] Z#27 U v 7 LET,

3. [V—varVURX4 (RegionListName) |7 4 —/V NiZ, V—a>DURXNEEATIL
£75

4, [V—2 =z DM (AddRegion) 17 4 —/V RiZ, 12 EDY =Yg Ear~TRYE->
TANTHh, @z AN LET,

elzdE V—=yar 1, 3&xar~THRET L, ®@M 1264 2HBELET,
5 [Add]Z7 YV v 27 LET,

[K~ (Next) 1|27V v 27 LT, U4 —FKDO[FAFABT L VPN AL 3—2 T OFRE
(Configure Topology and VPN Membership) ] IZfE) L £,

BENT—TIL—TOEE

® 7 EREDBEE

taE 1)) — R 1EHR A

B+ 57 —% 71— |Cisco IOS XE Catalyst | = OH§EEIZ L Y, 77U r—v 2 Vsl —
v bR AOESs |SD-WAN U U —2 T 47 (AAR) OB T—L Ry 7T v

N

N—TERERLET, 17912 TN T — DT > HF OV F— L v
Cisco vManage U U — | S4UEJ . CiscoIOS XE Catalyst SD-WAN 7/
2209.1 A A DEETZNIRADFREICIESNT, &K

3 BBEDOBERIAM 23 E TE £,

N7 U AR—= MREDIAFZHEL T, Bk b T 7 4 v 7 OBFIBALZERTE £,

[Preferred Color Group] (%, F—/X—Lb A T 7 4 v 7 TOHYR—KEZi, DIANT 7 4 v 7
TV R—FEShEEA,

L MBI N—TDYRKNT, BT —27V—7 (Preferred Color Group) %7 U v 7 L&
ﬁqo
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2. [New Preferred Color Group] =7 VU v 7 L ¥,

3. [Beh T —7N—74% (Preferred Color Group Name) | 7 « —/V K2, BN T — 7N —
TOAHETE AT LET,

4. [7Z A~V 17— (Primary Colors) | ~XA > C, RO FIEEFATLET,

1. [ 7—0OfE (Color Preference) | K v X0 J A NTH T —DORELZERL £
D

2. [SADOFKE (Path Preference) | Ky 77X 7 U A N THRAOREZIERNL £7,

TJ4—ILF SR BA
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ZIER L FE T,

3. [AddZ7 Vv 7 LET,
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3. [Add|Z7 Vv 7 LET,
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MBS U CFIEEZBVIE LT, AT Ty RAR—=I R =2 arRm—x 2 h%B

LET,
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1
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[ FU A (SiteList) 17 4 —/V R T, Ay af@ilillEdd 1 DU Lo A &gk
WLET,

[Add]Z 7 VU v 7 LET,
A2l =g B EBIIRY =BT AI20F. CnODOFIEEZHEYIELET,

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .



—TEBERRY o— |

B rkocevenxvn—sy TomE
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TWET,
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0. [Actions]|Z7 Vv 7 LET, T 74/ FTiE, L (Reject) | A7 v a RNEIRINT
WET, T ANONI ATy NTITTLT 73 a Vv EaERET HITE, [ZITAN
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HHEAR Y S —D4 a2 AT LET,

. Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x



| —wEERRyo—
FRESE VN £ vi—sy ToEE [}

3. ARV v—odtHEZ A LET,

4. KON AL T, [—F U AX AT (SequenceType) %7 Vv 27 LET, [ AZ Al
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(Import Existing Topology) 1% 27 Vv 2 LE7, [BEFO FARr YDA A— K (Import
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2. FMRBRYOEATEBRIRLET,
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INET,
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. Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x



| —mEERR)—
k5749 n—nosze I
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Firewall) ], [QoS]. [NT7 7 4 v 7 =2 =7 U/ (Traffic Engineering) ], [ A% A
(Custom) | 23R L ET,

GE)

WU~y FEREICK L TEEOT — 2K > —D X A TEHRET DAL, DAXLRY v—
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v a» (Match/Action) | Ry 7 ZANBAE, 774/ N T[vvTF (Match) ] #EIRI
TWET, HEHAFRRRY —D~ vy FRIEZX, XA TR Ry 7 AOTIZ—ERRS
IET,

—B&H

FIE

Bl (T_RTOATry Mo—
)

< v FREERTE LN TL I,
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k5749 n—nosze I

—E&H

FIE

FIUr— 37T ) r—
varvIJr7)— Xk

1. [vvTF Match) (&T, [TV r—v a7 7V r—var77I0 Y AR
(Applications/Application Family List) ] %27 U v 27 L&,

2. Fey7HooC, 77V r—ar7y I 2@RLET,

3 77U =y ar ) A MEERT 2ICE. ROFIREZEITLET,
1. LWy 7Y —v a2V AR (NewApplicationList) 1227 U v 7 L7,
2. VA MOARHTIEZATLET,

3. [77Us—ar (Application) 1227 Vv 7 LT, [HxOT 7V r— =
YOV ARNEERLET, [T7V 47— 3773V (Application Family) ]
7V w7 LT, EETLZT U r—varol A MEERLET,

4. [TV —a DR (Select Application) | Ku v 77X T, BHOT
TV r—=rarEiEZ 7T I = a7y IV EBRRLET,

5 [Save]l] =7 U > 27 LET,

Z D~ v F X, Cisco I0S XE Catalyst SD-WAN U U —Z 17.9.1a 3 X O Cisco
vManage U U —2209.1 ® IPv6 b T 7 ¢ v Z I TE £9,

Destination Data Prefix

1. [vvF (Match) 1§:04FT, BT —% 7 L7 ¢ 7 A (Destination Data Prefix) |
7y 7 LET,

2 BRIV T4y 7 ADY AR ERET LI, Fry XU UnbigET 5
A M EBERL£7,

3. HxDHTVT 47 ALBET DI, Bk P77 4 v 7 A (Destination:
IP Prefix) | 74—V RICF V7 4 w7 A AT LET,

sEeR— b

1. [v>F (Match) 54T, [BdA— b (Destination Port) | %27 U v 27 L&
R

2. [#ESeAR— b (Destination Port) 1 7 4 —/L RiZAR— hEZEZ AN LET, H—0
K= &S, R—=FrF5DU A (A=A TRUIOGNEEHFS) . £HIER—F
T DHEiIH (N 7 [[] TRUbIZ 2 2OFEE) #HELET,

DNS7FUr—vav )Rk
(DNS Application List)

27 Y FDNS ZHENCT DI, 77V r— s A MEBEMLET,

1. [vvF Match) 15T, [DNST 7 U — 22U XL (DNSApplication List) ]
7 Vv LET,

2. FayrHxooc 77— ar7y IV ERIRLET,

Z DO~ v F5AME, Cisco I0S XE Catalyst SD-WAN U U — 2 17.9.1a 35 X O® Cisco
vManage U U —2209.1 ®IPv6 877 4 v 7 |\ZfEHTE £7,
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—TEBERRY o— |
B s von—nozz

—H&H F|iE
DNS T7Yr—vary A REBNMLT, A7 Y v FDNSER AL L £,
1. [+wvF (Match) ]&/ET, [DNS] %227 U v 27 L%,

2. DNST77U/r— 3 ®DNS ZERZNHT HI1T1E, Fry ¥y T EK
(Request) | Z#IR L, 77U 7 —3 3 > DNS & 2 LS 5 121E [
(Response) | @R L £,

[DSCP] 1. [¥vF (Match) 15:C, [DSCP1 %27 VU v 7 LET,
2. [DSCP] 7 .t —/L RiZ, DSCP fiz 0 ~ 63 ODEAETATI LET,

/N7y bR (Packet Length) |1, [~ > F (Match) 15T, [/37 » & (PacketLength) 1% 2V v 27 LE7,

2. [37 v bE (Packet Length) ] 7 4 —/L RiZ, "7 > FE% 0~ 65535 DIETA
HLET,

PLP 1. [vvF (Match) J&T, [PLP]Z 2V v 7 LT, [/37 v MEKOESIERL
(Packet Loss Priority) ] Z##% /&€ L £,

z[mmFuyfﬁvyf[ﬁ(m@]itﬁﬁ%&@&]%@mbiﬁomp
Z [/ (High) 1IZERET 2I12iEL, [FEREE (exceedremark) |47 a v DH b
NIV —ZEHLET,

Protocol 1. [~vvTF (Match) ]§&MHT, [7a h=b (Protocol) 1227 VU v 7 LET,

2. [Fm b=z (Protocol) | 74—V RIZ, A ¥ —Fy NFa harFEsz 0~
255 DFFETADLET,

ICMP Message ICMP A v —Y L BETAI21E, [Fu b= (Protocol) 17 4 —/L KT, A & —
Ty b7a banFise 1, 58, XX OMGITHRELET,
GE) ZD7 4 —/V N, CiscolOSXEV U —2A17.4.1, . CiscovManage !

J—2204.1 I CHEHATE £,

Source Data Prefix 1. [vvF (Match) 15T, [HELT —HX 7L 7 1 v 27 A (Source Data Prefix) ]
Vw7 LET,

2. BEIXTV T4y 7 ADVARNEBETDHIZE, Ry XX orhbigb3 5
A NEBIRL 9,

3. flHxDEELT VT 4 v ALWAET HITIEL, [FEL (Source) | 7 4 —/L RIZ
FULT 4w AR AN LET,
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| —mEERR)—
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—EEH FIE
EETR—k 1. [vvF (Match) J&FFT, [FEEXAR—F (Source Port) 127 U v 27 LET,

2. [;@-ff?fg (Source) 174 —v Kz, R—=rEEEZAJTILET, B—DFR— EE,
A—=brEZDOY AN (AX=ATRYLNTES) . IR — MNEZOHHA
N Z7v TR 2 SDOFE) EEELET,

[TCP] 1. [~v>F (Match) 15T, [TCP1E22 Vv 7 LET,
2. [TCPl 74—V RTHETE LA 3 VI [SYN] 217 TF,

10 QSBIWKNTI 74w 2 V=T VI OT—2K)v—0%4E  [7a hany
(Protocol) | K2 7 & 7 U A Kb [IPv4] Z38&IRT 5 & | T) —IXIPv4 7 KL A
7 IV OHRITHEAIINET, [IPv6] ZTIRTHE, AU —ILIPv6 T RL AT 7Y
O ENET, KU —%1Pvd L IPv6 DT L A7 7 2 UVIZ#EHT 512, [
77 (Both) ] ZER L ET,

11. 15U EOR Yy FRUEZEIRT DI, Ry 7 2% 27 ) v 7 L, st > TIHARE
LETS

GE) T RTCORY =y —F U AFA T TITRTCOYy FRIEZFERATEX DT TIEHY EHA,

12. =y FTBET—HF T 74w 7ICHLTHEITTEHT 7 arE2BRTHIE [T7v3
> (Actions) | Ry 7 A&7 U7 LET,

13. ~vFTDHrT7 74w 7% Kuay735120E [FryY Drop) 1227V vy 7 LET,
FRAFRERRY > —T 7 a UBNAEICERINE T,

14, =y FTDET7 74 v 7T ANDITIE, [ZIFAN (Accept) 1%27 U v 7 LET,
FERFREZRARY =T 7 2 a VAR ER R ENET,

15. Bt TAHRY > —T 7 a v EERELET,

\)

GE)  FTRTCO—ERFMTITRTOT 7 v a &2 HEATEL20TTIEHY £HA,
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FS 7499 IL—ILDERE

\}

—TEBERRY o— |

G¥)

IPv4 7347 > MZUDP £7213 TCP F— & 7 5 ADSEEUIND 7T 7 A v "R EEN TV B
. UDP 701X TCP ~ v X —n 0=, HHRE/ZR L4 AR — MERITH D FHA, ZD LD
7277 7 A MDY, destination-port & 7213 source-port D —HUI AL S L FE T,

WOEITIE, 58ER— b 161 ~DFTXTDOUDP 47> k&, IPvd~y X —D7Fa k=)L 1D

T A= IV B ITICRESI, IPVA N X —ICT7 T T A "E Ty RRBREINTNDEFD

D IPv4 X7y b3 Fa vy 7 ENET,

policy
app-visibility
access-list SDWAN 101
sequence 100

match
destination-port 161
protocol 17

|
action drop
|
|

Ty ay|iHA FE
&
hoo8 |G~y TFTHT7T =4y hEIT U R LET, 1. [7Z73a (Action) |§&fET. [ Y
% (Counter) | %7 YV >27 LET,
2. [#U 54 (Counter Name) |7 o4 —
VRIZ, Ny VAU U EERTET D
T ANDLRHIEATILET,
[DSCP] SR~y FTHT7 =43y MIDSCPEZHIV Y4 TE |1 [727 3 (Action) |5/ T, [DSCP]
E 7 Vv LET,
2. [DSCP] 7 4 —/L FiZ, DSCP fEi% 0 ~
63 DML TAST LET,
Forwarding | &tk s~ v F4 55— 23 o MRk 7 7 AZE0D Y TE |1 [vvF (Match) | KT, [iE%E7 7
Class

R

A (ForwardingClass) 1272 UV v 7 L&
D

2. [#Ek27 7 A (ForwardingClass) |17 o4 —
VRT, 7T 2MEAE 32 LFLINTAT
LET,
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k5749 n—nosze I

T ar |k FE
&
Log PR — k&N DHE/NY U —A : CiscovManage V) V) —220.11.1|1. [7 27 ¥ 3> (Action) ]&MET, [
BIXUCiscolOSXE V J—=2 17.11.1a (Log) 127 Uwv7 L TuX 7 %A
BEL S EATNCT BT, [#7 (Lo 127U v s Lg | D LET
TO
(DP, AAR, F£721XACL) T—X KV v — by hMou s
T varRRESNTWDEE, = 7B ER S, syslog
WZREEk S ET, S r— Ul tlogratelimit i kD FXT
DrsRE S CRESNA DT TS ) EHA, /Y b
Ny =N T TIZFLER S D BE, syslog A v E— UM
ERREN, TOBL 7O —RNT 7T 47 THLRY, 5452
Ll syslog A v E—UNERINET,
Policer R~ TTET—F Xy MRV —%2@EALET, |1 [vvTF Match) | FHT, [FUH—
(Policer) 1227 Vv 7 LET,
2. [RYUH— (Policer) | krv X

74—V KT, AUV —DL4H%ER
L/\gz—g_‘o

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .



B <7552 —5 sigryo—

—TEBERRY o— |

/R EVIAEL; Fig
E35
BROEBE | &R~y FT57—23%y MIBEOEEZHEM L E [« vF (Match) |1§&MET, [HEDE

S

BRIV ETIE (FEC) T, MET—#O%EIZE T v
7 ECRb= ANy PREEIND D, ZEHITT—X
DEFREZERTH LR =T —%FTIETE £7,

FEC(%IPSec k> RN THO I HR— K i, GRE h v R/ T
Y R—FENFEEA,

« [FEC #)i» (FEC Adaptive) | : X9 25/37 v ME, @
W5 FRNHE SN BRICE SO TEETE 2
WERZRINTEGEICOH, FEC OXIGR LD 3,

[FECiiE)t: (FEC Adaptive) | ZIR3 % &, BN [$HK
L &EWME] 74—V RRERR S I, FEC % BEIJICHER)
2T D720y MERKO LEWEEZIEE T ET,

WIS FECIL, 737w MEEN 2%/ D EHEEE LIAD F
T, ZOMEITEERBE T,

1~5%DHEKXLEIVEEZEETEET, T 74/ DX
Ay MRS L EVMEIT 2% T,

« [FEC ##f (FEC Always) |: &I&d 5/37 v MIHEIC

FEC OXf&R L0 7,

o [N v hE#L (Packet Duplication) ]: H—® k> %L
ML TEENRT Yy FERELET, RO oz
DEEIFTREZR 6. BN Y NI R/ R T A—4
A LT R R RRH TEE SN E T,

1E (Loss Correction) %27 Vv 7 L¥
D

[fBEDELE (Loss Correction) |7 o4 —
Jb RC, [FEC##it: (FEC Adaptive) 1.
[FEC # I (FEC Always) ]. £721 /%
7 NESL (Packet Duplication) ] %%
RLUET,

P4

[Save Match and Actions] #7 V v 7 L £,

16. KEIZSLT, B> —r 20—V a2 ERLET, V—NVEZRTZ7yT7T L FRry

TLUTHEELET,

17. [T—# KV > —DR7FE (Save DataPolicy) 127 VU v 7 LE7,

18. [k~ (Next) 1227 U2 LT, V4P —FD[HA4 MEVPNIZKRY >—%#H (Apply

Policies to Sites and VPNs) I #EI L ¥,

RYFINTGA—F  HEIAR) o—

OMP B L TLOC /L— F D4,

kOB Z —HEIEB N TEET,
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| —wEERRyo—
v vFi54—4  wERy o — [

—HB&H BL)]
h3—URE 1 DLl RO, TS 2641, 3g.

biz-internet, blue. bronze. customl. custom2.

custom3, default, gold. green. lte,
metro-ethernet, mpls, privatel ~private6,
public-internet, red, silver T7°,

AZa2=57q4 YR 1 OLLE@OBGP 2X=2=F DY A}, [
I=2=7 4 YA} (Community List) ] 7 1 —
JVRTIE, WOTHBAAREETEET,

caann: ASHE S L XY N —IUFE, KEKF
1X. 1~ 65535 OFFHD 2 /XA METT,

sinternet : T 2 =T 4 D)— FNIA
A=y NaAIa=T4ICT RRNZAL XS
EF9, Z0aIa=7 g%, T3TDBGP Xt
JEF Y NI =% TN, A TR S IVET,

elocal-as: T 2 =7 4 D)— ME, B—
BV AS B LA TIZT RAZ A XENEH
/Uo

*no-advertise : NO_ADVERTISE 2 X = =7
EA—RNITHyTFLET, Z0aIa=74g
DIL— MIMO BGP BT IZIXT RAAZ A XX
NER A,

sno-export : NO EXPORT = X = =7 1 % /L —
MZTHyTFLET, Z2OIAI2=T 4 D/L—
ME, m—H/LASRBGP 2 7 =7 L—3
VEBEROIMNZT RARZA XIS ER A, 1OD
UAMIHEEDOBGP 2 2 =7 % ET D
\ZiE, #HEO community 47> 3 U EE D,
BZATva Nl o0ata=T 4 ZEEL
*7,

B AIa=T 4 AT ERBELET, R

(Standard) 1ZFIR L TaIz=FrLaIa
=7 4 FHHEIEET DD, [PL5E (Expanded) ]
ZEIRL CERRBAEHALTaIa=T >
74NV LET, ERERBIT, 232
=T A By y TFT oI = ERET D
DI S nET,
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B <7525 simryo—

—TEBERRY o— |

B

a3 a2=T7 4 U R MOKERFH LTI E L —
FDaI =7 4 CFHNE L E9,

ORGMITEH DI 2 =F ¢V A2 MIEM &S
N TRTOT AL A THHTT,

CiscoIOS XE Catalyst SD-WAN U U — % 17.5.1a
PBETlE, 23a2=7 14D [#A7 (Types) ]
74—V R &[St (Criteria) | 74—V R%&
fEHTE £,

OMP 4 4

TN ADN—T 4 T T —HF_X—=ZAND/L—
NEFIZT LT 4 w7 ACEEMA T O
7,

EiFE I 0 ~ 4294967295 T,

Origin

J— "M FEEINEZT e han,

F{E7t (Originator)

= FIRFEINZIPT RL A,

INRBAT

Cisco f¢E7 SD-WAN 7 — 7 7 F ¥ Tli.
IRABZA TG T— R RBEENET,
INABEATIFLLTFD EEBY T,

BERBIINR TR =g U HER
=B ~DKRy T gt —bh, V—T3
YOZEREH LTSRN —Z ~ LR
BOT IEAY—Va NOT Y V—
Z~EftE £,

e BA LY MR HDT I —E N
BDZ s DN—B~DHA VT FRA—
]\O

N .8 ol Ryl Ny b (VA S
VAR— NF— T = A BEREDH I Ao
TNDHNL—Z Lo THRBEENSL—
]\O

GE) ZOA 7T a i, Cisco vManage
UU—22081 LK THAITE &
D
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| —mEERR)—

v v 75 4—45  smry o— [

—B&H

B

& SelE L

TVUT 4y 7 AOEEE, T, v— hE
X T vy 7 A=A ~ (T2
A ADN—T 4 VT T —H_X—R) ([T
L7 LU AETY, V77 L AMENRK
TV EBESNET, FRETE H2HMHIZO0
~ 255 T7,

TLI749vH9 R YR bE

12 EDT VT 4 TR, TV T 40T A
YA NOLRIZRELET,

Cisco SD-WAN Manager CIEfli T& £ A,

2 DY A FikBIF,
HiPHIX 0 ~ 4294967295 T,

HA b

1O EDF ==L A Xy FT—=7 DY A |k
el T

[Hilk (Region) ]

Cisco f/EM SD-WAN HIZEFR I NZY —V 3
s
FEETE AHPHIT 1 ~ 63 TI,

Gx) Z DA a iE, Cisco vManage
U U—22071 B CTHATE £

‘g—O
O—JL (Role) Cisco (&7 SD-WAN 7 —F 7 7 F v T,
TNRAASAT (BRIL—FF-FT Y DIL—
B) IS L THRAERFEITEINET,
GE) Z DA a i, Cisco vManage
U U—2208.1LUKETHEHTE
—a—o
TLOC il %2 ® TLOC 7 KL A,
GE) set tloc k‘J:U set tloc-list AV
v REMEHT DI, set-vpn 2~ >
REfFEHATALENRH D F7,
VPN % o VPN #5317, #iPFHIZ 0~65535T,
Fy )7 HENTZ 70y 70X )T, HIZ. T 74
JU k. carrierl ~ carrier 8 T9,
KAAL>2ID TLOC (ZEH#AT T B iz B A A 3B+,

EFE I 0 ~ 4294967295 T,
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B <7555 F—akys—

—TEBERRY o— |

—E&H

B

OMP 4 4

FNRA AZAD)N— hT—T LNO TLOC /b— k
(CBEAT T BTV B S,

EFEIT 0 ~ 4294967295 T,

A

fxO¥A bz B Ea—2E3E8K
DA ==L A Xy bT =7 FA ORI
+

P 0 ~ 4294967295 T,

CLI Ci. policy control-policy sequencematch route =< > R C—#H9 25 XL 9 |ZOMP /L— MNE
% 5% L. policy control-policy sequencematchtloc =~ K CT—#3 % X 912 TLOC Et%

BELET

RYFINGA—=5 : T—

B S—

— LEHRT — AR —F, P~y A —HNDOIP VT 4T AL T 4— K, BT
Vor—yarezRETEET, A7Y Y FDNS ZAMCTHI L TEET,

RY—=HNOF L= A2, 12U LD~y FRIEZED D Z LN TEET,

x10:
—EE&Hs Bl
A T _RTONF v MI—E,

arvIJr7sl) YR+
(Application/Application

TIVr=2avI7 IV r— |7V r—va v g3 SV r—var 7y Y,

Z D~ FEMIE, CiscolIOS XE U U —A17.9.1a 3 £ ¥ Cisco vManage U U — 220.9.1
Family List) LBED IPv6 R 77 4 v 7 THEATE £,

B

Destination Data Prefix SIET VT 4w VA P T LT 4w I A BEXOT VLT v 7 Z2ED 7 V—7, #ilH
120722565535 T4, H—DR—rER, "—FrEFDU A+ (AR—=ZATRYI LN
Fe) . IR FEEOHE N 7 [[] TREILBNZ2ODFES) EELE
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| —mEERR)—

vvFi5i—5: F—ayo— |

—H&H B

Destination Region (3E5E ) — [ROWT A RINL F3,

Za) * [Primary] : 50567 A ABEEL LR LT IA~ Y V—Vary (T7ERY—V=
YELMEND) ZHDGE. FT T4yl BLET, ZONT T4 v

BELET,

* [Secondary] : 85T /S ABEEFEILERUETTA <~V U —T 3 ATROD, HEIC
ERCEDAHZV )=V ailhbdGt. NI 74 v 7= LET, ZORT
T4y 2iE, BAF V)=V a rTHRAIATND X SIC, A L7 hrx
ML CHLICEETEET,

* [Other] : 36T A ANEETLER LT IA~ )V V=V ar It 2V U —
CaihRWEE, b T4y —ELET, ZOMT T 4 v 7%, EETH,
DIIA~D VTR v T/RANKETY,

a7V —=VarEmad i~ F Ry TR EHH L Tl

CGE) /Y U — A : Cisco vManage U U — % 20.9.1,

SD-WAN U U —2 17.9.1a

Cisco I0S XE Catalyst

DNS7FU4r—2av )Xk
(DNS Application List)

A7V FDNSZAZNZ LT, 77U r—3 3 2 LIZDNS B3R & RE 2 fifikds L O
WLER L E9, app-list U A hDAHL, ZOU A ML, DNSERPLEINLT 7Y Fr—
alrEfRELET,

Z D~ v T ML, CiscoIOS XE U U —A17.9.1a F X ¥ Cisco vManage U Y — 220.9.1
LUBEDIPV6 N7 7 4 > 7 CRHEHTE £,

DNS DNS /X7 MZWBRT S FMARELET, 77V r—a 2 Ko TEE & 72 DNS
ZR (77 N7 RDNS 7 = U ff]) #2045 I21%, dnsrequest ZH5E L 7,
DNSH— =167 7Y r—3 9 VTR E U5 DNSIGE 2 L9 5 121%, dnsresponse
ZHELET,

[DSCP] DSCPEAZfEE L £,

Ny bR Ny hRERELET, FAX0 NS 65535 T, H—0RE&, EEDU AL (R

N—=Z2 TR LN=EFS) |
FRELET,

FRIIESOHE (N 7 U] TRUIBNTZ2oDES)

N7y MERERIBRL
(PLP) (Packet Loss
Priority (PLP))

Ny NMEROBEIRM ZHEELET, 7 744 M TIE, 237> h® PLP fiiiX low T
9, PLPfi% [high] IZRRE T 5I121%, [exceed remark] 47> 3 > D& LR U H—% i
Jﬂ L\i—g—o

Protocol

A H—Fy b7 halL&saEELEd, #HEX 0~ 255 TT,
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—TEBRARY v— |
B <7555 F—akys—

—EEH SRBA
ICMP *wt—2 (ICMP | 7u b= (IPvd) OBFA, 7o baiflz 1 EANT5 L, [ICMPA vE— (ICMP
M essage) Message) | 7 4 —/V RBFRII, 77— KRY —IZ#HT 2 ICMP 2 vt —U %8

RexEd, FEkC, v baVEIZs8 = AT5E, 71 h2/LIPv6 D [ICMP A v
t— (ICMP Message) | 7 4 —/V RRFERINET,

[7'7 k=L (Protocol) ] T[iif7 (Both) ]%iEIRT 5 L&A, [ICMPA v E— (ICMP
Message) | £721d [ICMPv6 A v —3 (ICMPv6 Message) | 7 1 —/L RDBFR /RS IVE

S
GE) ZD7 4 —/L Fi&, CiscolOSXEY U —217.4.1, | Cisco vManage U
U —2204.1ECHEHTXET,
Source Data Prefix EERTT VI 4 v I ADITN—TF 3 lx DRELT T V7 4 v 7 AERELET,
EETAR—F EETXR— FEEZRELET, #uHIX0/>565535Td, B—DAKR— &5, A—F

FoDY AL (AN=ATXYLNIES) « £LEFR— FRZOHRM (A7 []
TREIBNTZ2 DDFER) HfaELET,

TCP 254 TCP 7 7' syn ZHE L £7,
FS T4 v P8REE (Traffic|~ L FV—Var 777V w7 77— 7 F v Tld, EHRA—Z 03— 2244t L
To) TWABT 78RV —=Vay, a7 y—g . £33 —E 2 VPN IS S8R L —
T T4 ERELET,
GE) f/NY U —A : Cisco vManage Y U — % 20.8.1

\)

GE)  IPv4 /%y MIZUDP £/ TCP 7 — X 7T ADFEFALUND 7 Z T A FINEEN TV DY
A, UDP £/2IE TCP ~y X —03 7202, HFREZR L4 AR — MERIZTH Y A, 2D LD
7277 7 A MO, destination-port F 72 1d source-port D —HT M S v E T,

WOHETIZ, S8R —F 161 ~DTXTOUDP v &, [P~y X —D 7 k211D
T A=V RN ITICRESN., IPVE N~ X —IC T T T A Ty FRBREINTWAEED
D IPv4 X7y R ke vy 7 ENE T,
policy
app-visibility
access-list SDWAN_101
sequence 100

match
destination-port 161
protocol 17

!
action drop
!

!
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RKI:CMP * v 2—PDR A F/A— FExET HFIEE

Bpe | = — | 51250
K
0 |0 echo-reply
3 unreachable
0 net-unreachable
1 host-unreachable
2 protocol-unreachable
3 port-unreachable
4 packet-too-big
5 source-route-failed
6 network-unknown
7 host-unknown
8 host-isolated
9 dod-net-prohibited
10 dod-host-prohibited
11 net-tos-unreachable
12 host-tos-unreachable
13 administratively-prohibited
14 host-precedence-unreachable
15 precedence-unreachable
5 redirect
0 net-redirect
1 host-redirect
2 net-tos-redirect
3 host-tos-redirect
8 |0 echo
9 |0 router-advertisement
10 |0 router-solicitation
11 time-exceeded
0 ttl-exceeded
1 reassembly-timeout

2vFiisa—5:F—axys— [}
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12 parameter-problem
0 general-parameter-problem
1 option-missing
2 no-room-for-option

13 |0 timestamp-request

14 |0 timestamp-reply

40 |0 photuris

54 10 extended-echo

43 extended-echo-reply

0 echo-reply-no-error

1 malformed-query

2 interface-error

3 table-entry-error

4 multiple-interface-match

K 12:ICMPv6 * v £— D5 A T/A— R ERIET HHEIE

Tye| 3—F

(Code)

HIZEH

unreachable

no-route

no-admin

beyond-scope

destination-unreachable

port-unreachable

source-policy

reject-route

source-route-header

packet-too-big

time-exceeded

hop-limit

reassembly-timeout
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4 parameter-problem
0 Header
1 next-header
2 parameter-option
128 |0 echo-request
129 |0 echo-reply
130 |0 mld-query
1310 mld-report
13210 mld-reduction
133 |10 router-solicitation
134 |0 router-advertisement
13510 nd-ns
136 |0 nd-na
13710 redirect
138 router-renumbering
0 renum-command
1 renum-result
255 renum-seq-number
139 ni-query
0 ni-query-v6-address
1 ni-query-name
2 ni-query-v4-address
140 ni-response
0 ni-response-success
1 ni-response-refuse
2 ni-response-qtype-unknown
141 |0 ind-solicitation
142 |0 ind-advertisement
143 mldv2-report
144 |10 dhaad-request
1450 dhaad-reply
146 |0 mpd-solicitation
147 |0 mpd-advertisement

vvFi5i—5: F—ayo— |
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148 |0 cp-solicitation
149 |0 cp-advertisement
15110 mr-advertisement
15210 mr-solicitation
153 |0 mr-termination
15510 rpl-control

*x13:

NS A=A HlEAR) —
~ vy FERHET LI, v— METIITLOC BHAEIAR U o —IZ =B L2 5A I FE T 250327
JvarEHRELET,
CLI T, policy control-policy action =~ > RCT7 7 v a 2R ELET,
—IEHAEHER Y O — DK R, 10D T 7 v a R EDL I ENTEET,

Trvar<it, £, —HTE3L— FELIETLOC 2% P AN EGT 202 ELE
j—o

i

Cisco SD-WAN Manager

N—bhEZIFANET, ZIF ARSI = ME, R —REDT I3 iy KR (Accept) %227 U v
TRESINTFZEMARTA—F Lo TERETXET,

Ny bEBEELET, [Reect] 7 U v 7 LET,

WIZ, ZIFANBNDNL—FEZIETLOCIZH LT, UTFDOT 7 a v ERETEET,

TOLavEk

BLL

I ARR—F+%

FELZ VPN /I VPNO Y A MIV— 227 AR—FLET (—BIL— b~ v TFFRHEOEE
DH) o

HPHIX 0 ~ 65535 £7-1% YU A M4 T,

OMP 2% N—h., L7 4P A FIETLOC DX 7 LFHNEEF LET,
HFEIT 0 ~ 4294967295 T,
& SEIEhL N—h, P74 7 A FFRIETLOCOT Y 77 Lo ZMEEIEESN-EICER LET, U 77

Vo AMEREWIE EB SN E T, &FEIE 0 ~ 255 T,
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7ovavisi—4 sty o— |

TOavEk

Bl

Service

NI T4y I ERICRET ORI NI 74 v 7 BV XA LT T LY —EAEEELET,

TLOC 7 RV AFEZIETLOC DY A ME., y—FERICBFESTBEDICNT T4 v I 5BV XA1LT |
ﬁéﬁgﬁ%éﬂﬂc%%%biﬁoHocﬁ@ﬁ%é%é\b774y&mnpc%fn~Fﬂ
TGV TENET,

VPN #5713, —EZADEE SN TV AT T,
EAEY— 2 FW. IDS, IDP 5 A% A% —E R : netsvcl. netsvc2. netsvc3. netsvcsd

vpnservice fXEa~ v R LT, —E X731 R LR UHEATICELE STV b Cisco I0S XE
Catalyst SD-WAN 7 /3 A TH—ERAEKEZRE L ET,

TLOC

TLOC 7 RL A, o, BIOW 7 HIULEIEESNEZT RLALGICET LET,

TLOC Z &2, 7 RL A, B, BLXOW T LEZEE LT, address|EZv A7 AP 7 KL AT
9, color [ZIZRDOWT DB EFEE LET : 39, biz-internet, blue, bronze, customl, custom?2,
custom3, default, gold, green. Ite, metro-ethernet, mpls, privatel ~ private6, public-internet,
red, silver, encapsulation | gre %7-zi% ipsec T9, HE(Z)H LT, TLOC 7 KU A ZB#EfAHT 57
V77 LAl (0~232-1) ARELET, 7I23DRITANSEMTTLOC U A k%54
For. B TLOC MEMFIRE T~ v FRIBEZMI-TIHE6. &bEmW7T Y 77 LU AEZ RO
TLOCHMEH S ET, 2O EDOTLOC A Kb EW T Y 77 L AMETHL5EG. N7 7 4 v 271
ECMP S UZL > TENHL DM THEESNE T,

TLOC 7Y ¥ 3
>

T aryTRESNTEADN=ALEHEH LT, —ET 51— MEITTLOC # EHERE L, K&
B2 50 e N BETTREN E ) D RY —2 RO T v X 72/ L ET,

TLOC 7 7 ¥ avt7va s Zi%iEd 5 e, Cisco Catalyst SD-WAN = > b 11— T MNEAKEY7R58 05T
INAANDINABE LT RY =2 RCRTvF 7 TEBHLIITRD FT,

\}

GE)  preferencesa~ > Kitk, A1 U NU U RET T MR T U RO NT T 4 v 7% N RVZAT STz
WOFY 77 L ARG L ET, REIT0~4294967295 (232—-1) DfET. & 7+ /L Ml

0 T9, EVHEIMEVMEIES: L ET,

Cisco vEdge device (22 DLLED R XA HDH EE, TXTD TLOC DY 7 7 L 2 AN
LT, NI 747 70—l BYE525R) —RNEHINTWRWES, TXTHDTLOC
DOMPIZT RRFARXEINET, W—EB T T4 v 7 B5%ETHE XL, ECMP % ffiH

LT, NIF7 4y 7 7ua—% o RABTHEICOBLET,
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B 7ooavis52—5 5—akyo—

TOI3INTHA—R . T—R2KR)—

= 14:BEEDEE

BEDHR— b

HHe4 1)) — R 1EHR BTLL]

Cisco IOS XE Cisco I0S XE Cisco 108 XE Catalyst SD-WAN 7 /34 2 [ZHEHR S 4,
Catalyst SD-WAN | Catalyst SD-WAN | ;g s —7 7o g izxt LT 1ol o —Hh1 5
FTNRAADONRA | U U —A172.1r

VAR—Frlr—% (TLOC) Z&ERTHZ L a2PR—
FLET,

F—s R %
i/ L 7= SIG ~0
N7 47 UK

CiscoIOSXE V
J—2=Z174.1

Cisco vManage Y

COMREEERATLE. T—F R —DIERRIFIC
77V r—ar ) A NEfho— ﬁ%ﬁ&&%’**
L. 77V r—vay "I T74v058%aT A4

Ry T T Iav
LI

A % 2041 H—Fy N —ro=A (SIG) VXA LY hT&FE
R
7 —24 R Y v—|z | Cisco I0S XE Z DFSREIT. meBXE@mwwDMWNfﬂ4x
B 55 2 | |Catalyst SD-WAN | consie Xon - e b OS2 /0 2 & 5. — BT
Y1 —=2175.1a

Cisco vManage J

RV —DO—ET 7 v a R ERILLET,
next-hop-loose 77 ¥ 2 VA E L TWDHEE, T O

J—2%20.5.1 BRIIR I A MRy 77 RLREFEHTEARWVERIC, 7
TV —vary N7 4 v BERREERL— NI

HALT b THDIZENLEBET,
F—%& R 3 —% |Cisco I0S XE ZOMREEFERT L L. TRTDSIG b RILNRF T
] L7z SIG ~0» | Catalyst SD-WAN | o 28800, 74—y 7 AH=R8E LT,
Fo7 4wy ) |(VITANT8Ia | ros— Xy M9 kT 7 4 w7 2 Cisco Catalyst
A VTa v SD-WAN 4 —"N—L A 2N L Th—T 47 3N5 L

Cisco vManage J

TR —t
— LT — X
AU —DWE D
=87/ A I

—T 4 T ~D J—2208.1 IIRETEFET,
A/
7 —7% 7 A XAl | Cisco IOS XE Z OFERETIX, Cisco I0S XE Catalyst SD-WAN 7 /31 A

Catalyst SD-WAN
JY—=217.11.1a

Cisco vManage J
J—2Z20.11.1

TT—ARV T —%RETDHEEC, T—FRY —,

TV r—varA—h R — BIOe—h74
AR Y =Dl T v a v R"TA—HERETE
F9, log\TA—ZEEMTLHE, Ny e
FLER I AL, syslog A v E—VERAKRTEET, Ta—N»
T 7T 4 T iA, a5 5 T LA D syslog —
W=y AKR— hENFET, policylogratelimit =~
VREHEMLT, REINZL— MIESTRY v—

07 EHETE ET,
FeB NTFT 4 I P EHRF — 2R L —D—FERS DA = LT E, Sy b

EZTANDLD, oy 7 TEET, TO®R, R ANONT/T v MINT A—F 2By
T ENTEET,
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CLI TiZ., policy data-policy vpn-list sequenceaction =2~ > RIZ X > TT 7 a N\ TA—F %
BELET,

—TEHAMT —Z R —DEF = VAL, 1 ODT 7 a R EED D ENTEE
—éqo

T varyTiE BB T LT =430y NEZITANDL Ra vy ST 50 BLOER
BN RNTHNEIDEEELET,

ToLavElR SR BA

[7G8 (Accept) 1227V v/ Ny bEZTANET, ZIFANONTZ Ny BT, R —
WEDT 7 a iy CRESNZBMARTA—FTEFRTEE
T,

Cflowd cflowd F 7 7 4 v 7 =2V U T EHMILET,

hovs ZIF NNy FERIE Rey T ENE Ay R T

FLET, IV ZOA4HTZFRE L ET, Cisco I0S XE Catalyst
SD-WAN 7 /34 A _EC show policy access-lists counters =< > K

EHALET,

[FE w7 (Drop) 147V w7 Ry NEBELET, ChRF 74 ROT 7L a o %
—a—o

=5 Fe/NU U —2 : Cisco I0S XE Catalyst SD-WAN U U —= 17.11.1a

¥ L ¥ Cisco vManage U U — X 20.11.1
aX T EREMITHIZNE. [mY Log) 127 Vv Z LET,

(DP, AAR, ¥£721TACL) T—4#RY =7y MIa s 77
TarUPRESNTWDAEE, B I RAERK S, syslog IZFLEk S
nNEJ4, Za— s glogratelimitic kv, ¥ XConsin s
IZEER SN D DT TIEH Y FHA, Ty by X =PRI H
TIZREER SHLDER, syslog A v B—UNERKSIL, DKk 7 r—
WT T 47 THHRY, 5575 &1 syslog A v =T ERS
ET,
policy log-rate-limit @ CLI 2R3 2 FEMIZ D>\ CTliE, [ policy
log-rate-limit command in the Cisco Catalyst SD-WAN Qualified
Command Reference] 71 RESML T 7230,
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B 7ooavis52—5 5—akyo—

—TEBERRY o— |

TOavEk

Bl

IJ&4 L% + DNS

DNS ZR 2 HED DNS — "= U X4 L7 F LE9, DNSHE
ROVEAL VLY MIAT a3 TER, VAL LT VT B5EAIT
WHFOT 7> a BRETOHLENRHY £,

ANy KR Y —D4 . redirect-dnshost 12 L - T, DNS
BN BERTOY—E R VPN ICIELLEIEESND L O 1T %
7

T RNRT U RRY —0BEI1E, DNS H—R—D P 7 FL &
FHRELTLTEEN,

(3¥)  CiscoIOS XE Catalyst SD-WAN U U — 2 17.7.1a LAFED Y
V=227 v 77 b— FT 5881, natusevpn 0 %41
LTCUHFAL 7 FDNSZ®RELT, DNSZ& A L7 K
f v B =%y h A EZ—T = A (DIA) IV XA L7
NSO MLERHY £,

G¥) F UL —2 o ADT 733 d LTredirect-dns TH —
HIVTLOCT Y 77 L ADBAHRETEXETHR, U
E— N TLOC [T ETE EH A,

6= Y%A L7 kDNS & SIG ZFRIFFICRET 5 Z LI1ET
TEHE A,

NATDIA 7 #—/ v 7 EDNS U XA L7 3 0,
F—HRY) —TCREICTR—FENEEA,

TCP &3k

TCPEFHE LTIV R MY v 7 BIEA S L, TCP F T 7 4 v
IO~y F T eRER EXEET,

tXaT7 A8 —FRy b T—bVxA

TV r—=vary b7 4y &SIGIZY XA LY FLET,

GE) 77V —va s N7 47 %SIGICV XA VLY T

L7 —H#RY —wMEHT LRI, SIG b RVERE
LTBLERHY £,
HE)SIG h » RAVOFREDFEMIZ DOV TIL, [ Automatic
Tunnels | ZZH L TL7Z &, FHISIG b RLDORE
DM DOWTIL,  Manual Tunnels)] ZZMRLTL 72 &
U,

v—7 4 ‘/7“0\177}‘**/1//*\) 2 (Fallback to Routing) ] = > 7
Ry 7 A%ANZLT, TRTOSIG hrRABRL T LTINS
BElc, A 82— Z/]\ ZMM 5 87 7 4 v 7 % Cisco SD-WAN
F—=N—=LARATN—T 47 LET, ZOFT T3 Ui,
Cisco 10S XE Catalyst SD-WAN U U — X 17.8.1a 3 & TF Cisco
vManage V U — %2081 CEAINE LT,
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| —=EBERRyo—
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\)

(F)  Cisco IOS XE Catalyst SD-WAN 7 /3o A Tix, TCP F b3 HIBr S5 &, wab 3t r$ o
FTRTCO7e—RNRay 7ERET,

RIZ, T ANLND Ty MO LT TONT A =2 2R ETEET,

T avEHR SR BA
Cflowd cflowd NI 7 4 v 7= T EHBILET,
NAT 7—JL % 7-1% NAT VPN NATHEREZ BN LT, NI 74972 F—Fy hOED

DS ERE EICERE ) XA L7 FTEH Lo LET, —
BT KR 3L (1 ~31) ONAT 7—/VEZHRETEET,

[DSCP] DSCP fif, #iPHI% 0~ 63 T,
Forwar ding Class Rk 7 7 A DL HI,
O—AJL TLOC B X0l T bic—# 9% TLOC @ 1 D237 v M & %(F

TELHLOICLET, FEHTE HHIL, 3g. biz-internet, blue,
bronze, customl, custom2, custom3, default, gold. green. Ite,
metro-ethernet, mpls, privatel ~private6, public-internet, red,
silver T,

BT MEA TV a3 iE, ipsec B L O gre T,

T 74V F X, TLOC MEHCTX7eWGE, R 7740 v 271X
AR TLOC ZfEH L Tzt S E T, TLOC 23MEH TE e
BN T 74 w7 EB Fay 7452, restrict 7 a &G
HET,

77 4V kT, B 7R AkIT ipsec T,

Next Hop Iy NOBEEHE L A F I A MRy FIPT RLAAZRELE
7,

() Cisco I10S XE Catalyst SD-WAN U U —2Z 17.5.1a B LD
Cisco vManage U U — & 20.5.1 LABEClX, [ A bA v
TRERTERWIGEICT 740 Fb— M EfER (Use
Default Route when Next Hop is not available) ] 7 4 —/L K
B, [RT ARy T3 (NextHopaction) /37
A=A ORICFERENET, ZOoFTvaiE v—F
VABALATININT T 4y 2P =T Y7 (Traffic
Engineering) | £721%X [# A& L& (Custom) ] T, 7u k
VN IPV4 £ IPVE O W DOBAIC O AT
. WMATIHEATEERA,

Policer AU —%w@EH L E9, policypolicer =~ > R CTRE IR
UY—D4FizfEaE L ET,
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. FTHOLaAVIRTA—E F—EKRY—

TOavEk

5iBA

ol

Service NTZ 7 47 BSERICEIET AR XA LT v 50— X
FRELET,
TLOC 7 RV AE-IXTLOC ® Y 2 hME, —ERIZHZET S
7O NI 740 7%V E AL MTALERHDUE—
TLOC %#%5 LE9, TLOC BN EEHLLE. N T 74 v 71X
TLOC i Cu—RKRZ v r7anEd,
VPN #AlFi%, r—EARERE I N TWABEFTY,
EAEY— 2 FW. IDS, IDP
H AR AP —E A : netsvcl, netsvc2. netsvc3. netsvcd
TLOC VU A ki, policy liststloc-list U A b TRESNET,
vpnservice =2~ R LT, =271 2 LS
7= Cisco IOS XE Catalyst SD-WAN 7 /XA 2 CTH—E R B K%
ELET,

TLOC JUAZRNOWTHNDOTLOCHOIPT RL A, &, BLUOH T+

MU=+ 25V EF—FTLOCIZC N T 7 4 v 7 it LE T,
—F T A TLOCIZF Y 77 LY AMENBEINTWAES.
OEN T 7 4y Z7IZED Y THNET,

[ =

FAT

K7 (Accept) 1227 U w27 L, [VPN]T 27 v a & |7y B ETH VPN A E L E7, #iPHIL 0~ 65530T7,

)

G¥)

TR =E vy FREDR T (generic) | OHE, V=T 47 T u har "y
Neger — N THERSNIZ Ny MCEH ShET,

BER

sequence 21
match
source-ip 10.0.0.0/8
action accept

TOEIRRATIZ, V=T 4 Ta har sy NEZ A =TT EH— A F—
ZRY =BT D2MERSLEANHY £9, 72L& 21X, OSPF # A% v 735121, &
DOREEFEHLES,

sequence 20
match
source-ip 10.0.0.0/8
protocol 89
action accept
sequence 21
match
source-ip 10.0.0.0/8
action accept
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KDOFRTIE, IPABIOIPV6 DT 7 a NN TaBA LET,

= 15:
IPvda75 3y IPv6 79 a3y
drop. dscp. next-hop (from-service ¥ MM L

Z+) /vpn, count, HEEZ T A, KU H— (1
A —T7 A AXACL D#H) . App-route SLA
(D)

app-route preferred color, app-route sla strict, YL
cflowd, nat, redirect-dns

ML drop. dscp, next-hop/vpn, count, ¥Rk 7 A
RYH— (f ¥ —T A AACL DH)

App-route SLA (D#) | App-route preferred
color, app-route sla strict

AR U ¥— (DataPolicy) . tcp-optimization, AR Y H#— (DataPolicy)
fec-always,

tloc. tloc-list (settloc. set tloc-list) tloc. tloc-list (settloc. set tloc-list)

App-Route backup-preferred color, local-tloc, App-Route backup-preferred color, local-tloc,
local-tloc-list local-tloc-list

H4 k&EVPNADKRY O —DiEHA

[F14 b & VPNIZARY > —%i@H (Apply Policies to Sites and VPNs) ] -X— T, %A k& VPN
AR —%@EH L ET,

1. [RY—%4 (PolicyName) |7 4 —/L RiZ, R —DLARHIZANLET, ZO7 4 —L
RIZMZET, HHTE DI, TERLFE/NLT, 0~9 DT, "7 () . T
() ODHRTT, AR—ARLZDOMO LT E2EDDHZ LT TEERA,

2. [RV—D#HH (Policy Description) 17 «—/L KiZ, KU T —DitHE AN LET, KK
2048 LFEAEATEET, ZOT7 4 — /L NIINATHY, FEDLFEAX—REED 5
ZEMWTEET,

3. AU —% VPN Lo NMIBHERITET, VPN &1 FOBREEIT, RV —Tav7
DEAFNZL > THLY £97,

1. [hAaY (Topology) 1RV v —7ur w7 OEEIE, [HLWHA KU A K (New Site
List) ], [1 >3 YA MU A K~ (Inbound Site List) ], [TV N7 KA KU
A I (Outbound Site List) ], F£72(X[VPNU X (VPNList) |22V v 27 L%Ed, b
A7 uy 7o TUIEEM (Add) [RZ U BRWEAERSH Y £9, 128 LD
A MUAREBIRL, 1D EOVPNY 2 FZ2@IRLET, [Ad]Z 27V v 7 LET,
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B cisco 10S XE Catalyst SD-WAN /34 X T NAT 74— )L/ &

2. [TV r—va ilikiiv—7 > 7 (Application-Aware Routing) [ AV v —7 1 v
7 DAL, LW A FY A (New Site List) ] & [VPNU & b (VPN list) ] % 2
Vo 27 LET, 1D EOHA R X FZERL, 1208 EDO VPN U A M AR L %
9, [Add]Z 7 VU v 7 LET,

3. [FF7 74y 7TF—% (TrafficData) | ARV > —7 80 v 7DEAEF, [HLOYA KU R
N EVPNU A b (New Site Listand VPN List) |22 U w27 LEd, AU —ZwmH7
L4m ([h—e A5 6 (From Service) ], [ b % /4H 5 (From Tunnel) ], [TXT
(All) ) ZBIRL, 1 O EDOY A U R RBIOT DL ED VPN U 2 b Z538IR L
F9, [Add]Z 27 Vv LET,

4. cflowd RV v —7 v 7 OLEF, FHLOYFA MU XL (NewSiteList) 1227 U v 7
LET, 12U EDOH A R XA MERIRL, B (Add) 1227V v 27 LET,

4, [FLEa— (Preview) 227V v 7 LT, RESINARY o—2FRLET, AU —iF
CLIEA TR RINET,

5. [SavePolicy] #7 V v 7 L£7, [E&E (Configuration) ]1>[7R"1) — (Policies) ]| % iR
ToHE, RV =T =T MIH LM ESNTARY —RNERINET,

Cisco 10S XE Catalyst SD-WAN 7 /N1 X TDO NAT 74 —JL/\y ¥

) 1) —REH

Cisco I0S XE Catalyst SD-WAN | Cisco IOS XE U J — % 17.3.2 | Cisco IOS XE Catalyst SD-WAN
TINA A TDONAT 74—/ | TNAATIE, A4V 7 b A
Ny Cisco vManage U U —% 20.3.2 Ry TR

(DIA) @ NAT 7 #—/L/3
JHREE A R— R LTV E
T NAT 7 4 —/ N 7 #iE
1Z. DIA L— NMIEFEIND
TRCDNTT 4 v 7 PLE
WIS CCTREBL— hEEAT
XHk9. V=T 4T R—
ADAH=ALTRAE L F
T, ZOY Y —RTiL, ¥—
EA[E N RATT 4 —
WXy 7 PP AR— FEhE
R

\}

() Cisco SD-WAN Manager %] L T NAT DIA 7 # —/L 8 v 7 %354 5 21E. Cisco SD-WAN
Manager (Z & - T Cisco Catalyst SD-WAN =2 b2 —F WEBINHILERH Y £,
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Cisco 10S XE Catalyst SD-WAN 731 2 T NAT 7+ —L3v 4 [

Cisco SD-WAN Manager Z {1 L T NAT 7 #—/ v 7 /N T HI2E, RO FNEE FEITL
TTF— 4R v —ZEB LORELET,

1. Cisco SD-WAN Manager * ==—7>5 . [Configuration] > [Policies] DIIEIZER L £,

2. [BAZ AT a3 (CustomOptions) | KHy 720 o [—nEHMAKRY v—
(Centralized Policy) ] T[T 7 ¢ v 7 AR Y 2 — (Traffic Policy) | Z&#IR L £,

3. [ 774 v 25 —4% (TrafficData) %27 U v 27 LET,

4,  [RYUT—0iBM (AddPolicy) | Ku v 7 X7 rnd [HifER (Create New) | % EER
LET,

5 [¥—Z7 L AFAT (Sequence Type) | %7 U2 L, [BAZ 2L (Custom) | Z&EIRL F
R

6. [(H>— > AN—) (SequenceRule) %7 U 27 LT, FHO—r A —L%E
BRLET,

7. ~oFFMEEEMLES, [T727 32 (Actions) ], [K#8 (Accept) |DIEIZZ VUV v L
i‘g—o

8 [NATVPN| %227 VUwZ L, [Z74 /LNy (Fallback) | F =y 7Ry 7 A%AITL
iﬁ—o

9. [7 7 v a v OfRfF L A& (Save and Match Actions) 127 U v 7 LET,

10. [T—# KV —0DRT7F (Save DataPolicy) 127 VU v 7 LE7,

BEFO—u B AR Y > —&fmEL, R —% A v FR—hLET,

1. [eEEAARY o — (CentralizedPolicy) %7 U v 7 L, MER—uEFHMARY o —0D
[.]Z27 V27 LT [#W%E (Edit) | 28R ET,

2. [NF774 v 27—/ (TrafficRules) 1227 Vw27 L, [NT7 71 v277—% (Traffic
Data) ] &R L £,

3. [AYUT—oiEM (AddPolicy) | Rry 7 X rnt, BEfFOA A —K (Import
Existing) ] Z#NL 7,

4.  [RYU— (Policy) | Ky HEorinG, fER LI NAT R U >—%ER L £9,

5. [ Y > —i#@HH (Policy Application) (%27 VU v 27 L, [N 77 4 v 77 —%4 (TrafficData) ]
IR L FT,

6. [+HiLWY A FUAKNEVPNY 2 (+NewSite Listand VPN List) 1227 U v 27 LE7,

7. MEZJEUT, HM, VPN, BIUOHY A hERIRLET,

8 [Add]ZZ7 VU v7 LET,

9. [KVUIT—DOEEDMHRT (Save Policy Changes) 1 %#7 U v 27 LET,

10. [VPN]Z27 VU w27 LT, FayFZouhb [Site 2&RLET,
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B =e=erys—07s771

\)

GE)  from-tunnd b T 7 4 v ZICERESNTZARY —iF, PR RBHOV Y= T T 4w b
WAz, VX —2DIA (T X —1vA) I 74 v 7IZbEASINET, TORY v—D—
FUADWTAL B LRV, TORI—DF T3V b —r AL —FHLET,

(G¥) NATDIA 74—/ Xy Z EDNS VXA L7 aid, 5—FR) —TCRIFICHFR—FEh
FH A,

WONAT 74— N\ IV T 7 av/a<wy R RE—RShadkoicihn L,

e 77 I3 :nat fallback

. 71?0 U i\/‘—%l@ﬁﬁ‘j‘é%ﬁ\ . direction from-tunnel

—TTEEYR) O —DT7 I T4 71
—EHRRY =T VT4 7T D L, RSN TV ST RTO Cisco SD-WAN = > |k
B—JZZDORY —RNEEENET, —BHEARY =2 FGTT DI ROFIAEE
TLET,
1. Cisco SD-WAN Manager A == —>5, [Configuration] > [Policies] DNEIZEIR L £7, [—
JLEHIRAR Y o — (Centralized Policy) ] 237 7 4 /L h TR 4L, oRrahvE 7,

2. MERRY =IO\, [.L.]JEZ U7 L, [T27T 471t (Activate) ] 2R L F7,
[NV —DT 277 471k (Activate Policy) ARy 77 v 7RERINET, AU T —H0E
&N B EEEFHEZR Cisco SD-WAN =2 b2 —F O IP 7 RL AR —ERREINET,

w

[Activate] 27 V v 7 LET,

—tEEER S—DFKT
—ILEHAR Y o — A2 FRT DT, WOFIEEZFITLET,
1. [—&PRIAR Y o — (Centralized Policy) 1705, RU P —ZBIRL 7,

2. UIRY—ENF—FILCLI 2 L TERSNZRY —0faE, [L1E227 ) v 7
L. [FR (View) | ZBIRLET, UIRY >— EAX—Z2FH L TERSERY o—
X777 4 INFEATERRSN, CLI A Y v REEH L TERSNTEARY —IET7 F A b
FEATERREINET,

3. Cisco SD-WAN Manager /R U & —H&k ¥ o« '— F&EH L TER S L7z R Y & — D81,
[.JZZ Vv 2L, [FbEa— (Preview) |ZEIRLET, ZOKRY —F7F A MEKX
TRRINET,
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—wgEuRy —07s71 71t |

RY—DaE—, fRE. Hik

RV v—%ab—3520%, WOFIREFEITLET,

1. [~TEEMARY > — (Centralized Policy) ] 725, ARV L —ZEIR L £,

2. HHORY —lZo\WT, [.]EZ7 Vv 7L, [2E— (Copy) ] ZEIRLET,

3. [RU—mat’— (PolicyCopy) | Ry 7T w74 RuT, R —ZLEKRY) T —D
A AT LET,

\}

GE)  CiscolOSXE VU UV —R 172 ETIE. ROBY —F2 A TORY > —412 127 LFENPFFR— |k

S TWET,
s L — FARY v—
e m—H A — FEY S—
s m—HNT 7 AR A+ (ACL)
e 1 —71)L IPv6 ACL
cHRT—ZRY —
e LT F Y — g )b— K R —
*QoS v v/

o« EXHAZ L—)L

DT RTORY > —21F 32 XFEFFR— M LET,

4. [2E— (Copy) 1%&27 Vv 7 LET,

Cisco SD-WAN Manager 78 Y & —H 7 ¢ F'— R TIER L72AR Y o —ZRET H121E, ROF
NEA ST LET,

1. HHORIY —ZoW T, [.]&E227 Vv 7 L, [ (Edit) | 2R ET,

2. MEZRLT, AV —ERmELET,

3 [KRUv—DEHEDIRIE (Save Policy Changes) 147 U v 7 LET,

CLI T TR ENTARY =2 iRET D123, ROFIELZFTLET,

1. [BAHZLAT T3 (CustomOptions) | Kz w74 7T, [CLIAR Y v»— (CLIPolicy) ]
7 Vv LET,

2. HHORY »—lZo\W T, [.]%E27 YV v 7 L, [fWE (Edit) | 28R L £,
3. MESUT, RV —%RELET,
4. [Update] %7V vZ7 LET,
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WY —ZHIRT 521X, ROFIEZFATLET,

1. [—~m&EAIAR Y 2 — (Centralized Policy) 1705, RU —%ER L 9,

2. AMORY =I5, [L]EZ U v 7 L, [HIE (Delete) ] AE&IRL £,
3. [OK]ZZ7 Vv 7 LT, AU —DHIRZMHRLET,

CLZFEAL. —EERKR) O—DHKTE

CLI Zffi ] L C—on & BRI AR Y o — &R ET 2I1TE, ROFIEEZFEITLET,

1 KDL HZ, —mEEHUHEARY o—%@AT 24—~ A4 Xy hT—=F YA FDY
Z b &1EER L ET (apply-policy ==~ > K% H)

vSmart (config) # policy
vSmart (config-policy)# lists site-list list-name
vSmart (config-lists-list-name) # site-id site-id

UAMZIE, REREOY A FIDEEOLILENTEET, A FID L1 DD
steida~> FZ2EHET, HET20 1 FIDOESIL. BEEE2EL v a2 () TRYl-
THARETEET, LEIZLUT, &6 A MU R ME{ERLET,

2. MEZSEUT, ROXHIZIP L7 47 AL TLOC, VPN DU & N a{ERkE LE T,

vSmart (config) # policy lists

vSmart (config-lists)# prefix-list list-name
vSmart (config-lists-list-name) # ip-prefix prefix/length
vSmart (config) # policy lists

vSmart (config-lists)# tloc-list list-name
vSmart (config-lists-list-name)# tloc address
color color

encap encapsulation

[preference value]

vSmart (config) # policy lists

vSmart (config-lists)# vpn-list list-name
vSmart (config-lists-list-name)# vpn vpn-id

vsmart (config) # policy lists data-ipvé6-prefix-list dest ip prefix list

vsmart (config-data-ipvé-prefix-list-dest ip prefix list)# ipv6-prefix 2001:DB8::/32
vsmart (config-data-ipvé-prefix-list-dest ip prefix list)# commit

Commit complete.

vsmart (config) # policy data-policy data_policy 1 vpn-list vpn_1

vsmart (config-sequence-100)# match destination-data-ipvé6-prefix-list

dest_ip prefix list

vsmart (config-match)# commit

vsmart (config-match) # exit

vsmart (config-sequence-100) # match source-data-ipvé6-prefix-list dest ip prefix list
vm9 (config-match) # commit

Commit complete.

vm9 (config-match) # end

vsmart (config) # policy

vsmart (config-policy)# data-policy data policy 1

vsmart (config-data-policy-data_policy_1)# vpn-list vpn_1
vsmart (config-vpn-list-vpn 1)# sequence 101

vsmart (config-sequence-101) # match source-ipvé 2001:DB8::/32
vsmart (config-match) # exit
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vsmart (config-sequence-101) # match destination-ipvé 2001:DB8::/32
vsmart (config-match) #

WD LI ITHIFERY >—A AKX ZAE{ER L ET,

vSmart (config) # policy control-policy policy-name
vSmart (config-control-policy-policy-name) #

— DO FIT I arRXRT D= A RO XS ITER L ET,

vSmart (config-control-policy-policy-name)# sequence
number
vSmart (config-sequence-number) #

Ty FIT IV arR_TIE RBNSOVEFEZOSTNOIEY | b— FBERT ONT
DEMIC~ oy F LI L EITK T T D= U A SOIBICTi S ES, £7203, v
FNEONLRWVESE. TN RNDOT v ay b— NEHEETIN, TOFEZ
FAND) BEITENET,

N—=FBLOTLOC D~ vy FNTA=FERDEIIZERLET,

vSmart (config-sequence-number) # match route route-parameter
vSmart (config-sequence-number) # match tloc tloc-parameter

ROEINZ, ~vFLIEEZIIFTT LT 7y a v 2ELLET,

vSmart (config-sequence-number) # action reject

vSmart (config-sequence-number) # action accept export-to (vpn
vpn-id | vpn-list list-name)

vSmart (config-sequence-number) # action accept set omp-tag
number

vSmart (config-sequence-number) # action accept set
preference value

vSmart (config-sequence-number) # action accept set
service service-name

(tloc ip-address |

tloc-list list-name)

[vpn vpn-id]

vSmart (config-sequence-number) # action accept set tloc
ip-address

color color

[encap encapsulation]

vSmart (config-sequence-number) # action accept set tloc-action
action

vSmart (config-sequence-number) # action accept set tloc-list list-name

VIS U T, $lR Y o—RNIC~w v FIT7 7 v a X7 OBMNMOFEZHE—rr A%
ERR L E 7

= E BTN D T —F U AZHEO ERIC b~y FLRWEE, FO0— MNET 7+
N THESSINTHWET, vy FLARVWL— M EZTANLIEAEIL, R —0F 7%
IWENT I a B RELET,

vSmart (config-policy-name)# default-action accept

Cisco Catalyst SD-WAN A —/N—L A X NT—ZND | DL EOY A MR Y > —% il
)ﬂ Lij‘o
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10.

wIZ,

vSmart (config) # apply-policy site-list
list-name

control-policy

policy-name (in | out)

WET DT 7 v aryNh—E20EEIE, IRO X 51, Cisco I0S XE Catalyst SD-WAN
TA AT/ — B R ZFE LT, CiscoCatalyst SD-WAN 2> h 2 —F 239 —E R
(CRIES D HEZEMTE o LI LET,

vsmart (config) # policy data-policy data policy 1 vpn-list vpn_1 sequence 100

vsmart (config-sequence-100) # action accept set next-hop-ipv6é 2001:DB8::/32
vsmart (config-set) #

P—EZANEE S TNS VPN &, —E 2 lIF A RZEETHT20D 1 ~4OD
IP7 RLAZIEELET, BEOTFT AL ANRE U — R ZAT ZIEE . F81 2%
ENOLOMTINI 74 w7 %u—RKRT 27 LET, CiscolOS XE Catalyst SD-WAN
TNA AT —ERAZBIL, 7 RLA (FLET RLAD12) Ber—H)LT, OF
DT RA ZADu—H A N TR TE, OMPEZI L TFEE SN2 WEAIZOR, —
E'Z % Cisco Catalyst SD-WAN =2 > b2 —F |27 RAZ A XL ET, LARICT RANFZ A
AEINehr—EAREHTE R o2 %E . Cisco I0S XE Catalyst SD-WAN 7 /3 A X
I —E 27 RARZ A XA F &bl L £,

VPN AU N— 75— R %R ETDT-ODOFNEIZ OV THELZ R LET,

WD E I, VPN AL R_R— oy PR V—Z2@AT 54—~ A 2y hU—27 HA
FDOU A NEER L E T (apply-policy =2~ FZ&fEH)

vSmart (config) # policy
vSmart (config-policy)# lists site-list Iist-name
vSmart (config-lists-list-name)# site-id site-id

UZ ML, REREOVA NIDEEDLIZLENTEET, A FIDZEIZ1 D0
dgteida~> RE2&EHET, T 59 A4 FIDOEAIT, FEEa & vy a () TRE-
THIPFAFEETE E9, HEIEU T, &5V A MY R MEER L E T,

MEIZSLT.IP T L7 w7 AL VPNDOU A2 MEERRLET,

vSmart (config) # policy lists
vSmart (config-lists)# data-prefix-list Iist-name
vSmart (config-lists-list-name) # ip-prefix prefix/length

vSmart (config) # policy lists
vSmart (config-lists)# vpn-list Iist-name
vSmart (config-lists-list-name)# vpn vpn-id

vsmart (config) # policy lists data-ipvé-prefix-list dest ip prefix list

vsmart (config-data-ipvé6-prefix-list-dest ip prefix list)# ipvé-prefix 2001:DB8:19::1
vsmart (config-data-ipvé-prefix-list-dest ip prefix list)# commit

Commit complete.

vsmart (config) # policy data-policy data_policy 1 vpn-list vpn_1

vsmart (config-sequence-100)# match destination-data-ipvé6-prefix-list

dest_ip prefix list

vsmart (config-match)# commit

vsmart (config-match) # exit

vsmart (config-sequence-100) # match source-data-ipvé-prefix-list dest ip prefix list
vm9 (config-match) # commit

Commit complete.

vm9 (config-match) # end
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vsmart (config) # policy

vsmart (config-policy)# data-policy data policy 1

vsmart (config-data-policy-data_policy 1)# vpn-list vpn_1

vsmart (config-vpn-list-vpn 1)# sequence 101

vsmart (config-sequence-101) # match source-ipv6é 2001:DB8:19::1
vsmart (config-match) # exit

vsmart (config-sequence-101) # match destination-ipvé 2001:DB8:19::1
vsmart (config-match) #

MEICI LT, TLOC DU &2 M EERR LE T,

vSmart (config) # policy

vSmart (config-policy) # lists tloc-list list-name

vSmart (config-lists-list-name) # tloc ip-address color color encap encapsulation
[preference number}

MBS LT, RV I RFGA—FEERLET,

vSmart (config-policy) # policer policer-name
vSmart (config-policer)# rate bandwidth
vSmart (config-policer) # burst bytes

vSmart (config-policer)# exceed action

DX, T—=ER) —DA VAZ L AEERR L, £ % VPNODO U 2 MMZEE ST
i—a—o

vSmart (config) # policy data-policy policy-name
vSmart (config-data-policy-policy-name) # vpn-list list-name

—HEDwy FIRT = RAERDO L HITER L E T,

vSmart (config-vpn-1list) # sequence number
vSmart (config-sequence-number) #

Yy FIT I a XTI KBNS WEGORTNBIEED . — EBEXT OWNF N
DR~y F LI IR T T —r U AB SO SN ET, £7201F. v
FNROMWBRWEEX, T 74V DT 7 v ay b— b elEETLI0h, TOEES
FAND) MIETINET,

RDOEINZ, NTy DOy FNRIA—REERLET,

vSmart (config-sequence-number) # match parameters

ROEINZ, ~vFLEEZICFTTLHT 7 a v aERLET,

vSmart (config-sequence-number) # action (accept | drop) [count counter-name] [log]
[tcp-optimization]

vSmart (config-sequence-number) # action acccept nat [pool number] [use-vpn 0]

vSmart (config-sequence-number) # action accept redirect-dns (host | ip-address)

vSmart (config-sequence-number) # action accept set parameters

vsmart (config) # policy data-policy data policy 1 vpn-list vpn_1 sequence 100
vsmart (config-sequence-100) # action accept set next-hop-ipv6é 2001:DB8:19::1
vsmart (config-set) #

VBN U T, TRV o—RNIZ~w v T/ T 7> a v X7 OBEMOFEE—7 A
wIERL L E 7,

= EROFRDDO L= P AGHEO EUC b~ v F LRWEE, ZON— MIT 7+
n bfjﬁﬁéﬁéhflﬂiﬁ‘o Vyﬁlbfcﬁl/\7ol/7’f yﬁZﬁL%ﬂ/_ f‘%%”‘]\ﬂé%éﬂi\
R —DF T ANV T 7 v avEHELET,
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vSmart (config-policy-name) # default-action accept

1. F—RN—Lb A Xy FT—ZHND 12U EDOY A MR —Z AL £,

vSmart (config) # apply-policy site-list list-name data-policy policy-name (all
| from-service | from-tunnel)

— [e} ~ 'EJ1.F‘H
— T BEBRY O—DETEH
Z® MY w7 TlE. CiscoIOS XE Catalyst SD-WAN KA A V&KD NT 7 4 v 7 70—l @5

% H- 2720, Cisco 10S XE Catalyst SD-WAN 7 /XA 2% A X —F v MHOKRA  F & LT
ETE D uEEHT — 2R o —DOFEF 2 W< O LET,

— G —TEEBRARY) o —Df|

Z D& 7 3 TlE, Cisco Catalyst SD-WAN 22> k2 —F T—nEHHMT — X KR o — %%
ELTEOHRELXZII Y LTIk, R —ZDHDIZL - T, HKE7 Cisco I0S XE Catalyst
SD-WAN T /A 22Ty v a S8 2 & o — AT — 2R ) o — O — k7 ] 23T

LE,
“1%, Cisco Catalyst SD-WAN =2 k2 —F vm9 TIRD K 5 e Bfililg 7T — 2 KRV o — %%
ETDHELET,
vm9# show running-config policy
policy

data-policy test-data-policy
vpn-list test-vpn-list
sequence 10
match
destination-ip 209.165.201.0/27
!
action drop
count test-counter
!
1
default-action drop
!
1
lists
vpn-list test-vpn-list
vpn 1
!
site-list test-site-list
site-id 500
!
!
!

Wiz, test-sitelist EWVvH . YA F500 2 ETe A FU RN, ZORY —%LLFD X I
HALET,

vm9# show sdwan running-config apply-policy
apply-policy

site-list test-site-list

data-policy test-data-policy

|
|
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Cisco Catalyst SD-WAN 22> b a0 —Z [IRXENT 7 7 4 7fbaivd &3z, 44 K 500 D
Cisco I0S XE Catalyst SD-WAN 7 /34 A (R Y o—FEEZ T v a2 LET, TH LT NA A
D1DOTHDvmSIZHONWT, RY =P ZEINEZENLUTNLHERTEET,

vm5# show sdwan policy from-vsmart
policy-from-vsmart
data-policy test-data-policy
vpn-list test-vpn-list
sequence 10
match
destination-ip 209.165.201.0/27
|
action drop
count test-counter
|
!
default-action drop
|
!
lists
vpn-list test-vpn-list
vpn 1
|
|
|

7 9t A

WL, T—FHR) =2 L > T, EEILPDEFEDHERICEETE D/ v N2 A T EHIRT
HHERLTCOVET, T2 TIE, YA F 100 DEETT R 2 192.0.2.1 DFE A k& VPN 100
%, 203.0.113.1 DFEHEHRA MITCP b7 7 4 v 7 DHEEFTELLIITR->THET, Z
DRY —TIE, 192021 IZXE>TEREFESNDTCP v T7 7 4 v 7 DRI A MKy THIEEL
T, TLOC 209.165.200.225, # 7 —% A—/L RIZRELTCWET, o FT7 7 1 v 71,
default-action 27— h A > FOFERE LT, T _XTZITFANLNET,

policy
lists
site-1list north
site-id 100
vpn-list vpn-north
vpn 100
|
data-policy tcp-only
vpn-list vpn-north
sequence 10
match
source-ip 192.0.2.1/32
destination-ip 198.51.100.1/32
protocol tcp
action accept
set tloc 203.0.113.1 gold
|
default-action accept
|
!
apply-policy
site north data-policy tcp-only
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374w HIR

WROBNL, FFEDZA T DT —H T 7 47 H VPN B TEE SNRWE S ITT 5 HikEER
LCWET, ZOKRY —iX, SMTP A—/L N T 7 ¢ v 7 ZARET HAR— K 25 T,
209.165.201.027 #%fE0 L3567 —4# b 77 4w 7 & Fry 7 LET, LEL, ZOKR) v—
I$. 209.165201.0227 2B DI SMTP ~ 77 o v 7 G, MOFTXTOT—=H hTT 4 w7
T ANET,
policy
lists
data-prefix-list north-ones
ip-prefix 209.165.201.0/27
port 25
vpn-list all-vpns
vpn 1
vpn 2
site-list north

site-id 100
|
data-policy no-mail
vpn-list all-vpns
sequence 10
match
source-data-prefix-list north-ones

action drop
|

default-action accept
|
|

apply-policy
site north data-policy no-mail

cSTa4wD Too=FYLY

WX, TRXTDO T T4 v 7 ZBEHETIERL . T3 AT %4 LT Cisco 10S XE Catalyst
SD-WAN 7 A ZZFASHEL LT DH RN T T4 v 7 =P =7 U 70T,

Cisco 10S XE Catalyst SD-WAN F—/S— LA x v U —7 T RAA U EREHT 2 — kB9 51k
D 1212, ®% Cisco 108 XE Catalyst SD-WAN 7 /S A ZANGHIDT SA RN NT T 4 v 7 & H
BEEETL20TIE R, T—F B —ICBFREINLTWANT V—FZN LT, 7T F
STCOTXTDNT T4 T EBNA—T A TTHENIORBY ET, X, 1 2OT /A
AWNT L UTHERE L, BIDTSA ARAR—T THHINT T RAR—IHRHLEZDH L
NTEET, ZOXIRRFHTIE, a—DAAVTTUoFMO LT 7 4 v 71X, T3 ADREEE
WCAR—=I =8 LT —Z ORIIHESL S 4L D IPsec #ifi2 L TREREN L £, .S
B e i35 & T3 AX, AW IPsec Bt & fNL T 5 72 O DR & CPUY A 7 V& #
RTMENRRL 2D ET, INBEEOT A A G Ry T =7 EoT254.
N—HDERXTETINA Y oD E ML T 5 &, L—H O CPU BN KEIZHEIZ/RY F
T, ZORFHOE I 1 OOFMELE LT, BHEWHIBEND RIZEA, ~NTIL—2 2%, #E
LIEb T 74w 770 —RY U—%RE L NHERITT T, RERb4— =LA %y
N =7 NONT =237 BIC, 0T — 2o 2 —CRESNTND 0D
<7,

TRTCDOTNA A AR—T v—H T 7 4 v 7% Cisco N7 N—H|TERET HITIE, 1 OD
FiEE LT, a—h %y hU—27NO/L— MIEEM T 5N TLOCEZEETHRY —%
ERRTAEVIDORHYET, WOKD MR JITHONWTEZTLELL D,

. Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x
88



| —mEERR)—

—waEnRy s—oxes |

Controller
Site ID 100
o
5} O
d o
Device Hub
Intemet
» &

s, o
><] =
Device West Device East
Site 1D 1 Site ID 2

368414

209.165.201.0v27

ORI, BB TITUFIT200T AL ARH Y 9,

« YA FID1DF A AP, ZOF /A ADTLOCIE, IPT7 KL (192.02.1) . 7T —
(F—/R) | BEIOH 7RI (ZZTliEIPsec) K-> TEFESNET, TLOCOET
RURAZFRT 5725, {192.0.2.1, gold, ipsec} L7820 ¥, BT7—F, HIChT 7 1 v7
O7a—%EL, o7 e —ERXET 57200 FETT,

A NID2 DT /A ZAHD TLOC 7 KL A%, {203.0.113.1, gold, ipsec} T3,

T INA AP & TS, AT, Cisco Catalyst SD-WAN =2 > h 17— 7 |Z X » CTHiAf & 4172 OMP
N—FINBEHEWDTLOCT FLAZFEHLET, ZOFITIE, T/ AHRND, FLT7 47 A
209.165.201.0/27 % TLOC {203.0.113.1, gold, } CEIFEF[fER LD E LTT KX A X LET, &K
U =Mt 72 T AuUE, T8 ATE13209.165.201.02755CD -7 7 4 > 7 % TLOC {203.0.113.1,
gold, ipsec} [C/V—FT 4 VI TEHTL YD, DFEV. bTT7 4 w71, TAAL ZAWEHSLT A
AFUCHEBEEFE EIND Z L2 DITTENVWH 2 & TT,

72720, ZOXETIE, T ABEPNLT N ZARAOTXTO N T T 4 v 7%, T35 AH
\CBEIT HRIIC, TLOC 7 R LA {209.165.200.225, gold, ipsect T H T —F %N LT

N—T 4T ENDIVEROVET, TONTF T 47 70—%2FNTTHI2iE, L — D
TLOCZZEHTHRY —%EFLET, 2T, T 74 v 7 2209.165.201.027 12 L T,
TV T 47 A 209.165.201.0/27 IZBIEAH T H AU TWA TLOC %, 7734 AHD TLOC 7 Kb
ZTd 5 {203.0.113.1, gold, ipsec} 225, NT/L—HF D TLOC 7 KL A TH5 {209.165.200.225,
gold, ipsec} (ZAH T HARY —&FR L ET, 29 L TTEHDN, Cisco Catalyst SD-WAN
A bR —FIZESTT A AT RANZ A XS, T3 AHD TLOC 7 R L AT
. NTI—FDTLOCT KL RAZETL T V7 4 v 7 Z209.165.201.0/27 O OMP /L— kT,
N7 47 7ua—OBENLRD & T3 AVPEIE209.165.201.027 58 THOFTXTH ~ 7

T AT eNTNN—RIZEELET,
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—TEBYR Y L —DBEH

F7=. T /3A AlZ, Cisco Catalyst SD-WAN =2 k2 —F (2L > TT K3H A4 X &} 7= OMP
N— R INBT R AEBEIOT A AHO TLOC 7 RLAEZFEH LET, T30 232 b 2
DDTLOCT RV AZMHT HMENH DT, NTIZKDTNA AND T T 4w 7 DA%
FEERET 27200OR ) =1 I0NEH D FH A,

TNAZHE (BEXOXR Y hU—7 RAAL CADMDT A ) (2L, LT 47 R
209.165.201.027%6CD v T 7 4 v 7 % T /34 AT % TLOC209.165.200.225 (Z—/L K) Tk
B+ 25X 27T 2585Ad, Cisco Catalyst SD-WAN 22> k12— TOMR U —REITKRD X
IR FT,

policy
lists
prefix-list east-prefixes
ip-prefix 209.165.201.0/27
site-list west-sites
site-id 1
control-policy change-tloc
sequence 10
match route
prefix-list east-prefixes
site-id 2
action accept
set tloc 209.165.200.225 color gold encap ipsec
apply-policy
site west-sites control-policy change-tloc out

ZORY —OREPBRIGERITIKRO LB TT,

Create a list named “east-prefixes” that contains the IP prefix “209.165.201.0/27”
Create a list named “west-sites” that contains the site-id “1”
Define a control policy named “change-tloc”
Create a policy sequence element that:
Matches a prefix from list “east-prefixes”, that is, matches “209.165.201.0/27"”
AND matches a route from site-id “2”
If a match occurs:
Accept the route
AND change the route’s TLOC to “209.165.200.225” with a color of "gold" and an
encapsulation of "ipsec"
Apply the control policy “change-tloc” to OMP routes sent by the vSmart
controller to “west-sites”, that is, to site ID 1

Z OHlEAR U > —i%, apply-policy site 2~ KD out 7> a » TrEaNd Lo, 77 R
7> KA Y v—& LT Cisco Catalyst SD-WAN 2> b e —F CTREINET, 204 T a v
TlX, CiscoCatalystSD-WAN 21> h 2 —F [I)b— kT —T A5 — b &FEA L7-12I1Z, OMP
J— MITLOC ER ZHEM 3% Z L1272 0 £9°, Cisco Catalyst SD-WAN 2> h 2 —F 2353
A AWIEATT DT LT 4 v 7 A209.165.201.0/27 D OMP /L— k&, 209.165.201.0/27 % TLOC
209.165.200.225 (F—/L ) IZBETE3, I, TA APED/L— 8T =T /LI A A
=L &35 OMPV— R CTF, HEAIIZ, T34 APEH3209.165.201.027Z N7 7 4 v 7 & ik
Bda&, NI74 v 73nTICERINET, Fo, T AL TN, AR E D] TDTLS
NN EHEMNLSND Z L EH D FHA,

F v MU= OB 1 D TIE R EHEOY A RH Y, TOXKYA MIME DT A ANRH
HZHE0. BHICZORIUARY o—%2F_RCOY A MIEHTEET, ZnETHE, =272
sitelistwest-sites ) A NMZ, T_XTOHA DOV A NIDEZEBINTHET T, R r—iZko
TN OELEZITHI LT T, TXTOHEMIA bnD, TRARAERLTT LT 4 v T A
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209.165.201.027 I3V RERTE "N T 74 v 7 R ESEDL LR TEET, KITHIZEZTRL
\iﬁqo

policy
lists
prefix-list east-prefixes
ip-prefix 209.165.201.0/27
site-list west-sites
site-id 1
site-id 11
site-id 12
site-id 13
control-policy change-tloc
sequence 10
match route
prefix-list east-prefixes
site-id 2
action accept
set tloc 209.165.200.225 color gold encap ipsec
apply-policy
site west-sites control-policy change-tloc out

FED RO S OER

HIOFICTHF LIZNT T v RAR—=7 AL A D bR a I EEZF-® 584, Cisco
TEHLIIDBMLTT 27 NE—bNTHA NAERTHZ ENTEET, RORIE, A
MID100 (22 DODT A ANTRHDHZ L ERLTWVWET, TXTOTITMET 7 4 v
1%, AFETEY., TAAAINTEZN LN —T 4 I TH50LERHY ET, 72770, &%
T aT VIR =L INTNT RS 572D, T—2 577 4 v 71X 2007 )—F [ THE
THOMLERHY £,

o FTNA AT (TLOC 209.165.200225, Z—/ K) | F—/S—L A R v N T —27 OPFE{]
WZHDT T T NEDTRTOT—H T 7 v 7 T@ERIE T, 20T /31 2T
HUVENRH Y 9,

« TN AT H (TLOC 198.51.100.1, = —/L K) . [AEEIC, HMOTXTHOF—F 5
T4 ITIETNA AINT R A @S £,
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Controller
Site ID 100
o o
o4 0 o b o
g o g o
Device Hub Device Hub
West East
Internet
Device West Device East
T o L
Yy, -y, g
Site ID 1 Site ID 2 Eg

FEROT =% 8T 7 4 v ZIXT A ANTEESN L CTEE L, HEO ST 7 4 v 7137 34 &
NTHEN L TEREEND LT DHAD, CiscoCatalystSD-WAN 22> f2—F DR Y —
BRIEFRO X D120 £77,

policy
lists
site-list west-sites
site-id 1
site-list east-sites
site-id 2
tloc-list west-hub-tlocs
tloc-id 209.165.200.225 gold
tloc-1list east-hub-tlocs
tloc-id 198.51.100.1 gold
control-policy prefer-west-hub
sequence 10
match tloc
tloc-list west-hub-tlocs
action accept
set preference 50
control-policy prefer-east-hub
sequence 10
match tloc
tloc-list east-hub-tlocs
action accept
set preference 50
apply-policy
site west-sites control-policy prefer-west-hub out
site east-sites control-policy prefer-east-hub out

ZORY BT HHBIIKRDOEY TT,
apply-policy # % 2~ > RIZBEReY A + U R b OVERL,

o Stelist west-sites X, A — =LA Xy =7 DOWEANZH D, TXTDT /A ADEH
A4 MID 2 —%EFRTDHHLDTT,
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* gtelist east-sites 13, v h =7 OHBNCH BT NA ZADYA FID % —EERTDHEHD
<7,

HIER Y =D~ v F LI HE 2 TLOC U Ak DOVERL,

« west-hub-tlocs i%, FERIT XA ZANSED T 7 4 v J #AFRG B DIZNERT IS, AT
D TLOC 2 —BEHRRTDHHDTT,

» east-hub-tlocsid, BT XA ZAINHD T 7 4 w7 BT 5720012, T8 ANTHD
TLOC # —EF T HHLDTT,

2 ODHIEIRY > —DIEFE,

« prefer-west-hub (%, /34 AP/NT7L—% D TLOC 7 KL AT % TLOC 209.165.200.225
(F—=/VR) &5 s T HOMP/L— MIEEAZGZ2 56D TY, ZORY —I2koT,
OMP/L— DTV 77 LU AEMNSOIZEFEINET, ZOMEITFORENDT, K&
7T 7 L AMEEZEFD OMP /L— MIMIZ2WE T T, LEERo-T, U771 R
BEAELSRETDHZLET, A F1005ETD NT 7 4 v 7 INT I8, APGANT )L—F (THiR%
SnEJ,

o [AlfRIZ, prefer-east-hub |%, 7 /34 AHNTL—% D TLOC 7 KL ATHh % TLOC
198.51.100.1 (F—/L' K) %%i%E T2 OMP/L— D7 77 Lo AE%E 50 [IZRET D
HLDRDT, A M100SETD NT T 4 v 7% T/ AENT)L—2 T DH 198.51.100.1
\ZHRE L E 9,

BIEIAR Y > — o3 A,

« apply-policy s D H A D1TIZ L - T, Cisco Catalyst SD-WAN = > b =2 —F |&,
prefer-west-hub Hil#IAR Y o —% | west-sites U XA MZBHFH I LTV DA b (Z 2Ty
A4 FID1 DO&H) [EAIELNET, D=, TLOC 209.165.200.225 56 T D OMP /L—
FNOTV 77 L REILS0ICER I, T3 AL AT A MIEEFEEND N T
T A TIET A AT N—F @S 52 L0 £,

» Cisco Catalyst SD-WAN = h . —F (X, east-sites U A NNDT /A RZT RANH A X9
% OMP /b— KT prefer-east-hub fil#IA U > —%@H LEd, Zhic kv, TLOC
198.51.100.1 58 THO OMP /b — b DTV 7 7 L AEN 50 IEE SNDHD T, F/AA ZAK
DRTT 4 TIETINA AFNT N—F i D 2 L2 9,

a2 a=T41DH
T, 232=7 4 U A ~O—ZEFHAUKEKRY —DOFREH TI,

policy
lists
expanded-community-list test
community 0:110* 100:[7-9]+
community 0:110* 11:*

community-list test-com

community 0:1
community 0:2
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control-policy test
sequence 10
match route
expanded-community-1list test

action accept
set
community 100:2 100:3
additive

ZHUE, a2 =7 4 U R MORERFITT,
Standard Community list

route : 0:1234 0:11 0:12

community-list
community 0:100
community 0:1234
community 0:101
*MATCH*

route : 0:1234 0:11 0:12

community-list
community 0:100
community 0:5678
community 0:101

*NO MATCH*

i, BRI a =7 0 VA NORER TT, ORVyF T, 2I2=7 414U A NDKIEH
FHRLTFH L — DaAIa=F 4 AN U7 EHBLET,

Expanded Community list

route - 0:1234 0:5678

expanded-community-list:
community 0:110* 11:
community 0:110* 100:[7-9]+
community 0:12[3-7]+

*MATCH*

route - 0:1234 0:5678
expanded-community-list:
community 0:111%*
community 0:110* 11:*
*NO MATCH¥*

EXACT = v FOANLFINE, 21 2=7 4BV — MEZRS>TWLRBENRHY T3, A
METY —hFL., XFFIOETHERRBIZA Z L FEHBMLET,

route - 0:1234 0:5678

expanded-community-list:

community "~0:1234 0:5678$%
*MATCH*

AND = v FDANILFHNL, 23 2=T 4NV —MHECR>TWEIRLENDHY £, Y—F
ENZaia=T4BTTIA4 L Ry FEITH12F. T+ ZBMLET,

route - 0:0 0:1234 0:5678 0:9789 0:9800 0:9900 0:9999 1:10
expanded-community-list:

community 0:1234 .+ 0:9900 .+
*MATCH*
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SIGT—2RYL—DIT A=Y Y

Cisco 10S XE Catalyst SD-WAN U U —2 17.8.1a 3 X U} Cisco vManage U U — % 20.8.1 725,
sig-action fallback-to-routing =~ > RZMHEHL T, ¥ XTD SIG b RXANF T o LG
W2, AV H—F v NMZEND 8T 7«4 v 7 % Cisco Catalyst SD-WAN A —/3— L A 4 L CT/b—
TAVITSHDLEDITRETHDZLENMTEET, UUTIE, 2OT7+— ARy 7 A=A LD%
Ex R LTIEHITT,

data-policy _VPN10_SIG_Fall Back
vpn-list VPN1O
sequence 1
match
app-list Google_ Apps
source-ip 0.0.0.0/0
|
action accept
sig
sig-action fallback-to-routing
|
|
default-action drop

ST h S —DEEIRGLDB

policy lists
preferred-color-group GROUP1_COLORS
primary-preference
color-preference biz-internet
path-preference direct-tunnel
!
secondary-preference
color-preference mpls
path-preference multi-hop-path
!
tertiary-preference
color-preference lte
!
1
preferred-color-group GROUP2_ COLORS
primary-preference
color-preference mpls
!
secondary-preference
color-preference biz-internet
!
1
preferred-color-group GROUP3_COLORS
primary-preference
color-preference mpls biz-internet lte
!

IPVv6 7 7 r—Savicdd 2 T7—41R1) —D1H

policy
data-policy VPNl Data-Policy-For-Ipvé6-Traffic
vpn-list VPN1
sequence 1
match
app-list Msft-0365
source-ipvé6 0::0/0
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|
action accept
|
!
default-action drop
|
lists
app-list Msft-0365
app ms-office-web-apps
|
site-list SITE-100
site-id 100
|
vpn-list VPN1
ven 1
|
|
!
apply-policy
site-list SITE-100
data-policy VPNl Data-Policy-For-Ipvé6-Traffic all

S ) —=
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GE)  fliF b —EBMEEFEBTH7-DIT, Cisco SD-WAN YV U =—3 3 | Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
7T v RAEROWUFENRY A MIOWTE, &FHOV V=2 —rEZRLTIES0, #H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,

IO a Oy TR, SEIERXATOO—NTA AR — a—HT A X
HIRY —DarR—x2 b, BIO Cisco SD-WAN Manager 721X CLI i L T —%h 7
A RBIR Y 2 — %3 ET D HIECET M EFRERME L £,
e —H T A XK Y L — DO (98 ~L—)
* Cisco SD-WAN Manager M L7za—0 7 A4 XABIRY > —DFRE (100 X—)
«CLIZfH L7z, IPv4 It 20— T A4 ZRRY o—Of%E (119 <—)
cCLIZfiH L7z, IPv6 IZxtT 20— T A ZARY o—Of%E (121 <—)
e —H T A RTF— KR —DFERF (122 X—)
o JL— % 4 Cisco SD-WAN Manager b7 7 ¢ v 7 @ QoS (123 ~X—7)
 Jb— % 4k Cisco SD-WAN Manager b7 7 4 v 7 D QoS {22\ T (123 X—7)
o JL—H Ak Cisco SD-WAN Manager t 7 7 « v 7 2% 9 5 QoS OHfiFIFEIH (124 ~X—)
cCLI7 7 b—bEMH L7, V—% THER S 117 Cisco SD-WAN Manager N7 7 o v 7
® QoS DFRE (124 ~—)
« CLI Zf#f L7z, /L — % £k Cisco SD-WAN Manager ~ 7 7 4 v 7 1Z%f9 % QoS DR
(125 ~=—73)
 Jb— % 45§ Cisco SD-WAN Manager N7 7 4 v ZIZkT 5 QoS D N F TNy a—T 4 7
(127 ~—2)
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O—h54 X8R O—DOE

0—#H 7 A ABHR Y — L X, Cisco I0S XE Catalyst SD-WAN 7 /XA A @ CLI % 721 Cisco
SD-WAN Manager 7 /3 A7 7L — &L —hicrmneya=v 73Ry v—
%?El Liﬁqo

O—hSA4XBR)—DRAT

A—7 54 XEHFIEAR ) > —

HlfEAR Y > —1%, CiscoIOS XE Catalyst SD-WAN A4 —/X—L A X hU—7Dar fa—) 7

L= b7 4w 7IHEIL, A= =LA Xy N =2 Z@iRT DV —T (TR ZDPRGE
B EZRIFLET, v —0 T A XBGIHAR Y > —I%, Cisco I0S XE Catalyst SD-WAN 7 /XA

ZT XESNDHRY —ThHY (LIeB-sT, a—N) | TAANETHHA ha—n
Fv FU—21Z% % BGP BLNOSPF —T o o T DOIREICEEE RIEFLET,

F—=R—l A Ry NT—=TIZHINT 5H721F T/ <, Cisco IOS XE Catalyst SD-WAN 7 /31 A |
2—ANYA N TRy NT—=ZIZBIM LT T 5720, thoxy NU—27 T8 A BITEE
DNV—HIZRZET, ZTOH, a—HNH A hOL—F L— MERELHTED LI
Cisco 10S XE Catalyst SD-WAN 7 /314 2 TBGP XS OSPF 72 EON—TFT 4 v 77 ua barzr
BEYa=r/TCEET, =AU Ry NT—7 T—T 4 VT EMEETIEB L OEET I
i, T ZATA— MRY = MEN LG Z A TORY —ZFELET, L— RV
U, B—HNNT T UFTRITENDNV—T 4V TICOREH S, a—H VT A AD
N— b T —=TNDON— T —T N NVICOHFELET,

TNAATHET D0 =D T4 ZRHIEFRY) >—%FEHT DL, T30 ADBEEINTND
B—HNY A NORY NT—T DON—T 4 VTR —IEBE 2D ENTEET, Z0D
ZATOHFHRY > —iF, v— bRV —LMEHTNTWET, ZORY —iF, @FDORTA
NWNCHETDHDN—T 4 7R =BT, A Fea—arlxy hU—2 TO BGP
BEIWOSPF V—TF 4 V' TEMEAER CXH L9 LET, —oFBAHIEARY o —i34—
Nl ARy NT—=IRERDNV—T 4  TENRITEELETH, L— MR —Irn—hL7
TUFDOIN—T 4 DO IEA SN ET,

A—A5A4RXBT—2KR)—

F—H& R Y 2 —I&, Cisco I0S XE Catalyst SD-WAN A —/S—L A Xy hT—7 DF—Z T L —
AVEFI L. v b U —2Z N® Cisco I0S XE Catalyst SD-WAN /314 A BT 5T —H 7
T 4 v 7 DEEOHFITHE L KIF L E T, Cisco Catalyst SD-WAN 7 —F7 7 F ¥ TiL, 2D
DEATDT—FR) —%ERLET, —wBHMT—F R v—LWno, T—F 7 v b
DIP~NYF—T 4 —)LREXY NI =T TR T =2 g AN TT—Z T T v
D7a—%EHET LA TE, a—HTA AT LK) =S A F—T oA A%
TERkT 257 —% 77 427 ®71a—& Cisco I0S XE Catalyst SD-WAN 7 /34 A TDA
H—T 2 AFX 2—%#liHlTD 5147 TT,
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n—h 7 A AT — 2K —L, vB—H /LD CiscolOS XE Catalyst SD-WAN 7 /3 A A |27 1
EVa = TSN ADTIOMHINTWETR, HORESTN—F A Z—T = A AT
SNDHRV =T, FHOLIA LV H—T oA AL TEZEEINDIT—H N T 7 4 v 7 DML
BOMFICHBEZRIFLET, e—BTF7A XABF—XR)—F, 77&8AV A (ACL) &
HIEINES, T7ERVZAREMHHTLE, P —EZXT7 TR (CoS) DT REY 3= 7%,
T—H Ny MO, SFESERT T AOEBET v NT ¢ OBEIANATT 2{TH Z LN T
9, RV ITERELT, "y hI 7= 70 abeya=78TEET,

IPv4 DAL, QoS 77 ¥ a vV ORENAIHETT,

= EOEREDO VPNIZIPvE 7 7 EA D A M ZBEHATE 21E0, 2=F v A PBLU~ LT
XXYANMNT T4 ZIHERTH2T7 7RV A NOIER S TEET, IPv6 7 7 ERAY R b
A, WHTE DR T AKR—=FVPN (VPNO) O b R A v H—T oA ADIRLTRY
£,

TI7RAVARNOEHAIZ, A1 X =724 ADT 7 T REIFA N T Y RERONWT
Nk Ed, 77 AT REHEICIPVAACL 5L, m—h Ay —E 2% v b
T —27 5 IPsec bR EEIE LT E— M —ERAIR Y NT—Z I Z[AND T —HF /3
MIEBERIZLET, AT FHRICIPVAACL # A9 5 &, IPsec b A BHT
11— 7 /L Cisco I0S XE Catalyst SD-WAN 7 /31 A TG EINDHT — X /37 v MIEEERIF L
E9, IPv6 DFEAIE, 7TV FRT U RACL BNV —ZIZE->TEEEND T 7 4 v 7 ICHH
S, AR RNACLIFRGE N7 74 w7 ICEHAINET,

BATRHET VR XA MEBRHGET IR Xk

0= T4 AT —2 K —2FHLCHRETHT7EAU R ME, BRI ACL & FEE
NEJ, AR ACL X, V—# FOEEO VPN ICHE ] Tx £,

=R R FI A B =T 2 AL, BB R LI AR ACL LY £, =
NED—ELIT 74NV P TRy, v E—T = A ATIFEL, TN LARWRY A8 T,
RIEIZ LT, ZOMOKEEA) 7 ACL ZHNTT HZ &b TEE T, CiscolOS XE Catalyst
SD-WAN 7 /34 A %, DHCP (DHCPv4 3 X (' DHCPv6 ®#;4) . DNS. B L OICMP D%
= ANT T 5 N THDIZ/2 > TWET, BGP, Netconf, NTP, OSPF, SSHD, kL
STUN DY —ERZHIITHZ & HTEET,

QWS 74U avDET

T7BAY R NEMFHT B L, QualityofService (QoS) 7 REYa=r I TEET, T
X0, =X T7 74w EEEETHHEL T, HEOA X —T o AX 2 — TS,
SFEIFERITADINTI 74 v 7 OEFEL— bEHITES L 912780 9, [HZEE QoS
OEE ] 22T &N,

T—ANTY FDEIZ—1Y2YT

Ny RBGEENTH, T EAY A MEGHREL T, CiscovEdge 7 /31 A Tt &z 7 —
Koy NOBRERIDOR Y T —7 TN, A LEORE S5 E TE £9, CiscolOS
XE Catalyst SD-WAN 7 /34 2 THR—=KFLTWHIT—=V 7141 T, 2F0,
TONRYr v FOERIIRD Y OFEICEEINE T,
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. Cisco SD-WAN Manager =R LF=A—Hh 54 XEKR 1 >—DHE

Cisco SD-WAN Manager #fEfAL1-0—A 541 X&K1)
U—DERTE
0—h 7 A XBIR Y > —%FRET HITI1E, Cisco SD-WAN Manager DR Y o —HERK Y ¢ — K

PHEALET, V4P — R, ROoa—"F7 A4 XK —arR—3x bEERBLOLEE
THEDDSHO>OY 4 RUTHREIND ULRY —ENLE—T7,

R N—T (VAR NEBMEINET)
* QoS IZfEH T 2k s 7 A
« 77k A Y A b (ACL)
e JL— AU —
« WY —RIE
BT DREDOR Y =TS LT, ZTNHDOayR—F 2 hO—E T T CTEHER L E

T, AUAR—F U REAF T BHIE, VAV RUDTEICH D[R~ Next) (&7 U v
LET, arvim—3xr MIERDIZE, V4 RUDTFEHDO[ED (Back) 127 Vw7 LET,

Cisco SD-WAN Manager Z ]l L T —h T A ZBRY o —Z2RET DT, Zok7 a9
Wi FIETRT AT v 72 FTLET,

R S—1B 1« F— FDOEA
WY —HERR Y 4 = FEBIAET 21203, ROFIREFEITLET,
1. Cisco SD-WAN Manager A == —7/ 5, [Configuration] > [Policies] # &R L £,
2. [m—H T A RIAEY — (Localized Policy) ] % #4R L %7,
3. [AddPolicy] #7 V v 7 L&,

[R5 7 —7DIERK (Create Groups of Interest) ] ~X— Y NERINFE T,

O—ASA REBR)—DRERTIL—TDHER
(x5 7 v—"7"DVERK (Create Groups of Interest) | C, B —A T A XBURY > —THEHATZ 7
N—TDU A NEERLET,
[R5 7 —7"DFERL (Create Groups of Interest) ] T, IRDtE 7 v a »OF@BIZHE->T, U A b
BATOHF LNTN—TE2ER L, a—B T4 XK > —THEHLET,

AS /X2 DR
1. [x527/v—7 (Group of Interest) ] U A h T, [AS/YA (ASPath) 1227 VU v 7 LET,
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[BrLWAS /S Z U A (New ASPathList) |22 U v 27 LE7,
U OARTEANTILET,

AS XA 1E, ASFEFE AL~V TREUI S TANLET,
[Add]Z 2V v 7 L%,

[AS /82 (ASPath) ]V A MiZi, 1 2LLEDBGPAS XA&ZFREL£7, % ASIE, H—
DOEMEETITIEHERBR L L TR TEET, 1| DONRRIZEEO AS Z#HET HI1T1E, =
VY TRYoTU A MIEDET, 120U 2 MIEED AS RAEERT DI, #Ek
D aspath =7 a v 2EGH, %47 a1 50 AS RAEZRELET,

AZa2=T4DEE

Y

2=F 4 VA ML, A— b=y 7O matchf) THEMAT 53 225 1 OV A—FVERICHE

HENA2VARTT, a3a=7 4V RANI, V—FOZIF A, B, Bfh, F72057 A
A RXOHIENAERTEET, £z, 232=2FT 4 VAMI, V=103 22T f DOHRT.
BMERIIERICHEH T ET,

1

(k%27 /—7" (Group of Interest) | U A R T, [Z2I2=7 ¢4 (Community) | %727 VU v
LET,

FrLnala=7 VU A (New Community List) ] %27V v 7 L7,

Ra2=T 4 VA NOARIEATLET,

Y

[22 2=F 4 DM (AddCommunity) 17 4 —/L FiZ, KOWTHAOERT, 1581
DF—H T VT 47 A ary<TRE>TADLET,

caann: BEY AT A (AS) Tty NU—0FKE, KFFIL. 1~65535DFPHD
234 METY,

cinternet : ZDAI 2 =T A DN—MNIA LV EZ—FRy haAI2=2T 4I2T7 RARAZ A XX
NFET, ZOaIa=F 413, TXTOBGPIIER Y T —F 1 7F 80 2 THER &
hij—o

elocal-as: 2D 2 =F 4 D— NI —H L AS BEDOIMIIIT RAX AL RENF
A,

* no-advertise : NO ADVERTISE =2 2 =7 4 &Z/L— MNIT7ZvFLET, TDaI=z
=7 4 DO— MIMD BGP ETIZIET RAAX A XENEH A,

e no-export : NO EXPORT 2 2 2 =7 4 & /b— MNIT X v FLET, Z0aIa=74
D— ML, B—=A/NVASRBGP 27 =7 L— g VEROINTT RARZ A XS
FHA, 120U A MIBEEDOBGP 2 2 =7 4 % ET D21, %D community
FTFvarvEED, A Tvaviclo0ala =T s ERELET,

[Add]Z 27 U w7 LET,
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B o s xmkys—ongsL—JToumn

F—RTLITA VI RADETE

1

A W

[®5 7 NV—"7" (GroupofInterest) | U A NT, [T—H 7L 7 v/ A (DataPrefix) | %7
Uy 7 LET,

(FLWF—XF L7 427 AY Ak (New Data Prefix List) (%7 VU v 27 L7,
U A RDO&AHETEZ AN LET,

1D EDIP LT 4y 7 A% AT LET,

[Add]Zz 2V v 7 LET,

TR TV T 47 AYANIL, 1DOUEDIPT VT 4 v 7 AERELET, 2=F v
AT RLAESATFXF XY AT RLADWM S EZEECTEET, 120U A MIEHO
VT 47 AERERT DI, BEOip-prefix 7 v a v EED, £4 T a1 oD
TV T4 AERELET,

RIS a=T 1 DER

1.

5.

(%157 /v —7" (Group of Interest) ] U A M T, [#L3E= I =2 =7 ¢ (Extended Community) ]
7 Vw7 LET,

FrLWEEa2I 2= ¢ U A (New Extended Community List) [ %727 U v 7 LE T,
UA~DA4RTEZATILET,
KON TBGPHLEZ X 2 =7 4 Z AT LET,

o [rt] (aann|ip-address) :/L—h ¥—%'v h 2I2=7 1, BGPIZL > C#ETND—
HEHONL—FEZETED 12U EOL—2TT, ASESLXY NUV—IFEE 1~
65535 D2 A FOFAE, FRIZIP T FLATHELET,

* [soo] (aa:nn|ip-address) : /b— bA VY aIa=7 1, —EHD/L— ;% BGPIZHHA
TED 12U EDOV—2TH, ASHE S LRy PU—IFS%E 1~ 65535 D251 b
OFE, F7XIP T RLATHEELET, 1 2OV A MIEHROIEEBGP 23 =2 =
T A BRET DL, BEOD [community] T 7T arEED, £A T a il 1l oD
AIa=T 4 EHELET,

[Ad]Z 7V v 27 LET,

DSAIY TDEHRE

1

(%527 )—=7" (Group of Interest) ] Y A NC, [/ T A~ >~ (ClassMap) | %27 Vw7 L
£

LWy 7 AU AR (NewClassList) | #27 U 27 LET,
7T ADHRIEANTILET,
[#F=— (Queue) | FER Y7 H U R MNLMELR 2 —%28IRLF7,
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5 [Save]#7 VU v 7 LET,

SS—MEE

1. [®% 27— (Group of Interest) ] U A R T, [X 77— (Mirror) %7 U 27 LET,

2. L7 —U AL (NewMirrorList) |27 V27 LE7d, [RF—VY A (MirrorList) ]
Ry 7T v TNFERINET,

3. URLOAHTZ AT LET,

4. [RemoteDestinationIP] 7 « —/L RiZiL, N7y &I T7—U T T 25EDIPT L A%
ANTLET,

5. [Source IP] 7 4 —/L KiZid, 27—V 7457y hOEETLIPT RLAEZ AN LE
ﬁ—o

6. [Ad)ZZ U v LET,

STV T RG A= ERETDHITIE, ~"ry bOITF3—=0 7k v— MNMEREE
EEL, Ny FORBEILETEELET, I 7V T 2=V AN NT T4 272D
HEHINET, v LVFXXY AN T 74 o ZITEHASNEE A,

RS —DER

1
2.
3.

[*xt5 27 V—=" (Group of Interest) ] Y A FC, [AUH— (Policer) |7V >»7 LET,
B LWARYY—1U X b (New Policer List) 1227 U v 7 LET,
VYA NDOAFIZANTTLET,

[73=2 1 (bps) (Burst(bps)) 17 4 —/b RIZ, K kT 7 4 v 7 /8=2A kA XEATJLE
3, 15,000 ~ 10,000,000 /XA FDEEZIEETE £,

[ (Exceed) | 74—V RT, "=RA MNP AXELFI N T T4 v 7 L — EBATLEE
WCEITT2T77varm@RLET, [FryY Drop) | (T 740 5) ZFIRLT, [/
7y MMEEEOESENER. (PLP)  (Packet Loss Priority (PLP) ) ] % [{& (Low) ]IZi%/E L
9 [ (Remark) ] Z3ER L T, PLP % [& (High) JIZEREL £,

[L— h(bps) (Rate(bps)) 17 4—/V NiZ, Kb T 74 w7 L—brEANLET, §~2%
bps (8 ~ 100,000,000,000) DfEIZT 5 Z LR TEET,

[Add]Z 7V v 27 LET,

TLI249v9 ADER

1.

2.
3.

[kf5 27 /—7" (group of interest) | Y A T, [V 7 4 v 7 X (Prefix) |27 Vw27 LE
—g—O

LW L7 v A A (NewPrefix List) |27 U v 27 LE7,
UARNDLARTEANTILET,
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A—h54 XRKY L — |

[f > % —=x> ~7'a k2L (Internet Protocol) | 7 « —/L KT, [IPv4] £7=1L [IPv6] % 7
Uy LET,

[AddPrefix] T, YA DT VT 4w 7 A% ANJLET, BlaERRLET, ) LEITLST
T, AN H DD [ AR —b (mport) |V 2% 27Uy 27 LT, L7427 RY
A NEAVR—FLET,

[Add]Z 27V v 7 LET,

[R~ (Next) 1227V 7 LT, Vg W¥— RO [#EE7 T A/QoSD#E (Configure Forwarding
Classes/QoS) 1IZBEI L,

Bk 7 A/QoSDEXTE

[#51% 7 7 A/QoS (Forwarding Classes/QoS) ] X—Y %O TR &, 77 4/ F T[QoS~ v 7

(QoS Map) 23BN X TUVET,

QoS ¥ v 7 (QoS Map)
FLWQoS vy BV VEEKT HICIE, ROFIEEZFETLET,

1
2.
3.

[QoS] T. [QoS~ > 7 DiBEM (AddQoSMap) | Fr vy FHX U URX &7 Y v 7 LET,
[HTBI1ERL (Create New) ] 23R L FJ,
QoS ¥ v B T D4R LT EZ AT LET,

[F=—DiEM (AddQueue) 127 Vv 7 LET, [Fa—DiEI (Add Queue) ] K v
Ty I RERINET,

[¥=— (Quewe) | Kuy 7 H T LU A RNPLFa—FKF5ERINLET,
BRTFBIEE Ny 77 OEE, BLORRAFVa— o7l Ry 2 A4 72EIRLET,
[#5% 2 7 A (Forwarding Class) ] Z A/ L £,

[ 2 —%MR1F (SaveQueue) |27V v LET,

BEfFD QoS v v B 7 h A VR— b 5I101F, WOTFIAZETLET,

1
2.

3,
4,

[QoS] C. [QoS~ > 7 DiEN (AddQoSMap) | ke v FX¥ o UAX 27 U w7 LET,

[BEfF% A A — & (ImportExisting) [Z#®IRLET, BEGFOT 7V r— 3 QoS~v v~
RY T —dA R — 1 (Import Existing Application QoS Map Policy) |7~ > 77 v 7 INFKR
SNET,

[QoS~¥ v (QoSMap) ] AU I —aEIRL £,
[Import] Z#7 U v 7 LE7,

QS~ Y BV T aFRELITAa—T250, =74 ZRRY >—inb~ vy B 7 ZHlRd

Y

[ EZVyZ LT, BOT 7 v a v EERLET,
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N=RU 2T OE, HEALE—T =2, AL 0~TDOESHFITHNTZ82DF 2 —03H Y
F9, Fa— 0IHEEIEX = —o > 7 (LLQ) HIZTHINTWAETD, Fa—0livy /&
N5H7 7 AFTRXCTLLQ 2T 2 L9 ITHRT 20 E RSV £, T XTOT 74/ D
A a— 7 EAE, MEZ 7 Feey (WRR) T,

Cisco I0S XE Catalyst SD-WAN 7 /31 A2 OB KA L H—T7 = A AL 0~ T DFZDMF T
BN ODF2—0HVET, Fa—0FHE N7 740 vy 7 HICTFHINTEY, Fa2—

1, 2,34, 5.6, 77— 2774 v 7HIHEATEET, 8 2OF 2 —FT XTORYT
22— 7 ) UL WRR T, LLQ IV KR —hFENTHEHA,

Cisco I0S XE Catalyst SD-WAN 7 /31 A T QoS /X7 A —H ZFHET HITIL, QoS AT ¥V a—
Vo7 by a— U 7 hBNNTHHENSHY F3, Cisco I0S XE Catalyst SD-WAN 7 /31 A
MWEFZUAR—=MIA L Z—T A APOZETDHNT 7 427D QoS /3T A—H EHIT
T2, WOFIEEZFATLET,

Cisco IOS XE Catalyst SD-WAN 7 /34 2 WY —E ZllA X —T =2 A AMBZETEH T T 4 v
7 D QoS /T A—FEHMNIT HITIE, ROFIEEZFEITLET,

RY—DEEHZ

QoS ¥ v BV 7 DRY L —EXZ L— L AR T BIIE. ROFIEEZETLET,

1 [RU—DFEHZ (PolicyRewrite) ] T, [HFEHZARY > —DiENM (AddRewrite Policy) ]
kay 77X YA NET Y w7 LET,

2. [HHI/ERR (Create New) ] Z1EIRL £,
3. HEHZN—NOL4FIETHE AT LET,

4, [EZHz/L—/LOENM (AddRewriteRule) 1% 7 U > 27 LET, b—/LOENM (Add
Rule) | Ry 77T v 7 RERINET,

5 [Z7T7A (Class) | Kay 7 X7 T AEBNLET,

6. [HESCNEAL (Priority) | v v X o o bERIEN (K (Low) 1 £72iX [& (High) 1)
PRI £,

& (Low) ] DFESCIENLIL Cisco I0S XE Catalyst SD-WAN 7 /XA A TORYR— kI
—é—o

7. [DSCP] 7 +—/v RIZDSCP fi (0 ~63) Z AL ET,

8. [LA¥2¥—¥ A2 T A (Layer2ClassofService) ] 7 1 —/v FiZ, H—ERXZ F X (CoS)
DOfE (0~7) ZASHLET,

9. [SaveRule] #7 U v 7 LET,

BAFOEZHRIN— N T A VR— M DI0E, ROFIEZETLET,

1. [QoS] T. [E&#ix RV L —DBEM (Add Rewrite Policy) | Ke v F&Z %2270 v L
F7
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2. [BEff&A AR — bk (ImportExisting) |Z#EINLET, [BEFORY > —FHEWWX OA VR —
I (Import Existing Policy Rewrite) |4 v 77 v 7 RFEREINET,

3. TEHZN—NART—EERLET,
4. [Import] 27 V v 7 LET,

[R~ (Next) 1227 Vw27 LT, [TZ7EAYAXLNOFKE (Configure Access Lists) ] — I
HLET,

=R
ACL DE%TE
1 [7 72 AHI#EIY A hOFE (Configure Access Control Lists) ] X—"C, ACL #iRE L
i‘a‘o

2. HLWwWrreAH#IY XA~ (ACL) ZEET 221X, [7 27 B AH#IY 2 FARY > —DiB
I (Add Access Control List Policy) | RKr v 7% 7 UA &7 Y v 7 LET, ROAT
TarOWTINERIRLET,

«IPVAACL 7RY) & —®M3EA0 (Add IPv4ACL Policy) :IPv4 ACLRYU > —%#E L

j‘o
«IPV6 ACL 7R1) & —®M3EA0 (Add IPv6 ACL Policy) :IPv6 ACL RV > —%#&E L £
‘g—o

«BEFEDA viR—k (Import Existing) : BEfFO ACLAY v —% A VAR — b LET,
3. [IPv4 ACLKRY > —?DiEM (AddIPv4 ACL Policy) 1% 7 U v 27925 & ., [IPvd ACLKR Y
> —?iBN (Add IPv4 ACL Policy) ] X—UVNERENET,
FoX

[IPv6 ACLR Y > —®iBMl (Add IPv6 ACL Policy) ] %7 U v 2735 &, [IPv6 ACLK U
=DM (AddIPv6 ACL Policy) ] _X—YMRERINET,

4.  [ACLAKY ¥ — (ACL Policy) 1*X—C, ACL O&4RiE#FHHZAT L ET,

5  EMONA T, [ALCY—7 » ADiEN (Add ACL Sequence) 1547 U w7 LET, £
MDA N [T 7 E A Y A b (Access Control List) |78 v 7 ANRERINET,

6. [7 7 AU A & (Access Control List) | 7Ry 7 ZA%& X727 U w27 L, ACL D4
B ANTTLET,

7. EHMEORA T, [—AN—L DB (AddSequenceRule) %7 U v 27 LT, ACL
WCHE—DY = ABER LET, T 740 FTliE [~ vF (Match) ]| 2NER ST
i‘aAo

8. vy FEEE7Y v LET,
9. Kz, v~ v TFHREOEEALET,
1. AHlz, R =N LG/ FETTH277arw AN LET,
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YR LU L YR T VLYY |

100 ATy 7 6~8%MVIRLT, ACLIC~yF/T 7 arXTaEMLET,

11. ACLO~ v F/7 7 a7 WL 52T, HROASL o TENDS % BHIOAEIC
KT w7 LET,

12. ACLO~ v F/T 73 a X7 ZHIBRT 21213, &MFEOL EICHD X227 ) v/ LE
75

13. [y TFET 7 v arDRAFE (SaveMatchand Actions) %27 U w27 LT, v—>7 2 A)L—
NERFELET,

14. ACL O —4 v ZA)— )L &2 Oz HIT1E, ERIO~A o TL—L &2 BBOAEIZ R
T 7 LET,

15, ACLOY—/ v A—vEab— HIE, FRE40EET DI, EZHORAL T,
N—NZDOREIZHD [ 22y L, BMOAT v a &8RN L E,

Default Action

HMEND AT FRT 7 EBRAY 2 DO v FREONTIIZEL —E LAEAWES., 741k
T aryNZoNry MaEBENET, TN NTIE, Xy bMEFey T ERET,
TI7FNINDOT I aryEERTHIZIE, WOTFIEEZETLET,

1. ZfAlD~A > T [Default Action] 27 U v 7 LE7,

2. [#n%E (Pencil) 174222 v LET,

3. FIHNIDT Vv a % [Accept] ICEE LET,

4. [Save Match and Actions] =7 U v 7 L7,

5 [TZ7EBZHIEY 2 MR Y —DfRAF (Save Access Control List Policy) 27 U v 7 LET,

TN AT IEARYO—ZFRETHIZNE. TAIAAT I AR =2 L TLIEEN,

[k~ (Next) 1227 Vv 27 LT, [V—FKRY—DOFE (RoutePolicy page) | X—VIZHHEIL
*7,

BARGT7 VX)X MEBEBTMBET 7R X

0—7 T A AT —H K 2 —%4 LT policy access-list 2~ > REMAHLCRET LT 7k
AU A M, BRI ACL &R E T, BARIZ2 ACL I, 73 A EDOEED VPN O,
DA E—T oA AHLEHTEXET,

VPN O DF/RA AD b FvA U H—T = A A2, —E R L BTN D HRFEAY72 ACL b
HVFET, OV —ERF N RNV L H—T 2 ATT 74/ b THMESNTEY, %
MZLRWR D HZhOFEETT, HRET, MOV —EREHFDTHZEHLTEET,
allow-service =< KT, BFERA72 ACL # R EB I OLEFT L £,

Device (config)# vpn 0

Device (config-vpn) # interface interface-name
Device (config-interface) # tunnel-interface
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Device (config-tunnel-interface)# allow-service service-name

Device (config-tunnel-interface)# no allow-service service-name

Cisco I0S XE Catalyst SD-WAN 7 /3 Z TiZ, DHCP (DHCPv4 5 XU DHCPv6 D35E) |
DNS, BLTICMP DY —EZNT 7 4L b THZ > TWET, Zb320%—E X
W&V, b ¥ —7 = A AT DHCP, DNS, BLWICMP N7 v b &XZiF AL Z L
A T&FEF, BGP, Netconf, NTP, OSPF, SSHD, BLUSTUNDH—EREHMTH L
HLTEET,

N

GE) BT A AL S, T35 ATNAT WHENNZ /> TWAEE (T8 21, AL
JhAVE—Fy b T7EA (DIA) BDRESNLTWDLEHA) . KFERAY7Z: ACL 23 no
allow-service & L CTRESNTWHWTHL, VX = b T T7 4w ZIEINAT =2 MU Ik o THA]
ENET, ZoEAEL, HERMARACL TZDO NI 74 v &7 0y 7 TEET,

B7RI972 ACL & Cisco IOS XE ACL ZiR[F L2 E 912 LT &V, Cisco I0S XE ACL 13,
Cisco Catalyst SD-WAN D BI/RIJFS K OWFERAY ACL &5 MCe 0 B &3, WFERAY ACL £
T2IER) ACL & EEEZ TEX FH A, CiscolOSXEACL X, N7 7 4 v 7 WEHIEDNER I
BWT, BTHEITESNET,

F—H N5 T ¢ v 7 BRI ACL & REERY ACL O FIc—FT 584, X7y O
1T ACL OFREIZL > THRY 4, BAMICIE, LTS L TRESNET,
o 2R ACL 233 7] (allow-serviceservice-name) £ 721334 (noallow-serviceservice-name)
LLTRERESNTWAENE I, B ACL TH—EREZFFA4 52 L%, BRM ACL
TR 7 7 v a v aRETHILELEFERLUTHY, BERE) ACL TH—EREFA LRV T
L. R ACL CRAY 77y a v aRETHZ L LRI TY,
BRI ACL T, HuI7 7 v a3 EET7 7 a v BPRY U—v— T UV ATREII
TWABM, TIHNVIT 72 g TREISN TSN,

WDFEIT, BEERA) ACL & BRI ACL O HFIC—8BT 5 N5 7 4 v 7 O HEAZRLET,

& 16:
RS 2ARY ACL BARRACL: >—4~ > |BASRBUACL: T4 )L |$#EE
R ~

PR KGR BS (FeyX) — S (Fey
7)

A (KGR) — S (Frv?) R (KER)

R (ke Al KRR — Al KRR

7)

S (Fey — FEA (KGR) S (Fey

7) 7)
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1.

10.
11.
12.
13.
14.
15.

16.

r—r#yo—ozzE [

)

axX &
rARY > —DFE (Configure Route Policies) | T, W—7 4 7RV U —ZRELET,

[b— AR Y > —DEM (Add Route Policy) | T, [#Hr#fERK (Create New) ] Z iR L £
‘a‘o

N— bR =D EBAEZAT LET,

FEADANA T, [ =T v AZ A T DB (Add Sequence Type) 1 %7 U > 7 LET,
DA A2 [b— bk (Route) [ R v 7 ANFRINET,

v— b (Route) |Ry 7 AZXTNI Y w7 L, — R —OLARTEZATILET,

FHRD~A T [—7 2= DB (Add Sequence Rule) %2 U » 7 LT, &
Vo—IlH D= AR LET, 774V T [v v T (Match) ] 233 IRE
NTWET,

[Protocol] K>y FHZ T U A MNLHMOT v ha L z@RLET, 772 a i3,
[IPv4], [IPv6]. FE72IEXE DM ST TT,

~vFEEEI ) v LET,
NS, = v FFEHEofE A LET,
HENZ, RY =B LB BICFETIE2T77varw AN LET,

AT T 6~8FMMVIK LT, W— "RV —IZxvF/T 7 a O XTHENMLE
7,

= "R =D~ F/T 723 DOXT WOz 5120, OS2 TRT % H
MOAEIZ R T v 7 LET,

=R RY =B~y F/T 7 arOT 2RI 5121, &ofAECH D [X] %
70 w7 LET,

[T &T 7 v a DR (SaveMatchand Actions) %7 Vv 7 LT, v—/7 2 A)L—
IR LET,

= bRV =D =5 A=) EWOREZ DI, MDA o TL— & BHO
B R v 7 LET,

N— bk RY v— = A —)vEab— Hlkk, ERIELAREET A3, Z/0
NRA TN —NELDOREICH D[] 27 Vv 7 L, BBIOA T v a o &@RLET,

EONL—FBRY L — T —HF A NNV T Ay RRRWEES., T 740k
DT I a NIy b Ray 4522 T, T74LV DT 7 a L EERTS
Wi, WOFIEEZFEITLET,

1. O~ A T [Default Action] #27 V v 7 LE T,
2. $ETA AL ET Y I LET,

3. TIAINEDT IV a % [Accept] IZAEF L £,
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. match /X5 A —4

17.

18.

match /X5 A —4

A—hS54 X8Ry o— |

[Save Match and Actions] =7 U v 7 L7,

[Save Route Policy] #7 U v 27 LE7,
[k~ (Next) 1227 V27 LT, [RU T —DE (Policy Overview) ]-X— 28 L %

TOER)RRING A=A
T7RAVARBHIUL, P~y X —DIPT VLT 4 v I ABIOT 4 — NV RERETEET,
CLI ClX, policy access-list sequencematch =2~ > REEH L T v FRTA—XEHRELF

TO

access-list D% T —7 L AZIE, v THFENR 1 OFENTVWDEILENRH Y 97,
ACLO~ v F 7 ZAFHR—FEhEtA, EEXHEIAY —2HHTNILDSCPIEA R E T

TET,

TIEAYANDEE, WD/INT A= ERETEET,
—H&H 7Ll
Class policy classmap =2~ > R CEZRINT=Z T AD4HI,

Destination Data Prefix

data-prefix-list U A ~ DA Hi,

FEHER— BHB—DR— &S, "= EFDY A (ARXR—ATRYIENT-EFS) . FloidrR—
FNESOFIFH (A 7 [ TREBNT2ODFES) ZEELET, #@PHIL0~65535
-@TO

[DSCP] DSCP fiZf&E L £, #PHIZ 0~ 63 TY,

Protocol A H—Fy b7 a halvE&saEELEd, ®MAEX0~ 255 T,

ICMP Message [7'm k=L (Protocol) fEEZ 11295 &, [ICMP A »tE— (ICMP Message) ]

T4 RRFIREN, T—HRY I T D ICMP A vt — V2RI TE E
R
[k~ % — (NextHeader) |DfiE% 581295 &, [ICMP A vt — (ICMPMessage) ]
T4V RBREREN, T—FRY —ICHEAT D ICMP A v — V2 BIRTE £
j‘o

GE) ZDT 4 —/V X, CiscolOSXEY U —2A174.1, . Cisco vManage
U U—2204.1 D THATE £,

icmp-msg B X WMiemp6-msg A vE—3 XA FIZOoNTIL, —wEBHMOFEILH
% TICMP 2 vt —=2 4 A T/a— REMIET HHIFE] ORZZRLTIIZEN,
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match /X5 X —4 .

—E&H

B

N7y bR (Packet Length)

Ny hOESERELET, HETEH2#PHAIZ0~65535 T, H—nEx, £
SDY AR (AR—=ATRYILNTES) . TREFESOFH (N 7 [[]TKRY)
bNT2HoDHEE) ZRELET,

Sour ce Data Prefix

data-prefix-list U A hOA4R#HEELET,

PLP

Ny MERTTAA YT 4 (PLP) ([ (high) 1|[{E (ow) ]) ZfELET,
T 74V N T, Ny RO PLPEIX [ (low) ] T3, PLP{EZ% [ (high) ]I
RETHIIL, ERBBAAS L a0 LRI —Z2HEA L £,

EIETAHR— b

H—DFR— &5, F—FEFDOY RN (AX—ATRUILNEES) | £EA—
S OHEPE (N T[] TREIGN2o0%ES) ZHE L £, #iPHIZ0~65535
‘(“ﬁ‘(}

[TCP] syn
IW—FrRY =S A—=4
N—FRY —=DE, WONTA—FERETEET,
—HEH B
7ERLR Prefix-List U 2 hD£4RTAZFRE L E7,
AS/XX1J R | 1 DLl ED BGPAS /SA U A MEFEELE T, & AS 1L, H—OHfE F 721X EH

FHELTRBTEET, | DONRNRIZEED AS B E2HRET D21, 51
(") TLLHATVAMIEDET, 12DV A NMIHEED AS RRAEZFHET D
WZiE, BEDOASIKRF v a v aEdd, 7 ar T L2120 AS XA &I
ELET,
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A—hS54 X8Ry o— |

—E&H

B2l

AZa2a=574q4 YR+

1O EDOBGP 2 2= DY AL, [2I2=7 4 U AF (CommunityList) ]
TiE, WOHBZEETEET,

caann: ASE G &Ry MU — 7%, FETIL 1~ 65535 DHIPHD 2 /31 ME
‘(:\?—O

sinternet : ZOIAI 2 =F A DOAL—MNIA VX —Fy haAI 2=F 42T K%
A RShET, Z0aIa=F11F, TTOBGP HEFR Y hT—F /7
A A THERLENE T

elocal-as: 202 I 2=F 4 DO/L— ~F, B—H/L AS BEZLISTITT 3% A
RENFEH A,

«no-advertise : NO ADVERTISE 22 =2 =7 4 &Z/L— MNMIT X vFLET, 2D
I 2=T 4 O— MMIMO BGP BT IZIET KX A XS nEHA,

eno-export : NO EXPORT 22 = =7 4 Z/L— NZT ¥ v TFLET, DI
=T A DN— ML, B—H/VASRBGP 2 7 =T L— g VEROAMZT R
HARENERA, 12DV A MIEEOBGP 2 2 =7 4 % ET HITIE, &
BO community A7 > a L EED, KA TV a il o0a 2 =T 4 ZEE
LET,

RIS 2a=F4 YR K

1 2L EOBGPHEEaII 2= A DY A MEHEELET, [232=T 4
(community) ] Tli&, ROEHEZFRETE 7,

«[rt] (aa:nn|ip-address) : /L—hk ¥ —% v k 23 2=7 1, BGPIZL > T
NA—HONL— NEZETXA 19U LEOL—2TF, ASEELXY NU—7
g a 1~65535D 234 FOFYE, E72ILIPT FLATHEELET,

*[so0] (aa:nn|ip-address) : /V—hA VP aIa=7 ¢, —EHODO/NL— % BGP
IHATED 12U EONL—2Td, ASESE Ry NT—IFK 5% 1 ~ 65535
DA FOFHE, 72X IPT FUATHRELE T, 120U X MIEB DL
BGP 2 X = =7 4 ZFET HIZ1F, BED [community] 7> a v E2ED, &4
TyaiZl1o0aa =T 4 #RELET,

BGPRA—AIL TYT7L 2R

BGP r— N7V 77 LU AFRGEEE LET, #HIX 0 ~ 4294967295 T9,

[A Vw7 (Metric) ]

—hA MY v 7EEZRELET, #FHIZ 0 ~ 4294967295 CTT,

Next Hop IP7 V7 47 A A NOLRTZIRELET,

OMP &2 % OMP % 75z L£¥, #iPHIE 0 ~ 4294967295 T,

Origin BGP %5 ma— RERELET, A7 a1k, EGP (F7 44 1) | IGP,
Incomplete T,

OSPF 424 OSPF # 752 H8E L £4°, #ilHIE 0 ~ 4294967295 T,

Peer E7IPT LA ELET,
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7ovavisi—s |

T aI NS A—A

TOERBAJR NG A4

N7y RRT 7 BAY A MO—BEGOFRMEIC—BET 2L, 2Oy NP A, Ray
TR RFAT S RTEET, 20K, ZIFANLNT ATy N I T7—-V U F
IRV I TEET,

CLI CiZ. policy accesslist sequenceaction 2~ > RIZL->TT7 7 v a v NI A—F &R ELE
@—O

TIHAYANDE = AT, 1207 7y a v dbadHb 2 LR TEE1,
TrvarTliE B —ET T2y FEZT AL Rr y T BROER
BT NTLHNE I D EEELET,

TOLavEl

BLL

AR

Nry beZFANET, P ANLONTAT Y NI, T78AV A SDOT I L3 Uiy
ICRRE SNTBMANT A —=ZZ LK TERETEET,

hovi

B DL, ST AR E RS HITIE, Cisco I0S XE Catalyst SD-WAN 7 /3 A A
C show policy access-listscounters =~ > K& L £,

Hif& (Drop)

Ny NERELET, ST 74NV ROT 7y a ik £,

ZIFANONT ATy MR LT, ROT 733 Y ERETEET,

BILEL] EFEITEE

Class QoS 7 7 AD4Hii&+EE L £ 7, policyclassmap 2~ REHFHLTERTHZ LT
TET,

Mirror List 2T —DA4RTERELET, Zhidpolicymirror =~ RTEZESNET,

Policer policy policer =~ RTERINIA Y P —DAFIEZRFEL T,

[DSCP] Xy SO DSCP AT LE 3., #PHIL 0~ 63 T,

Next Hop IPv4d 7 RV AZIRELET, N7y hOIRELLERDF I A MRy TP T L A&k

ELET,

GE) Cisco vManage Y U —2 20.5.1 I X U Cisco I0S XE Catalyst SD-WAN U U —
A 17.51a LIETIE, [R7 A MRy TMEHTERWERICT 7 4V hb—
k% {#H (Use Default Route when Next Hop is not available) ] 7 « —/L K3 [
J A NKw 7T U3 (NextHopaction) | 737 A —H OR{IZER R INLE
R
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A—h54 XRKY L — |

JL— bk RY—IRT5 A —4
0—h 5 A4 RBEIHIRY O — DR —F L RZE. 1 DDT Vv a S a2E8Hh I ENRTX

=7,

N— F 3= bR Y =D —BERG DR BT 556, TOA— MIFATEIFESG S

i‘ﬁ—o

ZFANSNT ATy MR LT, ROT 72 a v ERETEET,

Bz EE-IXEH

TV —4 BGP L— T 7 ) F— A RBHESITWAASEZENLN— T TV —2ZDIPT KL
AEFJELET, FHETXHHMAIL 1~ 65535 T,

AS/ R AS RADBRINT D 721X AS X ADEEEHICAINT S, ASEFE S E721T—HD AS F

FERELET, BBETZ HHEMIL 1 ~ 65535 T9,

TEIUOERN

BGP 7 I v VKB ERELET,

Community

BGP 2 2=FT 4 fEEZRELFET,

Cisco IOS XE Catalyst SD-WAN U U —2 17.5.1a AR TiX, [EM= I =2 =7 ¢ (Community
Additive) | 47> a v 74—V REFEHTEET, BN 7T a idk, v— NOBEF
DaAIa=F4lIZaIa=F4EBMLET,

O—ALF)I7LUR

BGP v — N7V 77 L AaigiE LEd, #ilHiL 0~ 4294967295 T,

[A U w7 (Metric) ]

AN 7EEZERTELET, #IHIZ0 ~ 4294967295 T,

Metric Type

ANV w7 BATHEFELET, 73 i3, typel £7215 type2 T,

Next Hop

IPv4 7 FLAZHRELET, Xy hOIREL L2 XV A MKy T IPT FLAZFK
ELET,

GE) Cisco vManage Y U —2 20.5.1 3 J. O Cisco I0S XE Catalyst SD-WAN U U —
A 17.51alETIE, [RZ7 A MBSy TRMERTERWERICT 7 4L Fb—
N Zf#EH (Use Default Route when Next Hop is not available) | 7 4 —/L R73
[ 7 A FBy 7T 27 a (NextHopaction) ] /37 A —% DR{IZFE RS
£

OMP 4 4

fif9-% OSPF @ OMP % 7' %3 E L£9, #iPHIL 0 ~ 4294967295 T,

Origin

BGPXEma— RAHRHELET, A7+ a1%, EGP (F 74/ 1) | IGP, Incomplete
T‘é—o

F{E7t (Originator)

J— IR FEFESNZIPT RLAEZHRELET,

OSPF 4 4

OSPF # 7z it L £, #PHIZ 0 ~ 4294967295 T,

g

il

BGP ODEEXHE LTI, #FHIX 0~ 4294967295 T,

. Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x



| o—h51xBKY —
Ry v—grows [

R —EREDERK
[RVU > —DO#E (Policy Overview) | T, AU v —%&ELET,

1 [B—BT7A AR~ 2L —RY) > —D4RTEFHBO AT (Enter name and description for your
localized master policy) ] <A > C, KU —D4ARTE#HEZ A LET,

2. [RVU—&E (Policy Settings) | XA > T, &KETHRI V—D#HF = v /Ry 7 2%
FUZLET, ROAT v arnbbET,

*[Netflow] : IPv4 N7 7 4 v DT 7 4w Tu— =V U T EETLET,
 [NetflowIPV6] : IPV6 F T 7 4 v 7 DT T 4 w7 TJu—F=F ) T HETLET,
«[7 7V —3 a3 (Application) | :IPv4 77V 7r— a U ZBH L TR L £,

[T 7V r—3 3 1Pv6 (Application IPv6) ]:1Pv6 77U r—3 3 2B L TER
LET,

«[Z7 77 FQoS (CloudQoS) 1: QoS A Y a—U 7 aaMcLET,

«[Z7 77 K QoS #—t Al (Cloud QoS Service Side) ]: ¥ —E AT QoS A%/ ¥ = —
Vo7 2B LET,

o [BFERAY72 ACL B ¥ 7 (Implicit ACL Logging) 1: N7 7 4 v 7 7u— =X
TaFTTHY—EREL YT LARNWEDIZ Ra y 7 ENZTXTONNT v O~y
H—Fu 7\l L ET,

3. Ny hTu—0r VilEkOBE AR ET DX, [v 7 HHE (Log Frequency) %7V v
7 LET,

Ny h7ua—&iE, T72AV AN (ACL) | cflowd 7o —, I T7 7V r—a v
W —T 4 77—~y FTHHLODOZ ETT,

4, [V E=2— (Preview) | %27 V27 LT, CLIBXTHRY > —2fKE2E£RLET,
5. [SavePolicyl] %7 Vv 7 LET,

FRARTF LT L— FADO—H 5 RBF— 8K —D5EF
1. Cisco SD-WAN Manager A == —7/ 5, [Configuration] > [Templates] DJEIZEN L F 3,
2. BHLWTI AL RT T U— FEERT 258, WOFIEEZFATLET,
1. [Device Template] %7 V v 7 L £,

\}

(G¥)  CiscovManage U YV —A20.7.1 LAFiDO U U —A T, [T/3 A7 7 L — |k (Device Templates)
X [T 734 A (Device) | EFFENTWET,
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2. [T 7 L— FOfER (Create Template) | K> "X 7 ot | [BERET 7 L— ks
5 (From Feature Template) ] Z 38R L £,

3. [T/ AET /L (DeviceModel) | Fu v 7 Z 7 )5 CiscolOS XE Catalyst SD-WAN
FNRA A D1 O&ERLET,

4. [TemplateName] 7 4 —/LV KIZ, T4 AT L— R NOLAHIZANLET, ZO7 41—
U RIIRAT, BATE 2013, RWRILFL/PLF 0~9DEF, "7 () |
THE () OATT, AR—AREZDOMOXLFTEEZDDHZ LITTEERA,

5. [Description] 7 4 —/V RIZT /XA AT 7 L— b DOFHHEANLET, ZO7 41— K
FEMAETHY, FEOLTEAR—RAEEDDHENTEET,

6. AT v 4ITHHLET,

3. BEFDOTNAAT T L— BT 55813, WOFIRZFTLET,

1 [TA AT 7L — K (Device Templates) | %27 U > 27 L, BIOT 7 L— & H
DOFH, [L]EZY vy 7 LT RE (Bdit) ] 2ER L £,
S

(GE)  CiscovManage V V —Z20.7.1 LR[DO Y U —ZATIL, [7T/3 A7 7 L — L (Device Templates) ]
I [F A 2 (Device) ] &R TVET,

2. [Additional Templates] 7 U » 7 LE7, a2 7 a—/L LT, BINOT 71—
I (Additional Templates) | &7 ¥ a > ETITEET,

3. [RU— (Policy) | ka7 X oo, RELERY U —0O4Fi2#INLET,
4. [#B (Description) 17 14—/ KOT < FiZdH 5 [EMT > 7 L — b (Additional Templates) ]

7 Vw7 LET, Eiliax A7 2—/L LT, [BMOT 71— (Additional Templates) ]
I arETITEET,

5 [HAVU— (Policy) | Ky Xyt RELERY U —O4FTEZRINLET,

6. [fERK (Create) 1 (FLWWT > 7 L— hDA) 721X [EH (Update) | BEFEDT 7
L—hDBLE) 220y 7 LET,

A—ASAXBKR)—DT7V T4 71
1 [a—X 54 XBKRY > — (Localized Policy) 127 U w7 LT, RYUT—%ZRIRLET,
2. HHORY —IlZoWT, [.]EZ7 Vv 7 L, [T277 171k (Activate) | Z3IR L E 7,

3. [RUVT—DT 277 471k (ActivatePolicy) 1R > 77 v 7 C, [7 277 471k (Activate) ]
7 Vw7 LT, *v NT—27NORZERFE/RT T CiscoSD-WAN =2 h o —F [T
Vo—%7 v alET,
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n—»54 28Ky —07s71 71t |

[OK]ZZ7 VU w27 LT, $TD CiscoSD-WAN 2> ha—F TKRY L —DT 7T 4 71k
R LET,

H—R T A ZRY =57 7T 4 72T 21T, [F] 2RRL, N —2@RLE
B

HHIDORY =220 T, [ &7V w7 L, [FE7 277 1 71t (Deactivate) ] 3R L F
D

[RY > —DIET 77 474t (Deactivate Policy) |y 77 v 7, [T 7T 1 71k
(Deactivate) ] &2 U v 7 LT, BZEAHE/RT X TOD Cisco SD-WAN = hm—F /bR
Uo—%HIbRT 52 L a2RLET,

A—754 X8R O—DERT
0= T A AR Y =% FRTHI121E, ROFIEEZIATLET,

1.

2.

[2—H T A XK Y > — (Localized Policy) 127 U > 27 LT, AU —%FRLET,

UlLARY = F—F7 X CLL AR L TRl S e R Y o —DBE1E, L5227 v 7
L. [#Er (View) |Z&IRLET, UIRY >— EAF—%MHL CTERSNEZRY v —
X777 4 IV TEREN, CLL A Y v REHEH L TERSNIZARY —FZ7 %A b
TR REINET,

Cisco SD-WAN Manager N U & —#Ep Y ¢ ' — R &2 L CTER S TR Y o — DA,
[.]Z27 Uy 7L, [FLEax— (Preview) | ZBRLET, ZDORY —T7F X MEX
TFRRINET,

RYy—naE—. wmE. IR
RN =% abt—7352F, ROFIEZFETLET,

1
2.
3.

[2—J T A ZBUKR Y >— (Localized Policy) ] %7 U > 27 LT, AU —%ERLET,
HEIORY >—ZoWT, [.]EZZ7 Vv 7L, [2E— (Copy) |ZZIRLET,

[RY v —dat— (Policy Copy) | Ry 7T v 7T 4 FUT, KU T—HLRY v—D
A E AN LET,
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B s xmkys—ars74Ttk

Y

GE)  CiscolOSXE U U —R 172 LTI, ROBY v —F A4 TORY o —412 127 TENFFR— K
INTVWET,

c PRL— RARY v—
cB—H L hRY —

s B—ANT 7R AHIEY A b (ACL)

e 1 —77 /L IPv6 ACL

R T—HZRY v—

e LT F Y — g )b— K RY —
*QoS v/

o EEMZ L—)L

fOFTRTORY o —£I1F 32 LFEVR—FLET,

4. [2E— (Copy) 1&27 Vv 7 LET,

Cisco SD-WAN Manager A8V & —HE 7 ¢ '— R TIER L72AR Y o —ZRET H121E, ROF
EZ F4T L £,

1. HEORI —IZoW T, [.]Z27 Vv 7 L, [fwE (Edit) | Z®IRLET,
2. MEIISRULT, RYT—ZRELET,
3. [RU—DEHEDHRAFE (Save Policy Changes) | %7 U v 27 L£7,

CLI TR ENTARY v —2iRET 21213, ROFIHLZFATLET,

1. [AAZLFT I 2 (CustomOptions) | ey FHE T D [m—H T A ZRRY 2—
(Localized Policy) ] C [CLIA U »— (CLI Policy) ] ZER L £,

2. HHOFRY =2\ T, [.]&27 Vv 7 L, [fE (Edit) | 2R LET,

3. MEISUT, R —mELET,

4. [Updatel %7V v 27 LET,

RV —ZHIRT 21203, WOFIEEZFITLET,

1. [B—HTFA ARKY v — (Localized Policy) 1%27 VU v 27 LT, AU —&RIRLET,
2. AHORY =I5, [L]EZ U v 7 L, [HIE (Delete) ] A&IRL £,

3. [OK]ZZ7 Vv 7 LT, AU —DHIRZMHERLET,
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CUEEA L. IPMIZxTZa—n5( 22Ky L —nEE [

CUZFERALf. IPVAIZXTH2O0—HF4 XEKR) S —D

=L

axX AE

Cisco IOS XE Catalyst SD-WAN /XA 2 TCLIZEA L TCT7 7B A U A b &FET D FIEOH

AWK LET,
1. SEIZJSUT.IPTL 7497 ZADU R MEERLET,

7 /34 A (config) # policy lists data-prefix-list ipv4_prefix list
7 /3 A (config-data-prefix-list-ipv4 prefix list)
# ip-prefix 192.168.0.3/24

QoS DAL, classmapios R E L £,

T /3A A (config) # class-map match-any classl
T /3A{ A (config)# match gos-group 1
class-map match-any classé6

match gos-group 6

class-map match-any class?

match gos-group 7

class-map match-any class4

match gos-group 4

class-map match-any classb5

match gos-group 5

class-map match-any class2

match gos-group 2

class-map match-any class3

match gos-group 3

class-map match-any classl

match gos-group 1

end

G¥)

Z Z Tl dass-default 4 L T\ 5728, queue2 347 a2 > T9,

QoS DIZEIE, MHEITJEL T, N7y FOIMEFIP~y X —DDSCP 7 f —/L N & L#FE
TOLEXMMI LNV EERLET,

T /3A A (config) # policy rewrite-rule rulel

?5§4}Z(config—rewrite—rule—rulel)# class classl low dscp 3

?5§4ﬁ1(config—rewrite—rule—rulel)# class class2 high dscp 4
Will be a table to map class-id — QoS-Group, QID, DSCP, Discard-Class

QoS DA, HIELY F AR MM F a—ltv v U/ L, KiEES T ADQS A7 Y 2 —
FEBIELT, QoS AY Va—7 % QS ¥ v I/ L—TLLET.

7 /34 A (config) # policy class-map class classl queue 1
<0..7>[1]

QoS~¥ v TREDHE. V=—E VI NRESNTWVOGRIE, A =Tz A =—
VU URELE Y-V LET,
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10.

11.

V=B U TRHRE SN TORWEAEIE, gqos-map (2% L TR &7z policy-map % i
HATx¥Ed,

7 /34 A (config) # policy-map gos_map_for_ data_policy
<name:string

7 /34 A (config-pmap) # class classl name:string

T /3A A (config-pmap-c) # bandwidth percentage

T /3A A (config-pmap-c) # random-detect

Vx—bEUITRERLTWANAS U H—T 2 RAERELET,

7 /34 A (config) # policy-map qgos_map_ for data_policy name:string
FNA A
FNA A
7 /34 A (config-pmap-c) # random-detect

T —Y U REEHHALTCWANA U H—T oA AR ELET,

config-pmap) # class classl name:string

(
(
(config-pmap-c) # bandwidth percentage
(

7 /34 A (config) # policy-map shaping_interface
T A
T A
7 /3 A (config-pmap-c) # service-policy gqos_map_for_data policy

(
(config-pmap) # class class-default

(config-pmap-c) # shape average 100000000 (rate-in-bps)
(

service-policy % Cisco I0S XE Catalyst SD-WAN 7 /31 A (ZBS# A} 1) £ 97,

T /3A A (config) # sdwan interface GigabitEthernet 1
7 /3 A (config-if) # rewrite-rule rulel
T3 A (config-if) # service-policy output qgos_map_for data policy

RV TRIGA=EERDODEIICERZLET,

7 /3A A (config) # policy policer policer_On_gige
?»§4ﬁx(config—policer—policer_On_gige)# rate ?
Description: Bandwidth for 1lg interfaces: <8..1000000000>bps; for 10g interfaces:

<8..10000000000>bps

Possible completions:<0..2764-1>
?U§4ﬁx(config—policer—policer_On_gige)# burst
Description: Burst rate, in bytes

Possible completions:<15000..10000000>

7 /34 A (config-policer-policer On gige)# exceed drop

TI7RAVA My bERNY—CEEMT T,

T/3A A (config) # policy access-list ipv4_acl
7 /34 A (config-access-list-ipv4 acl)# sequence 100

(

(
T /3A A (config-sequence-100) # match dscp 10
T34 A (config-match) # exit
7 /34 A (config-sequence-100) # action accept
7 /34 A (config-sequence-100)# action count dscp_10_count
T /3A A (config-sequence-100) # policer policer_ On_gige
7 /34 A (config-sequence-100) # action drop

vm5 (config-action) #

T AU RAM%ELAN F£720X WAN A > X —7 = A ZZBER T £,
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CUEEA LT IPGISxT 2a—n5( 22Ky s —nEE [

T /3A A (config) # sdwan interface GigabitEthernet5
7 /34 A (config-interface-GigabitEthernet5) # access-list ipvd_acl
T /3A{ A (config-interface-GigabitEthernet5)# commit

CUZFERALf. IPV6IZxIT50—HF4 XBKR) S —D

=JL ==

axX ;&

IR, CLIZfEH L7z, 7278 A U A b &RET D FIEOMNE T,

1

RV TRTG A= ERDOEIITEHRELET,

7 /3A A (config) # policy policer policer On_gige

7 /3 A (config-policer-policer On_gige)# rate ?

Description: Bandwidth for 1g interfaces: <8..1000000000>bps;for 10g interfaces:
<8..10000000000>bps Possible completions: <0..2"64-1>

7 /3A A (config-policer-policer On_gige)# burst
Description: Burst rate, in bytes Possible completions:<15000..10000000>
7 /31 A (config-policer-policer On gige)# exceed drop

TIRAYA R AZ L A RO L D ITER L ET,

T34 A (config) # policy ipvé access-list ipv6 access list
—HEO~V Y FIT I arXT O AEBRD LR LET,
7 /3A A (config-access-list-ipv6 access list)# sequence 100

2w FIT I ar TR KON SWEZOXTNBIEEY, — FRRXT OWNT RO
FCwy F LI XK T T 20— VAR FOIRICFHI S NVE T, £720E, ~ v TR
RBOoOMNBRWERIE, T 74V 077 ay Ob— bE2ESTHN. TOEEZIT AN
%) BEITENET,

WOEHNZ, Ty Oy TFRIA—FEERLET,

T /34 A (config-sequence-100) # match traffic-class 10

T /3A A (config-match) # exit

ROEINT, v T LI EIFETTLHT7 7 a s 2ERLET,

7 /31 A (config-sequence-100) # action accept count traffic_classlO_count
T /34 A (config-sequence-100) # action drop

T /3A A (config-sequence-100) # action accept class classl

T /3A A (config-sequence-100) # action accept policer policer On_gige

RBEIELT, T7EAV A MRS v F/T 7 v a T OBMOFEFE—rr A%
TR L £

R AW DL — U ZADSEEDO EIC by F LRWES, 08y MIT
TN P THEINTWET, v~ v TF LW ry haZIFANDIGEEIL, T7E2AU A
FNOF TN T I arERELET,

TIRBAVANEA VX —T oA AZHHLET,
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T /31 A (config) # sdwan interface GigabitEthernet5

T /3A A (config-interface-GigabitEthernet5)
# ipv6é access-list ipv6_access_list in

T /NA A (config-interface-GigabitEthernet5)
# commit

ANy RER (An) KT 7®8AVANE#EHATLIE, A VX —T 24 ATZEIND
Ny MCEENEET, TV MU RER (out) [CHEHATLE, A X —T (R
TG éﬂé/\b‘/ K _?/giﬂﬁ)mi——y

O—Hh54 XBT—2KR1 —DEREH

IORMEY I TR, v—" T4 AT —HKY o —%FET HEHELHZ N O LE
9, ZHUTAR U > —%fH L T Cisco Catalyst SD-WAN KX AV BED NT 7 4 v 7 7r—|C
WL G2 HHEERT ADICESILET, u— W I RENTETF—EZR) — (TR
UAKELREND) (X, B—H /LD Cisco vEdge 7 /3 A A CTHPEHRESINET,

QoS

Quality of Service (QoS) ZaxE LT, T —# /7> h&5FHL, b7 7 1 > 7 ) Cisco vEdge
TNRAADA LV E—T 2 A ARA U E =T 2 A AFXa—TEDLHIITHAD THEHIETE
£9, QoS KRV —DREFIEDHFNZHONTIE,  THEEB L QoS Mk Eh]] #&M L TL
720,

ICMP Message 015
ZOBITIE, ICMP 2 vtE—y0Ou—0 74 ARTF =2 K > — Ok EEXFR R LET,

policy
access-list acl_ 1
sequence 100
match
protocol 1
icmp-msg administratively-prohibited
!
action accept
count administratively-prohibited
!
!
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JL— % HE; Cisco SD-WAN Manager ~5 7« 2 0 QoS [

JL—43 Ak Cisco SD-WAN Manager 5 7 1 v 2 @ 0Q0S

® 17 EEDBE

HRE 1) 1) —RIEHR EiEA
JL— % " Cisco SD-WAN Cisco I0S XE Catalyst SD-WAN | = 31i%, H57E DO B2 HS W
Manager 77 4 v 7 ® QoS | Y Y —A17.11.1a T/b—# £k Cisco SD-WAN

Manager 7 7 ¢ > 7 \ZHEESEIR
NEMTIZO, Fa—ar s

L7204 5 DITHESLHOMEET
T QS ARY v —L 7 TR

~ v TERMEHLT, ®RLEZ

* = —% 4 L T Cisco SD-WAN
Manager N7 7 4 v 7 & )L—

T4 I LET,

JL—43 & i Cisco SD-WAN Manager 5 7 1 v 27 @ 0Q0S
[Z2DULT

Quality of Service (QoS) &, FFED XA T D NT T 4 v 7DD T 7 4 v 7 L0 LS
L5891, XY NIT—2 8T 7 4 v BERE X OMBEIANAT T 35 72 DI S b H4if ¢
T, QoSiE, Xy NI —ITNRA AQEBLEE=HX ) 7\ &I D v—Z A Cisco
SD-WAN Manager N7 7 v 712 & o TRICEZETY, FFMIC OV T, T525 L& QoS) =%
LT &N,

N—BHER T T 4 v 7% FFEDEMTHAN TR Z T 720 Fa—o 7LD
TEET, BEEMHTIE. QSR v —L 7/ I A~y FRMH L TEBTEET,

NW—BER ST T 4y 7 Z TR L TeF 2 —IZANDITIE, ROFIEEZHANTIZI 0,

1 CLITV7Vv—FraERALTI TRy THEETD BETDINT 74 v I 0DEA T %
BELET, Z0%E, 77 Ay 7E2ERLT, Fa—IANBIV—FERNT T 4 v
7RI L ET,

2. CLITV7Lb— 1 2ERAL TR V—~ v TR TERT D VITAVy T TSN +T
T4 LTEITTET 7 vaveaERRLET, BERIBMEZHIV Y TS, 3L —
HEMNT 74 v 7V BRHFEOX 2 —ICEHBET AR V—~ v T E2ERLET,
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A—hS54 X8Ry o— |
B ) 25 Cisco SD-WAN Manager 5 7 4 7 12319 % QoS D#HIHBE

JL—% 45 Cisco SD-WAN Manager b5 7 4 v 2[2& > TO QoS LDF =

e X NI =R T p—<  ADM b V=B AERESNT-EER T 7 4 v 7 #EEEDIK
WhT 7497 LD HERETHILET, Xy N7 EHEHKEEE A L — XIZEIES
Fv NI =0 F N AP ET=F— L CTHI L £,

e =P —T I ARV T ADM L V—FER SN N T T4 v I X a— A TTDHD

LT, Ry NI OEENRHIEINDDT, 2—HF—AEREINZ T 74027128 D
Fv hU— 7 FEHERICENEENHEYA, Fa—A Ik, 2—F -2 2]
TUANMETHZ LT T,

Xy N—=7 O HEORE Ry Y= BHOMBEICE > ThHlIEEZSND Ry b
D=0 DY EALDY) A7 2R LET, ZHUTEY, 2y FY—27 Otz L
S, Ry P27 ORBIZ X 5 FEEE ~ORELR L £7,

Xy PV EHOMHRN : xy MU —I FHEMELL, FEICL DM ADSLEIEEE
WLET, BFE T2 LT, FROHIKIZRDI1EN, AT 7 —I2L2 U 27 O b
TEDH LI £,

X FNU—=27 U I —ZADMRMMEH : QoSHRY v —L 7 T2~y TEMHATLE, Fv
NT—27 U Y —2AOFEN LY TR TEET, ZHUTEY, V—F TARSN-EE
RNT T 4w IR T 0 —TE, MOy NT—T NT T 4 v 7 ~OEES R/NR
WMz N TEET,

JL— % & i Cisco SD-WAN Manager k5 7 4 v 7 [Zx9 5
QoS D HIFIFEIE

o« Jb—Z 45 Cisco SD-WAN Manager t7 7 ¢ v 7 1Zxf L C QoS fEpEV AR— F LTV 5D
I%. Cisco IOS XE Catalyst SD-WAN 7 /34 A2 DFHTT,

o b — & 45k Cisco SD-WAN Manager ~ 7 7 ¢ v 7 1Z%f7 % QoS DX EIL, CLI T 7' L —
FEEHT 55 A ICOAHATRETT,

« ZOMERER T 5 L. Cisco SD-WAN Manager HIZT /S ANAERTDH T 7 4 v 712
KLTOH, Fa—%MH L TERIEMNZMTEZENRTEET, thoT—2 B I OVEH
TL—=r b7 T4y 7T, GlERET 7 AN P THRa—0 M LET,

CLI7>JL—r&FERL. L—3 TERB ST Cisco
SD-WAN Manager =5 7 1 v M QoS DEXE

CLIT v 7 L— FOFEHOFEMZOWTIL, CLIT RAVH#REET 7L — FBLOCLI T v 7
L— hE2BB LT EEN,
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| o—h54xBAKy—

\)

CLI %M L7=. JL—% % Cisco SD-WAN Manager +5 7 « v 712349 % 0os 0#E2 ]

6=

FI74N T, CLIT >y r—MIide— )L ary 74 X¥al—3v g F—RTav R
EFEITLET,

DIARYVTDEREF21—BFEF~DIYELY

1.

2.

2= T A XK =% EHL T I Ay THERL, Fa—FFIIvy BT LE
D

policy class-map class Queue 1 queue 2

EHRZMEELET,

VIARyTEERL, Fa—FBIITy BT T LOOREFDEREZRITRLET,

config-t
policy class-map class Queue 1 queue 2

JL—A3 THE R & 1= Cisco SD-WAN Manager 5 7 1 v - M QoS DAL

Z 2T, v—H TARR &7z Cisco SD-WAN Manager b7 7  ~ 7 D QoS & HhZ4 % CLI
REMERLET,

1.

config-policy &— N&B4E L £7,

policy

Wik 7 A& L, BRI AT F 2 —llv vy B LTIt T ARy TR LE
‘g‘o

vmanage-forwar ding-class queue_name

ERAMELET,
JL— & TR &7z Cisco SD-WAN Manager b7 7 ¢ v~ 7 @ QoS WEMI /2> TWET,

J— & THRL S 172 Cisco SD-WAN Manager b7 7 ¢ 7 @ QoS Z AN T D EBI DI %
WITRLET,
config-t

policy
vmanage-forwarding-class Queue 1

CLl A L1=. JL—~2 %L Cisco SD-WAN Manager 3
749129 % QoS DFEEE

LI FiX, show policy-map interface =~ > KT GigabitEthernet 1 ¥ — 7 — RZEE L 72 8HH D
T IEITY,

Device# show policy-map interface GigabitEthernet 1
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B cuz@EmLE. L—% %5 Cisco SD-WAN Manager -5 7 1 v 7 1259 % QoS DHER

Service-policy output: shape GigabitEthernetl

Class-map: class-default (match-any)
8619 packets, 5056404 bytes
5 minute offered rate 113000 bps, drop rate 0000 bps
Match: any
Queueing
queue limit 64 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 8619/5056404
shape (average) cir 4200000, bc 16800, be 16800
target shape rate 4200000

Service-policy : gosmap

queue stats for all priority classes:
Queueing
priority level 1
queue limit 512 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 565/95064

Class-map: QueueO (match-any)
565 packets, 95064 bytes
5 minute offered rate 4000 bps, drop rate 0000 bps
Match: gos-group 0
police:
rate 30 %
rate 1260000 bps, burst 39375 bytes
conformed 565 packets, 95064 bytes; actions:
transmit
exceeded 0 packets, 0 bytes; actions:
drop
conformed 4000 bps, exceeded 0000 bps
Priority: Strict, b/w exceed drops: 0

Priority Level: 1

Class-map: Queue_ 1 (match-any)
8050 packets, 4961100 bytes  mmmmm >
5 minute offered rate 111000 bps, drop rate 0000 bps
Match: gos-group 1
Queueing
queue limit 64 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 8050/4961100
bandwidth remaining ratio 10

Class-map: Queue 2 (match-any)
4 packets, 240 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: gos-group 2
Queueing
queue limit 64 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 4/240
bandwidth remaining ratio 10

ZOFITIE, FRENOF 2 —D Classmap (2, /L—F LS ~D /37 v Mgk, A
2, BLOL— bR FRENTWET, Queue 1IZEERDHDDEMRTE, /7y MuEkD
B TEET,
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JL— 4% tEFf; Cisco SD-WAN Manager 57 4 v 7 1=%1¢ %S D +5ILsa—F427 |

JL— % &l Cisco SD-WAN Manager k5 7 4 w7 [Zx9 5
QWSDrZITILoa—TFT4a42T

il
CLIZfHLTELEAaI v hTEZ20

Possible Causes

BEOAI vy FHIZ, ANENTF 2 —RICAN I AR DD T-igENnd Y £7, &
ZI¥. queue2 T ifcﬁ < queuee2 EANTHE, RO=TF—0nFRSnET, [HIE: Tpolicy
vmanage-traffic-forwarding-class | O IE72Z M (Aborted: illegal reference "policy
vmanage-traffic-forwarding-class') |

J)a—3y

JL—4& DD Cisco SD-WAN Manager 7 7 4 v 7 PR T HIELWF 2 —HE AN LET,
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H—EXEIVPN TODNS USAA LY k

)

GE)  fliF b —EBMEEFEBTH7-DIT, Cisco SD-WAN YV U =—3 3 | Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,

R 18 EEDBE

HRES 1)) —RIEHR Bl

P — 1t 2] VPN T |Cisco IOS XE Catalyst | 7o 34— N—ZfHF LT KA A 2 F—2A
DNS U XA L2 k SD-WAN VU U —=2 A7 5 (DNS) 7= VIZET 5 & 9. Cisco

17.8.1a 10S XE Catalyst SD-WAN 7 /31 R &3 E TX
CISCO VManage U U — \iﬁ—o : ®*%%ﬁga: J: @ N -]j—.._. E\‘X,{E\IJ VPN 7j_\‘ X
2 20.8.1 F® DNS 7r ¥ & —1 X VPN N DNS

UHA LY D= R B S R ET,

« F—E 2] VPN TO DNS U Z A L7 MZDOWT (130 ~—)

o — 1t 2{l] VPN TD DNS U &1 L 7 MIBET 5895 E (130 2—)

o —EZ{l] VPN TO DNS U ¥ A L7 bOfEHA (131 ~—2)

o —E X VPN TODNS U XA L7 FOEE (132 3—)

« CLI ZfEH L7=—E 2] VPN TO DNS U A4 L7 FORE (136 X—)
o —E 2| VPN TO DNS U ¥ 14 L 7 hOffis (137 ~<X—2)

*DNS U XA L7 FOEERF (137 —)
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B »—cxmvwncoons ygo LYy rizonT

H—EXBIVPN TODNS US AL LY RZDULT

DNS U %A L7 M#EBEAMIH9 5 Z & T, Cisco IOS XE Catalyst SD-WAN 5 /34 A, 7=V
VBT 2 —EORHEICESWGRIRE N, H2 BEIRNREEBEETARA N T —7 L%y
VaZMHLT, DNSOV = VIZHHETE 5 X 912720 £9, DNS U XA L7 NREETIE,
TNA XA THED DNS 7 —H X— R %A ETE £ 7, Cisco Catalyst SD-WAN ¥ 7 b7 =T %
MELTEBLLZET, T4 ANDNS 7 2V ZSET LN, D7 Y Zfinik F 7= 13 fE
KT 25 LIZE 5T, DNS R— L —_"—RED | D& ERNTE £ 7, CiscoI0S XE Catalyst
SD-WAN U U —2Z 17.81a3 VU U —AZI{LAHHNIE, DNS U XA L7 hOVAR— MNMINAT XA
VI h A E =3y T 7EA (DIA) "AENLTOATL,

TV = a VRBEALV—T 4 AR Y —I2 XK V| Cisco 10S XE Catalyst SD-WAN 7 /XA
AMT IV r—vary h77 4y 7 &P —EAVPNIZEFL, Y—EAVPNRLT 7Y Fr—
Tay N7 4wl EZETHIENHTAINTWDEIEE, DT /31 A L5 TDNS Ly
IT yTINFATSIN, TV r—2a =N ZEET DI OORANREY £9, L—F
WA HZ =y MIERINTWRWES, TO X N b 5= v U7 /3 AIZDNS 7
TV EEREFEL, TOTNRAANEDOT IV r— 3 OH—"—|ZHET L HEzRE L E
7

\}

GE)

AU B —F v MEGSNT=T A ANMBMCEIN =T — 2o X —IZH D3y hT—7 T
1T, RSN DNS 7 R A, H—E 2 VPN BEE STV A YA H 5 HIBREIC BRI 7=

P—N—ZfHLET,

Cisco I0S XE Catalyst SD-WAN 7 /3A A (XA X —F > MHOKRA U FE L THRETE 5720,
EBEDON—ZNA v H—Fy MIEBERELTCDNS VY 7 7 v T2 FI7+H2 b TEET,
DNS U X4 L7 FOREIL, — BT —4KRY) o—2 il L TRET D0, THFT—X
N7 7 4w 712 SLA BEER BT 25837 7V r—y a VBB —T 4 VTR Y v—%
BEHLTITY 2N TEET,

H—EXBIVPNTODNS ) 54 LY BT 5HIHFIE

eDNS U XA L7 FERMPELHR—FEE L VPN ORIDOHEA RSO EDTHDHBEE.
NAT BTSN TWARTHUE, DNS U XA L7 FESRIIZIF AN ERA,

NAT Z#fH L CDNS Y —_R—DIP 7 RLAZRETIHE. T—F RV —a2HLT
BEITHZLIITEERTA,

c 7T 7 A MEENDNS X v b EHEAKR S L DNS TR — S hvEHA,
o F—R—L A FU NSO DNS ERITHR—FENTHEHEA,

*DNS UK ALY MIIPVE T 7 4 w7 TOHBYR—KE, IPv6 8T 7 (v 7 Tix
A—FEhFEHA,
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H—EXBVPNTOONS U &1 Ly ~oms ]

+ User Datagram Protocol (UDP) %4 L7z DNS ERAV R — kS CT\WEJ, 72720,
Transmission Control Protocol (TCP) 725 DRIV AR — K I TWEH A,

H—EXAIVPN TODNS )54 LY FDERAS

|EMGDDNS YA LY b+

MEMFODNS UE A L7k (W FUAA) Tk, AAMRTRXTODNS ERkAEr—H LTy
UN—ZITHEEL, o= HNL Ty VN —HIDNS ERE T —H L =D =TT A X
DNSH—_—izU X4 L7~ (Zhid, H—E R VPN ZH LTV AEA IO LF] FHATRE)

L. DNS74#U—XEL L THIELET, ZOWROMEMAE LTIL, 7Y U ZITHIICHRE S
NPT RLRARET =X X—DT X —T T4 ADNSH—R_R—Z VXA L7 hT5HLN
IDORBHYET, ZOXIRMEHFITIE, TXTOLH—TY U ZITDNS r—n_—L72 %
=N —FDIPT RUVARFHFICEESNTWADTD, U EZnEOFTXTODNS E
RKEZRIETDHDNS 74U —F L LTHEREL 7,

12: \BEHDDNS ) ALY+

Enterprise
DNS

G
O

= All DNS Requests

EHAFEDNS UFALY K

FMHFEDNS Y HX A L7 b (FUAB) TIE, RARIBT 740 b TH—ERT 0/ F—
(SP) F/lF~vR—Y FH—E X Fr/ (¥ — (MSP) ®DNS Z{EiMH L %7, Cisco Catalyst
SD-WAN 7 F U r—> g AT U2 APy (SAIE) £73 W ARAZ LT 7Y ir—
v a v (*googlecom 72 &) AT 2H4 77 7Y r— a o O%E . DNS ZKIT Cisco
Catalyst SD-WAN A —/—L A Xy NV =7 2 L T Z—7 5 A X DNS ¥ —/3—(Z#3
EINET, MOT T DNS ERiE, SP £721X MSP DNS r— _—(ZkfF SN ET,
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H—EXBVPNTODNS Y FA4Ls + |
B v—cxavencoons yx1o LY hoE

A\

() CiscovManage U UV —A20.7.1 RGO Y U —ATiL, SAIEIZT 4 —7 37> h A VAT v 3
> (DPD) ELFRENTOET,

13: &HFEZDNS)FA LY +

Al other
DNS Requests

_example.com .
™ DNSRequest

H—EXBIVPN TODNS USA LY FDETFE

1. Cisco SD-WAN Manager A = =—7/>5, [Configuration] > [Policies] DJIEIZEIR L F 9,

2. [IARFLFTI a2 (CustomOptions) | Ky XU X RO [—mEEAARY >—
(Centralized Policy) ] A ==—56 [ N7 7 4 v 7 /R Y 2 — (Traffic Policy) | Z %R L

E I

3. (N7 7 4 v 27T —% (TrafficData) |27 Uy 27 LT, NT 74w I T—4KR)—%
1ERR L ¥ 9,

4, [RY T —DiBEM (AddPolicy) | Fr vy XU X Ehb, [#HRER (Create New) |
FERLET,

5. (4817 (Name) ] & [#i#] (Description) 112, T—X KU L —D4RTEHHEZ AN LE
ﬁ—o

6. [v—4 v AXAT (Sequence Type) |27 U7 LET,
[7—% KRV > —DBN (Add Data Policy) | # A 7 07 Ry 7 ANRFRINET,
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H—e2EVPNTOONS Y 54 LY toxE [

7. VBT DT =X RV —DHATH [TTVr— a7 747 74+—/b (Application
Firewall) ], [QoS]. [—EAF =— (Service Chaining) ]. [N 7 7 4 v/ =T =7
Y 2" (Traffic Engineering) ]. [# A% A (Custom) | M5OI L F9,

BIRLIEZAATOT—HR) —%EGTeR ) —2—7  ANEROSAL ABINE N
i ‘a—o

8. FUMTDHTHRRANLFINEL TNV Y v 7 LT, R o—v—r U AOL4HTEATILE
TO

AN LT24mnE, EROSA > EHFMONRA DOFFIZH D [V —7 2 AHX AT (Sequence
Type) 1 U A MZFERENET,

0. [SequenceRule] #7 U v 7 LEd, [vvF/T7 7 a (Match/Action) | XA T /Ry
AN &L T7A N Ty F (Match) | BEERS U TWET, MARRERARY
Ve FREIE, A a—Il - BERREINET,

10. [7m b=k (Protocol) ] KEy 74w U A PG [IPVA] AL, IPv4T KL A7 7
TVIEORRY —%BHLET,

11, 12U EOIYFRIFZRIRT DX, 74—V RE27 U v 7 L, @BICHE-> TIEZ %
FELET,

\}

GE) I RTORV =y =T RAF A T TETRTCOYy FEMEFEHTEDDITTEH Y A,

12. = FT57 =X T 747K LTEITTLHT 7 a vy E&RT DL, [T
v (Actions) | A==2—%27 U7 LET,

13. ~vF 95 774y 7% Fny74251I20% [Fry” (Dop) 1227V v 27 LET,
HERARRER AR Y o —T 7 v a VAN ERENET,

14, =~y FTDHET 74w EZFANDIZE, [ZITAN (Accept) 1227 Vv 7 LET,
HHRFRER R Y > —T 7 v a U INEICFERENET,

15. [7Z7 3 a (Actions) | A==—"TC, [DNS U XA L7 k (Redirect DNS) ] ZER L T
DNS U XA L2 FERELET,

16. [DNSDVU XA L2 bk (Redirect DNS) ] §fE7 4 — /A RIZIPF7 FLREZASIL, [V
F LT 7 arORTF (Save Match and Actions) %27 U v 27 LE7,

17. [T—H KRV > —DR1F (Save Data Policy) 127 U v LEd,

—EE&H Fig
BRL (TRTONNTy MIwy |y TFREEZRBBELRNTLIEIN,
F)
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B v—cxavencoons yx1o LY hoE

—HB&H F&
FIVr—2avI7TVr— |1 [vvF Mach) |FffEA=2—T, [TV r—va 77V r—var 773
varvI273IVYANMARE U U A (Applications/Application Family List) 1% 2 U » 7 L &7,
L7 TV lr—vay
2. FeyFZZO YA ENnG, 77U r—var7y IV 2BRLETS,
38 77U r—varl) A bERERTLICIE, ROFIHEZETLET,

L [BLWwTr U —g2U AN (NewApplicationList) (%7 U v 7 LET,
2. VA LMOARHTIEZATLET,

3. [77Us—ar (Application) 1227 Vv 7 LT, [HxOT 7V r— 3
YOV A RNEERLET, [T7 V7 —va 773U (Application Family) ]
7V w7 LT, EETLZT U r—varol A NEERLET,

4. [TV —a DR (Select Application) | Ku v 77X 7 U X ki,
MHINT 27 7V =2 ar¥i3 7 ) r—var 7y I 2BRRLET,

5 [Save]l] 7 U > 27 LET,

DNS7FUsr—vav )R b
(DNS Application List)

A7 VU w NDNS ZHNCTHIZIE, ROEHWT7F IV r—var A NEBMLE
j—o

1

[~v~>F (Match) | & A==2—T, [DNST U/ —1=a>U XL (DNS
Application List) 1 %7 U v 7 LE7,

2. Fay7ZHFo VRN, 77UV r—var 77 I #@RLET,
DNS TV = a X FEBMLT, ROLHICATY v FDNSERZMIE L £,
1. [vvTF (Match) |§&HA==2—"T, [DNS] %727 U7 LET,
2. FryZHur R RL, [UZT AN (Request) ] R LT, DNS 77V
r—3/2 @D DNS ER &2 L L E 5,
Destination Data Prefix 1. [vvF (Match) KA =2—"T, 587 —¥ 7L 7 1> 27 A (Destination Data
Prefix) ]2 Vv 27 LET,
2. WETVT 4y 7 ADY A NERET DT, [T—F TV T4y 7 A (Data
Prefix) ] R v 7 X0 URAMPH U A MEEIRLET,
3. HxDIEHT VT 4y 7 ALBAETHITIX, Bk PV T 4 w7 A (Destination:

IPPrefix) | 74—V RIZT VT 4 w7 AEANTTLET,
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H—e2EVPNTOONs U 54 Lo oz [

—E&H FIE

SEFEAR— b 1. [vvF (Match) |S&MHEA==2—7T, [58%E4A—F (DestinationPort) 1% 2 U v 7
LET,

2. [#SeAR— b (Destination Port) 1 7 4 —/L RiZAR— b FEZE AN LET, H—0
RN—rFG, R—=—rESZOY A GEERAR—ATRYLNALED) | £72iF
K= FZOHIHA QODEFSZN N NA 7 U [[]TRULNEZHD) ZHEELET,

[DSCP] 1. [~vTF (Match) |§&EA==2—T, [DSCP] %2V v 7 LE7,

2. [DSCP] 7 .t —/L FiZ, DSCP % 0~ 63 DEIETAS LET,

N7y bR (Packet Length) |1, [+ v F (Match) & A ==2—7T, [»37 v ;& (PacketLength) %27 U v 27 L

i‘j‘o
2. [»%%7 > bE (Packet Length) |1 7 4 —/L KiZ, X7 v hE% 0~ 65535 DfETA
HLET,
PLP 1. [vvF Match) |§&fEA=2—"T, [PLP] 227 VU v 27 LT, [37 v FMERKOHE

SJeNBNRL (Packet Loss Priority) | ##% & L £,

2. [PLP] Rey 7 XU A Mpb, K (Low) | £720% A (High) | Z&RL £
‘é—o

Protocol 1. [¥vF Match) [§&MEA=2—T, [72 h=)L (Protocol) %227V w27 LET,

2. [7'm b= (Protocol) 17 4 —/VRIZ, A F—Fy h7a halLiEs 0~
255 DT TAIILET,

Sour ce Data Prefix 1. [vvF (Match) |k A=2—T, (HMELT—F7 L7 v 2 A (Source Data
Prefix) 127 Vv 27 LET,

2. FEXTVT 4y 7 ADY A RNERET DT, (KEXT—F VLT 4 v T A
U A b (Source DataPrefixList) ] K2 v 7HAD U A NN T—Z T VLT (v
AU AR NE@ERLET,

3 HxDFEEILT VT 4 v 7 ALRET DI, [FEJL (Source) ] 7 4 —/L RIC
TV T 47 A AN LET,

EETAR—F 1. [vvF (Match) §&HFA=2—7T, [EEFExXA—bL (SourcePort) 1% 7 U v 7 L
£
2. [XfE5 (Source) 17 4 — /L FiZ, A—b+EZFEZANLET, H—DFR— FEF,

A= brEBEOY AN (AX—=ATRYILNES) | EIEA— MESOHPH
N7V [ TCREIBNTZ2 oD% F) ERELET,
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H—EXBVPNTODNS Y FA4Ls + |
B cuzsmLEY—CRBIVPNTODNS U 54 LY FORE

CUZFERALY—EXBIVPN TDDNS )5 4A LY +D
BY TE
ROFMEE, —mEFEUT —ZHY =2 AL TY ZA 17 b DNS ZHNCT D720l
FRRFONROR Y —arR—F o bERLTOET,

1 — o FREIRERY) S — R WAT A —N—L A Fy NT—27 4 FDU X NEERL
9,

vsmart (config) # policy
vSmart (config-policy)# lists site-list list-name
vSmart (config-lists-list-name)# site-id site-id

U R M, RERBEOTA FNIDEEDDHZENTEET, 1 FIDZLIZ1 DD steid
avy REEOET, T 2914 FIDOLAIE, F5a2AF vy a () TRE-T
FPHIEE CE £9, LEIILLU T, SHIEHA U A MEERLET,

2. VEALZ FDNSZHINCT BT TV r—ya 377V r—vary77300Y
AREERLET, T—F RV —D[vvTF (match) | BEZ > arTInbDY A b
ZRLET,

vSmart (config) # policy lists
vSmart (config-lists)# app-list list-name
vSmart (config-app-list)# app application-name | app-family family-name

3. UXA L7 FDNSKY —%iEHATSH VPN U A b E{ERLET,

vSmart (config) # policy lists
vSmart (config-lists)# vpn-list list-name
vSmart (config-lists)# vpn vpn-id
4, KOEIT, T—ERY —DA AL AEER L, ThE VPN O U A NZBEA
£,

vSmart (config) # policy data-policy policy-name
vSmart (config-data-policy)# vpn-list list-name

5 —SEOTYFIT I ar XTI —4F U AERD LI ITER LET,
vSmart (config-vpn-list)# sequence number
o FIT I a7, /NI NWESORTNBEEY . b— "B XT OWTInD
S~ F LTI EICER T T D= AKSOIEICE M ENE T, £-1E. v~ v FN
BOMBRWEEIE, T74V DT 73y Ob— M2ERT L, TOEEZIT AN
B) METEINET,

6. 77V r—2alVANMIEENDT IV r—2arEqZ 7 )V r—2ary77I00
DNS H— —fF R 5 U F 4, ligt-name D313%1Ci3. U R N4 EIEELE T,
vSmart (config-sequence) # match dns-app-list list-name

7. DX HIZ, DNSER (TU MU R T—X 8T 747 DEFE) FRIINE (1
Ny RF—=H2 NTT7 4w I DGE) AT~y FIT 7 arXT DV —r A%
RELET,
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F—E2 VPN TODNS U 54 Lo roiR [

vSmart (config-sequence) # match dns (request | response)

8. T7A/NINTIL, RUL—HEHAEND VPN THE SN DNS —_—n, 77 »r—

T a O DNS )V 7Ty T O

WA S E T, DNS EsRiE, REED DNS r—s3—|Z

EETEET, (—E2ARXy NT—I0E60) TUMNDU VRN 70w ZIZHBAEN

HF— AR =S

IZ. DNSH—R_R—D P 7 L AZHELET,

vSmart (config-sequence) # action accept redirect-dns ip-address

(R FNVIIED) AR RN T 7 4 w7 A IND T =4 R ) =K M0%E
1. DNSJSENY—E A VPNIZIELLKEEEEIND LI, ROT 7 v aradEd,

vSmart (config-sequence) # action accept redirect-dns host

9. Cisco Catalyst SD-WAN A —/"—L A Ry hT—ZND 1 DL EDOYA MR Y >—%iEH

L/i—a—o

vSmart (config) # apply-policy site-list Iist-name
data-policy policy-name

(all | from-service)

H—EX{AIVPN TODNS YA A LY FDFEER

LIFiX, DNS U ¥ A L7 bix

5O NEITT,

vSmart# show sdwan policy from-vsmart
from-vsmart data-policy vpnl dns-redirect-prefer-lte

direction from-service
vpn-list vpnl
sequence 1

match
source-ip 10.0.0.0/0
dns request

action accept

count gdns2 -396115821
redirect-dns 10.255.255.254

default-action accept

from-vsmart lists vpn-list vpnl

vpn 1

DNS US4 LY FDETE

B|EMHDNS USALY b

PLFIE. EELEDNS U XA Lo b

B

policy
data-policy rdns
vpn-list vpnlO
sequence 10
match
source-ip 0.0.0.0/0

TE DRERR T 1% % 7159 show sdwan policy from-vsmart =2~ > K 7)»

AETRTODNSERN~ v F LE
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B ovsusaLs romEn

dns request
|
action
redirect-dns 209.165.200.225
|
default-action accept
|
|
!
apply-policy
site-list siteA
data-policy rdns from-service

EHMFEDNS U AALY K
LIFIE, &ffF& DNS U XA L2 FOREFITHY . Zo0HE, 77V r—va VX%
FEM L CTRD X 5 IR DNS RPN ER SN E T,
policy
data-policy rdns

vpn-list vpnlO
sequence 10

match
source-ip 10.0.0.0/8
dns request

dns-app-list YouTube
|
action
redirect-dns 209.165.200.225
|
default-action accept
|
|
!
apply-policy
site-list siteA
data-policy rdns from-service
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T4 EOAARKRYY —&E QSR & —

)

GE)  fliF b —EBMEEFEBTH7-DIT, Cisco SD-WAN YV U =—3 3 | Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,

R 19 BEEDBE

HRES 1)) —RIEHR Bl

7 7 4/ h® AAR | Cisco I0S XE Catalyst | = OF§FEIZ L V| Cisco I0S XE Catalyst SD-WAN
AU =& QoSH|SD-WAN U U =2 | FANAADF 74V bOT 7Y r—3 a3 Bl

U S — DR 17.7.1a N—F 47 (AAR) . F—%# . ¥ L0 Quality of
Cisco vManage U U — |Service (QoS) U v —Z&hRMICHIETE £
Z20.7.1 ZOMEEIX., Ry NU—2 TV = arDr

TR ABEME, NARE, BIOREOMDNT A —
ZEGHEL, TNOOREE VT T 4 v IR v—
ELTHEHHT OO MAR Y —27 7 n—2igft
L9,

T 74N EDAARFY 2 —L QoS AR Y »—IZ 2T (140 ~<—)
774V FD AAR KR Y 2—& QoS RV U —DHIHESM: (141 =—)

« T 74/ FD AAR KR Y —& QoS R Y v —IZkIT HHIKEE (141 ~<—)
T 74/ EDAARKY 2 —& QoS AR Y U —IZHIE L72T /N4 A (142 _—)
e T 74V EDAAR K Y —& QoS R Y —DfE M (142 <—)
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TIAILEDOARKY S—& QS HY — |
B 7o+ roaREY S —& QoS Y L—I1zD0T

* Cisco SD-WAN Manager Zfi [l L7277 #/L b ® AAR 8 LT QoS RV v —Di%E (142
)
T 74NV EDAARKY —& QoS AKRY v —DFE=F— (147 X—)

T4 EDAARAKRY —&E QSKY S—[2DNT

F v hT—=ZHNDF A AZH L, AARRY >—, F—FRY T — BLOQoSHKY v —%
ERL TR &, BHDZIENILSDHVET, TNHORV—F, VT 747 DL—T 4
T BB BT, IEONR T < U ARFERLET, ZNHDORY —E2 BT
HZHAF, TV =y a v OE VR ABEMICESW TRy NUY—F T T 4 v 7 BAERKT
277V =y a AL ERBIL, EVRABET 7Y — g STEVE IR A 52 D &
FELWNEET,

Cisco SD-WAN Manager (£, > hT—27NOT A AZHHT D AARKY v—, T—XKY
U—, BERQSHI v—DF 74 by NEERTHBOY—27 7a—%3hR L ET,
ZOU—r77u—"TlEL, 10002822577V r—aroty BRRRII, £i6IE Cisco
10S XE Catalyst SD-WAN 7 /3A AHAIAENT=T TSV r—a VR#B7 7 /v —Th b
Network-Based Application Recognition (NBAR) (Z X > TilkilSin s Lo lZeoTWES, 77
Vor—yaid, V—27u0—%2EL T, ROIOOETRARED T I OWFhinic s
=TS nET,

o [E VR ABJE (Business-relevant) ]: Webex Y 7 hU =772 Y HIEEEIZ L > TEEIC
MmO oRb o,

s [E VR AEEBE (Business-irrelevant) ]: 7 — LAY 7 by =Tl FEEHIZL o> THE
HTIHRIZTHbD,

[T 74/ K (Default) ]: FHEEE L OBEMEIZ OV TOHIBIZZR L,

TV r—vavid, V=27 7r—%@BU T, FEURAEELDTIVRNOT SV r—a v
AN (Fu—FRXx A NET A, VT AT 4 T7EE,. WIPT L7 4 =—7 L) 27—
FrEanEJ,

COGBICEL R, V2 7e—%FALT, &7V =g O TR ABEMEIZ O
THAERLEZLDEZITANDZ YL, ¥EDOT 7V r—y a VOFEITE Y ABE D
BT AUNSHDOAT IAVICBE L CTHAZ~A RATHILEHTEET, 2 xE, T 741
FClE, V=2 70—k oTHEDT 7 r—ya VN E VR AERE - FHEEE SNz
ELTChH, ZOT7 7V r—va U PRALOFEEEZICL > TEHELRGAIL, BEVRAELE L
THSHETE £,

EURALORRENE, RARE, BIXOY—ER LK (SLA) 73V 2RETHD
OFEX, ZOV—r 7e—0FTIEEZBE->THALET,

U—J 7u—%55 735, Cisco SD-WAN Manager |2 X > CTRDOT 7 /v bk v B34 S
nEJ,

« AAR RY ¥—

*QoSAHY —
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| 7241 bDARRKY S—& QoSHKRY & —
FIAN RO MRAEY o—& s Ky o—nFA [

T HRY —

INHEORY =3 —mEFHRRY) =T Xy TFTHE TTIAN IR =L LT, X
k7 —2Z PN® Cisco 10S XE Catalyst SD-WAN 7 /XA R |2 T& £,

NBAR (2B ¥ 2 EKIFH

NBAR %, Cisco I0S XE Catalyst SD-WAN 7 /34 A2 |Z&FENLT 7V /7**“/5 VT AT
7/ aY—"T7F, NBARIZ, 70 ha v bMEns7 7 ) r—ra v OER &R LT,
NS Vi PSS fﬁbiff A At Jbéféﬁ'fﬂ)@loi S S
AEEJEMETT, ZOBEMEOEICIE, [k ARH# (Business-relevant) ], [EY 1 A HERGH
(Business-irrelevant) ], 3L O [7“\7 v & (Default) 1 3HVET, 77V r—3 V’Eﬁ%ﬁ”
TLDOTa barERETLHEE. AL, TV v a VR EEE I
TEHEELRVZINEIDEHEL, EVRABEEOEELT 7Y r—a iz Jwéfi#
T 74V h®D AAR B XN QoS A VU v —H¥HEIX. NBAR (2L » TRt s &0 ABE D5y
BHEEHLET,

TIHILEDAARKRY —& QSR —DF S
cHARIEDOE D M TCTEEHBIOI A~ A A LET,
c BV R EOEMIZESNTT U —3 g OEERIEN AT 2TV ET,

FTI24#ILEDOAARKR!) o —& QoS 7R o —DRIRE L

BT BT Y r— g T E DD D,
o T T 4 v T ITERNEN AT D SLA = —F 7 L QoS v —% v FIZ BT B ik,

FIA4IL FOARRKY & —& QS KY S—IZxF BHIH
RIH

BV ABEDOT S r—a L IN—T I AZ A RTEEE. FDTI—T 0B
DEITa NI _RCOT TV r—a v EBEdT 52 L3 TEFErA, BV AEHETY
a7 TN r—aryI—"10%, b Eb1o0T ) r—2a UIRKET
9,

« T T7F/NEFDAARKY o —BIQoSAKY »—, IPv6 7 KL v 7 &Y R—KFLT
WEH A,
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FIALEDOAARKY S—& QS KU — |
B 7o+ ronmKy o —E s Ky o—Istis LE=F/54 %

T 74 IV EDAARIKRY —& QSR I—[ZHIE L= T
INA R

s Cisco 1000 >V — XY —EZAHEEA /L — & (ISR1100-4G 35 L OV ISR1100-6G)
* Cisco 4000 ¥ U — X —E XA — 4% (ISR44xx)

+ Cisco Catalyst 8000V Edge ~ 7 7 =7

» Cisco Catalyst 8300 >V —RX v 77 v N 74—

» Cisco Catalyst 8500 >V —RX v 7T v N 74—

e Cisco C1100 U — X H— B R AR L — &

T4 @D AAR KR —& QS 7R —0{FE A1

Cisco Catalyst SD-WAN v N —27 ZFREL, Ry NI =7 NOFTXTDT /A AT AAR B
FO'QoS RV v—#HHT 25 EIE. ZOMREEZERT LT, ZNHORY —F Rl
(AR L CRBATE £,

Cisco SD-WANManager Z{ERA L 7=7T 7+ /)L FDAARE &£
> o] E I-.-I
U QS R O—DEERTE
Cisco SD-WAN Manager Z I L CF 7 4 /L D AAR, T—4% ., BLUNQoS RV v —%&ET
HI2iE. WOFNEEZFATLET,
1.  Cisco SD-WAN Manager A == —7>6, [Configuration] > [Policies] DJIEIZIEIN L F 5,
2. [T7#/FDAAREQoSEIEM (Add Default AAR & QoS) 1% 27 U w27 LET,
[7'r'ADOEE (Process Overview) ] <X— U NERINET,
3. [Next] 227 VUwvZr7 LZET,

CRINNFITFE S < HELEEEE  (Recommended Settings based on your selection) ] ~X— U3
RENET,

4. Py NU—T OFEZIESNT, [B V% ABD# (Business Relevant) ], [7 7 4 /L b
(Default) ]. [E Y% AFERE (Business Irrelevant) ] D47 /L — 77 7V 7r— =
CEBELET,
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\}

Cisco SD-WAN Manager Z{Ef L7774 JL D AAR & U QoS R L —DEEE .

G¥)

10.

TN = arONHE R ABE, EURAIERE, FET T4V MELTHAF T
A RXTLHERNL. a7 7V r—2arzbd T IUNLROAT I VICBENTLIZ L
MTEERA, HDHHTIAYNSHOIT AV N—T 2R E2BET5Z LT TEERA,

[Next) 227 U v 27 LET,

[NADFKE (A7 =z ) (Path Preferences (optional)) | X—Y T, &£ hTF7 7 4 v 77
TADBEBIVEBENYITY TN T AR— R ZBIRLET,

[Next) 227 U v 27 LET,

(77U =R =P —EZXL~LT7 7 —RX 2 (SLA) 7 7 % (AppRoutePolicy
Service Level Agreement (SLA) Class) | X— YV NERINET,

ZONR=VIE, BT T 47 7T AD[HEE (Loss) ]. [ELZE (Latency) ]. BI O
[V v #— (itter) EDOT 74/ MRENERINET, BEIIJELT, HEFT 71>
777 AD A% (Loss) . B (Latency) ]. BLU[Y v ¥ — (Jitter) [flizxh A%
~ARXLET,

[Next) 227 U v 27 LET,

[ H—TTA R TANLY—ERAT AN, H—0 T A~D~ v 7 (Enterprise
to Service Provider Class Mapping) | ~X— YRR ARINFET,

1. IFEIERF2—OHIIEEZ DA X <A AT DHHEZESNT, =R T
B—0 FTADFT v a rEBRLET, QoSF a—Difiic oV, 77 4s—
SIVYRMILEFXFA—ADIVEUY ] OEEZZBRBLTIEE W,

2. MEIZIGL T, X a—0HERIEOR—t o T —0lEE I A <A X LET,

[Next] #27 UV v 7 LET,

[T74N MR =TTV r—2a UANDT VT 47 ZADEFE (Define prefixes
for the default policies and applications lists) | ~— U NRRIIVET,

FERY —=IZONWT, T4 v 7 24 LFHHEATILET,
[Next] 27 U v 7 LET,
[Summary] X— Y NFERENET, ZON—ITIE, FREDFMEF R TEET,

fitE (Edit) 1227 Vw27 LT, V—/ 70 —DHICRRENTA T a v ERETE
F9, [fRE [EBdit) 127V v r35E, BEN—JICED £7°,

(R 227 Y v 7 LET,

Cisco SD-WAN Manager [Z, AAR, 7—%, BLU QoS KV v —%Ek L, 7 r&An
FET LI EERLET,

WOETIZ, V=0 T7u0—DAT v TERET 7 aré, FNEFNOHRIZOWNTEHR
E)q Li‘g‘o
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B cisco SD-WAN Manager %/ L1=7 74 )L -0 AAR &5 & U QoS K 1) & —DEE

R2W0:7—70-DRATYTEHDR

D—4570—RFv T EEAZTHLDIEIRDELSY TT
BRI IS < HEtEa AAR LT —HZ R v—
INADERE (A7 av) AAR R 2 —

T N— KR —H—E R LY TS |AARRY I —
Y—RA2 k (SLA) 7T A :

Ei=US
. JR4E

* Jitter

TR =T TA AN — AT, =T | T—=HEBL PN QoS R v—
FA~NDY T

FIFNEIRY =TTV r—a D7 L |AAR, T—4, QoSH U —, #5iks
T4 v I ADER FA, TTVr—va AR, SLA
7 7 AY A b

11, RV —%FRT 5120, (fERRL7ZARY > —0DFEKR (View Your Created Policy) | % 7
Vw27 LET,

N

(B Fy hIT—=ZHNOTF A RZT 74/ FDOAARB LR QoS K Y v —%i@EM T 5I21E. AARB
JOTF =R =% MERY A NI RANMNIT X vTF 925 mEBHEURY — 2B L ET,
QoS 7~ U v —% Cisco I0S XE Catalyst SD-WAN 7 /3o A Z#HT A I121F, T3 AT T L—
MefEALCa—"T A4 ARFRY o —IZ@HALET,

FIVr—o 3 R MDF2a—~ADIVELS

KDY AR, HEYV—ERX oM F— 5732 FFvay, £FFvaroFra—, BIW
EXa2—llEENLT TV r—vary VA NERLET, 7V r—va VA MNIE, 20
T—27 7a—0 [/XAOEE (Path Preferences) | X— VIZHRRINDLRINHT HET,

4QoS 7 T A
« B
o f U H—F v M U—7 i
eVoIP 7 L 7 4 =—
e Ivvary 7 IUTr 4N

77— R¥y AT
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CINVTF AT 4 T ik

CVTNEADALBTIT AT

VNV FRAT 4T A=
cEVRRAT—H

I TF VT

A A I

Xy hU— 7 EH

LT F—H

T 7 F /L K
e XA fhx 74—

« AH RV —

5QoS 7 7 A
« B
A U F—Fy FU— 7 il
«VoIP 7 L 7 4 =—
cIvvar T4 Hhn
7 H— Xy A IETA
s NTF AT 4 T EHE
CITNEALALETIT 4T
CRNFRAT 4T AR =T
cEVRART—H
S TFV T
s hTH I ary T—H
« Xy hU—7EH
s NIV T —H
. —fiRT—%

« AN RV —

« 77 3Lk
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FIALEDOAARKY S—& QS KU — |
B cisco SD-WAN Manager %/ L1=7 74 )L -0 AAR &5 & U QoS K 1) & —DEE

e XA fhx 74—

6 QoS 7 T A
« B
e A=y MU — 7 I
*VoIP 7T L7 4 =—
« BT A
e 7 H— KXy XA NETH
CINANTF AT T
CUVTNEALNA BT IT 4T
* [Mission Critical]
e INFRAF AT A=
s BEVXRRAT—X
I FI T
s hTUYIvar T4
e X NU—JEH
. /\\/1/7 ?‘*"57
« — KT —#
« ARV —
« T 7 /L b

e XA b7 p— pY

8QoS 7 7 A
T
*VoIP 7 V7 =—
* Net-ctrl-mgmt
A U F—Fy FU— 7 il
cAUHETIT 4T BT A

VT AT T
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FIAL O AMREY S—& s Ky L—nE=5— [

CDTNHAADLA VBT IT 4T
PARY =2 EF T

e 77— RXy X MET A

cINFRAF 4T AN =T
s a— )L T FY T

I TFV T
« HERT—H

s T UV I gL T—H

e Xy hU— U EH

N)VY T —H
C AR T ¥ —

c ARV x—

T 7 FIN b

e XA fhx 74— N

FIAILEDAARKR) —E QSR —DEZL—

T2+ EARRY—DE=RY Y
1. Cisco SD-WAN Manager * = =—7/>5, [Configuration] > [Policies] DNEIZ®IR L F 7,
2. [BWAHX LA T 3 (CustomOptions) | %7 Vv LET,

3. [—EHEARY > — (Centralized Policy) 1225 [F7 7 ¢ w7 7R U 3— (Traffic Policy) ]
ZERLET,

4. [TV r—va URiAI N —T 1 7 (Application Aware Routing) 1 %27 U v 27 LE7,
AAR KU =D U A MPRFEREINET,

5 [F7 74 v 275 —% (TrafficData) |27 Vw7 LE7,
NF7T7 47T =R —DUANBFRREINET,

QSR —DE=ZY YT
1. Cisco SD-WAN Manager A = =—7/>5, [Configuration] > [Policies] DNEIZEIR L F 5,
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B 7o rrommEkys—rasKys—nE=s—

2. [BWAX LA T 3 (CustomOptions) | %7 Vv LET,

3. [g—H T A XBIKRY 2 — (Localized Policy) ]2 [#i51%57 7 A/QoS (Forwarding Class/QoS
from Localized Policy) ] #i#R L £ 7,

4. [QoS~¥v~ (QoSMap) [#7V v/ LET,
QoS KV v —D U A PBERSNET,

N

GE) QoS KV v—%HERT DX, [QoSHU —DfER] 2L T EEW,

. Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/ios-xe-17/qos-book-xe/forwarding-qos.html#id_121696

.8,
FINA AT OEARY o —

)

GE)  fliF b —EBMEEFEBTH7-DIT, Cisco SD-WAN YV U =—3 3 | Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,

R 21 HEEDBE

HRES 1)) —RIEHR BLL]

SNMP 3 L OV SSH o | Cisco I0S XE Catalyst | = uid, hT7 74 v I WA X —T = A A%i@
FNA AT 72 AR |SD-WAN U U —R 542102l T HEDH D — V&R
JL— 17.2.1r HHERE T, BIENT T4 v I OL—NLHER
L7ea. TONL—ABO EDRY — 51
BN T 7 4 v 7 &£, Cisco I0S
XE Catalyst SD-WAN 7 /3 2 Oz fhra—/L
L—d, —#HORGEILNALOr— Y —E
A (SSHX°SNMP 72 &) OF—X N7 4 w7
EOE L4, d—— LA FET DI,
=T 4 TR BETT,

c TNAAT 7 BARY —OE (150 <X—)

» Cisco SD-WAN Manager #fEH L7273 27 7B AR Y =0 E (150 ~<—)
cCLIZHHLETF AL RAT 7 AR —DE (153 _—)

« ACL & Do 2o (153 ~<—)

¢ SNMP Y —_"— {2595 ACL R Y > —DfifEzd (154 _—2)
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B = zx70ezxkys—oms

« SSH (25115 ACL iR U o —DfeaR (156 ~2—3)

TINART AR O—DHE

Cisco I0S XE SD-WAN U U — 2 17.2.1r A& TiX, 7T Cisco 10S XE Catalyst SD-WAN 7
NAATTNART 78 ARY —%FET % K 91T Cisco SD-WAN Manager +—F—A >~
=T oA APPLRINTWVET,

Cisco 10S XE Catalyst SD-WAN 7 /34 A D b —/L 7 L— 0%, —#HOEEFETITNH DR —
AP —EA (SSHRSNMP 72 &) OF—X¥ v F7 7 4 v 7 &M LET, BEOHD N7
T4y I EERET LD, TANEEEHALTCT AL AT 78R NTT7 4735 CPU ZR
LD ENEETY,

TI7RARI—TIX, NI T4 I BA L H—T oA AZBWT DD THEOH D
N—NHEFRLET, BEENT T4 v I ON—NEER LA, FOL—LABMEOEDRY
X0 BEICN T Ty ZICHEHENET, V=T Y R T AT UL E—RBLO
TUART VY N T 7 AT U4 — )V E—RT, TZ7AR) V—%FEHALTIP T 7 4 7
EHIEICEET, 77 BAL—ATEH, HSND 7 m har, EHETBLIUREDOIP 7 R
VAEERy NUV—7 BIOMEEC2—V—BI V02—V N—TIZESW T T T 1 v
IR EIITHEETINET, A ¥ —T =2 ATOEERFE/N > M, f5E LIRS
WTHREETII R y T OMERH D0 E I 0T T A 7-0lzofr&inEd, BEFT
TA I DT I EAN—=NVEER LGS, Ty MIA U F—T A4 ANLHDENIOHT S
NET, 778ARY —FEFTHEAINET, 2D, TAL R F, = ENT Y N E
T oLEx, 7I7HARY —U A MO END FITRBEITV, BN —FK LI2L— ikt
THRY U —Z@EALET, TNLUBEOL—VIE, (BIIOL—LED —EERFHSTH) T
NRTHEEINET, LEN->T, BHEDIL—LARNRAF Yy FENRNE T DI, Z0—
NEPRAEOEB W L—L I 6 EICRET 2 HLERH D £77,

- — W [e]
Cisco SD-WAN Manager A L =T /\A A7 UV AR)
=L
v—DKTE
Cisco I0S XE Catalyst SD-WAN 7 /34 A [X, 22> ha—/L 7 L—Z[AF B/ SNMP B LW
SSH b7 7 4 v 7 BB B0 DT NA AT 7B AR) —REEZYVR— ML THET,

Cisco SD-WAN Manager ZfEH LT, T/ AT 7B AR Y —IZESNTHIEAR— N 2R E
Li‘#o

\}

(3¥£)  Cisco SD-WAN Manager @ [*Y—JL (Tools) ]>[SSHA—=FJL (SSH Terminal) ] 2257 /3o
A~DEEG AT HITIE, TINAATHYEXTORILAESSH E LT, EFEXTT—42TL
T4 99 A% 192.168.1.5/32 & LT%IFANDL—/LEMER L £,

0= T A REINTZT NA AT 7/ AHAIR Y > — %3 ET HITIE, Cisco SD-WAN Manager
DAY —HER Y 4 F— Fe L £,
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Cisco SD-WAN Manager & L=T/\1 X7V £ AR O —DHE .

BT DR EDRY > —IUSE U T, BED I v R—% > bERITTRITOa v R—F > b &t

FRLET, av R = FaAXy 75100, K~ (Next) |[R¥ %227V v 7 LET, =

VIR MIREDITIE, EE FEICHD [RD (Back) |RF &2 7Y v 7 LET,

FRA AT 7B AR O —DORE

1. Cisco SD-WAN Manager A == —7>6, [Configuration] > [Policies] DJIEIZEIN L F 5,

2. [@—H T A ABAKRY 2 — (Localized Policy) (%27 Vw7 L, [BAXLE T ar

(Custom Options) | K v 7 X d[v—Hh T A ABAK Y — (Localized Policy) ] T

[7 7 & Al ) A ;b (Access Control Lists) ] # 3N L F 9,

3. [TRAATIZER®ARY —DiBEN (Add Device Access Policy) ] Ku v 7# U & K
N, [IPVAT A AT 72 AR Y 2 —0i8 (Add IPv4 Device Access Policy) | &£ 721

[IPV6T /NA AT 7 & ARV 2 —@;B1 (Add IPv6 Device Access Policy) ] 47+ a v %
BIRLTT A RAZBIMLET,

() Cisco IOS XE Catalyst SD-WAN U U — 2 17.9.1a 33 X U Cisco vManage Y U — % 20.9.1 L& TR

Vo= = A%EAET, 7740 8T 7 ard [ZF AR (Accept) | 72T [Fe v
7 (Drop) 1 D& T IPv4 £7-12IPV6 DT A AT 7 ¥ AR =2 RETHHE. T/ A
T 7 EARY > —ILSSH & SNMP #RZER LET, T 74V T 7 v a OBz L,
RY ==l A EMHETICT NS AT 72 ARY —%&EK L C, SSH & SNMP D i

F DT A AFRTE E 7213 Cisco SD-WAN Manager ¢ EZER TZ 5L 512720 £ L7z,

SNMP Y — _—#E 2B L2 WS, T AT 78 AR Y o —IC ko THERL &7z SNMP

R S EEA,

Cisco I0S XE Catalyst SD-WAN U U —2Z 17.9.1a 35 & U Cisco vManage Y U —% 20.9.1 L D R T
F. F7ANRNT 7 a v D[ZIF AR (Accept) 1E72IZ[FH v (Drop) 1OAZHEML,
R == U AT TICT AL AT 78 ARY =% RET 258, T AT 7k

AR 13T A AFRTE F 7213 Cisco SD-WAN Manager i E & 1Bk L FHA TLTZ,

4. Ry ZHZ ) ARG [IPVAT A AT 78 AR 2 —0E0 (Add IPv4 Device
Access Policy) ] %3 L C, [IPv4 ACLAK U > — (IPv4 ACLPolicy) | ZEBML E£3, [T
NA AIPv4 ACL7R U > — itk (EditDevice IPv4 ACL Policy) ] S— U NERINET,

5 HLWKRU—DARTEHBAZ AN LET,

6. [ACL>—7% > A®DiE/ (Add ACL Sequence) | %27 Vv 27 LT, ¥~V AZBMLE
T, [T/ AT 7 Al Y A b (Device Access Control List) [_X— U NHRRINFET,

7. [Sequence Rule] %7 V v 7 LET, [vvTF Match) | & [T 7 >3 (Actions) 147
TaUNFRRINET,

8. [>T (Match) ]2 V27 L, ACLRY U —DRDOFMEBRINL TRELET,
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B cisco SD-WAN Manager 2R L 1= 754 27 9 £ 2K Y L — DR E

—B&H Bl

TINARTOERAT | Fuy Xy A M bXxy U TH#RIRLET, 77 & 213,
A taJL (Device |SNMP. SSH 7 &G,
Access Protocol)

(78)

BEXTT—2TL |REELIPT RLRAZANLET, 72& 213, 10.0.0.0/12 T,
T4 X (Source

Data Prefix)

EETR—F PETLR—FDY A NEANLET, EOHPFHIL0 ~ 65535 T
j—o

Destination Data 59 IP 7 KL AZ AN LET, 72& 21E, 10.0.0.0/12 TT,

Prefix

VPN VPNID # AJJ LE$, #iPHIE 0 ~ 65536 TI,

9. [7Zv=ar (Actions) %27V vZ7 L, ACLAKRY v —DROFEMEFHELET,

Ve EWVE I HL:l
hHooia4 Z TR BB EANTILET, KK
T20 XF T,

HIB%x (Drop)

N LEE, Moo 7 danyw sk AN LET, B
KC 20 LFTT,

10. [wvTFE&T 7 v arOR%GE (Save Match And Actions) %7 U w27 LT, ACLKRY v—
DT XRTOFRMEERFELET,

1. [TAA AT 7 'AGEIY A2 RHRY > —0DOFR{F (Save Device Access Control List Policy) ]
7 Uy 7 LT, BRLIE~YyTFREET 7 a VITHEALET,

12. —FT5%7 v bRRWEES., WOl —h R v— —F A )b—Ll ) £
T, EOXAL DT 74/ 8T 7 a s (Default Action) | Tk, X7 v & Fr v
FLET,

Y

GE)  IPv6 7'V 7 4 » 7 A—FX, Cisco I0S XE Catalyst SD-WAN 7 /34 A TiEHhHR— F I TWE
Fhe TNHDTNAATIPV6 LT 4 v 7 A—FEZRELLD L35 &. Cisco SD-WAN
Manager (37 /31 AR EDAERITKE L E7,
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Configuration:

ip access-list standard snmp-acl
1 permit 10.0.1.12 255.255.255.0

11 deny any
|

snmp-server community private view v2 ro snmp-acl

ip access-list extended ssh-acl

1 permit tcp host 10.0.1.12 any eq 22
11 deny tcp any any eq 22

|

line vty 0 4

access-class ssh-acl in vrf-also
|

\)

GE)  IPv6 7'V 7 4 v 7 A—EX, CiscolOS XE Catalyst SD-WAN 7 /XA A TIIPR— I T E
TA,

ACLffET &A™V 232 DB

YANG Zifi L CACL#EFE D T o X ERET HIIE. WOFNEEFITLET,

Yang file: Cisco-IOS-XE-acl-oper.yang

grouping ace-oper-data {
description
"ACE operational data";
leaf match-counter {
type yang:counter64;
description
"Number of matches for an access list entry";

}
YANG T /VEMEA LR EDOH -

Router# show access-lists access-list ACL-1

ACCESS
CONTROL
LIST RULE MATCH
NAME NAME COUNTER
ACL-1 1 0
2 0
Router# show access-lists access-list ACL-1 | display xml

<config xmlns="http://tail-f.com/ns/config/1.0">

<access-lists xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-acl-oper">
<access-list>

<access-control-list-name>ACL-1</access-control-list-name>
<access-list-entries>
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<access-list-entry>
<rule-name>1</rule—-name>
<access-list-entries-oper-data>
<match-counter>0</match-counter>
</access-list-entries-oper-data>
</access-list-entry>
<access-list-entry>
<rule-name>2</rule—-name>
<access-list-entries-oper-data>
<match-counter>0</match-counter>
</access-list-entries-oper-data>
</access-list-entry>
</access-list-entries>
</access-list>
</access-lists>
</config>
Router#

CLI Z#ffH L CACL #it & H U 2 Ford HI100E, ROX I a~vr RefLET,
show ip access-list [access-list-number | access-list-name]

CLI ZfEH L 7=#cit o /141

show ip access-list [access-list-number | access-list-name]

Router# show ip access-list ACL-1

Extended IP access list ACL-1

10 permit ip host 10.1.1.1 any (3 matches) 30
30 permit ip host 10.2.2.2 any (27 matches)

To clear counters in ACL stats:

clear ip access-list counters {access-list-number | access-list-name}

SNMP H—/\—[Zxt9 % ACL 7R 1) > — DR

Cisco 10S XE Catalyst SD-WAN U U —2Z 17.2.1r U U — A LI, Cisco IOS XE Catalyst SD-WAN
TS, A TIESNMP == |2t T 5T N, AT 78 AR —HREE AR — L TWET,
SNMP D54 SNMP #ERET > 7' L — R D3RR E S TUVRUNE Z (T, Cisco SD-WAN Manager
DHERE LT, TXAATT U T — IRy vadidbDa7ay 7 LET,

N

GE)  SNMP OG5, 5867 —4% 7 L7 ¢ » 7 AU A b Cisco I0S XE Catalyst SD-WAN 7 /31 A |Z
WHINEEA, TXAAOSNMPREZHHALCZoOr—h T4 XATRY) —%HA LT
b, AT —F T VT 4y 7 ATEHINET,

Configuration:

snmp-server community private view v2 ro snmp-acl

snmp-server community =~ > K@ YANG E7 /b, LLFiX, YANG 7 /L0 ACL &% &l & 7~
L7=bDTT,
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container community {
description
"Configure a SNMP v2c Community string and access privs";
tailf:cli-compact-syntax;
tailf:cli-sequence-commands;
leaf community-string {
tailf:cli-drop-node-name;
type string;
}
container access {
tailf:cli-drop-node-name;
tailf:cli-flatten-container;
leaf standard-acl {
tailf:cli-drop-node-name;
tailf:cli-full-command;
type uint32 {
range "1..99";

}
leaf expanded-acl {
tailf:cli-drop-node-name;
tailf:cli-full-command;
type uint32 {
range "1300..1999";

}
leaf acl-name {
tailf:cli-drop-node-name;
tailf:cli-full-command;
type string;
}
leaf ipv6 {
description
"Specify IPv6 Named Access-List";
tailf:cli-full-command;
type string;
}
leaf ro {
description
"Read-only access with this community string";
type empty;
}
leaf rw {
description
"Read-write access with this community string";
type empty;

}
PUFIZ, snmp-server ACL X EDH > FNT A bu &R LIZHDTT,

Device# sh sdwan ver
16.12.1

Device# config-t

admin connected from 127.0.0.1 using console on the device
Device (config) # snmp-server community TEST 1 RO 80

Device (config) # end

Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Commit complete.

Device#
*Mar 13 21:17:19.377: %SYS-5-CONFIG P: Configured programmatically by process
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session_id for dmi vty 100001 from console as NETCONF on vty31266
*Mar 13 21:17:19.377: $DMI-5-CONFIG I: R0O/0: nesd: Configured from NETCONF/RESTCONF by
admin, transaction-id 518

Device#
Device# sh sdwan run | 1 snmp
snmp-server community TEST 1 RO 80

Device# sh sdwan run | 1 snmp
snmp-server community TEST 1 RO 80
Device#

admin connected from 127.0.0.1 using console on the device
Device (config) # snmp-server community TEST V6 ipv6 acl-name-1
Device (config)# end

Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Commit complete.

Device#

*Mar 13 21:18:10.040: %SYS-5-CONFIG P: Configured programmatically by process
session_id for dmi vty 100001 from console as NETCONF on vty31266

*Mar 13 21:18:10.041: $DMI-5-CONFIG I: R0O/0: nesd: Configured from NETCONF/RESTCONF by
admin, transaction-id 535

Device#

Device# sh sdwan run | 1 snmp

snmp-server community TEST 1 RO 80

snmp-server community TEST V6 ipvé acl-name-1
Device#

Device# sh run | i snmp

snmp-server community TEST 1 RO 80

snmp-server community TEST V6 RO ipv6 acl-name-1
Device#

SSH (x93 % ACLKR1) o — DR

Cisco 10S XE Catalyst SD-WAN U U —2 17.2.1r U U — A LI, Cisco IOS XE Catalyst SD-WAN
T XTI T LV Z A7 (VTY) [E#E -T2 SSH $—/3— [T device-access-policy
BEREA AR — N LT E 9, Cisco SD-WAN Manager X, /Ny 7 =2 R CHEHAIRERTXTO
VTY BE#E#EA L, 2RI TRY =527 v 2 LET,

Configuration:

line vty 0 4

access-class ssh-acl in vrf-also
|

PLAFIX, YANG 5 /L0 ACL REFIZ R LIZH D TT,

// line * / access-class
container access-class {

description

"Filter connections based on an IP access list";
tailf:cli-compact-syntax;
tailf:cli-sequence-commands;
tailf:cli-reset-container;
tailf:cli-flatten-container;
list acccess-1list {

tailf:cli-drop-node-name;
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SSH [Zxt9 % ACLR1) > — DR

tailf:cli-compact-syntax;
tailf:cli-reset-container;
tailf:cli-suppress-mode;
tailf:cli-delete-when-empty;
key "direction";
leaf direction {
type enumeration {
enum "in";
enum "out";

}

leaf access-list {
tailf:cli-drop-node-name;
tailf:cli-prefix-key;
type ios-types:exp-acl-type;
mandatory true;

}

leaf vrf-also {
description

"Same access list is applied for all VRFs";

type empty;

}
RIZ. line-server ACL

P

E

=N
AxX

OV FNT A a B R LET,

Device# config-transaction

admin connected from
Device (config)# line
Device (config-line) #
Device (config-line)# transport input ssh
Device (config-line) # end
Uncommitted changes found,
Commit complete.
Device#
*May 24 20:51:02.994: %SYS-5-CONFIG P: Configured programmatically by process
iosp_vty 100001 dmi nesd from console as NETCONF on vty31266
*May 24 20:51:02.995: $DMI-5-CONFIG I: RO/0: nesd: Configured from NETCONF/RESTCONF by
admin, transaction-id 227
Device#
Device#
Device# sh sdwan run |
Error: Licensing infrastructure
Error: Licensing infrastructure
line vty 0 4
access-class acl 1 in vrf-also
login local
transport input ssh
line vty 5 80
login local
transport input
Device#
Device# sh run |
Error: Licensing
Error: Licensing
line vty 0 4
access-class acl 1 in vrf-also
exec-timeout 0 0
password 7 11051807
login local
transport preferred none
transport input ssh
line vty 5 80

127.0.0.1 using console on Device
vty 0 4
access-class acl 1 in vrf-also

commit them? [yes/no/CANCEL] yes

sec vty
is NOT initialized.
is NOT initialized.

ssh

sec vty
infrastructure
infrastructure

is NOT initialized.
is NOT initialized.
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login local
transport input ssh

. Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x



. 9.
=% =R

Cisco Catalyst SD-WAN 7 7° ) ir—3 3
AT)OI VRIS 70—

\)

GE)  @FEbE —EMEERTH7-DIC, Cisco SD-WAN ¥ U = —3 3 | Cisco Catalyst SD-WAN
ELTT 7V RADETRINE Lz, S5HIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B L}
Cisco Catalyst SD-WAN U U —% 20.12.1 LI, RO o R—3 > FOEENEH I ET,
Cisco vManage 7> % Cisco Catalyst SD-WAN Manager ~®»Z: 5, Cisco vVAnalytics 7» & Cisco
Catalyst SD-WAN Analytics ~?DZ & | CiscovBond 7>% Cisco Catalyst SD-WAN Validator ~
DZEFH | CiscovSmart 7> 5 Cisco Catalyst SD-WAN Y hA—S5~DZH | 3L\ Ciscoa Y
b O—375 Cisco Catalyst SD-WAN HfHIa U R—R > b~DOEE, X THOa R —x2 k
77 v RAEROAFERR Y A MZOWTIEX, EHoY V—X /=R TIEE0n, B
LWARTI~OBITIIE, Y7 Y 27 R-E Oz~ —o v H—T = f A A~DOEREN 2T 7

—FIEY, —HORF2 AL MNIHIBREOR—ENEEND ABEERH Y FT,

Ok ard Ny 7 TlE, Cisco Catalyst SD-WAN 7 7'V r— g o A T ) Vx VA
TPy (SAIE) 7u—Of%E L Cisco SD-WAN Manager 721X CLI Zfi I L T 7 0 —%3%
ETHHEICONTHHLET,

s Cisco Catalyst SD-WAN 7 7' U r—a v A>TV V2 A 2 Vy 7a—OE (159

)

* Cisco SD-WAN Manager % i ff} L 7= Cisco Catalyst SD-WAN 7 7' U r—a > A 7 U V=
VATV 7u—0RE (160 ~—)
CLI ZffifH L7z, CiscoSD-WAN T F U r—vay A7 VYV A TPy 7a—0
wE (166 ~—7)

Cisco CatalystSD-WAN 7 U — 3o 407y
VoY 7O0—DE

Cisco Catalyst SD-WAN 7 7' U r—va v A T U V=2 AUy (SAIE) 7r—I%, A
Ny X —IEREBME TRy P ERARDLHEREA AL L £, SAIE 7o —X, FFED/NT v b
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Cisco Catalyst SD-WAN 7 Ty r—>av A o7y vzvr vy 7a— |
. Cisco SD-WAN Manager % {F L 7= Cisco Catalyst SD-WAN 7 Y r— 3V A VT Y I VA I VDY JA—DHRE

DAEZHHIL, TOEREHE BRI TRET 20, N7y MIHLTT 7 v a v 2FTLE
ﬂ—o

\}

() CiscovManage U UV —& 20.7.1 LIFid VU U —ATiE, SAIE 7R —{Z7 1 —7 v b £ R
~zvay (DP) 7u—EMEHEhTnE L,

FRIZIE, *y NU—=2 R T4 v 7 OFEEOR EREENET, ZHAICEY, Ry FU—
AN =2 F, AN = IR L . Ry U= RT g —~ o AER A BEMT . I
N—ZADRERTHA W RERBEARER LRI TEE7, SAIE 7 —d, *v U —7 &k
DAAFEHIETHZLbTEET,

—IUEHR T — 2R — % LT SAIE 7 v —Z % E C& £7, Cisco SD-WAN Manager
ARV —U 2 hF 2L policy listsapp-list CLI 2~ > RZEH LT, ;RO 7 7 ) r— 3
ZEF% L. policy data-policy =~ > R TZNHDY A REFFOHLET, T—#KRY o—D
action D—#C, mw—A/LTLOC £721F V£ — FTLOC £ EFKT L LT, Xy NIV —2 %@
W7 TSV r—ar b7 4y I ONRAEREITE £, MERTEOSGEIL. W EE
FCEET,
SAIE 7 u—"TiX, kRO7v halbd U A MIYHR—FIRLTHEEA,

* Open Shortest Path First (OSPF)

* Border Gateway Protocol (BGP)

» Internet Control Message Protocol (ICMP)

» Bidirectional Forwarding Detection (BFD)

Cisco SD-WAN Manager %z {f&£ /A L 7= Cisco Catalyst SD-WAN
FIVr—2a3aro AT YOz VR IO J—D

=

AxX JE
Cisco Catalyst SD-WAN 7 7' U r—a v A T VP2 A2V (SAIE) 7u—%iRET
% 121X, Cisco SD-WAN Manager 78 U & —Hp Y  F— REZEHLET, 20U 10— R,
RY—ar =2 FOERBLORE T n Y 2 %2 T4 R+ 5RO K 5 22— O E TR
SnTnET,

[TV =y a CERITHR I V=T OAER (Create Applications or Groups of Interest) ] :
BET2HBEZ V=L, R —DORERLT 7 g aiR—xr FTHOHTY
A PEEK L ET, BEOFEMICOWTIE, THRIZA—T70O#E)] 2Z2RL TS
AN
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| CiscoCatalystSDWAN 7 T r—av A VTSIV R TUPY 7A—

Cisco SDWAN 7 7 r—3 30 A V7Y S1 VR To Uy 7O—~0—nEER Ry o —nEm [

[NTF7 7 4 w7 N—LDFEE (Configure TrafficRules) |: R o —D~ v FHRMELT 7 v a
CRIFERERLET, REDFEMIZOVWTIE, [FF7 74 v 70— LORE] 2L T
<&,

o [VrA FEVPNIZHR Y > —%3#H (Apply Policiesto Sitesand VPNs) ]: R YU v —% A —/3—
LA Xy NU—=27 D% A & VPN IZBE T £,

N3

scoSD-WAN 7 JY 45— 3o AT YOT ORIy JA—A
DO—EBENR o—DiEH

CiscoSD-WAN 7 U r— a2 A0 F U P2 2Py (SAIE) 7u—|Z%d 53—k
PSS — 2R ) —F T A, A==V A Ry hT—FIHNOT A bD U R M
TAVLERHY 77,

Cisco SD-WAN Manager C— oEHAAR Y o — %A 5121%,  [Cisco SD-WAN Manager % i
A U=t Y o —DORE] #ZRLTZE0,

CLI T— &R Y o —2@MT 212iE, ROFIRZFEITLET,

vSmart (config) # apply-policy site-list list-name data-policy policy-name (all |
from-service | from-tunnel)

77 4V kTl 7 —4 KR Y 2 —% Cisco Catalyst SD-WAN 2> k2 —F Zifid 59X CTD
T=H T T7 4y ZICEAENET, RV —IZLoT, v—=hAt A (DFED, L—FD
P—E2) D hFA =T 2 ZTRAT DT NTOT—=F b T 7 v 7 HH &
NDIED, PR v B =T oA A& LTr—=INY A MIRATDHITXTORNT 7 1 v
ZbhFHiiShET, 25 LE8EL, al A 7> a v z2805 2 L CHRMNICRETE £,
T2 R = u—R YA FpbOWHITHT 2R Y r—IZ DA S 51T,
from-service 77> a LA GO ET, RV =AU R T4 v 7IZORENSED
IZi&, from-tunnel 7> 3 U2 EFOET,

FCEATORY) =%, BEETL9A4 FIDEZEZLYA MU A MIEATEEEA, 2F0,
FTRTOT—ZRY) —THA M)A MEHEESEDL LTI TERVENS ZETT, + A |
VA Naeifio CTHMBESIHTLE 74, Cisco Catalyst SD-WAN 2> k1 —F TORKE % =
Iy hLEHIELTHTEERA,

ERTHFOT7 TV r—a DEZR) VYT

Cisco vEdge 7734 A T SD-WAN Application Intelligence Engine (SAIE) A > 7 F7 A~ 7 F %
EHDCT 2ITE, ROE ST AA RATT TV r—2a v ORI E AT 20BN H Y
i j‘o

)

G¥)

(DPI) 7 — &M XN TWE LT,

Cisco vManage U U — 2 20.7.x LLFiClX, SAIE 7R —37 4 —7 Xy b A VAT 3 v

vEdge (config) # policy app-visibility
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B scersu5—vaomr

Cisco Catalyst SD-WAN 7 Ty r—>av A o7y vzvr vy 7a— |

ETHoT 7Y r—va ST 2R aeFoRT 51213, 73 2T show app dpi
supported-applications, show app dpi applications, 5 X Ufshow app dpi flow =~ > R&fH L
iﬁqo

SAIE7 J'1) 5y —

a3 DRT

WOFNEEMH L T, L—# LD Cisco Catalyst SD-WAN Y 7 h 7 = 7 CHHR— I TN5D
TRCOT IV r—a BT 7V r—2a DU A NEFRTEET,

1

Cisco SD-WAN Manager @ A = = —7)>»5[Monitor] > [Devices| DJIRIZEIR L £ 7,

Cisco vManage Y U — & 20.6.x LA : Cisco SD-WAN Manager @ A = = —7>5[Monitor] >
[Network] DNIEIZ &R L £ 77,

[WAN-Edge] =27 V v 7 L, [T /34 A (Device) ]7/*5 Cisco SD-WAN Application Intelligence
Engine (SAIE) 72 —(Zxfit L7c b DAL F 9, [Cisco SD-WAN Manager £55¢ il 1
(Control Connections) ] X— T NFRINET,

FEMDNA T [T VZA L (Real Time) | Z IR L TT A ADFEMERRLET,

[T /3 A4 7> 3 > (Device Options) | K v X0 inG, [SAIET 7 U r—a
(SAIE Applications) | ZiEIR LT, 734 A TETINTNDT 7V r—2a DY AR
EFRLET,

TNAADKIGT TV r—va D) A NeFRRT512E, [T35 A4 72 a3 (Device
Options) | Ke v 7H ot [SAIExRT 7V -7—3 3 > (SAIE Supported Applications) ]
IR L E T,

l

CiscoSD-WAN 7 U5 —S 304 TYOIT VR IO JA—%
HET BE=ODTH I IINTHA—4

T=H T T4y I N BT — 2R = DO—EE ORI —B LI E, Ty b
EZTANTZY, Fry 7Lz, $REFAV FPTEET, Z0%, T AN AT v
MTANTA=Z ZBEf 5 Z B TEET,

WO TINET, Cisco SD-WAN Manager D A =2 —7n b~ v F/NT A—H ERETEET,

* [E%%E (Configuration) ]>[7R") *— (Policies) |>[— T EEBE R — (Centralized

Policy) 1>[R1) >—®3EM (Add Policy) |>[FZ 74 v IL—ILDERE (Configure
TrafficRules) 1>[ (7 TV —2 a3 VBBEIL—T« VT | 57499 T—43 |Cflowd)
((Application-Awar e Routing | Traffic Data | Cflowd)) 1>[Y—4 > X% 4 7 (Sequence
Type) 1>[—4 2R JL—JL (SequenceRule) 1 >[7 % < 3> (Action) ]

« [R5 (Configuration) ]>[R') >— (Policies) |>[A A2 LA T 3> (Custom
Options) |>[—TtEEAIR1) o — (Centralized Policy) |>[F5 7 4 w2 KR o— (Traffic
Policy) ]>[ (ZFUHS—>a BB BIIL—FTa2T | 5T 499 FT—4 | Cflowd)
((Application-Awar e Routing | Traffic Data | Cflowd)) 1>[Y—4 > X% 4 7 (Sequence
Type) 1>[—47 > RJL—JL (SequenceRule) 1>[F7 42 3> (Action) ],
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| CiscoCatalystSDWAN 7 T r—av A VTSIV R TUPY 7A—

x22:

Cisco SD-WAN 7 T r—4 3> A V7Y ST VR TPy 70— 85T 500773055 5—4 [

CLI CiZ. policy data-policy vpn-list sequenceaction =2~ > RT7 7 2 a R F A—H & E L
£

—TEHAMT —Z R —DEF = VAL, 1 ODT 7 a R EED D ENTEE
—éqO

T varyTiE BB T LT =430y NEZITANDL Ra vy ST 50 BLOER
BT RTHENEIDERELET,

B

Cisco SD-WAN Manager CLia<> K {EFE-ILEFHE

Ny eI ANET, ZITF AL | [KGE (Accept) 1 &2 U » 7 |accept _
Py M, BY —BEDT Y V=
VERGY TCERE SN BN T A — X TE

BT ET,

ZF ARG > hEI1E R » 7 |Action Counter count BB DEET, AT

Sy bENTY B LET, DR (Accept) 147 Y vy | OS5 4 2C show policy
L. [# 7% (Counter) |7 2 access-lists counters =~
va v EIEIR Y REHHLET,

Ny hEBEELET, BT 740 [[Kay 7 (Drop) %2 Y v |drop —
KOT 7 a ATk F1,

Ny ha ZEFRT HI2iE, show app log flow 35 X Ut show log =2~ > K& L £97,
WIZ, ZITF ARSI y MZOWT, IRONRTA—HERETETET,

*®23:
s1BR Cisco SD-WAN Manager CLila<w> K EE-IXEH
DSCP fiE, G2 (Accept) 1%~V > 2 |set dscp value 0~ 63
L. [DSCP] 77 v a &%k
17
Rk 7 A, [A&GE (Accept) %2V v 7 |setforwarding-class|dizpt 7 & 24,

L. [Ek7 7 2 value
(Forwarding Class) | 7 7
va v EFELT
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B ociscosoWAN 7 TS —L 3L A LFUSIUR IUUY JO—EBETBEHDT I L 38T A4

B

Cisco SD-WAN Manager

CLla< >k

EE-ITEHH

—H T BNy Ve, e eI
B4 % TLOC |25

57 )V TliL, TLOC MMEF T2
Gy 774 v 713U TLOC 2 L C
HRIE SN FET,

KGR (Accept) |27 U v 7
L. [m—H/LTLOC (Local
TLOC) |7 7 v a v & 3T

set local-tloc color
color [encap
encapsulation]

TLOC N & 1 et & —&T 554,
4By &2 ZFAO TLOC D 1

[GR (Accept) |27 U w7
L. [m—#/TLOC (Local

set local-tloc-list
color color encap

color IZIR DN T
0 FET,

3g. biz-internet,
blue, bronze,
customl, custom2,
custom3, default,
gold, green, lte,
metro-ethernet,

e s, _ 2 =2~ | €Nncapsulation
R LT TLOC) 17 7 % a & %47 | AR mpls, privatel ~
77/ hTix, TLOC 2MEHA T 725 privates,
Gy 877 4 v 7 I3RE TLOC ZfEH LT public-internet, red,
Rk S ET, TLOCHEM TERWGAIC silver,
1\50\74 /7?\ Na w79 512iE, restrict S 4L kTl
FTvarEEbET, encapsulation (% ipsec T
T, grell 5L
TEET,
Ry NOERRIE L 12D X 7 A MRy TR |G (Accept) 1% 27 U v 7 | Set next-hop IP7 LA
RELET, L. [%Z7 A F& v (Next|ip-address
Hop) 177 v a v & FAT
AU Y —ZHLET, [7&78 (Accept) 1% 2V 2 | et policer policy policer =~ > R
L. [RYH— (Policer) 17 policer-name CHREINERY H—
7 va vk T AT DL Hi,
KT 7 4 v 7 R s B E T DR |[KFR (Accept) 1% 7 U w7 |Set service A — 2 1 FW,

2, —%T 57y hEFR—LP—ERIZ
kL X7,

TLOC 7 RV AFE 7L TLOC DU A ~MiZ,

P—ERCBETHEDICNT T4 v I %
VALV NTHMENRSHD Y E— FTLOC
Bl LEd, TLOCHEHS D5HA. b7
74 v X TLOC T — RNRXF v
SNET,

VPN @Bl 71X, —EADBEEINTWND
. INSER

vpnservice i E2~ Y R&EMHH LT, ¥—
ERTANA A LR UGATICRE S LTV D
VRAATFNAL AT —E XA HEERE L
ﬁ‘o

L. [—E A (Service) ]
AR S

service-name [tloc
ip-address | tloc-list
list-name] [vpn
vpn-id]

IDS, IDP

HAE LAY —E R
netsvcl, netsvc2,
netsvc3, netsvcd

TLOC U & ~iZ&, policy
liststloc-list U A k Cg&
EINFET,

. Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x




| CiscoCatalystSDWAN 7 T r—av A VTSIV R TUPY 7A—
Cisco SD-WAN 7 T r—4 3> A V7Y ST VR TPy 70— 85T 500773055 5—4 [

B

Cisco SD-WAN Manager

CLla< >k

EE-ITEH

—HT oy b, EEIN T AR —
K VPN (VPNO) (25 GRE k> /L% ff
AL CRIFERER, A€ SN —EXIZ
E#EELET, P—ERICBET LD
WA &35 GRE b RN Z T LT
LA, Ny bVv—T 4 7 IR L —
TAVTEGHTHLEIICT =Ny
LEd, —EZA~D GRE b RANH|E
TERWeE XTI Try heRay 7T 52
ML, restrict 7 arExEDET, —b
A VPN TlE, servicezi~>2 RZHH LT
P—ERET RNNZAXTHMLELHD F
9, hZ7 L AKR—F VPN (VPNO) T GRE
A BE—=T A AFERIFA VX —T A A
ERELET,

AR (Accept) 15227V v 7
L. [—E A (Service) ]
TV a v EFELT

set service
service-name [tloc
ip-address | tloc-list
list-name] [vpn
vpn-id]

A — 2 FW,
IDS. IDP
HAR LY —E A
netsvcl, netsvc2,
netsvc3, netsvcd

K77 4> 27 %) FE—k TLOC IZEEE L F
4, TLOCIZ. IP7 KL &, I5—, B
O 7w rfbick o CEEZSINE T,

KGR (Accept) |27 U v 7
L. [TLOC] 77 v a v&%E

S

T

set local-tloc color
color [encap
encapsulation]

TLOC 7 FL &, {4,
BILOH 74l

TLOC YV A FNDOWF 2D U E— k TLOC
W hTT7 4w BHEELET,

[ (Accept) &7 U > 7
L. [TLOC] T 7 ¥ a v &3
17

et tloc-list list-name

policy liststloc-list U A
~ D4

Ny RRJETDH VPN ZRELFT,

AR (Accept) 15227V v 7
L. [VPN] 77 v a &3k
17

set vpn vpn-id

0 ~ 65530

Default Action

FHENDET—F Ny v, T—FRY —D< v FEEONTNICE~Y v TF LAaNEE,
FIANIDT 7 ario sy MCEHERNET, T740 TR, T30y bBF
oy END LI TNET,

Cisco SD-WAN Manager D A == —/bH, 774/ T 7 v a  #ERTEET | [RE
(Configuration) ]>[R1) >— (Policies) |>[—EEER!) > — (Centralized Policy) 1>[7R
1) >—®miEmM (AddPolicy) 1>[F5 74 v IL—ILDEERTE (Configure Traffic Rules) ]1>[7

T)r—a URERIL—T 1« >4 (Application-Aware Routing) 1> [Y—47 VR & A T

(SequenceType) |>[—4 >R JL—)L (SequenceRule) |>[T 74+ I b7 %5 3> (Default
Action) 1.

CLI TiZ. policy data-policy vpn-list default-action accept =2~ > R&EEHA L TTF 74/ FDOT
JvarEERLET,
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. CLl Z{EMA L7=. CiscoSD-WAN 7 T r—> 3o A VTN VR IVDY JA—DRE

CLl =R L 1. ClscoSDWAN77'J’7' oarvArT
JOT VA IO JA—DHKE

WIZ, SD-WAN T U r—ar AT YV A Py (SAIE) 7 va—0—pia sl
FT—HR) = RETHEODOFIEOMEZ R L £7,

\}

(F)  CiscovManage U U —A 20.7x LRI TlX, SAIE 7 —{d7 4 —7 X7y h A VAT g v
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{# BFD Hello /3% » MEWMMPER SNHZ EZBMLET, A=V 7HRIE, =—9%—n
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Y7 OR—Y o JRIFEIL. Cisco I0S XE Catalyst SD-WAN 7 /XA A Z L IZRRETE 5 Z LT
BELTLEEW, 2FED, TAREZE[ETHTITO M ENE WD 2 & T
7

BFD Hello /37 v FMEfRZE EFICAR—V MRz E< 75 & K BIE, ¥y 2 —0
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U 7R E 10 ICRET D L. ook, BIE ¥y #—0OFHEIC 10 18D Hello /3
Ty FOBRPMERSNET,

KAR—U RN D ORK, BIE, ¥y X —IFRIZ. 6 BIOR—Y v ZIRIC Tz o THREF
ENET, TRIHOR—V U ZHRETIE, ZbFEWFR—U U RO ERNSIEIES L. KFHD
HHRN/EREINET, 2oL, 77V r—a Vil —7 4 7 Tik, hrxE
Py BIE, VoA —NERDATAT 470U 4 RUDBKERRSIVET,

A=V TR0 (6) X, =— VP —THERETEETA, HA—U 7HFEIL, show
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h RO SLA BHEEIRET 272D, 77V r—va VRBi#AV—T 7T, &HO
A=V U TS CTIEE SN K, BIE, BLOY vy X —FRaEHLET, RS
L=V THREOIE, BERICL - THREV T, T 74T, BEIZ6THDHT0,
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WELET, T74/NVEDOR=V RN 10T, T 74/ bOREN 6 DA, &K
FVD SLA Z53FHT 5 & X2, HATO 1 RFFICIEE S A, BIE, BLOY v ¥ —1F#
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FORNAPESESNLHEICEHD LT, AL, BIE, BIOY Yy ¥ —iFRITAker I E RS
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SLA 7EFlX. 22D TLOC ICHFEAET S BFD F v V2 L CHIE SN D%k, BIE, B
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FEINFET, PI7—FZIEDSCP ~ B> 7L, Cisco SD-WAN R T —7 44 MIxtLT
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Vo—a VBl —T 4 TR —4, —#HOEFE (BF) ™MW~y TFI7T 7 va
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FAND Lo TN BT, BT 4 TR —ERAREITWET, CiscolOS XE Catalyst
SD-WAN Y 7 b =7 OMDORY) > —F A 1IR3 HTT 4 TR —TTN, T, T 74V
FCwyF LAV 74 v 72 Ry 73 50hbTT,

Cisco 10S XE Catalyst SD-WAN YU U —Z 17.9.1a 3 & O} Cisco vManage U U — % 20.9.1 LA T
X, AARFRF IV v — LT =RV —%REL T, ~vFT7 7V r—ar, DF D app-list 5
HIZEESWTIPVG M T 7 v 7 il T&E £7,

Cisco IOS XE Catalyst SD-WAN VU U —2 17.9.1a LLFijiE, IPv6 8T 7 ¢ v 712X, 77V r—
alrHERIIT TV A= a VA MIESWTIPVG b T 7 4 v 7 E2RAEL, BRIDOA
TV MIESWTIPYG N T 7 4 v 7 HHET HERH Y FHATLT,

CiscoSD-WANManager =R L =77V —> 3 UEB#MEIL—TFT 1 >
» [o] ~ E |
IR O—DERTE
TV = a VBN —T 4 TR U — %R ET HIZIL, Cisco SD-WAN Manager 7~ U
VMR T 4 P R EMERALE T, o EAKRY -0 EICET L, [onE R
RV —DOFRE] B TLLIEEN, 2OV 4 —FRiE, ROXH>704500 1> RUDIE
KEHWTARY v—a v RmR—3x v hOERBIURE a2 %2 A FT5 L9108 >T0E
T

[TV = a VERIIRR T NV—T OERL (Create Applications or Groups of Interest) ] :
BT 2EBEZ 7 L—7 L, R =D~y FRT 7 v arariR—Fr h TR
YA MR LET, REDFHEHIZOWTIZ, R NLV—TORE] 2R TS
AN

s [ N a POFE (Configure Topology) 1: AV > —2H N5 % v T — 7 #id % B
LET, bREYREOFHEMIONTIE, ThARBIE VPN A A=y TORE] &
ZRLTLZE0,

[NTF7T7 4 v 7 N—LDFERE (Configure TrafficRules) |: RNV o —D~ v FHKMELT 7 v a
MR LET,

o [VA N EVPNIZHRY > —%73#H (Apply Policiesto Sitesand VPNs) ] : R VU v —% A —/3—
LA Xy NU—=7OHA & VPN ([ZBE AT £ 9,

RY —HER Y 4 P— FORYIO3 T 4 RUT, R —aryR—xrh DEHVTavr
EERLET, ZEOV 4 RUT, ==L A Xy NU—=T DV A F & VPNIZKRY v—
TuvrE#EALET,

TN =g VBRI —T 4 TR =BT B, RV —ET 7T 4 7T
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(EOPORE, |SD-WAN U U—2 REEERTAHH LR —T 7 g

BOW) ko |17.5.1a fallback-to-best-path A L T\ E 7,
" Cisco vManage U U= | 2 — 5 [ 57 ¢ 7 33 SLA 7 7 ZADEFOL>
A 205.1 PRI LCWARNES, ZOBREICL D,

BSLAZ T AD [T+ =3y J XA ko
/L (Fallback Best Tunnel) ] 473 3 %
U TR b o RS2 D EHEDNET %55
WL, ~Fry MEKEZREEETE £7,

BEDFURILINADHBE

SLA Miii 72 SIVTWRWEAIZT —Z 3y MERZRRREL, fi/e T 7Y 7r— 9 Uikl
N—F 4 T R RIIVDBIREBETHEDIT, RORY S —T 7 a s BB ETEXET,

* backup-preferred-color
* backup-preferred-color
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g20 roruxizatresE

17TV =23 VoBEBINL—TFTa o boRLBRODA—Fv—

Data Packet Match
AAR Sequence

Strict
configured?

SLA-CLASS
configured?

Drop the Packet

Backup-preferred-

colors or
back-to-best-path
configured?

Tunnels
Meeting SLA?

Preferred-color
configured?

Backup-preferred-

ECMP on tunnels meeting
SLA & all colors

Preferred-colors
DOWN?

colors DOWN?

& all colors backup-preferred-colors best color

( ECMP on default SLA W ( ECMP on default SLA & 1 ( Send packets using

ECMP on tunnels meetin
SLA & preferred colors

BED LU RILARIZE T -HREEIE

*SLA 7 T A% #RETH L X2, Cisco SD-WAN Manager C fallback-to-best-path policy action

RIS —T v arvERELET,

s NT T 4w I N—VERET DH L XIZ, Cisco SD-WAN Manager C backup-preferred-color

RIS —T 7 arvERELET,

BED M URILINRIZAIFI=/N) 7 UORETE

Cisco SD-WAN Manager Tl&, SLA 7 7 ZZHEDOWT N BTl 72 3 F U RADBRWNGEIT, A
FAT7U =2 K (REOTORE, BOW) HELHH L TRED b rL BB LET,

RIZSLA 7 T ADBEMH 2T T2 OITHE STV TWDEBIED 100 2 U T,

kL T1 O

FEN 110 R UM Eo72E LET, PURrA T2 111 2 U, borx/b T3 112 2 YR TY,
BOW By 7ickbé, ED M RMITI T, T2 & T3, ERHEI VB LIV

T, ALK BWVWEWRYRLEEXET,
SLA 7 7 A% FRET H L &1L, Cisco SD-WAN Manager T3V 72 A%

ARHDE, BEBDO N RNVERO—BRE L UNSRREICHIGTEET,

LEd, N7

FERIZ OV, TSLA 7 7 ADF%7E (Configure SLA Class) | 22 LT Z &0y,
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FIVr—vavBEEL—T 4> |
B s=or xuizizat 7o gEoRR

Bl INYFTUORNERESNATLEWNES

BEZ)t1 : T1IX 100 S UR, T20% 101 S VR, T313 102 2 VR

Bz t2 : T1IX 101 S UFD, T20%2 100 S VR, T313 102 2 VR

BEZI 3 : T1LIZ 101 S UF, T2 112 S VR, T312100 S VR

BRIt C. HEDO PN TI NS T2 ICEFE SN, B2 02 T, &BO R RN T2 105
TICEEEINFET, RUTUARKREIN TV RWE, T—=FRXADOFTurl/I7I 075 —
BRI T4 I NNADEENEETHZ L2720 £9,

Kbz, SVPEMNO/NSRMREEEZBET DL OICANI T U AEZRETDEMRELEF T,
22, RV T U RAESIVRICRET D E, &EDO P R/VSLAIZ 100 2 U EWSH Z
Ll £, #PHIX 100 ~ 105 S U T,

il N T ORADERESNTLSIES

BOW(t1) = {T1, T2, T3}

BOW(12) = {T1, T2, T3}

BOW(t3) = {T1, T2, T3}
NYTUAPREESNTWDYGE, T—HRAOBT T TIIR0T—2 N7 7 4 v 78R
DEFIINEH D /A,

BEDFRILNRIZEITZN) 7 O RBREDIER

BN T 2D

Device# show sdwan policy from-vsmart
from-vsmart sla-class video

latency 100
jitter 150
fallback-best-tunnel latency

o
S

Tunnel Tl: Latency: 110 msec, Loss: 0%, Jitter: 200 msec
Tunnel T2: Latency: 115 msec, Loss: 0%, Jitter: 200 msec
Tunnel T3: Latency: 120 msec, Loss: 0%, Jitter: 200 msec

BN TV ARRWIGE, Kz bR T T,
BIEANY T U AR 10 S URBICHRESNTWAIES, T, T2, T3 NEMESR F R TT,

o
S

FPHIZ 110 ~ 120 X VBT,
BB + Y T A 110 S YR +10 S URTT,
WKORZEHEH LT, BIEANRY 7 ATHxER b RV @R L ET,

(best_latency, best latency + Latency variance)

DYB—N)T 2 ADHE

Device# show sdwan policy from-vsmart
from-vsmart sla-class video
latency 100
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SLA U 5 ZADHERK .

jitter 150
fallback-best-tunnel jitter

Tunnel Tl: Latency: 90 msec, Loss: 0%, Jitter: 160 msec

Tunnel T2: Latency: 80 msec, Loss: 0%, Jitter: 200 msec
Tunnel T3: Latency: 70 msec, Loss: 0%, Jitter: 152 msec

Dy B =N T AN NS, Bl b R VE T3 T,
Uy Z=NY T AP0 IV BICRE SN TV DA, T, T3 BRol7Zz b fr Ty,
HPHIZ 152 ~ 162 2L VBT,

B2 Yy 2=+ N T 23152 VR +10 S U T,

WOREEH LT, V¥ =T A hili7e b R VERIRL T,

(best_jitter, best jitter + Jitter variance)

BERN)T 2 ZADH

Device# show sdwan policy from-vsmart
from-vsmart sla-class video

latency 100
jitter 1
fallback-best-tunnel loss

Tunnel Tl: Latency: 110 msec, Loss: 2%, Jitter: 200 msec
Tunnel T2: Latency: 115 msec, Loss: 3%, Jitter: 200 msec
Tunnel T3: Latency: 120 msec, Loss: 4%, Jitter: 200 msec

BRAY T ARG S &R bRV T T,
BRAVT VAR 1% IZHEINTWDHEE, T1 & T2 M7 20 T7,
HiPHIL 2% ~ 3% TT,

Rl 78RR + /83U T AL 2% T

WORXEMH LT, BEAY T RTHKER P RVERIRLET,

(best_loss, best loss + loss_variance)

SLA U S ADIERK

1. Cisco SD-WAN Manager A == —Mm 5, [RE (Configuration) ]1>> [~ U I — (Policies) ]
DNEIZEIR L ET, [mEHAARY > — (Centralized Policy) 7237 7 4/ b Ti#R S 41,
FREINET,

2. [AddPolicy] #7 V v 7 LE9,

3. WBIN—TOVERR—V DEMDNA T, [SLAZ T % (SLAClass) 1227V v 7 L,
[ SLA 7 Z AU A (NewSLA ClassList) 1227V v 7 L¥7,

4. [SLA 77 AU A b4 (SLA Class List Name) ] 7 4 —/L FIZ, SLA 7 7 AU X D4 Ri%
ABLET,

5. SLAZ T ADNRT A—=HEEHRLET,
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1 [HE% (Loss) 1 7 4 —/V RiZ, ok K Vv MEREZ 0~ 100% DIETAN L E
ﬁ—o

2. [4E ([Latency) ]~ 4 —/v R, #ki TORK/7 > FEBIEZ 1~ 1,000 X VB OfE
TANLET,

3. [y &— itter) 1 74—V FIZ, #EROKKY v & —% 1~1,000 I UBDOETA
HLET,

4, [77Vr—vay Fa—7 75 A (AppProbeClass) | K w7 XU 2 hinb
T TV r—vary Ju—7 77 AERRLET,

(FFvay) [7+—n"y 7 OXA K KR (Fallback Best Tunnel) | F = > 7 7K v

JAEFATLT, RA R U FVOREEFHIZLET,

ZDOAT v a7 4 —)b RiX, Cisco I0S XE Catalyst SD-WAN U U — 2 17.5.1a 2> HFI T
T 5D T, SLA D37 SIVTWRWEGAIZ, AR T T =R MR E T h
T—HBRTEET, ZOF T a8 RTLHE, Rry X0 L5
Rexxd, BEEQL, BE BE BIOY vy —0fEx 1 2L EAAGDEE T,

R w7500 ) 2 b s [JEHE (Criteria) 1 2384R L E T, HUR TR/ SR & 55 Y
<7,

o7 L

o BIE

EiPS

* Jitter

< BIE, HK

o BHE, Vv H—

< K. B

K, Vv —

« Uy — I
Uy k— LK

< BIE, R, Vo H—
BIE, Yy x—, K
HHK BIE, Yy X —
cHK, Uy H— BT
Uy H— PR, K

s Uy A— K, BBIE
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b3 T4 97— DERE .

8 (A7vay) BRLIZAEDOEEKNYTUR (%) . EEANVTFTUOR (SUR)
ROy B —NYTPUR (YR ZASHLET,

FEANZOWTIE, THRED R NRIZANT TN T U ARE] 2R L TLEEN,
9. [Add) &7 U7 LET,

FS T4V IL—ILDEE
TV =y a VBN —T 4 TR = ERET DI, ROFIEEZFETLET,
1.  [T7Vr—a i —7 17 (Application Aware Routing) 1% 7 U v 7 L £,

2. [RUT—DiEM (AddPolicy) ] RKu v 7 XU A Rk, [HHIER (Create New) ]
FIRIRL £,

3. [—4 A% AT (Sequence Type) &7 Vw7 LET, FFUHr—avi—broT
A N XFEINEETRY == ARLER DAL ATBINENET,

4. TFINVT=2aVI—rDOTXRANLTFINEL TNV Y v I L, R —2 =T AD
AETEANTILET, RV —v—7 A, a2 — HIR, ARIOEENRTEEST, A
NI LT=4mi0E, EROSA o EHEBDOSNA DGO [— AKX AT (Sequence
Type) ] U A MZERRINET,

5  HElORA T, [V—4F 2 A/L—)b (SequenceRule) 1%#27 Vw7 LET, [y TF/T 7
v a ¥ (Match/Actions) [# A TR TRy 7 A% L, T 74/ FT[~ T Match) ]
MBBRENFET, EHFRRRRY =~y FRMEF, ¥A4T TRy 7 2D TFIZ—FE
RENET,

6. [7'7 k=L (Protocol) | Ry X7 A KT, ROWTNNOA T a @R L
\i—a—o

« |Pv4
« |Pv6
* Both

)

GE) BRLEZE b UT, [y F Match) 1£7201E[7 7 ¥ 3> (Match) | OSMENR R
BAENHY F9,

7. 1OBED[v v F Maeh) 1&fFE2 Y v 7 LTERLET. KOROBBIHE> T
ERELET

3 31: Match Conditions

—B&H F&
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B s> von—nozx

FIVr—vavBEEL—T 4> |

L (TRTORTF b
12—

< TFEMERRELZWNTL ZE,

TV r—=2avi7 7
Jir—avorps)y)
Ak

(Application/Application
Family List)

[7FVr—s a7 TV r—var 7730 U2 R
(Application/Application Family List) (%2 U v 27 L, 77V
r—varARNERRLET,

Z DO~ v FEME, CiscolOSXE U Y —A17.9.1a 3 L W Cisco
vManage Y U —220.9.1 LIFED IPv6 h 77 ¢ v 7 THEHTX
i‘j‘o

959K Saas7 7
T—3a V)X b+

(Cloud SaasApplication
List)

Cisco SD-WAN Manager TlX, Cisco Catalyst SD-WAN Cloud
OnRamp for SaaS 734 Software as a Service (SaaS) 77U 7 —
v a Y DNRAMNRADBRERET HT-OIHEMTE 527 7
URT TV =y a0l A MpRRESET,

Cisco Catalyst SD-WAN Cloud OnRamp for SaaS D FEAHIZ- DU T
. [Cisco Catalyst SD-WAN Cloud OnRamp Configuration Guide,
Cisco IOSXE Release 17.x] #Z ML T 72 &y,

GE) [7'm k=L (Protocol) 1 A7 =& LT [IPv4]
EIRETHE, [/ TV FRSaaST U r—arl
A b (Cloud Saas Application List) ] 23~ » T4t &
LTRRENET,

Koy 7Z ) 2 KT, [SaaS 77U 77— a3 (SaaS
application) | Z®R L £ 7,

DNS7FUr—ay
IJX + (DNS
Application List)

Fey 77X YARNT, [TV r—vary7y7Y
(application family) ]Z SR L E 7,
Z DO~ v FZEMIE, CiscolOSXE Y U —217.9.1a3 L ' Cisco

vManage Y U —220.9.1 LIED IPv6 b7 7 4 v 7 THEATE
£7

Destination Data Prefix

SRT VT 4y 7 ADY AN ERETDHITIE, FuyTFy
YURIPOEYTHY A MEERLET,
il %2 DIEIT VT 4 v 7 A LBET DT, 55k

(Destination) | ¥ A 77 ARy 7 AT VT 4 v 7 A% ANT)
LET,
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k374 von—nongz ||

Detination Region (385t | Cisco Catalyst SD-WAN ~ /L F U —T 3> 77 7Y v 7 &{fi [
y—3v) LC. Cisco Catalyst SD-WAN v U —27 @[55 ) —¥ =
> (Destination Region) ] Z#fif T& £,

Ky 7 X DA RNMS, IROWTIOFT v a ki
WLET,
[T A4~V (Primary) |: %65V A FNEGEEERLTS
FGA=V Y=gy (TI7EAY—Uay) NIghbE
BIChN T 747 ERELET,

[E4 %Y (Secondary) ]: 5B5EH A FANRE(EIE & [ L
TIATY Y=V a L NICIEAROR, EETLFE L
YHEVY) =V a RNICHLIGEIC N T T4 v 7 BRG L
¥4, ZOFTF 74y WXV =T a o TH
HEnTnd ke, #1417 b brxnzfifL s
FICEETEET,

[ Oflt (Other) ]: s8et A NREFELERUET T4~
VIV —=Ya RAIZbED XY U —Va VRIZH W
BIZh T 74w BERELET, ZORNT T 4 v 7T,
EE TSI ~D<ILF 7R v TR AR CE,

SNFV—=Var 777Uy 7 OREFEDFEMIZONT
1Z. [Cisco Catalyst SD-WAN Multi-Region Fabric (35 X
Hierarchical SD-WAN) ConfigurationGuide] =& L T 72 &
AN

SEFERKR— bk R—+HEE2ANLET, H—OKR— &S, F—FEE5D
VAR (AR=ZATRUOLNTEES) . £2ER—FEED
i (NA 7 [ TR 2o0FS) HHEELET,

ST 4y DERES “NFIV—=Tar 777 )y OERLV—ZHOT—2KY
(Traffic To) —F I TV =y a VR Y — BT DA
—HILEAFEH LT, 778 AV =Ygy, a7 l—var,
FFP—EAVPNIZHND b T 7 4 v 7 BRETEET,

DNS (A7) >~ FDNS [DNS 77U 7 —3 9 ® DNS B RAZMELT 221X, K v
EHNCTHEE) THE Y A NT[ER (Request) | Z3&IRL, 77V or—
=3 O DNSJHEZ BT H I [ (Response) | 23R

Lij—o
[DSCP] DSCP % 0 ~ 63 DEAETASI LET,
PLP M (Low) 1 E£721% [ (High) 122K L %9, PLP % [&

(High) 1IRET DI, [TEREE (exceedremark) |47
YarDeLIRI Y —E2#EHLET,
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®32: 703y

FIVr—vavBEEL—T 4> |

Protocol

A F =%y hFa haLFEsd 0~255 DT TANLE
R

ICMP Message

JakajL (IPvd) OFA. [~ v F 54 (Match Conditions) ]
v aro[7ma ha (Protocol) |7 4 —/ ROfEZ 112
925 &, [ICMPA vt— (ICMPMessage) | 7 4 —/V King
REM, T—FRY —ITHEHT D ICMP A v tE— T %% R
T&EET,

o kajL (Pv6) OBA. [~ v T 5 (Match Conditions) ]
/v aro[7F e kal (Protocol) 17 4 —/L KOfE% 58
I35 &, [ICMPA vtE— (ICMPMessage) |7 4 —/L KM
FREH, T—HR) —ITHEMT 2 ICMP A v & — V%)%
WTxFET,

G¥) ZDO7 4 —)v KX, CiscolOSXE V U —2%174.1
F 7213 Cisco SD-WAN U J — 220.4.1, ¥ X ¥ Cisco
vManage VU U — % 20.4.1 D& TR CTE £,

[7'= k=L (Protocol) ] T [MiJ; (Both) ] ZIEIRT 2 &4
&, [ICMP* v&— (ICMPMessage) ] F 721 [ICMPv6 A
t— (ICMPv6 Message) | 7 1 —/V RFREINET,

Sour ce Data Prefix

BEILTV T4y 7 ADY AN EBET DL, Fry T4y
U ARARNNLEUTHU A RNEBERLET,

2 DEETLT VT 4 v 7 AERET DT, EET
(Source) | 74—V RIZF VT 4 v I A AN LET,

R b EFEASLET, HoOF— MG, K= bEFO
YA R (AR—ATRUOGNT=ES) . FHEFR—FEED
fFiH (N 7V [ TRYBNTZ2oDEE) 2fRELET,

8. FMUNBLIET—H T T4 DT I arEERTAICE, [727 Y3 (Actions) ]
Uy LET, WOXROBINNE-> THEZRELET,

Tovay

FIE

NI Ty
TSLA DE
Seho—

[/Xw 7 T FSLAOHES: 717 — (Backup SLA Preferred Color) | D~ v FR{EDRY o —T 7 a %
HELET, SLAIC—ET D F U RXABRWGEIX, T—F 8T 7 4 v 7 BZRED N RVTHRE L E
To EDORHINA L E =T 2 AAPMMERTEDLEE, T—F N7 74 v ZITRESNT U RANG
EEINET, ZOR RN F—T oA APERTE RS, b7 7 4 > 73RO FTREZ: b
PRMZERINET, 1O EOBERRETEET, Ny 7T v SLADOELET 7 —I1%, WER~ v
FRIFTIERL, B~ Yy FRIETT,
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k5749 n—nosze I

7oL ay |FE

hova (777 % (Counter) | D~ v FRUDRY =T 7 v a ZRELET,
[V % (Counter) %7 U v 2 LET,
[ D %4 (CounterName) |7 4 —/V RIZ, Ty IO HERIET DT 7 A4 VOAFTZAT LE
R

Log SLA 7 T AN =N —HF 57 v DY Tty hEV AT An S (sydog) 7 7 A VICEETE £

T NT Y by X —DREPICE TICFEER SN DO, Ty Ay X —0r 7 OMIZ, sydog A v & —
UHRERENET, TORLTe—RT I T 4T THDHRY, SHTEICAEKRINET,

OX T EANCT AL, [vY (Log) 1227V v 7 LET,
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FIVr—vavBEEL—T 4> |

B s> von—nozx

\i

T3

FIE

SLAY SR
Yz b

[SLAZ 7 AU Ak (SLAClassList) O~ v FRH{EOR) o —T 7 v ar2ZELET, SLAYZ T AD
e, MR —ET DT _RCOT—F F T T 4 v 71, 7T ATERSNTZSLANRT A=K LT 5 —
CUANET D P URUICEFEENET, T A, ROICSLAIL KT D R R ENLTE
FTI4 I EEELEIE LET, H—D U RANSLAIC—ETIHE, T—Z T 7 4 v 713 %
DR FNENLTEEEINET, 220U LD M 3ZAR—HKTIHE, b T 740 v Z7IX b RMET
SRENET, SLAIC—ET D b xARNeWGE, 7—% N7 7 4 v 7 IXEHATRER Rk rd 15
ENLTCERFEINET,

[SLA Class List) #7 U » 7 L£7,
[SLAZ 7 A (SLAClass) ] Koy 7# U A KT, 1200 EDSLA 7 7 A% #IRLET,

[ 7 7 — (Preferred Color) | AR S TWVRWEA, MBS U T, [BEh T — 27— (Preferred
Color Group) | K v X URA NNOEIEN T — I N—T2@RIRTEET, BETLHT—F T 1L —
VRURNVDBET TN —TERIRLET, BT —FFRADOREICEDN T, RIEFEOE
TNEMfLZ#RECTEE T, ZD7 14—/ RiE, CiscoIOS XE Catalyst SD-WAN U U — 2 17.9.1a B L
Cisco vManage U U — % 20.9.1 DARECEH TE £,

MBI CC, [ 7 — (PreferredColor) | Ky 7 X AT, BETEZT—2T1L—0 b
FNDEEZEIRLET, T 74 w71, TRTO Pl cae— T o7 &£, SLAK
—HT D N RARRNGE, T—F 8T 7 4 v ZIHMEHAFRER T ID bRk ES L TEE S
9, OFV ., T —OREITRE 2B TIT R < BEW—FTT,

SLA 7 T ADRE /2 IRE 2 FATT DI, B/ Ra v 7 (Strict/Drop) %7 U w7 LE7, SLA FHE
Bl T T — 2T L— N RABRRNGEAE, T 7 vk ey EET,

Ny b Rey TRERET 51T, [NA RRXAASD T +—/L 3y 7 (Fallback to best path) 1 &7 U »
7 L TR AIBE Tl 7 b o p b 28R L £,

GE) [NA RRAASD T +—Ls3y 7 (Fallback to best path) ] 47" = > 1%, Cisco I0S XE
Catalyst SD-WAN U U — 2 17.5.1a 33 L U Cisco SD-WAN U U — 2 20.5.1 LARECfEH C
TET,

SLA 7 T ADERTIZ, [7 4=y 7 DA K k3L (Fallback Best Tunnel) ] 47> a3  BAHEZ)
272> TV B EIZD I, [RNA R/RASD T 5 —/L3» 7 (Fallback to best path) | 7 7 3 > Z3%#R
TEET, [P4— Ny 7 DA K b R/L (Fallback Best Tunnel) ] 473 a » WHNI /2> T/
WA, IROT T — X v —) Cisco SD-WAN Manager (2R R I E T,

SLA Class selected, does not have Fallback Best Tunnel enabled.
Please change the SLA class or change to Strict/Drop.

FTRTO R RARBTRT 7 4 v 7 OARE DT HI21E, [F— K37 A (LoadBalance) 1% 7 Y v
7 Li‘é—o

939k
SLA

959 KRSLAIZKY, T 7 4 v 71X Cisco Catalyst SD-WAN Cloud OnRamp for SaaS THgiili 72/ 3 A%
WREefEHCcEFET,

[ 7 KSLA (CloudSLA) 1227 Vw27 LET,
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7TV r—=

FIN—a vRERL—F 1 v IR —DF I b7V [

9.  [Save Match and Actions] #7 U v 27 LE7,

10 MBEIZSU T, BINO—r AN —NVEER LET, VL —NERT Y ITT o RRay
7L CHEELET,

1. [TV r—va UREEEL—T 4 7R Y —DfRAF (Save Application Aware Routing
Policy) 127 Vv 7 LET,

12. [k~ (Next) 1227 Vv 27 LT, U P —=FD [ A FEVPNICKRY »—%iH (Apply
Policies to Sites and VPNs) I EI L F 9,

AVRBENL—T AT R)O—DTIHILETHI L3

< v FEEOWTRIZE Y v T LWy hE SBT3 000, RV v—DF 74V T

7varv TERLET, 77V r—va @@L —T 4 7R —DFE, 774V 8T

JarERELRWE TRTOT—F "y MIEEONLV—T 4 TREIZHESNTEZT

ANBiL, EESNET, SLAIFEEINEEA,

ZOEMEEZE T4 5121, default-action da-classsla-classhame =~ > R& R U 2 —IZE& D,

policy sla-class =~ > R CEFZ L7 SLA 7 7 AD4HIZRE L ET,

RV —DF 74V T 7 aTSLA 7 7 A% BHAT2EE., drit 7 a VIfRE T

A,

TITANKT 7 aTCSLA 7 T A&7 — 4 7 L—r MR 720G Cisco 10S

XE Catalyst SD-WAN 7 /34 AL, HELWRAM TR —RKRAT U 7 E2FTTHZEICd»

T, HHAAREZR bk d 1 DEEIR L £,

F—H T —NAARRY 2 — L F— R o —Dl G~ v FTHHEEDOFRINHEET

PLFIZ2 0 £,

1. TRV —0r—HNTLOCT 7 ¥ a U RRE SN TWDHYE, App-route
preferred-color 33 & OY backup-preferred-color 77 & = U RISV E T,

2. dacdask L Odadrict 77 vavidk, TV S—var —T 4 U IREE UTHERFS
nEJ,

3. F—FRYI—0DO TLOC BELEINET,
local-tloc-list 77 < a v bV, BEOF T a v NEENTWBESIE, SLAX -+ v —
1)LV TLOC Z iR L £9,

« SLA Z7#i7=9 local-tloc 23 72 W A1, local-tlocliss # /L= b T 7 4 v 7125 a X v~
F & (ECMP) V—F 4 T ZEIR L E7,

« E? local-tloc HFE L T WEATE, BE L T\ 5 TLOC Z3&IR L £9,

s CDlocal-tloc b L TE O, T—FRY —0NHIRE— FTHRESNTWDHHEAIL.
N7 4y 7%FKuy 7 LET,
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. Cisco Catalyst SD-WAN Manager #/* L1=7 U — 3> TO—T U S ADHRE

Cisco Catalyst SD-WAN Manager =/ Lf=7 77— 3> JO—J %

S5 AMDEKRTE

Cisco SD-WAN Manager A = =—7/> 5, [Configuration] > [Policies] DIEIZER L £ 9,

[ E BRI Y o — (Centralized Policy) ] C. [ U > —®iEA1 (AddPolicy) 1 %7 VU v
7 LET, MRITNV—TDERK (Create Groups of Interest) | X— T NFRRINFE T,

FEROFETF—2a UREAVNB VA NEA S [TV r—ary Fu—7 772 (App
Probe Class) | Z#®IR L T, MR NV—T%HAERK LET,

FrLnwr 7Y —y a7 a—7277Z (NewApp Probe Class) 1 %227 U v 27 LET,
[F'r—72F A4 (ProbClass Name) | 7 4 — /L RIZF 0 —7 27 T A4 % ANTJLET,

#5152 7 A (Forwarding Class) | KB v 7*'X 0 U A Mo b LB ERE 7 T A 23l L &
R

HRk 7 T AN WEAIEL, [WAX L A7 2 a2 (CustomOptions) | A ==2—0D[2—H T
A RBURY 2—VU 2k (Localized Policy Lists) ] D FiZ&H D [ T A~ v (Class Map) |
VA RR=UN6 T T AEERLET,

HRik 7 7 A BT 21203, WOFIREFEITLET,

1 [BARZLATT 2 (CustomOptions) | Ky FX T [Rm— T A ZRRY >—
(Localized Policy) |47 a b [UA R (Lists) | Zi&R L ET,

2. [VALDEFE (DefinelLists) ] 7 R T, ElOF S —2 g " uinb U A
NEAT7ELT[Z T Ay (ClassMap) ] ZEIR L F£9,

3. LW 72U AL (NewClassList) 1227 YU v 7 LTH LI A REMERLET,
4. D3R&EANLT, FryT7 XU UA ML [Fa— (Queue) | ZIRL £,

5 [Save] #Z7 Vv 27 LET,

[T Y (Entries) ]7A > C, [#T— (Color) | Ny XY U R MinbiEYRa T —
ZEIR L, DSCPEE AN LET,

[Himz27 )y 7 LT, HLEIR LT MY ZBMLET,

[Save] #7 U > 7 LET,

SLAVSAADT7T)r—3> J7O—T U5 AMEM

1

2.

3.

FED~A i, [SLAZ T A (SLA Class) | 23R L £,
[ LWSLAZ 7 AD U A (NewSLA ClassList) |27V v 7 LE7,

[SLA 7 7 A2 Y A +44 (SLA Class List Name) | 7 1 —/L FIZ, SLA 7 7 2 U A F D4H[%
A LET,
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CiscoBFD 7> J L —

1.

CiscoBFD 7> 7 L— kT F 74 + DscP o I}

VEREK (%) . BE (TUYR) . Ovi— (ZU) 2ANLET,

[TV r—yay 7ua—7 7 F A (AppProbeClass) | K v 7 X7 ) A NnD LB
TFVr—vay Fu—7 7T AE@RLET,

[Add]Z 27V v 7 LET,
R, BIE, V¥ — TTVr—vary ra—7 77 ATERISNIZH LW SLA 7 7
ANT =TT BIENET,
FTDT 74U DSCP DERE
Cisco SD-WAN Manager A# = =—7>5, [Configuration] > [Templates| DJIEIZER L £ 97,
[Feature Templates] 227 Y v 7 L £79,

10.

11.

12.

13.

Cisco vManage Y U — & 20.7.x LARD Y U — A CiX, [Feature Templates] ™ % A bk /L1% [Feature]
<7,

[Add template] %7 U v 27 LET,
FERDRA DTN, ZY A RS, T ABIRLET,

FIDARA T, [FEARTEH (Basic Information) 1D FIZU A & TW5 BFD 7 v
L— 2R ET,

ENENDO T 4 — )V RIZ [T 7' b— 4 (Template Name) | & [7iH] (Description) | %
ABLET,

[FEAFE (Basic Configuration) 1A > T, [R# (Multiplier) ] & [R—U > 7Tk (
U#)  (Poll Interval (milliseconds)) ] & AJ1L £,

/41

[BFD/ X/ f D7 7 /L FDSCP{E (Default DSCP value for BFD Packets) ] 7 4 —/L K
(2. R T AN, REF DEZAT)T 27> DSCP DF 7 4 /v MEZZER L £,

(7> ay) [ (Color) |74 > T, Fay XX JRANMLLEREEZERLE
TO

VB 77 [Helloftlfg (X U F)  (Hello Interval (milliseconds)) ] & [F%% (Multiplier) 1% A
HLET,

[/SAMTUT 4 A# /31U (Path MTU Discovery) ]fl% &R L £,

[TLOC/ 7 —®BFD7 7 # /L hDSCPfE (BFD Default DSCP value for tloc color) ] & A7)
LET,

[Add]Z 7 VU v 7 LET,
77 4V b ® DSCP fii & D fElX, BFD 7> 7' L — h T ESNE T,
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FIVr—vavBEEL—T 4> |

B v reven~o®y s —nmEm

Y4 FEVPNADRY O—DEH
RY =Y 4 P — ROFED T 4> RUT, BIDO3DDT 42 RUTIER LAY v—7
2y 7% VPNBLIORF—R_R—VLb A Ry NT—TNDOYA NMIBEHERMITET,

F—R—L ARy NT—27 D% A & VPNIZRY —T vy 7 2@EAT 513, ROFIEE
EITLET,

1.

10.

11.

Cisco SD-WAN Manager A == —7>5 ., [Configuration] > [Policies] DIAIZER L £ 7,
[—CEERIAR Y o — (Centralized Policy) ] 237 7 4 /L h TER S 4L, RARSNET,

[AddPolicyl 27 VU v 7 LEd, [T 7V r—a 387 1—70/ER (Create
Applications or Groups of Interest) ] ~— U NHRRINET,

[Next] 227V w27 LET, [*v hU—2 hAr Y (Network Topology) |17V « > K25
xFEJ, [FFBrY (Topology) 1/3—T, [ h7RE Y (Topology) |27 7 4 /L kT
SITVET,

[Next| 227 U7 LET, [T 7 4 v 7 V—/LDOFE (Configure TrafficRules) |7 1 >
RUBHEET, [TV r—a Vi —7 17 (Application-Aware Routing) |
N—="T, [TV r— a L iilf—7 ¢ 7 (Application-Aware Routing) | 737 7 #
U hTERENTOET,

[Next| 27 U 7 LET, [A4 FEVPNIZA U —%5#H (Apply Policies to Sites and
VPNs) |V 4> RUDRBE £,

[V —4% (PolicyName) ] 7 4 —/V RiZ, WU —DL4HEZANLES, 207 41—
U RITZAT, EHTE20D1%, HRLFE/NLF, 0~908HF, M7 (=) . F
() OARATT, AR—ARLEZOMDOLTFTEEHEDDHZ LIXTEEHEA,

[RY > —od#t (Policy Description) 17 4 —/L FIZ, AU —DOFMHEANLET, &
K248 L FHMHTEET, ZOT7 4 —/VRIIMNATHY, FEOLFELEAR—RAEE
OHAHZ ENTEET,

[ AR e Y (Topology) 1/3—m 5, NI —T w7 OX A THERLET, RITIE,
EDEATDORY) =Ty 7 QIR LAY =R —ERRINET,

[Br LA B U A R&3E0 (Add New Site List) ] & [VPNU 2 k (VPNlist) |27 U v
JLET, 1O EDH A MY R FEZRIRL, 1 DL ED VPN U X M &R LET,
[Add]Z 7 V v 7 LET,

[FLE=2— (Preview) |27 Vv 7 LT, BESINIZARV V—&FRLET, R —
X CLI TR RINET,

[Save Policy] 27 U v 7 L %9, [BRXZE (Configuration) ]>[R') > — (Policies) | %%
NI, RV =T =T MTH LAMERSNTZAR Y =R INET,

TN r— g VRNV — FR Y U —EFNCT B, ROL DA —NN—L A R b
T—JHNOYA bDOU A MIEHLET,

vSmart (config) # apply-policy site-list list-name app-route-policy policy-name
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7T r—
AT 3H%

FIUL—Sa VRBEIL—T 4 VIR S—EROTF— 4K —napeTERT 5% |

RV —%WHT 2581, (AT RERIEIT T R ROWTTHIL) Fliltis
ELERA, 77 /7*—“/ a VN —T 4 7R Y 2—|d, CiscolOS XE Catalyst SD-WAN
TNRAADT T IR RRNTT 4w ZIZOBRFEELET,

apply-policy =~ > R Ciii 1§ % 3~ T? app-route-policy X U 2—| :ob\’( T _TCOHA b
VARDOHA FIDIF—ETHLIMLERHY ET, 2FEO, A KV \ZCEMET 54 D
DEFENLTHTEIRY £H A, E@#é%%%maﬁl:izo@%4%)x%ma@1
site-id 1-100, 5 L W' siteligt 2 §ite-id 70-130 1 FID BBV ¥, T2 TlE, A 70 ~
100 N HFDOY A MIEENTNWET, ZNLHD220% A N A RE25D8R5
app-route-policy 78 U > —IZi@ 9 % &, Cisco Catalyst SD-WAN 2> h B —F CTHEZ I v
MR AN I L £,

FCXATORIRIEL, KORY =X A FIThEHAINET,
o — LB BRAUHIAE AR Y > — (control-policy)
s —LEHA T — &K Y > — (data-policy)

ccflowd 7 n—E=4 U U I IND 0 EFEBMT —2KY o— (cflowd 7 7 > a v %
& e data-policy 35 X O cflowd-template =~ > K % & e apply-policy)

2L, B2 A4 T7OR) —IC#EMT oA U AROY A FIDIFEEIEDLZENT
xF9, =& xIE, app-route-policy 8 U o — & data-policy 8 U & —DH% A U A R TlE, W
A FIDWEHBLTWDAREENH Y £, Lo 7T, Eit2o0% A FU A Fof (dtelist
1. siteid 1-100. ¥ X N sitelist 2 site-id 70-130) CTik, 1 D& #HlEAY > —i2, 9 1 2%
TR —CHEATEET,

Cisco Catalyst SD-WAN 22> h1©—F Tcommit 2~ REFRITLTCHEEZEFIZT 7747
bT2&3<, ary br—Z3EEIN7=P A FD Cisco I0S XE Catalyst SD-WAN 7 /3 A Z|Z
TV = a VBN —T 4 IR —H T v a LET,

Cisco Catalyst SD-WAN 2> b —F TREINTRY U —%2FK 7T HITIE, =2 hr—FT
show running-config =~ > R&fiH L £9,

Cisco CatalystSD-WAN 21> b 2 —F NTNA AT v v a LIeAR ) —%2FRT HI2id, v—
% ¢ show policy from-vsmart =~ > R& 31T L £,

FNRAATEITENTWET AN r—2a VBT 7 ) r—y a v o7 u—EREE£RT5
(21X, /L—# T show app dpi flow =~ > R& 3T L £,

VAVEBEEL—TA IR —FMDT—ER) - EHAELE THE

Cisco I0S XE Catalyst SD-WAN 7 /NA R ZT 7'V r—3 g ViV —T7 4 7R ) o— &
DRV —%RETHE, £ LRV —IT—X N F 7 4 v 7 IZEXEH S ET,

Cisco I0S XE Catalyst SD-WAN 7 /XA A TlX, RDOX A T DT —HK) U —5BRETEET,

« —LEPAIT — &K Y 2 —, Cisco Catalyst SD-WAN =22 b1 —F TZ DR Y o —%RE
THE, RY =TT A AZESNE T, policy data-policy configuration =2~ > K Z&{#
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FIVr—vavBEEL—T 4> |

B 77— avmamn—7 ook o—st0F—a Ky v — L Aasbe TERT 55%

AL CHELZEZLI-D, apply-policy site-list data-policy & 7213 apply-policy site-list
vpn-membership =~ > RZH L C#EMA L £9,

= NTARBRTFT—HRY —, —fRIZT 7 BAY A NEMREINE T, TAATT 7%
AU A NEFET HIZIE, policy accesslist #akk =~ > K& L EJ, VPN N T vpn
interface access-list in fpk =~ > REFEH L CTA v N\D U RS U H—T = A ATHHT 5
7>, vpninterfaceaccesslistout 2~ > RZMHLTT 7 T2 RA U2 —T = A AT
ALET,

TN = a VRN —T 4 TR —, TV =g VRN —T 4 TR
Vo —IZXoTELZZITH N7 7 ¢ 271%, Cisco I0S XE Catalyst SD-WAN 7 /34 A D
F—E 2 (v —H/V/LANM]) 225 F b (WAN) SN 877 4 v 7 OB T
T TV r—a VRBHAV—T ¢ 7R ) 2 —% policy app-route-policy ik =~
R %4/l L C Cisco Catalyst SD-WAN = > k12— TE L. apply-policy site-list
app-route-policy =~ FZMEH L CHEMALET, REXZ2I v bT5L, RU T —2NE
BT LT A REINET, RIS, TN ALEDOYyTFTL7—=F2 T 7 4 w70, &
TE STz SLA Rt THLBE SN E T, ZORY U —DOfRLE LT Rry a0
T2 RNTT7 4y 7F, TR I ESNCGHMiZZ T ET, T—FX T T 4 v
M=y FET, TTHNRT 72 a UPMAILRESNTORNGEIL, SLAZEEETIC
EDOT—H T T4y I BEEINET,

F=N—=b A Xy U=V HNOHE—Y A MIEHTELDE, 7T—2RY—125LT7 7Y

=y a VRN —T 4 VTR =1 DDHRTT, HETHEBOY A R A RNEEHRLT
WHT 2561, 07 =2 R =% 723 07 7V r—va VRV —T 1 VTR
Uy —=NEEDOY A MIEHA SN2 E D ICTDRERSH Y £, CLIIEZ 9 LITikPLize -
TWRWNTF = v 78T, validate o~ RiE, FCY A TOBEDORY L —n3H— 4

e

MZEH SN TWDINE ) EmH L EE A,

N—=Z DY —EZRANEL—F D WAN NN DT —% 77 4 v 7 DA, AU —i2k
HET77 4y IR DONEFE TIThILE T,

1.

LANA VX =T 2 ATANT 7RV XA N2, 207 78RV 2 OFERELTER
0y TINBNWT =X ST T 4o, T =y a VRN —T 4 TR =T
FEINTIHMI SN ET,

TV = a VRN —T 4 TR v—FiEH, ZOR) —0fiRELTRa Yy
TEINRNT—H T T v 7F, TR L ESN TR EZ T ET, T—F b
T4 IRy TET, TIFNVRT I a VM BERE I TV RWEAIE, SLA %
BEETICZEOT =X N T 74 v I PREEINET,

— G F— R —FEHA, AT 7RV R MNOFERE LT Ry &N
FF—2 T 7 w2k MAT 7 EBAY A NMIESHUCEHMEEnNET,

WAN A > X —T 2 A ATHNDT 72V A v&@EH, HH7 782V 2 ofERLE LT
Ry 7 ENENhoTT =% 877 4 v 7k, WANA U H—T = A AL EESNET,

WAN B V—H 2k L CH—ERAILANIZRAT BT —X N7 7 4 v 7 DA, R o—
WZED T 7 4w 7 FHEITRDONEF TirbhvE 9,
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FIU— 3 vREEL—F 1 2R —0F 57471 [}

WAN A v Z—T =2 A ATANT 72 2 "2, ANAT 782U A MOFERL LT
Koy 7 ENRnolT—F T 7 4w 7%, T—FR) —ICESNCGHIENE T,

T=2RY o—xM, AT BRIV AROFRRE LT RR y TENRPoTT—F b
774 v 273, AT 7 EAY A MESR T S E T,

LANA VX —T =2 A ATHAT 782 A &2, HH7 782U 2 MoOfERELTER
0y S ENRPoTET—H VT T 4w, u—Y A FOSEIEIZHIT TLANA o Z —
T oA ANLERFEEINET,

AR X 92, 77V r—va VRN —T 4 > 7R Y —Iid, CiscolOS XE Catalyst SD-WAN
TN ZADH—E A (m—H/V/LANM]) 225 F b (WAN) s 87 7 1 v 712
DHFBET H720, WANDOWMAT DT —H 8T 7 4 v 73T VAV A RNET—HRY v—
Lo TORLB S NE T,

)

G¥)

TV =g VB —T 4 T TR =Dl RREIN VDG, T4
AU —N—)LIZDNS U XA VLY b, RTANEY T, EFXFaT A ¥ —Fy N F—hU=x
A . NATVPN, 713 H—E 2Rl 7 7 arPaEnTnid e, FNH5DL—LIIvy
FTDHRT 74 ZIZAARKY V—%AX T LET, HEXZDRNT 7 4 v 70, AARK
Vo —TCEEINZL—NMIZyTFLTWEZELTHTY, T—HRI =T 7 3 0%,

AAR V=)V & A —_R—F 4 FLET,

FIVr—2av@BEBL—T2 2RI O—DT I T4 71k

—

T—

RV —%7 7T 4 7T HI2iE, ROFIEEZETLET,

1. Cisco SD-WAN Manager A == —2>5, [Configuration] > [Policies] DJNEIZER N L E7, [—
JUEBRAIZR Y o — (Centralized Policy) ] 37 7 4 /L h TR, ERInET,

2. HMORY =22\, [.]EZ Uy 7 L, [T77 471t (Activate) 1 ZEIR L 9,
[RY>—D7T 77 1 71k (Activate Policy) 17Ny 77 v 7R E ET, AU —2EHS
A EIFERTHEZR Cisco SD-WAN =2 b2 —F O IP 7 RL AR —BEERINET,

3. [Activate] 7 UV v 7 LET,

T =g VRN —T 4 VTR — R T VT 4 Tkt A L SN TS TRT
® Cisco SD-WAN = b2 —F [ZR Y =0k ESNnET,

BRTIL—2 FoRILDINTA—TURADE=R—

Bidirectional Forwarding Detection (BFD) & k =/L{X, Cisco I0S XE Catalyst SD-WAN 7 /34
AMDOTNTOT=F T L= PRV TEITEN, b RLVOBRMRE, £y P —78K
UCRRADFMEERE=2 Y 7 LET, TV r—a Vi —7 ¢ o 271%, BFDIZL - T
I SNIEREEH L C. U RLDBERT 4 —< U AFRELET, T F—v R
E. Fr R EDORT Y MBIEL STy MEROBLE N DHRE SNET,
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FIVr—vavBEEL—T 4> |
B 77— rornasor—vrzor=4—

BFD [ ZEWIRIC Hello X7 v FZEE L, T—Z 7L —2 b RILOBENRRELZ T A LT,

Mo RNV ELTF =7 LET, 26D Hello /N7 v ML, b b0y MEEKE
Ry MEIEORIEM A $EHE L £ 3, Cisco IOS XE Catalyst SD-WAN 7 /34 A%, KD 2 Z
AT AT T4 ROz TNy MR EEBIEOMEHERA RIS L E 3, BFDIL, HiT
DOEDDATAT 4T T 4y RO ZBHL, &6ttty F&Rl2 DAy MIEGE L
T, TS AT TV = a il —7 4 VR =R ETDHE, V—FXZ
NHOMEHEREZMFBH LT, 7—FH 7L —2 FU RNV DNRT p—<  ANRKRY ¥ —D SLA O
T D0 E ) v E R L £,

AFGAT AT T4 RUDHAXFTIRONT A =L TRELET,

NS A—4H FTIAILE aVvIJ4F¥al—> 3> |&EH
EOVAN

BFD Hello 734~ k[l 15 bfd color color hello-interval |1 ~ 65535 #
seconds

T r— g UERERL— (10 4y (600,000 |bfd app-routepoll-interval |1 ~ 4,294,967
IUE

T4 v T OR—Y v /IR ) milliseconds @2-1) IR
T e g VT L— |6 bfd app-route multiplier 1~6
T4 2T DRH number

INEDNRTA—=EZDOFT 7 H)V MEZER LT, 77V r— g VAL —5 o v 7 oEE
WICHOWTHBA L7,

CATAT AT U4 RO ZEIZ, 77— a VIREAL—T > 71 6001#
@ BFD Hello /347 v k%R L£9 (BFD Hello Hl@ x A" —V > 71k : 1 7 x 600 7 =
600Hello/X7 > ~) o ZHUHD/T Y ME, 7—F 7L —2 h R TONRT v MEKE
PEIEDREE AU L £ 5,

779#%y VIRV —T ¢ 7T, WEEHEBRD | R S E T (=Y 7
kG x 4 104 x6=60 %)) .

MEHERIZ, 0 ~5DOFEFZTA T v 7 AT BT 6 DO/ v MIZENZNELE X
NET, N7y b OIITRFOMEERDS. N7y b5 TWVHEHERAEE S
F9, 100 T 812, BHOFHERD ATy FOICEESNET, £ v F50HKEr
THEMAEIE S AL, R0 OFHERBPRONT v MIBEH L £7,

60537 ¢ (IBFRIZE) 1o, 77U r—ya Vil —7 ¢« o 7Rk LB DR EHE
ﬁ;%owT%WLiTo¢AT®X74T4/774VF?@¢NT®A&ybﬁﬁ%
BLOBIEDO R ZFE L, ZOfEE o FVOFEE Sz SLA L9, RS
NN SLA Ziili7= 3356, 77V r—y a VL —7 ¢ o 713 b ir v E8 A,
fE2S SLA 272 S 72WEE. 77V r— a9 Vi —7 4 703 L b ok
D+% L/i‘j—o

TV r—ya iRV —T 4 TR, 6 DDAy M TRTOEEMFEH LT, T—#
F VDR L BIE AR LET, 2T, BB THL-OTT, TS —
Va VRBHRITEIZ6 DT — XNy MERFFLE TN, HARLEBEEZFE T HOICE
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Cisco 10S XE Catalyst SD-WAN 7/3 X TO7 F ) 7r—< 3 v ORIREDHHE .

BUCHE AT 2803, BEIC I > TIRFEV £, =& 2R, BEDL3OHE, N7y RO,
1. 20MER SN E T,

INHOT 7 H N MEXIE Z Sl LT 7 v a v 2FIT LW, BELTERY hU—
ZIZELTWET, ry NV—JEEZ LV AR Y 7T LT, 77U r— 3 Uil
N—T 4 TRH LD R R Z LVHBRICHETE X175, Zhb 325037
A—BDEEFELET, 2L 21T, A=V ZRIRET %214 (60,000 X UE) IZEE L
A, 77V =y a VBN —T 4 U TNE N RV DR T o AR B R L E
TN, K EBEDOFEIT 60 E D Hello /X7 v hOIRIZIESWNCFEITENET, 77V 7r—
a VRN —T 4 VTR LW N RN METH DL LR LIZGA, v E) By
FF2DI21 58 EP»2ZERnHY £97,

BT =4 T =2 bRV DORGEHERE R HITIE, show sdwan app-routestats =~ > K&
HEHLET,

7 /34 24 show sdwan app-route stats

SRC DST MEAN MEAN TOTAL AVERAGE AVERAGE DATA DATA
PROTO PORT PORT LOSS LATENCY INDEX PACKETS LOSS LATENCY JITTER PKTS PKTS

192.

192.

192.

0.2.

0.2.

0.2.

192.0.

192.0.

192.0.

2.254

2.254

2.254

ipsec 12346 12346 0 22 0 596 0 21 2 0 0
1 596 0 21 2 0 0
2 596 0 21 2 0 0
3 597 1 21 2 0 0
4 596 0 21 2 0 0
5 596 0 29 4 0 0
ipsec 12346 12346 0 24 0 596 0 24 3 0 0
1 596 0 25 3 0 0
2 596 0 25 3 0 0
3 596 0 24 3 0 0
4 596 0 24 3 0 0
5 596 0 24 3 0 0
ipsec 12346 34083 0 21 0 596 0 21 3 0 0
1 596 0 22 3 0 0
2 596 0 22 3 0 0
3 596 0 21 3 0 0
4 596 0 21 3 0 0
5 596 0 21 3 0 0
ipsec 12346 36464 0 23 0 596 0 23 3 0 0
1 596 0 23 3 0 0
2 596 0 24 3 0 0
3 596 0 23 4 0 0
4 596 0 23 4 0 0
5 596 0 23 4 0 0

TNA AP —E Rl AV F—T 2 A RAZERFTHIP Xy ORI A MRy P EREFRR
9 %1Z1%. show policy service-path =~ > FZfEH L ET, L—F72 WAN F 7 AR —F b
VARNA B —T 2 A AZEET BN v N OFELIEHREFRT 5121, showpolicy tunnd-path
avy REFHLET,

Cisco 10S XE Catalyst SD-WAN T /N4 X THD7 FT) 75— 3 O RIREDERIE

LANHNOFTRXTDO VPN TETSNTNDLTRTOT SV r—varaE®E=X ) 7 TEH L
N, TV r—va VAL —T ¢ VR ) — &R ERTIZ, Cisco I0S XE Catalyst
SD-WANT A ZATT SV r—a VORI BEEANCTHZENTEET, ZNETH
Wi, V= F T T =y a ORRMEEZRE LT,
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B cuzerLr7Iur—vavREamL—T o ORE

CUZFERLE=7IUSr—Sa BB —T14 200D

E

vEdge (config)# policy app-visibility

TSV = a B —T5HITiE, T34 AT show app dpi applications 35 & UY show app
dpi supported-applications =~ > K& H L £,

Wiz, 77V r—va VBN —T 4 TR — DR EFIEOMEE R L ET,

1

TV —va VRN —T 4 TR — AT AN~ Xy NU—7 B
A4 DV R FEERLET (apply-policy =<2 R&EHH)

vSmart (config) # policy
vSmart (config-policy)# lists site-list list-name
vSmart (config-site-list)# site-id site-id

UA NI, BREREOVA NIDEEODHZ ENTEET, A FID I EIZ1HDsteid

avy REFOET, T 504 D OEAEIX, BLaxX vz () TRY-> THIPH
FRETEET, LEIISUT, SHIZYA MU A MEERLET,

KDEHz, ~vFFTABT AV r—2arDF—2 77 40 v 7 ICEHTASLAY T AL
FZ7 4 7R EERR L F T,

vSmart (config) # policy sla-class sla-class-name

vSmart (config-sla-class)# jitter milliseconds

vSmart (config-sla-class)# latency milliseconds

vSmart (config-sla-class)# loss percentage

vSmart (config-sla-class)# app-probe-class app-probe-class

vSmart (config-sla-class)# fallback-best-tunnelcriterialatencylossjitter

(RYU—EFDOmatchtZ > a2 T) KMEBOTF IV r—arDF7 4y 7 DEEIC
ERTHZT7 7V r—var P74 v 7 A, BEORVPNOY X M&E{ERLET,

vSmart (config) # policy lists
vSmart (config-lists)# app-list Iist-name
vSmart (config-app-list)# (app application-name | app-family family-name)

vSmart (config-lists)# prefix-list list-name
vSmart (config-prefix-list)# ip-prefix prefix/length

vSmart (config-lists)# vpn-list Iist-name

vSmart (config-vpn-1list)# vpn vpn-id

ROXNZ, 7TV = a i@l —7 4 TR =DV AZ U AZFRR L, €
A% VPN O U A MBS E97,

vSmart (config) # policy app-route-policy policy-name
vSmart (config-app-route-policy) # vpn-list Ilist-name

RV =T, ~vF/IT 72 arTORGNE—r o A% 1 2 EERLET,
T, WO FRGRA—=HIHBDOT—E T T4 7 T TV r—a B EEL, TV
Ta NG AR F—EPRE LG AICEAT S SLA 7 T AERRELET,

1. —HF U AEERLET,
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CUEEALET T r—vavREEL—7 v oo [

vSmart (config-app-route-policy) # sequence number

2 §_&N5y}@7y?ﬁﬁf_&%iibi¢o

vSmart (config-sequence) # match parameters
3 RDOEIT, v TFRBELLLEIIFTTLT 7 a v aERELET,

vSmart (config-sequence) # action sla-class sla-class-name [strict]

vSmart (config-sequence) # action sla-class sla-class-name [strict] preferred-color
colors

vSmart (config-sequence) # <userinput>action backup-sla-preferred-color</userinput>
<varname>colors</varname>

WD 2ODT o avATraid, —BTLT7 -2 774 v 2%, FBESh
SLA 7 7 A®D SLA & 729 R FA v H—T = A RTHRE L £ T,

» da-classsa-class-name : IBIlVXT7 A —H 72 L TSLA 7 T A& RETH L, 15D
Mo AN B —T 2 APERFAETHHEY . SLAIL—HTEHT—H T
T4y NEEEESNET, Y7 b =T, ROICSLAIC T D bR EA
LChI7 74w 7% FELELOELET, B—DO M RN SLA LT 585
BT HE T T4 ZITFD P XN ENLTEHESRET, 220 ED M
FIVIN—ET DA, b T 7 4 v 7 b VBT ENE T, SLA I —ET
D RRVBIRNGE, T—2 8T 7 4y ZIMER RS kA D 1 D& L
TEFEINET,

+ da-classda-class-name preferred-color color : 7—4% K77 4 v 7 INSLA 7 T A &
—HT LGB T 2RED b RV ERET HITIE, preferred-color 47 =
CVEFEDT, BN RINVOOEEIRELET, HEO o RVRSLAIC KT S
e, N7 4y 7B N RVITEESNET, BN T —D bR HME
MAT&ERWEES, 77 4 v ZIXSLAYZ T AZ—FT5H bRV Z0 L TEES
NWET, SLAIL—ET D b RXABRRWGE, T—2 877 4 v 73R
WTNNAD R RV EN L TEEESNET, ZOBEKT, AREILRE 2 —8T
T2 BN—ETHL LRRENET, ThiE. T—X T T4 v 7 ITERA
D b FADPMERATRED E 9 2T BfR R <. WITIE SN D72 TT,

+ da-class da-class-name preferred-color colors : 7 —4% ~7 7 ¢ v 7 BN SLA 7 7 A
E—HTLGEIEHT 85O N xRV ERET ST, preferred-color 47
varvEEDT, 20U ED N RNV OEERELET, FT 70w 7, TR
TO R R TR—=RRT T ENET,

SLAIZ—8F % bR AR RWEE, 7 —X N7 7 4 v Z AR VT o b
YANENMLUTCEEINET, ZOERT, AREIIHE R —BTER, BH—%
ThdERBRINET, ZhEX, T—F FT 7 4 v ZITEREAD bRV hM Ml AThE
ME I MITEMRA L, WICIEEREND 72D TT, SLAIC 8T 25 F xR nigs
X, 7—Z N7 7 4 v 7 OB AEEZRINTE 7,

sgtrict : 7T—H¥ b 774 v B Ruy S LET,

» backup-da-preferred-color colors : 7—% b5 7 ¢ » 7 ZHEED b FIVITHRE L
F9, bURAA U F =T = A APMERTRERGE, 7—F M T 7 4 v ZITRE
SN RURADRDBEGEINET, ZO M RABEATERVWES, N T 7 1
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B cuzemLE7Iur—var Fo—Tv5208E

ZIHMERFREZRMNO F R MZEEESNET, | DU EOAEZIEETEET,
preferred-color 47> = o LREIERIZ, Ny 7T v 7 SLA OBSEAITHEVD—BCT
T, B—DOF U3 UEETIL., drict 47+ 2 > & backup-da-preferred-color 4
TFra DO EEDDZEIXITEEY A,

4. RV —l—&BT257ry NEFIAA b2 AT FLET,

vSmart (config-sequence) # action count counter-name

5. SLAZ FAN—)UZ—HFT L7y FOY Tty k& syslog 7 7 A /VITELE L &
D

vSmart (config-sequence) # action log

6. KUV —HNO~yF/T 7 arXTE, V=T AEFEFITESNT, FLro/hSng
DPBIMCHHSNET. ~ v F LIHAE, MET27 7 v a v BT Sh, )Y
S — DRFEA L L E T,

6. Ty EBRWT DD = U ADFHEOENICL Yy TF LW AIL, T 74 0T
JvarPNEITENET, TV =y a VBB —T 0 VTR —DE. T %
NEDOT 7 a TR, v F LRI 7 0 v 7 BZF AL, SLAZBETTICE
DT T4 I NEOEFFHEINET, ROLIIT 74NV DT 7 arzZRELT
BLZET, SLART A—=HF <y T LgWry MUEHT2Z R TEET,

vSmart (config-policy-name) # default-action sla-class sla-class-name

7. RV —% site-list (ZwH L £97,

vSmart (config) # apply-policy site-list Iist-name app-route-policy policy-name

CLLZERALE7IUS5—23> JA—TJ 9 S5ADETE

WOBNZRT X 912, app-probe-class & real-time-video ZFXE L7 6. FILH % SLA 7 7 A |Z
~ v BT LET,

Device (config) # app-probe-class real-time-video
Device (config) # forwarding-class videofc

Device (config) # color mpls dscp 34

Device (config) # color biz-internet dscp 40
Device (config)# color lte dscp 0

# sla-class streamsla

# latency 20

# loss 10

# app-probe-class real-time-video

Device (configqg)
Device (config)
Device (configqg)
Device (configqg)

IR T LD, BEDT 7 L— &AL TDSCP OF 7 4 /L MEZRELET,

Device (config) # bfd default-dscp 50
Device (config) # bfd color mpls 15
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FIUr—vavREEL—T 4 v oKy v—nEEs [

y N S, SF S FFH - = . > 2 >, 1 —
TFIVr—oa BRBBINL—Ta29KR) O—DFFEH
TORMEY T, TTV A A—2a VML —F VPR — A EBRET AR R L
F9, ZOFITIE, ICMP b7 7 4 v Z7IZ#EATAHHRY —2EFR L, V7 BERARERE
BITBIEN 50 S URLITOU U7 N T 7 4 v 7 E2FELE1,
Cisco Catalyst SD-WAN = > b2 —F |27 7'V Fr— g Vi —7 4 V7R Y O — %508
LET, HEIFLLTONA Ly B B—r FCTHEBEINET,

TV = a L DESE

TV —vary Tu—7 7T ADER (AT a )

* SLA /XT A — X DER

YA b TVT 47 A VPN DEFHE

« T TV r—a VBB —T 4 R Y) — AR

e R —DBHEAINSEIA— N~ A Xy NT—7 P A FNDIEE

INHDOarR—3r M EFRETHIEFIL, CLIOBANOITEETIIHY A, 727210,
T—XT 7 F Xt OBLE D RIGRE BRI X, T 77V r—2a VAL —T ¢ v
FRY—HETIEOHSNG, £33 —R"— LA %y T —INDOSESERYA MK
U —%ATAEDIEHINATRTONRT A= R EFRTHI LT, RIZ, 77V

r—a VRN —T 4 7R —ARE R —ZEHT 5%y NU—2 A MR
ELET,

Cisco Catalyst SD-WAN 2> b —F T, ZOT7 S U r—a VB —T 0 7R Y o—
ERET D FIEEZRIR LET,

1. —%TDHICMP b7 7 4 v 7T HSLANT A =X ZERLET, ZOHITIEX, EBIE
D50 S URLLFDOY U ZIZICMP R 77 v 7 sk LE T,
vSmart# config
vSmart (config) # policy sla-class test sla class latency 50
vSmart (config-sla-class-test sla class)#

2. TV r—va VBN —T 4 R —EAT 5 A NE VPN Y R M EEFRL
£,

vSmart (config-sla-class-test sla class)# exit
vSmart (config-sla-class-test_sla_class)# lists vpn-list vpn_1 list vpn 1
vSmart (config-vpn-list-vpn 1 list)# exit

vSmart (config-lists)# site-list site 500 site-id 500

vSmart (config-site-list-site 500)#

3. TV r—va N —T 4 TR = OREZDOFITIE, 2 ORI BFIETT
TV r—2a R —EEAT A LICEREL T EE Y, =471, 2, 3T
i, e barEFEBEEELCWET (e hav 1IXICMP, 7w h=2b 613 TCP, 7
7 k=)L 1713 UDP)

vSmart (config-site-list-site 500)# exit
vSmart (config-lists)# exit
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ZJu
(3

vSmart (config-policy)# app-route-policy test app route policy
vSmart (config-app-route-policy-test_app_route policy)# vpn-list vpn_1 list
vSmart (config-vpn-list-vpn 1 list)# sequence 1 match protocol 6
vSmart (config-match) # exit

vSmart (config-sequence-1)# action sla-class test sla class strict
vSmart (config-sequence-1) # exit

vSmart (config-vpn-list-vpn 1 list)# sequence 2 match protocol 17
vSmart (config-match) # exit

vSmart (config-sequence-2)# action sla-class test sla class

vSmart (config-sequence-2) # exit

vSmart (config-vpn-list-vpn 1 list)# sequence 3 match protocol 1
vSmart (config-match) # exit

vSmart (config-sequence-3) # action sla-class test sla class strict
vSmart (config-sequence-3) # exit

vSmart (config-sequence-4) #

Cisco 10S XE Catalyst SD-WAN F—/S— LA x> hU—=7NDOHWOY A MIKRY —%
WHLET,

vSmart (config-sequence-4) # top
vSmart (config) # apply-policy site-list site_500 app-route-policy test_app route policy

REDEREZFRLET,

vSmart (config-site-list-site 500)# top
vSmart (config) # show config

RENCTT =N L 2R L E T,

vSmart (config) # validate
Validation complete

WEZ AN LET,

vSmart (config) # commit
Commit complete.

REE— Rz T LET,

vSmart (config) # exit
vSmart#

EBETNTEEDDE, ROLHITRYET,

vSmart# show running-config policy
policy
sla-class test sla class

latency 50

app-route-policy test app route policy

vpn-list vpn 1 list
sequence 1
match
protocol 6
!
action sla-class test sla class strict
!
sequence 2
match
protocol 17
!
action sla-class test_sla class
!

sequence 3
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match
protocol 1
|
action sla-class test _sla class strict
|
|
!
lists
vpn-list vpn_ 1 list
vpen 1
|
site-list site 500
site-id 500
|
site-list site 600
site-id 600
|
|
!
apply-policy
site-list site 500
app-route-policy test app route policy
|

< NVFXFy AT haLEERETHHERIRLET,

policy
!
sla-class SLA BEST_ EFFORT
jitter 900
!
sla-class SLA BUSINESS CRITICAL
loss 1
latency 250
jitter 300
!
sla-class SLA BUSINESS DATA
loss 3
latency 400
jitter 500
!
sla-class SLA REALTIME

loss 2
latency 300
jitter 60

I
app-route-policy policy multicast
vpn-list multicast-vpn-list
sequence 10
match
source-ip 10.0.0.0/8
destination-ip 10.255.255.254/8
I
action
count mc-counter-10
sla-class SLA BUSINESS CRITICAL
I
!
sequence 15
match
source-ip 172.16.0.0/12
destination-ip 172.31.255.254/12
I
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action
count mc-counter-15
sla-class SLA BEST_ EFFORT
|
!
sequence 20
match
destination-ip 192.168.0.1
|
action
count mc-counter-20
sla-class SLA BUSINESS CRITICAL
|
!
sequence 25
match
protocol 17
|
action
count mc-counter-25
sla-class SLA REALTIME
|
|

sequence 30

match

source-ip 192.168.0.0/16
destination-ip 192.168.255.254
protocol 17

|

action

count mc-counter-30
sla-class SLA BUSINESS DATA preferred-color lte
|

!

default-action sla-class SLA BEST EFFORT

|

sequence 35

match

source-ip 10.0.0.0/8
destination-ip 10.255.255.254/8
protocol 17

|

action

count mc-counter-35
sla-class SLA BUSINESS DATA preferred-color lte
backup-sla-preferred-color 3g
|
!
lists
vpn-list multicast-vpn-list
ven 1
vpn 60
vpn 4001-4010
vpn 65501-65510
|
site-list multicast-site-list
site-id 1100
site-id 500
site-id 600
|
|
!
apply-policy
site-list multicast-site-list

TIVr—a U
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app-route-policy policy multicast
|

ST h S —DEFIEGLD B

app-route-policy SAMPLE AAR
vpn-list ONE
sequence 10
match
dscp 46
|
action
sla VOICE SLA strict preferred-color-group GROUP2 COLORS
|
!
sequence 20
match
dscp 34
|

action
sla VOICE SLA preferred-color-group GROUP1_ COLORS
|
!
sequence 30
match
dscp 28
|
action
sla VOICE SLA preferred-color-group GROUP3_ COLORS
|
|
!
policy lists
preferred-color-group GROUP1 COLORS
primary-preference
color-preference biz-internet
path-preference direct-tunnel
|
secondary-preference
color-preference mpls
path-preference multi-hop-path
|
tertiary-preference
color-preference lte
|
!
preferred-color-group GROUPZ2_ COLORS
primary-preference
color-preference mpls
|
secondary-preference
color-preference biz-internet
|
!
preferred-color-group GROUP3_ COLORS
primary-preference

color-preference mpls biz-internet lte
|
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\)

6=

Cisco SD-WAN Manager C [v/VF VU — 3 777U 2 (Multi-Region Fabric) |4 ~7'> 3
EHDZ L TWBEGEIZD I, path-preference 77> a V EFHETX E T,

IPv6 7 1) r—2 3 »I2xtd % AAR KR o — Dl

policy
sla-class Default
jitter 100
latency 300
loss 25
|
app-route-policy VPNl AAR-Policy-for-IPv6-Traffic
vpn-list VPN1
sequence 1

match
app-list Msft-0365
|
action
sla-class Default preferred-color public-internet
|
|
!
lists
app-list Msft-0365
app ms-office-web-apps
|
site-list SITE-100
site-id 100
|
vpn-list VPN1
vpn 1
|
|
!
apply-policy
site-list SITE-100
app-route-policy VPNl AAR-Policy-for-IPv6-Traffic

S ) —=
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Bidirectional Forwarding Detection (BFD) (%, U v 7 [EFERAEZ I L. Cisco Catalyst SD-WAN
kv (IPsec & GRE DJ7) DK, BIE, ¥ X —{FHRRLEDNT 3=~ 2 =T 1
7 F—4 (PR) #WHELET, % BFDhello /37 v ME, ROHEHREIEL 9,

JBAE : BFD = a—QERMNLIGEETORIT (T 7 R MY o 7B .

Vwh— i Fy T =7 WNONy FEIZERBOBREEE), ZiUIT—Z 7y EREZE S
nNa%A4 7 ORBANEEZ RTHRETT,

& BT ZETE oo a—FROHL,
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DREEOWMICT — X ZINELZD, Xy FIT—FT ANV v I mHh T T L0 T 58HE
FoRLET,
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BFD

BFD /37 v MMEKZ 1 pps £
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THIE
77 b‘_“/a‘/j’m 7
7 A (APC) RENHEIN
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ENFTL Ty M L
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BFD

1 pps & 721% n-apc B¢ 1 /%X
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TV =gy Ta—7 7
7 A (APC) Ma%ESH TV
WA, RTT 237 > RO
KX, 1 BBV 175y B

(Ipps) DL — R CTHRAELE
T, APC RENHIIE, HK
EN#TL ATy M L
7,

Jitter

BFD

RTT D2 )

77°|J/7- /a/n:unﬁti)l/ 74/70)

axEt &AITE

« 7 7 4/ k@ BFD hello [El@(% 1 # T, app-route/SLA O AR —V > ZREEIE 10 43T,
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\)

GE¥) EAAR#mEiZ. BEFORBRZ YV R— 35720, 77 4/ b TEYIZ/R>TWET,
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3BT T r— 3 v REEL—F « v LT 2 ]

HRT T — 3 VBBEL—T 4 VI ISHIE LT
INA R

Cisco I0S XE Catalyst SD-WAN 7 /XA A{Z-DU T

Wk 7 U r—a VBB EIL—T 1« VT IZET 5515
=18

COMREEAENC LT T oF TR, 2T, =T Ry I TN, R E— RER—
FLERHA, V=T Ry 7 TR RE=REIEL, V=T RNy T R ANFEy hT—
TAR IS HlENS %y N —0 A 2 —T 24 AREZHFLET,

*GRE b FWIEF 22— LOREITH Y FHA, F2—TLORIEIT, F=2—T1tIC
Xy hIT =7 b T 74 v 7 2T —BLOOT A0S ET, i
2y NI = TFTNRA ZAFINIV AT ROl DF 22— 812, SESERANI IR
MEHEREZRNEB L ONET LI ZEREENE T, F=2—1F, Fr v FOABE T
SNDHENEMSIND NNy 7 7 TT,

WERT7 TV r—2a VRBEIL—T 1« VT DRIREN

Cisco I0S XE Catalyst SD-WAN 7 /NA A CT7 7'V 7 — 3 ViV —T7 0 V72 Hh T 5
ZIX. 7D Ciscol0S XE Catalyst SD-WAN 7 /34 A CHEET 7'V r—3 3 U iliiv—7 4
YT ERMILET,

HE%E? 70 ) T—< 3 /nuunﬁkﬁu}b_T 14 JQ\ODEQI'—E

ZOkv 7 a ryOFIATIE, IESNET 7Y r—ra VAL —T 4 v VEE % Cisco
Catalyst SD-WAN Manager 7> Cisco I0S XE Catalyst SD-WAN 7 /34 A |ZJEBH$ % Hikiz>n
T L £,

Cisco Catalyst SD-WAN Manager D#ET > JL— b FRA L =R T
TN r—oa VBB —T1 VT DETE

1. [Cisco SD-WAN Manager] ® A == —71 5, [f%XE (Configuration) 1>[7 > 7L — k
(Templates) ] 23R L £ 7,

2. [Feature Templates] =27 U v 7 L7,
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3. [Addtemplate] 7 VU v 27 LET,

4. TA AZEBRRL
System) |7 FL— %22V v 27 LET,

5. MERTY 7V r—a i

[FEAIEH (Basic Information) ]

W7 TUr—LavBEEL—T v |
. Cisco Catalyst SD-WAN Manager DR Y IL—TZFERALT=. HE7 TV r—2a VBEBEL—T 1 VT DRE

D TIZH 5 [Cisco v AT I (Cisco

Bal )L —7 ¢ > 7 (Enhanced App-Aware Routing) | 7 4 —/L K

T, Fry 77X YA RNpb[Zv—sUb (Global) 127 Y v 7 L, IROWTINDE—

Fa2@EIRLET,
Mode [EAAR "— | [EAAR |[EAARAN—VU  |[SLA ¥ 7| [SLA ¥ V7
PN AR A A I AN IS - P
(EAARPoll|  F¥k (EAAR Poll (SLA Kt (SLA
Interval) ] (EAAR Window) ] Dampening Dampening
Poll Multiplier) ]| Window) ]
Multiplier) ]
[77Vvyy7 108 6 108 ~60F |120 20 %y
(Aggressive) |
HFR 60 s 5 60 ¥ ~ 300 B |40 40 4y
[2 2 A—s3F ¢ (300 7 6 300 # ~ 1800 |12 60 53

>
(Conservative) ]

@‘

\}

GCE)  YEET U r—v g iR

IVv—7 47 (EAAR) OR—1U » 7 HkE.

RN—=U o7&, B

FOSLA # o T = FREOFET. CLIT VL —Fa N L TORERY ET,

6. [Save] #7 V v 7 L%,

Cisco Catalyst SD-WAN Manager DR IL—TH#ERA L=, ¥ET 7

Jr—o BB BIL—T 4 VT DETE

1. [Cisco SD-WAN Manager] D A = =2 — b,
(Configuration Groups) | Z 3R L £,

2. MR N—TERIRLET,

i‘g‘o

3. [#E~7" 1~ 7 A /L (Feature Profiles) ]
Uy Z7 LET,

4. [X— v (Basic) | ZE#EIRL,
7 Vw7 LET,

. Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x

[7 2 = (Actions) ]

[7 7+ a> (Actions) ]

[%E (Configuration) ]>[[#k 7 /L —7

\Zd 5 [ (Edit) 122U v27 L

T, [VAT L7275 AL (SystemProfile) | % 7

T [#REDFRE (Edit Feature) ]
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5.

6.

CUF>TL—h&MALE, HBET TV r—savBaiEL—5+vr708% [

[(FEAMRE O (Edit Basic Feature) ]-S— 3T, [JLiE APP/L— b (Enhanced App-Route) ]
T4V REERAL, ROVTNDPOET— FEBRLET,

Mode [EAAR R— | [EAAR |[EAARAN—V  |[SLA ¥ 7| [SLA ¥ 7
UL AR A A/ A NS - d e
(EAARPoll|  FH (EAAR Poll (SLA Ko (SLA
Interval) ] (EAAR Window) ] Dampening | Dampening
Poll Multiplier) ]| Window) ]
Multiplier) ]
(77 VL7 (108 6 107 ~60F |120 20 5y
(Aggressive) |
R 60 s 5 60 ¥ ~ 300 7 |40 40 %y
[P —s3T 1 (300 B 6 300 F ~ 1800 |12 60 43
7 »
(Conservative) ]

[Save] 227 U v 7 LET,

CLUT>JL—brZEFERLE. R7 TV —2 3 VEBREEIL—T 4

27D

=L

axX AE

CLIT v 7L — FOFEHOFEMIZOWTIL, CLI T RA VT 7L — B LXOCLI T v 7
L— 2R LTLEEY, 74NV FTClE, CLIT 7L —MNMIZe—L a7 X
L —y gy F—RCavwr REETLET,

1

SLA j&E o 7= 8 D58 PR AIEZ A4 L £,

bfd Enhanced-app-route enable

Cisco 10S XE Catalyst SD-WAN 7 /NA X CTT 7'V Fr— g Uiy —7 « v 7 HRe =
4 BHI2iE. U E— b Cisco I0S XE Catalyst SD-WAN 7 /XA A & 11— 7 /L Cisco I0S XE
Catalyst SD-WAN 7 /34 2 Dffi )5 T PR CLI ZHNZTHLENH D £7,

ZOREREIX. RO 2 BEPENB Y £,

1. UE— b Cisco I0S XE Catalyst SD-WAN 7 /3A A |, B — 71/l Cisco IOS XE Catalyst
SD-WAN 7 /3A Z [ZHEMEHE M AR MET D2 0N H Y £7,

2. 1—7V Cisco I0S XE Catalyst SD-WAN 7 /31 A%, ZHHDA MY w7 ZEHLT

P—E R L~V (SLA) #Em L E5,

YWeaE 7T 7V r— g VIR PR NANC > TWAEE . SLADEE A A v F A —3—
WIE, 774V bOR—V B I0R ERE 6 NMEHINET, TNOORELEE
TAHIZIE. ROBEA T a v EHEHLET,

bfd enhanced-app-route pfr-poll-interval

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .
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T T r— 3 VREREL—T 1Y |

B isrovr—vavaman—51 o ronrER

Va7 V) r—

bfd enhanced-app-route pfr-multiplier <number>
TV =2 a—FPREHOT 7Ly 7E—FRETIE, 774V ER6IT78>
TWEJ, EF L— hE— ROEFAILS5 TT,

SLADX 7= R %R ELE 9, ZiuE, SLA &ifi7- L7-%. hr %/ % SLA N
aaN E#ifwﬁ%ﬁﬁfﬁ time D7 7 4 /L NI 120 #CTF, JE5E PR A
o TWAEAIE, SLAX =0 7G9N LE T,

bfd sla-dampening enable
bfd sla-dampening multiplier <number>

BT TREDT 7Ly 7T — RREE, T 74/ N 1201272 >TWVET,

l:lll.a\ %;Flj)l/_j_- ’f sjb\\o) EEEH'L\

YWeaRT 7V r—a o v—T 4 U TREEHER L. EAARDREFEHR/NT A —H EFKRTHIZ

=N

show sdwan app-route params =~ > R %f%ﬁﬂ LET,

Device# show sdwan app-route params
*EAAR = Enhanced Application-Aware Routing

Config: :Enabled
Poll interval: :10000
Poll multiplier: 16

App route

Poll interval: :600000
Poll multiplier: 16

SLA dampening
Config: :Enabled
Multiplier: :120

show sdwan bfd sessionsalt =~ F&{#H LT, EAAR O 7 7 7 2 58iF R CT& £,

Device# show sdwan bfd sessions alt

*Sus = Suspend
*GREinUDP = GREinUDP encap
*EAAR = Enhanced Application-Aware Routing
*NA = Flag Not Set
SOURCE TLOC REMOTE TLOC
DST PUBLIC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE
IP IP PORT ENCAP BFD-LD FLAGS UPTIME
172.16.0.0 100 up lte lte
10.0.0.0 10.0.0.1 12367 ipsec 20013 NA
0:07:48:38
172.16.0.1 100 up lte lte
10.0.0.0 10.0.0.1 12377 ipsec 20014 NA
0:07:48:39
172.16.0.0 400 up lte lte
10.0.0.0 10.0.0.1 12366 ipsec 20015 NA
0:07:48:39
172.16.0.1 500 up lte lte
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Cisco Catalyst SD-WAN Manager Z & L =338 7 T — a VBB EIL—FT A VI DE=4— .

10.0.0.0 10.0.0.1 12366 ipsec 20016 EAAR
0:07:48:39

show sdwan app-route statssummary =~ > RZfH3 2 &, BESNTZTXTD APC ([ZO\
T, B WEME T b RO app-route (PfR) FaHEMOEM AR R TEET,

Device# show sdwan app-route stats summary
app-route statistics 10.0.0.0 10.0.0.0 ipsec 12366 12367

remote-system-ip 172.16.0.0
local-color lte
remote-color lte
sla-class-index 0,1,2,3
fallback-sla-class-index None
enhanced-app-route Enabled
sla-dampening-index 4,5
app-probe-class-list None
mean-loss 0

mean-latency 0
mean-jitter O

TOTAL AVERAGE AVERAGE TX DATA RX DATA
IPV6 TX IPV6 RX
INDEX PACKETS LOSS LATENCY JITTER PKTS PKTS DATA

PKTS DATA PKTS

0 664 0 0 0 0
0 0 0

1 663 0 0 0 0
0 0 0

2 666 0 0 0 0
0 0 0

3 664 0 0 0 0
0 0 0

4 662 0 0 0 0
0 0 0

5 664 0 0 0 0
0 0 0

Cisco Catalyst SD-WAN Manager Z{£f L =¥k 7 7'') & —
aVvRBEL-TAITDEZS—
1. Cisco Catalyst SD-WAN Manager D A == —/n 5 [FE=4— (Monitor) ]>[7 /31 A
(Devices) ] DIAIZIEIR L £ 7,
2. [7/3 A (Devices) ] T, 7/ AZEIRL E7,
3. KA T[Real Time] 227 Vv 7 LET,

4. [F/3A AF T a2 (Device Options) | 7 4 —/ KT, [77 ) r—= = v l— bkt
#: (App Routes Statistics) ] 28R L £9,
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HRT T r— 3 VREEL—T 1Y |
B osrovr—acasmn—s o085 I0v 1Ty

EAAR-BR-SITE700 Site Name 700 Device Model: C8000v (1)
Device Options: App Routes Statistics
YV Filter ~
Q Search b4
Total Rows: 48 S {c}}

ocol Source Port Destination Port Remote System Ip Local Color Remate Color Enhanced App Route + Sla Dampening Index
12346 12346 public-internet public-internet Enabled None
12346 12346 public-internet public-internet Enabled None
12346 12346 public-internet public-internet Enabled None
12346 12346 public-internet public-internet Enabled None
12346 12346 public-internet public-internet Enabled None
12346 12346 public-internet public-internet Enabled None
12346 12346 public-internet public-internet Enabled None

WER7 TV 7 —oa VMBI —T 4 TD ST
a—Ta4T

TINA A

Device# show sdwan run | include enhanced-app-route

bfd enhanced-app-route enable

bfd enhanced-app-route pfr-poll-interval 10000
bfd enhanced-app-route pfr-multiplier 6

show sdwan run | inc sla-dampening
bfd sla-dampening enable
bfd sla-dampening multiplier 12

Device# show sdwan app-route params
Enhanced app route

Config: :Enabled <<< Enhanced app-aware routing enabled
Poll interval: :10000
Poll multiplier: =
App route
Poll interval: :600000
Poll multiplier: =
SLA dampening
Config: :Enabled
Multiplier: :120

Device# show platform hardware gfp active feature sdwan datapath pathmon

summary
Src IP Dst IP Src Port Dst Port Encap Uidb Bfd Discrim PathMon
10.0.0.0 10.0.0.1 12346 12366 IPSEC 65527 20003 in/out

Device# show sdwan bfd sessions alt
*Sus = Suspend
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*GREinUDP = GREinUDP encap

*EAAR = Enhanced Application-Aware Routing
*NA = Flag Not Set
SOURCE TLOC REMOTE TLOC
DST PUBLIC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP
P PORT ENCAP BFD-LD FLAGS
UPTIME
172.16.0.0 100 down privatel lte 10.0.0.0
10.0.0.1 12367 ipsec 20011 EAAR
NA
172.16.0.1 500 down privatel 3g 10.0.0.0
10.0.0.1 12366 ipsec 20013 EAAR
NA
172.16.0.0 600 down privatel 39 10.0.0.0
10.0.0.1 12366 ipsec 20007 EAAR
NA

Device# show sdwan app-route stats remote-system-ip 172.16.0.0 app-route
statistics 10.0.0.0 10.0.0.1 ipsec 12366 12366

remote-system-ip 172.16.0.0
local-color privatel
remote-color 3g
sla-class-index 0
fallback-sla-class-index None
enhanced-app-route Enabled
sla-dampening-index None

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .
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il & —EMEEH T 572912, Cisco SD-WAN YV U = —3 3 1 Cisco Catalyst SD-WAN
ELTT 7V RANPEFRINE L, EHIZ, CiscolOSXESD-WAN U U —2Z 17.12.1a B L
Cisco Catalyst SD-WAN U U —2 20.12.1 ABE, RO = R —3 > NOEEREH I ET,
Cisco vManage 7> % Cisco Catalyst SD-WAN Manager ~®Z 5, Cisco vAnalytics 7> 5 Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> & Cisco Catalyst SD-WAN Validator -~
DS CiscovSmart 725 Cisco Catalyst SD-WAN > kA—5~DZH | 31X Cisco a v
kb O—3 75 Cisco Catalyst SD-WAN FlfHla U iR—F Y b~DEHE, 5 XTHOa L KR—x>
77 v FAEROEFERRY A MZOWTE, &Ho Y V—2 )/ —FaZRLTIEEWN, #
LWART~OBITRIE, VY7 Y =7 -G D2 —W—A 2 —T = f AF DR 2T 7
B—FIZEY, —HDO RF¥ 2 AL MIHLIBREOR—ENEENDAREMENRH Y £7,

e hT T4 Tu—F=X YT (226 %3—)

NI T4 Tu—F=HF Y T ONT (228 X—2)

e NT T 4wy Tu— =R Y U ORIKIEE (241 2—)

s NT T 4wy Tu— =X ) T OHRE (242 X—)

s T T4y Ta— =X T OMER (262 X—)
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B

Flexible NetFlow T®
IPv6 R —F &%y v
Va A AER

Cisco 10S XE Catalyst
SD-WAN U U —2
17.4.1a

Cisco vManage 1 U —
A204.1

Z Ui, CiscolOS XE Catalyst SD-WAN 7 /XA
ADIPV6 b T U AR — &I L= L7
Dy O AR— hEAREIZ L,
IPv6 X NI —27 T 7 ¢ v 7 &R TE
HEINTTHHETT, IPVAFT T4 v L
IPV6 N7 7 4 v 7 ZRRICE=2—T 255
L. ZOREEFEHATAIZ LT, T—H T L—
VDX v at A AEERETEET, Cisco
Flexible NetFlow (FNF) (X, *v FU—72 |
T4 T NAT< A XL THMEIETE D
X213 7 27 /v —7T7, Cisco Catalyst
SD-WAN i, FNF %M L T Cisco SD-WAN
Manager (27— &7 AR— FTELH720,
BEKIIR Y MU — 7 ZREICERE LU0
BETEET,

IFERA 72 ACL 12 & -
TRuyr7ahinN
o honr s

Cisco I0S XE Catalyst
SD-WAN U U —X
17.5.1a

Cisco vManage ! U —
A 20.5.1

Vo VEERBELIESGAIC Ny 7SR
Ny DR X T A EITEICTE
HEOTRVEL, Ny e —&n S
(CRLER T DB b RETE £

Flexible NetFlow D% HE
PR

Cisco IOS XE Catalyst
SD-WAN U U —X
17.6.1a

Cisco vManage 1 U —
A 20.6.1

ZMiZ, Flexible NetFlow % $55E L T, NetFlow
La— RNOXATF7H—ER (ToS) .
7T —ID, BILOF~—F 27 ZiizDSCP
EAENEET HHRE T, Z OREILIRIZ L Y |
Juo—la— K7 4—VREZEHELTCT7a—
La— REDAZ~A XTHFPER G5
SNET, TS BLUH~—F> 7 Ehiz
DSCP 7 4 —/V RiZ, IPv4 L 2 — RTOHY
A—hrE&nEd, =L, > 7F7—1ID
74—V NIZXIPv4 L a— KL IPv6 L a2— KD
WG CHAR— R EET,
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) 1) —REH

B

VPNO A v X —T = A
A[A]1} Flexible NetFlow

Cisco IOS XE Catalyst
SD-WAN U U —X
17.7.1a

Cisco vManage 1 U —
A 20.7.1

ZHUE, VPNOA > % —7 = A AT NetFlow %
Y= T BHAETT

Flexible NetFlow (Zt&FX =V 7 4>V —1 & LT
FEHE L. Cisco SD-WAN Manager ~D 7 — & D
T AR—= REAHEIC L, T3 A~DIEE
L. NI T4y mE=S—LET,

Flexible NetFlow 41—
7 AR— |k

Cisco IOS XE Catalyst
SD-WAN U U —X
17.9.1a

Cisco Catalyst SD-WAN
fliE = R—xr >~ Y
J—2209x

Cisco vManage 1 U —
A 20.9.1

I, =7 AR—hEAERIC LT, X
7y RON—A RSN L7 ZIZEE SN
TP XIIRAETLHZ I AR— MR P—L%
I3 2T, ERTOME THOT 7 AR—
FRABEOHBHRICER SN Z L2k,
T AR— bk A b —ANRERESILET,

NetFlow /37 vk AMEHHENE ORI 2 S L Tk
FENDEGE, 7y b Ry 7 &S
LD T 7 AR — MEREDNA RN T,

Flexible NetFlow {Z X %
BFDA N w2 DTy
A R— b

Cisco IOS XE Catalyst
SD-WAN U U —=X
17.10.1a

Cisco Catalyst SD-WAN
L= N SV N
J —%20.10.1

Z O§REZ A7 % & Bidirectional Forwarding
Detection (BFD) A h U v 7 #45a L7 (2
T/ AR— LT, L, BIE BLOYY
Z—OBFD A M) v 7 HERTEET, 20D
BREIC LD, xRy NI RET—X DE=
2 rhsgfb S, IEREHEILSNLE T,

BFD A NV v 7 DT/ AR— b EHNI LT
%, BFD A N v 7 &%/ AR— hF 5729
Dxy AR— MNEfRZRE L £7,

Cflowd 7 —F L}
SAIE 7 r—%FE=4
Vo757
WHEA DT INA AT
Tva v

Cisco IOS XE Catalyst
SD-WAN U U —X
17.10.1a

Cisco vManage 1 U —
A 20.10.1

ZORE R AT 5 & B L7 Cisco 10S
XE Catalyst SD-WAN 7 /3 2 @ VPN W THE

FTEN TV DHRED Cflowd 33 L OF Cisco
Catalyst SD-WAN Application Intelligence Engine

(SAIE) OT7 FV r—a v E37 7V r—
arZyIVEE=Z YU TTHREDOT 4
VAP TE £,

Cflowd 72 —BIWSAIE 7e—%%F=4%
VITFTBIEDDYTNNEAL DT NAAFTT
v a3 X, CiscovEdge 7 /31 A T CTx %
T, ZOVU Y —ATiX, CiscolOS XE Catalyst
SD-WAN 7 /XA A T Cflowd 3 L (X SAIE D7
TV r—varhEE=X ) T TH7D0Y
TNEA LT NRAAFT Y g PP R—FE
ncTunxd,
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Cisco SD-WAN
Analytics D728 D
Flexible NetFlow D4R
HERE

Cisco IOS XE Catalyst
SD-WAN U U —X
17.12.1a

Cisco Catalyst SD-WAN

Manager U U — 2R
20.12.1

Z U, Cisco SD-WAN Analytics ® 1Pv4 35 &
O'IPv6 7 v — L 2— RD7=®IZ, CiscoFlexible
NetFlow (2 & > ZHEIEMERE &2 BL W A B HERE
Tj‘o

IO L a— Rizkkd 5 show flow record
gy ROEAPNEESNE L,

N—"T"3y 7 % TLOC
ELTHERT2HED
7ua—7 L A MO
REPLAE,

Cisco I0S XE Catalyst
SD-WAN U U —X
17.12.1a

Cisco Catalyst SD-WAN
Manager J U — A
20.12.1

N—T Ny LB —T A A% ATEIX
MO NI AR—N A F—T 24 AL LT
WETDHE, ZOREICK Y, FNF L a—F
OYFEA X —T 2 A4 ARV IT—F Ry
7 RNETEET, ZOMEIX. IPvd BLD
IPv6 THAHR— F SN TWET,

N—T N I H—T oA ALYBA o —
T A A DNA T 4 TR ERRT D
72 81T, show =< > K show sdwan control
local-propertieswan-interface-list # 8 H L% L
7=

Cisco SD-WAN Manager OREFA 7 3 a 12,
(A& —T7xA AD/A > F (Bind
Interface) ] &9 H LWWIMBIIEIVE Lz,
N—T Ny T A B =T oA AELWYPRA 5 —
T x A ABONRA T 4 v TR ERTIT D
\ZiZ, [£=4%— (Monitor) ]>[7/3A A
(Devices) 1>[V 7 /v %A A (Real Time) ]
(FNRA AKX T a L ThbH[WANA & —
7 = A AFROEEE (Control WAN Interface
Information) ] % &) DIEIZZ U > 7 L TL
7ZEW,

EBINT T4y 7T —
X DK FNF L 22—
KL — hOFKE

Cisco IOS XE Catalyst
SD-WAN U U —X
17.14.1a

Cisco Catalyst SD-WAN
(R I Nt SN )
Y —220.14.1

TNRAATIEH, BN T 74 v I T—5D
Flexible NetFlow (FNF) L a— KZ%{ET 5
KRL—F Uoblzvora— ) 2%E
TEET, ZHITED, TS AD/NRT 4 —
VU AEREBRFTE, Ay NU—F FT
T4 I ERERTET T r—a VingE
HDHEEITESOFREMERH Y £,

kS2J4wh JO—F=421Y UHIZD0VT

IITEH. NI T4y Ta— =X ) IOV TEHIALET,
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/MY U —Z : Cisco 10S XE Catalyst SD-WAN U U —Z 17.10.1a 33 L U* Cisco Catalyst SD-WAN
filiE = AR = b U U—220.10.1

Flexible NetFlow (FNF) (2L A BFD A b U w7 OxJ AR— MEREEZEHAT 5 L. BFED T L
ARNVTF—HEINENF 2L 7 X7 AR—KL T, bR T EDVHY v &2 — i
EAE, BXOWEAZOIICEET, Vv F—LBTii~A 7 a L CllIESNE T, K
L. 1% D 1004530 1 AL (0.01%) THIESNET, ZOFREICEY, xy hT—27RET—
ZDE=HZ Y RIS, WESEHEILSNET,
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BFD £ U v 2 0Ty 2K~ rottiEs [

BFDA N v 7Ol AR—F HATHLIEHTH LA T 3T 7 L — | bfd-metric-table 23180
SNFE LT,

Cisco SD-WAN Manager #§fE7 7 L — k&£ 7213 Cisco SD-WAN =2 bz —F OCLI Z i L
T, CiscolOS XE Catalyst SD-WAN 7 /34 2 TBFD A b U w7/ DT/ AR — bR ELET,
Cisco SD-WAN Manager #$8E7 > 7' L — F 2] L72BFD A h U v 7 DT 7 AR — F DFRED
FEHEIZ DWW T, [Configure Cflowd Monitoring Policy| # &ML T 7Z&W, CLI & L7
BFD A MU w7 D>y AR— hOREDFHMZOWTIL,  [Configure Flexible Netflow with
Export of BFD Metrics Using the CLI| Z#Z&M L T 72 &0,

BFD A k1) v DITY AR— +DLHEHA

/MY U —Z : Cisco I0S XE Catalyst SD-WAN U U — 2 17.10.1a 35 J U Cisco Catalyst SD-WAN
fllf = o AR—x > b U Y —2%20.10.1

Cisco I0S XE Catalyst SD-WAN 7 /31 Z [, IP Flow Information Export (IPFIX) /3% v k% 4}
WL ZICEET D L 2o TWEd, CiscoSD-WAN =22 k7 —F %7213 Cisco SD-WAN
Manager CBFD =7 AR — MHRAERET D &, T —7 L~ —T % (FIM) 2L - Tk
BIEA MY v I BNERSINET,
o i1
Cisco 10S XE Catalyst SD-WAN 7 /34 X & U7 — hF 5 L. T/31 A%, &E L7z BFD
T AR— MERBIZHES>TBFD A N w7 &>/ AR — b LET, ZORETIL, FIM
W= AR =T 57 =205V 8 A, ZOFER, [TLOCT—TNVF—R_"—L Ak
v 2 > ID (TLOC TABLE OVERLAY SESSIONID) ] 7 4 —/V R&ER T_XTHO 7 4 —/b
RIZ, WOBHRENEEND Z &2 £7,

OXFFFFFFFF
i) 2 -

« T — A BEETHEOD FIM BEABFD =7 AR — hMEREL Y K& eoTWnES, =
ORI T, FIMBT—4#%2 1 EETEELTH, 7—FB 207 AR — S5 H
REERH Y 9, BRI, FIMOOLHLWT =X Z2ZE LW &2 £7, BFD
AN w7 LBALAZTIE, BEDONT Y FERCIZRY £,

NEa L7 ZIZEEENDBFD 7 L A M F—Z OFIZ>WTIL,  [Flexible NetFlow (Z
XBBFD A MU w7 Dy AR—FREH #BRL T EEN,

SAIE JO—%{EALK=Cllowd FS 274w 20— F=2 1YY

fx/INU U — A : Cisco I0S XE Catalyst SD-WAN VU U —% 17.10.1a 35 & U® Cisco vManage U U —
A 20.10.1

ZOMREERHATH L. Cflowd 7a—& SAIE 7 u—Dili FA2E=4 V7T 5D 225D
Cisco SD-WAN Manager U 7V X A LN TNA A F T2 a v ERIRTEET,

SAIE 7 v —DFEHIZ DWW TIE,  [SD-WAN Application Intelligence Engine Flow | D& ZZH L
TLTEENY,
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B sreco—zmmRLEClowd F5 7090 JO—EZ8 U LT ORIA

ZOEEE AT S & IR L7= Cisco IOS XE Catalyst SD-WAN 7 /34 A ¢ VPN N THET X
NTWBREDT V) = a v E 37 7V r—2a 77 IV ERRTHEDDT 4 V4
FHMATEET,

Cflowd BEWNSAIE 70 —DF A A T 4 )VH Y T FT L a OFFEICOWTIE, [Cisco
Catalyst SD-WAN Monitor and Maintain Configuration Guide] @ [Devices and Controllers] D %
ZHLTLZE,

SAIE7O—%#{FERLf=Cllowd k574 vy 28— F=2) 5D A

e Xy hT—2 hT T 4w 7 ORHEMENRAEL, Xy T =7 FRL—FRKy NT—T D
R E ST L, Xy T = R T p—< A& A LESEHZENTEET,

« Cisco I0S XE Catalyst SD-WAN 7 /XA 2 DU T )VH A LE=H ) U7 2L 7,

» Cisco I0S XE Catalyst SD-WAN 7 /34 A @ Cisco SD-WAN Manager D U 7 /L5 A L T /34
AFTarOn)T 4w LET,

SAIE JO—%{EALf=Cllowd k574 vy 70— F=42) VT DEHREH

H/NY U —Z : Cisco 10S XE Catalyst SD-WAN U U — 2 17.10.1a 35 J U Cisco vManage U U —
2 20.10.1

Cflowd with SAIE 7 0 —F XA A4 T a VEFRTDHEIC, TV r—rvareé7ua—od
WEZRELET,

TN = ary7ua—0rREOREDOEMICOWTIE, T r— g VAR 7 a—
PVIRERE (245 2—3) EZBRL TSN,

Ja— L7 a—OafRMEOREDTEMICHONTIL, Fa— L7 a—OaHAE0RE (242
NR=) ZZBL T &N,
SAIE 7O—%fERALMCllowd k570 vy 20— EF=42 Y VJIZEAT 5HI$FE18

/MY U —Z : Cisco 10S XE Catalyst SD-WAN U U —Z 17.10.1a 3 & O* Cisco vManage U U —
A 20.10.1

« Cisco SD-WAN Manager C—(ZEK R TE % Cflowd L = — R 4001 DA T,

DQNORR D= =R CT NN, ANLRE L7 2 VICRFFCT 7 E2AL LS & LTIZGA.
Cisco 10S XE Catalyst SD-WAN 7 /3o 2 WNALELT 5 DX, MDY 7 = A FOHRTT, 2
BHO2—F 1T, BHIDU 7 TA NBEA BT U MRS, U7 Ak FEET

HVENH Y F£7,
* SAIE %[ L 7= Cflowd DR 7 4 Vv H1d, Bf5 S 7z 4001 Cflowd 7 u— L 22— K &R
aahEd,

AR EZRED LD, MR A4NZIE, TV r—yarE3 77V r—va v
772V ETNVF—LTANLET,
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EHT—SDBANFLa— KL— rogeicET o155 [

7z & 21X, netbiosdgm 7 7Y r— a3 VERET HHEIC. TIVT—a U ERIET
T)r—2a3 773 ZnetbiossE AN LTH, ELWRERIIFRINETA,

ENT—FDRKINFLI—FL— FOEREICEAT 51FHR

PAR—=RFINTWSH/NY U —2Z : Cisco I0S XE Catalyst SD-WAN U U — 2 17.14.1a, Cisco
Catalyst SD-WAN fillffl = > AR—3x > kU U — 2 20.14.1

raw BLUEH ST v oy 70—FT—4

NZ77 4 w7 7a—ORERENN>TNDEES ([7e— L7 a—O DR E
ZHM) . Fxy U= HNOTNSA AT, raw BEOEN N7 7 ¢ v 7 7a—F —H % Cisco
SD-WAN Manager (Z26/5 L 97,

Tu—7 =2 EENTHEDIC, V—FE BEOT e —Draw T — X ERET HIZHDF—
LLTCa4xTvo7a—5—% (VPNID, 77V r—varf, 7a—DANA v H—T =
AR, BER7e—0hA v —T7 =24 A%ET) A LEST, L—2I1E, 4 27 VHHE
—ThdHH 7 —%H—DHENFNF L a— RHEELET,

Cisco SD-WAN Manager X, £ 7 —#Z#FHL T, Xy vT—2 FTF77 4 v 7 7a—EHRO
MELZFRLET, BT 22T P70 v 7 2ERLTWERy FUY—2 77U r—

VAaUNERINETN, BERINT T 4w 77— —XIIFFEMTIEHY A, BT
T4 T T7a—OBRETLT FLR LT RL A, TS ETLR— P L3R — MRt X
NnNEHE A,

F774/77m~®#ﬁ%%rfé X, AT~ KD NT TNy a—T 4 0 T 8Dk
BBAEFEHLET, AT~ RO NTFT TN a—T 4 T OEEMIIHOWTIL,  TOn-Demand
TroubleshootingJ EHIRL TSN,

BAINFLaO—FKL—F

TNAANEETEIEN N T 747 T —HFNF La— RFogkb—F U O0bl-boL
a—RE) ARELTC, TNRNAADNRT p—~ AER (CPUBLIOAEY) 2T F
T, AL, Ry NIV N T T4 v I EERT DTV —va VRS D5 AT
AREMENRH D £, ZOREOFEMIOWVWTIEL, CLI 2~ REMH L7ENT — &@Wﬁ
FNF L 22— KL — FOFKE (261 ~X—) BB L T ZE,

kSO0 wh JO—EF=-A Y T DOHEIFEIE

TITIE, FT T q4 v Ta— =) U SICHET AEERE, FIRFEE, BXOWHNE
HIZHOWTEB L £ 97,
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rFS5o4vy on—E=aysy |

B 7100200 L LTERTABE0TO—F LA b TOREL— TNy OBEMEIZET ZHHBEE

IW—TNNy I %TOC L LTHEATDIHZEDI7O0—TL A K TOUR
EIL—TN\Ny I DEMEICET 5H59F1E

« Cisco Catalyst SD-WAN =2 > k = — 5 CLI % 721% Cisco SD-WAN Manager CLI 7 > 7 L — k

ENLIEREDHLEYR—FLET, #MET 7L —1 3t 2OV IV —RATIEHR— K&
NTWERE A,

¢FNFVPNO A > Z —7 = A ATOWENL—T Ny 71T HR— FENTWER A,
cHR A U H =3y bT A (DIA) v F VA TOREL—T Ny 7TV ER—FERTWH

FHEA,

cINTFTF TV FFTIR- PSR TWEREA,

kS TJ4wd JO—F=RY S DERTE

TITEH. NI T4 vy Ta— =X Y T OBREIZOWTHALET,

Cisco 10S XE Catalyst SD-WAN 7/\f A TD 574 v Y 70— E=4

) T DERTE

Cflowd N5 7 (v 7ua—F=4%1 7 Ti&, FlexibleNetFlow (FNF) ZfHLThrT 7 1 v
I F =R AR—bFLET, Cllowd E=Z V) VT HHRETHICIE, ROFELXZFEITLE

‘j—o

Ja—/n\L70—0aREDERE

LANHNDTXTD VPN IOV —ZIZERTDH NI 74 v DT T4y Ta—F=4Y
VT EFATTED X DT, T TD Cisco 10S XE Catalyst SD-WAN 5734 A T Cflowd O A
P 7 a— U Hc LET,

1

2.

3.

Cisco SD-WAN Manager A = =.—7>6, [Configuration] > [Policies] DNIEIZIEIN L F 5,
[Localized Policy] #27 VU v 27 LE£7,
[Add Policy] 7 U v 7 LE7,

[k~ (Next) ]#7 Vw7 LT, [AY—ME (Policy Overview) |. [V > —&&iE
(Policy Settings) | N— Y MERINDHET, VA PF— K=V %D ET,

[R Y v —4% (Policy Name) ] & [ U ¥ —®D7#BH (Policy Description) ] & AJJ L FE 9,

[Netflow] F= v 7 R 7 A% AN LT, IPv4 b T 7 4 v 7 O 7 a—OrEMEE AR
LET,

[Netflow IPV6] = v 7 R 7 A% AL T, IPV6 b7 7 4 v 7 D7 a—OafitE%
BN LET,
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so—rrro—oaatonz |

\}

GE)  SAIE A[fMET Cflowd N7 7 4 v 7 70 —%RET DA, IPVAIBIIPV6 F 77 4 v 7 D
7 —rrEE AN LET,
Cflowd B X OVSAIE 7 o —DE =% U > 7 OFEMIZ S\ CiE,  [Cisco Catalyst SD-WANMonitor
and Maintain Configuration Guide] @ [Devices and Controllers] DFEZZM L T 7Z 30y,

8. N7 74y 7 TRry SNy Mew ZIZEEkT % K 9 IT Cisco 10S XE Catalyst
SD-WAN 7 /31 R Z#FRIET HITIE, [FERAY72ACLE ¥ 7 (Implicit ACL Logging) ] %
AL ET,

CORETIH, VAT ALTY I BEENEELESAIC, BT 7 AHI#D 2 -
(ACL) IZXk»oThRueyr&nz\ry h&rfifbcx$9,

9. [ Z#E (LogFrequency) ] Z A LET,

o ZHEEIL, Ny hTe—nn Il SN AHEESIE LET, RKMEIZ2147483647
T, HBITWV2ORFIZYVETHNET, 72& 21X, 1000 DA, v X 7 HEEIX
512 T, LER-T, 7a—HNO5SREHO My FZlica BNk snEJ,

10. IPv4 FT7 7 4 v ZDFNF % v oA X&ERETHIZIE, [FNFIPvAR KT v v =
x> kU (FNF IPv4 Max Cache Entries) ] # A1 L £,

2L 20, OB RT X DI, IPVA/IPV6 T 7 4 v 7 DFNF % v ¥ 2 2R TET 5D
W20, 100 E A LET,

1. IPv6 FT7 7 4 v ZDFNF ¥v v o 4 AEFZET HITIE, [FNFIPveIix KF v v =
x> kU (FNF IPv6 Max Cache Entries) ] # A1 L £,

2L 20, ROBNRT I DI, IPVA/IPV6 T 7 4 v 7D FNF % v ¥ 2 2R TET H
Wi, 100 EASLET,

N

GE) ¥ rvratag X116 T, AitF v v ath A X (IPvd v v = +1Pv6 ¥t v
va) OFKMEIE, 77y b7+ —L2DHIREHEZADZ LITTEERA, Frviath (X
DERINTELT, 77y F 74 —LNBY A NMIRWEE, 774V FORKFy vy ax
>+ UIZ 200k T,

BRFyv vz MU, Cllowd N =%V vV TELRKEE7 o —C4, RFv >
vaxz  hUIE, Ty b7 a— Ao TRRY 9, FEHICOWTIE, AR —RIZ
BREWEDELTEZE N,

A2, IPv4 & IPV6 D i J7 D flow-visibility & % E 4 562~ L £ 7,

policy
flow-visibility
implicit-acl-logging
log-frequency 1000
flow-visibility-ipv6
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rFS5o4vy on—E=aysy |
B /o-—on—ousnons

ip visibility cache entries 100

ipv6 visibility cache entries 100
policy flow-visibility F7oE app-visibility %gﬂ%?f L T FNF %:5’*‘%@@51‘?5 L N 7
2=/ AEVEND HTORRETRTIROEERA vy E—UNERRINDGEDHVET, 2O
o 7L, KR&EpXxy v aV A A TENFE=#% U 7 (policy flow-visibility F721%
app-visibility) ZANITHE M) T—SnFzT,
Jul 4 01:45:00.255: $CPPEXMEM-3-NOMEM: F0/0: cpp cp svr: QFP: 0, GLOBAL memory allocation
of 90120448 bytes by FNF failed
Jul 4 01:45:00.258: $CPPEXMEM-3-TOPUSER: F0/0: cpp cp svr: QFP: 0, Top User: CPR STILE
EXMEM GRAPH, Allocations: 877, Type: GLOBAL
Jul 4 01:45:00.258: %CPPEXMEM-3-TOPUSER: F0/0: cpp cp svr: QFP: 0, Top User: SBC, Bytes
Allocated: 53850112, Type: GLOBAL
BEA =V MFTLb TR = =TTV =2 a VOREEEZR LTV S DT TR
HYEFA, BEX L=, AT ~F—V % (EXMEM) A > 7T AT 7 F ¥
HAEY ZEMT 5701 FNF MERFT2NEHFIEZ R L TW D Algethnnd b £,

show platform hardware qfp active classification feature-manager exmem-usage =~ > K % {# H
LT, 8F&EAR7T747 2 bOEXMEM A £ UMHAREFRRLET,

Device# show platform hardware gfp active active classification feature-manager exmem-usage
EXMEM Usage Information

Total exmem used by CACE: 39668

Client Id Total VMR Total Usage Total$% Alloc Free
acl 0 11 2456 6 88 84
gos 2 205 31512 79 7 5
fw 4 8 892 2 2 1
obj-group 39 82 4808 12 5 2

FNF T =% — N EFIZHNI/ - TWD Z & 29 5121, show flow monitor monitor-name
av s REFEHLT, 78—F=H—D AT —H A (allocated £ 77 1L not allocated) ZHER
L\i‘é—(}

Device# show flow monitor sdwan_flow monitor
Flow Monitor sdwan_ flow monitor:

Description: monitor flows for vManage and external collectors
Flow Record: sdwan_flow record-003
Flow Exporter: sdwan_flow exporter 1
sdwan_flow exporter 0
Cache:
Type: normal (Platform cache)
Status: allocated
Size: 250000 entries
Inactive Timeout: 10 secs
Active Timeout: 60 secs
Trans end aging: off
SUCCESS
Status: allocated
FAILURE
Status: not allocated
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FIur—vavaguoso— uuiE [

TIN =3 AR T O—NILIRERE

LAN V\wm“f*‘f@vm\m DINV—FIIEETDHNT 747D T T4 vy 7Ju—F=HY
VT EFATTED X HIT, FXTD Cisco 10S XE Catalyst SD-WAN 7 /34 A T Cflowd O Al
M 7 a— S U H BT Li*ﬁ,

app-

visibilitylZ £ V. nbar X, LAN NOTXTO VPN S L— X IZERETH 7 u—DKT

TV —varERTEET, app- v151b111ty F 720X app-visibility-ipve DNEFE AL TV
54, nbar (X IPv4 & IPV6 O 5D 7 v —Zxt LT/ a— VUZHE T £7,

1
2.
3.

Cisco SD-WAN Manager A == —>5, [Configuration] > [Policies] DJEIZER L £,
[Localized Policy] %7 U v 7 L7,
[Add Policy] %7 V v 7 L £,

[k~ (Next) 127 U v 27 LT, [RY T —ZE (PolicyOverview) ], [ U T —i%E (Policy
Settings) | N—VMERINDHET, VP — =D %HEDET,

[R Y —4 (Policy Name) | & [AR U > —?DFi#] (Policy Description) 1 2 A L £,

[7 7V —3 3> (Application) | F = v 7Ry 7 A4 NI LT, IPvd b T 7 4 v 7D
TV =g v ORfREEENI LET,

[7 7V /r—3 3 1Pv6 (Application IPv6) | F = v 7Ry 7 A% 4L T, IPv6 h7
T4 DT TV =g ORI EERNC L ET,

\}

GE)

SAIE AIFMET Cflowd N7 7 4 v 7 7 —%RET DS, IPVA B L WIPV6 T 7 4 v 7 D
TN =g R E AN L ET,

Cflowd B L ONSAIE 7 B —DE =4 VU > 7 OFEMIIC S\ i, [Cisco Catalyst SD-WANMonitor
and Maintain Configuration Guidell @ [Devices and Controllers] DEZZH L T 7230,

IPvd 877 4 7 DFNF F¥ v ot XaiET HITIEL, [FNFIPVARKF ¥ v o=
> b VU (FNF IPv4 Max Cache Entries) ] # A/ L E7,

722 IPvA T 7 4 vV DFNF ¥ v v ot XERET HIT0E, ROBNIIRT X
512100 E AT LFET,

IPv6 877 47 DFNF ¥t v a A XERET HITIL, [FNFIPvOIiRKF ¥ v ax
> b VU (FNF IPv6 Max Cache Entries) ] # A/ L E£7,

722 IPv6 N7 7 4 v VD FNF ¥ v v ot XERET DI, OB RT X
512100 E AT LFET,

!

WOHNL, IPv4 & IPv6 Dfi 51249 % application visibility DF%EZ 7~ L TV ET,

policy
app-visibility

app-visibility-ipv6
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rFS5o4vy on—E=aysy |

B clowaz=5y>skys—omE

ip visibility cache entries 100
ipv6 visibility cache entries 100

A\

6=

N

policy app-visibility =~ > KiX, nbar ZGh LT 7V r—ra v 4xz0G352 LT, 7
B— L7 —OREMES AR L ET,

GE)

Cflowd global flow-visibility %‘—f%&hi LT %_) . Cflowd app-visibility %%&Hﬂiﬂ LTb\f£b\j}%/El\\
CiscoSD-WANManager (27 AR — N ENT2T 7V r—a VIFRBHEW I fEREZIRLET,
IPFIX7 T I AP EER L TONBa L7 ZICo s AR — SRR TT 7V r—va iz, #o
277V = a VARG ENTWDAREERH D F7°,

T r—a \/Zl %1%%?‘6%’5.‘&1\ CﬂOWdapp—visibility %E% LTZ @FDH%E{/@JE& L%
j—O

Cllowd E=%2 1) > JR) O—DEFE

Cflowd N7 7 47 7a—E=F U TORI T —%2FET HIZIL, Cisco SD-WAN Manager
WYY 4 P — FEEH LET, 20U ¥ — i, 48O —URR L > TEY
RIS THEZEED T L RO KSR Y vr—aR—x 2 b OfERE L OREN T
TET,

1

[T 7V r—a U ERIERSR T V— 7 DR (Create Applications or Groups of Interest) ] :
MET2HAZ 7= L, R =Dy FRT 7 arafRK—xr FTHROHT
VA BMZERLET,

[ AR B YO E (Configure Topology) 1: AV —EHA S NDd Ry MU — 7 &% ERK
LET,

[NF7 4 w7 —DF%TE (Configure TrafficRules) |: R v —D~ v FHMpELT 73
YR AR L ET,

[thA KN &EVPNIZAR Y > —%ii#H  (Apply Policies to Sitesand VPNs) ]: AR Y v —% 4 —/3—
LAXRy FT—=27 DA b & VPNIZBEE T £,

RY —HERR T 4 P — FORHIDIN—T, R —aryR—x b, 2070wy 7 %2(E
LET, HEDOX—VT, ==L A Xy hT—7 D% A h& VPNIZHRI —T v
Z#wHLET, Cllowd KU > —2FTH120E, RV v—%27 27747k LET,

1

Cisco SD-WAN Manager A == —/» 5, [F&E (Configuration) ]>[7R!) — (Policies) ]
DNEIZEIR L FE T,

[I A Y LA T2 a (CustomOptions) [ %27 U 27 LET,

[t BB U > — (Centralized Policy) ] T, [N 77 ¢ v 27 AR Y — (Traffic Policy) ]
z7 Vw7 LET,
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cowd E=5 U > oKy o—nE [

4. [Cflowd] 227 U v 7 LET,

5. [V —0DiBNM (AddPolicy) %7 U v 7 LThb, [HBfEK (Create New) | %7
Uy LET,

6. HLVWAY—oAHTEHMZ (4T (Name) | & [ (Description) JWZ AL ET,

7. [Cfllowd 7> 7L — | (Cflowd Template) | £ a > T, 77747 7a—DFA LT
N %Z [T 277 077 —4%A4 L7 7 & (Active Flow Timeout) ] IZ AL ET,

8. [FET 7747 70—%A 277k (Inactive Flow Timeout) |1 7 4 —/V K2, FET 7 7«
T —OFA LT Y NaHEASILETS,

9. [Z7a—®O®HH (Flow Refresh) ] 7 4 —/L N2, 7o —0OHFHRFEEZ A LET,
10. [V 7V 7RIk (Sampling Interval) | 7 4 —/V RiZ, 7 AMIEEZ AN LET,
11. [7m h=b (Protocol) | Ry FH DU URARNT, A7 a @& RLET,

Cisco I0S XE Catalyst SD-WAN U U —2R 17.6.1a 3 £ U* Cisco vManage U U —% 20.6.1 LA
BECIL, A7 a B [IPvA 721X [ (Both) (23T 5 & [FEMEXE (Advanced
Settings) |17 4 —/V KMN¥FRINFET,

12.  [FEMERE (Advanced Settings) | CIROFIAAZEITL T, BIMOIPv4 7 —L a— %
INEELET,

¢ [TOS F=v IRy A%A I LET,
« [DSCPD Y ~—2 (Re-marked DSCP) | F = v/ Ry 7 A%A N LET,
13. [z 7 # U ALK (CollectorList) | C[H LWL 7 % (NewCollector) |27 U w7 LE
T, LT AFRK4OFTRETE LT,
1. [VPNID] 7 4 —/V RIZIL, 2 V7 ZNEE SN TS VPN OFSE2 AN LET,
2. [IP7 FL A (IPAddress) |7 4 —/V FIZiE, 2L 27 ZDIPT FLAZ AN LET,
3. [FA—1b (Port) ] 74—/ KiZiX, L7 XDR— b EBEEANLET,

4, [FZ7 2 AR— 7 bz (TransportProtocol) ] Ke v 7F# oA RTiE, 2
HIZEET HDIER]T L TV AR— M A T HEIRLET,

5 [EEiA v H—7 A A (Sourcelnterface) |7 4 —/L FNiZ, 7u—%&a L7 XTIk
FTBIDITHERAT A v 5 —7 x4 2AD4HIE AN LET,

6. [/ 27 AFR— | (ExportSpreading) |17 4 —/V RiZ&H D, [H%) (Enable) |F72i
[#%) (Disable) | A7 avR&Z %227 v LET,

Cisco 10S XE Catalyst SD-WAN U U —Z 17.9.1a 3 £ U Cisco vManage U U — % 20.9.1
DIRETIE, [k =2 AR — b (Export Spreading) ] 7 4 —/L K& HL T, ¥+ v
aDREHEIC K S TRET L2 AR — MR M=% ENTEET, EHAHI
OB TOT 7 AR — " RBTEOMBHICER NS Z &1L, =7 AKR—F X
b — L3 EEE S AV E T,

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .



B clowaz=5y>skys—omE

rFS5o4vy on—E=aysy |

7. [BEDA FVU w27 ®Ox 7 AR —k (BFDMetrics Exporting) 17 4 —/V RKiZH 5. [A%h
(Enable) | £7-1% [#%h (Disable) | A7 avR¥ a7 0y 7 LET,

Cisco IOS XE Catalyst SD-WAN Y U —Z 17.10.1a 3 & UF Cisco vManage Y U — % 20.10.1
DI Tix, [BFDA MY v 7 D=2 AR — K (BFD Metrics Exporting) | 7  —/L &
LT, AR Yy ¥ — BIUOELEDBFD A b v 7 ZUETE £,

8. [/ AAR— M (ExportingInterval) 17 4 —/L T, BFD X cNU v 7 X535
bRz R AL CTHRE L E T,
Cisco I0S XE Catalyst SD-WAN U U — 2 17.10.1a 33 & T} Cisco vManage U U — % 20.10.1
DA, [=2 A4 — MR (Exporting Interval) |17 4 —/L K& LT, BFD A
M)y 7Dz AR— MNERETRETEE T,
BFD A NY w7 D=7 AR— eI T 5 &, [=7 AKR— Mk (Exporting
Interval) 1 7 4 —/V RREREINFET,
[T AR — ~HlE (ExportingInterval) 17 4 —/L KIZL V., BFD A b U v 7 2i%(E
SN D EREAHIE SV E T
7 7 % /L @ BFD =27 AR — k&I 600 £ T,

J4—ILK Bl

[Cflowd RV ¥ —4 Cflowd R Y > —D4RTEZ AT LET,
(Cflowd Policy Name) ]

AR Cflowd RNV > —DiHlZ A L £,

(TV2F 47 70a—3A | T0F 4770 —DFA LT MEEZANLET, IBETE
L7 v & (Active Flow | 2 &I 30 ~ 3600 T3,

Timeout) ] FUF 4T T g BT Y M. BREGE LT n—0

NetFlow L =— RRZ 7 2R — s SN AEEE T,

FET 7T 47 7n—F T/ T 4T 70 —DEA LT MEEANLET, FHET
A L7 U b (Inactive | X D#PHIZ 1 ~ 3600 2T,
Flow Timeout) ]

HETI7T 47 70— HA LT ML, 70—%v v ahb
T AR—PFENLI—THRE QS E) cvue—»R77T7 4
7Tl WIS T,

[7r—O®EH (Flow [Cflowd L 2— Rz L7 ZIZEETLHMBEEZATILET,

Refresh) ] R T & HHIPAIE 60 ~ 86400 BT,
Sampling Interval P E AT LET, HETE HHPHIL 1 ~ 65536 B
T—a—o

Yo7 TR, Xy FROF T AD 1 DEINET
é@é:ﬁ)b)éﬁﬁﬁzﬁfc“j—o
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cowd E=5 U > oKy o—nE [

J4—ILF B

Protocol Ry 7HZ VA RNNL NI 74y 7 7a halorA~7
EBINLET, A7 a 0d, [IPv4]. [IPv6]. F70E [H)
(Both) ] T,
FT7FN DT kaix[IPvd] TT,

TOS [TOS| F=v /ARy 7 ZAeA N LET,

ZIHTDHIET, IPVA~NYF—DT 4 — )L RH A THRREN
7,

[DSCPD J = — 7
(Re-marked DSCP) ]

[DSCPD Y ~—7 (Re-markedDSCP) | F = v 7Ry 7 A%&F
ST LET,

I9FHIET, Uv—r 3T —4R) =2 Lo T
ESNTZ T 74y Z7WNPRESNET,

VPNID VPNID # AJJLET, HETE 2HMAIL 0 ~ 65536 T,
IP Address LI HZDIPT FLAEZ A LET,
Port a7 XOR—"EEEANLET, FEETE HHHAIL 1024

~ 65535 T,

FSURKR—K FO b+
ajL

Ky 77X A RN, a7 ZICBETLHZOO RS
VAR— N EA TR ET,

* 7Y a 0%, [TCP] £721% [UDP] T,

Sour ce | nter face

Ry 72T )X SPHEEITLA =7 = A AER L
iﬁ‘o

AT Y AR—+h

[£%) (Enable) ] £7-1% [#%) (Disable) 1 A7 a & v
#7 Vw7 LT, =7 AR— b ERELET,

77 4V ML [#%) (Disable) ] T,

[BED A h U v 7 DT
AR — bk (BFD Metrics
Exporting) ]

[%) (Enable) ] £721% [#Exh (Disable) | A7 a ARz
%7 Y » 7 LT, Bidirectional Forwarding Detection (BFD) *
M) w7 Dy AR—MERELET,

7 7 4V M 8% (Disable) 1 T3,

[=27 AAR— kg
(Exporting Interval) ]

BFD A MU v 7 &AM aL 7 ZITEET A7 AR— MU
FRPENTASNLET, BEEE AT LTI EEN,

DT 4—/ X, BFD A U v 7 DT AFR— FEHHIIT
LB BT DOBRFTRENET,

F 7 )L F® BFD = 7 AR — kEIIFEIZ 600 T,
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14. [Cflowd R U > —DR7F (Save Cflowd Policy) 1 %27V v 7 LE 7,

Cflowd 1§D KR

Cflowd DIE#H % #7795 121%, Cisco I0S XE Catalyst SD-WAN /34 2 TR D 2~ > K&

LE7,

* show sdwan app-fwd cflowd collector

* show sdwan app-fwd cflowd flow-count

* show sdwan app-fwd cflowd flows [vpn vpn-id] format table

* show sdwan app-fwd cflowd statistics

* show sdwan app-fwd cflowd template [name template-name]

* show sdwan app-fwd cflowd flows format table

WO NHFIE, Cllowd DIFEHER R LIZHDTT,

Device# show sdwan app-fwd cflowd flows
Generating output, this might take time, please wait ...
app-fwd cflowd flows vpn 1 src-ip 10.2.2.11 dest-ip 10.20.24.17 src-port O dest-port

2048 dscp 63 ip-proto 1

tcp-cntrl-bits
icmp-opcode
total-pkts
total-bytes
start-time
egress—-intf-name
ingress-intf-name
application
family

drop-cause
drop-octets
drop-packets
sla-not-met
color-not-met
queue-id

tos

dscp-output
sampler-id
fec-d-pkts
fec-r-pkts
pkt-dup-d-pkts-orig
pkt-dup-d-pkts-dup
pkt-dup-r-pkts
pkt-cxp-d-pkts
traffic-category

0

2048

6

600

"Fri May 14 02:57:23 2021"
GigabitEthernet5
GigabitEthernetl

unknown

network-service

"No Drop"

O OO O OO OWoNDNOOOO

Cflowd 7 v —®DFEMIZ-DVTiL, show sdwan app-fwd cflowd flows =~ > F~X—T %

ZRL TS ZE,
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CU Z={ERA L =.

CUEBALE. Cllowd 57 vy 70— =2y r0kE [

Cllowd FS 24wy JO— =415 N

=

X

Cisco 10S XE Catalyst SD-WAN 7 /34 Z % filffl L T\ % Cisco SD-WAN =1 b = —Z D CLI
Mo, MOFNEZFETLET,

Cflowd7 7L — b E2BREL T, 7u—0afittE 7a—DH 7V o TRT A —2 i Ig

1.

ELET,

vSmart (config) # policy cflowd-template template-name

vSmart (config-cflowd-template) # flow-active-timeout seconds
vSmart (config-cflowd-template) # flow-inactive-timeout seconds
vSmart (config-cflowd-template)# flow-sampling-interval number
vSmart (config-cflowd-template)# template-refresh seconds
vSmart (config-cflowd-template)# protocol ipvé|ipvé6|Both

)

G¥)

2.

Cisco IOS XE Catalyst SD-WAN 7 /31 A Tl, flow-active-timeout | % 60 FPIZ[EE STV E T,
flow-inactive-timeout 7% 10 FHZ[EE SN TV D 5A . Cisco SD-WAN =2 k11— F 7213 Cisco
SD-WAN Manager Cix & 41TV 5% flow-active-timeout 5 & O flow-inactive-timeout O I,

Cisco I0S XE Catalyst SD-WAN 7 /31 A TIEAN/2 D £/ A,

71 —F=%—"TTOS, DSCP /1. BLOTLOC V—7 v 7 #INET BT

NEZ 34T L£T,

T, ROF

Cisco Catalyst SD-WAN Manager U U —& 20.12.1 LABE, V—T R 7 f 2 —T =2 A%
ANERITHENI TV AR— N A H—T 2 AL LTHETDE, ZOMEEICE D,
FNF L2 — ROMEA 7 =T =4 ZADRDO VI —T RNy 7 2 IETE L L 5IC20 %

L7-., ZOMGEIL., IPvd BLOIPV6 THR— IR TWET,

vSmart (config-cflowd-template) # customized-ipv4-record-fields
vsmart (config-customized-ipv4-record-fields) # collect-tos

vsmart (config-customized-ipv4-record-fields)# collect-dscp-output
vSmart (config-cflowd-template)# collect-tloc-loopback

Ta—al A ERELET,

vSmart (config-cflowd-template) # collector vpn vpn-id address
ip-address port port-number transport transport-type
source-interface interface-name

export-spread

enable

app-tables app-tables

tloc-tables tloc-tables

other-tablesother-tables

\)

GE)

app-tables, tloc-tables, other-tables 47" @ 1%, CiscoSD-WAN > f 12—

RETEET,

FEMEHAHLTOAR
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Xa
il

. VPNO 1 32— = 4 X T® Flexible NetFlow M3

\}

(G¥)  Cisco IOS XE Catalyst SD-WAN 7 /XA A (X UDP 2 L7 X DA EHR—FLET, ZEINT
W5 T U AR— M7 b3 ZBfR7 <. UDP I Cisco I0S XE Catalyst SD-WAN 7 /31 &
DT 7HNVhaLyZTT,

4 FI7T7 49~ v F NRIA—LEERL, TV v ardflowd 2G0T —FRY — &k
ELET,
vSmart (config) # policy data-policy policy-name
vSmart (config-data-policy) # sequence number
(
(

vSmart (config-sequence) # match match-parameters
vSmart (config-sequence) # action cflowd

5 "7 4wy 7u—%F=XY 7 K —%#AT 5 Cisco 10S XE Catalyst SD-WAN 7
NA A ZBRF ==L A Xy FT—=THNOHFA FDOU A EERLET, U R MK
DY A NaEHDHITIE, BEO vpnvprid 2w RERELET,
vSmart (config) # policy lists

vSmart (config-lists)# vpn-list Iist-name
vSmart (config-vpn-list)# vpn vpn-id

6. Cisco IOS XE Catalyst SD-WAN 7 /N X ZETe A —N"—L A Ry NU—7NOHA MZ
T—ARI—EEHLET,
vSmart (config) # apply-policy site-list Iist-name

vSmart (config-site-list)# data-policy policy-name
vSmart (config-site-list)# cflowd-template template-name

VPNO 1 > % —7 = 4 XA TO Flexible NetFlow D&%

CLI7>7L—hEIICLI T FAYT 7L —hE2@HH LT, VPNOA v X —T = A AT
FNF Z BN CT& 3, e2PM 712 7 7 A /LE, §XTD NetFlow VPNO E = ¥ —g% i % {mik
THH LT 07 7 A NVEERT 2DICESLHET, 707 7 A VERRL THL D00 RT
A—ZEIEETDHET T, KOV OTrEYa = 7ML ezPM IZ LY BEIRICRE S L E
T, TuTrAME, 2T FA M LTHEZIEDNCTE 5, HiELSNIZ—ED
N2 7 4w 7 %®=4%—"T7, EasyPerformance Monitor (ezPM) %&XE L., KD X 5|2 FNF %
BT HZENTEET,

Device# config-transaction

Device (config) # performance monitor context <monitor name> profile <sdwan-fnf>
traffic-monitor <all> [ipv4/ipv6]

Device (config-perf-mon) # exporter destination <destination address> source <source
interface> transport udp vrf <vrf-name> port <port-number> dscp <dscp>

WOBNZ, sdwan-finf 70 7 7 A VEEH L TN T 4=~V U RAE=F—D AT F A M EEE
THHEERLTWET, ZOFREICED, FT 7407 AN I DE=FY T REMC
0 ET, TIZT, 101L1LEY— RR—=FT 4 la L 7 ZDIP 7 KL A, GigabitEthernet5 L%
BrA v H—T A A, 4139 1FH— K X—=F 4 ®aL s XY A= 7 R—FTT,

Device# config-transaction
Device (config) # performance monitor context <monitor name> profile sdwan-fnf
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traffic-monitor all [ipv4/ipve6]
Device (config-perf-mon)# exporter destination <10.1.1.1> source <GigabitEthernet5>
transport udp vrf <vrfl> port <4739> dscp <1>

CLIZER LT BFDA ~ 1) v U DI RAR— k%9 % FlexibleNetFlow
DEXTE
f/NY U —Z : Cisco 10S XE Catalyst SD-WAN U U —Z 17.10.1a 33 & O* Cisco Catalyst SD-WAN
filf = A= U U —220.10.1

Cisco 108 XE Catalyst SD-WAN 7 /34 2 % {il4#]l L T\ % Cisco SD-WAN = k2 —F @ CLI
Mmoo, T—HRY)—EEHLTBFD A MY v 7 DTl AR— M E2HNNT 0BT D
PR LT, ROa~vr REALET,

1. BFDARY v 7O ZAR— " E2HEMILET,

policy
cflowd-template template-name
collector vpn vpn-id address ip-address port port transport transport
source-interface interface
bfd-metrics-export
export-interval export-interval

7 7 4/ ~® BFD =7 AR — MEk&EiX 600 T3, BFD =7 2R — Mil&EiL, Cflowd 7
7 L— NOFEFIITEEEZ T ¥, BFD =7 AR — MEFETIL, bfd-metrics-export
T—T N6 T — X ERET HMROAZHIE L EF, tunnel-tloc 7—7 /L ClL, BFD —
7 AR— hERgIZ. BFD 27 AR — MElg L Cllowd 7 > 7' L — M EEHB Of/MEZ, T —
ZEERIRRICHEA L CnET,

2. BFDA N w7 DOy AR— M EHIZLET,

policy
cflowd-template template-name
collector vpn vpn-id address ip-address port port transport transport
source-interface interface
no bfd-metrics-export

BFD A U w7 D) AR— NEGINZT 2 —HEOEREH 2 KIZRLET,

policy
cflowd-template fnf
template-refresh 600
collector vpn 0 address 10.0.100.1 port 4739 transport transport udp
bfd-metrics-export
export-interval 30
1
1
]

lists
site-1list 500
site-id 500

!
!
!
apply-policy
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site-list 500

cflowd-template fnf
!
!

Flexible NetFlow [Tk 5 BFD A 1) v O DI RKR— FERTEH!
fx/INU U — A : Cisco I0S XE Catalyst SD-WAN VU U —2 17.10.1a 5 & U Cisco Catalyst SD-WAN
Hlf = AR —x% > b U U —2%20.10.1

LIFIZ, BFD A h U v 7 D=7 AR — b2 AT 5560 - EBMKR Y & — O EFIT
j—o

Device# show sdwan policy from-vsmart
from-vsmart cflowd-template fnf

flow-active-timeout 600
flow-inactive-timeout 60
template-refresh 600
flow-sampling-interval 1
protocol ipv4

customized-ipv4-record-fields
no collect-tos
no collect-dscp-output
collector vpn 0 address 10.0.100.1 port 4739 transport transport udp
bfd-metrics-export
export-interval 600

PIFE, Yoy —, FHERBE, BXOHEEA M) v 7 IZBTH5FNEBFD 7L A U 5 —

2 OBITY,

{ 'Data Template': 'Data Flow',
'ObservationDomainId': 6,
'Version': 10,

'arrive time': 1658807309.2496994,
'dfs tfs length': 200,
'export dfs tfs templates list dict': { 'FlowSequence': 3354,
'Flowset id': '258',
'Flowset length': 200,
'Length': 286,
'ObservationDomainId': 6,
'TimeStamp': 1658807269,
'Version': 10,
'flow': [ { 'bfd avg jitter': 1000,
'bfd avg latency': 1000,
'bfd loss': 15,
'bfd pfr update ts': 1658806692155,

'bfd rx cnt': O,

'bfd tx cnt': O,

'ipDiffServCodePoint': 48,

'tloc_table overlay session id':
10},

'flow length': 4,

'flow time': 1658807269,

'flowset id': '258',

'header': { 'FlowSequence': 3354,
'Length': 286,
'ObservationDomainId': 6,
'TimeStamp': 1658807269,
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'Version': 10},
'host': '10.0.100.15",
'ipfix length': 286,
'packet number': 2,
'template id': '258'}

Cflowd /R') >—DFER EEMIE

—FHR T — 2 RY —E BT DI, ROE A==V A Xy U= NOH A
FoU X MZHEHLET,

vSmart (config) # apply-policy site-list list-name data-policy policy-name

Cllowd 7> 7L — &7 77 4 7ICTDI20E, 7T —F R Y —ITBEIT £,

vSmart (config) # apply-policy cflowd-template template-name

apply-policy 2~ R T fH7 253X TP data-policy Y 2 —(Z2NWT, TXTOHA FY R
FOYA FIDIT—ETHLIVLERHY T, 2F0, A NV A MNIEET LYV A FIDRE
ENTNWTERY FHA, BEET LV A MIDOFNZIE, 2250H% A FU R b sitelist 1, site-id
1-100, B L Wstelist 2site-id 70-130 DY A NID BBV 9, Z ZTiE. A K 70 ~ 100 23
WAHEDOY A NMIEERTHET, 2D 2250 A MU A M2 20O R/ % data-policy 7~
U —IZd#E 3 5 &, Cisco Catalyst SD-WAN =2 b —F TREZ 2 v T 550708 KMK
L\i‘a_O
R CZA7ORIRIT, RORY o—D& A4 FIZh#EHIET,
« TV r— 3 VBV —T ¢ 7R 2— (app-route-policy)
— T ERAIHI IR U - —  (control-policy)
(=3tithy

—IE R — & R Y > — (data-policy)

L, BRRDATORY) U —IZ@EHT LA P A ROV A FIDIFEESEDLLRT
TFE9, 72L& xIE, control-policy 7~ U — & data-policy AR U > —dDH A U A K TIE, A
NID NEHEL THDAHREERH Y £9, LB -> T, L2 20 A FU X Fof] (stelist
1site-id 1-100 3 L N sitedlist 2 site-id 70-130) Tl 1 D&HfHIA Y —Il2, 9 1 22T —X
R —IZEHATEET,

commit 2~ RERITLTHELXIEFIZT 77 4 7123 % & Cisco Catalyst SD-WAN =2 |
n—Z %, FBESNZY A MZH S CiscolOS XE Catalyst SD-WAN 7 /31 A [ZF —H KR Y v —
%7 w2 LET, Cisco Catalyst SD-WAN =2 h B —F TREINTZRY V—%2FRTHIT
I%. Cisco Catalyst SD-WAN =2 > k #— “C show running-config 2~ > K& LET, 7
ARZT vy ENTR ) —hFRTHITIE, 731 A Tshowpolicy from-vsmart =~ > R
EEMALET,

Cisco Catalyst SD-WAN = > h o —F CTEHEINTW\D BT — 2R —hRRT D
I\Z1Z. show running-config =~ > R&fH L £,

vSmart# show running-config policy
vSmart# show running-config apply-policy

Cisco I0S XE Catalyst SD-WAN 7 /31 A (L7 v v a S —mE#HMT — 2 R o — %2 FoRd
52X, T /3A AT show omp data-policy =~ > R&#{TL £,
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T3 Z# show sdwan policy from-vsmart

Cisco 10S XE Catalyst SD-WAN 7 /34 X T Cflowd DEItEEDBZIE

F— 2R —ZFREE T Cisco I0S XE Catalyst SD-WAN 7 /XA A T Cflowd O A 514 % B
AT HZEHTEET, ZHICEY ., LANHNDOTRTOD VPN NS L—Z(ZHEET S b
TIAYIDINT T 4770 —F=F ) T EETTEET, ZNETIHIICE. T/A AT
Cflowd O a2 R E L £7,

T /34 A (config) # policy flow-visibility

TV —=varEE=F) 7T 5%, T34 AT show app cflowd flows 35 & U show app
cflowd statistics =~ > R&fiH L E7,

Cllowd F5 74 wH 20— F=Z42 1) U5 DEFEH

TORMEY I TIE. NI T4 vy Tu— =X ) U TORERERLET,

BEFIE
ST — 5 R R LT Clowd b7 7 4 v =8 U LS EATHICLET, ©

T LD T _XTOFREN Cisco Catalyst SD-WAN = b —F THEITINET, T3TD
TCP b7 7 4 v a®=4 V7L, BH—Dalb 7 ZIZEETLFIHOF 2RISR LET,

1. CllowdT > 7L —rEERLTCalL s 2R aE#R L, CllowdZ A ~—%2LHELE7,

vsmart (config) # policy cflowd-template test-cflowd-template

vsmart (config-cflowd-template-test-cflowd-template)# collector vpn 1 address
172.16.155.15 port 13322 transport transport_udp

vsmart (config-cflowd-template-test-cflowd-template) # flow-inactive-timeout 60
vsmart (config-cflowd-template-test-cflowd-template)# template-refresh 90

2. "I T4 =X T BVPNDY R MEERLET,

vsmart (config) # policy lists vpn-list vpn_1 vpn 1

3. F—#R)v—%WAT A LDV R bERLET,

vsmart (config) # policy lists site-list cflowd-sites site-id 400,500,600

4. F—HK) o—ERELET,

vsmart (config) # policy data-policy test-cflowd-policy

vsmart (config-data-policy-test-cflowd-policy)# vpn-list vpn_1
vsmart (config-vpn-list-vpn 1)# sequence 1

vsmart (config-sequence-1)# match protocol 6

vsmart (config-match) # exit

vsmart (config-sequence-1)# action accept cflowd

vsmart (config-action) # exit

vsmart (config-sequence-1)# exit

vsmart (config-vpn-list-vpn 1)# default-action accept

5, ==V A Xy hT—=ZHDOY A MIEKRY I —& Cllowd 7o 7L — bE2mHALET,

vsmart (config) # apply-policy site-list cflowd-sites data-policy test-cflowd-policy
?5§41Z(config—site—list—cflowd—sites)# cflowd-template test-cflowd-template
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6. T—HRIU—EHMMILET,
vsmart (config-site-list-cflowd-sites)# wvalidate

Validation complete
vsmart (config-site-list-cflowd-sites)# commit

Commit complete.
vsmart (config-site-list-cflowd-sites)# exit configuration-mode

SR E I
Cflowd % € DFE 72 Hl 2 WITR L ET,

vsmart (config) # show configuration
apply-policy
site-list cflowd-sites
data-policy test-cflowd-policy
cflowd-template test-cflowd-template
|
!
policy
data-policy test-cflowd-policy
vpn-list vpn 1
sequence 1
match
protocol 6
|
action accept
cflowd
|
|
default-action accept
|
|
cflowd-template test-cflowd-template
flow-inactive-timeout 60
template-refresh 90
collector vpn 1 address 192.168.0.1 protocol ipv4 port 13322

transport transport udp

lists
vpn-list vpn 1
vpn 1
|
site-list cflowd-sites
site-id 400,500,600
|

show sdwan run policy =~ > ROROH L, SAIE 7 o —% i H L7 Cflowd @ IPv4 35 &
WNIPv6 77 r— a Ot E 7 o —DOFHEMEOREE R L TWET,

Device# show sdwan run policy
policy
app-visibility
app-visibility-ipvé
flow-visibility
flow-visibility-ipv6
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Cflowd 5% DR

Cisco Catalyst SD-WAN =2 > k2 —F C Cflowd DX E% T 7 7 4 7L LT R ITHGEET D12,
show running-configpolicy =~ > K & show running-configapply-policy =~ > K& L £,
KIZ, show sdwan policy from-vsmart cflowd-template =~ > FOM 1 Z R L E T,

7 /5A A4 show sdwan policy from-vsmart cflowd-template
from-vsmart cflowd-template test-cflowd-template

flow-active-timeout 30
flow-inactive-timeout 60
template-refresh 90

flow-sampling-interval 1

protocol ipvé4/ipvé6/both
customized-ipv4-record-fields
collect-tos
collect-dscp-output

collector vpn 1 address 192.0.2.1 protocol ipv4 port 13322 transport transport udp
%Iz, show sdwan policy from-vsmart =~ > RO il 2~ L E 9,

7 /5A A4 show sdwan policy from-vsmart
from-vsmart data-policy test-cflowd-policy
vpn-list vpn_ 1
sequence 1
match
protocol 6
action accept
cflowd
default-action accept
from-vsmart cflowd-template test-cflowd-template
flow-active-timeout 30
flow-inactive-timeout 60
protocol ipvé4/ipv6/both
template-refresh 90
customized-ipv4-record-fields
collect-tos
collect-dscp-output
collector vpn 1 address 192.0.2.1 port 13322 transport transport udp
from-vsmart lists vpn-list vpn_ 1
vpn 1

Cisco 10S XE Catalyst SD-WAN U U —Z 17.12.1a LABE, cflowd =~ > KiZ, IPv4 & IPv6 Dl
D7v—La— NIk LTRSS TWET,

Wiz, show flowrecord =2~ RO AFIZRLET, 7a—0OFRAEEETHH LT ¢ —
JU K [collect connection initiator] DIBINZ X » TIEIN TV ET,

Devicet show flow record sdwan flow record-xxx
IPv4 7 —L a— R :

flow record sdwan_flow record-1666223692122679:

Description: flow and application visibility records
No. of users: 1

Total field space: 102 bytes

Fields:

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port
match transport destination-port
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match routing vrf service

collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect

ipvé4 dscp

transport tcp flags

interface input

interface output

counter bytes long

counter packets long
timestamp absolute first
timestamp absolute last
application name

flow end-reason

connection initiator

overlay session id input
overlay session id output
connection id long

drop cause id

counter bytes sdwan dropped long
sdwan sla-not-met

sdwan preferred-color-not-met
sdwan gos-queue-id

collect counter packets sdwan dropped long

IPv6 7 1 —JE=

flow record

Description:

sdwan_flow_record ipv6-1667963213662363:
flow and application visibility records

No. of users: 1
Total field space: 125 bytes

Fields:

match ipvé protocol

match ipv6 source address

match ipv6 destination address
match transport source-port
match transport destination-port
match routing vrf service

collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect

ipvé dscp

transport tcp flags

interface input

interface output

counter bytes long

counter packets long

timestamp absolute first
timestamp absolute last
application name

flow end-reason

connection initiator

overlay session id input

overlay session id output
connection id long

drop cause id

counter bytes sdwan dropped long
sdwan sla-not-met

sdwan preferred-color-not-met
sdwan gos-queue-id

counter packets sdwan dropped long

Iz, show flow monitor monitor-name cache =~ > KOJLEH 1 Z R L E3, 7 a—Fh
%i’\‘—é—%ﬁ L\ [connection initiator] 7 A —/V ]‘75>tﬂjﬂ:)ﬁﬂﬂéﬂi Lf:o [connection
initiator] 7 A —/V FIZIL, initiator (Z TA TV IO —N—~D T T 4 v T 70—
DGE) | reverse (—"—=M57 5747 bOBA) | unknown (T 747 70 —0DFk
FARADEE) OWFHNDEEEETE £75,
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Device# show flow monitor sdwan_flow monitor cache
Cache type: Normal (Platform cache)
Cache size: 128000

Current entries: 4

High Watermark: 5

Flows added: 6

Flows aged: 2

- Inactive timeout ( 10 secs) 2

IPV4 SOURCE ADDRESS: 10.20.24.110

IPV4 DESTINATION ADDRESS: 10.20.25.110
TRNS SOURCE PORT: 40254

TRNS DESTINATION PORT: 443

IP VPN ID: 1

IP PROTOCOL: 6

tcp flags: 0x02

interface input: Gib5

interface output: Gil

counter bytes long: 3966871

counter packets long: 52886

timestamp abs first: 02:07:45.739
timestamp abs last: 02:08:01.840

flow end reason: Not determined
connection initiator: Initiator
interface overlay session id input: 0
interface overlay session id output: 4
connection connection id long: 0xD8FO051F000203A22

JR—%ZWHRLES,

Cflowd 7 —# R U o —D %%+ 5 Cisco I0S XE Catalyst SD-WAN 7 /34 2 Tk, &F&
Fha~< 2 R TCflowd 70 —DAT—H A &R T £7,

T /3A A4 show sdwan app-fwd cflowd statistics

data packets 0
template packets 0
total-packets : 0
flow-refresh : 123
flow-ageout : 117
flow-end-detected 0
flow-end-forced 0

IPv6 +3 7 « v - @ FNF IPv6 2% E 151
IPv6 N7 7 4 v 27 FH® Cflowd 2 L7z— 0B AR Y o — DR EMZRIRLET,

policy
data-policy vpn_ 1 accept cflowd vpn_ 1
vpn-list vpn 1
sequence 102
match
source-ipv6 2001:DB8:0:/32
destination-ipv6 2001:DB8:1:/32
!
action accept
count cflowd ipv6 1187157291
cflowd
!
!

default-action accept
I
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cflowd-template cflowd server

flow-active-timeout 60
flow-inactive-timeout 30
protocol ipvé6
|
lists
vpn-list vpn_ 1
ven 1

site-list vedgel
site-id 500
|

apply-policy
site-list vedgel
data-policy vpn_1 accept cflowd vpn 1 all
cflowd-template cflowd server

FNF BRAT Y R R— D& EH
BT 7 AR — b ORE 2RI LET,

Device# show sdwan policy from-vsmart
from-vsmart cflowd-template cflowd

flow-active-timeout 600
flow-inactive-timeout 60
template-refresh 60
flow-sampling-interval 1
protocol ipv4

customized-ipv4-record-fields
no collect-tos
no collect-dscp-output
collector vpn 0 address 10.0.100.1 port 4739 transport transport udp
export-spread
app-tables 20
tloc-tables 10
other-tables 5

CLUavY Y FREFERALEENT—2DHREARAINFLO—KL— FDERE

HFAR—hENTWABE/NY U—2R : Cisco I0S XE Catalyst SD-WAN U U — 2 17.14.1a, Cisco
Catalyst SD-WAN #llffl = > 7R—% > U U — 2 20.14.1

[Z L& BHIIZ

CLIT v 7L — FOFEHOFEMIZOWTIL, CLI T RA VT 7L — B LXOCLI T v 7
L— 2L TLLEE, 774/ FTIE, CLITVLb— i a— L a7 4%
L —y gy F—RTCavwr REETLET,

BAXINFLI—FKL—FDBTE

FTONA ANER T 7 4 v 75— X % Cisco SD-WAN Manager |[Zi55 T 2B oK KL— bk (1
538720 O FNF La— RE) & LET,

policy app-agg-node max-records-per-minute

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-template.html

rFS5o4vy on—E=aysy |
B 5o v on—=zzsusomn

1

WIS, BN T 74w 7T —5% 1 35TV K 1000 D FNF L 2— R CEETH LT
NARAEHRELET,

policy app-agg-node 1000

1

W, ERNT T4 v 7T =8 % 1 535720 &K 10000 8D FNF L a— RTEET LT 7 +
U MBEIZT NS A &EIRLET,

no policy app-agg-node

I~77»ru’7 JO0—F=421) T DMER

X NI T4y Ta— =X ) T ORERIZOWTHIAL £,

IREIL—T Ny D DHER
ROa<wy ReHA LT, ADBLOHNA v Z =T =4 2O N 2R TE £,
show sdwan app-fwd cflowd flows

Iz, show sdwan app-fwd cflowd flows Tflows % — U — RZ#57E LI BA O Hfl 2R L £
R
Device#show sdwan app-fwd cflowd flows

app-fwd cflowd flows vpn 1 src-ip 10.10.15.12 dest-ip 10.20.15.12 src-port 0 dest-port
0 dscp 0 ip-proto 1

tcp-cntrl-bits 24

icmp-opcode 0

total-pkts 5

total-bytes 500

start-time "Tue Jun 27 09:21:09 2023"
egress—-intf-name Loopbackl
ingress-intf-name GigabitEthernet5
application ping

family network-service

drop-cause "No Drop"

drop-octets
drop-packets
sla-not-met
color—-not-met
queue-id

initiator

tos

dscp-output
sampler-id
fec-d-pkts
fec-r-pkts
pkt-dup-d-pkts-orig
pkt-dup-d-pkts-dup
pkt-dup-r-pkts
pkt-cxp-d-pkts
category
service-area

O O OO OO OOOOONNOO OO
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cxp-path-type
region-id
ssl-read-bytes
ssl-written-bytes
ssl-en-read-bytes
ssl-en-written-bytes
ssl-de-read-bytes
ssl-de-written-bytes
ssl-service-type
ssl-traffic-type
ssl-policy-action
appgoe-action
appgoe-sn-ip
appgoe-pass-reason
appgoe-dre-input-bytes
appgoe-dre-input-packets
appgoe-flags

RO~y R LT, AWBIOHENA =T =24 ZOM N 2R TE £,
show sdwan app-fwd cflowd table
iz, show sdwan app-fwd cflowd table Ttable ¥ — U — R&H5E L= HEOH 2~ L £

O O O OO OO0 0O0O0O0O0OOooo oo

R
show sdwan app-fwd cflowd flows table
PKT PKT PKT PKT SSL
SSL APPQOE APPQOE
TCP
SLA COLOR
FEC FEC bup D DUP D DUP CXP CXP
SSL SSL EN SSL EN DE SSL DE SSL SSL SSL
APPQOE DRE DRE
SRC DEST 1P CNTRL
ICMP TOTAL TOTAL EGRESS INTF INGRESS INTF
DROP DROP NOT NOT QUEUE
DSCP SAMPLER D R PKTS PKTS R D SERVICE
PATH REGION READ WRITTEN READ WRITTEN READ WRITTEN SERVICE TRAFFIC POLICY
APPQOE APPQOE PASS INPUT INPUT APPQOE
VPN SRC IP DEST IP PORT PORT DSCP PROTO BITS
OPCODE PKTS BYTES START TIME NAME NAME
APPLICATION FAMILY DROP CAUSE OCTETS PACKETS MET MET ID INITIATOR
TOS OUTPUT 1ID PKTS PKTS ORIG DUP PKTS PKTS CATEGORY AREA TYPE
ID BYTES BYTES BYTES BYTES BYTES BYTES TYPE TYPE ACTION ACTION
SN IP REASON BYTES PACKETS FLAGS
1 10.10.15.11 10.20.20.10 0 0 0 1 24
0 5 500 Tue Jun 27 09:21:06 2023 Loopbackl GigabitEthernet5
ping network-service No Drop 0 0 0 0 2 2
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0.0.0.0 © 0 0 0
0 10.0.5.5 10.0.15.10 58048 22 4 6 24
0 41 1752 Tue Jun 27 09:21:06 2023 internal0/0/rp:0 GigabitEthernet9
unknown network-service No Drop 0 0 0 0 2 0
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0
0 0.0.0.0 © 0 0 0
1 10.10.15.11 10.20.20.10 0 2048 0 1 24
2048 5 500 Tue Jun 27 09:21:06 2023 GigabitEthernet5 Loopbackl
ping network-service No Drop 0 0 0 0 2 2
0 0 0 0 0 0 0 0 0 0 0 0

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .



rFS5o4vy on—E=aysy |
B 7 xorvs—7zq0281 0 FoRR

0 0 0 0 0 0 0 0 0 0 0
0.0.0.0 © 0 0 0
1 10.10.15.11 10.5.10.15 0 2048 0 1 31
2048 20 960 Tue Jun 27 09:21:06 2023 Null GigabitEthernetb
ping network-service Ipv4NoRoute 960 20 0 0 2 2
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0.0.0.0 © 0 0 0
1 10.10.15.11 10.20.20.10 50920 4739 0 17 31
0 473 524768 Tue Jun 27 09:21:06 2023 GigabitEthernet5 internal0/0/rp:0
ipfix network-management No Drop 0 0 0 0 2 1
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0.0.0.0 © 0 0 0
0 10.0.5.10 10.0.5.10 22 58048 48 6 24
0 39 3020 Tue Jun 27 09:21:05 2023 GigabitEthernet9 internal0/0/rp:0
ssh terminal No Drop 0 0 0 0 2 2
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0
0 0.0.0.0 © 0 0 0
1 10.10.15.11 10.20.20.10 0 771 48 1 31
771 8 4192 Tue Jun 27 09:21:05 2023 internal0/0/rp:0 GigabitEthernet5
icmp network-service No Drop 0 0 0 0 2 2
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0.0.0.0 © 0 0 0
1 fed0::6044:ff:feb7:c2db ££f01::1:££00:10 0 34560 O 58 0
34560 6 432 Tue Jun 27 09:20:41 2023 internal0/0/rp:0 GigabitEthernet5
ipv6-icmp network-service No Drop 0 0 0 0 0 2
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0.0.0.0 © 0 0 0
1 10:20:20::10 fed0::6024:ff:febb:cldb 0 34816 56 58 0
34816 4 288 Tue Jun 27 09:20:41 2023 GigabitEthernet5 internal0/0/rp:0
ipv6-icmp network-service No Drop 0 0 0 0 2 2
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0.0.0.0 © 0 0 0

TINAADA B —T A RINA > FOIESR
ROa<y REFHLTT AL ADA B —T oA ANAL LV REHERTHZENTEET,
show sdwan control local-properties wan-inter face-list

Kz, wan-interfacelist % — 7 — R %{# f] L 7= show sdwan control local-properties
wan-interface-list O H If &2~ L E 9,

o< F\Lirk%ﬁﬁ_\‘ L/i—a—o

e NA LU KRE—RTIL—T Ny WAN A L F—T = A RINA v RENT-WHELA o Z—
T A A,

e A L RfRBEE— RTONL—F Ny 7 WAN A VX —T = A ZAD A RFERR,
s ZOMOLEITFE YL,

Device#show sdwan control local-properties wan-interface-list

NAT TYPE: E -- indicates End-point independent mapping
A -- indicates Address-port dependent mapping
N -- indicates Not learned
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Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
PRIVATE
MAX RESTRICT/ LAST SPI TIME NAT VM BIND
INTERFACE IPv4 PORT IPv4 IPVG6
PORT VS/VM COLOR STATE
CNTRL CONTROL/ LR/LB CONNECTION REMAINING TYPE CON REG INTERFACE
STUN

PRF IDs
GigabitEthernetl 10.0.10.10 12346 10.0.10.10 :

12346 2/1 1lte up 2 no/yes/no No/No
0:20:20:27 0:01:14:20 N 5 Default N/A
GigabitEthernet4 10.0.10.10 12346 10.0.10.10 HE

12346 2/0 blue up 2 no/yes/no No/No
0:20:20:27 0:01:14:20 N 5 Default N/A
Loopbackl 1.1.1.1 12366 1.1.1.1 HE

12366 2/0 customl up 2 no/yes/no No/No
0:20:20:27 0:01:14:20 N 5 Default GigabitEthernetl
Loopback?2 2.2.2.2 12406 2.2.2.2 HE

12406 2/0 custom2 up 2 no/yes/no No/No
0:20:20:27 0:01:14:20 N 5 Default Unbind

VPNO -/ > 2 — 7 = 4 X TO Flexible NetFlow % D HEEE

Flexible NetFlow L 00— REEFEDMED KT
WDa<wy REFEH LT, FNF La— ROBRELHERTXE T,

Device# show flow record <monitor-context-name>

\)

GE)  ROFITIE, tempd &V E=X =4 BN EDILET,

WOHENIFNL, ezPM 7 a7 7 A NEERALIZIPvE h T 7 4 v 7 7a— L a— NCHET A ER

ZRLTWET,

Device# show flow record tempO-sdwan-fnf-vpnO-monitor_ ipv4

flow reco
Descrip

rd tempO-sdwan-fnf-vpnO-monitor ipv4:
tion: ezPM record

No. of users: 1

Total f
Fields:
match
match
match
match
match
match
match
colle
colle
colle
colle
colle
colle
colle

ield space: 66 bytes

ipv4 dscp
ipv4 protocol
ipv4 source address
ipv4 destination address
transport source-port
transport destination-port
flow direction
ct routing next-hop address ipv4
ct transport tcp flags
ct interface input
ct interface output
ct flow sampler
ct counter bytes long
ct counter packets long
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collect
collect
collect
collect

timestamp absolute first
timestamp absolute last
application name
flow end-reason

rFS5o4vy on—E=aysy |

WDOHNFNL, ezPM 72 7 7 A VEFERLIZIPVE F T 7 4 v 7 7a—L a— RIZET5ER
ZRLTWET,

Device# show flow record tempO-sdwan-fnf-vpn0-monitor_ipvé

flow record tempO-sdwan-fnf-vpnO-monitor ipvé:
Description:

ezPM record

No. of users: 1
Total field space: 102 bytes

Fields:

match ipvé dscp

match ipvé protocol

match ipvé source address

match ipvé destination address
match transport source-port
match transport destination-port
match flow direction

collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect

routing next-hop address ipvé6
transport tcp flags
interface input
interface output

flow sampler

counter bytes long
counter packets long
timestamp absolute first
timestamp absolute last
application name

flow end-reason

WOHIFNE, ezPM 77 7 A )VEFEH L2 IPvd b T 7 (v 7 @ NetFlow R EICET 5 E=
2 —fERAE R L TCWVET,

Device# show flow monitor tempO-sdwan-fnf-vpnO-monitor_ ipv4

Flow Monitor tempO-sdwan-fnf-vpnO-monitor ipvié:

Description: ezPM monitor
Flow Record: tempO-sdwan-fnf-vpnO-monitor ipv4
Cache:
Type: normal (Platform cache)
Status: allocated
Size: 5000 entries
Inactive Timeout: 10 secs
Active Timeout: 60 secs
Trans end aging: off

WOHFIHNL, ezPM 7 a7 7 A )V EFEHALIZIPv6 b T 7 4 v 7 D NetFlow i% EIZEHT5E=
H—IERE R L TOET,

Device# show flow monitor tempO-sdwan-fnf-vpnO-monitor_ ipvé

Flow Monitor tempO-sdwan-fnf-vpnO-monitor ipv6:

Description:
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Flow Record: tempO-sdwan-fnf-vpnO0-monitor ipvé
Cache:

Type: normal (Platform cache)

Status: allocated

Size: 5000 entries

Inactive Timeout: 10 secs

Active Timeout: 60 secs

Trans end aging: off

JO—La—FXy vy a0ORTF

WOHIENL, FBE LT-E =% — (Z DAL temp0-sdwan-fnf-vpnO-monitor_ipv4) 71— L
I—RFF¥y v 2R L TVET,

Device# show flow monitor tempO-sdwan-fnf-vpnO-monitor_ ipv4 cache

Cache type: Normal (Platform cache)
Cache size: 5000
Current entries: 14
High Watermark: 14
Flows added: 170
Flows aged: 156

- Active timeout ( 60 secs) 156

IPV4 SOURCE ADDRESS: 10.0.0.0

IPV4 DESTINATION ADDRESS: 10.255.255.254

TRNS SOURCE PORT: 0

TRNS DESTINATION PORT: 0

FLOW DIRECTION: Input

IP DSCP: 0x00

IP PROTOCOL: 1

ipv4 next hop address: 10.0.0.1

tcp flags: 0x00

interface input: Gil

interface output: Giz

flow sampler id: 0

counter bytes long: 840

counter packets long: 10

timestamp abs first: 02:55:24.359

timestamp abs last: 02:55:33.446

flow end reason: Not determined

application name: layer7 ping

WO SN, F8E L7z IPv6 £ =4 — (temp0-sdwan-fnf-vpnO-monitor_ipv6) D7 12— L =—
¥y vi=aznRmLTHVET,

Device# show flow monitor tempO-sdwan-fnf-vpnO-monitor_ ipvé cache

Cache type: Normal (Platform cache)
Cache size: 5000
Current entries: 6
High Watermark: 6
Flows added: 10
Flows aged: 4

- Inactive timeout ( 10 secs) 4

IPV6 SOURCE ADDRESS: 2001:DB8::/32

IPV6 DESTINATION ADDRESS: 2001:DB8::1

TRNS SOURCE PORT: 0

TRNS DESTINATION PORT: 32768

FLOW DIRECTION: Output
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IP DSCP:

IP PROTOCOL:

ipv6 next hop address:
tcp flags:

interface input:
interface output:
flow sampler id:
counter bytes long:
counter packets long:
timestamp abs first:
timestamp abs last:
flow end reason:
application name:

WO DFNE, 7r—x7 R

Device# show flow exporter
Flow Exporter tempO:
Description:
Export protocol:
Transport Configuration:
Destination type:
Destination IP address:
VRF label:
Source IP address:
Source Interface:
Transport Protocol:
Destination Port:
Source Port:
DSCP:
TTL:
Output Features:

Export template data timeout:

Options Configuration:
interface-table
vrf-table (timeout 300
sampler-table (timeout
application-table
application-attributes

BFD A )y O DI RAR—F

x/NU U —RZ : Cisco I0S XE

(timeout 300 seconds)

(timeout 300 seconds)

0x00

58
2001:DB8:1::1
0x00

Gi2

Gil

0

2912

28
02:57:06.025
02:57:33.378
Not determined
prot ipv6-icmp

N—Z DFf AR L TWET,
tempO

performance monitor context tempO exporter
IPFIX (Version 10)

P

10.0.0.1

1

10.0.0.0
GigabitEthernetb
UDP

4739

51242

0x1

255

Used

300

(active)
seconds) (active)

300 seconds) (active)

(active)
(timeout 300 seconds) (active)

(2319 5 Flexible NetFlow % DFER

Catalyst SD-WAN U U — % 17.10.1a 3 & O} Cisco Catalyst SD-WAN

Bl = o AR—2% > ™Y U —2%20.10.1

PUFIZ. show flow exporter =2~ > ROHABIT, £H7 0 —2 7 AKR—=ZD

‘/C\“ﬂ—o

Device# show flow exporter

WEZRLIZH D

Flow Exporter sdwan flow exporter 1:

Description:

Export protocol:

Transport Configuration:
Destination type:

Destination IP address:

Source IP address:
Transport Protocol:
Destination Port:
Source Port:

S—BEHA K.

. Cisco Catalyst SD-WAN 7 1)

export flow records to collector
IPFIX (Version 10)

Ip
10.0.100.1
10.0.100.15
UDP

4739

54177
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DSCP: 0x0

TTL: 255

MTU: 1280

Output Features: Used

Options Configuration:

interface-table (timeout 600 seconds) (active)
tunnel-tloc-table (timeout 600 seconds) (active)
bfd-metrics-table (timeout 600 seconds) (active)

PUF i, show flow exporter statistics =~ > KO AOBIT, 70— AR—ZDI F7A4T

¥ PMEREHEREZ R L b DT,

Device# show flow exporter statistics

Flow Exporter sdwan flow exporter 1:

Packet send statistics
Successfully sent:

Client send statistics:

(last cleared 3d05h ago):

1433 (907666 bytes)

Client: Option options interface-table
Records added: 6552
- sent: 6552
Bytes added: 694512
- sent: 694512
Client: Option options tunnel-tloc-table
Records added: 1916
- sent: 1916
Bytes added: 99632
- sent: 99632

Client: Flow Monitor sdwan flow monitor

Records added: 0
Bytes added: 0
Client: Option options bfd-metrics-table
Records added: 4
- sent: 4
Bytes added: 196
- sent: 196

LA I, show flow exporter templates =~ > RO BT, #7577 L— FOFMERLED
DTY,

Device# show flow exporter templates

Client: Option options tunnel-tloc-table

Exporter Format: IPFIX (Version 10)

Template ID 257

Source ID HI

Record Size : 52

Template layout

| Field | ID | Ent.ID | Offset | Size |
| TLOC TABLE OVERLAY SESSION ID | 12435 | 9 | 0 | 4 |
| tloc local color | 12437 | 9 | 4 | 16

| tloc remote color | 12439 | 9 | 20 | 16 |
| tloc tunnel protocol | 12440 | 9 | 36 | 8

| tloc local system ip address | 12436 | 9 | 44 | 4

| tloc remote system ip address | 12438 | 9 | 48 | 4
Client: Option options bfd-metrics-table
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Exporter Format: IPFIX (Version 10)

Template ID : 262
Source ID : 6
Record Size : 49

Template layout

| Field | ID | Ent.ID | Offset | Size |
| TLOC TABLE OVERLAY SESSION ID | 12435 | 9 | 0 | 4 |
| IP DSCP | 195 | | 4 | 1
| bfd loss | 12527 | 9 | 5 | 4 |
| bfd pfr update ts | 12530 | 9 | 9 | 8
| bfd avg latency | 12528 | 9 | 17 | 8
| bfd avg jitter | 12529 | 9 | 25 | 8
| bfd rx cnt | 12531 | 9 | 33 | 8
| bfd tx cnt | 12532 | 9 | 41 | 8
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G¥)

i & —HMAEH T 572012, Cisco SD-WAN Y U = —3 3 > 1% Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,

R 37 HEEDBE

HeEe% 1)) —R1EHR Bl

77V /r—3 a3 |CiscolOS XE Catalyst CZOREIX, FRIEESNE=Z Y T

NI p—<wrAF [SD-WAN VU —A175la|lg 77 A LEFHLTA T h_—2D /N

=7 Cisco vManage U U — % 7%‘“‘?3/2%:5“"2%57]?@‘573&)@%%
20.5.1 W77tk Rt L £

Cisco SD-WAN Manager @ CLI 7 K4 > B&HE
TUT U= REEHLT, ZOMREEREL
iba‘o

T V=g RTp—v L A ET=LZ—OWE (272 2—3)
o FIPREFIE L HREHE (274 X—)

TSN — g N T = AT —DRE (274 X—)
e NI F =<V AE=H Y U ITREOHER (275 X—)
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TFIVr— 30 N\NTA—I R EFZLZ—DHE

TV r—vary NI =< AEF=L—ERBIL, AT MR RADNNT T U AES
H—FBETEL, BFELENTT7L—2U—7TF, ZOMEEERTAE. 25347k
v ITA U, Ry NI BT AN, =X T A NTT g NEZ) T ENTZZ R
VU ROT SN = a o R T v U AF VT AR LATERRFATCEXET, ZOFHRIL,
TV r—a DT p—v o AR LT ADICESE L E T,

TV = ay N7 43— AEF=X—X, BEDNT 7 4 v 7 OFHIEEEINET DD
W SN D, FRIER IR ETT,

FIUr—2 30 RITA—I VR EZRYUGOEHRaV LT+

EZAYLGTATFAIL: Ta Ty AE, 2T XA MR L TAEDNEITEHIcT 52
ENTED, FHIERSNTZEDONT 7 4 v 7 E=F—TF, ZOHERO L LT
sdwan-performance 7' 7 7 7 A /L3 5E{ 41, Cisco Catalyst SD-WAN k> R/bA 4 —7 = A
AEWBT DT T4 v I HET=F V7T 5007 7Y r— 3 VNEREE (ART) & A
TATE=X—BNEEND L DIT/Y £ LIz, sdwan-performance 7' 1 7 7 A JWZIX, A T
MZESWC AT 74 w2 BT 4 V2 ) U TTHEMARY) =0 £7,

sdwan-performance 7' 12 7 7 A L2 8IS 5 & | BES LERED B BRI LOEH S v E
D

AVTXFRAM AV E—T A ZADANN T T 4w 7 EWMN T T4 v 7 OWMFIIT & v F S
NHZNRTH—<w L AFE=H— RV o— <y AHYLET, 207 ML, BAHCTD
MENGHD N T T 4w 7 BT OERPEENE T, A X —T oA AT HRA
MRTHyTFENEE, ANNNT 7497 WA NI T4 v T IZENENTIDT D, Git2D
DRV =<y TMEEESNET, FT 74 v 7 E=F—THREINTWVDLHANZESN TR
Vy—<o T RNTXZvFINdE, NTFTT74v7DF=F—0RMBINET,

\ )

6=

AT HRAMIEEDOA L H—T 2 A AT X T TEET, 12OOA L H—T A AT Xy
FTEDHALVTHRANMINIDETTT, avTFAMI. A V=T AT X yF LT
WG B DARERTE ET,

FS T4 OEZR) DTN e T TR ERA LT, FHMEifEEE T V2 Y T
52 LaBRTE £,

MBI TESNTT IV A= a Il OWVWTCE=ZE—TEHUNERBLL N T T 4 v 7 B ER

THETANETT, TOTANEPRE=LT—FTHVLENHLDIIEEDT Y r—a
DIRT =<V ADIHTHDHTD, TR ABILONRNT 3 —< 2 A a L7 X ORAM & B
LET,

cHUTS— T RTCOT7u—TiEel, HESNEZY TV 7 L— MIHESWT, T

R T T4y 7a—%F=H—LET, ANCTDHE, T 74 v 7 OBEPNKE
WIBB DA — 1 v RT3 —< V ANDRBERRE SN ET,
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HERE & Fl =
*TCP7H—DARTZ#E=HF—T&FET, E=F—TXHXTA XX, —"—Dxv
NO—Z B, 7 TAT L DRy NU—F B, TV r—a VIBIERH Y 7,

* Real-time Transport Protocol (RTP) DA —7 4 AR LI NET A N T 7 4 v 7DV v X —%
T H—TEET,

e NRT =<V AEH— =T BRI _RTOTa— O, AN F—T A ALH
S4B —T7 A A, u—H/LTLOC & VE— | TLOC IZ[AT M A INETE 7,

e NRT =< AE=H—|L, CLILa<> FEEALT, 7XTO WAN F o RbA U H—
T oA AETITHEED WAN ho R A v X —T 2 A4 ATHRETXET,

e T — NN NRT =< VAP T TR R—- SN TWET, T I7—2HHTD
EL T T4 v I BIERTIERL, REENTEY T L — MNIESW T T A LT
O—%F= X —TER12D, RT3 —< L ARERF—1 T DOF—"—~y KRHF I
i‘a—o

FI)r—3 0 RITA—T VR EZZ—DEHEHA

K 15:1\T+—VAEZRYVIDI—4- 70—

Controller  Validator

Third-party
Collector _—

_,_:—'—'_'_'-'_'_'_'_-'_'_'_'_
__—— _— sDWAN
—oro Tunnet_—— Manager
—

Tunnel interface

Edge Router Edge Router

LAN Interfaces WAN Interfaces

357255

ZOXTIE, R —~ LV AE=H =N 10— U (TRTDO R, o H—T =4 A
W) WHEINTHWET, FFEDA v E—T 2 AA ATHMCT AT arbdb 4, £=4
Vo751, WAN Fo R A v B —T 2 f A TEZEEND N T T4 v I DT —<
2TT, WEENTZA N v 7%, =X 7 7a 7y A LTRBENEZaTHF A NTE
RINTEZ I AR—=HRTGA=RTHESNT, ERINTY— RKX—=FT a7 XITEEFEEN
F9, TO#%, SEIFeshowav 2 FEHHTHZL T, E=X V7L TWET T Fr—
varERIFAT 4 T OFMEFR R TEET,
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HIPRFIE & FIFIFE IR

NI A= ADT=L Y TE IPVE BT T 7 TOHRY AR =S ET, IPv6 b
7747 EVR—- SR TOEEA,

c RT =R AEZH =PI RS AZHEAESND &, TOREEEFE L TT /3 ATHI#
AT L3 TEERA, NIV U RE=H—ORELERT HI2E, ROFIEEE
1ITLET,

1. CLI7 RAUHSRET v 7L —bERIET A ACLI TV T L— b ERELT, 77
L— k75 performance monitor apply =~ > RZHIBLET, A4 ACLI T >~
L—NEFIECLIT RAUVHERET 7L — T X o F L TCNDET NN, AT T L—
MBS LET,

2. CLI7T RAU#ERET > 7" L — b C performance monitor context % ##%E L. performance
monitor apply 2~ > REFHL TR T+ —vr AE=F—%2FHE#EHALET, CLI7T
RAHERET > T L — " IXT X v F L TCVWDET NS AT T L— hE2EHLET,

Fo03, ACE=Z) 077077 A WIESHTHF LW TFA MNEREL, LRIO
ATHRRANRELHIFRLET,

c ARTHDA == HEEFEYNIGHRETE LT 5I2F, R o—TT7 7Y r—
Va ryORRMEAENITIMERSH D 7,

P > S g . —_— A —
T — 32 N\ —I R EZAI—NETE
TV — g N T p—<wAE=E— T, Ta—rL (TXTOWAN R R A A —
TxAR) THNCTDHZEE, BEDWAN Fo A VB —T 2 ATHINCTHZ &%
TXET, ART. AT 4 TE=LF—, FIFOWMGTONRT p—~ 2 ZAF=Z Y o T HHEC
THrZELTEET,

Cisco SD-WAN Manager # il L CT7 7V r—a v N7 43— AE=HX Y U T HFRETD
\ZiE, CLI 7 RAVHRET 7 L— R EAERLL, 7L AT 7 L— MR L E T,

INTA—RVREZA—DT7 O—NILEFEHIE

ROFL, sdwan-performance 712 7 7 A VA L TR T+ —~ LV AE=HF—Da 7T F A b
ERETDHHEEZRLTOVET, TOREICLY, ARTBLOAT A TDONT 7 47 A b
Vo7 DF=F Y TNENNIRY ., TXTOD SD-WAN b R A v H—T = A RTHREN
BWHINET, 22T, 10011281 — K X—F a7 ZDIPT KL A, GigabitEthernet9
ITEETA v —T oA A, 2055 13— RX—FT 4 ®alL 720 A= 7 K— KT,

performance monitor context CISCO-APP-MONITOR profile sdwan-performance
exporter destination 10.0.1.128 source GigabitEthernet9 port 2055
traffic-monitor application-response-time
traffic-monitor media
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performance monitor apply CISCO-APP-MONITOR sdwan-tunnel

DA VA—T AR TDINT+—I VAEZ4—DEME

WOFIL, sdwan-performance 7 12 7 7 A VA L TR T 4 —~v UV AE=H—Da T F A b
ERETHHEEZRLTOVET, ZTOREICED, ARTBXOATATDONT 7 4 v 7 AR
Vo2 DE=HZY U TPENCIRY, FFED F RNV A B —T 24 A (ZOE 1 Tunnell)
WEA S ET, 22T, 10011281 — K X—F 4o L7 ZDIP7 KL A, GigabitEthernet9
B E A v H—T oA A, 2055 13— K R—=T 4 B®aL s ZD) A= T R— s TT,

performance monitor context CISCO-APP-MONITOR profile sdwan-performance
exporter destination 10.0.1.128 source GigabitEthernet9 port 2055
traffic-monitor application-response-time

traffic-monitor media
|

interface Tunnell
performance monitor context CISCO-APP-MONITOR

BIMDEZZYTITLNEREHUTY T L— FDIEE

RFEDEATDNT T4 v I BT TEXLECTHHEZRITTLET, ZOHA. rp-audio
O—F 7w b 2L match-audio LW IHZRHID Y T A< v T TCERINET, ZDT7 T AL
traffic-monitor media class-and mmatch-audio T #1572, rtp-audio b7 7 ¢ v 7 BN EK
Wlizce=XD v r7anEd, Blokiks LT, dassand ¥—U— K&+ HZ L TEE
T, ZOLIRGE, WAX~A RENTY 7 A~ v 71X, sdwan-performance 7' 12 7 7 A /L %
BT 5 & BEMINHERENDT 74V ND T T Ay THEEZHRIET,

ZORITIE, N7 RAE=F—Zre— @A snEd, 2F D, 73T Cisco
Catalyst SD-WAN h & R/ A U Z—T7 = A AZHWHINET, o7V 7 L— 1101, 10
HoO7a—0Hr b IHERE=X ) 7E3NDZtERLET, V7V 7 L—1F1001%, 100
Ho7e—0>H 1 fHRE=4—SNDZ LtERLET,

class-map match-any match-audio

match protocol rtp-audio
|
performance monitor context CISCO-APP-MONITOR profile sdwan-performancekeyword
exporter destination 10.75.212.84 source GigabitEthernet0/0/0 port 2055
traffic-monitor application-response-time

traffic-monitor media class—-and (or class-replace) match-audio
|

performance monitor apply CISCO-APP-MONITOR sdwan-tunnel
performance monitor sampling-rate 10

INDFA—IREZARY) VG HTFDWESR
NIF—XVREZR YV GTEHRTEIZHT IHMEDORT

LTI, AN TWA T T4 v 78R YT, ZRODEASNTWSA 7 —
T xA AT AIERER LTV AT,
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Device# show performance monitor context CISCO-MONITOR summary

CISCO-MONITOR

Description: User defined

Based on profile: sdwan-performance

Coarse-grain NBAR based profile

Configured traffic monitors

application-response-time:

media: class-and match_audio

Attached to Interfaces

Tunnell

T, BESNTZayTHFANMITHvTF NV — KX—F =7 AR—% OEIERF IR %
RLUEY VT,

Device# show performance monitor context CISCO-MONITOR exporter

Exporters information of context CISCO-MONITOR

Flow Exporter 175 SDWAN-1:
Description: performance monitor context CISCO-MONITOR exporter
Export protocol: IPFIX (Version 10)
Transport Configuration:
Destination type: IP
Destination IP address: 10.75.212.84
Source IP address: 10.74.28.19

Source Interface: GigabitEthernet0/0/0
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Transport Protocol: UDP
Destination Port: 2055
Source Port: 63494
DSCP: 0x0
TTL: 255
Output Features: Used

Options Configuration:
interface-table (timeout 600 seconds) (active)
sampler-table (timeout 600 seconds) (active)
application-table (timeout 600 seconds) (active)
sub-application-table (timeout 600 seconds) (active)
application-attributes (timeout 600 seconds) (active)
tunnel-tloc-table (timeout 600 seconds) (active)

Flow Exporter 175 SDWAN-1:
Packet send statistics (last cleared 04:13:19 ago):

Successfully sent: 10270 (13709142 bytes)

Client send statistics:

Client: Option options interface-table

Records added: 312
- sent: 312
Bytes added: 31824
- sent: 31824

Client: Option options sampler-table

Records added: 28
- sent: 28
Bytes added: 1344
- sent: 1344

Client: Option options application-name

Records added: 38766
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- sent:
Bytes added:

- sent:

TIUr—vavnRior—wvrE=4— |

38766

3217578

3217578

Client: Option sub-application-table

Records added:
- sent:
Bytes added:

- sent:

858

858

144144

144144

Client: Option options application-attributes

Records added:
- sent:
Bytes added:

- sent:

38038

38038

9813804

9813804

Client: Option options tunnel-tloc-table

Records added:
- sent:
Bytes added:

- sent:

26

26

1352

1352

Client: MMA EXPORTER GROUP MMA-EXP-1

Records added:

Bytes added:

Client: Flow Monitor 175 SDWAN-art ipvi4

Records added:

Bytes added:

0
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FEMIZ DUV TIX,  Tshow performance monitor context] A<y R_—U AL TL X,
JA—La—FFr v aDRTE
WOLNBNZ, FEELLE=%— (ZDOHEILCISCO-MONITOR-art_ipv4) D7 m—L a— R

Fyrvia L TOVET,

Device# show performance monitor cache

Monitor: CISCO-MONITOR

Data Collection Monitor:

Synchronized (Platform cache)

Cache type:

Cache size: 4000
Current entries: 0
Flows added: 0
Flows aged: 0
Synchronized timeout (secs): 60

Monitor: CISCO-MONITOR-art ipv4

Data Collection Monitor:

Synchronized (Platform cache)

Cache type:

Cache size: 11250
Current entries: 0
Flows added: 0
Flows aged: 0
Synchronized timeout (secs): 60

%if'ﬂm:’)b\ffi\ [show performance monitor cache] A~/ FR—=IJESRLTL fiéb\o

NIF+—IVRAREZRZ—TFTUTL—FDRFE
WOHAENT., BELEE=F—D 70— 7 AR—F TP — MERE R L TWET,
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Device# show flow exporter CISCO-MONITOR templates

Flow Exporter CISCO-MONITOR:

Client: Option options sampler-table

Exporter Format: IPFIX (Version 10)

Template ID : 257
Source ID HI)
Record Size : 48

Template layout

Field ID | Ent.ID | Offset | Size |
| FLOW SAMPLER | 48 | | 0 | 4 |
| flow sampler name | 84 | | 4 | 41 |
| flow sampler algorithm export | 49 | | 45 | 1|
| flow sampler interval | 50 | | 46 | 2 |

Client: Option options application-name

Exporter Format: IPFIX (Version 10)

Template ID : 258
Source ID HI)
Record Size : 83

Template layout

Field ID | Ent.ID | Offset | Size |
| APPLICATION ID | 95 | | 0 | 4]
| application name | 96 | | 4 | 24 |
| application description | 94 | | 28 | 55 |
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Client: Option sub-application-table

Exporter Format: IPFIX (Version 10)

Template ID : 259
Source ID : 6
Record Size : 168

Template layout

Field ID | Ent.ID | Offset | Size |
| APPLICATION ID | 95 | | 0 | 4 |
| SUB APPLICATION TAG | 97 | | 4 | 4 |
| sub application name | 109 | | 8 | 80 |
| sub application description | 110 | | 88 | 80 |

Client: Option options application-attributes

Exporter Format: IPFIX (Version 10)

Template ID : 260
Source ID : 6
Record Size : 258

Template layout

Field ID | Ent.ID | Offset | Size |
| APPLICATION ID | 95 | | 0 | 4 |
| application category name | 12232 | 9 | 4 | 32 |
| application sub category name | 12233 | 9 | 36 | 32 |
| application group name | 12234 | 9 | 68 | 32 |
| application traffic-class | 12243 | 9 | 100 | 32 |
| application business-relevance | 12244 | 9 | 132 | 32 |
| p2p technology | 288 | | 164 | 10 |
| tunnel technology | 289 | | 174 | 10 |
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| encrypted technology | 290 | | 184 | 10 |
| application set name | 12231 | 9 | 194 | 32 |
| application family name | 12230 | 9 | 226 | 32 |

Client: Option options tunnel-tloc-table

Exporter Format: IPFIX (Version 10)

Template ID : 261
Source ID : 6
Record Size : 52

Template layout

Field ID | Ent.ID | Offset | Size |
| TLOC TABLE OVERLAY SESSION ID | 12435 | 9 | 0 | 4 |
| tloc local color | 12437 | 9 | 4 | 16
| tloc remote color | 12439 | 9 | 20 | 16 |
| tloc tunnel protocol | 12440 | 9 | 36 | 8
| tloc local system ip address | 12436 | 9 | 44 | 4
| tloc remote system ip address | 12438 | 9 | 48 | 4

Client: Flow Monitor CISCO-MONITOR-art ipv4

Exporter Format: IPFIX (Version 10)

Template ID : 0
Source ID : 0
Record Size : 208

Template layout

Field ID | Ent.ID | Offset | Size |
| interface input snmp | 10 | | 0| 4 |
| connection client ipv4 address | 12236 | 9 | 4 | 4
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| connection server ipv4 address | 12237 | 9 | 8 | 4 |
| ip dscp | 195 | | 12 | 1
| ip protocol | 4 | | 13 | 1]
| ip ttl | 192 | | 14 | 1]
| connection server transport port | 12241 | 9 | 15 | 2
| connection initiator | 239 | | 17 | 1]
| timestamp absolute monitoring-interval | 359 | | 18 | 8 |
| flow observation point | 138 | | 26 | 8 |
| overlay session id input | 12432 | 9 | 34 | 4 |
| routing vrf service | 12434 | 9 | 38 | 4 |
| application id | 95 | | 42 | 4 |
| interface output snmp | 14 | | 46 | 4 |
| flow direction | 61 | | 50 | 1|
| flow sampler | 48 | | 51 | 1|
| overlay session id output | 12433 | 9 | 52 | 4 |
| timestamp absolute first | 152 | | 56 | 8 |
| timestamp absolute last | 153 | | 64 | 8 |
| connection new-connections | 278 | | 72 | 4 |
| connection sum-duration | 279 | | 76 | 8 |
| connection server counter bytes long | 232 | | 84 | 8 |
| connection server counter packets long | 299 | | 92 | 8 |
| connection client counter bytes long | 231 | | 100 | 8 |
| connection client counter packets long | 298 | | 108 | 8 |
| connection server counter bytes network | 8337 | 9 | 116 | 8 |
| connection client counter bytes network | 8338 | 9 | 124 | 8 |
| connection delay response to-server sum | 9303 | 9 | 132 | 4 |
| connection server counter responses | 9292 | 9 | 136 | 4 |
| connection delay response to-server his | 9300 | 9 | 140 | 4 |
| connection client counter packets retra | 9268 | 9 | 144 | 4 |
| connection delay application sum | 9306 | 9 | 148 | 4 |
| connection delay response client-to-ser | 9309 | 9 | 152 | 4 |
| connection transaction duration sum | 9273 | 9 | 156 | 4 |
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| connection transaction duration min | 9275 | 9 | 160 | 4
| connection transaction duration max | 9274 | 9 | 164 | 4
| connection transaction counter complete | 9272 | 9 | 168 | 4
| connection client counter bytes retrans | 9267 | 9 | 172 | 4
| connection server counter bytes retrans | 9269 | 9 | 176 | 4
| connection server counter packets retra | 9270 | 9 | 180 | 4
| connection delay network long-lived to- | 9255 | 9 | 184 | 4
| connection delay network to-client num- | 9259 | 9 | 188 | 4
| connection delay network long-lived to- | 9254 | 9 | 192 | 4
| connection delay network to-server num- | 9258 | 9 | 196 | 4
| connection delay network long-lived cli | 9256 | 9 | 200 | 4
| connection delay network client-to-serv | 9257 | 9 | 204 | 4

Client: Flow Monitor CISCO-MONITOR-media ipvi4

Exporter Format: IPFIX (Version 10)

Template ID : 0
Source ID : 0
Record Size : 180

Template layout

Field ID | Ent.ID | Offset | Size |
| ipv4 source address | 8 | | 0 | 4 |
| ipv4 destination address | 12 | | 4 | 4 |
| interface input snmp | 10 | | 8 | 4 |
| ip dscp | 195 | | 12 | 1]
| ip protocol | 4 | | 13 | 1]
| ip ttl | 192 | | 14 | 1 |
| ipv6 source address | 27 | | 15 | 16 |
| ipv6 destination address | 28 | | 31 | 16 |
| transport source-port | 7 1 | 47 | 2 |
| transport destination-port | 11 | | 49 | 2
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connection initiator

| 239 |
timestamp absolute monitoring-interval

51 | 1]
359 |

flow observation point

| 52 | 8 |

| 138 | |

overlay session id input | 12432 9 |

routing vrf service | 12434
application id

60 |
68 |

72 | 4 |
| 95 | | 4 |
routing forwarding-status 89 |
interface output snmp
flow direction

1]

14 | | 4 |

61 | | 85 | 1|

flow sampler | 48 | | 86 |
overlay session id output | 12433
transport rtp ssrc

87 | 4
4254 |

9 | 91 | 4
| 4273 |
counter bytes long

9 | 95 |
|
counter packets

|
transport rtp payload-type

| 96 |
|
timestamp absolute first

104 |
timestamp absolute last

4
152 |
connection new-connections

| 8 |
153 | | 116 | 8 |
| 278 | 124 | 4
transport packets expected counter | 4246 |
transport packets lost counter
transport

128 |
| 4251
packets lost rate

9 | 132 | 4
| 4253 | 9 | 136 |
transport rtp jitter mean | 4255 140 |
transport rtp jitter minimum | 4256
transport rtp jitter maximum
|

144 | 4
4257 | 9 | 148 | 4

counter bytes rate | 4235 | 152 | 4

application media bytes counter | 4236 | 156 | 4

application media bytes rate | 4238 |

application media packets counter

application

4 |
| 4239 |
media packets rate
|

| 4241
transport rtp jitter mean sum

4
4325
AEARLC

8 |
[show flow exporter]

vy RR=PEBRLTIES L,
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ePBR D £

JEEARY o—_—2)1—F 1 7 (ePBR) 1%, RV v —_"—2)L—F 17 (PBR) DOFEE
N—=T g TY, ZOMEEMEHRTIE. NI 740 v 7kIIN—T 4 V7T —T N TliE7e<
R =2 T TN DT, V—T ¢ V7% XV FEICHIE & £9, ePBRITNV—T «
Y77 a N an BRI LB FO A D = X LB R IO L, IPvAB I ONPV6 7 KL A
A= brEE, 7u han, oy M A X EOFRe—BIEEICESWT NI T v I &
N—TFT 4T T 5, BERa—ILT—XK) 2 —T7,

ePBR |Z, ZHKMED E L Cisco Common Classification Policy Language (C3PL E5&) ZfHH LT
o774 ERELET, VT 4P A, T Y r—3 a3, Differentiated Services Code
Point (DSCP; DiffServ = — FaRA > k) | ¥F=2UT 4 7 V—7%7 (SGT) REDOMEEY
AR—PFLET, ePBR TIE~ v FRITHESNT, T 74 v ZEEANIIH —F73ERDOx
JANR Yy TERETEET, o, A F—Ry b 7rbar h—v 2 L) (1P

SLA) "7 vX U7 hRETIHA T arbbET, RESNTERXT A MRy IREHTE
OGS, T 7 4 v ZIXIPSLA b T v =X THEICENTZF AT I v s Ta—T%
LT, AR R A MRy TV —T 4 VT SNET,

HegE & Fl =
«IPv4 & IPv6 Dl 5 & H KR —F LET,

DX T ARNE Yy T YR —FLET, X7 AME Yy FIZEETE 20 A, ePBR T
WIZFIRARIBE/ZR A 7 A bR v FICBBMICYI D B2 £,

«IPSLA FT7 v X T HH Eﬁ‘éﬁ7/a/7§k&;@i*ﬂ IHDRHRTESNTWBHIES. X
7 A RF Y FITIPSLA 72— 73 aLh L3 AR ENFET,

SLA 7 —71%, WU VRF £7-13#£7:% VRF THRETEXE7,

CBEDF v F BT E RV A T syslog A v E— UK SN, a—F—lsma S hE
+.

ePBR M {L#i A

+ePBRIFZ=F ¥ A M—TFT 4 U 7ZOAEHI N, CBPLEFERH LN T 7 40 v 7 BREIC
Hox %4,

«ePBR AR/ A v H—T 24 ATZEENTZTRTONRry b, R v—~v 752l
WLET, ePBR THHATARY o—~v FAIRY —%HE L, X7 v FOEEEE L
WrLE4,

«ePBRAY v—iF, "T7 74 v 7 7u—|l@HIND DY (match) &7 7 g K
(set) (ZHADXxF 9,

*ePBR ZHZNZTHIZiE, Ny hO—BHEELBHORY) o—N—FT 4T T av
ERRETDHR) vy TEERTHILERHD £3, KRIZ, FORY —< v T ENH
A B —T oA AZEEM T E T,

Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x




| #ERRY S—R—2—F 1Y
ePBR DR E .

o —HILHET, VT ATHREINE T, TOHK, RN v—~v I 7 T AEZFOH L, set
AT —=F AL MNIEANWTT 7V a2 FETLET,

*ePBRANU I —Dset A7 — kA2 ML, £7 A b v 7, DSCP, VRF 72 EOE LS
N— " EEELET,

15 A1
B 16:ePBREGALI- RS54 v DUFA LY b

vpnO vpni Node-1 Node-2
105 XE SD-WAN vpn100 .‘*’ .‘*’ z
ePBR redirection Nexthop1 Nexthop2
vpni
Network Service Cluster
SLA Probes

ZOBNE, RTT7 4 v ZMMVPNIA U H—T oA RAZEFTHIEERLTWET, FT7 74>
J1X VPN 1 THRE SN SE @E O/ — MEkad 4 —/—F A4 F LT VPN 100 D
FTARBRyTIZVEZA VT bENET, T 74 v ZBVPNIOIZY XA L7 hand &,
BMOXy N =7 —EZANERF N7 7 4 v 7 IZHEHAINET, WAN &k EDxR Y b
=% —bERF, VALV bENTENT 7 4 v 7 @A S 7=%. VPNO 24 L T Cisco
Catalyst SD-WAN A —/"— L A X v NU— 7 ([THRE S ET,

ePBR D% E

Cisco SD-WAN Manager Zffil] L T ePBR & E T HI2i%, CLI 7 KA VT > 7'L— &
B L. T3 2T 7 L— MM LET,

TDOEZa T, CLIT RAY T L— MOBITX % ePBR O EHZ R LET,

IPvd T0) ePBR D& E
ZOBEITIEZ, DL DI ET,
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LB ACLIZ, Xy NU—ZV E-IIFRA MR EELET,
« VT A= v I TlE. ACLDNRT A—FZBAELET,

s ePBREZMFHA LAY v—<v7d, REINTZset AT — h A2 MIESWTCEEMART 7
varEFITLET,

DX ARy TNHRIESHTWET, ePBRIZMEHFRERKIIOFXR 7 A MRy Ik
IR L ET,

ip access-list extended test300

100 permit ip any 192.0.2.1 0.0.0.255
ip access-list extended testl00

100 permit ip any 192.0.2.20 0.0.0.255
|

class-map match-any test300

match access-group name test300
class-map match-any testl100

match access-group name testl

|
policy-map type epbr test300

class test300

set ipv4 vrf 300 next-hop 10.0.0.2 10.0.40.1 10.0.50.1
policy-map type epbr testl00

class testl00

set ipv4 vrf 100 next-hop 10.10.0.2 10.20.20.2 10.30.30.2
|
interface GigabitEthernet0/0/1
service-policy type epbr input test300
interface GigabitEthernet0/0/2
service-policy type epbr input testl00

IPvd F Sy X VT DERE
FT o 7EEBIZePBREZRTET AW EZRIRLET, ZOFTIXROEEICAR Y £4,
«ICMP =2 —% A 7D IP SLA Bi{ENHRE S, ACL BN ERINET,

e FDWH%, VIR T EMHALTACLIND/RT A —FH#BEL, R —~ v FIIRE
XNTzset AT — M AL MZESWTT 7 v a v 2FEITLET,

* set ipvd vrf 300 next-hop verify-availability 10.10.0.2 10 track 2 DFE & 101X, > —

AR FERLET,

ip sla 1
icmp-echo 10.0.0.2
vrf 100
ip sla schedule 1 life forever start-time now
track 1 ip sla 1 state
ip sla 2
icmp-echo 10.10.0.2
vrf 300
ip sla schedule 2 life forever start-time now
track 2 ip sla 2 state
ip access-list extended test300
100 permit ip any 10.10.0.2 0.0.0.255
ip access-list extended testl00
100 permit ip any 10.10.0.3 0.0.0.255

Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x



| #ERRY S—R—2—F 1Y
ePBR DR E .

class-map match-any test300
match access-group name test300
class-map match-any testl100
match access-group name testl00
policy-map type epbr test300
class test300
set ipv4 vrf 300 next-hop verify-availability 10.10.0.2 10 track 2
policy-map type epbr testl00
class testl100
set ipv4 vrf 100 next-hop verify-availability 10.0.0.2 10 track 1
|
interface GigabitEthernet0/0/1
service-policy type epbr input test300
interface GigabitEthernet0/0/2
service-policy type epbr input testl00

IPvé T ePBR D EXE
ZOBITIE, WOL TR FT,
JEIRACL 1L, Xy hU—7 F73HRA MEERLET,
« 7 TAY 7L, ACL OD/RF7 A =2 EWRET L0l fbhET,

¢ ePBREZMIFA LAY —<v 71X, REINTzset AT — b A2 MIESWTEEMR T 7
varvEITLET, .

cH—FRBEROR I A PRy TT RUAZRETE ET, ePBRIE, A REREYD
KT ANKYyTT RURAZZTIRLET,

ipv6 access-list test300_v6

sequence 100 permit ipvé6 any 2001:DB81::/32
ipv6 access-list testl100_v6

sequence 100 permit ipvé6 any 2001:DB82::/32
|

class-map match-any test300_v6

match access-group name test300 v6

class-map match-any testl100_v6

match access-group name testl00 v6
policy-map type epbr test300 vo6

class test300 v6

set ipv6 vrf 300 next-hop 2001:DB8::1

policy-map type epbr testl00 vo6

class testl00 _v6

set ipv6 vrf 100 next-hop 2001:DB8::2 2001:DB8:FFFF:2

|

interface GigabitEthernet0/0/1

service-policy type epbr input test300 v6
interface GigabitEthernet0/0/2
service-policy type epbr input testl00 v6

IPvé k5 v F 2T DERE

IPv6 D ePBRZHEL. M T v XU T HHMITHHZRISRLET, ZOHITIE, ROLD
12720 F9,

«ICMP =2 —% A 7D IP SLA Bi{ENHRE S, ACL BN ERINET,
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e FDW%., VI A T EFEHLTACL NDONRT A—FERBAEL., R —~ v FIIRE
Nz set AT — AL MIESWTT 7Y a v 2FEITLET,

« M7 yFRZIE IPSLA OFRERMEM TERWLE, 7 T ATRESNIER I X MRy
TNATy PREESHRVE S ICRESNLET,

ip sla 3

icmp-echo 2001:DB8::1

vrf 100
ip sla schedule 3 life forever start-time now
track 3 ip sla 3 state
ip sla 4

icmp-echo 2001:DB8::2

vrf 300
ip sla schedule 4 life forever start-time now
track 4 ip sla 4 state
ipv6 access-list test300 v6

sequence 100 permit ipvé6 any 2001:DB8::/32
ipv6 access-list testl00 _v6

sequence 100 permit ipvé6 any 2001:DB8::1/32
class-map match-any test300_v6

match access-group name test300_v6
class-map match-any testl100_v6

match access-group name testl00_v6
policy-map type epbr test300 vé6

class test300_v6

set ipv6 vrf 300 next-hop verify-availability 2001:DB8::2 10 track 4
policy-map type epbr testl00 vé6

class testl100_v6

set ipv6 vrf 100 next-hop verify-availability 2001:DB8::1 10 track 3
interface GigabitEthernet0/0/1

service-policy type epbr input test300_v6
interface GigabitEthernet0/0/2

service-policy type epbr input testl00_v6

BEORI ARy TESIA FS XU %ER LT IPvd TO ePBR DEXE
ZOHITIEE. ROEL SR £9,
¢ ICMP =2 — % A 77D IP SLA Bi{ED R E S 41, ACL NEZXEINET,

e FDH%, VI ATy T EHFEHLTACLNDONRT A—=FEZREL, R v—~ v 71T E
INToset AT — M A MZESWTT 7 v a v a2FE T LET,

s FITARKRYy FIZHTDH T R TOREIL. AIOIP T RUAREERETHY ., IP
SLAMNAR T A MKy THEIFEAETH D LB LGS, X7y MR A MKy TT R
ATV E T,

ip sla 1
icmp-echo 10.0.0.2
vrf 100
ip sla schedule 1 life forever start-time now
track 1 ip sla 1 state
ip sla 2
icmp-echo 10.10.0.2
vrf 300
ip sla schedule 2 life forever start-time now
track 2 ip sla 2 state
ip sla 3
icmp-echo 10.20.0.2
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vrf 400
ip sla schedule 3 life forever start-time now
track 3 ip sla 3 state
ip access-list extended test300
100 permit ip any 192.0.2.1 255.255.255.0
ip access-list extended testl100
100 permit ip any 192.0.2.10 255.255.255.0
|
class-map match-any test300
match access-group name test300
class-map match-any testl100
match access-group name testl00
|
policy-map type epbr test300
class test300
set ipv4 vrf 300 next-hop verify-availability 10.10.0.2 10 track 2
set ipv4 vrf 400 next-hop verify-availability 10.20.0.2 11 track 3
policy-map type epbr testl00
class testl100
set ipv4 vrf 100 next-hop verify-availability 10.0.0.2 10 track 1
|
interface GigabitEthernet0/0/1
service-policy type epbr input test300
interface GigabitEthernet0/0/2

service-policy type epbr input testl00
|

\)

GE) *7XF$y7ﬁF?yﬁ%kk%Lmﬁéhfwék% RT A NKy TNEERETH D

. ETITIP SLA R L7256, WIS ATREZe AR v 7@ IRasnvE 4, 2F0, FT v

w DERESNTEGAE, X7 ARy 7O ML IPSLA OFEROW R TF = v 7 Sbd 2
L2 £,

ePBROE=HF—

ePBR [T Cisco SD-WAN Manager CIZE=# U 7 T& WA, HEDMLS, ePBR HiHEH
DE=HX Y TEITHIITIE, LAFD show 2> REFHLET,

YR bRy TORAEOHER
show platform software epbr track ==~ > ROH OB ZRIZR L £,

Device# show platform software epbr track
Track Object:
obj num:2:
track:0x7F94B4376760
seq:10, nhop:123.0.0.2, nhop reachable:1, track handle:0x7F94AFDAE240,
global:0, vrf name:300, track reachable:l
parent:0x7F94B4383778, oce:0x7F94B81193A8
obj num:1:
track:0x7F94B8187810
seq:10, nhop:100.0.0.2, nhop reachable:1, track handle:0x7F94AFDAELDO,
global:0, vrf name:100, track reachable:l
parent:0x7F94B8187778, oce:0x7F94B81188B8
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Nl 0)150“(&;* nhop reachable @1@63: 17T, *7 A FAR /7075)£U1¥m‘ﬁgf%5 ZEER Li'@ﬂo
track reachable [ SLA 7B —7 DR AR L, fHIZ1 T, RZ A MKy TREFEAETHD
ZEHERLET, RV A MKy FICBFETERWGA, ZLHLONT X=X OfEIF0IC2 Y £
j—o

TR RRY TOREDRT
show platform software epbr RO feature-object redirect T2 A bk v 7 OREEF R L E T,

\)

GE  WHEERFRTDHIUI, NIy I—%RETDHDLENDY 7,

Device# show platform software epbr r0 feature-object redirect
FMAN EPBR Redirect Feature Objectep

Feature Object ID: 9876543211
Flags: 0x3
Table ID: 0x4
Next-hop: 10.10.10.2
P2P ADJ-ID: O

Feature Object ID: 1234567890
Flags: 0x3
Table ID: 0x2
Next-hop: 172.16.0.0
P2P ADJ-ID: O
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CPEL

)

TiE

GE)  fliF b —EBMEEFEBTH7-DIT, Cisco SD-WAN YV U =—3 3 | Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,

R 39 HEEDRBE

HERER 1) 1) —RIE$R Bl
Ai7RE Y 3T IE Cisco I0S XE SD-WAN |3 A S 7-#éhE, FEC X, 4 DD D
Y =2 16.11x =T Zele. ST 4] Sk bt

MLTHEETDHZ LT, Vo7 EThbhic
NTy bEEET DA =ALTY,

AIFREV ETIE (FEC) X, 4 2Oy O N—7 2012, IXUF ) Xy MEfnL
TEETDHZET, Voo EThRbNIATy FEEET 2 AN =ALTT, ZEEBTNV—
TNONTry bOY Ty b (D<K EBN-1) ENVT 4Ty FEZETLHRY, 77—
TNTRDONIZ/NT Y ME 1 DL TEIECTX EJ, FEC X, Cisco I0S XE Catalyst SD-WAN 7
NAZTHHR=FSHTVET,

)

G¥)  FEC 2+ 28H481%. &Y U —2L L TCiscolOSXE U U —2R 17.63 ZHIE L £,

c BITRE D ETIEICKS L7 T N A (296 =2—30)

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .



3

I
iG]

THEYETE |

|

B sy EcmLET A2

HI 77 3R

o ~
1)
FliE
ATy T
ATy T2

ATvT3
ATy T4

ATy TH

ATvT6
ATvI1
ATvT8
ATv79

ATy 710

ATFvI1N
ATy 12

ATy 713

e RNV —~ORHIFREVFTIEOKE (296 ~—)
cHIHRRVFTIEIZ L D P U RUEHROE =X — (297 X—7)
CHIHBmVETEIC AT U r—ar 77 IVEROE=2— (298 ~—)
CLIZEA L, BiRVETIEORT —Z ZADFE=HF— (298 _X—3)

YETIEIZRIG L=T /8 X

ATTRA Y BTIEIL, 97T Cisco I0S XE Catalyst SD-WAN 5 /34 A THHR— b SR THET,

—A~DHIAHRYTTEDERE

Cisco SD-WAN Manager A = = —7>5, [Configuration] > [Policies] DJIEIZER L F 5,
[—IuE B U > — (Centralized Policy) 1 %7 U > 27 L, [ VU —®EN (AddPolicy) 1 %2V v 7
LET,
[Next] #27 U v 7 LET,
B[R~ (Next) 1227 Vv 27 L, [FF77 47 L—LDFE (Configure Traffic Rules) 1% 7 U >
7 LET,
(N7 74y 277 —% (TrafficData) |7 Vv 27 L, [KRY T —DiEM (AddPolicy) ] kmy 7 XY
A RSB, [FTHMERL (Create New) ] Z i8R L £,
[v—/ > A% A7 (Sequence Type) 127V v/ LET,
[7—# KRV > —@EM (Add Data Policy) | 7Ry 77 v 7 A=a—M1nbH, [QoS] Z&INL £,
[Sequence Rule] # 7 VU v 7 L £,
(7 7V r—va /77 r—var 77U U AL (Applications/Application Family List) ] T, 1 -2LA
LT TV =g o EITY A M EEIRLET,
[EF (Accept) 227V v 7
[7 27 ar (Actions) 1&#7 Vv 7 L, HBEDEIE (Loss Corretion) 1227 U w27 LET,
[Actions] fHII T, IKOWTNNZIEIRL 7,

« FEC# [ (FEC Adaptive) : ¥ AT AL o T S ZBRB 7 v MER L EWMEZBZ 2%

BNZD I, FEC fHHZEZHEE L E T,
« FEC B (FEC Always) : X5 Z L ITWIC FEC E#HZ 55 L £ 7,
« /Ny hEEL (Packet Duplication) = v 7Ry 7 A 1 DDV I NE T LIGED/ N v b
HRZEOTTDIZ, B XV V720 LTy hEERLET,

[Save Match and Actions] #7 U v 7 L £,
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ATV T8 [T—HKY > —DORTF (Save DataPolicy) 1 %72 U v 7 LET,
ATY T [k~ (Next) 27 Vw7 L, ROT 7> arzRTLTC—nEHERY >—%2EkLE7,
a) [4#a1 (Name) ] & [FiB3 (Description) ] &= AL ET,
b) [FT7 74 v 275 —% (Traffic Data) ] Z#K L £,
) WIYT—=DVPN YA MR FEZERLET,
d AUV —%RFELET,

AIARRYETEICK D FURIVIEBRDE=S2—
I

AT v 71 Cisco SD-WAN Manager ® # = = — 7> [Monitor] > [Devices| DIEIZ#EIR L £ 4,

Cisco vManage U U — & 20.6.x LAR([ : Cisco SD-WAN Manager O A = = —7>5[Monitor] > [Network] DJIEIZ
ERLET,

ARTYT2 THRARATNV—TZRIR L E T,
RATY T3 MOV T, [WAN] DO FIZEREND [F L (Tunnel) 1227V v 7 LET,

WAN b > UG HICIE, ROFHRPEENET,
JBIRLTZ P ANVDER N RNV REIRT T T 7,
« K RNy RRA » MIET 2 ROERERIT 57—,

e RN RRA VM

sV RAA 2 SMMERT S@[ET e b=y

« TV RARA v hOIREE

e LV RRA L bDOY v & — (I URHAL

s TV REA U ROy MEKE

s TV RAA U M TOIRIE (I U FDHAT)

« TV RARA U RDBEE SNIZEF A MR
e TV RARA U IBZELIAFIAAL MK

e TV = a ORI A~D Y
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THEYETE |

|

B orsvsEcss7Iur—vav oy uEBROE=S4—

BIARYETEICKAT7T)r—3 077 2 YIERDE
-8 —

FIE

AT w71 Cisco SD-WAN Manager ® # = = —7>5[Monitor] > [Devices] DJIEIZE IR L £ 37,
Cisco Catalyst SD-WAN #illffl =2 > /R —x% > kU U —2 20.6.1 LI} : Cisco SD-WAN Manager D A = = —/1 5
[E=4%— (Monitor) 1>[*v kT—% (Network) ] DJEIZER L F 9,

ATV T2 TARARTN—TEEIR L7,
AT9 T3 ERXFAD[T7 Y r—3 a3 (Applications) | D FIZEREILD [SAIE 7 7Y r— 2> (SAIE
Applications) 1% 7 VU v 7 L7,

G¥) Cisco Catalyst SD-WAN fillffl 2 > AR —x > U U —220.7.1 LAgiD VU U — A TiL, SAIET
T r—2a I DPl 7 I =3 U LI TOVE LTz,
FEC FIERT 7'V r— a UERICIE, ROERPEZENET,
CIRDIN—=ARY T 4 THERINTE DT T 7,

[TTVr—a O HFE (Application Usage) | : IR L7 7V —2a v 773003 FS
ERIATDRNT T 47 O (KB B

cTFY = a vy 1Y SECROBRERFT 5T —T b,
T TV =y a7y Y O
TN = ar T IV y MEEART F—< A,

GE) BIRLTET 7V r—ar 77 IOy UGN T 4+ —~ U AZHERT 2 BN
BOHGEIL. Ny MERIREHIZ > TWH Z L &R LET, 7y MEN
T A —~< A, [N v MBUE/XT 4 —~ A (Packet Delivery Performance) ] %™
Cisco SD-WAN Manager ¥ —/VF v FIZRKREINDHRUTHESWTEHR S NET,

GBIRLE-T IV r—2arT77IVD NI 70 v 7HHE (KB, MB, 721X GB BEf7) .

CLIZERAL-. BIARYETEDRT—2RADE=2—

WD X 912, showsdwan tunnel statisticsfec =~ > K% {# ] L T Cisco 10S XE Catalyst SD-WAN
FTINA A TFEC AT —H A&t LET,
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Device# show sdwan tunnel statistics fec

tunnel stats ipsec 80.80.10.19 80.80.10.25 12346 12366
fec-rx-data-pkts 0

fec-rx-parity-pkts 0

fec-tx-data-pkts 0

fec-tx-parity-pkts 0

fec-reconstruct-pkts 0

fec-capable true

fec-dynamic false

tunnel stats ipsec 80.80.10.19 80.80.10.50 12346 12346
fec-rx-data-pkts 122314

fec-rx-parity-pkts 30578

fec-tx-data-pkts 125868

fec-tx-parity-pkts 31467
fec-reconstruct-pkts 3

fec-capable true

fec-dynamic false

R DFE T, show sdwan tunnel statisticsfec =~ > RO HICEEET 2 FEC h v o 2 3B L %

7

Ao DA Hl:|

fec-rx-data-pkts TNRA ADZAG UT2T —Z 3y hO¥aFR
R~LET,

fec-rx-parity-pkts TINA AWZAG LTeR YT 4 3y NO¥%E
FRLET,

fec-tx-data-pkts TNAANOBEREINTZT =37 v O
EFRRLET,

fec-tx-parity-pkts FRAAPLEREEINTZR) T 47y v D
BaForLET,

fec-reconstruct-pkts TNRA R K> THEEIN-ZE Ty b
OEFRRLET,
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JARXDEZNF v RILIZHT B/ ME
ig

\)

GE)  @FEbE —EMEERTH7-DIC, Cisco SD-WAN ¥ U = —3 3 | Cisco Catalyst SD-WAN
ELTT 7V RADETRINE Lz, S5HIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B L}
Cisco Catalyst SD-WAN U U —% 20.12.1 LI, RO o R—3 > FOEENEH I ET,
Cisco vManage 7> % Cisco Catalyst SD-WAN Manager ~®»Z: 5, Cisco vVAnalytics 7» & Cisco
Catalyst SD-WAN Analytics ~?DZ & | CiscovBond 7>% Cisco Catalyst SD-WAN Validator ~
DZEFH | CiscovSmart 7> 5 Cisco Catalyst SD-WAN Y hA—S5~DZH | 3L\ Ciscoa Y
b O—375 Cisco Catalyst SD-WAN HfHIa U R—R > b~DOEE, X THOa R —x2 k
77 v RAEROAFERR Y A MZOWTIEX, EHoY V—X /=R TIEE0n, B
LWARTI~OBITIIE, Y7 Y 27 R-E Oz~ —o v H—T = f A A~DOEREN 2T 7
B—FIZLY), —HEDO FFX 2 AL MIOHLIBREDOARA—BREEND ATREMERH Y £7,

R 40: HREDRE

Hae 1)) —XIEHR SR BA

J A XD\ F v % |Cisco I0S XE Catalyst| = uid, /A ADLNWF ¥ KL THO/ 7w ME
MExF %3y 1 |SD-WAN U U =2 kgl L, #5745 L EF KT 5807 7Y
i 16.12.1b br—3 3 2 Qo AHMERFT 2 DI T olkRE T,

iy

« Ny MEELZOWT (301 =)
« Ny MEROBGE (302 ~—)

INT Yy RERIZDLNT

Cisco IOS XE Catalyst SD-WAN 7 /34 2 Tik, /N7y MERIZHEH LT\ v MEKZ R L
£
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/A RDEVF v rILITHT B3 ry hER |

2y MESLE . Cisco 10S XE Catalyst SD-WAN 7 /3 A A (ZEIEET 5 72 O 12 H AT RE 72 R/ X
ANy FOBRIERET HEEETT, Ny b 1lonkbnb b, BRE S — R — (i
%L ¥, %Z{EM Cisco IOS XE Catalyst SD-WAN T /34 Z (337 v FOERIAHFIEL, 1 5D
Ny N EY— =R L ET,

Ny NERNE, BEOT 78 A U7 ROy UIE LTV ET, Ny MERIREEE S
N, TRAR T vvad&nd e, by soOBEREHIEREETE £,

Ny MERLT, RY —NOa—h L E203 0 = — FOTLOC LHAEE THRET D Z &
IXTEETA, Ny MER NIV ERETDHEE, T—X R —F721F AAR [T E X
EH A

N

GE)

CiscoIOS XE Catalyst SD-WAN 7 /3 A A TO 37 v MERIOM FEMAME, miRa 0 §TE (FEC) |
B L OTCP #fkix, CiscolOS XE U Y —Z 16.x & Cisco I0S XE Catalyst SD-WAN U U — 2

17x 3=V a VORI TIEYR— SN TWEEA,

INT Y FERDEE

[%%E (Configuration) ]>[R') — (Policies) ] Z#K L £,

2. NR=UVLEMIZHD [—nEHRARY 2 — (Centralized Policy) ] ZBR L, [HK U T —DiE
i (Add Policy) 127 V27 LET,

3. [k~ (Next) ]Z2FZ Uy 7 LT, [T 4 v 7 —/LOi%E (Configure Traffic
Rules) ] Z R L £,

4, [NT77 4 v 27T —% (TrafficData) ] Z&R L, [AY > —DiENM (AddPolicy) | K& v
THETUINE [HRAIERR (CreateNew) 127 U v 7 LET,

5  EORAL T, [ AKX AT (Sequence Type) |27 V7 LET,
6. [F—XKYU L —DBM (AddDataPolicy) | Ky 77 v 7 b, [QoS] R L £,
7. [Sequence Rule] 7 V v 7 LE 7,

8 [TV r—av/T77UVr—varv 77V IVANT—ET VLT 4T A
(Applications/Application Family List/Data Prefix) ] C, 1 2L DT 7Y r—a v F 7
U A hZEIRLET,

9. [TZ7vay (Actions) |27 VU v 7 L, [HBEDEIE (LossCorretion) | Z 3R L £,

10. [7 7 =2 (Actions) ] =V 7T T, [/~ v MERL (Pack Duplication) ] 473 3 %%
WLT, "7y MR Z AN LET,

« FECi#iis (FECAdaptive) : > AT A0y MERERE LIZSGAICOR, Hil
AV ETIE (FEC) M#ax&ELET,

« FEC B (FEC Always) : 55 Z L ICWIC FEC lE#HZ 55 L7,

. Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x



| 74AXDEVNF v RILIZHT B/ HEH
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« 7L (None) : HRARENLERWNGEIHEA LT,
« /N7y MES® (Packet Duplication) : /X7y MEKRZHEO T 720, N7y M aER
L CICEERATREZR U & 7 ICRET D MERH DG EITHNI L ET,
11.  [Save Match and Actions] #7 V v 7 L £,
12. [T—#AK VU —0DORFF (Save DataPolicy) 1227 Vv 7 LET,

13. [k~ (Next) 1227 Vw7 L, WDT 7 araFET L TR Y) > —Z2ER L
i‘a—o

o [477 (Name) ]| & [#iFA (Description) | Z# A1 LE 7,

s [FNF7 7 4 v/ 5 —% (Traffic Data) ] Z3&IR L £,

¢ NU —D [VPN/HA K~ U A K (VPNs/site list) | Z3R L E 7,
e ARV =% RAFELET,
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N

GE)  fliF b —EBMEEFEBTH7-DIT, Cisco SD-WAN YV U =—3 3 | Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,
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Ry o—Egos 71t |

R 4 HEEDRBRE

HRES 1)) —RIEHR Bl

Cisco Catalyst SD-WAN =2 | | Cisco IOS XE Catalyst SD-WAN | = o245 & | #H%%

2—Z OCLIF>7L—h4 | U U—A179.1a DRV —F TV a1
ER L7 Caisco Catfillyst | cisco vManage U U — % 20.9.1 ODE TN T N—TTE F
SD-WAN RV > —&ED X 7 9, Cisco Catalyst SD-WAN
o R—k —UEHARY —F 2%

B— 5 A R —TH
JRAN =R NS b
WOWREAFRIATX £,

* Cisco Catalyst SD-WAN =
> hmr—7 & Cisco I0S
XE Catalyst SD-WAN 7 /3
A A DEDORY —DH
v vom— NI A A
%

* Cisco Catalyst SD-WAN =
Yhe—7 TEEIN.
U OEREBES
Al

ATV IR=Z Ry b
U — 7 OFGEZE LV #Y)
(T D,

o RY T —HERRKD & TAHFITKHE LTe T /34 X (307 _X—2)

« RY T —HERR D Z ZAHFIZET 2 HIKEE (307 ~—)

« RY L —#ERE D % TAHFIZ o T (308 X—2)

o RNV —HERRD & 7T ORI (310 —)

cCLIT V7 L— b EfA LR ko % 7 1F53%E (311 ~—)
* CLI Z i L 7= Tag-Instances 5% & DS (313 ~<—77)
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P POV LTNEE AR APE S |

R O—RBEDR THITFICRE LT/ R

FQ2:JAETINAREY)—X

IJ IJ—X

HR—FENET/NARAH

Cisco IOS XE Catalyst SD-WAN U U — X
17.9.1a LIKE

» Cisco Catalyst 8500 >V —X = > ¥ 7Z » |k
7 F— A

» Cisco Catalyst 8300 >V — X =¥ 7*Z » |
7 F— A

» Cisco Catalyst 8200 > —X =¥ 7Z » |
7 F— A

» Cisco Catalyst 8200 uCPE >V —X v 77 v
[N A

¢ CiscoASR 1000 >V —X 77 Y F—rg 0 $—
ER L—H

* Cisco ISR 1000 33 LTV ISR 4000 & U — X H—¢
AIRETIL— % (ISR)

« Cisco ISR 1100 3 LTV ISR 1100X > U — X H—
v AERL—% (ISR)

» Cisco IR1101 MHEREEMERE Y — B 2 A BN — F

¢ CiscoCSR1000v > —X 7 57 RYy—E R )L—
4 (CSR 1000V)

» Cisco Catalyst 8000V Edge ¥ 7 b 7 =7 (Catalyst
8000V)

INHLDETNA AT 7 I THR— FEINDHETLOFHEMIOWVTIEL,  [Cisco SD-WAN
Device Compatibility] D _X—T %S L T 7ES0,

) —ERDE T FITICEAY HHIFIEE

» data-prefix-lists, data-ipv6-prefix-lists, 35 & W app-lists & 7" A L/ X—DHP3%FIt L TWET,
c[{l—&% ZNTHMBEMESHY LR LM GTOZ V2R ETHZ LILTTEEEA,
* Cisco SD-WAN 22> b —F CLI 7> 7' L— b DI EHEH L= 7 O N ¥R — hSi

TWET,

« YNFT T MTIFHE LTV E R A,

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .
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Ry o—Egos 71t |
B« o—amrossrrzonT

MR TE DX 7L, K255 £ TTI,
HERTEREZ T DA TV 2/ MI 64 £TTY,

R —ERDZ T FIFIZDNNT

RY —RESDOZ 7T, RV —F T V27 e/ —7 kL, R —Z2EHELTEE
SERPT T4 w7 70—ICF TOEZREN Y THZ LN TEAMRETT, #7013, 1T
MAR—=ZADFy NI =V BREEFEBATHODIHEHINDIRY) —FT7 V=7 FOEEIZHES
WTC, ZEiEfHT 22N TEET, CiscoSD-WAN 2 ho—F 2@ CFneya=r7
INDINOLDE T, VT T4y I HEORY —— LV THHINET,

BB T OERIFICIE, —BOX 7 ID&#H0 Y THZENTEET,
BITAUN=E, BT F TV NCEHBEBREINL X A TERTEET, 4T A N—
. HRBEDHVICHRLICLTEET, MIEF T A N=DF A TIFROLEBY T,

* Data-prefix-list

* Data-ipv6-prefix-list

* App-list

Data-prefix-list 33 ] O data-ipv6-prefix-list (35 MEMTH U | data-policy D~ v F AT — F A

FCHEELELIISWEOF—TV— N LTRESINET, 77V r—va U X MIFmER
SRWENETT, 77V r—va UAMRI =D~y FAT— AT, 77V 7r—
arIDREDTHRERERNF—U— R TEET, TmardBEEE Tmzers7Z
WEMEEZR—Z2 7N T NL—7T 252 LT TEERA,

O—N 74 ZBRY — L —mEFHURY o —D T, v~ v TFREEHREINZX T E2#EAT
XFT, TRARIZITRELZWIR L, ZITNRRY O —TEHREND L, TOREET —X T
L— Az A L ET,

e 2 A THERE A LT, MNO A 7o =7 MO T 2T A 2 N TEET, Hkx 7
X, TRV —, TTV = a BN —T 4 TR — v T A AT w2
A Y A RR Y —73 ED Cisco Catalyst SD-WAN — o/ HAIR Y o —CliH SN E T, KkDH
TEMEE, LTFTOLH R v—~vF v—F A AT —F AV M CHEHINET,

* Source-tag-instance
* Destination-tag-instance

* Tag-instance
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17: Cisco Catalyst SD-WAN % k7 —- TORY —HERD 42 7+

Controller Controller - Configuration objects

Prelfix_list_1 -
A voss.2
[ e

Prelfix_list_4 M365_4

Tag Definitions

357815

Cisco 105 XE SD-WAN Devices

BUZRT L 912, CiscoSD-WAN =2 he—TF T—EOX 7 ID ZFOR) —F 7T =7 b
AL TH 7 2RETCEET, 27 DBEVYToNLE, ZNLDF7iFRy NT—2
PN ® Cisco I0S XE Catalyst SD-WAN /34 A |27 v a &, £ TINLDOX IRBHREN
FT, TS RFTRIZ, RV ==V THEHINDZ TP ERY) — VRN TV N
L ET,
RUS—EBERDR T 1TH#5EE

SIS LTV DIE, RS A T DL T DHTT,

ATVl MERLT N—T DX TAHFITRIE LTV ET,

o I L TWD X 7 A 23—, data-prefix-lists, data-ipv6-prefix-lists, 33 &2 N app-lists TJ,

s BREBHRAT LMIND X THILOET M XL DY 7 OEFE Y R—NLET,

* Cisco SD-WAN Manager 7> 5 @ Cisco SD-WAN 22> h 2 — CLI 7> 7' L — b &4 L 74
ROBINOFH %Y HR—F LET,

ATFOT—9 Jn—

1. CiscoSD-WAN @1 hr—7 T, Xy NT—=7 AT MIEDSL F T E2ERLET,

2. WORV—UVANAT Vs b AUN—FBINMLET,
K= a DT —ET VT 4y TR
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B« —amossurons

e 77V r—3 3 @ app-lists
RV —VRAFT V27 M, ZTAVARAZ L RATEBMLEEETH, V—27 70 —TW
DTCHLERTEET,

3. INHDH T EFy FU—27ND Cisco I0S XE Catalyst SD-WAN 7 /34 Z (27 v 2 LE
D

4. RO~y F—r o A%ELHR Y —%{ER L, Cisco Catalyst SD-WAN D7 — X 7R Y
=, TV = a Vi —T 4 TR —, BIOT 7 EAY A RRY —IT
BITFTxl NeEoET,

5. 7 %BMELITHIRT DL AT —F ABRHEBIZRY > —ICXBIET,
6. RUT—ZHEHLT, HLWEITAT V=T "NaeidHET,

18: 2 JF1+7—- 7 0—DHIFR

Policy
(Ex: DataPolicy)

Members
(Ex: ip-prefix 10.20.25.0/24
ip-prefix 20.1.0.0/28
ip-prefix 30.0.16.0/20)

Match tag

Members
(Ex: ip-prefix 16.0.0.0/8)

468375

R S—BRDE T TR R

WY =W D TP T ZEHT DR AITRD LB 0 T,
ARV v—=FT =7 OB AR,
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| Rus—tgmas st
7o TL—rEgALERY o —Ros TrEE |

ERYA XL = U ABHIB LT, TA ATORY —DF 7 ru— Kz g,
BB —MTOX FIEFEDOIR— b,
e A—P—FFDA LT NT, F v FU—7 RO RN F 72 3B RS 2 A k.

* Cisco SD-WAN =2 > k #—F & Cisco I0S XE Catalyst SD-WAN 7 /31 2 D DR Y > —f%
EDH T m— Rl %,

e hE—TF TEZRINT U R NOBEIA U,

e ATV MR—=ZAF Y PU— 7 OFEIT DOV TEFL,

CUTF>TL— rEFERLERY —BRDA JFITERE

I L& BHIIC

A hr—F Ly VTN ARTRTEH/I— 3 > (Cisco Catalyst SD-WAN il il =2 > 78—
F¥ h U Y —2209.x, CiscovManage V U —2% 20.9.1, 3 & UCisco IOS XE Catalyst SD-WAN
JU—=2179.1a) IZHEHFEINTNDZ L e LET,

CLLF>TL—rEFALERY S —EROR2 T HHITERE

CLIT > 7 L— FOFEHOFEMCONTIL, CLIT RAVHET v 7L — B L OCLL T 7
L— 2B LT EEN,

)

CE) F7x4x/LbFTIE. CLIT v L—hNIle—Lbary 74 ¥alb—Ygry T—RTavw R
FEITLET,

ZDOk® 7 a T, CiscoSD-WAN 2 b —F CLIT > 7L — 2R LTH A VA H
VAL B ERRY =R ETHOD CLIFREDOHIZRLET,

R —EEOR TFTDER

1. CiscoSD-WAN 2> hr—F THLWAT P =7 FhTh D tag-instance ZiZE L E T,

tag-instances [tag-instance] [lists]

2. app-lists, data-ipv6-prefix-list, data-prefix-list 72 D X L N— @A FFOX 7 A VAKX A
EERLET, ZTA VAEZ L RAZE T/ T LI 0= —EDID 285K HIC L
£, FIURET, ROZTEBRT LT A ALDHRT v 2 SNET,
tag-instance tag-instance-name [id global-unique-id] [@ppP—-list app-list-name]

[data-prefix-list prefix-list-name] [data-ipvé6-prefix-list
ipvé-prefix-1list—-name]

3. BUA AR LAY A NERELET,

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .
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Ry o—Egos 71t |
B v oi—rzmRLERY —ROE 1 ITERE

lists[app-list app-list-name] [data-prefix-list prefix-list-name]
[data-ipvé6-prefix-list ipv6-prefix-list-namel

RYL——HBEEADETA VRE 2V ZADEN

1. B—BF53AREINET 78X A RT3 — (ACLBLUIPV6 ACL) #REL T, —
T LB Y T ETTBE L TA VAR A GO ET,

match [destination-tag-instance dest-tag-name | source-tag-instance
src-tag-name]

2. —E9 B EMEIT destination-tag-instance, source-tag-instance, I 7213 tag-instance % & 5 X
I, —EHRT 2R — R ELET,

match [destination-tag-instance dest-tag-name | source-tag-instance
src-tag-name | tag-instance tag-name]

3. —E7 5B destination-tag-instance, source-tag-instance, ¥ 72 1% tag-instance % 7 ¥ 5 &
I, —EHAOT 7Y r—a VRN —T 47 (AAR) RV —ERELE
R

match(destination-tag-instance dest-tag-name | source-tag-instance
src-tag-name | tag-instance tag-name]

BITA AL AR DI DOBREPIDOER 2RI LET, ZHUliZu —0 7 A ZAR
Jo—&—n@HRR) o —DO—FEEL LTDOX A VAR AbEHENET,

****Tag Configuration*****
tag-instances
tag-instance blue
id 2000
data-ipvé6-prefix-list v6 pfxl v6 pfx2
!
tag-instance orange
id 3000
app-list appll appl2
!

lists
data-prefix-list pfxl
ip-prefix 10.0.0.1/32
|
data-ipvé6-prefix-list v6 pfxl
ipv6-prefix 2001::1/128
|
app-list appll
app amazon
|
|
!
****Localized Policy****
policy
lists
data-prefix-list pfxl
ip-prefix 10.20.24.0/24
|
!
access-list acl
sequence 10
match

. Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x
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CLI %Z{#f L 1= Tag-Instances =% & D#EE .

source-tag-instance blue
|
action accept
count acl input wc
|
!
default-action drop
|
!
****Centralized Policy *****
policy
data-policy DP1
vpn-list vpnl
sequence 100
match
tag-instance orange
|
action accept
|
!
sequence 200
match
source-tag-instance blue
|
action drop
count countl
|
!
sequence 300
match
destination-tag-instance blue
|

action accept
|

CLI {3 A L 1= Tag-Instances 3% F D&

LLUFIE, Cisco I0S XE Catalyst SD-WAN 7734 A @ Cisco SD-WAN 22 ha—F nbH X w7
n— K&/ ¥ 7 %#FKRrT % show sdwan tag-instances from-vsmart =~ > KO H 341 CT9,

Device# show sdwan tag-instances from-vsmart
tag-instances-from-vsmart
tag-instance APP_ facebook TAGY
id 60000
app-list apps_facebook
tag-instance APP office TAGIO
id 70000
app-list apps_ms apps_zoom
tag-instance APP webex TAGS8
id 50000
app-list apps_webex
lists data-prefix-list multicast pfx
ip-prefix 10.10.20.30/8
lists data-prefix-list pfxl
ip-prefix 10.20.24.0/24
lists data-prefix-list pfx21
ip-prefix 172.16.10.10/8
lists data-prefix-list pfx22
ip-prefix 172.16.20.20/16
ip-prefix 192.168.10.20/8
lists data-ipvé-prefix-list v6 pfxl

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .
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CLI Z{# A L /= Tag-Instances =% & D#EE

ipvée-prefix 2001::/64
lists data-ipvé-prefix-list v6_pfx21
ipvé-prefix 2001::1/128
ipvée-prefix 2001::/64
lists app-list apps_facebook
app dns

app facebook

lists app-list apps_ms
app ms-office-365

app ms-office-web-apps
app ms-services

app ms-teams

app pop3

lists app-list apps_webex
app sip

app webex-audio

app webex-control

app webex-media

app webex-meeting

app webex-video

lists app-list apps_zoom
app zoom-meetings

PUFIZ, Cisco I0S XE Catalyst SD-WAN 7734 A ® Cisco SD-WAN 22> b —F nHH T
n— REN/=ARY —%FKRT 5 show sdwan policy from-vsmart =2~ > KO H 6 T9,

Device# show sdwan policy from-vsmart
from-vsmart sla-class SLAl

latency 100
from-vsmart data-policy DATA POLICY
direction from-service
vpn-list vpn 1

sequence 11

match
destination-port 5060
protocol 17
source-tag-instance DP V4 TAG1

destination-tag-instance DP_V4 TAG3
action accept

count src _dst legacy v4
sequence 21
match

source-tag-instance DP_V4 TAGl
action drop

count src_vi4
sequence 31

match
source-tag-instance DP V4 TAG2
destination-tag-instance DP_V4 TAG3
tag-instance APP_webex TAGS

action drop
count src dst app v4
sequence 41

match
source-tag-instance DP V4 TAG1
destination-tag-instance DP_V4 TAG3
tag-instance APP_facebook TAGY

action accept
count src _dst app2 vi4

UFE, 749 =747 71— (FMAN-FP) O 7 4 U —F 4 VI X =T ¥ NHDX T
& & 371~9 % show platform software common-classification =~ > K H F61 T4,
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CLI % {# F L 7= Tag-Instances

Device# show platform software common-classification FO tag all
Total Number of TAGs: 9

zrowz ||

tag id tag name tag type num clients num sets num member
types total members

900 special TAG7 Per Type OR O 2 1
100002 DP_ V4 TAG1 Per Type OR 1 1 1
110001 DP_V4 TAG2 Per Type OR 1 2 1
120002 DP_V4 TAG3 Per Type OR 1 6 1
ZOOOO6 DP_V6_ TAG4 Per Type OR 1 1 1
21OOO1 DP_V6_ TAGS Per Type OR 1 2 1
500002 APP_webex TAGS Per Type OR 1 1 1
6OOOO1 APP_facebook TAGY Per Type OR 1 1 1
7OOOO1 APP_office TAGI10 Per Type OR 1 2 1

2

Device# show platform software common-classification £f0 tag 1 summary

TAG ID:

TAG TYPE:
TAG Name:
Is Dummy:

Per Type OR
netl
F

client data:

client id client name

166 SDWAN
member data:

Prefix List 6

App List 3

Device# show platform software common-classification f0 tag 1 prefixList
member details:

member detail type

member id

member data

IPv4 Prefix List 65537
IPv6 Prefix List 65538
IPv4 Prefix List 65540
IPv6 Prefix List 65541
IPv6 Prefix List 65544
IPv4 Prefix List 65546

Device# show platform software common-classification f0 tag 1 appList
member details:

member detail type

member id

member data

App List 65539
App List 65542
App List 65545

Device# show platform software common-classification f£0 tag 1 set

Total Number of SETs:
member detail type

Set ID

18

member id

member data

IPv4 Prefix List
App List
IPv4 Prefix List
App List

Cisco Catalyst SD-WAN 7 1)
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gD W W

. Cisco Catalyst SD-WAN 7 1)

IPv4 Prefix List
App List
IPv6 Prefix List
App List
IPv6 Prefix List

—E&FEH A K. Cisco 108 XE Catalyst SD-WAN ') ') — X 17.x

65537
65545
65538
65539
65538

100
108
101
102
101

Ry o—Egos 71t |



Ci

.18
=5 =0

sco 10S XE Catalyst SD-WAN T/\1 X &

ACl DS

\)

6=

flFib & —HMEA2FEB T 572012, Cisco SD-WAN Y U = —3 3 > [% Cisco Catalyst SD-WAN
ELTT 7V RADETRINE Lz, S5HIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B L}
Cisco Catalyst SD-WAN U U —% 20.12.1 LI, RO o R—3 > FOEENEH I ET,
Cisco vManage 7> % Cisco Catalyst SD-WAN Manager ~®»Z: 5, Cisco vVAnalytics 7» & Cisco
Catalyst SD-WAN Analytics ~?DZ & | CiscovBond 7>% Cisco Catalyst SD-WAN Validator ~
DZEFH | CiscovSmart 7> 5 Cisco Catalyst SD-WAN Y hA—S5~DZH | 3L\ Ciscoa Y
b O—375 Cisco Catalyst SD-WAN HfHIa U R—R > b~DOEE, X THOa R —x2 k
77 v RAEROAFERR Y A MZOWTIEX, EHoY V—X /=R TIEE0n, B
LWARTI~OBITIIE, Y7 Y 27 R-E Oz~ —o v H—T = f A A~DOEREN 2T 7
B—FIZLY), —HEDO FFX 2 AL MIOHLIBREDOARA—BREEND ATREMERH Y £7,

® 43 REDRE

HEER 1)) —X &R | EREA
ACI £ Dfif |CiscoIOS XE | Cisco IOS XE Catalyst SD-WAN & ACI DFEEHERE T, FHATE
Catalyst BENSLAZ T Ry RV HE— hSh5BE9Ick0 &
SD-WAN U | U= 72, F—FF L7 4 v 7 AU 2 M SLBIICARK S
U—=A1612.1b| =< o o Z %4 K— L. ACLIC L » THfiE S5 SLA
7 FA~D VPN U A MBREENTNET,
ACI U U —2Z4.1(1) TlZ. WANSLA R U > —DH R — FBNBIMENTWET, ZOREREZ

i
74

Hé, Ty MNEMEIIERMEBREINZRY) O —Z2EAL T, WANRBHOTF U M T
w7 DNy MER, Vud—, BIOEBEDL L EREETEET, WANSLA R

V—%TF U NN T 4 v 7T S &, Cisco APIC IFEF AR E S =R U 2 —% Cisco
Catalyst SD-WAN =22 k17— (22415 L £ 9, Cisco I0S XE Catalyst SD-WAN F&HE % f2 {92
SNERT A A —T ¢ & LT ACI TRRJE 41TV % Cisco Catalyst SD-WAN =2 ko —3
I, SLARY > —THREINTEEL, Yy & — BIOBIENRT XA —F &ii/- 7 fi# 72 WAN
Vo @RLET,
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Cisco 10S XE Catalyst SD-WAN /34 X & ACl D& |
B cisconc cosaicmET 254 K51

WAN SLA RV >—id, B EZ@BLCTF o M T 70w 7 IZ#RAEINET,
Z DEENENL O E LT, MPLS, A v #—F% v b, 4G7 EOEEOEEERMNZMHH L T,
TITFNT =X —IIWAN 2 LTCERET 2 L WO BEE X TAHAET, Z0LH7%k
BEATIR, 770 F T =2t X —DORIZEBONRSADBEET HAREERH Y £9, Z O
BlX., 77V 75— a7 —F L SLAICKESE, 20X 972K F T Rk S 2 28R
T&EDHLOICLET,

* Cisco ACI &£ DT HH A KT 14> (318 X—2)

« Cisco ACI BERDERR (319 ~—2)

*SLA 7 7 A (319 ~X—Y)

T —HTVLT 4y A (319 N—)

« VPNs (320 X—7%)

¢ SLA~DTFT—Z T VT 4 v 7 AL VPNDO~ vy LT (320 2—)

« App-Route-Policy DIERL (320 ~—3)

cACI YA FDv v B (321 2—2)

« ACI VA hD~ v B2 7k (322 24—

ey br—J 0O KR (322 °—)

Cisco ACl & D#SIZEET A HA KSA4 >

A ZEFET D721 Cisco SD-WAN Manager CTHEITT 5 MR FIET RO LB T,

1. Cisco ACIBSRDOMER (3192—) OFMEDOFHHIZHE > T, CiscoACIBNHD a2 hra—
7 % Cisco Catalyst SD-WAN 2 kB —F O/3— M —& L TEEBR L Z L 2R LET,

2. TACI¥A b=y BT ®F7 2 a VOBMBIZHES T, 7734 A % Cisco Catalyst SD-WAN
aryhe—7 ITHEFRELET,
Cisco ACI & Cisco SD-WAN Manager Z#57 2561%. IROTA R4 UBEHINET,
« ZO#FAIE. #H LU Cisco 10S XE Catalyst SD-WAN JEB] TOHY R — kS E 4,

* CiscoAPICA R U =% XET BT NNA R, TV r—a il —7 0 7R
VNREREINTWARWT & 2R L ET,

¢ CiscoAPICAR Y ¥ —ZRETHET A AT T L — bR ENTWD Z & Z TR
L/\ijﬂo

A EBMET DANT, CLIRY S — X —2 ] L T —n@ AR Y v —2 1l L,
Cisco SD-WAN Manager /R ) o —E LA —ZfHLTCT 77 4 71 LET,

« WAN SLA R U > — %9 2 RiiZ. Cisco Catalyst SD-WAN =22 h 2 — & Cisco APIC
MO AL L £, FIRICDWTIE,  TCisco ACI & Cisco I0S XE Catalyst SD-WAN
e #SRLTIIEEN,

o TOA AT DRI, ZOfMAEHIZ Cisco ACI Z3% E LET,
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| Cisco10S XE Catalyst SD-WAN 7/34 X & ACI D#fEE

cisco Al B50RE [

Cisco ACI Z ;D HEER

SLAU S X

_\\

Cisco SD-WAN Manager & Ot & HIZ Cisco ACI 7% € L 7-1%. Cisco SD-WAN Manager DK D
FEZFZAT LT, Cisco ACI B HMJD 2 kv —F % Cisco SD-WAN Manager /3— hF—& L
THER LI b el LET,

1. Cisco SD-WAN Manager T, [EH (Administration) ]>[#iAEHE (Integration
Management) | Zi®&R L E7 .

[HA B (Integration Management) | N— U NFRRIINVET,

2. [#EEH (Integration Management) | ~X—3"C, Cisco APIC AR Y > —%EFT 5 |k
72— O [#H (Description) JIZ ACI /S— NP —HENRRINTNDHZ L 2R L E
-éAO

Cisco SD-WAN Manager /%, ACI f‘f/\fﬁ)ﬂﬁ_5$ﬁﬁ XE ST SLA 7 7 AR LES, 2
NHOSLA 7 7 ZTHBRNIHAAREIC 2D . AEEITHIFRTE A,

THBOSLA ZERT DL, RO FIEIZHENE T,

1. Cisco SD-WAN Manager C, [%%E (Configuration) ]>[R") &— (Policies) ] DJEIZER
L/i—a—o

2. [BAZALET Tz (CustomOptions) | Ry 77X U X R, [UAL (Lists) 1%
HIRLET,

3. EfloX AT )5 [SLA 7 7 A (SLA Class) | Z@#IR L9,

KD SLA 7 7 A% TEET,
s [EY A% (Business Normal) ] : % O FHEEE WITICHF SN2 b O
s [BFH (Voice) ]: BHABMEHICEHISNIZH D

«[EY R AEYL (Business Critical) ] : /37 > MEK SAREIEZ M &4 5 HE R gi 0
BRITICRF SN b O

s [EY 1 A% (Business High) ]: JERICEE 2 BV AEE AT ICHFFSNTZH O

— R TLIT4vI R

Cisco ACI 1L, MEICHERT —H T VL7 4 v 7 AV A REER L, HEIELTINLDY
Ak EEIZEH L EJ, Cisco SD-WAN Manager CT— % L7 4 v 7 AZRET D MEL
HOFEHEA,
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VPNs

SLA ~ND T —

Cisco 10S XE Catalyst SD-WAN /34 X & ACl D& |

INEDT =X T VT 47 ARFRT DHIZE, ROTFNEIZHENET,

1. Cisco SD-WAN Manager C, [%/E (Configuration) ]> [ U I — (Policies) ] Z &R L F
@—O

2. [IAXLAT T 3 (CustomOptions) | Ry 7 HZ UG, [UAR (Lists) 1%
HEIRLET,

3. EMOEATY ARG [T—F 77 v 27 A (DataPrefix) ] #3#IRL E7,

Cisco ACLIZZNODT =X 7 V7 4 v 7 A BEIWIZIRAET 5720, 2D Y A FOFRITR
ROAGENHY ET, KHOEREFTRT L0, FERFR—U2FH L T ZI0,

ACLIE, MAITHEE VPN Z{Em L, Cisco SD-WAN Manager (2355 L £9, Z# 5D VPN
1% Cisco SD-WAN Manager C H #8192 AIREIZ 72 W £ 77, Cisco SD-WAN Manager T VPN %
RIET DMEITH Y EH A,

NS5O VPN ZKRT 5120, IROFNEIZHENE T,

1. Cisco SD-WAN Manager C, [E%%E (Configuration) ]>[7R') >— (Policies) ]| DJEIZER
LET,

2. [ AZ LA T 3 (CustomOptions) | Ky 77X U A Rhb, [UAL (Lists) 1%
BIRLE7,

3. KMoz AT %6 [VPN] 2R L £,

BRITLIAVYOREVPNDTVELY

ACLIZT =27V 7 47 AV ZFEVPN YA RDNDSLA Y T ANDY v B 7 2L LT
e, =D~ ¥ 7 % Cisco SD-WAN Manager |Z5f5 LET, T b0~ v B 7, Cisco
SD-WAN Manager 7 7'V rr— g v )b— K RY — %R ET HX—V CHERTEET,

App-Route-Policy D 1k

ACLIZE > TTF =27V 7 49 7 AL VPNBSLAZ JAV A NI~y BT ENd L,
app-rout-policy % {Ek L C Cisco ACI 5D > —47 2 A)N— L EZEFRTEET,

App-route-policy & 1ERL T 2121, ROTFNEEZFEITLE T,

1 Cisco SD-WAN Manager C, [§%%E (Configuration) ]>[7R!') &— (Policies) ] DIEIZEIN
LE7,

2. —IEHRAR Y =2 ETRITOLARICH D [ZDOMOT 7 2 3 (More Actions) ] 7 A
a7 Yy 7 LT, [ (Bdit) 1227V v 27 LET,
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10.

11.

12.

a1 rowvess ]

[FZ 7 4 w27 L= L (Traffic Rules) ] Zi#N L £,
[R1)—mEM (Add Policy) 1> [#ifR1ERK (CreateNew) ] DJEIZEINL £,
[ACIZ —/% > A/L—/L (ACI Sequence Rules) | %27 VU v 7 LET,

[VPN] Fa v 7 Z oG, VPNID 23R L EF, Cisco SD-WAN Manager T, Z D
VPN IZw v BV TSN TWDET—H T VLT 4 v 7 AL SLA Y7 7 ADY A MPRERRSI
T4, (b~ B 72X ELEDIXACI TY) o

f)y—’awé? ATV T 4T AESLAY TADEMICHDF = IRy 7 A%k
FAZ L, A AR—K (Import) 1227V v LET,

(4 (Name) | 7 4 —/V RIZIIAR Y —DAHi %, [#B (Description) ] 7 1 —/L KiZ
ERY —DFBEAN L, [T7Vr— a VBB —T 4 v 7R Y —DORAF (Save
Application Aware Routing Policy) | %7 U >~ 2 L£7, Cisco SD-WAN Manager {Z & > T
WY —NERR SN ET,

A RNUVAREVPNY R NERY —IZ@EHATHIZE, (R —T 7V r—vay
(Policy Application) | &R L T, [TV r— 3 /muﬁi InN—r427
(Application-Aware Routing) ] Zi#R L, [HBiH A FU X F& VPN U X | (New Site

Listsand VPN List) ] %727 U > 27 L£7,

AU —I@HAT DA b ARE VPN U R FZ @R L £,
MEIZIGE U T, RY =l = A— L &EBMLET,
[V 2 —DEEDOLTF (Save Policy Changes) |27 U v 7 LE7,

ACl 1 rDIVEY

ACIH A FD~ v B ZE, CiscoAPIC ) HDRY U —RNEHEInsay he—535 31 2%

fBELET,
BHAGT D HIZ, Cisco ACI & DMAICEETHHA KT A4 087 a DA RTA4 U E2HERL
TLTIEEW,

THRA A% ary ba—=Z1Z7 %y F35120E, IROFIEICHENET,

1.

Cisco SD-WAN Manager C, [BE¥E (Adminigtration) ] > [#&EE (Integration
Management) ] Z&#IRL 9,

T LY A NOITOLMNZH D [ZDOMDOT 7 2 (MoreActions) |74 22 %27V v

L. [T/3 ADT % +F (Attach Devices) | Z#&R L £,

#2410 [Available Devices] 51T, Z/—7 %R L T 1 DL EDOT SA AERBET DD,

URARDST A ZAEFRT D0, [Select Al 227 U v 7 LET,

FraEoRAZ7 Y v 7 LT, 723 A% 40 [Selected Devices] ¥ 8 L £ 97,
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Faey7Zo DR R0nG, —ERAZA T EERL
F9 (Z OB T firewall) ,

no track-enable

GE) 57 4/ b : enabled

VPN 77 L— D [—E R (B—EX) JIZH—F
AZBMT 25561, [T v *¥ 7 (Tracking) | T[4
v (On) 1F72F A7 (Off) 1&BIRLET,

ipv4 address 10.0.2.1 10.0.2.2

VRF 7 7' L— h®D [f—E & (Service) ] T, FFED
P — bR EEMET AP —EZF AL ZDIP T RL 2%
1 SLLEASLETS,

CLI o4l

sdwan

service firewall vrf 10

ipv4 address 10.0.2.1 10.0.2.2
commit

CiscovEdge 7/8f/ R [ZH TS CLI TORZEaT UK

WOFRIZ, CLIIZL DY —ERTF = — > DFIED Cisco SD-WAN Manager Di%E & ED X H 1T
SHET 20 E 7R LET, CLIFREIX, Cisco IOS XE Catalyst SD-WAN 7 /31 A & Cisco vEdge
TNA R TR 7, RO CLI OFIE, Cisco vEdge 7 /31 A DHHTT,

CLI (CiscovEdge 7/\1 X)

Cisco SD-WAN Manager

vpn 10

Cisco SD-WAN Manager C, VPN 7 > 7 L — MZH—F
AFFEANEHELET (ZOFITIX VPN 10)

Faey X URI0nE, h—ERAZA T ETRNL
F9 (Z DOFITIE firewall) .

service FW address 10.0.2.1

Fay XX URRNL, P—ERAZ A T ERNL
F9 (ZOBITI firewall) , —ERXAT AL ADT K
L 2% 12 BfRELET,

no track-enable

VPN 7 7L — kD [P—E R (P—ER) JITV—F

GE) 57 %/ b : enabled AEBIMT D551, [FT v* 7 (Tracking) T[4
v (On) JE7X A7 (Off) | ZRIRLET,
CLI ol
vpn 10
service FW address 10.0.2.1
commit
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H—EXF z—2KEH

P—ERF = —HIEHARY —1, NT7 7 4 v 7 BNEEEICEE SNSRI, Xy NT—Z7 O
SEIERGICHE CEX 5 —ERAUT A AT —HF 8T 7 4 v 7 HHEETHHDTT,
Y= AF = — 2 EHAESE 5I2IE, Cisco SD-WAN =2 > k1 —F T— & FRRGIER Y o —
EREL, TOTNRA ALFE LA MIBELEINTT A A ETH—E AT A ZAAREZRIE
LET, P—EAMNCiscoSD-WAN 2> s a2 —F |27 RANZ A XZND L HITTBHITIE,. —
ERATNA ADIP T KL A% —h )V CiERT D0 ENRH Y 3,

ORI TR, Y= RF 2= RTEOHERLET,

H—ERZNLEYAS MRS T4 IDIL—TFT a5

72 e LT, —EREZNLT1IODOH A F2LHOY A NMIBEITIT—X T 7 (>
TON—T 4 TIZTOWTHBLET, ZOFITIHE, 1 M1OT AL ALY A 20T
ARIBINTELT_RTCO N T T4 v 7%, NT (VATAHIPT KL R 100.1.1.1) OEHEIZ
HDT AT A= NP —ERENLTNA—T 47 LET, BHICT LD, TXTOT
NAAREI T VPNRIZH D Z LI LET,

ZOVFIFOEE, ROLHIICRELET,
CNTN—HT, T7ATIF =T A ADIPT RLAEZHRTELET,

*CiscoSD-WAN 2> b —F T, 77 AT U — NP —E2EZNLTHA M1 225HA b
2IZMMNH v T 74w 7BV XA L7 TDHIBEARY —2RELET,

* Cisco SD-WAN 2> b —3 T, ¥4 P 1LICHBEARY >—2@#HLE7,

BEFMEZ L TIOR LET,

1. NTN—HT, 7754 T T4+—NT_AZADIPT RLAZEBELT, 7747 T+—)b
=27 va=rFLET, ZORETIE. NI IL—HZ D OMP 2 Cisco SD-WAN
a2 hr—J 2100 —ERA—ET RRXZAXLET, h—ERA/L— ML, N7
N—ZDTLOC R, h—ERLZA T % T 7 AT U+ —/Le LTHAT D sve-id-1 O —E
ATGNNIRE . Ty AT UA—IVOGFT @R T 528D T a T 4 REENTWVET,
(RPRDO X T, =R ET RNRZ A XT LRI, TNXAATT 7 AT UA—/LDIPT K
VAPRBR—ANTHRRETELLIICLTRBEET) |
sdwan

service firewall vrf 10
ipv4 address 10.1.1.1
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2. CiscoSD-WAN = b u—F T, T7 A7 U4 —VZ LTYA M1 0B A k2I2BH
THT—H T T4 %VEA L7 T LHHIIARY Oo—%2RELET, KIZ, Cisco
SD-WAN =2 br—F T, ZORY —%H%A b LIZHEALET,
policy

lists
site-list firewall-sites
site-id 1
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 10
default-action accept
apply-policy
site-1list firewall-sites control-policy firewall-service out

TORY—REICLSTHROZ BTN ET,

« apply-policy =~ > R T &I, ZORY =Rl I DT TOYA hEFI%
% firewall-sites W9 A MU A NEERT D, B TIORY —ZJRIR LT,
DY A SBEHA R 2IZMNITRTO NI T4 v I EBAINCI DT 7 A T U+ —Ib
BT 5 L0 T 2EA1E. BINoYA D % firewall-sites ¥4 kU A MBI
T AT TT, EED control-policy firewall-service Hi4y 2 ZEH -+ A VBT 0 £H
Ao

« firewall-service & W D L RTOHIEHIAR Y > —2EFET 5, ZOKRY —ZiE, 15D —
U AREF L IROFEENMED S TWET,

cHA R 25TOA— FERAT S,

vy FLEGEIEL, V— FEZIF AL, VPN 10 IZH DT —H I Lo Tt
ENDLT77AT I — NP =RV FA VLY T 5,

T LBRWNWTRTDO NI T 4 v I EZIFTAND, DFEV, A 25 TTiEAR
WTRTORNT 7 4 w7 BT AND,

s firewall-list i2U A FENTWDHA b, D2FEVHA F1LIZKRY —%@HT 5, Cisco
SD-WAN Validator 1Z, 77 k3> REm, DFE DA b LICEEAT D/L— MR
Vo—%EALET, 2NLOL— NTIIROEFERRZ Y £3,

« TLOC 78, %A k2D TLOC 7S AT —HF D TLOC ICEE SN S, T,
Cisco SD-WAN =1 h @ —F AT IL—ZINBZE LI —EAL— 2@ LT
FELUIZTLOC T, A F258CD T T 4 v I BNTN—ZIZEFEEND
TLOC OZEENR Z o= b Th D,

e TV N sve-id-1 (77 AT 74— P —E2Z#HHTI5H0) ITEREIND,
DT EY, "TNV—BIENT T 4w 7% T 7 AT Ur—)LT 31 A|THE
ET 5,

NTN—=BIE T T4 v 0 &ZfZTDHE T7 AT VF—NDYATLIPT RLA,
1011L1ICHERELET, NI 74 v 7B R TSR T7 7 AT U+ —E, N T 74>

. Cisco Catalyst SD-WAN 7R 1) > —&%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x



| ¥—ExFz—=2¥
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TaNTNV—HIIR L, TON—ENEDNT T 4 v 7 EiE&NRmtTHDYA R 212
R L E9,

J—RKZEIC1D2DY—ERE#FRATAIY—ERXRFz—2%NLEVPNBE RS T4 99 DIL—
FaY

Y —bEATF == BHHTDIE, FTT 4 3SR RIET DENZ2 O LD —E X & #
WTExET, ZZTiE, 3FHD VPN %éﬁ—tx%ﬁbf\%éWN#%%®wwmk
TIU4 T EN—T 4 T THRERENLET, =B RL, ENENRR2DNTNL—F D
#BIzH Y £4, BARAIZIE. VPN20 DT SAL Z I MHTNA ZA2DVPNIOD T LT (w7 A
xX.00/16 58 TCHDTXTD LT T4 v I N, FIANT 1 OERIZHDL 77 AT U4 —/LVi&ER
L. WICNT 2 DEHRITH DI AZ K —E Z netsvel &8 L TH D K750 56105 &
NnNoEHCTsLLET,

ZORY v—EERESELUARM AU TIORLET,

« VPN 10, VPN20, BLXOVPN30IL, 4 TA X —Xy MpEDT I A NT 3y b T
T 5,

«VPN10 1%, T VPN20 BELOVPN3O B — &2 A v iR— T35, b— MISLEIZS
U CIBIRAYIC A R — kAl BE,

« VPN 20 I1Z, &% VPN30 MBI —hE2A v R— 95, /b— MILEIZS U TR
A IR — ~EHE,

« VPN30 !X, %49 VPN20/HL— b & A U iR— T 5, b— MILBEITS U CORRAGIZA
/‘j—— }\‘J‘Hbo

ZOVFIFOEGE, RO 4 OOBREEZITVET,
cNTIN—FTT 7 AT T —ILTFAZADIPT RLAEZHRELET,
T 2N—HTCHAZ LD —ERATRA ZADIPT RLAZHRELET,

*CiscoSD-WAN 2> b2 —F T, 77 AT U F—NATNA ZENLTHA M1 225HA b
202D V77 4w 7BV EA L M HHIEHIAY —E2RELET,

«CiscoSD-WAN = b —F T, b T 7 4 w52 NAZ LD —E AT A A2 XA
L7 v 5 2FBOHMARY > —%2FELET,

REFNAEZLLFIRLET,
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1. NT1TI7ATUA— N —ERZHELET, ZORETIEH, N7 14— D OMP
N CiscoSD-WAN = b2 —F [T —ERANL— ET RRXXA X LET, VP—ERXL—|
2, NTN—HDTLOCR, v —VYRAXA T 5T 57 AT 74 —LE LTk 5 sve-id-1
DYP—ERTNIRE T AT U+ — VDG ai+ 228D 7 a7 1 nEENT
WET,
sdwan

service firewall vrf 10
ipv4 address 10.1.1.1

2. NT2THAZ LY —E Anetsvel ZRELET, ZORETIL, N7 2/—FD OMP i3
Cisco SD-WAN 22> h e —F [ZH—ER)L— &7 RRXZ A ALET, F—ERL— KT
X, N7 2D TLOC &, HALZ LY —ERZFHT D sve-id-4 DY —E ATV EEN
TWET,
sdwan

service netsvcl vrf 10
ipv4 address 2.2.2.2

3 Y=t AF=z—rD1FEAOY—EA (7747 U +—/L) HIT Cisco SD-WAN =12 |
7—7 CHEAR Y =% Ef L, TS A1 L—ZOEHTHLIA b LICHEHLET,
policy

lists
site-list firewall-custom-service-sites
site-id 1
control-policy firewall-service
sequence 10
match route
vpn 30
site-id 2
action accept
set service EW
default-action accept
apply-policy
site-list firewall-custom-service-sites control-policy firewall-service out

CORY—REICLSTHROZ BTN ET,

« apply-policy 2~ RTREIN, ZORY U —RNEHINDTXTOYA hEFIZE
4% firewall-custom-service-sites & > 9 ¥ U 2 ks &AAERLT 5,

1 ODI—F v AEHE L IROSMEER 2 7= firewall-service & VW 5 A RTOHIFEIR Y o —
EERT D,

*VPN30 &% A b2 F%EIEETHNL— NERET D,

Y FLIEGAIE. = FERITAN, 77 AT VA=A —EANY Z A LT
M5,

ey FLAWERIX., NI T4 v ERITAND,
« firewall-custom-service-sitest b U Ak, DFE D VA M 1INDOY A MIKRY > —%iE
9%, CiscoSD-WAN =2 ba—F %, 7v hXT 2 KFH, 2FE0VPA b 1ICH

BeART 2 — MCZORY —ZEALET, oD/ — FTIIROEERELZZ Y
i‘j—o
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« TLOC 28, YA 2D TLOC T 1 —ZICERENS, L, Cisco
SD-WAN Zt> ba—F BATPEZE LY —E A b— 2@ L CFEE L
TLOC T3, ¥4 2% THONT 7 4 v 7 BN T 1 b—HIZE(E S DH TLOC O
EENEZ 725717,

TR sve-id-1 (77 AT U — Y —EREZFHHTHLD) ITEEIND,
TDOTYLIZED NTIN—FFI T T4 0T 5T 7 AT T F—ILT 31 AT
AR5,

NTIN—RE N T T4 7 ZETDHE, 774 T VA= NVDYATALIPT KL A,
1011CHERELE T, N TF 74 v VOB EE TSIV T77AT U +—VE, b T 7 4>
T NTIN—FIZRLET, NT 1 A—ZL, ROFIETERINZARY —Il2ky,
NI T4 T ENT 2N—XZHEIELET,

P—bEAF == AND2EFHDOY—E R (BAF LY —EX) HIT Cisco SD-WAN = > |
n—7 THIEAR Y =2 Ek L, "7 1 =2 OY A MIEHLET,
policy
site-list custom-service
site-id 3
control-policy netsvcl-service
sequence 10
match route
vpn 30
site-id 2
action accept
set service netsvcl
default-action accept
apply-policy
site-list custom-service control-policy netsvcl-service out

ZORY —REIZE>TROZ EDTOILET,

« apply-policy =2~ RTHRBIN, ZORY —RNEHINDTXTOYA FEFZE
7% custom-service £\ YA R U R R EERT S,

el OO —Hl v AEHE L IROSA % 2 77 netsvel-service & 9 A BTOHEIEIAR Y o —
ZEFRT D,

*VPN30 &% A h2 DMl FE5dE L T 50— NelRET 5,
sy T LIEEEIF. V= EZTAN, WAF LY —EANIEAL VLT "T 5,
ey FLAEWERIX., NI T4 v ERITAND,

» custom-service Y A b, DFE DY A F 3ROV A MRV —%iHT 5, Cisco

SD-WAN 2> b —F (&, 7vU XU RIFH, DFE DV A k3 ICHEAMAT HL—
MZZORY) —%@ALET, ZNHDOAL— N TIIROEEN( L Z D 7,

« TLOC 78, A F 2D TLOC 22H T 20— D TLOCICEE S5, T,
Cisco SD-WAN 1> ha—F MAT 2 )NL—HINSZE LY —ER)L— &2
THEELIZTLOC TY, A P23 TD T 7 4 v I BAT 2 —HIZEE SN
5 TLOC OEEMNE Z 272005 TY,

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .



B v—cx7=—mem
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e TV N sve-id-4 (77 AT 4=V —ERZEBTIHHD) ICEEIND,
TDTYUIZLED  NT 21, BAZ LY —ERERARMLTWAT A AT b
74w BEELET,

INT2AN—BF T T4 v I BZETHE DAX LY —ERAEZHFARLTNDET/NA A
DYATLIPT RURA, 22221Z8% LET, T 74 v 71T EIN=%, ~NT 20—
HIZREN, HEER3EETHI VA P2 ik s E T,

J— R EIZEHDY—EARHEIY—ERFI—2FNLEVWPNE RS 74099 DIL—T 4
2

P—bERAF ==L ) — RSN TW A —E AR EEL L2568, 2Vl Y—
EANRE CUT N, ADOYRIZH DEGEF, HIHAY o—LT—2RY —ZlAHEDLETHWY
DY —EAF 2 —E2ERLET, ZOHINL. ik v a ORI TWET N, B—n
TN—BDERICT 7 AT T —L e AX L —E R (netsve-1) WD AN F7°,

Z 2T, VPN20 D F34 2135 VPN30 DT RA Z2DF LT 4 v 7 A xx.0.0/16 56T D
FTRCOT—H T T4 TN, TPNANTNIDOT 7 AT U —)LZ@BL., TOH%EUNT
1125 D HAH LY —E A netsvel Z i@l L T ORKRSERICERESND L HICTHE L
£7,

ZORY —EERE S D MESMEE L TFIORLET,

*« VPN 10, VPN20, BEXOVPN30IL, 4 TA v Z—XF v MpEDx2 7 A NT %y b T
T 5,

* VPN 1013, #%9 VPN20 B KO VPN30 A b/b— b & A U AR— 95, /— MILEIE
U CIRANIC A >R — b AlE,

« VPN 20 1Z. 4T VPN30 25 /L— bhEA viR— b5, /b— MBI L TRIKIZ
A AR — KATHE,

« VPN30IZ, T VPN20 B /Lb— b & A ViR — b5, b— MILEIZEG U TERICA
VAR — ~AfHE,

ZOTFIVAOEE, WOLIITHELET,
cNTN—=HT, T7AT T F— IV DAA LY —EREERELET,

«CiscoSD-WAN =2 h B —F T, 77 A7 U —NAZNLTHA M1 YA F2I12mh
VIT—=H N NT T 4w 7B VEA VLT NTHHIBEIRY O —%2FELET,
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*CiscoSD-WAN 22> b e —F T, T—Z "N T T 4 vV HZNAZ LT —ERIZY XA LT K
TLHT—HR) —ERELET,

HETFNEE LTI R LET,
L. ANTA—FT, T7 AT T — N HAZLF—EZERELET,

sdwan

service firewall vrf 10
ipv4 address 10.1.1.1

service netsvcl vrf 10
ipv4 address 2.2.2.2

ZDORETIL, NTI—HFD OMP X2 DD —E A /L— k% Cisco SD-WAN =2 k72—
FGWET RREALRALET, 120F7 74T U=, &9 12030 AZ LY —E Anetsvel
ATYd, EBE50P—EAL—MIbH, AT 1A—FDTLOC &, V—ERADX A T &
BT —EATXAREENTVET, 774 T VAL —ERADLEAEOH—ERT
AU sve-id-1 T, B AZ A —E XD AL sve-id-4 &2 0 F 7,

2. Cisco SD-WAN =2 v —F T, VPN30 (A4 +2) 58 CDOMT T 4w T EBNT 1 (FA
F3) I SNTWA T 7 AT U — Y —ERIFNL—T 4 735 X9 IZHIEARY
v—aryhp—J%REL., ZORY—EROIHITHA F1LIZEHALET,

policy
lists
site-list device-1
site-id 1
control-policy firewall-service
sequence 10
match route
vpn 30
action accept
set service FW
apply-policy
site-1list device-1 control-policy firewall-service out

3. CiscoSD-WAN 2> ha—F T, 77A T UA—NT A ANGZE LT X2 N7 7 4>
T NAE LY —E ZAnnetsvel IV XA VY NERIFF=2—0T55 2R V—%RTE
LEd, ki, ZORV =27 1WEALET, 20T %KY —iF, Fv hU—
7 xx.0.0/16 DFEIAZNH 2N FEIPT KL A2222 L W) W AHX AP —ERAEKRA
FLTWAET AL ZADYATLIPT RLAIZAV—T 4 T 50D DT,

policy
lists
site-list device-2
site-id 2
site-list Hub-1
site-id 3
prefix-1list svc-chain
ip-prefix x.x.0.0/16
vpn-list vpn-10
vpn 10
data-policy netsvcl-policy
vpn-list vpn-10
sequence 1
match
ip-destination x.x.0.0/16
action accept
set next-hop 2.2.2.2
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apply-policy
site-list Hub-1 data-policy netsvcl-policy from-service

Y—ERFz—V&FEALET7 I T4 FVFFERENVIT7vTOFUF

setservice 77 v arvaALT, y—ERTFT == FIT 7T 4 7 E7213 3y 7 7 > Tl
RV o—%BETHHEC, FEHRERANAOEHE (T 7T 4 TRALRAZ N NRADE
) DMERE STz send-path-limit Z# 2 2 L 9706, b— MO EHEHRERREILLRNT
LIEEW, BAREZITHIHAIL, settloclist 727 v a & setservice 7 7 v a v aHHT 5
FNTLTLKEE N, ZHLRWE, TIT 4 TRAOIR, ERITI NN I T v TR ADHHE
EDAR—=I N—ZIZT RNRNEALAXINDZERHY £,

72& z21E. CiscoSD-WAN 2> b2 —F OMP 7 — 7 VIZiE, 8 DDT VT 4 T /RAL Ny
T o TRARHY £9, XA MRROHEAIZESDNT, XRFKkDIEFTY—FESNET,

backupl, backup2, backup3. backup4. activel, active2, active3, active4

send-path-limit 4 X E SN TV DA, 1 Z\EHORY O—%HT L, 450y 77 v
WNRADHBPIEEENET, 2FBHORY —%HHTLHEL. 22007 7T 4 T/NREL2ODNy
I T o TIRANEG S NET,

send-path-limit 237 7 7 4 7 /XA LNy 77 v TRZADOEFHE LD L/ S WA ICRREENRAE
LRTWARY =Dl Z L ISR LET,

control-policy SET SERVICE ACTIVE-BACKUP
sequence 10
match route
prefix-list AnyIpv4PrefixList
site-list HUBS_PRIMARY
tloc-list INTERNET_ TLOCS
!
action accept
set
preference 200
service FW vpn 10
|
|
!
sequence 20
match route
prefix-list AnyIpv4PrefixList
site-list HUBS_SECONDARY
tloc-list INTERNET_ TLOCS
!
action accept
set
preference 100
service FW vpn 10
|
|
!
default-action accept
|
|

RY —FUC TR, #HEFREIE > TEELFAZUTIORLET,

policy
lists
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tloc-list HUBS_ PRIMARY INTERNET_ TLOCS
tloc 10.0.0.0 color biz-internet encap ipsec preference 200
tloc 10.0.0.1 color biz-internet encap ipsec preference 200
|
tloc-list HUBS_SECONDARY INTERNET TLOCS
tloc 10.255.255.254 color biz-internet encap ipsec preference 100
tloc 10.255.255.255 color biz-internet encap ipsec preference 100
|
!
control-policy SET_ SERVICE ACTIVE-BACKUP FIXED
sequence 10
match route
prefix-list AnyIpv4PrefixList
site-list HUBS_PRIMARY
tloc-list  INTERNET TLOCS
|
action accept
set
service FW vpn 10 tloc-list HUBS_ PRIMARY INTERNET TLOCS
|
|
!
sequence 20
match route
prefix-list AnyIpv4PrefixList
site-list HUBS_SECONDARY
tloc-list INTERNET_ TLOCS
|
action accept
set
service FW vpn 10 tloc-list HUBS_ SECONDARY INTERNET TLOCS
|
|
!
default-action accept
|
|

H—EFEXFIz—2DE=H—
NTT VU RAR—=IFNAAL AT, b—bEAFz— L DOIFEREEE=F ) LT TEF
s

N

GE) YP—tEAT RS AEV—ERTF 2= DL LTEETALIICHRET S ZLE, —E R
DA EMENE T,

CNTTNRAAT, RESNY—EREZRRLET,
* Cisco SD-WAN Manager D A =2 —/n 5, IROFNEEZFEITLET,

(VTN A LE=4Y 2 (Real Time monitoring) | ~~— T, iXEI NP —E X
ZFR/;ELET ((E=%— (Monitor) ]>[7 /34 A (Devices) ]>["T7 T /31 A

(hub-device) 1>[VU 7 /L% A 2 (Real Time) 1) , [T/3A A4 7 2 (Device
Options) ] T, [OMP#—t & (OMP Services) | Z&EIR L 7,
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Cisco vManage Y U — % 20.6.x LAR : [V T /A A LFE=4 VU 7 (Real Time
monitoring) ] X—Y T, FESNZI—E2A%EFRLET ([F=%— (Monitor) ]>
[Fy hU—2 (Network) ]1>[/"7 5 /34 & (hub-device) ]>[V 7/ %A A (Real
Time) ]) . [T /3 A4 7 3 (Device Options) ] T, [OMPH#—tE A (OMP
Services) ] iR L £,

¢ AR—TFTNA AT, P—ERAF =2 — 2 RADFFEMEFR T LET,

Cisco SD-WAN Manager Z{#F :

[ L —R/b— | (Traceroute) | ~—Y TH—ERXAF == "RAEZFRLET ([(F=
% — (Monitor) ]>[7 /31 A (Devices) |>[AHR—72 7 /31 A (spoke-device) >k
Z TN a—T 47 (Troubleshooting) ]>[#56¢ (Connectivity) ]>[ b L — A /L— k

(Trace Route) 1) , AAIDO/SZAD5E4 IP, VPN, BLXORETA v 4 —T =A A%
ATTLET,

Cisco vManage Y U — A 20.6.x LAf{j : [ F L —A/L— k (Traceroute) ] X—Y CH—t
AF =R A% FR LET ([(BE=%— (Monitor) ]>[%> kU —2 (Network) ]>
[AR—2 T /31 A (spoke-device) |>[ kT 7/ 2—F 7 (Troubleshooting) ]
>[#E%¢ (Connectivity) ]>[ b L—A/L— K (TraceRoute) ]) ., HIJD/SADSEYE TP,
VPN, BEOEETLA v ¥ —T =4 AE AN LET,

CLI Z{#H :

traceroute =~ > RZ&FEH L9, MOV TIX,  [Cisco Catalyst SD-WAN Command
Reference] ZZH L T 7Z 30,

Bl : 2 D2DAR—Y TNA RABDY—ERF 1 —URRERRT B

W DENE

. Cisco SD-WAN Manager £72 /X CLIZf/H L T, 220D AR—IHich—EAF = —

YEBINT DRI E RIS, AR—=THONR2FR T 5 EERLTVET,

PR T LT AHEDIT, ZOFITIE. 2ODAR—TFNRAL A NTFAL A BLOT 7
AT T =P = RERMIT I —ERT A, ADTF VA ER L, V7 AT U —/LHP—

A F =

—VERET OHEETRLET,

TV FDET N ADFEMTKRD LBV TT,

TINAR 7 RLR
INT A H—T = A A gel/4 FRH 10.20.24.15
AR—=7 1 10.0.3.1
AR—27 2 10.0.4.1
P—E AT, A (T7AT U4 —P—t |10.20.24.17
)

3ODT A ZADFHRIE -
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| 49— ExFz—=v¥
g—ezxFz—rnr=s— [}

vm5# show running-config vpn 1
ven 1
name ospf and bgp configs
service FW
address 10.20.24.17
exit
router
ospf
router-id 10.100.0.1
timers spf 200 1000 10000
redistribute static
redistribute omp
area 0
interface ge0/4
exit
exit
|
!
interface ge0/4
ip address 10.20.24.15/24
no shutdown
|
interface ge0/5
ip address 10.30.24.15/24
no shutdown

vpen 1
name ospf and bgp configs
interface ge0/1
ip address 10.0.3.1/24
no shutdown

vpen 1
interface ge0/1
ip address 10.0.4.1/24

no shutdown
|

1. Y—ERFEALL :
OB ETIEY—EAHARY U—IREINTWRW=H, AR—2 1 T traceroute %
FITLTAR—7 2 (10.04.1) ~DNNADFMERRTDHE, AR—7 2 ~OHHM /A
NEREINFET,
— AR—4% 2 (10.0.4.1)

vm4# traceroute vpn 1 10.0.4.1

Traceroute 10.0.4.1 in VPN 1

traceroute to 10.0.4.1 (10.0.4.1), 30 hops max, 60 byte packets
1 10.0.4.1 (10.0.4.1) 7.447 ms 8.097 ms 8.127 ms
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B v—cx7=—0z=s—

H—EXRFz—=4 |

[EREIC, Cisco SD-WAN Manager T [ b L —Z/L— k (Traceroute) ] ~—ZFrd 5 &
AR—=T 1 INBAR—T 2 ~OHEMRSARFIRINET,

Y—EXBAHY :

KD Cisco SD-WAN =2 hr—F ORY > —I, RO 77 A4 7T 7+ —/L —E X FN
A2ABFERALTC, 77 AT V4= NP —EAOY—EAHFAEZRE LTI,

vm9# show running-config policy
policy
lists
site-list firewall-sites
site-id 400
|
!
control-policy firewall-services
sequence 10
match route
site-id 600
|
action accept
set
service FW vpn 1
|
|
!
default-action accept
|
!
vm9# show running-config apply-policy
apply-policy
site-list firewall-sites
control-policy firewall-services out
|
|

P AAZRE L2, AR—2 1 (10.03.1) Ttraceroute #F4T7 L TAR—7 2
(10.04.1) ~DSZADFMEFRT B & RONSABFRENET,

—/\7J (102024.15) — 77474 —IL H—ERX T/84 R (10.20.24.17) — /T
(10.20.24.15) — R7RK—% 2 (10.0.4.1)

Traceroute -m 15 -w 1 -s 10.0.3.1 10.0.4.1 in VPN 1

traceroute to 10.0.4.1 (10.0.4.1), 15 hops max, 60 byte packets

1 10.20.24.15 (10.20.24.15) 2.187 ms 2.175 ms 2.240 ms
10.20.24.17 (10.20.24.17) 2.244 ms 2.868 ms 2.873 ms

2
3 10.20.24.15 (10.20.24.15) 2.959 ms 4.910 ms 4.996 ms
4 10.0.4.1 (10.0.4.1) 5.045 ms 5.213 ms 5.247 ms

[AREIC, Cisco SD-WAN Manager C [ b L —Z/L— k (Traceroute) | ~~—ZFKRd 5 &

NTBIRT 7 AT Od— b F—ERAFNAL ZAERBETIAR—7 1 HAFE—2 2~
DINADHZEFNERFERSNET,
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522 =

&R

)

G¥)

i & —HMAEH T 572012, Cisco SD-WAN Y U = —3 3 > 1% Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,

AERIE SRR, EPUTIERY (LEA) OBMAZR-TIRICY— X7 m o X —% PR — |k
L., BEFEZIMTHMBICL > TERB SN TWDIE T —A T2 &Rt LET, —o
T UAL, =y Y )—H @i T 5 Voice over Internet Protocol (VoIP) F7-13757—% 5
T4yt Hn, BEEZAHLTIEITSNET, LEAIX, F—F v O —ER T
BN X CEEAERLET, P—EX e X =, Py g 2EHLTZED
AN EZET DT —ZBEEHEZTHIEELNOY £5, =2—F—tv a3, FELBX
O IP 7 RUA, FE VRFAOWT I EEH L TH v 7 &, /L— X INT vrf-tableid
fEicEf s E T,

R 47 DR E

HaES 1)) —RIFH | A
ailEnpEsz |CiscolOSXE | Z ofREIZ, ##A9 b o LA LT, Cisco IOS XE
A wt—g |Catalyst Catalyst SD-WAN 7 /34 2 & X5 ¢ 7 5 /34 AR OAERI
EReRla SD-WAN U sz o — 2B L L £ T,
J—216.12.1b

« BEMEZICET o F R (372 X—)
s BIEREZ ORISR (375 ~—)
« Cisco Catalyst SD-WAN Manager % ffi [ L 7= 5 1E00E% DA > A h—/b (376 ~—)
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BENEZICET 5ER

« BUEIESZ MIB - (377 ~<—Y)

B TELHRA M~OT 7 ERHIR (Kfkzl) (378 X—)
EHTEXDAT 4 =— 9 VT ZADHIR (378 *—)

s FEEZ OFE (379 X—)

« CLI ZfEH L7z, AiEMBEZORE (379 ~X—)

« BENEZ ST T 4 v 7 ORBAE (380 ~—)

AT UT FNRA AT =R T =2 LD RVOMHEER (382 <—)

BENEZICET H1ER

BEREZIX, BPIPTE I3 TEREEIC K o BRIl e LT, "liEY)R (LEA) MEAN (#—
o R I L TEFEREZEMTEAHLICTL v ATT, AENES ot 28RS
T 572012, BEDOIERBIOBEFINCL T, =X Fr M ¥— (SP) BILOS ¥ —
Fy MY —E R T A F— (ISP) (Zxt LT, @B &N EBE FEREZHRMICYHR— T2
EIERy hU—I ZREFT L ENEDLNTNET,

BEMERTOER

A MANSYA FB~OBEOGENFEZE NI T—F2L, =P T7 Ty M7+ —LI0%
FIT7 4y R FT T4 v DB LENTHNRNAE—2 X =5y b — A —(Ti%
BLET, ZNEBEROX Y NT—27 THRA FIfL, AEMNEZHICH SN —/—T
9, Cisco SD-WAN Manager (2L YD, 4 FA & A FBIZT 7 EBALTHEHREZIGTE 5

Cisco SD-WAN Manager == —#— (FEAEIEMFEZ 22—V —) (X, HFROEHE L2 7 n—IZ&f
MIRNE DT 7,
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30: Cisco Catalyst SD-WAN T D& EMEZT— 70—

SD-WAN Manager
Server NMS

o
3 .

‘l
[ Contigi | ™.
Policies

Device-1 .
Site-1 l\-‘ Internet (: Site-2

— _—

Client to Client Communication over IPsec

J69515

———  Mirrared traffic to the server
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31: Cisco Catalyst SD-WAN TO&EMEZ O+ X

Validator
.
Controllers ,-"r \"* SD-WAN Managers
— « -".--" """r“‘
. B S ' Pl - — = e = — -“\‘
W

Hub-site Branch-site

LAN Network
———————— Control Connections from Transport interfaces
SNMP Operations to Devices

——— Mirrored / intercepted traffic to MD

369514

User traffic

SAtEVAR—ZADEEMES

Cisco Catalyst SD-WAN Y U = — 3 %, HIFRN—2AD T A& A¥RETT, ZOMRET A
2%, Cisco Catalyst SD-WAN ' U =—3 5 > D Cisco SD-WAN Manager 2 > /R —F > b %
AL, BERDEGENGZERICT 78X TED X512 LET, YU a—a U THIEN
357 A B ADBAMTI D & Cisco SD-WAN Manager (3 Cisco SD-WAN Manager Ul @ [ —
PF—DEH (Manage Users) | A =2 —IZH LWHERRZ UL L E T, 77 4/L FTiX, ZOHE
RIZTT AR TOEFRE 22— = TE £, 612, FHE MO 2 —F —ICTHIERE M
REFND M THZENTEET,

BEREZHEREZF O —F—ThE, WAN v FT =27 NOT v V531 2 THENE
SRR AN TEE T, 22— VP —DEERNEERAEN L TTo e T R ToOE R IEA =
TICFERE I, VAT AROMD 2 —F = To/eb b LA L[E U L ) Ik I ET,
BIERIESZ OMER & FF O R TOa—W—%, BHEEITT 2S£ 72T mIRE TG L
ek, SRR BH LY A N CHEENEZICEET AERAMZ D Z ENTEET,

1. Cisco SD-WAN Manager |[ZGENIEZ DT A v A% A A M=V LET,

2. Cisco SD-WAN Manager CHIEREZEHE (liadmin) = —¥—Z{ER L 7, liadmin
a—HPF—iF, ==Y =2 —7 (Basic) IZEEMTONTWDRLERSHY 77,

[l Cisco Catalyst SD-WAN K1) & —3%5E 474 K. Cisco 10S XE Catalyst SD-WAN ) 1) —X 17.x
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R

3. liadmin =.—+#—& L T Cisco SD-WAN Manager |22 7 A > L, A{EMEEZEGOT 7
L— ]\ %%L‘ﬁ:: L/i—a—o

4. Cisco SD-WAN Manager 1%, AEMAFHEZICxS LTcA A — U 25109 T O Cisco 10S XE
Catalyst SD-WAN /XA A2 2T 7 L— hZHBIMIC T v = LET,

5. #XJElE. Cisco SD-WAN Manager 7> HIR D FIETT NA AT v o SuET,
1. SNMP, TAP, MIB #& &
2. SNMP 772U AL (li-acl ¥—7— )

3. MDVU Ak

6. SNMP SET IX. RO EHMZERT HT-OIZT A ATEESINET,

1. Cisco IOS XE Catalyst SD-WAN 7 /3 2 TMD = F U #RELCT 7T 4 7L F
D

2. BRI DHARN)—LE2RELTT 7T 47ICLET,
3 BRET VT4 TLEIIIFHET 7 T4 T LET,

7. AT 42— a T A AR BREREI TV TSN NI T o v 7 ERELE
ﬁ—o

VRF % 15 D & & BI5E =

VRF XIS DOAIEREZIT. BED VPN NICEIT 5 IPvd T —Z OO EREZ S Z 7o ey
ST HMRETT, ZOMREIC KV, LEAIZ, FOVPNIND X —47 v b T —H & E51ERIC
e Cx¥9, VRER—ADB{EMMESZZ v P HZIT5DIE. D VPN ND IPvd T — & DI
Tj_o

VPN R—ADIPv4 ¥ v 77 aeya = 735701, LIEHEE AT =2—var T
NA ATENWELET) IX, CISCO-IP-TAP-MIB £/ LT, #—% >~ h® VPN 2MEH LT
L VRF 7 —7NVOL4HIERHE LET, VRFAIX, ¥ v 7T E2FATTHDICLI &4 F—T T
TOVPNA U Z =T 2 A A BRTLOIHEHLES, T 2E, FRTDHET 7407
L BEZ LAYy FERETAHAT 4o —2a T, Xk, VREL (BXOEELT FL
A, BT KU AL RETTAR— b, s R— b, 70 hai) IZESOTIRELET,

AN =L 527, 2518 52

SEESZDRIIRSH
AN K ABERESZMIBE 2 —~DT 7 BRI, AT A= a3 TR A, BLOUL—
A TORERIEZIZDOWTHDULENH DV AT LAEBEETTICHIBT 20N H Y £,
MIBI\ZT7 7B AT AI2i%. V—F ETL~UL 15D7 I AMEN—FIZHLETT,
N—BRAT 4 =3 T, A LR L CEENESZ 2T 5120, RO RREE: 3
FENTWAXLENLY £,
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. Cisco Catalyst SD-WAN Manager = [ L f=&EMEZ DA VX b—)L

N B ERAT 4= g TN ADWMSGTD KA B, RAAL  R—2 VAT A
(DNS) 2B SN TWARENRHY £9, DNST, L—ZDIPT FL AL, @FITL—
A | FastEthernet0/0/0 A > X —7 = A ADT KL AT,

« AT 4T —3 3 T /31 AT Access Function (AF) 35 JX U Access Function Provisioning
Interface (AFPI) 234ZE T,

e AF 4 x—3 9 FTNA A%, CISCO-TAP2-MIB £ = —|{ZT7 /¥ ATE 5L 7L F v
N — 7B m h 3l (SNMP) o—% 7 —F BT A0ERHY £, Z—7F
BT 52—H L LT, AT 42— gy TS AD2—PFLZEELET,

« AF 4T —3 3 T/, A% CISCO-TAP2-MIB —# & L TIBINT 5 & &2, SE
WS L TATF A== 9 VTN, ZADRARAT — REEETXET, RAU—FD
FEXX, KRS XFTHLIMLERHY £,

cHERET L — FD[VPNA X —T7 = A A A —HF v (VPN Interface Ethernet) ]X—
P L T Cisco SD-WAN Manager © SNMP #—E 2 2% ETLHMLERH Y £, 7

L —F| FEYID IVPNA L EZ—T oA A A —HY Ry | B a 2T
<&V,

Cisco Catalyst SD-WAN Manager 2 L -8 EZESZD
A2 XM=
~

GE)  Wwo7ak A, 93TO Cisco SD-WAN Manager / — R T 0 I ME R H Y 97,

1. Cisco SD-WAN Manager 7 /A A ZEHEHE & L CTHRET 2
2. V=TI AEERT D

vml24# tools license request

Your org-name is: XYZ Inc

Your license-request challenge is:
Uwk3u4Vwk1l8n632fKDIpKDEFkzfeJlhFQPOHopbvewmed0U83LODgajO7GnmCIgA

3. ATy 20HNEFHALTCIA L A%24AKT DI, YAV R— MIBEWE LY
<TZEV,

4. installfile 2~ R&ZFEITL, HEISHLFET,

vml2# tools license install file license.lic
License installed. Please reboot to activate.
vml2# reboot

Are you sure you want to reboot? [yes,no] yes

Broadcast message from root@vml2 (somewhere) (Tue Jan 22 17:07:47 2019):
Tue Jan 22 17:07:47 UTC 2019: The system is going down for reboot NOW!
Connection to 10.0.1.32 closed.

tester@vip-vmanage-dev-109:~$
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axnszme ]

WDa<wy REFEHRALT, BEMESIA BV ANRERITA VA =L ENTWAZ L%
MR L ET,

vml2# show system status
LI License Enabled True

Cisco SD-WAN Manager Z i/ L THIEMGEZEHE 22— —%2FER L £,
BIEEZ OB BE v 7 A NEH &2 LT Cisco SD-WAN Manager (22 7 A > LET,

GE)

U7 — hEIZTRTOT A o AZHIBRT 51213, toolslicenseremove-all =~ R&fEH L%
T, UHIOTA B AEHA LA M—NLTHZ LT TEERA,

A =, 552
8i&896E%3 MIB
B IS BT B 7200, & A 0 £ 2 A EREEE MIB 13 AP EE 2 K — 15V 7 |
9 =T A A— DG CHATE £

Z 5@ MIB 121X, Network Management Software MIBs Support ~<— /5137 7B A TX E
A,

BEMESZMBADT Y EADFIE
BENESZ MIB ~OT 7t AL, T AT 4 =—3 3 T 31 2B X OEERHESZIZ OV T
MBNENH DL —PF—|ZR>TLEEN, 25 L7~ MIB~OT 7 AZHIETHI21E, &
DOIVEEZFITTDHHENDH Y F5,

1
2.

\}

AT L BHEENES MIB 280 a— 2 ERR LE T,

DO 22— ~DFHRHLIYBLOEXIALT 7 v AMELEFFD SNMP —% 7 )L— 7 Z{ERk
LET, 20— 7 A—AZE B TOENTZ2—FETF 0N, MIBOEFRIZT 7EATE
ij‘o

a—HPE AT Ll —Y F—TIZBM L., BENEZIZEET S MIB B X OERIZT
JHATEXLa2—PE2ERZLET, 2O NVL—TDa—HFL LT, AT 42— 3 FN
A ZAHBEMLTLZEY, BMLRWE, V—% THEENESZ ZFZITTEEE A,

=)

MDS5 FBREX—Apk 7 L T U X ADFEMIL, https:/tools.ietf.org/html/rfc3414#appendix-A.2.1 TE
FINTVET,

Cisco Catalyst SD-WAN 7R 1) > —E%%E 4/ K. Cisco 10S XE Catalyst SD-WAN ') ') — X 17.x .
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B cEczahkz 07 £2HR E@SEHL)

—
il

—
il

FTEDORAMADT IV EAFR (BEFIEEL)

FATED

SNMPV3 (%, EX=2UT 4 ETNAEEF2 VT 4 L ADOEHFEYR—MLET, X2V
TAETME, 2= BIO2—FIIETI /NI TRESINDIFIESFNTT, &
X2 UT 4 L EE, EX 2V T4 ETANTHASNDEXF 2T 4 DLLTT, &
X274 ETNEEX2Y T 4 LNLVOAGDEIZE 5T, SNMP X7 > R ZALEET 5
EXICHEHSINDEX 2T 4 AD=ALBREINET,

EHIT, ARifTE T 7 AU A MIH G L7 SNMP BERE . W< HDMDSNMP 2w K
T\%@®%ﬁH%7&tx:ybm—w)xb(Ml)@%ﬁ~bﬁﬁméﬂi¢o

%ﬁLV\SNMPﬁ\ﬂ/~7° DF Y SNMP 2—H#—% SNMP B =2 —{Z~ vy B 7557 —7 L%
RETHIE, Fo— b ary 7 Xalb— gy E— FTsnmp-server 2~ RaffifL
ij‘o

PLFIE, 99 E WO A4FTOT 7EA Y X RT, 10.1.1.1 77HD SNMP ~ 7 7 ¢ v 7 O F% Cisco

I0S XE Catalyst SD-WAN 5 /34 A2 |[ZT7 7 ¥ ATE 5L 9256 TT, ZOT7EAY A |k
X, ZD% SNMP =—H—TH 5 testuser |23 H I FE 7,

access-list 99 permit ip host 10.1.1.1
snmp-server user testuser INTERCEPT GROUP v3 encrypted auth sha
testPasswordl priv aes testPassword2 access 99

FFAfENTWVD DX, WAN A % —7 = A A (gigabitEthernet 1) 7>50 SNMP ~7 7 ¢ v 7
DHTT,

control-plane host
management-interface gigabitEthernet 1 allow snmp

AT AI—3 20T ZADHIR

UUFIE. mdlist 2~ REEH LT, 7Ry b 10.3.3.024 TO SNMP Z:k configMD %
[ A BT 1 G

Cisco IOS XE Catalyst SD-WAN 7 /31 ZERAT 4 =—3 3 T A A% AEKT % SNMP 2k %
ZETDHE, FTAT 4= ar TAAL A YR NOBREHBREMERLE T,

AF L= g TN, ZADIPT RLANREFRHLDAT f=—3 9 T, A YA NI
WA, TOAT 42— ar TRA AT MVIET 7T 4 712> TOVER A,

md-list 10.3.3.0 255.255.255.0

)

GE) AT 4x—var T4 R VAROY TRy MIRRKEOETHETEET,
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AN 54 527, AL
8% El"]’fj:-xd) ax e
Cisco SD-WAN Manager DS IERIESZREDTZOD 2 DD a L R—F3 2 hERISRLET,
s BEMEZOSNMP T FL— b ZOTFT T L— I, ROFBELZHEL X7,

s BIEEEZ O SNMPV3 7 v—"7" 0 7 7 % )V N D 7 )v—"74 % INTERCEPT _GROUP
"C\ﬁ—o

o« BERMEZ DO SNMPV3 21—V — : 57 4 /L FTlit, X TCHO2—YP =0T 7R
A ML THIBBENE T,

*SNMPV3 B 2 —I37 7 4 /b P TRESNTWET, B =—I(ZiF Cisco TAP MIB 735 %
nET,

« IR TAP MIB M E STV ET,
* ciscolpTapMIB
* ciscoTap2MIB
* ifIndex

« ifDescr

s BEMEST VBRIV A RNTF L L—h  ZOT BRIV A NF U L— NI, ROBE

PRt LU FET,
PN TR ZY A FORE K8 ODY T Ry "EARETLHA TS g 2L E
‘a—O

eSNMP 7 7 AU Ak 1 ;g RK8ODYV T Hy FEZIFIHRAIT FLA, BXOU AL
R —R~RA 7 RETHAT v a v wRELET,

CLUZERALz. BENEZDHRE

control-plane host

management-interface GigabitEthernet0/0/0 allow ftp ssh snmp
management-interface GigabitEthernet0/0/1 allow ftp ssh snmp
|

!

md-list 10.101.
md-list 10.102.0.10 255.255.255.255
md-list 10.103.0.0 255.255.255.0

0.0 255.255.255.0
0.
0
md-list 10.104.0.
0
0
0
0

4 255.255.255.255
md-1list 10.105.0.0 255.255.255.0
md-list 10.106.0.0 255.255.255.0
md-list 10.107.0.7 255.255.255.255
md-list 10.108.0.0 255.255.0.0

ip access-list standard li-acl
permit 174.16.50.254
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Bl: AFTAIT—2 32 FINARTHERADEENES MIB DB

WIZ, AT 42— ay T AREEAEZ MIBIZT 7 EATEL LT 5012 R LE
I, ZOFITIE, 4D LIMIB (CISCO-TAP2-MIB, CISCO-IP-TAP-MIB, CISCO-802-TAP-MIB,
CISCO-USER-CONNECTION-TAP-MIB) # & %e SNMP ' = — (tapV) ZfERL£9, F7o,

tapV B = —WNOD MIB [ZFt#iAA, FHEIAL, BT 7 & AR —F Z L —7 HAE L £
R

snmp-server enable trap

snmp-server enginelID local 766D616E6167652Dacl0f£f31

snmp-server group INTERCEPT GROUP v3 noauth read INTERCEPT VIEW write INTERCEPT VIEW
notify SNG_VIEW

snmp-server user Ultestuserl INTERCEPT GROUP v3 encrypted auth md5
DA:B2:36:03:6A:5C:D0:6D:F6:D8:9C:5E:56:77:AD:43 priv aes 128
DA:B2:36:03:6A:5C:D0:6D:F6:D8:9C:5E:56:77:AD:43 access li-acl

snmp-server user Ultestuser2 INTERCEPT GROUP v3 encrypted auth md5
D2:01:1E:47:D8:9E:3E:B5:58:CD:90:0F:49:FC:36:56 priv aes 128

CF:32:C4:3E:34:27:3F:4A:D8:18:A7:19:E5:04:A7:DF access li-acl

|

snmp-server enginelID local 766D616E6167652DACL0FF31

snmp-server group INTERCEPT GROUP v3 noauth read INTERCEPT VIEW write INTERCEPT VIEW
notify SNG_VIEW

snmp-server view INTERCEPT VIEW ciscolIpTapMIB included

snmp-server view INTERCEPT VIEW ciscoTap2MIB included

snmp-server view INTERCEPT VIEW ifIndex included

snmp-server view INTERCEPT VIEW ifDescr included

AN 2L 352 = R =]
SENEZ T 740 v I DIBE1L
N—2% (2 F o IMEZT 78 ARA N (IAP) ) T 50 2 (MD) TS SRE -
T4 I BT LT D EEHERLET,
MERBREITKRO LB TT,
o L—H TR EFZREL, MDWOR; ST 747 > bFEIZMDICEEHEST H/1—% Tk
T4 v I RBESFLET,
AEHTXARANADT 7 AEFHIRLET,
VPN 7 AT v FERELET,

— » = ﬁ E l_lﬂ

TINA A THDEESIENDETE
R 2R ET AT, BEF, . BXOT I Yo T 407 (AAA) RIA—ZERTELE
T, WIZ, T A—FERETDHHERLET,

aaa authentication login userauthen local
username <username> password 0 <password

CISCO-TAP2-MIB Tl¥, #5761 ¥ —7 = A Al Cisco I0S XE Catalyst SD-WAN 7 /31 A
DI INA LB =T 2 A ATHLRENRHY | 50587 BRI T AL ZDIP T FLX
ThHLHVLENRS Y £7,
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ouh

CLUZERAL-. SEMNERDOESILERE

LUFI. Cisco I0S XE Catalyst SD-WAN 7 /351 A L 257 4 7 T/, A F— KU = A DRI
IPSec M RNV ERETIHHAEDHTT, AT AT TNAAF—F7 =A%, IPSec F o xb
R L, IPSec by RrVENLTAT 4 TT/NA AT A MIL—REBMLET,

CISCO-TAP2-MIB Tl¥, {5761 ¥ —7 = A Al Cisco I0S XE Catalyst SD-WAN 7 /31 A
DRIV B—T 2 A AT, 55T FLARZ, AT ATTF AL ZDIP T RLATT,

crypto ikev2 diagnose error 1000

crypto ikev2 keyring ikev2 keyring

peer mypeer

address 0.0.0.0 0.0.0.0

pre-shared-key ciscol23 [l pre-shared key should bee same on media
deviec gateway

|

crypto ikev2 profile ikev2 profile

authentication local pre-share

authentication remote pre-share

dpd 10 3 on-demand

lifetime 14400

keyring local ikev2 keyring

match identity remote address 0.0.0.0 0.0.0.0

|

crypto ikev2 proposal default

encryption aes-cbc-256

group 14 16 19 2 20 21

integrity sha256 sha384 shabl2

|

crypto ipsec profile ipsec profile

set ikev2-profile ikev2 profile

set pfs grouplb

set transform-set tfs

set security-association lifetime seconds 7200

set security-association replay window-size 256

|

crypto ipsec transform-set tfs esp-gcm 256

mode tunnel

|

interface TunnellOO

no shutdown

ip address 10.2.2.1 255.255.255.0 [l tunnel address
tunnel source GigabitEthernetl [l Cisco XE SD-WAN WAN interface
tunnel destination 10.124.19.57 [l Media Device Gateway address
tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec profile

ip route 10.3.3.0 255.255.255.0 TunnellOO [ route MD list traffic through IPSec Tunnel

IPSec b RNV EKMET AL OWCAT AT — b4 ZRETHITIEL, ROBRTEEHERALE
7,

crypto ikev2 proposal default
encryption aes-cbc-256
integrity sha384 shab5l12 sha256
group 20 16 19 14 21 2

|

crypto ikev2 keyring ikev2 keyring
peer mypeer
address 0.0.0.0 0.0.0.0

pre-shared-key ciscol23 [l pre-shared key, should be same on cEdge
|
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crypto ikev2 profile ikev2-profile

match identity remote address 0.0.0.0 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local ikev2 keyring

lifetime 14400

dpd 10 3 on-demand

crypto ipsec transform-set tfs esp-gcm 256
mode tunnel

crypto ipsec profile ipsec profile

set security-association lifetime seconds 7200
set security-association replay window-size 256
set transform-set tfs

set pfs groupl6

set ikev2-profile ikev2 profile

|

interface Tunnell0O0

ip address 10.2.2.2 255.255.255.0 Tunnel address
tunnel source GigabitEthernetl MD GW phy interface
tunnel mode ipsec ipv4

tunnel destination 10.74.5.213 cEdge wan interface

tunnel protection ipsec profile ipsec_profile
|

ATATTINNARGT— A4 LEDEFFH b RILDFERR

Cisco 10S XE Catalyst SD-WAN 7/ X E AT 47 T/, A7 — FT7 = A WD IPSec kX

JIFHITH D . HITT v IRRETT,
AT AT TNRARAT— N7 = OF N FVEREZMRT HICIE, kOa~> REHFEHL
i‘ﬂ—o

« show crypto session detail

« show cryptoipsec sa
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GE)  fliF b —EBMEEFEBTH7-DIT, Cisco SD-WAN YV U =—3 3 | Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,

R 48 HEEDBE

HRES ) —X1EHR | A

BIEREE 2.0 | Cisco vManage | L, AIEMEZ/N—2 3 > 20 AT HHETT, &
UV —2A209.1 | {0552 2.0 DIERETIE, ~F—Y R ¥ —E X Fu (4 —
(MSP) 2 X » T 7 F ¥ X7z Cisco Catalyst SD-WAN

IPsec N7 7 4 v 7 2@ FTEH LT, F—IFHRD Cisco
Catalyst SD-WAN /L—# B L Ml = AR —3R > M 12K - T
EHITHEE (LEA) IcfEftEnE 3, Ziud, LEA 23i5E1b
SNy NUV—0 R T 74 v 7IEREE ST DDITHKLD
F9., BIEREEZ 1.0 OFEMIZ OV TIE, Cisco Catalyst
SD-WAN® [RY o —RETA R] © [HiEAEZ) O®FE%E
SR LT IEEN,
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A

Z AL, Cisco Catalyst SD-WAN A 1E R332 M BE C i ml 6E
7¢ Cisco SD-WAN Manager GUL B LN T 7 Vv a—TF 1
7 F 7 a rwbT HRE T,

+ Cisco SD-WAN Manager GUI LRBEREIZ IR D & 35 0 T,

* Cisco SD-WAN =1 > b 1 — T THITZICRRE S /-5
A% EZ RIS % 729 @ [vSmart (Z[FAH (Sync to
vSmart) | R¥ 2,

cERRE AN E LTINS D MRS

SFE T 7T A TD AT — 5 R e R BT
A=,

« B LWAIERES 2 A7 7" T, Cisco SD-WAN
Manager >/ —/L/N—DH AT YA RNT A 22 DJRUD
Fo

T I T4 TBILOET LEARENESZ XY A7 DY A
NeFRTHEXATY A RSy

« Cisco SD-WAN 2> b o —F b X — I E 72134
ZRHER (IRD) ZEUST 570 0E EA4 >
3 GetlRI,

« TRy g EERENT 7 A NVEEH LT, Cisco
SD-WAN = b 2 —F X T Cisco SD-WAN Manager %
NI TN a—T 4 7T DikRE,

wRes 1)) — R 1EH
Bz 2.0 | Cisco vManage
DYLIRIERE JY—2
20.10.1
Az 2.0 | Cisco Catalyst
oiriErge | SD-WAN
Manager Y
J—220.12.1

X, BENER A~ VT T ME— RIZiREE L, Cisco
SD-WAN Manager 7 7 A% DY R— &7 5L HITT 51
HET, Cisco SD-WAN Manager 77 7 A ¥ OFEFIZ DUV T,
(722 DFHR] 2Z2RLTIZEN,

o BIERESZ 2.0 12OV T (385 ~—3)

« Cisco Catalyst SD-WAN DE{EES 2.0 DRIHESRM (386 ~—)
« Cisco Catalyst SD-WAN D EVERIE S 2.0 DR (386 ~—)

« BUEBEZ 20 DU — 27 7u—0ORE (386 2—3)

« BIERIEE S8 B OVERK
« BB AP 22— —D1ERK

(387 ~<—30)

(387 =—73)

o« FZEIEO/ERL (388 ~—2)
« FNEDEIL (390 ~—)
« Cisco SD-WAN Manager |2 & 2 GIERIEZ DT D Cisco SD-WAN 2> kr—F K Z 7L

Va—T 4

N4

(391 ~<—3)
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Cisco Catalyst SD-WAN OAEMIHESZHKEEIC LV | LEA 13900 £ 72ILRE D 7212k > h T —
J NI 747 0ab =R TEET, ZhE. NI T4 v I TV T EBMEEINE
9, Cisco Catalyst SD-WAN @ [Policies Configuration Guidel] ® [&1EM5% ) OFEE S T
<TEZEvy,

Cisco vManage U U — & 20.9.1 LLf%, Cisco Catalyst SD-WAN [ZIR D KIZ/RT L 912, A1EREE
ZOHLNWT —X7T 7 Frx 2 FELET,

32: 8 ENER 207 —FTIF v

Law Enforcement SD-WAN
Agency g keys for Manager g keys for e
% intercept @ intercept 5 @
e
AR o
i/ \\ l/ 1

i rd
Encrypted

mirrored
traffic

Service Provider

IPsec

Device-1 Device-2
Site-1 Site-2

357840

HLWT —%7 7 F ¥ IR D X 5 REERH Y 7,

e N7 7 ¢ w7 T —1Y 7L CiscoCatalyst SD-WAN O#FiFH/ CF, LEA L, *HST 5% —
ERAT oA F—LHlEL T, STV ITHORYy VU= NG T4 v I EFR Y T Ty
L/i‘é‘o

)

GE)  EoORTIE, y—EAT o, F—[3T U F— L A i T, IPsec
b RIE T — R — LA T,

XN T EINRY NT—=T P T T 4y 73 SES TS 728, Cisco SD-WAN
Manager & Cisco SD-WAN =2 k2 —F (X LEA IZF —fFH a2t L9,
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asxmEE20 |
B cisco Catalyst sD-WAN & At 20 DRTIRE N

* LEA (% Cisco SD-WAN Manager 7> 5 ¥ — Z Htf§ L T, Cisco Catalyst SD-WAN IPsec 7
74w EEELET, LEAIX, X AR PICF—HFRA RGN L oI LE
o F—FAERBIRIL, V- RAT A XL o TRt SN E T, F—DHIGOFEH
[ZOWTIE, BEZNADEIL (390~—) ZZRL TSV, F—FARUI M O
\Z2WTIE,  TConfigure Data Plane Security Parameters| #ZM L T 7230y,

AEREZERE L, BB ERE L. BB &2 3T 2 B IEMEZ APl = — Y — & {ER T
HRFEMEAVET, Cisco SD-WAN Manager B ELE 1%, GIEMBESZEBE DT 10 v N &AE
RCE E9, FHEIL, li-admin Z//V—7 DA L R—=ThHLERH Y £9, AEAEEZE R
FOT T MEROFEMRIZOWTIR,  [BIEREZE P OFERK (Create Lawful Intercept
Administrator) | ZZR LT 7Z30,

Cisco Catalyst SD-WAN O & E&RIE S 2.0 DRITESE

» Cisco SD-WAN = h @ — 7 % Manager B — RIZRETHLENH Y 97,

* Cisco Catalyst SD-WAN T® IPsec F 7 7 o v 7 DG DOFHMIZHOWTIE, Y A3 R— |
FIIT A aDEEF— MIBWEDbEL SN,

Cisco Catalyst SD-WAN D & ;XBI{EZ 20 D F| =
s AEESZ LDy VT N, AEHRETHLEEIH D FHA,
N

GE)  BZERETHIE, BHEMFZIZEOLILENRD LT Y VT
INA ZZBIRT 20BN DY £, ZHBNKLERDIL, Cisco
SD-WAN Manager 7> b Ef5 &5 F—I1FHICIE, BR LT A
ADF—bEZEENDTHTT,

e —ERT NS X, EZOEDIT—H N T T4 T XY Fy LET, T
T AT DTN, ANSITEZ INERE A,

BIENEZ200DT7—9 7 0—0DFETE
\}

GE)  AIEMIEESZEEEEIX,. Cisco SD-WAN Manager Z il L CO AR E TE, CLI TIX#E TE 8 A,

Cisco SD-WAN Manager CEHIEMEZ A ET HI121F,. ROFIREZFETLET,
1. GIERBSEHE OVER
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2. BIEAEZ APL 22— ¥ —D1ERL
3. FREMFOMERK

BENGEZEEZ DR

Cisco SD-WAN Manager DEHFE T 7 M &R LT, BENEZEREOT o v M EE
’E‘Z[/ijqo

1. Cisco SD-WAN Manager A == —225, [EE (Administration) | > [&:&RIES (Lawful
Intercept) ] DIEIZER L £,

2. [2—W—DiEN (AddUser) 1%7 U v 7 LT, BUEMEZEHEL—F—T v M
TERCL £77

3. [K#4 (FullName) | 7« —/V FIZ, GEMGEZEHEDORAEZA LET,

4, [—W—4 (UserName) | 7 1 —/V FiZ, BEMBESEREO2—V—4—%2 AL E
T, =P —HOFEEHIZIT Ti-] 75>Hé°i?“

5 [SAU—F (Password) ] 7 4 —/V RIZ, BEMFHZERE DO AU —RRE2 A LET,
6. [/XATU— ROfEEid (Confirm password) ] 7 4 —/L KT, NAU— RZER L E T,

7. [2—H%—F—7 (UserGroup) ] Ru v 7 X7 U A M5 [li-admin] ZZR L, [EM
(Add) 1227V >7 LET,

B LER E N BENEZERE 22— =T H v v M [2—%— (Users) [V 4 R
ICFIRSNET,

BEMES APl 2 —F—D1ER

BIERIESZ APT 2 —% —T B> ~E, B2 A > L, Cisco SD-WAN Manager © REST API %
AL TR —EH a2 US4 2% LEA O —H—f]T9, Cisco Catalyst SD-WAN IPsec 7 7 1 v
7 DEERIES 2 FAT T 52— —T7,

LEA TiX
https://{vmanage ip}/dataservice/li/intercept/retrieve/<intercept id>

LT, F—HRERSLET,
BERES APL 22— —ZAE T 5121, ROFIEZETLET,
1. BUEMEZEEE & LT Cisco SD-WAN Manager (212 7 A > LE T,
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GE)  BIEREEZE B A Cisco SD-WAN Manager (212 71 3% & | Cisco SD-WAN Manager A
Za—THEATE 2D [T=%— (Monitor) |47 a > & [ (Administration) |47 =
Y DIHTT,

2. Cisco SD-WAN Manager A == —7256, [EH (Administration) 1> [&EREER (Lawful
Intercept) | DIAIZIRIN L E T,

3. [—"—DEM (AddUser) 127V v 7 LT, AENEEZ APl 22—V —T7 D7 b &A{E
Eibij_o

4. [K4 (FullName) ] 7 4 —/L FiZ, BEAEZ APl 2—H—K&4 2 A LE T,

5. [—¥—% (UserName) ]7 1 —/L NiZ, BIEREZAPIA—F =2 AN LET, 22—
Y —4 O RFIIE Tli-1 2ME ET,

6. [/XAU—F (Password) ] 7 1 —/V RiZ, AEES APl 2——D/X2ATU— & AL
ijqo

7. [PSAU— RO (Confirm password) 17 4 —/V R C, NATU— REMEZRLET,

8. [—H¥—2/—7 (UserGroup) | Kr v XU X KEM5 [li-api] IR L, B
(Add) 1227 Vw7 LET,

%ﬁb< TERR S 7= BB APl o—H —7 v > b [2—%— (Users) |V 4> K7
ICFERENE T, LEA L., BIEAMES APl =2 —Y' —7 h 7 > h & L T Cisco SD-WAN
Manager IZ2 274 L, F—IHFREBHTEET,

=

EZEHDIER
PAR— FxtGD /Y U —A : Cisco vManage Y U — % 20.9.1 33 X O Cisco Catalyst SD-WAN il
= AR—r Y Y —2209.1

57 — 2 HWET DI2DIFEZ R ERELET, BREMEZRET 2I1T1E, ROFIELE
TLET,

1.  Cisco SD-WAN Manager A ==—225, [E¥ (Administration) |>[&&8ESZ (Lawful
Intercept) ] DIEISER L £,

2. (552 (Intercepts) 1 ¥ 7 %7 U > 7 L, IEZZEMEOEN (AddIntercepts) %7 U >
7 L/iﬁ‘o

3. Cisco Catalyst SD-WAN Manager Y U — 2 20.12.1 LAfED Y U — 2

Tenant K v 77X o URX kb, TFH2 ME2BIRLET, T2 FOBMCET 53
i, LW b 28R LTLEEN,

4. [#EZZEMID (InterceptID) |17 4 —/L RiZ, HFea AN LET, /2 K. K25 H#7
EATLET,
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5. [#iHB] (Description) ] 7 « —/V N2, B REOHHAE AT LET,

6. [A#MME (Enable) | R/ ARZ X, T 74V hTHMI > TWET, 72720, 5%
BB BE L IET 7T 4 TIREED E F TT,

7. [Next] Z#27 U v 7 LE9,
TN TF Y ME— KT, [Ty T8 ADEN (AddEdgeDevices) (78> 77 >
777 4~ K712 Cisco Catalyst SD-WAN 1 v U —Z7 NOFT R TOT v VT /31 RAINK R
SNET,
Cisco Catalyst SD-WAN Manager U U — 2 20.12.1 LABEDO U U — &
~NVFTF L hE— KT, [Ty VT3 ZADEM (AddEdgeDevices) Ry 77 v 7
U RUIZ, BIRLET T MIZBEEMN T DN TV LT RTOY IV TF by
VTN ANREKRENET,

8.  ERFEMITENT 219U LTy TN 24 %7V v 7 L [IR~ (Next) &2 U v
7 LET,

Z Z T, CiscoSD-WAN Manager 725, BER L7z > U731 ZDOF —PRfEZ i E T,

GE)  BEZRRSBEN LT R TOT y OF N, ZTK LTS STREREELET,

BZOOIly VTN, ABEBMEND L, RIUARy MU =728 STV DT
TOET T, AL EENEZICHERATE £,

9. [LIAPI=—H—™;BI (Add LI APIusers) | ~— 21, AVEMBEZEHE I X - TE
K ENTZT_NTO LI-API 2 — V=N FoRr S £,

10. 129U Eoa—Y—£%227 1 v 7 UTHEZEMTEMLUES, ZZTERL2—V—
1, BB e —1E % Cisco SD-WAN Manager 7> 5 B&S C& £9, B2 LMHIC
F—Z T2 HEIZOWTE, FZABRDOEIEZ SR L T 7ZE 0,

11. [¥~VU— (Summary) %7V v LET,
B2 B OB ENRRINET,

12, [Submit] %7 VU v 7 LET, [FZEM (ntercepts) |X—I12, & LB RN E
RENET,

13.  [vSmart (Z[AIH#] (Syncto vSmart) ] %27 U »» 7 LC, Cisco SD-WAN Manager Tix i 41
7= 1355 ZFRR E % Cisco SD-WAN 22> hu—F LRI L E,
WATRIAA—IS, R ET 7T 4 THED AT —F ARFRENET, RYBERT 5
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D
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() [Activate State] 7 4 —/b KiZiZ, Cisco SD-WAN = k 17— % Manager &— RIZFE ST
WOHRIZDHR, DT =y I~ —I DAT—HARNFREINET,

BIMOEVERIESZ Z A7 D3 D561, Cisco SD-WAN Manager > —/L/X—D X 27 Y
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T4 TIRIRBEIZ 2> TWDBE T LT _RTCOREREZZ A7 DY A MBRFRENET,
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PR BN ET IS & [vSmart [Z[AH (Syncto vSmart) [7RZ U RNAENZ/e D £,

[vSmart (Z[A/#] (Syncto vSmart) ] %2 U » 7 LT, Cisco SD-WAN Manager D55 Z=21f
FXE % CiscoSD-WAN =2 hu—F LRI L E9,

GE)  [vSmart|Z[#] (SynctovSmart) 17K % iE, B LWEEZRMSER S NI BA, EEEZR
7S e 72 IR S A I OREM 20 ET,

BB E I — M AE ST 212, [.]&2 27V v 7 L, [IRIOE4 (GetIRI) %7
U7 LEF, IRIIECiscoSD-WAN 2> k2 —F B EfF S 41, Cisco SD-WAN Manager
ICFERSNET,

ZIOLEERIZ. MSPIZE > TR Y P F v EN T 7 4 v 7 2 ESFTHEDIINETHLT-
O, LEA IZEMMICF —FRE2BETILERH Y 7,

LEA [X. Cisco Catalyst SD-WAN Manager REST APl #ffi ] L CH —{F@MA UG T £ 7,
1. LEA %, &1L API =—H%— & LT Cisco SD-WAN Manager |22 714 L E T,

2. GEMES APT 2 — W —3FERES D & LEA IXF —1EHE G 205% ID ZH5ET 5
Cisco SD-WAN Manager RESTAPI ZfiFH L T, V7= A MEXEL £,

3. LEA»H®DY 7 A | % Cisco SD-WAN Manager 73%2{59 5 &, Cisco SD-WAN Manager
X, BESZEREN STV D Cisco SD-WAN =2 b e —F [CER AR L £,

4. Cisco SD-WAN = b r— 7 [JRIT, FEE SN AFZEZIFID O X —{FHFRa G L, ¥ —
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