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AR WAN NTHEA DO 14
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Azure DHITESA: 16
Azure SD /—7 « 7 Cloud OnRamp D HllfEHIA 16
SD /b—7 4 & 7 H D Azure K48 WAN /N7 DIERL 16
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[(EE) YRR ZCERICAZEIIZ, REEDTE (www.cisco.com/jp/go/safety warning/) & CHERLEE W, AEE, kB RaARITR
F1AVMOBEMRTT, VUIBERICOSELTE, BAREBRBERAT., ZERIZT Y ITT—AHY. YD IEDR—UHABHERSL
TWAEENHYFEFTLETTERLLIESVD, HETESBEMRELGYFEFTOT, ERXBABICOVTIEREY A FOFF1 AL FESEE
S, T, BHZEDRICDONTIE, BAERFT/NA— bF—. Tk, BHELFICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

© Cisco Systems, Inc. All rights reserved.
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S

~VF 7 Z 7 RAT Cisco Catalyst SD-Routing Cloud OnRamp (%, = % —75 A4 X WAN %/
TV 779 RIZIELET, ZOVAVFIIUR Y Va—vaid, "7y s 770
R A2 75 A KT 27 F v % Cisco Catalyst SD /L—F 4 > 7T 34 ZTHEET D DKL D E
7, AWS Transit Gateway (TGW) ZfEHL T, SDAV—T 4> 777 FHA haPAR—HFL
9, INOOWRICEY, TIUFTAART, VT RRy bI—D e (0 F—T x4 R
TH7 7V = a7 78 ATEEY, ZOMREIE, CiscoIOS XE 17.13.1a U U — A LI
THR—FENET,

\)

() CiscolOSXE 17.12.1a LUf, 2> R—3 > hD T F > K47 CiscovManage 7 5 Cisco Catalyst
SD-WAN Manager (2, CiscovBond 7>% Cisco Catalyst SD-WAN Validator (225 S31E L7,

« AWS SEEIZRET o 1FH (1 ~—)
o Azure A WAN /N7 & Cisco SD V—T 4 ' 7 Ofif (13 X—)
« v /LF 27 77 R [als Cisco SD /L —7 1 > 7 Cloud OnRamp OFEREIEH (22 _X—)

AWS # & (B89 A 15

FTZo Py MF—FU=A1E, VPCEA LT VI ARy U —7 B EERT A0 AT
ELXy U= R0 Vy bATTY, VPCERITVPNERiE TPy b — by =A
ICHEE CE £9°, VPC & VPN ZIILD N T 7 4 v 7 O —Z L U THERE L 9,

Cisco SD-WAN Manager 2> e —Z i LT, </ F 7 7 U FEEEE® Cloud OnRamp % 3%
ERBLOEETE £, Cisco SD-WAN Manager DR E Y 4 ¥ —Kit, "T Vw7 7577 KT
NI R~DRT oYy M=o OB ZHELL, ==L A Xy NU—7HNDT
FUFT, NIV JTURT TV r—vartEnoD7 7 ) r—yarpa—fF—Lt
OOk Ak LE 3, ZOBREIX. Cisco Cloud L —# LD AWS IR T 7 A4 X— K27
7 R (VPC) TEMELET,

Cloud OnRamp for Multicloud I, #E#D AWS 7 h v b EDOFEEEV R —FLTWET,
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. SD JL—T 4 Y T3 R%{EF L 7= AWS Branch Connect

SDIIL—T 1« > T/N4 XA %{EF L - AWS Branch Connect

SD /V—T (4 VT _R—=ADT Z »F %41 LT SD-Routing Cloud OnRamp % JEBI T 554 1%, SD
N—T 4 T R—=ADFET N—T%I L CRETILENH Y £9, F72. Cloud OnRamp
BT b RN — ZADBRENERET D L 12, ENENLDCGT A ZACLLT 7' L— b
EHEHLTCT— R T v S4BV A LV EFETHRETHLERH Y £,

TV TTUTTNARE, BFXaTRAA RNV —FRA N FrRAEN LTI T T FH
DFEA N VPCIZHEELE T, = v T /31 A L AWS Transit Gateway (TGW) O fHIZ IPSec b
VENARREINET, INHDO T, 7T F VPN EZILVRE N7 7 ¢ v 7 L BGP
N—T AT NTFT T4 T BBELET, BGPEEAL T, T4 AL T Yy MF— L
VA BN—T 4V ITERELZW L, V=T 4 T =TV EBELET,

S O @ ans

Cisco SD-WAN  Cisco SD-WAN  Cisco SD-WAN
Controllers Manager Validator

Tag Engineering

WORKLOAD VPCs

i
' 1
IPSec Tunnels fl vect B
Branch 0 — TGW ] !
Device -4 (us-westl) ﬁ‘ "
<~ | ] VPC2 i Tag Production
' 1
i
: VPC3
Autonomous/Contreller- |~ e e
Managed Branch Device CGW-us west1 I
Internet
Tag Operations
|
TGW
g:\ﬂ;:: O: (us-west1)
IPSec Tunnels

Autonomous/Controlier-

Managed Branch Device
CGW-us east!

SDV—T 4> T T T FTNRA AL, T 74NV NDVRFOAREZFRECTEET, ZOT 74
JV K VRF Z#fffl L C. SD-Routing Cloud OnRamp 7' 7 > F#ifi /It L T~ v B 7 TEE T,
<~y BT VPN/VRF 2325 Z L3 C& A, SDV—TFT 47V ) a—vard
L HIT, SD-WAN YV U =2—3 3 D VPN~ v B J R R E CTE £9, Cisco SD-WAN
& Cisco SD-Routing D J; D#Efi e fF SE L Z E N TEE T,

\}

CE)  TIoFH%A MTE, 777U FITE T 288077 Fo o FRA VP aRETEET,

SD )L—TF 1 >4 T34 A[EIT Cloud OnRamp D F| s

SD-Routing Cloud OnRamp I&, SD /V—7 4 > 7T A A&EH L, ~VF I T RU—7 7
2 —%4 L TCAWS 7203 Azure IZB SN2 70 RU—2 a0 — ROEX 277207 77 N
fea YR —hLET,
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Cloud onRamp D RTIZ .

Cloud onRamp D HIIRE
Cloud onRamp DRIFEGMITRD LB TT,

« 7T UF VA MIBEMRERZRETH Y . AT —X A IFEBIF (In-Sync) TH L MENH
D ET,

« TTUF VA MM, ROWVWTIHND T — F LU T A B ARNLETY,
* network-advantage
* network-essentials

* network-premier

T Lpne YA FEERT 5L EIT, IPSec bR ARENEH S EREA,

o A U H—T A AITiE. AWSTGW £ 721X AzurevHub, H A WMET T F 5 /34 ZAD NAT
MOLENFERRER AT Y v 7 IP 7 FLARE DB THNTWAIXLERHY T, £H LA
Wk, 7T 0F A bEAWSTGW F 721% Azure vHub OREIZ b RV RE S L E B A,

e SDILN—FT 4 T T T UFIE, REIN—TEMEH L TERT 20, REZIV—FITBHE
THVENRHY F7,

* Cloud onRamp HERE Z i 32 72O O AW £ - IX AMEDH 5 SDV—TF 4 V7T

NA ZAZETET DI, BEEOT A ZADBE AN (42—) BIOREZ L—
TOHELEINTZ T —7 T ua—%HH L= SD V—T 4 VT TN ADE AU (5
N=) OB varESRLTIIEEN,

HIREIH

* Cloud OnRamp /%, 422V —2a D TGW OB T U o 7 &R —FLTWERA,

SDIL—TF 4 T T/INA ATH AWS #i & DERTE

ZIZ T, SDIV—T 4 T TR ADOKREE BAMET D700 T — 27 7 u—|ZOW Tt
L/iﬁ‘o

« BEfF DT /3 A A DEAAE -

cBFEDO AT NA 2% SDV—F 4 v VT3 ATZEH L, Cloud onRamp HERE % fif
LIRS

* Cloud onRamp #8E 2 E [H 35 72 O OBEAF O IERE / N— T X—=ADSD)IV—TF 4 ' J
TN R DI

CHREITN—TOHEEENTZ TV~ 7o —% A LT SD V—T 4 T TN, ADEAYE
i
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BFEDT/NA RDE AR
WAFDT A A H AT 21213, ROFIHEZFEITLET,

ATy TN BEOHBT A A% SDV—T 4 VTN, ACFEH TR EZIIEHBT I, T4 ADFFHT
DAVR—F 47 OBZ g ARSI N TWAFIEICRENE T,

E

ATFYvT2 A v EmT—r 7a—%fHLTSDLAL—TFT 4 VTS ZZEETHIE. [ T— 2Ty 7%
HFHLESDILV—T 4 VT FNRAADFT U R—F 47| OBZ SV a Al SN TWAFRIEIZENET,

ATFRSRME -
ATV T3 SDI—T 4 U ITTNRA RERETN—TIZBET DI2E, ROFIEEFEITLET,
GE) FE1 &2 DT A ATIE, WICELRNZRORIRSEM 272 L TWDHNERSH Y 97,

e 22— P —4 L NZAT— R (admin/admin) ZHEH L TTF A RIZr 74 U LET,

it~

«a~w2 F7r 7 F T, licenseboot level network-advantage addon dna-advantage =~ > K& 3 E L &
R

s REEMRGF L, T/ A%V 7 —hLZET, Cisco SD-WAN Manager @ [Configuration Devices] T, 7
NAZARFPLTND Z L 2R LET,

a) Cisco I0S XE Catalyst SD-WAN Manager O A = = —7>5, [Configuration] > [Configuration Groups] > [Add
CLI based Configuration Group] DJIEIZEER L F 9

b) [Add CLIGroup] Ry 7’7 v 7 XA T a7 Ry 7 AT, FREITNV—T4EANHLET,

¢) [Solution Type] ke v 7X o UA N7 Vw7 L, SDIV—T AV ITTNNAADI Y a— a4
7L L C [sd-routing] Z &N L F 5,

d) [Description] 7 4 —/L FiZ, @tBHZ AT LET,

e) [Create] %7 U 27 LET,

[Feature Profiles] % 7 & [Associated Device] % 7 & @ e#H LWV E S/ NV— T X—UNFRRINET,

f) RKuv7H¥ v U & K) 5 [Load Running Config from Reachable Device] #7277 U v 7 L, #E&E{ENT D
TR ADY AT LIP ZBIR L ET, [Preview] 7 F A bR v 7 ADOELC SN THRELWETE E
R

g) [Configuration Preview] 7 ¥ A bR v 7 AlZm— RSNEREEZ A —L, 7XFA N7 7 AL LT
AT BIHRIFLET,

AT T8 SDN—T 4V TTNA RIREI N—THBINT HI21F, ROFIEEETLET,
a) Cisco SD-WAN Manager D A = = —7)>5 [Configuration] > [Configuration Groups] > [Add Configuration
Group] > [Create SD-Routing Config] Z &R L 77,

b)  [Name] 7 4 —/L N2, REZNV—TDA4HTEZANT LET,

¢)  [Description] 7 4 —/L NIiZ, @iz A LET,

d)  [Create SD-Routing Config] %7 V v 27 L7,

B SOL—FAVITFNAREDYISIRAVISRAISOF Y


https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8300/software_config/cat8300swcfg-xe-17-book/managing-the-device-using-vmanage.html#onboarding--the-software-devices-manually
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8300/software_config/cat8300swcfg-xe-17-book/managing-the-device-using-vmanage.html#onboarding--the-software-devices-manually
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8300/software_config/cat8300swcfg-xe-17-book/managing-the-device-using-vmanage.html#quick-connect-using-generic-bootstrap
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8300/software_config/cat8300swcfg-xe-17-book/managing-the-device-using-vmanage.html#quick-connect-using-generic-bootstrap

| =

ATy TH

ATvT6
ATy T17

ATvT8

BEIN—T0EBLSN-T—2 70— ERALI=SDIL—T 1 V7 T34 ADBAESR .

e)  [Configuration Group Created] R 77 v 7 ¥ A 7w/ R v 7 AT, [No,Iwill Do It Later] 47> =
7V w7 LET,
f) [What's Next?] £ 3 = > C, [Go to Configuration Group] 27 U v 7 L£7,
g) REIN—THORIZHH (.1 %7V v 7 L, [Edit] ZZ=IRLET,
h)  [Feature Profiles] CCLI 72”7 7 A /L% 2 U > 7 L. [Unconfigured] %R L £,
i) [Create New] &7 U v 7 LE7,
i) —EOARIEANLET, TRAR 77 AL E LTIRIFSNTVDOREL 2 — L TRV T ET,
k) [Save]zZVUv 7 LET,
[Associate Devices] %27 V v 7 L, SD/IV—T 4 U 7T /84 ZADH A F D AR LT, BIERT ZHiT L F
R
BAAT =220V 7% 70y 7 L, BEAPKID LI L 2R LET,
[Configuration] > [Devices] ~<— " T, IROFEM AR L £,
» [Device Status] : 7 /3 AD AT —H A% [In Sync] THIHILERH Y F3

* [Managed By] : A7 v 7 4a TIERR L7722 NZ4D SD V—T 4 U TERIE T N—T,

AT —H A hHERT 52X, show sd-routing connections summary =~ > K& L £,

BREITN—TOBEBLEN-D—0 70— FERAL=SDIL—T 1 VT T34 ADEAEK

ATy T

ATvT72
ATv73
ATv74
ATvTH

ATvT6
ATvT1
ATvT8
ATvT9
ATv 710

WEIN—TOHMEEINTZT—27 70— AL TH LW SD b—T 4 7T /3 ZA%EA
T 5121%, ROFIEEZFATLET,

Cisco SD-WAN Manager O A == —7>5, [Configuration] > [Configuration Groups] > [Add Configuration Group]
> [Create SD-Routing Config] % #&4R L £,

[Name] 7 4 —/V N2, REIN—TD4HIHZ AT LET,

[Description] 7 4 —/L RiZ, @HHZ AN LET,

[Create SD-Routing Config] %7 V v 7 L%,

[Configuration Group Created] N 77 v 7 X4 7w/ R 27 AT, [No,Iwill DoltLater] &7+ a > %7
Uy s LET,

[What's Next?] =7 > a > C, [Go to Configuration Group] 7 U v 7 LE 7,
WETN—THORCH D [(.)] =7V v L, [Edit] 2R L FT,

[Feature Profiles] T CLI 712 ~7 7 A /L% 2 U » 7 L, [Unconfigured] Z R L £,
[Create New]| 227 U v 7 LET,

EAREIN—TERELET,

ZOBNE, BEZ NV—T O/ CLL &8 LTV ET,

Configurations:

sd-routing
organization-name CSRQA20231024
site-id 1

SDIL—TFTAVITFRAREDISHE 1405259 Fx [}
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ATvITN
ATvT12
ATv 713
ATvT14
RATv 715
ATv 716
ATy T
RATvT18
RATv 719

ATy T2
ATFyvrT2N

ATy T2

ATvT23
ATvT24

ATv T2

system-ip 4.7.8.9
vbond ip 44.226.182.48
vbond port 12346

wan-interface GigabitEthernetl
|

interface GigabitEthernetl
no shutdown

negotiation auto

ip address dhcp

exit

interface GigabitEthernet2
no shutdown

negotiation auto

ip address dhcp

exit

ip domain lookup

license boot level network-advantage addon dna-advantage
no logging console

[Save] &7 U v 7 L&,

[Associate Devices] > [Associate Devices] DIAIZ 7 UV v 7 L& T,

[Unassigned] ##&4R L, UUID % 1 &R L £,

[Save] 27 U v 7 LET,

ZNENDO L AT LIP, A FID, BLOBA MEZEA LTI A 22T neya =7 TEET,
Next] 27 U v 27 LET,

[Deploy] #27 V > 7 L,

BHAT—2 A0 7% 7 v L, BEBK L2 & 2R LET,

[Configuration] > [Devices] \ZFE) L, uuid @ 3 2D K MMIxf LT lgenerate bootstrap] %27 U > 7 L,
WAN A % —7 = A 24 ({5 : GigabitEthernetl) # AJJLC7—FA T v 7 Z2AKLET,

UUID £ OREIZH D [(..)] 22 U v 7 L. [Generate bootstrap] =7 U v 7 LE T,

[WAN Interface] 7 4 —/V RIZ, A & —7 = A A4 GigabitEthernetl Z# AJj L, 7 — F A 8T v 7T & AR
LET,

T—bFANT v TEMAEHLT, AWS 222 Y = DZ LD AMIIZXE LT Cisco 8000V A > A X > A%
B L. WAN A 7 =7 = A A7) v 7 1P 2E0 4 TET,

BAAT—Z 2DV 7% 7 Vv L, BRPKS LIEZ E 2R LET,
[Configuration] > [Devices] ~2— 3 C, OFEMAZ MR L 7,
* [Device Status] : 7 /XA AD AT —H A% [In Sync] THHMLENH Y 3

* [Managed By] : A7 > 7 1 TIER LI=ZNEND SD V—F 4 V TRET NV—T,

AT —H AR d 5%, show sd-routing connections summary =~ > K& L £9°,

AWS 75 K7 ho 2 FDERK

AWS 7 77 RT 7 v b 2IERT 21213, IROFNAIZHE> TS 7ZEY,

B SOL—FAVITFNAREDYISIRAVISRAISOF Y
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ATv T
ATy T2
ATvT3
ATy T4
ATvTE

ATvT6

ATy 17

aws 559 E7ay roks [

Cisco SD-WAN Manager D #* = = —7>5 . [Configuration] > [Cloud OnRamp for Multicloud] % #&4R L £,
Cloud OnRamp for Multicloud % > ¥ 2 7R — RRERSIVET,

[Setup] ~~A > T [Associate Cloud Account] 227 U v 7 L £9, [Associate Cloud Account] ~— L DA ID %
AELET,

[Cloud Provider] 7 4 —/V K C, Ru v 7 Z 7 U X )5 [Amazon Web Services] % &R L £ 7,
[Cloud Account Name] 7 4 —/V RIZT B 7> NaE AT LET,
({E&) [Description] 7 4 —/V RIZEHEZ AT LET,

[Use for Cloud Gateway] T, 77U MIZ 77 K7 — MU = A ZAET 55613 [Yes] Zi IR L, L
55613 [No] 23R L £77,

[Login in to AWS With] 7 ¢+ —/L R C, fEHT 258FET V2RI L 7,
oKey
« |AM 1&E|

[Key] 7 VA& EIR L7=8A01E, [APIKey] 358 & OF [Secret Key] 7 4 —/LV R C, TNETNOXF—EfHELE
D

E e
[TAM Role] &7 /L & HR L7254 1%, Cisco SD-WAN Manager 73 $#2f£9~ % [External ID] % fl L CTIAM & —

NWEERLET, g R %Téﬂt%%m%f%bf\MMD%W®¢W%KEET%6Rm
ARN]EZEE L ET,

Cisco I0S XE Catalyst SD-WAN U U — 2 17.4.1a LA, IAM B — /L ZA{ERLT HI21E, AWS BHla Y —u
ZAEH LT, Cisco SD-WAN Manager 2323 20MB 1D 2R Y O —IC AT H0E R H Y £3, ROFIA
EFRITLET,

1. BE{F®D Cisco SD-WAN Manager EC2 A > A XV AIZIAM B — V& T X v F LET,

1L RU—%ERTHITE. AWS F¥ a2 XA FDIAM e —VDOER (oY —L) Oy 7 25
LT &V, AWS @ [Create policy] 7 4 ' — KT, [JSON]1%Z 27 U w7 L, KD JISONKY > —
F¥= XA hE AN LET,

{

"Version": "2012-10-17",
"Statement": [{
"Sid": "VisualEditorO",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "*"

}

SDIL—TFTAVITFRAREDISHE 1405259 Fx [}


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html

B awsosyvrrnosrokm

wE |

2. IAM m—/LZzAER L, FIE 1 THER L72AR ) & —I12#&-30 T Cisco SD-WAN Manager EC2 1 > A %
VRIZT B T B HEIZOW T, AWS Security Blog ¢ [Easily Replace or Attach an IAM Role

to an Existing EC2 Instance by Using the EC2 Console] M7 1 7 [F55E] &R L T &0,

() [Attach permissions policy] 7 1 > K7 T, FlE 1 TIEK L7 AWS FHAR Y o — 28RN L %

B

GE) ROMRE v FFFAI SR ET,
* AmazonEC2FullAccess
* JAMReadOnlyAccess
* AWSNetworkManagerFull Access

» AWSResourceAccessManagerFullAccess

AWS IAM 1 — /L OIERRDOFEMMIZ DUV TIE,  [Creatingan AWS TAM Role| [#55E] # & L T

<&,

2. wATFITU REEICHENTS AWS 77 FTIAM o — L 2B L£97,

1. AWS R¥ = A2 FDIAM B—/VDIERR (2> Y —)) O hE w7 Z5H L C, [Require external

ID] 2412 L, FE2 TAE LA ID 2050 17T, 1AM v —/L&2/ERk L £,

2. B EHYTER2—V—2LETHITIL, AWS KF oA b o —EHERN) v —DER

(v y—nN) OMEY 7 EBRELTLIZIN,

[TAMRoles] 7 4 > RU T, FIZAZvr—/L LT, BIOFETIER LI —NE 27 ) v 27 LET,

[Summary] 7« > F 7T, E#IZFEREI 5 [Role ARN] & AELET,

GE) FIE7 CIAMuE—/L Lt LCRREEET VEERLIZGAIT, 2O —/LARNEZ A TE E

TO

3. [EHBFRAZE LD, JSON]Z27 U w27 L, IRDISON ¥ =22 hx AN LET, BEAR

ZRIFLETS

GE) IROISON R¥x oA T 7 MID X, Cisco SD-WAN Manager EC2 f & A Z > AZJ&

LTWET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::[Account ID from Part 1]:root"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "[vManage provided External ID]"
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https://aws.amazon.com/search/?searchQuery=Easily%20Replace%20or%20Attach%20an%20IAM%20Role%20to%20an%20Existing%20EC2%20Instance%20by%20Using%20the%20EC2%20Console#facet_blog_name=AWS%20Security%20Blog&facet_type=blogs&limit=25&page=1&sortResults=modification_date%20desc
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
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ATvT8

A e |

[Ad)Z 27 Vv 27 LET, 7TU KT H U FOFEMERREILERHT 5121, [Cloud Account Management]
R=UTLI1E2Z7 Vv LET, Fio, BEMTONTZAANVPCH T E137 7T RP— R0 oA R
WEEIE, 27U RT T b EAIRT S ZE B TEET,

55 REO—NLEEDER

ATy T

ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

ATy T17

ATvT8

ATvT9

AWS D7 T 0 K7 a— )VEREEEKRT HI121E, WOFIEEZFITLET,

Cisco SD-WAN Manager ® A = =.—7>5 ., [Configuration] > [Cloud OnRamp for Multicloud] Z #4R L %9,

[Setup] < > T [Cloud Global Settings] 22 U 7 L%, [Cloud Global Settings] 7/ o« > RUMNERIILE
7

[Cloud Provider] 7 #+ —/L R C., [Amazon Web Services] % %R L ¥ 7,

[Cloud Gateway Solution] K& > 7% 7 U A %7 U v 7 LC, [Transit Gateway — Branch-connect] % 3R
LET,

* [Transit Gateway—Branch-connect] : AWS 7 70 R CA VA Z L A{bESNT N TV NF— U =A%
LT, SESERSDNA—T A VI TNA A% T RNO VPCIZHERTED LS ICLET, 20
AT a TR, AWS VPN #fi (IPSec) 7 7'm—F i L £,

[Cloud Gateway BGP ASN Offset] 7  —/L FiZ, fEZ AL ET,
[Intra Tag Communication] Z &R L FE 7, 47 = > iZ, [Enabled] F 7=1% [Disabled] T3

[Program Default Route in VPCs into TGW/Core] Z %R L £7, A7 = »iE. [Enabled] % 721% [Disabled] T
@—O

[Enabled] % 7= 1 [Disabled] # 2~ U = 7 LT, [EnablePeriodic Audit] 7 4 —/v K& H&hF 72138 L £ 9,

EHRE A 2 H T 5 &, Cisco SD-WAN Manager (£ 2 ] T S ICHBENEE A2 Y A—LET, ZOHBE
BINY 7 7770 RCEITIN, A—BLAR— MRERINET,

[Enabled] ¥ 7213 [Disabled] 22 Y »» 2 L C. [Enable Auto Correct] 7 4 —/V RZH N FE - ITMHZ L E T,
HENEEAS T > a 2N DL, EMREEN N T—3nD 7N, Bl Sz 3 X CTolEliEA]
RERMEPEEEESNE T,

[Add] /=1L [Update] 227V v 7 LE 7,

RRARTZA4AR— Ry bD—9 DR

FIHTIRER T I FORY —Va X TChblosT, TXTOTH L FOFRA - VPC
ERHETEET, ZA M VPCHREHEAPFOHEINDS &, VPC OBHIEF v v 2 L THEITS
nEJ,

WAL TTAR=F Ry MU =27 ZHHT5I20%, ROFIEEZFEITLET,
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AT w71 Cisco SD-WAN Manager ® A == —7>5, [Configuration] > [Cloud OnRamp for Multicloud] z &R L £,
[Discover] @ T @ [Host Private Networks] 27 U ~ 7 L %79, [Discover Host Private Networks] 7 ¢ > R 7T,
FEHFEEZ: VPC DU A M RERRINET,

[host VPC] 7 — 7 /VZIFIR DI H Y £,
VT URNY—=Var
THYL N
« " A~ VPC 4
« IRA N VPC ¥
«7H 7Y MID

« R A F VPCID

BN TC, 227 Y v 7 LT VPC i~z £,

ATY T2 [Region] kv 77X VARNEZ ) 7 LT, FFEDY —V 3 SN TVPC ZIRLET,
AT w73 [TagActions] #27 U v 7 LT, IRDT 7> aruFITLET,

* [Add Tag] : IR L7 VPC 27 v—b L, ZHH® VPCIZFKHZH 7T LET,
BIRLIZVPC 2 H DX I BRIOZ 7IZBITLET,
s [Delete Tag] : #R L7z VPC O % 7 #HIBR L £,

* [Edit Tag]

BEDEANVPC X 7D FIZITN—TT&ET, RLXTDFOTTOVPCIE, H—D=2=v |
LR ENET,

D939 RT— b4 DR

IS5 RE— NI 2l V5T RO Ty RVPC (TVPC) & ho5o Yy A~ R =
A5 A AR AL DTY, 779 RF— U oA ZERT A%, ROFIEEFEITL
F9,

AT w71 Cisco SD-WAN Manager ® A = = —7>5, [Configuration] > [Cloud OnRamp for Multicloud] % E&R L £,
[Manage] ® FIiZ# % [Create Cloud Gateway] &7 Y » 2 L %79, [Manage Cloud Gateway - Create] 7 4 > R 7
DERRINET,

AT w72 [Cloud Provider] 7 4 —/L K C, K w77 U X K) D5 [Amazon Web Services] & &R L £,
AT w73 [Cloud Gateway Name] 7 4 —/L K2, 77U RF— o =A 4B AN LET,

ATy 74 (EE) [Description] I[ZfiBHZ AT L E9,

AT Y75 [AccountName] K2 v 7 X U R ML T AUV MAEBIRL 7,

AT9 76 [Region] kE vy 7 H )AL —Ta U ERIRLET,
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AFYTT [Ad] %27V v 7 LT, HLWI T RE— R =g 2R LET,

Y4 b DS

ATy T

ATvT2
ATv73
ATv74
ATvTH

ATvT6
ATy 717
ATy T8
ATvT9
ATy 710
ATy 71

AT 712
ATy 713

2ATv 714
ATy 715

T4~ DYk

770 RTF= b U =AY A M T 5IiE, ROFIEZFIATLET,

Cisco SD-WAN Manager D A = =—7/>5, [Configuration] > [Cloud OnRamp for Multicloud] %% L, [Manage]
D T ® [Gateway Management] % &R L F 7, [Cloud Gateway] 7 «( >~ RUDBFREINET, T—7iC
X, 77U RT AU M, ID, VIO REAT, "IV M= AL BT RS — ]
JrxADYARNPRRINET,

779 RF—= b= ZEIZ, A FEFRR, HIBR, T SOICHERTE 7,

BHIODZ 59 R —ho =120, [(..)] &7 U7 L. [Cloud Gateway] & &R L £ 7,
[Attach SD-Routing] 27 V v 7 L £,
[Attach Sites] 7 U v 7 L £,

[Next] 27 U » 7 LE, [Attach Sites - Select Sites] 7 4 > RUNRKRINET, 7—7 /ML, BRL
72 WAN A » H—T = A A&FFOV A FRFRSNET,

[Available Sites] 22O %A & 1 DLLRER L, £ 5 % [Selected Sites] (28 L £,
[Next] 7 U > 7 LET,

[Attach Sites - Site Configuration] ™7 « > K "G, [Tunnel Count] Z AJJ L EF, b RrAEOFEMIT1~8
TY, 4 b2 FLiE 2.5 Gbps OAFHENE 2 2k L £,

[Attach Sites - Select Interface] 7 4 > KU T, f X —T7 = A ADFEMEATILET, O ¥ —T <
A ZE, TGW ~D b RV Z BT D72 DI S £ T,

[Accelerated VPN] 43 2 . C, [Enabled] F 721 [Disabled] %# &R L ¥ 9, AWS Global Accelerator (3.
770 R~O# 7wt 3 5 DICELH £ T,

[Use selected interface as Preferred Path] 4~ 7° = > C, [Enabled] % 7= i [Disabled] Z&IR L F§, ~/LF 7
FURU—=r 77—t BRLIEWANA UV Z—T =2 RA&T 74V FRAL LTHRELET,
Next] Zz27 U v 27 LET,

[SaveandExit] #7 U v 7 LET, REDZETTDE, 7T T T A APREFICHER SN LE2RmT
Ay —UNRRRINET,

TR AD AT —H A &R 5121, show running config =~ > K& L £,

RIEDAT —H A%FRKRT HIZIE, Cisco SD-WAN Manager D A = = —7/>5 [Configuration] > [Configuration
Groups] [Feature Profile] Z 18R L, [View Details] 7 U v 7 L £,

779 RTF—= b U =AY A b EETICE, ROFIEEZFETLET,
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i |

B s ross

ATv T

ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

Cisco SD-WAN Manager ® A = = —7/>5, [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
BIERLET, 7—7 WX, VI U KT IO M, ID, VI U REAT R0V M= RU=A
LEBILI TR — Rz A DY R IRERINET,

HDOZ Z0 RF— R =220, [...]#7 VU v L, [Cloud Gateway] % %R L £ 7,
[Attach SD-Routing] = 27 U v 7 LE 7,
[Available Sites] 725 1 DLL EDH A h &@LU, [Detach Sites] 27 U v 7 LET,

[Are you sure you want to detach sites from cloud gateway?] & \V9 A v B—U BT 4 RUICERRINET,
[OK] %27 Uy 27 LET,
I R = U AR ISNTWDH YA MIT B S ET,

BEDAT —H A% RKRT HIZIL, Cisco SD-WAN Manager D A == —7>5, [Configuration] > [Configuration
Groups] > [Feature Profile] # %R L, [View Details] %7 U v 7 LE£7,

4 FOwmE

ATy

ATvT2
ATv7T3
ATvT4
ATvTH

ATvT6

ATy T17

LYFUh

YA ek d D123, ROFIMELZFETLETS,

Cisco SD-WAN Manager ® A = = —7>b5, [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
IERLET, 77X, VIV KT IO, ID, VIUREAT R0V M= RU=A
LBV TR A DU R RBRRINET,

BHWDOZ 70 RF5— R =412, [...]1% 27 Y > 27 L, [Cloud Gateway] Z %R L 7,
[Edit Site Details] %7 U v 7 L £,
[Edit Site Details] A 7 R 7Ry 7 AT, b2 EATILET,

[Accelerated VPN] 7 ¢ —/V RE B E2IXEHIC LET, 7 74/ FTiX, 2D 7 4 —/L R [Enabled] |Z
2o TWET,

[Use Select Interface as Preferred path] 7 4 —/V RZ A E/ITEWHIZLET, 774V FTIH, ZO7 14—
JV RIZ [Enabled] 1272 > TWE T,

[Submit] #7 U v 27 LET,

B - iR

Cisco SD-WAN Manager O~ v ¥ 7/ U —27 7u—|ZJ Y. Cisco Catalyst SD-Routing VPN (&
J A h) L VPCMO#HE, X VPC 725 VPC ~OEEGRN AIREIC 72V £37, VPC X4 7
WZEDWTERENET,
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Azure {38 WAN /\ T & Cisco SD JL—TF « > DA .

6=

SDNV—=T AT TTF THRA AL, T 74N VREDAZRETE LT, ZOT 74
JV k VRF %[l L C. SD-Routing Cloud OnRamp 7' 7 > F#ifi 2t L T~ v B/ TE 7,
¥y B IO VPN/VRF 2425 Z i3 TE A, SDAV—TFT 7Y Va—vark
EHIZ, SD-WAN VU 2 —3 g VD VPN v v B J AR ETE £9, Cisco SD-WAN
& Cisco SD-Routing D7 DFEEfi e 7 S DL ENTEET,

VAT ABERDA T NeRSRTHE, VT RS N A B FETDH)I =T a Dy
TURCTwy BV IMEBINET, V77U K= U2 ARBRD) —Va VFELRL
Th, v IA T U RNEANTEES, 2—F— <o 7 407 MIRFEE N,
LW T R~ A F23~ v BT OERERRB SN L XICERESRET, 77
URTF—=RNU A NRRDH) =V arTA UV AZ L AbEnND &, vy BT AT MRE
oDy —Ya r CHERISET, RS, ¥ 7 08ERSESER)—Varovwy By

7z

WL G DA RN, F 7LDy BT T U FTEEINET,

Cloud OnRamp for Multicloud %" > ¥ = 7R — R G, [Management] @ | ® [Connectivity] & 27 U v 7
L ¥, [Intent Management - Connectivity] 7 4 & RUNFRRINET, V4 RUIZIE, i
AT =B ALRDOAFDE RS NVET,

He

« ZEF ;A AT HE

o JL— 1 VAT KEFHEH

F ATV NEBER

cHE AT NEBFEL

R AT NEBRER (2T —HY)

[Connectivity] 7 4 > K7 TlZ, RO Z LN TEET,

c MBLTIG T, #OERZRRLET,

s TANHMBELE Y — |,

CIFIERY TV ar DI ITU R U A IKF LW A E R L ET,
VT RT = U2 ABFET DT RXTOY —V g Ttz EBLL £,

Azure {48 WAN /\J & CiscoSD IL—T 1 T DS

Cisco Catalyst SD-Routing ¥ V = —3 3 > & Azure AR WAN OFEAIZ LY, v /vF 27 77 g
f @ Cloud OnRamp 7351k & 41, Cisco VPN 77— b 7 = A % Azure [RAE WAN T DRy b U —
IRRBT FIAT AL LTHRETEET,

TOMEIITLY, by y M xy FU—2 (VNet) ZERRT AMENRL 7D Azure
AR WAN N7 %4 L CAR A b VNet i HEERIH T 5720, 770 R —EXDOWEEE
FINFEBILENF T, Azure AH WAN 1%, Microsoft Azure 71 L Tkl L OB @k &
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Nl2TToFNo 770 RaOERERILETE Ry NU—F 2 7 —ERXTT, Azure LiEfE
TEDLSDN—T 4 T T30 F T A L CTRETEET, Azure (RAE/ 7 NIT VPN
TF— b Uz A ZRERT D L, L0 EETAWFERE RSS20, FT7 V> b VNet &
T 2RO & iR OFIRZ wik T&E £,

Host VNets Host VNets

VMs VMs

VPN Virtual
Gateway WAN Hub

Cisco SD-Routing
Branch Site

Cisco SD-Routing
DC

{48 WAN /\ T & DL H

SDAV—FT 4T T30 FERT Vw7 7579 R8T r—a U BORERIL. Azure D~V
F7 79 KSDV—T 47 U —2 71— Cloud OnRamp O — & L T Azure ;A WAN 2~
TINTHRE SN Azure VPN 7V — F U = f IZ X > TR S E T,

Cisco SD-WAN Manager @ Cloud OnRamp for Multicloud 7 v — (%, HiEHj727 57 K —T 3
YINOBEAFD VNet ZREH L, IR L7 VNet A4 —N—L A Ry NI —JIZHHTE 5 KD
WCLET, 20X 97 F U A TiE, Cloud OnRamp for Multicloud 325 &, LA —x
7V w7 7T Rk L Cisco Catalyst SD V—T 4 7 F v b U — 7 ZfHICHAE TE 7,

Cisco SD-WAN Manager D% EV 4 ' — Rix, X7V w7 VT30 KT Aoy MIERT 5720
D Azure (A WAN N7 OB 2z HB{L L E¥, £/2, ZOvA4¥F—NI, "7V v2r 750
KT TV r—varvk ==L Xy NT—=TNOT T FIZNDEZENLDT T r—
varoa—F—LolokiE AEfk LEJ, Cisco SD-Routing Manager TliX, # 7 &
LT, 7790 FHNOY—ERADT 74NV NVREENT Vw7 I3 RATTANT T Fx
WORFED VNet IZv v B 7 TEET,

VNet ™5 VPN ~ADT v EVY

Cisco SD-WAN Manager DA 7 > MNEBLY — 27 7 —|L, CiscoSD )V —T 4 7 DT 7 4 )V
NVRF (77T 3y hU—7) L VNet O, 3 L OV VNet 2> 5 VNet ~D$z#i & Al HEIZ
LEJ, SDA—T 47 L SD-WAN i~ v B 7Ol 2 H I T& £3, SD-WAN VPN
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Azure {538 WAN $t57—2 7a0—oa vk—x>

ERCTDHE, SDAV—T 47 VRE BT 7 4L b THIC/R Y £3, VNet (X, Cloud
OnRamp for Multicloud @ Discover V—72 7 —TC{Ef SN/ ¥ 7/ TR I ET, Azure U —
Ta YINT VNet # 7 &2AET 2 & AL Z 7 & LH T 24> VNet 3 LT VPN (IZE-SW) T
~ v B IR AEBMICER S NVET,

Cisco SD-WAN Manager 356t DA 7 b aedkT DL, 77U RS — MU =A BMEET D
V—=a D770 RTCey B IINEREINET, VIV RS~ N =ADBRRZ)—V 3
VICHFELRLS T, v v BV I AU T REANTEET, v v BT AT ME, #Hil
W TR = oA Iy BT OERRBRH I L SICRFF S, EBIRE
T, VTR =R U2 ABRRD) =V a T AZ U AMbERIIHREEND L, v ¥
YIA T RREALDY =V a CHERINET, FRRIC, ¥ 7MFITBEISESER
V= a O~y B IO BEE X AFREERHY, ¥ 77D~y B 737 70 KT
EHINET,

Azure R WAN #E& 77— 70—@Oa > ihKR—3Rr 2 b

T F TR =R T VT VT RA LT ITANT T F X | T D7D

TR =T =A1L, Azure (RFENNT VPN ¥ — b T = A R A N T 55mBA TV =7 R T

T, Azure V) VY — A7 L—7 Azure RAE WAN, Azure VPN 7 — 7 = A | 3 L O Azure AR
WAN N7 CHER SV E T,

JYy—Ro)WL—7

TRTD Azure X2 T —F 7Y V=23 V=R V—TFIZEL, V=R N—T%
Azure V7 A7 ) 7L a9 VO FIHERRENE T, Azure 7 77 K7 — M7 = A OFE . Azure K
HWAN & Azure A8 WAN NT(3 ) VYV —RA 7L —T7 O FITfERRENE T,

L7 o> T, Azure 7 7V R7— bU = A ZERT DO FIEIL, VY —RA T NV—T % ERK
T35 &L TT,

UV —=2 7 N—T2ER L= 5, Azure {RAE WAN ZHEpE T& £47,

Azure {8 WAN

Azure AR WAN 1%, Azure X v N —F% U T —E 2Dy 7 R—0TY, BEFED Azure U
V= AT N—TDOTFIERENE T, Azure (8 WAN (2%, SENTHNERD Azure V) —
Ta B LTWAIRY . D Azure RIBANT 2 G052 ENTEET, Azure V —V 3
TLIZ 1 ODFEBANAT OHBBYR— R ZIET,

V=2 a WD) Y —ATN—TTHRBWAN ZEE LTZH, IRO AT v 71 Azure K FE WAN
NT DVERKLTT,

Azure {48 WAN /N T

Azure RARWAN N1, T 74V O VREFYV A FE VPN — b =2/ BIWUNVNet [l 7
EHEeEHELET, HENTREREINDE, VPNF— T =A% Azure 7 N —F 7
P—ERIHAETEET,
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Azure DRMREH

e PAR— SN BH /MY U —2A : Cisco I0S XE Catalyst SD-Routing U Y — & 17.13.1,
«Azure 77U K7 710k DFEM,
cAzure ¥ —47 v LA A~DY T AT Y Fg v,

« Cisco SD-WAN Manager (X1 > % —F v MIEHFH SN TWDRLERH YD | Azure 7 D 2 K
ZEREET A 72912 Microsoft Azure & B(E T AMLENRH Y £97,

Azure SD JL—TF ¢ > % Cloud OnRamp D #IfEE1E

=g T EIERRTEAVPNA — T = A 1Z 12T Tt 7L, 12500 —Vs
VNZBEODONVA R—ADT 57 R7— N7 oA BIERTE ET,
* Cisco SD-WAN Manager Ti&, 1 2DV YV —RA T N—T" DIHPHF R SINET,

ALY —Ta VPN — R oA ENVAR—AD T 57 KA — T = BHLEDE
AZELIIFTEEREA,

e VPN #F— h T = A LR WEEAIT, BERELZETTEEYA, BEIT, P<EH 150
NVAR—ZADT T 7 RF— T2 A NHIHBEEICDOBFIEITTEET,

SD JL—F « > FD Azure {R 78 WAN /\ T DIERL

Cisco SD-WAN Manager @ Cloud OnRamp for Multicloud V—7 7 v —%{F ] L T, Azure {48
WAN 7 % {ER% L., Cisco Catalyst SD-Routing 77 > F %A ha& 7T TF7 A4 X—brxy NU—T F
TZZARA R VNet D7 7' r—v a IZH LT, Azure (AR WAN T ZZRET 2121E, &
DHAY &FATLET,

7 o> k% Cisco SD-WAN ¥ r— 2 ¥ [ZBHEST (5
7 717 k% Cisco SD-WAN Manager (ZBEAT 1T 5121, IROFIEEZFEITLET,

AT w71 Cisco SD-WAN Manager ® A = = —7>5, [Configuration] > [Cloud OnRamp for Multicloud] % E&R L £,
AT w72 [Setup] T. [Associate Cloud Account] =7 V v 7 LE7,

AT w73 [Cloud Provider] 7 4 —/LV R T, Ru v 7% 7 U A K5 [Microsoft Azure] %8R L F 97,

ATy T4 VEREREALET,

J4—ILK B

Cloud Account Name Azure Y7 27 ) P a VO&4RTIE AT LE T,

Description (optional) T MNOFAEANILET, TDT 4 —L FiZ
fEETT,

B SOL—FAVITFNAREDYISIRAVISRAISOF Y



| m=
ga—rny sy rgeoeme gz

J4—ILF A

75 R — 7 = A Tl [Yes] # IR+ 2L, THU LV M7 T K7 —Fk
U A BPMERSIVET, T 7 4/ b TIEL[No] 23R
SnTnET,

Tenant ID Azure Active Directory (AD) O IDZ AN LET, 7

T MID & B2F 51Z1E, Azure Active Directory (Z
BEh L. [Properties] #7 U v 7 LET,

Subscription ID IOU—rT7ua—0—H#E LTHEHAT % Azure 7
A7V TvarOIDE AN LET,

Client ID BEAFD Azure 7 7V r—2a» ID AL ET,
Azure ADIZT7 7V r—a U ERET S A 7T
AT MID EREX—E UGS 5 ikl EOFEM
IZ2OWTIE, Azure D RF¥ =2 A hEaSRLTLE
S,

Secret Key 2747 v MDD IZBEEMT b SRA T — REA
HLET,

ATy 75 [Add] &7V v 7 LET,

JB—\LY 5 FREDEME EE
U=V T RRIER B L OERT 5101, ROFIEEETLET,

ATv 71 [Cloud OnRamp for Multicloud] 7 - > K7 C, [Setup] = Y 7 ® [Cloud Global Settings] %2 U v 7 L7,

ATw 72 [CloudProvider] 7 4 —/LV KT, Ruayv 7 XU A KH5 [Microsoft Azure] 23R L £,

AT9T3  Tu— " REAZWET DX, [Ed) %27 U vy LET,

RTvT4  To— SUEEAZBMNTAI2E, [Add]E227 Y v 7 LET,

ATwF5  [Software Image] 7  —/L K C, Azure Virtual Hub CHHT 2 WAN T v T NA ADY T hT =T A A—
VEBRRLUET,

ATw7F6 [SKUScale] 7 f —/L KT, HFEEMIZESNT, Fay 7 Xy U2 MDA —LaRIRLET,

AT wF71  [IP Subnet Pool] 7 4 —/L KT, Azure Virtual WAN N7 APV 7 Ry F 77— &2BELET, ¥
TRy NI, 116 ~ 24 DFPHAND T LT 4w 7 ARNEETT,

AT w78 [Autonomous System Number] 7 1 —/L R C, RAENT L DeBGPET Y 7 DIl 77 K7F— T =
ADMEHAT S ASN ZHE L 7,

AT w79  [Push Monitoring Metrics to Azure] 7 4 —/L K C., [Enabled] % 7= (% [Disabled] #E&4R L 9", [Enabled] %
BT DL, Azure V7 A7 V7o a VZEEMT ORI I R =0 =A A KU v 2 ) Microsoft
Azure Monitoring Service N —Z /MZEMRNZEHEINET, ZNHDA MY v 7%, T3TD NVA XY
Z— 2% LT Microsoft Azure IZ X » THE SN ERTEESNET,
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ATv 710

ATy TN

ATvT12

ATv 713

[Advertise Default route to Azure Virtual Hub] 7 « —/V RZ AW E 713 LET, T 74/ T, Z
D7 4 —/V Fid [Disabled] 272> TW&EJ, [Enabled]| %7 U v 27325 L, ARy NT—T DDA
S —F v § hT 7 4 w7 W Cisco Catalyst SD-WAN 7' 7 >V FREHTY ¥ A L7 hanET,

[Enabled] & 7= 1% [Disabled] 22~ U »»~ LT, [Enable Periodic Audit] 7 4 —/\ R&HhE 713 Hhic L
R

EMER A2 AT D &, Cisco SD-WAN Manager [% 2 K] T L [CHEEE A N V—L %3, Z0OHH)
BRIy 7 7T 0 FTEITEN, AL AR— RS ivET,

[Enabled] & 7213 [Disabled] % 2 V »» 7 L C. [Enable Auto Correct] 7 4 —/V REZ B E - IX I LT,
HEMEIEAS 7Y a AN T 5L, EHMOREEN M) T—3nb 72T, Sz X TolEE
AREZRMES HEEIES N E T,

[Add] 721X [Update] 27 V v 7 LE 7,

D959 RT— b4 DIEREERE

AT 71
ATvT2
ATvT3
ATv74
ATvTH
ATv 76

ATy T1

ATvT8

ATvT9

779 K7 — MU= A OFERIZIL, Azure AR WAN N7 ENTHND 2 DD Cisco VPN 7 — k
T ADAUAE L IMEET TR NS ENE T,

770 RT— b0 A ZAEREB LOEHT 5123, ROFIREZFETLET,

Cisco SD-WAN Manager M A = =—7>5 ., [Configuration] > [Cloud OnRamp for Multicloud] % &R L =7,
[Manage] C. [Create Cloud Gateway] =27 U v 7 L¥ 7,
[Cloud Provider] 7 4 —/L R C, Rr vy &7 U A KD [Microsoft Azure] Z 3R L £ 97,
[Cloud Gateway Name] 7 4 —/V N2, 77U K7 — U = A DARTEZ AT LET,
({ER) [Description] 7 4 —/LV RIZ, 77U RS — U= OFHAEADLET,
[Account Name] 7 4 —/V R T, Ra vy 7 X7 U A RNNDL Azure T 7V "L & EIRL 97,
(E) PREFCEZ D Azure 7 U > NI 1 D72 TY,

[Region] 7 4 —/LV KT, Ry X7 U R RNpD [Azure] U —V 2 U ZIERLE T,

GE) V—=Ya HWNOVPNF—hU=A1X127200 T, V=3 VICVPNT — b7 = A B D4,
FCLY =3 VI NVAY— N oA ZEETAZ LTI TEET A,

[Resource Group] 7 4 —/LV R C, Fa vy X URXRnG Y Y —RAT)—T%&IRNF 575, [Create New]
IR LET,

GE) Ly Y =R N—TZ2ERT 2551, BEFOTXTOI 77 K7 —hU = A ZHIBRT 244
ENRHY FEI, F/2, RO 22D 7 4 —/L KTH L Azure A8 WAN & Azure AR WAN N7 %
YER T D MENRH Y FT,

[Virtual WAN] 7 4 —/L R T, Rr vy 7 X7 U R NnD Azure (RAEWAN 23R L £9°, F720%, [Create
New] Z7 U v 7 LT, # L\ Azure {48 WAN Z 1B L £7,
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AFY 710 [Virtual HUB] 7 4 —/L KT, Ky 7Z 72U 2 kb Azure RAE WAN N7 2RI L £, £7-0%
[Create New] 27 U v 7 LT, # L\ Azure fiAH WAN N7 2B L £,

ATw 71 [Solution Type] 7 4 —/V KT, KrvF &7 U A KHMDE CiscovHub & VPN Z3&IR L £,

AT v 712 [SKU Scale Unit Size] 7 1 —/L KT, Ry FZ 7 U X )6 SKU ZAr—/ba=y b ZZTEIR L
EJpe

ATYT13 [Add] %7 Vv 27 LTCVPNZY— b U= A ZREELET,

H4 b DR
U FY K7 — A A N BT 510, ROFIEE FATLET,

AT w1 CiscoSD-WAN Manager O A = =—7>5, [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
ERRLET, 7—7 WL, 77U RTAU U N, ID, 77U REAT NIV y hrF—hu=
AL BIZITIRT—hT=2ADY X IRERINET,

779 RF—=b0U=AZ8IC, YA FEFRR, HIBR, T SOICHERTE £7°

ATFvFT2 HWDOZ T RF—F 012250 C, [..]%27 U > L., [Cloud Gateway] &R L £,
ATw 73  [Attach SD-Routing] %7 U v 7 LEJ,
ATv 74 [AttachSites] 7 V v 7 LET,

ATvF5  [Next] #7 VU w27 LEJ, [Attach Sites - Select Sites] 7 4 > RUMNF/RINFE T, 7—7 /ML, BIRL
72 WAN A v #—T = f A%FFOV A MRFRTRSINET,

RATw 76  [Available Sites] SV A & 1 DLLERIR L, Z1 5 % [Selected Sites] (2 L 7,

AT TT [Next] =7 Vw7 LET,

AT w78  [Attach Sites - Site Configuration] 7 4 > K7 C, [Tunnel Count] # A/J LEF, b x A8 1 T, HilkiE
1% 2.5 Gbps T,

AT v F9  [Useselected interface as Preferred Path] 4~~°> = ¢, [Enabled] %7213 [Disabled] Z 3R L £9, ~/LF 7
FZURT—r 77—t BIRLIEWANA L Z—T 2 Af R&T 74V FRAEL LTHRELET,

ATV T [Next] #7 Vw7 LET,

ATy TN [SaveandExit] #7 Vv 7 LET, HENETTHE, 7T FT A ABREFICER SN2 L E2RT
Av—UREREINET,

ATV T2 THAALADAT —HX A&HERT HITI1E, show running cofig 2~ > REMEH L £,

ATV T3 BHEDOAT—HX A%FRT HIZIE, Cisco SD-WAN Manager D A = = —7)»5, [Configuration] >[Configuration
Groups] > [Feature Profile] #3384 L, [View Details] #27 U v 7 L ¥ 7,

Y41 b DYk
770 Ry — R DA MRS, KOFIEEZETLET,

SDIL—TFTAVITFRAREDISHE 1405259 Fx [}



wE |

B 2 - vnet ot s 5 5 ofER

ATv T

ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

Cisco SD-WAN Manager ® A = = —7/>5, [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
BIERLET, 7—7 WX, VI U KT IO M, ID, VI U REAT R0V M= RU=A
LB TR A DY A RFERINET,

HDOZ Z0 RF— R =220, [...]#7 VU v L, [Cloud Gateway] % %R L £ 7,
[Attach SD-Routing] = 27 U v 7 LE 7,
[Available Sites] 775 1 DLL LD A FZ &R L, [Detach Sites] 22 V v 7 LET,

[Are you sure you want to detach sites from cloud gateway?] & \V9 A v B—U BT 4 RUICERRINET,
[OK] %27 Uy 27 LET,
I R = U AR ISNTWDH YA MIT B S ET,

BEDAT —H A% RKRT HIZIL, Cisco SD-WAN Manager D A == —7>5, [Configuration] > [Configuration
Groups] > [Feature Profile] # %R L, [View Details] %7 U v 7 LE£7,

A~ VNet DIRH &5 U DIERL

ATy
ATvT2
ATv73
ATvT4

Azure [RABNT ZAERL LTe & RABANT DY —2 5 THRA N VNet ZfEIHTEET, AR B
VNet 2 LTH 7 2B T %1213, ROFIRZEITLET,

Cisco SD-WAN Manager O A == —7>5, [Configuration] > [Cloud OnRamp for Multicloud] % #&4R L ¥ 4,
[Discover] V—% 7 & —"C, [Host Private Networks] %27 UV v 7 L &7,
[Cloud Provider] 7 4 —/V K C. [Microsoft Azure] % &R L £ 7,
[Tag Actions] K2y XD URARE7 U v 7 LT, IROWTINERIRL ET,
ul
* [Add Tag] : VNet £721% VNet D 7 L—F DX 7 % AE L £,
« [Edit Tag] : &R L7z VNet DEEFEDO X 7 A EH L £,

* [Delete Tag] : i#IR L7= VNet D ¥ 7 ZHIFR L £,

VNet 25 &ETSVF Ry FIT—OVREDI v ELS

Cisco Catalyst SD-Routing * > h 7—2 @ VNet-VRF ¥ v V' 7 &+ 5121, RO FNEE FE
TLEY,
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VNet 725 VRE ~D~ v B> Z 2 AT HITiE, 1 D EIIEIED Azure U —27 = > T VNet
Oy FNEBBIRL, ¥ 7%2ERLET, KRIZ, AILX¥Z7Z2FEHLTCVNetZ~ v B 7357
TV EDVREZBIRLET, |y FOTI70F 47 4 AT 1Y hDO VNet DA%~ >
v cEET,

AT 71 Cisco SD-WAN Manager ® #* = =—7>5, [Configuration] > [Cloud OnRamp for Multicloud] % #&4R L £,

AT w 72 [Intent Management] C, [Connectivity] 27 V v 7 L ¥7,

RTYT3 ATy "NEERTHITIE, B 227 Vv 7 LET,

ATv T4 VRF, BXOZNICEERIT S TS VNet Z 71T HE/LVEZRIR L, [Save] #7 VU v 7 LET,
[Intent Management - Connectivity | 7 « & R 7{ZiL, 77> F VRF L ZN LB~ v B 7 I TV 5 VNet
B TOBHREAT = ANRKRRINET, BHEO EHIIE, SEIERAT =X R BT 2 DI
NBIRFRENET, RSNz~ ) v 7 ANOELOWTE 7 U > 735 L& [Mapped].
[Unmapped], [Outstanding] ¥ > B2 772 & FEMIR AT — & A HFRNFRRINET,

VNet DB

VNet Z fllfi LC, FFEDX 7 DY —Ta v NOTXTOY T R7— K7 = A B TRED

VNet Z#\\ O THR— RKRTURATHZIENTEET, 777 RS — MY =A (LT [Auto] 4
Ta UPNBBIRENTVWD VNet OAZHHID Y TTEET, VNet DEID Y TiX, m— KA

TG T TN AKIESNTWET, AT TIE T RS — R oA ~D

VNETDOT X v F BT Xy TFNEENDLTD, VT 7 4 v 7 OFEIBEAT HAREMERH D
F9, VNet DFNT v 7k, [tagging] X—C, VNET)5H 27 77 K7 — KT = A ~DIE
B~ B T2 FoRTEET,

AT w71 Cisco SD-WAN Manager ® A = = —7>5, [Configuration] > [Cloud OnRamp for Multicloud] % #&R L £,
AT 72 [Intent Management] 7V —7% 7 2 —"C, [Rebalance VNETS (Azure)] %7 V v 7 L £,
AT 73 [Cloud Provider] 7 « —/L KC, [Microsoft Azure] Z %R L £,
RATY T8 [Region] 7 4 —/LRT, Ky 7 X7 U R KNS [Azure] U —Va VEBBRLET,
(F) Cisco17.13.1a Y U —RATiE, 1 2DV =¥ a3 VITRETEDH VPN S — b= A1F 1 272 TT,

ATwTE [TagName] 7 A —/L R T, Ruy XU R MNpbZ 723K LET,
AT w76 [FHiHE (Rebalance) %27V v 27 LET,
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B <1795% k@7 ciscoSD )L—F 1 > Cloud OnRamp D#AEIE

< ILF Y S K [T CiscoSD JL—T « >4 Cloud OnRamp
Ab ‘i

D HEBEF
WDOFEIZ, ZOFY 22— /LT LI-HRICET 2V UV —REHRE R LET, ZORIX, V7
=7 VU —RA MbA U TCEERROYTFR— N EASINZEEOY 7 =T VU —RT
FERLTWET, ZOMREIL. FRICK 0 N2 WRY . ZRUUEO—#EOY 7 v =7 VU —
ATHYR—FEINFET,
TTy N7 F— LDV R—= " BIRNRa V7 =27 A A=V R— MIETAEREHE

&9 %IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 2|2
I%. https://cfang.cisco.com/IZHEA F 3, Cisco.com DT A7 2 MIMLEDH D FH A,

£ 1:7ILFY 59 K [T Cisco SD )\L—-T « % Cloud OnRamp D HERETEER

HERE 1)) —2 HEAEIRER

~/)VF 7 Z 7 R AT [Cisco IOS XE U | Cisco SD-Routing Cloud OnRamp for Multicloud 1%, =
CiscoSD/V—7 4 v | V=R 17.13.1a | H—T T4 AWAN /"7 v 27 7 57 RITHLHE
7" Cloud OnRamp LET, ZOYATFII3TR VY a—Tai,
TV T 739K A2 TTANT T T v % Cisco
Catalyst SD /V—T o V' 7T A RTHEET D DT
SMHET, TNHOHERICED ., TR RFT T Y
RTHRARNINTWET Y r— a7 o7&
TEET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



