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SNFET,

TI)V5r— 30 NITHA—I VR EZA—DOT—H 70—
NRI =< AF=HF—F, FA VI b A F—Fy b T7EA DIA) A Z—T A A
TOHENITEET, E=F U I%51T. DIAMf L Z—T oA A TEZEENDH T T 4 v
TDONT —< 2 ATT, 0%, SFZE/show a2~y REFEHATLZLE T, =&Y v
TLTWABTFY r—3 3 ORI TXET,
FIUr—3 0 IND4A—T R EZAR Y U DRIREH

» Cisco I0S XE Catalyst SD-Routing 7 /N4 ADfg/NY 7 b D =7 /83— 3 > : Cisco I0S XE
Catalyst SD-WAN U U —& 17.13.1a

HIREI1E
TIVr—vay R ;F—< AT —OHIRFEETRDO EBY TT,

TN =g NI =< AT —I, SDIV—T 4 TN, AT ART D%
PR—FLET,

e ZDVY—ATIE, AV I A X—Fy s T7EA (DIA) ¥ F UV AOHNYR—
FENTWETS

NI F—< U ADEF=LZ Y TN, IPvE 8T 7 4w 7 TOHAYHR—KEZNFET, IPv6 b
F7 4713V AR —FEINTWERA,

T TN =g NI =< AT L, THAAALEOAVF T r—y g 4
e —% YR —FLTWEHFA,

cAPM CHEAEIND 7 T A~ 1T, HR2DODVLA Y I T Ay T DHEYVER—KML, 3
OUEDVA YT T Ay T HEYFR— N LERA,

* Cisco SD-WAN Manager CliX, SD LV —7 1 > 7T /314 AD APM %% ET 572912, CLI
N=2ZDRETN—T DHPYR—F SN TWET,

TFIV5r— 320 N TDH—I R EZZ—DHRTE

DIAA YA —T2AARATT AU r— a3y RIp—<v L AEZ—5HML, ARTD ~F
T4 97 AN w7 EBE=H—TEFET,
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SDIL—TF A VITNARTDT TV =230 R0+ —I VR EZZ YV TDERE .

DIAAUA—TTARTOD/INT+—IVADEMIE

& OHIL, SD-Routing application-aggregation 7 12 7 7 A W EEH L TR T 4 —<v L AE=H —
DAL T XA MERETDHEEZRLTOET, ZOREICLY, ARTAN I 7 v 7 ARy
I DE=ZY ST PRI FEDA »F—T7 = WA S ET,

class-map match-any APP PERF MONITOR APPS 0

match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol

attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute

application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group

amazon-group
box-group
concur-group
dropbox-group
google-group
gotomeeting-group
intuit-group
ms-cloud-group
oracle-group
salesforce-group
sugar-crm-group
webex-group
zendesk-group
zoho-crm-group

class-map match-any APP PERF MONITOR FILTERS --- class-map max 2 layer supported, 3
or more layer class-map not supported for APM feature

match class-map APP_PERF MONITOR APPS 0
|

ZOREFITIE, X7+ =~ AEF=H—DaArTHANeRET D HEEZRLET,

performance monitor context APP PM POLICY profile application-aggregation

exporter destination local-controller source NullO

traffic-monitor art-aggregated class-and APP PERF MONITOR FILTERS interval-timeout 300
sampling-interval 100

ZOREFTIZ, A F =T 2 A ATNT 4=V AE=F—DALrTHFANEHINTT D
EaErLET,
interface GigabitEthernetl

interface (s)
performance monitor context APP_PM POLICY

--— DIA

SDIL—FT AV TTINAARATHDT7 TNV r—320 NTHF—IT R EZ
B1) 2 NDETE

WIE T N—T AT 21213, ROFIEEZIATLET,

ATy T [Cisco I0S XE Catalyst SD-WAN Manager] ® A == —7>6, [Configuration] > [Configuration Groups] > [Add
CLI based Configuration Group] DJNAIZEIN L £ 7,

AT wF2 [AddCLIbased Configuration Group] R > 77 v F XA T/ Ry 7 AT, HEIN—THEANTTLET,

ATw7F3 [SolutionType] Ku vy 7 # 7 VA RNE7 Yy L, SDV—T A4V ITTNAADY Ja—va XA
& LT [sd-routing] Z3%&R L F 9,

AT w74 [Description] 7 4 —/V RIZHREDFHIAZ A L £

ATYTE  [Next] &7 Vw7 LET,
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ATvT6

ATvT1
ATvT8
ATvT9
ATv 710

ATy 7N
ATvT12

ATv7T13
ATy 714

[Load Running Config from Reachable Device] K= v 77X 07U X ~a2 Uy 7 L, EITHREZEIRT 2
D T XA RR 7 ATHER CLT 238 L 9,

[Save] 27 U v 7 L&,

REITN—TZHORIZHD[..] %27V 7 L, [Edit] Z&RLET

[Associated Devices]| #7 U v 7 L ¥ 7,

1 DL EDTFSA A% BHR L, [Deploy]l %7V v 27 LET

GE) 77V —var N7 43— VAEZZIV U TE NI =~ AEZL—aryTxFA L o
T7ANBIOYT R —FE=F =N U F—T = AR SN TV, N T+ —~v A E=
A= arvTFARN T 77 ANV —E=4—DEFEZI R —FLETA,

[Configuration] > [Configuration Groups] > [Deploy] %7 UV v 7 L£

BETN—THOMICH B [.]% 27V v 7 L, [Edif] ZBR L THRT 4 —~ R E=F— 2T FA b
TuTZ g ANET === BE L, A F =T oA ATHEER L ET,

[Deploy] 227 U » 7 LET,

[Save] 27 U v 7 LET,

FIV5—320 N0 —I R EFZZ—DHER

SDIV—T A VT TNAADT TV lr—ay N7 p—v A TS —DOREEMRT DI
I%. show performance monitor cache monitor =~ > K& L £,

Devicef#show performance monitor cache monitor APP PM POLICY-art agg detail format record
Monitor: APP _PM POLICY-art agg
Data Collection Monitor:

CAT-art-aggregated CTX:0 ID:2947958679]2000002 Epoch:0

Max number of records: 675000
Current record count: 7
High Watermark: 13
Record added: 14
Record aged: 7
Record failed to add: 0
Synchronized timeout (secs): 300
FLOW DIRECTION: Output
TIMESTAMP MONITOR START: 14:10:00.000
FLOW OBSPOINT ID: 4294967298
INTERFACE OVERLAY SESSION ID OUTPUT: 0
IP VPN ID: 65535
APPLICATION NAME: layer7 share-point
connection server resp counter: 1477
connection to server netw delay sum: 10822 < --- SND_ samples
connection to server netw delay min: 100
connection to server netw delay max: 103
connection to client netw delay sum: 3559 < --- CND_ samples
connection to client netw delay min: 20
connection to client netw delay max: 198
connection application delay sum: 936
connection application delay min: 0
connection application delay max: 122
connection responder retrans packets: 2 <---- lost samples
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connection to server netw jitter mean: 0
connection count new: 108 < ---- SND/CND_counts
connection server packets counter: 2018 <---- total samples

Latency (SND ms) SND_ samples/ SND/CND counts
Latency (CND ms) CND_ samples/ SND/CND_counts
Loss ratio = lost samples /total samples

TFI)r— 30 NIDA—T R B —DHEEER

ROFIZ, ZOFY 2—/L T LIEEBICET ) U —RFHRE R LET, ZORIE, V7
Fx7 VU —Z2 Mo U THEBEOYR— IR EAINZEEOY T =T Y U —R72
JERLTWET, TOMEEIT, FHIET O B2V IRY | ZNLEO—EO Y 7 vy xT7 VY —
ATHHR—FENET,

7Ty b7 =P R—FBLOVRA YT N =T A A=V OV R— MIBET D ERE MR
FI HITIL, Cisco Feature Navigator Z i ] L &7, Cisco Feature Navigator {Z7 27 & 24 5 (2
IZ. https://cfang.cisco.com/IZH A FE 3, Cisco.com DT I 7 MILEDH D £H A,
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HeE
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VT NHEADLTERRTEET,
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LZHBEIZOWTHHALET, T2 CTHATIARIL. kOEEBD TT,
e Flexible NetFlow 7 7 U 77— =3 O R[FMEICETA1ER (7 2—)
« SAIE 7 11 —%fii ffl L 7= Flexible NetFlow 7 7'V 77— a O a[fAMEO RIS (8 2—
V)
o HIPRFE (8 _—)
« Flexible NetFlow 7 7V 7 —< 5 U ORIMEDO LML (8 ~<—)
« Flexible NetFlow 7 7V 77— g U O R[EMEDORE (9 ~<—2)
« SD/L—F « 7 F /34 AT Flexible NetFlow 7 7' U 77— a » O A OMEER @ (12
)

Flexible NetFlow 7 7'!) ¥—< 3 > DA B IZBH T 5 [HHR

Flexible NetFlow (FNF) 1%, 731 A &3 537 v NOMiHERE ML E3, WAN £
TAXLANA F—T 2 A A EDOFNFIX, 77V r—var A7)z AP (SAIE)
M L, CiscoSD/V—T 4 7T /34 2D WAN £721X LAN A X —7 = A AIZH|ZET
LT RXRCONT7 4 v (ABEHAOWES) b LES, 77V r—var A7
VATV 7u—E, ERNy X —IEREBA TNy NETROHEREA R L ET,
SAIE 7 u—|%, FFEDO/ N7y NONEZARIL, TOWEREMRG BN TRERT 20, Ny
MZHLTT 7y a a2 TLET,

Y

GE)  FNFIX. WAN 720X LAN A X —T =2 A AZDOHLBEHTEET, WANA LV EZ—T = A A L
LAN A U H—T = A AW IFIZHEH LW TL 72 &0,

5 )3 A AT Flexible NetFlow 7 7 U 77— 3 » OR M EZ G024 B1213. RO FIET Cisco
SD-WAN Manager i L C7 v —7 — X EHNEANT HHLENH Y £,

e N T f—v LV AF=H— AVTXAN T 7740 LRI D HE)
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A\

GE) BFFEOFNF T4 =05 A1E. FilLWR T 3 —< A= F—ZBINT5Z &2k B8
T = U ANDEBLERET 57D, MEDOFNF E=4—07n—x 7 AR—Z L LT
THR—ZJ AR—FEra—Nar tae—ZZBMLET, TRUANDOEEZ, T r—v
AF=H—aAVTXAN TR T A NVEHEHTEET,

SAIE 7 O—%{# A L 1= Flexible NetFlow 7 7 1) 5/ —< 3
> DEIREDETIESEH
BRI IR D LB Y T,
e T34 AN CiscolOS XE 17.13.1a f A—T % FATLTWNDH Z L 2R L ET,

* Cisco SD-WAN Manager C7 10 —7 —ZEKINHNI R >TNWD Z L AR LET,

HlfRE I8

IR FEIIR DO LBV T,
« Cisco SD-WAN Application Intelligence Engine (SAIE) T X 28EMIFFI DA R — i
£7

TV RO N T I N Y a—T 4 VT IFP R N ERER AL

e aAVT XA NI T 7 A)VEFNF T AKR—H0E CA4HIEFEHR L TW A4, showflow
exporter name 2~ RiZZD I HDO 1 DT TR LET,

e R TF—< LV AF=HF—aTFAN a7y Bl e—hlraryhg—I~D7
H—TJ AR—=HZ|L, arTxXANTw T A)VEllZn—h)ary g —J7~O7a—
T AR—=ZDONTNNDORLEFHATEET, £ TRWEEIE. Xy veXTVhy
v hLET,

cCLIR—ZADHEITN—TDHNYR—FENTWET,

Flexible NetFlow 7 7\ 7 —< 3 U O RI{RED B ZH1E

FRAZDALTHRARN IO T 7 A )NEFT T o —2 7 AR—ZE2FH LT, ENET7 7 U &r—
varyOREEEEIICTEET,
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| SDL—F 125554 2T Flexible NetFlow 7 7 #r—< 3 > DEIARME
Flexible NetFlow 7 7) 7 — < 3 L O RIRIEDEEE .

AVTFFARNTATIZ7ANLA T3V 1DHRE

IOFTvarEHERTLII L ERBEDLET, RIZ, TAATaAryTFA NI a7 7 AL
EHEHL T —T7—2ERNEHFNNCT 02 RLET,

performance monitor context FNF profile app-visibility
exporter destination local-controller source NullO
traffic-monitor app-visibility-stats

interface GigabitEthernet5
performance monitor context FNF

TNA AL, A v F—=T = ABmRENDE, ZOT a7 7 A NVEFNF 7 —F =X —|C
WHLET,

JA—IHVRKR—AB AT a3 20HRE

WIZ, TRAATTa—2 g AR—FE2EA L C7u—T—X2ENE2HEMNT D02 R LE
ﬁ‘o

flow exporter fnf-1

destination local controller
export-protocol ipfix

template data timeout 300

option interface-table timeout 300

option vrf-table timeout 300

option application-table timeout 300
option application-attributes timeout 300

flow record fnf-app-visiblility
match routing vrf input

match interface input

match interface output

match application name

collect counter bytes long
collect counter packets long

flow monitor fnf-app-visiblility
exporter fnf-1

cache timeout inactive 10

cache timeout active 60

cache entries 5000

record fnf-app-visiblility

interface GigabitEthernet5

ip flow monitor fnf-app-visiblility input

ip flow monitor fnf-app-visiblility output
ipv6e flow monitor fnf-app-visiblility input
ipv6e flow monitor fnf-app-visiblility output

Flexible NetFlow 7 7 1) 7 —< 3 VD R[REDEHTE

SDIV—F 4 YT TNAATENF 7 7V r— a O ZSRET 21203, ROFIAEZ FELT
L%,
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SD )L—F « >4 F/34 R T Flexible NetFlow 7 7 1) ¥ —> 3 > AR |
. Cisco SD-WAN Manager % {5 L 7= Flexible NetFlow 7 71) & —< 3 U DRI 1B D #ESE

ATv T [Cisco IOS XE Catalyst SD-WAN Manager] ® A == —7>6, [Configuration] > [Configuration Groups] > [Add
CLI based Configuration Group] DJEIZER L £ 77,

AT w72  [AddCLI configuration Group] R 7' 7 v 7 XA Tl Ry 7 AT, FEIN—T & AT LET,
ATv7F3 [SolutionType] KRy FH I VA&7 Yy L, SDV=T A TTNAADY ) a—va 247
& LT [sd-routing] Z3®&R L F 7,
ATw T4 [Description] 7 4 —/L RICHEREDFHZ A LE T
ATvTE  [Next] #7 VU w7 LET,
[Feature Profiles] % 77" & [Associated Device] % 7 % 508 LW E S NV— T _X—UBFRRENFET,

AT wF6 [Feature Profiles] ¥ 7 a2 > C, ¥IaT HXELZBML ET,

ATy FT [Savel 27 Vw7 LT, av74¥al—vara2RFELET,

ATY T8 BEIN—TL4ORIZHD () %27 VU 7 L, [Edit] Z#R L ET

ATw7F9  [Associated Devices] #7 U v 7 LET,

ATV 10 1 2L EOTFT A ZA%EZIRL, [Deployl #27 Vw7 LET

(GX) Flexible Netflow (%, /X7 4 —~v L A F=F— aLTF A Fu 77/ LBIRTn—F=F—

WA B =T oA AR SN TVDIEE, NI =~V AE=HF—arT7XAMTa7 7 AL
BLO7r—E=4—0OEHEEZTR—FLETA,

AT w71 [Configuration] > [Configuration Groups] > [Deploy] % 7 U v 7 L %9

ATY 12 BEIN—TL4HORZHL () %Z227 V7 L, [Edit] ZRIRL TR T 4 —v 2 A E=H— T TFA
TR TZrANETR—E= =B, A =T = ATEER L ET,

ATw 13 [Deployl 27V v 7 LET,

ATy T4 [Save] &7V v LET,

Cisco SD-WAN Manager % £/ L 7= Flexible NetFlow 7 7'!) 5y —> 3 >
D AR DFEER

FNF 77U r— a ORI EERT 2121E, ROFIREZETLET,

AT w71 Cisco SD-WAN Manager ® #* = =.—7>5 [Monitor] > [Devices] DIEIZER L, U A h)v5H SD V—TF 4 > 7
TN AR ET,

ATY T2 EMO~SA T, [SAIE Applications] > [Filter] DNEIZEIN L £ 9,

AT w73 [Filter Byl ¥4 7 /R v 27 AT, VPN ZER L 7,

AT v 74 [Traffic Source] T. [LAN] F721% [Remote Access] F = v 7Ry 7 Ax A4 LET,

ATFwF5 [Search| #27 U v 7 LT, BIRLET A NZITHESHWTT7r—La— RERELET,

TH—La— FRARRSET,
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ATwT6 [Export] %27 U7 LT, 7a—La—R&zn—HILY AT AITT AKR—FLET,
ATV T [ResetAlll #27 Y v 7 LT, TRCORB 74 NV&%VEy NLET,

Flexible NetFlow 7 ') r—< 3 > D R[{RE D FESR

SD/V—7 4 7 FNF 7 7V r—3 a O EZ GRS 52O S 2 AR v |k
T—27 A N w7 &fERd 512iE, show performance monitor context [profile name]
configuration, show platform sofwaretd-l database content dta fnf-statistics, ¥ J U show

per formance monitor context fnf traffic monitoring app-visibility-statscache =~ > K& L £
ED

Device #show performance monitor context fnf configuration
|

! Equivalent Configuration of Context fnf !
|

!Exporters

flow exporter fnf-1

description performance monitor context fnf exporter
destination local controller

export-protocol ipfix

template data timeout 300

option interface-table timeout 300 export-spread 0

option vrf-table timeout 300 export-spread 0

option application-table timeout 300 export-spread 0
option application-attributes timeout 300 export-spread 0
|

!Access Lists

!Records and Monitors
|

|

flow record fnf-app-visiblility-v4
description ezPM record

match routing vrf input

match interface input

match interface output

match application name

collect counter bytes long

collect counter packets long

|

1

flow monitor fnf-app-visiblility-v4
description ezPM monitor

exporter fnf-1

cache timeout inactive 10

cache timeout active 60

cache entries 5000

record fnf-app-visiblility-v4

|

1

flow record fnf-app-visiblility-v6
description ezPM record
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match routing vrf input
match interface input

match interface output

match application name
collect counter bytes long
collect counter packets long
|

!

flow monitor fnf-app-visiblility-vé
description ezPM monitor
exporter fnf-1

cache timeout inactive 10
cache timeout active 60

cache entries 5000

record fnf-app-visiblility-v6
|

!Interface Attachments
|

interface GigabitEthernetb5

ip flow monitor fnf-app-visiblility-v4 input

ip flow monitor fnf-app-visiblility-v4 output
ipv6 flow monitor fnf-app-visiblility-vé input
ipv6 flow monitor fnf-app-visiblility-vé output

Device# show performance context fnf traffic-monitor app-visibility stats cache
Monitor fnf-app-visibility-v4

Cache type: Normal (platform cache)

Cache size : 10000

Current entries: 2

High Watermark: 4

Flows added: 6

Flows aged: 4

- Inactive timeout (10sec) 4

IP VRF ID INPUT INFE INPUT INTF OUTPUT APP Name bytese long pkts long
1 (1) Gi3 Gi5 layer7 share-point 1517476 3277

1 (1) Gi5 Gi3 layer7 share-point 1306568 3463
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T3 VOuIRIEDHEEEFER
WORIZ, ZOFY 2 — /LT LIEREICET 2V Y —AE#®RERLET, ZORIL, V7
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FERLTWET, ZOMERIL. FFCWr0 B2 0WRY . ZRLEO—#HO Y 7 v =7 U U —
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Ty F T =D R—FBIR 2T VT NI 2T A A=V DY R— MNIET AIERE R
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Nry bR T TF Y aRET DT, ROFIRZETLET,

Cisco SD-WAN Manager D A == —5 [Monitor] > [Devices] DIEIZEN L F 9,

TN A& EIRT 5121, [Hostname] ¥ TT A A4 %227 U v 7 LET,

/i~ A T [Troubleshooting] &7 U v 7 L, [Packet Capture] &7 V v 27 LET,

[VPN] 74—V RT, A F =T 2 A AT A NEZ ) TFT 57D VPN IR L E 7,

[Interface corresponding to the VPN] 7  —/L R C, "7y bax v 7 Fx T4 —F v M X —T x4 X
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d) [Destination Port] 7 4 —/L FiZsifeiR— F&E5E2 AT LET,

GE) HETEA— b EsEeR— NI, 77 h2s6 (TCP) £721%17 (UDP) OHAICOHGM S
\iﬁqo
e) FIIWKRZEFERLTRARMT 4 VEEZHHZL, FETXIP T 7 4 w7 E5EIP N T T 47D
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[Start] 27 U v 27 LET,
Cisco SD-WAN Manager (X, fEESNT=T7 4 VW Z AL TART Yy hOF v 7 F v 20 L £7°,
[Force Stop] £/ 4 A L7 U ATV a v EMEHLT, Nry by 7 FyafEIEbTcEEd, 72, SMB
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