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arvhe—F%— REEHBRE— REUD B 51215, F# EXEC £ — K C controller-mode =
<~ U RFEHEHALET,

controller-modedisable =~ > NiZ., /34 A% AT — RIZUI 0 B2 £,

Device# controller-mode disable

controller-modeenable =~ > R, T4 A& a hu—FF— NIV B2 ET,

Device# controller-mode enable
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e FHEY h A=V Fy b A F =T ZADFEE (10 X—)
N—T Ry A H =T 2 ADHKE (11 =)

e EVa— L AU H—T A ADOFTE (13 X—)

« AT OEEFIY KT (13 X—)

« Cisco Discovery Protocol DF L (14 ~—2)

e av U RIA L T I RADRKRE (15 3—)

c ALT 47 = RORE (17 5—)

e XA FI v T V— b OEE (19 3—)

T4 FERTE

HEEE—NTTI A 22 EITDHLE, TS RIT 74NV bOT 7 A4 (T34 ZDPID)
R LET, 7o & xIX. Cisco Catalyst 8000 U —RX = v ¥ 77 v b7 4 — AL, ¢8000.cfg
EWOAFID T 7 ANERKRLET, T RAIZDOT 7 A NVERB L%, EED
files-router-confg & 7= 1% ciscortr.cfg Z#H L £ 97,

TNRAAEIT = 7T v 2Te8000cfg 7 7 A NVERBLET, 77ANVNT— 7T v =
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AREMED & DI AEH D USB % F = v 7 LET,
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FEAFE D USBIZPID E WO AHIDWER T 7 A NVDBSHD—HT, BHET 7 A LD 1 DB T—
N7 T v alldGE. VAT AIEET y AV ERB L THERHLET,

WM E 2 Forn T 2121, WOFNIRT X 912, showrunning-config=z~ > R&EHHA L 7,
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| A

Router# show running-config
Building configuration...

Current configuration : 6504 bytes

|

! Last configuration change at 05:04:58 UTC Mon Jul 6 2020
|

version 17.3

service config

service timestamps debug datetime msec
service timestamps log datetime msec
service call-home

platform gfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
platform hardware throughput crypto 1G

|

hostname Router

|

boot-start-marker

boot system bootflash:c8000be-universalk9.17.03.01prd8.SPA.bin
boot-end-marker

|

|

|

no aaa new-model

login on-success log

subscriber templating

|

!

multilink bundle-name authenticated
no device-tracking logging theft

|

|

!

crypto pki trustpoint TP-self-signed-2347094934

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-2347094934

revocation-check none

rsakeypair TP-self-signed-2347094934

|

crypto pki trustpoint SLA-TrustPoint

enrollment pkcsl2

revocation-check crl

|

!

crypto pki certificate chain TP-self-signed-2347094934

certificate self-signed 01
30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 32333437 30393439 3334301E 170D3230 30353238 32333331
30325A17 0D333030 31303130 30303030 305A3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D32 33343730
39343933 34308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201

8B2FA1A7 29F5E8BD 57EB2459 CBBA7D64 4471BD34 OEC80AF2 0B693D0OC 8DC3F771
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5D377065
E34E5EC6
1EC8F61F
9669BDSE
92868FAD
266E0F49
301F0603
8A301D06
300D0609
F2E09800
F6BAB34D
FF51FBD7
E3393274
DAB97350
2BDD7B4C
E367846A
23F9BEBS8

57F16FD6
AF94ACF3
FD32D662
FC4AEE6E
84871242
81030203
551D2304
03551D0E
2A864886
0B41752A
8328C2C7
816E3D74
201F3C44
17CEBFL1F
TTF419A7
D2208BEF
52A23129

quit
quit
crypto pki certificate chain
certificate ca 01

30820321
32310E30
6F204C69
3834375A
43697363
526F6F74
82010A02
CBB4C798
1C394D78
4ARA4EB80D
7390A3EB
68E69491
C7479096
C55F0D76
DFC7C6CF
06300F06
4B3D31E5
03820101
604EDCDE
D98987BF
467A3DF4
7CATBTEG6
S5FBODAO6
80DDCD16
418616A9
D697DFTF

30820209
0C060355
63656E73
170D3338
6F312030
20434130
82010100
212AA147
462EF239
DB6FD1C9
2B5436AD
20F320E7
B4CB2D62
61F9A4CD
04DD7FD1
03551D13
1B3E6AL7
00507F24
FFAFED2B
E40CBDY9E
4D565700
C1AFT74F6
BO92AFETF
D6BACECA
4093E049
28

quit

1B7AE4D3
DE5F9295
2F062666
EADOODAS
08C4FBED
010001A3
18301680
04160414
F70D0101
B72F240E
781C4A6C
41769DAD
D3EA63B2
2CFC553A
3FOB775B
FE2562B3
4265A869

A0030201
040A1305
696E6720
30353330
1E060355
82012230
A6BCBD96
C655D8D7
C659F715
60B1lFD18
C847A2C5
948E71D7
EA2F505D
3D992327
02030100
0101FF04
606AF333
D3932A66
7TTFC460E
1AECAOC2
6ADFOF0D
152E99B7
494E8A9E
EEBC7CF9
4D10AB75

license feature hseck9
license udi pid C8300-1N1S-6T sn FDO2320A0CF

3C5824B5
AA1C474F
13B8DC71
DD56E370
D5DB5249
53305130
14AE8751
AE8751EF
05050003
21466633
FBB3DBCE
C861B83B
EAB62240
2C95A041
8110B16F
FE96D8A9
C2FA2BAS

46FCDA97
30902D92
031F2119
716EC5CC
336EB488
0F060355
EF7BF338
TBF338F7
82010100
1A2DAF8B
6F5C7100
68C58783
B57200FE
8426DABC
AGTFEFEL
2D2D4FBO
039F4933

SLA-TrustPoint

02020101
43697363
526F6F74
31393438
04031317
0D06092A
131E05F7
9471380D
B98COA59
FFC69C96
DABS553EB
AE3BCC84
C7B062A4
A8BBO3BD
01A34230
05300301
3D3B4C73
86025D9F
CD636FDB
2189BB5C
CF835015
B1FCF9BB
07B85737
8428787B
27E86F73

diagnostic bootup level minimal

spanning-tree extend system-id

|

!

redundancy
mode none

|

|

|

300D0609
6F312030
20434130
34375A30
43697363
864886F7
145EA72C
8711441E
S5BBB5CBD
6FA68957
69A9A535
F10684C7
6811D95B
4E6D7069
40300E06
01FF301D
E8300D06
E838AESC
DD44681E
8FA85686
3CO4FF7C
E973DE7F
F3A58BEL
35202CDC
932E35B5

4A5CA003
TTF6TA29
551A487F
67DATFEF35
0D9A0BO02
1D130101
F7ABOFDS8
ABI9FDSE3
925E6454
6F1C81B5
388A6ADD
0A369849
3E3018C6
AEFC27F7
41EF7FE1
74C40850

2A864886
1E060355
1E170D31
32310E30
6F204C69
0D010101
2CD686E6
1AAF071A
OCFEBEA3
A2617DE7
58E9F3E3
4BCBEOOF
E8250FC4
7CBADF8B
03551D0OF
0603551D
09228648
6D4DF6B0
3A5673AB
CD98B646
21E878AC
S5BDDEB86
1A48A229
60E4616A
8862FDAE

8BOBF2C9
E4934212
7TE3BD46
6F4B3428
8BEE4BF9
FF040530
E3EB151C
EB151CF9
796E21F8
CEO69EEOD
97DOEOCB
32C27426
8013136A
B4A9F3F3
CI9F0268B
914A0BDD

F70D0101
04031317
33303533
0C060355
63656E73
05000382
17222EA1
9CAE6388
700A8BE7
104FDC5F
COBD23CF
539BA42B
5D5D5FB8
DF5F4368
0101FF04
0E041604
86F70D01
49631C78
9093D3B1
5575B146
11BA9CD2
C71E3B49
C37C1lE69
B623CDBD
0275156F

Fornrze i

EO4AB84ES
DBI9B253F
3ES5E7BBD
AD6EF6BD
5D03C416
030101FF
FO9E68DFA
E68DFA8SA
6401BOD1
F88888E4
9407A5A3
04513E09
D9A51431
8C58C682
943A9C62
2B7C2C6E

0B050030
43697363
30313934
040A1305
696E6720
010F0030
F1EFF64D
8A38E520
D8F256EE
EA2956AC
58BD7188
42C68BB7
8F27D191
95135E44
04030201
1449DC85
010B0500
240DA905
6C9E3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0
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|

|

!

interface GigabitEthernet0/0/0
ip dhcp client client-id ascii FDO2320A0CF
ip address dhcp

negotiation auto

|

interface GigabitEthernet0/0/1
no ip address

negotiation auto

|

interface GigabitEthernet0/0/2
no ip address

negotiation auto

|

interface GigabitEthernet0/0/3
no ip address

negotiation auto

|

interface GigabitEthernet0/0/4
no ip address

negotiation auto

|

interface GigabitEthernet0/0/5
no ip address

negotiation auto

|

ip http server

ip http authentication local
ip http secure-server

ip http client source-interface GigabitEthernet0/0/0

ip forward-protocol nd

|
|
!
control-plane
|
!
mgcp behavior rsip-range tgcp-only
mgcp behavior comedia-role none
mgcp behavior comedia-check-media-src disable
mgcp behavior comedia-sdp-force disable
|

mgcp profile default

|

!

dspfarm profile 7 conference security
shutdown

|
line con O
exec-timeout 0 0
stopbits 1
line aux O
stopbits 1
line vty 0 4
login
transport input ssh
|

call-home

I3y b Ir—LOEREE |

l Cisco Catalyst 8300 & & U\ Catalyst8200 & ) —X Tv ¥ 75y hI4—L YT bIz7 avI4FalL—Sav HAFK



IS5y h I —LOERBRE
so—rn i i—s0%E |

! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact
email address to send SCH notifications.
contact-email-addr sch-smart-licensing@cisco.com
profile "CiscoTAC-1"
active
destination transport-method http

end

S—NI)LINTGA—ZDETE

TNAADT B —NVRT A —F 2B ET HITE, ROFIREFEITLET,

FIEDHE
1. configure terminal
2. hosthame name
3. enable secret password
4. no ip domain-lookup
FE D
Fg
ARV RFERETY Va3 B#J
Z 5w 71 |configure terminal Jua—N)Lary7 4 Xalb— gy E— NeBth
- LET (3 Y= K M) |
WOa~<y REFEHLT, v—#&VE— MNik%E
Router> enable 7 gt
Router# configure terminal %éﬁm1/357ro
Router (config) # telnet router-name or address
Login: login-id
Password: ****xxkkx
Router> enable
AT 72 |hostname name THNA ADAFTEEELET,
1 -
Router (config) # hostname Router
AT w73 |enable secret password FONA ANDRIERT 72 A Z2BhIET 5I12i%, K5
bl fbrs A0 — KEIRELET.
Router (config) # enable secret crlny5ho
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TS5y b7+ —LOEREE |

ARV RFERETIVa Y

B8

ATvT4

no ip domain-lookup

1

Router (config) # no ip domain-lookup

TN ARKRMOBGE (A1 A) #IPT KL A |IZ
B L7200 E ol LET,

=)L RT A—F ax s ROFERIZ DUV TIE,
[Cisco I0OS Release Configuration Guidel]] == 7 /L
Ty FEZRL TSN,

FAEY R A—YRY A F3—T 24 ADKE

AU HR—=FROFH Yy b A=V Xy b U F—T 2 A AZFETERTHITIE, T u—L
a7 4 X2l —vary T FNLBKBLT, ROFIEEZFETLET,

FIRDOHE

F IR D

FIE

1. interface gigabitethernet dot/bay/port
2. ipaddress ip-address mask

3. ipv6address ipv6-address/prefix

4. no shutdown

5. exit

ARV RFFERERTIVa Y

=)

AT w 71 |interface gigabitethernet dot/bay/port FRAATCEIE Yy h A=Y Xy h AL X —T =
11 - AADAL T 4 FXalb—ary T— RRefibLE
D
Router (config) # interface gigabitethernet 0/0/1
AT F2|ipaddress ip-address mask BELEXAEY b A=Y Xy b A ¥ —T = A
B - ADIPT RLVALY TRy b AT ZRELET,
IPv47 RLAZRET D2HEI1E, ZORAT v 7%l
Router (config-if) # ip address 192.0.2.2 FHIJEETTO
255.255.255.0
25w 73 |ipv6address ipv6-address/prefix BELESHEY kA —HFF o h Ao F—T A

1 -

Router (config-if) # ipvé address
2001.db8::ffff:1/128

ZADIPV6 T RLALEF LT 4 7 A%TBELET,
IPv6 7 RLRAZFHET HHEIX. AT v 7 20b
NICZDOAT v P EREHLET,
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| 759 bor—LoEXHK
W=TNy Y A8 —T A ADHEE .

AU RFERET7TIV3 Y B#)

AT 7 4|no shutdown XAy "=V Ry N U F—T o f Ao A F—

i - TMIL, EORBEER EOK Y N DER EO
Ty TICERLET,

Router (config-if) # no shutdown

AT v 75 |exit XAy b APy b A F—T =2 ADa
1 : T4 X2l —varE— REKT LT, FHEEXEC

E—FIZED £,

Router (config-if) # exit

W—TNY G A 23— x4 ADEFE

1R BHHEIIZ
N—T N f o H—=T 2 A A I, AAT 4T IPT RLADT L—AKRNE—E L THERE
L. 774V ON—TF 4 o TIERETRME L F T,

N=T Ny ) LB =T 2 AR ET DI, ROFIEZETLET,

FIEDHE
1. interface type number
2. (47T a1) ipaddress ip-address mask
3. (A7v=>2) ipvbaddress ipv6-address/prefix
4. exit
FIED FH
FIE
ARV RFERRETI a3 Y B #
R w71 |interface type number N—T N T AV B —T A ADAL T f X2 L—
15“ : \:/5\\/:&% F‘%Eﬁﬁébi—g«o
Router (config) # interface Loopback 0
ATw 72| (A7 21) ipaddress ip-address mask N—T Ry LB =Tz ZADIPT KL ALY
Bl - Txy N~ AT ERELET, IPV6T RLAEZFRE
' T 5561, WIZFHPT % ipv6 address
Router (config-if)# ip address 10.108.1.1 ipv6-address/prefix av ]\;531%)% l—/iﬁ}
255.255.255.0
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I3y b Ir—LOEREE |

ARV RFEEETIII Y B8

ATFwF3| (X7 a2 2) ipvbaddress ipve-addressprefix |/L—T Ny f X —T A ADIPV6 T KL A &
1 TV T4 7 AERELET,
Router (config-if)# 2001:db8::f£fff:1/128

ATy 74 |exit N—T Ry I L B—=T 2 ADAL T 4 F a2l —

1

Router (config-if) # exit

YarE—FREKTLET, T, Zu—ub
Ay 7 4 Xal—rarE—RIEDET,

1

W—TNNy o 48 —D x4 REBRTEDHESR

WIT, BHIIP T RL AL LTHERET A IP 7 R L2 203.0.113.1/32 DFXEHE » s A —
Fy h A B —Tx2A A FICEBEINDHN—T N7 L L2 —T =2 A4 ADEEW %7
LEd, V=T R A2 —T A RAF, FITv— NPT RLRA%EFD

virtual-templatel (AR 1T HAVE T,

interface loopback 0

ip address 203.0.113.1 255.255.255.255

ip nat outside

|

interface Virtual-Templatel
ip unnumbered loopback0

no ip directed-broadcast

ip nat outside

(static IP address)

showinterfaceloopback =~ > REZ AN LET, ROFID X 5 e NNEREINET,

Router# show interface loopback 0

LoopbackO is up, line protocol is up

Hardware is Loopback

Internet address is 203.0.113.1/32
MTU 1514 bytes, BW 8000000 Kbit/sec,
reliability 255/255, txload 1/255,

DLY 5000 usec,
rxload 1/255

Encapsulation LOOPBACK, loopback not set

Keepalive set (10 sec)

Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0

Queueing strategy: fifo
Output queue: 0/0 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)

0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame,

0 overrun, 0 ignored, 0 abort

0 packets output, 0 bytes, 0 underruns
Output 0 broadcasts (0 IP multicasts)
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0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out

EiF, ROGIRT LI, ping 2~ 2L Tr—T Ny 7 ¥ =T = A
AR LET,

Router# ping 203.0.113.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 203.0.113.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

FEoa—ILAB3—T (4 ADETE

P —BEREY 22— VOEREDFEMIZ OV TIE,  [Cisco Service Module Configuration Guide] @
[Service Module Management] M2 3 = > C [Service Modules| % & L T 72E0,

A7 DEIRIEIY HT

Catalyst 8000 >V —RX =¥ 77 v N 74— ATOEBaTED B TIZLY, 2—F—F S
£ & E 722 Y —E AR CEF/IPSec D737 4 —< 2 A2 CPU 21 7 % Z#IZIE I T& £9°, Catalyst
8000~V —R Ly Ty N7 H— Awa\wﬁ<&%8@®aw37ﬁ%ﬁénf%@

TR T =N —ERT LNl a T ZFRRCEIV Y CH M TEET, ZoaTE
DUETIE, ThbDT Ty N 74— Afﬁﬁﬁﬁﬁéiéi&# EADBERRIC L DR EIC
HASNTNET,

CiscoIOS XE V U — R 17.4 LIF&iZ, platform resource { service-plane-heavy | data-plane-heavy
}a~vr REHEHLT, =R L= T —F2 7L —roMTarzfi#E L4, =720
RELTET w7 7 A NVERENIT DL, T, A2 EETO0ERH Y 7,

Router (config) # platform resource { service-plane-heavy | data-plane-heavy }

CiscolIOSXE U U — & 17.5.1 LI, Catalyst8000 >V — X v ¥ 7T v b7 —Ahit, 27 H
DY TOERMRERZYR—RFLTWET, FILWEID Y TEAINTTHDITT A 2% Y
T— T OMEETH Y EH A

Wiz, a7 ED Y TOEMREE L2 YR — h 3% Catalyst8000 ¥V — A v ¥ 7T v 74—
LDV A NERLET,

* C8300-2N1S-6T
* C8300-2N1S-4T2X
» C8300-2N2S-6T

» C8300-2N2S-4T2X
» C8200-1N-4T
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\)

GE)  FT7H/N FTlE, T3 AREEFOE — R service-plane-heavy T,

KD show 2~ FHENIZ, 5—F 71— ~O CPU a7EHY B TERLTVET,

Router# show platform software cpu alloc

CPU alloc information:

Control plane cpu alloc: O

Data plane cpu alloc: 1-7

Service plane cpu alloc: 0

Template used: CLI-data plane heavy

\}

GE)  FEopfIT, F—FFL—raTEY Y TORKEITT T,

RD show 2~ FHAIZ, Y—EATL—2~0 CPU 2 7HIV HTERL TWVET,

Router# show platform software cpu alloc

CPU alloc information:
Control plane cpu alloc: O
Data plane cpu alloc: 4-7
Service plane cpu alloc: 1-3
Template used: CLI-service plane_ heavy

&P show =2~ RHEIE, PPE AT —Z 2% RLTWET,

Router# show platform hardware qfp active datapath infrastructure sw-cio

Credits Usage:

ID Port Wght Global WRKRO WRKR1 Total
1 rcl0 1: 474 0 38 512
1 rcl0 128: 480 0 32 512
2 ipc 1: 508 0 3 511
3 vxe punti 1: 474 0 38 512
4 fpel 1: 976 0 48 1024
5 fpel 1: 976 0 48 1024
6 fpe2 1: 976 0 48 1024
7 fpe3 1: 976 0 48 1024

Core Utilization over preceding 5475356.7738 seconds

ID: 0 1

% PP 0.63 0.00

% RX 0.00 1.54

% TM: 0.00 1.63

% COFF 0.00 0.69
% IDLE 99.37 96.15

Cisco Discovery Protocol D E& $h1t

JL—24 TlL, Cisco Discovery Protocol (CDP) 737 7 4 /b h CHINIERE SN TWET,
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m v

FIRDOEE

F IR D

FIE

CDP Off FAIEDFERIZ W T,
7230,

FSAVTIOEAD

avvrssy7oez0iE |

[Cisco Discovery Protocol Configuration Guidel %28 L T <

=JL =2

X AE

THRAANDT 78 RAZHMHT 27 A =2 ZRET HI12E. WOFIMAEFETLET,

line [| console |tty |vty] line-number
password password

login

exec-timeout minutes [seconds]

exit

line [| console |tty |vty] line-number
password password

login

end

NGO RWD =

ARV KRFERRETY V3 Y

E:g)

Z 35w 71 |line [|console [tty |vty] line-number a7 4 FaL—a T RERALET,
il - VT, \RRD 2 A T EHRELET,
ZZIWRTHITIR, TRy Y — LR %
Router (config)# line console 0 g
j:EI/:E Lij—o
AT J2|password password 3 Y = VEERBIRRICEA DN A T — FEfRE L&
f EE
Router (config-line) # password 5dr4Hepw3
A7 w73 |login Wktyara /A L BEORRT—RF 2y I %
Bl M LET,
Router (config-line) # login
R T 7 4 | exec-timeout minutes [seconds] 2—PFANPHRHENDETEXEC a~v > R A~

1 -

Router (config-line)# exec-timeout 5 30
Router (config-line) #

=TV EAPET DR ERELET, T4
ME 10 73T, EERET, FREICHEZ BN
Liﬁ—o
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B -~ r510 75208

ARV RFERFTIVaY =)

DRI, 530D L A LT Y FERLT
WET, 100 DXALTTNEANNTHE, #A4
LT RBRELEE A,

AT 75| exit Ao 74 Xalb—aryE —REKRTLT, 7

il - n—/ YL ar 7 4 X2 lb—v gy T— REHEL
£7

Router (config-line) # exit

A7 76 |line [|console [tty |vty] line-number VE—h ar Y=L 77 AHOAMREEE
15“ : L/i‘g—o
Router (config)# line vty 0 4
Router (config-line) #

RTw F7|password password AR AR O IA Y — REfE L E T,
1 -

Router (config-line)# password aldf2adl

ATvT8

login

1 -

Router (config-line)# login

ARty ara A4 UEONRAY — RFx v
7 BRI LET,

ATvT9

end

1

Router (config-line) # end

a7 4 FXFal—art— REKRTLET,
BT, KiHE EXEC E— FICRED £77,

151
WKOFREIL, 2~ RIA LTI EBRA avwr ReERLET,

default LRSS TWD a~vr Nid, ANTLXLEIHY FHA, ZhbDa~v s R
l%. show running-config =~ > ROMEMARFZ, Eshicar 7 1 Fab— g
77 ANMCHBIIORSNET,

!
line console 0

exec-timeout 10 O

password 4youreyesonly

login
transport input none (default)
stopbits 1 (default)
line vty 0 4

password secret

login
|

l Cisco Catalyst 8300 & & U\ Catalyst8200 & ) —X Tv ¥ 75y hI4—L YT bIz7 avI4FalL—Sav HAFK



| 75y Fo+—LoEXRH
2487495 h—toEz [

— . T
A3 TAYvI IL—FDERTE
2ABZT 4T — NI, 2y NIT—Z 2N LEEELNV—T 47 R2AZELET, 2805
DN— kI, TAARAETFITREINET, 2y hUV—7 AR IREHEINT-HEEIC
X, A2 T 4 o7 —FEHLVIL— MIEFHTHILERNDHY I, AXT 4 v 7 )b— MI.
V=T 47 Ta halllo CTHEE SN GE2RE, 774 X—k L— N TT,

AZT 4y 7 = b ERET DI, KOFIEZFETLET,

FleDHE
1. (A7 =221) ip route prefixmask {ip-address | interface-type interface-number
[ip-address]}
2. (X7 =2) ipv6 route prefix'mask {ipv6-address | interface-type interface-number
[ipv6-address]}
3. end
FIED 3%
FE
ARV RFERETY a3 Y B#J
ATy F1| (X7 a1) ip route prefixmask {ip-address |IP /X7 v hDAXT 4 v 7 L— b EFRELET,
| interface-type interface-number [ip-address]} (IPv6 7 KL AZGRET D5ETE. WITHIT 5
B - ipv6address =~ > R L TS 7ZEW) o
Router (config)# ip route 192.0.2.8 255.255.0.0
10.10.10.2
ATFwFT2| (X7 a2) ipv6 route prefixmask IP Ty NDAZT 47 V—MEfEELET,

{ipv6-address | interface-type interface-number
[ipv6-address]}

1

Router (config)# ipvé route 2001:db8:2::/64
2001:DB8:3000:1
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TS5y b7+ —LOEREE |
B <57y —rome

ARV RFERETIVa Yy =)
ATw 73 |end sa—rb ar7 4 Falb—ary T—FEKT
Bl - L. FHE EXEC E— REBIA L E 7

Router (config) # end

REDHEDR

WOBFEFITIL, S85EIPT L Z223192.02.8, V7 Ry k<A 7 71 255.255.255.0 D
RTDOIP 7y b, IPT7 FLA10.10.102 DMOFSA 225t LT, FHAE Y b A
VE—T 2 A A EDLEHL— K TEELET, BEARIZIE, 7y FRREFELD
AH—T 2 ATEEINET,

default L/ RSN TV D a~vy Nk, ANT2083H0 A, ZDa~r N,
running-config =~ & ROEHKFIC, kS icar 7 4 Falb—a 77 AL(C
HEMIORSNET,

ip classless (default)
ip route 192.0.2.8 255.255.255.0 10.10.10.2

ABT 47 N—FRIELLBRESNTWD Z & ZERT 5121, showip route =2~
v K (F7iT showipvbroute =~ K) Z AL, LFS TREINDAZT 4 vV
N— h &2 RO ET,

IPvd 7 R AZEMERATAEEIE. RO L) RHERHOHIRRRENET,

Router# show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of last resort is 10.0.10.1 to network 192.0.2.6

S* 192.0.2.6/0 [254/0] via 10.0.10.1

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.0.10.0/24 is directly connected, GigabitEthernet0/0/0
10.0.10.13/32 is directly connected, GigabitEthernet0/0/0
10.108.1.0/24 is directly connected, LoopbackO0
10.108.1.1/32 is directly connected, LoopbackO0

IPv6 7 L AZEHAT 5568, RO X5 RREAOHINERINET,

H QB Q

Router# show ipvé route
IPv6 Routing Table - default - 5 entries
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s4+2v0 n—roxz I

Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE -
Destination
NDr - Redirect, O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1
OE2 - OSPF ext 2, ONl - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
ls - LISP site, 1d - LISP dyn-EID, a - Application

C 2001:DB8:3::/64 [0/0]
via GigabitEthernet0/0/2, directly connected

S 2001:DB8:2::/64 [1/0]
via 2001:DB8:3::1

> ~ =JL =
FAFTZIVY IL—FDEKRTE
AT IvIN—T 47T, Fvy NI —2 b7 74 v 7 EF bRa k30T, x>
NO—27 Fa harPRAZEHERELET, ¥4 FIv I V—T 40 TOEFIZ, Fv b
U—7 EOMOT R, AT KIS E T,

TNA AL, =T 4 U 7E# T 2 2 (RIP) % 721X Enhanced Interior Gateway Routing
Protocol (EIGRP) 72 EDIP V=7 477w b aLzfiflL T, L— hz@8MIcFE T %
D

« Routing Information Protocol D% E (19 ~—)
+ Enhanced Interior Gateway Routing Protocol D E (23 ~X—)
- - = =
Routing Information Protocol M &% 7E
N—Z D RIP ZRET HITIE, KOFIEEZFETLES,

FleDHE
1. router rip
2. version {1 | 2}
3. network ip-address
4. no auto-summary
5. end
FIED FH
FIE
ARV RFERRETI a3 Y B i
RTw F1|router rip N—H arT 4 Fal—arT— REHBLE

T, BT, L—FZORIPZHEMCLET,

1 -
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&
filt

TS5y b7+ —LOEREE |

ARV RFERFTIVaY =)

Router (config) # router rip

ATvT2

version {1 | 2}

1

Router (config-router) # version 2

RIP version | £7-1%2 D AZFEE L £7,

ATvT3

network ip-address

1 -

Router (config-router) # network 192.0.2.8
Router (config-router) # network 10.10.7.1

EEEG L WSy NU—27 DK T FL A&
LT, RIPZEHATDHHry hT—27 URRERFEL
7,

ATvT4

no auto-summary

1 -

Fy R —27 LoUb)b— h~DH T Xy hb— D
B~ 4 X8, LES, ik, 37
TVT AT AN—T 4 VITERNT T ATV Ry

Router (config-router)# no auto-summary ]‘ 7“7%%%@2(%1%32’1/&?0
25w 75 |end N—H ar 74 F¥al—varE—RekTLT,
Bl - FitE EXEC £ — F&PBM L ET,

Router (config-router) # end

1

X TE DFEED

ZOFREEF/RT DL, FHE EXEC £ — K C show running-config =~ > K& H L

ij‘o
!
Router#

show running-config

Building configuration...

Current
|

configuration : 6504 bytes

! Last configuration change at 05:04:58 UTC Mon Jul 6 2020

!
version
service
service
service
service

17.3

config

timestamps debug datetime msec
timestamps log datetime msec
call-home

platform gfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
platform hardware throughput crypto 1G

|

hostname Router

boot-start-marker
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boot system bootflash:c8000be-universalk9.17.03.01prd8.SPA.bin
boot-end-marker

|

|

|

no aaa new-model
|

login on-success log

|

subscriber templating

|

!

multilink bundle-name authenticated
no device-tracking logging theft

crypto pki trustpoint TP-self-signed-2347094934
enrollment selfsigned

subject-name cn=I10S-Self-Signed-Certificate-2347094934
revocation-check none

rsakeypair TP-self-signed-2347094934

|

crypto pki trustpoint SLA-TrustPoint

enrollment pkcsl2

revocation-check crl

|

|

crypto pki certificate chain SLA-TrustPoint

certificate ca 01

30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
82010A02 82010100 A6BCBD96 131EO05F7 145EA72C 2CD686E6 17222EAl F1lEFF64D
CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38ES520
1C394D78 462EF239 C659F715 B98COA59 5BBBSCBD OCFEBEA3 700A8BE7 D8F256EE
4AA4EB80D DB6FD1ICY9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDCS5F EA2956AC
7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 COBD23CF 58BD7188
68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BCB8EOOF 539BA42B 42C68BB7
C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5DS5FB8 8F27D191
C55F0D76 61F9A4CD 3D992327 A8BBO3BD 4E6D7069 7CBADF8B DES5F4368 95135E44
DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551DOF 0101FF04 04030201
06300F06 03551D13 0101FF04 05300301 O1FF301D 0603551D 0E041604 1449DC85
4B3D31E5 1B3E6Al7 606AF333 3D3B4C73 EB8300D06 092A8648 86F70D01 010B0500
03820101 00507F24 D3932A66 86025DI9F E838AES5C 6D4DF6BO 49631C78 240DA905
604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
D98987BF E40CBDY9E 1AECAOC2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66AS8
467A3DF4 4D565700 6ADFOFOD CF835015 3CO04FF7C 21E878AC 11BA9CD2 55A9232C
7CATBT7E6 ClAF74F6 152E99B7 B1lFCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
S5FBODAO6 B92AFET7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37ClE69 39F08678
80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2FO0
D697DF7F 28

quit

license feature hseck9
license udi pid C8300-1N1S-6T sn FDO2320A0CF
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diagnostic bootup level minimal
|

spanning-tree extend system-id
|

!

redundancy

mode none

interface GigabitEthernet0/0/0

ip dhcp client client-id ascii FDO2320A0CF
ip address dhcp

negotiation auto

|

interface GigabitEthernet0/0/1

no ip address

negotiation auto

|

!
ip http server
ip http authentication local
ip http secure-server
ip http client source-interface GigabitEthernet0/0/0
ip forward-protocol nd

|
|
|
control-plane
|
i
mgcp behavior rsip-range tgcp-only
mgcp behavior comedia-role none
mgcp behavior comedia-check-media-src disable
mgcp behavior comedia-sdp-force disable
|

mgcp profile default

|

!

dspfarm profile 7 conference security
shutdown

line con 0
exec-timeout 0 0
stopbits 1
line aux 0
stopbits 1
line vty 0 4
login
transport input ssh
|
call-home
! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact
email address to send SCH notifications.
contact-email-addr sch-smart-licensing@cisco.com
profile "CiscoTAC-1"
active
destination transport-method http
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Enhanced Interior Gateway Routing Protocol (&% .

end

RIP RELLSEEINTWND Z & &2ERT HITIL, showiproute 2~> K& AL,
LFR TRENDRIPV— MERDTET, ROBIO LD 7B ERRINET,

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets

C 10.108.1.0 is directly connected, LoopbackO
R 192.0.2.3/8 [120/1] via 192.0.2.2, 00:00:02, Ethernet0/0/0

=L

Enhanced Interior Gateway Routing Protocol 5% 7€
WfA T VT =T =A V—F 427 Fua ha (EIGRP) Z&RET HIZi1E. kROFIE

EEITLET,
FIEDHE
1. router eigrp as-number
2. network ip-address
3. end
FED FH 4
Fg
ARV RFEEET7IVa Y B
Z w71 |router eigrp as-number N—Far74F¥al—varE—RERKLT,
i - Jv—% ETEIGRP & A X —7 /W LET, BfEL X
7 L (AS) F I, Mo EIGRP b— &% ~D/b— h
Router (config) # router eigrp 109 Al LET, F7=. EIGRPIFRD ¥ 7 FHF 1244
SNET,
AT 72 |network ip-address EIGRP Z#E M+ 5%y hU—2 DI X hEIFELE
Bl - T (E#EER SN WD Xy RU—2OIPT RLX
M) .
Router (config) # network 192.0.2.8
Router (config) # network 10.10.12.15
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. Enhanced Interior Gateway Routing Protocol 0 %7€
AU RFERET7TIV3 Y B#

25w 73 |end N—H AT 4 Fal—varET—REKT LT,
Bl - FikE EXEC E— REBAAL £7,
Router (config-router) # end

RE DHERR

Wiz, IPR*y hU—2192.0.2.8 &£ 10.10.12.15 TEIGRP v —7 4 > 77 ha)zH
T OREBIZ R LET, EIGRP DI AT L% 5L LT, 109 AEH D ¥ THN
TWET, ZORELEFRT DHIT1E, show running-config =~ > R&MH L E7,

Router# show running-config

|

router eigrp 109
network 192.0.2.8
network 10.10.12.15

IP EIGRP M E L S BRIE SN2 E 9 A i3 2121, showiproute =~ K& AT
L., XFDTRINDHEIGRPL— ML ET, RO KD i@ HOMNInERREN
iﬁqo

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets

C 10.108.1.0 is directly connected, Loopback0
D 192.0.2.3/8 [90/409600] via 192.0.2.2, 00:00:02, Ethernet0/0
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CiscolOSXEY 7 bz 7DEH

ZDETIE, CiscolOSXE Y 7 by =7 % AT — N THEMT 2 HFIEOEBEIC OV L E
T, ZOEIIRDOEY g L TRERINTWET,

¢ CiscolOSXE Y7 b =T Ol (25 ~<—3)

CiscolOSXEY 7 rox7ND{ER

1R BHHIIZ

av Y RIA A H—T A A (CLD) ICEEET 7 '8AT 50, Telnet i H T 555121,
2V —)L (CON) R— h&HEHLET,

<t a T, TS ANDEERT 72 AFECOWTHBALET,

FIE

aAvY RFERIEFT7II Y B#

ATy T | EEEE SN ay Y — Va2 L CCLIICT 7 &
2T 5 (26 2—)

ATV T2|SSHEZHH L2 —IL~DT 7 A (27 ~2—
V)

ATy T3 | Telnet ZfHiHLTCYE—F 2V —A05 CLIICT
JvATBHFE (28 —)

ATFYTE|IUSBL U T/ aryV— L R— b CLIICT 7
AT BHHE (29 X—)
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CiscolOSXE YV 7 ko z 7R |
B esssencosy—sgRLTIZ7 o €T 2 5%

EEEfKcN-a Y —ILZEZFERLTCUIZT IV ERT HAE

CON R— k. no-flow fl{#l & RI-45 =% 7 Z Z1i§ 2 7= EIA/TIA-232 FERIS U 7 /L BakeksRE
TJ, CONKR— MI, V¥ —T DRI SR H Y T,

ZIZTIE, HIEA o E—T oA AT 7B AT B FRIEICHOWTE LE T,
e Y — )L R— & DR (26 X—)

ey — ) A B —T A ZDMHMHTE 26 2—)
VY —)LR— bk EDES
FIg

ATFYT1 MRTI21L—2ar V7 R =T 2ROEIICRELET,
* 9,600 bps (B > /D)
87 —4 Bk
U T 472 L
« 7o —iili#ia L

AT w2 RI-45/RJ-45 r—7 )V & RI-45/DB-25DTE 7 # 7' % . F721ZRJ-45/DB-9DTE 7 # 7% ( [Terminal] M F -
ATE) ZfERA LT, CONFA— MR L E9,

aAVY—IL A3 —D x4 ADFERAE
i

ATV Tl koa<vr ReEAHLET,
Router> enable
RAT9T2 ARX—TNRRAT—= RPBREINTWRWERIT, AT v 73R ET) "2AT—RTar7 T,
VAT A NRAT—REANLET,
Password: enablepass
INAT— RINFAIESD e, FiEEXEC E— K Yo7 hRERENE T,

Router#

T, ¥EEXECE— RO CLI~DT 7 ANAREIZ2D £ LT, MEhRa<wr REANLT, LHExR
BAY BT TEET,
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sshEmALEavy—L~07se2 |

ATv T3 stup 2~ R&EANT55A1L.  [Hardware Installation Guide for Cisco Catalyst 8300 Series Edge Platform.]
@ Tlnitial Configuration] =2 2 a > @ [Using Cisco Setup Command Facility] #Z 8L T 7230,

RTFyT4 ary— N tyrarERTTHICE, quita~r REANLET,

Router# quit

SSHZEAL-aYY—ILADTIERX

Secure Shell (SSH) 1X. F v hT—27 FNRAL A~DEX 2T T—h 77 & 25820k
57 ban <y, T4 ATSSH VAR — FE2HECTHI2%. ROFEEZFEITLET,

FIE

ATFYT1 RANGERELET,

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

TDORANGIE, TRAADKRAREZIZIP T RLATT,

AT T2 FNAZXADDNS RALVERELET,

Router (config) # ip domain name cisco.com

ATwF3 SSH THMHT 25 SSH F—24AR L 9,

Router (config)# crypto key generate rsa
The name for the keys will be: Router.xxx.cisco.com Choose the size of the key modulus in the range

of 360 to 4096 for your General Purpose Keys. Choosing a key modulus greater than 512 may take a
few

minutes.

How many bits in the modulus [512]: 1024 % Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 0 seconds)

Router (config) #

ATY T8 T 74V FTIX, vtys? transport | L Telnet TF, Z DA, Telnet (37 1 E—7 L THY | SSH DA KR —
hENET,

Router (config) #line vty 0 4
xxx_ lab(config-line) #transport input ssh

ATw TS5 SSHHFAHOZ—TLEER L, v/ A VRitad A 2 —7 M LE T,

Router (config) # username jsmith privilege 15 secret 0 p@ss3456
Router (config) #line vty 0 4
Router (config-line) # login local

ATFvT6 SSHEHHLTTNA ZA~DY T— MEGREHER L ET,
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CiscolOSXE YV 7 ko z 7R |
B erezsmicus—ravy—unscUicF o ERT HH%

Telnet #{EFERA LT E—F VY=L CUIZTIERTBHAZE

T2 TIE, TelnetZFEHLTYE—F a2y Y —iAnECLICT 7B AT AFEICHOWTEH L
i‘j‘o
e Telnet Z{HH L TTF A 222V — )Lk T A7 D[R (28 2—3)

sTelnet ZFH L TCay V—I A B —T oA AT VAT BHHE 28 2—)

Telnet Z AL TT/\A RV Y —ILIZEHKRIT =0 D%EHE

TCP/IP > NTU—27 5 Telnet ZEH L TT SA R Y E— h 7 78 AT 5T, linevty 7
g—sL ary7 4 Falb—varyavry REEHLT, 1&*%%516@{‘?%#?@ I\ﬂ“é o1z
TNRARAERELET, 2P L TrI A U ERRT— RORELZERT D LI, B
U AREIRR AR E L ET,

linevty 70— L a7 4 ¥ alb—3ay a<y ROFEMIIOWTIE,  [Cisco I0S Terminal
Services Command Reference] &M L T 72 &0y,

[[I#/ S AT — K& VTY ([ZIBIT 5121E, login =~ RO ERZ password =2~ > K& ffi -
THRAU—RERELET,

PRE, BRE, YA T 47 (AAA) EEHT 585G 1E. loginauthentication =~ > R3¢

& LiT login authentication =~ > KZfEH L CTY & f‘ 72 XET D &I, [FfRE LT AAAFR
EIZBT 20 74 Rk s eV 9127 5121, aaaauthentication Iogm Ja—)L a

/74ﬂ%lv%:/a/:7/l\%f%ﬁﬁbf VA RNEBRETHLELDHY 7,

AAA Y —E RO SV TIE,  [Cisco I0S XE Security Configuration Guide: Secure
Connectivityl] 3 J O [Cisco I0S Security Command Reference] % &R L T 72XV, login
line-configuration =< > ROFEMMIZ-SWTlE,  [CiscoIOS Terminal Services Command Reference]
ML TLEEN,

Flo. T AT Telnet #6532 AIIZ. T35 ADHNIRARA ML ETLIELT A ATRE SN
72IPT7 RLAZTG L TR MERH D £7, Telnet ZfEH L CTT /A RNTHRET D7D DE
TEDFEM, Telnet h—ERADH AL <A XFik, BILW Telnet ¥— 2 —7 » ZDMH FIEIC S
WTIE, [Cisco I0S Configuration Fundamentals Configuration Guide] #Z R L T 72 &0,

Telnet #EALTCaAVY—ILA VA=A RIZT O ERT HHE

FIE
ATV T WREZIIPCHLXRONWT DI~y REALET,

e connect host [port] [keyword]
 telnet host [port] [keyword]
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http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book.html
http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book.html
http://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-3s/products-command-reference-list.html
http://www.cisco.com/c/en/us/td/docs/ios/termserv/command/reference/tsv_book.html
http://www.cisco.com/c/en/us/td/docs/ios/fundamentals/command/reference/cf_book.html

| CiscoloSXE YT by 7 DEA
USBLUTL O Y—L— ki elic7 o 2T e I

Z 2T, hostiZIET A ADHRA ML EIZIP T FLUAZFE L, portiZIX 10 DR — hES (F7 4+

JVRIE23) EEEELET, £72. keyword (12T AR — FSNDHF—T— REEELET, ZhbDa~vy

ROFEMIZOWTIL,  [Cisco IOS Terminal Services Command Referencel] Z#Z ML T 72 &V,

G¥) T BAY—N—% AT 55, FAMERITIP T FRLRIZIA T, A%7eHR—
F& S (7= & 2% telnet 198.51.100.2 2004) ##57E L £,

&Iz, telnet == > R&EH LT, router & WO ARFTDOTF A AT AHE2RLET,

unix host% telnet router
Trying 198.51.100.2...
Connected to 198.51.100.2.
Escape character is '"]1'.
unix_host% connect

ATFwT2 u A RAU—RKEATLET,

User Access Verification
Password: mypassword

Gx) INRAT — KPR E I N TWRWIEATX, Return ZH L £,

ATw T3 22—V EXECE— Kb, enablez~> REZ AN LET,
Router> enable

AT T4 RAT—=R T7ar7FRC, VAT LA RNATU—=READNLET,
Password: enablepass

RATYTE AR—TILRXAT—= RBRFAENDE, FHEEXECE— K 77 "R RO X HIZFRENET,
Router#

ATV T6 ZNT, BHEEXECE— RO CLI~DOT 7 B ANA[REICA N E LT, NERhav L REANLT, LER
BAY HFITTEET,

ATFw T Telnett v a 2T+ 5120%, exit £721F logout =~ > R&EHEHL £,

Router# logout

USBL Y7L arV—I)L R—btDLCUIZT I ERT DAE

=B 5> TWDBBMNMDY AT LAREAN=ZALTHDHZATBI=R—rUSBIIUT
L ayy—ult, XA 7 BUSB XAy —T A EERLI-A—2D) E— NEHAEYR—FL
T, RO~=a2T VD [ary ) — NV REFITET L~OER B/ a2 LTLTE

éb\o
« Cisco Catalyst 8300 >V — X =¥ 7T v b 74 —Ah N— KU = T7HETA R
* Cisco Catalyst 8200 >V — A =¥ 7T v N7 4 —L N— KU = TEHETA K
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CiscolOSXE YV 7 ko z 7R |
B =—®—rra—rtrvropmssx

F—AhR—Ka—+rhy FOERAE
a2 NZit, RXFE/NLFORMZIHY FHA, /-, a2 FBILORT A—2 3, B
R ARERfhD 2~ REITNT A—F L XBIA[RE/R U E TEB T £ 7,

WOFIZ, a~r ROANBIONREHFEHT S F—F—RKa— by bERLET,

R2:F—K—FOYa—-thvt

*—% B #

Ctrl-B E7zife—F—" =YV TR AR LET,

Ctrl-F £7-13—>%—! H— % 1 CFFIET AN ED £7,

Ctrl+A A=Y N&axs RTA4 U OFEHEICBEH S &
7,

Ctrl+E =Y Nea<vs RTA4ORRIIBEHSE
£7

EscB =Y N% 1 U= Il %AHICRLET,

EsF A=Y N& 1V — 2T aictEd £9,

BEE/NY ID7IZ&DaT FOEUHL

JEIRES > 7 712iE, BHRNCASD LZ20 Da~y RBERGFEINET, Fblda~r Rak
HALT, FANETICREEES RN TWSa<wy RIZT7 782 TE 1,

ROFIZ, AV EHfa~v FO—HERLET,

£33 EXRNYBEHROATUFR

= - N =E]:g]

Ctrl+P E7-1%t % —! BNy 7 7 ND <> REROHLET,
BBICFET Lo~y FRROISHEORH &
FT, F—EMF0N, L Evnav s R
MIAER TR SIVET,

Ctrl+N E721% 1 ¥ — ! Ctri+P £7-13t ¥ —CTa~vr &R L7
#%T, BEASyZ7yRAOX DLV R
R £9,

Router# show history EXEC E— R T, &EIZAT L2 20D

avr RoO—ErFRrLET,

VI — % CX 5200, VTI00 72 &> ANSI BHasRICEE S E T,
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| CiscoloSXE YT by 7 DEA
avvrE—riont [

AT KR E—FIZDL\T

CiscoIOSXE T T& 52~ R E— RiE, KD CiscolOS T TE5a~vr FE—NF
ERICTY, ZAUIEMEE— RTOAYAR—FENET, CiscolOSXE Y 7 by =727 7 &
AT DIV, CLIZ A LET, CLIIKITEREDOE— RB3H L2 b, FIHTE S a~v R
IEZDORFRTRHHLTWDE—RICLV R ET, CLIZVR T R T/ AT ary v—7
? ZANTDE, TNEFNWOa~vy FE—RTHHATE 2 a~y RO—E2RG T £7,

CLIiZca /A v Lzt &DF— FiZ2—V EXEC £— F T, =—V EXECE— KTiL, 4
TXHavy RBREIBENTVWET, T _XTOa~vy REEHTE5 L 91CT5121E, @i
NAT— REMHEH LT, FHEEXECE— FZBAGT 20 ERNH Y £7, FHEEXECE— R D
X, #XTCOEXEC 2~v > K (22— E— REIIHHEET—F) 2T ET, £2, 7
=L a7 4 Fal—a T RERET 220 TEET, ZEAEDEXEC =2+
YRIF1ERY Oa<r RTY, 728 2, show a2~ R THIITEER AT —Z ZIERN
FoREN, dear Ay RTHIUL, BV FR0A X —T = AN VT EEd, EXEC=
<~V REY 7 b =7 OFEBRHIRTE SN EE A,

a7 4 FXal—varE—RTIE, ETar 74 X2l —va U BERTEET, Dk,
FITar 74X al—Ya B A — Tyl ar7 Fal—a ARELTERLS L, &
HEINnlea~r NIy 7 b7 OFEE#%RLREFEINET, FEODa Ly 74 Falb—va v
T— RE2BBT DI, o=V ar7 4 Xal—ray T— 2B T520ER’HD £
T, Ze— L ar 74 Xal—aryE—RTE A ¥ — T2 Aar T 4 Fal—T3
YE—F, BT e bavEHAE—-NREZOMOE— RERBTEET,

ROM £ =4 £— KX, CiscolOSXE ¥ 7 b7 = 7 Nl m— K LARWIEAIHER S 55
fAoE—RKTT, Y7 by =T OEEIF, EIXEBRFHCay 7 Fal—Tar 77 AR
L TWDEAIC, ARy 7 b0 2T A A=V A onbR0uE, Y7 Y =7 1ZROM
FE=H E—RNERWBTHZEND ET,

WDFEIZ, CiscolOSXE V7 F =27 DIEIFER—HMa~v L FE—RK~DT 78 A )
B, FRET 7 8AEK T T2 HIBEZOWTHBALET, £/, £ FRTERINDE T BV
T hOBHIRLET,

R4:AXVFE—FOTIRRAFEBLIUVRTAE

aAYU K E—F TORRAE JarvJh RTAE
= —#— EXEC ns4 v LET, Router> logout =~ > K& {fi ]
LiTo
e EXEC Z—H EXEC *&— R 7> |Router# 2 —HF EXEC &— KI|Z
o, enable=~>r K% RAITIHE, dissble =~
fEALET, Y REERLET,
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CiscolOSXE YV 7 ko z 7R |

ATk E—FK

T ERFE

Jov7k

RTHE

Ja—\)arz gy
Fal—rar

Rt EXEC E— KT,
configureterminal ==~

Y REERLET,

Router (config) #

Ja—\)arz gy
Xal—TarE—K
B EHEEXEC E— K
IR D121, exitor
end 2~ RZEMHHL
*7,

A EB—Txf A
T4 F¥al—T gV

Ja—N)L a7y
Xzl —v g F—FR
T, interfacez~ > K
EERALTA 2 —
T oA ABEELE
7

Router (config-if) #

Ja—N)L a7y
Xal—I g rE—FR
IR DIZIE, exit 2+
YREEALET,

HibE EXEC B — RICERE

DL, end 2w F
EHEMLET,

l Cisco Catalyst 8300 & & U\ Catalyst8200 & ) —X Tv ¥ 75y hI4—L YT bIz7 avI4FalL—Sav HAFK



| CiscoloSXE YT by 7 DEA
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ATk E—FK

T ERFE

Jaov7k

RTHE

W

TAA AE, DK D
REOIC, BIE— K
EIAT B0, ET21
PZWE— N7 7 X
LET,

« SR o T,
Cisco IOS 7't
A CREENRAEL
7L xiz, 2l
E— ROBIGT 5
ZERBYET,
2L, FEAE
DY, T3 A
Te—RahE
7

Z—HN
transport-map =
~ U REFEHLT
RELIZARY v—
kv, ZrE—
R23BREET D56
B ET,

TL—IE5
(Ctrl-C,
Ctrl-Shift-6, F7=
IZsendbreak =~
YR AT
L. T L—U1EE
B LIz T A
ANZWE— RIC
BATT DX )Tk
EENTWBHES
NhHYET,

Router (diag) #

Cisco IOS 7t 2D
fEE |2 > Cigre—
RABRIG S =56
. Cisco I0S DR
ERRR LT2121C, T3
A A ZHEH) L T2k
E— REKTT L0
N0 ET,

FONA AN
transport-map % & (Z
K-> CTEZWre— K%
WMLIESE, 73 A
2T 7B AT HIZIE,
BIDOR— N EFHT 5
7>, FE 72T Cisco 10S
CLIIZE:RE T D & D%
ESNTHEEEHL
7,
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avU kR E—F

T ERFE

Jov7k

RTHE

ROM =4

¥iME EXEC £ — R T,
reload EXEC =<2 K
R LET, VAT
LOFLENRE, FHAHID 60
FLINIZ Break ¥ —%

rommon#>

ROM E=% £— K%
KT DITIE. Ao
A A=V % FETT —
N5, ERITEE
T—hrERELTY

LUES, vy NEFEITL, AR
MAA=TUPRa—RE

noE I LET,

ZHE—FOEE
TNA AL, RO K5 BRGAIZ, ZRre— REHIGT 50, 32kt — N7 7R LE
R
c10S 7 ut ZADEENFERDOLEENH Y £1, HHWE, 10S 7ot A TREENRFKEE L=
EEIWEVAT LNy b THZERNH ET,
stransport-map 2~ R&E-> T —HREDT 7 BA KR v—nmREINDH &, =2—HF
IIREE— NicBE s nET,
« TNRA AT 7 BALTWBRBICIKET L—2155 (Ctrl-C £7=1% Ctrl-Shift-6) 23 A7)

S L, Tv—U0EEEZE LT A ARSHE— Felthd 2 Lo cEsh T
LHENHY £7,

ZWrE— R ClL, =2—HEXECE— RTHEHRERa~vy Fob 7y bR TEET, =
Davy Rk, ROLI RGEICHEATEET,

< 10S DIRAEE/L L, TAA A LD I I FREEZRAET S,

e T 4 X2l —Ta VOBEIMIAE IR — ARy T,

< 10S F72ITZF DO 7 1 2O FEL RIS 5,

e TN ALK, TV a—/b, FHEMON— R 2T arR—R bR EONN—= R =T
V7 — K95,

«FTP. TFTP. BLUSCPR ED Y E— T 7B AFREHEH L., TS R THT 7
ANEEE . FTIET A ZDSD T 7 A JLVEEE,

PHIOT /R34 A TiE, BEERIZ ROMMON 72 & Ol [Rff & 7 27 & 2 S5 X% L T Cisco 10S
MEEZZML, NI Nva—T 4 v T E{ToTWELER, BT —REEMATLE. LV
i —— A VH =T oA A LTI TN a—T 4 T TEL LR ET,
PZWrE— R 2= L, CiscoI0S 7t ZANIEFICEEL TV & & THLEIERRETT,
IhbDa<y Rk, T ABNEFICEHEL COWDAHA. T3 ADORHEEXECE— K TH
HTE T,
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ANILTDORTE

NPLETH |

CLL7u 7 FC8@ME ) 2ANT5¢, a~vr FE—RFRTEfTE2a~r Fo—&
NERENFET, T3 T ANV THRER TS L, o~ RicEET X —U—F
LHIEDY A NERSTEET,

aw RE—R, a<U R, F=U—F, £238I1BICEEO~NNT E2ERT DT, kD
<~ FoWwWFhmnzEa L £,

av vk B
help aAx Y RE— RONVT VAT OB AR
Lij‘o
abbreviated-command-entry? BEDODNFEARN) I THEEDLa~v FDY
A MPRFRINET
6= av R EEMFOMIZAN—Z
IIRETT,
abbreviated-command-entry<Tab> BrEDavy R4/ LET,
? FrEDa~vy FE— FCHEATEIR2a~vy
RO—EEFKRLET,
command ? av U RIA U TRICATTT DHEDSH % F—
U— RERFIEBFERINET
() a~v o R ERMFORIZAR—2X
AL TS EEN,

AR AT 3 DRE B

ZITE, avr FEXORTFIECOWTHH LET, 2~y FEXCE, EEEIINA
DF—U—RFBLUOSIENEZENLTNET, a~vr FOF—U— R FBRLUSIHERRT HIC
X, 27 4FXab—vary e NCRHEG () AT, Ehidavy Ro—i
AT UTARIT 1 AR—RZ21FC, %5 () Z AL E T, CiscolOSXE V7 b7 =T (T
LV, FHTRERF—TU—-FBLOF DY Ak EfEAATANEREINET, &2, 7
m—Lary 74 ¥alb— gy E— RCarap A~v 2 FOTRTOF—U — 721351 5%
FTRTHITIL, arap? EASLET,

avy RV THIOHRO <er> Gl 3tfT2 R LET, HinF—A— FTiE, CR F—I%
Return ¥ — T, HADOF—AR— FTIL, CR ¥F—|LEnter F—TJ, a2~ R~V T DK%
D<cr>fimld, Enter ¥F—52M L Ca~vr REEREIELA T varnbsrl b, B W<er>
FLAIZEATT DU A MNOBIHBL O —TU—RiZA 7 a v Thir 2R LET, <cr>it
BT OEAE, EHATRER I E I — U — RAMUIZFEE T, Enter ¥ —%2 L CTa~
YV RERERSEDILERNHDZ L ERLET,

ROKIZ, a~vr RATZEOT=OZ@MEF (?) Z2FEHT 26045~ LET,

Cisco Catalyst 8300 # & U Catalyst8200 > ) —X Ty 75y k74 —L YT bz 7avI4F¥aL—av 14K |



CiscolOSXE YV 7 ko z 7R |
B o< rr7vaom%: 6

R5:ARE AT arnBrE

avw vk oAk

lgouter>denz-<1ble . enable =1~ > F‘&/\OXU*‘ }‘é"]\jjbf\

assword: asswor N
Routent Kb EXEC a~ > RICT 78 A LT, 7

a7 RN I>) D T#) ICEbo=h
(5] : Router> D35 Routerd) . qé_f% EXEC
F— RNiZg0 Fb->TnET,

Router# configure terminal configureterminal q:ije*% EXEC =2~ K& A
Enter configuration commands, one per line. N o . N .
End with CNTL/Z. LT, Ir—r arZ 4 Falb—va
Router (config) # VE—REHBLET, FTu— L o

T4 X2l — gy E®— BB END
L. a7 M2 RrRouter (config) # WPV
*7,

Router (config) # interface GigabitEthernet ? | ¢~ fZ 7 . ¢/ 2 o2 7 A X2l —Tav
<0-1> GigabitEthernet interface number . - .
T— NPT 5121%, interface
Router (config) # interface GigabitEthernet 0/?| GigabitEthernet Ja—n)L a7 ¥
L—varavwry FefHLT, &RETD

<0-5> Port Adapter number

A B =T e AERELET,
Router (config)# interface GigabitEthernet
0/0/2 RIZA~ U R ITA AT LD0ENR D D
<0-63> GigabitEthernet interface number a2 REFERT AL, ?2EANLET,
Router (config)# interface ERE= NP \ SAN
GigabitEthernet0/0/17? <er> L7 7) %Téﬂ‘(b Ebﬁm L, Enter
<0-5> ’\"%H%FEF‘LT:??/ F%f’:TT%iﬁ*o

Router (config-if) # . -
A H—T A A AT 4 Fal—g

E— MRS ND E, TR
Router (config-if) # IZ&H VY F£9°,
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avvrrTFvavors: 6

avy kR

AT

Router (config-if) # ?
Interface configuration commands:

ip

Interface Internet Protocol
config commands
keepalive Enable keepalive
lan-name LAN Name command
1lc2 LLC2 Interface Subcommands
logging Configure logging for interface
mls mls router sub/interface commands
mpoa MPOA interface configuration
commands
mtu Set the interface MTU
no Negate a command or set its
defaults
ntp Configure NTP

Router (config-if) #

A B =T 2 A RMFHTE DT XTOA
VH—T A AT 4 Falb— g0
~ U ROU AN ERRTHITIE, 22 AL
£9, ROBITIX, EHARERA L F—T =
fAaryT7 4 Xal—vagryavwy KRD—
T AR L TOVET,

Router (config-if) # ip ?
Interface IP configuration subcommands:
access—-group Specify access control for

packets
accounting Enable IP accounting on this
interface
address Set the IP address of an
interface
authentication authentication subcommands
cgmp Enable/disable CGMP
dvmrp DVMRP interface commands

hello-interval Configures IP-EIGRP hello
interval

hold-time Configures IP-EIGRP hold time

Router (config-if) # ip

A BE—=T o2 ZADFEEDT-ODa~x R
ZANNLET, ZOHITHE, ipa~vr Fx
ERHLET,

WRIZa~< NI NCANTHVERD D
a<wr REFERTHITIE, 2EATTILET,
WOBITIEL, FEHFTRERA V F—T = A A
IPary 7 4Falb—aryavwy RO—E
7ZFERLTHET,

Router (config-if)# ip address ?

A.B.C.D IP address
negotiated IP Address negotiated
over PPP

Router (config-if) # ip address

AH =T 2 A ADFEDTZODOa< K
AN LET, ZOFITIE, ipaddress=~
VREHFEALTCOET,

WIZa~ R IANCANT H0E R DD
g~y REFRRTDHITIE, 2EADLET,
ZOFITIE, TP 7 K LA F 721 negotiated
F—U—FE2ANTIOILERHY 7,

BIT (<er>) IR RINEHA, 2D,
a<y RESERIELIE., BIoF—TU—
REZITBIEREANTDHHLERDY 7,
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B o< FonoBE £ defaut B OB

av R =P A

Router (config-if)# ip address 198.51.100.5 ? FHTA X —U— REAII81EEZ AN LE
A.B.C.D IP subnet mask - . .
Router (config-if)# ip address 198.51.100.5 ’91—0 ‘—@@JVC!:}:‘ IP 77 F LA 198.51.100.5

ZERALTWETS,

WiZa<wr R4 NCANNTBHELEND D
a<r REFRRTDHITE, 28 AN LET,
ZOBITIE, IPYH TRy N~ A7 E AT
HZMERDH Y ET,

<cr> [IRRENFFA, TDFD, avy
RZSERSE DI, BIOF—U—RZE
7213518 AT T 20BN £77,

Router (config-if) # ip address 198.51.100.5 Py 7y h~AZ&ZAHLET, ZOH
255.255.255.0 ?

secondary Make this IP address a VC‘L:’L’\ IP"j‘jZ\wy I\ ?7\7 255'255'255'0%
secondary address L CWE9,

<cr>
Router (config-if)# ip address 198.51.100.5 WiZa<y KR IA4 N ANTALERS A
255.255.255.0 vy RERRTHICE, 28 AN LET,

Z OBITHX, secondary F—U— K& AJ13
57>, Enter ¥—%H L F9,

<> NFETREINET, Enter F— AL T2
VU RESETT D0, EEFOF—TU—
REANDLET,

Router (config-if)# ip address 198.51.100.5 Enter%*é’*ﬁﬂ LCa<wy }‘%_’%T Lij«o
255.255.255.0

Router (config-if) #

AT FDno KB KU default KX D{E

FETRCOar 74 Falb—rvaravy RanBAnH 0 £9, —&i2iX, nofgXafE
AL THEZ T LET, BME SN TV AEEEZ FFOENC LY, T 74/ h Tl
BREZANCT DL, noF—V—FREZHRELRNWTa~vry R LET, L xiE IP
N—T 4 NI T 7 4V S THN T, IPA—T (> 7 &8I+ 521, noiprouting =~
YREMEHLET, IPL—T 4 7 HBUAEMNIT ST, iprouting=~ > REEHLET,
CiscolOS V7 b =7 Da<w KU 77 L2 A%, a7 4 Fa2lb—yay avwy RO5E
BT, BXOnERXOa~r ROBENTH N TWET,

%< O CLI 2= RiZiZddfault I b H Y £9°, <command> default command-name % 38179
Hi, avw  RETF 74V MREICETZENTEET, CiscolOS V7 b =7 a<wr KU
77 LUATHE, L= BARno B0 o~y FETRRLEEN ddault B D a~ o’
TIEITENDHAE D, dfault EROBEEENTA SN TWET, VAT ATHEHATE LT 740
Fawr REFRTAHICIE, 4T Ha~vr FE— RTdefault? & AT LET,
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avosxaL—varozanis I

AV 74 X2AL—Y a3 DERORE

REDELEAL— R T v 7 a7 4 Xal—va IR FELT, Y7 hu=T70)r— R
EENRAE LG AICETRNREN KDL 5129 51iE, copy running-configstartup-config
avr REEHLES, RICFEZRLET,

Router# copy running-config startup-config
Building configuration...

RIEDRIEE I DD Z ENH Y T, REVREFSND L, ROBDBFRENET,

[OK]
Router#

COEEICE Y BREN NVRAM RSN ET,

A IJ4FaLb—23ar I ILDERE

AE—=K Ty T ar7 s Xalb—ary 77 A MInvam: 7 7 AV AT DIRAFS L, E
Tary74F¥alb—ralr 7740 Esystem: 77 A )V VAT MR FEINET, T3
T4 X2l =gy 77 ANVORIERTIE, oWV OhDvRa )v—4 77 v N7 3—25
THEHAINTWET,

VA N—FOHFIRA LT UAD—RELT, A= Ty ar74FX¥al—a
¥ 77 A NENVRAM N OO NWTNDDN—H 77 A )0 VAT AZab—L (XHIZEM
THAY NT—=7 =2 abt—L7T) | Xyl T v 7% Lo TBILERHY T, AF—
N7y 7ar7 4 Xal—aryTZryANERNy 77 v 7 LTEL E, L0 E TNVRAM
ORI = Ty T ar T4 Falb—vary TrANUPERTE R Rolo b XlT, AF—
Ny ar7 s Xal—vay 77y A VEHBEICRE T £,

AP =R T T a7 4 Xal—raly T7rANDONNy 7T v 72, copy 2~ REfEH
T&EET,

AT 4 X2 lb—ay Ty ANVOEBOFEMIZ OV T,  [Cisco I0S XE Configuration
Fundamentals Configuration Guide] ® [Managing Configuration Files| DIHZZH L T 72 &0,

show a7 FELEUmore A< FOEAD T ILA ) U5

showEB X UO'morea~ > RO NERBLTCTZ 4 NH ) 7 TEET, ZOMKEEIT. KEOH
NEW_EZDMEND DHGEC, RNERH D ERINT D255 HET,

Z OMEREZE 9121, show 7= more=~ 2 RiC 34 7] 85 () %%, begin, incdude,
exclude DF¥F—U— ROWTINE AN LET, SOITRBEIZTZANZ ) TONELIE
HEBCHELET (KXFL/ICFIERBISNET) o

show | {append | begin | exclude | include | redirect | section | tee} regular-expression

O, ar 74X alb—var 77 A NVNOFEROEEEDITIZ L F T,
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B 7 xommt+o

TINA ADE

CiscolOSXE YV 7 ko z 7R |

1

Z OfFITIE, show interface =~ > FOERfF (includeprotocol) ZfH LT, X protocol 73
FRENLDHINTOREZRLET,

Router# show interface | include protocol

GigabitEthernet0/0/0 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0/0/1 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0/0/2 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0/0/3 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernetO is up, line protocol is up
0 unknown protocol drops

Loopback0 is up, line protocol is up
0 unknown protocol drops

BIRA 7

TNA ADERAA v F oA T OMBEILT DI LT, TAA AEZNDTHLEEBICF 7ICTEE
T, 7277 L. NVRAM IZxT AR E DK% D WRITE HLIEIC A T-F T2 7 4 X2 L—
var~OEFEIIRbNET,

7A4X® BIREA 7T RS, AZ— b7 v TRICHBERBEPRFESN TN D Z & 2
L7, copy running-config startup-config =~ > Ni&, %E% NVRAM IZfR{FLET, T
/1’740) BIRAEAINLD & RAFSNTZRETT A AR S IVET,

TS9N IA—LBEUVOLROAYVI LI T A A—DDYHR— ME

HwDEE

CiscolOSXEY 7 bV =7 1E, BEDT 7w 74 —LEYR—FTDHY T =T A A=V
TN 7 4 —F vy b L TRy r—fbanTnEd, HFEDTT7 v N7+ —AT
D74 —=F % By hOITNV—=T2MEHTEL0E, V) —RFENDLV AT YT MY =
TAA=VIZE-oTHRRVET, FEDV ) —ATHATELY 7 =T A A—=VDty
NERER L2, HAHEEENRRFED CiscolOSXE VY 7 b =7 A A—THEMAENE H 2
Z R L7- 0 9 5HI21E. Cisco Feature Navigator Z {9 %2>, [Release Notes for Cisco I0S
XE] #Z LT ZE0,

Cisco Feature Navigator O {# FH

Ty T =LY R—FBLOY T M =T A A=V OYR— MIET AR EZRTET5
21X, Cisco Feature Navigator % f#i il L £, Cisco Feature Navigator (%, fFEDY 7 b7 =7
VU=, Z4—=Fx &y b, FLEFTT7y 74+ —Lb% VAR — 7% CiscolOSXE DYV 7
=7 A4 A=V &HBITE %Y —/LTF, Navigator Y —/L&FEH T 5121F, Cisco.com D7
I MNIVEDY FH A,
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| CiscoloSXE YT by 7 DEA
Software Advisor D% .

Software Advisor ) {# A

T A 2% Software Advisor ¥ —/L & #ERF L CU E T,  [Tools and Resources] Z &L TL 72X
U\, Software Advisor > —/V AT 5 &, & HHHEDS CiscoIOSXE U J — A THR—FSH
TWBWEIDEMERLTZY, ZOWED Y 7 MU =27~ T NVERRLIZD . T3 R|Z
HESNTHDHN—RT7 =27 TOCiscolOSXE Y 7 b7 =7 O/ 7 b7 = 7 B2 fei8 L
2O THZENTEET, ZOY—NIT 7 AT HITIE, Cisco.com DGR —FTH DM
Wb ET,

Y227 VI)—R/—+DfER

PUF OFEIEIZ DUV TIL, Cisco Catalyst 8000 >V —X = v ¥ 7T b7 4 —A5D [Release
Notes] ZZMH L T EE 0,

o AE VT B HESEF I
« ERE 1B KU 2 ORMERIS K ORI 7~ D 1F E FHIH

VU =R/ —MIE, HKHOY Y — x*lﬁ@kﬁﬁﬁﬁéhfwiﬁo:n%®%ﬁ’
VRO U U — ZCFERE A OREREICET D ERA G TR TV RWZ ENRH YD £, FrelcB
HZNETOTXTOERITOU \T I%. Cisco Feature Navigator (http://www.cisco.com/go/cfn/)
ZZRL T TEE,

CLityvi 3 EHE

KTV T 4T EALT U MERELT, MEINICHEHAT 2 ENTEET, Eyvarnmy
JIWZED, 2 ND2—FRRA AT EEEZMAIL EEXTERNWE D ICRETEET, £
%ﬂ%&¢&1®#%N7?4ﬁW%7DfZ’iofﬁ%éhé@%%@kbm\GJ%V
var 77 2RI FHRORENRTFHEINTWET, =& xiE, Zhicky=—Fign—#Iic
VE—FT77R8RATHZENTEET,

cCLIt Yy aly XA LT T FOEFE (42 3—)

cCLIEvYarvouavyr (42 2—)

CLityi 3 UEEIZDONT

T I T 4T ZALT Y MEFRELT, BHOICEHAT2Z2ER8TEXET, Byvaray
JIZED, 2 N\DZ—FRENEI T T AL EZHAIZ EEXTERVE S ICRETEET,
FEHTTRER TR TOF v T A DRI T AL > THEHA SN LD E <2912, CLI

ol a TV EARICTPROBRENTREINTVWET, ExIX, Tk =—HFiEFr—
V- TI7BATEET,
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CiscolOSXE YV 7 ko z 7R |
B outyrarsqrnryroze

CLiIty>a 34 L7 MDER
e

AT 71 configure terminal

Ja—\)y a7 4 Fal—yaryET— Rt LET,
AT j 2 line console 0
ATY 73 session-timeout minutes

minutes DfEIZ LV, XA LT 7 NI BDETO CLI OFFEERINERESINET, CLI'ty 3 #A4 A
T RERETDHE, CLIEyvarOxa VT 4 IS NE T, minutes IEOEZRETHE. By
var BALT Y SRERTRY T,

X7_"‘Jj°4 show line console 0
Tyl alr ¥ALTUMELTRESNTMEEZHRLET (v1dle session” DAL L TERARINET)

Cliltvy>armoovysy

18 BRI

CLIZyYarydO—Hp/ AU — RERETHI21E,. EXECE— R Tlock =~ > RA#HAL £

T, lock =~ > RZ2MFHT 51213, FDhiiC lockabler~ > R2EH L TR ZRET DB
NV F9, ROBITIE, B2 lockable & L CTRRE S, TD# lock 2~ REFHH LT
—RFNAT— RREY Y TonET,

FIE

AT Y F1 Router# configure terminal
Ja—r ) ar7 4 ¥al—vay T— REREELET,
ATV T2 lock 2w REMHTE 2 X910 THEEEATLET,
Router (config) # line console 0
AT 73 Router(config)# lockable
[l Z v > 7 WTRBIC L E T,

AT w74 Router (config) # exit

Z7_"7705 Router# lock
RNRAT—ROAINRKDOLNET, SAT—RZ2EANTTAHVLERNHY 17,
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CLitvyaronvy .

Password: <password>
Again: <password>
Locked
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B outvraonys
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=% =R

—

TALVARESZAEVRETIL

ZDOFETIL, Cisco Catalyst 8000 =¥ 7T N7 4+ —Ah 77 I U THMWRERT A A,
PR=FENTNWDRANVL=T Y DA TV a v BIMEMARRIA AL ZAL—T Y
BRET D HEIZOWTHB LET, F72. Cisco Catalyst 8000 =¥ 7T v N7+ —Ah 77
SUCHERARER TA B AETAICOWVWTHHBH L9,

N

GE)  ZoZEOFEHRIZ, FICBHEE— RTEMET T M ATEA SN ET, ikl smaette 7
DI, BEDOEZ aicidary ha—53%F— RA~OZBEREEFNLTHVET, [E@Na L b
o—7F— RNIZEAINHE, TOEPHABIIRINTHNET,

VAADTA T ADFEMMIT OV TIE, https://cisco.com/go/licensingguide S L TL 72 &0,

COEDOERAFIL, WOEEBH TT,
MEAFRER T A B AL T A B ATT ILOEEER R, on page 45
s AFHRER T A LR (48 X—2)
« AN—T"w K (55 8—D)
AEFFRERR T A B AL AN—T v NOBEFE (70 =2—)
HEATRER T A B RAETIL (86 —)

FRAAEELE AU RESA U RETILOEEEE R

W DFIZ, Cisco Catalyst 8000 = 7T v h 74 —Ah 77 IV ICHEAIND T A o ABHE
DEEOMEZRLET, ZOXRF, Y7 bhv=zT7 VU= Mo U TEEROTFR— 2
MAINTLZDY 7 =T VY =T 2 RLTWET, ZOMRRIT, FRIHE 0 3720 R
D, TNUBEO—HEDOY 7 by T VY —ATHLHR—-FInET,
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B eraensrre51 00 RETLOBERS

SAEVRESAEVRETL |

Table 6: {ERFIREL 54 LR ETA LV RETILOBEERR

HaE

iy

)1)—2x

HEEEH

HHAE — KT Tier 1
¥ LT 250 Mbps A

=Ty FERIED 500
Mbps £49

Cisco IOS XE 17.14.1a

7T v b7 —AL T, 250 Mbps £ 7213
TIDANV—T"y NaiET 5H L, HSECK9 7
A B ANT A A TR RS S, AL—
7" ME500Mbps DiE(E (Tx) 7 —Z DHIT
FIREET, Ao Y UV —RA T, AL—
7 FE200Mbps Tx IZHl R S AL TUVE L7z,

WMBELT T v b7 — AT, 250 Mbps £ 721
TIDAN—T"y & ET H L&, HSECK9 7
A B UANTNA A THER ARG A, A
N—""y hDORay N) U TREMMRD F
T, AN—T"> BT 500 Mbps (2[R X A,

Ty T AN —ABLOF T AR — L0
WD T 74y 7 OREBTFTINET, U
AIOU U —ATiX, WHMALV—T"v hAr v
N Z0E T1 38 OV 250 Mbps (236 &4,
A= MEA 51T 250 Mbps (2[R & L
TWE L7,

2ay b TEEOY V=R T L DZEE, on
page S8 B L TS 7230,

WANL—T"> FDRA
oy b T AR
7y b7 =4

Cisco 10S XE Cupertino
17.9.1a

Cisco Catalyst 8000 = ¥ 77 v h 7 4 — LA
77 IVORBT T v b7 A — AT, T
TOAIL—T > FLYL T, TS AW
[MAN—T"y MEZRET D L, BAL—T>
coRB Y N TREDNI LD FT,

ZOBREIEIRIZ, AT T v T — AITH
WCHEH S CWezxry MU U VEEE AT
LEtHA, 2y b7, #EESNET—
X (Tx) [ZoH@EHAEINET, ZELEZT—
2 Rx) Ay N rIinEdi,

AJL—"7"> |}, on page 553 X O E L O
JBR—ADA/L—"7" |, onpage 552 L
TLEENY,
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| s1tvrESAEVZETL

EATEL S toRETA o RETLORERES [

HaE

iy

IJ I)—X

WAL —T> FD A
oy NS -
T N7 —24

Cisco 10S XE Cupertino
17.8.1a

Cisco Catalyst 8000 = ¥ 7' v k7 4 — A
77 IVOYWERT Ty N7+ —ATIE, AN—
7w UL 250 Mbps A 2. BEE 2 UL
DOWERE T, T3 RZRIFIEIAL—T"» ME
ERETDHE, MANL—T vy bR Y R
YIBENIRY ET, ZauE, Ty SRR
V—2BIOF T AN —LJ5EO kT
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ERIZAT Yy MLVENDZ L EERLET,

I MAN—T"> MEI, T4 & APID T%
SnET (=& Z2IE, CiscoDNA-C-500M-E-3Y
B L' CiscoDNA-C-T2-E-3Y) ., MANL—T v
MIRFEAN—T"> D 2ETT,

Aay MU TEWEDOY VU —AZ LD, on
page S8 ZM L T 7Z& W,

PEEN—A T A A

Cisco I10S XE Cupertino
17.7.1a

BEAF OFIE N — 2D (Bfil) Av—7 > b
DOFRFEIWCMZ T, BEEX—ADAVL—Tv |
REDYR—FPNEAESNE LT,

BHIEWAL—T > R L~ULBERD T,
FHRTREZR BB 1XBEfE 0 (TO) . BERE 1 (T1) |
g2 (T2) . BEE3 (T3) T3, #hEho
BRI ANL—Ty L~V aRLET,

B DT A & A PID DA ERBN— 2 DA
F 4 AL CSSM Web UL OFEEME & & b1
RREINET,

PG _— 2D T A & A ORI DOEA
BEEN—ADANL—T y MlEZRETE, P
JEN—=ADAN—Ty MEIZEHT LD
ISCEXE

A)—""> K, on page 553 L UfE I L UPBE
JB_R—ADA)L—7"> |, onpage 5555 L
TLTEEN,
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Cisco Digital Network
Architecture (Cisco
DNA) 74t %

Cisco I0S XE
Amsterdam 17.3.2

CiscoDNA 7 A & 2D Y R— ~E, Cisco
Catalyst 8000 = ¥ 77 > N7 4 —LAh 77 3
UTHEASINE L,

CiscoDNA 7 A B AL, Ry hT—7 AH v
7 I AEDNARZ v I T KA VT4
T RIIGEINET,

Cisco DNA 7 A 2> A, on page 49% B L T
<TEEWN,

EEXa VT4 T4%
% (HSECK9)

Cisco IOS XE
Amsterdam 17.3.2

HSECK9 T A &> ZADHR— ~E, Cisco
Catalyst 8000 = > ¥ 77 > N7 4 —LAh 77 3
UTHASNE LT,

mEXx=2UT 07148 A onpage 51 % B
LTLZEN,

Cisco Unified Border
Element 7 - & /A

(Cisco UBE 7 A1 &
)

Cisco Unified
Communications

Manager Express 7 1 &
> A (Cisco Unified
CME 7 A & %)

Cisco Unified Survivable
Remote Site Telephony

S A& % (Cisco
Unified SRST 7 1 &
A)

Cisco IOS XE
Amsterdam 17.3.2

Cisco UBE, Cisco Unified CME, Cisco Unified
SRST 7 A & A@®H K — k% Cisco Catalyst
8000~y 7Ty b7 —Ab 77 IV THA
SNELE

Cisco CUBE 7 A &> %, on page 54, Cisco
Unified CME 7 f &> A, on page 54, LW
Cisco Unified SRST 7 A1 & 7 X, on page 54% &
LT,

TT 9 RN T7 =LY FR—FBIOR AT N =T A A=V R— MIBET L IHERE B
FI HITIL, Cisco Feature Navigator Z ] L &7, Cisco Feature Navigator {Z7 27 & 24 5 (2
X, www.cisco.com/go/ctn IZHEE) L E 7, Ciscocom DT B 7Y MILEH Y EH A,

Ab ~ = -~
AFAETIA VR
ZO® 7 v a TlE, Cisco Catalyst 8000 =¥ 7T v b7 4 —2h 77 I U CTHEHARE/R T
TOITAv AR, FHTA KNTA4 2, BELOEXCHETAEBEFEHICOWTHALET,
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ciscobNA S 12>z [l

CiscoDNA 51/t X

Cisco Digital Network Architecture (CiscoDNA) Y7 hU =7 T4 L A, W< D OHHEE
BDOITA v RAEMBEDETZHLDTT,

)

G¥)

CiscoDNA 7 A £ AIZIE, RERS TRTOWET A B AREENTWET, mEFxal
7 4 (HSECK9) . Cisco Unified Border Element (Cisco UBE) . Cisco Unified Communications
Manager Express (Cisco Unified CME) | 3 & OF Cisco Unified Survivable Remote Site Telephony

(Cisco Unified SRST) ., [CiscoDNA T4 & ZD3EFRKOEERHIE (50 <—) | 25
LT &,

CiscoDNA 7 A B RF, Ry hTU—T RH v FABLAEDNARK v I T RAEVT A%
VA ENET,

Catalyst 8000V T Y7 by 7, Catalyst 8200, LU 800 L —X T vL TF5v b
T A—LTHERATEEZ CiscoDNA S/ 2R

Fy NT—=I RAE 7 TR
* Network Essentials
* Network Advantage : Network Essentials Cf# ] Al RE72HERE/2 E & E N E T,

« Network Premier : Network Essentials, Network Advantage Cffi Al fE7eEBE/2 E N E T &
R

CiscoDNA R Z v 7T N 74X
« Cisco DNA Essentials : Network Essentials TORFE A AGE/R T KA T A & R,

* Cisco DNA Advantage : Network Advantage TOAfEH7[FE/R T K42 F A4 & A, Cisco
DNA Essentials T rIREZ2HRE 72 EME ENE T,

* Cisco DNA Premier : Network Premier COAEF [HE/RT KA F A & A, Cisco DNA
Essentials, Cisco DNA Advantage Cff ffl AlRE/2MRE /e ENE ENE T,

Catalyst 8500 V) —X Tw P TS5y h 7+ —LTHEMATTHEEL CiscoDNA S/ 22X -
AN A A (S

» Network Advantage

* Network Premier : Network Advantage Cff H FJREZRHEEER E N B N E T,
CiscoDNA R EZ v VT RAE T4 A

* Cisco DNA Advantage

s Cisco DNA Premier : Network Premier CO A HFIRE/R T N4 F A & A, Cisco DNA
Advantage T FIRERBERER ENE ENE T,
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CiscoDNAS A v RADFERICEAT H2HA4 K514 >

* Cisco Catalyst 8000 = 77 v N7 4 —AL 77 I VDT XTOF T v b7 4 — LT A
SINDHAARTA

Ry NI =0 AZ 7 TA L ATEAOEV KATA B ATHY , HHHRI
HEHA,

¢ CiscoODNAAHX v VT KAV ITA VL RT, BT AT VT ar>F0HIRMETA
YU ATHY, BEDOHMNETOLAERTT, 3EMBIOSERDOA T 3 10T,
FT_RTDCiscoDNAAZ v I T KA T4 A THEHATEE9, ¥ED Cisco DNA
A2 T RAVTARB AT, THREOV T2 ) a0t 7y a a2l
TEET,

Tier3 (T3) LA EDOPFEE L, Network Essentials 33 & U8 Cisco DNA Essentials & A &> &
TIEYAR—bFEINTWEEA,

Tt 3L EOEEEAAL—T > FELTHRELTNAEE, 7—FL~ULT A4
. A % Network Essentials 3 X Tf Cisco DNA Essentials [(CZH TE 2N 2 L HEKL
iﬁ‘o

CiscoDNA 7 A B A CTHERAREZR & £ I 2B O YW TIL, BEER X 0%
DAL —T hDO=w LT (59 2—) ZBRBLTIIEE N,

* Catalyst 8000V = Y 7 Ny = TIZOHRBEH ENDHTA KT A4

Catalyst 8000V = Y 7 bV =7 Tlk, Xy NUV—T AZ v 7 TA VL ALERET D &
X2, % T 5 CiscoDNA AKX 7T KAV TA BV ALRET HHLERH Y 9,

« Catalyst 8200, 8300, 8500V —RX TV 7T v N7+ —LIZOHBEHINDHA RT7A
VN
K FX Yy NIT—IAX YT T4V ATHEATE S CiscoDNA AX v 77 KAV T A
BRI A T a T, CiscoDNAARS 7T RAVTA BV AR LTy hT—
JAB Y TARAERETEETH, ST L2Ry NI—I A2y 7 T4k
A72 L TCCiscoDNA AX v 7T RAVTA BV AERETDHZ LIZTTETERA,

* CiscoODNA AX v 77 KAV T4 v A &M AT 555813, AR AUIN5ENIT T
AU AETEH L CHI & EFEHT 50>, CiscoDNAAY v 77 RAEVTA B A%
ET 7T 4TI L TOET A A%V e —RLTRy NI—FRZ v 7 T A1 A
HECOEM ZMk L £,

CiscoDNA S A 2 ADHKIFNDEEEIE

CiscoDNA A B2 ZI2id, TRTONRN T —<w LA, T—A L, BIORT 7/ mao— 3y
= A A (securityk9, uck9. X Mappxk9) NEFENFET, DF V. CiscoDNA T v
ND—27 A% 7 T4 AFETCiscoDNAAY v 7T KAV T A2 A ELT DHEIC,
RI =<V A, T—=A L, BEOT 7 ) aV—Ro =0T 4% ANNETH D )i
INLH%GE. EXCHEMIZENSNET,
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BEANT AT 4 28 D (PID) IZ. CiscoDNA A ¥ v 277 RF T4 A PID DHT
ﬁ—o

LW AN— R =7 &2 CiscoDNA T A B ZAZE L LTHAETH. 94 B RAZTF A
ACHBREINTWVWERA, TNAATT— M~ IFA BV ZAEZBREL TN AL—T
NERETHLENDY FT,

CiscoDNA 7 A E v 2 #5580, Ar—7y MELIEL XY, LT HAL—T v
k73 250 Mbps Z 8 2 5 %55 1%. Catalyst 8500 38 L TV8500L vV —RX =¥ 7T v 74— A
ZR< . CiscoCatalyst8000 = ¥ 77 v b 74 —AL 77 I Y DT XTHO/NY T THSECK9
TARAPRETT, FMIZOVTL, TEEx2T740T74 2R (1~—=2) | 25
LT EEN,

BEE N — 2 DA N—T > MENRTI DT A& A PID #1EXT 5 &, HSECK9 5 A &2 A H
BRI ESITBME N E T,

sEXal)T45/4EUR

EEX2VUT 4TI A (HSECK9 T A o ) IFaHEREIZ Ao 2 ThY . KEOEH
BHECE > THIIRENTOWET, ZOTA v 2L, e S{LEEGE. ©E v 250 Mbps
BHEZDAN—T v b, BEO—EHLL LD b RNV EET 2720 0ETT kOEE
ZHR) . ZOFEMEX, Catalyst 8500 B L N8S00L vV — X =¥ 7T v h 74— LEERL
Cisco Catalyst 8000 = ¥ 77 > 74— A 77 I YU DT XRTOT A RT#EH SN ET,

Catalyst 8500 B3 L N8500L >V —X v 7T v b7 4 —LTDIR, AL—Tv h& b3
VO, HSECKO 74 BV ANRFIHTERWZ LICk a2 ELZ T EHA, ZNHDOT
Ty 74 —ATIiX, HSECK9 7 A4 B AF a7 T4 T ZADOHBTOHNLIETT, Cisco
Catalyst 8000 =¥ 77 v N7 4—A 77 I U DFKY DT XTOET /LTIL, HSECK9 7 A
TUABRRWEE, PR — R END il AL—T7y ERKIRSLET, ROKIC,
HSECK9 7 A B A7 L THR—FEND bRV EYR— I AN—T v FERLE

—g—o
PID HSECK9 5 4 + |HSECK9 S5 1
VABLD Kk | VREBELTY
URILDE R—btEh3
AIL—Tw k
C8000V 150 TO, T1
C8200-1N-4T | 1000 TO. TI1
C8200L-1N-4T | 1000 TO, T1
CS300-IN1S4T2X | 1000 TO. TI1
C8300-1N1S-6T | 1000 TO, T1
C3002N28412X | 1000 TO. TI1
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B vsecko s roBRZET 254 K50

PID HSECK9 5 1 + |HSECK9 5 1 +
VABELD M |VARELTY
RO |R—brShB
AIL—Tw k
(C8300-2N2S-6T | 1000 TO, Tl
C8500-12X4QC | 2424 72 L AV
C8500-12X AP ALY
C8500-20X6C | 242472 L AV
C8500L-8S4X |47 L AP

\)

(GE) [(Z—TF v b EWHHEEZ, WHT Ty F 73— LTSt ENTZAL—Ty F &L E
T RS T v F 7+ — AT, BELENTAL—Ty NI ANL—T > N EHLE
b0 EELET,

HSECK9 74 By ZA&MHHT 5 L. b R AKOHIRAfEER S, 250 Mbps 2 2 % A/L—

Ty MERETHIEHTEET, FHARRAL—T Y N7V a3 VOFERIC DWW T M E
BIOEKMEDOANL—Ty hDO~y BT (593—=2) ZBBL TSN,

HSECK9 7 A U AMTNA ATHEHASNTWENE I 0 E R T HI12iE, FFHEEXECE— R
C show licensesummary =~ > R4 AJJ L E 7, Cisco Catalyst 8000 = ¥ 77 > K7 4 —LA
77 IV DT RTDOT /34 AT, HSECK9 7 A &> RTIRD K 5 IZERKREIE T, Router US

Export Lic. for DNA (DNA_HSEC), &IZflz R L £,

Device# show license summary

Account Information:
Smart Account: Eg-SA As of Dec 03 15:26:02 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-advantage T2 (NWSTACK_T2_A) 1 IN USE
dna-advantage T2 (DSTACK_T2_A) 1 IN USE
Router US Export Lic... (DNA_HSEC) 1 IN USE

HSECKI S A/ 2V ADFERICET H5H4M4 K514 >

HSECK9 7 A o A3y v — VI 6N TWET, 2D, B bi#iExHEHT2
¥ —UDI Z L1212 HSECKY T A &2 AN ME T,

HSECK9 7 A1 & v &%, EHANIAGREAMLETY, Z DO§I%, Smart Licensing Authorization
Code (SLAC) 2Lk o CHRfit&NnFE 9, iHT 25 HSECK9 714 2 AT LIZSLAC %A1 A
F—L D MENRH Y £9, SLAC £ CSSM THARK SN, CSSM 2HEEENEd, CSSM
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HSECKS 5 1 £ 20z EmFE [

SSLACHEET A H T, EEL- FRe It o TR Y 9, Sz >V Clt,  THSECK9
FGAEBLAHDSLAC DA A ~—L (713 —) | 2B LTI,

SLAC 23 A ' A b= ERLTW DN E D D a g3 21213, K EXEC £ — F T show license
authorization =~> K& AL FE T, SLACHAA VA =L ENTNIEHEAE, AT—H AT 4—
JV RIZ TSMART AUTHORIZATION INSTALLED on <timestamp>] & FamaNFEFT, RICHIZ L F
7

Device# show license authorization
Overall status:
Active: PID:C8300-1N1S-4T2X,SN:FDO2250A0J5
Status: SMART AUTHORIZATION INSTALLED on Dec 03 08:24:35 2021 UTC
Last Confirmation code: 418bl11b3

Authorizations:
Router US Export Lic. for DNA (DNA HSEC) :
Description: U.S. Export Restriction Compliance license for DNA based Routers
Total available count: 1
Enforcement type: EXPORT RESTRICTED
Term information:
Active: PID:C8300-1N1S-4T2X,SN:FDO2250A0J5
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

HSECK9 S 4 L RADFEFENDEEEIE

Catalyst8000 N— R =7 7 J v N7 4+ — AL LR UL TCiscoDNA 714 B A& EXL LT
4. HSECKO 9 A B 2% ELTH AT a U IMEHAIRETH 570, U TH5HSIBIREN
TWET, =& zxiE, Catalyst8500 ¥V —RX v Y 7T v N7+ —LbDHAE, "—FKU=7T
ZUEXTDHE, HSECKO 7 A4 U AN BEEMICHEITBMENET, Zhid. 2hbon7F Ty
N7 4 —LTIL 250 Mbps #8825 AN—"7"y hOFR— EBHBINS5720TT, I HIT,
HSECK9 7 A & > A& H 72 SLAC &7 /3 A THHMHFICA v A b= ENTWET,

Catalyst8000 N— R 7 =7 7J v N7 4 — AL &FHIOEILT CiscoDNA 7 A B A& ELT 5
BA. WEIZS U T, Catalyst 8000 /N— R =7 75 v R 74— LD T HSECKY 71 &
VARAERNESLT DMERH D £,

HEXT 58 Lvwn— R =7 THSECK9 71 £ v 2%+ 5 FEOHEIE. A~v—F T H
DY REN—F X NT AT NOEREFEFICREELE T, 2k, 2 x T AT
12 HSECK9 T A £ 2D SLAC Z/N— R 7 =72 VA F—/ATEET, T34 2D
ZRRMET BRI, T ADAN—T v NeBRTETHLEND Y FT,

A\

GE)
A AP=NTBHZLITTEEEA,

HSECK9 A ¥ 2% (N— R =7 OEXTIERL) [lciEX L-84. SLAC % LT
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CiscoCUBE 5/ X

Cisco Unified Border Element 7 1 = &2 (CiscoUBE 7 A > &) Tix, NI T AEIZT7— b
VRLVERETHDHEIIH D A, A%, REVA FESMR LT, #HFEEZ: Cisco UBE
'11:7,‘;% He F'X/E/C%i‘j—o

CiscoUBE 7 A & A T TE BRI OV TR, ROBGANCH 246572 ) Y — A D [Cisco
Unified Border Element Configuration Guide] ZZf L T< 723\, https://www.cisco.com/c/en/us/
support/unified-communications/unified-border-element/
products-installation-and-configuration-guides-list.html

PR=FENTNDTT v P74 —LBLUV Cisco UBE 7 A & ZADIEAIZOWTIE,
https://www.cisco.comvc/ja_jp/products/collateral/unified-communications/unified-border-element/data-sheet-c78-729692.html
DOTF—H— b eSZB LTSV, HEZGE U T, Cisco UBE 7 A & v A Z{HBNZ ST 5
VERHY T, thoT A v ATITHBNICITEENEE A,

CiscoUBE 7 A & > Z DALk Z VAR — 95 HIEIZ- DWW TIE,  [Smart Licensing Using Policy
for Cisco Enterprise Routing Platforms]] ZZM L T 723V, ZOT A B RAET LD TF
A hTIE, Cisco UBE 7 A & v ALIEHHI 7 1 & 2T,

Cisco Unified CME 5 1/ > X

Cisco Unified Communications Manager Express 7 A £ > A (Cisco Unified CME 7 A £ Z) T
I AT DENCT — P LV E2RET DLETHY A, AR, REVA FEZHRL
T, M AREEiEZ R ETE £,

Cisco Unified CME 7 1 & > A Cffi FH RIBE 726 REIC DU Cik.  [Cisco Unified Communications
Manager Express System Administrator Guide] % &/ L T 72 &0,

PR—FENTWVWBETT > ]\72‘ A%J:U\ClscoUmﬁedCME FA B ADIEAIZDONTIL,

DT — 57/**}‘%7%55L“C<71é1/‘ W LT ClscoUnlﬁedCME7/l"IZ/X’¢"ﬂEIE'J
T AVERHY FET, DT A B ZITITEHBMNICITEENEE AL

Cisco Unified CME 7 A & > ZADfE AR ILE AR — b5 HF{EIZ OV TIX,  [Smart Licensing
Using Policy for Cisco Enterprise Routing Platforms] #ZM L T &V, ZOIT7A BV AET IV
D=7 ¥ A MTIL, Cisco Unified CME 7 A & > A 3FEHGI 7 A & A TH,

Cisco Unified SRST o1/ > X

Cisco Unified Survivable Remote Site Telephony 7 1 > A (Cisco Unified SRST 71 &> &) T
I, BENCT DRNC7 — P LV ERET HHEITH Y EH A, AR, REVA N2 L
T, M ATREZ: Unified SRST #$REA R E T £ 7,

Cisco Unified SRST 7 A & o A T "I E72BEBEIZ DU TiL,  [Cisco Unified SCCP and SIP SRST
System Administrator Guide (All Versions)] ZZ&f L T 72 &0,

PR—=FINTWNDET T v b 72‘ AioJIU\ClscoUmﬁedSRST FA B RAOEEANITOWTIL,
ifiec-cor y er-express/datasheet-¢78-744060 html
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| s1tvrESAEVZETL
AN—TF v b .

DT —H— SR LT EE, HEIZE T T, Cisco Unified SRST 7 A & > A & {HAIIC
HEXTHMERHY FT, DT A& AITABITITE ENET A,

Unified SRST 7 1 & > ZADMEHRILAE LA — b5 HEIZDWTIE,  [Smart Licensing Using
Policy for Cisco Enterprise Routing Platforms)] # &M L T 7230, ZOT7 AV AET /LD
> 7% A LTI, Unified SRST 7 A & > (I FEFRHH T A & 2 TT,

AIL—Tw k
AN—T > ME, TR AZN L TEHRETE AT —HOELZ/RLET, ZOMEIT. BET—FK
TRELET, TOH%, BESNTZL—FTTF—2MNEE (Tx) BLOZE Rx) SnvEd,
AN—T"y NERIICGRE LRWEE., T 74V DAL=y SBEMZRY F9,
TNRAADHRESINIZAN—T» M EMHRT DT, Z4Tra~vr FeEANLET,

cWELT T v b7+ — L D4 show platform hardwarethroughput crypto =~ > K% i
EXEC E— RTADLET,

AR T T v b7 — DA show platform hardware throughput level =2~ > K % #i#E
EXEC E— RTANLET,

WDX T varTIE, AV—""y MAOFRFE, T3 ADA)NV—T"v M PIFEAL iz A
N—T 2 hEREBALINTWRNWAL—Ty O ELELEELTHDEINEZTDEKR, T/3 X
DANV—TF MCHIBEZBEAT 570 E 200 E FDOHIEICHOWTEHA L £9,

HERLUBBRA—XDXIL—T v k

EHT&E B AL—7 MI. T34 2D CiscoDNA 7 A & 285 1D (PID) THRESNE
T, ZAUL, BMEFZIIEE TR T LN TELETT, 73 ACHLEESNTNDHD LA
CAE T,

HEZXL—T v ME

ZN—Ty FPEETREINDEE, BEALV—F v MELMENET, =& 21E, Cisco
DNA-C-10M-E-3Y /&, 10M (=10 Mbps) DO¥AEA/N—T"> MEZF>T A & X PID TTY,

FNA AN LT o fE A RER2 B A L — 7 > MEDOFENIE. 15M. 25M. 50M. 100M.
250M, 500M. 1G. 2.5G, 5G. 10G 72 X CT9, 250Mbps Z## 2% A/L—"7"» MZlL, HSECK9
AL ARBETT,

BEBA—ZXDAIL—T v MME

AN—""y FPERBICL > TEINDIGAE, BEX—ADALV—Ty MELMENET, HE
ZAL—F L LaEL, BEAL—T v MElZ~ vy B 7 E&NET, =& 20T,
DNA-C-TO-E-3Y I%, BEER—ADANL—T" METO ZFF27 A £ APID TY, ZIUTH
THY Y BT INDHMEIE, &K 25 Mbps D A/L—7 > K TT,

il

IS
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B estcssvrmsitz—7Tyr

\)
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(F74 N MEIAa Y L7 L
L) led
C8500-20X6C 17.10.1a 20y kA |- 2y hM7p L
(F7 41 ML T4) L
C8000v 17.4.1a 250M 2y L 2wy ML L

HELEREAN

—ADRAIIL—Ty FDEE

Cisco I0S XE Cupertino 17.7.1a TOREBX—ZAD A N—TF v hOFREDEAIZLY | T /314 R

TAN—T v NERET DRI

A}'L“—‘—»

%R E

BEBA—XFLEIHES Ao ROWTIhLHZHDHEH

Cisco Smart Software Manager (CSSM)

B BEESN—RAOWMFOF S a v EBEHTEXET, 2O
7 a T, iﬁdﬁa)xw%7 v MEZRET DX A I T L,
FTAEAITITOWTEI L ET,

BEE AR — 2D A )L—T > K

E, T RTOYRa V7 =T T4 AZEHT

XAHR—FNALTT, BALETRTHOT AL ZPID I, CSSM Web UL O

https://software.cisco.com — [Manage licenses]

B FRrINET,

g ~_— 2 DT A AL

BT B ADELLENHD0EFHANT D HIED1D1E, CSSMTIA B ANRED L HIT

FBREINDINERRTH LT,

_h%ﬁﬁ [ - g M = 74 SN D

. [Inventory] >

HIET DAY= T AT DEN=FXVLT T
[Licences] ICBEIL T, 7H T FDTIA B ABFRLET,

DAY

) //a/bi MENEDLHIICRRENDIDERLTNET,
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B sEcwrc—z2021—Fy romE

1:CSSM Web Ul IR RSN D HIELFERBDIE

©@ ® 06006606606 0660060660 06

®

Routing DNA Advantage:
Routing DNA Advantage:
Routing DNA Advantage:
Routing DNA Advantage:
Routing DNA Advantage:
Routing DNA Advantage:
Routing DNA Advantage:
Routing DNA Essentials:
Routing DNA Essentials:
Routing DNA Essentials:
Routing DNA Essentials:
Routing DNA Essentials:

Routing DNA Essentials:

Tier 2 s— _ Prepaid
Tier 2: 1G—— [NuUmeri¢ Prepaid

Tier 2: 250M

Tier 2: 500M

Tier 3

Tier 3: 5G

Tier 4

Tier 1: 100M

Tier 2

Tier 2: 1G

Tier 2: 250M

Tier 2: 500M

Tier 3

Routing DNA Premier: Tier 1: 100M

Routing DNA Premier: Tier 2: 1G

Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid

Prepaid

BIEELIIEEA—RDRIL—Ty MEZHRTET DN ESNICET HHREEIE

Z A & A% CSSM Web Ul |2l D 2 L—TF
MEEBEES—ADEE EBIZERRENET, ZOXIRTA B ATHEH, BIEDO A L—
Ty MEOHREHRET D EEBEIOLET,

MDD AN—T > FOEE (713—) | 28R LTLIFEN,

s HED T A A PID A LT-5E.
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| s1tvrESAEVZETL
giELEEA—202L—Tv toxE [

LTORRENET, 20X 90T A4 B 2ADEE., CSSMWeb Ul DFmr b —HT %5 L5
IR R— A DA N—Ty MAZRET D20, BEDOAN—Ty MEZRETEET,

Mg _X—Z2 DA NL—T > NORE (77 —) F3HEOAL—Ty FORE (73
N—=) EBERLTLEEN,

N

GE)  CSSMICHEBR—2DF AL APID BHY . T3 2 TEED
AN—"T"y MEZFZTET %G, IE~OEEIIH Y XA,

s EES—2DT A APID A LTZSHE. T4 72 A% CSSM Web UL (28 DfE D

BRESN-EEZHREF-IIBBRA—RDEIZERT 2425
KO F VU ATIE, BlENSEB—ZADZL—F v NOREIL., FRIEBEE— 2D A )L—
Ty NORENOEMEICE TEDXA I T, BB VERZ A I T BIOEBRN AT
TalrThirAAI LT EELITHEICLET,
o T, ANZBIED AN—T » MEZREL, 74 APIDBEED T A B ADHE -
PEfE R — A DA L—7"y MEIZZE# L TiXeh 8 A,

o TNA ANZEED AN~ MEZFREL., 74 B APIDBEEX—ADT AL AD
Bh AN—Ty NOBREEWEX—ADHIZEBRTCEETHE, ZhIA 7 v a T,
P R — 2 DA V—T" > MEIZEHL L2 WGE, EE~OEEITIH Y ¥ A,

P N — A DIEIZE BT DA%, BIEO A LV—T" > MEN D~ (823—)
BB LT IEE N,

cEEANR—ADANL—Ty MERYAR—FINTHWDHV Y —RZT v 7 7L —FRL, 94k
VAPIDINEEER—ADLA T v T L— FRICANLV—T"y FZREES— A DEIC A
TEETH, ZhUIATva T, BEX—ADAL—"7"y MEIZEBRLWGA, %
BE~DEIIH Y A,

THfEDAN—T" b R—=b T2V ) —ANLEEAZYR—bT20 ) —=Z2~D7T v
TTL—R 84—) ] BB LTIEIN,
cEESRX—ZADAN—T"y MEBRYHR—FINTWHI Y —RIZT v 77 L —FL, 94 %
VA PID PHUECTH 286 : BEEX—ADAV—7"y MEIZEE LTI 0 £8 A,
s D AN —T" ) MEDODBERYHR—FEN TR —RIF T T L —RL, 94
APID & AN—T v NORENHERX—RATHDIER ¥V T L— KT R, HEE
HAEDOAN—T" MEIZERTH2HLERH D 77,

Mgz R— 7250 ) —=2ANLHMEDOANL—T"y hOIHEFR— THV Y —ZA~DH
L —FR (85X—Y) ZBML T &,
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B crvenserzezn—7y romesk

{EFATRIREZL

FSAtERERIL—T Y FDEHRTEAE

ZDO®” v aTlE, Cisco Catalyst 8000 =¥ 7 F v b7 4 —2Ah 77 I U CHEHMRER S F
SERTA B RIZONWT, HEHEZRGTORICX A ZZETTHMNEDH L —F LV AITD
WTHBALET,

CiscoDNA 7 A 7 > A D4 : [Configure a Boot Level License] — [Configure Numeric or Tier-Based
Throughput] — [Implement a Smart Licensing Using Policy Topology] — [Report License Usage (If
Applicable)],

HSECK9 7 A1 &> ZAD;4 : [Configure a Boot Level License] — [Implement a Smart Licensing Using
Policy Topology] — [Install SLAC] s [Enable HSECKO9 on applicable platforms] 2 [Configure
Numeric or Tier-Based Throughput] — [Report License Usage (If Applicable)],

Cisco UBE, Cisco Unified CME, % 721 Cisco Unified SRST 7 A &> ZA D4 [Implement a
Smart Licensing Using Policy Topology] — [Report License Usage (If Applicable)],

T—RrLRILSA VD RADETE

FIE

B LT S ZHIZCiscoDNA 7 A B 22 A LT GE, EREBEFEOT A 203D | 7
WA RZBEBREINTVDETIA BV AEZERE (T 77— RERIZXF 77 1L—FK, B
FIRITHIER) 7585815, ROX A7 2FTLET,

THUWCED TA B AL REESNET, RESNTEEREEGINZTHEIZY 72— RHBH
g‘?ﬁ—o

AT w71 showversion
BERESNTVWAT — ML _A T8 RAEFRFLET,
WA OB TIX, Network Advantage & Cisco DNA Advantage D 7 A & 2 ANRT SA ATHEINTWET,

51

Device# show version
<output truncated>

Technology

Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual network-advantage network-advantage

Smart License Subscription dna-advantage dna-advantage

SLAC 733 A = Hifaf kgL

A VA R=AEINTVDEHE L= RV =TDRA) | ZOAT v SEAXF Yy TS LES

® Catalyst 8200 35 L 188300 2 U — X = v ¥ F5 v h 74— A HF DI a—L 227 4 ¥ a2 L—3 = £— KT license feature hseck9

avy Rz AN LET,
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

T— LRSSV RADEE .

<output truncated>

configure terminal

Ja—sbar7 4 ¥al—raryE— REMRBLET,

i -

Device# configure terminal

TS ARYIRT S ZADMRAET SA ZANITE LT, YT Davy RERELET,

cWET T v N7+ —LDE : [no] license boot level {network-advantage [addon dna-advantage] |
networ k-essentials [addon dna-essentials] | network-premier [addon dna-premier] }

AT T b7+ — L DA [no] license boot level {networ k-advantage {addon dna-advantage} |
networ k-essentials {addon dna-essentials} | network-premier {addon dna-premier} }

T—hL_ALTA B AERELET,

TRTCOT T N 74 —LT, |ONZERY NT—T RE T FAB U AZRELET, ZORIZOH, &t
IGT DT KA TA B AERETEET,

< RIESLTIE, CiscoDNA AH v 7T RAVTA B ADRENMIRT T v N7+ —ATEIA TV 3
YTHY, R T Yy T A=A TEHMATHDL I LIZERELTIEIN,

W OB, T T v b7 4 — A ThH 5 C8300-INISAT2X V—HF DRELZ R L TWET, Xy hT—7
AHB 7 T4 ATH D Network Premier &, XS T 257 KA T 42 A Th % Cisco DNA-Premier 73
REINTWVET,

1

Device (config) # license boot level network-premier addon dna-premier
% use 'write' command to make license boot config take effect on next boot

exit
Ja—)Lar 7 4 Xalb—Tar BT— REKT L, BHE EXEC £— RIZREY £,
B -

Device# exit

copy running-config startup-config
Ay 4 X¥alb—vary 74 MIREERFELET,
i -

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

<output truncated>

reload

FTNRAZM)a—RENET, AT v T3 TREINTZTIA BV ALYLE, 2OV a— RKEIZOLER
12720 oI nET,

1 -
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B - ransqevzons

ATy 17

ATvT8

ATvT9

Device# reload
Proceed with reload? [confirm]

*Dec 8 01:04:12.287: %$SYS-5-RELOAD: Reload requested by console.

Reload Reason: Reload Command.
<output truncated>

show version

BERESN TS T — LA T AEFRLET,

AT OFITIX, I LV | Network Premier 33 X UY Cisco DNA-Premier 7 4 £ AMBE SN TNDH T &
DHERINET,

15'] .

Device# show version
<output truncated>
Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual network-premier network-premier

Smart License Subscription dna-premier dna-premier

<output truncated>

show license summary

FERENTWDLIIALA LA, BT b, BEIOAT—F AT HIEREZEGTe. T4 &2 2R OEE
FAERRLET,

1 -

Device# show license summary

Account Information:
Smart Account: Eg-SA As of Dec 08 08:10:33 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-premier_ T2 (NWSTACK_T2_P) 1 IN USE
dna-premier_ T2 (DSTACK_T2_P) 1 IN USE

FARTMEAPIRPL LR — & (LEREGE)

FTABU ALV ERE LR, T4 AEABEREZBET D720, RUMLA— K (U Y —2AffHE
HAIELAR—bF) Z CSSMIZEETAHIVENDIGAENHY £T, LR— FRMLENE I DEHERT HIZ
X, VAT ARy E—=U%[FO0, show a2~ REEHLTRY o—2 L £4,

LA R SRBETH DD L ERT Y AT LA v — ; %SMART LIC-6-REPORTING REQUIRED: A
Usage report acknowledgement will be required in [dec] days. [dec] I%, VAR — MEE 2R T72OICE SN
eHEHE (B%0) T

« show 2~ > RZEHT 55415, show licensestatus ###% EXEC =2~ > ROH 12 &M L, [Next ACK
deadline] 7 4 —/V R&EMHER L E£T, ZHid. ZOHAMNE TICRUM LAR— F&%E LT CSSM 725
acknowledgement (ACK) %A > A b=V T HMENHDLZ EE2EKRLET,
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HSECK9 5 1 £~ 2 AD SIAC DA > X k—1 [

RUM L R— b DREEHEIL, R =2 LAY — I B VU JBRETEELE PRE DIk -
TR £9, FEMIZ>WVWTiE,  [How to Configure Smart Licensing Using Policy: Workflows by Topology.J
AL TLTEEN,

HSECK9 5/ 2 AAHD SLACD A X b—JL

Smart Licensing Authorization Code (SLAC) I%, Cisco Smart Software Manager (CSSM) 7~N—#%
JVTAR, B S I ET,

B A CSSMITHERE L T SLAC 2 BUST 2 BTV < ohd 0 £, CSSMITHERET 54 itk
DERYERETINES, YAR—FSNTWDL MR YD1 22EEL T, e TH5AY v R
TSLAC ZA Y A F— LV TELXIICTIHRLENRDY £,

TRTDOAY v ROFEMNZOWTIL,  [Smart Licensing Using Policy for Cisco Enterprise Routing
Platforms] K3 = x> h® [Supported Topologies] % ZH L T 72\,

)

G TARAALALT =P TA B ARTTICREEN TS Z L 2R LET, 77— LUl
TA B ADERE (10 X—) LML T Z XV, show version #54 EXEC =< RO H
71T, T4t AN [License Level] 7 4 —/V RIZHEEINTWD Z & &R LET,

SLACDA VAR F—JLBICHELAERY
SLAC%RA VA M=/ LT72tk. 77 v 74— LA T DIHEEDHR, OB AT &5
TLET,

Tov bT+—L SLACDA VR h—)LRICHERARY

Catalyst 8200 3L TV8300 & |/ m— b a7 4 X a2 b—3 3 F— KT licensefeature
V- 7FT7y 74— |hseck9 a2~ FEZAHLET, 2Ly, 2hbn7Ty
LD 74— "CHSECK9 7 A &7 ANEFMMZIZD £,

Catalyst 8500 > U —X = |SLAC DA > A F—NRIZT A A%V ua— RRLET,
77y N7 4 — 20 C8500L
TNDGE

sle O E I_l_I
HEODRIL—Ty FOEFE
CDRAT T, W7 T b 74 —LBXOMIAET T v b7 4+ — L TEEDOAL—T kL
NNVEBERESLHEEZRLET, A= hL"ULERELZWEES, 779 74 —2D
T 7 F N NDAN—T" N LAULINEINZ Y £,
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SAEVRESAEVRETL |
B zEozxr—79 rox

AN—T" > FLULERET HITIE, WY T v b7 4+ —2 (Catalyst 8200, 8300, 3 L
8500 vV —A Y STy RN 74 —2L) TUr—RBKLETT, RKETT7y b7 +—A
(Catalyst 8000V = Y 7 b7 =7) ORE, Ve— NILEHD A,

1R BRI

KB LOEER—2DAL—Ty b (553—) BLXUOHELEER—ZADRA)L—T
FOBRE (67—) OEBIZLarEBERLTLIEI N,

c FARL AT — PTG BV ARTTICRESNTND I AR LET, T8
APBESNTWRNE, A—Ty MEEZRETE ARV ET, T— LT 1%
VADHE (70 X—) #BRL T 7Z&EW, show version FikE EXEC =2+ > RO
T, 74 &2 AN [License Level] 7 4 —/L RIZIRESNTWDH Z & 2R LET,

250 Mbps 8 2. D AN—"T"v NEFRTET HHEX. ZOX A7 ZHtH7 5 A1l Smart
Licensing Authorization Code (SLAC) %A > A b —/L 3 0303 H Y £9, HSECK9 7 A
YU AHDSLAC DA A b—b (13 %—=2) ZBRLTLLIEEN,

250M DI, HSECK9 7 A4 B2 ZADOFWIZ b L PTHRETEXET, VAT ATIImEN
R ENET, BV, HSECKO BT 3 2 THEAFTRERSEAICITERN A v Y 7R
HeisnpZ L Td, Ay NV JEIEDY V—AZTLEOEE (58 —) 2L
TLIEENY,

fEHTE LA NL—7y MIEFEBELTLLZESWY, Ziud, A L7 CiscoDNA 71 &2 A
PID IZ/RENTWET,

FIE

AT YT THAA ARYBLT SA ZMIRT ASA ANE LT, 4T 5a~vr FEANLET,

cWBR T T v N7 4+ — ADOY4 : show platform hardware throughput crypto
AR T v b7 — L OHE - show platform hardware throughput level

FNA ZADBIEDANL—T > b L~ FRRLET,
WA oB)

« show platform hardware throughput crypto @ 73 #li%, W7 Z » 7 4+ — 2 (C8300-2N2S-4T2X)
DHLOTYT, ZITHEH, A=y FLoULR2SOM IZA B > fLERTHNET,

« show platform hardwarethroughput level ® H H#iEL, (RIBZZ >~ 87 4+ —24 (CR000V) D H DT,

&1

Device# show platform hardware throughput crypto
Current configured crypto throughput level: 250M
Level is saved, reboot is not required
Current enforced crypto throughput level: 250M

Crypto Throughput is throttled at 250M
Default Crypto throughput level: 10M
Current boot level is network-advantage
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ATvT3

SAEVARESAEVRETIL

giEozL—7v rogz |

OR

Device# show platform hardware throughput level
The current throughput level is 1000000 kb/s

configure terminal
Ta—N)L ary 7 4Xal—yay B— RERBLET,
i

Device# configure terminal
TINA ZADBYET SA ZADMBEART SA ANTIE U T, #4875 a~vr RERELET,

cWELT T v b7+ — ADOHE : platform hardware throughput crypto {100M | 10M | 15M | 1G | 2.5G |
250M | 25M | 500M | 50M }

AR T v b7 —LDOEE  platform hardware throughput level MB {100 | 1000 | 10000 | 15 | 25 | 250
| 2500 | 50 | 500 | 5000}

AN—T o R ERELET, FRINDBANL—F v ET T aid, TAAL AL TR 7,

G¥) WHT T N7 —bBIOMET Ty P74 —ATIE, 77— hLUL T4 B ANRRES
NTNWBZEEMRELET, £HLANnE, avr KRavry R IA4 0 A0 F—T AR
TAHDR LD L LTEBRINETA,

NRERLIE

WL T F 7 — LT 1Gbps BREINTWVET, T ATIITINTNDLY T R =T /R—
¥ = 1% CiscoIOS XE Cupertino 17.8.1a TH V| ZHUIHENANL—T' v b 2wy M U I7REH SN D
ZEEEWRLET, Vr— &I, Ty TA NI =L XU AN —LDANL—Ty FOEEN 2
Gbps OHlfR# 2 5 Z Lidd 0 FHA,

AT T N7 4 — L T5000Mbps DX E SN TWVWET, TAA ATEITEINTNDEY T T T /83—
¥ 3 1% Cisco IOS XE Cupertino 17.8.1a TH V. ZHITEET —Z 235000 Mbps TAL » h U 7 &
NLHZEEEWRLET, RET—ZIFAry N U7 ESERA,

&1

Device (config) # platform hardware throughput crypto ?

100M 100 mbps bidirectional thput

10M 10 mbps bidirectional thput

15M 15 mbps bidirectional thput

1G 2 gbps aggregate thput

2.5G 5 gbps aggregate thput

250M 250 mbps bidirectional thput

25M 25 mbps bidirectional thput

500M 1gbps aggregate thput

50M 50 mbps bidirectional thput
Device (config)# platform hardware throughput crypto 1G
% These values don't take effect until the next reboot.
Please save the configuration.

OR

Device (config) # platform hardware throughput level MB 5000
%$Throughput has been set to 5000 Mbps.
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B zEozxr—79 rox

ATv74

ATy TH

ATvT6

ATy 71

exit

Ja—s\)ar7 4 Falb—ar ET—RFEKTL, B EXEC £— NIZEY £7,
11

Device# exit

copy running-config startup-config

AT A4KaLb—var Ty A MIREERGFELET,

i

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

reload

TNA AN m—RENET,

Gx) AN—T"2 FERELTWDLT XA AT T v b7+ —L EIZHDIEEICOHR, ZDOF
6% 54T LET,
WIT Ty N 74— TAL—T» FERELTOWDIHEFE. ZOFEEZAF Y 7 LT
é l/ \O

% -

Device# reload
T SA ZAPRERT S, ADMERRT NA ANNGE U T, #ET5a~vr FE AN LET,

ME TSy b7+ —L0DIFE : show platform hardware throughput crypto
R TS v b T+ —LDIHE : show platform hardware throughput level

TNRA ADBEDAN—T > N L~V EFRLET,

EYk WL Z >~ N7 +— AT, show platform hardwareqfp activefeatureipsec state £+ EXEC
av L REANLT, BESNTWAEZL—Ty hL-ULERRTHZEHTEXET,

1 :

Device# show platform hardware throughput crypto
Current configured crypto throughput level: 1G

Level is saved, reboot is not required
Current enforced crypto throughput level: 1G
Crypto Throughput is throttled at 2G(Aggregate)
Default Crypto throughput level: 10M

OR

Device# show platform hardware throughput level
The current throughput level is 5000000 kb/s
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BERA—XDRIL—TY FOERTE

CTOHARAT T, WEBLIOMAR T T v F 73— ATHEEBR—ADANL—Ty FL-YLERTE
THHEEZRLET, AV—Ty LUV ERELRWGS, 77y 74 —LDT 7 4/ b
DANL—TF N L~ULRECA Y £,

BEE S — A DA L—"T"» h L~ULX, Cisco 10S XE Cupertino 17.7.1a LIFE TO AR — kN Zh
£,

A= UL ERET DICIE, WET T v b7 4+ —24 (Catalyst 8200, 8300, F LW
8500 >V —X Y STy b7 xr—2L) TIa— RKBRRETT, KET7 Y b7+ —24
(Catalyst 8000V =Y 7 hy =7) OFE, Ve— REIXNEHD XA,

1R BRI

cHEB I OEER—2D 2 L—T v b (55—) BRUOYE & BEER— 2D A L—T
FOFE (67 2—) OvZarE2HBRBLTLIFEE N,

e TNA AT — ML TA B ANRTTICEESN TS Z L 2R LET, 7148

ABRESNTORNE | 2=y MEZERETERRVET, 7= T4 %
VADEE (70 2—2) #BMLTL 2 &V, show version $#H EXEC v > RO/
T, 74 &> AN [License Level] 7 f — /L RIZEESNTWND I L ZERLET,

« Tier2 (T2) U EOBEBEZZRET 25X, ZOX A7 #4479 2 AilZ Smart Licensing
Authorization Code (SLAC) %A A h—/LFBMENRH Y £9°, HSECK9 71 & A
D SLAC DA A h—)b (73 2—3) #BBL T &N,

PS5 o N7 F— A TliE. SLACHA VA F— XN T2 WA, T2 FoRE
IIFERENEE A,

AR T T N T — A TIEL, SLACHA VA M= ENTWVWARWEAETEH, T-XTOD
Mgt~y a URERRSNET, 7L, T2 U EORE 3% ET 525513 SLAC 23
LIZ\E v(\‘jao

3 (T3) Z2RETIHHAIL. 7 — b LU T A & 25 Network Advantage/Cisco DNA
Advantage, ¥ 7213 Network Premier/Cisco DNA Premier TH 5 Z & ZfER L T X, T3
PLEOMERE X, Network Essentials 33 JX OF Cisco DNA Essentials Tl A — F I TV EH
Ao

e 11 fHlZ. HSECK9 7 A o ADFHZI MO LTRETEET, VAT LTI ST NFA
SINFET, EWIE, HSECKI T XA A CTHEARERGAICITEN AT v M) IR ER)
2752 8Td, Ay NI U ITEIED Y U —RAZLDER (58 X—V) #&LTL
722N,

fEHTE AN —7y MIEFEEBE LT ZSWY, Ziud, A L7 CiscoDNA 71 &2 A
PID {Z/RENTWET,
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B eE~—zox1—7v rox

FIE

ATy T

ATy T2

TN ABELT A ZADURT A APTIE LT, ST B avy FEASLET,

cWB 7T v N7+ — ADA : show platform hardware throughput crypto
MRABT T b7 — L DA« show platform hardware throughput level

FNA ZADBIEDAN—T > b L~V FKRLET,
WA o]

« show platform hardware throughput crypto @ 73 #ili%, WL~ Z » 7 4+ — 2 (C8300-2N2S-4T2X)
DHLOTT, ZOFITIEANL—T"y MIBUE 250 Mbps [IZA T > L ETWET,

« show platform hardwarethroughput level Dt 73 6ili%, RKAEZ"Z > b7 +— 2L (C8000V) D H DT,
ZOFITIEBED AN—T"> kLU 10 Mbps T,

&1

Device# show platform hardware throughput crypto

show platform hardware throughput crypto

Current configured crypto throughput level: 250M
Level is saved, reboot is not required

Current enforced crypto throughput level: 250M

Crypto Throughput is throttled at 250M

Default Crypto throughput level: 10M

Current boot level is network-premier

OR

Device# show platform hardware throughput level
The current throughput level is 10000 kb/s

show license authorization
(FFay) B A A% 2D SLAC [EREERLET,
WA OB

*SLACIIWEE Y 7 v P 7+ —LIZA VAP EINTWVET, ZHuE, T2 EZRETEDH LT HT=
bb "C‘ﬁ—o

¢ SLAC IR T v F 7 4 — AL TIHMEATE EH A, TNREHGEOFIETAL—Ty FOBRTEIZED
LT ET ANTEE LTI,

1 -

Device# show license authorization
Overall status:
Active: PID:C8300-2N2S-4T2X,SN:FDO2250A0J5
Status: SMART AUTHORIZATION INSTALLED on Mar 02 05:05:19 2022 UTC
Last Confirmation code: 418bl11b3

Authorizations:
Router US Export Lic. for DNA (DNA HSEC) :
Description: U.S. Export Restriction Compliance license for
DNA based Routers
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Total available count: 1
Enforcement type: EXPORT RESTRICTED
Term information:

Active: PID:C8300-1N1S-4T2X,SN:FD0O2250A0J5
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Purchased Licenses:
No Purchase Information Available

OR
Device# show license authorization
Overall status:

Active: PID:C8000V, SN:9I8GRCHSCMN
Status: NOT INSTALLED

AT w73 configureterminal
Ja—\)y a7 4 F¥Fal—yaryET— Rt LET,
1 -
Device# configure terminal
ATV T8 THRAZABYIRT SA ADMIET NA ANIIE U T, #4THa~v RERELET,
cWFLTT v b7 — LOHE : platform hardware throughput crypto {TO|T1|T2|T3|T4|T5}
AT v N7+ — L DY4  platform hardwarethroughput level MB {TO|T1|T2|T3|T4}

PEE R — 2D AN~ R ELET, BRENDANV—T v bA TV aid, T34 AL - TH
0 ET,

Gx) R T LT AEDIC, BEOLARa~Y RTEESNLTWET, CLIT2~> REA
hT 2L, BHOFINIRT IO, BEEBREOMEIERINET,

T M7 Ty 74— BT Ty b7+ — 2O FIZHET S ET,

¢ T— ML N T A B RAFT TICRESNTWSLZ E2MERLET, £ TRhRITNE, ALv—7v b
DREDaA< L NIa~vr R I A0 H—T A ATHED R LD L LTRBINERA,

T2 LA EOMEE 2R E L TV AEE1E, SLAC A VA h—LENTWET,

W75y N7 4+ — L TIE, SLACAA VA F— L ENTWRWES, T2 L EOEE %
I TEEHEA,

W7 Z v b7 —ALT, SLACRL TT2 U EOMBEZRET D &, WA 2 H o AXHBIIC
CSSMIZT 72 ALTSLAC #ERLCA VA=A LLEHELET, RIILEEA, AV—7v k
FRRESNTBERBICRESNE T, R LR 8BE, VAT AT AL—7 > b % 250Mbps IR E
LET, SLACAA Y A =L ENTWDHEE, A—7y MIBBICREZICHRE SNTEIZHRE
EnET,

ETDHIE

R

AT DB

W T F 7k —ALT1Gbps DREINTWNET, T ATIITEINTNDLY T R =T /R—
¥ = 1% Cisco10S XE Cupertino 17.8.1a TH YV . ZIUFEHAL—T > b xay N U REH S
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ZEEEWLET, Vo—FREE, Ty 7ARNI =L X T AN —2DANL—T"y NOAFMN2
Gbps DHIRE#BZ 5 Z L13H Y FH A,

AT T v N7 4 — A T5000Mbps D% E SN TWET, T34 ATIEITEINTWNWDLY T b7 =T /83—
¥ = 1 Cisco I0S XE Cupertino 17.8.1a TH Y . ZAUTEET —F A 5000 Mbps TA > R U 7' &
NHZEEBHRLET, ZET—XFAry M) U7 EnEdA,

cWFLT 7 v b7 4+ —2A (platform hardwarethroughput crypto) Tid, SLAC 73A > A h—/L EFL TV
L, T2 U EOBEAE RSN ET, SLAC BMENTERWES, RaRSh b & B OREIL T1
*(‘\‘g_(]

FNRAATEITENTND Y 7 b =T /3= 3 1% CiscoIOS XE Cupertino 17.8.1a T 0 . ZiLidtE
AN—Ty h2vay N U IREHASNDZ ExERLET, Ve—REIEX, 7Ty 7A R —AL
H G AR —=ADAN—T > FOEFD 2 Gbps DHIREZEZ D2 Li1xdH 0 FHA,

KA 7Z v k7 x—2 (platform hardwarethroughput level MB) Tid, T X COMENE RSN E
T, T2 BRRIE I NI, SLAC A A b —/L S TWRWIZDIZEREN TN TN D & 2 5iE
FTEHVAT LA v E—VNFRENET,

1 -

Device (config) # platform hardware throughput crypto ?

100M 100 mbps bidirectional thput

10M 10 mbps bidirectional thput

15M 15 mbps bidirectional thput

1G 2 gbps aggregate thput

2.5G 5 gbps aggregate thput

250M 250 mbps bidirectional thput

25M 25 mbps bidirectional thput

500M 1gbps aggregate thput

50M 50 mbps bidirectional thput

TO up to 15 mbps) bidirectional thput
T1 up to 100 mbps) bidirectional thput

TO (

T1(
T2 T2 (up to 2 gbps) aggregate thput
T3 T3 (up to 5 gbps) aggregate thput

Device (config) # platform hardware throughput crypto T2

% These values don't take effect until the next reboot.

Please save the configuration.

*Mar 02 05:06:19.042: %CRYPTO SL TP LEVELS-6-SAVE CONFIG AND RELOAD:
New throughput level not applied until reload; please save config

OR

Device (config) # platform hardware throughput level MB ?
100 Mbps
1000 Mbps
10000 Mbps

15 Mbps
25 Mbps
250 Mbps
2500 Mbps
50 Mbps

500 Mbps
5000 Mbps

TO TierO (up to 15M throughput)
T1 Tierl (up to 100M throughput)
T2 Tier2 (up to 1G throughput)
T3 Tier3 (up to 10G throughput)
T4 Tierd (unthrottled)
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Device (config) # platform hardware throughput level MB T2
%Requested throughput will be set once HSEC authorization
code is installed

ATv 5 exit
Jua—r)L ar 7 4 Fal—gy EB— REKRT L, M EXEC E— RICREY £7°,
i -

Device# exit

X7 76 copy running-config startup-config
a7 4K alb—vary Ty AMIEREERTFELET,
1 -

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

27w 77 reoad
FALARY B— FERET,

G¥) AN—=T2 FERELTWET A, AN T T v b7 3 —h FIZHIEEICDOR, ZOF
JIE 29247 L ¥ T,

RBTZ7y F 7+ —ATRL—T FERELTWVWEEAIL, COFEELRAFy 7 LT
Sy,

&1

Device# reload

ATV T8 THNAARYET NA ZIMEIRT NA ANE LT, N T 5a~vr FEANLET,

WIBT Sy b T+ —LDIHE : show platform hardware throughput crypto
R TS v b T+ —LODIFE : show platform hardware throughput level

FRA ZADBED AN —T » LU ZFor LET,

WA OH
T Ty BT A — AT, BEOMEE T2 ICRESNTVET,
Evk W~ v b 74— AT, show platform hardware qfp active feature ipsec state ¢4
EXECa~v > RZEANLT, ESNTWDHANL—Ty LV ERRTHIEHTE
£

AT T b T A — LT, AN—T7 v ME 250 Mbps IZFRE SNV TWET, SLAC A A h—/L &
NTWDLEE, A—7y MIHBICHRZRICRESNIETH D T2 IZTREINET,

&1

Device# show platform hardware throughput crypto
Current configured crypto throughput level: T2
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Level is saved, reboot is not required
Current enforced crypto throughput level: 1G
Crypto Throughput is throttled at 2G(Aggregate)
Default Crypto throughput level: 10M
Current boot level is network-premier

OR

Device# show platform hardware throughput level
The current throughput level is 250000 kb/s

sle O . ~ b 3 1 LS

BEDAIL—Ty MEMNGEBADEH
ZDOHRAY T, BEOAN—T"y MEZMEES—ZADAV—T"y MEIZEBRT D k%R L
FT, HEOAL—Ty MEREEOMEIZED L I IZ~ vy BV T ENDE0EMDITIE, BEE
FOBEDANL—Ty D= E LT (59 2—) OFREBRLTIIEE,
AN—"T > N LUV EBEET HI121E, ML T v b7 4 —2 (Catalyst 8200, 8300, 3L
8500 vV —RA vy 7Ty h74—2L4) TIa—RRRKLETT, FETT7y v 7 1r—A
(Catalyst 8000V =Y 7 by =7) OffE, Vea— REInEH Y A,

1R BHHEIIZ
o B & R SR— A D AN—T FORE (67—) Ok 7 a2 LTITEEN,
* 250 Mbps LA EOBUED A V—"T" > N BEBRT D5E1X. T3 AT SLAC 2341 A h—
LENTWAZ EE2ERLTLZ &V, HSECK9 T A4 B> A D SLAC DA A h—/L
(73 %—V) 2L TLIEEN,

c ZDTNRAATEITENTND Y7 =7 /83— 3 0%, Cisco I0S XE Cupertino 17.7.1
LDV U — 2T,

FIE

ATV TN THNA ARYET SA ZMEIRT ASA ADNE LT, N T5a~vr FE AN LET,

cWB 7T v N7 4+ — ADY4A : show platform hardware throughput crypto
ARABT T v b7+ — L DA show platform hardware throughput level

FNRL ATBEFEITENTWAEAL—Ty haFRLET,
1

Device# show platform hardware throughput crypto
Current configured crypto throughput level: 500M
Level is saved, reboot is not required
Current enforced crypto throughput level: 500M

Crypto Throughput is throttled at 500M
Default Crypto throughput level: 10M
Current boot level is network-premier
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BEORL—T v rMapsEE~ozE [

OR

Device# show platform hardware throughput level
The current throughput level is 100000 kb/s

TINA AT SA ZADMEABT SA ANTIE T, 4T 5a~vr RE AT LET,
WL T b7 — LDEA : licensethroughput crypto auto-convert
AR T v b7 4+ — L DA : licensethroughput level auto-convert

BEDAN—"T"> b ZEER—ADAV—"T"y MEIZZEH L £7, A SHBEDMEIT CLIICER RS h
£7,

&1

Device# license throughput crypto auto-convert
Crypto throughput auto-convert from level 500M to T2

i

% These values don't take effect until the next reboot.

Please save the configuration.

*Dec 8 03:21:01.401: %CRYPTO SL TP LEVELS-6-SAVE CONFIG AND RELOAD:
New throughput level

not applied until reload; please save config

OR

Device# license throughput level auto-convert
$Throughput tier set to Tl (100 Mbps)

% Tier conversion is successful.

Please write memory to save the tier config

copy running-config startup-config
AT A4KaLb—var Ty A MIREERGFELET,

G¥) BHE S R—AD A )—"T"y h~DOEHIHE T 5 2~ RidHHE EXEC 2~ > R TT
N, Zoavy NEEfTary 74 Xalb—a rEHENOEER— 2 OEICEE LET,
L7ER->T, ROV o —FRABEOEE & HICERENDLIICRELZRGEFTILERH Y
F9,

1 -

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]
reload
FTNAZNY m—RFEnET,
GE) Ve—Rix, 7Ty 74— TOHRMLETT,
51

Device# reload

Proceed with reload? [confirm]

*Dec 8 03:24:09.534: $SYS-5-RELOAD: Reload requested by console.
Reload Reason:

Reload Command
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B 2oz —Ty rE9K— 50 U—RDLEBEYR— T HUY—ZADT v TF L— K

ATy TH

ATvT6

TS ADPIRT S, ADMIRT SA 2R LT, ST 2a~vr FaAJLET,

cWET T v b7+ — ADOHE - show platform hardware throughput crypto
AT T v N7+ — ADYA : show platform hardware throughput level

FNRA ATRAEEITENTWA R L—Ty hEFRLET,
5 -

Device# show platform hardware throughput crypto

Current configured crypto throughput level: T2
Level is saved, reboot is not required

Current enforced crypto throughput level: 1G

Crypto Throughput is throttled at 1G

Default Crypto throughput level: 10M

Current boot level is network-premier

OR

Device# show platform hardware throughput level
The current throughput level is 100000 kb/s

BEHWNET LT e 2R LET,
cWELTT v b7+ —ADOEE  licensethroughput crypto auto-convert
AT T v F 7 4+ — L DA licensethroughput level auto-convert
Evk BEWNET LIl B aRAF oy 73500, Bifia~vy REFEANTLHZLHTE
F9, BEOA V=T MENRT TIZER SN T DLHEEIL. BRI TNWD Z & aiERT
HAYE—UDRRRINET,

£
Device# license throughput crypto auto-convert
Crypto throughput is already tier based, no need to convert.

OR

Device# license throughput level auto-convert
% Tier conversion not possible since the device is already
in tier licensing

BEDAN—Ty bEYR—LFTEHVI)—ANoBEEEZYR—-+T 5
) =ZA~NDT v TTL—F

Cisco I0S XE Cupertino 17.7.1 IEO UV JV — R 27 v 77 L— KL, 5127 A & X PID [
JER—=2DEE, ANV—T"y FOREZEEN—ADEICEIRS D0, BIEDOALV—T"» hD
RETRFFCTEET,
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BEEYHR— rTBY U—ZDSREDRL—T v rOHEFHR— B U—2~DEo>TL—F ||

\)

GE)  CSSMIZERBRX—RZADT AL APIDRH Y, T/ ATHEDANV—T"y MENRKRE ST
l/\%)ia/\\ 1%% '?/E. i%@iﬁ/‘u
e N — 2 DEIZEHT DA, RESNTNHAL—TFy FL~ULIZSE U TRERT 7

va U ERLTES N,

7w TG L— KFEiDR
=Ty FDERE

TyTIL—FRIDTI a3y

1M1 UBADT Y T L—FED
Toay

250 Mbps i

ALE I AT,

FAE D 2 —T > M5
DEH (82 _—)

P feE ~

250 Mbps &% L1

T2 22T 585515, HSECK9 7

HAE D A L—T" > Ml & g~

AL AEEE L TCTSLAC A v | OEH (82 2—)
A k=)L LET,
250 Mbps L D K& W | ALEIZARETT, HAED A )L—T" > MlEhs & g~

DI (82 ~—)

BRE Y R—F3T5) ) —ZADNLHIEDRIL—T Y FOHFHR—
THEY)—RADEHI 5 L—FK

BAEDAN—T 2 NOREDHDYR—FENTWBEY U —RIZF T T L— KT 5548

X7 L— R4 AR WFA~X®xw~7/%wﬁﬁ%@ﬁ@xww7/hﬁ ﬁ@?
é%%ﬁ%@iTo_ﬂi\74?/XHD#WEA~X®74t/XHDT%é T
HAEInEd,

A\

FE OEE—202)L—Ty MERNXY T T L— F‘Eﬁb:uxﬁéﬂfb\f BEICETETICA T

JL—RLEHA, BEBOREIZ17.7.1 LVRIOA A=Y TIHEE#EINT, RETRMLE
I, EBIE, AV—Ty FREZ T T L— KEID LUl @Eéﬂfxb\i}%/\ﬁ\&w\ A4
U— RZICEEDANV—T > P LV EBRETHLENRH Y 7,

B8 L— FRIDR
L—Tv FrDETE

B L—FREIO7923y (MTIMEYRION—S 3 vIzd8Hy

JL—FRLE&DTI V3>

FfE AL X AREE T, N e N G
[E9= BEOAN—T"> FOFRE (73 |[ABIZAETT,

~e)
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. EATMELS ALV RETI

ERAIEELE A RETIL

TARVAETIOUVL, BT DETIA R AETAT~EDOLIICHAT D, EREHET D
MEEF L E T, Cisco Catalyst 8000 =Y 7T v v 74 —AL 77 IV TlE, WOTAELA
ETNVEHEHTEET,

RY—FALELRAT— 51tV R
ZDOTARVAETATIE, AT BV AEZHEAL, TA ATHREL T L, MEIC
JECTIA B ZAOMARIZHE LES, W7 At 2B X 0ER 7 Ao X2 H
LTWa5a&kRE, Y7 by T7 L ZRICHENTONTHD 74 B ADHAZRAT 5
IS, F—DFERLERREDT A ABEFOBELZE T THLETH Y THA,

ZDT A AET VX, Cisco Catalyst 8000 = 7T v N 74 —Ah 77 IV OFTXTOR
mCHAR—F SN TVET,

SRR DUV CIE,  [Smart Licensing Using Policy for Cisco Enterprise Routing Platforms)] % 2/ L
TLEEN,

R4 F7RX1—3— (PAYG) 54tV R

\}

GE) ZoOIF7A48AETIVE, Catalyst 8000V = VY 7 v =7 TOAFEHTE T,

Cisco Catalyst 8000V |%, HfEE—RL =z hr—F%F— RO 5T, Amazon Web Services
(AWS) I & U Microsoft Azure Marketplace T PAYG 714 B> AET V&R — KL ET,
Cisco Catalyst 8000V Ffffi#4> Amazon v ' > A A — (AMI) F/iF3A T A2—a— F A&

YAET AT, HESNIEHHA L AZ A BEHTEET,

s HAYE— FTiX, AWS F 7213 Azure Marketplace 7> O EHFEA > A X U A& L#) L CEM%
P CEET, T8 RIA A—VITHDIAEN, A AF U AZBET 5 &, BRL
TeTdA B AN =D ERESNTZ AL~ LU RERNC D £,

« Cisco I0S-XE Bengaluru 17.5.1 225 %R — &b 2> hr—7%— KT, [Onboard
Cisco Catalyst 8000V Edge Software Hosted by a Cloud Service, Using PAYG Licensing] {275
T, WHNZT 731 A% Cisco SD-WAN IZA VR — RTLHMENRH D £, ZD%, AWS
MHA VAL AGERBT DL, BEHIROAL—T > NOIOIZT A B ART TITA v
AN =V ENTT AL ARERINET,

I+r—C RHY—ERSAMEVREH
v X =Y R Y —ERX T4 RAEK (MSLA) 1L, Y—bE 27 oM F—wiTOEATa s
T LEHK)TT,

«CiscoSD-WAN O > FrA—5EF— KD MSLA
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| s1tvrESAEVZETL

TGECC PRSP E L A |

Cisco SD-WAN = b v —F % — R Cld, MSLA (% Cisco Catalyst 8000 = ¥ 7' F v k

T =577 IV OTRTORETHR— FSNET, FEMICONTE, BLIFEZRLT
STEEV,

[Managed Service Licensing Agreement (MSLA) for Cisco SD-WAN At-a-Glance,]

[Cisco SD-WAN Getting Started Guide] — Manage Licenses for Smart Licensing Using Policy |

['Cisco vManage How-Tos for Cisco I0S XE SD-WAN Devices] — [Manage Licenses for Smart
Licensing Using Policy ]

BEODE— KO MSLA

H AT — R TiX, MSLA L Cisco I0S XE Cupertino 17.9.1a LA Catalyst 8000V = v 27/
TR =T TCOREHTEET,

ZEANCHOWTIE., TMSLA] 2L T F &,
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Change of Authorization

mu ETE (COA) 6i m}gn DALAT %J:U\T‘jj'?/T/f /7 (AAA) '{Z//El /@)E,rﬁf%\ E}S
FAESINTZRICEL T D200 A=A LR L E7,

IDR—ZA Xy NI—=F 7 =R L, Eyarorsxal) HBEGE BLOKT, A=k
NYUVAER—=bDU vy MUY, BEOYV—ERT TV — b DT 7T 4 7L EFHT 2
T4 DD DFRAEE (CoA) a~r FEHR—FLET,

« WA EHEOERENRH (89 ~—)

« WAIAEFIZET D1FH (90 X—2)
« WA EEOFIFIFE (92 X—)
cRAIEHEORET L (93 =)
s WAL O ER] (94 ~—)

aa A ZZ B DR IR R

RORIZ, ZOFY2—/LTHH LIZHEREICET Y U —2 R s LET, ZoXRT, V7
Fo=27 UU—A LA U THEBEREOYR— R EASRILEDY 7 =T VY =272
FERLTWET, ZOHRRIL. FFCTB 80RY  ZhUEO—EDY 7 vy =7 VY —
AThbHAR—FShET,

TIy N7 F— LY R—= I BIOV R YT FU =T A A=V OFR— MNIBET HHERE MR
&9 %1Z1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 &£ 23 %2
L. www.cisco.com/go/ctn [ZFE) L £ 4, Cisco.com D7 72 MIMEH D £H A,

= 17: RAIEEOWAELIFHR

Haes J1)—=x BERETE IR
Change of Cisco 10S XE FREIEA
Authorization Amsterdam 17.4.1

ZOMREICE Y . ko awr FREASNE LT,
show aaa servers, show aaa group radius, show

device-tracking policies, show device-tracking
database show access-session interface interface-name
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Change of Authorization |
B aoz=cmyans

HEES =2 HEETRER
Change of Cisco 10S XE FREIEA
Authorization Amsterdam 17.3.1a

ZOMRBIZE Y, kDa~» RPREASIE LT,
show ip access-lists, show ip access-list interface .

debug epm plugin acl event, debug epm plugin acl
errors

wo Al REICET 1R
RALE L BRIAOFIR

PR ZEFE (CoA) X, FBFE, BBu, BXOT v T 407 (AAA) By arohts., R
FES =L /fr%ﬁ‘ét&b@)‘ﬁ AL LET, ZOFIROERAT v FITRO LI
T,

=3
® FNA

cARAF ¥ TERAALV K
» CoA DR

Xy hU—2 T 7RG

AAA CTa—H— FHFa—P =L —TORY —RNEEINEE, EFEIL. AAA
H—,3—7> 5 Cisco Identity Secure Engine (ISE) 7 & @ RADIUS CoA /\7 v MEEE L, EE
EZEOMAELTH LAY =222 0N TEET, 20k v aTlE, R AEEAR
TV IT A TBLOENDLD CoA TOEMFELEE T, RADIUS A % —7 = A ZDEIT
DWTHALET,

RADIUS CoA %, AAA v arDEMtart vy a ViRl EETH20DA T =X L%
TEL\ LEd, RADIUSY—R—Da—H —F - da—P—FN—TFTRY O —RNEE N5

. BHLE X RADIUS $—/ 3=/ 5 RADIUS CoA 7 A &[G LT, LR > —&F
Mmif_ IR TEET,
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| Change of Authorization
Change of Authorization .

ISR1K ISE (AAA & CoA)

Access-Request, CoA-Request (43),
subscriber:command=reauthentication

Access-Accept, CoA-ACK(44), Error-Cause=200

802.1X Re-Authentication

Access-Accept / Access-Reject,
ACS:CiscoSecure-Defined-ACL=<name of dACL1>
ipv6:CiscoSecure-Defined-ACL=<name of dACL2>

EAP Success / Failure

F 7 4L b TiX. RADIUSA ' Z—T = A ANT A ATHNTR>TWET, 2L, kD
BYEIZ OV TR, —EHOER 2R ENLIEIZR Y F9,

e X2 UT 4 LRI — R
ThUVT 4T

fx?kthxybﬁﬂﬁfé& WEDT BEAA L b ERENTca T T4 T 20K
ICHEESE, COAFRIEZ~ Y RICE > TRHED I A4 T2 FOT A AZEEBIR Ay N T —
777txm7//léhiﬁoﬁﬁym—Pﬂ%&M1%\ﬁm¢67747/hmﬂ¢
DRFEDY YV —A~D Permit-ALL F72IFHIRF &7 7 8 A2 H L CHEHAT 2008 9 it
BT, Byia  ORE, EyvarokT, AANOEHEGE, A— DT vy hF T
BXOR—=FIRTUATH, By ar ZTEDCABERPYR—MEINET, ZOET I,
RO L DI, 1 DDEKR (CoA-Request) & 2 ODEZ LN DHIGEA— RTHEKSHLET,

*» CoA acknowledgement (ACK) [CoA-ACK]

* CoA nonacknowledgement (NAK) [CoA-NAK]

Change of Authorization

WAEE (CoA) 13, RAF ¥ TEARA Y FOERIZESNT, = FRA L FDOFRy FU—
I T AT D HRGEE RITER A ERRGT A0 Y ) a— g VOEBERERSTT,

Z OKEBEIX. Cisco AnyConnect 73— 5 48 B X O Cisco ISE 3—T 3 > 2.6 &fta STV
£

WDOXy T =7 hiRaiE, F¥v o R_XRAFERIIT =2 X =B SN ISEMo % »
N = H—ERCLDEXF 2T 77 BRAMEHIND, XYy NV—VNOTFZ o FL—2 L
L CTO—f%M 72 Cisco 1000 ¥V — X —ERHAETRIN — 2 2R L TWET,
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Change of Authorization |
B zaz=osnss

B 2: ISEXMD Ry FD—OH—ERITEDEFa 77V ERICERSAD R Y FT—Y RO Cisco ISR1000

Windows PC IP=Phone

Wireless AP

CoAld, RAF ¥ TEARA L FOFERIZEASANT, TV FRA VDX y NT—I T 7RI
5t 5 HERAEE TR A ARG T 570D Y V) a—2 a VOBERERES T, Fyra—R
TR ACL DAYV a—va U BIKOZ—7 v MEKTY, ZOACLICKY, 7747
T AR A R ENTZEX 2 T 4R —NEHLET,

mUEU'~E§0)ﬁm%ﬁ§§ﬂa

*DACLEB LY A L7~ ACL 2% R — b9 2 TCAM 238 % D3 8 ;R— b SKU DT
ﬁ‘o

o XACL [T EMEREIZDR—EH LET >, <, >=, <=F¥FT—FINnTWHERA) .

o« 24 T ASIC TCAM DMEFFCX 2D/ 255 = 8 (IPv4ACL = FVU) F£TT
j‘o

cIPVAF T a Ay A—I P R—FENTELT, ACLXry hA VAT g L TD
IP75 7 A by HR—FZNTWERA,

¢ IPV6 X Z DRERECIE AR — SN TWEH A,
e AR— M ACL I Z DHSRETII Y R— F ST ER A,

* SISF /%, none-secure device-tracking (ZF = U7 4 L~L Iglean] D T v F 7R
=) DHEYR—FLTHET,

o < JLFFRFE VLAN 1Z. Cisco 1000 ¥ U — X H—E AR N —% CiIAR—FEnTH
FH A,
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| Change of Authorization
gazeonzr: [

s 87 %7 Tenable tracking] I[ZEXHZ ONDZ EIEH Y FHA,

I TAT U A E—T 2 A ATEEEEBHEY K L7- 2 TR, 2O E VLAN
MEFINDZ EITHY FH A,

Rl EBEDEREH &

Essential dot1x | SANet (D%

aaa new-model

aaa authentication dotlx default group coa-ise
aaa authorization network default group coa-ise
dotlx system-auth-control

aaa group server radius coa-ise

server name coa

radius server coa

address ipv4 10.10.1.10 auth-port 1812 acct-port 1813
key ciscol23
policy-map type control subscriber simple coa
event session-started match-all

10 class always do-until-failure
10 authenticate using dotlx

interface gigabitethernet0/0/1

switchport access vlan 22

switchport mode access

access—-session closed

access-session port-control auto

dotlx pae authenticator

service-policy type control subscriber simple coa

Rl EEDERTE

aaa server radius dynamic-author
client

server—-key **x*xkxkk

auth-type any

ignore server-key

ip access-list extended redirect acl
20 deny udp any eq bootps any

25 deny udp any eq domain any

30 deny udp any any eq bootpc

40 deny udp any eq bootpc any

50 deny ip any host %${ise.ip}

60 permit tcp any any eqg www

70 permit tcp any any eq 443
device-tracking tracking
device-tracking policy tracking test
security-level glean

no protocol ndp

no protocol dhcp6

tracking enable
interface 0/0/1

device-tracking attach-policy tracking test
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Change of Authorization |
B zazzozsn

Al B DEXE B

{5 : RADIUS H—/\—D\iRE A &£ 5 H DHERR

Device# show aaa servers
RADIUS: id 1, priority 1, host 10.75.28.231, auth-port 1812, acct-port 1813, hostname
host

State: current UP, duration 188755s, previous duration Os

Dead: total time 0s, count 0

Platform State from SMD: current UP, duration 188755s, previous duration Os

Bl: TINAR FZyXDT KR I—

Device# show aaa group radius coa3 **** port 1813 new-code
User successfully authenticated

USER ATTRIBUTES

username 0 "coal3"

INT A= Z PN > TWDH N E D D a i 24

Device# show device-tracking policies

Target Type Policy Feature Target range
Gi0/1/1 PORT tracking test Device-tracking vlan all
Gi0/1/2 PORT tracking test Device-tracking vlan all
Gi0/1/3 PORT tracking test Device-tracking vlan all
Gi0/1/4 PORT tracking test Device-tracking vlan all

SISF & — 7 V% e85 A4 -

Device# show device-tracking database
Binding Table has 1 entries, 1 dynamic (limit 100000)

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Address Link Address Interface vlan prlvl age state

Time left

ARP 10.11.22.20 0050.5683.3£97 Gi0/1/4 22 0005 11s REACHABLE
295 s

TR AREyva YBRRES L, HEMES LTV D0 E ) e figad 3 261

Device# show access-session interface gigabitEthernet 0/1/7 detail
Interface: GigabitEthernet0/1/7
ITF-ID: 0x0DB9315A
MAC Address: b496.913d.4£f9
IPv6 Address: Unknown
IPv4 Address: 10.10.22.27
User-Name: coa?2
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
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| Change of Authorization
RN R U |

Session timeout: N/A
Common Session ID: 611C4BOA00000053F483D7B0O
Acct Session ID: Unknown
Handle: 0x21000049
Current Policy: POLICY COA
Server Policies: Filter-ID: Filter ID COA2
Method status list: Method State
dotlx Authc Success
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B o = 0z 59500 mys—

l Cisco Catalyst 8300 & & U\ Catalyst8200 & ) —X Tv ¥ 75y hI4—L YT bIz7 avI4FalL—Sav HAFK



=6~
=% =R

Web 21— —A 23— x4 X%&FERHL
A DN =F:

Web 22— A X —7 A A (WebUI) 1E, #AIAIH GUIR—ADT /A ZEHY — )L T,
TNRA AT E a7 L), T A0OEABLIOEREEZEEIEL LY, 22—
JARY T A%m E L0 TOEERIELET, 774V FOA A=V RHEBESNTVD
70, [NZEMELIZ 0T AL A TA B AZA A=)V LT TALETHY 4
Ao WebUL ZFEHTIE, CLIOFMmEG#HS 72< Th, REEMEL, T ADE=HF Y
TENT TN a—T 4 T HRITHOZENTEET, TOFEIL, KROEY v a THERSNT
WET,

* Web UI 2 [ L7= LIEHMEEOT 7 4 /L MIREETH DT /314 ADHRE (97 X—)

* Day One %2 Web 22— A > % —T7 = — A& (102 <X—)

e WebUL A L7=T /S ADT T 7T K7L A (PnP) BAEOEHE T TNy 2 —

T4 7 (103 =)

WebUlZERA L I-TEHEHFEEHEOT 74 IL MRETHS T
INA ZADERTE

IA 78y b7 T U4 = REfH LT, BAWRL—FRELFATTEET, V—F%
RET DI, LFOFIEZFEITLET,

)

GE) WebULIZT Z7BAT BRI, T/ ATHEARRTEEZITOLENHY 97,

FIE

ATy T1 VU T A —T LD RI45 |z /L—F D RI-45 a0 —)LiR— NI LET

o
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Web 1—H—A V2 —J A REFALETAARDEE |

B arzrasmz—r ey r7 9T Yo FOER

ATy T2

ATvT3

ATvT4
ATy TH
ATvT6

ATy 717

TNRAZADHHIRET 4 P — FNERINTH, ROVAT AR v —URN—F IR REINZH,  NoJ
CANLTTF A AT T M EFRRLET,

Would you like to enter the initial configuration dialog? [yes/no]: no

a7 4 X2l —yar FT— KT, ROBRERXTA—=FHE AN LET,

ip dhcp pool WEBUIPool
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1

username admin privilege 15 password 0 default
|

interface gig 0/0/1
ip address 192.168.1.1 255.255.255.0

A=W Ry Er—T/NTPC EN—F AP L, gig0/0/l £ F—T7 A AZHEHELET,
PC#DHCP 75347 e LTHREL, L —FDIPT L AXAEIMICESELET,

TIURERIL, TTUFDT RLRIFIZT AL ZADIPT FLAZ AN LET, Bx a7 RERO5EA
I%. Thttps://192.168.1.1/#/dayZeroRouting] & AJJLET, HFEV EF 27 TiHRWEFRROLGEIL,
Thttp://192.168.1.1/#/dayZeroRouting] & AJJ L FE 7,

T 74 hO—F—4 (admin) T 7 AN FDNRNAT—REASHLET,

EXFLEIEHEHRE—FEY 7Yy T o4 H—FOFEHR

FIE

ATv I
ATy T2
ATvT3
ATv74
ATvTH
ATvT6
ATvT1

BAT— NEITFEME— N0y b7 v 72l L TOV—Z 2R ET D121, ROFIEZE
ITLET,

[Basic Mode] &% 7z 1% [Advanced Mode] % iR L. [Go To Account Creation Page] #27 U v 7 LE 7,
2—PHENRAT = REANLET, HROTZDIINAT— REFALET,

[Create and Launch Wizard] 27 U v 7 L%,

TNA AL E RAL B AT LET,

[Time Zone] K1 > 77X 7 A NnD, WEIRA A LY — Z@IRLET,

[Date and Time] K2 v X7 U X "vh, @bl HRFE— REZEIRL £,

[LAN Settings]| 227 U v 7 LET,
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| Weba—F—A 28— A REFBRALETNA ZDEE
NE Gy |

alialn
cisco WELCOME ! Check Video Demo

[cisco

This device is detected as factory fresh device. As a first step create a new user account and launch the guided setup wizard to bring
up the device quickly.

@ Basic Mode

Basic Settings.LAN,Primary WAN

READ THE BELOW INSTRUCTIONS BEFORE YOU BEGIN
o Ensure that you have all information from your service provider for completing the configuration. Click here for checklist
e If you are configuring non 3G/4G based WAN connection then ensure physical WAN cable connectivity with Service Provider is proper.
o If 3G/4G is configured as WAN then ensure SIM ( Subscriber Information Module) is inserted properly in the Router slot.
e The wizard by default enables some recommended configuration. Unless you have strong reason to change that have them as desired.
o This wizard helps to bring up your WAN/LAN connectivity quickly. You can always change the configuration and add advanced feature support

once the ion is successfull

e Best Practice: When you use WEBUI for configuring a device, do not delete or modify the configuration directly by logging onto the device which

will lead to misconfiguration.

GOTO TO Account Creation Page >

LAN SR EZ1TWVET,
FIE

AT 71 [Web DHCP Pool/DHCP Pool] 4 % 7= (% [Create and Associate Access VLAN] 47> 3 & ER L £,
a) [Web DHCP Pool] &R L7-A 1%, WERELET,
[Pool Name] : DGCP 7' — /4% AJJ L E7,
[Network] : > hT—2 7 RLABLUOY T Ry h~ATEZATTLET,
b) [Create and Associate Access VLAN] 47 > VA @IN L2 5A1E, REBELET,
[Access VLAN] : 7 7 &2 VLAN OiBIFE S 2 AN LET, fEETE H4PHIT 1 ~ 4094 T,
[Network] : VLAN O IP 7 KL A Z AN L9,

[Management Interfaces] : f % —7 = A ZAZEIR L, HARAVELERAZFEH L CTRIRLZZY X MR
JABBLET, TR0 v T BT 977 KRy 7 LT, BIRLEY 2 MRy 7 AL
AUE—T A AEBEITHLHTEET,

AT w72 [Primary WAN Settings]| %7 V v 7 L7,
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B 5 =vwangezeroEs.

oO——O0
[ i

BASIC LAN
LAN Configuration @ HELP AND TIPS

/" Webui DHCP Pool An admin user will be created with the below details

19216810
255.255.2565.0-

< Basic Device Settings PRIMARY WAN SETTINGS >

T54<7') WANSEZREZITULWET,

FIE

ATy T

ATvT2
ATy T3

ATvT4

ATy TH

ATy 76

ATvIT1
ATv78

TT7A4~Y WAN XA TR LET, 774~V WAN L, V—Z BV KR— 25 WAN DX A 7120k
CC, ¥ U7, 3GAG, A —F v b, FiiF7u— KK K xDSL) 2% ETEET,

Ray 77X VANV E—T oA AZERIRLET,

P—ER T mA F =6 DNS B— MERZ EEIRGT 5121, [Get DNS Server info directly from 1SP]
F2v IRy I AEF NI LET, 7T7A~UDNS LI X YUDNSIITFEICANTHI EHTXET,

[Get IPautomatically from ISP] = v 7 Ry 7 A% 42 LT, $—ERXTa A, X —n5IP T KL AF
WAEEZRGLET, PT RLABLOY TRy b ~227 &2 A LET,

[EnableNAT] F = v 7Ry 7 A% 4 N2 LT, NAT 288N LET, NAT ZANITHZ EaBEDL
£,

[Enable PPPOE] F = v 7 iR v 7 A% 4|2 LT, PPPoE AN L %%, PPPoE BT 285401, &
BRREE— RERIRLEJ, #7232 VT PAP & CHAP T,

F—ER Tag X ot En i —F -4 E XA —REATLET,
[Security/APP Visibility WAN Settings] #27 V v 7 L %7,
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HhUF ) WAN SRR EITVET, .

©
o

BASIC

PRIMARY WAN

530

WAN Configuration
9 © HELP AND TIPS

WAN Type® s An admin user will be created with the below details
Interface *
DNS / IP Address
Y| Get DNS Server info directly from ISP
Get IP automatically from ISP
¥ Enable NAT
Profile

ccccccccccccccc

Configure username and password if provided by service

thHH1) WANSEREZITWLWET,

FIE

&M

ATvT2
ATvT3

ATvT4

ATy TH

ATvT6

ATy T1
ATvT8

FHIEETIX, B ) WAN e 2 iR E T D M ERH D £7,

T

Y H U HE Y WANS A THERLET, V=R R—=FTDEWAND X A FTSC T, ¥ U T, 3G/AG,
A =Py b, FHFETe— R R XDSL) #EH &Y WAN & LTRETE X,

Rey 77X UARPOA X —T oA A RINLET,

P—E R T u A F =5 DNS b— MERZ EHIGT 5121, [Get DNS Server info directly from 1SP]
Fov IRy I AeA NI LET, 7T7A~UDNS BN HXYDNSIZFEICANTHZ L TEET,
[Get IPautomatically from ISP] = v 7R v 7 A% A LT, Y—ERX Fa XM X—n5IPT KL RIE
WEBEHZEISGLET, IPT RLABLOY TRy A7 2 AN LET,

[EnableNAT] F = v 7 Ry 7 A% 412 LT, NAT A8 LET, NAT AT 52 L aBED L
i‘ﬂ‘o

[Enable PPPOE] F = v 7 /R v 7 A% A2 LC, PPPoE Z NI L%£d, PPPoE Z AN T DAL, &
FERRAEE— RE2®IRLET, 472 3 Vi PAP & CHAP T,

P—ER T =Lt snza—F—Z L XRT—RE AN LET,
[Security/APP Visibility WAN Settings] #7 U v 7 L %7,
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Web 1—H—A V48— T/ REFEALET A ROEE |
B cr2v5 zeomm

X)) T AREDHERK
I

ATV T1 TRTONRT = RRT L= TF AP TRRINZNE S IZT DL, [EnableRecommended Settings)]
Frxv IRy I A F A LET, NAT— RIS b ET,

AT w72 [Day0ConfigSummary] Z7 V v 27 L£7,

ATY T3 BEET L E2—75HIZIE, [CLlpreview] #7 U » 7 LET,

ATY T4 [Finish 7V v 7 LT, 7A€ty b7 v 7E5%ETLET,

© © © © © o
o F Q =
BASIC LAN PRIMARY WAN WI-FI SECURITY / APP VISIBILITY SUMMARY

SUMMARY CLI Preview

This screen provides the summary of all the steps configured as a part of the day zero configuration. Please click Finish to configure the device.
Router Name: geo, v Domain Name: mydomain.com, + Time Zone: 5.30, v Date & Time Mode: Automatic

LAN Interface: , v IP Address: , v Subnet Mask: , v Use as DHCP Server: Yes, v Pool Name: , v Network: (), * Management Interface Configured: No
WAN Interface: , v IP Address: Automatic, v DNS: Automatic, v NAT: Enabled

Wi-Fi Configuration:

> Security / App Visibility Cisco recommended security settings: Enabled, * Application Visibilty: Disabled

< SECURITY / APP VISIBILITY

Day One X EIZWeb 1 —H 4 3 —J 1 —X %= {FH

Web 21— A4 L H—T = f ZADFRIE :
Fg

ATy 1 HITP B —_"ERELET, 774/ TR, HITP = _OREDT A A LITFET 20ERH Y E
4, iphttpserver =~ > F & iphttp secureserver =~ > RRETaL 7 4 F a2 L—3 3 VITFEET D%
Fxy 7 LT, REZMRLET,
Device #configure terminal

Device (config)#ip http server
Device (config)#ip http secure-server

ATY T2 WebULICu Z A T ADORIEF T a v 2R ELET, ROWTNOOFREFREHEHATXET,
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a)

b)

WebUl & L1=F A ZDTFHF7 KTLA (PaP) BAEBOERE L5 TLva—T105

0—HNT—H_X—=ZA M L CRIECTEX £7, Web UIFRREIC R — )L T — X X=X & 512
IZ. iphttpauthenticationlocal =~ > RABFEITA L T 4 X2 b —a VIZEENTWDE I 2R LE
To ZOavy NI, T A THEANIRESNTVET, a3~ RRFEELRWGAT. ROHFIZ
AT EICT NS RERELET,

Device #configure terminal
Device (config)#ip http authentication local

G¥) Web Ul OFRE®EIZT 7 AT BI121%, HEIR 15 Z2FF > —FRMLETT, HERN 15
RIEDOBREIE, WebUI TH v aR—REE=F UV ITHIEICORT 7B ATEET,

2—WT7 T N EAERKT DL, username<username> privilege <privilege> passwor d 0 <passwordtext>
ZEHLE T,

Device #configure terminal
Device (config)# username <username> privilege <privilege> password 0 <passwordtext>

AAA j—7 V=] /é?’fﬁﬁﬁ L/VCnALJnJ‘_ELjE—QF Web Ul ( AAA nAuthE%'ffﬁH—g—z) j: T/\/fXT ’—lp http
authentication aaa] ZHE L TCWA I L AR LET, £7o. LT AAA T—RBENT A AZTF
T2 LR LET,

Device #configure terminal
Device (config)#ip http authentication local

ATF9 T3 7oV ERELET, TRLARNR—Z, TAAAZADIPT RLAZANLET, X7 RO A

(=N

lhttps://ip-address] & AJJLET,

ATV T FRARAIBEENTZT 740 b =4 (cisco) EXATV—FREANLET,
AT9 75 [Loghhl 7V w7 LET,

WebUlZERLE=TINA RO TS 72 RKTL4A4 (PnP)
BAEFEOERE NS TN aA—T 42T

® 18: e DEE

Hees 1)) —RIEHR HL:L

WebUI Z{#H L7=5 34 A @ | Cisco I0S XE Catalyst SD-WAN | pnP & A i T WebUT % {8
PnP E AU OB E b7 | U U —A175.1a LT, TA¥aTF A 2D
N a—F 4T AN EEBERBIO N T

Va—T 4T TEDLLIIC
720 F L7z, HBE)PnP A
R LT 85A80E. 734
X®%AET%$@T£ﬁT
xFET,
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Web 1—H—A V2 —J A REFALETAARDEE |

B weou 28R LEFAMZOTSTTURTLA (PiP) SALBOBRE FS TN S a—F4 VY

YuekyFrunvva=ry (ZTP) £7237 777 K7L A (PnP) Yok A%MMHL T,
Cisco vManage (2% 92 7 /34 A DOE AW Z BEINICEITCTEET, 2ok 7> a Tl
PnP A Yy REMEHLTCT A AOBEAMEFEE=FBLIRN T TNV a—T 4 7T 5 FIA
WOWTHBLET, WebULD Z DFBEREZ LT 2 &, PnPEAE 7 A2 E=F B LW
NoGTNa—=T 47 LIz, ZOVTNVEALNAT—H AR LIV THI L TEE
T ZOEAMEEIMEIEFTITRIE LGB 1E, TR EKT L, 73 A0 A% F
BCTITH M TEET,

AR &M
s WebUl ZFATLTNDHT/NA A (Web 77 U HEFEITTELHa L Ea—F) L&A
LTWABTNA AT, TAALADL2 AA v FHR—F (NIM) #HTHERT 208N H 0
S
« T/NAADDHCP 7 74 7 > b ID %355 [webui) I[ZEETHHLERH Y 5,
« T34 A% WebUI T Cisco SD-WAN 71 B 7 /34 ZADE AU 2R — K LTnD
PMERDY £9,

TINAZADPWPEAEBD STV a—TaT

a2y ha—FF— R TOPWPIZL DT A ADEANEEE VT TNV a—T 4 7T 52
WOFNEEFEITLET,

1. WebUl T2y ha—FF— R&BHBLET,
cHEE—Fbary br—7F— K~y Y Ex .

W, TN AP TRE L& &%, BEE— FIZ/Y £9, URL
https://192.168.1.1/webui/ IZBE L, T 7 /v hD a7 A 1EH (webuilcisco) %t
LCaZ A LET, T35 A5 WebUI T Cisco SD-WAN 74 B a7 /3 ZADE
AR 2R — h LT\ 584513, [Controller Mode] Zi#®IR L T he—FE—
RIZEIDV B2 D Z ENTEET, HATTDINE I DEMRT LA T a Ry 7 A
MERINET, [IELY (Yes) 1227 Vw7 LET, T4 ARV B—RKZh, av
fr—ZF— ROV EZONET,

e bR —FF— RTOTNA ZADELH :
TNAARTTIZay br—FF— RiZhoTVDHHEEIE, T— RE2EARTHHLE
I$H D FHA, https://192.168.1.1 F 7= https://192.168.1.1/webui (BB L £3, T3
A A7 WebUI T Cisco SD-WAN 71 ¥ 1 57 /34 2D AU 2 7R — F LT\ 5D
Y&, URL I3 https://192.168.1.1/ciscosdwan/ (Z U % A L7 ks Z41, Cisco I0S XE
SD-WAN 7 /5 ZDF 7 4 /v kD a7 A AE#H (admin/admin) ZfEH L Tr 271 >
TEET,

N

GE)  PnPEAYE[FORFE TT NS, RACAF = T v 7 a7 4 Xalb—arBNz0nis, WebUl

T R—FENDBTF AL RZBNTT 74V N THEDNTR D F7,
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| Weba—F—A 28— A REFBRALETNA ZDEE
WebUl & L1=F A ZDTFHF7 KTLA (PaP) BAEBOERE L5 TLva—T105

2. [Welcome to Cisco SDWAN Onboarding Wizard] ~~—73"C, [Reset Default Password] % 2 U v
& l/ \i j—o

\}

) TABaT A ADT 74/ hRXAT— RBIEFHTT, Lzl oT, BRI A Dizd,
WebUI TT A AZHO TR T A T H L XN AT—FRE2 )y NTALERHY £9, T
PN ZPIEFITEARE S5 &, WebUL i E T HEBIIZHIBR Sk §, Cisco vManage L0
TNAADT 7 L— MREIZ WebUl RENH D ENRT—ATIX, T 731 ADEAAEfH
L= CTHHIBRS N ER A,

3. TR ADON—KU =T VT N7 2T OFEMER—ICV XA vy bEnET, )
AU—RZASHLT[Submit] #7 Y v 7 LET,

4. WDONR—I20%, BEAEH OB TR N E /R ., PnP Connect /R — % /L33 1. T Cisco
SD-WAN 2> b —F DX EXFERAVKR—F L FDAT =X AN -EERINET,
PnP IPv4 =t R — R NMIFEERRAE LT2HGE. ZOREIL. 7734 AD PnP B A
DRI LTZZ LB RLTWVWET,

BAEF T 20w V2R RBIOZ 7 v— R4 5121, [SDWAN Onboarding
Progress] N—ODHMNZH HERT A 2 %2 ) v 7 LET,

5. H &) PP B AMEf 23 B L 725541, [Terminate Automated Onboarding] 27 U v 7 L &
To ZOBEIZRY, TS RAZFEHTHEAREFETE L LT £,

6. FATRIT Ry APRFRENET, KTERITT DL, [Yes]Z7 U w7 LET, #
T@%Tifcziﬁﬁﬁ)b)é%é\ﬁ)% D ij—o

7. [Bootstrap Configuration] ~=—3"C, [SelectFile]Z 27 U v 7 L, T4 ADT—hFA KT v
TT7ANERRLES, ZOT 7 AT, —RNRT—FRA T 7T 7 A1 (Gl
7Ty N7 A —LEFDT 7 A ) & Cisco SD-WAN Manager 7> 5 % 7 > 12— K A[HE
RINEET = bA T T T 7ANDNTNINTT, DT 7 A /UTIE, vBond %75,
UUID, WAN A > Z =7 = A A, Jb— |k CA, BEREDFFMERNZTEN TN L ME
N0 ET,

8.  [Upload| %7 V7 LET,
9. T ANBEFIZT v 7 a— RS 5, [Submit] #27 U v 27 LET,

10. [SDWAN Onboarding Progress] ~~— 312, Cisco SD-WAN = 2 —TF D AT — & A3 F
JERRZHLE T, [Controller Connection History] 7 — 7 /L% B < 121X, [SDWAN Control
Connections] N—DHPNZH HIERT A 2 %7 Vv 7 LET, ZOT—T7 /N TE, &
NEGIGT A ADOREBEHR CEE T, BAEMPTETTDH L. T35 ZOIRERN
[connect] IZZE DV £7,
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Web 1—H—A V48— T/ REFEALET A ROEE |
B weou 28R LEFAMZOTSTTURTLA (PiP) SALBOBRE FS TN S a—F4 VY
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Irh-7:|::
5 2

a2y —)LiR— k. Telnet, BLUSSHD
QN3

ZOET, WOBETHERINTWOET,
e« 2V —)LR— b, Telnet, LU SSH |[ZBIT HIEEFHELHIKFE (107 <—)
e V)L R— FNOME (108 ~—)
a2 Y — )b R— R ORFIZHOWNT (108 =—2)
A=)V IR—=F DT U AR—F vy TORE (108 <—)
oy — R — FB L OSSH QMR ED TR (110 2—3)

a2y —JLiR— b, Telnet. ELUVUSSH BT 5FE
18 & HIF9E IR

s NI UAR— b~y TINA =V Ry NEHA VA —T oA AZHHAEIND EX, FT A
AN— bk < 7T Telnet 1 & T Secure Shell (SSH) % &L, D3 TD Telnet B L
SSHRE&ZA—"—F 14 FLET,

o f =V xy NEBAS U H—T o AEBRT D2~ OWIEITIL, B —h 1 2—F4 LR

AT — RIZT 2 TE F9, Bt Telnet £ 721385 ket SSH #fEH L CTA —H % v k
BHA L H—T 2 AR TT NS, AT 78R T 52 —H—%, AAARGFAE T
FH A,

il

T I T 477 Telnet £721XSSHE v a v BH DA —FFy MEHA VX —T7 = A AT
N AR—b~oT72EHTLE, 777407 By a rBNUMEns mEEERS
T, L, AV EZ—T A AP TV AR— b~y 7E2EIGRTHE, 77T 477
Telnet v v a v F721ESSH B v v a v OERIIUINIENETA,

c BWINT =B L OFHENT—OREFIEETTN, RETLHZ LR LES, N —
1%, FFIZ Telnet £/21X SSHEITAT —F A2 2 —WIIRTA vV —4 & LTHILLE
R
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a2 yY—I)LR— k. Telnet. & U SSHDORE |
B - - v®—roms

Oy —I)L KR— FOE

FRA AR D ary—uiR— M, EIA/TIA-232 3EREA. 7o —Hl#R Lo U 7Lk T,
RIAS ax 7 2 LET, oV —IbiR— NI, T, A~DT 72 RfEHESH, LV—
M at o Y OFTE SRIVIAE L TWET,

a ) —VIR— FEFERA LT A, A~DT 77 ACDOWTIE, CiscolOSXE Y 7 b =7 D
fEH (25 =) #&RL T3,

a2 — )L i R— FOWMEBIZDUINT

Iy =R — b AL TV—XIZT 78 AT H8E1E. BEIMIZ CiscolOS Command-Line
Interface (CLI) ~FEINET,

gL )= VR— &N LT —F ~DT 7 & ZRIT T, CLLICES T 2RI L— 225 %
Koz (Ctrl-C F£721% Ctrl-Shift-6 Z #1977y, Telnet 7’17 > 7" K Csend break =~ > K%
A1) . FERPIOS 7Ry r—VIZT 7B ARBETHIUE, BMre— RiZFEEInET, 2
NOEDOEREEEETHIZE, v =V R—=PMNMIERELEZIN TV AR— s~y Thary—
N AHE—T A AHEALET,

0] — (] O E I_l_I
A= ILIR— D EFIVARAR—F Y TDETE
CORERAT TR, TRAA LD )=V IR— b A H—T 2 A R T U AR— v
ERETHHEZOWTHHALET,

FIEDHE
1. enable
2. configureterminal
3. transport-map type console transport-map-name
4. connectionwait [allow [interruptible] |none[disconnect]]
5. (f£E) banner [diagnostic |wait] banner-message
6. exit
7. transport type console console-line-number input transport-map-name
FIED %
FIE
AR NFERERETIVa Y ]3]
ATy 71 |enable F#HE EXEC E— RE AT L £ 7
f NAT—=RE AN LET (ERInBE) .
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| 2> v—L K=k, Telnet, & & U SSH DL

avv—nK— o r3vrF— vy TonE |

AU RFERETIVa Y

B8

Router> enable

ATvT2

configureterminal

1

Router# configure terminal

Juau—n)ary7 4 Xal—g )y T— NELG
Liﬁ—o

ATv73

transport-map type console transport-map-name

1

Router (config)# transport-map type console
consolehandler

oy =NV R BT A7 N T AR — |
~ v P EER L CLARIEMT, TV AFR— R~y
T a7 4 Xal—aryET—REEBLET,

ATvT4

connection wait
[disconnect]]

1

[allow [interruptible] |none

Router (config-tmap) # connection wait none

Y — VA RS D kAR, TORT R
R—h vy 7 THELET,

« allowinterruptible : = > — L #4#%¢1% Cisco10S
VTY [ AMER A RRIC R 2 02 FHE L9, £
72, =—% Cisco [0S VTY [BI#E M A AT BEIZ
IRDDEFFEL TN D a2 ) — LEEGRIZE D A
feZ LlZEV, BWrE—RFEBBTEET, &
NNT 7 3V FERETT,

GX)  Ctrl+C F—F 721X Ctrl+Shift+6 % —
BT HE, — I OB
WCEID AT Z ENTEET,

snone: 22 Y —VEHRIZ - BT — K&
BRIG L £9,

ATvT5

(EE)
1

banner [diagnostic |wait] banner-message

Router (config-tmap) # banner diagnostic X
Enter TEXT message. End with the character
--Welcome to Diagnostic Mode--

X

Router (config-tmap) #

X',

(A7 ay) ZWre— REHBLTWD2—H,
FEar V= F T UAR— N vy TRED
BHIZ Cisco I0S VTY [HIFR A FiEE L T = —HITFk
IREND AT — A v —VEBERLET,

e diagnostic: =Y —/)v RV AR— K w7/
HEDTZOIZZWIT— RIZHFE I N2 —H|Z
KRINDHNTFT— A=V FERLET,

GE) Ctrl+C — % 72 1% Ctrl+Shift+6 & —
EANITHE, — I OB
WZEIY AT Z LN TE ET,
» wait : Cisco IOS VTY 2M¥ FH A[ GBI 72 D D & 15
L TWB—HFIZERINDEI NN — A vE—
CEERR L £,

Cisco Catalyst 8300 # & U Catalyst8200 > ) —X Ty 75y k74 —L YT bz 7avI4F¥aL—av 14K |



a2 yY—I)LR— k. Telnet. & U SSHDORE |

B - vk rssUssHonEREORR

ARV RFERFTIVaY =)

« banner-message : [l U7 U X & TRMRE L O
TTERF— X vt—,

ATvT6 NIV AR—b~wyTar7 s Xal—rarE—
RERTLTC, Za—Lary7 4 F¥al— g
T—FZHEALET,
Router (config-tmap) # exit
RFw 77 |transport type console console-line-number input| 5 2R — K< FCERINEREEFIL Y —

Router (config)# transport type console 0 input
consolehandler

transport-map-name VA E—T oA AZEHLET,

Z D=~ RO transport-map-name (X, transport-map
typeconsole = v > R CEF S 417 trangport-map-name
E—HTHMERH Y £T,

1

W, avY—)LAR—=b DT AR —%REL, 3V —/LR— b 0ITHR
TAHEEDIZN TV AR—b v T EHERT DB %2R~ LET,

Router (config)# transport-map type console consolehandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

Waiting for IOS vty line

X

Router (config-tmap) # exit

Router (config) # transport type console 0 input consolehandler

a2 —J)LiR— B KLU SSH DALIEERTF DR

a Y —)LAR— b, SSH., B WTelnet DALEFRE A FT HITIE, WOa~w> FEFEHLE
KR

« show transport-map

» show platform softwar e configur ation access policy

F7 U AR—= K vy TREEZEKTT HITIL, showtransport-map 2~ > REZEH L ET,
show transport-map [all | name transport-map-name | type [console [ssh ]
ZDa~y R, 2—% EXEC E— N E 72347 EXEC E— R T AIEE T,
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| 2> v—L K=k, Telnet, & & U SSH DL
avv—uti— ks UssHonEzEoRT [

1

WIZ, TRAATHREEINTEZ N TV AR— <y 7FOH (2 —/Li"— | (consolehandler) .
Fifet: SSH (sshhandler) . £Ffitk Telnet b7 AR — bk (telnethandler) ) Z/RLFT,

Router# show transport-map all
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:

Wait option: Wait Allow Interruptable
Wait banner:

Waiting for the IOS CLI

bshell banner:

Welcome to Diagnostic Mode

Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernet0/0/0

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt

Bshell banner:
Welcome to Diagnostic Mode

Router# show transport-map type console
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:

Wait option: Wait Allow Interruptable

Wait banner:

Waiting for the IOS CLI

Bshell banner:

Welcome to Diagnostic Mode

Router# show transport-map type persistent ssh
Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernetO
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a2 yY—)LR— k. Telnet. #& U SSHORE |
B - vk rssUssHonEREORR

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt
Bshell banner:

Welcome to Diagnostic Mode

SSH:

Timeout: 120
Authentication retries: 5
RSA keypair: sshkeys

Router# show transport-map name consolehandler
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for the IOS CLI
Bshell banner:

Welcome to Diagnostic Mode

FElEar Yy —/ AR— b, SSH, ¥ XU Telnet B DI BT 2 BUTRE 4 R T DITIE.
show platfor m software configuration accesspolicy =~ > KZFEH L ET, ZDa~vr RO
i, KX A 7 (Telnet, SSH, BL Va2V —)L) OBEORHER Y v—& | BUEHRTE
STV DOLNRNT—DIFHRP R ENET,

show transport-map =~ > N &3 872V | show platform software configuration access policy =
~ RiIZWre— FTHEMMETT, 20D, FTUAR— vy TREBTHRPLETH D
IZH 23020 57 Cisco IOS CLIIZT 7 E A TERWEGAIC, Z0avy FE AN TEET,

1

Router# show platform software configuration access policy
The current access-policies

Method : telnet
Rule : wait
Shell banner:
Wait banner :

Method : ssh
Rule : wait
Shell banner:

Wait banner :

Method : console
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| 2> v—L K=k, Telnet, & & U SSH DL
avv—uti— ks UssHonEzEoRT [

Rule : wait with interrupt
Shell banner:
Wait banner

1

RIZ, SSHADOH LW T AR— b~y TRRESNDATEBOM ST THITIND
platfor m softwar e configuration accesspolicy =~ > RDO#lZ R L3, REFHZ. Fii
PESSH h 7 v AR— b v v 7 OHHAR Y > —ENF—NRE S, SSHDO F T A
R—=hF oI BA Fx—=TMMbENET,

Router# show platform software configuration access policy
The current access-policies

Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner
Waiting for IOS Process

Method : ssh
Rule : wait
Shell banner:
Wait banner

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # transport-map type persistent ssh sshhandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

Welcome to Diag Mode

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

Waiting for IOS

X

Router (config-tmap) # rsa keypair-name sshkeys

Router (config-tmap) # transport interface gigabitethernet 1
Router (config-tmap) # exit

Router (config) # transport type persistent ssh input sshhandler
Router (config) # exit

Router# show platform software configuration access policy
The current access-policies

Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner
Waiting for IOS process
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a2 yY—)LR— k. Telnet. #& U SSHORE |
B - vk rssUssHonEREORR

Method : ssh

Rule : wait with interrupt
Shell banner:

Welcome to Diag Mode

Wait banner
Waiting for IOS

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner
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. 8.
=% =R

VI RIITDA VR —)L

oL, WOBETHRSNWTVET,

AFE (115 2—)

« ROMMON A A—3 (116 ~X—)

e b Va2 T4l (116 2—2)

e 77 AN VAT A (117 =)

cHEBER SN 77 AV T 4L 7 FUBLXOT7 740 (117 3%—)

e 75y ARL—Y (119 %—2)

cHEI T —hDar 7 4 X2l — gy LYVZZORE (119 <X—)

VT NI =T DA LAN—IVEEET v T 7 L— REE (119 X—)

e A VA= Naw U FEEHALIEZY 7 2T DA A =)L (125 X—)
s EHBID NN =D EFERA L TEITINDT AN, ADOFEHB LUGE (151 ~X—Y)
*NIM CDT7 77— 7T DT v 7T L—F (159 <X—)

e T =AU xT TRy —U DA A =L (169 X—)

* No Service Password-Recovery DF%E (174 ~—7)

S

W= T 2T A A= LTBHEINE. BNy Tr— (FT—FA[RBA A—) %
A VA =N LET, ZHEH TR r—2 (FPa— NV T Ny 2T 2=y ) ONRUR
ITHERRENTRY, EV T RN r =3z nFNEAsiEr v F2FIE L £,
V7N x2T oA VA= NTBHEFHEHRHTEL LT, IRO2OOHFENRHY £7,
HHEN =V EFHA L TCEITEINDT AL AOEHLEHRE (120—) : ZOHET
. IR =R ENCT v S — RTE, RICHAT A HiE L i L <, @HEIx
T — NN EL ARV FET, BV a— DY T N 2T EREMICT v S — KT A5
X, ZOFEEFERLET,
cMHB DR =V EHERH L CTHEITINDT A ZAOFEHBLIORE (1513—) i
1%, Cisco —F BfFTHR— N I TWADIEHER 72 Cisco V—HF A A—T f A h—/L
BXOEBIZEU L, v IR FETY,
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PPANE S A R 7 I |
B rovmon 21—

P—ERAOPWA R, PESNTOWARSTHFENICY 7 by =707 v 77 v— REFEAT
TLZEEBROLET, Y7 =T Ty T L= REENITHITIE, v—F &Y T —h
TOMENRD Y £,

ROMMON 1 A —2

ROMMON A A =&, L—FDROME=% (ROMMON) V7 Fy =7 TEHINDY 7 |k
VT Ny =V TY, TOYT7 L Ny=T Ny =, —F OEBITEFEHEH S D
HNy =2 LIEROH O TT, ROMMON OFEMIIZ-OWTIE,  [Hardware Installation Guide
for the Cisco Catalyst 8000 Series Edge Platforms)] % ZH L T 72 &0y,

ML L7ZROMMON A A — (VY7 bo=T Rolr—2) WYV —RAINDHTLERHY ET,
HLWROMMON Y 7 " =T Zflio CIL—4%T v 77 L— RT&ET, HEMRFIEICHON
TiZ. ROMMON A A —VIZMHEDO~v=aT7 Vv EZ SR L T3,

\}

()  ROMMONA A=V DOH LWWA—T g 0E, I —F OGNy r—V LRIFIZY U —RA X
NDHEFRY £ A,

O NN —_— N
JAE 3= Jr7A)L
TR RO S DR L CEITEND T AL ADEER LU E (151 8—)
TN 774V E T AT IERFERZ2EELE,

7*\\/{/(10)7%/16/5\/\0“//7“—‘\/\\{1‘ —HOY TRy =L packages.conf EWIHLRIOTaE
Va7 ANVTHERENET, VT MU =T EFEITT L KRB ANy —
TERET L5 HETT, ANy —VIEA®E Y —lZlav—3h, BR/~TU Y FERT, A
FV—NTIFITSNET, 7 Va=" 7 77 A VOATNIEL AR TT N, Y738y r—
I FANDEFNIIEETCE LA, FubPa=r T T ANES TR r— 77 AL
E. RICT 4 L7 RUVICRESNDRER DY £7, lx DTy r—2 77 A V3R %
T4 L7 PIIRESNTWDEE, TrEYa=rr 77 A /WTHEUNIHERE L £ A,

\)

GE) B E LT, B ERET v 7L — RENTET 2= 77— 02T Ny r—IU0R%% T
AVAR—AENAEEST. 7o la=r T 7 ANERIELTF ALY FUIZEENTWAY
Hiib v A,

T vy a =777 A\ packages.conf Zffi o THEENT S & 5 F 1 Z&2RETH L. Cisco
IOSXE Y7 " =T DT w77 L—FR&IZboot 27—~ A2 NEERETBLENRNZD,
fEFI<9,
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| vIryz7o1o2 =0

2741 AT L

VN2ES!

sranvzrn |}

Z. Cisco Catalyst 8000 ¥V —X =¥ 7T v N 74— L ETHRATEDL T 7 A LT A

TALDY A NERLET,

R19:TNRNARADIT7AILVRT L

T7A4ILRT L |EREA

bootflash: T—h 7T a2 AFVDODT7A)V AT A,

flash: FROT = 7T 92 AFVDT 7 AN VAT LDTA VT A,

harddisk: N=RTF 4RI Tr7AN AT L (CLIa~y Ro— T ¢ 27 Z{#i
L 72 NVME-M2-600G ¥ 7213 USB-M2-16G ¥ 7-1% USB-M2-32G) .

cns: Cisco Networking Service D7 7 A /v T 4 L7 ~ U,

nvram: T 734 AD NVRAM, NVRAM [#] T startup-config % = &*—T& £7°,

obfl: FroR— REErX>27 (OBFL) 77 ANVHD T 7 AV AT A,

system: FTary 74 Xalb—rarzgt, VATAAEIVHOTZ 7 AL A
7 I,

tar: T—=HAT T A VAT A,

tmpsys: —F AT L T ANDT 7 A AT Ly

usb0 : USB3.0 # A |Universal Serial Bus (USB) 77 v o2 RIATDT7 7 AV AT A,

7 A GE) USB7 5 v l\“§4’7“0>774’/1/ o 25 M. USB K5

usbl : USB3.0 % A A 7D usb0: F721F usbl: AN — MIEEE SN TWBHEEIZD

7B HERENET,

PINT F T g T A,

MLET,

BEIERSNBE 774 T«

FFa~r RUT77 LR A RO copy 2~ > Raff

LY F)BEIVT74IL

T TR, RRRATREZR BBV ER T 7 ANV ET 4 L FUIZOWT, BEOZhLDT L7 b
UND T 7 ANz BT 5B OV THRIAL £,
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PPANE S A R 7 I |
B cosmecnzsorqLFoLoruBLUuTZAL

R2:BBERSNET7AIL

T7A4IWVEEIET« LY ~| A
1)

crashinfo 7 7 A /L crashinfo 7 7 A /73 bootflash: 7 7 A L AT MR ESINH Z &

INBEDOT7 7 ANMIEY T v v 2 BT AU EN G ENTE
D, WESLKNI TN a—T 4 TIELBLET, 2L, Th
%®774wi?ﬂ4x®ﬁﬁmﬁﬁ%éhﬁwtb\%%LT
HT A AOBBEIZITEERDH D EH A,

core7T A L7 KU core 7 7 A /LD A K L— K

ZOT 4 V7 PR EEND L. T— T v TRIICEBIMNICHE
ERRENET, ZOT 47 FUKNOD .core 7 7 A ML, T3 A
FERBIC B2 RIF S TICHETHZENTEETN, T4 L7 b
U HMRIZEE LW T EE N,

losttfound 7 4 L7 b U | VAT AT =v 7 NFETEINDE, T— T v TRHZZOT 4 L
7%)W¢ﬁéhi¢o:@?4V7FU%§%§%6:&@%

WINREETH Y . T3 RMEREAE LD TIEIH Y
i)@/uo

tracelogs 7 4 L' 2 kY trace 7 7 A /LD A b L — VK

trace 7 7 A MI N T TNV a—TFT 4 TN LET, 728 xE
CiscolOS 7' 1B RIZPEFENFAE LGS, 22— R T Ty a—
Tq T HYEIZWE— REf-> Ttrace 7 7 A /VIZT 7 A
L. Cisco I0S [EHIZBHE D HFMAINETE E T,

7212 L, trace 7 7 A JWET A ZAOEMRIZIIEH S e iz
HELTHT A ZADNT 4 —v AT ER DY XA,

BE}EREINETA LY NIICETSEESIR
HEVEKENDT 4 L7 b DI 2 EERFRITRO LB D T,

« Cisco W A X ~—H R — F N HDFRBIRWDIRY | bootflash: 7 ¢ L7 b UV IZHEAERK I 1L
77 7 ANVOHIBR, ATAERE, BE), 32 0MOEREEZ{THRNTEEN,

\}

GE)  bootflash: ICHBVER SN T 7 ANEETTLHE, VAT AN
T =R ACTHERERE LTS THERH Y 7,

« crashinfo 7 7 A /L, core 7 7 A /L trace 7 7 A JMIHIFRCTE £9°,
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I25vya A L—D

VTR =%, 790 anl0oa—hHNV AT 4T A ML= VA R—LENFET,
7T via A L—UO8A  dir bootflash: v REFHATEE 77 A NVANY A FEN
7,

A\

GE)  TAAAREFICHET 2701237 7 v v a2 A ML —URNETT,

BEI7—hrDaI2T74F2L—23 2 LORIDEE

AT 4 Fal—ary bURFZEFERALT, BMEEAETEET, L, T34 A0
B HIEORIENEENET, KOWTHhrOa~y REEHA LT, ROM TERENTA L Hic=a
V74 X2l —Tary LURFZEOXOICRELET,

*CiscolOS 2> 7 4 ¥ = L — 3 > F— KT configreg0x0 =2~ > R&fiH L ET,

*« ROMMON 7' &2 > k C confreg 0x0 =2~ > R&EMH L £,

a7 4 Xalb— gy LYRZOFEMIZOWTIL,  [Use of the Configuration Register on All
Cisco Routers] ZZM L TS 7ZE0Y,

GE) =z 74FXa2l—ay LIZAZE ORI ICHEETHE, CiscolOSXE V7 My =7 % HE)
T = TDBEICT A ARHKRESINET,

(GE)  confreg % 0x2102 £ 721X 0x0 (2 H L=k, 22> Y —/LOAR—L— kA 9600 ([Z5%E N E T,
confreg %7 ELTJ&& Ay =ty v a YEBENLTERWES, EIEERO RN A
FRENDEEIT, MATI 2l —ay Y7 b7 TREE 9600 ICEE L TL7ZE0,

JILDTTDA A M—=ILAEETY TSI L—FKAZE

V7 o x2T A AN—NVERET v T L— KT B2, HENy = EEEER N
=DV T N 2T BT AU TOWTIOFIEICENET, MEO® s g bR
LTL7EEW,

HHEENR =V EMHA L TEITINDT A, AOFEHLEHRE (120 X—)
BB D R =V EER L CEITENDT A, ADOFEHB LORE (151 =)
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PPANE S A R 7 I |
B scor—czmmLtEfsha T R0EERERE

BN T—CEFERLTETINSGTNA RADEERLERTE
~

GE) FF2aroV I N hr—IhFA VA M= T EREND LA, EIXENDOY Ty
=R T T — RTAFEOEASIE. TOFEEAFEALARNTL I, ER oy
F=VEFEHLCIEITENDET A, ZAOFERBIORE (151%—=) 2B LT EEN,

s copy BEL W boot 2~ REMEH LA Ny Fr—VOFERERE (120 X—)

sboot 2~ RZ&ZMH L CTFTP RH THE/NN v r—Y 2 EENT DL IICT A AEHET
A (121 =—720)

copy 5L U boot AT REFRALEHKE Ny rT—CDEBEEETE

HENR =TT v 77— KT 5121E, copy 2~ REMH L TL—4¥ o bootflash: 7
L7 RUICHE RNy —VEabt—LEd, 29 L TME vy r—Yoab—zER LIk,
HAN =Y 77 A NEFS>TT = T DHEIN—HERELET,

WOBNE, TFTP 2 L C bootflash: 7 7 A WL AT AMIHEAE/ N r— 7 7 A v 2 B —
THHEERLTHET, &5I2, bootsystem =~ RaEHA L CRETIL I 7 o
Fal—val LUAFXEHIEL, bootsystem 2~ RIZL V., bootflash: 7 7 A LT AT A
WRFESINL TV DHE NNy — V2 L CEBIT 5 X5 v—Z IR LET, £D%, FrL
VWERE L copy running-config startup-config =~ > FIZKX W RFESH, Y AT A0 ) n— K&
NTTaEARETLET,

Router# dir bootflash:
Directory of bootflash:/

81921 drwx 237568 Jul 8 2020 11:17:27 -07:00 tracelogs

98305 drwx 4096 Jun 24 2020 17:26:48 -07:00 license_evlog
237569 drwx 4096 Jun 24 2020 17:26:48 -07:00 core

131073 drwx 4096 Jun 24 2020 17:26:45 -07:00 onep

16 -rw- 30 Jun 24 2020 17:26:38 -07:00 throughput monitor params
13 -rw- 134458 Jun 24 2020 17:26:37 -07:00 memleak.tcl

401409 drwx 4096 Jun 24 2020 17:26:23 -07:00 .dbpersist

15 -rwx 1314 Jun 24 2020 17:26:21 -07:00 trustidrootx3 ca.ca
14 -rw- 20109 Jun 24 2020 17:26:21 -07:00 ios core.p7b

73729 drwx 4096 Jun 24 2020 17:26:19 -07:00 gs_script

12 -rw- 182 Jun 24 2020 17:26:19 -07:00 mode event log
221185 drwx 4096 Jun 24 2020 17:26:13 -07:00 .prst sync

212993 drwx 4096 Jun 24 2020 17:25:59 -07:00 .ssh

368641 drwx 4096 Jun 24 2020 17:25:55 -07:00 .rollback timer
376833 drwx 4096 Jun 24 2020 17:25:55 -07:00 .installer

458753 drwx 4096 Jun 24 2020 17:25:47 -07:00 sysboot

11 -rw- 696368193 Jun 24 2020 17:15:13 -07:00

Router# copy tftp: bootflash:Address or name of remote host []? 203.0.113.2

Source filename []? /auto/tftp-ngio/test/c8000be-universalk9.17.03.01prdl4.SPA.bin
Destination filename [c8000be-universalk9.17.03.01lprdl4.SPA.bin]?

Accessing
tftp://203.0.113.2//auto/tftp-ngio/test/c8000be-universalk9.17.03.01prdl4.SPA.bin...
$Error opening
tftp://203.0.113.2//auto/tftp-ngio/test/c8000be-universalk9.17.03.01prdl4.SPA.bin (Timed
out)
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C8300-Router#

C8300-Router#copy tftp bootflash

Address or name of remote host [203.0.113.2]? 203.0.113.2

Source filename [/auto/tftp-ngio/test/c8000be-universalk9.17.03.01prdl4.SPA.bin]?
Destination filename [c8000be-universalk9.17.03.01lprdl4.SPA.bin]?

Accessing
tftp://203.0.113.2//auto/tftp-ngio/test/c8000be-universalk9.17.03.01lprdl4.SPA.bin...
Loading /auto/tftp-ngio/test/c8000be-universalk9.17.03.01lprdl4.SPA.bin from 203.0.113.2

(via GigabitEthernet0/0/0):
g

FEELEEEE e T L T T T E T T e e LR L L TR E L L L e

[OK - 696368193 bytes]
696368193 bytes copied in 478.600 secs (1455011 bytes/sec)

Router# dir bootflash:
Directory of bootflash:/

106497 drwx 4096 Jul 8 2020 11:38:27 -07:00 tracelogs
11 -rw- 696368193 Jul 8 2020 11:34:28 -07:00
c8000be-universalk9.17.03.01prdl4.SPA.bin

458753 drwx 4096 Jun 24 2020 17:25:47 -07:00 sysboot

7693897728 bytes total (5950341120 bytes free)

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # boot system flash bootflash:c8000be-universalk9.17.03.01prdl4.SPA.bin
Router (config) # config-reg 0x2102

Router (config) # exit

Router# show run | include boot

boot-start-marker

boot system flash bootflash:c8000be-universalk9.17.03.01prdl4.SPA.bin
boot-end-marker

diagnostic bootup level minimal

Router# copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Router# reload

boot a7 FZFEALTTFAPEBRTHRENNV T—VZRET H LD
[STINA RZRET 551

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #boot system
tftp://10.81.116.4/auto/cebu-tftpboot/test/release/rommon/bin/test-17-3-2r
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Router (config) #config-register 0x2102

Router (config) #exit

Router#

*Jul 7 01:43:52.098: %SYS-5-CONFIG I: Configured from console by console
Router#show run | include boot

boot-start-marker

boot system bootflash:c8000be-universalk9.17.03.01prdl4.SPA.bin

boot system tftp://10.81.116.4/auto/mcebu-tftpboot/test/release/rommon/bin/test-17-3-1r
boot-end-marker

license boot level network-essentials

diagnostic bootup level minimal

Router#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Routertfreload

Proceed with reload? [confirm]

*Jul 7 01:55:28.639: $SYS-5-RELOAD:

Reload requested by console. Reload Reason: Reload Command.Jul 7 01:55:36.715:
$PMAN-5-EXITACvp: Process manager is exiting: process exit with reload chassis code
Initializing Hardware

Checking for PCIe device presence...done

System integrity status: 0x610
Rom image verified correctly

System Bootstrap, Version 1RU-20191104, DEVELOPMENT SOFTWARE
Copyright (c) 1994-2019 Dby cisco Systems, Inc.
Current image running: Boot ROM1

Last reset cause: LocalSoft
C8300-1N1S-6T platform with 8388608 Kbytes of main memory

Located c8000be-universalk9.17.03.01prdl4.SPA.bin

Package header rev 3 structure detected

IsoSize = 655712256

Calculating SHA-1 hash...Validate package: SHA-1 hash:
calculated DF67D179:DAB875C9:D61FBI9E7:2E25B30B:48E86BFC
expected DF67D179:DAB875C9:D61FBOE7 : 2E25B30B: 48E86BFC

RSA Signed RELEASE Image Signature Verification Successful.

Image validated

RSA Signed RELEASE Image Signature Verification Successful.

Image validated

Jul 7 01:58:19.327: %$BOOT-5-OPMODE_LOG: R0/0: binos: System booted in AUTONOMOUS mode
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
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subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Amsterdam], c8000be Software (X86_ 64 LINUX IOSD-UNIVERSALK9-M),
Version 17.3.1lprd8, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 19-May-20 12:00 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

All TCP AO KDF Tests Pass

cisco C8300-1N1S-6T (1RU) processor with 3763047K/6147K bytes of memory.
Processor board ID FDO2320A0CF

Router operating mode: Autonomous

6 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

7090175K bytes of flash memory at bootflash:.

28884992K bytes of M.2 USB at harddisk:.

Dspfarm profile 7 :: No resource, check voice card or dspfarm service is not configured
Press RETURN to get started!
Router>show version
Cisco IOS XE Software, Version 17.03.0lprd8
Cisco IOS Software [Amsterdam], c8000be Software (X86_ 64 LINUX IOSD-UNIVERSALK9-M),
Version 17.3.1lprd8, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2020 by Cisco Systems, Inc.
Compiled Tue 19-May-20 12:00 by mcpre
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Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: (c)

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual network-essentials network-essentials

Smart License Subscription None None

The current crypto throughput level is 1000000 kbps

cisco C8300-1N1S-6T (1RU) processor with 3763047K/6147K bytes of memory.
Processor board ID FDO2320A0CF

Router operating mode: Autonomous

6 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

7090175K bytes of flash memory at bootflash:.

28884992K bytes of M.2 USB at harddisk:.

Configuration register is 0x2102
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Cisco I0S XE Cupertino 17.7.1a LA, Cisco Catalyst 8000 = 275 v b7 4 —AILT 7 4 /L b
TA A F—=E— FTHmSNET, 2= —iF, —EDingtall =~ FaEHLT, 7
Ty b7+ —L&EEIL, CiscolOSXEY 7 MV =7 RN—=V g N7 v 77 b— RERIFF Y
Y7 L—RTEET,

AVA=ILAT U REFERALEZY IR 70DA4 VR F—)LIZET
5 HIFEE

« ISSU (T Z DHERE TIE A N — S EH A

e A A P=LE—RTIX, VAT LOFHEHNLETT,

AVA =LA FEFRALEYI D T7DA R F—I)LIZEET
5 EER
Cisco IOS XE Cupertino 17.7.1a V U — A LI, A A2 h—/LE— R T SN /— & DGE
—HEoingal 2~ FEFEH LT, f{ VA M—NLET—=RTT Ty N7 —2%5EE), 7Tv7 7

L— R, BIOH T 7L —RT&EET, ZOEFNL, Cisco Catalyst 8000 = v 277 v b
T —AIZHEHINET,

WDFEIZ, R RLVE—REAL VA —=LE— FOEWERLET,

K2 NV EILVE—FES VR M—=ILE—F

N FILE—F AR =ILE—F

ZOFE—FRTIE, u—br O—FRF4R7, |ZOF—FRTE, 77— akvRice—hL
7T va) £V E—F (TFTP) @ bin| (F—h+7F v =) @ packages.conf 7 7 A
AA—=VEFEHLC, ieShiz7— 1 7 | VEERLET,

AR ENET,

ZOFE—RTIE, 120 bin 7 7 A /VEMEH | ZOF— NTIL, bin 7 7 A /VIFHEE Sz

LET, pkg 7 7 A NMIZEEMZ ONET,

CLI : CLI :

#boot system file <filename> #install add file bootflash: [activate
commit]
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NV RILE—F AR =ILE—F

ZDE—RTT v 7L —RT5ITE, boot | ZDEF—RTT v 7 L— K9 5I20%, ingall
system NF LWV 7 T =T A A=V kRA |a~vr ReHLET,
YETHEDICLET,

AA—=VOHBT v 77 L—K: HLWField | A A—YOHBT » 77 L— K : #H LW FRU
Replaceable Unit (FRU) NEV 2 7R v — | BNETV 2 TM U vy — A SN SGE,
VNFAESNT GG, 777 477 FRU EFR |\ &5 FRUX, 7277 4772 FRU ERHIL
U=V a U THLWFRUZETT DL, | TA A==V a AT v 77— K
FENZ L DMEENMLETT, EnET,

RNy 7 ROV T N =T ATF | m—ANy 7 D 1EIO Y n— R T, Dy
YADEH (SMU) ZfH L TLURIOA A — | F%&ETe, CiscolOSXE ¥ 7 k7 =7 O LLH]
e — ANy 73512, BHEEIOVa— [ OR—=Va r~0r— Ny J BN LE
RN/ DG AR H 0 7, 7

A VA R=ILE—FDTOLRT7O—

ALVAR—=NE—FRDTREATO—L, Ty N7 —LTYTZ7 MU= T DAL A=) L
T — REFEITTAHEDOORDIS>ODa~y RTHER SN TWET, ingalladd, install
activate, install commit

WoO7ua—Fr— R~ ingall 2> FEFH LA VA =T a2 52 L TWET,

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboots
Copies new o | Installs software Commits the N .
software 1 package recently installed | Devicosses S
A recently installed
package to the copied in the software package aaftiiars Gockans.|
device previous step so that it persists P g E‘;

installadd =~ K%, Y7 b7 N r—a0—AVERTZ)T— FOEHNGT T v
F 74 —2lZa—L%xd, FTP, HTTP, HTTPs, £/2IXTFTP 2 C& 4, Zo=a~<vr
Rix, N —U 77 A NVOlxDayR—3x ST /3y r— & packages.conf 7 7 A /b
WWEBLET, 7 7ANVERIEL T, A AT 7 ANARBINDLA A N—)LT DD
Ty R T7F—LHOLDOTHDL I L EHERLET,

install activate =~ > Ri%, SEARBIEAZFEITL, ingalladd 2~ F&EH L CLURNZEMNE
NNy =7 ya=r /7 LET, 2 VAT LAYV —FRE M) A—-LFET,

install commit ==~ > Ki%, install activate ==~ > R&EH L CURNCT 77 4 T{b &= /3 v
—=TEMERL, Ve— FELESRRINS LI LET,
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A\

GE) HEHEALAI—ATEHE, DRENCA VA=A LEY T NI 2T A A—U0ERENET,
ENREETYH, 1 OOT A AZA VA R—=NLTELIDE 1 DDA A=V DHTT,

WKDO—HEDA LA h—Lawy RBRFEHTEET,

R2:AVRA =LAV F—E

avvk (378 B
install add install add file AL A= Rohr—T BL&
location:filename.bin VUSMUDOHEA Y 7 R =7

VR hUIZavr—LET,
7 7 A NDOYFTEe — T
HUE—FTHNENER
Ao ZDa<y KIZRDZ &
EITWET,

c T ANDT =T W
Ly TTv R TAH—LD
HMET = > 770 E % tn
AEL £,

Ny =V DA DT
A= Ty
s —3 & packages.conf |Z
JEBH L £,

A A—THhu—T A
Ry hYicar—L, &
DFIETHEHTEDH LD
IZLET,
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install activate

install activate

ingalladd =~ > R&{HH LT
BMENTZ R =% T
T4 7 LET,

* showinstall summary =<
Y REMEHLT, TS
T Tl A A=V E R
LET, ZOAA—UN
TIT 47k nET,

s ZDAavwy REFTTD
L. VAT AN r—FR
SNET, TIT 4 N—
TarEHATTHME D
MEMRLET, RS
w7 b A HEIZ M
THIZIE, Zoavw R
& prompt-level none % —
U— &l LET,
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(install activate) auto
abort-timer

install activateauto-abort timer
<30-1200>

auto-abort timer [ H Eh1 12 B
BEi, 77 v MEK 120
7T, FRE S NZRFRR NI
install commit =t~ > K3 3EAT
SNRWGH. T 7T 4 —
varZavAdthikEn,
VAT NIRFRIZAI v b S
NIIRBEIZERE Y £,

« ingtall activate =2~ > K%

FITLRBLHA~—D

EEEETEET,

install commit =2~ > R%
AA~v—&EFEILL, A~
A b= at A EEAT
LET,

install activate auto-abort
timer stop =~ > NI,
Ny lr—V%aly b
FTIHA~—%EIELE
R

el 7 a7 N & HER
ICEERLT 512X, o=
~ v K& prompt-level
none ¥ —"U— R&fiH L
7

Zha<vwy KNI, 3AT v
TA LA RN—=LDNRY T
Y R TORFEHTT,

install commit

install commit

install activate =~ > K % {#
LCT 77 4 7k &iz Ny
r—VikaIy L, Jue—
FELFET 2L 21T LE
R

* showinstall summary =<
YREMFHLT, 23y
FSATWRNA A=Y
TR LET, ZOA
A—=URaIy bIE
D
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install abort install abort AL A= HEFRIEL, VA

FAEEHRICaAI Yy hEn-

WREIZR L ET,

e ZDa~ Y NiE, Ny
T—=UNT T 4 TS
ke (2y b
TUWRVVIRER) DA I
DI ZIET,

« install commit =< > K%
EHLTA A—%FT
a3y hLTWDEA
1%, install rollback to =~
YV REMEHLTEALD
W= g VZRD £,

install remove install remove {file<filename> |5 o F 7 3 —A U R R
| inactive} IBIET I T 4 T IS
PEHIBRLEY, Zoavy
REMEH LT, A= %fE
BLUET,

sfile: fEESNZ7 714V
ZFHIRLET,

sinactive: 3E7 77 4 7 ¢
TrANETTHIBRL
F7,
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4oz b—nE—koT7oezro— [}

avy kR B B#)
install rollback to install rollback to {base|label | |[{fEfEENTWB A 2 A F—/b
committed | id} BA Y M, BRI I Y R

SNfeA VA F—RA b
Wz, Y7 =Tty e
g—NA NNy LET, ZD=
< FIZIER D X 9 7280
b0 ET,

Vo — RARBETT,

Nyl —IMNaI vy bE
IR RED G AT D A
A%,

= Nl = K £
ICEERLT 512X, o=
~ v K& prompt-level
none ¥ —"U— R&fiH L
7

CBH LHIDA A—T~DA
VA R—)LDr—)L
Ny wBFATT D5 E
WL, LD A A—0%
AL AN—)LE—RT
A A= E TN
LHUBENRHY F9, N
v F/LE— K Cid SMU
2— LNy 7 DIDIA]
BETT,

install deactivate install deactivatefile<filename> | 75« F 74— AU RI R Y
MBI —UEHIRLE
T, ZOavr RiE, SMUT
DHYR—=F SN TWET,

HERT T T & A
[T DI, o=
~ K& prompt-level
none ¥ — U — K& H L
£

KD show 2~ AT £9,
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B x+t—rx—roTotzrn-

*®23:showa<w > FO—&

PPANE S A R 7 I |

avU kR

B

B8

show install log

show install log

7T b T — AN T — K&
NIBIZETEINTZTRTO
A VA N VEMEDIEIE L 5E
ARt L E9,

show install package

show install package <filename>

fEE &7z pkg/bin 7 7 A L
BT oREM AR L E T,

show install summary

show install summary

FTRTOFRU DA A —T /3 —
VarEZRUSHIET o1 v
A = IREE OB 2120 L
£

c FIRENDHFEIZIZ, T D
1FE A &5 FRU A3
RENET,

cHFET DA AT LZED
REEICE LT _To
FRU 2[RI L T\ 535
B 1 DDORDOBINFERES
nET,

7272 L., FRU I TA A —

VELIREOFERISE
WD DLGETR, AF Y
7 DFRY DGy & B S
% FRU 2MEBIDZFRIZ Y A
FEHET,

show install active

show install active

T_XTOFRUDT 7T 4 772
Ny — I T A IERE R
HLE9,

FRU [ CIERICEWDR & 555
Bl AZ v 7 OEY OERSY
& B 72 54 FRU 2MERI O£
IRENET,
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show install inactive show install inactive T_XTCOFRUIWCHT 7T 47
Ry r—UBRbE, £0

N — VI A R

L9,

FRU [ CHE#RICE VDR H 555
Bl AX w7 DY OESY
& H72 54 FRU 2ME R DI
RENET,

show install committed show install committed TRTHOFRUD=ZI v h&Eh
TSy r =BT S A
eft L £,

FRU [ CEHRITIEW D H 55
Bl A¥ w7 DY OESY
& H72 54 FRU 2ME R DI
RENET,

show install uncommitted show install uncommitted TP FRU IZHOWT, =

Sy FERTWARVWWR Y r—
U AGEIXED Ny r—
VICHET L EwME R L E

R

FRU M CHERITENDH 555
Bl AZ v 7 DR DSy
& B2 54 FRU MEBI DI

REINET,
show install rollback show install rollback {point-id | | {2 XL TWVWA A R F—/b
|abel} RA > MBI T S
Ry lr—VuRRLET,
show version show version [rp-dot] [installed | )\— R =7 L 75w K
[user-interface] | provisioned | | 7 4 — 2 pfEsR L & &0, B
running] ED /Sy r— VI BT B 8
FRRLET,

TS5y NI A—LEZA A M—I)LE— FTEEH
H—pa<w2 R 1 ATy, A =) F3EHEOFEBIOa~ R QAT A A
F—) ZHEH LT 7 N =T N —BAA A=AV LT, 7774074, 23 vk
T& £,
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B 270 T R L EERAY ELE— FA DA VR F—LE— FADEH

TTw N T F =B RAE—RTEHELTWAEE. 1| AT v 7 A A M= VOFEEFE
AL T, TN FILE— RS A VA M—/LE— RIZEHT HLERNH Y £1, Z0OHD
TTIY R T F =L TDA L ARN=NET T T —RE, 1 AT v T FEREZI AT T ONY
T hOWTNNTEITTEET,

1RTYTA VR M=ILELFNFILE— MBS VR F—ILE—
FA~DZEH
A\

G¥) T R_RTOCLITZ¥ay GBI, 77574 74k &) 1. FEHATREZR T TdD FRU THE
ITENET,

RSN TVRVWRENRIHSND & RERGFT 07 FBRFRINET,

cZDU—T7u—D2FEHOAT v D®RIZ, Va— e IBRERINET, R
77 HERICEE S 521X, prompt-level none ¥ —U — R&fH L £,

e 707 R LUV [None] ICRRE SN TN T, BRESHTOWRWERERD DA, A~
A M=K LET, a~v oy REFEFBITT DR, REZRTFTILENRD D £,

PLFTCHATA1IAT v TS VA M—NVOFIEEFEHA LT, N L7 — E— RTETIN
TWABT Ty N 74— VA ML= RNIEHBLET, a~v FOETHER, 77> b
T —bFA VA =T — " E—RFRTY 7 —FLFET,

BTN AT TA VA= NVDOFIEEEHLCT Ty I3 —2% T v 7L —RKT52 L
HLTEFET,

ZOFETIL., ¥HE EXEC & — K Tingtall add file activate commit =~ > K2R L T, V7
"o =2T R r—C% A A=V L, 7T " 74 —2EHLWWAA—=V g IT v 7T L—
FLET,

FIRDEE

1. enable
2. ingtall add filelocation: filename [activate commit]
3. exit

F IR D

FIE

ARV RFERERTI VA Y S5

R T 71 |enable B EXECE— READCLET, T a7 Mgk
Bl RENTBAAT— FEANLET,
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AU RFERETIVa Y

B8

Device>enable

ATvT2

install add file location: filename [activate commit]

1 -

Device#install add file

Tt flagh: B0 rivexsalkO.H D VIT77 THROTTE TATEST 2021121 (RI123 V17 7 0 117.5%kin
activate commit

VI RNT2T A VA= Xy r—T%a—H )L
F721X Y E— hOPT (FTP, HTTP, HTTPs, F7-
X TFTP #H) 2O 77y F 74— AlIZat—

L. .package 7 7 A VD2 Da RN —x bW
7R r— 8 L Opackages.conf 7 7 A JVITEEI L
FT, 7TV R T7A—LBILOA A=V RN—=TU g
DORRFER K OEMMSET = v 7 2FETL, Ny Fr—
7T 47, EORy =% a1y LT
BEE ) v — R L TCHHERFF SN LI LET,

TOaw s REFEITTLE, Ty T F—ANY
n—REInET,

ATvT3

exit
1 -

Device#exit

KHEEXECE— K&K T L, =2—¥—EXECE—F
IR £9,

3RTYTAVR =L

FIEDHEE

)

=)
TEnEd,

REFESNTOVRVRENRH SN D &

e Z DU — 71— installactivate AT v 7 DI,

e T RXTOCLIT 7 ¥ a v GBI,

77T 4 7k E) 1%, AR/ T XTO FRU THE

WREWRFET 0 T FRFRENET,

R 7 a7 & HEINICER 9 521X, prompt-level none % — U — R&H L £,

3AT v SA VA M=NLFEELI. 7T T =LA A N—)LE— RIZR o721 TOIME
HATEET, 2OF a0k, £ A2 M VIRZ L V%L OFEME L HIEN -5 &

£7,

ZOFINETIE., {EB0 install add. install activate, 3 X Ninstall commit =~ > RZfEH L .
DT RT 2T Rl =% AA VA=V L, Ty "7 4—LE5H L W= a T v

L—RLET,

1. enable

2. install add file location: filename

3. show install summary

4. install activate [auto-abort-timer <time>]
5. install abort
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YILRYzFDA VR = |

6. install commit
7 install rollback to committed
8. install remove {file filesystem: filename | inactive}
9. show install summary
10. exit
FIED M
FiE
av Y RFEEEFETFTIa Y B
RFwF1 |enable ¥ EXEC E— R&AMNCLET, e 7 bR
Bl - FRENTZHNRAT—REANLET,
Device>enable
5w 72 |install add filelocation: filename VI RNT2T ALV A= R Fr—T% ) F— |k
i - DYt (FTP, HTTP, HTTPs, F7-IZ TFTP#%H)
Device#install add file Mo77 > b 7j;‘—“A@C:’ £ Ij\o 'paCkagi7 7/])‘
btz B eniversalkO.FD VLT TROPIE AT AP0 (RBaLvI7 70 10,8k /L DE & DA L IR—R o b &Y TRy r—V B LD
packages.conf 7 7 A JWZJEBH L £47,
AFw 73 |showinstall summary (A7 ar) TRTDFRU DA A==V g
i - ¥ EZRUTHIET DA A b —ARRE DB 2 A1k
Device#show install summary L/EEij
R w74 |install activate [auto-abort-timer <time>] PIENCBMENE= R r—% T 77 0 7L, 7
Bl - 7y b7 —LEYr—RFLET,
Device# install activate auto-abort-timer 120 e VT NI T DEELA VA N—IVEEITTHE
Bl N =Y Ty ANAERELRNT
<TEEW,
3AT T A UAN—LDONRY T v T
install activate = < >~ N C auto-abort-timer 73
HBEMICEGSIVE T, ZA~—DT 74 /L K
1L 120 3 CF, XA ~—OHENGIN DRI
install commit =~ > RNE(T IR WA,
A VA=A T v RATHEBCK T LET,
7Ty R —LRYr— K&, KEic=a
Sy hENEAA=TV g TEILET,
AFw 5 |ingtall abort (FFvay) VIRT=2TALAR—=ILDT Y
i - T4 7zl 7Ty b7 - AR ERIC=

Device#install abort

Sy hENEA—Y s VIZRELET,
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tvz2b—nE—rTn7yITL—F |}

ARV FFEREETIVa Yy

E:)

cZDaw Ly Rt A A=UBT T 4 T EN
TWHIRREETOIAEHTEET, £ A==
Ly FEnERECLSIIMEHTEEEA,

A7y 76 |install commit FLSy r—UDA VA R—LEaly L, U
5l R KB EE A SNS LS ICLET.
Device#install commit

25w 7 |ingall rollback to committed (A7vay) EIZaIy FLEREBICT T v b
B - TA—bEru—AnNy 7 LET,

Device#install rollback to committed
25w 78 |install remove {filefilesystem: filename| inactive} (FFvary) VIMNU2T A VA=V T7A
- AR LET,
Device#install remove inactive ofile: $FED 7 7 A NVEHIBRLET
e inactive : REAB L OIET 77 1 7IRREDA
VAR T A NERIBRLET,

RTw 79 |showinstall summary (A7 ayv) BEOY AT AOREIZET B 1EEHR
R EFRFLET, ZOavr FolhE, Zoavy
v . REv bicFfTEnzingall 2~ RIZEL T

evice#show install summary
ZELET,

ATy 10 |exit FiHE EXEC £ — Rz T L, 2 —%—EXEC £—
15'] : ]\\\G:E D \i—g—o
Device#exit

AR —=ILE—FKTOT7YvTHL—FK

1 AT FPA LA N—LNEFRITIZIAT A LA —LEFEHLT, {2 AN—LE—RRTS

Ty N7 d =BT v T L —FRKLET,

A 2AXAR—=ILE—FTODEIVT L—F

BT —REDAA—URA VA R—LT— RTA LA F—LENTWAESE. ingall
rollback =2~ REFEHL T, 7Ty 74— %8R A A—IZHRA 2 b5 &K
D, 77y "7 4 —LEZLRIONR—=T g NZEF T T L— R LET,

Zoingallrollback =2~ RiZ7 7 v b7+ —2% UV nua— KL, BiOA A= TREILET,
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\)

GE)  install removeinactive =< RZH L CHIDO 7 7 A VL EHIBR L TWRWEEAIZD A, ingall
rollback =< > FiZmsh LE£9,

720, install a2~ FEHEA L TCTHEWA A=V 2L VA M=V TAHZETHF YT L— KT
HZlbTEET,

VI T7A VA M—I)LDORIE

V7N TR =0T 7T 4 TAUIFR DO FETHIETE 7,

LA A=V ET VT4 T LTERICT Ty v 7 —LEVu—RT5L 3 AT v
A A R—LDNY T b T auto-abort-timer 23 kU A — X FJ, install commit =~
v REFHITTHRNCH A ~— DRI 57256, A VA=A T ARKT LE
T, 77y b7 F—AFVa—FNL, REIZaIy NLEAA—Va OV 7 Ny =TA
A—UTCREILE T,

F721%, ingtall commit =~ > K& fHE9712, install auto-abort-timer stop =~ > K& f#
ALTCZoAA~—%EIELET, Z0O7av2ATIEH, LA A—FaIy bENT
WRWEFETT,

einstall abort =~ > FEFHL T, HILWY 7 h =27 DA A M—/LENZFEITL Tz
NR= g N7 Ty "7+ —2ZRELET, 2Oz~ N, ingal commit =2~ K%
FATTHENCEEA L £,

AR M=)LAT U FZEFERALEYIFDZT7A VR M=ILOETEH

UTFIE, 1 2AF Y P A A M=V EITINY RAE— RN A VA F—/LE— F~D
DB T,

Router# install add file

bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 _117.SSA.bin
activate commit

install add _activate commit: START Thu Oct 28 21:57:21 UTC 2021

System configuration has been modified.

Press Yes(y) to save the configuration and proceed.

Press No(n) for proceeding without saving the configuration.

Press Quit(qg) to exit, you may save configuration and re-enter the command. [y/n/qly
Building configuration...

[OK]Modified configuration has been saved

*Oct 28 21:57:39.818: %SYS-6-PRIVCFG_ENCRYPT SUCCESS: Successfully encrypted private
config file

*Oct 28 21:57:39.925: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
one-shot

bootflash:c8000be-universalk9.BLD V177 THROITLE IATEST 20211021 031123 V17 7 0 117.SSA.bininstall add activate cammit:
Adding PACKAGE

install add_activate commit: Checking whether new add is allowed ....
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--- Starting Add ---
Performing Add on Active/Standby
[1] Add package(s) on RO
[1] Finished Add on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.07.01.0.1515

install add activate commit: Activating PACKAGE

Following packages shall be activated:

/bootflash/c8000be-rpboot.BLD_V177_ THROTTLE LATEST 20211021 031123 _V17_7_0_117.SSA.pkg
/bootflash/c8000be-mono-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 v17_7 _0_117.SSA.pkg
/bootflash/c8000be-firmware sm nim adpt.BLD V177 THROTTLE LATEST : 20211021 031123 v17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware sm dsp sp2700.BLD V177 THROTTLE IATEST 20211021 031123 Vl7_7_O_ll7 SSA.pkg
/bootflash/c8000be-firmware sm async.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware sm 1t3e3. BLD_Vl77_THROTTLE_LATEST_20211021_031123_Vl7_7_0_ll7 SSA.pkg
/bootflash/c8000be-firmware sm 10g.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware nim xdsl.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware nim ssd.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware nim shdsl.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware nim cwan.BLD V177 THROTTLE LATEST . 20211021 031123 Vl7_7_0_ll7 SSA.pkg
/bootflash/c8000be-firmware nim bri st fw. BLD_V177_THROTTLE_LATEST_20211021_931123_V17_7_O_ll7 SSA.pkg
/bootflash/c8000be-firmware nim async.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware ngwic tlel.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware dsp tilegx.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware dsp sp2700.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware dsp analogbri.BLD V177 THROTTLE IATEST 20211021 031123 V17 70 117. SSA.pkg

/bootflash/c8000be-firmware dreamliner.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on Active/Standby

*Oct 28 22:05:49.484: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R0/0: rollback_timer:
Install auto abort timer will expire in 7200 seconds [1] Activate package(s) on RO
[1] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

--- Starting Commit ---
Performing Commit on Active/Standby
[1] Commit package(s) on RO

Building configuration...

[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]

Finished Commit

[OK]

*Oct 28 22:06:55.375: %SYS-6-PRIVCFG_ENCRYPT SUCCESS: Successfully encrypted private
config fileSend model notification for install add activate commit before reload
Install will reload the system now!

SUCCESS: install add activate commit Thu Oct 28 22:07:22 UTC 2021

Router#

*Oct 28 22:07:22.661: SINSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install one-shot PACKAGE

bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.binOct

28 22:07:26.864: $PMAN-5-EXITACTION: R0/0: pvp: Process manager is exiting: reload
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action requested

Press RETURN to get started!

PLTFIX, 3AT v 7 A A M—)LOBITY,

Router# install add file
bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.bin

install add: START Thu Oct 28 22:36:43 UTC 2021

*Oct 28 22:36:44.526: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
add

bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.bininstall add:
Adding PACKAGE

install add: Checking whether new add is allowed

--- Starting Add ---
Performing Add on Active/Standby
[1] Add package(s) on RO
[1] Finished Add on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.07.01.0.1601
SUCCESS: install add Thu Oct 28 22:40:25 UTC 2021

Router#

*Oct 28 22:40:25.971: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install add PACKAGE

bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.bin

Router# show install log
[0O]install op boot]: START Thu Oct 28 22:09:29 Universal 2021

[0]install op boot (INFO, )]: Mount IMG INI state base image

[0O]install op boot]: END SUCCESS Thu Oct 28 22:09:30 Universal 2021

[0O]install op boot (INFO, )]: cleanup trap remote invocation 0 operation install op boot
0 ..0

l|display install log]: START Thu Oct 28 22:12:11 UTC 2021
2|install add]: START Thu Oct 28 22:36:43 UTC 2021

2|install add(INFO, )]: Set INSTALL TYPE to PACKAGE
2|install add(CONSOLE, )]: Adding PACKAGE
2]install add(INFO, )]: check add op allowed: Install type PACKAGE

remote|install add]: START Thu Oct 28 22:37:12 UTC 2021

[
[
[
[
[2]install add(CONSOLE, )]: Checking whether new add is allowed
[
[
[remote|install add]: END SUCCESS Thu Oct 28 22:40:10 UTC 2021
[

remote|install add(INFO, )]: cleanup trap remote invocation 1 operation install add
0 .. 0

[2]install _add(INFO, )]: Remote output from RO

[2]install add(INFO, )]: install add: START Thu Oct 28 22:37:12 UTC 2021

Expanding image file:
bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.bin
Verifying parameters
Expanding superpackage
bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.bin
parameters verified
Validating package type
package type validated
Copying package files
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c8000be-firmware dreamliner.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
c8000be-firmware dsp_analogbri.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
c8000be-firmware dsp_sp2700.BLD V177 _THROTTLE_LATEST_ 20211027_030841_V17_7 0_120.SSA.pkg
c8000be-firmware dsp_ tilegx.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

c8000be-firmware ngwic_tlel.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

c8000be-firmware nim async.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 _120.SSA.pkg

c8000be-firmware nim bri st fw.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
c8000be-firmware nim cwan.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
c8000be-firmware nim shdsl.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
c8000be-firmware nim ssd.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
c8000be-firmware nim xdsl.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
c8000be-firmware_sm_10g.BLD V177 THROTTLE_LATEST_20211027_030841 V17 _7 0_120.SSA.pkg
c8000be-firmware sm_1t3e3.BLD V177 THROTTLE_LATEST 20211027 030841 V17_7_0_120.SSA.pkg

c8000be-firmware sm async.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
c8000be-firmware sm dsp sp2700.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

c8000be-firmware sm nim adpt.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
c8000be-mono-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

c8000be-rpboot.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
WARNING: A different version of provisioning file packages.conf already exists in
bootflash:
WARNING: The provisioning file from the expanded bundle will be saved as
WARNING: bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 0.conf
package files copied
SUCCESS: Finished expanding all-in-one software package.
Image file expanded
SUCCESS: install add Thu Oct 28 22:40:10 UTC 2021
[2]install_add]: END SUCCESS Thu Oct 28 22:40:25 UTC 2021
[2]install_add(INFO, )]: cleanup trap remote invocation 0 operation install add .. O
.0
3|COMP_CHECK] : START Thu Oct 28 22:40:26 UTC 2021
3|COMP_CHECK]: END FAILED exit (1) Thu Oct 28 22:40:27 UTC 2021

[

[

[3|COMP_CHECK(INFO, )]: cleanup_trap remote invocation 0 operation COMP CHECK .. 1
1

[4]install_activate]: START Thu Oct 28 22:42:53 UTC 2021

[4]install activate (INFO, require user prompt)]: install cli

[4]install activate (CONSOLE, )]: Activating PACKAGE
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[4]install_activate (INFO, )]: Acquiring transaction lock...

[4]install_activate (INFO, )]: global trans_ lock:

/bootflash/.installer/install_global_ trans_lock

[4]linstall_activate (INFO, )]: tmp global trans_lock: /tmp/tmp install global trans_lock

[4]install_activate (INFO, )]: tmp lock does not exist: /tmp/tmp install global trans lock

[4]install_activate (INFO, )]: global trans lock:

/bootflash/.installer/install_global_ trans_lock

[4]linstall_activate (INFO, )]: tmp global trans_lock: /tmp/tmp install global trans_lock

[4]install activate (INFO, )]: local trans_lock:

/bootflash/.installer/install local_trans_lock

[4]install_activate (INFO, )]: global trans_ lock:

/bootflash/.installer/install_global_ trans_lock

[4]install_activate (INFO, )]: validate lock: lock duration is 7200

[4]install activate (INFO, )]: install type stored in lock PACKAGE, install type PACKAGE,

install operation install activate

[4]install_activate (INFO, )]: lock duration: 7200

[4]install_activate (INFO, )]: extend trans lock done.

/bootflash/.installer/install_global_trans_lock

[4]install activate (INFO, require user prompt)]: install cli

[4]install_activate( FATAL)]: Cannot proceed activate because of user input

[4]install activate(INFO, )]: cleanup trap remote invocation 0 operation install activate
6 .. 0

[5]install_add]: START Thu Oct 28 22:45:48 UTC 2021

[5]install_add(INFO, )]: Set INSTALL TYPE to PACKAGE

[5]install _add (CONSOLE, )]: Adding PACKAGE

[5]install_add(CONSOLE, )]: Checking whether new add is allowed

[5]install_add (INFO, )]: check add op allowed: Install type PACKAGE

[5]install_add( FATAL)]: Super package already added. Add operation not allowed. install

remove inactive can be used to discard added packages

Router# install activate
install activate: START Thu Oct 28 23:57:57 UTC 2021
install activate: Activating PACKAGE

*Oct 28 23:57:57.823: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
activateFollowing packages shall be activated:
/bootflash/c8000be-rpboot.BLD_V177_ THROTTLE_ LATEST 20211027_030841 V17_7_0_120.SSA.pkg
/bootflash/c8000be-mono-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware sm nim adpt.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware sm dsp sp2700.BLD V177 THROTTLE ILATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware sm async.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware sm 1t3e3.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware sm 10g.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim xdsl.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim ssd.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim shdsl.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim cwan.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim bri st fw.BLD V177 THROTTLE ILATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim async.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware ngwic tlel.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware dsp tilegx.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware dsp sp2700.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

/bootflash/c8000be—firmware_dsp_analogbri.Bﬂb_Vl77_THROTTLE_LATEST_20211027_03084l_Vl7 7 0 120.8SA.pkg

/bootflash/c8000be-firmware dreamliner.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on Active/Standby

*Oct 29 00:04:19.400: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R0/0: rollback timer:

Install auto abort timer will expire in 7200 seconds [1] Activate package(s) on RO
--- Starting list of software package changes ---
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0ld files list:
Modified
c8000be-firmware dreamliner.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-firmware dsp_analogbri.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-firmware dsp sp2700.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-firmware dsp_ tilegx.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-firmware ngwic_tlel.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified

c8000be-firmware nim async.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
Modified

c8000be-firmware nim bri st fw.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified

c8000be-firmware nim cwan.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware nim shdsl.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
Modified

c8000be-firmware nim ssd.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware nim xdsl.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware_sm 10g.BLD V177 _ THROTTLE_LATEST 20211021 031123 V17_7_0_117.SSA.pkg
Modified

c8000be-firmware_sm 1t3e3.BLD V177 THROTTLE_LATEST 20211021 031123 V17_7_0_117.SSA.pkg
Modified

c8000be-firmware sm async.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware sm dsp sp2700.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-firmware sm nim adpt.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-mono-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified c8000be-rpboot.BLD V177 THROTTLE_ LATEST 20211021 031123 V17_7_0_117.SSA.pkg

New files list:
Added
c8000be-firmware dreamliner.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added
c8000be-firmware dsp_analogbri.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added
c8000be-firmware dsp sp2700.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added
c8000be-firmware dsp_ tilegx.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added
c8000be-firmware ngwic_tlel.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
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Added

c8000be-firmware nim async.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 _120.SSA.pkg
Added

c8000be-firmware nim bri st fw.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added

c8000be-firmware nim cwan.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware nim shdsl.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 _120.SSA.pkg
Added

c8000be-firmware nim ssd.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware nim xdsl.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware_sm 10g.BLD V177 THROTTLE_LATEST 20211027_030841 V17 _7_0_120.SSA.pkg
Added

c8000be-firmware_sm 1t3e3.BLD V177 THROTTLE_LATEST 20211027_030841 V17_7_0_120.SSA.pkg
Added

c8000be-firmware sm async.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware sm dsp sp2700.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added
c8000be-firmware sm nim adpt.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added

c8000be-mono-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added c8000be-rpboot.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Finished list of software package changes
[1] Finished Activate on RO

Checking status of Activate on [RO]

Activate: Passed on [RO]

Finished Activate

Send model notification for install activate before reload
Install will reload the system now!
SUCCESS: install activate Fri Oct 29 00:05:09 UTC 2021

Router#

*Oct 29 00:05:09.504: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install activate PACKAGEOct 29 00:05:14.494: $PMAN-5-EXITACTION: RO/0: pvp: Process

manager is exiting: reload action requested

Initializing Hardware

Checking for PCIe device presence...done
System integrity status: 0x610

System Bootstrap, Version 17.3(4.1r), RELEASE SOFTWARE
Copyright (c) 1994-2021 by cisco Systems, Inc.

Current image running : Boot ROMI1

Last reset cause : LocalSoft
C8300-2N2S-6T platform with 8388608 Kbytes of main memory

Press RETURN to get started!
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Router# install commit
install commit: START Fri Oct 29 00:13:58 UTC 2021
install commit: Committing PACKAGE

--- Starting Commit ---
Performing Commit on Active/Standby

*Oct 29 00:13:59.552: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
commit [1] Commit package(s) on RO
[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit

SUCCESS: install commit Fri Oct 29 00:14:03 UTC 2021

Router#
*Oct 29 00:14:03.712: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install commit PACKAGE

LTI, A A= EF—RKTOX YT L— ROFITY,

ROUTER# install activate file bootflash:c8000be-universalk9.17.06.0la.SPA.bin activate
commit

install add activate commit: START Fri Dec 10 18:07:17 GMT 2021

*Dec 10 18:07:18.405 GMT: S$INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install one-shot
bootflash:c8000be-universalk9.17.06.01la.SPA.bininstall add activate commit: Adding PACKAGE
install add activate commit: Checking whether new add is allowed

--- Starting Add ---
Performing Add on Active/Standby
[1] Add package(s) on RO
[1] Finished Add on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.06.01a.0.298
install add activate commit: Activating PACKAGE

Following packages shall be activated:
/bootflash/c8000be-rpboot.17.06.01la.SPA.pkg
/bootflash/c8000be-mono-universalk9.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm nim adpt.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm dsp sp2700.17.06.01a.SPA.pkg
/bootflash/c8000be-firmware sm async.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm 1t3e3.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm 10g.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware prince.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim xdsl.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim ssd.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim shdsl.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim ge.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim cwan.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim bri st fw.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim async.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware ngwic tlel.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware dsp tilegx.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware dsp sp2700.17.06.01a.SPA.pkg
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/bootflash/c8000be-firmware dsp analogbri.l7.06.0la.SPA.pkg
/bootflash/c8000be-firmware dreamliner.17.06.0la.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on Active/Standby
[1] Activate package(s) on RO
[1] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

--- Starting Commit ---

Performing Commit on Active/Standby
[1] Commit package(s) on RO

Building configuration...

[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]

Finished Commit

[OK]

*Dec 10 18:14:57.782 GMT: %SYS-6-PRIVCFG_ENCRYPT SUCCESS: Successfully encrypted private
config fileSend model notification for install add activate commit before reload
/usr/binos/conf/install_util.sh: line 164: /bootflash/.prst_sync/reload_info: No such
file or directory

/usr/binos/conf/install_util.sh: line 168: /bootflash/.prst_sync/reload_info: No such
file or directory

cat: /bootflash/.prst sync/reload info: No such file or directory

Install will reload the system now!

SUCCESS: install add activate commit Fri Dec 10 18:15:23 GMT 2021

ROUTER#

*Dec 10 18:15:23.955 GMT: S$INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine:

Completed install one-shot PACKAGE bootflash:c8000be-universalk9.17.06.0la.SPA.binDec
10 18:15:27.708: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: reload action
requested

Initializing Hardware
Checking for PCIe device presence...done
System integrity status: 0x610

Rom image verified correctly

System Bootstrap, Version 17.3(5r), RELEASE SOFTWARE
Copyright (c) 1994-2021 by cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft
ROUTER platform with 8388608 Kbytes of main memory

Press RETURN to get started!

ROUTER#

ROUTER# show version

Cisco I0S XE Software, Version 17.06.01la

Cisco IOS Software [Bengaluru], c8000be Software (X86_ 64 LINUX IOSD-UNIVERSALK9-M),
Version 17.6.1la, RELEASE SOFTWARE (fc2)
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Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2021 by Cisco Systems, Inc.
Compiled Sat 21-Aug-21 03:27 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2021 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: 17.3(5r)

ROUTER uptime is 0 minutes

Uptime for this control processor is 2 minutes
System returned to ROM by LocalSoft

System image file is "bootflash:packages.conf"
Last reload reason: LocalSoft

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual None None

Smart License Subscription None None

The current crypto throughput level is 250000 kbps
Smart Licensing Status: Registration Not Applicable/Not Applicable

cisco ROUTER (1lRU) processor with 3747220K/6147K bytes of memory.
Processor board ID FDO2521M27S

Router operating mode: Autonomous

5 Gigabit Ethernet interfaces

2 2.5 Gigabit Ethernet interfaces

2 Cellular interfaces

32768K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

7573503K bytes of flash memory at bootflash:.
1875361792K bytes of NVMe SSD at harddisk:.
16789568K bytes of USB flash at usbO:.

Configuration register is 0x2102
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T, Y7 U 2T DA ANV EETTHETY,

Router# install abort
install abort: START Fri Oct 29 02:42:51 UTC 2021

This install abort would require a reload. Do you want to proceed? [y/n]

*Oct 29
02:42:52.789: $SINSTALL-5-INSTALL START INFO: R0O/0: install engine: Started install aborty
--- Starting Abort ---

Performing Abort on Active/Standby

[1] Abort package(s) on RO

[1] Finished Abort on RO
Checking status of Abort on [RO]
Abort: Passed on [RO]
Finished Abort

Send model notification for install abort before reload
Install will reload the system now!
SUCCESS: install abort Fri Oct 29 02:44:47 UTC 2021

Router#

*Oct 29 02:44:47.866: SINSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install abort PACKAGEOct 29 02:44:51.577: $PMAN-5-EXITACTION: RO/0: pvp: Process manager
is exiting: reload action requested

Initializing Hardware

Checking for PCIe device presence...done
System integrity status: 0x610

System Bootstrap, Version 17.3(4.1r), RELEASE SOFTWARE
Copyright (c) 1994-2021 by cisco Systems, Inc.

Current image running : Boot ROM1
Last reset cause : Localsoft
C8300-2N2S-6T platform with 8388608 Kbytes of main memory

Press RETURN to get started!

PLIFIZ, show =2~ ROHAHITT,
show install log

Device# show install log

[Olinstall op boot]: START Thu Oct 28 22:09:29 Universal 2021
[Olinstall op boot (INFO, )]: Mount IMG INI state base image
[Olinstall op boot]: END SUCCESS Thu Oct 28 22:09:30 Universal 2021

show install summary

Device# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
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IMG C 17.07.01.0.1515

Auto abort timer: inactive

show install package filesystem: filename

Device# show install package
bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.bin
Package: c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.bin

Size: 831447859

Timestamp: 2021-10-23 17:08:14 UTC

Canonical path:
/bootflash/c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.bin

Raw disk-file SHAlsum:
S5cde7617a6¢c71ffbcc73dcd034ab58bf76605e3f

Header size: 1192 bytes
Package type: 30000
Package flags: 0

Header version: 3

Internal package information:
Name: rp_super
BuildTime: 2021-10-21 13.00
ReleaseDate: 2021-10-21 03.11
BootArchitecture: 1686
RouteProcessor: radium
Platform: C8000BE
User: mcpre
PackageName: universalk9
Build: BLD V177 THROTTLE LATEST 20211021 031123 Vv17 7 0 117
CardTypes:

Package is bootable from media and tftp.
Package contents:

Package:
c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
Size: 2966620
Timestamp: 2021-10-21 20:10:44 UTC

Raw disk-file SHAlsum:
501d59d5£152ca00084a0da8217bf6f6b95dddbl

Header size: 1116 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware nim ge
BuildTime: 2021-10-21 13.00
ReleaseDate: 2021-10-21 03.11
BootArchitecture: none
RouteProcessor: radium
Platform: C8000BE
User: mcpre
PackageName: firmware nim ge
Build: BLD V177 THROTTLE LATEST 20211021 031123 Vv17 7 0 117
CardTypes:

Package is not bootable.
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Package:
c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Size: 10204252
Timestamp: 2021-10-21 20:10:43 UTC

Raw disk-file SHAlsum:
a57bed4ddecfd08af3b456£69dllaaeb962865ea

Header size: 1116 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware prince
BuildTime: 2021-10-21 13.00
ReleaseDate: 2021-10-21 03.11
BootArchitecture: none
RouteProcessor: radium
Platform: C8000BE
User: mcpre
PackageName: firmware prince
Build: BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117
CardTypes:

Package is not bootable.
show install active

Device# show install active
[ RO ] Active Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

show install inactive

Device# show install inactive
[ RO ] Inactive Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

No Inactive Packages
show install committed

Device# show install committed
[ RO ] Committed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive
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show install uncommitted

Device# show install uncommitted
[ RO ] Uncommitted Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

No Uncommitted Packages

AR FEFERALEYI NI Z7A VR MN=ILD NS T
IWoa—F4 28
g VY7 NI 2T A ARN—NVDNT TN a—T 4T

BREA AN NOWME, vl BIRY T MU =T "=V a &R RT DI, RO show
A~y RefALET,

« show install summary
+ show install log
* show version

* show version running

MR8 A A b —IVIZBHT 5 ZDthoRIE
fRRE A VA M VICET AMEE R T DI, ROoa~w FEFERLET,
« dir <install directory>

» mor e location: packages.conf

« showtech-supportinstall : Z D=z~ FidA v & b—/UIEHRICEA OF & #7795 show
avy REHBIMIZFEITLET,

» request platform software trace archive target bootflash <location> : Z® =z~ FiX, &%
DY u— RURIZV AT A ETIITINTNDITRTOT rE ACHET 53T XTO b
L—=Aa %7 =47 L, ZOERELIEESNTZHINRELET,

BRID/INY T —O#FRALTETSINSET /NI ADEE
EIUETE
BBID S r =T DFAT EHA /N r =T DFEITO EL L EBIRT DO TE, T
DI arESRLTIEIN,
ZOHETIE, WOEBIZHOWTHRHALET,

AR =TIV TRy =D A A I (152 =)
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e T =L =T BTNy = DA A =L (169 _—3)

c T T vva RIATOMENRN r—=Vinb Y TRy r =V YA M=% (158~—
)

MENVT—UDoDNY TIN5 —2DA4 R =)L
TFTP H— 0BG/ Ny r— V2B T 51213, ROFIAZFEITLET,
ZOFRBEONR) 2= a2 LT, USB7T7 v a RIALTMhOHHRENy r—C2RET5H
L TEET, ZoOHEE., (779 a2 RIATOWRERN =Y IRy =%
AR R—=T 5] THBHINTWET,
IR HEIIZ
TFTP H—NIZHa /Ry r—V%av—LET,

FIEDHE
1. show version
2. dir bootflash:
3. show platform
4. mkdir bootflash: URL-to-directory-name
5. request platform software package expand file URL-to-consolidated-package to
URL-to-directory-name
6. reload
7. boot URL-to-directory-name/packages.conf
8. show version installed
FIEDEEHE
Fg
OV RFERET7TIVa Y B
ATy 7 1|show version N—BTEFENTNDY 7 h T =T DRA—T 3
5l - EFRRLET, BT AV A—ATHY T b=

T R=Y gt I DN—Y a U ERETTE ET,

Router# show version

Cisco IOS Software, IOS-XE Software

Step 1

(X86_ 64 LINUX IOSD-UNIVERSALK9-M), Experimental
Version 15.3(20120627:221639) [build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre
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aAvYRFERET7IOIY BRI
ATy F2|dir bootflash: VI NI =T DRANA—=T g v EFR L, Ry hr—Y
Bl - NIFEL TS Z EERLET,
Router# dir bootflash:
AT w73 |show platform A _y M) EERLET,
1 -

Router# show platform
Chassis type: c8000be/K9

R 74 |mkdir bootflash: URL-to-directory-name B LY 7 No =27 A A=V DRIFHET 4+ L7 b
bl V(R L E T,
Router# mkdir bootflash:mydir FALT FUICIEFA A=V LRICARHIZIEETE F
7

R w75 |request platform software package expand file 2T T4 THER LA A—RERT L2 Y
URL-to-consolidated-package to URL-to-directory-name (URL-to-directory-name) O 112, TFTP 4 — 38—

Bl BDYT R 2T A A=Y
(URL-to-consolidated-package) % /B L £,

Router# request platform software package expand

file
bootflash:c8000be-universalk9-NIM.bin to
bootflash:mydir

AT 76 |reload ROMMON E&— F& A Rx—7 /M LET, ZOE—
i - RC, MET7ANVANDY T NI =T 5T 7T 47
Router# reload ftces ij‘O
rommon >

R w 77 |boot URL-to-directory-name/packages.conf TnvYa=r27 774/ (packages.conf) /%A
5l - LAHIARE LT, BA Sy Ve RBILET,
rommon 1 > boot bootflash:mydir/packages.conf

AT 78 |show version installed LA VA= NENTEY T M =T OR—=T g
15“ . \/%i’%ﬁ—\‘ Ljﬁ‘gﬂo

Router# show version installed
Package: Provisioning File, version: n/a, status:
active

1

WORF OFEEE S Tlx, Ay 77— (c8000be-universalk9.17.03.01prd14.SPA.bin)
PN TFTP —_—Zabt—&NE T, ZHIEMEDAT v 7 TT, BlOZNLEDE
73 ClE, #A 7 7 A /L packages.conf S ELEN S U E T,

Router# copy tftp:c8000be-universalk9.17.03.01prd1l4.SPA.bin bootflash:
ddress or name of remote host []? 203.0.113.6
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Destination filename [c8000be-universalk9.17.03.01lprdl4.SPA.bin]

Accessing tftp://203.0.113.6/c8000be/ic8000be-universalk9.17.03.01prd8.SPA.bin...
Loading c8000be/c8000be-universalk9.17.03.01lprdl4.SPA.bin from 192.0.2.4 (via
GigabitEthernetQ): !ttt

[OK - 410506248 bytes]

410506248 bytes copied in 338.556 secs (1212521 bytes/sec)

Router# show version

Cisco IOS XE Software, Version 17.03.0l1prdl4

Cisco IOS Software [Amsterdam], c8000be Software (X86 64 LINUX IOSD-UNIVERSALK9-M),
Version 17.3.1prdl4, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 16-Jun-20 23:44 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: 17.3(1r)

C8300-Router uptime is 15 minutes

Uptime for this control processor is 16 minutes

System returned to ROM by Reload Command

System image file is "bootflash:c8000be-universalk9.17.03.01lprdl4.SPA.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual None None

Smart License Subscription None None
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The current crypto throughput level is 250000 kbps

Smart Licensing Status: UNREGISTERED/No Licenses in Use

cisco C8300-1N1S-4T2X (1RU) processor with 3763577K/6147K bytes of memory.
Processor board ID FDO2401A038

Router operating mode: Autonomous

1 Virtual Ethernet interface

20 Gigabit Ethernet interfaces

4 2.5 Gigabit Ethernet interfaces

5 Ten Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

7573503K bytes of flash memory at bootflash:.
15253504K bytes of M.2 USB at harddisk:.

7819328K bytes of USB flash at usbO:.

Configuration register is 0x2102

Router# dir bootflash:
Directory of bootflash:/

106497 drwx 16384 Jul 8 2020 12:01:57 -07:00 tracelogs

360449 drwx 4096 Jul 8 2020 11:51:37 -07:00 license evlog
212993 drwx 4096 Jul 8 2020 11:51:37 -07:00 core

262145 drwx 4096 Jul 8 2020 11:51:35 -07:00 onep

16 -rw- 30 Jul 8 2020 11:51:27 -07:00 throughput monitor params
13 -rw- 134458 Jul 8 2020 11:51:27 -07:00 memleak.tcl

311297 drwx 4096 Jul 8 2020 11:51:12 -07:00 .dbpersist

15 -rwx 1314 Jul 8 2020 11:51:10 -07:00 trustidrootx3 ca.ca
14 -rw- 20109 Jul 8 2020 11:51:10 -07:00 4dios core.p7b

327681 drwx 4096 Jul 8 2020 11:51:08 -07:00 gs_script

12 -rw- 182 Jul 8 2020 11:51:08 -07:00 mode event log
237569 drwx 4096 Jul 8 2020 11:51:02 -07:00 .prst sync

114689 drwx 4096 Jul 8 2020 11:50:48 -07:00 .ssh

368641 drwx 4096 Jul 8 2020 11:50:44 -07:00 .rollback timer
401409 drwx 4096 Jul 8 2020 11:50:44 -07:00 .installer

458753 drwx 4096 Jul 8 2020 11:50:36 -07:00 sysboot

11 -rw- 696368193 Jul 8 2020 11:34:28 -07:00
c8000be-universalk9.17.03.01prdl4.SPA.bin

7693897728 bytes total (5945937920 bytes free)

Router# show platform
Chassis type: C8300-1N1S-4T2X

Slot Type State Insert time (ago)
0 C8300-1N1S-4T2X ok 00:18:53
0/0 4x1G-2xSFP+ ok 00:18:03
0/1 C-NIM-1X ok 00:18:03

1 C8300-1N1S-4T2X ok 00:18:53
1/0 C-SM-X-16G4M2X ok 00:18:03

RO C8300-1N15-4T2X ok, active 00:18:53

FO C8300-1N15-4T2X ok, active 00:18:53

PO PWR-CC1-250WAC ok 00:18:30

Pl Unknown empty never

P2 C8300-FAN-1R ok 00:18:30

Slot CPLD Version Firmware Version

0 20011540 17.3(1x)
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1 20011540 17.3(1x)
RO 20011540 17.3(1x)
FO 20011540 17.3(1x)

Router# mkdir bootflash:c8000be-universalk9.17.03.01.dirl
Create directory filename [c8000be-universalk9.17.03.01.dirl]?
Created dir bootflash:/c8000be-universalk9.17.03.01.dirl
Router# request platform software package expand file
bootflash:c8000be-universalk9.17.03.01.NIM.bin

to bootflash:c8000be-universalk9.17.03.01.dirl

Verifying parameters

Validating package type

Copying package files

SUCCESS: Finished expanding all-in-one software package.

Router# reload
Proceed with reload? [confirm]

*Jul 13 19:39:06.354: $SYS-5-RELOAD: Reload requested by console.Reload Reason: Reload
Command.

rommon 1 > boot bootflash:c8000be-universalk9.17.03.01.dirl/packages.conf

File size is 0x00002836

Located c8000be-universalk9.17.03.01.dirl/packages.conf
Image size 10294 inode num 324484, bks cnt 3 blk size 8*512
#

File is comprised of 1 fragments (33%)

is _valid shalhash: SHA-1 hash:

calculated 62f6235a:fc98eb3a:85cel83e:834f1cb3:8alf71dl

expected 62f6235a:fc98eb3a:85cel83e:834flcb3:8alf71d1l

File size is 0x04b3dc00

Located
c8000be-universalk9.17.03.01.dirl/c8000be-mono-universalk9.17.03.01-build 164422SSA.pkg
Image size 78896128 inode num 324491, bks cnt 19262 blk size 8*512

FHEF S R

)

File is comprised of 21 fragments (0%)

Router# show version installed
Package: Provisioning File, version: n/a, status: active
Role: provisioning file
File: bootflash:sysboot/packages.conf, on: RPO
Built: n/a, by: n/a
File SHAl checksum: d86dda7aeb6f8bade683712734932e5dd4c2587b

Package: mono-universalk9, version: 17.03.01prdl4, status: active
Role: rp base
File: bootflash:sysboot/c8000be-mono-universalk9.17.03.01prdl4.SPA.pkg, on: RPO
Built: 2020-06-17 00.17, by: mcpre
File SHAl checksum: 5621bed407a53fcbefebe3dc567c073e0728d541

Package: rpboot, version: 17.03.0l1prdl4, status: active
Role: rp boot
File: bootflash:sysboot/c8000be-rpboot.17.03.01lprdl4.SPA.pkg, on: RPO
Built: 2020-06-17 00.17, by: mcpre
File SHAl checksum: n/a

Package: firmware dreamliner, version: 17.03.0lprdl4, status: active
Role: firmware dreamliner
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File: bootflash:sysboot/c8000be-firmware dreamliner.17.03.0lprdl4.SPA.pkg, on: RP0/0
Built: 2020-06-17 00.17, by: mcpre
File SHALl checksum: 1ce360clel00£86a37£fd707461lea2495f8a50abd

Package: firmware dsp analogbri, version: 17.03.01prdl4, status: active
Role: firmware dsp analogbri
File: bootflash:sysboot/c8000be-firmware dsp analogbri.l7.03.0lprdl4.SPA.pkg, on: RP0/0

Built: 2020-06-17 00.17, by: mcpre
File SHAl checksum: 33el13705ab791cb466ed2f4e787e978d40af27da

Package: firmware dsp sp2700, version: 17.03.01prdl4, status: active
Role: firmware dsp sp2700
File: bootflash:sysboot/c8000be-firmware dsp sp2700.17.03.01lprdl4.SPA.pkg, on: RP0/0
Built: 2020-06-17 _00.17, by: mcpre
File SHAl checksum: cdefc7b39e8383bel90fca59c9a01286dc2a2842

Package: mono-universalk9, version: 17.03.01prdl4, status: n/a
Role: rp_security
File: bootflash:sysboot/c8000be-mono-universalk9.17.03.01lprdl4.SPA.pkg, on: RP1/1
Built: 2020-06-17 00.17, by: mcpre
File SHAl checksum: 5621bed407a53fcbefeb5e3dc567c073e0728d541

Package: mono-universalk9, version: 17.03.01lprdl4, status: n/a
Role: rp_webui
File: bootflash:sysboot/c8000be-mono-universalk9.17.03.01lprdl4.SPA.pkg, on: RP1/1
Built: 2020-06-17 00.17, by: mcpre
File SHAl checksum: 5621bed407a53fcbefeb5e3dc567c073e0728d541

Package: mono-universalk9, version: 17.03.0lprdl4, status: active
Role: fp
File: bootflash:sysboot/c8000be-mono-universalk9.17.03.01lprdl4.SPA.pkg, on: ESPO
Built: 2020-06-17 00.17, by: mcpre
File SHAl checksum: 5621bed407a53fcbefeb5e3dc567c073e0728d541

Package: fp, version: unknown, status: n/a
Role: fp
File: unknown, on: ESP1
Built: unknown, by: unknown
File SHAl checksum: unknown

Package: mono-universalk9, version: 17.03.0lprdl4, status: active
Role: cc_spa
File: bootflash:sysboot/c8000be-mono-universalk9.17.03.01lprdl4.SPA.pkg, on: SIPO
Built: 2020-06-17 00.17, by: mcpre
File SHAl checksum: 5621bed407a53fcbefeb5e3dc567c073e0728d541

Package: mono-universalk9, version: 17.03.0lprdl4, status: active
Role: cc
File: bootflash:sysboot/c8000be-mono-universalk9.17.03.01lprdl4.SPA.pkg, on: SIP0/0
Built: 2020-06-17 00.17, by: mcpre
File SHAl checksum: 5621bed407a53fcbefeb5e3dc567c073e0728d541

Package: mono-universalk9, version: 17.03.0lprdl4, status: active
Role: cc
File: bootflash:sysboot/c8000be-mono-universalk9.17.03.01lprdl4.SPA.pkg, on: SIPO/1
Built: 2020-06-17 00.17, by: mcpre
File SHAl checksum: 5621bed407a53fcbefeb5e3dc567c073e0728d541

Package: cc, version: unknown, status: n/a
Role: cc
File: unknown, on: SIP0/2
Built: unknown, by: unknown
File SHAl checksum: unknown
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Package: cc, version: unknown, status: n/a
Role: cc
File: unknown, on: SIP0/3
Built: unknown, by: unknown
File SHAl checksum: unknown

Package: cc, version: unknown, status: n/a
Role: cc
File: unknown, on: SIP0/4
Built: unknown, by: unknown
File SHAl checksum: unknown

Package: cc, version: unknown, status: n/a
Role: cc
File: unknown, on: SIP0/5
Built: unknown, by: unknown
File SHAl checksum: unknown

Package: mono-universalk9, version: 17.03.0lprdl4, status: active
Role: cc_spa
File: bootflash:sysboot/c8000be-mono-universalk9.17.03.01lprdl4.SPA.pkg, on: SIP1
Built: 2020-06-17_00.17, by: mcpre
File SHAl checksum: 5621bed407a53fcbefeb5e3dc567c073e0728d541

2592 FSATOMENYT—UODoY INYyr—o%4 R
k—IL9 B

USB7 7 v a RIALATOMRENRNr—Uno TR r—2% 4 A2 h—u3 5 FEIE.
ANy — O TNy r—D A VA h—)b ] TSN TWAFEICETWE
7,

FIE

AT w71 showversion

AT w72 dir usbn:

AT w73 show platform

AT 74 mkdir bootflash: URL-to-directory-name

AT v 75 request platform software package expand fileusbn: package-name to URL -to-directory-name
AT 76 reoad

AT w771 boot URL-to-directory-name/pack ages.conf

AT w78 show version installed
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NMTDT7—Lz707v T L—F

NIM DI 7—LI9TT7DTv I L—FK

FIEOHE

Iy NT—V A B —T 2 A AFEVa—L NIM) DT 7 — LT =T 5T v 7 L—RT%
IZiE, MOFNEEZFEITLET,

18 HHEIIZ

A VA M= A HFIZ CiscolOSXE A A — (A= =Ry r—) ZEHAL TNy r—2%
packages.confE— R CEBITH L, TAM A2V a—KEFICT7 7y —L VT &7 v 7T L—
REIZF T T L—RTEET, 77 =L 0T OT7 v 77 L— R, 77 —2A
VT Y TR —P DA A M=) ORT v a ATRE ST D FIEICHE D BERH Y
7

CiscolIOSXE A A — Y %fi [l LT, packages.confE&— R CTT /A AZELE) L2 WAL, 77—
LT 2T DT v T T — REetED DRI, IROAMHERME 2 L TBLERH Y 7,
77— U=xT TNy =Y (NIM 77 —AY=7) % bootflash:/mydir (= &"— L F
R

7Ty NI =L YT MU =T Ry lr—U R T 7 A /L boot flash:/mydir/<|OS-XE image>
WWEREZFEEL, A==y r—U%RHALET,

N R 2T EV 2= VDO T Ay ) r—RFLT, HILWI 7 =AU =T TEYVa2—
N EE L ET,

» show platform software subdot x/y modulefirmware =~ > K& H L T, E¥a— 2%
LW7 7 =AU =7 CEBI LI 2R LET,

1. CiscolOSXE A A—Y %7 —F7 7 v amydir iZat—LET,

2. request platform software package expand file bootflash:/mydir /<IOS-XE image % fi#
LT, A==y r—UxREALET,

3. reload,

4. boot bootflash:mydir/ /packages.conf,

5. copy NIM 7 7 —AL D=7 %7y r—T% bootflash:mydir/ 7 + Vv Z 22— LET,

6. request platform software package install rp Ofilebootflash:/mydir/<firmware subpackage>

7. hw-modulesubsiot x/y reload ZfEH L T, LW 7 7 —AL 0 =7 TEV 2 — /L& B L E

D
8. show platform software subslot 0/2 modulefirmware Z i L C, €Y 2 —/L03H L
Ty — AUz T CTREILEZ EEMELET,
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ATYF1|CiscolOSXEA A—VZ T —h 7Ty amydir iIC|BLIZY 7 b7 =27 4 A—=VDRGERT 4 L7 b
av—LET, VafER LET,
fi TALVZ MUIZIEFA A=V ERICARIZRETEE
Router# mkdir bootflash:mydir 7fo

AT w72 |request platform software package expand file TG N T —A IS T NI 2T R —Tk A—
bootflash:/mydir /<IOSXEimage %ML T, A— | X—Ro A r—JICEEL 1,
WR= Ry r—U %R LET,
1 -
Router# request platform software package expand
file
bootflash: /mydir/c8000be-universalk9.03.14.00.S.155-1.S-std. SPA.bir}

AT v 73 reload, ROMMON E&— REFHLET, ZDOEF— KT,
Bl - A== Ry r =V T 7 ANVANDY 7 N =T %7

' 7T 4 7L TEET,

Router# reload
rommon >

AT w74 |boot bootflash:mydir/ /packages.conf, Iav¥ya =754/ (packages.conf) D/XA
B - EAFIEEEL T, A==y =V EH L E
rommon 1 > boot bootflash:mydir/packages.conf 7fo

ATvT5|copy NIM 7 7—A 7T TR r—T% NIM 7 7 — A0 =7 %73y r—3 % bootflash:mydir
bootflash:mydir/ 7 + VX2 a e — L £ 7, IZa e —LET,
1 -
Router#copy
bootflash:c8000be-finmeare nim xdsl.2020-07-01_11.05 39n.SSA.pkg
bootflash:mydir/

w76 |request platform software package install rpOfile| v 7 v = 7 o r—TUNA VA F—L XNFET,
bootflash:/mydir/<firmware subpackage>
1 -
Routerf#equest platform software package install
rp 0 file
bootflash:mydir/c8000be-fimvare nim sl .2020-07-01 11.05 3%.SSA.pk

AT 77 |hw-modulesubslot xly reload ZfiH LT, #H L\ |N—KRU =T EV2a—LO¥TAny hE2r—FK

T =AU T CEY 2 — L EREELET,
Bl

LT, LW I 7y — AT TEYa— L EEEL
i‘a‘o
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ARV RFERETIVa Yy

B8

Router#hw-module subslot 0/2 reload

ATvT8

show platform software subdot 0/2 modulefirmware
AZEALT, EV2—ABH LT 7 —L U =TT
EEN L2 LR L ET,

1

Router# show platform software subslot 0/2 module|
firmware
Pe

LA VA= NENTZT 77— T T D/N—
VaryxFRmLET,

1

RIS, TAREY 2=V TT 7 =LV T 27 v 77—y 502R-LET,

Routermkdir bootflash:mydir

Create directory filename [mydir]?
Created dir bootflash:/mydir
Routerfic

Routerf#copy bootflash:c8000be-universalk9.17.03.01prdl4.S-std.SPA.bin bootflash:mydir/

Destination filename

[mydir/c8000be-universalk9.17.03.01lprdl4.S-std.SPA.bin]?

Copy in progress...CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCcccccccccccccceeeeeeceecececceececceccecceccee
CCCCCCCCCCCCCCCCcCCCeeeeeeeeeeeeeeceececeeecececececeececececececececececececececececececececececcececececececccecececece

CCCCCCCCCCCCCCCCCCCCCreeeeeeeeeeceeeeeececeecececeecceececececececececececececcececececececccecececececccecececececccecece
CCCCCCCCCCCCCCCCCCCCereeeeeeeeeeeeeeeeececeecececeecceecececececececececececececececececececcecececececccecececececccecece

CCCcCC
696368193 bytes copied in 478.600 secs
Router#

Router#

Router#dir bootflash:mydir

Directory of bootflash:/mydir/

632738

-rw- 425288648

(1455011 bytes/sec)

Dec 12 2014 09:16:42 +00:00

c8000be-universalk9.17.03.01lprdl4.S-std.SPA.bin

7451738112 bytes total
Router#

(474025984 bytes free)

Routerf#request platform software package
expand file bootflash:/mydir/c8000be-universalk9.17.03.01prdl4.S-std.SPA.bin.S-std.SPA.bin

Verifying parameters
Validating package type
Copying package files

SUCCESS: Finished expanding all-in-one
Routert#reload

Proceed with reload? [confirm]

Proceed with reload? [confirm]

*Jul 8 11:48:30.917 PDT:
Reload Command.

*Jul
information: 23: Invalid argument.
Jul 8 11:48:38.652: %PMAN-TACTION: R0/0:

with reload chassis code

%SYS-5-RELOAD: Reload requested by console.

software package.

Reload Reason:

8 11:48:32.768 PDT: %IOSXE INFRA-3-RELOAD INFO SAVE FAIL: Unable to save reload

pvp: Process manager is exiting: process exit
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Initializing Hardware

Checking for PCIe device presence...done
System integrity status: 0x610
Rom image verified correctly

System Bootstrap, Version 17.3(lr), RELEASE SOFTWARE
Copyright (c) 1994-2020 Dby cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft
C8300-1N1S-4T2X platform with 8388608 Kbytes of main memory

rommon 1 boot bootflash:mydir/packages.conf

File size is 0x000028fl

Located mydir/packages.conf

Image size

10481 inode num 632741, bks cnt 3 blk size 8*512

#

File size is 0x150ae3cc

Located mydir/c8000be-universalk9.17.03.01lprdl4.S-std.SPA.pkg

Image size 353035212 inode num 356929, bks cnt 86191 blk size 8*512
FHEF A AR AR R R R R R
E
Boot image size = 353035212 (0x150ae3cc) bytes

Package header rev 1 structure detected
Calculating SHA-1 hash...done
validate package: SHA-1 hash:
calculated 8e966678:8afb08f4:8a88bb8f:£e591121:8bddf4b3
expected 8e966678:8afb08f4:8a88bb8f:fe591121:8bddf4b3

RSA Signed RELEASE Image Signature Verification Successful.

Package Load Test Latency : 3799 msec

Image validated

Dec 12 09:28:50.338 R0/0: $FLASH CHECK-3-DISK QUOTA: Flash disk quota exceeded
[free space is 61864 kB] - Please clean up files on bootflash.

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Amsterdam], c8000be Software (X86 64 LINUX IOSD-UNIVERSALK9-M),
Version 17.3.1prdl4, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.
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Compiled Tue 16-Jun-20 23:44 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco c8000bel-X/K9 (2RU) processor with 1681388K/6147K bytes of memory.
Processor board ID FTX1736AJUT

2 Ethernet interfaces

4 Gigabit Ethernet interfaces

2 ATM interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of flash memory at bootflash:.

Press RETURN to get started!

*Dec 12 09:28:58.922:

%I0S_LICENSE IMAGE APPLICATION-6-LICENSE LEVEL:
Module name = esg Next reboot level = appxk9 and License = appxk9

*Dec 12 09:28:58.943:

%I0S_LICENSE IMAGE APPLICATION-6-LICENSE LEVEL:
Module name = esg Next reboot level = ipbasek9 and License = ipbasek9

*Dec 12 09:28:58.981:

%Cat_ THROUGHPUT-6-LEVEL: Throughput level has been set to 1000000 kbps

*Dec 12 09:29:13.302: $SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface LsmpiO, changed state to up

*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface EOBCO, changed state to up

*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface GigabitEthernet0, changed state to down
*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface LIINO, changed state to up

*Dec 12 09:28:51.438: $CMRP-3-PFU MISSING:cmand: The platform does not detect a power
supply in slot 1

*Dec 12 09:29:01.256: %CMLIB-6-THROUGHPUT VALUE:cmand: Throughput license found,
throughput set to 1000000 kbps

*Dec 12 09:29:03.223: SCPPHA-7-START:cpp ha: CPP
*Dec 12 09:29:03.238: SCPPHA-7-START:cpp ha: CPP
*Dec 12 09:29:11.335: SCPPHA-7-START:cpp ha: CPP
*Dec 12 09:29:11.645: SCPPHA-7-READY:cpp ha: CPP
*Dec 12 09:29:11.711: $IOSXE-6-PLATFORM:cpp cp:

preparing ucode

startup init

running init

loading and initialization complete

o O O o
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Process CPP _PFILTER EA EVENT API CALL REGISTER

*Dec 12 09:29:16.280:

%I0SXE_MGMTVRF-6-CREATE_SUCCESS_INFO:

Management vrf Mgmt-intf created with ID 1, ipv4 table-id 0x1, ipvé table-id 0x1E000001
*Dec 12 09:29:16.330:

SLINEPROTO-5-UPDOWN: Line protocol on Interface LsmpiO, changed state to up

*Dec 12 09:29:16.330:

SLINEPROTO-5-UPDOWN: Line protocol on Interface EOBCO, changed state to up

*Dec 12 09:29:16.330:

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO, changed state to down
*Dec 12 09:29:16.330:

SLINEPROTO-5-UPDOWN: Line protocol on Interface LIINO, changed state to up

*Dec 12 09:29:17.521: %SYS-5-LOG_CONFIG_CHANGE: Buffer logging disabled

*Dec 12 09:29:18.867: %SYS-5-CONFIG I: Configured from memory by console

*Dec 12 09:29:18.870:

$IOSXE_OIR-6-REMSPA: SPA removed from subslot 0/0, interfaces disabled

*Dec 12 09:29:18.870:

$IOSXE_OIR-6-REMSPA: SPA removed from subslot 0/1, interfaces disabled

*Dec 12 09:29:18.871:

$IOSXE_OIR-6-REMSPA: SPA removed from subslot 0/2, interfaces disabled

*Dec 12 09:29:18.873:

$SPA_OIR-6-OFFLINECARD: SPA (c8000be-X-4x1GE) offline in subslot 0/0

*Dec 12 09:29:18.874: $SPA_OIR-6-OFFLINECARD: SPA (NIM-VA-B) offline in subslot 0/1
*Dec 12 09:29:18.874: $SPA_OIR-6-OFFLINECARD: SPA (NIM-VAB-A) offline in subslot 0/2
*Dec 12 09:29:18.876: %IOSXE OIR-6-INSCARD: Card (fp) inserted in slot FO

*Dec 12 09:29:18.876: %$IOSXE _OIR-6-ONLINECARD: Card (fp) online in slot FO

*Dec 12 09:29:18.882: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/0

*Dec 12 09:29:18.884: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/1

*Dec 12 09:29:18.884: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/2

*Dec 12 09:29:18.935: %$SYS-5-RESTART: System restarted --

Cisco IOS Software, c8000be Software (X86_ 64 LINUX IOSD-UNIVERSALK9-M), Version 15.5(1)S,

RELEASE SOFTWARE (fcb)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2014 by Cisco Systems, Inc.

Compiled Thu 20-Nov-14 18:28 by mcpre

*Dec 12 09:29:18.895: %SPA-3-ENVMON NOT MONITORED:iomd: Environmental monitoring
is not enabled for c8000be-X-4x1GE[0/0]

*Dec 12 09:29:19.878: S$LINK-5-CHANGED: Interface GigabitEthernetO,

changed state to administratively down
*Dec 12 09:29:22.419: %SPA OIR-6-ONLINECARD: SPA (c8000be-X-4x1GE) online in subslot 0/0
*Dec 12 09:29:22.610: $SYS-6-BOOTTIME: Time taken to reboot after reload = 194 seconds
*Dec 12 09:29:24.354: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/0,
changed state to down
*Dec 12 09:29:24.415: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/2,
changed state to down
*Dec 12 09:29:24.417: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/3,
changed state to down
*Dec 12 09:29:30.919: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/0,
changed state to up
*Dec 12 09:29:30.925: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/2,
changed state to up
*Dec 12 09:29:30.936: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/3,
changed state to up
*Dec 12 09:29:31.919: S$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0/0, changed state to up
*Dec 12 09:29:31.930: $LINEPROTO-5-UPDOWN: Line protocol on
Interface GigabitEthernet0/0/2, changed state to up
*Dec 12 09:29:31.936: $LINEPROTO-5-UPDOWN: Line protocol on
Interface GigabitEthernet0/0/3, changed state to up
*Dec 12 09:29:34.147: $SSH-5-ENABLED: SSH 1.99 has been enabled
*Dec 12 09:30:29.152: %SPA OIR-6-ONLINECARD: SPA (NIM-VA-B) online in subslot 0/1
*Dec 12 09:30:29.470: $SPA_OIR-6-ONLINECARD: SPA (NIM-VAB-A) online in subslot 0/2
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*Dec 12 09:30:31.152: $LINK-3-UPDOWN: Interface Ethernet0/1/0, changed state to down
*Dec 12 09:30:31.152: $LINK-3-UPDOWN: Interface ATM0/1/0, changed state to down

*Dec 12 09:30:31.470: $LINK-3-UPDOWN: Interface Ethernet0/2/0, changed state to down
*Dec 12 09:30:31.470: $LINK-3-UPDOWN: Interface ATM0/2/0, changed state to down

*Dec 12 09:31:03.074: $CONTROLLER-5-UPDOWN: Controller VDSL 0/2/0, changed state to up
*Dec 12 09:31:05.075: $LINK-3-UPDOWN: Interface Ethernet0/2/0, changed state to up
*Dec 12 09:31:06.076: $LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0/2/0,
changed state to up

*Dec 12 09:31:12.559: $CONTROLLER-5-UPDOWN: Controller VDSL 0/1/0, changed state to up
*Dec 12 09:31:20.188: $LINK-3-UPDOWN: Interface ATM0/1/0, changed state to up

*Dec 12 09:31:21.188: $LINEPROTO-5-UPDOWN: Line protocol on Interface ATM0/1/0,
changed state to up

Router>

Router>en

Password:

Router#

Router#show controller vdsl 0/2/0
Controller VDSL 0/2/0 is UP

Daemon Status: UP

XTU-R (DS) XTU-C (US)
Chip Vendor ID: 'BDCM' 'BDCM'
Chip Vendor Specific: 0x0000 0xA41B
Chip Vendor Country: 0xB500 0xB500
Modem Vendor ID: 'CSCO' ! !
Modem Vendor Specific: 0x4602 0x0000
Modem Vendor Country: 0xB500 0x0000
Serial Number Far:
Modem Version Near: 15.5(1)s
Modem Version Far: Oxadlb

Modem Status(Ll): TC Sync (Showtime!)
DSL Config Mode: VDSL2
Trained Mode (Ll): G.993.2 (VDSL2) Profile 30a

TC Mode: PTM

Selftest Result: 0x00

DELT configuration: disabled
DELT state: not running

Failed full inits: O
Short inits: O

Failed short inits: O

Modem FW Version: 4.14L.04
Modem PHY Version: A2pv6F039h.d24o rcl

Line 1:

XTU-R (DS) XTU-C (US)

Trellis: ON ON

SRA: disabled disabled

SRA count: 0 0

Bit swap: enabled enabled

Bit swap count: 9 0

Profile 30a: enabled

Line Attenuation: 3.5 dB 0.0 dB
Signal Attenuation: 0.0 dB 0.0 dB
Noise Margin: 30.9 dB 12.4 dB

Attainable Rate: 200000 kbits/s 121186 kbits/s
Actual Power: 13.3 dBm 7.2 dBm

Per Band Status: D1 D2 D3 U0 Ul U2 U3
Line Attenuation (dB) : 0.9 1.5 5.5 N/A 0.1 0.9 3.8
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Signal Attenuation(dB): 0.8 1.5 5.5 N/A 0.0 0.2 3.2

Noise Margin (dB) : 31.1 31.0 30.9 N/A 12.3 12.4 12.5
Total FECC: O 0

Total ES: O 0

Total SES: O 0

Total LOSS:
Total UAS: 5
Total LPRS:
Total LOFS:
Total LOLS:

o O o+ O
o O O U o

DS Channell DS Channel0 US Channell US ChannelO

Speed (kbps) : NA 100014 NA 100014

SRA Previous Speed: NA 0 NA 0
Previous Speed: NA 0 NA 0
Reed-Solomon EC: NA 0 NA 0
CRC Errors: NA 0 NA 0

Header Errors: NA 0 NA 0
Interleave (ms): NA 9.00 NA 0.00
Actual INP: NA 4.00 NA 0.00

Training Log : Stopped
Training Log Filename : flash:vdsllog.bin

Router#
Router#

Routerf#copy bootflash:c8000be-firmware nim xdsl.2014-11-17_11.05_ 39n.SSA.pkg
bootflash:mydir/

Destination filename [mydir/c8000be-firmware nim xdsl1.2014-11-17 11.05 39n.SSA.pkg]?
Copy in progress...CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCeeeeeeeeecceecceecceecceecceece
CCCCCCcceeceececeeececeeececececececececeececececececececcecececece

6640604 bytes copied in 1.365 secs (4864911 bytes/sec)

Router#

Router#request platform software package install rp 0 file
bootflash:mydir/c8000be-firmware nim xdsl.2014-11-17 11.05 39n.SSA.pkg
--— Starting local lock acquisition on RO ---

Finished local lock acquisition on RO

--— Starting file path checking ---
Finished file path checking

--- Starting image file verification ---
Checking image file names
Locating image files and validating name syntax
Found c8000be-firmware nim xdsl1.2014-11-17 11.05 39n.SSA.pkg
Verifying image file locations
Inspecting image file types
Processing image file constraints
Creating candidate provisioning file
Finished image file verification

--- Starting candidate package set construction ---
Verifying existing software set

Processing candidate provisioning file

Constructing working set for candidate package set
Constructing working set for running package set

Checking command output

Constructing merge of running and candidate packages

Checking if resulting candidate package set would be complete
Finished candidate package set construction
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--— Starting ISSU compatiblity verficiation ---

Verifying image type compatibility

Checking IPC compatibility with running software

Checking candidate package set infrastructure compatibility
Checking infrastructure compatibility with running software
Checking package specific compatibility

Finished ISSU compatiblity verficiation

--- Starting impact testing ---
Checking operational impact of change
Finished impact testing

--- Starting list of software package changes ---
0ld files list:

Removed c8000be-firmware nim xdsl1.03.14.00.5.155-1.5-std.SPA.pkg
New files list:

Added c8000be-firmware nim xdsl1.2014-11-17 11.05 39n.SSA.pkg
Finished list of software package changes

--- Starting commit of software changes ---
Updating provisioning rollback files
Creating pending provisioning file
Committing provisioning file

Finished commit of software changes

--- Starting analysis of software changes ---
Finished analysis of software changes

--- Starting update running software ---
Blocking peer synchronization of operating information
Creating the command set placeholder directory

Finding latest command set

Finding latest command shortlist lookup file

Finding latest command shortlist file

Assembling CLI output libraries

Assembling CLI input libraries
Skipping soft links for firmware upgrade
Skipping soft links for firmware upgrade

Assembling Dynamic configuration files

Applying interim IPC and database definitions
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl19/
release/03.14.00.S/BLD-V03 14 00 S FC5/contrib/rsync/clientserver.c(104) [sender=2.6.9]
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl19/
release/03.14.00.S/BLD-V03 14 00 S FC5/contrib/rsync/clientserver.c(104) [sender=2.6.9]
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl9
/release/03.14.00.3/BLD-V03 14 00 S FC5/contrib/rsync/clientserver.c(104) [sender=2.6.9]

Replacing running software

Replacing CLI software

Restarting software

Applying final IPC and database definitions
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl19/
release/03.14.00.S/BLD-V03 14 00 S FC5/contrib/rsync/clientserver.c(104) [sender=2.6.9]

Generating software version information

Notifying running software of updates

Unblocking peer synchronization of operating information
Unmounting old packages
Cleaning temporary installation files

Finished update running software
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SUCCESS: Finished installing software.

Router#

Router#show platform software subslot 0/2 module firmware
Avg Load info

1.83 1.78 1.44 3/45 607

Kernel distribution info
Linux version 3.4.11-rtl9 (sapanwar@blr-atg-001) (gcc version 4.6.2
(Buildroot 2011.11) ) #3 SMP PREEMPT Fri Nov 7 09:26:19 IST 2014

Module firmware versions
Modem Fw Version: 4.14L.04
Modem Phy Version: A2pv6F039h.d24o rcl

Boot Loader: Secondry

Version: 1.1

Modem Up time

0D OH 25M 38S
Router#

Routerf#hw-module subslot 0/2 reload

Proceed with reload of module? [confirm]
Router#

*Dec 12 09:55:59.645: %IOSXE'LOIR—6—SOFT7RELOADSPA: SPA (NIM-VAB-A)

reloaded on subslot 0/2

*Dec 12 09:55:59.646: $SPA OIR-6-OFFLINECARD: SPA (NIM-VAB-A) offline in subslot 0/2
*Dec 12 09:55:59.647: $CONTROLLER-5-UPDOWN: Controller VDSL 0/2/0, changed state to down
*Dec 12 09:57:22.514: new extended attributes received from iomd(slot 0 bay 2 board 0)
*Dec 12 09:57:22.514: %IOSXE'LOIR—6—SOFT7RELOADSPA: SPA (NIM-VAB-A)

reloaded on subslot 0/2

*Dec 12 09:57:22.515: $SPA OIR-6-OFFLINECARD: SPA (NIM-VAB-A) offline in subslot 0/2
Router#
Router#

*Dec 12 09:58:35.471: %SPA OIR-6-ONLINECARD: SPA (NIM-VAB-A) online in subslot 0/2
*Dec 12 09:58:37.470: $LINK-3-UPDOWN: Interface Ethernet0/2/0, changed state to down
*Dec 12 09:58:37.470: $LINK-3-UPDOWN: Interface ATM0/2/0, changed state to down
Router#

Router#show platform software subslot 0/2 module firmware
Avg Load info

0.84 0.23 0.08 1/45 598

Kernel distribution info

Linux version 3.4.11-rtl9 (sapanwar@blr-atg-001) (gcc version 4.6.2 (Buildroot 2011.11)
) #6 SMP PREEMPT Mon Nov 17 10:51:41 IST 2014

Module firmware versions

Modem Fw Version: 4.14L.04
Modem Phy Version: A2pv6F039n.d24o rcl

Boot Loader: Secondry

Version: 1.1
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Modem Up time

0D OH OM 428

Router#

TJ7—LDTT7 S INYH5—2NDA VR =)L

FIRDEE

IR HAEIIC

MEIR T 7 — LT 2T Ny —VhB0REGN Ny r—YVEAF L, Ny r—VEERLET,
WEBI DS r—V A L CTEITENDT A ADOFBEBLORE (1513—) #5H)
Tz T Ry =V E AR EEE LD, LLTOFIRTEOEHRE
URL-to-package-name (Zf# F L 9,

e & ZIXMWEB Oy r—V B L TEITEND T A AOFEBEB LORE (151°—) 72
Eaflio TTNA ANTTICHESNLTWDIHAEIT. 77 —Lb =T BT\ =% X
h—T&EET,

Ty =AU =T TNy = ERNZIR Y VRS NE R A, ANy VR R LR
T, MERNY T —VHAOT 7 — L =7 Ny r—UEBRIRTEET, Z0%, ROFIRIZHES
TI77—b 02T RNulr—C% A VA =L TEET,

)

GE)

apwN=

N o

HENy I —VICEHT 2V =R/ — b EBRLT, ANy TFT—VHDOT7 77— 0 =T &
TR ZNZHBEA VA R =L ENTWACiscolOSXE Y 7 h 7 =27 R3—T g v OHBER H
HIEHEMERLTLIEEN,

show version

dir bootflash:

show platform

mkdir bootflash: URL-to-directory-name

request platform software package expand file URL-to-consolidated-package to
URL-to-directory-name

reload

boot URL-to-directory-name /packages.conf

show version installed
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ATy T

show version

1

Router# show version

Cisco IOS Software, IOS-XE Software

(X86_64 LINUX IOSD-UNIVERSALK9-M), Experimental
Version 15.3(20120627:221639) [build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre

FNRAATETENTNDY T by =2TR_R—=Tg v
BRRINET, BT, A VA —TBHY 7|

VT N—T gl I ONR—T g UEREETXE

7,

ATy T2

dir bootflash:
B -

Router# dir bootflash:

V7 R TDEAN—=Y g EFERL, RN syr—T
NFELTWDZ EERLET,

ATvT3

show platform

1

Router# show platform
Chassis type: c8000be/K9

AR N BRERLET,

B =MbY TRy =0 A A
f—) 7 v a ol L T 7EEN,

ATvT4

mkdir bootflash: URL-to-directory-name
1 -

Router# mkdir bootflash:mydir

EBEALEZY 7 =T AR w_i}0)€%¥?fEf?i{ Lk
U &t L £,

T4 V7 FUIEA A=V LR CARIZEE TS
j‘o

ATy TH

request platform software package expand file
URL-to-consolidated-package to URL-to-directory-name

1 -

Router#
file
bootflash:c8000be-universalk9-NIM.bin to

bootflash:mydir

request platform software package expand

ATy T ATHER LA A—VRIEAT 4 V2 R
(URL-to-directory-name) 2, TETP H—/3—7»

DT 2T A A=Y
(URL-to-consolidated-package) % &R L £,

ATvT6

reload
B -

Router# reload
rommon >

ROMMON £&— K& A x—T I LET, ZOFE—
RC, 7 7ANVNDY T NI =2T 2T 75T 47
fbcx£4,

ATy T1

boot URL-to-directory-name /packages.conf

1

rommon 1 > boot bootflash:mydir/packages.conf

Juvva=r7 77 A/ (packages.conf) /A
LAHTERREL T, ey r—V i LEd,
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AT 78 |show verson installed LA VA R—LENTY T NI 2T DNR—V g
15“ : V%—‘}Z:EZT—\‘ Ljﬁjﬁo

Router# show version installed
Package: Provisioning File, version: n/a, status:
active

il

OB O G EEE A T, #E /3y 77— (c8000be-universalk9.164422SSA.bin) 73 TETP
P NR—lZa bt —ENFET, ZHIIMNEDOARAT v 7T, BlIOZFNLLFEOERSY T,
A7 7 A )\ packages.conf 2N EE) XL FE T,

Router# tftp:c8000be/c8000be-universalk9.164422SSA.bin bootflash:
Address or name of remote host []? 192.0.2.1

Destination filename [c8000be-universalk9.164422SSA.bin]?

Accessing tftp://192.0.2.1/c8000be/c8000be-universalk9.164422SSA.bin. ..

Loading c8000be/c8000be-universalk9.164422SSA.bin from 192.0.2.1 (via GigabitEthernetO) :
rrrrrrnd

[OK - 410506248 bytes]

410506248 bytes copied in 338.556 secs (1212521 bytes/sec)

Router# show version

Cisco IOS Software, IOS-XE Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Experimental
Version

15.3(20120627:221639) [build 151722 111]

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Thu 28-Jun-12 15:17 by mcpre

I0OS XE Version: 2012-06-28 15.31 mcpre

Cisco IOS-XE software, Copyright (c) 2005-2012 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: TIOS-XE ROMMON

Router uptime is 0 minutes

Uptime for this control processor is 3 minutes
System returned to ROM by reload

System image file is "tftp:c8000be/c8000be.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
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agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

License Level: adventerprise

License Type: EvalRightToUse

Next reload license Level: adventerprise

cisco c8000be/K9 (2RU) processor with 1136676K/6147K bytes of memory.
Processor board ID FGL161611AB

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

Configuration register is 0x8000

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 May 3 2012 19:58:37 +00:00 lost+found

178465 drwx 4096 Jun 6 2012 15:20:20 +00:00 core

584065 drwx 4096 Jul 13 2012 19:19:00 +00:00 .prst _sync
405601 drwx 4096 May 3 2012 19:59:30 +00:00 .rollback timer
113569 drwx 40960 Jul 13 2012 19:19:32 +00:00 tracelogs
64897 drwx 4096 May 3 2012 19:59:42 +00:00 .installer

13 -rw- 1305 May 7 2012 17:43:42 +00:00 startup-config

14 -rw- 1305 May 7 2012 17:43:55 +00:00 running-config

15 -r-- 1541 Jun 4 2012 18:32:41 +00:00 debug.conf

16 -rw- 1252 May 22 2012 19:58:39 +00:00 running-config-20120522
519169 drwx 4096 Jun 4 2012 15:29:01 +00:00 vman_ fdb

7451738112 bytes total (7067635712 bytes free)

Router# show platform
Chassis type: c8000be/K9

0 c8000be/K9 ok 15:57:33

0/0 c8000be-6X1GE ok 15:55:24

1 Ic8000be/K9 ok 15:57:33

1/0 SM-1T3/E3 ok 15:55:24

2 c8000be/K9 ok 15:57:33

2/0 SM-1T3/E3 ok 15:55:24

RO c8000be/K9 ok, active 15:57:33
FO c8000be-FP ok, active 15:57:33
PO Unknown ps, fail never

Pl XXX-XXXX-XX ok 15:56:58

P2 ACS-4450-FANASSY ok 15:56:58

Slot CPLD Version Firmware Version

0 12090323 15.3(01r)S [ciscouser-c8000beRO...
1 12090323 15.3(01r)S [ciscouser-c8000beRO...
2 12090323 15.3(01r)S [ciscouser-c8000beRO...

RO 12090323 15.3(01xr)s
FO 12090323 15.3(01r)S

[ciscouser-c8000beRO. ..
[ciscouser-c8000beRO. ..
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Router# mkdir bootflash:c8000be-universalk9.dirl

Create directory filename [c8000be-universalk9.dirl]?

Created dir bootflash:/c8000be-universalk9.dirl

Router# request platform software package expand file bootflash:c8000be-universalk9.NIM.bin
to

bootflash:c8000be-universalk9.dirl

Verifying parameters

Validating package type

Copying package files

SUCCESS: Finished expanding all-in-one software package.

Router# reload
Proceed with reload? [confirm]

*Jul 13 19:39:06.354: $SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload
Command.

rommon 1 > boot bootflash:c8000be-universalk9.dirl/packages.conf

File size is 0x00002836

Located c8000be-universalk9.dirl/packages.conf

Image size 10294 inode num 324484, bks cnt 3 blk size 8*512
#

File is comprised of 1 fragments (33%)

is_valid shalhash: SHA-1 hash:

calculated 62£6235a:£fc98eb3a:85cel83e:834f1cb3:8alf71dl

expected 62f6235a:fc98eb3a:85cel83e:834flcb3:8alf71d1l

File size is 0x04b3dc00

Located c8000be-universalk9.dirl/c8000be-mono-universalk9-build 164422SSA.pkg

Image size 78896128 inode num 324491, bks cnt 19262 blk size 8*512
B i
File is comprised of 21 fragments (0%)

Router# show version installed

Package: Provisioning File, version: n/a, status: active

File: bootflash:c8000be-universalk9.dirl/packages.conf, on: RPO
Built: n/a, by: n/a

File SHAl checksum: ad09affd3£8820£f4844f27accladd502e0b8£459

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:c8000be-universalk9.dirl/c8000be-mono-universalk9-build 164422SSA.pkg,
on: RPO

Built: 2012-07-10_16.22, by: mcpre

File SHA1l checksum: 5e95c9cbcd4eafbadabalac846ee2d0f41dlal26b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:c8000be-universalk9.dirl/c8000be-firmware attributes 164422SSA.pkg, on:
RPO/0

Built: 2012-07-10 16.22, by: mcpre

File SHA1l checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:c8000be-universalk9.dirl/c8000be-firmware dsp 164422SSA.pkg, on: RP0/0
Built: 2012-07-10 16.22, by: mcpre

File SHAl checksum: 8334565edf7843fe246783b1d5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:c8000be-universalk9.dirl/c8000be-firmware fpge 164422SSA.pkg, on: RP0/0
Built: 2012-07-10 16.22, by: mcpre

File SHAl checksum: eb72900ab32c1c50652888££f486c£370ac901dd?
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Package: firmware sm 1t3e3, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:c8000be-universalk9.dirl/c8000be-firmware sm 1t3e3_164422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:c8000be-universalk9.dirl/c8000be-mono-universalk9 164422SSA.pkg, on:
RP0O/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: dirl, status: active

File: bootflash:c8000be-universalk9.dirl/c8000be-mono-universalk9 164422SSA.pkg, on:
RP0O/0

Built: 2012-07-10_16.23, by: mcpre

File SHALl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:c8000be-universalk9.dirl/c8000be-mono-universalk9 164422SSA.pkg, on:
RP0O/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: rpcontrol, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:c8000be-universalk9.dirl/c8000be-rpcontrol-BLD-BLD MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980£fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: 2012-07-10_ 16.23 mcpre, status: n/a

File: bootflash:c8000be-universalk9.dirl/c8000be-rpios-universalk9-BLD-BLD MCP_DEV_LATEST_
20120710 164422SSA.pkg, on: RP0O/1

Built: 2012-07-10_16.23, by: mcpre

File SHALl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:c8000be-universalk9.dirl/c8000be-rpaccess-BLD-BLD MCP_DEV_LATEST_20120710_
164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:c8000be-universalk9.dirl/c8000be-rpbase-BLD-BLD_MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RP1

Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 5e95c9cbc4eafbadabalac846ee2d0£f41dla026b

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a

No Service Password-Recovery D% E

Cisco I0S D/ XA U — REIE FNAIZHES T, VA7 LAOFLENIRFE Y 7 — REEZ Break ¥ — % f#
HA422ET, 2 Y—NLaHLTROMMONE— RIZT7 7 ATEEd, ARV T H
7 = 7 AROMMONE— b1 — RENTWAEA, BREITH LWARAY — R TEHINE
T, NAT—FREHEFMEIZEY, a2 —A~DT 78 AEEZEHOH LN T A 2B LT
AADR Y NT =727 78 ATHHEREZEZOGNDZ L1270 7,
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No Service Password-Recovery BEAEIL, ¥ —E 282U — REIEFIEEZMHEH L TF A4 AB LD
Xy NI =T 7 BATERNLIIZTAHZEEZHBELTWVET,

AV IA4XaL—2a3V LPREBEUVRATL T—MEE

AT A4 X2l —var LURAZOR/NE Y b (Ey F3, 2, 1, BLUO) BT—h 71—
IWVREMRLET, 77— 74—V R, 73 A% FHETROM MO EETH0, 7T v

VaFiF Ry NI O ABMTEBTOINERELET, LEXE a7 4 F2b—

ay LIUAEDT— T 4 —)b ROEN 0x2 5 0xF £ TOMLEDHEICEESINTWDE
B TAL R, LIORET— T 4= L ROEEEA LT, Xy hU—27 H—_"—n 5 HE)
EENTE2D0T 74NV T — N7 7 A NELEERBRLET,

By R8N TICRHEIND & X5’~]\7/73/74ﬂ’rnl/~“/a/75\4ﬂf’fﬁézhiﬁ‘ =8
6B 1IZERESID &, Break X —MIMMBAENN/RY 3, ZOHMEEEZFEIC ik, =
y74#;u—ya/V/x&%§®t@_&Eﬁézgﬁ&@iﬁom®:/74%;u—
Vay LURAKERETIE, WEZ A R—T7 M TERIRD ET,

N

CE) F7x /L bTIE, Va—RFRICHERFAOTa 7P RRoX vb—Vl3RK SR ETA,

No Service Password-Recovery 4 *r—JJLIZF B A%

WD 2 DD H{ET, No Service Password-Recovery & H NI TE £7°,

* noservicepassword-recovery 2~ RZfEHLET, ZoF 7T a2 AT sr e, ~
AU —REZEETEL LR T,

* no service password-recovery strict =2~ > FZERALET, ZOF T a BT S
L TAAL ADEIENRTERL R T,

A\

GE) FEFHEELT, ZOMEEZAINNCT LRI, G272 CiscoI0S A A — 7 bootflash: ICFEFE L
TWAHI L EMRTHLENHY T,

no service password-recovery 2~ > K& IGT D856, A2 TlL, 735 AL 5TIC
VAT A AT 4R L —Tar Ty A NDA—ERET DI L AR L TV ET,

BIEDBIRIZHT-> T, BE. TVa—L, VT T2 TFT/"—T 32 ROMMON RA—3 3 >
DEFR Y, BEREOBEEMEICERRLS ., T ACEFEZNMZ DEIT, Z OBREZ I LT
<TZEV,

AT A KAl —va s LVRAEOT = Ey FEADICLT, By M8ZOICREICTDHZ
ETCRE— Ty T ar7 s Fal—rarzue—RL, By F6&0IZRET S Z & TCisco
IOS XE @ Break ¥ —z Ml L, A4 &y F3—0% 0x2 — OxF DIEEDHICHRET H 2 &

TCiscolOSXE A A—V A HE) 7 — N SEH4ENH Y £9°, No Service Password-Recovery 1
BEANCTDE, a7 4 X2l —rary LYVRXOERIREFESINEE A,
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\)

6=

Ey F8ALIIRETHE, AF— T v Far 74 X¥al— g U RNERESNET, By b
6 % 1 IZERET D & . CiscolOS XE T Break ¥ — DN HEICRY £F, Ev b6 L by
k8 DI % 0 \ZF%ET % &, No Service Password-Recovery F§EEN A 2N 72 0 F7,

RIZ. No Service Password-Recovery #§RE % F 275 LD 2R L E T,

Router> enable

Router# show version

Router# configure terminal

Router (config) # config-register 0x2012
Router (config) # no service password-recovery
Router (config) # exit

E%h1k St 1= No Service Password-Recovery #4RE(Z & 5 T /31 A D[EITE

no service password-recovery =~ > R %Zf# ] L T No Service Password-Recovery #HE % H 22 L
TRBIZT A A% EET 511X, EBERFCER RS LD TPASSWORD RECOVERY
FUNCTIONALITYISDISABLED] & WH X v b —U %L ES, [ BFERENT S, Break
F—ZHLET, Break ¥—7 7 > a VOMEREZ RO L a7 v RERENFET,

\}

T IV AVEMRTHE, AX— R Ty T ar7 4 Falb—varyBNEEISh, Ak
A17= No Service Password-Recovery #6REIZ L U . 7 /34 AN TIGHMIRFOT 7 4L MR E T
EELET,

*Break ¥ —7 7 L a3 VAR L7 & AR 72 No Service Password-Recovery H§REIC
K0, TR ZAPNEFE EBVICEBILET,

GE)

no service password recovery strict =~ > K% f# ] L T No Service Password-Recovery #&RE % A
LT EE, T AZEETE £ A,

WOHITIE, EEFIZ Break ¥—7 7 v a BN AT &N, FDFRIZ Break X—7 7 3 Uk
BEINFET, AEF— T v a7 4Fal—a rREEIN. L X7 No Service
Password-Recovery H§REIC LV . 731 AN THHGREOT 7 4+ /L % E CEBI L £,

Initializing Hardware ...

Checking for PCIe device presence...done
System integrity status: 0x610
Rom image verified correctly

System Bootstrap, Version 17.3(lr), RELEASE SOFTWARE
Copyright (c) 1994-2020 Dby cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft
C8300-1N1S-4T2X platform with 8388608 Kbytes of main memory
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PASSWORD RECOVERY FUNCTIONALITY IS DISABLED
telnet> send brk

PASSWORD RECOVERY IS DISABLED.

Do you want to reset the router to the factory default
configuration and proceed [y/n] ? y

Router clearing configuration. Please wait for ROMMON prompt...
File size is 0x17938a80
Located c8000be-universalk9.BLD V153 3 S XE310 THROTTLE LATEST 20130623 234109.SSA.bin

Image size 395545216 inode num 26, bks cnt 96569 blk size 8%*512

WOFITIE, EEIREIZ Break ¥ —7 7 & a VAT S, £ DRI Break ¥ —7 7 ¥ = VDN
BEINFHAL, ZOHE. AL S 72 NoService Password-Recovery fEREIZ L 0 . T /34 A0
WEERB VB LET,

Checking for PCIe device presence...done
System integrity status: 0x610
Rom image verified correctly

System Bootstrap, Version 17.3(lr), RELEASE SOFTWARE
Copyright (c) 1994-2020 Dby cisco Systems, Inc.
Current image running: Boot ROMO

Last reset cause: LocalSoft
C8300-1N1S-4T2X platform with 8388608 Kbytes of main memory

PASSWORD RECOVERY FUNCTIONALITY IS DISABLED
telnet> send brk

PASSWORD RECOVERY IS DISABLED.

Do you want to reset the router to the factory default
configuration and proceed [y/n] ? n

Router continuing with existing configuration...

File size is 0x17938a80

Located c8000be-universalk9.BLD V153 3 S XE310_ THROTTLE LATEST 20130623 234109.SSA.bin
Image size 395545216 inode num 26, bks cnt 96569 blk size 8*512

FHEHHFHH A A AR R R R R R R R R R R R R R
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No Service Password-Recovery 0 % & 5l

W2, BEWEENCHRES R TS ar 74X alb—vay LYRIREZRGL,
Password-Recovery BRE A EZNIC LT D, RENT AT LD Y v— Rp bR s s 2 & &
WD HEOHERLET,

Router# show version

Cisco Internetwork Operating System Software

IOS (tm) 5300 Software (C7200-P-M), Version 12.3(8)YA, RELEASE SOFTWARE (fcl)
TAC Support: http://www.cisco.com/tac

Copyright (c) 1986-2004 by Cisco Systems, Inc.

Compiled Wed 05-Mar-04 10:16 by xxx

Image text-base: 0x60008954, data-base: 0x61964000

ROM: System Bootstrap, Version 12.3(8)YA, RELEASE SOFTWARE (fcl)

125440K bytes of ATA PCMCIA card at slot 0 (Sector size 512 bytes).
8192K bytes of Flash internal SIMM (Sector size 256K).

Configuration register is 0x2102

Router# configure terminal

Router (config) # no service password-recovery

WARNING:

Executing this command will disable the password recovery mechanism.

Do not execute this command without another plan for password recovery.

Are you sure you want to continue? [yes]: yes

Router (config) # exit

Router#

Router# reload

Proceed with reload? [confirm] yes

00:01:54: $SYS-5-RELOAD: Reload requested

System Bootstrap, Version 12.3...

Copyright (c) 1994-2004 by cisco Systems, Inc.
C7400 platform with 262144 Kbytes of main memory

PASSWORD RECOVERY FUNCTIONALITY IS DISABLED
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| vIryz7o1o2 =0
No Service Password-Recovery %« *—JJLIZT B 5% .

IZ. no service password-recovery strict 2~ > K& H LT, /AT — NE{EHEEZ B4
LR LUET,

Router# configure terminal
Router (config) # no service password-recovery strict

WARNING:

Do not execute this command without another plan for password recovery.

Are you sure you want to continue? [yes]: yes
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. No Service Password-Recovery & 2 —JJLIZT B 5%
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9.
=% =R

A8y LV TRAOY FOETE

ZOETE, Ary heHFT Ay MIOWTHMLET, Ary MNIT A ZDOT ¥ —2 A
0y hESERL, 720y NI —E RV a— AN EES N TS RAn Yy FERLE
D

2y FBLOY 720y FOFEMIZOWTIX, RO==2T7 LD [ZAay hEBLOAS ¥ —
T2 ATONWT] B arEBRBLTLLEEND,

I

i
=

s Cisco Catalyst 8300 'V — X = /I v h 74 —Ah N"—Ry=7)

X
A
NN

e

* Cisco Catalyst 8200 'V —RX v 77 v F 74 —L /— Ky xT

ZOETHHATLINEL, ROLEBY TT,

s A HE—T A ADFRE (181 _—)

T4 RADXTE
T, Ay b F =T 2 ARET HITEIOWTHHAL, v—F A F—T =
A ZADREFH R LET,

e XHEY M A=V Ry A F—T A ZADOFRE (181 RX—)

AU F =T =2 ADFRGE ] (183 R—)

T RTDA L F—T oA ADY X FOFEIR ] (183 ~—2)

A VE =T 2 A AT DIFHROLR - B (184 ~—2)

FHEYRASA—FRY A VE—T (4 ADEKE

FIEDHE

1. enable
2. configure terminal
3. interface GigabitEthernet dot/subsiot/port
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A0y kBLUHTROY FOBEE |
B srcorr—vxorrvs—ozq208mE

4. ipaddress ip-address mask [secondary] dhcp pool
5. negotiation auto

6. end
FlED A
FE
ARV RFEERETIVa Y B#
AT w71 |enable HikE EXEC E— RE AT L £,
1 NRAT—REATTLET (FERENTEZHE)

Router> enable

X 72 |configure terminal sua—sNL ary7 4 Xab— gy E— Nl
15“ : L/iﬁ‘o

Router# configure terminal

R w 73 |interface GigabitEthernet dot/subslot/port GigabitEthernet f > % —7 = A A& R EL£T,
K - GigabitEthernet : £ > % —7 = A ADX A 7,
Router (config) # interface GigabitEthernet 0/0/1 edot: ¥ —DART v M,

e/subdot : B H Y Ay NS, AT via
() BREETT,

e fport : R— NEIFA U H—T = A AFH, A
Tyva () BRBETT,

A7y 74 |ipaddress ip-address mask [secondary] dhcp pool | GigabitEthernet |2 IP 7 R L A &%) 2 CTEF,

Bl «ipaddressip-address: { 7 —7 = A ADIP T
N

Router (config-if)# ip address 10.0.0.1

255.255.255.0 dhcp pool emask : BhEAHT SN TWAIPH T %y hd~< 2
70

s seoondary (fEE)  REINTZT KL A&®D
VHEUVIPT RLAELTHEELET, Z0OF%F—
U— FPREBINTHGE. RESNTZT FLA
X774~V IPT RLAIZRD 9,

edhcp : DHCPZ/r L TR I =— FENDHIPT
FL A,

* pool : ©—71/L DHCP 7" — /L5 HEIIZERE
ENHIPT KL A,
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| ZERybrs&UHIROY FOBEE

1v8—7z420%% 5 |

ARV REEET7IVa Y B
Z 5w =5 | negotiation auto FA T — gy FT— RE2@IRL 7,
cauto: U7 OHEIRIVZ—T a3y EFEITL
*7,
Router (config-if) # negotiation auto
ATvT6 BUEDar 7 4 ¥al—varyaa#TL

Router (config-if) # end

T. B#E EXEC E— FICREY 7,

A 23— 24 ADEKE : I

KIZ, interfacegigabitEthernet =~ > RAMH L TA ¥ —7 A AZEML, IPT RL A%
RETHHZRLET, 0001FA 0y MY T2y MNR—FE2RLET, R—KIZ0~5
DEEDFHVIRONET,

Router# show running-config interface gigabitEthernet 0/0/0
Building configuration...

Current configuration : 71 bytes

|

interface gigabitEthernet0/0/0

no ip address

negotiation auto

end

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface gigabitEthernet 0/0/0

IARTDAVEZ—TIARADI A FDORT : B

Z OFITIE, show platform softwareinterfacesummary., show interfacessummary., show platform
softwar e status control-processbrief D% a~ > REHEHL T, $XTCOA v H—T T = A A%
KRLET,

Router# show platform software interface summary

Interface IHQ IQD OHQ OQD RXBS RXPS TXBS TXPS TRTL
* GigabitEthernet0/0/0 0 0
* GigabitEthernet0/0/1 0 0
* GigabitEthernet0/0/2 0 0
* GigabitEthernet0/0/3 0 0
* Te0/0/4 0 0
* Te0/0/5 0 0

Router# show interfaces summary
*: interface is up

IHQ: pkts in input hold queue IQD: pkts dropped from input queue
OHQ: pkts in output hold queue OQD: pkts dropped from output queue
RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

TRTL: throttle count
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A0y kBLUHTROY FOBEE |
B sz xmrammozTs B

Interface IHQ IQD OHQ oQD RXBS RXPS TXBS TXPS TRTL
* GigabitEthernet0/0/0 0 0 0 0 0 0 0 0 0
* GigabitEthernet0/0/1 0 0 0 0 0 0 0 0 0
* GigabitEthernet0/0/2 0 0 0 0 0 0 0 0 0
* GigabitEthernet0/0/3 0 0 0 0 0 0 0 0 0
* Te0/0/4 0 0 0 0 0 0 0 0 0
* Te0/0/5 0 0 0 0 0 0 0 0 0
Router#show platform software status control-process brief
Load Average

Slot Status 1-Min 5-Min 15-Min

RP0O Healthy 0.83 0.91 0.91
Memory (kB)

Slot Status Total Used (Pct) Free (Pct) Committed (Pct)

RPO Healthy 7768456 2654936 (34%) 5113520 (66%) 3115212 (40%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
RPO 0 2.70 1.70 0.00 95.59 0.00 0.00 0.00
1 0.00 0.00 0.00 100.00 0.00 0.00 0.00
2 0.00 0.00 0.00 100.00 0.00 0.00 0.00
3 0.00 0.00 0.00 100.00 0.00 0.00 0.00
4 2.40 1.40 0.00 96.19 0.00 0.00 0.00
5 0.80 1.60 0.00 97.59 0.00 0.00 0.00
6 12.40 12.30 0.00 75.30 0.00 0.00 0.00
7 11.20 12.40 0.00 76.40 0.00 0.00 0.00
8 2.80 1.80 0.00 95.40 0.00 0.00 0.00
9 0.00 0.00 0.00 100.00 0.00 0.00 0.00
10 0.00 0.00 0.00 100.00 0.00 0.00 0.00
11 0.00 0.00 0.00 100.00 0.00 0.00 0.00

A3 =T A XIZETHEROERT : 6l

&I, showipinterfacebrief =~ RZHHA LT, /1 v F—T = ZADIPIEFEWE AT —F AD
ZR) (AR A v Z—T = A AN RUEREET) 2R T 502~ LET,

Router# show ip interface brief

GigabitEthernet0/0/0 10.10.3.1 YES NVRAM up up
GigabitEthernet0/0/1 192.0.5.2 YES NVRAM up up
GigabitEthernet0/0/2 192.0.2.5 YES NVRAM down down
GigabitEthernet0/0/3 unassigned YES NVRAM down down
Te0/0/4 unassigned YES NVRAM down down
Te0/0/5 10.20.4.8 YES NVRAM down down
Te0/1/0 unassigned YES NVRAM down down
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Security-Enhanced Linux @4 7R— k

Z OE T SELinux DEREIZHOWTIBA L F 9, BN ZRNEITRD LB T,

o AFEE (185 X—)

« SELinux OHIfESEM: (185 ~—)

e SELinux OFI[ESTH (185 ~—7)

* SELinux (2R3 A 1F# (186 ~*—)

+ SELinux DX E (187 ~—)

« SELinux DH L OHERE (189 ~=—3)
«SELinux D F 7 7/ 2—F 17 (189 =_—)

Security-Enhanced Linux (SELinux) %, Linux 7 —R/LV X2 VT 4 EVa2— /L LT AT A
2—7 4 VT 4 TR END VY = —v 3 U C, 5877 TZH#K 72 Mandatory Access Control (MAC)
7 —%7 7 F ¥ % CiscoIOS-XE 77 v b 7 # — LTHHIIAR F T,

SELinux (21 3B&% M & B EME D BEEIZ IS W TIHF A DT 2 72O OYER A 1 = X L )Mo -
TWET, ZhIcky, 77V =230 DbX 2 T 4 A D= RLDRE RN N ZADH
B L, EEDOBHLT TV r—2a Y RRMOHLT 7V r—a ko THIEEZ S
OO H HEELE CiIADL Z N TEET,

SELinux D HEjIEEH

COKREICBT S EADOEMIH Y FHA,

SELinux D #I[fREIE

Z OREICBIT D RFEDOHIRIZH V £H A,
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Security-Enhanced Linux 4K — k|

SELinux [ZR89 2 1F%R

SELinux |2 —H =71 77 ALV AT A —E A% Bl Y THNIMEE FZITT 572012
BT 72 D e/ NROMERRIC IR 2 38 7 7 & ZHIER Y > —Z2@EA L4, Zhicky,
(RN 77 DA —NR—T7 o —RLRERMREICL-T) BREShERES, E2ELSELN
LOTT T T AT —F ORI E 23RS E 7T, X, CiscolOS-XE 77 > k
74+ —LTMAC ZHH 2 Z LIk 25/ MERDIFRIOFEM 72 FIETT, ZOHIRA D=
R MNT. TERD Linux 77 & A A =X 2 L 13MS7 U CHBE L $4, SELinux /%, 77U
r—=var7a AN ) Y —AF TVl bADT 7B AERIEIT LR —%ERT DK
BRI LET, 2k, et 2BEEoRMRER L HIREZAICTE £7,

SELinux |X, ¥ AT A THMI > TV 554, Permissive £— K £ 7213 Enforcing E— KD
W TEEL £7,

s Permissive &— KT/, SELinux IRV o —ZmHET, VYV —RT7 7 BARY o —DiE
RIZE S TRELEEGDO VAT LAu 7 OHEERLET, BMEFEGINT, UV Y—X
T I EARY =ERICOWNWTORE ZICiskSNET,

« Enforcing £ — R Tl SELinux RN U > —2FZNTH0 BHINES, 77 EBARY —
N NZEESNTY Y —=RAT 7B RAEEAR L, VAT Lu 72/l LET,

CiscoIOSXE 17.13.1a L%, HAR— K 3T % CiscolOSXE 77 » b 7 4 — A TiX, SELinux
I%7 7 # /L b T Enforcing & — R THNIZ72 > TWET, Enforcing E— FTiX, HLERFFAIR
U —%FFRNVAT LY Y —AT 7R FEK E L THRbIL, BEIESSNET, S
DRETDH L EBREIIRRL, VAT a7 BnEREvET, Enforcing €— R TIL, V
Ja—a 37 7 AERBIEE— N CHREL X7,

HR—bENETIY b T+—L

Cisco IOS XE 17.13.1a BARE, SELinux 13RO T v b7 4+ — A THAIZ 2> THET,
*Cisco 1000 > V=X 77 ) =gy h—E R —H
* Cisco 1000 ¥ U — R H—E A AT /L— %
* Cisco 4000 > U — X H— b A fHERIL— X
* Cisco Catalyst 8000v Edge ¥ 7 U = 7T
* Cisco Catalyst 8200 'V — X = v 7' J v 74— A
* Cisco Catalyst 8300 >V —X =¥ 7T v N7 4 — XA
« Cisco Catalyst 8500 33 LTV 8500L 'V — X =¥ 7T v 7 4 —2A
*CiscoVG ¥ U —X 7 — 7 = A : VG400, VG410, VG420, 3L T* VG450
*Cisco 1100 #—IF /N B —ER F— =g
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| Security-Enhanced Linux 4 R— ~
setinx 0E [l

: A=)
SELinux D ExE
Enforcing *&— R C SELinux B§RE % A 20 b F 7213 HAET 5 72 DI LB 2B I 0 BRSO E FIA
EH 0 £ A,
SELinux ODFERED—H L LT, WD a~vy RRBEAINTWHET,
set platform software selinux {default | enforcing | permissive}
platform security selinux {enforcing | permissive}

show platform software selinux

\}

GE  Zhbofilvwa~vy NE, Y—ERRB 2~ FE LTEEINET,

SELinux D% E (EXEC E— F)
set platform software selinux =~ > K% ffl L T, EXEC *£— R C SELinux Z#%E L £7,
WIZ, EXEC “E— K T® SELinux & EDHI %R LET,

Device# set platform software selinux ?
default Set SELinux mode to default

enforcing Set SELinux mode to enforcing
permissive Set SELinux mode to permissive

- = | >

SELinux W% 7E (CONFIG E— )
platform security selinux =~ > F&HfI LT, =27 4 ¥ =2 L —3 3 F— FTSELinux %%
ELET,
W DFE, CONFIG &— KT SELinux i Z =~ L CWET,

Device (config) # platform security selinux

enforcing Set SELinux policy to Enforcing mode
permissive Set SELinux policy to Permissive mode

Device (config) # platform security selinux permissive
Device (config) #
*Oct 20 21:52:45.155: $IOSXE-1-PLATFORM: R0/0:

SELINUX MODE_PROG: Platform Selinux confinement mode downgraded to permissive!

Device (config) #

SELinux M5l

RIZ, &— K% Enforcing 7> Permissive (28 L7256 O 12~ L ET,
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Security-Enhanced Linux 4K — k|
. Syslog * vy £—2T7 LR

“*Oct 20 21:44:03.609: $IOSXE-1-PLATFORM: R0/0:
SELINUX MODE_ PROG: Platform Selinux confinement mode downgraded to permissive!”

&IZ, &— K% Permissive 7> 5 Enforcing IZEF L7zG& O NHIZ R LET,

“*<O0ct 20 21:44:34.160: $IOSXE-1-PLATFORM: RO/0:
SELINUX MODE_ PROG: Platform Selinux confinement mode upgraded to enforcing!”

\}

(G¥)  SELinux T— RRZEFT b e, ZOEFIEIVAT L X2 T 40 A MERREN, &
AT T Ay E—URNAERSHET,

Syslog Avt—21) D27 LR

WREXE-_—FE=v’ %SELINUX-1-VIOLATION

R OFE R 77—k s

Ay— YL

A =0 VI)—=ADT 7 RARY —NEFELRNT

D2 Lo T, VY—AT 7 BANETE
NE Lz, BB 7 7RERESN, VY —
AT 7 APELRSINE Lz, rktR) V—
AT 7R ABEE SN E W) BERE GV
AT Aa T NERSNE LT,

TR —FR b SELINUX
HELEILiE WO BEHEEHR &2 I~ 7 4 /L & LT CiscoTAC

2 ZHEHE S T2 S0,
e Y — )LEFIITATAICHIIEND
ELBODOA =

« show tech-support =~ > KD (7%
A7 7AN)

s ARy 7 AMNELD Btrace 7 7 A VDT —H
A7 Ro=a~vr REHEH)
request platform software trace archive
target <URL>

- show platform softwareselinux =~ > Ko

A5V

WIZ, syslog A v E—TOflERLET,
il
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| Security-Enhanced Linux 4 R— ~
N |

*Nov 14 00:09:04.943: $SELINUX-1-VIOLATION: R0O/0: audispd: type=AVC

msg=audit (1699927057.934:129): avc: denied { getattr } for pid=5899 comm="1s"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive=0

5] 2 :

*Nov 14 00:09:04.947: $SELINUX-1-VIOLATION: R0/0: audispd: t type=AVC
msg=audit (1699927198.486:130): avc: denied { write } for pid=6012 comm="echo"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive= 0

SELinux O XML DHEER

show platform software selinux ==~ > FZfif] L T, SELinux X EE— FEZ &R LE T,

Device# show platform software selinux

IOS-XE SELINUX STATUS

SElinux Status : Enabled
Current Mode : Enforcing
Config file Mode : Enforcing

- — N ~ — -~ N
SELinux D cS>JI)La—T 4
FNA AFE 1T %y U —2 T SELinux B DA v A X ARH LA, IROEEM % Cisco
TAC ITHEAE L TL &V,
s Y NFFIEFVAT A SIIHIENDEBYVDOA vE—T, RIZHIEZRLET,

device#request platform software trace archive target
flash:selinux btrace logs

« show tech-support =~ > KO (FF AR 7 7 A L)

e R T AMBD Btrace 7 7 ANDT —HAT (RDOa< > Raflif)

request platform software trace archivetarget <URL >

« show platform software selinux =~ > KD H /)
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Cisco ThousandEyes T4 — 54 X T —
DIV TITUG—= 3 DERRAT A4V
b

Z OE Tl Cisco Thousand Eyes =2 ¥ —7' 7 A X 2=V = N T 7V r—39 VORAT 4
YTREZOWTHHALEY, ZOETHATLINEIL, ROLED TH,

* CiscoThousandEyes =2 ¥ —7' 74 X2~V = N TV r—va U OKRAT 47 (191
Y R—PENDT Ty T+ —L LV AT AEE (193 X—)

* CiscoThousandEyes 7 7' U 77— a2 DA VA h—)L L EITOT—27 71— (1943—7)
TV FDONTA=FDOEH (198 X—)

TN = a DT A A M= (198 X—2)

s Cisco ThousandEyes 7 7'V 7 —2a > D b T TNy a—T 47 (199 _X—)

Cisco ThousandEyes T2 —TJS5A X IT— Vb7 J
Jr—2a DRRT4 2T

CiscoThousandEyes |Z, XY NV =7 A VT IV V2 AT Ty N 74 —LTHY, =—TV =
AL TIESERTAMNEFTL, Xy N7 TPV —a O T 4 —v A
BEE=HZTEETS, ZOT 7V =2 a 2L T, EVRACEELRTT Ry NU—7
B —bv2A2EKOTY RV —x 2 RXZAEZFRK/RTE EJ, Cisco ThousandEyes 7 7"V /r—
Ta sk, W AN BROS =Ry PRy NU—I DRy NT—2 T T 4 w7 N
A YTNEALTT 7T A4 7ICET=S =L, Ry MU= N\ T 53—~ AD a4k L E
9, F72. Cisco ThousandEyes 7 7' U 77— a NIN—T 4 T LT NA AT — X Tk s
=77V r—a A ISR S R AR L, TYS s AT 2 2D LRI
RFREFREICLE T,

CiscoIOSXE V U —R 17.6.1 L\, 77V r—va v RAT 1 v JHREA L C. Cisco
ThousandEyes Enterprise Agent % =1 . 77 7'V /r—3 3 .- & LT Cisco Catalyst 8300 35 O
Catalyst8200 >V — X vV 77w N7+ —AIREHATE LT, 20—V VT 7Y r—
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Cisco Thousand Eyes T8 —F 54 X I—Sx o b 7IUr—2a o0k 74045 |
. Cisco ThousandEyes Enterprise T— = > b 7 71— 3 U DHEEIER

v a3 &, Cisco 10x docker-type 7> = » Zfli ] L T docker £ A— & LTHEITSINET,
2 hm—F %E— R T Cisco ThousandEyes % #% & 95 HIEDOFEMIZ-OWTIEL,  [Cisco SD-WAN
Systems and Interfaces Configuration Guidel] ZZH L T 7230y,

3:ThousandEyes 7 V) r—a vIZ&k B3y hT—U DER

End-to-end visibility

»
Public Cloud
@ @ providers

Branch s

«<

=

7 Internet
@ _________________ /" (ISPs, DNS CDNs, SWGs,
Public/Private Cloud) )
-~ s Saas
2 D

Branch

Cisco ThousandEyesEnterprise T— T > b 7 7Y 5 —3 3 U DHEETE
#

RORIZ, ZOFY2—/L T LIZREICET 2 Y U —2 e s LEd, ZoXRT, V7
Fo=7 UU—A FLA U THEEREOYR— R EASRILEDY 7 =T VY =R
FERLTWEY, ORI, W 23720 RY . ZRUEO—EDY 7 by =7 VY —
ATHYR—FSnET,

T7y b7 A —ADYR— I BLOV AT YT Y =T A A=V OV R— MIBET 2 E#RE B
9 %5IZ1E, Cisco Feature Navigator Z i/l L 7, Cisco Feature Navigator |27 7 &£ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 72 MIMEH Y £H A,

% 24 : Cisco ThousandEyes Enterprise T—> = > b 7 71— 3 U D#EEER

HAER )1)—2= FERETEHR

Cisco ThousandEyes Cisco IOS XE | Cisco ThousandEyes Enterprise Agent 7 7 U 77— 3 >/

Enterprise Agent 77U |17.7.1a IZiE, T8 ADD R AL F— L% —3— (DNS)

TV a s DRAT A L WM E AR T DN EA SN TOET, Z O

7 J8{klZ X ¥ . vManage ThousandEyes #§fE7 > 7" L —
RDODNS 7 4 — )V RIZA T a v D/RT A—F |72
D E L
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WA F— BROZ =TT XA Ry NU—7IC
B9 L e e otrE sz T r 7 r—var o
I AN o A L TE £,

HiR—bEINDTIY b ITr—LESRATLER
WORIZ, YR—"ENDT Ty 74—V AT LB ERLET,

RBE:YR—bENBTSY b I+r—LEVRATLER

TS5y b T4 —L J—r75vda FRUR hL— DRAM

Catalyst 8300 > U —X v 7T v N7 4 —LA

C8300-1N1S-6T 8 GB 6GBM2USB (> |3GB
74V )

C8300-IN1S-4T2X |8 GB 6GBM2USB (= |8GB
AV R)

C8300-2N2S-6T 8 GB 16GBM.2USB (¥ |8GB
7 F I B)

C8300-2N2S-4T2X |8 GB 6GBM2USB (= |8GB
74 )

Catalyst 8200 >V —X v 7T v N7+ —A

C8200-1N-4T 8 GB 16GBM.2USB (& |8GB
Z xR

C8200L-1N-4T 8 GB 16 GBM.2USB (# |8GB
)

N

() Cisco ThousandEyes Enterprise Agent % 179 572D D/ DRAM B X NA b L— U DO EX 8
GB T9, T3 A7 AT £33 A ML —U R WEEX, DRAMET v 77 L— K
THMN, FZIIM2USBAREDAA ML —VZBINT A2 2B/ LT, HHATHER
UY—=ABMUOT 7YV r—3a Ly EFTT DO+ TROES, CiscolOx iF=7 — A v&—
CEEMRLET,
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. Cisco ThousandEyes 7 7 & — 3 DA VA b—JLERFTOT—Y 70—

Cisco ThousandEyes 7 75— 3 DA VR k=)L &
EITODT—9 70—

7734 A|Z Cisco ThousandEyes £ A — % A A h—/L L CEITT DI, ROFNEEZFEITL
i‘a‘o

FIE

AT w71 Cisco ThousandEyes IR— % /L CTH LWT B> M E{ER L ET,
AT T2 V7 T OX T a— K= Cisco ThousandEyes 7 7Y 77— a v Xy r—V % Xy a— R
L, ==V M=V a 402 ZFHLTWD Z 2R L £,
ATV T3 TRAARATAA—VEat—LET,
ATV TE A A—=VEA VA=V LTRBILET,
ATvIS ==V hEarban—J1C8ELET,
GE) CiscoIOS XE 17.6.1 ¥ 7 k7 =7 & & $|Z Cisco ThousandEyes 7 7'V 77— 3 L Xw r—
EYAR—bT57Ty b7+ —L&FEXL LA, CiscoThousandByes 7 7'V r—3 a3 /%y
= TN ADT — 7Ty v a THATEET,

Cisco ThousandEyes 7 ') r—L 3 V& 7RA T HT—9 70—

TV Ir—varikA A M= LU TEET DT, ROFIEEZETLET,

1R8O BRI

Cisco ThousandEyes h— % L CTH LW T o v b aER L., h—27 &AL ET, Cisco
ThousandEyes =— Y = b 7 XU r—ya ik, 20O h—27 o Z#H L T, 1IE LW Cisco
ThousandEyes 7 # 7 o "N&FBREL, T=v 7 A4 LET, F—2 U NEHTHDLEND Ay
TV NFRENTHEBIT, TORED b T TV 2 —F 1 7 %47 912, Cisco ThousandEyes
TTVr—=2ar DRI TNy a—T 407 (199 3—2) 2L TLIIZEN,

\}

GE)  ELWh—=Z & FAAf =% —s3— (DNS) HERERET D L. 731 AN HBIIH
HEhnEd,
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FIE

ATy T

ATy T2

ATv73
ATvT4

ATy TH

Cisco ThousandEyes 7 7)) r—3 3 V% RA +F57—H JA— .

FNA AT CiscolOx 77V r—a VEREEZ BN LET,
« JESD-WAN (B E—FR) A A—JITIkDa~r REERALET,

config terminal
iox

end

write

¢+ SD-WAN (2> b —FF—K) f A—=VIZiTRDa~y REeERALET,

config-transaction
iox
commit

I0x 2= RRZITANGILDEGEIT. BUREEL THE, showiox 2~ REFH L TIOx 7 rk A
NEIEL TWANE I D RERLE T, T, show [Oxman 7 2B ANEITHTH S & RRINDHNE
NHET,

Device #show iox

IOx Infrastructure Summary:

IOx service (CAF) 192.0.2.8 : Running
IOx service (HA) : Not Supported
IOx service (IOxman) : Running
IOx service (Sec storage) : Not Supported
Libvirtd 1.3.4 : Running

ThousandEyes 7 7"V /77— 2 > LXC tarball 237 734 A ® bootflash: THEHFRIEETH H Z & R L £ 7,

AR — b T NV—T (X —T = A ZA%&{EK L T, Cisco ThousandEyes 77U r—a o ~D KT 7 4 v
IR BN LET,

interface VirtualPortGroup 0
ip address 192.0.2.22 255.255.255.0
exit

ERENTE V=2 v EFEHALT, TV —ary RAT 4T T I — a2 ELET,

app-hosting appid te

app-vnic gatewayl virtualportgroup 0 guest-interface 0

guest-ipaddress 192.0.2.22 netmask 255.255.255.0

app-default-gateway 192.0.2.22 guest-interface 0

app-resource docker
prepend-pkg-opts [ Required to get the default run-time options from package.yaml
run-opts 1 "--hostname thousandeyes"
run-opts 2 "-e TEAGENT_ACCOUNT_TOKEN=<ThousandEyes token>"

run-opts 3 "-e TEAGENT PROXY TYPE=STATIC -e TEAGENT_ PROXY LOCATION=proxy.something.other:80"

name-server(0 192.0.2.10 [J ISP’s DNS server
end

app-hosting appid te
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app-resource docker

prepend-pkg-opts

run-opts 2 “--hostname

G 7'u X UEENL, Cisco ThousandEyes ©T— 3V = "R T BF LR LTS, VX —Fy MIT 7 EA
TERVWERICORBHTEET, o, FAMIFAFT v a v TH, 4 VA P—/LRHZAHR A b
HEFRE LR WA, T35 AD KA 4478 Cisco ThousandEyes =—3 = ' h DR A M4 & L“C
EHENET, T34 ADKRA M43 Cisco ThousandEyes 78— 4 WK /R SHLE T, DNS R —
P— N—{FHITA 7T 3 > TF, Cisco ThousandEyes =— = > RN ST A X— K [PT K VX%
AT 25 E 1%, NAT i TT /A A~OH & e r L E 7,

ATFwF6 ingal a2~ REERALTT AU A —2 g VBT RAL AL VA =L ERNTLEIL, TFVr— g
ZHEBHNICFETT ALY I start a2~ RERELET,

app-hosting appid te
start

AT w71 ThousandEyes 7 7'V 7r— a3 & A A =L LET,

app-hosting install appid <appid> package [bootflash: | harddisk: | https:]

WA T > = 5 ThousandEyes 77U r—3 3 VA VA M— /L3 D15 & IR L £,

Device# app-hosting install appid te package ?
bootflash: Package path [I ISR4K case if image is locally available in bootflash:
harddisk: Package path [J Cat8K case if image is locally available in M.2 USB
https: Package path [ Download over the internet if image is not locally present in
router. URL to ThousandEyes site hosting agent image to be provided here

ARTYT8 TV r—aBDEEL TV DEINE I DNEHERLET,

Device#show app-hosting list
App id State

te RUNNING

G¥) INHDOFEONT NI LA, showlogging 2=~ > REHHA L TIOx =7 — A v
VMR LET, 7427*5‘75>T/@LT11\5M\9$7 Ay —VUNERRINDLIGE
. AML—U AT 47 (= b7 Ty vafli3Nn—RT4RAY) 27V —V7T v 7 LTZE
EREAZHEL L E 9, show app-hostingresource =~ > RZ#H LT, CPU T 4 AZ AEY
R L ET,

TINAAANDA A—TDAHYoO—KEaE—

LA A=VEF Y A= LTI — b7 Ty valcabt—F5IcE, KOFIREZETLET,
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Fg 20 A—snsyrn—reac— ||

AT 71 Cisco ThousandEyes { A — % bootflash:/<directory name> ([ZFHIZ A E— SN TV DHNE I D E MR L £

‘j"o

ATYT2 TRAZADT 4 L7 FUITA A =N, ROFIEZEITLET,

a)

b)
<)

d)

TNA AWA o H—Fy NMIEHET 7B A TE 5551%. applicationinstall command. =~ > KT https:.
A TvarEFERMLET, ZO4 7T a2k V ., Cisco ThousandByes ¥ 7 bV =7 DX 7 ma— K
~R— /15 bootflashi/apps IZA A—URFX T ra— K&, 77V 55— a VB, VA =L ERE
T

Device# app-hosting install appid <appid string> package [bootflash: | flash | http | https://
| ftp | 1 URL to image location hosted on ThousandEyes portal

Device# app-hosting install appid tel000 package
https://downloads. thousandeyes.com/enterprise-agent/thousandeyes-enterprise-agent-4.0.2.cisco.tar

Installing package
'https://downloads.thousandeyes.com/enterprise-agent/thousandeyes-enterprise-agent-4.0.2.cisco.tar’
for 'telO0O0'.

Use 'show app-hosting list' for progress.

*Jun 29 23:43:29.244: $IOSXE-6-PLATFORM: R0O/0: IOx: App verification successful

*Jun 29 23:45:00.449: $IM-6-INSTALL MSG: RO/0: ioxman: app-hosting: Install succeeded: tel000
installed successfully Current state is DEPLOYED

*Jun 29 23:45:01.801: $IOSXE-6-PLATFORM: RO/0: IOx: App verification successful

*Jun 29 23:45:51.054: $IM-6-START MSG: RO/0: ioxman: app-hosting: Start succeeded: tel000 started
successfully Current state is RUNNING

Device#show app-hosting detail appid tel000 ( Details of Application)
App id : tel000
Owner : lox
State : RUNNING
Application

Type : docker

Name : ThousandEyes Enterprise Agent

Version : 4.0

Author : ThousandEyes <support@thousandeyes.com>

Path : bootflash:thousandeyes-enterprise-agent-4.0-22.cisco.tar
Resource reservation

Memory : 500 MB

Disk : 1 MB

CPU : 1500 units

CPU-percent : 70 %

TN AT BRI —R—=3 B HE1L, A A — T % bootflash:/apps IZFE Ta ' — L 5,

V7 NI 2T OF 7 a— K= M5 CiscoThousandEyes 7 7Y r— a v Xy r—U kXA —
FL, ==V =V 3 V402 2L TS 2 L 2R LET,

bootflash: {27 7'V r—>a T4 v 7 MY EERL, A A—VE2ab—LET,

Device# mkdir bootflash:apps
Create directory filename [apps]?
Created dir bootflash:/apps

Cisco ThousandEyes - A — % bootflash:apps 7 « L' 7 SV iZab—L %7,
verify 2~ REFH L TA A=V ZREEL £7,
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verify /md5 bootflash:apps/<file name>

Cisco ThousandEyes T—< T > M & OV FO—S5 DS

1a s BRI
TV haeary br—JTHERT LN, A F =2y MIEHLTWND Z & 2R L
T
FIIE
Cisco ThousandEyes 7 7" U 77— 3 U N EIREIC B &, =—Y = (ThousandEyes T— = > )
TREANZ T RRETHEITESNN TS ay he—J IR LET,
GE) Bl BT DR o HE, BHET 57— XA vk —URT7 7Y r—va UEAD
=7 (arllogs) (ZFig#kSHET,
O —
I— fDINSA—FDER
T—Vx hDORTA=ZEERTLHIIE, ROT 7> arw#F T LET,
FIE

AT 71 app-hosting stop appid appid 2~ > REHHLC, 77V r—ya a2 EELET,

AT w72 app-hosting deactivate appid appid =~ > K&HA LT, 77V r—va v &23kET7 77 4 7L LET,
ARTVT3 7FVr—2a vy RAT 4 v 7 ORENCMBERELTE MR ET,

AT w74 app-hosting activate appid appid 2~ KA LT, 77V 75—y a v a7 77 40 7L LT,
AT w75 app-hosting start appid appid=2~> KZHL T, 77V r—rva a2 LET,

T7IYU5—23 D704 AR—=IL

TV —2 g7 A A N—=LT5I120%, ROFNEEZEITLET,
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Cisco ThousandEyes 7 74— 3 >D b5 TNa—TF a4 .

AT w71 app-hosting stop appidte =~ > RK&fHLC, 77V r—ra v aEELET,
AT w T2 showapp-hostinglist =~ > REHHL T, 77V 7 —a BT 7T 4 TIRETHLINE I D EERLE

‘/Jﬂo

AT 73 app-hosting deactivateappidte =~ > R&EEH LT, 77V r—ra v %37 77 4 7L LET,

ATV T8 TV r—va BT 77 4 TIRETRNWT & 2R LE 7, show app-hostinglist =~ > K&/ L T,
TIV = a VDAT—H AEMERLET,

AT w75 app-hogtingingall appidte 2~ K&fH LT, 77V r—va a7 A4 A R—LLET,

ARTYT6 TUoA LA R—LTrEANET Lizb, showapp-hostinglist =2~ > KZEH LT, 77U 77— a3 i
EFIZT A VARN= L INTENE I DEHEBLET,

Cisco ThousandEyes 7 71— 3D ST a—

T4

Cisco ThousandEyes 7 7’ U 77— g V% N T TNy a—T 4 735120k, ROFINEEFEITL
e

1. app-hosting connect appid appid session /bin/bash =~ > K% L T, Cisco ThousandEyes
TV TV v a CERLET,

2. 77U /r— 3 [eche-agent.cfg IZiEH S CW AR EZ MR L £,

3. Ivar/log/agent/te-agentlog D 7 A FK R LET, ZNbOrZEHEHLT, RED T 7L
Va—=T 4V TEATI ZENTEERT,

ThousandEyes 7 71 7 — 3 VDA T—H ADHER

Cisco ThousandEyes 7 7" U r—3 g IS FATIRRE D56 . ThousandEyes 78— & /WIT B gk SV E
To TV =2 FREITREIZR > TOLEZLRNCT 7 Fr—ra VIRER SN2 WEE
IZ. app-hosting connect appid thousandeyes enterprise agent session =~ > K& fifi f L CHERR
LET,

Device#app-hosting connect appid thousandeyes_enterprise_agent session

Device# cat /var/log/agent/te-agent.log

2021-02-04 08:59:29.642 DEBUG [e4736a40] [te.agent.AptPackagelnterface] {} Initialized

APT package interface

2021-02-04 08:59:29.642 INFO [e4736a40] [te.agent.main] {} Agent version 1.103.0 starting.
Max core size is 0 and max open files is 1024

2021-02-04 08:59:29.642 DEBUG [e4736a40] [te.agent.db] {} Vacuuming database

2021-02-04 08:59:29.643 INFO [e4736a40] [te.agent.db] {} Found version 0, expected
version 50

2021-02-04 08:59:29.672 INFO [e4708700] [te.probe.ServerTaskExecutor] {} ProbeTaskExecutor

started with 2 threads.
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2021-02-04 08:59:29.673 INFO [e2f05700] [te.probe.ProbeTaskExecutor.bandwidth] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.673 INFO [e2704700] [te.probe.ProbeTaskExecutor.realtime] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.673 INFO [elf03700] [te.probe.ProbeTaskExecutor.throughput] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.agent.DnssecTaskProceessor] {} Agent is not

running bind

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 INFO [e4736a40] [te.agent.main] {} Agent starting up

2021-02-04 08:59:29.675 INFO [e4736a40] [te.agent.main] {} No agent id found, attempting

to obtain one

2021-02-04 08:59:29.675 INFO [e4736a40] [te.agent.ClusterMasterAdapter] {} Attempting

to get agent id from scl.thousandeyes.com

2021-02-04 08:59:29.679 ERROR [e4736a40] [te.agent.main] {} Error calling create_agent:

Curl error - Couldn't resolve host name
2021-02-04 08:59:29.680 INFO [e4736a40] [te.agent.main] {}
Note

A\

Sleeping for 30 seconds

() DNS H——DH55i & s L ¥ 9, Cisco ThousandEyes T—3 = f N7 T A4 X— K IP 7 K

LAIZEID B THNTWDEEIE. NAT X EX R LET,
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TJOFAANILR ETEZAY Y

ZOETI, T ADKFEa VR —FR 2 FNOEFEZERL LR 5 FEICHOWTHB
LET, ZZTHATHINAZ, ROLEBY TT,

cear hr—)L FL—1D Y Y —ZDEMH (201 ~—)
T T —ALEMA LN R =7 O (206 ~2—)

arkO—)L TL—rD) Y —RXDER
ZZTIE, CiscolOS 7mt A b ar bu—L 7 L—2BROB SIS B2 AE U B L OCPU
DEEFIZ O T L E 9,
« EHIMZRERLIC X 2 RO EGE (201 ~—)
*CiscolOS 72D U VY —2 (202 _X—)

sy ha—L FL—rBROY VY —A (203 X—)

EHAR BRI & % A [E &

Tt AR ELEESEAITIE, FaBADRT —F Z/IERFMEAE R L Clsnd A mEN
METT, 7 REENRET DL, Syslog= T — X vbE—UNRFRIN, TrEBAOH
EEVE/ITT AN, ADY 7T — ERETINET, PREARAZ 7 LTNWDHNTFyial
Ll aE®=2 =0T 5L, syslogm T — A v E—UNRRRINET, I 2ERADHEH)
AREZR G A I EE S, ZNLSNOGEITT AN ARFEE S ET,

VAT AN Y= ADRICE - T, BV EIMEEBAERNCKRETE D720, VAT LADE
IEZERECE F9, WIZ, ETWRREEROAY v hE2RLET,
DTS THEB L TNE T D — RO AT Y RENEN T, KB N SAT
HLHHEMENH D £, ATV DFEHRNEEHRTHZ LT, F4 0 I—FDAEY ORE
BEFETE, BEIEEBIETE £,
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EHRRERIC L > T ER R AT DAMOEENHELSNET, N— o277
NY =T ET T L= RLERIC, ZOFREZBRORPWLE LTHEHAL, 7y 77—
R Y Y —=ZADMRARICE B 5T E D hald TE £,

Ciscol0S 7OtEAM!) Y —X

TIT 47 TuktAD CPUMMARFEHERZFZRL, Zhb6D 7 XA THEFEATND A
T OFREZHERT HI121E. showmemory =~ > K & show processcpu =~ > RZEHATX %
T, ZNbDa~<r KL, CiscolOS 7ut ADHDAEY & CPU DR AR LET, 7
Ty N7 —LBEOY V=R T HIERITEENEE A, 7oL 21X, 8 GBRAM Z i
L. 1 D® CiscolOS 7t A%FE{TLTW\WDH I AT AT showmemory 2~ REFEITT 5
L. ROAEVHERRUPFERSNET,

Router# show memory
Tracekey : 1#08d3ff66£05826cb63fb2b7325fcbed0

Head Total (b) Used (b) Free (b) Lowest (b) Largest (b)
Processor 7FB733EC4048 3853903068 193512428 3660390640 707918492 3145727908
reserve P T7FB733EC40A0 102404 92 102312 102312 102312
lsmpi io 7FB7320C11A8 6295128 6294304 824 824 412
Dynamic heap limit (MB) 3000 Use (MB) O

show processcpu =2~ > RiX, Cisco IOS CPU OB FEZ RO X H IR R L ET,

Router# show process cpu
CPU utilization for five seconds: 1%/0%; one minute: 1%; five minutes: 1%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 1 14 71 0.00% 0.00% 0.00% 0 Chunk Manager
2 127 872 145 0.00% 0.00% 0.00% 0 Load Meter
3 0 1 0 0.00% 0.00% 0.00% 0 Policy bind Proc
4 0 1 0 0.00% 0.00% 0.00% 0 Retransmission o
5 0 1 0 0.00% 0.00% 0.00% 0 IPC ISSU Dispatc
6 11 13 846 0.00% 0.00% 0.00% 0 RF Slave Main Th
7 0 1 0 0.00% 0.00% 0.00% 0 EDDRI_MAIN
8 0 1 0 0.00% 0.00% 0.00% 0 RO Notify Timers
9 1092 597 1829 0.00% 0.01% 0.00% 0 Check heaps
10 8 73 109 0.00% 0.00% 0.00% 0 Pool Manager
11 0 1 0 0.00% 0.00% 0.00% 0 DiscardQ Backgro
12 0 2 0 0.00% 0.00% 0.00% 0 Timers
13 0 32 0 0.00% 0.00% 0.00% 0 WATCH_AFS
14 0 1 0 0.00% 0.00% 0.00% 0 MEMLEAK PROCESS
15 1227 40758 30 0.00% 0.02% 0.00% 0 ARP Input
16 41 4568 8 0.00% 0.00% 0.00% 0 ARP Background
17 0 2 0 0.00% 0.00% 0.00% 0 ATM Idle Timer
18 0 1 0 0.00% 0.00% 0.00% 0 ATM ASYNC PROC
19 0 1 0 0.00% 0.00% 0.00% 0 CEF MIB API
20 0 1 0 0.00% 0.00% 0.00% 0 AAA SERVER DEADT
21 0 1 0 0.00% 0.00% 0.00% 0 Policy Manager
22 0 2 0 0.00% 0.00% 0.00% 0 DDR Timers
23 60 23 2608 0.00% 0.00% 0.00% 0 Entity MIB API
24 43 45 955 0.00% 0.00% 0.00% 0 PrstVbl
25 0 2 0 0.00% 0.00% 0.00% 0 Serial Backgroun
26 0 1 0 0.00% 0.00% 0.00% 0 RMI RM Notify Wa
27 0 2 0 0.00% 0.00% 0.00% 0 ATM AutoVC Perio
28 0 2 0 0.00% 0.00% 0.00% 0 ATM VC Auto Crea
29 30 2181 13 0.00% 0.00% 0.00% 0 IOSXE heartbeat
30 1 9 111 0.00% 0.00% 0.00% 0 Btrace time base
31 5 182 27 0.00% 0.00% 0.00% 0 DB Lock Manager
32 16 4356 3 0.00% 0.00% 0.00% 0 GraphIt
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33 0 1 0 0.00% 0.00% 0.00% 0 DB Notification
34 0 1 0 0.00% 0.00% 0.00% 0 IPC Apps Task

35 0 1 0 0.00% 0.00% 0.00% 0 ifIndex Receive
36 4 873 4 0.00% 0.00% 0.00% 0 IPC Event Notifi
37 49 4259 11 0.00% 0.00% 0.00% 0 IPC Mcast Pendin
38 0 1 0 0.00% 0.00% 0.00% 0 Platform appsess
39 2 73 27 0.00% 0.00% 0.00% 0 IPC Dynamic Cach
40 5 873 5 0.00% 0.00% 0.00% 0 IPC Service NonC
41 0 1 0 0.00% 0.00% 0.00% 0 IPC Zone Manager
42 38 4259 8 0.00% 0.00% 0.00% 0 IPC Periodic Tim
43 18 4259 4 0.00% 0.00% 0.00% 0 IPC Deferred Por
44 0 1 0 0.00% 0.00% 0.00% 0 IPC Process leve
45 0 1 0 0.00% 0.00% 0.00% 0 IPC Seat Manager
46 3 250 12 0.00% 0.00% 0.00% 0 IPC Check Queue
47 0 1 0 0.00% 0.00% 0.00% 0 IPC Seat RX Cont
48 0 1 0 0.00% 0.00% 0.00% 0 IPC Seat TX Cont
49 22 437 50 0.00% 0.00% 0.00% 0 IPC Keep Alive M
50 25 873 28 0.00% 0.00% 0.00% 0 IPC Loadometer
51 0 1 0 0.00% 0.00% 0.00% 0 IPC Session Deta
52 0 1 0 0.00% 0.00% 0.00% 0 SENSOR-MGR event
53 2 437 4 0.00% 0.00% 0.00% 0 Compute SRP rate

arvkaO—)L TL—2ED)Y—X

Karirpo— L Faktydoar bo—L FL—r0DAE Y BLOCPU DM ARIICLY .,
ayvhp—L T L—rBEO) VY —2AEEHTE £9, showplatform resources =~ > K% fiff
M3 2L, I0SXE 7Ty b7+ —LDRKRNRY AT LAOIEFHME ) Y — 2R L2 E =4
TEEd, £, 3 b= T L—rDAEY L CPU O ARIICONTOFERE FIRT
5121%, show platform software statuscontrol-processor brief =2~ > R (¥~ —t=2—) Fi
I show platform software status control-processor =~ > K GEfit = —) ZfHTX £,

TRCOay bp—)L 7FetyPDAT—% AL LT [Healthy] NERINDDONIEHE T,
fICE RSN D D AT —HX ADfEIL, [Warning] & [Critical] T9°, [Warning] 1Z., 7 /31 A &)
EFTHLHOD, BEL N OHRPLETHH Z L 2R LTWET, [Critical] 13, 773
ATCHEENBET HAMREERE NV L 2R L THNET,

[Warning] % 7213 [Critical] 27 — % ANERINTC B, IROMLTIEHES TS0,
RENOEZOHEZRH ST, BN —E2ADRELHIRL T, ¥ 27 AIxT 550
BLOEHRAMEZRS LET,

o JL—H LRSS OB AW S L7120 . ACLZR E DL — VO ZFHIRL7ZY ., VLAN D%
oL 7 EOXUEITVET,

- -

Z Z TlE. show platform software status control-processor =~ > KO HD 7 4 —/L K220
T LET,

Load Average

[Load Average] i, CPU U Y —Z2AD 7 BERA Fa—Fid7mtR arsrvararlE
T, e xIX, o arFuty b TRERARD T OGAIX. 7T 207 v ANELT
AREZRIRIBIC 22 > TV T, 2D B D 1 ONRBUEFEITH E VI BEWRTT, Ta7aryrn
oY TAMNT Lo TWVEEE, 7THODT 1t ANEITARERIREEIZ /AR > TWT, 2D )
HLO2ONBEFITHTHLZ LERLET,
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Memory Utilization
[Memory Utilization] {2k D 7 4 —/L R TRENET,
«Total : 74 ' 1— ROAEFAEY
« Used : i A AEY
* Free : fEHAJREZR A £V
« Committed : 7' Z|ZEID B THRTWDHIRAEAE Y

CPU Utilization

[CPU Utilization] (% CPU 3MEH STV AR OFEIEZ KT DT, IROT 4 —)L KTREN
i—a_o

«CPU : BV {THAT & v

 User : Linux 71— /VLIA D7 ot &

* System : Linux 7 —R/v D7 ¥ A

*Nice : 774 F VT 4 DIRNT &R
«Idle : CPUDIET 27 7 4 712> TR DEIE
«IRQ : HIV AL

*SIRQ : ¥ AT LDE|IV AR

« I0wait : CPU 28 A ) & > Tz B 0Bl

{5 : show platform software status control-processor 1< >

&IZ show platform software status control-processor =~ > KDWY < DO fFE il % 7~
LET,

Router# show platform software status control-processor
RPO: online, statistics updated 3 seconds ago
RPO: online, statistics updated 5 seconds ago
Load Average: healthy
1-Min: 1.35, status: healthy, under 9.30
5-Min: 1.06, status: healthy, under 9.30
15-Min: 1.02, status: healthy, under 9.30
Memory (kb): healthy
Total: 7768456
Used: 2572568 (33%), status: healthy
Free: 5195888 (67%)
Committed: 3112968 (40%), under 90%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)
User: 3.00, System: 2.40, Nice: 0.00, Idle: 94.60
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPUl: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.00
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
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CPU2: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.00
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU3: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.00
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU4: CPU Utilization (percentage of time spent)
User: 7.30, System: 1.70, Nice: 0.00, Idle: 91.00
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU5: CPU Utilization (percentage of time spent)
User: 3.30, System: 1.50, Nice: 0.00, Idle: 95.20
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU6: CPU Utilization (percentage of time spent)
User: 17.91, System: 11.81, Nice: 0.00, Idle: 70.27
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU7: CPU Utilization (percentage of time spent)
User: 11.91, System: 13.31, Nice: 0.00, Idle: 74.77
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU8: CPU Utilization (percentage of time spent)
User: 2.70, System: 2.00, Nice: 0.00, Idle: 95.30
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU9: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.00
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU10: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.00
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPUll: CPU Utilization (percentage of time spent)
User: 0.00, System: 0.00, Nice: 0.00, Idle:100.00
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

Router# show platform software status control-processor brief
Load Average

Slot Status 1-Min 5-Min 15-Min

RPO Healthy 1.14 1.07 1.02

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
RPO Healthy 7768456 2573416 (33%) 5195040 (67%) 3115096 (40%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
RPO 0 2.80 1.80 0.00 95.39 0.00 0.00 0.00
1 0.00 0.00 0.00 100.00 0.00 0.00 0.00
2 0.00 0.00 0.00 100.00 0.00 0.00 0.00
3 0.00 0.00 0.00 100.00 0.00 0.00 0.00
4 6.80 1.80 0.00 91.39 0.00 0.00 0.00
5 3.20 1.60 0.00 95.19 0.00 0.00 0.00
6 16.30 12.60 0.00 71.10 0.00 0.00 0.00
7 12.40 13.70 0.00 73.90 0.00 0.00 0.00
8 2.40 2.40 0.00 95.19 0.00 0.00 0.00
9 0.00 0.00 0.00 100.00 0.00 0.00 0.00
10 0.00 0.00 0.00 100.00 0.00 0.00 0.00
11 0.00 0.00 0.00 100.00 0.00 0.00 0.00
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T7I—LZzERALEZN—FO T T7NDER

« T ADFGEHEN— R 2T OB (206 ~—)
T =R T T o T 4 AT DR (206 X—)

N—RU =T T T —LOBHTGE (206 X—)

— » = = > t:

TINA ADEBETE/N—FD T T DELR
R AR S B LB in D T T — MERAEESNET. TAUCED. Ry hT—2 %
T hCEBITE I, show o~y REHA L TF AL 2 & EBIIC R — 1 » 2+ 5 BB
B0 EWI. BEIE LT YA D B=s ) v PR EFCEET,

y = < = =
TJ—brI7259vaT4RIDER
T 7Ty aT 4 AT, 20o00aT BT RETE 5107028 X N LT,
ZOFUEREHINT, 7= 7T v a TARIN200aT XU T HRFT HITITNS
TXDHEEIIE. ROBINRT L D 72 syslog 7 7 — AN ERELET,

Aug 22 13:40:41.038 RO/0: SFLASH_CHECK-3-DISK_QUOTA: Flash disk quota exceeded
[free space is 7084440 kB] - Please clean up files on bootflash.

T—=b 7T vaT 4 A7 OV A XE, Dl Eb T AL RAEH SN TV HYELAE Y L[FH
CHA XA CTRTIUER D £ A, ZO5RMEZRT L TC0RWEEE, ROFIZRT X 9 72 syslog
T APNERSIVET,

$IOSXEBOOT-2-FLASH SIZE CHECK: (rp/0): Flash capacity (8 GB) is insufficient for fault

analysis based on
installed memory of RP (16 GB)
$IOSXEBOOT-2-FLASH SIZE CHECK: (rp/0): Please increase the size of installed flash to

at least 16 GB (same as
physical memory size)

R — o N
N—FDx7 753—LDERAE
A HA FOFRy U=V EHEN T T — L ETTAT T — MTHIET D (206—
)
e a2V —)LE L syslog TOT T — A5 A vE—VOMR (207 <X—)

« SNMPHEHICTT 77— 2R MESINTZHADF Yy NT—VEBUV AT LI DRy NT—7
FEEA~DOELE (210 X—)

oA bRy b=V EEHENRRET S —LFLEFART T —LISHET D

AT T — AL TAT T —ALIZONT (207 ~<—3)
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a7 s—seaars—unzount i

CHET T —2 D7 VT (207 X—)
cHHT T =2 D7 VT (207 X—)

A7 5 —LERABT I —LIZDNT

A7 5 —LDY )T

A7 5 —LDY )T

BIREY 2 —/VODB2S 77— 237 ZEMHTHZ Licky, %iﬁ'?‘/w 2% BIRE

Va— ) VIHEGTE T, AT, RIRR T T — A DCEBEREIIHE T 7 — A 1L

<7,

TNA ZADRE T L — MZH 5 CRIT, MIN, F72IEIMAIOWTINDLED N T 77— A2 L -

Tﬁﬂﬁéﬁm\Tﬁ??—Aikmﬂ%T?—Aﬁﬁﬁ%ﬁénfwé&\7§—Am;o
BHIEDB-25 A X7 X DT 7 —L U L—b/EB L, ~L3 S0, ETIXEERNS AL T,

AR T T — D EFRER T 212X, ROWTINDAOIEEEITVET,
« Hififi 7" L — k@ Audible Cut Off &R % > % #fi4
» clear facility-alarm =2~ K& A 135

WRT 7 — LEMRERT HI2IE, 77— LG ERT HHENRH Y £9°, clear facility-alarm
:V/h%ﬂﬁbfﬁ\mﬁ7v~%@77~AU®@%&%®C$%@@Hif%iﬁm
TrezIE TIOT AT RED2a—NE T L—RATMVIHET 7T 4 TALETITW A LT=720

7 VT 4 )V T 7 — 2 LED M5 Hbtﬁm\_®7§MA%%%¢5%¥®ﬁ%@%VJH
NEFERDY 52 & T,

VY —ILE =L syslog TDT7 5 —L A vtE—DDHER

Xy NT—=JFEFIX, VAT L Ay Y= )VELEVAT A AvE—Y B (syslog) |
FBENDT I Ave—VrHRETHZEICED, TT—L A vE—UkE ’Fﬁfé‘i’&

s logging alarm =~ > ROAF ML (207 =X—)
c T T =L AyE—VOf] (208 —)

* T T— b A= VOMRRL SN (210 N—)

logging alarm 37 > KDOE#E

TT—h A=k — R syslog i EDX T TS ZNTE(ET HITIE, logging
darm a~y REENCTLOIMERDY £3, Z0a~y NET 744 FTIHEHIZZR> T
7.

TR ENDT 7= LhOBEREVSNVERETE LY, BELLZLEWEU EOT T — A
PRET DTN, TI—h A ve—URERENET, LEE, kOoa<wr FTE7 Y
TAANT F—b Ay E—VEFRaX T T, ATEESNET,
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Router (config) # logging alarm critical

T T —bDBEKREZEELRWVEES, T RXRTOEREOL LD T T—h A vE—U0NaX
T TN ATERFEENET,

AL

ELWIET 7T 4 TALOFATHNCE Y 2 — VR 4 &=
F—Ah A v—200%

=7,

ZarYy—)v Ll_1mz§%L%f7
RITRLET, *?‘/:L“—/l/%ﬁ()\z‘z%ﬁ‘é L. T I—LAITHESH

EDa—IBRYSEn-5E

*Aug 22 13:27:33.774:

disabled

*Aug 22 13:27:33.775:

1/1

ECa1—ILABUE

*Aug 22 13:32:29.447:
*Aug 22 13:32:34.916:

1/1

*Aug 22 13:32:35.523:

75— L

T T =L eRKAT DI

$C-SM-X-16G4M2X: Module removed from subslot 1/1, interfaces

$SPA _OIR-6-OFFLINECARD: Module (SPA-4XT-SERIAL) offline in subslot

BEIh5E

%$CC-SM-X-16G4M2X: Module inserted in subslot 1/1
%SPA_OIR-6-ONLINECARD: Module (SPA-4XT-SERIAL) online in subslot

$LINK-3-UPDOWN: SIP1/1: Interface EOBC1/1, changed state to up

showfacility-alarmstatus 2~ > RZFEH LET, EROZ VT 1 H

N T T —=LDOP BRI L ET,

Router# show facility-alarm status

System Totals

Source

Power Supply Bay 1
Missing [0]

POE Bay 0
Module Missing [0]

POE Bay 1
Module Missing [0]

xcvr container 0/0/4
Link Down [1]

TenGigabitEthernet0/1/0

Administrative State

GigabitEthernetl1/0/0
Administrative State

GigabitEthernetl/0/1
Administrative State

GigabitEthernetl/0/2
Administrative State

Critical: 1

Major: O Minor: O
Time Severity Description [Index]
Jul 08 2020 11:51:34 CRITICAL Power Supply/FAN Module
Jul 08 2020 11:51:34 INFO Power Over Ethernet
Jul 08 2020 11:51:34 INFO Power Over Ethernet
Jul 08 2020 11:51:47 INFO Transceiver Missing -
Jul 08 2020 11:52:24 INFO Physical Port

Down [2]
Jul 08 2020 11:56:35 INFO Physical Port

Down [2]
Jul 08 2020 11:56:35 INFO Physical Port

Down [2]
Jul 08 2020 11:56:35 INFO Physical Port

Down [2]
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GigabitEthernetl1/0/3 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]

GigabitEthernetl/0/4 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]

GigabitEthernetl/0/5 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]

GigabitEthernetl/0/6 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]

GigabitEthernetl/0/7 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]

TwoGigabitEthernetl1/0/17 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]

TwoGigabitEthernetl1/0/18 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]

TwoGigabitEthernetl1/0/19 Jul 08 2020 11:56:35 INFO Physical Port
Administrative State Down [2]

I VT4 ANT T —LERRATHITIE, ROBIZRT L 9 I show facility-alarm status critical
a~vy REfHLET,

Router# show facility-alarm status critical
System Totals Critical: 1 Major: O Minor: O

Source Time Severity Description [Index]

Power Supply Bay 1 Jul 08 2020 11:51:34 CRITICAL Power Supply/FAN Module
Missing [0]

TNAADEFN— R =27 2 R—3 NOBIERIELZ R T HIT1E, show platform diag
avr REfHLETS,

Router# show platform diag
Chassis type: C8300-1N1S-4T2X

Slot: 0, C8300-1N1S-4T2X

Running state : ok

Internal state : online

Internal operational state : ok

Physical insert detect time : 00:00:24 (01:29:20 ago)
Software declared up time : 00:01:01 (01:28:44 ago)
CPLD version : 20011540

Firmware version : 17.3(1r)

Sub-slot: 0/0, 4x1G-2xSFP+

Operational status : ok

Internal state : inserted

Physical insert detect time : 00:01:14 (01:28:30 ago)
Logical insert detect time : 00:01:14 (01:28:30 ago)

Sub-slot: 0/1, C-NIM-1X

Operational status : ok

Internal state : inserted

Physical insert detect time : 00:01:14 (01:28:31 ago)
Logical insert detect time : 00:01:14 (01:28:31 ago)
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Slot: 1, C8300-1N1S-4T2X

Running state : ok

Internal state : online

Internal operational state : ok

Physical insert detect time : 00:00:24 (01:29:20 ago)
Software declared up time : 00:01:02 (01:28:43 ago)
CPLD version : 20011540

Firmware version : 17.3(1r)

Sub-slot: 1/0, C-SM-X-16G4M2X

Operational status : ok

Internal state : inserted

Physical insert detect time : 00:01:14 (01:28:30 ago)
Logical insert detect time : 00:01:14 (01:28:30 ago)

Slot: RO, C8300-1N1S-4T2X
Running state : ok, active

To—LAyve—DDHEEDH

TT7—=A A=V OMRERFITTDHIZOIC, ar Y —)VEidsyslog lZEESINTZT 77—
AAye—TaGHT2A7 V7 NefElicEEd, A7V T MNE, 779—4, BX2UT+
DELE A H—T 2 A ADAT—HF AR EDA R MIETHLER— 2RI TEET,

syslog A v— % CISCO-SYSLOG-MIB IZEFR SN TWHEREEAHEM LT, ffigx > b
— &8 7 ha (SNMP) HTT 7 A TEET,

SNMP 2 T7 7 —LDMNRESIN-HZEDORY FIT—VBBIURTLALIZEE Y P —
D EBREADESL
TV r—varvETe ha/LvThASNMPIE, *y MU= NOT A A Bk LU L
THEHO, ST L= U —7 LB SEARELET, T I 22 EHTHT
NRTOFEOF T, SNMPIZ, ¥l —bR7ua XM ¥—DEy N7 v TEBOT A X
RS A D ORI FIETT,

SNMPZ, —bER|IZEEBE KITTAREMOH HEE, 7TT7—24, RZEMLET, ZhiZ
v, %y NU—IEHEIT, v S OMR., T, ADOR—Y) L F a s LiR— kN ORERELT
IDLVIZ, Xy U= BB ZT L (NMS) B TF AL AEREAFTE 7,

SNMP ZfEH L CT7 7 —AlHZ ST 512X, ROMIB #HEHLET,

« ENTITY-MIB,RFC4133 (CISCO-ENTITY-ALARM-MIB 33 J (Y CISCO-ENTITY-SENSOR-MIB
DR 6 ZE)

* CISCO-ENTITY-ALARM-MIB

« CISCO-ENTITY-SENSOR-MIB ([T v 3 — BT 5 — AMERH, Z OFHRIT
CISCO-ENTITY-ALARM-MIB Tl it S L A)
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VAT A A=V, vl T AVRGEEIND D, FIINN—F TEITHOY 7 bz
TINHMOTINA RZHRESNET, ZNHDA vE—Udsyslog A vE—T L I E
T, VAT A AvE—UIL, BRBIO NI TN a—T 4 Do 00 X0 T iER &2
LET,
COETHHATAIAEIZ. RO LBV TT,

e Y AEHIZHONT (211 2—)

s =T — Ay —VOREMOBRKIE (211 X—Y)

Ot REEIZDLNT

Telnet 722 ha L&z ffoCar Y —niza s AL, Telnet 712 b 2L &WR— T EFED
T AT = arnB VAT A aVyR—3 2 bEERTHILET, VAT LA A=k
R TExET,

V7 R U7 ORREERIL, e RAEREMREINET, V—XDOTrERAEHA T TR
NZ7F X7 T v b7 4 —DIRIF LR T2, CiscolOSXE ZB# 3577 v b7 4 — A
PRTEZT—Ave—UPR—EBLTVWET, 2—FR 7o 2AEEICEEM ST 20 EXH
FHAN, T REEREOMELZ TRTIVAT A A=V ERT A 2BEIDLE
7

IS5— AvtE—CDEMOBRERE

Tt AEHEE L Syslog T T — A v E— Y DOFAMIZOVWTIL, [ System Error Messages Guide
For Access and Edge Routers Guide] #ZM L T 72& 0,
TT—=A vyt —VIZFRIN DM & HERE OB 2 LT IOR LET,

I5— A “Jt_:) . $PMAN-0-PROCESS NOTIFICATION : The process lifecycle notification
component failed because [chars]

A HRENE
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B -5 1 e—vommonark

TutR A4 TYA T VEM IR —R R
TREENEAL, ZNNRKTY ' 2D
W EFE IR TE £ A, ZOME
., Y7 b =T IR =T TOY T b
U =7 DARBE DR THRAET L A REENH
0DET,

SRTFL AytE—Y |

Av—VORAEEEZ LD, I—FRLTT7—
A vl—n 7 E P CRIBE O 2 B L,
TT—IMEERRENE I NEHEGEL T2 S
WV, MEE R CERWEA, £oidasn
ARATERWESIL, 2y Y —ricifihah
e — Ayt —URfKE | showtech-support
avr ROHNEFOFFar’—L, EL
TR ZE L A aDT 7 =)L FR— MR
LTL7EEN,

J:fi'— * 2/*2—‘i} . $PMAN-O-PROCFAILCRIT A critical process [chars] has failed (rc [dec])

AEA

HENE

J—Z PKERET D=0 By, BEAQR T 1
TANKRLE L,

IS—AytE—:

%$PMAN-3-PROCFAILOPT An optional process

Avb—VORANEEZ LD, 27— A vt—
T n 7 ah LT, MEOFEMIZ OV TRE
LTL7EE, MEPEHE SR WA,
V= NLVERIFIVAT A a i Enk
Ave—VEFOEFaL—LET,
http://www.cisco.com/tac THEfl XL TV %> —
NRa—7 4 U7 4 2 L CRIEZ A~
fiER LT IZEN, VY= Ra—T 4 U T ¢
DA =V K> THERTERDEF O E
T, RREHDY 7 N =T OREEZREET
512X, Bug Search Tool
(http://www.cisco.com/cisco/psn/bssprt/bss) %
BRLET. &bIcKEALEREAT,
http://tools.cisco.com/ServiceRequestTool/create/
\Z7 7 2 A L T Technical Assistance Center T
TR =T D YAADT I =H
LR — MR WA DE T, LT
TRz LT 2 &V, showlogging =~ >
R 3 & O show tech-support =~ > Ko H /14
RBIOE#ET L T T7 Vv a—T 47 1
T, RETLHERIC, L= TFR R
(txt) A THEMETITEHM L TIZS N,
[chars] has failed

(rc [dec])

B

HRE
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| Y274 49E—

N7 4w T DERIRIT
FEERNFALE LT,

W Tk AT,

15— rve—voumorzrss [

Ayt —VORAEEFEE LD, I—RVTT—
Av—vaZEREL T, MEOHEMZDS
WTHEL T ZEW, ZOX v E—Y0%
BHOL NI 74y 735 &t EInET
. DA yE=UNERKRTL—FD—EHD
FEREDN NI Z R D AREME N S DT, =T —
EPETLOIMLERDY 9, v/ BHAEHATIE
RN, F IR SN TV D B Z fFR T &
ROWEARIX, av Y —LERE AT LA RS
WCHAIENTEA v E—VhkFDFEFar’—L
F 9, http://www.cisco.com/tac THEfL T
HY—=NR2—T 4 VT 4 L CREE
PR, R LT ZEN, Y= ARoa—T ¢
UT 4 DA yE— I &> CTHIERITERNS
ONET, REHDY 7 Ny =T OREE
M3 % 121%, Bug Search Tool
(http://www.cisco.com/cisco/psn/bssprt/bss) %
ERLET, IOICKENMLERGEI.
http://tools.cisco.com/ServiceRequestTool/create/
{27 7 2 A L T Technical Assistance Center T
TR =T DI VAADT I =T
N AR— MEEF WS DT, IWELE
AR LT 72 &0, showlogging =~ >
35 & Of show tech-support =t~ > Ko H )k
RBLOEESTDL VT TV a—T 47 1
7%, BT LHERIC, TL—rTFX R
(txt) X THEMETITEA LT 7EE 0,

Io— A vt—’) . $PMAN-3-PROCFAIL The process [chars] has failed (rc [dec])

B

HENE
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SRTL A=Y |
B > 1ve—vommornst

TT=NRELEEDICTavARKKRLE | 20X vE—ViF, Tt R CBET MO
L7, Ayk—TLEbIIRRENET, oAy
TV ERHARTRIROBEEH 2B L, EIEL
EEFITTELINE I DEZHRLET, RE
P SNRWVERIE, oY — L ERiEy
AT L v I ENTRA v =V E2EDE
Far—LEJ, http://www.cisco.com/tac TH&
frEnTna Y — e —7 4 V7 ¢ & H
L CHIEZMRA, kLT 72an, V—L
R—=T 4 VT 4 DA yE—I K> THfkE
RIEWPIEONET, BREHLOY 7 R U =
7 ORI Z T 5121, Bug Search Tool

(http://www.cisco.com/cisco/psn/bssprt/bss) %
FHALET, SOICKENLERGAIR,

http://tools.cisco.com/ServiceRequestTool/create/
{27 7 & A LT Technical Assistance Center C
r—RAuF =TT D, YAADT I =
Y AR— MEEFICHWEDE T, IWELT
AR LT 72 &0, showlogging =~ >
R 3 & O show tech-support =~ > K H /14
REBELOHEET D N7y a—T 7 1
7%, HTHERIC, =T FR AR

(txt) R THEMETITEA LT 7EE 0,

J:fi—— A 3/12——5} . $PMAN-3-PROCFAIL IGNORE [chars] process exits and failures are being
ignored due to debug settings. Normal router functionality will be affected. Critical

router functions like RP switchover, router reload, FRU resets, etc. may not function

properly.

599 HRILE

2—PIZRVRESNT Ny FREDTD, | ZOFERERINTZHDOTHY | 2—HFD
Tut AEETEA SN ET, REIIESNTT Ny FRREMTOA TN D

Grtr, RFAETT, ZOAXAyE—IURE
IRSNDZ ENMETH D L s b5
I, TR ITREZETLET, 20Ty
JRRETITIEE . L— X ITEFICEEL £48
Mo SSO AA v FF—r3— N—FDUr—
K. FRU UVt v M EOMRENEEZZ T £
T ZORTEIL, T T EFATTHHAIC
FZIFERL TSN, BFIX, ZORET
N—ZEEESEDLZ L EH Y A,

Is5— A 3/*2——i} . $PMAN-3-PROCHOLDDOWN The process [chars] has been helddown (rc [dec])

B HERIE
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| v278 2922

BRI LREAETDHEEIC - Tz 7 1
T AFEBORENELT I D720, m—/L F
A7 RREICR D £ LT,

IS— Ayt—P:

$PMAN-3-RELOAD RP SB NOT READY :

15— rve—voumorzrss [

ZDOA =T, T ACBEET SO
Ayk—TLEbIIERRENET, oAy
TV AP TRR OB 2B L, EIEL
EEFITTELINE I DEHRLET, RE
D SRRV RIE, oY — L ERiEy
AT L v I ENTRA v =V E2EDE
Far—LEJ, http://www.cisco.com/tac TH&
ffrEnTna Y — e —7 4 V7 ¢ & H
L CHIEZMRA, kLT 72an, Y—L
R—=T 4 VT 4 DA yE—I K> THfkE
RIEWPIEONET, BREHLDOY 7 P U =
7 ORI Z /T 5121, Bug Search Tool

(http://www.cisco.com/cisco/psn/bssprt/bss) %
FHALET, SOICKERLERGAIL,

http://tools.cisco.com/ServiceRequestTool/create/
\Z7 7 & A LT Technical Assistance Center C
r—RAuF =TT D, YAADT I =h
Y AR— MEEFICWEDE T, IWELT
AR LT 72 &0, showlogging =~ >
R 3 & O show tech-support =~ > Ko H 74
REBELOEET D N7y a—T 17 1
7%, T HERIC, T —r TR AR

(txt) B THEMETITEA LT 7EE 0,

Reloading: [chars]

Bl

HENE

WO TEIAL N A U RL AP
e, v—h Frty¥RUr—RFahTo
ij‘o

Yo— R, =7 —REICERTDHDOTIX
RN EEMERLTLIIESN,

I5— Avy+t— : 9PMAN-3-RELOAD RP : Reloading: [chars]
B HEWE

RPN o—FENTWET,

Uua— K, =7 —REBIZERT D HDOTIE
BN ERMERLTLSTEEN, =T —IREEIC
ERLTWDAHEE, thoe s XA vye—TT

ZEREN T DR EPE L £
IS— Ayt—o: $PMAN-3-RELOAD SYSTEM : Reloading: [chars]
B HERWNE
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B -5 1 e—vommonark

VAT AR B—=FERTVET,

IS— Ayt—P:

with process [chars]

%PMAN-3-PROC_BAD EXECUTABLE :

SRTFL AytE—Y |

Va— R, =7 —REBICERSTHHDOTIE
RN EEMER LTS EE N, =T —RREIC
ER L TWD5EE, thor s Ayke—T
FORIN TV A IHFRAZIE L F7°,

Bad executable or permission problem

B

HRENE

Tuav A THHAINDFEITAHEY 7 A /VICH
BERH DD, 2037 7B AFTICET 50
ERHY £,

IS— Ayt—o $PMAN-3-PROC_BAD_COMMAND:Non-existent executable or bad library used

for process <process name>

RENTWDHEITHREY 7 A V& IE LWFAT
AT 7 A VICES A ET,

e

HRIE

Tub A THHAEINDFEITRRET 7 4 VHIF
FELTWRW, £HRITHEIET A 77 VIChH
BRH F9,

I5— Ay+t— : 9pPMAN-3-PROC_EMPTY EXEC_FILE :

[chars]

IRESNTWDHFEITRREY 7 A VHFEL TH
V. AEIFT A 7 T VIR RN T L 2 RegRd
L\ij—o

Empty executable used for process

atBA

HENE

T AT I FETARE T 7 A VinZE
T,

I5— Ayt — : 9PMAN-5-EXITACTION :

Process manager is exiting:

RENTWAHEITAREY 7 A VDY A XY
2RV AR L ET,

[chars]

B

HRENE

TRERA TR —UxEKTLET,

TrEA X =V XY O TR, =T —REIC
ERTA2LOTIERWZ L 2R LET, =
Z—REBIZERE LTV 285481, thoa s Xy
TV THEREIN TWAIEREZIEL £,

Is5— A v t—:/ . $PMAN-6-PROCSHUT : The process [chars] has shutdown
BiLz HERZWE

TavADTL—AT)V ¥y M TN
TLFELL,

Ia_ A ‘yt_:) . %$PMAN-6-PROCSTART :

The process

2—PIC L DEMEIIVNESH Y FHA, ZDA Y
t—UiF, BHARNTREINET,

[chars] has started
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| Y276 4v2—
15— rve—voumorzrss [

5088 ‘

o3
wa

P ME

Tuv ANREFICER S, EWICESH LT
WET,

=PI L DTN ED Y A, ZDA Y
=V, BHMENTRESNET,

Ia_ A ‘yt—*‘/‘ . $PMAN-6-PROCSTATELESS : The process [chars] is restarting stateless

3568 HRILE
Tt ANAT— P ABEHZERLEL |2 FICKBREILED Y T, ZDA Y
o TV, AR TRSNET,
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SRTFL Fyte—2 |
B > 1ve—vommornst
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.14

i

FL—RXEH

11l

ZOETHHTIARIT. RO LBV T,

« FL—ZXD#E (219 ~—)

o ML —2DRE (219 X—)

e hL—Z2L~L (223 2—2)

e hL—R LULDFER (225 2—)

e FL—R LULDOHIE (226 <—)

e FL—A Ny T7DF—HDER (226 2—)
« ffil : XAy b b L— 2D, on page 227

FL—RXDEE

Mo—2R%, WA X b ER 7 T5HETT, NL—AXA AvE—VE2EL ML —X 774
I EHBEIIZIER &4, v—% @ hard disk: 7 7 A /v ¥ AT LD tracelogs 7 4 L7 b UITERAT
ENFT (T 7T vall b b—R 77 A APMREEINET)

MNL—AT7 7 A NDT =X L, ROWEELTH GEITERL B E T,

s NTTNa—T 4 T —FOREERFE L THIET 2D LET, VAT AT
HORENRRRHIBAE L TWAHEETH, ZBHMIiE— R TChL—R 77 AV IT 7 EATE
i—a—o

TN T VAT AT IV a B EOREME RS T D DB L E T,

kL —X DR

FL—RE, V—FDONEA X FONFETELET, EV2— AT TITORL—
AN EGET b L —R 7 7 A VR EMPNTAER I T O HT S, tracelog 7 4 L7 b U ITERAE
ENET, PL—RAT77AE, VAT AR T 53— L ACEBERITT L7, ZDOT 4
L7 FUMBHEELT, 774NV VAT LADAN—AZEETLZ ENTEET, 77 A ViR
ERERE (FTP, TFTP72 L) A#MHLTCINOD 7 7 A M ZMDsdEica ' —C& £4, £/,
TL—V TXAN 2T 4 X TR ZENTEET,
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FL—zgE |

B ovortoey rEmRLEAY Y F Ly ORE

\)

6=

N—BThL =27 4 =T NMITDHILITTEEEA,

FL—ZFREFTL, PL—X LNV ERET DI, RO~ FefEHLET,

« show logging process module : $EDE Y 2 —/VIZET HHHD b L—AFEREFR L E
T, ZOa~vy NIFHEEXECE— FBLUOZKE— FTHEMETY, Z2e— T2
Dawy FaMd % &, CiscolOS XE DEEFEFEARIC b L—A n ZERENETE £
R

- set platform softwaretrace : tH/JZRFESNDA v E—V DX A THRETDH R L—A L
NVERELET, hL—A LNVLOFFMIZONTIE, FL—AL~Ub 223 X—Y) %
S LT IEEN,

UDFA+ Dty bZFERLE/ANNTY FL—HYDERTE

F7%y MR LTy b hL—RAUDF & ET HI11E, ROFIEEZFATLET,

SUMMARY STEPS
1. enable
2. configure terminal
3. udf udf name header {inner | outer} {13|14} offset offset-in-bytes length length-in-bytes
4. udf udf name {header | packet-start} offset-base offset length
5. ip access-list extended {acl-name |acl-num}
6. ip access-list extended { deny | permit } udf udf-name value mask
7 debug platform condition [ipv4 | ipv6] [ interface interface] [access-list access-list -name |
ipv4-address / subnet-mask | ipv6-address / subnet-mask] [ ingress | egress |both ]
8. debug platform condition start
9. debug platform packet-tr ace packet pkt-num[ fia-trace| summary-only] [ circular ] [ data-size
data-size]
10. debug platform packet-trace {punt | inject|copy | drop |packet | statistics}
11.  debug platform condition stop
12. exit
DETAILED STEPS
Procedure
Command or Action Purpose

XTFwv 71 |enable

Example:

Device> enable

¥ibE EXEC T— F&EAZ L £,
e NRAT—REANILET (FREINEHE) .
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| rL—zE®

UDEF Tty rEERALE ATy F kL—v0EE [

Command or Action

Purpose

25w F2 |configureterminal Ja—rL Ay T 4 Xalb— gy T— Rt
Example: LET,
Device# configure terminal
ZF w73 |udfudfname header {inner |outer} {13|14} offset | g~ o> UDF &2 4 &% L %9, UDF D4R, 47
offset-in-bytes Iength length-in-bytes Ty DRy FT—F TNy X — TS
Example: THDOREIERETEET,
_ _ inner ¥—7— NE/|Touter ¥—U— RiZ, &7
Router (config) # udf TEST UDF NAME 1 header inner
13 64 1 - T EN TR LA VI EII LA Y4D~y
H—=mbDF 7y NOMERRET 52, £721%
Router (config)# udf TEST UDF NAME 2 header inner| 1 7 HIALEINT-/ 37> M03H HLEEIINESLI/L4
e MDA Ty b OBMEEELET,
Router (config) # udf TEST UDF NAME 3 header outer|lengthF¥—7U — RiZA 7ty M H6DORIZ /N1 |
13651 AL CHELET, ALl ~2 T,
Router (config) # udf TEST_UDF_NAME 4 header outer]
14 67 1
R w74 |udfudf name {header | packet-start} offset-base offset eheader : =7ty FOEKRBREXIEE LTI,
length
E le: * packet-start : packet-start 7> 5 DA 7t v hX—
Xample: AZfRE L ¥, packet-start [X, /X7 > b b
Router (config)# udf TEST UDF NAME 5 packet-start] L= AIRA AT BTy MDT T R AT
120 1 YRRy AN E TR 3, Ry
FNRL—=2BA R Ry NHTH LY
B N7y PRIV A Y210 ET, 7Y
cST v ROEGETE, packet-start [ X LA ¥ 31
70 ET,
coffset : A7y b R—ZAMDHA Ty FEH
HNA MEERELET, 78y b X—2
(LAY 3/LAT A~y H—) NDEDOIEHA
A MI—HSELIZE, A7y FE2OITRE
LEd,
elength : 77ty R BLONA MEEFRELE
T, 18 MEF 2, NETFRYFR— S
NET, BMOAS MU —BSEDITIT, &
0> UDF OEFRDBLETT,
25w 75 |ipaccess-list extended {acl-name |acl-num} PIEACLa 7 4 Fal—3 g B— REBEDIC

Example:

Router (config) # ip access-list extended acl2

LEJ, CLIIIVEEACL 2y 7 4 ¥ a2l — g
T—REBBLET, Z0F— RFTIE, EFDT
ThOa~y RPBIEOYEET 72 A Y A MO#H S
NET, JEEACLIL, IP/X7y hOEETLT KL
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B ovortoey rEmRLEAY Y F Ly ORE

FL—zgE |

Command or Action

Purpose

2B L0%EHLET KL 2% ACLICRESILTWAT
RLAEHILT, FT 740y 7 &2H#LET,

ATw 76 |ipaccesslistextended {deny|permit} udfudf-name|H/EDT 7 2 2 fl#H= ~ U (ACE) & T,
value mask UDF C—#7 2% L5 ICACLEZ#HE L9, ACLT
Example: EFRSNTND/AA MTOXD3 TY, v AL, 7F

AIBEIMESRT D N7 70 v 7 &2BETH L 01T,

Router (config-acl) # permit ip any any udf IPACL CIPT RFL &AL LY L:{ﬁﬁﬁ Lij‘o
TEST UDF NAME 5 0xD3 OxFF

R w 77 |debugplatform condition [ipv4 | ipv6] [ interface Rry " hL—2RF A3 00—HIEELFETFELE
interface] [access-list access-list -name | ipvd-address/ | 4~ ' vz P77 FLABLOY 7%y b=
subnet-mask | ipv6-address / subnet-mask] [ ingress | 20 T AU A R (ACL) . A v H—T =
egress jboth | SR HENCE BT A H Y o TR AR L %
Example: 9,
Router# debug platform condition interface
gi0/0/0 ipv4 access-list acl2 both

X5 w78 |debugplatform condition start BELEEER SNz LTy P hL—R %
Example: BAtE L £
Router# debug platform condition start

A5 w79 |debugplatform packet-trace packet pkt-num[ fia-trace| 5 L7307 v kDY~ U —F— & 2V L £

| summary-only] [ circular ] [ data-size data-size]

Example:

Router# debug platform packet-trace packet 1024
fia-trace data-size 2048

T, T TIIEERRAT — 22X v I F v
L. SHEIZSUTFIA FL—R22FETLET,

pkt-num : FTE DRI HERF SN D 3T v FORKR
BERELET,

fiatrace : ¥~V —7F—% MEEEFEOT—¥ 72

ELHEMRLANVDOT—E Xy T F v B ETLE
T, Flo. Ny MBI T 7 ' R ST A e
MU HERRLET,

summary-only : FEMATEH 2 F/MRIC L7z~ U —
T=EDX T F YA LET,

circular : SEiE R L— R SRy ROF—H %
RFELET,

data-size : %737 > h OBERET — & L FIA h L — &
TR ERFTHT— XNy T 7 OV A X&s3A1 |
B CHRELET, 7y FTIHEFIZEN AT v B
BN FAT S NI 6, 22— — IS U T
T—H Ny T 7 DA R T ZENTEET,
7 7+ /v MEIE 2048 T,
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| rL—zE®

rL—zuan |}

Command or Action

Purpose

ATy 710

debug platform packet-trace{punt | inject|copy | drop
|[packet | statistics}

Example:

Router# debug platform packet-trace punt

T—=Ainbar hr—L T L=y b ST
Ty RO =R HNILET,

ATy 7N

debug platform condition stop

Example:

Router# debug platform condition start

FMEIRT 7T 4 TICLT, ATy PO P L—RA %
fFIELET,

ATvT12

exit
Example:

Router# exit

¥ fE EXEC E— F&EKTLET,

NL—

ALbANIL

FL—Z2L~YUL, PL—ARy 77 EIE ML —RAT7 7 A VIR GETHDXLEOH LT 22—

MERDEZRELET,

WOFIZ, HEHARERTXTO L —Z LLE K P L—X LNV TERIRSND A vE—

DX AT ITHONTIEHLET,

R2%6: FL—RALANILEZTDAR

FL—R LA

LRILEE

FiBA

Emergency 0

VAT AOMERANEEIZ 72 5 R
BEHOA v ¥B—TT,

[Alert] 1

ERELICHIET 2REDH D
BIEIZOVWTOR vy =TT
Kl

7 U7 41V 2

70T 4 FVIIREBIZ DWW T
DA yE—TTT, T,
N—F EOFTRTOEY 2—
JVCBET 25T 7 4L R ET
7T

Error 3

VAT LT T — | ZOWVWTD
A E—T,
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FL—XEHE

FL—R LA LRILES EREA

Warning 4 AT KNEEE T OWNT DR
-Eb—:\/“(:\_é—o

Notice 5 BERALMEICET A A vE—
T, L, V—HITE
WHEBUVEMEL TCWET,

Informational 6 BT A R 5 720 0
)( “/"E'—t\/\\/@ﬁ‘o

Debug 7 TR 7 LL D ) ik
THA Y E—ITT,

Verbose 8 BRI X TD hL— A
Aoyb—URKEINET,

Noise — TV o — LT OV TR AT RE

RTRXTORL—R X vE—
VRGeS ET,

I A R~V IR BT
FL—ZL~ULICHHY L E

T b L —RERED SR DL
RIZ Ko T, Verbose L'~ &
DEHEW L —R LAyLRNE
ANENDH5E6TH, Noise X
JUTHRICEA S NS P L —
A LYV L REEIZR D £,

FL—Z2 LNARRESNTWDIEHA,

RESNTVD FL—Z LYULVAKE, Th IR

WTRTO R L—R LNLDOWHTDORX v =N IESNET,

FeziE. FPL—Z LULE3

&) .1 (TF7—=h) |2 (BH) |

ML —R& LUk 4 () 123

3 (=T7—) . BXU4 (S oXve—URHhENET,

(=7—)

TR TE

L —A 77 AT
BIO3 (=5—) 0)% vE—URHhESET,

XETHE, Lo (BR) 1 (TF7—h8) L2 (EE) .

N—=BDFTRTCDEY 2—NVDT 74/ bLb—RZ LULE5 (@) TY,

FL—A L~ ULE, a7 4Falb—V gy F— KT

IRESNEFEA, DD, V—F

DY a— REIZ L —R LAULRENT 7 4L MEIZEY £,

A

TS0 (R

AE OBV LD RL—R LULE TNy S LoULLL BT

Z RIE AR H Y £,

- 2u
CAXAE

ETDHE, RNTF—v ATE

9
EI
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| rL—zE®

ro—z Lanogw [

A

x

B ZHOEV2—NATEWVIL—RALULERETDHE, RT3 —~< ANKIEIE T 5 A6
HERHY £, BHEORRTE WD L —R L-ULRKLEREAIE, #EROEY 22— TEW L
AL BEBRTETHRDVIC, BIZ1IODFEY2— LD R L —R L-ULEELRETHI L2 BE)

HLET,

kL—X LRNJLDERR

FI7HNNTIE, V—F EOFTRTOE2—AN5 GEH) ICRESNET, 2 —FRLEH
LW ED  ZOREFTOEEMEINE T,

N—=ZDEY2—/LD I —ALLEFIRT HITIE, FEEXECE— FE/ZIT2Me— KT
show logging process =~ > K& A LET,

DT, show loggingprocess =~ > R&MHA LT, 7275 4 72 RP LO T+ U —F 1
JwF—Vx TaEAD R L— AL ERRLET,

Router# showlogging process forwarding-manager rp active
Module Name Trace Level

acl Notice
binos Notice
binos/brand Notice
bipc Notice
bsignal Notice
btrace Notice
cce Notice
cdllib Notice
cef Notice
chasfs Notice
chasutil Notice
erspan Notice
ess Notice
ether-channel Notice
evlib Notice
evutil Notice
file alloc Notice
fman rp Notice
fom Notice
fw Notice
icmp Notice
interfaces Notice
iosd Notice
ipc Notice
ipclog Notice
iphc Notice
IPsec Notice
mgmte-acl Notice
mlp Notice
mgipc Notice
nat Notice
nbar Notice
netflow Notice
om Notice
peer Notice
gos Notice
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B —=xvxr0

oul
g

filt

FL—zgE |

route-map Notice
sbc Notice
services Notice
sw_wdog Notice
tdl_acl config type Notice
tdl _acl db_type Notice
tdl_cdlcore message Notice
tdl cef config common_ type Notice
tdl cef config type Notice
tdl dpidb_config type Notice
tdl fman rp comm_type Notice
tdl fman_ rp message Notice
tdl fw config type Notice
tdl _hapi_tdl type Notice
tdl icmp type Notice
tdl ip_options_type Notice
tdl _ipc_ack_type Notice
tdl IPsec db_type Notice
tdl mcp comm type Notice
tdl mlp config type Notice
tdl mlp db_type Notice
tdl_om type Notice
tdl _ui message Notice
tdl_ui_type Notice
tdl urpf config type Notice
tdllib Notice
trans_avl Notice
uihandler Notice
uipeer Notice
uistatus Notice
urpf Notice
vista Notice
wcep Notice

KL—XR LRJLDERE

N—BIZEEND I ODFEY2a—/LD L —A LU, FHI3L—ZICBITAE T a& R(C
GENDTRTDEY 2—LD b L—R LV ERET HI01E, BHEEXECE— R E 72132
E— KT set platform softwaretrace =~ > K& A ) L E7,

WOHEITIE, A b 0@ ESP 7'ut& v ¥ ® Forwarding Manager C ACL £ = —/VIZEH9 %
ML —ZA L% info ICRELET,

set platform software trace forwarding-manager FO0 acl info

NL—RANYIT7DT—2DERT

M=y 77y NELIZT7 7 AVAD b L —RARX v E—V%FRT DI, FitEEXEC € —
R E 721372t — T show logging process =~ > K& A L£4, kOB TiL, showlogging
processcommand =~ > FZ i L T, Route Processor A & > | 0 T Host Manager 7" 1 & A
DRL—ARA =V EFRLET,

Router# show logging process host-manager RO

08/23 12:09:14.408 [uipeer]: (info): Looking for a ui_ req msg
08/23 12:09:14.408 [uipeer]: (info): Start of request handling for con 0x100a6lc8
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08/23 12:09:14.399 [uipeer]: (info): Accepted connection for 14 as 0x100a61lc8

08/23 12:09:14.399 [uipeer]: (info): Received new connection 0x100a6lc8 on descriptor
14

08/23 12:09:14.398 [uipeer]: (info): Accepting command connection on listen fd 7

08/23 11:53:57.440 [uipeer]: (info): Going to send a status update to the shell manager
in slot O

08/23 11:53:47.417 [uipeer]: (info): Going to send a status update to the shell manager

in slot O

L —RDEMA

Wiz, 247y b b L—Z & LT Cisco ASR 1006 /L —% O NAT RET/X7 v k Kua v 70
NFGITNY a—T 4 T EATH TV AOFIZRLET, ZOfNZIE, 737> bk L—ABHE
W E o THRAE SN D FEM L~ L 22 RACRI A L CRIEIZE T 2 M A e L, MEZEY 45
T, RRRZ O D HIERRSNTVWET,

ZOTFIVATIE, BERSLZ TNV ETR, E2nb NI TN a—T 0 7 E B
FTAIUXE DTN EHA, LER->T, ZHOFEE Ty Oy ML —2ADH~

V=7 78 ATHZLERFTHHLERDY 9,

Router#
Router#

debug platform
debug platform

condition ingress
packet-trace packet 2048 summary-only

Router# debug platform condition start

Router# debug platform condition stop

Router# show platform packet-trace summary

Pkt Input Output State Reason

0 G10/0/0 G10/0/0 DROP 402 (NoStatsUpdate)

1 internal0/0/rp:0 internal0/0/rp:0 PUNT 21  (RP<->QFP keepalive)
2 internal0/0/recycle:0 Gi0/0/0 FWD

ZOHIZIE, FTEY b A=Yy b A Z—T x4 A 0/0/0 D NAT &% ENFKT7
ARy 7INTNDZEPRINTVWET, ZHUTE-T, MEIIFFEDA 2 —7 = A
ATHRALTNWDZ RN ET, ZOFEREMEN LT, FL—2AFT 257y FEHIRL,
T XX TF DOy MEEEL L, REL~LE P52 EnTEET,

Router#
Router#
Router#
Router#
Router#

debug platform
debug platform
debug platform
debug platform
debug platform

packet-trace packet 256
packet-trace punt
condition interface
condition start
condition stop

Gi0/0/0

Router# show platform packet-trace summary
Router# show platform packet-trace 15
Packet: 15 CBUG ID: 238
Summary
Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
State : PUNT 55 (For-us control)
Timestamp
Start 1166288346725 ns (06/06/2016 09:09:42.202734 UTC)
Stop 1166288383210 ns (06/06/2016 09:09:42.202770 UTC)
Path Trace
Feature: IPV4
Input : GigabitEthernet0/0/0
Output : <unknown>
Source : 10.64.68.3
Destination : 224.0.0.102
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Protocol : 17 (UDP)
SrcPort 1985
DstPort 1985
I0Sd Path Flow: Packet: 15 CBUG ID:
Feature: INFRA

Pkt Direction: IN

Packet Rcvd From CPP
Feature: IP

Pkt Direction:

Source

Destination
Feature: IP

Pkt Direction: IN

Packet Enqueued in IP layer

IN
10.64.68.122
10.64.68.255

Source 10.64.68.122

Destination 10.64.68.255

Interface GigabitEthernet0/0/0
Feature: UDP

Pkt Direction: IN

src 10.64.68.122(1053)

dst 10.64.68.255(1947)

length : 48

238

Router#show platform packet-trace packet 10

Packet: 10 CBUG ID: 10
Summary
Input GigabitEthernet0/0/0
Output internal0/0/rp:0
State PUNT 55 (For-us control)
Timestamp
Start 274777907351 ns
Stop 274777922664 ns
Path Trace
Feature: IPV4 (Input)
Input : GigabitEthernet0/0/0
Output <unknown>
Source 10.78.106.2
Destination 224.0.0.102
Protocol : 17 (UDP)
SrcPort 1985
DstPort 1985
IOSd Path Flow: Packet: 10 CBUG ID: 10

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE
Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source 10.78.106.2

Destination 224.0.0.102

Interface GigabitEthernet0/0/0
Feature: UDP

Pkt Direction: IN DROP

Pkt DROPPED

UDP: Discarding silently

src 881 10.78.106.2(1985)

dst 224.0.0.102(1985)

length : 60

Router#show platform packet-trace packet
Packet: 12 CBUG ID: 767
Summary

(01/10/2020 10:56:47.918494 UTC)
(01/10/2020 10:56:47.918509 UTC)

12

FL—zgE |
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Input GigabitEthernet3

Output internal0/0/rp:0

State PUNT 11 (For-us data)

Timestamp
Start 16120990774814 ns (01/20/2020 12:38:02.816435 UTC)
Stop : 16120990801840 ns (01/20/2020 12:38:02.816462 UTC)

Path Trace

Feature: IPV4 (Input)

Input GigabitEthernet3
Output <unknown>
Source 12.1.1.1
Destination 12.1.1.2
Protocol 6 (TCP)
SrcPort 46593
DstPort 23
I0Sd Path Flow: Packet: 12 CBUG ID: 767

g 5oy b rL—2osm |

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source 12.1.1.1
Destination 12.1.1.2
Interface GigabitEthernet3

Feature: IP

Pkt Direction: IN

FORWARDEDTo transport layer
Source 12.1.1.1
Destination 12.1.1.2
Interface GigabitEthernet3

Feature: TCP

Pkt Direction: IN

tcpO: I NoTCB 12.1.1.1:46593 12.1.1.2:23 seq 1925377975 OPTS 4 SYN

Router# show platform packet-trace summary

Pkt Input Output State
0 INJ.2 Gil FWD
1 Gil internal0/0/rp:0 PUNT
2 INJ.2 Gil FWD
3 Gil internal0/0/rp:0 PUNT
4 INJ.2 Gil FWD
5 INJ.2 Gil FWD
6 Gil internal0/0/rp:0 PUNT
7 Gil internal0/0/rp:0 PUNT
8 Gil internal0/0/rp:0 PUNT
9 Gil internal0/0/rp:0 PUNT
10 INJ.2 Gil FWD
11 INJ.2 Gil FWD
12 INJ.2 Gil FWD
13 Gil internal0/0/rp:0 PUNT
14 Gil internal0/0/rp:0 PUNT
15 Gil internal0/0/rp:0 PUNT
16 INJ.2 Gil FWD

KIZ, Ty b =R T =2 OfE 2 FRT DR LE T,

Router#show platform packet-trace statistics

Packets Summary
Matched 3
Traced 3

Packets Received

WIN 4128

Reason

11 (For-us data)
11 (For-us data)
11 (For-us data)
11 (For-us data)
11 (For-us data)
11 (For-us data)
11 (For-us data)
11 (For-us data)
11 (For-us data)
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Ingress O

Inject 0
Packets Processed

Forward O

Punt 3

Count Code Cause

3 56 RP injected for-us control
Drop 0

Consume 0

PKT DIR IN
Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0
PKT_DIR OUT
Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0

WIZ, aryva— T L—rnE 73 T =T 477 ety AL IO FER B
iy NaeRRTBHHERLET,

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#Router#debug platform condition start
Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#show platform packet-tracer packet 0
show plat pack pa 0

Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTC)
Stop : 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 198.51.100.38
Protocol : 17 (UDP)
SrcPort : 2640
DstPort : 500
IOSd Path Flow: Packet: O CBUG ID: 674

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP

Pkt Direction: IN
Packet Enqueued in IP layer
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Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping
Source : 10.118.74.53(2640)

Destination : 198.51.100.38(500)

Router#show platform packet-tracer packet 2
Packet: 2 CBUG ID: 2

IOSd Path Flow:

Feature: TCP

Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Feature: TCP
Pkt Direction: OUT

FORWARDED
TCP: Connection is in SYNRCVD state
ACK : 2346709419
SEQ : 3052140910
Source :198.51.100.38(22)

Destination : 198.51.100.55(52774)

Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FWD
Timestamp
Start : 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop : 490928038567 ns (06/29/2020 13:31:30.807911 UTC)

Path Trace
Feature: IPV4 (Input)

Input : internal0/0/rp:0
Output : <unknown>
Source : 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (TCP)

SrcPort : 22

DstPort : 52774

Feature: IPSec
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Result
Action
SA Handle
Peer Addr

Local Addr:

Router#

IPSEC_RESULT_DENY
SEND_CLEAR

0

55.124.18.172
38.124.18.172

FL—zEE |
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RIBE=2Y) VT ELUPEEE

11l

Cisco Catalyst 8300 >V — X = v ¥ 7T v N7 4 —LIZIE, NV—F OREZ EMICERT S
N=RU=THEL Y 7 MU =2 TERENHY T, ZOETIE, V—FOREE=2T T
RRICOWTHHILET, ZOWRBICEY, ERARA RV MEZEHRL, SESERL—Fa v
K= FDAT =2 AT L/ LA — FEAERTEET, ZOFEE, ROETHERSL
TWET,

cBREET=4 (233 °—V)
RET=ZBIOY R— MERE (234 ~—)
« WRE— FORE (248 ~—)

N—HITIE, VAT ARERERTAEROE o — %2 R R BREET =% VAT AN
DNET, BEREARVIPBETDHE, v~ 7 27 vty P X HOST CPU ~DE| ) iAH %4
L., EMRRAT =X AB L OHEHER L R— F2AERLET, BIEET=F VAT LADOTE
HRED—E 2 LI IR LET,

«CPU, v —AHR— R, Iv N7 —UDIREOER

« 7 7 VIRMRHEE OB

« BT XU b OREk & RA DR

fliGFy NU—ZEH T e Fa (SNMP) k7 v 7 OB
« AUAR— REERF 27 (OBFL) 77— DAk & UL

» Call Home A XY M@ DXL

c VAT A TT— A vb—TUOkk

cHBIEOBRERB L ORAT —&% 2ADFR
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| Ry

IRIEE=2 B KU R— ks
T=AB LN A— MEREICK Y, BEDIRESE(L T 2RNTIREZ S E L, kT2 20T
EHDT, VAT LDIEFBRBE MR CE X7,
« BREEE =S HRE (234 N—Y)
« BREL LR — MERE (236 ~N—20)

RIRE =4 HaE
BREBET =TI, o —%2FHL T, Oy —INEE2HINLADGEIZEKOEEZEHRH L F
‘@40

B—ANVEREY 22— LV TERTED DI, RO LBY T,
« A B
- VB
- A
o IR
o 77 IR E
TN AE, WOBRBEEESREZMT- LTV 2D BERH Y 7,
« B{EIRE (AFF) : 0°C ~40°C (32°F ~ 104°F)
« BRI (AFF) @ 10% ~ 85%RH (S L7\ 2 &)
c IERE (M) 10% ~ 85% RH (fE#E L2\ 2 &)
« BYEEE - WE L Om ~ 3000m (0 ~ 10,000 7 ¢ — h)
« AC AJJ#iPH - 85 ~ 264 VAC

I—'—»/\‘/r

Fo, BERITZNZENONERE EEBEEZEMRLET, BRETY 2 — VOB, AR
N (/—=) F£7210 ﬁzﬁlﬂ(ﬁ)74ﬂw)®&%%#1¢ WNHELE ﬁ@mﬁiti%
ENZ VT 4T LoYLICETHE, BRIV AT A Tty B EMHAEERT L2 &L
Yy v hEULLET,

WDOFEIZ, BEE=X ) T VAT ATHEAIND AT —X ZAREDO L~V ERLET,

R2ZBEE=ZVUT VATLATHEASNDGRAT 2 RARKEDO LR

AT—RRA LA s BA
FRiE Bt RO T RTONRT A= D0 E OFERHHENICH D 5,
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ATF—H R LR HoL:)E

it VAT APREED LEVEEBZ TWET, VAT ATBE Lk
FETH, AR —FREEL TV AT L% /) —< /L AT — KT
Rz L AR L £,

PN BEEFITBEESMNHERMEZB L TCOET, VAT AIL Xk
EBELETD, RN Tovy MUV LES, RREbICA<L—
A NEET A LENDH Y £,

72 & ZIZL IR TIREDNBAE LG E, BREE=ZV VT VAT ANLaAY Y — VI Ay

T—UNEEEINET,

77 UEE

VAT LERBA L THLEE. TRTOT7 7 UHMERT 13T, 1007 7 AZEER
BELTHOVAT AIGIEHMEBMLETH, ROA v E—VRERINET,

$IOSXE_PEM-3-FANFAIL: The fan in slot 2/0 is encountering a failure condition

Y- REES
TP —NEFERHIAINC D L. ROA v =V REIRENET,

SENVIRONMENTAL-1-ALERT: V: 1.0v PCH, Location: RO, State: Warning, Reading: 1102 mV
SENVIRONMENTAL-1-ALERT: V: PEM Out, Location: P1l, State: Warning, Reading: 0 mV

SENVIRONMENTAL-1-ALERT: Temp: Temp 3, Location RO, State : Warning, Reading : 90C

J7Y L4 (ROY FP2) OEYSL
Ty hbA (Ary P2) PEVAEINDE, ROA v —UNFERINET,

$IOSXE_PEM-6-REMPEM FM: PEM/FM slot P2 removed

J7y b4 (ROY FP2) OBEEA
Try hbA (Ary FP2) REUOHAINSE, RORA v —UNEREINET,

$IOSXE_PEM-6-INSPEM FM: PEM/FM slot P2 inserted

J7> b4 (ROY F2) NEEREBLTLS
28y h2DT7 7y RUADREFICEEH L TWAESIE, RORXA v E—UBRERENET,

$IOSXE PEM-6-PEMOK: The PEM in slot P2 is functioning properly

AAYr2 (T72 bLA) 772 008FELTLVEL

20y h2DT7 7 P ADT 7 ONIEFICEEL TWOARWEAIX., RO X vE—U 0 KR
ENFET,

$IOSXE_PEM-3-FANFAIL: The fan in slot 2/0 is encountering a failure condition
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AAYv k2 (72 bLA) D77 0NREEICEHELLNS
20y F2DT7 72 FLADT7 7 OBIEFICEEL TWAEAIT, ROA v EB—IUNERE
nEJ,

$IOSXE PEM-6-FANOK: The fan in slot 2/0 is functioning properly

20V FMMOFEEEES2—ILAATIZHE-TLNS
20y bl OEFBREY 22— VIZEBRRAT 712256 L, RORAvE—UNRNEKRENET,

$I0OSXE PEM-3-PEMFAIL: The PEM in slot 1 is switched off or encountering a
failure condition.

20y MIZEEBRES 12— ILNEBF SN
20y M ICEBREY 2—VICERNESEIND E, ROA vy —UNFEREINET,

$I0OSXE PEM-6-INSPEM FM: PEM/FM slot Pl inserted
$I0SXE PEM-6-PEMOK: The PEM in slot 1 is functioning properly

BERSLUVEENIZERELEIR/NLEMEEZBA TS
REFZEIBEEORRKLIVEL RN LEWVHEZ R TEEA v =2 ROBITRLET,

Warnings :

For all the temperature sensors (name starting with “Temp:”) above,
the critical warning threshold is 100C (100C and higher)

the warning threshold is 80C (range from 80C to 99C)

the low warning threshold is 1C (range from -inf to 1C).

For all voltage sensors (names starting with "v:"),
the high warning threshold starts at that voltage +10%. (voltage + 10% is warning)
the low warning threshold starts at the voltage -10%. (voltage - 10% is warning)

B LR— hHERE

KDOa<y REMFHLT, BEAT XA LAR— NGB IORRTEET,
- debug environment
« debug platform software cman env monitor polling
« debug ilpower
« debug power [inline | main]
» show diag all eeprom
« show diag slot RO eeprom detail
» show environment
+ show environment all
* show inventory

« show platform all

l Cisco Catalyst 8300 & & U\ Catalyst8200 & ) —X Tv ¥ 75y hI4—L YT bIz7 avI4FalL—Sav HAFK



| BEE=42U I BLUPEEE
miLt— rigge ]

+ show platform diag

« show platform softwar e status control-processor
» show version

« show power

« show power inline

InNH0awy NI, BESEEREDNRT A -2 DB EEFR R LE T,

BIET=AY T VAT ALY, ZNHEDRTA—=ZDEN 0T LICERTINET, &
nNooa~<y RO@BEZRE 2T LET,

debug environment : 5

Router# debug environment location PO

Environmental sensor Temp: Temp 1 PO debugging is on
Environmental sensor Temp: Temp 2 PO debugging is on
Environmental sensor Temp: Temp 3 PO debugging is on
Environmental sensor PEM Out PO debugging is on
Environmental sensor PEM In PO debugging is on
Environmental sensor PEM Out PO debugging is on
Environmental sensor In pwr PO debugging is on
Environmental sensor Out pwr PO debugging is on
Environmental sensor RPM: fan0 PO debugging is on

S HHS

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 1 PO, In queue 1

*Jul 8 21:49:23.292 PDT: State=Normal Reading=35

*Jul 8 21:49:23.292 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 1 PO State=Normal Reading=35
*Jul 8 21:49:23.292 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.292 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 2 PO, In queue 1

*Jul 8 21:49:23.292 PDT: State=Normal Reading=40

*Jul 8 21:49:23.292 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 2 PO State=Normal Reading=40
*Jul 8 21:49:23.292 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.292 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 3 PO, In queue 1

*Jul 8 21:49:23.292 PDT: State=Normal Reading=44

*Jul 8 21:49:23.292 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.292 PDT: Sensor: Temp: Temp 3 PO State=Normal Reading=44
*Jul 8 21:49:23.292 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.292 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.292 PDT: Sensor: V: PEM In PO, In queue 1

*Jul 8 21:49:23.292 PDT: State=Normal Reading=118501

*Jul 8 21:49:23.292 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: V: PEM In PO State=Normal Reading=118501
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: V: PEM Out PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=12000

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: V: PEM Out PO State=Normal Reading=12000
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: I: PEM In PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=820

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000
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*Jul 8 21:49:23.293 PDT: Sensor: I: PEM In PO State=Normal Reading=828
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: I: PEM Out PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=7200

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: I: PEM Out PO State=Normal Reading=7100
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: P: In pwr PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=97

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: P: In pwr PO State=Normal Reading=98
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: P: Out pwr PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=87

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: P: Out pwr PO State=Normal Reading=89
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:23.293 PDT: Sensor: RPM: fan0O PO, In queue 1

*Jul 8 21:49:23.293 PDT: State=Normal Reading=5824

*Jul 8 21:49:23.293 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:23.293 PDT: Sensor: RPM: fan0 PO State=Normal Reading=5824
*Jul 8 21:49:23.293 PDT: Inserting into queue 1 on spoke 189.

*Jul 8 21:49:23.293 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:43.296 PDT: Sensor: Temp: Temp 1 PO, In queue 1

*Jul 8 21:49:43.296 PDT: State=Normal Reading=35

*Jul 8 21:49:43.296 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:43.296 PDT: Sensor: Temp: Temp 1 PO State=Normal Reading=35
*Jul 8 21:49:43.296 PDT: Inserting into queue 1 on spoke 209.

*Jul 8 21:49:43.296 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:43.296 PDT: Sensor: Temp: Temp 2 PO, In queue 1

*Jul 8 21:49:43.296 PDT: State=Normal Reading=40

*Jul 8 21:49:43.296 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:49:43.296 PDT: Sensor: Temp: Temp 2 PO State=Normal Reading=40
*Jul 8 21:49:43.296 PDT: Inserting into queue 1 on spoke 209.

*Jul 8 21:49:43.296 PDT: Rotation count=20 Displacement=0

*Jul 8 21:49:43.296 PDT: Sensor: Temp: Temp 3 PO, In queue 1

*Jul 8 21:49:43.296 PDT: State=Normal Reading=44

*Jul 8 21:49:43.296 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:53:43.329 PDT: State=Normal Reading=5824

*Jul 8 21:53:43.329 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:53:43.329 PDT: Sensor: RPM: fan0 PO State=Normal Reading=5824
*Jul 8 21:53:43.329 PDT: Inserting into queue 1 on spoke 149.

*Jul 8 21:53:43.329 PDT: Rotation count=20 Displacement=0

debug platform software cman env monitor polling : {5

Router# debug platform software cman env monitor polling
platform software cman env monitor polling debugging is on
Router#

*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 1 PO, In queue 1
*Jul 8 21:56:23.351 PDT: State=Normal Reading=35

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Temp 1, PO, 35
*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 1 PO State=Normal Reading=35

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 2 PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=40
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*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Temp 2, PO, 40
*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 2 PO State=Normal Reading=40

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 3 PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=44

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Temp 3, PO, 44
*Jul 8 21:56:23.351 PDT: Sensor: Temp: Temp 3 PO State=Normal Reading=44

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: V: PEM In PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=118501

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback V: PEM In, PO, 118501
*Jul 8 21:56:23.351 PDT: Sensor: V: PEM In PO State=Normal Reading=118501

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: V: PEM Out PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=12100

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback V: PEM Out, PO, 12000
*Jul 8 21:56:23.351 PDT: Sensor: V: PEM Out PO State=Normal Reading=12000

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: I: PEM In PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=820

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback I: PEM In, PO, 828
*Jul 8 21:56:23.351 PDT: Sensor: I: PEM In PO State=Normal Reading=828

*Jul 8 21:56:23.351 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.351 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.351 PDT: Sensor: I: PEM Out PO, In queue 1

*Jul 8 21:56:23.351 PDT: State=Normal Reading=7200

*Jul 8 21:56:23.351 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.351 PDT: IOS-RP-ENVMON: sensor READ callback I: PEM Out, PO, 7100
*Jul 8 21:56:23.352 PDT: Sensor: I: PEM Out PO State=Normal Reading=7100

*Jul 8 21:56:23.352 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.352 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.352 PDT: Sensor: P: In pwr PO, In queue 1

*Jul 8 21:56:23.352 PDT: State=Normal Reading=97

*Jul 8 21:56:23.352 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback P: In pwr, PO, 98
*Jul 8 21:56:23.352 PDT: Sensor: P: In pwr PO State=Normal Reading=98

*Jul 8 21:56:23.352 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.352 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.352 PDT: Sensor: P: Out pwr PO, In queue 1

*Jul 8 21:56:23.352 PDT: State=Normal Reading=88

*Jul 8 21:56:23.352 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback P: Out pwr, PO, 88
*Jul 8 21:56:23.352 PDT: Sensor: P: Out pwr PO State=Normal Reading=88

*Jul 8 21:56:23.352 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.352 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.352 PDT: Sensor: RPM: fan0O PO, In queue 1

*Jul 8 21:56:23.352 PDT: State=Normal Reading=5888

*Jul 8 21:56:23.352 PDT: Rotation count=0 Poll period=20000

*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback RPM: fan0O, PO, 5888
*Jul 8 21:56:23.352 PDT: Sensor: RPM: fan0 PO State=Normal Reading=5888

*Jul 8 21:56:23.352 PDT: Inserting into queue 1 on spoke 9.

*Jul 8 21:56:23.352 PDT: Rotation count=20 Displacement=0

*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback RPM: fan0O, P2, 12600
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback RPM: fanl, P2, 12840
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback RPM: fan2, P2, 12900
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*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback P: pwr, P2, 8
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Inlet 1
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Inlet 2
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Outlet
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback Temp: Outlet
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback Temp: CP-CPU,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 12v, RO, 1
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 5v, RO, 50
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 3.3v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 3.0v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 2.5v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.8v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.2v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.2v_CPU,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.05v_CPU,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.05v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 1.0v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback V: 0.6v, RO,
*Jul 8 21:56:23.352 PDT: IOS-RP-ENVMON: sensor READ callback P: pwr, RO, 8
*Jul 8 21:56:25.352 PDT: IOS-RP-ENVMON: sensor READ callback P: pwr: Pwr,
*Jul 8 21:56:32.354 PDT: IOS-RP-ENVMON: sensor READ callback P: pwr: Pwr,

debug ilpower : 15|

Router# debug ilpower ?

cdp ILPOWER CDP messages
controller ILPOWER controller

event ILPOWER event

ha ILPOWER High-Availability
port ILPOWER port management
powerman ILPOWER powerman
registries ILPOWER registries

scp ILPOWER SCP messages

upoe ILPOWER upoe

debug power [inline|main] : 43!

LU PEEE |

, RO, 29
, RO, 30
1, RO, 35
2, RO, 36
RO, 42
2127
22
3308
3023
2490
1798
1203
RO,
RO,
1062
1002
593
6
0/1, 5
1/0, 27

1201
1052

ZOBEITIE, 1BEDI1000WEFRE 1 BD450WEBERHVET, AT T —F8

FOEEBROE N ZRLET,

Router# debug power ?

inline ILPM inline power related
main Main power related
<cr> <cr>

Router# debug power

POWER all debug debugging is on
Router# show debugging | include POWER
POWER:

POWER main debugging is on

POWER inline debugging is on

Router#

*Jul 8 21:56:23.351:
Reading: 0 mVv

$ENVIRONMENTAL-6-NOTICE: V: PEM Out,

Location: P1,

total power 1450,

State: Warning,

$IOSXE_PEM-6-PEMOK: The PEM in slot Pl is functioning properly

Run same as

*Jul 8 21:56:23.351:

*Jul 8 21:56:23.351: %PLATFORM POWER-6-MODEMATCH: Main power is in Boost mode
*Jul 8 21:56:23.351: Power M: Received Msg for 12V/Main,

cfg Yes
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*Jul 8 21:56:23.351: Power M: Received Msg for POE/ILPM, total power 500, Run same as

cfg No

*Jul 8 21:56:23.351: Power I: Updating pool power is 500 watts

*Jul 8 21:56:23.351: Power I: Intimating modules of total power 500 watts

*Jul 8 21:56:23.351: Power M: Received Msg for 12V/Main,

cfg Yes

total power 1450, Run same as

*Jul 8 21:56:23.351: Power M: Received Msg for POE/ILPM, total power 500, Run same as

cfg No

*Jul 8 21:56:23.351: Power I: Updating pool power is 500 watts

*Jul 8 21:56:23.351: Power I: Intimating modules of total power 500 watts

Router#

show diag all eeprom : {5

Router# show diag all eeprom
MIDPLANE EEPROM data:

Product Identifier (PID) : C8300-1N1S-6T
Version Identifier (VID) : VOO

PCB Serial Number FD0O231403QE
Hardware Revision : 1.0

CLEI Code : TBDTBDTBDT

Power/Fan Module PO EEPROM data:

Product Identifier (PID) : PWR-4430-AC
Version Identifier (VID) : V02

PCB Serial Number : LIT23032XFS
CLEI Code : IPUPAMFAAB

Power/Fan Module Pl EEPROM data ié not initialized
External PoE Module POEO EEPROM data is not initialized
External PoE Module POEl EEPROM data is not initialized
Internal PoE is not present

Slot RO EEPROM data:

Slot FO

Product Identifier
Version Identifier
PCB Serial Number
Hardware Revision
CLEI Code

EEPROM data:

Product Identifier
Version Identifier
PCB Serial Number
Hardware Revision
CLEI Code

Slot 0 EEPROM data:

Product Identifier

) : C8300-1N1S-6T
) : V0O
: FDO231403QE
1.0
TBDTBDTBDT

) : C8300-1N1S-6T
) : V0O
: FDO231403QE
1.0
TBDTBDTBDT

) : C8300-1N1S-6T

Version Identifier ) : V0O

PCB Serial Number FDO231403QE
Hardware Revision 1.0

CLEI Code TBDTBDTBDT

Slot 1 EEPROM data:

Product Identifier (PID) : C8300-1N1S-6T
Version Identifier (VID) : VOO

PCB Serial Number FDO231403QE
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Hardware Revision : 1.0
CLEI Code : TBDTBDTBDT
SPA EEPROM data for subslot 0/0:

Product Identifier (PID) : 4x1G-2xSFP
Version Identifier (VID) : V01

PCB Serial Number :

Top Assy. Part Number : 68-2236-01
Top Assy. Revision : A0
Hardware Revision : 2.2

CLEI Code : CNUIAHSAAA

SPA EEPROM data for subslot 0/1 is not available
SPA EEPROM data for subslot 0/2 is not available
SPA EEPROM data for subslot 0/3 is not available
SPA EEPROM data for subslot 0/4 is not available
SPA EEPROM data for subslot 0/5 is not available
SPA EEPROM data for subslot 1/0 is not available
SPA EEPROM data for subslot 1/1 is not available
SPA EEPROM data for subslot 1/2 is not available
SPA EEPROM data for subslot 1/3 is not available
SPA EEPROM data for subslot 1/4 is not available

SPA EEPROM data for subslot 1/5 is not available

show environment : 15|

ZoHITT, A b POE0O B ELWPOEI O AICEH L TL &V,

Router# show environment

Number of Critical alarms: O
Number of Major alarms: 0
Number of Minor alarms: 0

Slot Sensor Current State Reading

Threshold (Minor,Major,Critical, Shutdown)

PO Temp: Temp 1 Normal 34 Celsius (na ,na ,na ,na ) (Celsius)
PO Temp: Temp 2 Normal 39 Celsius (na ,na ,na ,na ) (Celsius)
PO Temp: Temp 3 Normal 43 Celsius (na ,na ,na ,na ) (Celsius)
PO V: PEM In Normal 119001mv na
PO V: PEM Out Normal 12100mv na
PO I: PEM In Normal 820 mA na
PO I: PEM Out Normal 7200 mA na
PO P: In pwr Normal 97 Watts na
PO P: Out pwr Normal 88 Watts na
PO RPM: fan0 Normal 5760 RPM na
P2 RPM: fan0 Normal 12600RPM na
P2 RPM: fanl Normal 12900RPM na
P2 RPM: fan2 Normal 12840RPM na
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P2 P: pwr Normal 8 Watts na
RO Temp: Inlet 1 Normal 29 Celsius (na ,na ,48 ,na ) (Celsius)
RO Temp: Inlet 2 Normal 30 Celsius (na ,na ,na ,na ) (Celsius)
RO Temp: Outlet 1 Normal 34 Celsius (na ,na ,81 ,na ) (Celsius)
RO Temp: Outlet 2 Normal 35 Celsius (na ,na ,81 ,na ) (Celsius)
RO Temp: CP-CPU Normal 42 Celsius (na ,na ,97 ,na ) (Celsius)
RO V: 12v Normal 12119mv na
RO V: 5v Normal 5022 mVv na
RO V: 3.3v Normal 3308 mV na
RO V: 3.0v Normal 3023 mV na
RO V: 2.5v Normal 2490 mv na
RO V: 1.8v Normal 1798 mv na
RO V: 1.2v Normal 1203 mv na
RO V: 1.2v_CPU Normal 1201 mv na
RO V: 1.05v_CPU Normal 1054 mv na
RO V: 1.05v Normal 1060 mVv na
RO V: 1.0v Normal 1002 mv na
RO V: 0.6v Normal 592 mv na
RO P: pwr Normal 85 Watts na
0/1 P: pwr: Pwr Normal 5 Watts na
1/0 P: pwr: Pwr Normal 28 Watts na

show environment all : 1§l

Router# show environment all

Sensor List: Environmental Monitoring

Sensor Location State Reading
Temp: Temp 1 PO Normal 36 Celsius
Temp: Temp 2 PO Normal 38 Celsius
Temp: Temp 3 PO Normal 38 Celsius
V: PEM In PO Normal 206502 mv
V: PEM Out PO Normal 12000 mv
I: PEM In PO Normal 281 mA

I: PEM Out PO Normal 3500 mA

P: In pwr PO Normal 53 Watts
P: Out pwr PO Normal 43 Watts
RPM: fan0 PO Normal 3712 RPM
RPM: fanO P2 Normal 7260 RPM
RPM: fanl P2 Normal 7260 RPM
RPM: fan2 P2 Normal 7200 RPM
P: pwr P2 Normal 3 Watts
Temp: Inlet 1 RO Normal 19 Celsius
Temp: Inlet 2 RO Normal 21 Celsius
Temp: Outlet 1 RO Normal 25 Celsius
Temp: Outlet 2 RO Normal 23 Celsius
Temp: CP-CPU RO Normal 29 Celsius
Ve 12v RO Normal 11984 mv
V: 5v RO Normal 5018 mv

V: 3.3v RO Normal 3311 mv

v: 3.0v RO Normal 2992 mv

V: 2.5v RO Normal 2488 mv

V: 1.8v RO Normal 1785 mv

Ve 1.2v RO Normal 1201 mv

V: 1.2v_CPU RO Normal 1200 mv

V: 1.05v_CPU RO Normal 1051 mv

V: 1.05v RO Normal 1058 mv

V: 1.0v RO Normal 1001 mv
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V: 0.6v RO Normal 595 mv
P: pwr RO Normal 45 Watts

show inventory : 5l

Router# show inventory

B o o
INFO: Please use "show license UDI" to get serial number for licensing.
B I o o

NAME: "Chassis", DESCR: "Cisco C8300-1N1S-6T Chassis"
PID: C8300-1N1S-6T , VID: VOO , SN: FDO2320A0C

NAME: "Fan Tray", DESCR: "Cisco C8300 1RU Fan Assembly"
PID: C8300-FAN-1R , VID: , SN:

NAME: "module 0", DESCR: "Cisco C8300-1N1S-6T Built-In NIM controller"
PID: C8300-1N1S-6T , VID: , SN:

NAME: "NIM subslot 0/0", DESCR: "Front Panel 6 ports Gigabitethernet Module"
PID: 4x1G-2xSFP , VID: V01 , SN:

NAME: "module 1", DESCR: "Cisco C8300-1N1S-6T Built-In SM controller"
PID: C8300-1N1S-6T , VID: , SN:

NAME: "module RO", DESCR: "Cisco C8300-1N1S-6T Route Processor"
PID: C8300-1N1S-6T , VID: V0O , SN: FD0O231403QE

NAME: "module F0", DESCR: "Cisco C8300-1N1S-6T Forwarding Processor"
PID: C8300-1N1S-6T , VID: , SN:

show platform : {5

Router# show platform
Chassis type: C8300-1N1S-6T

Slot Type State Insert time (ago)
0 C8300-1N1S-6T ok 2d03h
0/0 4x1G-2xSFP ok 2d03h
1 C8300-1N1S-6T ok 2d03h

RO C8300-1N1S-6T ok, active 2d03h

FO C8300-1N1S-6T ok, active 2d03h

PO PWR-4430-AC ok 2d03h

Pl Unknown empty never

P2 C8300-FAN-1R ok 2d03h

Slot CPLD Version Firmware Version

0 19121329 1RU-20191104

1 19121329 1RU-20191104

RO 19121329 1RU-20191104

FO 19121329 1RU-20191104
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show platform diag : 5!

Router# show platform diag
Chassis type: C8300-1N1S-6T

Slot: 0, C8300-1N1S-6T
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

Sub-slot: 0/0, 4x1G-2xSFP
Operational status
Internal state
Physical insert detect time
Logical insert detect time

Slot: 1, C8300-1N1S-6T
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

Slot: RO, C8300-1N1S-6T
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

Slot: FO, C8300-1N1S-6T
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
Hardware ready signal time
Packet ready signal time
CPLD version
Firmware version

Slot: PO, PWR-4430-AC
State
Physical insert detect time

Slot: P1l, Unknown
State
Physical insert detect time

Slot: P2, C8300-FAN-1R
State
Physical insert detect time

Slot: POEO, Unknown
State

ok

online

ok

00:00:29 (2d03h
00:01:05 (2d03h
19121329
1RU-20191104

ok

inserted
00:01:27 (2d03h
00:01:27 (2d03h

ok

online

ok

00:00:29 (2d03h
00:01:06 (2d03h
19121329
1RU-20191104

ok, active
online

ok

00:00:29 (2d03h
00:00:29 (2d03h
19121329
1RU-20191104

ok, active

online

ok

00:00:29 (2d03h
00:01:00 (2d03h
00:00:58 (2d03h
00:01:05 (2d03h
19121329

1RU-20191104

ok
00:00:52 (2d03h

empty
00:00:00 (never

ok
00:00:52 (2d03h

empty

ago)
ago)

ago)
ago)

ago)
ago)

ago)
ago)

ago)

ago)

ago)

mLA— i ]
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Physical insert detect time

Slot: POEl, Unknown
State
Physical insert detect time

Slot: GE-POE, Unknown
State
Physical insert detect time

BEE=4)VIELUPEEE |

00:00:00 (never ago)

empty
00:00:00 (never ago)

NA
00:00:00 (never ago)

show platform software status control-processor : 45

Router# show platform software status control-processor
RPO: online, statistics updated 10 seconds ago
Load Average: healthy
1-Min: 0.53, status: healthy, under 5.00
5-Min: 0.90, status: healthy, under 5.00
15-Min: 0.87, status: healthy, under 5.00
Memory (kb): healthy
Total: 3884836
Used: 1976928 (51%), status: healthy
Free: 1907908 (49%)
Committed: 3165956 (81%), under 90%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)

User: 2.10, System: 2.20, Nice: 0.00, Idle: 95.69
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPUl: CPU Utilization (percentage of time spent)
User: 2.80, System: 2.60, Nice: 0.00, Idle: 94.50
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00

CPU2: CPU Utilization (percentage of time spent)
User: 1.90, System: 2.10, Nice: 0.00, Idle: 96.00
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU3: CPU Utilization (percentage of time spent)
User: 10.12, System: 0.60, Nice: 0.00, Idle: 89.27
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

show diag slot RO eeprom detail : {5

Router# show diag slot RO eeprom detail

Slot RO EEPROM data:

EEPROM version 4

Compatible Type OxFF

PCB Serial Number FD0O23470DHV
Controller Type 4268

Hardware Revision 1.0

PCB Part Number : 73-19423-07
Board Revision : AO

Top Assy. Part Number 800-105842-02
Deviation Number 551831

Fab Version 07

Product Identifier (PID) : C8300-1N1S-4T2X
Version Identifier (VID) : VOl

CLEI Code CMM6J00ARA
Processor type DO

Chassis Serial Number FDO2401A038
Chassis MAC Address c4b2.399%e.b6c0
MAC Address block size 144
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Manufacturing Test Data 00 00 00 00 00 00 00 00

Asset ID

show version : {5

Router# show version

Cisco IOS XE Software, Version 17.03.0lprd8
Cisco IOS Software [Amsterdam], c8000be Software (X86 64 LINUX IOSD-UNIVERSALK9-M),
Version 17.3.1lprd8, RELEASE SOFTWARE
(fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2020 by Cisco Systems, Inc.
Compiled Tue 19-May-20 12:00 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: (c)

Router uptime is 2 days, 3 hours, 26 minutes

Uptime for this control processor is 2 days, 3 hours, 27 minutes

System returned to ROM by Reload Command

System image file is "bootflash:c8000be-universalk9.17.03.01prd8.SPA.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual network-essentials network-essentials

Smart License Subscription None None
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The current crypto throughput level is 1000000 kbps

Smart Licensing Status: UNREGISTERED/EVAL MODE

cisco C8300-1N1S-6T (1RU) processor with 3763047K/6147K bytes of memory.
Processor board ID FDO2320A0CF

Router operating mode: Autonomous

6 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

7090175K bytes of flash memory at bootflash:.

28884992K bytes of M.2 USB at harddisk:.

Configuration register is 0x2102

EBEEE—FDERTE

F A AE L OHEGE L T 5 Powerover Ethernet (PoE) £ 2 — /L Ol T OERZHETE F
ﬁ—o

Ty VT Ty N7 — LDOERE— FORE (248 ~—)

« M POE —E R BV 2 — /LOERE— FOHRE (249 ~—)

« BIRE— FOREH (249 ~—)

I AIE7: PoE /) (251 =—2)
BIFET— ROFEMIZHOWTCIEL, TEBEA 7Y a v OoE] ok sy a2 T EEN,
EITA R
EHTA R

Re

» Cisco Catalyst 8300 >V —X =¥ 7T v N7 g —hL /N~ Ry =7T

s Cisco Catalyst 8200 'V —RX = VI v h 74 —Ah N—Ry=7

e

IvTTI3Y b I+—LDERE— FOERE
power mainredundant =~ > FZfEH LT, =y Y77y M7+ —LOEEREZREL £,
« power main redundant : F#E ] 4 Redundant E— NIZEE L £,
« no power main redundant : =% Boost E— NIZERE L £7,

Boost E— R&, C8300-2N2S-4T2X ¥ J N C8300-2N2S-6T 77 v k7 + — L TOHY AR —
FERET,

)

CE) T ZADOEFREDOT 7/ hF— KX Redundant =— KT,
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SN PEF—ER EVa—L0EREE— FozE [

NEPOEH—ER EL2a—ILOEREE—FDETE

power inlineredundant =~ R L T, SN PoE ' —EAEY 2 —/LOEFZKD X 5
LumzﬁzLﬂi7f

- power inlineredundant : 4+ PoE — £ 2 € ¥ = — /LB % redundant &— FIZERE L E
j—O

« no power inlineredundant : 44 PoE #— A€ Y 2 — /L& % boost E— NIZRE L £
T, boost E— Ki&, C8300-2N2S-4T2X ¥ L TN C8300-2N2S-6T 77 v k7 4 — L TOFHY
A—hINET,

LI

\)

GE)  HAEBPoEYV—E R TV 2a—/LOERDT 7 4/ F— Kidredundant (JTE) £— KTT,

showpower =~ > R, boost & redundant D &5 5 DE— RAHE SN TNDHD, BILRED
T RRVRAT LACBEFATHNE 2 0ERLET,

BRE— FDOFEEH

Bl FEFEEBEELUVUPEES 2 —ILOHRTEFE— F : Boost

Boost &— KX, C8300-2N2S-4T2X 5 & TN C8300-2N2S-6T 77 v N 7 4 — AL TOHY
A—hraEnEd, ZOHITIE, showpower =2~ iKY, REFHADE—RKELT
Boost Z))%Téhiﬁ_o i ifﬁ‘f®7 /§/I)A'{j( ETHLH Y F 9, Main psu 2.
f%{ﬁ@rﬁi&ﬁ)?‘%ﬂ“éﬂifo PoE Module (21X, ’1)/7’1) ~/PoE %{ﬁ@fﬁ?&ﬂ‘i‘%ﬂ“é
NWET, ZOHITIE, FEROBIEDT & A LREED, BRE SNTIRRE (Boost E—
R) LRICIZR>THET,

Router# show power

Main PSU :
Configured Mode : Boost
Current runtime state same : Yes

Total power available : 2000 Watts
POE Module :
Configured Mode : Boost

Current runtime state same : Yes
Total power available : 1000 Watts
Router#

Bl TEREBEBLIUPEES 21— I)LDOEFEFE— F : Boost

ZORFITIE, showpower =~ RIZKY | T3A AFET DERPERRINET,
FEFIEE L PoE £ 2 —/LX Boost E— K WICERESNTRY . ZIUIREDT X
4Mﬁ%€k§éfwif BED T > Z A IIRREIE Redundant B— R T9, ZOHMAL
LT, —FIGFETDEEBFERNLIDOARATHDLZ ENEZLNET, i TEE/: PoE
w251 =) O TEfFE—F] ROE— M4 2R TIZE0,
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show platform =< FE AT B L. T3] RTFHET HF

Router# show power
Main PSU
Configured Mode Boost
Current runtime state same : No
Total power available 1000 Watts
POE Module
Configured Mode Boost
Current runtime state same : No

Total power available 500 Watts
Router#
Bl TEREBEH LU PEED 21— ILDETE

BEE=4)VIELUPEEE |

BRZFRTEET,

E— K : Redundant

ZORFITIE, showpower =<2 RIZL VY, EEFBREA T4 LT =Dl FITHE S

N7=EF— K& L T Redundant ﬁ)%méﬂifh

\EATNZEN 1 BT OHY £,

Router# show powerMain PSU
Configured Mode Redundant
Current runtime state same : No

Total power available 250 Watts
POE Module
Configured Mode Redundant

Current runtime state same : No

Total power available 0 Watts
Router#
f5l . EEIRDEFEE— F : Boost

Z OFITIX
%%Fkﬁéioumﬁéﬂif
UIA L NT—

Router# configure terminal
Enter configuration commands,
Router (config) # no power main redundant
Router (config) #
*Jan 31 03:35:22.284:
Router (config) #
Router (config) # exit
Router#
*Jan 31 03:36:13.111:
Router# show power
Main PSU

Configured Mode

%SYS-5-CONFIG I:

Boost

Current runtime state same Yes

Total power available 1450 Watts
POE Module

Configured Mode Redundant

Current runtime state same Yes

Total power available 500 Watts

Router#

. power main redundant avr RO no &M LT, EF
2D, FEIRIL1450W D Boost E— K, A
1% 500 W @ Redundant & — FIZFREINET,

one per line.

$PLATFORM POWER-6-MODEMATCH:

AT HTIE 450 W OFEPE 100 W D

ﬁ?ﬁ‘Boost

End with CNTL/Z.

Inline power is in Redundant mode

Configured from console by console
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maases rE BN [

5 : PoE EIRMDEEEE— F : Boost

Z OfFITCIL, power inlineredundant =~ > RO noREHEH LT, £ T4 /T —
%Boost—'E~ RIZBRELLI ELTWET, T A L /NT—DF— KNiL, BoostE—

IIEEINFH A, Boost E— FNIZEHE T 5I21L, Redundant &— K Cff A HEZ:
r‘fw‘?jj ELTI000W BB L 72 D720 T, A 7 A 737 —0F— KX Redundant
T, ZAUE, POEEY 2—/LOKRDEIZ L » TRENET,

®* Configured Mode : Boost

® Current runtime state same : No

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # no power inline redundant

Router (confiqg) #

*Jan 31 03:42:40.947: SPLATFORM POWER-6-MODEMISMATCH: Inline power not in Boost mode
Router (confiqg) #

Router (config) # exit

Router#

*Jan 31 03:36:13.111: %SYS-5-CONFIG I: Configured from console by console

Router# show power

Main PSU :
Configured Mode : Boost
Current runtime state same : Yes
Total power available : 1450 Watts
POE Module :

Configured Mode : Boost

Current runtime state same : No

Total power available : 500 Watts
Router#

{E AR 8E7%: PoE &

A EL PoE £ = — /L C PoE %8B 2 FH Al RBIC 3~ 2 12id. EBIE LG 3L 288 7155 500 W
U ETHAIMENHD 7,

)

GE) AN PoE B ¥ = — /L "C PoE #4RESENET 5 2 & A #8551 1% show platform =2~ > R LY
show power =~ > K& LT, /L—% D PoE & DO FPEA MiGE L £,

M POE H— B ZE Y 2 — /L IC 14372 PoE B2 5 2 & 2454 5121%. show platform
a~v K& showpower =2~ REFEHA L, EERIBLIOPOE A > \—F DT » MEIZESH
T. EHTHEZ: POE B EZHE L £,

PO B X UPI EEFOMEAMAL T, RENE (FFEFEA) 2RkDFEI, KIZ. PoEl BILOY
PoE2 DEFRA L X=X DfEEFEA LT, POEREBEHELZHEAL E7,

FEOREIHAL L TWD B 58T — FOfl2, ROKRITRLET,

Pt L CWV D PoE P—E A £ 22— /LT PoE BEREMEIMET B 72D121%. EDOEKF|D PoE
KBS OEN500W LLETHDMERDH Y 97,
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| GRS

\)

() ANPoEEY 2 — LV EHATDHRIC, N—HIZERA v AA—F—ZBMLET, ZDOLIITL
2Nk POERRENEN D TH-oT2L LTH, EBPoEEY 22—/l LY PoEENMEH X
U9, PoE MERENMEUNITHERE S B A7 DIV 2a— NV E2 ) T — T A0 ERAELE T,

EEFETENE— FE LT Boost £7-13 Redundant 3% 7ET 5 & . PoE #AE B OEICEEN
HRULBZERH F9,

WDFRIT, WEHEEZY v I TORLET, TEROU v T, TEEFERPO) BIO IF
FBIRPL) PN RENET, PoEA v X—Z—D U » M, [PoE0] B X TPoEl]) IR

SnET,
= 28:BEE— K
E—FD|XER |XEBR |HREE—|#LFEHE PoE0 PoE1 SRTEE— |PoE#RE
5l PO P1 N (XE N hE
HED)
1 450 2L Redundant | 450 2L 500 Redundant | ¢ (7p
FoE E S L)
Boost Boost
2 450 450 BOOST |900 2L 500 Redundant | ¢ (7
E S L)
Boost
3 450 450 T 450 500 2L Redundant | ¢ (7p
EFE | L)
Boost
4 1000 L Redundant | 1000 500 2L Redundant | 500
E e T2
Boost Boost
5 1000 450 T 450 500 500 Redundant | ¢ (7p
EFE | L)
Boost
6 1000 450 BOOST 1450 500 500 BOOST |500
7 1000 1000 T 1000 500 500 BOOST |500
8 1000 1000 BOOST (2000 500 500 BOOST |1000
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maases rE BN [

6=

FRROETIE, 500WLLED PoEMRBE N EMPERAFREIC/ARBIZ1E, (EEBERD) [HREE]
21000 W LL E T2 iUz 8 A,

PoE#RFENEN1000W (EFLOE— FHI8 ZHM) DA, 1000W DEFEIR (Boost E— K)
MN2HELE. POEA L/ X—% (Boost B— K) M2 HMETT,

EIR & BIA = F 2B HTBICIE (BRI Boost B— RTEMEL TV A AR EENL
ETT, MIHEENDN, | OB T CHAGFTRERE N A B2 TV DA, ZOIRETER
EROANT EN— RO =T PHEETDHIAREERH Y £3, ZOREE. /7\7Aﬁ REEITR -
DA TERVIRBIZ 2D 2 ERHD £7,

FIEEIZ, —ERX TV 22— /W PoE ENEMAET D PoE A o \—X—N 1 BETOHAE, =
DIREETPOEA v /N—F —ZWMOHNT &, N— Ry =T RNEEGEL, VAT ANRREEEIIHE
AR D2 ERBH Y 77,
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N TRALASEY) T4 DHXRTE

CiscoNf 7T_XAZE VT4 (HA) 77 /0 =2k, Xy hU—=7DEDESTHRAEL
BHHENSREIZY A NY TE, Ry NI BIRORENER LET, XY FTU—27 D
IN=R 2T YT MU =TE, Cisconnd TATEVT 4 77 /ny— LT, il
MOHGRIZY ARV FTHZ LA T, 2=V Xy b= T 7V r— g VIR L CEE
OFEIEZ TR L 9,
T, TRA ATV RO ] IMEEEZ R ET D B O W T L E T,

* Cisco N1 T_XATZEUT 41220 T (255 X—7)

sV —UHNA TR TEYT 4 (255 =)

s W7 + U —F 4 v T (256 X—3)

* Cisco N1 TXATEVT 4 DOFE (257 _—)

Cisco /N1 FARALSEYTFT4IZDL\T

N—ZMBDON— R 2 T7BIRXY 7 N7 7T—F%T77FviE. HHPERy NT—F A
R NORERFIIN—FDOT v T2 A LEHEFITHEICEHFSINTWDED, T3TO
Xy NU—7 UFUFTRRT v I ZALEEBTIINERLET,

ZZTIE, Cisco8300 V'V —X oY 7Ty 73— THEAESND A aDE A AED—
ERICOW T L E 9,

sy =N TRATEV T 4 (255 =)

s MHM 7+ U —F 4 v T (256 =—3)

vxY—IRINA TARATE) T«
Yy —THNAg TRATEY T 4 (HA) BEEEIS. Ry 7 AV —KRy 7 AEMH#ERE L HIFEX

nNEV, Yy—rEETHEEFRTSE, HEICANY 7T v 7 LTEET BT 314 A2
THERETEET, W< ODPDT 2 — VA —R_—FMESNCTT I T 4 TT A ABWRET
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AN 5 N :O)%E‘E g&fﬁ(% i—é—o 71“‘/Vﬂ"“ﬁ/§%i)§§%ﬁzj‘é <1:‘ |:fj[i;ﬁf£< AH IR 5:‘/\‘
A ADBBIEUE, a— AT TV T ORELL | AT 4 TERES 27 OFITEBBLET,
TRA VB =T =2 ADTN—FF, LRI A—T IR ET, RORI, 7277 4 7/%
BN FARLADYF ) AEFRLTOET, 72, 1DOREA 2 F—T = A Z&FHFSTA
A ADRTIZONT, TR NV—=TERETDHEEZRLET,

4RI IN—TDERE

N
O Active
@ Standby
Virtual IP1 | @ Virtual IP 1
Virlual MAC 1 Virlual MAC 1
_'—\ I
f & b i ! N
Control Link i
Router 1 Group A Interface Interlink Router 2
Dala Link
| | ., \ /
\\.___ P4 L L
Virtual IP 2 Virtual IP 2
Virtual MAC 13&1 % Virlual MAC 2

REARER 2 hr— A ) v 7 BROT =4 R v 72X TT A ARG INE T, =
Yha—=n U UE TN ADRAT =R AEBETHIDIERINET, T—XRHY
I RS TAT— NI AEREEEEL, a— AV EATF 47 70— |2 LTAF— K7L F—
AR—2%FFEHLET, TEA LV F—T 24 ADZEXTIIRCL—EDIDEE (R L HEVNE
T) TREINET, 7 ZATOY v —VHHAREDFHEMIZOWTIX, ¥ —T AT
RATEVT 4 OFE 257 2—=) ML TLIEEN,

MABMIAT—T 14 VTR

WIFET7 4T —F 4> 7t (BFD) X, T XCOAT 4T AT, A7l bRad,
BXOL—F 4 7 70 b 3O ER T oliik S A EER 2RI 5 Lo RSN
7ot~ m k2T, BFDIX, Rk SAEFEZSEH THRIET 272100 T, Xy NU—27 %
HEOZOIC-E L-EERH N2 LET, *v NU—7FHEFEIIBFD 235 2
LT, SESERL—T 47 7 FI)LOHELLO A AW = AL XY, BEEE TIER< —
EIHE CHAE N AEELRHTE D720, Xy hT—2r Ta7ry A ) TRBIVNT T =07
MR £, £72. HIURREFE OEEMENME- L, PRIFRRICZR D 37,

BFD OFEMIZ-DUWTlE, [P Routing: BFD Configuration Guide] @ [Bidirectional Forwarding
Detection] ZZM L T 7230,
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| M 7RA45EUTF1DEE
wrEaz+7—5¢ v ommtron—r |

MARMIAT—T 4 FHEAT7O—F

W7 AT —T 4 > TRRA 72— N¥RIE, BEERIIC 5 R 2 584G 5 72912,
BDFtysas VB HA T3 V—FT (7 oo N F 70— RT&x5k51CLEd, BFD A
Ta—RIckY, v—F 47 F—TNHHEDOEOIRE R EERT N Y b (A v E—
V) BNA—T 47 7 haVkETHI LT, 2R Rry hU—7 arR—=V 2R
WRFf 23 EfE SVE T, BFD A7 v — ROFKE (258 X—) 2L T &N,

Cisco /N1 FRASEY T4 DEE
c X —URINA TRATEUT 4 OFRE (257 %—)
« W7 4T —F 4 7 DOFE (258 ~—)
sV —UHINA TRATE YT ¢ ORBEE (259 X—)

*BFD 47 12— RORFE (266 ~=X—3)

O —IRINA TRASEYT A DETE

AR H

T IT 4T TNRAAERF N FNA AL, FIEAA—=T3 D CiscolOSXE Y 7 hU =
TEFEATTAHAVLERHY 97,

T IT AT THRARLAZ L SAF, KA Z O L2 e 2 L TRt T 2 ERH Y
£7,

CHADARF T A= =BT DHLI, WMHFDT A A TRy hU—7 X
AL 7ahan (NTP) 2RTT 50, 70y 7 #RUICGHRETHILERH Y £,

TS OEMARFIDTOIC, T2 T 4 T T/ AL AL LS T3, ADFJFC Virtual
Route Forwarding (VRF) % [f] UHF CERT HLERH Y 77,

cBIERHHIZ, 2 AL TV MRS 5720, TARTOREY 7 B80T —% Vs T
RANCTDRERHY £,

* Gigabit EtherChannel 7¢ £ O# BRI TR/ U v 7 % HlEISAB LT — & S AfEHT
HILENH Y £7,

HFIEIE

ARV T AV =R T AT U r—5 DT 2— VA —_"—WIE, FERY 7 AV —Ry
JAT IV r—2 g TIREVELI R £,

* LAN B8XO'MESH v 7 U AR —hIvEHE A,

Cisco Catalyst 8300 # & U Catalyst8200 > ) —X Ty 75y k74 —L YT bz 7avI4F¥aL—av 14K |



N TRASEYT40HEE |
B srasr9—5ov08%

s VREIZVHR—FEINTELT, ZBFWE A A%T —2 B L OHIEA X —7 = A ATITH
ETEERA,

* Front Panel Gigabit Ethernet (FPGE) A > % —7 = A A THHR— F SN 5 MAC DK
Bz, 77 v b7 —LIZL o TERY 3, FPGE A ' Z —7 = A ATHONTIL,
[Hardware Installation Guide for Cisco Catalyst 8300 Edge Platform]] ZZM L T 723\,

C ABUNA TN REREINTREIT, AF— T v T ar74¥ab—va 0
ST, FTar 74 Fal—vaEAINET, 77747714 AnbEER
TEF AT DI, AX A T34 AT writememory 2~ > K& 3479 5 LB H
HYET,

x—LBNA TRASEY T4 DERERE
= TD Y — R A AEORRE DM OV TIL, [P Addressing: NAT Configuration
Guide, Cisco IOS XE Release 3SJ] #Z&f L T 72E0,

— » En'_l_l
MARMIPZAT—T 429 DEE
EFHF DT /34 2 TP BFD O EIZ DWW TIL, [P Routing BFD Configuration Guide] %
LTL &N,

BFD =2~ RIZDWTIiX, [CiscoIOS IP Routing: Protocol-Independent Command Referencel] %
ZRLTIZSN,

BFD A& 70— FMD&E

LESESL]
«BFD X—Y g v 1 OAVR—MENET,

CcINEHRETHE, ATE—FRENEBFD By Y a IR AR— KX, RP O BFD
tyvig i R—FENETA,

«BFD OFFEME— FEiZoa—2 LE— REZTR I R—bENET,
SN I EFEBIBFD £y > a BN R—FENFT,

*BFDN— KU x7 A7 — KX, =a—7LE—KDIPvd kT a r TOLYR—FZ
7,

*BFDA7r—RiX, K=K F¥ RV A H—T 24 ATORYFR—FINET,
*BFD A 78— FRiX, /=¥y b A ¥ —T=2—ZARICOHRYF—FZNET,
«BFD A 71— KX, IPv6 BFD £ v ¥ a2 > ClE¥R— hEnEH A,

«BFD A7 = — Ri&, TE/FRR #fi/l$ % BFD v a3 Tl AR—FIhEEA,
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| M 7R45EUF1 D5

so—sfing 715y 7o ]

BFD & 70— FDEREAHE

BFD 4 7 v — NEEREIET 7 4/ h TA X =T WMCHEESNTWET, /b— bk 7ut v ¥ TBFD
N=RU 7 F7r— REHRECTEET, dHMICONTIL, [ConfiguringBFDJ & [P Routing

BFD Configuration Guide] Z#ZM L T 72 &0,

VX =R TRASEY T 14 DIREE

Ty —UEE A AN EREET A2, RO show <> REFHALEI,

N

GE)

TV —UENA TRA TN T 4 OFREICET ARRSRM E~v=a T A~D Y 73,
VINA TRATEY T 4 OFRE 257 2X—=) [TV A RS TWET,

vy —

« show redundancy application group [group-id | all]
+ show redundancy application transport {client | group [group-id]}
« show redundancy application control-interface group [group-id]

« show redundancy application faults group [group-id]

« show redundancy application protocol {protocol-id | group [group-id]}

» show redundancy application if-mgr group [group-id]

« show redundancy application data-interface group [group-id]

WOBNY, TNARAATHREESNEZTNET )V r—y a3 v v —7%77LET,

Router# show redundancy application group

Group ID Group Name State
1 Generic-Redundancy-1 STANDBY
2 Generic-Redundancy?2 ACTIVE

ROBNZ, TR 7V r—rary ZA—710ffME R~ LET,

Router# show redundancy application group 1
Group ID:1
Group Name:Generic-Redundancy-1

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: STANDBY

Peer Role: ACTIVE

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-one
RF state: STANDBY HOT
Peer RF state: ACTIVE

OB, TET 7V r—ay ZJ—72 Oz R LET,

Router# show redundancy application group 2
Group ID:2
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Group Name:Generic-Redundancy2

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: ACTIVE

Peer Role: STANDBY

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-two
RF state: ACTIVE
Peer RF state: STANDBY HOT

ROFNE, TRT SV r—ray N7 UAR—KN 7747 FOFHMERLET,

Router# show redundancy application transport client

Client Conn# Priority Interface L3 L4

( 0O)RF 0 1 CTRL IPV4 SCTP

( 1)MCP_HA 1 1 DATA IPV4 UDP_REL
( 4)AR 0 1 ASYM IPV4 UDP

( 5)CF 0 1 DATA IPV4 SCTP

kOFNL, TET 7V r—v a3y hIFUVAR—N TV —TOREDFHEMERLET,

Router# show redundancy application transport group
Transport Information for RG (1)
Client = RF

TI conn _id my ip my port peer ip peer por intf L3 L4

0 0 192.0.2.8 59000 192.0.2.4 59000 CTRL IPV4 SCTP
Client = MCP_HA

TI conn_id my ip my port peer ip peer por intf L3 L4

1 1 10.10.2.10 53000 10.10.6.9 53000 DATA IPV4 UDP_REL
Client = AR

TI conn _id my ip my port peer ip peer por intf L3 L4

2 0 192.0.2.3 0 192.0.2.3 0 NONE IN NONE L3 NONE L4
Client = CF

TI conn _id my ip my port peer ip peer por intf L3 L4

3 0 10.10.2.10 59001 10.10.6.9 59001 DATA IPV4 SCTP

Transport Information for RG (2)
Client = RF

TI conn_id my ip my port peer ip peer por intf L3 L4

8 0 192.0.2.8 59004 192.0.2.2 59004 CTRL IPV4 SCTP
Client = MCP_HA

TI conn _id my ip my port peer ip peer por intf L3 L4

9 1 10.10.2.10 53002 10.10.6.9 53002 DATA IPV4 UDP_REL
Client = AR

TI conn _id my ip my port peer ip peer por intf L3 L4

10 0 192.0.2.3 0 192.0.2.3 0 NONE IN NONE L3 NONE L4
Client = CF

TI conn _id my ip my port peer ip peer por intf L3 L4

11 0 10.10.2.10 59005 10.10.6.9 59005 DATA IPV4 SCTP

ROBNT, TRT 7V r—var b UAR—F Z—7 1 OREDFMEZRLET,

Router# show redundancy application transport group 1
Transport Information for RG (1)
Client = RF

TI conn id my ip my port peer ip peer por intf L3 L4

0 0 192.0.2.8 59000 192.0.2.4 59000 CTRL IPV4 SCTP
Client = MCP_HA

TI conn id my ip my port peer ip peer por intf L3 L4

l Cisco Catalyst 8300 & & U\ Catalyst8200 & ) —X Tv ¥ 75y hI4—L YT bIz7 avI4FalL—Sav HAFK



| n7r15Ey7 108
So—SBNAg TRLSEY T 4 OREE .

1 1 10.10.2.10 53000 10.10.2.10 53000 DATA IPV4 UDP_REL
Client = AR

TI conn_id my_ip my port peer ip peer por intf L3 L4

2 0 192.0.2.3 0 192.0.2.3 0 NONE_IN NONE L3 NONE L4
Client = CF

TI conn_id my_ip my port peer ip peer por intf L3 L4

3 0 10.10.2.10 59001 10.10.2.10 59001 DATA IPV4 SCTP

ROBNT, TRT 7V r—vay b UAR—F Z—72 ORFEDFHFMERLET,

Router# show redundancy application transport group 2
Transport Information for RG (2)
Client = RF

TI conn_id my ip my port peer ip peer por intf L3 L4

8 0 192.0.2.8 59004 192.0.2.4 59004 CTRL IPV4 SCTP
Client = MCP_HA

TI conn_id my ip my port peer ip peer por intf L3 L4

9 1 10.10.2.10 53002 10.10.2.10 53002 DATA IPV4 UDP_REL
Client = AR

TI conn_id my ip my port peer ip peer por intf L3 L4

10 0 192.0.2.3 0 192.0.2.3 0 NONE_IN NONE L3 NONE L4
Client = CF

TI conn_id my ip my port peer ip peer por intf L3 L4

11 0 10.10.2.10 59005 10.10.2.10 59005 DATA IPV4 SCTP

kOFNL, MET 7V r—Yaryavba—b A Z—T xR T )—TDOREDHEME T
| =

Router# show redundancy application control-interface group

The control interface for rg[l] is GigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BEFD Enabled

Interface Neighbors:

Peer: 192.0.2.4 Active RGs: 1 Standby RGs: 2 BFD handle: 0

The control interface for rg[2] is GigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BEFD Enabled

Interface Neighbors:

Peer: 192.0.2.4 Active RGs: 1 Standby RGs: 2 BFD handle: 0

kOFNL, MET 7V r—Yaryaryba—)b A Z—Tx AR T)—TF1DOREOEME
RLET,

Router# show redundancy application control-interface group 1

The control interface for rg[l] is GigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BFD Enabled

Interface Neighbors:

Peer: 192.0.2.4 Active RGs: 1 Standby RGs: 2 BFD handle: 0

WoFL., TET7 SV Ar—Yaryaryhae—b A X2 —TxA R T IN—T2 DFEDHME
%L/iﬁ‘o

Router# show redundancy application control-interface group 2

The control interface for rg[2] is GigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BFD Enabled

Interface Neighbors:

Peer: 192.0.2.4 Active RGs: 1 Standby RGs: 2 BFD handle: 0O

ROBNT, TRT 7V r—var 74—V N ZA—TOREDFHEMERLET,

Cisco Catalyst 8300 # & U Catalyst8200 > ) —X Ty 75y k74 —L YT bz 7avI4F¥aL—av 14K |



N TRASEYT40HEE |
B o—m s 7raseyFcomiE

Router# show redundancy application faults group
Faults states Group 1 info:

Runtime priority: [50]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 2
Faults states Group 2 info:

Runtime priority: [135]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 2

"N, TETFVr—yay 73—k ZA—7F 1 ICEEORTEDFMERLET,

Router# show redundancy application faults group 1
Faults states Group 1 info:

Runtime priority: [50]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 2

WOBENZ, MET 7V r—yay 74—/ s ZJA—7 2 IR OREDFHFME R LET,

Router# show redundancy application faults group 2
Faults states Group 2 info:

Runtime priority: [135]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 2

wOWNL, TETZ 7V r—y gy 7Fa hal SV —TOREOFHMETLET,

Router# show redundancy application protocol group
RG Protocol RG 1

Role: Standby

Negotiation: Enabled

Priority: 50

Protocol state: Standby-hot

Ctrl Intf(s) state: Up

Active Peer: address 192.0.4.2, priority 150, intf Gi0/0/0
Standby Peer: Local

Log counters:

role change to active: 0

role change to standby: 1

disable events: rg down state 1, rg shut 0

ctrl intf events: up 2, down 1, admin down 1
reload events: local request 0, peer request 0

RG Media Context for RG 1

Ctx State: Standby

Protocol ID: 1

Media type: Default

Control Interface: GigabitEthernet0/0/0

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000
Peer Hello timer: 3000, Peer Hold timer: 10000
Stats:

Pkts 117, Bytes 7254, HA Seq 0, Seqg Number 117, Pkt Loss O
Authentication not configured

Authentication Failure: 0

Reload Peer: TX 0, RX 0

Resign: TX 0, RX 0

Active Peer: Present. Hold Timer: 10000
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Pkts 115, Bytes 3910, HA Seg 0, Seqg Number 1453975, Pkt Loss 0

RG Protocol RG 2

Role: Active

Negotiation: Enabled

Priority: 135

Protocol state: Active

Ctrl Intf(s) state: Up

Active Peer: Local

Standby Peer: address 192.0.4.2, priority 130, intf Gi0/0/0
Log counters:

role change to active: 1

role change to standby: 1

disable events: rg down state 1, rg shut 0
ctrl intf events: up 2, down 1, admin down 1
reload events: local request 0, peer request 0O

RG Media Context for RG 2

Ctx State: Active

Protocol ID: 2

Media type: Default

Control Interface: GigabitEthernet0/0/0

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

Stats:

Pkts 118, Bytes 7316, HA Seqg 0, Seqg Number 118, Pkt Loss O
Authentication not configured

Authentication Failure: 0O

Reload Peer: TX 0, RX 0

Resign: TX 0, RX 1

Standby Peer: Present. Hold Timer: 10000

Pkts 102, Bytes 3468, HA Seq 0, Seqg Number 1453977, Pkt Loss 0

wOWNL, TTET7 7V r—yay Fa hal ZJ0—7F 1 OREDFHEME TS LET,

Router# show redundancy application protocol group 1
RG Protocol RG 1

Role: Standby

Negotiation: Enabled

Priority: 50

Protocol state: Standby-hot

Ctrl Intf(s) state: Up

Active Peer: address 192.0.4.2, priority 150, intf Gi0/0/0
Standby Peer: Local

Log counters:

role change to active: 0

role change to standby: 1

disable events: rg down state 1, rg shut O

ctrl intf events: up 2, down 1, admin down 1

reload events: local request 0, peer request 0

RG Media Context for RG 1

Ctx State: Standby

Protocol ID: 1

Media type: Default

Control Interface: GigabitEthernet0/0/0

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000
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Peer Hello timer: 3000, Peer Hold timer: 10000

Stats:

Pkts 120, Bytes 7440, HA Seq 0, Seqg Number 120, Pkt Loss O
Authentication not configured

Authentication Failure: O

Reload Peer: TX 0, RX O

Resign: TX 0, RX 0

Active Peer: Present. Hold Timer: 10000

Pkts 118, Bytes 4012, HA Seqg 0, Seqg Number 1453978, Pkt Loss 0

wOWNL, TTET7 ) r—yay Fa hal ZJ—7F2 OREDFHEME TS LET,

Router# show redundancy application protocol group 2
RG Protocol RG 2

Role: Active

Negotiation: Enabled

Priority: 135

Protocol state: Active

Ctrl Intf(s) state: Up

Active Peer: Local

Standby Peer: address 192.0.4.2, priority 130, intf Gi0/0/0
Log counters:

role change to active: 1

role change to standby: 1

disable events: rg down state 1, rg shut 0

ctrl intf events: up 2, down 1, admin down 1

reload events: local request 0, peer request 0

RG Media Context for RG 2

Ctx State: Active

Protocol ID: 2

Media type: Default

Control Interface: GigabitEthernet0/0/0

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

Stats:

Pkts 123, Bytes 7626, HA Seq 0, Seqg Number 123, Pkt Loss O
Authentication not configured

Authentication Failure: O

Reload Peer: TX 0, RX O

Resign: TX 0, RX 1

Standby Peer: Present. Hold Timer: 10000

Pkts 107, Bytes 3638, HA Seq 0, Seq Number 1453982, Pkt Loss O

wOWENL, TETF )V r—yay Fa hall ORTEOFMERLET,

Router# show redundancy application protocol 1
Protocol id: 1, name: rg-protocol-1l

BFD: ENABLE

Hello timer in msecs: 3000

Hold timer in msecs: 10000

OVLD-1l#show redundancy application protocol 2
Protocol id: 2, name: rg-protocol-2

BFD: ENABLE

Hello timer in msecs: 3000

Hold timer in msecs: 10000

WL, WET IV r—Yar A v B —T A A X —% TA—TOREDHEMERL

£,
Router# show redundancy application if-mgr group
RG ID: 1
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interface GigabitEthernet0/0/3.152
VMAC 0007.b421.4e21

VIP 203.0.113.1

Shut shut

Decrement 10

interface GigabitEthernet0/0/2.152
VMAC 0007.b421.5209

VIP 203.0.113.4

Shut shut

Decrement 10

RG ID: 2

interface GigabitEthernet0/0/3.166
VMAC 0007.b422.14d6

VIP 203.0.113.6

Shut no shut

Decrement 10

interface GigabitEthernet0/0/2.166
VMAC 0007.b422.0d06

VIP 203.0.113.9

Shut no shut

Decrement 10

OB, TET 7TV r—varv A v F =Tz ATy INA—T 1 BIOITL—TF2
DR EDFHEMAZ R LET,
Router# show redundancy application if-mgr group 1
RG ID: 1

interface GigabitEthernet0/0/3.152
VMAC 0007.b421.4e21

VIP 203.0.113.3

Shut shut

Decrement 10

interface GigabitEthernet0/0/2.152
VMAC 0007.b421.5209

VIP 203.0.113.2

Shut shut

Decrement 10

Router# show redundancy application if-mgr group 2

RG ID: 2

interface GigabitEthernet0/0/3.166
VMAC 0007.b422.14d6

VIP 203.0.113.5
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Shut no shut

Decrement 10

interface GigabitEthernet0/0/2.166
VMAC 0007.b422.0d06

VIP 203.0.113.7

Shut no shut

Decrement 10

ROBNT, TET TV r—yar T =2 A48 —T =2 AT N—TOREDFMERLET,

Router# show redundancy application data-interface group
The data interface for rg[l] is GigabitEthernet0/0/1
The data interface for rg[2] is GigabitEthernet0/0/1

woOHNE, TET 7V r—yary T—H A2 —Txf AT N—F1RBIOITNV—TF 2 |T[H
HOREDFMETRLET,

Router# show redundancy application data-interface group 1
The data interface for rg[l] is GigabitEthernet0/0/1

Router # show redundancy application data-interface group 2
The data interface for rg[2] is GigabitEthernet0/0/1

BFD #+27 O0— FD#&EL
FNA AD BFD 47 10— FEREARIEB L OERT 5101, koo~ r REFHLET,

)

GCE) BFDA7u— FOREIZOWTIX, MIFMT7 4TV —F 4 T ORE (2582—) IZHHANH
D E9,

» show bfd neighbor s [details]
« debug bfd [packet | event]
« debug bfd event

show bfd neighbors =~ > Fi&, BFD M#ERfRT —F X—2A 2K R LET,

Router# show bfd neighbor

IPv4 Sessions

NeighAddr LD/RD RH/RS State Int

192.0.2.1 362/1277 Up Up Gi0/0/1.2
192.0.2.5 445/1278 Up Up Gi0/0/1.3
192.0.2.3 1093/961 Up Up Gi0/0/1.4
192.0.2.2 1244/946 Up Up Gi0/0/1.5
192.0.2.6 1094/937 Up Up Gi0/0/1.6
192.0.2.7 1097/1260 Up Up Gi0/0/1.7
192.0.2.4 1098/929 Up Up Gi0/0/1.8
192.0.2.9 1111/928 Up Up Gi0/0/1.9
192.0.2.8 1100/1254 Up Up Gi0/0/1.10

debug bfd neighbor detail =~ > Kit. BED /3% v MBS 558y Zile £R LET,

Router# show bfd neighbor detail
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IPv4 Sessions

NeighAddr LD/RD RH/RS State Int
192.0.2.1 362/1277 Up Up Gi0/0/1.2
Session state is UP and not using echo function.

Session Host: Hardware

OurAddr: 192.0.2.2

Handle: 33

Local Diag: 0, Demand mode: 0, Poll bit: 0

MinTxInt: 50000, MinRxInt: 50000, Multiplier: 3

Received MinRxInt: 50000, Received Multiplier: 3

Holddown (hits): 0(0), Hello (hits): 50(0)

Rx Count: 3465, Rx Interval (ms) min/max/avg: 42/51/46

Tx Count: 3466, Tx Interval (ms) min/max/avg: 39/52/46

Elapsed time watermarks: 0 0 (last: 0)

Registered protocols: CEF EIGRP

Uptime: 00:02:50

Last packet: Version: 1 - Diagnostic: 0
State bit: Up - Demand bit: 0
Poll bit: 0 - Final bit: O
C bit: 1
Multiplier: 3 - Length: 24
My Discr.: 1277 - Your Discr.: 362
Min tx interval: 50000 - Min rx interval: 50000

Min Echo interval: 0

show bfd summary =~ > %, BFD OB EEHRZFR R L E7,

Router# show bfd summary
Session Up Down
Total 400 400 0

show bfd drops =~ FiZ, BFD TRr vy I/ 7ry hOFERRLET,

Router# show bfd drops
BFD Drop Statistics

Ipv4 IPVG6 IPV4-M IPV6-M MPLS_PW MPLS_TP_LSP

Invalid TTL 0 0 0 0 0 0
BFD Not Configured 0 0 0 0

No BEFD Adjacency 33 0 0 0 0 0
Invalid Header Bits 0 0 0 0 0 0
Invalid Discriminator 1 0 0 0 0 0
Session AdminDown 94 0 0 0 0 0
Authen invalid BFD ver O 0 0 0 0 0
Authen invalid len 0 0 0 0 0 0
Authen invalid seqg 0 0 0 0 0 0
Authen failed 0 0 0 0 0 0

debug bfd packet =~ > Ni%, BFD fillffi/ <7 > MBI 27 Ny ZiE#ER R LET,

Router# debug bfd packet

*Nov 12 23:08:27.982: BFD-DEBUG Packet: Rx IP:192.0.2.1 1d/rd:1941/0 diag:0(No Diagnostic)
Down C cnt:4 ttl:254 (0)

*Nov 12 23:08:27.982: BFD-DEBUG Packet: Tx IP:192.0.2.1 1d/rd:983/1941 diag:3 (Neighbor

Signaled Session Down) Init C cnt:44 (0)

*Nov 12 23:08:28.007: BFD-DEBUG Packet: Rx IP:192.0.2.1 1d/rd:1941/983 diag:0 (No

Diagnostic) Up PC cnt:4 ttl:254 (0)

*Nov 12 23:08:28.007: BFD-DEBUG Packet: Tx IP:192.0.2.1 1d/rd:983/1941 diag:0 (No
Diagnostic) Up F C cnt:0 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Rx IP:192.0.2.1 1d/rd:1941/983 diag:0 (No
Diagnostic) Up FC cnt:0 ttl:254 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Tx IP:192.0.2.1 1d/rd:983/1941 diag:0 (No
Diagnostic) Up C cnt:0 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Rx IP:192.0.2.3 1d/rd:1907/0 diag:0(No Diagnostic)
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Down C cnt:3 ttl:254 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Tx IP:192.0.2.3 1d/rd:993/1907 diag:3 (Neighbor
Signaled Session Down) Init C cnt:43 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Rx IP:192.0.2.1 1d/rd:1941/983 diag:0 (No
Diagnostic) Up C cnt:0 ttl:254 (0)

*Nov 12 23:08:28.626: BFD-DEBUG Packet: Rx IP:192.0.2.3 1d/rd:1907/993 diag:0 (No
Diagnostic) Up PC cnt:3 ttl:254 (0)

*Nov 12 23:08:28.626: BFD-DEBUG Packet: Tx IP:192.0.2.3 1d/rd:993/1907 diag:0 (No
Diagnostic) Up F C cnt:0 (0)

*Nov 12 23:08:28.645: BFD-DEBUG Packet: Rx IP:192.0.2.3 1d/rd:1907/993 diag:0 (No
Diagnostic) Up C cnt:0 ttl:254 (0)

*Nov 12 23:08:28.700: BFD-DEBUG Packet: Rx IP:192.0.2.3 1d/rd:1907/993 diag:0 (No
Diagnostic) Up FC cnt:0 ttl:254 (0)

*Nov 12 23:08:28.700: BFD-DEBUG Packet: Tx IP:192.0.2.3 1d/rd:993/1907 diag:0 (No
Diagnostic) Up C cnt:0 (0)

*Nov 12 23:08:28.993: BFD-DEBUG Packet: Rx IP:192.0.2.3 1d/rd:1907/993 diag:0 (No
Diagnostic) Up C cnt:0 ttl:254 (0)

debug bfd event =~ > Ri%, BFD KEBRBICHT LT Ny Z71EREFRLET,

Router# deb bfd event

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.0.2.6, 1d:1401,

handle:77, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.0.2.6, 1d:1401, handle:77,
event :DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.0.2.10, 1d:1400,

handle:39, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.0.2.10, 1d:1400,

handle:39, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.0.2.8, 1d:1399,

handle:25, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.0.2.8, 1d:1399, handle:25,
event :DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.0.2.5, 1d:1403,

handle:173, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.0.2.6, 1d:1403,

handle:173, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.0.2.4, 1d:1402,

handle: 95, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.0.2.4, 1d:1402, handle:95,
event :DOWN adminDown, (0)

*Nov 12 23:11:30.639: BFD-HW-API: Handle 1404: Timers: Tx timer 1000000 Detect timer O
*Nov 12 23:11:30.639: BFD-HW-API: Handle 1404: Flags: Poll 0 Final O

*Nov 12 23:11:30.639: BFD-HW-API: Handle 1404: Buffer: 0x23480318 0x0000057C 0x00000000
0x000F4240 0x000F4240 0x00000000 size 24

*Nov 12 23:11:30.641: BFD-HW-API: Handle 1405: Timers: Tx timer 1000000 Detect timer O
*Nov 12 23:11:30.641: BFD-HW-API: Handle 1405: Flags: Poll 0 Final O

*Nov 12 23:11:30.641: BFD-HW-API: Handle 1405: Buffer: 0x23480318 0x0000057D 0x00000000
0x000F4240 0x000F4240 0x00000000 size 24

*Nov 12 23:11:30.649: BFD-DEBUG Packet: Rx IP:192.0.2.6 1d/rd:1601/1404

diag:7 (Administratively Down) AdminDown C cnt:0 ttl:254 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: V1 FSM 1d:1404 handle:207 event:RX ADMINDOWN
state:UP (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: resetting timestamps 1d:1404 handle:207 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client(CEF) IP:192.0.2.1, 1d:1404,

handle:207, event:DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Packet: Tx IP:192.0.2.1 1d/rd:1404/0 diag:3 (Neighbor
Signaled Session Down) Down C cnt:0 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Packet: Rx IP:192.0.2.1 1d/rd:1620/1405

diag:7 (Administratively Down) AdminDown C cnt:0 ttl:254 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: V1 FSM 1d:1405 handle:209 event:RX ADMINDOWN
state:UP (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: resetting timestamps 1d:1405 handle:209 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client (CEF) IP:192.0.2.1, 1d:1405,
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handle:209, event:DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Packet: Tx IP:192.0.2.7 1d/rd:1405/0 diag:3(Neighbor
Signaled Session Down) Down C cnt:0 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client(EIGRP) IP:192.0.2.7, 1d:1404,
handle:207, event:DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client(CEF) IP:192.0.2.7, 1d:1404,
handle:207, event:DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client(EIGRP) IP:192.0.2.7, 1d:1405,
handle:209, event:DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client(CEF) IP:192.0.2.7, 1d:1405,
handle:209, event:DOWN adminDown, (0)

*Nov 12 23:11:31.035: $DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor 192.0.2.8
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CHAPTER 1 7

X217 AML—DDERTE

X7 A L—URRETIE, BELAREFREE 5L L TR#ETE 7, VPN, IPSec &%
DMOIEXIFRF —XT7 | FRIILHWE, 4 A 76 DAV — RiFFbX—B L ORED 7 LT
YU NVER AL LET, A A AFEAORE S F T, fARICE b IND LR
ICN—RY=2T7DrTAL T U h—ICREESRET,
T7AN TR, ZOWEBIFIN—F =T DIFRANT =% AT Ty b7+ —LTH
MTT, ZOEEIZ, N~ RT 2T DT ARNT U =BT Ty b7 —ATEHHR— b
INFEHA,

ctXaT A ML—=VOaME (271 =)

et X T XML —VOEHE (272 =)

s WAL D AT — & Z DR, on page 273

« 77 v b7 — 2 ID ORERY, on page 274

X7 AML—DDFTE

FIRDHE

1R BHHEIIZ

FI7N T, ZOEIZT Iy h T+ — LA TER T, ZOFRIEIZ, B oTWAES
Ty b7 —LTHEHALET,

1. Config terminal
2. service private-config-encryption
3. do write memory
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FIED
FIE
ARV RFERET IV a Y B8
A7y 71 | Config terminal ar74F¥al—varE—NelBLET,
i -
router#config terminal
R T 7 2 | service private-config-encryption TS5y N T A —ALTEF2UT 4 AL — VRS
Bl B LET,
router (config) # service private-config-encryption|
AT 7 3 | do write memory private-config 7 7 A V& W5 L L, 57 +—~ v
Bl - hORELET,
router (config)# do write memory

151
WIZ, BxX 2T A ML=V A 32 —T ST B0 2R/ LET,

router#config terminal
router (config) # service private-config-encryption
router (config) # do write memory

X7 A FL—DDEDLE

1R BRI
TTY R T —ALTEFaT AL —UKREEENCT DI, ROX AT EEITLET,

FIEDOEE

1. Config terminal
2. no service private-config-encryption
3. do write memory
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FIED

FIE
ARV RFERET IV a Y B8

A7y 71 |Config terminal ar74F¥al—varE—NelBLET,
i -
router#config terminal

A T 7J 2 | no service private-config-encryption TS5y N T A —ALTEF2UT 4 A ML —UHRES
i N LET,
router (config) # no service
private-config-encryption

AT 7 3| do write memory private-config 7 7 A L &H L, FL—r T —
Bl - ~v P TRIFLET,
router (config)# do write memory

151
WIZ, BXa2aT AL =BT 42— ITH0ERLET,

router#config terminal
router (config) # no service private-config-encryption
router (config) # do write memory

ESIEDRXT—52 ADHER

K BALD AT —H 2 &g 5 121E, show parser encrypt filestatus =~ > RZ2fH L £,
WOz~ FEINE, BRBIIFATE 20, 77 A AR LEN TV RNZ L 2R LET,
TrAME 7= 7% 2 ) BATT,

router#show parser encrypt file status

Feature: Enabled

File Format: Plain Text
Encryption Version: Verl

WO~ FHE, BERITE T, 77 A AP LI TNWDLZ e ZRLET, 77 AL
X TS 7% 2 b BT,

router#show parser encrypt file status

Feature: Enabled

File Format: Cipher Text
Encryption Version: Verl
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T35y b7+ —LID DOHERR

FEHED PEF 23 C SUDI GEHE A #7925 121, show platform sudi certificate =~ > K % {#
LET, a~vr FEhnD, 77y b7+ — 41D 2l RICHER TE E7,

gy RHEICH DB OFEBHEIX Cisco Root CA 2048 T, 2 FBILIT ZAadD AL CA (ACT2
SUDICA) T79, 3#%H % SUDIFEHETT,

router#show platform sudi certificate sign nonce 123

MIIDQzCCAiugAwIBAgGIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGI9wOBAQUFADAL
MRYWEFAYDVQQKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENB
IDIwWNDgwHhcNMDQWNTEOM]AxNzEyWhcNMj kwNTEOM)AyNTQyWjAIMRYwFAYDVQOOK
EwlDaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4IBDQAWGOEIAOIBAQCWMrmrp68Kd6ficbalZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuogrpu0hWISEWdovyDOMy5jOAmaHBKeNS8hF570YQXJ
FcjPFtolYYmUQ6iEQDGYeJubTm8sUxJIszR2tKySTMcQr/4NEb7Y9JHcIJ6r8ggBog
VvYgDxFUL4F1pyXOWWgCZe+36ufijXWLbvLdT6ZeYpzPEAPpkKOEStzivMW/VgpSdH
JWnO0f84bcN5wGyDWbs2mAag8EtKpP6BrXruOIIt6ke01a06g580BAKhTCytKmg9l
Eg6CTY5j/e/rmxrbU6YTYK/CEdfHbBc11HP7R2RQgYCUTOG/ rksc35LtLgXfAgED
01EwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFgq0roIlgX9p7L60wEAYJKwYBBAGCNXUBBAMCAQAWDQYJKOZIhveNAQEF
BQADggEBAJ2dhISjQal8dwy3U8pORFBi71R803UXHOjgxkhLtv5MOhmBV rBW7hmW
Ygpao2TB9k5UM8BZ3/sUcuuvVddcrl8J0agxEu5sv4AdEX+5wiWdg+ffy0vhN4TauYuX
cB7w40vXsNgOnbFpligRe61JT37mjpXYgyc81lWhIDtSd917rp77rMKSsHOT81lasz
Bvt9YAretIpjsJyp8gS5UwGHOGikJ3+r/+n6yUA41Ge00caEblfJUSu6ju7AQ7L4
CYNu/2bPPu8XslgYJQk0XuPL1hS27PKSb3TkL4AEqlZKR4OCXPDJOBYVLOfdX41Id
kxpUnwVwwEpxYB5DC2Ae/qPOgRnNhCzU=

MIIEPDCCAYSgAWIBAGIKYQlufQAAAAAADDANBgkghkiGOwOBAQUFADAIMRYWFAYD
VOQKEwW1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwWNDgw
HhcNMTEwWNSMwMTc1N§U3WheNMy kwNTEOMAyNTQyWj AnMO4wDAYDVQQKEWVDaXN7
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOM513THIxXA9tN/hS5qR/6UZRpdd+9aE2JbFkNjht 6gfHKA477AkS
5XAtUs50xDYVt/zEbs1Z2g3+LR6grgKKQVu6JYvHO5UYLBQCj38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZo3gPCpxzprWIDPc1M4 1 YKHUMMOMgmgmg+
xghHIooWS80BOcdiynEbeP5rZ7gRuewKMpl1TiI3WABNjZjnpfjgb6F+P4SaDkGb
BXdGjl30VeF+EyFWLrFjj97fL2+80auv43Qrvnf3d/GfgXj7ew+z/sX1XtEQO]SXJ
URsyMEJj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBW]CCAVYWCWYDVROPBAQD
AgHGMBOGA1UdDgQWBBRIZ2PHxwnDVW7t8cwmTr7i4MAP4 fzAfBgNVHSMEGDAWGBON
88gVHmM6aAgkWrSugiWBf2nsvgjBDBgNVHRSEPDAGMDigNgAOhj JodHRwO18vd3d3
LmNpc2NvImNvbS9zZWN1cmlO0eS9wa2kvY3JIsL2NyY2EyMDQ4LmNybDBOBggrBgEF
BQOCBAQREMEIwWQAYIKwYBBQUHMAKGNGhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jzxJ0cy9jcmNhMIAOOCS5)ZXIwXAYDVROgGBFUWUZBRBgorBgEEAQKV
AQWAMEMwWQQYIKwYBBQUHAGEWNWhOdHA6Ly93d3cuY¥21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERM371yeuEmgcIf£i9b9+GbMSJbi
ZHc/CcC1l01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPub6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
15jUhOWryAK4dvVo8hCjkjEkzu3ufBTJapnv89g90E+H3VKM4L+/KdkUO+52djFKn
hyl47d7cZR4DY4LIUuFM2P1As8Yy]jzoNpK/urSRI14WAI1plR1InH7KND15618yfVP
0IFJZBGrooCRBjOSwWEFv8cpWChbmWdPaCQT2nwIjTfY8c=

MIIDhzCCAm+gAwIBAgIEAJT3DDANBgkghkiGOwOBAQsFADANMQ4wDAYDVQQKEWVD
aXNjbzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMB4XDTEIMTExNDASMzMzN10oXDTI1
MTExNDAS5MzMzNlowczEsMCoGALUEBRMjUE1EOL1dTLUMzN]jUwLTEYWDQ4VVEgU04 6
RKRPMTkONkJHMDUxDJjAMBgNVBAOTBUNpc2NVMRgwFgYDVQQLEWIBQ1QtMiBMaXR1
IFNVREkxGTAXBgNVBAMTEFATLUMzN]jUwLTEYWDQ4VVEwggEiMAOGCSgGSIb3DQEB
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AQUAA4IBDWAWgGEKAOIBAQC6SARWYIMWrRV/x7XQ0gAE+02WmzKki+4arMVBvl19o
GgvJIfkoJDdaHOROSUKEE3gXtd8N31£fKy3TZ+jtHD85m2aGz6+IRx/e/1LsQzi6dl
WIB+N94pgecFBONPROwJIriox1IGD3B43b0hMLkmro4R5Zrs8XFkDo9k1tBU7F207
GEzb/WkO5NLexznef2Niglx9fCDLOHC27BbsR5+03p8jhG0+mvrp8MIdul HKiGin
ZIV4XgTMpl/k/TValepEGZuWM3hxdUZjkNGGlclm+oB8vLX3U1lSL76sDBBoiaprD
rjXBgBIozyFW8tTjh50jMDG84hKD5s311if0Oe4KpgEcnVAgGMBAAGjbzBtMA4GALUd
DWEBR/wQEAwIF4DAMBgNVHRMBAf8EAJAAMEOGAIUJEQRGME SgQgYJKWwYBBAEJFQID
oDUTMONoaXBJRD1VWUpOT1ZJIMENBUkKkhVM1Z1SUVSbF150X1PQOF4TXpvek5Ub31N
UOEwSONnPTANBgkghkiG9wOBAQsSFAAOCAQEAD] tM8vdl f+plWKSKX1C1gQ4aEnD5
pP8T5e4iTer7Y1fbCrHIEEM3mnip+5683299z0H8V7PDpl1ljulHyMFTC+945F9RfA
eAuVIWVb5A9dnGL8MssBJe21VSnZwrWkT1EIdxLYrTiPAQHt116CN77S4u/f710YE
tzPESAGEyGw7rolMEPVGEfaQmYUDAWKEFNBHIuI7c2S1qlwk4WWZ6xxci+1lhaQnIG
pWzapaiAYL1XrcBz4KwFclZZpQT6hHw24jzYaYimvCo+/kSKuA9xNdtSul8ycox0
zKnXQ17s6aChMMt7Y8Nh41z9BDejoOF6/b3sMOwRi+2/4j+6/GhcMRs00g==

————— END CERTIFICTAE

Signature version: 1

Signature:
405C70D802B73947EDBF8DOD2C8180F10D4B3EF9694514219C579D2EDS2F7D583E0F40813FC4E9F549B2EBLIC21725F7C
BIC79F98271E47E780E703E67472380FB52D4963E1D1FBY787B38E28B8E696570A180B7A2F131B1F174EAT79F5DB4765DF67386126D8
9EO7EDF6C26E0A81272EA1437D03F2692937082756AE1F1BFAFBEACD6BEICEFIC84CO61 FACEIFAOFE64DS5AE4AFA086969D0702C536ABD
BSFBEDC47C14C17D02FEBFAF7FS5B24D2932FA876F56B4C07816270A0B4195C53D975C85AEAE3ATAF2DBE293F52423ECB7B853967080A
9C57DA3E4B08B2B2CA623B2CBAF7080A0AEBO9IB2ESB756970A3A27EOF1D17C8A243
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Call Home D& 5E

CallHome #4HEIS. Z U T 4 DNV AT AR "REEA—/LBLI O Web ECTHELFET,

Ry b —E R BHEOEFA =N, FIEXMLX—2O BN T 7V r— 9 v
EDOWYI R HEHNEDOT-DIC, SFIERAvE—VORKNMEHTE I, ZOHBED &M
AERGEE LTE, Ry NU—7 iR — MNEIREOEE—V 7 Xy NU—T XL —
vary v H—~DE A —/LEH, THR—bF Web VA b~DXMLIEE, YRAaDT 7 =0
R —~ (TAC) TEHEHZEHEERT 572D Cisco Smart Call Home V— E 2D A7z &
N0 FET,

ZOEL, WOBETHRINWTVET,

o BERETE HROMERE (277 X—2)
e Call Home OHFijTESAE (278 _X—2)
e Call Home OHEE (278 X—)
« Call Home O EH1E (280 ~—)
B T =F v OFE (307 L—)
+ Call Home fX EHFWMOE R (316 ~2—)
« Call Home OF 7 # /L hRE (322 <X—Y)
o T T —h ITN—TOEEIA X hEavw K (322 2—)
s AvE—VORNE (329 N—)

HAETRH DR

SHEHOY T R 2T )Y =2 TR, ZOFY a— L THIHIN AT R COMEENR Y R— | &
NTWD LR /A, BFTOKREEREEEFHIZOWTUE, ZTEHAOT 7 v F 74+ —2A
YT 2T V=R LTZY V=R ) — " 2SR LT TEEN,

7°? v N7 4 —LDOHR— K, BELWCisco [0S, CatalystOS V7 b7 =7 A A—T DY R—

BT B Z MR T HIZIE. Cisco Feature Navigator Z{# ] L 9", Cisco Feature Navigator
G 7 72 AF HITIE, http://tools.cisco.com/ITDIT/CFN/Z Z /M L T < 72 &\, Cisco Feature Navigator
T 78 AT H0I, YAaDT ATy MILESHY FHA,
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Call Home O |
B contome oanizss

Call Home D RIIREH

Call Home # & ET A= O ORHFESAEEZ IR LET,

cZEEDZITRMAToA v =V ORE RN TE D LI IC, #EEEDEFA—LT R
A (Smart Call Home @ 7 /L& 4§k TIiL/ZH, Call Mode NEL E— R TA X —7 7> T
WAGAIMER) . BiiEs (EE) | EfE#R (T8 2RETHILERLY £,

I B 1O T T 7 AN (ERFAELITZ—TER) 2XETIHILENRDY
¥4, FHTL5ET e T AME, ZEZ T AT ADBRT Yy YL, BEA—ALT R
L A, F721% Cisco Smart Call Home 72 EO BEH—EADOWTNTHHMT Lo THRARY
iﬁ—o
TR T T ANVPE A= Ayt —UREEHEHL TWDGAE, 7L A—)LHRE
7a k3 (SMTP) H—N"EHRETHVLENHY £7,

e L—Z T E A —)L P — "FE 713565 HTTP — N IP e SN TWAMLENH Y £,

+ Cisco Smart Call Home Z {9 25413, 58472 Cisco Smart Call Home ¥— & A Z$&Ht4
BT, THAA AR e LAY — AN NLE T,

Call Home D=

CallHome #REZ LI 2 & BE. BESEM. AU RV, syslogy ATy 7 vay b, B
X0 Tvva ARV MIOWTOFEREELT 77— h AvE—VE2XETEET, 2D
DT T—hF AvE—VF, BFA—NRX—RFELITWeb X—AD A vE—T L LTHREEES
FT, BHOA Y E—Y T —<vy NPLEBERTEZLHDT, K7y hL —E R U
REF AN, FLEIE XML X—RAOHBENTT 7Y r—a L ORBERSELNET, =
OHERETIE, Bt DOZ(E#H (CallHomeFii 77 7 AL EWVD) IZT 77— FEEETEET,
T T AN LI, Ave—UBA T Yo T BRETE E9, CiscoTAC

(callhome@cisco.com) (27 7 — & EEFETHOOFFIERINTmET a7 7 A VPHE
S TWET, /o, MEBOSELET R 7 7 A NVEEHRTHIELTEET,

FMIp A vV DEMEA T var b T r—~y AT a ANl k Y, BBV R~ FEEE
fEICHEATE T,

ZZTIE, RONBIZOWTHAL £,
» Call Home #3252V v b

» Smart Call Home ¥ — & A @ §ifs

Call Home {945 A1) v k

Call Home #§REIZIZRD L H 72 AU v b03H VY £97,
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| call Home D3 E
Smart Call Home Y — E X DEVS .

KDL I BRBEDA v =BT a3
e a—hFTFTHERL Ry FULEIFHIRIERD LR — 2R,

- A

e FL—r TH AL ANHIDRHLOICHE LRI SN A vt — U,
* XML : XML 3 L " Adaptive Markup Language (AML) Document Type Definitions
(DTD) ZMEM+ 2~ v 2SR A Re 2B Td, XMLJEATIZ, A3 TAC L i@
fEC&ET,

« EHD A v — T~ D FRINRLE 23 TR,
cHEDA =T T A BRE. BEEME. APV syslog, ATy T vay
M 7T vva AU hel),

VETT 4 (BERE) LA =~ FIZLDAE=VDT 4 F ) T

s B A vV EEOR TV a—) T

Smart Call Home H— E X D EE

VAL EEY AR EEA TV DAL, Smart Call Home $— B A (ZHETX £,
Smart Call Home |%. SmartCallHome A v B — %58 U, S Eaif] & HERHE 2424 U £,
BEFI ORI, ¥R A > T A Wi EIZ DWW TIE, TAC (2 Automatic Service Request 23 ERK &
nE7,

Smart Call Home (21, ROBEREDR H VD £77,

« EEIIR T NA A SNV AR FT=X ) T L YT E A LOBET 77— b,

e SmartCallHome X v & — 050, SIS T T, BEIV—E RTER GEIZ2Z2WHE R
GEND) DERR S, YT A TACTF —LII—FT 4 T E3NnA-, BERI-Z 5
HkTcxFET,

X TRy E—UHREN, THEHOT S, ANGEHE, FZIIHTTP 7V e %o —
X v a— RA[ERIRE S — h U = A (TG) ZRHB L irbihvEd, TGEKNKRA vk
. HEOT NS, 2 HR— T35 F 032V T 4 BRIk T, T REA

UH—F oy MOESEER TE WA TEET,
¢ T~ T Smart Call Home 7 /XA A Smart Call Home A v & — EHEIREIE, (0 |
UiEH, BLOREBFTRICWeb 778 ATHZEICLY, B#ET AT o —/L Ri@mH, &
X2 VT 48E, BIOVFR—METHEERICT 7 ERATEET,

Smart Call Home TIRDIEB #2832 L E X H Y £77,
e )L —# D SMARTnet ZH % &
cBFA—NT FLA

« Cisco.com D L—H 4,
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Call Home O |
. Anonymous Reporting

Smart Call Home O #EMIIZ DU Tid, https:/supportforums.cisco.com/community/4816/smart-call-home
EHML TN,

Anonymous Reporting

Smart Call Home I&, %< Ov 22 +—EAZKICEEN LV —EARE T, BEIMEL X

DRHICAFHR CE D L OICHRT DI EHZHME L TWET, /2, 77 v va AyE—Uh
SIS LRI, v A anBUIGOMERCRE L TV A IEAZ B L9 < LET, SmartCall
Home Zf#H L 72\ 54 T, AnonymousReporting 21 1r—7 /Ml 5L, VAT TNA A
MBIR/IED T T —B L O~V AEREZ ¥ 2 712515 TX £9, Anonymous Reporting % 1

X =T M LTS E, BEDHETH 20MIEL O F T, MAMERITEE SN EE A,

\}

() Anonymous Reporting %A X —7 /WMZT DL, vAaAFEFTTARbo TEBEITHI XV
AR ET —H k45 Z LICRET D Z L2 9 CREUSOEEZET) . A2
T, TRTCOBEHROT TA N —2RE L TWET, AT TORAEFHROIY iz
WTCIE, Y RAapF T4 — 27— Kk A & (http://www.cisco.com/web/siteassets/legal/
privacy.html) 2R L T 7230,

CallHome NEL THRESNLTWDE, 7T v va, A XN BIXOTA N AvE—
N AZEE SN ET, BEOMIMEHRITEE SN ERE A,

INHEDRA v E—VOEENEOFHFMCONWTIX, 79— —T70EA R Faw
K (322 3—2) #ZBLTILEIN,

Call Home D% E A&

LIFOHETIX, 1 2O a~y K& LT Call Home Z 5% ET 5 HIEICOWTHAL £,
e Smart Call Home DR E (H—=o<2 K) (281 ~*X—)
* Smart Call Home D% E & A (282 ~—)
LIFOETIE, SRR EBLIOA 7Y 2 VOREICHO N TEH L £,
* Call Home O A x—7 Wb L7 ¢ E—7 1k (282 ~<—7)
« HAREIEMORE (283 X—)
ST BT 7 ANVDRE (285 —)
« T T — K TN—T~DXEE (289 X—)
s RRE AN AT a ORE (295 X—)
e Call Home A v —YEEO L— MlROEE (297 <X—)

cHTTP 71 %> $— DI E (298 <—3)
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| call Home D3 E

Smart Call Home D& FE (HE—a< > F)

Smart Call Home DERE (E—a< 2 F) .

» CallHome A v EZ—DI0S 2~ REEITT H2DD AAAGRIEOF ML (299 X—)

esyslog A1 > F U 7 ORE (300 ~<—)

*CallHome 7 — 4% 7T A /X3 —D

=ui—
X T

(300 ~=2—73)

» Call Home 1813 ® F#Eh4E (301 ~X—)

1 2D a<y RTTXTO Call Home DERRTEE A X—T7 W T DT, ROFINEEZFEITL

2. call-home reporting {anonymous | contact-email-addr email-address} [http-proxy

=7,
FIEDHE
1. configure terminal
{ipv4-address | ipv6-address | name} port port-number]
FIED
FIE

ARV KRFERERETY V3 Y

=)

R w 71 |configure terminal

1

Router# configure terminal

a7 4 F¥al—arE—RIADET,

R 72 |call-home reporting {anonymous |

contact-email-addr email-address} [http-proxy
{ipvd-address | ipv6-address | name} port
port-number]

1 -

Router (config) # call-home reporting
contact-email-addr email@company.com

1 >Da~y RafH LT Call Home D &AL E %
A =TI LET,

« anonymous : Call-Home TAC 7'&2 7 7 A )L 7
TyvaAtyvbk—Y AU F A yE—
V. BIOT ANy E—VOREEFL, Z
NoDAYyE—VZEATHEETLEIICLE
R

« contact-email-addr : Smart Call Home #— & 2 ™D
TV LAR— MEREE A X —T ML, T A
> _y R A wE—% Call Home TAC 7' 1
7 7 A V)35 Smart Call Home Y-—/NZ3%(E L
TINAVEET o A MG L £,

* http-proxy {ipv4-address| ipv6-address| name} :
IPv4 £721XIPv6 7 KL A, H DB WV ——
LR ELET, BRI 64 XFTT,
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Call Home OB |
B smertcall Home D &AM

AU RFERET7TIV3 Y B#
s port port-number : FN— F&EE,
HEMEOHIPHIL 1 ~ 65535 T,

GE) HITPVmXv 47 arTiE, Xv77
Vo T3 570OMADT Xy —_E
LFOFTAS Z2ME DX 2 T 2RI T
XFET,

G call-homereporting =~ > & L TE4
F 71X 7 VA EERTE — R T Call Home % [EH(Z
A X =T N LB, A b AyE—
UMNEE I FET, CallHome N 7 /LB GEET—
RCA X =TI > TWDIGE, 78
F—FRDTN AR P A yvb—UMNik
&N E7, CallHome NELET— N TA 1—
Tl > TWDHEE, BEADA R
AyvE—UNKEINET, ZNHDOAY
TV ORENEDOFEMIZONWTIL, 7T —
kN 7 NV—7DiEN A X b av K (322
N—=) EZRLTIEIN,

Smart Call Home D% E & B3h1E

Cisco Smart Call Home $r— 2D 7 7'V r—3 3 36 TORREICET 2 HRIZ OV T,
https://supportforums.cisco.com/community/4816/smart-call-home (Z & % [Smart Call Home User
Guide] @ [Getting Started] DHAZZL TS EEW, ZOV=a T MIE, T34 ADHHE
B, FFEES— N oA (TG) #H£KFRA > b % LT Smart Call Home # »&— V% %5
T DT ODFREG N EEINLTNET,

A\

GE)  HTTPS [ZIXHBIN a1 0 — REE LR E EN TN DHT2D, vX2 VT 4 EOBEBEND,
HTTPS $5ikA 7 v a vV EAMHAT L 2BEIO LET, 4 ¥ —F v b~DOEFICENRA
VU MEFIET R URNMEREAIL, Ciscocom NH X U — RA[RERIEES—F U = A Y
=T EMEHATEET,

Call Home N1 *r—J )Lt ET 14— )Lt

Call Home f§fE% A X — T N E 72137 4 B—7 /2T 5121E, RO FNEIZHENE T,
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| call Home D3 E

gwrwgonz ]

FlED#HE

1. configure terminal

2. service call-home

3. no service call-home
FED 4
Flg

AT RFERIEITFZII Y B8

5w 71 |configure terminal a7 4 Fal—T gy ET—RIIADET,

1

Router# configure terminal

AT J2|service call-home Call Home #§#E % A % —7 M L £ T,
1 -
Router (config) # service call-home

AT 73 |no service call-home Call Home #$8E% 7 « E—7 LI L £,

1

Router (config) # no service call-home

EHEFIFHMDHTE

£ I—H T HAENLE A= T RLVANGENDILE NS Y £9 (7272 L Call Home I E
%%*—}\“(4’?\ TIICEE SN TN DG EERLS) LR T, EiEEw. Eir. 21D,
HAZ<—1ID, A FIDZFIVHBTHIENTEET,

BREEEREE D HTDHITE, WOFIEZFEITLET,

FIRDHE

configure terminal

call-home

contact-email-addr email-address
phone-number +phone-number
street-address street-address
customer-id text

site-id text

contract-id text

NSO AWN

Cisco Catalyst 8300 # & U Catalyst8200 > ) —X Ty 75y k74 —L YT bz 7avI4F¥aL—av 14K |



B =ccmmoz:

Call Home O |

FE D

F&E
ARV RFERIETY Va3 B#Y

25w 71| configure terminal AT 4 Falb—ary E—FIADET,
1 -
Router# configure terminal

AT v J2|cal-home Call Home % &H 7€ — RIZAV 7,
1 -
Router (config) # call-home

AT w 7 3 | contact-email-addr email-address HODETA—NLT RLAEZEELET, EXA—/L
i - T RVRA 74—~y MIIAR—=A7 L THRK 200
Router (cfg-call-home) # contact-email-addr iii ’C)\jj’(‘gf ij‘o
usernamelexample.com

R T 7 4 | phone-number +phone-number (EE) BOOEFEESTZH Y TET,
i (F) FEBEFRLTTIR ) LETHED, ¥
Router (cfg-call-home) # phone-number =2 (—) k é;ﬁ$f:ﬁ’7‘))/§iﬂé J: 5 IzL <
FLmB00essmaseT &SV, TXFETANTE ST, AS—

AEEOLIEEE. = MY S ()
THDLLERH Y 7,

R 75 |street-address street-address (fEE) RMA BEZROBLIESE TH D H I DIEFT & H|
i - DETES, K200 LFETANTEES, A
Router (cfg-call-home) # street-address “1234 N—%&%@&;é%é\{j‘ = ]\ U %élﬁﬁfﬁ: (“”) <
Picaboo Street, Any city, Any state, 12345" Udé\gﬁ)%w iﬁ—o

R T 76 |customer-id text (EE) WAZ~—ID &4 ELE T, &K 64 LT
Bl EFTANTEET, AR—REEDLHAR, =v
Router (cfg-call-home) # customer-id Customerl234 ]\ Y %%Iﬁﬁﬁ“ (“”) '(“UM\EZPE?) g i‘é_o

ATy J1|Steid text EE) W AZ~— A FIDEZEELET, &K
i - 200 LFETANTEET, AN—AET0L5E
Router (cfg-call-home) # site-id SitelManhattanNY ﬁi\ = }\ Y é)glﬁﬁﬁ: (“”) TU%E#% Y i—a—o

R 78 |contract-id text (EB) V2O ID #fELET, k64X

1 -

Router (cfg-call-home) # contract-id Companyl234

FTETANTEET, AR—ZAZ2GDLHEIE, ©
¥ N UG () THLLERD D £77,
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| call Home D3 E

saeTn77 oz [

il
WIC, HEEIE AR ET DPl2r L ET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # call-home

Router (cfg-call-home) # contact-email-addr username@example.com

Router (cfg-call-home) # phone-number +1-800-555-4567

Router (cfg-call-home) # street-address “1234 Picaboo Street, Any city, Any state, 12345”
Router (cfg-call-home) # customer-id Customerl234

Router (cfg-call-home) # site-id SitelManhattanNY

Router (cfg-call-home) # contract-id Companyl234

Router (cfg-call-home) # exit

BHETAT7AILDEHTE

T e T A, T T — MEIICKLEREEF RS A TWET, DR EL 1005
ETa T A NNBMETT, 1 OFERIEROZA TOEROEE T a7 7 A NVERETEXE
—§—O

LV 7 a7 s A VEER L CERT DAL, ERFADMEHLET a7 7 A VB abE —1L
THEATA2ZEHTEET, HTILVWEET e 77 AV EERTDHER. 7Tu 77 A V4% E

DU THRENRDY £7,

\}

GE)

Cisco Smart Call Home +— Y A 23 2855, %E7 2 7 7 A VI XML A vE—Y 74—
<~y FTRITNIERD 8 A,

WD Z w7 a7 7 A IR ETEET,
s U T s ANL  —WERDHELET 0T 7 A N E—RBICHERINT 5T, TuT AL

0331 CFE TTRILFLE/DLFIBI SN EEA,

N

G¥)

TurZyrANngE L CaliMiATE TR A,

B e 79— b ETHDDEEEA =X L (B A—/LE72IXHTTP (HTTPS
EETe) ),
s —WERDEH T 7 7 A NDIFE, EXA—NANT 74V 8T, EBLEILM

FOEA N = A LA R—=T NI TEET, WMFOFEZT =T NMIT D&,
E A=A 32— /W72 ) £,

e HOLMUDTEFINT-CiscoTAC 72 7 7 A VDA, WTNNDERERA =X L%
A F =TI TEETN, FAFICIEAS R—T NI TEERE A,

ST RV A 77— b aRME T DA EICEE L2 EEROT R A,
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Call Home OB |
B s vscinoroonm

A=A TIT—FOREEIMHEHTOIA vV, 22— ERFIL T T 7 A
NOERAT T a i, a7 TF% A, Ya— T FA b, £HEXMLTY, T 74
L MEI XML T, EBRFLDVAATAC 7027 7 A LOE . XML LAMERH T £4
/\Jo

e A=V A X G A =T DR A R, ARNEFHIL 50 ~ 3,145,728 /XA kT
T, T 7 4V Ml 3,145,728 /31 R T,

Anonymous Reporting : & ID #EADE FIZTHLIBRTEET, Zrhuc kv, iyl

BWOAEE SN EE A,
cBALDOHBET T—F TN—T~OXEE  HFEHOBELEEERTT 77— 8 70— 71086
TEHZLENTEET,

T TR KOWEICOW T LET,
SHLVSESE T 17 7 A L OFERL (286 ~—2)
T 7 A INLDa— (288 X—)

s T 7 ANDELTE— FORE (288 X—)

L LNSELRTO T 7 A ILDIERL
FLVSEE T 17 7 A LV EER L. BET 5103, ROFIECRENET,

{1

FIEDHE

configure terminal

call-home

profile name

[no] destination transport-method {email | http}

destination address {email email-address | http url}
destination preferred-msg-format {long-text | short-text | xml}
destination message-size-limit bytes

active

end

show call-home profile {name | all}

©ONDOAWN A

-
°

F IR D

FIE

av U RFEEETIa Y =l
AFwF1 |configure terminal a7 4 FXal—T gy E®T—RIIAYET,
% -

Router# configure terminal
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| call Home D&

Lok To7 7o ]

ARV FFEREETIVa Yy

E:)

RFwF2 |cal-home Call Home /&7 E— RIZAD 9,
1 -
Router (config) # call-home

AFwF3 |profile name FEESNT3EE 7 1 7 7 A Mk % CallHome 51
Bl KT BT 7 A NRES T E— FIEAY £, HES

S o N B A N
Router (config-call-home) # profile profilel %Lf;&a?ﬁj’EI;77’/f/Vﬁ5¢?%EL,iﬁb\%ﬁ¢j\ ?Fﬁti§j%
£

RTwv 74 |[[no] destination transport-method {email | http} | ({£&) * vE&— Tk GEE A F—7 VI LE
Bl - T noA T a U EBRT D L HIERT 12—
Router (cfg-call-home-profile)# destination :7/VG:ii D 357%0
transport-method email

A7y 75 |destination address {email email-address | http |CallHome A v & — V% EET H5E/E A—/L T R
url} VAFEIFXURL 2% E L £,
K GE)  FEEURLZ ANTHHAE, — ik
otrene oot mynires et e o " X T FNTHHME S PITIE LT
address email myaddress@example.com http://if:li https:// %?Eﬁbij‘o

RTw 76 |dedtination preferred-msg-format {long-text | ER) T Ay e—VEAEZRELET, 7
short-text | xml} 7 IV ME XML T,
1 -
Router (cfg-call-home-profile) # destination
preferred-msg-format xml

25w 77 |destination message-size-limit bytes (B mic7 a7 7 ANDmeEA v =Y DEK
Bl Yo REiE LET,
Router (cfg-call-home-profile) # destination
message-size-limit 3145728

ATwv7r8 |active TR T A NEAR—TIMILET, T 74
Bl - FTIE, 77 7 A VBRI A R =T T2 D
Router (cfg-call-home-profile) # active EEjfo

ATv79 |end FiME EXEC E— RIZEY £7,
i
Router (cfg-call-home-profile)# end

A7 w710 |show call-home profile {name | all} fRESNETa 7 7 AN, ETIEREFHDT T
Bl DT T 7 A MAT BIIT BT 7 A VR R
Router# show call-home profile profilel mLET,
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Call Home OB |
B x70o700a0—

BETAT7AILOIE—
PBFEoOTa 77 AV Eat— L CH LWL T 07 7 AV EERT D100, IROFIEIZHEVE

R
FIEDHE
1. configure terminal
2. call-home
3. copy profile source-profile target-profile
FIED ¥
FIE
ARV RFERIETY Va3 B#Y
AT 71 |configure terminal 2y 74 F¥al—Tary E—RIIAD ET,
1 -
Router# configure terminal
AT v J2|cal-home Call Home f2EH 7€ — FIZAY £,
1 -
Router (config) # call-home
Z 5w 73 |copy profile source-profile target-profile BEfF D557 1 7 7 A )V & [6 U E TH LW sE >
fil 777 ANVEAER L £,
Router (cfg-call-home) # copy profile profilel
profile2

JOJ7A4ILDERLRE— FORE
B4 70T 7 A N ERET B0, KOFIECHENET,

FlaD#E
1. configure terminal
2. call-home
3. profile name
4,

anonymous-reporting-only
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| call Home D3 E

75—+ n—F~0zi |

FIED 4
FIE
ARV RFERFTIaY B8
25w 71| configure terminal AT 4 Falb—ary E—FNIADET,

1

Router# configure terminal

AT J2|cal-home Call Home % &H 7€ — RIZAV 7,
1 -
Router (config) # call-home
R 5w 73 |profile name TaZyANarZ 4 ¥al—rarE—RKEA
451 - *Ffwmbiﬁo
Router (cfg-call-home) profile Profile-1
AT v 7 4 | anonymous-reporting-only Ta Ty A NEELE— RIIRTELET,

1 -

Router (cfg-call-home-profile) #
anonymous-reporting-only

G¥) 74/ T, CallHome iZ, 7177 A /L
IR ENTNDLTRXTDOARX ~ Z AT
BT 2R LA — FEEEFELET,
anonymous-reporting-only 3% € Z LTV 5
Bald, 7o vva AR BRD
TARNA =V RFNREEINET,

75—

kO —T~DEEF

T — kKT N—T1F, TRTONL—FTHR—FEINTWADCallHome 77— hE2H 6O
EFLIEY 7y T, CallHome 77— MIZ A T ZLIZHIOT 77—k T —\2 7 ) —
FENET, ROT T — b F—TNMEHARE T,

* Crash

» Environment
* Inventory

* Snapshot

* Syslog

T RONFIZOWTHALET,
« EHhHEA (293 —)
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Call Home OB |

B 5-+r—F~0m5

s Avk—UTE T (ERE) LXUVME (293 2—)
s AF YT vay b avy K URNOBRE (294 4—)
BT T— N IN—TDRIA R b T F— k I A—FORBA <> F L vy B (3225

D) WRLET, 79— F A —F A v —0RFE A vE—VORE (329 2—2) [T
RLET,

TR T 7 ANTEIRET LT 77— I —T% | DEITEBRINTE £,

\}

GE)  CallHome 77— hE., @ CallHome 77— "G ENTWDET T — b FJA—TIC8E SN
TWASHET B 7 7 A MILDEEESNERTA, 612, TI7— NI NA—T %A X —TWITT
DVENH Y T,

ST T AN E I OFEIFEROT T — F A=A SR L5E. ROTFIEICEWE
j—O

Flgn#EE
1. configure terminal
2. call-home
3. alert-group {all | configuration | environment | inventory | syslog | crash | snapshot}
4. profile name
5. subscribe-to-alert-group all
6. subscribe-to-alert-group configuration [periodic {daily hh:mm | monthly date hh:mm
| weekly day hh:mm}]
7 subscribe-to-alert-group environment [severity {catastrophic | disaster | fatal | critical
| major | minor | warning | notification | normal | debugging}]
8. subscribe-to-alert-group inventory [periodic {daily hh:mm | monthly date hh:mm |
weekly day hh:mm}]
9. subscribe-to-alert-group syslog [severity {catastrophic | disaster | fatal | critical |
major | minor | warning | notification | normal | debugging}]
10. subscribe-to-alert-group crash
11. subscribe-to-alert-group snapshot periodic {daily hh:mm | hourly mm | interval mm
| monthly date hh:mm | weekly day hh:mm}
12.  exit
F IR D
FIE
AR RFEREEFT7TIVa Y E]:g]
ZFwF1 |configure terminal a7 4 X2l —var E—RIIADET,

l Cisco Catalyst 8300 & & U\ Catalyst8200 & ) —X Tv ¥ 75y hI4—L YT bIz7 avI4FalL—Sav HAFK




| call Home D3 E

75—+ n—F~0zi |

ARV FFEREETIVa Yy

E:)

Router# configure terminal

RFwF2 |cal-home Call Home fEH 7 E— RIZAYD £,
1
Router (config) # call-home
25y F3 |aert-group {all | configuration | environment | |f%E ST I — k ST E A F—T AT LE
inventory | syslog | crash | snapshot} T, TRCOTI—h I N—T%A =T (F
B - ) T B, al ¥F—U—RaHLET, 7
Router (cfg-call-home) # alert-group all 7‘j_}1/ I\Tbj:\ —dAJ\VC@T?— ]\ 7/1/‘—7075§/])*‘—
TR T,
A7y 74 |profile name fRE S5 7 1 7 7 A MTKET 2 CallHome 56
Bl - KTBT 7 ANVEEYTE— RICAD EF,
Router (cfg-call-home) # profile profilel
AT 75 |subscribeto-alert-group all RKBEVWETT ¢ (ERE) 2fAL T
i - TOFHFRERT 7 — F N —7 128 L £ T,
Router (cfg-call-home-profile) # AT T 6B AT 1T T L TWA LI,
subscribe-to-alert-group all BEDEAT DL GC{E/DJIJG:??\—— k7 — R
T L b TEET,
CH Zoa<y R, syslogDT /Ny 7 OFT 7 4
NEDTETT ¢ (ERE) IOBEKSLE
T, ZHITKY, KRED syslog A v E—
WAERSIVET, ATRERG AL, BEURy
EI7 4 (ERE) BIROANF—U 2l
LCT 77—k 70— EBNC ek LT <
1N
ATvT6 wb;cribe—to-alert-group configuration [periodic ZO%Ese 7 1 7 7 A L% Configuration 77— k 7
{daily hh:mm | monthly date hh:mm | weekly day| L —— |z #d U E4, ©Hh@EE (293 2—) T3
hh:mm; ] L TWa Loz, E#ry7ei@Es A IZ Configuration
- T IN—TERETEET,
Router (cfg-call-home-profile) #
subscribe-to-alert-group configuration
periodic daily 12:00
ZFw 71 |subscribeto-alert-group environment [severity Z D7 v 7 7 A )% Environment 77— k 7

{catastrophic | disaster | fatal | critical | major
| minor | warning | notification | normal |
debugging}]

1 -

Router (cfg-call-home-profile) #
subscribe-to-alert-group environment severity
major

N—TFIBEELET, AvE—VETT 4
) LEWE (293 2—) THBHALTWA LD
I, YEZ7 4 (ERE) LU TAyE—U%
T4 NVE ) 7T B T2 Environment 7 T — ~ 7
N—THRETEET,

(K
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B 5-+r—F~0m5

Call Home OB |

ARV FFEREETIVa Yy

S

AFw 78 |subscribe-to-alert-group inventory [periodic {daily| = m%5%: 7 1 7 7 A /L% Inventory 7 7 — b 2 /L —
hh:mm | monthly date hh:mm | weekly day TG L ET, EWE (293 2—) THAL
hh:mmyj] TWA X951z, EWR@EE I Inventory 7 7 —
i - N IN—=TERETEET,

Router (cfg-call-home-profile) #
subscribe-to-alert-group inventory periodic
monthly 1 12:00

AR5y 79 |subscribeto-alert-group syslog [severity ZO%kET T 7 A V% Syslog T T — k F—F
{catastrophic | disaster | fatal | critical | major | |-z £+, A v —IETT 4 (EAME) L
| minor | warning | notification | normal | XUME (2939—3) THEALTWALIIC. L E
debugging;] S5 4 (BERE) IUSLTAvE—UF T A AE Y
11 Y7958 Syslog 77— K I N—THFETE
Router (cfg-call-home-profile) # E£7fo
subscribe-to-alert-group environment severity
major %\syslog)‘ yE—VHNTHRETLTF A "7 —

VERETEEY, N ERET DL, FFES
NG —ringEn, Yo7 (ERE) L&
VMEIZ T 285812721 Syslog 77— k 71—
T A=V REFEENES, NF AN
ANGENLTEE, SURFF () TAN—Z %z
LMERH Y ET, LT T 7 AN T LI F—
vESOETHETEET,

ZFw 710 |subscribeto-alert-group crash 2—H Fa T 7 A LD Crash 7 T — k Z—FIZ
- BikLET, 774/ FTTAC 7m 7 7 A Vi
Router (cfg-call-home-profile)# [no | default] CraShT’?% }\ 7/1/%70&:7&@%%“‘ ﬁﬁ%ﬁ@ﬁﬁf
subscribe-to-alert-group crash %fjiff/vo

AT w711 |subscribe-to-alert-group snapshot periodic {daily | = m%5%:~7 1~ 7 A /L% Snapshot 75— k 7 /L—
hh:mm | hourly mm | interval mm | monthly date| - xx4 U £ EHb@E (293 2—) THB L
hh:mm | weekly day hh:mmj TWA X 91T, EWRZ@EE A IZ Snapshot 77 —
151 - N IN—TERETEET,
Router‘(cfg—call—home—profile)# . . . 5:“7 P f\'(&j:\ Snapshot 77:7‘,4 }\ 7“/1/,47"@:%
subscribe-to-alert-group snapshot periodic daily| . . . _
12:00 1TT5a~vr RiEbh A, a~v K&T77—F

IN—TORBMTEET (AFy 7T a v b
avy RURMORE 2945—2) 25M) ., =
99 % Z & C, Snapshot 77— k Z/L— 15BN
ENnfca~vy ROMDhBRAFyFvay b XA yte—
VISR ENE T,

A7y T2 |exit CallHome 46557 0 7 7 A VREY 7 — R & T
£ LETS

Router (cfg-call-home-profile) # exit
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| call Home D3 E
zaa

Configuration, Inventory, & 7213 Snapshot 77—k Z/L—FZ568067 07 7 A Va7 D &
& 77— =7 A=V EIERBICZET 20, EIFEEORMICERICZ
FEda0Z@RcEEd, BEHMIZ. ROVTNITEET,

« HR : 24 BRI RFL OB E A (hhomm) TREAET DR Z48E L £ (B : 14:30)

« HYR : day hh:mm O CHER LR 235 E LE T, day I3 H 2B T AL T7 7 |k
LE9 (f#] : Monday) .

e AR : datehh:mm OJET1 ~31 0 A L2 E L £,
« [0 BRI A v — U N REINDEEE 1 ~60 3 THRELET,
o FREE  EHIR A v E—UNREEENDEL (4) Z0~35945THRELET,

N

GE) B L OMFEIC X 2 @@, Snapshot 77— b 7/ —7"CTO I E H A HE T,

Ayt—UTESTa (EXE) LELME

47" v 7 7 A V% Environment, F721XSyslog 77—k ZNV—IT8HETHEX, A vb—
TVUETIT 4 (ERE) ICHESWTTI— N IA—T Ayt —VEMETHDDOLEVE
ERETEET, T 77 A NVIZHEELLEZ LEIVWEL VIEVED A v&—0%, s80610E
FEEEEA,

YETT 4 (ERE) LEVWVEOREIEHINLIF—V— L, ROKIRLET, VB
T4 (EKRE) LEVMEOHEPAIL, catastrophic (L1 9, @ BEE) 725 debugging (L
V0, IKBZEE) T9, Syslog £ 7213 Environment 7 77—k 7 /L—7 DL ET7T ¢ (ERE)
L X UVMENRE SNV TWRWEEA, 7 7 4/ Mid debugging (L</L0) T7, Configuration
TT7—hk Zh—7EBXRNinventory 77—k Z—7TIET T T 1 (ERE) FRETEE
Hh, YETZT 4 (BERE) X512 normal IZEE S VET,

)

G¥)  CallHome DI EF5 4 (ERE) I, VAT L AvtE—2 X 7055 ¢ (ERE)
LITRARY T,

£29:VEZT4 (EXKE) EsyslogLNILDIvEVT

LRIV | F—T—F Syslog L \)L EBA

9 catastrophic — Xy U — 7 BRICEIRA e EENEA L TV E
R

8 disaster — Fv MU —JIZERREEN L OET,

7 fatal 220 (0) AT LIMERA AT RE AR TE,
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Call Home O |
B <xrv7vavraxruzrons

LRV [ F—T—F Syslog L \)L EnBA

6 critical 77—k (1) 7 VT 4 JVIRIRRE, Tl BICIEE R LEL,

5 major HE (2) HRZIREE,

4 minor =7— (3) B IRRE,

3 warning ik (4) IR,

2 notification o (5) AR @B K OMEHRA v —U T, &
L2, BEMEORWEE T,

1 normal & (6) PBEAEIRAEIC R D 2 & 2R HR A N R T,

0 debugging TRy (1) | TRy T A=,

AFyITayvbav R URXMDERTE
Aty Fvay b avwry R VA NERETDIITNE. WOFNEEZETLET,

FlEDHE
1. configure terminal
2. call-home
3. [no | default] alert-group-config snapshot
4. [no | default] add-command command string
b. exit
FIED M
Fig
AV RFEEETIa Y BrI
Z 5w 71 |configure terminal a7 4 Fal—arET—RIADET,
1 -
Router# configure terminal
AT 72 |cal-home Call Home % €W 7 E— RIZAD £77,
I
Router (config)# call-home
X w73 |[no | default] alert-group-config snapshot 2FyFoayharyZ74 X¥alb—yarE—FR
5l - AL ET

Router (cfg-call-home) # alert-group-config snapshot|no ¥ 7-1% default =2~ > FiZ., +XCHOAF v/
Yav havry REHIBRLET,
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| call Home D3 E

—rnEFA—LA7var0zz |

ARV RFEREET7TOVa Y Be
ATy 74 |[no | default] add-command command string Snapshot 77— k Z/L—7Za~ v REBNL &
i - 7, no £olt default 2~ Rik, ®hbhT b~y
Router (cfg-call-home-snapshot) # add-command “show }5%fﬁU&%l/EE7fo
version” « commandstring : I0S =~ > K, fAK&EIE 128 3¢
FTT

AT v 75 |exit
1

Router (cfg-call-home-snapshot) # exit

BT L, REZRIFLET,

— I EFA—IL AT a VDEE

FIRDHE

EA—/V A v —Ulnik AT 5121, 4 72< & % 120 Simple Mail Transfer Protocol (SMTP;
//7wf~w%%7mb:w)Ex~wﬁ~ﬂ7bvx% RETDMENHY £3, 5
TLEREREA—NT FLRAZREL, Ny T v T EA— NP —R"E 4 OFTHETEE
D

—RBIIREA A=V AT a CORERFITIE, ROBICERE L TLEE N,

e Ry T T E A=) Y=L, BB 44T 4B EZMEH L T, mail-server =
< REHVIET EERTEET,

« mail-server priority number /37 A — XX 1~ 100 [ZEEFRETYT, 7744V T 403k b
EBW (FITAF VT 4 FFPRBED) b— " RANA L E T,

—RAVIRE A=V AT v a VERET DI ROFIEICTENE T,

configure terminal

call-home

mail-server [{ipv4-address | ipv6-address} | name] priority number
sender from email-address

sender reply-to email-address

source-interface interface-name

vrf vrf-name

NOOA®WN =
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B sossrs—nAr7vavons

F IR D

FIE

Call Home O |

ARV RFERFTIaY

=)

25w 71| configure terminal AT 4 Falb—ary E—FIADET,
1 -
Router# configure terminal
AT v J2|cal-home Call Home i EH 7€ — FIZAY £7,
fil
Router (config)# call-home
R Fw 73 |mail-server [{ipv4-address | ipv6-address} | name] |E X —/L H— 7 KL RAZEY BT HEFKLDE
priority number AL P — SN OIXIIR T T A AV T 4 ZH 0 4
1 - T
Router (cfg-call-home) # mail-server Ekgjb\jfoﬁ‘g)j?%ETF?Eﬁéijf?ro
stmp.example.com priority 1
cEBFA =L HF—DIPT LR
BT A=Y= ROREEERM KA 4
(FQDN) (64 XF% T) .
1 EDTTAFVT 1) 15100 RIEDT T A
FVT4) OTIFTAFT VT A FZEZHVYHTET,
R 74 |sender from email-address ({£:#) Call Home FE 1 A —/L A v & —Y® [from]
5l - T ANV RICRRENDETA—NT RLAZED
. BTET, 7 FLARRES N TWRWGEIE,
outer (cfg-call-home) # sender from . R .
usernamelexample.com fgﬂq@ EXA—7 ]‘ LA 75‘1%}% éﬂiﬁ‘o
R T 75 |sender reply-to email-address (fEE) CallHome #E - A —/L A »E—D [reply-to]
i - 74—V RICRRENDES A—NT FLAZED
Router (cfg-call-home) # sender reply-to SRS
username@example.com
R T 76 |source-interface interface-name Call-Home A vt — Y% FFT 272D DFRIE LA

1 -

Router (cfg-call-home) # source-interface loopbackl

=T A A4 EED B TET,

s interface-name : 5 TA v X —7 =4 A%, &
KEIL 64 LFTT,
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| call Home D35

Call Home % v+ —UittEn L— riR0iEE [

AU RFERETIVa Y

B8

GH HTTP A vb—YOHE, BigmA v ¥ —
T oA ABERET DHITIE, Tr—r
a7 4FXal—T 3 E— RTiphttp
client source-interfaceinterface-name = <
VREFEHLET, LD, T3A
ADFTXTOHTTP 7 74 7 > R0E T
FIETA v B —T oA AEMATE L L
272 T,

RFw 77 |vrf vrf-name

1 -

Router (cfg-call-home) # vrf vpnl

({£E) Call-Home & A —/V A v —T%kET

5728 VRF A VA% A%EELE9, VRF & f5
ELRWE, ZTa— L v—F 4 7 T—T RN
EHEET,

(H) HTTP A v E—U Tk, BETCA ¥ —T =
A A3 VRE BT 5T 2o %6, 7
g— L a7 4 F¥al—rarE—FKT
ip http client sour ce-inter faceinterface-name =
YU REMEH LT, 73 2ADFT~TOHTTP
74T hTHDID VRE A AF A
ZHELET,

1

WIZ, TTA~IVE A=V HF—N"BLOEAF Y E AL =72l —R17R
E A=)V RT XA —Z OFRTEF R LET,
Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # call-home

Router (cfg-call-home)
Router (cfg-call-home) #
Router (cfg-call-home)
Router (cfg-call-home)
Router (cfg-call-home)
Router (cfg-call-home)
Router (cfg-call-home)
Router (config) #

#

#
#
#
#
#

mail-server smtp.example.com priority 1
mail-server 192.0.2.1 priority 2

sender from username@example.com
sender reply-to username@example.com
source-interface loopbackl

vrf vpnl

exit

Call Home »* v t— T FEED L — FFHIEDIERE

Call Home # v &—Yk(EO L — MlIRZFRET D121, ROFIHEZFTL £,

FIRDEE

1. configure terminal
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B e Toxs v—omE

2. call-home
3. ratellimit number

F IR D

FIE

Call Home O |

ARV KRFERERETY VY

E:g)

R w 71 |configure terminal

1

Router# configure terminal

a7 4 F¥al—arE—RIADET,

R w 72 |cal-home
1 -

Router (config) # call-home

Call Home iR EV 7€ — FIT AV £,

Z w3 |rate-limit number

1 -

Router (cfg-call-home) # rate-limit 40

1 HICEET D A v e — V5 OHIREZfRE L £7,

e number : FPHIL 1 ~ 60 T, T 7 4/ MK 20
<7,

HTTP 7OX% > H4—/\DIEFE

365512 CallHome HTTP (S) A v —V %K ETHHOICHTTP v —N"EH{ETDHIC

X ROFIEEZIATLET,

3. http-proxy {ipv4-address | ipv6-address | name} port port-number

FlaD#E
1. configure terminal
2. call-home

FIED %

FIE

ARV RFFERERTIVa Y

=)

Z 7w 71 |configure terminal
1 -

Router# configure terminal

a7 4 Fal—TarE—RIADET,

AT w 72 |cal-home
1 -

Call Home 3% EY 7 — FIC A £9°,
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| call Home D&

Call Home # v+ — S 108 37 > KRS 5100 A BE0ENE ||

AU RFERETIVa Y

B8

Router (config)# call-home

ATvT3

http-proxy {ipv4-address | ipv6-address | name}
port port-number
fi

Router (cfg-call-home) # http-proxy 192.0.2.1 port
1

HTTP E:RD 7k — "2 EL X,

CallHome * vt—NDI0S O KEETT B5-H0 AAA

3

EL DA

564512 CallHome HTTP (S) A v —Y 2 BETAOICHTITP 7%y —REFRET HIZ

T, ROFIEEZFATLET,

FlIEDBE
1. configure terminal
2. call-home
3. aaa-authorization
4. aaa-authorization [username username]
FE D FFHH
FE
ARV FERET7IV3 Y By
Z 5w 71 |configure terminal a7 4 Fal—arET—RIADET,
{5
Router# configure terminal
AT 72 |cal-home Call Home % /&Y% 7E— RIZAD £7°,
1
Router (config)# call-home
AT 7 3 |aaa-authorization AAA GRREZE A R—T7 MZ LET,
1 GE) 7 4L F Tl AAA#FFIT Call Home
Router (cfg-call-home) # aaa-authorization TTF 4 E—7 /L TT,
R 7 4 |aaa-authorization [username username] FA DO —FLEIRELET,

1

Router (cfg-call-home) # aaa-authorization username
user

susernamer—H¥—4 : F 7 3L hOa—Y—4
I% callhome T3, R ANEIL 64 XFTT,
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. syslog ROy ~ ) VT DEETE

syslog X O k1) VT DEKRTE

Call Home OB |

365512 CallHome HTTP (S) A v —V % FETHOICHTTIP v h—NEHETDHIC

T, ROFIEEZFETLET,

FlaD#E
1. configure terminal
2. call-home
3. [no] syslog-throttling
FIED %4
FIE

ARV RFFERERTI VA Y

E]:)

R w 71 |configure terminal

1

Router# configure terminal

a7 4Fal— a3y ET—RICAY T,

R w 72 |cal-home
1 -

Router (config) # call-home

Call Home X €YV 7 & — KIZAD F7,

Z 7w 73 |[no] sysog-throttling
{5l

Router (cfg-call-home) # syslog-throttling

Call Home syslog A vE—Y DAy b T %A
F—=TNWEET 4 Z—T T L, Call Homesyslog
Ay E—UREY IR LEESNRNE I LET,

GE) T 7 4V FTIL, syslog A vE—Y X
2y MY U TIEA R—TNTT,

CallHome T—4% 754 /\O—DEHRTE

FIEDOHE

data-privacy 2~ > R, BAED T TA N —%R#ETH1-DIZ, IPT RL AR EDT—HD
Ay e T EITWE T, data-privacy 22 REA RX—T NI TDHE, REDT —HXDRA
7T T EIT oo & I CPUMHRICHEL RITTZndb v £9, BIfE, show
running-config all 3 X 0% show startup-config data ==~ > RHHADHFDOREE A v — T Z R
T, show =2~ RO NIZAZ U 7B EINET A,

1. configure terminal
2. call-home
3. data-privacy {level {normal | high} | hosthame}
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| call Home D3 E

F IR D

FIE

call Home =0T w2 [

ARV RFERFTIaY

B8

Z 5w 71 |configure terminal a7 4 Xalb—Tary ET—RIADET,
1 -
Router# configure terminal
AT J2|cal-home Call Home % &H 7€ — RIZAV 7,
1 -
Router (config) # call-home
25y 73|data-privacy {level {normal | high} | hostname} | =—+0>7 5 A So—EIRiT 57 b0, Fhfa

1

Router (cfg-call-home) # data-privacy level high

T4 X2l =g T7ANDT—EE AT T
JHELET, T 7 4/L kO data-privacy L%
normal T9,

(G¥)  data-privacy 2~ K& A R—7WZT 5
L KREOT—H DAY Z v T %

{To7z & &I CPUME IR L KFT
ZENHY ET,

enormal : T RCOEHL L o< N2 AT
vV L E T,

shigh : ¥ L~ o< NITMA T, IP KAA
VAHEIPT RL A<y RORAT T THL
HAEITWVET,

« hostname : /& L ~UL 2= > R T hostname
Oy RORY I TR EITWET,
GE) —HEDT T b T F—ALTIE, BREA v
T—VDRANGERT T TS S
L. Smart Call Home ZLEEDN 35 = &
HFI,

Call Home B{E D F &)X 1E

HFEFH D Call Home 1815 % F8) CiA{E T& £9, Call Home i#{5 % 1%(

I

T HI21E, ZOHEDE

u

¥rFTLET, TITE RORFIZHOWTHHLET,

*CallHome 7 A b A v & —TOFEEG

«CallHome 77— b Zv—7" % v —OFEEE

(302 ~2—3)

(302 <—2)
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Call Home OB |
B cattome 72+ 2 v E—CoFBRE

« Call Home 5B L UL AR — FERDOEE (303 2—)

slopavwy RERZa~vy RV A MNHOa<vy REDA 2=V OTFEhEE (305 2—
)

CallHome TRX F A vtE—TDFEFEE

call-hometest =< > REHH LT, 22— —EFFKD CallHome 7 A b A v E—T B FETEE
7,

CallHome 7 A b A v —U2FHHCTEETHIZE, ROFNEIZHENET,

FIEDHEZE
1. call-home test [“test-message”] profile name
F gD F%H
FIE
ARV FFEREET7OVa Y B#
AT w 1| cal-home test [“test-message”] profile name RESINTHET R T 7 ANIT A A vE—V%
- EELET, 2V EROT AR A vE—VDOTF

A MITEHBETT N, AX—ARNEENLIHEI
X, 5 () CTHLXERHD £, 2—VF
FTORA Y E—URHREINTWRWGEE, T 741
P AyE—UNEEENET,

Router# call-home test profile profilel

CallHome 75—k FIL—T A v tw—CDFEFEE
cal-homesend =i~ > FEEHA LT, BHEDT T — L —T R v —52 FEITHETEE

‘d‘o
CallHome 77— ks 7 V=7 A v b=V 2 FETHEETI2HE1E, ROEEFEIIES T
S,
« FE)TE(E T& S DL, Crash, Snapshot, Configuration, ¥ X NInventory 77— k 7 /L—
TG TT,

e Crash, Snapshot, Configuration, %7213 Inventory 77— k 7/ —7" X & —U % FH)T
NIT=FDEE, ST 0T 7 ANVAHERETDE, TRT 7 ANDT 7T 4T AT —
AL MAAT =Z A ElFTeT7 4 (ERE) BECERR, sikTm 77 AL
WA Y E—UNEEINET,

« Crash, Snapshot, Configuration, %7213 Inventory 77— k 7/ —7" X & —U % FH)T
FNIH—=FHLE, 57 m 7 7 ANABERELRNE nomal £72IXFFESNTZT 7 —
N T N—=T ~DEHIBRENIGESNTET 7T 4 77277 7 A VT RTUTA v E—Y
DIEE SNET,
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| call Home D3 E

FIEDHE

F IR D

FIE

Call Home ST E KV LR— FERDEE

CallHome 77—k Z)—7 A vyt —YZFEHT I =T 2203, ROFINEIZENET,

call-home send alert-group
call-home send alert-group
call-home send alert-group
call-home send alert-group

pPwWN=

snapshot [profile name]
crash [profile name]
configuration [profile name]
inventory [profile name]

ARV RFERFTIaY

B8

X w 71 |cal-home send alert-group snapshot [profile name] |1 > 7w 77 A1 FEEINTWVWAELS) £
i - TFBE SN TN DT RTOMLET BT 7 A 1S
Router# call-home send alert-group snapshot SnapShOt77~ b IN=T A /‘t_‘:/%%{gbi
profile profilel 7ro

Z 5w 72 |cal-home send alert-group crash [profile name] |1 S>osie 77740 FEESHATVEES) £
i - TFBE SN TN DT RTOSET BT 7 A Ui
Router# call-home send alert-group crash profile Crash 77— ]\ TN—T A /“TZ*“V%%{%L?‘@_O
profilel

2w 73 |cal-home send alert-group configuration [profile |z w774 10D 1> FEEINTWHAEES) F
name] TSN TVD T RTDLERET v 7 7 A /Wi
Bl - Configuration 77— k 7 L—7" X v —U%EEF L
Router# call-home send alert-group configuration EET%O
profile profilel

2w 74 |cal-home send alert-group inventory [profile name] |57 77 A4 LD 1> FEEINTVAES) F

1 -

Router# call-home send alert-group inventory
profile profilel

TR STV DT RTDLEH T 1T 7 A /1T
Inventory 77— b ZV—7 A ot —TUEERELE
—é—o

Call Home R HfiE K U LR— FERDHEIE

call-homerequest =~ > R&EMEHT 5 &

AT AT AEHRE Cisco ITEE LT, AT

LB OB SH/B LR — MERAZITMAZ N TEET, B2 U T 1 S
BEFNDONRT RA KN TTZ7T 4 A, a<w R U777 LAY, SESERVR— MEER

TEET,

Call Home p#T6 L VLR — SR A2 FE TRET 256, ROEEFHIHE> T ZE0Y,

e profilename Z 5 ET 5 &, BERIZT v 7y A MIEEINET, Tu T s A ADBRES
TWARWGA . BRI Cisco TAC 7' 7 7 A JUIZEEE S4vE T, Call Home ZERDOZA(E
FIO T ANEAX—TNVCTHLEETHY FHA, BRA vE—T % Cisco TAC 1285
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Call Home OB |
B catttome S5 S ULK— FERDRIE

£ L. SmartCall Home $—E A5 IK(E 255 T& 5 £ 912, Transport Gateway 23 5% iE &
NIEBEFA—IVT RLRAETB 7 7 A VICHRELET,

« ccoid user-id %, Smart Call Home = — Y DX kiF A ID TY, user-id ZHEET D &, &
ITBEETL—FDE A —/L 7 RURAIZEFEINET, user-id ZH5E L2 UL, InEIET
NA ZADEIEHEEFA—/L T FLAZEE ST T,

CHERTBLR—FDHA TEEETDHIF U — NIZESNHT, ROFEPEINET,

. config-sanity : BAEDFATa L 7 4 F 2L — g VICEET LR N 7575 1 At
o

s bugs-ist : FE73—T 3 VB LOBUEEH SN TO S HEREICEIT 2 BB DR 7

« command-reference : 7 7 4 X2 b— a3 U OTRTOa~vy NIxtT 558
V7,

s product-advisory : % NV —27 NDOT /A RS 5 RIREM D & 5 Product Security
Incident Response Team (PSIRT) i@&1, YA — M&T (EOL) F7i3R5e#& T (EOS)
BAEI, & D\ X Field Notice (FN)

Cisco Output Interpreter > — L2 5087 L VL AR — MER OB R 2 X5 5 121%, kO TFIAEIC

PEWNET,
FIEDHE
1. call-home request output-analysis “show-command” [profile name] [ccoid user-id]
2. call-home request {config-sanity | bugslist | command-reference | product-advisory}
[profile name] [ccoid user-id]
FIED %
FIE
ARV RFEREET7TIVa Y BHY
Z 7w 7 1|call-home request output-analysis “show-command” | 57 7= show =~ > RO A &S50 AICE(E L &
[profile name] [ccoid user-id] . show =~ Nid, SIHfF (") THTLEND
f1 D ET,
Router# call-home request output-analysis “show
diag” profile TG
R 7 F2|cal-home request {config-sanity | bugslist | SHTDT=8H17, show running-configall. show version
command-r_eferencg | product-advisory} [profile F7-1Ishowmodule =~ > A Y OFEDa~ L R
name] [ccoid user-id] Yy hOMNEFELET, £72. calhomerequest
Al product-advisory 7 2= RiZiZ, 7XTDOA
Router# call-home request config-sanity profile NPT I= I N—=T ax F75>/é.\i2hi¢o
TG request DZICHE SN F—TU— R X Y, HER

LIR— MDA TRREENET,

l Cisco Catalyst 8300 & & U\ Catalyst8200 & ) —X Tv ¥ 75y hI4—L YT bIz7 avI4FalL—Sav HAFK



| call Home D3 E
1203%Y FERFavYU R YR FAGITY Fith 4 vt—ooFmziE [

151
WIZ., 2—FLEED show 2~ ROSHFEROFIZ R LET,

Router# call-home request output-analysis "show diag" profile TG

12QaAX Y RFERIFaAT VR YA MNEOAT Y FEAA Y E—CDFENEE

call-homesend =~ RZFEHA LT, 1 2D I0S a2~ REFIFIOS 2~ RO U A &2 FELT
L. 2~ FHHZ HTTP £/2I13BF A =70 ba Lz N L CEETEET,

avy FMAZEET2HEE, ROEBFHIHE > TIIZEW,

cI0Sa=  RELIFIOSa~w 2 RU X ME LT, T R_RTCOEY 2—VHOa<w FEED
T, EBOFEfFa~vy REEETEXET, a~r i, 8IS () CHLPLERH Y F
j—o

e lemail] ¥—V—RZFHSTEFA—N T T a L ZRIRL, BFA—L T FL 2%
ETHE, avw RHEZFOT FLRICEEENET, EFA—/F 7T 3 b HTTP
A7 a HIRE LRWEA, HANEREDO - RAEREFE S L v 77X 2 MK
T Sisco TAC (attach@cisco.com) |Zi5{E S ET,

o Temail] ¥—7—F% [http] F—T—RFRLEELRWEES, v 7 73X MEAE XML
Ay —VBROm G TH—ERERFEENDLEL SN, BT A —LOBLITICH—E R
FRFEEDRINET,

HTTP A7 a U &HE L TWAHEA. CiscoTac-1 71 7 7 A /L D554 HTTP % 721X HTTPS
URL %64t & U CfER &£ 9, Smart Call Home MHEF A —/L 7 RLRIZA vE—
EEAETHE D, SEEDETF ANV T RLAEZRECTEET, = —HiL, s8ED0ETA—
VT RUVAERIISREBZOWVWT NN ERETA2LERLYET (MEEREETDHI LD
TEEY) .

avy REETL, a~vr FHAOEXETHIZE, ROFEEZFEITLET,

FIRDOEE

1. call-home send {cli command | cli list} [email email msg-format {long-text | xml} |
http {destination-email-address email}] [tac-service-request SR#]
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Call Home O |

B ooo~ rErEavs R UR MEOITY AL v E—SOFEIAE

=3[k 2t

FIE
AU RFEREET7TIVa Y ]3]

RFw 71 |cal-home send {cli command | cli list} [email CLI £721ZCLI U X F&FEATL, BFA— NV EIT
email msg-format {long-text | xml} | http HTTP S CH A ZEE L4,

{destination-email-address email}]
[tac-service-request SR#]

1

Router# call-home send “show version;show
running-config;show inventory” email
support@example.com msg-format xml

+ {cli command |clilist} : 1 2D 10S =~ R&E 7=
X (1) TRYIo72) 10Sa~r KU A Mais
FELET, TR_XTOEY 22—kt ra~vr
KE&te, b un 2~ FERETEE
T, Inboa~vy RIS A/ () CTHT
ERHD ET,

email email msg-format {long-text | xml} : Z®
email &7 > a URRIREN TV DA, fBE
DEFA—NT FLRZET TR T THA R
R EIL XML FERTa < FHAMREE S
., = RELRE SN EOUHEAIZED LIVE
To BEFA—AT LA, —ERERFE S,
FLITEOMGEEETL2HLERHY £3, &
FA=NT RUAPEESNRWEEIL, ¥—
RV A NESRLETT (F 7418 T
X, v 7 Tx A MEXOLEAR
attach@cisco.com, XML JEX DA 1
callhome@cisco.com) ,

http {destination-email-addressemail} : Z @ http
T a URBIREN TV DHA, o~ R
7713 XML JE . C Smart Call Home /3 7 = K
P—— (TAC 7B 7 7 A L THRE SN
URL) ([ZEfESLET,

destination-email-addressemail Z#5& L C, /3v
=y K= =BT A AT KL AL
AyE—UEBETEXDHL T H I LENAEE
TY, EBFA—/LT FLA, = RERFE
T FTIXEOWMGERET HMERDH Y E
7T

tac-service-request SR# : V— B R ERE 5 &
ELET, B AT RLUAREE SN
BEE, =RV 72X NESRLETT,
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| call Home D3 E
sy s=—Froxz |

451
Wiz, a~r "o 22—V REDESFA—1LT FLRAZEET A0 E2RLET,

Router# call-home send “show diag” email support@example.com

WIZ, SRFEFNVIEE I, =7 7% X MERX T attach@cisco.com [ZHEF S ivd 2+
Y FHAOOFZ R LET,

Router# call-home send “show version; show run” tac-service-request 123456

WIZ, XML A vt — VAT callhome@cisco.com |25 &b 2~ R OF %R
L/iﬁ—o

Router# call-home send “show version; show run” email callhome@cisco.com msg-format xml

wIZ, SREESPRESIIN. XML # v E—IET Cisco TAC Ny 7 2 K Pr—s3
EEENTa~y REDOBZ R LET,

Router# call-home send “show version; show run” http tac-service-request 123456

KIZ, CiscoTAC Ny 7= K% — N2 HTTP 71 ha LA LT ES L, =—
PRBELIZEFA—L T RLRIZEIESIN-a~y FRE Do Z R LET,

Router# call-home send “show version; show run” http destination-email-address
user@company . com

Wi =—F v DETE

B S =F RIS, TUANBLINTEV T =T v ET AL AE v ya—RLET, @&
Wi 7 =Fx (DS) 77 A /ML, WAy FOBHREEZATNADE 74—~y NEHLT 7 A
NTT, ZHUWCKY, v Ra YT Ny =T 52T v 7T —RTH2ER N T TN a—T 4
VI EFATTEET, DSOHMIL, BEHEOR Y 8T — 7 THAL TV BEEH O E % Mk
THEOIHERAARER NI TNy a—T 4 VT IERERHMNETE 5, FEOE A T
Vo A%ty 252 & TY,

©

B ZFw[ZDUNT

By 7 =F v O (308 X—)

P 7 =T v ORiESM (309 X—)

W S=FyFx T a— R (309 L—3)

ZWr S =F vy DU —r 7a— (310 2—)

B S =FxDARX T 7 ar (310 =)
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B 25— rom=z

EN
=2
az

BT

~

v

Call Home OB |

Wi T =F ¥ DA Mg (310 X—)

ZWs V=F vy DT ar (Bl 2—)

BT =F ¢ OLH (11 <—)

J—FryDHE

CallHome ¥ A7 ADZW> 7 =F % (DS) IZib> TWAFREKL T L —AT—712XY . &
LA P BLIOHINT A CLIZERTEET, ZNOHDOCLIZEHTHE, VA3 V7
N 2T 5T v 7L —REFIZINEDAL Ry FESTTTXET,

DSIZ XV, HEHED Call Home BEEE TH AR — M I TWRWA RV N XA TE NI H— X AT
EEMIERTE LT, DSYHT VAT AL, 77 AN &ET A ALY ra— B L TOH
L. BWiv 7 =F v AR bDa—AR_y 7 2R LET,
B S =F R, T ANDIERDO T OHNEL S T =F v T A A T — K
LET, DS 77 A NMiE, B4 X bOBEHREREL., TNOHDODARX DN T TN 2—
T4 T FRERMT D, Tr—~y FERT 7 AL T,
DS 77 A NI, A X FOHRBHAZIEET A XML T —Z &, MWERT 7 v a w2795
CLIZ~ Y REFIIAZ VT IREENTHWET, TNHOT7 7 Ak, e, FEME. &
F2 VT4 BIEAT A0, YATERETIYV =R =T 4 IV T XNV ELEINTWE
T,
DS 7 7 A VOREEIL, IROWTINTT,
AN NI TEARET D AFT = HICEISSHMARES, £2, A~V FORERT
7 varyOET (e ZIECLIZFER LEEHRONE) ICEATE2Z20MmoEERS 2
WCEENET, &6, ZOBRIT. BEDONATIIHTHEBKE LTT A, AOREL
EHETHZ LB TEET,

o FPIAIA X k=R —T % (EEM) Tool Command Language (Tcl) A2 U7 MZHS<
B ZHIIANR N LUAFITTEH LA MEIEEL, T 227 V7 N TiEBEINOT
JvarEBELET,

o FREROME T O OMAEHHE,
DS 7 7 A MIZIR DO FERTER NG ENTWET,
ID (—ENEE) DSOHMBIMFEATEXLDS 77 ANV EeRT—EHDOF—,

« B (ShortDescription) : ERAV XA M THHATE S, DS 7 7 A VBT 5 —EOF
iﬁo

BB B4 BT R,
CUESaY A=V VER, DS OWEREH SIS L KEARYET,

cARVEBEUVTIVIY  BEHEDOA R e AR NORERIZIATTRET
varEE#RLET,
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| call Home D3 E
s =7 romzst [

WU —F v DREHREHS

TNRA AW 7 =F % (DS) #Xvru— RKLTHETDHAN, ROFMZEHT=LTW
HZEEMERLET,

¢« TNRA AT DULEDDS ZEIN B TAHLENRDY I, T/ A~D DS OFEID ETH
PR OV, B =Ty X e —R (309 X—) EZRRLTLIEEN,

*DST A NEL Y E— KT HZD iHWW%mﬂHW(HW%)F7/XT%F#
MET@“ &B%HTTPS#F‘/\@nL‘nE%/])Z‘ 7/1/ ‘?‘6 \ nunﬁﬁ (CA) nEEﬁ%é’/l’
VA M= TALEND D F1,

\}

(E) 7 A DT RE AR ET D5 AT, CAREAFIIAE T,

PO —FrDAoraO—FK

P27 =Fx (DS) 77rANEX DU a— RTHI21E, ¥ 27 HTTP (HTTPS) o k=
WBRMETCT, THRA AT 7 ANEX T ya— KT 55 E LTEFA—MREFXETT
WCRELTWDEA, DSEX v rn— KLU TERTHICE, IS THEAT T T 7 A )VHRE
FA%& HTTPS ICAH T H2MERH Y £,

Cisco VY 7 b7 = TIIBEAOFEAMERE (CA) O OHFHET — L2 7o ya =7, R1E.
%i@%@#éﬁﬁ%@&?ék@mmqF?x%fwwmﬁ%A%ﬁ%bi? F N AT

X2 DHEEENT 7 /L P TA X —T IR EINTHET, FT AN —/LHREICL Y, CA
SERAEN BB A R b=V ENF T, CA FFAEI, m%HTWS%—A®Mu’%£T
—é‘o

DS77ANEX Yy a— R 570D DS EHERICIE, HEHEX T o— REEfHZ T om—
RO2FENH Y £3, EHEX Y a— NI, RIEHINTDS 77 AV ZERLET, £
Werpyom— RERE N T—3 2120, EPHRRELFEHT L), £t 7~ RT
CLI ZBRtA L E¥, WX T o m— REHIX, ZERINZZDS A=V a VBT 3 X 0D DS
A—Vay&ﬁtéﬁAamﬁiﬁéhif E%%ﬁﬁ?ym~ki1mwwf BV
BT A AT TIZEN D ¥ THNE DS BHEIET AL AICOABGINET, Bl Y TR TH
ﬂt%\HL7A42W6@m%4/A/FJ%/ﬁ TADIEEDHIT \E%W&DS@&
voa— RBLOEHZRGET DX )T 3, AZ@MT 57 4 — /L RBEENET, DS BH
BRA =V, DSOAT—Z ALY EVarFEanagEnEd, kv, &V
EYa B EODS TR Ty — REnET,

B 27— R T, FFED 1 2O DS £/2i3—#HO DS NF v — REET, 58l &
Uyn— REHERE bYA= DM~ OFEIE, AT~ FTCLIZBtAT 5 2 & T,
A T o — REHERClE, T34 A EOBED DS 7 7 A LD R— 3 R ARL
BHNN—arDODS 7y ANBE T ra— RERET,

DS 77 A NMZIZT PENLBABNFNTNET, Yoo — RFENBTXTODS 774 VIZ
%L CELDORGENFEITIN, 77 ANVBNEHTED Y —ANLDHDTHD I & PHERS
F9,
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Call Home O |
. B =—Fr0I—Y 70—

2 —FrynI—49 70—

Cisco Y 7 b =7 Tidiziy 7 =F % (DS) ¥EEENT 7 4L h TA F— T I E ST
FT, BV =F v AT B0V~ T —ERITRLET,

e X —FRTDEDSERDITT, FNHET AL AZEINYTET, ZOAT v 7L,
BEAEOTE A U o a— RCTIEHMETTN, EHl4 v ra— RCTREETELY A,

e TONA AL, EEOEHF T o — RERIIA T~ 0 RO@HZL 7o — KT, E0Y
THONTWAETRTCODS FHRIT/HED 1 >ODS XU a—RKLET,

c TNARITRXRTODS DT VHNVELERBELET, BEECAEKT D L. 754 A%
T=h 7Ty vavNn— T4 AR EDEEMT 4 A7I1ZDS 7 7 A VERFLET,
Uk, TAAAL AV e— RRRIZDS 7y A NV EGAIRD ZENRTEET, L—HFT
L. DS 7 7 A /L2 bootflash:/callhome 5 4 L' 7 b UV IZIRFESNLE T,

¢« FNAREIDS DEFIVEY a VERELTTFAL ZAROHEWI BV a v Bz A1
DIz, BEOEH DS ¥ 7 u— NERZXEE LT £,

e TR RNIANRY MEEEH L, AXVIRREATDHE, DSV 7 ANVCERSNLTWNDET
JvaryEFIITLET,

BT FNYDARNNETI T
AR NI varveETrvarykvrsvait, Bl =Fy THEH IS EREE T,
AR I aryTIE, AN MREIZERAENZTRTOAL R bORBEEZERLET,
ToIvarkrialrTiE, AN MRAEBICETTAOMNERH LT XTOT 7 ay (2
Z 1% show 2~ > R A ZINE U THAT O 72 912 Smart Call Home IZ35(2) 28V A FENET,

I ZFrDARNY MEH
2y 7 =F v (DS) OA Xy bEHOHEE LT, H—oA X0 MM B A X M
D2ONERIINTWVET,

B—a Ry MEH

B Ry FEHTIE. DSHT1ODARY T4 T2 2P FREESNET, AV D
BERT, RO 2FEOWTINTT,

eDSAXRY MEEXAT : PR—=FENTWVDHA XU b XA 7L, syslog, EH. #E.
BEsE MR (OIR) | 33X WM CallHome T9, THIFE] &1, ZOX A 7D DS idA X
VREBRHET, ¥ n—RESNDLEEBICEDT 7y a ryNIETENDLZ EERLT
WET, Call-Home % 1 7%, BEfFDOT 77—k ZA—TIZBEALTERIN TV B EAED
CLIl a2~y REEHLLET,

s MMBIAIA X <% —T % (EEM) 8EHX A 7 :Cisco V7 bV =T BERETHI L7
. FTRTOFLWEEM ARy N Ty F 7 XY R—FLET,

EEM % U724 X M LA Cit. Tool Command Language (Tcl) A2 U7 k& {fi~
TANXRY MEHZATHIRESND L, DSB M) T—SvET,
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| call Home D3 E
was <o e ]

BEARY MR

BEA Ry MR TIR, BEOA R T T H . T D EEOBH SR ATV 27 Ik
e, BLO R bAEMMAER L ET, 8~y Mt ofREERUTIE, BEg A~
YT AT HICETAIEEANRNY MEEEFD L LN TEET, e xE 30Dy
k7472 % (syslog, OIR, IPSLA) 73, DS 7 7 A VOIERBFICER SN ET, ZhbDA
XU F T B U TRE SRAHBIL, syslog A4 X M B X TNOIR A X b ASFIERC
MU T—SN50, EZIXIPSLA BHEIMT MU H—S DA, DSBT 7 v a 2 F 7T
HTEERLET,

M —FNYDTI Iy

Py 7 =F % (DS) 77 AME, A2 FORAERFICHBETREIEIERT /a2 T
HRENET, 773 ar 2470, BEDA Xy M LTI END T 7 > a o OFEE
ZRLET,

BEIX, 77 ANENAL A XTS5 DS NOERTT,
DST7 7 vavik, WDA4ODHEA TITHHENET,
+ call-home
» command
* emailto
* script
DS 77 ¥ a v %A 7 call-home 3 X O emailto (X4 X b 7 —X ZUNEE L, Call-Home H—3
FEREBEHLETA—N T RLRACA v E—V2FELET, 2OAvE—ITIE, Ay

t— #1477 L LT [diagnostic-signature] . A v t&— 7% 47 L L TDSID2MEH I
£,

DST 7 varv A TICELTERINTWDa<wy Nk, T8 AOFREDEF, show 2~
v R ADOE, 7213734 A TOEEDEXEC 2~ > ROFEITA1TH CLI 2~ N& Btk
LET, DSTZ7 v ay ZA Fscripti, Tl A2 VS N &2FETLET,

P FrDEHR

BT W Y 7 =F v (DS) WTBHREN, DS 7 7 A VE W AX <A AT 5Dl sh
£, DSERAMOEL L XBT L7201, TXTODSEHENLIITT VT 4 v 7 Ads_ S
WTWET, YR—FENDDSEEDX A T H#LLFITRLET,

c VAT LB REEAEETHI LML TAAL RZEY BEBICEID B THR LA,
PBWiv 7 =F ¥ #ERETIL. ds_hostname 35 K (N ds_signature id @ 2 DD T AT NEHMN Y
R—FINTWET,

BREEAEY « call-home diagnostic-signature > 7 4 ¥ = L' — 3 3 > F&— KT environment
variable-namevariable-value =~ > R &> TFEITEI W U THNDE, 93CD DS BEE
EH DA E % FE T 521X, show call-home diagnostic-signature =~ > K& L %
To RIROBRREBN DS 7 7 A MIEENTWDLGEE, BEBIEINDET, 20
DS IIREMRIED L FI1T2 0 £,
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Call Home OB |
. n/l’-kﬁ/a 9:‘\"0) Eﬁ/ﬁ

o v 7 NEH : FiHE EXEC “E— K C call-home diagnostic-signatureinstall ds-id =< > K
S TFHTHY Y TOHNDMHE, ZOEEZHRELRWEGE. DS D AT —Z Z (3R
2720 £97,

s FRFHAEH  FRIEHRINTZCLIZ~Y R ED, Eﬁ%ﬁ%ﬁmbtﬂ&~V7y
FICE->TEY Y TONDHE, ZOMEIZDS ODETHIZEY Y TOHNET,

e syslog £ X NE%L : DS 7 7 A /LTD syslog A X2 MRHHIZE D 4 CHH1HE,
EHIX. syslog 4 X2 MRIVZEA L TOAREZTT,

BT FYDRERE

2y /' =F v @ Call Home — E ZDRE (312 2—)

P2y 7 =F ¥ O%E (314 X—)

2 Y —F + ® Call Home 4 — E X DEXRE

PZWiv 7 =F % (DS) IZHEETHBHOERELETHIEKILDE T A—/L T FL AL, DS
T ANDE T a— RITTdH 5D HTTP/secure HTTP (HTTPS) URL R X D@EMEARET A7~
¥IZ, CallHome —E A REAHZRTE L F T,

T, HLna—F e A EERL, ELWEEEZREL, TO7u 77 A VEDST
77 ANELTEDVYTHZELTEET, EMNRY Y m— ROSHE, 7L A0 |
U Ave—VOEHRZRICERNDEEINET, AN OEYHRELEFTTLHE, DSOE
HMrora—REFBArYa—anEd,

)

CE) T3V FTIE. FHIERINZCiscoTAC-1 7277 A ANBNDS a7 7 A E LTA F—
TVICERESINET, TNE2EATAZ 2B LET, TREFEHATLIHA. BEBELERD
BN, ARt RO E L http ICEES 5 Z L7217 TY,

FIEDHE
1. configure terminal
2. service call-home
3. call-home
4, contact-email-addr email-address
5. mail-server {ipvd-addr | name} priority number
6. profile profile-name
7 destination transport-method {email | http}
8. destination address {email address | http url}
9. subscribe-to-alert-group inventory [periodic {daily hh:mm | monthly dayhh:mm | weekly
day hh:mmy} ]
10. exit
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| call Home D35
iS5 =F v 0 Call Home ¥ —E 2 DEE |

FED FH 4

FE
AR RFERET7TIVa Y B#)

5w F1 |configure terminal ra—sYb ary 74 Xalb—ay ®— Felkh
11 LET
Router# configure terminal

AFwF2 |service cal-home T34 A TCCallHome V— B 2% A4 X —T7 MIZ L E
11 EE
Router (config) # service call-home

RT7wv 73 |cal-home Call Home # 5% E3 %7212, Call-Home 21> 7
451 - Xal—raryE—FR2BLET,
Router (config) # call-home

R w74 |contact-email-addr email-address (£3) Call Home DRAZ KA AT A&

Bl - A=A T RUAEED HTET,

Router (cfg-call-home) # contact-email-addr
userid@example.com

A5 w5 |mail-server {ipv4-addr | name} priority number (f£#&) Call Home ® Simple Mail Transfer Protocol

Bl - (SMTP) OFEFA—L P— T RLZAZHREL
- S ==
Router (cfg-call-home) # mail-server 10.1.1.1 iT DAY ]\ j: U‘Tzhi)W)DS“C éj’b
priority 4 TWABT 7 v a NlE T A—NVIRERNEENIHE
OB SIVET,
AFwJ6 |profile profile-name CallHome D557 1 7 7 A4 L& E L. CallHome
- a7y ANar 4 FXalb—aryE—ReH
L
Router (cfg-call-home) # profile userl MELET
ZFw 77 |destination transport-method {email | http} Call Home D% v 7 7 A L Ol XA+ E L
11 SR
Router (cfg-call-home-profile)# destination GE) ZWrs S =F v ZERET AT, htth“
transport-method http ‘/E /%{%ﬁﬁ,&éz\gz})&) D ijﬂo

AT w78 |dedtination address {email address | http url} CallHome A v — VR EROT KL A XA Tl

Bl - T—1aERELET,
Router (cfg-call-home-profile) # destination GE) [_ﬁ/7 F ¥ 75? Hﬂiﬂ‘a_%) = htthT‘
address http . 7 Va AT OIMERDHD £T,

https://tools.cisco.con/its/service/oddoe/services/DDCEService
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B orov-5rozx

Call Home OB |

ARV FFEREETIVa Yy

S

AT w9 |subscribeto-alert-group inventory [periodic {daily|Call Home ¢ Inventory 77— ~ 7 /L —FIZB4 %
hh:mm | monthly dayhh:mm | weekly dayhh:mmi]| » o — %8242k 5. 557077 A LA
1 - ELET,
RouterI(cfg—call—home—proflile)# o . e ZDaw RiZ. DS 77 A LD EBHIZ 7
SLllkzszzlélbe—to—alert—group inventory periodic daily] o— }‘H%L:@ﬁffﬁﬁ éﬂiﬁ‘o
27y 710 |exit CallHome Va7 7 A )V a7 4 X2 lb— g
i - EF—FRE&KTLT, CalHome 27 4 F =2 L—
Router (cfg-call-home-profile) # exit vay ' FLCE%@ ji?ro
RDZBRY
ANROFINECHRE L7077 A VEDS7u 77 A LTHEL, TOMOD DS /T A —
2B ELET,
BUS T ZF ¥ OBRE
1ash SR
Call Home F§RE 2 #%7E L C, CallHome 711 7 7 A VDJEMEAZRE L ET, 7 7 #/L b D Cisco
TAC-1 70 7 7 A VaEMT 50, BLBRLIca—F T e T 7 A Lzl TEEd,
FlaD#E
1. call-home
2. diagnostic-signature
3. profile ds-profile-name
4. environment ds env-var-name ds-env-var-value
5. end
6. call-home diagnostic-signature [{deinstall | download} {ds-id | all} | install ds-id]
7. show call-home diagnostic-signature [ds-id {actions | events | prerequisite | prompt |
variables | failure | statistics | download}]
Flgn
FIE
ARV RFERETI VY B
AT v 71| cal-home Call Home % &% ET 5 7212, Call-Home =7 ¢
i - Fal—arE—RFEALET,

Router (config) # call-home
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| call Home D35
sy s=—Froxz |

ARV RFEREET7TOVa Y B#Y
R T 72 |diagnostic-signature Call Home 2Wi> 7 =F v £— F&BIML £,
f5
Router (cfg-call-home) # diagnostic-signature
AT 73| profile ds-profile-name TNA R LTy 7 =F v (DS) »MEAT D565
i - Iu 7 ANERELET,
Router (cfg-call-home-diag-sign)# profile userl
AT w74 |environment ds env-var-name ds-env-var-value F A AD DS OEEEMEERELET,
fi

Router (cfg-call-home-diag-sign)# environment
ds_envl envarval

AFw 75 |end Call-Home 2lrv 7 =F v £— N&K& T LT, Rk
i - EXEC £— FIZRY £
Router (cfg-call-home-diag-sign)# end

R w 76 |cal-home diagnostic-signature [{deinstall | TN, ATZWY VT =F v 77 A Ve E Ty a—
download} {ds-id | all} | install ds-id] Ko AV A=, FFET oA A =L LE
i) : R
Router# call-home diagnostic-signature download
6030

X w77 |show call-home diagnostic-signature [ds-id {actions|Call-Home ZWlis 7/ =F ¥ [EHE2F =L E T,
| events | prerequisite | prompt | variables |
failure | statistics | download}]

i -
Router# show call-home diagnostic-signature
actions

DT ZTF v DEREH

wIT, By 7 =Fx (DS) 77 ANVOEHNRET T m— RERZ A X —T /T
LHERLET, TORETIE, B H% 2:30 12— X Call-Home H— N2 WS T
Ayrn— RERBEFEESN, DST7ANVDOF =7 % LET, EWBEFEIZHTTPIC
RIESIET,

Router> enable

Router# configure terminal

Router (config) # service call-home

Router (config) # call-home

Router (cfg-call-home) # contact-email-addr userid@example.com

Router (cfg-call-home) # mail-server 10.1.1.1 priority 4

Router (cfg-call-home) # profile user-1

Router (cfg-call-home-profile)# destination transport-method http

Router (cfg-call-home-profile)# destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService
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Router (cfg-call-home-profile) # subscribe-to-alert-group inventory periodic daily 14:30
Router (cfg-call-home-profile) # exit

Router (cfg-call-home) # diagnostic-signature

Router (cfg-call-home-diag-sign) # profile userl

Router (cfg-call-home-diag-sign) # environment ds_envl envarval

Router (cfg-call-home-diag-sign) # end

WA, B ORERL T D show call-home diagnostic-signature =2~ KO IH &7~ L&
R

outer# show call-home diagnostic-signature

Current diagnostic-signature settings:
Diagnostic-signature: enabled

Profile: userl (status: ACTIVE)
Environment variable:

ds _envl: abc

Downloaded DSes:

DS ID DS Name Revision Status Last Update (GMT+00:00)
6015 CronInterval 1.0 registered 2013-01-16 04:49:52
6030 ActCH 1.0 registered 2013-01-16 06:10:22
6032 MultiEvents 1.0 registered 2013-01-16 06:10:37
6033 PureTCL 1.0 registered 2013-01-16 06:11:48

Call Home X EBEHD T~

show call-home =2~ > F& & & & E 72Tl H LT, Call Home % ETF#H AR R TEET,
B A Call Home 1F# %2 &9 2121, RO FIRIZHENE T,

FIEDHE
1. show call-home
2. show call-home detail
3. show call-home alert-group
4. show call-home mail-server status
5. show call-home profile {all | name}
6. show call-home statistics [detail | profile profile_name]
FEDEFHM
FE
ARV FERET7IVa Y By
AT w71 |show call-home Call Home i E DM E A KR L E T,
fi
Router# show call-home
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Call Home E%EFEHRD KT .

AU RFERETIVa Y

B8

ATv T2

show call-home detail
1 -

Router# show call-home detail

Call Home (R EDFFMEZ TR L £,

ATvT3

show call-home alert-group

1

Router# show call-home alert-group

ERAARERT T — s I N—T L FNOLDAT—H X
FERRLET,

ATv74

show call-home mail-server status

1

Router# show call-home mail-server status

REFEHDE A=) P —ROT7 AT YT 4 %
9;1!: ‘Yﬁ L"Ci‘%ﬁ_\‘bi‘a—o

ATvTh

show call-home profile {all | name}

1

Router# show call-home profile all

BESNmET e 7 7 A NVOBREEFR T LET,
al¥x—U—FaFEHALTIXTOmETe 77 AL
DREEFRLET,

ATvT6

show call-home statistics [detail | profile
profile_name]

1

Router# show call-home statistics

Call Home 1 X F Dt E#REF L E T,

451
Call Home 1EERDE£Y

Call Home &R D zE#0

{EFAATE%: Call Home 7 S — k ' )L—T
EA—)LH—/I\DRXT—4 XIEH
FTRTDEETOT 74 ILDIEER

A—HEREETOT 74 IILDIEER

Call Home D#EET1EHHR

Iz, showcall-home a2~ RO LA T a v Z A LSO IlZ R L E

‘/Jﬂo

Router# show call-home
Current call home settings:
call home feature : enable
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call home message's from address: router@example.com
call home message's reply-to address: support@example.com

vrf for call-home messages: Not yet set up
contact person's email address: technical@example.com

contact person's phone number: +1-408-555-1234

street address: 1234 Picaboo Street, Any city, Any state, 12345
customer ID: ExampleCorp

contract ID: X123456789

site ID: SantaClara

source ip address: Not yet set up

source interface: GigabitEthernet0/0

Mail-server[1l]: Address: 192.0.2.1 Priority: 1
Mail-server[2]: Address: 209.165.202.254 Priority: 2
http proxy: 192.0.2.2:80

aaa-authorization: disable

aaa-authorization username: callhome (default)
data-privacy: normal

syslog throttling: enable

Rate-limit: 20 message(s) per minute

Snapshot command[0]: show version
Snapshot command[l]: show clock

Available alert groups:

Keyword State Description
configuration Enable configuration info
crash Enable crash and traceback info
environment Enable environmental info
inventory Enable inventory info
snapshot Enable snapshot info
syslog Enable syslog info

Profiles:

Profile Name: campus-noc
Profile Name: CiscoTAC-1
Router#

Router# show call-home detail
Current call home settings:
call home feature : enable
call home message's from address: router@example.com
call home message's reply-to address: support@example.com

vrf for call-home messages: Not yet set up
contact person's email address: technical@example.com

contact person's phone number: +1-408-555-1234

street address: 1234 Picaboo Street, Any city, Any state, 12345
customer ID: ExampleCorp

contract ID: X123456789

site ID: SantaClara

source ip address: Not yet set up

source interface: GigabitEthernet0/0

Mail-server[l]: Address: 192.0.2.1 Priority: 1
Mail-server[2]: Address: 209.165.202.254 Priority: 2
http proxy: 192.0.2.2:80
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Call Home E%EFEHRD KT .

aaa-authorization: disable
aaa-authorization username: callhome (default)
data-privacy: normal
syslog throttling: enable
Rate-limit: 20 message(s) per minute
Snapshot command[0]: show version
Snapshot command[l]: show clock
Available alert groups:
Keyword State Description
configuration Enable configuration info
crash Enable crash and traceback info
environment Enable environmental info
inventory Enable inventory info
snapshot Enable snapshot info
syslog Enable syslog info
Profiles:
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml

Message Size Limit:
Transport Method: email
Email address (es):

3145728 Bytes

noc@example.com

HTTP address(es): Not yet set up
Alert-group Severity
configuration normal
crash normal
environment debug
inventory normal
Syslog-Pattern Severity
. *CALL_LOOP.* debug

CiscoTAC-1
INACTIVE

Profile Name:
Profile status:
Profile mode:

Preferred Message Format:
3145728 Bytes

Message Size Limit:
Transport Method: email
Email address (es):
HTTP address(es):

Full Reporting

xml

callhome@cisco.com
https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity
crash normal
environment minor
Syslog-Pattern Severity
+cALL_TooR.x dgebug

Router#
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Router# show call-home alert-group
Available alert groups:

Keyword State Description
configuration Enable configuration info
crash Enable crash and traceback info
environment Enable environmental info
inventory Enable inventory info
snapshot Enable snapshot info
syslog Enable syslog info

Router#

Router# show call-home mail-server status
Please wait. Checking for mail server status ...

Mail-server[1l]: Address: 192.0.2.1 Priority: 1 [Not Available]
Mail-server[2]: Address: 209.165.202.254 Priority: 2 [Available]
Router#

Router# show call-home profile all

Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up

Alert-group Severity
configuration normal
crash normal
environment debug
inventory normal
Syslog-Pattern Severity
.*CALL LOOP.* debug

Profile Name: CiscoTAC-1
Profile status: INACTIVE
Profile mode: Full Reporting
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity
crash normal
environment minor
Syslog-Pattern Severity
.*CALL LOOP.* debug
Router#

Router# show call-home profile campus-noc
Profile Name: campus-noc
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Profile status: ACTIVE
Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: email

Email address(es): noc@example.com
HTTP address(es): Not yet set up

Alert-group Severity
configuration normal
crash normal
environment debug
inventory normal
Syslog-Pattern Severity
. *CALL_LOOP.* debug
Router#

Router# show call-home statistics
Message Types Total

Call Home

grrmoxs [

Total Success
Config
Crash
Environment
Inventory
Snapshot
SysLog
Test
Request
Send-CLI

O O OO OO0 O0O WwWw

Total In-Queue
Config
Crash
Environment
Inventory
Snapshot
SysLog
Test
Request
Send-CLI

O O OO OO oo oo

Total Failed
Config
Crash
Environment
Inventory
Snapshot
SysLog
Test
Request
Send-CLI

O O OO OO oo oo

Total Ratelimit
—-dropped

Config
Crash
Environment
Inventory
Snapshot
SysLog
Test

O O O O O o o o

O OO O OO O o oo O O OO OO oo oo O OO OO0 O0OO0O WwWwWw

O O O O O o o o

O O OO OO oo oo O O OO OO oo oo O O OO OO oo oo

O O O O O o o o
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B cavome o740 riE

Request 0 0 0
Send-CLI 0 0 0

Last call-home message sent time: 2011-09-26 23:26:50 GMT-08:00
Router#

Call Home O T 7 4 JL FEERE

W DFEIZ, CallHome DT 7 4 /v FREZRLET,

5% 30: Call Home DT 7 #+ JL F & TE

INTGA—H TI7HIE
Call Home fERED AT — & A Fo—T L
A—PERTOT A INDAT—H A Active

EREHLDL ATTAC 1 7 7 A /LD A5 — |Inactive

A A
HRk 51 A A=
Ayb—DT g —~v b X AT XML

oy T¥ AN, a—bTXRR M, E72133,145,728
XMLIERTEEENDE A v =055 A v

T—TDOY A X

TI7—=hNIN—=TDAT—H X A F—=T N
CallHome A v ¥—Y DY 55 4 (FEKJE) |Debug
L&\l

1 RICEET 2 A vy =Y 0 L — MR 20

AAA Authorization T 4=
Call Home @ syslog A vt —Y Ay MUV |4 Fx—T )b
e

T2 TTANY— L TR

T7o—hFJIL—TOEEpARNFEOATUF

CallHome & X NMIT 7 — s A —TIHEIN, &7 7— K Z70—72i%, A X b
FAERHIIATEIN DA~ FREID Y THNET, BBEINDIA vy E—VIZiFa~r RN
EENFET, WORXRTIX, £T7 77— I NV—TZEFENEEHA N b2 RrLET, TT7—F
TN—TDEAR L NDOVETT 4 (EKE) &, Efrahda~vr FERLET,
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75—t sn—JoEss~vteazor |

= 31:CallHome 75—k FIL—T, 4RV b+, BLUVENE

75—k 4 J)L— |CallHome &2E4A |Syslog 1 N> kb |YEST 4 (BEX|HBALLUVETE

7 ~v b ) h&avy R

Crash SYSTEM_CRASH |- - YT =T T
AR
HANRU R,

The following
commands are
executed:

show version
show logging
show region
show inventory
show stack

crashinfofile (Z
D<= KX
crashinfo 7 7 A /V
ONEZFRRLE
+)

TRACEBACK

VA NENEOR
L—2 RNy A
Ny MR LE
R

The following
commands are
executed:

show version
show logging
show region
show stack
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B -+ rr—dormrrsreazor

7Z— bk F)L— |Call Home #2&1( |Syslog 1 N>k |YEST«4 (EX|FHASIUETS
7 Yk ) hdavv kK

=4

HA N M
La—HHER S
Te B3R,

The following

commands are
executed:

show platform
show inventory

show
running-config all

show
startup-config

show version

b
i
\
\
\

wE, 77 R
JET T — Ll ED
REr U
FICBET 51X
>k,

The following
commands are
executed:

show environment
show inventory
show platform

show logging

_ _ SHUT 0 REET=40
Yy v MU E
BEIE L F LT,

_ - ENVCRIT 2 TR F 7 1
EMEN T VT 47
e LEVMEZ R
ZFE LIz,

_ _ BLOWER 3 MBI DT 7
kLA 320N,
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7Z— bk FJL— |Call Home #2&1( |Syslog 1 N>+ |YEST«4 (EX|FHASIUETS

7 Rk FE) ndavrk

_ _ ENVWARN 4 TR F 7= 03B R
EENEE L X0
fEEBzE L,

_ _ RPSFAIL 4 PRI bR L 7=
Fr FARHY F
7,

_ ENVM PSCHANGE 6 BIRGL DEHE

_ _ PSLEV 6 EIIREED L H

_ - PSOK 6 IR IEH B E
LCWbXEHT
7,
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B -+ sr—Jdoemrrsreazor

7Z— bk F)L— |Call Home #2&1( |Syslog 1 N>k |YEST«4 (EX|FHASIUETS
7 V2 ) hdavv kK
Inventory - - -
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75—t sn—JoEss~vteazor |

75—k JJ)L— |CallHome #2811 |Syslog A X2 b |SETT 4 (BEX|GBASIUVERTS
7 Yk ) hdavv kK
Inventory A7 — %
A%, =y bR
a—/)L K 7—h
Shi%Ga

FRU 23N E 72
BTNV el
BIZHEESND,
I, EARTIE
RNA R N ER
RSk, EEIEA
T R TR
EWEREND

FEA4E— N CEE
SNDHTXTOA
RN Ay
=L TV
E— N THESN
DT NE A
MU Avt—
VIR LTHEITS
nsra<r R
show diag all
eeprom detail

show version
show inventory oid
show platform
TV — KT
EEIND 7L
AR
A=z x L
TETSND =~
R

show platform

show diag all
eeprom detail

show version
show inventory oid
show bootflash: all

show
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Call Home OB |

T53—hTNL—

Call Home &2 &1

Ry b

Syslog 1 N> |+

BB KUERTS
hdavo kK

data-corruption
show interfaces
show file systems

show memory
statistics

show process
memory

show process cpu

show process cpu
history

show license udi
show licensedetail

show buffers

HARDWARE
REMOVAL

REMCARD

H— KN Aw v b
%d NHED /X
N, Ao ¥ —7=
AANT 48—
AT o Tz,

HARDWARE
INSERTION

INSCARD

F— KPR A| v b
%d A S E
Lz, BEEA
H—T A AL
vy hF UL
£7

Syslog

syslog {22 7 i dk
SNDHANU |

The following
commands are
executed:

show inventory

show logging

SYSLOG

LOG_EMERG

VAT DHMERAR
AREZRIRTE,

SYSLOG

LOG ALERT

IS5 op AN/

SYSLOG

LOG_CRIT

R T
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rvt—vonz ||

7Z— bk FJL— |Call Home #2&1( |Syslog 1 N>+ |YEST«4 (EX|FHASIUETS

7 Ry bk %) ndav kR

— SYSLOG LOG_ERR 3 T Z —IRRETT,

- SYSLOG LOG_WARNING |4 IR

- SYSLOG LOG NOTICE 5 ERTENE R
fE,

— SYSLOG LOG_INFO 6 EH

— SYSLOG LOG _DEBUG 7 F Xy T L~
Av—,
TANAvE—

The following
commands are
executed:

show platform
show inventory

show version

AytE—CNDAR

ZITHEH T IN—T A=V ORNEFOEXERT W ODOEERLET,

RORIZ

£32:3—FTFTFERXAF AvtE—COBHK

a—hFTFANAvE—VONET 4 —/V RERLET,

T—4RIHH 5 BA
T34 A ID BRESNTZT A AL
HEEA # 7 HEA R FNDEA L AEZ S

7 —HHIA v —

>

EE A N O HE R (GREE)

T T — LADBRASE

VAT A AvE—VICEHINS LT — L

WRDOFIT

TR TOBRY S THXF AN AvE—U L XML A ve—D 2@

BT H2HNAR7 4 —/L K

%%LiTo%m@77~b7w—7f/t—vulﬁ®74—wki\A%74—wk®
BN A SN E T, HARA » MIFEIORLTWET,
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Call Home OB |

£B:OVTTFERMAYE—CEXMLA Y E—STRTIZHBO T4 —IL KR

T—4EE (FL—r TFX
b & & U XML)

BB (FL—r THFRRARE &
U XML)

Call-Home » v +— 424
(XML @ &)

Time stamp

ISO FFZIZRFE (YYYY-MM-DD
HH:MM:SSGMT+HH:MM) =
XA INOANE XA L
AH T

CallHome/EventTime

A wv—T4

A= D4R, BRI
AR NLDY A NIT T—
kN Z—T7OfdE A X R b
a<w K (322°3—) 1TRE
nTunxEd,

Ya—hFTFAMAvE—Y
DIGHE DI

Ao —T XA

[Call Home] % ¥&8/E.,

CallHome/Event/Type

Message subtype

BEDAyE— A7
full, delta, test

CallHome/Event/SubType

Aov— T)—F

lreactive| ZIEE, T 7 4 /v
M Treactive] TH D=,
{5,

Long-text A & — U Hi [

eI (ERE)

Ayt —UOVETT 4 (HE
KE) (Ave—TVEZ
T4 (ERE) LEWE (293
~=) EZH)

Body/Block/Severity

B
i)l
=
o

J—7 7ua— T bk
BT o2 A7, —i%
W7 7 I U4 TT,

Long-text A & — Y HH
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rvt—vonz ||

T—4EB (FL—r TFR
k& & U XML)

BB (TL—r TR MEL
U XML)

Call-Home » v t&— 424
(XML @ &)

T34 A ID

Av—VEARTHZ R
7734 A® Unique Device
Identifier (UDI) , A vt&—
N7 77V w7 AA v FITH
BTHRWNGEE, 207 4—)b
Fixz=E, B,
type@Sd@serial,
stypeld, Ny L—r
IDPROM 7> 5 O HL S, Y
E.
@ IZXYIY LT,
«SdixC T, U7/ ID
Exr— VU TNEE
ELTRELET,
- serial 1%, Sid 7 1 —L K
WL TBIENDE S
<7,

f : CISCO3845@C@12345678

CallHome/CustomerData/
ContractData/Deviceld

B AR <— 1D

PR—k P—ERL->TH
FIE O OO ID I S
NAHEF 7 arDa—FRE
AIRETR T 4 — L N

CallHome/CustomerData/
ContractData/Customerld

A% ID

PR—h H—tRICLSTH
FIE R OO ID I S
NHF7arDa—RE
AIREZR T 4 — L N

CallHome/CustomerData/
ContractData/Customerld

# A ~ID

VAaPEgE LY A MIDE
T2EBOYR—  —E R
Lo TEWRD® D Z DD
TN S AT V3
Y DO—YERIEFRER T 1 —
VR

CallHome/CustomerData/
ContractData/Customerld
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T—4EB (FL—r TFR
k& & U XML)

BB (TL—r TR MEL
U XML)

Call-Home » v t&— 424
(XML @ &)

Server ID

Av—UNT77T7 Vv s A
A v TFNLERSNTWDY
f. THTAAL v FOEAF O
T34 21D (UDI) ,

stypeld, Ny L—r
IDPROM 7> 5 8 o7l
.

@ IZXYIY LFTT,
«SdixC T, U7/ ID
By — VYT ES
ELTRELET,

e serial i%, Sid 7 41—/ K
IZ ko TRl S D& 5
<7,

f : CISCO3845@C@12345678

QU TRARNRAE-TD
a0,

A — 0

T T — 2P D M I,

CallHome/MessageDescription

F RS R4 AR " R4AETSH ) — R, | CallHome/CustomerData/
ZHIE. FAAL ADEA R SystemInfo/NameName
<,

Y4 ARy REAEFO ) — Rz | CallHome/CustomerData/

T AREORIWE bR e
EEEZR

SystemInfo/Contact

MG E A —L

D=y FOEKLETH D
NPDOBFA—IV T RL A,

CallHome/CustomerData/
SystemInfo/ContactEmail

D=y FOERKETHD
N O R

CallHome/CustomerData/
SystemInfo/ContactPhoneNumber

Z D=y MIEE L7~ RMA
i DREAH AT &2 R Al L C
WAHLE T a7 44—
[N

CallHome/CustomerData/
SystemInfo/StreetAddress

ETINV4

N—FDET N, ZivTH
W77 2 ULDO—ERTH B [E
HETFILTT,

CallHome/Device/Cisco Chassis/Model

U TIINEE

2=y POV =DV IT
IV

CallHome/Device/Cisco_Chassis/
SerialNumber
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rvt—vonz ||

F—AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR MEL
U XML)

Call-Home » v t&— 424
(XML @ &)

v — v DOEHmE S

T —DEETECTVE

=

CallHome/Device/
Cisco_Chassis/Additionallnformation/
AD@name="PartNumber”

System object ID AT Nk —E\ZEERIT 5 3 | CallHome/Device/
25 A F TP kD, Cisco_Chassis/Additionallnformation/
AD@name="sysObjectID”
> AT Atk RPN T A AD T 25 A | CallHome/Device/

i,

Cisco_Chassis/Additionallnformation/
AD@name="sysDescr”

RDOFIZ, FFEDT T —F IN—T AyE—VIZEADHAT 4 —/V FERLET,

N\

GE)

LHENHY £,

ZDT7T—= R IN—=TFICHRH L THEBEOa~ > RRETENDL &, IROT 4=V R RIS

RUBFEDT7S— TN —T Ayvt—CICEEOHEATc—ILE

o< N4 FEiTENT-a~r ROEM: | /aml/Attachments/Attachment/Name
i,

Wt 5 4 T 9F AL RO A7, i | faml/Attachments/Attachment@type
H 1L “inline”,

MIME % A 7 WH L, "text", "plain", F7- |/aml/Attachments/Attachment/

WX EALH A T DUV I,

Data@encoding

2wy RIHATF A b

HEIWIZFE TS za~ > R
oW (77— 7 V—T7D
EENA N hlaw B (322
=) )

/mml/attachments/attachment/atdata

WDOFRIZ, LI A v— (TAC 7 —AZ ML THU AT AEE) LPHMAvE—T
(AT LRI —<  ADIK TR EEZTHRENEOH ZHE) ITHASNAINET 4 —/b

FZzrRLET,

R WU EREFHHAAND N AyE—DICBASNE T —ILE

F—4AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR B L
U XML)

Call-Home » v t&— 424
(XML @ &)

X —TDN— KT T N—
g v

X —TDN— KR T N—
g v

CallHome/Device/Cisco_Chassis/
HardwareVersion
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B oe—vons

Call Home OB |

F—4AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR MEL
U XML)

Call-Home » v t&— 424
(XML @ &)

A== R P T 2= D
VI NI T R—= g

PN 7 b 2T N—=T g
Ve

CallHome/Device/Cisco_Chassis/
AdditionalInformation/AD@name=
“SoftwareVersion”

HED B D FRU D4 i

AR A=V ERERL
TWAEED FRU D4 i

CallHome/Device/Cisco_Chassis/
Cisco_Card/Model

HEDOHLHFRUD LY T ILE
%

fiEZE - L7=-FRUDY I T
VS

CallHome/Device/Cisco_Chassis/
Cisco_Card/SerialNumber

DB % FRU ORLGLE 5

RIfEZ# = L72 FRU O L&
%

CallHome/Device/Cisco_Chassis/
Cisco_Card/PartNumber

FRU 2 & v b

ARV N AyE—UF4RKL
TWAFRU DA E v hEE

CallHome/Device/Cisco_Chassis/
Cisco_Card/LocationWithinContainer

FRUN— R =7 N—= g

M4 Z L7 FRU D/N— R
TxT N—=Ta

CallHome/Device/Cisco_Chassis/
Cisco_Card/HardwareVersion

FRUYZ N7 =7 N—=T g

R Z £ = L 7= FRU TEi{E9
HIT NI 2T N—=Tg

CallHome/Device/Cisco_Chassis/
Cisco_Card/Softwareldentity/
VersionString

ROFIZ, A X b)) AyE—VITHASNONET 4 —/V FERLET,

R AVER—RV P ARV Ay E—DDOBBAT—ILF

T—2EE (FL—r T%X
b & & U XML)

B (TL—r TR B &
U XML)

Call-Home * vy t&—< 24
(XML D &)

VX —TDN— R =T N—
vayr

T —TDN— Ry T N—
var

CallHome/Device/Cisco_Chassis/
HardwareVersion

D AL AY A V1)
VT R T RN—=T g

LY 7 b =T N—=T s
Ve

CallHome/Device/Cisco_Chassis/
Additionallnformation/AD@name=

“SoftwareVersion”

FRU name AR N AvE—U% 4Rk L | CallHome/Device/Cisco Chassis/
TWAREE O FRU D4 B Cisco_Card/Model

FRU s/n FRU DU 7L EE CallHome/Device/Cisco_Chassis/

Cisco_Card/SerialNumber

FRU # 5 3& =

FRU 0 # 5L 2& =

CallHome/Device/Cisco_Chassis/
Cisco_Card/PartNumber

FRU A2 v k

FRU D A1 v h&&E

CallHome/Device/Cisco_Chassis/
Cisco_Card/LocationWithinContainer

FRUN— R =7 N— g

FRUD/N— R =7 N— g
N

CallHome/Device/Cisco_Chassis/
CiscoCard/Hardware Version
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| call Home D&

rvt—vonz ||

T—REBR (FL—r 7FX |HH (TL—rTFX FE & |Call-Home A v +&—2 25

k& & U XML) U XML) (XML D &)
FRUY 7 F Y7 =7 N"— 3 > |FRU ETEIEL T % Y 7 | | CallHome/Device/Cisco_Chassis
VT =g /Cisco_Card/Softwareldentity/
VersionString
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Call Home DEEE |
B oe—vons
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519

CiscofhisEH—ER EDa—ILELURY
ckD—HD AR —TD A RXRE2A—ILD

EgEd

=X L Cisco VIR —E R Y 2 — VB L ONCiscory hNTV—F f LV H—T 2 f AFEY 2—
b (NIM) ZHR—FLTWET, ZNHDED2—LiF, T7HEFE (¥ VT H—R) Zff
ALT, 2O 3FESERhAay MIEEINET, IOV, RO~=aT V525
L TLEEN,

* Cisco Catalyst 8300 >V —X =¥ 7T v N T4 —A =R = THETA N

s Cisco Catalyst 8200 'V — X = VI v N7 4 —b N—RU=TRHETA N

ZOFETHHTHIARIZT, kO LB TT,
¢ Cisco P —EAETV 22— LVEBIORRyYy NT—FT A U H—T oA AEY 2—)LITDONTON
w337 =)
e PR—PENDZEY 22—/ (338 1—2)
Ry NI =T A H—T o A EV a— L EPEF—ERAEY 2 —/L (338 X—)
7Ty b7 F—LTOSMBIONIM DEA (338 ~<—)
cEV 2= BLIOAS U E—T o ZADEH (347 L—)
« REB] (348 X—)

Cisco H—ERXREVA—ILELURY NT—H L3 —
TJIA4 R ED2—ILIZDLTOIERR

N—FF, T—%TF 7 F Y [ THBIARAENTWVWEEY 2 — VS ISRE 2 LT, R — F&h
TWbCiscotr—ERXAEYa—/ (SM) , Xy NI =T A H—=T 2 Af ZAEY2—/L (NIM)
ﬁi@HM(E%H%4V&—7I4x%9;~w)%mﬁ BTEL, FELET, ZoFH LW
— AL ENT-E Y 2 — VE SRR VAT ADTRTOE  a— V&, FOXATRH
we iﬁ%%LA%@ﬁﬁfﬂﬁkio LHTEET, V—Z THR—F &N 5T TDC isco
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Cisco JhiiRT—ER EV21—AELURY FT—V A V2—T (X EL2—LOEE |
B s+ rxhzesa—n

PR — bRV a— N ERYy NT—V A F—T oA AET 22— LT, EHEIP o ha
PHEHALTERA N Lb—F L@ELET, CiscolOS V7 7 =T, B 2— Ll Ex
ICRFET — & SAEEEFEHLUET,

e FR—RFEINBEY 22— (3383—)

Ry RNT—F B —T 2 f A FTa— )L EPEF—ERAET2— (338 2—3)

HR—brENEED1—)L

Cisco Catalyst8000 = 77 v 7 4 — A THR— FINDHA L F—T 2 A ABLPEY 22—
IVOFERIZ OV TIE,  [Hardware Installation Guide for Cisco Catalyst 8000 Series Edge Platform ]
ZZHLTIEEN,

2YRT—O AR —T A REDa—I)LENEY—E
AEDa1—)IL

PR—FEINTNDEHRY NI =T AU F—T 2 AEFTVa— )Ll —EREY 2—/LOFEHM
\Z DWW TIX, Cisco Catalyst 8300 'V —RX =¥ 7T v N7+ —LDT7—H— B LT
<TEEV,

TS99 bR74—LTOSME LU NIMDEA
e EVa— )L Ty =AU T DX T ra— K (338 X—Y)
*SM & NIM DA A b—/b (339 _—2)
e a2 Y — VG E 71T Telnet A THOE Y 2—L~DT 7 A (339 2—)
 IEVERRS (OIR) (340 ~X—72)

EVaAa—IILIT7—LOz7DAHAO—FK

P REV2a—AEFHTESLIICTBI0F, V—FICEVa— N T 7 —bT =T bu—
RTAX0ERH Y 9, FEMICOWTL, 77— 02T BTN r—0A A h—L (169
N=) EBZRLTLEEN,

Ty — ATz TEA T a— RTAEEDIC, BV a2 — LN eth0f v X —7 = A ZA% LT
RP ICHEHGE L7, HUIC, Y 2—/LIZBOOTP 2 LTCHHDIP 7 RLAZFIGL 7,

F72. BOOTP (FA A—VY DX va— RZfEDILD TFTP — D7 R ALt L E5,

AA—=URr— RIS, EVa—ARREiSh/c%, TYa—/WIEDHCP 24 L CTEITHDA
A—UDOIPT RUAZEE L,
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| Cisco#ify—ER ELa—AELURY FT—H A VE—TIA R ES1—LOER
smenmos oz b= [l

SMENMODA VR B—)L

FEAMIZDUWNTCik,  [Hardware Installation Guide for Cisco Catalyst 8300 Edge Platform] 35 X OF
[Hardware Installation Guide for Cisco Catalyst 8200 Series Edge Platforms) ¢ [Installing and
Removing NIMs and SMs] ZZH L T 7230,

)

(GE)  Cisco Catalyst 8200 ¥V —X =¥ 7T v N7 4 —ALATHAR—FINTWVEHET 2 —/L

Ay —JLiERE=IE Tehnet BFZEATODED 2 —ILANDT7 VR

EV 2=V T 7B AT HIZIE, FORNINV—F 3 Y —/LE 721X Telnet #&&H THA b L—
ZICHH T HDMEN DY £, V—F IR LD, BV a2 /WIERSNTNDHLFXTE Y b
A—YRXy b A HX—T A ATIPT RLAZHETLINLERDHY £7, L—F L TRl
EXEC =— R C hw-modulesession =2~ > R&EFEH LT, EVa— A ~Dky v a r&iaL
£7,

EY 2 )L ~OPGE A MENLT HITIE, Telnet 7213 F 27 =/ (SSH) AL CTL—%
gL — VIR L. V—& | CHE EXEC E— K hw-module session slot/subslot =~ > K
EHALT, A vTF~OtyazZBLET,

WROFREF MM LT, e LET,

« RIZ. hw-modulesession =2~ F&EFEHAL CTOL—Zhbrv vy gV EBRBET 202K L FE
9,

Router# hw-module session slot/card
Router# hw-module session 0/1 endpoint 0

Establishing session connect to subslot 0/1
e RIT, F—R—KRTCtrl-A ZfL72RICCtrl-Q M LT, L—Zhbtyvia a7
OB R LET,

type “a’*q
picocom vl1.4

port is : /dev/ttyDASH2
flowcontrol : none

baudrate is : 9600

parity is : none

databits are : 8

escape is : C-a

noinit is : no

noreset 1is : no

nolock is : yes

send cmd is : ascii xfr -s -v -110
receive cmd is : rz -vv
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Cisco JhiiRT—ER EV21—AELURY FT—V A V2—T (X EL2—LOEE |
B =tEs om

iEEfETR (OIR)

=2 L Cisco JEIEY —E R EV 22— VB L WNCiscory hNTV—F f v H—T 2 f AETV 2—

NOIEMERY (OIR) Z A — KL TWET, OIRBERBEZMEH LT, ROIEELZFITTETET,
« BV 2 — LOIEMEFRROYEE (340 <X—2)
cEVa— VDT 7T 4 T (340 RX—2)
e W OPDAT Y RE—RTODEY 2—NVEBIUOAS VF—T A ZADIFET 7T 4 71k (341
D)
« SSD/HDD ¥ % U7 #— K NIM O3ET 7 7 4 TALB L OHT 7 7 4 7k (343 ~—)
s EVa— VDT 7T 4 7k (344 X—)

BV a— VDT T 4 B LI OT 7T 4 TLOWR (344 —)

TD 21— IILOEEHRIRD %R

N—2TlE, EEENTVWBROEY 2— /LD I LICER2 L . B 22— L OTEMF
(OIR) DY FR—FENTWET, 2FV, TIT AT RETVa—NVEN—F|ZHEELT-FE
T, JIOFY 2= ENTINIOY T Ae y RO ANATZENTEET, EVa—VEE
BRI D TFPENRWERIE, VY7 2ay MZT 707 7405 — 7 Lb— a0 T
TLTEEN,

ED2—ILDIETI T 174k

BB 2a—NVEHET 7T 47T H2 L L—ENOLETV2a—LERVITZ LN TE
FT, L, EVa—AEFRVATRIC, T a— A EELLIET VT4 TIcTHE (F
X7 L= AT NVZEREA 71T 52 8) BHEELET, EFICHET 7T 4 71T DI,
EXEC &— K hw-module subslot slot/subslot stop =~ > K& E1T L £,

\)

() EFVa2—NLOOREZEHL TCWDEXITIE, EVa—NVEHET 7T 4 7T DRENCEA V F—
T oA AN Yy N XU T AMEILH Y £ A, EXEC E— KT hw-module subslot
dot/subglotstop =~ > REEITTHE, AV H—T A AD KT 7 4 v 7 NABIIEIEL,
OIR T A CEY a— L ICINOEDA L F—T = A ANIET 7T 4 T ENE T, [AkE
\Z, OIR DRRIZEY 2 — VDA Z—T = A ZAZFRNHEET 2 LEITH D £ A,

WOFITIL, showfacility-alarmstatus 2~ > REFEH LT, EY a2 — RN AT ANHED 4
SNTBERTIZ VT A INT T—EBERINDINE I D EMERLET,

Router# show facility-alarm status
System Totals Critical: 18 Major: O Minor: O

Source Time Severity Description [Index]

Power Supply Bay 1 Sep 28 2020 10:02:34 CRITICAL Power Supply/FAN Module
Missing [0]
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| Cisco#ify—ER ELa—AELURY FT—H A VE—TIA R ES1—LOER
WOADIATY K E—RTOES1—LELUA v 2—7420k7 77+ Tt ||

POE Bay 0 Sep 28 2020 10:02:34 INFO Power Over Ethernet

Module Missing [0]

POE Bay 1 Sep 28 2020 10:02:34 INFO Power Over Ethernet

Module Missing [0]

GigabitEthernet0/0/2 Sep 28 2020 10:02:46 INFO Physical Port

Administrative State Down [2]

GigabitEthernet0/0/3 Sep 28 2020 10:02:46 INFO Physical Port

Administrative State Down [2

xcvr container 0/0/4 Sep 28 2020 10:02:46 INFO Transceiver Missing -

Link Down [1]

TenGigabitEthernet0/0/5 Sep 28 2020 10:02:54 CRITICAL Physical Port Link Down
[1]

TenGigabitEthernet0/1/0 Sep 28 2020 10:03:26 INFO Physical Port

Administrative State Down [2]

GigabitEthernetl1/0/0 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

GigabitEthernetl/0/1 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

GigabitEthernetl/0/2 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

GigabitEthernetl1/0/3 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

GigabitEthernetl/0/4 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

GigabitEthernetl1/0/5 Sep 28 2020 10:07:35 CRITICAL Physical Port Link Down
[1]

TwoGigabitEthernetl1/0/16 Sep 28 2020 10:07:35 INFO Physical Port

Administrative State Down [2]

TwoGigabitEthernetl/0/17 Sep 28 2020 10:07:35 INFO Physical Port

Administrative State Down [2]

TwoGigabitEthernetl1/0/18 Sep 28 2020 10:07:35 INFO Physical Port

Administrative State Down [2]

TwoGigabitEthernetl1/0/19 Sep 28 2020 10:07:35 INFO Physical Port

Administrative State Down [2]

xcvr container 1/0/20 Sep 28 2020 10:04:00 INFO Transceiver Missing -

Link Down [1]

xcvr container 1/0/21 Sep 28 2020 10:04:00 INFO Transceiver Missing -

Link Down [1]1]

A\

GE)  ELWHETZT 4 TMEDORICEY 2— NV ERODALTSEAETH, 7V T 4 0T 77— (Active
Card Removed OIR Alarm) MAERKENET,

WSOADIATU K E—FTDED2a—IILELVAVE—T A RADET7 VT4 71

WOWNT D E— KT hw-modulesubslot =2~ > RZEH LT, £a2—VEZ2DA 0 H—
T2 AEHT I T 4TI THIENTEET,

s Jm— 3L 3T 4 F = b— 3 F— FT hw-module subslot slot/subs ot shutdown
unpowered 2~ REFITLCEY 2a— V2D U H—T A AEIET 7T 4 7125
BAE V= EEMEY) T — L THEY2— AN T —FLAVWE S ICRELZLETSH 2
ENTEET, VE—MEANICHEINTWVWALIEY 22— LZ2 Yy vy MU UTHLERD
L85, V—FD) T — MEICEY a—ARHEBICT — P LRWVWE DT DIZE, 20
avy RRENBLET,
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Cisco JhiiRT—ER EV21—AELURY FT—V A V2—T (X EL2—LOEE |
B o <oroacs ke —FTREC2—LBEUA L E—T A ROET I T4 Tt

« EXEC “&— KT hw-modulesubslot Slot/subslotstop =~ > REEHATH &, EY 2 — /LB IE
WIZv ¥ v MU &R ET, hw-modulesubslot dot/subdotstart =~ > K& 3745 &,

EVa— AR T —hINET,

EVa—VERVATENZ, TV a— N EtFDOA L X —T oA AT RCET I T 471275
12, ZFe— L a7 4 Xal— gy B— RTHROWTROa~<y REFEHLET,

ARV RFFERERTI VA Y

=)

ATy T

hw-module subdot dot/subdot shutdown unpowered

1

Router# hw-module subslot 0/2 shutdown unpowered

N—ZDIRED ATy hBIOY T 210 v MIEE
SNTWBIEY2a—VEETI7T 4712 LET, =
NG
sdot: EV2—AREEINTND Y —T A
vy NEEEREELET,
ssubglot : EYV 2 — L REEINTNWDH Y vy —
DY T Aay NEFERELET,
eshutdown : F8EEL-EY a— & vy AT
Y LET,
cunpowered : EfTa 7 4 Falb—Ta b
FV 2= VDT RTCDA L Z—T = A A& HIR
L., EYa—VOBEREEA7IZLET,

ATy T2

hw-module subslot slot/subslot [reload |stop |start]
{5l

Router# hw-module subslot 0/2 stop

oz Yy MBI 720y MIEEINT-E
Ca—NVEIT VT 4TI LET, T T,
sdot : EVa— ANEEINTNE Yy —T &
oy FEEERELET,
esubdlot : EY 2 —/LNEEINTNDY ¥ —
OV T2y NEEEREELET,
erdoad : EELEEV 2a— A5 EIELTHOHLEH
EE L E9,
estop : EV 2= AL TRTDOA U F—T A
AxRHIFEL, B2 —LOEREZAZICLE
—é—O
e start : FEED ATy MIWERICHESE SN-E
Va— /)LD LREREIC, TV 2 —VOEREY
FCLET, B2 Ty —AU TN

T—hL, BV 2= — 7 o AR
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| Cisco#ify—ER ELa—AELURY FT—H A VE—TIA R ES1—LOER
SSDHDD %+ U7 h— KNIMD3E7 5 5 1 Fis&UET 274 71t ||

AU RFERETIVa Y

B8

IOMd 35 & OY Input/Output Module daemon  (I0Sd)
T ATEITINET,

SSD/HDD v )7 A— K NIMDET IV T4 TILELVBET IV T4 T4k

ROFIFKIFEIEH SN ET,

«HDD %7213 SSD 7 4 A7 D 7a\ RKE

TSSD/HDD %+ U7 71— RKNIM %#3ET 7T 4 71k

EFHT 7T 4 T DEBEE Y R — P ESh T EE A,

«1o® (SSDEIZHDD) F+v U7 H— RFKNIMZE T 2o IZHEETE £, BMmo (SSD
F721XHDD) ¥ U7 — RNIMZBIORA T D &, Y 2 —/VOBERNDA 7|
Ry, =)V Avt— vl Avkw—2 FIT— A v E—IM Cisco I0S =
VY= VIZEIRENE T, BMO RTA T TT 7 AN VAT APHEET L2 EBX/KICHY

ESS
A

IE

SSD/HDD %+ U 7 H— RKNIM%IET 7T 4 Tk 5L, T—=ZNEKbNDEZENHY 9,

SSD/HDD %+ U7 Z—RKNIM ZHHT7 7 7 1 7T 5I121E, ROFIEEZETLET,

F&E
AU REREETIV 3 Y B
AT 71 |virtual-service name noactivate =~ RTCIL—X %2> v v NE T T 5
i - DL LT, L—F THR—FENTND
out , . . . kWAAS #—E 2% (4AIC) fHELET, SSD %
outer (config)# virtual-service my-kwaas-instance L .
721X HDD #4574 LIE U720 A3 L 72V BRI,
ZOavwry REERTLZ 2B LET,
25w 72 |no activate =B DKWAAS A VAR L A vy hET UL
Bl - 9. kKWAAS H—ER[TA YA h—LENIZE &
) ) . \272 Y £9, HDD/SSDNIM (£ =—/L) O
Router (config-virt-serv) # no activate . .
}iglZ, 2OV —EREH/T 7T 4 7T DHEN
HYET,
R Fw 73 |hw-module subslot slot/subslot [reload |stop |start]|[fsED 2y hBIUYF T2y hOEFY 2—L%

1 -

Router# hw-module subslot 0/2 stop

Proceed with stop of module? [confirm]

Router#

*Mar 6 15:13:23.997: %SPA_OIR—6—OFFLINECARD: SPA
(NIM-SSD) offline in subslot 0/2

T T AT ENIT VT 4TI LET,
sdot: EVa— N EFEINTNAE Y Y —T DA
By M
esubdlot : EY 2 —/LNEEINTNDEY ¥ —
DOV TAny bEE,
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Cisco JhiiRT—ER EV21—AELURY FT—V A V2—T (X EL2—LOEE |
. EDA-ILOBTIT 4T

ARy REEEF7OVa Y BRI

srdoad : BBEDEY 2 —NEIET VT 47T L
THOOLET 77 07/ (B LTHoHEER)
L/\i—g—o

estop : EV 2= MO TXRTDOL U F—T = A
AEHIBRL, TV 2—LOERE A 7ICLE
R

sdtart : FEED AT v MNIWFIRIZEEE ST
Va—/VOGE LR, Y 2 —VOERY
FATLET, FEV 22— T 77— TN
T— L., BV 2= gH b — o AR
[0Sd BLIOMd 7t 2 TETEINET,

AT v 74 |EN (Enable) LED BEATT 5 F THL. D%
SSD/HDD ¥+ U7 #— FNIM ZE 0 4 LT 72 &
A

EV2-ILDBTI T4 71k

hw-modulesubsiot slot/subslotstop =~ > K& L CTE Y 2 —VE2IET 77 1 712 LI21&IC,
OR ZFTETICEL 22—V EH/T 77 4 7T DI, ROWVWTIhOa~xr e (K
EXEC £— RT) fEHLET,

» hw-module subslot slot/subslot start

« hw-module subslot slot/subslot reload

EDA—IWDET I T4 TIEEXUVT Y T4 TILOHESR

EVa—NVEIET I T4 TICTDHE, ST DA E—T A ABIET 7T 4 712720 7,
FDIH, TNHDA L HZ—T7 x4 AL showinterface 2~ RO HIZER-REINRL< A0 F
7,

1. BV a2 RETIT 4 TR E ) R T HI121E, FHEEXEC 27 4 ¥ =
L —3 3 v F— KT show hw-modulesubdot all oir =~ > R&Z AN LFT,

BT %€ ¥ = — /Tt L 7= [Operational Status] 7 « —/L R&FH~FE T, ROFITIE
N—HDYT Ay M IZEEINTVWDLIEY 2a— AREIE XU UREBIZRST0E
D

Router# show hw-module subslot all oir

Module Model Operational Status
subslot 0/0 4x1G-2xSFP+ ok
subslot 0/1 C-NIM-1X ok
subslot 1/0 SM-X-16G4M2X ok
RadiumPP#
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| Cisco#ify—ER ELa—AELURY FT—H A VE—TIA R ES1—LOER
EV2—NOET I T4 s LT 571 TeokR [

2. EVa— BT VT 4 LS CHEUICEEL T\ 5 2 & 2R3 512iE. showhw-module
subdlotall oir @~ > K& AJI LT, ROFID L 9 IZ [Operational Status] 7 1 —/L KT Tok]
ERRINDNE I DEFRET,

Router# show hw-module subslot all oir

Module Model Operational Status
subslot 0/0 4x1G-2xSFP+ ok
subslot 0/1 C-NIM-1X ok
subslot 1/0 SM-X-16G4M2X ok
RadiumPP#
Router# show platform hardware backplaneswitch-manager RO status
slot Dbay port enable link status speed (Mbps) duplex autoneg pause_tx
pause_rx mtu
0 0 CPp True Up 1000 Full ENABLED ENABLED
ENABLED 10240
1 0 GE1l True Up 1000 Full DISABLED ENABLED
ENABLED 10240
1 0 GEO True Up 1000 Full DISABLED ENABLED
ENABLED 10240
2 0 GE1l True Up 1000 Full DISABLED ENABLED
ENABLED 10240
2 0 GEO True Up 1000 Full DISABLED ENABLED
ENABLED 10240
0 1 GE1l True Down 1000 Full DISABLED ENABLED
ENABLED 10240
0 1 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240
0 2 GE1l True Down 1000 Full DISABLED ENABLED
ENABLED 10240
0 2 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240
0 3 GE1l True Down 1000 Full DISABLED ENABLED
ENABLED 10240
0 3 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240
0 4 GE1l True Down 1000 Full DISABLED ENABLED
ENABLED 10240
0 4 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240
0 0 FFP True Up 10000 Full ENABLED DISABLED
DISABLED 10240
slot bay port mac vid modid flags - Layer 2
0 0 FFP 2c54.2dd2.661b 2351 1 0x20
0 0 FFP 2c54.2dd2.661b 2352 1 0x20
0 0 CP 2cb54.2dd2.661le 2351 0 0xC60
0 0 CP 2cb54.2dd2.661le 2352 0 0x20
1 0 GEO 58bf.ea3a.00f6 2350 0 0x460
0 0 FFP 2c54.2dd2.661b 2350 1 0x20
1 0 GEO 58bf.ea3a.00f6 2352 0 0x20
0 0 CP 2cb54.2dd2.661le 2350 0 0x20
1 0 GEO 58bf.ea3a.00f6 2351 0 0xC60

Port block masks: rows=from port, columns=to port, u=unknown unicast, m=unknown
multicast, b=broadcast, A=all

cp FFP 1/0/1 1/0/0 2/0/1 2/0/0 0/1/1 0/1/0 0/2/1 0/2/0 0/3/1
0/3/0 0/4/1 0/4/0 drops

CP - A um um um um um um um um um
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um um um 1
FFP A - - - - - - - - - -
- - - 0
1/0/1 um umb - umb umb umb umb umb umb umb umb
umb umb umb 0
1/0/0 um umb umb - umb umb umb umb umb umb umb
umb umb umb 6
2/0/1 um umb umb umb - umb umb umb umb umb umb
umb umb umb 0
2/0/0 um umb umb umb umb - umb umb umb umb umb
umb umb umb 6
0/1/1 um umb umb umb umb umb - umb umb umb umb
umb umb umb 0
0/1/0 um umb umb umb umb umb umb - umb umb umb
umb umb umb 0
0/2/1 um umb umb umb umb umb umb umb - umb umb
umb umb umb 0
0/2/0 um umb umb umb umb umb umb umb umb - umb
umb umb umb 0
0/3/1 um umb umb umb umb umb umb umb umb umb -
umb umb umb 0
0/3/0 um umb umb umb umb umb umb umb umb umb umb
- umb umb 0
0/4/1 um umb umb umb umb umb umb umb umb umb umb
umb - umb 0
0/4/0 um umb umb umb umb umb umb umb umb umb umb
umb umb - 0

Port VLAN membership: [untagged vlan] U=untagged T=tagged <VLAN range begin>-<VLAN
range end>

CP [2352] U:0001-0001 T:0002-2351 U:2352-2352 T:2353-4095

FFP [2352] T:0001-4095
1/0/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095
1/0/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095
2/0/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095
2/0/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/1/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/1/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/2/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/2/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/3/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/3/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/4/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/4/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095

show platform hardware backplaneswitch-manager rp active ffp statistics : 5l

Router# show platform hardware backplaneswitch-manager rp active ffp statistics
Broadcom 10G port(e.g: FFP) status:
Rx pkts Rx Bytes Tx Pkts Tx Bytes

65~127
128~255
256~511
512~1023
1024~1518
1519~2047
2048~4095
4096~9216

O O O O OO oo oo
O O O O OO oo oo
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Eva-—LbsUrva—Tz1205E ||

9217~16383 0
Max
Good 0
CoS
CoS
CoS
CoS
CoS
CoS
CoS
CoS 7
Unicast
Multicast
Broadcast
Control
Errored
FCS
Undersize
Ether len
Fragment
Jabber
MTU ck, good
MTU ck, bad
Tx underflow 0
err symbol
frame err
Jjunk 0
Drops
CoS
CoS
CoS
CoS
CoS
CoS
CoS
CoS
STP
backpress
congest
purge/cell
no destination
Pause PFC
CoS 0
CoS
CoS
CoS
CoS
CoS
CoS
CoS

o Ul W NP O
O O O O o o o o O O o o
o O O O O O OO0 0oooo oo
O O O O O o o o

o o

~N o Ul W NP O
O O O O O o o o
O O O O O o o o

O O O O OO0 0O0oooo oo

~N o Ul bW N

ED21—-ILELVAE—T 4 ADEHE

N—FHZEESEREV2a—NEYFR—FLTVET, PR—FENDBETV2—NLDO—EIZD
WTIE, ¥AR—hFENDETV 22—/ (3383—) 2RI, EVa— VEH TR
TEATIHE, EVa2—AD) Y —REFHATEL L), BV 2 — N ERET 8ERTONLE
T, ZOTaBRE, BV VOB, ik, 7 T4 TV MIEDEE, AT —HX A DO
B VBRI EDHE R T NERLY £,
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B =o2nrvs—ozqz208m

Eoa—I)IL A

&% 7 151

Jb—%& TH AR — b &4 D Small Form-Factor Pluggable (SFP) €Y = —/LD—EIZ DWW T,
[Hardware Installation Guide for Cisco Catalyst 8300 Edge Platform.J ¢ [Installing and Upgrading
Internal Modules and FRUs| O% 27 >3 0 2B L T Z &0,

ZITHE, EVa— e F—T oA ZOEHICET SBMERZ R LET,

e EFVa— )L AU H—T oA ADETR (348 2—7)

VB —=—T 1A ADEE

TV a— LOBEINMHBIZ, FOEa— NV A X —T oA AZHIERBLIOERTEEST, 1
H—T o f AEEIZIE, shut T7-1Enoshut 2~ REERLEZZ AT FORERL., A
=Tz A ADREBL VA v F—T =2 A AL-ULOFEFHERO LR — "N EENET,

ZITE BV 2= NVEIT VT4 TBIOT VT 4 7T D02 R LET,

EDA—IUEEDET I T4 Tk : Bl

FVa—NEFT VT4 TICLT, FOFEY2a—LDOIREZEFTTEET, KIZ, EVa—L
BLIOZFOA L Z—T 2 A R) ZIET 7T 471 L TEY 22— VOEBREZYIMT 242~ 1L
1, ZOFITIE, TV a2—MFINV—FDOY T2y k0 IIZEEINTHWET,

Router (config) # hw-module slot 1 subslot 1/0 shutdown unpowered

EDaA—IEREDTY T« 71k :

PRI 2=V 2T 77 4 T LTSGR, TR 2—NV%E2T 77 4 7/ TEE7,
OIRFEITHIZE Y a— N, ZDA L H—T 2 A ZAEET 7T 4 TIZ L7202 GE8F, V—H
EET T AT B EE 2 — R HBICET 2T 0 b EnE T,

WIZ, B a—NVE2T 0T 4 72T 502 RLET, ZOFITIE, v»—FD2Ray 1IZHD
BT 2y FOICEY a— A REEINTNOET,

Router (config) # hw-module slot 1 subslot 1/0 start
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ILS—IPv6 7 FL X

ZDETH, IPv6 7 KL ADOHEEE L | Cisco Catalyst 8000 >V — X v 7T N 74— AT
DT —1Pv6 T KL ZADFREFIEC DWW T LET,
ZOEX, WOBETHEHRKINLTWET,

e /LT —1IPv6 7 KL A (349 ~—72)

ZILT—IPv6 7 FL X

IPv6 7 FL A1, xxexxxxxx DEL212zanmy () TREULGN-—ED 16 B> Fd 16 #E
74—V RTRENET, KIZ, IPv6 7 KL ADHIE 2 >R LET,

* 2001:CDBA:0000:0000:0000:0000:3257:9652

* 2001:CDBA::3257:9652 (€ v |34 W& "] AE

IPv6 7 R L A3l E, T 2 16 EBOE D7 4 — /L FRGENTHET, IPv6e T R
ADYEEE, T, E£RIERBICH D HER LTI-16ER O 007 4 —L REENT L2012, 2
opany () BMEHEINLGZERHY ET (ZoaaidE Lz 16EROEeD 7 1 —
NRERLET) . IROKIZ, EMiSNTZIPve 7 RLADEXEZRLET,

IPv6 7 KL A 77 4 v 7 A, ipv6-prefix/prefix-length DL T, 7 KL AZER KO E »

MERET 1 7 BRI TR0 TE £, ipve-prefix (X, RFC2373 (Zit# S - CHg
THYLERHY T, ZOBKXTIE, 7 FLRIL, 16EKEEZ 168y NEATar L TREI->
THRELET, L7 4 v 7 AR, 7T RLAOEKRDERE Y hO I b, ((ERNT LT 4 v
JA (T RLVADF Yy NI —785y) MR L TV D nERET 5 108#ERE T, =& 2,
2001:cdba::3257:9652 /64 IXH#N72 IPv6 'L 7 v 7 AT,

IPv6 L=F v Xk J)L—TF 145

IPV6 =% ¥ A N7 RLR|L, B~/ —FEOH A ¥ —T =2 ADOFHHIFTT, 2=F+
AT RVARIZEEENT Ny M, FOT RLAPRTRT A VA —T = ACEEENE
j—o

Cisco Catalyst 8300 = 77w 74— AL, IROT RLAZ A TP R—FLTNET,
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EL5—IP67 KLR |

e ruy T KL (350 ~—)
e S — L 7 RL A (350 ~X—73)

yooovwo7RKLAR

Vorna—h)uT RLRE, Vo rua—hv L7 w27 AFE80::/10 (1111111010) L2
SNz BUL64 TER DA v Z—T = A AR T HFENT 2T XTOA ¥ —T = A A% BEY
ICRETEDIPV6 L =F v A N 7 L ATY, IPv6 7 RLAMHINI 2> TWBIGE, U
Jua—) T RLRTBLT—A v E—T x4 A THEMIZERESINET,

T A= LAPESLSNDE, BT — A X —T = ADY 7 a—J T RLARE, K
ANMZLoThERSNZY Yy Z7a—V T RLR (Ve ra—h)N FL7 4y 7 A FF80:/10
(11111110 10) & USB/N— R =7 7 KL AL HEVER SN A 7 — 7 = A ZAFHI1 T
A) CTHEHISNET,

ga—nNJ)L 7 KFLR

JTa—N)VIPv6 =%y A N T RLRLZ, Ju—_"Vi—T 407 VT 49T A, BT
x> MDD, BEIOA VF =T A ZAIDTERINET, V=T 47 T V7 47 ALPGW
MOEREGESNET, A ¥ —7 =4 ZHHT1X, BIESINT EUL64 JEXDA X —T = A A
AT AEH LT, USBAN—R7 =7 7 RLAMLS HEIICAERENET, L —2D Y a—
R, USB/N— KR =7 7 RLUAREE I NLET,

TILS—IPV6 7 FLADIRTE

FIRDOHE

TN T—IPv6 7 RV AERETHIZIE, WOTFNEEFEITLET,

configure terminal

ipv6 unicast-routing

interface Cellular {type| number}
ip address negotiated
load-intervalseonds

dialer in-band

dialer idle-timeout seonds
dialer-groupgroup-number

©ONDORWN

no peer default ip address

-
°

ipv6 address autoconfig or ipv6 enable

dialer-listdialer-groupprotocolprotocol-name {permit |denyllist |access-1ist-number
| access-group }

ipv6route ipv6-prefix/prefix-length 128

End

)
-—

-
w N
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wr5—1r6 7 FL2nEE [

F gD FEH

F&E
AV RFERETI3Y =[]

5w F1 |configure terminal ra—sYb ary 74 Xalb—ay ®— Felkh
1 - LET,
Router# configure terminal

RTwF2 |ipv6 unicast-routing IPv6 L =F v A h 7T —& /7y NOHREE A 1 —
15“ : 7‘/Vil Liﬁ‘o
Router (config) # ipv6 unicast-routing

A5 w 73 |interfaceCellular {type|number} LT — A H—T oA AKEEELET,
i -
Router (config) # interface cellular 0/1/0

AT w74 |ipaddress negotiated DA E—T A ZADIP T R L ZNEAICES
Bl Sn5 kD ICRELET,
Router (config-if) # ip address negotiated

ATy 75 |load-intervalseonds (EE) AfFEHEFROFEICEN ST —2 %
Bl BRI R S £ HE L ET
Router (config-if) # load-interval 30

ATy 76 |dialerin-band DDR %A =TI L, £ VRV REALYY 7
5 - AT LY, BELV I T A A X —T =
Router (config-if) # dialer in-band 4);<%Ea%iEIJEEﬁ*°

25w 77 |dialer idle-timeout seonds BAXTOTA RN 24 LT AR L%
1) iE
Router (config-if) # dialer idle-timeout 0

ATw 78 |dialer-groupgroup-number BELIEA LV E—T oA ANBTHXAYT T
i - TR IN—TDFSERELET,
Router (config-if) # dialer-group 1

Z w79 |nopeer default ip address RENST 74 T FLAZHIRL £,
i -
Router (config-if) # no peer default ip address

AT w710 |ipv6 address autoconfig or ipv6 enable A B —T 2 AKH L TAT— L AHBRESL

1 -

ER L7 IPv6 7 RLADHBERTEE A F— T NIZ
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&
iy

Router (config-if)# ipv6 enable

ARV FFEREETIVa Yy E]:g]
Router (config-if)# ipv6 address autoconfig L. A2 B —T A AT S IPv6 LR % A *\__.
Ea— T LET,

X7 v 711 |diaer-listdialer-groupprotocolprotocol-name {permit| 7o 2Lz L > T. 21371 b2 b UENcE

permit

Router (config) # dialer-1list 1 protocol ipvé

|denyl|list |access-1ist-number | EL7ETI/ER YR NOMAEDRIZE-T, &
access-group } LXNFHIEDDEA VAT K =T 4
i >7 (DDR) #A4 %7 UAMEEHRLET,

AT w12 |ipvb6route ipve-prefix/prefix-length 128

1 -

Router (config) #ipv6 route 2001:1234:1234::3/128
Cellular0/1/0

X2Fwv 713 |End
1 -

Router (config-if) #end

ra— )y a7 4 Fal—arE—RIED
\i‘a‘o

il

wOBIL, NIM-LTEA-EA 8 L O'NIM-LTEA-LA £ =2 —/L D& /LT — IPv6 DiRE%
RLTWET,

Router (config) # interface Cellular0/1/0
ip address negotiated
load-interval 30

dialer in-band

dialer idle-timeout O

lte dialer-group 1

no peer default ip address
ipv6 address autoconfig

|

interface Cellular0/1/1

ip address negotiated
load-interval 30

dialer in-band

dialer idle-timeout O
dialer-group 1

no peer default ip address
ipv6 address autoconfig

W OFIL, P-LTEAP18-GL, P-LTEA-XX, P-LTE-XX E¥ 2 —/L D& /LT — IPv6 D%
TEERLTWET,

Router (config) # interface Cellular0/2/0
ip address negotiated
load-interval 30
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dialer in-band

dialer idle-timeout 0

lte dialer-group 1

no peer default ip address
ipvé enable

|

interface Cellular0/2/1

ip address negotiated
load-interval 30

dialer in-band

dialer idle-timeout 0
dialer-group 1

no peer default ip address
ipvé enable

wr5—1r6 7 FL2nEE [
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B tr5—ws7rLz0
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SIS IL—T 1« 5

HERSRIISL—T ¢ 27 (RAR) 1%, BN L —F ¢ 2771 k2L OSPEV3 & A 23HL L |
IRy TN—F 4 TRANR—DTET T A, FAATET T2, BLORY 27 REBICH
WTEHTTIBAD AN =ALTT,
KEBLIRENRA Ny NI =T Tl V=T 4 T 3A N—~OHRe 1 R & HERRREEFEIC LY
P SN2 ZENELS BV ET, FZETHEEDLV—T 477 a haVIZEGE LR WEE,
Ta harAv—%FHLTHXANRN—DAT =X AREHFINET, V—TFT 477 r k=
ST OEWZ A ~—RNH D TN, TAM LRy hU—7 TIIHER I N E T A,

o BRIV —T 4 v 7 OFE (355 X—3)

o HIFIFIH L HIBR (356 ~X—2)

« TA B REM (356 X—)

¢« VAT L aviR—3xr bk (356 X—Y)

«PPPOE ¥iiE v a TH QoS Fubya=r2 (357 <—2)

« B : XA RAE— R TO RAR BEREDRRE (357 ~—)

« B : HEHIE— R TO RARBEREDFRE (359 ~X—)

*RAR t v ¥ a VOFEMIOMEE (361 ~—)

RSOV —TF 4 T D RTINS a—TF 4 T (366 ~N—)

BRACIL—T 1 2T DR

MR —T 4 T ERBIIIIRD X 9 72 AV » b3 D £77,
 BHAPIEICER#HT AL T, XAy NY—7 avr "=z R emdfb LET,
PEEOFRELTND, ERITMEL COLERY L7 DL—T 4 U T EFHZLET,
e TALFTHA MRREIETA T THA MRRAMON—T 4 VT HEFHIZLET,

s N—T s VR LR — MERDFTRBIZ R D700, BEAERET A ERBIEDR
BrzdTWhI 70 vy 7R it i,

o MERRY >V — 2 & HHINE ORI B S WTREIC 22 D £
o L—H TR ZEIT T2 LIk, ERY 7 ~ORBEZERL £,
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B osacam

o BEHREE ) OHEIRICELS < b— MBI AREIC 2 D 97,
=T 4 v 7 HRE L IERIERE O B A AT L E T

« RFC 5578, R2CP. I X UNDLEP (ZHEHL L /M ~D > TV in A —H X v Mg o FEB
LET,

HIFISE IR & HIR

RIS N —T 4 THEREICIZR OFIFKIFH L HIRD B 0 £9,

* DLEP 33 L OVR2CP 7’12 k =)L), Cisco Catalyst 8300 = 27 J v k7 4 — A TiEXH R —
STV ERA,

eI NF XX AR T T 4w, BT FTIEVR—FENTWEREA,
s HmATHM (HA) 13V AR —FINTWEREA,

T4 REH

Z DOHEREIX, AppX 7A BV ATHHTE T,

DRTFLaAVR—3R2 b

BRIV —T ¢ > 27 (RAR) F¥REIL. PPPoE, B~ /LFRA L b A X —T = A A
(VMD | QoS, V=T g7 Frhalb A Z—7xf A RARZR haLhlosES
FRaR—F 2 N THREN S MANET (BEXRA LT Ry Ry hI—27) LT TR
N7 F X EHEHLTCEASRET,

Point-to-Point Protocol over Ethernet (PPPoE)

PPPoE (X, 7 74 7 > K& —_—DROPFEICER SNTZEE A=A L TT, RAR O
ANTlX, HE#L PPPOE 7 74 7 2 b Of&EIZ R L, /L—% 23 PPPoE H— 3— D&% K7
LET, TOMRE, MEICERZRINTTHFEERBEA TR LRI LN D, B L —
A BifEAET D 2 ENATREIC R Y £,

PPPoE 3t v a v FidmiEm 7 ha /L ThhT-H, IR S I0S L—F ~D R A
¥ R =AY MERER S (RF) V7 ZIRRLET,
PPPoE 53k

PPPoE ¥E3EIL, /N— 2 NEHRLBIET S L XA SN E T, PPPoE @ Cisco I0S & A T,
Hx D> g AIMIET 7B AA VB —T =4 2 (B A SN—~DfE:) TEIN, Zh
% @ PPPoE #LaE & H LT QoS ZiH T& £,
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PPPOE ikt v L3> Tn s FoEva=ys [

RFC5578 1%, EHE_—27u—flifit o a L XR—=2ADYTNLEAL L VT AR w7
Y R— T 57-5D PPPoE DILIEAFEH L E9, ZOILIEIT. AIZEHHEE IS L ORI R =
Ny 77 ) 7rEe (BRY 772 8) 2R LERICIET IR LB E T,

REIILFRSA b A 2F—T 24X (VMI)

PPPOELIEIC L » T/L— % LR CIBIET 57200 D v b T v 7O RERSINFEH L £ 928,
VMLIZ, B A% Ob—FT 477 hanid) MNEET LA M EEHB IO
AHUBIIRL L ET, Fo, VMIIEAA RZRE— RTEEL £,

NANRAE— RTIHE, BRRAN—ZRTTXCOBBT 7 EAL U H—T A A2 (VAI) B
N—TF 4771 k3L OSPFV3 B L OVEIGRP ICHRENS -0, v—F 4771 kol
i, 2=F Y AP EVAFFY A NHFONL—T 47 7 ba) bT77 4 v 7B LTE
NZEND VAL & EHEEE L ET,

HEHE— RTIE, VMI D V—T 4> 77 a hajs (OSPF) IZHRENDTZO, v—T 47
7' ka3 VML #EH L TR s b T £9, £ hT—27 3 A =23, VMI TO 7
B— RFFXF¥y A NBLRY LT Xy X MEREZIHATARA L MY —<LTF RSN V7 LD
F v b =7 OEA L R END55E. VMIIZ, PPPoE 1 BAIER SN B DR T 7 & A A
VE—=T oA ADEMNENLHLET, VML, B—DO~ L F T 7 EA LA Y27 02— ¥y X
MfhinAd 2 —T = A A& LET, VMI LA YiE, 2=F ¥ A M L—FT 7 7u o
NV RNTT 4w 7 B PP Y vy (REET IV BAAL L E—T oA A) [ZUXA LT KL,
Ta—FTBH53UERHETXTOVNLTXY ANTE—FRXy AN T 74 v 7 2B ET,
N—T 4770 haMiE—Df v =T A4 ALBETDHED, X bU—7 OmEetkc
WEEH2DZ L, MR YT —HRX—ADH A APRFENEINET,

PPPoE i3k tzv 2 3> TM QS JOES 3 =24

WOFEITIL, PPPOEHLIETL v a v TD QoS 7r by a = ZIZHOW T L7,

policy-map rar policer

class class—-default

police 10000 2000 1000 conform-action transmit exceed-action drop violate-action
drop
policy-map rar_shaper

class class—-default

shape average percent 1

interface Virtual-Template?2

ip address 192.0.2.7 255.255.255.0
no peer default ip address

no keepalive

service-policy input rar policer
end

Bl - /34 /XX E— K TO RAR HERED L TE

WIZ, NANRAE—RIZBITARAR Dy RY—x v RREOH Z R LET,
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B 5 v sxE—rToRAREEORE

\)

(X)) RAR Z#ET SR1IZ. F7 subscriber authorization enable =~ > K& E L T RAR
tyvarEEHTLIMNENDH Y T, BRAESNVEDNTR>TWHenE | KA by —
KAV M 7a haiiZing RARE v a & L CREE T, PPPoE Active Discovery
Initiate (PADI) D#EROERIZ manet_radio % % 7 LiaWAER"H Y 9, T 7+
VR TIE, BREICAANRAE— RBRERINEFA, T— KBNS RRELTRES
NTVWBERICOHRFRENET,

RAR DY —EXDHFE

policy-map type service rar-lab
pppoe service manet radio //note: Enter the pppoe service policy name as manet radio
I

JO—FN\Y FOERTE

bba-group pppoe VMI2
virtual-template 2

service profile rar-lab

|

interface GigabitEthernet0/0/0
description Connected to Clientl
negotiation auto

pppoe enable group VMI2
|

RAR DH—EZXDEE

policy-map type service rar-lab

pppoe service manet radio //note: Enter the pppoe service policy name as manet radio
I

INA IRAE— ROFRIE

AT T L — P TTHRAICERTEESNTZIP T KL A

interface Virtual-Template2

ip address 192.0.2.7 255.255.255.0

no ip redirects

peer default ip address pool PPPoEpool2
ipv6 enable

ospfv3 1 network manet

ospfv3 1 ipv4 area 0

ospfv3 1 ipv6 area O

no keepalive

service-policy input rar policer Or/And
service-policy output rar shaper

T 7L — F TRESINTEZ72 LD VMI

interface Virtual-Template?2
ip unnumbered vmi2
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no ip redirects

peer default ip address pool PPPoEpool2
ipvé enable

ospfv3 1 network manet

ospfv3 1 ipv4 area O

ospfv3 1 ipv6 area O

no keepalive

service-policy input rar policer Or/And
service-policy output rar_ shaper

NANRRE—FTORBEIILFRAV A E—T 24 ADHKE

interface vmi2 //configure the virtual multi interface
ip address 192.0.2.5 255.255.255.0

physical-interface GigabitEthernet0/0/0

mode bypass

interface vmi3//configure the virtual multi interface
ip address 192.0.2.6 255.255.255.0
physical-interface GigabitEthernet0/0/1

mode bypass

OSPF JL—T 4 VT DHRE

router ospfv3 1

router-id 192.0.2.1

|

address-family ipv4 unicast
redistribute connected metric 1 metric-type 1
log-adjacency-changes
exit-address-family

|

address-family ipv6 unicast
redistribute connected metric-type 1
log-adjacency-changes
exit-address-family

|

ip local pool PPPoEpool2 192.0.2.8 192.0.2.4

B EFE— FTO RAR #EEED R TE
W2, BRE—FIZBIFARAR D RY—x v RFREDHIZ R LET,

\}

()  RAR Z%E T 51, £9 subscriber authorization enable =~ > K& 7% & L C RAR
tyvarBEBTOILENRDHY T, FRAIEANICLRNE RA U BV —RA
h7'm FaIling RAR By v a & LT, PADI C manet_radio 28 % 2
T ENRWGEERH Y 77,

RAR DY —EXDHFE
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policy-map type service rar-lab

pppoe service manet radio //note: Enter the pppoe service policy name as manet radio
|

JO— KAy ROBE

bba-group pppoe VMI2
virtual-template 2
service profile rar-lab

interface GigabitEthernet0/0/0
description Connected to Clientl
negotiation auto
pppoe enable group VMI2

RAR DY —EXDHFE

policy-map type service rar-lab

pppoe service manet radio //note: Enter the pppoe service policy name as manet radio
I

HFERE— RTORE

interface Virtual-Template2

ip unnumbered vmi2

no ip redirects

no peer default ip address

ipv6 enable

no keepalive

service-policy input rar policer Or/And
service-policy output rar_ shaper

ENE—FTOREBILFRAD A E—T 24 ADHKE

interface vmi2 //configure the virtual multi interface
ip address 192.0.2.8 255.255.255.0

physical-interface GigabitEthernet0/0/0

mode aggregate

interface vmi3//configure the virtual multi interface
ip address 192.0.2.4 255.255.255.0
no ip redirects
no ip split-horizon eigrp 1
physical-interface GigabitEthernet0/0/1
mode aggregate

OSPF JL—T 4 VT DHRE

router ospfv3 1
router-id 192.0.2.1
|

address-family ipv4 unicast
redistribute connected metric 1 metric-type 1
log-adjacency-changes
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RAR v &

exit-address-family
|

address-family ipv6 unicast

redistribute connected metric-type 1

log-adjacency-changes
exit-address-family
|

RAR v o a3 voimnikn |

ip local pool PPPoEpool2 192.0.2.4 192.0.2.8
ip local pool PPPoEpool3 192.0.2.6 192.0.2.2

3V DEFHDHER

RAR B v a3 v OFMATET A121T. RO show =~ REMFHLET,

Router#show pppoe session packets all

Total PPPOE sessions 2

session id: 9
local MAC address: 006b.fl0e.a5e0,
virtual access interface: Vi2.1,
1646 packets sent,
176216 bytes sent,

PPPoE Flow Control Stats
Local Credits: 65535

Peer Credits:

remote MAC address:
outgoing interface:
2439363 received

117250290 received

65535

0050.56bc.424a
Gi0/0/0

Local Scaling Value 64 bytes

Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0
PADG xmit Seqg Num: 32928 PADG Timer index: O
PADG last rcvd Seq Num: 17313
PADG last nonzero Seq Num: 17306
PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]-1000 [1]-2000 [2]-3000 [3]1-4000 [4]-5000
PADG xmit: 33308 rcvd: 17313
PADC xmit: 17313 rcvd: 19709
In-band credit pkt xmit: 7 rcvd: 2434422
Last credit packet snapshot
PADG xmit: seq num = 32928, fcn = 0, bcn = 65535
PADC rcvd: seq num = 32928, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 17313, fcn = 0, bcn = 65535
PADC xmit: seq num = 17313, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 61, bcn = 65533
In-band credit pkt rcvd: fcn = 0, bcn = 65534

==== PADQ Statistics
PADQ xmit: 0O rcvd: O

session id: 10
local MAC address: 006b.fl0e.abel,
virtual access interface: Vi2.2,
1389302 packets sent,
77869522 bytes sent,

PPPoE Flow Control Stats
Local Credits: 65535
Credit Grant Threshold: 28000
Credit Starved Packets: 0
PADG xmit Seqg Num: 18787
PADG last rcvd Seqg Num:
PADG last nonzero Seq Num:

18784
18768

Peer Credits:

remote MAC address:
outgoing interface:
1852 received
142156 received

65535
Max Credits per grant:

0050.56bc.7dcb
Gi0/0/1

Local Scaling Value 64 bytes
65535

PADG Timer index: O
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PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]1-1000
PADG xmit: 18787 rcvd: 18784
PADC xmit: 18784 rcvd: 18787

[1]-2000

[2]-3000

In-band credit pkt xmit: 1387764 rcvd: 956

Last credit packet snapshot
PADG xmit: seq num = 18787, fcn =
PADC rcvd: seq num = 18787, fcn =
PADG rcvd: seq num = 18784, fcn =
PADC xmit: seq num = 18784, fcn =
In-band credit pkt xmit: fcn = 0,
In-band credit pkt rcvd: fcn = 0,

==== PADQ Statistics ====

PADQ xmit: 0O rcvd: 1

Router#show pppoe session packets
Total PPPOE sessions 2

SID Pkts-In Pkts-Out
9 2439391 1651
10 1858 1389306

Router#show vmi counters
Interface vmi2: - Last Clear Time =

Input Counts:

Process Enqueue = 0
Fastswitch = 0
VMI Punt Drop:

Queue Full = 0

Output Counts:

Transmit:
VMI Process DQ = 4280
Fastswitch VA = 0
Fastswitch VMI = 0
Drops:
Total = 0
Q0S Error = 0
VMI State Error = 0
Mcast NBR Error = 0
Ucast NBR Error = 0
Interface vmi3: - Last Clear Time =
Input Counts:
Process Enqueue = 0
Fastswitch = 0
VMI Punt Drop:
Queue Full = 0
Output Counts:
Transmit:
VMI Process DQ = 2956
Fastswitch VA = 0
Fastswitch VMI = 0
Drops:
Total = 0
Q0S Error = 0
VMI State Error = 0
Mcast NBR Error = 0
Ucast NBR Error = 0
Interface vmid: - Last Clear Time =

0, bcn = 65535
65535, bcn = 65535
0, bcn = 65535
65535, bcn = 65535
bcn 64222

bcn = 65534

Bytes-In
117252098
142580

(VMI)

(VMI)

[3]1-4000

Bytes-Out
176714
77869914

FwERBIL—T 125 |

[4]-5000
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Input Counts:

Process Enqueue = 0 (VMI)
Fastswitch = 0
VMI Punt Drop:

Queue Full = 0

Output Counts:

Transmit:
VMI Process DQ = 0
Fastswitch VA = 0
Fastswitch VMI = 0
Drops:
Total = 0
Q0S Error = 0
VMI State Error = 0
Mcast NBR Error = 0
Ucast NBR Error = 0

Router#

Router#show vmi neighbor details
1 vmi2 Neighbors

1 vmi3 Neighbors

0 vmi4 Neighbors

2 Total Neighbors

vmiZ2 IPV6 Address=FE80::21E:E6FF:FE43:F500
IPV6 Global Addr=::
IPV4 Address=192.0.2.6, Uptime=05:15:01
Output pkts=89, Input pkts=0
No Session Metrics have been received for this neighbor.
Transport PPPoOE, Session ID=9
INTERFACE STATS:
VMI Interface=vmi2,
Input gcount=0, drops=0, Output gcount=0, drops=0
V-Access intf=Virtual-Access2.1,
Input gcount=0, drops=0, Output gcount=0, drops=0
Physical intf=GigabitEthernet0/0/0,
Input gcount=0, drops=0, Output gcount=0, drops=0

PPPoE Flow Control Stats
Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes
Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0
PADG xmit Seqg Num: 33038 PADG Timer index: O
PADG last rcvd Seqg Num: 17423
PADG last nonzero Seqg Num: 17420
PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]1-1000 [1]1-2000 [2]1-3000 [3]1-4000 [41-5000
PADG xmit: 33418 zrcvd: 17423
PADC xmit: 17423 zrcvd: 19819
In-band credit pkt xmit: 7 rcvd: 2434446
Last credit packet snapshot

PADG xmit: seq num = 33038, fcn = 0, bcn = 65535
PADC rcvd: seq num = 33038, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 17423, fcn = 0, bcn = 65535
PADC xmit: seq num = 17423, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 61, bcn = 65533
In-band credit pkt rcvd: fcn = 0, bcn = 65534
==== PADQ Statistics =
PADQ xmit: 0 rcvd: O
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IPV6 Address=FE80::21E:7AFF:FE68:6100
IPV6 Global Addr=::

IPV4 Address=192.0.2.10, Uptime=05:14:55
Output pkts=6, Input pkts=0

vmi3

METRIC DATA: Total rcvd=l, Avg arrival rate (ms)=0
CURRENT: MDR=128000 bps, CDR=128000 bps
Lat=0 ms, Res=100, RLQ=100, load=0
MDR Max=128000 bps, Min=128000 bps, Avg=128000 bps
CDR Max=128000 bps, Min=128000 bps, Avg=128000 bps
Latency Max=0, Min=0, Avg=0 (ms)
Resource Max=100%, Min=100%, Avg=100%
RLQ Max=100, Min=100, Avg=100
Load Max=0%, Min=0%, Avg=0%

Transport PPPoE, Session ID=10
INTERFACE STATS:

VMI Interface=vmi3,

Input gcount=0, drops=0, Output gcount=0, drops=0
V-Access intf=Virtual-Access2.2,
Input gcount=0, drops=0, Output gcount=0, drops=0
Physical intf=GigabitEthernet0/0/1,
Input gcount=0, drops=0, Output gcount=0, drops=0
PPPoE Flow Control Stats
Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes
Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0
PADG xmit Seg Num: 18896 PADG Timer index: O
PADG last rcvd Seqg Num: 18894
PADG last nonzero Seqg Num: 18884
PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]-1000 [1]-2000 [2]-3000 [3]1-4000 [4]1-5000
PADG xmit: 18896 rcvd: 18894
PADC xmit: 18894 rcvd: 18896
In-band credit pkt xmit: 1387764 rcvd: 961
Last credit packet snapshot
PADG xmit: seq num = 18896, fcn = 0, bcn = 65535
PADC rcvd: seq num = 18896, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 18894, fcn = 0, bcn = 65535
PADC xmit: seq num = 18894, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 0, bcn = 64222
In-band credit pkt rcvd: fcn = 0, bcn = 65534

PADQ Statistics

PADQ xmit: 0O rcvd: 1

Router#show vmi neighbor details wvmi 2
1 vmi2 Neighbors

IPV6 Address=FE80::21E:E6FF:FE43:F500
IPV6 Global Addr=::
IPV4 Address=192.0.2.4, Uptime=05:16:03
Output pkts=89, Input pkts=0
No Session Metrics have been received for this neighbor.
Transport PPPoE, Session ID=9
INTERFACE STATS:
VMI Interface=vmi2,

vmiZ2

Input gcount=0, drops=0, Output gcount=0, drops=0
V-Access intf=Virtual-Access2.1,
Input gcount=0, drops=0, Output gcount=0, drops=0
Physical intf=GigabitEthernet0/0/0,
Input gcount=0, drops=0, Output gcount=0, drops=0
PPPoE Flow Control Stats
Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes
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Credit Grant Threshold: 28000
Credit Starved Packets: 0

Max Credits per grant:

PADG xmit Seg Num: 33100 PADG Timer index: O

PADG last rcvd Seq Num: 17485

PADG last nonzero Seq Num: 17449

PADG last nonzero rcvd amount: 2

PADG Timers: (ms) [0]1-1000 [1]1-2000 [2]1-3000
PADG xmit: 33480 rcvd: 17485

PADC xmit: 17485 rcvd: 19881

In-band credit pkt xmit: 7 rcvd: 2434460

Last credit packet snapshot

PADG xmit: seq num = 33100, fcn = 0, bcn = 65535
PADC rcvd: seq num = 33100, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 17485, fcn = 0, bcn = 65535
PADC xmit: seq num = 17485, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 61, bcn = 65533
In-band credit pkt rcvd: fcn = 0, bcn = 65534

PADQ Statistics
PADQ xmit: O rcvd: O

RAR v o a3 voimnikn |

65535

[3]1-4000 [4]-5000

Router#show platform hardware qfp active feature ess session

Current number sessions: 2
Current number TC flow: 0O

Feature Type: A=Accounting D=Policing(DRL) F=FFR M=DSCP Marking L=L4redirect P=Portbundle

T=TC

SegTypel

21
24

PPP 0x0000001500001022
PPP 0x0000001800003026

Segment?2

PPPOE 0x0000001500002023
PPPOE 0x0000001800004027

SegType2 Feature Other

LTERM
LTERM

Routerf#show platform software subscriber pppoe fctl evsi 21

PPPoE Flow Control Stats

Local Credits: 65535 Peer Credits:
Credit Grant Threshold: 28000
Credit Starved Packets: 0

65535
Max Credits per grant:

PADG xmit Seqg Num: 33215 PADG Timer index: O

PADG last rcvd Seq Num: 17600

PADG last nonzero Seq Num: 17554

PADG last nonzero rcvd amount: 2

PADG Timers: (ms) [0]1-1000 [1]1-2000 [2]1-3000
PADG xmit: 33595 rcvd: 17600

PADC xmit: 17600 rcvd: 19996

In-band credit pkt xmit: 7 rcvd: 2434485

Last credit packet snapshot

PADG xmit: seq num = 33215, fcn = 0, bcn = 65535
PADC rcvd: seq num = 33215, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 17600, fcn = 0, bcn = 65535
PADC xmit: seq num = 17600, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 61, bcn = 65533
In-band credit pkt rcvd: fcn = 0, bcn = 65534

BQOS buffer statistics

Current packets in BQS buffer: 0

Total en—-queue packets: 0 de-queue packets: 0
Total dropped packets: 0

Internal flags: 0xO0

Local Scaling Value 64 bytes

65535

[3]1-4000 [4]-5000
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Router#show platform hardware gfp active feature ess session id 21
Session ID: 21

EVSI type: PPP

SIP Segment ID: 0x1500001022

SIP Segment type: PPPOE

FSP Segment ID: 0x1500002023

FSP Segment type: LTERM

QFP if handle: 16

QFP interface name: EVSI21

SIP TX Seq num: O

SIP RX Seqg num: O

FSP TX Seq num: O

FSP RX Seq num: O

Condition Debug: 0x00000000
session

Router#show ospfv3 neighbor
OSPFv3 1 address-family ipv4 (router-id 192.0.2.3)

Neighbor ID Pri State Dead Time Interface ID Interface

192.0.2.1 0 FULL/ - 00:01:32 19 Virtual-Access2.1

OSPFv3 1 address-family ipv6 (router-id 192.0.2.3)

Neighbor ID Pri State Dead Time Interface ID Interface
192.0.2.1 0 FULL/ - 00:01:52 19 Virtual-Access2.1
Router#

Router#sh ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR

Gateway of last resort is not set

192.0.2.8/8 is variably subnetted, 3 subnets, 2 masks

C 192.0.2.5/24 is directly connected, Virtual-Access2.1

0 192.0.2.6/32 [110/1] via 192.0.2.22, 00:00:03, Virtual-Access2.1

L 192.0.2.7/32 is directly connected, Virtual-Access2.1
192.0.2.12/32 is subnetted, 1 subnets

C 192.0.2.20 is directly connected, Virtual-Access2.1l

BB IGIL—T 4 VTN ST a—TF a9

RAR % N T TNV a—T 4 V7T 5I121%, RO debug 2~ REHHALET,
« debug pppoeerrors
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« debug pppoe events

* debug ppp error

+ debug vmi error

« debug vmi neighbor

+ debug vmi packet

« debug vmi pppoe

* debug vmi registries

« debug vmi multicast

» debug vtemplate cloning
- debug vtemplate event
« debug vtemplate error

- debug plat hard gfp ac feature subscriber datapath pppoe detail
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SNET,
FIEDHE
1. configureterminal {ip-address | interface-type interface-number [ip-address]}
2. voice-card dot/subslot
3. controller TY/E1 dlot/subslot/port
4, framing {sf | esf }
5. linecode {b8zs | ami}
6. dsO-group dsO-group-notimesiots timeslot-list type{e&mfgd | fgd-eana}
7. noshutdown
8. exit
FIIE D
FIE
ARV KRFERERETY VY B#Y
AT w71 |configureterminal {ip-address | interface-type JTa— )L a7 4 X2 b—3ay B— R
interface-number [ip-address]} LE,
i) :
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Router (config) # configure terminal

AT w 72 |voicecard dot/subsot BEEI—RA A —T A AL T 4 X2l —3
i - v E-FERBL, EHFOL—ZIZECTO—S5
DIEEEALTAR Y b OBF&IRELET
Router (config) # voice-card slot/subslot
Z 5w 73 |controller TUE1 slot/subslot/port BEShTE-2oy MNAR—FOBFFT, TIZY hu—
151 - SOayirog—7 a7 4Falb—y gy F—FR
ERBLET, Ary hER— NOFRMEILO0 &
Router (config) # controller Tl slot/subslot/port 1 '(“—’9)—0
ATy 74 |framing {sf | esf } P—ERT B AL —DFRIE->T, 7b—I
#l - 7 %% E LE 7, Extended Superframe (ESF) ZxZE
7213 Superframe (SF) JERA IR L 7,
Router (config) # framing {sf | esf}
A5y 75 |linecode {b8zs | ami} Y= AT aNA, L —DRRICES T, [T
a—F 4 V7 EEE L E T, Bipolar-8 Zero Substitution
(B8ZS) TiE. [M#t=—7F 1 v ViER BT 57
DI, EHELIZ8 DD 0E—EDNAF I —F
Az a— R L ¥, Alternate Mark Inversion
(AMI) TiX, £ty LT ZBALTERE
KL, FEY MEATI F720300 2 EIHEH L
T1A2FLET, AMITiE, EEMT 31 A2 ones
density ZHEFFT DM EEN BV £9°, ones density 73
T—H AN — N EERRICHR SN Z & 1EH Y
FHA,
A5y 76 |ds0-group dsO-group-notimeslots B g a— L THEASND TI Fyarr e, —

timeslot-list type{e&mfgd | fgd-eana}

SR PBX £721X COCHE T DI+ 57
TV T HEEZEFRLUET, dsO-group-no L, DSO
ITN—THWEETH0~23 DETT,  (7F)
dsO-group =< > KX, slot/port:ds0-group-no D=
TESVT OGRS AR — - & HEIRYIZ/ERR
LET, fERESNDHEFA— MI1-27EFTT D,
T D a— IS =T NOIEEDTF ¥ KV
JV—T 4 7 ZNET, timeslot-list 1X., H—DE
T WU TR LNTZEEOK T, FEFA L
Avy hO#EPFAETRTANA 7 TRE G TO
A7 TY, THICHETE HEIZ 1 —24 T, fEx
DDSOF A LAvy e~y B 7351, 80
DIN—THEZLET, VAT AIF, ERINT
KT N—TIBMOEFR— e~y 7 LE
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ARV RFERFTIVaY =)

T AA TG LTy 7 ) o 7 HFROERIT, #
I HHHIC L > TRV F7, e&m-fgdiE T bi
PBX k7 7 [E#E (¥ A E#) K OERHES
I%M%V&~7:4X%ﬁf\%%fw—7D®
2A v FT IV BAY—E A& TE £ T, fgd-eana
FXEClE, Exchange Access North American (EANA)
YIT VTR R—bENET,

A Fw 71 |noshutdown ary e—S%7 77471 LET,

R Ty 78 |exit

ayvbhe—J ary74Xal—Ygr T— e
‘Tbi? ka7 7 A o — RERE LN
BlX. WOFNEE AX Y S LET,

AT4T

ARV TF) VTEAEEERIE

Cisco IOSMGCP 7' — bV = A DA T 4 7B IO 7T 1 v 738Gk LU S LiReic &
MGCP 7 — RV =2 A TOAT 4 THRBIO 7TV IR bIZZ T, ¥ 7 F V7 mqu’EE’l
BAEEX2 U T A ENEASNET, AT 4 TRIOT 7TV v 7EGER KOSk
DFEAMZDUVTIE, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/mgcp/configuration/1 5-mt/

vm-15-mt-book/vm-gw-med-sig.html Z 2R L T 7Z S0,

TILFXVv X MREBE

5 (MOH) HEREZ(EH T 5 L. CiscolOSMGCP HFH 47— h = A ZHEH LTS & &
12, BEARN) = 7P —ER IR TEET, MOH h— = b | REEIZR>TWDH A
YHA Y FBLOA TRy NOREEOERA V=T oA ATHEEBA M) —I T InE
7, Cisco Communications Manager (%, A h U —3I 7 w/LFF ¥ X s MOH H— =7 L4
ENDIHFERELRETOa— VOREFITHAET DML TR — ML TWET,

Cisco Unified Communications Manager £7-137— b 7 = A [ZFHIRE SN~ LTF ¥ A LT

RLZZERT52ET F—bU=A1F, Xy N —I DT 7V b —ZnbT7a— R
¥ ¥ A k &41% Real-Time Transport Protocol (RTP) /X7 v b4 TU v R> | L, Fvy hU—7
NORESNTEERA L F—T oA ATy b2 L—T&ET, REFPOa— L Z[HT
TEJ, EL M&?ﬁ@?fﬂﬁ PR TR E A AT 2 Z LIXTEEH A, HEMN
FEMAZREITT H72NT, Cisco Communlcatlons Manager |%, FARRE SN~ LTF F ¥
F7 R ZAZJr LTCRIP ANy e R IZR>T0HA v F—T = AZA MY =3I
ﬁ?éiO_memwﬁwgkbiﬁo_®i5KLT\MTNﬁyFﬁ\ﬁ@;§Eé
NIRBREDOEFA =T =24 XY b—SRET, Y= bV = TIATFHY AT R
VAZRETDE, = U =A1F, T4V I—FIA =Ry M= U = EHT
2 k@b (IGMP)  [join) Ay &—TZEEL, RIPY AT X v X M3y M E%ZET 5 %
NTEZEERLET,
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sccp #— k4o Ts1204%K—~ ]

BED MOH r— N—=RRE TRy NU—Z I ET D AREMERH D FT 03, FH— " —ITi3 R
72527 7ADIPT RUARMETHY, £DT KL AL CiscoCommunications Manager & MGCP
BEES— U = A TRETLHLEND Y 9, MOH OFEDFHA OV TIE,
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cminterop/configuration/15-0m/vc-15-0m-book/
ve-ucm-mgep-gw.html#GUID-A3461142-2F05-4420-AEE6-032FCA3B7952 & L T 723\,

SCCP7— kT4 TDTLS1.2DHYHR—

[SCCP 7 —F 7= A TOTLS 12 P AR—b] TlE, 2=F v A EFETV v 2G0T 0H
N TFLFat v (DSP) 77 —LD SCCP 7 u k2L TO TLS 1.2 HEICHOWTEELL
HBALET,

(CFB) . AT 47 Z—IF—arRAr b (MTP) . BLONSCCP 7 L 7 + =—H#IfH
(STC) 77V /r—< 3> (STCAPP) .

F—=h7xA EODSPIE, BMETLII N T RAI—TFT 4 T DAT 4TV Y =R LTHM
TEET, AT 47V / A1, Secure Skinny Client Control Protocol (SCCP) #f#ifH L C
Cisco Unified Communications Manager & i#{5 L £9°, BifE, TLS 1.0 & [F%d SSL3.1 3t F =
TRIEFOEFIMHEHSINTHNET, ZOWREICEIY ., TLS1.2 DY R— b snEzT,
Cisco IOS XE Cupertino 17.7.1a LARE, TLS 1.2 2MEok S, AR 5(k (NGE) Wi5 A A — h
EYR—bTHEeDELE,

)

(G¥)  Cisco Unified Communications Manager (CUCM) ~3—<37 = > 14SU2 %, AA:22:BB:44:55 £ 7-1%
AA22BB4SS DL D2, auvftEEizidan kLo 7Y M7 44—V R (CN4)
RO F 2T R SCCP I — MU = A Y R— T DX ITRSNE L,

CUCM %, SCCP #— h T = A MO DOFEEFEHED CN 7 4 — /L RZ2HER L, 207 —F U=
A @ CUCM IZ3%E X #17= DeviceName & WA L THESR L ¥ 9, DeviceName (Z1%, ¥ — h U =
ADMACT RLUABREENTWVET, CUCM L, DeviceName D MAC 7 KL R % 2w &
D MAC 7 R AIZEH L (AA:22:BB:44:55 72 ) | 7 — F U = A OFEHFED CN 4 THGE L
F9, Lo T, CUCM T, = hU oA BAEHENOCN 7 4 — /L K, D0 HT V=
7 R4z avfE DO MAC T RLADOMHNRD STV ET,

ERitE#HR 2T L5 (DISA) OFHLWHA RTIALICky, 7P =7 "7 4 —/L FCNIC
Tae AR LN EREEL RS> TET, 728 21, AA22BB4455 T,

SCCP TLS 4%

CiscoSSL (% OpenSSL (233 TuvE 9, SCCP I CiscoSSL 2 H L TilEE 52 RA#E L £
D

VY —=ANt X 27— R TRESNTWDEE, SCCPT 7'V 77— 3 > (X, TransportLayer
Security (TLS) /N> Ry =A V7 2R T35/ AZBELET, N Ry=A 7 DR, Y—

N=iZ, PR—FENTWVLTLS N— 5 LV EIEFAA — MIET 51EH % CiscoSSL IZ3E(E
LEd, VEiE. SCCPEX a7 75U 7 TIESSL3.1 OANYR—FENTWE LT,
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SSL 3.1 IX TLS 1.0 & [F% T4, TLS 1.2 ¥R — MEAREIZ, SCCP X277 F VU o 71T TLS
129 R —FrE2EALET,

TLS N> Ry A 7 N5 T+ 5 &, SCCPIZH@MEN, SCCPix7mnr A&l T LET,

N R = A 7 PIEFIZGET T 5 & REGISTER A v E—U X 27 b /L& T Cisco
Unified Communications Manager (22515 SN E T, Ny R=A 7 BRRL, AT 022 e
BlE, LT e 2npthshE T,

)

GE)  SCCP_—RAMI 7 F VY7 Tlt, TLS RSA WITH AES 128 CBC SHA Mf 5 A A — b D&
FAR—FENFET,

EERXA—k
SCCP_—AMD L/ F Y v 7T, TLS RSA WITH AES 128 CBC_SHAMFE A A — k23—
FENET,

Cisco 10S XE Cupertino 17.7.1a LAFE, IRD NGE K55 A A — bR — b SivE 7,
« ECDHE-RSA-AES128-GCM-SHA256

* ECDHE-RSA-AES256-GCM-SHA384

INHDOREE AL — MZX Y, STCAPP 7)1 /&% & SCCP DSPFarm &35 Y— B A DM ;5T
X TREBEFVTFTY VN ERRICR Y £, BEEAAL — FOERE, F— U =4 &£ CUCM
O TxrI—FENET,

NGE 75 A A — P 2T 251218, ROBHESRMENEH S E T,

eTLS 12 ZHELET, FHEMZHOWTIL, STICT 7V r— a3 D TLS X—V 3 VOKIE
(375 X—V) 2L TIEIN,

cCUCM U U —R 141SUL LUK, BIOTLS12Z2 Y R— " A55FF— o x=A F2137
Ty h 7 —2rEFHALET,

* CUCM Web UI 7>&, [Cipher Management] (Z#8) L, [CIPHER switch] % [NGE] & L Ci&
ELET, GO VTR, ESEH] 2ZRLTZSN,

B A A — N OMEROFEMICHOWTIL, TLS N—V 3 v LIS A A — FOfER (3759—)
ZHERLTLSIEE N,

SRTP THEFAL I NI AT 4 7T DA, LV EERKESAA — (AEAD-AES-128-GCM 7=
X AEAD-AES-256-GCM) #fiH C& 9, ZNOHDORZAA — FORERIT, ¥X2T 7277
R EFREN—RU 2T RET IV UERAT 4T OEIFIZONT, GW & CUCM & DO#T
HEIFIZ R 2o =— F I3 FE T, Authenticated Encryption with Associated Data (AEAD) 7=
I, A v b=V 0% ERIET DHAIAZD SHA 702 ) X 5 EH RS IO BEE, w4
P B X OMEHEMEZ RIRHCER L £,
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sccp #— k4o Ts1204%K—~ ]

HR—brENBE3TS5Y b7+ —L
SCCP 7 — T = A HERETD TLS 12 ViR — NI, DT T v b7 3 — AL THHATE 9,
« Cisco Catalyst 8200 33 L8300 >V —RX =¥ 7T » 74— A

SIC77)—2 3 DTS NAN—2aVDETE
STCT 7Y r— g DTLS N—2 3 VARETHITIE. ROZ AT B EITLET,

enable

configure terminal

stcapp security tls-version v1.2
exit

N\

(GE)  steapp security tls 2~ > RiX, TLS N— 3 > %v.1.0, vl.l, £ vI2 ODAICHELET,

RIS ESNAWEAIT. T 74/ N TTLS v1.0 2S8R X E 4,

DSP 77 —L 7O 7ANIZHTBEF27E—FTOILS N\—2 3 VDRTE

DSP 77— L7077 ANDTLS N—V 3 v atXaTE— RTRET DL, ROX R
EIITLET,

enable

configure terminal

dspfarm profile 7 conference security

tls-version v1.2
exit

A\

GE) H#E tsa~vry NI, EX2UTF 4 F— R TOARETXET,

TISN—2 a3V EBERA— FDORESR
TLS N—V a U EBEFAA — N EMERT DT, ROX AT #FITLET,

# show dspfarm profile 100
Dspfarm Profile Configuration

Profile ID = 100, Service = CONFERENCING, Resource ID = 2

Profile Service Mode : secure

Trustpoint : Overlord DSPFarm GW

TLS Version : v1.2

TLS Cipher : ECDHE-RSA-AES256-GCM-SHA384

Profile Admin State : UP

Profile Operation State : ACTIVE

Application : SCCP Status : ASSOCIATED
Resource Provider : FLEX DSPRM Status : UP
Total Number of Resources Configured : 10
Total Number of Resources Available : 10
Total Number of Resources Out of Service : 0
Total Number of Resources Active : 0

Maximum conference participants : 8

Codec Configuration: num of codecs:6

Cisco Catalyst 8300 # & U Catalyst8200 > ) —X Ty 75y k74 —L YT bz 7avI4F¥aL—av 14K |



B scer -tz acons1z09R—~

Codec g7llulaw, Maximum Packetization Period 30
Codec g7llalaw, Maximum Packetization Period 30
Codec g729ar8, Maximum Packetization Period 60
Codec g729abr8, Maximum Packetization Period 60
Codec g729r8, Maximum Packetization Period 60 ,
Codec g729br8, Maximum Packetization Period 60

STCAPP 7 )/ —<, 3 oM TLS /A —
STCAPP 7 U r—3 9D TLS N—V 3 %

Device# show call

App Status: Active
CCM Status: UP
CCM Group: 120

Registration Mode:

Total Devices: 0

Total Calls in Progress:
Total Call Legs in Use:

ROH Timeout: 45
TLS Version: v1.2

# show stcapp dev
Port Identifier:
Device Type:
Device Id:

Device Name:

Device Security Mode

TLS version

TLS cipher
Modem Capability:
Device State:
Diagnostic:
Directory Number:
Dial Peer(s):

Dialtone after remote onhook feature:
Busytone after remote onhook feature:

Last
Line
Line
Hook
mwi:

Event:
State:
Mode:

State:

vmwi :

mwi config:
Privacy:

HG Status:
PLAR:

Callback State:

CWT Repetition Interval:

Number of CCBs:
Global call info:

Total CCB count
Total call leg count

Call State for Connection 2

~
<

>3 U DFER

application voice stcapp

CCM

0
0

voice 0/1/0

0/1/0

ALG

585

ANB3176C85F0080

Encrypted

TLS version 1.2
ECDHE-RSA-AES256-GCM-SHA384
None

IS

None

80010

100

activated

not activated
STCAPP_CC_EV_CALL_MODIFY DONE
ACTIVE

CALL_CONF

OFFHOOK

DISABLE

OFF

Both

Not configured

Unknown
DISABLE
DISABLED
0

second(s) (no repetition)

1

(ACTIVE) : TsConnected

Connected Call Info:

Call Reference:
Call ID (DSP):
Local IP Addr:
Local IP Port:
Remote IP Addr:
Remote IP Port:
Calling Number:

33535871

187
198.51.100.2
8234
198.51.100.20
8154

80010

’

’

o
o

1

amp

, Transcoder: Not Required

Transcoder: Not Required
Transcoder: Not Required
, Transcoder: Not Required
Transcoder: Not Required

Transcoder: Not Required

’

o

0]

il

Xa

BT AT, ROEZ AT B EFTFTLET,
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Called Number:

Codec: g7llulaw

SRTP: on

RX Cipher: AEAD AES 256_GCM
TX Cipher: AEAD AES 256_GCM

DSPfarm #f5t @ sRTP K5 A A — L 2R T HI1TIE, IROFZ AT HZFEITLET,

# show sccp connection detail

bridge-info(bid, cid) - Normal bridge information (Bridge id, Calleg id)
mmbridge-info (bid, cid) - Mixed mode bridge information (Bridge id, Calleg id)

sess_id conn_id call-id codec pkt-period dtmf method type
bridge-info (bid, cid) mmbridge-info (bid, cid) srtp_cryptosuite dscp
call ref spid conn_id tx
16778224 - 125 N/A N/A rfc2833 pthru confmsp All
RTPSPI Callegs All MM-MSP Callegs N/A N/A
16778224 16777232 126 g711lu 20 rfc2833 pthru s- rtpspi (101,125)
N/A AEAD AES 256 _GCM 184
30751576 16777219 -
16778224 16777231 124 g711lu 20 rfc2833 pthru s- rtpspi (100,125)
N/A AEAD AES 256_GCM 184
30751576 16777219 -

Total number of active session(s) 1, connection(s) 2, and callegs 3

a— LB DR

THT—=T 47 T—rv A F—TxAA (FPI) IZRFSN TS TDM 22—/ & IVR
a— LD a— )R EFRT 5 121E. showvoipfpicallsz~ > FEMEH L £, =—/LID %%
R L. show voip fpi callsconflD call_id number ==~ > FZfliH L TR S A A — h &R TX £
9, WOFITIX, K5 A4 — b 61X AES 256 GCM T,

#show voip fpi calls
Number of Calls : 2

confID correlator AcallID BcallID state event
1 1 87 88 ALLOCATED DETAIL STAT RSP
21 21 89 90 ALLOCATED DETAIL STAT RSP
#show voip fpi calls confID 1
VoIP-FPI call entry details:
Call Type TDM IP confID 1
correlator : 1 call state ALLOCATED
last_event DETAIL STAT RSP alloc_start time 1796860810
modify start time: 0 delete start time: 0
Media Type (SideA) : SRTP cipher suite 6
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£ 37:SCCP7— k) = A TH TLS 1.2 R— + DHEEER

HaE

iy

)1)—2x

HEEEH

NGE 5 A A — DY R— b

Cisco I0S XE Cupertino 17.7.1a

ZOREIL, X o TG A
VIFV T EFR T IR
F 4 7 TONGER; 5 A A — b
ZYVR—FLET, ZNHD
W55 A A — ~Z. STCAPP 7
J v /&&E & SCCP DSPFarm
SFHEY—E ZOmFICEM T
xFET,
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JYIRDIT A TAT7 3 —3IF—3Y
RA 2 CDHYR—

VIR xT AT 4T A—IFx—var R b (MTP) OV R— hEREIX, 2 DO
DAT 4T AN —AL%TY LT, CiscoUnified Communications Manager (CUCM) 73 SIP
FI2IEH323 = RAA » M &4 LTL—T ¢ 2 Sz = — /L% Skinny Client Control Protocol
(SCCP) =~ FTUL—T&5LOCLET, ZnbDavr FZkh, CUCM iF=—/b
7TV THOMTP 2L TE E7,

o BERETE H O fEFE @m&~“)

e VTR T AT 4T X —=IF—va Ry hOVR— MNMBETEHR (380—)
-V7IW:7X747§%17\ varyihA Y hOYVR—FDOFEE (381 ~X—)
’/7]“]7:':777(74/]'7757“_‘ — a3 v ARA Y bOREDHER (386 X—)

VT NI 2T AT AT X =3 —v 3V iRA v FOYR— MBI DHERERE H (388 ~2—
V)

HEEIERR DR

CHEHAOY 7 Fu 2T VU —ATEH, ZOFYa— LTl &N 5T _RCOMENYR— k&
NTNWD LR FHA, KHFTOBEEFHREB I OEEIZOWTIL,  [Bug Search Tool) 3 X
ZHEHOT Ty F 74 —ABLRY 7 =27 VI —=Z2DY J—2 J— SR LTIES
wo:@%V:ﬂw:ﬁﬁénfwéwﬁmﬁm%@%b BN HR— S Tnd Y
V—ZDY A MEHBRT DB, ZOTY 22—V ORBICHHEREHROREBML T
S,

T7 Y b7 A —ADYR— I BLIOV AT YT Y =T A A=V OV R— MIBET 2R E B
9 HITIL, Cisco Feature Navigator 2 L &7, Cisco Feature Navigator {27 27 & 2§ 5 (T
I%. https://cfang.cisco.com/IZHEA F 3, Cisco.com DT 77 2 MIMLEH D A,
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YIRYIT AF4F A—3Fx—YavRqav boyR—t |
B ooz 7 25707 8—35—var Rao rOyR— FZET B8R

VIMDIT ATAT Z—3IR%—2ar R4 bDY
R— 2B 517

Z OFEREIX. Y7 F D =7 MTP #74— bk % Cisco Unified Border Element (Enterprise) (ZHE9E L
£9, Y7 b =7 MTP I, Cisco UCM O KEBERHICA IR /22 o AR—xr hTF, 2D
FEREIC LD, Br LUWERENSA2NIT 72D . Cisco UBE 78 SIP k7 2 & 0 ZIZBA T B KIS0
T =TI Ay D Aatyvary R—F—aritan—7L L THIETES L
TR FT,

VIMDIT ATA4T7 B—3IF—2 32 RA 2 ORHRES

V7 b Y =T MTP SEEICHIET 5101, HEI—A Ly 7 EREI—AL Y Z ORih
CRUHETI—F v 7 LAy MEERET 5 LERD Y £,

VIRNIIT ATA4T7 3—Z3x—23V R4 FDOFHIKEIE
«RSVP =—T = NIV 7 b T =7 MTP Tl AR— &R THERA,
ATy MEDTeHOD Y 7 R =7 MTPIEHAR— F SR THEE A,
e A—/LLEVWHEIZ, AZ U RT R DY 7 Fy =27 MTP TIEHAR— RS THEREA,
e A= LT DT Ry JIFH R — IR THEREA,
« [ CHEEIP & AR — b 2 OEBORKFEY Y —2Z (SSRC) IHAR—FahThEHA,

SRTP-DTMF o > 2 —TJ—F% >4

Cisco 10S XE 17.10.1a LLF%., Secure Real-time Transport Protocol (SRTP) 7 = 7 /L h— % HJE
W (DTMF) A v & —T—% 713, NRAAL—F—RDY 7 k7 =7 MTP THR— &
NTHWET, SMIP IZHEELF 27 23— LD DIMF f v X —U—F 7Y R—FrLET, £
7o, ZOMREIZ S HICEF 27 a2—/LD SRTPDTMF A ¥ —TJ —F% 7 &V R—kLET,

Z DFERED CUCM H7R— NI, %DV Y —ATHRIESh L TETT,

SRTP-DTMF 1 > 32— —X U 5 DHIFEIE

* SRTP-DTMF A > ¥ — U —F% L FHREIX, a—F v 7 RAANL—EXDOHLE P R—F LE
‘ﬁ‘o

* SRTP-DTMF A > % — U —% o Zfelx. [ Cs65CIP & AR — N &R o8 o EIRFE Y —
A (SSRC) VR —hFLTWEHA,
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HR— h&hB SRTP-DIMF A 2 —7—% 250 T5y b7+ —L4 [

* SRTP-DTMF A v ¥ —U—% J Y R— T Ba—iL, #&3F=27 DIMF A > ¥ —
J—% 2 THR—FENDa— N BT E, RT3 —< RTOT N REEEYH 2
HAREMEDR N H Y £,

HR—FENSSRTP-DIMF A > 2 —T—F% 2T DT5y b TA—L

Cisco IOS XE 17.10.1a LI, IRD T 5 > N7 4 —20F SMTP & @ SRTP DTMF A > % — U —%
V7Y AR—FLTWET,

« Cisco 4461 H— b A AHL— 4 (ISR)
» Cisco Catalyst 8200 Edge >V — X 77 v h 7 4 — A
» Cisco Catalyst 8300 Edge 'V — X 7'J v N 7 4 — A

» Cisco Catalyst 8000V Edge ¥ 7 b 7 = 7

VIRDIT ATA4T7 RA—IF—2arRA4A2 DY
R— FDERTE

VI IRNT 2T AF 4T HE—IF%— gV RA Ly OV R— MERREZHENZ L THRET BITIT.
WDH AT ZFEITLET,

FIEDHE

1 enable

2 configure terminal

3. scep local  interface-type interface-number [port port-number]

4 scep cem {ipvd-address | ipv6-address | dns} identifier identifier-number [port port-number ]
ver sion version-number

5 scep

6 Sccp ccm group  group-number

7 associate ccm identifier-number priority number

8 associate profile profile-identifier register device-name

9. dspfarm profile profile-identifier {conference| mtp | transcode} [security]

10. trustpoint trustpoint-label

11.  codec codec

12. maximum sessions {hardware | software} number

13. associate application sccp

14. noshutdown
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YIEIIT ATF4T7 E—Sx—vavRevtoyR—t |

FED FF 4
Flg
ARV EEEET7Ia Y B
RATwvF1 |enable FHEEXEC E— FZ AL ET, Tu 7 bR
i - FRENTZHNRAT—REANLET,
Router> enable
A5 w 2 |configure terminal rTa—)L a7 4 X2 lb—3ay EB— ARG
15'] : L/ij‘o
Router# configure terminal
T w 73 |sceplocal interface-typeinterface-number [port Cisco UCM |2 &4k % 722 SCCP 7 7 U &r—3/ 3
port-number] v (b RI—=F 4 v TRk BMERT S,
B - n—HAf A —=T 2 AEBEIR L £ T,
Moutor (contia § Loeal cioapitech 0/0/0 e interfacetype: £ v 4 —7 = A AT NV X FE T2
outer (conrig SCCp ocCca gigabite erne 0‘;*{&?&4’_‘/&*—71417 ]\“1/7\ (/])"—"H-Z\\‘y
N d) ZiEETEET,
« interfacenumber : Cisco UCM (Z8$k3 5 72012
SCCP 77V r—ya U MERATHA X —
Tz A A F,
+ (fEE) port port-number : IR L7=A > & —
Tz A ATHRAT HR— N5, ®PHIX 1025
~ 65535 CT¥, 7 7 A4/L hTiX 2000 TF,
RFw T4 |scep cem {ipvd-address| ipv6-address | dns} identifier | {ifi FH ATRE/p - — — D U X 2 CiscoUCM H—/3—

identifier-number [port port-number] version
version-number

51

Router (config)# sccp ccm 10.1.1.1 identifier 1
version 7.0+

ZBML, IRO/NNT A —F—ZRELET,
« ipv4-address : Cisco UCM $—/3—® [P 73—
Yar4T7 FLA,

« ipv6-address : Cisco UCM #—/3—® TP /X —
vare7r7 FL A,

« dns: DNS %,

« identifier : CiscoUCM ¥ — —Z k54 5 &K=
FRELET, ARMEOHFHIL 1 ~ 65535 T
‘a‘o

e port port-number ({£i&) : TCPR— & 5%
fRE LEd, #uPHIE1025~65535 T, 77+
Jb kCiX 2000 T9,
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ARV FFEREETIVa Yy

E:)

« version version-number : Cisco UCM D3 — 3
v, AN A=Y 3 %, 3.0, 3.1, 32, 33,
40, 4.1, 50.1, 6.0, BELWR7.0+TT, 77+
L MEEH Y FH AL

ATy T5 |sccp Skinny Client Control Protocol (SCCP) & Z#UIZB
Bl - W77V r—vary (hvAa—Fq40 7L
2 AADICLET,
Router (config) # sccp
AT F6 |Sccpccm group  group-number Cisco UCM 7 /v — 7" % AFp% L T, SCCP Cisco UCM
il - a7 4 FXal—aryE— REEBLET,
+ group-number : Cisco UCM 7' /b— 7 %3551 L &
Router (config) # sccp ccm group 10 ﬁ‘ %ﬁfj: 1 ~ 50 ,C,a_
RFw J7 |associateccm identifier-number priority number | Cisco UCM % Cisco UCM 2 /b— 7 |Z BT T,
Bl U N —T MBS 2 BE L E T
, , « identifier-number : Cisco UCM Z#%5l L £,
Eiiziié;ogflg—sccp—ccm) # associate ccm 10 ﬁ;ﬁfﬁ@%ﬁli 1~ 65535 _6_?_0 ?;72_/1/ }‘1@
TH 0 FHEA,
s priority number : Cisco UCM 7 /L — 7N D
Cisco UCM DEJCIANL, ®EPHIZ 1 ~4 T,
T 740 MEIZH D A, b EWELIEN
11 T,
R w78 |associateprofile profile-identifier register DSP 7 7 — A7 117 7 A L% Cisco UCM 7 /L—7
device-name WZEEEA T E 9,
i - . profile-identifier : DSP 7 7 — A7 11 7 7 A L%
router (conts ., . e Ak LT, ARMEOHPHIL 1 ~65535 T,
O er (conrig—-sccp—-ccm assoclate rorile —
re:ister MTPgOII ; ° T 74 MEZH D FHA,
s register device-name : Cisco UCM N7 /3 A
At TNA AT K 15 LFFETANTE
*9,
25w 79 |dspfarm profile profile-identifier {conference|mtp||DSP 77 —A a7 7 A /L a2 7 4 Fal— 3

transcode} [security]

1 -

Router (config-sccp-ccm) # dspfarm profile 1 mtp

v E—REZEBL, DSP 77— AV —EZXFDOT
07y ANEEHRELET,

- profile-identifier : 7' 7 7 A L& —EIZERAT

L3S, AMEDOHPIL 1 ~ 65535 T, 7
74V MIHY FHA,
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ARV FFEREETIVa Yy

S

s conference : REHO v 7 7 A NV EFINZL
*7,

emtp : MTPFHO T 0 7 7 A VEANZ L ET,

stranscode: T ART—F 4 T HOTa T 7
ANVEEMILET,

e security ((E&) : £¥27DSP7 7 —LH—
Ao 7y A NVERMNILET, xEH]
DFERNZ DUV TIE, #unique 327 unique 327
Connect 42
GUID-5FB6A48E-204C-45AA-AE63-413B075A7871
(385 X—V) DEHEZSBMLTLLE I,

A7 710 |trustpoint trustpoint-label (L) RT7AMKRAL FEDSP 77 —4h 71
Bl - 7 7 A MBI £
Router (config-dspfarm-profile)# trustpoint
dspfarm
AT 711 |codec codec DSP 7 7—L 777 A L THR—-FENDa—
Bl Ty s B RELET,
Router (config-dspfarm-profile)# codec g7llulaw . codec-type : {Ef‘ﬁ éj/l,f) = —‘5‘/ 7 %—f{lﬂﬁ“ﬁf I_/i
T, PAR—hrENDa3—FT v I7DY R M EFRR
T DI, 2?2 AN LET,
YR—brSNDa—7T v 7 TEIZ, ZOFEE
BoIELET,
AT w712 | maximum sessions {hardware| software} number ZoFa 7y ANLTHR—NENARKEYy g
. WA LET
« hardware : MTPN— R 7 =7 UV — A3 P 7R —
Router (config-dspfarm-profile) # maximum sessions N - N 34
software 10 FT&EDEY T a DR,
s software: MTP V7 R =7 U YV — AP R —
FT&DkEyvarolf
enumber : BT 7 A )L THR—FENDHEY
Ta ok, #AIX0~xTY, T 74/ M
0T, xDfEIE, VY —ATa/)fF—Tf
MATREZR U Y —Z2OHUIIE LT, FATRHISIRGE
SNET,
25w 713 |associate application sccp SCCP % DSP 7 7 — A 7’00 7 7 A JVICBH#AF T &

1 -

j—o
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ARV FFEREETIVa Yy

Router (config-dspfarm-profile) # associate
application sccp

no shutdown

1 :

ATv 714

Router (config-dspfarm-profile)# no shutdown

A B =T 24 ADAT—H A% UPIRBEICZAE L
S

Bl: VILDITFT ATAT EA—IF—2a32 KR4V FOYR—F

WIZ, YT NI 2T AT 4T A —IFx—2arRA Ly bOVAR— MEROBRER 2R~ LET,

sccp local GigabitEthernet0/0/1

sccp ccm 10.13.40.148 identifier 1 version 6.0

sccp
|

sccp ccm group 1

bind interface GigabitEthernet0/0/1

associate ccm 1 priority 1

associate profile 6 register RR RLS6

|

dspfarm profile 6 mtp

codec g7llulaw

maximum sessions software 100
associate application SCCP

|

!

gateway
media-inactivity-criteria all
timer receive-rtp 400

WIZ, BF 27 7 dspfarm 7’120 7 7 A )V EfEH L7z SRTP-DTMF A > % — U —% > JHEEED X

EplE R LET,

sccp local GigabitEthernet0/0/0

sccp ccm 172.18.151.125 identifier 1 version 7.0

sccp
I

sccp ccm group 1

bind interface GigabitEthernet0/0/0

associate ccm 1 priority 1

associate profile 1 register Router

dspfarm profile 1 mtp security
trustpoint IOSCA

codec g7llulaw

codec pass-through
tls-version v1.2

maximum sessions software 5000
associate application SCCP
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\)

GE)  dspfarm 7B 7 7 A LR T—FT v JRAZ)L—TTBEY a =07 SN THTC, TLS BL Utk
X2 VT 4 BEORENRNGE, SRTP 77 4 v 77X SMTP U Y — R &2 TE 7,
SRTP-DTMF A » #Z —U =% J OV R— 2B ETH 8T T 4 v 7 7a—0REIEL, SMTP
dspfarm 7' 7 7 A JLZid security ¥ — U — R & TLS B L W2 —F v 7V RARV—REEE D
HUMENHY £9, ZDdspfarm VY — A7 17 7 A )L, SRTP-DIMF A > 4 —U—F% 7
PAR— MR, SRTP N7 7 4 v /7 @S2 2L TEET,

YIRIIT ATFT4T7 A3 —IF— 30 RA2 FDER
E DHEER

COMEEEMR L, T TN a—T 4 T EITOIICIE, D show 2~ REFEHALET,
« SCCP (ZPHT DA R4 5 I2i%, showscep 2~ REMAL £,

Router# show sccp

SCCP Admin State: UP

Gateway IP Address: 10.13.40.157, Port Number: 2000

IP Precedence: 5

User Masked Codec list: None

Call Manager: 10.13.40.148, Port Number: 2000
Priority: N/A, Version: 6.0, Identifier: 1
Trustpoint: N/A

* DSPfarm 7' 2 7 7 A JVIZEHT B R &2 a3 5 121X, show dspfarm profile =~ > K& ff
HLUET,

Router# show dspfarm profile 6

Dspfarm Profile Configuration

Profile ID = 6, Service = MTP, Resource ID = 1
Profile Description :

Profile Service Mode : Non Secure

Profile Admin State : UP

Profile Operation State : ACTIVE

Application : SCCP Status : ASSOCIATED
Resource Provider : NONE Status : NONE

Number of Resource Configured : 100
Number of Resource Available : 100
Hardware Configured Resources : 0
Hardware Available Resources : 0O
Software Resources : 100

Codec Configuration
Codec : g7l1lulaw, Maximum Packetization Period : 30

e X 27 DSPfarm 7' 1 7 7 A LD AT —Z AT B IR A MR T 5121, showdspfarm
profile =2~ FZFH LT, EXFa 7 —ERAE—RPFREINTND I &AL
R
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VIRDIT ATAT Z—3IF—2 320 RSV FDEEDHER

Router# show dspfarm profile 2
Dspfarm Profile Configuration
Profile ID = 2, Service = MTP, Resource ID = 2

Profile Service Mode : secure
Trustpoint : IOSCA

TLS Version : v1.2

TLS Cipher : AES128-SHA

Profile Admin State : UP

Profile Operation State : ACTIVE
Application : SCCP Status : ASSOCIATED
Resource Provider : NONE Status : NONE

Total Number of Resources Configured : 8000
Total Number of Resources Available : 8000
Total Number of Resources Out of Service : 0
Total Number of Resources Active : 0
Hardware Configured Resources : 0

Hardware Resources Out of Service: 0
Software Configured Resources : 8000

Number of Hardware Resources Active : 0
Number of Software Resources Active : 0
Codec Configuration: num of codecs:2

Codec : pass-through, Maximum Packetization Period : 0

Codec : g7l1lulaw, Maximum Packetization Period : 30

« SCCP ###t D#fi st 22 ~"7 5 21%, show scep connections =2~ > K& L £7,

Router# show sccp connections

sess_id conn_id stype mode codec ripaddr rport sport
16808048 16789079 mtp sendrecv g71lu 10.13.40.20 17510 7242
16808048 16789078 mtp sendrecv g71lu 10.13.40.157 6900 18050

SMTP & % = 7 DTMF D54, show scep connections 2~ > KXo —5 w7 # A 7 (pass-th) |
SXA 7 (smtp) . BLODIMF £ v K (1fc2833 pthru) (ZBHT H1EHMEFR R L ET,

Router# show sccp connections

sess_id conn_id stype mode codec sport rport ripaddr conn_id tx
dtmf method

16791234 16777308 s-mtp sendrecv pass_th 8006 24610 172.18.153.37
rfc2833 pthru

16791234 16777306 s-mtp sendrecv pass_th 8004 17576 172.18.154.2
rfc2833 report

Total number of active session(s) 1, and connection(s) 2

« RTP 85t 1 BT 2 F M 2 Fon T 5121, showrtpspicall =2~ > FEFEH L E T,

Router# show rtpspi call
RTP Service Provider info:

No. CallId dstCallId Mode LocalRTP RmtRTP LocalIP RemotelIP SRTP
1 22 19 Snd-Rcv 7242 17510 0x90D08OF 0x90D0814 0
2 19 22 Snd-Rcv 18050 6900 0x90D08OF 0x90D08OF 0

SRTP DTMF A ' #—U—X L TNT 77 4 728> TWbHEE, SRTP 7 4 —/L RiZiZE
VSN DENRFTR SN ET,
Router# show rtpspi call

RTP Service Provider info:
No. CalllId dstCallId Mode LocalRTP RmtRTP LocallIP RemoteIP SRTP
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1 13 14 Snd-Rcv 8024 18270 0xA7A5355 0xAC129A02 1
2 14 13 Snd-Rcv 8026 24768 0xA7A5355 0xAC129925 1
* VoIP RTP #£#¢1Z B9~ 5 1§ 2 R~ 5 121%.  show voip rtp connections =~ > K& fli I L
7,

Router# show voip rtp connections

VoIP RTP Port Usage Information

Max Ports Available: 30000, Ports Reserved: 100, Ports in Use: 102
Port range not configured, Min: 5500, Max: 65499

VoIP RTP active connections :

No. Callld dstCallld LocalRTP RmtRTP LocallIP RemoteIP

1 114 117 19822 24556 10.13.40.157 10.13.40.157
2 115 116 24556 19822 10.13.40.157 10.13.40.157
3 116 115 19176 52625 10.13.40.157 10.13.40.20
4 117 114 16526 52624 10.13.40.157 10.13.40.20

« BIRIIZIZ, RO X D7 show =2~ REMFHTE 97,
» show scep connection callid
» show sccp connection connid
» show sccp connection sessionid
« show rtpspi call callid
* show rtpspi stat callid
« show voip rtp connection callid
« show voip rtp connection type

« show platform hardware qgfp active feature shc global

« BEEOREZY Y /30 HI2iE, debugscep =~ RafHLET,

« debug scep [all | config | errors| events | keepalive | messages | packets| parser | tls]

VIR DIT ATAT RA—IXR—23 R4 DY
R— M IZEE 9 S HERE(E R

ROFNZ, ZOFY 22— /LTt LIHEEICET 2 ) U — A F@MErLEd, ZoRiT. V7
Fo=7 VU =R FLA U THEROYR— R EASHILEDY 7 =T VY =R
FZERLTWET, ZOEERIL. FICK D BRWRY , ZhUEO—EDY 7 by =7 VY —
ATHHR—FENET,

T7y b7 A —bDPR— I BLOV AT YT MY =T A A=V OV R— MIBET WA B
9 2IZ1&. Cisco Feature Navigator Z /] L £7°, Cisco Feature Navigator |27 7 & 23 % |Z
X, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 77 MNILEH Y FH A,
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| Voboz7 AF47 8—3%—va v RAY bOYR—F
YT RYIT AFAT B—2%— 3o Ra royR— rcET saeEg ]

RIB:VILIIT ATAT7 A—I2—2 30 RA Y bOYR— BT HHEEEFR

HaE

iy

)1)—2 HRETER

VTR T2T AT 4T X —|CiscolOSXE V | VY7 U =T AT 47 X—IF—var irA
SR—TariRA Y OY |V —2268 > b (MTP) iZ. Cisco Unified Communications
A—k Manager (Cisco UCM) 7° Skinny Client Control
Protocol (SCCP) zi~> K& L THEFT— b
oA EXEET OMERRIELEST, Zhbo
a<> Rz Y, CiscoUCMZa—v 7)Y
> 7D MTP L TEE T,

Secure Real-time Transport | Cisco IOS XE | Secure Real-time Transport Protocol (SRTP) 7 =
Protocol (SRTP) 7 =7 /L |Dublin 17.10.1a |7, . — > @& (DTMF) HAEIL. /<%

h— > EREREK A J—F— KD I TD Secure Software MTP &
(DTMF) A v ¥ —TU—% CUCM ¢ OO DIMF A v 2 —0 —X% L 7%
VT DY IR—k PR—FLFET,
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CHAPTER 24

SNMP. Syslog. 5L V41 —H% 3y  0AM
% {$F8 L 7= Dying Gasp

Dying Gasp I%, BARTNHEL (CPE) OEIRN KON EEZHMLEDLHTZDIT, CPENLA
A=y N =R Ta X NERTOERCEEINDI Ay E—Y (FRIHMESR) T
T TDOAYE=UEF, ROWTIDPBIET L EEESINET,

c VAT AL Vur—FR

A B =T 2 A ADY Y NE T

« BEEE FFEOT Ty M7+ —ATHHR—1)
ZDHA T ORBUIAN > F—[EA T, RS D54 —Fx v MEM, B2, &7 (0AM)
WHINTETEBITHE SN GERH Y £7,

* Dying Gasp ¥R — b OH#EZ:(F:, on page 391

* Dying Gasp ¥ 748— ~ Ol FIH, on page 391

« SNMP, Syslog, LA —H x> F OAM Z{#H L 7= Dying Gasp |Z- 2\ T D1, on page
392

« SNMP, Syslog, LA —H x> F OAM ZfEH L 7= Dying Gasp D&x iE 7%, on page 392
« SNMP, Syslog, LA —H x> k OAM %A H L 7= Dying Gasp D&% E 1, on page 394

. o o
Dying Gasp H7R— kDRI
Dying Gasp /@ Simple Network Management Protocol (SNMP) % ET HHIIZ, A —H R b

OAM ZHMNZT HHENRH Y 9, FFEMIZ OV TIX,  [Enabling Ethernet OAM on an Interface ]
EHHLTIESN,

Dying Gasp Y-7/R— D HIHIFEIR

« VAT LG EPREER (PSU) 2D 4 L7-HE . Dying Gasp #REIT VR — h S+
/Vo
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SNMP. Syslog. & & UA —4 % k 0AM %{& L 1= Dying Gasp |
B sump. sysiog. #sE T4 —5 %y - 0AM % {5 L 1= Dying Gasp = 2L\ TOHEER

eSNMP F 7 v 7%, BIRL7=T7 Ty b7+ — AL CTOBREEEZIIER 77— 7 /LOED 4+
LOBRICOREESNET,

* Dying Gasp V7" — M#REIX, CLIZH L CRETE EH¥ A, SNMP Z{H L THA b &
ETBHITIE. LD SNMP 7R A2 F DB EFH# BB LT EE N,

SNMP. Syslog. 8 & U1 —H 3y F0AM ZEAL 1=
Dying Gasp |22 LN T DIEHR

Dying Gasp

IEEE 802.3ah TEF I TS OAMERED 1 DIz U B— MEERRNH Y 9, ZiL, &
BORTFHHRNTRET LA =%y MEROBEEORHICHKILET, £ —FF v F OAM
I, OAM =7 4 7 48, ZDO X ) REFIREZ OAMPDU OFFED 7 7 71IZL > TETIZ
GIETDH AN = AL ERM L E T, BEEREBICOVWTURZ D HED1IDOIE, A VX —T=A A
By MU ENTGERE, BHEARBEIREN A Lz Z & %/~ Dying Gasp T,
ZDEA T ORI H—EAGTT, EEFIREICET 2@%E0%, HEIC, fAICEET D
EMTEET,

SNMP. Syslog. 8&UVA—H 3y F0AM ZEAL 1=
Dying Gasp DX EHi%
SEFIFLESNMPH—/\—DHRR R— FEEFEIZ* 9 5 Dying Gasp +
5w TDYHR—F

A\

Note -k 5 SDOBIED SNMP ¥ —/R—R & hR— F 2R ETE £7,

2y F)—HO EBY—/\—TODIRERT

setenv SR _TRAP TEST PORT UDP port

setenv SR UTIL COMMUNITY public

setenv SR UTIL SNMP VERSION v2c

setenv SR _MGR CONF DIR Path to the executable snmpinfo.DAT file

WIZ, WA RTDOSNMP b7 v 7REOHIZRLET,
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Dying Gasp BXIDZEH I ET L—2ckTshd 4 ve—Y [

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #

Router (config) # snmp-server host 192.0.2.12 vrf Mgmt-intf version 2c public udp-port
6264

Router (config) #

Router (config) # "Z

Router#

BROBRAZIATTDE, V—Fa V= VIROENBFRINET,

Router#

ystem Bootstrap, Version 17.3(1.2r), RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1994-2020 by cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft

C8300-2N25-4T2X platform with 8388608 Kbytes of main memory
rommon 1 >

Dying Gasp Trap Received for the Power failure event:
Trap on the Host
A+t

snmp-server host = 192.0.2.12 (nmsl-1nx) and SR _TRAP TEST PORT=6264
/auto/sw/packages/snmpr/192.0.2.9/bin> /auto/sw/packages/snmpr/192.0.2.9/bin/traprcv
Waiting for traps.

Received SNMPv2c Trap:

Community: public

From: 192.0.2.34

snmpTrapOID.0 = ciscoMgmt.305.1.3.5.0.2

ciscoMgmt.305.1.3.6 = Dying Gasp - Shutdown due to power loss

Dying Gasp BEANDZERKICET7IL—FICRRTENEZ A vE—

001689: *May 30 14:16:47.746 IST: $SETHERNET OAM-6-RFI: The client on interface Gi0/0/0
has received a remote failure indication from its remote peer (failure reason = remote
client power failure action = )

Dying Gasp :BEN1DZ{E 2T 5 SNMP RED XK~

show running-config =~ > K% {# f L C. Dying Gasp #1% %157 5 72D SNMP % i€ & £/~
L\‘i‘a—c

Router# show running-config | i snmp

snmp-server community public RW

snmp-server host 192.0.2.20 vrf Mgmt-intf version 2c public udp-port 6264
Router#

Cisco Catalyst 8300 # & U Catalyst8200 > ) —X Ty 75y k74 —L YT bz 7avI4F¥aL—av 14K |



SNMP. Syslog. & & UA —4 % k 0AM %{& L 1= Dying Gasp |
B sume. sysiog. &5 —5 %y - 0AM % {5 L 1= Dying Gasp D E5E I

SNMP. Syslog. & UL —H 2%y K 0AM Z{ER L 1=
Dying Gasp M % E 5

Bl L—F2TOHOSNMP IZa=-F4RM)UTDERE

SNMP ~D7 7 v A% T2a32=25 4 TI78A AN V2R ELET,

Router> enable

Router# configure terminal

Router (config) # snmp-server community public RW
Router (config) # exit

awy Ry Xy 7 ZAEERABIOFEMIZ OV T, [Cisco I0S Network Management Command
Reference] ZZML T 7ZE 0,

Bl )—R2a2Y—)LIZET S SNMP H—/A\—K X FDEFEHMNDETE

SNMP i@HMENEDOZEH 2L L £

Router> enable

Router# configure terminal

Router (config) # snmp-server host X.X.X.XXX vrf mgmt-intf version 2c public udp-port 9800
Router (config) # exit

awy Ry 7 A EFRBEIOZEZ SV TCiE,  [Cisco I0S Network Management Command
Reference] #ZH L T 72 &0,
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SIS a—TaT
s hITTN AT T (395N
SO a—Ta29

OARTL LIR— bk
VAT A UAR— M E T crashinfo 7 7 A MTIE, YA aDT I = H VR — MEHYEN, Cisco
I0SA A=V DY T vvakg| I LEMEEZT Ny 795 & XTHEHTLHERPBRTESN
TWET, HRRZ T vy 2T 2B ROMENOMHEERIE L N AR, FEDZ T >
VaRRIL Lo THEBRBEI S LD L9 RFETITONDL Z ERBETT, Y AT ALAR— |
MNARK X 41, harddisk: £7-13 flash: 7 7 AV AT LD Tcore] T4 L7 FUITRTEESNET,
Uoa— R VAR — MRS ERTA,

VAT LT T vy aDEE IROFEMEHRNIE S NET,
1. 0000000 core

cI0Sd 7 BRI T o aMBEELZLEAEDIOSd 27 7 7 A /LE LTV OS crashinfo
77 A

2. 000000
3. 0000000DO0O
4. 00000000

5. 0000000 /proc OO

ZDOLR— M, —FBROMMON/7 — b a2 —&—Zxf L TH 7 ARBEIZ A DRANCAER S U
T3, ZOERIT, HOT7 7 A MRS THD, 7T—0A4 78N T targz /3 RIVICE
MSNET, ZNICKY, 7T v vaDR Ty vay el OO TR LT, ook
WIZR Y 7 A ETE DL HI12720 £7,
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FNRAADKA N, VAT LLR—beER LT 2—LD ID, BIORZDIERZ A L
AL TINT 7 ANATHARIAENFE T,

<hostname> <moduleID>-system-report <timestamp>.tar.gz

B
Routerl RP 0-system-report 20210204-163559-UTC

AR A R4S Router]l DF XA AT, RPOED 22— /LD THI LW Y m— R854 L, 2021 4E2
A4 BF% 43945 59F (UTC) IV AT ALR— FRERESNE LT,

— bootflash/

L— pd_info/
—— dmesg_output-20210204-163538-UTC.log
—— filesystems-20210204-163538-UTC.log
—— memaudit-20210204-163538-UTC.log
—— proc_cpuinfo-20210204-163538-UTC.log
—— proc_diskstats-20210204-163538-UTC.log
— proc_interrupts-20210204-163538-UTC.log
—— proc_oom_stats-20210204-163538-UTC.log
—— proc_softirqs-20210204-163538-UTC.log
—— system_report_trigger.log
—— top_output-20210204-163538-UTC.log
— harddisk/
—— core/

L— Router] RP_0_hman_ 17716 20210212-123836-UTC.core.gz
—— tracelogs/
—— tmp/
— fp/

L— trace/
—— maroon_stats/

L p/
L— trace/
—— Router] RP_0-bootuplog-20210204-163559-UTC.log
—— var/
L—Jog/
L— audit/
L— audit.log
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C8000 >V — X Jb—H (2L, logging % 7-1% platform —U— R&fEET 5 D a~ > KR
HY., ZNHEATLTHHARERESNRVD, BRI E > TRER I ANRFR S
NET, BRICE S TRERZD LY Ipa~r Rk, R— Mg oa~vr RERLRER
F9, YAR— MG Oa~s FICEAT LA aflliliv =2 T VIS B AR SN2 VW TET
R

C8000 >V — R JL—H THA—hINTWARWVa~vy FOU R MELLIFIRLET,
* backplaneswitchport
» clear logging onboard slot fO dram
» clear logging onboard slot f0 voltage
* clear logging onboard slot f0 temperature
* show logging onboard slot f0 dram
* show logging onboard slot fO serdes
* show logging onboard slot f0 status
* show logging onboard slot f0 temperature
* show logging onboard slot f0 uptime
» show logging onboard slot fO uptime latest
* show logging onboard slot f0 voltage
* show logging onboard slot 0 dram
* show logging onboard slot 0 serdes
* show logging onboard slot 0 status
* show logging onboard slot 0 temperature
* show logging onboard slot 0 uptime
* show logging onboard slot 0 uptime latest

* show logging onboard slot 0 voltage
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* show platform software adjacency r0 special

* show platform software adjacency rp active special

* show platform hardware backplaneswitch-manager RP active summary

* show platform hardware backplaneswitch-manager RP active subslot GEO statistics
* show platform software backplaneswitch-manager RP [active [detail]]

* show platform hardware backplaneswitch-manager [RO [status] | RP]

* show platform hardware backplaneswitch-manager RPactive CP statistics
* platform hardware backplaneswitch-manager rp active subslot GEO statistics
* show platform software ethernet rp active 12cp

* show platform software ethernet rp active 12cp interface GigabitEthernet0
* show platform software ethernet rp active loopback

» show platform software ethernet rp active vfi

* show platform software ethernet r0 vfi

* show platform software ethernet r0 vfi id 0

* show platform software ethernet rO vfi name GigabitEthernetO

* show platform software ethernet r0 12cp

* show platform software ethernet r0 12¢p interface GigabitEthernetO

* show platform software ethernet r0 bridge-domain statistics

* show platform software flow r0 exporter name GigabitEthernet0

* show platform software flow rQ exporter statistics

* show platform software flow r0 global

* show platform software flow r0 flow-def

* show platform software flow r0 interface

* show platform software flow r0 ios

* show platform software flow r0 monitor

* show platform software flow r0 sampler

* show platform hardware qfp active classification feature-manager label GigabitEthernet 0 0
* show platform software interface fO del-track

* show platform software interface fp active del-track

* show platform software rg r0 services

* show platform software rg 10 services rg-id 0

* show platform software rg r0 services rg-id 0 verbose
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* show platform software rg r0 services verbose

* show platform software rg 10 statistics

* show platform software rg rp active services

* show platform software rg rp active services rg-id 0

* show platform software rg rp active services rg-id 0 verbose
* show platform software rg rp active statistics

* show platform hardware slot 0 dram statistics

* show platform hardware slot fO dram statistics

* show platform hardware slot 0 eobc interface primary rmon
* show platform hardware slot 0 eobc interface primary status
* show platform hardware slot 0 eobc interface standby rmon
* show platform hardware slot 0 eobc interface standby status
* show platform hardware slot fO eobc interface primary rmon
* show platform hardware slot fO eobc interface primary status
* show platform hardware slot fO eobc interface standby rmon
* show platform hardware slot fO eobc interface standby status
* show platform hardware slot fO sensor consumer

* show platform hardware slot fO sensor producer
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