C1sco SYSTEMS

®

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

Release 7.2
June 14, 2006

Customer Order Number: DOC-J-7817736= 3
Text Part Number: 78-17736-02-J / ’



Information Packet

FCC A FCC Part 15 A
FCC B
FCC
Part 15 B
A B FCC
FCC
FCC
TCP UNIX UCB University of California, Berkeley

ucB All rights reserved. Copyright © 1981, Regents of the University of

California.

CCSP, CCVP, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play,
and Learn, and iQuick Study are service marks of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP,
Cisco, the Cisco Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, FormShare, GigaDrive, GigaStack, HomeLink, Internet Quotient, 10S, IP/TV, iQ Expertise, the iQ
logo, iQ Net Readiness Scorecard, LightStream, Linksys, MeetingPlace, MGX, the Networkers logo, Networking Academy, Network Registrar, Packet, PIX,
Post-Routing, Pre-Routing, ProConnect, RateMUX, ScriptShare, SlideCast, SMARTnet, The Fastest Way to Increase Your Internet Quotient, and TransPath are
registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (0601R)

Internet Protocol IP;
IP

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
Copyright © 2000-2006 Cisco Systems, Inc.
All rights reserved.



CONTENTS

Xix

XX
XX

xxi
xxii

xxiv
xxiv
XXV

Cisco.com XXV
Product Documentation DVD XXV
Documentation CD-ROM XXV

XXV
XXVi
XXVi
XXVii
Cisco Technical Support & Documentation Web xXxvii
Japan TAC Web xXxvii
Service Request Xxviii
xXxviii
XXix
cHapTER 1 ML 141
ML 1-2
ML 1-3
CHAPTER 2 CTC 2-1
ML POS CTC 2-2
ML CTC
2-3
ML POS CTC 2-4
2-5
SONET/SDH 2-5

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
[ 78-17736-02- .“



Hl Contents

FPGA 2-6
SONET/SDH 2-6
J1 2-6
CHAPTER 3 3-1
3-2
ML Cisco 10S 3-2
CTC Cisco 10S 3-3
Telnet 3-3
Telnet 3-5
ML IOS CLI 35
RJ-11/RJ-45 3-5
PC 3-6
3-8
3-8
3-9
3-9
3-10
CTC 3-10
CTC Cisco 10S
3-11
3-13
3-14
Cisco 10S 3-16
3-18
3-18
cHAPTER 4 4-1
4-2
MAC 4-2
ID 4-3
4-4
POS
4-6

ML100T-12 4-6
ML100X-8 4-7

[ Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



Contents W

ML1000-2 4-8
RFI 4-9
RFI 4-10
POS ML100T-12 ML100X-8 ML1000-2
4-13
4-14
cHAPTER b5 POS 5-1
ML POS 5-2
ML SONET SDH 5-2
VCAT 5-3
SW-LCAS 5-4
CRC 5-4
POS 5-5
POS 5-5
HDLC POS CRC 5-6
MTU 5-6
5-7
SONET/SDH 5-7
SONET/SDH 5-7
SONET/SDH 5-8
Cc2 5-9
POS Cc2
5-10
SPE 5-10
POS 5-11
POS 5-13
ML 5-13
ML Cisco 12000 GSR 5-14
ML G 5-16
ML ONS 15310 ML-100T-8 5-17
cHAPTER 6 6-1
6-2
6-3
6-5
6-7
IP routing 6-7
no IP routing 6-9

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

| 78-17736-02-J



Hl Contents

bridge CRB 6-9
bridge IRB 6-11
CHAPTER 7 STP RSTP 71
STP 7-2
STP 7-2
STP 7-3
BPDU 7-3
7-4
ID ID
7-5
7-5
7-6
7-7
7-7
7-8
7-8
7-8
7-8
STP IEEE 802.1Q 7-8
7-9
7-9
RSTP 7-10
RSTP 7-10
7-10
7-11
7-13
BPDU 7-14
BPDU 7-14
BPDU 7-15
TC 7-15
IEEE802.1D STP 7-16
STP RSTP 7-16
STP RSTP 7-17
STP RSTP 7-17
7-18
7-18
7-19

7-20

7-4

[ Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



Hello

STP RSTP

VLAN
VLAN 8-2
IEEE 802.1Q VLAN
IEEE 802.1Q VLAN
VLAN

CHAPTER 8

8-1

cHaPTER 9
IEEE 802.1Q
IEEE 802.1Q
IEEE 802.1Q
IEEE 802.1Q
IEEE 802.1Q
VLAN
VLAN

VLAN 2

chapTer 10 10-1
10-2
EtherChannel
EtherChannel
POS
POS
EtherChannel
EtherChannel
EtherChannel

EtherChannel

POS

POS

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

IEEE 802.1Q 2

POS

7-20
7-21
7-21
7-22

8-3
8-4
8-6

9-1
9-2

9-5
9-6

9-7
VLAN
VLAN

9-8
9-9
9-12
9-13
9-13
9-14

10-3

10-4
10-6
10-7

10-9
10-9
10-9
10-12

| 78-17736-02-J

Contents W



Hl Contents

cHAPTER 11 11-1

RIP 11-2

EIGRPEIGRP 11-3

OSPF 113

BGP 11-4

IP 11-4

RIP 11-5
RIP 11-8

OSPF 11-10
OSPF 11-14
OSPF 11-16
OSPF 11-18
LSA 11-19
11-20
OSPF 11-21
EIGRP 11-21
EIGRP 11-24
EIGRP 11-25
EIGRP 11-26
EIGRP 11-27
BGP CIDR 11-29
BGP 11-29
BGP 11-30
IS-IS 11-31
IS-IS 11-32
11-34
11-36
IP 11-36
IP 11-37
IP 11-38
IP 11-38

cHAPTER 12 IRB 12-1
IRB 12-2
IRB 12-3
IRB 12-5

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |




IRB

VRF Lite
VRF Lite
VRF Lite
VRF Lite
VRF Lite

cHAPTER 13

cHAPTER 14 QoS
QoS
IP

IP precedence

ML
QinQ
QoS
CoS
QoS
QoS

class-map match-any
match spr1i

ML
ML
ML

12-7
131
13-1
13-2
13-3
13-8
14-1
14-2
DSCP 14-2
CoS 14-3
QoS 14-4
14-5
14-5
14-6
14-7
L2
14-8
14-9
14-9
QoS 14-10
RPR QoS 14-11
14-13
14-13
14-14
QoS 14-18
14-19
14-20
14-20
14-21

14-22

VolP 14-22
14-23
CoS QoS

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

class-map match-all

14-24

Contents W

14-2

14-6

14-8

14-18

14-21

| 78-17736-02-J



Hl Contents

QoS
14-25
QoS 14-26
QoS 14-26
QoS 14-27
CoS 14-28
CoS 14-29
IP SLA 14-31
ML IP SLA 14-31
ML IP SLA 14-31
cHapTER 15 SDM 15-1
SDM 15-2
SDM 15-2
SDM 15-3
SDM 15-3
TCAM ACL 15-3
SDM 15-4
cHapTER 16 ACL 16-1
ACL 16-2
ML ACL 16-2
IP ACL 16-2
IP ACL 16-3
16-3
IP ACL 16-3
IP ACL 16-4
IP ACL 16-4
IP ACL 16-5
ACL 16-5
ACL TCAM 16-6
cuapTER 17 RPR 17-1
RPR 17-2
SONET/SDH 17-2
17-2
17-3
RPR 17-5
MAC VLAN 17-6

[ Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



Contents W

RPR QoS 17-6

CT™M RPR 17-7
RPR 17-7
ML p2p STS/STM 17-8
RPR CTC 17-8
RPR CTC 17-9
ML RPR SPR
17-12
ML POS SPR
17-14
SPR
17-16
RPR Cisco 10S 17-17
RPR
17-19
RPR 17-20
RPR ML 17-21
RPR ML 17-23
RPR ML 17-26
RPR ML 17-28
RPR LFP 17-31
LFP 17-32
17-32
LFP 17-33
LFP 17-34
LFP 17-34
RPR 17-35
RPR 17-35
RPR 17-37
RPR 17-38
17-40
17-40
cHaprTER 18 EoMPLS 18-1
EoMPLS 18-2
EoMPLS 18-3
EoMPLS 18-4
EoMPLS QoS 18-4
EoMPLS 18-6

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
[ 78-17736-02- .“



Hl Contents

EoMPLS
PE-CLE
PE-CLE

PE-CLE SPR

MPLS

EoMPLS

EoMPLS

MPLS-TE
ML

MPLS-TE
ML
RSVP

MPLS-TE

MPLS-TE
MPLS-TE
MPLS-TE
RPRW

cHAPTER 19 ML

ML

ML

ML
SSH
SSH

SSH
SSH
SSH
ML
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS

RADIUS

18-6
VC
VC 5

EoMPLS

EXP
18-12
18-15
18-15
RSVP
18-16

18-15
FCS
18-17

18-17
OSPF
18-18
18-20
IP RSVP
18-23

19-1
19-2

SSH
19-3

19-3

19-3
19-4
ML
19-5

19-6

RADIUS
19-7

19-7

19-8
19-9
19-9
19-10
19-10

18-6
18-8
18-9
18-10
18-11

18-17
IGP

18-18

18-22

19-2
19-2

19-4

[ Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



Contents W

RADIUS 19-10
AAA 19-13
AAA 19-15
RADIUS
19-17
RADIUS 19-18
RADIUS nas-ip-address 19-19
RADIUS 19-20
RADIUS ML 19-20
RADIUS ML
19-22
RADIUS 19-23
chapTer 20 ONS POS 20-1
POS 20-2
POS 20-3
POS 20-5
IEEE 802.17b 20-5
LEX 20-6
PPP/BCP 20-6
Cisco HDLC 20-7
E 20-7
POS 20-8
HDLC 20-8
GFP-F 20-8
ONS POS 20-9
ONS 15327 E-10/100-4
20-9
ONS 15454 ONS 15454 SDH E
20-9
G 20-10
ONS 15454 ONS 15454 SDH ONS 15310-CL ONS 15310-MA CE
20-11
ONS 15310 ML-100T-8 20-11
ONS 15454 ONS 15454 SDH ML
20-11
SONET/SDH 20-13
cHapTER 21 RMON 21-1
RMON 21-2
RMON 21-3

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
[ 78-17736-02- .m



Hl Contents

RMON
RMON

21-3
21-3

ML

CRC-ALARM
CRC-ALARM

ML

CRC
ML
SNMP

Cisco 10S

21-16
ML
ML

RMON

SNMP

SNMP
ML
SNMP
SNMP
SNMP
SNMP
SNMP

CHAPTER 22

SNMP
SNMP
SNMP
SNMP
SNMP

SNMP
SNMP

CRC

SONET/GFP
21-8

21

21-8
21-9
21-11
CRC
CRC
ML RMON
CRC
CRC

CRC

iflIndex
CRC
21-21

22-1
22-2
SNMP
22-3

22-2

22-4
22-4
22-4
MIB
MIB
22-6

22-5

22-7

22-7

22-7

22-8

CRC-ALARM

21-7
21-7
-8

21-14
21-15
21-16
21-16
21-16
SNMP

21-18
21-20

22-5

22-8

22-10

22-11

[ Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



Contents W

22-14
SNMP TFTP 22-14
SNMP 22-15
SNMP 22-16
cHAPTER 23 E G 23-1
G 23-2
G1K-4 G1000-4 23-3
G 23-3
IEEE 802.3z 23-4
GEC/IEEE 802.3ad 23-5
23-6
SONET/SDH
23-7
G 23-8
G 23-8
G 23-9
G 23-10
2 23-12
1 23-12
2 23-13
G 23-13
E 23-15
E 23-15
E EtherSwitch 23-15
E EtherSwitch 23-16
23-17
E 23-18
E 23-18
E IEEE 802.3z 23-18
E VLAN 23-19
E Q IEEE 802.1Q 23-20
E IEEE 802.1Q 23-21
E IEEE 802.1D 23-23
E VLAN
23-24
23-24
E 23-24
E 23-25

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

| 78-17736-02-J



Hl Contents

E 23-26
E 23-26
E 23-27
E 23-28
E
23-28
E 23-29
RMON 23-30
cHAPTER 24 CE-100T-8 241
CE-100T-8 24-2
CE-100T-8 24-3
24-3
24-4
SONET/SDH
24-5
IEEE 802.1Q CoS IP ToS 24-5
RMON SNMP 24-7
24-7
CE-100T-8 SONET/SDH 24-8
24-8
CE-100T-8 24-12
STSNT VC4/VC LO CE-100T-8
24-12
CE-100T-8 24-13
CE-100T-8 24-14
CE-100T-8 VCAT 24-14
CE-100T-8 POS CRC 24-14
CE-100T-8 J1 SONET/SDH
24-15
cHapTER 25 CE-1000-4 25-1
CE-1000-4 25-2
CE-1000-4 25-3
25-3
25-3
25-4
25-5
SONET/SDH
25-5

[ Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



Contents W

RMON SNMP 25-6
25-6
CE-1000-4 SONET/SDH 25-7
CE-1000-4 VCAT 25-7
CE-1000-4 POS CRC 25-9
CE-1000-4 J1 SONET/SDH
25-9
cHAPTER 26 IEEE 802.17b RPR 26-1
RPR-IEEE 26-2
ML RPR-IEEE 26-2
RPR-IEEE 26-2
SONET/SDH 26-2
RPR-IEEE 26-3
CTM RPR-IEEE 26-6
RPR-IEEE 26-7
26-7
SONET 26-8
BER 26-8
RPR-IEEE 26-9
26-10
26-11
26-12
26-13
26-13
26-14
26-14
CRC 26-15
RPR-IEEE QoS 26-17
26-17
26-18
MQC RPR-IEEE 26-18
RPR-IEEE QoS 26-20
MQC RPR-IEEE QoS
26-20
MQC RPR-IEEE QoS
26-21
RPR-IEEE 26-22
RPR-IEEE 26-30
26-30

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

| 78-17736-02-J



Hl Contents

ML p2p STS/STM 26-30
ML p2p STS/STM 26-30
ML p2p STS/STM 26-31
RPR-IEEE 26-32
RPR-IEEE 26-32
RPR-IEEE 26-32
RPR-IEEE  Cisco IOS CLI
26-34
RPR-IEEE 26-37
26-38
ML RI 26-38
RI 26-39
appENDIX A A-1
appENDIX B CLI B-1
EXEC B-1
B-2
POS
B-4
POS
RPR B-6
IEEE 802.17 RPR
B-6
B-7
Port-Channel
B-8
BVI
B-9
appenDIx C c-1
C-2
ML c-3
C-3

INDEX

[ Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



Cisco ONS 15454/15454 SDH/Cisco ONS 15327
| 78-17736-02-J .“



Cisco ONS 15454 Cisco ONS 15454 SDH Cisco ONS 15327

ML Cisco
10S ML Cisco ONS 15454
SONET Cisco ONS 15454 SDH E G
CE CTC
E G Cisco ONS 15454 Cisco ONS 15454 SDH
Cisco ONS 15327 CE Cisco ONS 15454
CE-100T-8 Cisco ONS 15310-CL Cisco ONS
15310-CL ONS 15310-CL Cisco ONS 15310-CL and Cisco ONS
15310-MA Ethernet Card Software Feature and Configuration Guide
ML Cisco 10S
E G CE

CTC

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
B 7617736023



Cisco ONS 15454/15454 SDH/Cisco ONS 15327

. 2 CTC

e 3

e 4

e 5 POS
e 6

e 7 STP
e 8 VLAN
. 9

e 10

IEEE 802.1Q

Packet-over-SONET/SDH POS

. 11

. 12 IRB

] 13
VPN

. 14 QoS

o 15 SDM

o 16 ACL

. 17
o 18 EoMPLS
EoMPLS

. 19 ML

. 20 ONS

. 21 RMON

22 SNMP

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

VREF Lite

ML
ML
ML
ML
ML
ML
RSTP ML
ML
2
ML
ML
ML
Lite VRF Lite
ML
ML
ML
RPR ML
ML
POS
ML
ML

Cisco Transport Controller CTC

POS
VLAN LAN
ML
EtherChannel
ML

Integrated Routing and Bridging IRB

VPN Routing and Forwarding VRF;

QoS Quality Of Service

Switching Database Manager SDM;

Access Control List ACL;

RPR Resilient Packet Ring;

Ethernet over Multiprotocol Label Switching

ML

POS

Remote Network Monitoring RMON

SNMP

| 78-17736-02-J



. 23 E G ONS 15454 ONS 15454
SDH ONS 15327 E G
. 24 CE-100T-8 CE-100T-8
. 25 CE-1000-4 CE-1000-4
. A ML Cisco I10S
. B CLI ML
Cisco I0S
. C ML

Technical Assistance Center TAC

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
ONS 15454 ONS 15454 SDH

Cisco ONS 15454 Procedure Guide
Cisco ONS 15454

Cisco ONS 15454 SDH Procedure Guide
Cisco ONS 15454 SDH

Cisco ONS 15454 Reference Manual

Cisco ONS 15454 SDH Reference Manual

e Cisco ONS 15454 Troubleshooting Guide

SNMP
Cisco ONS 15454 SDH Troubleshooting Guide

SNMP

Cisco ONS SONET TL1 Command Guide
Cisco ONS 15454 ONS 15327 ONS 15600 ONS 15310-CL ONS 15310-MA
AID TL1

e Cisco ONS 15454 SDH TL1 Command Guide
Cisco ONS 15454 SDH AID TL1

Cisco ONS SONET TL1 Reference Guide
Cisco ONS 15454 ONS 15327 ONS 15600 ONS 15310-CL Cisco ONS 15310-MA
TL1

e  Cisco ONS 15454 SDH TL1 Reference Guide
Cisco ONS 15454 SDH TL1

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |



Cisco ONS 15454 SDH TL1 Reference Guide
Cisco ONS 15454 SDH TL1

Release Notes for the Cisco ONS 15454 Release 7.0

e Release Notes for the Cisco ONS 15454 SDH Release 7.0

e Release Notes for the Cisco ONS 15327 Release 7.0

ML Cisco I0OS  Modular QoS CLI MQC; QoS
MQC Cisco 10S

e Cisco I0S Quality of Service Solutions Configuration Guide Release 12.2

e Cisco I0S Quality of Service Solutions Command Reference Release 12.2

ML Cisco 10S 12.2 Cisco 10S 12.2
URL Cisco I10S

e http://www.cisco.com/

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

| 78-17736-02-J


http://www.cisco.com/

[ ]
{xIx|x} X
1
Ctrl Ctrl Ctrl+D Ctrl
D
screen scCreen
screen screen
< >
A Y
Cisco Optical Transport Products Safety and
Compliance Information Cisco ONS 15xxx

ONS 15xxx

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |



Cisco.com

Cisco.com
URL
http://www.cisco.com/techsupport
Web URL
http://www.cisco.com
http://www.cisco.com/jp
Web URL

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

Product Documentation DVD

DVD
DVD Web HTML
PDF
Product Documentation DVD
Cisco.com Cisco Direct Customers Cisco Marketplace Product
Documentation DVD  Customer Order Number DOC-DOCDVD= DOC-DOCDVD=SUB
URL
http://www.cisco.com/go/marketplace/
Documentation CD-ROM

Cisco ONS 15xxx

CD-ROM Documentation CD-ROM
Cisco.com URL Cisco Marketplace  Product Documentation Store

http://www.cisco.com/go/marketplace/

Cisco.com

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
| 78-17736-02-J .m


http://www.cisco.com/techsupport
http://www.cisco.com
http://www.cisco.com/public/countries_languages.shtml
http://www.cisco.com/go/marketplace/
http://www.cisco.com/go/marketplace/
mailto:tech-doc-store-mkpl@external.cisco.com
http://www.cisco.com/jp

Security Vulnerability Policy URL

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

URL
http://www.cisco.com/go/psirt

Product Security Incident Response Team Really Simple Syndication PSIRT RSS
PSIRT RSS
URL

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

PSIRT
. — security-alert@cisco.com
. — psirt@cisco.com
PSIRT
e 1877 228-7302
e 1408 525-6532
Pretty Good Privacy PGP
PGP GnuPG PSIRT
PGP 2X  9x
PSIRT
URL Security Vulnerability Policy Contact Summary

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
PGP ID

PGP E
PSIRT

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |


http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
http://www.cisco.com/go/psirt
http://www.cisco.com/en/US/products/products_psirt_rss_feed.html
mailto:security-alert@cisco.com
mailto:psirt@cisco.com
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

Cisco Technical Support 24
Cisco.com  Cisco Technical Support & Documentation Web

Technical Assistance Center TAC

Cisco Technical Support & Documentation Web

Cisco Technical Support & Documentation Web

Web 24 URL

http://www.cisco.com/techsupport

Cisco Technical Support & Documentation Web

Cisco.com ID ID
URL

http://tools.cisco.com/RPF/register/register.do

N
Cisco Product Identification CPI
CPI Documentation & Tools

Tools & Resources Cisco Technical Support & Documentation Web

Alphabetical Index Cisco Product Identification Tool
Alerts & RMAs Cisco Product Identification Tool
CPI ID show
& 3
Japan TAC Web
Japan TAC Web TAC Web http://www.cisco.com/tac
Japan TAC Web URL

http://www.cisco.com/jp/go/tac

Japan TAC Web

Japan TAC Web Cisco.com ID
ID URL

http://www.cisco.com/jp/register/

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
| 78-17736-02-J .m


http://www.cisco.com/tac
http://www.cisco.com/techsupport
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/jp/go/tac
http://www.cisco.com/jp/register/

Service Request

TAC Service Request S3 S4
TAC Service Request

TAC Service Request URL
http://www.cisco.com/techsupport/servicerequest

S1 S2 TAC

S1
S2

+61 2 8446 7411 1800 805 227
EMEA +3227045555
1 800 553-2447

TAC URL

http://www.cisco.com/techsupport/contacts

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |


http://www.cisco.com/techsupport/servicerequest
http://www.cisco.com/techsupport/contacts

Cisco Product Quick Reference Guide

Cisco Product Quick Reference Guide URL

http://www.cisco.com/go/guide

Cisco Marketplace
Cisco Marketplace URL

http://www.cisco.com/go/marketplace/

Cisco Press
Cisco Press
URL

http://www.ciscopress.com

Packet
Packet

Packet URL
http://www.cisco.com/packet
iQ Magazine

iQ Magazine URL

http://www.cisco.com/go/igmagazine
URL
http://ciscoiq.texterity.com/ciscoig/sample/

Internet Protocol Journal
Internet Protocol Journal
URL

http://www.cisco.com/ipj

URL
http://www.cisco.com/en/US/products/index.html

Networking Professionals Connection

Web
URL

http://www.cisco.com/discuss/networking

URL

http://www.cisco.com/en/US/learning/index.html

Cisco ONS 15454/15454 SDH/Cisco ONS 15327 ]

| 78-17736-02-J


http://www.cisco.com/go/guide
http://www.cisco.com/go/marketplace/
http://www.ciscopress.com
http://www.cisco.com/packet
http://www.cisco.com/go/iqmagazine
http://ciscoiq.texterity.com/ciscoiq/sample/
http://www.cisco.com/ipj
http://www.cisco.com/en/US/products/index.html
http://www.cisco.com/discuss/networking
http://www.cisco.com/en/US/learning/index.html

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |



Cisco ONS 15454/15454 SDH/Cisco ONS 15327

ML

ONS 15454 SONET ONS 15454 SDH ML1000-2 ML100T-12
ML100X-8 SONET/SDH
Cisco 10S Cisco Transport Controller CTC
e ML p.1-2
e ML p.1-3
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W wmL
ML
ML 5.7 Mpps ML1000-2
ML100T-12 MT100X-8 3 ML

ONS 15454 SONET ONS 15454 SDH

ML Cisco 10S ML
Cisco 10S CLI ML
VLAN LAN Cisco 10S CLI
ONS 15454 SONET/SDH  GUI CTC
ML SONET/SDH Cisco 10S
CTC TL1 CTC ML
SONET/SDH Cisco 10S Telnet Cisco
I0S
ML100T-12 12 RJ-45 ML100X-8
ML1000-2 Short Wavelength  SX; Long Wavelength LX;
2 Small Form-Factor Pluggable SFP
3
Cisco ONS 15454 Reference Manual
Cisco ONS 15454 SDH Reference Manual Ethernet Cards

ML OC-N/STM-N 2 Packet over
SONET/SDH POS SONET/SDH OC-N/STM-N

CTC ML POS
SONET/SDH Virtual Concatenation VCAT,; Software Link Capacity Adjustment

Scheme SW-LCAS

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML ||
ML
ML100T-12 ML100X-8 ML1000-2
. 1
10/100BASE-TX
Auto-MDIX 100BASE-FX ML 100X-8
1000BASE-SX 1000BASE-LX
IEEE 802.3z IEEE 802.3x
e SONET/SDH
POS High-level Data Link Control HDLC;
Frame-mapped Generic Framing Procedure GFP-F
2 POS
POS LEX Cisco HDLC Point-to-Point Protocol/Bridging Control Protocol PPP;
/BCP
VCAT SW-LCAS
G ONS 15327 E LEX
. 2
MAC
Multiple Spanning Tree MST
255
1 60,000 MAC 1
8,000 MAC
Integrated Routing and Bridging IRB
IEEE 802.1P/Q VLAN
IEEE 802.1Q VLAN
IEEE 802.1D Spanning Tree Protocol STP; IEEE 802.1W
Rapid Spanning Tree Protocol RSTP;
1 1 IEEE 802.1D STP
Ethernet over Multiprotocol Label Switching EoMPLS
RSVP EoMPLS EoMPLS-TE
VLAN VLAN Ethernet Relay Multipoint Service
[ERMS]
e RPR-IEEE

IEEE 802.17b spatially aware sublayer

Time To Live TTL;

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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e RPR-IEEE

B EIR o

¢ RPR-IEEE

e RPR-IEEE

e RPR-IEEE &

e RPR-IEEE
60

e RPR-IEEE
EoMPLS
IP
IEEE 802.17b

. RPR
Frame Check Sequence FCS
Cyclic Redundancy Check CRC;

FCS
¢ Fast EtherChannel FEC ML100T-12

4
IP IP

MAC

IRB

IEEE 802.1Q
6 FEC

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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e Gigabit EtherChannel GEC ML1000-2
2
MAC
IRB
IEEE 802.1Q
Remote Fault Indication RFI
e POS
2 POS
LEX
IRB
IEEE 802.1Q
. 3
IP
IP Access Control List ACL;
IP ACL
IP IP
Reverse Path Forwarding RPF;
IP
18,000 P
20,000 IP
40 IP
IRB

Virtual Private Network VPN;
Forwarding Lite VRF Lite

Intermediate System-to-Intermediate System  IS-IS
Routing Information Protocol RIP RIP 11
Enhanced IGRP EIGRP

OSPF

PIM — /

ARP
Border Gateway Protocol BGP;
Classless Interdomain Routing CIDR;
e QoS Quality Of Service

1 Mbps Service Level Agreement SLA;

Weighted Round-Robin WDRR;

Voice-over-IP  VolP

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

ML
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2 Class of Service CoS; VLAN ID

3 Type of Service ToS; /DiffServ Code Point DSCP; DiffServ
CoS
Cisco 10S
Secure Shell SSH; SSH 2
Authentication, Authorization, Accounting AAA, /Remote
Authentication Dial-In User Service RADIUS AAA/RADIUS
AAA/RADIUS

Cisco Discovery Protocol CDP
Dynamic Host Configuration Protocol DHCP

10/100 FEC GEC Bridge Group Virtual
Interface BVI, Hot Standby Router Protocol
HSRP;

Internet Control Message Protocol ICMP;

Cisco 10S

CTC

CT™M

Remote Monitoring RMON;
SNMP

Transaction Language 1 TL1

FPGA
Network Equipment Building Systems 3 NEBS3

e CTC
POS STS/ISTM VCAT
SONET/SDH ML
RPR-WRAP
J1
CTC Cisco I0S CLI Telnet
CTC Cisco 10S

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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CTC

ML
SONET/SDH
CTC Cisco 10S
CLI
e ML POS
e ML
e ML POS

* SONET/SDH

e FPGA p.2-6
e SONET/SDH
e Jl p.2-6

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

Cisco Transport Controller CTC
CTC
Packet-over-SONET/SDH POS

ML
SONET/SDH
CTC
CTC
CTC
p.2-5
p.2-5
p.2-6

CTC ML

CTC ONS 15454
STS/STM

Cisco 10S

p.2-2
p.2-3
p.2-4
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2 cTC |

b wm POS CTC
POS POS POS
ML CTC Performance > POS
Ports
POS ML
ML CTC Performance > Ether Ports

2-1 POS Ports
ML HDLC

Ether Ports

Frame-mapped Generic Framing Procedure GFP-F
ML

Cisco ONS 15454 SONET and DWDM Troubleshooting Guide
Cisco ONS 15454 SDH Troubleshooting Guide

Performance Monitoring

2-1 ML POS
Refresh
Baseline
CTC
CTC
Performance
CTC Performance
Auto-Refresh

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



| 2 cTC
ML CTC ||
Provisioning > Ether Ports
ML CTC Port Name
ML CiscoI0OS  CLI
Auto
ML 2-2
Provisioning > Ether Ports
2-2 CTC
ML1000-2 ML100T-12 ML100X-8
Port ID 0 1 0 11 0 7
Port Name 12 ID
Admin State upP DOWN |UP DOWN |UP DOWN
Link State UP DOWN |UP DOWN |UP DOWN
MTU Maximum Transmission
Unit; MTU 1500 1500 1500
Speed — Auto 10 Mbps 100 Mbps
100 Mbps
Duplex — Auto Full Full
Half
Flow Control Asymmetrical Symmetrical Symmetrical
Symmetrical None None
CTC None
Optics Small Form-Factor Pluggable SFP Unplugged — Unplugged
1000 SX 100 FX
1000 LX 100 LX
Y
ML100X-8  Optics 100 FX Short Wavelength SX; SFP
Y
CTC Cisco 10S
Cisco IOS CTC CTC Cisco I0S

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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CTC

W wmL POS CcTC
ML POS CTC
POS POS
Provisioning > POS Ports
ML CTC POS Port Name
ML Ciscol0S  CLI
2-3 Provisioning > POS Ports
2-3 POS CTC
Port ID
Port Name 12 ID
Admin State
UP DOWN upP POS
SONET/SDH
Link State
UP DOWN
MTU
9000 G
LEX 1500 Cisco HDLC  Point-to-Point Protocol/Bridging Control
Protocol PPP; /BCP
4470
Framing Type HDLC GFP-F
POS
Y
CTC Cisco 10S
CiscolOS CTC CTC Cisco IOS

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 2 cTC

||
ML
HDLC GFP-F 802.17 RPR
HDLC GFP-F 20 ONS POS
ML
ML
802.17
IEEE 802.17b
ML
Provisioning > Card Mode
Apply
Reset Card Yes
CTC ML SONET/SDH ONS 15454 SONET/SDH
Cisco ONS 15454 Procedure
Guide Cisco ONS 15454 SDH Procedure Guide Manage Alarms
Cisco ONS 15454 Troubleshooting Guide Cisco
ONS 15454 SDH Troubleshooting Guide Alarm Troubleshooting
POS

Provisioning > Alarm Profiles

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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2 cTC |

N FPGA
CTC ML FPGA
Maintenance > Info
ML100T-12 ML100X-8 ML1000-2 FPGA
SONET/SDH FPGA
Image Version 3.x  HDLC FPGA Image Version 4x  GFP-F
Virtual Concatenation VCAT;
Release 5.0 FPGA
Y
Software Release 4.6 ML VCAT FPGA
CTC FPGA
CTC ML 2 SONET/SDH STS/ISTM
ONS 15454 SONET/SDH OC-N
ONS 15454 ML Contiguous Concatenation CCAT;
VCAT
ML SONET CCAT VCAT Cisco ONS
15454 Procedure Guide Create Circuits and VT Tunnels ML
SDH CCAT VCAT Cisco ONS 15454 SDH
Procedure Guide Create Circuits and Tunnels VCAT
Cisco ONS 15454 Reference Manual Cisco ONS 15454 SDH Reference Manual Circuits
and Tunnels
J1 64 J1
SONET/SDH J1
Cisco ONS 15454 Reference Manual Cisco ONS 15454 SDH Reference
Manual

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML

. p.3-2

e ML Cisco I0S  p.3-2

. p.3-8
. p.3-13

. p.3-14

e Cisco I0S p.3-16

. p.3-18
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ML ONS
15454 SONET/SDH ML
1. ONS 15454 SONET/SDH ML Cisco ONS
15454 Procedure Guide Cisco ONS 15454 SDH Procedure Guide 2 Install Cards
and Fiber-Optic Cable
2. ML
3. ML
Y
ML Cisco 10S
CTC Alarms NO-CONFIG
p.3-8
ML Cisco 10S
ML Cisco 10S ML
TCC2/TCC2P
Cisco
10S TCC2/TCC2P ML
ML
CTC Cisco 10S CLI reload ML
ML
Cisco 10S Cisco 10S
ML
ML TCC2/TCC2P  Cisco 10S
Cisco 10S
ML Cisco 10S 4
2 CTC Cisco IOS IP
2000 Telnet 2
Telnet

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML Ciscolos W

CTC Cisco I0S
CTC ML
CTC 10S Open 10S Command Line Interface CLI
3-1 Cisco 10S CLI User EXEC
~ CTC CiscolOS CLI Cisco 10S
ML
p.3-8
3-1 CTCIOS
(T e aliis
1 _ﬂ
W =
] L E|
L |
|
=
-
. ]
- ]
|
=
=
_’_.’
e .
. |
L] |
e i - o=
SmEmE et E d
2
IP Telnet
ONS 15454 SONET/SDH IP 2000 Cisco 10S CLI
Telnet
T 2000 Telnet Cisco
10S ML

p.3-8
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ML

H Cisco ONS 15454/15454 SDH/Cisco ONS 15327

v

Cisco I0S
ONS 15454 SONET/SDH
1 ONS 15454 SONET/SDH Gateway Network Element
GNE; GNE
GNE End Network Element ENE; IP
Telnet Telnet SOCKSv5 RFC 1928
Telnet GNE  Socks v5
ENE Telnet
ONS 15454 SONET/SDH LCD IP
CTC IP Addr IP 3-2
ONS 15454 SONET/SDH CTC ML
3-2 13
3-2 IP CTC
J—FDIP7FLR
aditl
2
|
| e |.- [ I ||" — F;I e | g
W o
IP 2000 Telnet
IP 10.92.18.124 13
10.92.18.124 2013 Telnet
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Telnet

Cisco 10S Cisco 10S

Fundamentals Configuration Guide

Telnet vty
Telnet
vty
ML
p.3-9
ML 10S CLI
ML CONSOLE
DCE;
PC
Cisco I0OS CLI
RJ-11/RJ-45
ML
RJ-45 RJ-11
RJ-11/RJ-45
3-3  RJ-11/RJ-45
3-3

78970 @

3-1 RJ11 RJ45

3-1 RJ-11  RJ-45

RJ-11 RJ-45
1 1
2 2
3 3
4 4
5
5 6
7
6 8

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

ML Ciscolos W

ML
Cisco 10S Configuration

ML
vty

RJ-11
Data Circuit-terminating Equipment

ML

ML
P/N 15454-CONSOLE-02
Cisco RJ-45
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N M Cisco 10S
PC
RJ-11/RJ-45 DB-9 PC ML
PC VT100
HyperTerminal ~ Procomm Plus PC
ML PC
1 PC
¢ 9600
e 8
e 1
2 RJ-45
3 RJ-11 ML
CONSOLE RJ-11
3-4  ML1000-2 ML100T-12 ML100X-8
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ML Ciscolos W
3-4
1
\
[T [T LJV{}AMUWD
[ acr
<«———ML1000-2 CONSOLE R—
(R-11 EVa—IL FS55RA)
7
&S
3
-
O unk
RJ-45 r—T )L O
ney
]

RJ-11/RJ-45 —>
avy— K-+t —
TETE =TI

78994

4 RJ-45/DB-9 DTE PC 9 DB-9
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ML
TCC2/TCC2P
Cisco 10S CLI Cisco 10S
CTC copy
running-config startup-config
ML Telnet
ML
copy running-config startup-config
ML Cisco 10S  CLI
[OK]
30 ONS
ML Read-Only Memory Monitor mode
ROMMON ML
ML ROMMON ML
Cisco 10S
98356
S
CTC RUNCFG-SAVENEED
Cisco I0OS  CLI  copy running-config startup-config
ML
Cisco 10S
copy running-config
startup-config
ML
ML Cisco 10S
TCC2/TCC2P Cisco 10S
Cisco 10S
CLlI Cisco I0OS  CLI

ML

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |




||
ML
2
L] J—
ML
[ ] J—
Cisco 10S
1 25
p.3-9
ML
ML100T-12 0 11 ML100X-8 0 7
ML1000-2 0 1 Packet-over-SONET POS ML
0 1 POS
CTC TL1 STS STM
ML ML
IP
CiscoI0S  CLI
Telnet EXEC
1 Router> enable EXEC
Router#
#
2 Router# configure terminal
Router (config) # conﬁgt
Router(config)#
3 Router(config)# enable password password
p.3-9

4 Router(config)# enable secret password

p.3-9

5 Router(config)# interface type number
Router (config-if)#

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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6 Router(config-if)# ip address ip-address 5 IP
subnetmask P

Router (config-if)# no shutdown

Router (config-if)# exit
Router (config) #

9 Router(config)# line vty line-number
Router (config-line) #

ML Telnet
10 Router (config-line)# password password Telnet
11 Router (config-line)# end EXEC
Router#
12 Router# copy running-config startup-config NVRAM RAM
Telnet
ML
1 Router# configure terminal
Router (config) #
2 Router(config)# hostname name-string
[Router]
83 Router(config)# end EXEC
Router#
4 Router# copy running-config startup-config NVRAM
CTC
CTC ML
Cisco ONS 15454 SONET/SDH CD Cisco 10S
Basic-10S-startup-config.txt
Cisco 10S CLI
CISCO15
p.3-8
cTC ML TCC2/TCC2P
Cisco 10S
ML Cisco 10S
Cisco 10S

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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||
ML
ONS 15454 SONET/SDH
Cisco 10S TCC2/TCC2P
ML ML
Cisco 10S
Cisco I0OS  CLI  copy start run Cisco 10S
ML
CTC Cisco 10S
CTC Cisco 10S
1 ML 10S
CTC 10s 3-1
2 10S startup config
config file
3 Local->TCC
4 Cisco I0S ONS 15454 SONET/SDH
CD PC
. ONS 15454 SONET/SDH
CD PC CD
CD CTC  config file PC
CD Basic-10S-startup-config.txt
. PC
Cisco 10S
Cisco 10S
5 Areyousure? Yes
configuration file Directory Filename TCC2/TCC2P
Cisco 10S
6 TCC2/TCC2P ML 10S
a. ML CTC
ML Reset Card

Cisco I0S
ML

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML
Cisco 10S ML
Y
Cisco 10S
ERROR-CONFIG
CTC  Alarms TL1
Cisco 10S CTC TL1 Cisco 10S
Cisco I0OS  CLI copy start run
Y
ONS 15454 SONET/SDH TCC2/TCC2P
Cisco 10S
ML Cisco 10S
p.3-12
ONS 15454 SONET/SDH
ML
ML TCC2/TCC2P
2 ML
1
ONS
1
Cisco Catalyst
ML CTC ML
Reset Ciscol0S CLI  reload ML
ONS 15454 ML
Telnet
Cisco IOS CLI  copy startup-config running-config
Cisco I0S  copy

ML

copy startup-config running-config
Cisco I0S CLI  copy running-config startup-config

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML

ML
1
ML 3-2
SW-RPR ML
RPR DRPRI
3-2
EoMPLS |SW-RPR |802.17
o o o o o
QoS o o o o o
2 o o o o o
IP o o o o >
IP o > > > >
IP o > > > >
EoMPLS > > o > o
RPR o o o o >
RPR =< =< o o >
o RPR
. RPR CRF
o RPR
FCS
o RPR CRC
. RPR
PPP/HDLC/LEX o o o > >
IEEE 802.17b > > > > o
PM >< o > o o
> > o o o
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Cisco 10S CLI ML
802.17
802.17
CTC 802.17
p.2-5
1 Router(config)# microcode {base | enhanced |ML
| fail system-reload | mpls | spr}

base —

IP

enhanced — ERMS

DRPRI

IP
fail system reload — ML
ML
Cisco TAC TAC
p.XXVii
mpls — MPLS IP
IP ERMS
spr — SPR DRPRI
IP
2 Router(config)# exit
3 Router# copy running-config startup-config
ML

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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4 Router# reload

ML

ML

Telnet

5 Router# show microcode

ML

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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W cCiscolOS

Cisco I0S

Cisco 10S
3-3
)
ML CPU CPU CPUHOG
CPU
3-3 Cisco I0S
EXEC Router>
EXEC EXEC enable Router#
EXEC
configure
EXEC configure |Router (config)#
terminal
Router (config-if)#
interface type number
P
s interface fastethernet 0
interface gigabitethernet 0
Packet over SONET
interface pos 0

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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3-3 Cisco I0S

Cisco 10S | |

Router (config-line) #
Telnet
vty line console 0
vty
line vty
line-number
ML EXEC EXEC
EXEC EXEC
EXEC
EXEC show
clear
ML EXEC
ML
ROMMON ML

ML

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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EXEC Cisco 10S
show sh configure terminal
config t
exit ML 1 exit
EXEC end
?
Router> ?
?
Router# co?
configure
?
1

Router#configure ?

memory Configure from NV memory

network Configure from a TFTP network host

overwrite-network Overwrite NV memory from TFTP network host

terminal Configure from the terminal

<cr>
1

?
Ctrl-z end EXEC
exit

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |



v

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

ML ML
Packet-over-SONET/SDH POS
5 POS Cisco 10S
Cisco 10S Command Reference

o p.4-2
. p.4-4

N POS
p.4-6

p.4-14

ML
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MAC

ML
IP
interface
[ ]
ID FastEthernet 2
. IP
e VLAN LAN
. POS
MAC
MAC
MAC show interfaces

Router# sh interfaces fastEthernet 0
FastEthernet0 is up, line protocol is up
Hardware is epif_port, address is 0005.9a39.6634 (bia 0005.9a39.6634)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, Auto Speed, 100BaseTX
ARP type: ARPA, ARP Timeout 04:00:00

Last
Last

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

input 00:00:01, output 00:00:18, output hang never
clearing of "show interface" counters never

Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
11 packets input, 704 bytes
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

O O O O W o o o

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
watchdog, 11 multicast

input packets with dribble condition detected
packets output, 1056 bytes, 0 underruns

output errors, 0 collisions, 0 interface resets
babbles, 0 late collision, 0 deferred

lost carrier, 0 no carrier

output buffer failures, 0 output buffers swapped out

MAC

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| |
ID
ID ML
ID
ID ML
ID
ML
ML100T-12 12 ID  Fast Ethernet 0
11 ML100X-8 8 ID Fast
Ethernet0 7 ML1000-2 2
ID Gigabit Ethernet0 1 ML 2 POS
2 POS ML ID POSO POS1 ID
fo 2 gio gil 2
POS POSO POS1
Cisco IOS  show ML
go 0l
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1 EXE configure EXEC

Router> enable

Password:

Router# configure terminal
Router (config) #

2 interface fastethernet gigabitethernet pos
ID ID [p.4-3]

1

Router (config)# interface gigabitethernet number

3 interface

ML interface

interface end EXEC

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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4 EXEC show interface

Router# sh interface fastEthernet 0
FastEthernet0 is up, line protocol is up

Hardware is epif_port, address is 0005.9a39.6634

MTU 1500 bytes, BW 100000 Bit, DLY 100 use,

(bia 0005.9a239.6634)

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set
Keepalive set (10 sec)

Full-duplex, Auto Speed, 100BaseTX
ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:01, output 00:00:18, output hang never

Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes);

Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

11 packets input, 704 bytes

Received 0 broadcasts, 0 runts, 0 giants,
input errors, 0 CRC, 0 frame, 0 overrun,
watchdog, 11 multicast

packets output, 1056 bytes, 0 underruns

babbles, 0 late collision, 0 deferred

0
0
0
3
0
0
0 lost carrier, 0 no carrier
0

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

Total output drops:

0 throttles
0 ignored

input packets with dribble condition detected

output errors, 0 collisions, 0 interface resets

output buffer failures, 0 output buffers swapped out
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[ | POS

POS

ML POS
POS IP
1 Router(config)# interface type number
POS
2 Router(config-if)# {ip address ip-address IP P
subnet-mask | bridge-group
bridge-group-number}
3 Router(config-if)# no shutdown
Router (config)# end EXEC
Router# copy running-config startup-config
TCC2/TCC2P
ML100T-2 IP
1 Router(config)# interface fastethernet
number
2 Router(config-if)# {ip address ip-address IP P

subnet-mask | bridge-group
bridge-group-number}

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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POS ||
3 Router(config-if)# [no] speed {10 | 100 | 10 100 Mbps speed
auto} duplex  auto
ML
speed
duplex
4 Router(config-if)# [no] duplex {full |ha1f
| auto}
5 Router(config-if)# flowcontrol send {on |
off | desired}
ML
IEEE
802.3x
)
flowcontrol
send
6 Router(config-if)# no shutdown
7 Router(config)# end EXEC
8 Router# copy running-config startup-config TCC2/TCC2P
4-1 IP ML100T-12
4-1 ML100T-12
Router (config)# interface fastethernet 1
Router (config-if)# ip address 10.1.2.4 255.0.0.0
Router (config-if)# negotiation auto
Router (config-if)# no shutdown
Router (config-if)# end
Router# copy running-config startup-config
ML100X-8
ML 100X-8 100BASE-FX
Automatic Media-Dependent Interface crossover Auto-MDIX;
Auto-MDIX

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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4

5
6

POS

Router (config)# interface fastethernet
number

Router (config-if)# {ip address ip-address
subnet-mask | bridge-group
bridge-group-number}

Router (config-if)# flowcontrol send {on |
off | desired}

ML

802.3x

IEEE

send

flowcontrol

Router (config-if)# no shutdown

Router (config) # end

EXEC

Router# copy running-config startup-config

TCC2/TCC2P

ML1000-2

ML1000-2
1P

auto

1000 Mbps

Router# interface gigabitethernet number

Router (config-if)# {ip address ip-address
subnet-mask | bridge-group
bridge-group-number}

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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POS

3 Router(config-if)# [no] negotiation auto

auto

no negotiation auto

4 Router (config-if)# flowcontrol {send |
receive} {on | off | desired}

ML
IEEE 802.3z
5 Router(config-if)# no shutdown
Router (config)# end EXEC
Router# copy running-config startup-config TCC2/TCC2P
4-2 |2
4-2
Router (config)# interface gigabitethernet 0
Router (config-if)# ip address 10.1.2.3 255.0.0.0
Router (config-if)# negotiation auto
Router (config-if)# no shutdown
Router (config-if)# end
Router# copy running-config startup-config
RFI
Remote Failure Indication RFI IEEE 802.3z
ML1000-2
RFI
RFI IEEE 802.3z RFI
ML RFI RFI ML
ML CARLOSS RFI
ML RFI AUTONEG-RFI

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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Router (config)# interface gigabitethernet
number

Router (config-if)# [mo] rfi auto |IEEE 802.3z RFI
RFI no
Router (config)# end EXEC
Router# copy running-config startup-config TCC2/TCC2P
4-3 RFI
4-3 RFI
Router (config)# interface gigabitethernet 0
Router (config-if)# rfi auto
Router (config-if)# end
Router# copy running-config startup-config
RFI
RFI show running configuration RFI
4-4
rfi auto RFI
show controller gigabit ethernet [ 0 | 1] RFI
. 4-5 ML
Remote Fault Indication 00 noerror Local Fault Indication
00 no error
o 4-6 ML
Remote Fault Indication 00 no error Local Fault Indication
01 link error
. 4-7 ML
Remote Fault Indication 01 link error Local Fault Indication 00
link error
N
ML RFI 2
RFI

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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4-4 RFlI  show run

Router# show running configuration
Building configuration...

Current configuration : 806 bytes
!

! No configuration change since last restart
]

version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

]

hostname Interop-261-TOP-

!

boot-start-marker
boot-end-marker

!

enable password lab

!

clock timezone PST -8

clock summer-time PDT date Apr 2 2006 2:00 Oct 29 2006 2:00
ip subnet-zero

!

no mpls traffic-eng auto-bw timers frequency 0

interface GigabitEthernetO
no ip address

rfi auto

!

interface GigabitEthernetl
no ip address

rfi auto

4-5 RFl  show controller

Near_End# show controller gigabit ethernet 0

IF Name: GigabitEthernetO

Port Status UP

Port rxLosState Signal present

Remote Fault Indication 00 (no error)

Local Fault Indication 00 (no error)

Port 0 Gmac Loopback false

SFP EEPROM information

0x0 : 03 04 07 00 00 00 02 12 00 01 01 01 OC 00 0A 64
0x10: 37 37 00 00 46 49 4E 49 53 41 52 20 43 4F 52 50
0x20: 2E 20 20 20 00 00 FFFFFF90 65 46 54 52 4A 2D 31 33 31
0x30: 39 2D 37 44 2D 43 53 43 00 00 00 00 05 1E 00 00

GBIC Type: GBIC_1000BASE_LH

Send Flow Control: Enabled (Port level policing required to send pause frames)
Receive Flow Control : Enabled

CRC-ALARM: FALSE

MAC registers:
GCR: 0x0 CMCR : 0x00000803 (Tx Enabled, Rx Enabled)

MII registers of External GMAC:

Control Register (0x00) : 0x1140 (Auto negotation Enabled)
Status Register (0x01): 0x16D (Link Status Up)

Auto Neg. Advt. Register (0x04): 0x1A0 (Dir 1, Sym 1)

Auto Neg. Partner Ability Reg (0x05): 0x41A0 (Dir 1, Sym 1)
TR_IPG_TIME Register (0x10) : 0x7

PAUSE_TIME Register (0x11): 0x100

PAUSE_SAl Register (0x13): 0x0

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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PAUSE_SA2 Register
PAUSE_SA3 Register

Pause Upper Threshold Reg.
Pause Lower Threshold Reg.
TX Full Threshold Register
Memory Address Register
Sync Status Register

Sys Status Register

Sys Control Register

Auto Neg Ctrl Register

Rx Uinfo Registerter-GMAC
RX control Register-GMAC
RX Oversize Register-GMAC
Statistics control registe

Counters

MAC receive conters:
Bytes

pkt64d
pkts64tol27
pktsl28to255
pkts256to511
pkts512to0l1023
pktsl024tol518
pktsl519tol530
pkts_good_giants
pkts_error_giants
pkts_good_runts
pkts_error_runts
pkts_ucast
pkts_mcast
pkts_bcast

Rx Sync Loss
Overruns
FCS_errors

GMAC drop count
Symbol error

Rx Pause frames

MAC Transmit Counters

5d00h: $LINK-3-UPDOWN: Interface GigabitEthernetO,

POS

(0x14): 0x0
(0x15) : 0x0
(0x19) : 0x80
(0x1A) : OxFF
(0x1B) : 0x40
(0x1C): OxFO008
(0x1D) : 0x40
(0x1E) : 0x98
(0x1F): 0x14
(0xF004) : 0x7
(0xF006) : 0x0
(0xF009) : 0x3
(0xF00A) : 0x5F4
r (0xF008): Ox1

1952660
0

0

0

5485

o

OO0 0000 U OO0 OO O OO
'S
o)
U1

changed state to down

5d00h: $ETHERCHAN-5-MEMREMOVED: GigabitEthernet0O taken out of port-channell

5d00h: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO,

staBytes
pkts64d
pkts65tol27
pktsl28to255
pkts256to511
pktsb512tol1023
pktsl1024tol518
pktsl519tol530
Good Giants
Unicast packets
Multicast packets
Broadcast packets
FCS errors
Tx Pause frames
Ucode drops

1952660

S
o
ol

O OO0 O0OU OO0 O0OOO0OUuU OO O
S
o
ol

changed
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4-6 RFl  show controller

Near_End# show controller gigabit ethernet 0
IF Name: GigabitEthernetO

Port Status DOWN

Port rxLosState No signal

Remote Fault Indication 00 (no error)

Local Fault Indication 01 (link error)

Port 0 Gmac Loopback false

4-7 RFl  show controller

Far_End# show controller gigabit ethernet 0
IF Name: GigabitEthernetO

Port Status DOWN

Port rxLosState Signal present

Remote Fault Indication 01 (link error)
Local Fault Indication 00 (no error)

Port 0 Gmac Loopback false

POS ML100T-12 ML100X-8 ML1000-2

POS

ADMIN_DOWN POS
5 POS
POS IP

1 Router(config)# interface pos number

POS
2 Router(config-if)# {ip address ip-address IP
subnet-mask | bridge-group
bridge-group-number}
3 Router(config-if)# shutdown POS

ADMIN_DOWN

4 Router(config-if)# encapsulation type

¢ hdlc — Cisco HDLC

e lex— LAN Cisco ONS
* Ppp—

B Router(config-if)# no shutdown

6 Router (config)# end EXEC

7 Router# copy running-config startup-config NVRAM RAM

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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show interface
POS

4-8  show interface

4-8 show interface

Router# show interface fastEthernet 0
FastEthernetl is administratively down, line protocol is down

POS

Hardware is epif_port, address is 000d.bd5c.4c85 (bia 000d.bd5c.4c85)

MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

Auto-duplex, Auto Speed, 100BaseTX

ARP type: ARPA, ARP Timeout 04:00:00

Last input never, output never, output hang never
Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

0 packets input, 0 bytes

Received 0 broadcasts (0 IP multicast)

0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast

0 input packets with dribble condition detected

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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4-9 show controller

4-9 show controller

Router# show controller fastEthernet 0
IF Name: FastEthernetO
Port Status DOWN

Send Flow Control
Receive Flow Control

Disabled

Enabled

MAC registers

CMCR : 0x0000042D (Tx Enabled, Rx Disabled)
CMPR : 0x150B0A80 (Long Frame Disabled)

show controller

(Auto negotiation disabled)
(Link status Down)

FCR : 0x0000A00B (Rx Pause detection Enabled)
MII registers:

Control Register (0x0): 0x4000
Status Register (0x1): 0x7809
PHY Identification Register 1 (0x2): 0x40

PHY Identification Register 2 (0x3): 0x61D4
Auto Neg. Advertisement Reg (0x4): Ox1E1

Auto Neg. Partner Ability Reg (0x5): 0x0
Auto Neg. Expansion Register (0x6): 0x4
100Base-X Aux Control Reg (0x10): 0x2000
100Base-X Aux Status Register (0x11l): 0xO0
100Base-X Rcv Error Counter (0x12): 0x0
100Base-X False Carr. Counter (0x13): 0xO0

[type number]

4-10 show run interface [type number]

4-10 show run interface

daytona# show run interface FastEthernet 1
Building configuration...

Current configuration
!

56 bytes

interface FastEthernetl
no ip address

shutdown

end

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

(Speed 100, Duplex Full)
(Speed 10, Duplex Half)

show run interface
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ML Packet-over-SONET/SDH POS
POS 4
Cisco 10S Cisco 10S
Command Reference ML ONS
POS 20 ONS POS

e ML POS p.5-2
e POS p.5-11
e POS p.5-13
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5 POS |

b wm POS
IP SONET/SDH
SONET/SDH
POS ML POS
20 ONS POS
ML POS
Cisco 10S POS
ML
IEEE 802.1 Q VLAN LAN
Cisco 10S POS
POS
POS
ML SONET SDH
SONET 51.840 Mbps STS-1 2.488 Ghps STS-48
American National Standards Institute ANSI; T1.1051988 SDH
155.520 Mbps STM-1 2.488 Gbhps STM-16
SONET SDH SONET
Synchronous Transport Signal STS; STS-1 5184
Mbps STS-1 OC-1 SDH
Synchronous Transport Module STM; STM-1  155.52 Mbps
STM-1 OC-3
SONET SDH
STS-1 1 STS-3
4 STM-1 1 STM-4
SONET STS-n n  51.84 Mbps 1
SDH STM-n n  155.52 Mbps 0
5-1 STS STM
5-1 Mbps SONET STS
SONET SDH Mbps
STS-1 OC-1 vC-3t 52 Mbps
STS-3¢c OC-3 STM-1 VC4 156 Mbps
STS-6c OC-6 STM-2 VC4-2¢ 311 Mbps
STS-9¢c 0OC-9 STM-3 VC4-3c 466 Mbps
STS-12¢  OC-12 STM-4 VC4-4c 622 Mbps
STS-24c OC-24 STM-8 VC4-8c 1244 Mbps  1.24 Gbps
1. VC-3 XCVL
ML SONET STS Cisco ONS 15454 Procedure
Guide Create Circuits and VT Tunnels ML SDH
STM Cisco ONS 15454 SDH Procedure Guide Create Circuits
and Tunnels

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML pos W
VCAT
Virtual Concatenation VCAT; SONET/SDH
Synchronous Payload Envelope SPE; VCAT
SONET/SDH VCAT
VCAT
VCAT SONET/SDH
VCAT SONET/SDH
ONS 15454 SONET ONS 15454 SDH ML VCAT
High Order HO; VCAT
ML 2 VCAT
POS 1 VCAT 2
ML VCAT ML
CE 5-2 ML
VCAT
5-2 ML100T-12 ML100X-8 ML1000-2 VCAT
SONET VCAT SDH VCAT
STS-1-2v VC-3-2v
STS-3c-2v VC-4-2v
STS-12¢c-2v VC-4-4c¢c-2v
ML SONET VCAT Cisco ONS 15454 Procedure
Guide Create Circuits and VT Tunnels ML SDH
VCAT Cisco ONS 15454 SDH ProcedureGuide Create Circuits
and Tunnels VCAT Cisco ONS 15454 Reference
Manual Cisco ONS 15454 SDH Reference Manual Circuits and Tunnels
S
ML POS POS RPR
ONS 15454 STS PDI-P
PDI-P Remote Defection Indication - Path RDI-P;
_ Generic
Framing Procedure GFP -Loss of Frame Delineation LFD  GFP Client Signal Fail CSF  Virtual
Concatenation VCAT -Loss of Multiframe LOM VCAT-Loss of Sequence SQM
ML POS PDI-P
Y
DCC VCAT TL-1

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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5 POS |

b wm POS
SW-LCAS
Link Capacity Adjustment Scheme LCAS
VCAT VCAT Software Link Capacity
Adjustment Scheme SW-LCAS LCAS
SW-LCAS LCAS
ONS-15454 SONET/SDH ML SW-LCAS 2 Bidirectional Line Switched
Ring BLSR; VCAT
ML
SW-LCAS
ML VCAT Protection Channel Access PCA
PCA
SW-LCAS Cisco ONS 15454 Procedure Guide Create Circuits and
VT Tunnels Cisco ONS1 5454 SDH Procedure Guide Create Circuits and Tunnels

SW-LCAS
Cisco ONS 15454 SDH Reference Manual

Cisco ONS 15454 Reference Manual

Circuits and Tunnels

CRC
ONS 15454 ONS 15454 SDH ML POS 2
GFP-F High-Level Data Link Control HDLC;
POS POS
CRC POS
Cyclic Redundancy Check
CRC; 20 ONS
POS
5-3 CRC
5-3 ONS 15454 ONS 15454 SDH ML
CRC
HDLC HDLC GFP-F GFP-F
CRC CRC

ML LEX 16 LEX 32

Cisco HDLC 32 Cisco HDLC

PPP/BCP PPP/BCP

Y
ML POS POS RPR
PDI-P PDI-P RDI-P
GFPLFD GFP CSF VCATLOM VCAT SQM ML
POS PDI-P

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML pos H
POS
ML CTC CTC
2 CTC
POS
Cisco EoS LEX  ONS
HDLC Internet Engineering Task Force IETF;
Request For Comments RFC; 1841
GFP-F Cisco I0S CLI
lex GFP-F lex ITU-T G.7041 GFP-F
ML
1 Router(config)# interface pos number
POS
2 Router (config-if)# shutdown POS
ADMIN_DOWN
3 Router(config-if)# encapsulation type
e hdlc — Cisco HDLC
e lex— LAN Cisco ONS
GFP-F lex
ITU-T G.7041 GFP-F
* ppp—
4 Router (config-if)# no shutdown
Router (config)# end EXEC
Router# copy running-config startup-config NVRAM RAM

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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H v POS

HDLC POS

CRC

1 Router(config)# interface pos number

MTU

POS
2 Router(config-if)# cre {16 | 32} HDLC CRC POS
CRC 32
16
N
CRC GFP-F 32
3 Router(config-if)# end EXEC
4 Router# copy running-config startup-config NVRAM
Maximum Transmission Unit; MTU
1 Router(config)# interface pos number
POS
2 Router(config-if)# mtu bytes 9000
5-4
Router (config-if)# end EXEC
Router# copy running-config startup-config NVRAM

5-4
5-4 MTU

LEX 1500

HDLC 4470

PPP 4470

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML pos H
ML
1 Router(config)# interface pos number
POS
2 Router(config-if)# [no] keepalive
no
Router (config-if)# end EXEC
Router# copy running-config startup-config NVRAM

SONET/SDH

ML Cisco I10S CTC/TL1 SONET/SDH

Cisco 10S Cisco 10S
CTC SONET/SDH
Cisco 10S
CTC/TL1 SONET/SDH ONS
ML ONS CTC/TL-1
ONS 15454 SONET ML CTC Alarms
Telcordia GR-253 SONET
Cisco ONS 15454 Troubleshooting Guide Cisco ONS 15454 SDH Troubleshooting Guide
Alarm Troubleshooting

SONET/SDH

SONET/SDH
SONET/SDH

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

Cisco 10S CLI

| 78-17736-02-J



5 POS |

H v POS

1 Router(config)# interface pos number
POS
2 Router(config-if)# pos report {all | encap SONET/SDH
| pais | plop | ppdi | pplm | prdi | ptim
| puneq | sd-ber-b3 | sf-ber-b3}
no
e all— /
* encap—
* pais—
e plop—
* ppdi—
e pplm— C2
e prdi—
* ptim— ID
* puneq—
e sd-ber-b3 — PBIP BER SD
e sf-ber-b3 — PBIP BER SF
3 Router(config-if)# end EXEC
4 Router# copy running-config startup-config NVRAM
POS BER show
controllers pos POS p.5-11
~
Cisco 10S Cisco I0S  CLI TCC2/TCC2P
SONET/SDH
SONET/SDH
POS
pos trigger
delay 200 2000
200

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML pos H
1 Router(config)# interface pos number
POS
2 Router(config-if)# pos trigger defect {all POS
| ber_sf_b3 | encap | pais | plop | ppdi
| pplm | prdi | ptim | puneq}
all —
ber_sd_b3 — PBIP BER SD
ber_sf b3 — PBIP BER SD
encap —
pais —
plop —
ppdi —
pplm —
prdi —
ptim —
puneq —
3 Router(config-if)# pos trigger delay
millisecond 200 2000
200
Router (config-if)# end EXEC
Router# copy running-config startup-config NVRAM
C2
SONET/SDH 1 C2 SONET/SDH
Cc2 SONET Framing
Overhead FOH c2
EtherType Logical Link Control LLC;
/Subnetwork Access Protocol SNAP;
C2 1
C2 5-5 C2 16

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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N M POS
5-5 C2
SONET/SDH
0x01 32 CRC LEX
0x05 16 CRC LEX
0xCF Cisco HDLC PPP/BCP
0x16 Cisco HDLC PPP/BCP
0x1B GFP-F
POS C2
POS
CRC C2
Juniper Networks RFC 2615 3
[ ]
e C2 0x16
e CRC-32
OxCF C2
SPE

SPE POS SONET/SDH
SPE

1 Router(config)# interface pos number

POS
2 Router(config-if)# no pos scramble-spe
3 Router(config-if)# no shutdown
Router (config-if)# end EXEC
Router# copy running-config startup-config NVRAM
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POS

POS

show controller pos [0 | 1] 5-1 C2
show controller

5-1 show controller pos [0 | 1]

ML_Series# sh controllers pos 0

Interface POSO

Hardware is Packet/Ethernet over Sonet

Framing Mode: HDLC

Concatenation: CCAT

Alarms reportable to CLI: PAIS PLOP PUNEQ PTIM PPLM ENCAP PRDI PPDI BER_SF_B3
BER_SD_B3 VCAT_OOU_TPT LOM SQM

Link state change defects: PAIS PLOP PUNEQ PTIM PPLM ENCAP PRDI PPDI BER_SF_B3
Link state change time : 200 (msec)

KkKkhkhkkhkhkkkhkhk Path kkkhkhkkhkkhkkhkkkk*k

Circuit state: IS

PATS =0 PLOP =0 PRDI =0 PTIM = 0
PPLM =0 PUNEQ =0 PPDI =0 PTIU = O
BER_SF_B3 = 0 BER_SD_B3 = 0 BIP(B3) = 0 RETI = 0
NEWPTR =0 PSE =0 NSE =0 ENCAP = 0

Active Alarms : PAIS
Demoted Alarms: None
Active Defects: PAIS

DOS FPGA channel number : 0
Starting STS (0 based) : 0
VT ID (if any) (0 based) : 255
Circuit size : STS-3c
RDI Mode : 1 bit
C2 (tx / rx) : 0x01 / 0x01
Framing : SONET
Path Trace

Mode : off

Transmit String
Expected String
Received String
Buffer : Stable
Remote hostname
Remote interface:
Remote IP addr
B3 BER thresholds:
SFBER = le-4, SDBER = le-7
total input packets, 0 post-HDLC bytes
input short packets, 0 pre-HDLC bytes
input long packets , 0 input runt packets
input CRCerror packets , 0 input drop packets
input abort packets
input packets dropped by ucode
total output packets, 0 output pre-HDLC bytes
output post-HDLC bytes
Carrier delay is 200 msec

0
0
0
0
0
0
0
0

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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W pros

show interface pos {0 | 1} 5-2

5-2 show interface pos [0 | 1]

ML_Series# show interface pos 0

POS0 is administratively down, line protocol is down
Hardware is Packet/Ethernet over Sonet, address is 0011.2130.b340

0011.2130.b340)
MTU 1500 bytes, BW 145152 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation: Cisco-EoS-LEX, crc 32, loopback not set

Keepalive set (10 sec)
Scramble enabled
ARP type: ARPA, ARP Timeout 04:00:00

Last input 01:21:02, output never, output hang never
Last clearing of "show interface" counters 00:12:01

Input queue: 0/75/0/0 (size/max/drops/flushes);
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes

Received 0 broadcasts (0 IP multicast)
0 runts, 0 giants, 0 throttles

0 parity

input packets with dribble condition detected
packets output, 0 bytes, 0 underruns

output errors, 0 applique, 0 interface resets
babbles, 0 late collision, 0 deferred

lost carrier, 0 no carrier

O O O O O O O o

carrier transitions

Total output drops:

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored

output buffer failures, 0 output buffers swapped out
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POS

POS

ONS POS
POS
ML
POS 20 ONS
ML
5-1 2 ONS 15454 ONS 15454 SDH ML
5-1 ML POS

ML100T-12 g Z 7=
ONS 15454
ML U—XA

=

pos 0
192.168.2.1

J7—Z b A—%% v 0

192.168.1.1
5-3 ML A
5-3 ML A

hostname ML_Series_A
]
interface FastEthernet0
ip address 192.168.1.1 255.255.255.0
]
interface POSO
ip address 192.168.2.1 255.255.255.0
crc 32
pos flag c2 1
]
router ospf 1
log-adjacency-changes
network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

192.168.2.2

I7—A bk A—%% v b0

POS

ML
ONS POS
ONS

POS

POS

ML100T-12 %z 1=
ONS 15454
MLI!—X B

(=

pos 0

192.168.3.1

83127
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W pros

5-4 ML B

5-4 ML B

hostname ML_Series_B
!
interface FastEthernet0
ip address 192.168.3.1 255.255.255.0
!
interface POSO
ip address 192.168.2.2 255.255.255.0
crc 32
pos flag c2 1
]
router ospf 1
log-adjacency-changes
network 192.168.2.0 0.0.0.255 area 0

network 192.168.3.0 0.0.0.255 area 0
!

ML Cisco 12000 GSR

5-2 ML Cisco 12000 GSR POS
PPP/BCP Cisco HDLC

5-2 ML Cisco 12000 GSR POS

ML100T-12 #{ # 1= Cisco 12000 & 1) —X
ONS 15454 GSR
MLI—XA

pos 1/0 e

192.168.2.2

pos 0

192.168.2.1

T77—RA bk 41—y kO T7—RA M 41—HF%y kO
192.168.1.1 192.168.3.1

83126

5-5 ML A

5-56 ML A

hostname ML_Series_A

]

interface FastEthernet0

ip address 192.168.1.1 255.255.255.0
]

!

interface POSO

ip address 192.168.2.1 255.255.255.0
encapsulation ppp

crc 32

!
router ospf 1

log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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POS ||
5-6 GSR-12000
5-6 GSR-12000
hostname GSR
!
interface FastEthernetl/0
ip address 192.168.3.1 255.255.255.0
!
interface P0S2/0
ip address 192.168.2.2 255.255.255.0
crc 32
encapsulation PPP
pos scramble-atm
!
router ospf 1
log-adjacency-changes
network 192.168.2.0 0.0.0.255 area 0
network 192.168.3.0 0.0.0.255 area 0
!
ML LEX
1500 POS 5-6 ML
5-6 Cisco 12000 GSR ML
Router (config-if)# encapsulation ppp — Cisco 12000 GSR
HDLC ML
PPP ML
Router (config-if)# encapsulation hdlc Cisco 12000 GSR
Cisco 12000 GSR LEX
LEX ML
Router (config-if)# show controller pos C2 — show controller pos
C2
Router (config-if)# pos flag c2 value C2 0 255
10 LEX 0x01 16

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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5 POS
W pros
ML G

5-3 ML G POS

5-3 ML G

ML100T-12 g Z 7=
ONS 15454

ML —X A
pos 0

192.168.2.1

J7—A b A—HFRy O

192.168.1.1
5-7 ML A
5-7 ML A

hostname MIL_Series_A

]

interface FastEthernetO

ip address 192.168.1.1 255.255.255.0
]

interface POSO

ip address 192.168.2.1 255.255.255.0
crc 32

!
router ospf 1

log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

GV —X %A1
ONS 15454

-

N SV

83125
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| 5 POS

POS ||
ML ONS 15310 ML-100T-8
5-4 ML ONS 15310 ML-100T-8 POS
ML-100T-8 Cisco ONS 15310-CL and Cisco ONS

15310-MA Ethernet Card Software Feature and Configuration Guide

5-4 ML ONS 15310 ML-100T-8
ML100T-12 %{E & 1= ML-100T-8 g A 1=
ONS 15454 ONS 15310
ML >1)—X A ML 1J—XB
—Y pos 0 pos 0

192.168.2.1

192.168.2.2 w

T7—RAM 41—H5%y k0 T77—AM 41—H2Rvy kO
192.168.1.1 192.168.3.1

115725

5-8 ML A

5-8 ML A

hostname ML_Series_A

]

interface FastEthernet0

ip address 192.168.1.1 255.255.255.0
]

interface POSO

ip address 192.168.2.1 255.255.255.0
crc 32

!
router ospf 1

log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0
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5 POS |

W pros
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ML

Cisco 10S Cisco 10S Command Reference
. p.6-2
. p6'3
. p6'5
. p.6-7
Cisco ISL Cisco Dynamic Trunking Protocol DTP;
ML ML
ISL DTP
ISL DTP

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML
POS 255

p.6-7

IP
Spanning Tree Protocol STP;

ML

ML

Bridge Protocol Data Unit BPDU;
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m. 78-17736-02-J |



1 Router(config)# no ip routing IP

1 IRB
2 Router (config)# bridge bridge-group-number
[protocol {drpi-rstp | rstp | ieee}]
bridge-group-number 1 4096
e drpri-rstp RPR

e rstp IEEE 802.1W
* jeee IEEE 802.1D STP

N

ML

3 Router(config)# bridge bridge-group-number
priority number

4 Router(config)# interface type number

ML
5 Router(config-if)# bridge-group
bridge-group-number
6 Router(config-if)# no shutdown
Router (config-if)# end EXEC

Router# copy running-config startup-config

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML100T-12 2§ Z 1=
ONS 15454

MLY—XA

=

J7—A bk A—%*xyFO

6-1 A

bridge 1 protocol ieee
]

!

interface FastEthernet0
no ip address
bridge-group 1

!

interface POSO

no ip address

crc 32
bridge-group 1

pos flag c2 1

6-2 B

bridge 1 protocol ieee
]

!

interface FastEthernet0
no ip address
bridge-group 1

]

interface POSO

no ip address

crc 32

bridge-group 1

pos flag c2 1

ML100T-12 2§ Z 1=

MLY1J—XB

77—Ab A=%3xvy kO

78972

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML
ML

EXEC

1 Router# clear bridge bridge-group-number

2 Router# show bridge {bridge-group-number |
interface-address}

Router# show bridge verbose

ML_Series# show spanning-tree
[bridge-group-number] [brief]

brief

bridge-group-number

6-3
ML-Series# show bridge

Total of 300 station blocks, 298 free
Codes: P - permanent, S - self

Bridge Group 1:

Maximum dynamic entries allowed: 1000
Current dynamic entry count: 2

Address Action Interface
0000.0001.6000 forward FastEthernet0
0000.0001.6100 forward POSO

ML-Series# show bridge verbose

Total of 300 station blocks, 298 free
Codes: P - permanent, S - self

Maximum dynamic entries allowed: 1000
Current dynamic entry count: 2

BG Hash Address Action Interface
unt
1 60/0 0000.0001.6000 forward FastEthernetO
1 61/0 0000.0001.6100 forward POSO

Flood ports

FastEthernetO

POSO

ML-Series# show spanning-tree brief
Bridge group 1

Spanning tree enabled protocol ieee
Root ID Priority 32769

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

vC Age RX count

TX co
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Address 0005.9a39.6634

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)

Address 0005.9a39.6634

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fal Desg FWD 19 128.3 P2p
PO0O Desg FWD 9 128.20 P2p

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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IP routing

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

||
Cisco 10S P
ML Cisco 10S
4 IP
IP routing no IP routing bridge crb  bridge irb 4
ML 4
Cisco 10S
Cisco 10S Bridging and IBM Networking Configuration Guide Release 12.2  Configuring Transparent
Bridging URL

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_chapter09186a008
00ca767.html

IP routing no IP routing bridge crb
bridge irb ip routing IP routing

IP routing IP IP

. IP

IP 6-4
e IP IP
IP 6-5
e IP
IP IP 6-6
L]
IP IP
IP
. IP
1P IP
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ip routing
bridge 1 proto rstp

int fO0
bridge-group 1

int pos 0
bridge-group 1

6-5 IP ML

6-5 IP
ip routing

int £0
ip address 10.10.10.2 255.255.255.0

int pos 0
ip address 20.20.20.2 255.255.255.0

6-6 IP ML

6-6 IP

ip routing
bridge 1 proto rstp

int £fO0
ip address 10.10.10.2 255.255.255.0
bridge-group 1

int pos 0
ip address 20.20.20.2 255.255.255.0
bridge-group 1

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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no IP routing

no IP routing IP
Cisco 10S
IP
no ip routing
e 1
e 1 IP
IP
e IP
IP
MAC
L]
IP
6-7
6-7 IP

no ip routing
bridge 1 proto rstp

int fO0
bridge-group 1

int pos 0
bridge-group 1

bridge CRB
bridge crb

bridge crb

bridge crb
bridge crb

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

no IP routing

IP
IP
no ip routing
6-7
MAC
Cisco 10S
MAC
MAC
Cisco 10S
IP
IP
ML
IP
no ip routing
IP
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M noIP routing

* Dbridge x bridge ip X IP
no IP routing
* Dbridge x route IP X IP
IP routing 6-8
. bridge crb IP
bridge x route
IP crb
IP IP
IP
6-8 IP ML
6-8 IP
bridge crb

bridge 1 proto rstp
bridge 1 route ip
bridge 2 proto rstp

int £O0
ip address 10.10.10.2 255.255.255.0
bridge-group 1

int pos 0
ip address 20.20.20.2 255.255.255.0
bridge-group 1

int f1
bridge-group 2

int pos 1
bridge-group 2

bridge crb
IP
IP

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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bridge IRB

bridge irb
Interface BVI

bridge irb

bridge irb

bridge crb

BVI

bridge crb
BVI 1

BVI

BVI

no bridge x bridge ip

6-9
BVI

6-9

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

bridge
bridge
bridge

irb
1 proto rstp
1 route ip

int £0
bridge-group 1

int pos 0
bridge-group 1

int bvi 1

IRB

BVI

6-10

IP
IP

ML

ip address 10.10.10.1 255.255.255.0

no IP routing ||

bridge irb

Bridged Virtual
3
BVI

BVI IP

BVI

bridge x route ip

bridge irb
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M noIP routing

6-10 IP ML
IP IP
6-10 IP
bridge irb

bridge 1 proto rstp
bridge 1 route ip
no bridge 1 bridge ip

int £f0
ip address 10.10.10.1 255.255.255.0
bridge-group 1

int pos 0
ip address 20.20.20.2 255.255.255.0
bridge-group 2

bridge irb BvI IP BVI
IP
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STP RSTP

IEEE 802.1D Spanning Tree Protocol STP; IEEE
802.1W Rapid Spanning Tree Protocol RSTP; ML
ML STP RSTP
e STP p.7-2
e RSTP p.7-10
e |EEE802.1D STP p.7-16
e STP RSTP p.7-16
e STP RSTP p.7-22

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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7 STP RSTP |

W sTP

STP

e STP p.7-2

. STP p.7-3

e BPDU p.7-3

. p.7-4

. ID ID p.7-4
. p.7-5

e p.7-5

o p.7-6
. p.7-8

e STP IEEE 802.1Q p.7-8

o p.7-9

. p.7-9

STP
STP 2

1 LAN
LAN

2 Bridge
Protocol Data Unit BPDU;

MAC

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 7 STP RSTP

STP
ML

BPDU

. VLAN
MAC

MAC

BPDU
BPDU

Hello

BPDU

BPDU

BPDU
LAN

BPDU

. LAN

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

Per-VLAN

BPDU

STP
LAN Spanning Tree PVST+ 255
ID
BPDU
ID
BPDU
LAN
BPDU LAN
LAN
LAN
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STP RSTP I

W sTP
2 BPDU
. LAN
. 2
VLAN
32768
VLAN MAC
ID
BPDU MAC
ID
IEEE 802.1D ID
ID VLAN PVST+
VLAN
ID VLAN 8 ID
2 6
MAC
ML |IEEE 802.1T
ID
MAC ID
VLAN ID 7-1
2
ID 12 ID
16
7-1 ID
ID ID
16 15 14 13 12 11 10 9 8 7 6 5 2 1
32768 (16384 (8192 |4096 |2048 |1024 |512 256 128 64 32 16 1

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 7 STP RSTP

STP | |
ID
MAC VLAN ID
VLAN 1 MAC VLAN

ID

7-2

7-2
Hello Hello

7-1 32768

A MAC A
A
7-1
ML100T-12 Z{E A 1= ML100T-12 Z{& A 1=
ONS 15454 ONS 15454

P CEDA (—— 1

DP
<> DP

DPI RPI DP1DPI
RP RPX DP
= < > =D
<>

ey &
ML100T-12 ML100T-12

ElRA T ZlEAT=
ONS 15454 ONS 15454

RP=)L—k R—F
DP = fgEHR—
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7 STP RSTP |

W sTP

LAN

LAN

L

7-2

7-2

BRA >

AL

!

JOoyxyy [t
S I D

] j

!

TAT—T 142
ATF—F

Va=vy | Fae—TL
ZF— b RF— b
¢ A A

I I

I I

S—=v9 |_____ 1 I
AF—k :
I

I

I

I

I

43569
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| 7 STP RSTP

STP
STP VLAN
2
1.
2.
3.
4.
2
BPDU BPDU
1
[ ]
[ ]
[ ]
« BPDU
2
[ ]
[ ]
L]
» BPDU
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STP

RSTP |

W sTP

BPDU

BPDU

e BPDU

IEEE 802.1D
0x00180C2000000

ML

STP IEEE 802.1Q

IEEE 802.1Q
PVST+

PVST+

|EEE 802.1Q

0x0180C2000010 17

BPDU 0x0180C2000000 01000CCCCCCD

PVST+  IEEE 802.1Q
ISL

8 VLAN

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 7 STP RSTP

STP |
2 1 2
7-3
ID
7-3
ML100T-12 #{# X 1= =
ONS 15454
ML100T-12 62 7- IV ] ML100T-12 & A 1=
ONS 15454 ONS 15454
A T R
~ —_— r——A4 —
fffffff JayyEntzury iy, 5 M, 5 Mi—, § =
J—HRT—L 3y g
EtherChannel
10
5 bridge
bridge-group-number aging-time
5
VLAN VLAN
VLAN VLAN
VLAN
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7 STP RSTP |

W RsTP
RSTP RSTP 1
RSTP
2
RSTP IEEE 802.1D
RSTP
2 IEEE 802.1D
50
RSTP
. RSTP p.7-10
. p7-10
. p.7-11
o p.7-13
e BPDU p.7-14
e TC p7-15
RSTP
ML Per-VLAN Rapid Spanning Tree PVRST 255
RSTP
p.7-4
RSTP  IEEE 802.1D STP
RSTP
. — LAN
LAN
2

LAN 2

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |



| 7 STP RSTP

RsTP M
IEEE 802.1D RSTP
7-3 IEEE 802.1D  RSTP
7-3
STP RSTP
STP
STP STP
RSTP bridge bridge-group-number spanning-disabled
STP
RSTP
)
STP 7-3
RSTP LAN
RSTP
. — RSTP
7-4 A B
A
B A
BPDU B
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7 STP RSTP |
H RsSTP
B
BPDU
A B
B

A B
C B

C B

1
7-4
ML100T-12 #fg A 1= ML100T-12 #fg A 1=
ONS 15454 g ONS 15454
— >

&

6{0

AA4YTFA AA4vFB
ML100T-12 Z{E A 1=
JL—Fk &% ONS 15454
D F <~ D
X i X
AL YyFA AA1YFB
ML100T-12 #f# % 1= ML100T-12 % Z 1=
L— b ONS 15454 B ONS 15454
— Mli rCE — > S
I - e X
AL YyFA AALYFB ALY FB
ML100T-12 Z{E & 1= ML100T-12 {5 A 1=
JL—k ONS 15454 P ONS 15454
s FE F e e
6 -6 -3
AL vFA AA1YFB ALY FB
DP = f§EHR— bk R
RP=/L—k R—F R
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| 7 STP RSTP

rRsTP H

RSTP

RSTP
RSTP

RSTP
7-5

5. 85k

IyY R—+b

3.70v%H
11, #q%

—O JLb— bk R—F
—@ HER—F

74008
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7 STP RSTP |

W RsTP
BPDU
RSTP  BPDU 2 IEEE 802.1D
BPDU Length 0 1
7-4 RSTP
7-4 RSTP BPDU

0 TC
1
2 3

00

01

10

11
4
5
6
7 TC

LAN RSTP
BPDU
RSTP  BPDU

RSTP Topology Change Notification TCN; BPDU
TC TC IEEE 802.1D

RSTP TCN BPDU

BPDU
ID
RSTP
RSTP
BPDU RSTP BPDU
BPDU  IEEE 802.1D BPDU
2
RSTP

BPDU

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |



| 7 STP RSTP
rRsTP H
BPDU
BPDU
ID
TC
TC RSTP |IEEE 802.1D
U — |EEE 802.1D TC
RSTP TC
TC
TC RSTP TC
U — |EEE 802.1D TCN BPDU RSTP |IEEE 802.1D
RSTP TCN BPDU
U — RSTP |IEEE 802.1D TCN
TC |IEEE 802.1D BPDU
IEEE 802.1D TC IEEE 802.1D
TC TC
BPDU TC
|IEEE 802.1D RSTP BPDU
TC
. — RSTP TC
TC TC
TC
U — |EEE 802.1D RSTP IEEE 802.1D
BPDU TCN BPDU
RSTP BPDU
RSTP BPDU
BPDU
|IEEE 802.1D BPDU |IEEE
802.1D |IEEE 802.1D BPDU
RSTP IEEE 802.1D BPDU
RSTP BPDU RSTP BPDU
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7 STP RSTP |

Ml 1EEE802.1D STP

IEEE802.1D STP

RSTP

BPDU

IEEE 802.1D BPDU
IEEE 802.1D
STP RSTP

e STP RSTP
e STP RSTP
. p7-18
. p.7-19
e Hello p.7-20

IEEE 802.1D
IEEE 802.1D
0 BPDU

BPDU RSTP

p.7-17

p.7-17
p.7-18

p.7-20
p.7-21
p.7-21
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| 7 STP RSTP

STP RSTP
STP RSTP
7-5 STP RSTP
7-5 STP RSTP
255
32768 + ID
128
— 2
1000 Mbps 4
100 Mbps 19
10 Mbps 100
STS-1 37
STS-3c 14
STS-6¢c 9
STS-9¢ 7
STS-12¢c 6
STS-24c 3
Hello 2
15
20
STP RSTP
VLAN 1 VLAN
255 STP
STP
STP
STP STP
RSTP bridge bridge-group-number spanning-disabled
STP
RSTP
STP
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7 STP RSTP

W sTP RSTP

VLAN STP RSTP EXEC

1 Router# configure terminal

2 Router(config)# interface interface-id

3 Router(config-if)# bridge-group STP RSTP
bridge-group-number spanning disabled

4 Router(config-if)# end EXEC
STP no bridge-group bridge-group-number spanning disabled
VLAN
MAC
ID VLAN ID
VLAN
)
ID
ID
ID
ID
EXEC

1 Router# configure terminal

2 Router(config)# interface interface-id

port-channel
port-channel-number

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 7 STP RSTP

STP RSTP ||
3 Router(config-if)# bridge-group
bridge-group-number priority-value
priority-value 0 255
128 16
4 Router (config-if)# end EXEC

no bridge-group id bridge-group-number priority-
value

EXEC

1 Router# configure terminal

2 Router(config)# interface interface-id

port-channel
port-channel-number

3 Router(config-if)# bridge-group
bridge-group-number path-cost cost

cost 0 65535

4 Router(config-if)# end EXEC

Y

show spanning-tree interface interface-id EXEC
show running-config
EXEC

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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7 STP RSTP |
W sTP RSTP
no bridge-group bridge-group-number path-cost cost
EXEC
1 Router# configure terminal
2 Router(config)# bridge
bridge-group-number priority priority
priority 0 61440 4096
32768
4096
3 Router(config)# end EXEC
no bridge bridge-group-number priority priority
Hello

Hello

Hello EXEC
1 Router# configure terminal
2 Router (config)# bridge Hello Hello
bridge-group-number hello-time seconds
seconds 1 10 2

3 Router(config)# end

EXEC

no bridge bridge-group-number hello-time seconds

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 7 STP RSTP

STP RSTP
EXEC
1 Router# configure terminal
2 Router (config)# bridge VLAN
bridge-group-number forward-time
seconds
seconds 4 200
15
8 Router(config)# end EXEC

no bridge bridge-group-number forward-time seconds

EXEC
1 Router# configure terminal
2 Router(config)# bridge
bridge-group-number max-age seconds
seconds 6 200
20
3 Router(config)# end EXEC

no bridge bridge-group-number max-age seconds

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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7 STP RSTP I

W sTP RSTP

STP RSTP

STP RSTP 7-6 1 EXEC
7-6
ML_Series# show spanning-tree STP RSTP
ML_Series# show spanning-tree brief STP RSTP
ML_Series# show spanning-tree interface STP RSTP
interface-id
ML_Series# show spanning-tree summary STP
[totals] RSTP
S
show spanning-tree interface interface-id EXEC

EXEC

show running-config interface

show spanning-tree EXEC

7-1 show spanning-tree
Router# show spanning-tree brief

Bridge group 1
Spanning tree enabled protocol ieee
Root ID Priority 32769

Address 0005.9a39.6634
This bridge is the root
Hello Time

32769
0005.9a39.6634

Bridge ID Priority
Address
Hello Time
Aging Time 300

Interface Role Sts Cost
Fa0 Desg FWD 19 128.3
POO Desg FWD 3 128.20

Router# show spanning-tree detail

2 sec Max Age 20 sec Forward Delay 15 sec
(priority 32768 sys-id-ext 1)

2 sec Max Age 20 sec Forward Delay 15 sec

Prio.Nbr Type

Bridge group 1 is executing the ieee compatible Spanning Tree protocol

Bridge Identifier has priority 32768,
Configured hello time 2, max age 20,
We are the root of the spanning tree

sysid 1, address 0005.9a39.6634
forward delay 15

Topology change flag not set, detected flag not set
Number of topology changes 2 last change occurred 00:16:45 ago

from POSO
Times:

hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification 0, aging 300

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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STP RSTP

Port 3 (FastEthernetO) of Bridge group 1
Port path cost 19, Port priority 128,
Designated root has priority 32769, ad
Designated bridge has priority 32769,
Designated port id is 128.3, designate
Timers: message age 0, forward delay 0
Number of transitions to forwarding st
Link type is point-to-point by default
BPDU: sent 641, received 0

Port 20 (POSO) of Bridge group 1 is forw

Port path cost 3, Port priority 128, P

Designated root has priority 32769, ad

Designated bridge has priority 32769,

STP RSTP

is forwarding
Port Identifier 128.3.
dress 0005.9a39.6634
address 0005.9a39.6634
d path cost 0

, hold 0

ate: 1

arding

ort Identifier 128.20.
dress 0005.9a39.6634
address 0005.9a39.6634

Designated port id is 128.20,

designated path cost 0

Timers: message age 0, forward delay O,
Number of transitions to forwarding state:
Link type is point-to-point by default
BPDU: sent 582, received 15

hold 0

6

Router# show

spanning-tree interface fast 0

Role Sts Cost

Prio.Nbr Type

Bridge Group

Bridge group 1 Desg FWD 19 128.3 P2p
Router# show spanning-tree interface pos 0

Bridge Group Role Sts Cost Prio.Nbr Type
Bridge group 1 Desg FWD 3 126.20  P2p

Router# show spanning-tree summary totals

Switch is in
Root bridge for:

pvst mode
Bridge group 1

1 bridge

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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W sTP RSTP
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VLAN

ML VLAN LAN IEEE
802.1Q VLAN Cisco 10S
Cisco 10S Command Reference

e VLAN p.8-2
* |EEE 802.1Q VLAN p.8-3
* |EEE 802.1Q VLAN p.8-4
e VLAN p.8-6

~ VLAN VLAN

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
| 78-17736-02-J .m



8 VLAN

N VLAN

VLAN

VLAN

LAN
VLAN

VLAN VLAN

1

VLAN LAN
LAN
VLAN VLAN
VLAN LAN
ML VLAN VLAN
VLAN VLAN
1 VLAN
ML IEEE 802.1Q VLAN
Cisco ISL VLAN
ISL 2 3
ML 900 VLAN
4 200  VLAN 800 VLAN
255 VLAN
VLAN 1 4095 VLAN ID
8-1 ML 2 ONS 15454 2
VLAN
8-1 VLAN
RAM RT7—Y 30 RA M RTF—Y3 Y
_‘ _‘
L L
p—
VLAN 10 VLAN 10

T7—RA b+ 41—HFRy M1 T77—RAb 41—y k4

El'
—

POS0.10 VLAN10 POSO0.2

ML100T-12 #{gZ 1=
ONS 15454

ML100T-12 #{§ Z 1=
ONS 15454

&
&

VLAN 2

T7—RA M 41—HHRy k2 T77—RA b+ A1—HHRy 3

VLAN 2 VLAN 2

\_l
\_I

\|

83338

—
RAM RTF—v3 Y RA M RTF—Y 3

\1
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VLAN

IEEE 802.1Q VLAN ||
ML
Packet-over-SONET/SDH [POS] IEEE 802.1Q VLAN VLAN
HDLC POS
VLAN ML VLAN ID 1 VLAN
VLAN

VLAN

IEEE 802.1Q VLAN VLAN
Router (config)# bridge bridge-group-number VLAN
protocol type
Router (config) # interface type number
Router (config-if)# no ip address IP
Router (config)# interface type
number.subinterface-number
Router (config-subif)# encap dotlg VLAN IEEE 802.1Q
vlan-number
Router (config-subif)# bridge-group
bridge-group-number
Router (config-subif)# end EXEC
Router# copy running-config startup-config NVRAM RAM
A

ML

VLAN ID VLAN ID
VLAN ID
VLAN ID VLAN ID

VLAN
N

IP

no ip routing bridge IRB
A
VLAN
VLAN
VLAN VLAN 1 encapsulation dotlq 1 native

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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8 VLAN |

Wl IEEE 802.1Q VLAN

IEEE 802.1Q VLAN

8-2 ML100T-12 VLAN VLAN
o 0.1 IEEE 802.1Q VLAN 1
. 0.2 IEEE 802.1Q VLAN 2
. 0.3 IEEE 802.1Q VLAN 3
o 0.4 IEEE 802.1Q VLAN 4

8-2 IEEE 802.1Q VLAN

ML100T-12 %1 % 1= ML100T-12 Zf§Z 1=
ONS 15454 ONS 15454

IL—% A m JIL—% B
POS 0 POS 0
. N .

*4 T4 7 VLAN 1 A T4 7 VLAN 1
802.1.Q I7—Z bk £ =&y k0.1 802.1.Q | I7—Z bk £ =&y k0.1
T7—RA bk f—H%Fv k04 J7—RAk A—HFY k02 Tr—Rk f—HRvy k04 77 Ak f—H%Fy k02
A A
] A— I:Il I:Il
_— r—
— VLAN 4 VLAN 2 KRRk ‘kZ I~ VLAN 4 VLAN 2 ‘k7\ I\
ART—v3v AF—Y3y RF—Y 3V ART—Y3v
27—RAb 4A—Hxvy 03 77—RAb 41—H¥xvy ;03
VLAN 3 VLAN 3
_l _l
E‘ El o
F— F— S
RAM RT7—23 Y RAM RT7—23 Y &
8-1 IEEE 802.1Q VLAN VLAN

A B 8-2
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| 8 VLAN

8-1 IEEE 802.1Q VLAN VLAN

bridge 1 protocol ieee
bridge 2 protocol ieee
bridge 3 protocol ieee
bridge 4

!

protocol ieee

!

interface FastEthernet0
no ip address

!

interface FastEthernet0.1
encapsulation dotlQ 1 native
bridge-group 1

]

interface FastEthernet0.2
encapsulation dotlQ 2
bridge-group 2

!

interface FastEthernet0.3
encapsulation dotlQ 3
bridge-group 3

!

interface FastEthernet0.4
encapsulation dotlQ 4
bridge-group 4

]

interface POSO

no ip address

crc 32

pos flag c2 1

!

interface POSO0.1
encapsulation dotlQ 1 native
bridge-group 1

]

interface P0S0.2
encapsulation dotlQ 2
bridge-group 2

!

interface P0S0.3
encapsulation dotlQ 3
bridge-group 3

!

interface P0S0.4
encapsulation dotlQ 4
bridge-group 4

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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8 VLAN |

H VLAN

VLAN

ML VLAN EXEC show vlans vlan-id
VLAN

VLAN VLANID

show vlans EXEC

8-2 show vilan

ML1000-121#show vlans
Virtual LAN ID: 1 (IEEE 802.1Q Encapsulation)
vLAN Trunk Interfaces: POS1l

GigabitEthernet0
This is configured as native Vlan for the following interface(s)
POS1
GigabitEthernet0
Protocols Configured: Address: Received: Transmitted:

Virtual LAN ID: 5 (IEEE 802.1Q Encapsulation)
vLAN Trunk Interfaces: POS1.1
GigabitEthernet0.1

Protocols Configured: Address: Received: Transmitted:
Bridging Bridge Group 2 157 0
Bridging Bridge Group 2 157 0

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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IEEE 802.1Q 2

Virtual Private Network VPN;

VLAN LAN 2 ML
IEEE 802.1Q 2
e |EEE 802.1Q p.9-2
e |EEE 802.1Q p.9-5
e VLAN VLAN p.9-8
o 2 p.9-12
o 2 p.9-13

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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9 IEEE 802.1Q 2 |

W EEE 802.1Q

IEEE 802.1Q

VLANID VID
VLAN
VLAN
VLAN
ID IEEE 802.1Q 4096
VLAN
|EEE 802.1Q QinQ
VLAN 1 VLAN
VID VLAN
|EEE 802.1Q VLAN  VLAN
VLAN IEEE 802.1Q
VLAN VLAN
VLAN VLAN
VID IEEE
802.1Q ML
ML IEEE 802.1Q
VID 9-1
9-1 IEEE 802.1Q
HhREIT—A
VLAN 1 ~ 100
HRET—A
VLAN 1 ~ 100

ML100T-12 #{& Z 1= ML100T-12 # & 1=
PURATNORIAS ONS 15454 ONS 15454 J7—R bk
o =5 A s L A=¥EvkoO
FoRILER—F SRR BR— B
VLAN 30 e POS 0 POS 0 == VLAN 30
SONET STS-N 3
— SR UL R— b bdL R—k _
77220 K vianao VLAN 40 J7—Ab

£—Hry b1, Ko A—HFy kA

HhRA<—B = hRAH2<—B
(27

83233
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IEEE 802.1Q 2

IEEE 802.1Q ||
ML
VID IEEE 802.1Q ML
VID IEEE
802.1Q IEEE 802.1Q
VID VLAN VID
ML
9-2
9-2 IEEE 802.1Q IEEE 802.1Q
EET
7ELR
5E5T r&/ JL—L Fzv¥
7 RFLR EtherType =R
DA | SA Len/Etype Data FCS TDRA—HYRry b TL—L
hRAT— Ry b
DA | SA Etype Tag Len/Etype Data FCS SIS
| ! ! IEEE 802.1Q 7 L— L
DA | SA | Etype Tag Etype Tag Len/Etype Data FCS ',SE
HY—EX
JOonNg 5—
41275 R bk
27F¥D
—EaJHE
JL—L
VLAN IEEE 802.1Q
9-1 A VLAN 30 B VLAN 40
IEEE 802.1Q ML
VLAN ID
30 40 VLAN VLAN 100
A B VLAN 100
IEEE 802.1Q VLAN
VLAN

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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9 IEEE 802.1Q 2 |

W EEE 802.1Q

VLAN
VLAN
VLAN VLAN1
VID
VLAN 1
VLAN
vlan dotlq tag native
VLAN 1
VLAN 1 VLAN 1

VLAN

IEEE 802.1Q Class of Service CoaS;
0

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 9 IEEE 802.1Q 2
IEEE 802.1Q ||
IEEE 802.1Q
e |EEE 802.1Q p.9-5
e |EEE 802.1Q p.9-6
e |EEE 802.1Q p.9-7
)
ML IEEE 802.1Q
IEEE 802.1Q
IEEE 802.1Q 2
2 3
. IP Access Control List ACL;
o 3 QoS Quality Of Service ACL QoS
MAC QoS
e EtherChannel IEEE 802.1Q EtherChannel
e Port Aggregation Protocol PAgP; Unidirectional Link Detection
UDLD; IEEE 802.1Q

* Dynamic Trunking Protocol DTP; IEEE 802.1Q
] IEEE 802.1Q
. IEEE 802.1Q Bridge

Protocol Data Unit BPDU;

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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9 IEEE 802.1Q 2 |

W EEE 802.1Q

IEEE 802.1Q
IEEE 802.1Q EXEC

1 Router# configure terminal

2 Router(config)# bridge bridge-number
protocol bridge-protocol

3 Router(config)# interface fastethermet
number

4 Router(config-if)# bridge-group number

VLAN

5 Router(config-if)# mode dotlg-tunnel IEEE 802.1Q

Router (config)# end EXEC

Router# show dotlg-tunnel

Router# copy running-config startup-config

ML IEEE 802.1Q VID 2 4095

VID 1
Router (config)# VLAN dotlQ tag native

IEEE 802.1Q no mode dotlg-tunnel

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 9 IEEE 802.1Q 2

IEEE 802.1Q

IEEE 802.1Q

9-1 A

bridge 30 protocol ieee
bridge 40 protocol ieee
]
!
interface FastEthernet0
no ip routing
no ip address
mode dotlg-tunnel
bridge-group 30
]
interface FastEthernetl
no ip address
mode dotlg-tunnel
bridge-group 40
]
interface POSO
no ip address
crc 32
pos flag c2 1
!
interface POSO0.1
encapsulation dotlQ 30
bridge-group 30
|
interface P0OS0.2
encapsulation dotlQ 40
bridge-group 40

9-2 B

bridge 30 protocol ieee
bridge 40 protocol ieee
]

!

interface FastEthernet0
no ip routing

no ip address

mode dotlg-tunnel
bridge-group 30

!

interface FastEthernetl
no ip address

mode dotlg-tunnel
bridge-group 40

]

interface POSO

no ip address

crc 32
pos flag c2 1

]

interface POSO0.1
encapsulation dotlQ 30
bridge-group 30

]

interface P0S0.2
encapsulation dotlQ 40
bridge-group 40

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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9 IEEE 802.1Q 2 |

N VLAN VLAN
ML VLAN 1 VLAN
VLAN VLAN
IEEE 802.1Q
QinQ VLAN VLAN VLAN
1 VLAN
VLAN VLAN
9-1 VLAN VLAN
9-1 VLAN VLAN
VLAN VLAN
1 1 1 254 VLAN
VLAN VLAN
~
VLAN Ethernet Wire Service EWS VLAN
QinQ UNI
VLAN VLAN
IEEE 802.1Q VLAN VLAN
VLAN VLAN 802.1Q
VLAN IEEE 802.1Q
[p.9-5]
VLAN VLAN
ERMS VLAN
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| 9 IEEE 802.1Q 2

VLAN VLAN
ML A ML
0 VLAN IEEE 802.1Q VLAN 10
VLAN VLAN ML A
0 VLAN
VLAN VLAN1 VLANI10
VLAN 30 VLAN VLAN ML
A ML B
0 9-3 9-3 94
9-5
9-3 ERMS
VLAN 10 @ 802.1Q k> #JL VLAN 10 @ 802.1Q k> #JL
FAEY b 1 =¥y b FAEY b 1 —H2y b
A28 —Tx4R0 A3 —Tx4X0
o 3 RATEEEORE
VLAN 0 ~ 29 MLYY—X h—FA MLYJ—X Hh—FC

B & U 31 ~ 4095

VLAN 30
VLAN 30
9-3 ML A
9-3 ML A

hostname ML-A
bridge 10 protocol rstp

bridge 30 protocol ieee
!

!
interface GigabitEthernetO
no ip address
no ip route-cache
mode dotlg-tunnel
bridge-group 10
bridge-group 10 spanning-disabled
]
interface GigabitEthernet0.3
encapsulation dotlQ 30
no ip route-cache
bridge-group 30
!
interface POSO
no ip address
no ip route-cache

crc 32
!

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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H VLAN VLAN

interface P0OS0.1
encapsulation dotlQ 10
no ip route-cache
bridge-group 10

!

interface POS0.3
encapsulation dotlQ 30
no ip route-cache
bridge-group 30

9-4 ML

9-4 ML B

hostname ML-B
!
bridge 10 protocol rstp
bridge 30 protocol ieee
!
!
interface GigabitEthernetO
no ip address
]
interface GigabitEthernet0.3
encapsulation dotlQ 30
bridge-group 30
!
interface GigabitEthernetl
no ip address
shutdown
!
interface POSO
no ip address
crc 32
!
interface P0OS0.1
encapsulation dotlQ 10
bridge-group 10
!
interface P0S0.3
encapsulation dotlQ 30
bridge-group 30
!
interface POS1
no ip address
crc 32
!
interface POS1.1
encapsulation dotlQ 10
bridge-group 10
]
interface POS1.3
encapsulation dotlQ 30
bridge-group 30

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 9 IEEE 802.1Q 2

9-5 ML

9-5 ML

hostname ML-C

bridge 10 protocol rstp

!

!

interface GigabitEthernetO
no ip address
no ip route-cache
mode dotlg-tunnel
bridge-group 10

bridge-group 10 spanning-disabled

!

interface POSO

no ip address

no ip route-cache

crc 32

!
interface P0OS0.1
encapsulation dotlQ 10
no ip route-cache
bridge-group 10

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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9 2 I
2
Spanning Tree Protocol STP;
VLAN
Cisco Discovery Protocol CDP
VLAN Trunking Protocol
VTP; VLAN
VLAN
MAC 2
CDP STP VTP 2
Protocol Data Unit PDU;
VLAN
. STP VLAN
e CDP
e VTP
VLAN
2 IEEE 802.1Q
IEEE 802.1Q
VLAN
PDU STP CDP VTP
2
IEEE 802.1Q
VLAN
IEEE 802.1Q

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 9 IEEE 802.1Q 2

2 | |
2
VLAN
ML IEEE 802.1Q
ML
CDP STP VTP 2 Multiple STP
MSTP
ML
ML 2 PDU
PDU MAC
01-00-0c-cd-cd-do IEEE
802.1Q
VLAN
VLAN
ML 2 MAC
2 PDU
2
. 2 p.9-13
. 2 p.9-14
. 2 p.9-14
e VLAN 2 p.9-15
° p9'16
2
9-2 2
9-2 2
2 CDP STP VTP
CoS CoS
2 PDU
CoS
CoS

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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9 IEEE 802.1Q 2 |
2
e ML Per-VLAN Protocol Tunneling PVPT
VLAN
PVPT
e PVPT Multi-Session Transport MST BPDU VLAN
e ML CDP STP MSTP VTP
IEEE 802.1Q VLAN
L]
I2protocol-tunnel
2
e EtherChannel IEEE 802.1Q EtherChannel
. 2
PDU MAC
. PDU
BPDU CDP
. PDU STP BPDU
PDU
PDU CoS
L]
STP CDP VTP
2
2 EXEC
Router# configuration terminal
Router (config) # bridge bridge-group-number
protocol type
Router (config)# 1l2protocol-tunnel cos CoS
cos-value cos-value 0 7

Router (config) # interface type number

Router (config-if) # bridge-group
bridge-group-number

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 9 IEEE 802.1Q 2

2
6 Router(config-if)# mode dotlg tunnel IEEE 802.1Q VLAN
7 Router (config-if)# l2protocol-tunnel {all 2
| edp | stp | vtpl} 3
CDP STP VTP
Router (config-if)# end EXEC
Router# show dotlg-tunnel
10 Router# copy running-config startup-config
VLAN 2 VLAN EXEC
1 Router# configuration terminal
2 Router(config)# bridge bridge-group-number
protocol type
38 Router(config)# l2protocol-tunnel cos CoS 2 VLAN
cos-value cos-value 0 7
4 Router(config)# interface type
number.subinterface-number VLAN
5 Router(config-subif)# encapsulation dotlqg IEEE 802.1Q
bridge-group-number VLAN
6 Router(config-subif)# bridge-group
bridge-group-number
Router (config-subif)# end EXEC
Router# copy running-config startup-config

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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9 IEEE 802.1Q 2 |

9-3 IEEE 802.1Q 2
EXEC
9-3
show dotlg-tunnel IEEE 802.1Q

show dotlqg-tunnel interface interface-id

show l2protocol-tunnel 2

show vlan dotlqg tag native IEEE 802.1Q

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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Cisco 10S
Cisco 10S Command Reference

. p.10-2
e EtherChannel POS p.10-9
e EtherChannel POS p.10-12
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10 |

ML EtherChannel POS EtherChannel
IEEE 802.3
EtherChannel
POS POS LEX
POS EtherChannel
POS
POS
EtherChannel POS
interface port-channel
IEEE 802.1Q
IEEE 802.1Q VLAN
ML100T-12 ML100X-8 ML1000-2 1 POS 2 POS
1 1 POS 2

POS STS-48¢ VC4-16¢

ML100T-12 6 Fast Ethernet Channel FEC 1 POS

ML100T-8 4 FEC 1 POS

4 1 FEC 400 Mbps

ML1000-2 POS 2 2

1 Gigabit Ethernet Channel GEC ML1000-2
2 Gbps
EtherChannel 2 3 3
EtherChannel
shutdown

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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10

ML
Y
Y
ML Subnetwork Access Protocol SNAP;
ISL
EtherChannel
FEC GEC EtherChannel
IP FEC GEC
EtherChannel
1 Router(config)# interface port-channel EtherChannel 6
channel-number FEC ML100T-12 4 FEC ML100X-8

1 GEC  ML1000-2

2 Router(config-if)# ip address ip-address
subnet-mask

EtherChannel
3 EtherChannel

Router (config-if)# end

EXEC

Router# copy running-config startup-config

NVRAM

RAM

EtherChannel

Cisco 108 Configuration Fundamentals Configuration Guide

EtherChannel

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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10 |

1 Router(config)# interface fastethernet EtherChannel
number
1
Router (config) # interface gigabitethernet EtherChannel
number FEC GEC
2 Router(config-if)# channel-group
channel-number EtherChannel
EtherChannel
Router (config-if)# end EXEC
Router# copy running-config startup-config NVRAM
EtherChannel
10-1 EtherChannel 10-1 A 10-2
B
10-1  EtherChannel
ML100T-12 & A 7= - =+
ONS 15454 ML 0(%3121 ﬁﬁz t
AL YFA AA4YFB
e POS 0 SONET STS-N POS 0 e
TVwS JL—71 TUwS JL—71
77—Z bk A—%%y k1 77—R bk A—%%y k1
I77—=Ak A=V +0 77—=Ak A=H%FRv O

R—bk FyriL R—bk FrRiL
Ty F)L—71 TYwe FL—7F1

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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10-1 A

hostname Switch A
!
bridge 1 protocol ieee
]
interface Port-channel
no ip address
bridge-group 1
hold-queue 150 in
!
interface FastEthernet
no ip address
channel-group 1
]
interface FastEthernet
no ip address
channel-group 1
!
interface POS 0
no ip routing
no ip address
crc 32
bridge-group 1
pos flag c2 1

10-2 B

hostname Switch B
!
bridge 1 protocol ieee
]
interface Port-channel
no ip routing
no ip address
bridge-group 1
hold-queue 150 in
]
interface FastEthernet
no ip address
channel-group 1
]
interface FastEthernet
no ip address
channel-group 1
!
interface POS 0
no ip address
crc 32
bridge-group 1
pos flag c2 1
!

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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10 |

POS

POS POS
IP POS POS
ML
A
POS LEX
POS
1 Router(config)# interface port-channel POS ML
channel-number 1 POS
2 Router(config-if)# ip address ip-address P POS
subnet-mask 3 POS
Router (config-if)# end EXEC
Router# copy running-config startup-config NVRAM
POS 3
POS POS
1 Router(config)# interface pos number
POS POS
2 Router (config-if)# channel-group POS POS
channel-number POS
Router (config-if)# end EXEC
Router# copy running-config startup-config NVRAM

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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||
POS
102 POS 10-3 A 10-4
B
102 POS

MLI—XA ML 1J—XB
pos 0 A pos 0
R—bk FrrL1 e

‘ R—F FrRILA
TYyT F—T 1 SONET STS-N Yy TS F—T1
JIL—71

pos 1

TUyY JL—I1 TUyY JL—T1

oy
«-.—»

gt
RN
83447

10-3 A

bridge irb

bridge 1 protocol ieee
]

!

interface Port-channell
no ip address

no keepalive
bridge-group 1

]

interface FastEthernet0
no ip address
bridge-group 1

!

interface POSO

no ip address
channel-group 1

crc 32

pos flag c2 1

!

interface POS1

no ip address
channel-group 1

crc 32

pos flag c2 1

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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10
[

10-4 B

bridge irb

bridge 1 protocol ieee
!

!

interface Port-channell
no ip address
no keepalive
bridge-group 1

!

interface FastEthernet0
no ip address
bridge-group 1

]

interface POSO

no ip address
channel-group 1

crc 32

pos flag c2 1

]

interface POS1

no ip address
channel-group 1

crc 32

pos flag c2 1

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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EtherChannel POS ||
EtherChannel POS
FEC GEC POS
IEEE802.1Q
IP
IEEE 802.1Q
EtherChannel
EtherChannel POS
EtherChannel POS
1 Router (config)# interface port-channel
channel-number.subinterface-number
2 Router(config-subif)# encapsulation dotlq IEEE 802.1Q
vian-id
3 Router(config-subif)# bridge-group
bridge-group-number
4 Router (config-subif)# end EXEC
A
5 Router# copy running-config startup-config NVRAM
EtherChannel
10-3 EtherChannel 10-5 A
10-6 B
10-3 EtherChannel
ML100T-12 %{E & 1= ML100T-12 %{E & 1=
ONS 15454 ONS 15454
AL YFA AA4vFB
e POS 0 SONET STS-1 POS 0 e

T77—R bk

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

77—Ab A=Yy +O0

1—=%xv 1 8021Q kS v ¥4
; VLAN1 LU 2

TJ7—AF 4A1—HX Y L0 J7—R k
802.1Q kS x4 1—%%v b1
VLAN1 B &V 2 ;

1

L
- —>
v N

83122

[

| 78-17736-02-J

g oo |



10

Bl EtherChannel POS
EtherChannel EtherChannel IEEE 802.1Q
2 2 ONS 15454
A B
A B
10-5 A

hostname Switch A
!
bridge irb
bridge 1 protocol ieee
bridge 2 protocol ieee
]
interface Port-channell
no ip address
hold-queue 150 in
!
interface Port-channell.l
encapsulation dotlQ 1 native
bridge-group 1
!
interface Port-channell.2
encapsulation dotlQ 2
bridge-group 2

!
interface FastEthernet0
no ip address
channel-group 1
!
interface FastEthernetl
no ip address
channel-group 1
]
interface POSO
no ip address
crc 32
pos flag c2 1
!
interface POS0.1
encapsulation dotlQ 1 native
bridge-group 1
]
interface P0OS0.2
encapsulation dotlQ 2
bridge-group 2

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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10-6 B

hostname Switch B
!
bridge irb
bridge 1 protocol ieee
bridge 2 protocol ieee
!
interface Port-channell
no ip address
hold-queue 150 in
]
interface Port-channell.l
encapsulation dotlQ 1 native
bridge-group 1
!
interface Port-channell.2
encapsulation dotlQ 2
bridge-group 2
!
interface FastEthernet0
no ip address
channel-group 1
]
interface FastEthernetl
no ip address
channel-group 1
!
interface POSO
no ip address
crc 32
pos flag c2 1
]
interface P0OS0.1
encapsulation dotlQ 1 native
bridge-group 1
!
interface P0S0.2
encapsulation dotlQ 2
bridge-group 2
!

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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Ml EtherChannel POS

EtherChannel POS

FEC GEC POS show interfaces port-channel

10-7 show interfaces port-channel

Router# show int port-channel 1
Port-channell is up, line protocol is up
Hardware is FEChannel, address is 0005.9a39.6634 (bia 0000.0000.0000)
MTU 1500 bytes, BW 200000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Unknown duplex, Unknown Speed
ARP type: ARPA, ARP Timeout 04:00:00
No. of active members in this channel: 2
Member 0 : FastEthernet0 , Full-duplex, Auto Speed
Member 1 : FastEthernetl , Full-duplex, Auto Speed
Last input 00:00:01, output 00:00:23, output hang never
Last clearing of "show interface" counters never
Input queue: 0/150/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue :0/80 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
820 packets input, 59968 bytes
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast
0 input packets with dribble condition detected
32 packets output, 11264 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out.
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Cisco 10S IP and IP Routing Configuration Guide Cisco 10S IP and IP Routing
Command Reference

o« IP p.11-2
o IP p.11-5

. p.11-36

e IP p.11-36
o« IP p.11-37

o« IP p.11-38

e IP p.11-38
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IP

Packet-over-SONET/SDH POS

RIP

Routing Information Protocol RIP

1 Router(config)# router rip

RIP
RIP

2 Router(config-router)# network net-number

Network Information Center

InterNIC;

Internet

3 Router(config-router)# exit

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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EIGRPEIGRP

OSPF

1

2

3

Enhanced Interior Gateway Routing Protocol

EIGRP

Router (config) # router eigrp
autonomous-system-number

EIGRP IP

Autonomous System AS;

ML AS
Router (config-router)# network net-number EIGRP
ML
Router (config-router) # exit
Open Shortest Path First OSPF
Router (config)# router ospf process-ID OSPF IP
ID OSPF
ML
ID
1D
Router (config-router) # network net-address
wildcard-mask area area-ID
e net-address
e wildcard-mask
OSPF

® area
e area-ID
Router (config-router) # end EXEC

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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BGP

Border Gateway Protocol BGP;

1 Router(config)# router bgp BGP IP
autonomous-system-number
AS ML AS
2 Router(config-router) # network net-number |BGP
ML
3 Router(config-router)# exit
IP EXEC

1 Router# configure terminal

Router (config)# ip routing 1P

Router (config)# router ip-routing-protocol IP

network [RIP]

Cisco IOS IP and IP Routing Configuration Guide

Router (config-router)# end EXEC

Router (config) # show running-config

Router (config) # copy running-config
startup-config

no ip routing
11-1

11-1 RIP IP

Router# configure terminal
Router (config)# ip routing
Router (config)# router rip
Router (config-router)# network 10.0.0.0
Router (config-router)# end

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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e RIP p.11-5
e OSPF p.11-10
e EIGRP p.11-21
e BGP p.11-29
e IS-IS p.11-31
] p.11-34
RIP
RIP Interior Gateway Protocol IGP;
RIP UDP
RFC
1058 RIP Cisco Press IP Routing Fundamentals
RIP 30
180
240
RIP 1
0
16 RIP
0 15 RIP
0.0.0.0 RIP 0.0.0.0
RIP RIP
RIP
RIP
RIP
11-1 RIP
11-1  RIP
IP RIP
IP RIP version
IP RIP version
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111 RIP
IP RIP version
IP
0
30
180
180
240
RIP 1 2
1
RIP RIP
RIP EXEC
1 Router# configure terminal
2 Router(config)# ip routing IP IP
3 Router(config)# router rip RIP
4 Router (config-router)# network RIP
network-number network RIP
5 Router(config-router)# neighbor ip-address
RIP

6 Router(config-router)# offset list
{laccess-1list-number | name]} {in|out} RIP
offset [type—number]

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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7 Router (config-router)# timers basic update
invalid holddown flush 0
4294967295
e update —
30
e invalid —
180
e holddown —
180
e flush —
8 Router(config-router)# version {1 | 2} 1 RIP
2
1
2 1

version {1]2 |12}

ip rip {send | receive}

9 Router(config-router)# no auto summary

RIP 2
10 Router (config-router)# no RIP IP
validate-update-source
RIP IP
11 Router (config-router)# output-delay delay RIP
RIP
8 50

12 Router (config-router)# end

EXEC

13 Router# show ip protocols

14 Router# copy running-config startup-config

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RIP

no router rip

show ip

protocols EXEC 11-2

11-2 show ip protocols RIP

Router# show ip protocols

Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 15 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Redistributing: rip
Default version control: send version 1, receive any version

Interface Send Recv Triggered RIP Key-chain
FastEthernetO 1 12
POSO 1 12

Automatic network summarization is in effect

Maximum path: 4
Routing for Networks:

192.168.2.0
192.168.3.0

Routing Information Sources:

Gateway Distance Last Update

192.168.2.1 120 00:00:23

Distance: (default is 120)

RIP

show ip rip database

EXEC 11-3

11-3 show ip rip database

Router# show ip rip database

192.
192.

192.
192.

192.
192.

RIP
RIP

168.1.0/24 auto-summary

168.1.0/24

[1] via 192.168.2.1, 00:00:24, POSO

168.2.0/24 auto-summary

168.2.0/24 directly connected, POSO
168.3.0/24 auto-summary

168.3.0/24 directly connected, FastEthernetO

1 RIP 2
RIP

RIP 2
[MD5]

RIP EXEC
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1 Router# configure terminal
2 Router(config)# interface interface-id
3 Router(config-if)# ip rip authentication RIP

key-chain name-of-chain
4 Router(config-if)# ip rip authentication MD5

mode {text | md5}

Router (config-if)# end EXEC

Router# show running-config interface
[interface-1id]

7 Router# copy running-config startup-config

no ip rip authentication mode

no ip rip authentication key-chain

RIP

ip summary-address rip

IP
EXEC
1 Router# configure terminal
2 Router(config)# interface interface-id
3
3 Router(config-if)# ip address ip-address IP 1P

subnet-mask

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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4 Router (config-if)# ip summary-address rip 1P IP
ip-address ip-network-mask

5 Router(config-if)# no ip split horizon

Router (config-if)# end EXEC

Router# show ip interface interface-id

Router# copy running-config startup-config

IP no ip summary-address rip

ip summary-address rip

OSPF

OSPF OSPF
Cisco 10S IP and IP Routing Command Reference OSPF Commands

OSPF IP IGP
IP OSPF
IP RFC 1253 OSPF MIB

OSPF 2

EIGRP RIP

o — MD5

ello

Not-So-Stubby-Area NSSA,; — RFC 1587

OSPF Area Border Router ABR;
Autonomous System Boundary Router ASBR;

11-2 OSPF

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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11-2 OSPF

Hello

MD5

10

Hello

NSSA NSSA

100 Mbps

10
Type 2

OSPF

distl
dist2 2
dist3

110
110
110

OSPF

Link-State Advertisements LSA;

IP OSPF

LSA

OSPF

LSA

240

Shortest Path First SPF;

SPF 5
SPF 10
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11-2 OSPF
ID ID
Hello 10
5
1
40
MD5
11-1  OSPF IP
11-1  OSPF IP
T OSPRITYT T
MLI00T-12 % % 1= ML100T-12 &% 1=
ONS 15454 ONS 15454 :

\
\

’
’

ML Y —Z A 192.168.2.1/24

1
I
1

1

\
\

ML 1) —X B 192.168.2.2/24 "

\
\
\

\‘ I7—A b A—HFy 0 J7—A b A—HFy k0 ,
\ 192.168.1.1/24 192.168.3.1/24 /
OSPF OSPF
IP ID
OSPF EXEC
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1 Router# configure terminal

2 Router(config)# router ospf process-id

OSPF

OSPF

3 Router(config)# network address
wildcard-mask area area-id

OSPF

1D 10

OSPF

Router (config) # end

EXEC

Router# show ip protocols

Router# copy running-config startup-config

OSPF
11-4  OSPF
11-5 OSPF
11-4 OSPF

Router (config)# router ospf 1

Router (config-router)# network 192.168.1.0 0.0.0.255 area 0

11-5 show ip protocols

Router# show ip protocols
Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Router ID 192.168.3.1

Number of areas in this router is 1.

Maximum path: 4

Routing for Networks:
192.168.2.0 0.0.0.255 area 0O
192.168.3.0 0.0.0.255 area 0

Routing Information Sources:

Gateway Distance
192.168.3.1 110
192.168.2.1 110

Distance: (default is 110)

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

no router ospf process-id

EXEC

Last Update
00:03:34
00:03:34

1 normal 0 stub 0 nssa

| 78-17736-02-J



1 |

LT3
OSPF
OSPF ip ospf
Hello
S
ip ospf
OSPF EXEC
1 Router# configure terminal
2 Router(config)# interface interface-id
3
3 Router(config-if)# ip ospf cost
4 Router(config-if)# ip ospf
retransmit-interval seconds 1 65535
5
5 Router(config-if)# ip ospf transmit-delay
seconds 1 65535
1
6 Router(config-if)# ip ospf priority number OSPF
0 255
1
7 Router(config-if)# ip ospf hello-interval OSPF Hello
seconds 1
1 65535 10
8 Router(config-if)# ip ospf dead-interval Hello
seconds OSPE
1
1 65535 Hello
4
9 Router(config-if)# ip ospf OSPF
authentication-key key
8 OSPF

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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10

1"

12
13

14

P ||
Router (config-if)# ip ospf message
digest-key keyid md5 key
e keyid—1 255 ID
* key—16
Router (config-if)# ip ospf database-filter OSPF LSA
all out
OSPF
LSA
LSA
Router (config-if)# end EXEC
Router# show ip ospf interface OSPF
[interface-name]
Router# copy running-config startup-config
no
11-6  show ip ospf interface EXEC
11-6 show ip ospf interface EXEC

Router# show ip ospf interface

FastEthernet0 is up, line protocol is up
Internet Address 192.168.3.1/24, Area 0

Process ID 1, Router ID 192.168.3.1,

Network Type BROADCAST, Cost: 1

Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.3.1, Interface address 192.168.3.1
No backup designated router on this network

Timer intervals configured, Hello 10,
Hello due in 00:00:01

Index 2/2, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 0, maximum

Dead 40, Wait 40, Retransmit 5

is 0

Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)
POSO0 is up, line protocol is up

Internet Address 192.168.2.2/24, Area 0

Process ID 1, Router ID 192.168.3.1,

Network Type BROADCAST, Cost: 1

Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.3.1, Interface address 192.168.2.2
Backup Designated router (ID) 192.168.2.1, Interface address 192.168.2.1

Timer intervals configured, Hello 10,
Hello due in 00:00:05

Index 1/1, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 2, maximum

Dead 40, Wait 40, Retransmit 5

is 2

Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1

Adjacent with neighbor 192.168.2.1
Suppress hello for 0 neighbor(s)

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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OSPF

OSPF
NSSA

LSA

ABR

ABR
NSSA

AS

area range

AS

OSPF  area

EXEC

1 Router# configure terminal

2 Router(config)# router ospf process-id

OSPF

3 Router(config)# area area-id

authentication

10

4 Router(config)# area area-id

authentication message-digest

MD5

5 Router(config)# area area-id stub
[no-summary]

no-summary ABR

6 Router(config)# area area-id nssa
{no-redistribution |
default-information-originate |
no-summary }

NSSA
NSSA

NSSA ABR
NSSA

e no-redistribution —
redistribute

e default-information-originate — ABR
7 LSA

e no-summary — NSSA LSA

NSSA

7 Router(config)# area area-id range
address-mask

ABR

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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8 Router(config)# end EXEC
9 Router# show ip ospf [process-id] OSPF

ID
10 Router# copy running-config startup-config
no
11-7 show ip ospf database show ip ospf EXEC
11-7 show ip ospf database show ip ospf EXEC

Router# show ip ospf database

OSPF Router with ID (192.168.3.1) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seqg#
192.168.2.1 192.168.2.1 428 0x80000003
192.168.3.1 192.168.3.1 428 0x80000003

Net Link States (Area 0)

Link ID ADV Router Age Seqg#
192.168.2.2 192.168.3.1 428 0x80000001

Router# show ip ospf

Routing Process "ospf 1" with ID 192.168.3.1

Supports only single TOS(TOS0O) routes

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs

Checksum Link count
0x004ABS8 2
0x006499 2

Checksum
0x00A4E0

10 secs

Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs

Number of external LSA 0. Checksum Sum 0x000000
Number of opaque AS LSA 0. Checksum Sum 0x000000
Number of DCbitless external and opaque AS LSA 0
Number of DoNotAge external and opaque AS LSA 0

Number of areas in this router is 1. 1 normal 0 stub 0 nssa

External flood list length 0
Area BACKBONE (0)
Number of interfaces in this area is 2
Area has no authentication
SPF algorithm executed 4 times
Area ranges are
Number of LSA 3. Checksum Sum 0x015431

Number of opaque link LSA 0. Checksum Sum 0x000000

Number of DCbitless LSA 0
Number of indication LSA 0
Number of DoNotAge LSA 0
Flood list length 0

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| T
OSPF
OSPF
. — LSA
OSPF
summary-address
1
. — OSPF
1 2 ABR
ABR ID 2
. — OSPF
ASBR ASBR OSPF
e OSPF show EXEC Domain Name Server DNS;
ID ID
. — OSPF
OSPF ref-bw
ref 10 bw bandwidth
. — 0 255
255
OSPF 3
[intra-area] [interarea]
[external]
. — 2 1
OSPF Hello
Hello
. — OSPF SPF
2 SPF
. — OSPF Syslog
OSPF EXEC
1 Router# configure terminal
2 Router(config)# router ospf process-id OSPF
3 Router(config)# summary-address 1
address-mask P
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LSA

10

11

12
13

14

Router (config)# area area-id virtual-link
router-id [hello-interval seconds]

L OSPF
[retransmit-interval seconds] [trans]
{ [authentication-key key] | p.11-14
[message-digest-key key-id md5 key]} 11-2
Router (config)# default-information ASBR OSPF
originate [always] [metric metric-value]
[metric-type type-value] [route-map
map-name]
Router (config)# ip ospf name-lookup DNS
Router (config)# ip auto-cost 1
reference-bandwidth ref-bw ABR
Router (config) # distance ospf {[inter-area OSPF
distl] | [inter-area dist2] | [external 110 1
dist3]}
255
Router (config) # passive-interface type Hello
number
Router (config)# timers spf spf-delay
spf-holdtime
e spf-holdtime — 0 65535
5 0
e spf-holdtime — 0 65535
10 0
Router (config) # ospf log-adj-changes Syslog
Router (config)# end EXEC
Router# show ip ospf [process-id OSPF
[area-id]] database
OSPF p.11-21
Router# copy running-config startup-config
OSPF LSA
OSPF LSA
4
LSA
10,000 LSA
LSA 40 100
10 20
OSPF LSA EXEC
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1 Router# configure terminal

2 Router(config)# router ospf process-id OSPF

3 Router(config)# timers lsa-group-pacing LSA
seconds
Router (config) # end EXEC

Router# show running-config

Router# copy running-config startup-config

no timers Isa-group-pacing

OSPF IP ID
OSPF

IP OSPF IP

OSPF

EXEC

1 Router# configure terminal

2 Router(config)# interface loopback 0

Router (config)# ip address address mask P

Router (config)# end EXEC

Router# show ip interface

o g b~ W

Router# copy running-config startup-config

no interface loopback 0
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OSPF
IP
11-3 EXEC show ip ospf
database EXEC
Cisco 10S IP and IP Routing Command Reference
11-3 Show IP OSPF
Router (config)# show ip ospf [process-id] OSPF
Router (config)# show ip ospf [process-id] database OSPF
[router] [link-state-id]
Router (config)# show ip ospf border-routes OSPF ABR ASBR
Router (config)# show ip ospf interface OSPF
[interface-name]
Router (config)# show ip ospf neighbor OSPF
[interface-name] [neighbor-id] detail
Router (config)# show ip ospf virtual-links OSPF
EIGRP
EIGRP Interior Gateway Routing Protocol IGRP
EIGRP IGRP EIGRP
Diffusing Update Algorithm DUAL
IP EIGRP RIP 15
IGRP 224 EIGRP
EIGRP IP 15 EIGRP
RIP
EIGRP
[ ]
[ ]
EIGRP
e IGRP CPU

Variable-Length Subnet Mask VLSM,;

EIGRP
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EIGRP 4
[ ]
Hello
Hello
[ ]
EIGRP
Hello
Hello
e DUAL
[ ]
EIGRP
DUAL
IP

EIGRP

IP EIGRP
EIGRP
EIGRP DUAL
EIGRP

Cisco 10S

EIGRP

DUAL
DUAL

DUAL

IP
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11-4 EIGRP
11-4 EIGRP
IGRP
EIGRP
. 0 Kbps
o 10 0 39.1
o 0 255 255 100%
. 0 255 255
100%
e MTU
90
170
EIGRP
IP
IP
IP % 50%
IP Hello Nonbroadcast Multiaccess NBMA
60 5
IP NBMA 180
15
IP
IP
tos 0
k1 k3 1
k2 k4 ks 0
EIGRP
1
EIGRP EIGRP
EIGRP
EIGRP
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EIGRP
EIGRP EXEC

1 Router# configure terminal

2 Router(config)# router eigrp EIGRP
autonomous-system-number AS
EIGRP
3 Router(config)# network network-number EIGRP
EIGRP
IGRP
EIGRP
4 Router(config)# eigrp log-neighbor-changes EIGRP
5 Router(config)# metric weights tos kI k2 EIGRP
k3 k4 k5

6 Router(config)# offset list
[{access-1list-number | name}]{in|out } EIGRP
offset [type-number]

7 Router(config)# no auto-summary

8 Router(config)# ip summary-address eigrp
autonomous-system-number address-mask

9 Router (config)# end EXEC

10 Router# show ip protocols

11 Router# copy running-config startup-config

no
11-8  show ip protocols EXEC
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11-8 show ip protocols

Router# show ip protocols

Routing Protocol is "eigrp 1"
Outgoing update filter list
Incoming update filter list
Default networks flagged in

EXEC EIGRP

for all interfaces is not set
for all interfaces is not set
outgoing updates

Default networks accepted from incoming updates

EIGRP metric weight Kl=1,
EIGRP maximum hopcount 100

K2=0,

EIGRP maximum metric variance 1

Redistributing: eigrp 1

K3=1,

K4=0, K5=0

Automatic network summarization is in effect

Automatic address summarization:
192.168.3.0/24 for POSO

192.168.2.0/24 for FastEthernetO

Maximum path: 4
Routing for Networks:
192.168.2.0
192.168.3.0
Routing Information Sources:
Distance
90

Gateway
192.168.2.1
Distance:

EIGRP
EIGRP
EXEC

Last Update
00:03:16
internal 90 external 170

1 Router# configure terminal

Router (config)# interface interface-id

Router (config)# ip bandwidth-percent eigrp
autonomous-system-number percent

EIGRP
50%

Router (config)# ip summary-address eigrp
autonomous-system-number address mask

Router (config)# ip hello-interval eigrp
autonomous-system-number seconds

EIGRP Hello
1 65535

60

NBMA

Router (config)# ip hold-time eigrp
autonomous-system-number seconds

EIGRP
1 65535
180

NBMA

15
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7 Router(config)# no ip split-horizon eigrp
autonomous-system-number

Router# end EXEC
Router# show ip eigrp interface EIGRP
EIGRP
10 Router# copy running-config startup-config
no
11-9  show ip eigrp interface EXEC
11-9 show ip eigrp interface EXEC
Router# show ip eigrp interface
IP-EIGRP interfaces for process 1
Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
POO 1 0/0 20 0/10 50 0
Fal 0 0/0 0 0/10 0 0
EIGRP EIGRP MD5
EXEC
1 Router# configure terminal
2 Router(config)# interface interface-id
3
3 Router(config-if)# ip authentication mode IP EIGRP MD5
eigrp autonomous-system-number md5
4 Router(config-if)# ip authentication IP EIGRP
key-chain eigrp autonomous-system-number
key-chain
5 Router(config-if)# exit
6 Router(config)# key chain name-of-chain
4

7 Router (config-keychain)# key number

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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EIGRP

8 Router(config-keychain)# key-string text
9 Router (config-keychain-key)#
accept-lifetime start-time {infinite |
end-time | duration seconds} start-time  end-time hh:mm:ss Month date
year hh:mm:ss date Month year
start-time
1993 1 1
end-time  duration
10 Router (config-keychain-key) # send-lifetime
start-time {infinite | end-time | duration
seconds} start-time  end-time hh:mm:ss Month day year
hh:mm:ss day Month year
start-time
1993 1 1 end-time
duration
11 Router (config)# end EXEC
12 Router# show key chain
13 Router# copy running-config startup-config
no
EIGRP
11-5 EXEC
Cisco 10S IP and IP Routing Command Reference
11-5 IP EIGRP Clear Show
Router# clear ip eigrp neighbors
{ip-address | interface}
Router# show ip eigrp interface EIGRP
[interface]l [as-number]
Router# show ip eigrp neighbors EIGRP
[ type-number]
Router# show ip eigrp topology EIGRP
{autonomous-system-number | [ip-address]
mask}
Router# show ip eigrp traffic EIGRP
[autonomous-system-number] EIGRP

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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11-10  show ip eigrp interface EXEC
ip eigrp neighbors EXEC
EXEC 11-13
11-10 show ip eigrp interface EXEC

Router# show ip eigrp interface
IP-EIGRP interfaces for process 1

Xmit Queue Mean Pacing Time

Interface Peers Un/Reliable SRTT Un/Reliable

POO 1 0/0 20 0/10

Fal 0 0/0 0 0/10
11-11 show ip eigrp neighbors EXEC

Router# show ip eigrp neighbors
IP-EIGRP neighbors for process 1

H Address Interface Hold Uptime
(sec)
0 192.168.2.1 POO 13 00:08:15

11-12 show ip eigrp topology EXEC

Router# show ip eigrp topology

IP-EIGRP Topology Table for AS(1l)/ID(192.168.3.1)

Codes: P - Passive, A - Active, U - Update, Q - Query,

r - reply Status, s - sia Status

P 192.168.1.0/24, 1 successors, FD is 30720
via 192.168.2.1 (30720/28160), POSO

P 192.168.2.0/24, 1 successors, FD is 10752
via Connected, POSO

P 192.168.3.0/24, 1 successors, FD is 28160
via Connected, FastEthernetO

11-13 show ip eigrp traffic EXEC

Router# show ip eigrp traffic

IP-EIGRP Traffic Statistics for process 1
Hellos sent/received: 273/136
Updates sent/received: 5/2
Queries sent/received: 0/0
Replies sent/received: 0/0
Acks sent/received: 1/2
Input queue high water mark 1, 0 drops
SIA-Queries sent/received: 0/0
SIA-Replies sent/received: 0/0

11-11  show
11-12  show ip eigrp topology

show ip eigrp traffic EXEC

Multicast Pending
Flow Timer Routes
50 0
0 0

SRTT RTO Q Seqg Type
(ms) Cnt Num
20 200 0 2

R - Reply,

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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P ||
BGP CIDR
Border Gateway Protocol BGP AS
Exterior Gateway
Protocol EGP; BGP
AS AS
3 Classless Interdomain Routing CIDR BGP 4
CIDR
CIDR BGP
IP CIDR OSPF
EIGRP RIP
BGP
BGP
1 Router(config)# ip routing 1P
2 Router(config)# router bgp autonomous-system BGP
BGP
3 Router(config-router)# network network-number AS
[mask network-mask] [route-map BGP
route-map-name]
4 Router (config-router)# end EXEC

11-14 BGP

11-14 BGP

Router (config)# ip routing

Router (config)# router bgp 30
Router (config-router) #
Router (config-router) #

Router (config-router) # end

BGP
Configuring BGP

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

network 192.168.1.1
neighbor 192.168.2.1
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BGP

11-6 BGP EXEC 11-15
11-6

11-6 BGP Show

Router# show ip protocols [summary]

Router# show ip bgp neighbor BGP TCP

Router# show ip bgp summary BGP

Router# show ip bgp BGP

11-15 BGP

Router# show ip protocols
Routing Protocol is "bgp 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
IGP synchronization is enabled
Automatic route summarization is enabled
Redistributing: connected
Neighbor(s) :
Address FiltIn FiltOut DistIn DistOut Weight RouteMap
192.168.2.1
Maximum path: 1
Routing for Networks:
Routing Information Sources:
Gateway Distance Last Update
Distance: external 20 internal 200 local 200

Router# show ip bgp neighbor
BGP neighbor is 192.168.2.1, remote AS 1, internal link
BGP version 4, remote router ID 192.168.2.1
BGP state = Established, up for 00:08:46
Last read 00:00:45, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received (new)
Address family IPv4 Unicast: advertised and received
Received 13 messages, 0 notifications, 0 in queue
Sent 13 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Default minimum time between advertisement runs is 5 seconds

For address family: IPv4 Unicast

BGP table version 3, neighbor version 3

Index 1, Offset 0, Mask 0x2

2 accepted prefixes consume 72 bytes

Prefix advertised 2, suppressed 0, withdrawn 0
Number of NLRIs in the update sent: max 2, min 0

Connections established 1; dropped 0

Last reset never
Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Local host: 192.168.2.2, Local port: 179
Foreign host: 192.168.2.1, Foreign port: 11001

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)

Event Timers (current time is 0x45B7B4) :

Timer Starts Wakeups Next
Retrans 13 0 0x0
TimeWait 0 0 0x0

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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P ||
AckHold 13 9 0x0
SendwWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtulAger 0 0 0x0
DeadWait 0 0 0x0
iss: 3654396253 snduna: 3654396567 sndnxt: 3654396567 sndwnd: 16071
irs: 3037331955 rcvnxt: 3037332269 rcvwnd: 16071 delrcvwnd: 313
SRTT: 247 ms, RTTO: 663 ms, RTV: 416 ms, KRTT: 0 ms
minRTT: 4 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: passive open, nagle, gen tcbs
Datagrams (max data segment is 1460 bytes):
Rcvd: 15 (out of order: 0), with data: 13, total data bytes: 313
Sent: 22 (retransmit: 0), with data: 12, total data bytes: 313
Router# show ip bgp summary
BGP router identifier 192.168.3.1, local AS number 1
BGP table version is 3, main routing table version 3
3 network entries and 4 paths using 435 bytes of memory
2 BGP path attribute entries using 120 bytes of memory
0 BGP route-map cache entries using 0 bytes of memory
0 BGP filter-list cache entries using 0 bytes of memory
BGP activity 3/6 prefixes, 4/0 paths, scan interval 60 secs
Neighbor \Y% AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
192.168.2.1 4 1 14 14 3 0 0 00:09:45 2
Router# show ip bgp
BGP table version is 3, local router ID is 192.168.3.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*1192.168.1.0 192.168.2.1 0 100 0 2
*1192.168.2.0 192.168.2.1 0 100 0 2
*> 0.0.0.0 0 32768 ?
*> 192.168.3.0 0.0.0.0 0 32768 2
Intermediate System-to-Intermediate System I1S-IS
1 Router(config)# router isis [tag] 1S-IS 1P
2 Router (config-router)# net Network Entity Title
network-entity-title NET NET
3 Router(config-router)# interface
interface-type interface-id
4 Router(config-if)# ip address ip-address IP
mask
5 Router(config-if)# ip router isis [tag] IS-1S
6 Router(config-if)# end EXEC

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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11-16  IS-IS

11-16 IS-IS
Router (config)# router isis
Router (config-router)# net 49.0001.0000.0000.000a.00
Router (config-router)# interface gigabitethernet 0

Router (config-if)# ip router isis
Router (config-if)# end

IS-IS Cisco IOS IP and IP Routing Configuration Guide
Configuring Integrated I1S-1S

IS-IS

IS-IS 11-7 EXEC 11-17 11-7

11-7 IS-IS Show

Router# show ip protocols [summary]

Router# show isis database IS-IS

Router# show clns neighbor ES IS
S

ML Connectionless Network Service CLNS;

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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IP
11-17 IS-IS
Router# show ip protocols
Routing Protocol is "isis"
Invalid after 0 seconds, hold down 0, flushed after 0
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: isis
Address Summarization:
None
Maximum path: 4
Routing for Networks:
FastEthernetO
POSO
Routing Information Sources:
Gateway Distance Last Update
192.168.2.1 115 00:06:48
Distance: (default is 115)
Router# show isis database
IS-IS Level-1 Link State Database:
LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
Router_A.00-00 0x00000003 0xA72F 581 0/0/0
Router_A.02-00 0x00000001 0xA293 581 0/0/0
Router.00-00 * 0x00000004 0x79F9 582 0/0/0
IS-IS Level-2 Link State Database:
LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
Router_A.00-00 0x00000004 0xF0D6 589 0/0/0
Router_A.02-00 0x00000001 0x328C 581 0/0/0
Router.00-00 * 0x00000004 0x6A09 586 0/0/0
Router# show clns neighbors
System Id Interface SNPA State Holdtime Type Protocol
Router_A POO 0005.9a39.6790 Up 7 L1L2 IS-IS

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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EXEC
1 Router# configure terminal
2 Router(config)# ip route prefix mask 11-18
{ address | interface } [distance]
Router (config)# end EXEC
Router# copy running-config startup-config

11-18

Router (config)# ip route 0.0.0.0 0.0.0.0 192.168.2.1

no ip route prefix mask {address | interface}

IP show
ip routes EXEC 11-19

11-19 show ip route EXEC

Router# show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is 192.168.2.1 to network 0.0.0.0

C 192.168.2.0/24 is directly connected, POSO
C 192.168.3.0/24 is directly connected, FastEthernetO
S* 0.0.0.0/0 [1/0] wvia 192.168.2.1

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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show ip route EXEC

11-8
11-8
0
EIRGP 5
BGP 20
EIGRP 90
OSPF 110
RIP 120
EIGRP 170
BGP 200
225

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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show ip

EXEC

show ip route

Cisco 10S IP and IP Routing Command Reference

11-20 show ip route

Router# show ip route
Codes: C - connected, S - static, I -
D - EIGRP, EX - EIGRP external,

N1
El

i
*

Gateway of

- OSPF NSSA external type 1,
- OSPF external type 1, E2 -

- IS-IS, L1 - IS-IS level-1,

- candidate default,
P_

IGRP, R - RIP, M - mobile, B - BGP

O - OSPF, IA - OSPF inter area

N2 - OSPF NSSA external type 2

OSPF external type 2, E - EGP

L2 - IS-IS level-2, ia - IS-IS inter area
U - per-user static route, o - ODR
periodic downloaded static route

last resort is 192.168.2.1 to network 0.0.0.0

C 192.168.2.0/24 is directly connected, POSO
C 192.168.3.0/24 is directly connected, FastEthernetO
S* 0.0.0.0/0

IP

11-9

[1/0] via 192.168.2.1

11-9

11-20

EXEC

Router# clear ip route {network [mask | *]} IP

Router# show ip protocols

Router# show ip route

[{address [mask]
[longer-prefixes] | [protocol [process-id]}]

Router#

show

ip

interface interface

Router#

show

ip

interface brief

Router#

show

ip

route summary

Router#

show

ip

route supernets-only

Router#

show

ip

cache

Router#

show

route-map [map-name]

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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IP

IP IP 1
1 1 1 IP
IP Internet Group Management Protocol IGMP
IGMP
1
Protocol
Independent Multicast PIM,;
IGMP
ML PIM Auto-RP
PIM 3
dense /
PIM
ML
PIM
PIM
[ ]
[ ]
[ ]
PIM
PIM
Rendezvous
Point RP;
RP ML
RP
RP ML
RP
PIM
LAN PIM
[ ]
. WAN
[ ]
~
ML Reverse Path Forwarding RPF;
RPF

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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1 Router(config)# ip multicast-routing

ML

2 Router(config)# interface type number

3 Router(config-if)# ip pim{dense-mode
sparse mode|sparse-dense-mode}

sparse

dense

4 Router(config)# ip pim rp-address
rendezvous-point ip-address

RP

Router (config-if)# end

EXEC

Router# copy running-config startup-config

NVRAM

RAM

11-10 IP

EXEC

Show

11-10

Router# show

ip mroute

Router# show

ip pim neighbor

EXEC
PIM

Cisco 10S

Router# show

ip pim interface

PIM

Router# show

ip pim rp

EXEC

RP

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML Integrated Routing and Bridging IRB
Cisco 10S Cisco 10S Command Reference

* IRB p.12-2

e IRB p.12-3

e IRB p.12-5

e IRB p.12-7

ih ML Cisco ISL Cisco Dynamic Trunking Protocol DTP;
ML
ISL DTP
ISL DTP

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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H RB

IRB

IRB

BVI

IRB

IRB

ML
BVI

BVI

Local-Area Transport LAT,;

IRB

1 BVI
MTU

ML

1 ML

Bridge Group Virtual Interface BVI;

ML

IRB
BvI IP

BVI

Maximum Transmission Unit;

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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IRB

IRB
1.
a.
b.
C.
2. IRB
BVI
a. BVI
b. BVI
4 1P
5. IRB
BVI

BVI

IRB

BV
BV

1 Router(config)# bridge bridge-group 1

protocol {ieee | rstp}
2 Router(config)# interface type number
3 Router(config-if)# bridge-group

bridge-group
4 Router (config-if)# end EXEC

IRB BV
1 Router(config)# bridge irb IRB
2 Router(config)# interface bvi bridge-group |BVI
BVI
BVI 1

3 Router(config-if)# ip address ip-address IP

ip-address-subnet-mask

4 Router(config-if)# exit

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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N RB
5 Router(config)# bridge bridge-group route BVI
protocol
BVI
Router (config)# end EXEC
Router# copy running-config startup-config NVRAM RAM

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



| 12 IRB

IRB

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

IRB | |

12-1 IRB 12-1 A 12-2 B

12-1 IRB

ML100T-12 2 Z 1=
ONS 15454

BVI 1 192.168.1.1/24

L—4 A pos 0
TYv A

ML100T-12 2 Z 1=
ONS 15454

BVI 1192.168.1.2/24
pos 0 JL—% B
Ty e
pos 1
PR
T77—RA L 4A—HxRy O

pos 1
A

J7—RA bk A—%Fy b0

192.168.2.1/24 192.168.3.1/24

83446

12-1 A

bridge irb
bridge 1 protocol ieee

bridge 1 route ip

]

!

interface FastEthernet0

ip address 192.168.2.1 255.255.255.0
!

interface POSO

no ip address

crc 32
bridge-group 1

pos flag c2 1

!

interface POS1

no ip address

crc 32
bridge-group 1

pos flag c2 1

!
interface BVI1

ip address 192.168.1.1 255.255.255.0
!
router ospf 1

log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0
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H RB

12-2 B

bridge irb

bridge 1 protocol ieee

bridge 1 route ip

]

!

interface FastEthernet0

ip address 192.168.3.1 255.255.255.0
!

interface POSO

no ip address

crc 32
bridge-group 1

pos flag c2 1

!

interface POS1

no ip address

crc 32
bridge-group 1

pos flag c2 1

!
interface BVI1

ip address 192.168.1.2 255.255.255.0
!
router ospf 1

log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.3.0 0.0.0.255 area 0

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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IRB
12-1 IRB EXEC
1241 IRB
Router# show interfaces bvi BVI MAC
bvi-interface-number BVI

bvi-interface-number BVI

Router# show interfaces [type-number] irb

BVI

show interfaces bvi show interfaces irb

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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IRB |

H RB

12-3 IRB
Router# show interfaces bvil
BVI1 is up, line protocol is up
Hardware is BVI, address is 0011.2130.b340
Internet address is 100.100.100.1/24
MTU 1500 bytes, BW 145152 Kbit, DLY 5000 usec,
reliability 255/255, txload 1/255, rxload 1/255

(bia 0000.0000.0000)

Encapsulation ARPA,

ARP type:
Last input 03:35:28,
Last clearing of
0/75/0/0

Input queue:

Queueing strategy:
Output queue:

5 minute input rate 0 bits/sec,

loopback not set
ARPA, ARP Timeout 04:00:00
output hang never
counters never

fifo

output never,
"show interface"
(size/max/drops/flushes); Total output drops: 0

0/0 (size/max)

5 minute output rate 0 bits/sec,
0 packets input,

Received 0 broadcasts

0 runts, 0 giants,

0 input errors,
1353 packets output,
0 output errors,

0 output buffer failures,

0 bytes,

0 packets/sec
0 packets/sec
0 no buffer

(0 IP multicast)

0 throttles
0 CRC, 0 frame,

127539 bytes,

0 collisions,

0 overrun,

0 ignored, 0 abort

0 underruns

0 interface resets

0 output buffers swapped out

Router# show interfaces irb

BVI1
Software MAC address filter on BVI1
Hash Len Address Matches Act Type
0x00: O ffff.ffff.ffff 0 RCV Physical broadcast
GigabitEthernet0
Bridged protocols on GigabitEthernetO:
clns ip
Software MAC address filter on GigabitEthernetO
Hash Len Address Matches Act Type
0x00: O ffff.ffff.ffff 0 RCV Physical broadcast
0x58: 0 0100.5e00.0006 0 RCV IP multicast
0x5B: 0 0100.5e00.0005 0 RCV IP multicast
0x65: 0 0011.2130.b344 0 RCV Interface MAC address
0xCO0: 0 0100.0ccc.cccc 0 RCV CDP
0xC2: 0 0180.c200.0000 0 RCV IEEE spanning tree
POSO
Routed protocols on POSO:
ip
Bridged protocols on POSO:
clns ip
Software MAC address filter on POSO
Hash Len Address Matches Act Type
0x00: O ffff.ffff.ffff 9 RCV Physical broadcast
0x58: 0 0100.5e00.0006 0 RCV IP multicast
0x5B: 0 0100.5e00.0005 1313 RCV IP multicast
0x61: 0 0011.2130.b340 38 RCV Interface MAC address
0x61: 1 0011.2130.b340 0 RCV Bridge-group Virtual Interface
0x65: 0 0011.2130.b344 0 RCV Interface MAC address
0xCO0: 0 0100.0ccc.cccc 224 RCV CDP
0xC2: 0 0180.c200.0000 0 RCV IEEE spanning tree
POS1
SPR1
Bridged protocols on SPR1:
clns ip
Software MAC address filter on SPRI1
Hash Len Address Matches Act Type
0x00: O ffff.ffff.ffff 0 RCV Physical broadcast
0x60: 0 0011.2130.b341 0 RCV Interface MAC address
0x65: 0 0011.2130.b344 0 RCV Interface MAC address
0xCO0: 0 0100.0ccc.cccc 0 RCV CDP
0xC2: 0 0180.c200.0000 0 RCV IEEE spanning tree

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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12-1

12-2 show interfaces irb

IRB

Routed protocols on...

Bridged protocols on...

Software MAC address filter on...

MAC

Hash

MAC

Len

Address

MAC

Matches

MAC

Routed protocols on...

Bridged protocols on...
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H RB
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VRF Lite

CHAPTER

ML VPN Routing and Forwarding VRF; VPN

Lite VRF Lite
Cisco 10S Command Reference

Cisco I0S

e VRF Lite p.13-1
e VREF Lite p.13-2
e VRF Lite p.13-3
e VREF Lite p.13-8
)
VRF Lite
VRF Lite
VRF VRF
Virtual Private Network VPN; IP
Provider Equipment PE Multi-Protocol
internal BGP  MP-iBGP 3 MPLS-VPN ML
VRF MP-iBGP VREF Lite ML PE
Customer Equipment CE VRF Lite PE
VRF MP-iBGP CE
CE VRF
VREF Lite ML CE PE
CE 1
CE VRF PE
VRF CE Internet Service Provider ISP;
PE VRF
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H VRF Lite

VRF Lite

VREF Lite
1 Router(config)# ip vrf vrf-name VRF VRF
2 Router(config-vrf)# rd route-distinguisher |VPN Route Distinguisher RD RD
VPN RD
IPv4 RD
VPN-IPv4
RD Autonomous System  AS;
ASN RD IP
IP RD
route-distinguisher
16 AS 32
101:3
32 IP 16
192.168.122.15:1
3 Router(config-vrf)# route-target {import | VRF
export | both} route-distinguisher
Router (config-vrf)# import map route-map VRF
Router (config-vrf)# exit
6 Router(config)# interface type number
7 Router(config-vrf)# ip vrf forwarding VRF
vrf-name
Router (config-if)# end EXEC
Router# copy running-config startup-config NVRAM RAM
13-1 VRF VRF customer_.a RD 1:1
0.1

13-1  VRF

Router (config)# ip vrf customer_a

Router (config-vrf)# rd 1:1

Router (config-vrf)# route-target both 1:1

Router (config)# interface fastEthernet 0.1

Router (config-subif)# ip vrf forwarding customer_a
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VRF Lite
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VRF Lite
13-1 VREF Lite A B 13-2
13-4 13-9
13-1 VRF Lite —
HREZ<T—A HREZ<T—A

ML100T-12 Zfw A 7= ML100T-12 Z{5 A 1=

. ONS 15454 ONS 15454 Jr—R k
IT A L—4 A L—4 B A —H %y k0.1
A—4%% v k01 > 192.168.4.1
192.168.1.1. SEB POS0 STSN POS0
$192.168.3.1 192.168.3.2

27—XAk T77—AR K
A =4y k1.1 A—9Fry k1.1
192.168.5.1 . 192.168.2.1
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13-2 A

hostname Router_A
!
ip vrf customer_a
rd 1:1
route-target export 1:1
route-target import 1:1
!
ip vrf customer_b
rd 2:2
route-target export 2:2
route-target import 2:2
]
bridge 1 protocol ieee
bridge 2 protocol ieee
bridge 3 protocol ieee
!
!
interface FastEthernet0
no ip address
]
interface FastEthernet0.1
encapsulation dotlQ 2
ip vrf forwarding customer_a
ip address 192.168.1.1 255.255.255.0
bridge-group 2
]
interface FastEthernetl

no ip address
]
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interface FastEthernetl.1l
encapsulation dotlQ 3
ip vrf forwarding customer_b
ip address 192.168.2.1 255.255.255.0
bridge-group 3
]
interface POSO
no ip address
crc 32
no cdp enable
pos flag c2 1
]
interface P0OS0.1
encapsulation dotlQ 1 native
ip address 192.168.50.1 255.255.255.0
bridge-group 1
!
interface P0OS0.2
encapsulation dotlQ 2
ip vrf forwarding customer_a
ip address 192.168.100.1 255.255.255.0
bridge-group 2
!
interface POS0.3
encapsulation dotlQ 3
ip vrf forwarding customer_b
ip address 192.168.200.1 255.255.255.0
bridge-group 3
!
router ospf 1
log-adjacency-changes
network 192.168.50.0 0.0.0.255 area 0
]
router ospf 2 vrf customer_a
log-adjacency-changes
network 192.168.1.0 0.0.0.255 area 0
network 192.168.100.0 0.0.0.255 area 0
!
router ospf 3 vrf customer_b
log-adjacency-changes
network 192.168.2.0 0.0.0.255 area 0

network 192.168.200.0 0.0.0.255 area 0
]

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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13-3 B

hostname Router_B

!

ip vrf customer_a

rd 1:1

route-target export 1:1

route-target import 1:1

]

ip vrf customer_b

rd 2:2

route-target export 2:2

route-target import 2:2

!
bridge 1 protocol ieee
bridge 2 protocol ieee
bridge 3 protocol ieee

]

!

interface FastEthernet0

no ip address

!

interface FastEthernet0.1
encapsulation dotlQ 2

ip vrf forwarding customer_a

ip address 192.168.4.1 255.255.255.0
bridge-group 2

!

interface FastEthernetl

no ip address

!

interface FastEthernetl.1l
encapsulation dotlQ 3

ip vrf forwarding customer_b

ip address 192.168.5.1 255.255.255.0
bridge-group 3

!

interface POSO

no ip address

crc 32

no cdp enable

pos flag c2 1

]

interface P0OS0.1

encapsulation dotlQ 1 native

ip address 192.168.50.2 255.255.255.0
bridge-group 1

]

interface POS0.2

encapsulation dotlQ 2

ip vrf forwarding customer_a

ip address 192.168.100.2 255.255.255.0
bridge-group 2

!

interface POS0.3

encapsulation dotlQ 3

ip vrf forwarding customer_b

ip address 192.168.200.2 255.255.255.0
bridge-group 3

]

router ospf 1

log-adjacency-changes

network 192.168.50.0 0.0.0.255 area 0
]

router ospf 2 vrf customer_a
log-adjacency-changes

network 192.168.4.0 0.0.0.255 area 0

network 192.168.100.0 0.0.0.255 area 0
]
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router ospf 3 vrf customer_b
log-adjacency-changes
network 192.168.5.0 0.0.0.255 area 0

network 192.168.200.0 0.0.0.255 area 0
!

13-4 _A

Router_A# sh ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.50.0/24 is directly connected, POS0.1

13-5 _A customer_a VRF

Router_A# show ip route vrf customer_a
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

¢} 192.168.4.0/24 [110/2] via 192.168.100.2, 00:15:35, P0OS0.2
C 192.168.1.0/24 is directly connected, FastEthernet0.1
C 192.168.100.0/24 is directly connected, P0OS0.2

13-6 _A customer_b VRF

Router_A# show ip route vrf customer_b
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.200.0/24 is directly connected, POS0.3
o] 192.168.5.0/24 [110/2] via 192.168.200.2, 00:10:32, P0OS0.3
C 192.168.2.0/24 is directly connected, FastEthernetl.1l

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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13-7 _B

Router_B# sh ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.50.0/24 is directly connected, PO0OS0.1

13-8 _B customer_a VRF

Router_B# sh ip route vrf customer_a
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.4.0/24 is directly connected, FastEthernet0.1
o] 192.168.1.0/24 [110/2] via 192.168.100.1, 00:56:24, P0OS0.2
C 192.168.100.0/24 is directly connected, P0S0.2

13-9 _B customer_b VRF

Router_B# show ip route vrf customer_b
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.200.0/24 is directly connected, POS0.3
C 192.168.5.0/24 is directly connected, FastEthernetl.l
o] 192.168.2.0/24 [110/2] via 192.168.200.1, 00:10:51, POS0.3
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VRF Lite

13-1 VREF Lite EXEC

13-1 VRF Lite

Router# show ip vrf VRF

Router# show ip route vrf vrf-name VRF P

Router# show ip protocols vrf vrf-name VRF

Router# ping vrf vrf-name ip ip-address VRF IP ping

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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CHAPTER1 I

ML QoS Quality Of Service

QoS
e QoS p.14-2
e ML QoS p.14-4
. RPR QoS p.14-11
e QoS p.14-13
¢ QoS p.14-19
¢ QoS p.14-20
. QoS p.14-25
L QoS p.14-27
e CoS p.14-28
e CoS p.14-29
e IPSLA p.14-31

ML Cisco I0OS  Modular QoS CLI MQC; QoS
Cisco 10S

e Cisco 10S Quality of Service Solutions Configuration Guide Release 12.2 URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122mindx/I22index.htm

e Cisco 10S Quality of Service Solutions Command Reference Release 12.2 URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fqos_r/index.htm
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14 Qos |

H Qos
QoS
QoS
ML QoS SONET/SDH
QoS
ML
Service-Level Agreement SLA,;
QoS 3
ML
QoS QoS
p.14-25
IP
QoS IP
IP
IP Precedence IP
Differentiated Services Code Point DSCP; DiffServ IP
Class of Service CoS;
IEEE 802.1p CoS IP precedence
CoS
IP precedence DSCP
IP precedence IPv4 Type of Service ToS; 3
IP CoS IETF RFC 1122 IPv4 ToS
3 8 8 6
2
IP precedence
SLA
IP DSCP IPv4 6 IP CoS IETF RFC
2474 14-1 IP precedence  DSCP DSCP 64
IP DSCP
SLA

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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14 QoS

QoS ||
14-1 IP precedence DSCP
Evys“0 1,2 /34,5 /6 /7 Evys’0 1 2,3 ,/4 .5 ,/6 7
DS DSCP cu B 5lE L ToS MBZ
J4—ILE
SR LY A M i : - M~
o — Rk AR ' | DTRE v b 290
: i RFC 1122 U g J
N g J RFC 1349
DSCP
AFC 2474 Ev bk (0~2) :IPprecedence €& Ewv bk (3-6) : ToS E&
111 (Fy bT—2 HlfE) 0000 (FRTEH)
110 (A R —=xy DT —2 &) 1000 GEZEDH:/IME)
101 (CRITIC/ECP) 0100 (RJL—TF v FDE]RKIE)
100 (75vy¥va #—n"—54K) 0010 (EXEMEDHE KAL)
011 (73 voa) 0001 (B¥R{EDm®z/IME)
101 (ENEF)
001 (FS54A4)T4)
000 (L—F)
CoS
CoS 4 IEEE 802.1Q VLAN] LAN] 3
IEEE 802.1Q CoS IEEE 802.1p
3 CoS 8 IP precedence
2 3
QoS IP ToS
CoS CoS IPToS
1 1 8
DSCP 64 8 CoS
14-2 2 Ethertype 2
IEEE 802.1Q IEEE 802.1Q
14-2 CoS IEEE 802.1p
6 SWET FLX
IEEE 802.1p 6 EETXTT7 FLR
BEv k) 2 547 =8100
< yp——
cos | CFi 2 2 HIEEER
2 24T/ RE
VLAN ID )
B MAC ¥—%
|EEE 802.1Q 2 4 N T
Q PAD .
4 FCS 3
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H v QoS

ML QoS

ML QoS
IP precedence [P DSCP

ML QoS

14-3 ML QoS

VLAN CoS
Resilient Packet Ring RPR; -CoS

QoS 14-3

AAD QoS 7o ay

HAD QoS 7o av

S48 Ry é
E Kt 27

24 Fa—qrie
Rira— vy

fmm

96498

ML

Peak Information Rate;

Committed Information Rate CIR; PIR

IEEE 802.1p CoS RPR-CoS ML
IEEE 802.1p
QinQ
QoS QoS
SLA
ML
ML Weighted Deficit Round Robin WDRR
ML
QoS

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML Qos H
AND OR
254
CLI  class-map
RPR RPR-Co0S
CIR 1 CIR
CIR
14-4
Burstable Committed BC;
1
2 PIR PIR 2
PIR
BP PIR BP
2
CIR CIR
PIR PIR CIR
14-4

Y Y VY Y \ A
BYx—%x29
DE Ev bDE&
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ML QoS

CoS 2l

police 96000 conform-action drop exceed-action drop

ML
3
CoS 1
SLA
QoS
police
Q
RPR-CoS
Q QinQ
Q
CoS
ML
12 MB
6 MB
Low Latency Queue LLQ;
LLQ
LLQ
ML
CoS

RPR

RPR

ML

400

6 MB

Q
Q
RPR
Q Q
Q
CoS
RPR Discard Eligible DE;
DE CoS
ML

Packet-over-SONET/SDH POS

1500
30 50%
100%
LLQ
ML 4000
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WDRR DRR

14-5 ML

14-5

WDRR

QoS

ML

Deficit Round Robin

Qos N

DRR

WDRR

(2HESa—LyoyIz
BEET SR FEDT=HIZ
lPriority] A< > KT
EYyLTohd¥a—

l I
f LLQ

[ ]

RTa—)LY) oYz
BEd 55ED=oHIZ
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=i
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[
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N M QoS
LLQ LLQ 100%
LLQ
LLQ
DE DE
RPR-CoS DE RPR
CoS IEEE 802.1p DE
DE
L2
ML
2 3
ML Bridge Protocol Data Unit BPDU;
2 BPDU
2 CoS IEEE 802.1p ML
IEEE 802.1p
CoS
QoS CoS
IEEE 802.1p CoS
QinQ
Q
2 QoS
IEEE 802.1p CoS
CoS
MQC set-cos IEEE 802.1Q
set-cos
IEEE 802.1Q QinQ
set-cos IEEE 802.1Q
QinQ set-cos
SP 1
set-cos
IEEE 802.1Q 0
set-cos
set-cos
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1
set-cos-transmit exceed-action set-cos-transmit
[class-default]

ML Qos N

police 96000 conform-action

p.14-6
QinQ
VLAN IEEE 802.1Q SP UNI
VLAN Sp QinQ
IEEE 802.1Q
QinQ Sp VLAN 1 VLAN
QinQ VLAN ID
VLAN ID SP
QinQ VLAN VLAN
VLAN SP
QinQ QinQ IP
IEEE 802.1Q
ML QinQ IEEE 802.1Q QinQ UNI
CoS IP precedence IP DSCP
SP IP precedence IP DSCP CoS CoS
QinQ QoS SP IEEE 802.1p
ML
CoS IP precedence DSCP QinQ
14-6 ML QinQ
14-6 QinQ
6 FEET FLR
6 EEXTT FLR SPCoS Ew +
2 547 =8100 BEv k)
Iiiszi 8‘32I;1)p 2 2 J I EER CoS CFI
2 24 7 =8100
< —— VLAN ID
CoS CFI 2 2 JHIEER i
2 84 TIES P57
VLAN ID o QnQ 24
o —
HABT—VLAN & 5 - MAC 7—%
IEEE 802.1Q % %' !
oY PAD
4 FCS 2
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ML QoS
ML QinQ IEEE 802.1Q
QinQ CoS CoS
SP QinQ
QoS
QoS
)
ML QoS
S
ML
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RPR QoS H

RPR QoS
RPR VLAN RPR
RPR QoS ML SLA
IEEE 802.1Q VLAN CoS RPR CoS
RPR IEEE 802.1Q VLAN CoS
set-cos action CoS RPR
. VLAN VLAN
RPR CoS
o CoS O
e CoS CoS
IP IP precedence CoS
. set-cos
o set-cos
RPR CoS DE RPR
DE
ML RPR POS RPR
POS 2 CoS
Cisco Metro Ethernet Solution  CoS QoS
ML RPR QoS
2 CoS DSCP ML
RPR DSCP
DSCP
DSCP RPR
3 CoS VLAN CoS
RPR match cos
DSCP RPR CoS
RPR CoS 8
9 class-default 2
14-1 DSCP
Voice Call-Sig 9 8
match cos 0 VLAN
CoS 0 match cos 0
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[ | RPR QoS

14-1 DSCP

class-map match-any Bulk-Data
match ip dscp afll
match cos 3
class-map match-any Crit-Data
match ip dscp af2l af31l
match cos 7
class-map match-any Net-Management
match ip dscp cs2
match cos 2
class-map match-any Video
match ip dscp cs4 af4l
match cos 4
class-map match-any Voice
description Includes Voice and Call Signalling
match ip dscp ef
match ip dscp cs3
match cos 5
class-map match-any Routing
match ip dscp csé6
match cos 6
class-map match-any Scavenger
match ip dscp csl
match cos 1
policy-map MAN-QoS-DSCP
class Voice
priority percent 4
set cos 5
class Bulk-Data
bandwidth percent 20
set cos 3
class Crit-Data
bandwidth percent 20
set cos 7
class Net-Management
bandwidth percent 2
set cos 2
class Video
bandwidth percent 5
set cos 4
class Routing
bandwidth percent 2
set cos 6
class Scavenger
bandwidth percent 1
set cos 1
class class-default
bandwidth percent 45
set cos 0
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QoS
QoS
MQC ML QoS
ML MQC
QoS
] p.14-13
. p.14-14
. p.14-18
¢ CoS QoS p.14-18
QoS QoS p.14-20
class-map
class-map
class-map [match-any | match-all] class-map-name
no class-map [match-any | match-all] class-map-name
match-all match-any
class-map match-all
class-map match-any
1
match-all  match-any
class-map match-all
class-map
14-1  match
14-1
Router (config)# class-map class-map-name
40 match-all  match-any
class-map
match-all match-any
Router (config)# class-map match-all
class-map-name
Router (config)# class-map match-any
class-map-name 1
Router (config-cmap) # match any
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W Qos

14-1

Router (config-cmap)# match bridge-group
bridge-group-number

Router (config-cmap) # match cos cos-number CoS

CoS

Router (config-cmap)# match input-interface
interface-name

RPR Shared Packet Ring SPR;
SPR1 ML
SPR
17 RPR
INPUT input-interface
Router (config-cmap) # match ip dscp DSCP
ip-dscp-value 0 63
Router (config-cmap)# match ip precedence IP precedence
ip-precedence-value
policy-map
class-map
1 QoS class
class
QoS
class
match-any
14-2 14-3
QoS
14-2

policy-map policy-name
no policy-map policy-name
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QoS
14-3
class class-map-name
no class class-map-name
14-2
14-2
Router (config)# policy-map policy-name
40
Router (config-pmap)# class class-map-name
class-map
Router (config-pmap)# class class-default
Router (config-pmap-c)# bandwidth
{bandwidth-kbps | percent percent} Kbps /
ML
e Kbps
. 1 100
1
%
N
bandwidth
2
N
Kbps Mbps
ML
show interface
BW 100000
cos priority-mcast
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W Qos

14-2

Router (config-pmap-c)# police cir-rate-bps
normal-burst-byte [max-burst-byte] [pir
pir-rate-bps] [conform-action
{set-cos-transmit | transmit | drop}]
[exceed-action {set-cos-transmit | drop}]
[violate-action {set-cos-transmit | drop}]

cir-rate-bps bps / CIR
96000 800000000

normal-burst-byte CIR
8000 64000

maximum-burst-byte PIR
8000 64000

pir-rate-bps PIR bps
96000 800000000

CoS

set-cos-transmit : CoS
drop :
pir

set-cos-transmit : CoS
drop :
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QoS ||
14-2
Router (config-pmap-c)# priority kbps
Kbps
S
priority
S
100% CIR
S
Kbps Mbps
ML
show interface
BW 100000
CO0s priority-mcast
Router (config-pmap-c)# set cos cos-value CoS
0o 7
VLAN CoS QinQ
VLAN
VLAN
set-cos
CoS
set-cos
IEEE 802.1p CoS
RPR ML
RPR CoS
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W Qos
service-policy
1
no
service-policy

service-policy {input | output} policy-map-name

no service-policy {input | output} policy-map-name
1 Router(config)# interface interface-id

POS
N
SPR
Bridge Group Virtual Interface
BVI;
2 Router(config-if)# service-policy output
policy-map-name
3 Router(config-if)# service-policy input
policy-map-name
CoS QoS
cos commit cos-value ML
QoS per-customer-queue
CoS
CoS QoS 14-3 1 cos commit cos-value
14-3 CoS Commit
Router (config)# cos-commit cos-value CIR cos-value CoS

DE CoS
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QoS

QoS

ML QoS show

EXEC 14-4
14-4 QoS

14-4 QoS

Router# show class-map name

Router# show policy-map

Router# show policy-map name

Router# show policy-map interface interface

14-4 QoS

14-4 QoS

Router# show class-map
Class Map match-any class-default (id 0)
Match any
Class Map match-all policer (id 2)
Match ip precedence 0

Router# show policy-map
Policy Map police_f0
class policer
police 1000000 10000 conform-action transmit exceed-action drop

Router# show policy-map interface
FastEthernetO
service-policy input: police_f0
class-map: policer (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
match: ip precedence 0
class-map: class-default (match-any)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
match: any
0 packets, 0 bytes
5 minute rate 0 bps
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14 QoS I
H Qos
QoS
[ ]
[ ]
e class-map match-any class-map match-all
e match sprl
e ML VolIP
e ML
e ML CoS QoS
14-5 fastethernetO classl
14-5
Router (config)# class-map classl
Router (config-cmap) # match input-interface fastethernet0
14-6 IP precedence 5 6 7 class2
14-6 IP precedence
Router (config)# class-map match-any class2
Router (config-cmap) # match ip precedence 5 6 7
S
567 class-map class-map
match-all match-any match-any class-map

match cos match ip precedence

match ip dscp

14-7 1

14-7

Router (config)# class-map class3
Router (config-cmap) # match bridge-group 1

class3

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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QoS | |

14-8 policyl
2 classl class2

p.14-13

14-8

Router (config)# policy-map policyl
Router (config-pmap) # class class-default
Router (config-pmap-c)# bandwidth 1000
Router (config-pmap) # exit

Router (config-pmap) # class classl
Router (config-pmap-c)# bandwidth 3000
Router (config-pmap) # exit

Router (config-pmap) # class class2
Router (config-pmap-c)# bandwidth 2000
Router (config-pmap) # exit

class-map match-any class-map match-all

class-map match-any class-map match-all
match-any match-all

match-all 1 match-any

14-9 class-map match-all

14-9 class-map match-all

Router (config)# class-map match-all ciscol
Router (config-cmap)# match cos 1
Router (config-cmap) # match bridge-group 10

ciscol
cos 1 bridge-group 10
ciscol

cisco2
cos 1
cos 1 cisco2
cos 1 bridge-group 10

cisco2

class-map match-all
AND cos 1 AND
bridge-group 10 class-map match-any

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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14 QoS

W Qos

match spri

ML

1
OR cos 1 OR bridge-group 10 OR ip dscp 5

14-10 class-map match-any

14-10 class-map match-any

Router (config)# class-map match-any cisco2
Router (config-cmap) # match cos 1

Router (config-cmap) # match bridge-group 10
Router (config-cmap)# match ip dscp 5

14-11 class-map SPR match input-interface CLI

14-11 class-map SPR

Router (config)# class-map sprl-cosl
Router (config-cmap) # match input-interface sprl
Router (config-cmap) # match cos 1
Router (config-cmap)# end
Router# sh class-map sprl-cosl
Class Map match-all sprl-cosl (id 3)
Match input-interface SPR1
Match cos 1

VolP

14-7 VolIP ML QoS 14-12

14-7 ML VolP

M400T-12 #{ Z 1=
ONS 15454
JL—4 A
J7—R bk 4A—=9Ry kO

VolP |~574\y’]\ POS 0

SONET/SDH
REAF—5 F5T190 m\ STS-1 E#&

BERBICMLYY—X A—FIE, IRXTOVoIP T—42 +S5 7499 %
NELTHD, ABET—F b3 74090 &0NET S,

83181
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ML

14-12 ML VolP

Router (config)# class-map match-all voip

Router (config-cmap) # match ip precedence 5

Router (config-cmap) # exit

Router (config)# class-map match-any default

Router (config-cmap) # match any

Router (config-cmap) # exit

Router (config)# policy-map pos0

Router (config-pmap) # class default

Router (config-pmap-c)# bandwidth 1000

Router (config-pmap-c)# class voip

Router (config-pmap-c)# priority 1000

Router (config-pmap-c)# interface FastEthernet0
Router (config-if)# ip address 1.1.1.1 255.255.255.0
Router (config-if)# interface POSO

Router (config-if)# ip address 2.1.1.1 255.255.255.0
Router (config-if)# service-policy output pos0
Router (config-if)# crc 32

Router (config-if)# no cdp enable

#

)
)
)
)
)
Router (config-if)# pos flag c2 1

14-8 ML 0 1,000,000 bps

14-8 ML

ML100T-12 {5 Z 1=
ONS 15454

JL—43 a
T7—A K 4A—HYHRy b+ Oe POS 0

7

T7—A bk 4=y F0DRYHY—TIL, IPToS EMN 0 ICEHES T
1,000,000 bps D +5 7 1 v Y EFHE T %, IPToS {EA O [CERE SN T=
BB Ty IEEEZESND,

SONET/SDH

83182

14-13 ML

Router (config)# class-map match-all policer
Router (config-cmap) # match ip precedence 0
Router (config-cmap) # exit

Router (config)# policy-map police_£0

Router (config-pmap)# class policer

QoS

IP precedence
14-13

Router (config-pmap-c)# police 1000000 10000 conform-action transmit exceed-action drop

Router (config-pmap-c)# interface FastEthernet0
Router (config-if)# service-policy input police_f£f0
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14 QoS

H Qos
ML CoS QoS

14-9 ML CoS QoS

CoS ML RPR ML
POS point-to-point  p2p; SONET
ML A ML C
ML B
RPR 17 RPR
149 ML CoS

MLY1)—X H—FKB

ML Y—X 3 ML &Y —X
H—FA POS0/ #—KC
HABZ— HAST—

TR KAk TR RAU b

96501

— — — =CTC TR En = STS EF

14-14 14-9 ML A

14-14 ML A
ML_Series_A(config)# cos commit 2
ML_Series_A(config)# policy-map Fast5_in
ML_Series_A(config-pmap)# class class-default

ML_Series_A(config-pmap-c)# police 5000 8000 8000 pir 10000 conform-action
set-cos-transmit 2 exceed-action set-cos-transmit 1 violate-action drop

14-15 14-9 ML B

14-15 ML B

ML_Series_B(config)# cos commit 2

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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14-16 14-9

14-16 ML

QoS

ML C

Cc

ML_Series_B(config)# cos commit 2

ML_Series_B(config)# policy-map Fast5_in

ML_Series_B(config-pmap)# class class-default

ML_Series_B(config-pmap-c)# police 5000 8000 8000 pir 10000 conform-action
set-cos-transmit 2 exceed-action set-cos-transmit 1 violate-action drop

QoS

ML QoS
2
ML
CoS
CoS CoS
CoS
2 dotlq
CoS dotlq dotlq
CoS CoS
VLAN VLAN
CoS CoS CoS
cos priority-mcast CoS
SP SP SP
CoS ML
CoS ML
VolP
N
RPR
RPR
0 POS
1 POS 1
0
POS 0 POS 1
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14 Qos |

| QoS
S
QoS
2 MAC
MAC
ML QoS
10%
10%
match-any
10%
QoS
QoS
ML POS
ML
. QoS 2
e ML 2
e ML QoS QoS
Cisco I0S MQC
* priority-mcast cos priority-mcast ML1000-2
1000 Mbps
Gigabit EtherChannel
GEC STS-24c ML1000-2 1000 Mbps
2000 Mbps
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QoS ||
QoS
14-5 cos
priority-mcast
14-5 CoS
Router (config)# [no] cos priority-mcast CoS
cos-value {bandwidth-kbps | mbps
bandwidth-mbps | percent percent}
cos-value
CoS CoS
CoS 0o 7
Kbps Mbps
ML
e Kbps
e Mbps
. 1 100
cos-value
cos-value
2
no
N
Kbps Mbps
ML show
interface
BW 100000

Cos priority-mcast

priority-mcast

priority-mcast
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14 Qos |

W cos

CoS

CoS ML
CoS CoS
IP Multiprotocol
Label Switching MPLS;
CoS
VLAN POS
POS
RPR SPR SPR
POS EtherChannel BVI
14-6
14-6 ML
/ /
POS
VLAN |POS
1
1.
CoS CISCO-PORT-QOS MIB
Cisco I0OS  CLI SNMP
CTC
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CoS ||
CoS
S
CoS ML
S
IEEE 802.1Q QinQ CoS
CoS
CoS CoS
p.3-13
CoS
14-7
14-7 CoS
Router (config-if)# cos accounting CoS
no
ML CoS show
EXEC 14-8
14-8 CoS
Router# show interface type number cos CoS
Router# show interface type
number.subinterface-number cos
CoS
POS

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

| 78-17736-02-J



14

QoS |

W cos

14-17

14-17 CoS

Router# show interface gigabitethernet 0.5 cos

GigabitEthernet0.5
Stats by Internal-Cos
Input: Packets
Cos 0: 31
Cos
Cos
Cos
Cos
Cos
Cos
Cos
Output:
Cos
Cos
Cos

N oUW N

Packets
1234567890
31

0
1
2
Cos 3:
Cos 4:
Cos 5
Cos 6: 10
7

Cos

Bytes
2000

400

Bytes
1234567890
2000

640

Router# show interface gigabitethernet 0 cos

GigabitEthernet0

Stats by Internal-Cos

Input: Packets
Cos 0: 123
Cos
Cos
Cos
Cos
Cos
Cos
Cos

Output:
Cos

~N oUW N

Packets
0: 1234567890
Cos 1: 3
Cos 2:
Cos 3:
Cos 4:
Cos 5:
Cos 6:
Cos 7
Output:
Cos
Cos
Cos

1

Drop-pkts
1234567890

0:
1:
2:
Cos 3:
Cos 4:
5: 1
6: 10

7

Cos
Cos
Cos

Bytes
3564

211

Bytes
1234567890
200

64

Drop-bytes
1234567890

64
640

Router# show interface pos0 cos

POSO
Stats by Internal-Cos
Output: Drop-pkts
Cos 12
Cos 31
Cos
Cos
Cos
Cos

[
o

Cos
Cos

<N oUW N RO

Drop-bytes
1234
2000

640
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IP SLA ||
Cisco IP SLA Cisco Service Assurance Agent IP
Cisco 10S IP SLA SP SLA
SLA IP
IP SLA
SLA
CLlI
SNMP MIB IP UDP TCP
ToS DSCP IP Virtual Private Network
VPN; Routing/Forwarding instance VRF; VPN
/ URL Web IP
IP SLA 2
IP SLA
IPSLA IP SLA
IPSLA UDP
IPSLA  SNMP CiscoWorks2000 CiscoWorks Blue Internetwork
Performance Monitor IPM Network Management System NMS;
IP SLA NetView
System Network Architecture SNA Network Management Vector
Transport NMVT
IP SLA http://www.cisco.com/warp/public/732/Tech/nmp/ipsla Cisco
I0S IP Service Level Agreements Cisco IP SLA
URL  Cisco I0S Configuration Fundamentals Configuration Guide, Release
12.2 Network Monitoring Using Cisco Service Assurance Agent
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_chapter09186a008
030c773.html
ML IP SLA
ML IP SLA Cisco 10S Cisco 10S Release 12.2S
IP SLA Cisco 10S CLI
SNMP rttMon MIB IPSLA 12.2(S)
ML IP SLA
ML Cisco 10S 12.2S IP SLA
IP SLA Cisco I0S CLI Cisco 10S
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14 QoS |
H PSLA
e CoS CoS
ONS 15454 ONS 15454 SDH ONS 15310-CL CPU
CoS ONS
. RPR IP SLA
e ML TCC2/TCC2P NTP
ML TCC2/TCC2P
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SDM

ML Switching Database Manager SDM,;
e SDM p.15-2
e SDM p.15-2
e SDM p.15-3
e SDM p.15-4
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15 SDM I
H sbm
ML Ternary CAM  TCAM
TCAM TCAM
SDM TCAM
SDM
SDM
TCAM
TCAM
SDM
SDM
o — IP
. — 3
Quality Of Service
1
15-1
15-1

IP Adjacency 64 300

IP Prefix 64 300

QoS Classifiers 64 300

IP VRF Prefix 64 300

IP Multicast 64 300

MAC Addr 64 8192

Access List 64 300
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SDM ||
SDM Access Control List ACL,;
ML-100T-8
SDM
SDM
1 ML_Series(config)# sdm size region-name SDM
number-of-entries
2 ML_Series(config)# end
15-1
15-1  IP-Prefix 2K
ML_Series # configure terminal
ML_Series(config)# sdm size ip-prefix 200
ML_Series(config)# end
TCAM ACL
ACL 300 64 15-2 sdm
access-list ACL
15-2 ACL TCAM

sdm access-list number-entries

15-2

152 TCAM ACL

ML_Series# configure terminal
ML_Series(config)# sdm access-1list 100
ML_Series(config)# end
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SDM |

H sbom

SDM

TCAM
show sdm size

ML_Series # show sdm size

Active Switching Database Region Maximum
IP Adjacency : 300 64-bit
IP Prefix : 300 64-bit
QoS Classifiers : 300 64-bit
IP VRF Prefix : 300 64-bit
IP Multicast : 300 64-bit
MAC Addr : 8192 64-bit
Access List : 300 64-bit

Sizes

entries
entries
entries
entries
entries
entries
entries

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



ACL

ML Access Control List ACL;
e ACL p.16-2
e ML ACL p.16-2
e ACLTCAM p.16-6

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
| 78-17736-02-J .m



16 ACL |

H ACL
ACL ML
ACL
ACL
ACL
1 1
ACL 1
ACL ML
ML
ACL deny all traffic
ACL ACL ML
. ACL ML CPU
ACL Internet Group Membership Protocol
[IGMP]
. ACL ML
ACL
ACL ip access-group
ACL ML
e ACL
. ACL ACL ML
. ML
e ACL CPU
. IP ACL
ACL
IP ACL
IP ACL
. IP ACL
. IP ACL
. ACL
N
ACL
deny ACL IP
ACL 0.0.0.0
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ML ACL | |
ACL ACL
ACL p.16-5
IP ACL
IP ACL
IP ACL ACL IP ACL 1
ACL
ACL
U ACL ACL
. ACL IP ACL p.16-4
IP
e TCAM ACL
e ACL
e ACL
e 8 TCAM ML TCAM 1
ACL
e IPACL QinQ IP ACL
QinQ IP
IP ACL
IP ACL IP ACL IP ACL
. IP ACL p.16-4
. IP ACL p.16-4
. IP ACL p.16-5
. ACL p.16-5
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16 ACL

H v ACL
IP ACL
16-1 IP ACL IPACL
16-1 IP ACL

Router (config) # access-1list
access-1list-number
{deny | permit} source [source-wildcard]

IP ACL

Router (config) # access-1list
access-list-number {deny | permit}
any

0.0.0.0 255.255.255.255
IP ACL

Router (config) # access-list
extended-access-1ist-number {deny |
permit} protocol source source-wildcard
destination destination-wildcard
[precedence precedence] [tos tos]

IP ACL

Router (config) # access-list
extended-access-1ist-number {deny |
permit} protocol any any

0.0.0.0 255.255.255.255
0.0.0.0 255.255.255.255

IP ACL

Router (config) # access-list
extended-access-1ist-number {deny
permit} protocol host source host
destination

source 0.0.0.0
destination 0.0.0.0

IP ACL

IP ACL
IP ACL

1 Router(config)# ip access-list standard name IP ACL
2 Router(config-std-nacl)# deny {source
[source-wildcard] | any} 1
permit {source [source-wildcard] | any}

3 Router(config)# exit
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ACL

IP ACL

IP ACL

ML ACL

Router (config)# ip access-list extended name

IP ACL

Router (config-ext-nacl)# {deny | permit}
protocol source source-wildcard destination
destination-wildcard [precedence precedence]
[tos tos]

{deny | permit} protocol any any

{deny | permit} protocol host source host
destination

0.0.0.0 255.255.255.255
0.0.0.0 255.255.255.255

IP ACL

source 0.0.0.0

destination 0.0.0.0
IP ACL

ACL

ACL ACL 1

IP ACL

16-2

N

ACL

ACL
ACL 1

ML

Bridge Group Virtual Interface BVI,
IP ACL BVI
IP

16-2 ACL

ip access-group {access-list-number |
name} {in | out}
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16 ACL

H ACLTCAM

ACL TCAM

TCAM sdm access-list ACL TCAM
TCAM ACL p.15-3 16-1 ACL

N

ACL TCAM IP IP L2 TCAM

TCAM

Warning:Programming TCAM entries failed
Please remove last ACL command to re-activate ACL operation.

I<ACL number or name> <IP or IPX> <INPUT_ACL or OUTPUT_ACL> from TCAM group for

l<interface>
Please see the documentation to see if TCAM space can be

increased on this platform to alleviate the problem.

16-1 ACL

Router# show ip access-lists 1
Standard IP access list 1
permit 192.168.1.1
permit 192.168.1.2

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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o LFP

RPR
RPR
RPR
RPR
RPR
RPR LFP
p.17-33
RPR
RPR
RPR

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

RPR

RPR Resilient Packet Ring;
RPR Link Fault Propagation LFP;

p.17-2
p.17-7
p.17-20
ML p.17-21
ML p.17-26
p.17-31
p.17-35
p.17-35
p.17-38
p.17-40
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17 RPR |

| RPR
RPR 2 MAC
RPR SONET/SDH
ML 1
Shared Packet Ring SPR; RPR
IEEE 802.1D Spanning Tree Protocol STP;
IEEE 802.1W Rapid Spanning Tree Protocol RSTP; SONET/SDH
7.2 ML RPR IEEE
802.17b RPR RPR-IEEE RPR
RPR |IEEE 802.17b RPR  RPR-IEEE
RPR IEEE 802.17b RPR 26 IEEE 802.17b RPR
SONET/SDH
SPR ML point-to-point  p2p; STS/ISTM
p2p STS/ISTM ONS
ONS SONET/SDH
SONET/SDH RPR
SONET/SDH
RPR
STP  RSTP
ML RPR SPR ML
ML
ML
SONET/SDH
ML
2
3 RPR 1
RPR ML
3 17-1
ML SONET/SDH
Packet-over-SONET/SDH POS
ML
RPR
RPR
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RPR

17-1 RPR
X

AbYvEDY

~

m ML ¥ 1)—X RPR m

=
L

90649

INA R JL—
RPR
SONET/SDH
ML
50
RPR SONET/SDH
STP  RSTP
ML RPR
STP  RSTP RPR
ML
spr wrap immediate 50
spr wrap delay POS
CLI pos trigger delay <msec>
VCAT Cico 10S CLI pos vcat defect delayed
RPR  SONET/SDH
2 RPR 1
SONET 17-2
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17 RPR |

| RPR
17-2 RPR
T7A41N Ak
me ML >')—X RPR m@
oy sv7
RPR ML
SONET/SDH ML
AIS POS
Y
ML
DRPRI ML
ML
50
Y
SPR POS
ML
Y
ML POS POS RPR
ONS 15454 STS PDI-P
PDI-P Remote Defection Indication - Path
RDI-P; —
Generic Framing Procedure Loss of Frame Delineation GFP-LFD GFP Client Signal Fail GFP-CSF
Virtual Concatenation Loss of Multiframe VCAT-LOM Virtual Concatenation Loss of Sequence
VCAT-SQM ML POS PDI-P
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| 17 RPR

RPR | |
RPR
ML RPR RPR High-Level Data Link
Control HDLC; GFP-F
RPR
SONET/SDH SONET/SDH
RPR ML 17-3
RPR
17-3 ML RPR
VAT SN VA G SR VAT G - IVA ¢ g 68 ~ 1522 /A b+ 2~4 N4 131 +
’737“| BN | il 4D |7°|:| |~:|;|,| RPR R4 O—K | CRC | 757‘“
OX7E  OXOF 0x00 0x0042 T T Ox7F
484 + 484 + 60 ~ 1514 /81 +
(RPR7 KL | RPR#I® | 4—H%y b R4O—F |

T T

714 b 1L 6/81F6/84 Kk 6/814F 46 ~1500/34 k 4/34 b
’7")7‘/7“)b| SFD I DA I SA I-Eé/’;'l*(?ol F—%/Pad l FCS ‘

134984

RPR 4
RPR QoS Quality Of Service 4 17-4
RPR 17-1
17-4 RPR

151413121110 9876543210

7B taJL (RPRVY)

5a5% 1D R

ART—v3Yy

(25T ID JEET

AT—v3Yy

PRI |W|B E D TTL
Sy R|D|D
RSVD|4 4 7

25—vay [VIws 2

RqO—E

A—HFRy b TL—L)

134982
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17

RPR

[ | RPR
17-1  RPR
8 RPR ML
MAC
Multicast DA-MAC  0xff  Unknown DA-MAC  0x00 2
well-known
8 RPR ML
MAC
PRI 3 Class of Service CoS;
RPR
DE 1 Discard Eligible DE;
TTL 9 Time To Live TTL;
MAC VLAN
RPR ML MACID ML
MAC ML
MAC ID
RPR MAC
STP RSTP VLAN POS
RPR VLAN LAN
RPR VLAN VLAN
SPR
ML VLAN/ 255
ML MAC
RPR
RPR QoS
ML RPR Service Level Agreement SLA;
ML QoS
ML QoS
ML SONET/SDH
RPR QoS QoS
RPR QoS
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CTM RPR

Cisco Transport Manager CTM

Element Management System EMS;

RPR
User Guide

RPR | |

NMS Network Management System;

CT™M ML
Cisco Transport Manager

URL

http://www.cisco.com/en/US/products/sw/opticsw/ps2204/products_user_guide_list.html

ML RPR Cisco Transport Controller CTC
Cisco 10S CTC Graphical User Interface GUI,
RPR p2p SONET/SDH
ONS Cisco 10S ML
RPR
RPR
1. ML p2p STS/STM p.17-8 CTC TL1
2. RPR CTC p.17-8 CTC TL1
ML RPR SPR p.17-12
Cisco 10S
4. ML POS SPR p.17-14 Cisco 10S
SPR
p.17-16  Cisco 10S
6. RPR p.17-19 Cisco
I0S
RPR SPR ML1000-2
Redundant Interconnect RI ML1000-2
RI ML ML SPR
S

Transaction Language One TL1 CTC SONET/SDH p2p
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17 RPR |

| RPR
ML p2p STS/STM
ML p2p STS/STM ONS 15454 SONET/SDH
CTC
RPR CTC
RPR CTC
e Circuit Routing Preferences Fully Protected Path CTC Circuit
Creation Wizard Fully Protected Path
SONET/SDH RPR
SPR 2
e Circuit Routing Preferences Using Required Nodes and Spans
Circuit Routing Preferences
STS/ISTM STS/ISTM
ML 2
ML 1
Circuit Routing Preference
e ML STS/ISTM
. SONET/SDH
SONET/SDH 0 1
1 0
0 1
ML
SPR
CTC Cisco ONS 15454 Procedure Guide Create Circuits and VT
Tunnels Cisco ONS 15454 SDH Procedure Guide Create Circuits and Tunnels
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RPR | |

RPR CTC
175 3 RPR

17-5 3 RPR

SPRRAT—321ID1

SPRRF—>31ID3 m

— — — =CTC THefi&h - STS [E#R

17-5 3 RPR RPR
RPR
SONET/SDH
CTC 3
. 1 POS 0 2 POS 1
o 2 POS 0 3 POS 1
. 3 POS 0 1 POS 1
1 CTC 1 RPR ML CTC
17-6
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[ | RPR

17-6 ML CTC
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2 Circuits > Create

Circuit Creation

17-7 CTC Circuit Creation

& Circuit Creation
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RPR
3 Circuit Type STS
4 Next
Circuit Attributes
5 Name
6 Size State
7 SD SD 1E-6 1E-6 1E-9
a. SD 1E-6 8
b. SD 1E-6 1E-6
Y
SD CTC
8 Next
Source
9 Node
10 Slot ML Port
POS
11 Next
Destination
12 Node
13 Slot ML Port
POS
14 Next
Circuit Routing Preferences
15 Fully Protected Path
16 Next

Circuit Constraints for Automatic Routing

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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POS

| RPR
17 1 Next
Route Review/Edit
18 Finish
Y
TPTFAIL CTC POS ML
POS SPR p.17-14
19 2 2 POSO 3 POS1 1 18
1 2 2 3
20 3 3 POSoO 1 POS1 1 18
1 3 2 1
3 POS STS
17-5
21 CTC
ML RPR SPR
ML RPR Cisco IOS CLI
SPR SPR
RPR 1 ML MAC 1
SPR SPR
Cisco 10S
SPR EtherChannel
channel-group spr-intf-1D
POS SPR
SPR
SPR
ML POS SPR
POS SONET/SDH
POS SPR
RPR SONET/SDH

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RPR ||
SPR 1 ML SPR
STS/STM ML SPR ML SPR
ML
SPR ML
VLAN RPR
S
ML RPR LEX
Cisco ONS CISCO-EOS-LEX
RPR RPR ML
RPR
1 Router(config)# bridge irb Cisco I0S 1 ML
2 Router(config)# interface spr 1 ML SPR
SPR
SPR 1
3 Router(config-if)# spr station-id 1D
station-ID-number SPR
ID 1
254
4 Router(config-if)# spr wrap {immediate RPR SONET/SDH
| delayed}
200
SONET/SDH
RPR SONET/SDH
immediate
BLSR UPSR Multiplex
Section-Shared Protection Ring MS-SPRing SNCP
delayed
immediate

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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[ | RPR

5 Router(config-if)# carrier-delay msec

milliseconds 200 SONET/SDH
~
SPR POS
ML
6 Router(config-if)# spr load-balance RPR
{auto | port-based} port-based
POS 0
POS 1
auto IP
MAC
no MAC
Router (config-if)# end EXEC
Router# copy running-config NVRAM RAM
startup-config
ML POS SPR
SPR 3
SPR POS
SPR SPR
POS
RPR POS LEX
RPR POS 0 POS 1 LEX
ML 2 POS SPR
LEX ML POS SPR

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |
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RPR

1 Router(config)# interface pos 0

SPR 1 POS
2 Router(config-if)# encapsulation lex POS LEX
ML
RPR LEX

3 Router(config-if)# spr-intf-id POS SPR

shared-packet-ring-number 1

SPR

4 Router(config-if)# carrier-delay msec

milliseconds 200 SONET/SDH

v

msec

5 Router(config-if)# pos trigger defect

SONET/SDH Bit Error Rate BER;

ber_sd-b3
POS
POS
RPR
SONET/SDH
RPR
RPR POS
N
Cisco ONS 15310
RPR
Router (config-if) # no shutdown POS
Router (config-if)# interface pos 1
SPR 2 POS
8 Router(config-if)# encapsulation lex POS LEX
ML
RPR LEX
9 Router(config-if)# spr-intf-id POS SPR
shared-packet-ring-number 1
3
SPR
10 Router (config-if)# carrier-delay msec
milliseconds 200 SONET/SDH

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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[ | RPR

11 Router (config-if)# pos trigger defect

SONET/SDH BER

ber_sd-b3 POS
POS
SONET/SDH
RPR POS

12 Router (config-if)# no shutdown POS

13 Router (config-if)# end EXEC

14 Router# copy running-config NVRAM

startup-config
SPR
ML
RPR Cisco Catalyst 6500  Cisco Catalyst 7600
2 VLAN 1
ML VLAN 1
ML RPR
ML
RPR
RPR
SPR
17-8 RPR ML
17-8 RPR

Ty -7

ML 1)—X H—F

SPR (RPR)
A58

74 R
‘ POS 1

134983
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RPR
RPR 2
STP/RSTP
1 Router(config)# interface type number
Router (config-if)# no shutdown
Router (config-if)# bridge-group
bridge-group-number
STP
RSTP spanning-disabled
RPR
4 Router(config)# interface spril SPR
5 Router(config-subif)# bridge-group SPR
bridge-group-number
RPR Cisco I0S
17-5 RPR Cisco I10S Cisco 10S
17-1 17-2 17-3 ML POS CTC

SONET/SDH

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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[ | RPR

17-1  SPR ID1

ML-Series# show run
bridge irb

interface SPR1

no ip address

no keepalive

spr station-id 1

bridge-group 10

bridge-group 10 spanning-disabled
hold-queue 150 in

interface GigabitEthernetO

no ip address

bridge-group 10

bridge-group 10 spanning-disabled

interface GigabitEthernetl
no ip address
shutdown

interface POSO

no ip address
carrier-delay msec 0
spr-intf-id 1

crc 32

interface POS1

no ip address
carrier-delay msec 0
spr-intf-id 1

crc 32

!

17-2 SPR ID 2

ML-Series# show run
bridge irb

interface SPR1

no ip address

no keepalive

spr station-id 2

bridge-group 10

bridge-group 10 spanning-disabled

interface GigabitEthernetO

no ip address

bridge-group 10

bridge-group 10 spanning-disabled

interface GigabitEthernetl
no ip address
shutdown

interface POSO
no ip address
shutdown
spr-intf-id 1
crc 32

interface POS1
no ip address

spr-intf-id 1

crc 32

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |
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17-3 SPR ID3

ML-Series# show run
bridge irb

interface SPR1

no ip address

no keepalive

spr station-id 3

bridge-group 10

bridge-group 10 spanning-disabled
hold-queue 150 in

interface GigabitEthernetO

no ip address

bridge-group 10

bridge-group 10 spanning-disabled

interface GigabitEthernetl
no ip address
shutdown

interface POSO
no ip address
spr-intf-id 1
crc 32

interface POS1
no ip address
spr-intf-id 1
crc 32

!

RPR

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RPR |

[ | RPR

RPR

RPR show interface spr 1 17-4

sprl 17-5

17-4 show interface spr 1
ML-Series# show interfaces spr 1

SPR1 is up, line protocol is up

RPR

Hardware is POS-SPR, address is 0005.9a39.77f8 (bia 0000.0000.0000)

MTU 1500 bytes, BW 290304 Kbit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation: Cisco-EoS-LEX, loopback not set
Keepalive not set

DTR is pulsed for 27482 seconds on reset, Restart-Delay is 65 secs

ARP type: ARPA, ARP Timeout 04:00:00
No. of active members in this SPR interface
Member 0 : POS1
Member 1 : POSO

2

Last input 00:00:38, output never, output hang never
Last clearing of "show interface" counters never

Input queue: 0/150/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo
Output queue: 0/80 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

37385 packets input, 20993313 bytes
Received 0 broadcasts (0 IP multicast)
0 runts, 0 giants, 0 throttles
0 parity
2 input errors, 2 CRC, 0 frame, 0 overrun,

0 ignored

0 input packets with dribble condition detected
37454 packets output, 13183808 bytes, 0 underruns
0 output errors, 0 applique, 4 interface resets

babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier

output buffer failures, 0 output buffers
carrier transitions

o O O O

17-5 show run interface spr 1
ML-Series# show run interface spr 1

Building configuration...

Current configuration : 141 bytes
interface SPR1

no ip address

no keepalive

spr station-id 2

bridge-group 10

bridge-group 10 spanning-disabled
hold-queue 150 in
end

swapped out

show run interface

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



| 17 RPR

RPR ML ||
RPR ML RPR
ML
SONET/SDH SONET/SDH
ML
ML 2 STS 2 RPR
1 RPR ping
3 ML
17-9 STS 2 RPR
17-10 2 STS 3
RPR
17-9 2 RPR
B/ — KA1

LN —F

&

— (M STS EI#R(E
HIFRENFET

— — — =CTC LIZfER STz STS [}
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RPR |

[ | RPR ML

17-10 3

ell FLL — K

ML
o RPR
POS
. RPR
ML
POS 1
e ML
ML
e POS
o ML
STS
1
. ML
POS
POS
. ML
2

RPR

M/ — K1

— — — =CTC LIZ¥EfafLt= STS [

145250

RPR
ML DS-1
STS ML
STS 17-9 POS 0 2
RPR
POS 1 ML POS
17-10 POS 0 2 POS
POS 1 ML
STS 17-10 POS 0
1
RPR POS
ML
ML POS
POS 1 1 POS 0

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RPR ML ||
. 3 RPR
ML
. 1
RPR ML
ML RPR
1 ML Cisco 10S CLI 17-9
1
2 ML
Cisco 10S
a. Router (config)# interface pos 1 POS
interface-number
b. Router (config-if)# shutdown
3 17-9 2 ML Cisco I0OS CLI
4 2 ML
Cisco 10S
a. Router (config)# interface pos 1 POS

interface-number

b. Router (config-if)# shutdown
5 CTC 1
6 1 ML
7 Circuits
8 Circuits

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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[ | RPR ML
9 POS
STS
Node-1/s12(ML100T)/pPOS-0 node-name/card-slot/port-number
10
11 Delete
confirmation
12 Yes
13 1 2
Y
ML SPR
RPR RPR
14 SONET/SDH
ONS Cisco ONS 15454 Procedure Guide Add
and Remove Nodes Cisco ONS 15454 SDH Procedure Guide Add and Remove Nodes
15 ML
ONS Cisco ONS 15454 Procedure
Guide Install Cards and Fiber-Optic Cable Cisco ONS 15454 SDH Procedure Guide
Install Cards and Fiber-Optic Cable
16 ML
CTC Cisco I0S [p.3-11]
p.3-8
POS
RPR
17 In Service IS STS 1 POS
17-10 1 POS
POS
1 POS 0 POS 1

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |



| 17 RPR
RPR ML
RPR CTC p.17-8
S
SONET/SDH
SONET/SDH 0
1 0
18 IS STS POS
POS 17-10
19 17-9 1 ML Cisco IOS CLI
20 Cisco 10S
a. Router (config)# interface pos 1
interface-number POS
b. Router (config-if)# no shutdown
21 17-9 2 ML Cisco I0S CLI
22 2 ML
Cisco 10S
a. Router (config)# interface pos 2 1
interface-number POS
b. Router (config-if)# no shutdown
23 RPR
24 1

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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17 RPR |

| RPR ML
RPR ML RPR
ML 3 STS 3 RPR
2 RPR ping
3 ML
STS
17-11 3 STS 3 RPR
17-12 3 STS
RPR
17-11 3 RPR

BiE/ — KA1

mﬁmé’“é m g/ —FK 2
J—F

— — — =CTC EIzfEFi &= STS B %

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |



| 17 RPR

RPR ML | |

17-12 2 RPR

HIffEht=/ —F

=
X

HIBr#&. C 0 STS E#RM

RS h=E LT
— — — =CTC LIcfefEhiz STS AR =
ML RPR

. ML DS-1
. RPR STS ML

POS
. RPR

ML
. 2 STS 17-11
. ML
. ML 1 POS
ML POS STS 17-12 POS
0 2 POS 1 1

. ML POS 17-12

2 POS 0 1 POS 1
. RPR ML
. 1
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17 RPR |

| RPR ML
RPR ML
RPR ML
1 ML Cisco 10S CLI
17-11 1
2 ML
Cisco 10S
a. Router (config)# interface pos POS

interface-number

b. Router (config-if)# shutdown RPR
3 17-11 2 ML Cisco IOS CLI
4 2 ML
Cisco 10S
a. Router (config)# interface pos POS

interface-number

b. Router (config-if)# shutdown
5 CTC 1
6 1 ML
7 Circuits
8 Circuits
9 POS
STS
Node-1/s12(ML100T)/pPOS-0 node-name/card-slot/port-number
10
11 Delete

confirmation

12 Yes

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RPR

13 1

ML | |

ML SPR

RPR RPR

14 CTC 2

15 2 ML

16 Circuits

17 Circuits

18 2 POS
STS

Node-1/s12(ML100T)/pPOS-0

19

20 Delete

confirmation

21 Yes

22 SONET/SDH
ONS
and Remove Nodes

23 ML CTC

ONS

Procedure Guide Install Cards and Fiber-Optic Cable

Guide Install Cards and Fiber-Optic Cable
24 IS STS 1
POS 17-12
RPR CTC p.17-8

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

Cisco ONS 15454 Procedure Guide
Cisco ONS 15454 SDH Procedure Guide

node-name/card-slot/port-number

Add
Add and Remove Nodes

Cisco ONS 15454
Cisco ONS 15454 SDH Procedure
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[ | RPR ML

SONET/SDH
SONET/SDH 0 1
1 0
25 1 ML Cisco I0S CLI
26 1 ML
Cisco 10S
a. Router (config)# interface pos 1
interface-number POS
b. Router (config-if)# no shutdown
27 2 ML Cisco I0S CLI
28 2 ML
Cisco 10S
a. Router (config)# interface pos 2 1
interface-number POS
b. Router (config-if)# no shutdown
29 RPR
30 1
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RPR LFP
RPR LFP
LFP ML RPR
LFP
LFP
40 LFP
1
17-13  LFP
17-13 RPR LFP
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| RPR LFP
LFP

LFP Cisco Discovery Packet CDP

LFP CDP
Cbp LFP
LFP
LFP

. ML

. RPR

. LFP

RPR LFP
200
RPR p.17-7
LFP
. 50
L]
50 200
L]
600
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LFP

17-13  LFP RPR

LFP

LFP

LFP

1 Router# interface gigabit ethernet number

2 Router(config-if)# link-fault rpr-master

no

3 Router(config-if)# no shutdown

Router (config) # end

EXEC

Router# copy running-config startup-config

TCC2/TCC2P

LFP
RPR ML

ML

1 Router# interface {gigabit ethernet |
fastethernet} number

2 Router(config-if)# link-fault rpr-slave

no

3 Router(config-if)# no shutdown

Router (config) # end

EXEC

Router# copy running-config startup-config

TCC2/TCC2P

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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W LFP
LFP
LFP
e ML
. RPR ML 5.0
e DRPRI ML LFP DRPRI LFP
e ML
. RPR 1
. RPR
LFP
CTC CARLOSS
CTC LFP CARLOSS

Cisco ONS 15454 Troubleshooting Guide
Cisco ONS 15454 SDH Troubleshooting Guide

show controller
LFP
LFP show link-fault
LFP
17-6 LFP

Router# show link-fault
Link Fault Propagation Configuration:
LFP Config Mode : LFP_SLAVE
LFP Master State : LFP_STATUS_DOWN
Interfaces configured for LFP:
FastEthernet0 (down)

Alarm Troubleshooting

Alarm Troubleshooting

Cisco I10S

show interface

LFP
17-6

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RPR ||
RPR POS
SPR SONET/SDH
RPR POS 3
SONET/SDH LINK-KEEPALIVE
10 RPR POS
Cyclic Redundancy Check CRC;
POS DRPRI
Gigabit EtherChannel GEC
50 50 SONET/SDH
50
RPR
POS OOS,DSBLD SONET Locked,disabled SDH
RPR 50
IS SONET Unlocked SDH
RPR 50
)
RPR ML SPR Multiprotocol Label

Switching MPLS;

RPR

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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[ | RPR

1 Router# interface pos 0
POS
2 Router(config-if)# spr keepalive POS RPR
RPR
no
RPR
3 Router# interface pos 1
POS
4 Router(config-if)# spr keepalive POS RPR
RPR
no
RPR
5 Router(config-if)# no shutdown
Router (config)# end EXEC
Router# copy running-config startup-config TCC2/TCC2P

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RPR

RPR

RPR show interface spr 1
show ons spr keepalive-info pos [0 | 1]
17-7 17-8

17-7 show interface spr 1

Router> show interface spr 1>
SPR1 is down, line protocol is down
Hardware is POS-SPR, address is 0005.9a3b.cl140 (bia 0000.0000.0000)
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation: Cisco-EoS-LEX, loopback not set
Keepalive not set
Unknown duplex, Unknown Speed, unknown media type
ARP type: ARPA, ARP Timeout 04:00:00
SPR Wrapped information:
POS0O : SONET
POS1 : SONET KEEPALIVE
No. of active members in this SPR interface: 0
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/0/0/0 (size/max/drops/flushes); Total output drops:
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts (0 IP multicast)

runts, 0 giants, 0 throttles

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
watchdog, 0 multicast

input packets with dribble condition detected

packets output, 0 bytes, 0 underruns

output errors, 0 collisions, 0 interface resets
babbles, 0 late collision, 0 deferred

lost carrier, 0 no carrier

output buffer failures, 0 output buffers swapped out

o O O O O

17-8 show ons spr keepalive-info pos

Router> show ons spr keepalive-info pos 1
Keep-alive is configured and operational
Keep-alive state is up

Interface State: UP External Memory Location: 0xD
Num. KA pkts recvd: 461033198 Num KA pkts with KAF set: 930
StreamId: 79 Src Node: 040

KA Dead Val: 3 KA Restore Val: 10

Curr FSM State: FULL Prev FSM State: KAF COUNT

Prev FSM Event: RX KA Wrap/Unwrap Event: STATE_UP
Defect Soak Count: 200 KA Fail Count: 0

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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[ | RPR
RPR A B
2 17-14 RPR
RPR A B
RPR
17-14

A<>B (§fE/\R)

2
Voice-Over-IP  VolP

ML IEEE 802.17
RPR
ML
RPR
RPR

spr topology discovery-enable

.

x L~ | 1,
sl 3 P
A g C
B 8
A<>B (E/\X) %
TV
RPR
2
MAC
RPR RPR
RPR
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RPR

[keep alive enabled]
DRPRI
. ML SPR MPLS
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1 Router# interface spril

POS

2 Router(config-if)# spr topology discovery RPR

3 Router(config-if)# spr load-balance 2
shortest-hop

4 Router (config-if)# no shutdown

Router (config)# end EXEC

Router# copy running-config startup-config TCC2/TCC2P

RPR show spr topology
1 17-9

17-9 show spr topology

Router> show spr topology 1
*x%xx% ML-RPR Topology Map ** %% %%k %k xx*
Local Station Topology Info
Node Id : 40
West Span neighbor : 0
East Span neighbor : 0
Ring Topology: OPEN (UNSTABLE)
Advertised Protection requests:
ringlet0O: IDLEringletl: IDLE
Active Edges:
ringlet0: NO ringletl: NO
Sequence Number: 0

East Interface: POS1 West Interface: POSO
Number of nodes on east: 2
Number of nodes on west: 2
Active Topology Defects:
1. Topology Instability
Hops (POS 0) Node Id Edge W/E Request W/E
4 20 NO/NO IDLE/IDLE
6 40 NO/NO IDLE/IDLE
Hops (POS 1) Node Id Edge W/E Request W/E
2 20 NO/NO IDLE/IDLE
6 40 NO/NO IDLE/IDLE

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML Ethernet over Multiprotocol Label Switching EoMPLS
e EOMPLS p.18-2
e EOMPLS p.18-6
e EOMPLS p.18-12
e EOMPLS p.18-15
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W EomPLS
EoMPLS
EOMPLS MPLS 3
Protocol Data Unit PDU;
MPLS MPLS
EoMPLS Internet Engineering Task Force IETF;
Martini
draft-martini-12circuit-encap-mpls-01 draft-martini-l12circuit-transport-mpls-05
EOMPLS MPLS
VLAN LAN
Provider Edge
Customer-Leading Edge PE-CLE Customer Edge CE;
2
18-1 EoMPLS
ML RPR Resilient Packet Ring;
Cisco GSR 12000 PE-CLE point-to-point
p2p; ML ML RPR
CE
18-1 EoMPLS
MPLS ¥ 5 FIZ MPLS ¥ 57 FIZ
mLTWLS mLTWS

AVR—T AR /\/_\\ A 23— 4R
S S

a7 MPLS

"\ GSR 12000 GSR 12000 /

’
’
’
’
’
’
/
\
\
\
\
\
\
\
\

)
n
)

e . e - - e
. .
PE-CLE PE-CLE g
EOMPLS ML
3 ML
MPLS EOMPLS
¢ ML CE
PE-CLE ML PE-CLE
EOMPLS
« ML ML PE-CLE
RPR RPRI/SPR POS
MPLS IP
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EoMPLS ||
e ML MPLS
MPLS
MPLS Cisco GSR 12000
MPLS SPR MPLS
EoMPLS PE-CLE
Label Distribution Protocol LDP;
LSP Virtual Circuit VC;
VC 2 LSP LSP 2
EoMPLS 2 2
VC VvC LSP
PE-CLE PE-CLE PE-CLE
VC VC PE-CLE
VCID VC
PE-CLE VCID VC
ML EoMPLS VC MPLS IEEE 802.1Q VLAN
VC 5 VC 4 MPLS
VLAN VvC 5 mpls I12transport route
ML PE-CLE ML
PE-CLE
VC 4 VLAN
EoMPLS PE-CLE VLAN
PE-CLE
EoMPLS
ML EoMPLS
e EOMPLS
e MPLS SPR
¢ Class of Service CoS; MPLS experimental EXP
IEEE 802.1p
. PE-CLE ML time-to-live
255
] PE-CLE ML VC S VC
e EOMPLS RPR RPR
EoMPLS
e EOMPLS GFP-F HDLC RPR
e Ethernet over MPLS Cisco Any Transport over MPLS  AToM
e EOMPLS ML MPLS
EoMPLS
p.3-13
RPR ML MPLS
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H EoMPLS
EoMPLS
ML EoOMPLS
. ID
. VvC 1 ML VvC
. MPLS
e EOMPLS
. Maximum Transmission Unit; MTU
. LDP
MPLS
MTU 2
PDU
EoMPLS QoS
EXP 3 MPLS IETF
MPLS MPLS EXP
ML VLAN IEEE 802.1P MPLS EXP
MPLS EXP 0
2CoS MPLSEXP set mpls experimental
802.1p MPLS EXP
ML EoMPLS QoS Quality Of Service
EXP RPR CoS
dotlp CoS
EXP
EXP RPR
CoS
ML EoMPLS Cisco Modular QoS CLI MQC; QoS
ML QoS
MQC 18-1 ML
MQC

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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18-1 EoMPLS QoS

EoMPLS

MQC match

MQC

match cos
match ip precedence
match ip dscp

match vlan

police cir cir-burst [pir-bustpir pir
conform [set—mpls—exp | exceed

[set-mpls-exp] [violate set-mpls-expl

match mpls exp

bandwidth (bandwidth-kbps | percent percent}

priority kbps

[set-mpls-exp]

match mpls exp

bandwidth ¢bandwidth-kbps | percent percent}

priority kbps

set-cos cos-value
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H EoMPLS
EoMPLS
EOMPLS ML
EOMPLS
e PE-CLE VvC p.18-6 VC 4 VvC 5
e PE-CLE VC p.18-8 VC 4 VC 5
e PE-CLE SPR EoMPLS p.18-9
e MPLS p.18-10
. EXP p.18-11
EoMPLS
EOMPLS
. ML IP
e LDP Tag Distribution Protocol TDP;
e EOMPLS ML LDP EoMPLS
VvC
e MPLS Intermediate System-to-Intermediate System IS-IS OSPF
Interior Gateway Protocol IGP
e |P PE-CLE ML SPR
PE-CLE vC 4
EoMPLS VvC 4
A C Gige 0.1 18-2 VC 4
VC 4 EOMPLS p.18-2
VvC 4 2 PE-CLE ML IEEE 802.1Q VLAN
VC 4
1 Router(config)# mpls label protocol 1ldp |[LDP LDP
LDP ML
LDP TDP EoMPLS
2 Router(config)# interface loopback0
3 Router(config-if)# ip address P
ip-address 255.255.255.255 IP EoMPLS

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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EoMPLS ||
4 Router (config)# interface
{GigabitEthernet | FastEthernet} CE
interface-number.sub-interface- number
VLAN
5 Router(config-subif)# no ip address IP P
6 Router(config-subif)# encapsulation 802.1g VLAN
dotlQ vlan-id VLAN ID CE
VLAN ID
7 Router (config-subif)# mpls l2transport VLAN EoMPLS dotlQ VLAN
route destination ve-id mpls 12transport route xconnect
, , , VLAN
xconnect destination vc-id
encapsulation mpls EoMPLS
mpls I2transport route VC VLAN
LDP
e destination VC PE-CLE
ML IP
e vc-id VC
VCID VC
VC VCID
xconnect 802.1qg VLAN
encapsulation mpls
MPLS

v

xconnect mpls I12transport route

s

EoMPLS
no mpls 12transport route destination vc-id
no xconnect destination vc-id encapsulation mpls

Router (config-subif)# end

EXEC

Router# show mpls l2transport vc

10 Router# copy running-config
startup-config
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18 EoMPLS

H EomPLS
PE-CLE vC 5
EoMPLS VC 4 5
A C Gige 1 18-2 VC 5
VC 5 EoMPLS p.18-2
VC 5 2 PE-CLE ML
VC 5

1 Router(config)# mpls label protocol 1ldp |LDP LDP
LDP ML
LDP TDP EoMPLS
2 Router(config)# interface loopback0
3 Router(config-if)# ip address P
ip-address 255.255.255.255 IP EoMPLS
4 Router(config)# interface
{GigabitEthernet | FastEthernet}
interface-number
5 Router(config-if)# no ip address IP IP

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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EoMPLS | |

6 Router(config-subif)# mpls l2transport

route destination vc-id

xconnect destination vec-id
encapsulation mpls

VLAN
xconnect

EoMPLS

mpls I2transport route

LDP

e destination
ML

e vc-id

xconnect

s

VLAN  mpls|2transport route

VLAN
EoMPLS

VC VLAN

VC PE-CLE

VC
VCID VC

VC VCID

802.1q VLAN
encapsulation mpls
MPLS

xconnect

mpls I2transport route

v

EoMPLS

no mpls I2transport route destination vc-id
no xconnect destination vc-id encapsulation mpls

Router (config-subif) # end

EXEC

Router# show mpls l2transport vc

Router# copy running-config
startup-config

PE-CLE SPR

RPR  MPLS

SPR1 18-2

MPLS SPR

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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H EomPLS

1 Router(config)# mpls label protocol 1dp |LDP LDP
LDP ML
LDP TDP EoMPLS
2 Router(config)# interface spr 1 RPR
3 Router(config-if)# ip address 1P MPLS RPR
ip-address mask
Router (config-if) # mpls ip SPR
Router (config-if)# end
6 Router# copy running-config
startup-config
MPLS
RPR ML
MPLS
SPR
B D
Gige 0 18-2
MPLS EoMPLS
1 Router(config)# bridge bridge-group-number IEEE 802.1D
protocol {rstp | ieee} |IEEE 802.1W

2 Router(config)# interface {GigabitEthernet
| FastEthernet} interface-number ML MPLS

3 Router(config-if)# bridge-group
bridge-group-number

4 Router(config-if)# no shutdown

5 Router(config)# interface ML SPR
spr 1l.subinterface-number

6 Router(config-if)# bridge-group
bridge-group-number

Router (config-if)# end EXEC

Router# copy running-config startup-config

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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EoMPLS

EXP

EOMPLS 3 EXP QoS
ML QoS
VC EXP

EXP

1 Router(config)# class-map class-name

Router (config-cmap)# match any

Router (config-cmap) #end

Router (config) # policy-map policy-name

Router (config-pmap) # class class-name

class-map

6 Router (config-pmap-c)# set mpls
experimental imposition value MPLS

7 Router(config)# interface GigabitEthernet
interface-number

interface FastEthernet interface-number

8 Router(config-if)# service-policy input
policy-name

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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H EomPLS
EoMPLS
18-2 18-1
18-2 18-3 18-4 ML
EoMPLS
18-2 EOMPLS

MLY—=X H—FB GsR12000—~"  >—_GSR12000 ML Y—X A—FKD

S

a7 MPLS

oc B >

g7 GigE 0.1 =~
VC 5474
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EoMPLS

18-1 ML A

microcode mpls

ip subnet-zero

no ip domain-lookup

]

mpls label protocol 1ldp
!

interface LoopbackO0

ip address 10.10.10.10 255.255.255.255
]
interface SPR1

ip address 100.100.100.100 255.255.255.0
no keepalive
spr station-id 1

mpls ip

hold-queue 150 in

!
interface GigabitEthernetO

no ip address

!
interface GigabitEthernet0.1
encapsulation dotlQ 10

mpls l2transport route 3.3.3.3 1
!
interface GigabitEthernetl

no ip address

mpls l2transport route 4.4.4.4 2
]

interface POSO

no ip address

spr-intf-id 1

crc 32

!

interface POS1

no ip address

spr-intf-id 1

crc 32
router ospf 1
log-adjacency-changes

network 1.1.1.0 0.0.0.255 area O
network 10.10.10.0 0.0.0.255 area 0
!

ip classless
no ip http server

18-2 ML B

bridge 10 protocol ieee
]

!

interface SPR1

no ip address

no keepalive
bridge-group 10
hold-queue 150 in

!

interface GigabitEthernetO
no ip address
bridge-group 10

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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H EomPLS

18-3 ML C

microcode mpls

ip subnet-zero

no ip domain-lookup

]

mpls label protocol 1ldp
!

interface LoopbackO0

ip address 20.20.20.20 255.255.255.255
]
interface SPR1

ip address 100.100.100.100 255.255.255.0
no keepalive

spr station-id 4

mpls ip

hold-queue 150 in

!
interface GigabitEthernetO

no ip address

!
interface GigabitEthernet0.1
encapsulation dotlQ 10

mpls l2transport route 1.1.1.1 1
!
interface GigabitEthernetl

no ip address

mpls l2transport route 2.2.2.2 2
]

interface POSO

no ip address

spr-intf-id 1

crc 32

!

interface POS1

no ip address

spr-intf-id 1

crc 32

!
router ospf 1
log-adjacency-changes

network 1.1.1.0 0.0.0.255 area O
network 10.10.10.0 0.0.0.255 area 0
!

ip classless
no ip http server

18-4 ML D

bridge 20 protocol ieee
!

!

interface SPR1

no ip address

no keepalive
bridge-group 20
hold-queue 150 in

]

interface GigabitEthernetO
no ip address
bridge-group 20

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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EoMPLS ||
EoMPLS
18-2 EoMPLS EXEC
18-2
show mpls l2transport vc EoMPLS
show mpls l2transport vc detail EoMPLS
show mpls l2transport vc vc-id EoMPLS
MPLS OSPF IGP
MPLS Traffic Engineering MPLS-TE
MPLS-TE
IGP
MPLS-TE RFC 2702
ML 24  MPLS-TE
MPLS-TE VC
5 802.1Q VLAN VC 4
MPLS-TE ML 3
MPLS IGP
ML OSPF  OSPF-TE RFC 2328
RFC 2370 ML IS-IS
MPLS-TE
MPLS LSP
MPLS-TE Resource Reservation Protocol RSVP;
RFC 2205 RFC 3209 ML
POS RPR SPR LSP RSVP
RSVP
ML MPLS-TE
IP
MPLS
ML RSVP
ML RSVP MPLS-TE
LDP VC RSVP
MPLS-TE
ML RSVP
ML Cisco Modular QoS CLI MQC; QoS
ML QoS

EOMPLS QoS p.18-4
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W WMPLS-TE

ML EoMPLS VC RSVP
LDP VvC RSVP
ML RSVP RSVP
RFC 2961 1 RSVP
RSVP

ip rsvp signalling refresh reduction

FCS
FCS ML
ML FCS EoMPLS EOMPLS-TE
FCS
FCS ML
FCS
[no] fcs-preservation-on EOMPLS

FCS

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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MPLS-TE

ML MPLS-TE MPLS

e MPLS
* OSPF

ML MPLS-TE
e ML
* RSVP IGP

e MPLS-TE OSPF
e MPLS-TE

ML IS-IS MPLS-TE

Cisco Express Forwarding CEF ML

ML
ML

1 Router(config)# mpls traffic-eng tunnels MPLS-TE

RSVP IGP

RSVP IGP

MPLS-TE

VC 4 POS MPLS-TE
802.1Q

POS

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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W WMPLS-TE

1 Router(config-if)# mpls traffic-eng tunnels RPR SPR POS
MPLS-TE
2 Router(config-if)# ip rsvp bandwidth 1P RSVP
bandwidth
ip rsvp
Cisco 10S Quality of Service Solutions
Command Reference

MPLS-TE OSPF

OSPF OSPF Cisco 10S
IP Command Reference, Volume 2 of 3: Routing Protocols
MPLS-TE OSPF
1 Router(config)# router ospf process-id IP OSPF
process-id OSPF
OSPF
2 Router(config-router)# mpls traffic-eng OSPF MPLS-TE
area area-id
3 Router(config-router)# mpls traffic-eng 1D
router-id loopbackO0 IoopbackO P
4 Router (config)# ip rsvp signalling refresh |RSVP
reduction
MPLS-TE
MPLS-TE
1 Router(config)# interface tunnel
2 Router(config)# ip unnumbered loopback0 IP
MPLS-TE

3 Router(config-if)# tunnel destination
A.B.C.D

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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MPLS-TE
4 Router(config-if)# tunnel mode mpls MPLS-TE
traffic-eng
5 Router(config-if)# tunnel mpls traffic-eng SPF IGP

autoroute announce

6 Router(config-if)# tunnel mpls traffic-eng
bandwidth bandwidth

MPLS-TE

7 Router(config-if)# tunnel mpls traffic-eng
path-option number {dynamic |
explicit)} {name path-name | path-number}
[lockdown]

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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W WMPLS-TE

MPLS-TE

18-3 18-5
ML A MPLS-TE
ML A

18-3 MPLS-TE
MPLS 7 5 FIZ MPLS 7 5 FIZ

LTS mLTWLS
{UB—T AR %‘/9—7147&

S

a7 MPLS
MPLS-TE b2 RILDH S MPLS-TE b RILDH B
MLL—X h—FA ML 2 1)—X ﬁ—FIB’e

PE-CLE PE-CLE

134598

18-5 ML A

microcode mpls
ip subnet-zero
no ip domain-lookup
!
mpls label protocol 1ldp
mpls traffic-eng tunnels
no mpls traffic-eng auto-bw timers frequency 0
]
]
1
interface LoopbackO0
ip address 222.222.222.222 255.255.255.255
!
interface TunnelO
ip unnumbered Loopback0
tunnel destination 212.212.212.212
tunnel mode mpls traffic-eng
tunnel mpls traffic-eng autoroute announce
tunnel mpls traffic-eng path-option 1 explicit identifier 1
]
interface Tunnell
ip unnumbered Loopback0
tunnel destination 212.212.212.212
tunnel mode mpls traffic-eng
tunnel mpls traffic-eng autoroute announce
tunnel mpls traffic-eng path-option 2 explicit identifier 2
]
interface GigabitEthernetO
no ip address
shutdown
!
interface GigabitEthernetl
no ip address
!

interface GigabitEthernetl.1l

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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encapsulation dotlQ 10
fcs-preservation-on

mpls l2transport route 212.212
!
interface GigabitEthernetl.2
encapsulation dotlQ 20

mpls l2transport route 212.212
!
interface GigabitEthernetl.3
encapsulation dotlQ 30

mpls l2transport route 212.212
]

interface POSO

ip address 170.170.170.172 255.
mpls traffic-eng tunnels
tag-switching ip

ip rsvp bandwidth 10000

]

interface POS1

ip address 2.1.1.22 255.255.255
mpls traffic-eng tunnels
tag-switching ip

ip rsvp bandwidth 10000

]

router ospf 1

.212

.212

.212

255

.0

MPLS-TE

.212 222

.212 223

.212 224

.255.0

mpls traffic-eng router-id Loopback0

mpls traffic-eng area 0
log-adjacency-changes
network 2.1.1.22 0.0.0.0 area 0

network 170.170.170.172 0.0.0.0 area O
network 222.222.222.222 0.0.0.0 area 0

!

ip classless
no ip http server
!

]

ip explicit-path identifier 1 enable

next-address 2.1.1.1
next-address 192.168.3.2
next-address 192.168.3.1
next-address 2.2.1.1
next-address 2.2.1.2

next-address 212.212.212.212
!

ip explicit-path identifier 2 enable

next-address 170.170.170.171
next-address 192.168.3.2
next-address 192.168.3.1
next-address 2.2.1.1
next-address 2.2.1.2
next-address 212.212.212.212
I

!

l}

!

control-plane

I

!

line con 0

exec-timeout 0 0

line vty 0 4

exec-timeout 0 0

password XXX

no login
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EoMPLS I

W WMPLS-TE

IP RSVP

MPLS-TE IP RSVP

18-3

18-3 ML MPLS-TE
EXEC

MPLS-TE

show mpls traffic-eng autoroute IGP

show mpls traffic-eng link-management
admission-control

show mpls traffic-eng link-management MPLS

advertisements

show mpls traffic-eng link-management
bandwidth-allocation

show mpls traffic-eng link-management igp-neighbors IGP

show

mpls

traffic-eng link-management interfaces

show

mpls

traffic-eng link-management summary

show

mpls

traffic-eng topology MPLS-TE

show

mpls

traffic-eng tunnel MPLS-TE LSP

RSVP

show

mpls

traffic-eng tunnel summary MPLS-TE

18-4

18-4 ML IP RSVP
EXEC

IP RSVP

show

ip

rsvp

interface [interface-type interface-number] RSVP

show

ip

rsvp

installed [interface-type interface-number] RSVP

show

ip

rsvp

neighbor [interface-type interface-number] RSVP

show

ip

rsvp

sender [interface-type interface-number] RSVP

show

ip

rsvp

request [interface-type interface-number]

RSVP

show ip rsvp reservation [interface-type RSVP

interface-number]

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RPRW | |

RPRW

ONS 15454 RPRW URL  Cisco ONS 15454 Troubleshooting Guide Release
5.0
http://www.cisco.com/univercd/cc/td/doc/product/ong/15400/r50docs/r50tblsh/r50alts.htm
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18 EoMPLS |

H RPRW
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ML

ML
. p.19-2

e ML p.19-2
e ML p.19-2

e ML SSH p.19-3

o ML RADIUS p.19-7

e RADIUS p.19-7

¢ RADIUS p.19-9
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19 ML

|
ML
ML ONS
Cisco Transport Controller CTC Transaction Language One TL1
Cisco 10S
e Cisco 10S
* Secure Shell SSH;
e Authentication, Authorization, Accounting AAA;
/Remote Authentication Dial-In User Service RADIUS  AAA/RADIUS
e Cisco I0S Cisco 10S
[p.3-9]
CTC TL1
e AAA/RADIUS
RJ-11 ML
Cisco 10S
Cisco 10S
CTC TL1 CTC
ML 10S
Enable Console Port Access Apply
Superuser
TL1 Cisco ONS SONET TL1 Command Guide
ML Cisco 10S Release 12.2(25)S Cisco 10S Release 12.3(4)T
Cisco 10S Telnet SSH
HTTP ML
ML vty
Cisco 10S CLI
http://www.cisco.com/en/US/products/sw/iosswrel/ps1838/products_feature_guides_list.html Cisco
I0S Release 12.2(25)S Cisco 10S Login Enhancements

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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ML ssH N1

SSH
e SSH p.19-3
e SSH p.19-3
e SSH p.19-6
SSH Cisco 10S Security Configuration Guide, Cisco 10S Release 12.2
Configuring Secure Shell SSH Configuration Examples URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf.htm
Y
URL Cisco 10S
Release 12.2
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm
SSH
ML SSH 1 SSHvi 2 SSHv2
SSHv2 SSHv1 ML
SSH SSH SSH 2 ML
SSH SSH Cisco
10S SSH SSH
SSH Telnet ML
SSH Telnet
SSH Cisco 10S
ONS SSH SSH ONS Cisco 10S CLI
SSH ML
Y
SSH ML Telnet
transport input ssh vty
Telnet
SSH
. p.19-4
e SSH ML p.19-4
e SSH p.19-5
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19 ML

b wm SSH
ML SSH
e AAA AAA
AAA p.19-13
e SSHv1 Rivest, Shamir, and Adelman RSA SSH v2
* crypto key generate rsa CLI
RSA
crypto key generate rsa SSH
ML p.19-4
e RSA No host name specified
hostname
e RSA No domain specified
ip domain-name
IP
SSH ML
SSH ML
1. ML IP
2. ML RSA SSH
3.

IP RSA EXEC

1 Router #configure terminal

Router (config)# hostname hostname ML

Router (config)# ip domain-name ML
domain_name

4 Router (config)# crypto key generate ML
rsa SSH RSA

RSA
512
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ML ssH W
5 Router (config)# ip ssh timeout seconds
120 0 120
SSH
ML CLI
CLI
5 SSH
0 4 CLI
10
6 Router (config)# ip ssh
authentication-retries number 3 0 5
Router (config)# end EXEC
Router # show ip ssh SSH
Router # show ssh ML SSH
9 Router # show crypto key mypubkey rsa ML RSA
10 Router # copy running-config
startup-config
RSA crypto key zeroize rsa
RSA SSH
SSH
SSH EXEC
1 Router # configure terminal
2 Router (config)# ip ssh version [1 | 2] SSH 1 SSH
ML
e 1—SSH 1 ML
e 2—SSH 2 ML
SSH SSH
SSH
SSH SSHv1 SSHv2
SSH SSHv2
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19 ML

SSH

SSH

3 Router (config)# ip ssh timeout seconds
120 0 120
SSH
ML CLI
CLI
5 SSH
0 4 CLI
10
4 Router (config)# ip ssh
authentication-retries number 3 0 5
Router (config)# end EXEC
Router # show ip ssh SSH
Router # show ssh ML SSH
7 Router # copy running-config
startup-config

SSH no ip ssh {timeout | authentication-retries}

SSH 19-1 1

19-1  SSH

show ip ssh

SSH

show ssh

SSH

Cisco 10S Security Command Reference, Cisco 10S Release 12.2

Other Security Features Secure Shell Commands

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/fothercr.htm
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ML RADIUS MW
RADIUS /
RADIUS
RADIUS
Cisco RADIUS
ONS 15454 ONS 15454 SDH ONS 15327 ONS 15310-CL  ONS 15600 Cisco
RADIUS ML RADIUS
ML RADIUS RADIUS
ML RADIUS
ONS Data Communication Network DCN;
RADIUS
RADIUS ML RADIUS CTC TL1
ML ONS 15454 ONS 15454 SDH AAA/RADIUS
RADIUS RADIUS
ONS ONS
Security
RADIUS ML RADIUS
RADIUS ML ONS
AAA/RADIUS Cisco 10S CLI
AAA/RADIUS Cisco IOS CLI
ML Timing, Communications, and
Control TCC2/TCC2P IP IP RADIUS
ML RADIUS
TCC2/TCC2P RADIUS RADIUS IP
ML RADIUS IP
RADIUS ML ML
I0S CLI  show run TCC2/TCCP IP
IP
IP 1860
1870 1879
IP 1 CTC IP CTC RADIUS
IP ML
ML 10S CLI show run

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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19 ML

W RADIUS
S
10
1
RADIUS
CTC TL1 CTC RADIUS
ML Enable RADIUS Relay
Apply Superuser

TL1 Cisco ONS SONET TL1 Command Guide
ML RADIUS Cisco 10S

AAA/RADIUS AAA/RADIUS
ML Cisco 10S
ML Cisco I0S copy running-config startup-config

RADIUS Cisco 10S
CTC  Enable RADIUS Relay
ML RADIUS
Enable RADIUS Relay
Apply Enable RADIUS Relay Apply
ML ML
RADIUS

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 19 ML

RADIUS ||
ML RADIUS Cisco Catalyst RADIUS
Cisco 10S CLI
ML RADIUS
RADIUS AAA AAA
N
RADIUS ML
Cisco 10S RADIUS RADIUS
Y
Cisco 10S Security Command Reference,
Release 12.2
e RADIUS p.19-9
e RADIUS p.19-9
* RADIUS p.19-10
e RADIUS p.19-23
RADIUS
RADIUS ML
1.
2. RADIUS
3. RADIUS
a. ACCEPT —
b. REJECT —
ACCEPT REJECT EXEC
RADIUS RADIUS
RADIUS ACCEPT REJECT
e Telnet SSH rlogin EXEC
. IP

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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19 ML |

H RADIUS

RADIUS

RADIUS ML
RADIUS RADIUS

ML vty RADIUS

ML RADIUS RADIUS

e RADIUS p.19-10

e RADIUS p.19-10

o AAA p.19-13

e AAA p.19-15

. RADIUS p.19-17

e RADIUS p.19-18

e RADIUS nas-ip-address p.19-19

. RADIUS p.19-20

. RADIUS ML p.19-20

. RADIUS ML p.19-22

RADIUS

RADIUS  AAA
RADIUS
RADIUS Cisco 10S CLI ML

RADIUS
ML RADIUS

. 1P

RADIUS IP UDP
IP UbP IP UDP
AAA RADIUS
UDP
IP RADIUS

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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19 ML
RADIUS ||
RADIUS 2
2
ML 2
AAA RADIUS RADIUS
ML
RADIUS ONS ML
ML
NE
~
RADIUS
RADIUS p.19-20
A
ML
ML
AAA
ML AAA p.19-15
RADIUS EXEC
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19 ML

H RADIUS

1 Router # configure terminal

Router (config)# aaa new-model AAA

Router (config)# radius-server host RADIUS P
{hostname | ip-address} [auth-port
port-number] [acct-port port-number]
[timeout seconds] [retransmit

- . . auth-port port-number UDP
retries] [key string]
. acct-port port-number
UDP
. timeout seconds RADIUS
1 1000 radius-server
timeout

radius-server host
radius-server timeout

. retransmit retries
RADIUS
1 1000 radius-server
host
radius-server retransmit
. key string RADIUS
RADIUS
N
RADIUS
radius-server host
1 IP
UbDP
RADIUS
Router (config)# end EXEC
Router# show running-config
Router# copy running-config
startup-config
RADIUS no radius-server host hostname | ip-address

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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AAA

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

RADIUS ||

RADIUS RADIUS

Switch(config)# radius-server host 172.29.36.49 auth-port 1612 key radl
Switch(config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

RADIUS hostl

Switch(config)# radius-server host hostl

RADIUS IP
RADIUS
AAA
default
1
AAA Cisco 10S Security Configuration Guide Release 12.2
Authentication, Authorization, and Accounting AAA URL

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_installation_and_configuration_guides_|
ist.html

EXEC
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19 ML

H RADIUS

1 Router# configure terminal
Router (config)# aaa new-model AAA
Router (config)# aaa authentication
login {default | 1ist-name} methodl
[methodz. . .] * login authentication
default
e list-name
e methodl...
enable —
enable
password
group radius — RADIUS
RADIUS
RADIUS p.19-10
line —
password
password
local —
username name password
local-case —
username password
none —
4 Router (config)# line [console |tty |vty]
line-number [ending-line-number]

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RADIUS ||

Router (config-line)# login
authentication {default | list-name}

e default aaa authentication login
e list-name aaa authentication login
Router (config)# end EXEC

Router# show running-config

Router# copy running-config
startup-config

AAA

AAA

AAA
method1 [method2...]
RADIUS
list-name}

ML

acct-port

AAA

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

AAA

no aaa new-model

no aaa authentication login {default | list-name}

no login authentication {default |

AAA
IP UDP
RADIUS
RADIUS 2
server
auth-port
RADIUS EXEC
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19 ML

H RADIUS

1 Router# configure terminal

Router (config)# aaa new-model AAA

Router (config)# radius-server host RADIUS P
{hostname | ip-address} [auth-port
port-number] [acct-port port-number]
[timeout seconds] [retransmit

- . . auth-port port-number UDP
retries] [key string]
. acct-port port-number
UDP
. timeout seconds RADIUS
1 1000 radius-server
timeout

radius-server host
radius-server timeout

. retransmit retries
RADIUS
1 1000 radius-server
host
radius-server retransmit
. key string RADIUS
RADIUS
N
RADIUS
radius-server host
1 IP
UbDP
RADIUS
4 Router (config)# aaa group server AAA
radius group-name
ML
5 Router (config-sg-radius)# server RADIUS
ip-address AAA RADIUS
2

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RADIUS
Router (config-sg-radius)# end EXEC
Router # show running-config
Router # copy running-config
startup-config
RADIUS AAA

p.19-13

RADIUS

no radius-server host hostname | ip-address

no aaa group server radius group-name

RADIUS

ML

groupl

IP no server ip-address

2 RADIUS
RADIUS 2

groupl group2

Switch(config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001

Switch(config

)
)
Switch(config)
)

# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
# aaa new-model

Switch(config)# aaa group server radius groupl
Switch(config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001

Switch(config-sg-radius)# exit

Switch(config)# aaa group server radius group2
Switch(config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001

Switch(config-sg-radius)# exit

RADIUS
AAA AAA
ML
ML priv-Ivl
RADIUS
1 ML RADIUS
priv-Ivl priv-lvl O 1 ML
EXEC
15
ML RADIUS
CISCOl1l5 Auth-Type := Local, User-Password == "otbu+l"
Service-Type = Login,
Session-Timeout = 100000,
Cisco-AVPair = "shell:priv-1lvl=1"

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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19 ML

H RADIUS

aaa authorization
EXEC

aaa authorization exec radius local

RADIUS

RADIUS

radius

EXEC RADIUS

CLI

EXEC
EXEC

RADIUS

Router# configure terminal

Router (config)# aaa authorization
network radius

RADIUS ML

Router (config)# aaa authorization exec
radius

EXEC RADIUS

ML

exec
autocommand

Router (config)# end

EXEC

Router# show running-config

Router# copy running-config
startup-config

no aaa authorization {network | exec} methodl

RADIUS

AAA

AV

Cisco 10S
EXEC

ML
RADIUS
Attribute-Value

RADIUS

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RADIUS ||

1 Router# configure terminal
2 Router (config)# aaa accounting network
start-stop radius RADIUS
3 Router (config)# aaa accounting exec RADIUS
start-stop radius EXEC
Router (config)# end EXEC
Router# show running-config
Router# copy running-config
startup-config
no aaa accounting {network | exec} start-stop
method1...
RADIUS nas-ip-address
RADIUS ML ML
nas-ip-address RADIUS
Cisco 10S CLI RADIUS ONS ML
ML
nas-ip-address RADIUS
nas-ip-address ip radius-source
Cisco 10S
IP
IP
nas-ip-address EXEC
1 Router# configure terminal
2 Router (config)# [no] ip radius RADIUS 4 nas-ip-address IP
nas-ip-address {hostname | ip-address}
ONS ML 1
ONS
IP
RADIUS nas-ip-address
Router (config)# end EXEC
Router# show running-config
Router# copy running-config
startup-config

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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19 ML

H RADIUS

RADIUS

ML RADIUS

EXEC

1 Router# configure terminal

2 Router (config)# radius-server key ML RADIUS
string
S
RADIUS
3 Router (config)# radius-server ML RADIUS
retransmit retries 3
1 1000
4 Router (config)# radius-server timeout ML RADIUS
seconds
5 1 1000
5 Router (config)# radius-server deadtime RADIUS [dead]
minutes [dead]
RADIUS
RADIUS [dead]
0 0 1440
Router (config)# end EXEC
Router# show running-config
Router# copy running-config
startup-config
no
RADIUS ML
Internet Engineering Task Force IETF; VSA
Vendor-Specific Attribute; 26 ML RADIUS
VSA
RADIUS
1 ID 9
1 cisco-avpair
protocol : attribute sep value *

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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19

ML

protocol

RADIUS

Terminal Access Controller Access Control System Plus TACACS+

AV

sep = *
RADIUS

AV 1P PPP

Control Protocol [IPCP]

cisco-avpair=

7ip:addr-pool=£first"“

RADIUS VLAN

cisco-avpair=
cisco-avpair=
cisco-avpair=

cisco-avpair=
cisco-avpair=
cisco-avpair=

cisco-avpair=

"tunnel-type (#64)=VLAN(13)”
7"tunnel-medium-type (#65)=802 media(6)”
"tunnel-private-group-ID(#81)=vlanid”

ASCII Access Control List ACL;

“ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20
“ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
“mac:inacl#3=deny any any decnet-iv”

ASCII ACL

“ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

ID

attribute  value

TACACS+

Internet Protocol

.20 255.255.0.0”

VSA

ID VSA RFC 2138 Remote Authentication Dial-In User

Service (RADIUS)

VSA

ML

EXEC

Router# configure terminal

Router (config)# radius-server vsa ML RADIUS IETF
send [accounting | authentication] VSA

. accounting

. authentication

VSA

26

VSA

AAA ML VSA

Router (config)# end

EXEC

Router# show running-config

Router# copy running-config

startup-config

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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19 ML |

H RADIUS

RADIUS 26 Cisco 10S Security
Configuration Guide Release 12.2 RADIUS Attributes

RADIUS ML

RADIUS IETF ML RADIUS

RADIUS
Cisco 10S RADIUS

RADIUS IETF RADIUS
ML
RADIUS
radius-server

RADIUS
EXEC

1 Router# configure terminal

2 Router (config)# radius-server host RADIUS IP
{hostname | ip-address} non-standard RADIUS

3 Router (config)# radius-server key ML RADIUS
string

ML
RADIUS

RADIUS

Router (config)# end EXEC

Router# show running-config

Router# copy running-config
startup-config

RADIUS no radius-server host {hostname | ip-address}
non-standard

no radius-server key

RADIUS ML
rad124

Switch(config)# radius-server host 172.20.30.15 nonstandard
Switch(config)# radius-server key radl24

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RADIUS

RADIUS
RADIUS show running-config EXEC
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19 ML |

H RADIUS
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CHAPTER2

ONS POS

Packet-over-SONET/SDH POS ONS POS
e POS p.20-2
e POS p.20-3
e POS p.20-5
e POS p.20-8
. ONS POS p.20-9
. SONET/SDH p.20-13
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20 ONS POS |
W Pos
POS
Asynchronous Transfer Mode ATM,;
SONET/SDH
SONET/SDH SONET/SDH
POS
20-1 ONS POS
KH— K K—brd
STS (VC) fHh—KIZ F—82 TJL—LEED
POS 7 L—Lit E#RTELET S ZEkIhiz SONET/SDH {££%
BXUHNTEILIE A=Yy b+ SONET/SDH [E## SONET/SDH #w kD —% 2% 1E
1—Y3Ry b H SONET/SDH
A=5F7h ‘e Sert— k
A=k R— k
| b
A4A—Hxry b A—F XC h—F F*h—F 3
ONS /—F
ONS POS
ONS
POS POS
ONS POS ONS SONET
STS SDH VC
SONET/SDH SONET/SDH
POS ONS POS
POS
ONS
G CE E port-mapper ONS
SONET/SDH POS
ML E EtherSwitch
POS

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 20 ONS POS
POS ||
POS
POS Cisco Transport Controller CTC
SDH SONET POS
ONS
POS 3 POS
e POS
e CRC
Frame-mapped Generic Framing Procedure GFP-F CRC
POS
2
20-1 High-Level Data Link Control HDLC;
20-2  GFP-F
20-2  GFP-F LEX ITU-T G.7041 GFP-F
GFP-F Cisco IOS CLI  lex
ITU-T G.7041 GFP-F
20-1 HDLC ONS SONET/SDH CRC
E G ML ML CE
E ONS 15454 ONS 15454 ONS 15310-CLY
ONS 15327 ' |SONET/SDH ' SONET/SDH ONS 15310-MA
E LEX CRC16 2
ONs15327  |LEX CRC16
E
ONS 15454
SONET/SDH
G LEX CRC16 |LEX CRC16 |LEX CRC32 |LEX CRC32
LEX CRC32 |LEX CRC32
ML LEX CRC16 ? LEX CRC1:6 |LEX CRC16 |LEX CRC32 |LEX CRC32
ONS 15454
SONET/SDH LEX CRC32 |LEX CRC32
Cisco HDLC
PPP/BCP
ML LEX CRC32 |LEX CRC32 |LEX CRC32 |LEX CRC32
ONS 15310-CLY
ONS 15310-MA

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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20 ONS POS |
W Pos
20-1 HDLC ONS SONET/SDH CRC
E G ML ML CE
E ONS 15454 ONS 15454 ONS 15310-CLY
ONS 15327 ' |SONET/SDH ' SONET/SDH ONS 15310-MA
CE LEX CRC32 |LEX CRC32 |LEX CRC32 |LEX CRC32
1. EtherSwitch E ONS
2. ML ONS 15327 E Inter Packet Gap IPG
20-2 GFP-F ONS SONET/SDH
ML ML CE
ONS 15454 ONS 15310
ML LEX CRC 32 LEX CRC32 LEX CRC 32
ONS 15454 SONET/SDH
Cisco HDLC CRC 32 Cisco HDLC CRC 32
PPP/BCP CRC 32 PPP/BCP CRC 32
IEEE 802.17b
ML ONS LEX CRC 32 LEX CRC32 LEX CRC 32
15310-CL/ ONS 5310-MA
Cisco HDLC CRC 32 Cisco HDLC CRC 32
PPP/BCP CRC 32
PPP/BCP CRC 32
CE LEX CRC 32 LEX CRC 32 LEX CRC 32
Y
RPR ML LEX IEEE 802.17
RPR IEEE 802.17b
Y
GFP-F LEX ITU-T G.7041 GFP-F
GFP-F Release 5.0
ML100T-12 ML1000-2 GFP-F

Field Programmable Gate Array FPGA

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 20 ONS POS

POS ||
ONS Cisco Ethernet-over-SONET LEX LEX  Cisco HDLC Point-to-Point
Protocol/Bridging Control Protocol PPP/BCP  IEEE 802.17b E 5 POS
ONS
POS ONS
IEEE 802.17b
IEEE 802.17b ML 802.17
IEEE 802.17b 7.2 ONS 15454 ONS 15454
SDH ML
20-2 ML IEEE 802.17b
IP
IEEE 802.17
20-2 RPR
YR T—4 TJL—ALA
. 1 ~MD TTL
EEF—5 TL—L BE~D
1 RN—X avko—)
1 FEEAD TTL
6 MAC da
1| R=x avra—NL ;
6 MAC sa Ny E—
6 MAC da
e 1 TTL R—X
6 MAC sa Ny F—
1 PsRay FO—)L
1 TTL R—X
2 hec
1 YeRay FO—)L 3
6 yi.5k DA
2 hec
6 Y5k SA . .
o|  Joran 47 F R4a—F
R4O—FK 2 Joral 247
n |HY—EXF—42 1=yt
n|Y4—EXF—42a31=vy k| )
4 FCS } fL—3 ©
4 FCS } PL—=35 ¢
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20 ONS POS |

W Pos
LEX
Cisco EoOSLEX  ONS HDLC
Internet Engineering Task Force IETF;
Request For Comments RFC,; 1841
GFP-F Cisco IOS CLI  lex GFP-F
lex ITU-T G.7041 GFP-F
20-3 HDLC EoS LEX
LEX ONS 15454 ONS 15454 SDH E ONS
20-3 HDLC LEX
IPACE R AT S SR WA 234 k 484+ ANA b
’75’7‘r7|~“w<\ il \ Jokaln A—HYHRy b RqO—F CRC \75’7‘ ‘
OX7E  OxFF  0x03 0x0041 A A OX7E
=A
7Lk ANA R B8L K 681k 281k 46 ~ 1500 /31 k* 434 2
’7’ ) 7‘/7\)4 SFD ‘ DA ‘ SA ‘ Ln/EType FT—45/1\y K ‘ FCS ‘ E
PPP/BCP
PPP RFC 2615 PPP-over-SONET/SDH SONET 802.1Q
RFC 3518 BCP
20-4 BCP
20-4 HDLC BCP
1NLA 1Mk 14+ 281 F 2~4 84 F 18
(557 e wm [soran]  [sq7 ~qO—F cre  [757 |
OX7E  OXFF 0x03 0031 0020 ox01 A OX7E
TRA L ANRAKR61RAL 680K 284 46 ~ 1500 /3 k* 434 k 3
]7U7>7\w\ SFD \ DA \ SA \ Ln/Etype F—45/1%y F FCS ‘ §

ONS 15454/ONS 15454 SDH ML
POS PPP
IP 0x0021
HDLC 20-5 PPP
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POS

20 ONS
POS ||
20-5 HDLC PPP
1Lk 134~ 1314+ 284 + 2~4 14k 181 K
(755 [rrvz] mm | Joran ~A4O—Fk S EErA
OX7E OxFF 0x03 0x0021 E A A OX7E
IP /37y b ‘ %
Cisco HDLC
Cisco HDLC
ML Cisco HDLC POS
IP HDLC
0x0800 IP 20-6 Cisco HDLC
20-6 HDLC Cisco HDLC
1N A 184+ 184 284 b 24 184 k 1314 +
|55 |7rLal wm | Foran Rqo—F crc | 757 |
0x7E  OxOF  OxO00/8F 0x6558 A OX7E
71814 1NAL 6N L b 681+ 2814+ 46 ~ 1500 /81 k 4 84 k ]
JUFToINL \ SFD \ DA \ SA \ Ln/EType F—8/18y K \ FCS ‘ E
E
E HDLC LEX Cisco HDLC
PPP/BCP E ONS
5.0 ONS 15327 E E10/100-4 E
16 CRC LEX
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20 ONS POS |

W ros
POS POS
ONS
ONS
ONS HDLC ML
CE GFP-F
HDLC
HDLC 2 1 HDLC
HDLC ONS POS
HDLC
IETF  RFC 1662 PPP in HDLC-like Framing
HDLC /
HDLC
GFP-F
GFP SONET/SDH
ML CE GFP PDU
GFP-F GFP-F 1 1
GFP
GFP

GFP ITU G.7041
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| 20 ONS POS

ONS POS | |
ONS
ONS 15327 E-10/100-4

Release 5.0 ONS 15327 E-10/100-4

LEX E
LEX ONS 15327 E ML

E-10/100-4  EtherSwitch E

ONS 15327 E 16 CRC 20-7

ONS 15327 E

ONS 15327 Procedure Guide

20-7 ONS 15327 E

LEX FEHEYY—X

h7tiie

239 |7TRLAR | #lfEd (R bEkaL|RA4B—FK|FCS

HDLC # 5k
FSURKR—F A=Ay K SONET/SDH R4/ O— K T>o~_o—7F ©
SONET/SDH 7 L— L
ONS 15454 ONS 15454 SDHE
ONS 15454 ONS 15454 SDH E LEX
E POS E
20-8 ONS 15454 ONS 15454 SDH E
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20 ONS POS |
[ | ONS POS
20-8 ONS 15454 ONS 15454 SDH E
HEREEYY—X
h Tk
72345 | 7ELR | & (R bk3)|R4O—F|FCS
HDLC # 5k
FSURR—k A=Ay K SONET/SDH R4 O— K To~_AO—7 5
3
SONET/SDH 7 L—L
G
G ONS 15454 ONS 15454 SDH ONS 15327
G LEX HDLC
POS 20-9 G
20-9 ONSG
LEX
h7tILie
7549 |7ELR | &l |[FObai|R4O—FK|FCS
HDLC # 5k

FSURKR—F =Ny K

SONET/SDH R4 O—F To~_Ra—7

115446

SONET/SDH 7 L— L
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| 20 ONS POS

ONS POS | |
ONS 15454 ONS 15454 SDH ONS 15310-CL ONS 15310-MA CE
CE-100T-8 ONS 15454 ONS 15454 SDH ONS 15310-CL ONS 15310-MA
CE-1000-4 ONS 15454 ONS 15454 SDH
HDLC GFP-F
GFP-F HDLC LEX
20-10 CE
20-10 ONS CE-100T-8 ONS CE-1000-4
GFP-F JL—L %47
GFP <y 7
LEX h7tLie i AN
(LEX)
— . , . . a7 R4Aa—FK . .
737 | TRLR | &l [FB k3| Rq40—F|FCS e Ay s— | NAR—F ] FCS
HDLC 7 L—LERE—F EJFS GFP JL—L#EHE—F
FSURR—b F—nR"Ay R SONET/SDH R4 O— K To~ROo—7 <
SONET/SDH 7 L—.L
ONS 15310 ML-100T-8
ONS 15310 ML-100T-8 HDLC GFP-F
HDLC LEX GFP-F
LEX Cisco HDLC PPP/BCP LEX
ML RPR RPR
LEX
ONS 15454 ONS 15454 SDH ML
ONS 15454 ONS 15454 SDH ML HDLC GFP-F
HDLC GFP-F
LEX Cisco HDLC PPP/BCP LEX
ML RPR RPR
LEX 802.17b IEEE 802.17b
RPR GFP-F 20-11 ONS 15454

ONS 15454 SDH

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

| 78-17736-02-J

"=



20 ONS POS |

[ ONS POS
20-11 ML

GFP-F JL—L 247
GFP <7

Cisco HDLC LEX PPP | BCP GFP-Cisco HDLC | | {—#v | | GFP-PPP | GFP-BCP

LEX
hFtt
. . . X4 0O—FK o .
754 |7ELZ | #if |70 kaL|<q0—F|FCS e AT I xqm—r| Fos
HDLC 7 L—LBRE—F EJIES GFP-F JL—LERE—K

FSURR—F ==~y R

SONET/SDH R4/ O— K To~_ROo—7F

115448

SONET/SDH 7 L— LA
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| 20 ONS POS

SONET/SDH
SONET/SDH
IEEE 802.3
200 ppm /100
0.02% 0.02%
99.98%
TDM
99.98%
E ONS
50 ppm
50 ppm 99.995%
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[ | SONET/SDH
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RMON

ONS 15454 SONET/SDH

RMON RMON

CHAPTER

Remote Network Monitoring RMON

RMON
ML RMON

NMS Network Management System;

Fundamentals Command Reference Release 12.2

Cisco 10S Configuration
System Management Commands

Cisco 10S RMON
Fundamentals Configuration Guide

Cisco 10S Configuration

Configuring RMON Support

¢ RMON p.21-2
e RMON p.21-3

e CRC ML

¢ RMON p.21-21

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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21 RMON I

H RMON
RMON Internet Engineering Task Force IETF;
RMON SNMP
LAN ML
ML MIB
MIB  p.22-5
21-1  RMON

AERBMON VY —ILT7IUH5— 3 %
FRLEY NI —YEBEBXT—Y 3y

BESNT- BMON 75 —LE LV
ARk, RESHTz SNMP

x
RMON B
BEU
HEtEROINE
43—

I

I:,\)

145951
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| 2 RMON

RMON ||
ML RMON
e RMON p.21-3
e RMON p.21-3
L p.21-5
L p.21-6
RMON
RMON
RMON
CLI SNMP Network Management Station NMS;
ML RMON
NMS RMON RMON
RMON MIB ML
SNMP SNMP 22 SNMP
RMON EXEC
1 configure terminal
2 rmon event number [description string] RMON RMON
[log] [owner string] [trap community]
* number
1 65535
. description string
o RMON
log
. owner string
o trap community
SNMP

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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H RMON

21 RMON

3 rmon alarm number variable interval MIB
{absolute | delta} rising-threshold value
[event-number] e number
falling-threshold value [event-number] 1 65,535
[owner string]
e variable MIB
e interval MIB
1 2,147,483,647
. MIB absolute
MIB
delta
e value
-2,147,483,648
2,147,483,647
. event-number
. owner string

4 end

EXEC

5 show running-config

6 copy running-config startup-config

Comments RFC;

MIB
RMON

ifEntry.20.1
100015

rmon event

1757

10

15

no rmon event number

MIB

ifEntry.20.1 0

no rmon alarm number

Request For

rmon alarm
MIB ifEntry.20.1 20

100000

SNMP

ML_Series(config)# rmon alarm 10 ifInErrors.65539 20 delta rising 15 1 fall 0

N

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 2 RMON

RMON ||
65539 POS 0  SNMP ifindex SNMP get
SNMP ifIndex POSO  SNMP ifIndex 65539

tuvoks-view:128> getmany -v2c 10.92.56.97 tcc@l ifDescr
ifDescr.65536 = GigabitEthernetO
ifDescr.65537 = GigabitEthernetl
ifDescr.65538 = NullO
ifDescr.65539 = POSO
ifDescr.65540 = POS1
ifDescr.65541 = SPR1
tuvoks-view:129>

rmon event RMON 1 High

ifOutErrors
jjones
SNMP

ML_Series(config)# rmon event 1 log trap eventtrap description "High ifOutErrors"
owner jjones

RMON

EXEC

1 configure terminal

2 interface interface-id

Packet-over-SONET/SDH
POS POS_ interface

3 rmon collection history index
[buckets bucket-number] [interval
seconds] [owner ownername]

e index RMON
1 65535
. buckets bucket-number RMON
1 65,535
50
. interval seconds
1 3600
1800
. owner ownername RMON
4 end EXEC
5 show running-config
6 show rmon history ML

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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21 RMON

H RMON

7 copy running-config startup-config

no rmon collection history index

root RMON

ML_Series(config)# interface gigabitethernetl
ML_Series(config-if)# rmon collection history 2 owner root
ML_Series (config-if)# end

ML_Series# show rmon history

Entry 2 is active, and owned by root

Monitors ifIndex.393217 every 1800 second(s)

Requested # of time intervals, ie buckets, is 50,

EXEC
1 configure terminal
2 interface interface-id
3 rmon collection stats index [owner RMON
ownername]
e index RMON
1 65535
. owner ownername RMON
end EXEC
show running-config
show rmon statistics ML
7 copy running-config startup-config

no rmon collection stats index

root RMON

ML_Series(config)# interface gigabitethernetl
ML_Series(config-if)# rmon collection stats 2 owner root

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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21 RMON

ML CRC ||
ML POS SF SD
SONET/SDH GFP
POS Cyclic Redundancy Check CRC;
CRC POS
SONET GFP
ML CRC
SF SD CRC
ML RPR SONET/SDH GFP
POS Shared Packet Ring SPR;
FCS CRC
ML
CRC Threshold Crossing Alarm  CRC-ALARM
Major MA SA SONET/SDH
SONET/SDH CTC Alarms
RPR CRC-ALARM
CRC-ALARM
ML
BER CRC
e 10e-2 1% 100 1 CRC
e 10e-3 0.1% 1000 1 CRC
e 10e-4 0.01% 10000 1 CRC
CRC 0.1%
1% 0.1%
0.1% 1000 1
10%
1%
CRC
1. RPR
3. Path Defect Indication PDI; ML
4 ML CRC-ALARM
CRC CRC-ALARM ML
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21 RMON I

H v CRC

CRC-ALARM SONET/GFP

CRC SONET/GFP 1 SONET/GFP
CRC-ALARM CRC
CRC-WRAP SONET/GFP
SONET/GFP CRC-ALARM
CRC-ALARM CRC-ALARM SONET/GFP
CRC-ALARM
CRC-ALARM
CRC-ALARM
CRC-ALARM
CRC-ALARM
CRC CRC
ML
CRC-ALARM

e Cisco lOSCLI EXEC clear crc alarm interface interface-type interface-number

e Cisco IOS CLI shutdown no shutdown

e CTC TL-1

e CTC TL-1 SONET/SDH

ML POS
CRC-ALARM FCS CRC-ALARM

POS unwrap
CRC-ALARM
POS CRC-ALARM
CRC

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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| 2 RMON

ML CRC
21-2 E POS 0 CRC
RPR CRC-ALARM E POS
1 D POS 0
21-2 CRC RPR

/—FB

f\\

/—Pc
J—RFEMNDMASPOSHUHDM
FCST5— é*ﬁm LEL,
POS1 POSO
/—I~E POSO POS 1 /—FKD
EIXPOS1#5v L, EIXPDIZDIZEELT DI. EmNDRIETS
POSO T FCS-ERROR EAFCSTS—%&H L. PDI [CEDWLTPOSO &
TS—LERESEFE L. Sy TIREIZHB L ER SyJFLELE, N
LFET TPTFAIL 7 5 —LM =
POS1 THELELT,
21-3 21-2
D PDI
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21 RMON I

H v CRC

21-3 CRC RPR

A

J—KA /—kC

dA—HFlFunwrap A7 2 K%
HITLET,

POS 1 POS 0
A

(= >
/—FE mposo POS 1 /—FD
\\_/Y
\ N\

CiT FOSTEDTYTE [ E@PDI%  j0.05WOY—bik. DHPOS1 LT,

MR LET, Ny
AlERL &9 D~NEET S pos1 o TPTFAIL PDI 4 1) 73 BRI

1005 BDY—=7%&. DELEDFET. 75,441 S« TR
FCS.-ERROR 75— L #it ;; NoYTEh  SYTHEBRLET,

POSO ETHO U7 EnFET,

145780
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| 2 RMON

ML CRC
21-4 CRC RPR
CRC-ALARM
21-4 CRC RPR
/—EB
J—K Am /—FC

A

A—#(Funwrap AX U K%
RITLET,

POS 1

X M
/—FrE

POS0 POSH1

/N

El&. POS1EDTv 7% / EIZPDI %

/—FKD

AN

” PDI 1005 HDY— D [POS 1 £

AR LT DAZETS  xuu@. TPTFAL  PDI%2 U7 BRI

10205 BOY—%o sk, PELEDES. 75 pmpostt Ty ITRBRLET,
FCS-ERROR 7 5 — Lt THYTERET,

POSO ETY U7 ENFET,

145781

21-5 21-4 E  unwrap

POS
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RMON I

H v CRC

21-5 CRC

POS 1

~
/—PE“POSO POS 1

/I

EADMS PDI ZHE LT

FCS-ERROR AV J7&nd &,

POSO £ T TPTFAIL 7 5 — LA
RELFT,

CRC-ALARM
D PDI E
TPTFAIL
21-5

A—HlFunwrap A< K%
HITLET,

EIXPDI %D~
EETHIDELHFT,

1005 DY —F 5%,
FCS-ERROR 7 5 — LA
POSO ETHUTENFET,

E POS
CRC-ALARM
RPR
2 unwrap

/—FD

145782
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21 RMON
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ML CRC

21-6 CRC RPR 2

/—FB

e

A—¥H(ES. unwrap AX 2 K% A
EITLETS

J—FKA /—FkC

POS 1 POS 0

N
/—FE mposo POS 1 /—FD

El&. POS1 EDSvT% E X PDI %

2 ps DA~{Ed2 DIFPOS1LET
ﬁjl}?biﬁ_o Ry @%EL);E_?-O PDI 1&7 IJT?_%)
10£05 DY —F LTk, BIZS Y TRk
TPTFAIL 7 5 —LMPOST £ 1005 BDY—F Tk, LFET,
TYOUT7EnFEY, FCS-ERROR 7 5 — LA
POSO LTY N7 ENFET,

145783
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21 RMON I

H v CRC

ML CRC

ML CRC EXEC

1 ML_Series# configure terminal
2 ML_Series (config)# interface
interface-type interface-number
3 ML_Series (config-if)# [nol trigger crc |fcs
threshold [threshold-value] SONET/SDH CRC-ALARM
e 2—10e-2 1% 100 1
CRC
e 3—10e-3 0.1% 1000
1CRC
e 4—10e4 0.01% 10000
1CRC
no
3
4 ML_Series (config-if)# [no] trigger crc
action CRC-ALARM RPR POS
RPR
no
ML_Series (config-if)# [no] trigger crc CRC
delay soak-time 3 10
no 1
ML_Series# end EXEC
ML_Series# show running-config
ML_Series# copy running-config
startup-config
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21 RMON

ML CRC
CRC CRC-ALARM
Cisco 10S CLI clear crc alarm interface interface-type interface-number
SONET/SDH FCS RPR
SONET/SDH KA
FCS SONET/SDH KA
FCS
SONET/SDH KA
SONET/SDH KA
N

ML CRC-ALARM EXEC

1 ML_Series # clear crc alarm interface SONET/SDH CRC-ALARM

interface-type interface-number RPR

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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21 RMON I

W CRC ML RMON
ML CRC NMS SNMP Performance
Monitoring PM; NMS ML
ifInErrors
NMS
CRC
NMS
Cisco I0S CLI SNMP ML
ONS 15454 SONET/SDH ML ONS 15310-CL
ONS 15310-MA ML RMON Cisco Transport Controller CTC
Transaction Language One TL1 Cisco Transport Manager CTM
ML CRC
NMS PM CRC ifInErrors
e SONET/SDH POS CRC SONET/SDH POS
CRC 100%
100
CRC
107° PM BER
o ML CRC
60 10
SONET/SDH 50 ms NMS
300 1000
SNMP CRC
CRC IF-MIB ifinErrors OID 1.3.6.1.2.1.2.2.1.14
SNMP get ifInErrors ML
SNMP SNMP
ML
com_str_configured_from CTC@mIl_slot_number
Cisco I0S CRC SNMP
ML CiscoI0OS RMON Cisco IOS CLI
ifInErrors NMS
RMON ONS 15454 SONET/SDH ML SNMP
set RMON
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| 2 RMON

CRC ML RMON
ifInErrors NMS
RMON EXEC
1 configure terminal
2 rmon event number [log] [trap RMON RMON
community] [description string] [owner
stringl
* number
1 65535
. RMON
log
. trap community
SNMP
. description string
. owner string
3 rmon alarm number MIB
ifInErrors.ifIndex-number interval
{absolute | delta} rising-threshold e number
value [event-number] 1 65,535
falling-threshold value [event-number] .
[owner string] e iflndex-number 10 ML
ifIndex
ML ifIndex
[p.21-18]
e interval MIB
1 4,294,967,295
. MIB absolute
MIB
delta
e value
-2,147,483,648  2,147,483,647
. event-number
. owner string
4 end EXEC
5 show running-config
6 copy running-config startup-config
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21

RMON I

H cRrC

ML

ML RMON

CRC SNMP

ML_Series # configure terminal

ML_Series(config)# rmon event 10 log trap slotl5 owner config
ML_Series(config)# rmon alarm 9 ifInErrors.983043 300 delta rising-threshold 1000 10

falling-threshold 1000 10 owner config
ML_Series (config)# end
ML_Series # show running-config
ML_Series # copy running-config startup-config

rmon alarm 10 ML
ifiIndex ifInErrors.983043 ML
ifiIndex MIB
ifIndex ML
p.21-18

5 1000 1002 ifInErrors

2005-03-22 16:25:38 ptlm9-454e56-97.cisco.com [10.92.56.97]
SNMPv2-MIB:sysUpTime.0 = Wrong Type (should be Timeticks):
SNMPv2-MIB:snmpTrapOID.0 = OID: RMON-MIB:risingAlarm
RFC1271-MIB:alarmIndex.9 = 9

RFC1271-MIB:alarmVariable.9 = OID: IF-MIB:ifInErrors.983043
RFC1271-MIB:alarmSampleType.9 = deltaValue(2)
RFC1271-MIB:alarmValue.9 = 1002
RFC1271-MIB:alarmRisingThreshold.9 = 1000
SNMPv2-SMI : snmpModules.18.1.3.0 = IpAddress: 10.92.56.97

ifindex

NMS ML
ifIndex MIB

Cisco I10S CLI ML

iflndex
VLAN LAN
ifIndex

MIB SNMP MIB
ifDescr ifIndex ifIndex

ML POS

. — ML
ONS 15454 SONET/SDH
1 6 12 17 CTC

i — ONS 15454 SONET/SDH
POS
POS POS 0

21-1

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

ML

ifIndex

43026500

NMS

ML

ifindex

NMS

iflndex

ifIndex
ML

ifIndex ifDescr

ifIndex
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| 2 RMON

CRC ML RMON
21-1 ML
ML100T-12 ML100X-8 ML1000-2
ML100T-12 POS ML100X-8 POS ML1000-2 POS
FEO= 0 POS 0= 13 |FEO= 0 POS 0= 9 |GEO= POS 0=
FE1= 1 POS1= 14 |[FE1= 1 POS 1= 10 |[GE1= POS 1=
FE2= 2 FE2= 2
FE3= 3 FE3= 3
FE4= 4 FE4 = 4
FES5= 5 FES5= 5
FEG6= 6 FE6 = 6
FE7= 7 FE7= 7
FE8= 8
FE9 = 9
FE 10 = 10
FE11 = 11
ifIndex
ifindex = (slot * 10000h) + (port)
10000h 16 65536 iflndex 2
10 ifindex EO002h
14 10 917506 rmon alarm 10
ifindex
rmon alarm ifindex 21-1
1 17 ifindex
ifIndex
21-2 ML
ML 16 10
ifindex ifindex
1 10000h 65536
2 20000h 131072
3 30000h 196608
4 40000h 262144
5 50000h 327680
6 60000h 393216
12 C0000h 786432
13 DO0000h 851968
14 E0000h 917504
15 F0000h 983040
16 100000h 1048576
17 110000h 1114112
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21 RMON I

H cRrC ML RMON

ML CRC

show interface ML

ML_Series(config)# show interface pos 0

POS0 is up, line protocol is up

CRC
CRC

Hardware is Packet/Ethernet over Sonet, address is 0005.9a39.713e (bia 0005.9a39.713e)

MTU 1500 bytes, BW 48384 Kbit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 182/255
Encapsulation: Cisco-EoS-LEX, crc 32, loopback not set
Keepalive set (10 sec)

Scramble enabled

ARP type: ARPA, ARP Timeout 04:00:00

Last input never, output never, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:
Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate 34621000 bits/sec, 60083 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

311190527 packets input, 931220183 bytes

Received 0 broadcasts (0 IP multicast)

6 runts, 0 giants, 0 throttles

0 parity

6 input errors, 6 CRC, 0 frame, 0 overrun, 0 ignored

0
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| 2 RMON

RMON
Y
RMON POS
RMON 21-3 1 EXEC
21-3 RMON
show rmon RMON
show rmon alarms RMON
show rmon events RMON
show rmon history RMON
show rmon statistics RMON
21-1 21-3
21-1  show rmon CRC

ML_Series# show rmon alarms

Alarm 9 is active, owned by config

Monitors ifInErrors.983043 every 300 second(s)

Taking delta samples, last value was 0

Rising threshold is 1000, assigned to event 10

Falling threshold is 1000, assigned to event 10
On startup enable rising or falling alarm

ML_Series# show rmon events

Event 10 is active, owned by config

Description is

Event firing causes log and trap to community slotl5,
last event fired at O0y3w2d,00:32:39,

Current uptime Oy3w6d, 03:03:12
Current log entries:

index wuptime description
1 O0y3w2d,00:32:39
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21 RMON I

H RMON
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ML SNMP

N

Cisco 10S Configuration
Fundamentals Command Reference Release 12.2

e SNMP p.22-2
e SNMP p.22-7
e SNMP p.22-16
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22 SNMP |
H sNmP
SNMP
SNMP SNMP SNMP MIB
Management Information Base; SNMP CiscoWorks
NMS Network Management System;
SNMP
SNMP MIB SNMP
MIB
SNMP
MAC TCP
e ML SNMP  p.22-2
e SNMP p.22-3
e SNMP p.22-4
e SNMP p.22-4
e SNMP p.22-4
e SNMP MIB p.22-5
. MIB p.22-5
e SNMP p.22-6
ML SNMP
SNMP ONS 15454 SONET/SDH ML 1
Cisco I10S Catalyst
SNMP ML SNMP ONS
15454 SONET/SDH SONET 22-1
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| 22 SNMP

SNMP ||
22-1 ML SNMP
E]l A —H %y HIP
H’ 1
—_ oo
SNMP ¥ +—T %
: ONS 15454
: (GNE)
SDCC
ONS 15454 (GNE) :
\ [ Tcc ]
ML 2 1)—X
Ao bIP I0S SNMP :
T—% TL—v T—S1ok Ny TL—y 5
0 g
ONS 15454 SONET/SDH ML SNMP
get getNext set ML
ML ML ID
ONS 15454 SONET/SDH SNMP ML
ONS 15454 SONET/SDH SNMP
SNMP ML Cisco 10S
ML SNMP
TCC2/TCC2P SNMP
TCC2/TCC2P SNMP SNMP
SNMP
ML ONS 15454 SONET/SDH SNMP 1 SNMPv1
SNMP 2c SNMPv2c
¢ SNMPv1 — Request For Comments RFC; 1157 SNMP
e SNMPv2c SNMPV2 classic
SNMPv2C
SNMPv2classic
SNMPv2c
SNMPv1
SNMPv2c
SNMPv1 SNMPv2C
. — noAuthNoPriv
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22 SNMP
W sNwmP
L] J—
[ ] J—
SNMP SNMP
SNMPv1
SNMPv2
SNMP
SNMP MIB 22-1
22-1 SNMP
get-request
get-next-request !
get-bulk-request?
get-response NMS get-request get-next-request set-request
set-request
trap SNMP SNMP
1. SNMP
2. get-bulk-request SNMPv2
SNMP
SNMP SNMP
e MIB — SNMP NMS
MIB NMS
e MIB — SNMP NMS
SNMP MIB NMS
SNMP NMS
SNMP
SNMP MIB
NMS ML NMS
ML 3
1
3
e read-only RO — MIB
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| 22 SNMP

SNMP ||
e read-write RW — MIB
e read-write-all — MIB
SNMP MIB
NMS CiscoWorks CiscoWorks
ML MIB
22-2 SNMP MIB SNMP
SNMP
MAC SNMP
SNMP get-request get-next-request set-request SNMP
MIB
22-2 SNMP
NMS Ty RD—HEE
get. get-next. get-bulk R e
=% " getresponse. kST m
SNMP ¥ r— <+ MIB SNMP o
I—YIzvhk §
MIB
ML MIB ONS
CD MIBSREADME.txt CD MIB
MIB
URL  Cisco MIB Locator Cisco 10S
MIB
http://www.cisco.com/go/mibs
MIB
* Bridge-MIB RFC 1493 Spanning Tree Protocol STP
e RFC 1157
e |IF-MIB RFC 1573
e CISCO-PORT-QOS-MIB QoS Quality Of Service
Y
ML CISCO-PORT-QOS-MIB Class of Service CoS;

QoS
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22 SNMP |

H snwP
SNMP
SNMP ML SNMP
SNMP
traps SNMP
snmp-server
host
Y
SNMPv1
SNMP

SNMP Protocol Data Unit PDU;

ML

SNMP
ML
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| 22 SNMP
SNMP ||
ML SNMP
e SNMP p.22-7
e SNMP p.22-7
e SNMP p.22-8
. p.22-8
e SNMP p.22-10
e SNMP p.22-11
L p.22-14
e SNMP TFTP p.22-14
e SNMP p.22-15
SNMP
22-2 SNMP
22-2 SNMP
SNMP
SNMP read-only
read-write
read-write-all
SNMP
SNMP TCP
SNMP version
1
SNMP
SNMP
SNMP
e SNMP snmp-server host
Cisco 10S Configuration Fundamentals Command Reference Release 12.2
e SNMP SNMP SNMP
e SNMP SNMP
e SNMP SNMP
e SNMP ID SNMP
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22 SNMP |
H sNwP
SNMP
SNMP EXEC
1 configure terminal
2 no snmp-server SNMP
3 end EXEC
4 show running-config
5 copy running-config startup-config
no snmp-server
SNMP 10S
snmp-server SNMP
SNMP SNMP
ML
1
. SNMP IP
. MIB
MIB
. MIB
ML EXEC
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| 22 SNMP

SNMP
1 configure terminal
2 snmp-server community string [view
view-name] [ro | rw]
[access-1ist-number] e string SNMP
1
o view view-name
. MIB
ro
MIB
rw
. access-list-number 1 99 1300
1999 IP
3 access-list access-list-number {deny | 2 IP
permit} source [source-wildcard]
e access-list-number 2
e deny
permit
® source
SNMP IP
o source-wildcard
10
1
end EXEC
show running-config
copy running-config startup-config

SNMP

no snmp-server community string

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
| 78-17736-02-J .m



22 SNMP
H sNwP
SNMP  comaccess IP
4 ML SNMP
ML_Series (config)# snmp-server community comaccess ro 4
SNMP
ML SNMP ID
SNMP SNMP SNMP
SNMP
ML SNMP EXEC
1 configure terminal
2 snmp-server engineID {local SNMP
engineid-string | remote ip-address
[udp-port port-number]}
* engineid-string SNMP 24
1D
* remote SNMP
ip-address
UDP UDP
162
3 snmp-server group groupname {vl | v2c SNMP
[auth | noauth | priv]} [read readview]
[write writeview] [notify notifyview] ® groupname
[access access-1ist] .
vl
v2c
2
N
priv
. read readview
64
. write writeview
64
. notify notifyview
64
. access access-list
64

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



| 22 SNMP

SNMP | |
4 snmp-server user username groupname SNMP
[remote host [udp-port port]] {vl | v2c
[access access-1ist]} ® yUsername
® groupname
. SNMP
remote
IP
UDP UDP
162
e SNMP vl v2c
. access access-list
64
5 end EXEC
6 show running-config
7 copy running-config startup-config
SNMP
ML
snmp-server
enable traps
22-3 ML
22-3 ML
bridge STP MIB
config SNMP
config-copy SNMP
entity SNMP
rsvp RSVP
rtr SNMP Response Time Reporter RTR
22-3 snmp-server host
ML
EXEC
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22 SNMP

H snwP

1 configure terminal

2 snmp-server engineID remote ip-address IP ID
engineid-string
3 snmp-server user username groupname 2
remote host [udp-port port] {vl | SNMP
v2c} [access access-1ist]
® username
® groupname
o SNMP
remote
IP
UDP UDP
162
e SNMP vl v2c
o access access-list
64
N
1D
1D
4 snmp-server host host-addr SNMP
[traps | informs] [version {1 | 2c}]
community-string [udp-port port] e host-addr
[notification-typel
. SNMP traps
. SNMP
informs
. SNMP 1 2c
SNMPv1
e community-string
. udp-port port UDP

. notification-type 22-3
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| 22 SNMP

SNMP
5 snmp-server enable traps ML
notification-types
snmp-server enable traps ?
snmp-server enable traps
6 snmp-server trap-source interface-id
IP
IP
7 snmp-server queue-length Ilength
1 1000 10
8 snmp-server trap-timeout seconds
1 1000 30
9 end EXEC
10 show running-config
11 copy running-config startup-config
snmp-server host snmp-server enable trap
snmp-server host informs snmp-server enable traps

no snmp-server host host
no snmp-server host

no snmp-server host informs

no snmp-server enable traps notification-types
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22 SNMP |

H snwP

SNMP
EXEC

1 configure terminal

2 snmp-server contact text

snmp-server contact Dial System Operator at beeper 21555.

3 snmp-server location text

snmp-server location Building 3/Room 222

end EXEC

show running-config

copy running-config
startup-config

SNMP TFTP
SNMP Trivial File Transfer
Protocol TFTP;
EXEC
1 configure terminal
2 snmp-server tftp-server-list SNMP
access-1list-number TETP
access-list-number 1 99 1300 1999
IP
3 access-list access-list-number {deny |
permit} source [source-wildcard]
* access-list-number 2
e deny
permit
* source ML
TFTP IP
. source-wildcard
10
1
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SNMP
4 end EXEC
5 show running-config
6 copy running-config startup-config
SNMP
public
SNMP ML
ML_Series(config)# snmp-server community public
public
SNMP ML SNMPv1
192.180.1.111 192.180.1.33 SNMPv2C 192.180.1.27
VTP public
ML_Series(config)# snmp-server community public
ML_Series(config)# snmp-server host 192.180.1.27 version 2c public
ML_Series(config)# snmp-server host 192.180.1.111 version 1 public
ML_Series(config)# snmp-server host 192.180.1.33 public
comaccess 4
SNMP
public SNMP
SNMPv2C cisco.com
ML_Series(config)# snmp-server community comaccess ro 4
ML_Series(config)# snmp-server enable traps snmp authentication
ML_Series(config)# snmp-server host cisco.com version 2c public
MIB cisco.com
2 cisco.com

snmp-server host

ML_Series(config)# snmp-server enable traps
ML_Series(config)# snmp-server host cisco.com restricted

ML public
myhost.cisco.com

ML_Series(config)# snmp-server enable traps
ML_Series (config)# snmp-server host myhost.cisco.com public
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22 SNMP |

W sNwmP
SNMP
show snmp EXEC SNMP
22-4 EXEC
Cisco 10S Configuration Fundamentals Command Reference Release
12.2
22-4 SNMP

show snmp SNMP
show snmp group SNMP
show snmp pending SNMP
show snmp sessions SNMP
show snmp user SNMP SNMP
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23-20 EtherSwitch P2p
ONS 15454 1
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7@ e 4
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192.168.1.25 ONS 15454 2 ONS 15454 3 192.168.1.50
255.255.255.0 255.255.255.0
VLAN 7 X k VLAN 77X k &
ARy k4 Aoy k15 8
Y
E VLAN
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ONS CTC
ONS
OSI/TARP ONS TCP/IP
DCC DCC ONS
STS
ONS ONS
~
1 ONS ONS 15454
ONS 15454
ONS 15454
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23 E G

Hl RMON
ONS NMS Network Management System;
RMON
ONS RMON MIB 1
alarmTable NMS alarmTable
15 24
RMON
1000 15 1001

CTC

RMON Cisco ONS 15454 Troubleshooting Guide Cisco ONS

15454 Troubleshooting Guide

Cisco ONS 15327 Troubleshooting Guide
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CHAPTER2 I

ONS 15454 ONS 15454 SDH CE-100T-8
ONS 15454 SONET CE-100T-8
SONET ONS 15454 SDH CE-100T-8
SDH CE-100T-8 ONS15310-CL
Cisco Transport Controller CTC Transaction Language One TL1

Cisco I10S CE-100T-8

Cisco ONS 15454 Reference Manual

15454 SDH Reference Manual
Cisco ONS 15454 Procedure Guide
TL1

Guide Cisco ONS SDH TL1 Command Guide
e CE-100T-8 p.24-2
e CE-100T-8 p.24-3
e CE-100T-8 SONET/SDH p.24-8
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24 CE-100T-8

MW CE-100T-8

CE-100T-8

CE-100T-8 8 10/100 1
point-to-point  p2p; SONET
24-1 CE-100T-8
p2p
24-1 CE-100T-8 p2p
ONS /—F ONS /—F

’ A—FFv b P p2p [EI#R = 1A—F%vk ’

CE-100T-8 SONET/SDH
CE-100T-8

CE-100T-8 3 IP

IPX

CE-100T-8 RJ-45 CE-100T-8
Packet-over-SONET/SDH POS SONET/SDH
POS
SONET Synchronous Transport Signal STS; SDH Synchronous Transport Mode
STM;
CE-100T-8 RJ-45
POS
20 ONS POS
CE-100T-8 ITU-T G.707 Telcordia GR-253
CTC CE-100T-8

Cisco ONS 15454 Procedure Guide

Procedure Guide

Cisco ONS 15454 SDH
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CE-100T-8 ||
CE-100T-8 10BASE-T 100BASE-TX
RJ-45 8
1 8 POS
CE-100T-8
CE-100T-8 SONET/SDH
IEEE 802.1Q
ONS 15454 SONET/SDH CE-100T-8 ONS 15310-CL CE-100T-8 Cyclic Redundancy Check
CRC; 1548
Maximum Transmission Unit; MTU 1500
MTU IEEE 802.1 Q
Multiprotocol Label Switching MPLS;
CE-100T-8 SONET/SDH
CRC
64
Y
Network Element NE;
NE Cisco ONS 15454 Reference
Manual Cisco ONS 15454 SDH Reference Manual Network Element Defaults
CE-100T-8
auto
CTC Provisioning
CE-100T-8 IEEE 802.3x
CE-100T-8 IEEE 802.3x
POS
CE-100T-8
CE-100T-8
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MW CE-100T-8
24-2
R"—X TJL—L4 R—X TL—L
STS
1 CE-100T-8
51.84 Mbps CE-100T-8
SONET STS-1 51.84 Mbps CE-100T-8
STS-1
CE-100T-8 24-3
2
3
SONET/SDH
CE-100T-8
24-3
A—HRy b K=k /—*f*v b AR—F
RXx — >\ vl e «— Rx g
Tx «<—{( X)) Qe ‘--------mmmmmmmmmme Tx *©
N

CE-100T-8
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| 24 CE-100T-8

CE-100T-8 | |

SONET/SDH

CE-100T-8

Cisco ONS 15454 SDH Reference Manual

SONET/SDH
Cisco ONS 15454 Reference Manual
Administrative and Service States

In-Service, Automatic In-service IS,AINS ESM
IS,AINS
In-Service OOS-AU,AINS

Out-of-Service and Autonomous, Automatic

In-Service and Normal IS-NR

IS,AINS
CE-100T

AINS IS

ESM  CE-100T-8
IS,AINS

IS,AINS
SONET
AINS

CTC

IS,AINS
IS-NR
IS
SONET/SDH

IEEE 802.1Q CoS IP ToS

CE-100T-8
Class of Service CoS;

Priority Queueing PQ;

CTC Conditions TL1 RTRV-COND
CARLOSS TPTFAIL 2
CE-100T-8
SONET
2 1
AINS
SONET/SDH SONET/SDH
IS
IS
0OO0S-AU,AINS
IS-NR AINS
TL1 AINS
SONET/SDH
Out-of-Service OOS; AINS
IEEE 802.1Q

IP Type of Service ToS;

IP Differentiated Services Code Point DSCP; DiffServ

CE-100T-8  CoS

ToS

CE-100T-8
QoS Quality Of Service QoS
POS

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
| 78-17736-02-J




CE-100T-8 |

MW CE-100T-8

Voice over IP  VolP

CIR/EIR
IP ToS CE-100T-8 IPToS 256
CTC  Provisioning > Ether Ports
ToS CTC ToS
ToS
ToS 255
24-3 IP ToS ToS
0 255
24-1 IPToS
CTC ToS ToS
255
250 251 255
150 151 255
100 101 255
50 51 255
0 1 255
CoS CE-100T-8 CoS 8
CTC  Provisioning > Ether Ports
CoS CTC CoS CoS
CoS 7
24-3 CoS
24-2 CoS
CTC CoS CoS
7
6 7
5 6 7
4 5 6 7
3 4 5 6 7
2 3456 7
1 2 3 456 7
0 1 2 3 456 7
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24 CE-100T-8

CE-100T-8 ||
VLAN ToS CoS PQ
ToS PQ CE-100T-8 CoS ToS PQ
ToS 255 CoS 7
ToS 255 ToS PQ
CoS
VLAN ToS CoS PQ
CoS PQ ToS CoS 7
CoS PQ ToS
CE-100T-8 ToS 255 CoS 7
PQ
CE-100T-8 ToS CoS
)
CE-100T-8 PQ
6 First-In First-Out FIFO;
Y
CE-100T-8 STS-3C PQ STS-3¢
CE-100T-8
PQ
RMON SNMP
CE-100T-8 Network Management System NMS;
Remote Monitoring RMON;
CE-100T-8  ONG RMON ONG RMON
RMON MIB MIB
RMON TL1 CTC
CTC RMON Cisco ONS 15454 Procedure Guide
NTP-A279 Cisco ONS 15454 Troubleshooting Guide Cisco ONS 15454 SDH Procedure
Guide Cisco ONS 15454 SDH Troubleshooting Guide
CE-100T-8 POS Performance > Ether Ports

Performance > POS Ports
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24 CE-100T-8 |
Bl CE-100T-8 SONET/SDH
CE-100T-8 1 8 POS 8 CTC
TL1 POS
Provisioning > POS Ports
Performance > POS Ports
POS
POS Contiguous Concatenation CCAT Virtual Concatenation VCAT;
SONET/SDH
CTC TL1 SONET/SDH
24-3 24-4 CE-100T-8
24-3 ONS 15454 CE-100T-8 SONET
CCAT VCAT VCAT
STS-1 STS-1-1v VT15-nvV n=1 64
STS-3c STS-1-2v
STS-1-3v
24-4 ONS 15454 SDH CE-100T-8 SDH
CCAT VC-3 VCAT VC-12 VCAT
VC-3 VC-3-1v VC-12-nV n=1 63
VC-4 VC-3-2v
VC-3-3v
1 100 Mbps 155 Mbps
STS-3c VC-4
VCAT
24-5 SONET
24-5 SONET
CCAT VCAT VCAT
100BASE-T |STS-3c STS-1-3v  STS-1-2v? VT15-xv x=56 64
100BASE-T |STS-1 STS-1-1v VT15-xv x=1 55
10BASE-T |[STS-1 VT1.5-7v
10BASE-T VT15-xv x=1 6
1. STS-1-2v 98 Mbps
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CE-100T-8 = SONET/SDH

24-6 10 Mbps 100 Mbps SDH
24-6 SDH
CCAT VC-3 VCAT VC-12 VCAT
100BASE-T |VC-4 VC-3-3v  VC-3-2v! VC-12-xv x=50 63
100BASE-T |VC-3 VC-3-1v VC-12-xv x=1 49
10BASE-T |VC-3 VC-3-1v VC-12-5v
10BASE-T VC-12-xv x=1 4
1. VC-3-2v 98 Mbps
CE-100T-8
24-7 ONS 15454  CE-100T-8 CCAT
24-7 SONET CCAT
STS-3c STS-1
8
1 7
2 6
3 3
4
24-8 ONS 15454 SDH  CE-100T-8 CCAT
24-8 SDH CCAT
vVC-4 VC-3
8
1 7
2 6
3 3
4
24-9 ONS 15454  CE-100T-8 VCAT
24-9 STS-1-3v STS-1-2v SONET VCAT
STS-1-3v STS-1-2v
4
1 3
2 2
3 1
4
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24 CE-100T-8

Bl CE-100T-8 SONET/SDH
24-10  ONS 15454 SDH  CE-100T-8 VC-3-3v VC-3-2v
24-10 SDH VC-3-3v VC-3-2v  VCAT
VC-3-3v VC-3-2v
4
1 3
2 2
3 1
4
CCAT VCAT VCAT CE-100T-8
8 VCAT
SONET VT1.5-Xv X 64 VCAT SONET
VT1.5-64v 4 24-11  SONET
SDH VC-12-Xv X 63 VCAT SDH
VC-12-63v 4 24-12 SDH
24-11 SONET CE-100T-8
STS-3c
STS-1-3v  |STS-1-2v STS-1 VT1.5-xV
1 4 0 0 0 4
2 3 1 1 0
3 3 0 3 0 6
4 3 0 0 4 x=1-21' |7*
5 2 2 2 0 6
6 2 1 4 0 7
7 2 1 1 4 x=1-21 ' |8t
8 2 0 6 0 8
9 2 0 3 3 x=1-28 8
10 2 0 0 6 x=1-28 8
11 1 3 3 0 7
12 1 2 5 0 8
13 1 2 2 3 x=1-28 8
14 1 1 1 5 x=1-28 8
15 1 0 7 0 8
16 1 0 3 4 x=1-42 8
17 1 0 0 7 x=1-42 8
18 0 4 4 0 8
19 0 3 3 2 x=1-42 8
20 0 0 8 0 8
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24 CE-100T-8

CE-100T-8 SONET/SDH
24-11 SONET CE-100T-8
STS-3¢
STS-1-3v  |STS-1-2v STS-1 VT1.5-xV
21 0 4 4 x=1-42 8
22 0 0 0 8 x=1-42 8
1. VCAT 2 VCAT
VCAT CCAT
VCAT
24-12 SDH CE-100T-8
vC-4
VC-3-3v VC-3-2v VC-3 VC-12-xv
1 4 0 0 0 4
2 3 1 1 0 5
3 3 0 3 0 6
4 3 0 0 3 x=1-21 6
5 2 2 2 0 6
6 2 1 4 0 7
7 2 1 1 3 x=1-21 7t
8 2 0 6 0 8
9 2 0 3 3 x=1-21 8
10 2 0 0 6 x=1-21 8
11 1 3 3 0 7
12 1 2 5 0 8
13 1 2 2 3 x=1-21 gt
14 1 1 1 5 x=1-21 gt
15 1 0 7 0
16 1 0 3 2 x=1-32
2 x=1-31
17 1 7 x=1-28
18 4 0
19 0 1 x=1-32 8
1 x=1-31
20 0
21 0 0 4 2 x=1-32 8
x=1-31
22 0 0 0 4 x=1-32 8
4 x=1-31
1. VC-3 VC-12-xv
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Ml CE-100T-8 SONET/SDH

CE-100T-8
CE-100T-8 4 SONET
STS-1 3 SDH VvC-3 3
STS/IVT VC4/VC LO CE-100T-8
CTC ONS 15454 SONET  STS/VT
ONS 15454 SDH  VC4/VC LO 4
POS Port
3
Pool Utilization 4
24-4 SDH 24-5 SONET

24-4 SDH CE-100T-8

i
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| 24  CE-100T-8

CE-100T-8 SONET/SDH ||

24-5 CE-100T-8 STS/VT

=] 8] 8| im] &) )

it ]

TTTUETL A §

|
R—r6ER—FT7IE
mAELT—IL1ICFRB

CE-100T-8
1
4
24-5 SONET CE-100T-8 STS-3c STS-1-3v
STS-3c STS-1-3v 4
POS Port Map
24-5  Pool Port 6 7 1
1 2 STS-1
STS-3c STS-1-3v
3 5 6 STS-1
STS-3c STS-1-3v
STS-3c STS-1-3v
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W CE-100T-8 SONET/SDH
CE-100T-8
VCAT 3
4 1
VCAT CCAT
3
VCAT VCAT
CE-100T-8 VCAT
ML-100T-8 CE-100T-8 ONS 15310-CL ONS 15454
SONET/SDH ITU-T G.7042 Link Capacity Adjustment Scheme LCAS
VCG
CTC TL1 VCAT
ONS 15454 SONET/SDH ML Software-based LCAS SW-LCAS
ML-100T-8 CE-100T-8 ONS 15310-CL ONS
15454 SONET/SDH ONS 15454
SONET/SDH ML
CE-100T-8 VCAT
Protection Channel
Access PCA PCA VCAT
Virtual Concatenation Group VCG
Y
CE-100T-8 VCAT 48 VCAT VCG
CE-100T-8 POS CRC
CE-100T-8  Cisco EOSLEX LEX LEX ONS
Internet Engineering Task Force
IETF; Request For Comments RFC; 1841
Frame-mapped Generic Framing Procedure GFP-F
High-Level Data Link Control HDLC;
GFP-F 32 CRC
CRC GFP-F LEX LEX ITU-T
G.7041 GFP-F HDLC 32
CRC CRC ONS
20 ONS POS
CE-100T-8 GFP-F GFP-F CMF
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CE-100T-8 SONET/SDH | |
CE-100T-8 J1 SONET/SDH
CE-100T-8
OC-N SONET/SDH J1
e H1 H2
e C2
e Bit Interleaved Parity 3 BIP-3; 3
e G1
e C2 /
e |oss Of Pointer LOP; Alarm Indication Signal
AlS; Remote Defect Indication RDI;
o CCAT J1
. VCAT J2
. VCAT J2
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Bl CE-100T-8 SONET/SDH
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CE-1000-4

Cisco ONS 15454

CHAPTER2

Cisco ONS 15454 SDH CE-1000-4
ONS 15454 SONET

CE-1000-4 SONET ONS 15454 SDH
CE-1000-4 SDH
CE-1000-4 Cisco Transport Controller CTC Transaction
Language One TL1 Cisco 10S CE-1000-4
Cisco ONS 15454 Reference Manual Cisco ONS
15454 SDH Reference Manual
Cisco ONS 15454 Procedure Guide CiscoONS 15454 SDH Procedure Guide

TL1 Cisco ONS SONET TL1 Command

Guide Cisco ONS SDH TL1 Command Guide
e CE-1000-4 p.25-2

e CE-1000-4

e CE-1000-4 SONET/SDH
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25 CE-1000-4 |

W CE-1000-4

CE-1000-4

CE-1000-4 4
point-to-point p2p;
25-1 CE-1000-4

25-1 CE-1000-4 p2p

ONS /—F

A—Y%xvt = p2p [E#§
L=y k=

CE-1000-4 SONET/SDH
CE-1000-4
CE-1000-4
IPX
GBIC

Packet-over-SONET/SDH POS

SONET Synchronous Transport Signal STS;

CE-1000-4
POS
CE-1000-4 ITU-T G.707
CTC CE-1000-4

Procedure Guide

SONET

p2p

_________

=)
I
R

CE-1000-4
CE-1000-4
SONET/SDH
POS
SDH Synchronous Transport Mode STM;

GBIC
20 ONS POS

Telcordia GR-253

Cisco ONS 15454

Cisco ONS 15454 SDH Procedure Guide
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CE-1000-4 ||
CE-1000-4 GBIC
4 1 4
POS
e Automatic In-Service AINS
CE-1000-4 SONET/SDH
IEEE
802.1Q
CE-1000-4 Cyclic Redundancy Check CRC;
10004 CTC CRC
1548
Y
Network Element NE;
NE Cisco ONS 15454 Reference
Manual Cisco ONS 15454 SDH Reference Manual Network Element Defaults
CE-1000-4
CTC  Provisioning
CE-1000-4 Field Programmable Gate Array FPGA
FPGA SONET/SDH
CE-1000-4 IEEE 802.3x
POS
CE-1000-4 IEEE 802.3x
CTC

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

| 78-17736-02-J
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W CE-1000-4

CE-1000-4

CE-1000-4

25-2 CE-1000-4

25-2

H—X TL—L HR"—X TL—L

STS
1 CE-1000-4
51.84 Mbps CE-1000-4
SONET STS-1 51.84 Mbps
CE-1000-4
STS-1
CE-1000-4
CE-1000-4
Ethernet over
SONET/SDH
CE-1000-4 3
1
STS-1 Voice-over-IP  VoIP
Flow Ctrl Hi Pause On
Flow Ctrl Lo Pause Off
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CE-1000-4 ||
485 25
10 5
Flow Ctrl Lo Flow Ctrl Hi 1 511
CE-1000-4 25-3
2
3 Ethernet over SONET/SDH
SONET/SDH CE-1000-4

Transport Fail

25-3

1—42xy kb K-+ 1—4zxv b K=+

ONS / —F

RX ————> pmmmmmmmmmmm oo . «—— Rx

115780

CE-1000-4
2 3
SONET/SDH
CE-1000-4 SONET/SDH
Cisco ONS 15454 Reference Manual
Cisco ONS 15454 SDH Reference Manual Administrative and Service States
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25 CE-1000-4 |

M CE-1000-4
In-Service, Automatic In-service IS,AINS
IS,AINS Out-of-Service and Autonomous, Automatic In-Service OOS-AU,AINS
In-Service and
Normal IS-NR
8 0 Provisioning > Ether Ports Provisioning
> POS Ports AINS Maintenance > AINS Soak
AINS IS
CTC Conditions
TL1 RTRV-COND /
CARLOSS TPTFAIL
IS,AINS CE-1000-4
CE-1000-4
SONET/SDH
AINS IS
2 1 AINS
ESM  CE-1000-4 SONET/SDH SONET/SDH
IS,AINS IS
IS
IS,AINS OO0S-AU,AINS
SONET
AINS
IS-NR AINS
CTC TL1 AINS
IS,AINS SONET/SDH
IS-NR Out-of-Service OOS; AINS
IS
SONET/SDH
RMON SNMP
CE-1000-4 NMS Network Management System;
Remote Monitoring RMON,;
Simple Network Management Protocol SNMP;
CE-1000-4 ONG RMON ONG RMON RMON
MIB MIB
RMON TL1 CTC
CTC RMON Cisco ONS 15454 Procedure Guide

Cisco ONS 15454 SDH Procedure Guide

CE-1000-4
Performance > POS Ports

POS Performance > Ether Ports

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



| 25 CE-1000-4
CE-1000-4 SONET/SDH ||
CE-1000-4 1 4 POS 4 CTC
TL1 POS
CE-1000-4 ONS 15454 STS-48c ONS 15454
SDH STM-16
POS
e AINS
. CRC
Y
GFP CRC CRC
CRC High-Level Data Link Control HDLC;
CRC
Provisioning > POS Ports
Performance > POS Ports POS
CE-1000-4 Cisco ONS 15454 Reference
Manual Cisco ONS 15454 SDH Reference Manual Ethernet Cards

CE-1000-4 VCAT
CE-1000-4

SONET/SDH ML

ONS

CE-1000-4
VCG

VCG

VCG

Software Link Capacity Adjustment Scheme SW-LCAS;
CE-1000-4 ONS 15454
SW-LCAS CE-1000-4
LCAS CE-1000-4  SW-LCAS
ML SW-LCAS
CE-1000-4 ONS 15454 SONET/SDH G CE-100T-8 ML
20
POS
VCAT VCG
VCG SW-LCAS VCG LCA
VCG CE-1000-4
IS 00Ss
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25 CE-1000-4 |
Bl CE-1000-4 SONET/SDH
CE-1000-4 VCG
VCG CE-1000-4
. IS 00Ss
VCG CE-1000-4
CE-1000-4 VCAT
Protection
Channel Access PCA PCA VCAT
Virtual Concatenation Group VCG
CE-1000-4 VCAT
VCAT 2
BLSR APS
UPSR 4 BLSR
UPSR 2 BLSR 4 BLSR
1+1
VCAT CCAT VCAT
SONET/SDH
VCG
VCAT VCG CE-1000-4
VCAT 120
Loss of Alignment
CTC
CCAT VCAT
60
S
TL-1 EXPBUFFERS
ENT-VCG
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CE-1000-4 SONET/SDH

CE-1000-4 POS CRC
CE-1000-4 Cisco EoS LEX LEX LEX ONS
HDLC
Engineering Task Force IETF; Request For Comments RFC,;
1841
CE-1000-4 Frame-mapped Generic Framing Procedure GFP-F
HDLC

GFP-F 32 CRC CRC
GFP-F LEX LEX ITU-T G.7041 GFP-F

HDLC 32 CRC

CRC ONS
20 ONS POS
CE-1000-4 J1 SONET/SDH
CE-1000-4
OC-N SONET/SDH J1

e H1 H2

e Bit Interleaved Parity 3 BIP-3; 3

e Gl

e C2

* Loss Of Pointer LOP; Alarm Indication Signal

AlS; Remote Defect Indication RDI,
] J1
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Bl CE-1000-4 SONET/SDH
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IEEE 802.17b RPR

IEEE 802.17b RPR Resilient Packet Ring;
RPR ML

e RPR-IEEE p.26-2

e RPR-IEEE p.26-7

e RPR-IEEE p.26-9

* RPR-IEEE QoS p.26-17

* RPR-IEEE QoS p.26-20

e RPR-IEEE p.26-22

e RPR-IEEE p.26-30

e RPR-IEEE p.26-37
. p.26-38
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M RPR-IEEE
RPR IEEE 802.17 Metropolitan Area Network MAN;
IEEE 802.17b spatially aware sublayer IEEE
802.17 IEEE
802.17b ML RPR-IEEE
IEEE 802.17b
ML RPR-IEEE RPR-IEEE SONET/SDH
ML
1 RPR-IEEE
IEEE 802.1D Spanning Tree Protocol STP; IEEE 802.1W
Rapid Spanning Tree Protocol RSTP; SONET/SDH
Y
RPR RPR IEEE 802.17b RPR
RPR-IEEE RPR-IEEE RPR
17 RPR
ML RPR-IEEE
IEEE 802.17b ML
ML p.1-3
RPR-IEEE
7.2 ML RPR RPR-IEEE
RPR-IEEE
. EIR
] IEEE 802.17b
. RPR-IEEE
OAM
. RPR-IEEE
SONET/SDH
RPR-IEEE ML point-to-point  p2p;
/Synchronous Transport Module STM; STS/ISTM
p2p STS/STM ONS Cisco Transport Controller
CTC Transaction Language One TL1
ONS SONET/SDH
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RPR-IEEE | |
SONET/SDH RPR-IEEE SONET/SDH
RPR-IEEE
STP  RSTP
RPR-IEEE
26-1
0 1
26-1
oLy kA i
(41—RF)
JogLw ko
(TR K) .
RPR-IEEE
ML Packet-Over-SONET/SDH POS RPR-IEEE
POS RPR-IEEE SONET/SDH SONET/SDH
POS 20 ONS POS
26-2 IP |IEEE 802.17 IEEE 802.17b
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H RPR-IEEE

26-2 RPR-IEEE

iR T—4% TL—A

. 1 ~MD TTL
EEF—8 TL—L RN
1 AN—X avko—)
1 FEEAD TTL
6 MAC da
1| A= avro—u ;
6 MAC sa Ny HE—
6 MAC da
e 1 TTL R—2
6 MAC sa Ny F—
1 ROy FO—)L
1 TTL R—2
2 hec
1 YeesRay FO—)L 3
6 yi.5k DA
2 hec
6 Y5k SA . .
2 Jokal 447 ;RAR—F
M B—F 2 Joran 447
n | y—EX 5F—42a31=vh
n|Y4—EXF—42 1=y k|
4 FCS } fL—3 ©
4 FCS } bL—3 ¢
26-1 RPR-IEEE
26-1 RPR-IEEE
MAC 48 MAC
MAC da RPR-IEEE ML MAC
MAC 48 RPR-IEEE ML
MAC sa MAC
Ring Indicator RI; Fairness Eligible FE
Frame Type FT SC
TTL Time To Live TTL; TTL
Flood Indicator FI Strict Order SO
DA 48 MAC
SA 48 MAC
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26-3 RPR-IEEE

26-3

1 SEEA~AD TTL

1 R—X avkrOo—)L

6 MAC da

6 MAC sa

1 TTL R—X

1 ko> kO—L
2 hec

1 Jakan 247

1 avrO—LNN—23Y

n avkao—i
T—% 1=y k
4 FCS

26-4 RPR-IEEE

kggykgj

> Ny —

ReOo—R

FL—

NJ|

Multi-Choke Fairness Frame MCFF

151967

RPR-IEEE | |

TP

Single-Choke Fairness Frame SCFF

QoS Quality Of Service A0

DA MCFF Frequency
Division Duplexing FDD SA
S
ML RPR-IEEE MCFF ML
26-4

1 TTL

1 A—X arvhkA—)L

6 SAavn\y bk
2 HEAY E—
2 &R
4 FCS
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M RPR-IEEE
RPR-IEEE RPR RPR
p.17-5 RPR
CTM RPR-IEEE
Cisco Transport Manager CTM NMS Network Management System;
Element Management System EMS; CT™M ML
RPR-IEEE URL

Cisco Transport Manager User Guide

http://www.cisco.com/en/US/products/sw/opticsw/ps2204/products_user_guide_list.html
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RPR-IEEE
RPR-IEEE
RPR-IEEE
.
p.26-7
SONET p.26-8
BER p.26-8
.
p.26-10
p.26-11
p.26-12
p.26-13
p.26-13
p.26-14
p.26-14
e QoS
p.26-17
p.26-18
MQC RPR-IEEE p.26-18
ATD
1
N
ATD
1 Router(config)# interface rpr-ieee 0
RPR-IEEE
2 Router(config-if)# rpr-ieee atd-timer 1
seconds
1
3 Router(config)# no shut RPR-IEEE
Router (config)# end EXEC
Router# copy running-config startup-config TCC2/TCC2P
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H RPR-IEEE

SONET

ML ONS CTC
SONET/SDH Cisco 10S CLI
SONET/SDH CTC Cisco 10S CLI

Cisco I0S CLI  SONET/SDH

1 Router(config)# interface rpr-ieee 0
RPR-IEEE
2 Router(config-if)# rpr-ieee report {all | Cisco 10S CLI SONET/SDH
encap | pais | plop | ppdi | pplm | prdi
ptim | puneq | sd-ber-b3 | sf-ber-b3}
[east | west]
3 Router(config)# no shut RPR-IEEE
Router (config)# end EXEC
Router# copy running-config startup-config TCC2/TCC2P
BER
RPR-IEEE Bit Error Rate BER;
Cisco ONS 15454 Procedure Guide DLP-A533 Create Ethernet RMON Alarm Thresholds
Cisco ONS 15454 SDH Procedure Guide DLP-D441 Create Ethernet RMON

Alarm Thresholds
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RPR-IEEE

RPR-IEEE 3

L] J—
RPR-IEEE 26-1

26-5

. — RPR-IEEE

26-5

yogLy k1
(4—RF)

JyogLy ko

RPR-IEEE

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

RPR-IEEE

151970

RPR-IEEE

| 78-17736-02-J



26 IEEE 802.17b RPR |

H RPR-IEEE

0
1 Router(config)# interface rpr-ieee 0
RPR-IEEE
2 Router(config-if)# rpr-ieee protection 0
sonet holdoff-timer time [east | west] 20 10 0
RPR-IEEE SW-LCAS
SW-LCAS
50
5 50
5 SW-LCAS
8 Router(config)# no shut RPR-IEEE
4 Router (config)# end EXEC
5 Router# copy running-config startup-config TCC2/TCC2P
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9,100

RPR-IEEE

jumbo
Maximum Transmission Unit; MTU

1 Router(config)# interface rpr-ieee 0

RPR-IEEE
2 Router(config-if)# rpr-ieee protection RPR-IEEE
pref jumbo
jumbo — 9,100
jumbo jumbo

9,100

8 Router(config)# no shut RPR-IEEE

4 Router (config)# end EXEC

5 Router# copy running-config startup-config

TCC2/TCC2P
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H RPR-IEEE

1 Router(config)# interface rpr-ieee 0

RPR-IEEE

2 Router(config-if)# rpr-ieee protection
request {forced-switch | manual-switch}
{east | west}

forced-switch —

manual-switch —

3 Router(config)# no shut

RPR-IEEE

4 Router(config)# end

EXEC

5 Router# copy running-config startup-config

TCC2/TCC2P

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RPR-IEEE ||
2 2
e fast — 1 20
10
e slow —
100 1 10 1 100
1 Router(config)# interface rpr-ieee 0
RPR-IEEE
2 Router(config-if)# rpr-ieee protection fast slow
timer {fast time | slow time}
fast—1 20 10
slow—1 10 100 1 100
3 Router(config)# no shut RPR-IEEE
Router (config)# end EXEC
Router# copy running-config startup-config TCC2/TCC2P
false negative
0 1,440
10
1 Router(config)# interface rpr-ieee 0
RPR-IEEE
2 Router(config-if)# rpr-ieee protection
wtr-timer {time | never}
time—0 1,440 10
never — no revert
3 Router(config)# no shut RPR-IEEE
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| 78-17736-02-J



26 IEEE 802.17b RPR |

Ml RPR-IEEE
4 Router (config)# end EXEC
5 Router# copy running-config startup-config TCC2/TCC2P

rpr-ieee shutdown rpr-ieee protection request forced-switch

1 Router(config)# interface rpr-ieee 0
RPR-IEEE
2 Router(config-if)# rpr-ieee shutdown {east
| west}
Router (config)# end EXEC
Router# copy running-config startup-config TCC2/TCC2P
1 Router(config)# interface rpr-ieee 0
RPR-IEEE
2 Router(config-if)# rpr-ieee
keepalive-timer milliseconds [east | west]
2 200
3

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RPR-IEEE
8 Router(config)# no shut RPR-IEEE
4 Router (config)# end EXEC
5 Router# copy running-config startup-config TCC2/TCC2P
CRC
ML CRC
CRC

1 Router(config)# interface rpr-ieee 0
RPR-IEEE
2 Router(config-if)# trigger crc-error RPR-IEEE CRC
threshold crc-error-rate {east | west |
<cr>}
CRC
excessive crc alarm
CRC
crc-error-rate CRC
2 4 CRC
o 2 10e-2 1% CRC
100 1
e 3 10e-3 0.1% CRC
1,000 1
e 4 10e—4 0.01% CRC
10,000 1
3

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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Ml RPR-IEEE
3 Router(config-if)# trigger crc-error CRC
action {east | west | <cr>} CRC
CRC
ML SD
4 Router(config-if)# trigger crc-error delay CRC
soak-minutes {east | west | <cr>}
soak-minutes 3 10 10
5 Router(config)# no shut RPR-IEEE
Router (config) # end EXEC
Router# copy running-config startup-config TCC2/TCC2P
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RPR-IEEE QoS ||
RPR-IEEE QoS
A0 reserved
A0
0 Mbps
Al A0 high
tx 5 Mbps
medium
B-CIR
10 Mbps
1 Router(config)# interface rpr-ieee 0
RPR-IEEE
2 Router(config-if)# rpr-ieee tx-traffic
rate-limit {reserved | high | medium} rate
[east | west]
reserved —
A0
0 Mbps
high — Al
10 Mbps
medium — B-CIR
10 Mbps
3 Router(config)# no shut RPR-IEEE
4 Router(config)# end EXEC
5 Router# copy running-config startup-config TCC2/TCC2P
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H RPR-IEEE QoS

RPR-IEEE
2
2 0 1
1 Router(config)# interface rpr-ieee 0
RPR-IEEE
2 Router(config-if)# rpr-ieee fairmess
weight weight [east | west] 0 7 2
1 128
0
8 Router(config)# no shut RPR-IEEE
Router (config)# end EXEC
Router# copy running-config startup-config TCC2/TCC2P
MQC RPR-IEEE
Cisco Modular QoS CLI MQC RPR-IEEE 3
MQC
CLI 1
QoS
QoS
MQC Cisco 10S
e Cisco 10S Quality of Service Solutions Configuration Guide Release 12.2 URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122mindx/I22index.htm
e Cisco 10S Quality of Service Solutions Command Reference Release 12.2 URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fqos_r/index.htm
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RPR-IEEE QoS

A\

Cos priority-mcast ML RPR-IEEE
Cisco 10S CLI

MQC  RPR-IEEE

1 Router (config) # class-map match-any
class-name OR

2 Router(config)# match ip precedence IP precedence 0 7
{ip-precedence-value | P precedence
ip-precedence-traffic-label}

ip-precedence-value |

ip-precedence-traffic-label ?

3 Router(config)# exit

4 Router (config)# policy-map policy-name

RPR-IEEE 3

A

5 Router(config)# class class-name

class-map
N
3 RPR-IEEE
6 Router(config)# set rpr-ieee service-class RPR-IEEE
{a | b | e} 3 3 RPR-IEEE
MQC
Router (config) # exit
Router (config)# no shut RPR-IEEE
9 Router(config)# end EXEC
10 Router# copy running-config startup-config TCC2/TCC2P
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26

IEEE 802.17b RPR |

H RPR-IEEE QoS

RPR-IEEE QoS

RPR-IEEE QoS
26-2

MQC RPR-IEEE QoS

3 RPR-IEEE

26-1 RPR-IEEE QoS
class-map match-any DataHi
match cos 2 3 4

class-map match-any Control
match cos 5 6 7

policy-map EgrNNI

class Control

set rpr-ieee service-class a
class DataHi

set rpr-ieee service-class b
class class-default

set rpr-ieee service-class c

!

interface RPR-IEEEOQ

no ip address

rpr-ieee protection pref jumbo
rpr-ieee tx-traffic rate-limit
rpr-ieee tx-traffic rate-limit
rpr-ieee tx-traffic rate-limit
rpr-ieee tx-traffic rate-limit
service-policy output EgrNNI

26-1

high 100 east
high 100 west
medium 200 east
medium 200 west

QoS

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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MQC

RPR-IEEE QoS
RPR-IEEE QoS

26-2 RPR-IEEE

class-map match-all classA

match bridge-group 22

]

!

policy-map EgrNNI

class classA

set rpr-ieee service-class a
class class-default

set rpr-ieee service-class c

!

bridge irb

]

!

interface GigabitEthernetO

no ip address

mode dotlg-tunnel
12protocol-tunnel cdp
12protocol-tunnel stp
12protocol-tunnel vtp

no cdp enable

bridge-group 20

bridge-group 20 spanning-disabled
]

interface GigabitEthernetl

no ip address

mode dotlg-tunnel
12protocol-tunnel cdp
12protocol-tunnel stp
12protocol-tunnel vtp

no cdp enable

bridge-group 22

bridge-group 22 spanning-disabled
]

interface RPR-IEEEQ

ip address 1.1.1.3 255.255.255.0
rpr-ieee fairness mode aggressive
service-policy output EgrNNI

!

interface RPR-IEEE0.20
encapsulation dotlQ 20

no snmp trap link-status
bridge-group 20

bridge-group 20 spanning-disabled
!

interface RPR-IEEE(0.22
encapsulation dotlQ 22

no snmp trap link-status
bridge-group 22

bridge-group 22 spanning-disabled
!

interface RPR-IEEE0.30
encapsulation dotlQ 30

no snmp trap link-status
bridge-group 30

bridge-group 30 spanning-disabled
!

ip classless
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M RPR-IEEE
RPR-IEEE
e show interface rpr-ieee interface-number 26-3
RI
RI
e show interface rpr-ieee fairness detail 26-4
e show rpr-ieee protection 26-5
MAC
e show rpr-ieee topology detail 26-6
MAC

ATD

MAC
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RPR-IEEE

26-3 show interface rpr-ieee 0

router# show interface rpr-ieee 0

RPR-IEEEQO is up, line protocol is up

Hardware is RPR-IEEE Channelized SONET, address is 000e.8312.bcf0 (bia
000e.8312.bcf0)

MTU 1500 bytes, BW 145152 Kbit, DLY 100 usec,

reliability 255/255, txload 105/255, rxload 99/255

Encapsulation: RPR-IEEE,
West Span: loopback not set
East Span: loopback not set
MAC passthrough not set
RI: primary,active peer mac 000e.8312.b870
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)

West Span: 5 minutes output rate 57872638 bits/sec, 25307 packets/sec
5 minutes input rate 57786924 bits/sec, 25268 packets/sec
East Span: 5 minutes output rate 2765315 bits/sec, 1197 packets/sec
5 minutes input rate 0 bits/sec, 0 packets/sec
26310890 packets input, 3230040117 bytes
Received 0 broadcasts (0 IP multicast)
0 runts, 0 giants, 0 throttles
3 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast
0 input packets with dribble condition detected
32138811 packets output, 601868274 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

26-4 show rpr-ieee fairness detail

router# show rpr-ieee fairness detail
IEEE 802.17 Fairness on RPR-IEEEO:
Bandwidth: 96768 kilobits per second
Station using aggressive rate adjustment.
Westbound Tx (Ringlet 1)
Weighted Fairness:
Local Weight: 0 (1)
Single-Choke Fairness Status:
Local Congestion:
Congested? No
Head? No
Local Fair Rate:
Approximate Bandwidth: 64892 Kbps
25957 normalized bytes per aging interval
51914 bytes per ageCoef aging interval
Downstream Congestion:
Congested? No
Tail? No
Received Source Address: 0000.0000.0000
Received Fair Rate:
Approximate Bandwidth: FULL RATE
65535 normalized bytes per aging interval

Reserved Rate:
0 Kbps
0 bytes per aging interval
Unreserved Rate:
96768 Kbps
4838 bytes per aging interval
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Allowed Rate:
Approximate Bandwidth: 96000 Kbps
4800 bytes per aging interval
Allowed Rate Congested:
Approximate Bandwidth: 96000 Kbps
4800 bytes per aging interval
TTL to Congestion: 255
Total Hops Tx: 4
Advertised Fair Rate:
Approximate Bandwidth: FULL RATE
65535 normalized bytes per aging interval
8191 bytes per aging interval
Eastbound Tx (Ringlet 0)
Weighted Fairness:
Local Weight: 0 (1)
Single-Choke Fairness Status:
Local Congestion:
Congested? No
Head? No
Local Fair Rate:
Approximate Bandwidth: 0 Kbps
0 normalized bytes per aging interval
0 bytes per ageCoef aging interval
Downstream Congestion:
Congested? No
Tail? No
Received Source Address: 0000.0000.0000
Received Fair Rate:
Approximate Bandwidth: FULL RATE
65535 normalized bytes per aging interval

Reserved Rate:
0 Kbps
0 bytes per aging interval
Unreserved Rate:
96768 Kbps
4838 bytes per aging interval
Allowed Rate:
Approximate Bandwidth: 96000 Kbps
4800 bytes per aging interval
Allowed Rate Congested:
Approximate Bandwidth: 96000 Kbps
4800 bytes per aging interval
TTL to Congestion: 255
Total Hops Tx: 4
Advertised Fair Rate:
Approximate Bandwidth: FULL RATE
65535 normalized bytes per aging interval
8191 bytes per aging interval
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26-5

RPR-IEEE

show rpr-ieee protection

router# show rpr-ieee protection
Protection Information for Interface RPR-IEEEQ

MAC Addresses

West Span (Ringlet 0 RX)

East Span (Ringlet 1 RX)

Station MAC address 0005
TP frame sending timers:
fast timer: 10 msec

slow timer: 1x100 msec

Protection holdoff timers:

L1l Holdoff
West Span 0x10 msec (
East Span 0x10 msec (

Configured protection mode:

Protection Status

Ring is IDLE

Protection WTR period is
Self Detected Requests
West Span IDLE
East Span IDLE
Distant Requests
East Span IDLE

West Span Failures: none

East Span Failures: none

26-6

N

neighbor 000b.fcff.9d34
neighbor 0013.1991.1fc0

.9a3c.59c0
(100 msec)
Keepalive Detection
0 msec) West Span 5 msec
0 msec) East Span 5 msec
STEERING
10 sec. (timer is inactive)

Remote Requests
West Span IDLE
East Span IDLE

West Span IDLE

show rpr-ieee topology detail

show rpr-ieee topology detail

rpr 0
IP

router# show rpr-ieee topology detail

802.17 Topology Display

RX ringletO->West spanRX
Number of nodes on
S5ringletl:

ringletO:

ringletl->East span

5

Topology entry:
Station MAC address:

West Span (Outer ringlet RX)
East Span (Inner ringlet RX)
(STABLE)

Ring Topology: CLOSED
Containment Active: NO
A0 class reserved rate:

0005.9a3c.59c0

neighbor 000b.fcff.9d34
neighbor 0013.1991.1£fc0

ringlet0: 0 (mbps)ringletl: 0 (mbps)
Ringlet reserved rate:

ringlet0: 0 (mbps)ringletl: 0 (mbps)
Ringlet unreserved rate:

ringlet0: 96 (mbps)ringletl: 96 (mbps)
Ringlet effective unreserved rate:

ringlet0: 95.9 (mbps)ringletl: 95.9 (mbps)
Advertised Protection requests:

ringlet0O: IDLEringletl: IDLE
Active Edges:

ringlet0: NO ringletl: NO
Configured protection mode: STEERING

Jumbo preference:
YES
0

Is revertive:
Measured LRTT:

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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Sequence Number: 3
ATD INFO:
ATD timer: 1 sec
Station Name: ML100T-481
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0O: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 1 on ringlet O0:
Station MAC address: 000b.fcff.9d34
Valid on ringletO: YES
Entry reachable: YES
Advertised Protection requests:

ringlet0O: IDLEringletl: IDLE
Active Edges:
ringlet0: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name: ML100X-491
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 2 on ringlet 0:
Station MAC address: 0011.2130.b568
Valid on ringletO: YES
Entry reachable: YES
Advertised Protection requests:

ringlet0O: IDLEringletl: IDLE
Active Edges:
ringletO: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name: ML1000-491
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0O: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 3 on ringlet 0:
Station MAC address: 0005.9a39.7630
Valid on ringletO: YES
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Entry reachable: YES
Advertised Protection requests:
ringlet0O: IDLEringletl: IDLE
Active Edges:
ringlet0: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name: ML1000-492
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 4 on ringlet O0:
Station MAC address: 0013.1991.1fc0O
Valid on ringletO: YES
Entry reachable: YES
Advertised Protection requests:

ringlet0O: IDLEringletl: IDLE
Active Edges:
ringlet0: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name: ML100T-482
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 5 on ringlet 0:
Station MAC address: 0005.9a3c.59c0
Valid on ringletO: YES
Entry reachable: YES
Advertised Protection requests:
ringlet0O: IDLEringletl: IDLE
Active Edges:
ringletO: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name: ML100T-481
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0O: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology Map for Inner ringlet
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H RPR-IEEE

Topology entry at Index 1 on ringlet 1:
Station MAC address: 0013.1991.1fcO
Valid on ringletl: YES
Entry reachable: YES
Advertised Protection requests:

ringlet0O: IDLEringletl: IDLE
Active Edges:
ringlet0: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name: ML100T-482
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 2 on ringlet 1:
Station MAC address: 0005.9a39.7630
Valid on ringletl: YES
Entry reachable: YES
Advertised Protection requests:

ringlet0O: IDLEringletl: IDLE
Active Edges:
ringlet0: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name: ML1000-492
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0O: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 3 on ringlet 1:
Station MAC address: 0011.2130.b568
Valid on ringletl: YES
Entry reachable: YES
Advertised Protection requests:

ringlet0O: IDLEringletl: IDLE
Active Edges:

ringletO: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3

ATD INFO:

Station Name: ML1000-491
A0 reserved Bandwidth:

ringlet0O: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RPR-IEEE

ringlet0: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 4 on ringlet 1:
Station MAC address: 000b.fcff.9d34
Valid on ringletl: YES
Entry reachable: YES
Advertised Protection requests:

ringlet0O: IDLEringletl: IDLE
Active Edges:
ringlet0: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name: ML100X-491
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 5 on ringlet 1:
Station MAC address: 0005.9a3c.59c0
Valid on ringletl: YES
Entry reachable: YES
Advertised Protection requests:

ringlet0O: IDLEringletl: IDLE
Active Edges:
ringlet0: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name: ML100T-481
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0O: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)
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Hl RPR-IEEE
ML RPR-IEEE CTC Cisco IOS
CTC GuUl RPR-IEEE p2p SONET/SDH
ONS
Cisco I10S ML RPR-IEEE
RPR-IEEE
. p.26-30 CTC
e ML p2p STS/STM p.26-30 CTC TL1
* RPR-IEEE p.26-32  Cisco I0S
e RPR-IEEE p.26-37  Cisco 10S
High-Level Data Link Control HDLC;
Y
CTC TL-1 SONET/SDH p2p
RPR-IEEE CTC 802.17
p.2-5
ML p2p STS/STM
RPR-IEEE ML p2p STS/STM ONS
15454 SONET/SDH ONS 15454 SONET/SDH
CTC ML
RPR-IEEE CTC ML
Cisco I0OS CLI SONET/SDH
ML p2p STS/STM
RPR-IEEE
e ML CTC 802.17
p.2-5
e SONET/SDH SONET/SDH 0
1
ML CTC CTC Circuit Creation East
West Network Control
Program NCP; CTM
ML RPR-IEEE

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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RPR-IEEE | |
CTC Cisco ONS 15454 Procedure Guide Create Circuits and VT Tunnels
NTP-A343 Create an Automatically Routed OC-N Circuit NTP-A344 Create a Manually
Routed OC-N Circuit Cisco ONS 15454 SDH Procedure Guide Create Circuits and Tunnels

NTP-D323 Create an Automatically Routed High-Order Circuit

a Manually Routed High-Order Circuit

ML p2p STS/STM
26-6 3 RPR-IEEE p2p
266 3 RPR-IEEE

IR M RN

A4A—R bk RV A

A4A—R Kk RNV TR+ R/

= - N
m/—hs /—hzm

CTC
1 2
2 3
3 1
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M RPR-IEEE
RPR-IEEE
RPR-IEEE &
ML 802.17 SONET/SDH
ML RPR
RPR-IEEE POS
RPR Cisco 10S CLI
1. ML IRB
2.
3.
4.
5.
6. rpr-ieee
7.
8. rpr-ieee
RPR-IEEE MAC
RPR-IEEE
IEEE 802.17 rpr-ieee
rpr-ieee Cisco 10S
rpr-ieee
rpr-ieee
802.17 POS
RPR-IEEE
ML
RPR-IEEE Cisco Catalyst 6500 Cisco Catalyst 7600
2 VLAN 1
ML VLAN 1
RPR-IEEE ML
ML
RPR-IEEE
26-7 rpr-ieee ML
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26-7 RPR-IEEE
ML>Y—X h—F
Ty H)I—7
RPR-IEEE RPR-IEEE 2
STP/RSTP

A\

RPR-IEEE GFP-F HDLC
rpr-ieee
1 Router(config)# bridge irb Cisco 10S 1 ML
2 Router(config)# interface {fastethernet |
gigabitethernet} interface-number
3 Router(config-if)# bridge-group
bridge-group-number
)
4 Router(config-if)# no shutdown
5 Router(config)# interface rpr-ieee 0 ML rpr-ieee
rpr-ieee
rpr-ieee 0
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Ml RPR-IEEE
6 Router(config-if)# rpr-ieee protection RPR-IEEE
pref jumbo
jumbo — 9,100
jumbo jumbo
9,100
7 Router(config-if)# no shutdown
8 Router(config-if)# interface rpr-ieee
0.subinterface-number rpr-ieee
9 Router(config-subif)# encap dotlg IEEE 802.1Q
bridge-group-number
10 Router (config-subif)# bridge-group rpr-ieee
bridge-group-number
11 Router(config)# no shut RPR-IEEE
12 Router (config-if)# end EXEC
13 Router# copy running-config startup-config NVRAM

RPR-IEEE Cisco IOS CLI

RPR-IEEE 26-7
ML ML RPR-IEEE
RPR-IEEE
26-8 RPR-IEEE
QoS
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26-7 RPR-IEEE

version 12.2

no service pad

service timestamps debug datetime msec localtime
service timestamps log datetime msec localtime
no service password-encryption
service internal

!

hostname ml

!

boot-start-marker

boot-end-marker

!

enable password x

!

clock timezone PST -8

clock sumer-time POT date Apr 2 2006 2:00 Oct 29 2006 2:00
ip subnet-zero

no ip routing

no ip domain-lookup

!

no mpls traffic-eng auto-bw timers frequency 0
]

bridge irb

!

!

interface GigabitEthernetO

no ip address

no ip route-cache

no ip mroute-cache

bridge-group 10

bridge-group 10 spanning-disabled
!

interface GigabitEthernetl

no ip address

no ip route-cache

no ip mroute-cache

shutdown

!

interface RPR-IEEEQ

no ip address

no ip route-cache

rpr-ieee fairness mode aggressive
]

interface RPR-IEEE0.10
encapsulation dotlQ 10

no ip route-cache

no snmp trap link-status
bridge-group 10

bridge-group 10 spanning-disabled
]

ip classless
no ip http server

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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26-8 RPR-IEEE

version 12.2

no service pad

service timestamps debug datetime msec localtime
service timestamps log datetime msec localtime
no service password-encryption
service internal

!

hostname ml

!

boot-start-marker

boot-end-marker

!

enable password x

!

clock timezone PST -8

clock sumer-time POT date Apr 2 2006 2:00 Oct 29 2006 2:00
ip subnet-zero
no ip domain-lookup

]
vlan dotlg tag
no mpls traffic-eng auto-bw timers frequency 0
]
bridge irb

!

!

interface GigabitEthernetO

no ip address

bridge-group 12

bridge-group 12 spanning-disabled
!

interface GigabitEthernetl

no ip address

mode dotlg-tunnel

bridge-group 22

bridge-group 22 spanning-disabled
!

interface RPR-IEEEO

ip address 11.1.1.1 255.255.255.0
trigger crc-error threshold 4 east
trigger crc-error threshold 4 west
trigger crc-error action east
trigger crc-error action west
trigger crc-error delay 3 east
trigger crc-error delay 3 w
rpr-ieee atd-timer 10

rpr-ieee protection wtr-timer 60
]

interface RPR-IEEE(.1
encapsulation dotlQ 1 native

ip address 10.1.1.4 255.255.255.0
no snmp trap link-status

!

interface RPR-IEEE(0.10
encapsulation dotlQ 10

no snmp trap link-status
bridge-group 10

bridge-group 10 spanning-disabled
]

interface RPR-IEEE(0.12
encapsulation dotlQ 12

ip address 1.1.1.12 255.255.255.0
no snmp trap link-status
bridge-group 12

bridge-group 12 spanning-disabled
]

interface RPR-IEEE(.22
encapsulation dotlQ 22
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no snmp trap

bridge-group 22

bridge-group 22 spanning-disabled
!

interface RPR-IEEE0.800
encapsulation dotlQ 800

ip address 8.1.1.1 255.255.255.224
no snmp trap link-status

]

ip classless
no ip http server

]

!

snmp-server community public RW
snmp-server ifindex persist
snmp-server trap link ietf
snmp-server host 64.101.18.178 version 2c¢ public
snmp-server host 64.101.18.193 version 2c public
!

!

control-plane

!

line con O

exec-timeout 0 0

line vty 0 4

exec-timeout 0 0

no login

end

RPR-IEEE ML
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[ |
RI RPR RPR-IEEE RPR
RPR
26-8 RPRRI
26-8 RPRRI
: i[(—eEc—)I i
ML1000-2 | oon | ML1000-2
‘ == o &3*¥ ‘o3, &= o
ML RI
ML RI
[ ]
. RPR MAC
* OAM Spatially Aware Sublayer SAS MAC
. RPR
2 RPR
2 RPR
IEEE 802.17
e EtherChannel
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A\

EtherChannel ML
rpr-ieee foreign
RPR-IEEE RI ML
ML
admin down
ML
ML no shutdown
ML
ML RPR-IEEE
RPR
RPR SPR ML1000-2
RI ML1000-2 RI
ML ML SPR
RI
26-9 26-10 ML RPR RI Cisco 10S
26-11 26-12 ML ML
RPRRI  Cisco 10S
26-9 ML

interface rpr-ieee0

no ip address

rpr-ieee ri mode primary peer 0000.1111.2222
no shutdown

26-10 ML

interface rpr-ieee0

no ip address

rpr-ieee ri mode secondary peer 0000.3333.4444
no shutdown
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26-11 ML

interface rpr-ieee0

no ip address

rpr-ieee ri mode primary peer 0000.1111.2222
rpr-ieee foreign

no shutdown

26-12 ML

interface rpr-ieee0

no ip address

rpr-ieee ri mode secondary peer 0000.3333.4444
rpr-ieee foreign

no shutdown
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Cisco 10S ML
Cisco 10S Cisco 10S Release 12.4
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/ Cisco 10S
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N [no] bridge bridge-group-number protocol {drpri-rstp | ieee | rstp}

[no] bridge bridge-group-number protocol {drpri-rstp |
leee | rstp}

bridge protocol

no

drpri-rstp ML Dual Resilient Packet Ring Interconnect DRPRI;
Y
7.2 DRPRI
ieee IEEE 802.1D Spanning Tree Protocol STP;
rstp IEEE 802.1D Rapid Spanning Tree Protocol RSTP;
bridge-group-number

RSTP STP

100

Router (config) # bridge 100 protocol rstp

bridge-group
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[no] clock auto

TCC2/TCC2P
clock auto
clock auto
no
no Network Time Protocol NTP

15454 SONET/SDH  Cisco Transport Controller

Router (config)# no clock auto

clock timezone

clock set

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

Cisco 10S
CTC

[nol clockauto M

TCC2/TCC2P
no

ONS
NTP SNTP
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M interface spr 1

Interface spr 1

Resilient Packet Ring RPR;
Shared Packet Ring SPR;

sprwrap  spr station-id
RPR

interface  int

Router (config)# interface spr 1

spr-intf-id
spr station-id

spr wrap

spr

RPR/SPR
SPR

RPR

ML

spr

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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[no] ip radius nas-ip-address {hostname | ip-address} W

[no] ip radius nas-ip-address {hostname | ip-address}

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

ML ML nas-ip-address
Remote Authentication Dial In User Service RADIUS
ONS ML ONS ML
1 ONS IP
RADIUS nas-ip-address
ML
nas-ip-address RADIUS
nas-ip-address ip radius-source
Cisco 10S
IP
IP
hostname hostname ML
ip-address ML 1 IP ML
RADIUS 4 nas-ip-address IP
RADIUS 4 IP

Router# configure terminal
Router (config)# [no] ip radius nas-ip-address 10.92.92.92

aaa new-model

aaa authentication login
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Ml microcode fail system-reload

microcode fail system-reload

TAC

ML

router (config)# microcode fail system-reload

[no] pos pdi holdoff time

Virtual Concatenation VCAT;
Path Defect Indication PDI

ML

Cisco TAC

p-Xxvii

Virtual Concatenation Group VCG

no

time

100

1,000

100

Peer Terminal Equipment PTE
1

interface  int

Gateway (config)# int poso0
Gateway (config-if)# pos pdi holdoff 500

pos trigger defects

Packet-over-SONET/SDH [POS]

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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[no] pos report alarm Ml

[no] pos report alarm

TCC2/TCC2P CTC
Telcordia GR-253
no
alarm SONET/SDH
all —
ber_sd_b3 — PBIP Bit Error Rate BER; SD

ber_sf b3 — PBIP BER SF

encap —

pais — Path Alarm Indication Signal PAIS;
plop — Loss of Pointer LOP;

ppdi —

pplm —

prdi — Path Remote Defect Indication PRDI;
ptim — ID

puneq —

Packet-over-SONET/SDH [POS]

Peer Terminal Equipment PTE

interface  int

Gateway (config)# int posO
Gateway (config-if)# pos report all

pos trigger defects

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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W [no]pos trigger defects condition

[no] pos trigger defects condition

Packet-over-SONET/SDH POS)

no
condition SONET/SDH
all —
ber_sd_b3 — PBIP Bit Error Rate BER; SD
ber_sf b3 — PBIP BER SF
encap —
pais — Path Alarm Indication Signal PAIS;
plop — Loss of Pointer LOP;
ppdi —
pplm —
prdi — Path Remote Defect Indication PRDI;
ptim — ID
puneq —
POS
Peer Terminal Equipment PTE
S
Cisco 10S pos trigger delay

7.2

interface  int

Gateway (config)# int posO
Gateway (config-if)# pos trigger defects all

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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[no] pos scramble-spe

[no] pos scramble-spe M

LEX pos scramble-spe

PPP/HDLC no pos scramble-spe

Peer Terminal Equipment PTE
pos flag c2

interface  int

Gateway (config)# int poso0
Gateway (config-if)# pos scramble-spe

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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M rpr-ieee atd-timer value

rpr-ieee atd-timer value

ATD ATD
IEEE 802.17b RPR ATD
value 1 10
1
IEEE 802.17b RPR
ATD ATD
1 1

interface  int

router (config)# int rpr-ieee 0
router (config-if)# rpr-ieee atd-timer 1
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rpr-ieee fairness weight value

rpr-ieee fairness weight value ||

IEEE 802.17b RPR
value 2 0
0
IEEE 802.17b RPR
IEEE 702.17b RPR
1

interface  int

router (config)# int rpr-ieee 0

Router (config-if)# rpr-ieee fairmess weight 3

rpr-ieee fairness active weights detect

rpr-ieee fairness mode

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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M [no] rpr-ieee ri foreign

[no] rpr-ieee ri foreign

Wait To Restore  WTR;

WTR
no
ucode

RI
WTR

no rpr-ieee ri foreign

IEEE 802.17b RPR

no

WTR

interface  int

router (config)# int rpr-ieee 0

Router (config-if)# no rpr-ieee ri foreign

WTR WTR
ucode

Redundant Interconnect RI

RI

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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rpr-ieee keepalive-timer interval [east | west] W

rpr-ieee keepalive-timer interval [east | west]

IEEE 802.17b RPR

east

west

interval 0 200

1
IEEE 802.17b RPR
SONET
IEEE 802.17b RPR  SONET

interface  int

router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee keepalive-timer 100 east

rpr-ieee protection sonet holdoff-timer

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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M [no] rpr-ieee protection pref jumbo

[no] rpr-ieee protection pref jumbo

IEEE 802.17b RPR Maximum Transmission Unit; MTU

9,000 1,500
no

jumbo preference: not set

IEEE 802.17b RPR

IEEE 802.17b RPR 1518

protection  prot

interface  int

Router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee prot pref jumbo
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[no] rpr-ieee protection request forced-switch {east | west} W

[no] rpr-ieee protection request forced-switch {east | west}

IEEE 802.17b RPR
no
east
west
IEEE 802.17b RPR
CLI IEEE 802.17b RPR
no
Y

CTC OO0OS,DSBLD Locked,disabled IS/IS,AINS OOS,MT

Unlocked,enabled,automaticlnService outofserviceMaintenance
IEEE 802.17b RPR UPSR

BLSR
RPR-IEEE CLI CTC

protection  prot request req

interface  int

Router (config)# int rpr-ieee
Router (config-if)# rpr-ieee prot req forced-switch east

rpr-ieee protection request manual-switch
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M [no] rpr-ieee protection request manual-switch {east | west}

[no] rpr-ieee protection request manual-switch {east | west}

IEEE 802.17b RPR
no

east

west

IEEE 802.17b RPR

IEEE 802.17b RPR UPSR

BLSR RPR-IEEE
CLI CTC

protection  prot request  req

interface  int

Router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee prot req manual-switch east

rpr-ieee protection request forced-switch
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rpr-ieee protection sonet holdoff-timer interval {east | west} W

rpr-ieee protection sonet holdoff-timer interval {east | west}

IEEE 802.17b
SONET

no

RPR SONET

pos vcat defect {delayed | immediate}

east
west
interval 0
interval 2
0
IEEE 802.17b RPR
SONET IEEE 802.17b

SONET
RPR-IEEE  SONET

protection  prot

interface  int

Router (config)# int rpr-ieee 0

Router (config-if)# rpr-ieee prot sonet holdoff-timer 2

rpr-ieee keepalive-timer
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M rpr-ieee protection timer fast rate {east | west}

rpr-ieee protection timer fast rate {east | west}

IEEE 802.17b RPR
east
west
rate
east west
1 20
IEEE 802.17b RPR

protection  prot

interface  int

Router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee prot timer fast 5 east

rpr-ieee protection timer slow
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rpr-ieee protection timer slow rate {east | west} W

rpr-ieee protection timer slow rate {east | west}

protection  prot

interface  int

Router (config)# int rpr-ieee 0

Router (config-if)# rpr-ieee prot timer slow 2 east

rpr-ieee protection timer fast

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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east

west

rate
east west
100

1 10 200
IEEE 802.17b RPR
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M rpr-ieee protection wir-timer {interval | never}

rpr-ieee protection wtr-timer {interval | never}

IEEE 802.17b RPR Wait To Restore
WTR; RPR-IEEE
WTR WTR never
interval IEEE 802.17b RPR WTR
0 1,440
never
10
IEEE 802.17b RPR
IEEE 802.17 RPR /
SONET WTR
WTR
no

protection  prot

interface  int

Router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee prot wtr-timer 50

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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rpr-ieee flag c2 value WM

rpr-ieee flag c2 value

IEEE 802.17b RPR SONET C2

value IEEE 802.17b RPR
0 255 0 Ox1b
Generic Framing Procedure GFP

0x1B GPF

IEEE 802.17b RPR

GFP

interface  int

Router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee flag c2 0
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W rpr-ieee pdi holdoff time interval

rpr-ieee pdi holdoff time interval

IEEE 802.17b RPR Path Defect Indiction PDI)
interval 100 1,000
100
IEEE 802.17b RPR
IEEE 802.17b RPR PDI

PDI

interface  int

Router (config)# int prp-ieee 0
Router (config-if)# rpr-ieee pdi holdoff time 100
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[no] rpr-ieee report alarm

[no] rpr-ieee report alarm Ml

IEEE 802.17b RPR
no

alarm SONET/SDH

all —

encap —

pais — Path Alarm Indication Signal PAIS;

plop — Loss of Pointer LOP;

ppdi —

ppim —

prdi — Path Remote Defect Indication PRDI;

ptim — ID

puneq —

sd-ber-b3 — PBIP Bit Error Rate BER,; SD

sf-ber-b3 — PBIP BER SF
IEEE 802.17b RPR

TCC2P CTC
CLI Telcordia GR-253-CORE
no
interface  int

Router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee report all

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

| 78-17736-02-J



M [no] rpr-ieee ri {primary | secondary} peer peer-MAC-address

[no] rpr-ieee ri {primary | secondary} peer peer-MAC-address

IEEE 802.17b RPR
no
primary
secondary
peer-MAC-address MAC
MAC
MAC
IEEE 802.17b RPR
MAC 16 MAC

interface  int
RI

interface  int

Router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee ri mode primary peer 00.24.A4.0E.9A.68

rpr-ieee ri {primary | secondary} delay interval
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[no] rpr-ieee ri {primary | secondary} delay interval

[no] rpr-ieee ri {primary | secondary} delay interval

no

primary

secondary

interval
1,000 20,000

3,000

IEEE 802.17b RPR

interface  int

router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee ri primary delay 1000

rpr-ieee ri mode {primary | secondary}

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
| 78-17736-02-J .m



M [no] rpr-ieee shutdown {east | west}

[no] rpr-ieee shutdown {east | west}

rpr-ieee protection request forced-switch {east | west}

east

west

IEEE 802.17b RPR

protection request
shutdown  shut
Y
OOS,DSBLD Locked,disabled IS/IS,AINS/O0S,MT

Unlocked,enabled,automaticlnService Locked,maintenance

interface  int

Router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee shut east
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rpr-ieee tx-traffic rate-limit high rate [east | west] W

rpr-ieee tx-traffic rate-limit high rate [east | west]

Al
east
west
rate Al

Mbps Al
A0 A
0 1,161 Mbps
5 Mbps

IEEE 802.17b RPR

Al

interface  int

Router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee tx-traffic rate-limit high 10 east

rpr-ieee tx-traffic strict
rpr-ieee tx-traffic rate-limit medium [east | west]

rpr-ieee tx-traffic rate-limit low [east | west]
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M rpr-ieee tx-traffic rate-limit medium rate [east | west]

rpr-ieee tx-traffic rate-limit medium rate [east | west]

B-CIR

east

west

rate B-CIR

Mbps
0 1,161 Mbps
5 Mbps
IEEE 802.17b RPR
B
5 Mbps B-CIR
5 Mbps
B-EIR 1

interface  int

router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee tx-traffic rate-limit medium 2 east

rpr-ieee tx-traffic rate-limit low [rate] {east | west}
rpr-ieee tx-traffic rate-limit high [rate] {east | west}

rpr-ieee tx-traffic rate-limit reserved
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rpr-ieee tx-traffic rate-limit reserved rate [east | west] W

rpr-ieee tx-traffic rate-limit reserved rate [east | west]

A0

east
west
rate A0
Mbps 0
1,161 Mbps
0 Mbps
IEEE 802.17b RPR
A0
1

interface  int

Router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee tx-traffic rate-limit reserved 5 east

rpr-ieee tx-traffic rate-limit low [rate] {east | west}
rpr-ieee tx-traffic rate-limit medium [rate] {east | west}
rpr-ieee tx-traffic rate-limit high [rate] {east | west}

rpr-ieee tx-traffic rate-limit reserved [rate]
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| 78-17736-02-J .m



WM [no] rpr-ieee tx-traffic strict

[no] rpr-ieee tx-traffic strict

IEEE 802.17b RPR Strict
Order SO /
IEEE 802.17b RPR
SO
IEEE 802.17b RPR
SO

interface  int

Router (config)# int rpr-ieee 0
Router (config-if)# rpr-ieee tx-traffic strict

show controller pos interface-number [detail]

Packet-over-SONET/SDH POS

SONET POS detail
interface-number POS 0 1
EXEC
POS SONET

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
m. 78-17736-02-J |



show controller pos interface-number [detail] W

POS Continuous Concatenation Circuit CCAT show controller

Router (config)# show controller pos 0
Router# show controller pos 0
Interface POSO

Hardware is Packet/Ethernet over Sonet
Concatenation: CCAT

Circuit state: IS

PATH
PATIS =0 PLOP =0 PRDI
PPLM =0 PUNEQ =0 PPDI
BER_SF_B3 = 0 BER_SD_B3 = 0 BIP(B3)
NEWPTR =0 PSE =0 NSE

Active Alarms : None
Demoted Alarms: None
Active Defects: None

Alarms reportable to CLI: PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3 BER_SD_B3

VCAT_OOU_TPT LOM SQOM

PTIM
PTIU
REI

Link state change defects: PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3

Link state change time : 200 (msec)
DOS FPGA channel number : 0
Starting STS (0 based) : 0

VT ID (if any) (0 based) : 255
Circuit size : vc4

RDI Mode : 1 bit

C2 (tx / rx) : 0x01 / 0x01
Framing : SDH

Path Trace

Mode : off
Transmit String
Expected String
Received String

Buffer : Stable
Remote hostname

Remote interface:

Remote IP addr

B3 BER thresholds:
SFBER = le-4, SDBER = le-7

5 total input packets, 73842 post-HDLC bytes

0 input short packets, 73842 pre-HDLC bytes

0 input long packets , 0 input runt packets

67 input CRCerror packets , 0 input drop packets
0 input abort packets

0 input packets dropped by ucode

0 total output packets, 0 output pre-HDLC bytes
0 output post-HDLC bytes

Carrier delay is 200 msec

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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l show controller pos interface-number [detail]

POS Virtual Concatenation VCAT; show controller

Router# show controller pos 1
Interface POS1

Hardware is Packet/Ethernet over Sonet
Concatenation: VCAT

VCG State: VCG_NORMAL

LCAS Type:NO LCAS

Defect Processing Mode: IMMEDIATE

PDI Holdoff Time: 100 (msec)

Active Alarms : None

Demoted Alarms: None

KkkhkhkkhkhkkkKhkhk Member 1 kkkkhkhkkkhkkhkkkkk

ESM State: IS
VCG Member State: VCG_MEMBER_NORMAL

PATS =0 PLOP =0 PRDI =0 PTIM = 0
PPLM =0 PUNEQ =0 PPDI =0 PTIU = 0
BER_SF_B3 = 0 BER_SD_B3 = 0 BIP(B3) = 16 REI = 17
NEWPTR =0 PSE =0 NSE =0

Active Alarms : None

Demoted Alarms: None

Active Defects: None

Alarms reportable to CLI: PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3 BER_SD_B3
VCAT_OOU_TPT LOM SQM

Link state change defects: PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3

Link state change time : 200 (msec)
DOS FPGA channel number : 2
Starting STS (0 based) : 3

VT ID (if any) (0 based) : 255
Circuit size : vc4

RDI Mode : 1 bit

C2 (tx / rx) : 0x01 / 0x01
Framing : SDH

Path Trace

Mode : off
Transmit String

Expected String

Received String

Buffer : Stable
Remote hostname

Remote interface:

Remote IP addr

B3 BER thresholds:
SFBER = le-4, SDBER = le-7

B R R Sk S S Member 2 XXX Kkkhkhkkkkkkkkk

ESM State: IS
VCG Member State: VCG_MEMBER_NORMAL

PAIS =0 PLOP =0 PRDI =0 PTIM = 0
PPLM =0 PUNEQ =0 PPDI =0 PTIU = 0
BER_SF_B3 = 0 BER_SD_B3 = 0 BIP(B3) = 15 REI = 35
NEWPTR =0 PSE =0 NSE =0

Active Alarms : None

Demoted Alarms: None

Active Defects: None

Alarms reportable to CLI: PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3 BER_SD_B3
VCAT_OOU_TPT LOM SQM

Link state change defects: PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3

Link state change time : 200 (msec)
DOS FPGA channel number : 3
Starting STS (0 based) : 24

VT ID (if any) (0 based) : 255

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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Circuit size
RDI Mode
C2 (tx / rx)
Framing

Path Trace

Mode : off
Transmit String
Expected String
Received String

Buffer : Stable

Remote hostname
Remote interface:
Remote IP addr

B3 BER thresholds:
SFBER = le-4, SDBER

13 total input packets,

0 input short packets,
input long packets ,

o O O

input abort packets

o

13 total output packets,
5031 output post-HDLC bytes

Carrier delay is 200 msec

show interface pos

clear counters

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

0x01 / 0x01

5031 post-HDLC bytes

5031 pre-HDLC bytes
input runt packets

input CRCerror packets input drop packets

input packets dropped by ucode

show controller pos interface-number [detail] W

output pre-HDLC bytes
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M show controller rpr-ieee interface-number [detail]

show controller rpr-ieee interface-number [detail]

IEEE 802.17b RPR
SONET RPR-IEEE detail
interface-number IEEE 802.17b RPR 0 1
detail
EXEC
IEEE 802.17b RPR SONET

router# show controller rpr-ieee 0 detail
Interface RPR-IEEEQ
Hardware is RPR-IEEE channelized SONET
RPR Interface Defects:
PROT ACTIVE = 0 MAX STATION = 0 MIS-CONF =
EXCEED A0 RESERVED RATE: RINGLET 0 = 0 RINGLET 1 = 0
Active Alarms : None
Demoted Alarms: None
East Span (Ringlet0 TX Ringletl RX)
Framing Mode: GFP
Concatenation: VCAT
East Span Defects:
FS =0 SF =0 SD =0 MS =0
WTR =0 MATCH KEEPALIVE = 0
LFD =0 CSF =0 UPI =0
Active Alarms : None
Demoted Alarms: None
Alarms reportable to CLI: PAIS PLOP PUNEQ PTIM PPLM ENCAP PRDI PPDI BER_SF_B3
BER_SD_B3 VCAT_OOU_TPT LOM SQM

0 PASSTHRU = 1

o

KkkhkhkkhkkhkkkhkkKhk VCG kkkhkhkkhkkhkkhkkkkk

VCG State: VCG_NORMAL

LCAS Type: SW-LCAS

Defect Processing Mode: IMMEDIATE
PDI Holdoff Time: 100 (msec)
Active Alarms : None

Demoted Alarms: None

DEGRADED = 1 DOWN =1 LOA =1

Khhkhkhkhkkkkkkkkkkk Member O Kk hkhkhkkhkkhkkkhkkkkkkk

ESM State: IS

VCG Member State: VCG_MEMBER_NORMAL
PAIS =0 PLOP =0 PRDI =0 PTIM = 0
PPLM =0 PUNEQ 1 PPDI =0 PTIU = 0
BER_SF_B3 = 0 BER_SD_B3 = 0 BIP(B3) = 30 RET = 0
NEWPTR =3 PSE =0 NSE =0 ENCAP = 0
OOU-TPT =1 LOM =1 SOM =1 00G =0

Active Alarms : None
Demoted Alarms: None
Active Defects: None
DOS FPGA channel number : 0
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show controller rpr-ieee interface-number [detail] W

Starting STS (0 based) : 0

VT ID (if any) (0 based) 255
Circuit size : STS1

RDI Mode 1 bit

C2 (tx / rx) 0x1B / 0x1B
Framing SONET

Path Trace

Mode off

Transmit String :
00 00 00 00 00 00 00O 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00O 00 00 OO0 00 00 00 00 00 00
00 00 00 00 00 00 00O 00 00 OO0 00 00 00 00 00 0O
00 00 00 00 00 00 00O 00 00 OO0 00 00 00 00 00 0O
Expected String
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00O 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00O 00 00 OO0 00 00 00 00 00 0O
00 00 00 00 00 00 00 00O 00 OO0 00 00 00 00 00 0O
Received String

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v .iiiivmenmennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 & .iiiienennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v iiiimenennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v .iiiimenennnn

Buffer Stable

Remote hostname

Remote interface:

Remote IP addr

B3 BER thresholds:

SFBER:1le-4, SDBER:1le-7, berMap:0x00, SFBER:0, SDBER:0

BER le-3:

BIP Sum:0, setTh:2455, clrTh:1003, BurstMap:0x0003, BurstTh:1188

Counts:0, O,
Over threshold:FALSE, Bursty:TRUE,
BER le-4:
BIP Sum:0, setTh:870,
Counts:0, O,
Over threshold:FALSE,
BER le-5:
BIP Sum:0, setTh:358,
Counts:0, 0, 0, O,
Over threshold:FALSE,
BER le-6:
BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x07FF,
Counts:0, 0, 0, 0, 0, O, 0O, 0, 0, 0, O,
Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE,
BER le-7:
BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x03FF, BurstTh:25
Counts:0, 0, 0, 0, 0, O, 0, O, 0, O,

Clear higher:TRUE, Set level:FALSE

clrTh:201, BurstMap:0x0003, BurstTh:405

Bursty:TRUE, Clear higher:TRUE, Set level:FALSE

clrTh:81, BurstMap:0x000F, BurstTh:71

Bursty:TRUE, Clear higher:TRUE, Set level:FALSE
BurstTh:22

Set level:FALSE

Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:FALSE
BER le-8:
BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x03FF, BurstTh:25

Counts:0, 0, 0, 0, 0, O, 0, O, 0, O,

Over threshold:FALSE, Bursty:TRUE, Clear
BER le-9:

BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x03FF,

Counts:0, 0, 0, 0, 0, 0, 0, O, 0, O,

higher:TRUE, Set level:FALSE

BurstTh:25

Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:FALSE
BER le-10:

BIP Sum:0, setTh:0, clrTh:0, BurstMap:0x0000, BurstTh:0
Counts:

Over threshold:TRUE, Bursty:FALSE, Clear higher:FALSE, Set level:TRUE

B R R R S Member 1 XXX Kkhkkkkkkkkkkk

ESM State: IS

VCG Member State: VCG_MEMBER_NORMAL
PAIS =0 PLOP =0 PRDI =0 PTIM = 0
PPLM =0 PUNEQ =1 PPDI =0 PTIU = 0
BER_SF_B3 = 0 BER_SD_B3 = 0 BIP(B3) = 22 RET = 0
NEWPTR =3 PSE =0 NSE =0 ENCAP = 0
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M show controller rpr-ieee interface-number [detail]

OOU-TPT =1 LOM =1 SQM =1 00G =0
Active Alarms : None
Demoted Alarms: None
Active Defects: None

DOS FPGA channel number : 1
Starting STS (0 based) 1

VT ID (if any) (0 based) : 255
Circuit size : STS1

RDI Mode : 1 bit

C2 (tx / rx) : 0x1B / 0x1B
Framing : SONET

Path Trace

Mode : off

Transmit String :
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 & .iiiienennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v .iiiimienennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v .iiiimennennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 & .iiiienennnn
Expected String :
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v .iiiimeneennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 & .iiiienennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v iiiimemennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v .iiiimenennnn
Received String :
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .t iiiivenennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v iiiimienennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 & .iiiienennnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v iiiimenennnn
Buffer : Stable
Remote hostname
Remote interface:
Remote IP addr
B3 BER thresholds:
SFBER:1le-4, SDBER:1le-7, berMap:0x00, SFBER:0, SDBER:0
BER le-3:
BIP Sum:0, setTh:2455, clrTh:1003, BurstMap:0x0003, BurstTh:1188
Counts:0, O,
Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:FALSE
BER le-4:
BIP Sum:0, setTh:870, clrTh:201, BurstMap:0x0003, BurstTh:405
Counts:0, O,
Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:FALSE
BER le-5:
BIP Sum:0, setTh:358, clrTh:81, BurstMap:0x000F, BurstTh:71
Counts:0, 0, 0, O,
Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:FALSE
BER le-6:
BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x07FF, BurstTh:22
Counts:0, 0, 0, 0, 0O, O, O, O, O, 0O, O,
Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:FALSE
BER le-7:
BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x03FF, BurstTh:25
Counts:0, 0, 0, 0, 0, 0O, O, 0, 0, O,
Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:FALSE
BER le-8:
BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x03FF, BurstTh:25
Counts:0, 0, 0, 0, 0, O, 0, O, 0, O,
Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:FALSE
BER le-9:
BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x03FF, BurstTh:25
Counts:0, 0, 0, 0, 0, 0, 0, O, 0, O,
Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:FALSE
BER le-10:
BIP Sum:0, setTh:0, clrTh:0, BurstMap:0x0000, BurstTh:0
Counts:
Over threshold:TRUE, Bursty:FALSE, Clear higher:FALSE, Set level:TRUE
Input CMF Packets 0
Single bit errors cHec: 0 tHec: 0 eHec: 0
Multiple bit errors cHec: 0 tHec: 0 eHec: 0
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Out of sync counts: 0

1398002919 input packets dropped by uc
West Span (Ringlet0 RX Ringletl TX)
Framing Mode: GFP

Concatenation: VCAT

West Span Defects:

FS =0 SF =
WTR =0 MATCH =
LFD =0 CSF =
Active Alarms None
Demoted Alarms: None

Alarms reportable to CLI: PAIS PLOP
BER_SD_B3 VCAT_OOU_TPT LOM SQM

ER R R R R R R R EE SN VCG *hkhkkkhkhkhkkkkkkx
VCG State: VCG_NORMAL
LCAS Type: SW-LCAS
Defect Processing Mode: IMMEDIATE
PDI Holdoff Time: 100 (msec)
Active Alarms None
Demoted Alarms: None
DEGRADED = 0 DOWN =1
Khhkhkhkhkkkkkkkkkkx Member O Khhkhkhkkkkkkhkkkkkkk
ESM State: IS
VCG Member State: VCG_MEMBER_NORMAL
PATS =0 PLOP =
PPLM =0 PUNEQ =
BER_SF_B3 = 0 BER_SD_B3 =
NEWPTR =3 PSE =
OOU-TPT =1 LOM =
Active Alarms None
Demoted Alarms: None
Active Defects: None
DOS FPGA channel number 2
Starting STS (0 based) 24
VT ID (if any) (0 based) 255
Circuit size : STS1
RDI Mode 1 bit
C2 (tx / rx) 0x1B / 0x1B
Framing SONET
Path Trace
Mode off
Transmit String :
00 00 00 00 00 00 00 00 0O 00 00 OO
00 00 00 00 00 00 00 00 0O 00 00O OO
00 00 00 00 00 00 00 00 0O 00 00 OO
00 00 00 00 00 00 00 00 0O 00 00 OO
Expected String :
00 00 00 00 00 00 00 00 0O 00 00 OO
00 00 00 00 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 00 00 0O 00 00 OO
00 00 00 00 00 00 00 00 0O 00 00 OO
Received String :
00 00 00 00 00 00 00 00 0O 00 00 0O
00 00 00 00 00 00 00 00 0O 00 00 OO
00 00 00 00 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 00 00 0O 00 00 OO
Buffer Stable
Remote hostname
Remote interface:
Remote IP addr
B3 BER thresholds:
SFBER:1le-4, SDBER:1le-7, berMap:0x00,
BER le-3:
BIP Sum:0, setTh:2455, clrTh:1003,
Counts:0, O,
Over threshold:FALSE, Bursty:TRUE,
BER le-4:
BIP Sum:0, setTh:870, clrTh:201,

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

ode

R O O Rr O

00
00
00
00

00
00
00
00

00
00
00
00

SFBER: 0,

BurstMap:0x0003,

Clear higher:TRUE,

PUNEQ PTIM PPLM ENCAP

00
00
00
00

00
00
00
00

00
00
00
00

BurstMap:0x0003,

show controller rpr-ieee interface-number [detail] W

SD =
KEEPALIVE
UPI

PRDI PPDI BER_SF_B3

LOA

PRDI
PPDI
BIP(B3)
NSE
SOM

PTIM
PTIU
REI
ENCAP
00G

o O O O O

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

SDBER: 0

BurstTh:1188

Set level:FALSE

BurstTh:405
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M show controller rpr-ieee interface-number [detail]

Counts:0, O,

Over threshold:FALSE,
BER le-5:

BIP Sum:0, setTh:358,

Counts:0, 0, 0, O,

Over threshold:FALSE,
BER le-6:

BIP Sum:0, setTh:399,

Counts:0, 0, 0, 0, O,

Over threshold:FALSE,
BER le-7:

BIP Sum:0, setTh:399,

Counts:0, 0, 0, 0, O,

Over threshold:FALSE,
BER le-8:

BIP Sum:0, setTh:399,

Counts:0, 0, 0, 0, O,

Over threshold:FALSE,
BER le-9:

BIP Sum:0, setTh:399,

Counts:0, 0, 0, 0, O,

Over threshold:FALSE,
BER 1le-10:

BIP Sum:0, setTh:0, c

Counts:

Over threshold:TRUE, Bursty:FALSE, Clear higher:FALSE,

Khhkhkhkhkkkkkkkkkkx Member l

ESM State: IS

VCG Member State:
PATS =0
PPLM 0
BER_SF_B3 = 0
NEWPTR =3
OOU-TPT =1

Active Alarms None

Demoted Alarms: None

Active Defects: None

DOS FPGA channel number
Starting STS (0 based)
VT ID (if any) (0 based)
Circuit size :
RDI Mode
C2 (tx / rx)
Framing
Path Trace
Mode
Transmit String
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
Expected String
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
Received String
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
Buffer
Remote
Remote

off

00
00
00
00

00
00
00
00

00
00
00
00
00
00

00
00

00
00
00
00

00
00
00
00
00
00

00
00

00
00
00 00
00 00
Stable

00
00

hostname
interface:
Remote IP addr

B3 BER thresholds:
SFBER:1le-4, SDBER:le-7,
BER le-3:

Bursty:TRUE, Clear

clrTh:81,

Bursty:TRUE, Clear
clrTh:89,
o, o, 0, 0, 0, O,

Bursty:TRUE, Clear

clrTh:89,
0, 0, 0, 0, O,
Bursty:TRUE, Clear

clrTh:89,
0o, 0, 0, O,
Bursty:TRUE,

0,
Clear

clrTh:89,
0, 0, 0, 0, 0O,
Bursty:TRUE, Clear

1rTh:0,

kkkkkhkhkkhkkhkkkkk

VCG_MEMBER_NORMAL

PLOP
PUNEQ
BER_SD_B3
PSE

LOM

P O O RFr O

3
25
255
STS1
1 bit
0x1B / 0x1B
SONET

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

berMap:0x00,

BurstMap:

BurstMap:

BurstMap:

BurstMap:

BurstMap:

hi

gher:TRUE, Set level:

0x000F, BurstTh:71

hi

gher:TRUE, Set level:

0x07FF, BurstTh:22

hi

0x03FF,

hi

gher:TRUE, Set level:
BurstTh:25

gher:TRUE, Set level:

0x03FF, BurstTh:25

hi

gher:TRUE, Set level:

0x03FF, BurstTh:25

hi

BurstMap:0x0000,

00
00
00
00

00
00
00
00

00
00
00
00

SFBER: 0,

gher:TRUE, Set level:

BurstTh:0

PRDI
PPDI
BIP(B3)
NSE
SOM

PTIM
PTIU
REI
ENCAP
00G

00
00
00
00

00
00
00
00

00
00
00
00

SDBER: 0

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

Set level:TRUE

O O O O O
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BIP Sum:0, setTh:2455, clrTh:1003, BurstMap:0x0003, BurstTh:1188

Counts:0, O,

Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:
BER le-4:

BIP Sum:0, setTh:870, clrTh:201, BurstMap:0x0003, BurstTh:405

Counts:0, O,

Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:
BER le-5:

BIP Sum:0, setTh:358, clrTh:81, BurstMap:0x000F, BurstTh:71

Counts:0, 0, 0, O,

Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:
BER le-6:

BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x07FF, BurstTh:22

Counts:0, 0, 0, 0, 0, 0, 0, O, 0, O, O,

Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:
BER le-7:

BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x03FF, BurstTh:25

Counts:0, 0, 0, 0, 0, 0, 0, O, 0, O,

Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:
BER le-8:

BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x03FF, BurstTh:25

Counts:0, 0, 0, 0, 0, O, 0, O, 0, O,

Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:
BER le-9:

BIP Sum:0, setTh:399, clrTh:89, BurstMap:0x03FF, BurstTh:25

Counts:0, 0, 0, 0, 0, 0O, 0, O, 0, O,

Over threshold:FALSE, Bursty:TRUE, Clear higher:TRUE, Set level:
BER le-10:

BIP Sum:0, setTh:0, clrTh:0, BurstMap:0x0000, BurstTh:0

Counts:

Over threshold:TRUE, Bursty:FALSE, Clear higher:FALSE,

Input CMF Packets 0

Single bit errors cHec:
Multiple bit errors cHec:
Out of sync counts: 22

0 tHec: O
2 tHec: 0

eHec:
eHec:

88086836 input packets dropped by ucode

show interface rpr-ieee

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

0
0

show controller rpr-ieee interface-number [detail] W

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

Set level:TRUE
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W show interface pos interface-number

show interface pos interface-number

Packet-over-SONET/SDH POS

interface-number POS

EXEC

POS  SONET/SDH

interface  int

Gateway# show interface pos 0

POS0 is up, line protocol is up
Hardware is Packet/Ethernet over Sonet
Description: foo bar
MTU 4470 bytes, BW 155520 Kbit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, crc 32, loopback not set
Keepalive set (10 sec)
Scramble enabled

Last input 00:00:09, output never, output hang never
Last clearing of "show interface" counters 05:17:30
Input queue: 0/75/0/0 (size/max/drops/flushes);

Queueing strategy: fifo
Output queue :0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

2215 total input packets, 223743 post-HDLC bytes
0 input short packets, 223951 pre-HDLC bytes
input long packets , 0 input runt packets
input CRCerror packets , 0 input drop packets

input abort packets
input packets dropped by ucode

0 packets input, 0 bytes

Received 0 broadcasts, 0 runts, 0 giants,
0 parity

0 input errors, 0 CRC, 0 frame, 0 overrun,

2216 total output packets, 223807 output pre-HDLC bytes

224003 output post-HDLC bytes

packets output, 0 bytes, 0 underruns

o O O O

carrier transitions

show controller pos

clear counters

Total output drops:

0 throttles

output errors, 0 applique, 8 interface resets
output buffer failures, 0 output buffers swapped out

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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show interface rpr-ieee interface-number

show interface rpr-ieee interface-number

IEEE 802.17b RPR
interface-number IEEE 802.17b RPR 0 1
EXEC
IEEE 802.17b RPR SONET/SDH

interface  int

rpr-ieee tx-traffic rate-limit high Al 0 1161 Mbps

Al 3 4 6 8 10Mbps
5 Mbps

router# show interface rpr-ieee 0

RPR-IEEEO is up, line protocol is up
Hardware is RPR-IEEE Channelized SONET, address is 0005.9a3c.59c0 (bia
0005.9a3c¢.59c0)
MTU 1500 bytes, BW 96768 Kbit, DLY 100 usec,
reliability 255/255, txload 128/255, rxload 128/255
Encapsulation: RPR-IEEE,
West Span: loopback not set
East Span: loopback not set
MAC passthrough not set
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
West Span:5 minutes output rate 96361986 bits/sec, 76243 packets/sec
5 minutes input rate 89824634 bits/sec, 71241 packets/sec
East Span: 5 minutes output rate 71872254 bits/sec, 56867 packets/sec
5 minutes input rate 95391157 bits/sec, 75475 packets/sec
3402516571 packets input, 4038397818 bytes
Received 0 broadcasts (0 IP multicast)
0 runts, 0 giants, 0 throttles
3 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast
0 input packets with dribble condition detected
1355393210 packets output, 4104587724 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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M show interface rpr-ieee interface-number

show int pos

show int spr

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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show ons alarm W

show ons alarm

Cisco 10S CLI ML

EXEC

router# show ons alarm
Equipment Alarms
Active: CONTBUS-IO-A CTNEQPT-PBWORK

Port Alarms

POSO Active: None

POS1 Active: None

FastEthernet0 Active: None
FastEthernetl Active: None
FastEthernet2 Active: None
FastEthernet3 Active: None
FastEthernet4 Active: None
FastEthernet5 Active: None
FastEthernet6 Active: None
FastEthernet7 Active: None
FastEthernet8 Active: None
FastEthernet9 Active: None
FastEthernetl0 Active: None
FastEthernetll Active: None

POSO

Active Alarms : None
Demoted Alarms: None

POS1 VCG State: VCG_NORMAL
VCAT Group

Active Alarms : None
Demoted Alarms: None

Member 0
Active Alarms : None
Demoted Alarms: None

Member 1
Active Alarms : None
Demoted Alarms: None

show controller pos
show ons alarm defect

show ons alarm failure

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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M show ons alarm defect eqpt

show ons alarm defect egpt

EXEC

router# show ons alarm defect egpt

Equipment Defects

Active: CONTBUS-IO-B

Reportable to TCC/CLI: CONTBUS-IO-A CONTBUS-IO-B CTNEQPT-PBWORK CTNEQPT-PBPROT EQPT
RUNCFG-SAVENEED ERROR-CONFIG

show ons alarm failure

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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show ons alarm defect port

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

EXEC

TPTFAIL

POSO
Active: TPTFAIL

Reportable to TCC:

POS1
Active: TPTFAIL

Reportable to TCC:

GigabitEthernet0
Active: None

Reportable to TCC:

GigabitEthernetl
Active: None

Reportable to TCC:

show interface

show ons alarm failure

Packet-over-SONET/SDH POS

CARLOSS

CARLOSS

CARLOSS

CARLOSS

router# show ons alarm defect port
Port Defects

TPTFAIL

TPTFAIL

TPTFAIL

TPTFAIL

show ons alarm defect port | |

CARLOSS
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W show ons alarm defect pos interface-number

show ons alarm defect pos interface-number

interface-number 0 1

EXEC

Packet-over-SONET/SDH POS

router# show ons alarm defect pos 0

POSO

Active Defects: None

Alarms reportable to TCC/CLI: PAIS PRDI PLOP PUNEQ PPLM PTIM PPDI BER_SF_B3 BER_SD_B3

show controller pos

show ons alarm failure

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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show ons alarm defect rpr [interface-number] W

show ons alarm defect rpr [interface-number]

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

interface-number 0 1

EXEC

IEEE 802.17b RPR

router# show ons alarm defect rpr

RPR-IEEEOQ

Active: None

Reportable to SC: RPR-PASSTHRU RPR-PROT_ACTIVE RPR-MAX_ STATION RPR-MIS_CONF
RPR-RINGLETO_AO_EXCEED_BANDWIDTH RPR-RINGLET1_AO_EXCEED_BANDWIDTH RPR-RI_PEER_MISSING
RPR-RI_FAULT

show ons alarm
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l show ons alarm failure eqpt

show ons alarm failure egpt

EXEC

EQPT

router# show ons alarm failure egpt
Equipment
Active Alarms: None

show ons alarm defect

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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show ons alarm failure port

EXEC

router# show ons alarm failure port
Port Alarms
POS0 Active: TPTFAIL
POS1 Active: TPTFAIL
GigabitEthernet0 Active: None
GigabitEthernetl Active: None

show interface

show ons alarm defect

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

show ons alarm failure port Wl
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B show ons alarm failure pos interface-number

show ons alarm failure pos interface-number

interface-number 0 1

EXEC

Packet-over-SONET/SDH POS
Telcordia GR-253

router# show ons alarm failure pos 0
POSO

Active Alarms : None

Demoted Alarms: None

show controller pos

show ons alarm defect

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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show ons alarm failure rpr [interface-number] W

show ons alarm failure rpr [interface-number]

IEEE 802.17b RPR

interface-number

EXEC

IEEE 802.17b RPR
Telcordia GR-253-CORE

router# show ons alarm failure rpr

RPR-IEEEOQ
Active: None

show ons alarm

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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M show rpr-ieee counters

show rpr-ieee counters

IEEE 802.17b RPR /
ML Cisco
ONS 15454 SONET and DWDM Troubleshooting Guide Cisco ONS 15454 SDH Troubleshooting
Guide Performance Monitoring
EXEC
SNMP
Transaction Language 1 TL1 CTC

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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router# show rpr-ieee counters
Data Traffic Counters for Interface RPR-IEEEO

WEST Span:

Transit Packets
Total Low Priority 1162649477
Total Med EIR Priority 8936750
Total Med CIR+EIR Priority 48436675
Total High Priority 17567660
Total Multicast 66039554
Total Unicast 1162614609
Host Receive Packets
Unicast Low Priority 16147390254
Unicast Med EIR Priority 0

Unicast Med CIR Priority 0

Unicast High Priority 0
Multicast Low Priority 1389170314
Multicast Med EIR Priority 0
Multicast Med CIR Priority 0
Multicast High Priority 0
Broadcast 0

Total Receive Packets
Unicast Low Priority 17319366142
Unicast Med EIR Priority 0

Unicast Med CIR Priority 0

Unicast High Priority 0
Multicast Low Priority 1389170314
Multicast Med EIR Priority 0
Multicast Med CIR Priority 0
Multicast High Priority 0

Host Transmit Packets
Unicast Low Priority 18701060600
Unicast Med EIR Priority 0

Unicast Med CIR Priority 0

Unicast High Priority 0
Multicast Low Priority 233345
Multicast Med EIR Priority 456173838
Multicast Med CIR Priority 48446005
Multicast High Priority 192647108
Broadcast 0

Total Transmit Packets
Unicast Low Priority 19863597488
Unicast Med EIR Priority 0

Unicast Med CIR Priority 0

Unicast High Priority 0
Multicast Low Priority 268795
Multicast Med EIR Priority 495672023
Multicast Med CIR Priority 57382139
Multicast High Priority 210212898

Traffic Rate (5 Minutes) packets/sec

Transit Low Priority 0
Transit Med EIR Priority 0
Transit Med CIR+EIR Priority 0
Transit High Priority 0
Transit Multicast 0
Transit Unicast 0
Host Receive 71269
Total Receive 71269
Host Transmit 76333
Total Transmit 76332

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

Bytes
183697386417
1412005236
7653001286
2775677008
10435555023
183690629992

Bytes
2550939336924
0

0

0
219486727447
0

0

0

N/A

Bytes
2736075078618
0

0

0
219488627991
0

0

0

Bytes
2954767575274
0

0

0

38183383
72075466404
7654468790
30438243064
N/A

Bytes
3138448403894
0

0

0

45108717
78316179634
9066377962
33213637884

bits/sec

o O O O O

0

90075869
90076596
96478080
96478112

show rpr-ieee counters Ml
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M show rpr-ieee counters

Control Frames: Received Transmitted
Control 26155194 8462107
OAM Echo 0 0

OAM Flush 0 0

OAM Org 0 0

OAM SAS Notify 0 0
Topology ATD 1946003 392352
Topology Checksum 4034923 4034891
Topology Protection 20174268 4034864
LRTT 0 0

FDD 0 0

Received Errors:
0 input errors, 0 CRC, 0 ignored,

0 framer runts, 0 framer giants, 0 framer aborts,

0 mac runts, 0 mac giants, 0 mac ttl strips,

0 non_we drop, 0 ltb_strict drop, 0 htb_strict drop

0 scff errors, 0 bad addr frames, 0 self sourced frames

EAST Span:

Transit Packets Bytes

Total Low Priority 2561406909 404771885533
Total Med EIR Priority 19279 3064252

Total Med CIR+EIR Priority 35591 5614688

Total High Priority 32164 5113038

Total Multicast 1389153110 219542479597
Total Unicast 1172313263 185238866568
Host Receive Packets Bytes

Unicast Low Priority 6599528894 1042960369924
Unicast Med EIR Priority 11972905593 1891155540262
Unicast Med CIR Priority 1826846617 288560828526
Unicast High Priority 3693986118 583445203252
Multicast Low Priority 42456 9288351
Multicast Med EIR Priority 39498185 6240713230
Multicast Med CIR Priority 8936134 1411909172
Multicast High Priority 17565790 2775394820
Broadcast 0 N/A

Total Receive Packets Bytes

Unicast Low Priority 7761607024 1226426632416
Unicast Med EIR Priority 11972905600 1891010247740
Unicast Med CIR Priority 1826846617 288584487022
Unicast High Priority 3693986118 583547505106
Multicast Low Priority 42456 9288351
Multicast Med EIR Priority 39498185 6235011598
Multicast Med CIR Priority 8936134 1411909172
Multicast High Priority 17565790 2775394820
Host Transmit Packets Bytes

nicast Low Priority 6356990298 1004807678284
Unicast Med EIR Priority 7701766350 1216879083616
Unicast Med CIR Priority 1830175717 289167763286
Unicast High Priority 3695903572 583952764376
Multicast Low Priority 233345 38183383
Multicast Med EIR Priority 407714881 64418951198
Multicast Med CIR Priority 96890130 15308640540
Multicast High Priority 192646933 30438215414
Broadcast 0 N/A

Total Transmit Packets Bytes

Unicast Low Priority 7529228323 1190034710362
Unicast Med EIR Priority 7701766354 1216879084248
Unicast Med CIR Priority 1830175717 289167763286
Unicast High Priority 3695903572 583952764376
Multicast Low Priority 1389383752 219580264474
Multicast Med EIR Priority 407714881 64418951198
Multicast Med CIR Priority 96890130 15308640540
Multicast High Priority 192646933 30438215414

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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Traffic Rate (5 Minutes)
Transit Low Priority
Transit Med EIR Priority
Transit Med CIR+EIR Priority
Transit High Priority
Transit Multicast
Transit Unicast

Host Receive

Total Receive

Host Transmit

Total Transmit

Control Frames:
Control

OAM Echo

OAM Flush

OAM Org

OAM SAS Notify
Topology ATD
Topology Checksum
Topology Protection
LRTT

FDD

Received Errors:

O O O O W

self sourced frames

show int rpr-ieee interface-number

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

input errors, 0 CRC, 0 ignored,
framer runts, 0 framer giants,
mac runts, 0 mac giants, 3 mac ttl strips,
non_we drop, 0 ltb_strict drop,

packets/sec
6062
0

0

0
6062
0
75568
75568
56933
62992

Received
26155236
0

0

0

0
1946019
4034954
20174268
0

0

0 framer aborts,

bits/sec

7654634
0

0

0
7654634
0
95494249
95512522
71958410
79613030

Transmitted
8462109
0

0

0

0
392355
4034891
4034864
0

0

show rpr-ieee counters Ml

0 htb_strict drop 0 scff errors, 0 bad addr frames,
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B show rpr-ieee failure rpr-ieee interface-number

show rpr-ieee failure rpr-ieee interface-number

IEEE 802.17b RPR
interface-number IEEE 802.17b RPR rpr-ieee
rpr-ieee0
EXEC

show rpr-ieee topology
show rpr-ieee protection

router# show rpr-ieee failure rpr-ieee0
Self Detected Failures Information for Interface RPR-IEEEO

Span WEST:
Reported Debounced Current Stable Debounce
state state state for(sec) delay(sec)
HW missing IDLE IDLE IDLE 403628 0
Layer 1 IDLE IDLE IDLE 403628 0
MAC Keepalive IDLE IDLE IDLE 403628 0
Link quality IDLE IDLE IDLE 403628 0
Mate interface IDLE IDLE IDLE 403628 0
Span mismatch IDLE IDLE IDLE 403628 0
Result Self Detect = IDLE
Span EAST:
Reported Debounced Current Stable Debounce
state state state for(sec) delay(sec)
HW missing IDLE IDLE IDLE 403628 0
Layer 1 IDLE IDLE IDLE 403628 0
MAC Keepalive IDLE IDLE IDLE 403628 0
Link quality IDLE IDLE IDLE 403628 0
Mate interface IDLE IDLE IDLE 403628 0
Span mismatch IDLE IDLE IDLE 403628 0

Result Self Detect = IDLE

show int rpr-ieee
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show rpr-ieee fairness detail

IEEE 802.17b RPR

EXEC

router# show rpr-ieee fairness detail
IEEE 802.17 Fairness on RPR-IEEEO:
Bandwidth: 96768 kilobits per second
Station using aggressive rate adjustment.
Westbound Tx (Ringlet 1)
Weighted Fairness:
Local Weight: 0 (1)
Single-Choke Fairness Status:
Local Congestion:
Congested? No
Head? No
Local Fair Rate:
Approximate Bandwidth: 64892 Kbps

25957 normalized bytes per aging interval

51914 bytes per ageCoef aging interval
Downstream Congestion:
Congested? No
Tail? No

Received Source Address: 0000.0000.0000

Received Fair Rate:
Approximate Bandwidth: FULL RATE
65535 normalized bytes per aging interval

Reserved Rate:

0 Kbps
0 bytes per aging interval
Unreserved Rate:
96768 Kbps
4838 bytes per aging interval
Allowed Rate:
Approximate Bandwidth: 96000 Kbps
4800 bytes per aging interval
Allowed Rate Congested:
Approximate Bandwidth: 96000 Kbps
4800 bytes per aging interval
TTL to Congestion: 255
Total Hops Tx: 4
Advertised Fair Rate:
Approximate Bandwidth: FULL RATE
65535 normalized bytes per aging interval
8191 bytes per aging interval
Eastbound Tx (Ringlet 0)

Cisco ONS 15454/15454 SDH/Cisco ONS 15327

show rpr-ieee fairness detail

IEEE 802.17b RPR
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Wl show rpr-ieee fairness detail

Weighted Fairness:
Local Weight: 0 (1)
Single-Choke Fairness Status:
Local Congestion:
Congested? No
Head? No
Local Fair Rate:
Approximate Bandwidth: 0 Kbps

0 normalized bytes per aging interval
0 bytes per ageCoef aging interval

Downstream Congestion:
Congested? No
Tail? No

Received Source Address: 0000.0000.0000

Received Fair Rate:
Approximate Bandwidth: FULL RATE

65535 normalized bytes per aging interval

Reserved Rate:
0 Kbps
0 bytes per aging interval
Unreserved Rate:
96768 Kbps
4838 bytes per aging interval
Allowed Rate:
Approximate Bandwidth: 96000 Kbps
4800 bytes per aging interval
Allowed Rate Congested:
Approximate Bandwidth: 96000 Kbps
4800 bytes per aging interval
TTL to Congestion: 255
Total Hops Tx: 4
Advertised Fair Rate:
Approximate Bandwidth: FULL RATE

65535 normalized bytes per aging interval

8191 bytes per aging interval

show rpr-ieee fairness history
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show rpr-ieee fairness history W

show rpr-ieee fairness history

24 IEEE 802.17b RPR
Performance Monitoring PM;

EXEC

24 IEEE 802.17b RPR

router# show rpr-ieee fairness history
IEEE 802.17 Fairness History on RPR-IEEEQO for last 24 hours:
Congestion information gathered every 900 second(s)
Westbound Tx (Ringlet 1)
Local Congestion:

No. Time: Aging Intervals Seconds Percent
Congested / Total Congested / Total Congested
Instantaneous: 0 / 30 0 (ms) / 12 (ms) 0%
65 08:01:45:0 / 2250000 0 / 900 0%
64 07:46:45:0 / 2250000 0 / 900 0%
63 07:31:45:0 / 2250000 0 / 900 0%
62 07:16:45:0 / 2250000 0 / 900 0%
61 07:01:45:0 / 2250000 0 / 900 0%
60 06:46:45:0 / 2250000 0 / 900 0%
59 06:31:45:0 / 2250010 0 / 900 0%
58 06:16:45:0 / 2250000 0 / 900 0%
57 06:01:45:0 / 2250000 0 / 900 0%
56 05:46:45:0 / 2250020 0 / 900 0%
55 05:31:45:0 / 2250000 0 / 900 0%
54 05:16:45:0 / 2250000 0 / 900 0%
53 05:01:45:0 / 2250000 0 / 900 0%
52 04:46:45:0 / 2250000 0 / 900 0%
51 04:31:45:0 / 2250000 0 / 900 0%
50 04:16:45:0 / 2250000 0 / 900 0%
49 04:01:45:0 / 2250000 0 / 900 0%
48 03:46:45:0 / 2250000 0 / 900 0%
47 03:31:45:0 / 2250000 0 / 900 0%
46 03:16:45:0 / 2250000 0 / 900 0%
45 03:01:45:0 / 2250000 0 / 900 0%
44 02:46:45:0 / 2250000 0 / 900 0%
43 02:31:45:0 / 2250000 0 / 900 0%
42 02:16:45:0 / 2250010 0 / 900 0%
41 02:01:45:0 / 2250000 0 / 900 0%
40 01:46:45:0 / 2250000 0 / 900 0%
39 01:31:45:0 / 2250000 0 / 900 0%
38 01:16:45:0 / 2250000 0 / 900 0%
37 01:01:45:0 / 2250000 0 / 900 0%
36 00:46:45:0 / 2250000 0 / 900 0%
35 00:31:45:0 / 2250000 0 / 900 0%
34 00:16:45:0 / 2250000 0 / 900 0%
33 00:01:45:0 / 2250000 0 / 900 0%
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Downstream Congestion:

No. Time
Instantaneous
65 08:01:45
64 07:46:45
63 07:31:45
62 07:16:45
61 07:01:45
60 06:46:45
59 06:31:45
58 06:16:45
57 06:01:45
56 05:46:45
55 05:31:45
54 05:16:45
53 05:01:45
52 04:46:45
51 04:31:45
50 04:16:45
49 04:01:45
48 03:46:45
47 03:31:45
46 03:16:45
45 03:01:45
44 02:46:45
43 02:31:45
42 02:16:45
41 02:01:45
40 01:46:45
39 01:31:45
38 01:16:45
37 01:01:45
36 00:46:45
35 00:31:45
34 00:16:45
33 00:01:45
32 23:46:45
31 23:31:45
30 23:16:45
29 23:01:45
28 22:46:45
27 22:31:45
26 22:16:45
25 22:01:45
24 21:46:45
23 21:31:45
22 21:16:45
21 21:01:45
20 20:46:45
19 20:31:45
18 20:16:45
17 20:01:45
16 19:46:45
15 19:31:45
14 19:16:45
13 19:01:45
12 18:46:45
11 18:31:45
10 18:16:45
9 18:01:45
8 17:46:45
7 17:31:45
6 17:16:45
5 17:01:45
4 16:46:45
3 16:31:45
2 16:16:45
1 16:01:45

: Aging Intervals

Congested / Total
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M show rpr-ieee fairness history
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Local Congestion:
: Aging Intervals
Congested / Total
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No. Time
Instantaneous:
65 08:01
64 07:46
63 07:31
62 07:16
61 07:01
60 06:46
59 06:31
58 06:16
57 06:01
56 05:46
55 05:31
54 05:16
53 05:01
52 04:46
51 04:31
50 04:16
49 04:01
48 03:46
47 03:31
46 03:16
45 03:01
44 02:46
43 02:31
42 02:16
41 02:01
40 01:46
39 01:31
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36 00:46
35 00:31
34 00:16
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M show rpr-ieee fairness history

Downstream Congestion:

No. Time
Instantaneous
65 08:01:45
64 07:46:45
63 07:31:45
62 07:16:45
61 07:01:45
60 06:46:45
59 06:31:45
58 06:16:45
57 06:01:45
56 05:46:45
55 05:31:45
54 05:16:45
53 05:01:45
52 04:46:45
51 04:31:45
50 04:16:45
49 04:01:45
48 03:46:45
47 03:31:45
46 03:16:45
45 03:01:45
44 02:46:45
43 02:31:45
42 02:16:45
41 02:01:45
40 01:46:45
39 01:31:45
38 01:16:45
37 01:01:45
36 00:46:45
35 00:31:45
34 00:16:45
33 00:01:45
32 23:46:45
31 23:31:45
30 23:16:45
29 23:01:45
28 22:46:45
27 22:31:45
26 22:16:45
25 22:01:45
24 21:46:45
23 21:31:45
22 21:16:45
21 21:01:45
20 20:46:45
19 20:31:45
18 20:16:45
17 20:01:45
16 19:46:45
15 19:31:45
14 19:16:45
13 19:01:45
12 18:46:45
11 18:31:45
10 18:16:45
9 18:01:45
8 17:46:45
7 17:31:45
6 17:16:45
5 17:01:45
4 16:46:45
3 16:31:45
2 16:16:45
1 16:01:45
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M show rpr-ieee protection

show rpr-ieee protection

EXEC

protection

prot

router# show rpr-ieee protection

Protection Information for
MAC Addresses
West Span (Ringlet 0 RX)
East Span (Ringlet 1 RX)
Station MAC address 0005
TP frame sending timers:
fast timer: 10 msec
slow timer: 1x100 msec
Protection holdoff timers:
L1l Holdoff
West Span 0x10 msec (
East Span 0x10 msec (

Configured protection mode:

Protection Status

Ring is IDLE

Protection WTR period is
Self Detected Requests
West Span IDLE
East Span IDLE
Distant Requests
East Span IDLE

West Span Failures: none

East Span Failures: none

Interface RPR-IEEEOQ

neighbor 000b.fcff.9d34
neighbor 0013.1991.1£fc0

.9a3c.59c0
(100 msec)
Keepalive Detection
0 msec) West Span 5 msec
0 msec) East Span 5 msec
STEERING
10 sec. (timer is inactive)

Remote Requests
West Span IDLE
East Span IDLE

West Span IDLE

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327
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show rpr-ieee rate detail

EXEC

Al B-EIR B-CIR

router# show rpr-ieee rate detail
Rate Limit Information for Interface RPR-IEEEQ
West Span:
Reserved Bandwidth (Class A0): 0 Mbps
Rate Limiter High (Class Al): 20 Mbps
Rate Limiter Medium (Class B-CIR): 10 Mbps
Rate Limiter Low (Class B-EIR, C): full
East Span:
Reserved Bandwidth (Class A0): 0 Mbps
Rate Limiter High (Class Al): 20 Mbps
Rate Limiter Medium (Class B-CIR): 10 Mbps
Rate Limiter Low (Class B-EIR, C): full
Service Type: Relaxed
Idle Shaper is Enabled

show rpr-ieee rate detail

Transmit at 500 packets per million when PTQ vacancy above 18432 bytes
Transmit at 250 packets per million when PTQ vacancy below 18432 bytes
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Ml show rpr-ieee topology detail

show rpr-ieee topology detail

IEEE 802.17b RPR ATD

EXEC

router# show rpr-ieee topology detail
802.17 Topology Display
RX ringletO->West spanRX ringletl->East span
Number of nodes on
ringletO: 5ringletl: 5

Topology entry:

Station MAC address: 0005.9a3c.59c0
West Span (Outer ringlet RX) neighbor 000b.fcff.9d34
East Span (Inner ringlet RX) neighbor 0013.1991.1fcO
Ring Topology: CLOSED (STABLE)
Containment Active: NO
AO0 class reserved rate:

ringlet0: 0 (mbps)ringletl: 0 (mbps)
Ringlet reserved rate:

ringlet0: 0 (mbps)ringletl: 0 (mbps)
Ringlet unreserved rate:

ringlet0: 96 (mbps)ringletl: 96 (mbps)
Ringlet effective unreserved rate:

ringlet0: 95.9 (mbps)ringletl: 95.9 (mbps)
Advertised Protection requests:

ringlet0: IDLEringletl: IDLE
Active Edges:

ringlet0: NO ringletl: NO
Configured protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't support JUMBOS)
Is revertive: YES
Measured LRTT: 0
Sequence Number: 3

ATD INFO:

ATD timer: 1 sec
Station Name: ML100T-481
A0 reserved Bandwidth:

ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:

ringlet0: lringletl: 1
Secondary Mac Addresses:

MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology Map for Outer ringlet
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show rpr-ieee topology detail

Topology entry at Index 1 on ringlet O0:

Station MAC address: 000b.fcff.9d34
Valid on ringletO: YES
Entry reachable: YES
Advertised Protection requests:
ringlet0O: IDLEringletl: IDLE
Active Edges:
ringlet0: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3

ATD INFO:

Station Name: ML100X-491
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 2 on ringlet O0:

Station MAC address: 0011.2130.b568
Valid on ringletO: YES
Entry reachable: YES
Advertised Protection requests:
ringlet0O: IDLEringletl: IDLE
Active Edges:
ringlet0: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3

ATD INFO:

Station Name: ML1000-491
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0O: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 3 on ringlet 0:

Station MAC address: 0005.9a39.7630
Valid on ringletO: YES
Entry reachable: YES
Advertised Protection requests:
ringlet0O: IDLEringletl: IDLE
Active Edges:
ringletO: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3

ATD INFO:

Station Name: ML1000-492
A0 reserved Bandwidth:
ringlet0O: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
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Ml show rpr-ieee topology detail

ringletO:

lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 4 on ringlet O0:
Station MAC address: 0013.1991.1fcO
Valid on ringletO:
Entry reachable:
Advertised Protection requests:

IDLEringletl: IDLE

ringletO:
Active Edges:
ringletO:

Jumbo preference:

Measured LRTT:

YES

YES

NO ringletl: NO
Preferred protection mode: STEERING

0

Sequence Number:

ATD INFO:
Station Name:

ringletO:

Weight:
ringletO:

3

NOT SET (ring doesn't supports JUMBOS)

ML100T-482

AO0 reserved Bandwidth:

0 mbpsringletl: 0 mbps
SAS enabled: YES

lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 5 on ringlet O0:
Station MAC address: 0005.9a3c.59c0
Valid on ringletO: YES
Entry reachable:
Advertised Protection requests:
IDLEringletl: IDLE

ringletO:
Active Edges:
ringletO:

Jumbo preference:

Measured LRTT:

YES

NO ringletl: NO
Preferred protection mode: STEERING

0

Sequence Number:

ATD INFO:
Station Name:

ringletO:

Weight:
ringletO:

3

NOT SET (ring doesn't supports JUMBOS)

ML100T-481
A0 reserved Bandwidth:

0 mbpsringletl: 0 mbps
SAS enabled: YES

lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 1 on ringlet 1:
Station MAC address: 0013.1991.1fc0O
Valid on ringletl:

YES

Entry reachable:
Advertised Protection requests:
IDLEringletl: IDLE

ringletO:
Active Edges:
ringletO:

Measured LRTT:

YES

NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)

0

Sequence Number:

3

i Cisco ONS 15454/15454 SDH/Cisco ONS 15327

78-17736-02-J |



ATD INFO:
Station Name:

ML100T-482

A0 reserved Bandwidth:

ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

show rpr-ieee topology detail

Topology entry at Index 2 on ringlet 1:

Station MAC address:

Valid on ringletl:
Entry reachable:

0005.9a39.7630
YES

YES

Advertised Protection requests:

ringlet0O: IDLEringletl: IDLE
Active Edges:

ringlet0: NO ringletl: NO
Preferred protection mode: STEERING

Jumbo preference:
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name:

NOT SET

(ring doesn't supports JUMBOS)

ML1000-492

A0 reserved Bandwidth:

ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 3 on ringlet 1:

Station MAC address:

0011.2130.b568

Valid on ringletl: YES
Entry reachable: YES
Advertised Protection requests:
ringlet0O: IDLEringletl: IDLE
Active Edges:
ringletO: NO ringletl: NO
Preferred protection mode: STEERING

Jumbo preference: NOT SET (ring doesn't supports JUMBOS)

Measured LRTT: 0

Sequence Number: 3
ATD INFO:

Station Name:

ML1000-491

AQ0 reserved Bandwidth:

ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0O: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 4 on ringlet 1:

Station MAC address:

000b.fcff.9d34

Valid on ringletl: YES
Entry reachable: YES
Advertised Protection requests:
ringlet0O: IDLEringletl: IDLE
Active Edges:
ringletO: NO ringletl: NO
Preferred protection mode: STEERING
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Ml show rpr-ieee topology detail

Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name: ML100X-491
AO0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)

Topology entry at Index 5 on ringlet 1:
Station MAC address: 0005.9a3c.59c0
Valid on ringletl: YES
Entry reachable: YES
Advertised Protection requests:

ringlet0O: IDLEringletl: IDLE
Active Edges:
ringlet0: NO ringletl: NO
Preferred protection mode: STEERING
Jumbo preference: NOT SET (ring doesn't supports JUMBOS)
Measured LRTT: 0
Sequence Number: 3
ATD INFO:
Station Name: ML100T-481
A0 reserved Bandwidth:
ringlet0: 0 mbpsringletl: 0 mbps
SAS enabled: YES
Weight:
ringlet0: lringletl: 1
Secondary Mac Addresses:
MAC 1: 0000.0000.0000 (UNUSED)
MAC 2: 0000.0000.0000 (UNUSED)
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[no] shutdown W

[no] shutdown

Packet-over-SONET/SDH POS IEEE 802.17b RPR
no
POS IEEE 802.17b RPR
GFP High-Level Data Link Control HDLC; POS
Path Alarm Indication Signal PAIS;
RPR-IEEE AIS-P

shutdown  shut

interface  int

Router (config)# int pos 0
Router (config-if)# shut

Cisco ONS 15454/15454 SDH/Cisco ONS 15327
| 78-17736-02-J .m



W spr-intf-id shared-packet-ring-number

spr-intf-id shared-packet-ring-number

Packet-over-SONET/SDH POS SPR
shared-packet-ring-number SPR 1
POS
e SPR 1 SPR SPR
e SPR POS
e SPR EtherChannel
channel-group spr-intf-1D
port-channel POS SPR
Y
spr drpri-id [0 | 1] 7.2
interface  int shared-packet-ring-number 1 ML
POS SPR

Router (config)# interface pos 0
Router (config-if)# spr-intf-id 1

interface spr 1
spr station-id

spr wrap
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[no] spr load-balance {auto | port-based} W

[no] spr load-balance {auto | port-based}

RPR
auto auto MAC
IP
port-based port-based POS 0
POS 1
auto

SPR

port-based SPR

Router (config)# interface spr 1

Router (config-if)# spr load-balance port-based

interface spr 1
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M spr station-id station-id-number

spr station-id station-id-number

ID
station-id-number RPR SPR
ID 1 254
SPR
RPR ML
sprl ID SPR
ML SPR ID 100

Router (config)# interface spr 1
Router (config-if)# spr station-id 100

interface spr 1
spr-intf-id

spr wrap
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spr wrap {immediate | delayed} W

spr wrap {immediate | delayed}

RPR
SONET
immediate RPR
delayed RPR
immediate
SPR
RPR SONET/SDH immediate
SONET [BLSR]
[UPSR] SDH Subnetwork Connection Protection SNCP;
Multiplex Section-Shared Protection Ring MS-SPRing;
delayed
ML delayed

Router (config)# interface spr 1
Router (config-if)# spr wrap delayed

interface spr 1
spr-intf-id

spr station-id
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W [no] xconnect [destination] [vc-id] [encapsulation mpls]

[no] xconnect [destination] [vc-id] [encapsulation mpls]

Ethernet over Multiprotocol Label Switching EoMPLS 2
Virtual Circuit VC; Customer-Edge CE;
Service Provider-edge Customer-located Equipment PE-CLE
Virtual Connection Identifier VC ID;

ID dotlQ VLAN LAN
VC no
~
mpls I2transport route
destination Provider Edge PE;
Label Distribution Protocol; LDP IP IP
IP
no
ve-id 2 PE vc-id
1  4,294,967,295 ve-id
no
encapsulation mpls MPLS
Y
pw-class
2 PE-CLE
MPLS MPLS VC
PE
2 Label Switched Path LSP;
VC VC
destination PE-CLE LDP IP
IP
ve-id PE
1 VCID VCID
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[no] xconnect [destination] [vc-id] [encapsulation mpls] W

PE1 VLAN3 PE 2 VLAN 4 EoMPLS
PE1 PE2 IP
10.0.0.1/32 PE2 PE1 IP 20.0.0.1/32

PE1

Switch(config)# interface vlan
Switch(config-if)# xconnect 20

PE2

Switch(config)# interface vlan
Switch(config-if)# xconnect 10

show mpls I2transport route
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W [no] xconnect [destination] [vc-id] [encapsulation mpls]
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clear ip accounting

show ip accounting

show ip cache

clear ip tcp header-compression
show ip mcache

show ip mpacket

show controller pos pm

show controller pos [variable] pm
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B cL |

access-list aaa <1100-1199>
access-list aaa <200-299>
access-list aaa <700-799>
async-bootp

boot

bridge <num> acquire

bridge <num> address

bridge cmf

bridge <num> bitswap-layer3-addresses
bridge <num> circuit-group
bridge <num> domain

bridge <num> lat-service-filtering
bridge <num> protocol dec
bridge <num> protocol ibm
bridge <num> protocol vlan-bridge
chat-script

class-map match access-group
class-map match class-map
class-map match destination-address
class-map match mpls

class-map match protocol
class-map match gos-group
class-map match source-address
clns

define

dialer

dialer-list
downward-compatible-config

file

ip access-list log-update

ip access-list logging

ip address-pool

ip alias

ip bootp
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CLI

ip gdp

ip local

ip reflexive-list

ip security

ip source-route

ip tcp

ipc

map-class

map-list

multilink

netbios

partition

policy-map class queue-limit
priority-list

queue-list
iso-igrpiso-igrp

router mobile

service compress-config
service disable-ip-fast-frag
service exec-callback
service nagle

service old-slip-prompts
service pad

service slave-log

set privilege level

subscriber-policy
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[ | POS

POS

access-expression
autodetect

bridge-group x circuit-group
bridge-group x input-*
bridge-group x lat-compression
bridge-group x output-*
bridge-group x subscriber-loop-control
clock

clns

custom-queue-list
down-when-looped
fair-queue

flowcontrol

full-duplex

half-duplex

hold-queue

ip accounting

ip broadcast-address

ip load-sharing per-packet
ip route-cache

ip security

ip tcp

ip verify

iso-igrp

loopback

multilink-group

netbios

pos flag c2

pos mode gfp

pos scramble-spe

pos trigger delay

pos vcat defect <immediate | delayed>

pos vcat resequence
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CLI

POS

priority-group
pulse-time
random-detect
rate-limit

serial

service-policy history
source

timeout
transmit-interface

tx-ring-limit
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[ | POS RPR

POS
RPR

shutdown ML1000-2 ML

RPR SPR ML1000-2
RI ML1000-2 RI
ML ML SPR

IEEE 802.17 RPR

bandwidth

Cos priority-mcast

rpr-ieee clock-source

rpr-ieee count <mac addr>

rpr-ieee fairness active-weights-detect <span>
rpr-ieee fairness mode aggressive

rpr-ieee fairness mode conservative

rpr-ieee fairness multi-choke <span>

rpr-ieee framing

rpr-ieee loopback

rpr-ieee protection pref wrap

rpr-ieee protection sonet threshold sd-ber <value>
rpr-ieee protection sonet threshold sf-ber <value>
rpr-ieee trigger defects

rpr-ieee tx-traffic idle
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I B cLl

access-expression
clns
custom-queue-list
fair-queue
hold-queue

ip accounting

ip broadcast-address
ip load-sharing per-packet
ip route-cache

ip security

ip tcp

ip verify

iso-igrp

keepalive

loopback
max-reserved-bandwidth
multilink-group
netbios
priority-group
random-detect
rate-limit
service-policy history
timeout
transmit-interface

tx-ring-limit
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Port-Channel

Port-Channel

access-expression
carrier-delay

cdp

cins
custom-queue-list
duplex
down-when-looped
encapsulation
fair-queue
flowcontrol
full-duplex
half-duplex
hold-queue
iso-igrp

keepalive
max-reserved-bandwidth
multilink-group
negotiation
netbios

ppp
priority-group
rate-limit
random-detect
timeout

tx-ring-limit
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CLI

BVI

access-expression
carrier-delay

cdp

cins

flowcontrol
hold-queue
iso-igrp

keepalive
I2protocol-tunnel
load-interval
max-reserved-bandwidth
mode
multilink-group
netbios

ntp

mtu

rate-limit

timeout
transmit-interface

tx-ring-limit
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B cL |

[ | BVI
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o SONET/SDH

. show version
show controllers

SONET/SDH
. ML
OC-N TCC2/TCC2P

show tech-support EXEC Cisco 10S Release
11.1(4)

show tech-support show version show running-config show controllers show stacks
show interfaces show buffers show process memory show process EXEC

. show
show interfaces
show controllers
show processes {cpu | mem}
show buffer
show mem summary

. show
show protocol route
show protocol traffic
show protocol interfaces
show protocol arp

] show

. debug EXEC

. ping trace

e exception dump write core
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ML ||
ML
e PC Macintosh —PC Macintosh ML
AUX
¢ UNIX — UNIX script filename
Telnet ML UNIX  script
UNIX
Ctrl-D
Y
UNIX Syslog
logging internet-address logging Syslog
Cisco 10S
FTP
] FTP FTP
Cisco.com
e Kermit PC Cisco.com
N
binhex  zip MIME
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Numerics
802.17 RPR 2-5
802.1D STP
802.1Q IEEE 802.1Q
A
ABR 11-10
access-list 229
ACL
ACL 16-5
16-2
IP ACL 16-3
IP ACL 16-3
IP ACL 16-3
IP ACL
IP ACL
IP ACL
IP ACL
IP ACL 16-3
ASBR 11-10
Auto-MDIX 4-7
B
bandwidth
18-5
BGP 11-29
BPDU RSTP 7-14
bridge irb 12-3
bridge protocol 18-10
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12-7
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24-2
24-1
24-12
24-7
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Cisco HDLC 20-7
Cisco 10S
1 3-18
3-16
3-16
3-16 — 3-18
3-18
3-10
3-16
EXEC 3-16
EXEC 3-16
3-17
19-2
Cisco 10S 3-2
CiscoWorks 22-5
clear bridge 6-5
clear vlan statistics 6-5
cos commit 14-18
CoS QoS 14-18
CoS 14-28
CRC 5-4
CRC
SNMP 21-16
SNMP 21-16
21-16
21-20
21-16
CTC
CTC Cisco 10S 3-3
POS 2-2
POS 2-4
SONET 2-5
SONET 2-6

2-3
D
debug vlan packet 8-6
Diffusing Update Algorithm DUAL 11-21
DUAL EIGRP 11-22
E
E
EtherSwitch
23-16
23-15
IEEE 802.1Q 23-20
IEEE 802.3z 23-18
Q 23-20
RMON 23-30
VLAN 23-19
VLAN 23-19
23-15
23-26
23-28
23-29
EtherSwitch 23-16
STP 23-23
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Enhanced IGRP EIGRP
EoMPLS 18-1

EtherChannel
10-9
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Ethernet Wire Service EWS 9-8
F
FEC
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11-10
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11-11
LCAS 24-14 11-18
LEX 20-6, 25-9 11-18
line vty 3-10 ID 11-3
logging C-3 11-21, 11-36
LSA 11-16 ID 11-20
M P
MAC 4-2 PC 3-6
match any 14-13 Per-VLAN Spanning Tree+ 7-8
match cos 14-14 PIM
match ip dscp 14-14 11-38
match ip precedence 14-14 11-37
MIB 22-5 11-37
SNMP 22-5 port-channel 10-2
22-2 POS
ML 3-2 GFP-F 20-8
ML 3-2 LEX 20-6
ML-100T-8 SDM 15-1 ML 5-13
rmon collection history 21-5 SONET 5-7,5-8
MPLS 5-4
VC A-78 20-2
18-1 20-5
MSTP 9-13 5-2
MSTP IEEE 802.1D 20-3
MTU 5-6 20-8
pos report 5-8
pos scramble-spe 5-10
N pos trigger delay 5-9
Not-So-Stubby Area PPP/BCP 20-6
NSSA OSPF 11-16 Protocol Independent Multicast PIM
PVST+ Per-VLAN Spanning Tree+
O
Q
OSPF
LSA 11-19 QInQ 92
network area 11-3 QoS 14-16

11-14
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