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Cisco IP SLA Cisco Service Assurance Agent IP SLA
Cisco I0S
Secure Shell SSH; SSH 2
Authentication, Authorization, Accounting AAA,; /Remote

Authentication Dial-In User Service RADIUS AAA/RADIUS
AAA/RADIUS

Cisco Discovery Protocol CDP

Dynamic Host Configuration Protocol DHCP;

10/100 FEC GEC
Interface BVI,
HSRP;

Internet Control Message Protocol ICMP;

Cisco 10S

CTC

Remote Monitoring RMON

SNMP

Transaction Language 1 TL1,; 1

Field Programmable Gate Array FPGA
Network Equipment Building Systems 3  NEBS3

CTC

POS STS/ISTM VCAT
SONET/SDH ML
J1

CTC Cisco 10S CLI

CTC Cisco I10S

Cisco ONS 15454/15454 SDH/15327

Bridge Group Virtual
Hot Standby Router Protocol
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N m
ML
Cisco I0S
Cisco 10S ML
ONS 15454 SONET/SDH Advanced Timing, Communications, and Control TCC2
Advanced Timing, Communications, and Control Plus TCC2P
ML Cisco 10S Cisco Catalyst Cisco 10S
ML Cisco 10S
ONS 15454 SONET/SDH  CTC
ML Cisco 10S ONS 15454 SONET SDH
Cisco 10S
ONS 15454 SONET/SDH CD [M_Lbin]
[ons15454m-i7-mz]
DRPRI
DRPRI ONS
RPR RSTP
2
ML
DRPRI 2
200
2 12 3
EoMPLS
EoMPLS MPLS 3
Protocol Data Unit PDU;
MPLS MPLS
EoMPLS Martini Internet Engineering Task
Force IETF;
EoMPLS MPLS
VLAN
GFP-F
GFP SONET/SDH
ML CE GFP PDU
GFP-F GFP-F 1
1 GFP
GFP

GFP ITU G.7041

Cisco ONS 15454/15454 SDH/15327
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ML ||
FEC GEC POS
ML FEC GEC POS
1
ML FEC 4 GEC
2 POS 2 SONET/SDH
POS LEX
MAC Source Address SA; Destination Address
DA; IP SA DA
RMON
ML Network Management System NMS;
RMON ML
RMON
ML RMON Cisco 10S
Cisco 10S RMON Cisco 10S Configuration
Fundamentals Configuration Guide Configuring RMON Support
MIB
e RFC-2819 — RMON MIB
* RFC-2358 — Ether-Like-MIB
e RFC-2233 — IF MIB
e RFC-2131 — rttMon MIB
RPR
RPR
MAC
STP RSTP SONET RPR
SONET STP  RSTP RPR 2
SONET
SNMP
ONS 15454 SONET/SDH ML SNMP SNMP Version
1 SNMPv1 SNMP Version 2c SNMPv2c
ONS 15454 SONET/SDH ML get getNext
set ML ML
ID ONS 15454 SNMP ML
ONS 15454 SNMP
ML SNMP
e Bridge-MIB RFC 1493 Spanning Tree Protocol STP
e RFC 1157
e |IF-MIB RFC 1573
¢ CISCO-PORT-QOS-MIB QoS

Cisco ONS 15454/15454 SDH/15327
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N m
S
ML CISCO-PORT-QOS-MIB CoS QoS
ONS 15454 ONS 15454 SDH  SNMP Cisco ONS 15454
Troubleshooting Manual Cisco ONS 15454 SDH Troubleshooting Manual SNMP
MIB http://www.cisco.com  Cisco SNMP Object Navigator
TL1
ML TL1
SONET
SONET STS TCC2/TCC2P Cisco 10S
TL1 TL1
TL1 Cisco ONS SONET TL1 Command Guide
VRF Lite
VRF Lite ML VPN Routing/Forwarding instance VRF; VPN
/ VRF VRF Lite Multi-Protocol internal
BGP MP-iBGP; BGP
VRF IP VPN
IP IP VRF MP-iBGP
MP-iBGP VRF 3  MPLS-VPN
VRF Lite VRF VRF
VRF
VRF Lite ML
ML

i Cisco ONS 15454/15454 SDH/15327
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CTC

ML Cisco Transport Controller CTC
CTC CTC ML
Packet-over-SONET/SDH POS
ML CTC ONS 15454

SONET/SDH SONET/SDH STS/STM
CTC Cisco 10S Cisco 10S
CLI 3
e ML POS CTC p.2-2
e ML CTC p.2-3
e ML POS CTC p.2-4
. p.2-5
e SONET/SDH p.2-5
. p.2-6
e SONET/SDH p.2-6
e 1 p.2-6

Cisco ONS 15454/15454 SDH/15327
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2 cTC |

H v POS CTC
POS POS POS
ML CTC Performance > POS
Ports
POS ML
ML CTC Performance > Ether Ports

2-1 POS Ports
ML HDLC

Ether Ports

Frame-mapped Generic Framing Procedure GFP-F
ML

Cisco ONS 15454 SONET and DWDM Troubleshooting Guide
Cisco ONS 15454 SDH Troubleshooting Guide

Performance Monitoring

2-1 ML POS
Refresh
Baseline
CTC
CTC
Performance
CTC Performance
Auto-Refresh

i Cisco ONS 15454/15454 SDH/15327
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| 2 cTC
ML CTC ||
Provisioning > Ether Ports
ML CTC Port Name
ML CiscoI0S  CLI
Auto
ML 2-2
Provisioning > Ether Ports
2-2 CTC
ML1000-2 ML100T-12 ML100X-8
Port ID 0 1 0 11 0o 7
Port Name 12
ID
Admin State UP UpP UP
DOWN DOWN DOWN
Link State UP UP UP
DOWN DOWN DOWN
MTU Maximum Transmission Unit
MTU; 1500 1500 1500
Speed — Auto 10 Mbps |100 Mbps
100 Mbps
Duplex — Auto Full Full
Half
Flow Control Asymmetrical |Symmetrical Symmetrical
Symmetrical None None
CTC None
Optics Small Form-Factor Pluggable SFP |Unplugged — Unplugged
1000 SX 100 FX
1000 LX 100 LX
- ML100X-8  Optics 100 FX Short Waveleugth SX; SFP
~ cTC Cisco 10S
CiscolOS CTC CTC Cisco IOS

Cisco ONS 15454/15454 SDH/15327
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2 CTC

POS CTC
ML POS CTC
POS POS
Provisioning > POS Ports
ML CTC POS Port Name
ML Ciscol0OS  CLI
2-3 Provisioning > POS Ports
2-3 POS CTC
Port ID
Port Name 12 1D
Admin State
UP DOWN UP POS
SONET/SDH
Link State
UP DOWN
MTU
9000 G
LEX 1500 Cisco HDLC  PPP/Bridging Control Protocol
/BCP 4470
Framing Type HDLC GFP-F
POS
A
CTC Cisco 10S
CiscoIOS CTC CTC Cisco I0S

i Cisco ONS 15454/15454 SDH/15327
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| 2 cTC

||
ML
HDLC GFP-F
Provisioning > Card HDLC ONS
15454 ONS 15454 SDH ML
ONS POS
ML
ML
POS
ML STS/STM
ML
Provisioning > Card Mode
Apply
Reset Card Yes
CTC ML SONET/SDH ONS 15454 SONET/SDH
Cisco ONS 15454 Procedure
Guide Cisco ONS 15454 SDH Procedure Guide Manage Alarms
Cisco ONS 15454 Troubleshooting Guide Cisco
ONS 15454 SDH Troubleshooting Guide Alarm Troubleshooting
POS

Provisioning > Alarm Profiles

Cisco ONS 15454/15454 SDH/15327
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2 cTC |

[ |
ML Field Programmable Gate Array FPGA
SONET SDH
Maintenance > Info
ML100T-12 ML100X-8 ML1000-2 FPGA
SONET/SDH FPGA 2
FPGA Image Version 3.x HDLC FPGA

Image Version 4.x  GFP-F Virtual Concatenation

VCAT; Release 5.0

FPGA
N
Software Release 4.6 ML VCAT FPGA
CTC FPGA
CTC ML 2 SONET/SDH STS/ISTM
ONS 15454 SONET/SDH OC-N
ONS 15454 ML Contigous Concatenation CCAT;
VCAT

ML SONET CCAT VCAT

Cisco ONS 15454 Procedure Guide Create Circuits and VT Tunnels
ML SDH CCAT VCAT

Cisco ONS 15454 SDH Procedure Guide Create Circuits and Tunnels
VCAT Cisco ONS 15454 Reference Manual Cisco ONS 15454 SDH
Reference Manual Circuits and Tunnels
J1 64 J1

SONET/SDH J1

Cisco ONS 15454 Reference Manual

Reference Manual

Cisco ONS 15454 SDH

i Cisco ONS 15454/15454 SDH/15327
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ML

o p.3-1
e ML Cisco I0S p.3-2
o p.3-8
. p.3-14
. p.3-15
e Cisco I0S p.3-16
. p.3-18
ML
ONS 15454 SONET/SDH ML

1.

2.
3.

/2

ONS 15454 SONET/SDH ML
Cisco ONS 15454 Procedure Guide
Install Cards and Fiber-Optic Cable

ML
ML

Cisco ONS 15454 SDH Procedure Guide

ML

CTC

Cisco 10S
Alarms NO-CONFIG

p.3-8

Cisco ONS 15454/15454 SDH/15327
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Telnet

H v Cisco 10S
ML Cisco I0S
ML Cisco 10S ML
TCC2/TCC2P
Cisco
10S TCC2/TCC2P ML
ML
CTC Cisco 10S CLI reload ML
ML
Cisco 10S Cisco 10S
ML
ML TCC2/TCC2P  Cisco 10S
Cisco 10S
ML Cisco 10S 4
2 CTC Cisco I0S IP
2000 Telnet 2

i Cisco ONS 15454/15454 SDH/15327
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ML Ciscolos H
CTC Cisco I0S
CTC ML CiscoI0S CLI
CTC 10S Open 10S Command Line Interface (CLI)
3-1 Cisco 10S CLI User EXEC
N
CTC CiscolOS CLI Cisco I0S
ML
p.3-8
3-1 CTC 10S
NI slfs
=l
"
= - |
=
2
H
m
-]
=
-
=
a |
s | e | s | s g | e—— o — 7T
|E—— —
i 1 e -
| s | il
Aron
B
i
IP Telnet
ONS 15454 SONET/SDH IP 2000 Cisco 10S CLI
Telnet
~
IP 2000 Telnet Cisco
10S ML
p.3-8

Cisco ONS 15454/15454 SDH/15327
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ML Cisco 10S

ONS 15454 SONET/SDH

1 ONS 15454 SONET/SDH Gateway Network Element
GNE; GNE
GNE End Network Element ENE; IP
Telnet Telnet SOCKSv5 RFC 1928
Telnet GNE  Socks vb
ENE Telnet
1 ONS 15454 SONET/SDH LCD IP
CTC IP Addr IP 3-2
2 ONS 15454 SONET/SDH CTC ML
3-2 13
3-2 IP CTC
/J—FKDIP7FLA
e ]
R el e ]
Alalkl T =i=isliiaina) s 3
B :- p ::....l :-.:1.: [ |.|: _n'. flll_
= o W §
1 il 1 L l_-;: '-_ll 1 _i .H L | "
'hlml-ri-\.lmlh-lﬂﬂl-f——\-“.ll ; - 5 = -
ST il =il e IR T -
B | P =g
o 5
3 IP 2000 Telnet
IP 10.92.18.124 13
10.92.18.124 2013 Telnet

i Cisco ONS 15454/15454 SDH/15327
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ML Ciscolos W

Telnet

Cisco 10S Cisco 10S ML
Cisco 10S Configuration
Fundamentals Configuration Guide

Telnet vty ML
Telnet vty
vty
ML
p.3-9
ML 10S CLI
ML CONSOLE RJ-11
Data Circuit-terminating Equipment
DCE;
PC ML
Cisco 10S CLI
RJ-11/RJ-45
ML
RJ-45 RJ-11 ML
RJ-11/RJ-45 P/N 15454-CONSOLE-02
Cisco RJ-45
3-3  RIJ-11/RJ-45
3-3

78970 @

3-1 RJ11 RJ45

3-1 RJ-11  RJ-45

RJ-11 RJ-45
1 1
2 2
3 3
4 4
5
5 6
7
6 8

Cisco ONS 15454/15454 SDH/15327
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TS Cisco 10S
PC
RJ-11/RJ-45 DB-9 PC ML
PC VT100
HyperTerminal ~ Procomm Plus PC
ML PC
1 PC
e 9600
e 38
o 1
2 RJ-45
3 RJ-11 ML
CONSOLE RJ-11
3-4  ML1000-2 ML100T-12 ML100X-8

Cisco ONS 15454/15454 SDH/15327
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ML Ciscolos W

3-4

ML1000
2

—
O Fac
7 acr

CONSOLE

au

<«——— ML1000-2 CONSOLE HR— k
(RI-11 ELa—IL FS5A)

==
=
’

RJ-45 5—TJ )L

RJ-11/RJ-45 —>
AvY—=)b K=k —
TETE r=TL \

|
78994

4 RJ-45/DB-9 DTE PC 9 DB-9
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ML
TCC2/TCC2P
Cisco 10S CLI Cisco 10S
CTC
copy running-config startup-config
ML Telnet
ML
copy running-config startup-config
ML Cisco1I0S  CLI
[OK]
30 ONS
ML Read-Only Memory Monitor mode
ROMMON;
ML ML
ROMMON ML Cisco 10S
98356

CTC RUNCFG-SAVENEED
CiscoI0S  CLI  copy running-config startup-config
ML

Cisco ONS 15454/15454 SDH/15327
m. 78-16906-01-J |



Cisco I0S

copy running-config startup-config

ML

TCC2/TCC2P Cisco 10S

ML
CLI
ML
ML
2
ML
ML100T-12 0 11
ML1000-2 0 1
0 1
CTC TL1 STS
ML
IP

Cisco ONS 15454/15454 SDH/15327

Cisco 10S

p.3-9

ML100X-8 0 7
Packet-over-SONET POS
POS
STM

Cisco I10S

Cisco 10S

Cisco 10S
CLI

ML

Cisco 10S

CLI

[ 78-16906-01-J
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Telnet EXEC

1 Router> enable EXEC
Router#

2 Router# configure terminal

Router (config) # config t

Router(config)#

3 Router(config)# enable password
password 93'9

4 Router(config)# enable
secret password p.3-9

5 Router(config)# interface type
number
Router (config-1if)#

6 Router(config-if)# ip address 5 IP
ip-address subnetmask P

Router (config-if)# no shutdown

Router (config-if)# exit
Router (config) #

9 Router(config)# line vty Iline-number
Router (config-line) #

ML
Telnet

10 Router (config-line)# Telnet
password password

11 Router (config-line)# end EXEC
Router#

12 Router# copy running-config NVRAM RAM
startup-config

Telnet

Cisco ONS 15454/15454 SDH/15327
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ML

1 Router# configure terminal
Router (config) #

2 Router(config)# hostname name-string

[Router]

3 Router(config)# end EXEC
Router#

4 Router# copy running-config NVRAM
startup-config

CTC

CTC ML
Cisco ONS 15454 SONET/SDH CD Cisco 10S
Basic-10S-startup-config.txt

Cisco 10S CLI
CISCO15

p.3-9

CTC ML TCC2/TCC2P

Cisco 10S
ML Cisco 10S

Cisco 10S
ML

ONS 15454 SONET/SDH

Cisco 10S TCC2/TCC2P
ML ML

Cisco 10S
Cisco I0OS  CLI  copy start run Cisco 10S
ML

CTC Cisco 10S
CTC Cisco 10S

1 ML 10S

CTC 108 3-1[p.3-3]

Cisco ONS 15454/15454 SDH/15327
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2 10S startup config

config file

3 Local->TCC

4 Cisco I0S ONS 15454 SONET/SDH
CD PC
J ONS 15454 SONET/SDH
CD PC CD
CD CTC  config file PC
CD Basic-10S-startup-config.txt
. PC
Cisco 10S
Cisco 10S
5 Areyousure? Yes
configuration file Directory Filename TCC2/TCC2P
Cisco 10S
6 TCC2/TCC2P ML 10S
a. ML CTC
ML Reset Card
Cisco 10S
ML
b. ML ML
Cisco 10S ML
S
Cisco 10S
ERROR-CONFIG
CTC  Alarms TL1
Cisco 10S CTC TL1 Cisco 10S
Cisco I0S  CLI copy start run
N
ONS 15454 SONET/SDH TCC2/TCC2P
Cisco 10S
ML Cisco 10S
p.3-13
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| |
ONS 15454 SONET/SDH
ML
ML TCC2/TCC2P
2 ML
1
ONS
1
Cisco
Catalyst
ML CTC ML
Reset CiscolOS CLI  reload ML

A

ONS 15454 ML
Telnet

Cisco 10S CLI

ML

Cisco ONS 15454/15454 SDH/15327

copy startup-config running-config
Cisco 10S  copy
copy startup-config running-config
Cisco I0S CLI  copy running-config startup-config
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ML
ML
1
ML 3
Software Release 4.1 10S ML
Cisco 10S Release 12.1(19)EO ML Virtual Concatenation VCAT,;
ML
4.0 4.1
2 Multiprotocol Label Switching MPLS;
IP IP
Ethernet Relay Multipoint Service ERMS;
Dual Resilient Packet Ring Interconnect DRPRI;
MPLS
IP IP ERMS
EoMPLS MPLS 3-2
3-2
MPLS
IP o X X
IP o X X
IP o o X
X O X
DRPRI x o x
ERMS x o x
MPLS x x o

Cisco ONS 15454/15454 SDH/15327
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||
CiscolOS CLI CTC ML
1 Router(config)# microcode {base | 3
enhanced | fail system-reload | mpls} ML
base —
IP
enhanced — ERMS
DRPRI
IP
fail system reload — ML
ML
Cisco TAC TAC
P.-XXV
mpls — MPLS IP
IP ERMS
2 Router(config)# exit
3 Router# copy running-config
startup-config
ML
4 Router# reload ML
ML
Telnet

5 Router# show microcode

ML

Cisco ONS 15454/15454 SDH/15327
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W CiscolOS

Cisco 10S

Cisco 10S
?
3-3
A
ML CPU CPU CPUHOG
CPU
3-3 Cisco 10S
EXEC Router>
EXEC EXEC enable Router#
EXEC
configure
EXEC configure |Router (config) #
terminal
Router (config-if) #
interface type number
POS .
interface
fastethernet 0
interface gigabitethernet 0 Packet
over SONET
interface pos 0

i Cisco ONS 15454/15454 SDH/15327
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33 Cisco I0S

Cisco 10S | |

Router (config-line)#
Telnet
vty line console 0
vty
line vty line-number
ML EXEC EXEC
EXEC EXEC
EXEC
EXEC show
clear
ML EXEC
ML
ROMMON ML
ML
ROM

Cisco ONS 15454/15454 SDH/15327

[ 78-16906-01-J



EXEC Cisco 10S
show sh configure terminal
config t
exit ML 1 exit
EXEC end
?
Router> ?
?
Router# co?
configure
?
1
Router#configure ?
memory Configure from NV memory
network Configure from a TFTP network host
overwrite-network Overwrite NV memory from TFTP network host
terminal Configure from the terminal
<cr>
1
?
Ctrl-z end EXEC
exit

Cisco ONS 15454/15454 SDH/15327
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2

Cisco ONS 15454/15454 SDH/15327

ML ML
Packet-over-SONET/SDH POS
5 POS Cisco 10S
Cisco 10S Command Reference

° p.4-2
° p.4-4

i POS
p.4-5

p.4-10

ML
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ML
IP
interface
ID FastEthernet 2

. IP IP
e VLAN LAN

o POS MAC

MAC
MAC
MAC
MAC show interfaces

Router# sh interfaces fastEthernet 0
FastEthernet0 is up, line protocol is up
Hardware is epif_port, address is 0005.9a39.6634 (bia 0005.9a39.6634)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, Auto Speed, 100BaseTX
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:01, output 00:00:18, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
11 packets input, 704 bytes
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
watchdog, 11 multicast
input packets with dribble condition detected
packets output, 1056 bytes, 0 underruns
output errors, 0 collisions, 0 interface resets
babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier
output buffer failures, 0 output buffers swapped out

O O O O W o o o
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ID

ML

ML100T-12 12
ML100X-8

0 7 ML1000-2

Ethernet0 1

POS

POSO POS1

Cisco IOS  show

8

2

ML

ML

ML
ML
ID
ID Fast Ethernet0 11
ID  Fast Ethernet
ID Gigabit
2 POS 2
ID POSO POS1 ID
f0
gio gil 2 POS
ML

g0 g1

Cisco ONS 15454/15454 SDH/15327
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EXE configure EXEC

Router> enable

Password:

Router# configure terminal
Router (config) #

interface fastethernet gigabitethernet
ID ID [p.4-3]

1

Router (config)# interface gigabitethernet number

interface

ML interface
interface end EXEC

EXEC showinterface

Router# sh interface fastEthernet 0
FastEthernet0 is up, line protocol is up

pos

Hardware is epif_port, address is 0005.9a39.6634 (bia 0005.9a39.6634)

MTU 1500 bytes, BW 100000 Bit, DLY 100 use,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

Full-duplex, Auto Speed, 100BaseTX

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:01, output 00:00:18, output hang never
Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
11 packets input, 704 bytes
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 11 multicast
0 input packets with dribble condition detected
3 packets output, 1056 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

i Cisco ONS 15454/15454 SDH/15327
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POS
ML POS
POS IP
1 Router(config)# interface type
number
POS
2 Router(config-if)# {ip address IP IP
ip-address subnet-mask |
bridge-group bridge-group-number}
3 Router(config-if)# no shutdown
4 Router(config)# end EXEC
5 Router# copy running-config
startup-config TCC2/TCC2P
ML100T-2 IP
1 Router(config)# interface
fastethernet number
2 Router (config-if)# {ip address IP IP

ip-address subnet-mask |
bridge-group bridge-group-number}

Cisco ONS 15454/15454 SDH/15327
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[ | POS

3 Router(config-if)# [no] speed {10 | 10 100 Mbps speed
100 | auto} duplex  auto

ML speed
duplex
4 Router(config-if)# [no] duplex {full
| ha1f| auto}
5 Router(config-if)# flowcontrol send
{on | off | desired}
ML
IEEE
802.3x

flowcontrol send

6 Router(config-if)# no shutdown

Router (config)# end EXEC

Router# copy running-config TCC2/TCC2P
startup-config

4-1 IP ML100T-12

4-1 ML100T-12

Router (config)# interface fastethernet 1

Router (config-if)# ip address 10.1.2.4 255.0.0.0
Router (config-if)# negotiation auto

Router (config-if)# no shutdown

Router (config-if)# end

Router# copy running-config startup-config

Cisco ONS 15454/15454 SDH/15327
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ML 100X-8 100BASE-FX

POS | |

ML100X-8

Automatic Media-Dependent Interface crossover Auto-MDIX

Auto-MDIX

Router (config)# interface
fastethernet number

Router (config-if)# {ip address
ip-address subnet-mask |
bridge-group bridge-group-number}

Router (config-if)# flowcontrol send
{on | off | desired}

ML
IEEE
802.3x

flowcontrol send

Router (config-if)# no shutdown

Router (config) # end

EXEC

Router# copy running-config
startup-config

TCC2/TCC2P

Cisco ONS 15454/15454 SDH/15327
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[ | POS

ML1000-2
ML1000-2 1P

auto
1000 Mbps

1 Router# interface gigabitethernet
number

2 Router(config-if)# {ip address IP
ip-address subnet-mask |
bridge-group bridge-group-number}

3 Router(config-if)# [no] negotiation auto
auto

no negotiation auto

4 Router(config-if)# flowcontrol {send
| receive} {on | off | desired}

ML
IEEE 802.3z
5 Router(config-if)# no shutdown
Router (config) # end EXEC
Router# copy running-config TCC2/TCC2P

startup-config

4-2 IP

4-2

Router (config) # interface gigabitethernet 0
Router (config-if)# ip address 10.1.2.3 255.0.0.0
Router (config-if)# negotiation auto

Router (config-if)# no shutdown

Router (config-if)# end

Router# copy running-config startup-config
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POS
POS ML100T-12 ML100X-8 ML1000-2
POS
ADMIN_DOWN POS
5  POS
POS 1P

1 Router(config)# interface pos number

POS

2 Router(config-if)# {ip address IP
ip-address subnet-mask |
bridge-group bridge-group-number}

3 Router(config-if)# shutdown
POS
ADMIN_DOWN

4 Router(config-if)# encapsulation
type

e hdlc — Cisco HDLC

e lex — LAN Cisco ONS
® ppp—
5 Router(config-if)# no shutdown
Router (config)# end EXEC
Router# copy running-config NVRAM RAM

startup-config

Cisco ONS 15454/15454 SDH/15327
| 78-16906-01-J .m



show interface

POS

4-3  show interface

4-3 show interface

Router# show interface fastEthernet 0
FastEthernetl is administratively down, line protocol is down

POS

Hardware is epif_port, address is 000d.bd5c.4c85 (bia 000d.bd5c.4c85)

MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

Auto-duplex, Auto Speed, 100BaseTX

ARP type: ARPA, ARP Timeout 04:00:00

Last input never, output never, output hang never
Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

0 packets input, 0 bytes

Received 0 broadcasts (0 IP multicast)

0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast

0 input packets with dribble condition detected

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

show controller

i Cisco ONS 15454/15454 SDH/15327
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4-4 show controller

4-4 show controller

Router# show controller fastEthernet 0

IF Name: FastEthernetO

Port Status DOWN

Send Flow Control : Disabled

Receive Flow Control : Enabled

MAC registers

CMCR : 0x0000042D (Tx Enabled, Rx Disabled)
CMPR : 0x150BOA80 (Long Frame Disabled)

FCR : 0x0000A00B (Rx Pause detection Enabled)
MII registers:

Control Register (0x0

Status Register (0x1

PHY Identification Register 1 (0x2 0x40

PHY Identification Register 2 (0x3 0x61D4

Auto Neg. Advertisement Reg (0x4

Auto Neg. Expansion Register (0x6 0x4
100Base-X Aux Control Reg (0x10 0x2000
100Base-X Aux Status Register (0x11 0x0
100Base-X Rcv Error Counter (0x12 0x0
100Base-X False Carr. Counter (0x13 0x0

[type number]

4-5 show run interface [type number]

4-5 show run interface

daytona# show run interface FastEthernet 1
Building configuration...

Current configuration : 56 bytes
1

interface FastEthernetl

no ip address

shutdown

end

Cisco ONS 15454/15454 SDH/15327

)

)

)

)

) 0x1E1 (Speed 100,
Auto Neg. Partner Ability Reg (0x5): 0x0 (Speed 10,

)

)

)

)

)

0x4000 (Auto negotiation disabled)
0x7809 (Link status Down)

Duplex Full)
Duplex Half)

show run interface

[ 78-16906-01-J



Cisco ONS 15454/15454 SDH/15327
m. 78-16906-01-J |



Cisco ONS 15454/15454 SDH/15327

POS

ML Packet-over-SONET/SDH POS
POS 4
Cisco 10S Cisco 10S
Command Reference ML ONS
POS 20 ONS POS

e ML POS p.5-2
e POS p.5-10
e POS p.5-12

[ 78-16906-01-J



5 POS |

H v POS
IP SONET/SDH
SONET/SDH
POS ML POS
20 ONS POS
ML POS
Cisco 10S POS
ML
IEEE 802.1 Q VLAN LAN
Cisco 10S POS
POS
POS
ML SONET SDH
SONET 51.840 Mbps STS-1 2.488 Gbps STS-48
American National Standards Institute ANSI; T1.1051988 SDH
155.520 Mbps STM-1 2.488 Gbps STM-16
SONET SDH SONET
Synchronous Transport Signal STS; STS-1 5184
Mbps STS-1 0OC-1 SDH
Synchronous Transport Module STM; STM-1  155.52 Mbps
STM-1 0OC-3
SONET SDH
3 STS-1 1
STS-3 4 STM-1 1 STM-4
SONET STS-n n  51.84 Mbps 1
SDH STM-n n  155.52 Mbps 0
5-1 STS STM
5-1 Mbps SONET STS
SONET SDH Mbps
STS-1 OC-1 vC-3t 52 Mbps
STS-3¢c 0OC-3 STM-1 VC4 156 Mbps
STS-6c OC-6 STM-2 VC4-2c 311 Mbps
STS-9¢ 0OC-9 STM-3 VC4-3c 466 Mbps
STS-12¢ 0OC-12 STM-4 VC4-4c 622 Mbps
STS-24c 0OC-24 STM-8 VC4-8¢c 1244 Mbps  1.24 Gbps
1. VC-3 XCVL
ML SONET STS Cisco ONS 15454 Procedure
Guide Create Circuits and VT Tunnels ML SDH
STM Cisco ONS 15454 SDH Procedure Guide Create Circuits
and Tunnels

i Cisco ONS 15454/15454 SDH/15327
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Cisco ONS 15454 Procedure Guide

ML
Procedure Guide

Create Circuits and VT Tunnels

SDH VCAT

Create Circuits and Tunnels VCAT

| 5 POS
ML pos N
VCAT
Virtual Concatenation VCAT;
SONET/SDH Synchronous Payload Envelope SPE; VCAT
SONET/SDH VCAT
VCAT
VCAT SONET/SDH
VCAT SONET/SDH
ONS 15454 SONET ONS 15454 SDH ML VCAT
High Order HO; VCAT
ML 2 VCAT
POS 1 VCAT 2
ML VCAT ML
CE 5-2 ML
VCAT
5-2 ML100T-12 ML100X-8 ML1000-2 VCAT
SONET VCAT SDH VCAT
STS-1-2v VC-3-2v
STS-3c  2v VC-4-2v
STS-12¢  2v VC-4-4¢c  2v
ML SONET VCAT

Cisco ONS 15454 SDH

Cisco ONS 15454 Reference Manual Cisco ONS 15454 SDH Reference Manual Circuits
and Tunnels
S
ML POS POS RPR
PDI-P PDI-P RDI-P
GFPLFD GFPCSF VCATLOM VCAT SQM ML
POS PDI-P

Cisco ONS 15454/15454 SDH/15327
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5 POS |

b m POS

SW-LCAS

Link Capacity Adjustment Scheme LCAS;
VCAT VCAT
Software Link Capacity Adjustment Scheme SW-LCAS;
LCAS SW-LCAS LCAS

ONS 15454 SONET/SDH ML SW-LCAS 2 Bidirectional Line Switched
Ring BLSR; VCAT
ML
SW-LCAS
ML VCAT Protection Channel Access PCA,
PCA

SW-LCAS Cisco ONS 15454 Procedure Guide Create Circuits and
VT Tunnels Cisco ONS 15454 SDH Procedure Guide Create Circuits and Tunnels
SW-LCAS Cisco ONS 15454 Reference Manual
Cisco ONS 15454 SDH Reference Manual Circuits and Tunnels

CRC

ONS 15454 ONS 15454 SDH ML POS 2
GFP-F HDLC
POS POS CRC
POS
Cyclic Redundancy Check CRC; 20
ONS POS

5-3 CRC

5-3 ONS 15454 ONS 15454 SDH ML
CRC

HDLC HDLC GFP-F GFP-F
CRC CRC

ML LEX 16 LEX 32

Cisco HDLC 32 Cisco HDLC

PPP/BCP PPP/BCP

ML POS POS RPR
PDI-P PDI-P RDI-P
GFPLFD GFPCSF VCAT LOM VCAT SQM ML
POS PDI-P

Cisco ONS 15454/15454 SDH/15327
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| 5 POS

ML pos H
POS
ML CTC CTC
2 CTC
POS
ML
1 Router(config)# interface pos number
POS
2 Router(config-if)# shutdown
POS
ADMIN_DOWN
3 Router(config-if)# encapsulation
type
e hdlc — Cisco HDLC
e lex — LAN Cisco ONS
® Ppp—
4 Router(config-if)# no shutdown
Router (config)# end EXEC
Router# copy running-config NVRAM RAM
startup-config
HDLC POS CRC
1 Router(config)# interface pos number
POS
2 Router(config-if)# crc {16 | 32} HDLC CRC POS
CRC
32 16
~
CRC GFP-F 32
3 Router(config-if)# end EXEC
4 Router# copy running-config NVRAM

startup-config

Cisco ONS 15454/15454 SDH/15327
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POS |

MTU

3
4

POS

Maximum Transmission Unit MTU;

Router (config)# interface pos number

POS
Router (config-if)# mtu bytes 9000 MTU
MTU 5-4

Router (config-if) # end EXEC
Router# copy running-config NVRAM
startup-config

5-4 MTU

5-4 MTU
LEX 1500
HDLC 4470
PPP 4470
ML
Router (config)# interface pos number

POS
Router (config-if)# [no]l] keepalive
no

Router (config-if) # end EXEC
Router# copy running-config NVRAM

startup-config

i Cisco ONS 15454/15454 SDH/15327
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ML rpos W
SONET/SDH
ML Cisco 10S CTC/TL1 SONET/SDH
Cisco 10S Cisco 10S
CTC SONET/SDH
Cisco I0S
CTC/TL1 SONET/SDH ONS
ML CTC/TL-1
ONS 15454 SONET ML CTC Alarms
Telcordia GR-253 SONET
Cisco ONS 15454 Troubleshooting Guide Cisco ONS 15454 SDH Troubleshooting Guide
Alarm Troubleshooting
SONET/SDH
SONET/SDH Cisco IOS  CLI
SONET/SDH
1 Router (config)# interface pos number
POS
2 Router (config-if)# pos report {all | SONET/SDH
encap | pais | plop | ppdi | pplm | no
prdi | ptim | puneq | sd-ber-b3 |
sf-ber-b3}
all — /
encap —
pais —
plop —
ppdi —
pplm — C2
prdi —
ptim — ID
puneq —
sd-ber-b3 — PBIP Bit Error Rate BER; SD
sf-ber-b3 — PBIP BER SF
Router (config-if)# end EXEC
Router# copy running-config NVRAM
startup-config
POS BER
show controllers pos POS p.5-10

Cisco ONS 15454/15454 SDH/15327
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5 POS |

N m POS
S
Cisco 10S Cisco I0OS  CLI TCC2/TCC2P
SONET/SDH
Router (config)# interface pos number
POS
Router (config-if)# pos trigger POS
defect {all | ber_sd b3 | ber_sf b3
| encap | pais | plmp | plop | ppdi
| prdi | ptim | puneq}
all —
ber_sd_b3 — PBIP BER SD
ber_sf b3 — PBIP BER SD
encap —
pais —
plmp —
plop —
ppdi — LEX
prdi —
ptim —
puneq —
Router (config-if)# pos trigger delay
millisecond 200 2000
200
Router (config-if)# end EXEC
Router# copy running-config NVRAM
startup-config
C2
SONET/SDH 1 C2 SONET/SDH
C2 SONET Framing

Overhead FOH,;
C2
Control LLC;

C2 16

c2

EtherType Logical Link

/Subnetwork Access Protocol SNAP;

Cc2 5-5

i Cisco ONS 15454/15454 SDH/15327
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5 POS

SPE

5-5 C2

ML pos H

SONET/SDH

0x01

32 CRC LEX

0x05

16 CRC LEX

O0xCF

Cisco HDLC PPP/BCP

0x16

Cisco HDLC PPP/BCP

0x1B GFP-F

POS C2

CRC

Juniper Networks RFC 2615

e C2 0x16
¢ CRC-32

SPE
SPE

POS

OxCF

POS SONET/SDH

C2

Router (config)# interface pos number

POS

Router (config-if)# no pos
scramble-spe

Router (config-if)# no shutdown

Router (config-if)# end

EXEC

Router# copy running-config
startup-config

NVRAM

Cisco ONS 15454/15454 SDH/15327
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5 POS

W pros

POS

i Cisco ONS 15454/15454 SDH/15327

show controller pos [0 ] 1] 5-1 Cc2
show controller

5-1 show controller pos [0 | 1]

ML_Series# sh controllers pos 0

Interface POSO

Hardware is Packet/Ethernet over Sonet

Framing Mode: HDLC

Concatenation: CCAT

Alarms reportable to CLI: PAIS PLOP PUNEQ PTIM PPLM ENCAP PRDI PPDI BER_SF_B3
BER_SD_B3 VCAT_OOU_TPT LOM SQM

Link state change defects: PAIS PLOP PUNEQ PTIM PPLM ENCAP PRDI PPDI BER_SF_B3
Link state change time : 200 (msec)

Khkkkkkkhkhkkhkkkk*k Path khkkkkhkkhkkkkkKxk*

Circuit state: IS

PAIS =0 PLOP =0 PRDI =0 PTIM = 0
PPLM =0 PUNEQ =0 PPDI =0 PTIU = 0
BER_SF_B3 = 0 BER_SD_B3 = 0 BIP(B3) = 0 REI = 0
NEWPTR =0 PSE =0 NSE =0 ENCAP = 0

Active Alarms : PAIS
Demoted Alarms: None
Active Defects: PAIS

DOS FPGA channel number : 0
Starting STS (0 based) : 0
VT ID (if any) (0 based) : 255
Circuit size : STS-3c
RDI Mode : 1 bit
C2 (tx/rx) : 0x01/0x01
Framing : SONET
Path Trace

Mode : off

Transmit String
Expected String
Received String :
Buffer : Stable
Remote hostname :
Remote interface:
Remote IP addr
B3 BER thresholds:
SFBER = le-4, SDBER = le-7
0 total input packets, 0 post-HDLC bytes
0 input short packets, 0 pre-HDLC bytes
0 input long packets , 0 input runt packets
0 input CRCerror packets , 0 input drop packets
0 input abort packets
0 input packets dropped by ucode
0 total output packets, 0 output pre-HDLC bytes
0 output post-HDLC bytes
Carrier delay is 200 msec

show interface pos {0 | 1} 5-2
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| 5 POS

POS

5-2 show interface pos [0 | 1]

ML_Series# show interface pos 0
POSO is administratively down, line protocol is down
Hardware is Packet/Ethernet over Sonet, address is 0011.2130.b340 (bia
0011.2130.b340)
MTU 1500 bytes, BW 145152 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation: Cisco-EoS-LEX, crc 32, loopback not set
Keepalive set (10 sec)
Scramble enabled
ARP type: ARPA, ARP Timeout 04:00:00
Last input 01:21:02, output never, output hang never
Last clearing of "show interface" counters 00:12:01
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts (0 IP multicast)
0 runts, 0 giants, 0 throttles
0 parity
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
input packets with dribble condition detected
packets output, 0 bytes, 0 underruns
output errors, 0 applique, 0 interface resets
babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier
output buffer failures, 0 output buffers swapped out
carrier transitions

O O O O O O O o

Cisco ONS 15454/15454 SDH/15327
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5 POS |

W pros

POS

ONS
POS
POS
ML
51 2 ONS15454
51 ML

ML100T-12 Zf Z 1=
ONS 15454
ML 1J—XA

pos 0
192.168.2.1

T77RAM 41—y kO

192.168.1.1

5-3 ML

5-3 ML

hostname MIL_Series_A
1

interface FastEthernet0

POS
ONS
ML
20 ONS

ONS 15454 SDH ML

POS

pos

TJ7RA bk 41—

ML
POS
ONS
POS

POS

ML100T-12 #{& Z 1=
ONS 15454
ML>Y)—X B

¢\ &>

192.168.2.2

¥y k0

192.168.3.1

ip address 192.168.1.1 255.255.255.0

interface POSO

ip address 192.168.2.1 255.255.255.0

crc 32

pos flag c2 1

1

router ospf 1
log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

83127

i Cisco ONS 15454/15454 SDH/15327
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| 5 POS

5-4 ML B

5-4 ML B

hostname MIL_Series_B
!
interface FastEthernet0
ip address 192.168.3.1 255.255.255.0
!
interface POSO
ip address 192.168.2.2 255.255.255.0
crc 32
pos flag c2 1
1
router ospf 1
log-adjacency-changes
network 192.168.2.0 0.0.0.255 area 0

network 192.168.3.0 0.0.0.255 area O
!

ML Cisco 12000 GSR

5-2 ML Cisco 12000 Gigabit Switch Router GSR;

POS PPP/BCP
Cisco HDLC

5-2 ML Cisco 12000 GSR POS

ML100T-12 #f& . 1=

MLSY—XA GSR
e pos 0 pos 1/0 e
192.168.2.1 192.168.2.2
T7A bk 41—H %

v kO T77AF 41—y kO
192.168.1.1 192.168.3.1

83126

5-5 ML A

5-5 ML A

hostname ML_Series_A

1

interface FastEthernet0

ip address 192.168.1.1 255.255.255.0
!

!

interface POSO

ip address 192.168.2.1 255.255.255.0
encapsulation ppp

crc 32

!
router ospf 1

log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

Cisco ONS 15454/15454 SDH/15327

POS
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W pros

5-6 GSR-12000

5-6 GSR-12000

hostname GSR
!
interface FastEthernetl/0
ip address 192.168.3.1 255.255.255.0
!
interface P0S2/0
ip address 192.168.2.2 255.255.255.0
crc 32
encapsulation PPP
pos scramble-atm
!
router ospf 1
log-adjacency-changes
network 192.168.2.0 0.0.0.255 area 0
network 192.168.3.0 0.0.0.255 area O

ML
POS

5-6 Cisco 12000 GSR

LEX MTU 1500
5-6 ML

ML

Router (config-if)# encapsulation ppp

Router (config-if)# encapsulation hdlc

— Cisco 12000 GSR
ML
HDLC PPP ML
Cisco 12000 GSR

Cisco 12000 GSR LEX
LEX ML
Router (config-if)# show controller Cc2 — show controller pos
pos C2
Router (config-if)# pos flag c2 value |C2 0 255 10
LEX 0x01 16

i Cisco ONS 15454/15454 SDH/15327
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POS

ML G
53 ML G POS
53 ML G POS

ML100T-12 Zf Z 1=
ONS 15454

GV)—X ZEat
ONS 15454

-

ML 1J—X A
pos 0

192.168.2.1

T7AN A—5Fry 0

192.168.1.1 f=vxvh
57 ML A
57 ML A

hostname ML_Series_A
1
interface FastEthernet0
ip address 192.168.1.1 255.255.255.0

interface POSO

ip address 192.168.2.1 255.255.255.0
crc 32

!
router ospf 1

log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area O

Cisco ONS 15454/15454 SDH/15327
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5 POS

W pros
ML ONS 15310 ML-100T-8
5-3 ML ONS 15310 ML-100T-8 POS
5-4 ML ONS 15310 ML-100T-8
ML100T-12 #f# Z 1= ML-100T-8 #{# % 1=
ONS 15454 ONS 15310
ML —XA ML 1J—XB

pos 0 pos 0

192.168.2.2 w

T77AbM 41—y kO T77AM 41—y kO
192.168.1.1 192.168.3.1

192.168.2.1

115725

5-7 ML A

5-8 ML A

hostname ML_Series_A

!

interface FastEthernet0

ip address 192.168.1.1 255.255.255.0
!

interface POSO

ip address 192.168.2.1 255.255.255.0
crc 32

!
router ospf 1

log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

Cisco ONS 15454/15454 SDH/15327
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ML
Cisco I0S

S

Cisco 10S Command Reference

p.6-2
p.6-3
p.6-5

Cisco ISL

Cisco Dynamic Trunking Protocol DTP;
ML ML
ISL DTP
ISL DTP

Cisco ONS 15454/15454 SDH/15327
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ML
POS

IP
Spanning Tree Protocol STP;

ML

ML

ML

255

Bridge Protocol Data Unit

255

BPDU,;

i Cisco ONS 15454/15454 SDH/15327
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1 Router(config)# no ip routing 1P

1 Integrated Routing and
Bridging IRB;

2 Router(config)# bridge
bridge-group-number [protocol
{drpi-rstp | rstp | ieee}]

bridge-group-number 1 4096
drpri-rstp RPR

rstp  IEEE 802.1D STP
ieee  IEEE 802.1W

A

ML

3 Router(config)# bridge
bridge-group-number priority
number

4 Router(config)# interface type
number ML

5 Router(config-if)# bridge-group
bridge-group-number

6 Router(config-if)# no shutdown

Router (config-if) # end EXEC

Router# copy running-config
startup-config

Cisco ONS 15454/15454 SDH/15327
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6-1

6-1

ML100T-12 #f§ Z 1=
ONS 15454

MLYU—XA

=

T77AL A—H¥2Xy k0

6-1 A

bridge 1 protocol ieee
1

!

interface FastEthernet0
no ip address
bridge-group 1

!

interface POSO

no ip address

crc 32

bridge-group 1

pos flag c2 1

6-2 B

bridge 1 protocol ieee
1

!

interface FastEthernet0
no ip address
bridge-group 1

1

interface POSO

no ip address

crc 32

bridge-group 1

pos flag c2 1

6-1 ML A

ML100T-12 #f# Z 1=

ONS 15454
ML Y—XB

pos 0 e

T7Ab A=y L0

78972

i Cisco ONS 15454/15454 SDH/15327
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ML
ML

EXEC

Router# clear bridge
bridge-group-number

Router# show bridge
{bridge—group—number|
interface-address}

Router# show bridge verbose

ML_Series# show spanning-tree
[bridge-group-number] [brief]

bridge-group-number

brief

6-3

Cisco ONS 15454/15454 SDH/15327
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6-3
ML-Series# show bridge

Total of 300 station blocks, 298 free
Codes: P - permanent, S - self

Bridge Group 1:

Maximum dynamic entries allowed: 1000
Current dynamic entry count: 2
Address Action Interface
0000.0001.6000 forward FastEthernet0
0000.0001.6100 forward POSO
ML-Series# show bridge verbose
Total of 300 station blocks, 298 free
Codes: P - permanent, S - self
Maximum dynamic entries allowed: 1000
Current dynamic entry count: 2
BG Hash Address Action Interface vC Age RX count
unt
1 60/0 0000.0001.6000 forward FastEthernetO -
1 61/0 0000.0001.6100 forward POSO -

Flood ports
FastEthernetO
POSO

ML-Series# show spanning-tree brief

Bridge group 1
Spanning tree enabled protocol ieee

Root ID Priority 32769
Address 0005.9a39.6634
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0005.9a39.6634
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Interface Role Sts Cost Prio.Nbr Type
Fal Desg FWD 19 128.3 P2p
POO Desg FWD 9 128.20 P2p

TX co

i Cisco ONS 15454/15454 SDH/15327
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STP RSTP

IEEE 802.1D Spanning Tree Protocol STP; IEEE
802.1W Rapid Spanning Tree Protocol RSTP; ML
ML STP RSTP
e STP p.7-2
e RSTP p.7-11
e |EEE802.1D STP p.7-16
e STP RSTP p.7-17
e STP RSTP p.7-23

Cisco ONS 15454/15454 SDH/15327
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W sTP

STP

e STP p.7-2

. STP p.7-3

e BPDU p.7-3

. p.7-4

. ID ID p.7-4
. p.7-5

. p.7-5

o p.7-6
o p.7-9

e STP IEEE 802.1Q p.7-9

o p.7-9

o p.7-10

STP
STP 2

1 LAN
LAN

2 Bridge
Protocol Data Unit BPDU;

MAC

Cisco ONS 15454/15454 SDH/15327
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STP RSTP

BPDU

STP
ML Per-VLAN
. VLAN
MAC
o 2
MAC
BPDU
BPDU
o ID
e Hello
ID
BPDU
BPDU
BPDU BPDU
LAN BPDU
BPDU LAN
BPDU
o 1
o 1
o LAN

Cisco ONS 15454/15454 SDH/15327

LAN Spanning Tree PVST+

BPDU
LAN

STP

255

BPDU

LAN

LAN

[ 78-16906-01-J
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7 STP RSTP |

W sTP
2 BPDU
. LAN
. 2
VLAN
32768
VLAN MAC
ID
BPDU MAC
ID ID
IEEE 802.1D ID
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7 STP RSTP

W sTP RSTP

STP RSTP

VLAN 1 VLAN
255 STP

STP

STP
STP STP
RSTP bridge bridge-group-number spanning-disabled

STP
RSTP

STP

VLAN STP RSTP EXEC

1 Router# configure terminal

2 Router(config)# interface
interface-id

3 Router(config-if)# bridge-group STP RSTP
bridge-group-number spanning
disabled

4 Router (config-if)# end EXEC

STP no bridge-group bridge-group-number spanning disabled

VLAN
MAC

ID VLAN ID
VLAN

Cisco ONS 15454/15454 SDH/15327
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STP RSTP | |

EXEC

1 Router# configure terminal

2 Router(config)# interface
interface-id

port-channel port-channel-number

3 Router(config-if)# bridge-group
bridge-group-number priority-value

priority-value 0 255
128 16

4 Router (config-if)# end EXEC

no bridge-group id bridge-group-number priority-
value

Cisco ONS 15454/15454 SDH/15327
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W sTP RSTP

EXEC

1 Router# configure terminal

2 Router(config)# interface
interface-id

port-channel port-channel-number

3 Router(config-if)# bridge-group
bridge-group-number path-cost cost

cost 0 65535

4 Router(config-if)# end

EXEC

N

show spanning-tree interface interface-id

EXEC

EXEC
show running-config

no bridge-group bridge-group-number path-cost cost

i Cisco ONS 15454/15454 SDH/15327
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STP RSTP

EXEC

1 Router# configure terminal

2 Router (config)# bridge
bridge-group-number priority
priority

priority

0 61440 4096
32768

4096

3 Router(config)# end

EXEC

Hello
Hello

no bridge bridge-group-number priority priority

Hello EXEC
1 Router# configure terminal
2 Router (config)# bridge Hello Hello
bridge-group-number hello-time
seconds
seconds 1 10
2

3 Router(config)# end

EXEC

Cisco ONS 15454/15454 SDH/15327

no bridge bridge-group-number hello-time seconds
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W sTP RSTP

EXEC

1 Router# configure terminal

2 Router(config)# bridge
bridge-group-number forward-time

seconds

4 200

3 Router(config)# end

EXEC

no bridge bridge-group-number forward-time seconds

EXEC
1 Router# configure terminal
2 Router (config)# bridge
bridge-group-number max-age seconds
6 200

3 Router(config)# end

EXEC

no bridge bridge-group-number max-age seconds

i Cisco ONS 15454/15454 SDH/15327
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STP RSTP | |

STP RSTP

STP RSTP 7-6 1 EXEC

ML_Series# show spanning-tree STP RSTP

ML_Series# show spanning-tree brief STP RSTP

ML_Series# show spanning-tree STP RSTP
interface interface-id

ML_Series# show spanning-tree STP RSTP
summary[totals]

show spanning-tree interface interface-id EXEC
show running-config interface

EXEC

show spanning-tree EXEC

71 show spanning-tree
Router# show spanning-tree brief

Bridge group 1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0005.9a39.6634
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0005.9a39.6634
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fa0 Desg FWD 19 128.3 P2p
POO Desg FWD 3 128.20 P2p

Cisco ONS 15454/15454 SDH/15327
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W sTP RSTP

Router# show spanning-tree detail

Bridge group 1 is executing the ieee compatible Spanning Tree protocol

Bridge Identifier has priority 32768,
Configured hello time 2,
We are the root of the spanning tree

sysid 1,
max age 20, forward delay 15

Topology change flag not set,

detected flag not set

Number of topology changes 2 last change occurred 00:16:45 ago

from POSO
Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300
Port 3 (FastEthernet0) of Bridge group 1 is forwarding

Port path cost 19, Port priority 128, Port Identifier 128.3.
Designated root has priority 32769, address 0005.9a39.6634
Designated bridge has priority 32769, address 0005.9a39.6634
Designated port id is 128.3, designated path cost 0

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 641, received 0

Port 20 (POS0) of Bridge group 1 is forwarding
Port path cost 3, Port priority 128, Port Identifier 128.20.
Designated root has priority 32769, address 0005.9a39.6634

Designated bridge has priority 32769,

address 0005.9a39.6634

Designated port id is 128.20,

designated path cost 0

Timers: message age 0, forward delay O,
Number of transitions to forwarding state:
Link type is point-to-point by default
BPDU: sent 582, received 15

hold 0

6

Router# show

spanning-tree interface fast 0

address 0005.9a39.6634

Bridge Group

Role Sts Cost

Prio.Nbr Type

Bridge group 1 128.3 P2p

Router# show spanning-tree interface pos 0

Bridge Group Role Sts Cost Prio.Nbr Type

Bridge group 1 Desg FWD 3 126.20 2

Router# show spanning-tree summary totals
Switch is in pvst mode
Root bridge for: Bridge group 1

1 bridge 0 0

Blocking Listening Learning Forwarding STP Active

i Cisco ONS 15454/15454 SDH/15327
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8 VLAN

N VLAN
VLAN
VLAN
LAN
VLAN
VLAN VLAN
1
VLAN LAN
LAN
VLAN VLAN
VLAN LAN
ML VLAN VLAN
VLAN VLAN
1 VLAN
ML IEEE 802.1Q VLAN
Cisco ISL VLAN
ISL 2 3
ML 900 VLAN
4 200  VLAN 800 VLAN
255 VLAN
VLAN 1 4095 VLAN ID
8-1 ML 2 ONS 15454 2
VLAN
8-1 VLAN
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IEEE 802.1Q VLAN

ML

IEEE 802.1Q VLAN | |

Packet-over-SONET/SDH [POS] IEEE 802.1Q  VLAN VLAN

HDLC
VLAN ML

VLAN

IEEE 802.1Q VLAN

POS

VLANID 1 VLAN
VLAN

VLAN

Router (config)# bridge
bridge-group-number protocol type

VLAN

Router (config)# interface type
number

Router (config-if)# no ip address

Router (config)# interface type
number.subinterface-number

Router (config-subif)# encap dotlg
vlan-number

VLAN IEEE 802.1Q

Router (config-subif)# bridge-group
bridge-group-number

Router (config-subif)# end

EXEC

Router# copy running-config
startup-config

NVRAM RAM

ML
VLAN ID

VLAN ID

VLAN ID

VLAN ID
VLAN

VLAN ID

IP
no ip routing bridge IRB

VLAN VLAN 1

VLAN
VLAN
encapsulation dotlq 1 native
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M IEEE 802.1Q VLAN

IEEE 802.1Q VLAN

8-2 ML100T-12

8-2 IEEE 802.1Q VLAN

ML100T-12 {5 Z 1=
ONS 15454

IL—5 A
POS 0

VLAN VLAN

0.1 IEEE 802.1Q VLAN 1

0.2 IEEE 802.1Q VLAN 2
0.3 IEEE 802.1Q VLAN 3
0.4 IEEE 802.1Q VLAN 4
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8-1 IEEE 802.1Q VLAN VLAN

bridge 1 protocol ieee

bridge 2 protocol ieee

bridge 3 protocol ieee

bridge 4 protocol ieee

!

!

interface FastEthernet0
no ip address

!

interface FastEthernet0.1
encapsulation dotlQ 1 native
bridge-group 1

1

interface FastEthernet0.2
encapsulation dotlQ 2
bridge-group 2

!

interface FastEthernet0.3
encapsulation dotlQ 3
bridge-group 3

!

interface FastEthernet0.4
encapsulation dotlQ 4
bridge-group 4

1

interface POSO

no ip address

crc 32

pos flag c2 1

!

interface POSO0.1
encapsulation dotlQ 1 native
bridge-group 1

1

interface P0SO0.2
encapsulation dotlQ 2
bridge-group 2

!

interface P0SO0.3
encapsulation dotlQ 3
bridge-group 3

!

interface P0OS0.4
encapsulation dotlQ 4
bridge-group 4

Cisco ONS 15454/15454 SDH/15327
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N VLAN

VLAN

ML VLAN EXEC show vlans vlan-id
VLAN
VLAN VLAN ID

show vlans EXEC

8-2 show vian

ML1000-121#show vlans
Virtual LAN ID: 1 (IEEE 802.1Q Encapsulation)
vLAN Trunk Interfaces: POS1

GigabitEthernet0
This is configured as native Vlan for the following interface(s)
POS1
GigabitEthernet0
Protocols Configured: Address: Received: Transmitted:

Virtual LAN ID: 5 (IEEE 802.1Q Encapsulation)
vLAN Trunk Interfaces: POS1.1
GigabitEthernet0.1

Protocols Configured: Address: Received: Transmitted:
Bridging Bridge Group 2 157 0
Bridging Bridge Group 2 157 0

Cisco ONS 15454/15454 SDH/15327
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W IEEE 802.1Q

VLAN ID VID
VLAN
VLAN
VLAN ID IEEE 802.1Q 4096
VLAN
|EEE 802.1Q QinQ
VLAN 1 VLAN
VID VLAN
|EEE 802.1Q VLAN  VLAN
VLAN IEEE 802.1Q
VLAN VLAN
VLAN VLAN
VID IEEE 802.1Q
ML ML
IEEE 802.1Q
VID 91
9-1 IEEE 802.1Q
HhARZAT—A
VLAN 1 ~ 100
hRAAZT—A

VLAN 1 ~ 100
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IEEE 802.1Q
ML
VID IEEE 802.1Q ML
VID IEEE 802.1Q
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VID VLAN VID
ML
9-2
9-2 IEEE 802.1Q IEEE 802.1Q
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5Bk r&/ IJL—L Fz ¥
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| 1 i 802.1Q 7 L—L
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9 IEEE 802.1Q 2 |

W IEEE 802.1Q

9-1 p.9-2 A VLAN 30 B VLAN 40
IEEE 802.1Q ML
VLAN ID 30 40 VLAN VLAN 100
A B VLAN 100
IEEE 802.1Q VLAN
VLAN
VLAN
VLAN
VLAN VLAN1
VID
VLAN 1
VLAN
vlan dotlq tag native
VLAN 1
VLAN 1 VLAN 1

VLAN

IEEE 802.1Q Class of Service CoS;
0
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| 9 IEEE 802.1Q 2
IEEE 802.1Q ||
IEEE 802.1Q

e |EEE 802.1Q p.9-5

e IEEE 802.1Q p.9-6

e |EEE 802.1Q p.9-7

A
ML IEEE 802.1Q
IEEE 802.1Q
IEEE 802.1Q 2
2 3
. IP Access Control List ACL;
o 3 Quality of Service QaS; ACL 3 QoS
MAC
QoS
e EtherChannel IEEE 802.1Q EtherChannel
e Port Aggregation Protocol PAgP; Unidirectional Link Detection
UDLD; IEEE 802.1Q

e Dynamic Trunking Protocol DTP; IEEE 802.1Q

. IEEE 802.1Q

. IEEE 802.1Q Bridge

Protocol Data Unit BPDU;
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W IEEE 802.1Q

IEEE 802.1Q
IEEE 802.1Q EXEC

1 Router# configure terminal

2 Router(config)# bridge bridge-number
protocol bridge-protocol

3 Router(config)# interface fastethernet
number

1 64
4 Router(config-if)# bridge-group number
VLAN
5 Router(config-if)# mode dotlg-tunnel IEEE 802.1Q
Router (config)# end EXEC
Router# show dotlg-tunnel
Router# copy running-config
startup-config
>
ML IEEE 802.1Q VID 2 4095
A
VID 1
Router (config)# VLAN dotlQ tag native
IEEE 802.1Q no mode dotlg-tunnel

Cisco ONS 15454/15454 SDH/15327
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IEEE 802.1Q

bridge 30 protocol ieee
bridge 40 protocol ieee
1

!

interface FastEthernet0
no ip routing

no ip address

mode dotlg-tunnel
bridge-group 30

1

interface FastEthernetl
no ip address

mode dotlg-tunnel
bridge-group 40

1

interface POSO

no ip address

crc 32
pos flag c2 1

!

interface POSO0.1
encapsulation dotlQ 30
bridge-group 30

1

interface POS0.2
encapsulation dotlQ 40
bridge-group 40

9-2 B

bridge 30 protocol ieee
bridge 40 protocol ieee
1

!

interface FastEthernet0
no ip routing

no ip address

mode dotlg-tunnel
bridge-group 30

!

interface FastEthernetl
no ip address

mode dotlg-tunnel
bridge-group 40

1

interface POSO

no ip address

crc 32
pos flag c2 1

1

interface POSO0.1
encapsulation dotlQ 30
bridge-group 30

1

interface P0SO0.2
encapsulation dotlQ 40
bridge-group 40

Cisco ONS 15454/15454 SDH/15327
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H VLAN VLAN
ML VLAN 1 VLAN
VLAN VLAN
IEEE 802.1Q
QinQ VLAN VLAN VLAN
1 VLAN
VLAN VLAN
9-1 VLAN VLAN
9-1 VLAN VLAN
VLAN VLAN
1 1 1 254 VLAN
VLAN VLAN
~
VLAN Ethernet Wire Service EWS VLAN
QinQ UNI
VLAN VLAN
IEEE 802.1Q VLAN VLAN
VLAN VLAN 802.1Q
VLAN IEEE 802.1Q
[p.9-5]
VLAN VLAN
ERMS VLAN
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| 9 IEEE 802.1Q 2

VLAN VLAN
ML A ML
0 VLAN IEEE 802.1Q VLAN 10
VLAN VLAN ML A
0 VLAN
VLAN VLAN1l VLANI10
VLAN 30 VLAN VLAN ML
A ML B
0 9-3 9-3 94
9-5
9-3 ERMS
VLAN 10 @ 802.1Q k>R JL VLAN 10 @ 802.1Q k>R JL
FHEY b A=Yy~ FHEY b 1—HRy bk
AVB—TI4R0 AVB—=TI4R0
1y —= — K )= — K
VLAN 0 ~ 29 ML) —X A—FA MLY—X A—FkC

H LU 31 ~ 4095

VLAN 30
VLAN 30
9-3 ML A
9-3 ML A

hostname ML-A

bridge 10 protocol rstp

bridge 30 protocol ieee

!

!

interface GigabitEthernetO
no ip address
no ip route-cache
mode dotlg-tunnel
bridge-group 10
bridge-group 10 spanning-disabled

1

interface GigabitEthernet0.3

encapsulation dotlQ 30

no ip route-cache

!

interface POSO

no ip address

no ip route-cache

crc 32
1

Cisco ONS 15454/15454 SDH/15327
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N VLAN VLAN

interface POSO0.1
encapsulation dotlQ 10
no ip route-cache
bridge-group 10

!

interface P0OS0.3
encapsulation dotlQ 30
no ip route-cache
bridge-group 30

9-4 ML

9-4 ML B

hostname ML-B
!
bridge 10 protocol rstp
bridge 30 protocol ieee
!
!
interface GigabitEthernetO
no ip address
1
interface GigabitEthernet0.3
encapsulation dotlQ 30
bridge-group 30
!
interface GigabitEthernetl
no ip address
shutdown
!
interface POSO
no ip address
crc 32
!
interface POSO0.1
encapsulation dotlQ 10
bridge-group 10
!
interface P0SO0.3
encapsulation dotlQ 30
bridge-group 30
!
interface POS1
no ip address
crc 32
!
interface POS1.1
encapsulation dotlQ 10
bridge-group 10
1
interface POS1.3
encapsulation dotlQ 30
bridge-group 30

i Cisco ONS 15454/15454 SDH/15327
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| 9 IEEE 802.1Q 2

VLAN

9-5 ML C

9-5 ML C

hostname ML-C

bridge 10 protocol rstp

!

!

interface GigabitEthernetO
no ip address
no ip route-cache
mode dotlg-tunnel
bridge-group 10
bridge-group 10 spanning-disabled

!

interface POSO

no ip address

no ip route-cache

crc 32

!

interface POSO0.1

encapsulation dotlQ 10

no ip route-cache

bridge-group 10

Cisco ONS 15454/15454 SDH/15327
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9 IEEE 802.1Q 2 |

| 2
2
Spanning Tree Protocol STP;
VLAN
Cisco Discovery Protocol CDP
VLAN Trunking Protocol
VTP; VLAN
VLAN
MAC 2
CDP STP VTP 2
Protocol Data Unit PDU;
VLAN
. STP VLAN
e CDP
« VTP
VLAN
2 IEEE 802.1Q
IEEE 802.1Q
VLAN
PDU STP CDP VTP
2
IEEE 802.1Q
VLAN
IEEE 802.1Q
2

Cisco ONS 15454/15454 SDH/15327
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| 9 IEEE 802.1Q 2

2 ||
2
2
VLAN
ML IEEE 802.1Q
ML

CDP STP VTP 2 Multiple STP

MSTP
ML
ML 2 PDU
PDU MAC
01-00-0c-cd-cd-d0
IEEE 802.1Q
VLAN
VLAN
ML 2 MAC
2 PDU
2

o 2 p.9-14
o 2 p.9-14
o 2 p.9-15
e VLAN 2 p.9-16
. p.9-16

Cisco ONS 15454/15454 SDH/15327
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9 IEEE 802.1Q 2

| 2
2
9-2 2
9-2 2
2 CDP STP VTP
CoS CoS
2PDU
CoS
CoS
2
2
e ML Per-VLAN Protocol Tunneling PVPT
VLAN
PVPT
e PVPT Multi-Session Transport MST BPDU VLAN
e ML CDP STP MSTP VTP
IEEE 802.1Q VLAN
I2protocol-tunnel
2
e EtherChannel IEEE 802.1Q EtherChannel
. 2
PDU MAC
. PDU
BPDU CDP
. PDU STP BPDU
PDU
PDU CoS
STP CDP VTP

i Cisco ONS 15454/15454 SDH/15327
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| 9 IEEE 802.1Q 2

2
2 EXEC
1 Router# configuration terminal
2 Router (config)# bridge
bridge-group-number protocol type
3 Router (config)# l2protocol-tunnel cos CoS 2
cos-value cos-value 0 7
4 Router(config)# interface type number
5 Router(config-if)# bridge-group
bridge-group-number
6 Router(config-if)# mode dotlg tunnel IEEE 802.1Q VLAN
7 Router(config-if)# l2protocol-tunnel 2
{all | cdp | stp | vtpl} 3
CDP STP VTP
Router (config-if)# end EXEC
Router# show dotlg-tunnel
10 Router# copy running-config
startup-config

Cisco ONS 15454/15454 SDH/15327
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VLAN 2
VLAN 2 VLAN EXEC

1 Router# configuration terminal

2 Router (config)# bridge
bridge-group-number protocol type

3 Router(config)# l2protocol-tunnel cos CoS 2 VLAN
cos-value cos-value 0o 7

4 Router(config)# interface type
number.subinterface-number VLAN

5 Router(config-subif)# encapsulation IEEE 802.1Q VLAN
dotlq bridge-group-number

6 Router(config-subif)# bridge-group
bridge-group-number

Router (config-subif)# end EXEC

Router# copy running-config
startup-config

9-3 IEEE 802.1Q 2
EXEC

show dotlg-tunnel IEEE 802.1Q

show dotlg-tunnel interface interface-id

show l2protocol-tunnel 2

show vlan dotlq tag native IEEE 802.1Q

Cisco ONS 15454/15454 SDH/15327
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EtherChannel  Packet-over-SONET/SDH POS ML
Cisco I10S

Cisco 10S Command Reference

. p.10-2
e EtherChannel POS p.10-8
e EtherChannel POS p.10-11
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ML EtherChannel POS EtherChannel
IEEE 802.3
EtherChannel
ML
POS POS LEX
POS EtherChannel
POS
POS
EtherChannel POS
interface port-channel
IEEE 802.1Q
IEEE 802.1Q VLAN
ML100T-12 ML100X-8 ML1000-2 1 POS 2 POS
1 1 POS 2

POS STS-48¢c VC4-16¢

ML100T-12 6 Fast Ethernet Channel FEC;
1 POS ML100T-8 4 FEC 1 POS

4 1 FEC
400 Mbps
ML1000-2 POS 2 2
1 Gigabit Ethernet Channel GEC;
ML1000-2 2 Gbps
EtherChannel 2 3 3
EtherChannel
shutdown

i Cisco ONS 15454/15454 SDH/15327
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| |
~
ML
~
~
ML Subnetwork Access Protocol SNAP;
ISL
EtherChannel
FEC GEC EtherChannel
IP FEC GEC
EtherChannel
1 Router(config)# interface EtherChannel 6
port-channel channel-number FEC ML100T-12 4 FEC ML100X-8
1 GEC  ML1000-2
2 Router(config-if)# ip address IP EtherChannel
ip-address subnet-mask 3 EtherChannel
Router (config-if)# end EXEC
Router# copy running-config NVRAM RAM
startup-config

EtherChannel

Cisco 10S Configuration Fundamentals Configuration Guide

EtherChannel
Router (config)# interface EtherChannel
fastethernet number
1
Router (config)# interface EtherChannel
gigabitethernet number EEC GEC

Cisco ONS 15454/15454 SDH/15327
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T7AM A—HRy b0 T7Ab A—=83v+0

R—k FyRi
TUws F)L—TF1

x L~
ES

10-1 A

hostname Switch A

1

bridge 1 protocol ieee

1

interface Port-channel 1
no ip address
bridge-group 1
hold-queue 150 in

!

interface FastEthernet 0
no ip address
channel-group 1

1

interface FastEthernet 1
no ip address
channel-group 1

1

interface POS 0

no ip routing

no ip address
crc 32

bridge-group 1

pos flag c2 1

|
2 Router(config-if)# channel-group
channel -number EtherChannel
EtherChannel
Router (config-if) # end EXEC
Router# copy running-config NVRAM
startup-config
EtherChannel
10-1 EtherChannel 10-1 A 10-2
B
10-1  EtherChannel
ML100T-12 % Z 1= ML100T-12% f§ A 7=
ONS 15454 ONS 15454
2L YF A 2L YF B
e POS 0 SONET STS-N POS 0 e
TUwT F)L—F1 TUv FL—T1
T7AM 41—y A1 T7AM A=Yy A1

R— bk FrriL
Ty H)L—71

1

xgh s
-@-
SO\

83234

i

i Cisco ONS 15454/15454 SDH/15327
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POS

10-2 B

hostname Switch B

!

bridge 1 protocol ieee

1

interface Port-channel 1
no ip routing

no ip address
bridge-group 1
hold-queue 150 in

1

interface FastEthernet 0
no ip address
channel-group 1

!

interface FastEthernet 1
no ip address
channel-group 1

!

interface POS 0

no ip address

crc 32

bridge-group 1

pos flag c2 1

!

POS POS

POS
ML

POS

POS LEX

POS

1 Router(config)# interface
port-channel channel-number

POS

ML
1 POS

2 Router(config-if)# ip address
ip-address subnet-mask

POS
3POS

Router (config-if)# end

EXEC

Router# copy running-config
startup-config

NVRAM

POS

Cisco ONS 15454/15454 SDH/15327
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POS POS

1 Router (config)# interface pos number

POS POS

2 Router(config-if)# channel-group POS POS
channel-number POS

Router (config-if) # end EXEC

Router# copy running-config NVRAM
startup-config

POS

10-2 POS 10-3 A

10-2 POS

ML >)—X A ML >!)—X B
pos 0 A pos 0
R—k FrRILA =

R—bk FrrL1
Ty HIL—F1 SONET STS-N \) Ty Ty F—F1
JI—71
pos 1

Ty T—T1 TVvY TL—T1

1
o
)
RN
xtd
<-.->
gt
RN
83447

10-4
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10-3 A

bridge irb

bridge 1 protocol ieee
!

!

interface Port-channell
no ip address

no keepalive
bridge-group 1

!

interface FastEthernet0
no ip address
bridge-group 1

1

interface POSO

no ip address
channel-group 1

crc 32

pos flag c2 1

1

interface POS1

no ip address
channel-group 1

crc 32

pos flag c2 1

10-4 B

bridge irb

bridge 1 protocol ieee
1

!

interface Port-channell
no ip address

no keepalive
bridge-group 1

1

interface FastEthernet0
no ip address
bridge-group 1

1

interface POSO

no ip address
channel-group 1

crc 32

pos flag c2 1

1

interface POS1

no ip address
channel-group 1

crc 32

pos flag c2 1

Cisco ONS 15454/15454 SDH/15327
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Hl EtherChannel

EtherChannel

EtherChannel

EtherChannel

POS

POS

FEC GEC POS

IEEE802.1Q

POS

EtherChannel POS

1P

IEEE 802.1Q EtherChannel

Router (config)# interface
port-channel
channel-number.subinterface-number

Router (config-subif)# encapsulation
dotlqg vlan-id

IEEE 802.1Q

Router (config-subif)# bridge-group
bridge-group-number

Router (config-subif)# end

EXEC

Router# copy running-config
startup-config

NVRAM

10-3 EtherChannel
10-6 B

10-3 EtherChannel

ML100T-12 Z{# = 1=
ONS 15454

AALYFA

(=)

POS 0

SONET STS-1

ML100T-12 Z{# = 1=
ONS 15454

A4 vFB

==

POS 0

77 ARk

x 1~
ES

I7AF A—=YRv O
1—H%%v i 802.1Q XY
; VLAN 1 B&U 2

802.1Q SV ¥ 4 A=5+v k1
VLAN 1 B&U2 :

i Cisco ONS 15454/15454 SDH/15327
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EtherChannel
2
A B
A B

10-5 A

hostname Switch A

!

bridge irb

bridge 1 protocol ieee
bridge 2 protocol ieee

1

interface Port-channell
no ip address
hold-queue 150 in

!

interface Port-channell.l
encapsulation dotlQ 1 native

bridge-group 1

!

interface Port-channell.2
encapsulation dotlQ 2

bridge-group 2

interface FastEthernet0
no ip address
channel-group 1

!

interface FastEthernetl
no ip address
channel-group 1

1

interface POSO

no ip address

crc 32

pos flag c2 1

!

interface POSO0.1
encapsulation dotlQ 1 native
bridge-group 1

1

interface P0OS0.2
encapsulation dotlQ 2
bridge-group 2

Cisco ONS 15454/15454 SDH/15327
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EtherChannel
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POS

IEEE 802.1Q
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Hl EtherChannel POS

10-6 B

hostname Switch B

!

bridge irb

bridge 1 protocol ieee
bridge 2 protocol ieee

!

interface Port-channell
no ip address
hold-queue 150 in

1

interface Port-channell.l
encapsulation dotlQ 1 native
bridge-group 1

!

interface Port-channell.2
encapsulation dotlQ 2

bridge-group 2

!

interface FastEthernet0
no ip address
channel-group 1

1

interface FastEthernetl
no ip address
channel-group 1

!

interface POSO

no ip address

crc 32

pos flag c2 1

1

interface POS0.1
encapsulation dotlQ 1 native
bridge-group 1

!

interface P0SO0.2
encapsulation dotlQ 2
bridge-group 2

!

Cisco ONS 15454/15454 SDH/15327
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EtherChannel POS

EtherChannel POS

FEC GEC POS show interfaces port-channel

10-7 show interfaces port-channel

Router# show int port-channel 1
Port-channell is up, line protocol is up
Hardware is FEChannel, address is 0005.9a39.6634 (bia 0000.0000.0000)
MTU 1500 bytes, BW 200000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Unknown duplex, Unknown Speed
ARP type: ARPA, ARP Timeout 04:00:00
No. of active members in this channel: 2
Member 0 : FastEthernetO , Full-duplex, Auto Speed
Member 1 : FastEthernetl , Full-duplex, Auto Speed
Last input 00:00:01, output 00:00:23, output hang never
Last clearing of "show interface" counters never
Input queue: 0/150/0/0 (size/max/drops/flushes); Total output drops:
Queueing strategy: fifo
Output queue :0/80 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
820 packets input, 59968 bytes
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast
0 input packets with dribble condition detected
32 packets output, 11264 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out.

Cisco ONS 15454/15454 SDH/15327
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Ml EtherChannel POS
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ML IP
Cisco 10S IP and IP Routing Configuration Guide Cisco 10S IP and IP Routing
Command Reference
e IP p.11-2
e IP p.11-5
. p.11-34
e |P p.11-35
e IP p.11-36
e IP p.11-37
e |P p.11-37

Cisco ONS 15454/15454 SDH/15327
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IP

RIP

EIGRPEIGRP

Packet-over-SONET/SDH POS

Routing Information Protocol RIP;

Router (config)# router rip

RIP
RIP

Router (config-router) # network
net-number

Internet Network

Information Center InterNIC;
Router (config-router) # exit
Enhanced Interior Gateway Routing Protocol EIGRP
Router (config)# router eigrp EIGRP IP
autonomous-system-number
Autonomous System AS; ML
AS
Router (config-router) # network EIGRP

net-number

ML

Router (config-router) # exit

i Cisco ONS 15454/15454 SDH/15327
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P ||
OSPF
Open Shortest Path First OSPF
Router (config)# router ospf OSPF 1P
process-ID
ID OSPF
ML
1D ID

Router (config-router) # network
net-address wildcard-mask area
area-ID e net-address

e wildcard-mask

OSPF

® area

e area-ID
Router (config-router)# end EXEC

BGP
Border Gateway Protocol BGP;
Router (config)# router bgp BGP IP
autonomous-system-number
AS ML AS
Router (config-router) # network BGP
net-number
ML

Router (config-router) # exit

Cisco ONS 15454/15454 SDH/15327
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IP EXEC

1 Router# configure terminal

Router (config)# ip routing IP

Router (config)# router 1P
ip-routing-protocol

network [RIP]

Cisco IOS IP and IP Routing Configuration Guide

4 Router (config-router)# end EXEC

Router (config) # show running-config

Router (config)# copy running-config
startup-config

no ip routing
11-1

11-1 RIP IP

Router# configure terminal
Router (config)# ip routing
Router (config)# router rip
Router (config-router)# network 10.0.0.0
Router (config-router)# end

Cisco ONS 15454/15454 SDH/15327
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e RIP p.11-5
e OSPF p.11-10
e EIGRP p.11-21
e BGP p.11-28
* IS-IS p.11-31
o p.11-33
RIP

RIP Interior Gateway Protocol IGP;

RIP UDP

RFC
1058 RIP Cisco Press IP Routing Fundamentals
RIP 30
180
240
RIP 1
0
16 RIP
0 15 RIP
0.0.0.0 RIP 0.0.0.0
RIP RIP
RIP
RIP
RIP
11-1 RIP
11-1  RIP

IP RIP
IP RIP version
IP RIP version

Cisco ONS 15454/15454 SDH/15327
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version

30
180
180
240

RIP 1

RIP

RIP

RIP

EXEC

Router# configure terminal

Router (config)# ip routing

Router (config)# router rip

RIP

Router (config-router) # network
network-number

RIP
network

RIP

Router (config-router)# neighbor
ip-address

RIP

Router (config-router)# offset list
{laccess-list-number | namel} {in |
out} offset |[type-number]

RIP

i Cisco ONS 15454/15454 SDH/15327
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P ||
7 Router (config-router)# timers basic
update invalid holddown flush 0 4294967295
e update —
30
e invalid —
180
e holddown —
180
e flush —
240
8 Router (config-router)# version {1 | 2} RIP 1 RIP
2
1
2 1
ip rip {send | receive} version {1
12]12}
9 Router(config-router)# no auto summary
RIP 2
10 Router (config-router)# no RIP IP
validate-update-source
RIP IP
11 Router(config-router)# output-delay RIP
delay RIP
8 50
12 Router (config-router)# end EXEC
13 Router# show ip protocols
14 Router# copy running-config
startup-config
RIP no router rip
show ip
protocols EXEC 11-2

Cisco ONS 15454/15454 SDH/15327
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11-2 show ip protocols

Router# show ip protocols
Routing Protocol is "rip"

Sending updates every 30 seconds,
Invalid after 180 seconds,

Outgoing update
Incoming update
Redistributing:
Default version
Interface

rip
control:

send version 1,
Send Recv Triggered RIP Key-chain

FastEthernetO 1
POSO 1
Automatic network summarization is in effect

Maximum path: 4

Routing for Networks:
192.168.2.0
192.168.3.0

12
12

Routing Information Sources:

Gateway
192.168.2.1
Distance:

RIP
EXEC

11-3

Router#
192.168.1.0/24
192.168.1.0/24
[1] via 192.168.2.1,
168.2.0/24
168.2.0/24
168.3.0/24
168.3.0/24

192.
192.
192.
192.

RIP

RIP 1
RIP

RIP
[MD5]

RIP

Distance
120
(default is 120)

11-3

show ip rip database

show ip rip database
auto-summary

00:00:24,
auto-summary
directly connected, POSO
auto-summary
directly connected, FastEthernetO

hold down 180,
filter list for all interfaces is not set
filter list for all interfaces is not set

RIP

next due in 15 seconds
flushed after 240

recelve any version

Last Update
00:00:23

show ip rip database

POSO

RIP 2

EXEC

1 Router# configure terminal

2 Router(config)# interface
interface-id

3 Router(config-if)# ip rip
authentication key-chain
name-of-chain

RIP

4 Router(config-if)# ip rip
authentication mode {text

| mas}

MD5

i Cisco ONS 15454/15454 SDH/15327
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Router (config-if)# end EXEC

Router# show running-config
interface [interface-id]

7 Router# copy running-config
startup-config

no ip rip authentication mode
no ip rip authentication key-chain

RIP
IP ip summary-address rip
IP
EXEC

1 Router# configure terminal
2 Router(config)# interface

interface-id 3
3 Router(config-if)# ip address IP 1P

ip-address subnet-mask
4 Router (config-if)# ip IP IP

summary-address rip ip-address
ip-network-mask

5 Router(config-if)# no ip split
horizon

Router (config-if)# end EXEC

Router# show ip interface
interface-id

8 Router# copy running-config
startup-config

Cisco ONS 15454/15454 SDH/15327
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IP no ip summary-address rip

ip summary-address rip

OSPF
OSPF OSPF

Cisco I0S IP and IP Routing Command Reference OSPF Commands
OSPF IP IGP

IP OSPF

IP RFC 1253  OSPF MIB
OSPF 2
. — 1P IP
EIGRP RIP
OSPF
. — MD5
ello

¢ Not-So-Stubby-Area NSSA; — RFC 1587

OSPF Area Border Router ABR;

Autonomous System Boundary Router ASBR;

11-2 OSPF

11-2 OSPF

Hello 10
Hello 4

MD5

Cisco ONS 15454/15454 SDH/15327
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11-2 OSPF
0
1
NSSA NSSA
100 Mbps
10 Type 2
OSPF distl 1 110
dist2 2 110
dist3 110
OSPF Link-State Advertisements LSA;
IP OSPF
ID OSPF
LSA 240
Shortest Path First SPF 5
SPF; SPF 10
ID ID

Hello 10

5

1

40
MD5
11-1  OSPF IP

Cisco ONS 15454/15454 SDH/15327
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11-1  OSPF IP

ML100T-12 £ % 1=
ONS 15454

’
’

ML Y —Z A 192.168.2.1/24

/
i
]

1

\ 192.168.1.1/24

I7AN A=%Ry kO

ML100T-12 Z &% = .
ONS 15454 N

\
\
\
\

ML 1) —X B 192.168.2.2/24

\
\

TJ7AM 41—y k0
192.168.3.1/24 !

S~ - ~
. s &
____________________ ©
OSPF OSPF
IP ID
OSPF EXEC
1 Router# configure terminal
2 Router(config)# router ospf OSPF
process-id ID
ID
OSPF
3 Router(config)# network address OSPF
wildcard-mask area area-id
ID 1 1
OSPF
ID
10 IP

Router (config) # end

Router# show ip protocols

6 Router# copy running-config
startup-config

Cisco ONS 15454/15454 SDH/15327
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OSPF
11-4  OSPF

11-5  OSPF
11-4 OSPF

Router (config)# router ospf 1

no router ospf process-id

ID

Router (config-router)# network 192.168.1.0 0.0.0.255 area 0

11-5 show ip protocols

Router# show ip protocols
Routing Protocol is "ospf 1"

EXEC

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Router ID 192.168.3.1

Number of areas in this router is 1. 1 normal 0 stub 0 nssa

Maximum path: 4

Routing for Networks:
192.168.2.0 0.0.0.255 area 0
192.168.3.0 0.0.0.255 area 0

Routing Information Sources:

Gateway Distance Last Update
192.168.3.1 110 00:03:34
192.168.2.1 110 00:03:34
Distance: (default is 110)
OSPF
OSPF ip ospf
Hello
S
ip ospf
OSPF EXEC
1 Router# configure terminal
2 Router(config)# interface
interface-id 3
3 Router(config-if)# ip ospf cost

Cisco ONS 15454/15454 SDH/15327
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10

1"

12
13

14

Router (config-if)# ip ospf
retransmit-interval seconds

1

65535

Router (config-if)# ip ospf
transmit-delay seconds

1

65535

Router (config-if)# ip ospf
priority number

OSPF

255

Router (config-if)# ip ospf
hello-interval seconds

OSPF

1 65535

Hello

10

Router (config-if)# ip ospf
dead-interval seconds

OSPF

Hello

1 65535

4

Hello

Router (config-if)# ip ospf
authentication-key key

OSPF

OSPF

Router (config-if)# ip ospf
message digest-key keyid md5 key

e keyid—1 255
e key—16

Router (config-if)# ip ospf
database-filter all out

OSPF LSA

OSPF

LSA
LSA

Router (config-if)# end

EXEC

Router# show ip ospf interface
[interface-name]

OSPF

Router# copy running-config
startup-config

11-6  show ip ospf interface

EXEC

no

i Cisco ONS 15454/15454 SDH/15327
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11-6 show ip ospf interface EXEC

Router# show ip ospf interface
FastEthernet0 is up, line protocol is up
Internet Address 192.168.3.1/24, Area O
Process ID 1, Router ID 192.168.3.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.3.1, Interface address 192.168.3.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:01
Index 2/2, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 0, maximum is 0
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
POSO is up, line protocol is up
Internet Address 192.168.2.2/24, Area O
Process ID 1, Router ID 192.168.3.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.3.1, Interface address 192.168.2.2
Backup Designated router (ID) 192.168.2.1, Interface address 192.168.2.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 2, maximum is 2
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 192.168.2.1 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

OSPF
OSPF
NSSA
ABR
NSSA
LSA
1
area range
ABR
S
OSPF  area
EXEC
1 Router# configure terminal
2 Router(config)# router ospf OSPF
process-id

Cisco ONS 15454/15454 SDH/15327
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3 Router(config)# area area-id
authentication ID 10

4 Router(config)# area area-id MD5
authentication message-digest

5 Router(config)# area area-id stub

[no-summazry] no-summary ABR
6 Router(config)# area area-id nssa NSSA
{no-redistribution | NSSA
default-information-originate \
no-summary}
e no-redistribution — NSSA ABR
redistribute NSSA

e default-information-originate— ABR  NSSA

7 LSA
e no-summary — NSSA LSA
7 Router (config)# area area-id 1
range address-mask ABR
Router (config) # end EXEC
Router# show ip ospf [process-id] OSPF
ID
10 Router# copy running-config
startup-config
no
11-7 show ip ospf database show ip ospf EXEC

Cisco ONS 15454/15454 SDH/15327
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11-7

show ip ospf database

Router# show ip ospf database

Link ID

192.168.
192.168.

Link ID
192.168

2.

Juny

OSPF Router with ID

show ip ospf EXEC

(192.168.3.1) (Process ID 1)

Router Link States (Area 0)

ADV
192
192

Net

ADV
192

Router Age Seq# Checksum Link count
.168.2.1 428 0x80000003 0x004AB8 2

.168.3.1 428 0x80000003 0x006499 2

Link States (Area 0)

Router Age Seqg# Checksum

.168.3.1 428 0x80000001 0x00A4E0

Router# show ip ospf

Routing Process

"ospf 1" with ID 192.168.3.1

Supports only single TOS(TOSO) routes
Supports opaque LSA
SPF schedule delay 5 secs, Hold

Minimum LSA interval 5 secs.

Number
Number
Number
Number
Number

of
of
of
of
of

Number of

external

opaque AS LSA 0.

time between two SPFs 10 secs

Minimum LSA arrival 1 secs

LSA 0. Checksum Sum 0x000000

Checksum Sum 0x000000

DCbhitless external and opaque AS LSA 0

DoNotAge external and opaque AS LSA 0

areas in this router is 1. 1 normal 0 stub 0 nssa
External flood list length 0

Area BACKBONE (0)

Number of interfaces in this area is 2
Area has no authentication

SPF algorithm executed 4 times

Area ranges are

LSA 3.

Checksum Sum 0x015431

Number of opaque link LSA 0. Checksum Sum 0x000000
Number of DCbitless LSA 0

Number of indication LSA 0

Number of DoNotAge LSA 0
Flood list length O

summary-address

OSPF

OSPF

— OSPF

ABR

Cisco ONS 15454/15454 SDH/15327
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show

OSPF
LSA
1
2 ABR
ASBR OSPF
EXEC Domain Name Server DNS;
1D ID
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o — OSPF
OSPF
ref

[intra-area]

. — OSPF
2 SPF

. — OSPF

OSPF

[external]

OSPF

Hello

0

255
OSPF
[interarea]

EXEC

ref-bw

bandwidth

255

3

Hello

SPF

Syslog

1 Router# configure terminal

2 Router(config)# router ospf
process-id

OSPF

3 Router(config)# summary-address
address-mask

4 Router(config)# area area-id
virtual-link router-id
[hello-interval seconds]
[retransmit-interval seconds]
[trans] {[authentication-key key] |
[message-digest-key key-id md5 key]}

p.11-10

OSPF
p.11-13
11-2

5 Router(config)# default-information
originate [always] [metric
metric-value] [metric-type
type-value] [route-map map-name]

ASBR

OSPF

6 Router(config)# ip ospf name-lookup

DNS

7 Router (config)# ip auto-cost
reference-bandwidth ref-bw

ABR

8 Router(config)# distance ospf
{[inter-area distl] | [inter-area
dist2] | [external dist3]}

OSPF

1 255

110

9 Router(config)# passive-interface
type number

Hello

i Cisco ONS 15454/15454 SDH/15327
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P ||

10 Router (config)# timers spf spf-delay

spf-holdtime

e spf-holdtime — 0 65535
5 0
e gpf-holdtime — 0 65535
10 0

11 Router (config)# ospf log-adj-changes Syﬁog
12 Router (config)# end EXEC
13 Router# show ip ospf [process-id OSPF

[area-id]] database

OSPF p.11-20

14 Router# copy running-config

startup-config

LSA
OSPF LSA
OSPF LSA
4
LSA
10,000 LSA
LSA 40 100
10 20

OSPF LSA EXEC
1 Router# configure terminal
2 Router(config)# router ospf OSPF

process-id
3 Router(config)# timers LSA

lsa-group-pacing seconds
4 Router (config)# end EXEC

Router# show running-config

Router# copy running-config
startup-config

no timers Isa-group-pacing

Cisco ONS 15454/15454 SDH/15327
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TS
OSPF IP ID
OSPF
ID
IP OSPF IP
ID IP
OSPF
IP
EXEC
1 Router# configure terminal
2 Router(config)# interface loopback
0
83 Router(config)# ip address address 1P
mask
Router (config)# end EXEC
Router# show ip interface
Router# copy running-config
startup-config
no interface loopback 0
OSPF
IP
11-3 EXEC show ip ospf
database EXEC
Cisco I0S IP and IP Routing Command Reference
11-3 Show IP OSPF

Router (config)# show ip ospf [process-id] OSPF

Router (config)# show ip ospf [process-id] database OSPF

[router] [link-state-id]

Router (config)# show ip ospf border-routes OSPF ABR ASBR
Router (config)# show ip ospf interface OSPF

[interface-name]

Router (config) # show ip ospf neighbor [interface-name] OSPF

[neighbor-id] detail

Router (config)# show ip ospf virtual-links OSPF

i Cisco ONS 15454/15454 SDH/15327
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EIGRP Interior Gateway Routing Protocol IGRP
EIGRP IGRP EIGRP

Diffusing Update Algorithm DUAL,;

IP EIGRP RIP 15
IGRP 224 EIGRP
EIGRP IP 15 EIGRP
RIP
EIGRP
EIGRP
* IGRP CPU

Variable-Length Subnet Mask VLSM,;

e EIGRP
EIGRP 4
Hello Cisco 10S
Hello
. EIGRP
EIGRP
Hello EIGRP
Hello 1

Cisco ONS 15454/15454 SDH/15327
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e DUAL
DUAL
DUAL
DUAL
IP EIGRP IP
EIGRP EIGRP
DUAL EIGRP DUAL
IP EIGRP IP
11-4 EIGRP
11-4 EIGRP
IGRP EIGRP
o 0 Kbps
o 10 0 39.1
o 0 255 255 100 %
o 0 255 255
100 %
e MTU 0
90
170
EIGRP
IP
IP
IP % 50 %
IP Hello Nonbroadcast Multiaccess NBMA 60
5
IP NBMA 180
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11-4 EIGRP
IP
IP
tos 0
ki k3 1
k2 k4 ks 0
EIGRP
1
EIGRP EIGRP
EIGRP
EIGRP
EIGRP
EIGRP EXEC
1 Router# configure terminal
2 Router(config)# router eigrp EIGRP
autonomous-system-number AS
EIGRP
3 Router(config)# network EIGRP
network-number EIGRP
IGRP
EIGRP
4 Router(config)# eigrp EIGRP
log-neighbor-changes

Cisco ONS 15454/15454 SDH/15327
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5 Router (config)# metric weights EIGRP
tos k1 k2 k3 k4 k5

6 Router(config)# offset list
[{access-list-number | name}] EIGRP
{ in | out } offset [type-number]

7 Router (config)# no auto-summary

8 Router(config)# ip
summary-address eigrp
autonomous-system-number
address-mask

9 Router(config)# end EXEC

10 Router# show ip protocols

11 Router# copy running-config
startup-config

11-8  show ip protocols

11-8 show ip protocols

Router# show ip protocols
Routing Protocol is "eigrp 1"

EXEC

EXEC

EIGRP

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Default networks flagged in outgoing updates

Default networks accepted from incoming updates

EIGRP metric weight Kl=1, K2=0,
EIGRP maximum hopcount 100
EIGRP maximum metric variance 1
Redistributing: eigrp 1

K3=1,

K4=0, K5=0

Automatic network summarization is in effect

Automatic address summarization:

192.168.3.0/24 for POSO

192.168.2.0/24 for FastEthernetO

Maximum path: 4
Routing for Networks:

192.168.2.0
192.168.3.0

Routing Information Sources:
Gateway Distance
192.168.2.1 90

Distance: internal 90 external 170

Last Update
00:03:16

no
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EIGRP

EIGRP
EXEC

1 Router# configure terminal

2 Router(config)# interface
interface-id

3 Router(config)# ip bandwidth-percent
eigrp autonomous-system-number
percent

50 %

EIGRP

4 Router(config)# ip summary-address
eigrp autonomous-system-number
address mask

5 Router(config)# ip hello-interval
eigrp autonomous-system-number
seconds

EIGRP

NBMA

Hello
1 65535
60

6 Router(config)# ip hold-time eigrp
autonomous-system-number seconds

EIGRP
1

65535
180
15

NBMA

7 Router(config)# no ip split-horizon
eigrp autonomous-system-number

Router# end

EXEC

Router# show ip eigrp interface

EIGRP

EIGRP

10

Router# copy running-config
startup-config

11-9

Cisco ONS 15454/15454 SDH/15327

show ip eigrp interface

EXEC

no
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EIGRP

10

11-9 show ip eigrp interface
Router# show ip eigrp interface
IP-EIGRP interfaces for process 1

Xmit Queue Mean
Interface Peers Un/Reliable SRTT
POO 1 0/0 20
Fal 0 0/0 0

EIGRP EIGRP

EXEC

Pacing Time Multicast Pending

Un/Reliable Flow Timer Routes
0/10 50 0
0/10 0 0

MD5

EXEC

Router# configure terminal

Router (config)# interface
interface-id

Router (config-if)# ip authentication
mode eigrp autonomous-system-number
md5

IP EIGRP MD5

Router (config-if)# ip authentication
key-chain eigrp
autonomous-system-number key-chain

IP EIGRP

Router (config-if)# exit

Router (config) # key chain
name-of-chain

Router (config-keychain) # key number

Router (config-keychain) # key-string
text

Router (config-keychain-key) #
accept-lifetime start-time {infinite
| end-time | duration seconds}

start-time  end-time hh:mm:ss Month date
year hh:mm:ss date Month year
start-time
1993 1 1

end-time  duration

Router (config-keychain-key) #
send-lifetime start-time {infinite |
end-time | duration seconds}

start-time  end-time hh:mm:ss Month day
year hh:mm:ss day Month year
start-time
1993 1 1

end-time  duration
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11 Router(config)# end EXEC
12 Router# show key chain
13 Router# copy running-config
startup-config
no
EIGRP
EIGRP
11-5 EXEC
Cisco 10S IP and IP Routing Command Reference
11-5 IP EIGRP Clear Show

Router# clear ip eigrp neighbors
{ip-address | interface}

Router# show ip eigrp interface EIGRP

[interface] [as-number]

Router# show ip eigrp neighbors EIGRP
[ type-number]
Router# show ip eigrp topology EIGRP
{autonomous-system-number \
[ip-address] mask}
Router# show ip eigrp traffic EIGRP EIGRP
[autonomous-system-number]
11-10  show ip eigrp interface EXEC 11-11  show
ip eigrp neighbors EXEC 11-12  show ip eigrp topology
EXEC 11-13  show ip eigrp traffic EXEC
11-10 show ip eigrp interface EXEC
Router# show ip eigrp interface
IP-EIGRP interfaces for process 1
Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
POO 1 0/0 20 0/10 50 0
Fal 0 0/0 0 0/10 0 0
11-11 show ip eigrp neighbors EXEC

Router# show ip eigrp neighbors
IP-EIGRP neighbors for process 1
H Address Interface

0 192.168.2.1 POO

Cisco ONS 15454/15454 SDH/15327

Hold Uptime SRTT RTO Q Seqg Type
(sec) (ms) Cnt Num
13 00:08:15 20 200 0 2
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11-12 show ip eigrp topology EXEC

Router# show ip eigrp topology
IP-EIGRP Topology Table for AS(1l)/ID(192.168.3.1)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 192.168.1.0/24, 1 successors, FD is 30720
via 192.168.2.1 (30720/28160), POSO

P 192.168.2.0/24, 1 successors, FD is 10752
via Connected, POSO

P 192.168.3.0/24, 1 successors, FD is 28160
via Connected, FastEthernetO

11-13 show ip eigrp traffic EXEC

Router# show ip eigrp traffic

IP-EIGRP Traffic Statistics for process 1
Hellos sent/received: 273/136
Updates sent/received: 5/2
Queries sent/received: 0/0
Replies sent/received: 0/0
Acks sent/received: 1/2
Input queue high water mark 1, 0 drops
SIA-Queries sent/received: 0/0
SIA-Replies sent/received: 0/0

BGP CIDR

Border Gateway Protocol BGP AS

Exterior Gateway
Protocol EGP; BGP

AS AS

3 Classless Interdomain Routing CIDR BGP 4
CIDR

CIDR BGP

IP CIDR OSPF
EIGRP RIP

BGP
BGP

1 Router(config)# ip routing 1P

2 Router (config)# router bgp BGP BGP
autonomous-system

3 Router(config-router)# network AS
network-number [mask network-mask]
[route-map route-map-name]

BGP

4 Router (config-router)# end EXEC

Cisco ONS 15454/15454 SDH/15327
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11-14 BGP

11-14 BGP

Router (config)# ip routing

Router (config)# router bgp 30

Router (config-router)# network 192.168.1.1
Router (config-router)# neighbor 192.168.2.1
Router (config-router)# end

BGP Cisco 10S IP and IP Routing Configuration Guide
Configuring BGP

BGP

11-6  BGP EXEC 11-15
11-6

11-6 BGP Show

Router# show ip protocols [summary]

Router# show ip bgp neighbor BGP TCP

Router# show ip bgp summary BGP

Router# show ip bgp BGP

11-15 BGP

Router# show ip protocols
Routing Protocol is "bgp 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces 1s not set
IGP synchronization is enabled
Automatic route summarization is enabled
Redistributing: connected
Neighbor(s) :
Address FiltIn FiltOut DistIn DistOut Weight RouteMap
192.168.2.1
Maximum path: 1
Routing for Networks:
Routing Information Sources:
Gateway Distance Last Update
Distance: external 20 internal 200 local 200

Router# show ip bgp neighbor
BGP neighbor is 192.168.2.1, remote AS 1, internal link
BGP version 4, remote router ID 192.168.2.1
BGP state = Established, up for 00:08:46
Last read 00:00:45, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(new)
Address family IPv4 Unicast: advertised and received
Received 13 messages, 0 notifications, 0 in queue
Sent 13 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Default minimum time between advertisement runs is 5 seconds

Cisco ONS 15454/15454 SDH/15327
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For address family: IPv4 Unicast

BGP table version 3, neighbor version 3

Index 1, Offset 0, Mask 0x2

2 accepted prefixes consume 72 bytes

Prefix advertised 2, suppressed 0, withdrawn 0
Number of NLRIs in the update sent: max 2, min 0

Connections established 1; dropped 0

Last reset never
Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Local host: 192.168.2.2, Local port: 179
Foreign host: 192.168.2.1, Foreign port: 11001

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)

Event Timers (current time is 0x45B7B4) :

Timer Starts Wakeups Next
Retrans 13 0 0x0
TimeWait 0 0 0x0
AckHold 13 9 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 3654396253 snduna: 3654396567 sndnxt: 3654396567 sndwnd: 16071
irs: 3037331955 rcvnxt: 3037332269 rcvwnd: 16071 delrcvwnd: 313

SRTT: 247 ms, RTTO: 663 ms, RTV: 416 ms, KRTT: 0 ms
minRTT: 4 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: passive open, nagle, gen tcbs

Datagrams (max data segment is 1460 bytes):
Rcvd: 15 (out of order: 0), with data: 13, total data bytes: 313
Sent: 22 (retransmit: 0), with data: 12, total data bytes: 313

Router# show ip bgp summary

BGP router identifier 192.168.3.1, local AS number 1

BGP table version is 3, main routing table version 3

3 network entries and 4 paths using 435 bytes of memory

2 BGP path attribute entries using 120 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory
BGP activity 3/6 prefixes, 4/0 paths, scan interval 60 secs

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
192.168.2.1 4 1 14 14 3 0 0 00:09:45 2

Router# show ip bgp

BGP table version is 3, local router ID is 192.168.3.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 1192.168.1.0 192.168.2.1 0 100 07
* 1192.168.2.0 192.168.2.1 0 100 0?2
*> 0.0.0.0 0 32768 2
*> 192.168.3.0 0.0.0.0 0 32768 ?

Cisco ONS 15454/15454 SDH/15327
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Intermediate System-to-Intermediate System 1S-IS

1 Router(config)# router isis [tag] 1S-IS IP

2 Router (config-router)# net Network Entity Title
network-entity-title NET NET

3 Router(config-router)# interface
interface-type interface-id

4 Router (config-if)# ip address IP
ip-address mask

5 Router(config-if)# ip router isis I1S-1S
[tag]

6 Router (config-if)# end EXEC

11-16  IS-IS

11-16 IS-IS
Router (config)# router isis
Router (config-router)# net 49.0001.0000.0000.000a.00
Router (config-router)# interface gigabitethernet 0

Router (config-if)# ip router isis
Router (config-if)# end

IS-IS Cisco 10S IP and IP Routing Configuration Guide
Configuring Integrated IS-1S

IS-IS
IS-1S 11-7 EXEC 11-17 11-7

11-7 IS-IS Show

Router# show ip protocols [summary]

Router# show isis database I1S-1S

Router# show clns neighbor ES IS
~

ML Connectionless Network Service CLNS;

Cisco ONS 15454/15454 SDH/15327
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11-17 IS-IS

Router# show ip protocols
Routing Protocol is "isis"
Invalid after 0 seconds, hold down 0, flushed after 0
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: isis
Address Summarization:
None
Maximum path: 4
Routing for Networks:

FastEthernet0
POSO
Routing Information Sources:
Gateway Distance Last Update
192.168.2.1 115 00:06:48

Distance: (default is 115)

Router# show isis database

IS-IS Level-1 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime
Router_A.00-00 0x00000003 0xA72F 581
Router_A.02-00 0x00000001 0xA293 581
Router.00-00 * 0x00000004 0x79F9 582

IS-IS Level-2 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime
Router_A.00-00 0x00000004 0xFO0D6 589
Router_A.02-00 0x00000001 0x328C 581
Router.00-00 * 0x00000004 0x6A09 586

Router# show clns neighbors

System Id Interface SNPA State Holdtime

Router_A POO 0005.9a39.6790 Up 7

ATT/P/OL
0/0/0
0/0/0
0/0/0

ATT/P/OL
0/0/0
0/0/0
0/0/0

Type Protocol
L1L2 IS-IS

i Cisco ONS 15454/15454 SDH/15327
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EXEC
1 Router# configure terminal
2 Router(config)# ip route prefix mask 11-18
{ address | interface } [distance]
Router (config) # end EXEC
Router# copy running-config
startup-config
11-18
Router (config)# ip route 0.0.0.0 0.0.0.0 192.168.2.1
no ip route prefix mask {address | interface}
IP show
ip routes EXEC 11-19
11-19 show ip route EXEC

Router# show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-ISs, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is 192.168.2.1 to network 0.0.0.0

C 192.168.2.0/24 is directly connected, POSO
C 192.168.3.0/24 is directly connected, FastEthernet0
S* 0.0.0.0/0 [1/0] via 192.168.2.1

Cisco ONS 15454/15454 SDH/15327
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show ip route EXEC
11-8
11-8
0
EIRGP 5
BGP 20
EIGRP 90
OSPF 110
RIP 120
EIGRP 170
BGP 200
225
show ip route 11-20
show ip EXEC

Cisco I0S IP and IP Routing Command Reference

11-20 show ip route

Router# show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 192.168.2.1 to network 0.0.0.0
C 192.168.2.0/24 is directly connected, POSO

C 192.168.3.0/24 is directly connected, FastEthernet0
S* 0.0.0.0/0 [1/0] wvia 192.168.2.1

Cisco ONS 15454/15454 SDH/15327
m. 78-16906-01-J |



IP

11-9

Router# clear ip route {network
[mask | *1}

Router# show ip protocols

Router# show ip route [{address
[mask] [longer-prefixes] | [protocol
[process-1d] }]

Router# show ip interface interface

Router# show ip interface brief

Router# show ip route summary

Router# show ip route supernets-only

Router# show ip cache

Router# show route-map [map-name]

Cisco ONS 15454/15454 SDH/15327
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IP

IGMP ML

Internet Group Management Protocol IGMP

Protocol
Independent Multicast PIM;
IGMP

ML PIM Auto-RP
PIM 3

dense sparse /
PIM

ML
PIM
PIM
PIM
PIM
Rendezvous
Point RP;
RP ML
RP
RP ML
RP
PIM
LAN PIM
. WAN
S

ML Reverse Path Forwarding RPF;

RPF

i Cisco ONS 15454/15454 SDH/15327
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Router (config)# ip multicast-routing

ML

Router (config)# interface type

number

Router (config-if)# ip pim

{dense-mode |

sparse mode |

sparse-dense-mode}

dense
sparse /

Router (config)# ip pim rp-address
rendezvous-point ip-address

RP

Router (config-if)# end

EXEC

Router# copy running-config
startup-config

NVRAM

11-10 IP

Show

EXEC 11-10

Router# show

ip mroute

Router# show

ip pim neighbor

EXEC Cisco 10S
PIM

Router# show

ip pim interface

PIM

Router# show

ip pim rp

EXEC

RP

Cisco ONS 15454/15454 SDH/15327
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ML Integrated Routing and Bridging  IRB;
Cisco I0S
Cisco 10S Command Reference

* IRB p.12-2

e IRB p.12-3

* IRB p.12-5

* IRB p.12-6

ﬁh ML Cisco ISL Cisco Dynamic Trunking Protocol DTP
ML
ISL DTP
ISL DTP

Cisco ONS 15454/15454 SDH/15327
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N RB
ML
IRB 1 ML
IP
1 1 IP
IP
IRB Bridge Group Virtual Interface BVI;
BVI ML
BVI ML
BVI
IRB
. IRB
BVI IP
e Local-Area Transport LAT
* IRB
BVI
o 1 1
1
1
e 1 BVI Maximum Transmission Unit MTU;

Cisco ONS 15454/15454 SDH/15327
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IRB

IRB
1.

a.

b.

C.

IRB

BVI

a. BVI

b. BVI
4 P
5. IRB
BVI

BVI

BVI

BVI

IRB

Router (config) # bridge bridge-group
protocol {ieee | rstp}

Router (config)# interface type
number

Router (config-if)# bridge-group
bridge-group

Router (config-if)# end

EXEC

Cisco ONS 15454/15454 SDH/15327
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N RB

IRB BVI
1 Router(config)# bridge irb IRB
2 Router(config)# interface bvi BVI
bridge-group BVI
BVI 1
3 Router(config-if)# ip address IP
ip-address ip-address-subnet-mask
4 Router(config-if)# exit
5 Router(config)# bridge bridge-group BVI
route protocol
BVI
Router (config) # end EXEC
Router# copy running-config NVRAM
startup-config

Cisco ONS 15454/15454 SDH/15327
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IRB

Cisco ONS 15454/15454 SDH/15327

IRB | |

12-1 IRB 12-1 A 12-2 B

12-1 IRB

ML100T-12 {5 Z 1=
ONS 15454

BVI1192.168.1.1/24

L—43 A pos 0
PAVRA

ML100T-12 {5 Z 1=
ONS 15454

BVI 1 192.168.1.2/24
pos 0 IL—%B
TV oy
pos 1
PR
T7Ab A=Y 0

192.168.2.1/24 [77A b A—H Xy 0O 192.168.3.1/24

83446

121 A

bridge irb
bridge 1 protocol ieee

bridge 1 route ip

1

!

interface FastEthernet0

ip address 192.168.2.1 255.255.255.0
!

interface POSO

no ip address

crc 32
bridge-group 1

pos flag c2 1

!

interface POS1

no ip address

crc 32
bridge-group 1

pos flag c2 1

!

interface BVI1

ip address 192.168.1.1 255.255.255.0
!

router ospf 1

log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

[ 78-16906-01-J
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IRB

N RB

IRB

12-2 B

bridge irb

bridge 1 protocol ieee

bridge 1 route ip

1

!

interface FastEthernet0

ip address 192.168.3.1 255.255.255.0
!

interface POSO

no ip address

crc 32
bridge-group 1

pos flag c2 1

!

interface POS1

no ip address

crc 32
bridge-group 1

pos flag c2 1

!
interface BVI1

ip address 192.168.1.2 255.255.255.0
!
router ospf 1

log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.3.0 0.0.0.255 area O

12-1 IRB EXEC

12-1 IRB

Router# show interfaces bvi BVI MAC

bvi-interface-number BVI bvi-interface-number
BVI

Router# show interfaces BVI

[ type-number] irb

show interfaces bvi show interfaces irb

i Cisco ONS 15454/15454 SDH/15327
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IRB

12-3 IRB

Router# show interfaces bvil
BVI1l is up, line protocol is up
Hardware is BVI, address is 0011.2130.b340 (bia 0000.0000.0000)
Internet address is 100.100.100.1/24
MTU 1500 bytes, BW 145152 Kbit, DLY 5000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
ARP type: ARPA, ARP Timeout 04:00:00
Last input 03:35:28, output never, output hang never
Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicast)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
1353 packets output, 127539 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out
Router# show interfaces irb
BVI1
Software MAC address filter on BVI1
Hash Len Address Matches Act Type
0x00: O ffff.ffff.ffff 0 RCV Physical broadcast
GigabitEthernet0
Bridged protocols on GigabitEthernetO:
clns ip
Software MAC address filter on GigabitEthernetO
Hash Len Address Matches Act Type
0x00: O ffff.ffff.ffff 0 RCV Physical broadcast
0x58: 0 0100.5e00.0006 0 RCV IP multicast
0x5B: 0 0100.5e00.0005 0 RCV IP multicast
0x65: 0 0011.2130.b344 0 RCV Interface MAC address
0xCO: 0 0100.0ccc.cccc 0 RCV CDP
0xC2: 0 0180.c200.0000 0 RCV IEEE spanning tree
POSO
Routed protocols on POSO:
ip
Bridged protocols on POSO:
clns ip
Software MAC address filter on POSO
Hash Len Address Matches Act Type
0x00: O ffff.ffff.ffff 9 RCV Physical broadcast
0x58: 0 0100.5e00.0006 0 RCV IP multicast
0x5B: 0 0100.5e00.0005 1313 RCV IP multicast
0x61: 0 0011.2130.b340 38 RCV Interface MAC address
Ox61: 1 0011.2130.b340 0 RCV Bridge-group Virtual Interface
0x65: 0 0011.2130.b344 0 RCV Interface MAC address
0xC0O0: 0 0100.0ccc.cccc 224 RCV CDP
0xC2: 0 0180.c200.0000 0 RCV IEEE spanning tree
POS1
SPR1
Bridged protocols on SPR1:
clns ip
Software MAC address filter on SPR1
Hash Len Address Matches Act Type

0x00: O ffff.ffff.fffFf
0x60: 0 0011.2130.b341
0x65: 0 0011.2130.b344
0
0

RCV Physical broadcast
RCV Interface MAC address
RCV Interface MAC address
RCV CDP

RCV IEEE spanning tree

0xCO: 0100.0ccc.cccc
0xC2: 0180.c200.0000

o O O O O

Cisco ONS 15454/15454 SDH/15327
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N RB

12-1

12-2 show interfaces irb

Routed protocols on..

Bridged protocols on..

Software MAC address filter on .. MAC
Hash MAC
/
Len
Address MAC
Matches MAC

Routed protocols on..

Bridged protocols on..

Cisco ONS 15454/15454 SDH/15327
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CHAPTER 1

VRF Lite

ML VPN Routing and Forwarding Lite VRF Lite
Cisco 10S Cisco 10S
Command Reference
e VRF Lite p.13-1
¢ VRF Lite p.13-2
e VRF Lite p.13-3
e VRF Lite p.13-7
~
VREF Lite
VRF Lite
VRF IP VRF
VPN IP Provider Equipment
PE Multi-Protocol internal BGP  MP-iBGP 3 MPLS-VPN
ML VRF MP-iBGP VREF Lite
ML PE Customer Equipment CE
VRF Lite PE VRF MP-iBGP
CE CE VRF 1 CE
VREF Lite ML CE PE
CE 1
CE VRF PE
VRF CE Internet Service Provider ISP;
PE VRF

Cisco ONS 15454/15454 SDH/15327
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13 VRF Lite

W VRF Lite

VREF Lite

VRF Lite

Router (config)# ip vrf vrf-name

VRF

VRF

Router (config-vri)# rd
route-distinguisher

VPN Route Distinguisher RD

VPN RD
RD
VPN-I1Pv4

RD Autonomous System  AS;

ASN RD

IP

RD

1Pv4

IP
RD

route-distinguisher

16 AS 32
101:3

32 IP 16
192.168.122.15:1

Router (config-vrf)# route-target
{import | export | both}
route-distinguisher

VRF

Router (config-vrf)# import map
route-map

VRF

Router (config-vrf)# exit

Router (config)# interface type
number

Router (config-vrf)# ip vrf
forwarding vrf-name

VRF

Router (config-if)# end

EXEC

Router# copy running-config

NVRAM

RAM

startup-config

13-1 VRF VRF
0.1

customer_a RD 11

13-1 VRF

Router (config)# ip vrf customer_a

Router (config-vrf)# rd 1:1

Router (config-vrf)# route-target both 1:1

Router (config)# interface fastEthernet 0.1

Router (config-subif)# ip vrf forwarding customer_a

i Cisco ONS 15454/15454 SDH/15327
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VRF Lite | |
VREF Lite
13-1 VRF Lite A B 13-2 13-3
p.13-4 13-4 p.13-5
13-9 p.13-7
13-1 VRF Lite —
HREAIT—A HAHRRAI—A

Cisco ONS 15454/15454 SDH/15327

ML100T-12 Z{§ A 1= ML100T-12 g A 1=

X ONS 15454 ONS 15454 I7 Rk
7 A L—4 A L—%4 B 4—4xv k0.1
A—%%v k0.1 & P 192.168.4.1
192.168.1.1. POSO STS-N POSO
$192.168.3.1 192.168.3.2

T77A K T7AR b
A=Yy k1.1 A—HFxy +11
192.168.5.1 . 192.168.2.1
Y—EX
FONRAE— Ry kT—4H

83244

13-2 A

hostname Router_A
!

ip vrf customer_a
rd 1:1
route-target export 1:

[

route-target import 1
!

ip vrf customer_b

rd 2:2

route-target export 2:

route-target import 2:2
1

N

bridge 1 protocol ieee
bridge 2 protocol ieee
bridge 3 protocol ieee
!
1
interface FastEthernet0
no ip address
1
interface FastEthernet0.1
encapsulation dotlQ 2
ip vrf forwarding customer_a
ip address 192.168.1.1 255.255.255.0
bridge-group 2
1
interface FastEthernetl

no ip address
1

[ 78-16906-01-J
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W VRF Lite

interface FastEthernetl.l
encapsulation dotlQ 3

ip vrf forwarding customer_b

ip address 192.168.2.1 255.255.255.0
bridge-group 3

1

interface POSO

no ip address

crc 32

no cdp enable

pos flag c2 1

1

interface POS0.1

encapsulation dotlQ 1 native

ip address 192.168.50.1 255.255.255.0
bridge-group 1

!

interface POS0.2

encapsulation dotlQ 2

ip vrf forwarding customer_a

ip address 192.168.100.1 255.255.255.0
bridge-group 2

!

interface P0S0.3

encapsulation dotlQ 3

ip vrf forwarding customer_b

ip address 192.168.200.1 255.255.255.0
bridge-group 3

!
router ospf 1

log-adjacency-changes

network 192.168.50.0 0.0.0.255 area 0
1
router ospf 2 vrf customer_a
log-adjacency-changes

network 192.168.1.0 0.0.0.255 area 0
network 192.168.100.0 0.0.0.255 area 0
!
router ospf 3 vrf customer_b
log-adjacency-changes

network 192.168.2.0 0.0.0.255 area 0
network 192.168.200.0 0.0.0.255 area 0

13-3 B

hostname Router_B
!
ip vrf customer_a
rd 1:1
route-target export

route-target import
1

[
[

ip vrf customer_b
rd 2:2
route-target export 2:2
route-target import 2:2
!
bridge 1 protocol ieee
bridge 2 protocol ieee
bridge 3 protocol ieee
1
1
interface FastEthernet0

no ip address
1

Cisco ONS 15454/15454 SDH/15327
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VRF Lite

interface FastEthernet0.1
encapsulation dotlQ 2

ip vrf forwarding customer_a

ip address 192.168.4.1 255.255.255.0
bridge-group 2

1

interface FastEthernetl

no ip address

1

interface FastEthernetl.l
encapsulation dotlQ 3

ip vrf forwarding customer_b

ip address 192.168.5.1 255.255.255.0
bridge-group 3

1

interface POSO

no ip address

crc 32

no cdp enable

pos flag c2 1

1

interface POSO0.1

encapsulation dotlQ 1 native

ip address 192.168.50.2 255.255.255.0
bridge-group 1

!

interface P0OS0.2

encapsulation dotlQ 2

ip vrf forwarding customer_a

ip address 192.168.100.2 255.255.255.0
bridge-group 2

!

interface P0OS0.3

encapsulation dotlQ 3

ip vrf forwarding customer_b

ip address 192.168.200.2 255.255.255.0
bridge-group 3

!
router ospf 1

log-adjacency-changes

network 192.168.50.0 0.0.0.255 area 0
1
router ospf 2 vrf customer_a
log-adjacency-changes

network 192.168.4.0 0.0.0.255 area 0
network 192.168.100.0 0.0.0.255 area 0
!
router ospf 3 vrf customer_b
log-adjacency-changes

network 192.168.5.0 0.0.0.255 area O
network 192.168.200.0 0.0.0.255 area 0

13-4 _A

Router_A# sh ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.50.0/24 is directly connected, P0S0.1

Cisco ONS 15454/15454 SDH/15327
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Hl VRF Lite
13-5 _A customer_a VRF
Router_A# show ip route vrf customer_a
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
* - candidate default, U - per-user static route,

P - periodic downloaded static route

Gateway of last resort is not set

¢} 192.168.4.0/24 [110/2] via 192.168.100.2, 00:15:35,

C 192.168.1.0/24 is directly connected, FastEthernet0.1
C 192.168.100.0/24 is directly connected, P0S0.2
13-6 _A customer_b VRF

Router_A# show ip route vrf customer_ b

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2,
i - IS-IS, L1l - IS-IS level-1, L2 - IS-IS level-2,
* - candidate default, U - per-user static route,

P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.200.0/24 is directly connected, P0S0.3

0] 192.168.5.0/24 [110/2] via 192.168.200.2, 00:10:32,

C 192.168.2.0/24 is directly connected, FastEthernetl.1l
13-7 B

Router_B# sh ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2,
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
* - candidate default, U - per-user static route,

P - periodic downloaded static route
Gateway of last resort is not set

C 192.168.50.0/24 is directly connected, P0S0.1

B - BGP

E - EGP
ia - IS-IS inter area

B - BGP

E - EGP
ia - IS-IS inter area

ia - IS-IS inter area

i Cisco ONS 15454/15454 SDH/15327
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VRF Lite

13-8 _B customer_a VRF

Router_B# sh ip route vrf customer_a
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.4.0/24 is directly connected, FastEthernet0.1
0] 192.168.1.0/24 [110/2] via 192.168.100.1, 00:56:24, POS0.2
C 192.168.100.0/24 is directly connected, P0S0.2

13-9 _B customer_b VRF

Router_B# show ip route vrf customer_ b
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-ISs, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
C 192.168.200.0/24 is directly connected, P0S0.3

C 192.168.5.0/24 is directly connected, FastEthernetl.l
o] 192.168.2.0/24 [110/2] via 192.168.200.1, 00:10:51, POS0.3

VRF Lite

13-1 VREF Lite EXEC
13-1  VRF Lite

Router# show ip vrf VRF

Router# show ip route vrf vrf-name VRF IP

Router# show ip protocols vrf vrf-name |VRF

Router# ping vrf vrf-name ip VRF IP ping
ip-address

Cisco ONS 15454/15454 SDH/15327
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W VRF Lite
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CHAPTER1 I

QoS

ML Quality of Service QoS;
QoS
e QoS p.14-2
e ML QoS p.14-4
e RPR QoS p.14-10
e QoS p.14-11
¢ QoS p.14-17
¢ QoS p.14-18
. QoS p.14-23
o QoS p.14-25
e CoS p.14-26
e CoS p.14-27
e IPSLA p.14-29
ML Cisco I0S  Modular QoS CLI MQC; QoS
MQC Cisco 10S

e Cisco 10S Quality of Service Solutions Configuration Guide, Release 12.2 URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122mindx/122index.htm

e Cisco I0S Quality of Service Solutions Command Reference, Release 12.2 URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fqos_r/index.htm
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14 QoS |
H Qos
QoS
QoS
ML QoS SONET/SDH
QoS
ML
Service Level Agreement SLA;
QoS 3
ML
QoS QoS
p.14-23
IP
QoS IP
IP
IP IP Differentiated Service
Code Point DSCP IP
Class of Service CoS; IEEE 802.1p CoS
IP CoS
IP DSCP
IP IPv4 Type of Service ToS; 3
IP CoS RFC 1122 IPv4 ToS
3 8 8 6
2
IP
SLA
IPDSCP IPv4 6 IP CoS RFC 2474
14-1 IP DSCP DSCP 64
IP DSCP
SLA

i Cisco ONS 15454/15454 SDH/15327
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QoS

141 IP DSCP
Evys0 1,2 3 /4,5 ,/6 /7 Evys’0 1,2 3 /4,5 ,/6 /7
DS DSCP cu BEIERL ToS MBZ
J4—ILK
WS LY A& M i : - N~
P O— KA b HERMER ' JDTRE v D7)
| ! RFC 1122 U g J
L g ) RFC 1349
DSCP
AFC 2474 Evhk (0~2) :IPEBEIEGESE Evk (36) :ToSEX
111 (v bT7—2 4§l 0000 (FRTEE)
110 (A VB —2y FT—2 &) 1000 GEIEDEH/IME)
101 (CRITIC/ECP) 0100 (RJL—T v FDOFEKIL)
100 (75via #A—n—54 F) 0010 (EEMHOZKIE)
011 (75 va) 0001 (E#RffDz/IME)
101 (ENEF)
001 (FS544+UF 1)
000 (UL—FV)
CoS
CoS 4 IEEE 802.1Q VLAN] LAN] 3
IEEE 802.1Q CoS IEEE 802.1p
3 CoS 8 P
2 3
QoS IP ToS
CoS CoS IPToS
1 1 8
DSCP 64 CoS
14-2 2 Ethertype 2
IEEE 802.1Q IEEE 802.1Q
14-2 CoS IEEE 802.1p
6 |/ET FLR
IEEE 802.1p 6 EEXTTFLX
SEvh) 2 247 =8100
CoS CFl 2 2 5 FlEER
2 A4 T/RE
VLAN ID S
|EEE 802.1Q &4 & ? MAC 7—%
o PAD .
4 FCS 3
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TS QoS
ML QoS
ML QoS VLAN CoS
IP IP DSCP Resilient Packet Ring RPR; -CoS
QoS 14-3 ML
QoS

14-3 ML QoS

ATID QoS 7o vay

HAD QoS 7o ay

poy 3 Ry vy & PeR:
E =%y

Fa—A25¢&
ARFTa—yvy

Y

96498

ML
Committed Information Rate CIR; Peak
Information Rate PIR;
IEEE 802.1p CoS RPR-CoS ML
IEEE 802.1p
QinQ Service
Provider SP; QoS
QoS
SLA
ML
ML Weighted Deficit Round Robin WDRR

ML
QoS

i Cisco ONS 15454/15454 SDH/15327
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14-4

ML Qos N
AND OR
254
CLI  class-map RPR
RPR-CoS
CIR 1 CIR
CIR
14-4
Burstable Committed BC;
2 PIR PIR 2
PIR
BP PIR BP
2
CIR CIR
PIR PIR CIR

Y VY Y. VY

BY—%2Y
DE Ev FDERTE

____________________________________________________________________________________
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TS QoS
ML
3 CoS 2l
CoS 1
SLA
QoS
police 96000 conform-action drop exceed-action drop
police
Q
Q Q Q
RPR RPR-CoS
Q QinQ Q Q
Q
Q
CoS CoS
RPR Discard Eligible DE;
RPR DE CoS
ML RPR
ML
ML
12 MB 6 MB Packet-over-SONET/SDH POS
6 MB 1500
30 50%

Low Latency Queue LLQ; 100 %

LLQ

LLQ LLQ

ML 400

CoS

ML 4000
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ML cos H

WDRR

Deficit Round Robin DRR

WDRR DRR

WDRR
QoS
14-5 ML
14-5
4 N N
RS- ‘/J(:\Q> l —
BIES 54 DT Is [ I iy
[Priority] A< > FT LLQ >
\§|JUé’|’C%1’L%>—'3F:L— — ——
(R Sa—nyIIz Q ——
BEY S ED-HIC [ : —
[Bandwith) 3<% > KT A=FvRA bk Fa2— =
\EIJUéi'C%*Léf‘\-:L— — 1
p
I 1 ~
BERIC N T —
BYyLTohbdFa— RUVF/TO—FFxrR b ¥a—| >
[ T — ~
- B
1/2048
488 Kbps OC-12¢
293 Kbps 49 Kbps
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TS QoS
LLQ LLQ 100 %
LLQ
LLQ
DE DE
RPR-CoS DE RPR
CoS IEEE 802.1p DE
DE
L2
ML
2 3
ML Bridge Protocol Data Unit BPDU;
2 BPDU
2 CoS IEEE 802.1p ML
IEEE 802.1p
CoS
QoS CoS
IEEE 802.1p CoS
QinQ
Q
2 QoS
IEEE 802.1p CoS
CoS
MQC set-cos IEEE 802.1Q
set-cos
IEEE 802.1Q QinQ
set-cos IEEE 802.1Q
QinQ set-cos
SP 1
set-cos
IEEE 802.1Q 0
set-cos
set-cos
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| 14 QoS
ML Qos H
1
1
police 96000 conform-action set-cos-transmit exceed-action set-cos-transmit
[class-default]
p.14-6
QinQ
VLAN IEEE 802.1Q SP UNI
VLAN SP
QinQ IEEE 802.1Q
QinQ SP VLAN 1 VLAN
QinQ VLAN ID
VLAN ID SP
QinQ VLAN  VLAN
VLAN SP
QinQ QinQ IP
IEEE 802.1Q
ML QinQ IEEE 802.1Q QinQ UNI
CoS IP precedence IP DSCP
SP IP precedence IP DSCP CoS CoS
QinQ QoS SP IEEE 802.1p
ML
CoS IP precedence DSCP QinQ
14-6 ML QinQ
14-6 QinQ
6 LT FLR
6 EEXTTFLR PCoS Ev
2 547 =8100 BEv k)
||§?|f|5t 8\?)2I;1)p 2 2 IR CoS CFI
? 2 247 =8100
< . VLAN ID
CoS CEI 2 2 HEHER _
2 84 7/RE SPRT
VLAN ID o QinQ 24
o —
H A8 T—VLAN 2 5 2 MAC 7—%
IEEE 802.1Q # 4 !
g PAD
4 FCS 2
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B RPR QoS
ML QinQ IEEE 802.1Q
QinQ CoS CoS
SP QinQ
QoS
QoS
S
ML QoS
A
ML
RPR QoS
RPR  VLAN RPR RPR QoS
ML SLA IEEE 802.1Q
VLAN CoS  RPR CoS RPR
IEEE 802.1Q  VLAN CoS set-cos action CoS
RPR RPR CoS
VLAN VLAN
RPR CoS
1. CoS O
2. CoS CoS
IP IP CoS
set-cos
set-cos
RPR CoS DE RPR DE
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QoS

MQC ML
ML MQC
QoS
J p.14-11
. p.14-12
e CoS QoS p.14-16
QoS QoS p.14-18
class-map
class-map

class-map [match-any | match-all] class-map-name
no class-map [match-any | match-all] class-map-name

match-all match-any

QoS

QoS

p.14-16

class-map match-all

class-map match-any

match-all  match-any
class-map match-all

14-1

class-map
14-1  match

Router (config)# class-map class-map-name

40

match-any

match-all  match-any

class-map match-all

Router (config) # class-map match-all
class-map-name

Router (config) # class-map match-any
class-map-name

Router (config-cmap) # match any

Cisco ONS 15454/15454 SDH/15327
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H Qos

14-1

Router (config-cmap) # match bridge-group
bridge-group-number

Router (config-cmap) # match cos cos-number CoS CoS
Router (config-cmap) # match input-interface
interface-name
RPR Shared Packet Ring SPR;
SPR1 ML
SPR 17
RPR
INPUT input-interface
Router (config-cmap) # match ip dscp 8 DSCP
ip-dscp-value 0 63
Router (config-cmap)# match ip precedence 8 P
ip-precedence-value
policy-map
class-map
1 QoS class
class
QoS
class
match-any
QoS
policy-map

policy-map policy-name
no policy-map policy-name

class

class class-map-name
no class class-map-name

i Cisco ONS 15454/15454 SDH/15327
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QoS

14-2
14-2
Router (config)# policy-map policy-name
40
Router (config-pmap)# class class-map-name
class-map

Router (config-pmap)# class class-default
Router (config-pmap-c)# bandwidth
{bandwidth-kbps \ percent percent} KbpS /

ML

e Kbps
. 1 100
1
%
S
bandwidth
2
A
Kbps Mbps
ML show
interface
BW 100000
cos priority-mcast

Cisco ONS 15454/15454 SDH/15327
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H Qos

14-2

Router (config-pmap-c)# police
cir-rate-bps normal-burst-byte
[max-burst-byte] [pir pir-rate-bps]
[conform-action {set-cos-transmit |
transmit | drop}] [exceed-action
{set-cos-transmit | drop}] [violate-action
{set-cos-transmit | drop}]

cir-rate-bps bps / CIR
96000 800000000

normal-burst-byte CIR
8000 64000

maximum-burst-byte PIR
8000 64000

pir-rate-bps PIR bps
96000 800000000

set-cos-transmit  CoS
transmit
drop

set-cos-transmit  CoS
drop

pir

set-cos-transmit  CoS
drop

i Cisco ONS 15454/15454 SDH/15327

78-16906-01-J |



| 14  Qos

QoS ||
14-2
Router (config-pmap-c)# priority kbps
Kbps

A

priority
N

100% CIR
N
Kbps Mbps
ML show
interface
BW 100000
cos priority-mcast
Router (config-pmap-c)# set cos cos-value CoS
0 7
VLAN CoS QinQ
VLAN VLAN
set-cos
CoS
set-cos
IEEE 802.1p CoS
RPR ML
RPR CoS
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Bl Qos
service-policy
1
no
service-policy
service-policy {input | output} policy-map-name
no service-policy {input | output} policy-map-name
1 Router (config)# interface
interface-id
POS
N
SPR
Bridge Group Virtual Interface
BVI;
2 Router(config-if)# service-policy
output policy-map-name
3 Router(config-if)# service-policy
input policy-map-name
CoS QoS
cos commit cos-value ML
QoS per-customer-queue
CoS
CoS QoS 14-3 1 cos commit cos-value
14-3 CoS Commit
Router (config) # cos-commit cos-value CIR cos-value CoS DE
CoS

Cisco ONS 15454/15454 SDH/15327
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QoS

QoS

ML QoS show

EXEC
14-4 QoS

144 QoS

Router# show class-map name

Router# show policy-map

Router# show policy-map name

Router# show policy-map interface

interface
14-1 QoS
14-1 QoS

Router# show class-map
Class Map match-any class-default (id 0)
Match any
Class Map match-all policer (id 2)
Match ip precedence 0

Router# show policy-map
Policy Map police_f0
class policer
police 1000000 10000 conform-action transmit exceed-action drop

Router# show policy-map interface
FastEthernet0
service-policy input: police_f0

class-map: policer (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
match: ip precedence 0

class-map: class-default (match-any)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
match: any
0 packets, 0 bytes
5 minute rate 0 bps
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14 QoS I
Bl Qos
QoS
[ ]
L[]
e class-map match-any class-map match-all
e match sprl
e ML VolP
e ML
e ML CoS QoS
14-2 fastethernetO classl
14-2
Router (config)# class-map classl
Router (config-cmap)# match input-interface fastethernet0
14-3 IP precedence 5 6 7 class2

14-3 IP precedence

Router (config) # class-map match-any class2
Router (config-cmap) # match ip precedence 5 6 7

567 class-map
match-all match-any

match cos match ip precedence

class-map

match-any class-map

match ip dscp

14-4 1

14-4

Router (config)# class-map class3
Router (config-cmap) # match bridge-group 1

14-5 policyl
2 classl class2

p.14-11

class3

i Cisco ONS 15454/15454 SDH/15327
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14-5

Router (config)# policy-map policyl
Router (config-pmap)# class class-default
Router (config-pmap-c)# bandwidth 1000
Router (config-pmap) # exit

Router (config-pmap) # class classl
Router (config-pmap-c)# bandwidth 3000
Router (config-pmap) # exit

Router (config-pmap) # class class2

Router (config-pmap-c)# bandwidth 2000
Router (config-pmap) # exit

class-map match-any class-map match-all

QoS

class-map match-any class-map match-all

match-any match-all

match-all

14-6 class-map match-all

14-6 class-map match-all

Router (config)# class-map match-all ciscol
Router (config-cmap)# match cos 1
Router (config-cmap) # match bridge-group 10

ciscol
cos 1 bridge-group 10

cisco2
cos 1
cos 1
cos 1

cisco2

class-map match-all
bridge-group 10

OR

14-7 class-map match-any

14-7 class-map match-any

Router (config)# class-map match-any cisco2
Router (config-cmap) # match cos 1

Router (config-cmap) # match bridge-group 10
Router (config-cmap) # match ip dscp 5

Cisco ONS 15454/15454 SDH/15327
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W Qos
match spr1
14-8 class-map SPR match input-interface CLI
14-8 class-map SPR
Router (config)# class-map sprl-cosl
Router (config-cmap) # match input-interface sprl
Router (config-cmap) # match cos 1
Router (config-cmap) # end
Router# sh class-map sprl-cosl
Class Map match-all sprl-cosl (id 3)
Match input-interface SPR1
Match cos 1
ML VolP
14-7 ML QoS 14-9
14-7 ML VolP

M400T-12 Z{§ Z 1=
ONS 15454
IL—% A
TJ7AL 41—y L0

VolP k5274 w9 POS 0

SONET/SDH
ART—5 +5Tq95— m\ STS-1 E#8

BEBICMLYY—X A—FIE, 3 RXTOVIP T—42 57490 %
NELTHD, WET—F +5 74090 %0ET 5,

83181

14-9 ML VolP

Router (config)# class-map match-all voip

Router (config-cmap) # match ip precedence 5

Router (config-cmap) # exit

Router (config)# class-map match-any default

Router (config-cmap) # match any

Router (config-cmap) # exit

Router (config) # policy-map pos0

Router (config-pmap) # class default

Router (config-pmap-c)# bandwidth 1000

Router (config-pmap-c)# class voip

Router (config-pmap-c)# priority 1000

Router (config-pmap-c)# interface FastEthernet0
Router (config-if)# ip address 1.1.1.1 255.255.255.0
Router (config-if)# interface POSO

Router (config-if)# ip address 2.1.1.1 255.255.255.0
Router (config-if)# service-policy output pos0
Router (config-if)# cre 32

Router (config-if)# no cdp enable

Router (config-if)# pos flag c2 1

Cisco ONS 15454/15454 SDH/15327
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QoS ||
ML
14-8 ML 0 1,000,000bps IP precedence
14-10
14-8 ML
ML100T-12 #f§ Z 1=
ONS 15454
JL—4 a
J7RE 4—#*“/#0@ POS 0
/ SONET/SDH
T7R b A—H%Fy b 0DRYY—TIE, IPTOS fEA 0 [CBREShT= g
1,000,000 bps D b5 7 4 v #EFa][ 9 5, IPTOS EA 0 [TERE STz 3
BB vIFEEESNDS,
14-10 ML
Router (config)# class-map match-all policer
Router (config-cmap) # match ip precedence 0
Router (config-cmap) # exit
Router (config) # policy-map police_f£f0
Router (config-pmap) # class policer
Router (config-pmap-c)# police 1000000 10000 conform-action transmit exceed-action drop
Router (config-pmap-c)# interface FastEthernet0
Router (config-if)# service-policy input police_f£0
ML CoS QoS
14-9 ML CoS QoS
CoS ML RPR ML POS
SONET ML
A ML C ML
B RPR
17 RPR

Cisco ONS 15454/15454 SDH/15327
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H Qos
14-9 ML CoS
MLY1J—X h—FKB
ML > 1)—X ML >1)—X
h—FKA POS0/ A—FKC
HhAREAIT— HhAREAIT—

TR RA2 b TR RA Vb

96501

- — — =CTC T &Nt
STS [E#7

14-11 14-9 ML A

14-11 ML A

ML_Series_A(config)# cos commit 2

ML_Series_A(config)# policy-map Fast5_in

ML_Series_A(config-pmap)# class class-default

ML_Series_A(config-pmap-c)# police 5000 8000 8000 pir 10000 conform-action
set-cos-transmit 2 exceed-action set-cos-transmit 1 violate-action drop

14-12 14-9 ML B

14-12 ML B

ML_Series_B(config)# cos commit 2

14-13 14-9 ML C

14-13 ML C

ML_Series_B(config)# cos commit 2

ML_Series_B(config)# policy-map Fast5_in

ML_Series_B(config-pmap)# class class-default

ML_Series_B(config-pmap-c)# police 5000 8000 8000 pir 10000 conform-action
set-cos-transmit 2 exceed-action set-cos-transmit 1 violate-action drop

Cisco ONS 15454/15454 SDH/15327
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QoS
QoS
ML QoS
2
ML
CoS
CoS CoS
CoS
2 dotlq
CoS dotlq dotlq
CoS CoS
VLAN VLAN
CoS CoS CoS
cos priority-mcast CoS
SP SP SP
CoS ML
CoS ML
VolP
A
RPR
RPR
0 POS 0
1 POS 1
0 POS 0
POS 1
A
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| QoS
QoS
2 MAC
MAC
ML QoS
10%
10%
match-any
10%
QoS
QoS
ML POS
ML
. QOS 2
e ML 2
e ML QoS QoS
Cisco 10S MQC
e priority-mcast cos priority-mcast ML1000-2
1000 Mbps
GEC STS-24c
RPR ML1000-2 1000 Mbps
2000 Mbps

i Cisco ONS 15454/15454 SDH/15327
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QoS
14-5
Cos priority-mcast
14-5 CoS
Router (config)# [no] cos priority-mcast CoS
cos-value {bandwidth-kbps | mbps
bandwidth-mbps | percent percent}
cos-value
CoS CoS
CoS 0o 7
Kbps Mbps
ML
e Kbps
e Mbps
o 100
cos-value
cos-value
2
no
S
Kbps Mbps
ML show
interface
BW 100000

cos priority-mcast

priority-mcast

priority-mcast
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W cCos
CoS
CoS ML
CoS CoS
IP Multiprotocol
Label Switching MPLS;
CoS
VLAN POS
POS RPR
SPR SPR
POS EtherChannel BVI
14-6
14-6 ML
/
POS POS
VLAN
1
1.
CoS CISCO-PORT-QOS MIB
Cisco I0S  CLI SNMP
CTC

i Cisco ONS 15454/15454 SDH/15327
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CoS
CoS
~
CoS ML
p.3-14
CoS
14-7
14-7 CoS
Router (config-if)# cos accounting |C0S
no
ML CoS show
EXEC 14-8
14-8 CoS
Router# show interface type number cos CoS
Router# show interface type
number. subinterface-number cos
CoS
POS

Cisco ONS 15454/15454 SDH/15327
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QoS |

W cos

14-14

14-14 CoS

Router# show interface gigabitethernet 0.5 cos

GigabitEthernet0.5
Stats by Internal-Cos
Input: Packets
Cos 0: 31
Cos
Cos
Cos
Cos
Cos
Cos
Cos
Output:
Cos O
Cos 1
Cos 2
Cos 3:
Cos 4:
5
6
7

N oUW N

Packets
1234567890
31

Cos
Cos
Cos

10

Bytes
2000

400

Bytes
1234567890
2000

640

Router# show interface gigabitethernet 0 cos

GigabitEthernet0
Stats by Internal-Cos
Input: Packets
Cos 0: 123
Cos
Cos
Cos
Cos
Cos
Cos
Cos
Output:
Cos O
Cos 1
Cos 2
Cos 3:
Cos 4:
5
6
7

N o Ul W N

Packets
1234567890
3

Cos
Cos
Cos
Output:
Cos O
Cos 1
Cos 2
Cos 3:
Cos 4:
5
6
7

1

Drop-pkts
1234567890

Cos
Cos
Cos

Bytes
3564

211

Bytes
1234567890
200

64

Drop-bytes
1234567890

64
640

Router# show interface pos0 cos

POSO
Stats by Internal-Cos
Output: Drop-pkts
Cos 0: 12
Cos 1: 31
Cos 2:
Cos 3:
Cos 4:
Cos 5:
Cos 6: 10
Cos 7:

Drop-bytes
1234
2000

640

i Cisco ONS 15454/15454 SDH/15327
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IP SLA ||
Cisco IP SLA Cisco Service Assurance Agent IP
Cisco 10S IP SLA SP SLA
SLA IP
IP SLA
SLA
CLI
SNMP MIB IP UDP TCP
ToS DSCP IP Virtual Private Network
VPN; Routing/Forwarding instance VRF; VPN / URL
Web IP
IP SLA 2
IP SLA
IP SLA IP SLA
IP SLA UDP
IPSLA  SNMP CiscoWorks2000 CiscoWorks Blue Internetwork
Performance Monitor IPM Network Management System NMS;
IP SLA NetView
System Network Architecture SNA Network Management Vector
Transport NMVT
IP SLA http://www.cisco.com/warp/public/732/Tech/nmp/ipsla Cisco
10S IP Service Level Agreements Cisco IP SLA
URL Cisco 10S Configuration Fundamentals Configuration Guide, Release
12.2 Network Monitoring Using Cisco Service Assurance Agent
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_chapter09186a008
030c773.html
ML IP SLA
ML IP SLA Cisco 10S Cisco 10S Release 12.2S
IP SLA Cisco I0S CLI
SNMP rttMon MIB IP SLA 12.2(S)

Cisco ONS 15454/15454 SDH/15327

[ 78-16906-01-J


http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_chapter09186a008030c773.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_chapter09186a008030c773.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_chapter09186a008030c773.html

14

QoS

W PSLA

ML IP SLA

ML
IPSLA

e CoS

Cisco 10S 12.2S

ONS 15454 ONS 15454 SDH

e RPR IP SLA

e ML

ML

Cisco 10S CLI

CoS
ONS 15310-CL
CoS
TCC2/TCC2P

IP SLA

Cisco 10S

ONS

TCC2/TCC2P

CPU

NTP
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SDM

ML Switching Database Manager SDM;
e SDM p.15-1
e SDM p.15-2
e SDM p.15-3
ML Ternary CAM  TCAM
TCAM SDM TCAM

SDM TCAM

SDM

SDM

TCAM

TCAM
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M sowm
SDM TCAM
SDM
i — IP
. — 3
Quality of Service QoS;
1
TCAM 65,536 64 SDM
TCAM TCAM
SDM
15-1 TCAM
15-1 TCAM
TCAM
IP Adjacency 64 65536 65536
IP Prefix 64 65536 65536
QoS Classifiers 64 65536 65536
IP VRF Prefix 64 65536 65536
IP Multicast 64 65536 65536
MAC Addr 64 65536 65536
Access List 64 65536 65536

i Cisco ONS 15454/15454 SDH/15327

78-16906-01-J |



| 15 SDM

SDM

SDM

SDM

SDM SDM
TCAM 65,536 64
TCAM TCAM
SDM
SDM 64
64 TCAM
TCAM 65,536
SDM

SDM

Router (config)# sdm size region-name

1 KB 1024
Router (config)# end EXEC
15-1
15-1  IP-Prefix 2 KB

Router # configure terminal
Router (config)# sdm size ip-prefix k-entries 2
Router (config) # end

TCAM
show sdm size

Router # show sdm size
Active Switching Database Region Maximum Sizes

IP Adjacency : 65536 64-bit entries
IP Prefix : 204864-bit entries

QoS Classifiers : 65536 64-bit entries
IP VRF Prefix : 65536 64-bit entries
IP Multicast : 65536 64-bit entries
MAC Addr : 65536 64-bit entries
Access List : 6553664-bit entries
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W sbm

TCAM ACL

Access Control List ACL; 65,536 64
15-2 sdm access-list ACL TCAM

15-2 ACL TCAM

sdm access-list number-entries

15-2

15-2 TCAM ACL 8,192

Router# configure terminal
Router (config)# sdm access-list 8192
Router (config)# end

Cisco ONS 15454/15454 SDH/15327
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ML Access Control List ACL;
 ACL p.16-1
e ML ACL p.16-2
e ACLTCAM p.16-6
ACL ML

ACL
ACL
ACL
1 1
ACL 1

ACL ML

ML

ACL [deny all traffic]

Cisco ONS 15454/15454 SDH/15327
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TS ACL
ACL ACL ML
. ACL ML CPU
ACL Internet Group Membership Protocol [IGMP]
. ACL ML
ACL
ACL ip access-group
ACL ML
e ACL
. ACL ACL ML
. ML
e ACL CPU
. IP ACL
ACL
IP ACL
IP ACL
. IP ACL
. IP ACL
. ACL
N
ACL
ACL IP
ACL 0.0.0.0
ACL ACL
ACL p.16-5
IP ACL
IP ACL
IP ACL ACL IPACL 1
ACL
ACL
. ACL ACL
. ACL IP ACL p.16-3
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ML ACL ||
IP
e Ternary CAM TCAM ACL
* ACL
* ACL
e 8 TCAM ML TCAM 1
ACL
e IPACL QinQ IP ACL
QinQ IP
IP ACL
IP ACL IP ACL IP ACL
o IP ACL p.16-3
. IP ACL p.16-4
. IP ACL p.16-4
. ACL p.16-5
IP ACL
16-1 IPACL IPACL
16-1 IP ACL
Router (config) # access-1list
access-list-number {deny | permit} IP ACL
source [source-wildcard]
Router (config) # access-list 0.0.0.0 255.255.255.255
access-list-number {deny | permit} any IP ACL
Router (config)# access-list IP ACL

extended-access-list-number {deny |
permit} protocol source source-wildcard
destination destination-wildcard
[precedence precedence] [tos tos]

Router (config) # access-list 0.0.0.0 255.255.255.255
extended-access-1list-number {deny
permit} protocol any any

0.0.0.0 255.255.255.255

IP ACL
Router (config) # access-list source 0.0.0.0
extended-access-1list-number {deny | destination 0.0.0.0
permit} protocol host source host o
destination IP ACL

Cisco ONS 15454/15454 SDH/15327
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b m ACL

IP ACL
IP ACL

1 Router(config)# ip access-list IP ACL
standard name

2 Router(config-std-nacl)# deny
{source [source-wildcard] \ any}

permit {source [source-wildcard]
| any}

3 Router(config)# exit

IP ACL
IP ACL

1 Router(config)# ip access-list IP ACL
extended name

2 Router (config-ext-nacl)# {deny \
permit} protocol source
source-wildcard destination
destination-wildcard [precedence
precedence] [tos tos]

{deny | permit} protocol any any 0.0.0.0 255.255.255.255
0.0.0.0 255.255.255.255

ACL

{deny \ permit} protocol host source source 0.0.0.0
host destination

destination 0.0.0.0
IP ACL

Cisco ONS 15454/15454 SDH/15327
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ML ACL
ACL
ACL ACL 1 ACL
ACL ML
IP ACL ACL 1
16-2
A
Bridge Group Virtual Interface BVI;
IP ACL BVI
IP
16-2 ACL
ip access-group {access-list-number |
name} {in | out}
ONS 15454/15454 SDH/15327

Cisco
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Hl ACLTCAM

ACL TCAM

TCAM sdm access-list ACL TCAM
TCAM ACL p.15-4 16-1 ACL

N

ACL TCAM IP IP L2 TCAM

TCAM

Warning:Programming TCAM entries failed

Please remove last ACL command to re-activate ACL operation.

I<ACL number or name> <IP or IPX> <INPUT_ACL or OUTPUT_ACL> from TCAM group for
!<interface>

Please see the documentation to see if TCAM space can be

increased on this platform to alleviate the problem.

16-1 ACL

Router# show ip access-lists 1
Standard IP access list 1
permit 192.168.1.1
permit 192.168.1.2

Cisco ONS 15454/15454 SDH/15327
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ML
RPR Interconnect DRPRI,
* RPR p.17-2
e RPR CTC
e CiscolOS RPR
e RPR
e RPRLFP p.17-14
. RPR
e DRPRI p.17-20

Cisco ONS 15454/15454 SDH/15327

Resilient Packet Ring RPR;
RPR

p.17-6
p.17-7
p.17-13

p.17-18
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H RPR
RPR
RPR
MAC
IEEE 802.1D Spanning Tree Protocol STP;
IEEE 802.1W Rapid Spanning Tree Protocol RSTP;
SONET/SDH RPR 2
SONET/SDH
ML RPR Service Level Agreement SLA,;
ML Quality of Service QoS;
ML QoS
ML
SONET/SDH
RPR ML Shared Packet Ring SPR;
ML ML
ML
SONET/SDH
ML
2 3 RPR

1

RPR SONET/SDH SONET/SDH
RPR  SONET/SDH SONET/SDH
SONET/SDH
RPR /
RPR
STP  RSTP

i Cisco ONS 15454/15454 SDH/15327
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17-1

RSTP
17-1  RPR
ARUYVEDS

&

Cisco ONS 15454/15454 SDH/15327

RPR
RPR ML

ML
Packet-over-SONET/SDH POS
ML
RPR

RPR
L

ML ') —X RPR m

=
X

INARL—

90649

RPR

STP
RPR
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RPR |

H RPR

RPR
SONET/SDH
ML
50 RPR
SONET/SDH STP RSTP
ML RPR
STP RSTP RPR ML
RPR
POS
ML POS 200
200 POS 200
400
0 200 17-2
17-2 RPR
m oy 97
274N AY b+
me ML &~ 1J—X RPR me
g sv7
N
ML RPR
ML DRPRI ML
ML
50

i Cisco ONS 15454/15454 SDH/15327
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RPR
>
SPR POS
ML
>
ML POS POS RPR
PDI-P PDI-P RDI-P
GFPLFD GFPCSF VCAT LOM VCAT SQM ML
POS PDI-P
MAC VLAN
RPR ML MAC
MAC ML MAC
MAC ID
ML MAC
RPR VLAN LAN STP RSTP STP
RSTP VLAN POS
RPR VLAN VLAN
ML VLAN
255
ML MAC
RPR
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H RPR CTC

RPR CTC
Cisco ONS 15454 Cisco ONS 15454 SDH  RPR 2 ML
1 SPR
ML STS/STM
STS/STM 1 ML POS
2 ML POS
SPR ML
ONS 15454 SONET/SDH Cisco
Transport Controller CTC Transaction Language One TL1 ONS 15454 OC-N
STS/STM

Cisco ONS 15454 Procedure Guide
Cisco ONS 15454 SDH Procedure Guide

ML
e Circuit Routing Preferences Fully Protected Path CTC Circuit
Creation Wizard Fully Protected Path
SONET/SDH RPR SPR
2
e Circuit Routing Preferences Using Required Nodes and Spans
Circuit Routing Preferences
STS/ISTM STS/STM
ML 2
ML 1
Circuit Routing Preference
e ML STS/STM
TL1 Unified Control Plane UCP SCNP Unidirectional

Path Switched Ring UPSR,;

CTC Cisco 10S ML
RPR/SPR
Y
SONET/SDH
SONET/SDH 0 1
1 0 0 0
1 1
Cisco Transport Manager CTM ML
SPR
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Ciscol0OS RPR ||
CiscolOS RPR
ML RPR Cisco 10S CLI
SPR EtherChannel SPR
POS RPR SPR
1 ML 1 SPR
SPR MAC
Cisco 10S SPR
SPR
SPR EtherChannel
SPR POS
channel-group spr-intf-1D
POS SPR
SPR 1 ML SPR
STS/ISTM ML SPR ML SPR
ML
SPR ML
VLAN RPR
~
RPR LEX LEX ML
RPR
1 Router(config)# bridge irb Cisco 10S 1 ML
2 Router(config)# interface spr 1 ML SPR
SPR
SPR 1
3 Router(config-if)# spr station-id ID RPR
station-ID-number SPR
ID
1 254

Cisco ONS 15454/15454 SDH/15327
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W CiscolOS

RPR

4 Router(config-if)# spr wrap RPR
{immediate | delayed}
SONET/SDH
RPR SONET/SDH
immediate BLSR UPSR
MS-SPRing SNCP delayed

immediate

5 Router(config-if)# bridge-group SPR

bridge-group-number

POS

bridge-group-number ~ SPR
6 Router(config-if)# carrier-delay
msec milliseconds 200 SONET/SDH
S
SPR POS
ML
7 Router(config-if)# [no] spr RPR
load-balance {auto | port-based } port-based
POSO
POS 1
auto IP
MAC
Router (config-if) # end EXEC
Router# copy running-config NVRAM RAM
startup-config
SPR 3
SPR POS
SPR SPR

i Cisco ONS 15454/15454 SDH/15327
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CiscolOS RPR

ML 2 POS SPR
ML POS SPR

1 Router(config)# interface pos number
SPR 1 POS
2 Router(config-if)# spr-intf-id POS SPR
shared-packet-ring-number SPR
3 Router(config-if)# carrier-delay
msec milliseconds 200 SONET/SDH
N
msec
4 Router(config-if)# pos trigger SONET/SDH
defect ber sd-b3
POS
POS
RPR
SONET/SDH RPR
RPR POS
5 Router(config-if)# interface pos
number SPR 2 POS
6 Router(config-if)# spr-intf-id POS SPR
shared-packet-ring-number SPR
7 Router(config-if)# carrier-delay
msec milliseconds 200 SONET/SDH
8 Router(config-if)# pos trigger SONET/SDH
defect ber_ sd-b3
POS
POS
RPR
SONET/SDH RPR
RPR POS

Cisco ONS 15454/15454 SDH/15327
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RPR |

Hl CiscolOS RPR

RPR Cisco I0S

9 Router(config-if)# end EXEC
10 Router# copy running-config NVRAM
startup-config
17-3 RPR Cisco I10S 17-1 17-2 17-3
ML POS CTC

SONET/SDH

17-3 RPR

SPRAT—>3rID1

SPRXT—321ID3 m

— — — =CTC TR I

STS [E#&

90986

i Cisco ONS 15454/15454 SDH/15327
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CiscolOS RPR

17-1  SPR ID1

bridge irb

!

interface SPR1
no ip address

no keepalive

spr station-ID 1
hold-queue 150 in
bridge-group 1

!

interface POSO
no ip address
spr-intf-id 1

1

interface POS1
no ip address
spr-intf-id 1

interface Gigabit EthernetO
no ip address

no ip route-cache
bridge-group 1

interface Gigabit Ethernetl
no ip address

no ip route-cache
bridge-group 1

17-2 SPR ID2

bridge irb

!

interface SPR1
no ip address

no keepalive

spr station-ID 2
hold-queue 150 in
bridge-group 1

!

interface POSO
no ip address
spr-intf-id 1

1

interface POS1
no ip address
spr-intf-id 1

interface Gigabit EthernetO
no ip address

no ip route-cache
bridge-group 1

interface Gigabit Ethernetl
no ip address

no ip route-cache
bridge-group 1

Cisco ONS 15454/15454 SDH/15327
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Hl CiscolOS RPR

17-3 SPR ID3

bridge irb

!

interface SPR1
no ip address
no keepalive

spr station-ID 3
hold-queue 150 in
bridge-group 1

!

interface POSO
no ip address
spr-intf-id 1

1

interface POS1
no ip address
spr-intf-id 1

interface Gigabit EthernetO
no ip address

no ip route-cache
bridge-group 1

interface Gigabit Ethernetl
no ip address

no ip route-cache
bridge-group 1

Cisco ONS 15454/15454 SDH/15327
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RPR

RPR

RPR show interface spr show run interface spr
17-4

17-4 RPR

Router# show interfaces spr 1

SPR1 is up, line protocol is up

Hardware is POS-SPR, address is 0005.9a39.714a (bia 0000.0000.0000)
MTU 1500 bytes, BW 1244160 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ONS15454-G1000, loopback not set
Keepalive not set

DTR is pulsed for 33391 seconds on reset

ARP type: ARPA, ARP Timeout 04:00:00

No. of active members in this SPR interface: 2
Member 0 : POSO

Member 1 : POS1

Last input never, output never, output hang never
Last clearing of "show interface" counters never

Input queue: 0/150/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo

Output queue: 0/80 (size/max)

5 minute input rate 1000 bits/sec, 2 packets/sec

5 minute output rate 2000 bits/sec, 4 packets/sec
1014 packets input, 96950 bytes

Received 0 broadcasts (0 IP multicast)

0 runts, 0 giants, 0 throttles

0 parity

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 input packets with dribble condition detected

1640 packets output, 158832 bytes, 0 underruns

0 output errors, 0 applique, 9 interface resets
babbles, 0 late collision, 0 deferred

lost carrier, 0 no carrier

output buffer failures, 0 output buffers swapped out
carrier transitions

o O O o

Cisco ONS 15454/15454 SDH/15327
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H RPRLFP

RPR LFP

Link Fault Propagation LFP; ML
RPR
LFP
LFP
40 LFP
1

17-4  LFP
17-4 RPR

NT JL—4

D) oI EER

ML —X A—KDTARE—
A3 —T4R

%W- @

(== ML <Y —X RPR

===

f

S)—ZX A—KORL—T
N A7 =14 R
7L EELEY VI BE
AN

|
><
ewytx R4 vFEEY
& @

TR IL—4

|
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131696
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RPR LFP
LFP CDP
LFP CDP
CDP
LFP
LFP
LFP
. ML
J RPR
i LFP
RPR LFP
200
CiscoIOS RPR p.17-7
LFP
J 50
50 200

600
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N LFP

LFP

17-4 pl7-14  LFP RPR LFP
1. ML

2. ML

LFP

1 Router# interface gigabit
ethernet number

2 Router(config-if)# link-fault
rpr-master

no
3 Router(config-if)# no shutdown
4 Router (config)# end EXEC
5 Router# copy running-config TCC2/TCC2P
startup-config
LFP ML
RPR ML
1 Router# interface [gigabit
ethernet | fastethernet] number
2 Router(config-if)# link-fault
rpr-slave
no
3 Router(config-if)# no shutdown
Router (config)# end EXEC
Router# copy running-config TCC2
startup-config

Cisco ONS 15454/15454 SDH/15327
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LFP ||
LFP

LFP

e ML

e RPR ML 5.0

e DRPRI ML LFP DRPRI LFP

e ML

e RPR 1

e RPR

LFP
CTC CARLOSS
CTC LFP CARLOSS
Cisco ONS 15454 Troubleshooting Guide Alarm Troubleshooting
Cisco ONS 15454 SDH Troubleshooting Guide Alarm Troubleshooting
Cisco 10S
show controller show interface
LFP
LFP show link-fault
LFP LFP
17-5
17-5 LFP

Router# show link-fault
Link Fault Propagation Configuration:
LFP Config Mode : LFP_SLAVE
LFP Master State : LFP_STATUS_DOWN
Interfaces configured for LFP:
FastEthernet0 (down)

Cisco ONS 15454/15454 SDH/15327
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RPR
Cisco ML RPR
DRPRI RSTP
2
ML DRPRI 2
200 ML
Multiprotocol Label Switching MPLS;
2
12 3
ML1000-2 ID RPR 1
17-5 A B SPR ID
C D ID RPR
IP DRPRI
ML1000-2
17-5 RPR

P B
JL—2 100 --
N0 = e/

=

ML1000-2
IRk
ﬂ%

Q' ]i(—GEC—>i[ |
, ML1000-2 | o | ML1000-2 ’
= . =¥ ‘= [ ==

e

N
~
~

e MIRE £4—RF  mIRE

.
91475
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RPR
DRPRI
e 4 ML1000-2
e 4 ML1000-2 VLAN
e ML1000-2 SPR ID
. SPR
e DRPRI 1 DRPRI
RSTP  STP
e 4 ML1000-2 DRPRI
Gigabit EtherChannel GEC GEC
DRPRI GEC
e DRPRI GEC
GEC
. DRPRI
e DRPRI 2 RPR
. DRPRI STP RSTP
. DRPRI 4 ML
e QinQ DRPRI DRPRI
QinQ
. DRPRI
ML DRPRI
DRPRI
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Hl DRPRI
DRPRI 2 ML 1 RPR 2
RPR 1 1 RPR 2 RPR 17-5
2 RPR 4 ML1000-2 DRPRI DRPRI
1. DRPRI
2. SPR
a. 1D
b. DRPRIID 0 1
3. SPR
GEC
GEC
DRPRI
Router (config)# bridge crb
Router (config)# bridge 4 ML1000-2
bridge-group-number protocol DRPRI
drpri-rstp
4
Router (config)# interface spr 1 RPR SPR
SPR SPR
SPR 1
Router (config-if)# spr station-ID 2
station-ID-number
ID
ID 1
254
Router (config-if)# spr drpri-ID {0 | |DRPRI ID 0 1 DRPRI
1) ML1000-2
Router (config-if)# interface spr SPR
shared-packet-ring-subinterface-numb
er
Router (config-subif)# encapsulation SPR IEEE
dotlqg vlan-ID 802 lQ
Router (config-subif)# bridge-group SPR

bridge-group-number

i Cisco ONS 15454/15454 SDH/15327
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10

1"

12

13

14

15

16

17
18

DRPRI

Router (config)# interface
port-channel channel-number

GEC

Router (config-if)# interface Gigabit
Ethernet number

GEC

Router (config-if)# channel-group
channel-number

GEC

EtherChannel

Router (config-if)# interface Gigabit
Ethernet number

GEC

Router (config-if)# channel-group
channel -number

GEC

EtherChannel

Router (config-subif)# interface
port-channel
channel-sub-interface-number

GEC

Router (config-subif)# encapsulation
dotlqg vlian-ID

VLAN ID
VLAN ID 1D

IEEE 802.1Q
7

Router (config-subif)# bridge-group
bridge-group-number

GEC

Router (config-if)# end

EXEC

Router# copy running-config
startup-config

NVRAM

Cisco ONS 15454/15454 SDH/15327
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H DRPRI

DRPRI I0S

17-5 p.17-18 RPR 17-6 17-7 17-8
17-9
17-6 ML A

hostname ML-Series A
bridge crb
bridge 100 protocol drpri-rstp

interface Port-channell

no ip address

no ip route-cache
hold-queue 300 in

interface Port-channell.l
encapsulation dotlQ 10
no ip route-cache
bridge-group 100

interface SPR1

no ip address

no keepalive

spr station-ID 1
hold-queue 150 in

interface SPR1.1
encapsulation dotlQ 10
bridge-group 100

interface Gigabit EthernetO
no ip address

no ip route-cache
channel-group 1

interface Gigabit Ethernetl
no ip address

no ip route-cache
channel-group 1

interface POSO

no ip address
spr-intf-id 1
crc 32

interface POS1

no ip address
spr-intf-id 1
crc 32

ip classless
no ip http server

Cisco ONS 15454/15454 SDH/15327
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DRPRI

17-7 ML B

hostname ML-Series B
bridge crb
bridge 100 protocol drpri-rstp

interface Port-channell
no ip address

no ip route-cache
hold-queue 300 in

interface Port-channell.l
encapsulation dotlQ 10
no ip route-cache
bridge-group 100

interface SPR1

no ip address

no keepalive

spr station-ID 1
spr drpr-ID 1
hold-queue 150 in

interface SPR1.1
encapsulation dotlQ 10
bridge-group 100

interface Gigabit EthernetO
no ip address

no ip route-cache
channel-group 1

interface Gigabit Ethernetl
no ip address

no ip route-cache
channel-group 1

interface POSO

no ip address
spr-intf-id 1
crc 32

interface POS1

no ip address
spr-intf-id 1
crc 32

ip classless
no ip http server
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H DRPRI

17-8 ML C

hostname ML-Series C
bridge crb
bridge 100 protocol drpri-rstp

interface Port-channell
no ip address

no ip route-cache
hold-queue 300 in

interface Port-channell.l
encapsulation dotlQ 10
no ip route-cache
bridge-group 100

interface SPR1

no ip address

no keepalive

spr station-ID 2
hold-queue 150 in

interface SPR1.1
encapsulation dotlQ 10
bridge-group 100

interface Gigabit EthernetO
no ip address

no ip route-cache
channel-group 1

interface Gigabit Ethernetl
no ip address

no ip route-cache
channel-group 1

interface POSO

no ip address
spr-intf-id 1
crc 32

interface POS1

no ip address
spr-intf-id 1
crc 32

ip classless
no ip http server
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DRPRI

17-9 ML D

hostname ML-Series D
bridge crb
bridge 100 protocol drpri-rstp

interface Port-channell
no ip address

no ip route-cache
hold-queue 300 in

interface Port-channell.l
encapsulation dotlQ 10
no ip route-cache
bridge-group 100

interface SPR1

no ip address

no keepalive

spr station-ID 2
spr drpr-ID 1
hold-queue 150 in

interface SPR1.1
encapsulation dotlQ 10
bridge-group 100

interface Gigabit EthernetO
no ip address

no ip route-cache
channel-group 1

interface Gigabit Ethernetl
no ip address

no ip route-cache
channel-group 1

interface POSO
no ip address
spr-intf-id 1
crc 32

interface POS1
no ip address
spr-intf-id 1

crc 32

ip classless
no ip http server

DRPRI

DRPRI show bridge verbose DRPRI
17-10

17-10 show bridge verbose

Router# show bridge bridge-group-number verbose
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H DRPRI
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ML Ethernet over Multiprotocol Label Switching EoMPLS
e EOMPLS p.18-2
e EOMPLS p.18-6
¢ EOMPLS p.18-12
e EOMPLS p.18-15
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W EomPLS
EoMPLS
EoMPLS MPLS 3
Protocol Data Unit PDU;
MPLS MPLS
EoMPLS Internet Engineering Task Force IETF;
Martini
draft-martini-12circuit-encap-mpls-01 draft-martini-12circuit-transport-mpls-05
EoMPLS MPLS
VLAN LAN
Provider Edge Customer-Leading Edge PE-CLE Customer Edge
CE; 2
18-1 EoMPLS
ML RPR Cisco GSR 12000
PE-CLE ML
ML RPR CE
18-1 EoMPLS
MPLS MPLS
359 KRICELTWLS 75 FRICELTWLS

Lo8—T14& __—  —  fUBA—TIAfR
S (= =)

a7 MPLS

.. GSR 12000

CE . N CE
N .
PE-CLE PE-CLE §
EoMPLS ML
3 ML
MPLS EoMPLS
e ML CE
PE-CLE ML PE-CLE
EoMPLS
e ML ML PE-CLE
RPR RPR/SPR POS
MPLS IP
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EoMPLS ||
e ML MPLS
MPLS
MPLS Cisco GSR 12000
MPLS SPR MPLS
EoMPLS PE-CLE
Label Distribution Protocol LDP;
LSP Virtual Circuit VC;
VC 1 2 LSP LSP 2
EOMPLS 2 2
VvC VvVC LSP
PE-CLE PE-CLE PE-CLE
VC VC PE-CLE
VC ID VC
PE-CLE VCID VC
ML EoMPLS VC MPLS IEEE 802.1Q VLAN
VC 5 VC 4 MPLS
VLAN VvC 5 mpls I2transport route
ML PE-CLE ML
PE-CLE
VC 4 VLAN
EoMPLS PE-CLE VLAN
VLAN PE-CLE
EoMPLS
ML EoMPLS
e EOMPLS
e MPLS SPR
e Class of Service CoS; MPLS experimental EXP
IEEE 802.1p
J PE-CLE ML time-to-live
255
o PE-CLE ML VC S VC
e EOMPLS RPR RPR
EoMPLS
e EOMPLS GFP-F HDLC RPR
e Ethernet over MPLS Cisco Any Transport over MPLS  AToM
e EOMPLS ML MPLS
EoMPLS
p.3-14
RPR ML MPLS
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EoMPLS |

W EomPLS
EoMPLS
ML EoMPLS
. ID
. VC 1 ML VC
. MPLS
e EOMPLS
e Maximum Transmission Unit MTU;
. LDP
MTU MPLS
MTU 2 PDU
EoMPLS QoS
EXP 3 MPLS IETF
MPLS MPLS EXP
ML VLAN IEEE 802.1P MPLS EXP
MPLS EXP 0
2CoS MPLSEXP set mpls experimental
802.1p MPLS EXP
ML EoMPLS Quality of Service QoS;
EXP
RPR CoS dotlp
CoS EXP
EXP
RPR CoS
ML EoMPLS Cisco Modular QoS CLI MQC; QoS
ML QoS
MQC 18-1 ML
MQC

i Cisco ONS 15454/15454 SDH/15327
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18-1

EoMPLS QoS

EoMPLS

MQC match

MQC

match cos
match ip precedence
match ip dscp

match vlan

police cir cir-burst [pir-bust pir pir
conform [set-mpls-exp | exceed
[set-mpls-exp] [violate set-mpls-exp]

match mpls exp

bandwidth {bandwidth-kbps | percent
percent}

priority kbps

[set-mpls-exp]

match mpls exp

bandwidth {bandwidth-kbps | percent
percent}

priority kbps

set-cos cos-value

Cisco ONS 15454/15454 SDH/15327
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18 EoMPLS |
W EomPLS
EoMPLS
EoMPLS ML
EoMPLS
e PE-CLE VC 4 p.18-6  VC VC 5
e PE-CLE VC 5 p.18-8  VC VC 5
e PE-CLESPR EoMPLS p.18-10
e MPLS p.18-10
J EXP p.18-11
EoMPLS
EoMPLS
J ML 1P
e LDP Tag Distribution Protocol TDP;
e EOMPLS ML LDP EoMPLS
VC
e MPLS Intermediate System-to-Intermediate System 1S-1S Open
Shortest Path First OSPF Interior Gateway Protocol 1GP;
e IP PE-CLE ML SPR
PE-CLE vC 4
EoMPLS VC 4 5
A C Gige 0.1 18-2 p.18-12 VC 4
VC 4 EOMPLS p.18-2
VC 4 2 PE-CLE ML IEEE 802.1Q VLAN
VC 4
1 Router(config)# mpls label protocol 1dp |LDP LDP
LDP ML
LDP TDP EOMPLS
2 Router(config)# interface loopbackO
3 Router(config-if)# ip address IP
ip-address 255.255.255.255 P EoMPLS

i Cisco ONS 15454/15454 SDH/15327
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EoMPLS
EoMPLS
4 Router(config)# interface
{GigabitEthernet | FastEthernet} CE
interface-number.sub-interface- number
VLAN
5 Router(config-subif)# no ip address IP P
6 Router(config-subif)# encapsulation 802.1g VLAN
dotlQ vlan-id VLAN ID CE
VLAN ID
7 Router (config-subif)# mpls l2transport VLAN EoMPLS  dotlQ VLAN
route destination ve-id mpls I2transport route xconnect
) ) ) VLAN
xconnect destination vc-id
encapsulation mpls EOMPLS
mpls I2transport route VC VLAN
LDP
e destination VC PE-CLE
ML IP
e vc-id VvC
VCID VC
VC VCID
xconnect 802.1q VLAN
encapsulation mpls
MPLS

~

xconnect mpls I2transport route

s

EoMPLS
I2transport route destination vc-id
destination vc-id encapsulation mpls

no mpls

no xconnect

8 Router(config-subif)# end

EXEC

9 Router# show mpls l2transport vc

10 Router# copy running-config startup-config

Cisco ONS 15454/15454 SDH/15327
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18 EoMPLS |
W EomPLS
PE-CLE VC 5
EoMPLS VC 4 5
A C Gige 1 18-2 p.18-12 VvC 5
VC 5 EoMPLS p.18-2
VC 5 2 PE-CLE ML
VvC 5
1 Router(config)# mpls label protocol 1ldp LDP LDP
LDP ML
LDP TDP
EoMPLS
2 Router(config)# interface loopbackO
3 Router(config-if)# ip address ip-address IP
255.255.255.255 IP EoMPLS
4 Router(config)# interface {GigabitEthernet
| FastEthernet} interface-number
5 Router(config-if)# no ip address IP IP

Cisco ONS 15454/15454 SDH/15327
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EoMPLS | |

Router (config-subif)# mpls l2transport
route destination vc-id

xconnect destination vc-id encapsulation
mpls

VLAN EoMPLS VLAN  mpls I2transport
route xconnect
VLAN
EoOMPLS
mpls I12transport route VC VLAN
LDP
e destination VC PE-CLE
ML IP
e vc-id VC
VC ID VC
VC
VC ID
xconnect 802.1q VLAN
encapsulation mpls
MPLS
N
xconnect mpls I2transport route
N
EoMPLS no mpls

I2transport route destination vc-id
no xconnect destination vc-id encapsulation mpls

7

Router (config-subif)# end

EXEC

8

Router# show mpls l2transport vc

9

Router# copy running-config startup-config

Cisco

ONS 15454/15454 SDH/15327
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18 EoMPLS

W EomPLS

PE-CLE SPR EoMPLS

RPR  MPLS EoMPLS PE-CLE
ML SPR
A C
SPR1 18-2 p.18-12

MPLS SPR

1 Router(config)# mpls label LDP LDP
protocol 1ldp

LDP ML
LDP TDP EOMPLS

2 Router(config)# interface spr 1 RPR

3 Router(config-if)# ip address 1P MPLS RPR
ip-address mask

4 Router(config-if)# mpls ip SPR

5 Router(config-if)# end

6 Router# copy running-config
startup-config

MPLS

RPR ML
MPLS
SPR
GigE 0 18-2 p.18-12

MPLS EOMPLS

1 Router(config)# bridge |IEEE802.1D
bridgefgfoupfnumber protocol IEEE802.1W
{rstp | ieee}

2 Router(config)# interface
{GlgabltEthernet | FastEthernet} ML MPLS
interface-number

3 Router(config-if)# bridge-group
bridge-group-number

Cisco ONS 15454/15454 SDH/15327
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| 18 EoMPLS

EoMPLS

Router (config-if)# no shutdown

Router (config)# interface
spr l.subinterface-number

ML

SPR

Router (config-if)# bridge-group
bridge-group-number

Router (config-if)# end

EXEC

Router# copy running-config
startup-config

EXP

EoMPLS 3
ML
VC

EXP

EXP

QoS

QoS
EXP

Router (config) # class-map
class-name

Router (config-cmap) # match any

Router (config-cmap) #end

Router (config)# policy-map
policy-name

Router (config-pmap) # class
class-name

class-map

Router (config-pmap-c)# set mpls
experimental imposition value

MPLS

Router (config)# interface
GigabitEthernet interface-number

interface FastEthernet
interface-number

Router (config-if)# service-policy
input policy-name

Cisco ONS 15454/15454 SDH/15327
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18 EoMPLS |

W EomPLS
EoMPLS
18-2 18-1
18-2 18-3 18-4 ML
EoMPLS
18-2 EOoMPLS

ML) —X AH—KB GSR 12000 ——"  ——_GSR12000 ML <YJ—X A#—FKD

== ==
< s

a7 MPLS

- @

. ‘> N
. ~
’ ﬁ N
, N
\

g? GigE s
N c;5 74
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18 EoMPLS

EoMPLS

18-1 ML A

microcode mpls

ip subnet-zero

no ip domain-lookup

1

mpls label protocol 1ldp
!

interface Loopback0

ip address 10.10.10.10 255.255.255.255
1
interface SPR1

ip address 100.100.100.100 255.255.255.0
no keepalive
spr station-id 1

mpls ip

hold-queue 150 in

!
interface GigabitEthernetO

no ip address

!
interface GigabitEthernet0.1
encapsulation dotlQ 10

mpls l2transport route 3.3.3.3 1
!

interface GigabitEthernetl

no ip address

mpls l2transport route 4.4.4.4 2
1

interface POSO

no ip address

spr-intf-id 1

crc 32

!

interface POS1

no ip address

spr-intf-id 1

crc 32

router ospf 1
log-adjacency-changes

network 1.1.1.0 0.0.0.255 area O
network 10.10.10.0 0.0.0.255 area 0
!

ip classless
no ip http server

18-2 ML B

bridge 10 protocol ieee
1

!

interface SPR1

no ip address

no keepalive
bridge-group 10
hold-queue 150 in

!

interface GigabitEthernetO
no ip address
bridge-group 10

Cisco ONS 15454/15454 SDH/15327
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18 EoMPLS |

W EomPLS

18-3 ML C

microcode mpls

ip subnet-zero

no ip domain-lookup

1

mpls label protocol 1ldp
!

interface Loopback0

ip address 20.20.20.20 255.255.255.255
1
interface SPR1

ip address 100.100.100.100 255.255.255.0
no keepalive

spr station-id 4

mpls ip

hold-queue 150 in

!
interface GigabitEthernetO

no ip address

!
interface GigabitEthernet0.1
encapsulation dotlQ 10

mpls l2transport route 1.1.1.1 1
!
interface GigabitEthernetl

no ip address

mpls l2transport route 2.2.2.2 2
1

interface POSO

no ip address

spr-intf-id 1

crc 32

!

interface POS1

no ip address

spr-intf-id 1

crc 32

!

router ospf 1
log-adjacency-changes

network 1.1.1.0 0.0.0.255 area O
network 10.10.10.0 0.0.0.255 area 0
!

ip classless

no ip http server

18-4 ML D

bridge 20 protocol ieee
!

!

interface SPR1

no ip address

no keepalive
bridge-group 20
hold-queue 150 in

1

interface GigabitEthernetO
no ip address
bridge-group 20

Cisco ONS 15454/15454 SDH/15327
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EoMPLS

18-2 EoMPLS

18-2

EoMPLS

EXEC

show mpls l2transport vc EoMPLS
show mpls l2transport vc detail EoMPLS
show mpls l2transport vc vec-id EoMPLS

Cisco ONS 15454/15454 SDH/15327
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W EomPLS
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ML

CHAPTER 1

ML
o p.19-1
e ML p.19-2
e ML p.19-2
e ML SSH p.19-3
e ML RADIUS p.19-6
¢ RADIUS p.19-7
¢ RADIUS p.19-9
ML
ML ONS
Cisco Transport Controller CTC Transaction Language One TL1

Cisco 10S
e Cisco I0S
e Secure Shell SSH
e Authentication, Authorization, Accounting AAA; /Remote

Authentication Dial-In User Service  RADIUS ~ AAA/RADIUS
e Cisco 10S Cisco 10S

[p.3-9]
CTC TL1

* AAA/RADIUS

Cisco ONS 15454/15454 SDH/15327
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19 ML

N m
RJ-11 ML
Cisco 10S
Cisco 10S

CTC TL1 CTC

ML 10S

Enable Console Port Access Apply
Superuser
TL1 Cisco ONS SONET TL1 Command Guide
ML Cisco I0S Release 12.2(25)S Cisco I0S Release 12.3(4)T
Cisco 10S Telnet SSH
HTTP ML
ML vty
Cisco I0OS CLI

http://www.cisco.com/en/US/products/sw/iosswrel/ps1838/products_feature_guides_list.ntml Cisco
I0S Release 12.2(25)S Cisco 10S Login Enhancements

Cisco ONS 15454/15454 SDH/15327
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http://www.cisco.com/en/US/products/sw/iosswrel/ps1838/products_feature_guides_list.html

ML ssH W

SSH
e SSH p.19-3
e SSH p.19-3
e SSH p.19-6
SSH Cisco 10S Security Configuration Guide, Cisco 10S Release 12.2
Configuring Secure Shell SSH Configuration Examples URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf.htm
N
URL Cisco 10S
Release 12.2
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.
SSH
ML SSH 1 SSHv1l 2 SSHv2
SSHv2 SSHv1 ML
SSH SSH SSH 2 ML
SSH SSH Cisco
10S SSH SSH
SSH Telnet ML
SSH Telnet
SSH Cisco 10S
ONS SSH SSH ONS Cisco 10S CLI
SSH ML
N
SSH ML Telnet
transport input ssh vty
Telnet
SSH
o p.19-4
e SSH ML p.19-4
e SSH p.19-5

Cisco ONS 15454/15454 SDH/15327
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19 ML

N m SSH
ML SSH
e AAA AAA
AAA p.19-13
e SSHvl Rivest, Shamir, and Adelman RSA SSH v2
e crypto key generate rsa CLI
RSA
crypto key generate rsa SSH
ML p.19-4
e RSA No host name specified
hostname
e RSA No domain specified
ip domain-name
IP
SSH ML
SSH ML
1. ML IP
2. ML RSA SSH
3.
IP RSA EXEC
Router #configure terminal
Router (config)# hostname hostname ML
Router (config)# ip domain-name ML
domain_name
Router (config)# crypto key generate ML
rsa SSH RSA
RSA
512
5 Router (config)# ip ssh timeout seconds 120
0 120 SSH
ML CLI
CLI
5 SSH
0 4 CLI
10

i Cisco ONS 15454/15454 SDH/15327
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| 19 ML
ML ssH W
6 Router (config)# ip ssh
authentication-retries number 3 0 5
7 Router (config)# end EXEC
8 Router # show ip ssh SSH
Router # show ssh ML SSH
9 Router # show crypto key mypubkey rsa ML RSA
10 Router # copy running-config
startup-config
RSA crypto key zeroize rsa
RSA SSH
SSH
SSH EXEC
1 Router # configure terminal
2 Router (config)# ip ssh version [1 | 2] SSH 1 SSH 2
ML
e 1—SSH 1 ML
e 2—SSH 2 ML
SSH SSH
SSH
SSH SSHv1 SSHv2
SSH SSHv2
3 Router (config)# ip ssh timeout seconds 120
0 120 SSH
ML CLI
CLI
5 SSH
0 4 CLI
10
4 Router (config)# ip ssh
authentication-retries number 3 0 5
5 Router (config)# end EXEC

Cisco ONS 15454/15454 SDH/15327
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19 ML

b m RADIUS

6 Router # show ip ssh

Router # show ssh

SSH

ML SSH

7 Router # copy running-config
startup-config

SSH no ip ssh {timeout | authentication-retries}
SSH
SSH 19-1 1 EXEC
19-1 SSH
show ip ssh SSH
show ssh SSH
Cisco 10S Security Command Reference, Cisco 10S Release 12.2
Other Security Features Secure Shell Commands URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/fothercr.htm
RADIUS /
RADIUS
RADIUS
Cisco RADIUS
ONS 15454 ONS 15454 SDH ONS 15327 ONS 15310-CL ONS 15600 Cisco
RADIUS ML RADIUS
ML RADIUS RADIUS
ML RADIUS

ONS
RADIUS

Data Communication Network DCN;

i Cisco ONS 15454/15454 SDH/15327
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RADIUS ||
RADIUS ML RADIUS CTC TL1
ML ONS 15454 ONS 15454 SDH AAA/RADIUS
RADIUS RADIUS
ONS ONS
Security
RADIUS ML RADIUS
RADIUS ML ONS
AAA/RADIUS Cisco 10S CLI
AAA/RADIUS Cisco 10S CLI
ML Timing, Communications, and
Control TCC2/TCC2P IP IP RADIUS
ML RADIUS
TCC2/TCC2P  RADIUS RADIUS IP
ML RADIUS IP
RADIUS ML ML
IOSCLI  show run TCC2/TCCP IP
IP
IP 1860 1869
1870 1879
IP 1 CTC IP CTC RADIUS
IP ML
ML 10S CLI show run
N
10
1
RADIUS
CTC TL1 CTC RADIUS
ML Enable RADIUS Relay
Apply Superuser
TL1 Cisco ONS SONET TL1 Command Guide

Cisco ONS 15454/15454 SDH/15327
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19 ML |
H RADIUS
Py
ML RADIUS Cisco 10S
AAA/RADIUS AAA/RADIUS
ML Cisco 10S
Py
ML Cisco 10S copy running-config startup-config
RADIUS Cisco 10S
CTC Enable RADIUS Relay
RADIUS
Enable RADIUS Relay
Apply Enable RADIUS Relay Apply
ML ML
RADIUS

i Cisco ONS 15454/15454 SDH/15327
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RADIUS ||
ML RADIUS Cisco Catalyst RADIUS
Cisco I0S CLI
ML RADIUS
RADIUS AAA AAA
S
RADIUS ML
Cisco 10S RADIUS RADIUS
A
Cisco 10S Security Command Reference, Release 12.2
e RADIUS p.19-9
¢ RADIUS p.19-9
e RADIUS p.19-10
e RADIUS p.19-23
RADIUS
RADIUS ML
1.
RADIUS
3. RADIUS
a. ACCEPT —
b. REJECT —
ACCEPT REJECT EXEC
RADIUS RADIUS
RADIUS ACCEPT REJECT

e Telnet SSH rlogin
i IP

Cisco ONS 15454/15454 SDH/15327
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19 ML |
Ml RADIUS
RADIUS
RADIUS ML
RADIUS
RADIUS
ML vty
RADIUS
e RADIUS p.19-10
e RADIUS p.19-10
e AAA p.19-13
e AAA p.19-15
. RADIUS p.19-17
¢ RADIUS p.19-18
e RADIUS nas-ip-address p.19-19
. RADIUS p.19-20
. RADIUS ML p.19-21
. RADIUS ML p.19-22
RADIUS
RADIUS AAA
RADIUS
RADIUS Cisco 10S CLI ML
RADIUS
ML RADIUS
i IP
RADIUS IP UDP
IP UDP IP UDP
AAA RADIUS
UDP
IP RADIUS
RADIUS 2
2
ML 2

i Cisco ONS 15454/15454 SDH/15327
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RADIUS | |
AAA RADIUS RADIUS
ML
RADIUS ONS ML
ML
NE
~
RADIUS
RADIUS p.19-20
N
ML
ML
AAA
ML AAA p.19-15
RADIUS EXEC

Cisco ONS 15454/15454 SDH/15327 ]
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H RADIUS

1 Router # configure terminal

Router (config)# aaa new-model AAA
Router (config)# radius-server host RADIUS IP
{hostname | ip-address} [auth-port
port-number] [acct-port port-number]
[timeout seconds] [retransmit . auth-port port-number UDP
retries] [key string]
o acct-port port-number
UDP
. timeout seconds RADIUS
1 1000 radius-server
timeout
radius-server host
radius-server timeout
. retransmit retries
RADIUS
1 1000 radius-server
host
radius-server retransmit
. key string RADIUS
RADIUS
N
RADIUS
radius-server host
1 IP
UDP
RADIUS
4 Router (config)# end EXEC

Router# show running-config

Router# copy running-config
startup-config

RADIUS

no radius-server host hostname | ip-address

i Cisco ONS 15454/15454 SDH/15327
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RADIUS RADIUS

Switch(config)# radius-server host 172.29.36.49 auth-port 1612 key radl
Switch(config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

RADIUS host1

Switch(config)# radius-server host hostl

RADIUS IP
RADIUS
AAA
AAA
default
1

AAA Cisco 10S Security Configuration Guide, Release 12.2

Authentication, Authorization, and Accounting AAA URL

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_installation_and_configuration_guides_|
ist.html

EXEC

1 Router# configure terminal

2 Router (config)# aaa new-model AAA

Cisco ONS 15454/15454 SDH/15327
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19 ML

H RADIUS

3 Router (config)# aaa authentication
login {default | list-name} methodl
[method2. ..]

login authentication

default

list-name

method1...

enable —
enable password

group radius — RADIUS

RADIUS
RADIUS p.19-10
line —
password password
local —
username name password
local-case —
username
password
none —
4 Router (config)# line [console | tty
| vty] Iline-number
[ending-1ine-number]
5 Router (config-line)# login
authentication {default | list-name}
e default aaa authentication login
e list-name aaa authentication login
Router (config)# end EXEC

Router# show running-config

Router# copy running-config
startup-config

i Cisco ONS 15454/15454 SDH/15327
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RADIUS ||
AAA no aaa new-model
AAA no aaa authentication login {default | list-name}
methodl [method?2...]
RADIUS no login authentication {default |
list-name}
AAA
AAA
ML
IP
IP UDP
AAA RADIUS
RADIUS 2
2
server
IP auth-port
acct-port
AAA RADIUS
EXEC

1 Router# configure terminal

2 Router (config)# aaa new-model AAA

Cisco ONS 15454/15454 SDH/15327
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19 ML |

H RADIUS
3 Router (config)# radius-server host RADIUS IP
{hostname | ip-address} [auth-port
port-number] [acct-port port-number]
[timeout seconds] [retransmit ° auth-port port-number UDP
retries] [key string]
J acct-port port-number
UDP
. timeout seconds RADIUS
1 1000 radius-server
timeout
radius-server host
radius-server timeout
. retransmit retries
RADIUS
1 1000 radius-server
host
radius-server retransmit
. key string RADIUS
RADIUS
>
RADIUS
radius-server host
1 IP
UDP
RADIUS
4 Router (config)# aaa group server AAA
radius group-name
ML
5 Router (config-sg-radius)# server RADIUS
ip-address AAA RADIUS
2
Router (config-sg-radius)# end EXEC
Router # show running-config

Cisco ONS 15454/15454 SDH/15327
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RADIUS

8 Router # copy running-config
startup-config

9 RADIUS

AAA
p.19-13

RADIUS

no radius-server host hostname | ip-address

no aaa group server radius group-name

RADIUS

ML

groupl

Switch(config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646

(

(

Switch(config)# aaa new-model
Switch(config)# aaa group server
Switch(config-sg-radius)# server
Switch(config-sg-radius)# exit
Switch(config)# aaa group
Switch(config-sg-radius) #
Switch(config-sg-radius)#

server
server
exit

AAA
ML
ML
RADIUS
1 ML
priv-lvl priv-lvl 0
15
ML
CISCO15 Auth-Type := Local, User-
Service-Type = Login,
Session-Timeout = 100000,

Cisco-AVPair =

aaa authorization
EXEC

Cisco ONS 15454/15454 SDH/15327

"shell:priv-1lvl=1"

IP no server ip-address
2 RADIUS groupl group2
RADIUS 2
2
radius groupl
172.20.0.1 auth-port 1000 acct-port 1001
radius group2
172.20.0.1 auth-port 2000 acct-port 2001
RADIUS
AAA
priv-Ivi
RADIUS
1 ML
EXEC
RADIUS
Password == "otbu+l"

radius

[ 78-16906-01-J
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H RADIUS

aaa authorization exec radius local

e RADIUS EXEC RADIUS
. RADIUS
S
CLI
EXEC RADIUS
EXEC
1 Router# configure terminal
2 Router (config)# aaa authorization
network radius RADIUS ML
83 Router (config)# aaa authorization EXEC RADIUS
exec radius
ML
exec
autocommand
4 Router (config)# end EXEC

Router# show running-config

Router# copy running-config
startup-config

no aaa authorization {network | exec} method1

RADIUS
AAA
AAA
AV
Cisco 10S
EXEC

ML
RADIUS
Attribute-Value

RADIUS

1 Router# configure terminal

2 Router (config)# aaa accounting
network start-stop radius

RADIUS

3 Router (config)# aaa accounting exec |RADIUS
start-stop radius EXEC

i Cisco ONS 15454/15454 SDH/15327
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RADIUS

Router (config)# end

EXEC

Router# show running-config

Router# copy running-config
startup-config

method1...

no aaa accounting {network | exec} start-stop

RADIUS nas-ip-address
RADIUS ML ML
nas-ip-address RADIUS
Cisco 10S CLI RADIUS ONS ML
ML
nas-ip-address RADIUS
nas-ip-address ip radius-source
Cisco 10S
1P
IP
nas-ip-address EXEC
1 Router# configure terminal
2 Router (config)# [no] ip radius RADIUS 4 nas-ip-address IP
nas-ip-address {hostname |
ip-address}
ONS ML 1
ONS
IP RADIUS
nas-ip-address
Router (config)# end EXEC
Router# show running-config
Router# copy running-config
startup-config

Cisco ONS 15454/15454 SDH/15327
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19 ML

H RADIUS

1
2

RADIUS

ML
EXEC

RADIUS

Router# configure terminal

Router (config)# radius-server key

string

ML

¢

RADIUS

RADIUS

Router (config)# radius-server
retransmit retries

ML

1000

RADIUS

Router (config)# radius-server
timeout seconds

ML

RADIUS

1 1000

Router (config)# radius-server
deadtime minutes

RADIUS

RADIUS
[dead]
RADIUS

[dead]

0 0 1440

[dead]

Router (config)# end

EXEC

Router# show running-config

Router# copy running-config
startup-config

no

i Cisco ONS 15454/15454 SDH/15327
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| 19 ML

RADIUS ||
RADIUS ML
Internet Engineering Task Force IETF;
Vendor-Specific Attribute VSA 26 ML RADIUS
VSA
RADIUS
1 ID 9
1 cisco-avpair
protocol : attribute sep value *
protocol attribute  value
Terminal Access Controller Access Control System Plus TACACS+
AV sep = * TACACS+
RADIUS
AV IP PPP Internet Protocol

Control Protocol IPCP IP
cisco-avpair= ”ip:addr-pool=first™

RADIUS VLAN
cisco-avpair= ”tunnel-type (#64)=VLAN(13)”
cisco-avpair= ”tunnel-medium-type (#65)=802 media(6)”
cisco-avpair= ”tunnel-private-group-ID(#81)=vlanid”

ASCII Access Control List ACL,;

cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”
cisco-avpair= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpair= “mac:inacl#3=deny any any decnet-iv”

ASCII ACL

cisco-avpair= “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

ID VSA
ID VSA RFC 2138 Remote Authentication Dial-In User
Service (RADIUS)
VSA ML EXEC

Cisco ONS 15454/15454 SDH/15327
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19 ML |
RADIUS
1 Router# configure terminal
2 Router (config)# radius-server vsa ML RADIUS IETF 26
send [accounting | authentication] VSA
. accounting VSA
. authentication
VSA
VSA
AAA ML VSA
Router (config)# end EXEC
Router# show running-config
Router# copy running-config
startup-config
RADIUS 26 Cisco 10S Security
Configuration Guide, Release 12.2 RADIUS Attributes
RADIUS ML
RADIUS IETF ML RADIUS
RADIUS
Cisco 10S RADIUS
RADIUS IETF RADIUS
ML
RADIUS
radius-server
RADIUS
EXEC
1 Router# configure terminal
2 Router (config)# radius-server host RADIUS IP
{hostname \ ip-address} non-standard RADIUS

i Cisco ONS 15454/15454 SDH/15327

78-16906-01-J |



RADIUS
3 Router (config)# radius-server key ML RADIUS
string ML
RADIUS
N
RADIUS
Router (config)# end EXEC
Router# show running-config
Router# copy running-config
startup-config
RADIUS no radius-server host {hostname | ip-address}
non-standard
no radius-server key
RADIUS ML

rad124

Switch(config)# radius-server host 172.20.30.15 nonstandard
Switch(config)# radius-server key radl24

RADIUS
RADIUS show running-config EXEC

Cisco ONS 15454/15454 SDH/15327
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H RADIUS
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ONS POS

Packet-over-SONET/SDH POS ONS POS
e POS p.20-2
e POS p.20-3
e POS p.20-5
e POS p.20-7
. ONS POS p.20-8
J SONET/SDH p.20-12
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20 ONS POS |
W Pos
Asynchronous Transfer Mode ATM,;
SONET/SDH
SONET/SDH SONET/SDH
POS
20-1 ONS POS
FH—F R—thi
STS (VOC) FH— KIS T—H2 JL—LEED
POS 7 L—Afit E#RCTEHT S ZELSNT SONET/SDH £5 %
BLUATEILE N7 SN SONET/SDH [El#f SONET/SDH v kT —2[Z#4E
S S H SONET/SDH
A —4% . Sk— b
R—F R— k
| 3
A=Yy b A—F XC h—F Kh—K B
ONS /—F
ONS POS
ONS
POS POS
ONS POS ONS SONET
STS SDH VC
SONET/SDH SONET/SDH
POS ONS POS
POS
ONS
G CE E port-mapper ONS
SONET/SDH POS
ML E EtherSwitch ONS
POS ONS 15454 ONS 15454 SDH ML 3
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| 20 ONS POS

POS ||
POS
POS Cisco Transport Controller CTC
SDH SONET
POS ONS
POS ONS 15454 ML G
ONS 15327 E CE
ML
ML ML POS VLAN
G POS G
VLAN VLAN
POS 3 POS
e POS
e CRC
Frame-mapped Generic Framing Procedure GFP-F CRC
POS

2
20-1 High-Level Data Link Control HDLC;

202 GFP-F
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W pros
20-1 HDLC ONS SONET/SDH CRC
ML CE
E G ONS 15454/
E ONS 15454/ ONS 15454 ML
ONS 15327 ' |ONS 15454 SDH ' SDH ONS 15310
LEX CRC16
E
ONS15327 LEX CRC 16
E
ONS15454
G LEX CRC16 |LEX CRC16 |LEX CRC32 |LEX CRC32
LEX CRC32 |LEX CRC32
ML LEX LEX CRC16 |LEX CRC16 |LEX CRC32 |LEX CRC32
ONS 15454
CRC16 LEX CRC32 |LEX CRC32
Cisco HDLC
PPP/BCP
ML LEX CRC32 |LEX CRC32 |LEX CRC32 |LEX CRC32
ONS 15310
CE LEX CRC32 |LEX CRC32 |LEX CRC32 |LEX CRC32
1. EtherSwitch E ONS
20-2 GFP-F ONS SONET/SDH
CE
ML ONS 15454 ML ONS 15310
ML LEX CRC32 LEX CRC 32 LEX CRC 32
ONS 15454
Cisco HDLC CRC 32 Cisco HDLC CRC 32
PPP/BCP CRC 32 PPP/BCP CRC 32
ML LEX CRC32 LEX CRC 32 LEX CRC 32
ONS 15310
Cisco HDLC CRC 32 CiscoHDLC CRC 32
PPP/BCP CRC 32 PPP/BCP CRC 32
CE LEX CRC32 LEX CRC 32 LEX CRC32
S
RPR ML LEX
S
GFP-F LEX LEX ITU-T G.7041 GFP-F
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| 20 ONS POS
POS [ |
GFP-F Release 5.0
ML100T-12 ML1000-2 GFP-F
Field Programmable Gate Array FPGA 4.0

POS

ONS Cisco Ethernet-over-SONET LEX LEX  Cisco HDLC PPP/Bridging
Control Protocol /BCP E 4 POS
ONS
POS ONS
LEX
Cisco EoSLEX ONS
Internet Engineering Task Force IETF;
Request For Comments  RFC; 1841 20-2
EoS LEX
LEX ONS 15454 ONS 15454 SDH E ONS
20-2 HDLC LEX
14 184k 1A+ 28 484 + 1,34 +
EEE A IECI LTS f—HFy bk RqO—F cRC  [757 |
0x7E  OXFF  0x03 0x0041 OX7E
=M
TINM b 14k 6L K 681~ 28/ F 46 ~ 1500 /34 * 434 |+ 2
’7U7>7\)4 SFD ‘ DA ‘ SA ‘ Ln/EType T—%/1v K ‘ FCS ‘ %
PPP/BCP
PPP RFC 2615 PPP-over-SONET/SDH SONET 802.1Q
RFC 3518 BCP
20-3 BCP
20-3 HDLC BCP
1RSI L+ 14+ 21814k 2-484 + 1814 +
’757“#’#“1/7(‘ il ‘7“El |~:u|,\ ‘947“ _R4O—FK CRC \73’7‘“
OX7E  OXFF 0x03 0x0031  00Z0 0xO1 A OX7E
TNA L ANRA R 6L 684 28141 46 ~ 1500 /34 k* 4 /8A b 3
’7')7‘/7‘)1/‘ SFD \ DA \ SA \ Ln/Etype F—5/18y K \ FCS ‘ §
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20 ONS POS |
W Pos
ONS 15454/ONS 15454 SDH ML
POS PPP IP
0x0021 HDLC
20-4  PPP
20-4 HDLC PPP
114114+ 1814 284 + 2~4 84 k184 k
EELATRIETH Jokan ~AO—g cRe [ 757 |
OX7TE  OXFF  0x03 0x0021 & A A OX7E
IP /34y k ‘ §
Cisco HDLC
Cisco HDLC
ML Cisco HDLC POS
IP HDLC
0x0800 IP 20-5 Cisco HDLC
20-5 HDLC Cisco HDLC
INA R 1A, AR”L R 2134 F 2484 b 184 k
[557 [7rLal wm | 7oran R{E—F S EEE
Ox7E  OxOF  OxO00/8F 0x6558 A OX7E
7184k 1INAL 6N L 681 2814 F 46 ~ 1500 /31 k 484 k 3
JUyToINL ‘SFD \ DA \ SA \ Ln/EType F—8/18y K \ FCS \ f__
E
E HDLC LEX Cisco HDLC
PPP/BCP E ONS
Release 5.0 ONS 15327 E E10/100-4 E
16 CRC LEX
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POS | |
POS POS
ONS
ONS
ONS HDLC ML
CE GFP-F
HDLC
HDLC 2 1 HDLC
HDLC ONS POS
HDLC
IETF  RFC 1662 PPP in HDLC-like Framing
HDLC /
HDLC
GFP-F
GFP SONET/SDH
ML CE GFP PDU
GFP-F GFP-F 1 1 GFP
GFP
GFP ITU G.7041
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[ | ONS POS
ONS
ONS 15327 E-10/100-4

Release 5.0 ONS 15327 E-10/100-4

LEX E
LEX ONS 15327 E ML

E-10/100-4  EtherSwitch E

ONS 15327 E 16 CRC 20-6
ONS 15327 E
ONS 15327 Procedure Guide
20-6 ONS 15327 E
LEX HEREY—X
h7tILie
72545 |7ELR | ## [Fokal|R4O0—FK|FCS
HDLC ZL—=3v%
FSURR—F =y K SONET/SDH R4 O— K To~_Ro—7 ©
SONET/SDH 7 L— LA
ONS 15454 ONS 15454 SDHE
ONS 15454  ONS 15454 SDH E LEX
E POS E
20-7 ONS 15454 ONS 15454 SDH E
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20 ONS POS

ONS POS
20-7 ONS 15454 ONS 15454 SDH E
HEREYY—X
h7EILie
2349 | 7RLX | #l# (R bal|Rq4B—F|FCS
HDLC ZL—3 4
FSURR—F F—nRAy K SONET/SDH R4 O— K To~_p—7J 5
<

SONET/SDH 7 L—Ls

G
G ONS 15454 ONS 15454 SDH ONS 15327
G LEX HDLC

POS 20-8

G
20-8 ONSG
LEX
HhT7eIiE

72545 |7RLR | ## |[FobtaiL|Rq4a—F|FCS

HDLC ZL—3>%

S URKR—K =Ny K SONET/SDH R4 B—F Tv~Ano—7

115446

SONET/SDH 7 L— L
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| ONS POS
ONS 15454 ONS 15310 CE-100T-8
CE-100T-8 ONS 15454 ONS 15310
HDLC GFP-F GFP-F HDLC

LEX

20-9 ONS CE-100T-8

20-9 CE-100T-8

GFP-F 2L—L 447

GFP Y7
LEX h7EI)LiE L —HFy b
(LEX)
= 4 . 4 : . a7y RA4BE—=F | .
737 | 7RLR| #lfd (B k3L |RMB—FK|FCS ~ S — ~yh— | SAB—F | FCS
HDLC JL—3v% E—F ESLES GFP ZL—3v¥ £—F

FSURR—F =Ny K

SONET/SDH R/ O—F To~AOo—7J

SONET/SDH 7 L— LA

ONS 15310 ML-100T-8

ONS 15310  ML-100T-8 HDLC
HDLC LEX
LEX Cisco HDLC PPP/BCP
ML RPR
LEX

GFP-F
GFP-F

RPR

LEX

115444
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SONET/SDH R4 O— K To~_O—7

115448
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SONET/SDH 7 L— LA

| 20 ONS POS
ONS POS ||
ONS 15454 ONS 15454 SDH ML
ONS 15454 ONS 15454 SDH ML HDLC GFP-F
HDLC GFP-F
LEX Cisco HDLC PPP/BCP LEX
ML RPR RPR
LEX 20-10 ONS 15454 ONS 15454 SDH
20-10 ML
GFP-F 7L—L %47
GFP < w7
Cisco HDLC LEX PPP | BCP GFP-Cisco HDLC 4 —Hxy bk GFP-PPP | GFP-BCP
(LEX)
h Ttk
7545 |ZFLR | #if |70 k3| Rq0—K|FCS e |TATSE [ xqm—k| Fos
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| SONET/SDH
IEEE 802.3
200 ppm /100
0.02% 0.02%
99.98%
TDM
99.98%
ML G
50 ppm
50 ppm 99.995% ML
G
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G SONET/SDH
ONS 15454
SONET/SDH 4
STS-48¢/VC4-16
ONS 15327 G
G
10,000

High Availability HA;
50

. TL1

e SONET/SDH

ONS 15454 SDH G

SONET/SDH

J1

. Performance Monitoring PM Remort Monitoring RMON
G SONET/SDH
G
Transparent LAN Service TLS; LAN 100 Mbps
100 Mbps
HA
ONS 15454 ONS 15327 1 1 STS
G 4 STS-1 STS-3c STS-6¢c STS-9¢c STS-12¢c STS-24c
STS-48c
1 STS-48c
ONS 15454 SDH 1 1 STM G
4 VC4 VC4-2c VC4-3c VC4-4c VC4-8c VC4-16¢
1
VC4-16¢
1 Ghps 2 Gbps
STS/VC4
STS-24c/VC4-8c G
2
G OC-N/STM-N J1
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Manual ONS 15327 Reference Manual
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G LEX LEX RFC 1622 RFC 2615
SONET/SDH High-Level Data Link Control HDLC;
PPP RFC 1841
LEX 20 ONS
POS
G1K-4 G1000-4
ONS 15454 ONS 15454 SDH G G1K-4 G1000-4
G1K-4 G1000-4
Release 3.4 ONS 15454
XC10G R4.0 ONS 15454
G1K-4 XC10G ONS 15454 XC
XCVT ONS 15454 R 4.0
ONS 15454 XC XCVT G1K-4
5 6 12 13
G
G
p.21-10
R4.0 G1K-4 R3.4
G1000-4 G1K-4 G1000-4
G
21-1 G
ONS
211 G

SONET/SDH

R—X JL—L R—X JL—AL
G 3
IP IPX
ONS 15454  ONS 15454 SDH G Cisco GBIC
ONS 15327 G Small Form-Factor Pluggable  SFP
G OC-N/STM-N
SONET/SDH
G Cisco GBIC SFP
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b G
G SONET/SDH
Cycle
Redundancy Check CRC;
64 G
SONET/SDH
IEEE 802.1Q
IEEE 802.3z
G IEEE 802.3z
512 KB
G IEEE 802.3z
21-1 G
G G
R4.0 G
Release 5.0 CTC
G
G
G G
STS/VC
1 G
622 Mbps G
SONET STS-12¢ 622 Mbps
ONS 15454
STS-24c¢
ONS 15454 SDH ONS 15327
G
3 1
R4.1

STS-1 Voice-over-IP  VVolP

G
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G Gigabit EtherChannel GEC IEEE 802.3ad
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ONS POS
CE-100T-8 GFP-F GFP-F  CMF

Cisco ONS 15454/15454 SDH/15327
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| 22 CE-100T-8

CE-100T-8 SONET/SDH | |

CE-100T-8 J1 SONET/SDH

CE-100T-8
OC-N SONET/SDH J1

e H1 H2

e C2

e Bit Interleaved Parity 3  BIP-3; 3
e G1

e C2 /

e Loss Of Pointer LOP; Alarm Indication Signal AIS;
Remote Defect Indication RDI;

i CCAT J1
N VCAT J2
i VCAT J2

Cisco ONS 15454/15454 SDH/15327
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22 CE-100T-8 |

Bl CE-100T-8 SONET/SDH
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Cisco 10S ML
Cisco 10S Cisco 10S Release 12.2
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/ Cisco 10S

Cisco ONS 15454/15454 SDH/15327
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[ | [no] bridge bridge-group-number protocol {drpri-rstp | ieee | rstp}

[no] bridge bridge-group-number protocol {drpri-rstp | ieee | rstp}

bridge protocol

no

drpri-rstp ML Dual Resilient Packet Ring Interconnect DRPRI;
ieee IEEE 802.1D Spanning Tree Protocol STP;
rstp IEEE 802.1D Rapid Spanning Tree Protocol RSTP;

bridge-group-number

DRPRI-RSTP ML DRPRI
DRPRI 1
RSTP STP

100 DRPRI

Router (config) # bridge 100 protocol drpri-rstp

Cisco ONS 15454/15454 SDH/15327
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[no]clock auto M

[no] clock auto

Advanced Timing, Communications, and Control/Advanced Timing,
Communications, and Control Plus TCC2/TCC2P

clock auto
TCC2/TCC2P
no
clock auto
no
no Network Time Protocol NTP Cisco I10S ONS
15454 SONET/SDH  Cisco Transport Controller CTC NTP SNTP

Router (config)# no clock auto

clock summertime
clock timezone

clock set

Cisco ONS 15454/15454 SDH/15327
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W interface spr 1

Interface spr 1

Resilient Packet Ring RPR;
Ring SPR;

spr

RPR/SPR
sprwrap spr station-id

Router (config)# interface spr 1

spr drpri-id
spr-intf-id
spr station-id

spr wrap

SPR

ML

spr

Shared Packet

RPR

i Cisco ONS 15454/15454 SDH/15327
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[no] ip radius nas-ip-address {hostname | ip-address} | |

[no] ip radius nas-ip-address {hostname | ip-address}

ML ML nas-ip-address
Remote Authentication Dial In User Service RADIUS
ONS ML ONS ML
1 ONS IP
RADIUS nas-ip-address
ML
nas-ip-address RADIUS
nas-ip-address ip radius-source
Cisco 10S
IP
IP
RADIUS 4 nas-ip-address IP
RADIUS 4 IP

Router# configure terminal

Router (config)# [no] ip radius nas-ip-address 10.92.92.92

aaa new-model

aaa authentication login

Cisco ONS 15454/15454 SDH/15327
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M microcode fail system reload

microcode fail system reload

ML
Cisco TAC TAC
P.-XXV

ML

ML-Series (config)# microcode fail system-reload
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[no] pos pdi holdoff time W

[no] pos pdi holdoff time

Virtual Concatenation VCAT,; Virtual Concatenation
Group VCG Path Defect Indication PDI;
no
time 100 1000
100

Packet-over-SONET/SDH [POS]

Peer Terminal Equipment PTE
1

Gateway (config)# int posO0
Gateway (config-if)# pos pdi holdoff 500

pos trigger defects

Cisco ONS 15454/15454 SDH/15327
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[ | [no] pos report alarm

[no] pos report alarm

Advanced Timing, Communications, and Control/Advanced Timing,
Communications, and Control Plus TCC2/TCC2P CTC
Telcordia GR-253
no

alarm SONET/SDH

all

encap

pais

plop

ppdi

pplm c2
prdi

ptim ID

sd-ber-b3 Path Bit Interleaved Parity PBIP;
Bit Error Rate BER; Signal Degrade SD;

sf-ber-b3 PBIP BER Signal Fail SF;

Packet-over-SONET/SDH [POS]

Peer Terminal Equipment PTE

Gateway (config)# int poso0

Gateway (config-if)# pos report all

Gateway (config-if)# pos flag c2 1

03:16:51: $SONET-4-ALARM: POS0: PPLM

Gateway (config-if)# pos flag c2 0x16

03:17:34: $SONET-4-ALARM: POSO: PPLM cleared

pos trigger defects

Cisco ONS 15454/15454 SDH/15327
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[non] pos trigger defects condition | |

[non] pos trigger defects condition

Packet-over-SONET/SDH POS
pos trigger delay

no

condition all

ber_sd_b3 Path Bit Interleaved Parity PBIP;
Bit Error Rate BER; Signal Degrade SD;

ber_sf b3 PBIP BER Signal Fail SF;

encap
pais

pimp

plop

ppdi

prdi

ptim ID

puneq

PPP ber_sf b3 pais
plop LEX ppdi ber_sf b3
pais plop ppdi

POS

Peer Terminal Equipment PTE

Gateway (config)# int poso0
Gateway (config-if)# pos trigger defects all

pos trigger delay

Cisco ONS 15454/15454 SDH/15327
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M [no] pos trigger delay time

[no] pos trigger delay time

Packet-over-SONET/SDH POS
pos trigger defects

no

time 200 2000

200

POS

Peer Terminal Equipment PTE
50

Gateway (config)# int posO0
Gateway (config-if)# pos trigger delay 500

pos trigger defects

i Cisco ONS 15454/15454 SDH/15327
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[no] pos scramble-spe | |

[no] pos scramble-spe

LEX pos scramble-atm
PPP/HDLC no pos scramble-spe

Packet-over-SONET/SDH [POS]

Peer Terminal Equipment PTE
pos flag c2

Gateway (config)# int posO
Gateway (config-if)# pos scramble-spe

pos flag c2

Cisco ONS 15454/15454 SDH/15327
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[ | [no] pos vcat defect {immediate | delayed}

[no] pos vcat defect {immediate | delayed}

Virtual Concatenation VCAT;
pos trigger delay
no

immediate
delayed pos trigger delay
Resilient Packet Ring RPR;
RPR

immediate
Packet-over-SONET/SDH POS
VCAT SONET/SDH immediate

SONET Bidirectional Line Switch Ring BLSR;
Unidirectional Path Switch Ring UPSR,; SDH

Subnetwork Connection Protection SNCP; Multiplex Section-Shared
Protection Ring MS-SPRing; delayed

ML delayed

Router (config)# interface pos 1
Router (config-if)# pos vcat defect delayed

interface spr 1
spr wrap
interface pos 1

pos trigger delay
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[no] pos vcat resequence {enable | disable} | |

[no] pos vcat resequence {enable | disable}

Software Link Capacity Adjustment Scheme SW-LCAS;

H4
Release 4.6.2 ML Release 4.6.0 46.1
ML Release 4.6.2
ML pos vcat resequence disable
Enable Virtual Concatenation VCAT;
VCAT
H4
0
0 1 1 1
0
Disable VCAT VCAT
H4
0 0
1 1
Enable
Packet-over-SONET/SDH POS
no
POS 0 H4

Router (config)# int pos 0
Router (config) # pos vcat resequence disable

Cisco ONS 15454/15454 SDH/15327
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W show controller pos interface-number [details]

show controller pos interface-number [detalls]

Packet-over-SONET/SDH POS

SONET POS details
interface-number POS 0 1
EXEC
POS SONET
Continuous Concatenation Circuit CCAT Show Controller
Router# show controller pos 0
Interface POSO
Hardware is Packet/Ethernet over Sonet
Concatenation: CCAT
Circuit state: IS
PATH
PAIS =0 PLOP =0 PRDI =0 PTIM = 0
PPLM =0 PUNEQ =0 PPDI =0 PTIU = 0
BER_SF_B3 = 0 BER_SD_B3 = 0 BIP(B3) = 20 REI = 2
NEWPTR =0 PSE =0 NSE =0
Active Alarms None
Demoted Alarms: None
Active Defects: None
Alarms reportable to CLI: PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3 BER_SD_B3

VCAT_OOU_TPT LOM SQM

Link state change defects:

PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3

Link state change time 200 (msec)
DOS FPGA channel number 0
Starting STS (0 based) 0
VT ID (if any) (0 based) 255
Circuit size : VC4

RDI Mode 1 bit
C2 (tx/rx) 0x01/0x01
Framing SDH
Path Trace

Mode off

Transmit String

Expected String

Received String

Buffer Stable

Remote hostname

Remote interface:

Remote IP addr

B3 BER thresholds:

SFBER = le-4, SDBER = le-7

i Cisco ONS 15454/15454 SDH/15327
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show controller pos interface-number [details] | |

5 total input packets, 73842 post-HDLC bytes

0 input short packets, 73842 pre-HDLC bytes

0 input long packets , 0 input runt packets

67 input CRCerror packets , 0 input drop packets
0 input abort packets

0 input packets dropped by ucode

0 total output packets, 0 output pre-HDLC bytes
0 output post-HDLC bytes

Carrier delay is 200 msec

VCAT Show Controller

Router# show controller pos 1
Interface POS1

Hardware is Packet/Ethernet over Sonet
Concatenation: VCAT

VCG State: VCG_NORMAL

LCAS Type:NO LCAS

Defect Processing Mode: IMMEDIATE

PDI Holdoff Time: 100 (msec)

Active Alarms : None

Demoted Alarms: None

khkkkkkkhkhkkhkkk** Member 1 KhkkkkkkhkkhxkKxk*

ESM State: IS
VCG Member State: VCG_MEMBER_NORMAL

PAIS =0 PLOP =0 PRDI =0 PTIM = 0
PPLM =0 PUNEQ =0 PPDT =0 PTIU = 0
BER_SF_B3 = 0 BER_SD_B3 = 0 BIP(B3) = 16 REI = 17
NEWPTR =0 PSE =0 NSE =0

Active Alarms : None

Demoted Alarms: None

Active Defects: None

Alarms reportable to CLI: PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3 BER_SD_B3
VCAT_OOU_TPT LOM SQM

Link state change defects: PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3

Link state change time : 200 (msec)
DOS FPGA channel number : 2
Starting STS (0 based) : 3

VT ID (if any) (0 based) : 255
Circuit size : VC4

RDI Mode : 1 bit

C2 (tx/rx) : 0x01/0x01
Framing : SDH

Path Trace

Mode : off
Transmit String

Expected String

Received String :

Buffer : Stable
Remote hostname :

Remote interface:

Remote IP addr

B3 BER thresholds:
SFBER = le-4, SDBER = le-7

Cisco ONS 15454/15454 SDH/15327
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W show controller pos interface-number [details]

khkhkhkhkkhkhkkhkhkkkkkkk Member 2 khkhkhkkhkhkhkhkhkkkkkk*k

ESM State: IS

VCG Member State: VCG_MEMBER_NORMAL
PAIS =0 PLOP =0 PRDI =0 PTIM = 0
PPLM =0 PUNEQ =0 PPDI =0 PTIU = 0
BER_SF_B3 = 0 BER_SD_B3 = 0 BIP(B3) = 15 REI = 35
NEWPTR =0 PSE =0 NSE =0

Active Alarms None

Demoted Alarms: None

Active Defects: None

Alarms reportable to CLI: PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3 BER_SD_B3

VCAT_OOU_TPT LOM SQM
Link state change defects:

PAIS PLOP PUNEQ PTIM PPLM PRDI PPDI BER_SF_B3

Link state change time 200 (msec)
DOS FPGA channel number 3
Starting STS (0 based) 24
VT ID (if any) (0 based) 255
Circuit size vC4

RDI Mode 1 bit
C2 (tx/rx) 0x01/0x01
Framing SDH
Path Trace

Mode off

Transmit String

Expected String

Received String

Buffer Stable

Remote hostname :

Remote interface:

Remote IP addr

B3 BER thresholds:

SFBER = le-4, SDBER = le-7

13 total input packets,
0 input short packets,
0 input long packets , 0
0 input CRCerror packets
0 input abort packets

0

5031 post-HDLC bytes
5031 pre-HDLC bytes

input runt packets
, 0 input drop packets

input packets dropped by ucode

13 total output packets,

5031 output pre-HDLC bytes

5031 output post-HDLC bytes

Carrier delay is 200 msec

show interface pos

clear counters

i Cisco ONS 15454/15454 SDH/15327
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show interface pos interface-number

Packet-over-SONET/SDH POS

show interface pos interface-number W

interface-number POS

EXEC

POS SONET/SDH

Gateway# show interfaces pos0

POSO is up, line protocol is up
Hardware is Packet/Ethernet over Sonet
Description: foo bar
MTU 4470 bytes, BW 155520 Kbit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, crc 32, loopback not set
Keepalive set (10 sec)
Scramble enabled

Last input 00:00:09, output never, output hang never
Last clearing of "show interface" counters 05:17:30
Input queue: 0/75/0/0 (size/max/drops/flushes);

Queueing strategy: fifo

Output queue :0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

2215 total input packets, 223743 post-HDLC bytes
0 input short packets, 223951 pre-HDLC bytes

0 input long packets , 0 input runt packets

0 input CRCerror packets , 0 input drop packets
0

0

input abort packets
input packets dropped by ucode

0 packets input, 0 bytes

Total output drops: 0

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

0 parity
0 input errors, 0 CRC, 0 frame, 0 overrun,

0 ignored, 0 abort

2216 total output packets, 223807 output pre-HDLC bytes

224003 output post-HDLC bytes

packets output, 0 bytes, 0 underruns

o O O o

carrier transitions

show controller pos

clear counters

Cisco ONS 15454/15454 SDH/15327

output errors, 0 applique, 8 interface resets
output buffer failures, 0 output buffers swapped out
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W show ons alarm

show ons alarm

Cisco 10S CLI ML

EXEC

router# show ons alarm
Equipment Alarms
Active: CONTBUS-IO-A CTNEQPT-PBWORK

Port Alarms

POSO0 Active: None

POS1 Active: None
FastEthernet0 Active: None
FastEthernetl Active: None
FastEthernet2 Active: None
FastEthernet3 Active: None
FastEthernet4 Active: None
FastEthernet5 Active: None
FastEthernet6 Active: None
FastEthernet7 Active: None
FastEthernet8 Active: None
FastEthernet9 Active: None
FastEthernetl0 Active: None
FastEthernetll Active: None

POS0O

Active Alarms : None
Demoted Alarms: None

POS1 VCG State: VCG_NORMAL
VCAT Group

Active Alarms : None
Demoted Alarms: None

Member 0
Active Alarms : None
Demoted Alarms: None

Member 1
Active Alarms : None
Demoted Alarms: None

show controller pos
show ons alarm defects

show ons alarm failures
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show ons alarm defect eqpt | |

show ons alarm defect eqpt

EXEC

router# show ons alarm defect egpt

Equipment Defects

Active: CONTBUS-IO-B

Reportable to TCC/CLI: CONTBUS-IO-A CONTBUS-IO-B CTNEQPT-PBWORK CTNEQPT-PBPROT EQPT
RUNCFG-SAVENEED ERROR-CONFIG

show ons alarm failures

Cisco ONS 15454/15454 SDH/15327
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W show ons alarm defect port

show ons alarm defect port

EXEC

TPTFAIL Packet-over-SONET/SDH POS CARLOSS

router# show ons alarm defect port
Port Defects
POSO
Active: TPTFAIL
Reportable to TCC: CARLOSS TPTFAIL
POS1
Active: TPTFAIL
Reportable to TCC: CARLOSS TPTFAIL
GigabitEthernet0
Active: None
Reportable to TCC: CARLOSS TPTFAIL
GigabitEthernetl
Active: None
Reportable to TCC: CARLOSS TPTFAIL

show interface

show ons alarm failures
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show ons alarm defect pos interface-number W

show ons alarm defect pos interface-number

interface-number 0 1

EXEC

Packet-over-SONET/SDH POS

router# show ons alarm defect pos0
POSO
Active Defects: None

Alarms reportable to TCC/CLI: PAIS PRDI PLOP PUNEQ PPLM PTIM PPDI BER_SF_B3 BER_SD_B3

show controller pos

show ons alarm failures
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M show ons alarm failure eqpt

show ons alarm failure egpt

EXEC

EQPT
Board Fail

router# show ons alarm failure egpt
Equipment
Active Alarms: None

show ons alarm defect
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show ons alarm failure port

EXEC

router# show ons alarm failure port

Port Alarms
POSO0 Active: TPTFAIL
POS1 Active: TPTFAIL

GigabitEthernet0 Active:
GigabitEthernetl Active:

show interface

show ons alarm defect

Cisco ONS 15454/15454 SDH/15327

None
None

show ons alarm failure port | |
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W show ons alarm failure pos interface-number

show ons alarm failure pos interface-number

interface-number 0 1

EXEC

Packet-over-SONET/SDH POS
Telcordia GR-253

router# show ons alarm failure pos 0
POSO

Active Alarms : None

Demoted Alarms: None

show controller pos

show ons alarm defect
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sprdrpri-id {0]1}

Dual Resilient Packet Ring Interconnect DRPRI;

Shaved Packet Ring SPR;

DRPRI 2 SPR
DRPRI

0 DRPRI

Router (config)# interface spr 1
Router (config-if)# spr drpri-id 0

interface spr 1
spr-intf-id
spr station-id

spr wrap

Cisco ONS 15454/15454 SDH/15327

0

1

ML

DRPRI

sprdrpri-id{0|1} W

DRPRI

SPR
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[ | spr-intf-id shared-packet-ring-number

spr-intf-id shared-packet-ring-number

Packet-over-SONET/SDH POS Shaved Packet Ring SPR;
shared-packet-ring-number SPR 1
POS
e SPR 1 SPR SPR
e SPR POS
e SPR EtherChannel
channel-group spr-intf-1D
port-channel POS SPR
SPR 1 SPR ML POS

Router (config)# interface pos 0
Router (config-if)# spr-intf-id 1

interface spr 1
spr drpri-id
spr station-id

spr wrap
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[no] spr load-balance { auto | port-based } | |

[no] spr load-balance { auto | port-based }

Resilient Packet Ring RPR;

auto auto MAC
IP
port-based port-based POS 0
POS 1
auto
SPR
port-based SPR

Router (config)# interface spr 1
Router (config-if)# spr load-balance port-based

interface spr 1

Cisco ONS 15454/15454 SDH/15327
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[ | spr station-id station-id-number

spr station-id station-id-number

ID
staion-id-number Resilient Packet Ring RPR; Shaved Packet
Ring SPR;
ID 1 254
SPR
RPR ML
sprl 1D SPR
ML SPR ID 100

Router (config)# interface spr 1
Router (config-if)# spr station-id 100

interface spr 1
spr drpri-id
spr-intf-id

spr wrap
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spr wrap { immediate | delayed } | |

spr wrap { immediate | delayed }

Resilient Packet Ring RPR;

SONET

Cisco ONS 15454/15454 SDH/15327

immediate RPR

delayed RPR

immediate

Shared Packet Ring SPR;

RPR SONET/SDH immediate
SONET Bidirectional Line Switch Ring BLSR;
Unidirectional Path Switch Ring UPSR,; SDH
Subnetwork Connection Protection SNCP; Multiplex Section-Shared
Protection Ring MS-SPRing; delayed
ML delayed

Router (config)# interface spr 1
Router (config-if)# spr wrap delayed

interface spr 1
spr drpri-id
spr-intf-id

spr station-id
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Ml xconnect

Ethernet over Multiprotocol Label Switching EoMPLS 2
Virtual Circuit VC; Customer-Edge CE;
Service Provider-Edge Customer-Located Equipment PE-CLE
Virtual Connection Identifier VC ID; ID
dotlQ VLAN LAN xconnect
VvC no
xconnect destination vc-id encapsulation mpls
no xconnect
S
mpls 12transport route
destination Provider Edge PE; Label
Distribution Protocol LDP; IP IP
IP
vc-id 2 PE VC ID
1 4294967295
encapsulation mpls MPLS
N
pw-class
2 PE-CLE
MPLS MPLS VC
PE
2 Label Switched Path LSP;
VC VC
destination PE-CLE LDPIP
IP
vc-id PE
1 VC ID VCID
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Cisco ONS 15454/15454 SDH/15327

xconnect
PE1 VLANS PE 2 VLAN 4 EoMPLS
PE1 PE2 IP
10.0.0.1/32 PE2 PE1 IP 20.0.0.1/32

PE1

Switch(config)# interface vlan 3
Switch(config-if)# xconnect 20.0.0.1 123 encapsulation mpls

PE2

Switch(config)# interface vlan 4
Switch(config-if)# xconnect 10.0.0.1 123 encapsulation mpls

show mpls I2transport route
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Ml xconnect
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clear ip accounting

show ip accounting

show ip cache

clear ip tcp header-compression
show ip mcache

show ip mpacket

show controller pos pm

show controller pos [variable] pm

Cisco ONS 15454/15454 SDH/15327

CLI
CLI

EXEC

CLI
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B cLI |

access-list aaa <1100-1199>
access-list aaa <200-299>
access-list aaa <700-799>
async-bootp

boot

bridge <num> acquire

bridge <num> address

bridge cmf

bridge <num> bitswap-layer3-addresses
bridge <num> circuit-group
bridge <num> domain

bridge <num> lat-service-filtering
bridge <num> protocol dec
bridge <num> protocol ibm
bridge <num> protocol vlan-bridge
chat-script

class-map match access-group
class-map match class-map
class-map match destination-address
class-map match mpls

class-map match protocol
class-map match gos-group
class-map match source-address
clns

define

dialer

dialer-list
downward-compatible-config

file

ip access-list log-update

ip access-list logging

ip address-pool

ip alias

ip bootp
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CLI

ip gdp

ip local

ip reflexive-list

ip security

ip source-route

ip tcp

ipc

map-class

map-list

multilink

netbios

partition

policy-map class queue-limit
priority-list

queue-list
iso-igrpiso-igrp

router mobile

service compress-config
service disable-ip-fast-frag
service exec-callback
service nagle

service old-slip-prompts
service pad

service slave-log

set privilege level

subscriber-policy

Cisco ONS 15454/15454 SDH/15327
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cu |

[ | POS

POS

access-expression
autodetect

bridge-group x circuit-group
bridge-group x input-*
bridge-group x lat-compression
bridge-group x output-*
bridge-group x subscriber-loop-control
clock

clns

custom-queue-list
down-when-looped
fair-queue

flowcontrol

full-duplex

half-duplex

hold-queue

ip accounting

ip broadcast-address

ip load-sharing per-packet
ip route-cache

ip security

ip tep

ip verify

iso-igrp

loopback

multilink-group

netbios

pos flag c2

pos mode gfp
priority-group

pulse-time

random-detect

rate-limit

i Cisco ONS 15454/15454 SDH/15327
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| B cLI

serial

service-policy history
source

timeout
transmit-interface

tx-ring-limit

access-expression
clns
custom-queue-list
fair-queue
hold-queue

ip accounting

ip broadcast-address
ip load-sharing per-packet
ip route-cache

ip security

ip tep

ip verify

iso-igrp

keepalive

loopback
max-reserved-
multilink-group
netbios
priority-group
random-detect
rate-limit
service-policy history
timeout
transmit-interface

tx-ring-limit

Cisco ONS 15454/15454 SDH/15327
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B cLI |

[ | Port-Channel

Port-Channel

access-expression
carrier-delay

cdp

clns
custom-queue-list
duplex
down-when-looped
encapsulation
fair-queue
flowcontrol
full-duplex
half-duplex
hold-queue
iso-igrp

keepalive
max-reserved-
multilink-group
negotiation
netbios

ppp
priority-group
rate-limit
random-detect
timeout

tx-ring-limit
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| B cLI

BVI
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