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Deploy O¥F Template

Source
Select the source location,

[Source] EE

=l

Source

OYF Template Details
Marne and Location
Datastore

Disk Farmat

Ready to Complete

Deploy From a file or URL

j Erowse.., |

Enter a URL to download and install the OYF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a COYDYD drive,

Help | < Back | Mext = I Canicel
A
2 [Datastore] EIE
Deploy O¥F Template [_ [0}

Datastore

Where do you wank to skore the virtual machine files?

Source

OVF Template Details

End User License Agreemsant
Mame and Location
Deployrment Confiquration
Datastore

Disk Format

Metwork Mapping

Propetties

Ready to Complete

Select a datastore in which to skore the VM files:

| Capacity | Provisioned | Free | Type Thin Provisioning | Acc;l

. 49,75 GB 48,20 GB 1,55 GB YMFS Supported rull
[SG_PR_LUM_... f6,50 GE 56,31 GE 10,19 GE  ¥MFS Supporked Mul
[Staragel (1)] 464.50 GB 127.05 GB 402.14 GB  ¥MFS Supported Sin;
[SG_PR_LUM_... 40,75 R 30,41 G 10,34 GE  YMFS Supporked Mul
[SG_PR_LUM_... 49,75 GB 34,61 GB 15.14 GB ¥MFS Supported MuIIJ
[SG_PR_LUM_... 49,75 R 32,02 GE 17.73 GE YMFS Supporked Mul
[SG_PR_LUM_... 49,75 GB 46,62 GB 3.13GB YMFS Supported I\EIIILI
4| »
Compatibility:

Help |

= Back | Mext = I

Cancel
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3 [Properties] EmE

(%) Deploy OVF Template M[=] E3

Properties
Custamize the software solution for this deployment.

a. IP Address

TPvd
Enter the Y™ IP in the following form: 152.166.0.10
M .19 75 . %

Metwork Mapping
Properties
Ready to Complete b. IP Netmask

Metmask
Enter the Subnet Mask in the Following Form: 255.255.255.0

235 .25 .48 . 0

c. Gateway

IPv4Gateway
Enter the gateway in the following form: 192.168.0.1 _|
.- -~ - - o
Mot all properties hawve valid values. The wipp will not be able ko power on.

Help | < Back I Next > I Cancel
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4 [Ready to Complete] EHi&

Deploy O¥F Template

Ready to Complete
Are these the options you want to use?

Jource when you click Finish, the deplovment: task will be started,
OVE Template Details Gzl  sebtings:
End User License Agreement SCASpITEILS 5
Marne and Location OYF File: Ci\bmplvnme.1.0.0.502.0va =
S Download size: 453,58 MEB
Depimyment Confiquration Size: on disk: 1.7GE
Dfataﬂ Marne: Wirtual Metwork Management Center
Disk Format Folder: SG1-DC1
Metwork Mapping Deployment Configuration: WNMC Installer
Properties Host/Cluster: 10.193.75.94
Ready to Complete Datastore: Storagel {1}
Disk. Format: Thin Provisioning
Estimated disk usage: 1.7 GB
Metwork Mapping: "Y1 Metwork! to "Management”
IP allocation: Fixed, IPv4
Properky: IPw4 =10.193.75.95
Properky: Metmask = 255,255, 245.0
Property: IPvdGateway = 10,193.72.1
Property: Hostname = YNMC
Property: Domainname = example.com
Property: DMNS =203.0.113.1
Property: Password = Example_Password123
Properky: Secret = Example_Secret123
Property: RestareProto = scp o
Property: RestorelP = 0.0.0.0
Property: RestoreFile = ignore ;I
Drmmarku Dactnral lcar — innnra
=t
Help | < Back | Finish I Cancel | 0
[
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AFwF 2 VNMCVM ZEATHHRAMERIRLET,
AFvF 3 VMware 52 h&4 27 U » 27 L, [Create Virtual Machine] Z &R L £,
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7
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ATy 6 [Storage] B T, LERIFEHRAEIRL, [Next] 7 U v 7 LET,
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ATv 7 8 [Guest Operating System] [#ijfi T, [Version] Kv > 7% 7 U A RJ D [Linux] ¥ A N XL —F 47 VAT
A, % LT [Red Hat Linux Version 5 (64 bit)] R L., [Next]#27 U v 27 LE£7,

AFwv7 9 [CPUs] EE T, [Number of virtual sockets] K v 7 #7 U R Rab [2] #8IR L, [Next] &7V v 7 LET,
ATv7 10 [Memory] Eii T, [Memory Size] ke v 7 X URA b [3GB] #8IRL, [Next] %27 YU >/ LET,
27w 7 11 [Network] Hif <, LERFHREZAL, [Next] 7V v 7 LET,

AT9 7 12 [SCSI Controller] B T, %%/ SCSI 2> hr—J7 % %N L, [Next] 7 Vv 7 LET,

AT wF 13 [Select a Disk] Hif T, [Create a new virtual disk] 47> a > R U EB|IRL, [Next] 227V v 7 LET,
ATvw 7 14 [Advanced Options] i T, HEREHRZEINL, [Next]) 227 U v 7 LET,

ATwv7 15 [Ready to Complete] Eifi T, HAGRE LA L, [Finish] #27 U v 27 LET,

AFv 7T 16 VNMC REFIZEAINZ5, VNMC VM OEREZ 412 LET,

Microsoft Hyper-V Server 2012 (Hyper-V Hypervisor) T® VNMC D
AR =)L
A

(G¥) VNMC A4 VA h—NTBHEXIZE, ~UVRAEFEHLRNTIESIY, 74—V FHElZFEr—T a3 351X F—
Zﬁ‘“— F‘%'fﬁﬁﬁ Li‘j‘o

VNMC 7% Hyper-V Windows Server 2012 (Hyper-V Hypervisor) (24 ¥ A h—/L ENTWHEHE D VNMC OREREDE N IZDOW
Ci&. [Cisco Virtual Network Management Center 2.1 GUI Configuration Guidel] &M L T 7Z2& 0y,

[ZLHAHHI
e VNMC VM %3# AF % Hyper-V 75 A k2% System Center Virtual Machine Manager(SCVMM) TEH C& 5 Z L iR L &
D

o Tr AN VAT LD SCVMM 747 ZVDHATIZ, VNMC2.11SO A A—V%at—LET, 2OA A—T% SCVMM T
A TE % L5129 5I2i%, [Library] > [Library Servers] &R L., 7477 V0OEgFHE4LA27 Vv 7 LTI 7Ly alE
R
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SCVMM % il LT VNMC 2.1 % Microsoft Hyper-V Hypervisor (24 > A b—/L 9 5|21, IROTFNAEFEITL E7,

AFvTA1
ATvT 2
ATvT 3
ATv7 4

AFwT 5
& A

ATy 7T

ATFv7T 8
AFv7 9
AFv7 10

ATFv7 1

2ATvF 12

ATv7 13

ATFv7 14

2AFvF 15

SCVMM # &L E3 (X 525H),
VNMC VM %3 A3 5% Hyper-V & A b & RINLFE T,
Hyper-V &2 b %4727 U » 7 L., [Create Virtual Machine] ZB&{R L £,

[Create Virtual Machine] ¥ t #— K C, [Select Source] i ¢, [Create the new virtual machine with a blank
virtual hard disk] 7> 2 > RZ @R L, [Next| 227 Vv 27 LET,

[Specify Virtual Machine Identity] B ©, SEREREZATIL, [Next] 7 U v 7 LET,
[Configure Hardware] Wi T, KDFNEZEITL LT,
a. [General] 2B ZFEITLET,
— [Processor] Z®IRL, Ymt v s 2 ITRELET,
— [Memory] Z3EIR L, LERAEY OEZFRRLET, KIK3GB DRAEYBRMLETT,
b. [Bus Configuration] > [IDE Devices] 7°5, R&=FE(TLET,
— [Hard Disk] 38R L, N— K T4 A7 OBV A X2 AN LET, 272 & 20 GB BRLETT,

— [Virtual DVD Drive] % 4R L, [Existing ISO image file] 7' 2> R¥ U &ER L, £ LT VNMC 2.1
DISOA A=Y TZ7An (M 6 258 2BRSTDICSHLET,

c. [Network Adapters] > [Network Adapter 1] #&R L, [Connect to a VM Network] F 7'+ a > AR ¥ % 3R
L, ZLTVM Xy hY—Z7 2 BIRT LD LET,

d. [Next] #7V v/ L&,

[Select Destination] Hiffi ¢, WO FINEEFEITLET,

a. [Place the virtual machine on a host] 7> 3 v A¥ U Z&EIR L £,

b. [Destination] K= > 7% U X kb [All hosts] Z &R L F 7,

c. [Next] 227V v2r LET,

[Select Host] [T T, %4 ®IRL, [Next] %27 U v 27 LET,

[Configure Settings] i T, IR~ ORELMR L, [Next] 27 U v 7 LET,

[Add properties] Hif T, AL —7 7 A7 A& LT [Red Hat Enterprise Linux 5 (64 bit)] Z3&R L,
[Next] #27 U v 27 LET,

[Summary] B (X 7%2ZM) T, ROFMIEEZFITL X7,

a. REZMERTEET,

b. [Start the virtual machine after deploying it] = v 27 ARy 7 A% F v 7 LET,
c. [Create] 27 V> 27 LET,

[Jobs] ¥« > R IZiZ, 1ERT O~ DRENRFRRSNET (X 82SH), Y a 7NET LI & LR
L%,

R~ U REFICERESNE%, 2 (20541 vame2l-perm) %47 U >~ 7 L, [Connect] % 721% [View]
> [Connect Via Console] # R L £,

aryy—LzE#HL, VNMC #1 A2 b= LET GHlIZOWTIE, VMware Hypervisor £ VNMC DA >~
AR=NEZRLTIIZEWN),

SCVMM % FERE L, KB~ (Z0OHAT vame2l-hyperv) #4727 U v 2 L, VNMC 2 EEIFRFIC ISO A
A—T %A L7222 &K 912 [Properties] > [Hardware Configuration] > [Bus Configuration] > [Virtual DVD Drive]
> [no media] ZER L E7,

VNMC BIEEFIZEASNS, [Close] #27 VU v 2 L, VNMC VM OERE 4 12 LET,
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FIOE®ETIE. Microsoft Hyper-V Hypervisor T VNMC O YA h—)LER KL TWVET,

X 5 [Select Source] EI&

Select Source

I EEE R | Select the source for the new vidual machine.
Specily Vilual Machine Identity s 2 3 -
(O Use an existing virtual machine, VM template, of virtual haed disk,
Configuie Hardware T

| | Browze..

Select Destination
Select Cloud (®) Create the new virtual machine with a blank vitual hard disk
Add Propesties

Summarny

@ If you use a VM template, you can customize the hardware and operating system seftings. |f you use a stored virtual
maching of & vitual hard disk, you can only customize the hardware settings. To be accessed, a vittual hard disk must
be stored in the library.

320443
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X 6 [Configure Hardware] &

iy

Configure Hardware

Sejects0uce Configure hardware for the virtual machine. You can import settings from a hardware

Speciy Vitual Machine |dentity profile or save a new profile based on your setftings,

Configure Hardware |

Hardgware profile: |[De(aul-creahe new hard, cor ion settings] vI

| Save as.. | New: .. Disk <3 SCSI Adapter @ DVD B Metwork Adapter | 75 Remaove

Select Destination

Select Cloud [E7] Cloud Capabilty Pr.. ™ | €4 Vitual DVD drive
Add Propetties % General N N
Summany n Z-ocessul o i
processors | Secondaiy channel (0)(in use] v
oy Memony
4096 M8 Media
b Floppy Diive = O Mo media
- g;‘:‘i" Faphised © Physical CD or DVD diive
Mone O+ ' i
YoM 2 [ || Bromse.. |
fione L] [] Share image fle instead of cogying it

B Video Adapter
Default video adap...
% Bus Configuration
O €3 IDE Devices
2 Devices sltached
g vome-21h_disk...
40,00 GE, Prim. .. 5
O4 Virtual DVD diive @ Y'ou can link a virtual DVD drive to a physical CD or DVD diive, of to an

et v 150 image file.

To share an image file may require additional configuration,

[ Previous | [ New | [ Cancel |
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X 7

[Summary] E&

=)
* Summary
Sejects0uce Confirm the settings
Specily Vilual Machine Identity Summany:
Configure Hardware Propety Value
Select Destination Wirtual machine wnrnc-21h
Destination host wnme-hypers-1vnme.local
Select Host
Path C:h\ProgramDataiMicrosoft\Windows\Hyper-Vy,
g P
Configure Setli T ;
" ot Operating System Red Hat Enterprise Linux 5 (64 bit)
Add Propesties
Summary
[V Stat the vitual machine after deplaying it
@ To create the virual machine, click Create. You can track the progress of this job in the Jobs workspace.
[ Pevious | | Ceate || Cancel |
2 8 [Jobs] B
Recent Jobs (267)
[ )
Name Status - |StatTime - | Result Name Oumer z
-
€ Update the placement settings of a... Completed 2/18/2013 3:49:26 PM wnme-21h VNMCWAdministrator
@ Madify existing VM deployment co... Completed 282013 3:49:26 PM wme-21h VHMOAdministrator
@ Create rew VM deployment config.. Completed 2/18/2013 3:49:20 PM vome:21h VNMC\Administratar
@ Create template Completed 2/18/2013 348:20 PM Temparary TemplataccT4Tb70-8eaf... VNMC\Administrator
o e 2i18mM3 1350200 bt ialasast " . v
@ Create virtual machine -
Sale L ompletd ) Property | Previous Value | New Vakue
Command:  Mew-SCVirtualMachine 2y Vietual Hard Disk - vame-21h,disk_1 =
Result name: \m:M"Z “h Mame (nane) wnme-21h_disk_1 El
;’:ﬁd' 2ABE1I o001 ot Description [nane) mme-21h_disk_1
o 00:00:40
— w o Owner (nane) VHMC\WAdminstrater
Loeation {nane) capy Data\Microsolt\Wi Hyper-.
FileAttached (nare) cap Data\ M Hyp
MaxSize 1] 42049672060
UniguelD (nane) {3307 2BAE-E28-43E8-8800-BECASIDCADFC)
State [none) 0
= Ll OVD drive - T eal-4876-85d4 =
Nane T, 1579-Beal-4876-85... (nane)
2 et Atanans . =
| Summary | Detads | Change Tracking |
[#] Show this window when new objects are created [ Bes 11 ] g

14
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3 VNMC DE%%E

# SIZVNMC REX A7 DOF =7 YA NERLET,

® 8 VNMC 2.x BEZRIDFzYIUR I+

v A

(%227 1:NTP &l (P.15)

[% 227 2 :vCenter & D VNMC O#ina%E ] (P.17)

(522 3:VNMC T? ASA 1000V O %4k (P.20)

(%227 4 : VNMC T® VSG 721X VSM O %8k (P.20)

(%227 5:VNMC T® VSG, VSM, XU ASA 1000V OXExDHER] (P.20)
(%2227 6:7F v boEEl (P21)

(%27 7:VNMC TOH—E 2 a7y LoRE] (P.22)

(%227 8: VNMC TOT/SA R T a7 74 LOEE] (P23)

(27 9:arva—h 7747 U+ —LORE] (P.23)

(#2210 : VSG ~Dara—k 77 AT 74 —/LOEY LT (P.24)
(227 11wy 77 AT 74— VORE] (P.24)

(%227 12 : ASA 1000V A L A Z L A~DL Y T 7 AT 4—LDEIY YT

(2713 2wy X2 UT 0 7774 VOERK] (P.28)
(27 14: T r7vA L—1o&E] (P.31)
(#2715 aXr70H%Mk (P.35)

AAXY 1:NTP &ZE

VNMC TH{EZ EITT D H1IZ. ASA 1000V, VSG. B XL U VSM T Network Time Protocol (NTP) #FRELET, 9 L7
Do 7284, ASA 1000V, VSG, B LT VSM (T VNMC 128 TE FH A,

VNMC. ASA 1000V, VSG, 3L VSM TNTP 2% ET5I1C1E, RO FIEEZETLET,

1. [VSM To» NTP ®%E ] (P.15)

2. [VSG T®» NTP »&] (P.15)

3. TASA 1000V T® NTP 0% E) (P.16)

4, TVNMC T®» NTP % & (P.16)

VSM T® NTP D%E

NTP ZBRETHI2IE,. VSM 2 Y — A nBHRO CLI 2~ FE AN LTLEEN,
ntp server x.x.x.x

XXXX IEINTP =D IP 7 KL AT,

VSG T® NTP DEEE

NTP ZF&ET DITIE, VSG a2 Y =AM BIRO CLL 2~ FE A LTS EEN,

ntp server x.x.x.x

XXXX [ NTP +— D IP 7 RL AT,

15



DY

GE) VNMCARYY—xz—Vxr bEA A M—=LLTWSHAIE, ntp server 2~ > Rk VSG =2 > Y — /L CHI| i AT 4E
HYFEHAL, VSGTNTP ZRETAHIZIE, VNMC RV v — ==V FNET VA VAN LT EHLERHY i‘ﬁ”

ASA 1000V T®D NTP D& E

VNMC {Z ASA 1000V & 1 A h—/LF HHIZ, WEFITLET,

e ASA 1000V ZFEITTHTXTO ESXi H— MIZNTP BEESNTNDH T L AR LT Z W, FEMIC VT,
[Configuring Network Time Protocol (NTP) on ESX/ESXi 4.1 and ESXi 5.0 hosts using the vSphere Client] &ML T<
TEEWN,

e VNMC 2 Microsoft Hyper-V Hypervisor (24 > A b — /L S TWizE 33T D Hyper-V 78 A b3 XN SCVMM 23358
NTP H— R ERFZ TR LTV D Z & 2fER L T I20,

A VA F—=L#1Z, ASA 1000V (X VMware ESXi R A b b U 70 Z A A 7 v w7 (RTC) EEZITIRY £3,

VNMC T®D NTP OF%E

VNMC T NTP Z#% €9 HI21F. WOFNEEZFEITLET,

AFvF 1  nttps://vamc-ip E T T UFTAALET, vamc-ip I VNMC O IP 7 FL 2 2R LET,
ATy 2 GEHEOERELENEFRINESEE, T TVNMCoORZ Ay U RUCBEITZZ E 2R LET,

ATvF 3 VNMCorZ Ay vy (M 9&BM) C, 2—%4 Tadmin) LHFHEZ—F S2AT—-REANLET,
ZAuE, VNMCOVA ZEALEZBRICRE L2/ AT =TT (A7 v 7 120 [VNMC OA A h—/1] (P.6)
o SN

AF7FvF 4 VNMC O GUI 6, R ZREL ET,
a. [Administration] > [VNMC Profile] > [root] > [VNMC Profile] > [default] Z &R L £,
b. [General] ¥ 7' T, Bt 2@ L £,
c. [Save] 27V >Z7 LET,
ATYv7 5 VNMC @ GUI 225, KA E L THNE NTP — &8T5, ROFIEEFITLET,
a. [Administration] > [VNMC Profile] > [root] > [VNMC Profile] > [default] Z &R L £,
[Policy] # 7 C. [Add NTP Server] # &R L £,
RANGEIZIP T RLAEZ AL, [OK] 27 Vv LET,
[Save] 27 U v 7 LT,

2 o T

A\

bE I NTP =" ZBN L 72 TR 2 SOE LWV Z & 2 HER L £ 9,
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http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2012069

VNMC ORJ ALY 742 FIE2RTTHEEOH

X9 VNMC OJ 41> 914> Ky

alialie Virtual Network Management Center
CISCO  version 2 10 285}

320568

2 X% 2:vCenter &M VNMC DEHEDELTE

VNMC OVA % A L7=#, &% %E{T L C VMware vCenter & OHHG & Mt T2 L BN H Y £3,
1. [vCenter #LIRZ 7 A VDX 7 u— K] (P.17)

2. TvCenter ~® vCenter JLiE 7 7 7' A L DAxgk) (P.18)

3. [VNMC VM Manager T® vCenter D% | (P.19)

(X L& BRI
T OILRENTWABIERPHDZ L 2R LET,

vCenter filE 7 71/ ILDFH>oO—FK
v b 7 v 7D vCenter i DR EDIKPID AT v 7%, vCenter IhiET7 7 A N E X T a— RT52 L TT,

vCenter JLiE 7 7 A V& X v — RT3 512k, ROTFNEEZFETLET,

A7v7 1 VNMC . [Administration] > [VM Managers] > [VM Managers] % &R L 7,
ATv7 2 [VM Managers] A >~ (4 10%ZM) <. [Export vCenter Extension] #7 UJ v 7 L £,

ATwF 3  vSphere Client N2> 5 vCenter JLIEY 7 7' A & BT DN H 5729 (TvCenter ~D vCenter JLIET 7 7 1
DXk (P.18) #%H). vSphere Client X7 7 £ Aw[§g7eT 4 L7 b VIZ vCenter 53R 7 7 A VERIFL E T,
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[VM Managers] R4 & &R5x3 SEEDHI

10 [VM Managers] R4 >~

R T T ——
Palicy Managoment || Admintstration

Proile PARIMBSOSONSY Cisonostc

WM Managers Add VM Manager | - ExportvCerter Edension
Proparties

Extension Keye  Clzco_VN_Manager_167102776

Extereion File Status:  success
Exteresion File Sisius Reason:

vCedilar Edenaion file 2 required b e2tablish Sacure connetion between vCanter and WN-Manager
Export fhe extension file by clicking Export vCenter Edension' and mstall it a5 plugin on all Bhe vCenter semvers:

302735

vCenter ~® vCenter #i5E TS5 5 1 > D&k
vCenter |Z vCenter JL3E 7 7 7' A LV BT HI121F. WOFIEEZFEITLET,

AT97F 1  VMware vSphere Client 75, VNMC W25 & H 9 % vCenter Server (21 71 > LET,
ATvF 2 vSphere 7 747~ (¥ 11 2% M) T, [Plug-ins] > [Manage Plug-ins] Z#R L £,
AFvFT 3 UL RUOERELEZ Y v L. [New Plug-in] &2 L £,

Je

EVh FleAzo—a L, [NewPlug-in] 47 3 v 2R3t 57 4> FUO FROMTEL Y ) v 73 5 0E D %
j—o

ATvT 4 FTICHTrr— RiFEHRO VNMC vCenter L3 7 7 A V&S L, [Register Plug-in] #7 U v 7 LE 7,
X o) T 4 DEEREKRENTWS [vCenter @ [Register Plug-in] 7« > Rv ) (X 12) BERENET,
AFYFTE X2 UT A EERA -V Ry 7 AT, [Ignore] 27 U v 7 LET,
BBRA T — 2 NE AT OREEZRLET,
AFYT 6 MIDORAvE—URERINTESL, [OK] 22Uy 2 L, [Close] #7 Vv 7 LET,

A

FE BEEPIZ, BELEXXFENRELL o2t I T— A —URNRREINTEHE. BEHED VNMC 77 74~
x> kU % vCenter NHHEIBRL T, HRITLTLZEW,
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B2 TO vCenter iR TS5 7 14 V&2 RRT HEEDHI

1 vSphere Client ¥« LY +Y

|J-_-T,J SG-KATARIAY-¥CZ - vSphere Client

File Edit “iew Inventory Administration | Plug-ins | Help

ﬁ E |E§ Home [ 2 Inventori Lf\j_anage Plug-ins. .. "7
oo o

Bl (5 SG-KATARIAY-WCZ a
= [ 961
E
= fh 5G1-del-chil Ankaa
@ 10.193.75.91
@, 10.193.75.92
[@ 10.193.75,93

Getting Started

What is a Datacp
w

A datacenter is tF

12 vCenter @ [Register Plug-in] 71 >~ K™

- Register Plug-in

Currart wlortor Sarver:  [SG-RATARIAV-WCE =]

Procvicde an input phug-in <l [is which reeds to be registered with vCerter Server.
Fis nomar:  [CiiUser sl Admirestratono Clsco_¥h_ ol Browss. ..

Wieswie it (reael-oriy)

cextonsionDatas
<obj wminss"urnwim25° versionlds uber® s type="Extension®
¥ S Swiviwr Wl org S 2001 S EMLEche

ma-instance

SELMr Cartific abe Warnings
= Sdesoni
-:;-k;»-‘ i an untrusted certificats is provided &5 part of plug-n regestration wiml. Post-registration, this
ey certificate will be ussd by wCanter Sarver o suthsarticste the PG, DeDening O yOur SeTLrty
VErsior pokcy, this issue meght Not represent a secUnty concern.
csubjec
- SEEFVEF
=url /2 Chick Ignore to cortirmse using the certificate,
cdosc
el T toros | gonen
<
</descnption>
“company >Cisco By stams Inc.</Companiy=
<lype>DVS</Iypas
<adminEmail />
=lEarvers
- zelents

ol o
wdescription
=label /= -
a| w <f
] | | I
o
e Regiter Phigrin carcal | |
o~

VNMC VM Manager T® vCenter D% E

VNMCVM Manager T vCenter Z iR ET 2I121E, ROFIAEFEITLET,

A7v7 1 VNMC C., [Administration] > [VM Managers] > [VM Managers] %R L £,

AFw7 2 [VM Managers] % > C, [Add VM Manager] %7 V v 7 L¥ 7,

AFv7 3 [Add VM Manager] #4712 Ry 27 AT, vCenter DMZEHEZ AL, [OK] 227V v LET,
EFICBMENTE VM v 2=V ¥ BPDROEHRE & BICRRINET,
o AERILEILIRGE,
o BFFOEMERRE,

e VMware vCenter ®D/N—3 3 2/,




2 ZX%9 3: VNMC T® ASA 1000V D&%

(X L& BRI

e VNMC IZ ASA 1000V % A > A b —/LF 5 HE1T. ASA 1000V Z2FE1T+T 59T TD ESXi —STNTP 2R ELTWVWHZ &
EHER LT ZE& W, FEMIZHOWTIL, TASA 1000V TO NTP ORE] (P.16) #ZHRL T Z&W,

» vSphere Client Zf#H L T ASA 1000V VM ##HAL 7,
o Xy hU—7 NZAHMN ASA 1000V FHLIP 7 KL 2L VNMC EH IP 7 KL AOMIZFET D2 L 2R LET,
vSphere Client N2>% ASA 1000V %2 VNMC 2889 2121F, RO FIHEZFEITLET,

A7v7 1 [Home] > [Inventory] > [Hosts and Clusters] Z 3R L £,

AFvF 2 HZEASHTE (BIOEREASNT) ASA 1000V VM IZBE L £,

AFwF 3 [Console] #7 %7 Vv LTASA1000VCLIIZTZ7®ALET,

AFyvFT 4 KoOa~<vr FEHEHALT, ASA1000VCLI ©, VNMC D IP 7 L R L ERMEEZRELET,

ciscoasa> enable

Password:

ciscoasa# configure terminal

ciscoasa(config)# wvnmc policy-agent
ciscoasa(config-vnmc-policy-agent) # registration host n.n.n.n
ciscoasa (config-vnmc-policy-agent)# shared-secret MySharedSecret

4% 4 :VNMC T® VSG F£71=I& VSM D& §%

VNMC T® VSG %721 VSM OBGOFEMIZ OV TR, kEZHMLTIZS 0,

[Cisco Virtual Security Gateway, Release 4.2(1)VSG1(4.1) and Cisco Virtual Network Management Center, Release 2.0
Installation and Upgrade Guide]

22ZX%9 5:VNMC T® VSG, VSM. XU ASA 1000V D EGxDHEER

L& B

K OIRENTWDOIERNHD Z L 2R LET,

ASA 1000V, VSM, F7iF VSG TO VNMC KRV v— =—V =¥ FOREEZERT D121, kOa<> FCLILEZALET,
vsg# show vnm-pa status

BENRE LG A, ROA v =V RERENET,

VNM Policy-Agent status is - Installed Successfully. Version 2.0 (la)-vsg

VNMC T, VSG., VSM, BXT ASA 1000V B BEFINTWVDMNE I D EMHERT HITIE, ROFIEZFETLET,

A7Twv7 1 VNMC C. [Administration] > [Service Registry] > [Clients] Z R L £,

ZFwF 2 [Clients] 7—7 L (4 13 %) T. [Oper State] # 7 A1 ASA 1000V, VSG. %L 0XVSM = kU izkf LT
[registered] X E EN TN ENERLET,

20


http://www.cisco.com/en/US/docs/switches/datacenter/vsg/sw/4_2_1_VSG_1_4_1/install_upgrade/guide/b_Cisco_Virtual_Security_Gateway_Rel_4_2_1_VSG_1_4_1_and_Cisco_Virtual_Network_Management_Center_Rel_2_0_Installation_and_Upgrade_Guide.html

[Client] ¥« > Fo &&= HEEODHI

13 [Client] w1 > Fo

Praferances

Arcp! [pes Faegiss VML afile WM Manager Diagnass peration
[ % Diagnostics
[ Registywmmet 20 Clients
» B Contraliers: ez
Bl Provdens Recteds:  §
[ e [ ceew | e [ e [esee | e | v
B 1722023107 |va vir-tw managed-endpoint | 172.20.23.107 registared 012-05-24TIS49:35 | 1.301¢)
[ 1722023108 | waG e managed-endpain 172.20,23108 registered V205 24TIS 4056 1.301¢)
B 1722023116 | ymme-vsm- 116 VITHVASW managed-endpaing 1722023116 registared 205 24TIS 4830 200015
B 1722023119 ange-firewa Irvfra-fe managed-andpalint 1722023119 registared M 05-MTISSIT 1000
B 1722023128 |lirewa|| VITr-B managed-endpoint 172.20.23.126 registared N 05-MTISSIS | 2000.10)

302733

BRRD6: T2 FDEE

TFMNETF—E L Ta R ANMRET =2 A —D VM 2R AT 0T 0T 0 (¥, BB, /-3l e ) T,
BTFF LU MITFATIF— X2 T4 28721217, T VNMCICTF v FERETIHILENDL Y 7,

TF FERETLHEIE. ROFIREFATLET,

AT7w7 1 [Tenant Management] > [root] Z &R L 7,

ATwF 2  [Tenant Management Root] A > OA7 L (X 14 &) T, [Create Tenant] %7 U v 7 LET,

AFwF 3 [Create Tenant] ¥4 717 Ry AT, 7T NOLAFIEfHELHHAEZANL, [OK] 227U v 27 LET,
FHERSNET Ty MIA— O TFOFELF—T gy _f e BERSNET (X 15288),




TFTY rOBREERTY SEROH

14 [Tenant Management Root] X1 >

cisco Virtual Network Management Center

| “_Itm I Resource Management | Poicy Management | Administration
T | -
IS | ——p——
| T N I T
Properties
Mame:  root
Description: [
wn
2
b
15 VNMC 77> FhtRE = [Navigation] R4{ >

CI‘slélc;' Virtual Network Management Cent

S Availabisty Matrix 1

Create Vitual Data Center L3 Clane

v @ oot Cisco
w4 Tenant 2 Properties
S Tenam 3 Hame:  Clsco

|
S Tenam 4 1

320506

224 7:VNMC TOY—ERXR 7AO774ILDETE

7077 A MER) = DREETT, TAT A VERRLIZD AT, ZOT BT 7 Ak | DELEFHEOAT V=7 |
(ASA 1000V T —H A v X —T 2 A AFIEVSM A —k a7 7 A A2 E) CHEHATIZEICE-T, Zhbnot7 vy
M= LB ) vt 5 2 LRI TEET,

VNMC OFEEF 2T 0 077 A VERET HICIE, KOFIEEZETLET,

AFwF 1 [Policy Management] > [Service Profiles] > [root] > [tenant] > [Compute Firewall] > [Compute Security Profiles]
@R LUE T, tenant ITHMOTF > hTT,

AFw7 2 [General] # 7T, [Add Compute Security Profile] #2 UV v 27 L¥7,

AFwv7 3 [Add Compute Security Profile] ¥4 71/ Ry 7 AT, ¥X=2 VT 4 077 A VDOLRTEHHZ AT L, [0K]
)y LET,

22



224 8:VNMC THOF/INA R TOT7AILDETE

VNMC TTFNA A T a7 7 A VaRET 513, ROFIHZFEITLET,

Z2Fv7 1 [Policy Management] > [Device Configurations] > [root] > [tenant] > [Device Profiles] Z#4R L £ 3, tenant I3 H
HWo7FFr herRLET,

AFwF 2 [General] # 7., [Add Device Profile] %2 V v 27 L%,

X797 3 [New Device Profile] ¥4 707 Ry 7 AT, TXA A TaT7 7 A VDL4FTEHHAZANL, [OK]Z27 ) vo L
7.

BRX99:AVEa—bk TF7AT7I4A—ILDEE

AVEa—F 77 AT U —MIVNMCHNORIRAET T 47 4T, VSGVM IZEIV S CTHET AL A a7y A VEEGAT
WEJ, VNMC T34 A 707 7 A WVIIEFEET DT R TDOT AL A RY —iF, Bl L ToHNZ VSGICEH s ET, KU
V=N VSGIZHEA SN HIE, 2 Ea— b 7747 U4 —/LiX VNMC N CRIEFHHFADIRIEL 720 97,

AYEa—hMI77AT U=V ERET DT, ROFIEELFATLET,

AFv7 1 [Resource Management] > [Managed Resources] > [root] > [tenant] > [Compute Firewalls] % &R L £ 7,
AT7w7 2 [General] # 7 C. [Add Compute Firewall] #7 V v 7 L ¥ 7,

ATwv7 3 [Add Compute Firewall]| ¥4 77 Ry 7 2 (K 16 #5M) T, £ 9T s T D HE#REATIL, [OK] &
7w LET,

VNMCVU 4 RURY 7Ly vadh, BIL{ERSNTcarta—h 7747 U+ —ABRFERINET,

714 —JL FDEREA

®09 [Add Compute Firewall] #4785 Ry 2 AD 74 —IL K
T4—=IF HTL
Name 1~32 XFTHR SN a vy Ea—h 77447

U A — VD&, AT, N T
. TvF—2ar (), UFFK O, BIY
any () AEDLHZENTEET, REFEE
X, ZOL4RIEERTCEEEA,

Description AL a—h T AT T+ — O E AR,

Firewall Settings

Device Profile FAL A TRT 7 A VEERT BT, KOF
2 2247 L £ 9

1. [Select] %27V 27 LET,

2. [Select Device Profile] ¥4 7 a2 KRy 7 A
T, TA A T a7 7 A VERRL, [OK]
/)y LET,

Management Hostname VSGH R M4

Data IP Address VSGOT—HDIPT KL A (BHEHIP T RLAT
175D FEA),

Data IP Subnet VSG #7xy b v A7,
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[Add Compute Firewall] ¥4 7R4Y Ry X &RKxTHEERDHI

16 [Add Compute Firewall] ¥4 745Ky 4o R
= Create 0O x
Add Compute Firewall 2
orgrat

[ General |

e icompute-ﬂrewall-56| |

Description: | |

Firewall Settings

Device Profile; | default | & Select

B [ firewall |

Management Hostname:

DaaIEnanE=a® -0 0 .0 |

DataIP Subnet; |25 - 255 . 265 . 0|

Ok | [ Cancel

302727

AZX910:VSGADAVEaA—F I7A4T724—ILDEIYHT

VNMC Tav¥a—h 77 A7 04— VERELEE, BELET AL A 0774 VNDOT A A R Y ¥ —718 VSG 125 H
SNBHEHIC, VSGIZEID Y THRZLENTEET,

A Ea— R 77 AT U /L% VSGIZHID B THIZIE, ROFIEEZFATLET,

AT7v7 1 [Resource Management] > [Managed Resources] > [root] > [tenant] > [Compute Firewalls] > [compute-firewall] %
FEIRLET,

AFvT 2 @BRLEaYEa—F 7747 4= V%427 v27 L, [Assign VSG] ZRIRL £,
AFvFT 3 [Assign VSG] # A 7u /' Ry AT, [VSG Management IP] K v 7# > UARnL, VSGOIP 7 KL XA
ZERL, [OK] 227Uy 27 LET,
BREN VSG IZ#H S5 & [Config State] IREEAS [not applied] 7> 5 [applying] (2254 0 | &KIZ [applied] (ZZ b
@ ijﬂo

BRAIOA11: T T7A4AT04—ILDEKRTE

TyY TrATUA—NERET DI, ROFIEZFETLET,

AT7v7 1 [Resource Management] > [Managed Resources] > [root] > [tenant] > [Edge Firewalls] % &R L £ 7,
AFwF 2 [General] # 7 C, [Add Edge Firewall] #2 U v 27 L¥7,
AFwv7 3 [Add Edge Firewall] # 4/ 7u 7 Ry 7 2 (¥ 17%28) T, £ 10 CRAIN TV DIEHREADTLET,
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ATFYT 4 oV T7ATUF—NVIIHNBBLONET —F A X —T = A% 1 DTOBMT 5121, WOFINEEEFTL

iﬁ—o

a. [Add Data Interface] #27 V v 27 L %7, [Add Data Interface] ¥4 702 Ry 7 ANRFRINET (X 18%

ZH),

b. 1 DONET—F AV F—T oA ZAZEBMTHITE. £ 1L THHINTWDIEHEREZANLET,
c. 1ODOHNERT =& AV F—T oA AZBMTHIZIE, £ 11l THHASNTWAIEREANILET,
d [OK]ZZ7 Vw7 L%ET,

AFwF 5 [OK] &2V vr LET,

714 —JL FDEREA

% 10 [Add Edge Firewall] ¥4 705 Ry 9 AD T 1 —IL F

T4—=ILE B

Name TV Ty AT Ut —VE,

Description TV T AT U A — LB,

HA Mode WA TRATZEYT 4 T—FETIZIAZ T

0y ETE—ROELLTTZ 7 AT +—VZBINT5
DONEERIRLET,

Firewall Settings

Device Profile

TNRARA TR T 7 A NEEHATHI2E. ROF
g4 AT L ET,

1. [Select] %27 V> 27 LET,

2. [Select Profilel] ¥4/ 72/ Ry 7 AT, TN
AR T T 7 A NERIRL, [OK]Z27 VU >
7 LET,

Edge Device Profile

TV TNRA AT T A NVEEAT DI,
WOFNEZEFATLET,

1. [Select] %27 V> 27 LET,

2. [Select Edge Device Profile] # A 7 a2 R
JAT, TNAATaT7 7 ANVERRL,
[OK] %27 Uy 27 LET,

& 1 NBEEVNET—F 1V E—T 1RO T 41—l FOEM

J4—ILEF B

Name F—B B =T A ADAT,

Description TS A B =T = A ADFHERF,

Role A B =T 2 ADRNEHA VX —T = A AE721L
A v A =T 2 A ADEL LN EEIRLET,

DHCP

[DHCP] F = v 7 Ry 7 X% 412 LT, DHCP
EAF—TNMILET, ZTOF T a ik, 4B
AV B —T oA RZHKLTEIEHTEET,

Primary IP Address

774~V IP T RL A,
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£ 1 RBEEUNBT—F A VA —T A RADT4—IL FDEM ($KZ)

J4—ILE Bz

Secondary IP Address T H XY IPT FLA, ZOF T ald, @
BT Y 77 AT U4 =N HA £— FIZ
RESNTVLHRICETHEMTE £,

Subnet Mask A 0 N

Edge Security Profile

ZOXTaiFZ AT =S A F =T = A
AR LTI EHATEET,

TV X2 UT 4 TuTrAVEEATHIC
. ROFIEEFETLET,

1. [Select] %27V v 2o LET,

2. [Select Edge Security Profile] %A 7 v 2/

Ry 7 AT, THNAL AT BT 7 A )VEER
L. [OK] &2V v 27 LET,

[Edge Firewall Configuration] EIEZ&R~D4Hl

17 [Add Edge Firewall] ¥4 7a5 Ky 4 R
+ Create O x
Add Edge Firewall
orgroct
_General |
Mame: |Edoe Frewal |
Description: .|
HAMode: () High Avaiabilty () Standalone
Device Profile: | gefaull |[ & setect |
Edge Device Profile: | defaull |[& setect |
Interfaces
Add Data Interfac Records: 0
Fale Mame Primary IP Secondary [P Network Mask ‘ DHCP Enabled Ef:::m'"y Description |
| |
i
|
: [v=]
%,
0K Cancal o
o
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18 [Add Data Interface] ¥4 7RJ KRy I R

~ Create

Add Data Interface ?)

org-root

Narme: alinside—data |

Description: | |

Role: (#) inside () outside

DHCP: Enable DHCFP

Primary IP Address: 4192 169100 . 18] |

N

Secondary IP Address:

SubnetMask: |255 - 255 .255.0 |

[ ok || canc

30273

22X 12 : ASA1000V £ Y RBDRAADIYY T7AT24A—ILDEIYH
T

Ty T AT U4 —L% ASA 1000V A > A% A L BEA T B I2iE, ROFIEAZFEITLET,

AT7v7 1 [Resource Management] > [Managed Resources] > [root] > [tenant] > [Edge Firewalls] > [edge-firewall] % &R L
ES RN
VNMC @ GUILIZ L > T, HiL<BIML7E=yY 7747 04—/ (M 19%2ZH) BLOROERBRRINET,
o RIEIREE
o B
s T—NOEIVHET
o [Faults] # 7
AT9F 2 [Generall] ¥ 7T, BHODZ Y 77 AT Ur—N&5H7 U > 27 L, [Assign ASA 1000V] &38R L E 7,
ATwF 3  [Assign ASA 1000V] ¥4 7 a7 Ry 7 AT, [ASA 1000V Management IP] Ka v 7 &7 U X b HEO
ASAT000V A A X v AL E T,
ATFvF 4 [OK|%#7Vv7LET,
ZNT, VNMC O GULIZ, =y Y 7747 U4/ (M 19%BK) BLOKROEMERSERSNET,
o TrATUF—/WIHE L fEE
e [Edge Security Profiles] # 7 (VSM IR ESNTWAIHEEDOEF 2 VT 4 707 7 A VERRT D)
e ASA 1000V A > A% o AMEH
- ¥—rvx1ID
- ®HHIPT FL A
- HAwv—n
- BEET TR
—  BEATREME
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ARTF9T 5 EDZIDASAL000V AV AX A A7, BEE, EE4 XU MIT 7 AT 5I21E, [ASA 1000V
Details] 3k T [Task] 227 V v 7 LE T,

HFLLEMENETYY 2747 04A—LERTTSEHEDH

— N A
19 ASA 1000V AR ENFF L BMENIT YD J74TF7 04—
T
.'-.ujsé:; Virtual Network Management Center
Tanard Maragement | Resouce Managemant | Policy Wan. ant | Admini
Managed Resources oo
[ Firewalls
L | Edge Firewall - o P Unassign ASA1000VFoa
v ¥ Compute Firewalls m
v UEnne Firewslls m __
T .
» & Poots
Fdge Firewal
L3 fh Coke l g )
L/ Faps! HAMode: () Highfwailabiity (=) Standalons
» A Tenartpopsi Focieme: B
- Taraen2 ey
Config State:  failed-10-appdy In cage of falrn, chock Faults'tab on s page o Faults Avsocialed with Firewall  or
Association State:  assoclated @o Ao Mo 40 ViewConioursionFaulls
Fireweall Settings. ASA 1000V Detads
Devce Profle: | gatalt & Select
Euge Devce Profile: | gatautt [ & Setect Edpe Firewall Senvice i 1008

Edge Firewall Mored 9 172 20 78154
HARola:  standaions

Marsagomaont Hostname: @ | P10ETrewal

Association:  associated

Reachable:  Yes

Intestaces
EX Ada Data Interface ER Efit 3 Delete Rocords: 2
Roke M Primary P |sewml-‘ Metwork Mask DHCP Enabled _“[ m“s" i | Description
|
side-intortac 1921681015 0o 2552662550
N N T T 22222 C——

Gl o
| S Restt Tt
L L 2l I~

o
@

BRAH13: Ty EXxaT4 TAT 74 ILDER

VNMC TiX, ASA 1000V A R Z AR EDFEBT Y Y 77 AT U — MR- b2 RELET, KBy Y 7747
VA —NEBNT S L RO ENAREICR Y FT,

o = AR —ZERLRELET,

e TV ITFATUF—NHADT YT TFRARA TR T sANBLOZ Y ¥ X% 2T 4 777 AVEERBIUOEREL
S

o TV IrATUA—NEERLET,
o TV ITFATUANABILWNEOZ Y 77 AT U=V AL X —T A RAZEROT 7 7 AV EHEHALET,
Ty VX2 UT 0 Tu T ANNEERTDHIZE. KOTFIEEZFETLET,

AT7wF 1 [Policy Management] > [Service Profiles] > [root] > [tenant] > [Edge Firewall] > [Edge Security Profiles] % &R L
ESsR®

AFwF 2 [General] # 7 C, [Add Edge Security Profile] #7 U v 7 L£7,
AFwvFT 3  FREND [Add Edge Security Profile] ¥4 727 Ry 7 AT, ROFIMEEEITLET,
a. [General] # 7 C, =y Y EXa T ImT7 7y A VOLARIEFHAZANLET,
b. [Ingress] # 7T, AJiAR YU > — [Ingress Policy Set] K>y 7 ¥ v UX EnHARY v—tEy ERIRL E

—éﬁo
c. [Egress] # 7 T, AJJAR Y > —d [Egress Policy Set] Fr >y X0 URAMNHRY — Yy FE2EIRLE
j‘o
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DY

GE) ACLAVY— -ty h2BEMT5121%, [Add ACL Policy Set] 27 U v 7 L, [Z A7 14: 7 7R L—)LORE]
(P.31) OFIEIZHENE T,

ATwv7 4 [NAT] # 7T, [Policy Set] Ku v 7% 7 U A Mpb NAT R >—®y hZBRLET, XY — v %Y
A MZEBNT 52, ROFIREZFETLET,

a.

C.

DY

[Add NAT Policy Set] #27 U v 7 LE7,
b. F/REiL5 [Add NAT Policy Set] A4 717 Ry 27 AT, £ 12 THHAIRNTWAEREZADLET,
[OK] %7 U v 7 LET,

(G¥) VPN B XU [Advanced] # 7 OFEHNZ 2 TIE. [ Cisco Virtual Network Management Center 2.1 GUI Configuration
Guide] %2R LT E&EW,

AF9F 5 [OK]%#7 Vv s LET,

74—V FOFHHA

% 12 [Add NAT Policy Set] ¥4 705 Ry 2 X OF4—IL K
T4—LF B

Name NAT R U ¥ — v b,

Description NAT RV v — &> O HARF,

Admin State

CEIEIES 3kESE VNN

Policies 1. [Add NAT Policy] 7 U v 7 LE7,
2. FREN% [Add NAT Policy] ¥4 7 a2 Ry 7 2T, % 13
THHSN TV AIEREADILET,
3. [OK] %2V v LET,
% 13 [Add NAT Policy] #4704 Ry 2D 7 4 —IL ¥
T4—=ILE SitEA
Name NAT RV > —4,
Description NAT KR U > — O H 230,

Admin State

AN FE TR T PR RE,

[Rule] 7—7 /v

1. [AddRule] %7V v 7 LET,
2. #AEND [Add NAT Policy Rule] #4707 Ry 7 A

(¥ 202Z/H) T, X 4 THASHTOLEREADLET,

3. [OK]%2 Vw27 LT,

= 14 [Add NAT Policy Rule] #4704 Ry S 2D 74— K
Z4—=IF Bl

Name NAT RV v —4,

Description NAT KR U > — O H 230,

Original Packet Match Conditions
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% 14 [Add NAT Policy Rule] ¥4 704 Ry ZAD T4+ —IL F (#%)
J4—=IF Bl

Source Match B — L DOS&MEEBENT 5120, WOFIEZEITLET,
Conditions

1. [Add Rule Condition] 7 YV v 7 L7,

2. FREN % [Add Rule Condition] # A 7w 2 RNy 7 AT,
IS THHIN TV DEREATLET,

3. [OK]ZZ7Vv2o7 LET,

Destination Match

BV — A DOSMZBINT 21212, ROFIEZETLET,

Conditions 1. [Add Rule Condition] %7 U v 7 L £,
2. #7515 [Add Rule Condition] ¥4 71 7 v 7 2 G,
FISTHHINTWAEHREZATTLET,
3. [OK] %7V v7 LgT,
Protocol ZORY = =LKL THRET D7 m harzkrko k) isE

WLUET,

o TRTOTwm FaLimEdT 55815, [Any] Ty 7Ry 7
A AN LET,

s FFEOT B haNERETDHIZIE, [Any] T=v s Ry 7 X%
F7IZLT, ZON—VICHERERE TR IMEZHEL £
T

[NAT Action] 7—7 L

NAT Action

ABT AT FENEIFATIVIBENAT T 7 v a v EBIRLET,

Translated Address

Source IP Pool
Source Port Pool
Destination IP Pool

Destination Port Pool

Ry 72y YA Mhb, BROIP 7=V E 73R — F 7=
EEIRLEY, 27 V= b ZA—TFEBMT 512, ROFIE
BEITLET,

1. [Add Object Group] #7 UV v 7 LET,

2. FREIND [Add Object Group] ¥ A 72 /ARy 7 AT, £ 16
THSN TV EREADLET,

3. [OK]%2 Vv L%,

NAT Options

VR NAT A7 a V& BIR L E1,

% 15 [Add Rule Condition] ¥4 7RJ Ry UV XDT7 4+ —ILF
T4—ILF Bl

Attribute Type B0 X A 7,

Expression

Attribute Name JEPED 4 B

Operator BAEEDN— VR ERELET,
Attribute Value BYEOEE A LET,

74—V RiZ, BIRLEZBHA EHETICL > TR - TEFRIC
RHZENDHY FT,
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% 16 [Add Object Group] 7 1 —JL F

J4—ILE R

Name FT =T N TN—TA,

Description FTV s b TNA—TF ORI,

Expression 1. [Add Object Group Expression] 27 V v 7 L£7,

AT, X I5THHAINTWDEREZADLET,
3. [OK] %2V vz LET,

2. #/R&h 5 [Add Object Group Expression] #A 727 R v 7

[Add NAT Policy Rule] 44 704 Ry 4 R &&RwT ZEEDHI

20 [Add NAT Policy Rule] #4705y o X
- Add (= 4
Add NAT Policy Rule
crgrock
Name: lNA'I'-'mebnzle ]
Description: |
Original Packet Match Conditions {Note: Configured Rule Conditions will have AND semantics.) O
Source Match Conditions @ Destination Match Conditions B
[E3 Add Rule Condition Records: 0 B3 Add Rule Candition Records: 0
Attribuste Name Operator Attribute Vahse Attribnste Name Oper aor Attribute Vahse
It any port pool is st the protocol must be (use eq) TCP or UDP.
Protocok B
[ Ay
Refer to MAT Action Table tooltip for validatons.
NAT Action Table O
NAT Action: B | Static_ [=
Address: .
Source IP Pool | b Add Object Group Destination IP Poal : Add Object Group
Resohved Source IP Pook Resobed Destination IF Fool:
Source Port Pool [= Add Object Group [ Destination Port Poal_| = Add Object Group
Resohed Source Port Pool: Resobed Destination Port Pook
iree P PAT Foo - Add Object Group
Resolved PAT IP Pool:
NAT Options: ] Enable Bidirectional [J Enable DNS [l Disahle Proxy ARP
OK Cancel

3RV 14 7O X IL—ILD

VNMC 7 7 &2 b—/LTlid, ROBERICESNWT NI 74 v 7 R E£72I13ER LE T,

e Umban

o EETLIPT RLVAEFIZRY NU—7
e S IPT7 RLAZLIEIRY NT—7

o (fEE) HErXBIUBLER— |

RE

TR N NVERETHIIE, ROFIEEZEITLET,

302729

AT7w7 1 [Policy Management] > [Service Policies] > [root] > [tenant] > [Policies] > [ACL] > [ACL Policy Sets] % i®&{R L &

j—o

AT7wF 2 [General] # 7 C, [Add ACL Policy Set] %27 U v 7 L&,
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AFvyF 3 [[Add ACL Policy Set] ¥4 77 Ry 2z 2| (M 21 %8M) 1o, F)— Ty FOARIBLOBAE A LE

j—O

AFvF 4 HWO ACL RY v —%&R L, T % [Available] U A k235 [Assigned] UV A MZBEI L 7,
AFvFT 5 ACLRY v—ZBINT 5I2E, ROFIEEZETLET,
a. [Add ACL Policy] #27 V v 7 L7,
b. [Add ACL Policy] #4707 Ry 7 A2, KU v—O4AFBIOHHEZANL, [AddRule] 27V v 27 LE

B

c. [Add ACL Policy Rule] ¥4 7 7Ry 7 2 (M 22%BH) T, £ 17T THH ST aHEREA L,
[OK] %2V v/ LET,

Y

(G¥) [Add ACL Policy Rule] ¥4 7 a7 ARy 7 ATHEMAMRERAT 7> a P OFEMIOWTIX, T4 0 ~LT %5

LTLTE&E,

ATFYT 6 BN TWBR{EFATus/T[OK] 227V v LET,
VNMC 7 4 > RUBN Y 7Ly 23T, [ACL Policy Sets] 7—7 MZH LWKR Y > — &y " BREFENET,

74— FDFRA

% 17 [Add ACL Policy Rule] ¥4 7 A4 Ry 52D 7 4 —IL K
J4—=ILEF Bl
Name ACL KUY > — L— /L D4R,

Description

RY — JL— L OEHE 723,

Action to Take

1. ZON—ITESWTHETT LT 7 2 3~ ¢ [drop]. [Permit],
F 7213 [reset],

2. [logl| F=v /ARy 7 A4 LT, BIRTET7vard
X T R—=T M LET,

Conditions

Condition match criteria

CORY = = EEAT D HEMAEET, KOXIIHRELE
7,

o TRTCOFMZHATS (AND) (Z1E, [matchall] A7 =
VAREERINLET,

o Yl oOFMEEWEHT S (OR) IZi%. [match-any] 47
vary REUEBRLET,

Src-Dest-Service

Source Conditions

BAEDORY = = Va2l T 57Ol —8T 248N H 5 EE
B, FROKMEZBMT 212E, ROFIEZETLET,

1. [Add] %2V 27 LT,
2. MEAREBEANL, [OK] %227V v 27 LET,

Destination Conditions

BAIEORY v —ZEHT 2720 =T 20BN H 5565 B,
FROKMZBINT 212013, ROFIEZETLET,

1. [Add] %2V v 27 LT,
2. MEAREBEANL, [OK] %227V v 7 LET,
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® 17

[Add ACL Policy Rule] ¥4 7R Ry I ZADT4—IL K (#§=)

J4—ILF Ehed
Service ! BAED K ) o — 2T 57010 — T 5 LENH 5 — B RJE
M, HROEMEEZBINT 51213, ROFIEEZEITLET,
1. [Add] %2V w7 LET,
2. MEREREADL, [OK]Z227 U v7 LET,
Protocol CORY = = L THRET DI harzko L HITE
WLET,
o FTRTOIm harEzRET LHHEIEL. [Any] Ty 7Ry 7
A& F W LET,
o BEOTE haLERETHICE. [Any] Frv s By s
EAZIZLTC, ZOL— VRN ERERTBLMEERTE L E
‘d—o
EtherType ZORY = =i LTRET S, A7 EvfbEh s>
| N 318
o AWTEMEINTWAETRTOT v haLixmid 5120,
[Any] T = v IRy 7 A& A LET,
o BREDOHTEMEENTWA T r ha)LEimEd 5I1TiE,
[Any] F=v 7 Ry 7 A%F 712 LT, ZTON—VIZLER
HE B I MEEHEE L ET,
Time Range ZOfEIE, 77 44 FT [Always] IZERE SN TWET,
e AL 2 3 E T D121, RO FIREZETLET,
1. [Always] F= v 7 Rv 7 2%+ 712 LET,
2. [Pattern] F= v/ Ry 7 A%F LT, WAETEZRINLE
‘j‘o
3. [Range]l F=v 7Ry 7 A% AT LT, Mt BAARER & Haxt
TR 2 BINL £,
Advanced BIEORY) L —%2HAT 272010 BT 3 0ENE L EE TR —

FEME, BT LWIAEITAR— P 2B 51213, ROFIEZETL
i‘j_o

1. [Add] %2V v 2 LET,
2. MEAEREASL, [OK] 22 Y v 7 LET,

1. FEILOFGEENT2HEIF. sUkRFEOTm Fa v FHEEI35EER— M2 TEEEA,
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TR W—ILREDEERTDHI

X 21

[Add ACL Policy Set] #47R%J Ky 4 R

Add ACL Policy Set

arg-rootfiorg-Tenant2

e GlAC L-HTTP-FOLICY

Descrigtion: _&lACL—H'I'I'F'—POLICY

Policies: @ [E3 add ACL Policy

&

Available :

default
default-egress

default-ingress

>

<

Assigned :

T *+ ¥ 3

| [ cancel

302737

B 22

- Add

Add ACL Policy Rule

orgroat

m— 1
|

Action to Take:
g (=) drop () permit () reset
[ iog
Conditions
Condition Match Criteria: G 3) match-all () match-any

Source Conditions @
Add

Destination Conditions @
Records 0 Add

Comdition Comdition

[Add ACL Policy Rule] #4745 Ry o R

(7)

Service O O

& Add

Records: 0 Records: 0

Condition

Cancel g

34




229 15: OX VT DEHE

BREEIZ6 L Tl 284, VSG @ Syslog R U v —£721% ASA 1000V EHEE2 RO FETHREL TAMETE £,
o [E=H EyvaiiaX /45K v— 2V rOFME) (P.35)
o (Vo= RY =2V uaXrIofx—7114t) (P.36)

VSG @ Syslog AN U v —F 7213 ASA 1000V EFE DR ER L OHMEIZ L - T, $5E LIZEHKRE L~V D Syslog A v & — P &
FIZZETEDHEIITe T, & 2, Syslog RV v —IZLoT, 7747 U4 —/L b= AR &4, FFAlE70I3ER
DILFENFAT I NI Z L & BT 5 Syslog A v B — Va2 ETHENTEET,

OXL TNk T, NI T4yl hkFE=F L, MBEE N TN a—FT 47 L, ZFLTTFAA ANERICHE SHEMEL T
HI EERWRTHENTEET,

EZA YL avIcaAxX U ITERIO— T OO UDENIE

FoX o aicuaXrrTaR)— oo Pron s Ll 6 AT AT, ROFIEEZETLET,

AFwF 1 [Policy Management] > [Device Configurations] > [root] > [Policies] > [Syslog] ##4R L £ 7,
ATwF 2 Syslog 7—7 /T, [default] &R L., [Edit] 27V v 7 LET,
AFw T 3 FREND [Syslog Policy] #4 7u /Ry 7 AT, [Servers] ¥ 7% 27V v 7 LET,
27y 7 4  Syslog Policy 7— 7L (M 23 5BM) T, FIA4~) F—nOEAFEER L. [Edit] 22V v 7 LET,
ATvF 5 [SyslogClient] ¥4 7r 7Ry 7R (X 24 %5M) T, kOFHRZEEL, [OK] 227V vy 7 LET,
* [Hostname/IP Address] : Syslog — 3D IP 7 RV AL IR A MEANLET,
e [Severity] : [Information(6)] Z3&R L 7,
e [Admin State] : [Enabled] % @K L £,
[Syslog Policy] ¥4 707 Ry 7 AREH INTZERTY 7Ly va &NET,
RFyF 6 LEEHEHFEL. VNMC OV 1> FYICRS IS, [OK] %27 U v 7 LET,

RUL—Tooo0nX o JOREMEERTT SEEDH

23 [Syslog Policy] #4785 Ry o X
Syslog Policy Q)
orgsoct
General Local Destinations | Events |
Add Syslog Server | 3 Edit | £ Delete Records: 3
Hostname / IP Forwarding Server
Server Type Address Admin State Severity Facility Port Protocol Interface

disabled critical {2)
secondary nane disabled critical (2) locald 514
tertiary none disabled critical {2) locall 514

302741

1 Cancel
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24 [Syslog Client] ¥4 7R0%5 Ry 9 R

Syslog Client

cegract
[Genera] coois |

Server Type: - portz |54

P o fpone ] Protocol:

Severty: | crtical (2) 1= Use Transport Layer Securlty ||
FOrWeA g Fechiy: Server Interface: g [

Admin State: (3 disabled ) enabled

302740

Cancel_

Jga—nNIILRYo—xzoor axoin4 x—I L
Ta—r L R =2V a X T EEINCT DITIERO FIEE FEITLET,

AT7w7F 1 [Policy Management] > [Device Configurations] > [root] > [Device Profiles] > [default] Z &R L 7,
AT7wF 2 T[Device Profiles] <A > | T, [Policies] ¥ 7% 27 U v 27 LET,

ATFYT 3 FTARAL R TBT A LDN—V DA FO [Policy Engine Logging] #83 (X 25 %% /) <. [Enabled] 27 VU v 7
L. &Iz [Save] #7 U v 7 LT,

Jo—mLRYS—ITooo0AXUTERTT HEEOH

25 [Device Profiles] _A >

’éluls'élc;' Virtual Network Management Center

Tanart Maregemant | Resource Mansgemant | Policy Management | 4

race Fri Denice Configurations:
v @ ot ol T
¥ Daice Prosles | default
L ceoen Rmame] <o |
v 4 Policies e e [ s
| i DaddONsSerer | T & 8§ Fecoms 1 MiNTPSeves | F 4 B 0B Pecoss 1
5 conn Fae 1P Address Senver inerface Hostriame (1
B Fautt I + 4 Addross Interface Mame
L3 171.68.226.1 10 management | -
» & LogFie 171.68.10.80 managamen
» I shwe
v & sysiog
B comp-sysiog
I detaun
»d coke
=4 Popsi
e DNS Domains 0 shP 0 G Sysion O
raitpeps r - =
7 i 3 Add Domain Recerds 1 dfauit =3 Add SNMP Polity Coke-syslog = Add Syslog Policr
= i Tananz 2 :
L Lomets ey olicy: 4
tisco cisco.com ol © CoeFie B
[Belect Fauttpolicy [~ [3 Asd Faut Poscy ‘Selact Cone File Policy | =] [E3 Ada Com Fis Po
oWault police detaul 4
Palkcy Agent Log File 0 Palicy Engine Logging 0
[ostaut =] [ AcdLogging Policy () Enabied ) Disabied S
Resolved Pokiey:  Serrootlogoeotdataull
Auth Policy O
[(commsmrpoicy [=] E3 a90 sum Policy
al T =
I 3
g



4 +rSTILoa—TFT1425VNMC DA VR M—ILEERTE

VNMC A 7 =7 = A ZATiE, KXV —DEFREHBGTONLERY —BIOREET -0, EFERICHEHE S
R =B LUOREICHET IEELIOCA AN FOWREWREIZT L2770 v Fu~0 ) a7, ZoF
CBRENR A Ea— b 77 AT VA= NVELFT Y Y T7 AT U+ —VOFES ARICLTHET,

Iy D747 04— ILOEESIUREIS—DHRE

FLHBHII
TV 77 AT U4 —% ASA 1000V A AL R L BT ET,

Ty Y T7AT VA —NADEEBLOREST — AT 2123, KOFIEZFEITLET,

AT7w7 1 [Resource Management] > [Managed Resources] > [root] > [tenant] > [Edge Firewalls] > [edge-firewall] % 4R L
ESsR®

ATwvF 2 [General] # 7 ® [States] i3k T, [View Configuration Faults] %27 U v 7 L £,
AF9T 3 HLWTITUY U0 RUICERENS [Fault Table] 7« > RO T, ROMKEREZTH2 7 ) v 7 LET,

e [Faults]: =7 —OEKE, BEEZITIHAT V7 b, HEH, KBEOBIT. ZERE. 447, 5L O
DEENET,

e [Events]: ID, ¥#E%E2 %547 V=2 b, 22—, AL XZT7 FIN, BIOHHAZEATHET,
e [Warnings] : ¥#8B%2% 35647V b, Aa—7 BIOHHEGEATHNET,

ATvF 4 =R VICETLEMEREZFZ AT DHICE, =2 MY 2L, KRIZ [Properties] (K 26 %5M) 227V v o LZE
‘?—O

Je

Evh Elo, T g (2T —FFA N2 M) 2RRTHIE, 2 bV EFXTALIY) v T LB TEET,

ATF9T 5 AL U4 RUOEHEREERT DHIZIL, [Refresh Nowh] 227 U v 7 LET,

[Fault Table] ©7 1 > FE®EDHI

26 EEEES A2 O

[ Faums | [ 8 viamings |
Aftected Obpect

- Properties o x

Properties (10904) o |
Properties
D 10904
Aiected Object  sysinommaizec-health-state I
User  intermal
Created 2012-07-25T16:41:38
Cause  transiion b

[FSM:EMD}: push updated MormalizedHealthState fo resource-
Description  mgriF SM sam dme ResstateNormalizedHealthStateSendUpdate) b

[Cciosa_] |

302739

T - T EE A T T
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AVEA—F 747 94— IILOBESLIUREIS—DHFAE

[ZC®HBHIIZ
AV VEa—h 77 AT Ux =% VSG AV AX AL BN T T,

A= 77AT VA NAOEEELRET HITE, ROFIEZFIATLET,

AT7w7 1 [Resource Management] > [Managed Resources] > [root] > [tenant] > [Compute Firewalls] > [compute-firewall] %
BIRLET,

ATwF 2 [General] # 7 ® [States] H3k C. [View Configuration Faults] 227 U v 7 L7,
[Fault Table] XF L W7 Z 0 74 v RUTHERESN, =T —OEKE, L2547V =2 b, BHA, K
BOBIT, ZEWRE, 247, BLOUHARNEGENET,

AFvT 3 U RVICETEMEREZRRTDICE, = RV EX TV 7Y o 75508 L, KIZ [Properties] #7 U >
y L/i‘j—o

5 VNMCO7vy7JL—F

S
G¥) FLWVNMC ONR—=a X7 v 77— FT 556, ROT v 77— FFRIEZEH L4, VNMC Tid, VNMC
1.3 226 VNMC 2.1 BEL O VNMC 2.0 »5H VNMC 2.1 ~O7 v 77 L —REH¥R—FLET, VNMC 1.3 nHNy 7
7y Z7LTVNMC21IZEXT 52 LI AR— ML TWETA, £72, VNMC 1.3 2627 AR — kLT VNMC 2.1 I
AVR=FFH LB Y HR—-PLTVERA,

VNMC 1.3 £721X VNMC 2.0 75 VNMC 2.1 ~7 v 77 L — RT 5121, WROFIEZTE T LT ZIVY,

1. Secure Copy (SCP) 7'u k=L Zfifl L T VNMC OEEFDO/N— a  OERRIEED NNy 7 7 v 7T 2{T0ET, ICLI &
AL VNMC OF =4 DNy 77 v 7] (P38) BT EE,

2. CLI @ update bootflash =~ > R&ZHEH LT VNMC2.1 ~7 v 77 L—RKLEJ, [CLI #fH L7 VNMC 2.1 ~D7 v
77 L—F] (P39) 2ZRLTIEZSN,
S
(GE) VNMC2.1 27 v 77 L—FKLTh, 77 UHFITIE VNMC OFION—V a UIRFREINDIGEERSHV ET, Ty 77
L= REON=Ta v aRFTDHICNE, 77U TT IO v v a7 73000 VB2 7V 7 LET, 20k
X, PAR—FSNTWDETRTHTZ U, Internet Explorer, Mozilla Firefox, X' Chrome (2 A s E 7,

CLI#ERALEVNMC OT—3 DNy I Ty T

U ARY) O HPTREEZRTFT 511X, SCP 20 L CEEFD VNMC OF —4# %y 7 Ty 7 LET,
VNMC OF =2 DNy 7 7y AL, ROFEDHI LD 1 SEEHTEET,

e CLIZMATZICIE, 2Oy 7 EFEITLET,

o GUI AT 2L, IGUI 2 L7 VNMC Oy 77 v 7| (P.41) #BRL TSN,
WOFIETIEINLOHREEEMR L ET,

e UE—hF 7741 H—r3:102.34

o —¥4 : backupuser

e /NAT— L : worknow
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o Ny T v Ty AN :10.2.3.4 LD /tmp/my-backup.etgz
e XML =7 ZAFR—hk 774/ :10.2.3.4 LO /tmp/my-XML.tgz
e VNMCIP 7 FL- A :10.1.1.10

N

(i) INHOHREE, BEWVORBEICEATAIRTEICEEMHZID I HICLTIEI N,

5

XL &HBHEI
—WEHIIZ Y E— R~ 7 7 A /L H—/3T Cisco Security Agent (CSA) Z N L E T,

Y

GE) TFTP 2L CTF—4 %2 Ny 77 v 7 LRNTLZEWN,

CLI ZfEH LT VNMC Oy 27 7y 7T ed 212t ROFIEZFATLET,

AFvFT A1 CLIZ#fEH LT, BHELLTCVNMCIlZu A o952k, ROFNEEZEITLET,
ssh admin@10.1.1.10

AFyFT 2 VATLE—FRIZAYET,

scope system
ARTFYT 3 ERRREORNY I T v T Ty A NVEERLET,

create backup scp://user@host/file full-state enabled

fEIZRD &30 TT,

e userld, =—¥WID TT,

e hostli, VAT ALHTT,

o Jfileld, NI T v T Ty ANDTERNRAL T 7 A VETT,
ATvFT 4 Tu T EIRBREINEL, MERART—RFEANLET,
RFYF 5 /system/backup * 727 T lcommit-buffer| & AJSILFET,
ATwF 6 SCPH—Nicul A LThb, file BFAEL, 2OV A XHREr (0) TRV LE2HERLET,

Ny Y79 TnH

vnmc# scope system

vnmc /system # create backup scp://backupuser@l0.2.3.4/tmp/my-backup.etgz full-state enabled
Password:

vnmc /system/backup* # commit-buffer

vnmc /system/backup #

CLI #EAL = VNMC 21 ~D7v 75 L—F
VNMC 1.3 £7203 2.0 OF =4 &89 7 757 LTinb, VNMC21 127 v 77 L— K95 2 L RTE 2,

A\

AE VY OB TIREZEEFET H121E, VNMC 2.1 ~O7 v 77 L— REBWBT D5/ Ny 7 77X aFETLET
(ICLL #EH L7z VNMC oF =Dy 77 v 7] (P.38) #5M),
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DY

(i) KT BDOT, T—=FZDT v 7T — MITFTP IIEA L2V T IZ&W,

CLIZfEHLTVNMC2.1 7 v 727 L— 9§ 521X, ROFIAEZFEITLET,

AFvFT A1

A7y 2

ATFvFT 3

CLIZ#FEALT, BZF L LTVNMC Iz Z A 351213, WOFIEETLET,
ssh admin@10.1.1.10

local-mgmt 2855k L £ 9,

connect local-mgmt

(fEE) Cisco VNMC Y 7 b7 =2 7 OBIED A= g VAR LT EE N,

show version

VE—h 774N P —=NB21 A A—VEF U n—RFLET,
copy scp://imageURLtoBinFile bootflash:/

VNMC 2.1 DA A= 7 7 A V4 1F vame.2.1.0. XXX X.bin T,
VNMC 2.1 ~7 v 77 L—FRKLET,

update bootflash:/vnmc.2.1.0.XXXX.bin

ROFNATH— "2 HEH LT,

service restart

(EE) BESECTVNMC P —"REEL TWD Z L 2B LET,

service status

Zoavy RO CLI 122 Tk, TUpgrade CLI Output] 2R L T 7ZE 0y,

(fEE) CiscoVNMC Y7 hU =7 RN=Ua VRNEHFENTWHENE I AR LET,

show version

Zoavy RO CLI 122 ik, TUpgrade CLI Output] 2R L T ZE 0y,

T w77 L— Ft%, VNMC P5ERIZT 7t AFREPHERT 511X, GUI 2o Tr s A LET,

T w77 L— ROETEIZ VNMC 225 @I ZELETA, VNMC OT v 77 L— K = g VA iERT S
Wi, 759 F0Xvy v 222U T L, TITUHFDAL L AZ L AT THET VNMC 2 & LET,

VNMC 7 v 745 L—F CLI HADFRTDHI
A7 w7 TOWS (7 y 77— FH) ZIhUCBliz®Ricze £9,

SERVICE NAME STATE RETRY (MAX) CORE
pmon running N/A N/A
core-svc_cor dme running 0(4) no
service-reg-svc_reg dme running 0(4) no
core-svc_cor_secAG running 0(4) no
resource-mgr-svc_res_dme running 0(4) no
policy-mgr-svc_pol dme running 0(4) no
sam_cores_mon.sh running 0(4) no
vm-mgr-svc_vmm_ dme running 0(4) no
core-svc_cor_controllerAG running 0(4) no
vm-mgr-svc_vmm_ vmAG running 0(4) no
core-httpd.sh running 0(4) no
core-svc_cor_sessionmgrAG running 0(4) no
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2T w7 SO

(7o 77 L—F#%) 1ZZIcB=Rrmiczen £,

Name Package Version GUI
core Base System 2.1 2.1
service-reg Service Registry 2.1 2.1
policy-mgr Policy Manager 2.1 2.1
resource-mgr Resource Manager 2.1 2.1
vm-mgr VM manager 2.1 none

VNMC OLLRTDNS— g IR T 2121%, TVNMC OLHEION—2 a o] (P41) 2L T 7EE 0,

6 VNMC /v 97y TEER

N
GE) KEFREIIEAEE LT, Ny 7 v 7BIOMETLZHEMT L2 L 2R L £9, VNMC =05 5l0H — TR E
T2 EBATT 212 TVNMC O 7 AR = RIS A=k (P43) 2L T ESV,

VNMC iZ2&£»-> T, WAL VNMC ONRX—=2 g TRy I T v 7BIXOETNARIZRDET, 2FE0, RO 77 v 7B IOE
TOBIENYR—FENET,

e VNMCIlx DNy 7 7 w7 BELO®VNMC 1.x ~DEx,
e VNMC2x D277 v/ BIRVNMC 2.x ~DEIT,

HDHNRN=TarEN I T T LHON= a3 NZEIETHZ 8 (VNMC Lx DNy 7 7Ty 7EBITVNMC 2.x ~D U IR
V7328 FFR—hrShTHERA,

A
GF) Ny 7T v 7B LOETRIEIZ TFTP 2 H LW T &0,

WD RE Y7 T, VNMC2.X TOT—Z DRy 7T v 7BILOETLOFEZOWTIHALET,
e [GUI #EM L7 VNMC O 77 7] (P.41)
o [VNMCDOLLFiDNR—2 3 v oiE] (P.41)

GUI ZEALVNMC DNy O 7 v

U AR OHPTRIEZRGFT DI, ROFEOIBD 1 22FERL TRy I T v 7T 2ETLET,
e CLI #3212k, ICLIZfALZ VNMC OF —X¥ DNy 77 v 7] (P38) #5MMLTIZIN,
e GUI =M 5121%. [Cisco Virtual Network Management Center 2.1 GUI Configuration Guide] % 2L T 72& W,

VNMC QO LRID/NN—2 3 VDIERT

Ty X7 L= FRRE LGS, fio"A—Ya v &2ET 5720 CLL 2R LET,

A
() ZEOT FRA L FBIORI —0H2D VNMC 2EIL L TWLEA (VSG 7213 ASA 2 L) 13X, KEOT—4 %
Bt L% o CPU EARITELS 2572, L7 b 540X VNMC BARETE5 L5 LE T,
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LB
—HEIZY) E— b~ 77 AL =T CSA ZEIT L E9,

Y

(F)  plomEz, BEVORKICEA T OREICESHEZLDL L IICLTIEIN,

DY

GE) TFTP #MEHLTT—#2HH LRV TIZEN,

VNMC DLIFiD /A= g G 5121F, ROFHZETLET,

AFyT 1 EEZFLLTCVNMCIcnZ A LET,
ssh admin@10.1.1.10

AFwF 2  local-mgmt (ZHki L £ 7,

connect local-mgmt

ATFYFT 3  (EE) CiscoVNMC Y7 F 7 =7 DEEDNR—T g U ZHER LT &N,

show version

AF9FT 4 VE—FNT7ANH =00 Ix A A—VEFT L R—RLET,
copy scp://imageURLtoBinFile bootflash:/
ZZ T, VNMC 1.x £ A= 7 7 A L4 1% vame.1.x.0. XXXX.bin T,
AFvF 5 update 2~ FEANLTLIEEN,
update bootflash:/vnmc.1l.XXXX.bin force
AF9FT 6 LEONR—Ya v EETLET,
restore scp://backupuser@l0.2.3.4/tmp/my-backup.etgz

AFYT 7 WROFETY—"ZHEEHLEI,

service restart

AFyFT 8 (EE) XHEIZE LT VNMC V—"PBEEL TS Z & 2R LET,
service status
Zoa<r RO CLI 7225 CTid, Restore CLI Output] S L T Z X,
ATvFT 9 (EE) BESCLTCiscoVNMC Y7 b7 =7 N—=Va UBREITINTNDL I L E2HERALET,
show version
Zoawr RO CLI 122w\ Tid, Restore CLI Output] # &M L T Z X0,
ATy 10 ElE¥EHK, VNMC BERIZT 7 ' AFRENHERT 212X, GUL 2o Cr /A LET,

TIUOWICT v T —F A= a3 OB YVICVNMC O LRI DO NR—2 g UIRERENTZHB/IE. 7708

¥y v iaBlUOSROBREZHELET,

VNMC O#Ex CLI H A D= RHl
27 w7 8§ OHS (VNMC OH—tE R 25 —& ) [ZZUCBlF-FERICRY 5,
SERVICE NAME STATE RETRY (MAX) CORE

pmon running N/A N/A
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core-svc_cor_dme running 0(4) no

service-reg-svc_reg_dme running 0(4) no
core-svc_cor_ secAG running 0(4) no
resource-mgr-svc_res_dme running 0(4) no
policy-mgr-svc_pol dme running 0(4) no
sam_cores mon.sh running 0(4) no
vm-mgr-svc_vmm_dme running 0(4) no
core-svc_cor_controllerAG running 0(4) no
vm-mgr-svc_vmm_vmAG running 0(4) no
core-httpd.sh running 0(4) no
core-svc_cor_sessionmgrAG running 0(4) no

27 w7 9OW) (T v 77 L— F&) 1T RRICRY £7,

Name Package Version GUI
core Base System 1.3 1.3
service-reg Service Registry 1.3 1.3
policy-mgr Policy Manager 1.3 1.3
resource-mgr Resource Manager 1.3 1.3
vm-mgr VM manager 1.3 none

7 VNMC O AR—+EXUVA ViR—k

)
GE) B2 VNMC =S H0H% — NICRET —Z 2877 21213, KOFIEZHEMNLES, VNMC OF—Z Dy 7
TyTRIOMET (T4 ¥V2Z2 U ANUKREE LT) 27212 [VNMC oy 77 v 7 bfisn] (P4l) #2RLT
<TZ&EW,

VNMCIZE 5T, MEVNMC A=V 3 v DF—F %27 AR—bBLOA VR-FTEET, 2V, ROTZ ZAR— K& A
VIR— R OEER Y R—FShE T,

e VNMCIlx 26D ZAR—hF, BEURVNMC l.x ~DA »A— |k,
e VNMC2x »HDx=7 AR— b, BLV VNMC 2.x. ~DA »K— kK,

bHN—=Varhbx 7 AR—FL, JION=T a2 A= (VNMC 1.x »bx27 ZR— kLT, VNMC 2.x (TA »F—
Fed) $2Z L3V AR—-bEhEEA,

A
(i) KT D7D, =7 AFR—bBLOA R — MRIEIZ TFTP T — % 2 H L2V T &0,

A
(GE)  VNMC TO=x=Z 2R — b LA VB — FOFEMIZ DWW TIE, [Cisco Virtual Network Management Center 2.1 GUI
Configuration Guidel ZZH L T 7ZE W,

8 VNMC ~d/\vy FiEH
Sy FEBMTI0E, CLL 24 LE T,

(X L& BRI
—BA9IZ Y = — b SCP %—/ 3T CSA #HEHZ L E9,
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DY

(GF)  fPlomiEz, BEVORRKICENT2REICESHLDL L IICLTIEIN,

Y

() KT HDOT, T—=FZDT v 7 F— M TFTP 3MEHA LW TL &V,

VNMC 2.x {28y FRBEHT 21213, ROFIEZFATL ET

AFvT 1 RNyFiEf+2s VNMC VAT Azl A LET,
ssh admin@10.1.1.10

AFw 7 2  local-mgmt 28k L £9,
connect local-mgmt

ATF9FT 3 T—bNT7TvvaEBEHLET,
update bootflash: | ftp: | scp: | sftp:

WIZhl R LET,

update bootflash:/vnmc.2.1.0.511.bin

A7y7T 4 VNMCH—bRxEZHEEHLET

service restart

ATYFT 5 Y—bEARTRTCEHELTCNDLI L E2HERALET,

service status

Zoa~wy RO CLI A2\ TiE, TAfter Patch Output) ML T Z X0,
ATvFT 6 Ny TFREAINZIEEERT I, RHOBBEEHERALE T,

show update-history

RNy FERED VNMC OY—ERX X7—52 X0H|

27 v 7 SO (VNMC OH—E 2 Z5—% ) I, ROFIERT-FRIZRY £,

SERVICE NAME STATE RETRY (MAX) CORE
pmon running N/A N/A
core-svc_cor_dme running 0(4) no
service-reg-svc_reg_dme running 0(4) no
core-svc_cor_secAG running 0(4) no
resource-mgr-svc_res_dme running 0(4) no
policy-mgr-svc_pol dme running 0(4) no
sam_cores_mon.sh running 0(4) no
vm-mgr-svc_vmm_dme running 0(4) no
core-svc_cor_controllerAG running 0(4) no
vm-mgr-svc_vmm_ vmAG running 0(4) no
core-httpd.sh running 0(4) no
core-svc_cor_sessionmgrAG running 0(4) no

44



9 EEEM
KDYy 7 TiE, VNMC B L OHERGEOMEHFREZR N2 A MCET O EHREZLH L TWET,
e [Cisco Virtual Network Management Center O~ == 7 /L | (P.45)
e [Cisco Virtual Security Gateway ®~ == 7 /L"| (P.45)
e [Cisco Nexus 1000V U —RX 2 A v FD~v==a7 /1| (P.45)
» [Cisco ASA 1000V (B4 5 ~==7 /1] (P45)

Cisco Virtual Network Management Center DY =217 )L

Cisco Virtual Network Management Center DR D~ = = 7 /L%, & URL TATFRFETT,
http://www.cisco.com/en/US/products/ps11213/tsd_products_support_series_home.html

» [Cisco Virtual Network Management Center 2.1 Documentation Overview

e [Cisco Virtual Network Management Center 2.1CLI Configuration Guide

e [Cisco Virtual Network Management Center 2.1 GUI Configuration GuideJ
» [Cisco Virtual Network Management Center 2.1 Quick Start Guide./

» [Cisco Virtual Network Management Center 2.1 Release Notes.]

» [Cisco Virtual Network Management Center 2.1 XML API Reference GuideJ
e [Open Source Used in Cisco Virtual Network Management Center 2.1

Cisco Virtual Security Gateway®~¥ =217l

Nexus 1000V > U —X 2 A v F H Cisco Virtual Security Gateway (VSG) O~ == 7 /L%, Ik® URL TAFREETT,
http://www.cisco.com/en/US/products/ps11208/tsd_products_support model home.html

Cisco Nexus 1000V 1) —X XA vy FDI =TI

Cisco Nexus 1000V > —X 24 v FD~==27 /L, kD URL TAFHRETT,
http://www.cisco.com/en/US/products/ps9902/tsd_products_support_series_home.html

Cisco ASA 1000V IZB§9 5<% =a7I

Cisco Adaptive Security Appliance (ASA) O~==7 /X, kD URL TAFTEET,
http://www.cisco.com/en/US/products/ps12233/tsd _products_support series_home.html

10 RZa7IDAFFEBELUTI=AHIL YR—F

V=2 T NVDAFHE, 77 =k bR — b, TOMOFRBZERICONT, KO URL T, BAEFHIND [What's New in
Cisco Product Documentationl] Z#ZH L T 72XV, VAaOHRAB I OUETHROHEi~v=a27 O —EHLRENTWVET,

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

[What's New in Cisco Product Documentationl] IZRSS 7 4 — R & L CHEFiCE ¥, o, V-4 —T 7V r—va &AL
TaryFUYRTFTRY by FICEBEREEND LOCHRETHZEHTEET, RSS 7 4 — FIZEROP—EZTE, PRI
TE. RSS X"—V 3 20 % HF— L TWET,
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