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pHerve D t— I

INOLODHCP A7 v a v a%G5T 5L, T3 A%, HTTP £721% TFTP ¥ — S —THEE L
TPython A7 V7 haexru—RLET, ZORET, 73 AXHTTP £ 721X TFTP H—
N ZHET D b— R EBFF 202, DHCPH— N—(Z k> TRt SN DT 7 4+ /v b DL—
NEERLET,

DHCP ¥ S A4 7 > FDENE

Cisco I0S XE Amsterdam 17.2.1 V U — AL T, T34 ZA0OH 5 ID (PID) . Cisco &~ b
U—2 FS5 77 RF LA (PnP) . VUTNALER. BIOMACT RUANDHCP 7 547
VAT a o TERESNET,

INBDITAT AT aidk, DHCP B —_"—TEHE L (EHT& %4, DHCP 7 &

ATV M TvavElATHE, TAALRAEZHRINL, A7V a0 67 £TITEE Y 7 4 14
L C—E®D Python 7 7 A VEEEFETEET,

K2:DHCP Y S A 7o bF T3y

TN R1EHR DHCPv4 DHCPvG
Hin 1D 124 16/ 7 v
Serial number 61/ k7 16/ k7' v
MAC 7 FL & 61/~ 7w 1

[Cisco Network PnP] 60 15

DHCPv6 M4 HR— k

Cisco IOS XE Fuji 16.9.1 Tl&, Dynamic Host Control Protocol 73— = 6 (DHCPv6) DH7AR—
FRERZyFFrbEya = ZERBIGEMIVE L7z, DHCPV6IXT 7 4 /L F THMIC -
TEY, A¥— Ty T ar74¥al—rva L TT— 5T XTOT A 2 THGRE
\i—g—o

\}

((¥)  DHCPv6 I Catalyst 9300 33 KX T8 9500 ' U — R A A v FTOHYHR— NI ET,

DHCPV6 /%, Python 22 U 7 @ TFTP & HTTP D DX 7 m— RIZ k> THR—FEh
TWET, Python 27 U 7 F® HTTP £72IX TETP DX 7 i — RIVRI LIZHBA. T340 &
ILBRAAIE . GREZ: LOdREE) 12D £3°, DHCPv4 & DHCPv6 D i J7 BERES 5 7= 0121,
IELWHTTP 7 7 A /L /SRS DHCP RECTHHATE 2L E N H Y 7,

FICA v Z—TxA RZIPVA & IPV6 DT DT FLANH L, -ty NT—27NIZ2
DDORILDBA LV HE =T 2 A ABRHDHZEBEBEZONET, 2F0V, —HiTZIPvd v T 7 17
EZETE, MFIXIPV6 T T 4 v 7 B ETE E T, AR CIXDHCPv4 £ 721X DHCPv6
FFarOWNTNEEHTLZEEBEO LET,

KIZ, DHCPv4: /etc/dhep/dhepd.conf Dl &7~ LE T,
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host <hostname> ({
hardware ethernet xxX:xXX:XX:XX:XX:XX;
option dhcp-client-identifier "xXXxXXxxXXxxXXxX'";
option host-name "<hostname>".
option log-servers x.X.X.X;
fixed-address x.x.x.x;

"

if option vendor-class-identifier = "..." {

option vendor-class-identifier "...";

if exists user-class and option user-class = "iPXE" ({
filename "http://x.x.x.x/../<image>";
} else {

filename "http://x.x.x.x/../<script-name>";

}
}
&Iz, ISC DHCPv6 ¥ — RO EF 27~ LE T,

option dhcpé6.bootfile-url "http://[2001:DB8::21]/sample day0 script.py";
N O LA ERNY _— N -~
TR AyF TREYa=2 T OER

TFIP I E—ZFERA L TOEENR— MIHIT 5 DHCP H—/\EZE Dl

WIZ, T A ZAOFBR— MR THERE STV D5EIC TFTP = B — %A1 L T1T 9 DHCP
P NREOH ZRLET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config)# ip dhcp excluded-address vrf Mgmt-vrf 10.1.1.1 10.1.1.10
Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address

Device (config-if)# end

HTTP S E—Z#FA L TOEER— ;ZEHIT 5 DHCP H—/\EZE D1

WIZ, TN AOBEBR— MEHE TR SN TWADEAICHTITP 2 B —%2#H L Tf7
9 DHCP H— " EDOH 2R L7,

Device> enable

Device# configure terminal

Device (config)# ip dhcp pool pnp_device_pool
Device (config-dhcp) # vrf Mgmt-vrf
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TFIP 2 E— %A L1=A 23> K R— kTo4 > T DHeP H— e ]

network 10.1.1.0 255.255.255.0

default-router 10.1.1.1

option 67 ascii http://198.51.100.1:8000/sample_python_2.py
end

Device (config-dhcp)
Device (config-dhcp)
Device (config-dhcp)
Device (config-dhcp)

#
#
#
#

TFIPOE—%#FEAL=A /N> K R— FTOY > TIJLDHCP Y —/\#5

53

WIZRT DI, T3 ADA N R AR— MR TERINTWAEAED, TFTP 2 B —%ff
H L7437V DHCP % — "\ #pk T,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address
Device (config-if)# end

HTTP O E—ZERALz4 >/\Y FR— FTOY > T)LDHCP H—/\18

53

WITRT DL, TNRAZADA X R AR— MRAE TSN TV DRSO, HITP =
v — &M L7- % 7L DHCP % — ik T3,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://192.0.2.1:8000/sample python_ 2.py
Device (config-dhcp) # end

Linux Ubuntu /N4 X ETOHY > 7 JL DHCP H—/\D#E Rk

KD DHCP H— ERLFIL. — BT AR, ZOEHR— N EFRIZA RNV R R— D EDH
SMNEfRINTWS Z & L, Python A2 U RN TETP H— "\ b abt—3nbZ E &R L
TWET,
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root@ubuntu-server:/etc/dhcp# more dhcpd.conf
subnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.2 10.1.1.255;

host 3850 {
fixed-address 10.1.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name !<opt 67> " /python dir/python_ script.py";

option tftp-server-name !<opt 150> "203.0.113.254";

RO 7LV DHCP #ERKIL, Python 227 U 7 EBSHTTP r— "N H 7 A RZab—Ehb 2
EERLTVET,

Day0_with mgmt port http
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.2 192.168.1.255;

host C2-3850 {

fixed-address 192.168.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name "http://192.168.1.46/sample python 2.py";

DHCP Y — NN TIRRBIC 2 o726, BHR Yy NU—T BT A A2 LFET, Tk
DR DI OEITEERIICFEI TSN ET,

TFIP O E— %@ AT 52 EER— kT DHCPv6 H—/\%FE D15l

WIZ, TN, ADFEBR— MEHE TR IN TWAEAIC TFTP 2 ¥ —4%2EH L TIT
9 DHCPv6 % — "REDH 2R LE T,

Device> enable

Device# configure terminal

Device (config) # ipvé dhcp pool ztp

Device (config-dhcpv6) # address prefix 2001:DB8::1/64

Device (config-dhcpv6) # domain-name cisco.com

Device (config-dhcpv6) # bootfile-url tftp://[2001:db8::46]/sample day0_script.py
Device (config-dhcpv6) # exit

Device (config) # interface vlan 20

Device (config-if)# ipvé dhcp server ztp

Device (config-if)# end

H )LD Python 7OES I =V H X5 ) Tk

WIZRTOIX, HTTP %— NF 721X TFTP — DWW B T & 54 7 /L Python A
7 U7 NTT,

[ Ciscol0S XE Cupertino 17.9x 704 SYE T4 av T4 FaL—av HA K



| Jaesa=vy

print "\n\n

# Importing
import cli

print "\n\n

Cisco 4000 > ) —X #—Ex#aEL—soeHns [

*** Sample ZTP Day0 Python Script *** \n\n"

cli module

*** Executing show platform *** \n\n"

cli command = "show platform"

cli.execute

print "\n\n

p(cli command)

*** Executing show version *** \n\n"

cli command = "show version"

cli.execute
print "\n\n

cli.configu

print "\n\n
cli command
cli.execute

print "\n\n

p(cli command)
*** Configuring a Loopback Interface *** \n\n"

rep(["interface loop 100", "ip address 10.10.10.10 255.255.255.255", "end"])

*** Executing show ip interface brief *** \n\n"
= "sh ip int brief"
p(cli command)

*** 7ZTP Day0 Python Script Execution Complete *** \n\n"

Cisco 4000 > ') — X H—ERX#SR)L— 2 DEEEF O Y

WDEw ¥
Python A 7
Python A 7

% failed to
! <This mes
is absent o

vF T va=r o7 —FalTEE, FAN V2 UREBIZAENI S,
U RIRFRARN vz U ra—RE, AN Yo AnZy v oua—RLE
V7 MEEITLTT AN, AT A4 Pl ELTWDZENRENTWNET,

initialize nvram
sage indicates that the startup configuration
n the device. This is the first indication that the Day Zero work flow is

going to start.>

This produc
States and
use. Delive
third-party
Importers,

t contains cryptographic features and is subject to United
local country laws governing import, export, transfer and
ry of Cisco cryptographic products does not imply
authority to import, export, distribute or use encryption.
exporters, distributors and users are responsible for

compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable

to comply w

A summary O
http://www.

If you requ

ith U.S. and local laws, return this product immediately.

f U.S. laws governing Cisco cryptographic products may be found at:
cisco.com/wwl/export/crypto/tool/stqrg.html

ire further assistance please contact us by sending email to

export@cisco.com.

cisco ISR44

51-X/K9 (2RU) processor with 7941237K/6147K bytes of memory.

Processor board ID FJC1950D091
4 Gigabit Ethernet interfaces

32768K byte

s of non-volatile configuration memory.

16777216K bytes of physical memory.
7341807K bytes of flash memory at bootflash:.

0K bytes of

WebUI ODM Files at webui:.
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$INIT: waited 0 seconds for NVRAM to be available

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/nol: %
!1<DO NOT TOUCH. This is Zero-Touch Provisioning>>

Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***
*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief ***

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 unassigned YES unset down down
GigabitEthernet0/0/3 192.168.1.246 YES DHCP up up
GigabitEthernetO 192.168.1.246 YES DHCP up up
Loopbackl00 10.10.10.10 YES TFTP up up

**% ZTP Day0O Python Script Execution Complete ***

Press RETURN to get started!
TA R e Yamr IRETTHE, 10S Va7 NRT VB ARRRIZR D 7,
Cisco Catalyst9000 > ') —X X A v FD{E O Y

WKDEY T arTi, PedyFroelamr ZoEEn /o L eRrLET, 20
Eo7%m s Tix, FA Nz VR EFIZAENZSI, Python A7 U7 "XF A Ny = UIZH D
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Cisco Catalyst9000 ') —X X 4 v FOEFHO Y .

ve—REN, FAR AR E e — KLz Python A7 U7 Na2FTLTT A A%&T
ABRIZREL TSI ENRINTWET,

oe

Checking backup nvram
No config present. Using default config

o°

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero
work flow is

going to start.>

Cisco 10S XE Everest 16.6.x /" &5 Cisco 10S XE Fuji 16.8.x ~
OB va TR, py A7 VT NEFEITTLRIOEEB R SOV TN ERRLET,

Press RETURN to get started!

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*** Sample ZTP DayO Python Script ***

*** ZTP Day0O Python Script Execution Complete ***

IOk varTiE TAERT R Y a = THIET AN, AERET D HIEETRLET,
Initializing Hardware...

System Bootstrap, Version 17.2.1r[FC1], RELEASE SOFTWARE (P)
Compiled Thu 02/20/2020 23:47:51.50 by rel

Current ROMMON image : Primary

Last reset cause : SoftwareReload

C9300-48UXM platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] O

boot: attempting to boot from [flash:cat9k iosxe.16.06.05.SPA.bin]

boot: reading file cat9k iosxe.16.06.05.SPA.bin
B

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
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subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.6.5, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

Checking backup nvram
No config present. Using default config

3
S
3
g

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

ec:1d:8b:0a:68:00
73-17959-06
FOC21418FPQ

Base Ethernet MAC Address
Motherboard Assembly Number
Motherboard Serial Number
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Model Revision Number : BO
Motherboard Revision Number : A0
Model Number : C9300-48UXM
System Serial Number : FCW2144L045

$INIT: waited 0 seconds for NVRAM to be available

SETUP: new interface Vlanl placed in "shutdown" state

Press RETURN to get started!

*Sep 4 20:35:07.330: %SMART_LIC-6-AGENT READY: Smart Agent for Licensing is initialized
*Sep 4 20:35:07.493: %IOSXE_RP NV-3-NV_ACCESS_FAIL: Initial read of NVRAM contents
failed

*Sep 4 20:35:07.551: %IOSXE_RP_NV-3-BACKUP_NV_ACCESS FAIL: Initial read of backup NVRAM
contents failed

*Sep 4 20:35:10.932: dev_pluggable optics_selftest attribute table internally inconsistent
@ 0x1D4

*Sep 4 20:35:13.406: SCRYPTO-4-AUDITWARN: Encryption audit check could not be performed
*Sep 4 20:35:13.480: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Sep 4 20:35:13.715: $LINK-3-UPDOWN: Interface Lsmpil8/3, changed state to up

*Sep 4 20:35:13.724: SLINK-3-UPDOWN: Interface EOBC18/1, changed state to up

*Sep 4 20:35:13.724: SLINEPROTO-5-UPDOWN: Line protocol on Interface LI-NullO, changed

state to up
*Sep 4 20:35:13.724: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to
down

*Sep 4 20:35:13.725: SLINK-3-UPDOWN: Interface LIIN18/2, changed state to up

*Sep 4 20:35:13.749: WCM-PKI-SHIM: buffer allocation failed for SUDI support check
*Sep 4 20:35:13.749: PKI/SSL unable to send Sudi support to WCM

*Sep 4 20:35:14.622: $IOSXE_MGMTVRF-6-CREATE SUCCESS INFO: Management vrf Mgmt-vrf

created with ID 1,
ipv4 table-id 0x1l, ipv6 table-id 0x1E000001

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 1 on Switch 1 is nocable

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 2 on Switch 1 is down

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 2 on Switch 1 is nocable

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 RO/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0O/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-ACTIVE ELECTED: Switch 1 RO/0: stack mgr: Switch 1

has been elected ACTIVE.

*Sep 4 20:35:14.728: SLINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpil8/3, changed
state to up

*Sep 4 20:35:14.728: $LINEPROTO-5-UPDOWN: Line protocol on Interface EOBC18/1, changed
state to up

*Sep 4 20:35:15.506: %HMANRP-6-HMAN TOS CHANNEL INFO: HMAN-IOS channel event for switch
1: EMP_RELAY: Channel UP!

*Sep 4 20:35:15.510: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to down

*Sep 4 20:35:34.501: SLINK-5-CHANGED: Interface Vlanl, changed state to administratively
down

*Sep 4 20:35:34.717: $SYS-5-RESTART: System restarted --

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport
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Copyright (c) 1986-2018 by Cisco Systems,

Compiled Mon 10-Dec-18 12:52 by mcpre
*Sep 4 20:35:34.796: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to up
*Sep 4 20:35:35.266: $SYS-6-BOOTTIME: Time taken to reboot after reload = 283 seconds
*Sep 4 20:35:35.796: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Inc.

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/1, changed state to

down

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/2, changed state to

down

*Sep 4 20:35:36.607: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/3, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/4, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/1, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/2, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/3, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/4, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/5, changed state

to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/6, changed state

to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/7, changed state

to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/8, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:37.607: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/1,

changed state to down
*Sep 4 20:35:37.608: $SLINEPROTO-5-UPDOWN:
changed state to down
*Sep 4 20:35:37.608: $SLINEPROTO-5-UPDOWN:
changed state to down
*Sep 4 20:35:37.609: $SLINEPROTO-5-UPDOWN:
changed state to down

Line protocol Interface GigabitEthernetl/1/2,

Line protocol Interface GigabitEthernetl/1/3,

Line protocol Interface GigabitEthernetl/1/4,

*Sep 4 20:35:37.609: $SLINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/1, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/2, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/3, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/4, changed state to down

*Sep 4 20:35:37.609: $SLINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/5, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/6, changed state to down

*Sep 4 20:35:43.511: AUTOINSTALL: Obtain tftp server address (opt 150) 159.14.27.2
*Sep 4 20:35:43.511: PNPA: Setting autoinstall complete to true for 159.14.27.2
*Sep 4 20:35:57.673: %PLATFORM PM-6-FRULINK INSERTED: 8x10G uplink module inserted in
the switch 1 slot 1

*Sep 4 20:36:19.562: [IOX DEBUG] Guestshell start API is being invoked

*Sep 4 20:36:19.562: [IOX DEBUG] provided idb is mgmt interface

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up guestshell to use mgmt-intf
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*Sep 4 20:36:19.562: [IOX DEBUG] Setting up chasfs for iox related activity
*Sep 4 20:36:19.562: [IOX DEBUG] Setting up for iox pre-clean activity if needed
*Sep 4 20:36:19.562: [IOX DEBUG] Waiting for iox pre-clean setup to take affect

*Sep 4 20:36:19.562: [IOX DEBUG] Waited for 1 sec(s) for iox pre-clean setup to take
affect

*Sep 4 20:36:19.562: [IOX DEBUG] Auto-configuring iox feature
*Sep 4 20:36:19.563: [IOX DEBUG] Waiting for CAF and ioxman to be up, in that order

*Sep 4 20:36:20.076: $UICFGEXP-6-SERVER NOTIFIED START: Switch 1 R0/0: psd: Server iox

has been notified to start
*Sep 4 20:36:23.564: [IOX DEBUG] Waiting for another 5 secs

*Sep 4 20:36:28.564: [IOX DEBUG]

Waiting for another 5 secs

The process for the command is not responding

*Sep 4 20:36:33.564: [IOX DEBUG] Waiting for
The process for the command is not responding

or 1s otherwise unavailable

another 5 secs
or 1s otherwise unavailable

*Sep 4 20:36:34.564: [IOX DEBUG] Waited for 16 sec(s) for CAF and ioxman to come up

*Sep 4 20:36:34.564: [IOX DEBUG] Validating if CAF and ioxman are running

*Sep 4 20:36:34.564: [IOX DEBUG] CAF and ioxman are up and running

*Sep 4 20:36:34.564: [IOX DEBUG] Building the simple mgmt-intf enable command string

*Sep 4 20:36:34.564: [IOX DEBUG] Enable command is: request platform software iox-manager
app-hosting guestshell enable

*Sep 4 20:36:34.564: [IOX DEBUG] Issuing guestshell enable command and waiting for it
to be up

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:38.578: [IOX DEBUG] Waiting for another 5 secs
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:39.416: S$LINK-3-UPDOWN: Interface TenGigabitEthernetl/0/48, changed state
to up
*Sep 4 20:36:40.416: SLINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl1/0/48,

changed state to upThe process for the command is not responding or is otherwise
unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:43.586: [IOX DEBUG] Waiting for another 5 secs

Guestshell enabled successfully

*Sep 4 20:37:45.321: [IOX DEBUG] Checking for guestshell mount path

*Sep 4 20:37:45.321: [IOX DEBUG] Validating if guestshell is ready for use
*Sep 4 20:37:45.321: [IOX DEBUG] Guestshell enabled successfully
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*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.

1 62 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.6.5

Switch/Stack Mac Address ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.06.05

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 4 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.06.05.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package

Current Type Next reboot
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network-advantage Permanent network-advantage

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.

Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.
Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06

Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM

System Serial Number : FCW2144L045

Switch Ports Model SW Version SW Image

* 1 62 C9300-48UXM 16.6.5 CAT9K IOSXE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status
Vlanl unassigned YES unset administratively down
GigabitEthernet0/0 10.127.128.3 YES DHCP up
Twl/0/1 unassigned YES unset down
Twl/0/2 unassigned YES unset down
Twl/0/3 unassigned YES unset down
Twl/0/4 unassigned YES unset down
Twl/0/5 unassigned YES unset down
Twl/0/6 unassigned YES unset down
Twl/0/7 unassigned YES unset down
Twl/0/8 unassigned YES unset down
Twl/0/9 unassigned YES unset down
Twl/0/10 unassigned YES unset down
Twl/0/11 unassigned YES unset down
Twl/0/12 unassigned YES unset down
Twl/0/13 unassigned YES unset down
Twl/0/14 unassigned YES unset down
Twl/0/15 unassigned YES unset down
Twl/0/16 unassigned YES unset down
Twl/0/17 unassigned YES unset down
Twl/0/18 unassigned YES unset down
Twl/0/19 unassigned YES unset down
Twl/0/20 unassigned YES unset down
Twl/0/21 unassigned YES unset down
Twl/0/22 unassigned YES unset down
Twl/0/23 unassigned YES unset down
Twl/0/24 unassigned YES unset down
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Twl/0/25

Twl/0/26

Twl/0/27

Twl/0/28

Twl/0/29

Twl/0/30

Twl/0/31

Twl/0/32

Twl/0/33

Twl/0/34

Twl/0/35

Twl/0/36

Tel/0/37

Tel/0/38

Tel/0/39

Tel/0/40

Tel/0/41

Tel/0/42

Tel/0/43

Tel/0/44

Tel/0/45

Tel/0/46

Tel/0/47

Tel/0/48
GigabitEthernetl/1/1
GigabitEthernetl/1/2
GigabitEthernetl/1/3
GigabitEthernetl/1/4
Tel/1/1

Tel/1l/2

Tel/1/3

Tel/1l/4

Tel/1/5

Tel/1l/6

Tel/1/7

Tel/1/8

Fol/1/1

Fol/1/2

Loopbackl00

*** Configuring username,

Line
Line
Line
Line
Line
Line

o U1 W N

SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
10.10.10.10

password,

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

SSH

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
TEFTP

* Kk Kk

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

SUCCESS: username cisco privilege 15 password cisco
SUCCESS: ip domain name domain

SUCCESS: line vty 0 15
SUCCESS: login local
SUCCESS: transport input all

Cisco 10S XE Fuji 16.9.x /" 5 Cisco 10S XE Gibraltar 16.11.x ~
ot varTliE, py A7 VS NEFATT HRIOEBI R 7OV N EFRRLET,

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog?

command is not
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responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

ORIV arTIE, TAe e STRICT A, AERRET L HFEARLET,

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
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Software feature.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

cisco C9300-48UXM (X86) processor with 1419044K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
Motherboard Revision Number : A0
Model Number : C9300-48UXM
System Serial Number : FCW2144L045

$INIT: waited 0 seconds for NVRAM to be available

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/nol: The process for the
command is not
responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
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The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver.

1 64 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01

Switch/Stack Mac Address ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,

RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport
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Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2019 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 5 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.09.04.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1419044K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0

Model Number C9300-48UXM

System Serial Number FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 64 C9300-48UXM 16.9.4 CAT9K_IOSXE BUNDLE

Configuration register is 0x102
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*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Any interface listed with OK? value "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned NO unset up up
GigabitEthernet0/0 10.127.128.5 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
Tel/0/37 unassigned YES unset down down
Tel/0/38 unassigned YES unset down down
Tel/0/39 unassigned YES unset down down
Tel/0/40 unassigned YES unset down down
Tel/0/41 unassigned YES unset down down
Tel/0/42 unassigned YES unset down down
Tel/0/43 unassigned YES unset down down
Tel/0/44 unassigned YES unset down down
Tel/0/45 unassigned YES unset down down
Tel/0/46 unassigned YES unset down down
Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up
GigabitEthernetl/1/1 unassigned YES unset down down
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GigabitEthernetl/1/2 unassigned YES unset
GigabitEthernetl/1/3 unassigned YES unset
GigabitEthernetl/1/4 unassigned YES unset
Tel/1/1 unassigned YES unset
Tel/1l/2 unassigned YES unset
Tel/1/3 unassigned YES unset
Tel/1l/4 unassigned YES unset
Tel/1/5 unassigned YES unset
Tel/1l/6 unassigned YES unset
Tel/1/7 unassigned YES unset
Tel/1/8 unassigned YES unset
Fol/1l/1 unassigned YES unset
Fol/1/2 unassigned YES unset
TwentyFiveGigEl/1/1 unassigned YES unset
TwentyFiveGigEl/1/2 unassigned YES unset
Loopbackl00 10.10.10.10 YES TFTP

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

Jaeva=vy |

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password

type

Line 2 SUCCESS: ip domain name domain
Line 3 SUCCESS: line vty 0 15

Line 4 SUCCESS: login local

Line 5 SUCCESS: transport input all
Line 6 SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***

Press RETURN to get started!

Cisco 10S XE Gibraltar 16.12.x 5 5 Cisco 10S XE Amsterdam 17.1.x ~

ot varTliE, py A7 VS NEFATT HRIOEBI R 7OV N EFRRLET,

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog?

installed successfully

Current state is: DEPLOYED
dayOguestshell activated successfully
Current state is: ACTIVATED
dayOguestshell started successfully
Current state is: RUNNING

Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***

J Ciscol0S XE Cupertino 17.9x 704 S EYF 4 avT74FaL—av h
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*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
ORI varTE, TARRT eV a s TRHICT AN RERET D HEERLET,

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.3a,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

Checking backup nvram
No config present. Using default config

3
S
3
S

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |




\,
)]
v,
4
uw

Il

I\
3

. Cisco Catalyst9000 > ') — X R A v FDIELE O Y

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

All TCP AO KDF Tests Pass

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0
Model Number C9300-48UXM
System Serial Number FCW2144L045

--—- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: dayOguestshell
installed successfully

Current state is: DEPLOYED

dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.

1 65 C9300-48UXM FCW2144L.045 ecld.8b0a.6800 V01 16.12.3a

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State
*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.12.03a
Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.3a,

[ Ciscol0S XE Cupertino 17.9x 704 SYE T4 av T4 FaL—av HA K
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RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 9 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.12.03a.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply

third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

AIR License Level: AIR DNA Advantage

Next reload AIR license Level: AIR DNA Advantage

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.
Processor board ID FCW2144L045

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

36 2.5 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO

Motherboard Revision Number A0

Model Number C9300-48UXM

System Serial Number FCW2144L045

Switch Ports Model SW Version SW Image Mode
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* 1 65 C9300-48UXM

Configuration register is 0x102

16.12.3a

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100

CAT9K TOSXE

Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255

Line 3 SUCCESS: end

*** Executing show ip interface brief

Interface
Vlanl
GigabitEthernet0/0
Twl/0/1
Twl/0/2
Twl/0/3
Twl/0/4
Twl/0/5
Twl/0/6
Twl/0/7
Twl/0/8
Twl/0/9
Twl/0/10
Twl/0/11
Twl/0/12
Twl/0/13
Twl/0/14
Twl/0/15
Twl/0/16
Twl/0/17
Twl/0/18
Twl/0/19
Twl/0/20
Twl/0/21
Twl/0/22
Twl/0/23
Twl/0/24
Twl/0/25
Twl/0/26
Twl/0/27
Twl/0/28
Twl/0/29
Twl/0/30
Twl/0/31
Twl/0/32
Twl/0/33
Twl/0/34
Twl/0/35
Twl/0/36
Tel/0/37
Tel/0/38
Tel/0/39
Tel/0/40
Tel/0/41
Tel/0/42
Tel/0/43
Tel/0/44
Tel/0/45
Tel/0/46

IP-Address
unassigned

10.127.128.

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

10

* Kk Kk

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

Method Status

unset
DHCP

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

up

up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
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Protocol
up
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
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Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up

GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down
Tel/1l/2 unassigned YES unset down down
Tel/1/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Tel/1/5 unassigned YES unset down down
Tel/1l/6 unassigned YES unset down down
Tel/1/7 unassigned YES unset down down
Tel/1/8 unassigned YES unset down down
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
TwentyFiveGigEl/1/1 unassigned YES unset down down
TwentyFiveGigEl/1/2 unassigned YES unset down down
Apl/0/1 unassigned YES unset up up

Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco

**CLI Line # 1: WARNING: Command has been added to the configuration using a type O
password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password type
Line 2 SUCCESS: ip domain name domain

Line 3 SUCCESS: line vty 0 15

Line 4 SUCCESS: login local

Line 5 SUCCESS: transport input all

Line 6 SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***
Guestshell destroyed successfully

Press RETURN to get started!

Cisco 10S XE Amsterdam 17.2.x LIfF®D 1) 1) — X
ot varTliE, py AV VS NEFATT HRIOEBI R 7OV N EFRRLET,

--— System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]:
Acquired IPv4 address 10.127.128.8 on Interface GigabitEthernet0/0
Received following DHCPv4 options:

bootfile : test.py

tftp-server-ip : 159.14.27.2
OK to enter CLI now...

pnp-discovery can be monitored without entering enable mode

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |
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Entering enable mode will stop pnp-discovery

Attempting bootfile tftp://159.14.27.2/test.py
dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

*** Sample ZTP Day0O Python Script ***

*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully

ORIV aryTIE, TAe e g STRICT A, ARRET L FEZRLET,

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.2.1,
RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Thu 26-Mar-20 03:29 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are

licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
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features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

All TCP AO KDF Tests Pass

cisco C9300-48UXM (X86) processor with 1338934K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
Motherboard Revision Number : A0
Model Number : C9300-48UXM
System Serial Number : FCW2144L045

CLEI Code Number

No startup-config, starting autoinstall/pnp/ztp...
Autoinstall will terminate if any input is detected on console
Autoinstall trying DHCPv4 on GigabitEthernet0/0

Autoinstall trying DHCPv6 on GigabitEthernet0/0

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:
Acquired IPv4 address 10.127.128.8 on Interface GigabitEthernet0/0
Received following DHCPv4 options:

bootfile test.py

tftp-server-ip 159.14.27.2

OK to enter CLI now...

pnp-discovery can be monitored without entering enable mode
Entering enable mode will stop pnp-discovery

Attempting bootfile tftp://159.14.27.2/test.py
dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING
Guestshell enabled successfully

*** Sample ZTP Day0O Python Script ***

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |
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*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.
1 65 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 17.02.01

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State
*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 17.02.01

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.2.1,
RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Thu 26-Mar-20 03:29 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 8 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.17.02.01.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
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Subscription Smart License None

AIR License Level: AIR DNA Advantage

Next reload AIR license Level: AIR DNA Advantage
Smart Licensing Status: UNREGISTERED/EVAL EXPIRED
cisco C9300-48UXM (X86) processor with 1338934K/6147K bytes of memory.
Processor board ID FCW2144L045

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

36 2.5 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06

Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM

System Serial Number : FCW2144L045

CLEI Code Number :

Switch Ports Model SW Version SW Image Mode

* 1 65 C9300-48UXM 17.02.01 CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS:
Line 2 SUCCESS:
Line 3 SUCCESS:

*** Executing

interface loop 100
ip address 10.10.10.10 255.255.255.255
end

show ip interface brief ***

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset up up
GigabitEthernet0/0 10.127.128.8 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |



. Cisco Catalyst9000 > ') — X R A v FDIELE O Y

Twl/0/21

Twl/0/22

Twl/0/23

Twl/0/24

Twl/0/25

Twl/0/26

Twl/0/27

Twl/0/28

Twl/0/29

Twl/0/30

Twl/0/31

Twl/0/32

Twl/0/33

Twl/0/34

Twl/0/35

Twl/0/36

Tel/0/37

Tel/0/38

Tel/0/39

Tel/0/40

Tel/0/41

Tel/0/42

Tel/0/43

Tel/0/44

Tel/0/45

Tel/0/46

Tel/0/47

Tel/0/48
GigabitEthernetl/1/1
GigabitEthernetl/1/2
GigabitEthernetl/1/3
GigabitEthernetl/1/4
Tel/1/1

Tel/1l/2

Tel/1/3

Tel/1/4

Tel/1/5

Tel/1l/6

Tel/1/7

Tel/1/8

Fol/1/1

Fol/1/2
TwentyFiveGigEl/1/1
TwentyFiveGigEl/1/2
Apl/0/1

Loopbackl00

*** Configuring username,

Line 1 SUCCESS: username cisco privilege 15 password cisco

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
10.10.10.10

password,

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

SSH

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
TEFTP

* Kk Kk

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

up

Jaeva=vy |

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

up

**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password type

Line 2 SUCCESS: ip domain name domain

3 SUCCESS: line vty 0 15

4 SUCCESS: login local

Line 5 SUCCESS: transport input all
6

Line
Line

Line SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***
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Guestshell destroyed successfully
Script execution success!

Press RETURN to get started!

RN O N R —_— . » g,l&t; ==
tOAyF JOED a = T DB EEEH
WDOFRIZ, ZOFY 22— /L THA LIZEREICET IV U —RXFERE R LET, ZORGF, V7
o7 VU —RA LAV TEEROYR—FREAINTZLEEDOY T v 2T VY —RA7
TERLTWET, FOMRRIZ. FRHIWr Y 72 WEY . ZRUIEO—EO Y 7 v =71 1) —
ATHYR—bFENET,

T7y b7 A —bDYR— I BLOV AT YT MY =T A 2=V OV R — MIBET WA B
&9 % IZ1&. Cisco Feature Navigator Z ] L £7°, Cisco Feature Navigator |27 7 &£ 23 % |Z
1X. www.cisco.com/go/cfn IZFEE) L £9°, Ciscocom DT AT MIMLEDH D FH A,
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http://www.cisco.com/go/cfn

Jonevaz=vy |
B coso7 Joeva=sromems

£3: 04y F TOET 3= oI DOEEER

Haes J1)—= BERETE IR
Yu &#vF Fu g = |Cisco I0S XE Everest
" 16.5.1a

Cisco IOS XE Everest

16.5.1b

Cisco IOS XE Fuji 16.7.1
Cisco IOS XE Fuji 16.8.2

Cisco IOS XE Gibraltar
16.12.1

Cisco IOS XE Amsterdam
17.2.1

Cisco IOS XE Amsterdam
17.3.1

Cisco I0S XE Cupertino
17.8.1
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HRES J1y—2 HRETHRER

Xy hNU—7 Fueva=r S OE
(RS T 5720, v Aai, Br ¥y
F b Vamr BT AEEALE
L7z,

Cisco IOS XE Everest 16.5.1a TiZ, Z D
BEBEITIRD T T v b7 4 — LT3k
NTWE L,

» Cisco Catalyst 3650 ' U — X A A v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
.a:.

* Cisco Catalyst 9500 > U — X A A v
.a:_

Cisco IOS XE Everest 16.5.1b TiZ, Z®
REIIR DT T v N 7 —AITFEX
TWE L,

e ANz NVEYR— T B0
O, % 8 GB ® RAM A L 7=
Cisco 4000 2 J — R H— b 2H A
BL—2 =5,

Cisco I0S XE Fuji 16.7.1 Ti&, Z OH%HE
IROT T v M7+ —HIZEEENT
1/\32 L/f\__o

* Cisco ASR 1000 7 7'V //'— 3
H—E R L—%& (ASRI1001-X,
ASR1001-HX, ASR1002-X.
ASR1002-HX)

Cisco I0S XE Fuji 16.8.2 TlE, Z DOH&HE
WZRDT T b7 —AIZFEEENT
WE LT,

e Cisco ASR 1000 > —X 771
F—raryP—ER N—H
(ASR1004, ASR1006,
ASR1006-X, ASR1009-X.
ASR1013)
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3
b
R

)1)—2R

HEEER

Z OHEREIL. Cisco I0S XE Gibraltar
16.12.1 TRD T 7 v b7 3 — LI FEEE
INFE L,

» Cisco Catalyst 9200 ' U — X A A v
a’_

GE)
Z OREREIT C9200L SKU Tl
R—FENTWERA,

* Cisco Catalyst 9300L SKU

» Cisco Catalyst 9600 3/ U — X A A v
%

« Cisco Catalyst9800-40 7 A ¥ L A =
vhe—3

* Cisco Catalyst 9800-80 7 1 -7 L A =
vha—Z

Z OMEREIL. Cisco I0S XE Amsterdam
1721 TROT T v 87+ —AITHEEX
nFE L7,

« Cisco Cloud Services Router 1000V
Y —x

e Cisco C1100 ¥ — I F )L —E A
F—trTxA
(C1100TGX-1N24P32A TO L
A=)

Z OEREIL. Cisco I0S XE Amsterdam
1731 CROT T > b7 4 — LICFEE
nFE L7,

* Cisco Catalyst 8200 >’ U — A = v ¥
AN SN

* Cisco Catalyst 8300 > U — A = v ¥
AN SN

« Cisco Catalyst 8500 33 & U* 8500L
V=R TP STy b T F—h
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3
b
R

)1)—2R

HEEER

Z OFEEEIE. Cisco 10S XE Bengaluru
1741 TROTZ v b7 — LTS
nE L,

« Cisco Catalyst 8000V Edge ¥ 7 k
EYS

Cisco IOS XE Cupertino 17.8.1 TiZ, Z
DOERENIRD T T > N7 4 — LT HELE
SNFE L,

« Cisco Catalyst 9800-L V A ¥ L X =
Yha—7

Yoy F o ya=
V7 cHTTPX v ua—K

Cisco I0S XE Fuji 16.8.1
Cisco IOS XE Fuji 16.8.1a

oy F oy =7 %, HTTP
BIORTFTPO 7 7 AV X7 a— R
ZUAR—FLET,

Cisco IO0S XE Everest 16.8.1 TiZ, Z®
REIIR DT T v N7 —AITFEEX
TWE L,

* Cisco 4000 >V — X — b A
Hp—H

« Cisco Catalyst 3650 > U — X XA v
?;

» Cisco Catalyst 3850 ' U — X A A v
%

» Cisco Catalyst 9300 3 U — X A A v
\%.

* Cisco Catalyst 9500 > U — X XA v
.a:.

Cisco IOS XE Fuji 16.8.1a Ti&, Z Of%
HEIZ Cisco Catalyst 9500 /A /X7 4 ——
VAV =R ALy FIZFEEE T
F L7
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HaE

iy

)1)—2R

HEEER

YuXyF o=
7D 1= D DHCPv6 O
PR — b

Cisco IOS XE Fuji 16.9.1

Cisco IOS XE Amsterdam
17.3.2a

Cisco I0S XE Fuji 16.9.1 Tix, Z DO%#E
FRDT T v 87— MTFEEINT
WE L7z,
» Cisco Catalyst 9300 >V — & XA v
a:.

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco IOS XE Amsterdam 17.3.2a TlZ,
COMREIIRO T T v b7 g — AIE
ASIVE LT,
* Cisco Catalyst 9800-40 7 1 ¥ L 2 =
vha—32

* Cisco Catalyst 9800-80 7 1 ¥ L- A =
vhr—7
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HEEER 1)1)—=R HREER

a7 4 X2 l—3 3 |CiscolOS XE Bengaluru  |DMI OB ELEEFIZ, 2~ FEFIT
F— 4 =2 ORKE | 1741 RPC DR ERFIZ b Y H—SNDHEHED
Ll BRI FE M T o E T, ZAULE]

IR & REX AL, R &
NETCONF DX 7 o & A K& fEHE L%
KR
ORI, kOT Ty R T F— AT
FEINTWE L,
* Cisco ASR 1000 7 7' U & —>r g v
H—E R J—H

* Cisco Catalyst 8500 ¥3 &2 T* 8500L >
V=AY 7Ty 7+ —Lh
* Cisco Catalyst 9200 > U — X A A v

?:

» Cisco Catalyst 9300 ' U — X A A
?

* Cisco Catalyst 9400 > U — X A A v
a;

» Cisco Catalyst 9500 >V — & XA v
a:.

» Cisco Catalyst 9600 >V — & XA v
a:.

YANG EF /M L 5
HyFTuorla=r7

Cisco I0S XE Cupertino
17.7.1

ZTP 1%, NETCONF 23 A% Th iz,
YANGET V&N L THESbLENET,

Z OF¥%BEIEX. NETCONF-YANG % W78 —
FF23R_RTDT Ty 74+ —LTH
A= FEINTHET,

F—XKR—hFrTOEo
AyFTuryla=
DY A=k

Cisco I0S XE Cupertino
17.7.1

ZTP %, IPv4 & IPv6 Ol ST DT — X
AR—FTHR—=FENTHET,
ZORRIE. DT T v T F— AT
EREINTWET,

* Cisco Catalyst 9800-L 7 A ¥ L- X =
Yhr—7
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5.
IPXE

iPXElX, Xy NI~V T—FT 4 T DA —T 1 AZ 2 H— KT 5 Pre-boot eXecution
Environment (PXE) O¥LIERNK T1, ZDOFY =2—/LClE. iPXE e L R E T IEICHOWT
B LET,

¢ iPXE [Z2OWT (79 _—)

« iPXE O EH1E (89 ~—)

« iPXE OREER] (91 X—2)

s iPXEDNT TN a—T 47D~ (93 =)

« iPXE (2R3 2B MfEHR (95 X—)

« iPXE OFERETHF#HR (95 ~—2)

IPXE [ZDUVT

iPXE [CTDULNT

iPXEiLZ, Xy hU—0 T—T 4 T DA —T 2 AKX — K ThD Pre-boot eXecution
Environment (PXE) DOYLIEM T,

iPXE ® v b7 — ME, kERELET,
«IPv4 BLOIPV6 712 b =L
« FTP/HTTP/TFTP 7 — h £ A=Y DX 7 m— K
c A A=V ~DHDIAB A7 VT K

* Dynamic Host Configuration Protocol /3—3" 3 >4 (DHCPv4) <°DHCPv6 Zfif L7z AT —
FABIRAT— 707 FLUZAA#ERE (SLAAC) . 7 — K URL, BLVIPv6 /L—
KT RNREA XA NS U2 DHCPV6 72 3 v DRT A—H

v b I— FEH
Py b T=T 4 T OFEREMIL, RO EBY T,
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B rcom=

« JE BN R E S 4172 DHCP Hh—/3,

« FTP/HTTP/TFTP % — S T2 7 — kA A — 3,

s Ry FT—7 R=2D Y —ANLRET S & ICHESNEZT A A,
iPXE D&

Ty U= T—bra—FE, XY FT—7 R=Z2AD IV —=AN5DT — MU Z P HR— KL
¥4, 77— he—&L, HITP. FTP. F /2L TFIPH— NIZH DA A =B LET, R
rND—27 77— h V=L, iPXEDO L RV YV a—a v L CHBME S E T,

iPXEIZLVD, 75740 DTFNRXALADFRy NI —7 T—"WNA[fEIZHRVEd, 77— E—F
IR 3 EEIHY £,

«iPXE # A4 A7 D K :iPXE v hU—27 7— h& LCiEEh L 9, IPXE TIMEOUT
ROMmon Z# &AL C, iPXExRy NU—27 7T — DX A LT 7 N FHN CTHRE L E
9, iPXE ¥ A L7 U b Z&ET 5I21E boot ipxetimeout =~ > REHFERALET, ¥ A &
TN AR TS E, TAA R T = INRT I T 4 T 0 ET,

« iPXE #ifR72 L : iPXE *r > hT—2 7 — & L CilZE L £9, boot ipxeforever =2~

RBRE SN TWDEYA, 7734 AL DHCP Zk A HIfR72 L CTi¥fE LE 9, ZAULPXE
DHEEH 7T —FTT (DFY, 7—ba—FL, A2/ DHCPLE % 51T B D & TDHCP
BRAMRR L THEET DD, T4 AT —hERFa~vr R 7oy 7 MI7+—b
Ny lFTHZEEEHY EFA)

e TNRA R T REINTWVDE =BV T/NNA ADBOOT T2 HE-~TT—rLET, T34
A7 — MBRREINTZHEE, BRE I TV A IPXE_TIMEOUT ROMmon 240 X MR X 41 &
T WOLIHBELTT A AT = NeT 77 4 7L TEET,

« BOOTMODE=ipxe-forever D55 1%, = —HF DI AN/ IFAUXT SA XA 77— MR T 7
T 4 7170 £ A (ENABLE BREAK=yes DEFHIZ DB AHE)

+ BOOTMODE=ipxe-timeout ™54 1%, IPXE TIMEOUT 4% CHE L 7= ki35
ETNAR T MT 7T 4727320 F7,

*« BOOTMODE=device D&, T/ A T—="NT 77 4 720 £9, ZhidT
TNV DT T 4T ®— KT,

cTNAAT—=MICLIZMEMLTTY 774 7b T2 &b TEET,

N

G FART—=MI 774NV IEOT—F E—FTT,
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irxe oz i

\)

GE) IO~=aT7 VT, FEIT—-FEW) HRELEDODNCWET, FHET— ML, ROMmon @
Va—REITOIMEIMDERET DT T 7 TT, T3 A5 ROMmon E— ROEEX, T
Thoot 2> REETTHLERH Y 7,

FH 7 — & YESIZHRTE L7ZHAIL. ROMmon £7213F A A a7 "R T 7T 4 7T
DEd, FEI7— h%E NOITEE L7ZHAIE. autoboot BH N EITENET, 2% V. BOOT
B CRE SHIEICE N £ T,

ZZTCliL, iPXE 7 — b e —F OEHEIZOWTEHA L £,

1:iPXEJ—rO—4Z0OT—9 70—

Wb Seaven

i

41

Here's my LID! Give me an P,
Whal imape can | boolt How
Fower ON GD o | reach fh femole server?

[HACE discoser

DHCP olles

our (client) 1P addness: 104 46 248
Mt server I address. 1000441

Hoad file masme- hlp 00 44 1 iplatlcem
ool 5/ Timean 162,200 Tow- -tacdlbo.bin

DHGP ragues]
HCP Al
HTEP “Gel” - Denalil 6 3218 Pooe-lhac e b
| Sch downiads
1] 12 and ' i
, mm‘:ﬁ_ _‘ HTTE2040 O Haes 1 [1age.

TGP Transhes

1. 7—broe—XEDHCP A v =T EEL, V—"DBRETDHE, 77— —FX
DHCP EXR#%EL 7,

2. DHCPISZEIZIE, IPT RLREDT— b Z7 A NVENEENTHWET, 7—F 77 AL
A%, 7 — b A A—=T N TFTP H—/N (tftp://server/filename) , FTP #—/3
(ftp://userid:password@server/filename) . F£ 72X HTTP ¥— 3 (http://server/filename) 7> 5
BfEsnsZEE2RLTVET,

3. T—brr—FNRy NU—0 V—=ANbA A=V E X n— L TEHLET,

4. DHCPJEENZESNLWES, 7—ha—Z 37—k — FOREIZESWT, DHCP
FURAZMIRZ2 LT, FlidfBE SN MBOMXERGE LT ET, A4 L5707 MR AET D
L, T —HEF TR, AR—ZADT — MNIED 7, REINTZ7— bk T— KR
ipxe-forever DIGAE DI, T /34 AX DHCP ERZHfR7e L C4F L9, ipxetimeout
T—hE—Ravy RBRRESNTWDEE, DHCP ZRITHEE S VRl b 7e o Tk
fEE3. XALTURNBIRIBTDE, TARAT—KNEB—RFRBT 7T 472780 FT,
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\)

GE)  HAED iPXE £33 FHR — ~  (GigabitEthernet0/0) DA% #&H L CEIET 572, i/ %
U R—F &2 L TEE SN D DHCP EsRIZV R — b SR T EF A,

Xy U= T— MR L T#HNRR Yy N — 7 REZMEHT 554 ROMmon (XK D BEES
ERAEMERLEST (TITRHATY) .

«BOOT: EIanry (;) TRUILNEB)TLD URL,

« IP_ADDRESS : #IZEI D 4 THNZT A ZADIP 7 KL A,
« DEFAULT GATEWAY : 7N ADT 74/~ F— K 7 = A,
« IP_SUBNET MASK : IPv4 721X IPv6 7' L 7 1 v 7 A1,

IPv4d : WWW.XXXYYY.ZZZ L WO FERDT A ADH TRy b~ A7 (255.255.255.0 73
E) .

IPv6 : NNN L WO FERDT NRA ADY T3y b L7 4 v 7 ARK (64, 11272 5)

FEH 7 — FBREHI o> TV DBEE, 7 — br—& X, &E S 72 ROMmon iPXE 2 OfElz
HAONT, TNXART—= b EFTTELRY NT—F T— b aFTT50ERELET, T
7 — N BEDES b 5T, 7 — hr—Z1ZBOOTMODE £ & i L C, 7 /31
AT —=heRxy NI—7 T— b OELLEETTHNERELET, FEI7— ML, =—W
12 & o T boot manual switch =< > RRREFRATHDH I EaEWLET, FEIT— FEY)
W TVWAERIZT A A2 n— RT3 L, BB ARHERICEHBSVET,

iPXE NEZNIZ 72 > TV DAL, 735 ADERB FIEOWREIZ, BEFO BOOT ZEONEN
FRINET, BOOTEHITIX., * > b U —2 ~X— A2 Uniform Resource Identifier (URI) (7=
& ZIEL httpy//, fipi/f, thtp) WEENTODHARHY . Xy hU—2 7T— RS E
T, LML, Xy NI =27 A A=Y NZAOFAFHIDHCP I SN EH A, #Hlery hT—
7 %X, IP_ADDRESS Z%%. DEFAULT GATEWAY %, 3 X OV IP_SUBNET MASK ZE%k
NOEAESHET, BOOT ZBHIZIE, TAADT 7 A1 VAT b R—=ZADNRNANEGENT
WHEELHY ., ZOHERIE, TAAADT 7 A IV VAT AX—ADOT — MRS E T,

FLENZ M S5 DHCP — 3%, 5 ID (PID)  (DHCP A4 7' 3 > 60 THIBIFTHE) |
=DV TNES (DHCPA ' 3 v 61 THIBIAHE) . £7/21XF7 314 ADMACT KL
AEMERA LT, T3, A &25kBT& 9, showinventory 35 X 08 show switch =~ > R CTH T
NRAATINLDEEFRRLET,

iz, show inventory =t~ > RO 2R L £,

Device# show inventory

NAME:“c38xx Stack”, DESCR:“c38xx Stack”
PID:WS-3850-12X-48U-L, VID:VOl , SN: FOC1911V01A

NAME:“Switch 1”, DESCR:“WS-C3850-12X48U-L"
PID:WS-C3850-12X48U-L, VID:V0l , SN:FOC1911VOlA

NAME:”Switchl -Power Supply B”, DESCR:“Switchl -Power Supply B”
PID:PWR-C1-1100WAC, VID:V01l, SN:LIT18471460Q
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I JoE 3=y

IPv6iPXE 2y k7—2 T—+ |

Wiz, show switch =< > RO AOFIEZ R LET,

Device# show switch

Switch/Stack Mac Address : 046c¢.9d01.7d80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current

Switch# Role Mac Address Priority Version State
1 Member 046c¢c.9dle.1a00 1 Ready
2 Standby 046¢.9d01.7d80 1 Ready

*3 Active f8b7.e24e.9a00 1 P2B Ready

R ROMmon Z# 7% iPXE IZRE SN TV D BENDH D £,
* BOOTMODE = ipxe-forever | ipxe-timeout | device
* [PXE TIMEOUT = seconds

IPVv6iPXE *y kD —4 J—
WO L, Cisco T /3 A LD IPV6iPXE v hU—27 77— FOEMEEFR L ET,

IPv& Baoting Supporting DHCP Server Web Server
Device Device .

= = -

FUwerGNQ(L}%
Default Router
ﬁl‘l:ddsrl;:gc Routar Solicitation . )
- Here is my DUID, give
me an IP. what image
Router Advertisement can | boot?
-
DHGPVE Solici / =
[+ DHePve
e OHGPvE Advertise Message lype: Advertise (2)
Transachon |0 OxBdac3d
DHECPYE Request ¥ Identity Association for Mon-temparary Address
b Client Idendifier
k Server Identifier
DHCPVE Reply b NS recursive name server
¥ Domain Search List _}
HTTP GET
HTTP 200 OK
-
TCP image transter E
[ 8

Wiz, FBORO 4 >OEHFEE2HHALET,
¢IPv6 7 — bk T34 A 1 iPXE 7 — MZ ko TRENIT L7 /31 A,

Cisco 10S XE Cupertino 179x A4 5<EY T4 avI4¥aL—>av A4 K ||



Jaeva=vy |

B reirxeryro—s -+

s PIR—KFTNA X IPV6T RLVAT, —F T KRAFX AL XA F (RA) AvE—U%4
T D K DIZERIE S LT= Cisco T 731 A,

\}

GE)  ZOMTIE, IPv6 77—k 7L R BAR—F TAL 2 BRI

DHCP ¥— %, MUY 732y b EiZHY 9, 72720, PR —
kT34 AL DHCP — "B ERAp 5373y b LIZH D545,
Fy NT—Z NI L—x2—V 2 NERITHLERHY 3,

¢ DHCP ¥— % : {£& ® DHCP ¥ —/%,

e Web ¥— 3 {EE D Web P —3,

ZOWE T, IPV6iPXE 7 — b Yot A &Z#HB L E9,

1

T NA AL, V—H FEFETH B Internet Control Message Protocol IPv6 (ICMPv6) % 1 7133
Ny Nea— 73y b EOIPv6 73514 RTEFELET,

n—hVH T Xy N EDIPV6T/NA R F, V=X T KRAF AL XA N (RA) AvkE—Y
THDHICMPV6 ¥ A 7 134 3 v FCTIRAELET, W—FTEHEA v —TEEE LT
A AF, AT — MLV AT RLAHBEYE (SLAAC) 7 RLAZZREIE L7280, RA X
Ty NI T TN N A—R LT T v 7 ADBEREBELET,

T3 A%, DHCPv6 B A v —TV %, X CTODHCP =— = MIDOWT, w/LF
XY AN TN—7 T FLR 02012 ICEELET,

wIZ, iPXE 7 — h ®FE® DHCPv6 i N\ hD 7 4 —V ROHERLET,

DHCPv6

Message type: Solicit (1)

Transaction ID: O0x36f5fl

Client Identifier

Vendor Class

Identity Association for Non-Temporary Address
Option Request

User Class

Vendor-specific Information

DHCPv6 E5E A v —VI2iE, ROERNEETNTWET,

« DHCP [ &7#58+ (DUID) : 7 A4 7 v FZ&iAl L %9, iPXE CiZ. DUID-EN % ¥
AR—HFLTWET, EN i T B —7F A X5 (Enterprise Number) OIS TY, Z
@ DUID 1, X & —{ZE) 4T HnzlA O E S TnET,

* DHCP 33 X O DHCPv6 DAL 3

DHCPV6 " — SR HEESNTNEEE, TOV—F, 1288y FIPv6 7 KL A, 77—k
~7 7 A JL® Uniform Resource Identlﬁer (URD) . RAA Y F—L 257 A (DNS) H—N
BLORAA VBB AR, 5NN Z T4 T > &V =D ID & DHCPv6 7 R\
BARNRTy FCIRELET, 277947 FIDIZFZ 9472 F (ZOKTILIPVG 7 —
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ROMmon €—

ROMmon E— KT IPv6 7 KLZDEY 4T [

k534 Z) @ DUID 23, #— 31D I21% DHCPv6 H— 3@ DUID 23, ZNFNEEN T
b\\i‘g_c

5, #FNEZF, 794 T ME, ~VFFy AN FA—TF T KL A f02::1:2 12 DHCPv6 %
RNy FEEEL, T RIS XENTZNRTA—FEERLET,

6. —NX, 74T bV r—AL (FES0:) D IPv6 7 RL A |Za =%y A |
DHCPV6 J&5& %K L4, RIZ, DHCPV6 )& 7y hD 7 44— FOFZR L £,

DHCPV6

Message type: Reply (7)
Transaction ID: 0x790950
Identity Association for Non-Temporary Address
Client Identifier
Server Identifier
DNS recursive name server
Boot File URL
Domain Search List

7. WRIZ. T8 AL, Web — I HTTP GET EXR 2 #E L £,

8. HRINTAA—VUNREINT/NATHEHEE/ LS. Web —/ X, HTTP GET Z3Kk
IZOK iR L £,

9. TCP A A—UHEEICE VA A=V abr—Sh, TS ABEELET,

> > (=] LY

FTODOIPv6 7 FLADEIY HT

DHCP 7 A 7 > M. ROBEINEN ZEH LT, ROMmon &— K TEHT 5 IPv6 7 KL &
FRELET,

1. DHCP V—RZL->TEVYTHNET KL R

2. A7 —hFL AT RLAE#HHEE (SLAAC) 7 KL &

3. Uy Zu—HhL T RLA

4. YA ba—HNV T KL A

FTNRAANI, A A=V % T — T EDICDHCP Y —NIZ L > CEID Y THNET RLUAZEFEH
L %4, DHCPv6 — 3037 KL ZADE Y YTITRMLTIZEE. T/351 A1, SLAACT R
Z0EAERITLEYT, DHCP V— N2 Lo TEY YU THN/ZT KL AL SLAACT RLAD
WAMERTERWGE, TAM2F, Vo ru—n 7 RUAEHALES, 72720, A

A=V Davr—FIEFIZIT X, UE— b FIP/HTTP/TFTIP " — "B F AL AL FE L a—2h
N T2y hECHAILENDY £,

BUID3ODT RUABNEHTERWES, T3 AL, HEIMIZEKR SN YA be—bL
T RUVAEMHLET,
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B 7+ =nzRoMmon 2%

HR— b & % ROMmon Z%§

Cisco 10S XE Fuji 16.8.1 TlZ, %&® ROMmon AN R — F I TWET,

*BAUD : F3f A0 ay Y —L Rh— L— T ZAaDERER— L— (1200, 2400,
4800, 9600, 19200, 38400, 57600, 115200 72 &) DOWFHNNICEFE L9, ML 7EHIT
TRTEREINET, BAUD BENRE STV RWEAIE, 77 4/0 T900 12720

¥, ®hind D CLI =<2 ik

« ENABLE BREAK : ROMmon O 7 L —727 #HHZLET, 7 7 4 /L MEIZNO TH,

« MANUAL _BOOT : F#)7 — F 2 LIZRE SN TV DHEE. ROMmon £72137 /34 A 7'
YIRBT T4 TIRYET, FET— FBOICHRESNTWDOES, 731 ALY
n— RENETA, ROMmon E— RNIT7 77 1 7272 A,

« SWITCH_IGNORE STARTUP CFG : i3 1 DAL, T/AA A TRE— T v F a7 4
Fal—arNERINET, HERREINTWARWESIE, ATt dnE
T, TAUTFEAIY FEHAEETH Y, 10S @Jﬁ)ﬂfﬁfé&i%

iPXE DN HR— 3 BDHCP A T 3>

iPXE 7 — k%, ROMmon &— KT, ® DHCPv4 3 L UXDHCPv6 47 3 VR — kLT
\iﬁqo

\}

(GF)  Catalyst 9000 >V — R ZA v F L, DHCP 47+ 3 60, A7 2 77, DHCPv6 A7 =
Y1, AT a5, BEIOA T ar 16 2R —FLTWET, DHCP 47 3 > 61 I,
Catalyst 9300 33 LTV 9500 'V — R A4 v F TOILYHR—FEZNTNET,

*DHCP A7 3 60 : XU & — 7 F A#HIT, ZOF 7 3 121F, ROMmon BREEA %K
MODEL_NUM DfE3 & E SAVE T,

*DHCP 47> a6l: 7747 bk, ZDOA 7L a2k, ROMmon EREEA %L
SYSTEM_SERIAL NUM DfENFEE S E T,

\}

GE) oA 7T =3 idCatalyst9400 Y — R AA » FTIEHHR— &
NTWER A,

*DHCP A7 v arv 77 :a—V 7T A4+Fary, ZOF 7Y g%, DHCP B 7 v
MZBIMENSH DT, iPXE & W) LFINCELVWVEEEATHET, 2047 a v
1Z. DHCP — 57— b 570D A A—T %I iPXEDHCP 7 7 A 7 > b %4y Bf
THRIEHSNET,
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iPXE 549 K— k3B DHCP A T3> [

WIZ, ISC DHCP H— 35 D DHCPv4 X E T, A7 > a > 77 DA R I TV 54
PRLET, ZOFNIBITAISEMEIT. A7 a v 7T REFEELTEY ., UFSiPXE I2%
LWEBAIE, A A—VDT— K 77 ANVDURIBT RRAZ A RXINBZ LR LET,

host Switch2 {
fixed-address 192.168.1.20 ;
hardware ethernet CC:D8:C1:85:6F:11 ;
#user-class = length of string + ASCII code for iPXE
if exists user-class and option user-class = 04:68:50:58:45 {
filename "http://192.168.1.146/test-image.bin"

}

*DHCPv6 A7 > ar1: 7747y "Bl T4V ar, ZoOF7T aZid, RFC3315
THE STV 5 ROMmon EEEA % SYSTEM SERIAL NUM OfEAHE S £,
ROMmon Bg 522548 THELE S 11 5 220X MAC_ADDR T,

eDHCPV6 A > a 15 : a—Y I TR F 7T gy, ZOF 7 3%, DHCPv6EE:RE X v
T—VHDOIPV6 22—V 7T A 4T a0 ThY, SUFEHIPXERRESNET, KT,
ISCDHCP — NTEZINTWEA T 3 15 DB ERLET,

option dhcp6.user-class code 15 = string ;

WIZ, DHCPv6 A7 2 > 15 DMEH 4T 5 DHCP — \EREDHI 2R L E7,

#Client-specific parameters
host switchl {

fassigning a fixed IPv6 address

fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal format contains: DUID-type"2" + "EN=9" + "Chassis
serial number"

host-identifier option dhcpé6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

#User class 00:04:69:50:58:45 is len 4 + "iPXE"

if option dhcp6.user-class = 00:04:69:50:58:45 {

option dhcp6.bootfile-url

"http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

}

*DHCPv6 A7 a v 16: X H— T AL Tvar, T ARG ID (PID) NEF
NUTWET, PID IE, showinventory =~ > KO /)% 721X MODEL _NUM ROMmon Z 44
MORETEET, A7 a3 161X ISCDHCP — DT 7 4 )V hOA T L a Tl
<V ROEIITERTDHIENTEET,

option dhcp6.vendor-class-data code 16 = string;
KRIZ, DHCPv6 A7 a > 16 MEM SN TV HRER 2R L £,

# Source: dhcpd6ConfigPD
host hostl-ipxe6-auto-hostl {

fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:
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43:31:38:33:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:53:2D:
43:33:38:35:30:2D:32:34:50:2D:4D {
option dhcp6.bootfile-url
"http://[2001:DB8::46] /platform-pxe/hostl/17jan-polaris.bin";

WDFET, ZOHNIEREINDIEERT7 4 —V REHALET,

R4 TILVHEAT 1 —ILFDEHRBA

14—k BLE
dhcpé.client-id 7747 v MRl T % DHCP EA 70+
(DUID)
dhcp6.user-class DHCPv6 47> 5 15, 22— 7 T2 47
vay,
dhcp6.vendor-class-data DHCPv6 47> a3 16, AA v F O ID
(PID) &L H— T FAFT v a,
dhcp6.bootfile-url 7 — bk 7 7 AL URI % %K 9 5 DHCPv6 %
7a 6,

DHCPv6 [& & 55l F

RFC 3315 12 L » CTEFZEIN TV 5 DHCPvG6 #%5+ (DUID) 1ZiE, RO 3 FEELH Y £,

« DUID-LLT : DUID V > 7 Jg§7 R L A L%, DHCP 7 /31 AZHEEL T DRy b T —
TAHE =T AAAD) I ET RLRZ, EREINTZBELNOH A DAX T HBIMS L
=4 DT,

« DUID-EN : ENE, =% —7"7 A X% (Enterprise Number) DOW&ETd, Z @ DUID I,
R —ZENY B THNEA D ID 2SN TV ET,

*DUID-LL : DHCP (7 A4 7 ¥ hY—23) TS RZHKABNIERINTHWD Ry b T —
T AVEBE—=T A ADY BT RLAZMH L B S5 DUID TF,

COMREE YR — R L TWH A3 T34 AL, DHCPZ 74 7~ (DHCPv6 #5537 » K
WDT A A) ZiBI7 5 DIZDUID-EN (DUID % A 7'2) %M L3, Catalyst9000 >V —
A ZA »Fi%. DUID-EN 7213 T72< DUID-LL (DUID % A 7 3) & ¥R — KL TWET,
DUID-EN (I SN ARITY, 72720, A v F NI OREERTE 241X, DUID-LL
DERR S TER S ET,
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iPXE DEXTE A

iPXE D% E

ipxepxerE [

FIEDHE
1. enable
configureterminal
3. * boot ipxe forever [switch number]
* boot ipxe timeout seconds [switch number]
4. boot system {switch switch-number | all} {flash: | ftp: | http: | usbflashO | tftp:}
5. end
FIE D
FIR
OV RERETIV3 Y B
AT 71 |enable b EXEC E— REHIC L ET,
{5 e MNAU—REANLET (FREINEHH) .

Device> enable

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—r )L ar7 4 Xalb—3 gy T— KEBith
Li‘g—o

RAFw 73| - bootipxeforever [switch number] BOOTMODE ROMmon A ¥ % &% & L £,
* boot ipxe timeout seconds [switch number] .
« forever ¥— 7 — KNi{ZX. BOOTMODE ROMmon
fil 75%5 % IPXE-FOREVER & L CREL £7,
Device (config) # boot ipxe forever switch 2 .
» timeout & — 7 — KiX, BOOTMODE ROMmon
I J5¥5 % IPXE-TIMEOUT & LT LET,
Device (config) # boot ipxe timeout 30 switch 2
27w 7 4 | boot system {switch switch-number | all} {flash: | ftp: | | fi5i L= 370 b A 2 — D& B L £,

http: | usbflashO | tftp:}
fi

Device (config) # boot system switch 1
http://192.0.2.42/image-filename

R

Device (config)# boot system switch 1
http://[2001:db8::1]/image-filename

« UE— ® FTP/HTTP/TEFTP #— 321%, IPv4
FEIPv6e 7 KL AR X E9,

e NS TNIZIPV6 7 KL A B ATTANLEN S
D £4 (RFC27321ZHt-T) o £ LW
B, TS AFEHLET A,
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ARV RFERETIVa Y

B8

ATy TH

end

1 -

Device (config)# end

Jua—rb a7 4 Fal—iary T— REKT
L. M EXEC E— RIZREY £,

FINA R T— FDBE

734 A 77— M, noboot ipxe % 7-1% default boot ipxe =~ > KOWF i L T E

TZFET,
FIEDHE
1. enable
configure terminal
3. * no boot ipxe
» default boot ipxe
4. end
FED FH 4
Fig
ARV RFEEEFET7IVa Y B8
RTw 71 |enable K EXEC E— FZ A LET,
{5 e NRAT—RKEANLET (FEREINTEHE) .
Device> enable
R 72 | configureterminal Jua—)L a7 4 Xal—ay T— &G
1 LET.
Device# configure terminal
AFwF3| +nobootipxe TNRAAT = ERELET, 774NV EOT— 1
« default boot ipxe F— RIEF A A T — T,
11 TNNAATT 74V REEHINZLET,
Device (config) # no boot ipxe
1
Device (config) # default boot ipxe
AFw 74| end Jsa—n)ary 7 4 Xal—3ary ET— REKT
Bl - L. i EXEC £— FICR Y £,

Device (config) # end
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ipxe ozxEh |

iPXE O 2% %E 5
{51 - iPXE #& R

TR, T8 ARA A= TlEEI§T 5 E T, DHCP ZRA MR L TEET L LD
(2 iPXE 2@ ET 202" L TWVET,
Device# configure terminal

Device (config) # boot ipxe forever switch 2
Device (config) # end

LRI, 7— b B— N % ipxe-timeout (2% iET 2 HIEDOHIZ R LET, FEINL T
DA LT T MEZ200 T, RESNTND XA LT U MRIEHZIZ IPXE 7 — h
[EENEETDHE, WESNTWDIT A AT = RT 7T 4 7RV EST, Z0
BT, BEFHDT /3A A 7 — M http://[2001:db8::1]/image-filename T3,

Device# configure terminal

Device (config) # boot ipxe timeout 200 switch 2

Device (config) # boot system http://[2001:db8::1]/image-filename
Device (config) # end

B TILDIPXET—F 04

KITRTDOIE, ROMmon E— ROF AL ANSDY ) 7 —h a4, 22T
%, ipxetimeout =~ > REZFEH LI FE 7 — FARESNE T,

switch: boot

pxemode: (ipxe-timeout) 60s timeout
00267.887 ipxe get booturl: Get URL from DHCP; timeout 60s
00267.953 ipxe get booturl: trying DHCPv6 (#1) for 10s

IPvé4:
ip addr 192.168.1.246
netmask 255.255.255.0
gateway 192.168.1.46
IPvV6:

link-local addr fe80::ced8:clff:£fe85:6£00
site-local addr fecO::ced8:clff:£fe85:6£00
DHCP addr 2001:db8::cafe
router addr fe80::f29e:63ff:fed42:4756
SLAAC addr 2001:db8::ced8:clff:fe85:6f00 /64
Common:
macaddr cc:d8:cl:85:6£:00
dns 2001:db8::46
bootfile
http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb28--13-54-50
domain cisco.com
00269.321 ipxe get booturl: got URL
(http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb-28--13-54-50)
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B iPxe mov > 7L DHCPus H—/ iR

Reading full image INTO MEMOTY otuu it e e et e e e et et s e e et et s e s et e s e s e e o
Bundle Image

Kernel Address : 0x5377a7e4

Kernel Size : 0x365e3c/3563068
Initramfs Address : 0x53ae0620
Initramfs Size : 0x13a76£0/20608752

Compression Format: mzip

iPXE FD 4> 7)1 DHCPv6 H—/ \#& Rk

WIZRT DX, 55 D 7= 9|2 Internet Systems Consortium  (ISC) @ DHCP H— 37> 5 H
5 L7z DHCPv6 H—/SE DRI T, SEHAIC S # 230 24713, < MRk it LT
WHAAL T,

Default-least-time 600;
max-lease-time-7200;
log-facility local7;

#Global configuration

#domain search list

option dhcp6.domain-search "cisco.com" ;

#User-defined options:new-name code new-code = definition ;
option dhcp6.user-class code 15 = string ;

option dhcp6.vendor-class-data code 16 = string;

subnet6 2001:db8::/64 {
#subnet range for clients requiring an address
range6 2001:db8:0000:0000::/64;

#DNS server options
option dhcp6.name-servers 2001:db8::46;

}

#Client-specific parameters

host switchl {
#assigning a fixed IPv6 address
fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal that contains: DUID-type "2" + "EN=9" + "Chassis serial

number"
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

DHCP #— " 2= ROZEMITOW T, ISCDHCP H— X D Web 14 N2 HB LT
<TZEV,

Z OFERITIL, dhepb.client-id 47T a NFARAL v TFEHHIL, X —FTF A4 X
FA T FDUID & £9, 7747 > hDUID L, 16 #E D 00:02+00:00:00:09
+ DV X =Y VY TNEGEBERT LI TEEST, 22 T2ldn =TT
AR FAT > hDUIDZA 7, 9FL Rapx ¥ —7FF A4 XDUID DT HIF 21—
FEZFNENEBRL, 16 EERXTOL vy —3 2 U T AFESD ASCIH 21— RNk & £
To TOVTNDAAL v FDY v —3 U T IIESIL, FOCI831X1AS T,
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PED RS T a—F4vvoEk [

T— kK 77 A4V URLIZ. $EEESNT-DUD ZHEH L TOHRAAL v FITT RAAZ AL XK
nEJ,

DHCPv6 X ¥ — 7 5 A+ a2 16 H, DHCP — LD AA v F ZiHBIT57=
OIFERTEET, 7 arl6era—TERAL T a L L LTEERTDHITE. KD
EIIERELET,

option dhcp6.vendor-class-data code 16 = string;

WIRT DI, A v FRIEID 26 L TR S 72 DHCPv6 RN & — 7 T A F7
v a 16 [ ZHESWTAL v T Z#HAIT 5, DHCP B — OB T,

# Source: dhcp6ConfigPID

host edi-46-ipxe6-auto-edid6
fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:
46:4F:43:31:38:33:31:58:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:
53:2D:43:33:38:35:30:2D:32:34:50:2D:4C {
option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin";

}

Z ORERICIE, dhep6.vendor-class-data 4" = > 1%, DHCPv6 47> = > 16 &
L ¥£79, dhepb.vendor-class-data T, 00:00:00:09 (X3 XA 2D x> ¥ —7 7 A X DUID,
OE /X PID »E X, BLU¥EY X 16 X PID T3, PID X, showinventory =~
¥ RE 721X CFG_MODEL NUMROMmon ZEH DM NN OHFETHZ b TEET, 2
DY > T AR T &5 PID 1L, WS-C3850-24P-L T,

H— R D DHCPv6 A7 3 B L O'DUID %, ISCDHCP V— XDHA KT A
I~ T, 16 R TIRETHILENDHY £9°,

iPXED S TILoa—TFa2oDED F
CDHETIEH, NI TNV a—T 4D EBRBELET,

s BB ARFIZ iPXE 7 — AL IS5 & 7351 A, A2 DHCPv6 Eig A v & —
COREEFRITL, FO% T, DHCPVAMRILA v E—YOEEEZRITLET, 77— E—
K723 ipxe-forever DA, T3 AlX, 202 2E MR L CKIE L £7,

s BE)E— R IPXE ¥ A A7 U NOYH. T3 AL, PIZ DHCPv6 g A v tE—
Z. IRIZDHCPVA RN A v B — V% EE LIk, XA L7 U NGRS L, 734
AT =M MIT =N 7 LET,

¢ iPXE 7' — FZHMr+ A1, v Y —IV I T T A7 E2EELET,

UNIX Telnet 7 74 7 & F & H L TWAHGATT, Cul F—Z2 M L72RET] F—%2 7
L. TUAIREREENET, FOMDTelnet 7 A4 7> FEMEHLTWAHEEA, £7-0%
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U TIVR— MIESZEER L TCWAEEIE, T LA 7 DEEDO Y H—iF, Blox—A k
n—7 £tk a~ s FOBERHY £9,

¢ DHCP — I A A= TIET 5 H DD DNS H— 37K 2 M 2R T X R0 A
DNS 5w 72/ LE9,

A\

() ISC ® DHCP +— DOl HZBEiD LEJ, 10S @ DHCP TiLZ
OREREITEIMAES N TV ER A,

« HTTP Y — RO 27 A b4 5121%, HTTPa v —%2F/H L T, HTTP Y — 15080
P TN T ANET A A |Za—LET, 72L& 21E ROMmon 7' 7 KT, copy
http://192.168.1.1test null: (7 7 v ¥ 2Nl IER v 7 S TEY . 7 A MINull 731
AZfERT 20N H HYA) £ 7213 http://[2001:db8::99/test & A1 L £,

s FE) T — FEAERMELENTEY, 77— FEF— KRB PXEZA LT T N THIEE., T4
ADNEIRFEARFIC BEIICEE T2 2 LiddH Y £ A, ROMmon E— K Thoot =<2 K
EEITLET, 77— M o AREREARICAB CRAT 2 LT 2120k, FE7—
[ L) | Al = S

e ROMmon E— K D IPv6 7 RL ARF 7 4L f L —F B ELHULED IPv6 /3T A — X k3
KT AHIZIE, nete-show =~ > R&EFHLET,

N

GE)  Catalyst 9000 > U — R ZA »F TlE, net-show show 2> F%
EHLET,

REIZHSN T, net-dhep F 7213 net6-dhep =~ > R&MH L £, net-dhcp =~ K
/X DHCPv4 HHD7 X k =2+ R, neté-dhcp =~ > NiE DHCPv6 HHD7 A F a<w > N T

—’9‘«0

Y

GE)  Catalyst 9000 2 U — X A A » FClL, DHCPv6 IZ net-dhcp -6 =2~
YREEALET,

« BRTEMRT HI2IE, diga~> REHEHLE9,

A\

(GE)  Catalyst 9000 > U — X A A »F Tl dnslookup ==~ > K% H
L CAHTA R L £,

s Web %— 3050 HTTP & a2 — R&FR/RTHI121E, HTTP T3y 7 0 7 &2 G0
K
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ipxe (<7 pemiEs ]

¢ AT — ML AT FLZAHERE (SLAAC) 7 RLARAERKEINRVEE. IPV6RA A v
=V EREREMT IV NHY EHA, ZOYE, IPv6 TOIPXE 77— MNE, V7 m—
HNVEFITHA Fa—h DT RLUATORMEHTEX 4,

iPXE [ZR89 5 BENEHR

ESPERE]S T=aT7ILBA L
TurI=we Vs 4 av R ['Programmability Command Reference, Cisco 10S XE
Everest 16.6.1]
BES LU RFC
=4 /RFC 24 kL
RFC 3315 ['Dynamic Host Configuration Protocol for 1Pv6 (DHCPV6).J
RFC 3986 ['Uniform Resource Identifier (URI): Generic Syntax/]

SRADTY ZHI YR—F

FiEA s

CAaDYR— K WebH A FTiE, R EL5 7 2 12— | http://www.cisco.com/support
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THY /A, PRIVISHER L~V EROZ—F—DHNF X b = /LD E NETCONF (27
JEATEET,

FORE LB ANIANA NRSNEE A, RDVIT, A= MIT 7 B R Z7F 5 & ST
ERFAIMTONE T, RROHREFF O —F—DRN DT 7 AR SNET,

2P — IR — R AR TIZA A Y = LS NETCONF Y — B R T 7 AT F9,
T 34 AD NETCONF-YANG Y — "—{Z8 3 DA, Z A F =L CH{fba~> &%
ITTAHAMLERHY ET, ZnbDa<vy KTk EBY T,

iosp client -f netconf enable guestshell <port-number> and
iosp client -f netconf enable passwordless guestshell <username>

iosp_client -f netconf_enableguestshell port-number ==~ > NiZ, netconf-yangssh local-vrf guestshell
O~ R&EFE L. NETCONF-YANG 3Bl 45 & Tl 7 m > 7 LET,

iosp_client -f netconf_enable passwordlessguestshell<username> =2~ > R, A h =L 7 7
T AW HER SSH F— A ER L £,

F AR LB DO NETCONF-YANG 7 7 £ 2 Z B4 51213, IkOa~> REEHLET,

iosp client -f netconf disable guestshell and
iosp client -f netconf disable passwordless guestshell <username>

iosp_client -f netconf_disableguestshell =~ > NiX, 7" A k¥ = /LN 5 NETCONF ~D 7T 7 &
A E AN UET, 7277 L, NETCONF-YANG DR TEIT5| XX 77 LF ., NETCONF-YANG
V¥ v MU 3512k, nonetconf-yang T~ K& H L £,

iosp_client -f netconf_disable_passwor dlessguestshell username =~ > Ri%, fEE S iz2—H—
» SSH F—#HIR L £9, =—H%—(F/X2T— K2 L TNETCONF (7 7 A F5Z LI1XT
TFEHA, L, RRY—REEHTTER X ET,

netconf enable guestshell python API [E, iosp client B4, iosp client -f netconf enable guestshell
830 33 2 Wiosp_client -f netconf enable passwordless guestshell guesthell DRLA G HH % FEIT L F
9, Z @D APLIX. unfamiliar-to-useriosp client BIEZ [t L £, Z OB IS &
FTARTOa~vy FPETT2ETCELRELEE A, BENTT —2KS 720 RY . NETCONF
DHEFIZFATSN T, WRAU—=RLAOE Yy b7 v 70T LTEY, #itDIER AR TE
£,

AX> T EFL—RADIURTFL 78—
TITIE, I0x DXL Tl M L—ZADOHMEIATOWTEH LE T,

IXCnoxvy

1. ZAROSH, YARNT 7V r— 3 TldevittyS2 #H%NZ L £,
2. FARN TV r—a in, devittyS2 157 — % ZEE AL LT,

3. Libvirt 73, &% kT /devipte/x ~® /devittyS2 Z =3 = L— F LE7,
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nxysebL—z2nez7L 70— ||

IOXMAN 728, =X a2 b — SN2 U T 734 R [devipts/x & XML 7 7 A /L~ & HUfS:
LET,

IOXMAN 78, I AREZRT — & % [deviptdx 725 ) v A LT, A vt —Y0E
REZRELT, AvE—V%7 g VZMBLL, T L CF2—ITHBML £,

errmsy ZfH L CAR A hdD [devllog 7 /31 AT A v —T B EET DX A ~—DHIES
£7

75— 4 ¥ Cisco 10S syslog I[ZRIF S NV E T,

KWMpoxXo24

1

> w

FARNOSH, FART TV r—3 3T ldevittyS2 #H302 L £7,

FARNT TV r—ya i, devittyS2 (27— 2 & EX AL E T,

Libvirt 23, R A kT /devipts/x ~® [dev/ttyS2 # =3 = L— h L ¥,
IOXMAN 78, =3 2L — h &N/ TCP /XA % XML 7 7 A Vinb B L £,
IOXMAN 73, UNIX Y7 > bZBi&, VE— Y7y MIERLET,

IOXMAN S, fHFIRERT — X &V 7y vMBHLEY . AvbE—YDIETT ¢ (EKR
B ARTELT. AveE—V2 7 0 AFAE L, BITLT, Fa—ICBMLET,

errmsg ZfiH L CARA Fd [devilog T /34 AZA v —VEFETDHZA ~—NEGE
iﬁqo

75— 4 3 Cisco 10S syslog I[ZRIF S NV E T,

LXCD ~L—X

1

a ~ w

FARNOSHN, FARNT TV r—3 3T ldevittyS3 #H4hZ L£7,
A —T% [devittyS3 12 2 B —F % L 9 1T sydlogd &% E L £,
FANT TV =y a s, devittyS3 12T — X 2 EXARET,
Libvirt 25, 7R A kT /deviptsly ~® /dev/ttyS3 # =3 = L — h L £,

IOXMAN 73, T3 =L — k&7 U 7L 551 A [deviptsly % XML 7 7 A Vi b B
L/i—a—o

IOXMAN 73, fEHA[REZRT — & % [deviptsly 725 U v AL U TRt AL D . 7 4 /L 2 JLEL
L., fiff LT, AvE—Y%10x hb—Aa ZITBREFELET,

I0x ks L—2xu ZFRoO%E1%, IOXMANZS h L—2 a2 7 7 A )L % [bootflash/tracel ogs
Wr—7—var LET,
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B rot—cvonxser—=x

KVM D kL—2R
1. ZAROSH, “ARNT 7V r— 3 TldevittyS3 Z#H%NZ L £,

2. Avt—U% devittyS3 22 —92% K 9T syslog R E L £,

3. FARNTTUVr—va i, devittyS8 o7 — % #EX AR ET,

4. Libvirt 23, 7R A FTTCP SA~D [dev/ttyS3 Z# =X = L— b LET,

5 IOXMAN A3, =3 =L — F&N7=TCP /XA % XML 7 7 A A LG L E T,
6. IOXMAN 73, UNIX Y7 v bZBl&, VUE—FY 7y MIERLET,

7. IOXMANW®, ERATRERT — X &V 7y b bEARY , A vb—YDvET77 4 (AKX
FE) LALEBRELTC, AvE—T% 7 0 UXMBR L, T LT, IOx hL—2Ra JITk
WMLUET,

8. IOx b L—Au 7N OEEIL, IOXMAN S h L—2A 1 7 7 7 A /L % [bootflash/tr acelogs
Ze—7—varyLET,

AyvE—o0AFXUTEML—R

Z ZTIL, CiscoIOS syslog ~D A vE—TyDuaXx 7L L —RA 2O T L £,

Cisco 108 Syslog T A vtE—mAOXxL sy

FARNT TV r—varpbZE Lo 72 ytE—ThH, IOXMAN A vE—Y
DYETT 4 (EKE) 25 7 4/L b TNOTICE IZFE L TH 5 Cisco I0S syslog (255 L %
T, 10Sd TRIESNTEA vE—TiFar Y —LZFREN, RO A v E—T AT syslog (2
RESNET,

*Apr 7 00:48:21.911: %IM-5-10X_INST_NOTICE:ioxman: |OX SERVICE guestshell LOG:
Guestshell test

Cisco 108 syslog [ZH#EHLT 5 72D1Z, IOXMAN IR ¥ 7 A v =YD 77 4 (ERKE)
LAV EFR—FLTWET, Y ET7 4 (ERE) ObLaXr 7 Ayt—VaRETDIC
X, FARNT TV =2 a U TA Yy B—VORHEIISy ¥ —Z BT 2 0ERH D £,

[al23b234,version, severity]

al23b234 is magic number.
Version: severity support version. Current version is 1.
Severity: CRIT is 2

ERR is 3

WARN is 4

NOTICE is 5

INFO is 6

DEBUG is 7

RIZ, Ave—VuroflzRLET,

echo “[al23b234,1,2]Guestshell failed” > /dev/ttyS2
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rvt—vonxyse -2 ||

FARNT 7V r—3 a5 Cisco IOS syslog (2 X2 75— X ZHET 512X, ROFINEE
FITLET,

1

CTurIIvriERALTWAEHEAEIL, wite) ZEH L Tr¥ L 7T —2&KRA MMIk
FELET,
#define SYSLOG TEST “syslog test”

int £d;

fd = open("/dev/ttyS2", O_WRONLY);

write (fd, SYSLOG_TEST, strlen (SYSLOG_TEST) ) ;
close (£d) ;

v ar =L EERAL TWAEEIL, echox L TeX o /5 —F &R A MIEE
| =

echo “syslog test” > /dev/ttyS2

I0x FL—XATADAYE—DD FL—X

FARNT TV r—2arhbI0x hb—2a 2 hLb—2A X v =% ET 5121, ROF
EZ ST L ¥,

1

CTnr 7375 HLTHWDAEAIE wite) ZHHALTCRL—2A X vE—T%KA B
WCEELET,
#define SYSLOG_TEST “tracelog test”

int fd;

fd = open("/dev/ttyS3", O _WRONLY) ;

write (fd, SYSLOG_TEST, strlen(SYSLOG TEST));
close (fd) ;

CTulII 7 uFERLTHDEAIF, sydog) ZEH L THRL—A X v E—T% KA R
WCERLETS
#define SYSLOG TEST “tracelog test”

syslog (LOG_INFO, “%s\n”, SYSLOG TEST);

Yol —)LEFEALTHWEEEIE, echoz AL THL—AT —HX %R A MIXEE
LET,

echo “tracelog test” > /dev/ttyS3
or
logger “tracelog test”
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B xrozzamsamz

TFA D ILZBMT BHE

I0x DEE

1R BRI

IO IIBAAE THRE T2 00 £, YA Mz VR TEFICAENCT 5121%. CAF., 10Xman,
B L Libvirtd ' —EZANRFEIT L TWALENRDH D 97,

FlEDBRE
1. enable
2. configureterminal
3. iox
4. exit
5. show iox-service
6. show app-hosting list
FlED A
FIE
AT REEETIV 3 Y Br
AT 71 |enable FEHE EXEC E— RZ2HIC LT,
1 - e NRRAT—=KRZADLET (ERENTZHES) .
Device> enable
2+ 2 | configure terminal Jsa—s v ary7 4 Xa b—ay EB— Nadh
B LET,
Device# configure terminal
ATy F3|iox 0x —tE 2% ELET,
1 -
Device (config)# iox
2Ty 74| exit Ja— S arZ 4 Falb—var T REKT
i - L. ¥ EXEC ©— FIZEY 7,
Device (config) # exit
AT 75 |show iox-service IOx V' —EADAT—H A% FRLET,
B -
Device# show iox-service
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A i |

ARV RFERFTIVaY =)

R T 7 6 | show app-hosting list T NA ANZHKF L THIIZ 72 5 T % app-hosting H—

1 -

Device# show app-hosting list

2OV R NERRLET,

451
&IZ. showiox-service =< RO Iz~ L ET,

Device# show iox-service

IOx Infrastructure Summary:

IOx service (CAF) 1.10.0.0 : Running

(

IOx service (HA) : Running

IOx service (IOxman) : Running

IOx service (Sec storage) : Not Running
Libvirtd 1.3.4 : Running
Dockerd 18.03.0 : Running
Application DB Sync Info : Available
Sync Status : Disabled

RIZ, show app-hosting list ==~ > RO B ZR L ET,
Device# show app-hosting list

guestshell RUNNING

FZrT)DEHE

Y

(GE)  VirtualPortGroups |3/V—7 4 7 77 v 74— LA TOHRYAR— I TWVET,

1R BHEIIZ
FARz2VDT 7B ADERET D I21E, IOxDREESNTETLTWALERH D £47, 10x
NEEINTORNVESIT., RORA vE—UNTF AL Ray Y —VICEREINET,

iox feature is not enabled.

I0x ZHIBR T A e, AR 2L T 7 BRATERLS LD ET, 72720 rootfs 1T B LT
FHA,

TR 2 VEAIZ L TEET S L9, 7707 —2 g VERITIERA V4 —T 24 A
RETHDVENRDLYET, YA 2 VDA B —T =2 A ZABFNNTT B IFEOZEIZ DN T
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B 7 =xrozroem

IZ. [Configuring the AppGigabitEthernet Interface for Guest Shell] 33 XY [Enabling Guest Shell
on the Management Interface] D& 7 v g VESRL T E S0,

FlEDHE
1. enable
2. guestshell enable
3. guestshdl run linux-executable
4. questshell run bash
5. guestshdll disable
6. guestshell destroy
FEDEEHE
Flig
AU RFEEETIVa Y Br
A7 71 |enable ¥#HE EXEC =— RZ2 A LET,
B e NRATU—REANLET EFEREINZEHE)
Device> enable
Zj—_\yj’z guegshell enable FA N vzl —ERADHR,
1 - Gx)
Device# guestshell enable . gu&stshell enable =< N, *v hU—F

72 & BE Virtual Routing and Forwarding (VRF)
A AZ AL ET,

e 7k RFI Fy NT— F T
VirtualPortGroups (VPG) ZfEH L T\ 554
%, £7 VPG 2T 2 MERH Y £7,

cJARMIPT RLARELT—=FU=AIPT FLX
BRI TRy FNIZHLLERH Y £7,

R T 7 3| guestshell run linux-executable FA N T2V TCLinux 7R 7 AEFEITLET,
i : GE)
Device# guestshell run python CiscoIOS XE Amsterdam 17.3.1 LAFED V) V) — 2 T,
E71 Python /X"—3 5 3 DHNPYAR— F I ET,
Device# guestshell run python3

ATy 7 4 |guestshell run bash Bash > = /L ZBAIAL T, A b v =/WZT 7 A
fil - LET

Device# guestshell run bash
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AU RFERETIVa Y Be
AT 75| guestshell disable AN vz =R LET,
f5l -
Device# guestshell disable
AT 7 6 |guestshell destroy PAN = REHET VT4 TL T, T
Bl - AR = LET,

Device# guestshell destroy

FIVr—2a3 0 RRATA VT #FERLES AR ZIILDERE
A\

G ZoOHX, vAaN—T 47 TT7y b7 —A#EHASET, VirtualPortGroups (%, Cisco
Catalyst A1 v F 7 7T N7+ —ATIEHHR—FINTOERA,

AR 2VDT 7 ANPERET 120, IOXDBREINTEITLTWARLENDH D F9, I0x
BEREINTWRWERIT, ROA v E—URT AL A3y Y — R rnInNET,

iox feature is not enabled.

I0x ZHIBRET DL, YA vz /WIHLT 7 BATE R0 £9, 7272 L rootfs I3 2% 21T
FH A,

)

GE) ZOFE 7V r—rvarRAT 4 THRHER LT A M=V OER) 2 H LT, Cisco
10S XE Fuji 16.7.1 BAED U U —ZDHF A b3 = VA FWNZ LE T, Cisco 10S XE Everest 16.6.x
URITCIE, A vz /VOFE (1155—) OFIEZHERLET,

config)# interface GigabitEthernetl
config-if)# ip address dhcp
config-if)# ip nat outside
config-if)# exit

Device
Device
Device
Device

Device (config-if)# interface VirtualPortGroupO

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if)# exit

Device (config) # ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
Device (config) # ip access-list standard GS_NAT ACL
Device (config)# permit 192.168.0.0 0.0.255.255
Device (config) # app-hosting appid guestshell
Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
Device (config-app-hosting-gateway) # guest-ipaddress 192.168.35.2 netmask 255.255.255.0
Device (config-app-hosting-gateway) # exit

(

Device (config-app-hosting) # app-default-gateway 192.168.35.1 guest-interface 0

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |



YINERYYTHE |

B x> L0 AppGigabitEthemet 1 > % — 7 = 4 RDHE

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python

3:7FVr—2a RRATA VT EFERALEZS AL S ILOEBER

3 N

10S XE Guest Shell Container

ethO

Internet 192.168.35.2

192.168.35.1

Cisco device
N J

366962

BIE SRV D%y U —F% 2 7Tl GigabitEthernet f % — 7 = A A & VirtualPortGroup - >/
2 —Tx A X% LEOKNITRT EOICRET DMERH Y £7, 7 A F ¥ = /LI Virtualportgroup
ERETA L HF—T A AL LTHEAL, NATZBU TR Y N —7 128 L ET,

WEE NAT OFEICIEL, Oa~vr REMHALES, TR, FRA S Y= AR 2 —
Ty MIEREEL, 728 2, Link Y 7 Ny =T EHFH 707 T LERETEH L9100 £7,
ip nat inside source list

ip access-list standard

permit

oo guestshell run =~ > Rid Python EITREEY 7 A LA FEITLET, F72. guestshell
run =<2 R&MEH L TMO Linux FEITAIREY 7 A VEFATTH2 &b TEET, =& 2T,
guestshell run bash =@~ > Fid bash > = /L Z#&) L, guestshell disable =~ > RiZF A hv =
Ny hE T LTEMICLET, BTV AT L2 n—RKLThH, 72 b ¥ =/WT 8
DEFIZRYET,

X Z k< z )LO) AppGigabitEthernet f >4 — 7 = 4 RDETE

FIRDOHE

N

GE)

Wb

WD H AT %, AppGigabitEthernet f > % — 7 = A A & FfD Catalyst A4 v FIZOHEH I E
T, MOFTRTD Catalyst AA v Fix, HEEHA—FEHEHLET,

enable

configureterminal

interface AppGigabitEther net interface-number
switchport modetrunk
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exit
app-hosting appid name

© o N®

10. exit
1. exit

app-vnic AppGigabitEthernet trunk
vlan vian-1D guest-inter face guest-interface-number
guest-ipaddress ip-address netmask netmask

7R k< )L AppGigabitEthernet f >4 — 27 = 4 ADERTE .

12. app-default-gateway ip-address guest-inter face network-interface

13. nameserver#ip-address
14. end
15. guestshell enable

F gD

FE
ATV REREETI 3 Y B

RTvF1 |enable B EXEC E— FEAICLET,
Ik c R2AT—RFEANLET ERENEHA) .
Device> enable

R wF2 |configureterminal Ja—r L ary7 4 ¥al—y gy B— ek
15'] : L\iﬁ—o
Device# configure terminal

R w73 |interface AppGigabitEthernet interface-number AppGigabitEthernet f > % —7 = A AZHREL. A
1) - VHE—T 2 Af A AT 4 X2l —Tay F— %

YA

Device (config) # interface AppGigabitEthernet Fﬂﬂﬁu Liﬁ—o
1/0/1

XF w74 |switchport modetrunk A B =T 2 A A& N T R TE— R
Bl - BWELT, FANR=V I DT T Y7 ~D%
Device (config-if)# switchport mode trunk ;‘ﬁf{f%:l:‘/i»* }\ LiTO

ATy S5 | exit Ao B —TxAf A AT 4Fal— g F—R
R ERTL, Zr— 3 bar 7 Xalb—va -
Device (config-if) # exit FIZRY i‘@—o

AT w76 |app-hosting appid name TV r—varvEHREL, TV r—var ik
5l - AF 4T a7 4 Xalb—3g s B— Re Bl
Device (config) # app-hosting appid guestshell biﬁ‘o

AT w71 |app-vnic AppGigabitEthernet trunk NGV I R—= b 2T F IV r—ay RAT 47

51

ORI SRR — L LTREL, 77V r—va
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YINERYYTHE |

ARV FFEREETIVa Yy

S

Device (config-app-hosting) # app-vnic
AppGigabitEthernet trunk

VIRAT A4V NI a7 4K al—a
T— REBHBELET,

X5 w78 |vlanvlan-ID guest-interface guest-interface-number | VLAN A hA v X —T = A4 AFZEL. 77U
- r—ary wAT 47 VLANT 72 AP =2
>y — N — K Ly
Device (config-config-app-hosting-trunk)# vlan TAFalb—vas® R {/Fﬂﬁﬁu Lij«o
4094 guest-interface 0
ZF w79 |guest-ipaddressip-address netmask netmask (FFvarv) HHIP ZHELET,
i -
Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.2.2 netmask
255.255.255.0
ATy 10 |exit TV —ay RAT 47 VLAN 7 7 &£ A IP
- a7 4 FXa2l—aryrE®—FREKTL, 77U
Device (config-config-app-hosting-vlan-access-ip) # /7»—“/ 2 kaT{ ‘iﬁ ]\ 7v7 arz A Fa
it L—vary E—FRICIRY £7,
ATy 1 |exit TTVr—2ay RAT 47 N aryT g
Bl - Fal—varyrE—FEKETL, 77V —a=
Device (config-config-app-hosting-trunk)# exit :: RAT A v7 AT A Fal—rart— ]‘\ =
RV ET,
25w 712 |app-default-gateway ip-address guest-interface FT o N OEES— kA RRE LET
networ k-interface
i -
Device (config-app-hosting) # app-default-gateway
192.168.2.1 guest-interface 0
AT 713 | nameserver#ip-address RAA =LV AT 5 (DNS) P—ERE L E
1) kK
Device (config-app-hosting) # name-server(
172.16.0.1
RTv 714 |end TIVr—=vay RAT 47 a7 4 ¥ alb—
B - vay B— REZRT L, F5E EXEC T— FICRD
Device (config-app-hosting) # end 337f0
A7 715 |guestshell enable AN vab = 2RO,
11

Device# guestshell enable

[ Ciscol0S XE Cupertino 17.9x 704 SYE T4 av T4 FaL—av HA K



| vznexvUTHiEE
gEss—742T°0R oz Lnat [

BEAUA—DJIAATOTR M T ILOEDIE
Y

G¥) DX AZL, CiscoCatalyst 9200 > U — R A A »F_ Cisco Catalyst 9300 > U — R A A v T,
Cisco Catalyst 9400 > J — X A A »»F Cisco Catalyst 9500 >V — R A A » F Cisco Catalyst
9600 > U —X AA v FIZHEMTE £

FIEDHE
1. enable
2. configureterminal
3. app-hosting appid name
4. app-vnic management guest-interface interface-number
5. end
6. show app-hosting list
7. guestshdll enable
F gD FEH
FIE
ARV FFEREET7TIVa Y B#
RTw 71 |enable FitE EXEC E— REZ AT L E T,
fil e MAT— R AN LET (ERINTHE) .
Device> enable
R w 72 | configureterminal ra—x)L a7 4 ¥l — gy F— Na Bt
f LETS
Device# configure terminal
AT 73 | app-hosting appid name TIV =y arEREL, TTYr—va R
i - TavT ar7 s ¥al—rarE— RefthL
ij‘o

Device (config) # app-hosting appid guestshell

AT v 7 4 | app-vnic management guest-inter faceinterface-number | fi#8 % o N U —2 A4 2 —T = A4 ZB L O X B
%l - A =T 2 ADEHT— b = A ZREL, T
TVr—ya i RAT 4T = T2 a7

Device (config-app-hosting) # app-vnic management

guest-interface 0 "B'YEIL L—yay '— F%Fﬂﬂﬁébi'ﬁﬁo
25w 75 |end TV = a VI RAT 4 VT ERS = R A 2
i : V7 4Falb—arE®— RNEK&T L, F5HEEXEC

ET—RNIZED £,

Device (config-app-hosting-mgmt-gateway) # end
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YINERYYTHE |

ARV RFERETIVa Y

B8

AT 7 6 | show app-hosting list AU A =L ENTWET F I r— 3 OBLED
15“ . Z?‘—&z%%ﬁ—\‘bijﬁo
Device# show app-hosting list GE)
AR 2 E, A VAR ENTNWAEEICD
I, THFVr— gDl A MNIERENET,
25w 717 |guestshell enable FA N vz =20,
B

Device# guestshell enable

#Z bz LH 0 NETCONF 7 7 £ 2 DHE 1L & Ehik

1R BRI

FARN 2 VNN BLRD 2= Rk LT, NETCONF-YANG 7 7 2 &)k L ¥,

FIEDHE
1. iosp_client -f netconf_enable guestshell port-number
2. iosp_client -f netconf_enable passwor dless guestshell username
3. iosp_client -f netconf_disable guestshell
4. iosp_client -f netconf_disable passwordless guestshell username
FIE D
FIE
ARV RFERRETI Va3 Y B#J
AT 71 |iosp_client -f netconf_enable guestshell port-number | netconf-yang ssh local-vrf guestshell =~ > R Z &% iE
i - L. NETCONF-YANG M9 % £ CHefie e 7 = >
Guest Shell: iosp client -f netconf enable 7 LET,
guestshell 3
R T 72 |iosp_client -f netconf_enable_passwordlessguestshell | 2 o = L7 7 & 2|23 72 SSH ¥ — &2 1ERE L £
username =+,
{5
Guest Shell: iosp _client -f netconf enable
guestshell guestshell
R 7 3 |iosp_client -f netconf_disable guestshell A b=V NETCONF ~D 7 7 & A % Hll bk

1

L/i‘g‘o
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Python 1 > 2 —TU 2072+ 2 ||

AR FERRTIVa Y B8
GuestShell: iosp client -f netconf disable « NETCONF-YANG %ﬁ‘ﬁﬂi%l Xhrx ﬁﬁ—:‘ LE9,
guestshell

NETCONF-YANG % > v & 7 3 5121,
no netconf-yang =~ > K& L 7,

ATvT4

iosp_client -f netconf_disable_passwordlessguestshell | 55 L= —F—D7 7 & 2% — %Nl L 9,
username

« NETCONF 7 7 & A |L2— — |kt L TH & i
- XAHTY, 7272 L. =—#—LNETCONF |Z
Guest Shell: iosp client -f BT A0 R A T — REfEHATAMENH

netconf disable passwordless guestshell guestshell

D ET,

1

Python 1 2 —T ) 2DT7 I X

Python (31 % 7 77 4 71 T&E 9, Python A7 U &7 AN = /L TCEITT D
Z &b TEET, guestshell runpython =~ > RZEH L TH Ak &= /L"CPython A % —
U X % LE) L, Python iK% B & £,

N\

() CiscolOS XE Amsterdam 17.3.1 KX D fifd> U U — A TlL, Python V237 7 4/ kT3, CiscolOS

XE Amsterdam 17.1.1 33 X O Cisco 10S XE Amsterdam 17.2.1 Ti%, Python V3 237K — K ST
WEJ, Cisco I0S XE Amsterdam 17.3.1 LAFED U U — AT, Python V3 37 7 4 /L h TT,

Cisco IOSXE Amsterdam 17.3.1 K YRID Y 1) —X

guestshell run ==~ > Ni&, Linux EITA[EEY 7 A /LD EITIZHHY T 5 CiscoI0S TH Y | Cisco
10S /& D Python 2 7 U 7 s D FATREZHERI AN A Z48E L E T, WROBIL, =< FOfxf /<
AERET HHEETRLTOET,

Guestshell run python /flash/guest-share/sample script.py parameterl parameter2

RIZ. Cisco Catalyst 3650 >V — X A A v F & 7213 Cisco Catalyst 3850 + U — R A A v F T
Python Z 2T 5614~ LET,

Device# guestshell run python

Python 2.7.11 (default, March 16 2017, 16:50:55)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>
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OB, CiscoISR4000 > U — X H— " RFHAHH /L — & T Python AT 5 kxR~ LT
I/\\i‘a_o

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Cisco IOS XE Amsterdam 17.3.1 LAfED ) 1) — R

ROFE, Cisco Catalyst 9000 2 U — & XA »F |°C Python Z AN T D HEEZRLTWE
D

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)
[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>

FZ2 kT ILDETEH

Bl : TR DTIILDEE

Cisco 10S XE Amsterdam 17.1.x 5 5 Cisco 10S XE Amsterdam 17.2.x

ROBNL, T A =V ERINTT D I51EZ R L TWET, Cisco [0S XE Amsterdam
17.1.x 3 X T Cisco IOS XE Amsterdam 17.2.x Ti%, Python V2.7 3 & T Python V3.6 73
R—=hFEINTWET, 2720, 26DV YV —ZTiEPython V2.7 37 7 4 /L F TY,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion
Guestshell enabled successfully

Device# guestshell run python
or
Device# guestshell run python3

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~1$
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VirtualPortGroup %7 04! .

Device# guestshell disable
Guestshell disabled successfully
Device# guestshell destroy

Guestshell destroyed successfully

Cisco 10S XE Amsterdam 17.3.1 LIfED 1) 1) — X

WO, 7F AR = VEEINZT D HEEZRLTWET, Cisco IOS XE Amsterdam
17.3.1 LAgED U U — 2 TlX, Python V3.6 DA NHAR— h &k 9,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

VirtualPortGroup % & M5

)

(GE)  VirtualPortGroups 1% Cisco L—T 4 > 7 7T v N7 4 — A TOHYHR— F I TNE
R

FA RN V2V F oy b U —F 2 VirtualPortGroup A & X —7 = A AEERT 555
VirtualPortGroup - % — 7 = A AIIHEFADFHIP 7 KL ANRME TS, 71
VIR AE =T A RFA Ry MR SN TWDRERHY . Ry b
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. 5] : X k< z)LO AppGigabitEthernet f >4 —2J = 4 XD TE

U —27 7 RV AZEH (NAT) (& VirtualPortGroup & 7 12> b /%L AR— ORI THRE
SNTWDLRENRH Y £77,

WIZ/RT DX, VirtualPortGroup D% EH| T,

Device> enable

Device# configure terminal

Device (config) # interface VirtualPortGroup 0

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if) # no mop enabled

Device (config-if) # no mop sysid

Device (config-if)# exit

Device (config) # interface GigabitEthernet 0/0/3

Device (config-if)# ip address 10.0.12.19 255.255.0.0
Device (config-if)# ip nat outside

Device (config-if) # negotiation auto

Device (config-if)# exit

Device (config)# ip route 0.0.0.0 0.0.0.0 10.0.0.1

Device (config)# ip route 10.0.0.0 255.0.0.0 10.0.0.1
!'Port forwarding to use ports for SSH and so on.

Device (config)# ip nat inside source static tcp 192.168.35.2 7023 10.0.12.19 7023
extendable

Device (config) # ip nat outside source list NAT ACL interface GigabitEthernet 0/0/3
overload

Device (config)# ip access-list standard NAT ACL

Device (config-std-nacl) # permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit

! App-hosting configuration

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
Device (config-app-hosting-gateway) # guest-ipaddress 192.168.35.2 netmask 255.255.255.0
Device (config-app-hosting-gateway) # exit

Device (config-app-hosting) # app-resource profile custom

Device (config-app-resource-profile-custom)# cpu 1500

Device (config-app-resource-profile-custom) # memory 512

Device (config-app-resource-profile-custom) # end

Device# guestshell enable
Device# guestshell run python

5l - X+ )LD AppGigabitEthernet f 2 — 7 = 4 RDEKE
A\

GE) WD & A7 1%, AppGigabitEthernet A > % — 7 = A A % F§D Catalyst A A F|Z D Fj
HainEd, oFXTo Catalyst A A v Fix, BEHA—FEHEHLET,

WORFNL, 7 A k¥ =L ® AppGigabitEthernet f > % —7 = A A& ET 5 k&R L
TWET, ZZTIE, VLAN4094 3% v hU—27 7 KL AZH (NAT) Z{ERL £
T TAUTFT A Mz VIZERHSNET, VLAN 1 [39MNBA > % —7 = A4 A TT,
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Device> enable

Device# configure terminal

Device (config)# ip nat inside source list NAT ACL interface vlan 1 overload
Device (config)# ip access-list standard NAT ACL
Device (config-std-nacl)# permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit
Device (config)# wvlan 4094

Device (config-vlan) # exit

Device (config) # interface vlan 4094
Device (config-if)# ip address 192.168.2.1 255.255.255.0
Device (config-if)# ip nat inside
Device (config-if) # exit

Device (config)# interface vlan 1
Device (config-if)# ip nat outside

Device (config-if) # exit

Device (config)# ip routing

Device (config)# ip route 0.0.0.0 0.0.0.0 209.165.201.1

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport mode trunk

Device (config-if)# exit

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic AppGigEthernet trunk

Device (config-config-app-hosting-trunk)# vlan 4094 guest-interface 0

Device (config-config-app-hosting-vlan-access-ip) # guest-ipaddress 192.168.2.2 netmask
255.255.255.0

Device (config-config-app-hosting-vlan-access-ip) # exit

Device (config-config-app-hosting-trunk) # exit

Device (config-app-hosting) # app-default-gateway 192.168.2.1 guest-interface 0

Device (config-app-hosting) # name-server0 172.16.0.1

Device (config-app-hosting) # name-serverl 198.51.100.1

Device (config-app-hosting) # end

Device# guestshell enable

Bl EBA A —T A ATHDTRA M T ILOEE

Z OflIL, Cisco Catalyst 9200 > U — X XA wF Cisco Catalyst9300 > U — X XA T Cisco
Catalyst 9400 > U — X A A »F Cisco Catalyst 9500 > — X XA T Cisco Catalyst 9600
V=X AL v FIZHHATEET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic management guest-interface 0
Device (config-app-hosting-mgmt-gateway) # end

Device# guestshell enable

Bl AT ILOER

FA N v Ty G Link Oavy REFEFTTEET, ROBIE, —HoO
Linux 2~ ROMEELZ R L TOET,

[guestshell@guestshell~]$ pwd
/home/guestshell
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[guestshell@guestshell~]$ whoami
guestshell

[guestshell@guestshell~]$ uname -a
Linux guestshell 5.4.85 #1 SMP Tue Dec 22 10:50:44 UTC 2020 x86_64 x86_64 x86_64 GNU/Linux

Cisco 4000 > U — X P —E 2 F AL — XX, CentOS Linux U U — & 7.1.1503 THEfit
S5 dohost 2 L F97,

\)

(GE)  dohost =~ RIZIL, iphttpserver 2~ RRT A A ETRHESNTND Z LA
2T,

AR ILDRY FT—F D JEERTE
TR, YAz vDOFRy MU= TEREF T,
e RAAL Y X —2h 25 . (DNS) ORE

e
i

« TuXTD

i

« TuXVORELHEHT HT-HD YUM 7213 PIP O E

77X & 2z )L®D DNS X TE Dl

FA K O T L DNS BRI D & B Y T,

[guestshell@guestshell ~]$ cat/etc/resolv.conf
nameserver 192.0.2.1

Other Options:
[guestshell@guestshell ~]$ cat/etc/resolv.conf
domain cisco.com

search cisco.com
nameserver 192.0.2.1
search cisco.com
nameserver 198.51.100.1
nameserver 172.16.0.6
domain cisco.com
nameserver 192.0.2.1
nameserver 172.16.0.6
nameserver 192.168.255.254
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Bl TOXDRBEEHD

Bl TOXTHKRTE

Bl TOXFVREEROD

JL ==
X e

on

Fv NT—=I N7 aXxrOBERICHIHEF, Linx T/ v BREHRELET, &
EREAE, BEICINOOEHAZBNL £,

WROBNE, T ux o BBERET D HEEZRLTWET,

[guestshell@guestshell ~]S$cat /bootflash/proxy vars.sh
export http proxy=http://proxy.example.com:80/

export https proxy=http://proxy.example.com:80/

export ftp proxy=http://proxy.example.com:80/

export no proxy=example.com

export HTTP PROXY=http://proxy.example.com:80/

export HTTPS PROXY=http://proxy.example.com:80/

export FTP PROXY=http://proxy.example.com:80/
guestshell ~] source /bootflash/proxy vars.sh

FA®D Yum & & U PIP D8R

ROBNT, 70 VERBEARORE Yum 2T 5 H5EER L TWET,

cat /etc/yum.conf | grep proxy
[guestshell@guestshell~]$ cat/bootflash/yum.conf | grep proxy
proxy=http://proxy.example.com: 80/

PIPOA A h—)LTlL, 7B X UREICHH SN DEREAHENEIRINET, PIPA
VARM=VZIX-EA T a v EABE L sudo A LET, BRESHNPRESINT
WARWIEES T, OB TRT I HICPIP a2~y RTENS ZBRMIICER L ET,

sudo pip —--proxy http://proxy.example.com:80/install requests
sudo pip install --trusted-bost pypi.example.com --index-url
http://pypi.example.com/simple requests

WOHITIE, Python O PIP A > A h— /L& H$ 2 HEERLET,

Sudo -E pip install requests

[guestshell@guestshell ~]$ python

Python 2.17.11 (default, Feb 3 2017, 19:43:44)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information
>>>import requests

zz I}
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B xrozrcErszomossan

AR VIIIVZET A ZEDMDSEER

EEE N

BEEE R=aTFILEA L

Python & ¥ = — /L [CLI Python &< = —/1 ]

o ¥oF Faeva=rs [tr ZyvF Frnrya=r7]

SRADTYHYZAILYR—F

B 9

S ZAaDYR— FWebH A F T, Rl hoF 7 2 1 P— | http://www.cisco.com/support
T2 I T7Nya—T 4 U ZICBELTWEET 5 8912,
Y2 T ARV =L EBFI LD LT LIRERL L TA ) =%
LTV ET,

BEWORGEOEF 2 U 7 o FHRCHEMEREAFT 72012,
Cisco Notification Service (Field Notice 7> 7 7 &%) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFFES—ERITIMATE ET,

VAIDYPR— - Web VA bV — T 7 AT BRI,
Cisco.com D —H ID B LAY — RNRNETY,

TR DT ILDOBEREIRER

ORI, ZOFY 2— /L CHP LIHEEEICET )V —2AFRERLET, ZORIF, V7
77 UU—R b A U TEEEDOTR—IPREAINZLEEOY T Fy=T VI —R72
TERLTWET, ZOREREIX. FRHCHT 0 B2 WRY | ZNLIEO—#HDO Y 7 vy =7 U Y —
ATHYAR—FENET,

TTYy N7 A —ADYR—FBLR R YT Ny 2T A4 A=V OWR— MIBET H1EHRE K
9 51Z1E, Cisco Feature Navigator Z ] L £, Cisco Feature Navigator [Z7 7 Z 2§ 5 |Z
X, www.cisco.com/go/ctn IZFEE) L £ 7, Cisco.com DT 7 MILEDH Y FH A,
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Cisco IOS XE Everest 16.5.1a
Cisco IOS XE Everest 16.5.1b

AR VT, BERN Y
A3 AA v FOHBEHIE X
WEBFLD =D T A H I
Python 7 7'V r— a &%
1T Tx %, H&IAL Linux B
BThrtxar 27T
I, VAT LAOHBMEE T
Fubrla=r b8 EENE
I, ZOarrF Ui,
BRA N TARA ANLSEES R
PN/ AN 3 i 71y L D= S I
2—WIFZT, A7 VT b
FAXY T =T RNy r—
A A M=V L, FETT
HBILENTEET,

Cisco IOS XE Everest 16.5.1a T
X, ZOMEEIZIRD T Z v b

TA—LIEEINTWHEL

776

* Cisco Catalyst 3650 3/ U —
A AL v F

* Cisco Catalyst 3850 > U —
A AL v F

« Cisco Catalyst 9300 > U —
R AA v F

* Cisco Catalyst 9500 2 U —
R AA v F

Cisco IOS Everest 16.5.1b TlZ.
Z OBEEIIR DT T » b

T —LITEEINTHEL
77

* Cisco 4000 >V — X H—
v AR —H

Cisco IOS XE Everest 16.6.2

Z O#AEIL, Cisco I0S XE
Everest 16.6.2 C, Cisco Catalyst
9400 > Y =X AA v FITHE
ShE LT
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Cisco I0S XE Fuji 16.7.1 Cisco I0S XE Fuji 16.7.1 TIZ,
ZOBRRIFIRDT T v b
T —LICEEINTHEL
7‘;0

* Cisco ASR 1000 ' — X
TV =gy —E
A J—H

« Cisco Cloud Services Router
1000V >~ ) —X

Cisco IOS XE Fuji 16.7.1 T,
TFARN vz UBREDS G, B
XL ML= PR—
k%3 Cisco ASR 1000 7 7" VU
Fe—a P —E R N—H |
EIhELE,

Cisco I0S XE Fuji 16.8.1 Cisco I0S XE Fuji 16.8.1 T,
Z OFEEEIT Cisco Catalyst 9500
INANRT =< AT ) —X
Ay FICFEESNTHEL
7o

Cisco I0S XE Fuji 16.9.1 Cisco I0S XE Fuji 16.9.1 T,
Z OKEREIX Cisco 1000 2V —
R = REERIL— H 25
I ThE LK,

Cisco I0S XE Gibraltar 16.11.1b | Cisco IOS XE Gibraltar 16.11.1b
TlX, ZOHRITROT T v
7 A —AIZFERESNTNE
L7,

« Cisco Catalyst 9800-40 7 A
YL RrRarte—7

* Cisco Catalyst 9800-80 7 A
YL xarte—7

Cisco IOS XE Gibraltar 16.12.1
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7R WINLT 7 BATED20,
= —4—|X Python A7 U 7 |
%34T L. NETCONF 7' =& h
aANEFHL T Ra A
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ZEMTEET,
Z OFEREIE, 17.6.1 TRDT
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R AA v F
* Cisco Catalyst 9300 ¥ L O}
9300L U — X A A v
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R AA v F

« Cisco Catalyst 9500 35 L T°
9500 /A /NT f—< L A
VY= AL vF

» Cisco Catalyst 9600 ** U —
XA v F

7 A k¥ = )L TO Python 3 ¢ | Cisco I0S XE Amsterdam 17.1.1 | Python 73— = > 3.6 1X, 7
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Python 7’1 77~ ' U 7 ¢ %, Python APl Z¥%7HR— KL TWET,

* Python {22\ T (135 ~—Y)
« Python APLIZBIT 5 Z DO ZEEE (143 ~—)
* Python API DF§EENE#H (144 X—2)

Python [Z2DUMT

CiscolOSXET/NA AF, AR V2 VNTA VXT3 T 40 TBLOHEASA XT3 7T 407 (A
7 U7 R) OWEFDOE— K TPython/N— 3 2.7 %YWA — K LET, Python 27 U 7 MEAE
LY, TLADCLIC T R 7 T LEFHLTCT 7EALT, SEIERF AT, BIOE
0 Xy F Fr Y s =7 F71% Embedded Event Manager (EEM) 7 7 L 3 > &2 F(T79 5 2
ENRTEET,

Cisco Python €2 21 —)L

VA APEEET B Python €Y =2 — /L Tld, EXECB LR E I~ REFETTHT 7 B AN
S ET, hep() =~ K& AST 5L, CiscoPython E ¥ = — L OFEMN TR SNET,
help() =~ RiZ CiscoCLI ¥ = — /LD a7 4 2R LET,

WOFL, Cisco Python £ ¥ 2 — /M T 5 1EHR AR LET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> >>> from cli import cli,clip,configure,configurep, execute, executep
>>> help (configure)

Help on function configure in module cli:

configure (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device

and return a list of results.

configuration = '''interface gigabitEthernet 0/0
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no shutdown'"''

# push it through the Cisco IOS CLI.
try:

results = cli.configure (configuration)
print "Success!"

except CLIConfigurationError as e:
print "Failed configurations:"

for failure in e.failed:

print failure

Args:
configuration (str or iterable): Configuration commands, separated by newlines.

Returns:
list (ConfigResult): A list of results, one for each line.

Raises:
CLISyntaxError: If there is a syntax error in the configuration.

>>> help (configurep)

Help on function configurep in module cli:

configurep (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and prints the result.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
configurep (configuration)

Args:

configuration (str or iterable): Configuration commands, separated by newlines.
>>> help (execute)

Help on function execute in module cli:

execute (command)
Execute Cisco IOS CLI exec-mode command and return the result.

command output = execute ("show version")
Args:

command (str): The exec-mode command to run.
Returns:

str: The output of the command.

Raises:
CLISyntaxError: If there is a syntax error in the command.

>>> help (executep)
Help on function executep in module cli:

executep (command)
Execute Cisco IOS CLI exec-mode command and print the result.

executep ("show version")

Args:
command (str): The exec-mode command to run.
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>>> help (cli)

Help on function cli in module cli:

cli (command)
Execute Cisco IOS CLI command(s) and return the result.

A single command or a delimited batch of commands may be run. The
delimiter is a space and a semicolon, " ;". Configuration commands must be

in fully qualified form.

output = cli("show version")

output = cli("show version ; show ip interface brief")
output = cli("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

Returns:
string: CLI output for show commands and an empty string for
configuration commands.

Raises:
errors.cli syntax error: if the command is not valid.
errors.cli exec_error: if the execution of command is not successful.

>>> help(clip)

Help on function clip in module cli:

clip (command)
Execute Cisco IOS CLI command(s) and print the result.

A single command or a delimited batch of commands may be run. The
delimiter is a space and a semicolon, " ;". Configuration commands must be

in fully qualified form.

clip ("show version")

clip("show version ; show ip interface brief")
clip("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

I0SCLI a7 > F%EETT 516D Cisco Python EL 2 —JL
~

GE) Python #FEITTHI21E, FA N V=V BENTHHILENRD Y T3, iz VT, 157
AN v OFEEZRLTIEIN,

Python 710 77 IV VEREILCLI 2~ REFITTE L6 DORAKEEHLET, b0
HE, Python CLI €Y = — /)b RIATEE4, ZAbORAKAMAT2I2IE, importcli =
v REFATLET,

ZINH OB OGIEIE CLI =~ > ROLFH|TY, Python £ ¥ —7 Y X &M T CLI 2+
RZFATT HITIE. KD 6 DOBEBONT OB B LFHE LTCLL a2~y RE AT LE
T
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B roscus< kEEFT 2100 Cisco Python U2 —)L

e cli.clilcommand) : Z OREEITIOS =~ F& 5[5 E LTHRY | I0S/ =P —hba<w R
BEFEITL, BROTFAMERLET, Z0a~vy ROBXNBELL RWIEA. Python D
B FEA L £, &IZ, di.cli(command) B A6 &2 R L £9,

>>> import cli
>>> cli.clip('configure terminal; interface loopback 10; ip address
10.10.10.10 255.255.255.255")

*Mar 13 18:39:48.518: SLINEPROTO-5-UPDOWN: Line protocol on Interface LoopbacklO,
changed state to up

>>> cli.clip('show clock')
'\n*18:11:53.989 UTC Mon Mar 13 2017\n"'
>>> output=cli.cli ('show clock')
>>> print (output)

*18:12:04.705 UTC Mon Mar 13 2017

cli.clip(command) : = ®B%%iX cli.clilcommand) B84k & #fEIZ £ > 7-< AL TY, =720
MROTXA M RKTOTEZRL) stdout (ICH AT DN EALY £4, &Iz,
cli.clip(command) B3¥x D H /1612~ L £,

>>> ¢li

>>> cli.clip('configure terminal; interface loopback 11; ip address
10.11.11.11 255.255.255.255")

*Mar 13 18:42:35.954: SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackll,

changed state to up
*Mar 13 18:42:35.954: SLINK-3-UPDOWN: Interface Loopbackll, changed state to up

>>> cli.clip('show clock')
*18:13:35.313 UTC Mon Mar 13 2017

>>> output=cli.clip('show clock')
*18:19:26.824 UTC Mon Mar 13 2017

>>> print (output)

None

cli.execute(command) : = ORIEXITH —? EXEC 2~ > REFETL TN EZRLET, 7=
FPULEROTHFAMIHALEFA, ZOa~vr FO—E L TR an  $-38T%
T 5 Z LITFFAT SN ET A, 2 ORERAEEIEETT 5I12IE, for-loop M RE S 4172
Python U A F &M L £4, &KIZ, cli.execute(command)

O PR L ET,

>>> cli.execute ("show clock")
'15:11:20.816 UTC Thu Jun 8 2017'
>>>
>>> cli.execute ('show clock'; 'show ip interface brief')
File "<stdin>", line 1
cli.execute('show clock'; 'show ip interface brief')

A~

SyntaxError: invalid syntax
>>>
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cli.executep(command) : ZDOREKITH —~Da v FEFITL T, WEOT XX o (RT
DTE72<) stdout (IZH L FT, WIZ. cli.executep(command) B4 H 716127~ L £
¥

>>> cli.executep('show clock')
*18:46:28.796 UTC Mon Mar 13 2017

>>> output=cli.executep ('show clock')
*18:46:36.399 UTC Mon Mar 13 2017

>>> print (output)

None

cli.configure(command) : ZDOEIL, o~ FTHEATEIZRTICEV T AL AEZHREL
FT, THUTRITRT L OIZ, a~vr REZORRDNEENDIAFMMFEEZTLDOY A M
ﬁbi‘a‘o

[Think: result = (bool(success), original command, error information)]

Ay R RT A= ZIEBATICA ST 2% 2 L3 TE . show running-config =~ > KD
NZERENTNLOERICERICTDHZ ENTEET, KT, cli.configure(command)
Bt o Bl AR L ET

>>>cli.configure(["interface GigabitEthernetl/0/7", "no shutdown",

" endll ] )

[ConfigResult (success=True, command='interface GigabitEthernetl/0/7"',

line=1, output='"', notes=None), ConfigResult (success=True, command='no shutdown',
line=2, output='"', notes=None), ConfigResult (success=True, command='end',

line=3, output='"', notes=None) ]

cli.configurep(command) : = @ BE%13 cli.configure(command) B4k & HREIZ £ > 7-< R U
TY, LRELHEROTFA M (BT OTIEARL) stdout IZHI)T 28038700 £9°, &
2. dli.configurep(command) B4 > HHilz R L £7°,

>>> cli.configurep(["interface GigabitEthernetl/0/7", "no shutdown",
"end" ] )

Line 1 SUCCESS: interface GigabitEthernetl/0/7

Line 2 SUCCESS: no shut

Line 3 SUCCESS: end

Python X7 1) 7 ~F DHE

Python |%, AL S4L72 Linux X—ADERFETH L7 A N = /L TEITSNE T, FRMIIZON
TiE, AR v=v) OBFZZBLTZEN, Y2 a g3 5 Python €2 = — /i,
Z—H D Python A7 U7 FMRHEA R T34 A ETIOSCLI 2~ REFETT5H I & & A[RRIC
L/\Ajz—a—O
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XEERZ D Python 7O > 7 k

7 /31 A T guestshell run python =~ > R&5479 5 &, A K V= LINT, kAo
Python 7' 7 F 3B & £ 97, Python Oxf56E— FTIX, Cisco Python CLI £ = — /L) b
Python H§REZ FAT L CT A RARET H I EMTEET,

ROBNL, KFEEAD Python 7' 1 7 M & HNZT 2 H1EEZ R L TWET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

Device#

Python X~ 1) 7 k

Python A7 V) 7’4 % 5|# & L C Python =~ > R CHHT 5 Z & T, Python A7 U 7 h % FE
AETIT 47 B—RTEITTEXET, Python A7 U7 ME, A Y= VNILT 7%
ARRETHHIVNENRSH Y 3, AN =25 Python A7 U7 MZT 72T HIZIE, 7
ARV VHNIZ T FENTWALT = 7T aFid7 7 vy allA 7 V7 M ERAFL
£

WD Python A7 U 7 FOflix, SF I F/2 CLIBEEZMH L Tshow 2~ > REHER L OH
HLET,

Device# more flash:sample_script.py

import sys
import cli

intf= sys.argv[l:]
intf = '"'.join(intf[0])

print "\n\n *** Configuring interface %s with 'configurep' function *** \n\n" %intf
cli.configurep(["interface loopback55","ip address 10.55.55.55 255.255.255.0","no
shut", "end"])

print "\n\n *** Configuring interface %s with 'configure' function *** \n\n"
cmd='interface %s,logging event link-status ,end' % intf
cli.configure (cmd.split(',"'))

print "\n\n *** Printing show cmd with 'executep' function *** \n\n"
cli.executep('show ip interface brief')

print "\n\n *** Printing show cmd with 'execute' function *** \n\n"
output= cli.execute('show run interface %s' %$intf)

print (output)

print "\n\n *** Configuring interface %s with 'cli' function *** \n\n"
cli.cli('config terminal; interface %s; spanning-tree portfast edge default' %$intf)

print "\n\n *** Printing show cmd with 'clip' function *** \n\n"
cli.clip('show run interface %s' %intf)
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To run a Python script from the Guest Shell, execute the guestshell run python
/bootflash/guest-share/script.py command
at the device prompt.

ROFNL, 7 AR = /uinb Python 227 U7 N2 FTT 5 KA~ L TVET,

Device# guestshell run python /bootflash/guest-share/sample_script.py loop55
*** Configuring interface loop55 with 'configurep' function ***

Line 1 SUCCESS: interface loopback55

Line 2 SUCCESS: ip address 10.55.55.55 255.255.255.0

Line 3 SUCCESS: no shut

Line 4 SUCCESS: end

*** Configuring interface %s with 'configure' function ***

*** Printing show cmd with 'executep' function ***

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 192.0.2.1 YES NVRAM up up
GigabitEthernetl1/0/1 unassigned YES unset down down
GigabitEthernetl1/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
Tel/1/4 unassigned YES unset down down
Loopback55 10.55.55.55 YES TFTP up up
Loopback66 unassigned YES manual up up

*** Printing show cmd with 'execute' function ***

Building configuration...

Current configuration : 93 bytes

|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end

*** Configuring interface %s with 'cli' function ***
*** Printing show cmd with 'clip' function ***

Building configuration...

Current configuration : 93 bytes

|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end
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H7R— k& % Python D/N—2 3 >
FA N v, Python X—Y 2 27 %7 VA A R—/LLTWET, AL =L,
AR L &7z Linux X—ADEEE TH U | Cisco 7 73A A D HEHIE & FELD 7= % D Python 7
TV r—varagty, AAZ ALinx 7Y r—a raFTT L KO ICKREF ST E
79, Montavista CGE7 281 ' A h—/L S /=77 v b7 4 — AL Python N— 3 > 2.7.11 &4
A—hrL, CentOS7 2341 VA M=V ENT2TT v N7 4+ — A% Python X—T 3 > 275 &%
K= b LET

WDFIL, Python DEN—T 5 VB OV R — MG OT T v 87 4+ — LT EHRERL
TWET,

% 10: Python 13— 3 ¥ HiRk— K

Python D/N—2 3 > TS5y b4 —4

Python /X\—"=2 > 2.7.5 Cisco Catalyst 3650 ' J — X 24 v F B I
Cisco Catalyst3850 > U — R A A v F %R F
NTCOYR—=IH{ET T v F T +— 4,

Python /N—7 2 > 2.7.11 » Cisco Catalyst 3650 > U — & A A v T

» Cisco Catalyst 3850 ~' U — X A A v F

Python /N\—3" = 7 3.6 Cisco I0S XE Amsterdam 17.1.1 EAED U U — X
THHR—=—FSHTVET,

Cisco I0S XE Amsterdam 17.1.1 35 &2 TR Cisco I0S
XE Amsterdam 17.2.1 Ti, Python V2237 7 %
)V F T, 7272 L., CiscolOS XE Amsterdam
17.3.1 LDV U — A TiE, Python V3 285
8 0 N G

GE)
Cisco Catalyst9200 >V — X Z A » F (&, Cisco
I0S XE Amsterdam 17.1.1 3 £ O Cisco I0S XE
Amsterdam 17.2.1 "C Python Version 3.6 % 78—
L TWEH A, CiscoCatalyst9200 > U — X
AA wFIX, Cisco I0S XE Amsterdam 17.3.1
LI Y U — AT Python V3 & ¥ 7R— kLT
WET,

GE)
Cisco Catalyst 3650 >V — X 2 A »F LW
Cisco Catalyst 3850 'V — X XA » FC{LH
AR—FENTHERA,
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Cisco CLI Python £ 1 —LDEH .

CentOST A Y A =SSN T Ty T+ —AF, =T V=X URY U5 O Redhat
Package Manager (RPM) DA A h—/LZHR—FLET,

Cisco CLI Python €< 21— )LD EH

Cisco CLIPython £ = — /LB L OEEM & = — /L, T35 R|ZA VA h—LFEHRTT, -
720, Yum £ T FRNIC Ay =S T D31 F U oW F a4 L T Python D73 —

VarERHT o580 YAANEET L CLIEY 2 — A b EHTOMLERDH D 7,

\}

GE)

Python /N— 3 U 2 N9 TIZH DT /A AT Python N— 3 U 3~DOFEFHEITHI &, T3
A FIZIEW S O /3—2 5 @ Python DMFE(ET D K 912720 £3°, Python #FEITT DITiE, K

DI0S a2~y ROWTNEEH L ET,
« guestshell run python2 =< > KX, Python N—Y 3 > 2 280 L £,
« guestshell run python3 =~ > KX, Python X— = > 3 2FMbEL £,

« guestshell run python =~ > KiX, Python \— =3 > 2 #H4ML L £7,

Python D/N—2 = U &2 BFT 511X, ROFEOWTALEMHETNLET,
e AK v Ry v tarball DA A h—)L

sCLIEY 2—/vD7=DD PIP DA A h—)b

Python APl [ZEA 3 5 ZDDSEEH

BEEIEE X=aTFILEA ML

A )b

AN 2

EEM Python &3 = —/b

EEM @ Python A2 U 7
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A
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VAADYR—FWebH A FTiE, YAaOFELT T I nT—
T D F T TNy a—T 4 U ZICBEILTWEEIT S L oI,
T a T ARV EII LD ETHAEERAT L TA ) Y — R
AL TV ET,

BENOWGEOEF 2 U 7 4 [FHRSCEHFRE AT T D201,
Cisco Notification Service (Field Notice 7> 7 27 £ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)

T 4= R LB —ERITIMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

http://www.cisco.com/support

Python APl D #4EEE#R

ROFNZ, ZOFY2— /LTt LIEHBEEICET 2 ) UV —AF@mE R LET, ZoRIT V7
F7=7 VU= bLA U THEBREDY R— P REAINCEEDOY 7 T =T VU —R
FERLTWET, TOMREIZ. FHTW 0 B2V IRD | ZNEO—ED Y 7 v =27V Y —

ATHYR—FSNET,

TTy R T —LADOYR—FBLRN A YT T =27 A A—VOWR— MIET 2 EHRE B
9 51Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5 (Z
X, www.cisco.com/go/ctn IZE) L £9, Ciscocom DT AT MILEDLYD FHA,
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& 11:CLI Python & ¥ 1 — )L D EEIER

Python APl (D #RETH4R .

HaE

iy

)1)—A

HEEER

CLI Python &3 = — /b

Cisco IOS XE Everest
16.5.1a

Python 7’ m 77~ E U 7 ¢ TiX, =—
PR CLI 2 H L TIOS LxfaficE %
X 9129 3 Python & ¥ = — /L3R E
NET,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
REIIR DT T v N 7 4 —AICFEX
TWE LT,

* Cisco Catalyst 3650 > U — X A A v

a;
» Cisco Catalyst 3850 > U — X A A v
a:.
» Cisco Catalyst 9300 >V — & XA v
?:.
» Cisco Catalyst 9500 3 U — X A A v
%
Cisco IOS XE Everest 16.5.1b Ti&, Z®
BBRITIR DT Z v N7 4 — KMZHEES
NTWE L7,
* Cisco 4000 >V — X #— b 2K H
R — &

Cisco IOS XE Everest
16.6.2

Z OF%BEIL. Cisco Catalyst 9400 > U —
R AL wFIFEINE LT,

Cisco IOS XE Fuji 16.7.1

ZOEEIL, RODT T v b7+ —5IT
FEiEINTWE LA,

* Cisco ASR 1000 7 7'V //'— 3
P—tE R J—F

¢ CiscoCSR1000v > U —X 7 57 K
H—b 2 L—F

Cisco IOS XE Fuji 16.8.1
Cisco IOS XE Fuji 16.8.1a
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R

J1)y—=x HRETHRER

Cisco I0S XE Fuji 16.8.1 Tl&, Z OHEHE
FROT T 7+ —AIZFEEINT
WE L7,

* Cisco ASR 1004 L — %

« Cisco ASR 1006 /L —
« Cisco ASR 1006-X /L—#
* Cisco ASR 1009-X /L — %
* Cisco ASR 1013 /L —#

« 5{5 4GB @ RAM % #5# L 7= Cisco
4000 U — X Y—E A HFESH L —
2 ET )L

Cisco I0S XE Fuji 16.8.1a CTi&, Z DOk
HElX Cisco Catalyst 9500 /~A /X7 4 —=
VAV =RAAL yFICEEI TN
F L7,
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EEM Python £ 21— /L

FHAIATA N N 32—V % (EEM) AU ¥ —I%, Python A7 U 7 h&H AR — K LET,
Python A7 U 7 hZ, EEM 77 L v hCEEM 77 v a v O—#L L TFEITTEET,

« EEM Python £ ¥ = —/LORFESM: (147 <—2)

« EEM Python & = —/LZHOWT (147 =X—)

« EEM Python N U > — D% EJ7iE (150 ~<—)

« EEM Python & ¥ =2 —/WZT 2 Z DO SZEEE (156 X—)

« EEM Python & ¥ = — /L OFEREIEH (157 =2—2)

EEM Python €~ 1 — JLDREE M

AN v, arT TN THEETAILERHY 3, YA b v=WE, T7 40 KT
BRI TWER A, OV TE, A b V= /VIBREOFHAZ S L T30,

EEM Python £ 1 —JLIZDWT

EEM @ Python X9 ') 7 k

FLAIAIIA X b 3=V % (EEM) KR VU > —%, Python 227 U 7 h &V KR—FLET,
Python A2 V7 FZ EEM AR U > —& LTRER L, ST DA bR AELT L X2, Bk
WD Python A2 ) 7' b &FAT9 % Z L3 TEEF, EEMPython 27 Y 7 MZid, EEM TCL
RY =LA ANy MR H D £,

WEFBHADEEM AR Y >—F, AR V= VNTEITLET, A b v=id, (Kb
Linux N"—AZADERETH Y . Cisco T /314 2D BENE & EE D=9 D Python 77 Y r—3/ =
VEGT, WAZ ALinux 7 SV —va rEFTTHL OISR SN TWET, YAV
v a7 L, Python A VX —7 U X B4R L ET,
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B evpython <o r—o

EEM Python /Sy or —

EEM Python /¥ 77— % Python A7 U 7 MZA AR — 95 & EEM IZ[EA OILEKRE % 5
TCEET,

)

(G})  EEMPython/Nv -7 —1%, EEMPython 27 U 7 NN TORBEHTE EF (v —IXEEM
ICEGETE, A7 V7 NOBRAYIOITIZ EEM A X MEEES TR SN ET) . EHER 72 Python
A7 U7 K (Python A7 V7 " EFEH L TEITSND) CTIHEHTEEEA,

Python /S v 77— Iix, ROT 7V r—yar7ualI3 0740 F—T7x4 A (AP) N5

FNTVET,
«7273aYAPL:EEM 77> a U EFTTHHDT, T 74/ EDONRTA—=ERNHD F
R
«CLIFE{TAPL: 10S =~v > F&FETL, HAZIKRLE T, KIT, CLIFITAPIO U A %
ALET,

* eem_cli_open()
e cem_cli_exec()
e cem_cli_read()
* eem_cli_read line()
* eem_cli_run()
e eem_cli_run_interactive()
* eem_cli_read pattern()
e ecem_cli_write()
e eem_cli_close()
c REABICT 78 AT 5 APL: MiAABE T2 — VP EROELD ) A b E TG LET,
I, BREEERICT 78295 APL 2R LET,
« eem_event_reqinfo () : #lAABEE DY XA M &R L ET,
* eem_user_variables() : BIEDBIIEDEA IR L 7,

Python " R— F9F HEEM 7O 2 a3 Y

Python /X %7 —3 (EEM A7 U 7 NN TOLfERH AIEE T, HEHERYZR Python A 7 U 7° [ CldfiE
HART) TiX, ROEEM 77 ¥ a v &R —hLTWET,

s Syslog A v &— OHI

«SNMP k7 v 7 DEE
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Ry ADY r—R
« ZAB UL TR A~DY) Y B
« R v —DFELT
s NI ATV NOFHIY
s "o ATV MY B
*Cisco X NT—F 7 h—EADA X DK
EEM Python /X v 77—k, EEM 7 7 ¥ a V2 F(T7T D710, A v X4 —T7 A AN LE

T THHDOT 73 I Python A7 U7 M &EH L TREOH T Z &3 T&, Cisco Plug N
Play (PnP) #%H1°C Python /Ny 7 —U BT 7 v a v Ny RIIZHEEINET,

EEM Z %
EEM AV v —id, ROFBEOERZF O LN TEET,

o A XY NEAOMBIARER : R —% b U H— LI A X N OFEHIDERE S5 FHil
EFHOEH DY~ , eem event reqinfo () API (X, FHAAAEE DOV A M2 LET, =
NOOEZIT, vn— N~ ARF LT —INVERE L TERTAZ N TEET,
0 — VBRI A AR IL, MHAIABEEIT S IV EE A,

s 2—PEZBOLEE  ERXRBLORY O —TCTOMHNRERES, b DEBOMEIT,
Python 27 U 7 NNTEHRTE E7, A7 V7 MEFEITT DRI, BROEH OEIMEH
FRECTH D Z L &2l L T £ &V, eem user variables() API |Z, API CAJ) S/l
DOBAEDEZ K L E T,

EEMCLI 54 75 1ma~< Yy kR
EEM WNCiX, Python A7 U 7 N ZEMESE 5720, RO CLIZA 7 7Y a~vr REfflTx
\i—gqo
seem cli close() : EXEC 7 rEA%& 70 —XL, avy RIERINZ, VIY BIOHEE
SINTETF XN N RT7H2Y Y —ALET,
s eem cli exec : FREINTZTF ¥ XA Ny RZIZav s REBRL, a2~ REFATLET,
wIZ, Fyxrmnbavzy RO hEHARY . HAOZRLET,
«eem cli open : VTY Z%|0 2T, EXECCLIt v a v &{ER L. VIY2F ¥ R/ K
ST LET, Fr iy RIE2ECRRAEZIRLET,

e« eem cli read() : A ONTWVWAINETT A AT BT MONRE—VNRETHET,
BESNIECLIOF ¥R Ny RInbavy R EHERRY 9, —&T5FE T,
AR O NI TR TORNEZELET,

e eem_cli_read line() : $§7E SN CLIOF ¥ F/L N> RI0h b, a<r RO 147425
A £, mARONTATERLET,
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« eem _cli_read pattern() : #tAAH SV TNDART/NZ — 338495 £ T, f5E 7z CLI
DF X XN RIpba~vy R NEHARY £, —HT2E T, HARNTZT~
TONEEZERLET,

eeem cli run() : clist IZHDHHEAMV KL, ZNENN, 4 FX—T N E— RTETIND
av U R ThHhHZ EauHRE LET, EFICETIND L, EfTslcdXToav R
DO HZERLET, KT HE, =7 —2KRLET,

« eem_cli_run_interactive() : 3 DDOHHANH S clist DV 7 U XA MEHELET, EFICIAT
SNd e, FTENET_XToOavr POl hERLET, KT 2L, =7 —Z2ikLZE
T WTHEARGAITIE, BB LES, TRIEISEEZN 2 IRFFT L2128~ T, &
D HICHE Tt D Z N TEET,

« eem_cli_write() : ¥5E SI72 CLI F ¥ R/ N RZIZH L TEITEN D a~v L REEZA
HET, CLIF¥FNV N RTICk-T, a~vr RRETERET,

EEM Python 7/R!) > — DR EFH %

Python 27 U 7 " REHETZ AL DI HITIE, AN V= VEEMETHLERDD 7,
BHNZHOWTIE, [FRA R vxb] OFESZRLTLIFEEN,

Python K') & — D&k

FIEDHE
1. enable
2. configure terminal
3. event manager directory user policy path
4. event manager policy policy-filename
5. exit
6. show event manager policy registered
7. show event manager history events
FlED
FIE
ARV RFERRETI a3 Y B#J
AT w71 |enable FiME EXEC E— REAIC L ET,
Bl « NAT—REANLET (FERENEZHA) .
Device> enable
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Python 7K1) & — D&k .

AU RFERETIVa Y

B8

Z 5w 2 |configure terminal Ta—\)ar7 4 Xal— gy T— N2
f1 LET,
Device# configure terminal
25 73| event manager directory user policy path D AT T Y T A NE T — PR EEM
Bl Y S —ORAMAT 57 4 L2 b AHE L%
Device (config) # event manager directory user jfo
policy flash:/user library GE)
RESNTRRACRY —NRETY, =& z2IE,
ZOFNATIX, eem script.py AN Y > —»
flash:/user library 7 4 /L ¥ — £ 2 (Z XA THEHATE
£
AT 7 4 | event manager policy policy-filename EEM 7K U ¥ —% EEM (Z88k L £7,
Bl : c WY —IiE, T 7 A NMREFITIE SO TR &
Device (config) # event manager policy eem script.py| HEJ, 377’/f/D§£%§ﬁLki,py'7?\ KUY —i%
Python " U o —& L THESNET,
*EEMiZ, RY T —FDHLDITEHEENDHA X |
I E SN TRY =2 RV a—) v
L. &7 L %7, eventmanager policy 2~ K
DFEH S5 &, EEMIZAR U U — %R L,
BESNTA N IR AE LTS EICETIN
LR DITBREKLET,
A7y 75 |exit Ja—sLar7 4 Xalb—vay B RERT
Bl - L. ¥ EXEC E— FICRY £,
Device (config) # exit
Z 5+ 7 6 | show event manager policy registered {5 EEM R Y > — %351 LET,
f
Device# show event manager policy registered
Z 5w 71 |show event manager history events FUAT—=SNTZEEM A X2 b2 FRLET,

1

Device# show event manager history events

il

&IZ., show event manager policy registered =~ > ROz L ET,

Device# show event manager policy registered
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No. Class Type Event Type Trap Time Registered Name
1 script user multiple Off Tue Aug 2 22:12:15 2016 multi 1.py
1: syslog: pattern {COUNTER}
2: none: policyname {multi 1.py} sync {yes}
trigger delay 10.000
correlate event 1 or event 2
attribute tag 1 occurs 1
nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

2 script user multiple Off Tue Aug 2 22:12:20 2016 multi 2.py
1: syslog: pattern {COUNTER}

2: none: policyname {multi 2.py} sync {yes}

trigger
correlate event 1 or event 2

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

3 script user multiple Off Tue Aug 2 22:13:31 2016 multi.tcl
1: syslog: pattern {COUNTER}

2: none: policyname {multi.tcl} sync {yes}

trigger
correlate event 1 or event 2
attribute tag 1 occurs 1

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

EEM 7 JLy b 7223 DO—E & LTOPython X9 1) 7 FDET

Python X% 1) 7 ~ : eem_script.py

T vary avwy REMEATAHZ LT, EEM 7 7Ly MI Python A7 U7 R &2E&D
LHZEmTEET, ZopTE, —VIIEYE Python A7 VS N EZ EEM 7 7 v a v
D—HELTEITLEY ELTWET, 7272 L, EEMPython/\ v & — V3 #E Python
A7 V7 M TIHEHTE EE A, 10S OFEHE Python A 27 U 7 MZIX from cli import
cliclip EWHIARIDO/ N r—T 30 ZDOy 7 —UF10S a2~ REFETT 57
DI TEET,

import sys
from cli import cli,clip,execute,executep,configure,configurep

intf= sys.argv[l:]

intf = '"'.join(intf[O0]

print ('This script is going to unshut interface %s and then print show ip interface
brief'%$intf)

if intf == 'loopback55':
configurep (["interface loopback55","no shutdown","end"])
else

)

cmd='int %s,no shut ,end' % intf
configurep (cmd.split (', "))

executep ('show ip interface brief')
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EEM7ILy k793 300—8ELTOPython 25 1) 7 F0ET ]

&IZ, guestshel run python =< > KO IFl 2R L E T,

Device# guestshell run python /flash/eem script.py loop55

This script is going to unshut interface loop55 and then print show ip interface brief
Line 1 SUCCESS: int loopb55

Line 2 SUCCESS: no shut

Line 3 SUCCESS: end

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 5.30.15.37 YES NVRAM up up
GigabitEthernetl1l/0/1 unassigned YES unset down down
GigabitEthernetl1l/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
GigabitEthernetl1l/0/4 unassigned YES unset up up
GigabitEthernetl1/0/5 unassigned YES unset down down
GigabitEthernetl1/0/6 unassigned YES unset down down
GigabitEthernetl1l/0/7 unassigned YES unset down down
GigabitEthernetl1/0/8 unassigned YES unset down down
GigabitEthernetl1/0/9 unassigned YES unset down down
GigabitEthernetl1/0/10 unassigned YES unset down down
GigabitEthernetl1/0/11 unassigned YES unset down down
GigabitEthernetl/0/12 unassigned YES unset down down
GigabitEthernetl1/0/13 unassigned YES unset down down
GigabitEthernetl1/0/14 unassigned YES unset down down
GigabitEthernetl1/0/15 unassigned YES unset down down
GigabitEthernetl1/0/16 unassigned YES unset down down
GigabitEthernetl1/0/17 unassigned YES unset down down
GigabitEthernetl1/0/18 unassigned YES unset down down
GigabitEthernetl1/0/19 unassigned YES unset down down
GigabitEthernetl1/0/20 unassigned YES unset down down
GigabitEthernetl1/0/21 unassigned YES unset down down
GigabitEthernetl1l/0/22 unassigned YES unset down down
GigabitEthernetl1/0/23 unassigned YES unset up up
GigabitEthernetl1/0/24 unassigned YES unset down down
GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down

Tel/1/1 unassigned YES
Tel/1/2 unassigned YES
Tel/1/3 unassigned YES
Tel/1/4 unassigned YES
Loopback55 10.55.55.55

Device#

Jun 7 12:51:20.549:
changed state to up
Jun 7 12:51:20.549:

SLINK-3-UPDOWN:

unset down down
unset down down
unset down down
unset down down
YES manual up up

SLINEPROTO-5-UPDOWN: Line

protocol on Interface Loopback55,

Interface Loopback55, changed state to up
WIZRT DX, syslog ~D A ve—T IOV TNV 27 VT RNTT, ZORZ VTS
M., Z7ANMBREFEEN, TAALEDT7 7 ANV VAT AZab =S, £ b
A=V XY DR = T A NVEHH LTRSS DNERDH D 5,

COUNTER maxrun 200

::cisco::eem::event register syslog tag "1"

import eem
import time

pattern

eem.action syslog("SAMPLE SYSLOG MESSAGE","6","TEST")
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B em7oo0 rcopython 24y T rosem

EEM 7 JL v

FIRDEE

F IR D FH

FIE

WIRTOE, EEM BREEAKEZH T2 0TV A7 V7T, ZOAZ YTk
X, 77 ANMVIREEN, TAAEOT 7 ANV AT AIZa =8N, A XV b=
F—=Ux DRI — T A NEHFH L CRESNDILERZH Y £,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200

import eem
import time

c = eem.env_reqginfo ()

print "EEM Environment Variables"
for k,v in c.iteritems():
print "KEY : " + k + str(" ---> ") + v

print "Built in Variables"
for i,j in a.iteritems()
print "KEY : " + i + str(" ---> ") + j

~kT® Python X4 ') 7 ~DEM0

enable

configureterminal

event manager applet applet-name

event [tag event-tag] syslog pattern regular-expression
action label cli command cli-string

action label cli command cli-string [ pattern pattern-string ]
end

show event manager policy active

show event manager history events

©ENDGOHAWN

ARV RFERFTIVaY =)

AT w71 |enable

ke EXEC E— N2 B L FET,

{5 e NMAT—REANLET (FERINTEHE) .
Device> enable
Z 5w 72 | configureterminal Ja—\) a7 4Xalb—vay T— K&

Device# configure terminal
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EEM7 Tl k<o Python 24 Y 7 rosem [

AU RFERETIVa Y

B8

Z 5 7 3 | event manager applet applet-name Embedded Event Manager (EEM) (27 7L v k& %%
Bl - L, 77y bary a4 ¥al—var E—F
N
Device (config)# event manager applet %EgﬁﬁDL/EEjfo
interface Shutdown
R 5w T 4 | event [tag event-tag] syslog pattern regular-expression | syslog A v &— 084 — L —Fia E(T 5 EH#E
Bl BEEELET,
Device (config-applet) # event syslog pattern
"Interface Loopback55,
changed state to administratively down"
R 75 |action [abel cli command cli-string EEM7T 7Ly bR R H—Sni- & ICF 785
15“ : IOS 27:/ F\;&?Eﬁg Liﬁ_o
Device (config-applet) # action 0.0 cli command "en"
AT 76 |action label cli command cli-string [ pattern pattern ¥ — 7 — RCIEINDT 7 v a VY EHREL
pattern-string ] E
Bl - CROBHT 0T Mo D EREB S —
Device (config-applet)# action 1.0 cli command >/jzﬁz§”%3#§ﬁ51/jij<
"guestshell run python3 /bootflash/eem script.py °
loop55"
RTFvF7|end Ty har7 4 Xal—varyE®—ReiT
i - L. HHE EXEC £— RIZRY £,
Device (config-applet)# end
Z 7y 7 8 | show event manager policy active FfFTLTV5 EEM KU v — %7 LE T,
fl
Device# show event manager policy active
AT 79 | show event manager history events FU A —ENTZEEM A N> hEFRRFLET,

1 -

Device# show event manager history events

RDBRY

WOFITIE, ZAZICHEESNTWDSPython A7 U 7 v b H—F 2 HEEZRLTNET,

Device (config)# interface loopback 55
Device (config-if)# shutdown

Device (config-if)# end

Device#

Mar 13 10:53:22.358 EDT: %SYS-5-CONFIG I: Configured from console by console

Mar 13 10:53:24.156 EDT:
state to down
Mar 13 10:53:27.319 EDT:

SLINK-5-CHANGED:

SLINK-3-UPDOWN:

Line protocol on Interface Loopback55, changed

Interface Loopbackbb, changed state to
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B eveython 02— sy 2 z0tosEER

administratively down

Enter configuration commands, one per line. End with CNTL/Z.

Mar 13 10:53:35.38 EDT: S$LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,
changed state to up

*Mar 13 10:53:35.39 EDT $LINK-3-UPDOWN: Interface Loopback55, changed state to up
+++ 10:54:33 edi37 (default) exec +++

show ip interface br

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 10.1.1.31 YES DHCP up up
GigabitEthernet0/0/3 unassigned YES unset down down
GigabitEthernetO 192.0.2.1 YES manual up up
Loopback55 198.51.100.1 YES manual up up
Loopback66 172.16.0.1 YES manual up up
Loopback77 192.168.0.1 YES manual up up
Loopback88 203.0.113.1 YES manual up up

EEM Python E> 2 —/LIZEAT 5 ZDMDOSEEF

EEEH

HEEE T=aT7ILAEA L

EEM #&7E ['Embedded Event Manager Configuration
Guide]

EEM =2~ R [ Embedded Event Manager Command
Reference]

FA N v VERTE N EY

SRADTIZ AL HYR—F

5 EA oy

S AADHPFE— b WebHA Tl ¥ RIOBERT 7 v P — | hitp://www.cisco.com/support
BT D N T TNy a—T 4 U TIZRBERL TV A X 91T,
Vo2 T AR =L EII LD ETLEERL S TA ) Y — R
BEEL TV ET,

BEOVOEGOE X 2 U 7 o FHFERSCEMNEH e AFT 572012,
Cisco Notification Service (Field Notice 2257 7 & &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOREMEY —ERITMATE 7,

VAADYPIR—F Web A ROV — T 7 AT HERIT,
Cisco.com D —HF ID BLUOVXA T — RBAMLE T,
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-3s/eem-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/166/b_166_programmability_cg/guest_shell.html
http://www.cisco.com/support

| vzrezsuTrie
EEM Python E ¥ 1 — JL DH4RETESR .

EEM Python £ < 1 — )L D HEREIE R

ROFIZ, ZOFV2—/L Tl LIREICE T2 Y U —2ERae s LET, ZoRT, V7
F7=7 VU= bLA U THEEREDY R— P RBEAINCEEDOY 7 =TV U —R
FERLTWET, TOMREIL. FHTW O BRWIRD | ZNEO—EDY 7 b =7 U Y —
ATHIR—FENET,

Ty R T — LDV R—FBLRN A YT T =T A A=V OV R— MIBET 2 EHRE B
K9 51Z1E, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5|
X, www.cisco.com/go/ctn IZFE) L £9°, Ciscocom DT AT MILELYD FHA,
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http://www.cisco.com/go/cfn

B eemeython =02 — L oigsetEs

5 12: EEM Python € < 1 — )L D4 EETESR

YINERYYTHE |

HaE

iy

)1)—x

HEEE®

EEM Python €3 = —/ L | Cisco IOS XE Everest
16.5.1a

Cisco IOS XE Everest
16.5.1b

ZOREREIZ. EEM AR Y L —& LT
Python A7 V7 v &HHR— K LET,

BMENTZFHa~r RiZd o 5 A,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
EEIIR DT T v N 7 —AICFEEX
TWE LT,

» Cisco Catalyst 3650 > U — X A A v
a:

» Cisco Catalyst 3850 > U — X XA v
?;

» Cisco Catalyst 9300 3 U — X A A v
%

Cisco IOS XE Everest 16.5.1b TiZ, Z®
EEIIR DT T v N7 —AICHEEX
TWE LT,

* Cisco ISR 4000 ¥ U — & — bRt
B —2

Cisco IOS XE Everest
16.6.2

Z OR%REIL. CiscolOS XE Everest 16.6.2
T, Cisco Catalyst 9400 >V — X A A v
FIFEEEINE Lz,

Cisco 10S XE Fuji 16.8.1a

Cisco I0S XE Fuji 16.8.1a Tl, Z Dk
HEIX Cisco Catalyst 9500 /~A /X7 o —=
YAVY =R ALy FIZERS T
F L7,
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+«NETCONF 7' |k =L (161 ~¢—2)

«RESTCONF 711 k=)L (217 ~4—3)

« NETCONF 5 £ ' RESTCONF O H—t A L~UL ACL (253 ~2—7)
«gNMI 7'z k)L (261 ~=X—7)

¢ gRPC F v NU—Z A v X —T = A A (289 ~—)

e BT LARN—ZD AAA (313 X—)

« ETFVERENT L A R Y (323 =)

» In-Service Model Update (397 ~X—73")






.7

i

NETCONF 7O k)L

« NETCONF 7' F 2L O (161 ~<—)

« NETCONF 7' 2 h 2 VDR ETHE (185 ~<—)

¢ CLI #fff] L7~ NETCONF 712 k)LD a7 4 Xa b — 3 L OfER (192 2—)
o B L& XY AN (195 —)

« RPC (2 X % NETCONF-YANG 2D R (196 ~—)

« NETCONF 7' | 2 LR EEE (199 ~—3)

« NETCONF 7' b =L ORSRERS ) (200 ~=2—2)

NETCONF 7O )LD E

—

> —

L7

SETILOME : TOT 5 LIZKDERTE ESEDRERIZIZHEN

19—

X AE

Xy MU= TN REEBRT L0 kOFIEZ, BENT—4% REa~vr R) BLUOEH

T—4 (show=a~vF) floa~vry R4 A #—T7=A4A (CLI) ZiMT5ZLTT,

Xy NT—=7EHOLE, FICSESERR Y MU —7 T3 XM CEBGHRE ST 5720
2. Simple Network Management Protocol (SNMP) 23 A<fEH S CTWET, HBEICHEH I
TV 5 CLI & SNMP T4, ZHISITN L O OFIHEEN H Y £, CLUIIER BT
HY, THRADNR—ZAOMIREEE L RS DI AR OIS ADBMIEETT, SNMP T, FEJE
7 —42 LT — 2 2K L EH A,

INEMRT HIE, PEECTREFEEEZTOOTIIRL, a0 LEY, £HO
FEAREIRARICHER L TRy NU—7 TRAL AOREETLIR L E T, CiscolOSXE TEMET 5% »
NT—2 TNRARE, T—H ETNVEHERATLER Y NT—7 EOBEEDOT A AOFEDH
;MbEYAR—FLTWET, 7—F T /UIL, ERTERINTIEEN R SEE TR SN,
Xy b= DREE AT —Z AHFRETEHZTEET,

Cisco IOS XE 1%, Yet Another Next Generation (YANG) 5 —# €5 U VUV EEYV R —FL T

WET, YANG 2%y hU—2#&E 72 k=L (NETCONF) T+ 5L, HEfkan-~

ns I IR Ry N BEOEE LY U 2—3 3 UNFEB L E4, NETCONF
(RFC 6241) 1Z. 2 I9A T v TV — a3 UINTFRAL ANEDOEREZER L TTF A X
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EFLEHETOSS5TEY T4 |
Il netconF

W EEFEZNZ A DIERAT S XMLX—AD 7 k2L T3, YANGIEEIZ. NETCONF
BIECHERENIEREEAT—F T—2 2T /LT HE0IERASNET,

Cisco IOS XE TlE, ET /N RXR—=ADA X —T = A AL, BEFDOT /31 A CLI, Syslog, &
SNMP A > Z—T =2 A ALMAEA L ET, BB UT, ZhoDA ¥ —7 =1 A,
Xy hT—27 TR ZANE ) — AT RICAB SN ET, YANG (X, RFC 6020 (23T
K7a harrEzer MMeToolcERSET,

)

GE)  BERFZ IOV LT UVHIET Cisco YANG EF /T 7 A 3121, GitHub URY MU 28
L. vendor/cisco 7T 4 L7 hUICBEIL £, ZZ TiE, IOSXE, I0S-XR. L UNX-0S
T T F—bDIFEIFERY IV —RADET N EMFEATEET,

NETCONF

NETCONF (X, X hU—27 TA ZADHREEA VA b—/b, BIE, BT 720D A =X
LT,

a7 4FXalb—raryr—HE&7a kha) X yt&— VI Extensible Markup Language (XML)
N=ADT =2 bR L £,

NETCONF (Z> > 7 E—h 7ay—Y% 2—/)L (RPC) N—RADAN=ALZFEHLT
774 T e —R"EOBEERELET, 7747 MNIXy NT—7 =X =T v D—if
ELTEITENTVWDEAZ VT ERT 7V r—va T, @FE., P—Ndxy hU—27 5
AR (A v FELEFNAV—F) TT, =K Xy NI =T TN ZARED T U AKR— |
JgL LTEF=27 =/ (SSH) ZMEHLET, SSHAR— FES80ET 74/ hDOR— &
LTHEHLET, A— &L, EEARERA TV a v TT,

NETCONF (%, HREOMEB L RETADF T — R ¥ R— L TWET, B — bxts
DET VL, ietf-netconf-monitoring &7 /LA L TR SNET, FET MTHT HBEHR
fHE, BREDISEISRSNTOET, 74 E7 1L, get-schemaRPC &M LT, 7734 2
oA T arDdyra—RELTAFETEET, ZNHLDYANGET LAHH LT, 57—
ZE'TNVEBEFELIZY = AR — b LY T& £F, NETCONF OFAMICOVTik, RFC6241
BT TIZEN,

CiscoIOS XE Fuji 16.8.1 LV HaiDO U V—ATix, AT —% v~ 3 —Y v (K—V 71>
<) MEBNZHNNZ 72 > CTWE L7z, CiscoI0S XE Fuji 16.8.1 LIFED UV — ATk, #EHT—
X%, NETCONF #EITLTWAT T N7+ —ATEWEL GEET — & OfLfA & FER) |
T 7NN THDN > TET, AT XD/ ) FEFA N = v JiIcxtisT 53y
A= FOFEHIZ DWW T, GitHub U AR Y b U T4 RO *-oper ZZ L T 72 &0,

NETCONF 'O kO )L D#IFIEIE

« NETCONF #fEI%, T 27 VIOSd R T LY 7 b =T EMZETTOT A XA T
I FR—FEShTWERA,
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https://github.com/YangModels/yang
https://github.com/YangModels/yang/tree/master/vendor/cisco
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1681

| EFLBBHRITOTIS<EY T4
vanGg 7L i—vav1a

*noip pimrp-address =~ > K% L CTNETCONF 7—# A h 72>5 RP 7 K L A & Hl bR
THE, RN—=H—DHIRICEY, T—F A NTITREAENET RN H Y £7,
NETCONF ¥ —#& Z h 7775 RP 7 LAy kU 2K+ 5121%. RPC 2 L £,

YANG ETFI)L/A—2 3 1.1

YANG N— 5 > 1.11%, REC7950 (YANG1.1F—ZEFY /58 TSN TWET,
YANG X—2 3 > 1.1 1%, YANG X—2 3 v 10O HNE N E & RIBISHLT 5 YANG =
FEDOALTF R Y — AT,

YANG /N—2 3 > 1.1 @ YANG € ¥ = —/LiZ, NETCONF hello A vtE—2 Db v Iz,
ietf-yang-library 2/ L C7 RAZ 4 Z&E T,

ROBNE, T/HAA A THR=FEHNTNDETRTDYANG £V 2— LD Y X MEIRET 5
NETCONF <get> RPC Z/~ L CWET,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<get>
<filter>
<modules-state xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-library"/>
</filter>
</get>
</rpc>

RPCJEEDH NI, HFEY 2 — AWMEHAT 5 YANG X—2 3 VIZBfR7e <, 93 TD YANG
EVa— VDU RARRBREENTNET,
Cisco I0S XE Cupertino 17.7.1 IX YANG 73— = > 1.0 2 L £33, GitHub 7> 5 YANG 73—

VarllbFZuru— RTEXET (https:/github.com/YangModels/yang/tree/master/vendor/cisco/
xe) o

#, L < 1%, NETCONF get-schema #:{E& i L CT /314 A5 YANG €7 V& X v a— K
L. migrate yang versonpy A7 U7 b EEH LT, ¥ omr— RKLIEET AL EZDON—T S

VICBATTEET,

WOFNE, A7 VT REFHEHLTYANG S—Y 3 2 1.0 05 YANG S—2 3 > LIS T
L HEE R L TOVET,

migrate yang version.py [-h] [--out OUT] path

help 2~ REFEHLT, A2 V7 N CEMRERAL v a v aRRrLET,

python migrate yang version.py --help
usage: migrate yang version.py [-h] [--out OUT] path

positional arguments:
path Path to the YANG files

optional arguments:

-h, --help show this help message and exit
--out OUT Path to the output YANG file
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EFNBHEIOISIEYT 4 |
B veTcONF RESTCONF IPV6 >4 76— 1

WOBNL, out 5IEZMM LT, 77 A NVEZILDEFN OO T 4 VBT 25152 77R L
TWET,

python migrate yang version.py --out testdir/outdir testdir/indir

EEoFTIE, testdir/outdir 1X YANG EF AN~ g > 11 BGFETATF L7 R £7701%
27V T NOHENPEINDT 4 L7 NI TT, T4 L7 PIUBRFERATEROVEGEEIZ, 20
F 47 MUBMERESNET,

testdir/indir ¥ 4 L2 R UiE. YANG ETAN— g v 1LOBRFEETET 4L 27 YT, Zh
1I2 27V NDOASTT,

YANG E7/V N—T 2 11 Z1E L7 6, GitHub 2264 0 m— R 2570,

migrate yang_versonpy A7 U 7 "2 L T/ A4 T TV —a s Tary AL,
T FY—x 2 RO YANG E7 /LT A %34T LT, Cisco I0S XE 7 /3A Z Tt L THGEET
TET,

\)

GE)  TRALZADYANG EF /UL, YANGAX—2 3 10DEETTR, V94T M T A Nr—
ADRPC XA 0 — REEFETLHLETHY FHA,

migrate_yang_version.py %2 U 7 k % 721% Cisco I0S XE YANG 177 1 & 22§ % BRWE
HEIL. xe-yang-migration@cisco.com (Z A —/L &2 K%K D < 72 &\,

Cisco I0S XE Cupertino 17.8.1 TiX, YANG N—> = > 1.1 ZfH L TWEJ, YANG N—T =
Y11 EN—T 3 2 1.0 DIEWIL, https:/tools.ietf.org/html/rfc7950#page-10 [H45E] (ZF0HEE X4 T
WET,

NETCONF RESTCONF IPv6 O H-7R— +

T—H2 EFT )N AL H—=TxAA (DMI) IZIPv6 71 ha L DEHEZ YR —F L TWET,
DMIIZL B IPV6 DY R— KL, 2747 v T 7V r—ari, IPve 7 RLRAEMBHT S
Y= R LBETOIHEIKIEDET, SMEIT A 2 —7 = A AL, IPv4 & IPv6 OS5
WZOWCT a7 NVAX v 7 2 R— b LET,

DMIi%, v U —7 BEEOEHRERHZT H—HEDOY— 1 AT7, NETCONF<°RESTCONF
REOT TV r—varvEZa balid, xy MU= %N LTINHEODMIIZT Z7EBAL
F7,

IPv6 7 RUARRESILTWARWGEAE TS, AT T 7Y r—Ta idIiPve Y7y b& Y
A LETETR., 2DV 7y MIFRERGEICARY £,

I0Sa<7> FOXMLADZH

Cisco 108 XE Cupertino 17.7.1 LABED U U — X TiX, 10S =2+ K& B3 % NETCONF-YANG
XML % 72 1% RESTCONF-JSON R A v —ICHBINC AR TE £, FERENTREA ¥
=V E LT, A vbE—UTHEAEN D Xpath Z i X £97, Wb Ih 2B TERK
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ENTFBREEXEHALT, Xy NIT—FVHOMDOTF AL 2% T Pla=v rTExEt, -7
L., 2TORTEIILEETEFEHA,

I0S == > RIZEHT 5121%. show running-config | format netconf-xml =< > K& 7213 show
running-config | format restconf-json ==~ > RZfHH L 9,

netconf-xml F—17 — R%&38IR$+23 & . 10S =~ > RiE NETCONF-YANG XML =10 2548 &
ALET, resteonf-json ¥ —TU— REZEIRT5H &, [0S 2~ KL RESTCONF-JSON AU 2 #i
INFET,

I0S 22~ ROREERA~DOLERIT, T 7 4/ b TEDZ 2> TOET, KA
NETCONF-YANG iR ETHMLE RSV ET, 7—X TNV A F—T x4 A (DMI) 1]
HbEhi=b, @Y7+ —~y N AT arEERALTCavy REEHRLET,

&IZ, show running-config | format netconf-xml =~ FOHHHIZRLET,

Device# show running-config | format netconf-xml

<config xmlns="http://tail-f.com/ns/config/1.0">
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">

<version>17.8</version>
<boot-start-marker/>
<boot>

<system>

<flash>
<flash-list-ordered-by-user>

<flash-leaf>bootflash:c8000v-universalk9.BLD POLARIS DEV_LATEST 20211020 005209.SSA.bin</

flash-leaf>
</flash-list-ordered-by-user>
</flash>
</system>
</boot>
<boot-end-marker/>
<memory>
<free>
<low-watermark>
<processor>64219</processor>
</low-watermark>
</free>
</memory>
<call-home>
<contact-email-addr xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">
sch-smart-licensing@cisco.com</contact-email-addr>
<tac-profile xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">
<profile>
<CiscoTAC-1>
<active>true</active>
<destination>
<transport-method>http</transport-method>
</destination>
</CiscoTAC-1>
</profile>
</tac-profile>
</call-home>
<service>
<timestamps>
<debug-config>
<datetime>
<msec/>
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<localtime/>
<show-timezone/>
</datetime>
</debug-config>
<log-config>
<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</log-config>
</timestamps>
<call-home/>
</service>
<platform>
<console xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<output>serial</output>
</console>
<gfp xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<utilization>
<monitor>
<load>80</load>
</monitor>
</utilization>
</qfp>
<punt-keepalive xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<disable-kernel-core>true</disable-kernel-core>
</punt-keepalive>
</platform>
<hostname>pi-prog-csrl</hostname>
<enable>
<password>
<secret>lab</secret>
</password>
</enable>
<username>
<name>admin</name>
<privilege>15</privilege>
<password>
<encryption>0</encryption>
<password>lab</password>
</password>
</username>
<vrf>
<definition>
<name>Mgmt-intf</name>
<address-family>
<ipv4d>
</ipvé>
<ipv6>
</ipv6>
</address-family>
</definition>
</vrf>
<ip>
<domain>
<name>cisco</name>
</domain>
<forward-protocol>
<protocol>nd</protocol>
</forward-protocol>
<route>
<ip-route-interface-forwarding-list>
<prefix>10.0.0.0</prefix>
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<mask>255.255.0.0</mask>
<fwd-list>
<fwd>10.45.0.1</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
<vrf>
<name>Mgmt-intf</name>
<ip-route-interface-forwarding-list>
<prefix>0.0.0.0</prefix>
<mask>0.0.0.0</mask>
<fwd-list>
<fwd>10.104.54.129</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
</vrf>
</route>
<ssh>
<ssh-version>2</ssh-version>
</ssh>
<tftp>
<source-interface>
<GigabitEthernet>1</GigabitEthernet>
</source-interface>
<blocksize>8192</blocksize>
</tftp>
<http xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-http">
<authentication>
<local/>
</authentication>
<server>true</server>
<secure-server>true</secure-server>
</http>
</ip>
<ipv6>
<unicast-routing/>
</ipv6>
<interface>
<GigabitEthernet>
<name>1</name>
<vrf>
<forwarding>Mgmt-intf</forwarding>
</vrf>
<ip>
<address>
<primary>
<address>10.104.54.222</address>
<mask>255.255.255.128</mask>
</primary>
</address>
</ip>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>2</name>
<ip>
<address>
<primary>
<address>9.45.21.231</address>
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<mask>255.255.0.0</mask>
</primary>
</address>
</ip>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>

ETFLBHEIOSS5IEY T4 |

<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">

<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>3</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>

<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">

<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>4</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>

<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">

<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>5</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>

<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">

<auto>true</auto>
</negotiation>
</GigabitEthernet>
</interface>
<control-plane>
</control-plane>
<clock>
<timezone>
<zone>IST</zone>
<hours>5</hours>
<minutes>30</minutes>
</timezone>
</clock>
<logging>
<console-config>
<console>false</console>
</console-config>
</logging>
<aaa>

<new-model xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa"/>
<authentication xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">

<login>
<name>default</name>
<al>
<local/>
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</al>
</login>
</authentication>
<authorization xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<exec>
<name>default</name>
<al>
<local/>
</al>
</exec>
</authorization>
<common-criteria xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<policy>enable secret policy</policy>
<char-changes>4</char-changes>
<lower-case>1</lower-case>
<max-length>127</max-length>
<min-length>10</min-length>
<numeric-count>1</numeric-count>
<upper-case>1</upper—-case>
</common-criteria>
<session-id xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">common</session-id>
</aaa>
<login>
<on-success>
<log>
</log>
</on-success>
</login>
<multilink>
<bundle-name
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ppp">authenticated</bundle-name>
</multilink>
<redundancy>
</redundancy>
<spanning-tree>
<extend xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-spanning-tree">
<system-id/>
</extend>
</spanning-tree>
<subscriber>
<templating/>
</subscriber>
<crypto>
<pki xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-crypto">
<certificate>
<chain>
<name>SLA-TrustPoint</name>
<certificate>
<serial>01l</serial>
<certtype>ca</certtype>
</certificate>
</chain>
<chain>
<name>TP-self-signed-2685563505</name>
<certificate>
<serial>01l</serial>
<certtype>self-signed</certtype>
</certificate>
</chain>
</certificate>
<trustpoint>
<id>SLA-TrustPoint</id>
<enrollment>
<pkcsl2/>
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</enrollment>
<revocation-check>crl</revocation-check>
</trustpoint>
<trustpoint>
<id>TP-self-signed-2685563505</1id>
<enrollment>
<selfsigned/>
</enrollment>
<revocation-check>none</revocation-check>
<rsakeypair>
<key-label>TP-self-signed-2685563505</key-label>
</rsakeypair>
<subject-name>cn=I0S-Self-Signed-Certificate-2685563505</subject-name>
</trustpoint>
</pki>
</crypto>
<license>
<udi>
<pid>C8000V</pid>
<sn>93SHKMJKOC6</sn>
</udi>
<boot>
<level>
<network-advantage>
<addon>dna-advantage</addon>
</network-advantage>
</level>
</boot>
</license>
<line>
<aux>
<first>0</first>
</aux>
<console>
<first>0</first>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<stopbits>1</stopbits>
</console>
<vty>
<first>0</first>
<last>4</last>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<password>
<secret>lab</secret>
</password>
<transport>
<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
<vty>
<first>5</first>
<last>31</last>
<transport>
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<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
</line>
<diagnostic xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-diagnostics">
<bootup>
<level>minimal</level>
</bootup>
</diagnostic>
</native>
</config>
pi-prog-csrl#
pi-prog-csrl#

pi-prog-csrl#show running-config | format restconf-json
{
"data": {
"Cisco-IOS-XE-native:native": {
"version": "17.8",
"boot-start-marker": [null],
"boot": {
"system": {
"flash": {

"flash-list-ordered-by-user": [
{
"flash-leaf":
"bootflash:c8000v-universalk9.BLD POLARIS DEV_LATEST 20211020 _005209.SSA.bin"
}
1

}
}I
"boot-end-marker": [null],
"memory": {
"free": {
"low-watermark": {
"processor": 64219

}
}I
"call-home": {
"Cisco-IOS-XE-call-home:contact-email-addr": "sch-smart-licensing@cisco.com",
"Cisco-IOS-XE-call-home:tac-profile": {
"profile": {
"CiscoTAC-1": {
"active": true,
"destination": {
"transport-method": "http"

"service": {
"timestamps": {
"debug-config": {
"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]
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}
}I

"log-config": {
"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]

}
}I
"call-home": [null]
}I
"platform": {
"Cisco-IOS-XE-platform:console": {
"output": "serial"
}I
"Cisco-IOS-XE-platform:gfp": {

"utilization": {
"monitor": {
"load": 80

}
}I
"Cisco-IOS-XE-platform:punt-keepalive": ({

"disable-kernel-core": true
}
}I
"hostname": "pi-prog-csrl",
"enable": {
"password": {
"secret": "lab"
}
}I
"username": [

{
"name": "admin",
"privilege": 15,

"password": {
"encryption": "0",
"password": "lab"

}

}

] 4

"vrf": |
"definition": [

{

"name": "Mgmt-intf",

"address-family": {
"ipv4": {
}I
"ipve": {
}
}
}
]
}I
"ip:
"domain": {

"name": "cisco"

}I

"forward-protocol": {
"protocol": "nd"

}I

"route": {
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"ip-route-interface-forwarding-list": [
{
"prefix": "10]1.0.0.0",
"mask": "255.255.0.0",
"fwd-list": [
{
"fwd": "9.45.0.1"

}
] 4
"vrf": [
{
"name": "Mgmt-intf",
"ip-route-interface-forwarding-list":
{
"prefix": "0.0.0.0",
"mask": "0.0.0.0",
"fwd-list": [
{

"fwd": "10.104.54.129"
}
]
}
]
}
]
}I
"ssh": {
"ssh-version": "2"
}I
"tftp": {
"source-interface": {
"GigabitEthernet": "1"

}I
"blocksize": 8192
}I
"Cisco-IOS-XE-http:http": {
"authentication": {
"local": [null]
}I

"server": true,
"secure-server": true
}
}I
"ipV6"Z {
"unicast-routing": [null]
}I
"interface": {

"GigabitEthernet": [
{

"name": "1",
"vrf": {

"forwarding": "Mgmt-intf"
}I
"ip": |

"address": {

"primary": {
"address": "10.104.54.222",

"mask": "255.255.255.128"

[

10S 27> RO XML A~DZ 2 .
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"enabled": false,
"sysid": false
}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name": "2",
"iph: |
"address": {
"primary": {
"address": "10.45.21.231",
"mask": "255.255.0.0"

}
}I

"mop™" s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name" : n3n’

"mop™ s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name": "4",

"mop™ s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name": "5",

"mop™ s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

1
}I

"control-plane": {
}I
"clock": {
"timezone": {
"zone": "IST",
"hours": 5,
"minutes": 30
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}
}I

"logging": {
"console-config": {
"console": false
}
}I
"aaa": {
"Cisco-I0S-XE-aaa:new-model": [null],
"Cisco-I0S-XE—-aaa:authentication": {
"login": [
{
"name": "default",
"al": |

"local": [null]

]
}I
"Cisco-I0S-XE-aaa:authorization": {
"exec": [
{
"name": "default",
"al": |
"local": [null]

]
}I
"Cisco-I0S-XE—-aaa:common-criteria": [
{
"policy": "enable secret policy",
"char-changes": 4,
"lower-case": 1,
"max-length": 127,
"min-length": 10,

"numeric-count": 1,
"upper-case": 1
}
]I
"Cisco-IOS-XE-aaa:session-id": "common"
}I
"login": {
"on-success": {
"log": {
}
}
}I
"multilink": {
"Cisco-IOS-XE-ppp:bundle-name": "authenticated"
}I
"redundancy": {

}I
"spanning-tree": {
"Cisco-IOS-XE-spanning-tree:extend": {
"system-id": [null]
}
}I

"subscriber": {
"templating": [null]
}I
"crypto": {
"Cisco-IOS-XE-crypto:pki": {
"certificate": {
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"chain": [
{

"name": "SLA-TrustPoint",

"certificate": [
{
"serial"™: "O1",
"certtype": "ca"

1
}I
{
"name": "TP-self-signed-2685563505",

"certificate": [
{
"serial"™: "O1",
"certtype": "self-signed"

"trustpoint": [
{
"id": "SLA-TrustPoint",
"enrollment": {
"pkcsl2": [null]
}I

"revocation-check": ["crl"]

"id": "TP-self-signed-2685563505",
"enrollment": {

"selfsigned": [null]
}I

"revocation-check": ["none"],
"rsakeypair": {
"key-label": "TP-self-signed-2685563505"
}I
"subject-name": "cn=I0S-Self-Signed-Certificate-2685563505"
}
]
}
}I
"license": {
"udi": |

"pid": "C8000V",
"sn": "93SHKMJKOC6"
}I
"boot": {
"level™: {
"network-advantage": {
"addon": "dna-advantage"

"first": "Q"

"console": [

{

[ Ciscol0S XE Cupertino 17.9x 704 SYE T4 av T4 FaL—av HA K



| EFLBBHRITOTIS<EY T4
NETCONF 7 E—/3L £y avaayy [

"first": "O",
"exec-timeout": {
"minutes": O,
"seconds": O
}I
"stopbits": "1"
}
]I
"vty": [
{
"first": 0,
"last": 4,
"exec-timeout": {
"minutes": O,
"seconds": O
}I
"password": {
"secret": "lab"
}I
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]
}
}
}I
{
"first": 5,
"last": 31,
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]

}
}
}
]
}I
"Cisco-I0S-XE-diagnostics:diagnostic": {
"bootup": {
"level": "minimal"

NETCONF s O—/\)L v 3>nAvy

NETCONF 7' &1 b a/Llid, T4 AREEZEF L., T/ ZADREFREZ TG T 27200 —H
DOEAEZ 2L L F9, NETCONF |2/ u— b vy 7 2% 3R— kL THEY ., NETCONF TII&
Bl igolzby i a kil TAMENEAINTNET,

BEORY vy a v O2KIChm> T—BW 2 HEL, REDOBESZZDIC, By =
DA —F =1L NETCONF v a % n v 7 T& %%, NETCONF lock RPC1X, =27 ¢
Xal—ar N—HP—LFETFar 7 Xal—arF—F_X—ruv 7 LET, FO
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B nerconrkin v s

ETFLBHEIOSS5IEY T4 |

DT XTHONETCONFE v 3y (ay 7 & L TR 1T, mEREZFEITCEEE
oo T2T12 0, BB BEXEITCE T, 2hbou v 7 3 FRERIAEN EE2BER LT
BY., A—F—iF. > NETCONF 7 Z A 7> k. NETCONF LIS D27 547>k (SNMP,

CLIAZ U pl) | BIOAMOZ—F LV 28 TICERTEZMAD I ENTEE

T

TIT 47 ByvailioTREESN TS 7 e— v ey 7id, BEffTohi-ty v a
UKl ST L FITENICD ET, my Il oT, vy 2R RFEL WS EY VA v
D, EICK L CHHM e B ZIALT 78 A 2725 L9 0ET, Ze— oy 27k
DEREDOEENMER I NTZHAIE, =7 — A v EB—UI2XK > T, NETCONF 7 12—/3L | v
7 SRR CTRHEDEENESG SN2 ERRINET,

<lock> BEIZL A/ ST A — 4 <target> #Z Y £F, Zhif, v/ LES ET5av7 4
Fal—vagryF—HFA }‘7@%%"('@"0 Oy INT T 4 TIEA <edit-config> B &
<copy-config> HAEITFF 7] SALEH A,

NETCONF ® 7' vt —/3)L 1w 7 DR HIZ clear configuration lock =~ > RAMEE SN ZHE
1. BEORARFBN A Ua— LS, BEDsyslog A v — UBRAERSRET, “oo
< RNE, XY= ar T4 FXal—varuv oL YT LET,

Iz, <lock> #efE%# R9 RPC DfFl&Z~x L ET,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>

NETCONFKill v 3>

Ty varOBAERE, £ 74T ML E T a— vy 7 OBRHANAE LT & X,
show netconf-yang sessions =~ > RKZ{#H L CNETCONF &y v a v 2E=4#TxEd, £
7. clear netconf-yang session =2~ > REfEH L TnE Lol holckty a2 27V 79%
Z & HTEFET, cear netconf-yangsession 2~ > NiL, NETCONFr v 7 3> 7 4 X2 L —
varmyZOmGEs )T LET,

<kill-session> 3R 1L, NETCONF & > ¥ a3 » &5l T LE 9, NETCONF => 7 17 4
L, =72 'y a O <kill-session> R ZZFTH &, TR EANOT X TOERELE
IEL, By va gl onTnad_Xconry s b Y —2A %ML <, BEfTHh
T A T X CHA L £,

<kill-session>Z3R (21X, & TI ANETCONFE v a Dty a IDBKETT, BEvia
YIDOENRBIEDOE v a VID &R UHEAX, EREE2 R~ =7 —2NRI I ET, NETCONF
o ardD TV a N EEETHICNETCONF® v a UM T LTZ3BAIR. 57—
BETNAVTITARNT I T RIZE TR ANy 7 PRERINL, Fy hT—F7ER|Zn—
ARy T REAENT, §XTHD YANG EFTVORBAN U T—EnE7,
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| EFLBBHRITOTIS<EY T4
NETCONF-YANG SSH 4 — /304K — ]

tya Okl NERIRL, Za— U vy P PMERSNTHWD5EEIE. 2 Y= EiT
vty Z{# L T clear configurationlock =2~> REZ AN LET, ZORET, T—% ET /L%
I L CHEET2 2 N TEET,

NETCONF-YANG SSH H—/\)H R —

NETCONF-YANG 3/ A U — RR—Z2OFBFEICR DD HiEE LT, 10SEXF 27 =/ (SSH)
URZX M, V%37, =—F </ (RSA) AXF—Z2HEHLZ2—FOEE T R—FLF
7,

NETCONF-YANG C/ABH % —iRGE % Hh éﬁé’ﬁ\mS$H#~ﬂ%&E¢6%%ﬁ%@i
7. SSH H— N2 L T2 —W ZFRGET 5121, ip ssh pubkey-chain 35 X QNuser 2~ > R&Af#
AL TREENT- RSA F— ®w¢nﬁ%ﬁmbiﬁ

MWMH\7W_fN~X@77?Xﬁ@%ﬁ”fAT¢ —PNRTFEEIND L. HESN
t%@v&w THESWT, NACMMERZ V—FICBEICRE S NE T, 22—V 22—

EFR T N—T %@TMEfé_t%T%iﬁoT7wwh@ﬁ%vxwm1ffomwm
— PRIV15 @ 16 DEHEL~ L3 H D F 4,
:L“"'j-i)‘/ﬁsﬁj? 72:’ utquj—}:)iE/\ jd-}t;j—}:);uiﬁ ?FT 77:7]7:/5:/]' :/7 (AAA) §X

EDNTRNE @1~%iﬁ7éni¢ Z—PRABF— %I U CERFET 534, NETCONF
D AAABREN T —INVLIAD AAA V—AZFH LTS L, Zoa—VFHLIETINET,
o — L LN TACACS + AAA munEZﬁ ‘H‘j— ]\éﬂij‘

f—2 1 _— 2@ RESTCONF GEFEIE YR — F LTV ER A, SSH = —HIEAEL A — b
SILTVERA,

BRIfTEAKX) R b

gNMI, NETCONF, 35X UO'RESTCONF (%, Cisco IOS F8FE, #Fr], BILOT v T 47
(AAA) P— =% LT, gt BRGERB X ORI LE T, %H'J'ff%ﬁﬁ)x ]‘75‘%)\

Sndeit. [F7x0 b OFRV A NOHRD, FEBLOFHFAITHR— SN TWEL
Too Zhul :,t\ BEHENTIEBIOHF NI AZ L FRY A M EFHTE RN EEERLT
WE L7z,

A& F Y 2 MEEOEAIZL D, T4 ZAOBEGFED AAMAREEZET T 52 L 7L,
gNMI, NETCONF, RESTCONF DFRGER L OFFrNCH A X LY X M EHTE £ 7,
JAH LY A R EIERT 5 I2IE, yang-interfaces aaa {authentication | authorization}
method-list named-method-list =~ > & T& £9, ARiftEHFRY 2 ME, BEORGEL
LA T a xRt ce g,

75 0Y A MiE. AAA. Lightweight Directory Access Protocol (LDAP) . RADIUS, TACACS+ 72
ED, BT 0GR LR R AR T 2400 U A F’Cﬁ" FAYU R NTIE, A%
FITTHHREIMEFPERSNET, FRYV A M2EAT 5L, ZREB X UFF o 128 |
DEF 2 VT 478 FIURFEIY | FEERERIC ANy 7T v TV AT DEFRIMEMT
LR ET,

W, it 5 Y 2 k& FK/RT 25 NETCONF RPC O %R L £,
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BEaAY T4 F¥aL—2arvDYR—+

<edit-config>
<target><running/></target>
<config>
<yang-interfaces-cfg-data
xmlns=http://cisco.com/ns/yang/Cisco-I0S-XE-yang-interfaces-cfg>
<aaa>
<authn>
<login-method-list>test</login-method-list>
</authn>
<authz>
<exec-method-list>test</exec-method-list>
</authz>
</aaa>
</yang-interfaces-cfg-data>
</config>
</edit-config>

FEa 74X L—300HR—Fk

oy 7 4 X2 —a URER T L, oA Raly AT a U ERFHLT
RFC 6241 #5B¥ET 25 - LIz k- T, EiggEEs Y R— T E 7,

BT — 2 A NTIE, T ADFATa L 7 4 Fa b—a rDa—&R1FET 25—k E
HHRL 72D ET, FTALT 4 Fal—va BT ALy MBS, HfTa
TA4F¥ 2l —va Y EERLTEET 52 L TEE9, EAIFEREIL. NETCONF #hE
urn:ietf:params:netconficapability:candidate:1.0 |2 L W /R 41 E 9, Z D NETCONF #8EiL, 73
A APMERHT —HZ AR T AR — b L TWNWHZ EERLET,

=PI ZDOHET—F A NTEZHEH LT, TN ADFE[TaL T 4 Fab— g VIR EE
HzbZ e, TAALADaYy 7 4 Xab—yaraEK, BN, ik ZETEES, =
Iy MMETIE, TS ADar 74 X2 b=y a URBEMNOETOa T 4 Falb—Ta
Ty v a dnNET, BT XA RNTRENNRoTND E FATOT—H A M T
NETCONFtE v v g v EZ N L THEEZRALILNTES, T XTOar 74 Fab— 3 UIEE
MEBLTCOAaIy hERET, 2V, BT ORE £ EHZE TE 5 NETCONF HhE
. a7 4 Fab—va VTIEEMCRY H A,

)

GE)

{=4#H D NETCONF 1%

BT — 2 A RN TIZHAT—F A 7 ThHZ LICHE L TLIEE W, %D NETCONF & v
a U BNEEFRICERET SRR H 0 9, LER-T, NEEERTDHRNCT —F A
F7 w27 LT, a3y MREALRVEYICL, BEMICary 74X a2 —va VLR
DRDNDAREME A< 2 ENEEIT/RD £,

RAH7T —# A N7 CIRROBIELIATTE 7,
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| EFLBBRIOsSEY T4
o netconr 246 ]

A\

GE)  ZOHEOEHRIZIRFC6241 D83 4HABEIZ L TWET, aFMl & IEMEZ2 RPCIZOWTIL, RFC
AR LTLLTEE0,

m VR

<lock>RPCi%, #—#7 v DT —H A T2y 7 3THEOIERALET, Zucky, tho
a—WEue vl SNET—HFARTOaALy 7 4 Xalb—vaEERTEX R0 ET, vy
JEETIIERT — X LT — XDl fEu v 7 TEET,

A\

GE) EHiT—FARNTOr v Z1E, CiscolOS DAL 7 4 FXal—Taroray ZREFar 7y
Xal—raroay I lwB%5 2z %A, ¥HEEETT,

a3y bk

<commit>RPC 1L, EMiZ L 7 4 X2l —2a T L ADFE[Ta L T 4 Fal— 3102
ar—LEd, 23y b #BEL Elfzr 7 X2 —ar28HLTar7 ¥
L—>a v BTN ATy v a LIERICFEITTALERL Y 3,

FATETIBEMOT —Z A2 R T OWTIPHAHIONETCONFE v v a VZk->Try 7 ST
WAYA . <commit>RPC {3 RPC =7 — & TR L 9, <error-tag> 1& <in-use> & 720 |
<error-info> 12130 v 7 L TWA NETCONF v v a v Dty v a VID BRINET,
conftlock E— RIZBITLC/m—av 7 2fL, (37 av 74 Fa2b—var%x
2y 7352 EHTEETN, a2 v MEEIXRPC =7 — & TRILL ., error-tag DfE X
<in-use>, Ty g IDIE 10] 12720 F9,

avI74FaL—aviEE
BEffiay 74 Xalb—vaid, ar74Xalb—ra 2 EET 57200 edit-config (=22

T4 X2 —ya URE) BEoX—Fy FELTHEATEEY, TS ADFETILT 4
Xal—va B E G202, Bz 74 X2l —va U B2EETEETS,

BRE

oy 74 X2 b—a M2 bNTEEA2HIERT 5120, discard (BE3E) BEAZEITL
TEffia 74 X2 lb—araz2F f7ar7 s Falb—ra WRELET,

7oL 21X, NETCONFtE > ¥ a3 Y AIL X > TEFT — X A N T ORNBFNER SN TNDLEE,
Yty alrBREMT A A NTEry 7 LEdEThHEny Zidkii L $£9, NETCONF
v a v B TCIdMEMA T v 7T AR, O NETCONF © v ¥ a U BEfMT — % A BT
DRIFHRD AL T 4 F 2 b— 3 OERZHIBRT 572012 <discard> #fEA T3 25 ML EEH
HoET,
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ETFLBHEIOSS5IEY T4 |
B #zrampas ¥ar—vavoaszyt

mRYRIR:d:

7y editconfig (Z2 7 4 Fal—valiih) | 2y M ETHEMaY T 4 FaLb—
varERELEE, vy ZifRRPC TH —4 v b & L Ccandidate 8 €35 Z L2k - T,
TS AT ERy JIRERTEE T, T, oty v a r TOTSTOBREICHEMET — ¥
ANTEMEHTE DL £,

AT — 2 A R TICHT DRBILDOEFE TREENRELZSLA, a0 7 4 F2Lb—v a0
EERNREEC 220 o'y g o CTRBENE USRS 0 £4, REAZEREET 5720,
RFFRODOEF X, INETCONF & > v a v OEE | THEMICe v 7 BRIz &, £
Wy 7 R E AR U CRRANIC T » 7 MR ENT- & ZIEESNDILERN DV £7°,

AVI4Xal—YavBRB, avIq¥al—arvab—, avIJ4Xal—a VUL

T — % A R 71, get-config (227 4 F =L — a3 VEHE) | copy-config (7 4 F =
L—vay abt—) . £idvalidate (227 4 Fab— g URFE) O EOEETEH, V—
AEFZE =Ty FELTHATEET, BT — A NTOEREZT A ACaly bET
2, a7 4 X ab—ra VORRED A ZAT 9 A1, <validate> RPC D1%(Z discard DHER{EA
FFsZ ETCEHTEET,

BET—2ANTOER

WORNL, T —FZARNTENLTCTF AL AL T 4 Xab— a2 EET A58 1CHELE
SINDBRAN TTF7IT 4 AR LTWET,

4EET—R2RAMTOEEFIE

167511

1. FA 75— AT Er Y7 LET,
2. T —S2 A T ER Yy LET,

3. edit-configRPC & % —7 > hOEflZEHEM LT, iz 74 Fal—va v EERLE
ﬁ‘o

4, iz 74 F¥al—varry, Efrar7 4 F¥al—railaly FLET,

5, BT —HANT LETT—HANT vy 7B LET,
EREFMEFHO T4 X2 L—3200a3Iy b

R 7 4 ¥ 2 L— 3 1%, confirmed-commit HEFEAZ VAR — b LET, Z DEIETIT,
confirmed-commit FEEIZRE 9% RFC 6241 THESNTWDH ERBY, BiTshbd &, FEiTav
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| EFLEBBRITOsSTEY T+
BRFHERD VT ¥al—varoazyr ]

T4 X2l —TarNMER a7 X2 —2 a3 VOBIEONRIZEE S, confirmed-commit
A <—0BBEENET, commit2dZ A L7 7 MBINIZIRIT SN2 WS, confirmed-commit
BEZo—n Ry s EnNET, TIHNIDEA LT T ML 600 B (104)) T,

Btfiar 74 X¥alb—rarezaly N 55E, 23y NEKENCT 2720 OB RN 7k
AR TEXET, MHEREAIy MEZX, a7 Falb—va VOEENREL < HEE
L. A ASOEBRT 78 A& 5T N2 L ZERTHOICKRLHLET, BHICL-TT 2
TABRGF N, TOMOTT —RmBAELEZDTDEE, =y 7 OHIRNIEE -,
URIO=a 7 4 Falb—yar~OHBR— LAy ZIZLoTT 78 AR EILINET, f5E
L7ERENIC 2 2y RBER SN WEGS, T3 AT 740 T, Lica Iy h&Ehk
a7 4 Xal—rvaryXEAPNICESELTaIy b (m—A Ny r) LET,

\)

(G£)  RESTCONF |3#i8EA» a2 v b adAR— ML TWERA,

NETCONFE v a v Tlt, a7 4 Fa2lb—rarvzaIy L, 23y M KEEIC
52 L EWRHINCHER T D720, 794 T T 7 ) r— 3 i3ZED <confirmed/> # 7
% <commit> 3 X O <rpe> ¥ FEENITHAE T,

<rpc>
<commit>
<confirmed/>
</commit>
</rpc>

W, T7HNVEDa—N RNy 7 ZA<—%EFE+ 25 RPC DHZRLET,

<rpc>
<commit>
<confirmed/>
<confirm-timeout>nnn</confirm-timeout> !nnn is the rollback-delay in seconds.
</commit>
</rpc>

"DV 7 )LRPCIE. NETCONFH — "Mty 7 4 Fa b — a U R—Fica s v b &
N 2RI HEERLTWET,

<rpc-reply xmlns="URN" xmlns:nc="URL">
<ok/>
</rpc-reply>

NETCONF H— "3l 7 4 Fal—a v aay P TERWIES, <mpe-reply> EHHE T
KGO 295 <rpe-error> BHRZPHAE T, b —MWARRRIZX, Bz 7 4 ¥ =
L—yaryDbe~vwr T4y 7 ERIIEX=T —TF,

0=y 7 EBEOR— Ny I E A ~w—F ) b HOBEMIGES Y720, 77472k
TN =g %, BRI S ETC <commit> Z 7 EFEWNIZH D <confirmed/> & 7 % FE
FEELET, 72 a3 T, <confirm-timeout> BEAEZDHDH I & T, ROT—N NNy T EZIED
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B sevr—rons

I R— bD

ETFLBHEIOSS5IEY T4 |

BHARMERRELET, 7747 b7V r—3 g 0%, <confirmed/> % 7 Z# 0 iIK LiE(F
THZLTu— ARy 7 ESRICESED 2 ENTEET,

AT 4K ab—varEARENICa Iy bTDIZIE, m— ANy JHIRPNIRE DR, 7T
AT NT TV r—ad<epe> ¥ VERTHENT <commit/> ¥ 7 EXELET, 2—L
Ny IRFxr oL &, Efiary 7 FXalb—arBnErEbicaly hanEd, FEriz
Y74 FXalb—rvarp, —FRCaly SRk ar7 ¥ ab—rvarERUEE. R
Bicasy hEn-ar74Xalb—yarRAEasy hEanxE1,

BIDOT 7Y Ar—3 3 S <kill-session/> % 7 EHE M LT, MEGREFEA2I v MBMEE T OM
WZZOT 7TV r—vardtyva a2k 795056 (o7 7 ) r—va 3EREEaIy
FLELED, EREERLTCVWERA) . 20ty g U2#H L TS NETCONF H—
I, MEREA T v M SR BITSINDEIOREICa 7 Falb—va vzl LET,

T — 2 A » 7%, nonetconf-yang feature candidate-datastore =~ > RZ{EH+ %5 Z & T
NIV ET, T — 2 A ST RARDOGEBEMT — 2 A N T OMERER A2 Xy FBH
NI D 7D, BEMT — 2 A BT DS OGEIIMERE A2 I v MY £, HEfTH
DFTRTHOEYyarBDET L, confd 72 77 ARHESHSNET,

21 ]

ax A

T — 2 A b 7 HEREIL. netconf-yangfeaturecandidate-datastore ==~ > K& ffi [l L THZIC
THIENTEET, T—FANTOREDN [FAT) 5 MER . 320 HCEDS
&L BEEEATT S 7292 NETCONF F 721% RESTCONF O EEIAThihd 2 &L & —
(RS DL R o —UNERENET,

NETCONF-YANG & 7213 RESTCONF confd 7 2 & 2 O BRIERH et £ 721334 TDF —F 2 T
DFRN A7 4 K2 b—2a VTHRESNTODAEEIL, RO LD REERFREINET,
Device (config) # netconf-yang feature candidate-datastore

netconf-yang initialization in progress - datastore transition not allowed, please try
again after 30 seconds

NETCONF-YANG F 721X RESTCONF confd 7 & = 2 DBRAET \Z5M £ 721X FE T OEIRN N Thh
TeHaiE. WO LI ICTHEHINET,

» netconf-yang feature candidate-datastore =~ > RN E SN TWAEEIL, =<2 RNiZ
Ko THEMT —Z A NTHBAEMC/RY  ROBERH S ET,

“netconf-yang and/or restconf is transitioning from running to candidate netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

« netconf-yang feature candidate-datastore =~ > RIS N7 B AL, a2~ Fick- T
BT — 2 A NTREH/RY . EITT— X A NTREHTRY . ROEERH ) I E
‘é‘o

netconf-yang and/or restconf is transitioning from candidate to running netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

* NETCONF-YANG ¥ 72/Z RESTCONF 23 FFiLE 425 &, #ITHO® v a idkbitET,
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avTs®aL—vav F—a~—zoaxuEs [

A4 xXal— 3y T—2R—XDEIXRHIFEE]

TR ETNA LB =T A4 A (DMI) ORELEHFIZ, 2~ REZILRPC DR ERFIZ b
U —INDEEOWAIRREATONE T, TAUIRIRAFER & M3, [FIIRERH &
NETCONF DX 7 > & A AaffE LEd, BRMIEEORNC, 207 4 Falb—var7—4
N—=Z2DEEM DN LA E N T—F 570, FELENEHINET,
EIRFEIHAIX, netconf-yang feature side-effect-sync =2~ > RIZ X > THRNZ2 D 97,
—Hoawy RiE, RESNDHE, TTERESN TS —HOa~vy ROEEZ M) T—L
£9, 7= & 21, RIZ NETCONF edit-config RPC 235%E S DHRTDT /3A ADKEE R L E
D

hostname devicel23

NETCONF edit-config RPC :

<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" nc:operation="delete"/>
</native>

RIZ, NETCONF edit-config RPC Z g% iE L7 DT A ADEREZ R LET,
hostname Switch

Z Z°C, NETCONF edit-config RPC OFEIEHIX, RPC NEHEEK L TWARNWETa 7 4 Fa
L—3 g U ~DEETY, edit-config BRITHR A M ZHIRT 5 Z L1225 TWETA, FA
N I ZHIBR ZAUFTIC Switch IR Y 97, BRI CIX, FEEKREZRIMTHZ &2, 2
DFXEL T % NETCONF 7 — ¥ RX— R LA T 5720, N7+ —~< AR ELET,

FIRHIEENECLIE— RV U —OfAIZH SNV TEBY, avy NiEE— ReH 75— FEET
MEFFSNET, ZOCLI®T—RY VU —OF7—ZfEdE X, KO3 DDA A ) — R THRENT

b\iﬁ‘o
cHLELD/—FK:ZDO/—FiZ, RCBEIZBL, UL MZHHCLI —RFD Y A
FEHLET,
B/ —F:ZO/—FKiX CLI—FRDHE, ZOET— K, BIOHTE—-F/—F&EEL
i‘j—o

« ) —F:Z®D/)—FIZTCLI BEOE—RELIFZHTE—RFRTOCLD) #HELET,
J = RIZBHEDOF ) — R348, FNoDF /) —REIFREICL-LD /) — RKRA 2D
—EE LT v ENET,

NETCONF 70 kO JLDERTEAE

NETCONF-YANG (X, XA ADT T4~V "TARKA Y bMEFEALET, FTA KA
¥ FDMEIE L2V C NETCONF-YANG 3R ESND &, BHOESA M7 A MRA & RME
REAVET, FEMIZ OV TIE,  [Public Key Infrastructure Configuration Guide, Cisco I0S XE
Gibraltar 16.10.x] Z& L T E &0,

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-10/sec-pki-xe-16-10-book/sec-pki-overview.html?bookSearch=true
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B netconr AT B0 0ERT £ RO

EFLEBBEIOIS5TEY T4 |

NETCONF Z{EAJ 2 1=-ODH#RT 7 t ADiEH

NETCONF API Of#i 2Bt 9 5121k, RV~ 15 2Ff 52— THAIVENRH Y £9°,

FIRDHE

F IR D EFH

FIE

enable
configureterminal

aaa new-model

aaa authentication login default local
aaa authorization exec default local
end

NOO s WN A

username name privilege level password password

AU RFERETIVa Y

E:)

AT w1 |enable ¢t EXEC E— RZ AN LET,
fl NAT—=RE AN LET (ERENTESE)
Device# enable
Z w72 | configureterminal Ja—n) a7 4 Xalb— gy EB— K&
i - LET,
Device# configure terminal
R Fw 73 |username name privilege level password password| —.—F4 % _N— 2 b UEREES AT A AR LE
Bl F. ROF—U— RaELET,
Device (config) # username example-name privilege . pr|V||ege|el‘/e| 2 —HFOMER I//\/l/%f RTELE
15 password example password _a< NETCONF “n ]\ Z/I/O)ia/\ \__aAé
VBB £,
» password password : CLI B = —(Z7 7 AT 5
T2DDNRAT — RERELET,
R T v 7 4| aaanew-model (EE) FFal, BRGE, T O T 127 (AAA) &
Bl I LET,
Device (config) # aaa new-model aaanew-mode =~ REZRETHHE1E. AAA R
AER L OFFRI LB T,
R T w 75 | aaa authentication login default local o—h ) a—YELTFT —EXR—2FHT a7 A

1 -

mu ILEE% Hﬂ;biﬂ—
GE)
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NeTconr-vanG oz [

AU RFERET7TIV3 Y B#)

Diziziwonfig)# aaa authentication login default|CijscoOS XE Cupertino 17.9.1 £ ¥ fii CiZ, NETCONF
7 ha)L T, T 74V O AAA FEEn U A v

FHROBBZY R — S TWET, Cisco I0S XE

Cupertino 17.9.1 LARE Tl £l HY 2 havy

R—RINTWVET,

¢ UE— N AAA — DAL, local & AAA
P—NCEEHBRZET,
default ¥ —vU—Kickv, n—hra—¥5—
HNR—ZFEENT R TCOR— MIEH I E
KR

aaa authorization exec default local I—VDAAA FAEHREL, a—H LT —H_X—
AEfE#R LT, £DO2—FIZEXEC v = /L DFIT%

1 - 4
HFTLET,

Device (config) # aaa authorization exec default
local N
()

Cisco I0S XE Cupertino 17.9.1 & ¥ fii TlZ, NETCONF
7 haL T, T4V RO AAAFEIER T A
FHRDOBPYAR— I TWET, Cisco I0S XE
Cupertino 17.9.1 LARETiX, £AHift& HFXY 2 F3d
R—F I TWET,

ATvT6

¢« UE—F AAA B — DA 1L, local & AAA

P NCEEXZET,

cdefault ¥ —U— Ri2kV, n—hla—H5F—
HNR— 2N TR TCOR— MIEPINE

j—o

Jau—)L a7 4 Xal—yary T— RERT

AFwvJ7|end
L. ¥ EXEC E— RIZREY £,

1

Device (config) # end

NETCONF-YANG D% 7E

L /72— NETCONF 7' & h 2 /LT /A A THE NI > TV B4, RFC %L NETCONF
7' ko) IERE L £¥ A, nonetconflegacy =~ > K&ffH L CL 43— NETCONF 7' h
TN EBEHIZ L TLIEE,

FIEDOHE

1. enable
2. configureterminal
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F IR D EFH

FIE

*TTLa DERE

3. netconf-yang

EFLEBBEIOIS5TEY T4 |

4. netconf-yang feature candidate-datastore

b. exit

AU RFERETOVa Y

B8

RTw 71 |enable M EXEC — F& AT LET,
1 - e NRAT—RKEANLET (FEREINTHE) .
Device> enable
A7y 72| configureterminal Jua—s L ary 7 4 Falb—ar ®— ek
15“ : ]\/i‘g_o
Device# configure terminal
AT 73 |netconf-yang Xy hU—2 F 34 ZTNETCONF A » #Z—7 = A
5l - AEAIE LET,
Device (config)# netconf-yang GE)
CLIIC LB HHDA X —T WbD, Fv hU—2
FTNRAALET IV RXR—ADA LV BZ—T 2 A%i@
CTEHTELLDICRVET, ET LV XN—ZD
A B =T 2 A A TOVADTZERT 7T 4 N—
a AT, RPN DLERH FT,
Z 5w 7 4 | netconf-yang feature candidate-datastore BT — 2 A N T ZHILET,
1 -
Device (config) # netconf-yang feature
candidate-datastore
AT v 75 |exit Jua—r L ar7 4 Xal—gy B— NEKT
I LET

Device (config)# exit

NETCONF 4+ 7> 3 > DHETFE

SNMP @

18—

ax A

NETCONF Z A%z LT, AR —FENTWA MIB 2>5 A &Nz YANG EF /L& LT

SNMPMIB 5 — X277 ALY,

I0S THR—FENTWS SNMP b T v 7E /L

T, YR—=FENTWA T v 7H 5 NETCONF EE 25223 HI121%, 10S TSNMP #— 3%

HNZ L E T,

Cisco 10S XE Cupertino 17.9x R4 S EYF4 2274 F¥alb—> 3> HA K




| EFLBBHRITOTIS<EY T4
snwp oz [

ROBIEERAT > TS TES U,

FIEDOHE
1. 10S T SNMP ez a2hic LE 7,
2. NETCONF-YANG 725 E2#) L7z, ¥R ® RPC <edit-config> A v £ —3"% NETCONF-YANG
F— MIHEE LT, SNMP b7 v 7OHHE— F AR LET,
3. &K®DRPC A vt —% NETCONF-YANG R— MZEEL T, FfTar 74 F¥2l—g
VEAR =T T arZ 4 Fal—a AR ELET,
FIEDFEHM
Flig

2T w71 10S T SNMP ¥EREAZ AN L E 5,
Bl -

configure terminal

logging history debugging
logging snmp-trap emergencies
logging snmp-trap alerts
logging snmp-trap critical
logging snmp-trap errors
logging snmp-trap warnings
logging snmp-trap notifications
logging snmp-trap informational
logging snmp-trap debugging

|

snmp-server community public RW

snmp-server trap link ietf

snmp-server enable traps snmp authentication linkdown linkup
snmp-server enable traps syslog

snmp-server manager

exit

AT w72 NETCONF-YANG S #2#E) L 727, % RPC <edit-config> A » &— % NETCONF-YANG ~"— NI L
T, SNMP F7 v 7 O¥R—haGHILET,

1

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<edit-config>
<target>
<running/>
</target>
<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">
<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>
<trap-list>
<trap-0id>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>
<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>
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B rsa 201 FBEEEAT 5100 SSHH—\DRE

<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>
</snmp-trap-control>
</cisco-ia>
</netconf-yang>
</config>
</edit-config>
</rpc>

ATv T3 RORPC A vt —%NETCONF-YANG R — MMIEEFEL T, Ffrar 74 X2l —valBAL— T v
T a7 4 F¥alb—a R FELET,
B -

<?xml version="1.0" encoding="utf-8"?>

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>

</rpc>

RSAR—XDA—HEEFEITT H=60D SSH H—/\DEKE

NETCONF-YANG 22— % 2 3BEHET 5 7= D SSH A — 2R ET D11, ROEELEFT

LET,
FleD#HE
1. enable
2. configureterminal
3. ip ssh pubkey-chain
4. username username
5. key-string
6. end
FED FH
Fig
AU RFERET7TIV3 Y B#J
AT 71 |enable ¥EHE EXEC E— FZHMC L £ T,
{1 e NMATU—RKEANLET (FERINEHS) .
Device> enable
R 72 | configureterminal JTa—\ )L a7 4 X2 lb—ay e— RERLG
1 LET.
Device# configure terminal
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P LT EVES e |

AU RFERETIVa Y

B8

AT 7 3 |ip ssh pubkey-chain SSH #—/ 3 LDz —H36 KO — SFBREA T
i - SSH-RSA F—Z & E L, KF—=ar 74 Falb—
Device (config)# ip ssh pubkey-chain vary ' RERIBLET,
o P NIRGFENTVDHRSALDHF—, 75
ATV MIRAEESN TN D AR ¥ — & il —
DOXT 2R L THREES D & 2 —FRFE
fH T,
R T w 7 4 | Username username SSH 2 — ¥4 5B EL., A —a2—HF a7y
Bl - Fal—varyE—RNEBLET,
Device (conf-ssh-pubkey) # username userl
AT 75| key-string UE—bF E7DRSALBHAF—ZFEL, ABF—
i - T—H ar7 4 Xal—rarE—RERBLE
Device (conf-ssh-pubkey-user) # key-string ?ro
G¥)
F =T SSHIZ FAT v bbb (EV#z 5L
ssh/id_rsapub 7 7 A L 5) AR — A ST
%i‘g‘o
RTwv 76 |end KX —F—F ar7 4 Fal—rarE—FR%
Bl - T L. FitE EXEC E— FIZRED £,

Device (conf-ssh-pubkey-data) # end

e T 7 /L N ARAMIEDIZIX, nohosthame =
< REMHEHALET,

2RI S AR X FDEKRE

FIEDOHE

enable
configure terminal

apwbdD-=

exit

yang-interfaces aaa authentication method-list named-method-list
yang-interfaces aaa authorization method-list named-method-list
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F IR D

FIE

EFLEBBEIOIS5TEY T4 |

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

it EXEC E— RE A LET,

e NRATY—KRKE AN LET (ERENZEHES)

ATvT2

configureterminal

1

Device# configure terminal

Ta—N)L ary 74X al—ay T— Neh
L/iﬁ‘o

ATvT3

yang-inter faces aaa authentication method-list
named-method-list
f

Device (config) # yang-interfaces aaa authentication
method-1list authn-method

FRER DA E Y X P ERELET,

ATvT4

yang-inter faces aaa authorization method-list
named-method-list
1 -

Device (config) # yang-interfaces aaa authorization
method-1list authr-method

AT DA AT E 7Y A S ERE L ET,

ATvTh

exit
1

Device (config) # exit

Juau—nN)aryZ7 4 FXal—ary ET— RRERKT
L. % EXEC £— FIZRY £,

CLI Z{EH L/~ NETCONF 7R o)L T4 XL —
>3 J/G)EEWG

FIRDEE

NETCONF 27 4 F 2 L—3 3 % R

show netconf-yang datastores
show netconf-yang sessions
show netconf-yang sessions detail

show netconf-yang statistics

o0kl wnN=

T DIIFkRD A~ R LET,

show netconf-yang diagnostics summary

show platform softwar e yang-management process
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CL %/ L7 NETCONF 70 baLdav 7 s ¥aL—vavoikR

F IR D
FIE

AT w71 show netconf-yang datastores
NETCONF-YANG 7 —# A b 7T E#MER R LET,
151 -

Device# show netconf-yang datastores

Device# show netconf-yang datastores

Datastore Name : running

Globally Locked By Session : 42

Globally Locked Time : 2018-01-15T14:25:14-05:00

AT w72 show netconf-yang sessions
NETCONF-YANG © v v 3 VIZBET A 1FHREFE R LET,
£

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore
Number of sessions : 10

session-id transport username source-host global-lock
40 netconf-ssh admin 10.85.70.224 None
42 netconf-ssh admin 10.85.70.224 None
44 netconf-ssh admin 10.85.70.224 None
46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
58 netconf-ssh admin 10.85.70.224 None

AT w73 show netconf-yang sessions detail
NETCONFE-YANG t v ¥ g3 B AEEE Rz R L E9,
1

Device# show netconf-yang sessions detail
R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
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ATv74

ATvT6

source-host : 2001:db8::1

login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0

in-bad-rpcs : 0

out-rpc-errors : 0

out-notifications : 0

global-lock : None

show netconf-yang diagnostics summary
NETCONF-YANG ZWrif O 2R3 L £ 7,
i -

Device# show netconf-yang diagnostics summary

Diagnostic Debugging is ON

Diagnostic Debugging Level: Maximum

Total Log Size (bytes): 20097

Total Transactions: 1

message username session-id transaction-id start-time end-time

EFLEHETOSS5TEY T4 |

log size

1 admin 35 53 03/12/21 14:31:03 03/12/21 14:31:04 20097

show netconf-yang statistics
NETCONF-YANG #tiHZ BT 2 A2 R - LE T,
1 -

Device# show netconf-yang statistics

netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0O

in-bad-rpcs : 0O

out-rpc-errors : 0O

out-notifications : 0

in-sessions : 10

dropped-sessions : 0

in-bad-hellos : 0

show platform software yang-management process

NETCONF-YANG Q%R — MIMERY 7 =27 OBV ADAT—X A %R RLET,

i

Device# show platform software yang-management process
confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running
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GE)

L CEEVES S |

7B A nginx X, ip http secure-server £ 721X ip http server 37 /34 A TRE SN TWDHHEAICEITEN
F9, 2T AN [EF7) REET/ < TH NETCONF IZIEH (THERE L £ 4, 7272 L. RESTCONF 2%

nginx 7' B ANNETT,

3 13: show platform software yang-management process 0 7 4 —JL F (D E%ER

Z4—ILF AR

confd AT 4K alb—vary T—FY

nesd Ry NT—I BRI uFAY F—E

syncfd T —F DB ORI

ncsshd NETCONF ¥ =7 > =/l (SSH) F—F

dmiauthd TN AEHA 2 S —T = A A (DMD) BGEF —
Ve

vtyserverutild VTY =R —F 4 U5 ¢ F—F

opdatamgrd e A A A

nginx NGINX Web #—/3

ndbmand NETCONF 77— 4 _—2 = F— ¢

Bl ZARIffEARNYRX b

T 74N hDFEFRY A MIIMA, AEifEE LY 2 F a2 U CEBOREREE 72 I3F A A

varrcfaccEEd, SRV A NEERTLE 12 EOEX2 VT 47 a Fa v gkF
AcEATE Ed, HFRY X ME, CiscolOS Y7 F 7 =TIk o TIEFICUHE SN ET, &
MNTERE SN HFRY A MRS DL, ROFRY XA P INET, 207 mE®RIL,

PREEIITFF AT 50, RESNTZ XA TR TR KD E Tk SN E 4,

RIZ., NETCONF AAA HO4 X HXY X &R ETHHERLET,

Device> enable

Device# configure terminal

Device (config) # netconf-yang

Device (config)# yang-interfaces aaa authentication method-list netconf-authn
Device (config) # yang-interfaces aaa authorization method-list netconf-authr
Device (config) # end
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B rec - 2 NETCONF-YANG B O E R

RPC [ & % NETCONF-YANG 5257 0D & 7R~

show netconf-yang diagnogtics =~ > R £ 7213 O RPC Z A L T, Z2WifEMszFE R £7,

KIZ. NETCONF-YANG 2ZWra 8025 % RPC Ofl &, ARA F2v6H5215 L= RPC IEEZ R L
9,

#308
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965be6">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-maximum</diag-level>
</enable-netconf-diag>
</nc:rpc>

*#

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965beb"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIEDO AT —H A% 7T RPC D&, A MDSEZ{E L RPCINEEZRLET,

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:c6c986ac-£fc44-45e2-9390-£8a5968dc8d4">
<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>
</nc:filter>
</nc:get>
</nc:rpc>

#

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:c6c986ac-fc44-45e2-9390-£8a5968dc8d4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">
<diag-summary>
<level>diag-maximum</level>
<log-size>0</log-size>
<trans-count>0</trans—-count>
</diag-summary>
</netconf-diag-oper-data>
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RPC (< & % NETCONF-YANG #inET [

</data>
</rpc-reply>

WIZ, RA NLEEETLH72DDRPC OBIE, RASPLZIFE L RPCIGEEZRLET,

#
#364
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname>new-ott-c9300-35</hostname>
</native>
</nc:config>
</nc:edit-config>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIED AT —Z AR T H-HD RPC DL, RA M GHE LT RPCIEEARL
iﬁ—o

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid: 9% ffb8d5-3866-48ef-b59d-0486e508fbcd">
<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>
</nc:filter>
</nc:get>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:9bffb8d5-3866-48ef-b59d-0486e508fbc4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">
<diag-summary>
<level>diag-maximum</level>
<log-size>20775</log-size>
<trans-count>1</trans-count>
</diag-summary>
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<diag-trans>
<message>1</message>
<username>lab</username>
<session-id>31</session-id>
<trans-id>50</trans-id>
<start-time>2021-03-12T14:08:26.830334+00:00</start-time>
<end-time>2021-03-12T14:08:28.279414+00:00</end-time>
<log-size>20775</log-size>

</diag-trans>

</netconf-diag-oper-data>
</data>
</rpc-reply>

WRIC, WEESNTFEV AT AL T —RA v =27 — A 75572800 PRC OFE . ARA R
HZE L RPCINEZRLET,

#
#256
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:1dbc795c-£594-4194-a890b-£d4d88446b69">
<archive-netconf-diag-logs
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc"/>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:1dbc795c-£594-4194-a89%b-fd4d88446b69"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<log-file xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
bootflash:netconf-yang-diag.20210312141009.tar.gz</log-file>

</rpc-reply>

12, NETCONF-YANG 2l & #0129 % RPC O & R A B 5%2{E L2 RPC & &R L
ij_o

#309
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e9bb%ad56">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-disabled</diag-level>
</enable-netconf-diag>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e9%bb9%ad56"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
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NETCONF 7O kO )LDOELEEH

EEEH

nerconr 7o ooy [l

BEEIEE YZaTFILEA LI

I0S-XE, I0S-XR, I ONNX-0S 7 | BHFEHE 5370 °oF " 515 T Cisco YANG ET /U2 T 7
Ty 74 —bDSEZERY UV — AT DT, GitHub U AR ~ U 248 L, vendor/cisco
AD YANG 7 —H% T )V PT7TF o7 FUWCBEILET, 2 ZTiE, 10S XE,
I0S-XR, BLONX-OS7' 7 v h 7+ —LDIEIER
VI —Z2DFETFNVEHHTE E4,

BEE S URFC

Z £ /RFC 24 ~IL

RFC 6020 YANG : Network Configuration Protocol (NETCONF) [fi]i}5 —
Ve AN/

RFC 6241 Fv hU—2/#ES 1 k20 (NETCONF)

RFC 6536 S hU—2FET e has (NETCONF) 7 7 & A H#HET
b

RFC 7950 YANG L1T7—% €T U v/ 55k

RFC 8040 RESTCONF 7' 1@ k =1/b

SRADTYHYZAIL YER—+

B

>y

VAADYIR— b WebW A FTIEL, VAaORERT T )
BY—ICET D N T TNV a—T 4 U TICRENL TN
THEIE, v aT AR — A FII U ETAEE RS
VIA U= RAERMELTET,

BEWORGDOE X 2V T ¢ FROCEINERE AFT 572
®IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 ¢ — R72 L DO&fEY— B XITIMAT
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Example returning /restconf:

The client might send the following:
GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml

The server might respond as follows:
HTTP/1.1 200 OK
Content-Type: application/xrd+xml
Content-Length: nnn
<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">

<Link rel='restconf' href='/restconf'/>
</XRD>

URI O :

* GigabitEthernet0/0/2 :
https://10.104.50.97 restconf/data/Cisco-IOS-X E-native:native/interface/GigabitEthemet=0%62F0%2F2

* fields=name :
hitps:/10.104.50.97 frestconf/data/Cisco-IOS-XE-native:native/interface/GigabitFthemet=0%a2F0%2F2 fields=name

* depth=1 :
https://10.85.116.59/restconf/data/Cisco-10S-X E-native:native/interface/GigabitEthernet?depth=1

e Name & IP :
https/10.85.116.59restoonf/data/Cisco-IOS-XEnativenative/interface?fields=GigabitFthemet/ip/address/primary;name

*MTU (7 4 —/L F)
https://10.104.50.97 /restconf/data/Cisco-10S-XE-native:native/interface?fields=GigabitEthernet(mtu)

* MTU :
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/GigabitEthernet=3/mtu

R R F v R
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/Port-channel

« [Char] 7°5 [Hex] ~OZH#iF v — K : http://www.columbia.edu/kermit/ascii.html
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<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:7d0908d8-0d5f-4521-9d7b-380b81304776">
<nc:get>
<nc:filter>
<install-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-install-oper">
<install-location-information>
<install-version-info>
<version/>
<version-extension/>
<current/>
<src-filename/>
</install-version-info>
</install-location-information>
</install-oper-data>
</nc:filter>
</nc:get>
</nc:rpc>

##

Received message from host

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:7d0908d8-0d5f-4521-9d7b-380b81304776">
<data>
<install-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-install-oper">
<install-location-information>
<install-version-info>
<version>17.06.04.0.3870</version>
<version-extension>1651661105</version-extension>
<current>install-version-state-present</current>
<src-filename/>
</install-version-info>
<install-version-info>
<version>17.09.01.0.158212</version>
<version-extension>1651125381</version-extension>
<current>install-version-state-present</current>
<src-filename/>
</install-version-info>
<install-version-info>
<version>17.10.01.0.158658</version>
<version-extension>1651754624</version-extension>
<current>install-version-state-present</current>

<src-filename>/bootflash/c8000v-universalk9nic.2022-05-05 18.13.SSA.bin</src-filename>
</install-version-info>
<install-version-info>
<version>17.10.01.0.160585</version>
<version-extension>1656581638</version-extension>
<current>install-version-state-provisioned-committed</current>

<src-filename>/bootflash/c8000v-universalk9.2022-06-30 15.03.SSA.bin</src-filename>
</install-version-info>
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<install-version-info>
<version>17.10.01.0.162616</version>
<version-extension>1657120419</version-extension>
<current>install-version-state-present</current>
<src-filename>/bootflash/c8000v-universalk9.BLD POLARIS DEV_ LATEST 20220706

143733.SSA.bin</src—-filename>
</install-version-info>
</install-location-information>
</install-oper-data>
</data>
</rpc-reply>

71 k2L, gNMI, NETCONF, 721X RESTCONF Z i3 %554, Cisco-I0S-XE-native:version
EFVa—E AV =V )= ANRN=Ta OB ERRLET,

RESTCONF APl ') vV —X

APLY Y — A%, +restconfiINiET D LAY YV —A T, ZIUIRDAT 4T ZA L HPR—
FLET,

)

GE) A5 4 71X, RESTCONF ¥ — % (XML F 721X JSON) IZEE SN D YANGEXRPC DX A 7
<9,

» application/yang-data+xml & 7213 application/yang-data+json

« APl U Y — & |Z|%. RESTCONF DATASTORE 35 J U} OPERATION Y ¥ — Z ® RESTCONF
J— bk VY —=2ANEGENET, KICPEZRLET,

The client may then retrieve the top-level API resource, using the
root resource "/restconf".

GET /restconf HTTP/1.1
Host: example.com
Accept: application/yang-data+json

The server might respond as follows:

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2017 20:56:30 GMT
Server: example-server

Content-Type: application/yang-data+json

{
"ietf-restconf:restconf" : {
"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"
}
}

ZEAZ DWW TIE, RFC 3986 Z &ML TL 72 & W
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AV Rix, #—% v b U Y—=RATHEITEND HTTPS #1E
(GET/PATCH/POST/DELETE/OPTIONS/PUT) T, YANG JEZURPC (%, RESTCONF H—/
WCAFTET D4 —7 w F YANG BT VICEET HHED Y VY —RAIZx LT, FFEDA Y v R&
FEOMH U %97, Uniform Resource Identifier (URI) (X¥gE I NV Y —ADrlr— 31D &
L CHERET D=8, 77472 F®RESTCONF £ Vv RiL, TOREDY V—AZEL T,
HTTPS ® A Y » REIIT 0T 4 THESNILT 7> a U EFATTH N TEET,

FEMIC OV TIX,  [RFC 8040 : RESTCONF 12 h =/ ZHBM L T 7E &0,

RESTCONF YANG /Xy FDHHR— k

RESTCONF iZ, RFC8072 THEEZINTWA YANG R F AT 4T XA T HVR—FLTNE
4, YANG /v Fi%, RESTCONF #— 2L ->TH—4 v hF—#% X 72 S b e
DNEFFfFE U A R TH, YANG Ny FHEAEIZ, AT ¢ 7 % A 7 application/yang-patch+xml & 7=
I application/yang-patch+json DWW F & L 7o KRBTy F A Y v REREZEEFETH &
\ZX > TRESTCONF 7 74 7> MZ X VMO EET,

YANG /Xy FF—EDOy FID TS ET, Ny FIImMEQIAF T bhnizar s v a
YTHY, BREIIREID ICL-oTHBIESNET, ¥—F v MU Y —X T S b iRER
B C TR . THIBR (delete) | . THEAL . [~=—)  TB#E)) | [E#H] | [THIER
(remove) | ) WHV £,

RESTCONF YANG /N FRH R — F ZINTWDENE I D EERT 5121%, RO RESTCONF
Get BREZRITLET,

$ curl -k -s -u admin:DMIdmil! --location-trusted
"https://10.1.1.1/restconf/data/ietf-restconf-monitoring:restconf-state/capabilities"
-X GET

<capabilities xmlns="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring"
xmlns:rcmon="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring">

<capability>urn:ietf:params:restconf:capability:defaults:1.0?basic-mode=explicit</capability>

<capability>urn:ietf:params:restconf:capability:depth:1.0</capability>
<capability>urn:ietf:params:restconf:capability:fields:1.0</capability>
<capability>urn:ietf:params:restconf:capability:with-defaults:1.0</capability>
<capability>urn:ietf:params:restconf:capability:filter:1.0</capability>
<capability>urn:ietf:params:restconf:capability:replay:1.0</capability>

<capability>urn:ietf:params:restconf:capability:yang-patch:1.0</capability>
<capability>http://tail-f.com/ns/restconf/collection/1.0</capability>

<capability>http://tail-f.com/ns/restconf/query-api/1l.0</capability>
</capabilities>

ot a Tk, WL 25D RESTCONF YANG 7Ry F Ol ZR L ET,
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TrANERELLD E LTS EEIL, RUIORENT TICHEAEL, =7 —RHREINE
T, VIDORENER L=, Y OREITFRITENETA, ZOFITIL, XML = a—
T4 TBERIRTWET,

WOHE, RESTCONF 27 A4 7> hixbD U Y — R BMEREZRL TWET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/hostname</target>
<value>
<hostname
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">Cat9K-test</hostname>
</value>
</edit>
<edit>
<edit-id>edit2</edit-id>
<operation>create</operation>
<target>/interface/Loopback=1</target>
<value>
<interface xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<Loopback>
<name>1</name>
</Loopback>
</interface>
</value>
</edit>
</yang-patch>

DL, RESTCONF H— 3727250 JSON J5& &R L TCWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"

{
"ietf-yang-patch:yang-patch-status": ({

"patch-id": "add-hostname-patch",
"edit-status": {
"edit": [
{
"edit-id": "editl",
"errors": {
"error": [
{
"error-type": "application",
"error-tag": "data-exists",
"error-path": "/Cisco-IOS-XE-native:native/hostname",
"error-message": "object already exists: /ios:native/ios:hostname"
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Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+xml" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"

<yang-patch-status xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit-status>
<edit>
<edit-id>editl</edit-id>
<errors>
<error>
<error-type>application</error-type>
<error-tag>data-exists</error-tag>
<error-path
xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native">/ios:native/ios:hostname</error-path>

<error-message>object already exists: /ios:native/ios:hostname</error-message>

</error>
</errors>
</edit>
</edit-status>
</yang-patch-status>device:/nobackup/folderl/confd 6313/bin $

1)y —Z2MENL
WOBNE, REFREZRLTNET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/Loopback=1</target>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">
<name>1</name>
</Loopback
</value>
</edit>
</yang-patch>

WOHNE, REFRBKD LI L E2RLTWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface” -X PATCH -H "Accept:
application/yang-data+json"
-d '@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": ({
"patch-id": "add-Loopback-patch",
“ok" : [null]
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<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>insert-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>insert</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>after</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
</yang-patch>

ROBFNE, VA NOAZRPEI LI Z L AR L TVET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface”™ -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": ({
"patch-id": "insert-Loopback-patch",
“ok" : [null]

JRRI U MY DFEE)
WIZ, =T Ry 7 I NN—T Xy 7 0 DRICBEI SN 62 R LET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>move-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>move</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>before</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
</yang-patch>

WROBNE, BEVERPRID LI L 2R L TWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface”™ -X PATCH -H "Accept:
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application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": {
"patch-id": "move-Loopback-patch",
“ok" : [null]

NETCONF RESTCONF IPv6 0D+ 7R—

F—=H ETTIN AL H =T A A (DMI) 1ZIPv6 712 b 2 /LOFEHZYR—FLTWHET,
DMIIZEDIPV6 DYV R—RE, 7F7A T v TV r—ari, IPv6 7 KL AEHHATS
=R LBETLHEICHICEEE T, MR A o Z—T = A AL, 1Pv4 & IPv6 Dl )7
WIZOWTCT 2T IVAK /7 ZYVR—bMLET,

DMIiX., %y NV =V BEREROEFEHLESH T H—HOY—E A TI, NETCONF <°RESTCONF
REDT TV r—vavErsa hani, Xy =270 LTCINHLDODMIICT 7B AL
S

IPv6 7 RLUANERTE SN TWVRWEETDH, %%ﬁ??fUﬁ%VaVﬁE%Vﬁy%%U?
AU ETR., b Y7y MIBGERREIZRY £,

10S <> KO XML ADZ

Cisco 10S XE Cupertino 17.7.1 LAfED U U — A TiX, 10S =~ K% E#9% NETCONF-YANG
XML % 72 1% RESTCONF-JSON Zsk A v —JIC HEIICE T 4, ERENT-HRE A
=% G LT, AvE—UTHEHAIND Xpath ZEETX 9, %Lﬂ:éi{btﬁﬁtféﬁk
SNTEREEZHEHLT, Xy NI NOMDT A, AT o ya=r /7 TEES, 277
L., ZOREFEETEEHA,

10S =~ > RIZZH#T 5121%, show running-config | format netconf-xml =~ > K& 72 (% show
running-config | format restconf-json =~ > K& L E9,

netconf-xml F—7U — FZ®&IR+ 25 & [0S =~ > FiF NETCONF-YANG XML Gz ZE# &
VET, restconf-json F—U— FZ @R 25 &, 10S =2~ NI RESTCONF- JSON?F/ 25
ENET,

I0S =2~ ROREERA~DOERIT, T 7 4/ b THEDZ 2> TOET, KA
NETCONF-YANG #iRETHMLE RSV ET, T—X TNV A H—T x4 A (DMI) 1]
Hbanr-o, @il 7r—~y NI Fva AR L Ca~vy REEHL £1,

&IZ, show running-config | format netconf-xml =~ FOHIFIZR L ET,

Device# show running-config | format netconf-xml

<config xmlns="http://tail-f.com/ns/config/1.0">
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<version>17.8</version>
<boot-start-marker/>
<boot>
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<system>
<flash>
<flash-list-ordered-by-user>

<flash-leaf>bootflash:c8000v-universalk9.BLD POLARIS DEV_ LATEST 20211020 005209.SSA.bin</

flash-leaf>
</flash-list-ordered-by-user>
</flash>
</system>
</boot>
<boot-end-marker/>
<memory>
<free>
<low-watermark>
<processor>64219</processor>
</low-watermark>
</free>
</memory>
<call-home>
<contact-email-addr xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">
sch-smart-licensing@cisco.com</contact-email-addr>
<tac-profile xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">
<profile>
<CiscoTAC-1>
<active>true</active>
<destination>
<transport-method>http</transport-method>
</destination>
</CiscoTAC-1>
</profile>
</tac-profile>
</call-home>
<service>
<timestamps>
<debug-config>
<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</debug-config>
<log-config>
<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</log-config>
</timestamps>
<call-home/>
</service>
<platform>
<console xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<output>serial</output>
</console>
<gfp xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<utilization>
<monitor>
<load>80</load>
</monitor>
</utilization>
</qfp>
<punt-keepalive xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
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<disable-kernel-core>true</disable-kernel-core>
</punt-keepalive>
</platform>
<hostname>pi-prog-csrl</hostname>
<enable>
<password>
<secret>lab</secret>
</password>
</enable>
<username>
<name>admin</name>
<privilege>15</privilege>
<password>
<encryption>0</encryption>
<password>lab</password>
</password>
</username>
<vrf>
<definition>
<name>Mgmt-intf</name>
<address-family>
<ipv4d>
</ipvé>
<ipv6>
</ipv6>
</address-family>
</definition>
</vrf>
<ip>
<domain>
<name>cisco</name>
</domain>
<forward-protocol>
<protocol>nd</protocol>
</forward-protocol>
<route>
<ip-route-interface-forwarding-list>
<prefix>10.0.0.0</prefix>
<mask>255.255.0.0</mask>
<fwd-list>
<fwd>10.45.0.1</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
<vrf>
<name>Mgmt-intf</name>
<ip-route-interface-forwarding-list>
<prefix>0.0.0.0</prefix>
<mask>0.0.0.0</mask>
<fwd-list>
<fwd>10.104.54.129</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
</vrf>
</route>
<ssh>
<ssh-version>2</ssh-version>
</ssh>
<tftp>
<source-interface>
<GigabitEthernet>1</GigabitEthernet>
</source-interface>
<blocksize>8192</blocksize>
</tftp>
<http xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-http">
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<authentication>
<local/>
</authentication>
<server>true</server>
<secure-server>true</secure-server>
</http>
</ip>
<ipv6>
<unicast-routing/>
</ipv6>
<interface>
<GigabitEthernet>
<name>1</name>
<vrf>
<forwarding>Mgmt-intf</forwarding>
</vrf>
<ip>
<address>
<primary>
<address>10.104.54.222</address>
<mask>255.255.255.128</mask>
</primary>
</address>
</ip>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>2</name>
<ip>
<address>
<primary>
<address>9.45.21.231</address>
<mask>255.255.0.0</mask>
</primary>
</address>
</ip>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>3</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>4</name>
<mop>
<enabled>false</enabled>
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<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>5</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
</interface>
<control-plane>
</control-plane>
<clock>
<timezone>
<zone>IST</zone>
<hours>5</hours>
<minutes>30</minutes>
</timezone>
</clock>
<logging>
<console-config>
<console>false</console>
</console-config>
</logging>
<aaa>
<new-model xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa"/>
<authentication xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<login>
<name>default</name>
<al>
<local/>
</al>
</login>
</authentication>
<authorization xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<exec>
<name>default</name>
<al>
<local/>
</al>
</exec>
</authorization>
<common-criteria xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<policy>enable secret policy</policy>
<char-changes>4</char-changes>
<lower-case>1</lower-case>
<max-length>127</max-length>
<min-length>10</min-length>
<numeric-count>1</numeric-count>
<upper-case>1</upper—-case>
</common-criteria>
<session-id xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">common</session-id>
</aaa>
<login>
<on-success>
<log>
</log>
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</on-success>
</login>
<multilink>
<bundle-name
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ppp">authenticated</bundle-name>
</multilink>
<redundancy>
</redundancy>
<spanning-tree>
<extend xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-spanning-tree">
<system-id/>
</extend>
</spanning-tree>
<subscriber>
<templating/>
</subscriber>
<crypto>
<pki xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-crypto">
<certificate>
<chain>
<name>SLA-TrustPoint</name>
<certificate>
<serial>01l</serial>
<certtype>ca</certtype>
</certificate>
</chain>
<chain>
<name>TP-self-signed-2685563505</name>
<certificate>
<serial>01l</serial>
<certtype>self-signed</certtype>
</certificate>
</chain>
</certificate>
<trustpoint>
<id>SLA-TrustPoint</id>
<enrollment>
<pkcsl2/>
</enrollment>
<revocation-check>crl</revocation-check>
</trustpoint>
<trustpoint>
<id>TP-self-signed-2685563505</1id>
<enrollment>
<selfsigned/>
</enrollment>
<revocation-check>none</revocation-check>
<rsakeypair>
<key-label>TP-self-signed-2685563505</key-label>
</rsakeypair>
<subject-name>cn=I0S-Self-Signed-Certificate-2685563505</subject-name>
</trustpoint>
</pki>
</crypto>
<license>
<udi>
<pid>C8000V</pid>
<sn>93SHKMJKOC6</sn>
</udi>
<boot>
<level>
<network-advantage>
<addon>dna-advantage</addon>
</network-advantage>

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |



ETFLBHEIOSS5IEY T4 |
B oso< roxm~ozis

</level>
</boot>
</license>
<line>
<aux>
<first>0</first>
</aux>
<console>
<first>0</first>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<stopbits>1</stopbits>
</console>
<vty>
<first>0</first>
<last>4</last>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<password>
<secret>lab</secret>
</password>
<transport>
<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
<vty>
<first>5</first>
<last>31</last>
<transport>
<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
</line>
<diagnostic xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-diagnostics">
<bootup>
<level>minimal</level>
</bootup>
</diagnostic>
</native>
</config>
pi-prog-csrl#
pi-prog-csrl#

pi-prog-csrl#show running-config | format restconf-json
{
"data": {
"Cisco-IOS-XE-native:native": {

"version": "17.8",

"boot-start-marker": [null],

"boot": {

"system": {
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"flash": {
"flash-list-ordered-by-user": [
{
"flash-leaf":
"bootflash:c8000v-universalk9.BLD POLARIS DEV_LATEST 20211020 _005209.SSA.bin"
}
1

}
}I

"boot-end-marker": [null],
"memory": {
"free": {
"low-watermark": {
"processor": 64219

}
}I
"call-home": {
"Cisco-IOS-XE-call-home:contact-email-addr": "sch-smart-licensing@cisco.com",
"Cisco-I0OS-XE-call-home:tac-profile": {
"profile": {
"CiscoTAC-1": {
"active": true,
"destination": {
"transport-method": "http"

"service": {
"timestamps": {
"debug-config": {
"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]
}
}I
"log-config": {
"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]

}
}I
"call-home": [null]
}I
"platform": {
"Cisco-IOS-XE-platform:console": {
"output": "serial"
}I
"Cisco-IOS-XE-platform:gfp": {
"utilization": {
"monitor": {
"load": 80

}
}I
"Cisco-IOS-XE-platform:punt-keepalive": ({
"disable-kernel-core": true
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}I
"hostname": "pi-prog-csrl",
"enable": {
"password": {
"secret": "lab"
}
}I
"username": [
{
"name": "admin",
"privilege": 15,
"password": {
"encryption": "0",
"password": "lab"

}
]I
"vrf": {
"definition": [
{
"name": "Mgmt-intf",
"address-family": {
"ipv4": {
}I
"ipve": {

"ip": {
"domain": {
"name": "cisco"
}I
"forward-protocol": {
"protocol": "nd"
}I
"route": {
"ip-route-interface-forwarding-list": [
{
"prefix": "10]1.0.0.0",
"mask": "255.255.0.0",
"fwd-1list": [
{

"fwd": "9.45.0.1"

}
] 4
"vrf": [
{
"name": "Mgmt-intf",
"ip-route-interface-forwarding-list":
{
"prefix": "0.0.0.0",
"mask": "0.0.0.0",
"fwd-list": [
{
"fwd": "10.104.54.129"

[
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]
}I
"ssh": {
"ssh-version": "2"
}I
"tftp": {
"source-interface": {
"GigabitEthernet": "1"
}I
"blocksize": 8192
}I
"Cisco-IOS-XE-http:http": {
"authentication": {
"local": [null]
}I

"server": true,
"secure-server": true
}
}I
"ipve": {
"unicast-routing": [null]
}I
"interface": {

"GigabitEthernet": [
{

"name": "1",

"vrf": |
"forwarding": "Mgmt-intf"
}I
"ip":
"address": {
"primary": {
"address": "10.104.54.222",

"mask": "255.255.255.128"

"mop™" s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name": "2",
"iph: |
"address": {
"primary": {
"address": "10.45.21.231",
"mask": "255.255.0.0"

"mop™" s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true
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"name" : n3n’

"mop™ s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name": "4",

"mop™ s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name": "5",

"mop™ s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

1
}I

"control-plane": {
}I
"clock": {
"timezone": {
"zone": "IST",
"hours": 5,
"minutes": 30

}
}I
"logging": {
"console-config": {
"console": false
}
}I
"aaa": {
"Cisco-I0S-XE-aaa:new-model": [null],
"Cisco-I0S-XE-aaa:authentication": {
"login": [
{
"name": "default",
"al": |
"local": [null]

]
}I
"Cisco-I0S-XE-aaa:authorization": {
"exec": [
{
"name": "default",
"al": |
"local": [null]
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1
}I

"Cisco-I0S-XE—-aaa:common-criteria": [
{
"policy": "enable secret policy",
"char-changes": 4,
"lower-case": 1,

"max-length": 127,
"min-length": 10,

"numeric-count": 1,
"upper-case": 1
}
]I
"Cisco-I0S-XE-aaa:session-id": "common"
}I
"login": {
"on-success": {
"log": {

}
}
}I

"multilink": {

"Cisco-IOS-XE-ppp:bundle-name": "authenticated"
}I
"redundancy": {
}I
"spanning-tree": {
"Cisco-IOS-XE-spanning-tree:extend": ({

"system-id": [null]
}
}I
"subscriber": {
"templating": [null]
}I

"crypto": {
"Cisco-IOS-XE-crypto:pki": {
"certificate": {

"chain": [
{

"name": "SLA-TrustPoint",

"certificate": [
{
"serial"™: "O1",
"certtype": "ca"

1
}I
{
"name": "TP-self-signed-2685563505",

"certificate": [
{
"serial"™: "O1",
"certtype": "self-signed"

"trustpoint": [
{
"id": "SLA-TrustPoint",
"enrollment": {
"pkcsl2": [null]
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}I

"revocation-check": ["crl"]

"id": "TP-self-signed-2685563505",
"enrollment": {

"selfsigned": [null]
}I

"revocation-check": ["none"],
"rsakeypair": {
"key-label": "TP-self-signed-2685563505"
}I
"subject-name": "cn=I0S-Self-Signed-Certificate-2685563505"
}
]
}
}I
"license": {
"udi": |

"pid": "C8000V",
"sn": "93SHKMJKOC6"
}I
"boot": {
"level™: {
"network-advantage": {
"addon": "dna-advantage

"

"first": "Q"

"console": [
{
"first". "O"
. 4

"exec-timeout": {
"minutes": 0,
"seconds": O

}I

"stopbits": "1"

"first": 0O,
"last": 4,
"exec-timeout": {
"minutes": 0,
"seconds": 0O
}I
"password": {
"secret": "lab"
}I
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]
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"first": 5,
"last": 31,
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]
}
}
}
]
}I
"Cisco-I0OS-XE-diagnostics:diagnostic": {
"bootup": {
"level": "minimal"

RESTCONF 7’0 F O JLDEHREAHE

AAA % {E A L /= NETCONF/RESTCONF o zZEE

48 HREIIC

NETCONF ##5t & RESTCONF #5#5t1%. ZREE.

B

axX ;&

el |

HE, BEOTH YT 47 (AAA) HfEH

L CRIAET 2 RE R B Y £7, TORE, HERL L 15 OT 78 2 TEF S L7 RADIUS

771X TACACS + =2 —HI|Z, VAT A~DT 7B ANHFTENET,

FIRDEE

©ENSOORWN A

-— o) e e
wnN 2o

enable

configureterminal

aaa new-model

aaa group server radius server-name

server-private ip-address key key-name

ip vrf forwarding vrf-name

exit

aaa authentication login default group group-namelocal
aaa authentication login list-name none

aaa authorization exec default group group-namelocal
aaa session-id common

line console number

login authentication authentication-list
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14. end

FE D

Fg
XU RFEREET7TIV3Y B#)

A7y 71 |enable FHE EXEC T— R& A 2 —7 /M LET
il e MAT—=REANLET FERINTHA) .
Device> enable

25w 2 |configureterminal Jau—N)L a7 4 Xal—ay T— K&K
i - LET
Device# configure terminal

ATwv 73 |aaanew-model AAA ZHINZLET,
i -
Device (config) # aaa new-model

AT 74 |aaagroup server radius server-name RADIUS #— %381 L, ¥ —/\ 7 /L—7RADIUS
5l a7 4F¥al—ar ®B— REBBLET,
Device (config) # aaa group server radius ISE « server-name 5|2121%. RADIUS ¥—/% 7 )L —

THEREELET,

RAFwF5 |server-privateip-address key key-name 77 A ~_X— K RADIUS H— "D P 7 KL & L5
{;I] : %%%?ﬁﬁgbi—g«o
Device (config-sg-radius) # server-private
172.25.73.76 key Ciscol23

AFw 76 |ipvrfforwarding vrf-name AAA RADIUS % 721% TACACS+ #—/% ZL—7 D
il - Virtual Route Forwarding (VRF) ZMR1{E#HZ € L
Device (config-sg-radius)# ip vrf forwarding ji?ro
Mgmt-intf

ATy 1 |exit P—N J)—FRADIUS 27 4 Falb— g
i - T-REKTL, Zr—bar7 Falb—va
Device (config-sg-radius) # exit v T FICRY 75

X Fw 78 |aaaauthenticationlogin default group group-namelocal | & 71 IRz, EEESNEINV—T 45T 7 41 k

&1

Device (config) # aaa authentication login default
group ISE local

Da—H) AAAFRGEE L TRRELF T,
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RESTCONF o> Cisco 108 HTTP 4—E 20 &E#1E [

ARV FFEREETIVa Yy

E:)

XF w79 |aaaauthentication login list-name none VAT AANDO T A HCERIENAECH DI L
15“ : ?Eibjﬁj‘o
Device (config)# aaa authentication login NOAUTH
none

X w 710 |aaaauthorization exec default group group-namelocal | 3 7] %5247 L C. EXEC 3 = VD FEITN 2 —F |7
B - ERTVRHHE S 1R LET,
Device (config)# aaa authorization exec default
group ISE local

AT v 711 |aaasesson-id common FBEOa =M L TEESNTEYy 2  IDTE
R WARCICRD X LET,
Device (config) # aaa session-id common

AT 712 |lineconsole number RIET DREDEREZF L, 74 a7 4%
B L—ray E—RERBLET,
Device (config)# line console 0

2w 713 |login authentication authentication-list O 7 A NCKkTT D AAA FHIFE A R — T I L E
51 kL
Device (config-line)# login authentication NOAUTH|

ATv 714 |end A 7 4 Fal— g E— RERTLET,
Bl - BT, FHE EXEC E— FIZRY £,

Device (config-line)# end

RESTCONF 0 Cisco 10S HTTP —E XD E 1L

FIRDHE

RESTCONF A v Z—7 = A ZAZfE 451

1. enable

2. configureterminal
3. restconf

4. ip http secure-server
5. end

ik, WOEEEITWET,
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ARV RFERFTIaY

=)

A7 71 |enable FiHE EXEC E— REBAC L E T,
{5 e NATU—REANLET (FEREINEHE) .
Device> enable

AT 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— FERLG
15'] : L/iﬁ‘o
Device# configure terminal

AT 73 |restconf %> hU—2 534 ATRESTCONF A % —7 =
Bl - A ABHNLET,
Device (config) # restconf

AT 74 |ip http secure-server % =7 HTTP (HTTPS) ¥ — %A Rx—7 /T L
f £
Device (config)# ip http secure-server

A7y 75 |end Ja—sULbar 74 Xal—ay B— REKT
il - L. F#HE EXEC E— R&BIE L £7,

Device (config)# end

RESTCONF ) 5% 7 DFREL

AB—= T T ar7 4 Xal—ralZlHLTT A, AREET S &, ngink 7 2 A0
EITHICAR £, 2L, DMI F a2 IAICITR Y £ A,

& @ show platform software yang-management process monitor =~ > RO H /14li%, nginx 7
HEANFETHTHLZ LR L TWVET,

Device# show platform software yang-management process monitor

COMMAND PID S
nginx 27026 S 332356 18428
nginx 27032 S 337852 13600

RSS %CPU SMEM ELAPSED
0.0 0.4 01:34
0.0 0.3 01:34

NGINX (%, 7'm % Web #—/3& L THERET 5 PER Web $— /3T, Transport Layer Security
(TLS) ~X—ADHTTPS Z#&fk L 9, HTTPS ZJ L Ti%{3 S 4172 RESTCONF Z:K (%, 4
WINGINX 72 ¥ ¥ Web Y —ERIZL o TREIN, SHOICERPHEYE~ T4y 7 F =y
7 D721 confd Web — NZHEE S VE T,
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& ® show platform software yang-management process =~ > RO IHlIZ, AX—+ 7 v
AT A4 X2l —varEFEA LT A AREHR SN L EZOTRTOTaEADAT—H
AERLTOVET,

Device# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running

ndbmand : Not Running
pubd : Not Running

restconf =~ > RARE SN TV DA, ngink 70 ANFLEI S, DMI 7' 12 & A3 EH)
ENET,

& @ show platform softwar e yang-management process =2~ > KO H /1fillE, nginx 7 m & A &
DMI 7 e ZAREE L TETHFTHLHZ L 2R L TWET,

Device# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Not Running ! NETCONF-YANG is not configured, hence ncsshd process
is in not running.

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running ! nginx process is up due to the HTTP configuration, and it

is restarted when RESTCONF is enabled.
ndbmand : Running

R @ show platform software yang-management process monitor 2~ > RO AF|Tix, TP
T AT 2 MF RS R TR S TR,

Device#tshow platform software yang-management process monitor

COMMAND PID S VSZ RSS $CPU $MEM ELAPSED
confd 28728 S 860396 168496 42.2 4.2 00:12
confd-startup.s 28448 S 19664 4496 0.2 0.1 00:12
dmiauthd 29499 s 275356 23340 0.2 0.5 00:10
ndbmand 29321 S 567232 65564 2.1 1.6 00:11
nesd 29029 S 189952 14224 0.1 0.3 00:11
nginx 29711 S 332288 18420 0.6 0.4 00:09
nginx 29717 S 337636 12216 0.0 0.3 00:09
pubd 28237 S 631848 68624 2.1 1.7 00:13
syncfd 28776 S 189656 16744 0.2 0.4 00:12

AAA & RESTCONF A ¥ —7 = A ANRFKIE 4L, nginx 7’7t X LEHET 25 DMI 7' 2 & A0
FATHIT IR o 72, T /31 AL RESTCONF 3K 2 5% /5 T& HURBEIC A2 0 £7,

NETCONF/RESTCONF & v ¥ a5 DA T — X A% FKx$ 521, show netconf-yang sessions
av s REHERLET,
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Device# show netconf-yang sessions

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1

session-id transport username source-host

19 netconf-ssh admin 2001:db8::1

EFLEBBEIOIS5TEY T4 |

global-lock

NETCONF/RESTCONF & v ¥ g 23 2 3EMifE #2292 121%, show netconf-yang sessions

detail =~ FZfEH L £,

Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport netconf-ssh
username admin
source-host 2001:db8::1

login-time 2018-10-26T12:37:22+00:00

in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors : 0
out-notifications : 0

global-lock

RESTCONF 7’00 kO JL DX EHI

{5] : RESTCONF 70 ~ JJLDE&RE

RESTCONF 23K (HTTPS Verh)

iz, Z—47 > h UV —ATHEAREHN TS HTTPS Verb & 7x3 RESTCONF Bk O 2 7= L

£9, ZOFITIX logging monitor =2~ R&EMH L TW\WET,

root:~# curl -i -k -X "OPTIONS"

"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'
HTTP/1.1 200 OK
Server: nginx
Date: Mon, 23 Apr 2018 15:27:57 GMT
Content-Type: text/html
Content-Length: 0
Connection: keep-alive
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Allow: DELETE, GET, HEAD, PATCH, POST, PUT, OPTIONS SS>5>>>>>>> Allowed methods
Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Accept-Patch: application/yang-data+xml, application/yang-data+json

Pragma: no-cache

root:~#

POST (fERR) ZEK

POST#ETIX, #—7 v b T AL RICHFIEL RV T 4 Fa b— 3 UBMERKRS
nEd,

\)

GE)  Ffr7ar 74X =2 b— 3 Tloggingmonitor 2~ > K& TERWZ L 2R L
TLIEE,

D POST 23k DTl logging monitor alerts =~ > FaflEH L TWET,

Device:~# curl -i -k -X "POST"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "alerts"

> }!

HTTP/1.1 201 Created

Server: nginx

Date: Mon, 23 Apr 2018 14:53:51 GMT

Content-Type: text/html

Content-Length: 0

Location:
https://10.85.116.30/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity
Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:53:51 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495231-97239

Pragma: no-cache

Device:~#

PUT : (ERLET=(FEM) B3R :

BESNT-a~y RRTF A ZTIFEE LR WEE1E, POST EsRiC L » TR S E
T, L, FHTar 74X alb—3a VST TICEET 581, 2RIk -
Ta~vy RAEXHBIONET,

& D PUT EROHITiL logging monitor warnings =2~ > K& H L TW\WET,

Device:~# curl -i -k -X "PUT"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \
> -d $'{
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> "severity": "warnings"

>

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 14:58:36 GMT
Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:57:46 GMT
Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495466-326956

Pragma: no-cache

Device:~#
PATCH : (E#) EX
k@ PATCH %3k O Tl logging monitor informational =~ > K& H L TW\E9,

Device:~# curl -i -k -X "PATCH"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \

> -d $'{

> "native": {

> "logging": {

> "monitor": {

> "severity": "informational"

> }

> }

> }

>}

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:07:56 GMT
Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:07:56 GMT
Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-496076-273016

Pragma: no-cache

Device:~#

GET 23R (ZtaHY)

& D GET E:R D] TiX logging monitor informational =~ > FZ#H L TW\WET,

Device:~# curl -i -k -X "GET"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:10:59 GMT

Content-Type: application/yang-data+json
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Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Pragma: no-cache

{

"Cisco-I0S-XE-native:severity": "informational"

}

Device:~#

DELETEZR (2274 FalL—a vDHIER)

Device:~# curl -i -k -X "DELETE"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:26:05 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:26:05 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-497165-473206

Pragma: no-cache

linux host:~#

RESTCONF 700 k O L DES:EE

ESpER=
BEEIEE TZaTFILEAL L

I0S-XE, I0S-XR, # L INX-0S |BHFHIZ530 0 7 WL T Cisco YANG E 7 /VIZT 7
ISy R 7 —LDIEIERY [ BXTHITIE, GitHub UARY R U 28R L. vendor/cisco
UV —AD YANG T —H# ET )b HTF L7 MUICEBEILET, 22Tl 1I0S XE,
I0S-XR, BLUNX-0S 77 v h 7+ —LDXFIFE /2
VI —Z2DETFNAEZHEHNTEET,

BREL ZURFC

EXERFC| 21 <L

RFC YANG : Network Configuration Protocol (NETCONF) [fif 7 —# €7 U /5
6020 =%
e
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ETFLBHEIOSS5IEY T4 |
B restconr 7o ko oeetEs

THERFC| 24 ~IL

RFC RESTCONF Protocol [ 35
8040

RFC YANG /R FRAF 4 T XA T
8072

SRADTY ZHI YR—F

s A o

2D R— N WebH A FTlE, &=l | https://www.cisco.com/c/en/us/support/index.html
T S R —ICElT L N T TN a—T
YT BENLTWERT DKo, v =270
RV —NEFZLOLTLEERAT T

V= Az L TnET,

BHEWOGEOEX 2 U T ¢ FHROHEAMEHRE
AFT 57212, CiscoNotification Service (Field
Notice 7*5 7 7 &£ &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFFEY —ERITMATE £,

VAADYIR— b WebW A ROV — LT I
AT AHEE. Cisco.com D —HF D B LRI
U— RBETT,

RESTCONF 'O kO /L DHEEETEER

ROFNZ, ZOFY 2— /LT LIHEEICET 2 ) U —AF@Ezr LEd, ZoRIiF, V7
FY=27 VU= FUbA U THEERERDOYR— FPREASNLEOY T =T ) =R
TERLTWET, ZOMREIX, FrZE D 7220 RY . ThlEO—#EOY 7+ o =7 U U —
ATHIR—FESNET,

T b7 =D R—FBLRZAa YT v 2T A A=V DY R— MBI A IERE B
329 5 IZi%. Cisco Feature Navigator Z{# il L 9", Cisco Feature Navigator {27 7 & X7 %1Z
X, www.cisco.com/go/ctn IZFEE) L £9, Ciscocom DT AT > MILEDHYD FHA,

[ Ciscol0S XE Cupertino 17.9x 704 SYE T4 av T4 FaL—av HA K


https://tools.ietf.org/html/rfc8040
https://tools.ietf.org/html/rfc8072
https://www.cisco.com/c/en/us/support/index.html
http://www.cisco.com/go/cfn

| EFLBBHRITOTIS<EY T4

RESTCONF 700 k o /L (D#EEEIEER .

£ 15: RESTCONF 7’0 ~ 0 )L D ETESR

HEeS J1)—2 B EETEER

RESTCONF |Cisco IOS XE | RESTCONF /X, YANG EF /L TERZSNTWARET —Z . Ik
Z'm b |Bverest16.6.1 | ger— x5 & £ F LA O RPC OEMER KOV 2 i@
b

CT 7 BRAT B0, EEA D= AN T F5<Fy
I A =T oA ZAERMELET,

ZOBRENKRDT T v b7 4 — A TEMISNE LT,
+ Cisco 4000 ¥ U — X ¥ —E Afr L — &
*Cisco ASR 1000 7 7' U '—v g o h—E R L—&
« Cisco Cloud Services Router 1000V & J — X

MDA~ RPEANFEIIIELESVE L7 - iphttp server B &
O restconf

Gibraltar 16.11.1

Cisco IOSXE | Cisco 10S XE Fuji 16.8.1a Tlx, Z OHREITRD T T > b7 4 —
Fuji 16.8.1a ACFEEISNTNE L,
« Cisco 1000 & U — X #—E Afraf L — &
* Cisco ASR900 >V —X 7 /) =g v h—E R L—&
*CiscoASR920 ¥ V=X T 7V F—a v —E X L—X
» Cisco Catalyst 3650 > U — X A A v F
» Cisco Catalyst 3850 > U — X A A v F
» Cisco Catalyst 9300 > U — X A A v F
» Cisco Catalyst 9400 > U — & A A v F
* Cisco Catalyst 9500 3 TN 9500 /A T —< A U —
R AL T
*CiscocBR-8 2> /N—U K 7 — R R b—&
* Cisco Network Convergence System 4200 * ) — X
Cisco IOSXE | Cisco IOS XE Fuji 16.9.2 TlX, Z OHEEEIZRD T T v b7 4 — A
Fuji 16.9.2 WCEESRTOE LA,
« Cisco Catalyst 9200 35 X TV 9200L > U — X A A v F
* Cisco Catalyst 9300L SKU
Cisco IOS XE
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EFLEBBEIOIS5TEY T4 |

Gibraltar 16.12.1

HEEER J)—=x FERETRHR
Cisco 10S XE Gibraltar 16.11.1 Ti&, ZOKREIZROTZ >
TA—ACFEES LTV E L,
* Cisco Catalyst 9600 > U —X A A v F
« Cisco Catalyst 9800-CL VA Y L A= fr—7
» Cisco Catalyst 9800-40 VA ¥ L X2 fr—7
* Cisco Catalyst 9800-80 V A Y L 2= fr—7
« Cisco Network Convergence System 520 2 J — X
CiscoIOSXE | Z o#fEIX. Cisco 10S XE Gibraltar 16.12.1 T, Cisco Catalyst

9800-L VAL 2ary hr—F | ZFEINE LI,

Cisco I0S XE
Amsterdam
17.3.1

Z OMEFEIL. CiscolOS XE Amsterdam 17.3.1 TIRD 7 Z » b 7 4 —
PIFIEI N FE LT,

» Cisco Catalyst 8200 >V —X v 77 v N 74— L4
* Cisco Catalyst 8300 >V —X =¥ 7T v N7 4 — A

» Cisco Catalyst 8500 33 LV 8500L >V —X =¥ 77w b
7 F— I

Cisco I0S XE
Bengaluru 17.4.1

Z OEERBIL, Cisco 10S XE Bengaluru 17.4.1 T, Cisco Catalyst
8000V Edge V¥ 7 b = TIZFEEINE LT,
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RESTCONF 700 k o /L (D#EEEIEER .

HEEER )1)—= FERETRHR
RESTCONF | Cisco IOS XE | RESTCONF /%, RFC8072 CHE STV 2 YANG /S F A7 ¢
YANG | Amsterdam THA T Y R—FLTOET,
N v ?‘O) 17.1.1
PR R ZOREIX, ROTT v b7 4 — AMIFEENTVE LT,
« Cisco 1000 ¥ U — X #— B A fFEH /L — X
* Cisco 4000 ¥ U — X #— B A fFEEH/L— X
*Cisco ASR900 >V —X 77V F—ra v h—E R L—H
* Cisco ASR 1000 7 7' U —3 3 » —E R L—X
(ASR1000-RP2, ASR1000-RP3, ASR1001-HX, ASR1001-X,
ASR1002-HX, ASR1002-X)
* Cisco Catalyst 9200 > U — & A A v F
» Cisco Catalyst 9300 ' U — R A A v F
* Cisco Catalyst 9400 > U — X A A v F
» Cisco Catalyst 9500 > U — X A A » T
*CiscocBR-8 2> /N—U K 7 m— RN R b—&
« Cisco Cloud Services Router 1000V 3/ J — X
* Cisco Network Convergence System 520 2 J — X
» Cisco Network Convergence System 4200 3 Y — X
NETCONF | Cisco I0S XE « Cisco 4000 > U — X H— B R AT L — 4
BIO Fuji 16.8.1a ) o
RESTCONF *CiscoASR 1000 > U =X 7 7 U F—v g —E A b—H
I;V6 f*f «Cisco ASR 900 ) — R 7 /Y F—ra v —E R L—H
* Cisco Catalyst 3650 ' U — & A A v F
* Cisco Catalyst 3850 > U —X A A v F
» Cisco Catalyst 9300 > U — X A A » T
» Cisco Catalyst 9400 > U —X A A »F
« Cisco Catalyst 9500 ' U — & A A v F
e CiscoCBR-8§ ' U —X jL—#
« Cisco Cloud Services Router 1000V 2 J — X
Cisco IOSXE | Cisco I0S XE Gibraltar 16.11.1 TIE, Z OFHEIL Cisco Catalyst 9500
Gibraltar 16.1L1 |~ f 87— 2 2 Y =R Af » FICFES L TOE LT,
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B restconr 7o ko oeetEs

EFLEBBEIOIS5TEY T4 |

HeER )= HEETER

10S =~ |CiscolOSXE | Z OFfEIL, 108 =~ K% i~ % NETCONF-XML %72 (%

> ko |Cupertino 17.7.1 | RESTCONF/JSON %3k A » & — I\ BT 5 7o Ik
XML ~? VHET,

2t Z DOF%REIE, RESTCONF ZHR— 953X TDTT v b7 4—

LATHR—=FSHTHET,

Aift & |CiscoIOSXE I plifd & Y 2 MEREDOEAIZL D | 734 ZDBEFD AAA
H ) | Cupertino 1791 gz 2 S5 W% = L 72 <, RAGLS K OFFANICH A5 LR Y 2
k MaaefATEET, ZORENEASNDENE, 7740 b

DFRY A ROHNRYHR—FEINTWE Lz, dHC VLT,
[NETCONF 71 h /L] OFEAZZML T EEV,

ZOMEEIX, ROTT v b7 —WIRESHTVE L,
* Cisco 1000 ¥ U — X H—E A fH AL — %
* Cisco 4000 > U — X H— B AfFHER/L—F
*Cisco ASR900 >V =X 7 /) F—a v h—E R L—&
*CiscoASR920 > V=X T 7V F—a v —E X L—X
«Cisco ASR 1000 7 7' U —> g » —E R L—X
* Cisco Catalyst 8200 >V —X =¥ 7T » N7 4 — A
» Cisco Catalyst 8300 >V —X v 77 v N 7 4 —L4

» Cisco Catalyst 8500 > U — X3 L TN8500L > J — R = v ¥
Ty F7F—A

* Cisco Catalyst 9200 > U — & A A » T

* Cisco Catalyst 9300 > U —X A A »F

* Cisco Catalyst 9400 > U —X A A v F

» Cisco Catalyst 9500 ~ U — R A A v T

» Cisco Catalyst 9600 > U — X A A »F

* Cisco Catalyst 9800 >V —X U A ¥ L X 2 fu—7
« Cisco Cloud Services Router 1000V & J — X

* Cisco Network Convergence System 520 2 J — X

* Cisco Network Convergence System 4200 + J — X
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. 9.
=% =R

NETCONF & & U'RESTCONF DH—E R LA
JL ACL

ZDFEY 2—/LTE, NETCONF 5 X OXRESTCONF CTHHR— hENbHHP—EAL~LACL &
FOHREFEITHOWTHHALET,
« NETCONF # & (8 RESTCONF O — B A L~L ACL 1ZBI9 A 1FH (253 =—)
« NETCONF # L OV RESTCONF O H#—E & L~ ACL O ESE (254 ~2—)
« NETCONF 3 L T RESTCONF O #— 1B Z L~ ACL OREH (257 =—3)
« NETCONF 35 . TRRESTCONF O — B 2 L~L ACLIZ B9 5 Z D&kl (257 2—)
« NETCONF 3 £ O RESTCONF O H#— B 2 L~ ACL OIREEH (258 ~<—3)

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE§9
L

NETCONF & & U RESTCONF D4 —E X LR JL ACL DHEE

NETCONF £ X T'RESTCONF & v 2 D IPv4 £7-1XIPv6 7 7 B AHllfl ) A b (ACL) %%
ETEET, RESNIZACLICHEILL TWeWr T4 7> k&, NETCONF % 7213 RESTCONF
YT VAT ANDT I AEHFAINETE L, T—EALULOACLRHRESINTWDHEHE,
NETCONF-YANG # X Y RESTCONF #£#5t ZRIZEFE L IP T RL RIS T T o v HZ Y T
SNET,

P—E AL ~LDACLNERE S TWRWEEE, 73T NETCONF-YANG §5 L O"RESTCONF
VB R N T AT AT SN ET,

)

GE)  4fifTE ACL DAY R— FSNET, FHME ACL IV A—FanEti,
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B NETCONF & & U RESTCONF 04— E 2 L XL ACL DRSS %

NETCONF # & U' RESTCONF D H—E X LXNJL ACL D

73k

NETCONF-YANG v 2 3 >0 ACL ®

EFLEBBEIOIS5TEY T4 |

=L

axX AE

X TE

NETCONF-YANG E> > a v DIPT 27 ®AY A MEIXIPv6 T 7B AV A M EAFRIETE E

j‘o
FIEDHE
1. enable
2. configureterminal
3. « ip access-list {standard | extended} access-list-name
* ipv6 access-list access-list-name
4. permit {host-address| host-name | any} [wildcard]
5. deny {host-address | host-name | any} [wildcard]
6. exit
7. netconf-yang ssh {{ipv4|ipv6 }access-list name access-list-name} | port port-number }
8. end
FIED ¥
FIE
ARV RFEREET7TIVa Y ]3]
AT v 71 |enable FFHE EXEC T— RE AL £,
fl e NMAT— R AN LET EREINTEHE) .
Device> enable
R T 72 |configureterminal su— L ary 7 4 ¥ alb—3igy E— NE Bk
f LET
Device# configure terminal
ATvT3 « ip accesslist {standard | extended} access-list-name JEHEDIPT VAV A MEEELT, EEDOT

* ipv6 access-list access-list-name

1

Device (config)# ip access-list standard
acll permit

Device (config) # ipv6 access-list ipvé-acll permit

JHEA VAN ary7 4 F¥al—yarE—K
ZEE L F9,
IPv6 77 AU X REFEL T, EUHED IPv6

TIJEA VAN a7 4FXal—3a Ly T—
FEBRIEL £7,
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RESTCONF &z < 3 > ACL D% E .

AU RFERETIVa Y

B8

ATvT4

permit {host-address | host-name | any} [wildcard]

1

Device (config-std-nacl)# permit 192.168.255.0
0.0.0.255

Ny NEFFA[T S PPV 7 27 B A Y A b DA
ERELET,

ATvTh

deny {host-address | host-name | any} [wildcard]

1

Device (config-std-nacl) # deny any

Ny FRERTHIP £/1LIPv6 77 22U A b
DEMERELET,

ATvT6

exit
B -

Device (config-std-nacl)# exit

BWH¥OT 7RV A Nary 74 X¥alb—2 g F—
RE#ETL, Za—bary7 4 Fal— gy
ET— FNIZRED £,

ATy T17

netconf-yang ssh {{ipv4 | ipv6 }access-list name
access-list-name} | port port-number}
fl

Device (config) # netconf-yang ssh ipv4 access-list]
name acll permit

NETCONF-YANGt v 3 VOACLEZZHELET,

ATvT8

end

1

Device (config) # end

Ju—r\)b a7 4 Fal—ary B— REKT
L. ¥ EXEC E— FIZED £,

RESTCONF v < 3 > M ACL D% E

RESTCONF v a v DIPT 7 AY A MELIEIPV6E T 7B AV A MERETEET,

FIRDOHE

1. enable
configureterminal

N

3. « ip access-list {standard | extended} access-list-name

* ipv6 access-list access-list-name
4. permit {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol } any
5. deny {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol }any any
6. exit
7. restconf {ipv4|ipv6 }access-list name access-list-name
8. end
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FIE

ETFLBHEIOSS5IEY T4 |

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

it EXEC E— RE A LET,
e NRATU—KRKEANLET (ERENZHED)

ATvT2

configureterminal

1

Device# configure terminal

Juau—n) a7 4 Xal—ay ET— NELE
L/‘iﬁ‘@

ATvT3

* ip accessligt {standard | extended} access-list-name
* ipv6 access-list access-list-name

1

Device (config)# ip access-list standard
acll permit

Device (config) # ipv6 access-list ipvé-acll permit

HEHEDIPT 7RV XA MEFEELT, EEDOT
A VAN ary74F¥al—arE—K
MR L FET,

¢IPv6 77 AU A M EFFE LT, D IPv6

T7®A VAN 7 4Xal— g F—
FEBRtE L £,

RATvT4

permit {protocol-number | ipv6-source-address |
ipv6-source-prefix | protocol } any
fi

Device (config-ipv6-acl) # permit ipv6
2001:db8::1/32 any

Py NERFRITBIPVG T 7 2 A Y A N DG A
ELET,

ATvTh

deny {protocol-number | ipv6-source-address |
ipv6-source-prefix | protocol }any any

1 -

Device (config-ipv6-acl) # deny ipv6 any any

PNy NEESTHIPV6 T 72 AU A R OZME
ELET,

ATvT6

exit
B

Device (config-ipv6-acl) # exit

IPv6 77 A YA a7 4Fal— g F—
RE&TLTC, ZJa—_lary 74 X¥al— gy
ET—RFIZED £,

ATy T1

restconf {ipv4 |ipv6 }access-list name access-list-name

1

Device (config)# restconf ipvé access-list name
ipvé-acll permit

RESTCONF v 3D ACL ZHTELET,

ATvT8

end

1

Device (config) # end

Jsa—)Lary7 4 Xal—aryEe— REKT
L. B EXEC E— FIZREY £,
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NETCONF 45 & U RESTCONF O — E L~ L AL ol [}

NETCONF £ & Tf RESTCONF D —E X L)L ACL DR E
15l

f5] : NETCONF v < 3 > ® ACL D& E

Device# enable

Device# configure terminal

Device (config)# ip access-list standard acll permit

Device (config-std-nacl) # permit 192.168.255.0 0.0.0.255

Device (config-std-nacl)# deny any

Device (config-std-nacl) # exit

Device (config) # netconf-yang ssh ipv4 access-list name acll permit
Device (config) # end

{5l : RESTCONF v 3 3 >0 ACL DEE

Device# enable

Device# configure terminal

Device (config) # ipv6é access-list ipvé-acll permit

Device (config-ipvé6-acl) # permit ipvé 2001:db8::1/32 any

Device (config-ipv6-acl) # deny ipv6é any any

Device (config-ipvé6-acl) # exit

Device (config) # restconf ipvé access-list name ipvé6-acll permit
Device (config) # end

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE8T
5D EF

BEIE E TX=aT7ILEA ML

NETCONF-YANG NETCONF 7’1 k=11

RESTCONF RESTCONF 7’1 | =)L

Iur <74 avs R Turg<wve )T av s R )Ty LA

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/command/1611/b_1611_programmability_cr.html
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B NETCONF & & U RESTCONF 04— E 2 L XL ACL DR BENE SR

SRADTY ZHIL YR—F

A s

S AaDYR— FWebH A LT, AT 7 2 1 P— | hitp://www.cisco.com/support
TN T TNy a—T 4 U TITBESLTWEET 5 X 91,
N2 T ARV =L EBF LD LT LRERF S TA ) =A%
Rt L TnET,

BHEVORGE DX 2 U T 4 FRSBINEREAFT S0,
Cisco Notification Service (Field Notice 7> 7 27 £ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

NETCONF & & U RESTCONF O+ —E X L AL ACL D4 EE
(T

ROKIZ, ZOFEY 2—/L T LIZRRICET ) U —REFHRERLET, ZOXRIEL V7
F7=27 VDU —RX ML A U TEEEOYR— IR EASINTZEEOY 7 =T V) —R7
FZERLTWET, ZOMEEIL. FRIE 0 23720 RY | ZRUBEO—EHDO Y 7 b =7 U —
ATHYHR—FINET,

77y b7 DY R— P BIOV RV T N =T A A=V OV R— MIBT LA K
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 % |Z
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £/ A,
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NETCONF 4 & Uf RESTCONF 0+ — £ 2 L <L AcL o thettss [

% 16: NETCONF &5 & U RESTCONF D —E X L X)L ACL DHEEETER

HaE

iy

) —R | HEEER

NETCONEF % X [Cisco IOS  |NETCONF 3 L ONRESTCONF & v & g DT 7 & AHl#I U A k
U'RESTCONF | XEEverest | (ACL) #@tEc&x£4, #ESNACLICHERL THRWY
PH—r 2 L | 1611 547> M. NETCONF ¥ 7= |3 RESTCONF # 7 & X F L~
JL ACL T RAEZFAISNEY A,

RO A~ RPNEANETZIIEE I E L7z ¢ netconf-yang ssh
access-list 33 L Urestconf access-list

*Cisco ASR900 >V —X T 7 ) =g v —E R L—X

*CiscoASR920 ¥ U =X 77V F—a v —E R L—X
(RSP2)

» Cisco Catalyst 3650 > U — X XA v F

« Cisco Catalyst 3850 > U — & A A v F

» Cisco Catalyst 9200 > U — X A A v F

» Cisco Catalyst 9300 ' U — X A A > F

» Cisco Catalyst 9400 >V — X A A »F

» Cisco Catalyst 9500 >V —X XA »F

« Cisco Catalyst IE 3200, 3300, 3400 & ifif/AfEs ) —X
* Cisco T NTF y N —1E 23300 ) —X 24 vF
* Cisco IR1101 MHERFEMERE ¥ — B A FAT L — &

» Cisco Network Convergence System 4200 > J — X

* Cisco Network Convergence System 520 3/ U — &
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gNMI 70 ko)L

ZDORERETIE, gRPCHRy NU— 7 FHA X —T7 = A A (gNMI) OREREZfEH L7-F 7 /VER
BROBRE LEMT— 5 OffF, BEIOYE—bTay—Y% a3—1 (RPC) DOHfH, BE,
BEIZOWCHIA L 9, gNMIX—2 5 2 040 NP FR— SR TnET,

« gNMI 7'& b 2L il FHE (261 ~—2)

«gNMI 712 b 2L OREEE (262 ~—3)

«gNMI 712 s 2V ZFMNTT 5 H5E (273 ~—2)

« gNMI 7' b 2L DOFRER] (279 <—)

« gNMI 7' b 2L OBEE R (280 ~=—2)

« gNMI 7' 12 b 2L ORERERE i (280 ~<—2)

gNMI 7’0 k O)LD%I$9EI1E

FEREIZIX, RO X5 il E N EA S ET,
«JSON. BYTES. PROTO. BILUWASCI=> a—F 47 F 7 a3 R— &R TW
E I

JSON IETF F—I|Zi, ROEROAFIZER BB & 1T D YANG 7'V 7 1 v 7 ARG %
NTWLHENS Y 9, 72L& 21X, openconfig-vlan.yang DJLHEN> & JRAE L 7= routed-vlan
X, B — FOARIZEMEITRZ L2720 Bl — IV 7 4 v 7 Roc-if 2 FFHET) |
oc-vlan:routed-vlan & A1 HMLERH D F£7,

* GetRequest :
BT —ZOT 4N ) o TEY R P ERTVER A,

s BT NAOMEREFTIFR— FENTOWERFA, TILHIE, Get RPC 2—/L~DILE E LT
F—H A= TT,

* GetResponse :

e A VT AT R—FENTHERTA, THUT, BHA Yy E—VOPTRESNLLT
V7 4y 7 ADTA YT A e g g % 305 H T,
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B owioororoms

s HIBRIZY R—FENTWERA, ZHE, T—% VU —0LHIRT D —#HD/NAT
‘g_O

gNMI 70 O L DHBE

gNMI [ZD U\ T

gNMI (T Google (T & - THAFE S 472 gRPC X v U —VEHA L 2 —T = A ZATH, gNMI L
Ky bV FAL ADRERA A M=, BE, BEOHIRL, £, BT — 2 0ER
LIATT DA D= A LT, gNMIZ il UCTHRIES S =27 2 VI3 YANG 2 L TEF L
fbTc&x £,

gRPCIE, 770U RY—REBETDIENANNT TAT N L TIREIE THRE ATRE 72 Bl
% FBLT 5729012 Google IZ L TR N E— K P —Y % 23—/ TT, gRPC T
eNMI {55 L, 7 —&% EEEERAZARIL L TEET H FEA R L E T,

gNMI Y —E ADREENEA LIZEE, gNMI 7o —7% (GNMIB) (2L - T, up 7*5 down ~
DEWERBOZLD RS, T —F _X—ANEE L TIITIN5H E TIETTD RPC 34—
EAFHARADOA v =R LET, U A/NUERHZIE, GNMIB IZ X2 T down 725 up ~D
EEIRFEDZEAL 3R S 4L, RPC O OE A FHR S E T,

gNMI /X <subscribe>RPC H—E A &R — h LET, fEMIZOWTIE, =7 AERETRIT L X
U OFEZZRLTIIZI N,

YANG T—#4% Y —®DJSONIETF T a—FT 4 V45

RFC7951 CiX, YANGT —% Y U —LZDH 7> U —0 JavaScript 477 2 = 7 h %Kzt (JSON)
Ta—F 4 I MHESNTOET, gNMI X, 2T U YETOT—XDxTra— R
JSON A L £7,

JSON # A 7%, /3 JISON XL FHE LTy a— RENTWAZ L &R LE$, JSON IETF
Ty a— RENT —HIE, RFC 7951 THE I TS JSON U 7 AL L— L Z HEHL
LTCWARERBY ET, 7 74T heX—5y hOWHNISON = a—F (v 7 &k
A—=FLTWDIHERHY 5,

YANG 7—% /—FK (V—7, av7F, U—=7URXF, URAL, anydata /— F, BLO

anyxml / — R) OA VAKX U A[X, JISONA T V=7 MEZITARTEEDOST DA L R—L L
Txra—RanhEd, mra—F 407 v—3, RET—X. IRET—% . RPC #1ED
WNTGA—=H T I vary, @BHRE, TXTOXATOTF—4% V) —TCRLTT,

T8 )= R AVAZ L RAITRTAREEORT L LTz a— REh, ZO4FNET —
2 ) — R F PO ENET, HiX, 7—% /—FROATIVICL->TRRY £,
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| EFLBBHRITOTIS<EY T4
gNMI GET Request [J|j

)—207—%2/—F

V=7 ) —FiZx, 7= VIV —RNIERHD TV HEHV EFA, V=T A AZ A,
LATEEOXT L LTz ra—RRanEd, ZOHEICE, V-0 A AU LT, XF5,
BUE, V7 TV true £7213 false, F72ITFFR72BLA [null] 2 CE E9, fREINTZNAD
THAHANY —7 ) — ROGE (FRFEEET, Bl T onzfizFFo) . 20 —70
EREHET L a—FENET (FOEEDISONEREENTWET, JSON 472 =7 M
PVEH Y FHA)

wIZ, V=7 J—REZRDOHZRLET,

leaf foo {
type uint8;
}

WIZ, JSON T a— RENTEANRA LV AZ A B R LET,

"foo": 123

gNMI GET Request

gNMIGet RPC I, 7—% Y U —nb, 1 DL EOBRGERME, REBEME, IRAKREBEM:. £72
AR — SN TWSHE— NICBEEMN T O T R TORBMEZIGET 2 HFIEEZEELET,
T—=2 ) =N RET 572D, GetRequest237 7 A 7 2 hinb X —7 v MIEEIN
£7, GetRequest ~DJ5%E & LT GetResponse 23515 SAVE T,

GetRequest 0 JSON #&i&

KIZ, GetRequestJSON D& Dl %47~ L £ T, GetRequest & GetResponse D] 5 3K x S AL E
—g‘o

GetRequest

The following is a path for the
openconfig-interfaces model
++++++++ Sending get request: ++++++++

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response: ++++++++
notification {
timestamp: 1521699434792345469
update {
path {
elem {
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name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "\"LoopbackllI\""

val {

json_ietf val: "{\n\t\"openconfig-interfaces:name\":\t\

"LoopbackllI\",\n\t\
"openconfig-interfaces:config\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t}, \n\t\
"openconfig-interfaces:state\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\
"openconfig-interfaces:ifindex\":\t52, \n\t\t\

"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-discards\":\t0,\n\t\t\t\
"openconfig-interfaces:in-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unknown-protos\":\t0, \n\t\t\t\
"openconfig-interfaces:out-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:out-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-discards\":\t0, \n\t\t\t\
"openconfig-interfaces:out-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:last-clear\":\t2018\n\t\t}, \n\t\t\

"openconfig-platform:hardware-port\":\t\
"Loopbackl11\"\n\t}, \n\t\
"openconfig-interfaces:subinterfaces\":\t{\n\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\
"openconfig-interfaces:config\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t\t}, \n\t\t\
"openconfig-interfaces:state\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll.0\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\t\
"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\t\
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"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

t2018\n\t\t\t}\n\t\t},

rin-unicast-pkts\":\t0, \n\t\t\t\t\
:in-broadcast-pkts\":\t0, \n\t\t\t\t\
rin-multicast-pkts\":\t0, \n\t\t\t\t\
tin-discards\":\t0, \n\t\t\t\t\
tin-errors\":\t0, \n\t\t\t\t\

rout-octets\":\t0, \n\t\t\t\t\
rout-unicast-pkts\":\t0, \n\t\t\t\t\
:out-broadcast-pkts\":\t0, \n\t\t\t\t\
rout-multicast-pkts\":\t0, \n\t\t\t\t\
rout-discards\":\t0, \n\t\t\t\t\
rout-errors\":\t0, \n\t\t\t\t\
:last-clear\":\

\n\t\t\

"openconfig-if-ip:ipve\":\t{\n\t\t\t\
"openconfig-if-ip:config\":\t\"false\",\n\t\t\t\
"openconfig-if-ip:state\":\t\"false\"\n\t\t}\n\t}\n}"

1) —Z{EIZ*Y % GetRequest

Wiz, U —7MEIZx9 % GetRequestD il 27~ L E 9, GetRequest &, %FIi~9 5 GetResponse D
W RFRINET,

GetRequest

++++++++ Sending get request:

ottt

gNMI GET Request [J|j

path
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response:
notification {
timestamp: 1521699326012374332
update {
path {
elem {
name:
}

elem {

Fhtttt

"interfaces"
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name: "interface"
key {
key: "name"
value: "\"LoopbackllI\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"UP\""
}
}
}

gNMI SetRequest

SetRPC (I, ¥A— bk &N TV D ET/MCBEAMT Hivic 1 DU EORRE W RER R 2 i E
LHEERELET, 7—2 YV —NOEZHEHT 5720IZ, SetRequest 737 7147 M
2=y MIEREENET,

SetRequest [Z JSON F—H AR — L THY | F—IZIXYANG V7 4 v 7 ANRGFENTND
VERHYET, ZOT V7 4 v 7 ATITEZEOARZEMMPBL L X8R0 7,

7= & 21X, openconfig-vlan.yang DYEHEN & YRAE L 7= routed-vian 1%, Bl / — FOL FiZEf] & 13 5%
Bl Bl —RKOT V7 v 7 AlF oc-if) | oc-vlanirouted-vlan & AJJ T HMENRH Y F
D

1 D? SetRequest (2 & £ HHIBR, B, BLOEHIX, 2ETIOON I rvar ty
MeLTHEbIET, TP 7 v a OO T ERTHEESEELZLAE. 7
VYT v a VEERPES SN TR — Ny 7 ZiLET, SetRequest (Zxf L T SetResponse 23X
FEIhEd,
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% 17: SetRequest @) JSON #&3E D1l

gNMI SetRequest .

SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem ({ elem ({
name: "config" name: "config"
} }
} }
val { op: UPDATE
json_ietf val: }
"{\"openconfig-interfaces:enabled\":\"false\"}"| timestamp: 1521699342123890045
}
}
% 18:1) — 2 {ET®D SetRequest DY
SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem { elem {
name: "config" name: "config"
} }
elem { elem {
name: "description" name: "description"
} }
} }
val { op: UPDATE
json_ietf val: "\"UPDATE DESCRIPTION\""|}
timestamp: 1521699342123890045
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gNMI 0 £ BT Z2RS

ARTEMIX, Ay E—TDorigin7 4 —/V RTHEHINDRNA T LT 4 v 7 AZBELET,

Z Z T, CiscolOS XE Gibraltar 16.10.1 LABED U U — A TEH S5 A4 RTZE/MIC DWW TREBT L
i‘j‘o

« RFC 7951 TIRE SII-ABI12EM : /%A L7 4 v 27 A%, RFC7951 TEFZIN TS
YANG £ 2 — V4 %A LET,

RFC 7951 THREINT-EDOT V7 4 v 7 A, YANG TV a2 — VA4 EHHALET,

HEOT VT 4w 7 A, BIRINTZRR T VT 4 v 7 AOLFIZEMOFEEZ T EH A,
WIZ, RFC 7951 CHRESINIZEOT V7 4 v 7 AW ZRLET,

val {
json_ietf val:"{
"openconfig-interfaces:config": {
“openconfig-interfaces:description":
“DESCRIPTION”

po
}

RFC 7951 THRE SN L4BIZEM TV 7 4 v 7 ZXd, YANG EV =2— VA HHEHAL T,
T zIX, V=T Ry 7 4 H—T = A A~D openconfig /N A[FIRD X 912720 £,

/openconfig-interfaces:interfaces/interface [name=Loopbacklll]/

WOFNX, RFC 7951 O RTZERIFEEZHEH L7z gNMI N2 Z R L TVWET,

path {
origin: “rfc7951"
elem {
name: "openconfig-interface:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

openconfig : /XA L7 4 v 7 A%EH LEH A, ZILHIT openconfig ET /LD /XA T
DHERTEET,

openconfig A HTZEM 7' L 7 ¢ v 7 ZOEEIX, 1550 F 72134 BTZERINFEE S LTV
GEERLTY, LexIE, V=TT A H—T = A A~ openconfig /S A (TR D X
P e

/interfaces/interface [name=Loopbackll1l]/

WOBENL, openconfig 4 RIZERIFEE A H L7z gNMI N A Z R L CVET,

path {
origin: “openconfig"
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
72 : openconfig 'L 7 4 v 7 ALFELTY, TNUNBT 74/ ETT,

e S

WOBNL, 22D openconfig A HTZEMFRE A M L7z gNMI /S22 7R L TWET,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"

}
}
}

Z Z T, Cisco IOS XE Gibraltar 16.10.1 XV FiDO Y V—RATHEAINDE/NA TVLT 4 v 7 A
IZOWTEB L E T,

TITE, R T LT 4 v 7 AT, YANG BV 2 — LERTERIN TS YANG £ a—
NIV T 4w 7 AEFERLET, X V=TT A H—T = A A~D openconfig
IRAFIRD X D720 9,

/oc-if:interfaces/interface [name=Loopbackll11]/

WROBNL, RO ATZERFEE 2 MM L7z gNMI N2 &R L TVET,

path {
origin: “legacy"
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

gNMIOD A )L EA—F

eNMI 7' ka2 Lid, Get RADT ANV RKA— REHHR—FLTWET, ik, BE0EHR
o BEEDTDITNANTY ANV R — REFHT5H8ETT, ZhbDOU AL RI—F
I, AX—~NORRESNTY TV —IZH LT X TOHEKZEL R LET,
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dem|IERTH Y, xPath ND | LFORIOETT, elem L gNMI NATHEH T E9, 7=
EZR, elem&AERELTATA NV NI — ROMEIF, VANV KRD—FRA L F—T AR
ZEL, TRTOA L Z—T oA A LTHRRENDLZ EZBICEW®WLET,

T A v R — RIZIZREERAG L BRI D 25D X 4 THRH Y, EHL5 L4 HR— S THET,
Get SAE, WA UL NV RI—ROTRTCOXA T LAEDEEYHR—FLET,

cHEERAN U AL R — R Zibid, EHEY Y —HNOEFEDY 2 M2 REHELET, KR
RUAN K= R, VA MOERIZF—EPEE SN T ARWGEEICHELLET,

RIZ, NADBERIR T AV NI — ROFlZRLES, ZOUANVRI—RiE T/31 A
WZHDHTXTDA L Z—T oA ZADFHAZRL ET,
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "config"
}
elem {
name: "description"

}
}

« BURIIZR U AV R — K @ FRROfREIC & - TR CHREZ 1R L £ 7,
c NMAFRALETLTF—HONTNNCT A2 Y X7 (%) ZHEELET,

WIZ, WADT ARV AT IA VK= Rex—4¢ L FERATI2HERLET, =
DIANKEA—FRIE, TARZHEZTRITOAS v H—T = A ZADOFHHERLET,

path {

elem {
name:

}

elem {
name:
key {
key: "name"

value: "*"

}

}

"interfaces"

"interface"

elem {
name: “config"
}
elem {
name: "description"
}
}
WIZ, WADT ALY AT TA)NRI— Ra" 24 LTERT 62 R~LEST, 2
DT A v K7 — KiX, Loopbacklll A % —7 = A A CTHEAFHRER T X COHEFEDOH
Bzl ET,
path {
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}

elem {
name: "*"
}
elem {
name: "description"

}
}

o FFA L LTHEMES (L) EREZEo s N EREELET, 2o DTU AL Rh—
RiX, "ANOEBOBERITERTXET,

I, RADEWESZTIANRI—FOBEZRLET, ZOTUA LRI —R
1%, /interfaces Bt N CEMAF[RE/R T X TOMBHAT 4 — /L FEZIRLET,

path {
elem {
name: "interfaces"
}
elem {
name: "...
}
elem {
name: "description"
}
}

WIZ, BEBRA72 T A )V R — K& L 72 GetRequest Dl 7R L £, Z D GetRequest I,
FRAAZHDHTXITOA »H—T = A AD oper-status &K L £7°,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}y
type: 0,

encoding: 4
I, BB 72 DU AV K1 — R&AflH L 72 GetResponse Dl &~ LE T,

notification {
timestamp: 1520627877608777450
update {
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path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"FortyGigabitEthernetl/1/1\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json ietf val: "\"LOWER LAYER DOWN\""
}
}I

<snip>
</snip>
update {
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"VlanI\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"DOWN\""
}
}
}

SR TE DKL

gNMI #E DK GALEEREIZ X W . gNMI SetRequest RPC (2 & » TITHON =9 X TDOIEH 72 ik &
BEMR, T ZOHFEEIZ OREITRFFIND L OICRD 9, ZOMRENEANSIDHA]
X, eNMIBREXTNA ZADFATar 7 4 X alb—va VIREFESTWELE, £/, £
% writememory =~ > K % 721X SaveConfig NETCONF RPC DFATIZ L » TIRIFESNTHNEL
7o
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FITA 74 X2l —2a DT RTOEEL, gNMI LIS OMEIZ L > TERE ST —#
TH->TH, SetRequestRPCRFITEINDEAX— T v a7 4 F¥alb—alilsy—H
PERIESNET,

ZOWRRIZT 7 ANV P THEIITHY . BT HZ LITTEEEA,

gNMI 2 —H5E £ /R — FIC Kk BER5E

a—Fa g AR, 2—FL, BEXUOVSR T — L, £ gNMIRPC TA X F—4% & L TKR
PRt L ET, Wiz, 22—V HERRT— REFHT 5 7L gNMIFERERPC 2~ L £ 77,

metadata = [ ('username', 'admin'), ('password',6 'lab')]
cap_request = gnmi_ pb2.CapabilityRequest ()

# pass metadata to the gnmi pb2 grpc.gNMIStub object
secure_stub.Capabilities(cap request, metadata=metadata)

GNMIDIS— A yt—

TT=NRAETDH L NMIFHANRTT — Ay —VZ2RLET, ROEZ T a TR
eNMI =7 — X vt —T %N DAvR LET,

WIZ, NAPERRGEICRRENDLGT T — A v =02 R L £,

gNMI Error Response:
<_Rendezvous of RPC that terminated with (StatusCode.TERMINATED,
An error occurred while parsing provided xpath: unknown tag:
“someinvalidxpath" Additional information: badly formatted or nonexistent path)>

WIT, HEREEE T —DPRELEGARICERINDITT— Ay —VOBl2RLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.UNIMPLEMENTED,
Requested encoding "ASCII" not supported)>

W, T—2ERNEOLRIIFERINLGTT— Ayt —VOflZRLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.NOT_ FOUND,
Empty set returned for path "/oc-if:interfaces/noinfohere")>

gNMI 70 FaLEZBIZT H5E

gNMI 7' & | 2L Z N 5121E, IROFIEZFATLE T,

1. gNMIZ A4 7> &, BiER (CA) IZL > TEA SNTZT A A —#HOFERE % 1
’#Zbij‘o
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. Linux T® OpenSSL % {& /A L f-3EFAE DIERK

1. Linux T OpenSSL #fi ffl L CREFIEZ1ER L 7,

2. THAARAGERAFEZA A =L LET,

3. T/A ATgNMI Zi%E L £,

4. gNMI AN > THWTEITINTNDNE I et LET,

2. FIOFIETHRELIZZ T4 7> biEHEL L— FEHEZMEH L TgNMI Z A 7> b %
VL ET,

Linux T® OpenSSL Z{£ A L F=3EBAZ D 1ERL

AEAEL T A RARA V ME, X 2T gNMI = 2O BN BT,
WIZ, Linux ¥ 3> T OpenSSL Zf#i [l L CREIEZ{ERT 2612 R L £,

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr
openssl x509 -reqg -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
device.crt -sha256

openssl pkcsl2 -export -out mycert.pfx -inkey device.key -in device.crt -certfile
rootCA.pem -aesl28

Enter Export Password:cisco

Verifying - Enter Export Password:cisco

# Setting up client cert and key

openssl genrsa -out client.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=gnmi_client -new -key client.key -out client.csr
openssl x509 -reqg -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256

CLIIZKZT/INA AANDEEHEDA VA F—JL

WROBNL, T AGEAEE A A M= 5 5iEEZRLTOET,

# Send:

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # crypto pki trustpoint trustpointl

Device (ca-trustpoint) # revocation-check none

Device (ca-trustpoint)# crypto pki import AESTEST pkcsl2 bootflash:mycert.pfx password
cisco

% Importing pkcsl2...

Source filename [mycert.pfx]?

Reading file from bootflash:mycert.pfx

CRYPTO PKI: Imported PKCS12 file successfully.

Device (config) #
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X7 E— FTOgNMI OEZE
Y

GE) ZDOH A7 X, CiscoI0S XE Amsterdam 17.3.1 LIED Y UV — Rz H S E 1,

[Day Zero setup] C. HINIT A A% F 2T T— R THZLTHE, T3 A &85
WL, BxX a7 E—REFEMICLET, /X227 E— R TgNxl ZE1E79521%, nognxi
server av 2 REMHLET,

GE)  gNxIFFtEF a7 —NetFaT7H— NIT7 S AL TRRHZEITTEET,

GE)  gnxi 2~ RiZ, gNMIB LU gRPC Xy b —J#fEAS o H—T = A X (gNOI) #—ERAD
WA SN E T, gNxI Y —/Li, gNMIBEL U gNOI 71 harvaiHd 5%y hU—7
BERY—LDalL s g T,

FIEDHE
1. enable
2. configureterminal
3. ognxi
4. gnxi server
5. gnxi port port-number
6. end
7. show gnxi state
F gD FEH
F&E
ARV FFEREET7OVa Y B#
AT 71 |enable Rt EXEC E— RE BT LET,
fil e NMAT— R AN LET (ERInHE) .
Device> enable
AT w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : Li‘g‘o

Device# configure terminal
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EFLEBBEIOIS5TEY T4 |

ARV RFERETIVa Y

B8

AT 73| gnXi gNxl 7ut A& E L £,
f5
Device (config) # gnxi

AT 74 |gnxi server gNxl ="z It X2 7E— FTHEMILET,
fl
Device (config) # gnxi server

A7y 75 |gnxi port port-number Vv A% gNxl R— hEFRELET,
il - « T 74V FDOHEF 2T gNxI A— T 50052
(Optional) Device (config)# gnxi port 50000 TTTfO

27w 76 |end Ja—sL ar7 4 Xalb—vay B RERT
Bl - L. it EXEC E— FIZRE Y £,
Device (config) # end

R T 71 |show gnxi state eNxI £V F—T = AD AT —H ANFRENE

1

Device# show gnxi state

#‘O

X217 E— FTOgNMI OFIE

FIRDHE

\}

G¥)

ZDHZ AZ L. CiscolOS XE Amsterdam 17.3.1 LABEDO Y U — R Z@H S £ 97,

T X 27— KT gNxl 24519 221X, nognxi secure-server =~ > R&2MH L £,

\ )

(B gNxIFtxaT7 ="t F a7V — LT A A ECRHZEITTEET,

“

GE)  gnxi 2~ NiE, gNMIB LW gRPC Ry N —Z7#EAS & —T7 =24 X (gNOI) H—ERAD
WA SN ET, gNxI Y —/LiE, gNMIBEL U gNOI 71 havafiHd 5%y hU—7
FBHAY—AOalL g TY,

1. enable

2. configureterminal
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%27 =— koo oat [

3. ognxi
4. gnxi secure-trustpoint trustpoint-name
5. gnxi secure-server
6. gnxi secure-client-auth
7. gnxi secure-port
8. end
9. show gnxi state
FlED
FE
AU RFERET7TIVa Y B#)
A5 71 |enable Rt EXEC E— R HC L E T,
f5 e NMAU—RZANLET (FERINHGH) .
Device> enable
AT 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— REELG
15“ : L/i‘g‘o
Device# configure terminal
AT w73 |gnxi gNxl 7ot 2 Z#E L £,
{5
Device (config) # gnxi
ZFw 7 4 | gnxi secure-trustpoint trustpoint-name eNxI D3REREICAEM 2 T A bAoA o b LREE
. ty MEEELET,
i
Device (config) # gnxi secure-trustpoint trustpointl
R T 75| gnxi secure-server gNXl B— &t X a7 E— FTHMILET,
1
Device (config)# gnxi secure-server
R T 7 6 | gnxi secure-client-auth (FEE) gNxI7mtE2iE, L— FFEHZE LA LT
i - 74T v MERAELRIAEL £7,
Device (config)# gnxi secure-client-auth
AT 77| gnxi secure-port (EE) Vo AT NI R— hEBEELET,
1 : « T 7 F ) b DOEF 2T gNxIAR— ME9339TT,
Device (config) # gnxi secure-port
AFw 78 |end rua—)L ar7 4X¥al— gy B— REKT
Bl - L. % EXEC E— FIZREY £7,

Device (config) # end
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B owissq7e roms

ARV RFERFTIVaY =)

ATvT9

show gnxi state gNXI b —R"DRAT —Z 2% RKRLET,

1 -

Device# show gnxi state

i
Iz, show gnxi state =~ > RO B Z R L ET,

Device# show gnxi state

State Status

Enabled Up

gNMI & S5 14 7 > b D&k

VBNCRE L7 9A T > FiEHEL LV — FEHEAHEHA L TgNMI 7 74 7> bR S
£,

WIZ, Python ZfEH LT gNMI 7 74 7 > N a8+ 562~ LET,

# gRPC Must be compiled in local dir under path below:

>>> import sys

>>> sys.path.insert (0, "reference/rpc/gnmi/")

>>> import grpc

>>> import gnmi_ pb2

>>> import gnmi_pb2 grpc

>>> gnmi_dir = '/path/to/where/openssl/creds/were/generated/'

# Certs must be read in as bytes

>>> with open(gnmi dir + 'rootCA.pem', 'rb') as f:
>>> ca_cert = f.read()

>>> with open(gnmi dir + 'client.crt', 'rb') as f:
>>> client cert = f.read()

>>> with open(gnmi dir + 'client.key', 'rb') as f:
>>> client key = f.read()

# Create credentials object
>>> credentials = grpc.ssl channel credentials(root certificates=ca_cert,
private key=client key, certificate chain=client cert)

# Create a secure channel:

# Default port is 9339, can be changed on ios device with 'gnxi secure-port ####'
>>> port = 9339

>>> host = <HOSTNAME FQDN>

>>> secure_channel = grpc.secure_channel ("%$s:%d" % (host, port), credentials)

# Create secure stub:
>>> secure_stub = gnmi_pb2 grpc.gNMIStub (secure channel)

# Done! Let's test to make sure it works:
>>> secure_stub.Capabilities(gnmi_pb2.CapabilityRequest())
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supported models {

<snip>

}

supported encodings: <snip>
gNMI_version: "0.4.0"

gNMI 7’0 k2 )LD EETEH

Bl : X217 E— FTOgNMI OEHIE
A

GE) Z OIX Cisco I0S XE Amsterdam 17.3.1 AFED )V — R C@EHA S £9,

WIT, gNXI =R Z X aT7E— FRCHEMCT D02 R LET,

Device> enable

Device# configure terminal

Device (config) # gnxi

Device (config) # gnxi server

Device (config) # gnxi port 50000 <The default port is 50052.>
Device (config) # end

Device#

Bl . 27 E— FTOgNMI DFEZNIE
\)

GE) = OflIX Cisco IOS XE Amsterdam 17.3.1 LIED VU U — 2 @A SN E T,

WIZ, gNXI =Rt F o T7E— N THEMCTE0 2R LET,

Device> enable

Device# configure terminal

Device (config) # gnxi

Device (config) # gnxi secure-trustpoint trustpointl

( )
Device (config) # gnxi secure-server
Device (config) # gnxi secure-client-auth
Device (config) # gnxi secure-port 50001 <The default port is 9339.>
Device (config) # end
Device#
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B owioororomeaay

gNMI 7’0 k3 )LDOEEEH

EEEH

EhEEE YZaT7I AL L

DevNet https://developer.cisco.com/site/ios-xe/

gNMI https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

gNMI /3% | https:/github.com/openconfig/reference/blob/master/rpc/gnmi/
v o—5 ¢ |gnmi-path-conventions.md

7
ZEESKXURFC

Z A4 /RFC 24 kL

RFC 7951 YANG CTET/MULENTZT—H D JSON = a—F 7

SRAADTYHY ZHIL YR—

FiEA >y

S Z2aDYR— N WebH A F T, YRl T 7 2 r — | http://www.cisco.comy/support
BT M7 TNy a—T 4 U ZICBETWZET 5 L 51T,
YA T ARV =N EIF LD ETOEERA T ) Y — A%
AL T ET,

BEOWORGOE X 2 U 7 4 FHFERSCEME R AFT 57201
Cisco Notification Service (Field Notice 7> 7 27 &£ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
T4 — RO —ERITMATEET,

VAIADYIR—F Web VA FDY—)UIZT 7 AT BHERIT
Cisco.com D —H ID B LA T — RNRMECTT,

gNMI 70 + O )L DH#EEETEHR

WORIZ, ZOFY2— /LTl LI-HERICET 2V Y —2AfE#E2 R~ LET, ZORIE V7
=7 UU—A P A U TEHEEOTR— IR EAINZLEEZOY T =T VY —RE
FERLTWET, TOKEIZ. FRTW o R0V RY . ZRUEO—HEDY 7 v =7V ) —
ATHYR—FEInET,
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| EFLBBHRITOTIS<EY T4
gNMI 70 + 0L DH#EETER .

Ty R T A —LADOYR—FBLRN A YT T =27 A A—VOWR— MIBET 2 EREBR
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,
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£ 19:gNMI 70 kO )LD#EEIEER

EFLEHETOSS5TEY T4 |

HaE

iy

1y—2

HEEE®

gNMI 7’1 | =21

Cisco I0S XE Fuji 16.8.1a

Z ORETIX, gNMI OfRE & GET &
JOVSET RPC Z ] L 7= &7 /VERE)RY
DOFRTE EEHT — X OBUFIZ OV TR
HLET,

ZOMEEIX. ROT Ty T F—AIT
FEINTWE LT,

» Cisco Catalyst 9300 ' U — X A A

a:.
« Cisco Catalyst 9400 > U — X XA
9:.
» Cisco Catalyst 9500 3 U — X A A v
%
Cisco IOS XE Gibraltar Cisco 10S XE Gibraltar 16.10.1 Ti%., =
16.10.1 DFEBEIL Cisco Catalyst 9500 /1 3
Th =< ALY =R AL v F|TELE
SNhTWE L,
Cisco IOS XE Gibraltar Cisco 10S XE Gibraltar 16.11.1 Tix, =
16.11.1 DOHEREIT Cisco Catalyst 9600 < V) — X %
A v FICEEINLTWE LT,

Cisco IOS XE Gibraltar Z OFEREIZ. Cisco 10S XE Gibraltar
16.12.1 16.12.1 TIROT T v b7 4 — LITHEE
SNFE L,

« Cisco Catalyst 9200 33 J2 Tf 9200L >
U= 2A vF
* Cisco Catalyst 9300L SKU
¢ CiscocBR-8 = X— R 7 m— R
N R —H
Cisco IOS XE Amsterdam
17.1.1
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gNMI 7’0 k3 )L DHRETE R .

3
b
R

J1)—x HRETHRER

RElR

Z OEREIL. Cisco I0S XE Amsterdam
1711 TRDOT T v N7+ — LT HEEE
nFE L7,

* CiscoASR900 > U — X 7 7' ' —
Yarh—rRx —4
* CiscoASR920 >V — X 7 7' /f'—
varyh—evR L—H
* Cisco Network Convergence System

520 Y —X

* Cisco Network Convergence System
4200 > U — X

Cisco IOS XE Amsterdam | = »#§fEIT, Cisco IOS XE Amsterdam

17.2.1r 17.2.1r T. Cisco ASR 1000 > U —X 7
TV =g v =R — T
ShE LT,

Cisco IOS XE Cupertino | Cisco I0S XE Cupertino 17.8.1 T,

17.8.1

DOHEREIZIRD T T v b 7 % — AT F4E
INF L,

* Cisco Catalyst 9800-CL 7 1 ¥ L A
arvhe—7

« Cisco Catalyst9800-40 U 1 ¥ L A =
v ha—Z

* Cisco Catalyst 9800-80 V 1 -7 L 2 =
vVha—7

gNMI = —H4, & 732 7 — | Cisco I0S XE Gibraltar

2— 4 L SR T — NI K 5 RERERERE
Riz & % %% te.2.1

HMeNMI 7’1 |k LB S E LTz,
ZOBRIEL., gNMIZHAR— 353X
TOHOIOSXEZ' 7 v 7 4 — L THAR—
FEIET,
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ETFLBHEIOSS5IEY T4 |

HEEER 1)1)—=R HREER
gNMI 3% & D K Al Cisco I0S XE Amsterdam | gNMI SetRequest RPC% /1 L CiTiL7z
17.3.1 TRTCOEFERBRELHRIT, 7/31 X
OFFEER bRFFSNET, Z O
X, ROT T v b7+ —HIZFEESN
TWE LT,
» Cisco Catalyst 9200 & U — X A A
?
* Cisco Catalyst 9300 ' U — X A A v
?;
» Cisco Catalyst 9400 >V — X XA v
a:.
» Cisco Catalyst 9500 >V — & XA v
%.
» Cisco Catalyst 9600 3 U — X A A v
%
gNOI ZEI =D& P Cisco IOS XE Amsterdam | gNOIFEFEOEF Y — " 2%, RPC %
17.3.1

BHLLC, AV A P—L, O—F— 7
v, AEAFEORG., GEAFEOLRZ, B
FORERAEEA R OAERZI TV ET,
ZDEERRIE. DT T v N7 F— AT
EIHEINTWE LT,

» Cisco Catalyst 9200 >V — & XA v
a:.

» Cisco Catalyst 9300 3 U — X A A v
%

» Cisco Catalyst 9400 3 U — X A A v
%

* Cisco Catalyst 9500 > U — X XA v
.a:.

* Cisco Catalyst 9600 > U — X A A v
.a:_
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gNMI 7’0 k3 )L DHRETE R .

HEEA )1)—Xx B EETEER
BT E FRY X R Cisco I0S XE Cupertino
17.9.1
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EFLEHETOSS5TEY T4 |

HRES J1)—x

HEEER

L& Y A MEREDEAIZL Y,
TINA ADEFD AAARTEEEFT D
e BREB X UFFRNICH A X A
FRY A NG EFEATEET, 2ok
REDNEASINDENL, T 74V DK
KV A MDA HR—FINTWEL
72o FEABIZOWTIX, [NETCONF 7’1
Fav) OEESZRLTIIZIN,

ZOMEREIX, RDOT' T > N7 F— AT
FEINTWE L,
« Cisco 1000 >V —X #—E R H
R — &
* Cisco 4000 'V — X #— b A5
B —z
e CiscoASR900 > ) — X 7 7' U ' —
varyh—rvRAL—H
e CiscoASRQ20 > ) —X 7 7' U if—
vary P—ER L—H
* Cisco ASR 1000 7 7'V //'— 3
P—E R J—F
* Cisco Catalyst 8200 > U — A = v ¥
7F v N7 — A
* Cisco Catalyst 8300 >’ U — A = v ¥
7Z v T — A
» Cisco Catalyst 8500 ' J — XL L
8500L >V —R vy 77w b

7 F— A

» Cisco Catalyst 9200 ' U — X A A v
a’_

» Cisco Catalyst 9300 > U — X A A v
%

» Cisco Catalyst 9400 > U — X A A
9:

» Cisco Catalyst 9500 & U — X A A v
9:

» Cisco Catalyst 9600 * U — X A A
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gNMI 70 + 0L DH#EETER .

i3
b
i

J1)y—=x HRETHRER
ﬁ:

» Cisco Catalyst 9800 ' U — X U A1 ¥
VA ayhe—7

* Cisco Cloud Services Router 1000V 2~
J—x

* Cisco Network Convergence System
520 U —X

* Cisco Network Convergence System
4200 > U —X
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gRPC =y T — VA2 —D 4 X

Google ) E— h7'mv—Y % 23—/ (gRPC) K v NV —Z7#fEA 5 —T 2 X (gNOD) &
—HOvA 7 —ERATHY, TNEND—HOBIEICKHE L TWET, ZOEY 22—/ T
X, PAR—FESN TS gNOI —ERIZHOWTH L ET,

«gRPC X MU — VA L 2 —T7 = A ZICETH1E®R (289 2X—2)

« gRPC X N — 7 A v 2 —7 = A4 ZIZBT 28001 #H (307 ~<—)

« gRPC % v N — A 2 —7 = A ZADHEREN . (308 ~<—7)

gRPC v F T —DiEA U2 —T 24 XICEHT 5 I1FH

gNOl 7O ~kaJL

gNOIL X, *v hU—2F A 2 L THfEa~y RE2FETT 57200 gRPC X—AD~ A 7 1
P—t Rty FEEHRLET, gNMIV—ERE, REEH, BIEREOTREG, BXUOAX MY —
RVITTUVARNIICE DA VY T =2 IUEOIMEZ ER L E T, gNOI TiL, 7354 AR+
K= br T2 - ADOHERMATEET, gNOlIE, OSA v A =AY —ERXEHR—-hLZE
o

gNOl /T, = —VRGEOF I )b THEHATEES, =— %muif7jwa$4ﬁ~
TR > TWET, gnxi secure-paSSNord -auth =< > R H L T2 —WRdGEE2 A 20

7", OpenConfig &7 /WIZ L 52— —FRAED A ZNIZ- DUV TIL, https:/github. com/YangModels/
yang/blob/master/vendor/cisco/xe/1751/openconfig-system-management.yangz 2 L T< 72 &30,

gNOI 7w b =uid, IROEEZ YR —FLET,
« REPAE OB B
« 7= ARNT T
*OSA VA b—LP—ER

» factory-reset — £ &
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Install RPC

SERHEE Y — B X T, #1012 2 DD EZE/ RPC, Install & Rotate =7 AR — M I E
T, ZHHDRPCIZFNENH LWGEHED A VA b —/L & T 2 LOEFEOFEAED 0 —
T—va i EINET,

AFAEE B — B A Tk, RO RPC BHHR—hENTHET,
e Install : GERAEA A A b=V LET, T XCTOGERAEIL, GEAEIDIC L > T—EIZ735]
SNFET, FEE ID IFCFHITT,
* Rotate : BEFOFEAEA e —FT —a v LET,
» RevokeCertificates : 1 DLL EDFEBAELZIVHE L 7,
» GetCertificates : X CTOFFAEZ RS L £,
* CanGenerateCSR : 7 /34 ANGEEZE S BoR (CSR) AR TEX L0 E I NERALE
@—O
AR D RPCIZ & » THER S Lz 8T R A > b EREFAEIL, AA v T A — =B LT A
AADY 7= MeEbRFF SN ET,
W, FEAEEHY —EROEZOME R LET,
service CertificateManagement ({
rpc Install (stream InstallCertificateRequest)
returns (stream InstallCertificateResponse);

rpc Rotate (stream RotateCertificateRequest)
returns (stream RotateCertificateResponse) ;

rpc RevokeCertificates (RevokeCertificateRequest)
returns (RevokeCertificateResponse);

rpc GetCertificates (GetCertificateRequest)
returns (GetCertificateResponse);

rpc CanGenerateCSR (CanGenerateCSRRequest)
returns (CanGenerateCSRResponse) ;

}

Install RPC |Z, $r LW CSR BRAZ/ERR LT, #H LWIEHAEZ T A ZZEBMLET, FHLwv
FERAENT, TN ROF LWGERAE ID ICBEEAM T b E T, T35 A E S NTZEREID
ERIOMAFOEAZEN S 554, BIEXRKR L ET,

Install RPC (%, M A A hU—=3 27 RPC T, AJ) (InstallCertificateRequest) & 7]
(IntsallCertificateResponse) 23H VD, EHHHA MY —I 7 TT, A MY —Lnflrsinsd
D TREZADONTUNDAT v IPRRET DL, T RIER 2 —A Ry 7 LET,

KIZ, InstallRPC DEFTE A v —T OB Z R L ET,
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rpc Install(stream InstallCertificateRequest)
returns (stream InstallCertificateResponse);

// Request messages to install new certificates on the target.
message InstallCertificateRequest {
// Request Messages.
oneof install request {
GenerateCSRRequest generate csr = 1;
LoadCertificateRequest load certificate = 2;
}
}
// Request to generate the CSR.
message GenerateCSRRequest {
// Parameters for creating a CSR.
CSRParams csr_params = 1;
// The certificate id with which this CSR will be associated. The target
// configuration should bind an entity which wants to use a certificate to
// the certificate id it should use.
string certificate id = 2;
}
// Parameters to be used when generating a Certificate Signing Request.
message CSRParams {
// The type of certificate which will be associated for this CSR.
CertificateType type = 1;

// Minimum size of the key to be used by the target when generating a
// public/private key pair.
uint32 min_key size = 2;

// 1f provided, the target must use the provided key type. If the target

// cannot use the algorithm specified in the key type, it should cancel the
// stream with an Unimplemented error.

KeyType key type = 3;

// --- common set of parameters applicable for any type of certificate --- //
string common name = 4; // e.g "device.corp.google.com"

string country = 5; // e.g "us"

string state = 6; // e.g "CA"

string city = 7; // e.g "Mountain View"

string organization = 8; // e.g "Google"

string organizational unit = 9; // e.g "Security"

string ip address = 10;

string email id = 11;

}

// A certificate.

message Certificate {
// Type of certificate.
CertificateType type = 1;

// Actual certificate.

// The exact encoding depends upon the type of certificate.
// for X509, this should be a PEM encoded Certificate.
bytes certificate = 2;

message LoadCertificateRequest {
// The certificate to be Loaded on the target.
Certificate certificate = 1;

// The key pair to be used with the certificate. This is provided in the event
// that the target cannot generate a CSR (and the corresponding public/private
// keys).

KeyPair key pair = 2;
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// Certificate Id of the above certificate. This is to be provided only when
// there is an externally generated key pair.
string certificate id = 3;

// Optional pool of CA certificates to be used for authenticating the client.
repeated Certificate ca_certificate = 4;

}

// A message representing a pair of public/private keys.
message KeyPair ({

bytes private key = 1;

bytes public _key = 2;
}

// Response Messages from the target for the InstallCertificateRequest.
message InstallCertificateResponse {
// Response messages.
oneof install response {
GenerateCSRResponse generated csr = 1;
LoadCertificateResponse load certificate = 2;

// GenerateCSRResponse contains the CSR associated with the Certificate ID
// supplied in the GenerateCSRRequest. When a Certificate is subsequently
// installed on the target in the same streaming RPC session, it must be
// associated to that Certificate ID.

// An Unimplemented error will be returned if the target cannot generate a CSR
// as per the request. In this case, the caller must generate its own key pair.
message GenerateCSRResponse {

CSR csr = 1;
}

// A Certificate Signing Request.
message CSR {
// Type of certificate.
CertificateType type = 1;

// Bytes representing the CSR.

// The exact encoding depends upon the type of certificate requested.

// for X509: This should be the PEM encoded CSR.

bytes csr = 2;
}
2= NTNAL ANREE L, gNOL BT 7 4L MIRRBIZ/A b &, a2 br—F ($— K3—
T 4 OFELE) T InstallRPC ZEH LT, FBFEF (CA) ([ZXk» TEHS SNIERFEZ A A b —
NLUET, GEFET, FEAFEDICL > TR SNET, 20D, AF—A 77
ART77Fx (PKID) HETHKFIARMKRA U ME LTSN ES, BEFOIEHFID #£F2
AEAELZ A A R—=V LIS ET DL, A A F—TERIL £,

DT 7 a TR, T, AL 5> TCSR BAERENS FEICONTHHALET,

1. 734 R, Install RPC ZfH L CHOBAGEHAELZ AR L ET, Kbt —F (72X
eNMI OF 7 4/ MIREE) TlX, 2 e —J 3% —7 v T A R Lo TR SN
SFHEAZBREIELARWVWED, 3 b —F 3 0HEO A —2MEL LEYA, N
X, T 74/ FOIREETT,

2. Ay ha—FFT /31 AT CSR DAEMAZER L, CSR % CA IZE[fF L. CAMNDELREN
EERELET,
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Rotate RPC

Rotate RPC .

3. EBAIFHENR., FHEOBLIHEHAIND CATEHES L BT NA RTA VA F—LE
NET, CAREBHEIL ca_certificates /N R/VICTFE L, T3 AGEAEZ A > A h—/LF
% 7= 812 PKI NBER LE7,

4, gNMI 72 1FZgNOI P —E A%, FrbeYa=r 7 E&RREEICR-72, HiL{A A b—
NENTFEEFE AN L CHEER) L £,

RotateRPC IZ L W BEFOGEENERH SN E T, ZHET TIA VA b= SN TV HREHE
T, FEPARNELS A A F—LENTWARNES . Rotate RPCITRK L ET, EHINLTW
RWVEEBHEIR —T — v a U TEETH, 7 94T MIENET A RTEERA,

&IZ. Rotate RPC DEFDHFIZ R L ET,

rpc Rotate (stream RotateCertificateRequest)
returns (stream RotateCertificateResponse);

// Request messages to rotate existing certificates on the target.
message RotateCertificateRequest {
// Request Messages.
oneof rotate request {
GenerateCSRRequest generate csr = 1;
LoadCertificateRequest load certificate = 2;
FinalizeRequest finalize rotation = 3;
}
}

// A Finalize message is sent to the target to confirm the Rotation of

// the certificate and that the certificate should not be rolled back when

// the RPC concludes. The certificate must be rolled back if the target returns
// an error after receiving a Finalize message.

message FinalizeRequest {

}

message RotateCertificateResponse {
// Response messages.
oneof rotate response {
GenerateCSRResponse generated csr = 1;
LoadCertificateResponse load certificate = 2;
}
}

Rotate RPC [T, YR 5 T Install RPC & E72p 0 £9°,

«PKIE (B— Xy 7 OHMT) FILWVGEHELZ A VA h—L9 25 & X2, HWVGEHEL
CAFIHAEZRGEEZRE I v v 2 THLERHY 7,

ey ba—F X LW A ER L. BHSNIGEENEETIZNE I DET A L,
B LS a 3 Eo e —F —2 a VA =T LET,
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ZDORPCIE, FFAZID IZE > T—EITHNEIND 1 DU EOGEHELS LG ST E DI A
INFT, EHEEZRGIED L, T D BT A MARA 2 M3 CiscolOS XE D% E D 5 HllR
SNFET, METDHRTAMKRA Y PRBEFEH SN TWDEE, ERIL N T A RRA IR

FELRWEEIE, BEAEFEO KRR 2 /TiEMERH Y £,

RevokeCertificate RPC Tl FEAZFED KRNI T 556 b RWT 256 06H0 £3, #—7 >
T AT, RONFHARHIBREIETT, CAICKDFEBRORNIZ T4 7 MTkoT
ITonET, 7747 MBMERFOREAEZ K S ET7256 . H LRI R L £33,

BEfF OB I B L T EE A,
IZ. RevokeCertificate RPC Oz xR L E 7,

// An RPC to revoke specific certificates.

// If a certificate is not present on the target, the request should silently
// succeed. Revoking a certificate should render the existing certificate

// unusable by any endpoints.
rpc RevokeCertificates (RevokeCertificatesRequest)
returns (RevokeCertificatesResponse);

message RevokeCertificatesRequest {
// Certificates to revoke.
repeated string certificate id = 1;

}

message RevokeCertificatesResponse {
// List of certificates successfully revoked.
repeated string revoked certificate id = 1;

// List of errors why certain certificates could not be revoked.
repeated CertificateRevocationError certificate revocation_error = 2;

}

// An error message indicating why a certificate id could not be revoked.

message CertificateRevocationError
string certificate_id = 1;
string error message = 2;

}

ZDORPCITTRTOFHEID #REL £,
7 T VI T DINEITIE, ROEERPEENFET,

AEPFE ID TR S 5 9T OREAE OREH EFH R,

s TOMEAEERMAT A U RARA b (b, T—FURE) DU AR,

A\
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CanGenerateCSR RPC .

\)

GE)  JEZ&ITIX ca certificate /N> R/WITE FNEH AL

RIZ. GetCertificate RPC Oz~ LFEJ,

// An RPC to get the certificates on the target.
rpc GetCertificates (GetCertificatesRequest) returns (GetCertificatesResponse);

// The request to query all the certificates on the target.
message GetCertificatesRequest {

}

// Response from the target about the certificates that exist on the target what
// what is using them.
message GetCertificatesResponse {

repeated CertificateInfo certificate info = 1;

}

message CertificateInfo {
string certificate id = 1;
Certificate certificate = 2;

// List of endpoints using this certificate.

repeated Endpoint endpoints = 3;

// System modification time when the certificate was installed/rotated in
// nanoseconds since epoch.
int64 modification time = 4;

}

// An endpoint represents an entity on the target which can use a certificate.
message Endpoint {
// Type of endpoint that can use a cert. This list is to be extended based on
// conversation with vendors.
enum Type {
EP_UNSPECIFIED = 0;
EP_IPSEC_TUNNEL = 1;
EP_DAEMON = 2;
}
Type type = 1;

// Human readable identifier for an endpoint.
string endpoint = 2;

CanGenerateCSR RPC

ZDRPCIE, T/A AR EDF—H A7, FEFHEZ A7, BLOF—V 1 XD CSR 45K
TEBIMEIDPERELET, PAR—FEINBF—HF A 7L, Rivest, Shamir. I L ' Adelman
(RSA) T, ¥R — FEINDIEHEY A 71X X509 TT,

Z @ RPC ZRK73 Install RPC O—FF & L CHREICH LWFEAELZ A VA F— /LT 572 DIEK
EINTWDLEGAE, iEHEID BHLNHDOTHY, TXA A LD T 47 4 BN ZOFEHEID
WAL RENTWRWZ E AT AN, ATHERT 20BN DY £7°, BEAFOFEHENGEHE
ID & —ET 556, ZOBERITEKRLET,
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Z @ RPC Z:R7A3, Rotate RPC D— & L CEEFDEAE A —7 — a3 32 L 9 IT/Ek S
NizA., FEHEID N T CIEHAETH DL Z L 2T A ATHRTILENH Y £7°, FE
HEOr—FT—v 3 U CitEO T — REHITT 25,615, B LWGEEZ LR ER L 72 FiE
B ID B EfT T 2 N ERH D £,

RIZ. CanGenerateCSR RPC D il ~ L £ 9,

// An RPC to ask a target if it can generate a Certificate.
rpc CanGenerateCSR (CanGenerateCSRRequest) returns (CanGenerateCSRResponse);

// A request to ask the target if it can generate key pairs.
message CanGenerateCSRRequest {

KeyType key type = 1;

CertificateType certificate type = 2;

uint32 key size = 3;
}

// Algorithm to be used for generation the key pair.
enum KeyType {

// 1 - 500, for known types.

// 501 and onwards for private use.

KT UNKNOWN = 0;

KT RSA = 1;
}

// Types of certificates.
enum CertificateType {
// 1 - 500 for public use.
// 501 onwards for private use.
CT_UNKNOWN = 0;
CT X509 = 1;
}

// Response from the target about whether it can generate a CSR with the given
// parameters.
message CanGenerateCSRResponse {
bool can generate = 4;
}

FHEFRREIX G ARBRETT ., 220 /3—F ¢ BRI BEIZRFEL £ 7, HARGEEZ AT
%IZiX. gnmi-yang secure-peer-verify-trustpoint =~ > R&fH L £, Zoa~r RRAR
W7o TV WA, FREE—E AN gNMI 27 74 7 2 e T XTOBEFED N7 ARA 2 bE
TR FA M=V ORNEIK L THRIEL 7,

MERFEDTZDIZCATEAELY e —T —2 a VT A, 7 7A TV "B X—F v T34 R
_ﬁbwh/hW%ﬁTL TR RVEHIBRT D MLENRHY F9, 7272 L. CAGEREIX
FRGARTF—MZHEIELTEY, FTFA M= AL RIRAICHIGRT A Z LI TEER A,
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SfAEY—EXRIZCKBT— RSV T

gNOIFFHELZ A VA M=V LItk 7= AT v T a2MHLTH—F v b T, AEHE
FITBIELES, =5y b T AT OTEHER2WES . gNOLFEEE Y — b
AEFHLTT—MA NI v FICKVEAEEZ A VA M=V TEET, iEHEOA A —L
%, TN AT X 2T 72 gNOI B £ 7213 gNMI Bfe 2 s T £, o7k Rix, B
FOEX a7 RERZRHEE LTWET,

gNMI 7 — b A b T v 7 E2EGHTT HITIE, gnxi secure-init =2~ REHEHLET,

)

GE)  gNOIGEHFEERY—E AL, 77— A MZ v TORNIA VA M= LT DRERDH ) 7,

gNOI GEI B — B2 IX 2 FEORENRH Y 9, O DORREIX, gNOI—E R L
gNMI #—E 2D THR— kI Exd,

» Default/Encrypted : 7 /34 A E®D gNOI & gNMI X, 7 74 7 > NBRGEELRWVE B4
(T 740 b)) FERELFEHLET, SEHFITREZLE L LEEA, ZORETIE,
eNOLGEEY —ERDHNE —7 >y b T S ZTHMZe D 77,

« Provisioned : /34 Z ED gNOI BEL R gNMI 1L, 7 T4 7 > ML o> THIES iz A
AN —NWEREREEZFER LET, 77472 MIZOEHEZIER L, 7 /34 A XA
ERANT LA LU CGEREEZRGEL ET, 75 AL, HEGRIERANZ /> TV HE5HE
\ZDHT T4 T v MEAEEZREEL £,

0SA >R F—JILYH—ER
OS A LV A=Y —ERF, AR =MD gNOIAPL Z#EFR L E T, OSA &
F—LH—E R, gNOI 7' a2 ha /L THAR— IR TWVET,

IOV —ERE, OSETNNA AL VA P—NTEEDDA L H—T x4 A&RMELET,
KD 3> RPC ZHHR— KL TWET,

eInstall : ZTDORPCIFA A=V AT NS AZHELET, ZNHDA A—=VF, N—V 3
LFHNC L > T—EIZHMENET, ZORPCITingal add =~ > FIZEICTWET, =
TREWVT, A A—UNBRRPCO—EpE LTzt INDZ & TY,

* Activate : =@ RPC {X, RPC ~DASTNO—ITHDHERI N 0S X—Ta %, KEIOD
HREEEFICHERA SN E A=Y a E LTRHREL, TS A2 HESHLET, ZDRPCIL,
install activate 35 & (N install commit =~ > R &R U T,

* Verify : = RPCIZHIFED OS N—V 3 U EHER L E T,

CiscoIOSXE T34 A, Y7 b 2T ARA—=VDOEEIT, f VA M—LE— KRRV R
ET— ROWEFEYHR—FLET,

A ARN—=)LFE— RTIZ, flash: 77 ANV AT LARNICFET A T NI =T R —IDF
nEVa=r 7 A NEREILT, TS RAERETEET, /AP EINTNEE
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B oos oxr—ny—ex

WRor—DISO 77 ANV AT AX, 77 v vamb/b— 77 AN AT A (rootfs) |
EHE~TY L bINET,

A“/ RE— KT, S R (bin) 77 A NVEERLTT A RAZERETEET, Ny r—
VI RN ES S, RAMIZabt—aSnEd, v 7r—YD IS0 7 7 A )V AT L

X, rootfslZ2~¥ 7> FENET, £ A M—LE— RTOEEIE (TELY, N RILE—RT

DOEE)TIX, N ROV A RNZHIET DA ZOEMAEY BMEHSNET,

ROLFVATIE, TAAABNRN FVE—RTEETL LT A v —UNERSTE
RS

o TINA AN, Ny RVE— RTETLTNWDBIEDA A —T CTEREIT 5,
cHLWARA—TE A VA =L T B0, T /3 2T Install RPC 2SBHIE S 5,

TT— AyE—VORERIRLET,

May 11 09:24:15.385 PST: $INSTALL-3-OPERATION ERROR MESSAGE:

Switch 1 R0/0: install engine: Failed to install add package

flash:gNOI iosxe 17.05.01.0.144.1617180620.bin, Error: [2|install add(ERR, )]:
Booted in bundle mode. For Bundle-to-Install mode conversion,

please use one-shot CLI - install add file <> activate commit

TT—RA v —UNERENTH, InstallRPCIZZ T4 7> MIEHEELET, =5 —A v
TR L THMEH Y A, %D Activate RPC 1T B 22 1T FH A, FTLWA A —
VTHEBTHE, T ATA VA ML= RIZRY FT,

\)

GE) ZDOTT—RX o —IlE, TS ABREYPNIA VA B—LT— RTHEITL TWEESITFR RS
NEFA, ZNE. TS AR FLE— RCEEBITIEAICOREY LET,

TRTOTT— A vE—V%FRT HITIE, https://github.com/openconfig/gnoi/blob/master/os/
os.proto#L218 ZZ ML T 72 &V,

A VA R—=LE— ROFEMZONWTIL, VAT LEHa 7 4 FaL—ar A RO 5N
A ADT Y T v THREDEIT] OEEZSMLTLIEEN,

FaFIIL—kTaoteyHDHR—

VAADTNARE, AP —ER YT vy =T Ty 7T —h (ISSU) (A F—/LE—
ROHZYAR—F) EIFISSUE— RO F &2V AR—FLET, ISSUNYAR— K I TR0
A F720% Install RPC Z 40 L TR TE 22054, gNOLOS A A h— L% — B 233k ISSU
A VAR NVEBERLETS,

T a7 n— ety H (RP) OHBEICT AL ANISSUT v 77 L— RaeHR— 355
&, gNOIOS f VA h—/)L H—¥E R A ¥ —7 = A AJ install activate ISSU V—7 7 12 —%
FEOMH L EF, ISSUBH AR — F STV, FE 7 A ABE—~DORPZH AR — KL TW
5. MDOFT_RTOIF Y A TIE, gNOIOS A > A b — b —E R [L@F DIEISSU A A — A
VARV U= T7ua—%EHLTgRPC 77T 4 — NESRAMEEL £,

R RLE— RTIL, install add filefilename activatecommit =~ > R&EFEHA LT v 77 L—
RREITENET, ZOT7 v 77 L—FKid, H—ORP #F>7 A1 ADHE BRI L TT,
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0S Install RPC

os Install RPc I

ISSU R HAR— FENTWRWE WD Z EiE, WHFORP BEFICY 2— FE, 120 RP A
EENTAECT A AN Y THZILEEERLET,

ISSU Z i L7gu A > A b—/LE— K TCiE, WHFORP BREIFICY 72— K&, 120 RP A
BEETAETCT AL ARF T LET, ISSUEEHLIZA A —/LE—KTIZ,. RPDY
07— RRFEEFICITDI. TANAL ADKE T B A APREL ) F3,

Install RPC |%, £ A—T % T A RZHZE L E T, 2D RPC 1L, AJID InstallRequest RPC &
7] @ InstallResponse RPC TS LE T, EHHHMAMA MY —I 7 RPC TT,

ZORPCIIY 7 o7 AVTF AT v —F (SMU) %R —FLTWEHA,

WIZ, H—DORPRARL—=TFT 4V TV AT I N—= g 1 HFEITLTNBET A A TOD Install
RPC DA vt —T v —r ZAOMEEZRLET,

1. 75472 "W TF A Z~D Install RPC ZPAIE L £,

2. JIAT 2 ME, A=V gk A=Y 3 2% E LT TransferRequest A~ &— % 5 3
A ATEELET

3. T /A AL, TransferReady A v &—T T/ 747 MUSELET, Zhix, 77347~
3 A= DEEEE AT D T2 DI ME T,

4. 7747 NI, HHEOD transfer content A v E—TE T NA RTIE[FE LT, A A—T %L
ELET,

5 A7 ar T, T3 AXV T A 7 M TransferProgress A v —Y %2 EELET,

6. 7IAT v ME, A A—VHRENET LIZZ & Z " TransferEnd A v & —T %5 /34 R(T
EELET,

7. AVAF=LE—FRTIE., T34/ XTingtalladd =2~ > R ERSEOEEL 0 /S5 L TE
TLET, o r—oNERHHENET,

8. TANRA AT, A A=Y BHE LI AN—V g v EETeValidated A v E—V %7 T4 T 2 b
WCHER L, A A—VIEERAGITHLZ EERLET,

\}

GE) 7 T4 7T v MZX o Tlnstall RPC AR TELE L7356, EITBMEO—F R L7285 4E
1. B—HA A= T 7 A LRHIBRE ., install removeinactive =~ > R7Y B BEYICIEONH
ENFET, WUIRAT—HAT—RRTTA4 T MIRENET,
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[l os Activate RPC

R5:E—RPDAA—C A VA =)L =Y 70—

Client/Controller Target Device

Target device running Version 1 W

Install Version 2
image on the device

[1] Install RPC(os.proto)

>
[2] TransferRequest(version=V2) >
[3] TransferReady
€
loop [N times]
[4] transfer_content(content) -

[5] TransferProgress

[6] TransferEnd(version=V2, description=Version 2 image)

[7] InstallAdd(V2) :>

Version 2 image added/extracted ﬁ

[8] Validated

<

Client/Controller Target Device

357525

0S Activate RPC

Activate RPC %, BRINTARVV—T 4 VT VAT AD/NN—T g 2 & RIEIO B EENRE A
THN=Va ELTREL, =7 v b TS AEHEHLET, ZORPCIH, A F—
NENTEFRL—F 4V T AT ADNR—=a BT 75 4 b LET, fBESNF- A A—V
UMNFETEA A =L EN TR WA, Activate RPC [Tt L £9-,

75 A7 v M, Install RPC @ Validated A v — I TZE LT NN—T g 224 25 LBER
HHFET,
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0s Activate RPC [JJj]

W2, B—DRPNFRL—FT 4 T VAT A NR—=g 0 1 E2ETLTWVABTF AL ZATO
Activate RPC D X v & —V L —AF v 25 Rk LET,

1
2.

\)

74T v M. T3 ATk LT Activate RPC % Bi#h L £ 9,

7T T v ME, T A= 3 2 D ActivateRequest A v — T EIEELET,
TDA == ATiE, N—=V a3 2N InstallRPCIZ L > T TIZA VA h—Jb
ENTWBH0ELET,

TR A E, A VA =T — ROEE T install activatecommit =~ > RIS 457 1
7T MEEE . Ny RLVE— ROEAT install add file activate commit =~ > R{ZAE Y4
L7l AREEFEITLET,

TIT AT B ERATZ I =PRI SNRW D, T RE7 T4 7 M
ActivateResponse(OK) A v —Y TISE L £ T,

FNRA A=V g 28V e—RERET,

Uo— RBICT A ZARRE;T S L, ingallcommit 2~ RERSED v /5 AERENE
TEnEd,

GE)

LODHT VT 4 T AR NN—=T a3 VOBENYR—FFEINFET, 20D, 774 T R
N= g V2B AP—=)LLTHENR=Va 0358 AR—=LTHE, RN=Ug320D
77 ANVDBHIBES I ET,

WOKNE, A A=V DT 7T 47V —7 7u—%2R7 L TCWET,
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[l os Activate RPC

6: 2 IWRPAA—CDTF YT 4TI —H 70—

Client/Controller Target Device

Target device running Version 1 ﬁ

[1] Activate RPC(os.proto)

>
[2] ActivateRequest(version=V2)

>

[3] InstallActivate(V2)

[4] ActivateResponse(OK)

D,
[5] reload D

<€
Device running Version 2 after reload H
[6] InstallCommit :)
: . &
Client/Controller Target Device E
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72NV RILE—RFTOTaAFILRPAA—CA VR =L +3EISSUT Y T4« TILODD—9 70—
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0S Verify RPC

os verity RPC  [J|]

Verify RPC |&, FHATHD OS N—V 3 U ZHGEL £9, RPC ~DIREIZIL, AZ 734 RP D
PR—F LT VLB RICHET HERBEENTOET,

% D Activate RPCT= T —NRELTEHAIX, £OTT7 =B FHE LTUSETERINE
Fo gNOIOSA ¥ A b— AP —EAIE, A VA b—VEMETNVET Ty P T4 —DET VR
FHALTCZOFEHREADI LET, BIFE. A A M—LEHAET /L, 2 2O RP TEITEND
Rl HN"—Ta vk R— ML TOERA,

gNOI factory-reset —E X

gNOI factory-reset TS5 — X vt —

Cisco 10S XE Cupertino 17.7.1 1%, reset.proto THFE 41TV % gNOI factory-reset #— &2 %
R—FLTWET,

gNOI factory-reset — AL, H—DRPC TH 5 Sart ¥R —F L TWEF, ZDRPCIZL,
EET?@% BAEE L, TR LR CREECEE T 5 L2 Ic7 1 AR LET, BEFD
REEIZIZ, A ML=, BT, v, iEHE, 7 A& A, crashinfo. 3 X XRommon Z#H
aihi?‘o TR TORommon BENHIREIND DT TIERL, 77y b 74 —2 T &IT+5
RENMERE S, R ESNTZA A=V TA A=V HBNICHER X E7, KIZ, T34 R
FBIEDOA R —T 4 VT VAT AA A=V THEB L, fiFbInic7— ATy TT—
770 —|{ZHEANTT 740 FORBIZRY £, ZORPCIX, #—F v T A ART 1
BV g = P ERIREDGEICOHRZ T ANSILET,

7272 L. B4 RPC I factory-resetall 2~ > RIZEICTWET, A A=V ZHIRT S22~ FE
IR RPCIFHBIEDO AN L —F 4 v 7 VAT A A A=V BEELET, BUEDOAL A—
DHEETD 7T v aFidn—RT 4 A7 1E, PIIRE~OV Yy h227 U7 ho—iE L
TELL L7 V=T v 7 ENRET, ZEL, PIiRE~D Yy NAZ VT N25FIT7T5
EL T MM A=TVERIFIRN =V RN Amp T A NENINR T v T EN, HIEShET,

1 D factory-reset TlX, 7 /3 RRIF SN TWDBEREA DT —Z BT X THEI L,
TNA ZADOREITHFAREFOITLOREIE L SN ETHEINDG T —ZIZF, RE, v 7774
o T= NS 2T T 7 A v B L OHEE AL PR MERSE  (FIPS BH) OF— LD s
TR R EEIVET, NISTSP800-88Rev. | Titll STV 5 L 91T, THETclear £V v
KE—&%LET, IOV, ZHEHADT T v b7+ —A0 [System Management
Configuration Guidel] @™ [Performing Factory Reset Services] & & L T 7230y,

\\‘

gNOI factory-reset —E XA T, 7 /34 AT factory-reset WIEHFIZ MY T—Ehb L&, ZED
ResetSuccess A v E—VRNIRSIVET,

ZOt 7 v a T, gRPC B LU factory-reset T —ERICBIFTHa L THFA M TREINDHT
T7—=A =V O—EIZOVWTHA L £,
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https://github.com/openconfig/gnoi/blob/master/factory_reset/factory_reset.proto

. gNOl factory-reset TS5 — * vt —

%= 20: gNOI factory-reset T5— * v t—

EFLEHETOSS5TEY T4 |

I5—Ayt—Y

I5—D:HA

factory os7 .t —/L RISk S5 &, GNMIB
1% [Factory OS rollback is not supported. (Factory
OS B— /Xy 7R —F SN THEE

o ) | VD Ay EBIT,
INVALID ARGUMENT ® gRPC =5 —=a— K
ZIRLUET,

ResetError A v & —Tidk, 7747 b
TRUE |Z5% & S 417 factory os unsupported
T4 = FBRZITIRY £, AyE—TOM
D7 4=V RIZIET 74V MERH Y £,

ZOTAA AFERSNIBr AT AT L =
VEHFFE—RLTOERA,

SartRequest A v & — i, K72 A b
L—RETFT— 2 2P u ANT5L92—7
N TNA RHERT D, A7 3 o zero fill
TA—IVERHY £,

24T MR ER ANEERL, T3 A
BEr AN EFETTERWGES . [Thisdevice
does not support the requested zero-fill option. (=
DT NA AFERENTZ B R A AT v a v
EYPR—FLTVEREA, ) | LWIAyE—
v & L HIZ, INVALID ARGUMENT @ gRPC
TT—a— BRI IAT 2 MIIRSNET,

ResetError A = — " CiX, zero_fill_unsupported
74—V FIZTRUE IZRE SN TOET,

ZOT A AFER SN B AN AT > =
YEYR—FLTHERA,

TNAANE R AN ERITTELN, 774
TV ERER AN EZERL TORNES,
['This device does not support the requested
zero-fill option. (Z DT /A A FER I 7B
B ANFT v a e R —FLTVEYE
oo ) | EVI A= L LB,
INVALID ARGUMENT ® gRPC =5 —=a— K
WITAT v MIBRINET,

ResetError A - — " Cid, zero_fill_unsupported
7 4 —/L RIXFALSE [ZGX & EALTWET,

factory-reset FERED & V) EH A,

PAR—FENTWRNT Ty h 74 —AT
gNOI factory-reset ~D U &> 227 U 7 ki3
FATI D &, factory-reset P—E A%
[Factory reset capability is not present.
(factory-reset BERE VD EH A, ) | &1V
A yt—v L& HIZ, UNIMPLEMENTED
gRPC =7 —a— R&ZIKLET,
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GRPC v R T— oA w2 — T x4 Iz HemiEs [

IS—Ayt—v I5—DHA

factory-reset 1 > % — 7 = A AD (AT X T | gNOI factory-reset ‘FERA L F — T = A ANBK
WEE A, UYL TWHENEY—REETH D54
factory-reset — B &3 [Factory reset interface
is not ready. (factory-reset f > % —7 = A A (D
R TETOVEREA, ) | LS A yE—
& &2, UNAVAILABLE @ gRPC =5 —
a—RZIRLET,

certproto 71 BV a = FEAEAME L, BAMEFENE (HEE4 TiEeyy) TgNOI
ZRE L7eu & gNOI factory-reset $— B A3 % (Z FAILED_ PRECONDITION — 7 —2a— R %
WLUET,

gRPC >y R T —V 1A o3 —T =4 RIZEHT %:EM1E
#H

EEEH

BhEEE YZaTFIL B4 ML

DevNet https://developer.cisco.com/site/ios-xe/
gNOI https://github.com/openconfig/gnoi

0OS #—t % | https://github.com/openconfig/gnoi/blob/master/os/os.proto

gNOI https://github.com/openconfig/gnoi/blob/master/factory reset/factory reset.proto
factory-reset

HP—r R

TINRA AD VAT AEH LT 4 X2 b— g A K (Catalyst 9200 A A = F)
vy Ty

i VAT LEH T 4 X2 —v gy HA R (Catalyst 9300 A A > F)
VAT LAEM AT 4 X2 —3 a3 HA K (Catalyst 9400 A A v F)
VAT AEH a7 X2 b— gy TA K (Catalyst 9500 A > F)

VAT AEH a7 X2 b— gy TA K (Catalyst 9600 Z A > F)
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https://developer.cisco.com/site/ios-xe/
https://github.com/openconfig/gnoi
https://github.com/openconfig/gnoi/blob/master/os/os.proto
https://github.com/openconfig/gnoi/blob/master/factory_reset/factory_reset.proto
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9200/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9200_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9300_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9400_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9500_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9600_cg/performing_device_setup_configuration.html

EFLEHETOSS5TEY T4 |
B oorrc iy ro—sBfc L —T 11 2OMEEESR

BE&EIE B X=aT7ILAEA L

R E~D c VAT LEH AT 4 X2 L — a3 HA K (Catalyst 9300 A A v F)
Vv D% . X

% 7 > VAT AEH LT 4 X2 b— g A K (Catalyst 9300 A A F)

VAT AEH a7 X2 b—ar TA K (Catalyst 9300 Z A » F)
VAT LAEH a7 4 X2l — a3 HA K (Catalyst 9300 A A v F)

VAT LEHaL T 4 X2l — gy AR (Catalyst 9300 A A F)

SRADTHZAIIL YR—+

EL)E] oy

TAaDPR— K WebH A FTiE., VR ERLT 7 2 12— | http://www.cisco.com/support
BT M7 TNy a—T 4 U ZIZBEN T T 5 X912,
oA T ARV =L EIEILDETLEERA T ) Y=k
L TnET,

BHEWORGOEX 2 U7 4 IFHSOEINE#RE AFT D701,
Cisco Notification Service (Field Notice 7>5 7 7 & &) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOKFEY —E R TIMATEET,

VAIDYIR—k Web VA FDY— )T 7 AT BHERIT,
Cisco.com D —H ID B LA T — RNMECTT,

gRPC v F D —VEA V3 —T = 4 ADHEREEIFER

ROFNZ, ZOFY 22— /LTt LIEHEEICET 2 ) UV — A F@ME R L3, ZoRIiT. V7
Fo=7 UU—A FLA U THEREOYR— R EASRILEDY 7 =T U =R
FERLTWET, TOEREIL. FHTW O B2V IRD | 2N EO—EDY 7 =7 U ) —
AThbHR—FShET,

TTy R T7F—ADYR—FBIOV R YT hT 2T A XA—VOFR— MIBET 2 1EHRZ R
&9 %IZI&, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 & 29 % |Z
L. www.cisco.com/go/ctn IZFE) L £ 4, Cisco.com D7 U7 2 MIMEDH Y £H A,
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9200/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9200_cg/simplified_factory_reset.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sys_mgmt/b_176_sys_mgmt_9300_cg/simplified_factory_reset.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9400_cg/simplified_factory_reset.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9500_cg/simplified_factory_reset.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9600_cg/simplified_factory_reset.html
http://www.cisco.com/support
http://www.cisco.com/go/cfn

| EFLBBHRITOTIS<EY T4
GRPC v R — oMo w2 —7 x4 20isketER ]

R 21:gRPC v b T—V181EA V5 — 7T = 4 ADEETER

HeER )= HEEER
gNOI FiEF 35 O & 8 Cisco I0S XE Amsterdam | gNOI GERA =D& FEY— & A%, RPC %
17.3.1 LT, A VA /b, B—F—V3

V. GERAEORSE. FEHEOKRT. B
FOGEHBEL EROAR ZITNET,

Z OMEREIL. Cisco I0S XE Amsterdam

1731 TROT T > b7 4 —AITFES
nFE L7,

* Cisco Catalyst 9200 > U — X A A v
a;

» Cisco Catalyst 9300 > U — X A A v
a:

* Cisco Catalyst 9400 >V — X 2 A v
a:.

» Cisco Catalyst 9500 3 U — X A A v
%

» Cisco Catalyst 9600 3 U — X A A v
%
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EFLEHETOSS5TEY T4 |

H— b2

HRER 1)1)—=R FERETEER
GEEY—E R I2 LB Cisco I0S XE Amsterdam | gNOI GFBH#E % A » X h—/L L7-%%,
gNOI 7— k2 b5 » 7 1731 T—hA LT T EHEHL TSy
NN R BB EETITEIEL LT,
gNMI 7— k2 R 5 v 73,
gnxi-secure-init =~ K CHL,
secur e-allow-self-signed-trustpoint ==~
v RTEIZR Y £,
Z OFREIL. Cisco I0S XE Amsterdam
1731 TRDOT T v b7 4 — LK
nE L7,
« Cisco Catalyst 9200 >V — & XA v
a;
» Cisco Catalyst 9300 U — X A A v
a:
« Cisco Catalyst 9400 > U — X XA v
9:.
» Cisco Catalyst 9500 3 U — X A A v
%
» Cisco Catalyst 9600 3/ U — X A A v
%
gNOIOS > A h—/L  |Cisco IOS XE Bengaluru | gNOIOSA > A h—/L ¥ —E AL, A
17.5.1

A =V S 415 gNOI AP % 7E 2§
L\iTO

Z OFEREIL. Cisco I0S XE Bengaluru
1751 TRDT T > b7+ — LIZFHE
nE L7,

» Cisco Catalyst 9300 3 U — X A A v
%

* Cisco Catalyst 9400 > U — & A A v
%

« Cisco Catalyst 9500 3 J2 T8 9500 /A
NI F =V ALY =X AL v F

* Cisco Catalyst 9600 > U — X A A v
.a:_
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HaE

iy

J1)y—=x HRETHRER

gNOI factory-reset #-— £ | Cisco I0S XE Cupertino | gNOI factory-reset %— & A %, BIAEDIR
17.7.1 REATHE L, TG & R CHREET
TN, AZEEHTLLIICH—T v b
T ZNSERT oA4  F—T = A
i g D= S

Cisco I0S XE Cupertino 17.7.1 Ti&, Z
DOIEBEITIRD T T > b7 4 — LI 5L
ShE L7,

» Cisco Catalyst 9300 > U — X A A v
%

* Cisco Catalyst 9400 & U — X A A v
9:

« Cisco Catalyst 9500 33 & TF 9500 />
NI eV ALY =R AL o F

» Cisco Catalyst 9800-40 7 1 ¥ L- 2 =
vhe—7

* Cisco Catalyst 9800-80 7 1 ¥ L- 2 =
yhe—7
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5 12 =

ETILR—X D AAA

NETCONF A > # —7 = A A& RESTCONFA > &% —7 = A AlZ. NETCONF 7 7 & A #l{#HE
7L (NACM) #FEEEL TWET, NACM (X, RFC6536 THESN/T-m—/_X—X T 7 tEX
2> he—/L (RBAC) DFEHXD 1 >TT,

e T LRN— M AAA (313 _X—7)

¢ BT INR—AD AAA IZBET D52 DMOBEEE (319 X—)

« ETAR—AD AAA BT DREST# (320 <—2)

ETILR—X D AAA

—

ETILR—X D AAA DFETIREH

ETNR—AD AAA EEZ T 21213, WONFIZOWTEHEANIHEM L TBLERH Y
F7,

* NETCONF-YANG
* NETCONF-YANG kill v g &~

*RFC 6536 : v hU—Z7&EZ 1 b=l (NETCONF) 7 7 & AHli#Hl€7 /v

EARE

NETCONF #— & AR RESTCONF Y —EABEFNZ /D &, macm V7 U — 0N FHFNIRE S
NTWRWNWT A R T, BEL L 15 D2 —TLANADOT R TOEMEE T —F ~Din 0L /&
XA FEFTT 7 BAZESE LE T, ZICONWTIE, macm ¥ 7Y U —DOROREITEER I
TWET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<enable-nacm>true</enable-nacm>
<read-default>deny</read-default>
<write-default>deny</write-default>
<exec-default>deny</exec-default>
<enable-external-groups>true</enable-external-groups>
<rule-list>
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<name>admin</name>

<group>PRIV15</group>

<rule>
<name>permit-all</name>
<module-name>*</module-name>
<access-operations>*</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

BIN—T AonN—y T

=P DITN—T A N—=2 oy FIF2 DD Y —ANLERETEET, 1 DHIX, RARCHEHT
D AAA I — R TRESNTNDH2—FOMHERL~LTF, 2-DHIE, /nacm/groups 7> U —
TRESNTWAHER L~V T, BHHER L~ ST 5 7V —F D4 ENIRDO L B0 T

R
HERLAIL NACM 7' )L— T4
0 PRIV00
1 PRIVO1
2 PRIV02
3 PRIV03
4 PRIV04
5 PRIV05
6 PRIV06
7 PRIV07
8 PRIV08
9 PRIV09
10 PRIV10
11 PRIV1I
12 PRIV12
13 PRIV13
14 PRIV 14
15 PRIV15
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e Ol |

6=

\)

PEED 108 o~ R FERR L~ HES< D72 L) 1X, NETCONF %7213 RESTCONF
WA S EE AL

GE)

FEBR L~ S WD T NACM 7 v — I 5. 8727 7 & AT, HER L ~ULE VW NACM 7
N—AIIAGER SN EY A, 728 21F. PRIVIOIZHEH &b /1—/LiL, PRIVIL, PRIVI2,
PRIV13, PRIVI4, BLXOPRIVISIZH HEMICHEA SN DD TlEdH 0 TH A,

NACM #E[R L N L DR TFE R

AAA FEN no aaanew-model TRHE SN TWAEHEAEIE, =2—FIZx L Ter—I VZRE S
T-HERR LU M SHUET, AAA RED aaanew-model TRE SN TV HHA . HERLX
MiE, A Y w K U A b aaaauthorization exec default (2 BEfT T STV 5D AAA — 2 L -
TkE F9,

NACM DEXE D EHE & RSP

NACM i%7€lX. NETCONF F 72X RESTCONF # i H L CTEE CT&x £9, =—F N NCAMFKE
T 7 BATELLICT AT, ZO0DOBHRRMERZE-EALERHY £, OF

D\

NACM L— V& LET, maecm V7Y U —D FOREL. copy running-config

startup-config EXEC =1~ o R3FITS 5 & &, F7-id cisco-iazsave-configRPC 23517 S D
L EIHRRELET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<save-config xmlns="http://cisco.com/yang/cisco-ia"/>

</rpc>

\}

GE)

NETCONF & v < = M & A NACM L —/UiE, & v g v O nacm 7Y U —
THEINTWDLHOTT, macm %7 U —IZZEFE A TH, NETCONF & v = iEd
TICHENL ST WD T OB % 51 £ A, <kill-session> RPC & 7= |3 clear netconf-yang session
EXEC =2~ > K& LT, R¥E7 NETCONF © v ¥ 3 »VZEINCK T D2 N TEE
9, NETCONFKill v ar (178 3—%) 2#BBRL T E &V,

6=

REEDT —HZ~DT 78 ABEET HV—VEERT D561, A U7 —% B3 EHD YANG
EFEVa— Ve T—% )= RONRZAZN L TARESNDAREMENH D720, FEESILETT, -
ERIE. A VHF—T A A 2T 4 F 2 b—1 3 F Cisco-lOS-XE-native & ietf-interface @
WHZEZNLTARENET, RULT—Z D1 oOFRBUCTHEHA SN D TEEMERH D L—ViT,
ZOT—FZDMORBUITEH SN WEERH Y £,
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B wevzzouey+

NACMEZZED Y v +
macm 7YV —OREXZHFREIZ) By bTAHITE, koa<wr FaeERALET ( THH
R 2381 |

Router#request platform software yang-management nacm reset-config

NACM &% 7€ 1
A\

G¥) ZIZITEITTCWAENTHAOAREZEE TS5 L O T,

WIZ, TN—TREDHIZRLET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<groups>
<group>
<name>administrators</name>
<user-name>admin</user-name>
<user-name>root</user—-name>
</group>

<group>
<name>limited-permission</name>
<user-name>alice</user-name>
<user-name>bob</user-name>
</group>
</groups>
</nacm>

R2: 9 N—THREDHRE/NT A —42 DEREA

IRTA—% &
<name>administrators</name> TI—T4
<user-name>admin</user-name> Z—W4
<user-name>root</user-name> a—4

KIZ, BV a— —LEERTAH 2= LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>

<name>only-ietf-interfaces</name>

<group>limited-permission</group>

<rule>
<name>deny-native</name>
<module-name>Cisco-I0S-XE-native</module-name>
<access-operations>*</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-ietf-interfaces</name>
<module-name>ietf-interfaces</module-name>
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<access-operations>*</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

R2:ED21—IWI—IVEERT H-HODHE/ S A —2 DFHA

NG A—4 & EA
<name>only-ietf-interfaces</name> EAHDNL—LY R N

< group > permission </group > = A NBEHIND T —T
<name>deny-native</name> [EA DN —V4

<module-name>Cisco-IOS-XE-native</module-name> | YANG & 3 = — /L D4 Hij

<access-operations>*</access-operations> CRUDx OEIEX A 7
<action>deny</action> SRR /EAS

wIZ, 7a b I B EA— VBT DR LT,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>only-get</name>
<group>limited-permission</group>

<rule>
<name>deny-edit-config</name>
<module-name>ietf-netconf</module-name>
<rpc-name>edit-config</rpc-name>
<access-operations>exec</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-get</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

R24:70 bOVBREL—IVEERT HI-HDRE/NT 4 —F DA

INTA—4 s EA

<name>only-get</name> BAHDONL—LY R N

< group > permission </group > = A NP SND T —T
<name>deny-edit-config</name> EA DL — V4
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NS A—4 A A
<module-name>ietf-netconf</module-name> RPC &€ Y 2 — /L D4 |
<rpc-name>edit-config</rpc-name> RPC D4 i
<access-operations>exec</access-operations> RPC D EFTHER
<action>deny</action> el FE A

Wiz, T—4% ) — R V—nVEERT 02" LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>hide-enable-passwords</name>
<group>limited-permission</group>

<rule>
<name>deny-enable-passwords</name>
<path xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native>/ios:native/enable

</path>
<access-operations>*</access-operations>
<action>deny</action>
</rule>
</rule-list>
</nacm>

R25:T—8 /— K L—LEERT B=ODHRE/T A —2 DERA

NS A—H Bz

<name>hide-enable-passwords</name> BAHDONL—LY A N

= U A NREHIND T V—T

< group > permission </group >

<name>deny-enable-passwords</name> HDL— V4

<path FFAEITHESE SN T —4 /) — R~D/RA
s oIS NEpivesefiotrebet

<access-operations>*</access-operations> CRUDx OEMEH A 7

<action>deny</action> ST E

WIZ, T_XRTOZIN—TTHk LT, #EAED NETCONF RPC <get> 3 L TN <get-config> D [
A ¥ — K 71— K RPC <get-schema>, 35X OVE ¥ = — )L ietf-interfaces |28 57 — & ~D
FEAER Y HHT 7 & 2275 NACM REDHI 2R LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>readonly-protocol</name>
<group>*</group>
<rule>
<name>get-permit</name>
<module-name>ietf-netconf</module-name>
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EFLA—20 MA BT 2zotoszal [

<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-config-permit</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get-config</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-schema-permit</name>
<module-name>ietf-netconf-monitoring</module-name>
<rpc-name>get-schema</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
</rule-list>
<rule-list>
<name>readonly-data</name>
<group>*</group>
<rule>
<name>ietf-interfaces-permit</name>
<module-name>ietf-interfaces</module-name>
<access-operations>read</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

ETILA—ZAD AAA [CEAT 5 EDMDSEER

EEEH

BEEIEE TZ=aTFILERA I

I0S-XE, I0S-XR, LI OINX-0S 7 | BHFEHE T 53750 o7 W 55T Cisco YANG ET /U2 T 7
Ty M7 —bDEFEZERY V— AT DL, GitHub UARY U 28R L. vendor/cisco
AD YANG 7 —H# T )V V7T L7 NUICEEILET, Z 2 TiE, 10S XE,
I0S-XR, BLUNX-0S7 T v 7+ —LDSEIER
V) —2ADEFNEEHTEET,

BB S URFC
Z#4£/RFC 24 R
RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
2 E®T Y T ERE
RFC 6241 Fy NU—rEESe a3 (NETCONF)
RFC 6536 Fy NU—27F&ET 1 b3 (NETCONF) 7 7 & A€ T
v
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B =71 <20 @7 pieemn

—

€7I)L

SRADTY ZHIL YR—F

EFLEBBEIOIS5TEY T4 |

A

9

vAaADYHR— bk Web¥A K TIE, vAIORLST T )
O —IZlT B NI TN a—T 4 I RBEN. TN
565X, ~=a2T7 Y — L EEUD T8 TR A
YIA ) = RAERME LT ET,

BHEWORGL O X 2 U T 1 HERCHAMEREZ AFT L
»IZ, Cisco Notification Service (Field Notice 725 7 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R7/g ¥ D&Y — X |TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

http://www.cisco.com/support

R—Z D AAA [ZBH9 B HEETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — X FmE R LEd, ZoRIT. V7
FY=7 VU =R bLA U THEEOYR— FREASNEEDY 7 by =T VY —R72
FERLTWET, TORREIL. FRTH 0 B2V IRD | ZNEO—EDY 7 ro =7V ) —

ATHYR—FENET,

TIy N7 =LY R=FBIOV R YT hU =T A A=V OFR— MNIBET HHERE MR
9 %IZ1%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 &£ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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£26: 7055 EY T DIEERER : T—% ETIL

EFNLA—20 AMA BT piactEn ]

HaE

iy

)1)—x

HEEER

FFL_N— 2D AAA

Cisco IOS XE Fuji 16.8.1

COREREIX. IRDTT v BT +— A
FILINTWE L,

* CiscoASRO00 > U — X T 7' U /' —
vary P—ERX L—H

* CiscoASR920 > UV —X 7 7Y Af—
vary —ERX )—H

* Cisco ASR 1000 >V —X 77
J—vary P—ERA N—H

« Cisco CSR 1000v A1 v F

* CiscoISR 1100 2 U — & H#— "R
B —4

* Cisco ISR 4000 2V — X #— B2
AR —H

* Cisco NCS 4200 ') — X

Cisco 10S XE Fuji 16.8.1a

ZOBREIZ, DT T > b7 x— AT
FHEINTWELE,
« Cisco Catalyst 3650 > U — X A A v
%
« Cisco Catalyst 3850 > U — X A A v
.a:.
* Cisco Catalyst 9300 > U — X A A v
.a:_
» Cisco Catalyst 9400 > U — X A A v
a’_

» Cisco Catalyst 9500 3V — & A A v
%
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ETILEREI R T LA K

c ETVEREIT LA MY (323 =)

ILERENEI T LA K1)

TFLERE T L A R UL, YANG 5L ENFETF— 2 52F—F al Z XA RY —3 0
T4 B ODA =R LERMELFEST, ZOFT 22— TlI, BEFAEERST L X U 2o
THH L, TLARY) UE—|K L —Y% a—/L (RPC) OFlZRLET,

—

€7

—

ETILEESIE T L A ) ORIRSEH

e T LA N ZFEHTHBBICHERT — 2 ZHEL TEZXRT DL, YANGIZRET 54850
%‘%VC‘?—O

* XML, XML 4 #{ZE[H, 36 & U XML XPath O %15,
«IETF 7 L A b UAAR TER STV D EENESS I OYRHI O G,
« urn:ietf:params:netconf:capability:notification: 1.1 #§8E(X, hello A v & — TV X M4 5N

NHYFT, ZOHEEIX, IETF T VA NV EV R — T BT /31 ATORT KR A X
EET,

* NETCONF-YANG 37 /NA A L THEFHATHOVBE L CWDOILERH Y £,
A\

GE)

T U AN ZHRES 511X, NETCONF-YANG #7213 gNXI %
BRETHMERHYET, 7T v b 74— L gNXI ZHHR— h
L TWARWEEAIL, NETCONFE BMEH SN TV ARWEE TS,
NETCONF %% ET 2 ME N H VY 7, NETCONF-YANG D% E
DFEMCHOWTIL, NETCONF v h L] £¥a— L5258 R
LTL7ESVY, gNXIDFERIIZ DUV TIE,  TgNMI Protocol | [955E
EZBL T I,
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show platform softwar e yang-management process =~ > RZ{#H L T, kD7 1k ANE
ITHTHDZ L EMERLET,

Device# show platform software yang-management process

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Running

N

GE)  Zrt A pubd [ ETEFABBMT LA b FreaThHY, Th
MEFTF LTV AT T VBBV T L A b Y 2ihe L £
Ao

WDORIZ, BTN AEHA L F—T (A (DMI) v 2A0FEMERLET,

#27: 74— FDFRHA

FNAREEA VE—T A RATOLRE | TELEE

confd Ay 74X alb—ary T—FY

nesd *v hNT—s BRI aF A FTF—E

syncfd 7 —F (FTIREBLXHGT 2ET v
D[R] 2 AEFF)

nesshd NETCONF ¥ ¥ =7 =/L (SSH) T —F v

dmiauthd DMI F8RET —E >,

nginx NGINX Web #+—~3, RESTCONF > Web
PR LTHREL £7,

ndbmand NETCONF 7 — 4 R— A< R — ¥

pubd T BRI LA MU SN
Vor—vars32—Yxy BT vy

gnmib GNMI 7’ & b /)Lt —x]

NETCONF [E & D aTHe &4

« NETCONF & Z# offi 512 BI9 2 IR O Zhik,
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* NETCONF & v v a > DT,
e hello B L OMERE A v B — T DIEZAE,

* fESL. 72 NETCONF £ > 3 = 12 K D YANG XML RPC DA AF FEAIIZ DU T,
['Configure NETCONF / YANG and Validate Example for Cisco IOSXE 16.x Platforms) %
ZILTL &,

NETCONF D E 351t & #REE

NETCONF DOHERE A FEFRT D121, A2 —VH/ L RAU—REHEHA L TT /3 A~D SSH
BB L, 73 ADHREZ G hello A v — Y &2ZE L ET,

Device:~ USERLS$ ssh -s ciscol@172.16.167.175 -p 830 netconf
ciscol@172.16.167.175"'s password: ciscol

<?xml version="1.0" encoding="UTF-8"7?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

</capabilities>
<session-id>2870</session-id></hello>]]1>]1>

Use < “C > to exit

hello # > & —1ZxF L CIEH 228 %E 2% 154 % & NETCONF Zffi 14 % HEfH 2 B £ 47,

RESTCONF [E & DO Ri{E &4

« RESTCONF & & Ofifi 5 1EIC BT 2R O %0,k (RESTCONF 2 LT 7227 ) 7 g
VEAERRT DG

* RESTCONF BT /34 A THRESINTWAELERH D 97,

* RESTCONF /%, RESTCONF RFC8040 [ZH#Efil L 7=, 1E L\ 30D Uniform Resource Identifier
(URD ZAET28ENHY £,

RESTCONF DA N1t & #&REE
WY VT v b RO URI 2 LC, RESTCONF ZHMiGEL F9°,

Operation: GET

Headers:

" Accept: application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json

" Content-Type: application/yang-data+json

Returned Output (omitted for breverity):

{
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"ietf-restconf:data": {
"ietf-yang-library:modules-state": {

"module": [
{
"name": "ATM-FORUM-TC-MIB",
"revision": "",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-FORUM-TC-MIB",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-FORUM-TC-MIB"
} 4
{
"name": "ATM-MIB",
"revision": "1998-10-19",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-MIB/1998-10-19",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-MIB"
} 4
{
"name": "ATM-TC-MIB",
"revision": "1998-10-19",

"schema": "https://10.85.116.28:443/restconf/tailf/
<snip>
.
T RTOT /A AERETRIRDINE 255 5 & . RESTCONF 2N IEH IZHRGE S AV E T,

gRPCE & DR &
*» & —{H Google Protocol Buffers (GPB) = 2—7 (v 7 % Hfifd % gRPC 2 L 7 ¥ B 7E
LE7,

ETILERE R T L A M OFIFIEIE

e yang-push 2 F U —LZfH L TV oE5E, BIRICK T 5 BEIREIX, 2R 7 227
TasaFich AR —rahvEHA, DFED, VA RNEZBBIRTLHEEIC, VAMDTFU R
FAREBEIICITE ENEFA, XX, VT AT TANTIEH, FIARNI ST R
U7y araFBTERT0ERH 7,

ZOHIBRIE, RO Y A FOERITEEFE L TWEEE, EHNRT 7227 ) Fva icbib
AEhxd,

* Cisco-I0S-XE-wireless-access-point-oper
* Cisco-I0S-XE-wireless-ap-global-oper

* Cisco-IOS-XE-wireless-awips-oper

* Cisco-IOS-XE-wireless-client-global-oper
* Cisco-I0S-XE-wireless-client-oper

* Cisco-10S-XE-wireless-general-cfg

* Cisco-IOS-XE-wireless-general-oper

* Cisco-IOS-XE-wireless-mesh-cfg
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* Cisco-I0S-XE-wireless-mesh-oper
* Cisco-10S-XE-wireless-mobility-oper
* Cisco-10S-XE-wireless-rfid-oper
* Cisco-I0S-XE-wireless-rrm-emul-oper
* Cisco-I0S-XE-wireless-rrm-global-oper
* Cisco-10S-XE-wireless-rrm-oper
* Cisco-I0S-XE-wireless-site-cfg
* bootcamp-test-autonomous
* openconfig-access-points
* openconfig-ap-manager
* openconfig-lacp
* openconfig-platform-psu
T I TV EAFAOTF =y 73 R— FENTWERA, ¥ TA7 T AL TEK
SNTTXTOTFT—2BREEINET,

TV =T 4N F TR ENTOETAL, VTV — T 4 VI BRESNTZHE.
PTRI Y S a AT E LTy —7 SNET,

TRV T a NG A—EOR THEBOZEEEZERTH I LI AR— RSN TNE
T A, BAIDOZEZOFLIZTREITEINET, MOEREFEAOZEHITERINET,
* Cisco Catalyst 9800 UV 1 ¥ L X = s @ —F TIX, /client-oper-data/traffic-stats/ XPath @
tx-retries 7 { —/L K & excessive-retries 7 4 —/L ROfEIZHFIZ B anNFErINET, 7714
TRy NOBFIFEERIT LI ARHEIE R F T A2, XPath O data-retries 7 o —
IV REMHLET,

gRPC EF DO FIREIE
s T3 A L L —/ 3] Transport Layer Security ~<— A (TLS ~X— &) OFGEE YA — b

SNTWERA,
TLS X— A DFEEIX. Cisco IOS XE Amsterdam 17.1.1 ABED U ) — 2 THHR— hEH TV
7,

yang-push E%& O R
s TR Y7L a D Quality of Service (QoS) (VA — FEINTWEHA,

ETILEEERI T LA R IZDUNT

WDt s varyTidk, ETARBRT LA M) OIFEIERMHEIZOWTHALET,
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ETIEBBHERT LA ) OBE

TLAMIE, HBOBE e ATY, Zhicky, HIEBIOEOMOT—208 ) T— h
RA U NERXT 7B AR ARA » b CTIEESI, E=FHOZEEEICEEINET, £
FOBRERT L A R UL, YANG ET /UL ENTT —H 2T —X aL Z XA NI —3I 7
TEHEDDA T = AL EARME L E7,

7 7Y sr—3 3 Cld, NETCONF, RESTCONF, F72|%gRPCF* v NV —7EHA L X —T =
A A (gNMI) OFT 1 kAL LIZERESR— 2D YANG 7 — % EF V2R LT, SEL
TOHREDT —HHAEY T AT FAT7TExET, $7 A7 VT a3 ICLIZHERH L TER
THZEHTEET REFHI TR T arO5E) .

LT — 2, P TR VTS a ML T — 4 X SIS E, ERINRY—TE
TIXEFRC AT Y v a SnEd,

TLAR) O—=)L

TULAN)EERT VAT ATIE, SESERe—AREELET, ZORF2 AT
E, KOT LAY m— V2 LET,

e NRT Vv i TULAN) T=HERETIHRY VT —TEHE,
cZEE TVLVANIT—EEZELES, a7 X ELFENRET,

ey —T YT RIYVFa VEERTEINTLAN) T2 EZE LRV Ey b
U—r8H#E R LT 220 T g ACBEEMITT SN TET LA N T =2 NZEEIC
EEENET, BHo—Y 2 M ERIIEH T T 4 BRI E T,

Y TRITTAN Y TR VT a BT oKy MU= EHR, BAICIE, ZEE
THbHOILEFTH Y FEAN, ZOFRF2 A FTIEELL BRI LETY,

il

HIRY )T a0 DBE

YIT27 ) Fravid, TUA MY vV HOBEMNT 2T HHA THY, m—/LH Tk
FEns7—2%&ERLET,

BARMIZIX, VTRV aid, TUA NI T—=HDO—E L TEREINS —#EOT—H
EEFETHEDIFEHAINET, 2 2iE. T—2 N0 oNEN, T—HOEAGFRTOITIE,
F BB TR WEAITHE (EFDZEE) BT — X E2ZETHINEERELET,

PR—PFENTNWDEY TR VT a v ORKEIZT 7Y M7+ — AT Ko TR D 30,
BEZ 10O T 27 ) Fya NP R—hSnTWEd, 72707y a it REFE
BPBHIONTRNCT D LN TE, T2 2K~k 7a b 2L OLEOMAA D %
TEET, AT RTCOREFLT T AZ VT a 2777 4 71T 52O RHCEE
OV TAT VT a BEELTWASGE, P 7 A7 VT ar OBNRETELE, 77T+
TIhY T AT VT a v w#HBR LI X, IET VT 4 7T THOIBANRBEFHY T A7)
TarolonEiranEd, EMMOIC NI A—ENd T A7 VT ary (F74VED
B/AMEIZ1002 > F8) L, BEFICNIV—SNDYT A7 U 7y a UndR— kIt
7,
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SAXNA oL UEA LT rOEFLEREF LA~y ]

YT RN F g OFEETIL, NETCONF R0ZDhd ) —A NG R FurlI<T A2
4 —7 x A A (RESTCONF, gNMI 72 &) MNP HR—F S TWET,

CiscolOSXE YV AT ADT LA MY TiE, XA FTI v I BT R7 VT gy bREFHLYT A
YT arD2BEOY T A Y g onEHENNET,

YT A7 VT aid, NTV X IIERTAITAT N (BT R TAN) 1T
TIEREND T2, XA YNLA v ERRENET, REFHAVI T ATV T arTlE, /87
Vo Vv I IZEE~DERERE L, TORRLAYALT U NERZ2ENET,

FAVXYNAVELIUVEANXYILT O CDETIVESHE T LA LY

F—H5 J—ADLH

ETNRENT LA VT, FAYNVA e HZATAT T RO 2T BN DY £7,

RB:FAVINAVBEEIVETAVILT Y COETILEREETLA Y

TAVILT I (BHELIIREFH)

TVA Y OERIE, fEEShIZZERFT
a7 ZICEESNET,

TAXILA Y (B#D)

TLANIOEFIL, A =v=—FFi3H
TR FTANITEEINET,

PTA7 YT ai3FEF fTar 7 4 X2 b—
aro—fE LTERSET, 2L,
a7 4 Fal—a URHIBRENSETT
NA AREE LTHERY £,

BT R T g OIFRBENL, oY T
ATV TvarEERLTZER (Byiay)
WSRO Bav, FOfEEIIRITRT LA Y
DOEFNEFEESNET, FTa 7 4 F 2 Lb—
VarTCIRHERIBEINEYA,

TAXNA L TR VT g 4i7)e—K
BICHEET IR H D £, ik, f#
SNEANEEREER Iy s BN AT — T
IV AA o F A= N—HBRZ kil SN BT T,

EAXNVNT IR Y TRI VT a 0374
ABEDO—FE LTHER S, AT — 7L
2A y FA—=N—RIC BB ZEH I
fe LET,

YT 27U Fa DR, TR T g
VORENIRE) LTz & EICEMICER S N E

BT 27 ) Fa IDIZEETHY .
—¥E L TTAAA A LETHREINET,

B

VTRV T aNOT VAN T—=HDY =R, ARV —ALE T4 VZ L THEE
SNFET, ZZTOARY—A&1E, BET L —EHOA X ML £ T, RFC 5277 TldA
RUBNARN) =A%, WS ONOEIEEIEEIC T 5 —#HOA X MEME LTERL TN E
7

WEIL, ARV —LNbD—HDOA R MIT A AZBENEST, BARLZA N —LEZAT
TEICER DT 4 NE XA TERENE T,

Cisco I0S XE %, yang-push & yang-notif-native ® 2 DDA h U —A A%V R — K LTWET,
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YTAI YT arDE LT, F—ARUEICREIA IV I ERETEET, L,
ZHEA N —AICESTRAED ET, A N —ANTEEMTbNI-E &, F7230 <0 b
RRA LB DBRTF— 2 WATEL E51T 22 M — b biud, BERAEMC, 7
LEHFHOBERRCT— 4 2MATE5 LT 5 A MY —Abb 0 ET,

O AT BEOHRII, MBOT LA NY) T—HE2Ekr—HOBEIH@EME R £
T T—HDOEEFHET, TV vy EZEFMOERICER SN e hanic ko TR
0 ET,

H$ITRY )T a VEBlF

PTRAI7Y T a iRy hOEOEEME CHBISNET, REFHAYTAZ Y Far
DIDIFay b= Lo THRESIN, BT T A7 VT a OREFATY v iyildo
THRESNET,

arvhar—JF, N7V vy THERSNTBWY T AT Y T a o EOBAERT DT
W2, REFAYT T A7) 7y a AERT HME% 0~ 2147483647 OFEFHICHIRS 5 LN &
DE4, BT R7Y T aroID EZMIFS e — 0T, OFED, ML CER SN
Y727 ) S a0 T 22 ) g o IDITEELET A

H$IRYyYToa v ERE

BB EOEBOEREMEH L T, REFAT T A2 Y T a OEK., B, BXOZEE
THZ2ENRTEET, 2L, CLIE Xy hU—7 7Pua ha Lol FOEBEENEG TN E
ﬁ—o

TRCOVT A7 VT vary REFHFLEH) X, show =~ F, BBy hv—2r 7
o ko VERBERFEH L CERRTEET,

WKDORT, PR—FENTWARA NI —Abxzra—F o7 BIOHR— I TWAH
BADHIZOWVWTHALET, ANELTOR R —AFHAELTOTE Fa/nbHlsr L

TWAHZEEBRLTWETN, T XTOMAEGLERTR—FENTWEbITIEHY &
/UO

£29: 9 R—+tShd70 baLDOEAEDE

FS2UR NETCONF gRPC gNMI
R—k70O
Fan
BAXNA | FATXYAVT | FALYNVA | ZAYNVT | ZATNA | FATYNT
v 7 k v 7 N 7k
Stream
yang-push | /i EISSINN I K KFhix FEXFIE
yang-notifnative | i i3 It FEXFIE K xS FEXFI
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FroUR NETCONF gRPC gNMI

R—r70

FaL

Encodings | XML FExt i EISnN X —1H JSON IETF |3E%tis
Google
Protocol
Buffers

(kvGPB)

T LA RNY®DRPCHAR— |

ST S 472 NETCONF £ v 5 C, YANGXML U E— K 7B —Y % 22—/ (RPC) D%

ZEMTLET,

7 L A K U IZIZ <establish-subscription> RPC & <delete-subscription> RPC 23 % 7" — K LTV E

B

<establish-subscription> RPC 2365 &5 &, N7 VU w2 )b D RPC INEIZ 1T <rpe-reply>
Ayt —vb | fHERA N 7 %G T <subscription-result> EHRE N E ENLET,

WOEIT, <rpe-reply> A v E—VTOREEL, IWEOHBZRLTWET,

ERXFSI RPC RE
ok <establish-subscription> 522

<delete-subscription>

error-no-such-subscription

<delete-subscription>

BESNE-T 7 L— MIE
ELER A,

error-no-such-option

<establish-subscription>

gskEn- 72 g
VIV AER—RFENRTWER
/Uo

error-insufficient-resources

<establish-subscription>

Y720 T g RO
HICEDIERRCTE EHA,
TR VT a g
TX5,
R EINTET—ZOEN
RExTX5,
s EHI /T A7 U
varOfkENETE
5,

error-other

<establish-subscription>

Z OO SO T —T
R

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |



EFLEBBEIOIS5TEY T4 |
B v—cxom

P—t & gNMI

gNMI AR X, A L-ULRPC & T gNMI & WO ZRITOE —D kv 7 L UbH—E 2 % i)
LET, RIZ, W T A7 TATH—EARPC H#ELH—ERAEHRELRLET,

service gNMI ({

rpc Subscribe (stream SubscribeRequest)
returns (stream SubscribeResponse) ;

<subscribe RPC> [%, YT A7 U 7o a U BB RTAH-ODIEHT—T 0 M- TE
HAENES, ZORPCIIT—EHD A v —IUNEGENTWET, IkROEF T 3 Tld, <subscribe
RPC> CTHAR—=FINTWNDHRA v E—IIZONWTHBLET,

SubscribeRequest X vt —

ZOAyE—VF BESNIAZADOE Y MIHT 57 —7 v b OFEF 2R T L5720
7IAT VML TEBESNET, KIS, AvE—VOERZRLET,

message SubscribeRequest {
oneof request {
SubscriptionlList subscribe = 1;
PollRequest poll = 3;
AliasList aliases = 4;

}
Repeated gNMI_ext.Extensions = 5;

}

N

(F)  request.subscribe DAY AR — F S E T,

SubscribeResponse * v t—

DA vB—Uk, MESL ST <subscribe RPC> 2N L TCH —F v b b7 T4 T v MIEE
ENFET, RIZ, AvE—VOERPRLET,

message SubscribeResponse {
oneof response {
Notification update = 1;
Bool sync response = 3;
Error error = 4 [deprecated=true];
}
}

N\

GE)  BMOEFHOLNRYR— FIHET,
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SubscriptionList X v+ —

ZORX =V, HKBOYVT A7 VT a VEWERKBERSRADE y MRS IEOIEHS
AUE 7, SubscriptionList A v E—YOHERNT, 7747 2 MIETAVHADRED T LT 1 v
I AT 1O EDOY T A7 Y 7T g o &HEHITE £F, KRIT, SubscriptionList A v & —
VOERERLET,

message SubscriptionList {
Path prefix = 1;
repeated Subscription subscription = 2;
bool use aliases = 3;
QOSMarkng qgos = 4;
enum Mode {
STREAM = 0;

ONCE = 1;

POLL = 2;
}
Mode mode = 5;
bool allow aggregation = 6;
repeated ModelData use _models = 7;
Encoding encoding = 8; // only JSON_IETF supported in R16.12
Bool updates _only = 9;

)

(GE)  Path prefix (BI7REYZ2ZEFE A D) | Subscription subscription, Mode mode STREAM, 5 X
Encoding encoding IETF_JSON 237K — F I TWET,

TLIAVIRA Y=

BT A2 U7 g0 2 MIIE, xPath D (FERENTZTRTOST A7 U P9 R/
T) HHEIG THERSNTZEANBELOT VT 4 v I AREENTHDEEHEAE L, EFTHRn
BAENHY F£7,

message Path {
repeated string element = 1; [ deprecated ]

string origin = 2;
repeated PathElem elem = 3;
optional string target =

|
>

)

GE)  origin (FR—FSNAHMHEIE T & lopenconfig) ) | elem (VAR—hFEINDLZEHRLITTLT 4>
7 A L) . BL O target NV AR— F S ET,
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IR Toavityte—o

TDORAyE—ViF, IIAT U MIEoTH TR SATENETFT—XZ Dy N —RHICEH
L CWET, BHIMEEZRIETA7-OIfFHINLI A EBENEENE T, Wi, 7R
27U arAye—VOERERLET,

message Subscription {
Path path = 1;
SubscriptionMode mode = 2;
uint64 sample interval = 3;
bool suppress redundant = 4;

uint64 heartbeat interval = 5;
}

)

(G¥)  Path path, SubscriptionMode mode, Uint64 sample_interval, I3 OF Uint64 heartbeat_interval (ff
DOWCHESNNTWDIGEGDHR) B R—FSET,

INAAyE—

BT 2707y a 02t NABRADENRTWEYS, Zhit, YT Rx7 )V Fvar )R
MZEEM T BN VT 4 v 7 RTBIMEND & BREM N A 2R L ET, Ko, SA
AvE—VOERERNLET,

message Path {
repeated string element = 1; [ deprecated ]
string origin = 2;
repeated PathElem elem = 3;
optional string target = 4;

)

GE)  origin (VAR—FEN5MEIT ) & lopenconfig] ) | elem (AR —hSINDERLITT VT 4 v
7 A L) . BE O target NV AR — FEhET,

SubscriptionMode #* v —

ZOA =R, BHOEHRE N W=D H5EE =0y MaEmLET, KRIZ,
SubscriptionMode A vt — Y DiEFKE R L E T,

enum SubscriptionMode {
TARGET DEFINED = 0;

ON_CHANGE
SAMPLE = 2;

[y
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\)

(3¥)  SAMPLE & ON _CHANGE (CiscolOS XE Bengaluru 17.6.1 L&) DOZBYR— SN THET,

ON _CHANGE OHR— ~ME, FrEDETFT A NZIRE S TWET, #9273 ON_CHANGE %
PAR—=FLTWVENE D NEMRET HITIE, Cisco-I0S-XE-MDT-capabilities-oper &7 /L T/ A
7 xY LET, ETAVOFEMIONTL, [EERYF 7 X7 U 79 YANG €7 /LVDO#E
mO(354 =) | B v arvEBRLTIES N,

BRMAYE—D

TDORAvE—=UE, YT RIT VT a A=y b alb X T LA NI T—XEEEL
I3, RIC, BHAYE—VOE#REETSLET,

message Notification {
int64 timestamp = 1;
Path prefix = 2;
string alias = 3;
repeated Update update = 4;
repeated Path delete = 5;
bool atomic = 6;

\}

GE)  HALREZT TV T 4y 7 A BROEHRYAR—FEnET,

FAFIVOHY TR YT a v ER
T B TR ) Ty a R KOHIBRY D A OW TR L £,

NETCONF % A X)L A DB T 27 1) 72 g » OIERK

YT 27 ) T g iF, X7 Y v TR L, EOEEGNEID A =X (BHIIRPC)

EEALTHT A7 U7y a UEROTZD DO LEITI VT A7 T4 N2 K-> TER ST
T, YT RAZ VT a v OFEHEHEIE. VT RAT TARNERT Y vy OB O IEGER
WHIBREI, TV A MY T—=2IEZOV TR TANIOREFEINET, ZhHDHh TR
V7vaid, "7V vy ERFT T AT TARONT NN FER) SN TGS L E
Hh, BT A7) 72 g o OERIZIZA > 73 R D <establish-subscription> RPC % f#i i ¢
& $£ 9, <establish-subscription>RPC |, IETF 7 L X hU DY TR T F A "N E Ry RT—F
TN AZEE & E T, RPC TiL, stream, xpath-filter, 33 K O\ period D47 4 —/L K3

HTT,

NETCONF (Z L 28yt 7 2 7 U 7o a o OFERE LOHIBRICEE T 5 RPCIX, A~ MlA
DI AL NPT A7 U7 g o draft-ietf-netconf-subscribed-notifications-03 3 X Y YANG 5 — #
ARNT oy aTHOYT AT T A 7 draft-ietf-netconf-yang-push-07 CEF SN TV ET,

EHNGBMHT IR Y Ty
WIT, BAYNA v OEME YT 27 T g 0flz s LET,
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<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>
</establish-subscription>
</rpc>

FEEEFMT IR Y Toay
&IZ, NETCONF %z L7=ZERFEY T 27 ) 7o a v offilzrLET,

<establish-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>

<yp:xpath-filter>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</yp:xpath-filter>

<yp:dampening-period>0</yp:dampening-period>
</establish-subscription>

Y727 U7 g O

YT 27 U Ty a UERIBRT DL, A /32 KD <delete subscription> RPC,  clear
telemetry ietf subscription =~ > | <kill-subscription>RPC ZfEH L, N7 AR — kv =z
EYlE L £,

gNMI TlZ, SubscribeRequest.subscribe.subscription D&Y7 27 U 7 g UHIMERI DO XA F I >
J Y TR Fa D E LTERIILVET, <kill-subscription>RPC £721Z CLID 7 V7 %
FHLTINODYTR7 YTy a D OWTNERHEKTID L, 3727 T T8K
THESNZTRTOTT A U7y a UREHE T ShET,

Cisco 10S XE Gibraltar 16.10.1 T3 A X #17= <delete-subscription> RPC X, #7277 7 A D&
MIITTE, OV T AT FTANRNPNFHRT LT A7V T a rOBzHRLES,

Cisco I0S XE Gibraltar 16.11.1 LD UV — 2 Tid, clear telemetry ietf subscription =~ > K%
HEHLTHAFT Iy 7T R7 YT a rHBRTE £7, Ciscol0S XE Gibraltar 16.11.1 T
A S 4172 <kill-subscription> RPC (&, clear telemetry ietf subscription =~ > K &6l U HIETH A
FIv s TRV T a v EHIBRLET,

BLONETCONFt v a U Rtllfisns &, 727U FvarbillRsngd, xy FU—
7 Bttt ST 355 1%, SSH £721X NETCONF £ v & a 3% A AT U LTZDOHID
YT 27V T a CPEIBREND T, ZDORFMBNND ZERH Y £T,
<kill-subscription> RPC | <delete-subscription>RPC & #A{Ll L TV ¥ 9, 7272 L. <kill-subscription>
RPC /%, subscription-id 2E DDV IZ, HIFRT A7 227 U723 O ID %5 L identifier 22
FEEALET, ¥—F Y 727V Fvar TSNS F TV AR— by ard,
<delete-subscription> RPC TEH S TWD b D & HpD F7,
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CLZFERLEY TR Y TS avnik
wOHNENL, FERAERTXTOY T 27 ) Py g v ZRLTVWET,

Device# show telemetry ietf subscription all

Telemetry subscription brief

ID Type State Filter type
2147483648 Dynamic Valid xpath
2147483649 Dynamic Valid xpath

WIZ, FATIv 7 727 VT a rwHIBRT 202~ LET,

Device# clear telemetry ietf subscription 2147483648

NETCONF <delete-Subscription> RPC Z{EA L =4 T X5 1) T 3 U DHEIK
WKIZ, NETCONF 2 L CHT A7 V7 v a v EHIRT D62 R LET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">
<subscription-id>2147483650</subscription-id>
</delete-subscription>
</rpc>

NETCONF <kill-Subscription> RPC Z R L =T X5 1) T 3 > DHIK
RIZ, <kill-subscription> RPC ZfEfl L CH 7 X7 U 7' a3 » ZHIBRT 2612 R LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>
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</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483653</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:51.319279+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>
<kill-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<identifier>2147483653</identifier>
</kill-subscription>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"

xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:ok</subscription-result>
</rpc-reply>

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>
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</mdt-oper-data>
</filter>
</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

REFAY TR )T avnERE

ZTE, REFHAY T A7V Ty a e, 2R, BIXOHIBRT 2 FEIC OV T L £

o

< (4
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REHEY T A7) T a v OVERR
REBFHRY T A7V T g 0%, ary hba—F L5370 vy TOBEHEREIC X - TER
SN, BT RZ7 Y Fa il o TEREINET VA N F—2OZEZDORBEDHRMICE
FNTWET, 26D T A2 U Foa i, N7 U vy OFEEIS BERE LT,

REFHY T A7 V) T a NIEROZEE 2N L TRIETE T2, ROOARLRZEE
DHPMERESNET, ZEANTTICER SN TWD5E, £ T OBEE. hox(s
HAOERTFAIT SN EE Ay TOZEEDHIRSND & BOZEAENERSNET,

REBELZATXNVT N YT R7Y T a0t WOFETT AL RATHRESINET,
eERECLIZHL, a2 Y —L/NTY ZH L TCT A, AREWCEE LMz £,

« NETCONF/RESTCONF #fEH L., HRIOY T 27 ) 7o a v 2R ELET,

T, REEFLYT T A7 Y 7y a B ERT H7-0D RPC O 2R LET,

EHMGY IR Y Toay

WOHIL, CLIZEA LT, RTCHELATT ATV v a DT AR—=F7 hanrde LT
gRPC R ET D HiEE TR L TNET,

telemetry ietf subscription 101
encoding encode-kvgpb
filter xpath /memory-ios-xe-oper:memory-statistics/memory-statistic
stream yang-push
update-policy periodic 6000
source-vrf Mgmt-intf
receiver ip address 10.28.35.45 57555 protocol grpc-tcp

& RPC OHliZ, NETCONF #fH L CERI AT T A7 V7 a v 2ERkL, 60T &I
TLAN) ORI EZEEFIEET DI HFEERLET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<period>6000</period>
<xpath>/memory-ios-xe-oper:memory-statistics/memory-statistic</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>
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&IZ. RESTCONF Z{HH L CEH YT 27 ) 7 a v &2 {ET % RPC O~ LET,

URI:https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [

{

"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"period": "6000",
"xpath": "/memory-ios-xe-oper:memory-statistics/memory-statistic"

}
"mdt-receivers": {
"address": "10.22.23.48"
"port": "57555"

EEEY IR Ty

W DORPC DL, NETCONF 2 L CERRFY T A7 ) o a v EBERL, ¥—F v b7 —
BR—ANIEENE BRI ESEEETHHEEZRLET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<no-synch-on-start>false</no-synch-on-start>
<xpath>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

& RPC D%, RESTCONF i L CEEKRY 7 227 U F o g VA ERT 5 HiEA2 R~ LE
j—o
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URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [
{
"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"dampening period": "0",
"xpath": "/cdp-ios-xe-oper:cdp-neighbor-details/cdp
-neighbor-detail "

"mdt-receivers": {

"address": "10.22.23.48"
"port": "57555"

gNMI B A Y ILA o HTRHY T3y
WIZ, gNMIL XA Y )vA v TR )T aroflzrlET,
subscribe: <

prefix: <>
subscription: <

path: <

origin: "openconfig"

elem: <name: "routing-policy">
>

mode: SAMPLE
sample interval: 10000000000
>
mode: STREAM
encoding: JSON_IETF
>|

subscribe: <
prefix: <>
subscription: <
path: <
origin: "legacy"
elem: <name: "oc-platform:components">
elem: <
name: "component"
key: <
key: "name"
value: "PowerSupply8/A"

>
>
elem: <name: "power-supply">
elem: <name: "state">
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mode: SAMPLE
sample interval: 10000000000
N _
mode: STREAM
encoding: JSON_IETF
>|

REFHYT A7V T a  DER
REFHY T A2 N Foa B ETHITE, RO2OOFERHY £7,
« NETCONF <edit-config> RPC 72 & OFHL 7 10 | = )Lk @ Bl

«CLI (V7227 U7 a3 OfERL &R CFIE)

YT RA7 )T arDFEHERITIT RLAER = ERFICLoTHMNENETT, ZEFEELETT
HZEIITEERA, ZEFEORME (Frban, Tor7rAN7E) 2EFETHITE., LT
ZREEHIBRL T LWZEEEERT OLERH Y £,

BNRY T A2 VT a r ORNRZEERENMREBICSH 0 | EEHTZEE ~DHEHO
Ty Ty TRHEH LORIT 2R 2 5813, RO 2R o EE 2 H S A D MENR
HYET,

REFHYS T A7) T a Ol
CLI 7213 H M EAH R LT, REFHY T A2 Y 7Y a v ZHIRTE £4, notelemetry

ietf subscription =~ > NiL, &EFAT T A7V 7T a U EHIBRLET, RESNY TR
V7vaid, BEA LV HA—T 2 A ADLORHIBRTE £77,

CLUZFERALEY TR Y T a vnHIk

Device# configure terminal
Device (config)# no telemetry ietf subscription 101
Device (config) # end

NETCONF Z{ER LY ITRH YT 3 o NHEIR
&P RPC DL, BEFLY T 27 I a o ZHIRT A HEZRLTWET,

<edit-config>
<target>
<running/>
</target>
<config>
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription operation="delete">
<subscription-id>102</subscription-id>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
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B rrcvo25 070 300 FaDN HR—

gRPCH 7 A2 ) 7' a @ FADN AR — k

At E Ly —

gRPCT LA RNY T R7 )T a ALRER—ATT, 2F0, 2—HF =TT /(1 ZARED
—HELTRERANEZFOMDY T AT VT a RIA—ZERETLHILERHY £,
ZOLV—RREZ, TV AN OEHEEREFET DO OFHMARE T D7D S
NET, gRRCHY T A7 U 7L g UERED FQDN AR — OB AIZ LY, IPT FL AT,
SERMER R AA >4 (FQDN) & gRPCH 7 A7 U7y g A TE £,

TLARN) BT ZR7 YT a TR, Ly—ROFEMEY 722 Foaro—#s LTHEE
THIEL, ML CRETDHIIELAMRICARDE L, T2 T, Ly —NZ34RINH Y .,
PYTAI V)T al BRETHEZICZOAFIZHFEHL LY —"ZHEELET, EHL08
Ab, BEOV T2 Fa AR LY — L EIEETEET,

COMREEZT A —T M TEEE A,
ZOHNE, gRPCH T A7 U7y a NSNS FQDN 278 LTV ET,

telemetry receiver protocol my-receiver
host name receiver.cisco.com 12345
protocol grpc-tcp

telemetry ietf subscription 101

encoding encode-kvgpb
filter xpath /mdt-oper-v2-data/mdt-subscriptions

stream yang-push
update-policy periodic 1000

receiver name my-receiver
telemetry ietf subscription 102

encoding encode-kvgpb
filter xpath /mdt-oper-v2-data/mdt-connections

stream yang-push
update-policy periodic 1000

receiver name my-receiver

FQDN OHAR— MZ LV | ARMfTE L3 — BEE TN D8 LD L o — NERIEFIENEA S
WE LTz, ARiftE Ly —NE, 3727 VT v a v EEEERICHFETE D by T L0
RETYT A7 4 TY, ARMTE L —NEARTTHEBI SN E T, ZOARNIEREDOLFS
T, VAT ATARIME LY=L a— KOS Ty 7 AEiEd—L £9, 4rift& L
e NEREICIE, LY ANZBEEMT DN TV AT RTOBRENEENE T, 2D OHRTEIX
BT 27V T g AEIELER A

ZEiIfTE V=N EHAT ARSI O EBY T,
CEXFESERFATDOLY—NEYR— N TEET,
« XU ERERIER LORBHoB#RESE LN E T,
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otz TorarLe—n

cIP7 RLADIRDODIZAA MEEFHL T, 72 hat Ly —R"OKRA M ETEE
@—0

cHBEOY T ALY T a v TCHASND LY —"DNRT XA =R % | DO CEAR TX
£7
WOT v havd A FHRFE L —NEFRR— I ET,
e cloud-native : 7 77 K A7 47 7'm ha
« cntp-tep : Civil Network Time Protocol (CNTP) TCP 7'& k @/b
s cntp-tls : CNTP TLS 7’1 k =21
s grpe-tep : gRPC TCP 7’12 | =21
s grpe-tls : gRPC TLS 7’12 k =2/
e native : ’A 7 4771 kA

s tls-native : *A 7 47 TLS 71 k2L

Zuiff&E e rarro—N

ARifTE T e harvry—NE e hariEEHT 57 VA N OEREEZIRET D7D
AENFET, LRifTE 7 halbo—NE, Lr—R_E2RT 5480024 T, A2 MEE
LEALET, SAMEEICEK, FAMMEZIFIIPT FLA, BIO%HR— NESE2RE
LET, BE¥a77m ha gkt 7 7y A VX FHEFERLET,

A\

GE)  HRh4RiffE7e barrr—_"RNERsns . Ly—NICHEEBIICER S NERA, L
RO A ERR T AT, BESN T e hab Ly —n 3, Al 1o 7%
TV T a Nl o TERINDLELRH Y 7,

CLI 721X YANG ET V&AL T, &4RiffE 7 e ha L o —NERETEET,
AEifTE e 3L L — R0 YANG BF V&2 FH L30T

YANG E7 /L Cisco-I0S-XE-mdt-cfg (Z1%, #HifTE 7w ha L by —"RNEFENTHNET, &
A7 mdt-config-data =2 > 7 F N D =2 > 7 F mdt-named-protocol-revrs (213,
mdt-named-protocol-revr HHERD U A bR dH Y 3, ZOTV—TZE, RO 52D A /38—
NV ET,

*Name : U A NNDA T v 7 A
e 7'm kv

* Profile

« WA P A—L

« R— &
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WIZ, &Rift& 7 e har L r—"OERFGEZT,. NETCONF RPC Of| %2R L E7,

<edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-named-protocol-rcvrs>
<mdt-named-protocol-rcvr>
<name>my-receiver</name>
<protocol>grpc-tls</protocol>
<profile>tls-profile</profile>
<host>
<hostname>collector.cisco.com</hostname>
</host>
<port>57500</port>
</mdt-named-protocol-rcvr>
</mdt-named-protocol-rcvrs>
</mdt-config-data>
</config>
</edit-config>

LAt E L= REFEH LT A Y T a ORE

YT A7V TF g THRIMTE Ly —NEEHT IR, L= "2 T L — A D
ERETHALENRDY 3, T XTO L —NEHOKEFLAFMTE L — \RHEO—HTH
L1280, BIMOL— "EREEFMNEDH Y FHA, 2L, ARift&E 7 m hbarv b y—oNE, B
Rk 7o AD—HME LT, ¥ 7 A7V 7T a3 OFEFEIL VREBIOEEILT RLRAE5]
XA LET,

PR — b ENDLEIL > —3F A 71X protocol DI T,

YT RA7 ) Ty a AIARMTE LY —RFERF L =L v —ROWnW T a i TE F9
N, MGFEFERATAHAZLIETEERA, VIV =L —RRREESNTWAEES, 722U
Tary LN BT ELFGE LV ANGOREITT Ry 7 SNET, ARk, TR
) Fvar Ly—R AL TERITLETE L — R E LS/, LY —L v —R
EHRETETERA,

BEOL L —R"PHRESNTWDHETH, Y727 V7 a i1 o0 Ly —"Oh %A
THZELICHERELTIEEN,

LA — VL —NREFHT AT A2 U P g v AR E LY —REFHT AT 22 S
vauid, RCERAFEHCTEET, 2L, ZTHEREILERA,

LHfTE L — R T 27 Y Fa VERED YANG EF/LVEHEH L& E

AR E V=N E T 555, rovr-type THAR— b I35 ME—DfEIE revr-type-protocol T
T, LI =L —REFHT LA, ZOMEIXT 7 44 O revr-type-unspecified T9,
KIZ, NETCONFRPCDHlZ 7R LEd, A&7 n baby—n"aeffifiL T 7227 U7
VarEERT D HEE R L TVET,

<edit-config>
<target>

[ Ciscol0S XE Cupertino 17.9x 704 SYE T4 av T4 FaL—av HA K



ETIIEFH IOSSTEY Fq

gt ELy—nomELprke ]

<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>1</subscription-id>
<base>
<rcvr-type>rcvr-type-protocol</rcvr-type>
</base>
<mdt-receiver-names>
<mdt-receiver-name>
<name>receiverl</name>
</mdt-receiver-name>
</mdt-receiver-names>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>

A HifHE L y— o @i & B ERRE

HAMTE LY —R_F T2 Ve TRV T g Ly—N"F T V=7 b (LARifTE LY —
NEZRT D) 1ZiE, 220RRZEEREN DV £, ZOEMERIEIIAR) F 721388 T,
AHITE U — BN 72 D e b — X2 B \mmﬂx%éf@é_&f¢#\M@ﬂ
HbEZExoNET, ARiflE Ly —"OEEREE = —I213, LIr—"\PREHTHLEBE T
FANTEHAT L7 4=V FRHY ET, VV~A@&u#ﬁ%&ﬁé\:@74~me§
<7,

CLUZEFRALEARTEL—/\DREDRT

TRTOEA TOLAHITE L —"OIREEEZ R T 5121, show telemetry receiver =2~ > R
EEHLET, al ¥—7—RE, 7 XTOARIMTE L — NIZBT 2 H A A TF
AL, name ¥—U— Ni&, #HEINTAFITE L —ICBET 23MERE R R LET,

KIZ, show telemetry receiver all =< > ROl 2R L E5,

Device# show telemetry receiver all

Telemetry receivers

Name <.> Type Profile State Explanation
——————————— P e e e e e e e e e e
receiverl <.> protocol tls-trustpoint Valid

KIZ. show telemetry receiver name =~ > KO AHZ R~ LET,

Device# show telemetry receiver name my-receiver

Name: my-receiver

Profile: tls-profile

State: Valid

State Description:

Last State Change: 09/18/24 15:50:54
Type: protocol

Protocol: grpc-tls

Host: collector.cisco.com
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Port: 45000 (edited)

AEIMTE L2 —30D YANG B /L& L7k fe

ZHITE L — ROYRREIX, Cisco-I0S-XE-mdt-oper-v2 YANG &5 /L & fl L TS T& £,
mdt-oper-v2-data = > 7 FIZIE, T RTOARIF & L o — "OEIERIE A & T mdt-named-receivers
UARBREENTOET,

WIZ, ZEIfTE Ly — "OREZ ST 5 NETCONF J&E OB 2R L E T,

<get>

<filter>
<mdt-oper-v2-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper-v2">
<mdt-named-receivers/>
</mdt-oper-v2-data>

</filter>

</get>

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-v2-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper-v2">
<mdt-named-receivers>
<name>my-receiver</name>
<profile>tls-profile</profile>

<params>
<protocol>grpc-tls</protocol>
<host>
<hostname>rcvr.test.com </hostname>
</host>
<port>45000</port>
</params>

<state>named-rcvr-state-valid</state>
<last-state-change-time>2020-..:00</last-state-change-time>
</mdt-named-receivers>
</mdt-oper-v2-data>
</data>
</rpc-reply>

YT 2T S a L — A OEME & BIERTE

YT 27V Foarbi—nNE, EEOYF T A7) FoarLbi—R_"ERda Ly 2R
HYHTAT VT a VEEOF T2y NTT, a7 ZIZEET DT DITNE IR A T = A X
XL — R A FIZEETTN, FEit, 37227 ) 7y ar PNy —_"FEidalr s 2 2H
ETXAHLICTHEDIEHNINDI=T 47 4 TT,

YT AT T oa by —R_OREL, Ly — RO A R ORI D HREICE SV
TR, BEORERSHY £9, TNENOWRETX, V7 A7) T arPNLyr—"FEida
L7 RICHEFERETE DL H1-0I0E b ) v —2OHIBENBIEM T ST E
7,

YT 2T Y Fa L — A DORTE
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H$IRY YT avLi—noRE .

VTRV T a b y—"OEERREIL, REINTLET EROA T v I A) | Li—
NOARRE, IRBEIZRET DR E 21T A T, kiU%%@h EATORFZ TR SN E T, i
LFHNIFEIEH SN TIEH Y FHA,

YT A7) T a b —R"OEZLNHIREEZROEITRLET,

RW:H TR ) ToavLo—/\DIREE

YITRY 1Y ToarvLi—nnRE BTLL]

CLI & YANG fi&

Disconnected (HJI47) revr-state-disconnected Lo— N S, Bk
TEITSINEE A

Resolving revr-state-resolving LI —NIZRBGET A T=DIT
%fiﬁ%fﬁju/\7} &%ﬁ%&b

Transport requested rcvr-state-transport-requested Ly —NIZHET AT DD EE

fE R 23, Resolving IREEMN 5
RIE SNIAERENT A —F %
ERLTWE L7,

e (Connecting) revr-state-connecting B2 FarhlL L —
AT T D T2 DI B2 )
Y= AWREY B THERTNE
R

03 TRV ANGAVARIN | revr-state-connecting PTR7) FarnLi—
CE S AL, ALY —
NIZEFETED IR &
L7,

Disconnecting revr-state-disconnected PSSR TS Y Y —
ADHED HTEINTVE
‘a‘o

YANG f# revr-state-invalid |1&, Vo — L —NNTOREHINET, YR FT A7 U S
VL NI TTE RN, YT RT U Ty g v L OIREEDN SN 72 856 1 X disconnected
WICRE SN E T, MBXFSICT, invalid D7 27 Y 7 g L —,3 L disconnected D7
ATV T g by —RERRTE £,

PTAZ YT g br—NE OB TSN Z R £,
TR VT arDRIO LT —"RYIE STV RN,
cHEHGEDOE v N T THRKBRI R LT,

« LRI L — NELE L7V,
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KR E L= SRV T R ) T a UTIREISNTZ A T TR,
« BB E L — AR CH D,

T RI VT a rPNEHTH D,

c FOR SN HER AR O L — N Lo TSN TV,

YT 2T Y S a L — O
TR aryTIEH, YT RARZ Y a L — AR A E T A FEICOWTEBALE
TO

T LAY B

FULA NIRRT, P27V T a B —NZBET A0 HT S T o AR— b
AVARB U ARRL, BICEWEREZERLET, 7L A NUEHIL, B oA Ty 7 AET
B S ET, HERICET A2 OMoFEHIZ, VT AZ VT a UBMERT AL O ICRESN
TWB L —ROH A FZHESSERO X A TIZEH TT,

X 2T REAYNALT U N T UAR— T, REINTLEMTE LI — DA A MY
L, oty N7 v TR L — AR DREEOFR 4 (DN) & —ET 508N D
DET, 20D, RIUEREZFERTHIEBEOL —"EFFOZ LT TEERA,
ZOETHHT AT RTOIREIL, T XTOXA 7O THZY LETR, T XTHMEA SN
HOITTIEHY FEA,

£R3M:TLA M) OERIKE

EIKRE s8R

CLI f& YANG {8

Pending con-state-pending BHESMER S HE LS, %
PR STV ER A,

Connecting con-state-connecting WAy N Ty ATk
AT T,

Active con-state-active PSR HST SNTEY . Y
A7) Fva s b=
HTx%Ed,

Disconnecting con-state -disconnecting BeE NI S, TR
Tva v by — X DK
FRHE L COET,

A BEAH T BTV B Z DO BIEREIZIZ, VE— MLy — (ERARERGESIIE
7) O ID, BLOEEDIREELOREZ 2 ENRH Y £,

T LA MY T e b3V
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LA ry7oranizs ]

T, abhald A TR E. INORAFIE T e hal L —NIZEID B THRTE
BT 27T a3 —RNIZED EOXIITHEHEINBENITHOWNTE LE T,

£32: 70 FaNEA TERDINSA—4

INT A=A FIET b=

Destination IP address AFIfTE L — R A B RAMIRAAL A EFEHT
D12, RAA 5 DFRRH
VBN DG E N H Y 7,

Destination port number AEIfTE L — R — R B REIICERET DB H D
\iﬁ—o
Source VRF YT 27 ) gy (FBEE |VRE BMEEINLTWRWE
NTWBHEHE) A, T 74/ FD VRE )M

ENFET, ENUSNDEE.
VRF 4 13 PNERE R I ik &

nET,
Source IP address FTRA7 Y Fvary EBES |[BELRWES, HETIPT
NTWBEE) KL 2% VRF B L ik 1P
7T RLRICESWTHRESN
F9,
INEDNRTA—EO—IE, YT A7V P a s Ly—ROBY T 27 ) I a Ly OBREIC

OV TWET,

BREMN DR /NT A —H k35 & &2, BEREEIN TV RWEAIL, &I VRE B
PE S, WIZFEHEIP 7 FLU A, BITGEETIP 7 RUABRRE SN E T, FRORFED A
T TRIEKEINRIT 256, SR CERICERITSNE T,

Pefelx, ZRINDH LT CITA v AZ v AbENET, 2FED, BHOVTRAI ) T ar b
> — 373 resolving fRHED & transport requested IKFEIZEATT B &3 <, 7 A7 U T a v
Ly — I Ko TR ST /8T A — X Z Fp o8t A v A X U ADPMER S E T,
FRINTZERNEFICHRESIN, 7V A M CTHEHAIND & BHIRREIX connected (24 D
D EF, ZAUL, CiscolOSXE T /31 R & L — TS, ZORNZHER N FET 5 2 & & Bk
LET, Lyr—\0NEHTHY V—R2HENYTTEEHIC, VY—REFERTLIIH TR
U7 varbir—oNT, BN Eémt_&m@ﬁéhiﬁo_ME@%717)7/3/
Ly — NORREIL, connecting (AT LT, W7 A2 U Fvava Ly —NIwT 5729
B Y—AERELET, 260U Y —ANERIND & #7X7vaayvv%
INOARHEDS connected (28 S 4L, L — SR HHEMAZZE LET,

TUANVEERNT 77 4 7R ENTERVEBO—HZ2KRIRLET,
o Pl SEICEETE 220,
¢ UE— FARARFR— MZU AT —0B{FELRR,
cUE—=PFRAIR=IDY ZAFT—=DF A TRELL 220N,
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\}

Authentication failures (GRIFT T —)

G¥)

Beit y NT v IRATHRO L 21X, ity Ty TR T DI OIZHEEIR N T A=
EFIRRESINTWA TS, ZOEwEEHT 27227 ) 7 3 b v — NE§ )T connecting
WRHBIZ 72 0 £,

Bty N T v TRRR LT E ZICEITENDT 7 v aid, 7a haicko TR £
T, WORIZ, B—Dty N7 v FERNOEROFAITIMESL, Bty b7 v 7ERN K
L7256 OBMRIESROFRITIMEL R LE T, ZOEEL, LI —Lb 3 — N2l o THE
K cLE L TT,

% 33: 70 o LEROBRTHER

Protocol EmoBRITEH BERER

" grpe-tep 1. 3. 4, TROMKET S BIF | HIRAR L, S0 itk

+ grpedts AT R 5 & kI FRD &
ZRLET GUTZLIC14
) .

« cloud-native 5. 10, 15, 20, 25, B30

* cntp-tcp B

* cntp-tls

* native

* tls-native

LEITE V=GO N T TN a—T 4 T

YTRA7 VT a UPRRESNTCNDGEE, IRBEDO 1S, 7V A MV EHRA vE—
URZEINNZETT, FRE LT, FHETHARXY IBRW, TR 7Y v a RN
WA THHLZENBLONET, Z 2T, ARt E Lo — B CRAT 2 — i BE D
NI TNy 2—T 4 T HECZOW T L E7,

FLA M) FaaNnb0u S BLO—EHO show =~ > RO I, 4REifTE L —
REDRNT TNV a—T 4V TIHEHTELERDETENTOET,

RU:BEMHEL—NERO STV a—Ta 0T

Bl TSR EMEK 0%
TRy g URERE N | show telemetry ietf subscription |72 7 Y L g OB TR
. iddetails EELET,
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ARMfTEL—

rgo rsInva—5425 [l

8

HER AR MEIR

xt A%

YT 27 Tg L=
DHIMEZS,

show telemetry ietf subscription
idreceiver

AHITE L — OB ELE
IELZET,

Y727 Fg s Ly—N
DR /NT A — X BRI T &
20N,

show telemetry ietf subscription
idreceiver
VTR YT a L=
DARFED, FRR T OIRRED B
bR,

Li— Ry T — T
E. FREA X —T oA A
DIRREZFER L £,

T2 Fg L — N
BN T v TIRREIC e B 7
W,

show telemetry ietf subscription
idreceiver
VTR a L=
DARFEDS | R D B
AT S T 5,

R S NI A T H
D, Ly—nFliFarrsy
PEEREET, fHESN b
T UAR—= bR LTA
Nz N E ST AND Z
ENTELHZ L 2R L E
B

YT A7) TFg L —N
DEFNPIER I N5,

show telemetry ietf subscription
idreceiver
VTR S a L=
DARAEDS, BT 2 fR< 3T
DARAETEAL LelT 5,

AV EDIATHELWNTD
L. BIUORESHTWDRE
AELFFRI AN THD Z L&
MR L £

YT 27T g L —N
PGSV TWDH S, BN
ZAEE NI,

show telemetry internal
subscription idstats

Ayvt—=Y Ruy 77U b
DML TWDD, H#HEIN
ol a— RO LZR0,

Ly X PNEFRED T 17—
WBRETETWA Z L 2R
Liﬂ_o

YT A7) Tg L=
DR SINLTWED, BHN
ZE I N,

show telemetry internal
subscription

B BB LR,

EEIEEOY T 27 ) Fg v
DEEIX, FEBRIZA X bR
FBAELTORNWI L 2HERL
E N

EHR 2T A7) g v
DAL, BHHMEAAEL
1L 100 4> 1 B HAAL T
EINTWAZ LaERLE
R

show telemetry internal connection : Z D~ i, A7 v a »OHERiA VT v 7 AMEEEY
FI, AT v APBEIINLTORWEEIE, HH I T2 T TOERE D AR 72 B
NI A—=BERRRRENET, a~v > NTEA T v 7 AZBET D &, ElcBT 55
MONFRENET, a~r FEDE NI AR—RMNEFETHY, +XCTHO T AR— FTE
FATEDLIFRY EFHA, ZOa~y ROHNTEEINIHERH Y £,
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B z==vox007 30 e 7 L0RT

showtelemetryinternal diagnostics : Z D~ KL, +_XTHOT L A b 7/ L@EfERRELZ &
YTLEOELET, MEZ®RET DL E1T, FTRERRY MBEOREROSHRIZZDa~
K% 4 L. show running-config | section telemetry =~ > RO ) b4 25 & fiRIc s
HET,

ZEEBEY IRY 1) T 32 YANG ETILDERT

HITRY) T3

Cisco-10S-XE-mdt-capabilities-oper. YANG £F /L& 7 = U LC, BEKHY T 27 ) Fa Bk
PRED R TV AR— I THR—=FENDETNMIZONTOFEREEZRTETET,

CYDEZAZYDY
CLIBLIOEH Y w ha 2 LT, T XTOXATOVT A7V Ty a r 2EHTE
iTO

cLi

TLANIOH TR YT a AT AERE R TRT HITIE, showtdemetryietf subscription
av REFEHLET, a~r Kooz, WIRLET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

NETCONF

WIZ, TVARIOY TR Y7V g BT 5158 %K R"T 2 NETCONF A vt —Of %
F<LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>101</subscription-id>
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<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-vrf>RED</source-vrf>
<period>10000</period>
<xpath>/ios:native/interface/Loopback[name="1"]</xpath>
</base>
<type>sub-type-static</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>57500</port>
<protocol>grpc-tcp</protocol>
<state>rcvr-state-connecting</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>

</mdt-subscriptions>
<mdt-subscriptions>

<subscription-id>2147483648</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<source-vrf/>
<period>1000</period>

<xpath>/if:interfaces-state/interface[name="GigabitEthernet0/0"]/oper-status</xpath>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>51259</port>
<protocol>netconf</protocol>
<state>rcvr-state-connected</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>

</mdt-subscriptions>

</mdt-oper-data>
</data>
</rpc-reply>

AM)—L

ARNY—AiL, YT AT TA TA[REIR—HDA R METELET, FTTXTOARU bR
ZO—HDAXRL M ELTHNTYT, 72720, AR —LDFERITHEND, TXTOA X |
DI OO THEL TWET, Z2TIE, YR—FENTWERA N —AIZDONTH
H)q L\ij—o

PAR—=FEINTWVEA N =20ty NERRTHIIT, BEH T2 ba VEEAMEHL T,
mdt-streams = > 7 712 % Cisco-I0S-XE-mdt-oper £ = —/L (YANG E7 /L
Cisco-I0S-XE-mdt-oper.yang 7> 5D H D) N streams 7 — 7 /v &E g L 97,
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®IZ, NETCONF #f#H LT, ¥ R—FINTWVWDIA M) —L2BETLHE2RLET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams>
<stream>native</stream>
<stream>yang-notif-native</stream>
<stream>yang-push</stream>
</mdt-streams>
</mdt-oper-data>
</data>
</rpc-reply>

Z OHIiE, native, yang-notif-native, yang-push ® 3 DDA~ U —ARYHR—hINTNDHI &
ZRLTWET, A MU —24native [ZPUR & LTI TE 9, METE £,

Y

GE) BEOLZA PR—FENTWAARARN—ADU A MNIET CLIZH Y THA,

YANG-push X +1)—L

yang-push 2 kU — AL, FR—F S TWD YANG 7 /M LRtk S s, kT —4
N—2ZWNELERT —F_X—=2ZANOT—FTF, ZOARI—ALF, AU —LDOFTHEL T
DT =B EIEET D12 XPath 7 4 V2 &Y R— L TEY, XPath RUIKLEOT —F %
F#T D YANG ET VI HSEET,

ZOAPNY—=AOHEHBEINL, ABOYT A7) Ty g AlonTC, T—% OB £ 7213 [E
FMRCEEINIEENH D T, HHICHELTCEEINDZ LiXd 0 840, BUER
ELRWT—=H DY T A7 YTy g AIHFAEN, BEOYFTR7 Y Fa bt LTEITEN
9,

PR=FEINTWDOHe—DF—F y T =2 _X—=2(F [FfTH] TT,

EEBHEEEDRTE

BAED L Z A, BRIV TR VT a AL, 37T R7 T4 THRRRT =2 DX A 7T
DV T YANG ET VO TIRET 2 FEIIH Y A, BEIEF T 27 ) Ty a v EHHL
T VTR GATRTCERNT =R T2 T4 T L LD eT5E, Rl (@) 45
BRI T A ) T a s GREWH) L7 ET, On-Change /37 U 7r—3 = » OFE
I\ i, [On-Change Publication for yang-push] OIEZ B L T 72 &0,
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YANG-push @ XPath 7 < L5 [J|]

IETF F5 27 bADZEHR

yang-push 2 h U — L %3257 LA FUIE, 7L A KU ®IETFNETCONF UV —F% 7 7
=D KT 7 MZESWTHnET, ZhbaRIRLET,

e ARV NEHDOIAZ LY TR Y Frary, N—T303

YANG F—HZ A T Py a®HfOV T A7 547, "= 07

)

GE)  xHEd 5 77 MBS T HROBERERIT TR — ST ER A,

TV — T 4 H
e T NA TR RO
e AR — bR E L THRICE#HIN TWARWT RTOY T A U g RNT A—H

YANG-push ® XPath 7 1 v %

BT RY T AT RO yang-push A kU —ANOT—4 & v ML, XPath 7 4 V¥ ZfEH LT
ETHLENRDHY 9, XPath AITKDOHT A KT A4 RN @mAINE T,
eXPathRTiE, VA MEFIF=oTTIC 1 o0y N 2BET A0 —%2E-¥%
ZENRTEET, VR FENTWAEF—IREDHEIIKRD LB T,

[{key name}={key value}]

XPath ZOF 2RI R L ET,

filter xpath
/rt:routing-state/routing-instance [name="default"]/ribs/rib[name="ipv4-default"]/routes/route

# VALID!

BEX—2ENT 223, BHROXF—HELHEMLET, F—OAH1LEITERTH 54
ENRHD ET, ®HLTY AN R — XS HEITYR—FShTHER A,

XPath T, F—DORNC [ 2 L TEEOXF—2 IR L, ». TUFEIE D T L E
9, XPath OB 2 KIR L ET,

filter xpath
/environment-ios-xe-oper:environment-sensors/environment-sensor[location=\"Switch\
l\"]

[name=\"Inlet\ Temp\ Sens\"]/current-reading

XPath TlE, B~V T R7 ) Foa v TEEOAT V2 M R—FT&5 L9512,
EOWET () 2EHCTEEY, =AU ERE X NETCONF k 7 > AKR— h TO
REL. gRPC TIIHEREL £¥ A,

Cisco Catalyst 9800 7 A ¥ L A 2> hu—F CHR— k &b XPath =

Cisco 10S XE Bengaluru, 17.4.1 Ti&, ¥ ® OpenConfig XPath & »» k3 Cisco Catalyst 9800
P —=RX UMY L Aary b= THR— SN TWET,
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B ciscocatalyst 9800 o ¥ LRI L kO—5THHR— F SN XPath

TUVARNY BT R7 YTV a3 BT 5I2IE, NETCONF, RESTCONF, gNMI 7’1 k=
NIpEDTu I~ VT4 A2 =T oA 2% LT, IRORPC ZETLET,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>

<provision-aps xmlns="http://openconfig.net/yang/wifi/ap-manager">
<provision-ap>
<mac>eth mac of the AP</mac>
<config>
<mac>eth mac of the AP</mac>
<hostname>AP NAME</hostname>
</config>
</provision-ap>
</provision-aps>
</config>
</edit-config>
</rpc>

WIZ7R$ XPath RT3 T, openconfig-access-points YANG €7 /LD —#TY, 7272 L, ik
D 721F 13 openconfig-ap-manager YANG E 7 /LD —ECTH, 7 L A N UEMENIE L HRET %
¥ 512, OpenConfig EF /LI SV TRREMTHA TS = & 2R L ET

* /access-points/access-point/radios/radio/state

* /access-points/access-point/radios/radio/neighbors/neighbor

* /access-points/access-point/radios/radio/neighbors/neighbor/state

* /access-points/access-point/ssids/ssid/bssids/bssid/state/counters

* /access-points/access-point/ssids/ssid/clients/client/state/counters

* /access-points/access-point/ssids/ssid/clients/client/client-rf/state

* /access-points/access-point/ssids/ssid/clients/client/client-connection/state

* /access-points/access-point/system/aaa/server-groups/server-group/servers/server/radius/state

* /joined-aps/joined-ap/state/opstate
XPath &7 A7 T4 T4 5L, FT AT TAT7 &N XPath & ZDFEENDF T XPath
DT —HE=Z(5 LET, =& 2L, /access-points/access-point/radios/radio/state ~H 7 A7 Z A 7

T5L. HEMTONTWETRTOY =T LFDOTFTOY T ar5TFrorF—20EShE
7,

HROV 7y hOLBLERGEIT, XPath T 4 VX EZREL CEFHEHIBLET, 55
EDT 7EARA L N (AP) OFT—2 &7 4 NVE ) 7T 5ITE, /— ROBIZF—& i
LET, 722X, A& M ‘my_hostname’ ThH D AP DT — X %55 H12i%, 7 RA7
) 7' = XPath: access-point[hostname="my hostname’] Z{H L 9", T —X EHITIL. TH
BEHORESNTY Ty FEF TR, TRXTOY—InoDT =247V x7 MREENR
HZEICERELTIEE N,
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Cisco Catalyst9800 71 ¥ L2 2> kO—5THK— k&h 5 xPath % ]

PRERIEIZBE 9 15

WDFEINZ, 3 ODRRAR—)LF U FITBITEENFNOINERA b O/ NG %
%Li‘é‘o

FIA1: 45D SSIDIZKD T NVAr—)L

% 35 %%

AP 2,000
7747~ b 30000
AP Z'& @ SSID 4
AP Z & @ BSSID 8

AP =L OER R A 12

IN—

AP T L DR A N— 96

= 36 : HRRMR

IRERA >+ La—F HEMR (7)) HERPE (7))
aLso i X1 LY % X2

Z 2000 30 60

AAA 2000 30 60

fEf 4000 30 60

7747 ~RF 30,000 30 60

2 747>k CNTR |30,000 30 60
7547k CONN |30,000 60 120

BSSID 16,000 90 180

Neighbor 192,000 180 360

FUVA2: 62D SSIDIZLDTIVAT—)L

* 37:%E

AP 2,000
7747~ b 30000
AP Z & ® SSID 6
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B ciscocatalyst 9800 o ¥ LRI L kO—5THHR— F SN XPath

AP Z & @ BSSID 12

AP T L DR A 12

IN—

AP T &L DFRA N— 144

= 38 HRRMR

IRERA 2 b La— |H#ERER HE 22 [

F () (#)
aLv4X1 |aLs4X2

2N 2000 |30 60

AAA 2000 |30 60

JHEEL 4000 |30 60

27747 hRF |30,000 |30 60

7747k 30,000 |30 60

CNTR

7547k 30,000 |60 120

CONN

BSSID 24000 [ 120 240

Neighbor 288,000 | 240 420

>FUA3: 62D SSID I L AEHD AR —L

= 39:%%E

AP 1,000
7747 b 15000
AP Z & @ SSID 6
AP Z L @ BSSID 12

AP T L DR A 12

IN\—

AP Z & DFRA N— 144
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Cisco Catalyst 9800 7 ¥ L2 3> hO—35 0 XPath 8 &£ 553 5 L— b+ [

= 40 HRRERR

UREERA La— |H#ERER HELZ PR

~ () ()
aLY4X1 |aLy4aX2

2N 1000 NA 30

AAA 1000 NA 30

A 2000 NA 30

27947 MRF [15000 |NA 30

75Tk 15,000 |NA 30

CNTR

VA EA 15,000 |NA 30

CONN

BSSID 12,000 |[NA 120

Neighbor 144,000 |25 7> L 180

Cisco Catalyst 9800 VA ¥ L A 22> k2 —F @ XPath i & %t/ d 5 L— b

Cisco-10S-XE-wireless-mesh-rpc @ XPath /exec-linktest-ap/data-rate-idx CalA AL TV AE
ERIET DL — P ERIRLET,

ewlc-mesh-linktest-rate-idx-1 1 Mbps
ewlc-mesh-linktest-rate-idx-2 2 Mbps
ewlc-mesh-linktest-rate-idx-3 5 Mbps
ewlc-mesh-linktest-rate-idx-4 6 Mbps
ewlc-mesh-linktest-rate-idx-5 9 Mbps
ewlc-mesh-linktest-rate-idx-6 11 Mbps
ewlc-mesh-linktest-rate-idx-7 12 Mbps
ewlc-mesh-linktest-rate-idx-8 18 Mbps
ewlc-mesh-linktest-rate-idx-9 24 Mbps
ewlc-mesh-linktest-rate-idx-10 36 Mbps
ewlc-mesh-linktest-rate-idx-11 48 Mbps
ewlc-mesh-linktest-rate-idx-12 54 Mbps
ewlc-mesh-linktest-rate-idx-13 108 Mbps
ewlc-mesh-linktest-rate-idx-14 mO
ewlc-mesh-linktest-rate-idx-15 ml
ewlc-mesh-linktest-rate-idx-16 m2
ewlc-mesh-linktest-rate-idx-17 m3
ewlc-mesh-linktest-rate-idx-18 m4
ewlc-mesh-linktest-rate-idx-19 m5
ewlc-mesh-linktest-rate-idx-20 mé6
ewlc-mesh-linktest-rate-idx-21 m7
ewlc-mesh-linktest-rate-idx-22 m8
ewlc-mesh-linktest-rate-idx-23 m9
ewlc-mesh-linktest-rate-idx-24 ml0
ewlc-mesh-linktest-rate-idx-25 mll
ewlc-mesh-linktest-rate-idx-26 ml2
ewlc-mesh-linktest-rate-idx-27 ml3
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ewlc-mesh-linktest-rate-idx-28 ml4
ewlc-mesh-linktest-rate-i1dx-295 ml5

YANG-push DEW TV r— 3 v

EMI 7 27 ) 7o a Tl YT R T4 THGERICEDENDOT v o o BHITRNEE

WCEEENET, EELT A ARE—RETHST20 Fy hT—I BNRMEL TV =0T 5

CHIETHZ ENHY FT, WICERNT, RESNIZEM Y A ~—0f TRICEE S ET,

L ZE BEZ 105 ERETDHE, 727U T a v OMERERICRYOEHNERE S

. ZOHIT10 B ITEESNET,

WX, BTy v a T o' TR (17100 8) HALORR T, HIfE231000 Thi

X, P TRT T THBEROFEFIT 0 Z L1270 £9, RETE D5/ OHIRFRIZ 100
(DFEV IR TF, T7ANMEEHY EHA, ZOMHEIT, BT T A2 Y T a oA

I3 <establish-subscription> RPC THURHYICERET DMENH Y | REFAHLT T A7) Fva v

OEEITRE CHRIICERET HLERH Y £7,

MM RTEBL, VER—FENTWVDETRTO MTF U AR—F 7 b a)UWZBEEST 557 &

I IATRHBOT = A ERFREITT =T VD7 L a b —NEENTHET,

EWRY T A7 VT a VEEHLCEDT =22V T A7 74735 L, FRENT-HH
TEOFHEMPFESNET, T—FBFET DL OITRD L ROBIM OB EH O FEH
WHE LT ESnET,

YANG-push DZEF /X7 ) fr—3 3

BRI T A7 )T a EERT 25681, X 7= 78BN RNZ L 2R T ooy v
T THIRE OICRETALENHY £, TOMOMEITIAR— SN THWEEA,

BRI T A7 )T a T, OO vy a8 i, YT A7 I TIN=T =20y
FATT (IETF OXEFETER SN TOWDHHIER) . ZAUTfliEcE A, UBEOER
i, T—NERIN, BREOT —HORTHER SN TWDIGEEIZEEINET, Z7ZL,
BRI SNDENDOT —F3REEIIAITTT, Lo T, BERY T A7 U 73 VT
NOY =712 T 56D TH LA, TOTOWTOOEANEREINDS &, BH@mNg
FENFET, THBEAOEMLTNBILI N T AR—F 7o hallt ko TR 4,
Flo, BFEES TR ) T a VEBERTIESHY T8, OFV, FarT T ERoarT
T TR T4 7 LTH, FarTTRNOERIIT T A7) 7y a AE@isivEE A,
BHEGFELRWT —ZOY T 27 )7 a VA S, BEOYTAZ U Far bt LTE
TN ET, PWIRMFEFRMIZETHY, T—F0NFIHAAEIZR 2 ETCERUEFEFTINE
A,

XPathXUFTH—DAT V=7 FMEARETDMENRHY T, ZOFT7V=7 ML, 2T 7,
U—=7, V—=7U R, FRIFVAPZEATEET,

yang-notif-native X k1) —/L
yang-notif-native 2 s U —AiE, 7Y v v NOEED YANGEEITH Y | BEHDILDA
v hY—=ATCiscolOSXEDXAT 4 T DT 7 ) a—RMMHENTCWET, ZOART—A
X, RRERDBHEET D XPath 7 4 LV E B AR—FLTWET, ZOA NI —ADEH
WAL, ORI DA X bRRELESEEICORERE SN ET,
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yang-notif-native @ XPath 7 1 )L & .

DA RN —AEFEFRY TR Py a DBz iR—hLTWAED, X =0 7RG
LLTHEOEZRETAILERDLD 7,

yang-notif-native ™ XPath 7 4 )V %

YT AT T A T HOD yang-notif-native A b U —ALANOT —H &> M, XPath 7 4 L H ZHH L
THRELET, ROTA T4 275 XPath RZHEH S E T,

* XPath (% YANG B AR EZIRTTHLEND Y £9, BEO 7 4 VXTI HR—F &
IWTWER A,

e A UHET () IEPE— PSR TOER A,

FSURKR—KFTA RO

T=FOEREFEZ, TV vy EXERMOBERICEH SN T 0 Fa i TRED
£, 2O haF T AR—= N T r b LT, REFRYT T ALY S a0
BH 7o harnb My L TWEYT, P UAR— o banid, T4 ozra—F ¢
> 7 (XML, GoogleProtocol Buffers (GPB) 72 &) & HHTEAHAOBRIHEL 52 £7,

N

NETCONF 00 L

GE)  F/o, BRULEZA M) =20 8O EL 52258035 £7,

PHR—FENTND F T AR— K7 v haLik, gNMI, gRPC, NETCONF ¢,

NETCONF 711 k /LiE, #7227 ) 7o a D T v AR— MIOMEFATE ., yang-push
Z kU — AL yang-notif-native 2 b U — A TR TE £,

NETCONF % F 7 AR —h 7’'u ha)n s LTEHT2HAE. RO 3 S>OEFh@EMER0ME
Hanxd,

« 7T A7 Y7 g Tyang-push A MU —ARMEH I TWT, EMRGE. £720%.
AR @M N LT 7 27 ) 7 a o TRIESN DA,

e 7 A7 VT a3 T yang-push A b U —ABHEH S 40T C, AR 5 8@ 2 LISk o
BEEEY T2V Ty a rOfh,

« 7227 Y 7 3 T yang-notif-native A b U — AREH STV D55,

yang-push 2

yangpush ¥ — A A s U — A3 NETCONF Zr L C XML = a—F 4 7D F T U AR— K&
LCEESIND5E. 2 20 FEMEANERSINET, o OEF@AEAIL,
draft-ietf-netconf-yang-push-07 IZ -3V TWE T, FEMIC DWW T, IETF RT 7 D37 HES
LT ZEN,
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gRPC 7O +a )L

ETFLBHEIOSS5IEY T4 |

yang-notif-native 2 =X

Y —A A KU — A yang-notif-native D54, NETCONF #/r L C XML T 2— KX b
L XOHFBMDOTZHILIRFCTISOIC L > TER SN TWET, FHEMIZ OV TIE, RFCD7.16.2
HEZRELTEEN,

yang-push 2 N U —LDEXEZHER2Y | 7227V 72 a VIDITEFBEMICIEH D A,

gRPC 7' h /UL, RESNIEH T A7V T a D b7 AR— MIOMEATE, yang-push
A~ U — A L yang-notif-native A b U — AT TE £J, gRPC N7 AR— 7w b= T
IXkvGPB =2 a—F 4 VT DIHNPYR—h S TWET

gRPC 7' 11 b 2 WA A EHE DR O AT FER Ny 74 7) BYR—FSHTHET,

proto 7 7 A VTERINIZT VA MY A vE—IIZDO0TiE, mdt grpe_dialout.proto 33 L T
https://github.com/cisco-ie/cisco-proto/blob/9c¢c3967cb1cabbb3e9f92{2c46ed96edf8a0a78b/proto/xe/
telemetry.prototelemetry.proto & Z M L T 7230y,

gRPCT LA KU OMAEHEE

gRPCIE, 7V A N T—HDOHREBIHEHTELXAYALT Y TR a1l 2T, XA
YAT ORI ha TR, A REZTTAT o MRS, a v 7 Zidh—n_"—L Rk
SINFET, gRPCIE, K LI TV TCP #2f5i & 5 Bk & A7z TLS ~_— A DEEG Ol 7
EYR—bFLET,

FHRBFZZ 747 N IDAEAEEZFEHTEL L1, FTAMRA U FOXRT EETH L
WRPC-TLS 7R 7 7 A V3T L A M URAIZIBIISNNE LTz, 7R 7 7 A VIZIE2 2D T
A NRA L FPEENTHET, 120F = —REHHORIER (CA) FEHET., &5 120F
7747 MEGER O ID GEFE T,

TR ANZEZB IO CTHEGTHEE, —R"—DREITESNT, 7747 > ’RAEE -
IS AEGRREDLBEIC R DG ERH 0 T, T AIZEEO IDGEHELZETL L, 20
REFAEN, ZIEHE TR 7 7 ANV TREINIZ BT A MRA > MCBEM T D A7 R & Rk
SNTZCAIL L TELSNTWVDNE I DERGEL T, KRIZ, ZEHEDT A ZADOFEHE
IDZERTHE, TAAL R, a7 7A0DID b T A RKRA BT 4 —/b RICLLETICA >~
A= ENTEZTFA T N IDAFAEEZEELET,

WA EAZERT D LI —R—DREINTNWT, Y87 7AW TFAT D +F
ARKA L ERBRWNGA, 79472 FBREHITON T, ER bl LEEA,

FICRTARRAL L b TNV EEEOT 0 7 7 A NVCRETE, MU0 7 7 AV EEHEDO
'fm% Lﬂﬁ(%ij—

)

G¥)

TLS ZfEH L7z gRPC TIIFHARRGENLE TIER WD, 77 7 A VRETIEZ 74 7 b
IDZRO T ARKA Y FRMETEDY A, BATOU U —R L[EERIZ, TLS ZfH L
72 gRPC I — N—fRFECO AR E TE E7,
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| EFLBBHRITOTIS<EY T4

FLALYEBEEnT 71571 ||

7747 MNID T A RMRA U NEBIT 521X, telemetry protocol grpc profile <name> =
~U REEHLET,

Z ORI TE A, 1220, gwcnsfm%:w%ﬁmﬁéio_xﬂ%%ﬁi
LW, ZEHEORETIIFIAT L FID FTAMRA L N7 4=V REHIRT 5 0%
MNWZ LT, RfEHOFEFICTAZENTEET,

WRIZ, AHAGRRE O gRPC-TLS 7’11 7 7 A V&R ET D62~ LE T,

telemetry receiver protocol grpc-mtls
host name collector.cisco.com 57500
protocol grpc-tls profile different-ca

telemetry ietf subscription 100

encoding encode-kvgpb

filter xpath /memory-ios-xe-oper:memory-statistics/memory-statistic
receiver-type protocol

stream yang-push

update-policy periodic 5000

receiver name grpc-mtls

FLARMNYIZEBIFTBINAA FTRLASEY T4

T U AN OBWREERIE, T 7T A TIRAA T INAAL v F AL v 7 ND A L 73—~DSSH,
FIRINATRATEVT A HIGTNA ATDT I T 4 77— k7t y¥~DSSH &4
L TCNETCONFtE v v a » CHELENET, BIVEIEIE, T7VANIOYTRZ Y Fay
ZIRET HNETCONFE v v a v a2 Ed, BMEAMHHT LT XToty v a VAL, ik
ST AMENDH Y ET, o, AA T AN —RICTRXTOXAFTIv I BTRA7 Y S a
CEEERT DLERHY £T, gNMIZ A YA BT A7 Y7 g, SSHEZM L
NETCONF & v = v L [AEEICHERE L 7,

gRPCHEAYNT O NY TR VT alld, 77T 4TRAAL v FELFTAL v 7 A0
FTAL T A X2 L= a DL LTT A RCRESNET, A v FA— =55k
ToHE. TUVA NI ZEE~ORFEOHERSUMT S, BisnE T (ZEE~D/L— PR
FoTWBIRY) . YT A2 U F L a v AERETILNEZIDHD £HA,

\)

GE)

FNRAZAOY a— RIEIZX, Y727 ) P a b OREEZTNNA ADAZ—NT v 7T a7

Fal—va S 0ERHY T, ZHIZED, TS AOFEHE LT A2 Y
7yayﬁﬁﬁ$ﬂ4xiw%@ii%@iT MERT o AREER L CEITIND L, T

NARFT VA N ZEE~OERZBIT L, @FOBELHEEL £,

Pubd D BES) AT EEME

Cisco I0S XE Cupertino 17.9.1 TiX, #XTCHT T v h 74 —ALTpubd 7Bt A& HLE) T
9, 2OV IV —AXVENL, pubdXFFEDT T v b7 4 — L TORHFRENATRET L, o
77y 74— Tpubd 7B RAEZHEETHIZIE, 731 ALK EHEEBTLI2X4ERH D
F L7,
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B » o roz7rmmmsL 4y Ree

pubd IE. HZEIZJE LT NETCONF-YANG % 7213 gNXI % & # HlR L CHEBMT 5 Z & T,
HE#HTEXEd, kY. oo NETCONF-YANG ° gNXI 7ot A §, fiiLdh&h b Z &2
HELTIEEN,

SO TILDOETIVEREIRIT L A F1) RPC

WDt aTIE, RPRCOFIDY A NERL, YT A7 VT aOREHFECOWTH
LET,

REFHAY IR )TV a v OEE
“

B BEOCLIA REFHYTAZ ) Ty a  OBFHICHERTESDIXgRPC 0 ha/LOKRT

K
FIEDHE
1. enable
2. configureterminal
3. telemetry ietf subscription id
4. stream yang-push
5. filter xpath path
6. update-policy {on-change | periodic} period
7 encoding encode-kvgpb
8. sour ce-vrf vrf-id
9. sour ce-addr ess source-address
10. receiver ip addressip-address receiver-port protocol protocol profile name
1. end
FIED ¥
Fl&E
AV RFERETI3 Y B#Y
ATw 71 |enable FikE EXEC £— A AL ET,
i) e MAT—REANLET FERENHE)
Device> enable
5w J2 |configureterminal rTa— )L a7 4 X2 b—3ay B— FEELG
15'] : L/iﬁ‘o
Device# configure terminal
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ARV FFEREETIVa Yy

E:)

AT w73 |telemetry ietf subscription id TLARNIOY T2 Y Foa v izERL, T LA
B - NIYTR7 Y TFoary = el LET,
Device (config)# telemetry ietf subscription 101
AT w74 |streamyang-push YPT27YFarDA MY —LEBRELET,
1 -
Device (config-mdt-subs)# stream yang-push
AFw 75 |filter xpath path YT A7 YT 3D XPath 7 4 )V H ERELE
1 - EE
Device (config-mdt-subs)# filter xpath
/memory-ios—-xe—oper :memory-statistics/memory-statistic]
25w 76 |update-policy {on-change| periodic} period BTRA7 )T a rOEMREHARY O —ERE
15'] : L/\i—g—o
Device (config-mdt-subs)# update-policy periodic
6000
A5 w71 |encoding encode-kvgpb kvGPB = =1— RZfEE L £,
11
Device (config-mdt-subs)# encoding encode-kvgpb
RFwv S8 |sourcevrfvrf-id V—ADVRF A VAR A B ELET,
i -
Device (config-mdt-subs) # source-address Mgmt-intf]
RFw 79 |source-address source-address FEETLT RLAEBRELET,
i -
Device (config-mdt-subs)# source-vrf 192.0.2.1
R T w710 |receiver ip addressip-addressreceiver-port protocol |[S@EEIOSZEZDOIP 7 FL A, 7u hai, BLO
protocol profile name T T ANERELET,
{1
Device (config-mdt-subs) # receiver ip address
10.28.35.45 57555 protocol grpc-tcp
AFv7r1 |end TULARNIYTRI YT varpary7 4 Xal—
il - vary B REfRT L, FFfE EXEC T— FIZRDY

Device (config-mdt-subs)# end

\i‘j—‘o
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gRPCOEERHY TRV 1) TS a3 VDERE

FIRDHE

F IR D

FIE

enable

configure terminal

telemetry ietf subscription id
stream yang-push

filter xpath path

encoding encode-kvgpb

©ENDOG LN

end

EFLEHETOSS5TEY T4 |

update-policy {on-change | periodic period}

receiver ip addressip-address receiver-port protocol protocol profile name

ARVKRFERERETI VY

=)

AT 71 |enable FiHE EXEC E— a2 Az LE T,
fil e MAT— R AN LET (ERINTHE) .
Device> enable

AT w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : L/iﬁ‘o
Device# configure terminal

2 5w 7 3 |telemetry ietf subscription id TLARNIOY TR Y Fva v wzERKL, T2
Bl - MUY TR7 )T var B—RatLET,
Device (config) # telemetry ietf subscription 8

ATy 7 4 | stream yang-push YT27 ) Foa DAY —LERHELET,
f1
Device (config-mdt-subs)# stream yang-push

R 7w 75 [filter xpath path YT A7 YT a D XPath 7 4 VH ERELE
i : kK
Device (config-mdt-subs)# filter xpath
/iosxe-oper:ios-oper-db/hwidb-table

A7 7 6 |update-policy {on-change | periodic period} VTRV T a OEEREFHRY o—E2REL

1

Device (config-mdt-subs) # update-policy on-change

=75
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wEa—rozE I

AU RFERETIVa Y

B8

ATy T17

encoding encode-kvgpb

1

Device (config-mdt-subs)# encoding encode-kvgpb

kvGPB = a— R&ZHRE L £,

ATvT8

receiver ip addressip-address receiver-port protocol
protocol profile name

1

Device (config-mdt-subs)# receiver ip address
10.22.22.45 45000 protocol
grpc_tls profile secure profile

WHOZAEZOIPT RLA, r hal, BILOY
n7 7 ANERELET,

ATvT9

end

1 -

Device (config-mdt-subs) # end

TLANIY TRV T varoar7 4 Fab—
varE—RNEKETL, FEEXECE— RIZRY £
j—o

[EOD— FDFRZIE

YT R ) g UBRIEEFIHEREND & TAAL ATV T A7 ) 7Y g R notif-bis:ok B
JOY 727 V731D TIRELET, KRIZ, BT 7 A2 U 7Y 3 VOIRE RPC A >

=Yool ERLET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:

ok</subscription-result>
<subscription-id

xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications">2147484201</subscription-id>

</rpc-reply>

NETCONF Z A4 VILA VDY TR ) T a Ty 12 BHDZE

FIL AN T Y2 SNBHFT AL Y T a L EHIEXMLRPC JER Th 0 . ZH BB
SNTZFUNETCONFE v v a AR RESNET, P T R7 T4 THBRIEROBER L7213
' I —{X datastore-contents-xml % 7N TIRSIVET, RITRT DX, V727 T A 73545 #
AT A 7L RPC A v E— U TF,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:51.74%Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-1d>2147483650</subscription-id>
<datastore-contents-xml>
<cpu-usage
xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-process-cpu-oper"><cpu-utilization>
<five-minutes>5</five-minutes></cpu-utilization></cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>
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TR YTy arMTbNAERERNETHIHA. TR ATE &EiffET /&
AYRANRE) THOVHFEELZWEE, SHFEINIZEICARY . B 26 datastore-contents-xml
2T EROZ LI T, WITTT O, EWMEHNZETHSD RPC A vE—TOHITT,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:09.74zZ</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483649</subscription-id>
<datastore-contents-xml />
</push-update>
</notification>

B IRV T a0 OFMOREF
BAEOY T A2 ) 7Ty a v O—EEIGFT 51213, <get>RPC % Cisco-I0S-XE-mdt-oper &7 /1
WCEELET, BUEOY T A7 V7T v a v O—RAaFTT 5101E, showtdemetryietf subscription
avy RbHTE LT,

WIZ, <get>RPC A v —VDFlZRLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>
</mdt-oper-data>
</filter>
</get>
</rpc>

Wiz, RPCIGEDOH 2R LET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-oper">
<mdt-subscriptions>

<subscription-id>2147485164</subscription-id>

<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<period>100</period>
<xpath>/ios:native/router/ios-rip:rip/ios-rip:version</xpath>

</base>

<type>sub-type-dynamic</type>

<state>sub-state-valid</state>

<comments/>

<updates-in>0</updates-in>

<updates-dampened>0</updates-dampened>

<updates-dropped>0</updates-dropped>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>
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Iz, show telemetry ietf subscription dynamic brief =~ > RO HH 2R L £,

Device# show telemetry ietf subscription dynamic brief

Telemetry subscription brief

ID Type State Filter type
2147483667 Dynamic Valid xpath
2147483668 Dynamic Valid xpath
2147483669 Dynamic Valid xpath

&Iz, show telemetry ietf subscription subscription-IDdetail =2~ > KOH B %2R L ET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper—-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

IZ. show telemetry ietf subscription all detail =~ > RO B2 R L £,

Device# show telemetry ietf subscription all detail
Telemetry subscription detail:

Subscription ID: 101
Type: Configured
State: Valid
Stream: yang-push
Encoding: encode-kvgpb
Filter:
Filter type: xpath
XPath: /iosxe-oper:ios-oper-db/hwidb-table
Update policy:
Update Trigger: on-change
Synch on start: Yes
Dampening period: O
Notes:

D RPC OfllZ, RESTCONF ZfEH L TH 7227 ) P a v OiEME ST 2 FiE2 R LE
7,

Subscription details can also be retrieved through a RESTCONF GET request to the
Cisco-I0S-XE-mdt-oper database:
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URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-oper:
mdt-oper-data/mdt-subscriptions
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
Returned output:
{
"Cisco-IOS-XE-mdt-oper:mdt-subscriptions"”: [

{

"subscription-id": 101,
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"source-vrf": "",
"no-synch-on-start": false,
"xpath": "/iosxe-oper:ios-oper-db/hwidb-table"
}I
"type": "sub-type-static",
"state": "sub-state-valid",
"comments": "",
"updates-in": "0",
"updates-dampened": "0",
"updates-dropped": "0O",

"mdt-receivers": [

{

"address": "5.28.35.35",

"port": 57555,

"protocol": "grpc-tcp",

"state": "rcvr-state-connecting",

"comments": "Connection retries in progress",
"profile": "™

CLLZERLE-&FETOFILLI—1 D

1"
X

ik

o

FIEDHE
1. enable
2. configureterminal
3. telemetry receiver protocol receiver-name
4. protocol {cloud-native| cntp-tcp | cntp-tls profile profile-name | grpc-tep | grpce-tis profile
profile-name | native | tls-native profile profile-name}
5. host {ip ip-address | name hostname} receiver-port
6. end
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AR EL—NEFRALEZY IR Y T3 U0H%E (CUZEER)

FED FH 4

Flg
ARV REEEFET7IV3 Y B

A7 71 |enable Fi#E EXEC E— R HC L E T,
{5 e NMAT—RKEADLET (FEREINEHR) .
Device> enable

R T 72 | configureterminal 77— )L a7 4 X2 b—3ay B— REELG
15“ : L/ij‘o
Device# configure terminal

R w 7 3 |telemetry receiver protocol receiver-name AEffETe ha Ll y—R"EREL, TLALRY
i - o halrly—NRary7 4 FXal—g ) F—

~ _L\

Device (config) # telemetry receiver protocol h %f%ﬁﬁnl,ﬁfﬁfo
receiverl

R w 74 |protocol {cloud-native| cntp-tcp | cntp-tlsprofile AEiftEx e harry— g0 e ha L aH
profile-name| grpc-tcp | grpc-tis profile profile-name| | = L¥,
native | tls-native profile profile-name}
1
Device (config-mdt-protocol-receiver)# protocol
grpc-tcp

R w 75| host {ip ip-address| name hostname} receiver-port LHiftE 7 ha by —OFRA MMERELE
fi EE
Device (config-mdt-protocol-receiver)# host name
rcvr.test.com 45000

AFw 76 |end FLARN) Yo bharly—Nary7 s X¥al—
i - varE®—RERT L, FHEEXECE— RIZRY &

Device (config-mdt-protocol-receiver)# end

B

ZRELO—NEZFERALELY IRV T3 VDERE (CLEERA)

FIEDHE

enable

configureterminal
telemetry ietf subscription id
receiver-type protocol
receiver name name

end

o0 prwbdA
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F gD FEH

F&E
ARV RFERIETY Va3 B#Y

AT w71 |enable FiHE EXEC E— A AR LE T,
i e NAU— R AN LET (EREINTEHE)
Device> enable

AT 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— FERLG
15“ : L/ij‘o
Device# configure terminal

R T 73 |telemetry ietf subscription id TLANIOYT AT YT arw=ERKL, T LA
Bl - MNVHB TR )T vary 2 —REfBLET,
Device (config)# telemetry ietf subscription 101

AT 7 4 | receiver-type protocol 7 ka4 T —NERELET,
i
Device (config-mdt-subs)# receiver-type protocol

R T 75 |receiver namename HWEITZ O D L — DA RTZHE L E T,
f
Device (config-mdt-subs)# receiver name receiverl

ATwv76|end TLANIOT VA NIYTRAZ Y F g E—R
il - ZHET L. FFME EXEC E— FIZRY £,

Device (config-mdt-subs) # end

ETILRERTLA N IZEAT 5 Z0MDSEER

ZE£B KL URFC

Z#/RFC 24 kL

AR NBHOBAZ LY T AT Y g https://tools.ietf.org/id/
draft-ietf-netconf-subscribed-notifications-03 draft-ietf-netconf-subscribed-notifications-03.txt
A~ MEFETDO NETCONF H 38— K draft-ietf-netconf-netconf-event-notifications-01
RFC 5277 NETCONF A X k@4l

RFC 6241 Fy NU— I FHET T kL

(NETCONF)
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| EFLBBHRITOTIS<EY T4
=7 ERRT LA b omiEs ]

1Z#/RFC 24 ML

RFC 7950 YANG 1.1 7—% €7V v/ E7E

RFC 8040 RESTCONF 711 | =L

RFC 8641 T A NTHEHNIIHBT D YANG #E D

YT AT S g

AR N IEHIA DB EE draft-ietf-netconf-rfc5277bis-01

YANG T—HX AT oo adDVTAITITA4T draft-ietf-netconf-yang-push-04

YANG 5 — X A "7 P aBEBH DY T 27 5 1 |https://tools.ietf.org/id/
7 draft-ietf-netconf-yang-push-07 draft-ietf-netconf-yang-push-07.txt

DRADTYZANLHYR—F

B 9

L AADFHE— F WebH A hTH. L AIOMET 7/ 12— | hitp://www.cisco.com/support
BT D NI TNy a—T 4 U TIZBHEILTWZZIT 5 L 91T,
YA T ARV =N EFZ LD ETOEE R TA )Y =A%
LT ET,
BHEWORGOEF 2 U 7 o HFHRSCEME®RE AFT 572012,
Cisco Notification Service (Field Notice 257 7 &= A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— RO —ERITIMATE ET,

VAIDYR— - Web VA FDY— T 7 AT BB,
Cisco.com D —H ID B LA T — RN NETY,

ETIVEEBIR T L A K1) DOEEERER

ROKIZ, ZOFEY 2— /LT LIZERRICET ) U —REFHRERLET, ZOXRIEL V7
F7=27 VDU —RX M A U TEEEOVR— IR EASINTZEEDOY 7 by =T VY —R72
JERLTWET, ZOMEIL. BB 720 Ry, FRUBRO—EOY 7 =71 1 —
ATHYHR—FINET,

77y b7 —bDYR— P BIOV R YT N =T A A=V OV R— MIBT LA K
&9 %IZ1&, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 2|2
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £ A,
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Cisco IOS XE Everest 16.6.1

ETFVEERT LA YT
X, X U= T4 A
BYTATF AN, VT
FA DO ECTE M IRAE D1
ARG A B — AT 5
TEMTEET,
* Cisco Catalyst 3650 > U —
A AL v F
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A AL v F
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R AA v F
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T =gy —E
2 J—H
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Cisco 1000 > J — X H—
A RER L — &

Cisco ASR 1000 RP2 3 &
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0=y 7 E, T A THEIOMEREBICRT A=A L5 LES, o—1 Ry
#i3., BENEREIND L 51T/ HH1IC NETCONF-YANG 7 vt AN FHBEI L E 1,

FHTL, ingallrollback =~ > FEFEH LT, EANN—Var FRaly b A—Var &
72i3BEmoay FIDETr =Ny 7 TEET,

In-Service Model Update O &2 /5%

BRI LN T—DDEE

FlEDHE
enable

install commit

install commit

©ENDOGHWN

show install summary

install add filetftp: filename
install activate file bootflash: filename

install deactivate file bootflash: filename

install rollback to {base | committed | id commit-ID}
install remove {file bootflash: filename | inactive}
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F gD FEH

F&E
ARV RFERIETY Va3 B#Y

AT w71 |enable FitE EXEC E— REZ AT L E T,
i e NAU— R AN LET (EREINTEHE)
Device> enable

R 5w 72 |ingtal add filetftp: filename UE—h vl —varhn (FTP, TFTP #&HT)
I - TR ACRTNERF T 0T T h Ry r—V%ka
Device# install add file e L/‘ 7 ? b ]\ 72“;:A k /r A YDAy
tftp://172.16.0.1//tftpboot/folderl/ DODHMBMET = v 7 #FITLET,
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . B ..
Device# install add file ) {m@ﬁ{f%{%ﬂzj LT U TR @%Fﬁf)‘%?/*/f
tftp://172.16.0.1//tftpboot/folderl/ RZEHNy =V at =752 LbTEE
asr1000-universalk9.2017-08-23 17.48.0.CSCxuxxxxx. SSA.dmp.bin T, 7L, FORE RN —TRT T 4

T2 DR ingtall add =~ > K& FATT D40
ERdHD ET,

Z T 7 3 |ingtall activate file bootflash: filename Wi Sy r—I0 ingtall add =~ > FIC X VBN
Bl - MTWD Z L &R L, NETCONF 7'1 & 2 % F B
Device# install activate file bootflash: Li‘a—o
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . E%ﬁ/\o/b“—‘.\/%?& F 4 7&:#%}%@: install
Device# ?'_nstall activate file bootflash: . add ;E%Mg%%,ﬁ—- Lij—o
asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA. dmp. bin|

AT 7 4 |install commit Ju— P IRSNTHRET 2EE 2TV E
i EE
Device# install commit * NETCONF utv 2 IHEINET A,

R Fw 75 |install deactivate file bootflash: filename BESNEEHF Tl TR0 —RET 75 4
i - 712 LT, NETCONF 7' m & 2 & B L 7,
Device# install deactivate file bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device# install deactivate file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxxaxxx. SSA. dmp. bin|

R 7w 76 |install commit Ur— R0 RSN THRRT 2 AE LTV E
5l o
Device# install commit « NETCONF Yt X 3B\ I FEFH A,
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EFLEBBEIOIS5TEY T4 |

ARV RFERETIVa Y

B8

7w 77 |insall rollback to {base| committed | id commit-ID} | FHEEANN—TY a2 BRI Iy NLEA—
i - Var, O Iy FIDIZr—ANY T
Device# install rollback to base L. NETCONF 7't A Z ) L £
« commit-id 5B DA I 1 ~ 4294967295 T
S
P F B BT NFEOWN =D 3 LR AT
<
R w 7 8 |ingtall remove {file bootflash: filename | inactive} BESnEEH 7 a S8 Xy hr—V% T — N7
%l - Ty anbilBRLET,
Device# install remove file bootflash: o R r—NIHIRT AENCHET 7T 4 72T 5
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin £§%§ﬁ§&)0 357?0
Device# install remove file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxxx. SSA. dmp. bin)|
A7y 79 |show install summary TIT 4T Ry =PI A RER T LET,

1 -

Device# show install summary

s ZDawy FOHIIE, REZINTWVD ingall
gy RIS U T8 L ET,

In-Service Model Update 0D

&% 7 1l

Bl - EH IO S LNy —CDERE

WOFITHEAL TWAHDIL, Ciscod000 > ) — X —E2HESEIL—FZ DY T A

A—VTT,

WOFITIEX, TETNVEFH T T T ARy r— 77 A VOB EEZ R L TWET,

Device# install add file tftp://172.16

.0.1//tftpboot/folderl/

isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install add: START Sun Feb 26 05:57:04
Downloading file

UTC 2017

tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Finished downloading file

tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

to bootflash:isr4300-universalk9.16.05

.01.CSCxxxxxxx.dmp.bin

SUCCESS: install_add /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Sun Feb 26 05:57:22 UTC 2017
Device#

WOFITHEH L TWDHDIE, CiscoASRI000 > Y —X 7 7 U r— g —E X )L—

HEDY LTI A A =TT,
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~o
g

WOFITIX, TETFNVEFRT O T T AR r—2 77 A VDB EZR L TWET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file

tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
Finished downloading file

tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
to bootflash: asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

SUCCESS: install add

/bootflash/asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WIZ, BN r—2 7 7 A )VET NA AZIBIN L72% O show install summary =~
v RO E R LET,

Device# show install summary

Active Packages:

No packages

Inactive Packages:

bootflash: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Committed Packages:

No packages

Uncommitted Packages:

No packages

Device#

WO TIE, BNMSHEEFR TS T AR r—L T 7 A NET 7T 4 7T 5 1E
ZRLTWET,

Device# install activate file bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install activate: START Sun Feb 26 05:58:41 UTC 2017

DMP package.

Netconf processes stopped

SUCCESS: install activate /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:58:58 UTC 2017*Feb 26 05:58:47.655: %DMI-4-CONTROL SOCKET CLOSED:
SIPO: nesd: Confd control socket closed Lost connection to ConfD (45): EOF on socket to
ConfD.

*Feb 26 05:58:47.661: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.

*Feb 26 05:58:47.667: %$DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 05:59:43.269: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 05:59:44.624: %DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

WIRT O, showinstall summary 2~ > RBET N Ny r—VDAT—H A% T
JT 47T aiy MRET ERRTIHGDOHIFITT,

Device# show install summary

Active Packages:
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bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

No packages

Uncommitted Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device#

wOEITIE, ingall commit 2~ ROFEITHEEZ R LTHVET,
Device# install commit

install commit: START Sun Feb 26 06:46:48 UTC 2017
SUCCESS: install commit Sun Feb 26 06:46:52 UTC 2017
Device#

WIRT DX, showingtall summary 2~ > R8s, HFH v r—VnaIy h&h TV
B— R0 IEINTHRRET 5 2 L2 E£rnT 2550 FITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

WOHNE, BH 0T T LRy =V EARRy r—lin— Ry 7§ 5 FikER
LTWET,

Device# install rollback to base

install rollback: START Sun Feb 26 06:50:29 UTC 2017

7 install rollback: Restarting impacted processes to take effect

7 install rollback: restarting confd

*Feb 26 06:50:34.957: $DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.962: $DMI-4-CONTROL SOCKET CLOSED: SIPO: nesd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.963: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.Netconf processes stopped

7 install rollback: DMP activate complete

SUCCESS: install rollback Sun Feb 26 06:50:41 UTC 2017

*Feb 26 06:51:28.901: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 06:51:30.339: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

&Iz, showingtall package =2~ > RO B 2R L ET,

Device# show install package bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
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Name: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Version: 16.5.1.0.199.1484082952. .Everest

Platform: ISR4300

Package Type: dmp

Defect ID: CSCxXXXXXXX

Package State: Added

Supersedes List: {}

Smu ID: 1

Device#

K@ NETCONF hello A v B—TOFITiE, BT —% €570 80—V 0O/ —T 3
VEMEER L ET,

Getting Capabilities: (admin @ 172.16.0.1:830)

PROTOCOL netconf

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>http://tail-f.com/ns/netconf/actions/1.0</capability>
<capability>http://tail-f.com/ns/netconf/extensions</capability>
<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-mode=
explicit&also-supported=report-all-tagged</capability>
<capability>urn:ietf:params:xml:ns:yang:ietf-netconf-with-defaults?
revision=2011-06-01l&module=ietf-netconf-with-defaults</capability>
<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-aaa?module=
Cisco-I0S-XE-aaa&revision=2017-02-07</capability>
<<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-native?module=
Cisco-I0S-XE-nativeg&revision=2017-01-07&features=virtual-

template, punt-num,multilink,eth-evc,esmc,efp,dotlx</capability>

Device#

iz, showinstall log =~ > KoM Al E R L £,

Device# show install log

[Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017

[Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017

[3linstall add]: START Sun Feb 26 05:55:31 UTC 2017

[3linstall add( FATAL)]: File path (scp) is not yet supported for this command
[4]install add]: START Sun Feb 26 05:57:04 UTC 2017

[4]|install add]: END SUCCESS /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:57:22 UTC 2017

[5linstall activate]: START Sun Feb 26 05:58:41 UTC 2017

Device#

WOFITHF L TWDDIE, Cisco Catalyst 3000 'V — & AA v F DY T )b A A—

ROFITIX, ETANEH T 0T T LNy = T 7 A NOBMTEZ R L THWET,
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Device# install add file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

install add: START Sat Jul 29 05:57:04 UTC 2017

Downloading file tftp://172.16.0.1//tftpboot/folderl/

cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

Finished downloading file tftp://172.16.0.1//tftpboot/folderl/

cat3k caa-universalk9.16.06.01.CSCxxxxxxxX.SPA.smu.bin

to bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

SUCCESS: install add /bootflash/cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Sat Jul 29 05:57:22 UTC 2017

Device#

WIRTOMX, showingtall summary =~ > K23, B/ Xy r—URNaly hETU
27— R IKENTHRT 2 2 &2 E£R-T 5856016 TT,

Device# show install summary

Active Packages:

bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

In-Service Model Update M #%RE 15k

ROKIZ, ZOFEY 2—/L T LIZERRICET ) U —REFHRERLET, ZOXRIEL V7
F7=27 VDU —RX M A U TEEEOYR— IR EASINTZEEOY 7 =T V) —R7
FZERLTWET, ZOMEEIL. FRCH 0 23720 RBY . ZRUBEO—EHDO Y 7 b =7 U —
ATHYHR—FINET,

77y b7 DY R— P BIOV RV T N =T A A=V OV R— MIBT LA K
&9 %5IZI%, Cisco Feature Navigator Z /| L 7, Cisco Feature Navigator |27 7 & 29 2|2
X, www.cisco.com/go/ctn IZFEE) L £9, Cisco.com DT B 7 MIMLEDH Y £ A,
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% 43: In-Service Model Update 014 EE 15 %R

HEES == HEETHRR

In-Service Model Update | Cisco 10S XE Everest ZOFY 2—/L L. In-Service Model
16.3.1a Update T YANG 7— % 5 L % HHi+
Cisco I0S XE Everest LHEEHH LET,
16.5.1b

Cisco I0S XE Everest 16.5.1a TiZ, Z®
EEIIR DT T v N7 —AICFEEX
TWE LT,

» Cisco Catalyst 9300 ' U — X A A v
a:

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Everest 16.5.1b Tix, Z D
FEREIZIR DT T v b7+ — AT HREX

NTWE LT,
e Cisco 4000 > V) — X H— 2 S
B — %

*Cisco 7 77U R H—E R 1—X%

1000v
* Cisco V— B A fE &R AR L — %
(ISRv)

2= K ingtall (Programmability).
show install (Programmability) 733 A %
xBTS E LR,

Cisco 10S XE Everest Cisco I0S XE Everest 16.5.1b Ti%, Z D
16.6.1 HREIZRD 75 v b 7 4 — AT HEES
NTWE LTz,
« Cisco Catalyst 3650 >V — X A A v
\a:-
* Cisco Catalyst 3850 > U — X A A v
.a:_

Cisco IOS XE Fuji 16.7.x | Cisco IOS XE Fuji 16.7.x Tl&, Z OE&fE
WIRDOT T v b7 —AIZEEINT
WE L7z,
* Cisco1000 > U —X 7 7 ) F— 3
Y —bER =X
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3
b
R

=2 HEEER

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Tit, Z O
HElE Cisco Catalyst 9500 /~A /N7 4 —~
VAV =R AL yFICEEI TN
F L7
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5 19 =

T7IVr—avRRAT400

RAT v 77V r—3 3 % Software asa Service (SaaS) YV a2—i a3 ThH, a<w K
ZHEALCYE—FITTEET, 77V r—2a b ORAT 4 71k C, EEA I3
HOY—NRa—T7 4 VT 4 ZFBAT52007Ty v 73 —aB35256nFT,

N

CE) 7V —2aryRAT 47t Docker 77V r— g v DBhiYR—FLET,

ZOFET2a—VTIE, 77V r—varRAT 4 THREE TDAMEDTTIEIZ DWW TR L
=7,

s T IV = a v RAT 4 VY DREREM (411 =)

TV =gy RAT 4 T ORIKIEE (411 =)

cT TV =V ay RAT 4 7T AR (412 =)

T FV = ay RAT 4 VT OBRES W (432 =)

c TV = ay RAT 4 U TRIEDHER (450 ~—)

T TV =y ay RAT 4 VT ORER] (454 D)

« TOMDBEGR (462 ~—)

cT TV s v RAT 4 V7T BN (463 <— )

TIVGr— 30 RAT 40T DEEEE
* Catalyst9000 > ) — X AL v FICL S THRR NENDZT F YV r—a i, 704 —1vA

DAL TARABA o H—T = A A (SVI) THRETDMLENH Y £7, CiscoSoftware-Defined
Access DEA L XHRTY,

T77)5— 30 RATF 4 T DEIFIEIR

« 77V r—3a v IRAT 4 71, Virtual Routing and Forwarding 78 (VRF #8i#%) TiX
HYEHEA,
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* Cisco IOS XE Amsterdam 17.3.3 LARTO Y UV —RTiX, 77V r—a v RAT 712
HAAM VOBV Y TALETHY, 7— 7T vz TRED > THET,

Cisco I0S XE Amsterdam 17.3.3 LIfED Y UV —RXTiL, 77V r—va v mAT 4 7%
T—=h 7T v aTHNTETN, VRAIBHRERT TV r—va VOB BPRANSLE
‘j‘o

* Hij[l X% /L@ Universal Serial Bus (USB) A7 o« v Z IV AR — FENTWEHA,

Cisco Catalyst 9300 > U — X A A v Fix, HH/ SRNVD ¥ A ABE USB DAz ¥R — KL
i‘j‘o

« Cisco Catalyst 9500-High Performance > J — X A A » F I JL O Cisco Catalyst 9600 > U — X
ALy FIE, WEASRAVOUSB DT TV r—vay RAT 4 V&P R—FLTHER
/Vo

» Cisco Catalyst 9500 33 LTV 9500 /A N7 4 —< 2 R U —X XA vF BN Cisco
Catalyst 9600 >V — R A A » F TlX, AppGigabitEthernet f > % —7 = A A|[IH AR — K&
NnEHR A,

« Cisco I0S XE Bengaluru 17.5.1 XV #j> U U — & TiX, Cisco Catalyst 9410R A A » F X7 7
Vor—ay RAT 4T hFR—FLTWERA,

Cisco Catalyst 9410R A A v FCTT SV r—3ra v RAT 4 7 HMNTT HITIL,
AppGigabitEthernet{ > % —7 = A A Tenable 2~ > REHRELE T, ZOHIRIL, Cisco
Catalyst 9400 > U — X A —s3— A # 1 1XL, BILOIXL-Y 25G £V = —/L
(C9400-SUP-1, C9400-SUP-1XL, 3 LT C9400-SUP-1XL-Y) ([ZO&EH S E 7,

Cisco Catalyst 9400 >V — X Z—/X— A H# 2 B LU 2XL £ = —/L (C9400X-SUP-2 35
F OV C9400X-SUP-2XL) Tenable 2~ RERTETHLEIH Y FHA,

« Cisco Catalyst 9200CX 2V — X A A » FlL, EHA ¥ —7 = A A, AppGigabitEthernet
A B —T A A, VirtualPortGroup f > % —7 = A A% PR —rLTWEHA, A
Y NATHEITSNTWLT F V= a A7 U7 MEL SRy U —27 LiBfET&
FHA,

TIVr—o a3 RAT 40 UFIZE9 51EHR

IR, TV A= g RAT 4 NI HOWTERB LET,

o] ~ — N ~
T7I)5—2a3 0 RATA VT DOREN
BB A~DOBAITIZ LV . BRAIARRER R —F T IVND A —F TN T ) r— g U a ki
EEAVBEENEFEDVE L, 77— a3 DFRAT 4 712k - T, BHEIZIIMAE O
VR —T 4 VT 4 ZFATEZOD0T Ty b7 r—2RNEzbNET, v NU—F T
NRAATHERAT AT ENTWAET Y r—a 0%, SE8ELRARICAHCTEET, =
X, BEFOY— 1V OF =— L5 HEMEN D, REBHOT=XY V7 BEICEVET,
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Cisco 10x DHEE .

\)

GE) ZORF2ALPMTIE, 2T F X Docker 7 7Y r—a U HIRELET,

Cisco 10x DL E

CiscolOx (I0s+linuX) IF = FY—= 2 R7F U5 —v a7 —ALU—7THY, Cisco
Xy NIT—=0 T Ty NI — L EOSEISERZIATOT TV r—aiixtL, 770 r—
var IiRAT 4 v TR ERME L £9, Cisco ¥ A b= VTRBGR o T FRETHY . v
AT LORRFIAZSN DT TV r—2a D 1DTY,

Cisco IOx (X, #EFALT TV r—varvz_yr—obL, TNoEX—5 > T /31 Ak
WA N BBRREDIEEE BT D HOY—E R &2 MTs 2 Licky, 77V r—v3
YDOTATHA I NERL T — AT ERGILET, I0xOT A 7 A 7 VEBIZIX, 77
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10. guest-ipaddressip-address netmask netmask
1. end
FED FH 4
FE
aAv U RFERET7TIVa Y B#)
RTFwF1 |enable B EXEC E— REAZIZ L ET,
U e NAT—REANLET FERENEHR) .
Device> enable
5w 2 |configureterminal ZTa— )L a7 4 X2 lb—3ay EB— FNEELG
1 : LET.
Device# configure terminal
RT w73 |interface AppGigabitEthernet number AppGigabitEthernet Z X E L, A > ¥ —7 A A 2
i - V74X alb—vary E®—REBBLET,
Device (config)# interface AppGigabitEthernet « AH < JTHA[FEAA v F DA number B13%
1/0/1 switch-number/0/1 T3,
25w 74 |switchport trunk allowed vian vian-1D RS2 BT &NS VLAN O U 2 R &3 L
1 £7
Device (config-if)# switchport trunk allowed vlan
10-12,20
X7 w75 |switchport modetrunk LB —T oA RAEHEHR R TR TE— RIT
Bl - RELT, RAN=V DT 7Y 7 ~DE
Device (config-if)# switchport mode trunk E&%f;%::ii/jih— k L/EEﬁfo
ATy T6 |exit Ao B —Tx AR Ay T 4Fal—gy E—R
- ERETL, ZJu—rarry s Fal—va L E—

Device (config-if)# exit

NIZREY £79°,
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| 77u45—vavkzrFavy
HEARL LS Vo R— 07 Tur—vavhzrsoroiE |

AV RFERETI3 Y EL:Y

AT w71 |app-hosting appid name TV r—varEREL, 77U r—var ik
1 AT 4T a7 4 FXalb— gy B— KN&Bith
Device (config) # app-hosting appid iox_ app L/jfifo

Z 5w F8 |app-vnic AppGigabitEthernet trunk NSL IR BT T — 3 ORI SF
1 - R—=FELTHREL, 77— ar RAT 4

. . . . YU RNTv s ar7 4 F¥alb—varyE—RNeH
Device (config-app-hosting) # app-vnic
AppGigabitEthernet trunk ﬁél,ji?fo

XFw 79 |vlanvian-ID guest-interface guest-interface-number | VLAN &2 hAf v X —T = A ZAEFZ T L. 77V

i - r—va  IRAT 4 VLAN T 72 AP 1
> NN N N R Ly

Device (config-config-app-hosting-trunk)# vlan 10 A Fal—rarx ]\ %Fﬂﬁﬁn Li‘a“’

guest-interface 2 . %E;&O) VLAN WA A N o HZ—T oA A~
D~y B TP R—FINET,

A5 w710 |guest-ipaddressip-address netmask netmask (A7 vay) BIP 2 ELET,
i -

Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.0.2
netmask 255.255.255.0

ATy 71 |end TV r—2 g RAT 4 VLAN 7 7 & A 1P
Bl - A7 4 F¥al—var T RFeKT L, Fik

EXEC =— FIZREY £,

Device (config-config-app-hosting-vlan-access-ip) #
end

BIENRILESVOR—bbD7T) 5= 30 RAT 4 VT DETE

TINVr—a i RAT 4T T a7 4 FXalb— g EF—RTE. FaEsnsd+
~TC?D AppGigabitEthernet VLAN R — h 32 7 ki SN E T, 347 4 7B LN VLAN
AITMETL—NE, AT T TAMN A Z—T 24 AL TEZFEINET,
AppGigabitEthernet N 7 > 7 AR— MI~v vy B 7/ TELaLTF FANA U E—T A AL 1
ST T,

Cisco IOS XE Gibraltar 16.2.1 T, 77V —va s IDiX. 77V r—a vy RAT 47
N7 arvr s Xalb—yvaryE—RERRT IV r—varRAT 4 V7 VLANT 7 &
A AT A4 FXa2l—ay BT RFTRETETETH, MFDE—RFTRETHILIFTEE
A,

Cisco I0S XE Amsterdam 17.1.1 LAEDO UV — 2 TiZ, F I 7R — & VLAN T 7 AR — |
DT OFRBEREN Y R— FENTWVWET,

FIEDHE
1. enable
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B s s rsook—rorIur—var hzs v soRE

FIIr—vavRRF4vY |

2. configure terminal
3. inter face AppGigabitEther net number
4. switchport trunk allowed vlan vian-1D
5. switchport mode trunk
6. exit
7 app-hosting appid name
8. app-vnic AppGigabitEthernet trunk
9. guest-inter face guest-interface-number
10. end
FIEDFEH
FIE
ARV EFEEEFT7OV3 Y B
AFw 71 |enable FikE EXEC E— READLE T
£l - e MAU—RZ AN LET ERENTZHH)
Device> enable
R w 2 |configureterminal rTa—) a7 4 X2 lb—3ay EB— N2
il LET
Device# configure terminal
RT w73 |interface AppGigabitEthernet number AppGigabitEthernet Z X E L, ¥ —7 A A 2
i - Y74 Xalb—vary®—RERBLET,
Device (config)# interface AppGigabitEthernet « AZ < JHEREAA v F DA . number 515
L0/ switch-number/0/1 C9-,
AT w74 |switchport trunk allowed vlan vian-1D N7 v ETHFAIENS VLAN DU A R ZFE L
&1 £
Device (config-if)# switchport trunk allowed vlan
10-12,20
7w 75 |switchport modetrunk LB —T oA AEKER N T X TE— RIT
e RELT, XIAN—Y T DRTL 7)) ~DE
Device (config-if)# switchport mode trunk @%XSI/I“— }\ Lij—"
AT 76 |exit N B =T R Ay T 4Fal—gr F—FR
- PERTL, ZJu—Nary 7 4 FXal—g s E—
Device (config-if)# exit FIZRY £
A5 71 |app-hosting appid name TV r—varEREL, TV r—vay R

1 -

Device (config) # app-hosting appid iox_ app

AF 4 Ay T 4 X2 lb— gy B— NEEG
L\iﬁ_‘o
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| 77u45—vavkzrFavy
2vI4F¥aL—varvE—RFTn7Ius—varory [

ARV FFEREETIVa Yy E]:g]

ATw 78 |app-vnic AppGigabitEthernet trunk T R—= N ET TV — 3 v ORHE SRV
15 - R—hrELTHREL, 77V r—a v RAT «
Device (config-app-hosting) # app-vnic I hNTrr ar7 4 Xab—vary - e
AppGigabitEthernet trunk ﬁébi—;«o

AT w79 |guest-interface guest-interface-number AppGigabitEthernet f > % —7 = A A 8T > 7 ZHE
i - SN TNWDT TV r—varDf =T A A

A

Device (config-config-app-hosting-trunk) # ;’c—‘fnxﬂi Li‘a‘o
guest-interface 2

A7y 710 |end TV =y ay RAT 4T NG arTy
i - Fal—arE®—RFaT L, FH EXEC T—
Deviceconfig-config-app-hosting-trunk) # end ]\&:Eé U ij‘o

» ~ > O ~
OAVI74F2L—Y a3V E—FRTOT7ITVS— 3 00
TTV = a i hAT 47 ary7 4 Xab— g E— ROgart 2+ RNid, app-hoging
activate appid 35 L O8N app-hosting start appid =~ > K & [R5 TT,
TIVr—var RAT 47 ary7 4 Xab—ay ET— RO nosart =<2 Kid,

app-hosting stop appid 3 L O app-hosting deactivate appid =~ > N & [FZ:C9,

\}

G 77V —varEA A=A T LI sart 2~ REHRE L THH ingal =+ Rak
ET D &L Cisco [Ox IZBENMICNE activate 7 7> a v b sart 77 a3 #FTLET, =
LY, instal a2~ RERETLHZ LT X r—ya v 2ZHEMICER T £9,

FIEDHE
1. enable
2. configureterminal
3. app-hosting appid application-name
4. dart
5. end
FIED %
FIE
ARV RFERETY a3 BHY
AT 71 |enable KHE EXEC T— REAHT L £T,
i) : e NAU—REZ AN LET (FERENTHE)
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B 73050479100

ARV KRFERIETI Va3 BHY
Device> enable

Z 5 2 | configure terminal Jua—srLary 7 4 ¥al—ay v— RE2Bth
fi LET.
Device# configure terminal

A7y 73 |app-hosting appid application-name TIV = arEREL, TTYr—va s RA
i - Ty ar7 4 Xal—rar E— RERBL
Device (config)# app-hosting appid iox app 357f0

ATy 74| dart EB) 77V r—varze# L CIFEITLET,
I TV —a UEEIRT HIZIE, nosart =
Device (config-app-hosting) # start <?L/fs%fﬁﬁfﬁl/357fo

AT w75 |end TV r—vary RAT 4T ar7 X al—
il - varyE—RE/&T L, FHEEXECE— RIZRY %

‘j"o

Device (config-app-hosting) # end

TFIV5r—o300D54 9491

WD EXEC a~wy REfHTHE. 77V r—a O34 7 A 7 NVEETEET,

A\

G 77UV —varDf AN NERICREDEEMTONT A, FITREDOT 7Y r—v 3
VIR INODOERRKMINET A, REODEREZAHNIT DX, TV r—vazH
IRENZEILE L CHT 7T 4 7L, BET 77 4 7L CTHERBTAIXNERSH Y 7,

FIEDOHE

enable

app-hosting install appid application-name package package-path
app-hosting activate appid application-name

app-hosting start appid application-name

app-hosting stop appid application-name

app-hosting deactivate appid application-name

app-hosting uninstall appid application-name

No o AWN A
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7Iur—varos4791441 I

FE D
FE
AU RFERET7TIV3 Y B#
AT 71 |enable FitE EXEC E— REZ AT L E T,
i e NMAT—RKEANLET (ERINEHE) .
Device> enable
2 5 7 2| app-hosting install appid application-name package | & L7557 7 U r— 5 v A v A h—L
package-path LT,
- « 77V r—3 3 %, flash, bootflash,
Device# app—ho;tinq install appid iox app package usbﬂashO\ usbﬂashl\ harddisk iﬁéfO)Elh—jblv
usbflashl:my iox app.tar 2k [/‘—“/“@i/%ﬁﬁﬁ‘%/f © 2 ]\_/V’C“% i‘a—o
AT 7 3 | app-hosting activate appid application-name TV arET T4 7L LET,
il - DAY RE, TRTOT IV r—a Y
Device# app-hosting activate appid iox app V—ABEREPRRIEL . TR_RTHOY Y —ANMEH
ARER G AIXT TV =y a Y RTI T 4 TIT
0 ET, ENUSNOGEEIE. T T 4 N—
Ta URRBLET,
R T 7 4 | app-hosting start appid application-name TV = a rEEELET,
il - T TV = a v OEMAI VT NRT 7T ¢
Device# app-hosting start appid iox_ app TibEnEqT,
R T 75 | app-hosting stop appid application-name ULE) 77V r—var&EELET,
1 -
Device# app-hosting stop appid iox app
R 7w 76 | app-hosting deactivate appid application-name EE) 77UV r—va Al TonTtnsd
Bl RTDY V=R W LET,
Device# app-hosting deactivate appid iox app
A7 77 |app-hosting uninstall appid application-name UEE) 77V r—varveT7 A A=A LE

1

Device# app-hosting uninstall appid iox app

bé‘o
RFINTNDTRTONRy =T f A=
7 A VARN=NVLET, T =g
WX 5T _RTOEE EFFLEHIBRSNET,
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B ocker 55104703 0mE

Docker 5 A A LA T3 UNHETE
BR30ITDT A A LA T arZBMTEET, VAT AI, 117AH 304TH £ ToH
fECFHN AR UET, SCFEANICIE, B3 D Docker 7 X A LA T a U ERIEETCETET,

FGURA LT T g UBREREINTEEIX, TV =Yg v m B, ET T 4Tk, T
T4 b, BIOEBI LT, LW v A LT a2 LET,

FIEDBE
1. enable
2. configureterminal
3. app-hosting appid application-name
4. app-resource docker
5. run-optsoptions
6. end
FIED M
Flg
AV RFEEIEITII Y B8
A5 71 |enable FHE EXEC E— RZHMC LT,
1 - e NAT— REANLET (FERINEHE) .
Device> enable
Z v 7 2 | configure terminal Juau—) a7 4 Xal—g )y T— NELG
15“ : Liﬁ—o
Device# configure terminal
AT 7 3| app-hosting appid application-name TFVr—varEREL, TV r—var ki
B - Ty ar7 4 Xal—var ®— RERMBL
Device (config) # app-hosting appid iox app ji?rO
AT 7 4 | app-resource docker TIV = a IR AT 47 Docker 27 4 ¥ =
i - L—yarEe—RERBLT, 77— a )

Y —ADEHARELET,

Device (config-app-hosting)# app-resource docker

AT 75 |run-optsoptions Docker 7 v XA LA T a U EBELET,
1

Device (config-app-hosting-docker)# run-opts 1 "-v|
S (APP_DATA) : /data"
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| 77u45—vavkzrFavy
AVTFOEMIPT KLADERE .

AU RFERET7TIV3 Y B#)

AFw76|end TIV =g HRAT 47 Docker 2T 4 K o
B - Lb—vary®—Fa&T L, FHEEXECE— FIZRE
Device (config-app-hosting-docker) # end ES

:D%#@ﬁ%W?PbZ@&E
AT TITEHNIP 7 RV A ZRET D513, IROTA R4 R EHISNET,
c RRICRESNIZT 74NV N = U = A REOHPMEH SN ET,
« BIRICRIE SN R — b = NREDHPEH S ET,

CiscoIOSCLI ZfEH LT, avTFTDIPT RLAZHRIETEET,

FlaD#EE
1. enable
2. configureterminal
3. app-hosting appid name
4. name-server# ip-address
5. app-vnic management guest-interface interface-number
6. guest-ipaddressip-address netmask netmask
7. exit
8. app-default-gateway ip-address guest-inter face network-interface
9. end
=3[k 2t
FIE
ARV RFERIETY Va3 B#Y
AT w71 |enable F#HE EXEC £ — RE AL E TS
i e NAU— R AN LET (FERENTEHE)
Device> enable
R 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay ®— REBELG
{5 LET
Device# configure terminal
AT 73 | app-hosting appid name TV r—=varvEREL, 7TV r—va s RA
i - T4 T ar74Xal—rar®— el
i—a‘o

Device (config) # app-hosting appid iox app

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |



B =st—tcorTur—yas frT o r0RE

FIIr—vavRRF4vY |

ARV RFERETIVa Y

B8

ATvT4

name-ser ver # ip-address

1

Device (config-app-hosting) # name-server(0 10.2.2.2

RAA 2 R—=LTV AT L (DNS) —"ZE LE
B

ATvTH

app-vnic management guest-inter faceinterface-number

1

Device (config-app-hosting) # app-vnic management
guest-interface 0

ARy NT—7 A H =T 24 ABLOF A b
AE—=T A ZADERTF— N2 AZREL., T
TVr—a v RAT AT =Ny 3T 4
X2l —arET—FEHBLET,

ATvT6

guest-ipaddress ip-address netmask netmask
1 -

Device (config-app-hosting-mgmt-gateway) #
guest-ipaddress 172.19.0.24
netmask 255.255.255.0

BHATANA L E—T oA ADFMEZRELET,

ATy T17

exit
1 -

Device (config-app-hosting-mgmt-gateway) # exit

TIVr—vay RAT 4 VRS — U oA
a7 4FXalb—varyE®E—RELTL, 77U
r—valr RAT 4T a7 4 X alb—v g
E—RITRY 75,

ATvT8

app-default-gateway ip-address guest-interface
network-interface

1

Device (config-app-hosting) # app-default-gateway
172.19.0.23
guest-interface 0

TNV NOERF— b U 2 BHRTLET,

ATvT9

end

1

Device (config-app-hosting) # end

TV = a ry RAT 4 a7 4 Fab—
alryE—RNEKT L, FFHEEXECE— RNIZRED £
j‘o

BEAR—FTCOTIVr—2 30 RRAT A VT DERTE

FIEDHE

enable

configure terminal

inter face gigabitethernet0/0
vrf forwarding vrf-name

ip address ip-address mask
exit

app-hosting appid name

©ONDO RN A

end

app-vnic management guest-inter face network-interface
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gEA—rTco7 IV r—vavhzx7coo0%E [

F gD FEH
F&E
ARV RFERIETY Va3 B#Y
AT 71 |enable FitE EXEC E— REZ AT L E T,
i e NAU— R AN LET (EREINTEHE)
Device> enable
R 5w 7 2| configure terminal Ja—s\ v ar7 4 Falb—ary®— REth
15'] : L/iﬁ‘o
Device# configure terminal
AT 7 3 |interface gigabitethernet0/0 A VH—T 2 A AEBBREL, AV F =Tz Ay
i : T4F¥alb—vary E—FERBLET,
Device (config)# interface gigabitethernet0/0 » Cisco Catalyst 9000 >V — X A A v FTlL, &
A Z—7 = A AL GigabitEthernet0/0 T,
R Fw 7 4 |vrf forwarding vrf-name A B =T 2 f AEFIIVTA L X —T =4 AT
%l - Virtual Routing and Forwarding (VRF) A A% 1A
Device (config-if)# vrf forwarding Mgmt-vrf * fcli{}iﬁ?\ v hU—7 %Eg@,ﬁ‘ﬁ’i—g—o
» Mgmt-vrf /&, Cisco Catalyst 9000 > U — X A A
FOEHA o F—7 = A AZHERICRIE S 4
\i—g—O
A7 75 |ip addressip-address mask A B =T RAZIPT RLAZRELET,
1 -
Device (config-if)# ip address 198.51.100.1
255.255.255.254
AT 76 |exit A B =T R AT 4F¥al—ary E—R
Bl - ERETL, Jn—rbary7 s ¥alb—va s E—
Device (config-if)# exit FIZRY iﬁ‘o
AT 77 |app-hosting appid name TV r—varvEREL, 7TV r—va kA
Bl - T4y ar74X¥alb—var E— Refal
Device (config) # app-hosting appid iox app 357%0
R T v 7 8 | app-vnic management guest-inter face network-interface| 2 h 4 o 2 —7 = 4 A BEER— MIESEL. T

1 -

Device (config-app-hosting) # app-vnic management
guest-interface 1

TVl —2a VIR AT 4 TERS— N 3
T4 F¥al—YaryEB— RE2HEBELET,
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B 77— acorrrizosnss

ARV RFERFTIVaY =)

« management ¥ — 7 — RiX, =7 FICHEk S
T 5 Cisco 10S & H GigabitEthernet0/0 1 >
H—T 2 A AERELET,

« guest-inter face network-interface ® % —17 — K5|
BT 1%, CiscolOSEHA X —T = A AT
BEnTWbarsTFoNEA — %y b A v
Z—T A AFFERELET, ZOHITIE,
ATFOAL =Ry M1 A F—T AR
%f L C guest-interface 1 Z i f L T\ 97,

25w 79 |end TV =2 a VIRAT 4 TERS— U oA 2
Bl - Y74 ¥alb—varE—REKT L, FiHEEXEC

E—FIZEY £,

Device (config-app-hosting-mgmt-gateway) # end

7TV —30DIPT7 RLADFERTE
ROFEEFEHL T, a>TFTDOIPT RLAZRETEET,
e a7 Flzua A4 L, ifconfigLinux 2~ REFHELET,
1. koavwr REHFEHALT, 770 r—vavicn 74 LET,
app-hosting connect appid APPID {session | console}

2. 77U —3 3 2® Linux YR — MNMZESNT, EHED Linux f V¥ — 7 A A 2
T4 F¥al—aravr R LET,

- ifconfig dev IFADDR/subnet-mask-length
EJ/e xS

- ip address {add|change|replace} IFADDR dev IFNAME [ LIFETIME ] [ CONFFLAG-LIST
]

+ =227 7 "C Dynamic Host Configuration Protocol (DHCP) %A 7%hiZ L. CiscolOS D E T
DHCP #—t ) L—x—V = hERELET,

e CiscolOx (X, 77V —>a DHCPA Vv Z—T =2 A AfERENDT VY r— 3
varyTFNTEITTSLDHCP 7 9 A4 7 v M EIREL £,

FIVG—230 D)V —RAEBEDLES
U YV —ADERZANTT DX, I app-hosting stop 5 L UY app-hosting deactivate =~

YREERMLTT Y r—va IR LTHET 7T 4 7k L, I app-hosting activate 5
X Wapp-hostingstart =2~ > REFHALCT 7V r— a v 2HESTH0ENDH Y £9°,
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FIEOHE

F IR D

FIE

7Iur—vavoyv—z2grEores |

TV — gy RA T v a7 4 F¥al— gy E— RCdart 2~ REFEHALT
WAEEIX, nostart B O start =2~ RERELF T,

Ihboa<wr REHEHLT, U Y —R L app-hostingappidiox_app X EDW % U & v hT&

£7,

1. enable

2. configureterminal

3. app-hosting appid name
4. app-resource profile name
5. cpu unit

6. memory memory

7. vcpu number

8. end

ARV RFERFTIVaY

=)

AT w1 |enable F#HE EXEC £ — REHMZ L £
fil - e NMAT— R AN LET ERInNHE) .
Device> enable

X 7 2 | configure terminal sua—sL ar7 4 Xab— gy E— Nl
15“ : L/ij‘o
Device# configure terminal

A7y 73 |app-hosting appid name TIVr—2a VIRAT 4 VT A F—=T ML,
Bl - TV =y ay RAT 47 a7 4 Falb—
Device (config) # app-hosting appid iox app vay E— ]\%Faﬁﬁébi—d4°

AT 7 4 | app-resource profile name HABLT TV r—ary VY —RA a7y AL
Bl - EREL, AAZLT TV r—var V)= 7
Device (config-app-hosting) # app-resource profile =7 7/]) 274 Fal—var®— }\%F}ﬁﬁé
custom Li'a—o

cHAZ LT T 7 A NLDHBFR— I T
b\ij‘o

A7y 75 | cpu unit TTV = a v OFT 74V O CPUEIY Y TEAE

15“ : Ebi—g‘o
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FIIr—vavRRF4vY |

ARV RFERETIVa Y

B8

Device (config-app-resource-profile-custom) # cpu
7400

U Y—AMEFT TV r—va VEAEDORD, 2
NODHEEELELIESGG., 77 r—va UNR
EHRBEOMERIIEBH TEDL 2 L 2RI 20
N ET,

AT 76| memory memory TN IDAEVEID Y TELERELET,
{5
Device (config-app-resource-profile-custom) # memory|
2048
A7y 77 |vcpu number TV = a yOA CPU (vCPU) IV B Tx
15“ : %E L/ 35 j‘o
Device (config-app-resource-profile-custom)# vcpu
2
ATwv78|end HABLT TV lr—ary JY—XFa7r AL
i - a7 4 FXal—TarET—REKT L, Rt

Device (config-app-resource-profile-custom) # end

EXEC E— FIZEY £9,

ThousandEyes Enterprise Agent D1 > X b—)L

Enterprise Agent & A A M —/L 9 5T,

1L I0x #RELET, FFMITOWTIL,

WOTFNEE FITLET,
CiscoIOx DEZNLICET2IHEZ SR L T 7230,

2. TV r—ay RAT 4V T EBRET A,

3. AppGigabitEthernet IR — F Z %X ET 5,

4.

ThousandEyes Enterprise Agent % > A h—/L 35,

ThousandEyes Enterprise Agent D7 J 1 —2 3 > IRR T4 VT DERE

FIRDEE

enable

configureterminal

app-hosting appid application-name
app-vnic AppGigabitEthernet trunk

guest-ip ip-address netmask netmask
exit
exit

©ENDGOHRWN

-
°

nameser ver # ip-address

vlan vian-ID guest-inter face guest-interface-number

app-default-gateway ip-address guest-inter face network-interface
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ThousandEyes Enterprise Agent D7 Y s —2 3 0 RRT 4 VT DERE .

11.  app-resource docker
12. run-optsoptions
13. prepend-pkg-opts

14. end
FIIE D
FIE
AU RFERETO3 Y B#
RATwv 71 |enable ¥t EXEC £ — RZBIA L £,
i
Device> enable
ZFwvF2 |configureterminal Ju—rUL 3y T 4 Ra L— gy E— REBE
11 LETS
Device# configure terminal
A5 w73 |app-hosting appid application-name THVr—varEREL, TV r—varik
Bl - AF 4o ar74X¥alb— gy ®— RN&Bh
Device (config)# app-hosting appid appid lkeyes L/jiifo
25w 74 |app-vnic AppGigabitEthernet trunk NIL U E— BT T r— 3 VORI SR

Bl - R—=RELTREL, 77V Tr—vay RAT 4
. . . . YN ar7 4 ¥alb—varE— REH

Device (config-app-hosting) # app-vnic

AppGigabitEthernet trunk ﬁél/ji7ro

X Fw 75 |vlanvian-ID guest-interface guest-interface-number | VILAN &2 A v X —T = A ZAZFZE L. 77V
15 - r—a IR AT 4T VLANT 7 EAIP 2
’ = — N — K Ly

Device (config-config-app-hosting-trunk)# vlan 10 A Fal—arT ]\ %F}ﬁﬁn Li'@‘o
guest-interface 2

AT w76 |guest-ip ip-address netmask netmask FAN v HE—T oA ADART 47 IPT KL
15'] : X%%&ﬁg L/jzj—o
Device (config-config-app-hosting-vlan-access-ip) #

guest-ipaddress 172.19.0.24
netmask 255.255.255.0

ATy T |exit TV r—a IR AT 4 VLAN 7 7 & A IP
- a7 4 Fal—aryETF—FREKRTL, 77V

= aV RAT 4T N a7 4 XA

Device (config-config-app-hosting-vlan-access-ip) #

exit L—yaryE—RICREY 7,
A7v78 e TV =V a Y RAT 4T hTv s arT g
i XFal—iaryEB—REgTL, 77— 3
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FIIr—vavRRF4vY |

ARV FFEREETIVa Yy

S

Device (config-config-app-hosting-trunk) # exit

VIRAT 4T ar7 4 Falb—TaryE—RIZ
RO ET,

25w 79 |app-default-gateway ip-address guest-interface FT AN N OEES— k= A ETELET,
networ k-interface
i -
Device (config-app-hosting) # app-default-gateway
172.19.0.23
guest-interface 0
AT w710 |nameserver# ip-address DNS #— " Z&iE L E T,
i -
Device (config-app-hosting) # name-server0O 10.2.2.2
A7y 711 |app-resourcedocker TSV =3y AT 4 7 Docker 27 o
Bl - Fal—YarE—FRzliaL T 77V 7r—Ys
S0 M) e 3 =p=—g
Device (config-app-hosting) # app-resource docker ’/’J’/ ;KO)Ei%E%B*BHiL/EE?rO
A5 712 |run-optsoptions Docker 7 > % A LA T a v EIRELET,
11
Device (config-app-hosting-docker)# run-opts 1
"-e TEAGENT ACCOUNT TOKEN=[account-token]"
AT 713 |prepend-pkg-opts W lr—UF 7 a % Docker 7 A LA T =
1§| : .‘/kv?\_\»‘/\‘l/i‘j—o
Device (config-app-hosting-docker) # ° E%ﬁjﬂé %iﬁ&ii%% ShE To
prepend-pkg-opts
A5y 14 |end TVl — g RAT 47 Docker 1T ¢
B - Fal—var®—FEfT L, FifE EXEC T—

Device (config-app-hosting-docker) # end

FIZEREYD £,

ThousandEyes Enterprise Agent ) AppGigabitEthernet f > 2 — 7 = 4 ADERTE

FIRDHE

enable

configureterminal

interface appgigabitether net number
switchport trunk allowed vlan vian-1D
switchport mode trunk

end

okl wn-=
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F IR D

FIE

ThousandEyes Enterprise Agent DA > X k—JL .

ARV RFERFTIaY

B8

ATy 71 |enable KiME EXEC ©— N Bt L £,
fi
Device> enable

R T 72 | configureterminal 77— )L a7 4 X2 b—3ay B— REELG
15'] : L/iﬁ‘o
Device# configure terminal

R T v 7 3 |interface appgigabitethernet number AppGigabitEthernet # % EL, f v Z—7 = A A =
i VI 4 Xalb—var - RERBLET,
Device (config)# interface AppGigabitEthernet 1/0/1 o Ay JRBEAA v T DA, number 50T

switch-number/0/1 T,

Z 5 7 4 | switchport trunk allowed vian vian-ID F5o s ECHAISNG VLAND U 2 k& fE LE
1A EE
Device (config-if)# switchport trunk allowed vlan

10-12,20

27+ 75 | switchport mode trunk (B =T o AEKEIR N T R T E— R
Bl - RELT, A=V IDRNT 7 )T ~DE
Device (config-if)# switchport mode trunk Tﬁ%z TrE—h Lij“’

AT 76 |end A B =Tz A AT Fal—varyE—FK
B - AT L. FEME EXEC E— RIZR D £,

Device (config-if)# end

ThousandEyes Enterprise Agent D1 > X k—JL

FIEOHE

ThousandEyes Enterprise Agent 13, L TO URL £72137 T v a7 7 ANV AT LI A A

15 H B HIIC
]\ b_‘]l/vc\\ % jz j‘o
1. enable
2. app-hosting install appid application-name package package-path
3. app-hosting start appid application-name
4. end
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ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

HrME EXEC =— FZ BRI L £,

ATvT2

app-hosting install appid application-name package
package-path

1 -

Device# app-hosting install lkeyes
https://downloads.thousandeyes.com/
enterprise-agent/thousandeyes—-enterprise-agent-3.0.cat9k.tar|

EJA

Device# app-hosting install appid lkeyes package

flash:/apps/[greenfield-app-tar]

WBELLSHneT 7 r—varzef A b—b
L/ij‘o

ATvT3

app-hosting start appid application-name
fAil

Device# app-hosting start appid lkeyes

F7Fvay) 77XV —varERBLET,

ATvT4

end

1

Device# end

TV — gy RATF 4 a7 4 Xalb—
aryE—RERKT L, FHEEXECE— RIZRED &
D

Wi, show app-hosting list ==~ > RO HHIZR L £,

Device# show app-hosting list

RUNNING

TIVr—23a i RRAT 4 VT REDHER

showa~> FEFEH L THREEZMALET, I~ REEDIEFTHEHLTOLLENERA,

FIEDEE

1. enable

[ Ciscol0S XE Cupertino 17.9x 704 SYE T4 av T4 FaL—av HA K
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FIur—vav ity orgEoRE [

2. show iox-service

3. show app-hosting detail

4. show app-hosting device

5. show app-hosting list

6. show interfacestrunk

7. show controller ethernet-controller AppGigabitEthernet interface-number
FIEDEEH
FIE

2T v 1 enable
¥iME EXEC T— F&EADIZ L £,
e NMAT—RKEADLET (FERINTHA) &
Bl -

Device> enable
AT w72 showiox-service
FT_RTD CiscoIOx Y—ERAD AT —H A5 FRr LET,
ﬂm:

Device# show iox-service

IOx Infrastructure Summary:

I0x service (CAF) : Not Running
I0Ox service (HA) : Not Running
I0Ox service (IOxman) : Not Running
IOx service (Sec storage) : Not Running
Libvirtd : Running
Dockerd : Not Running
Application DB Sync Info : Not available

AT w73 show app-hosting detail
TV =y a ST SEEME R e R LET,
1 -

Device# show app-hosting detail

State : Running
Author : Cisco Systems, Inc
Application

Type :ovm

App id : Wireshark

Name : Wireshark

Version : 3.4

Activated Profile Name : custom

Description : Ubuntu based Wireshark

Resource Reservation
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ATy T4

ATvT6

[ Ciscol0S XE Cupertino 17.9x 704 SYE T4 av T4 FaL—av HA K

Memory : 1900 MB
Disk : 10 MB
CPU : 4000 units
VCPU : 2
Attached devices
Type Name Alias
Serial/shell
Serial/aux
Serial/Syslog serial?
Serial/Trace serial3

Network Interfaces

ethO:

MAC address : 52:54:dd:80:bd:59
IPv4 address
ethl:

MAC address : 52:54:dd:c7:7c:aa

IPv4 address

show app-hosting device
USB 7 /3 22T DM AFR R LET,
1

Device# show app-hosting device
USB port Device name Available

1 Front USB 1 true

app-hosting appid testvm
app-vnic management guest-interface 0
app-device usb-port 1

show app-hosting list
TV lr—2 g EFNODOART—HAO—E2HE R LET,
1 -

Device# show app-hosting list

App id State

Wireshark Running

show interfaces trunk
"o oA 2 —T A AFHREFZRLET,
B -

Device# show interfaces trunk
Port Mode Encapsulation Status Native vlan

Gi3/0/1 on 802.1g trunking 1
Ap3/0/1 on 802.1g trunking 1

Port Vlans allowed on trunk
Gi3/0/1 1-4094
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ATy 17

DEPE V.S P

Ap3/0/1 1-4094

Port Vlans allowed and active in management domain

Gi3/0/1 1,8,10,100
Ap3/0/1 1,8,10,100

FIur—vav ity orgEoRE [

Port Vlans in spanning tree forwarding state and not pruned

Gi3/0/1 1,8,10,100
Ap3/0/1 1,8,10,100

Device# show runnning-config interface AppGigabitEthernet 3/0/1

Building configuration...

Current configuration
|

interface AppGigabitEthernet3/0/1
switchport mode trunk

end

64 bytes

show controller ethernet-controller AppGigabitEthernet interface-number

N— R =T D BEA TS AppGigabitEthernet f > % — 7 = A ADEZG T I HMHEREZERLE

\j—‘o
&1

Device# show controller ethernet-controller AppGigabitEthernet 1/0/1

Transmit

Total bytes
Unicast frames

Unicast bytes

Multicast frames
Multicast bytes
Broadcast frames
Broadcast bytes

System FCS error frames
MacUnderrun frames
Pause frames

Cos 0 Pause frames

Cos 1 Pause frames
Cos 2 Pause frames
Cos 3 Pause frames
Cos 4 Pause frames
Cos 5 Pause frames
Cos 6 Pause frames
Cos 7 Pause frames

Oam frames

Oam frames

Minimum size frames

65 to 127 byte frames

128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
1519 to 2047 byte frames
2048 to 4095 byte frames
4096 to 8191 byte frames
8192 to 16383 byte frames
16384 to 32767 byte frame
> 32768 byte frames

Late collision frames

O O O O O OO OO OO0 0O0O0O0O00O00O00O00O00O0O0O0OO0OO0OOOLOOLOLOOLOOLOOO OO

AppGigabitEthernetl/0/1

Receive

O O O O O OO OO OO0 0O0O00O0O0O0O0O00O0O0O0O0O0OO0O0OO0OOOLOOLOLOOLOOOOOO

Total bytes
Unicast frames
Unicast bytes
Multicast frames
Multicast bytes
Broadcast frames
Broadcast bytes
IpgViolation frames
MacOverrun frames
Pause frames

Cos 0 Pause frames

Cos 1 Pause frames
Cos 2 Pause frames
Cos 3 Pause frames
Cos 4 Pause frames
Cos 5 Pause frames
Cos 6 Pause frames

Cos 7 Pause frames
OamProcessed frames
OamDropped frames
Minimum size frames

65 to 127 byte frames

128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
1519 to 2047 byte frames
2048 to 4095 byte frames
4096 to 8191 byte frames
8192 to 16383 byte frames
16384 to 32767 byte frame
> 32768 byte frames
SymbolErr frames

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |



FIIr—vavRRF4vY |
B 77— x5 vomEm

Excess Defer frames
Good (1 coll) frames
Good (>1 coll) frames
Deferred frames

Gold frames dropped
Gold frames truncated
Gold frames successful
collision frames

Collision fragments
ValidUnderSize frames
InvalidOverSize frames
ValidOverSize frames
FcsErr frames

O O O O o

collision frames
collision frames
collision frames
collision frames
collision frames
collision frames
collision frames

O

collision frames
10 collision frames
11 collision frames
12 collision frames
13 collision frames
14 collision frames
15 collision frames
Excess collision frame

O O O O O OO OO0 0O0O0O0O0O0O0O0O0OO0OOOLOLOL O Oo
W Joy bW N

TIVr—23 0 RAT 4 0T DEREH

WIWZ, TV —ar RAT 4 THEBEDREICHET A I F S E 2~ LET,
{51 - Cisco 10x DEHZHhIE

WIZ, Cisco IOxZHNMZTHHERLET,

Device> enable

Device# configure terminal

Device (config) # iox

Device (config) # username cisco privilege 15 password 0 ciscol
Device (config) # end

Bl : BIE/NSRILVLAN R— bDT7 T 55— 3 KRR T4 VI DETE
A

GE) Z D& 7 3 i, Cisco I0S XE Amsterdam 17.1.1 DOV U — 2 (2@ HA & k1,

WIZ, HIE S RIVDOVLANR— FTT ) r—va VR AT 4 VT BRET DU %R
LET,
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Bl FIEARL RSV oR— 0T T r—vavhzTsoroBE |

Device# configure terminal

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20

Device (config-if)# switchport mode trunk

Device (config-if)# exit

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-vnic AppGigabitEthernet trunk
Device (config-config-app-hosting-trunk) # vlan 10 guest-interface 2
Device (config-config-app-hosting-vlan-access-ip)# guest-ipaddress 192.168.0.1
netmask 255.255.255.0

Device (config-config-app-hosting-vlan access-ip)# end

Bl : BIE/ANRILE SV OR— DT T)Vr—2 a3 ViRkA T4 205Dk

W, BIEASNFIND N T I R—= b TT TV r—a UV RAT 4 o T RRET D%
RLUFET,

Device# configure terminal

Device (config) # interface AppGigabitEthernet 3/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20
Device (config-if)# switchport mode trunk

Device (config-if)# exit

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-vnic AppGigabitEthernet trunk
Device (config-config-app-hosting-trunk) # guest-interface 2
Device (config-config-app-hosting-trunk) # end

Bl . disk0: N> TF7 T)r—avEA VA=
Wiz, disk0: ST XV r—va ik A =L T 50 RLET,

Device> enable
Device# app-hosting install appid iperf3 package diskO:iperf3.tar

Installing package 'diskO:iperf3.tar' for 'iperf3'. Use 'show app-hosting list' for
progress.

Device# show app-hosting list
App id State

iperf3 DEPLOYED

Switch#app-hosting activate appid iperf3
iperf3 activated successfully
Current state is: ACTIVATED

Switch#

Switch#show app-hosting list

App id State
iperf3 ACTIVATED

Switch#app-hosting start appid iperf3
iperf3 started successfully
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Current state is: RUNNING
Switch#show app-hosting list

App id State
iperf3 RUNNING
Device#

Bl 7TVr—23 DS

ZOBITIE, TV =Y a e EET L hEE R LET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid iox_app
Device (config-app-hosting) # start

Device (config-app-hosting) # end

Bl . 7TV —320D5A4 949

{5 : Docker S

FIIr—vavRRF4vY |

WL, 77V =2 a & VA= VBLORT VA VA= T 505 RLET,

Device> enable

Device# app-hosting install appid iox_app package usbflashl:my iox app.tar.tar

Device# app-hosting activate appid iox_app
Device# app-hosting start appid iox_app
Device# app-hosting stop appid iox_app
Device# app-hosting deactivate appid iox_app
Device# app-hosting uninstall appid iox_app

OBRA LA TSI UDHRTE

ZOFITIX, Docker 7 H A LK T a L ERETHHFEEZRLET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid iox_app
Device (config-app-hosting) # app-resource docker

Device (config-app-hosting-docker) # run-opts 3 "--entrypoint '/bin/sleep 1000000'"

(

Device (config-app-hosting-docker) # run-opts 1 "-v $(APP_DATA):/data"
(
(

Device (config-app-hosting-docker) # end

Bl a>TFODFEMIPT7 FLADETE

WIZ, arTFOHKIPT RLAZRETDHHE TR LET,
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Bl gEA— D7 TUr—var kT v v0RE [

Device> enable

Device# configure terminal

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # name-server0 10.2.2.2

Device (config-app-hosting) # app-vnic management guest-interface 0

Device (config-app-hosting-mgmt-gateway) # guest-ipaddress 172.19.0.24 netmask 255.255.255.0
Device (config-app-hosting-mgmt-gateway) # exit

Device (config-app-hosting) # app-default-gateway 172.19.0.23 guest-interface 0

Device (config-app-hosting) # end

Bl EBBR— b TOT7ITIVr—2a3 0 RRAT4 VI DETE

ZOBTIER, TV =g DIPT RLAZFE CRET D HEEZRLET,

Device# configure terminal

Device (config) # interface gigabitethernet 0/0

Device (config-if)# vrf forwarding Mgmt-vrf

Device (config-if)# ip address 198.51.100.1 255.255.255.254

Device (config-if)# exit

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-vnic management guest-interface 1
Device (config-app-hosting-mgmt-gateway) # end

Bl: 7TV r—230D)V—RAEBEDLESE

ZOBITIE, TV = a D) Y —AREE LEEZTLHEEZRLET,

Device# configure terminal

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-resource profile custom
Device (config-app-resource-profile-custom)# cpu 7400
Device (config-app-resource-profile-custom) # memory 2048
Device (config-app-resource-profile-custom) # vecpu 2
Device (config-app-resource-profile-custom) # end

{5 : ThousandEyes Enterprise Agent D1 > X b—)JL
WOBIE, KOKWEERLET,
< 10x Z AT %,
TN r—a RAT 4 T ERET D,
« AppGigabitEthernet K — h Z 5 E T 5,

* ThousandEyes Enterprise Agent & A A N —/L9 %,

WOBENL, 10x Z83MLT 2 FiEEZRLTWET,

Cisco 10S XE Cupertino 17.9x 704 5<EYF 1 avT74F¥aL—av A4 F |



FIIr—vavRRF4vY |
. ThousandEyes Enterprise Agent 0 5% i {5

Device> enable

Device# configure terminal

Device (config) # iox

Device (config) # username cisco privilege 15 password 0 ciscol
Device (config) # end

W OFIE, AppHosting 5 ET 5%~ L TWET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid appid lkeyes

Device (config-app-hosting) # app-vnic AppGigabitEthernet trunk
Device (config-config-app-hosting-trunk) # vlan 10 guest-interface 2
Device (config-config-app-hosting-vlan-access-ip)# guest-ipaddress 172.19.0.24
netmask 255.255.255.0

Device (config-config-app-hosting-vlan-access-ip)# exit

Device (config-config-app-hosting-trunk) # exit

Device (config-app-hosting) # app-default-gateway 172.19.0.23
guest-interface 0

Device (config-app-hosting) # name-server0 10.2.2.2

Device (config-app-hosting) # app-resource docker

Device (config-app-hosting-docker)# run-opts 1

"-e TEAGENT ACCOUNT TOKEN=[account-token]"

Device (config-app-hosting-docker) # prepend-pkg-opts

Device (config-app-hosting-docker) # end

WOBIX, Appgigabitethernet f > % —7 = A A& RET H HikE R L TV ET,

Device> enable

Device# configure terminal

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20
Device (config-if)# switchport mode trunk

Device (config-if)# end

W DOFIIE, ThousandEyes Enterprise Agent & A > A h—/L 9% JiEE /R L CWVET,

\)

(X)) 79927 4=V KT 7Y /r—3 3% ThousandEyes Web A hnH A 7 m— K355,
NRolr—IfbEnN=7V—r 7 4=V K7V r—2a a7y a7y AV AT AND
ALVAR—=NTEET,

Device> enable

Device# Device# app-hosting install lkeyes https://downloads.thousandeyes.com/
enterprise-agent/thousandeyes-enterprise-agent-3.0.cat9k. tar

OR

Device# app-hosting install appid lkeyes package flash:/apps/[greenfield-app-tar]
Device# app-hosting start appid lkeyes

Device# end

ThousandEyes Enterprise Agent 0 £% iE {5

I, show app-hosting detail =~ > RO B ZR L £7,
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ThousandEyes Enterprise Agent 0 5% 7€ {4l .

Device# show app-hosting detail

App id : lkeyes

Owner : lox

State : RUNNING

Application
Type : docker
Name : thousandeyes/enterprise-agent
Version : 3.0
Description :
Path : flash:thousandeyes-enterprise-agent-3.0.cat9k.tar
URL Path :

Activated profile name : custom

Resource reservation

Memory : 0 MB

Disk : 1 MB

CPU : 1850 units
CPU-percent : 25 %

VCPU : 1

Attached devices

Type Name Alias

serial/shell iox console shell serial0
serial/aux iox console aux seriall
serial/syslog iox syslog serial2
serial/trace iox trace serial3

Network interfaces

ethO:
MAC address : 52:54:dd:c0:a2:ab
IPv4 address : 10.0.0.110
IPv6 address HE
Network name : mgmt-bridge-vl14
Docker

Run-time information

Command :
Entry-point : /sbin/my init
Run options in use : —e TEAGENT ACCOUNT TOKEN=TOKEN NOT SET --hostname=$ (SYSTEM NAME)

--cap-add=NET_ADMIN
--mount type=tmpfs,destination=/var/log/agent, tmpfs-size=140m
—--mount
type=tmpfs,destination=/var/lib/te-agent/data, tmpfs-size=200m
-v $ (APP_DATA) /data:/var/lib/te-agent -e TEAGENT PROXY TYPE=DIRECT

-e TEAGENT_PROXY LOCATION= -e TEAGENT_ PROXY USER= -e
TEAGENT PROXY AUTH TYPE=
-e TEAGENT PROXY PASS= -e TEAGENT PROXY BYPASS LIST= -e
TEAGENT KDC_USER=
-e TEAGENT KDC PASS= -e TEAGENT KDC_REALM= -e TEAGENT KDC HOST=
-e TEAGENT_ KDC_ PORT=88
—-e TEAGENT KERBEROS WHITELIST= -e TEAGENT KERBEROS RDNS=1 -e
PROXY APT=
-e APT PROXY USER= -e APT PROXY PASS= -e APT PROXY LOCATION=
-e TEAGENT AUTO UPDATES=1
-e TEAGENT ACCOUNT_TOKEN=r3d29srpebr4j845lvnamwhswlori2xs
--hostname=cat9k-9300-usb --memory=1g
Package run options : —e TEAGENT ACCOUNT TOKEN=TOKEN NOT SET --hostname=$ (SYSTEM NAME)
--cap-add=NET_ADMIN
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. ThousandEyes Enterprise Agent 0 5% 7€ {51

--mount type=tmpfs,destination=/var/log/agent,tmpfs-size=140m
—--mount
type=tmpfs,destination=/var/lib/te-agent/data, tmpfs-size=200m
-v $ (APP_DATA) /data:/var/lib/te-agent —e TEAGENT_PROXY TYPE=DIRECT

—-e TEAGENT_PROXY LOCATION= -e TEAGENT_ PROXY USER= -e
TEAGENT_PROXY AUTH_TYPE=

-e TEAGENT_PROXY PASS= -e TEAGENT_ PROXY BYPASS LIST= -e
TEAGENT_KDC_USER=

—-e TEAGENT_KDC_PASS= -e TEAGENT_ KDC_ REALM= -e TEAGENT_KDC_HOST=

-e TEAGENT_KDC_ PORT=88 -e TEAGENT KERBEROS WHITELIST= -e
TEAGENT KERBEROS_RDNS=1
-e PROXY_ APT= -e APT_ PROXY USER= -e APT_ PROXY PASS= -e
APT_PROXY LOCATION=
-e TEAGENT_AUTO_UPDATES=1
Application health information
Status : 0
Last probe error
Last probe output

X show running-configuration =~ > KO AHIL, EHIP 7 RLUAOREEZ R L TWE
D

Device# show running-config | section app-hosting

app-hosting appid lkeyes

app-vnic AppGigabitEthernet trunk

vlan 14 guest-interface 0

guest-ipaddress 10.0.0.110 netmask 255.255.255.0
app-default-gateway 10.0.0.1 guest-interface 0
app-resource docker

prepend-pkg-opts

run-opts 1 "-e TEAGENT ACCOUNT TOKEN=r3d29srpebr4j845lvnamwhswlori2xs"

run-opts 2 "--hostname=cat9%k-9300-usb --memory=1g"
name-server(0 10.0.0.1
start

X show running-configuration =~ > RO HFNL, FHHIIP T RLADORE L 7'rFk o —
N—DIF#RERLTWET,

Device# show running-config | section app-hosting

app-hosting appid lkeyes
app-vnic AppGigabitEthernet trunk
vlan 14 guest-interface 0
guest-ipaddress 172.27.0.137 netmask 255.240.0.0
app-default-gateway 172.27.0.129 guest-interface 0
app-resource docker
run-opts 1 "-e TEAGENT ACCOUNT TOKEN=r3d29srpebr4j845lvnamwhswlori2xs"
run-opts 3 "-e TEAGENT PROXY TYPE=STATIC"
run-opts 4 "-e TEAGENT PROXY LOCATION='proxy-wsa.esl.cisco.com:80'"
prepend-pkg-opts
name-server(O 172.16.0.2
start

RIZ, Docker 7 v ¥ A LA T v a & ~—3 S {7 app-resource Docker /3 v 77— U & AT L7
e oWl 2R L ET,
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// Example of "prepend-package-opts" merging
app-hosting appid TEST

app-vnic management guest-interface 3
app-resource docker

prepend-package-opts !!!

run-opts 1 "--entrypoint '/bin/sleep 1000000'"
run-opts 2 "-e TEST=1 "

# Specify runtime and startup
startup:

runtime options: "--env MYVAR2=foo --cap-add=NET ADMIN"
_op P _

Merged docker run-opts passed to CAF's activation payload:

{"auto_deactivate": false, "resources": {"profile": "custom", "cpu":

"1000", "memory": "1024", "rootfs size": "0", "vcpu": 1, "disk": 10, "network":
[{"interface-name": "eth3", "network-name": "mgmt-bridgelO0"}, {"interface-name":
"eth4", "network-type": "vlan", "mode": "static", "ipv4": {"ip": "10.2.0.100",
"prefix": "24", "default": false, "gateway": "" },"network-info": { "vlan-id": "10" },
"mac_ forwarding": "no", "mirroring": "no"}, {"interface-name": "ethO",
"network-type": "vlan", "network-info": { "vlan-id": "12" }, "mac_forwarding": "no",
"mirroring": "no"}, {"interface-name": "eth2", "network-type": "vlan", "networkinfo":
{"vlan-id": "22" }, "mac_forwarding": "no", "mirroring": "no"},

{"interface—-name

": "ethl", "network-type": "vlan", "network-info": {"vlan-id": "all" },
"mac_forwarding": "no", "mirroring": "no"}]},

"startup":{"runtime options":"--env MYVAR2=foo --cap-add=NET_ADMIN --
entrypoint'/bin/sleep 1000000' -e TEST=1"}}

// Example of no "prepend-package-opts" which is the current behavior since

16.12 where pkg.yml default runoptions are ignored.

app-hosting appid TEST

app-vnic management guest-interface 3

app-resource docker !!!

run-opts 1 "--entrypoint '/bin/sleep 1000000'"

run-opts 2 "-e TEST=1 "

# Specify runtime and startup

startup:

runtime options: "--env MYVAR2=foo --cap-add=NET ADMIN"

Merged docker run-opts passed to CAF's activation payload:

{"auto_deactivate": false, "resources": {"profile": "custom", "cpu":

"1000", "memory": "1024", "rootfs size": "0", "vcpu": 1, "disk": 10, "network":
[{"interface-name": "eth3", "network-name": "mgmt-bridgelO0"}, {"interface-name":
"eth4", "network-type": "vlan", "mode": "static", "ipv4": {"ip": "10.2.0.100",
"prefix": "24", "default": false, "gateway": "" },"network-info": { "vlan-id": "10" },
"mac_ forwarding": "no", "mirroring": "no"}, {"interface-name": "ethO",
"network-type": "vlan", "network-info": { "vlan-id": "12" }, "mac_forwarding": "no",
"mirroring": "no"}, {"interface-name": "eth2", "network-type": "vlan", "networkinfo":
{"vlan-id": "22" }, "mac_forwarding": "no", "mirroring": "no"},

{"interface-name": "ethl", "network-type": "vlan", "network-info": {"vlan-id": "all" },
"mac_forwarding": "no", "mirroring": "no"}]},

"startup":{"runtime options":"--entrypoint '/bin/sleep 1000000' -e

TEST=1"}}

// Config 1 : default behavior when "app-resource docker" is not

configured.

app-hosting appid TEST
app-vnic management guest-interface 3

// Config 2: no docker run-opts specified
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app-hosting appid TEST

app-vnic management guest-interface 3
app-resource docker
prepend-package-opts
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