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g
| Stepd | Router MAC Nexus MAC 20.1.1.10:80 101110 H

VXLAN £ ITD

H—DAA v F YV a—varTho7zITDIE, VXLAN 7 7 7 U v 7 Du— RANZ oHh—b
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8: Direct Server Return

» Client and Serveri are in different subnet

# Leafi is the Router/SVI
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# 3ervers and PLB leafs share a subnet 3
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| Flow sets:
S1, 82,
S3, 84

N 4 209.165.201.0

- - | Flow sets:
i S5, S6,
Eth 11 S7, S8

Cle-Cle-Cle-Cl-C

a Flow sets:

o o s9, S10,

g .. S11, 812
S (]

Flow sets:
513, 514,
S15, S16

TCAM based algorithm
splits the traffic
(there is no actual hashing)

209.165.201.10

WOFNZ, ITD-L2 #Ep DR T 7 > a AR L TWET,
11: ITD-L2 ¥&RE D Fail-Action

| Flow sets:
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- @ _200.165.201.0
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Flow sets:
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interface Eth1/12
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g m— port-group external
¢ == Eth 1/11 e 3 Sre-vlan 10
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/ \ Broker Eth 113 port-group external
dest vlan 20
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CiscoNX-0S A4 B A FROMHEFEOZEME . A4 B 2AOBEB I OEHO FIEIZHS>WT
IZ. TCiscoNX-0ST7 A & 2 A K] BLO [CiscoNX-OST A o A A7 a v A K]
EEHRLTLIZE0,

HR—bENd3T5Yy b TI+r—LA

Cisco NX-0S VU U — = 7.003)I7(1) LA,

MNexus A1 vF 7T v F 74 —LPR—F <k

JA ] EMALT, ERLEREE AR — 95 & F X E 72 Cisco Nexus 9000 35 L T8 3000 A
AvFDOY ) —RATLTH5D CiscoNX-OS A LN TxEET,
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ITD DFEFIE L HIFFEIR

ITD (ZBF 2 EFH LN FHRIIRDO LBV TT,
ITD L. ROT T v F 7 4 —LTHHR—FINTWET,
ITDV4 DY R— b+

* Cisco Nexus NX-OS U U —Z 10.1(1) LAF%, Cisco Nexus X96136YC-R, X9636Q-R.
X9636C-R. LU X9636C-RX 74 I — KB HPR—FZINTHET,

* Cisco Nexus NX-OS U U —2 9.3(1) PAF& . Cisco Nexus X9788TC-FX. X97160YC-EX.
B LW X9732C-EX 7 A > /17— R %&{i 2 7= Cisco Nexus 9500 ' U — X A A v T,

« Cisco Nexus NX-OS U U — 2 9.2 (1) LK%, Cisco Nexus C9364C, C9336C-FX2.
C93240YC-FX2 A A v F RV R— b EINTWHET,

« Cisco Nexus 93180YC-EX, 93108TC-EX., C93180YC-FX. & XL TNCI3108TC-FX A A
FRPR—F SN THET,

«CiscoNX-0S U U —Z 104DF L%, ITD X, FTF 74 w7 Dua— RS2 Tk
UK A LT arDl-Hic, Cisco Nexus 9300-FX2/FX3/GX/GX2 7T v b 7 4 — L A
AvFLEOY—EADANA v H—T x4 AL LT, GREBLWIP-IP b /L A >
H—TxAf AP R—FLET,

GE)  NAT Za e REN AT/ > TWA ITD —E AL, IP-IP B LY
GRE ho NV A v B —T 2 A A AN Z—T A AL LT
YR —=FLEEA,

ITDV6 MY HR— b+

« Cisco Nexus 93180YC-EX, 93108TC-EX, C93180YC-FX, &L TNCI3108TC-FX A A
FRYPR—F S TVET,

* CiscoNX-0S U U —2 9.2 (1) LAK%, CiscoNexus C9364C, C9336C-FX2, C93240YC-FX2
AL v F PP R—FERTOET,

* Cisco NX-OS U U — 2% 9.3 (5) LAF%, Cisco Nexus X9732C-FX ¥ XU X97160YC-EX T
A > 71— K & Sup B+ %ifi 2 7= Cisco Nexus 9500 >V — R A A v F RV HR— kST
l/ \i—a‘o

* Cisco NX-OS U U —2 9.3 (5) LA, Cisco Nexus C9316D-GX, C93600CD-GX,
C9364C-GX, #B LTV CI3180YC-FX3S A A v FRHYAR—h N TWVET,

* CiscoNX-0S U U — % 10.1(1) LAK%, CiscoNexus X96136YC-R, X9636Q-R. X9636C-R,
BILUWX9636C-RX 7 A » I— KR AR—FINTWHET,
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* Cisco Nexus X96136YC-R, X9636Q-R. X9636C-R, 3L T* X9636C-RX 71 > H1— K
X, IPv6 —E AT —RK XT3V 7 LAY 4R— b g4 T a a2 R— b
LTWERA,

«CiscoNX-0OS U U —Z 104(DF LI, ITDIZ b T 7 4 v 7 Dua— RT3 7L
HA VL7 arDizHll, Cisco Nexus 9300-FX2/FX3/GX/GX2 7T v b7 —2h A
A vF EDOIPV6 M —EADAS)I A 2 —T x4 AL LT, GRE b )b A& —
Tz AP R—rLET,

* Cisco NX-08 U U —Z 10.1(2) LAF%, IPv4 3 L OV IPv6 Zfi ] L 7= PBR I
NIK-C93108TC-FX3P A A v FTHAHR— hINET,

«ITD IF, X7 ARy TIPT RLA~ODANEZIFHINC FEX R— b EHTHZ &%
P R—FLTWEHA,

RO T — Ny 7 BIX ORI OBIL, 2 —7 > MEKE Y — AR O )7 TITD - —
EANT ¥ v b T— ROBHIZORLTR—FENET,

« 5E4E NAT 1. IPv4 TOHYR— FENFT,
e V— AL VARAAL v F A — =%, L3ITD —E A THR—rEINTWET,
« SNMP X ITD TiIVHR—hFENTWWEEA,

 RTEEHISEELFH L CITDAZEE T AR, ITDV—E 2%y v M7 T BB
HY £9 (shutdown) .

* CiscoNX-0S U U—293Q2) LIRE, IPVv6 X/ — R L X7 a—T TN, R T —7
L7 —7 Y R— kN LET,

e J— R L~UL®D [Pv6 TCP, ICMP Y u— 7Y R— K ENTWET,

* Cisco NX-08 U U —2 9.3(5) LA, ITD |ZEAfF X o fail-action node-per-bucket % 78—
FLET,

o v a d, IPvd BL OV IPv6 THEH TE £9°, bucket distribution

\}

GE) Ry 8 AZ RS, ) —REFEHATLIV—EATEH, 724V 7T
Jvay Ny MERITHER SR EE A,

* CiscoNX-OS U U —Z 10.1Q2) LA, LA Y 3R — " F ¥ XNVANY T A v H—T oA A%
ERLZARY > —_—2 L—F 1 7%, CiscoNexus9300-X. FX2. FX3. GXTOR ¥ &
'FX, GXEOR A A v FTHHR—FEINFET,

* CiscoNX-OS U U — 2 10.1(1) AR, ITD L, JXT® failaction A ¥ v RTHEHTE 5/ —
REEEA T > a > L LCdrop-on-fail 7> g 2% HR—FLTWET, ZOF T ar
IZITDIPv4 B L OVIPv6 —E A& YR — h LETHN, ITDL2 % —E A, ITDL3NAT #—
A, FREET = REFEH L ITDL3 —E ATV R —FLEHA,
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Cisco Nexus X96136YC-R, X9636Q-R. X9636C-R, I LN X9636C-RX 71 > 71— NiZ,
drop-on-fail 7> a &R —FLTHEHEA,
ITD Y ZRZ ) U THEEICIE. ROAA RS54 U LEFIRBEBNBERSINET,

* CiscoNX-0OS U U —Z 10.1(1) LAR&, ITD 7 Z A 4% U > 7'} % Cisco Nexus C93240YC-FX2,
C93108TC-FX. C9316D-GX, C9364C-GX THR— I TWET,

«ITD X, /— R L-ULDAHF NS, J—REZIIHRY b AZ A ) — R&EfoT
NRA A TN—TND ) — RO T AZY) TP R—FLTWERA,

«ITD 7 7 A% VY v 7%, fail-action bucket distributefail-action 47" 3 > TO IR —
FENET,

s BT RIEANAC o TWDHY—ERATIX, ITDZ 7 AX Y 73R — ST
FH A,

o J—RKWBTNRA AT N—TDELTHERINTWDIEE, ITD 7 7 A% J 73
A—hrESNEEA,
TDHITEHY K aAvnN—S 1 U RBEEEIZIR. RDOHA RSA4 U ESBESENERS N
F9,

*+ CiscoNX-0S U U —2Z 10.1(1) AR, ITD 7B H > K 2=V = AP R— K
SINDDIFRDAA »FTT, Cisco Nexus C93180YC-FX, C93108TC-FX,
C9336C-FX2, (C93240YC-FX2, (C93360YC-FX2, C93216TC-FX2, C9336C-FX2-E,
C9316D-GX., C93600CD-GX, €C9364C-GX

e ITDH T EHy Rar "—x 2L, I[TDover VXLAN, LA ¥ 2ITD. B L UINAT
KD ITD Y —E A THEEY R — N TWEEA,

ITDH 7D Rar "=V R F, B~ RARA V FOEEFEICOAEH S VE
T, ORI FRA v MEEIITEHINET A,

ePBREH T N— A FEIC, ITD Y RARA ¥ MIEERRER Y 7 BREE &
LT ESNEA X P THR—MENET,

ePBREFE AL N—V AT, IUBOSLAERIZ N T v 7 & —fBIEH LT, ITD
DIVPOa L R—=T 2V ABEBATLHZLITTEERA,
« ROFEEFER L ORI SEHEZ BRI ACL #EREICHE A L 97,

« R4 ACL 1L, &R 7 7 B A= + U (ACE) OH %V HR—kLE7, ACE AL
T AR— RSN TWETA,

s fR4N ACL OFFA] ACE & —E9°25 T 7 4 v 71, ITD /34 RALF T,
* Cisco NX-OS U U —2Z 10.1(1) AR, / — FOMEIEOBINE X OHIBRIX, BRIk ACL
FHEALEZIPMBLIOIPVe VY —EAOHFTCHFR— IR THET,

« MOEEFEL LOHIRIFHZ A 27— K ACL Rl @M L £
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+ ASIC ® 1 ¥t CEA D 62 HlD ACL DANGHRETEET, % ACLIEL, 1 DOT~L%E
BHET, FIUACL BZEROA v 2 —T oA ATHRESNDLES. FLIFULidt
HENET, 27 L. HEACLR—ED= > F 284, ACL O~ L 3dbg &
N3, 20700 ERIT 62 T, —tdH72 0 62 D ACL OHF|[Rff & TAA »F
H7=V 150 ITD Y —E R EZFEHRT HI21E, AJJA ¥ —7 = A A% ASIC OHEHHLIC
DEEEDIMENH Y T, FEMIZ OV T, IPACL ORK 22 L T 7E &0,

c EETTNRT A —=HFENISENRT A—FZDNTNNTT RLA T —TF - TAR— |k
ITN—FL L THEEN-AT V27 NI NV—T%2ES>ACEIZV R— SN EH A,

+IPv6 ACL |, ITD V' —EAD T 7 4 v 7 & ROTODA L I NV— R T I7ERA YR
FELTHRETEET,

« AJJACLIEZ, 2—HP—EFEACLDO LA ¥ 47R— b apHEZVFR—F LTWEEA,

epermit XY v K& ACE DA ACL THAR— & E4, ok (deny 7=
X remark 72 &) @ ACE IZEH S ET,

¢ 1 DD ACL THK 256 DFF Rl ACE BHHR— S ET,
e Failaction IX/ — R CTHR— I TV ET,

+ITD %, A > 7 /b— K ACLRRES 7213 IP 7 R L& (VIP) #REO W gV
A—PFLETH, WMHIFR—FLEREA,

e AN —FRACLZEHLTITD & EL, FXEITIP X—ADr— R NNF v
TEMEHLTHWEEE, ACEDXEETIPVE DY TRy b A7 % 3212752 &%
T&EFEHA, T2, ACEDEEITLIPV6 T RLADY TRy b~ A7 % /128127 5
TLIFTEERA, FEEETLT RLAOY TRy b2 71%, BERENT- "y b
EHBMENRHAMLERHD T, A7 — RACLZMEHLTITD %% E L. 585¢
[PR—=ZDBE—RK RT3 T E2FEHLTCHNE5A, ACE DS IPve 7 KL AD
TRy N wRA7 % BICTHIEIFTEERA, F2id, ACE DS IPv6 7 K&
DYV THy b <wRA7 &2 N28ICTDHZLITTEERAL, FH5ET RLRADOYT Ry
b ~A 7%, RSN ATy NERBRERHDLENH Y 3,

* Cisco Nexus NX-OS U U —2935) LA, A 7 — RACLEZEHLTCrT 7 4 v 2
EI7ANE) T AHEY—ERCH LTI ATERTR— NI TWET,

* Cisco Nexus NX-OS U U —2Z 93(5) LAk, A 27— K ACLBRECTHR/hE > F = —
RANZG o TR R—hSNTHWET,

* CiscoNX-0S U U —Z 10.1(1) LAK., ~/LF A > 27 b— K ACL 2 fl L7= IPv4 5 &
OVIPV6 —E ADIEZ L TD / — ROBMEB LOHIBRAY AR — ST Ed,

* CiscoNX-0S U U — 2 10.4(1)F LA Tid, include ACL /L —/L 0D LA ¥ 4 R— NiPH &
ZOMOF— ME ( [FELL 72 . TXOREW) . TR0/ 72 E) i
HEnEd, ITDV—ERARHICER SNy N TI7ERAVANNDORNT T 4>
TDTA4NE Y TR ESNET,

« T IEAYARTLAY4R— bA_L—4 &M LA 5, TCAM ACE Offi f
%oy 51k, 2 O#ERL har dware access-list lou resour ce threshold % 9% i
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FERHVET, ZOa<wr ROZFEMIZOWTIL,  [Cisco Nexus 9000 3 U — X NX-OS
X2 UT AW TA K] @ TIPACL DRk &7 v a a2 L TN,

* Cisco NX-OS U U — & 10.4(1)F LI, ITD I%. Cisco Nexus 9300-FX2/FX3/GX/GX2 7
T RTF =L AL FOGREBLOIPIP ho )b A X —T A A% LTH
FEARER LA Y3/ — R~V EA VI g rEziia—RRAAT 0 TP R—k
LET,

GE)  NAT S RED BN > TWAITD —E XX, b A
VH—T 2 A L CRIERRER LA Y3/ —F~D U XA L
JyarEiZue— KRG TR R— ML TOHERA,

e Fu—7 NF T 4w 7 EHD CoPP VT AT A EBAOLET, £ LN
L. T =T NI T4 IIET I ANV I TT IV RDCoPP Y T ARIZRY, Ky E
NDAREMENHY ., T u—TF T 7 4 v 7D IPSLA NN ANTAEL 3, HBAlE®RIC
DUWTIE, IPSLA 7347~ F D CoPP O ML T 72 E W,

sITDEv Y3 id, RTFEVR—FEINTWEREA,

o« J— R LD Fu—7,

N

G a2V —EFROINTIvIE2HEHTDH/ — KL~ D7 u—7034
A= hFZINTWET,

e Ry NAZUNRALFTNT ) — RSV DAZ N, ) — REFFOT A AT —T,
c BT RIENAENI RS TVEY—E R L THAENTWAET A A T —TF,
LA ¥4I —RNRTURA T T g BRI —E A,
BT NRA AT N—TEFEHT HEEONRIEIP # > — B X,

T IV Ty7T—ba2EHCTHE, LVEZLDTCAM U Y —AZA%ZITDKRY ¥ —T

FHTEL LRV ETH, RV —OETRIZNT 7 v 7 BHET 2 N H Y
FT, FEMICONTIL, BEX a2 VT AT A F10.1x) 22 LT 7230,

« ITD-L2 5 X NITD LA ¥ 312l fHBIDA > ¥ —T = A4 ADRMETT,

ITDDOF = v ViR A v hEBRO T — Ny THEREIL, —EARKX T L TWBHEAI
DB R—FINFET,

o BEMRSE NAT BEEIC(Z. ROHA FS A U EHRBENMERINET,
* Cisco NX-OS U U — & 10.2(1)F LAFE, ITD % NAT #tata AR — R~ LET,

« CiscoNX-0S U U — R 102Q2)F LAF., ITDIZL A ¥ 3/L A Y4 —R T2 07k
TS L—hBaB—RRXF 207 +NAT 2 L £1,
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I TAT VML DEYS—NR—=IP LY —_—IP Xy NU—7 Z{E#ELET,

*NAT I, VIPBLWEHIZ7 o ha/AR— s THR—FENTWET, VIPRLT
Ty AR —FINEF A,

cH{ULY—_—Fy hEEHLTa— T V%1754, (AP (VIP) ITIT—F
D L4 HR— FEENHLETT,

o R— "EEFVDEBEDOY —EATH UEAE., NATIZRIUT XA A F—FL ) —F %
HFRHTEEEA,

o 7 NI v VN ENGAITIRK1024, T I v FEHDEN LG E1X672 D NAT
T kU OHIR,

« Cisco NX-OS U U —Z 10.3(1)F LLFE, NIK-C9364C-GX $ X U N9K-C93600CD-GX

HIRRIZ, 7 b X v 7 EHREN 72> TWDBIGEIZ1920NAT = b Y . BRI /-
TWAHEAIT 1344 T,

* Cisco NX-0S U U — & 10.3(1)F LAF&, ITDNAT (X7 7 # /v B LT 7 4V LSO
VRF TH—ERET NS R T N—T %P R—MLET,

GE)

ANA U HE—=T 2 A ALHET 5T 5, A T )—"T ) — ),

F T NAT 56N AN > TWDF—EZDT 7 4 /L F LSk
DRI T VRF TEEATRE TH L5 E1L, ITD h—E X & ITD 73
A AT N—"T" Dl J5CVRF Z R T 2 0 ERH Y £,

GE)

ITD NAT VRF #5522 Cid,  [Cisco Nexus9000 & 1) —X
NX-OStFxa1 TR AA K] @ [[IPACL DML &7 v 3
VEZIRLTLTEEN,

« NATIPv6 [TV R — F ENTWEEA, IPV4 DHENYR—FINTWHET,

« least-bucket 35 LT node per bucket 35 & U bucket distribute fail 7 7 > 3 > O A3
A= FENTVET,

GE)

ITD NAT (& fail-action nodereassign THA— S TWEH A,

« ITD NAT /% Nexus 9300 TOAHYHR— h EHNTWET,
« ITD ¥ 7 [EH#IZ ITD NAT TiZ¥V AR — F N TWHEH A,
s ITD v a U EINAT ZVAR—F L TWERA,

e ARy NAXLUNA TRARATN—T B — R L~ULdDAH 3 A [ ZITDNAT
Tl AR—bhINFEEA,
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\}

ITD R |

o« 7 RN K A4 XW[HEA TS g X, ITD NAT AJfE/R Y —E X TOTRTO VIP IZ & -
THHETT,

* NAT % VXLAN L@ ITD TlE¥V A — SN TWEREA,
*NAT /X, DSTR—Z2DuE— KT 7 TIER—FENTWERA,
* Cisco NX-OS U U — A 10.3(1)F LA, ITD NAT % Exclude ACL THAR— kS E 7,

* CiscoNX-0S U U —AZ 103(1)F LAFE, ITDNAT (XL A ¥ 4iXEL_X—ADr— R N7
YT AT arvEYR—MLET,

e T NI v I T 7T — "BANMNI > TWDBEE, TCAM™ > kU OIETCAM B —
B R0 TAILERHY 7,

sITD By v g & /) — FOEEIEDEMEIZHEREZ YR —FETHEREA,
+ITDNAT TiZT—A LV R AL v TFF—_"— T HR—hFINTHEHA,

* CiscoNX-0OS U U —Z 10.2(1q)F LAF%, ITDNAT [ N9K-C9332D-GX2B 77 v k7 4 —
b2y FTHR—FESNET,

» Cisco Nexus X96136YC-R, X9636Q-R. X9636C-R, L X9636C-RX 71 > H— K
X ITDNAT %R —FLTWEH A,

G¥)

CiscoNX-0S U U —293(1) MHLATD U U —Z~DISSD % F{T
T HHENT, —E A0 O NAT e ek A HIBR L, ¥V 7 L—
RZ&EHATLET,

« Cisco NX-0S U U — 2 10.3(1)F L&, Fw w7 ACL 1% ITD NAT #—E R TOHHHR— k
SnET,

s MOTFEFEL L OWIHTFEEY VXLAN ETo ITD #eeic@EmM LE7,
ORIV R —FENTWEE A,

cFail 77 v a AV v R,

« Tn—7,

«ITD kv 3,

« TR A T IL—THNDIPV6 J — I,
* VPC

< ET IR,

o« J—RL~YLDRAZ L INA,

« LW —1ITD B L ITD over VXLAN #—E' A%, / — FEDRI LT /A A 71—
THRIEATEEEA,
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« Cisco Nexus X96136YC-R, X9636Q-R, X9636C-R, L X9636C-RX 71 > H— R
¥, VXLAN ETOITD ZH AR —F L TWERA,

« LT U U — A5 ISSU A9 2 iiC. featurePLB 23E7 77 4 7L T B M ENR H
D E9,

eVIP LRy N AK 34 1F, ITD over VXLAN 2B WNZT 572 DB T4,

o FERR DA J71E (CLI £721X DME ##/) 12, TAAA R ITAV—TDIEFD J —
RiZ+_CThnYV—7 /= KRTCRILTHHILERDH D £,

« Cisco NX-0S U U — % 10.2(1q)F ¥, VXLAN ETo ITD % N9K-C9332D-GX2B 7' 7 v
74— AL vFTHR—FINET,

* Cisco NX-OS U U —A 103(3)F LAETiL, HLWL3VNI A > X —T = A A XA 7% IPv4
P—E 2L PVv6 —EZADWMFTDOANA v Z—T x4 2L L TR TEET, BN
HERFHEFIRFHIZIKDO &R TT,

e w/LF ACL L =/ILF VIP b —EZDOWHFRYR— I, XA ITD y—E 2 4
PR—rEINET,

o Z ORERBIZ NIK-X9716D-GX T A » H— KE L U CiscoNIK-C93180YC-FX3 77 » b
T4 —h AA v FEEE L7 Cisco Nexus 9504 33 LTV 9508 A A v FTHR—FEh
F9,

ITD PAT IZB9 5 FEFIE L HNFIEIRDESY TT,

o TRA A T N—TTHED VIP % PAT THHT 551X, VIP ZLIC—BOT A A T
N—T B BEEMT B UERH D F,

« PAT T 58451%. VIP & & IR — FNESBMETT,

» Cisco Nexus X96136YC-R, X9636Q-R, X9636C-R, ¥ X TX9636C-RX 7 A > 71— RIXITD
PAT # AR —F L TWEHA,

ITD-L2A—F NSV UTI2X, ROERICET 5FEFEEFRBENHY ET .

» Cisco Nexus 93108TC-EX 33 L (8 Cisco Nexus 9516 A1 v Fid, LA ¥2ra— RN F7 v
T — A% R —FLET, CiscoNexusNX-0S U U —2%9.3(5) LAKE, C93180YC-FX 5
KOV C93240YC-FX2 NV AR— F & TWE T,

)

Gx) LA¥2m—RKANNZ o 7ReIL. Cisco 9500 EX/FX/R 7 A4 »
H—= R TR R—= N TWEFA,

LA¥2ur—RK RT3 73, VPC, R— b Fyrxib, BIXRL3I A v Z—T =41 2%
HR—FLTWER A,

c NTFUIHNDR—F ITN—T A F =T o ADHZNBYR— P I FET,

Cisco Nexus 9000 3 ') — X NX-0S Intelligent Traffic Director {5 4 K. ') 1) —X 10.4(x) .



ITD DR |
B mosrssacnnss

¢ ITD-L2 R— h NV —T7% 3 2L LY —E A THELARNTL EE N,
e TCAM Y A A, b —ERADOHITMZTATy hOBOEFHEE LW L 2R LET,

«ITD TiX, 150 DY —ERZfEK TEXET, =72 L, ITD-L2 DA, 4 2L EOF—E R
PRERTHZ LITTEERA,

« IOV U —A05 1SSU 9 2 A1z, featuresmart-channe #3E7 7 7 1« 713 %
VERHDET, LAY 2IIDY—ER|L, ZAv—F F¥yrLofbictA¥22—F
NI TRIICERET H2HERH D 77,

4R — I R—=2Du— RKRFT U IRPR— S THET,
« Cisco Nexus X96136YC-R, X9636Q-R. X9636C-R, 35 L TN X9636C-RX 71 > /71— K,
ITD-L2 B— R R"T v F P R— L THERA,
« WOFIFRIL ITD-L2 HEREICHEH S, AR — F STV EE A
cFaill 77 v a v AV v K,
s Fu—7,
«ITD &> a3,
« TR A T I—THNDIPV6 / — K,
« VPC
s BT R

o /= RLYLDARAHF L INA

« Cisco Nexus X96136YC-R, X9636Q-R. X9636C-R. 3L UNX9636C-RX 71 > H1— R,
WORREEZ P AR— N L TWERA,

R

« BT [RIH

7 —7DITD 2 —H—EFKLF7 v 7 ID

s BHADODEFRE Ty v a v EN LEELEFFD ) — FOBEN
« ) —RDI TAF~D= LT

. et

GE) IID/—FREDRNTF 74w TJur—0Dur— RKRAT U A EBETS
Wi, AV F—T =2 AW HERPERLET,
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* Cisco Nexus X96136YC-R, X9636Q-R, X9636C-R, I LU X9636C-RX 71 > F— RiL,

HI{E, ICMP, TCP, B X UDP u—70DHL% R —r L TWET,

ROFEEFEEFIBEEEF. ITD/—F AVTFURE—FE/—FEBHEEICERAINE

—d—ﬂ

EHENAEEE A ~—1T. FEAFOTe—7 (T v 7B LOIPSLA) OFEER L O

A LT U NEHBERHDHERHY . ZHICE Y EEZRRNICRETE 7,

o /= FOREREVEICEET ST, FHCLESWMED Y > M I BMEH STV D56

2, /— KD EEL L TREINNDADEZRET 572012, IO —EA0EEIF -1t v
TaryONRYANCE T THIMLERH Y £7,

o J—FiE, RESR WD — FEEHEMICEE Oy y MY UVBIOHEY Yy AT

¥) THAENS, BEARETH L LM SN OBENDH Y £3, /— FOBEATREMEIX, b
T v OREEBIET D L THAITE X7,

o J—FRBREHE Yy MU UVENTWBEHA, FHIET AN AT NA—TNEILT//—F

(26 L TREE LEWERENEH STV D 5E, b— e 2L e 7RG Z 6 L
BB ET,

e T RTH/—FRIZiE, /—F L ULERIITANA AT NL—T LW T nT, 7o

FarFEiFa——EROT 0 —T BMETT,

fEHPREZR R X XA ) — KB WGE. Y— B R T fail-action A I = X L THERLT D

ERHY £,

ca—HF—FEDOFT7 vy I/ RITD 71 haj) Ta—7 AN=ALTIERL T NA A T L—

FTHEASINTWDEGA, ITD /— R AT F A B— NEIE/ — FIREERE 21
TEL L, V= RMERLET A AT N—THT 7 v 7l FE2 G LN L%
BEIDLET,

* CiscoNX-0S U U —Z 10.1(2) LAF%, CoPP I% N9K-C9364D-GX2A 5 L TNNIK C9332D-GX2B

T NI —b AL v TFTHR—bINET,

* CiscoNX-OS U U — 2 10.1(2) LABE, RACL (% N9K-C9364D-GX2A 5 L UNNIK-C9332D-GX2B

T RN T = AL v TFTHR—FINET,

ITD 7/R— bk H<1)—

ITD R —F LL DY R MZOWTIHE, ROFXEZRL T Z IV,
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ITD R |
B mosk—ro<u-—

R 1:ATDYR—F LR

T RE ITDv4 ITDv6 £ B
FIRAf A T —T L * TCP * TCPv6 CiscoNX-0OS U J —=
~L . ICMP « [CMPV3 7.0(3)17(3) TEA I
7= ITDv6
« HTTP
Cisco NX-0OS U J — &
* UDP 10.1(1) LAKE, Cisco
« DNS Nexus X96136YC-R,
X9636Q-R.
X9636C-R, BL W
X9636C-RX I,
ICMP, TCP., BXW
UDP 7' —7 DAY
AR—rLET,
J—RZTEtoFa—7 | FTwn =R
L~yL
Hot-Standby I ELA CiscoNX-OS U J— =&
7.03)17(3) THE A A
B e A
7T AR A A CiscoNX-0OS U J —2X
10.1(1) TE AR A
BT D72 LVER
ACLY 7L v a A EUA
7794 <Y J—F =4 ESA
BHAOHDLTT7A<Y [TV ELA CiscoNX-0OS U J —=
J—FK 10.1(1) THE AL I~
Ay b AZ LA Y4 IANAY-4
J—FK
H—EX LA
A7 )L— K ACL =4 =LA
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HERE ITDv4 ITDv6 HER
Failaction A ¥ v K * reassign * reassign Cisco NX-0S U U — =%
- least-bucket « least-bucket 10.1(1) THRASNT

* node-per-bucket

* bucket distribute

* node-per-bucket

* bucket distribute

drop-on-fail F 7" =
S FTRTo
failaction A ¥ v R Tff
MATEx7,

kR4 -ACL

A

A

S ACE 1V HR— |k
INTWER A,

YR—-hSNDoT Ty
F7 A — 24

EXFX 74> 1— K
% ¥54# L 7= Cisco
Nexus 9500 A A v T :
X9788TC-FX,
X97160YC-EX,
X9732C-EX, BXW
X9736C-FX,

Cisco Nexus 9236C.
92304QC A A vF, B
J9300-EX v U —X
AA T

Cisco Nexus
C9336C-FX2-E B L O}
C93180YC-FX3 A A v
7 & Cisco Nexus
X96136YC-R,
X9636Q-R,
X9636C-R, BIL T
X9636C-RX 7 A
H— K,

Cisco Nexus
93180YC-EX,
93108TC-EX,
C93180YC-FX B L O}
C93108TC-FX A A1 v
Fo

Cisco Nexus C9364C,
C9336C-FX2,
C93240YC-FX2 A A1 v
?‘O

Cisco Nexus
C9336C-FX2-E B L O}
C93180YC-FX3 XA v
7 & Cisco Nexus
X96136YC-R,
X9636Q-R.
X9636C-R, BIL T
X9636C-RX 7 A
H— K,
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ITD R |
B mosorrrs

HtE ITDv4 ITDv6 s8R

565G NAT Cisco Nexus N
93180YC-EX,
93108TC-EX,
CI93180YC-FX,
C93180YC-FX3S,
C93108TC-FX3P,
93108TC-FX,
93240YC-FX2,
C9336C-FX2,
9300-GX,
C9364D-GX2A., B X
N C9332D-GX2B 7
T M T F—LAAL
FRPR— I TN
£

ITD over VXLAN A Y4

ITD DT 74 FEETE

WDOEIZ, ITD RT A —=H DT 7 )V bREZEZ R LET,

R2:TIHILEDITDIRS A —4

T A—=42 FIAILE
Fa—7 OERE 10 ¥
Ia—T7 ORIV Iy b 3

IR —TOFHBITT T ATk 3
Tu—7 A A LTI b 55

ITD DR
ITD D1 +~—T )Lt

ITD ==~ RICT7 7 B AT AHRENC, ITD BEREZENCT AILERH Y £9°,
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1R BHHIIZ

71312 5—T0#H% |

Iy NU—0 P —ERXATFTABUVABAL VA=V ENTWNDEI LEZMER LT EEN,
RNY—=_R—=2 —F 7 (PBR) WA ->TWAZ & 2R LET,

FlED#HE
1. configureterminal
2. [no] featureitd
3. (f£&) copy running-config startup-config
FIED FHE
ARV REEETI 3 Y B
X w 71 | configureterminal T a— VR ET— RERSE L E T,
1
switch# configure terminal
switch (config) #
R T F2|[no]featureitd ITD #§REZ A X — 7 WIZLET, 77 4/ h T,
i - ITD 3R 72 > TOET
switch (config)# feature itd
ATv 73| ({£E) copy running-config startup-config FiTar74Xal—rark, AX—F T v/

1 -

switch (config)# copy running-config startup-config

V74X 2l —Y gz a—LET,

—

FIRDOHE

TINA R TIL—T DR

ITD T34 A2 TN —TFZE LD, J—FD ) — K70 —7%2FETEE£T, Cisco
NX-0S U U —2& 7.03)13(1) LABETlE, BEDOT A A T NV—TZHELTEET,

Cisco NX-0S U U —2 10.1(1) BABETIE, T/A A TNV—TND ) — K& 7 T AX|TBINTE

£9. ZOHA.

1R BRI

FTNRARATN—TFIZNE ) — R Lr-ULDAZ R, J—RERITHRY b AH
VA ) — R | failaction &7 g URERESNTCWVET,

fail-action bucket-distribute

ITD BEREMN A F—T NV ThH D Z L 2R L E T,
T8 AP CiscoNX-08 U UV —Z 7.03)13(1) LARE &2 FAT L TV D IGEIE. RO a~ > RBERE

SNTNDLZEaMERLET,

1. configureterminal
2. [no] itd device-group name

feature sla senderfeature sla responder
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vrf vrf-name

ITD R |

[no] node{ip | ipv6} {ipv4-address | ipv6-address}

[no] probetrackid

[no] cluster 1D description description-string

[no] port port value
. [no] mode hot-standby
10. [no] shutdown
1. exit

3
4
5.
6. [no] weight weight
7
8
9

12 /—FZEIZFIE3I ~5%#0RLET,
13. [no] probe {icmp | http | tcp port port-number | udp port port-number | dns[frequency seconds]
[[retry-down-count | retry-up-count] number] [timeout seconds]

14. [no] hold-down threshold count <count> [time <time>]
15. (&) copy running-config startup-config

FIED ¥
ARV EEREETIVa Yy B#)

AFw 71 |configureterminal sa—s\ L ar 7 4 X alb—3iay B— KEBth
11 LET
switch# configure terminal
switch (config) #

A5 w72 |[no]itd device-group name ITD 73 2 T NV—T %R L, T4 A 7 )L—

_ Tar74Xal—var E—ReMBLET,
i
= P S Sy N <
switch(config)# itd device-group dgl Eﬁj( 32 X%@%%{%é’]\j}f% ij«o
switch (config-device-group) #

ATy 73 |vrfvrf-name TN AT N—TDVRF Mgk LET, FEMCD
i - WTIE, VREOYR—F Q20=—2) OkZ =3
switch (config-device-group)# vrf vrfl \/%ZSB‘E LT =Y Yo
switch (config-device-group) #

A7 w74 |[no] node{ip |ipv6} {ipv4-address | ipv6-address} ITD ® ./ — R&EHELET,

i)
switch (config-device-group)# node ip 20.20.20.3
switch (config-dg-node) #
11
switch (config-device-group) # node ipvé
2001::198:1:1:11
switch (config-dg-node) #
AT w5 |[no] probetrackid Iu—T7Da—WF—EFRLIT v 7 ID B L E

1 :

switch (config-device-group)# probe track 30
switch (config-device-group-node) #

E
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712 sn—7ouR |

AV RFERETI3 Y EL:Y
ATy 76 |[no] weight weight ITD D/ — FOELEZFRE L ET, ARhREEHIE 1
15“ : ~ 256 ’C\“jﬂo
switch (config-dg-node) # weight 6
RXF w77 |[no]cluster ID description description-string BEINEZIAZIZ ) — REBEMLET,
1 -
switch(config) # itd device-group dgl
switch (config-device-group) # node ip 20.20.20.3
switch (config-dg-node) # cluster 2 description
c1l
i
switch (config)# itd device-group dgl
switch (config-device-group) # node ipv6
2001::198:1:1:11
switch (config-dg-node) # cluster 3 description
c3
AT w78 |[no]port portvalue BREAR— R~ 7 RLAZHDOR— FNESEZHE L E
Bl - T EOHPAIL 1 ~ 65535 TT,
switch (config-dg-node) # node ip 10.10.10.10
port 1000
A7 w79 |[no] mode hot-standby )= RETFNRAL AT N—=TDRy b AR LA
15“ : /_ F‘& LT*‘%E‘Z Ljﬁ‘j—o
switch (config-device-group)# node ipv6 50::1
switch (config-device-group-node) # mode
hot-standby
ZT w710 |[no] shutdown )= REATF A= RNIBEFEZITKRTL
11 £75
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # shutdown
switch (config-dg-node) # no shutdown
switch (config-dg-node) #
ATy TN |exit TNRAATN—T ) —=Rarr4 7 b—rav
Bl T RERTLET,
switch (config-dg-node) # exit
switch (config-device-group) #
ATYT12 | V= RITLIZFIEI ~5 20K L ET,
ZXFw 713 |[no] probe {icmp | http | tcp port port-number judp | 7 5 2 &% L —F O — R Fu—7 5k LE

port port-number | dns[freguency seconds]
[[retry-down-count | retry-up-count] number] [timeout
seconds]

S
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ITD R |

ARV FFEREETIVa Yy

S

1 :

switch (config-device-group) # probe icmp frequency]
100

Cisco NX-OS U U — 2 7.03)I3(1) LAF, ITD ¥—t
ADTr—T L LTROT 0 haLvERETE £
—640

« ICMP
« TCP
« UDP
« HTTP
« DNS
UFio U Y —ATiE, ITDY—EZADFrm—7%L L
TICMP MR s TWE LTz,
FTa ATRDEBY TT,

- frequency : 7' — 7 OB R RN THE L
*9, EOHHEIL 1 ~ 604800 T,

e retry-down-count : / — RB3F 7 L7z & &IT
Ta—TIL Lo THITEINDT AT N0 E
FRELET, FHETEDHPHIT1 ~5TT,
e retry-up-count : / — RQVEIF L& &2 m—
TINELTTHEAU Y FOKERELET, R
ETEDHPHIT T ~5 T,

«timeout : ¥ A A7 U A AT ENI CIRE L
*9, EOHEHIL 1 ~ 604800 T,

ATV 714

[no] hold-down threshold count <count> [time<time>]

&1

switch (config-itd)# itd device-group dg

switch (config-device-group) # hold-down threshold|
count 1

switch (config-device-group)# node ip 1.1.1.1
switch (config-dg-node) # hold-down threshold count]
3 time 200

) — REZIET A A T A—TF O L XMk
EhhELEWVEA A ~v—ERELET,

ATy 715

(&)
51

switch (config-device-group) # copy running-config|
startup-config

copy running-config startup-config

EFar 74 FXal—varvEk, AX— LT oS
a7 4 Xal—Taricar—LET,
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ITD #—E R DA .

ITD H—E XDHER

1R BHHEIIZ
ITD $RENR A X —T L ThH D Z L MR L £,
ITD U —ERICEMENDZT AL A TNA—TPIERENZZ & 2R L £,

FIEDHE
1. configure terminal
2. [no] itd service-name
3. [no] device-group device-group-name
4. [no] ingressinterface interface
5. [no] load-balance {method {src {ip | ip-l4port [tcp | udp] range xy} | dst {ip | ip-l4port [tcp |
udp] range x y} } | buckets bucket-number | mask-position mask-position | least-bit}
6. [no] virtual [ip |ipv6] { ipv4-addressipv4-network-mask | ipv6-address i pv6-networ k-mask }[
{ proto {port_num | port_any}}] [ {advertise} {enable|disable}] [device-group dgrp_name]
7 KOWTIPDOavwy RE AL T, /J—REERICN I 70y 7 2H/EI0 Y TT5H4
EERELET,
* [no] failaction node reassign [drop-on-fail ]
* [no] failaction node least-bucket [drop-on-fail]
* [no] failaction bucket distribute [drop-on-fail]
* [no] failaction node per-bucket [drop-on-fail]
8. [no] vrf vrf-name
9. [no] exclude access-list acl-name
10. [no] drop access-list acl-name
1. ({£E) [no] peer local service peer-service-name
12. noshutdown
13. ({£E) show itd [itd-name]
14. ({E&) copy running-config startup-config
F gD F%H
AU RFERIETIVaY B#)
AT v F1 |configureterminal sa—s v ar 74 ¥alb—vay E— RuBith
switch# configure terminal
switch (config) #
RTw 72 |[no]itd service-name ITD —E A& E L, ITDHRE— REBA L £

1 -

switch(config)# itd servicel
switch (config-itd) #

T, K32 XFOFTHE AT TEET,
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ITD R |

ARV FFEREETIVa Yy

S

R w73 |[no]device-group device-group-name ITD H— Y R IZEFEDT AL 2 T )—TFZB L
B - %7, device-group-name X, T /3A A Z)L—TD
switch(config-itd)# device-group dgl %ﬁﬁ%#éﬁ;bi‘d_o %j( 32 ji@ﬁﬁﬁ%]\ﬁf

xET,

GE) CiscoNX-0S U U — 2R 7.03)I3(1) LAK: T,
DT INA A T N—T% ITD —E 2|
BINTEES,

ZFw 74 |[no]ingressinterfaceinterface ITDY—E A1 DL DA 5 —T = A 2 %8
1 - LETS
switch(config-itd)# ingress interface ethernet | DA L X —T A RX, Ho~% ([,] ) %
4/1-10 BRALTKYD £F, A2 —7 = ADFHIT.
switch(config-itd)# ingress interface Vni500001 /\4);7>/ ( (—j ) %Eﬁﬁ;ﬁ117:#§ﬁ§L/ji?ro

A VB —T 2 A AP —ERBEEMT DR,
HEHARAVRFBIOA v —T oA AE—REHRTEL
£7

ATFvTH [no] load-balance {method {src {ip | ip-14port [tcp| |ITD +—E RO — K XSG v 7> a %

udp] rangexy} | dst {ip | ip-l4port [tcp | udp] range x
y}} | buckets bucket-number | mask-position
mask-position | least-bit}

1

switch (config-itd)# load-balance method src ip
buckets 16

RELET,
A a T RO EEY T,

» method : E(FJEE 2 ITHERLO P 7 R LR
R—ADARENEL T 7 1 v 7 A REL
£7.

s buckets : {ERkT 5 /37 > OB ETEE L E
T, 1D DAy 8B 12D/ —RiZ~vy
TINTWET, N7y MI2ONEFETH
ETHMENDH Y £, FPHIZ2~256 TT,

GE) RETHNNT Y NOED /) — RO KL
DZNGE. Ty MEITRTO ) —
Rz o keer i cEfshE
R
» mask-position : B — K/NZ U ADY A (L&
ERELET,

o least-bit : Fg/hE >y FDOBE— KR T A ZAF—
LEFREIZLET, TOAF—AIZLD, A
7y NMERKA 1 = X LN 5080 7 Z A
T RIP LT 47 A%FE U AT v MR
TEHLOICLET,

. Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director i 54 K. ') 1) —X 10.4(x)



| o DR

ITD #—E R DA .

ARV FFEREETIVa Yy

E:)

« include-acl ZfE 3 2V —E2ADGAE, K/
'y b (FAZMEOREIZ DL &l
LT, RUAYT Y MOy ET 2863 5 1P
WA NS LET,

GE) ~AINLENINT v M EAMSETE—F
WCESWTHEMFRERE Yy 2D L.
N7y N OERHIZNERIIZT 7 4V T
01272 £7,

ATvT6

[no] virtual [ip |ipv6] {ipv4-address

ipv4-networ k-mask | ipv6-address ipv6-networ k-mask }[
{ proto {port_num| port_any}}] [ {advertise} {enable
| disable}] [device-group dgrp_name]

1 -

switch(config-itd)# virtual ip 100.100.100.100
255.255.255.255 udp 443 advertise enable active

&1

switch (config-itd)# virtual ipvé 100::100 128
udp 443

ITD %— b ADRAEIPv4 7215 1Pv6 7 KL A & 3%
/\’:._E‘l/jz—dAO

proto 47> =z (TCP £721X UDP) %, {KAHIP
T RULARBESNET e harhbD 7o —55
FANDZ EEEELET, N— MMAEZ 0 ~
65535 T9°,

[advertise {enable|disable}] 47"+ = > 1%, AR IP
J— N EBBERET A AT RANZ ARG BH0E 9 )
ERELET, VIPT RN A X FT a0 hF
2o TOWDEGE, 12U EDT T4~ /) —F
FlFA Yy NRAZ U NA — KRR TP E721%
HF—E XD FTDFT 74/ NDF A R T N—F B
AT ST AN, AT N—TTT 7T 4 TITeo
TWAEA, ITD 13— &R IP 7 R L AT
RARZAXLET ST DH%E) o VIPT KX
AR FTvarEZGMITHIUE. T_XCOT T
A=l ) —RERy h AZ AL J— K&, FA
A AT N—T LT — R L Tra—7 %
LCEBCEALERLY £,

(GE) CiscoNX-0OS U U —2%93(2) LI, advertise
{enable| disable} [active] 472 =3 1%
Warning (7£5) %%17 L C [advertise
{enable|disable}] 47> a v EHHA L £,
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ITD R |

ARV FFEREETIVa Yy

S

GE) CiscoNX-OS U U —293(3) L&, IPv6ITD
TiZ. advertiseenable 35 T8 advertise
enableactive 7> a YR —FENT
WET,

AR TP DDA A% A%, RIU IP
7 RLRAZEHSOH—E 2D FCRERTX £
TN, Xy b~AR7 (FFRET V7 497
Af) . Imbhan, FREA— IR
DET, 2—F—Ix, 774 v7 7ua—
MDER LI BYICARSBTE S X 91T,
BARIP, ~ A7 v ha/L BLOKR— K
D—HEN—BETHD I L EMHRT HLEN

bV ET,
ATV TT |[ROWThrOa~vr REASLT, /— KEE | — 23T 5 fail-action A 77 =X A%k L
BRIZN 774 v 7 BBV Y TTHHEEZREL | £,
=7 G ZOTATY XA, KBS T
» [no] failaction node reassign [drop-on-fail] T4 IS EEBIE LTWET, B
« [no] failaction node least-bucket [drop-on-fail] RSB EA RN T A0 TIEZH Y THA,
* [no] failaction bucket distribute [drop-on-fail]
* [no] failaction node per-bucket [drop-on-fail] (3¥) failaction bucket distribute =~ > Ri%, IPv4
B - &L IPv6 O 5 THAR— h S THET,
switch (config-itd)# failaction node reassign (/I) drop—on—fail j‘7°t‘/§] :/m:\ IPv4 & IPv6 O
i W7 CHAR— SR TWET,
switch(config-itd) # failaction node least-bucket]
i
switch(config-itd) # failaction bucket distribute
1 -
switch (config-itd)# failaction node per-bucket
[drop-on-fail]
25w F8 |[no] vrfvrf-name ITD #—E 2D VRF ZfEE L £7,
1
switch (config-itd) # vrf RED
Z5 w79 |[no] exclude accesslist acl-name ITD A ITD 2 — R AT L4 in b+ 5 k57 1 v

1 :

switch(config-itd)# exclude access-list acll

7 EEELET,
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o o ]

ARV FFEREETIVa Yy

E:)

AFw 710 |[no] drop accesslist acl-name ACLIZ—HT A5 N7 74 v 7% RRuy 7 LET,
1 -
switch(config-itd)# drop access-list acl4
ATYv 7N | ({£&) [no] peer local servicepeer-servicename |[AIL (2—Hh L) AL v F EIZHDHIY RA vF
Bl EF—RD2ODITD 7 +—EAD 1 D%HFEL
en(comEiaoita) . . g T BIOITD F—E R Z AR L, 20w R
7 ° LT 2EEOITD 7 H— LR EHET
VENRHY E3, MFOYV—EATIOa~vy Rz
BIFTHE, S RO~V A AT —ZZANR2 DD
F—E X TR SN ET,
GE) 29200F LA T NV—7D /7 — Rk, FUL
EFCHHZMLENDHY 9, BRI,
NEFEARFF S LD L D1, WHFDT /A A
IN—TDIRADOT S VIR RA
FE—FHTHLIMLELRH Y £,
AT 712 |noshutdown ITD $—E 2% A F—T M LET,
51
switch (config-itd) # no shutdown
ATvF13 | ({EE) show itd [itd-name] BEEDITD A v ARV AD AT —H A5 L UWRERK
) ARRALET,
1 -
switch (config-itd)# show itd
ATy 714 | (&) copy running-config startup-config FTar 74 Xal—TarvEk RAE— TS
B - a7 4 Xalb—varilar—LET,

switch (config-itd)# copy running-config
startup-config

ITD O #& R 15

AR, ITD 731 A =T %R ET D02~ LET,

switch(config)# feature itd
switch(config)# itd device-group dg

switch (config-device-group) # node ip 210.10.10.11

switch (config-dg-node) # weight 6
switch (config-dg-node) # exit

switch (config-dg-node) # weight 6
switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.13

switch (config-dg-node) # weight 2
switch (config-dg-node) # exit

(
(
(
(
(
switch (config-device-group) # node ip 210.10.10.12
(
(
(
(
(
(

switch (config-device-group) # node ip 210.10.10.14
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ITD R |

switch (config-dg-node) # weight 2
switch (config-dg-node) # exit
switch (config-device-group)# probe icmp

ZOWNE, BEDITD T34 A 7 v—7 (http_servers 33 L W telnet_servers) Z %3 5 ik
ERLTWET, ABIP 7 RLARET NS R ZA—T T LT S, AR yT v M
AP 7 FLAZ &I2Hh 0 £,

switch (config)# itd device-group http servers
probe icmp
node ip 10.10.10.9
node ip 10.10.10.10

switch (config) # itd device-group telnet servers
probe icmp
node ip 1.1.1.1
node ip 1.1.1.2

switch (config)# itd test
virtual ip 40.1.1.100 255.255.255.255 tcp 23 device-group telnet servers
virtual ip 30.1.1.100 255.255.255.255 tcp 80 device-group http servers
ingress interface Eth3/1
no shut

ZOFE. ASIR—F Frf Y ITA o Z—T 2 A RCEARY —R—Z JL—F 4 T D
ITD AR —FEZRLTWVET,

switch (config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1.1
switch (config-itd)# device-group DG

switch (config-itd)# virtual ip 172.16.1.1 255.255.255.255
switch (config-itd)# no shutdown

ZolE, (GFAAL A TA—F LD Fa—7TiER) J— R L vDFa— 7 R
TAHHEERLTWEST, / — Lo ua—7%TH5848. FRFEho/— Rzago 7
0 — 7 CHERATRE72 T, / — R LIZEBIIH A A RTHZENTEET,

switch(config)# feature itd

switch (config)# itd device-group Servers

switch (config-device-group) # node ip 192.168.1.10

switch (config-dg-node) # probe icmp frequency 10 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.20

switch (config-dg-node) # probe icmp frequency 5 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.30

switch (config-dg-node) # probe icmp frequency 20 retry-down-count 3

ZOBNL, Bt NAT 2484 5 ka2 R L TWET

Itd device-group <dgl>
probe icmp

node ip 1.1.1.1

node ip 2.2.2.2

Itd device-group <dg2>
probe icmp

node ip 3.3.3.3

node ip 4.4.4.4

Itd testl
device-group <dgl>
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virtual ip 10.10.10.10 255.255.255.255 tcp 80
nat destination
Itd test2
device-group <dg2>
virtual ip 30.30.30.30 255.255.255.255 tcp 80
nat destination
switch (config)# sh nat itd
ACL (Bucket List) Global IP(Node IP):Port Local IP(Virtual IP):Port
Protocol
serl_itd vip 1 bucket 1 8.8.1.2:0 6.6.1.1:101
TCP
serl_itd vip_ 1 bucket 21 8.8.1.2:0 6.6.1.1:101
TCP
serl_itd vip 1 bucket 2 8.8.1.3:0 6.6.1.1:101
TCP
serl_itd vip 1 bucket 22 8.8.1.3:0 6.6.1.1:101
TCP

ITD NAT # X T PAT DOHER%

feature itd

itd device-group dgl
probe icmp
node ip 10.10.10.10
port 1000
node ip 20.20.20.20
port 2000
node ip 30.30.30.30
port 3000
node ip 40.40.40.40
port 4000

itd device-group dg2
probe icmp
node ip 10.10.10.11
node ip 20.20.20.21
port 2000
node ip 30.30.30.31
port 3000
node ip 40.40.40.41
port 4000

itd serl
virtual ip 6.6.6.1 255.255.255.255 tcp 80 advertise enable device-group dgl
virtual ip 6.6.6.11 255.255.255.255 tcp 81 advertise enable device-group dg2
ingress interface Ethl/1
nat destination
failaction node per-bucket
load-balance method src ip buckets 64
no shut

LIRS, (A8 IPv4 7 R L 2 R 262~ L £ 9,

switch (config)# feature itd

switch (config)# itd s4-101

switch (config-itd)# device-group dg_v4

switch (config-device-group)# ingress interface V1an913

switch (config-device-group) # virtual ip 100.100.100.100 255.255.255.255 udp 443 advertise

Cisco Nexus 9000 3 ') — X NX-0S Intelligent Traffic Director {5 4 K. ') 1) —X 10.4(x) .



B oo

ITD R |

enable active

PLFIZ, AR IPv6 7 R L A &3 A6 %= LE T,

OB, T T 4 v BHBIEICSET A L HICINEr— R ART Uy TR T D HEE
ARLTWET, ZofHTIE, /—F1&21F, /—F3E4D3FEDONT 74 v 7 B%TEDY
F7,

switch (config)# feature itd

switch(config)# itd device-group dg

switch (config-device-group)# probe icmp

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14

ZOFNE, BANACL 2K LT, ITD B ITD 2 — KA UG43 N7 7 4 v 7 %28
ETAHHEEZRLTWET, 722203, 7747 04—V AL ART arzhdil LanE
FH VLAN BLOT A b Xy K VLAN |Z, ITD #/31 NAT&E £,

switch (config) # feature itd

switch(config)# itd Service_Test

switch (config-itd)# device-group test-group

switch (config-itd)# ingress interface vlanl0
switch(config-itd)# exclude access-list ITDExclude
switch (config-itd)# no shutdown

switch(config)# ip access-list ITDExclude
switch (config-acl)# 10 permit ip 5.5.5.0/24 any
switch (config-acl)# 20 permit ip 192.168.100.0/24 192.168.200.0/24

ZOBNE, acll ZERL L CITD % —E AIZEID B TH HEEZRLTWET, show 2~ Rit,
ERENTZIPT 7R VAN L— b~y T BERLET,

switch(config)# ip access-list acll
switch (config-acl)# 2460 permit tcp 100.1.1.0/24 any
switch (config-acl) # exit

switch
switch
switch
switch
switch
switch
Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

config)# itd test

config-itd) # device-group dgl
config-itd) # ingress interface Eth3/1
config-itd) # load-balance method src ip
config-itd) # access-list acll
config-itd)# show itd test

Name LB Scheme Status Buckets

test src-ip ACTIVE 4
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dgl ICMP

Pool Interface Status Track_id

test_itapool Ben3/1 o1

ACL Name/SegNo IP/Netmask/Prefix Protocol Port

aclljza0  lo0.1.1.0/2¢ e o
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
11110 Active 1 TONP oK 2 10002

Bucket List

test_itd ace 1 bucket_1
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla_id
> 1112 Active 1 TONP oK 3 10003

Bucket List

test_itd ace 1 bucket2
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
3 10.10.10.9  Active 1 Towe ok 4 10004

Bucket List

test_itd ace 1 bucket 3
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
4 10.10.10.10 Active 1 Towe oKk 5 10005

Bucket List

test_itd ace_ 1 bucket 4

Cisco NX-08 U U — 2 7.03)17(3) LAKE, ITD (X IPv6 Z#HHR—F LET, ZOHlIE. acl Z1ER
L. ITDv4 38 XL OV ITDv6 H—E RIZHI D BT HEZRLTWET, show =~ FiE, ARk

SENTEIPT 7R YVA N NL— b~y TEFRLET,

switch
switch
switch
switch

config)# IPv6 access list acl6-101

config-acl)# 10 permit udp 2405:200:1412:2000::/96 any
config-acl)# exit

config)# IP access list acl4-101

switch(config)# 10 permit tcp 10.0.0.0/10 any
switch(config-acl)# exit

switch(config-itd)# device-group dg6-101
switch(config-itd)# ingress interface Vl1an913
switch(config-itd)# failaction node reassign
switch(config-itd)# load-balance method src ip
switch(config-itd)# access-list ipvé6 acl6-101
switch(config-itd)# no shut

switch(config-itd)# device-group dg4-101
switch(config-itd)# ingress interface V1an913
switch(config-itd)# failaction node reassign
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switch(config-itd)# load-balance method src ip
switch(config-itd)# access-1list acl4-101
switch(config-itd)# no shut

ITD R |

ZOBITIE, /— REERIC, BENRBELEL ) —F ATy b e, ATy FOBEDRR DN
TIT 47 = RICHIVETLHEOICITD v — B R &/ T 5 kxR~ LET,

switch (config-itd)# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:22:01 2016

version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
probe icmp
node ip 1.1.1.1
node ip 2.2.2.2
node ip 3.3.3.3
itd test
device-group dg
ingress interface Ethl/1

failaction node least-bucket
no shut

switch (config-itd) #
switch (config-itd)# show itd

Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Port

STS Trk# Sla_id

Device Group
@
Pool Interface Status Track id
test_itd pool Ben1/1 o 1
Node IP Cfg-s WGT Probe Port
1 1111 active 1T ok 2 10002

Bucket List
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test_itdbucket_1, 4
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.2.2.2 Active 17TOwP oK 3 10003
Bucket List
test_itdbucket2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
s 3.3.3.3 Aetive 1r1awe oK 4 10004

Bucket List

test_itd bucket 3

switch (config-itd) #

# Brought down Node 3, and the failed node buckets are send to Node 2.
switch# show itd

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@ e

Pool Interface Status Track_id

test_itapool B/l o1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 111 Active 11owe oK 2 10002

Bucket List

2 2.2.2.2 Active 1 ICMP OK 3 10003

Bucket List
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3 3.3.3.3 Active 1 ICMP PF

Bucket List

test_itd bucket 3

switch#

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# end

switch#

ITD R |

ZOHITIR, J— REERIZ 05T 7T 47 7 — FEFIZTIEARL) HHAFRERTTo
J—FRIZ T T 4 w7 BHEICHHT D L HOICITD Y — A2/t 5 HiEE2 R L TWET,

switch# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:30:21 2016

version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
probe icmp
node ip 1.1.1.1
node ip 2.2.2.2
node ip 3.3.3.3

itd test
device-group dg
ingress interface Ethl/1
failaction bucket distribute
no shut

switch#

switch# show itd
Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE 4

Device Group Probe Port
dg ICMP
Pool Interface Status Track id
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test_itd pool Ethl/1 Up 1
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 11 Active 1Tewe oK 2 10002
Bucket List
test_itdbucket_1, 4
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.2.2.2 Active 17TOwP oK 3 10003
Bucket List
test_itdbucket2
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla_id
s 3.3.3.3 Aetive 1r1owe PP 4 10004

Bucket List
test_itd bucket 3
switch#

WOHNE, ITD v v v a U ZER LT, dgl T35 A Z—12 ) — R g1 CENT 55
HEERLTVWET,

switch (config)# feature itd

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp
switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # node ip 3.1.1.1
switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (
Note: C

config-itd) # load-balance method dst ip
onfigure buckets equal or more than the total number of nodes.

switch (config-itd) # access-list acll
switch (config-itd) # no shut
switch (config-itd)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port
dgl ICMP
Pool Interface Status Track id

Cisco Nexus 9000 3 ') — X NX-0S Intelligent Traffic Director {5 4 K. ') 1) —X 10.4(x) .



ITD R |
B oo

test_itd pool Ethl/11 Up 2

ACL Name

acll
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1.1.1.1 Active 1 ICMP OK 3 10003

2 2.1.1.1 Active 1 ICMP OK 4 10004

Bucket List

3 3.1.1.1 Active 1 ICMP OK 5 10005

Bucket List

test_itd bucket 3

switch(config-itd)# show run service
!Command: show running-config services
!Time: Tue Sep 20 20:36:04 2016
version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.
node ip 2.1.1.
node ip 3.1.1.
itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

[

switch
switch
switch
switch

config-itd)# itd session device-group dgl
config-session-device-group) # node ip 4.1.1.1
config-session-dg-node) # commit

config)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets
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Device Group Probe Port
awl e
Pool Interface Status Track_id
test_itapool B/l up >
ACL Name
aci
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1111 Active 171aw0 oK 3 10003
Bucket List
test_itdbucket_1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.1.1.1 Active 171OMP oK 4 10004
Bucket List
test_itdbucket2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
s 3.0.1.1 Aetive 1rtawe ok 5 10005
Bucket List
test_itdbuckets
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
ST T e e T 5 ronne

Bucket List

test_itd bucket 4

switch(config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:37:14 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1
node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl
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ingress interface Ethl/11
load-balance method dst ip
access-list acll

no shut

ITD R |

WOBNE, ITDE > v a U EER LT, dgl 731 2 T —T12 ) — RE IR CHIRRT 2 5

EaRLTWET,

switch (config)# feature itd
switch (config) #

switch(config)# itd device-group dgl

switch (config-device-group) #
switch (config-device-group) #
switch (config-dg-node) # node
switch (config-dg-node) # node

switch (config-dg-node) #

probe icmp
node ip 1.1.1.1
ip 2.1.1.1
ip 3.1.1.1
ip 4.1.1.1

switch (config-dg-node) # itd test

switch (config-itd) #
switch (config-itd) #
switch (config-itd) #
Note:

switch (config-itd) #
switch (config-itd) #

switch (config-itd) #

(
(
(
(
(
(
(
switch (config-dg-node) # node
(
(
(
(
(
C

device-group dgl

ingress interface Ethl/11
load-balance method dst ip

access-list acll
no shut

show itd test

onfigure buckets equal or more than the total number of nodes.

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Probe Port

Legend:

Name LB Scheme Status Buckets

test dst-ip  ACTIVE 4

Exclude ACL

Device Group

i e
Pool Interface

test_itdpool Beni/1 w2

Cfg-s WGT Probe Port

ACL Name
acll
Node IP
1 1.1.1.

Bucket List

1 Active 1 ICMP

test itd bucket 1

Cfg-s WGT Probe Port

2 2.1.1.

Bucket List

1 Active 1 ICMP

2
Probe-IP STS Trk# Sla id
OK 3 10003
Probe-IP STS Trk# Sla id
OK 4 10004
1) 1) —X 10.4(x)
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test_itd bucket 2

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id

3 3.1.1.1 Active 1 ICMP OK 5 10005

Bucket List

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id

4 4.1.1.1 Active 1 ICMP OK 6 10006

Bucket List

test_itd bucket 4
switch(config-itd)# sh run service

!Command: show running-config services
!Time: Tue Sep 20 20:39:55 2016
version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1

node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll

no shut

switch
switch
switch
switch

config-itd)# itd session device-group dgl
config-session-device-group) # no node ip 4.1.1.1
config-session-device-group) # commit

config)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port
sl e
Pool Interface Status Track_id
test_itd pool Bthi/11 UR >
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ACL Name

acll
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1.1.1.1 Active 1 ICMP OK 3 10003

Bucket List

2 2.1.1.1 Active 1 ICMP OK 4 10004

Bucket List

3 3.1.1.1 Active 1 ICMP OK 5 10005

Bucket List

test_itd bucket 3, 4

switch(config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:41:07 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.
node ip 2.1.1.
node ip 3.1.1.

[

itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

WwOBENL, ITDE Y v a U Z21ER LT, BEAHERS /) — F&®|EIETEML, BEFEDO ) —FD

BAOAZERL, dgl 7L A TN—T b ) — REHIRT 5 HiEZ R L TWET,

switch(config)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a
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Source Interface
Device Group Probe Port
Pool Interface Status Track_id
Ethl/3 Up 1
ACL Name Buckets
APP1 8
Device Group
dgl
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id
1 1.1.1.3 Active 1 ICMP
10003
Bucket List
test_itd bucket 2, 1
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id
2 1.1.1.4 Active 1 ICMP
10004
Bucket List
test_itd bucket 3, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla id
3 1.1.1.5 Active 1 ICMP
10005
Bucket List
test_itd bucket 4, 5
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id
4 1.1.1.2 Active 1 ICMP
10010

test_itd bucket 8, 7

ACL Name Buckets
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dg2

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

1 2.1.1.1 Active 1 ICMP OK 6
10006

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

2 2.1.1.2 Active 1 ICMP OK 7
10007

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id

3 2.1.1.3 Active 1 ICMP OK 8
10008

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

4 2.1.1.4 Active 1 ICMP OK 9
10009

test_itd acl 1 bucket 4, 5
switch(config)# show run services
!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:09:30 2020

!Time: Sun Nov 15 12:15:10 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl

probe icmp frequency 1 timeout 1
node ip 1.1.1.3
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itd device-group dg2

probe icmp frequency 1 timeout 1

node ip 2.1.1.

node ip 2.1.1

node ip 2.1.1

node ip 2.1.1
itd test

.2
.3
4

1

ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2

no shut

switch

config)# itd session device-group dgl

switch(config-session-device-group)# node ip 1.1.1.5
switch(config-session-dg-node)# weight 2
switch(config-session-dg-node)# node ip 1.1.1.4

)
switch(config-session-dg-node)# weight 3
switch(config-session-dg-node)# node ip 1.1.1.6
switch(config-session-dg-node)# weight 2

switch(config-session-dg-node)# no node ip 1.1.1.2
switch (config-session-device-group) # commit
switch(config)# sh itd test

(
(
(
(
(
(
(
(
(
(

Legend:

o o ]

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Interface Status Track_id
"""""""""""""""" geni/s we 1
Buckets
8

Cluster-id Cfg-S WGT Probe Port

Probe-IP

STS Trk#

1.1.1.3 Active 1 ICMP
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Bucket List

ITD R |

test_itd bucket 2
Node 1IP Cluster-id Cfg-S WGT
Sla_id
2 1.1.1.4 Active 3

Node 1IP Cluster-id Cfg-S WGT
Sla_id

3 1.1.1.5 Active 2
10005

Node 1IP Cluster-id Cfg-S WGT
Sla id

4 1.1.1.6 Active 2
10011

test_itd bucket 8, 1
ACL Name

dg2

Node 1IP Cluster-id Cfg-S WGT
Sla_id

1 2.1.1.1 Active 1
10006

Node 1IP Cluster-id Cfg-S WGT
Sla id

2 2.1.1.2 Active 1
10007
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Bucket List

o o ]

Probe-IP

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

3 2.1.1.3 Active 1 ICMP
10008

Probe-IP

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla id

4 2.1.1.4 Active 1 ICMP
10009

test_itd acl 1 bucket 4, 5
switch(config)# sh run services

!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:17:19 2020
!Time: Sun Nov 15 12:18:16 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1
node ip 1.1.1.3
weight 1
node ip 1.1.1.4
weight 3
node ip 1.1.1.5
weight 2
node ip 1.1.1.6
weight 2

itd device-group dg2
probe icmp frequency 1 timeout 1

node ip 2.1.1.1

node ip 2.1.1.2

node ip 2.1.1.3

node ip 2.1.1.4
itd test

ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut
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O, IMMDEYy a2 h L TwLF A7 —RACLEZHEH LT/ — e —E R
M= CIBINT 5 HEEZRLTCWET, 20T, TRA AT L—F L LF £ 7 )1—
K ACL 39 CIZHER STV ET,

switch (config)# sh run services

!Command: show running-config services

'Running configuration last done at:

!Time: Sun Nov 15 12:07:42 2020

version 9.4 (1)
feature itd

itd device-group dgl

Bios:version N/A

probe icmp frequency 1 timeout 1
node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5

itd device-group dg2

probe icmp frequency 1 timeout 1

node ip 2.
node ip
node ip
node ip

NN N
e

itd test

ingress interface Ethl/3

.1,

1.
1.
1

1

2
3
4

failaction node least-bucket

load-balance method src ip

access-list APP1l device-group dgl
access-list APP2 device-group dg2

no shut

switch (config)# sh itd test

Legend:

Sun Nov 15 12:05:44 2020

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

LB Scheme

Status Buckets

Source Interface

src-ip

ACTIVE n/a

Interface

Probe Port

Status Track_id

Cluster-id Cfg-S

WGT Probe Port
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Probe-IP

STS Trk#



| o DR

o ol [l
Sla_id
1 1.1.1.3 Active 1 ICMP OK 3
10003
Bucket List
test_itd bucket 2, 1, 8
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 1.1.1.4 Active 1 ICMP OK 4
10004
Bucket List
test_itd bucket 3, 6, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id
3 1.1.1.5 Active 1 ICMP OK 5
10005
Bucket List
test_itd bucket 4, 5
ACL Name Buckets
APP2 8
Device Group
dg2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 2.1.1.1 Active 1 ICMP OK 6
10006
Bucket List
test_itd acl 1 bucket 1, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id
2 2.1.1.2 Active 1 ICMP OK 7
10007
Bucket List
test_itd acl 1 bucket 2, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#

Sla_id

Cisco Nexus 9000 3 ') — X NX-0S Intelligent Traffic Director {5 4 K. ') 1) —X 10.4(x) .



ITD R |
B oo

3 2.1.1.3 Active 1 ICMP OK 8
10008
Bucket List
test_itd acl 1 bucket 3, 8
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
4 2.1.1.4 Active 1 ICMP OK 9
10009

test_itd acl 1 bucket 4, 5

switch(config)# itd test

switch (config-itd)# itd session device-group dgl
switch (config-session-device-group)# node ip 1.1.1.2
switch (config-session-dg-node)# commit
switch(config)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Source Interface

Device Group Probe Port

Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

dgl
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 1.1.1.3 Active 1 ICMP OK 3
10003
Bucket List
test_itd bucket 2, 1
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
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mo o [l
Sla_id
2 1.1.1.4 Active 1 ICMP OK 4
10004
Bucket List
test_itd bucket 3, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 1.1.1.5 Active 1 ICMP OK 5
10005
Bucket List
test_itd bucket 4, 5
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id
4 1.1.1.2 Active 1 ICMP OK 2
10010
Bucket List
test_itd bucket 8, 7
ACL Name Buckets
APP2 8
Device Group
dg2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 2.1.1.1 Active 1 ICMP OK 6
10006
Bucket List
test_itd acl 1 bucket 1, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id
2 2.1.1.2 Active 1 ICMP OK 7
10007
Bucket List
test_itd acl 1 bucket 2, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#

Sla_id
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3 2.1.1.3 Active 1 ICMP

Probe-IP

OK 8
STS Trk#
OK 9

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla id

4 2.1.1.4 Active 1 ICMP
10009

test_itd acl 1 bucket 4, 5
switch(config)# sh run services
!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:09:30 2020

!Time: Sun Nov 15 12:10:18 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1

node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5
node ip 1.1.1.2

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.1.
node ip 2.1.
node ip 2.1.

o e

2
.3
4

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

WOBNL, ACE A > 7 /b— K ACL IZH W35 Z &< BT 2 HEEZRLTWET,

switch (config) #

switch (config-acl)# ip access-list acll
switch(config-acl)# 1010 permit tcp any 10.220.0.0/16
switch (config-acl)# 1020 permit tcp any 20.1.1.0/24

switch (config)# show ip access-lists acll
IP access list acll
1010 permit tcp any 10.220.0.0/16
1020 permit tcp any 20.1.1.0/24

switch(config)# itd device-group dgl
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switch (config-device-group) # probe icmp

(
switch (config-device-group) # node
switch (config-dg-node) # node ip 2
switch (config-dg-node) # node ip 3
switch (config-dg-node) # node ip 4

switch (
switch (config-itd) #
switch (config-itd) #
switch (config-itd) #
Note: Configure buckets equal or mo

config-dg-node) # itd test

ingress inter

access-list a
no shut

switch (config-itd) #
switch (config-itd) #

switch (config)# show run service

!Command: show running-config servi
!Time: Tue Sep 20 20:44:17 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1

node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

ip 1.1.1.1
L1.1.1
L1.1.1
L1.1.1

device-group dgl

face Ethl/11

load-balance method dst ip
re than the total number of nodes.

cll

ces

switch (config-itd)# ip access-list acll

(
switch (config-acl)# 1030 permit tcp
switch (config-acl) # exit
switch (config)# itd session access-
switch (config)# sh ip access-lists
IP access list test_itd bucket 1
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.
IP access list test_itd bucket 2
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.
IP access list test itd bucket 3
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.128/26
IP access list test_itd bucket 4
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.
switch (config)# sh run rpm
interface Ethernetl/11
ip policy route-map test_itd pool

any 30.1.1.0/24

list acll refresh
| grep n 4 itd_

64.0 0.0.63.255
64 0.0.0.63
64/26

128.0 0.0.63.255
128 0.0.0.63

192.0 0.0.63.255
192 0.0.0.63
192/26

o o ]
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ZOFITIE, T7ERA R IBEONCAERESI, FHRIND p —BSRHNREHDL L EMmERL
%9, CiscoNexus U U —Z 9.3(3)F LI TiX, show ip accesslist dynamic =~ > K& L C

AT AND ACL 2B TXET,

Nexus# show ip access-lists CiscoService itd vip 1 bucket 1 dynamic

IP access list CiscoService itd vip 1 bucket 1
10 permit ip 1.1.1.0 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 2

IP access list CiscoService itd vip 1 bucket 2
10 permit ip 1.1.1.32 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 3

IP access list CiscoService itd vip 1 bucket 3
10 permit ip 1.1.1.64 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 4

IP access list CiscoService itd vip 1 bucket 4
10 permit ip 1.1.1.96 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 5

IP access list CiscoService itd vip 1 bucket 5
10 permit ip 1.1.1.128 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 6

IP access list CiscoService itd vip 1 bucket 6
10 permit ip 1.1.1.160 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 7

IP access list CiscoService itd vip 1 bucket 7
10 permit ip 1.1.1.192 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 8

IP access list CiscoService itd vip 1 bucket 8
10 permit ip 1.1.1.224 255.255.255.31 192.168.255.1/32

WwOBNL, A 27— F ACL 2°6 ACE i < HIR4 % HiE2 R L TWET,

switch (config)# feature itd

ip access-list acll

1010 permit tcp any 10.220.0.0/16
1020 permit tcp any 20.1.1.0/24
1030 permit tcp any 30.1.1.0/24

switch (config-acl) #
switch (config-acl) #
switch (config-acl) #
switch (config-acl) #
switch (config)# itd device-group dgl
switch (config-device-group) # probe icmp
switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # node ip 3.1.1.1
switch (config-dg-node) # node ip 4.1.1.1
switch (config-dg-node) #
(
(
(
(
C

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note:

switch (config-itd) # access-list acll
switch (config-itd) # no shut

switch (config-acl)# sh itd test
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Trk# Sla id

4 10004

L d:
:gigtatus): ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test dst-ip  ACTIVE 4
Exclude ACL
bevice Growp Probe Port
i e
Pool Interface Status Track_id
test_itd pool Bthi/11 UR >
ACL Name
actt
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
1 1.1.1.1 Active 11w oK
Bucket List
test_itd pucket 1
Node 1IP Cfg-S WGT Probe Port Probe-IP
> 2.1.1.1 Active 1710Mp oK
Bucket List
test_itd bucket 2
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
s 3111 Active 171oMe oK
Bucket List
test_itd bucket 3
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
s 41.1.1 Active 1710Mp oK
Bucket List
test_itd pucket_4

switch(config)# show itd test

Legend:

ST (Status) :
Name LB Scheme Status Buckets
test dst-ip ACTIVE 4

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
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Device Group Probe Port

@t e

Pool Interface Status Track_id

test_itapool B/l up >

ACL Name

et

Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 111 Active 11w oK 3 10003

Bucket List

2 2.1.1.1 Active 1 ICMP OK 4 10004

Bucket List

3 3.1.1.1 Active 1 ICMP OK 5 10005

Bucket List

test_itd bucket 3
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
4 4.1.1.1 Active 1 ICMP OK 6 10006

Bucket List

test_itd bucket 4

switch (config)# sh run rpm

W OHIL, ITD over VXLAN 24T 5 HiEZ R L CTWET,

switch (config)# sh itd brief

Legend:
C-S(Config-State) :A-Active, S-Standby,F-Failed
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets Interface

serl src-ip ACTIVE 256 VLAN100,Ethl/1

loopback9
VRF-Name
——————————————————————————————— Orgl:vrfl
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Device Group Probe Port
sf
Virtual IP Netmask/Prefix Protocol Port
6.6.6.1 / 255.255.255.0 Ip 0
Node IP Cfg-S WGT Probe Port Probe-IP STS

1 10.200.1.2 Active 1 OK

2 10.200.6.2 Active 1 OK

WOHNL, vPC DAy MEEAT 2 LT ITD NAT 28T 5 HiEa R " L TV ET,

itd device-group dg
probe icmp

node ip 10.10.10.
node ip 11.11.11.
node ip 12.12.12.
node ip 13.13.13.
itd test
device-group dg
virtual ip 20.20.20.20.255.255.255.255 tcp 80 advertise enable
ingress interface Ethl/9

nat destination

failaction bucket distribute

load-balance buckets 16

no shut

WOHIL, vPC @ fail-action /N7 v "EEAADOH 12 R L TWET,

switch# show itd brief

Legend:

C-S(Conftg-State): A-Actlve.S-Standby.F-Failed

ST (Status): ST-Standby.lF-Llnk Failed.PF-Probe Failed, PD-Peer Down, IA-
SH-Shut, HD-Hold-down

Name LB Scheme Status Buckets Interface

DN DN

test src-1p ACTIVE 16 Ethl/9

Device Group Probe Port VRF

dg

Virtual IP Netmask/Prefix Protocol Port

20.20.20.20 / 255.255.255.255 TCP 80

Node Ip Cluster-id C-S WGT Probe Port Porbe-IP STS

1 10.10.10.11 A 1 ICMP OK

2 10.10.10.12 A 1 ICMP OK

3 10.10.10.11 A 1 ICMP OK

4 10.10.10.12 A 1 ICMP OK

switch# show itd test statistics

Service Device Group VIP/mask #Packets
test dg 20.20.20.20 / 255.255.255.255 5662755(100.00%)
Traffic Bucket Assigned to Mode Original Node #Packets

test itd vip 2 bucket 1 10.10.10.2 Redirect 10.10.10.2 2015671 (35.60%)
Traffic Bucket Assigned to Mode Original Node #Packets

test itd vip 2 bucket 2 11.11.11.2 Redirect 11.11.11.2 1539347 (27.18%)
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Traffic Bucket Assigned to Mode Original Node #Packets
test_itd vip_ 2 bucket 3 12.12.12.2 Redirect 12.12.12.2 1192501 (21.06%)
Traffic Bucket Assigned to Mode Original Node #Packets
test_itd vip_ 2 bucket 4 13.13.13.2 Redirect 13.13.13.2 915236 (16.16%)
Return Traffic from Node #Packets
10.10.10.2 2180262 (38.39%)
11.11.11.2 1560862 (27.49%)
12.12.12.2 1117360 (19.68%)
13.13.13.2 820226 (14.44%)

Total packets: 5678710 (100.00%)
switch#
ROBNT, N7y MEAMZEA L TITD / — R Lob RZ U, T 2 B2 R LT
iﬁqo

itd device-group dg

probe icmp

node ip 10.10.10.2

standby ip 13.13.13.2

node ip 11.11.11.2

standby ip 12.12.12.2

node ip 12.12.12.2

standby ip 11.11.11.2

node ip 13.13.13.2

standby ip 10.10.10.2

itd test

device-group dg

virtual ip 20.20.20.20.255.255.255.255 tcp 80 advertise enable
ingress interface Ethl/9
failaction bucket distribute
load-balance buckets 16

no shut

WX, N7y A ZFEHLZZITD / — R L~ ZAZ AL O ZE TR L TWET,

switch# show itd brief

Legend:

C-S(Conftg-State): A-Actlve.S-Standby.F-Failed

ST (Status): ST-Standby.lF-Llnk Failed.PF-Probe Failed, PD-Peer Down, IA-
SH-Shut, HD-Hold-down

Name LB Scheme Status Buckets Interface

Device Group Probe Port VRF

Dg ICMP

Virtual IP Netmask/Prefix Protocol Port

20.20.20.20 / 255.255.255.255 TCP 80

Node IP Cluster-id C-S WGT Probe Port Porbe-IP STS

1 10.10.10.11 A 1 ICMP OK
13.13.13.2 ST

2 10.10.10.12 A 1 ICMP OK
12.12.12.2 ST

3 10.10.10.11 A 1 ICMP OK
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wem 7o 7—LEEE—F

11.11.11.2 ST
4 10.10.10.12 A 1 ICMP OK
10.10.10.2 ST

BEG . D7 —LERRAE—F

LT OREBIZR ORI O MR u P& L ET,
14: 77— LERE—F

sre-ip loadbalance ‘ .

i R |
NN
\

. S )
A~ N A - E=

( Clients - I\
\- i 000
L ) A
\H-__d\,._ = 2
il
=2 2
= 2
A
192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

AT o1 TR, A ITN—THTFERLET,

switch(config)# itd device-group DG

(
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #

AT w72 ITD —E A% E

switch (config)# itd HTTP
switch (config-itd) #

switch (config-itd) #
switch (config-itd) #

Bl vPCTDD U7 —LERFAE—F

node ip 210.10.10.11
node ip 210.10.10.12
node ip 210.10.10.13
node ip 210.10.10.14
probe icmp

#LET

ingress interface port-channel 1
device-group DG
no shutdown

LUF ORERUIIR DD F AR e 2R L ET,
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B #u5 wecovo7—LERE—F

R 15:VPCTDI o7 —LREAE—F

91962

L

192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

FInA4 X1

2F TN TFARAL R T N—TEERLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

2T w72 ITD YV —E A& EHZLET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1
switch (config-itd) # device-group DG
switch(config-itd)# no shutdown

TN X2
AT T TARAITN—TEEHRLET,
switch (config)# itd device-group DG
switch (config-device-group) # node ip 210.10.10.11
(
(

switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
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switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

AT w72 ITDYV—ERAEZERLET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG
switch(config-itd)# no shutdown

BRSO FMyFERREE—F
PAFOMRIERORO R AHa D HH LET,
16: 52 4y FRAET—F

Ihitdlde 210.10.10.11 e

sm-p
lcadbalance

=

\
\,
3

h /
LY
\ =
e b N9k-1 21010,
= /P&ﬁ

S\

i Cliants

L0795

210.10.10.14
Applianca pool - two N3k(s)

FINA R

AT T TR AT N—THEELET,

switch
switch
switch
switch
switch
switch

config)# itd device-group DG
config-device-group) # node ip 210.10.10.11
config-device-group) # node ip 210.10.10.12
config-device-group) # node ip 210.10.10.13
config-device-group) # node ip 210.10.10.14
config-device-group) # probe icmp

AT 72 ITD Y —EREEHRLET,
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switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch(config-itd) # device-group DG

switch (config-itd)# load-balance method src ip
switch(config-itd)# no shutdown

TINA R2
AT TNNARTN—TREHZLET,

switch (config)# itd device-group DG

switch (config-device-group) # node ip 220.10.10.11
switch (config-device-group) # node ip 220.10.10.12
switch (config-device-group) # node ip 220.10.10.13
switch (config-device-group) # node ip 220.10.10.14
switch (config-device-group)# probe icmp

2T w72 ITD Y —E A& E#ZLET,

switch (config)# itd HTTP
switch (config-itd)# ingress interface port-channel 2
switch (config-itd)# device-group DG
switch (config-itd) # load-balance method dst ip
( ) #

switch (config-itd no shutdown

BEE . b —NN—O—FNSUOUSERAE—F
PUF ORERIFIRDOKD v ARe PEFERLET,
17:VIPZ{ER L1= ITD AR HER

182.168.2.11
=
e > I
//////192163212
/0 Po5 -
ity B3
—& "

Clients | Loadbalancing

VIP: \
172.16.1.1 Po-8 [
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AT T TNRAAITN—TEEHRZLET,

switch(config)# itd device-group DG

switch (config-device-group)# node ip 192.168.2.11
switch (config-device-group) # node ip 192.168.2.12
switch (config-device-group) # node ip 192.168.2.13
switch (config-device-group) # node ip 192.168.2.14
switch (config-device-group)# probe icmp

AT w72 ITD Y —EREERXLET,

switch (config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1
switch (config-itd)# ingress interface port-channel 2
switch (config-itd) # ingress interface port-channel 3
switch (config-itd) # device-group DG

Switch (config-itd)# virtual ip 172.16.1.1 255.255.255.255
switch (config-itd) # no shutdown

¥R WCCP & L TITD ZBECET 5 (Web TOF L REEE— )

Tax P ——L, O —R—nED Y V—AERKODL T TAT v RIEDESROMP &
LCHSREL F9°, Web 7 o h—_—(F, BRlie—H NV Ry hU—J LA X —F% v MH
O & UTHREL £, @HE. Web 7 F o H— _"—TlE, Fv FU—27 FA ZANRA
VHE—Fy MIWANPD Web N T T 4 v 7 EAZICV XAV T AHMERDY £ (HRiET
a—) , 2L, %Oy MEETIE, Xy NU—2 T3 AR ATy b & EMIICERE
THIEG THEAET,

ITD Zfif L7z Web 7’ m X VB TIL, AA v FIFA U F—Fy MIRANPD Web N7 7 1
JEREL, TaXi—N"—Cm} CAME SR LET, T h—N"—IHHEE—F

(WCCP 2OLMSNELCT 774 7-7 277 47) TEEL, r¥oh—nR"—lc X117 |
ENBNT 74y EMBELET, ITDZNLTHEITEIND S/ — R~V AR Te—Td, /—
ROWREEZBH L, ATAMHEICE SO GEYNC , — REHIBRE BT LW BE R L
FF, AZ AL P—N—F, MEMOTDIZIN—T LV EIE ) — R LV CRERR T
LHZrbTEET,

ITDY XA V7 >aid, @%., 7747 MIVLANDIAS [ TOHMETT, Dk, /X
7y MIITD UV XA V7 v a v E38AAR L CA—T 4 7 £k anEd, Z20k)
72 Web 7' % EBH 2L 32 ITD 1Zid, NEA M A S 47z 120 ITD $— E XA DA
VECT, 2L, FELVAY4R— MIESWT T 74 v 72BN LT, U= [T
T4 VALV a rPUETT, LB/XT A—FE2WHZ LT, 7a—0OxHrE bR
HMEENRH D T,

Web 72 & BB ITD TiX, ITD 7u—7 %A L T Web a2 % o — —D A fit %
FxvZ LET, ZHE, BERARELEZ7aF o —R"—ZEEENT T 7 0 v I Bkb
NBH7-HEETT,

LUF OMERUIIR OO F AR e 2R L ET,
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B s weer & LT D £BEET S (Web FOF L EBIE— 1)

18:Web 7O X L ERAE—F

SVIVian 10
ITD Upstream ==p
10.1.10.1-2

”_10_1 1050
L= RN
Client 1 Internet

L2 SW
! 101.10.250 SVI Vian 50 (Dessgrrra%iron}
10.1 50 1 10.1.50.2

=

Web Proxy Servers

500107

ZOHITIZ, A2 —F v b~DSEHER— b 80/443 (AFIVLAN10) 73 Web 7' 12 & 24— —
10.1.50.1 B LV 10.1.502 ICEfiSNES, T4 X—bxy FT—72 (10.0.0.0/8,
192.168.0.0/16, 172.16.0.0/12) 56 CHOVLANIO DO T 7 4 v 7%, TuaF & EZEnts
Moo

ATy 7 0: T 7 'RV A SO

ip access-1list ACL1
10 permit ip any any tcp 80
20 permit ip any any tcp 443

2T 1 :ITDTRA AT N—TDWeb 72X —NR—%FREL, ——DIPT KL
AERELET,

itd device-group Web Proxy Servers
probe icmp
node ip 10.1.50.1
node ip 10.1.50.2

2T w2 TIAR=FPT RLASETDOTRTD NT 7 4 v 7 @5 X912 ACL
AR L ET,

ip access-list itd_exclude ACL
10 permit ip any 10.0.0.0/8
20 permit ip any 192.168.0.0/16
30 permit ip any 172.16.0.0/12

AT 73 B ACL A L E1,

Itd Web proxy SERVICE
device-group Web Proxy Servers
exclude access-list itd_exclude ACL
access-list ACL1
ingress interface Vlan 10
failaction node reassign
load-balance method src ip
no shutdown
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RABNDOERTY X —2 b T 7 47DV ZA L7 MEMLERGER, ROBIMOREKTIE
75‘;%‘%/6@—0

\}

GE)  VAYA4EAEA T2EH LA =N 7002V T ORMPARETT, £, BRH ACLIELFF
Al Y OB EYR—FLET,

AT v T4 R— 80 & 443 BRI RTERIT DL I, VE— BRI ACL 24 L
j—o

ip access-list itd exclude return
10 permit tcp any range 0 79 any
20 permit tcp any range 81 442 any
30 permit tcp any range 444 65535 any

ATy 5: V8= " T T7 47D EZ—2 DYV —ERA2RER L., BAFACL 2T L E
ﬁqo

Itd Web proxy SERVICE

device-group Web Proxy Servers

exclude access-list itd_exclude_return

ingress interface Vlan 20 <- Internet-facing ingress interface on the Nexus switch

failaction node reassign

load-balance method dst ip <- Flow symmetry between forward/return flow achieved by
flipping the LB parameter

no shutdown

¥R o Ry F E— FRITE 7 RE
ITDET —t ROV FA v F T T IATUVANDY) VIR THE, —E R
J=R~DY IR E T LTSI E 2R THAEZETICEELET, RIZ, 7 H—EX
XV S, T T4 v I MFOT 7 EB@BLNE I LET,
TR LT, ITDYVY—ERADT FI7A4 T A2 APP#1 ITHE SN T WA Y 7 RO b
AP TH L, ITD —E X BB SN2 WiGE, h—E A B35 & APP#1 (2 b
T4 I EEEL, NI 74 vl Ruy FENET,

DITOHE T, 2o R P& L £,
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APP #1

ITD Service B

S AY .S
AT TN TR T N—T EEELET,

switch (config)# itd device-group dev-A
switch (config-device-group)# node ip 10.10.10.9 ---> Link to app #1
switch (config-device-group)# node ip 12.12.12.9 ---> Link to app #2
switch (config-device-group)# probe icmp

2772 BTRMARDICLTIID VP —E 25 EHRLET,

switch (config)# itd service-A

switch (config-itd)# device-group dev-A

switch (config-itd)# ingress interface ethernet 7/4
switch (config-itd) # peer local service service-B
switch(config-itd)# no shutdown

switch (config-itd)# show itd

Name Probe LB Scheme Status Buckets

Service-n  ICMP sre-ip  ACTIVE 2

Device Group VRF-Name

beva

Route Map Interface Status Track_id

Service-d_itd pool Eth7/45  UP s
Node 1IP Config-State Weight Status Track id Sla id
s T e T e T T

IP Access List
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Service-A itd bucket 0

Node 1IP Config-State Weight Status Track id Sla id

2 12.12.12.9 Active 1 OK 2 10002

IP Access List

Service-A itd bucket 1

TINA R2

AT o1 TFNAA AT N—T%REHLET,

switch(config)# itd device-group dev-B
switch (config-device-group)# node ip 14.14.14.9 ---> Link to app #1
switch (config-device-group)# node ip 13.13.13.9 ---> Link to app #2
switch (config-device-group)# probe icmp

2T w72 BT R EAENCLTIID VY —E A2 ERLET,

switch(config)# itd service-B

switch (config-itd)# device-group dev-B
switch(config-itd)# ingress interface ethernet 7/45
switch(config-itd) # peer local service service-A
switch (config-itd)# no shutdown

switch (config-itd)# show itd

Name Probe LB Scheme Status Buckets

Service-s  ICMP src-ip  ACTIVE 2

Device Group VRF-Name

bev-

Route Map Interface Status Track_id

service-s_itd pool geni/as ve s
Node IP Config-State Weight Status Track id Sla id
L 144009 Active 1 brobe Failed 3 10003

IP Access List

Service-B itd bucket 0

Node IP Config-State Weight Status Track id Sla id

2 13.13.13.9 Active 1 OK 4 10004
IP Access List

Service-B_itd bucket 1
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. BEG : RTAYIDIT7AT—24—)L

BB RT49I9DIT7A4T7—04—IL

I H—EX

ASA VLAN

ITD —E AL, 774 v 7 70 —OREDHHIIXT 5 ITD 7 7 4 v 7 538 E
#LET, 7u—0WbMEIV XA VI NTHMLERSLEAF. 22O ITD —E A& HE
THOMERDDET, 1 DFHENT 74y 7 7un—H, b2 123V F—v vNTFT7 197

7 —HTT, ASAIZITRBRLINEA LV F—T oA ALHNHA L F—T =4 ADIPT FL A
NHDHTD, 2ODRRDTNA R TN—TH, FETIHINHBLIONNTIP 7 KLU AZFT
IR T D HLERH Y £7,

ITD #5536 L OV & —> #—E Z&, Nexus A1 v FDONERI L OFME VLAN SVIIZHEE S
FT, VAT U NREDEX VT A T V= a FZTRTCD NI T 4 v I BRE
THINENRSDT2D, P—EATITI T4 v I T4 VE ) U TIIERINERYAL, TORE,
SVIZRET DR T 7 4 v 73T _XT, ST DHASAA U H—T 2 A RV HXA VT IR
£,

ASA A VB —T 2 A AINAA »F D VLAN LA U VLAN THR SN TWDEEE, 7747
T =B AAL Y FIZAND T T 4 v 7l AA v FORID VLAN (2 ITD ¥— B 2R F
HETDH70, ASAIZVEZA LT hanEdT, LieRnoTC, 7747 U4 —/L& Nexus AA v
FMDONT 7 4 v —T%FIET 5121%, @50 VLAN OXT B ETT,

X 20:ITD ASA O R B

VLAN 10
VAF Inside

VLAN 100
VRF Inslde

VLAN 200
VRF Outside

VLAN 20
-~ VAF Outside

moll

ITD Forward-Service ITD Return-Service

VLAN 10 VLAN 100 VLAN 200 VLAN 20
VRF Inslde VRF Inside VRF Outslde VRF Outslde

ITD

ITD Forward-Service

D

ITD Return-Service

500562
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7 0—0Ox it

son—onit ]

ZOXIE, VLANIO B L U20 %2, v hU—7 EOEETE L O ~ONERE L O
A B —Tx2A AL LTRLTWET, VLAN 100 BL2001E, v—TDRNEF 7 4 v
AHERT AT DIZ ASA T L TERENET,

T AT U —VIXEE, NG ERY OO NT 7 47 7a—FRELET, 1>
AR a VDAT— N TNIRMWEIZX Y @, 77 AZEEISRTW RN T 7 AT U —)b
D OBEFRIZ 7 0 — DM R T 2 MERH Y £3, 7 7 AN T 7 AT U+ —
NOGETH, T 74y 7 7a—0IERMPMECLY, 77 AXHEY > 7 &N L7 a—0
VEA VT SREMLET, ERHT7 e —0 22, 774 T U4 —VIARERA—/—
~y RBNBME, X7 4=~ ABRKTFLET,

T —OXHEIL, EAA D IP kit L ITD 743 Y X LDORERIIMEE 2 H L CER T
FT, 77 AT VA —ILO— IR ITD #ERK T, #5572 —I2 1 20 ITD ¥ — B A % H
L, V&= 7—=Z1 201D 4 —ERAZMHHLET, m— KT RT 2 —=FDENR
WO —EATRCICARDEICINGE2ODITD YV —ERAEHRETH L, 7o —Dx ik
DHEFRICHEFRF S ET,

21:ITDASARRIZE 1+ 5 7 0—DxtFrtE

ITD Return-Service ITD load-balance “Destination IP™

4= Return Flo

ITD SRCIP SRCPoit DSTIP
209 16520110 80

Destination

Forward Flow m

SRCIP SRCPort DSTIP T
192.168.1.10 49152  209.165.201.1C

ITD load-balance “Source IP” ITD Forward-Service

500563
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B vink Failures

Link Failures

REH

ZORE., EFmM 7 e —DEETIP 7 LALLM B 7 a—0%5EIP 7 RLARED K H I
—TETHDINERLTWVWET, FITDV—E R |72/ T A —X 28T 5 L, ITDIP DK
BMEIC L B 7 o —O%RFENMEES U E T,

ASA DWNENET I A X — T = A RTEERRET LD E, N T 740 v 7 OHNA v Z—
Tz AANZ T LTNDTZH, ED ASA DKKHMINCERET D N7 7 4 v 7 B Rkbid ke
PERBH Y £9, ITD BT AA v F /— NIRREFRIBIEREIZ. ASA © U E— MilZ ITD 7> 6 HIFR
L. A v FRT/—RREZRAYITLZEICLY, ZofMEERLETEET,

22:ASATEE S+ ) F+
ITD Return-Service

Forward traffic black-holing upon ITD
outside-interface failure (ASA1)

Return traffic black-holing upon
ITD inside-interface failure (ASA4)

ITD Forward-Service %
=

ITD ©7 AA vF /— RIREERIWIEREIL., T 27V AL v FOIHVPC (F7-1ZT 70 &
A vF) FAROYTOLYR—=FENET, ASAZ T AX Y UL, 20X ) pfEENEAL
TG AICASANERIEILT D Z L2 GET 5720, ZORBELMELES, 7747 Ut —
N A AT 4w 7 OFEE (TN ) 7 I VvPC) TR, 2O TE £ A,
T, ASAODWERA v H —T = A AENERA LV F—T = A ANE U (F721348) A1 >
H—T 2 A AJBLTWHTZDTT,

AT 4y VO T 7 A7 U4 —/L T, @, vPCAR— F Fy /L (E72iFHE—F—K)
T EMEHLTASA ZAAL v FICHRELET, ZORETIL, AA 2 —T7 = A A L4}
WA B —T 2 A AlFdotlq VT A X —T = A A (VLAN 100 35 L 10200) THY, AA v
FIZEFNTB IO 2 T F A MZENEN 2 DO VLAN £721LSVIRH V. b O
TYBAR— RGBS TOER A,
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R23: 74 v (WPCEFER) BEAD I 74704 —IL

ASA Outslde (VLAN 200) - Dotlq sub-Interface Po(11-14) .200
192.168.200.111 - 114724

ASA Inslde (VLAN 100) - Dotiq sub-Interface Po(11-14) .100
192.168.100.111 - 114724

ASAI M ASA2 ASAB ASA4
A1 ; 112_, 113__ 114 Rl
e __

VLAN/SVI 100'

VAF Inside

SVI VLAN 200
l‘JRF Outslde

VLAN/SVI 10 ﬁ:IF %Atmlﬁu
VRF Inslde I ﬁ -u side
' m VPC Peer Link
VLAN 10 (HSRP) - 192.168.10.1 VRF Inside
VLAN 20 (HSRP) - 192.168.20.1 VRF Outside E

AT 1 AA v F ORERL

\}

GE) ZoflE. AA vTF Swl OO —#HZ R L CWET, BRRIE, BRI T XTO ASA IZAF
THEUNILET D2 MNERNH D 9, MoOEEIL. T CITHREN TV D LBESNET,

interface vlan 10
description Inside Vlan to Network
vrf member INSIDE
ip address 192.168.10.10/24
hsrp 10
ip address 192.168.10.1

interface vlan 20
description Outside Vlan to Network
vrf member OUTSIDE
ip address 192.168.20.10/24
hsrp 20
ip address 192.168.20.1

interface vlan 100
description Inside Vlan to ASA
vrf member INSIDE
ip address 192.168.100.10/24
hsrp 100
ip address 192.168.100.1

interface vlan 200
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description Outside Vlan to ASA
vrf member OUTSIDE
ip address 192.168.200.10/24
hsrp 200

ip address 192.168.200.1

interface port-channel 11
description VPC_TO ASAl
switchport mode trunk
switchport trunk allowed vlan 100,200
vpc 11
no shutdown

interface ethernet 4/25
description Link To ITD-ASA-1
switchport
switchport mode trunk
switchport trunk allowed vlan 100,200
channel-group 11 mode active
no shutdown

interface port-channel 41
description Downstream vPC to network
switchport mode trunk
switchport trunk allowed vlan 10,20
vpc 41
no shutdown

interface ethernet 5/1-4
description Downstream vPC member
switchport
switchport mode trunk
switchport trunk allowed vlan 10,20
channel-group 41
no shutdown

itd device-group FW_INSIDE
#Config Firewall Inside interfaces as nodes
node ip 192.168.100.111
node ip 192.168.100.112
node ip 192.168.100.113
node ip 192.168.100.114
probe icmp frequency 5 timeout 5 retry-count 1

itd device-group FW_OUTSIDE
#Config Firewall Outside interfaces as nodes
node ip 192.168.200.111
node ip 192.168.200.112
node ip 192.168.200.113
node ip 192.168.200.114
probe icmp frequency 5 timeout 5 retry-count 1

itd INSIDE

vrf INSIDE

#applies ITD service to VRF 'INSIDE'
device-group FW_INSIDE

#FW inside interfaces attached to service.
ingress interface vlan 10

#applies ITD route map to vlan 1101 interface
failaction node reassign

#To use the next available Active FW if an FW goes offline
load-balance method src ip buckets 16

#distributes traffic into 16 buckets
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#load balances traffic based on Source IP.

#0UTSIDE service uses Dest IP.
no shut

itd OUTSIDE

vrf OUTSIDE
#applies ITD service to VRF 'OUTSIDE'

device-group FW_OUTSIDE

ingress interface vlan 20

failaction node reassign

load-balance method dst ip buckets 16
#load balances traffic based on Dest IP.
#INSIDE service uses Src IP.

no shut

AT 72 ASA ORERK,

interface port-channel 11
nameif aggregate
security-level 100
no ip address

interface port-channel 11.100
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 11.200
description OUTSIDE
vlan 200
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

ZO MR UBNIE, ROEPYTUIEY £,

]

?dllll
fil

* VLAN 10, 20, 100, 33X U200 & £ 6D SVIIE, U2 VREIZY Yy B 7 ENET,

« ZOHITIE, ITDE— KNRNF UV TRERERA L T a—0xFhE 225 L CW\WET,

e vVPC > F U A TiE, VPCDO 1 DDA LU NRN—03@ L TCWAIRY . ITD ICEEIZH Y FH
Ao VPC Ly FITEENRELEAAL v FOITD VXA L7 g if, WFO vPC K&

DGFE LRI, 7 V7% LCET A, vTF @i LET,
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. HBEA  wWPCEFERALETATL RS YFH U RMYFE—RDI 7L FTI4—)L

c ZDMRBIUTIER, WEA v X —T = A AL A H—T =4 A ASA D[R UHELA
VH—T 2 AETNIHIEA v H—T 2 A A (dotlq VT A v H—T = A R) ITHEORFT
HITWAT=D, WY VI ORERIZN T 7 40 v 703 kbbdZ EEdh Y T A,

*VPC EDONV—TF 4 7 Tm f A xA N —% PR — M 5HITIE, layer3 peer-router 2
R% vPC RAA N THERK T 2 LE R H Y £,

L AXIA L H =T A R T 7 AT U A —IVONEIEMUDT ST DA > H—T = A AT
BT 270 IND720, VRF RLETY, VREFIZ, ¥EDBHEIZNT 7 4 v 7
N7 7 AT Ix—NL&EFELT (VLANE) V—T 4 7 END0%ETZDICEE SN
i‘é—o

c NI T4 TIERY I —R_R=ZA N—TFT 4 T EHEH L TASAIZIT b D72, — b
TREH D A,

Bl - vwCEFERLETaA7ILARSAYFH O RLAIYFE—RD I 74T 24—l

VPCZER L7y RO 4 v F £— ROGAE, W L USMNB ASA A v & —7 = A4 RTER
ENHNDOFR— K F¥ o N RUZEID S THNET, vPCOFERE LT, B~V 7
ENNT T 47 Ta—%EFAZ i3 ITDIFSIERME T AL v FOIV 7 %5 L
T ASA 2Rt L E T,

K 24:vPCHEFERALI=T2F7ILRAYFHU S vF E—F

ASA Inside (VLAN 100) - Pori-channel (11-14)
192.168.100.111 - 11424

ASA Qutside (VLAN 200) - Port-channel (21-24)
192.168.200.111 - 114/24

— m VPC Peer Link m

SVIVLAN 100
ITD

VRF Outslde
SVI VLAN 1100
VRF Outslde
SVI VLAN 11I]1I
VRF Default
SVI VLAN 101 e
VRF Default =
i & 3 % 2
VPC Peer Link g
—d swi_ | sw2 o g
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switch #1:
interface vlan 10
description INSIDE VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW_INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_ VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT w72 ASA ORERK.

interface port-channel 11
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0
interface port-channel 21
description OUTSIDE
vlan 100
nameif outside
security-level 100

ip address 192.168.200.111 255.255.255.0

same-security-traffic permit

interface TenGigabitEthernet

inter-interface

0/6
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description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active

no nameif

no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/8
description CONNECTED_TO_SWITCH-A-VPC
channel-group 21 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/9
description CONNECTED_TO_SWITCH-B-VPC
channel-group 21 mode active
no nameif
no security-level

IO MR UHNIE, ROENRYTITEY 7,
« ZOHITIE, ITDE— KNG UV ITREREA L T a—0RFMhE2EZH L CW\WET,

e vVPC T U FTIL, vVPCO 1 DDA NRN—DRBE L TWARY ., ITDIZEFEILH Y 8
o VPC Ly ZITREENKAELIZAAL v FOITD VXA L7 S g 0%, @O vPC BliE
DA EFBRIZ, 7 V72N LTET AL v FZ2mBLET,

« ZDFREIYTIE. ASA DFE—K Fr XD 1o (F713FEVvPC FRE POEH—OWH
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T AT T A — A EFBERT AT RXTOTa—|ZHONT, D77 AT T+ —ARNEDT7a—0D
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ASA Inslde (VLAN 100) - Port-channel (11-14)
Inside Local Pool - 192.168.100.111 - 114/24

ASA Outslde (VLAN 200) - Port-channel (21-24)
Outslde Local Pool - 192.168.200.111 - 114724

A swi | VPC Pier Link | sw2 |

—
SVI VLAN 100

VRF Outside
SVIVLAN 1100
VRF Qutslde
SVIVLAN 11I]1I
VRF Default
SVIVLAN 101 (& Cluster Control Link
VRF Default A
— .
& . - i’ ﬂ
ITD m VPC Peer Link m D E

AT v 1 :2O0DAA v FERERK L ET,
A\

GE) 772XV 7HEBALTYH, ITDHRIIEFEINFEFA, ITD DREIL. FAReY0ZA T
ko TR E4, ZofITIX, BEIZVPC MR AR LT 27V AL vF K
A vFLELTT,

switch #1:
interface vlan 10
description INSIDE_ VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW_INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
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switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_ VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT w72 ASA HRERR L £,

cluster group ASA-CLUSTER-L3
local-unit ASAl
cluster-interface port-channel 31
ip address 192.168.250.100 255.255.255.0
piority 1
health-check holdtime 1.5
clacp system-mac auto system-priority 1
enable

mac-address pool MAC-INSIDE aaaa.0101.0001 - aaaa.0101.0008
mac-address pool MAC-OUTSIDE aaaa.0100.0001 - aaaa.0100.0008
ip local pool IP-OUTSIDE 192.168.200.111-192.168.200.114
ip local pool IP-INSIDE 192.168.100.111-192.168.100.114

interface port-channel 11
description INSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-INSIDE
nameif inside
security-level 100
ip address 192.168.100.11 255.255.255.0 cluster-pool IP-INSIDE

interface port-channel 21
description OUTSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-OUTSIDE
nameif outside
security-level 100
ip address 192.168.200.11 255.255.255.0 cluster-pool IP-OUTSIDE

interface port-channel 31
description Clustering Interface

lacp max-bundle 8

interface TenGigabitEthernet 0/6
channel-group 11 mode active
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no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/7

channel-group 11 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet 0/8

channel-group 21 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet 0/9

channel-group 21 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet 1/0

channel-group 31 mode on
no nameif

no security-level

no ip address

interface TenGigabitEthernet 1/1

channel-group 31 mode on
no nameif

no security-level

no ip address

m L+ v2oimm [

ZORFITIE, A=K Fr XV INBLUQI BN A v F—T 2 AEHNEA X —T = A R
FRENTCWET, R—bF Fr XN 3NIEITTAZY T A F—T oA ATT, fEBA
B—T 2 R FBHFEDON—T v RA L EZ—T A ZATHY ., FNENDRHEHOIP T FL 2%
IP7 RLVA =B HELET, AV 7 TAXIPT RLVAX, DT T AXDOT=DDHE
ET RLATHY, HIZBIEOTIA4~Y 2=y MIBLET, FEKIZ, MACT KL R 7—
JVBHERL S AL, ST HNERE IS AR — N Fry RmADO FTHEHASNET,

ITD L 1 ¥ 2 D& R

WOHIL, ITD-L2 k3 2 FiEE s L TWET,

ITD VA ¥ 282 HNZ LET,

(
(
(
(
(
(
(
(

config-itd)

config) feature itd

config) itd Port-group 100
config-port-group) int eth 1/11
config-port-group) int eth 1/12
config) itd SER3

config-itd) port-group 100
source vlan 2010-2015
config-itd) no shutdown

ITD-L2 # 5% % fes L £ 77,
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s!Command: show running-config services
'Running configuration last done at: Thu Dec
!Time: Thu Dec 5 20:44:06 2019

version 9.3(3u)I9(lu) Bios:version 08.36
feature itd

itd port-group PG100
interface Ethl/11
interface Ethl/12
interface Ethl/13
interface Ethl/14
interface Ethl/15
interface Ethl/16
interface Ethl/17
interface Ethl/18
interface Ethl/19
interface Ethl1/20
interface Ethl/21
interface Ethl/22
interface Ethl/23

itd SERL
port-group PG100
source vlan 10-15
no shut

itd SER2
port-group PG100
source vlan 1010-1015
no shut

L 4 v 3ITD #ER DR

ITD R |

5 00:04:35 2019

ITD # k& M3 21213, o~y REFEHLET,

avyU kR

E[:b)

show ip/ipv6 policy vrf <context>

RESNIZANA V2 —7 = ZIZHH S
% LA % 31TD Jf NAT #— & X I/ S
7= IPV4/IPv6 L— "~ 7 R S — % FR L

=7

show route-map dynamic <route-map name>

LA ¥ 31TD FE NAT —E 2 D#zE N Z

T4 7SN, FFEDONTy N T
CAVAND NI T4 7 VEA VI ay
IR SN 7 A MRy T EFTRLET,

show ip/ipv6 access-list <access-list name>
dynamic

ITD CEHEND NNy b T 78A YA D
N7 4y —BREERRLET,
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show ip da configuration dynamic T — T WA o TR, T
A2 T N—=TRND /) — FIZR L TITDIZ L » T
AERR S AT IP SLA BREA R LET,

show track dynamic T — T RNEHREES. T, A TIL—TH
D/ — RIZHOWTITD IZ L » THEKE N b
T eFRRLET,

show nat itd LAV 3ITDNAT y—EADHEENT 7 4 v
JEIOEHIZERIND, FFED/ N v b
TIRAVANDNTI 747 UHA LY

a VIR ST R AN Ry T ERER

LET,
hd > IR
BEEE
BEEIEE I=ZaTFILEA L
IP SLA ['Cisco Nexus 9000 Series NX-OSIP SLAs
Configuration Guidel
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itd device-group 45-46
itd 49

no shutdown 49, 53

'}
vrf 49,52
=3
HERE itd 45
L
HE  46-47

% 5l

T
device-group 49-50
(Z

ANIA L BZ—T 4 49-50

D

/J—NFip 46

[6)

7 m—AL—E A 49,53

/S\

7a—7 dns 46-47
7'va—7 icmp 46-41
Ta—7 tep A— b 46-47
7'a—7 udp A— b 46-47
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