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£
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ESNTWDGE. XIHRT 77 4 7DEFE Ty b, 77— KXY XM XTy b, wLF
Fx¥ A b ANTy bENTP BZET LS, HMEHELRBISEL OO —-KHRET 7
VIT—va VERETEET,
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bEIEELTLEIN, £HLAnE, LTy N 247D
WTNDEEETHEEDOT A X (BEOH 2 BEEETHE S
NIET AL RABET) T3 AR SN D /REERH Y £
D

e ntp authenticate =~ RBEEINTWDIGHE, M7 7T 47 "7y b, 7r—FR
XYARMNT Y b vATFF¥ AL ATy ERZESNTH, ntp trusted-key 72—
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WRWIRD | AT AL ET ORI ThER A,

* Ntp access-group =~ F?‘ik{’ﬂ@jﬂif FIRL ZADONTP Y —E R L IEEKBARA R ED

BEHIEOHEENRRONTWAEAEEZRRE, FABEOR Y NT—7 KR b & ORI RS

521, ntp passive, ntp broadcast client, ntp multicast client =~ > K&fE LBk
B CRHERF ntp  authenticate =~ > REFRET HLENH D £,

» Thentp authenticate =~ > RNiX, ntp server 5L Wntp peer 27 4 Falb— 3 2
<V RCRESNEZET 7Y vx—a U 2RFELEH A, ntp server 353X ntp peer
7//i*‘€/5/2¢"nhni—§ﬂé j: key%‘ ]7*‘]\%1: Hﬂiﬂbi—g«o

c1DODONTP 7 7B A VN —TTHRK4DDIPACL R ETE £7, IPv4 i KTUIPv6 ACL
BHHR—FERTHES,

cAUNRURR=FTTr Y N 7F 9T 4 I REAETSHE, NTPD IC X5 CPU fifi i3
90% ZABZ A A[REMH Y £, NITPD LD ZOEm W CPUEARE IR T AI121E. &
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DEEZSZHRLTIIEIN,
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GE) SRS L— MElRIZ, R Y > —CIR 7 1 —/L FOHA1E 1000
kbps, BC 7 1 —/L ROEA1E 64,000 /34 kTT,

NTP DT 7 A+ FERE

WDFEIZ, NTP RT A —=H DT 7 5/ bREEZRLET,

INT A=A TIAILE
NTP A F—T IV
NTP 73 Fa4—Tn
NTP 7 7 & A A R—=T )
NTP 1z ¥ 7 F4—T N

GE) Z DOHERED Cisco NX-0S =1 R, CiscolOS Do~ REITRAR P ENHLOTHEEL
TLTEEW,

NTP DFE ML F = ILEE

NTP A X —T NVEET 4 B—T M TCE£9, NTPIZF 7 4/ b TA X —7 /L T9,

FIE

AR RFERIFTIaY BH
A w 71 | configureterminal T a— R EE— RERG LT,
R

switch# configure terminal
switch (config) #

R 72 |[no] featurentp NTP A% E 7213 E L £,
1 -
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ARV RFERETIVa Y
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switch(config)# feature ntp

ATvT3

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

EfFar 7 4 X2 l—ark, AX—
Ny a7 s ¥al—vgila
[:O‘_ Lijﬁo

IEFRD NIP H—/NE L TDT/NA ADEETE

FONA A IERONTP =L LCEET AL OB EL, BEFEDOHX A L F— LR LT
RN E X THRAZRES DR TEET,

FIE

ARV RFERETIVa Y

E:)

&

configureterminal

1

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
F—FEMmLES

ATvT2

[no] ntp master [stratum]
1

switch (config)# ntp master

THONTP — L LTF A AR
ELET,

NTP 7 Z A4 7 v bidZ b DR %A
T 50 LBIORE L~V EEETEE
T, FRETEHHHAIL1 ~15TT,

ATvT3

(f£#&) show running-config ntp

1

switch(config)# show running-config
ntp

NTP 2 7 4 Fal—arZFHRL
i‘j‘o

ATv74

({£#&) copy running-config
startup-config
i -

switch(config)# copy running-config
startup-config

FElTar 74 Fal—vark, AX—
NPy a7 4¥al— g 0la
vE—LEd,

NTP H—N\ELUVET7TDERTE

NTP V— B LT 2HTETEE7,
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1R BHHIIZ

np4—nssvErozz [

FEHLTWANTPH—RE, ZOETDIPT RLAERIZRAAL Y xr—A 25 L (DNS)
LN TNBZ L ZER L FET,

Flig
ARV RFEEETIVa Y Br
R w 71 | configureterminal ra—N)ary7 4 Xalb—3 g
1l - T— F&ERHEBELET
switch# configure terminal
switch (config) #
R w72 |[no] ntp server {ip-address|ipv6-address| |1 >DH— L 1 SOY— T VT —

dns-name} [key key-id] [maxpoll max-poll]
[minpoll min-poll] [prefer] [use-vrf
vrf-name]

fi

switch (config)# ntp server 192.0.2.10

varEpMRLET,

NTP H— & DfE CHEMAT 5% —%
RETHITIE, keyF—TU—FERMHAL
F9, key-id 5IEOHIPIL 1 ~ 65535 T
R

=R R—=V 7T DHEKRE LOEN
ORIfRZFRET H12iE,. maxpoll X
O minpoll —U— K&#HLE7,
max-poll 33 X T min-poll 51¥% D &AL
4—16 QDOEFL L THREINET,
SF Y, EHEMIT16—65536F) T, 7
7 4V MEIZZENEIL6 & 4 TT
(maxpoll 7 7 /b k =64F), minpoll 7
7 4V h=168) .

Z DY — % T INA ADMESE NTP H—
NIZFTBHITIE, prefer F—T— K&l
HALET,

FREESNTZ VRF AN LTEBET S L9
[ZNTP =" &R ET HIT1E, usevrf
¥F—U— REfHLET, wf-names|%k
21X, default, management, F7-i3 Kk
S LN R S D K 32 S
DIEBEDOFF T LTI EfRETEET,

G¥) NTP H— 3 & Oi@{E T A
TOHX—ERETIHE
X, ZDOX—N, T/ A
LoffETcEsXF—L LT
FELTWDZ L 2R L
TLIEE,

NTP DE&E .
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ATvT3

[no] ntp peer {ip-address|ipv6-address|
dns-name} [key key-id] [maxpoll max-poll]
[minpoll min-poll] [prefer] [use-vrf
vrf-name]

1 -

switch (config)# ntp peer
2001:0db8::4101

12O T 1O T 7Yoo —i 3
VERRLET, #EOYT TV v m—
varERETEET,

NTP ©7 L O@BETHAT 2 —%5%
ETHIIE, keyF—TU— RZEHLE
T, key-id 51# DL 1 ~ 65535 C
7,

P—=RER—=V 7T HEKE L OEN
OMMEZ & ET 512X, maxpoll I X
O minpoll ¥—U—K&#HLE7,
max-poll 3 XY min-poll 515 DO#FHE I
4—16 QDREFL L THEINET,
SF Y, FEMIZ 16—131072 F) T,
T 74 MEIZENENG6 & 4 TT
(maxpoll 77 4 /L k =64F>, minpoll 7
7 4V h=16F) .

TN ANTKE U THIGED NTP B % 8
T DITiE. prefer F—U— R &fdH
L9,

FEE SN/ VRF 2 LCHEET 5 L9
IZNTP B 7 Za% i3 2 I121%, usevrf
F—U—RZEHALET, wrf-names |3k
IZ1%, default, management, %7213k
ST EANSCFIS KB S AL D FOK 32 L
DALE D FEHF LTI/ ETE LT,

ATvT4

=)
1

switch (config)# show ntp peers

show ntp peers

RESNEY—"BLOETZ2RRLE
R

G¥) RAA DR S D D
IZ. DNS P — "R E XN

TWAEETEITTT,

ATvTh

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

EfFar 7 4 X2l —ark, AX—
Ny a7 s ¥alb—vg iz
[:O‘_ Lijﬁo
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o—7)L e /7%“%@%“@:6?{: U{ﬁ%nuuﬂzﬁ‘éi 5:7:/\/]’X;8 Efgi‘é— NTP munﬁ%/])

=TT B L,

ntp trusted-key =~ > N2 & > THi
DI, FAL AZZOBZIRE R LET, 731 A3

E§%Lf;b\ﬁA%Lb)0)munﬁﬂF %BE% IH
N munEfFlﬂ,/i7 -

K LIZT_XTORTy b2 Ray L, 60O ry hCa—hvravy R 7 v 7T —

LET, NTPRIFIT 74 /V FTTF 4 =T WMo THET,

RESNTNDHZ LR LE

E]:)

Ja—)L a7 4 F¥Falb—g
£ — F%E:ﬁﬁébij«o

RAEF —ZER L ET, 7T ADRH
TR &R 2 Dld, FREZIRDS 245 DFR

FEF—DOWT N ZFH, ntp
trusted-key number =~ > FiZ Xk » T
F—BETPHRESNTVWDIHEEIEITT
7

FOREF — OFLFAIX 1 ~ 65535 T3, MD5
LFHNOBZEIL, BR O 153XF D5
ﬁ?%%ﬁf%iio

DEFFL TV D55
a7z oz
188 BRI
FIATHET 5 TEDOREIEF—IZL 5T, NTP $— 3233
—g‘o
Fg
AU RFERET7TIVa Y
R T w 71 |configureterminal
1
switch# configure terminal
switch (config) #
2w 7 2 |[no] ntp authentication-key number md5
md5-string
1
switch (config)# ntp authentication-key]|
42 md5 aNiceKey
AT w 73| ntp server ip-address key key-id

1

switch (config)# ntp server 192.0.2.1
key 1001

12O —R"E1 20O —NR"T VI z—
varEERLET,

NTP — & OEfE CHEHT 2 —%
RETDHITIE, keyx—TU—FREfEHL
F9, key-id 5IEOHIFHIL 1 ~ 65535 T
ﬁ—o

PREA A LT OGEEIE. keyF—U—
R 20D B £77, ntpserver
Fioldntppesr =< K CTkey ¥ —U—
RZFRE LRWIGE . Rk L TOEME
DT HAIVET,

NTP DE&E .
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NTP D% |

ARV RFERETIVa Y

B8

ATvT4

(f£7) show ntp authentication-keys
fl

switch (config)# show ntp
authentication-keys

ﬁ§6§ZfO)T¢TPpunE£F FRRANLET,

ATvTh

[no] ntp trusted-key number
fi

switch (config)# ntp trusted-key 42

12U EDF— (RT v 72 TERESN
TV5%®)%ﬁ*Li¢ ?N42%
REZIJR & RIS 51201%, REBED
T—hk AR /7\ 7D—}\ﬁ’r’v'
A b, BEOALF v 2 NORZIR %
NTP X7 > NI AT HHLE R H Y
F 9, trusted key OFiFHIL 1 ~ 65535 T
7

Zoawr Rz, T AR, B
SN TWZRWREZIR & 53> TR % |
WS ZERBsIEENET,

ATvT6

(f£) show ntp trusted-keys
i) :

switch (config)# show ntp trusted-keys

BREFRHD NTP OFHINTWVD F—
EFRRLET,

ATy T1

[no] ntp authenticate

1

switch(config)# ntp authenticate

ntp passive, ntp broadcast client, 5 T
ntp multicast CrIalEZ A %) F 72 1 LML
LE7, NTPREEZT 74V hTTF 4
=T Mo TNET,

ATvT8

(f£&) show ntp authentication-status

1

switch (config)# show ntp
authentication-status

NTP 8GEDRILE R L E T,

ATvT9

(f£&) copy running-config
startup-config
i :

switch (config)# copy running-config
startup-config

FETar 7 4 Fal—rarh, AX—
NPy a7 Xal—rgila
E—LE7,

NTP 7 U & X HIR D

N

ax A
TR ITAN—TEFEA LT, NIPYV—ERA~DOT 7 2EHETXxE3, BERHIZIT

7

NAATHATLERDZA T BIROT A APIGE R TRD P — N EHETEET,
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NP 7 5 £ 2 5IR0EE

T IR TN—TEFELBRVEEIL. TXTOTF AL ZINTP T 7 B 2N G- SnE T,
MENDOT 7B A ITN—T%2FELEESIE. YV—AIPT RLART 7R YA MDOEUES
NRALTZVE— b TAL R LTI, NTP 77 B RAERFEINE T,

e match-all ¥ —U — RBRWEE, N7 > M permit B ONDHETT 7 EBR 7 —TC
LT (LLFICATIET) fHMli &V E T, permit MR H S Ve WIGHE, 7y MI Ry
TENET,

ematch-all F—7— RBRH LA, 7y MITRTOT 78R I A—FI2 LT (LT
WRTNET) Al S A, eI L72RFl (ACL NERESN TWAREDOT 7 &R 7
N—T) TSN TT 7 a U NETENET,

epeer: J AT UM KT 7T 4T RNy T = A arbbe—L BIO
TIAR=F Ny b (TRTDOIAT) 2

eserve : 7 7AT b, arbir— BIXOTTAX—F Ty FE AR

eserve-only : 7 7 A4 Tk Ny N & LBE

e query-only : T2 F BB LOT T A R— b Sy R AL

TIRA TN—FIFTROIETIE S ET

1. peer (F_XTD /7y b X A7)

2. serve (VAT b, arir— BIXORTITAX—=F Fv )

3. serve-only (747> hX7 v ) Fiidquery-only (22 hr—LEBILORT T4 X— |
T k)

serve-only F 721X query-only ™ ACL ZLERIE, NTP /"7 > h XA FIC L > TR £7,

FIE
OV RFERETIVa Y B

AT w 71 | configureterminal Jua—\) a7 4 X¥al—3g v
51 T R LETS
switch# configure terminal
switch (config) #

ATwv 72| (f£E) show ntp access-groups NIP 7 V7 ®RX ZJ)V—FDar7 4 ¥
i - L—a v uaFRLET,
switch (config) # show ntp access—-groups

ATv 73| (f£E) copy running-config EfFary 74 Fal—ark, AX—
startup-config Ty a7 44Xl —gla
15“ . I:O*‘Lji—g«o

NTP DE&E .
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ARV RFERFTIVaY B8
switch (config) # copy running-config
startup-config

NTPY—XIP7 KLADKRE

NTP |Z. NTP X7 v "R EREEINTAA v F—T oA ZADT RLAZESNT, TXTO NTP
Nry MY —AIPT RLAERELET, FEDOY—AIPT RVAZFEHTH L5 NTP &

RETEET,

Fg
OV RFERET7TIV 3 Y B

AT w 71 | configureterminal Ja—_ary7 4 ¥al— gy
1l - E— &G LET

switch# configure terminal
switch (config) #

AT 72 |[no] ntp sourceip-address FTRTONTP Ny MZY—RXIPT R
Bl - L AZEELE T, ip-address (213 IPv4
FrEIPve B A TEET,

switch (config)# ntp source 192.0.2.1

ATy F3| ({£&E) copy running-config Firary74Xal—vark, A¥—
startup-config Ny a7 4 Xalb—a 02
15'] : I:O*_‘LSETO

switch (config)# copy running-config
startup-config

NTPY—RX A8 —Tx4 ADEKTE
BEDA L H—T oA A%EHT 5L NTP 2R ETE £7,

FIE
ARV RFEREET7TIVa Y ]3]

R w 71 |configureterminal Ja—N) a7 4 ¥al—3gy
f5l E—FZBBLES,
switch# configure terminal
switch (config) #

X T 72 | [no] ntp source-inter face interface FT_RTOHONTP &7 > ML TY—2R
i - AE—=T A AZRELET, PR—

FENTWEAS U F =Tz ADY A K

. NTP DE&E
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ARV RFEREET7TOVa Y Be
switch(config)# ntp source-interface %%T?‘é 3. 2% —U— N ;&,{ﬁ)ﬂ L

ethernet 2/1

5
ATw 73| ({£E) copy running-config FTar 74 ¥al—vark, AL—
startup-config Ny arvrzsFalb—vaila
15'] : [:O—I/iﬁ_o

switch (config)# copy running-config
startup-config

\\‘ » — |
NTPOX >V DETE
BHERNIPARY NTCUAT LA B2 ERKT AL, NTPRX U 2R ETEET, NTP =
XL E T I AN N TTTF =TT TWVET,

FIE
ARV RFERIETY a3 Y B#Y
Z T 71 |configureterminal Ja—/ LRET— REBRB L ET,
f
switch# configure terminal
switch (config) #
A7y 72 |[no] ntp logging HERNTP A XY N CYAT L BT %
i - BT 2 2L A X—TNEITT 4«
. . , =7 LET, NTP e ¥ 737
switch (config)# ntp logging . N
THIVETT 4 B—=T Ml >TWE
D
ATwv 73| ({£E) show ntp logging-status NTP BX > 7 Dary7 4 Xal—g
- LR FR LET,
switch (config) # show ntp logging-status
ATv 74| (f£E) copy running-config FITar 7 4 F¥al—vark, AL—
startup-config Py aryr7 XL — gz
15“ . [:o“_[/ij—o
switch (config)# copy running-config
startup-config

NTP &% 7€ fte a2

NTP REZFERT AL, ROX AT D HLEONTINEEITLET,

NTP DEXE
|



B v oszEs

NTP D% |

avy kR

S

show ntp access-groups

NP7 78R I N—TDar7 Xl —
varERRLET,

show ntp authentication-keys

%%ﬁiﬁ?Z%OD‘NWT’wuﬂEﬂ? AFRIILET,

show ntp authentication-status

NTP FFEDRIE R R L ET,

show ntp logging-status

NTP O u X 7R EFr~ LET,

show ntp peer-status

TRTONTP YV —ANEBLOETDORAT—H A
EHRALET,

show ntp peers

T_RTCHONTP 7 2FERLET,

show ntp rts-update

RIS 7 v 75— hORWMEFR R LET,

ntp V—RX&EXRTT D

FIEHEHADONIP Y —ZIPT FLAZFRLE
ER

show ntp sour ce-interface

REWHDONIP Y —A A VB —T = Ak
RLET,

show ntp statistics {io| local | memory | peer
{ipaddr {ipv4-addr | ipv6-addr} | name
peer-name} }

NTP #atHE#Hz T LET,

show ntp trusted-keys

REFEHDNTP DIEFHIN TN F—EFR
Lij—o

show running-config ntp

NTP 1H# &2 F£R L FET,

NTP v a2 V734 5I21%, cear ntpsession 2~ K& L E9,
NTP #EHE#RZ T ET 5121%. cear ntp statistics =~ > F&HH L £,

NTP D% 5E 5l

RIZ, NTP /N7 v FINTRRGEF— 42 Z 3R L CW AR & 72T R 2 L 57 /351 A %5

ETHHERLET,

switch# configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config) # ntp authentication-key 42 md5 aNiceKey
switch (config)# ntp server 192.0.2.105 key 42

switch (config)# ntp trusted-key 42
switch(config)# ntp authenticate

switch (config)# copy running-config startup-config

Riidissasddissasissaatiisasatiiisastissa

switch (config) #

100%

KIZ, LTOHRIKIEEDH A NTP 7 7R T IA—FOHREDH 2= LET,

. NTP DE&E
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« peer DFIFIFIE L,  Tpeer-acl] E\WH T 7 A U A RNOFKMEEMZTIP 7 KL A2 A

SNET,

e serve DFIFIEIE L, Tserve-acl] EWH T 7 E®A URAMOSHEEE-TIP 7 RLAIZHE

MahEd,

« serve-only Dl FEIX, [serve-only-acl] & \W9 727 A UR NOFKRMFEG T IP T R

ZICHH S ET,

» query-only Ol HHIX, [lquery-only-acl] &5 727 &R U R NDFEMEHZTIPT R

A\ZHEHASNET,

switch# configure terminal

switch (config)# ntp peer 10.
switch (config) # ntp peer 10.
switch (config
switch (config
switch (config
switch (config
switch (config
switch (config
switch (config
switch (config
switch (config
switch (config

switch (config-acl)# 10 permit ip host 10.1.1.1
switch (config-acl)# 20 permit ip host 10.8.8.8 any

# ntp peer 10.
# ntp peer 10.
# ntp peer 10.
# ntp peer 10.
# ntp peer 10.
#
#
#
#

SJo 0 WN R

SJo ok WN R
o JdJoUl b WN R

)
)
)
)
)
)
)# ntp peer 10.8.8.
) # ntp access-group peer peer-acl

) # ntp access-group serve serve-acl

) # ntp access-group serve-only serve-only-acl
) # ntp access-group query-only query-only-acl
)

any

switch (config)# ip access-list serve-acl

switch (config-acl)# 10 permit ip host 10.4.4.4 any
switch (config-acl)# 20 permit ip host 10.5.5.5 any
switch (config)# ip access-list serve-only-acl
switch(config-acl)# 10 permit ip host 10.6.6.6 any
switch (config-acl)# 20 permit ip host 10.7.7.7 any
switch (config) # ip access-list query-only-acl
switch (config-acl)# 10 permit ip host 10.2.2.2 any
switch (config-acl)# 20 permit ip host 10.3.3.3 any

N

(
(
(
(
(
(
(
(
(
(
(
switch (config) # ip access-list peer-acl
(
(
(
(
(
(
(
(
(
(
(

GE)

$4®M17w~f@&ﬁﬁﬁéhé%é\m@MEW?ﬁU’%L¢5¢&T®N77F
IR X, BEINT ACL VNV — 7B # T 537 v NOBZRBE X ET, 2o
TiX, LT+ AT LET,

eserve ACL DNEREINTWAIEAS., 794 T b, avibe—L, BIORTTA4X— ]k
7y FORBPUE I I, OTXTORTr Yy MIFERSILET,

e serve-only ACL R E SN TWADEHE, 7 74T 2 F X7y NOBZBUE S, o3~
TORT Yy MIESINET,

BEDOACLBRE SN TWADHE, LTO YT U AT STV DB DNEF ISV E T,

* serve & serve-only D[ 573, match-all 3R AV TWRWE U IP 7 B L ATxE L CHE R
SN TUNT, IP A serve-acl THFAI &AL, serve-only CHEE SN TWAEGE, 7747 b,
avbo—ib, FIAR=F Ty MEIEOIPIH LTS ET,

NTP DE&E .
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ravyy wFx—T% [Cisco Nexus 9000 Series NX-OS Fundamentals
Configuration Guide]

MIB MB®D!')>%

NTP (ZBH1# 9% MIB PR—FENTNDMIBEZRBBLOF T
0— R 5121%, IROURLIZT 7 EALTK
EEW,
ftp:/ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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