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X A= F_N—ZDOFEFEITIE, ROBECET D EEFHELHFIFERH Y £37,

* CiscoNX-0OS U U — % 9.3(3) LAK%, Dotlx IZ Cisco Nexus 9300-GX 77 v h 74— A A v
FTCHR—FINEzT,

(T 0 /T2 LD) A P —EAYT7 bo=T 7Ty X7 L—F (ISSU) AL T

CiscoNexus ¥ J — X A A »F % CiscoNX-OS U U —R 92T v 77 L— KT 5855

IZ. 9 nofeaturedotlx =~ > R&ZfEH LT 802.1x #E N L9, HELAERICTS

12iZ, featuredotlx =~ REMFEH L T A TFRIEEHESEE T,

* CiscoNX-0S U U — 2 9.2(1) LI Tl 802.1X AR— F T~ VT BiFE— RBNAENT D F
a‘ VLAN OEI) YTk, BAIOFRFEEFEAHRA Mkt UiThbhvEd, =2—F 717 vy

IESWTZEDRICHFAI ST —# AR ME, ELGRRES N E RRSnET,

fib\ F77 VLAN NEID Y THENTWARW, R— FTRINCE LSFIEENTZHA X k

E—EHT D VLANFI D Y THARINTWDHZ &AL LET, ZhICEY, A—FT

EFICEGEINTZTXTOR R ME, MEFEIZFE T VLAN A N2 0 £9°, VLAN E D
él‘(@iik i\ Hi*}] ‘—IJ‘LMJJ‘.EéﬂfZ_TX }‘fLU"’GéE Di—a—o

« CiscoNX-0S U U — 2 9.2(3) LK, 802.1X R— h _X— ZFFFILFEX-STB L OE R b A
H—7T7xA A (HIF) &— FTHHR—bFEINFET, IEEES02.1X K — Fh_X— ZZBFED YR —

MI. AP L—FBLEORF a7 AR —A FEX O FIZHH S ET,

* CiscoNexus 9000 > U — X 2 A v FiL, LLFDHDIZON T, 802.1X ZH AR — KL T
FHA,

\}

s hTZ Ty b MARBRTVORRE

« vPC E—

« PVLAN 7R— h

L3 b—7 v R) A—F

e R— kXU T 4

« CTS B LU MACsec AN/ > TV HHR— b,
« LACP " — b F v /L&Al L7z Dotlx,

GE)

Dotlx 1Z, AX¥ T 4 v 7 R— F ¥ a2V R—FLET,

GE)

. 802.1X MELE

VPCAR— FB LI OYR— F ENTWARNTRTOMEETIL, 802.1X
ITIEZNZ Y £,
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¢ CiscoNX-0S Y7 b7 =72 802 1X it a AR — b2 D%, BEFR— b EFZF T,

+CiscoNX-OS V7 b7 =T %, A"—h T RZNVEIETVTA U ¥ —T =4 AT 802.1X
nL‘nJ‘_E%—]j-TP‘ }‘Li'@:/v

*CiscoNX-OS V7 h 7 =71, AR"—F F¥ RO AN R— | Tid 802.1X FBFEA YR —
FLETH, A=k F¥XVAKRTIIHFR—FLEEA,

e AU N—=RN802.1X AICREINTWAEHE, CiscoNX-0S V7 by =T %, A—hk F¥
FIVAUNR=TDY L ITNVERA N B— RORTEEVFR—FLEFA, AL /NF—FTlX
<)LF RA N B— REFBRYFR—FENET,

cBRLIXEATEZ TN A LU NR— R EEERLWVWA LN R— MNIFR— N F¥y L TEETEE
3, 772 L. ?w”)/ﬁ&802.1X75>@%L1§Wm“6t Wi, T _RTO AR R—
FC8R2IX REZEF—IZTHHLENH Y 77,

« 802X WAFZHINC LIZBE, H 7V v "RFIHEEN TS, /{1 —V Xy b f X —
T2 AAEDLAV2ELITLAY3OTXTOBERPENZ /2D T,

» 802.1X XA — R Tl FRRENAKTN L7212 DA STP BPDU NFFrf & vE 9, STP Dk
AEERETAHT-OIC, STP =y PR — FTOH 802X MfEA A 32— TN THZ L &
TLET,

* CiscoNX-OS V7 7 =7 3 802.1X ik a AR — b 5DIE, A—F Frxi, FT7
7. El@FT 78R R= MO —F Xy b A F =T A 2 LT T,

¢ CiscoNX-OSY 7 b = 7%, CTS F£721% MACsec BSREIC DWW TITEMEL ¥ A, ' m—
s3L7 Imac-learn disable] & dotlx F%REIIAR AIZHEAY CTH V. FIFFIZERET D Z L1XT
=FEHA,

* Dotlx |3 IPY — A A — R LUV uRPF BERE & ITAHEICHHBIN TH Y | FRFICRET D 2 &
IXTEEH A, CiscoNexus ¥ U —R A4 v F % CiscoNX-OS U U —2923) (2T v 7
L— FT 58813, CODMEOWTNZENCTE2LENH Y £3,

*CiscoNX-OS V7 h 7 =7k, A=K F¥RxVHND T T A F—T A4 AFETITA
UNRAVE—T A A LTIV IV RA N BE—REFR—FLEHEA,

*CiscoNX-0S V7 b =7 1L, "— b F¥ RNV ETIEIMAC 7 KL AFEFE A /N AEHE &
Y R—FLEFA, R—=FF ¥RV THER—FZINDHE— KL, /LT HKRAE—FET
<7,

¢ CiscoNX-08 ¥ 7 h ¥ = 7%, vPC K— hTO DotlX BLUMCT ZHK— h LEHA,
« A v FDOYvr— KK Dotlx [(XRADIUS 7 ¥ 7 4 > 7 OIEIEEARK L /A,
* CiscoNX-08 V7 b7 = 7%, KD 802.1X 7' 1 k a2 WHLiEKREL AR — R LEH A,

« WEE VLAN 4705 ID ~OD 1 5% D~ v B 7

« Web #F 7]

cHATFTIvT RAAL L TV v UEID KT

802.1X MEXE .
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IPT LT F=—
« 7 A F VLAN
T I T 4 Tty v a rOFRGEERL IZIL, authentication timer inactivity =~ > K%

FERLT, T 7T 47X A ~—%, authentlcatlon timer reauthenticate = ~ > K CiRE I 1L
T-HEPGERIR L 0 b EOWREIRICRE LT,

*NOK-MI2PQ 7 v 7' U v 7 FY a—)L iRh— k TD dotlx DEIRAI2 AN E 72 1T ELML
X, CiscoNexus 9300 7’7 v h 74 —5 AA v FTIETFR—FENTHERA,

o f U H—T 2 A AT dotlx AN/ >TWVWBHR D VLAN T, R L MAC W FE S5
ELEX 2 VT A BB ELET,

* DME %t 7"F v b 7 4 — AT dotlx ZHZNZ LT2IREE T MAC D58 & #2012
H, TT— A vb—YEFERINETA,

* Cisco Nexus U U —29.2(1) TiZ, VLAN A V' F —T =2 Af ATHEIN TR TH, ¥

J47% EAPOL 7 L— AT S, 7 I9A T "DA VF—T oA A THRANILTD L E
KR

 JISTAR— R THEEEN-EF 27 MACIZ, vPCE T CTRIIENE A,

ELT

g

* Cisco NX-0OS U U —2% 9.2(1) LABE, MAC FBFE/NA /XA Cisco Nexus
9300-EX/FX/FX2/FX3/GX TOR AA v FTHHR—FZINTWET,

* Cisco NX-OS U U — & 10.3(2)F LA, MAC #BFE/ A /3R &< /LT 38FEIL, Cisco Nexus
NIK-C9348GC-FXP A A v F ., F7- NIK-X9788TC-FX F X X N9K-X97160YC-EX 7 1
#H— R %4 272 Cisco Nexus 9508 THHR— F I TWET,

« Cisco Nexus N9K-C9348GC-FXP Z A - F 3 L TYNIK-X9788TC-FX 35 JL N N9IK-X97160YC-EX
S A v F1— K& 27~ N9K-C9508 13, dotlx ZfifH L7~k DRE 2 R— N L TWER
/Vo

« dVLAN
« DACL
« FEX-AA
* VXLAN & mac-move
« CoA
« AL E LT MAB DAY AR — &, EAP IV R—FShEHA
e PAR—= NI, H—DT 7 A VLAN 2857 7 £ X R— MIKT 55D TT,

. 802.1X MELE
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802.1X 41+ F 41—+ DACL #H— sz BB EE sEE [

802.1X [ (TERIL—HY DACLYR— FDIEFIE L HIFIE
18

DAL v F T Ty bTH—niF, ZOEEETR—FLTHETS,
* Cisco Nexus 9300-EX 7 v N 74— AA v F
* Cisco Nexus 9300-FX 77 v 7+ —2L AA v F
« Cisco Nexus 9300-FX2 77 v 7 4 —2L AA v F
o —HWH{7ZD DACL X, IPv4TCP, UDP, 3 X WNICMPACL/L—/L &R — F LET A,
IPv6 ACL /L—/LITHAR— K~ LEH A,

« P HALDO DACL L, 4KbARIHOH—D RADIUS IAICHIIR S, ¥R-— b &5 ACE
DEREUT 32 T,

o« ZOMREIZ, AA v T HR— FOEHEACL 2V F— ML TWERA,

« R=FZTLIZ1 DD DACL DHPYR— hENET, A v FRETYR—-r&Ehsd
DACL D AR¥IE, €DAA v FOR— MIEFELTY,

*DACL ¢ # A4+ v 7 VLAN X, R UAR—FTCRIFFIZHFR—FENETA,

«ISE/HDDACL 227 Y OB RA TV AR — F SN TWERFA, TNEFEBTHIZ
I%. clear dotlxinterface ==~ K#&fiH L CLLRIICH#H L7z DACL 2 R— kb2 U7
L. ISENHDOHLWDACLZ#HALES, ik, ZoFR—F EOFTXTDr T4
Ty R TR N T T 4 v 7 OFEREELET,

+ AA FEX — R ® Cisco Nexus 9000 3 U — X A v FiF. = —FHMTD DACL % ¥ H— k
LTCWER AL

« Z—HHNLD DACL ¥, MAB B LUV VFRBIAERA b E— ROZZHR— P LET,

o LD T D Nexus 9000 802.1x #EHE & FkEIZ, = —H 2 L @ DACL IR — ., oF
DBREDOL2 T 7EAR—FTORYR—FZ4, FT727, vPC, "—FF ¥ R EZ
DAL= BLIOY TS v EZ—T oA AT R—FINEHA,

o« 24 v FIZHH E N A MOFTTD Nexus 9000 ACL & [FEEIC, =—H T & D DACL D&
KRHIFRIE 4000 ASCIT X5 T,

e 21— L D DACL HEHED MAC BB 71 7 7 A VT R— R SR TV ER AL

* Cisco NX-0O8 U U —2 10.2(1) LAFE, Z DOEEEIT Cisco Nexus 9300-FX/FX2/EX TOR A A >
FTHR—bFInET,

802.1X D% E
|
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D) TANIBEEDHA LS54 > EHIBEIE
« 7 UT 4 INVERREIX, AR MABY 747 Y hORHEHY R — K L, FEX-AA X VXLAN

RED MR Y TIEIR—-— S EEA,

c RIER TV TAT v b bT 74 v 71T T_RCEHFIEIN 579, authentication event server
dead actionauthorize =~ > R&FIZEMNZTH L, EX=2VT 4 LOIV R IRAETLET,

* CiscoNX-0S U U — & 10.1(2) LARE, BEE 72 FRFEEE T Cisco Nexus 9300-EX/FX/FX2/FX3/GX
TOR AA v FTHAHR—FEINTWET,

*+ CiscoNX-0OS U U — 2 103QQ)F LA, 7 U T ¢ B /VERREHEREIZ. NIK-C9348GC-FXPA A v
F. F£77 NIK-X9788TC-FX I L TR NIK-X97160YC-EX T A  H71— K% 2 7~ Cisco Nexus
9508 A A v F CTHHR—FENTWVET,

8021IX DT 7 A I FERE

WDFEIZ, 802AIX /NT A= DT 7 )V " iRTERLET,

Table 1: 8021IX DT 7+ )L b 135 A —4

INS A—4 T4k
802.1X HHE F 4l —Tn
AAA 802.1X FIF TR BRERL

A B—T A ZAHEND802.1x 7 | T 4 &—T /L (force-authorized)
a2 hagn A Rx—7/ A7 —h

Note ~%i#7)ﬁ/%k@mmx«~xmu
%ﬁbT WHEONT 7 4 v 7 BEZEL
E RN
TE WY 70 FRRRGIE F 4=
HRGEOMME (7)) 3600 £
=Y SNy AN 60F) (CiscoNX-OS T /341 ANY 7Y H v b & ORGERE
DRZWN R L T, FRIRRB A fe T 27040
HEFZA LT U NREHE 307 (CiscoNX-OS 7 /31 A 5 EAP-Request/Identity 77 L—
LT BTV I MDD, BEREFEE
35 £ TOME)
RREEERE 2[5 (Cisco NX-O8 T /31 ANFRIET n ¥ 22 HHT 5 F

TIZ, EAP-Request/Identity 7 L — A % 25{5 3 5 [B1%%)

. 802.1X MELE
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802.1X DEEFE .

NS A—4H T4k

RAN E—FR UV HRA R

Y7V BN FALT T MERM (|30 GRREY— DO OEREZY Y B M2 L—7
% & &, CiscoNX-OS T3 AMY7 Y B v MIEREZH
EETDHIETIC, 37U B bOIRE 5O

WAEY— RN 2 A LT T }\H#Fﬁ 30 (‘&7)7J/]\ZJ)%®}TLTK%WLD£E‘H__/\ UyLr—7
% L&, CiscoNX-08S 7 /3A ARV — N ZRE & FHiRET
HETIZ, =D DOISE % [ ORERH)

=JL =
8021X DX E
Z 2T, 802X BERED R TE HIEIZ DWW TR L £97,
802X DEFETO LR
ZZTiE. 802 IX HRET AT AT OWTCHA L £,
Procedure
ATY 71 802 IX HfEAR A F—T ML E T,

ATFw 2 UE—F RADIUS — "~k ZHELET,
ATYT3 A=V Ry b A F—Tx A ATRIXHEE A X —T NI LET,

802.1X HRED 1 - — T )L 1L

BTV H b TN, ABRFIET DHIIZ, Cisco NX-0OS T /354 A T 802.1X #fEA A % —T )V
T HENRDH Y 9,

Procedure

Command or Action Purpose

X w 71 | configureterminal Jra—sr\L Ay 7 4 Fal—g
Example: T—FEBRLET

switch# configure terminal
switch (config) #

802.1X MEXE .
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Command or Action

Purpose

ATvT2

feature dot1x

Example:

switch (config)# feature dotlx

802.1X #éREZ A X —T M LET, T
T IV N TIIT 4 B—T M5 TV E
T,

ATvT3

exit
Example:

switch (config)# exit
switch#

WEE— FEKTLET,

RATvT4

(Optional) show dot1x

Example:

switch# show dotlx

802 IXMBED AT —FZ A HF R LET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FTar 74 Xal—arvk, AX—
Ty a7 44Xl —g0la
I:O*‘[/ji—g«o

802.1X M AAA FZEFE AKX DERTE

802.1X F&FEIZ U £ — b RADIUS — % T £9, RADIUS ¥— 35 L O RADIUS #—

N TN—THE L,

802.1X FRFEA FIT L E T,

Before you begin

JE— K RADIUS #— X )L —7OL4TE7-137 FLRAZEE L £,

Procedure

F 7 % b AAA AP REIEE LT=H & 12, Cisco NX-0S T34 A%

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—N) a7 4 FXal— g
T— F&EREBELET

ATvT2

. 802.1X MELE

aaa authentication dot1x default group
group-list
Example:

switch (config)# aaa authentication
dotlx default group rad2

802.1X FEREIZf# 9% RADIUS #—
TN—THEELET,
Group-list Bl¥%, A _—2 TSI

=T N—TEDY A NCHERR S ET,
TN—T740%, WOLIITHEELET,
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Command or Action Purpose
¢ radiusRADIUS $— 3D 7' 1 — 3L
TV EFEH L CGRREEI TV ETS,
« named-group : FFEIZ RADIUS $—
NOTa—r v F— Va2 L%
R
ATy 73| exit REE— R TLET,
Example:
switch (config)# exit
switch#
AT 7 4 |(Optional) show radius-server RADIUS —_O#EEF R LET,
Example:
switch# show radius-server
Z 5 7 § | (Optional) show radius-server group RADIUS #— 1 7 L —7 DRk iE % F7
[group-name] LES,
Example:
switch# show radius-server group rad2
R T w 7 6 | (Optional) copy running-config FTar 74 FXal—vark, AY—
startup-config Ty ar T4 Fal—vavica
Example: E—L %7,
switch# copy running-config
startup-config

—Jx ’f Z_GO) 8021X n:L.\nIEo)ﬂ'-T“ﬁl]

A H =T 2 A A LTEITEIND 8RAXBAEEZHIH CTEET, S F—T =4 2D 802.1X iR
SEAT— MI, O EBY T,

BHE&) (Auto)
4V&~7:4XLT\WMXM£%ﬁw LET,
SEHIERE
A E =T 2 A A LD R2IXFRALZ ML L, BALEZITOTIZA X —T =2 A XA EDOT

RXTCOT T 4w EZFHFTLET, \_@ZT“‘ KT 7 L T,
Force-unauthorized

A B—T 2 A A DT RTORNT T 4 v 7 BN LET,

Before you begin

Cisco NX-0S /34 Z T 802 1X ¥EZ AN LE T,

802.1X MEXE .
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Procedure
Command or Action Purpose

A w 71 | configureterminal rsa—r )L a7 4 FX¥al—3a
Example: EF—RFEBLET
switch# configure terminal
switch (config) #

R 72 |interface ethernet slot / port BET DA VA —T oA AEBRL, A
Example: VE—T 2 A AT 4 Fal—3
switch(config) # interface ethernet 2/1 v ' ]\%F’ﬁﬁébiﬁ—o
switch (config-if) #

R 73 |dotlx port-control {auto|force-authorized | ¢ o % — 7 = 4 2™ 802.1X I AT —
| forced-unauthorized} NEEELET, T4 FOREIT
Example: force-authorized T9,
switch(config-if)# dotlx port-control

auto

AT v 74 |exit a7 4 Fal—igr E— REKT
Example: LETS
switch (config)# exit
switch#

AT 75 | (Optional) show dot1x all 802.IX HFEDT R TD AT — X ZFB K
Example: ORERFRELR R LET,
switch# show dotlx all

Z 5w 7 6 | (Optional) show dot1x interface ethernet | ¢ % — 7 = 1 2 802.1X KétED =
slot/ port F— X AR LOREFRE IR LET,
Example:
switch# show dotlx interface ethernet

2/1
R w 77 | (Optional) copy running-config FITar 74 Xal—Tarhk, AX—

startup-config

Example:

switch# copy running-config
startup-config

Ny ary74¥al—g iz
[:o"—'[./gzj—o

A3 —D A RTDA—t 2T 1445 —%5 PAE DYERL FE =1 HIBR

AU B —T 2 A ATR021X A —+k 7 1 /r—% Port Access Entity (PAE) A > A% > A& AERK
FEITAIBRTE £,

. 802.1X MELE
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48— 14 RTOA—t T 1 r—45 PAE DR EEHIE |

\)

GE) F7FNLIFTIE. AV F—T 2 ATRRIX A R —T M LIz & ZIZ, Cisco NX-0S V7
=TIk TA v E—T oA ATE =T 4 7 —ZPAEA VA XV ADMERRENFT,

1R BHHIIZ
802.1X HkER A F—T MIZ L E T,

FIE
ARV EFERERTIVa Y B

A 71 |configureterminal Ja—N)L ary 7 4Xal—ay
%l - T RFEBmLES,

switch# configure terminal
switch (config) #

AFwvF2| ({£E) showdotlxinterfaceethernet | A > % —7 =4 A LD 802.1X DHREA

slot/port SR LET
fl
switch# show dolx interface ethernet
2/1

X 5w = 3 |interface ethernet slot/port BB A A —T oA ABRIR L. A
i - VA —T A AT 4 Fal—3

v E—RERMBLET,

switch (config)# interface ethernet 2/1
switch (config-if) #

AT w 7 4 |[no] dot1x pae authenticator A B —T 2 A ATE— T 4 —H
i - PAE A Y AL U AZERLET, A
switch (config-if)# dotlx pae S =Tz A AND PAE‘4’ VAR AR
authenticator HIERT 5 IZi¥. no A= EH LE7,

G¥) A —t T 4 r—%& PAE

A BF—=T 2 A AT TIC
FAEL TV 25813, dotlx
pae authentication =~ > K
EETLTHOA v F—T =

AR LOREITEREINE
A,
ATw 75| ({E&E) copy running-config FTar 74 Fal—ark, AX—
startup-config Ny ary74¥al—gila
f1 E—-LET

switch (config) # copy running-config
startup-config

802.1X D% E
|
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D) T4 NANEREANZT S

1R BHHEIIZ
«RADIUS DE=X ) T HHMILET,
o« I NL—THNDOFTRTDOY— 373 RADIUS 4 — " ThHHZ L 2R LET,

Flg
AR RERIFTIa Y B
5w 1 |configureterminal rTa—r ) ar7 4 Xal—a
1 T NEBALET,
switch# configure terminal
switch (config) #
2T w2 |radius-server test idle-time minutes Ja—N\iph—NET=F Y T HD
B - RIA—FERRELET, F7 41k
switch(config)# radius-server test @J%"f%ﬂj test, ?771‘/1/ }\@/QZ
idle-time 1 U — Ridtest T9, 74 KL ZA~—
DT 7 v MEIZ 05T, AR
PHIZ 0 ~ 1440 43 CT9°,
GE) RADIUS V— 3D E#EY 72
FToX YT ETHICIE,
TARRVEALA~—IZ0LD
REREETRET DN
b FET, IN—T1HEK
DY — "N DAL, &
Y= XOT A NV EA~—
ZURELET,
XTv 73 |radiusserver deadtime %y VLA S D ¥ D> - 72 RADIUS $—
1 % CiscoNX-OS 7/A ANF = v 7 %
t h ( fig) # radius-server deadtime| ﬁﬁ&)éif@ﬁj\@(%?ﬁffbiﬁ_o 5:
SwW1ltcC conri ius-— " i
i g 7 M 05T, AR EEIE
0 ~ 1440 73 T3,
GE) T REA LE0LY KE
VMEICEREL T, =4V
VI ERAMMILET,
RFw 74 |radius-server host ipv4-addresskey[0 |6 | 3--~-T o RADIUS H#— NH® RADIUS
7] key-value F—ZHEELET, key-value 7 U 7T
4 - THZA K (0) ORI, XA T 655
& (6 X, 14778l (1)

. 802.1X MELE
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ARV FFEREETIVa Yy

E:)

switch (config) # radius-server host
10.105.222.183 key 7 "fewhg"
authentication accounting

XN ERE CTE £, Cisco NX-0S
V7 R =T T, Efrar7 4 ¥=
L—a VIRET DR VT T %
AROFxF—%M oAb LET, T 74
FOERIZZ VT TF AT, &K
T63 LFTT, 7 74/ hTi,

RADIUS F— (I EINFEHA,

GE) generate
type7_encrypted_secret =
~ v R LA
I TICRELTWDY
. 2FBEOFID X ST
A CHATAN LT
SV, FEMIZ OV TIR,
RADIUS % 7213 TACACS+
DIHWE DR E Z B L
TN,

ATvTh

radius-server host ipv4-addresstest
idle-time minutes

&1

switch(config)# radius-server host
10.105.222.183 test idle-time 1

Y—NE=Z A THONNT A—2 %
FERNCHELET, 774V hD2—
YT test, T 74N FO/SRZAT— R
iZtest T, 7A KV HXA~—DF
7 AV MEIX 0T, AR
0 ~ 1440 4y T,

GE) RADIUS Y — 30D & AR 72
F=HF U T EITHITIE,
TARNRVEALA<—IZ0LD
KRERMEZFHET DLEN
HoET,

ATvT6

aaa group server radius group-name
11

switch (config) # aaa group server
radius ISE_2.4
switch (config-radius) #

RADIUS Y— 1 )L —TF Z B L,
D7 N—TFDRADIUS B— 7 )—7
Ay 7 4F¥al—varhITE—RE
BAtG L £9°, group-name 514E. K
127 LF ORI DOFEHFDOAN) 7
T, RPN CFPEIEET,

RADIUS #— 1 7 )L —TFZHI&T 51
X, 2oy FonoBR a2 AL E
7,

802.1X MEXE .
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ARV RFEEIETIa Y B
G¥) F 7 H I RO AT LR
FI7F IV T—TF
(RADIUS) 1FHIFRTE
A,
RFwF71 |server {ipv4-address| ipv6-address | RADIUS #—/ 3%, RADIUS #—/% 2/
hostname} =T DAL= LCHRELET,
11 - FRE L7z RADIUS H— 33 HLDn 5 72
switch (config-radius) # server 75)07”: EA 4. radius-server host =~
10.105.222.183 VREHEHALTCYH—NEHRTEL, 2D
av U REL ) —EIETLET,
AFv 78 |usevrfvrf-name P — TN —TNOH— N & ORI
i 45 VRF 28 E L £,
switch (config-radius) # use-vrf
management
2T w79 |source-interfaceinterface IOFNA ATHEINTWNWET T
Bl - DRADIUS ¥ —/3 7L —T D 7 v —

PIVRIETA Vv F—T oA AR EL

switch (config-radius) #

source-interface mgmt 0 EEjfo
A7y 710 |exit RADIUS #— R Jb—F a7 4 ¥
Bl - L= a v e RERT LET,

switch (config-radius)# exit
switch (config) #

X w711 |authentication event server dead action | RADIUS #— N |ZRZETX R WEES
authorize W2, T _XTCDITI7A4 T Mae@EaLE
i kK

switch(config)# authentication event
server dead action authorize

-t >9—7I4Z®E ﬂﬁn.unIEOD’( 7‘_7\)[/”:

A B =T x4 AD 021X EWFHRFEE A X—T NI L, FiiEe T T 2HELHELE
j—o ﬁﬁﬁﬁ%* Hﬂiﬂ]\/iﬁb“(ﬁmuuﬁ;%/rz\ 7/1/& L/7Lx_7/7|:l\ ﬁmuuﬂz%ff?éﬁfﬁﬁﬁ Z,t7 D‘_/\/l/fﬁ
T HI NRESNET,

)

Note WAET w2 h, TTICRIEESNTWESF T I FDORAT—Z T2 Z T ER A,

. 802.1X MELE
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Before you begin

Cisco NX-0S /354 AT 802 IX #fEZ A R —T7 NIz LE T,

Procedure
Command or Action Purpose

AT w 71 | configureterminal Ja—\)ary 7 4X¥al—3g v
Example: E—RFEBRBLET,
switch# configure terminal
switch (config) #

R T 72 |interface ethernet slot/port BIETHA v E—T = A AEEIRL, A
switch (config) # interface ethernet 2/1 v ' ]\%Bﬁﬁébij—o
switch (config-if) #

R Fw 7 3 |dotlx re-authentication AR —T o AT I TWA YT

Example: UJ1v h OEMFERGEE A 1 — 7\\114’ L
switch (config-if)# dotlx i@— 77 %V b T EN /]iﬂﬁﬁmuu
re-authentication F A4 '—T N TT,

2 7 4 | (Optional) dotlx timeout re-authperiod | FagFEOME (F) @& L7, 7

seconds 7 4V i 3600 BT, ORI 1
Example: ~ 65535 T,
switch (config-if)# dotlx timeout Note AL R—T A Xj:@fj::ﬂ;ﬁ

re-authperiod 3300

E?muﬂE%f/r;F ?f/VGZTfZS
WEIZT, Zoa<wr FiX

Cisco NX-OS 7 /31 2 D)

RIZELET,

ATy 75 |exit ar 74 Xal—vary E—REKT
Example: LETS

switch (config-if)# exit
switch (config) #

A7 7 6 | (Optional) show dot1x all 802 IX HRHED T R TDO AT —H AP X
Example: ORERHRE LR LET,
switch (config)# show dotlx all

R T w 77 | (Optional) copy running-config EITar T4 Xl — gk, AX—
startup-config Py ar7 g Fal—varica
Example: E—LEd,

switch (config)# copy running-config
startup-config

802.1X D% E
|



821X oEEE |
B =s:-s397u7r romza

FRLEHY TV A FOBFEL

&wwmos$ﬂ4xéw@%fuwybit@4y&—7i4X@%fvab%i@?ﬁ
IJAL4 FIIET% iﬁ‘

)

Note [HCRZE ot 2th, T CICHAESNTWAY T U B hDRT—F ZTBEZ T £ A,

Before you begin

Cisco NX-0S T /34 Z T 802 1X ¥EZ HNC LE T,

Procedure

Command or Action Purpose

R v 71 |dotlx re-authenticate [interface slot/port] | Cisco NX-0S /34 A E 7131 v X —

Example: T2 A ALY T Y B FEFRIELE
switch# dotlx re-authenticate interface wg«o
2/1

AR —TTARAD8N2IXBERA AT —DLEE

Cisco NX-OS T/ ADA X —T 2 A AL TERTEXS 80RIXFRIEX A ~—I1, kD LB
D T‘é—o

FHEERA2 M T —

CiscoNX-OS T/3A ANH TV v R EFRFETE WG E. A v T IIFTEDRM T A K
JVREBIZ 720 | %@%ﬁﬁﬁbifoﬁwﬁﬁ&47%@fT?%Fw@ﬁﬁﬂ&ibi
ﬁomﬁﬁ%%Téﬁl BTV RN RAY — RERAE LA N H Y F
fo77jwlib%méwﬁ%ﬂﬁ¢5:kmiof\n~$m@ﬁ%ﬁﬁ%@%?%
. T AN MEL T r— s SVRHEREH 2 A < — OfE T, #iFHIE 1~ 65535 8T,
L— hHIRSZ 17—
thﬁ@ﬁ%¢\#fuwyhm%@ﬁmiﬁénfméEM@meﬂﬁ/%%mﬁ
LET, A—tr7 47 —2iFb— MIRKEEF, FEREICEAI LYY o Rirb D
EM@L&mN&yh%ﬁﬁbiTo?7jwh1io@f\ﬁ BT 4 =T
T® EAPOL-Start /X7 R & LBE L 97, #PHIL 1 ~ 65535 B T7,
LAY ANy MIHTHRA Ja‘-&uwftﬂ'—/\laa‘iwﬁa_k.?47—
FRRET—NIE, LAV ART y REZETLHLERNCAAL v FITBALET, AA v F N
7y PEERIGEHEZETEX WA, CiscoNX-0O8S 7 /31 A LATE DR 721 7 L
72t Ny bEEBELET, T 740 MI 30 TY, &PHIZ 1~ 65535 T,
EAPIGE I L—LIZRT HRA vy F LU T hY FEDBEREZIA Y —
BV J v Mi&. Cisco NX-OS 7 734 A EAP-Request/Identity 7 L — AIZ%F L
EAP-Response/Identity 7 L' — A TISE LE T, Cisco NX-0S 7 /34 AN Z OIRE # %[5 T

. 802.1X MELE
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A3 —T 24 ADIXBFEZ A I —DEE .

X ho 2 E . FTEORM (FEERR) 20 Lok, 7L — A2 BHEELET,
T 7 F N ME30 B TT, fubHiE 1 ~ 65535 BT,
EAPERIL—ALIZHTERA v FEST) A FEIOBEEZ AT —
BV A MiE, BAP R 7 L— A% 55 L7c 2 & % Cisco NX-OS 7 /31 A Zi@% L &
T, A= T 4 = H RO EZETE R oTGA, A= T 4 =X IFFE
OFFM7Z TS L%, 7L —LAZ2FXELET, 7740 ME, 7 v — L FHE(E R
S A= —ODETY, FHIX 1~ 65535 T,
I nactive period timeout
CiscoONX-0S T /34 ANERESNT-HBIC DT> THT 7T 4 7 DOEETHHEHE, timeout
inactivity-period fE1Z, FE7 7 7 ¢ 7 WM ZE LE T, H/ELEEIL 1800 # T4, fED
FRBRERRIOE L 0 /S W2 L 2R T HZHLERH Y 7,

)

Note - D574 /L MEIZ, Vo7 OE@EEMET LEEEE0. BEOY 7Y v B L UGEHEY—
NOEICBEN S DHA 72 L. BRIk T 2 2T HOHEICTETERE L TLIEE
Uy,

Before you begin

Cisco NX-0S T34 2 T 802.1X ¥EZ AN LE T,

Procedure
Command or Action Purpose
ATFvI1 configureterminal Ja—\)arZ4FXal—var
Example: FT— FEIBLET,
switch# configure terminal
switch (config) #
ZFwF2 |interfaceethernet slot/port BET DAL H—T A ABERL

Example: AVE—=T A A AT 4Fal—
varE—REBLET,

switch (config)# interface ethernet
2/1

switch (config-if)

R w73 |(Optional) dotlx timeout quiet-period F—Y T 4 F—E N

seconds EAP-Request/Identity 7 L — A% %
Example: TV B "L DOIRNEEREL, BER
switch(config-if)# dotlx timeout ZHEET D E CTORMZ TR E
quiet-period 25 LET, T74NLMITRTOA

=T o RTRESND T m—rL
B¥ccd, #@iiE 1 ~ 65535 BT,

25w 74 |(Optional)dotlx timeout ratelimit-period | SBZHEIZ R L= F U H o R D
seconds EAPOL-Start /7 > b % G459~ 2 IREH
Example:

802.1X D% E
|
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802.1X DR E

Command or Action Purpose
switch (config-if)# dotlx timeout IO CRE sz—gFo F 7 3L }1@&3:

ratelimit-period 10

0 Cd, #PHIX 1 ~ 65535 0T,

. 8021X

X w 75 |(Optional) dotlx timeout server-timeout |Cisco NX-OS 5 /3A A NERIEH— T
seconds PRIy S IR D RIS 2 R
Example: ERECHRELET, 774/ ME30
switch (config-if)# dotlx timeout T3, &L 1 ~ 65535 BT,
server-timeout 60
ZFw 76 |(Optional) dotlx timeout supp-timeout |Cisco NX-OS /31 A EAP B3k 7
seconds L—AEERET BN, 7 h
Example: RNEAPE R 7 L— AR L TL %
switch(config-if)# dotlx timeout D %EF’%%TE) H%EFIE'EJ %@iﬁzf%&ﬁé L%
supp-timeout 20 T, T 7 A ME30 T, #PHIT 1
~ 65535 T,
R w77 |(Optional) dot1x timeout tx-period FFUB L FMSEAPER 7 L —A%
seconds ZAE LTl EE S AaVBAIC,
Example: EAP B3Rk 7 L — A& HAET DREE
switch (config-if)# dotlx timeout BETRELET, 7740 MIT
tx-period 40 THOA LV HE—T 2 AT EEIND S
2= VT, P 1 ~ 65535
wTd,
X5 w78 |(Optional) dotlx timeout inactivity-period | 2 1« FRIET 7 F ¢ TIREER MR
seconds EOMBMARE LET, B MERE
Example: 1800 F» T,
switch (config-if)# dotlx timeout
inactivity-period 1800
ATvT9 |exit A7 4 X al—TarE— REKT
Example: LET.
switch(config)# exit
switch#
A7 710 |(Optional) show dotlx all 802.1X DR EAF R LET,
Example:
switch# show dotlx all
Z7 v 711 | (Optional) copy running-config FTar74Xal—vark, A
startup-config H— T o Far 7 4 F¥al—gy
Example: WZav—LEd,
switch# copy running-config
startup-config
E
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MAC

FORE/ N INAD A 1~ —

JILE

mac 58/ {21 72— it [

BTV B ORI TWRNA X —T =4 X T, MAC @BFENA /SRR %A R—T LT

TEHLIENTEET,

1a s BRI

Cisco NX-OS 7 /3A AT 802.1X Bfe % A r—7 WM L E T,

FIE
ARV RFEREET7TIVa Y BHY

R 71 |configureterminal Ja—) a7 4 ¥al—3g
1l - E— NEBABLET,
switch# configure terminal
switch (config) #

23w 7 2 |interface ethernet siot/port BEFDA LS —T = AEBR L, A
- VHE—T A AT A Fal—T3
switch(config) # interface ethernet 2/1 i }\%Eﬂﬁébij—o
switch (config-if)

AT 7 3 | dotlx mac-auth-bypass [eap] MAC #BFEASA R A Z A F—T T L E
Bl - o TIHNMINANRADT 48 —T
switch (config-if)# dotlx }1/,6‘3‘0 ea'p&\’_]j_]\,%{%ﬂq L, EfF
mac-auth-bypass T \Z EAP 7%’{%)%'@_6 s D {Z Cisco NX-0S

TNRAAERELET,

ATy 74| exit REE— REKT LET,
i
switch (config-if)# exit
switch (config) #

ATy 75| ({LE) show dotlxall 802 IX HERED T RTDOAT—HX A K
i - ORERFRELRLET,
switch# show dotlx all

ATvT6| ({£E) copy running-config FiTar74X¥al—ark, AX—

startup-config

1

switch (config)# copy running-config
startup-config

Ny a7 s ¥al—vgila
Eo‘_l_/gij—o

802.1X MEXE .



. 7_77}'}1/  dot1.x EREEER n].—tﬁ_ta)nxi MAB

—

T A JL b dotl.x

B H YO

5% 7E - MAB

802.1X D&%

Cisco NX-OS U U — 2 9.3(5) LARETlX, dotlx ISR — N CEZEINDHTRXTORNT 7 4 v 7

1Z. MACEREE/ XA /XA (MAB) |

Lk o THORBALTEET, CiscoNX-0S U U — 2 93(5) k&

DHEITTIE, TXTHO T T 4 v ZIEEHIT EAPOL IZ L » TEREEE L, MAB 12 X B E8EFIT

EAPOL #iftE v > a v NEZ A LT W s LI-HEIC

ZOITOIE LT,

1R BRI

Cisco NX-OS 7734 A2 T MAB HfE % A X —7 /M LET,

FIE
ARV FFEREETIVa Y B#J

R w 71 | configureterminal Jua—\)ary 7 4¥al—gy
Bl T— &M LET,
switch# configure terminal
switch (config) #

R v 7 2 |interface ethernet slot/port A UH—T oA AERIRL, A 04—
- Tz A AT 4Fal—Tg ) T—

S Ly
switch(config)# interface ethernet 2/1 R é"ﬁl‘ﬁﬁu sz’g“’
switch (config-if)

AT 7 3 |dotlx mac-auth-bypass MAC FBFENA NA B A F—T NI L FE
Bl - To TIHNMINANRADT 48 —T
switch(config-if)# dotlx /l/’C“‘ﬁ"O
mac-auth-bypass

AT w 74 |[no] dotlx authentication order mab RADIUS —NR_RCF—HX 57 4 v
15'] . DOFFEIZ®T LT MABA A1 7‘ TN L
switch(config-if)# dotlx authentication iﬁ‘o ZPAZ L FDno ﬁjﬁ%{iﬂ%‘j‘

order mab HE. T 74V N DOFEFESR % EAPOL
WCEHELET,

AT 75| exit a7 4 —vary ' —REKTL
15“ : iﬁ—o
switch (config-if)# exit
switch (config) #

ATv76| ({LE) show dotixall 802 IX HREDT R THORAT —H 2B &

1 -

switch# show dotlx all

Rar 74 F¥alb—a UEREFIRL
i—g—o

. 802.1X MELE
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s4+3v9 7922 YA Lok [

ARV RFEREET7TOVa Y Be

AT 71| ({£E) copy running-config FTar 74 ¥al—vark, AX—
startup-config Ny ar7sF¥Fab—varila
15'] . Eb‘bij‘o
switch (config)# copy running-config
startup-config

LTIV 7IOEX )X FDER

IR B
WOWRBEE R L T 72 &0,

¢ dotIXMABZ ATV "OBEED T 7 4 v 7 7T AZFAEIT Ty 735K 912,
F_XTD ACE TACL 4 (acl-name) ZHANZT B Z A LET, T34 RATHEINT
W5 ACL 4 (acl-name) %, ISE " — ") 55%{59 % acl-name & —EHT 5L RH D F

_aAO
FE
ARV FERET7IV3 Y B
R w 71 |configureterminal Jua—N\)aryZ 4 Xal— g
1 - T— F&EBBLET

switch# configure terminal
switch (config) #

X 7 2 | hardwareaccess-list tcam region ing-dacl | TCAM ¥4 X & HEELE T, HETX
teamsize %I 0 ~ 2147483647 T,

1

switch (config)# hardware access-list
tcam region ing-dacl 256
switch (config) #

A7y 73 |ip accesslist blacklist ERFEHDT Ty 7 VA REREL, &
Bl - E 7z TCAM HA R H2S0 T i
L/iﬁ—o

switch (config)# ip access-1list
creative blacklist

ATvT4| ({EE) showip accesslist REFHDIPT VA U A RNEFRERL
fi =7

switch (config)# ip access-1list
creative blacklistl

802.1X D% E
|



P

B - sstiooacLzs

802.1X DR E

ARV RFERETIVa Y

B8

ATy TH

(f£&) show ip access-list dynamic

1

switch(config)# ip access-1list

creative blacklistl new Ethernetl/l

statistics per-entry

10 permit udp 0000.1b40.£f£f13

0000.0000.0000 any range bootps bootpc
vlian 100 [match=123]

20 permit udp 0000.1b40.££f13

0000.0000.0000 any eq domain vlan 100
[match=456]

30 deny 0000.1b40.££13 0000.0000.0000
any [match=789]

REFBLDIPT IV EA YR RNEFERL
7,

ATvT6

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

FEifrar 74X al—rarr, AX—
Ny a7 ¥alb—vg iz
[:O— Liﬂ_o

21— B4 DACL

1 —

axX A&

CiscoISE—N"Ta—HF T LDODACLEZHETEET, 0%, IFFha—FEBILO=2—
P IN—TNRy NT—=7ZT 78 AT 5 HEEZGRET 572012, ZREHFRY —2328E

TEET

FIE
ARV RFEREET7TIVa Y BHY

R w 71 |configureterminal ra—)ary7 4 Xalb— gy
1 - E— N&RBLES
switch# configure terminal
switch (config) #

R 72 | hardwareaccess-list tcam region ing-dacl | #; > DACL-TCAMVY — 3 » % {ERk
i - T2 X IITAA v F T TCAM Z#E L
switch (config)# hardware access-list EE?TQ
tcam region ing-dacl

AT 73 exit Ay 4 Xal—varE—REKT
15“ : L/i‘g‘o
switch (config)# exit
switch#

ZXF v 74 |reload CiscoNX-OS 73 A% Y — RLZE
i) : iR

. 802.1X MELE
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SUTL AR b E— REREILF ARk E— kOS2 —Tt |

AU RFERETOVa Y

B8

switch# reload

RDEZRY

ISEOT7uay 7 A NSINEZITAT 2 h®ODACL Z%ELFET,

\)

(¥
728,

IP DHEBNL— NV ERE LRNTLIZEN,

ISE ® ACE I21%. T _XTD DACL 7 T4 7 > Mkt U TREBRAI R E S NSRRI BINE N 5

Ty VAN TIAT 2 ME802AX A— MIEER L.

radius access-accept A & — 3 D—H

ELTACLAV-Pair ¥ > —RLET, ZEFELIEACLIZ, FFEDYZ 74T FOKR— b

WA S
DACL D%

*9,
TEITEDOFEANZ DOV T,

[Cisco ID #—

EA T DUERETA R, VY —2R

30l @ T2 2~ OFEICHD [y a— Ra[RE/R ACL DB AFRTET 5] DIHESM

LTL7Zs

Wy,

OO EKRRA N E—FFEETILF RRA N E—KOA4 2—TI)L{E

A =T 2 A A LTIV HEAN T—=RERITIYLFRA R ET— R 32—T T 5

ZEMNTE

jz—;«o

Before you begin

Cisco NX-0OS T /31 AT 802.IX BfEAZ A X —T NIz LET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_L a7 4 F¥al— gy
ET— FEBBLET,

ATvT2

interface ethernet slot/port

Example:

switch (config)# interface ethernet 2/1
switch (config-if)

RETDHDA L HF—T oA AEERNL, A
VH—T 2 AR AT 4 F a2l —F
?/ £ F‘%Fﬁﬁébjﬁj‘o

ATvT3

dot1x host-mode {multi-host | single-host}

Example:

Sy

RELET, 7741
single-host T9~,

WA N ET—FZ
==

802.1X MEXE .



821X oEEE |
B cisconxos 754 To 802X BEOEMIE

Command or Action Purpose
switch (config-if)# dotlx host-mode Note BELEA Vv HE—T oA A
multi-host

C dot1x port-control 1 >~
B —T 2 f AREaI~ R
auto IZRREINTWVWD Z

EERER LTS EIN,

Z 5w 7 4 | dot1x host-mode multi-auth BHEEE— FE2HRTELET, R—
Example: IX. EAPE7ZIEMABDOWT Lhy, F7-
switch (config-if)# dotlx host-mode iﬁﬁjﬁﬂ)fﬁ?%/\%ﬁffﬁ I ;”“”H%§jlf;
multi-auth II] L@%qu:jéﬂij‘o uun \-%E&‘é‘

é L Xy NT—7 TR ADBHIRS
nET,
EAP %7213 MAB O#¥i

AT w75 |exit a7 4 X2l —T gy ET— REKT

Example: LET.

switch (config-if) # exit
switch (config) #

A7 7 6 | (Optional) show dot1x all 802 IX MRED T R THOAT—H 2B &
Example: ORERFRELRLET,
switch# show dotlx all

A 7w 71| (Optional) copy running-config FTar 74 F¥al—vark, AY—
startup-config FP v ar T Fal—vavica
Example: E—LET,

switch(config)# copy running-config
startup-config

Cisco NX-0S 7/\14 X T 802.1X 23D EZH1E

Cisco NX-OS 7 /31 A LD 802.1X BAEA NI CE £, 7 74/ FTIiE, 802X e x
T B L CiscoNX-0S V7 b7 =778 802X sRiF 2 AN L£4, 72721, 802.1X HERE
BN LA, BREIL CiscoNX-OS T34 2 G HIBRINET, CiscoNX-0S V7 hU =
7 ClE, 802.1X DFREZ KD TIT 802.1X k& ERhZ TE £,

\}

Note QU2 IXFRAFZMELNCT D&, RESNTWVWDHR— FF— FIZERARL, TXTDOA ¥ — 7:
A ZADKR— K F— KT 7 4L b D force-authorized (272 VY £, 802.1X ZRIFA# FHOAHF LT
HE. CiscoNX-OS V7 hou=TldA v —T 2 A A LICERELTZA— b £— ]\’Z’@Ebi
9,

. 802.1X MELE
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Before you begin

Cisco NX-08 T /34 2 T 802.1X MéEZ AN L £ 7,

Procedure
Command or Action Purpose
AT w 71 | configureterminal ra—N)ar7 4 Xalb— gy
Example: E— NEBBLES
switch# configure terminal
switch (config) #
A F 7 2 |nodotlx system-auth-control Cisco NX-0S 7 /3 Z [ 802.1X #7iE
Example: AN LET, T 7+ FTIEEIC
switch (config)# no dotlx iﬁ<)“fb\2£7fo
system-auth-control Note Cisco NX-0S ?/\‘/I, Z o
802.1X FRAEZ A ENZT DI
1%, dotlx
system-auth-control =< >~
REfEHLET,
AT v 73| exit REE—FEKTLET,

Example:

switch (config) # exit

switch#

R 7 7 4 | (Optional) show dot1x SO2IXMRED AT — 4 A% KR LET,
Example:
switch# show dotlx

Z v 75 | (Optional) copy running-config FEiTary 74 Xal—valrk, AX—
startup-config N7y ar7sX¥al—yariia
Example: E—LET,
switch# copy running-config
startup-config

802X B4RED T« E— T JL1E

Cisco NX-0OS T34 A LD 821X kEZ T 4 B —T7 T TE £,

8R2.IXET 4 =TT 5L, BEETILITXTORENHBICEESINE T, CiscoNX-0S
V7R =T, 802IXEFHEA RX—T VI L CHELXFETLIHAICHHATE 2885 T = v
TRA Y FEERLET, SR OWTIE, ZHEHOT T v b7 4 — 240 [Cisco NX-0S 3 A
TAEHRETA K] 22 L TLLIEE0,

802.1X D% E
|
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Before you begin

Cisco NX-0S /351 AT 802 IX #fEZ A R —T7 NI LE T,

Procedure

802.1X DR E

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXal—g
T— F&EBREBELET

ATy T2

no feature dot1x

Example:

switch (config)# no feature dotlx

802 1X R T 4 E— T NIC LET,

Caution  802.1X Figfig% 7 ¢ & —7 /b
295 &, 802.1X DT

DBREDHIFRS N ET,

ATvT3

exit
Example:

switch (config)# exit
switch#

g&ﬁ;:{‘*‘ F‘%%@T L/jij*o

ATv74

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FElTar I 4 Fal—ark, AX—
Ny ary74¥al—gila
v—LEd,

8021IX A VA —TJ A REBREDTIAHI ME~AD) Y +

A B —T A AD 802.1X

Before you begin

Cisco NX-0S T /34 2 T 802.1X MéREZ AN L £ 7,

Procedure

REEZT 74NV MECYEY FTHZENTEET,

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—) a7 4 FXal—g
T— F&ERHEBLET,

. 802.1X MELE
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Command or Action Purpose
X 7 2 |interface ethernet dot/port BEF AL LA —T a f ABEIR L. A
Example: VHA—T 2 A AT 4 Fal— g

v E—RERMBLET,

switch (config)# interface ethernet 2/1
switch (config-if)

AT 73 |dotlx default A B =T A AD NIXRELT
Example: 74 MEIZRELET,
switch(config-if)# dotlx default

2T 74 | exit ay 74 F¥al—Tary T— REKT
Example: LET,

switch (config-if)# exit
switch (config) #

A7y 75 | (Optional) show dot1x all S02.IX HHED T R TDOAT —H 2B kL
Example: OREFRE R R LET,
switch (config)# show dotlx all

Z Fw 7 6 | (Optional) copy running-config FITar 74 Xal—vark, AL—
startup-config Ny F ar74¥al—vavica
Example: E—L %7,

switch (config) # copy running-config
startup-config

AVE—TIARTDXA—CoT47—2EHYTIVAY MEDIT L—
LDBRRBDHETE
Yo alrNEAL LT RTBHETIZ, CiscoNX-OS FHRA AN, v H—T 2 A4 A ETH S

Y MCEGEER R ETARKEERAZFRETEET, T 740 MI2ETY, HRh7eHFA
11~ 10 [ET9,

Before you begin

Cisco NX-0OS T /34 A2 T 802.1X #éfEA A 2 — T /WIZ L ¥,

Procedure
Command or Action Purpose
X w 71 | configureterminal Ja—r\ )L a7 4 FX¥al—a
Example: FT— FEIBLET,
switch# configure terminal
switch (config) #

802.1X D% E
|
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Command or Action

Purpose

R w 72 |interface ethernet slot/port
Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

T HA v 5 —7 = A REBIRL, A
VR —T a2 f R AT 4 K2l —a
v E—RERBLET,

R w 73 |dotlx max-req count

Example:

switch(config-if)# dotlx max-req 3

BRFGEER Y NI A B EEH LE
T, T 7 4V MI2EITYE, ARhZe#P
11~ 10 [ET9,

Note WELIEA 2 —T = A A
C dot1x port-control - >
B —T A AFEA~Y LR
Dauto IZRREINTND Z
EEMERLTLSIEIN,

ATy 74| exit A B =T 2 f AT 4 Kol — g
Example: YE—RERTLET,
switch (config)# exit
switch#

R T 75 | (Optional) show dot1x all 802 IX HERED T R THORAT —H AB &
Example: UREHMERTLET,

switch# show dotlx all

(Optional) copy running-config
startup-config

ATvT6

Example:

switch(config)# copy running-config
startup-config

FEifrar 74X al—rarr, AX—
NPy a7 4X¥alb—v g 02
[:O— Liﬁ_o

802.1X

8021X mupJ‘_E@T 7 7 A = T /r

Before you begin

RSO RADIUS 7 Hh O UT 42T DA+ —

XD RADIUS T T T 4 v T A F—

JILiE

TCTEET,

Cisco NX-OS 7 /34 AT 802.1X #fEZ A K —7 T LE T,
Procedure
Command or Action Purpose
R 5w 71 |configureterminal sa—s\ ) a7 4 Xal—ar

Example:

switch# configure terminal
switch (config) #

T— FERIBL £,

. 802.1X MELE



| sz1x oz

821X D AR 7 h o o7 1 v hRoRE [

Command or Action

Purpose

AT 72 |dotlx radius-accounting 802.1X (%95 RADIUS 7 7 T «
Example: VI RAFX—=TMILET, T4 b
switch (config) # dotlx radius-accounting] T?kif?‘4 {Zh—jj/L%ZLiE<)7:b\EEV$3

AT v 73| exit BEE—RFEZKRTLET,

Example:
switch (config)# exit
switch#
AT 7 4 | (Optional) show dot1x 802.1X DFREZ KR L ET,
Example:
switch# show dotlx
R w 75 | (Optional) copy running-config a7 4 Xal—T gk, AX—

startup-config

Example:

switch# copy running-config
startup-config

Ny ary74¥alb—gila
to%[/gzj—o

802IXDAAA T Hho T4 T ARKDETE

802 1X H¥EEIZH T2 AAA T U T 4 v 7 i EA R—T M TEE7,

Before you begin

Cisco NX-0OS T /34 AT 802.1X #fEA A 2 — 7 /LI L ¥,

Procedure

Command or Action

Purpose

ATy 1

configureterminal

Jua—\)L a7 4 Xal—g
FT—RFEBALET

ATvT2

aaa accounting dot1x default group
group-list

021X KT DAAAT h O T 47
A F—TNMILET, T 74 TR
F 4 —T NI TWET,

group-list 51 #1CiE, 7 N—T 4 B A—
AT -7V A MEfRELET, 7
N—THIE, WOLIITHRELET,

s radius : REFHDTXTD
RADIUS #—/

« named-group : X & A DALE D
RADIUS #—/ 7 )L—7%

802.1X MEXE .



B sz xcomzERAY FSAERORE

802.1X DR E

Command or Action

Purpose

2T 73| exit Oy 74X al—Tary T— REKT
LET,
A5 7 4 | (Optional) show aaa accounting AAA T IO UT 4 T DOREEFRRL

£7,

ATvTh

(Optional) copy running-config
startup-config

EfFar 7 4 X2l —ark, AX—
Ny a7 ¥alb—vgi0la
[:o‘_ Lij—o

Example

WIZ, 802 IX MEREZ BN T Al E R L ET,

switch# configure terminal
switch (config)# aaa accounting dotlx default group radius
switch (config)# exit

switch# show aaa accounting

switch# copy running-config startup-config

A3 =14 ATHOBEREAZEKY) LS4 EBIHD

=1 =]

axX A&

Yo alrNEA LT T BHETIZ, CiscoNX-OS FHAA AN, v H—T 2 A4 A ETH S
Y MCHRREER Z H A ET A RKEIEEZRECEET, 7 74/ MI2EBITY, Hih/ek
FAIL 1 ~ 10 B9,

Before you begin

Cisco NX-0OS /34 2T 802.1X #éfEA A % — 7 W LE T,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g v
£ — }“%‘/Fﬂlﬂﬁébij‘o

ATvT2

interface ethernet dot/port

Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

B/ETHA L E—T oA ATBINL, A
VHE—T 2 Af A AT 4 Fal—3
v E—FREBMBLET,

. 802.1X MELE
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Command or Action

Purpose

25+ 7 3 | dotlx max-reauth-req retry-count BRFERATRY T A WA EELE

Example:

3

switch (config-if)# dotlx max-reauth-req

T, T 74V MI2ETY, AR %EH
X1~ 10[ETY,

ATy 74| exit
Example:

switch (config)# exit
switch#

AR —TxAfAAL T 4 Fal—3
vE—RERERTLET,

R 75 | (Optional) show dot1x all

BO2. IX HEED T XRTDH AT —H AB L

Example: OREFMRERRLET,
switch# show dotlx all
Z 7 7 6 | (Optional) copy running-config Frar 74X alb—vark, RAL—

startup-config

Example:

startup-config

switch (config)# copy running-config

N ary74¥al—gila
to%[/gzj—o

802.1X 5% & DR

802.1X T &z FR T 212iT, ROWVTNNDIEEZITVET,

avy kR

Sl

show dot1x

802 IX HEED AT —H A &H KR L E T,

show dot1x all [details| statistics |
summary]

BO2AXMERED T R THOAT — X AR L UREHFREFE
RLUFET,

show dot1x interface ether net slot/port
[details| statistics | summary]

A—HRy b A H—T =2 A ADYOLIXFERED AT —
ZABIOREFHRER T LET,

show running-config dot1x [all]

FITa 7 4 X2 b—3 3 YO 802 1X HERED IR E
EFRRLET,

show startup-config dot1x

AH = T T a7 4 Xalb— 3 HNOD 802.1X
WREORTEERRLET,

hooavwry RO T7 4 —L ROEMICOWTIX, SHEHO7S >y 7 +—20 [Cisco
NX-OStx 2T 4 avwr R U770 2] #2BRBLTLIEEN,

802.1X MEXE .
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VXLAN EVPN @ 802.1X t-7R— k

Z ZTiX. VXLAN EVPN @ 802.1X #¥BE DR E HIEIZOW T L T,

VXLAN EVPN O 802.1X H-7/R— M ZRE9 43 EFI1E & HINEIE

VXLAN EVPN @ 802.1X ¥ — MIT2EEFHELEFNEEZRIRLET,

* Cisco NX-0OS U U — 2% 9.3(7) A& TliL, VXLAN EVPN #£HE? 802.1X 74— k23 Cisco
Nexus 9300-GX 77 v b 7 4 —L A v F THR—-hSNET,

RN TRV A E =T oA AFERIFTR— N FXxRXNVD A NR— R — NI FR— &
NEEA,

« VPC AR— MIVFR—FENEHA,

o« ZOBREDHIED TR — FTiE, 802.1X EF =27 MAC EHD7-HIZ BGP-EVPN =1 |k
o—/L 7 L— L CEMNS L O/ EVPN B2 A LET, FD7-H, Za— L
AR Y =7 Tdotlx mac-move deny] TH->ThH, EVPN Z LW THEITLHZ LILTEE
A,

+ ldotlx mac-move] RY T —NT7 77V v/ RIETRICICREINTWDZ 2R LE
T, /— R CTREDOKRIEIIITHON /W=D, FHERY =R L W 7eWnWGEiE T3
LR WENMER AT HAREERH Y 7,

HEEE—REHFAE—ROR—I 05 Y E— b~ MAC BEIEMEIZZFTESNET, L
725 T, ERE— FRAMNI>TWNTH, MAC BENIFFR SN E T,

sdotlx EAR—F X2V T 4 N—FPEARD VLAN ZHEH L TWD Z L 2R LET,
[ U VLAN Z@ DR — MIEIVETHZ LIETEERA,

¢ Dotlx 1% VLAN {2t L TWARW =8, 2 5D 72 % VLAN TH U MAC Z#fifH+5 2 &
T T FH A, BRI MAC BEIE— R U T, MAC I3 LW VLAN B S
L0, HEESNET,

« AXZT 4 vV MAC £ EF 27 MAC #RIFFICRETHZ LIITEEH A,

¢ R I A J1— F#&#i#k L7= Cisco Nexus 9504 35 J U8 Cisco Nexus 9508 75 » k7 +— .14
AA v FiE, VXLAN TOSNVTFRIEB LI OV T EE AR — L TWERA,

« RADIUS OFAEZEE L VXLAN EVPN IC X W HR—FENTWET,

o Ar—)Ui% T OHELEEFEAER RIS LT 7 4L ME T, 3600 7T,

VXLAN EVPN O 802.1X H7R— + DERTE

ZOFNAETIX, VXLAN EVPN @ 802.1X #&% & LET,

. 802.1X MELE



| so21x 3

)
ax ;&

VXLAN EVPN > 802X # K — oz [}

FE
ARV FERET7IV3 Y By

R Fw 71 |configureterminal Jua—\)ary 7 4 X¥al— gy
Bl - E— FERBLET
switch# configure terminal

AT 72 |featuredotlx 802.1X tfEZ A R —7 NI LET, T
i - XN NTIET 4= NIRRTV E
switch(config)# feature dotlx 7fo

AT 7 3 | dotlx mac-move {permit | deny} deny /3T A — % |3 MAC BEI 245 L
i - F9, permit /X7 XA —X | IMACKE %
switch (config) # dotlx mac-move permit AFATLET

ATw 74| (f£E) showrunning-configdotlx all |802.1X D% EEF R L E7,

1

switch (config)# show running-config
dotlx all

!Command: show running-config dotlx
all

!No configuration change since last
restart

!Time: Thu Sep 20 10:22:58 2018

version 9.2 (2) Bios:version 07.64
feature dotlx

dotlx system-auth-control
dotlx mac-move deny

interface Ethernetl/1
dotlx host-mode multi-auth
dotlx pae authenticator
dotlx port-control auto
no dotlx re-authentication
dotlx max-req 1
dotlx max-reauth-req 2
dotlx timeout quiet-period 60
dotlx timeout re-authperiod 3600
dotlx timeout tx-period 1
dotlx timeout server-timeout 30
dotlx timeout ratelimit-period 0O
dotlx timeout supp-timeout 30
dotlx timeout inactivity-period 0
dotlx mac-auth-bypass

interface Ethernetl/33
dotlx host-mode multi-auth
dotlx pae authenticator
dotlx port-control auto
no dotlx re-authentication
dotlx max-req 1

dotlx max-reauth-req 2

802.1X MEXE .
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ARV RFEREET7TOVa Y ]3]
dotlx timeout quiet-period 60
dotlx timeout re-authperiod 3600
dotlx timeout tx-period 1
dotlx timeout server-timeout 30
dotlx timeout ratelimit-period 0O
dotlx timeout supp-timeout 30
dotlx timeout inactivity-period 0
dotlx mac-auth-bypass

VXLAN EVPNO®) 802.1X B-7/R— kD HEER

VXLAN OFEEFRTO 802 IX VR — FEFRTDHIZIF, ROWTIhDa~wr REAJLE

o

av vk =]

show running-config dot1x all dotlx EITREEZF R LET,

show dot1x all summary AH =T 2 A ADAT—H A% FRLET,
show dot1x TITHNVIIREERRTLET,

show dot1x all AUE—=T 2 ADFMER T LET,

show running-config dotlx all 23 < > F D45l

switch# show running-config dotlx all
!Command: show running-config dotlx all

!No configuration change since last restart
!Time: Thu Sep 20 10:22:58 2018

version 9.2(2) Bios:version 07.64
feature dotlx

dotlx system-auth-control
dotlx mac-move deny

interface Ethernetl/1
dotlx host-mode multi-auth
dotlx pae authenticator
dotlx port-control auto
no dotlx re-authentication
dotlx max-req 1
dotlx max-reauth-req 2
dotlx timeout quiet-period 60
dotlx timeout re-authperiod 3600
dotlx timeout tx-period 1
dotlx timeout server-timeout 30
dotlx timeout ratelimit-period O
dotlx timeout supp-timeout 30
dotlx timeout inactivity-period 0O
dotlx mac-auth-bypass

interface Ethernetl/33
dotlx host-mode multi-auth

. 802.1X MELE
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dotlx pae authenticator

dotlx port-control auto

no dotlx re-authentication

dotlx max-req 1

dotlx max-reauth-req 2

dotlx timeout quiet-period 60
dotlx timeout re-authperiod 3600
dotlx timeout tx-period 1

dotlx timeout server-timeout 30
dotlx timeout ratelimit-period O
dotlx timeout supp-timeout 30
dotlx timeout inactivity-period 0
dotlx mac-auth-bypass

show dot1x all summary 3 < > KDl

switch# show dotlx all summary

Interface PAE Client Status
Ethernetl/1 AUTH none UNAUTHORIZED
Interface PAE Client Status
Ethernetl/33 AUTH 00:16:5A:4C:00:07 AUTHORIZED
00:16:5A:4C:00:06 AUTHORIZED
00:16:5A:4C:00:05 AUTHORIZED
00:16:5A:4C:00:04 AUTHORIZED
switch#
switch# show mac address-table vlan 10
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False, C - ControlPlane MAC, ~ - vsan
VLAN MAC Address Type age Secure NTFY Ports
————————— e e T e et I ettt
* 10 0016.5a4c.0004 secure - T F Ethl/33
* 10 0016.5a4c.0005 secure - T F Ethl/33
* 10 0016.5a4c.0006 secure - T F Ethl/33
* 10 0016.5a4c.0007 secure - T F Ethl/33
switch#
switch# show mac address-table vlan 10 (VPC-PEER)
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False, C - ControlPlane MAC, ~ - vsan
VLAN MAC Address Type age Secure NTFY Ports
————————— B et et
* 10 0016.5a4c.0004 secure - T F vPC Peer-Link
* 10 0016.5a4c.0005 secure - T F vPC Peer-Link
* 10 0016.5a4c.0006 secure - T F vPC Peer-Link
* 10 0016.5a4c.0007 secure - T F vPC Peer-Link
switch#
switch# show mac address-table vlan 10 (RVTEP)
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False, C - ControlPlane MAC, ~ - vsan
VLAN MAC Address Type age Secure NTFY Ports
————————— Bt e e e e e L e e e et
C 10 0016.5a4c.0004 dynamic O F F nvel (67.67.67.67)
C 10 0016.5a4c.0005 dynamic O F F nvel (67.67.67.67)

802.1X D& E
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C 10 0016.5a4c.0006
c 10 0016.5a4c.0007

show dot1x 2 < > KDl

switch# show dotlx
Sysauthcontrol E
Dotlx Protocol Version 2
Mac-Move D

show dotlx all A< > KDl

switch# show dotlx all
Sysauthcontrol E
Dotlx Protocol Version 2
Mac-Move D

Dotlx Info for Ethernetl/1
PAE =
PortControl =
HostMode =
ReAuthentication =
QuietPeriod =
ServerTimeout =
SuppTimeout =
ReAuthPeriod =
ReAuthMax =
MaxReqg =
TxPeriod =
RatelLimitPeriod =
InactivityPeriod =
Mac-Auth-Bypass =

Dotlx Info for Ethernetl/33
PAE =

PortControl =
HostMode =
ReAuthentication =
QuietPeriod =
ServerTimeout =
SuppTimeout =
ReAuthPeriod =
ReAuthMax =

MaxReqg =

TxPeriod =
RatelLimitPeriod =
InactivityPeriod =
Mac-Auth-Bypass =

2T 4 DILFBEEDTERE

WOBNX, 7 VT 1 B IVERRE
ﬁ—o

switch (config)# show dotlx
Sysauthcont
Dotlx Protocol Vers

. 802.1X MELE

dynamic 0 F
dynamic 0 F

nabled

eny

nabled

eny

AUTHENTICATOR

AUTO

MULTI AUTH

Disabled

60

30

30

3600 (Locally configured)
2

o O -

Enabled

AUTHENTICATOR

AUTO

MULTI AUTH

Disabled

60

30

30

3600 (Locally configured)
2

o O - -

Enabled

821X OFE |

nvel (67.67.67.67)
nvel (67.67.67.67)

BERERN AN T2 > TV D E D e Forn T 255 R LTV E

rol Enabled
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Mac-Move Permit
Server-Dead-Action-Authorize Enabled

Server-Dead-Action-Authorize /X7 A — % D&% Enabled D4, 7V T 4 VRIS EEN A
70 F97,

802IXNDE=-HY Y

Cisco NX-OS T34 ZABMEF L TWA 802.IX DT 7T 4 BT 4 12T AMEHERAF T
i—a_o

Before you begin

Cisco NX-0S T34 2T 802.1X ¥hEZ A X — 7 Mz LE T,

Procedure

Command or Action Purpose

R 7w 71 |show dotlx {all | interface ethernet 802.1X MtattEmaRA< L ET,
slot/port} statistics

Example:

switch# show dotlx all statistics

802.1X O =% 5E {51

WIZ, T7E8ABR—RMI8R2IX ZHETAHEZRLET,

feature dotlx

aaa authentication dotlx default group rad2
interface Ethernet2/1

dotlx pae-authenticator

dotlx port-control auto

W, T2 B—FMI 821X ZH/TET HHZRLUET,

feature dotlx

aaa authentication dotlx default group rad2
interface Ethernet2/1

dotlx pae-authenticator

dotlx port-control auto

dotlx host-mode multi-host

)

Note 802 1X FRFENMER TR TDOA X —7 = A AT* LT, dotlx paeauthenticator =~ > N5
J OV dot1x port-control auto =~ > K&V IEL T 7ZEW,

802.1X D% E
|
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B =1 5=y dacLomsEs

2—4H1 ANH71-Y O DACL D&% E

wOFNL, R—FrD 1O THREENTZ2—F T LDDACLEZRLTWET, DACLAEHA S
HE, Tay 7 UARN N7 4y 73RS ILET, DACL-Applied /37 A — & O true D
BE. V94T MIISEND ACLEZE L7y 7 VAN 77347 T,

switch# show dotlx all summary

Interface PAE Client Status

Ethernetl/1 AUTH 36:12:61:51:21:52 AUTHORIZED
36:12:61:51:21:53 AUTHORIZED

switch# show dotlx all details

Supplicant = 36:12:61:51:21:52
Domain = DATA

Auth SM State = AUTHENTICATED
DACL-Applied = False
Supplicant = 36:12:61:51:21:53
Domain = DATA

Auth SM State = AUTHENTICATED
DACL-Applied = True

WIZ, 7y 7 VA RNSNIE N T T 4 v 7 2Fomd 502" LET,

switch# show ip access-list dynamic

IP access list DOT1X Restricted base acl Ethernetl/l new statistics per-entry fragments
deny-all

10 permit udp any 3612.6151.2153 0000.0000.0000 any eg 5555 vlan 100 [match=0]

20 permit udp any 3612.6151.2153 0000.0000.0000 any eq 6666 vlan 100 [match=0]

30 deny ip any 3612.6151.2153 0000.0000.0000 any vlan 100 [match=0]

802.1X IZBH9 4 ENNIEER

Z T, 802.1X OHEEIZET HBEIMERIZOVWTIHIA L E7,

BEEER
BEEIEH TZaTFILEAL L

Cisco NX-OS 7 A &> A% | [CiscoNX-OSLicensing Guidel

a<w R U757 LA

VRFa 7 4 Fal— g

. 802.1X MELE
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R
T4 24 ML

IEEE Std 802.1X- 2004 (IEEE Std [802.1X |EEE Standard for Local and Metropolitan Area
802.1X-2001 DEkETHR) Networ ks Port-Based Network Access Control |

RFC 2284 ['PPP Extensible Authentication Protocol (EAP).]

RFC 3580 ['EEE 802.1X Remote Authentication Dial In User Service

(RADIUS) Usage Guidelines]

802.1X D% E
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