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AA v F BIPBIHAA vF (AL v FA) ICUDP =a—FRA vt —V%EEL, AA v
FANSLDUDP T a—5A 2 %5+ 5 CORMEZRET S Z LT, W& (7 R
Uy 7)) BRI SHET, UDP=a—DREIL, AA( v F A (FEED Cisco AA v F) T
VAR EERTHZ S Lo TH ELET, F8EAA v F 3 Cisco A1 v FOEHE, 1P
SLA Responder [345E L72EEOR— hEFIZUDP 7T —X V7 L2 XELET, v A3 72
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DS DT R4 T IP SLA Responder i ET 5 Z LIXTE EH A,

T R MYy BIERE A HIE L. Cisco 3 XX Cisco LA D T /34 AT ~DEEH %5 T A
FT5Z LIk T, BRI UT A ANRT T r— g CEELZMED h 5 7L
Va—T 4 T EITOBIC, UDP = a—@EDRERN/KIISZ ENH Y 9,
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CE)  ROBEBNL, 7Ty b T —bIN—Ro T A FICL o TRRDGELENH £, IPACL
B LN CoPP DFEDFEMIZ-OUVTIL,  [Cisco Nexus 9000 Series NX-OS Security Configuration
Guide] ZZHL T 7EE W,

ip access-list acl-sla-allow
10 remark ### ALLOW SLA control packets from 1.1.1.0/24
20 permit udp 1.1.1.0/24 any eq 1967
30 remark ### ALLOW SLA data packets from 1.1.1.0/24 using ports 6500-7000
40 permit udp 1.1.1.0/24 any range 6500 7000

class-map type control-plane match-any copp-ipsla
match access—-group name acl-sla-allow

policy-map type control-plane Custom-copp-policy-strict
class copp-ipsla insert-before Custom-copp-class-12-default
police cir 1500 kbps

control-plane
service-policy input Custom-copp-policy-strict

switch# show policy-map interface control-plane | be copp-ipsla
class-map copp-ipsla (match-any)
match access-group name acl-sla-allow
set cos 7
police cir 1500 kbps , bc 32000 bytes
module 1
transmitted 0 bytes;
dropped 0 bytes;

class-map Custom-copp-class-12-default (match-any)
match access-group name Custom-copp-acl-mac-undesirable
set cos 0
police cir 400 kbps , bc 32000 bytes
module 1
transmitted 0 bytes;
dropped 0 bytes;

class-map class-default (match-any)
set cos O
police cir 400 kbps , bc 32000 bytes
module 1
transmitted 122 bytes;
dropped 0 bytes;

Netstack R— ~EE D —EK

IPSLA X, 2— ANV DFy hAK v 7 K— MGFHANOR— NOAREZITFANET, 7r—7
DORETHEHINDEE LA — b &R — ML, SLAEEME SLA L AR X THHR—
F &3 TV D netstack R— b & —FH L TWARLERH Y F£97,

PHIONR = 3 b 8—2 5 2 93(1) LI D/ X— 5 2 ISSU 2 FE4 73 55815, SSHAR—
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AV T 74 bDR— ~EEE

9.3(1) Kstack = — /L AR — M (15001 ~ 58000)
Netstack = — 77/l "— R#iH (58001 ~
63535)
nat R — h#iPH (63536 ~ 65535)

9.3(2) Kstack = — /L A8 — hiPH (15001 ~ 58000)

Netstack =@ — /L R— M (58001 ~
63535)

nat IN— h&IFH (63536 ~ 65535)

9.3(3) LARKE

Kstack 7 — /L AR — h&iFH (15001 ~ 58000)

Netstack @ — B /L R— NP (58001 ~
60535)

nat 7~ — h#iIFH (60536 - 65535)

show socketslocal-port-range =~ > K& fEH T 2~ 2 RiL, EEM0SZM O R — K EiFH

ZFRRLET,

PLUFIE. netstack &~ — M % R~ T B4 T,

switch# show sockets local-port-range

Kstack local port range (15001 - 22002)
Netstack local port range (22003 - 65535)

85T /N1 X T IP SLA Responder D% E

5R 8D BRI

IP SLA Responder T 25515, B M E LTHEMRT 2Ry NU—F2 7 T4 ARV A
ATNAATHY, TEOTNARIHKY NT—T 5N L TR TELI AR LET,

FlIEDHE
1. enable
2. configureterminal
3. featuredaresponder
4. RONTNNEFETLET,

* ip daresponder
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switch (config)# ip sla responder

« ip slaresponder udp-echo ipaddressip-address port port

i -
switch (config)# ip sla responder udp-echo ipaddress 172.29.139.132 port 5000
5. exit
FIED %
ARV RFERRETI Y B
AT w1 |enable FFHE EXEC £ — R& A 2 —7 /W LET
i) : Tu o IRRERENTZL, XRAT—=REANLE

switch> enable

B

Z 5w 2 | configureterminal Jua—N)Lary7 4 Xalb— gy E— NeBth
1 - LETS
switch# configure terminal
R 7w 7 3 |featureslaresponder IP SLA O L AR ZHEREZ A L E T,
1 -
switch(config)# feature sla responder
ATY TR I RONT N EFILTLET, -
« ip slaresponder « EETL D ORIE A »&— 125 LT, Cisco
Bl - T 734 AZE1F 5 IP SLA Responder HHE 2 —KF
' BICHEMZ L ET,
switch (config)# ip sla responder
. . . « FEILTT 1 b A LN EY TH D5 A IO
« ip daresponder udp-echo ipaddress ip-address
;)port poﬁp udp-echolp 'P BUHTE, —0a<y Rk, 20T KL
A% XL OV — b T IP SLA Responder #§4E % 7K #5t
fAi MINZHZIZ LET,
et e I e VR D
AT v 75| exit Ju—rb ar7 4 FXalb—ary T—FEKT
i - L. HHE EXEC E— RIZRY £,
switch (config)# exit
- EE_ ——0 N _}1,r‘1
EETT/NA ATHDEKRXUDP TO—FHEDER

Z 2T, FEILTOREA UDP = = —@fEE R 5 FiEIC OV TR L £7,

IP SLAUDP T J—EEDERTE .



IPSLAUDP Ta1—8#kiE |
B z=x7 1 2cofRuor Ta—BHE0RE

\)

CE)  FZ v EAERT2HM, E723ROEEZBMT 5 HAT, IP SLA BRI TR L &V VE
FELBOG N Y H—2BMT 21203, TFHRLEVEE=2Y 7 ORE] ODEEZZRL T
STEEW,

1R8O BRI

IP SLA Responder #ffl92BE81%. DX 27 B4+ 2E1C (56585 /3 A TO IP SLA
Responder D% E] DHEAESL T 2SN,

FIEDHE
1. enable
2. configureterminal
3. ip da operation-number
4. udp-echo {destination-ip-address | destination-hostname} destination-port [source-ip {ip-address
| hostname} sourceport port-number] [control {enable| disable}]
5. (&) frequency seconds
6. (LE) end
FIED ¥
OV RFERET7TIV3 Y B
AT w71 |enable it EXEC E— RZ AT L ET
fi Ta T EREFERINTEH, RNAT—REANILE
switch> enable 9,
R 72 |configureterminal Ja—x) a7 4 Xl — gy F— NE2Bts
1 - LETS
switch# configure terminal
R T 73 |ip sla operation-number IP SLA BIEDRREA B L, IPSLA 7 ¥ =2

15“ . V—Va v E— F‘&:%?‘? Li‘a‘o

switch(config)# ip sla 10

R+ = 4 | udp-echo {destination-ip-address | destination-hostname} | UDP — = —&{E%& E# L. IPSLAUDP 2> 7 4 X =
destination-port [source-ip {ip-address | hostname} L—3 gy B— FEBBLEST,

sourceport port-number] [control {enable| disable}]
EEILAA v TF X —F Y b AL v F O TIP

K SLA fil#fl 7" v b 2L & Bz 585 D, control

switch (config-ip-sla)# udp-echo 172.29.139.134 . T e IS Y PN

Shot disable ¥ — 7V — RO AE LR EFEH L E T,
ATy 75| ({EE) frequency seconds FEE L7 IPSLAEMEA M IR MR A2 E L £ 7,

1
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RETRFNARTOA T2y 185 2—5 &AL P Ta—BfoRE [

ARV RFERET IV 3

v =)

switch (config-ip-sla-udp) # frequency 30

ATvT6

(EE) end
1

switch (config-ip-sla-udp)# end

HrME EXEC E— RIZEREY 97,

— —

FEIETT/INM AT
UDP T aO—HE®D

ZITHEH. BETTAAATH TV ary NI A—=F &AL CUDP = a—@fE2 k455

FIEDOHE

Bz oW TER

\}

DAToarNSA—a%ZFRALT-

axX AE

L ET,

GE) Ty

AR 2 AR, EIROEEAZBAT D HEYT, IP SLA BIEIZ TR L & VW ME

SRS N =% BT 5%, [PHELEWVVET=Z) V7 ORE] OEEZZE LT
<&V,

1R BRI

Z OEIYET IP SLA Responder 2 H L TV 5356, FE5E7T 731 A T Responder & 5% &9 5 ok

NV ET,

enable

[Befse a7 /34 A2 TD IP SLA Responder DR ] B L T ZEW,

1

2. configureterminal

3. ip sla operation-number

4 udp-echo {destination-ip-address | destination-hostname} destination-port [source-ip {ip-address
| hostname} sourceport port-number] [control {enable| disable}]

5 (EE)
6. (EE)
7 (EE)
8 (EE)
9. (=9
10. ((£&)
1. (EE)
12. ((£E)
13. (EE)
14. (EE)
15. (£E)

history buckets-kept size

data-pattern hex-pattern

history distributions-of-statistics-kept size

history enhanced [interval seconds] [buckets number-of-buckets]
history filter {none| all | over Threshold | failures}
frequency seconds

history hour s-of-statistics-kept hours

history lives-kept lives

owner owner-id

request-data-size bytes

history statistics-distribution-interval milliseconds
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IP SLAUDP T —E#5 D&% |

16. (L&) tagtext
17. (f£%&) threshold milliseconds
18. (f£%&) timeout milliseconds
19. (&) tosnumber
20. (L&) verify-data
21.  exit
FED FH
ARV EFEREFT7IVa Y By
ATwv 71 |enable FiHE EXEC E— FZHC L E T,
i - Tl IRERINTZL, NAT—REASLE
switch> enable 7,
RFw 72 |configureterminal ra—)ar7Z4Xal—ay ET— N2
1 - LET.
switch# configure terminal
RTw 73 |ipsaoperation-number IP SLA Bi{EDOREZIAMG L, IPSLA =7 f F =2
1 L—yary B—RIBITLET,
switch(config)# ip sla 10
X Fw 74 |udp-echo {destination-ip-address| destination-hostname} | Upp — = —&i{E% 3% L. IPSLAUDP = 7 ¢
destination-port [source-ip {ip-address | hostname} F¥al—igy E— FEMMBLEST,
sourceport port-number] [control {enable| disable}] - )
' EEILAAL v TF X —F v b AL v F O STIP
Bl - SLAHIEIZ = | = L % 8302+ B A D %, control
switch (config-ip-sla)# udp-echo 172.29.139.134 . T e 1S Y PN
000 disable ¥ — VU — FOHALAEDEEMHEHAL £,
ATy 75 (f£:&) history buckets-kept size IPSLABMED T A 7 X A LPICIRFFT DRI A7 >
_ FMEAERELET,
i
switch(config-ip-sla-udp)# history buckets-kept
25
ATvT6 (f£#&) data-pattern hex-pattern T —HARDOT A D722 IP SLA BifED T — 4
_ WNE—HfEELET,
i
switch (config-ip-sla-udp)# data-pattern
ATvT1 (f£E) history distributions-of-statistics-kept size | IP SLA Eh{EHIZ7R v 7 BN CHREFT 2 HRHER D
i - BEE AR ELET,
switch(config-ip-sla-udp)# history
distributionsof- statistics-kept 5
ATv78 (f£&) history enhanced [interval seconds] [buckets | IP SLA Eh{E(Zxi4 2 nsREEINE = A2 L7,

number-of-buckets]
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RETRFNARTOA T2y 185 2—5 &AL P Ta—BfoRE [

ARV FFEREETIVa Yy

E:)

1 :

switch (config-ip-sla-udp)# history enhanced
interval 900 buckets 100

ATvT9 (f£&) history filter {none|all |overThreshold | |IP SLA BIEDBRET — 7 /LKA T D IEHD X A
failures} TEERLET,
i -
switch (config-ip-sla-udp)# history filter
failures

ATy 710 | (f£&) frequency seconds FEE L7 IP SLA EifEA MY KRR ZHEL E
i - ke
switch (config-ip-sla-udp)# frequency 30

ATy 71 | (f£&) history hours-of-statistics-kept hours IP SLA EMEDHGEHEH 2 RFFT 2 I A 3R E L
1 - ES K
switch (config-ip-sla-udp)# history
hours-ofstatistics- kept 4

ATwF12 | ((EE) history lives-kept lives IP SLA BWEDJEIET — 7 WAk T 5 T 1 7 5%
5l - AELET,
switch (config-ip-sla-udp)# history lives-kept 5

ATv 713 | (L&) owner owner-id IP SLA IEDfEi S x> N — 7 FH T 1 hajL
- (SNMP) P& ZREL £ T,
switch(config-ip-sla-udp)# owner admin

ATy | ((LE) request-data-size bytes IP SLA BIED R v DA n— FIZBIT 5
1 - Tuhan F—g A RERELET,
switch (config-ip-sla-udp)# request-data-size 64

ATy 715 | (fE&) history statistics-distribution-interval IP SLA BE CTHERF§ 2 B HE OB MR A 5%
milliseconds ELET,
i -
switch (config-ip-sla-udp)# history statistics
distribution- interval 10

ATv716 | ((£E) tagtext IP SLA B)i{ED 2 —HF —F57E ID Z{ER L £7°,
11
switch(config-ip-sla-udp)# tag TelnetPollServerl

ATw 17 | ({£E) threshold milliseconds IP SLA BifEIC L > TR &N DS X v hU—7 =

1 -

switch(config-ip-sla-udp)# threshold 10000

50 2 IR R 57200 ERL & Wi
RELET,
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ARV RFERETI3Y EL:Y

ATy 718 | ({E) timeout milliseconds IP SLA B/ENRZ DELR N7 v b DIRE 215
1 - + SR 2 RE LT
switch (config-ip-sla-udp)# timeout 10000

ATv 719 | ({EE) tosnumber IPv4 1y N U —2ZIZBRY | IP SLA EfED IPv4 ~
i - =D ToS A FaERLET,
switch(config-ip-sla-jitter)# tos 160

ATV 72 | (£E) verify-data IP SLA BERKIGE /7 v MK LT — 2 filE
Bl - DEELZTF =y 7T 5K LET,
switch(config-ip-sla-udp)# verify-data

ATy T2 |exit UDPay 7 4 Fal— a7 E—REKT L,
Bl - sa— ) ar7 4 Xal—vary E—KIREY

iﬁ‘o

switch (config-ip-sla-udp)# exit

IPSLABIED RS a—1) 25

ZZTIE. IPSLA BER A Y 2 — 3 B HIEIZHOWTEB L9,

1R BEIIC
Y
GE) c ATV a— N ENHTNTOIPSLA BIfENT TICRESNTWARENH Y 4,
cHHEENMEI N —T TRV 2a— L ENTT X TOMEOHEMNFE U TRiThEe 4
Ao

BEEMES N—TIZBMEND 1| DU EOBEID FHED Y A ML, o~ () 250D
R 125 CFRICHIR S E 9,

Je

Ev bk < IPSLABEMENEIT SN TE LT, Met2AER L TWRWGAIL, verify-data =~ K%
FEORERIZEIM LT (IPSLARERLE— RCTRE) . 74 MRE2 AN LET, A 11—
TR D L BEEOIEDRIEE L TWRWLE I DR F = v 7 SNET, @i OEE
FelZverify-data=z~ > REfERT 5 & ABERF— =~y RPN LHOTHEREL T
W,

«debugipdatrace =~ > F&fE/ L. F XL debugipslaerror =~ Fid, IP SLA #)fEIC
BT OO NI TNy a—T 4 o T ETHODa<x s FTT,
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| 1PSLAUDP T o—EntEDEE
pstagtenzsra—y>y |

FIEDHE
1. enable
2. configureterminal
3. ROWTNLEFEITLET,
» ip sla schedule operation-number [life forever {| seconds}] [starttime {hh: mm[: ss] [month
day | day month] | pending | now | after hh : mm: ss}] [ageout seconds] [recurring]
1 -
ip sla schedule operation-number [life {forever | seconds}] [starttime {hh :
mm[: ss] [month day | day month] | pending | now | after hh : mm : ss}] [ageout
seconds] [recurring]

* ip sla group schedule group-operation-number operation-id-numbers schedule-period
schedule-period-range [ageout seconds] [frequency group-operation-frequency] [life{forever
| seconds} ] [starttime{ hh:mm[:ss] [month day | day month] | pending | now | after hh:mm:ss}]
i -

switch (config)# ip sla group schedule 1 3,4,6-9
4. exit
5. show ip slagroup schedule
6. show ip sla configuration
FIED FHH
ARV FFERET7TIVa Y B#
AT w71 |enable FiHE EXEC E— FE AR L E T,
fi Tuar T IRERINTEH, NAT—REANLE
switch> enable 9,
AT 72 |configureterminal Jua—sryar7 4 Xalb— gy T— Ralh
15“ : L/i‘g—o

switch# configure terminal

ATV T3 RONTINEFEITLET, -
« ip sla schedule operation-number [life forever { | « &% @ IP SLA BIfEDSGE D H

seconds} | [starttime {hh: mm[: ss] [month day | day

month] | pending | now | after hh: mm: ss}] [ageout fEl %« DIPSLABMED A 2= ) T I8T A —

Ut
seconds] [recurring] ZhaRELET,
i HBEEENER TV 2 —TF DHBEDR
ip sla schedule operation-number [life X’?—:/:L‘_‘U ‘/73“5 IP SLA @Jﬁfﬁ\/l/—7‘y
{forever | seconds}] [starttime {hh : mm[: - o Jehe S N
ss] [month day | day month] | pending | now %Ht@ﬂ?%ﬁ@$&%ﬁ H avs :/74
| after hh : mm : ss}] [ageout seconds] Xal— gy E— FT?EEL&?‘*O
[recurring]

* ip sla group schedule group-operation-number
operation-id-numbers schedule-period

IP SLAUDP T J—EEDERTE .
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ARV RFERFTIVaY =)

schedule-period-range [ageout seconds] [frequency
group-operation-frequency] [life{forever | seconds} ]

[starttime{ hh:mm[:ss] [month day | day month] |
pending | now | after hh:mm:ss}]
1
switch (config)# ip sla group schedule 1
3,4,6-9
ATy 74 |exit ke EXEC £ — FIZED £,
1
switch (config)# exit
AT 75 |showip slagroup schedule (fEE) IPSLA V' V—F A o — L OF A %
15“ : /j——\‘ ]\/i—é‘o
switch# show ip sla group schedule
R w 76 | show ip da configuration (T3) IPSLA REDFEMAFR S LET,

1 -

switch# show ip sla configuration

UDP T O—

RDBRY

N7 o TRAEKT D EM, EENOBELRGYT D BAIT, BITEIC TR L S WESRIE &
J& MU T—=Z2BMT51ZiE, TFHHLEWEE=2Y 7 ORE] OHEZzZRL TS
Wy,

IP SLA Bi{EDOFERZF R L, NEZMERT 521X, showip dadtatistics 2~ > R&EHH L &
To BFATT DN, 2=V AR T4 Falb—al T A /VHEESNLTWVD 2 & & HEd
LTS, $—ER LA RE OGS 57 1 = KON ZHRT B & F—F
A A NY 7 BIHFERENTH L0 E 5 a2 %I 6 E T,

) {F D& A

PLIFIZ, 727252k S, BmHIBRIZFEITEINS UDP =2 — D IPSLA Bi{EX A 7 &2/ 5
FlZRLET,

ip sla 5

udp-echo 172.29.139.134 5000

frequency 30

request-data-size 160

tos 128

timeout 1000

tag FLL-RO

ip sla schedule 5 life forever start-time now
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