XMLEHEA Z2—T 24X

« XML EBIA X —T 2 A AZHOWNT (1 8—Y)

« XML & A L H—T = A AD T A & A on page 3

« XML BHA L Z —7 = A R EAHT 572D OHiHR-SAF:, on page 3
« XML BHA > X —7 = A A %&{H [, on page 3

« T IVXML AV AH L AZET HIEHR (18 2—)

o ZDOMDOBZFEEL on page 25

XMLEHEA VF3—TJ x4 RIZDWT

XMLEEAS VA —TJ 14 RZDOLVTODIEFR

NETCONF L 1 ¥

XML EH A v H—T =2 ZAZHH L TT A AZHRTE £, A% —7 A AL XML
NR—=ADFy T —=I#E 71 k=2 (NETCONF) Z AL ET, Zhicky, 534 2%
FHL, AP —Tx2A AN LTXMLEHY =L EIZ7 v 7 I AE@BETEET,
NETCONF @ CiscoNX-OS HATiX, T XA AL D@EEICEF =27 =/ (SSH) Bty a v
EHEHTAMLENH D 7,

NETCONF (X, VE— bk 7By —U% a2—/L (RPC) A vE—TWICT /A AEREFREZE D
% Z LINT& D XMLSchema (XSD) #fH L TEASNET, RPC A vE—YHAND, T3
A RZFLTSH T a~vr ROF A 7IZ—59 % NETCONF#/ED 1 D% &R L £9°, NETCONF
EEHALT, N4 ATCLIa~vy RO® v MaREFHETE £9, NETCONF Off FIZ o0
TiX. NETCONF XML A > A% > ADAERK, on page 7 & RFC 4741 #&M L T 72 &0,

SSH %4 L 7= NETCONF Of# JHDOFEMIZ DWW TCiL, RFC 4742 25 L T2 &0,
TR a it RO Ny 7 THERENTHET,

W®DF —7 LI NETCONF L' A ¥ DY A K TY :

XMLEEAS V2 —T /(4R .


http://tools.ietf.org/html/rfc4741
http://tools.ietf.org/html/rfc4742
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. SSH xmlagent

Table 1: NETCONF L 1 ¥

L1y !l

KNI AR—bF 7a ban SSHv2

RPC RPC. RPC-reply
R get-config, edit-config
arruY

show ¥ 7213 configuration =< > N

PAFiX. 4 2@ NETCONF L A ¥ DA T4,
eSSHET v AR—FFa bha)l: 77347 kY —_—[HORSbEm 242k U E 9,

eRPCH 7V : VI ZAREZMNLOWHEa~ R, FIUIHIET D XML — 3035 O JRE %
BALET,

« NETCONF #/E# 7 : fEpka~y FOX A Th R LET,
KN T 7 A — T DHERED XML REBLZ R L E T,

SSH xmlagent

TNA A YT R =T, SSH/N—Y 3> 2 #4 L72 NETCONF % %7K — k3% xmlagent &
MEEN D SSH h— B R &4k L £47,

)

Note  xmlagent " —t A%, CiscoNX-0S V7 b7 =7 TiE XML H— LB En £,

NETCONF over SSH (%, 7 7 A4 7> b & XML % —3[{D hello A v — DN HIEE D F
To WRHDOKZEDY,, 7 74T MEXMLERZIXF L, = NIXMLIGE THRELE T,
IIAT v e —NE, LFV—F U ASTEREIEEEZKR T LET, ZOXTFr—F A
L XML TIXETIERWZD, 7747 eV —NF A v =R T T 50 % fif IR
TX, BEORMHREEINET,

EHTE 2 XML A v AX L AR TERT D XML A F—~< 122\ Cld, NETCONF XML
VAL ADVERK, onpage 7 TRt STV ET,
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MLEES L 8—T 14 2051t 2EH [

XMLEEA VA—TJ A ADSA U RAEH

R A REH

Cisco NX-OS XMLE#A L Z—T 2 —R|TIT T4 B AT
VEHY FHEAL, TABVA RN Fr—JI0E
FNTW2RWEEREIL Cisxo NX-0S DA A —
WA PranTiy, ot Ez 7,
NX-08 7 A & v 2 HFROFEMIC OV TIE,
['Cisco NX-OSLicensing Guide] %z L T<
ZEWY,

XMLEBEA V23— A REERT 5=-HDRIHEEH

XML EHA VX —T = AEFEHT DI, ROFIHEERERH Y £,
« 77 A7 FNPCIZSSHV2 A VA M—/LT BNMENH D T,

7 A7 > b PCIZNETCONF over SSH ## 4~ — h9 2% XML F#HY — /L% A A h—)L
TAHLERDY 7,

e TONA AD XML H—RNCHEY AT a VERETAVLERH Y £,

XMLEEA V3 —T x4 XAE&ER

ORI a T, XMLEHA VX —T7 oA A FEVCHRLL TR 2 HIEICOWTEL
HLET,

A\

Note S A 2DF 74/ FBRETCXMLEBA L ¥ —T oA 2AEHHALET,

CLIICKDSSHE LU XMLY—/I—F T 3 > DERK

F 7 4V hTSSH — =0 FI > CWEd, SSH 2T 28815, 7 I9A4 7 b
PC TSSH v a BB ARNCAEDCTAMNERH D 9,

XML Y — =7 g R LT, Ry a v OBET 7T 47 2y a DX A A
TURNEHETEET, XML RK¥ 2 A2 PORIEZANCL T, XMLty a2 T35
ZEHLTEET,
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B cuicszssHBsLBMLY— 13—+ T 3 Lo

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy F1

ATvT8

ATvT9

ATv 710

\)

Note XML HF— 24 L7 NIT 2T 47 £oar P clics £,

SSH DR DFEMNZ DWW TIL, ZHEHADTZ v b7 4 —A D CiscoNX-0S ¥ = U 7 ¢ HERLA
A FEZRL T EEN,

XML 2= ROFEHZOWTCIE, ZHEADT T v b7 4 —2® CiscoNX-0S VAT A <R
AV NERRHTA RESRLTIIEEN,

Jo— ) ary7 4 FXal—ary E— REBBLET,

configureterminal

(A7 ay) XMLY—A_"—#lEBLOT7T 7T 4 7 XML Y —_—t v g BT AEREZFTFLE
T, avr FHEAOTEy Y a VBB LEHERTEET,

show xml server status
ESNEY—R"— kv arDXML R¥a Ay NefiE L1,
xml server validate all
FBELEXMLY— "ty g 28T LET,
xml server terminate session

(A7vay) F—2ARTEDHLIICSSH B—"—ZEHHICLET,
no feature ssh

SSH =N X2—T NI LET, (FT74V FTEHEADZR>THET, )
feature ssh

(A7 ayv) SSHY—"N—DARAT—H A5 FRLET,

show ssh server

HRENA XML F—_N—Dt v a VEERELET,

xml server max-session sessions

BN HHIX 1 ~8 T9, 7 7 4/V MEIL 8 TT,

XML ¥— 38—ty a U ERRTT D ETICHET 2B EEL £ 7,
xml server timeout seconds

AL 1~1200 T, T 7 4V ML 1200 B TT,

(A7 ay) XMLY—R—REBLIOT 7T 47 XMLV —_— o g AT IHEREZFETFLE
T

show xml server status
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ATYvIN  (EE) FT7ar 74 X2l —val 2 A — T v ary7 4 Xalb—ya VITRIELET,

copy running-config startup-config

Example
KOFNE, CLI 2@ LT SSH & XML Hh— = A7 g 2l d 2 HIEOF 2R L
TWET

switch# configure terminal

switch (config)# xml server validate all
switch (config)# xml server terminate 8665
switch(config)# no feature ssh

switch (config)# feature ssh server

switch (config)# xml server max-session 6
switch (config) #

( #

switch (config

xml server timeout 2400

)
)
)
)
)
) # copy running-config startup-config

SSHv2 = v < 3 > DEA

7747 NPCTSSH2 By va U ZBMETAHICIE, ROLSssh2a~vr REEHLE
7,

ssh2 username@ip-address -s xmlagent

RJA == TNAALADIPT FL A, #HT 50— 2% A LET, xmlagent ¥ —
AL, T A Y7 3727 T XML = N E MBI E T,

\)

Note SSH o~y RORSSCIZ, 7947 FPCOSSHY 7 h T =2 TICE->TRAEAZ LR F
—gqo

XML %—=/3025 hello A 2=V Z2Z{E Lighr oo Eid, ROFMHEEZHER L T IZS0,
« T8 AT SSH = WA X =T M/ > TOET,

o XML H—/ 30 max-sessions 17> 3 L, TN A~D SSH #c O AR — 50
W+,

c TNAA A LEDOBHR XML =ty g rO—HAEH S THWERE A,

hello X v E— MiE(E

P =P O ER 2 BT SR, hello A vE—TZ&FEH LT, ——IZHGOKIEE T
RAREA RTAVERSY £9, XMLV —"—~DSSHE v a v Z2hT5E, — %
F<IZhello A v E—TTINEL, —"—0OEEEZ 7 FA 7 MZBEHMLET ZOA vE—
DN, = N—DREER 7 T A T2 MM L E T, XML Y — N T EEAERE D 2 & YR —
FLTWDHDT, 7747 MTRHLTEH, EREROLDOYR— FE2BEL THET,
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B ovxs—<zz xsp) 71 L0msE

UTE, == 7747 DO H 7D hello £ v E—I T,

\}

Note 4T XML R = A2 ~iE, J>]]> T T LT, SSH #H ¢ NETCONF TR YK — k
ENHEDITTHHLENRHY £7,

H—/—H 5D hello » vy E—

<?xml version="1.0"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:xml:ns:netconf:base:1.0</capability>
</capabilities>
<session-id>25241</session-id>

</hello>]11>11>

D9S5AT7 5D hello A ytE—2

<?xml version="1.0"?2>

<nc:hello xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:capabilities>
<nc:capability>urn:ietf:params:xml:ns:netconf:base:1.0</nc:capability>
</nc:capabilities>

</nc:hello>]]1>]1>

XMLRAFX—<TEE (XSD) 774 /LD

AT 71 switch# feature bash shell

AT 72 switch# run bash

AT 73 bash-3.28 cd /isan/etc/schema
ATV T4 LERAX—<EZRHFLET,

XML F&F a2 A2 bZE XML Y—NIZTEET S

A< RV TRWESSHE v a &/ LTXML R o A > b % XML 3 — N2k ET
DX, =T 4 X =5 XML 7% A ha2ab’™—L T, SSHE v g it £9, @
. XML R =2 A2 F &2 XMLY—NZEETHITEEMb SN A Yy REMH L E 308,
Zoav—LEREn fHFIic Xk A HEEFE X, XML —/3~0 SSH i 2 il T £ 9,
XML RF¥ = A2 h& XML B—NEETDIHEOHTA FIA4 3Rk EED T,

e v R Yz /L) THello A vE—Y THRAMEMALT, SSHE Y V3 U ZBHIEL
7ZEZIC XML — 3 Hello A v —V 2R E LI E2MRELET,
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NETCONF XML 1 > X & > R DYERK .

e XMLELRZE(ETAHINC, 7 TI7A T FDOHello XA v —Y %K ELET, 7947k
R Hello * vE—Y%EET DL, XML V— N3 Hello )0 EZEHIZEE L. BINOIGE
IFEE LN SICEELTL &N,

XML RF =AY MIFICLF—7 AP TRTLET,

NETCONFXML 1 > X & > ZAD1ERK

NETCONF XML A > A% > A%, RPC # 7' % L UO'NETCONF #:{E¥ 7 C XML 5 /34 AZEFHE
ZHTeZ LICEVIERTE £, XML 75 ABEHR L, MiHAFEZ: CLI =< K% XML
T x—<v D TCHDHBEERN—Z0D XML A% —<E#%H (XSD) 77 AL TERZBSINET,

PIFIZ, 7b—A2TU—27 a5 HF A RONETCONFXML V7 = A N CERAESND ¥ 7 TT,
BT FANFRDLE— a— R Ty —IF L TEINTHET

X — XML EE
*R—RPC UV AKX
« N — NETCONF #/E# 7

e D—FTNRARAHKT

NETCONFXML 7 L—LT—7®a TxFX b

<?xml version="1.0"?>

<nc:rpc message-id="1" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:nfcli”>
<nc:get>

<nc:filter type="subtree">

<show>

<xml>

<server>

<status/>

</server>

</xml>

</show>

</nc:filter>

</nc:get>

</nc:rpc>11>11>

W ZZ00UU0U0UuUououzZzZ ™I X

%

Note (LEDXMLTZFT A X FFITXMLEH A L X —T oA AV —)LEZFEHLT, XML A v A&
AEAERRT D HERH Y £,

RPCUHITRKAY

9T NETCONF XML A > A X AL, RPC Y 7 A N X7 <rpe> CHMAT 2 MLENRH Y
FI, <epe> BHRITIL, A v E—TID (message-id) BENH Y F9°, message-id BT,
<rpc-reply> WIZHEHIZ L, U7 =R N EREZBEEMTHDIEATEET, <pe> /— K
HEL, KO XMLARTZEMES bEENLTVET,
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B orecuozzrsay

* NETCONF £ HijZEf1'E S : urn:ietf:params:xml:ns:netconf:base:1.0 £ HiiZEM
TEFEIN TS <rpe> & NETCONF # 71, netconfxsd A¥—< 7 7 A W IFELE
j—O

« TNA ADLRIZEMES : <tpe> & NETCONF % 7 (2L > ChH 7w ENTZT /A A H
70, MOARTEM TERINTWET, 73 ADOARTZERIFHREFS 7 TF, Cisco
NX-OSH§HE X 713, SE S ERAREMTER SN TWET, RPCYU V=& b ¥ 7 <rpc>
I%. NFCLI#REDMEAFITT, Zhid, 754 ZDAFTZE/M A
xmlns=http://www.cisco.com/nxos:1.0:nfcli THHILEZEHESLTWET,
nfcli.xsdlZid, ZTOAATZEROERNEZENTWVET, FEMITOVTIL, XML A% —
~EF (XSD) 7 7 A /LOHUE, onpage 6L T 230,

1

RPC) Y TRk A% <rpe>

<nc:rpc message-id="315" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns=http://www.cisco.com/nxos:1.0:nfcli">

</nc:rpc>]11>11>

BRI IR b+

<?xml version="1.0"?>
<nc:rpc message—-id="16" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:1f manager">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<configure>
<__XML_ MODE__exec_configure>
<interface>
<ethernet>
<interface>2/30</interface>
< XML MODE if-ethernet>
<__XML_ MODE_if-eth-base>
<description>
<desc_line>Marketing Network</desc line>
</description>
</ XML MODE if-eth-base>
</ XML MODE if-ethernet>
</ethernet>
</interface>
</ XML MODE exec configure>
</configure>
</nc:config>
</nc:edit-config>
</nc:rpc>11>11>
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A\

nerconF Btes 5 ]

Note

XML _MODE # Z'1%, NETCONF =— = MZ k> THEICHE S Ed, —

HOX 71X, FFED XML _MODE O & LTORFELE T, AF—~ 77 AL
Z#RHE, XML TCLI 2~ RERTZZIZORNBLELWE— R X7 & ADF

HLIENTEET,

NETCONF &4 &

NETCONF %, RO EEA AL £,

Table 2: Cisco NX-0S 0 NETCONF E{E

NETCONF Ei1E

FiBA

1

close-session

XML Y —_—+F v g %
E\ijqo

NETCONF 71— & v i3
A AKX, on page 18

commit

AT AR O BUE O A % F24F
e LTRIELE T,

NETCONF =232 v b f A X
VA AR RS RE, on page
23

confirmed-commit

FRE ST e A AR % e
THIZDDINT A —XEIRTE
LET, ZOBIEDOHD, fif
WA LT NN =
v MM T o izl
A WERRIT = 2y MR ERE
DORIOREEITHE Y 5,

NETCONF #Efifr# =1 X v b
A AL A, on page 23

copy-config

FETHEET —Z A N T DA
BES =y b TR R T
&Z.:l tob—]\/iﬁ—o

NETCONF TOREREA v A Z
VAD = E—, onpage 19

delete-config

BERYR—hShTHEE
hoe

edit-config

TS ADEITHERL DR RE
MR LET., ZOEMEX
configuration =~ > Ri{Zfli H
LET,

NETCONF Edit Config - > X #
o~ A, on page 20

NETCONF Rollback-On-Error
VA K A, on page 24

get

TN, AN SRR A A5
LE7, ZO#EfElLshow =~
YRIZERLET, 7—%0
V—AFEfTar T ¥
L— 3 2T9,

NETCONF XML A > A& A
DYERKL, on page 7
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TFINARBZY
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NETCONF E3{F B ]l
get-config R ORRE 1T 5% S |[NETCONF XML A > A X A
LET, DAERL, on page 7

kill-session fE8E L7 XML #—/3— & > |NETCONF ##il#& Tt v 3
varx#MLET, BHD v A AK A, onpage 18

tyvaryzZMLLSZLTT

EH A,

=4 TIAT v MINT /A ZADORE INETCONF 11 v 7 A LV AH
AT LEkm ey 7 TED LK | A, onpage 22
I LET,

unlock Yo va UNITLIEMERE |NETCONF & v 7 g A o &

"y EfRLET, A 2 A on page 23

i WA T A AT 2 A1 | NETCONF fEEHERE A o A &
2, MEREMORESC=F —3F | > A, on page 24
I~ 7 47225 —%
?1 D4 7 Li'g—o

XML 734 ABF#E T, FHARE/ CLI 2~> K% XML 74—~~~ N CELET, HiEEH
DAX—=< T 7 AL, FOREEDHEED CLI 2~ RO XML % 73 & TWET,
XML A% —~7E#% (XSD) 7 7 A /LD, onpage 6] 2L T Z &0,

TOAF—<ZMHH LT, XML A > AF v AZREES 25 Z LN TE EF, NETCONF A > %
KU ADE I RIZEEH &7z nfclixsd Ax—~ 7 7 A /LOFEEES T, (NETCONF XML
A VAL ADIERL, onpage 7T S W)

xml TINARATERRLET,

<xs:element name="show" type="show type Cmd show xml"/>
<xs:complexType name="show_ type Cmd show_xml">

<xs:annotation>

<xs:documentation>to display xml agent information</xs:documentation>
</xs:annotation>

<xs:sequence>

<xs:choice maxOccurs="1">

<xs:element name="xml" minOccurs="1" type="xml type Cmd show xml"/>
<xs:element name="debug" minOccurs="1" type="debug type Cmd show_ debug"/>
</xs:choice>

</xs:sequence>

<xs:attribute name="xpath-filter" type="xs:string"/>

<xs:attribute name="uses-namespace" type="nxos:bool true"/>
</xs:complexType>

Y—N—RT—BRXATNAR BT

<xs:complexType name="xml type Cmd show_ xml">
<xs:annotation>
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<xs:documentation>xml agent</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:element name="server" minOccurs="1" type="server type Cmd show xml"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="server type Cmd_ show_xml">

<xs:annotation>

<xs:documentation>xml agent server</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:choice maxOccurs="1">

<xs:element name="status" minOccurs="1" type="status_ type Cmd show xml"/>
<xs:element name="logging" minOccurs="1" type="logging type Cmd show logging facility"/>
</xs:choice>

</xs:sequence>

</xs:complexType>

TINARB T DIEE

<xs:complexType name="status type Cmd show_ xml">

<xs:annotation>

<xs:documentation>display xml agent information</xs:documentation>
</xs:annotation>

<xs:sequence>

<xs:element name="_ XML OPT Cmd show xml  readonly " minOccurs="0">
<xs:complexType>

<xs:sequence>

<xs:group ref="og Cmd show xml  readonly " minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:complexType>

</xs:element>

</xs:sequence>

</xs:complexType>

<xs:group name="og Cmd show_xml readonly ">
<xs:sequence>
<xs:element name="_readonly " minOccurs="1" type="_readonly type Cmd_show_xml"/>

</xs:sequence>

</xs:group>

<xs:complexType name="_readonly  type Cmd show xml">

<xs:sequence>

<xs:group ref="bg Cmd show xml operational status" maxOccurs="1"/>

<xs:group ref="bg Cmd show xml maximum sessions_ configured" maxOccurs="1"/>
<xs:group ref="og Cmd show xml TABLE sessions" minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:complexType>

N

Note. [ XML OPT Cmd show xml readonly | #7347 a T, ZOXTHEEEZEL

FT, IWEDOFEMIZOWTIL, RPCINE X 7, onpage 16 S L T 7230,

<get> BEE FATT D1 DIHEATEL X V2 RO 570D | XML AT v a v 2T %
T UTNIXIXMLA 7> a v OB T, ZOFITIX, ZOT A A THRIEEZFATT 572004,
AIZEMTFE X 778 http: //www.cisco.com/nxos:1.0:nfcli THY ., BEROENL K=
OiZnfelixsd 7 7 A NVEEHTE L Z &30 £,

NETCONF #fE% 7L T /34 A % 7% RPC ¥ 7 CHTr Z LN TE £ 9, <hpe> T ¥ 7 D%
I XML & T XT3 —r v A& £,

XMLEEAS VA2 —TJ (4R .
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XML D451

Switch#> show xml server status | xml

<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:nfcli">
<nf:data>

<show>

<xml>

<server>

<status>

< XML OPT Cmd show xml  readonly >
<__readonly >

<operational status>

<o _status>enabled</o status>

</operational status>
<maximum_sessions_configured>
<max_session>8</max session>
</maximum_sessions_configured>
</__readonly >

</ XML OPT Cmd show xml  readonly >
</status>

</server>

</xml>

</show>

</nf:data>

</nf:rpc-reply>

11>11>

PigE & 1= NETCONF D124k

Cisco NX-OS |, <exec-command> &\ 9 A RiD<rpe> FfEZ VAR — K~ LET, ZOEIEICX
D, 2I9AT s T7Vr—va I CLIO #Ra~y RERTaI~ U REXREL, Fhb
Dawy R~DIEE%E XML ¥ 7L LTRZETEET,

LT, A S =T =2 ADWRICER SND X 7 OFITY, 47 74 3ROV — a—
Rev—s %y 7 ESNTOET :

X — XML EZ
*R—RPCUVZxTANHXT
* EO — LR E

ROFIZ, BAEZ 7 OFEMeHHZ R L ET,

Table 3: 1212 U

29 A

<exec-command> CLI =~ FDOFEFT
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ek = nt- NerconF ozt [l

29 B

<cmd> CLIZ~Y RREENTWET, < Fid,
RREFIIERE o~ FTT, #HEORES o
<~ RiE BIavry () ZEHALTXEY
9, DO showa~ > FiZhHR—rENnT
WERADN, BEOMKa~ > RERR5
<emd> Z 7 ED T, FWUERO—# &L LT
EETHIEETEET, MO VT,
<exec-command> % 1@ L TiEE & DAL CLI
avy ROFESHLTIIEIN,

ENLCEE SN T~ FADIRE <emd> # 713K D L B0 T,
« <nfiok> : T configuration =~ > RN IEHICEITSNE LT,

« <nfirpc-error> : —#D A~ RBKM L E L7z, BIEITRMO=T —TEIL L ET,
<nfirpc-error> %7 U —{X, KL LTI DWW TEEMIER A2t LEd, KL=~
v FORNTET SMARIE, EITERICEH SN THD Z EICEEL T EE N,

<exec-command> Z@ L TEESNBERCLaT UK

show =~ RiZ, ROBFNIRT XL DI, FHNHMKED <exec-command> 1 > A ¥ > AT
GHOTEETHILERDY £,

X <?xml version="1.0"?>

R <nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
EO <nxos:exec-command>

EO <nxos:cmd>conf t ; interface ethernet 2/1 </nxos:cmd>

EO <nxos:cmd>channel-group 2000 ; no shut; </nxos:cmd>

EO </nxos:exec—-command>

R </nf:rpc>11>11>

<exec-command> & L TEEFE SN CU I FADIEE
EEEREICKTT 2ISEITRO LB Y TT,
<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">

<nf:ok/>
</nf:rpc-reply>
11>11>

<exec-command> & L TEESIN=FRKCLUaTF

WDOFNL., <exec-command> Z il L TEE &IN5 showCLI =< RiIZk»TF—4 %
BT 5 HEERLTOWET,
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<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>show interface brief</nxos:cmd>
</nxos:exec-command>

</nf:rpc>]11>]11>

<exec-command> #if L TEESNRRCLU I Y FADILE

<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0"
xmlns:mod="http://www.cisco.com/nxos:1.0:1f manager" message-id="110">
<nf:data>

<mod:show>

<mod:interface>

<mod: XML OPT Cmd show interface brief  readonly >
<mod: readonly >

<mod:TABLE interface>

<mod:ROW_interface>
<mod:interface>mgmt0</mod:interface>
<mod:state>up</mod:state>

<mod:ip addr>192.0.2.20</mod:ip addr>

<mod: speed>1000</mod: speed>

<mod:mtu>1500</mod:mtu>

</mod:ROW interface>

<mod:ROW_interface>
<mod:interface>Ethernet2/1</mod:interface>
<mod:vlan>--</mod:vlan>

<mod: type>eth</mod:type>
<mod:portmode>routed</mod:portmode>
<mod:state>down</mod:state>
<mod:state rsn desc>Administratively down</mod:state rsn desc>
<mod: speed>auto</mod: speed>

<mod:ratemode>D</mod: ratemode>

</mod:ROW_interface>

</mod:TABLE interface>

</mod: readonly >

</mod: XML OPT Cmd show interface brief readonly >
</mod:interface>

</mod: show>

</nf:data>

</nf:rpc-reply>

11>11>

HRET 2 DR

<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
<nxos:exec-command>

<nxos:cmd>configure terminal ; interface ethernet2/1 </nxos:cmd>
<nxos:cmd>ip address 192.0.2.2/24 </nxos:cmd>

<nxos:cmd>no channel-group 2000 ; no shut; </nxos:cmd>
</nxos:exec-command>

</nf:rpc>11>11>
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<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
<nf:error-message>Ethernet2/1: not part of port-channel 2000
</nf:error-message>

<nf:error-info>

<nf:bad-element>cmd</nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

A ROETIZEY, A F—T =2 ZADIPT FUATRESNETHN, FHUNEE
FEFEENEFA (noshut 2~ RIZETINETA) . FERENEE IRV
HZ. noport-channel 2000 =~ > RN T —|Z7/2 57 TT,

Z D <rpe-reply> (X, $ 7% show =~ KA, Zd show =2~ KD XML /1 & &t
<emd> ¥ 7N Ko TEE SRR T,

Mo~y FeFRa~sy ReR CICHAGDED 2 &13TE £ A<exec-command>
A VAL AR, WiE, AILA v AZ AT eonfig 2~ > K& show =~ KBRS
banpzERrRLTNET,

BRI FERTATY FOBAEDE

<?xml version="1.0"?2>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>conf t ; interface ethernet 2/1 ; ip address 1.1.1.4/24 ; show xml
server status </nxos:cmd>

</nxos:exec-command>

</nf:rpc>]1>]11>

<?xml version="1.0" encoding="IS0O-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
<nf:error-message>Error: cannot mix config and show in exec-command. Config cmds
before the show were executed.

Cmd:show xml server status</nf:error-message>

<nf:error-info>

<nf:bad-element>cmd</nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

<exec-command> @ L TEESIN-RRCLUIaT U F

<?xml version="1.0"?>
<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
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xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>show xml server status ; show xml server status </nxos:cmd>
</nxos:exec-command>

</nf:rpc>]1>11>

<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>

<nf:error-message>Error: show cmds in exec-command shouldn't be followed by anything
</nf:error-message>

<nf:error-info>

<nf:bad-element><cmd></nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

II3AT v ML TEREENDTITO XML ERIZx LT, XML ¥ —/3— (X RPC L& #
7" <rpc-reply> THHE 72 XML & %55 LE T,

WOFE, RPC ILEH 7 <rpe-reply> %7~ L CUWVET,

RPC 5% 2 7 <rpe-reply>

<nc:rpc-reply message-id="”315" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns=http://www.cisco.com/nxos:1.0:nfcli">

<ok/>

</nc:rpc-reply>]11>11>

RPCIEETL Ak

<ok>, <data>, & L C <rpc-error> D H 3 |I RPC ILEICE RS NDAREMERH W £5°, ROFE
L. <rpc-reply> # Z\ZHLiL D AIREMED & % RPC IGEEFZEIZHOW T L CWET,

Table 4 RPCIGET L AV +

L A

<ok> RPCERIFIEEFIZE T LE Lz, ZOHEFEIL,
JSETT — 2P I N2 WA IERA S E
TO

<data> RPC ERIFIERIZ52T LE L7z, RPC BERI|Z
B#E 55— Z %, <data> EHEEE-> T\ E
7,
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CE S EHEA
<rpc-error> RPC ZRMNWKM L F Lz, =7 —FHiL,

<rpc-error> B3,

F—8 B TIZh TS =8 T DR

<data> % T NIZH 7B MESNT=T A A 2 7021%, BREZCRESISEREENET,
WOFNCETRINTWD LI, 7 FAT L N 77U r— 3 id, <readonly> % JHID X 7
ERTERICEHATEET

RPCCET—4

<?xml version="1.0" encoding="IS0-8859-1"7?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:if manager">
<nf:data>

<show>

<interface>

< XML OPT Cmd_show interface brief  readonly >
<__readonly >

<TABLE interface>

<ROW_interface>

<interface>mgmt0</interface>

<state>up</state>

<ip_addr>xx.xx.xx.xx</ip_addr>

<speed>1000</speed>

<mtu>1500</mtu>

</ROW_interface>

<ROW_interface>

<interface>Ethernet2/1</interface>

<vlan>--</vlan>

<type>eth</type>

<portmode>routed</portmode>

<state>down</state>
<state_rsn_desc>Administratively down</state_rsn_desc>
<speed>auto</speed>

<ratemode>D</ratemode>

</ROW_interface>

</TABLE_interface>

</ readonly >
</__XML__OPT_Cmd_show_interface brief  readonly >
</interface>

</show>

</nf:data>

</nf:rpc-reply>

11>11>

A\

Note < XML OPT*> & < XML BLK*> XL ARV AICE RSN, U7X h T
INHZELHVET, ZIHOX VI NETCONF =— Y = > MZ Lo TEA S,
<_readonly > &% VDB DIEIFELE T, THHIFERNTUHETHY . AF—
~ 77 AWNHES TEBM LT, CLI 2~ > RERT XML ¥ 7 &6l 2 08X H D
£
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B v xsoxizmy siEa

HOTILXMLA D RA D RIZEET B1EHR

XML A VX5 2 XD
ZOk7varTIE, RO XML A AL ADHZRLET
* NETCONF 7 o —X Bv i 5 A AHX A onpage 18
* NETCONF B#&iilif& T& > a v A A X 2 X, onpage 18
« NETCONF TR A o A & > ZAD = E— on page 19

« NETCONF Edit Config -f > A % > A, on page 20

« NETCONF O Get Config A > A% A, on page 21

* NETCONF & > 7 A /A X A, on page 22

« NETCONF = v 7 fififiA o A % 22 X, on page 23

« NETCONF 22 v k AV AHX A GAHE R FEHE, on page 23
* NETCONF a2 X v b A 2 A X 2 X, on page 23

« NETCONF Rollback-On-Error A > A % A, on page 24

» NETCONF {#FFHEBE A » A ¥ A, on page 24

NETCONF/V O—X £y a VA VAREZ VR
WDBL, close-session Z3R & ZFUIZHE< close-session )i &K L CWVET,

so0—X+tyvd g ER

<?xml version="1.0"?>

<nc:rpc message—-id="101" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0">

<nc:close-session/>

</nc:rpc>]11>11>

oP0—X vy a v’
<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0" message-id="101">

<nc:ok/>
</nc:rpc-reply>]1>]11>

NETCONF 2%l Ty a3 A VXAF VR
ROBIE, BHETE Y > VERE, BEK Ty Y a VIREERLTOET,
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NETCONF To#R A > 24 > 20atE— [

BEETEY Y 3 VEKR

<nc:rpc message-id="101" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0">

<nc:kill-session>

<nc:session-i1d>25241</nc:session-id>

</nc:kill-session>

</nc:rpc>]11>11>

BERTEY a3 VIEE

<?xml version="1.0"?>

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0" message-id="101">

<nc:ok/>

</nc:rpc-reply>]11>11>

NETCONF TO#MA VA2 VAN E—
Y

Note <startup/>i, YV —AE7FF—7 v bOF—F AT L LTHR—FER T EH A, copy
running-config startup-config =~ > K& A7) %7¢ & L T startup-config T = & —#{E 4 F4T
T 5HIZ1E, <exec-command>A YV v RIZT7 +— Ny 73T HMERH Y £,

WIZ, MR a B —DER E TUTHES MK =2 E—DISE D 2R L £ T,

BRaOE—DER

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>

<target>

<running/>

</target>

<source>
<url>https://user@example.com:passphrase/cfg/new.txt</url>
</source>

</copy-config>

</rpc>

BRIE—DBE
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

XMLEEAS V2 —T /(4R .
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NETCONF Edit Config 1 > X % >
N

Note ftiis — & 2 b7 Z{H 19 % XML edit-config |£, /S— = > 1.0 O XML B3R TIEH AR — h &
NTnEFA, V= Txml ZFEHLTERTEZLIH LWV 3 VTORYFR— FERE
—g—o

W OHIIE, NETCONF edit config Dffi Fl 5152~ L CVET,

Edit Config 3K

<?xml version="1.0"?2>

<nc:rpc message-id="16" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:1f manager">
<nc:edit-config>

<nc:target>

<nc:running/>

</nc:target>

<nc:config>

<configure>
<__XML_MODE__exec_configure>
<interface>

<ethernet>

<interface>2/30</interface>
<__XML_MODE_if-ethernet>
<__XML_MODE_if-eth-base>

<description>

<desc_line>Marketing Network</desc line>
</description>

</__XML_MODE_ if-eth-base>

</__XML_MODE if-ethernet>

</ethernet>

</interface>
</__XML_MODE_ _exec configure>
</configure>

</nc:config>

</nc:edit-config>

</nc:rpc>11>11>

Edit Config i5&

<?xml version="1.0"?2>

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:if manager" message-id="16">

<nc:ok/>

</nc:rpc-reply>]11>11>

edit-config O operation JEMEIL, 5E SNTEBIENETIN DML DO R A » P ZFEEL
£9. BIERMEDBIEE S TWARWEE | MRIIBEFOET —% A hTICv—V &
NWET, BERECIE, ROMEZHEETEET,

* create

* merge
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NETCONF > Get Config £ > 22 > % [

* delete

Edit Config : HIFRIEIEER

WO, EITHERE)N S A X — 7 = A A Ethernet 0/0 DAL 2 BT 5 FiEE2 R LT
b\i‘a—o

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target>

<running/>

</target>
<default-operation>none</default-operation>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://example.com/schema/1l.2/config">
<interface xc:operation="delete">
<name>Ethernet0/0</name>

</interface>

</top>

</config>

</edit-config>

</rpc>11>11>

Edit Config I&Z : HIIBRIEME

WOFNL, FATRERR DA > % — 7 = A A Bthernet 0/0 DREFR A M4 % HiEZE R LT\
i‘a‘o

<rpc-reply message—-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>]11>]11>

NETCONF @ Get Config 1 > X2 > X
WOBE., NETCONF @ get config D i ik~ L CTWET,

YTV —2EEIIFT 518D Get Config E3K

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>

<running/>

</source>

<filter type="subtree">

<top xmlns="http://example.com/schema/l.2/config">
<users/>

</top>

</filter>

</get-config>

</rpc>]11>11>
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91 OFERZEETD Get Config [H &

<rpc-reply message-id="101"

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>

<top xmlns="http://example.com/schema/l.2/config">

<users>

<user>

<name>root</name>
<type>superuser</type>
<full-name>Charlie Root</full-name>
<company-info>

<dept>1</dept>

<id>1</id>

</company-info>

</user>

<!-- additional <user> elements appear here...

</users>

</top>

</data>
</rpc-reply>]1>]11>

NETCONFO v 4 VAR VR

XMLEEAS v2—Tx4R |

WL, vy 78R, RODIEE, BLXOKKLEZRIT~DIEE 2R L CWET,

Ay EKR

<rpc message-id="101"

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<lock>
<target>
<running/>
</target>
</lock>
</rpc>11>11>

Ay OREICHRNLEEEDLE

<rpc-reply message-id="101"

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/> <!-- lock succeeded -->
</rpc-reply>]11>11>

Ay DREICKBLESEEDGE

<rpc-reply message-id="101"

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<rpc-error> <!-- lock failed -->
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity>
<error-message>

Lock failed, lock is already held
</error-message>

<error-info>

. XMLEEA VF3—T (4R
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<session-id>454</session-id>

<!-- lock is held by NETCONF session 454 -->
</error-info>

</rpc-error>

</rpc-reply>]1>]11>

NETCONF O v 7 &g VR A X
W DFIL, NETCONF v v 7 fiifrDER FiEEZ R~ L TOET,

A 7 ERER

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>

<target>

<running/>

</target>

</unlock>

</rpc>

Ay REERANDLE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

NETCONF O X v b 4 VR A2 VR {RAHIE B EE

WO, 2y MfEE Iy MNEEEZRLTWET,

BEEZazv K

<rpc message—-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit/>

</rpc>

RIEEFaI Yk

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

NETCONF ##ERRFAIZI v A VX AZ VR
WOBIE, WRHHD =X MRELHRHEHD = <y NEEERLTOET,

NETCONF 0 v 2 i1 v 2522 [}
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B neTconF Roliback-On-Error £ © 2 2 > 2

HRINn-a3Iv YU ITRX b

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit>

<confirmed/>
<confirm-timeout>120</confirm-timeout>

</commit>

</rpc>11>11>

HREIna3y b RBE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>11>11>

NETCONF Rollback-On-Error 1 > X2 > R
woOBL, =T —oa—nL Ny 7l ZOER~DOISEEZHENRT D TEERLTONET,

Rollback-0n-Error D #%EE

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target>

<running/>

</target>
<error-option>rollback-on-error</error-option>
<config>

<top xmlns="http://example.com/schema/l.2/config">
<interface>

<name>Ethernet0/0</name>

<mtu>100000</mtu>

</interface>

</top>

</config>

</edit-config>

</rpc>]11>11>

Rollback-On-Error ~D &%

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>]11>]11>

NETCONF #REEH4REM A2 VR

ROBFIIL, NETCONF BREBED 2R L TWEd, U751
urn:ietf:params:netconf:capability:rollback-on-error:1.0 (%, NETCONF fRilfrE A 5 E L £,
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REEZE K

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<validate>

<source>

<candidate/>

</source>

</validate>

</rpc>11>11>

BREEERANDLE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>11>11>

T DhDSE &R

zomwnszay |

ZIZTIE, XML B A ¥ —T oA AOFEEEICEET 2 BMERICOWVTHALET,

RFC

RFC 24 ML

RFC 4741 NETCONF Configuration Protocol

RFC 4742 ¥ 27 =/l (SSH) #%H @ NETCONF ##%
7w kAL OfEH]
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