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CDORFaAXAYFTIEH, EPLD A X =Y ORESLPBED = 3> D—E %k L. Cisco Nexus 9000 > 1) —X
2A Yy FTERTIIZDICENODAA—VEBHTLHEICOVTHAL 7,

CORFaxvrTlE, UWBEOY Y —=XIZD2WTHiRBAL £, Cisco Nexus 9000 > ) — X FPGA/EPLD D#7 L L
Ty 70L=—RFK U= /—=F RFaAVEDPBRWEEE, ZORFa XV ATy 77 L—FORFESTT,

ROFRICIE, TOFRF a2 XV FPOEBEEAZ—BICRRLTWET,

#F1. NXZaATILDOERERE

Bt H L
2022 % 4 B 26 A Y1) —X10.2(3) B HFARBEICAHRY X LT,
IZ &I

Cisco Nexus 9000 ¥~ J — X NX-0S E— F XA v FDOITRTOEY 2 —ILICIEN—F 7z TEBEDABDEHD
Progurammable Logical Device (PLD) W& FEFNTWADT, §RTDEY 2 —ILT/HN— K7z 7% FER
TZ %9, ¥ X3L Electronic Programmable Logic Device (EPLD) 4 X— 7y 77 L — F&EEMH L,
— R 7HBE DL PRI OMED R % 1T> T E 3, PLD (ZIX. Electronic Programmable Logic
Device (EPLD) . Field Programmable Gate Array (FPGA) . Complex Programmable Logic Device

(CPLD) W& ENETAH. ASICIEFEENEFTA, TDOYZ 27 TIE, EPLD &5 HEETFPGA B& O
CPLD vk L £7,

—ERDEY 2 —IILEEBEIC EPLD Z23{gd 4 &, B 2 — IO T v 7L — RAREICH /=& TIC, /N—
PWIT%Q%ﬁfty7FWI;4%—V%Jv77»—k¢5ﬁﬁ?%ttm5ﬂﬁﬁ%Ui¢o

T FAVA—FDEPLD A XA =Y %T v 77L—FI2HA, 7y 77L—FhEPLOMEY 2 —1LD
BREEETHELNHDLDT, EVa—IV2BBT D771y 7 3HienEd, Y XTLE—EIC12D
EYa2—INDEPLD 7y 7/ L—FEEITTHDT, 1EDT vy 7L —FTHBEINZDIE L D2DEY 2 —
V@B 25774y 7725 TY,

R2OTIE, &Y Y- TH ﬁ@EHD4%—/%hTLTMiT BE. INoDA X —=2IFEIOY Y —
ATRMHINIZLDERLTT AN ICE->TUE, INHLDAX =V D—EHREHFINDEZEAHYET, &
5D EPLD A X —Y OFEH L. % EL@u@U WBTIEHY FEA, EPLDAX =Y DTy 77 L—F
i, Fy b7V BRBICEEAESEZTICVRTLBLENFR Y IR R— A X=%T v 7 L—K$ % Cisco
In Service Software Upgrade (ISSU) 7R+t X & (ZEBEHRTY,

EPLD 1 X =Y D7 v 77 L— KpMERAJGEICK B E, YUY —X/— M CHERAETHD I ENEHIN,
https://software.cisco.com/download/navigator.html T EPLD 4 X —> % X7 > O— KK TE5 L5128 Y 9,
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EPLD #7 v 7L —KR§BH5%43I0
FLWEPLD 4 X =Y AMERAAIBEICHR 728 X2, Fy P T —JBEBTAY TV ABHICHIRBEDON T 7 4 v

O RB AR ANDER/A B DHE, Ty 7L — FRBICHEESNET, Z0L58F7 71 v JREAZAT
ERVNEAIE. BULEEECT Yy 7L — FEEDT 2 AR LTCEE L,

T EPLD 7 7'/ L — R#{ElZ. RiEESIRIETT, ZOBREOETIE. FESNI XA VT XM
ICBRELTLEE L, YATFTLISSUDT v 77 L— ik, hraELNEEA,

e ISSU > XTFLDT v 77 L—FKAlE, EPLD 7v 7L —RKEETLAHEWVWTLIEE L,

T EPLD N— 3 VIZIE TFUEBRELAH Y £7,

Ay FEH
Cisco Nexus 9000 ) =X XA v F A Cisco NX-OS AL —> 3V AT LEETLTWS I &

avY—Jb, SSH. £/ lE Telnet ENL CRA Y FICT 7 ATEZRELDHY £9 (NX-0S E— RTETE
NTWBXA Y FOREICHE),

Cisco Nexus 9000 U —X XA v FABET 5215, BEEERIVLETT,

NX-OS E— FU ) —X 10.1(2) ~ 10.2(3) THIAHRIEEAR EPLD 7 v 77 L — K

V7 b7z T7 X7y A—RK R=IHHKX TV AO—RTEDLRZEPLD 41 X—YF, EPLD 7 v 77 L — KD/ >
FILTY, Cisco Nexus 9200, 9300. 9300-EX. 9300-FX. &1 9500 7T v b 7+ —LDBIFEEIFEN
72 EPLD N—2 3 VAIERT Z(1C1F. ROKXESBLTLILEE L,

* : AA=DIZWTEDITANRTCOEHIZT, KFETCRINTWLWET, 1 20FZEHDOY ) —XAARRINTL
e, ZOHZYZARINTWVWEIRIDY ) —IHNKFICKRY £7,

¥ EPLD ® 10.2(3) Y U — X%, Nexus 3K £ £ U Nexus 9000 > —ZXRA v FDEF 27 7— h/N—
FY 7S ADHEBMEICHLAL TWET, EFa2 VT4 T ENAHYEZSBLTLIEE 0,

Xy FOBERAAEDEMICONTIE, JWRD HW-PID (FOXREZSE) OF7 RANAH ) ZHERL TLLEE L,
10.2(1)) VU —X epld TlE, IBENEIEFTOT v 77 L— FHETT,

X2 T 47 K45 Y (cisco-sa-20190513-secureboot) T X 7
et H 3850

*® 2. Nexus 9000 > ) —X XA v F

N9K-C93180YC-EX 0x15
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N9K-C93108TC-EX 0x15
N9K-C93180YC-FX 0x20
N9K-C93108TC-FX 0x20
N9K-C9348GC-FXP 0x10
N9K-C93240YC-FX2 0x10
N9K-C9336C-FX2 0x10
NOK-C9364C 0x6

NOK-C9332C 0x10
N9K-C93180YC-FX 0x20
N9K-C9232C Ox8

NOK-SUP-A+ 0x14
N9K-SUP-B + 0x14
N9K-SUP-B 0x30
NOK-SUP-A 0x30

AAXF 2T T b N—=FRIzTICBITE2RITADOEENE - BEFIE

RO+t a > TlE, https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20190513-secureboot (2 A F ENTWBTRAA v FD EPLD N—Y 3 VOEFHICOWTEFL CEHRBAL £,
FATIVAR—IN—NAL F&{HZT- Nexus 9000 E¥ a7 v —:

e BICZOMRHEICHNT BICIE, FPGADT—LFrU—Save 734 ) V- a v OmAE%2EHR
FTRAIRERDYET, AHRICLY, 74TV ET—UTVvOmMAERBICEHRT DI EIEFHFRIINTULEY
A (TAT7Z7IVTITT7—DRELRAYTFHEG LA RDA0EMZE TS/, A7 LTEZDIEY O
—RZEIZ120DY =23 > DATT)

BEN— 3 vl -572%1E, FPFGAD I — LTy =3 v a7y 77 L —RFLANTLES L,

1. EPLD A A=Y %27 — 75 v allat—L %9 () : n9000-epld.10.2.3.img Z1EMH) .

2. TaTILAR—=NR=NAHFzERLTVWSEEHEEIL. [show module] ZEITL TAX Y /NA X—sX8—/NA
YERFEL, RZUYNADHELI Ty 7L —RFERAELET, NIK TlE, R—/X=NAHFDHNZD
SIS LCT vy 7L —RT20ENHY £9, LC/IFM/ISC h— FIEFEZZITEE A,

3. RZVYNAR=N=NAHYHPROyY F 28 THEHERELEFT, AZVYNAZR=NR=NAHFDTF74<
UFPGA )=y avaBHLET,

install epld bootflash:n9000-epld.10.2.3.img module 28
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BEINDER  RAVFIERZVNAR=NR=NAFDTZ7A4<Y EPLD ZEFH L., XK /A Z—/8=N
AP ED2—-LZBEEMICYUA—-FLET, EPLD OFEFHATHON TS & T2, i, BROBH®RA, £7-
Y A—=FZTHhBRNTLEI N, RZXUYNADRENT HE, RZVYNAX—=N=NAHF L LTHUKEELET,
[show version module 28 epld| Tlf, 5l EHEEHLN—Y a v HAERREINET,

switch# show mod | grep SUP

27 0 Supervisor Module N9K-SUP-A active *

28 0 Supervisor Module N9K-SUP-A  ha-standby

27 9.3(0.416) 1.0 SUP1

28 9.3(0.416) 0.3011 SUP2

switch# show version module 28 epld

EPLD Device Version

10 FPGA ox27

ZA Yy FIFEFLEBHFINTWARWIT—ILT Y FPGA 2B T 5720, IOFRRIEEANTT, syslog TRD
LOICHERTEES,

%CARDCLIENT-5-MOD_BOOT_GOLDEN: Module 28 IOFPGA booted from Golden

4, REVNAR=NR=NAYFOT—LTY (Ny o7y 7TEEMEND) FPGA U —YavaBHLES,
install epld bootflash:n9000-epld.10.2.3.img module 28 golden

Module 28 : 10 FPGA [Programming ] : 100.00% ( 64 of 64 total sectors)
Module 28 EPLD upgrade is successful.
Module Type Upgrade-Result

28 SUP  Success

BESNDIHER: RA VY TIEREZ Y NAR—=R—=NAHYPDT— )TV EPLD ZEH L. AZ /N R—sX—/N4
P EY2—ILEBHNICY O—RFLET, EPLD OFEFHAITHN TS & T2, i, EBROBIRA. £/-dV 0
— RFZTHBENTLIZE N, XX NADEET % &, B ha-standby X —/S—/NAH & L THREL £ 7,

SET#. [Ishow version module 28epld] #F v 7 §25&, REVNAR—=NX—=NAHFDEEN— 3 L
FDFPGA N=2 a UHRRINET, INT, RAVFDREZYNAX—=N=NAYPHPEIEFH/NN—2 3~
273 £,

switch# show version module 28 epld

EPLD Device Version
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IO FPGA 0x30

TIOTATHEA=N=NRNAFIZTONWT, ATy 7 3L A4%B)VRLET, ATV 7 30OEHEIC, XAy k27
DA—=R=NRAHFRY B = RENDBID, RZUNAR=NR=NAPIZRYES, TITATHA—1—=NAH
. RAY k28 DR —/X—=NNAH(THY £,

(SUP 27 A'BRINCT VT AT THBIEEERTDE, ATV T 3BLVABEDLERDT VT4 ET AT
I3, AT RIE28 TEBRLC 27 ITARY ET, )
UToRTIE 77T 4 T7BA—N=NAHFIIH L Tepld D7 v 7L —FAREELICEEICFANPRI DD %
RLTWET,
Module 27 : 10 FPGA [Programming] : 100.00% ( 64 of 64 sectors)
Module 27 EPLD upgrade is successful.
Module Type Upgrade-Result
27 SUP  Success
EPLDs upgraded. Performing switchover.
A8y b 27 DR ==/ YA ha-standby (Z7x -7z, RBAY P27 TRTYy 7 4%ZRTIE5 L. BED

L T ha-standby (2% Y £9, TNT, MADZA—/S—/"A4HFIZ, FPGA DEFHHBENR—YariEainsd 2
Y ET,

Ty T —FOREIC, AA Y FIEEAED SUP DT 74 <Y TREIT2MELNHY T, ATIEUTOLES
Y Td,
switch# show logging log | grep -i fpga | grep -i 27
2019 Jul 10 07:55:04 switch %CARDCLIENT-5-MOD_BOOT_PRIMARY: Module 27 IOFPGA booted from Primary
switch# show logging log | grep -i fpga | grep -i 28
2019 Jul 10 07:58:01 switch %CARDCLIENT-5-MOD_BOOT_PRIMARY: Module 28 IOFPGA booted from Primary
VTN R=N=NA Y %{FZT- Nexus 9000 E¥ a7 v—
H:  BICZOMBMICHNT BICIE, FPGADIT— LTy —av bS5 4<) )= v OlAEER
TEIMELNHY EFT, FERICEY, 774XV ET—ATVOMAZRKICEFT 2 LIFFIINTOEE
A (TATZIVIIT—DPRELAA vy FHEE L AL BRIA8EETEITE7-0, YAV ILTEZDIEY A
—FZEIC120DY =Y av0HTY)
BIEN—= 3 vl o7-%1E FFGADI—LT U =3 v %7y 7L —FLAanTL 70,

1. EPLDA A —>% 7= b7 7y ¥alab—LFxd () : n9000-epld.10.2.3.img Z{EMH) .

2. R=N=NAYNROY P27 ICHBERELEFT, 774U FPGA Y —TYa v ZEHMLET,
install epld bootflash:n9000-epld.10.2.3.img module 27
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MESNDIHER:: R4V TFIER—N—NRNAHYDT54< Y EPLD 2E#H L. XA v FEEHWICYR—FLZE
9, EPLD OFBH M THhNTWB & T2, dllf, BROBIZRA. £HIE) - FE2ThhlnT{ I, X=X
—NAHYHLEIT S &, [show version module 27 epld] Tld, I EFHEHLWN—T 3 v hAFRRINE T,

Switch#show version module 27 epld

Name InstanceNum Version Date
10 FPGA 0 0x27 20160111
BIOS version v08.35(08/31/2018)

Alternate BIOS version v08.32(10/18/2016)

Ay FIFELREHINTWAWIT—ILT > FPGA M HREEENT 2720, ZOFRRIFBEANTT, syslog TRD
LOICHERTEES,
%CARDCLIENT-5-MOD_BOOT_GOLDEN: Module 27 IOFPGA booted from Golden

3. ZDT—RTER=N=NAFE 1DV, T=ILTy (NyoT7v7EHEENS) FPGA
V—yavzaEHmld,
install epld bootflash:n9000-epld.10.2.3.img module 27 golden

Module 27 : 10 FPGA [Programming ] : 100.00% ( 64 of 64 total sectors)
Module 27 EPLD upgrade is successful.
Module Type Upgrade-Result
27 SUP  Success
BRESINDHR  RA Y FIER—NX=NAHFDIT—)LT > EPLD ZEH L., XA v FZEHNICYUB—FLEZE
9, EPLD OEHATHON TV S & X2, i, BROBRA, £iE)O—F2{ThhunTla,

SET#. [show version module 27 epld] ZF v 735 &, A—/NX—=NAHFDEEN-T 3 U ED
FPGA N—Y 3 Y HARREINET, INT. A—/X=N"AH(Z, FPGA OEBMHEIEN—Y a v HEaEnsd Z
T T,

SWITCH# show version module 27 epld

Name InstanceNum Version Date
10 FPGA 0 0x30 20190625
BIOS version v08.35(08/31/2018)
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Alternate BIOS version v08.32(10/18/2016)

Ty 7L —FO®REIL, XA v FlE SUP D774 <) TRETI2HENHY 9, OJIEUTOEBY TY,
switch# show logging log | grep -i fpga | grep -i 27

2019 Jul 10 07:55:04 switch %CARDCLIENT-5-MOD_BOOT_PRIMARY: Module 27 IOFPGA booted from Primary

EE:

BEN—aVICE>TWBFPGADIT— LTy )= a v 7y 7o L—FL&S5ETBE, SUPOIT—ILT
Y= avEBENICTZ Yy TISL—FTBZLIITEY., ko7aryT AR EENET,

switch# install epld bootflash:n9000-epld.10.2.3.img module all golden
Digital signature verification is successful
B Fz v
Module Type Upgradable Impact Reason
22 FM Yes disruptive Module Upgradable
24 FM Yes disruptive Module Upgradable
27 SUP No none Golden Not Upgradable
28 SUP No none Golden Not Upgradable
29 SC Yes disruptive Module Upgradable
30 SC Yes disruptive Module Upgradable

Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-Required
22 FMIO FPGA 0x19 0x19 Yes
24 FM IO FPGA 0x19 0x19 Yes
29 SCIO FPGA 0x17 0x20 Yes
30 SCIO FPGA 0x17 0x20 Yes

Module 27 (EPLD ver 0x29) Golden upgrade not supported
Module 28 (EPLD ver 0x30) Golden upgrade not supported

The above modules require upgrade.
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Since both System Controller modules need an upgrade,a chassis reload will happen at the end of the upgrade.
Do you want to continue (y/n) ? [n] y

Nexus 9000 3 & T' Nexus 3000 TOR :

H: BICZOMmBMICHNT BICIE FPGADIT—LT U=y 754 <) )= 3 v OlA%EEHR
THEIMENDHY ET, HRICEY, 77A47 ) ET—UTVyORAZRRKFICEHRT S I LIFFAIINTOEY

A (TATZIVIIT—DPRELAA v FHERE L AL RIA8ELTEITE7-0, A7 LTEZDIEY A
—RZEIC120Y =Y 3 >vDHATY) ,

BIEN— 3 2 572%1E, FPGADIT— LT =30 527y 7L —RLABEWTLIEE WL,

1. EPLD A X =% 7 —F7 2y allab—LF3 (# : n9000-epld.10.2.3.img % (M) ,

2. 77ARYFPGA U —>avaBiHlL T,
install epld bootflash:n9000-epld.10.2.3.img module 1

MEINDIER : XA/ v FIXEPLD #E#H L. BEMICU B —FLEJ, EPLD OFEFHATHN TS & FIT,
it BIROBIRA. /30 0—FEThbARVWTLIEE N, A4y FldFT—ILT > FPGA TEET 5 7=,
[show version module 1 epld] £ 10 ®& W Fpga N—>Y 3 v ZFRRL T, TNEFEREEY OERTT,

show version module 1 epld

Name InstanceNum Version Date

10 FPGA 0 0x06 20180920
MI FPGA 0 0x01 20170609
BIOS version v01.14(06/15/2019)

Alternate BIOS version v01.12(07/25/2018)

syslog TRD & S ICHEFTE £,
%CARDCLIENT-5-MOD_BOOT_GOLDEN: Module 1 IOFPGA booted from Golden
%CARDCLIENT-2-FPGA BOOT_GOLDEN: IOFPGA booted from Golden

3. I=Ty Ny o7y 7TEeEHMEND) FPGA U —Ya vz EHL X,
install epld bootflash:n9000-epld.10.2.3.img module 1 golden

BEINDIHER: RM Y TFTIZEPLD #28H L. BHICU A —RLXT, EPLD OFEFAITHOhN TS & &E(2,
T, BIREOBEKRA, /0300 —R2TbihunTtdimE 0,

SET7#. [show version module lepld| #F v 73 3% &, BIE/N—2 3 VI ED FPGA N—2 3 VAFIR
INET,

show version module 1 epld
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Name InstanceNum Version Date
IO FPGA 0 0x07 20180920
Ml FPGA 0 0x01 20170609

BIOS version v01.14(06/15/2019)

Alternate BIOS version v01.12(07/25/2018)

Ty TITL—=— AR TETEE AAvFIE77A47)TRBILET, UTORIAERRINET,

show logging log | grep -i fpga

2019 Jul 9 19:46:11 Deervalley4 %CARDCLIENT-2-FPGA_BOOT_PRIMARY: IOFPGA booted from Primary
2019 Jul 9 19:46:11 Deervalley4 %CARDCLIENT-2-FPGA_BOOT_PRIMARY: MIFPGA booted from Primary

2019 Jul 9 19:46:11 Deervalley4 %CARDCLIENT-5-MOD_BOOT_PRIMARY: Module 1 IOFPGA booted
from Primary

2019 Jul 9 19:46:11 Deervalley4 %CARDCLIENT-5-MOD_BOOT_PRIMARY: Module 1 MIFPGA booted

from Primary

E N3K-C36180YC-R ¥ & U N3K-C3636C-R M54, CPU FPGA (I

FPGA Z#IRL T 7ZE Ly,

EIEADH 5 7=

&, 10 TlE7%A < CPU

Cisco Nexus 9200, 9300. 9300-EX. # KT 9300-FX 7' Z v b7+ — LR A v F THFATIREL EPLD A X —

# 3.
RAYFERRFRTZYTIIVHOED2—I EPLD 5
N R

yy—x
10.1(2)

yyy—x
10.2(1)

yyy—x
10.2(2)

Jy—=
10.2(3)

Cisco Nexus 92348GC-X IOFPGA 0x14 (0.020)  Ox14 (0.020)  Ox14 (0.020)  0x14 (0.020)
(N9K-C92348GC-X)
Cisco Nexus 93108TC-EX IOFPGA 0x15 (0.021)  0x15(0.021)  0x15(0.021)  0x15 (0.021)
(N9K-C93108TC-EX)
MIFPGA 0x2 (0.002) 0x2 (0.002) 0x2 (0.002) 0x2 (0.002)
Cisco Nexus 93108TC-FX IOFPGA 0x22 (0.034) 0x22 (0.034) 0x22(0.034) 0x22 (0.034)
(N9K-C93108TC-FX)
MIFPGA 0x3 (0.003) 0x3 (0.003) 0x3 (0.003) 0x3 (0.003)
Cisco Nexus 93108TC2-FX IOFPGA 0x22(0.034)  0x22(0.034) 0x22(0.034) 0x22(0.034)
(N9K-C93108TC2-FX)
MIFPGA 0x3 (0.003) 0x3 (0.003) 0x3 (0.003) 0x3 (0.003)
Cisco Nexus 9316D-GX IOFPGA 0x15 (0.021)  0x15(0.021)  0x15(0.021)  0x15 (0.021)
(N9K-C9316D-GX)
MIFPGA 0x6 (0.006) 0x6 (0.006) 0x6 (0.006) 0x6 (0.006)
Cisco Nexus 93180YC-FX3 |OFPGA 0x12 (0.018) 0x12 (0.018) 0x12 (0.018) 0x12 (0.018)
(N9K-C93180YC-FX3)
MIEPGA 0x15 (0.021)  0x15(0.021)  0x16 (0.021)  0x18 (0.024)
Cisco Nexus 93180YC-EX3S IOFPGA 0x12 (0.018)  0x12 (0.018) 0x12 (0.018) 0x12 (0.018)
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RAYFFELRFTZYTIVHED2—IL

(N9K-C93180YC-EX3S)

Cisco Nexus 93180YC-EX
(N9K-C93180YC-EX)

Cisco Nexus 93180YC-FX
(N9K-C93180YC-FX)

Cisco Nexus 93216TC-FX2
(N9K-C93216TC-FX2)

Cisco Nexus 93240YC-FX2
(N9K-C93240YC-FX2)

Cisco Nexus 9332C (N9K-C9332C)

Cisco Nexus 9332D-GX2B
(N9K-C9332D-GX2B)

Cisco Nexus 9336C-FX2
(N9K-C9336C-FX2)

Cisco Nexus 9336C-FX2-E
(N9K-C9336C-FX2-E)

Cisco Nexus 93360YC-FX2
(N9K-C93360YC-FX2)

Cisco Nexus 9348GC-FXP
(N9K-C9348GC-FXP)

Cisco Nexus 9348GC-FEXP
(N9K-C9348GC2-FXP)

Cisco Nexus 93600CD-GX
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EPLD T
NLR

MIFPGA
IOFPGA
MIFPGA
IOFPGA
MIFPGA
IOFPGA
MIFPGAO
MIFPGA1
IOFPGA
MIFPGA1
MIFPGA2
IOFPGA
MIFPGA
IOFPGA
MIFPGA
IOFPGA
MIFPGA
IOFPGA
MIFPGA
IOFPGA
MIFPGAO
MIFPGA1
IOFPGA
MIFPGA
IOFPGA
MIEPGA

IOFPGA

0x15 (0.021)

0x15 (0.021)
0x4 (0.004)
0x22 (0.034)
0x10 (0.016)
0x16 (0.022)
0x5 (0.005)
0x5 (0.005)
0x13 (0.019)
0x12 (0.018)
0x7 (0.007)
0x13 (0.019)
0x3 (0.003)
ZYL
FZETL
0x13 (0.019)
0x5 (0.005)
0x10 (0.016)
0x4 (0.004)
0x16 (0.022)
0x4 (0.004)
0x3 (0.003)
0x10 (0.016)

0x10 (0.016)

0x10 (0.016
0x3 (0.003)

0x15 (0.021)

0x15 (0.021)
0x15 (0.021)
0x4 (0.004)
0x22 (0.034)
0x10 (0.016)
0x16 (0.022)
0x5 (0.005)
0x5 (0.005)
0x13 (0.019)
0x12 (0.018)
0x7 (0.007)
0x13 (0.019)
0x3 (0.003)
B P
ZEiL
0x13 (0.019)
0x5 (0.005)
0x10 (0.016)
0x5 (0.005)
0x16 (0.022)
0x4 (0.004)
0x3 (0.003)
0x10 (0.016)

0x10 (0.016)

0x10 (0.016
0x3 (0.003)

0x15 (0.021)

0x15 (0.022)
0x15 (0.021)
0x4 (0.004)
0x22 (0.034)
0x10 (0.016)
0x16 (0.022)
0x5 (0.005)
0x5 (0.005)
0x13 (0.019)
0x12 (0.018)
0x7 (0.007)
0x13 (0.019)
0x3 (0.003)
0x11 (0.017)
0x13 (0.019)
0x13 (0.019)
0x5 (0.005)
0x10 (0.016)
0x5 (0.005)
0x16 (0.022)
0x4 (0.004)
0x3 (0.003)
0x10 (0.016)

0x10 (0.016)

0x10 (0.016
0x3 (0.003)

0x15 (0.021)

J)—2
10.2(3)

0x17 (0.021)
0x15 (0.021)
0x4 (0.004)
0x22 (0.034)
0x10 (0.016)
0x16 (0.022)
0x5 (0.005)
0x5 (0.005)
0x13 (0.019)
0x12 (0.018)
0x7 (0.007)
0x13 (0.019)
0x3 (0.003)
0x11 (0.017)
0x13 (0.019)
0x13 (0.019)
0x5 (0.005)
0x10 (0.016)
0x5 (0.005)
0x16 (0.022)
0x4 (0.004)
0x3 (0.003)
0x10 (0.016)
0x10 (0.016)
0x10 (0.016)
0x3 (0.003)

0x15 (0.021)
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RAYFELERT7YFTIVVHED 21— EPLD 7
N R
(N9K-C93600CD-GX)
MIFPGA
Cisco Nexus 9364C (N9K-C9364C) IOFPGA
MIFPGAO
MIFPGA1
Cisco Nexus 9364C-GX IOFPGA
(N9K-C9364C-GX)
MIFPGAO
MIFPGA1

# 4.

0x9 (0.009)

0x7 (0.007)

0x11 (0.017)

0x4 (0.004)
0x6 (0.006)
0x5 (0.005)

0x4 (0.004)

)—2A
10.2(1)

0x9 (0.009)
0x7 (0.007)
0x11 (0.017)
0x4 (0.004)
0x6 (0.006)
0x5 (0.005)

0x4 (0.004)

Cisco Nexus 9500 77 v b 7 4 — LA A v F TEMAAIREZL EPLD A X —3

Jiy—2R
10.2(2)

0x9 (0.009)
0x7 (0.007)
0x11 (0.017)
0x4 (0.004)
0x6 (0.006)
0x5 (0.005)

0x4 (0.004)

J)—2
10.2(3)

0x9 (0.009)
0x7 (0.007)
0x11 (0.017)
0x4 (0.004)
0x6 (0.006)
0x5 (0.005)

0x4 (0.004)

R —78—/" 4% A (NOK-SUP-A) IOFPGA
Z— 78— /N A Y A+ (NOK-SUP-A+) IOFPGA
2 —/8—/" 1% B (N9K-SUP-B) IOFPGA
2 — /8= A H B+ (NOK-SUP-B+) IOFPGA
P27 av ha—7 (N9K-SC-A) IOFPGA
32 7 KR—F 100 ¥ Ay k QSFP28 51 >  |OFPGA
#A—F (N9K-X9432C-S)

MIFPGA
32— F 100 ¥HE Y b QSFP28 71 >~  IOFPGA
#A—F (N9K-X9732C-EX) (E 777U v
JEY2—ILA) MIFPGA
32 F—h 100 ¥4 L v F QSFP28 74 >~ IOFPGA
H—F (N9K-X9732C-EXM) (E 777V
v I EY 2 —ILA) MIFPGA
36 K— k 100 ¥ ALY k QSFP28 51 >  |OFPGA
51— K (N9K-X9732C-FX)

MIFPGA
16 R— bk 400 ¥4 b QSFP-DD 54 >~ |IOFPGA
$A1— K (N9K-X9716D-GX)

MIFPGA
36 K—F 100 ¥HE Y k QSFP28 51 >~  IOFPGA
A1— K (N9K-X9736C-EX)

MIFPGA

© 2022 Cisco and/or its affiliates. All rights reserved.

0x31 (0.049)
0x17 (0.023)
0x30 (0.049)
0x17 (0.023)
0x22 (0.034)
0x14 (0.020)
0x4 (0.004)
0x13 (0.019)
0x9 (0.009)
0x11 (0.017)
0x5 (0.005)
0x7 (0.007)
0x2 (0.002)
0x9 (0.009)
0x9 (0.009)
0x13 (0.019)

0x9 (0.009)

0x31 (0.049)
0x17 (0.023)
0x30 (0.049)
0x17 (0.023)
0x22 (0.034)
0x14 (0.020)
0x4 (0.004)
0x13 (0.019)
0x9 (0.009)
0x11 (0.017)
0x5 (0.005)
0x7 (0.007)
0x2 (0.002)
0x9 (0.009)
0x9 (0.009)
0x13 (0.019)

0x9 (0.009)

0x31 (0.049)
0x17 (0.023)
0x30 (0.049)
0x17 (0.023)
0x22 (0.034)
0x14 (0.020)
0x4 (0.004)
0x13 (0.019)
0x9 (0.009)
0x11 (0.017)
0x5 (0.005)
0x7 (0.007)
0x2 (0.002)
0x9 (0.009)
0x9 (0.009)
0x13 (0.019)

0x9 (0.009)

0x31 (0.049)
0x17 (0.023)
0x30 (0.049)
0x17 (0.023)
0x22 (0.034)
0x14 (0.020)
0x4 (0.004)
0x13 (0.019)
0x9 (0.009)
0x11 (0.017)
0x5 (0.005)
0x7 (0.007)
0x2 (0.002)
0x9 (0.009)
0x9 (0.009)
0x13 (0.019)

0x9 (0.009)
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36 K— k 100 ¥ A E v ~ QSFP28 5 A >
$A1— K (N9K-X9736C-FX)

48 F— F 1/10GBASE-T B L1 4 7K
— 40 ¥AHEY F QSFP+ 54 v A
— F (N9K-X9464TX)

48 F— b 1/10/25 ¥ A E v kb SFP28 &
L4 FE—F 40/100 ¥AHE Y b
QSFP28 74 » A — K (N9K-
X97160YC-EX)

48 F— 10 ¥HE Y ~ SFP+

BLU4FE—F 100 FHE Y k
QSFP 28 514 »H—F (N9K-

X9788TC-FX)

48 F—F 10 ¥HE v k SFP+

HEXO04FE—F 100 FHE v
h QSFP28 SA v H—F
(N9K-X9788TC2-FX)

Cisco Nexus 9504 100 ¥4 Ew b -EX 7
AVvRA777 Yy 7EY 21— (N9K-
C9504-FM-E)

Cisco Nexus 9504 100 ¥ H v k
ST7AVvhH—FB777 Uy IE
22— (N9K—09504—FM—S)

Cisco Nexus 9508 100 ¥ A&y k
EX AV h—FB777 0y o
22— (N9K-C9508-FM-E)

Cisco Nexus 9508 100 FHEY b -EX 7
AVAZ777Yy7EY2a—L (NIK-
C9508-FM-E2)

Cisco Nexus 9508 100 FHEY -8 Z
AVA7Z7 7Yy IEY2a—IL (NIK-
C9508-FM-S)

Cisco Nexus 9516 100 ¥4t Y b -EX B
SO-FX AV h—FBR777 Vv oEY
21—/ (N9K-C9516-FM-E2)

# 5.

IOFPGA

MIFPGA

IOFPGA

MIFPGA

IOFPGA

MIFPGA

IOFPGA

MIFPGA

IOFPGA

MIFPGA

IOFPGA

IOFPGA

IOFPGA

IOFPGA

IOFPGA

MIFPGA

IOFPGA

0x7 (0.007)
0x7 (0.007)
0x9 (0.009)
0x8 (0.008)
0x12 (0.018)

0x5 (0.005)

0x4 (0.004)

0x6 (0.006)

0x6 (0.006)
0x3 (0.003)

0x15 (0.021)

0x11 (0.017)

0x14 (0.020)

0x9 (0.009)

0x11 (0.017)

0x11 (0.011)

0x8 (0.008)

0x7 (0.007)
0x7 (0.007)
0x9 (0.009)
0x8 (0.008)
0x12 (0.018)

0x5 (0.005)

0x4 (0.004)

0x6 (0.006)

0x6 (0.006)
0x3 (0.003)

0x15 (0.021)

0x11 (0.017)

0x14 (0.020)

0x9 (0.009)

0x11 (0.017)

0x11 (0.011)

0x8 (0.008)

Yy —2
10.2(1)

0x7 (0.007)
0x7 (0.007)
0x9 (0.009)
0x8 (0.008)
0x12 (0.018)

0x5 (0.005)

0x4 (0.004)

0x6 (0.006)

0x6 (0.006)
0x3 (0.003)

0x15 (0.021)

0x11 (0.017)

0x14 (0.020)

0x9 (0.009)

0x11 (0.017)

0x11 (0.011)

0x8 (0.008)

R 74 >Hh—F#EEHD Cisco Nexus 9500 7' 5 v b 7+ — L XA v F TEMAIEEAR EPLD 4 X —3

0x7 (0.007)
0x7 (0.007)
0x9 (0.009)
0x8 (0.008)
0x12 (0.018)

0x5 (0.005)

0x4 (0.004)

0x6 (0.006)

0x6 (0.006)
0x3 (0.003)

0x15 (0.021)

0x11 (0.017)

0x14 (0.020)

0x9 (0.009)

0x11 (0.017)

0x11 (0.011)

0x8 (0.008)

Yy —2
10.2(3)

36 KR— bk 100 ¥AE Y ~ QSFP28 51~/ IOFPGA 0x18 (0.024)  0x18 (0.024)  0x18 (0.024)  0x18 (0.024)
— F (N9K-X9636C-RX)
MIFPGA  0x3 (0.003) 0x3 (0.003) 0x3 (0.003) 0x3 (0.003)
© 2022 Cisco and/or its affiliates. All rights reserved. 13/16 =2



aAvR—2> b EPLD 7 yy—= py—= py—= py—=
NA R 10.1(2) 10.2(1) 10.2(2) 10.2(3)

36 K— F 100 ¥ ALY k QSFP28 54 > /1 IOFPGA 0x12 (0.018)  0x12 (0.018) 0x12 (0.018)  0x12 (0.018)
— F (N9K-X9636C-R)

MIFPGA  0x9 (0.009)  0x9 (0.009)  0x9 (0.009)  0x9 (0.009)

36 F— k40 ¥HE Yk QSFP+ T 4 »~ IOFPGA 0x19 (0.025)  0x19 (0.025) 0x19 (0.025)  0x19 (0.025)
#A1—F (N9K-X9636Q-R)

MIFPGA  0x3(0.003)  0x3(0.003)  0x3(0.003)  0x3 (0.003)

52 K— F 100 ¥ ALY F-RFA V5 IOFPGA 0xD 0xD 0xD 0xD
— F (N9K-X96136YC-R)
MIFPGA OXF OXF OXF OXF
DBFPGA  OxE OXE OXE OXE

Cisco Nexus 9504 100 ¥ 7 E'v k -R 54  IOFPGA  0x7 (0.007)  Ox7 (0.007)  Ox7 (0.007)  Ox7 (0.007)
vh—FA7Z777Uy 2 EYa2—IL (NOK-
C9504-FM-R)

Cisco Nexus 9508 /7 77U v 7 E2 2= \qrpoa 0x10(0.016)  Ox10 (0.016)  Ox10 (0.016)  0Ox10 (0.016)
100 £HEY kR 54> H—

k' (N9K-C9508-FM-R)

EPLD /1 X — D7 v 74 L— KDORIEIZEET 5 Ik
EPLD 1 X =Y &ESIC&oTlE, 7y 7oL —FEXFy ITEET,
e Cisco Nexus 9000 > U —X XA v FICHEREPLD 7v 77 L — REHRITBIZIE. ZDRAA v FT
show install impact epld bootflash: 2~ > F%{#MA L. n9000-epld.10.2.3 4/ X =L %KL £7,

ROBITIE, MIFPGA BL N IOFPGAEPLD A A =% Ty 77 L — RS 20ZEIEH Y £ A,
switch# show install all impact epld n9000-epld.10.2.3.img

Retrieving EPLD versions.... Please wait.
Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-Required

1 LC MIFPGA OxOf OxOf No
1 LC IOFPGA 0x0d 0x0d No
1 LC DBFPGA Ox0e Ox0e No
21 FM 10 FPGA 0x07 0x07 No
27 SUP 10 FPGA 0x15 0x15 No
28 SUP IO FPGA 0x15 0x15 No
29 SC IO FPGA 0x20 0x20 No
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30 SC IO FPGA 0x20 0x20 No
BEglFzv o
Module Type  Upgradable Impact  Reason

1 LC Yes disruptive Module Upgradable
21 SUP  Yes disruptive Module Upgradable
27 SUP  Yes disruptive Module Upgradable
28 SUP  Yes disruptive Module Upgradable
29 SC Yes disruptive Module Upgradable
30 SC Yes disruptive  Module Upgradable

ISSUHDTy 7L —F

T DHEBEICIZ, FETEES R T L (NXOS) 7v 74 L—FRHRIZEPLD A X =227 v 7L — KT 547
avhAHhYET, ISSUCcli ZFEAL T, =7 v FEPLD A XA =Y ZEELEFT, A VA M—=ILDT v 7L —
NETERFE T EPLD A X — YA REES N, BEDEPLD 7 v 77 L —Fld, Y RT7L%)O—F3F BHICETS
NET, VRTLIFVTAVICED E, §RTDEPLD LU NXOS X7 L (BIOS 2#&E) AF L LAY
—VavIilTy 7L —FINET,

ISSUcli #EA L TEPLD 1 X—>% 7 v 77 L— K9 %(CIE, install all nxos <nxos-image> epld <epld-
image> A< > FZERAL T, A YAM—ITBEEPLD A X—ZAHLET,

ISSU DEHIC > UL T ld, [Cisco Nexus 9000 Series NX-OS Software Upgrade and Downgrade Guidel #*
SHBLTLIEE N,

EPLD 7 v 77 L—FDRAT —XADFKIK
24y FDEPLD DRT—R A% FKxd 5IC1E. show install epld status A~ > FAFEHL £7,
HIBREIE
EPLD 27 v 7L — RTBHEIE. ROAA K54 v e BERFE P ERINET,
o EVA-LADAFVYIAVTHWEA, ZOEV1—ILDEPLD A A =% Ty 7oL —RTEEHA,

o AAYFIZ2DDR—/IN—NAHFAAL VX b—ILEINTWLBIES (Cisco Nexus 9504, 9508. B L
9516 XA v FDH) ( ROAXTY RAZFEAL T, REVN\AFLF52 Ty 7L —RT52¢H, T
DES 2= (AHDR—I—NAYFES 12— ILEED) #T7 v 7L —RT32¢HTxF9,

- install epld bootflash: image module standby-supervisor-slot-number (X X > /XA X —/8—/NA
EL2-NDIRET v TIL—F)
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/upgrade/cisco-nexus-9000-nx-os-software-upgrade-downgrade-guide-101x/m-upgrading-or-downgrading-the-cisco-nexus-9000-series-nx-os-software.html#Cisco_Concept.dita_c52831f8-8da8-4219-a2b8-9c95fd774ecd

]
E ARV REEERTEZE, TIOTATELIPRZ YN, Z—=R—=NA Y T 12— LE XA v FH—
N=LTh B, bIBFADODR—nN—NAHY 2Ty T L —RKTE£7,

o install epld bootflash: image module all (¥ XTHDEL 2 —IL%ET v 7L —F)

o AAYTFICTAVAI—=ILENTWVWER—=N=NAHYPNR 1 DLEIFTDHFE, EPLD A X —2DT7 v T oL —
FEELo 7L —RiCld, RaEfEnEd,

Cisco NX-0S 9000 ¥ ) — XD ~v =27 I)bty FESBLTLEE WL,
Jy—x /—F

Cisco NX-0S 9000 > — XD U —X /—hty b ZSBLTIEEL,

R-aTFNEATE 74—k s

CDOXZaTICET ARG 74— FNy 7 FRIEFRYPEHINGESRIEORIATIVE Lo,
nexus9k-docfeedback@cisco.com & V) ZE#E L 2SN, THAOE LA LLIBREVWLEZLET,

ERTER

Cisco 3 &£ U} Cisco A T'l&, Cisco Systems, Inc. £7-1ZZ DEBREHDOKES L0 ZDOMBOEICE T 2 BFEIEE
7ZIEEETY, Y XIDOEEDO—EIL, http://www.cisco.com/web/JP/trademark_statement.html T ZHEFR L 7=
7217 £ 9, Third-party trademarks mentioned are the property of their respective owners. [/¥— 7+ —] & W

FSEENMEHINTWTEH, YROEMHOBEICN— =2 v TERINFET DI EAEZKRTZ2H0TIEH Y £
A, (1110R) ,

CDRZaTNLTHEALTWSIPT7 FLABLOEBHEESIE. EEOT7 FLABLUVEEESEZRT HOTIE
HYFEFLA, vZaTILOFDOF), AT FHAO, Fy b7—7 bRAYV—-K BLXUOZOMMORIL, FREAD
HEBERE L TERINTWES, RBPOFRICERDIP 7 FLABLUVOEFRESNMERHINTWZE LT,
ZNIFENR LD TR, BAO—HLE2HDTT,

© 2022 Cisco Systems, Inc. All rights reserved.

(vzaavsorevs— Y

BHEAECRH SN TVWEEEFAOSELEHEEOTY,
SRICEALT | Y—EZICAEALT | SEFry_—vI(CELT | BRBERE | —BINRCER

SHELWEHESE
FEETOMLWSDE BRWELEIIT 744
¥/ 9:00 - 17:00 cisco.com/jp/go/vdc_callback

0120-092-255
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https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html##~tab-documents
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