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>>> import cisco
>>> help (cisco)
Help on package cisco:

NAME
cisco

FILE
/isan/python/scripts/cisco/ _init .py

PACKAGE CONTENTS
acl
bgp
cisco_secret
cisco_socket
feature
interface
key
line_parser
md5sum
nxcli
ospf
routemap
routes
section parser
ssh
system
tacacs
vrf

CLASSES
~_builtin .object
cisco.cisco secret.CiscoSecret
cisco.interface.Interface
cisco.key.Key
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json_string = clid (“cli-command”)
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clip (“cli-command”)
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GE) clip (“cli-command”)
L [A%T7 (is equivalent to)

r=cli(“cli-command”)
print r
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>>> cli("conf t")
>>> cli("interface eth4/1")
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>>> cli("conf t ; interface eth4/1 ;
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switch# python
switch# python

Warning: Python 2.7 is End of Support, and future NXOS software will deprecate
python 2.7 support. It is recommended for new scripts to use 'python3' instead.
Type "python3" to use the new shell.

Python 2.7.11 (default, Jun 4 2020, 09:48:24)

[GCC 4.6.3] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>> from cli import *

>>> import json

>>> cli('configure terminal ; interface loopback 1 ; no shut')

>>> intflist=json.loads (clid('show interface brief'))

>>> 1=0

>>> while i < len(intflist['TABLE interface']['ROW interface']):
intf=intflist['TABLE interface']['ROW interface'][i]
i=i+1
if intf['state'] == 'up':

print intf['interface']

mgmt0

loopbackl

>>>

RRITA—T v b
WIZ, Python APl Zffl L7 S8 FhFTrn7+—~vy haRLET
Bl
>>> from cli import *

>>> cli("conf ; interface loopback 1")

>>> clip('where detail')

mode:
username: admin
vdc: switch

routing-context vrf: default
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>>> from cli import *
>>> cli("conf ; interface loopback 1")

>>> cli('where detail')

' mode: \n username: admin\n vdc:
switch\n routing-context vrf: default\n'
>>>
i 3
>>> from cli import *
>>> cli("conf ; interface loopback 1")
>>> r = cli('where detail') ; print r
mode:
username: admin
vdc: EOR-1
routing-context vrf: default
>>>
i 4
>>> from cli import *
>>> import json
>>> out=json.loads (clid('show version'))
>>> for k in out.keys{():
e "%30s = %$s" % (k, out[k])
kern uptm secs = 21
kick file name = bootflash:///nx0s.9.2.1.bin.S246
rr_service = None
module_id = Supervisor Module
kick tmstmp = 07/11/2018 00:01:44
bios cmpl time = 05/17/2018
bootflash size = 20971520
kickstart ver str = 9.2(1)
kick cmpl time = 7/9/2018 9:00:00
chassis id = Nexus9000 C9504 (4 Slot) Chassis
proc_board id = SAL171211LX
memory = 16077872
manufacturer = Cisco Systems, Inc.
kern uptm mins = 26
bios ver str = 05.31
cpu name = Intel(R) Xeon(R) CPU D-1528 @ 1.90GHz
kern uptm hrs = 2
rr usecs = 816550
rr sys ver = 9.2(1)

rr_reason
rr_ctime

Reset Requested by CLI command reload
Wed Jul 11 20:44:39 2018

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2018, Cisco and/or its affiliates.
All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses,
otherwise stated, there is no warranty, express or implied,

header str = Cisco Nexus Operating System (NX-0S) Software

such as open source. This software is provided "as is," and unless
including but not
purpose.

limited to warranties of merchantability and fitness for a particular
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
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Version 2.1 or

Lesser General Public License (LGPL)
Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

host name = switch
mem_type = kB
kern_uptm days = 0

>>>

JEA 259 T« 7 Python

Python 27 U 7' N4 % 5#0& LT Python CLI =2~ > RCHEMH$ 5 Z & T, Python A7 U 7' |
BIA BT T 4T F— RTETTEET, Python A7 U7 ME, 7— 7T v v aFe
TR X — LD FNICEET D H4EENH Y £9°, PythonCLI =~ R TIE, Python 227 U 7
FORKREO A~ B T4 UG EFENTEET,

Cisco Nexus 3500 77 v b7 4 —2 AA wvF (X, Python A7 U 7 h&FATT 5= DE[ET
CLI a2~y FHH¥HR—hrLTWET, bootflash:scripts T4 L7 b UL, Y—ACLI =
VU RDT T AN INDAZ YT N T 4 LT NUTT,

ZOBITIE, NCAZ VT P EFRRLTOALETLET, RFZ EEO7 7 A V&7 — |
77y alliio T 5L bDTY,

switch# show file bootflash:deltaCounters.py
#!/isan/bin/python

from cli import *
import sys, time

ifName = sys.argv[1l]

delay = float(sys.argv[2])

count = int(sys.argv[3])

cmd = 'show interface ' + ifName + ' counters'

out = json.loads(clid(cmd))

rxuc = int (out['TABLE rx counters']['ROW_rx counters'][0]['eth inucast'])
rxmc = int (out['TABLE rx counters']['ROW_rx counters'][1l]['eth inmcast'])
rxbc = int (out['TABLE rx counters']['ROW_rx counters'][1l]['eth inbcast'])
txuc = int (out['TABLE tx counters']['ROW_tx counters'][0]['eth outucast'])
txmc = int (out['TABLE tx counters']['ROW_tx counters'][1]['eth outmcast'])
txbc = int (out['TABLE tx counters']['ROW_tx counters'][1]['eth outbcast'])
print 'row rx ucast rx mcast rx bcast tx ucast tx mcast tx bcast'

print ' !

print ' $8d %$8d %8d %8d %8d %8d' % (rxuc, rxmc, rxbc, txuc, txmc, txbc)
print ' !

i=0

while (i < count):

time.sleep (delay)

out = json.loads(clid(cmd))

rxucNew = int (out['TABLE rx counters']['ROW_rx counters'][0O]['eth inucast'])
rxmcNew int (out ['TABLE rx counters'] ['ROW rx counters'][1l]['eth inmcast'])
rxbcNew int (out ['TABLE rx counters']['ROW rx counters'][1l]['eth inbcast'])
txucNew int (out ['TABLE tx counters']['ROW_tx counters'][0O]['eth outucast'])
txmcNew int (out ['TABLE tx counters']['ROW_tx counters'][1l]['eth outmcast'])
txbcNew int (out ['TABLE tx counters']['ROW_tx counters'][1l]['eth outbcast'])
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4= 1
print '%-3d %8d %8d %8d %8d %8d %8d' % \

(i, rxucNew - rxuc, rxmcNew - rxmc, rxbcNew - rxbc, txucNew - txuc, txmcNew - txmc,

txbcNew - txbc)

switch# python bootflash:deltaCounters.py Ethernetl/l1 1 5
row rx_ucast rx mcast rx bcast tx ucast tx mcast tx bcast

0 791 1 0 212739 0
1 0 0 0 0 26 0
2 0 0 0 0 27 0
3 0 1 0 0 54 0
4 0 1 0 0 55 0
5 0 1 0 0 81 0

switch#

WOFNL, sourcea~> Kina~wy RIA VEIBERET D HFiEEFRRRLTWET, ZOHFIT
IZ, policy-map (% cgrep python A7 U 7 h~D51ETF, ZDOHFli%, source 2~ RHR/SA 7
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switch# show running-config | source sys/cgrep policy-map

policy-map type network-gos nw-pfc
policy-map type network-gos no-drop-2
policy-map type network-gos wred-policy
policy-map type network-gos pause-policy
policy-map type gos foo

policy-map type gos classify

policy-map type gos cos-based

policy-map type gos no-drop-2

policy-map type gos pfc-tor-port

Embedded Event Manager TD XY 1) 7 FDEST
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switch# show running-config eem

!Command: show running-config eem

'Running configuration last done at: Thu Jun 25 15:29:38 2020

!Time: Thu Jun 25 15:33:19 2020

version 9.3(5) Bios:version 07.67
event manager applet al
event cli match "show clock"
action 1 cli python bootflash:pydate.py

switch# show file logflash:vdc_1/event archive 1 | last 33
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eem event time:06/25/2020,15:34:24 event type:cli event id:24 slot:active(l) vdc
:1 severity:minor applets:al
eem_param_info:command "exshow clock"
Starting with policy al
stty: standard input: Inappropriate ioctl for device
Executing the following commands succeeded:
python bootflash:pydate.py
Completed executing policy al
Event Id:24 event type:10241 handling completed

show filelogflash:event_archive 1 =~ RZFE(TL T, 7 77 A LVNOA X MIEo
ThIA—ENET 7 a v ERETEET,

switch# show file logflash:event_archive 1 | last 33

eem event time:05/01/2011,19:40:28 event type:cli event id:8 slot:active(l)
vdc:1 severity:minor applets:al

eem param info:command = "exshow clock"
Starting with policy al
Python

2011-05-01 19:40:28.644891
Executing the following commands succeeded:
python bootflash:pydate.py

PC_VSH CMD TLV(7679) with g
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switch# python

Python 2.7.5 (default, Oct 8 2013, 23:59:43)

[GCC 4.6.3] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
>>> import urllib2

>>> from cisco.vrf import *

>>> set _global_ vrf ('management')

>>> page=urllib2.urlopen('http://172.23.40.211:8000/welcome.html")

>>> print page.read()

Hello Cisco Nexus 9000

>>>

>>> import cisco

>>> help(cisco.vrf.set global vrf)

Help on function set global vrf in module cisco.vrf:

set global vrf (vrf)

Sets the global vrf. Any new sockets that are created (using socket.socket)
will automatically get set to this vrf (including sockets used by other
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python libraries).

Arguments:
vrf: VRF name (string) or the VRF ID (int).

Returns: Nothing

>>>

Python [Z & % CiscoNX-0S X1 7«

Cisco NX-OS 58T, Y7 F 7 =7 D CiscoNX-OSH > FAR v 7 2 LA ¥ LRCLI 2 —
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Cisco NX-OS network-admin % 721% dev-ops 2 —/VZBEAFIT HTWA TR TO—H X, F
ML —HWCd, HAX L m—/LTCPython ~DT 7 B ANTFAT XN T D a—F—%, FERHE
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tXal) T4 LAY —ERDH
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