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Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET

ATvT2

radius-server host {ipv4-address |
hostname}
Example:

switch (config)# radius-server host
10.10.1.1

SREEICAE 45 RADIUS H-—/ 30 [Pv4
T RUVAFEAIFIAA N ERTELET,

ATvT3

(Optional) show radius {pending |
pending-diff}

Example:

switch(config)# show radius pending

BeAi T 2 7o DI IREIZ > TV D
RADIUS X E&F R~ LET,

ATvT4

(Optional) radius commit

Example:

switch (config)# radius commit

— T —Z _X—ZANIZH D RADIUS O
BELEEEE(TI L 74 X2l —a
W L FET,

ATy Th

exit
Example:

switch (config)# exit
switch#

REE— R TLET,

ATvT6

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS r— DR EEZF R LET,

ATy T17

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
NPy a7 Xal—rgila
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Before you begin
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Procedure
Command or Action Purpose
AT w 71 | configureterminal Jua—\) a7 4X¥al—3g v
Example: E— NEBBLES
switch# configure terminal
switch (config) #
AT w2 |radiusserver key [0] 6 7] key-value 3T RADIUS #— 3 RADIUS
Example: F—2fEL LT, key-value 287 U7
switch(config)# radius-server key 0 TEXAR ﬂ%ﬁ (0) AN 76 Hg%,ﬂ:
QSE£ThUkKO X (6) M. ¥A T TREEALENX (7)
MEFEETE £7, CiscoNX-0S Y 7 b
D7 L, FTar 7 4 ¥al— g
NRFETDENZZ VT THF A MOF—
b LET, 7740 hoERILY
V7 7% A BFTY, KT63LFT
ﬁ—o
7 7 4V hTlE, RADIUS F—[I3%E &
NEEA,
ATy 73| exit REE—REETLET,

Example:

switch (config) # exit

switch#

R T v 7 4| (Optional) show radius-server RADIUS —NOFEZF R LET,
Example: Note  RADIUS *—(3#E{7=> 7 4
switch# show radius-server X2l —3I 3 y@:ﬁ%%{t én

X TRIFSNET, 5
{b & 4172 RADIUS ¥ —% %R
%121, showrunning-config
avy REHLES,

R w 75 | (Optional) copy running-config FETary 74 Fal—vark, AL—
startup-config Ty ar 74 ¥al—vavica
Example: E—LET,
switch# copy running-config
startup-config
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JE— K RADIUS —_"DF —DEZEE L E 1,
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Procedure

Command or Action

Purpose

AT w 71 | configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g
ET— RZHBLET

R w 72 |radius-server host {ipv4-address |
hostname} key [0 | 6 7] key-value
Example:

switch (config)# radius-server host
10.10.1.1 key 0 P1lIjUh¥Yg

¥¥7E D RADIUS H—/3H ® RADIUS

F—AEELET, key-value 37 U 7
THZAREA (0) 2, XA 7 6HEEAb
B (6) 7, ZA 7 THEEALIE (7)
MEFEETE £7, CiscoNX-0S V7 hk
=TT, EfTar 74X 2l —T 3
NRAFT DHNCZ VT TF A FDF—
EREEALLET, T 74 oIy
U7 7F%FARMTT, &AKT63LFT
7

Z ® RADIUS F—7» 7/ a—,3L
RADIUS F—D b W [ZEH S E 7,

ATy 73| exit
Example:

switch (config)# exit
switch#

REE— Rz T LET,

R T+ 7 4 | (Optional) show radius-server

Example:

RADIUS — OB TEEERLET,
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Command or Action

Purpose

switch# show radius-server

Note  RADIUS F—i3Fi7a 7 4
Falb—iarilifsiban
A TRFSNE T, S
{fb & 7= RADIUS % — % /R
F %121, showrunning-config

avr REHFEHALET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

EfFar 7 4 X2 l—ark, AX—
Ny a7 ¥al—vgila
[:O‘_ Li@—o

Related Topics
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PR ITN—TE2FEHLT, 1 BERITEEEDO Y T— N AAA P — L DRFERIEE TS
9, JI—TDA L N—TFT T, RADIUS 72 ha /LIZB L TWARLERH D £1, &RE
LB » TH =" fran x4,

INHDH =N TN =TTV DO THRETE T,

AAA VP —BERTEHATHILERH Y 5,

Before you begin

TN—FHNOFTXTOH—33 RADIUS $— " Th D Z & 2R L ET,

Procedure

B

RELIZIN—T%HNT 5121,

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—N) a7 4 FXal— g
T— F&EREBELET

ATy T2
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aaa group server radius group-name

Example:

switch(config) # aaa group server radius|
RadServer
switch (config-radius) #

RADIUS #— F L —FZEk L., #
D7 N—7D RADIUS H—/\ 7 L—=7
a7 4FXal—vary P TE—FRKE
BAA L £3, group-name 1%, &K
127 LFOREIDEBFORARNY 7
T, RXF/ICFREBISET,
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Command or Action

Purpose

RADIUS #— ZL—F a2 Hl&d 512
X, Z2oavr FonEXz2HEHLE
7,

Note F 74 NDY AT NERT
TZHN K T—F
(RADIUS) iFHIBgECx £+

/Uo

ATvT3

server {ipv4-address | hostname}

Example:

switch (config-radius)# server 10.10.1.1

RADIUS #— 3% RADIUS ¥ —/\ 7
N—=T DA NR—=L L THRELET,

§7E L7= RADIUS Y—/ 33 o b 72
WIEETE, radiusserver host =~ K%
FITL, Zoavwr REFERTLET,

ATvT4

(Optional) deadtime minutes

Example:

switch (config-radius) # deadtime 30

TRV T Ty R A LERELE
9, 774V MEIX05TY, FRETE
HEPHIL 1 ~ 1440 T,

Note RADIUS #— 7 L—7D

T R XA LR 0 LD K
WAL, ZOER T n—
NVIRT v KA A MEX Y E
feanEd,

ATvTh

(Optional) server {ipv4-address | hostname}

Example:

switch (config-radius)# server 10.10.1.1

RADIUS ¥— 3% RADIUS H—/\ 7
N—T DA NR—L LTHRELET,

Tip f57E L7 RADIUS H— 73,
DOMBRWIGEIL,
radius-server host =< > K%
BEHLTH—ZHEL, Z
Davr Ruabd —EIITL
7,

ATvT6

(Optional) use-vrf vrf-name

Example:

switch (config-radius) # use-vrf default

PN TN —TNOY— R & ORI
45 VRF & L £,

ATy T17

exit
Example:

switch (config-radius)# exit
switch (config) #

a7 4 X2l —varET—RKEKT
L/i‘j‘o

RADIUS DE&E .
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Command or Action

Purpose

ATvT8

(Optional) show radius-server groups
[group-name]
Example:

switch (config)# show radius-server
groups

RADIUS ¥ — J)L—TF DFRE % Fom
LE7,

ATvT9

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

Ef1ar 7 4 Xal—arr, AX—
Ny ary74¥al—gila
I:O“A[/ij—o

Related Topics

RADIUS 7 v K ¥ A LAMEORE (24 X—2)

RADIUS H— N\ T IL—TDH-=-HD 5 O— N )LFKETA VI —T AR

DELTE

RADIUS = ' )—"17 7B AT HBIMEHT 5. RADIUS r— 1 7 —T7HO 7 a—

PIARIETA Vv H—T =2 A%

FETEXFET, F-. BHED RADIUS — 1 7 L— 7 I &

WRARETA LV H—T oA ABRETHZILELTEET, T 74/ FTlE, CiscoNX-0S V7
Fo =7, ARG L F—T oA A FEHLET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config)

Ja—)L a7 4 FXal—g
T— F&EREBELET

ATy T2

ip radius sour ce-interface interface

Example:

switch(config)# ip radius
source-interface mgmt 0

ZDTNAATHREINTNDTRTD
RADIUS #— JI)L—FH D 7o —
WRIETA L E—T oA AEHELE
—a—o

ATvT3

exit
Example:

switch (config) # exit
switch#

%&Hﬂiﬂ:\‘:‘* F‘%%T Li?‘*o

ATv74

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS — DR EFHRE TR L E
—gﬂo

. RADIUS DERE
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Command or Action

Purpose

ATvT5

(Optional) copy running-config startup
config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:O‘_I_/i‘j—o

Related Topics

RADIUS ¥ — J)L—F DR IE

o074 VBIZa

(12 ~<—2)

—4H(Z & B RADIUS —/\DIETE = 50]

> 7L KT I&. Cisco NX-OS T AT 7 0 FD AAA AL U RS W CERER SR &

$ﬁ%bi—§—o [ uﬁg;kli\%mflﬁ RADIUS ¥r—/"—% 22— — e
T HIZ1X, directed-request &7 > a Y EAINILET, ZOA T a L EHR

FRA 2%

\)

=A==

AxX E
I L7=35E.
hostname (X ffi fH9-% VRF. hosthameiZ

FETX 5 L HIT Cisco NX-0S

= —#—|% username@vrfnamehostname & L TR 27 A > C&E£3, T I T,

FE E 72 RADIUS ¥ — R— DL RIT T,

Note

directed-request 47> 2 L AN T H &, CiscoNX-0S 7 /31 ATl
KETFEFERAL, 7740 o=V FRIFHEH LN E D

RADIUS 5

FILIJ L

\—73? D i‘é—o

)

Note

2

EDT A T Telnet By > a VRO R— S ET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
EF—FEBLET

ATvT2

radius-server directed-request

Example:

switch (config)# radius-server
directed-request

07 A R 2 — SRR R DR 5
L 725 RADIUS —NZIEETEZ 5 &
IZLET, T 74 FTITED o
TWET,

ATvT3

(Optional) show radius {pending |
pending-diff}

Example:

switch(config)# show radius pending

BT 2 72 DIREIRBEIZ > T D
RADIUS R ExF£ R LFET,

RADIUS DE&E .
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Command or Action

Purpose

ATvT4

(Optional) radius commit

Example:

switch (config)# radius commit

— 5 — & _—ZAWNIZH H RADIUS D
BELEFEL T 7 4 X2l — g
WCEA L ET,

ATvTh

exit
Example:

switch (config)# exit
switch#

WEE— FEKTLET,

ATvT6

(Optional) show radius-server
directed-request
Example:

switch# show radius-server
directed-request

directed request D% E A KR LET,

ATy T17

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FiTar74Xal—varvk, AX—
FP a7 4 ¥al—ygla
E—LEd,

2 0—s\)L 75 RADIUS 315

VD ESARKREZ A LTV FEROKTE

T _RTORADIUS — 2T 5 70— LR R Y b7 A B 4 L7 7 MR 2% E
T&EJ, 774/ FTIL, Cisco NX-0S 7 /34 AT v — VBRI R RIIC, RADIUS H—
NADFEELZTEZTHERITLET, 20U 714 DBEIL, — T EITRKS Bl E THR
TZENTEET, XA 277 FHERIZIEL, CiscoNX-0S 7734 A3 RADIUS $— 3005 D
BrfoRMERELE T, TNEREDLEX A LT TN =T7—12hDET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—N)L a7 4 FXal— g
ET— F&ERHEBLET,

ATy T2

radius-server retransmit count

Example:

switch (config)# radius-server
retransmit 3

4T RADIUS ¥ — RO EEEEE
PRRELET, T 740 b OFEEREK
1T, #PHIX0~5 T,

ATvT3

. RADIUS DERE

radius-server timeout seconds

Example:

RADIUS — DEE X A 27 7 FElk&
FHRELET, TNV IDEA LT Y
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axX ;&

H—RIZ%T % RADIUS %45 RS A EHE 21 L7 rRImoEE |

Command or Action Purpose
switch (config)# radius-server timeout N Fﬁﬁﬁl’%ﬁi 5 *}x-—c\ %Ebj: 1~ 60 *}‘T
10
D
A7 v 7 4 | (Optional) show radius {pending| BUATS % 7= D ICRBIRIBIC 72 > T B
pending-diff} RADIUS % ExF R LET,
Example:

switch (config)# show radius pending

R 75 | (Optional) radius commit — T — & _— 2N H D RADIUS O
Example: RELEEZETa Ly 74 Fal—ay
switch (config)# radius commit ﬁlﬁﬁfﬁlJEE7fo

ATy 76| exit BEE— RERTLET,

Example:
switch (config)# exit
switch#

A7 77 |(Optional) show radius-server RADIUS % — /OB EEFRLET,
Example:

switch# show radius-server

Z 5w 7 8 | (Optional) copy running-config FTar74FXal—vark, AF4—
startup-config Ty a7 44Xl — g0l
Example: E—L %,

switch# copy running-config
startup-config

H—/N 2% 9 5 RADIUS =5 FS AR ER A LT FEIRDERTE

77 /L b T, Cisco NX-0S 7 /34 AL v — B /VEGEIZ R TR, RADIUS H—/ S ~DkfE
ZIEIZIHEMATLET, 20U M A DEEIX, V— T EITRKRSEIETHLT Z LN T
X FEF, CiscoNX-OS T /NA AN, XA LT U~ =T —%EST HAMT, RADIUS H—/ 30
DIVEEFHET DX A LT U FERBLRETE £,

Before you begin

1 DFE 138D RADIUS — X R R M ERELET,

Procedure
Command or Action Purpose
AT w 71 | configureterminal Jua—\) a7 4X¥al—3gy
Example: E— RNEBBLES
switch# configure terminal
switch (config) #

RADIUS DE&E .
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Command or Action Purpose

Z 5 7 2 |radius-server host {ipv4-address | B E DY — Tk D IR E R A E
hostname} retransmit count LET, FT740 MIZa—rJUET
Example: D

switch (config)# radius-server host Note fﬁﬁf@ RADIUS “ﬁ_h‘/\‘é:*b/\dliﬂ
serverl retransmit 3 Lkﬁ%ﬁ@@ﬁ\ﬁﬁéb
RADIUS H#—/ NZHEE L2/
EEEELVEESNET,

ATFwT3 radius—servgr host {ipv4-address | B ED— NOFEXA LT 7 NEIGEE
hostname} timeout seconds BELEST, F740 MIZ u— ULl
Example: <Y,

switch (config)# radius-server host Note B2 D RADIUS H— 8 E
serverl timeout 10 ’ o 3
L7cH A L7 7 MEk&IE, 3
T O RADIUS #—/SMZHFIE
Lizs A LT v kL 0 &

ENET,
A5 7 4 | (Optional) show radius {pending | BT 5 72 I ARRPRIEIC 2 > TV B
pending-diff} RADIUS #/E & #5~ LE T,
Example:
switch (config)# show radius pending
R T 75 | (Optional) radius commit —WFT— & _X—2ANIZH H RADIUS D
Example: RELLEZFITa 74 F¥al—Tay

(A L, CFSICLBa—H n—/Lg%
TEDBUAIEREZ A r— 7 M LTV 5
A1, RADIUS i & % it Cisco NX-OS
TN AZEA L ET,

switch (config)# radius commit

AT 76 |exit REET—Faf&TLET,
Example:

switch (config)# exit
switch#

R w 7 7 | (Optional) show radius-server RADIUS — NDOHFEEFR LET,
Example:

switch# show radius-server

A7y 7 8 | (Optional) copy running-config FATar 74 F¥al—Tark, AY—
star tup-config Ny a7 ¥alb—vg iz
Example: E—LET,

switch# copy running-config
startup-config

[l RrADIUS DEE
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Related Topics
RADIUS #— 3 78 X kD%

RADIUS H— DT hy o7« v s vRiEREkonE [

E (8 —Y)

RADIUS Y —/\DT7 ho T4 VI BEXUVRIBREDERTE

RADIUS ¥—NRETho o7 40 THA, Fi21

IRRES A4 2 2 4EE

TEEF, 7

7 4V b TliE, RADIUS 4 — N7 WU T 4 7 ERFEOM A EINET, =, 7
TV EDOR—FEDOHEANEETHEAIL. RADIUS T H U T 4007 Avb—U LEE
A —DFELRETH D5 UDP R— NEESEZIEETH 2 b TE T,

Before you begin

1 DFE 138D RADIUS — X R R M ERELET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—n\) a4 FXal—g
ET— REHBELET

ATy T2

(Optional) radius-server host
{ipv4-address | hosthame} acct-port
udp-port

Example:

switch(config)# radius-server host
10.10.1.1 acct-port 2004

RADIUS TH U T 4 T DA vE—

(4% UDP AR— F&24RE L £
9, T 74/ F® UDP ~"— b X 1813
T9, #®PHIZ 0~ 65535 T,

ATvT3

(Optional) radius-server host
{ipv4-address | hosthame} accounting
Example:

switch(config)# radius-server host
10.10.1.1 accounting

RADIUS v —R&ET AT 4 T72
WEHATL &2 ELET, 7
TANVRITIE, TAHATT 4T ER

REOM FITHEH S VET,

ATvT4

(Optional) radius-server host
{ipv4-address | hostname} auth-port
udp-port

Example:

switch(config)# radius-server host
10.10.2.2 auth-port 2005

RADIUS Z83E 2 v & — 3 H D UDP AR —
MEELET, T 74/ F®D UDP
A— MF 1812 TF, HiPHIX 0~ 65535
<7,

ATvT5

(Optional) radius-server host
{ipv4-address | hostname} authentication
Example:

switch (config) # radius-server host
10.10.2.2 authentication

RADIUS $— " ZBGEZ T IE T %
ZEEEELET, T 74 FTIE
T T 4T RO I EH
INET,

RADIUS DE&E .
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Command or Action

Purpose

ATvT6

(Optional) show radius {pending |
pending-diff}

Example:

switch (config)# show radius pending

BeAG T 5 o DICREIRBEIZ > TV D
RADIUS % Ex £ R LFET,

ATy T17

(Optional) radius commit

Example:

switch(config)# radius commit

— 5 — & _X— 2 N2 D RADIUS @
WRELE>»FEITa L 74 Fal— 3
NTEALET,

ATvT8

exit
Example:

switch(config)# exit
switch#

WEE— FEkTLET,

ATvT9

(Optional) show radius-server

Example:

switch(config)# show radius-server

RADIUS Y+ — "DOFRTEEEXRLFET,

ATv 710

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FiTar 74 Xalb—varE, A
H— K Ty Far7 4 Xal—a
WZabe—L%E7,

Related Topics

RADIUS #— R AR A DO E (8 2—)

RADIUS —/\D 4/ O—/NILIEEHEZ2 ) VT DETE

HH— NIZEBNC T A b NTA—=HERELRLTH, T3TOD RADIUS Y— D o] {: %
TR YT TEET, TANRTA=FRREIINLTORWNT—E, 77— LUL
DNRFGA—=BZEFERALTCE=FV T INET,

)

Note

EV—NRAICRESINTZT AN RTA=HT, Ta—)LDT A RT A—=% LD EE

Jua—rL a7 4 FXalb—var RT A= L, P—_"THEHATIZ—VL L 2T —
K, BXOTA M A A~—72 BBV £, 74 R XA ~—IZi&, RADIUS — 3 &
DL BWVOHIEIEER 25215 LD 7238812, CiscoNX-0OS T34 ANT A b 237w &2 k(E
TODERELET, ZOF TV a VERELCEMCH—"ET A NLIED, 1 RIZEZTT
A RNEFLTLIZD TEET,

[l RrADIUS DEE
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axX ;&

A\

RADIUS H— 7 a—unEsE=4 ) v rokE |

Note

CRCHDEMA LN L 2L ET,

Ty M= DX =2V T 1 & R#T 57201, RADIUS T — ¥ X—ZADPEFD 1 —H4

A\

Note

TIHN DT A RNV ZAS—EIFZ05 T, TA VA DAL Z—rIL08 05 DY

4. RADIUS +— O EMH T =2 ) U TI3EITSINE T A,

Before you begin

RADIUS % A 2 —7 /W2 LET,

Procedure
Command or Action Purpose

AT w 71 | configureterminal Jau—\)LarJ 4 Xal—gy
Example: EF—RFEBBLET
switch# configure terminal
switch (config) #

R w 72 |radius-server test {idle-time minutes | Ta— =N X ) O
password password [idletimeminutes] | | <5 X —x %t5F LET. F7 4L FD
Lﬁgﬁimﬁgwwmm%wmj L=V Al test, 77 A/ hD/SRT —
[ i) Nidtest T4, 7A RV FA~—DF
Example: 7 4V MEIZ 04T, ARhREHILO0
switch(config)# radius-server test ~ 1440 43 T,
username userl password Ur2Gd2BH
idle-time 3 Note RADIUS ¥ — D EHH) 72E

=XV T ETOICE, TA
RV A~—20 LD K&
EERET HLENDY F
j—O

R 73 |radius-server deadtime minutes CiscoNX-0OS /31 A3, Bilal&& L
Example: 7o 72 RADIUS Y — %2 Fx v 795
switch(config) # radius-server deadtime iﬁ@ﬂ#mﬂ (67\) %‘f?ﬁ'ﬁiﬂbiﬁ”o 3:\77“—

5 v MEE 0 43T, ARh7REIDHIE 0 ~
1440 43 T4,
ATy 74 exit REE—REKTLET,
Example:

switch (config)# exit
switch#

RADIUS DE&E .
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Command or Action Purpose
A7y 75 | (Optional) show radius-server RADIUS ¥ —OREEFRLET,
Example:

switch# show radius-server

25 7 6 | (Optional) copy running-config FATar74FXal—vark, AY4—
startup-config Ny arrvaXalb—rala
Example: E—LET,

switch# copy running-config
startup-config

Related Topics
% RADIUS #— "DOEHE =5V 7 DFRE (22 °—)

% RADIUS H—/\DEHHE=2 ) VT DETE

% RADIUS — RO HMEZE=F V) > FTEET, a7 4 FXalb— a3 N"TA—H|T
i, =" THEHTI22—FHZENRRT =R, BLOT A RV EA~—RERBVET, T4
Nv & A <—IZiX, RADIUS H— 3 ED < H WO ERZ 3 Lo 7235412 Cisco
NX-OS AA v FNT AR Ry NekGETo0ERELET, 2047V a2 ELTE
M — N2 T AN LY, 1RETFTANEFITLEY TEET,

Note -5 ¢ LOHEHND, RADIUST — X X—ANOBfFEOL—H 4 LA LT A b 2—
WL EBRE LN &2 HEIE L F4,

Note =74/l hDT7 A KL ZA~—fEIZ05TT, 7 A RVEERBRBFEA 04 DE4 . Cisco
NX-0S T34 A%, RADIUS B —_XOEMHRE=% ) U T2 FEIT L EE A

Before you begin
RADIUS ZHMZ L £7,
1 DFE 72 13HH D RADIUS $r—/3 R R b & B L £,

. RADIUS DERE
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Procedure
Command or Action Purpose
R w 71 | configureterminal rsa—r )L a7 4 ¥z lb—3a
Example: F—FEBBLET
switch# configure terminal
switch (config) #
R w 72 |radius-server host {ipv4-address | Y= NF=F Y THONRT A —H %
hostname} test {idle-time minutes | BN ELEST, ST 41 FDa—H
password password [idle-time minutes] | K15 test. T 40 R DSRAT — K
MEIZ 053 T, ARN7REIPHIZ 0~ 1440
Example: 4T,
switch (config)# radius-server host o
10.10.1.1 test username userl password Note RADIUS $— D EHH72E
Ur2Gd2BH idle-time 3 =XV TELTHITE. TA
RV ZA4~—I20 XD KR&E
BERETOMLENRDY F
j‘o
R w 7 3 |radius-server deadtime minutes CiscoNX-0S T /54 A HiESE L 72
> =P —_
switch (config) # radius-server deadtime ETO)H#FE'EJ (éj\) %?Eﬂibi'a—o TIH
5 v MEE 04T, ARhZREIH T 1 ~
1440 43 T4,
AT v 74| exit REE— REETLET,
Example:
switch (config)# exit
switch#
R 7 75 | (Optional) show radius-ser ver RADIUS h— O EEFR L ET,
Example:
switch# show radius-server
R T w 7 6 | (Optional) copy running-config FITar 74 Xal—Tarr, AX—

startup-config

Example:

switch# copy running-config
startup-config

Ny ary74F¥alb—varila
[:0\___[/\35@—0

Related Topics

RADIUS ¥ —/ % 5k A F OFRIE
RADIUS r— XD 7 0 — VR BT =X ) VT OHRTE

(8 <—v)

(20 =—3)

RADIUS DE&E .
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RADIUS T k % 1 LfERDERTE

TXTORADIUS H— DT v K XA LAMRERETEET, 7 v K ¥ A AMRIZIE, Cisco
NX-0S 7 /31 A28, RADIUS — %7 > RIREETHH EEF LTth, TOH— N7 T4
TARBEICR S T2 E ) MEMERT DT DT AN Xy hEkET2E CoORBEEE L £
T T 74 MHEIZX 05 TT,

)

RADIUS DEEFE |

Note

T RN 2 A LEREA 053D

%4&. RADIUS — N3, IWBZEIRWEATH, T b

LLTw—7 &NEH A, RADIUS V— R J)L—T 1264255 v K XA AHEEZ&RET

T ET

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_)L a7 4 F¥al— g
E— FEBBLET,

ATvT2

radius-server deadtime minutes

Example:

switch (config)# radius-server deadtime
5

Ty KA LREEHRELET, T 74
Vv MEIX 04T, BRVREHIT 1 ~
1440 43 C9,

ATvT3

(Optional) show radius {pending |
pending-diff}

Example:

switch(config)# show radius pending

BT 2 e DIREIRBEIZ > TNV D
RADIUS ¥ Ex £ LFET,

ATV

(Optional) radius commit

Example:

switch (config)# radius commit

— 5 — & _—ZAWNIZH 5 RADIUS D
BEEFEITa L 7 4 X2l — g
WA LET,

ATvTh

exit
Example:

switch (config)# exit
switch#

==

F‘X/:E:Eﬂh— ]\‘\%I{ﬁgT Li—a‘o

ATvT6

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS #— DR TEEERLFET,

[l RrADIUS DEE
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Command or Action Purpose

R 77 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config "Ny arvr7sXal—3aila
Example: E—L %7,
switch# copy running-config
startup-config

Related Topics
RADIUS #— X Z)L—7 0% E (12 =)

TR LINRT— FDERTE

RSA SecurlD b—72 o Y —NZfEHT5HZ & T, CiscoNX-OS T /3 A TU LU H A L INAT —

K (OTP) #H¥AR—hT&FEJ, ZOMWBLZEHTL L. =2 —FiX, KiEEs (V¥ A LR
AU —R) LZDOWETRSA SecurlD h—7 VNCEREND b—2 v a— RO E2 AT
% Z & T, Cisco NX-0OS 731 Ak HiBGEE FITTEET,

\}

Note  Cisco NX-OS 7 /31 AZr /A T 570l END h—7 2 a—RiE, 60 I &I
BEINET, T3 AmHICEET AREZ B 72912, Cisco Secure ACS NEET — #
R—ANHGHET DR DL EFEHT L L2 R LET,

Before you begin

Cisco NX-OS /34 AT, RADIUS H— N KA M ET 740 D) E—h v 7 A ViRiEa ik
ELET,

RDOEDPA LA P—=LENTNDZ LB LET,
» Cisco Secure Access Control Server (ACS) Version 4.2
* RSA Authentication Manager Version 7.1 (RSA SecurID ~—7 > H#—3)
* RSA ACE Agent/Client

OB A D /\"x U— RZVR— T 572DI2, Cisco NX-0S 7314 2T (RADIUS $—/3 7K
A2 REVYE— MRS D) BREEITHOSLETIH Y XA, 7272 L. Cisco Secure ACS %R D
FIOICRETHINENDHY F5,

1. RSA SecurlD h—72 > H— FEiEE A 2 —T M LET,
2. RSASecurID h—7 > H—NERP2—HF KY o — F—FZX—2|ZBMLET,

RADIUS H—/N\FEFH—NNTIL—TOFEFHE=2) T

RADIUS —NF 73V =N TN =TI LTFETT AN Ave—U 52 RETEET,

RADIUS DE&E .
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Procedure

RADIUS DEXE

Command or Action

Purpose

ATy T

test aaa server radius {ipv4-address |
hostname} username password
Example:

switch# test aaa server radius
10.10.1.1 userl Ur2Gd2BH

RADIUS =N 2T Ak A vt —TV%
BE LT A2 RR L £,

ATy T2

test aaa group group-name username
password
Example:

switch# test aaa group RadGroup user2
As3He3CI

RADIUS — J)—T1ZTF A K A v
TR RE L TR MR ER L ET,

Dynamic Author Server D E 31t £ 1= X EXNE

FIE

AU RFERETOVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Jua—)LaryZ7 4 Xal— gy
T—FzfnLE7

ATy T2

aaa server radius dynamic-author

1 -

switch(config)# aaa server radius
dynamic-author

RADIUS dynamic author server % 4 ZhZ
LET, Zoa~vy Rono i3
AU, RADIUS dynamic author server %
N cEET,

RADIUS

FIE

RALED

=N
ax AE

ARV RFFERERTI VA Y

E]:)

&M

configureterminal

1 -

switch# configure terminal
switch (config) #

ZTa— VR EE— REBE L FE T,

. RADIUS DERE
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raoiws EowR [

ARV RFERFTIVaY B8
R 72 |[no] aaa server radiusdynamic-author | 2 { v F% AAA HF— L LTHREL.
5l - SMBTR Y v— S L O & (R L
. . . F9, Z0avr FOono BREHEHL
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show running-config radius [all]
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show startup-config radius
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show radius-server [hostname | ipv4-address]
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show running-config dot1x
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show running-config aaa
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show aaaclient radiusstatistics {ip address
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71— 77 )L 0 RADIUS ¥ — it ®R%A2 27V 7 L%

—;«o

clear aaaclient radiusstatistics {ip address
| hostname }
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Procedure
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show radius-server statistics {hostname |
ipv4-address}
Example:

switch# show radius-server statistics
10.10.1.1
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(Optional) show radius-server statistics
{hostname | ipv4-address}
Example:

switch# show radius-server statistics
10.10.1.1
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clear radius-server statistics {hostname |
ipv4-address}
Example:

switch# clear radius-server statistics
10.10.1.1
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radius-server key 7 "ToIkLhPpG"
radius-server host 10.10.1.1 key 7 "ShMoMhT1l" authentication accounting
aaa group server radius RadServer

server 10.10.1.1
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ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
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