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ADREDO IR I TWET,

Dedicated private network 7 _Ag---mmmemomeoeees -
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IPsec 7z L THR— k&h3 bROS (xLFs598) ||

4
Sl On-premises IPsec router Cg{%) Cloud Site1 Cf:%::) Cloud Site2 SeS=EBGR EVEN

_ CCNC NDO CCNC
"C—*S" Catalyst 8000V

Dedicated private network
(\DX or ExpressRoute)
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N T YR OSHORETRILFOISDHFR
GRS VI SEREERTET S

ATV R IZTURESAVT I T REREROA 7 78O MRe 2of (35 ~2—
)

e AL TV IANDFC 77 7V w7 ZiRE (37 =)

VI URYA NEDITUR Ry NU—F avba—FJ%REELET

*NDFC &7 77 K %A % ND & NDO I[ZE AU S (70 _X—2)

« Complete % FEDOFEHGENDFC & 7 T 0 R 44 FDOf] (78 ~<—)

NATYY ROSHRETILFOISY FEGERRADA >~
L 130NN =2 ]

ROKNE, ATV F7T7T0 FBIORYAVFIZ T U FEROREROA 7 TRBIEH T
L, YAR—=FINTND FABRYD 1 DEZRLTWET,

(55 =—3)
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[ 23:

<—> BCGP
IPsec + BGP
<—> IPsec + OSPF
> BGP EVPN/VXLAN

¢ oY
East US Sioud \
H
>C§%§j‘\‘;“ E East US
i @ 1 VNet
1 1 Peering
; ‘/éé’\" i 70.1.1.0/24
7 % s i 90.1.1.0/24
L
4 e : |
@, \_ASN: 65092 Infra VNet_/
A Azure
NDFC
= B
ASN: 65091 Cloud aws
) o N -
) o'

— - s Attachment
e Cophnect
Leaf1 Leaf2 — @

172.16.10.0/24 External fabric o
172.16.20.0/24 us-west-1 Infra VPC
-

VXLAN fabric

ZDFRF=2 A FOFIETIX, IPsec (/LT 27T FR) THR—FENAB FFREY (21 X—
D) OF T a1l 21%—) ITHESEEDZ—RAr—R L LTZDO MRa P FH L.

IO MR TYD—A =R LT TV R 7T 0 NEERA T a v ERT 55
EIZOWTHBLET,

ZORMFIATIE, IPsec ZHEH LT ATF 27 70 FEREMEL, ZNbDNA 7Y v K7
70 P~ U 7 OXNENTREDRRZ1TWET, EERNZRAEFIRITRD L0 T,

«NDFC O A > & h—/L
FERIZOWTIR, REZBLET

eCiscoNexus ¥ v a2 —RK 777Uy av =D L A=)V ET v T L—
R HA R, VU—2R12.12 LU

» Cisco NDFC-Fabric = > k7 — 7 #pA7 A KU U —2 12.1.2 LK
«CiscoNexus # v > o2 R— K 777U v/ arvia—J8ALA K, UV IU—2121.2
LAk
s HIHIRRGE -
e AT VUIANDFEC 7 77U v 7 OFRE
e CiscoCloud X v FU—27 ar bua—J DA L A—)L
77U K YA NORE
«NDO DA > A h—/b

*NDO M LicA 7V v K 7 J 9 NEHiD

R
Gl
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https://www.cisco.com/c/en/us/support/cloud-systems-management/nexus-dashboard-fabric-controller-12/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/nexus-dashboard-fabric-controller-12/model.html
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FoFLsznore 777y v o x%E [

e TF U NEAF—DEM :
e —RA s —A1:AKFLvF VRF (VREF )

e L—RA fr—RA2:/L—KU—2 (VRF [{)

Z2TLUIANDFC 77 ) v %%E

DB aryTIE, 20D F LT LIANDEC 77 7Y v 7 ARELET
« NDFC VXLAN 77 7'V w7

* NDFC A7 7 7V v 7

WKDOEI>arOFEEZFEITLT, 22004 FLIANDFC 77 7 v 7 2/ ELET,

NDFCVXLAN 77 J) w9 Z#{ERk

ZOFIETIE, FTHEABRINTND bR HlO—H 2R L £,
& 24:

<——> BGP

IPsec + BGP
<—> IPsec + OSPF

> BGP EVPN/VXLAN

Nexus Dashboard (" EastUs ]
N Orchestrator /S \L>{o\> !

i East US
1 VUNet
1 Peering
70.1.1.0/24
7 90.1.1.0/24
e '
e o N
‘zi b ) A\ Azure
NDFC _—
ASN: 65084 4~ ASN: 65080
Border acTe
Gateway ASN: 65091 j aws
Spine | cad N @ ; us-west-1
— N o .
— | Taw VPC
N4 ﬁ Attachment
TEW
T T a mC0NNEC @
Leaf1 Leaf2 — g
172.16.10.0/24 External fabric
us-west-1 Infra VPC
172.16.20.0/24 =
VXLAN fabric

VXLANZ7 7 7 ) o 712i%, AT VIR T77T7 Vw7757 RYA i VXLAN < /LF
YA MNEREBETLHOIERSND 1 DU EOR—F— F— oA (BGW) T34 &

WEENTVWDRENDH Y £,

DY arOFIEEFEITL T, NDFCVXLAN 77 7 U v 7 2 LE T,

CiscoNX-0S DA T v K45y FimER ]
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NDFCVXLAN 77 J'') v o Z4ERK

ATYF1 NDFCHBA U AR—AINTHD Nexus ¥ v v ah—Rica /4 LET,
ATwvF2 NDFCTADUY hMiuasA4 L LET,
ATy 73 [A—hHLTYTFTRry bT—2 (LAN) 1>[Z77 U9 (Z77Uv9) [ITBELET,
[LAN 7771 w4 (LANFabrics) ]V 1 > RURFERINET,
ATy 74 [FUP 3y (Actions) 1>[Z7 7Yy DR (Create Fabric) #7 U v 7 LE7,
[Z77YU v DR (Create Fabric) 17« > RUBRFERENET,
ATY T8 masy Fabric 7 7 L — h &AL T, NDFC VXLAN 7 7 7' U v 7 OIE 7 v A& BtE L £,
a) [Z277YY w44 (FabricName) ] 7 «—/L FIZNDFC VXLAN 7 7 7'V v 7 O&4Ri&# A LET,
b) [TYTL—r%ES (PickaTemplate) 1=V 7 T, [T 7 L— k%:#R (Choose Template) 1L &
7
[Z7TUws FoTL— D& (Select Fabric Template) 17« > RUBNFRENET,
C) Easy Fabric T L= EROFTIZ U v LET,
d) [ER (Select) 1227V v 7 LET,
X 25:

Select Fabric Template X

Search Fabric Template

Easy_Fabric
Fabric Template for a VXLAN EVPN deployment with Nexus 9000 and 3000
switches.

Easy_Fabric_IOS_XE
Fabric Template for a VXLAN EVPN deployment with CAT9000 switches.

Easy_Fabric_eBGP
Fabric Template for an eBGP based Fabric with Nexus 9000 and 3000 switches.

External_Fabric
Fabric Template for support of Nexus and non-Nexus devices.

Fabric_Group

Fabric Template that can contain other LAN Classic fabrics

LAN_Classic
Fabric Template to manage various switches and topologies

LAN_Monitor
This fabric template is used for NI in Monitor Mode Only.

ATYT6  MER R VXLAN 77 7 U w7 RTA—HHEREZET LET,

Easy Fabric T T U= FDRDING A= — ZTIZANNTLDUERDY ETH, ZONAT Yy T
ZURMROYDOA=R F=RZEHAEDNRT A =F—TEENLTOERE A,

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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NDFCVXLAN 77 70 v 5 2465 [}

o« —RHIEINT A —4
* Replication
*VPC
« Protocols
WHEEBY, ZNHD/RTFA—F T TVXLAN 77 7V v 7Kk Z25% T LET, OV T,

[CiscoNexus % v ¥ 2 h— K 777U w7 2 ha—7EAWA K (CiscoNexusDashboard Fabric Controller
Deployment Guide) ], UV U—X 12,12 IEE S L £,

el ziX, MRe UBlOERESBHAT S &, [R5 A—%4 (General Parameters) ] ~<—® [BGP
ASN] 7 ¢ —/VL RIZ 65084 & ASJ L ET,

X 26:

Easy_Fabric %

General Parameters  Replication VPC  Protocols  Advanced Resources Manageability Bootstrap Conhguration Backup  Flow Monitor

ATy F1  [E## (Advanced) /ST A—F X7 T, ZONAT Vv K 27T K hRadOa—R r—2 0
B AT WET,
[T=—F v R b FR—F— & — = A D advertise-pip (Anycast Border Gateway advertise-pip) ]
TA4—=VREROT, Ry 7 A4 AL Tt TvaraaclEsd, Znicky, ==—
Y AN AR—F— =K T PIPBVTEP & LCT RRZ A XSINET,
ZhiE, A FETUA Y — 3 OBROEHRE (LA Y — 2 JEIRERED 2072 E) BHENL STV 5
BT TT, ZHUF, M7V RI7I70 RBEXO~AF7 77 ROBERIZEIZY TUIXED £7,
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https://www.cisco.com/c/en/us/support/cloud-systems-management/nexus-dashboard-fabric-controller-12/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/nexus-dashboard-fabric-controller-12/model.html
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I EBY . [EM (Advanced) 3T A—H X T THEY OMHKREE T LET,

& 27:

Fabric Name

Pick Template

Easy_Fabric >

General Parameters  Replication VPC  Protocols

VRF Template*

Default_VRF_Universal

Network Template*

Default_Network_Universal

VRF Extension Template*

Default_VRF_Extension_Universal

Network Extension Template*

Default_Network_Extension_Universal

Overlay Mode

config-profile

Site Id

82

Advanced Resources Manageability ~Bootstrap

Default Overlay VRF Template For Leafs

Default Overlay Network Template For Leafs

Dofault Overlay VRF Template For Borders

Hi-Site Support (Min:1, Max: 281474976710655).

VTEP HoldDown Time
180

Brownfield Overlay Network Name Format

Auto_Net_VNISSVNISS_VLANSSVLAN_IDSS

Enable CDP for Bootstrapped Switch

Enable VXLAN OAM

Enable Tenant DHCP

Enable NX-API
Enable NX-API on HTTP port

Enable Policy-Based Routing (PBR)

Enable Strict Config Compliance

Enable AAA IP Authorization

NVE Source Inteface HoldDown Time (Min:1, Max:1500) in

Enable NX-AP! on port 443

Enable NX-AP1 on port 80

Enable bi-di nce checks to flag additional
configs n /expe
config

oric ASN

Enable onl, when IP Authorizaionis enable n the AAA Server
Intra Fabric Interface MTU*
RS e Teaee Enable NDFC as Trap Host

9216 (Min:576, Max:9216). Must be an even number Configure NDFC as a recelver for SNMP traps
P
Layer 2 Host Interface MTU* Anycast Border Gateway advertise-pip
) To advertise Anycast Border Gateway PIP as VTEP Effecive on

9216 (Min:1500, Max:9216). Mu

MSD fabric ‘Recalculate

ATy 78 [1EHREM (Resources) | XTA—H X T %7V w7 L, ZON—VIIHEREEAILET,
e ZDNAT Yy RIZT T RO—R G —AHEHIZ, IROT 4 —)L RZ@g e fEH®mz AN LET,

[FUF—LA IW—T 12T L—TF/\v % IP&E (Underlay Routing Loopback IP Range) ] :
HEH . 24U loopback0 D IP 7 K L A#iPH T,

[7oH—LA VTEPJL— /Ny % IP & (Underlay Routing Loopback IP Range) ] : i@%# . =
AUIE loopbackl @ IP 7 R L A T9,

[7YHA—LA VTEP JL—F/\v % IP &B (Underlay RP Loopback IP Range)
NERIZZ7 7 bA TZTT7— KA b (RP) IP 7 KL ADHIFH.

T T=—F v R

[P —LA STy FIPERE (UnderlaySubnetiPRange) ]: 7 RL A&7 U > 7 SVI
IP7 RLADEBMENTZHOEEIV YK TT 5,

« [VRF Lite 4 7% k IP 8B (VRF Lite Subnet IP Range) ]: P2P 7 7 7' U v 7 Rl ki 2 E| v
WMTHT R L AHiH,

CHE LBV [EERBEM (Resources) /37 A —4% ¥ 7 THRY OWMKETET LET,

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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ATvT9

ATy 710

ATy 7N

VXLAN 77 T v 2 ~nz4 v Fniem [

Layer 2 VXLAN VNI Range*
30000-49000 Overtay Network dentier Range (Min:1, Max:16777214)
Layer 3 VXLAN VNI Range*
50000-59000 Overlay VRF Idenifer Range (Min:1, Max:16777214)
Network VLAN Range*
Fabric Name 2300-2999
sydney
VRF VLAN Range*
Pick Template 2000-2299 Per Switch Overlay VRF VLAN Range (Min:2, Max:4094)

Easy_Fabric >
Subinterface Dot1q Range*

2-511

General Parameters  Replication VPC  Protocols Resources Bootstrap
VRF Lite Deployment*
Manual Underlay IP Address Allocation Manual
Checking this will disable Dynamic Underiay [P Adcress
Allocations Auto Deploy Both
Underlay Routing Loopback IP Range*
20.2.0.0/22 T 0 1P Address R:
VRF Lite Subnet IP Range*
Underlay VTEP Loopback IP Range* 20.33.0.0/16 ric Connectons
20.3.0.0/22 v ange

VRF Lite Subnet Mask*

[ Underlay RP Loopback IP Range* ] 30

20.254.254.0/24

Service Network VLAN Range*

dertay Subnet 1P Range 30003199 e )

20.4.0.0/16 Address range to assign Numbered and Peer Link SVI IPs

Route Map Sequence Number Range*

1-65534 (Min:1, Max:65534)

[BEMBIR [T = AT T RITRA=H|ZT T, LB —RRVXLAN 7 7 7 ) v 7 XT A—
ARELETET LET,

[BIEE (Manageability) B X O[T—FR kS5 w7 (Bootstrap) 1737 A —% X 7 Otk & 58 T D4
BERHDGBERHD TN, ZhbilE, 2O, T IV vy KZ7T5797 K8 AR YO2—R r—X | ZEHAD
NI A=RFEENTWVERA,

[#&mk/\v 4 7 v 7 (Configuration Backup) 1 /X7 A—% X7 %27 Vw7 L, [BEODIT7TUvI 1Ny
427w 7 (Hourly Fabric Backup) ] 7 4 —/V KOF = v 7Ry 7 A4 LT, TOMREZ AL
ij‘o

WHEERBY ., [Ny 7 v (Configuration Backup) /37 A —% Z 7T Oz T LET,

VXLAN 7 7 7 U v 7 O[Z77 7Y v9 %M (CreateFabric) 1V ¢ > KU CHLEREREZTT L2b,
[fR®7%F (Save) ]#7 Vv 27 LET,

[LAN 77 J1 w4 (LANFabrics) 17 1> RTZIZEY . fERL721E0 0 OVXLAN 7 7 7V v 7 BER
ShET,

RDBRY

VXLAN 77 7 U v JIZAA v FZBIML, VXLAN 77 7 U v 7 ~DAA v F OB (41
N=D) WEHHENTWATFIEAFEHAL T, 2, v FICHERREEZHRELE T,

VXLAN 77 )OI ~DRA vy FDIEM

ZOFIETIHE, A vFEVXLANZ 7 7 U o 72 BIML, AA v FICHLEREEZHRELE
—gﬂo

CiscoNX-0S DA T v K45y FimER ]
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B w5000 021vF0EMm

ATy I

ATy T2

ATvT3

ATvT4

ATy TH

1R BHHEIIZ

NDFC VXLAN 7 7 7'V w7 Z#1Epk (38 *—3) TRLENTW B FIEZHH LT, NDFC
VXLAN 7 7 7 U v 7 1B L £ 9,

[B—ALITUT7 Yy +T—% (LAN) Z77Uw%s (LANFabrics) 17V 1> KU T, fERRL7=ED D
DVXLAN 777 Vw7 %77 LET,

777V w7 DOMEE (Overview) 1 7 1 v RUNRFRINET,

GE)

WOFNETIEX, NDFC BAA v T ZRHTE DL 91T D1 DICHERIEREZ FEITANT
LHEICOWTHHLET, bz, BHIPT KL A, T 74/ hb— k&AL v FIHE
R DHERLSNRT TR DI WA X — & T v TR EORFED /T A —H BEEIZ 720
LA IZAE R 72 NDFC @ Power On Auto Provisioning (POAP) HEEZ T AHZ & TEET,
POAP I%, v NU—ZIZHIO TR SNDT A RAHER T 7 AN EA VA N—NT BT
ot Az HEML L, FEMERZFZITETICT A AZEH TES LI LET, POAP OFF
zoWnWTiZ, MM 777V v r7BLl0e—rxz V7 xy hU—2 (LAN) 7T v
777V I TOA N K POAP EH ] BL T INDFC TDA > /3 K POAP #ff L 7=
VXLAN 77 7 U w7 p¥n ZyF Funeya=r7] 282RLTLIEEN,

[72 3> (Actions) 1>[RA v FZEM (Add Switches) 1 %7V v 7 LE7,
[RA4 v FDEM (Add Switches) 17 1 > RUBRERENET,

AL w FEBHT D OICHERERLZ BN F T,
o —RKIP, 22—V —4, RNRRU—FL A v TFE2RHETHEOICHERERE ZO_X—JZA
HLET,

« A v FOBFOMKEZRFFT o0 E ) ERELET,

« TNDBEFEORRRE AL v FIRFT T2 77707 0 —L RIBBIOBEAIL, [BRZEFEE (Preserve

Config) 1 F=v /Ry 7 A4 N LT, ZTNODBEAFORELRFFLET,

s TRV =T 4=V NIEBROHGIEL. BRZEHRE (PreserveConfig) | F = v 7Ry 7 A%

F7IZLT, A v TFOEEIZ V=T v 7 LET,

[RA v FD&HE (Discover Switches) %27 U v 27 L%,
RRINDWERAR Y 77 v 7 74 Ry T [HER (Confirm) 1227V v 27 LET,

A2A v FRHBHENTZS., AA vF % NDFCVXLAN 77 7V v 7 2B L £9,

[R#ER (DiscoveryResults) 1=V 7 T, WAL v FERINLET LU TIHEAL v TFORICH
LRI AEI Y7 LET)

BE LT, OKIE, 777V v ZIZBMENBE 20D —T7 A, v F L1 DDA,V AL v F &R
LTWET,

[l CiscoNX-0SD/\ A Ty K957 FiEGER


https://www.cisco.com/c/en/us/td/docs/dcn/ndfc/121x/configuration/fabric-controller/cisco-ndfc-fabric-controller-configuration-guide-121x/lan-fabrics.html#concept_hkt_ncj_qtb
https://www.cisco.com/c/en/us/td/docs/dcn/ndfc/121x/configuration/fabric-controller/cisco-ndfc-fabric-controller-configuration-guide-121x/lan-fabrics.html#concept_hkt_ncj_qtb
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-ndfc-zero-touch-provisioning-using-inband-poap.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-ndfc-zero-touch-provisioning-using-inband-poap.html
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ATvT6

ATy IT1

VXLAN 77 T v 2 ~nz4 v Fniem [

X 29:

Add Switches

[RA v FDEM (Add Switches) 1227 U v 7 LE7,

GE) [ Z &R (Preserve Config) 1 A7 Y a VA IZ > TWBHEA, AA v FI1L NDFC
VXLAN 7 7 7'V v Z\ZIB IS =B ICHEE L £,

WERAA v FOKENZ (R—F— #F—1YxAf A1 (Border Gateway Spine) HWZERTELET,

THHEDOFEEFTIE, 1 ODANAL Y AL FRANRL v AL v F L R—F— F— Tz Af A

AL v FO_EHOKEEREZLTWDHEED, ZROOFIAGITIL, AA > AL v FOKE|ZR—F—

Fe b Tz AL AL v FWICERLET, 2L, ZHEAORETIX, 2 003ED AL v FRH

D, 120X AS » AL v TFOKREZFREDL, 9 1 D3R —F— 7 — oA OKEZFF> TV D5

NHYET,

a) NDFCVXLAN 777 VU v %Y 4+ RV O[RA vF (Switches) 1% 7% 27V v 7 LET,
D777V ZIBMENTEAL v TFREREINET,

by ALY AL v TFORIZHDLR Y I A% Vw7 LTEDAAL v FHRRL, [FTV IV
(Actions) ]>[%E|%#E%%E (SetRole) 1227 Vv 27 LET,

CiscoNX-0S DA T v K45y FimER ]
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= 30:

Fabric Overview - sydney

Overview Switches Links Interfaces Interface Groups Policies Networks VRFs Services Event Analytics History Resources Virtual Infrastructure

Acti
Switeh 1P Address Role Serial Number Config Status Oper Status Discovery Status  Model VPCRole  VPCPeer e
Previe
ndic-leaf! 172.16.0.67 Leat FDO2442051Z ® In-Sync Minar ® Ok NOK-CI348GC-FXP Secondary  ndfc-leaf2
Deploy
ndic-leat? 172.16.0.68 Leaf FDO2442054U ® In-Sync Minor ® Ok NOK-CO34BGC-FXP Primary ndfc-leafl iy 5
Set Role -
ndfc-spinel 172.16.0.76 Spine FOO2435032G ® in-Sync Mir Spine ® Ok NK-C9332C &
wPC Pairing
Mor >

c) [A—ILDFEIR (SelectRole) 1 VA NT (K—#— #—F7=A ZSA> (Border Gateway Spine) ] H—
Nz AT TERIRL, [BIR (Select) 127 U v 7 LET,

X 31:

Select Role X

Q_ Search Role
Spine (current)
Leaf
Border
Border Spine

Border Gateway

Border Gateway Spine

Super Spine

Border Super Spine

Border Gateway Super Spine

ToR

ATw 78 [A—AHLZTYTHYy +T—% (LAN) 1>[Z77 Uy (Fabrics) 112 EH L., {Ek L7 NDFCVXLAN
T 7w BRI LET,

NDFC VXLAN 7 7 7' U » 7 @ [#iZE (Overview) ] X—VNRRINET,

ATY T [RAvF (Switches) ¥ 7 %27 Vw7 LT, BMLIEZAL vy TFRELLFRINDZ LR LET,
ATy 10 [FY 3> (Actions) |>[BitE & ER (Recalculate and Deploy) 147V » 7 LE7,

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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X 32:

Fabric Overview - sydney

witch T i © aly b ! i
[ ] .
Mo
Sueitch B Address Bt Servinl Hurmbser Conbg Sates Oiper Statun Dincovery Stehs Modes VPG Rols VP Peer Miein
0 ® ' T ABTHC-FX
a @ WSyne ® Ok 4
redr
. [ ™

ARRD XS, ZHUHDOFIRATIE, 1 DDANRAL U AL v TFPRANRAL VAL v FER—F—F— U=
A ALV AL v TFO EHOBEEZRZLTWDEED, UTIORT LIS, 25 OFIEFTIE A A
VAL VTFOHEEER—F— F— T AN, AL FICEELE L, NS DOFIEFI T,
WOBKNZRT LI, VPCRXT H 200DV —7 AL v FICT TITHER SN TWET, vPC T DR D
FERBIZ DWW TIE, CiscoNDFC-Fabric = hr— kT A K U U — 212126 A SR L TS 7230,

X 33:

Fabric Overview - sydney

Overview Switches Links Interfaces Interface Groups Policies Networks VRFs Services Event Analytics History Resources Virtual Infrastructure

Filter by attributes (“Actions ~ )

(_Actions v )
Switch IP Address Role Serial Number Config Status Oper Status Discovery Status  Model Mods
ndfe-leaf1 172.16.0.67 Leaf FD02442051Z ® In-Sync Minor ® ok N9K-C9348GC-FXP Normal

(] ndfc-leaf2 172.16.0.68 Leaf FD02442054U ® In-Sync Minor ® ok N9K-C9348GC-FXP Normal
ndfc-spinel 172.16.0.76 FD0243503ZG ® In-Sync Minor ® ok N9K-C9332C Normal

RDBERY

NDFC &7 7 7'V v 7 ARk (45 X—) TR TWAFIEAFHEH LT, NDFC 446
777V v ERELET,

NDFCHER D 7 T U v R

COFETIEH., FTTHRAZRIN WS rRaPHlo—EE2#ERLEd, TOROHR LW
22— R fr— ADTFINAEEIRTIX, Cisco Catalyst 8000V NG~ 7 7'V w7 D IPsec 7731 AL L
THEASNTWETA, IPsecZ VAR —F LNDFCIZL» TEHESN T (72& 21E. ASR
1000 5 L O Catalyst 8000V) | M7 7 7 U w VXS ESERFA TOT A ABFIET S
AIREMERH Y £T,

CiscoNX-0S DA T v K45y FimER ]
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X 34:

<—> BCGP

IPsec + BGP
<—> IPsec + OSPF

> BGP EVPN/VXLAN

Nexus Dashboard (" EastUS "
777777777777 === mmmm == > (Cags
\@/ Orchestrator i o N EastUS
' = = VNet
N Peerin
70.1.1.0/24
90.1.1.0/24
4 &7 h
@ ____________________ Ll e
= A Azure
NDFC -
ASN: 65084 B 2 ASN: 65080
aws
SSSSSS t-1
VPC
Attachment
ea
172.16.10.0/24 External fabric
172.16.20.0/24 LS
VXLAN fabric
- J

NDFC BT 7 7 U » 7121%. 1 DL ED IPsec T34 ANEGENTWET, [Psec T3
ARF, AV F—Fy bONT Vv 2)EH LT, EIXEEER (AWS) <° ExpressRoute

(Azure) 72 EDTTAR—MERIZ L ST/ T U R Xy NU—Z 2R CEXET, "7V v
JAE—Fy NEMH LT 77 RYA MERT 256, £ 7 LI ADIPsec 7 /3 A
L7 70 KA h® Catalyst 8000V DT IPsec > FI/LINHESL SV E T,

WD T g DOFIEEZFEITLT, NDFECAHE 7 77U v 7 2R L E7,
NDFC V&8 77 TV w4 ZERL

1R BRI

NS OFEICHTFIZ, NDFC VXLAN 7 7 7'V v 7 Z1/Eak (38 X—) ([ZREEnTwn
HENEESET LT IEEN,

ATV TN FiZa 4 LTWRWEAIE, NDFC 7 vy hMou 74 LET,
ATy T2 [A—ALITYTHYy bT—% (LAN) 1>[Z27Uvd (Z7TUvs) 1iIcBEILET,

RTw T3 [FU 3> (Actions) 1>[Z7 T v Y DIER (Create Fabric) #7 YV v 7 LE T,
[Z77YUvyYDERK (Create Fabric) 1V 4 > RUuREREINET,

Z7_"‘J7°4 External Fabric VANAES }‘{/'fﬁﬁﬁ L. 571‘%{5777\9 v 7 %11552—’9,«67013’!22 %Bﬁﬁébij‘o

External Fabric 7~ 7 L — M, Nexus 35 X O Catalyst 8000V 72 & DI Nexus 7 /31 A &l L CTHERD
LAN 77 7V v 7 S 5 -0 SN E T,

a) [Z77Y v % (FabricName) 1 7 4 — /L RIZHNE 7 7 7V v 7 OL4RTEZ AT LET,

b) [TYTL—b%ES (PickaTemplate) ]| =V 7 T, [T 7 L— bk%:&IR (Choose Template) 1L %
TO

[l CiscoNX-0SD/\ A Ty K957 FiEGER



| M TUYRISHRETLFISY FEGRRADA VI SHERERTET S

noFc st 77 7 v o 468 ]

[Z77Uvs ToFL— FDi#EIR (Select Fabric Template) 17 > RURFRENET,
C) External Fabric T — b EAOF T vy 7 LET,
d) [ER (Select) |27 U v 7 LET,

X 35:

I Select Fabric Template X l

Q_  Search Fabric Template

Easy_Fabric
Fabric Template for a VXLAN EVPN deployment with Nexus 9000 and 3000

switches.

Easy_Fabric_IOS_XE
Fabric Template for a VXLAN EVPN deployment with CAT9000 switches.

Easy_Fabric_eBGP
Fabric Template for an eBGP based Fabric with Nexus 9000 and 3000 switches.

External_Fabric
Fabric Template for support of Nexus and nonfNexus devices.

Fabric_Group
Fabric Template that can contain other LAN Classic fabrics

LAN_Classic

Fabric Template to manage various switches and topologies

LAN_Monitor
This fabric template is used for NI in Monitor Mode Only.

Choose Template

AT9 75 [—f&/85 A —% (General Parameters) | %7 T, ZONA TV RZ7J70 K hARRYO2—R Fr—2R (T
R LB 2TV E T,

*BGPASN 7 .t —/L K, BGPASN #EF L £,

-l 21X, PR UBOEREFEHRTALE, ZD—R #—ZAD BGP ASN 7  —/L KIZ 65080 & A
SILET,

NHT 7TV I EHE=F D TTHMEIDERELET,

« AT LI ADIPSec 7 /31 A% NDFC CEHT 2541%, [Z77 Y vy E=4 E— K (Fabric
Monitor Mode) 1 7 4 —/V FOREICH DR v 7 A% A 7L T, ZDOF T a » OBIRZMHR L
£,

« AT LI AD IPsec 7731 A NDFC (Cisco SN DY — KX—=F 4 77 AT U —/L72 L) IT
Ko TEHEHENRWGE, 777V v I BEHROARINDHGEIX, [Z27T7 Yy E=2 E—F
(Fabric Monitor Mode) 17 4 —/V ROBIZH DT = v VR J A% F NI LET,

Cisco NX-0S /N1 T v K 557 FEGRER
I
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ATvT6

ATy IT1

36:
Create Fabric
Fabric Name
ext-fab-1

Pick Template

External_Fabric >

General Parameters Advanced Resources Configuration Backup Bootstrap  Flow Monitor

BGP AS #*
1-4294967295 | 1-65535[.0-65535] It is a good practice to

65080

have a unique ASN for each Fabric.

Fabric Monitor Mode
l:\ If enabled, fabric is only monitored. No configuration will be
deployed

Enable Performance Monitoring (For NX-OS Switches Only)

MBI — RN 7 7 7V v 7 NT A= FRIEZRTE T LET,

External Fabric 5::/701/‘— ]\0)/}(@/\0?}‘—&”— 5’7@1]\73“?‘6%\%75)% Ui i?‘iﬁ\ C®/\479 P4 N
770 R MReYOa—2 =R ZFHEDNRTA—=F—FTHENTVEEA,

« FHHERE
cAVITA4FaAL—2avDONVITVT
e TJ—rR LSV
* Flow Monitor
=& 21X, [#RNy 9 7 v 7 (ConfigurationBackup) /37 A —4 X 7 ¢, [BEEHLDT 7Ty o8y

427w 7 (Hourly FabricBackup) 1 7 4 —/V RDOR v 7 2A%F =27 LT, TOMEZENITDHZ LN
TxET,

FEARIZ DWW, [CiscoNexus ¥ > v adh— K777 ) w7 2 ha—J8 AN A K (CiscoNexusDashboard
Fabric Controller Deployment Guide) ]. UV U —X 12,12 IEE# SR L £ 7,

N7 77V w7 D7 Ty EER (CreateFabric) 17« > R CHERERZTET L2, [RTfE
(Save) 127V v LET,

[LAN 7771 w% (LANFabrics) ]V 1> RUIZRY | AERRKLTIEN O 7 7 7V w7 BRERS I

£7,

[l CiscoNX-0SD/\ A Ty K957 FiEGER


https://www.cisco.com/c/en/us/support/cloud-systems-management/nexus-dashboard-fabric-controller-12/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/nexus-dashboard-fabric-controller-12/model.html
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4> 7L 3 Z Cisco Catalyst 8000V £51587 7 71 v 2 (<igm ]

RDERY
77 L I AP Cisco Catalyst 8000V 4N 7 7 7V » 7 ZIBM L, 47 L X & Cisco Catalyst
8000V Z AN 7 7 7 U w Z1ZiBI (49 ~—2) TRMESN TV L FIREZMEH L ThER e —
NERELET,

# > 7L = X Cisco Catalyst 8000V 4\ &8 2 7 J 1) w & 280

WO FNAIZHE ST, A7 L I AD Cisco Catalyst 8000V =47 7 7 U~ Z7IZIBAI L, Cisco
Catalyst 8000V |Z L E R EEI AR E L E T,

1R BHHIIZ

NDFC A7 7 7'V » 7 BB (46 X—) TR WA FIEAMH L T, NDFC 4M56
777w I EERLET,

2TFv 1 [A—ANLTY)T7 2y FT—%2 (LAN) 2771 w%s (LAN Fabrics) 174 RUT, YERR L721E020
N7 7TV T7E2T7) w7 LET,

777U v 7 OMEE (Overview) |7V 4 > RUBERINET,

ATv T2 [TV 3> (Actions) ]>[R4 v F%EBM (Add Switches) ] %27V v 27 LET,
[RA4 v FDENM (Add Switches) 17 1 > RUBFKRINET,

AT w73 Cisco Catalyst 8000V ZRHT 2 7= DICLERfFERABEML, [RA4 v FEHFKRE (Discover Switches) ] %7
Vo7 LET,
« Cisco Catalyst 8000V O[S — K IP (Seed IP) ] 7 4 —/b RICHLERIERE A LET,
«[T/8 R B4 T (Device Type) ] 7 « —/L KNT 1os-xe Z#R L £,

* [FAA A AT (Device Type) | 7 A4 —/V RRERINTIZH, £D FiZH5H [CSRIC8000V] A7+ = v
ZIER L £,

CiscoNX-0S DA T v K45y FimER ]
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[ 37:

Add Switches

witch Addition Mechanism*

(® Discover Move Neighbor Switches

Seed Switch Details

Seed IP*
172.16.0.234

Authentication Protocol*

MD5

Device Type*

10S-XE
@® csricsooov ) ASR

Username*
admin

CAT9K

NTYYRISHRERILFISY REREROA L ISHERERETS |

RATv T4 [RA4 v FDHRE (Discover Switches) 1 %27V v 7 LEd,

RRSINDMRAR Y 7T v 7 U YT [#EER (Confirm) 1227V v 7 LET,

AT 75 Cisco Catalyst 8000V 73 H & 4172 5. Cisco Catalyst 8000V Z4 58~ 7 7 U » 7 (B L £97,

[ER#E (Discovery Results) 1= VU 7 T, Cisco Catalyst 8000V % &R L (Cisco Catalyst 8000V DD R »
I A%V 7)) | [RAvFZEEBM (Add Switches) 127V v 7 L£7,

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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4> 7L 3 Z Cisco Catalyst 8000V £51587 7 71 v 2 (<igm ]

[ 38:

Add Switches 9 X

Switch Addition Mechanism*
(® Discover Move Neighbor Switches

Seed Switch Details

Fabric Switch Authentication Protocol Username
ext-fab-1 172.16.0.234 MDs admin
Password Max Hops Preserve config
@ Set 0 ® Enabled
« Back
Discovery Results
Filter by attributes
Switch Name Serial Number IP Address Model Version Status Progress

C8K3-Fab2 9BJE1UBCZEM 172.16.0.234 €8000V 17.7.12 ® Manageable

@ C\osel Add Switches )

AT =B AN [RA v FMNBMENZE LT (SwitchAdded) 112200 £3, [BAL% (Close) 227V v 7
LTy 4> NUZPALET,

= 39:

Add Switches ? X

Switch Addition Mechanism*
(® Discover Move Neighbor Switches

Seed Switch Details

Fabric Switch Authentication Protocol Username
ext-fab-1 172.16.0.234 MD5 admin
Password Max Hops Preserve config
® set 0 ® Enabled
« Back

Discovery Results

Filter by attributes

Switch Name Serial Number 1P Address Model Version Status Progress

C8K3-Fab2 98JE1UBCZEM 172.16.0.234 €8000V 17.7.1a ® Switch Added —

~
(@] Ao switches

AT 76 Cisco Catalyst 8000V DxE|% (27 L—#% (Core Router) INWIFXKELET,
a) CiscoCatalyst8000V DREIZSH DRy 7 A% U v 7 LTEDN—X ZEIRL, [72 3> (Actions) 1>
[ty k B—JL (SetRole) 127 U v LET,

CiscoNX-0S DA T v K45y FimER ]
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40:

Fabric Overview - ext-fab-1

NTYYRISHRERILFISY REREROA L ISHERERETS |

Filter by attributes

| switch IP Address Role Serial Number

Edge

C8K3-Fab2
Router

172.16.0.234 98JE1UBCZEM

Overview Switches Links Interfaces Policies Event Analytics History Resources Virtual Infrastructure

o<
Add Switches

Config Status Oper Status Discovery Status  Model VPCRole VPG Peer

® NA @ Healthy ® Ok €8000V/

b) [A—JLDEIR (SelectRole) ] U A FT (27 L—# (Core Router) | H—/L& R OIF CTEINL, EIR

(Select) 1227V v 7 LET,

NDFC 78 BGP 7’1 | @/ & HEWIC AN T 2 L 51T, T3TD Catalyst 8000V % (=27 L—4 (Core
Router) ] B —/VIIRETHLENH Y F7,

= 41:

Select Role
Q_  Search Role
Spine
Leaf
Super Spine

Edge Router (current)

Core Router

ATy 71 [B—AILTYT7 Ry +kT—%5 (LAN) [>[Z7 7 v% (Fabrics) JIZBEIL, 1ERR L7777 »

7 IR L £,

SERZ 77V w7 O [HEE (Overview) | X—URFERENET,

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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4> 7L 3 Z Cisco Catalyst 8000V £51587 7 71 v 2 (<igm ]

ATv T8 [RA4vF (Switches) 1 ¥ 7 %27 U > 7 LT, B L7= Cisco Catalyst 8000V 23 1E L < R S5 Z L Zhf
BLET,

92:

Fabric Overview - ext-fab-1

Overview Switches Links Interfaces Policies Event Analytics History Resources Virtual Infrastructure

Switch IP Address ole Serial Number Config Status Oper Status Discovery Status  Model VPCRole  VPC Peer Mode

©BK3-Fab2 172.16.0.234 98JETUBCZBM LLTY © Healthy ® Ok C8000V Normal

ATwT9 [FU 3> (Actions) 1> [BEEEEERM (Recalculate and Deploy) 147 U v 7 LET,

TavADOZORET, [A—AIL TYT xv bT—%4 (LAN) 1>[Z7 7Y v% (Fabrics) ICBEIT 5
LFEREND L DT, VXLAN &4 857 7 7Y » 71X NDFC THEpL S £,

[ 43:

e
= €Is€0  Nexus Dashboard

= Fabric Controller

# Dashboard

LAN Fabrics

3% Topology

= N

iter by att (" Actio
Fabrics
Fabric Name Fabric Technology Fabric Type ASN Fabric Health
Switches
Interfaces S VXLAN Fabric Switch Fabric 65084 Minor
Services ext-fab-1 External External 65080 © Healthy

& Virtual Management

[FRE Y (Topology) 1B =—%fHL T, 7BEAD I DRSS TROERERET L2 b TEET
e VXLAN EAVE 7 77 ) w7 ORI E 28RN 7202 &

CiscoNX-0S DA T v K45y FimER ]
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ailtatli
€Is€0  Nexus Dashboard 4 Ome View

= Fabric Controller

# Dashboard
3 Topology

= LAN

Fabrics
Switches

Interfaces

& Virtual Management
ext-fab-1

£ Setiings

£ Operations o NA

172.16.0.252

ZDONDFC TIZ VMM BV =27 7 A VREREENRA N2> TNBT=d, IP 7 KL AN 172.16.0.252 O
vCenter 74 23 bR B Y B a—{lE&RINET, VMMIEREDFEMIZ DU CiX, CiscoNDFC-Fabric
a ha—F T A FORBA LV T7TA RN TV TF v v~ 32—V Y DOELZSHL T,

*VXLAN 7 7 7V v 7I1Z%y hU—27 F721L VRF BEER STV &

[l CiscoNX-0SD/\ A Ty K957 FiEGER


https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-data-center-network-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-data-center-network-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/dcn/ndfc/121x/configuration/fabric-controller/cisco-ndfc-fabric-controller-configuration-guide-121x/virtual-infra-manager.html

| MTUYRISIRERLTFISY FEGRBOA VI SERERTT S

559 EHA L EDISY Ry kD=5 3 bn—5zREALET [

I =
€15€0  Nexus Dashboard <> One View

= Fabric Controller

# Dashboard
% Topology
~
= LAN o
Fabrics
Switches o y
@ @
Interfaces
Hier Networks (0) VRFS (0) 1
eeeeee
® In-Sy
Pending
In Progress
© Operations i
@ Out-of-Sy
e NA

RDEZRY

79 RYANEDOI TR Xy NU—7 arbe—J%BHLET (553—) TRt

SNTWLFIEAEH LT, 79U RYA MIZTF YRRy FUY—7 arbua—J%RHL
£

D929 YA EDV SO R Ry RD—S OV bAO—
STERHELET

DB arTiE, TTHEHRERINLTWS MARe DHlO—E 20 L £,

CiscoNX-0S DA T v K45y FimER ]



NATUYFEI5HRERLFI S FEERBADS > 7 SHRERET S |
B awsosyrvq o359k 2y ko—s a0 bO—5%EH

[ 46 :

<—> BGP

+BGP
<—> IPsec + OSPF

> BGP EVPN/VXLAN

& Nexus Dashboard {EastUs
----------- H ---------> 40
Orchestrator I ¥ i East US
K ¥ ! Dee ng
7| o i 70.1.1.0/24
7 : 90.1.1.0/24
— f () NLB
/ L" :
@ \_ASN: 65092 Infra VNet ,'
NDFC
ASN: 65084 ASN: 65080
S
ASN: 65091 C/\j o] ol
25 Network
2 Conrale e
— ™™ % Taw VPC
TS . @ Attachment
— — —SmConnect

. -. - |

172.16.10.0/24 External fabric —

172.16.20.0/24 g west VRS

VXLAN fabric

- J

NAT VR 7T R bARaYOFIKSINT, ZRUHDOFIETIE, 79U KK %2y hU—7
arhta—%NMLT2207 77 K44 (AWSEBEIWRNAzure 7 7V KA ) kv b
To7lTAHZEHEHELTWHWET, LER-T, TNHDFIBELEETKRD R A a5

LET,
cANSA VA=A K, VU—2251 (x) LIfgdD CiscoZ 7V K Fy hU—27 2 |
u—

cAWS—H—JA K, VU —2251 (x) LIED Cisco” 7V KAy hU—2 a br—
7

cAzure f VA M=/ HA R, YU —2251 (x) LI EDCisco 7 5T R Ry hU—7 a
fr—>

s Azurer—H— A4 R, U U —2251 (x) gD Cisco/ 77 Ry NU—27 v ha—
=

TFokvr7varOFELEZETLC, 79U KXy NI—F avrbha—S53%2 750 K34 b
R L ET,

AWSYO SO KRS MDISOR Ry ED—9 OV bO—5%EMHM

INHDOE7varyOFEIHE ST, AWSZ T R YA MV TR Xy hU—2 vk
v—J%EMLET,

[l CiscoNX-0S D1 Ty K55 FigikE


https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html

| MTUYRISIRERLTFISY FEGRBOA VI SERERTT S
Aws oitRETBER RS A—s e HRLET |

AWS DX E THERQG/NTA -2 2B LET

DRI arTiE, ZOFONATY R0 R MR YEAIL, [V K%Ry FT—
Jarveta—50ty 7 v 7 (Cloud Network Controller Setup) 12— [EFHIERTE
(Advanced Settings) 1=V 7 C, AWS 7 7 7 K ¥ A MILERLEREITVET,

[Azure f A h—/L T A RDCisco”/ 77 K x>y hTU—2 2 hra—7 (Cisco Cloud Network
Controller for AWS Installation Guide) ] [Configuring Cisco Cloud Network Controller Using the
Setup Wizard] OEICFLH SN TWAFIHAZFEH L ETN, [PV KRy bD—2 a2 bO—
S %% (Cloud Network Controller Setup) 1 X— 12X, ZOBDONA TV v R 7T R K
R OGE DT DI BRI T 2 MERH 2250 7RdH L Z LITERL T ES
AN

«aAV NS FR=ZRDIL—T 4 % (Contract-based routing) : 777 K v hU—7
arbhr—J0%, RO2FEHOE—REZYAR—FLTWET,

e IR — 2D N—F 4

e — K2y SR ADN—F 4 T

BRIR—ADN—T 4 7 LiX, EPG O VREF I O/NV—T 4 7 R BRET 25 2 &
ZEWRLETN, 20X A TOEKIXI—2AD)L—TF 4 > VX NDFC TIiHEH T 2=
O, ZOFEOHDONATY v K770 K bR TE, BEURX—ADONL—FT 4 T %
F71ICL T, bl — k2T R—=2DON—F 4 VT EEHLET, ZEHIICONT
X, AWS 2—H%— H A KD Cisco 7/ 7V K Xy hU—27 arbu—7 JU—2R251
x) o Th—F7 407 R v—] BIOY I a— b Inter-VRF /L— K U —727 R
v— v varESRLTIEIN,

eSO XY EI—Y AV FA—SDTIECR¥ER : T 74V FTIE, 77U K FXv b

U— aryha—J0IN—T 47X 2 VT 4 DT 7 AMERIHY £+, OF
D, 799 RRy NI—7 arvibae—J3Fxy NU—7 2 HEYLTE 727 TR, 7
FJUREDER2 )T 4 IN—T2HELB IO T 2L TEET, 79U KRRy
NO—27 avbhe—=I8tXx=2 )T 4 Z—7%BHEL L T T 5854, EPG &35
LR T AMENRHY 9, 72721, EPG EEMIL, V—T 1 > 7 OHBHED BN
NDFC = R 2—#— |2 & Et A, NDO BLO'NDFC & 5 < AT DI,
D59 R Ry bI—H AV A—=SDT I CRERL 7L a v EZNL—T 4 T DHITH
ETHLENH Y £97,

2T w1 AWS @ Cisco Cloud Network Controller {22 7 A > L £,

ATv T2 ZOBFIONATY R I7T7 0K rARePHIC, 1HEADIT TRV A N THLAWS 7 T U K VA b &
vy N7y S TATu R ARG LET,

AWS A A= HA KD Cisco 7 TV R %y hU—27 avin—7, JIU—2251 (x) UEORIO
BEICIZ, ZONAT YV R 7T 7K FREYOa—2 7 —A @ TIERW— IR BEERNEENT
WA=, TORF2 A POINGDEDFEEZZT L THDL, ZIIWRED F3

- B

CiscoNX-0S DA T v K45y FimER ]
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https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
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NTYYRISHRERILFISY REREROA L ISHERERETS |
B wsov—vagmonst s 2—ssBRLET

«Cisco 7T K Fxy hU—2 ar ha—FDA A h—/LO U

* Cisco Cloud Network Controller 7 7 7 RERLT o7 L — MMEIRDIERL

235w 73 CiscoCloud Network ControllerGUI T, A > 7> k74 ayr @) #2710 v L, [Cloud Network Controller
+w k7w 7 (Cloud Network Controller Setup) ] 23R L £,

[HEARZEBRLEL &5 (Let's Configure the Basics) | X— Y nFERENET,
AT 74 [FEMERE (Advanced Settings) 1 =V 7 # L., [ DO#E (Edit Configuration) 1227 UV » 27 LET,
ATv S5 [FHRTE (Advanced Settings) ] — T, RO EZHRELET,

« [B#IZE DL =IL—TF 4 >4 (Contract Based Routing) ]: R v 7 ZANF 71272 -> TW5H Z & ZHfgsd
LET (ZOWREDAEDT > TWRNZ EZHERLET), ZHICLY, BRIX—2DL—T 17
WIS/ RDOVICV—h vy T R=2DOV—T 4 VI BRERSHET,

VTV RRYETI—=0 a0 FA—ZDTVERER: IL—T 1 > DH (RoutingOnly) ]4 7 =
CEERLET,
ATYT6 [-FFL THAT (Save and Continue) 1227 V v 27 LET,
[EAZE#HBLEL &S (Let's Configure the Basics) ]X— IR Y £,

RDERY
AWS DU — 2 g VIEBOMNER T A =X 2R LET (58X—) OFIEEZFEITLET,

AWS D) —2 3 VEBEBODRERINTA—FEEHLET
IOk varTiE, ZOBONAT Yy R TR AR Y—REHIZ, [VFT7F Ry b
7 —% 3> tA—73 (CloudNetwork Controller Setup) [Pt~ F7 v 7 _X—=YD[)—T 3>
&I (Region Management) = U 7 CTAWS 7 77 K %A MILEREREITVET,
IR BRI

AWS DFEERE TR T A — R MR LET (57 =) 12BN TWAFIEL5E
TLET,

ATy 1 [U—2 3 UEHE (Region Management) =V 7 2L CaEbleR X227V v 7 LET,

779K Fy hU—7 arihe—J200 Ty 87 v 7T 55513 BB (Begin) 127U 7 L,
DENZZDZ7 T R 3y hT—27 arta—7TY—Ua VEBRZBEICHK L T 551X [BROMR
(Edit Configuration) 127 UV v 7 LE9,

AFvT2 AWS FT Py b F— T oA ZERME

B, TransitGateway #fFEH LT, V—2a v AABLONTGW ET Y V7B FR—FSnTnsd ) —Ta
VEIOBEGIZ VPN F R VA LWL DIC LET, FMIic 0 TiE, F¥a A b TAWS T

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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ATvT3

ATy T4
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AWS 01— 3 v ERORELAS A —2 5B LET [

Vy h Fe kT A EEANS FF Uy b F e R =R R A L VPC [ o0 i oo
My EZBBLT S,

FZ, 2ONAT7 IV R 757K hERrYOa—R ¥—206TiE, [FSYPy hF— kYA DfE
F (Use Transit Gateway) 1=V 7 ¢, [A%Mt (Enable) |DHICH DT = v IRy 7 2% 7 ) v 7 LT
AWS Transit Gateway - L £7, ZHIZ LV, PABEOFIET TGW Connect % F NI T 5 72 DI B e
NT Fy N =T &BEMMTEET,

[BE¥d 51)—2 3> (RegionstoManage) ] 78 T, Cisco Cloud Network Controller DA —2 U — 3 >
MBEBRENTNWDHZ L &R LET,

CiscoCloud * v UV —27 2 br—F% AWSITHRANZER L7 SIZ@IRL72Y —2 3 UE, A—4
V=g ThHY, ZON—VTRRIGER SN TWAIET TY, Ziuid. CiscoCloud Network Controller
MBI &N 5 U — 3 > (CiscoCloud Network Controller IZ L » CEHLENDH U —Yay) T, [V—Va
> (Region) JFIZ lcisco Cloud Network Controller] &I 7 F A MNMERINET,

CiscoZ/ 7T RFxy hU—27 avba—7 TBEMOV—Ya V2FBELET, o) —2 3> Tlter-VPC
{5 & Hybrid-Cloud, Hybrid Multi-Cloud, % 7=1% Multi-Cloud #%#¢ %17 9 X 9 (T Cisco Catalyst 8000Vs %
BB 2500%, B0V —Y 3 U EBEIRL £,

Cisco Catalyst 8000V [%, Cisco Cloud Network Controller 2V A I TWHAR—L UV —T a3 Y EETe, K
45D) =2 a NN ATy R 770 RBIOAVF 7 70 NMEi et cE 7,
V—Uaizue—hwzr 70 R A—Z & RHT51I2%, £0 VU — 3 @ Catalyst 8000Vs F = v 7
Ry AT =y ~—T%D0F57bIcr7 Vv LET,

Catalyst 8000V 2B SN TND U —Ta U3 b 72 &b 1 DRETT, 72720, ZTOX—Y THED
V=g VEBRLIZGAE, R LT X TO Y —Y 3 |2 Catalyst 8000V # 52 ET A ML EILH Y 4
}\Jo

AWS N7V b = MU oA FEEEHT %A1, 1 OB EDY —T 3 >0 [TGW it (TGW
Stats) ] #IDOR v 7 AE AN LET,

Fr v IR I AEF AT HE, FBELE)—2a DA T7T FF U RDAWS RV y kA —
N7 x2A NTT 4y IHREONERNGINIRY 1,

GE) AWS F T Uy N = U oA OWFEREZINET DT, 77— a7 &2 ERT50EL
HVFET, ANS—H— H A KRDCiscoZ 77 KAPIC U U —A251 (x) LABE®D TCisco
Cloud APIC Statistics| DF ¢ [Enabling VPC Flow Logs] &7 v a v &ML T 7ZE0,
i, ZoFloNA 7Yy R 757K FAReYDa—2 F—A T, ROL TR ET,

o KEHE (N—voTrdbE) U —Ta vl kEES (ks Y vxa=7) U—3 3 (us-east-1 33 K Mus-west-1
V—Uay) OBOF =7 Ry 7 AZTF =yl ~—7 2FFE9,

*Cisco 7 77 K xv hU—27 2 hua—7 K—2Ah J— g O Catalyst 8000V 35 L (O TGW Stats
NDFxvy Ry ATF vy v—7&2HFET,
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47:
Setup - Region Management X

Reglons to Manag: ral Conectivy

o e°
Please note that CSR (ged to Catalyst 8000V.
s East (0 2
SwWest(N.Calforna)  us-west -
(Oreq Y Cioud etwork Conrie Depored |
bk O Cz=D

ATy 1 R —Va AT _RTGRERLEDL, X—=YOTFEHICHDNext]Z 27 Vv 7 LET,
[General Connectivity[ " X— YRR R INFE T,
ATw 78 [—HRES (General Connectivity) ] ~— 2 THLERRER ZITWVE T,

FEAZOWTIE, [AWSFERE A A KD CiscoZ 77 K v hU—2% 2> hua—7 (Cisco Cloud Network
Controller for ANSInstallationGuide) 1V U —225.1 (x) LTy 87 v 77 ¢ ¥ — K& H L7z Cisco
Cloud Network Controller DD FE A B L T 72 &0,

Bz, 2ONAT VY R IR hAReYOa—R F—2A0FTIE, ROFIEOFNEEAFEHL TNT
Sy hU—7 &BMLET,
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ATvT9

ATv710
ATy IN

ATv 712

ATv 713

AWS 01— 3 v ERORELAS A —2 5B LET [

CiscoZ 77 K 3y hU—27 arhua—7 Tk, 2 2L LD AWS Transit Gateway DHESZ[/NT v +
7—7% (hubnetwork) 1&EFEFONE T, N7 Ry hU—271E, VREOX v U —7 3B L $£4, VRF
DIN—TENT Xy =228 LT, VREOZ V—T%MDONT 3y N =7 I8 SN TN D
DO VRF NS ZEET 52N TEET, AT Ry FT—2F, V—VarTeicdid L2250 AWS
Transit Gateway Z R L £97,

[NT &y b7—% (HubNetwork) JfEI T, [/NT v k7—2 ®EM (AddHubNetwork) 1% 7 U v
7 Lij—o
[/NT #v bT7—2 ®EM (Add Hub Network) 17 1 > RUBnFRENET,

[28T (Name) ] 7 4 —/V RIZNT 2y NI =7 O4HIZA LET,

[BGP Autonomous System Number] 7 ¢ —/L RiZ, AWS TERZ AN L CHEEERBINT I, ENT Ry
NU— 2 D% 64512 — 65534 DFIFATANI L, 74—V ROBICHLTF =y ~—2 %7 Vv 7 LE
ﬁ‘o

eziX, "M TV R 750 R MReYoROEREFEHRTHE, ZDO7 4 —/L FiZss001 EATIL
*9,

AWS Transit Gateway Connect #§HE % fi 2029 5354 1L. [TGW Connect] 7 .+ —/L KT [H%hiE (Enable) ]
OEDF =7 Ry A7) v LET,

TONAT VY RZ7TT K MARRYO—R r—ZAOHTiX, AWS Transit Gateway Connect F§HE % 4 %)
WCLET, SO VWTIX, ASF T Yy B P — U =AM ELIEANS AT Yy M S — ko= A 2
7 bR L7z VPC M OmgE O 22 L T E 30,

[CIDR] %), [AddCIDR] %72 U v 7 LE5,

THUELAWS P UV R A= U A CIDR 70y 7T, b T Yy b A — b = A OB
7 IPT7 RUA (GREAMHBE T IP T RLR) &L THEHAIRET,

a) [Region (V—23Y) 17 44— /L T, [U—2 3 Z#IR (SelectRegion) 1% 7 U v LTI
V—ya VEBRLET,

b) CIDR 7 ¢ —/LV FiZ, k7 — b U =AllOEHE T IP 7 FL AL LTINS CIDR 71y 7
EANNNLET,

[X] 48:

Region * CIDR *

Select Region » v X

¢) ZOCIDR7 vy Z7DINHLDEEZITANDIZIE, Feovy ~—2 %7 v 7 LET,
d) AWS hT7 Vv b F—bU = A AT 2T X COEEMNSRY —Va kLT, Zib
DOEBR) - a3 DFNETNIMEAT S CIDR 70 v 7 ZBMLET,
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X 49:

Add Hub Network X

Name *

hub1

BGP Autonomous System Number *

65091

TGW Connect

Enable

Changing the use of TGW Connect will cause temporary traffic loss.

CIDR

Region * CIDR *

ED

US West (Oregon) 176.16.11.0/24 Vd

© ~dd CIDR
W Route Table Association Labels @

Name *

© Add TGW Route Table Association Label

ATFv 14 WHEEBVIEYOEREZT LET,
o [—f&#EHE (General Connectivity) ]-X— DD OfERZ BT BV IZ5E T L, [REL THEIT (Save
and Continue) 1 %727 U » 27 L%,

cHEERBY, [A¥—F 542X (Smart Licensing) | X—Y CHERRELE T LET,
FERIZ DWW TIX, [AWS B ET A RD Cisco 7 77 K xy hU—2 @ kr—7 (Cisco Cloud Network

Controller for AWS Installation Guide) 1V U —225.1 (x) UEDOE Y 87 v 7w ¢ ¥ — F&2M#H L7 Cisco
Cloud Network Controller DD EZ B L T 72 &\,

THEADZOREET, CiscoZ? TV K Xy hU—2 ar ha—FORYNDZ FY K HA kb (ZOflo
NATYV Yy R IZT7TR MBYTITAWS 770 RH¥A4 ) OERFENFET LE L, ROFIEICHE
AT, CiscoZ TV R %y hU—27 arba—ID2FBDO7 T 7 RY A~ (ZOFIDOANAT Y v R
SR MRBUTE, Amre 7 79 K YA 1) OHAMREZET LET,

ATy 15 MBS U T, AWS @ Direct Connect ZHEak L £,

Catalyst8000V /L — X 3527 T KRy N U —7 ~DEEHFICT T A N— MR N LEREA L, B
PHERR L £9, AWS H O BEHEEEGE ORERRIZ OV T, [AWS 22— — H A RD Cisco 7 77 K % b
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U—27 2> hue—% (Cisco Cloud Network Controller for AWS User Guide] U U — % 25.1 (x) DA% &R
LTLEENY,

RDEZRY

Azure 77U RV A DIV T RFxy hU—7 avba—J %Rl (63 3—) TR
TWAHAFEEZFEHALT, 2&BDZ 7 RV A b (Azure 7 F U RH¥A ~) 17T 7 Fxv b
U—27 arhu—J%ERLET,

Azure V9 5O KA MDY SHORK Ry D=9 a2 bO—5%EH

oot svarOFBIZKEST, Azute 7 7 R YA MV TR Xy hU—2 av b
n—7 xZREELET,

Azure DEFHMIERE CREGR/NTA—FZHERLET

o7 varTliE, ZoBoNA Ty K7 T T R ARRYERIZ, [V RKRY FD—
2 arta—>0O+y 7y 7 (Cloud Network Controller Setup) ] ~2— > ® [##IERE
(Advanced Settings) ] =V 7 C, Azure 7 7V K %A NMILBE/LEREITVET,

AWS 7 T K U A MK L TITo72D L [E UMK E Azure 7 7 7 K A MR L TITWE
K

[Azure f A h—/L A RD Cisco7 77 K x> kU —2 2 hr—7 (CiscoCloud Network
Controller for Azure Installation Guide) ] [Configuring Cisco Cloud Network Controller Using the
Setup Wizard] DOEICFLH SN TWAFIEAZFEH L ETN, [PV KRy bD—2 a2 bO—
S %% (Cloud Network Controller Setup) 1 X— 12X, ZOBDONA TV v R 7T R K
R Y OGE DT DI BARINHERL T 2L ERH 2200 7 RdH L Z LIERL T ES
AN

«aAV NS FR=ZRDIL—T 4 % (Contract-based routing) : 777 K v hU—7
aryho—7iF, RO2MEHEOE— FE2VR—FLTWET,

e IR — 2D )N—F 4

e —h 2y SR ADN—F 4 T

BRI_R—ADN—T 4 7 LiX, EPG BOZK S VREF O /NV—T 4 7 2 BRET 25 2 &
EEWLETH, 20X TOHKX—AD)N—F ¢ > 7% NDFC TlEfl T 720
O, ZOFEEDOHDANAT Vv K I7F0 K MARaYTE, BRIX—RADNV—FT 4T %
F71CL T, bl — 2wy R—=2DON—F 4 VT EEHLET, ZEHIICONT
¥, AWS 2—H%— A KD Cisco 7 7V K Fv hU—27 arvitn—7, JU—2251
x) D Th—F7 4> 7 R v—] BEO 72—, Inter-VRF b— K U —2 KU
v—] B varvESBLTIIEE N,

e HSHORRY D=0 AV FO—SDTIECRER : T 74NV FTIE, VIR Ry b
U—2 ary hmg—3 23N —FT 47X YT o OT 7 ERMERNHY T, OF

CiscoNX-0S DA T v K45y FimER ]


https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html

NTYYRISHRERILFISY REREROA L ISHERERETS |
B roeommmEcsEL S A — S EBRELES

D, 779 R Ry NI—7 arbiae—J3Fxy NU—7 2HEULTE 727 TR, 7
FUREDER2 )T 4 IN—T2HELB IO T 2L TEET, 79U R Ry
NO—27 avbhe—=I8tXx=2 0T 4 Z—7%BHEL L Tt 5854, EPG &35
LR T DHLERHY 9, 7272, EPG EEMIL, V—T 1 > 7 OHBHED BN
NDFC =¥ R o—#— |2l & Et A, NDO BLO'NDFC & 5 < AT HITIE,

D59 R Ry bI—H AV MA—=SDT I CRERL 7> a L EZNL—T 4 T DHITH
ETHLENH Y £97,

1R BHHIIZ

AWS VT RV A DITURFy NT—2 arba—J%RE (56 2—) THRHEZIN
TWAHFEEFEHLT, P07 77 R Y%A~ (AWSTZ T RS AR) IZZ7TF7T7 KR %y b
UV—7 arviue—J%EMLET,

ATYT1 Azure D Cisco 7 77 K *v hU—27 avtuo—J\cuar/ A LET,
AT9FT2 ZOFONATV Yy K770 K hARaeYHIZ, 2&FBOZ T RHA N CTHD Azure 7 77 K ¥ A b &
Ty N7y I TE T R ERBLET,

Azure f VA =LA RDOCiscoZ 7V R xy hU—7 avba—7, VI —2251 x) UBEORYD
BEIZIZ, 2o TV R 7T AR YDL—R F—RAZEHAE TR DR RERIP S ENT
WHTED, FORF2 AL MOINGOEDOFEEZE T LT, ZIZIWZRED 9

- B
»Cisco 7 7T KXy hU—27 ar br—F0A A f—/LO U

» Azure T® Cisco Cloud Network Controller ™ J&&FH

AT w73 CiscoCloud Network Controller GUI C, A > 7T > k7 A 2> (@) %27 Y > 2 L. [CloudNetwork Controller
t+w k7w 7 (Cloud Network Controller Setup) ] %Z3%&R L £,

[EARZHEBRLZEL &S (Let's Configure the Basics) ] X—YNERENET,
ATy T4 [FHERE (Advanced Settings) ] =V 7 &2 L., [#BROMmE (Edit Configuration) 12727 UV v 7 LE T,
AT 75 [FMERE (Advanced Settings) 1 ~— T, ROERERTE L ET,

« [BBHIZE DU =IL—TF 4 >4 (Contract Based Routing) ]: R v 7 A4 727> Tnb Z L 2R
LET (ZOENEDNZ /> T RNWZ EEHERLET), Zhicky, BYIX—ZADL—FT 1 7
DIEZNZ 720 . R VI —F =y P _XR=2ADL—F 4 MR ENET,

TR RYETI—=2 2 bO—5DTF Y ERER : IL—T 4 25 DH (RoutingOnly) 47 =
VEBIRL ET,

ATvT6 [#R7FEL THAT (Saveand Continue) ] %7 VU v 7 L9,
[EXRZE#HBBLEL &S (Let's Configure the Basics) [»<—VIZREY £7,
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Azure D) — 3 3 L EBTRELS A —2— AT 5 [

RDERY
Azure DV — g VEB TR NT A= —Z T2 (65-2—) OFIEAZFEITLET,

Azure D) —D a3 VEBTRELNSA—3—% BRI 5

ATvT1

ATy T2

ATvT3

ATy T4

ZokervarTE, ZOBONAT Yy R 7F TR PReY—E5HIC, [TV Ry b
7—% 2> bBA—73 (Cloud Network Controller Setup) 10t > 87 v 7 X—=TYD[)—2 3>
&1 (Region Management) = U 7 T Azure 7 7 7 F YA MM EREREITET,

188 BRI
Azure DFFMIERE CHHE/R /T A — X R LET (633—) OFNEEFETLET,

[V—2 3 EHE (Region Management) = U 7 AR L CHEGIRAZ %227 U v 7 LET,

JIURFXy " NT—7 aria—J%8H Tty N7 v 7T 554513 [FAtE (Begin) 122U v 7 L,
PRNZZ D7 7T R 3y hU—27 ar ba—7TY—Va VEHZBEICHER L TO2581T [BROR
(Edit Configuration) 1 Z#7 U v 7 L £7,

[RER Y F—5 MK (Connectivity for Internal Network) 1=V 7D [{RERY kT —9 E7 Y Y
4 (Virtual Network Peering) 123HEIICHENME SN TS Z EE#RFEL T,

77— LoLO VNet B 7 U U 71, [REBAR Y T —9 DT (Connectivity for Internal Network) ]
T YT THRESINET, ZhIZL Y., Cisco Cloud Network Controller L'~)LC VNet E'7 U o 7 BANIC
720, CCREEALTTIRTOY —Va VIINLBAEREINET, UV IU—2R51 (2) BETIX, /r—
SV LAV DVNet 7 U U TIET 7 40 R THEIC > THEY, WRh T2 2 LIETEEEA, FHMIC
DWW T, [Azureld]i} Cloud APIC O VNet &7 U > 7' %4795 (Configuring VNet Peering for Cloud APIC
for Azure) 122 L T 230,

[BE¥E9 51)—2 3> (RegionstoManage) ]7EI% T, Cisco Cloud Network Controller DA —2 U — 3 >
MBEBRENTNWDLZ L ZMERLET,

CiscoCloud * > U —7 mr br—F% AWS |ZIRANZEH L7 LITBIR LY —2 3 i3, R—24
J—=arThh, ZOR_R—VTHIOERINWTWAIETTY, Zik, CiscoCloud Network Controller
NE S5 U — 3 (CiscoCloud Network Controller (2 K » CEEHEIND U —Ta ) T, [V—Vs
> (Region) ¥IZ lcisco Cloud Network Controller| &I T F A MMNERINET,

G¥) Azure VNet E'7 U ZIIHEICE L ENTWNSD T, Cisco 7 77 K Xy hU—27 @
ha—7 A—2A5 U— 3 O Catalyst 8000Vs 1T ADR Y 7 ANRTF = v 7 #FEIZ ST
RWE, T2y 7T OMERLY 7,

CiscoZ 7V Ry hU—Z7 arvbta—7 TEMNOY —Va =& L E7, o) — 3 > Tlnter-VNet
{5 & Hybrid-Cloud, Hybrid Multi-Cloud, £ 7-i% Multi-Cloud #%#¢ % 1T 9 X 9 | Cisco Catalyst 8000Vs %
BT 5813, B0 Y —va VERIRLET,

Cisco Catalyst 8000V [%. Cisco Cloud Network Controller 238 A I TWAHAR—A U —T a3 Y EETe, K
4o0) = a NN ATy R 777 RBIOYAVF 7 I 0 N et cE 7,
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ATy TH
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U—Yaviiua—naMer 79 R v—42ZRIET 51213, 20V —2 3 O Catalyst 8000Vs F = » 7
Ry I ACF =y I ~—F 5T B0IC7Y v 7 LET,

Catalyst 8000V BRI SN TNH Y —Va i3l L b 1 DRETT, 72720, ZOX—YTHED
V=g UEBRBIR LGSR, BIRLET X TO YU — 3 (2 Catalyst 8000V Z i E T DML E(XH D £
}\Jo

Bz, 2ONAT Yy R 759K MARRYOa2—Z 7 —20H|TlE, Cisco 7 77 R Ry hU—27 =
Yhe—7 K—2AL U— =3 0 Catalyst 8000V S| DF = v 7 Ry 7 AZF =7 ~—7 &7 ET,

X 50:

Setup - Region Management

- Please note that CSR is now changed to Catalyst 8000V,

PR Cloud etwork Controller Degloyad |

East US

W) —Va v ETNTERLEDL, X—=VDOTFHIZHD[Next]Z 2 U v 7 LET,
[General Connectivity]*— Y N F/R I E T,

[—#%#E#%E (General Connectivity) ] ~2— Y CHLE k21T E 7,

FEABIZ DU T, [Cisco Cloud Network Controller for Azuru #% & % 1 K (Cisco Cloud Network Controller for
AzurelngtallationGuide) 1V U —225.1 (x) LDt Y 87 w77 4 #— RZ&ffH L 7= Cisco Cloud Network
Controller DFERDFEZ S L T IZI W,

BRlZ, 2O T Yy K757 R MR P0a—2 7 — 206 Tld. WOTFIEOTFINEEHEH LT, Cisco
Catalyst 8000V (Z%f L TIROBEZITWE T,

[£f& (General) | =V T D[UF52 K IL—2DY Ty k F—)L (Subnet Pools for Cloud Routers) ]
7 4 —/L KT, Catalyst 8000V O 7 % v M BMT5551F, [TV L—20Y TRy K T—ILD
&SN (Add Subnet Pool for Cloud Routers) ] %2 V v 27 LE£7,
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Azure D) — 3 3 L EBTRELS A —2— AT 5 [

WAIDOY T F oy 8= BNEBIICAT) SVET (System Internal & L THERAR) . ZOH TRy b7 —1
D7 KL A%, Cisco Cloud Network Controller CEE T AMERH HEBMD Y —T a0V —2 9 R
IR ESNET, 207 40—/ RIZBENT 27Xy N —E, v A7 24D 72 1PvAY 7 % v b

ThLHILERDY £7,
WOIRPLTIX, Z OFIAT Catalyst 8000V OV 7 x> h&BEMLET,

* Cisco Cloud Network Controller 18— .2 U —37 = >{Z Catalyst 8000V % BB L T\ 25413, BEIMIC
EREND (VAT LHNER (System Internal) V7 Ry b =LA T, 1 2O TRy b
T mBMLET,

* HijD~X— T Cisco Cloud Network Controller |Z X VW BEHX R LR HBMOY —Y g VEARIR L5

AN
[ )

EBIXG Y — V3 T E1Z 24 @ Catalyst 8000V & FFOT X TOFIHMNLEY —2 3 L2 1OD
TRy NS = EBNMLET (ZOX—TD[U—23 20 TEDIL—2DO¥ (Number of Routers
Per Region) |1 7 4 —/V FiZ2, 3. 7134 2 A LT2EA) .

EPSS Y — Y g v 2 LT 5 DL EOD Catalyst 8000V 23 5T R TOEHR S Y —V 3 220
DY T Xy F =L EZBMLET (ZOX=VD[)—23 0T EDIIL—2 D% (Number of
Routers Per Region) ] 7 4 —/L KIZ5—8 # A LT=HE)

Bz, 2ONNAT YV Y R 27259 R MRBYOa—2 F—2A0HTIZ, ¥ 7%y b= rUELT
10.90.1.0/24 ZERA L CH TRy b =A% 1 2BIMLET,
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X 51:

Setup - Region Management

Network Controller
Inter-Site Connectivity [c: <)
Catalyst 8000V

On-Premises ACI Site

Please note that CSR is now changed to Catalyst 8000V.

General

Subnet Pools for Cloud Routers @

Subnet * Regions Created By
10.90.0.0/24 System Internal [x]
10.90.1.0/24 User (<]

° Add Subnet Pool for Cloud Routers

Catalyst 8000V = U 7 @ [C8KkVs D BGP Bi£ L X T L&ES (BGP Autonomous System Number for C8kVs) ]
74—/ RIZ, ZOYA MIEADBGP B AT L% S (ASN) # A LET,

BGPHA Y AT A% H X1 —655340 i THETE £, BMOHIRIX, [Cisco Cloud Network Controller
for Azuru 7% & 771 K (Cisco Cloud Network Controller for Azure Installation Guide) ]V U —*% 25.1 (x) LDAR%
Dy Ty T4 F—REfH LIz Cisco7 7V KRy hU—27 ar br—JOEROELZIL T
<IN,

BARMIZIX, 2o/ 7V vy R 27T K MRarYO2—R 7—Z2DOH Tk, [C8KV O BGP B R T
LZES (BGP Autonomous System Number for C8kVs) 17 1 —/L KiZ 65092 # AJJ L £,

[l CiscoNX-0SD/\ A Ty K957 FiEGER


https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
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| MTUYRISIRERLTFISY FEGRBOA VI SERERTT S
Azure DV —2 3 L EETHRERAS A~ —%#HT S [

X 52:

Setup - Region Management

Catalyst 8000Vs

BGP Autonomous System Number for C8KVs * @

65092

CIPoC

SSign PUDIC
Enable
Changing C8KV connectivity from private to public (or vice versa) may cause disruption in your network

Number of Routers Per Region

Please ensure that the license account has licenses corresponding to the Router's throughput entered below.

Pricing Type *

BYOL
Throughput of the routers @
Tier1 (up to 100M throughput)
TCP MSS * @
1300

License Token @

ATYT10 [R~ (Nexr) 127U > 7 L, @EEBVICEY OMKRETET LET,
o [—#%#E#E (General Connectivity) ]-~—DF% D ORERKZ@H S VIZ5E T L, [REL THEIT (Save
and Continue) 1 %227V v 27 L% 7,
CHHEEBY, [A¥—F 542 R (Smart Licensing) | X—Y CTHERREEE T LET,

FEABIZ DU T, [Cisco Cloud Network Controller for Azuru #% & %1 K (Cisco Cloud Network Controller for
AzurelngtallationGuide) 1V U —225.1 (x) LAREDE > 87 w77 ¢ ' — K& H L 7= Cisco Cloud Network
Controller DA DFEZ S L T IZE W,

ATy TN MEZS U T, Azure ® ExpressRoute Z A&k L £ 97,

Catalyst8000V /L —Z 27 T 07 KRy U — 7 ~OEREZ T T A N— ML E 7235513, ExpressRoute
ZAER L £ 9, Azure H @ ExpressRoute DAERIZ DWW TIE, [Azure=—H— 74 KD CiscoZ 77 K X v
kU —2 = hr—% (Cisco Cloud Network Controller for Azure User Guide] V U — % 25.1 (x) LIfEa 2
LT ZEN,

RDBERY

NDFC &7 77 R %4 ~% ND & NDO |[ZEAWEHT L (70 ~—2) TR TV S FIA
ZEA LT, NDFCEHY A + (VXLAN 777 Vw7 G777V vr BLXOYZI7U KR
HA ) ZNexus ¥ v =hR—F (ND) BLWNexus ¥ vadh— KA —F AL —%
(NDO) (24 R—FLFET,

CiscoNX-0S DA T v K45y FimER ]


https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
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NTYYRISHRERILFISY REREROA L ISHERERETS |
B norc o5 40 R ND & NDO ISEAERT S

NDFC &0 59 KHA4 K% ND & NDOIZEAERET S

1R8O BRI

« NDFCVXLAN 7 7 7'V » 7 Z1Fak (38 X—2) TRMEEN TV B FEEAFH LT, NDEC
VXLAN 7 7 7 U v 7 ZVERL L E97,

* NDFC 7 7 7 U w7 B (46 X—) TR TW D FIEEFEH LT, NDFC
a7 7 7V v 7 BER L 9,

CAWS VS RH A v DT TR Ry NU—2 v ha—J %R (56 2—) Tt
SNTWAHFIEEZEALT, DI T R VA NMZxy bhY—2 770 RKayba—
FERERLET,

cAzure 7 77 R YA FDOZ T TR Ry hU—2 ar huo—F 2R (63 2—) Tt

SNTWDOLIFEEAEM LT, 2BADZ 7Y FY A MIXy NU—2 7T Ray ba—
7z LET,

AT w71  Nexus Dashboard Orchestrator (NDO) % {#i i L T Nexus Dashboard (ND) 7 7 A Zizua /A4 » L%,
ATY T2 Nexus ¥ v aBR— KT, [H4 b (Sites) 1>[U4 b#FEM (AddSite) 227U v 27 LET,
53:

Infrastructure

[V bDEM (Add Site) ] X—VBRRRSNET,

ATy T3 [HA FDEM (AddSite) | X—YD[NDFC] Ry 7 A% 27 U7 LET,
ATv 74 NDFC VA F&BNT 57200 EREATILET,

[l CiscoNX-0SD/\ A Ty K957 FiEGER



| MTUYRISIRERLTFISY FEGRBOA VI SERERTT S
NDFC &% 5% K44 +%ND & NDO (<#A%HT 5 ]

o [(RR F&/IP 7 KL R (Hostname/IP Address) 17 4+ —/V RN TNDFC OF7 —#% A4 2 —7 = A A
IP7 RLAZ AN LET,

e [—H#—% (Username) ]I L [/SAT—F (Password) ] 7 —/b FIZ, NDFC D —H#—4; &
NAT—= R 7 AEHRe A LET,

ATFYTE  [H4 FDFEIR (SelectSites)] 7 V v 7 LET,
X 54:

T o0t

Site Type

@ ACI . Cloud Network Controller . NDFC

ATw 76 LIENCEMLTZ2OONDFCHY A b (WXLANZ 77U w7 777V v 7 A ) ORRICHDHR Y
7 A% 27U w7 L, [F#IR (Select) 1227V vZ7 LET,

CiscoNX-0S DA T v K45y FimER ]



NATVYRIFIRERLFY 57 FEGREADS > T SR ERET 3 |
. NDFC &% 57 K44 ~% ND & NDO [ZBEA#{ES 5

¢ [} 3

[U1 FDENM (Add Site) ] X—VIZRED £,

ATYTT Nexus & v aB— KO [HA4 FDEM (AddSite) ] <X—I22 2O NDFCHA b (VXLAN 777U v
JENET 7TV T A ) BELLFERENTWNDZ EE2HERL, RE (Save) 1227V v/ LE
?—O
ATYT8 Nexus ¥ v aR—RT, BHDI T 7 KA NEBEMTH70C[YA b (Sites) 1>[H4 ~ZiBM
(AddSite) 1 b9 4227 U v o7 LET,

X 56 :

L ]

5
0
868!

[Y4 FDEM (AddSite) ] X—YRERENET,

ATy 79 [YA +DEM (AddSite) |X—YT[U 5T K2ry k7—% 3> kBA—3 (CloudNetwork Controller) ]
Ry A% 27Uy 7 L, RBERIEREANTILTENO Y 77 KA b (ZOFID FARr 2 Tldk AWS
A48 ZEMLET,

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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NDFC &% 59 K44 k% ND & NDO I=EAEHT 2 ]

«[RR F&/IP 7 KL R (Hostname/IP Address) 1 7 4 —/V RiZ, D7 T R¥A +d7 T 7K
Fv hU—27 arbta—7 (CNC) OIPT RLAZASLET,

s [2—¥%—%& (Username) ]1& [/XRT— K (Password) 17« —/V RiZ, ®HIDO2 79 K9 A bos
ZJURXy hT—2 arir—7 (CNC) Da—H—£4 LR T—ROr 7 A AFHREANTLE
—a—o

7797 RKFy hU—27 arha—7 (CNC) DA, CNC 237 v X408 L CRIERRER b IX,
[FaXxT EHF31E (Enable Proxy) 1 7 =% (X, Nexus Dashboard 7 7 A ¥ F%E T CTITFHE S
NTVWAERLERHY T, 7aXF U RNEHERy T — 7 RHA CTREEGEREAIE. 72X IPT K
VAICK L CTHIVEBER Y hT—27 — N bBMNMTHMNERHY £, 7Tax i L— hOMko
FEHZOWTIL, BfEWD U U — 2D Nexus Dashboard 2 ——H A REZZHE L T 72XV,

@ ACI . Cloud Network Controller i . NDFC

C=[a]
ATy 10 [REGSave)] 227 Vv 7 LT, AIOZ T K44 hEBEBINLET,

ATYTN Nexus vy aBR—RT, 2&FBDZ 77 KA FEBNTH720[HA4 b (Sites) 1> [H4 ~ZEN
(AddSite) 19 —Exz27 Vv 7 LET,

CiscoNX-0S DA T v K45y FimER ]


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html

NTYYRISHRERILFISY REREROA L ISHERERETS |

B norc 5y 9o % ND £ NDO ICEAERET B

ATvT12

ain Comnactiviy §
[T ®
et ® [0 ]
[ @ ey } L [ow ]

[Y FDEM (Add Site) ] X—VBRRRSNET,

[ bDEM (AddSite) 1" X—Y T TD KRy I—2 arbB—F| Ry 7 2% 7 V7L, &
BEIRMERAZAN LT 2FEBDOI T R A b (ZOMRaIFlOAzure A b)) O T KRRy hU—
7 avbra—Z (CNC) Z#BEMmLET,

AIO—#HDOFNEAZBE VKL ET, SEIL, 2HFBDIV T RS A MOV T U R Ry NUY—F v ha—
Z (CNC) D[RR &P 7 KL X (Hostname/IP Address) 1. [—H—%& (Username) 1. BL O/
AJ— K (Password) |17 4 —/V RICHLEREHREZAN L, 2FBDOZ 77 FOCNCOBEX[TAFY
#EHMIZT S (EnableProxy) 127V v 27 LET, A MI7 o 8RH CRIEGE T,

X 59:

O
@ ACI ‘ . Cloud Network Controller . NDFC

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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NDFC &% 5% K44 +%ND & NDO (<#A%HT 5 ]

ATYT13 Nexus# v ah— RT[HA b (Sites) 1227V L, 4509 A FRELSERINTND Z & A0
RBLET,

«NDFC @2 >DHA s (VXLAN 7 7 7 Vw7 ENFH 777V wo A1)

VIR Ry MU arv ha—IR0ERINEI T RYA N (ZOFONAT) R 7T
K hARe T, AWSBX O Azure 7 77 K4 1)

sl
€isco  Nexus Dashboard o Admin Console

AFY T4 Nexus Z vV alR—RA—4rAFL—% (NDO) 7 27EALET,

Nexus ¥ v ah— KT, Vg Ry LEHIZHD [—DDFKER (One View) |>[F—7 X kL—4
(Orchestrator) 17V » 27 LET,

X 61:

My Sites. e 2

Admin Console
- °

Orchestrator

*

aws

CiscoNX-0S DA T v K45y FimER ]



NATYYRISHIREILFI S FERRROA VI SHBMERETS |
B norc 5y 9o % ND £ NDO ICEAERET B

ATw 715 NDO T, [¥4 k (Sites) 1227 Vv LET,
ND THEMLIZ 4 5DH A MRRRINETH, [BEEFMRI (Unmanaged) |DORETERRINET,
& 62:

il
= cisco  Nexus Dashboard #. Orchestrator

& Dashboard Sites
@ Sites

e ler C: y Nam Typ st Versia
Unmana ged
Q- Unmana ged
®wrc | uomane ged
®wrc | usmna g8

XTwT16 NDOMH, 45O A 2B LET,
NDO O A MMkt L CIkROFNEEZETLET,

a) NDOIZVU A RENTWAEMOYA o [IKEE (State) 15T, REELZ [BEEXRS (Unmanaged) |
N5 [BEXER (Managed) JICAF L £,

X 63:

il
= él‘s;t Nexus Dashboard

Sites

Controller Connectivity Mame Type State Version

® noFc Unmanaged

b) ZOREDY A MIEADOY A FEAIF (ZONDOZEL CTEHEINTWAMOY A FDOYA bk
BT EBEA Lt A MNlBll 1) ZfEEL, B (Add) 1227V y27 LET,

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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NDFC &% 59 K44 k% ND & NDO I=EAEHT 2 ]

X 64:

I
= cisco  Nexus Dashboard *. Orchestrator

Sites

.......

Managed Configuration

c) NDO D#EY DOH A MIXHLTINOLDOFIEEZREVIE LT, &4 FE[EEXMNE (Managed) ] IkHE
WCEEL, £ A4 MZ—EDOV A b ID 2L £9,

WOKIE, 4 5O A FFT_XT QDOONDFCHA h&E220D7 T RH¥A K OFlZRLTEY, K
e [BEEXER (Managed) 1ICEHE IiL, &V A MZ—EOYA M ID BRI TWET,
X 65:

il
=  «sco  Nexus Dashboard *. Orchestrator

o Daiiiaard Sites

eeeeee

RDBRY

Complete Y1 MHEOHEHE NDFC & 7 7 7 K ¥ A FoOf] (78 X—) ([ZF#E STV 5 FIAE
ZEEH LT, NDFC &7 77 R ¥ A MHOY A MiEiae T LET,

CiscoNX-0S DA T v K45y FimER ]



NTYYRISHRERILFISY REREROA L ISHERERETS |
B complete 5 FRIDIEEGE NDFC & £S5 K 44 RO

Complete 1 FREIDEHNDFC & UV 50 K Y4 DR
WDt v a rOFIRIZHEST, NDFC &7 77 R A MO A Mg EeT LET,
WELZaOYFAO—)L TL—UBREZTZETIT S
1R BHHIIZ

NDFC &7 77 K %A h% ND & NDO (ZE AT 25 (70 X—) TR TWB FIE
ZHEHLT, NDBXONDO CTNDFCBLXWN/ 97 R ¥4 raFrR—RLET,

ATFYF1 NDONT, [ VTS5 A S5 F+ (Infrastructure) 1>[H4 MESHE (Site Connectivity) IZBEI L £,

[ 66 :

i
= cisco  Nexus Dashboard ® Orchestrator

! Dasncies Sites

Controller Connectivity HName Type State Version

ZORFET, WAHPBNC YA PBRFTRSNETA, S MHIZY 73D £ A, DFV, ZORFET
YA FRICHERD D D £ A

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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pEGaY kO—L TL—oiRERTTS |

aaustles
=  asee  Nexus Dashboard * Orchestrator

& Dashboar Site Connectivity

RATv T2 [ MES (Site Connectivity) 17 4> KU D4 L= 7 ¢, [#A/ (Configure) 1227V v 7 LET,
[—#%EXTE (General Settings) 1 = U 7 @ [H4 bE#E (Site Connectivity) 17 4 &~ RUBRFERINET,

ATw T3 [—HREZE (General Settings) 1=V 7T, [AY bA—JL FL—2#mE (Control Plane Configuration) ] %
Ta27V v L, ZON—VTHREREREZITVET,

[ 68:

OSPF

CloudSec Control

Data Path

=)
BGPIZA L FLIAREL I T RY A NHOT XA — LA EICHEHA SN, OSPFIZZ 57 RREO7T v & —
LABRIHERAENA Z SICEELTLEE N,

GE) TV D% 72 BGP iREIX. T X — LA R & A — N — LA B DO T D BGP DO ]
WA S, A= =LA BTV TIZOREHAINDRDOAT v TDBGP ET YT 24
7 (BGP Peering Type) | A 7> a v &krE&, BHEIIEELRNTL S,

CiscoNX-0S DA T v K45y FimER ]



NTYYRISHRERILFISY REREROA L ISHERERETS |
B Ao Tu s 0Psec 7342 £ IPSec FUHL B TRy b T EEM

ARTFYTE FoTVLIRET TR HA MEDOF—N—L AR DOEHE. BGP =) 7D [BGP EF7Z Y V5 84T
(BGPPeering Type) ] 7 «—/V R T, [ZILAv I a (full-mesh) | E7=IL[JL— k H—s\— (route-server) ]
DTN E RN ET,

TN Ay aF TN — b =R AT S bR UEERT AL, AR — &S hARe Y
(15 =) ZZBLTIEEN,

ZORED—R r—ATIL, IPsec (W/VF 27T 7 FR) THR—rEnd bRy 21—Y) 047
varl 21=Y) MARrVIZESHTREHZBKRL TNDTD, ZO2—RA F—ATE[TILAY
22 (full-mesh) 1 &N L E T,

ATy TE LEILLUT, BGP U T THEY DT A=K 2 EHRLET,

AT9T6 770 RMT v ¥ —LABkOEA, OSPF =Y 7 C, [OSPF ) 7#A|F (OSPFArealD) 17 1 —/L
NIZEG 722 AT LET,

20DV T RYA MEOT o E =LA )v—T 471X OSPF T 2720, ZOHEILY 77 Rt
AT, ZOFITIE, ZD7 4 —/L RIZOSFP = U 7Bl +o0.0.0.0 # AJILET,

RATv 1 [T—% /AR (DataPath) 1 T, [hTHILiEZ 4 T (Encapsulation Type) ] =V 7 % .2 T, [VXLAN]
IR L ET,

F 74N FTIE, NDOIE, A7 VIR 777V v 7SS NDFCONA TV v R 7797 ROF—H
T L— L THERERME VXLAN I LEd, &9 120472 3 UIZiVXLAN TF, Ziix. ACI ¥ A1 bk
DNAT VR I7T0 REREBET DL EXIHERTLILNERHY £7 (ACI X iVXLAN 2 H3 57
D)

RDHBERY
F 7L A Psec T34 A & IPSec kR BT Ry b F—LAmB (80 2—) DOFE

EFTLET,
2 TLZIXIPsec T/NM R EIPSec P RILY Ty b T—)LEIBE
fin

DB arTIE, AT LI ADIPsecT /3 A (NDFCHNEZ 7 7V » 7 %A bk ® Cisco
Catalyst 8000V) B L., IPsec b /b 7 —/L &K L E 7,

1R BHHIIZ

WERay br— b T L=l E T 5 (18<—) OFIEEZIATLET,

ATv 1 FU[—HERE (General Settings) 1X— T, [# > FL 2T X IPsec T/34 X (OnPremises IPsec Devices) ]
XTw7) 7 LET,

ATY T2 [ TL IR IPsec T/ X %3BM (Add On Premises IPsec Device) 1 %7 UV v 7 LET,

[l CiscoNX-0SD/\ A Ty K957 FiEGER



| MTUYRISIRERLTFISY FEGRBOA VI SERERTT S
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69:
— sl
= cisco  Nexus Dashboard * Orchestrator
Site Connectivity
Control Plane Configuration External Devices IPsec Tunnel Subnet Pools NDFC Settings
General Settings
On Premises IPsec Devices
Name Type IP Address Next Hop Address
o A
® e
®sy

[#> FL 3R IPsec T/34( R%3EN (Add On Premises IPsec Device) | S— Y BNEREINET,

ATy T3 [B4F (Type) 1 74—/ F T, [FEEE (Unmanaged) ] £7-1% [EE (Managed) ] =R L £,

F T LI AD IPsec 73 AT, [FEEE (Unmanaged) & [EHE (Managed) [EEIXISR O 5 DA~
TarBnhaR—hrINTWET,

« AT LI AD IPsec T3 Ak LT [BERES (Unmanaged) |47 3 V& RINLIZHE1E.
[%#1 (Name) ]. [IP 7 KL X (IP Address) ]. [*2 X k kv T 7 KL X (Next Hop Address) ] 72
E. ZOEBMBRINOA T LI ATPsec T NA ANTMERIEREANT DML ERNHY T, AT
I AD IPsec 7 /3A AN NDFC THELS LTV WA (£ DT /34 A NDFC THAR— F E TV
W, = FRX—=F 4t DT NA A THDH5E). [BEEBXESN (Unmanaged) | ZfFH L £3, WKiZ,
NDO i, EFHEIGI D IPsec T /3A ANTLBEIRREREZAR L ET, ZhdxFvrr—RLT, F07
LI AD IPsec T/3 AZTFECHEA T ET,

CiscoNX-0S DA T v K45y FimER ]
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AT IR IPsec T/AA R EIPSec kR Y TRy b T—ILEEM

Jrenfus

i
cisco  Nexus Dashboard

Add On Premises IPsec Device

e AT LI AD IPsec 73 ATK L C[EEXMR (Managed) | A7 a v a2RIRTLH L, [H4 b
(Site) 17 4 —/L F’ [BEXER (Managed) 14 7Y a O FICERENET, [U4 kb (Site) ]
74—V RTHEMATE S 4 hME, NDFC TR S 724N~ 7 7' U » 71220 T NDO 238 NDFC 7>
57 NT HIFRICES TV ET,

[l CiscoNX-0S D1 T Uy K55 RisEm
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A TLI R IPsec 734 R & IPSec koL H TRy b T—rziem ]

cisce  Nexus Dashboard *. Orchestrator

Site Connectivity

n  OnPremises IPsec Devices E

On Premises IPsec Devices

Add On Premises IPsec Device x

ext-fab-1

BHRROF LI A Psec T35 A&{xT- NDFCHE 7 7 7V » 7 2B LET, ZDOHEA.
IR L=V A MTHESWT, ASN 7 0 — /L RO EERIC AT SN E T,

TD2—Ar—ADFITIE, AT VLI XD IPsec T3 ADHA 7L LT [EEXME (Managed) ]| %

RLET,
a) [T/NA R (Device) 1 74—V RT, ZOREMICHEHT LA 7L I ZAD IPsec 7 /34 AR F

b)

‘a_o

[T/34 R (Device) 1 7 4 —/V RTHEHTE 57 /51 A%, ETHEIR L7 NDFC ¥+ K THERL S 4172
F 2T LI AD IPsec T /3A AITDOWT, NDO A3 NDFC 726 7 V3 HIFRICE SN TWET, [T/34
A (Device) 1 7 4 —/V RTEIR LA 7L I 2D IPsec 7 /34 AZHAWT, ASN 7 4 —/L K3 H
BEIC AT SN ET,

[ 28— x4 R (Interface) 1 7 4 —/L KT, A7 LI AD IPsec T /A AfE AT D)7z A
&\—73:/(;(%&*){1/&?0

DA E—=Tx2—ZAD[PF7 LR (IPAddress) 17 4 —/v RiE, [41 2 —T 4 X (Interface) ]
T4V RTCEBIR LA v F— T = — RSV THBINIC A S E T,

[RO A KRy T 7 ERELR (NextHop Address) |7 ¢ —/L RiZ, IPsec THEAT D /b— NMHEHT 2T
FLRAEZ AN LET,

CiscoNX-0S DA T v K45y FimER ]
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B 77 23 Psec 754 % EIPSec bR Y TRy b T—LEEM

Add On Premises IPsec Device

Type
(umnarsges [ Wansgs | |

Site *

ext-fab-1

ASN
65080

Device *
C8K3-Fab2

Interface *
GigabitEthernet2

IP Address
64.104.255.12

Next Hop Address *
[ 641002551

ATy T4 [AVTLIR IPsec T/34 A%3EH (Add On Premises IPsec Device) ] ~4— 3 TRERERO AN NET
L7ch, Ok&x#27 Vw7 LET,

[>T LI X IPsec T/34 X (On Premises IPsec Device) ] X—UIZRY £7°, ZON—V20E, MRS
NI T VI AD IPsec 73 ARFRSNTVET,

ATw T IPsec b RV TRy b F— L a2k T 57201 [IPSec b RILH TRy b F—)JL (IPsec Tunnel Subnet
Pools) 147 %27 U > 27 LET,

779K R IPEID Y TIZiX, [IPSec b RJLHTHw b F—JL (IPsec Tunnel Subnet Pools) ]

DIERNLETT,
ATy 76 [HERY Ty b T—JL (External SubnetPool) 1=V 7 C, [IP7 KLA®MENM (Add IP Address) ] % 7
Vw7 LET,

[l CiscoNX-0S D1 T Uy K55 RisEm
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X 73:

=
= cisco  Nexus Dashboard *  Orchestrator

Site Connectivity

Control Plane Configuration On Premises IPsec Devices External Devices | IPsec Tunnel Subnet Pools | NDFC Settings
[ General Settings

External Subnet Pool ©

IP Address @

D Az
®cx-ad Site Specific Subnet Pool ©
Name IP Address

ATYTT IPsec hrFWHEHTHIP YT Ry b =B AHLET,

IPsec N RNVDNNT Y v 7 ETFZTTAX—=RIPT RLVAZFEH LT, PY T xy N 7—LE2ERLE
T, ZHUE, AT LI RADINET SA A & Cisco Catalyst 8000V D], 8LV 77 K ¥4 MIER S
7= Cisco Catalyst 8000V DD IPsec > /L 7 RLADIP 7 KL AD T — /LT,

eIPsec Fo T LI R0 YT Ry FBMETT,
o« =)L YA X, TRTD IPsec b RNVIHIETE HLERH Y 97,
c A ENAFE/NT =N YA L5127 LA (2337 %y b)) T,

cHREBENOMODIP 7 RLALEBELZRWIP 7 RLADEFH (N7 Vv 7 £ 754X— 1K) ZFEH
Lij—o

CiscoNX-0S DA T v K45y FimER ]
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B Ao Tu s 0Psec 7342 £ IPSec FUHL B TRy b T EEM

X 74:

— ol
= cisco  Nexus Dashboard *. Orchestrator

Site Connectivity

Control Plane Configuration OnPremises IPsec Devices External Devices IPsec Tunnel Subnet Pools NDFC Settings
| General Settings

External Subnet Pool ©

IP Address @

69.254.0.0116

© Aure | 17010018 |

Site Specific Subnet Pool ©

@ Sydney Name IP Address

RT9T8 Fxv IRy I A% Vw7 LT, ANLIZIPHT Xy b T— L EZFANET,
[ ERH Ty b F—JL (External Subnet Pool) ]=V 7O FIZIPH 7 xy b F—ARERINET,
& 75:

e v
= cisco  Nexus Dashboard *_ Orchestrator

Site Connectivity

Control Plane Configuration On Premises IPsec Devices External Devices IPsec Tunnel SubnetPools NDFC Settings
| General Settings

External Subnet Pool ©

= IP Address @
) 169.254.0.0116
Py 170.1.0.0116
AzL
@ © Add 1P Address
@ ext-fab-1
Site Specific Subnet Pool o
@ Sydney Name IP Address

© Aud Site Specific Subnet Pool

ATw 79 KBS U T, [NDFCE&E (NDFCSettings) 1| ¥ 7 %7 Vv 7 L, [HE8IL—b 22—y~ TLTavs
A (Auto Route Target Prefix) [IZ 4 ZE 2 @A AT LET,
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X 76:

1N
Site Connectivity

Control Plane Configuration On Premises IPsec Devices External Devices IPsec Tunnel Subnet Pools |NDFC Settings
| General Settings

NDFC Settings

130000-149000
150000-159000
10.10.0.0/24

2020.0000.008a

23456

Advanced Settings

NDO ® NDFC #HETIZ, V—h Z—4F v NEONL— K~ Z—4F v N F L7 4 v 7 ARNDFC OF 7 # /)b
bﬁmﬁa_ﬂﬁéﬂfwiﬁwﬁ7va NO—27 oy bo—F =23 ZORTICH L TR DEN
HVED), Lo T, EEEZBTH-DICHEREGA,. ZOMI[BEIL—FE2—45 Y NTLTavD

A (Auto Route Target Prefix) 1 7 4 —/V RCERECTEE T, 207 4 — /L FIZfEZRET S &, NDO I
NDO (2L > TZDfi% NDFC I v ¥ 2 TE ET,

RDBRY

NDFC A7 7 7 U » 2 NOINT A ZADHR— N &8T5 (87 2—) OFEEFEITL
ij—o

NDFCHE 77 ) v O RDONET/INA ADHKR— FZFBMNT 5

DRI g TIE, NDECHNER 7 7 7V v 7 OAERT S A A B2 R— &80 L THERR
LEd, Znbid, a7 L—%% BGW /J — RIZEERTHA v X —T = A A TY,

1R BRI

F 73 A Psec T/3A A & IPSec kv RV TRy b F—LAB

(80 2—) OFE
EEITLET,

ATy 1 [T : ¥4 kb (General Settings: Sites) ] FDOLEMD 7 4> K7 T, NDECANE 7 77V v (2D
5 ClE ext-fab-1 1 ) 27 U7 LET,

ATV T2 FROLA T, NDFECHH T 7 7 U v 7 ODRPIDOINET SA A% ) v 7 LET,

CiscoNX-0S DA T v K45y FimER ]
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B rorcsimor 70 v o monET A ROK— FEBNT S

RATw T3 ffllo~A T [R—+rZEM (AddPort) 127 Vv LET,
= 77:

ailil
nnnnn Nexus Dashboard

Site Connectivity DEPLOY o1 X

======= major ot wariog
I Core Router  CBK3-Fab2 ]

11111111111111

B ext-fao-

AFyT4 PT7RLA, UE—RFIPT7T RL A, UE—KASN 2 E, RN— MERICHLEREFEHRAEATLET,

GE) [25% K I)IL—4Z(ZAAS (Towards Cloud Router) |4 7Y a ik, N7 B A FOR—F—
F— R 7oA ICORBEHEINET, KOHEBIZLY, 20T 4> RUTZOF T a v w55
WZLEYA,

ZOBAFNMER L TWD AR iE, AT YA FEEHL TWRWOTO ZEARNI[S
59 R )JL—%FZAMNS (Towards Cloud Router) | %1 r—7 /UL L £H A,

IPsec (w/VF 27 T30 KR) THR—FEND bFAny Q1 X—=) o477 a3 (23
N=) OEIBAT A FEERTL PR PEER L WSS TH, FONT A
N FARBYONDFCHMRT 7 7V v 7 DT SA ZTH LT, ZON—=YTIOAT
Ta B LER A, 8P VIZ, NDFC VXLAN 77 7' U v 7 N®D BGW A /34 5
NA AR — M EBINT5 (922—) THHAIN TS X HIZ, NDFC VXLAN 7 7 7
Uy Z ®DBGW ALY TNRAADR—TCIOF T arEH/HHILET,

Cisco NX-0S /N1 TV v K55 FEGRER
ss



| M TUYRISHRETLFISY FEGRRADA VI SHERERTET S
VAN 77T w5 44 koeLFH4 rupzeELEd. |

X 78:

Add Port X

] GigabitEthernet4
10 140} 71.'30
towards on-prem Spine BGW E1/32
10.140.1 >2
65084
92‘16

v

‘a) Non Simol Cisco
(@) None Simple Cisco

ATYTE ETLEL, [OKIZ27 Vv 7 LET,
ATV T6 FEYDOHNERT SA ZCKH L TZOFNEEZ B IK L E9,

RDBERY

VXLAN 77 7V v 7 A4 bDO<LFH A FVIPEZEZELET, (89—) OFIEEFET
LE9,

VXLAN 27 J Uy 9 4 FDTILFHA RVIPEEELET,

ID®IarTiE, VXLAN 77 7 U v 7 A bO~AFV A L VIP ZEELET,

IR B I
NDFC A7 7 7V > 7 NDOINERT SA ZDR— N 21BN+ 5 (87 ~—) OFINEEZFEITL
i—g—o

CiscoNX-0S DA T v K45y FimER ]
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B orsec 7 r BN T 7 TY v B4 Mz YTTE

ATy T1 [—fRE&E : ¥4 b+ (General Settings: Sites) 1D FOLEMD~LA > T, NDFCVXLAN 7 7 7' U v 7 HA |
Vv LET,

RT9T2 FRORA LT, AN, THRARET ) w7 LET,

ATw T3 HDASA D[4 FREEH (Inter-Site Connectivity) ] T. [RILFH A FVIP (Multi-SiteVIP) 17 1 —
JVRIZ=VTFHA B VIP ZEHRLET,
[BE1EIY 1T (AutoAllocate) 1 %27 Vw7350, wAFHA RVIPOIP T RLAZPIRIICER T
i‘a‘o
X 79:

Site Connectivity DEPLOY oty X

@ site Sydney

| @ switeh  ndfe-spine?

® sydney

RDEZRY

IPSec 7 /34 A% VXLAN 7 7 7 U w7 ¥4 M~y 795 (90 —) OFIEEZFETLE
KR

IPSec T/A\A RZVXLAN 77 T vy A MMy TT 5

ZDOE® g T, IPsec T AH VXLAN 77 7 ) w7 A4 Mo B 7 LET,

1R BHHIIZ

VXLAN 777 0 v 7 A4 O~V F VA MVIPZTEZELET, BI—=) OFNEAZEST
L/i‘j‘o

ATy 1 [—HREERE : Y1 b (General Settings: Sites) ] D FOLEM DA > T, NDFCVXLAN 7 7 7' U v 7 H#A K
7 Vv LET,

ATYT2 PROXS T, AL TARARE7 ) v 7 LET,

AT T3 LARDOSA D [H4 FREES (Inter-Site Connectivity) ] C. [IPsec T/34 XAM3EH (Add IPsec Device) ]
27y LET,
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IPSec 7/54 R % VXLAN 77 T v & 44 b=z v T55 [

80
@' Mexus Dashboard * Orchestrator
Site Connectivity DEPLOY o x
® Sydney Settings o]
@ site Sydney Refresh
Inter-Site Connectivity
@ switch  ndfc-spinel
General
o A
101001
® Name DevicelD  IP Address
© Add Pacc Dev
B Sydney

ATy 74 [ER (Select) 1527V v 7 LT, )72 IPsec 7 /31 ZAZTEIRLE7,

81:
— et
=  «sco  Nexus Dashboard *. Orchestrator
Site Connectivity DEPLOY v | @ X
® Sydney Settings @
@ Site Sydney Refrash
Inter-Site Connectivity
@ switch  ndfc-spinel
General
D n
101001
oo Name Device D 1P Address
CBK3-Fab2
B syaney.

INT, AL I ADPsec T/ ABVXLAN 77 7 U w7 H A Movwy7FENE L,

82:
" Nexus Dashboard *. Orchestrator
Site Connectivity DEPLOY O X
® Sydney Settings @
@ site Sydney Refeesh
Inter-Site Connectivity
© swit ndfc-spinel
General
@ s
101001 Aanc Aocate
. Name  Device D P Addross
S0 samwsczam  sawazssiz |
o
@ Sydnay

CiscoNX-0S DA T v K45y FimER ]
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B norcvxan 77 50 o oD BEW R/ U FNq RITK— R EEMT B

AT w75 NDFCVXLANY A h2 27 F 7 R4 A MR T 2720 SN 47 LI ADPsec T 734 A (Cisco
Catalyst 8000V) Z &2, ZOFIEEZMHEV KL ET,

RDEZRY

NDFC VXLAN 7 7 7 U w 7 IND BGW A/XA V0 T8, AR — F&2BINT5 (92 2—2)
TSN TS FIRZHEHA LT, 27 L—% (Cisco Catalyst 8000V) (ZHzfid 5 BGW AN
A2 FNRAZADR— M ERER L ET,

NDFCVXLAN 7 7 U w HRMDBGW X /A1 > T8 RIZR— FFB0
ERA

ZDkv I arTiE, AT LI AD IPsec T3 AZHT H NDFCVXLAN 7 7 7 U v 7 @D
BGW A/XA v FNA R THBERAR— M EBI L THERRLET,

B8 HHIIZ

IPSec 7 /34 A% VXLAN 7 7 7 U w7 H A M~y 795 (90 —) OFIEEZFETLE
KR

ATY 1 [—HREEE : ¥4 b (General Settings: Sites) J® FDLEMD A > T, NDFCVXLAN 7 7 7' U v 7 HA k
Vv LET,

ATV T2 FRONXL T, AR TNANA A%V v 7 LET,

ATY T3 HUO~A T R— FZEBM (AddPort) |22V v 27 LET,
%] 83:

s
cisco  Nexus Dashboard ®. Orchestrator

Site Connectivity DEPLOY 1Y X
o ndfc-spinel
@ site Sydney

” @ switch  ndfc-spinet ]|

ATy T4 VEREFERE ZOX—=VICANLET,
ZOR—=TUTHR—F RXRFGRA—HEEZLFET,
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NDFC VXLAN 77 1) » & 90 BGW R/34 > 7734 Riz— h2ms 5 [

= 84:

— el
= ‘asco Nexus Dashboard #. Orchestrator

Site Connectivity

| AddPort

o [4—H 2y b R— FEAIF (EthernetPortID) 17 ¢ —/L KT, 427 L I A Cisco Catalyst 8000V
DHFEINTNDA U F—T = AERRLET,

«[IP7FLXR (IPAddress) | 74—V RIiZ, ZDOAHZ—T=2AADIPT RLVAZAHLET, i
LOFNEDHF-T, Nexus ¥ v abh— KA —rA ML —% I, VXLAN 777V v 7 IZ(FHET D
BGW ARA v AA Y F T, ZODAE—T A ADZDIPT FLAEHERKRLET,

*[JE—F 7 FLR (Remote Address) ] 7+ —/L RiZ, A2 7 L I AD IPsec 7 /3 ADFHE v b
AAHE =T oA ADIPT KL AZ AN LET,

«[JE—KASN (Remote ASN) 17 4 —/L N2, A7 LI ADIPsecT /3 ADASNZ AT LET,
Tz, ZO2—R r—ADHITIE, AT LI AD IPsec T /341 AD ASN £ LT 65080 AT L
S

GE) [259 K)L—%IZEAN S (Towards Cloud Router) 14 7Y a it 4 7L IANT YA b
DR—F—— R T2 IZOFHBEHEINET, IPsec (v/VF 7T U R) THHR—MZd RAR
Y Q=) OFTar3 23N=Y) REDAT YA FEEAL TS kAR YT
3. ZOFT v a BT HRENRDH Y T,

ZOBABNMEH L TWD AR iE, AT YA FEEHL TWRWOTO ZEABNI[T T
FIJL—%(ZEM S (Towards Cloud Router) | %1 x—7 /UL L £H A,

ATy TS5 [OK]Z27 V7 LET,
BGW Z/3A v T84 ZDR— RN NDFC VXLAN 7 7 7 U v 7 IZBINENE L

CiscoNX-0S DA T v K45y FimER ]
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%] 85:

— bl
=  «csco  Nexus Dashboard *. Orchestrator

Site Connectivity

@ site Sydney

© swich ndfc-spinet

major

RDBERY

1 2HDZ 7 K% A & NDFCVXLAN 77 7 VU v 7 A MIEERHT S (94—) OF
6% 4T LET,

1 D2HDY SS9 KHA4 FZNDFCVXLAN 27 JUwd A MZEHGRT
3%

ORI varyTiEH 1IFHDZ T RY A M NDFCVXLAN 7 7 7 U w7 H A MIEHE L
F9,

1R BRI

NDFC VXLAN 7 7 7 U w» Z IND BGW A /%A ¥ T, AZHR— FEBINT 5 (92 2—)
DOFNEEFAT L E T,

RATw 1 [—HREETE : ¥4 b+ (General Settings: Sites) ] D FOLEADNA T, HHDZ Z 7 K HA4 K (AWS H4
Nel) #70v 7 LET,

ATw T2 FRMORA T, [H4 FREIES (Inter-Site Connectivity) 1227 U v 27 L. [RILFH A b (Multi-Site) ]
DFECHLTF 2y IRy 7 A% F NI LT, TOWREAENILET,

ZOMBEIL. H A R VXLAN = L F P A s F—_"— LA F RV EREEET 57D MNETT,
AT T3 HRDOSAT[HA FDOEBEM (AddSite) 1227V v 7 LET,
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BT
cisco  Nexus Dashboard . Orchestrator

Site Connectivity

DEPLOY an x
AWS Settings [o]
@ site AWS
Inter-Site Connectivity  External Connectivity
© region us-west-2 -
Aws General
o
cmatied E
- :
867
® e
'] °

[H FDEM (AddSite) ] N—VRFRRSNET,

B
ATy T4 [U4 FDEM (AddSite) ] 2X—TNT[HA F%E&EIR (SelectaSite) ][22 V27 LET,
X 87:

lnalse
cisco’ Nexus Dashboard * Orchestrator

Site Connectivity

AWS Settings

Site Connectivity E

Add Site

[V ~ZZBIR (SelectaSite) | ~—INFRRINET,

AT w75 NDFCVXLAN 7 7 7' U » 7 (ZOBITlEy R=—H A b)) 2R L, [FEIR (Select) 127V v 7 LET,

CiscoNX-0S DA T v K45y FimER ]
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o
Sydney

Site 1D
a2

Type
NIA

URL
https:/172.16.0.191:443

[4 bDEM (AddSite) ] X—I2RED £,

ATv 76 [H4 DB (AddSite) ] X—2 0 [#E#E42 4 7 (Connection Type) ] 7 4+ —/L KT, 1 ZEBED2Z 77 K
P+ A /5 NDFC VXLAN 7 7 7Y w7 A MIHAT 28604 A 72BN L £,

X 89:

Add Site

AWS © - sydney @

Connected to Site
Sydney

Connection Type *
Public Internet

Public Internet

Private Connection

[
UJ

IPsec

(G

On Premises IPsec Devices

Device Name 1P Address

C8K3-Fab2 64104.25512

Sydney @ 5 Aws @

Connected to Site

[STUwy 423 =2y b (Publicinternet) JZ 37T 257>, AWS CEEEGE & 7213 Azure T ExpressRoute
AL TOWAEEIE[T 54 R— FE#E (Private Connection) 12 #IRT& £97,

[l CiscoNX-0S D1 Ty K55 FigikE
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1280559 K494 20BN 59 K44 rcigdT 5 [

AT VIAYA FTIEPNT Y Y 4 2 —2y b (Publicinternet) 1 & [F5 4 RN— ME#E (Private
Connection) 1D DOA T v a v EERTEETN, 77U KA FTRENTUVIA2F3—Fy
b (Public Internet) | #fi4 7> a v OAHREFHTE 7,

«IPsec (X, [/8T vy 42—y & (Public Internet) JBi % 4 7 TIIMETH Y . TOHEREF A
TCIEEBNICAECR D 3B, [FTT4 A— ESH (Private Connection) ] % A 7Tl IPsec 134
7g T,

GE) IPsec (wVF 27T K) THR—FSnd bFAry Q21 X—Y) OF a3 (23—

D) REDONT A FMEEHL TS FARr YT, N Y4 F (HubSite) | 47> a %
BT 2MBERH D T,

ZOEAFNEH L TWD AR, N7 A FEEHL TWHRWOTO ZEAFNZ[NT
Y4 b (HubSite) 147> arvzAx—7 M bLEHA,

ATYTT ZOXR—VTOWRNRTET LIzb, [OK][Z27 Y v 7 LET,

RDBERY

1OHDZ 70 RHYA b2 2BD7 77 R YA MIERT D

£9,94 (97 =) OFNEEZFEITL
7,

12BNV 7V KSA +22D0BDI7 577 F ¥4 MIEHKIT S

ORI varyTEH KOOI T RS A NE2O0BDY T R YA MIEERLET,
1R BRI

1 2H®DZ Z % K44 h% NDFCVXLAN 7 7 7V v 7 %A Mkt 5

L (94 R—) DOF
% 9E4T L £ 7,

ATy 1 [—HRERE : ¥4 b (General Settings: Sites) 1 D FOLEM[ONSA T, H&PIDOZ T T K H A b (AWS A
Fek) #2707 LET,

RATvT2 oy 4> RUT, [Y4 FEIOES (Inter-Site Connectivity) 1 %7 U v 7 LET,
AT T3 HUOSALT[HYA FDEIM (AddSite) 1227V v 7 LET,

CiscoNX-0S DA T v K45y FimER ]
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B oe0s59r 94 r 52080959 K91 Iz S

Site Connectivity DEPLOY v | Dt1 X
ssssssss
@ AWS Settings @
veral Setting:
@ site AWS Refresh
External Connectivity
Q region us-west- 2
Genaral ~
®  clrouterp.us- % ctrouterpus-
west-2.0 west-2.1
Multi-Site @
cav
gt L ~
@

P

[Y4 FDEM (Add Site) ] X—IRFRSNET,

ATY T4 [U4 FDEM (AddSite) ] X—YNT[H A F%E&IR (SelectaSite) 127V v 7 LET,
[U4 F%#IR (SelectaSite) | X—IYNFRENFT,

ATY TS 2FHDI ZU RY A (Tl xiX, Azure 7 77 KA b)) ZBIRL, [BIR (Select) 1227V 27 LE
B

[ 91:

Add Site

Select Site

o:
=

Site ID
92

Type
Aaure

URL
https://20.127114.214:443

[H4 FDENM (Add Site) ] X—TIZRED £,

ATv 76 [Y4 DB (AddSite) ] X—T_X—T O [#E#ESF 4 T (Connection Type) 17 1 —/L KT, EHDI T
TRV A RNNGE2FBDOZ U KA MUERT 8GO Z A 752 EIRL T,
—HDOEA T DI T U REEERETIL, ROFT v a v aFATEET,
cNTYwy 43—y b

[l CiscoNX-0S D1 Ty K55 FigikE
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eSO NYYR—2

DS RNYHGR—=VZFFEH LT, AU, E—Dr 57 FHYA MO TEET (2
E 1D IR Ry hU—27 ar b —J Lo TEHEND AWS A R 1 E2BHDIZ IR

S hT—27 arba—F Lo TEHEIND AWS T A ~2) , 272 L, ROKIZRT LI, 8D
770 R 7anx, Z—nV A M (AWS 225 Azure 72 F) TiE, /N TYwHY A 08—y b23ME—D A
7g T,

92:

Site Connectivity

@
INTY g LB =%y b A A TIBIREN TV DA, IPsec 7 g VINBTH Y. F DO
A AT TITEBMICAENCR 0 ETN, 959K RNy oiR—2 24T Tk IPsec (47 3 T,

GE) MR YR NT HA R EZFEHLTWAEETH, 77U REEHRONT A N AT v a %
BHNZLERTAL (EDOHAE, 777 K% A F& NDFCVXLAN 7 7 7 U v 7 A SE O %
WRTHEEICNT S M AT a v EHIMLE),

ATY Tl ZOXR=UTORRNET Lz, [OK] 227U v 7 LET,

RDEZRY

22oHDZ 70 K% A R NDFCVXLAN 7 7 7 U w7 %4 MIEEHT 5 (99 X—) OF
NEZ AT L £,

2 OHDY S99 KHA4 FZENDFCVXLAN 77 J1) w4y YA KT
%

ORI varTiEH2EFHBDI T R A FENDFCVXLAN 7 7 7 U v 7 H A MIHEHG L
S

CiscoNX-0S DA T v K45y FimER ]
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o7 varOFIEL, Aot v arTEITLEFIEEEARNICE LTI, T T, KD
ZEERITVWET,
DT T TRV A "1 O2HDY T K YA & NDFCVXLAN 77 7 U v HA k
BT % (94 2—0) O NDFCVXLAN 77 7 U w7 4 MR LE LT,

DI T RYA 2 1OHDI TU R HA b2 5D T KA MIEERHT D
97 _=2) O2EFHDI T FHA MIEHLE L,

o7 arTE 2HFEBDY 7T KY A RENDFCVXLAN 7 7 7 U » 7 A MIHEEEL
T3, 12HOIZ T U RHA a2 2BD7 79 KA MI#EEFET D (974—) NOAWS
& Azure OEHIIBEIZHE L SN TWA =D, 2FHDOZ 77 KY A4 b (Azure) 7>5H AWS ~
DR T D HEIIH D T/ A, TOERILAIOEZ v a U CHICHER SN TS 72T
7

4R HREIIC

1 2HDZ 7T RY A b 2225HDZ 77 K YA MR TD (97—) OFEEFEITL
F9,

ATY 1 [EfRE&RE: Y1 kb (General Settings: Sites) |O FOLEMO T 4> RO T, 2HFBDZ 77 K9 A b (Azure
A NeE) 27Uy LET,

ATy T2 HDOSA T, [ MREES (Inter-Site Connectivity) 1227 U v 27 L, [RILFH A b (Multi-Site) ]
DFCHDF v IRy I At LT, TOMEEZADICLET,

AT T3 AUONATHA RDEM (AddSite) 1227V v 7 LET,

= 93:

aaaaaa

eeeeeeee

[¥4 FDEM (Add Site) | ~<—UnFRSNET,

ATy T4 [HA LDEM (AddSite) 1 X—YNT[HA L%ER (SelectaSite) 127V v 7 LET,
[U4 b %:#R (SelectaSite) | X—YNFRINET,

ATw 75 NDFCVXLAN 7 7 7 U v 7 (ZOFITIEY R=—H4 b)) &R L, [EIR (Select) 127V v LET,
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[H4 FDEM (Add Site) ]~— I D £,

ATvT6 [UA FDEM (AddSite) ] —T 0 [#E#42 14 7 (Connection Type) ] 7 41—/ KT, 2&FHBDZ T K
A F225 NDFC VXLAN 7 7 7'V v 7 A MIUERAT RO X A T E2ERLET,

X 94:

Site Connectivity v ¢ X

© Azure Settings
e s Add Site

(-] 3108 Azure © ; Sydney @

Sydney @ - Azure @

AT T ZOR—=VTOWBENET LEEL, [OK] 227V v 7 LET,
MR SN A RFERINET,
X 95:

............

,,,,,,,,

RDRARY
Nexus % v v aih— R F—4 A Fb—Z O ZRER (102 X—Y) OFRIAEFITLET,
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B vewssvvak—rA—rztL—s0BRERER

Nexus ¥y aiRh— KA —4RX FL—2DERZERH

Oy a T, Nexus¥ v afh— KA —47 A ML—4% (NDO) (ZHEpkZ BB L £,

1R BRI

22O0HDZ T 7 R YA & NDFCVXLAN 77 7 U v 7 YA MIEEFTD (99 2—) DOF
% F4T L ET,

AT v 71 NDO CTHipk &2 BB L £,

« AT LI A IPsec 73 A L IPSec bR/ YT Ry N T —LEBEM (80 X—) THU T LI
A IPsec 7 /3 AD [EEXEI (Unmanaged) | 47> a V ZBIRLIZGAIX, X—Y04H EICH D
[EBH (Deploy) 1>[BEIL THERT/NA RIER T 74 ILES 2 >O—FK (Deploy & Download External
Device Config files) 122 U v 7 L%,

ZOF T a i, AT U A IPsec TN A DRERITAE 32 B ARG WA B e zip 7 7
ANBE T a—RINET, TRXTELFHORET 7 ANDELLEX Y 0 — RT 50k
RCTEDLEHTT D200, 7xrua—7 v 7HENFRINET,
« AT VI A IPsec 7T /3A A L IPSec h R BT Ry b S EBI (80 X—) THU T LI
Z IPsec 7 /34 2D [BEEXER (Managed) | 47 a U E@IR LA 1E. X—Y0F EIch 5 [REH
(Deploy) 1>[REE (Deploy) 127V >v27 L%,

nectivity

(((((((((

ATv T2 [ (Confirmation) ]V 4> RO T, [IZL(Yes)] 227V v 7 LET,
Z OEERTT, NDO IR D Z & #{T VW ET,

VIR Fy M= a2 b= LTNDFCBEZ T K ¥4 b (AWS B Azure) &
DOFEZBB LT, IPsec o /L% BEME L £,

* Azure Catalyst 8000V & AWS Catalyst 8000V O[] T OSPF kL £ 7,
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| MTUYRISIRERLTFISY FEGRBOA VI SERERTT S
Nexus & v ¥ ak— K+ —4 2 kL—2otmzES [

*BGW A/XA ¥ A vF | A7 LI A IPsec 7734 A, 3L O Azure Catalyst 8000V 35 L T AWS
Catalyst 8000V ] eBGP Z k% L £,

« %A FEID BGP-EVPN T U v 7 vy a &ML ET,

AT v T3 NDO THEREMNIE L AT Z & ZMER L E7,

cFEMDOF T —2 g N=T[M42TFRX M9 F+ (nfrastructure) ]>[H 4 ~E#E (Site
Connectivity) 127 VU v 7 L. [$E#%E (Connectivity Settings) ] U 7 CTH A~ D8 & e L
7,

X 97:

— vl
= asco  Nexus Dashboard 2. Orchestrator

Site Connectivity

Cannectivity Settings

FILR—=UT, BHIO7 T RHIA L (AWSHA hed) O YT ETFICAZ m— L, [HEHEX
T—43 A% FRR (Show Connectivity Status) 1 %27 U > 7 LTh 6, [¥4 FEHE#H (Inter-Site
Connections) ]| =V 7 T[7 Y& —LA RT—AR X (Underlay Status) | %27 U 27 LT, To¥—1L
A AT —H A %MRLET,

ZOFITIE, BAIDZ T RV A F (AWS) (2220 Cisco Catalyst 8000V 2850 . 2&HD 7 7 K
H A (Azure) (Z& % 2 DD Cisco Catalyst 8000V &, 2FKHHDZ 77 K ¥4 b (Azure) IZHDH 1D
@ Cisco Catalyst 8000V (Z IPsec b > RN D DT, 6 DD IPsec h FABHY T, AT L IR
DR T7 77V w7,
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% 98:

AWS

2FHDIZ T RHA B (Amure A FpE) OV TETAIZu— L XL, BERAT—2AD
< (Show Connectivity Status) ] %7 U v 7 LTo 5, [H4 FRE#ES (Inter-Site Connections) ] —
U7 T[7oF—LA XAT—5 X (UnderlayStatus) ]2 U v 7 LT, TUo X =LA DAT—F X%
ERLET,
ZOBITIE, 6 DD IPsec hRANHY ET, ZHUE, 2FBDOZ T KA K~ (Azure) (222D
Cisco Catalyst 8000V 238 V0 . D2 7 U K44~ (AWS) (& 5 2 2D Cisco Catalyst 8000V & |
FrTUVIAOIRT 7TV v T,
X 99:

Azure®

uuuuuuu

NDFCHMIB7 7 7V w7 A hOZ YT ETRZO—L Xy L, [BEXT—2 ADERT (Show
Connectivity Status) 1 %7 U v 7 LTh b, [¥4 FREES (Inter-Site Connections) ] =V 7 T[7 ¥
A—LA AT—H X (UnderlayStatus) 1% 27 U v 27 LT, 7o ¥ —LADAT—H A %R LET,

N7 770 w7 OEEIZ. 27 LI ADIPsecT N ANMBVXLANZ 7 7 ) v 7B OV T 0 K
YA FA~DT o H— LA ORIEFREMZRMET S T, T —L A Fa bzl eBGP 2 H
LET,

*NDFCVXLAN 7 7 7 U v 7 %A hOT VT ETAZu— LA L, ERAT—2ANDREK (Show
Connectivity Status) 1% 727 U v 7 LTh 5, [¥4 FRE#ES (Inter-Site Connections) 1 =V 7 C[7 v
F—L A AT—HR X (Underlay Status) ] =27 Vw27 LT, 7o ¥ —Lb A AT —XA%fERLET,

T =LA AT —H AL, BGW AXA 2 A v F LA 7L I A IPsec T /31 A D eBGP & v
arv AT —H A& RLET,
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100 :

Sydney ®

1

s INHDOFEME T, [A—/N—LA AT—4 X (Overlay Status) | #7 Vv 7 LT, TNETNDA—
N—lbAf AT —=F AZHER LET,
& 101:

Sydney ®

« NDFC B (ZFR Y . [F7ARA Y (Topology) & C/HA 7V v K 7T 7 REEmAMRLET, ROB
TiX, NDFCVXLAN 77 7 U w7 A4 s (' F=— %A b)) BN1FBELE2FBDI I KP4+
(AWS BX W Azure 77 7 KA b)) IZERINTWDEZ EnbNY £9,
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102:

ailtais p
=  «cise0  Nexus Dashboard £ OneView

Fabric Controller

# Dashboard

% Topology

= LN
& Virual Management
£ Settings

£ Operations

Fabric: default

Meta-fab2nd2-AWS Meta-fab2nd2-Azure

Sydney

ext-fab-1

©

172.16.0.252
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T2 rERF

e T NEERM (109 X—)

T e ERA

A NEIZT =V A A==V A DEFRNHESLINTZH, 2 RARA N Ry hT—
Z/VPC/VNet # BB L C, A7V IRLI T R ¥4 MIEBRENZT T h = FRA
v NEOEE AL T DMERH D 7,

NDO!Z, VREE 2y U —V 2 EFTHTDICAF—< LT L — FOAZHEH L E 7,
NDFC D=7 % A hTlid, VRFIZ, 57 F > bEBIOTF > b boyBET 5720 &
NET, 1507 F L FOTRTOZ KRS by hT—27 (7 %y b)) X, FhEFn
D VRFIZvy B 7 INET, VRFOR UEE 27 70 RICIiRT5 2 &4 TE£9, VRF
1T AWS @ VPC B LT Azure @ VNet (25t L E T,

TF U P ERERT L COOROFNRL, ARROT~ToO MR e JIEH S, B S RE
DA 7 THREZIEMLET, £, RKO2—X F—200FhIC bl shEzT,

\}

GE) NDO 121, FRNIHEE INTZ denn-default-tn 7 ERH Y, AT LI A YA eI T
TR YA MIEEMIT L ENTEET, M TV Yy R 7T 0 NEREERT L L X2, 2
@%ﬁm‘%%{ﬁﬁ@ dcnm-default-tn 5")‘:/ ]\ %NDFC?\SJ:U\y ? ]7 ]\ ‘9_/]) ]\ GCE'@@H’H%J Z k
RO LETE, LBEISUT, MEOT T &N OIERTHZ L TEET,

AT9 71 NDO T[7FUH— 3 &HE (Application Management) ] > [TF > b (Tenants) ]2 8) L £,
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103 :

ailitl
= cisco  Nexus Dashboard *. Orchestrator 1

Site Connectivity

O Infrastructure

TF b U4 RUBRERINET,
104 :

b,
=  asee  Nexus Dashboard 2. Orchestrator

& Dasnboard Tenants
= o«
1 Application Management

® Fabric Management

Name Description Assigned To Sites Assigned To Users Assigned to Templates
hall
‘comman a 1
& Integration infra ith all other 2 1
[Gonm-detauttn Defaull tenant for NDFC | 1 1
10 A 1

ARTY 702 denm-default-tn 7 o/ }‘%7 U 77 LSETO
denm-default-tn 7 2 h D [7_'7'9 D EH (Update Tenant) ]’\O*‘f/z)kiéﬁéﬂjfj«o
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105 :
i
= cisco  Nexus Dashboard * Orchestrator
Update Tenant denm-default-tn ot X
General Settings
Descriptios
Detaulttenant for NOFC
Associated Sites
Site Name Site Type
® rorc
Q
Associated Users ©
No user is available

ATV T3 HEICERENTWDHA FEERLET,

N7 77V o7 A MEY R MCEREINDNZ L ICEELTLIEE N, YA M, A7 L3I &
HFA NI T R A MO T A DICOMER SN, A7 77U v 7123y RRA MR
W=D, AT T v 7Ty M ERETALETHD AL
106 :

— el

= cisco  Nexus Dashboard * Orchestrator

Update Tenant decnm-default-tn

General Settings

Default tenant for NDFC

Associated Sites

) There are cloud site settings that need 1o be configured.

2 Sites selected Unselect ltems
B  site Name Site Type

Sydney ® norc 7

0 Awre @ azure ¥
AWS

AWS
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ATy T4 770KV A FOBEIE, MERZ L GETA 2N 27 )7 LT, K7 TR ThHU Y MObER
HHEANLET,
a—WF—FF 2 MUXAWS OBMT I 7 > SPRLETT N, Azure DAL, Azure 1 7 7 77 b &
RUYT 27Ty arZ2lifcxEd,
el ZIE AWSZ T KA FNOFRERZ 227 ) v 7 Lizth, [AWSTH 2 FEEE (AWSAccount
Setting) ] =V 7 C. [FZE€RX 24T (AccessType) | THEHE (Trusted) %2V v 7 L, M+ 2
AWS 7 7 v MBIl F &2 F D7 4 — RICATT L ET,

X 107 :

Tenant Setting for AWS site

General Setting
Security Domains.

Select Security Domain(s)

AWS Account Settings

AWS Account Id *
- ———

Access Type
[ Untrusted | Trustea Organization

AWS DT F U hDOIFIERT 7B R XA TOFEMZONTIEL, [AWSA > A h—/L HA KD Cisco
779 K*y hU—2 2> hr—7 (Cisco Cloud Network Controller for ANS Installation Guide) ], Y
Y —2251 (1) LAFE®D [Setting Up the AWS Account for the User Tenant] =27 32 V2B L T2
A

o [EREIZ, Azure 7 7 U7 K VA FOWRERZ %7 V) w7 L%, 7T FRAFBHINLTWHWAENE 90
WIS UT, MEREREATILET,

[l CiscoNX-0S D1 T Uy K55 RisEm
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108 :
— el

= cisco  Nexus Dashboard * Orchestrator

Update Tenant denm-default-tn

General Settings

Tenant Setting for Azure site x

General Settings

Associated Sites azureAccount Settings

\ Create Own Select Shared

l =

Azure DT T DI EIERT V7 ER XA TOFHAMIONWTIL, [Azuref A h—/L F A D Cisco
77797 K%y hU—2%7 a2 bhr—7 (Cisco Cloud Network Controller for Azure Installation Guide) ], Y
Y—2251 (1) LD [Adding a Role Assignment] £ > 3 V2B L T 7E &0,

AT Ts T MPELLBESNZZ E 2R LET,
71':(1:/‘%_53:\ WDKK TIL, denm-default-tn 7 F v M3 2DV A PR~ 7FEINTWET (12047
LIANDFCHA hE2O5D7 T RHA b)),

109:

@ Dashboard ° .
1 Application Management Tenants

Name Description Assigned To Sites Assigned To Users Assigned to Templates
i nisgrelion Common tenant for usa with ail

cammon iy Sy Pl 1

se with all other
infra 2 1
for NDFC | 1

CiscoNX-0S DA T v K45y FimER ]
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B 7 rzmm

* Orchestrator

Nexus Dashboal

Tenants

@ Dashboard

@ Sites Search
o Application Management Sydney
® Fabric Management iz
Name Deseription Assigned To Sites i
@ Operations
ommeon tenar @ with all
common % 4
3 Infrastructure o s AWS
S Integration e all athe 2
denm-default-tn for NDFC ]

o (1] ] (1]
eritical major minor warning
General ~

Topology A

sl |

77 7 K %A k@ Cisco Cloud Network Controller |Z BB & 472 denm-default-tn 7 M EWERTHZ & B

TEET,
110:

il Cloud Network Controller (AWS) aws

Dashboard

Qo000 W

(0]

Topology
Cloud Resources ({ifctons )
PR T—— Application Management Cloud Resources
Tenants Heatn Name Description Applcation epas vRFs AWS Account  Regions ves Endpoints
Appication Profies
— ) 0 2 0 0 0
EPGs
denm-detaut-in Oetauttenant 0 0 0 nwerea 4 0 0
© Healty
Contracts m for NDFC 1
Fiters
’ i 1 s 2 arsoneeszs 4 : 12
VRFs Major . 5 2 5:
Servies ot " ) . : : )
© Healthy - B -
Cloud Context roties
15 Rows Page 1 of 1 1-40f4

External Networks
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| mms

7rorxEl [

‘il Cloud Network Controller (AZURE) A zre

Q00000
Dashboard
Tenants ®
Topology
Cloud Resources (Cactions )
Application Management Application Management Cloud Resources
Applicat A Virtual
Tenants Health Name Description e EPGs VRFs Sz‘é'sinpmn Regions Neteorks Endpoints
Application Profiles S fE—— q 0 5 5 5 &
EPGs
© Healthy denm-default-tn Default 0 0 o Shared from o o o
Contracts tenant for infra
NDFC sites
Filters
infra 1 12 2 74094178~ 1 1 7
VRFs L 785d-
468a-bf23-
Services 41e85a1a3a
da
Cloud Context Profiles
o mgmt 0 0 2 0 0 0
External Networks DlHieakn)
= Operations 15 Rows Page 1 of 1 |4« 1-40f4 »»|

5 Infrastructure

RDEARY

W OFERBIOWNT I E 21T 7 AR L £,

e AL vF XN VRF 22— Fr—2 (117 =2—)

o — kU —7 OB

(155 ~=—3)
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=6~
=% =R

ALyYyFENFZVRF1—X T—X

¢ AR wTFENT VRF 22— R 7 —Z 25N T (117 ~<—3)
e A ML v F XN VRF 22— R r— 20 (118 ~=—3)

ArLYFENT-VRF1—X 5¥—X[ZDL\T

A ML wF VRF (VRFA) X, 7XXTOHA K (AT VLIABLRI T Y K¥4 K) 12
BT N7 7L — b TH—0 (JHE) VRERERSIND —RNREREIc, 471
RAYA NEITTURYA TRy NT—F EYERET D Z L IFTE VW=D, A7
AHA POy NT—7 OREICIFMNOT T L— b BMERHSINET,

[ U VRF 29 _XCOVA MIIERT D &, BINMOLV—T ¢ o TS Z0NE L3I, 1 b
I L7 4w 7 AR TXET, CIDR 72 v (7 5% KVPC/VNet TH 7%y &7
Db a = T AN X, COWEVREICS vy U S ENRE T,

N

GE)

FrTVIRET T RYA M £IFZZ TR YA FETOLA Y —2 %7 Xy FOJL
RIETR—F S THEEA,

WOXL, TF AF—~D FTHEREND 22007 T L —FaRmLTWET

3 O0DY A FTRTIZEHZIND VRF ZEFET DAL vF Fr 71— (Stretched

Template) 1o 7 77 R¥ A FDOEA., VRFOTFTTY —Ya3 L CIDR 7y 7 2EHEL
e

e AT UVIADVXLANZ 7 7 U v 7B SN D Xy U —2 % & T on_prem 727 L—
k o
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111:
Stretched Schema o

{’ Stretched Template \I
| CoTTTT T N 1

: | VRF : stretched-vrf i
| 1
1 N / 1
N e e e e e e e e e e e e e e e e e e e e e e - — 7
B e I e N
( On-Prem Template f
1 CTTTTTTm T S 1

: ! Net:172.16.20.0/24 1
1 | 1
1 N e e ! 1
N e

Cloud Site 1

aws
p—

Cloud Site 2

A\ Azure

On-Prem Site

B

—_——

Stretched Schema

On-Prem Template
Network-172.16.20.0/24

Cad
e
On-premises aws

SN
Region — US West
VRF — stretched-vrf
CIDR —-10.230.0.0/16
Subnet-10.230.1.0/24
Subnet-10.230.2.0/24

VRF — stretched-vrf
Network-172.16.20.0/24

ARLYyFENEVRFAI—R —RDIER

ATvT1
F—<MENM (Add Schema) 1227V v 27 L7,

0%
Stretched Template
VRF — stretched-vrf

<05

4\ Azure

Region — US East
VRF — stretched-vrf
CIDR-70.1.0.0/16
Subnet-70.1.1.0/24

NDO C, [FFUHr— a3 &R (Application Management) ]1>[X¥F—< (Schema) JIZBEIL, [R
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ZkLyFantWE1—x r—20mn [

112:

At
cisco  Nexus Dashboard * Orchestrator

Schemas

= Application Management

Fabric Management

No Data Found

Ax—~HEfEEL, B (AdD) 12279 v 27 LET,
TDA—A T —ATIE, TLWAF—<|Z (AL vF AF—~ (Stretched Schema) | & W I ZARIZfHT £

—§«o

113:

am
cisco  Nexus Dashboard # Orchestrator

Untitled Schema

View Overview v
Overview

AuditLogs

General

General

Sites '
[ Stretched| Schema ]

Application Management

FHLW[R RLYF XRF—7T (Stretched Schema) | AF¥—~® % (overview) ] ~X—VIZRYD £,
LWV T FL— F%EM (Add New Template) ]2V v 27 LET,
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114:

aiiaafi.
= €isco  Nexus Dashboard

Stretched Schema

View Overview

Overview
General & Audit Logs

o ] ] D o
Sites Templates
ync Status

Application Management

Topology

ATwTF4 NDFCT7 o7 L—ha®RRL, B (Add) 1227V v2 LET,
FoFLIABIRIZ T RHYA ML, NDECT > L —h ZA F2FERTIHILERNDH Y 77,
115:

il

sl
= cisco  Nexus Dashboard *. Orchestrator

Stretched Schema [ save schen KO

View Overview B

Overview

Select a Template type X

General

®

0 : ACI Multi-Cloud NDFC Cloud Local

Application Management
. . ] .t o

ATy S5 [&T4% (DisplayName) 17 1 —/L RIZA4RTIZ AT LTNDFC X A 7 D7 7 L— k(o 2iE, 2bry
Fant7Fr7r—R) ZER L, [TFH 2 bDZER (SelectaTenant) ] 7 1 —/L K Cdenm-default-tn 7 F 2
FEERLT, 707 L= &2ZDTF 2 MIvy 7 LET,
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116:

wilinifs
€isco  Nexus Dashboard

Stretched Schema 1 X
} o Template x
View Stretched Template Stratched Template
[- 7% e Template Settings ~
° Stretched Template E
1] Stretched Template
Template Properties

Let’s create an object

Please select a tenant in tenant settings first to create an object

ATv7T6 [TrFTL—bk FA/FT 4 (Template Properties) ] CT[A T 9 FDERK (Create Object) 1% 7 U v
7 L. [VRF] Zi&R LT, £2COHA MIA R v T SNTVRF Z1ER L £7,

117:

wiliat
= €is¢o0  Nexus Dashboard

Stretched Schema L o m X
. o Template x
View Stretched Template v Stiatehaed TAmpinia
@ Associated Sit Template Settings ~
@ Stretched Template ol .
T g 0 * “ Stratched Template
Deployed
Template Properties
:
NDF
VRF
Network Tenant Settings ~

Let's create an object

Click “Create Object” on template properties to create an object

=3 HLUWVRE #1E5 X0, BRI L7-\WA > 7L 2 X VRE 2B LTI=8BE. [T T L— b
Za/87 4 (Template Properties) ] O F, [4 >R— b (mport) 227V v 27 LET, ZL
TEEIZ/ERR S 72 VRF A VA R— R LET,

BIE, AT VI AV A FIBDVRFERY NI =7 DA VR— FOHBRPHR—FEInTW
i?‘o
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ATy Tl AR yFENFEVRFO[RRSA (DisplayName) |7 4 —/V RICA4RTIZ AT LET (B : stretched-vre)

118:

[oal

aauafi
— cisco  Nexus Dashboard

Stretched Schema viect (Rt X
VRF
View Stretched Template - N s
| vt micumaint sowema |
(-]
o Stretched Template 4 2
0 . yne 0 ‘Common Properties ~
| stretchedyr] |
Template Properties - . =
-+ Creats Object
VRFs Add VRF NDFC Properties. ~
o . Univ
Default_VRF_E: u

12345

FABRIC-RMAP-REDIST-SUBNET

ATvT8 WHRVRF2— A 7 —ZAD (A hLyFE&hiz7 7 Lb—h (Stretched Template) 1 I 2T XTCDOYA ~ (A7
VIABROZ 70 K YA ) @M £,
a) [TYv7L—Fbk FA/F 1 (Template Properties) ] = U 7T [7% 23> (Actions) ]1>[H4 +D
BEE{+(+ (Sites Association) 127 U v 7 L%,

119:

aifiis
cisco  Nexus Dashboard *. Orchestrator

Stretched Schema

View Stretched Template - © <
[ F t t Template Settings
o Stretched Template veseat :
: . o fr Stetched Tomplate
Template Properties |
et Clane Template
Delete Template
S 1t Settings

Rollback

Sites Association adastty
defoult-tn

Tag

b) TRTOYA AL, [OK]Z27 Vv 27 LET,

THIZEY ., B A REFEBICERRLT, 207y FL— N TCEBEINTE-A TV =27 N (ZOEE
Dy — AT, JEBBEEI7- VRF) O A F LUV Z et ya=r V432 L8 TXET,
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120 :

wilieis
cisco Nexus Dashboard *. Orchestrator

Stretched Schema D x

B & Template
View Stretched Template ( mpiate | L

& Stretched Template

Add Sites To Stretched Template x

Template Properties

A MR T T L— NMIBEEMS T O E, ZERBIE [Ty T L— DT O/RT 4 (Template
Properties) ] D FIZERSNET,

121:
il
= asco  Nexus Dashboard *. Orchestrator 10
Stretched Schema R O X
o Template x
View Stretched Template - " mplat
o Template Settings
o Stretched Template ves . L
. . . Deploy fo sites
5 Straichad Template
Template Properties ~ :,\ =
Template Properties
-+ Create Object
Aws NDF
Azure
Add VRF T Setting
Sydney

ATFv 7T [FrTL—brDOTO/RF 4 (Template Properties) 1 %27V v 27 LTHE WD Z T K ¥ A+ (ZD2—
A= ZADBFITIXAWS B k) ZEIR L, VRF 272 ) — g ZBEEfT T VPC 21E L £ 7,

a) VRFZ7 U vZ7 L, [U—Y3vdEM (AddRegion) %7 U v 27 LT, #RLEZY—Y 3 “ITVPC
R L E T,
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i
= cisco  Nexus Dashboard

Stretched Schema [ 5o scnems EORRRIDR
VRF .
View Stretched Template v ate
@ AWS : o z aritical major mnor  wamin .
' Template Properties ~
B :

Site Local Properties

[259 K 1)—< 3> CIDRs 380 (Add Cloud Region CIDRs) 7 4 K7 RNERENET,
b) [J—2 3> (Region) 17 14—V RN T VPC Z1ER L7\ —Y a2 VAR L9,
X 123:

aliaile
= cisco  Nexus Dashboard

Stretched Schema [ savo schoms EoREREPIS

View Stretched Template [ vew

Add Cloud Region CIDRs x

us-west-2

¢) CIDR” ¢ —/L RNTC[CIDR %3/l (AddCIDRs) ]%27 U v Z L, VPCOCIDR 71 v 7 ZEHL
\i—g—o

d) V7 NEERT 272D /MY — i~y 7T 5720 [H TRy L #EM (AddSubnet) ]
7 Vv L, [RTE (Save) 127U 7 LET,
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124 :

il
=  asco  Nexus Dashboard # Orchestrator

Stretched Schema [ suve sciens FOIRSES

Add Cloud Region CIDRs

10.230.0.0/16

@ Primary

10.230.1.0/24

10.230.2.0/24 s-west-2 v X

==

==

e) [/\T #v rkT—% (HubNetwork) ] 7 4 —/V RO FIZHDHF=v IRy 7 A4 2L T, AWS
D Cisco7 7V R Xy hU—27 arta—F TEREINTNT Xy T —27 ZRIRLET,

Cisco/ 77 KR Fy hU—27 ar b ha—IRB8 Y7 Xy N 70Ty M =My 5 2
EEFFLET, ZhiE, PPy M= MU oA BBRCEROO LT T Ry b2 T U Kk
® Cisco Catalyst 8000VsiZ b7 > ¥y b 7 — MU = A [THe & fli A BIF £,

) [Ty bk (Subnet) ]| 74—V RNTKrI7> Yy M F—hv=Afiffibdo 7 xy e~y
LET,

FIZU VY N =T A ICHERAOY T Ry NEERATE2O0RA N 7T 77 4 AT,

CiscoNX-0S DA T v K45y FimER ]
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125:

_ ol
= cisco  Nexus Dashboard

Stretched Schema EEEno ux

Add Cloud Region CIDRs

10.230.0.0/16 Primary stretched-wrf 78

GE) F2FE, AT Ry RU—7 (TGW) ~DOHEHEIZ, 7T_XA FE8 V7T 4 V=V T EIZHERHO
RSH TRy "EFHTEET, kY, = RFRA U M TRy belkE o R
AAMIFEHTED LT E5,
g) [OK]%Z7 Vw7 LET,
AWS 77 —h U4V RUWCRED £,

ZORERENEBI &S &, CIDR 10.230.0.0/16 @ VPC 28 AWS 7 T U RIZVERL &4V, us-west-2a &
us-west-2b DA A —AZF 72230 | 10.230.1.0/24 & 10.2302.024 7% v " DENENAERLE N
F9,
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126 :

wilinis
= cisco  Nexus Dashboard

Stretched Schema 1 [ save screms EORESEP
VRF ”
View Stretched Template - streter
0 . z »
o AWS e o & o eritical maor  minor  wamin ']
Template Properties
AWS v stretcheck-wf ‘

VRFs

AT [FoFTL—rDFTO/RT 4 (TemplateProperties) 1227V v 7 LTC2EHDZ 77 RY A F (ZD2—
A —ADPI T Azure 4 b)) ZIBIR L, VREZE@G) 7Y — 2 2 NZBEAT T T VNet Z1/ERE L £ 77,

a) VRFZZ7UvZ7 L, [U=—23a>®miEM (AddRegion) ][22V v 7 LT, @RLEY—Va i
VNet Z1ER L %77,
X 127:

alvlie
= cisco  Nexus Dashboard

Stretched Schema oot (g © T X
VRF -
View Stretched Template
o . -
i > = ; cotcal maor minor warning
@ :
Template Properties
VRFs
Site Local Proparties
Region
© 404 Region
Target VRF Routes
©

[5™ K 1)—< 3> CIDRs #:BM (Add Cloud Region CIDRs) 7 1 > R AFERENET,

b) [J—2 3> (Region) 17 4 —/V KINT VNet ZERK L2\ —Y 3 U 28I L 97,

¢) CIDR” 4 —/L RN T[CIDR %3E&H (AddCIDRs) ]Z 27 U v 27 L, VNet®® CIDR 7' 17 v 7 ZEFK L
£7,

d) V7 %y NEERT 270 [Y TRy bFEM (AddSubnet) 1227V v 27 L, [#&#F (Save) 1% 7
Uo7 LET,

CiscoNX-0S DA T v K45y FimER ]
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128:

il
= cisco  Nexus Dashboard *. Orchestrator

Stratehed Schema

Add Cloud Region CIDRs

| 7011.0/24 v X |

e) [VNetEF7'Y >4 (VNetPeering) |7 4 —/V RO FIZHDHTF = 7Ry 7 A4 12 LT, Azure H
DCiscoZ 77 Rxy hV—2 ary ba—7 TERIN/ (7744 k (Default) | N7 Xy FU—7
BN ET,

X 129:

i
= cisco  Nexus Dashboard * Orchestrator

Stretched Schema [ 5o screms FORERES

View Ctratrhard Tamnilata

Add Cloud Region CIDRs

eastus

o

) [OK|Z27VyZ LET,

ZOBENEHEND &, KL= VNet (Z OFTIL70.1.0.0/16) 7% Azure DIt 2 Y —Y 3 > (2
DB TlX eastus Azure U — 3 >) IZ/ERC S, VNet BT U T3 Azure DA > 7 5 TF 2 FNOD
A 277 VNet IR S E T,
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130:
e
= cise6  Nexus Dashboard *. Orchestrstor
Stretched Schema 1000 opject (R © 13 X
VRF .
View Stretched Template - strate
@ Associated Site 2 B : 2
o Azure o . i critical major minor warning
Template Properties. ~
150855
VRFs
Site Local Properties P
Region
castus e
© Ada Region
Target VRF Routes
© au

ATy 7N [FrTL—bk FO/8F 4 (Template Properties) 1227V v 27 L, A 7L I AP A FN(ZD2—R Fr—
ADHITIE v R=— %A ]\) RSN LT?))%\ stretched-vrf VRF % ZER Lij‘o

ATw 12 HRORA TR — T DB (Add Static Leaf) 1 #27 U v 27 LET,

131:

TS
= cisco  Nexus Dashboard

Stretched Schema [ 5o schems EOTRRIDER

VRF

View Stretched Template v

eritical majer minor  wami ing

o Sydney v @' ;
Template Properties

Site Local Properties

Node/Switch

[E2H01) — 7 MBI (Add Static Leaf) 17 4 > RUBRFRENET,

RTFwT13 [J—7 (Leaf) |7 4 —/L RNT, VREBEREISNLZREBEFHOY —7/R—F—/R—F—F— g
TNA AZHEINL, Okx 7 Vw7 LET,

CiscoNX-0S DA T v K45y FimER ]
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Add Static Leaf

Leat
I ndfc-leafll ~ ndic-leaf2

VLAN

[APLyFENET 7L —1 (Stretched Template) ] R—=VICREY £,

ATy 14 [FRY)—TOEM (AddStaticLeafl) & #HE 2 Y v 27 LT, 20O VRFRERSNDEMD Y —7 /Bi5
BRAA— RN oA TAL ZAEBMLET,

ZOFEITIE, V—7 J—KRIZVRF #EBRTA2XLERHY £ (VRFICwy 7 ENxy hU—27 D=
VREAL MRS D) o LT, VRENDZ T FYA bad LA ¥ — 3 BTS2 7201
BGW A XA v ) — RERERTAILENH Y 7,

X 133:

Add static Leaf

Leaf
[ nafc-spinel

VLAN

ZOVRF BREHEINDZTRTOY —T/R—F—/iR—H—F— T TNRAAZBNTDHE, [RE
LyFanht=F>FL—t (Stretched Template) | X—VICFREINE T,

[l CiscoNX-0S D1 T Uy K55 RisEm
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134:

il
= cisco  Nexus Dashboard

Stretched Schema ) © X
: VRF .
View Stretched Template v strater
o i - e 5 5
o Sydney ves O ) 5 eritical major minor warning
Sydney ~ -..‘-.‘.-«
NA
VRFe
i roperti
Node/Switch
ndfe-leaf ~ ndfc-leaf2 s 8
ndfc-spinel ’®
& Aod statc Loat

ATV T VY R=—HA FNORIZHLIRAEZ Vv 7 L, Ry T XU Ama—nb[ToTL— D TANT 4
(Template Properties) ] Zi%&R L £ 7,
ATy T16 [HA F~EB (Deploytosites) 127V v 7 L%,

135:

il
= cisco  Nexus Dashboard

Stretched Schema Do v x

o ° Template »
View Stretched Template v irstehs .

] ’ Template Settings ~
Stretched Template o . ] ooy
o &Sl 3 Deploy 10 sites.
_ Strtched Template

Template Properties

VRFs Add VRF Tenant Settings.

[¥4 RIZERA (DeploytoSites) ] 7V ¢ & RUNRERIN, LESNTT o7 L— FBEESND 32D
A FPBFRREINFET,

CiscoNX-0S DA T v K45y FimER ]
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136 :

Deploy to sites

Deployment Plan

Modifications

+ Crusiod £ Wodtied ® Deieed @ ¢ ContigDrite @ Migrated

AWS A
Object Type Name @ X © 5, @ Ths

VRF stretched-vif + Created + Created + Created

ATy 711 [EBBTS > (DeploymentPlan) 1&BMERREDT-DIc7 YV v 7 LET, Z£L T, ZORKEDHA FOE
77 2RRTHIOICETA 22 )y 7 LET,

137:

‘aisco’ Next

Deployment Plan

General Information

@ Template @ Schema @ Tenant
Stretched Template Stretched Schema denm-defaull-in
Plan

QOcreated QDeleted OModified QExisting @ Shadow
aws | Azre  Sydney

O route-target:as2-nnd:23456:150...

O denm-gefauit-tn O strercrigd-vrf
O route-targetas2-nnd:23456:301...

[l CiscoNX-0S D1 Ty K55 FigikE
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® Orchestrator

Deployment Plan

‘General Information

@ Template @ Schema @ Tenant
Stretched Template Stretched Schema denm-default-tn
Plan

Ocreatea Obeleted OModified OExisting @ Shadow

Sydney

View Payload

O route-target:as2-nnd:23456:150..
O denm-defeuh-in O swetchid-vrt
O route-target:as2-nnd:23456:301..

i
cisco  Nexus Dashboard * Orchestrator

Deployment Plan x

General Information

@ Template @ Schema @ Tenant
Stretched Template Steiched Schema denm-default-in
Plan

Qcreated QbDeletea OMoaitied QExisting @ Shadow

(( viow Payioaa

@ route-target:as2-nnd:23456:301
@ route-target:as2-nnd:23456:150,
O denm-defauit-tn @ stretched-vrl

@ ndfc-leal! ~ ndic-leal2

@ nofc-spinel

[EBE (Deploy) ] % NDO »#pk%& V4 hMEF D=2 hr—F (NDFC L2777 K Ry hU—27 a2 b
0—7) 7y adb207 Yy LET,

CiscoNX-08 D\ T v K457 FiggEE ]
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140 :
= ':.ll's'élcg‘ Nexus Dashboard *. Orchestrator 10
Stretched Schema 1 X
¥ e —— G Template
View Stretched Template -~ A i Torplao | xS
[ ] Template Settings
e Stretched Template ' h . v

Deploy to sites

Modifications

Modifie M Deleted

ATy T19 WA EFICER SN L 2R L ET,

« NDFC CO VRF B #F/rT 521X, [FRO Y (Topology) B =—IZBEHL, A>T L IR Ty
7Yy 7 DY F=— (Sydney) ]>VRF%‘E§?R LTH 5, stretched-vrf ZiBIRN L FE T,

141:

w "cl\';'élé‘ Nexus Dashboard

= Fabric Controller

[EELLLETG]
Data Center default Sydney VRFs (1) stretched_vrf
Topolk
hnit) View ~ Search by Attributes
2 r= [om
N

s Settings Configuration

¢ Operations
@® In-Sync
p Pending

In Progress n
Jads
@ Out-of-Sync ndfc/spine1
e NA
//
Multi-select O / \
0 selected f/ \

ndfc-leaf2 ndfc-leaf1

CAWSIZIEHENT-V I Ry U= av ha—FC#k LT, &UD 7 77 R¥A4 F (AWS)
ORERRNIEF B S -Z & 2R L £9,

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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[7 75— 3 0EE (Application Management) ]>VRFIZEE) L, stretched-vrt % RO T,
FIVPC #7 Vw7 LTho, BEE (Overview) 1| =X—IZBEIL T, [Ty k (Subnets) 1%
707 LET,

s Azure IZBB SN U R Xy NU—27 arba—J 28 LT, 2&FHDZ 77 KA b

(Azure) ORERNIERIZEH SN2 Z & 2GR L ET,

[7 TUAr—2 3 &R (Application Management) 1> VRFIZEE) L, stretched-vre & R T,
F Ry bT7—7% (VirtualNetworks) 1% 27 U » 27 LTh 5, [BEE (Overview) ]X—IZBHE)
LT, [H7Hy bk (Subnets) 1227V 7 LET,

ATFYT20 FU VIRV A MIXy NU—F7 BT D722, (5% %A%—~ (Demo Schema) 1D FIZBIDT 7

L— h &R L £ T,

a) [FF A¥—< (Demo Schema) 17 v 7 L — NT, [# LWFr7L—FrmiEM (Add New Template) ]
z7 Vw7 LET,

b) NDFC 7> 7L — h @R L E7,

¢) [&=#%& (Display Name) ] 7 ¢ —/L RiZ4HiiZ AJ)JLTNDFC # A 707 7 L— | (7o & 213,
on-prem 7> 7L — k) ZVER L, [T+ > FDFEIR (Selecta Tenant) ] 7 ¢ —/L KT denm-default-tn
TFUNERIRLTC, 707 b— 22D T Y Mivy 7 LET,

X 142:

il
cisco  Nexus Dashboard * Orchestrator

Stretched Schema

T lat
o empa.e v

View On-Prem Template v

[ i Template Settings

° On-Prem Template

0 . o On-Pram Template

Template Properties
[ Croeoo ]

Let’s create an object

" on template properties to create an object

AT T2 on-prem ¥ 7L—+®D VRF D TFIZ net20 Fxv b —7 Z{ERR L F97,

GE) FLWVRF #1ED X0, BEICHH L2 VRF 2B L7254, [TrFL—bk 7O F4
(Template Properties) ] ® F. [4 »&R—Fk (mport) 1227V v 27 LEd, & L CEEIZIER
Ehl ry hU—2 AR —FLET,

a) [Tr7FL—Fk FOs/F« (Template Properties) 1D F. [# 7P x4 h%4ER (Create Object) ]
7V w7 LTHRy NT—7 ZERT H7201C[+y bT—2 (Network) ] Z#3R L £,

CiscoNX-0S DA T v K45y FimER ]
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1aiis
cisco  Nexus Dashboard

Stretched Schema
o Template - X

Template Settings

View On-Prem Template v

@ On-Prem Template S B :
; o ) sonorsyme
i On-Prem Template

Template Properties
Tenant Settings ~

Let's create an object

Click "Create Object” on template properties to create an object

b) *v hU—7® [RR% (Display Name) |1 7 1 —/L RiZ4HIZ AN LET (B : net20) .
c) [/N\—F L )L— bk &EriE (Virtual Routing & Forwarding) 1 7 4 —/L RC, stretched-vrf VRF %
BIRL T, net20 LD VRFIZV v B 7 LET,

144 :
— el
= €15¢0  Nexus Dashboard
Stretched Schema Qux
Network o x
View On-Prem Template - e .
[ vssowoumemicaa |
o
o On-Prem T_emp\ate o Common Properties
o0
Template Properties v :
+ Create Object
i i dd Netwark € Propert
o
ned-vr
Det;
Default_Net u

d) [F— kx4 IP (Gateway IP) ] 74—/ R T, [Ty ~DEM (AddSubnet) 1427V v 27 L

E B
YT Ry hOBINMY 4 v RUBFRESNET,
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e) [—hkozAIPDEM (GatewayIP) %7 Vv 27 LTS — b V=AIPT7 KLAZANL, Fxv
v=—2%7 0y LTEEZZT AN, B (Add) 122707 LET,

145:

=t xAIPT RLVAEZ[T— b2 x4 IP (Gateway IP) ] 7 1 —/L RIZE RSN ET,

X 146 :

Stretched Schema

View On-Prem Template v

@ associated Sites
smsme  ©
® Outof Symc @

. On-Prem Template

Tenant: denm-default-in

Template Properties -

Filter

© retworks -

e R

Add Network

f) WEREPEA, Xy V=T DF T a A N_NTA—FEEHLET,

2/1000 Objects M@ ux

Layer2 Only

I

Virtual Routing & Forwarding I *
stretched-vit

Natwerk Profile *
Defaut_Network_Universal

Network Extension Profie *
Cafaut_Network_Extension_Universal

VLAN 1D

VLAN Name

[ - catewayie
| 216201124 I8 |

CiscoNX-08 D\ T v K457 FiggEE ]
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ATFvF22 [FrFTL—k FONTF 1 (Template Properties) ] =V 7N T[F7¥Y 3> (Actions) 1>[H4 FDRE:E
fF1F (Sites Association) 127 UV v 27 LE7,

147:

— bl
=  «asco  Nexus Dashboard

Stretched Schema 5o scems JORERS

Network
View On-Prem Template -~ 12 e

o On-Prem Template

Template Properties

©Q teworks

* Gateway IP
17216.201/24 s

RTYTB ZOTTL— b eF T UIAYA N (ZO2—R TF—RADFITIEY R=— %A ) ICOHHHfT
. [OK]Z27 VU v 7 LET,
X 148:

— sl
=  cseo  Nexus Dashboard

Stretched Schema [ save sctoma | X

View On-Prem Template

Add Sites To On-Prem Template

[on-Prem 77 L—}F (On-Prem Template) VA » RUIZEY F£9,
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ATy T2

AT T 26
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RTwT28
ATvT29
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[T>FL— bk FR/FT 1 (TemplateProperties) | e v 7 X7 ohnt A7 LI AP A M(ZD2—
A —ADHITIHEy k=— A b)) ZINL, net20 x>y hU—2 %27 U 7 LThbH, [EHER— DB
0 (Add StaticPort) 1 %27 U 27 LT, ZOxy NU—2 ZERTHHR—FZBMLET,

[F%B07R— L DBIN (Add StaticPort) 17 1> RUBRERENET,

149 :

m
cisco  Nexus Dashboard

Stretched Schema By o o x

Network

View On-Prem Template ~

o Sydney O - ermical malor  minar
Common Properties.

[sydney oo ] =

-

[F2R97R— DB (Add StaticPort) 17 1> R TSR ZEBNM (AddPath) 1427V v 27 LET,
[B#H0R— L D3BAN (Add StaticPort) 17 > RUBNFIRENET,

[U—7 (Leaf) ]| 74—V RCTRERBEALIZWR Y U= DT A ZERINLET,
(f£&) VLANZ ¢ —/L R E R ERE A LET,

[[R—F (Port) ] 74—/ RCTEALEZWVWR Y hU—Z OFR— &R LET,
[R%E (Save) 127V v 7 LET,

CiscoNX-0S DA T v K45y FimER ]
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150 :

aluil
= cisco  Nexus Dashboard *. Orchestrator

Stretched Schema

View On-Prem Template

Add Static Port

2320

Come ) )

[B%#97R— b DEM (Add Static Port) 1 7 4 > RDIZREY 7,
ATv 730 [B489R— DB (Add Static Port) 17 4 > R CLEIE (Submit) 1227V v 27 LET,
151:

il
cisco  Nexus Dashboard *. Orchestrator

Add Static Port

[On-Prem 7> 7 L—k (On-Prem Template) 71> FZICEY 7,

ATFYTN FUTVLIAYA M (ZD2—RA T —ADHTlEy k=— ¥4 N ORICH LK Z 7Y w7 L, Fay
TR A= a—ho [T T L— bk FO/TF 4 (Template Properties) ] Z 3R L £7,
ATwTF32 [VA MZJEBA (Deployto Sites) 1227V v 27 LET,
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152 :

— b
=  «asco  Nexus Dashboard *. Orchestrator

Stretched Schema

o Template w

Template Settings

o On-Prem Template -
: - . 1 m On-Prem Template.
Template Properties Actors - |

View On-Prem Template

Add Network Tenant Settings

© rotworts

[ FIZERB (DeploytoSites) 1V« > FUNRKREN, T 7L —MBRRESNLY A FBRFRSH
£75

= ‘cisco NexusDashboard = & Orchestrator )
Stretched Schema o ux
Template
View On-Prem Template - [(Add Now Tormpiac @ : e 2
(<] Template Settings.
Deploy to sites x
Modifications
Created Z/ Modified 1 Deleted Config Drift Migrated

® ey
121.2.275

Network Net20 Created

[BRI TS5 > (DeploymentPlan) & BMERFEDT-DIC27 Y v 7 LET, LT, ZORKEDHA FDOE
7T 2FRTHEDIZEDF L T LUIAYA 22 v LET,

CiscoNX-0S DA T v K45y FimER ]
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Deployment Plan

General Information

@ Tempiate @ schema @ Tenant
On-Prem Template Stretched Schema denm-default-tn

Created ODeleted )Modfied (Existing @ Shadow

@ vpcag

@ nofc-leaf) ~ nofc-ieat2 @ vPCS1
O decrm-cefauit-in ®naiz0

O stratchad-vrf @ vPCS52

ATy 73 [EE (Deploy) 1%7 VU v 2 LT, NDO » NDFC |2k a7 v v = LET,
155:

Stretched Schema 2/1000 Objects O x

View On-Prem Template -~

° On-Prem Template  vesens
Applied 01 sie:

nant: denmedefault-in

Template Properties -

MPORT

© tetworks
netz0

Dest
Dafautt tenant for NOFC

ATYT3/ MEAEFICEASNZZ L 2R LET,

INODOERBIEAT v 7 TlE, FRENTWVWDEZD—R F—ZADRERRDT- DI ED 2~ RHMEM
SINDHZEICTEELTEZN, MRICESW TR a~y ROy 2B %2 A2 £7,

a) NDO W THEMNIER IZEB SN2 L 2R L ET,
e [AhLyFEN T 7L —b (Stretched Template) ] NIEFIZEREINZZ 2R LET,

[l CiscoNX-0S D1 Ty K55 FigikE



| mms
ZkLyFantWE1—x r—20mn [

156 :

albalis
cisco  Nexus Dashboard

'8 Duarioars Schemas =]

Templte
o Appication Mansgemant —
Hame Templates Tenants.
Stretched Schema 2 2 1
JLE— 5
0 0
10 L
( 0
0 0
0
1 0

* [On-Prem7 7 L — bk (On-Prem Template) ] i))IEﬁL’”:%F#ﬁ éﬂfi: CE %Eﬁ?g szj«o

157 :

@ sies Suarah
o3 Application Management . ) Stretched Template General =
@ Fabric Management s

Name Tempiates Tenants BTG Taiis
@ Operations 3 2

Stretched Schema 2 oz P etchod Schoma

s By
Application Management ~
0 0
10

* den-default-tn 7 2 PR EFICE SN Z L 2R LET,

CiscoNX-0S DA T v K45y FimER ]
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158 :

— sl
=  asco  Nexus Dashboard *+ Orchestrator

= :

ia: Desbboand Schemas
(]
(5]
e ©
b) NDFC C, L FDIEFICFI TSN L 2R LET,
1 ODvf &L 1 DODF Yy U= BERRESNTWD Z L 2R LET,
159 :
= 35S NexuDebboud | & Ouvir
) A

= Fabric Controller

Dashboard
Data Center default Sydney
¥ Topology 4
View Actions
= WN =11 alml

Virtual Management

% Settings

Operations
Networks (1 IRFs (1 Metafabdna2 AWS  Meta-tabnaz-Azure

« VRF DIEEFICRH SN2 Z L 2l LEd,
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160 :

il
=  cis€0  Nexus Dashboard &5 One View

= Fabric Controller

# Dashboerd Data Center default Sydney VRFs (1) stretched-vif
¥ Topology View

= LAN |_ -

& Virtual Management Configuration

% Settings

1" Operations

@ In-Sync
@ Pending
In Progress
@ Out-of-Sync
e MA
Multi-select ©
0 selected

ndfc-leaf2 ndfc-leaf1

Xy MU= PIEWIZERHSNZZ 2R L ET,
& 161

aliali -
€15¢0  Nexus Dashboard e View

= Fabric Controller

# Dashboard
Data Center default Sydney Networks (1) net20
¢ T

3 Topcloay View i Search by Attributes
= LAN

& Virtual Management

% Settings

£ Operations

@ In-Sync
Pending
In Progress

@ Out-of-Sync

e NA

Multi-select ©

0 selected

ndfc-leaf2 ndfc-leaf1

) AT VLIADR—F— F— KT x=A ZRXA 2 F 34 AT ship route vrf stretched-vrf 2 A L %
R
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[ ndfc-leat1 - SecureCRT - o x
File Edit View Options Taansfer Script Took Window Help I
FoeP0AIG e T ? |
© ndfc-ed-cBk @ CatSK-AWS o CatBK-AZURE o ndfc-leafl x @ ndfc-spine @ Cat3K-AWS (1) @ CatBK-AWS-2 '
2 [Certain components of this software are Ticensed under ~
S |the GNU General Public License (GPL) version 2.
Z |GNU General Public License (GPL) version 3.0 or the GNU
2 |Lesser General Public License (LGPL) Version 2.1 or
% |Lesser General Public License (LGPL) Version 2.0.
A copy of each such license is available at
& |http://www.opensource, ul‘gﬂwcenses/%ﬂ -2.0.php and
4 [http://opensource.or g/licenses/gpl 0.htm] and
S [http://www.opensource.org/licenses/1gp1-2.1.php and
S |http://www.gnu.org/licenses/old-1icenses/Tibrary. txt.
= | |ndfc-leafl#
£ |ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl# sh ip rou vrf stretched-vrf
IP Route Table for VRF "stretched-vrf"
'*' denotes best ucast next-hop

'*#' denotes best mcast next-hop
‘[x/y]' denotes [preference/metric]
'%<string>" in via output denotes VRF <string>

10.230.0.0/16, ubest/mbest: 1/0
#*yia 10.10.0.1%default, [200/0], 00:16:32, bgp-65084, internal, tag 65091, segid: 150555 tunnelid: 0xa0a0001 encap: VXLAN

70.1.0.0/16, ubest/mbest:
*yvia 10.10.0. l)édefamt [ZDIJ,IU], 00:17:37, bgp-65084, internal, tag 65092, segid: 150555 tunnelid: O0xa0a0001 encap: VXLAN

172. lﬁ 20 0/24. ubest/mbest: 1/0, attached
.16.20.1, vlan2320, [0/0], 00:04:48, direct, tag 12345 \
172. 16 20 1/32 ubest/‘mhest 170, attached
*yia 172.16.2 0.1, vian2320, tO/O], 00:04:48, local, tag 12345
ndfc-leafl# il v
Defaut v

ZDA—A S —ATIE, V=T 47 T—TNEHEHALT, NDFC U —7 AA v FNKROVT R
MIBECTEAHZ L a2fERTEET,

* AWS : 10.230.0.0/1

» Azure : 70.1.0.0/16

d) AWSICERENEZZ 7T RN Xy hU—27 arvba—J 28k L, ROBIEEZITWET,
¢ dcnm-default-tn 71%:/ }‘ 75)1’!556?52%\ 120D VPC 75‘%'3%] éhfb‘%) Nl <1: %%%ﬁbij‘o

P >« O &
A e @ Wnages

€
@

il Cloud Network Controlier (AWS) aws QOO0 1

Tenants

Dashboard

@ Topology

Cloud Resources

Application Management Application Management Cloud Resources
Tenants Health Name Description s:’ﬂﬁ:"““ EPGs VRFs AWS Account  Regions VPCs Endpoints
Application Profiles < ey common 1 0 2 0 o [}
=

TR denm-default-tn Defaut 0 0 1 117378746 2 1 1
Contracts bt : fi 4
Filters

= infra 1 15 2 2 1 12

VRFs s

o Healthy gt 0 0 2 0 ke 0
Cloud Context Profiies

15 Rows Page 1 of 1 [44 1-d0f4 b3

External Netwarks

@ Operations

Infrastructure

1 Administrative

s VPC RSN TWND Z L 2R LET,
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€ 3 C A Notsecure | hutpss/ad 238203132/ @ & O & (e i
@ om 231 @ NORC-224 @ ARICAWS @ AFIC-Amre B AWSInfa B Acure @) Image:
= et Cloud Network Controller (AWS) @@@0@9 ]

@ Dashboard

Tenants denm-default-tn : VPCs X

@ Topology

& Cloud Resources

= Applicaticn Mansgement A ol 0 5E ¥ Healthy
Tenants Health Nam ' o i
nnnnn
Application Profiles " comm ;
EPGs defs
Healthy Pt

Contracts
Filters

VRFs i
Cloud Resources

Services. mgmt

Cloud Context Profiles q n 0
Extemal Networks
@ Operations

O Infrastructure
£ Administrative

Application Management

0 0 1

cAWS IR N7 T R 2y NU—27 av s —FDONL—F 47 T—7 )L E=—%FH
LC, BIEMRERY T Ry BRROEIIZR>TWNWDH I EEHRLET,

* NDFC : 172.16.20.0/24

« Azure : 70.1.0.0/16
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@ VPC stretched-vrf

ibnets for lock 10. .0.0/1
Overview Topology Cloud Resources  Application Management  Event Analytics Subhetsifor CIDRBIOCK10:230.0.0/18 o
Settings
10.230.1.0/24
General Settings 23
10.230.2.0/24
denm-default-tn Inherited (Routing & Security) piarine
10.230.1.0/24
us-west-2 571c951679:
Cloud Resources IR Blook Renge | Route Table Settings
10.230 6 ¥ o
1 4 0 st
1 0 2
Application Management egress
0 0 1
Destination Address * Next Hop
172.16.20,1/24 Hub Network
1 0
70.1.0.0016 tgw-034397¢
1.230.0.0116 [Geped oc
1‘&{) VPC stretched-vrf Actions~ W w O — X
Subnets for CIDR Block 10.230.0.0/16 X
Overview Topology Cloud Resources  Application Management  Event Analytics
settings
10.230.1.0/24 A P
General Settings
ud | 10.230.2.0/24
denm-default-tn Inherited (Routing & Security)

10.230.2.0/24

us-west-2 9516792097 1d

Cloud Resources A Mack Rangs | Route Table Settings
10.230.0.0/16 \ iy
1 4 0 1 stretched-vrf
1 0 2
Application Management egress
0 0 1
Destination Address*  Next Hop
70 taw
1 0
17216.20.1/24 Hub Network
10230.00/16 (e loca

e) AWS 2V — /LT, RO & &R LET,
e 1 ODVPC &L 2OoDY TRy FRERENTWELZ L 2R LET,
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4

4

VPC dashboard

EC2 Global View [2

Filter by VPC:

Select a VPC v

Virtual private cloud
Your VPCs

Subnets

Route tables

Internet gates

Egress-only internet

gateways
Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists

Endpoints

NAT gateways

Peering connections

Security
Network ACLs

Security groups

Network Analysis
Reachability Analyzer

Network Access Analyzer

DNS firewall

Rule groups

ZkLyFantWE1—x r—20mn [

m | Launch EC2 Instances

Note: Your Instances will launch in the US West region.

Resources by Region C Refresh Resources

You are using the following Amazon VPC resources

VPCs

Route Tables

Egress-only Internet Gateways

DHCP option sets

Elastic IPs

Endpoints
see all regio

Endpoint Services

)5 West 1 NAT Gateways
See all r
5 west 2 VPC Peering Connections

See all regions

work ACLs

15 west 1 Security Groups

See all regions.

Customer Gateways

5 west ate Gateways

J5 west 2 Site-to-Site VPN Connections
See all regions

15 west O Running Instances

Service Health

Current Status

®  Amazon EC2 - US West

View complete service health detail

Settings

Zones

Console Experiments

Additional Informatio

VPC Documentation
All VPC Resources
Forums

Report an lssue

AWS Network Manage

AWS Network Manager provides tool:
an AWS. Network Manager makes it ¢
monitoring and troubleshooting, IP n

Get started with Network Manager

Site-to-Site VPN Conr

Amazon VPC enables you to use your
connect those resources directly to y¢
VPN connections.

Create VPN Connection j

dashbo X Your VPCs (1) info <] actions v | IR a
€2 Global View
Q 1 @
Filter by VPC:
v Name VPCID v State v IPv4 CIDR DHCP option set v
Vil s it context-{stretched-vrf]-addr-{10.230.0.0/16] e @ Available 10.230.00/16 dopt-2 )
Subnets
Route tabl
o= m
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x Subnets (2) ints 5] actions v | [

Q 1 @

Filter by VPC

b Name v Subnet ID v State v vpC v 1Pv4 CIDR v 1Pv6 CIDR v Available IPv4 addr

¥ Virtual private cloud subnet-[10.230.1.0/24] 10.230.1.0/24 - 250
" subnet-[10.230.2.0/24] 10.230.2.0/24 - 250
B E®

Select a subnet

B & @ Owonv demo@i17I7EIAS

x C > Rou e r

Fiter by VPC. rtb-04d472959543ce393 / routetable-[stretched-vrf:egress] Actions ¥
e .

(@ You can now check network connectivity with Reachability Analyzer [ Run Reachability Analyzer | x

¥ Virtual private cloud

' Details oo

Route table ID Main Explicit subrne

9 rib-04d472959543c0393 o 2 subnets

VPC Owner ID

hed- P 117378746411

Subnet associati Edge assoi Route i Tags
Routes (3) Edit routes
pee (= Bath v 1 @
¥ Security
Network ACLs Destination v Target s Status ° Propagated
groups 1023000116 local @ Active No
¥ Network Analysis 70.1.00/16 © Active Ho
172.16.20.0/24 © Active No

Reachal

) Azure [IZEH SN T U R Xy NI —7 ar ba—JIC8# L, ROMGEEZITWVET,
* denm-default-tn 7 7 > B ﬁ‘{?ﬁzéﬂ(‘b‘é N %EE%}JD Li'ﬁ—o
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Dastboard

} Topology

Cioud Resources
Appiication Management A
Tenants

Application Proties

Cious Context Profios

Extemal Ne

ructure

£ Administrative

Cloua Resources
5 Applicabion Management
Tenants

Application Profles

EPGs

Contracts.

Finters

VRFs

Cloua Context Profie:

External Networks

3 Operations

cisco

Tenants

Health

© Healthy

cisco

Tenants

Heatth
© Healthy

I+ Cloud Network Controller (Azure) A

Appiication

Name Description Frsrre

momt

i Cloud Network Controller (Azure) A asure

EPGs

ZkLyFantWE1—x r—20mn [

VRFs

dcnm-default-tn : Virtual Networks

Name De

*VRE BNEENTWVWDZ L &2fER LET

@o00oo W

Joud Resour

Subscription

Regions Virtual Networks

Endpoints

1-dold

(o]

QoQLoCe ¥

© Healthy

General

Cloud Resources

1 0

Application Management

0 0
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sl Cloud Network Controller (Azure) A @@Qoeo )
VRFs ®

VRFs  Leak Routes

Hoalth Name EpGs Cloud Contest Profiles.  Regians. Virtual Networks. Routers Endpaints

cAWS IR N7 T R 2y NU—27 av  a—FDONL—F 47 T—7 )L E=—%FH
LC, BIEMRERY TRy BRRODEHIIZR>TWNWDH I AR LET,

* NDFC : 172.16.20.0/24

* AWS : 10.230.0.0/1

@ Virtual Network stretched-vrf

Subnets for Cl lock 7( 0.0/ <
Overview Topology Cloud Resources  Application Management  Event Analytics Stbriets for CIDRBlock 70.1.0.0/16 i
-
General Settings - il Settings
0 & Se h
———
S CIOR Biock Range "
1 0 7 " Route Table Settings
stched-vt
1 (1] 0 .
ot
Appiication Managem:
0 0 1
ear
1 0
o Next Ho

g) Azure 2V —/L T, BT Ry FBRFIRSND I EEMER L ET,
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ZkLyFant-RE1—2 r—20HH ]

Microsoft Azure P Search resources, services, and docs (G+/)

Virtual networks <. stretched-vrf | Subnets  * x

t Create & Manage view + Subnet + Gatewaysubnet () Refresh

Filter for any field.

Name *

Name T4 Pud Ty IV Ty Available 1Ps T4, Delegated to T4 ‘Security group T4 Route table T4,
& overapt

subnet-70.1.1.0_24 70110724 - 251 3 subnet-70.1.1.0.24 t-stretched-vrf_egress
43 sirgtched-vrf -

3 subnats

X gastion
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IL— bk )= DOERH

o )L— F U—27 O AHIZONT (155 X—)
« VBT LT L— N ORERE (157 ~2—3)
s = b= ORE (177 =)

I— bk )= DFERHIZDOLNT

ZON—F V= Da—Ar—A T, AT LIZAY A FOVREBLON Ry NU—V EH
Bateh A N EIEBOT T — R EFRHLETE, 770 RYA FOBE, 207
Y7 L— NMIEIVRF EROANPEENE T, [HIL VRFRETOYA MIIESTWNDHDOTHA
METT VT 4 v 7 ADKWDT-DITHERR Z ML LW A Ny F 37 VRF 22— R 7 —
A (117°%—) TSI TV DILIEVRE (NEVRF) ORI & X8 a0 | &V A MEE
9 VREF #fEH>DTZDa2—RA r—ATIXVRF U —7 KT 20ENH Y 9,

YA b (AT VLIRETTTURYADN) BITT LT (v 7 A RET DI, A MCEE
fFFonTnbsZENENDT 7 L— hTb— b U —27 ZHRIICHER T A2 HLERNH D 97,
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162 :
VRF Route Leaking Schema oy )
On-Prem Site
( On-Prem Template\l m
. . &R
| VRF : v10 / =
| Net : 172.16.10.0/24 1 R
\
ST T T ST T T T T TS T T m s g Cloud Site 1
( AWS Template s|
1 1
1
\ ]
N e e e e e e e e e o e e e e e e o e o e = -
( Azure Template \| Cloud Site 2
1 1
i . |
i ' A haure
\\ ________________________ ’l

On-Prem Template

R

On-premises aws
)

AWS Template
>

2
S

Region — US West
VRF —aws10
CIDR - 10.220.0.0/16
Subnet-10.220.1.0/24
Subnet-10.220.2.0/24

VRF-v10
Network-172.16.10.0/24

Q
o

2
d@

Azure Template

A\ Azure

Region — US East
VRF —azurel0
CIDR -90.1.0.0/16
Subnet-90.1.1.0/24

FORNIRT Lo, A MAXERNCEEM T N7 T — R H Y, DA FD
RZEAED VRF/ Xy b =7 E#NREGEENTVET, A 732 77— I NDFC HHO
F TV A A MZEEM T BN TWETR, ans 77—k & azure FrFL— MIENE
FUVAWS & Azure 7 7 U R A MCBHEHT 50 TWE T, Inter-VRF L— K U —27 3, o

NEOWEZ AIRBIC T 57212, $72 5 VRF M CHIRIIICHER S E T,
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ver7oIL—roin ]

~ — o s
BT TL— MO
RO a OFEEZEM LT, V=~ V=7 Da—R F—RAIRERT T L— &t
[ APE I

FUTLERHYA R TUTL— FOER

ZDkr v a T, NDFCEHOA 7 LI A B4 MIBEM T OND (4 7riz 707
L'— bk (On-Prem Template) 1R L FET,

ATy 71 NDO T, [FFTUH— 3 EHE (Application Management) ]>[AXF—< (Schema) JiZ&EhL, [R
F—TMEM (AddSchema) 1227 U v 27 L%,

ATYyT2 AF—<HAEEEL, BN (Add) 1227V v7 LET,

TDA—A I —ATlE, FrLWAF—<I|Z [VRF L—F U—2 AF¥—= (VRF Route Leaking Schema) ] &\
I ATET ET,

163:

— il
= «aseo  Nexus Dashboard *. Orchestrator

View

General

FLW[VRFIL— bk 1)—% X&—< (VRFRoute Leaking Schema) ] A% —<® % (overview) ] ~—
PIZRD £,

ATYF3  [VRF A— b U—Z A%—~ (VRF Route Leaking Schema) ] AF¥—~D FCEFHLWTFYTL—FrZEBMLE
9 (Add New Template) %27 U v 7 LE7,

ATFv T4 NDFCT o7 L—bE@ERLET,

ATw T8 [F&T% (DisplayName) 17 1 —/L RIZ4 R4 AJ) LT, NDFC X A 7 D7 7 L— M &AERk L E 9 (H

[On-Prem 7 7L —hk (On-Prem Template) ] )o
RTFYT6 TTUNIT U= e~y T 50 [THY bEEIR (SelectaTenant) ] 7 4 —/L KND
denm-default-tn 7 2 b fgﬁ_%:]:}{ Liﬁ‘o
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164:

iailre
cisco Nexus Dashboard

VRF Route Leaking Schema

View On-Prem Template 24

o On-Prem Template versons
Applied to 1 sites

Template Properties v

© v

@ networks

net10

ATFw 71 [TFrFTL—bk FANT 4 (Template Properties) | C[A TP 9 FDYER (Create Object) 1 %27 U v
27 L. [VRF] Z3&R LT, NDFC ICEFRSNI=A > F L I 2 A FTHEH S D VRE 2B L £7,

GE) BHLUWVRF 2/ES L0, BEICERA LAY 7L A VRF 2B LIZ5BE. [TrFTL—F
70/37 4 (Template Properties) ] ® F, [4 >7/R— b (Import) 1227V v 27 LEF, L
TREIZAER S 7= VRF A >R — h LET,

HIE, VP R—MIA LT L IAY AL FIOLDVRFERY NT—7 DA VR— NI L THOH
FRETEET,

ATy T8 ZOVRF D [&RFE%E (Display Name) 17 4 —/L RiZ4aiZ A LET B : vio) .
165

— el
=  asco  Nexus Dashboard *. Orchestrator

VRF Route Leaking Schema [ 5o oo LRRYS
View On-Prem Template - (ot e rempie ) X

o On-Prem Template

|
Template Properties g

VRFs Add VRE NDFC Properties

[E—]

12345

FABRIC-RMAP-REDIST SUBNET
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ATy 79 [TFrTL—+bk FO/F« (Template Properties) 1O F, [A#T P x4 %R (Create Object) 1 %7~
Uo7 LTHy NU—7 BERT B[Ry hT—%4 (Network) ] 2R L £,

6= HLWVRF Z#1E5 L0, BEICHEM L2V VRE 2B L7254, [Ty FL— bk FOnsTa
(Template Properties) ] D F, [4 >7R— bt (Import) 127V v 27 L4, & L CEEICERK
SN Xy NI—27 A VAR—FLET,

AT N0 Fv hU—7 0O [RFRE (Display Name) | 7 « —/V RIZ4RTZ AT LET (B @ net10) o

ATy TN [N—F )L )L— b &k (Virtual Routing & Forwarding) 17 4 —/L R T, v10o VRF Zi## L T, net1o
Fv NI =2 %ZDOVRFIZ~w vy BT LET,

[ 166 :

— el
= asco  Nexus Dashboard

VRF Route Leaking Schema 0 X

View On-Prem Template - [ Mo Tempane | 3 o X

o On-Prem Template

Template Properties - P |

* Gateway IP

© ~a suboet

ATvT12 [F—bozAIP (GatewaylP) ] 7 4 —/L KT, [ T*vy bDENM (AddSubnet) 1227V v LTH—
FTx2ADIPT RLAZ AL, BN (Add) 127 U7 LET,
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167:

F—=RUxzAIPT RLAIF[HF—b,D A IP (Gateway IP) ] 7 4 — /L RIZERSNET,
X 168 :

VRF Route Leaking Schema

2 ri00cec (R X

Network
View On-Prem Template - Ty [ e

o om v
® issociated Sites o o
g ansme o
@ 9n Frem Template "onu oo Comman ronerties N

Template Properties

Fiter

. - NOFC Proparties ~

MNetwork D ©
vio

oS
. ) Add Network Virtual Routing & Forwarding *
S -
s
Defautt_Network_Universal

Metwork Extension Profile =
Defauit_Network_Extension Univarsal

VLANID

VLAN Name

* Gateway P
1721610/24 ’/w

ATV T3 MERES. Ry NT—2DF T aF I RTRA—EZEEHRLET,

ATy T [FTrTL—bk FO/F 4 (Template Properties) 1| =V 7N T[F74Y 3> (Actions) ]>[H4 FDBEE
fF1+ (Sites Association) %27 VU v 27 LE7,
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169 :

p—
= ‘asco NexusDashboard — *
oo (Y ) X

VRF Route Leaking Schema

Network o
View On-Prem Template A New Template : D X
| ussomcummar scama |
o
i Ly > S—

Template Properties -

Add Network

@ Networks

* Gateway IP

17216101124

© 1

IOTUT L= EF TV IAYA MNZD2—Rr—ADHFITIEY F=— WA MICORBEEAT,

ATy 715
OK] %227 Uv 7 LET,
170 :
S e Dashboard
VRF Route Leaking Schema
View
(-]
Add Sites To On-Prem Template * K8
© AZURE
ATvF16 [TrTL—bk Fa/NF 4 (Template Properties) 1227 Vv 27 L, A7 LI AV A F(ZD2—R Fr—
ADFITIE v F=— %A b)) ZRINL TH 5, vio VRF Z IR L £,
ATy T HEOSRA T — T DB (Add Static Leaf) 1227V v 27 LET,
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ATy 718

ATv 719

ATvT20

ATFvT2AN
ATvT22
ATvT23
ATvT24

171:

cisco  Nexus Dashboard *. Orchestrat

VRF Route Leaking Schema B x

View On-Prem Template ~

) Sydney o . : o
Templats Properties

Sydney 3 . (Resom )

VRFs
——
P A

[204') — D D&M (Add Static Leaf) 17 1 > FUBERRINET,

[U—7 (Leaf) 17 4 —/V KNT, VREBER SN DZXREHZHDOY —T/R—F—/iR—F— 4 — b+ T = A
FTNAAZRIRL, Okz2 Y w7 LET,

ZOHITIEH, V—7 /—FRICVRF 2 ERTAIVENHY T (VRFIZvy SN xy b= DT
VRARA Y MCEEE SN D) . ZLT, VRENDHZ 7T RYA RO LA Y — 3 BEICIRIR T 5 72012
BGW AXA v ) — RERETAMLERNHD £,

Xy MU= %0 —7 A v FITHERT HITIE, netl0 xy NU—2 %27V v 7 L, [HHAR— kOB

7V LT, 20Xy NI —J ZRETLIR—FEBEMLET,
[E2H0R— DB (Add StaticPort) 17 1 > RUBNFRENET,

[B#897R— L DiBfN (Add Static Port) 1 7 « > Ko C[/XRX ZEH (AddPath) 1227V v 27 LET,
[B#F97R— M DBM (Add StaticPort) 17V« > RUNREREINFET,

[V—7 (Leaf) 1 74—V FTEBALIZWR Y NT—7 DT NA AEBIRLE T,
(f£&) VLANZ 4 —/L R E R ERE AT LET,

[R—k (Port) 17 4 —/V RTEBLIZWER Y hU—2 OFR— R &R ET,
[R%E (Save) 127V v o LET,
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172:

[E8H0R— DB (Add StaticPort) 17 1 > RIZEY £,

RATv T2 [FEHIR— FDBM (Add Static Port) 1 7 ¢ > Ko CHEE (Submit) 1227V v 7 LET,
X 173:

FUTVLIATUT L= U4 RTICEY £,
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174:

wlnilis
=  asco  Nexus Dashboard

VRF Route Leaking Schema B x
Network %
View On-Prem Template .
° . . . "
P Sydney . it o e ——
O nnnnnnnnn pertes ~
Sydney + v - =
vers
Site Local Properties
0 et
Precro
Servar Addn
°
Leat VLN Ports
-
Hide A
0

RT9T26 AT VIAPANORICHDIRAIZZ Vv 7 L, Ruay Aoy Ama—0b [Tr7TL—r0TA
/XT 4 (Template Properties) ] Z3&R L £,
ATy T2l [VA MZJEBR (Deployto Sites) 1227V v 7 LET,

175

VRF Route Leaking Schema [ soee screre JSUPS
") Template w
View On-Prem Template SENE S X
° ! Template Setlings
o On-Prem Template o . o .
- ; Deptoy 10 388
. On-Prem Tempiate
Template Properties [L-\ = ]
Add Tonant Setting:

ATY 728 [On-Prem 7> 7L —Fh (AWS Template) ] A NMOEBE T,
BMFEFED =0 [ TS > (DeploymentPlan) 127V v 27 L%,
FoTVIRAYA eI v LT, TOREDYA FORBET 7 v 2FRLET,
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Deployment Plan

General Information
@ Template
On-Prem Template

Plan

Crested ODeleted (Modified OExisting @ Shadow

View Payload

@ ndfc-spinel

@ ndfc-leafl - ndfc-leat2

Odenm-defautt-tn

@ 17218101724 @ WPCa9

@ ndifc-leafl ~ ndic-ieat2 @ WPCS!

Ovio @ vPCs2

« [EBBA (Deploy) 1% 72 V » 27 LT, NDO # NDFC (Z#fk%a 7 >~ v = LET,
Zhick V., NDOMERA NDFCIZ 7 vy ¥ a2 & ¥,

XFw 729 NDFC T. VREF QN EMICERENT-Z 2R LET,
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177 :

= Fabric Controller

Dashboard
A Data Center default VRFs (2) vi0
¢ To
¥ Topology View ~ Search by Attributes
o i
& Virtual Management
{+ Settings
£ Operations
@ In-Sync
Pending
In Pro
@ Out-of-Sync
@ NA
Multi-sel
0 select:
ndfc/spinet
ndic-lear2 ndfc-leaf1
.,
RDERY

Azure A ~ 77 L— FOHERL (166 ~—2) OFIREZFATL LT,

Azure 4 +F T T L— FDER

ZD®v T a T, azure Yo MIBEEA T BND Azure 77 L— M ERER L F T,

1R BHHEIIZ
FTVIAYA N T L— RO (157 X—) OFRIEEZFEITLET,

ATYF1  [VRF »— b U—Z Z%—~ (VRF Route Leaking Schema) ] AX—~D FTC[EFHLWTYTL—rZEMLE
9 (Add New Template) 127 U v 7 L&,

RTv7F2 NDFCT>7L— hEERLET,

ATv 73  [F&F=% (DisplayName) 17 1 —/V RiZ4#iZ A LT, Azure 4 NONDFC ¥ A 7 OF7 7L — &
fER LET (] : (azure 7> 7L — | (azure Template) 1 )o

AT T4 TFUNIT T L= e~y 7T 50T h%E#EIR (SelectaTenant) 1 7 4 —/L KN®D
denm-default-tn 712 M &2 @R L 97,
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Azure 44 b T T L— O .

178:

il
=  csco  Nexus Dashboard $. Orchestrator

VRF Route Leaking Schema 4/1000 Objects DY X

Template

View Azure Template v [ 5o ] ° N

Azure Template

o
oy 1 Template Settings ~
Sync 0
Azure Template
Do
Template Properties Actions.
FLECT @) CREATE OBJECT b
emplate Type
NDFC
@ vees Add VRF Tenant Settings %
&
azure10

Default tenant for NDFC sites

ATy TS5 [TFrTL—bk FO/8F« (Template Properties) | T[A TP FDER (Create Object) %27V v
7 L. [VRF] Z@R L T, Azure 4 M THEH I D VRF Z1E L £7,

179:

alvale
= cisco  Nexus Dashboard *. Orchestrator

VRF Route Leaking Schema [ sove screms FORRSES
. ) Template 5
View Azure Template - Azure Template
o ! Template Settings
o Azure Template » Name®
L & g Azure Template

Template Properties - Actors
[+ Creaie Object - ]

VRF

Network Tenant Settings

denm-defaut-tn

Let’s create an object

ATvT6 ZDVRF D [FRR%E (DisplayName) 17 4 —/v RIZ4RTZADLET (B : azurelo) .

CiscoNX-0S DA T v K45y FimER ]
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. Azure 1 b T TL— FDER

180 :

wilbi s

= I
= cisco  Nexus Dashboard *. Orchestrator

VRF Route Leaking Schema BEEo v x
. VRF o
View Azure Template - urat
| uscomcummonr scmua____|
o
o Azure Templgle o ) = owetsmco Commeon Properties
a0
Template Properties Ej L h
+ Create Object
- NDFC Properties

VRFs

12345

FABRIC-RMAP-REDIST-SUBNET

ATv 71 [Tv7FTL—Fbk FANT 4 (Template Properties) 1| =V 7N T[745 3> (Actions) 1> [H%4 +DBEEHE
fF1+ (Sites Association) %27V v 7 LET,

181:

ailinlis
cisco  Nexus Dashboard *. Orchestrator

VRF Route Leaking Schema : [ save screens FOTREY

View Azure Template -

° Azure Template i P Gomman Proparties

Template Properties

VRFs

1245

FABRIC-RMAP-REDIST-SUBNET

ATYvT8 ZOTFUTL— b Azure VA hORIZBHL T, [OK] 227 VU » 7 LET,
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ATvT9

ATy 710
ATFvI1N

ATvT12

Azure 44 b T T L— O .

182:

VRF Route Leaking Schema [ sove srns i

View Azu

@ i Lore (): o

Add Sites To Azure Template

azurel0 VRE &2 U w7 L ['J-‘)a‘z@:’@?]ﬂ (AddRegion) ]%L’y Vo2 LT, @RLIEY—Va iz
VNet #1ERk L E 7,
[259 K 1)— 3> CIDRs 380 (Add Cloud Region CIDRs) 7 ¢ K7 RERENET,

[V—< 3> (Region) 17 4 —/L RNT VNet 1B L7720 — 3 VA RIRL £,

CIDR” —/L RNC[CIDR %3EM (AddCIDRs) ] %7 U > 27 L, VNet®> CIDR 7 & v 7 % EFHK L £
75

BT 3y FEAERT DI [ TRy FEM (AddSubnet) 1227V v 27 L, [#R#F (Save) 127V v
7 LET,

183:

i
= cucL Nexus Dashboard

VRF Route Leaking Schema B¢

Add Cloud Region CIDRs

| 9010018

==

CiscoNX-0S DA T v K45y FimER ]



sl |

. Azure 1 b T TL— FDER

[VNet E7 1Y >4 (VNetPeering) | 74— /V RO FIZHDF = v 7Ry 7 A%A N2 LT, Azure D

ATy 713
CiscoZ7 77 K 3xy hU—27 avbha—FTERINTNAT 2y NU—T7 2RI LFET,

184:

= %5 NexusDashboard | * orohesator
o ) X

VRF Route Leaking Schema

VRF

Add Cloud Regicon CIDRs

ATy [OK| %227V v LET,

Azure 7 7L — b U4 FUIZRD £75,

Azure A FOREICHLKENZ 27 Vw7 L, Ry H Uy Ama—b [TrTL— b0 TOIRT 4
(Template Properties) ] Zi®R L £ 7,

ATYT16 [VA MZJEBA (Deployto Sites) 1227V v 7 LET,

AT w11 (azure ¥ 7L — b (Azure Template) ] WA NIEBHET,

BMFEFED =0 [EBB TS > (DeploymentPlan) 127V v 27 L%,

R

Azure A F 227 U v 7 LT, ZOREDY A ORI B ZERLET,

ATvT15
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Azwre 4 + 72T L— kot [

cisco Nex

Deployment Plan

General Information

@ Template @ schema @ Tenant
Azure Tempiate VRF Routs Leaking Schema acnm-default-tn
Plan
Created ODeleted (OModified OExisting @ Shadow

View Payload

O route-target:as2-nnd 2 3456:155,
O denm-defautt-tn O azwreia
O route-target:ss2-nnd 23456311,

« [BBA (Deploy) ]% 2 V v 27 L, NDO » NDFC (Z#k % 7 v = LE7,

WRAELL Py v a2 &8N 2 & 2ERT 5120, Azure B SN I R Ry NU—F7 av ha—
TR L, 959 FHEHMMER O >RERY FIT—2ICBEI L T D, azureloVNetZ 27 U v 7 L,
FAR—DOEREMHEH L CTEMOMEREZITWET,

X 186 :

@ Virtual Network azure10 Aconsv R w O — X
Subnets for CIDR Block 90.1.0.0/16
Overview Topology ~Cloud Resources ~ Application Management  Event Analytics / =
W 90.1.2.0/24
90.1.2.0/24
General Settings Settings
Account Cloud Access Privilege c| so110/2¢ Pp———
denm-default-tn Inherited (Routing & Security) c Inherited (Routing & Security)
Region Cloud Context Profile Cloud CIDR"s Subnet
eastus azure10-eastus 90.1.2.0/24
CIDRs Name
Cloud Resources CIDR Block Range Pr
1 0 2 90.1.00/16 ve Route Table Settings N
Route Name

Cloud Provider ID

azurel0:egress

configured

Oper State
1 0 0 >

Cloud Provider ID

Direction
0 0 1
egress
ppicaton rotes e —_—
Entries
1 0 [Des(inationAddvess' Next Hop ]

CiscoNX-08 D\ T v K457 FiggEE ]



sl |

B awsyoq k5o T0—rom

FavADZOR R TIISEET FLABREREINTWARWEZD, Azure VA MEI7T 02D Z OREETIE
FEMOY A FEBETERWVWI LIEBELTLEEY, 2057 RLU AL, v—k UV —27FE
MET LRI vy v EnET,

RDEARY
AWS A F Fo 7 L— bR (172 %—) OFRIEEEITLET,

AWS 54 kT L— DR

&

ATy T2
ATvT3

RTvT4

ok aTiE, AWS A MZBERHT L5 [AWS 7> 7 L — |k (AWS Template) ] o 3D
LET,

1R HHIIZ
Azure 1A h 7T L— hORERK (166 ~—2) OFIEZFATLET,

[VRF L— k U —Z A¥—~ (VRF Route Leaking Schema) ] A¥ —~D FCEFILLWT > FTL—rZEBMLE
9 (Add New Template) %27 U v 7 LET,

NDFC 7> 7 L— R 28R L7,

[R=<4% (DisplayName) 17 1 —/V RiZ4RiZ AL T, AWSH A RDONDFC ¥ A 7D7 7L — K%
ERC L ET (B : (aws 7o 7L — b (aWS Template) ] )o

TFYNIT T L= Nevy T T HOIC[TFH Y bEER (SelectaTenant) ] 7« —/L KN®
denm-default-tn 71 2 M AR L 97,

187:

i
= cisco  Nexus Dashboard

VRF Route Leaking Schema

Template

View AWS Template

AWS Template

Template Settings ~

o AWS Template version1s
Applied to 1 sites

Template Properties +

IMPORT

@ vres

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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aws 4+ 727 L— kot [

ATFw TS5 [TFrFL—k FOsF« (Template Properties) ] T[A TP 9 DR (Create Object) 1% 27 U v
7 L, [VRF] Z#R LT, AWS %A b T 4125 VRF ZERLL £7,
ATw 6 ZDVRF D [RTE (DisplayName) 17« —/L RiZ4HiZ AN LET (B 1 awsi0) .

188 :

il
= cisco  Nexus Dashboard

VRF Route Leaking Schema 411000 Objects DY X
: VRF
View AWS Template (7] D x
aws10
\USED N CURRENT SCHEMA
a AWS Template version1s ]
Template Propertigs -
MPORT © oreate onuECT
@ vees NDFC Properties ~
aws10

F Profile *

Default VRF_Universal

Default_VRF_E

Redistribute Direct Route Maj
FABRIC-RMAP-REDIST-SUBNET

ATy F1 [FTrFTL—bk FO/8F« (Template Properties) 1| =U 7N T[7Y 3> (Actions) ]>[H4 ~DEEE
f$1+ (Sites Association) 1227 VU v 7 LE7,

ATYT8 ZOTUTL— e AWS A NOBIZEEMT, [OK] 227V v 7 LET,
5 189:

— il
=  «asco  Nexus Dashboard

VRF Route Leaking Schema (st x

View AWS Template

Add Sites To AWS Template
Name

el

o A

CiscoNX-0S DA T v K45y FimER ]



sl |
B awsyoq k5o T0—rom

ATY 79 [FrFTL—rDFTO/T 4 (Template Properties) | ODRICH D KHIZ 7Y v 7 L, Ry 7 X A
==L AWS 7 U R YA N ZBRLET,

ATV T awstoVRFZZ7 VU w7 L, [U—232DEM (AddRegion) 127V v 7 LT, ®@RLEY—Va i
VPC ZAER L £97
[25™% K 1)—2 3> CIDRs #3iBM0 (Add Cloud Region CIDRs) 7 > R RNFE/RENET,

ATy TN [U—23Y (Region) 17 4 —/L RNTVPC ZERRL72WVWY —Va U ARIRLET,
AFv 712 CIDR7 .t —/L RN T[CIDR Z:BM (AddCIDRs) 1227V v 27 L., VPCOCIDR 7 v v 7 ZE#HELET,
AT V7 xy FEERT L0 — i~y 7T 50 [T+ y FEEM (Add Subnet) | %
7V w7 L, [#&7%F (Save) 127V v LT,
X 190:

s
= asco  Nexus Dashboard *. Orchestrator

VRF Route Leaking Schema [ save scnerma B

Add Cloud Region CIDRs

| us-west-2
Enabled

10.220..0/24 a2 w
10.2202.0/24 west-2 X

[

ATFY 1 [INT 2y bT—% (HubNetwork) ] 74—V RO FIZHDHF = v 7Ry 7 A%4 12 LT, AWS Fld
CiscoZ 77 KRRy hU—27 arba—7 TERENEANAT Xy FU—27 Z@8IRL 7,

Cisco/ 77U KRRy hI—27 a2 bha—IRB8HT7xy b bT 0 Vy N F—boo AT 252 &%
FFAILET, UL, P70V M= b= APBRICEROH LY 7Ry 67 T T R ED Cisco
Catalyst 8000Vs|Z b7 ¥y b 7F— b7 = A ICHe 2 fli A BT £,

ATy T15 [Ty bk (Subnet) 1| 74—V FHATHIZU Yy b F—bhv=AfIfEbNDV TRy he~vy T LE
R

FIU Py M F= b2 IZEMOY TRy T 20NN 7577 4 2ATT,
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aws 4+ 727 L— kot [

191:

—  ailuile
= cisco  Nexus Dashboard *. Orchestrator

VRF Route Leaking Schema EEo v x

Add Cloud Region CIDRs

10.220.0.0/16 ary a /a8

ATvF16 [OK] %227V v7 L%ET,
AWS 77 L—h U4 RUIZRY £7°,
RATYT1 AWSHA FOREICHLIRANEZZ Vw7 L, Ruy 7 X0y A=a—nh [Ty L— kD TANT 4
(Template Properties) ] 23R L 9,
ATy 18 [VA MZEB] (DeploytoSites) %27V v 27 LET,

X 192:
=m':Ir'a' Nexus Dashboard *. Orchestralor
VRF Route Leaking Schema EEo v x
Template
View AWS Template L " &
[} Template Sattings
o AWS Template O . o .
P Dol to ses
WS Template
Template Properties - e
= rant Setting

ATFYT19  [aws FrFL—F (aWS Template) ] WA MTEBEET,
« BIFRRED 7= DIZ[BB TS > (DeploymentPlan) 127V v 7 L%,
AWSHA N&27 Vw7 LT, TOREOY A NORHT T 2R R LET,

CiscoNX-0S DA T v K45y FimER ]
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B awsysr5o70—romm

193:

Plan

Deployment Plan
General Information

@ Template
AWS Template

Odenm-gefauit-tn

yoar

Orawsio.

O route-target:as2-nnd:23456:158

O route-targetas2-nnd:23456:316.

nnnnnnn

Created ODeleted OModified Ofxisting @ Shadow

« [EBBA (Deploy) 1% 72 V v 27 LT, NDO » NDFC (Z#fk & 7 >~ v = LET,

(Ve Pt

WRAIELLS 7'y 2 S 2 L 28T 51T13, AWSICE SN/ Y KXy hU—2 3> br—
ZICHHE L, 7570 K EER O >VPCIZBEIL T b, awsio VPCE 27 U v 7 L, HIER—T O
R L CBMOMEEITOET,

X 194 :

@ VPC aws10

General

Account
denm-default-tn

Region

Overview Topology ~Cloud Resources  Application Management  Event Analytics

Settings

Cloud Access Privilege
Inherited (Routing Only)

Cloud Provider ID

CIDRs

CIDR Block Range

10.210.0.0/16

Subnets for CIDR Block 10.210.0.0/16

10.210.1.0/24
10.210.2.0/24

atnet
© o200
Settings

Cloud Access Privilege
Inherited (Routing Only)

Cloud CIDR"s Subnet
10.210.1.0/24

Name

Route Table Settings

Name
aws10:egress

Destination Address *
10.210.0.0/16 [Cagied

AWS D7 BBV ADZ DR TIHILT RUABPEREINTNDZ EICEREL T XN, 272, Zh
IZ. 2O AWS A IR FENAKEWBETEXAZLDLEFRLTWHWET, AWS 4 NI, YutkrxDz
OEFRTIXTEZMMOT A M E@BETEET A, AWSHY A ERBIOY A FEBIETEXD LT HEDIT

VBB SET U ARERIE, v— b V=7 FERE T LB vy v a2 8nET,
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r—tu—soze I

RDBERY
N— ) =7 ORE (177~—Y) TRESH TSI FIEZEM LT, L—F =27 2REL
i‘j‘o

IW— K1) =D DEKE

N—h V=0 22— R Fr—ZAOWERTHT=DICROE 7 v a v OFIEEEHALET,

Azure VRF 5 5 NDFCVRF ~D)L— k 1) —J D1ERK

DY 3 TlX, Azure VRF (azure10) 7>5 NDFC VRF (vio) ~®DJ/b— k U —7 &Rk
L/i‘a_o

1R BHHEIIZ
MERT 7 L— FOMERL (157 %—) TRMESNDIFEEZFEA LT, LB LR2T T L— |
PHERE L E T,

ATV T1 ZNEOFNETHNCHER LT azure 77 L— k&, denm-default-tn 7> 227 U v 7 LET,
ATY T2 ZNEDOFNETHIIHERK LTz azureto VRF 227 U v 7 LE T,

ATYT3 HDOXA T, [U—% JL— +%EBM (Add Leak Route) 127 U v 7 LET,

195:

@isco’ Nexus Dashboard

VRF Route Leaking Schema

View Azure Template -

o e . criticai major
o Template Properties

VRFs
Site L
Ragi
[+]
o
aws10 Interna

[J—% JL— R %385 (Add Leak Routes) ] ¢ > R 7330m Sk,

ATv T4 [J— )L— k%iBM (AddLeakRoutes) ]V 1> RUWNT[A—4 v b VRF Z:#IR (SelectaTarget VRF) ]
Vv LET,

CiscoNX-0S DA T v K45y FimER ]
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B Azure VRF 5 5 NDFCVRF ~DJL— | U —% D#ER

Add Leak Routes

Target VRF
Select a Targe! VRF

[#—%v b VRF %5&1R (Selecta Target VRF) 17 1 > RUNFRENET,

ATy 75 [2—4 v b VRF Z:#R (Select a Target VRF) 12— T, /b— % U —2 L7V NDFC VRF (vi0) %
ER L, IR (Select) 127 U v 7 LET,

X 197:

Select a Target VRF

€L Search a Target VRF vio

stretched-vr intemnal
Stretched Schema > Stretched Template Name
10

General

Tenant
denm-default-tn

Description
azure10 Internal VRF Routs Leaking Schema - On-Prem Tempiate - denm-default-tn
VRF Route Leaking Schema > Azure Template

Setting
Site Associations

[V—2% JL— r®DiBM (Add Leak Routes) 17 4 > RIZEREY 9,

ATv 76 [U—% JL— %EM (Add Leak Routes) 1 7V > R T [HTHv k IP MBI (Add Subnet IP) ] %~
Vo7 L, 7T VIAYA MUBET D Azure 7 77 K73y REBMLET,

GE) [T+ b IP ZEM (AddSubnetIP) 147> 2 ik, @RV TRy hOHD U — 27 %FF
ALET, £E, BTOT VT 4 v 7 ABRERHIIEVRFIZY — 7 SNOMLEDOHLH5:6, 8T
DY TRy M IPs AT g a2RbICHEHTEET,

[l CiscoNX-0S D1 Ty K55 FigikE
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Azure VRE > AWS VRE ~0d )L — k ) — 5 otk [

198 :

— il
= cisco  Nexus Dashboard

VRF Route Leaking Schema

View Azure Template

o
Azure n .
Add Leak Routes
Target VRF

Routes to Target VRF )

Subnet IP

ibnet IPs
IP Address

|9n'|n-2r.

D= —ZADPA ., 90.1.1.0/26 T Xy NEFEHALET,

ATy 71T [OK] &7 Vv 7 LET,
Azure T FL—k X—ZRE D . Azure VRF 726 NDFC VRE ~DZ DJLb— h 1 — 7 OIS 2R T £

‘@40

RDBERY

Azure VRF 7> AWS VRF ~D/L— ~ U —27 Okt (179 X—) OFEZEITLET,

Azure VRF ) 5 AWSVRF ~ADJ)L— k ) —45 DR
DOk g TlE, Azure VRF (azure1o) 75 AWS VRF (aws10) ~ODJ/L— ~ U —27 ZHk

ﬁil./ji—g—o
Z OFJEIE. Azure VRF 75 NDFC VRF ~D/L— ~ J — 7 OfERk (1772—3) L 2<FLF
JEZITWET, LPLINSOFNETIE, ED ¥ —5 > N VRF (ZOFNED AWS ¥ —7 > b

VRF) Z&ERLET,

1R BRI

Azure VRF 75 NDFC VRE ~D/V— ~ U —7 OfERE (177 2—Y) OFIEEZFEITLET,

RATvF1 [4—4% v b VRF OFEIR (Select a Target VRF) 1 X—Y T, /L— % U —292% AWS VRF (aws10) %%
U, GER (Select) 1227V v LET,

CiscoNX-0S DA T v K45y FimER ]
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B zure VRF 5 5 AWS VRF A L— b 1 —5 DR

199:

Select a Target VRF

QU Search 8 Target VRF
stretched-vrf Intemal
Stratched Schema > Stretched Template

10 Internal
VRF Route Leaking Schema > On-Prom Template

| |7

azuei
VRF Route Leaking Schema > Azure Template

Description
VRF Route Leaking Schema - AWS Template - denm-default-tn

Setting
Sia Associations

[V—% JL— +D3EM (Add Leak Routes) 17« > RIZREY £,

ATw T2 [V—% )L— DB (Add Leak Routes) ] 7 4 > RUNTAWS 7 70 RMRELTZWT 71y b Z&BN
LET,

ZDZ—RA L —ADLE 90.1.1.0/24 T Fy bEFEHLET, LB ->T, Rry XU A=a—
7107 LT, 90.1.1.0/24 7%y FEEIR L F3,

[ 200 :

Add Leak Routes

Target VRF
aws10 >
Routes to Target VRF O

Tyee @

i

1P Address

| 901.1.0/24

© A subaet P

ATy T3 0K %227V w7 LET,

[l CiscoNX-0S D1 Ty K55 FigikE
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Azure VRE > AWS VRE ~0d )L — k ) — 5 otk [

[Azure 7> 7L — b (Azure Template) ] “X— IRV £9, Z Z TlX. Azure VRF 7*5 AWS VRF ~D Z D
N— b U= DR ERTO AT » 7Dt v |k THERK L 72 Azure VRF 725 NDFC VRF ~D/V— |k U —2 %
R CcE £,
RATYT8 Azure A FORRCHDRKHZ2 ) v 27 L, Fuy T XUy A=a—=pb [T TL—bDTANT 4
(Template Properties) ] Z3&R L £7°,
ATv 5 [HA4 F~ERB (Deploytosites) 1227V v L7,
X 201 :

bl
=  asco  Nexus Dashboard

VRF Route Leaking Schema ot X

=]

View On-Prem Template -

o On-Prem Template vers o .

. Deploy o sites
D
Template Properties [ w
wpORT + Create Object -
25
Ad
FABRIC-RMAP-REDIST-SUBNET
Q rotvor »

Target VRF
© AudLea

[¥4 E~EF (Deploy tosites) ]V 4 > RV BNFERSH, 77 L— BRSNSz FfR LET,

ATv 76 [BETS > (DeploymentPlan) & BNFEEDT=DIZ7 Y v LET, T LT, TORKEDOY A FDORER
TT U ERRTDBEDIZEDOYA e Vv LET,
AT 71 [RE (Deploy) ] % NDO 23MERZ A FEFGOa hr—F1lF vy ad5edicr7 )y 7 LET,

CiscoNX-0S DA T v K45y FimER ]
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B Aws VRF 5 5 NDFCVRF ~D )L — | U —2 ¥R

202 :

il
= cisco  Nexus Dashboard

VRF Route Leaking Schema

View

Deploy to sites

The current template has a dependency on 2 other templates. Please make sure all these templates are successfully deployed in the order to have a successfull deployment.Show Details

Modifications

Created Modified I Deleted Config Drift
uuuuu
o 251(1e)
VRF 10 Modifiel
.,
RDF AR

AWS VRF 75 NDFC VRF ~®D/L— k U —27 O (182 2—2) OFEAZFITLET,

AWS VRF 7, 5 NDFCVRF ~DJ)L— k 1) —4 D#ERL

D7 a3 T, AWS VRF (aws10) 2> NDFC VRFE (vio) ~D/—h~ U —27 Z#ERk L
S

IR B I
Azure VRF 705 AWS VRF ~D/)L— ~ U — 27 Ok (179 ~<—3)

DFNEEFEITLET,
INSOFNETHIHER LTz ans 77—k &, denm-default-tn 7> F &7 U v 7 LET,

Zﬁ’b%@illlﬁfﬁmli‘%ﬁi I_/7LT_ aws10 VRF ’%7 U “/7 Liﬁao
FHDORA T, [V—% IL— b+ %3:EM (Add Leak Route) 127 U v 27 LET,

&
ATvT2
ATvT3
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AWS VRF 5\ 5 NDFC VRF A JL— k 1) — 5 DR .

203:

il
=  ¢isco  Nexus Dashboard

VRF Route Leaking Schema Oux

View AWS Template -

o AWS o . ctical mier i or
Template Properties

AWS v (revom )

VRFs

[V—% JL— F%3E (Add Leak Routes) 17 1 > RUBRFRENET,

ATy T4 [J—% )L— +%ENM (AddLeakRoutes) ]V > RUNT[Z2—4 v b VRF Z:#3R (SelectaTarget VRF) ]
Vv LET,
[#—%w b VRF %383 (Selecta Target VRF) | 7 1 > RuRFRINET,

ATvT5 [2—45w k VRF #:#iR (SelectaTargetVRF) |V 4> R T, /b— % Y —2 L7\ NDFC VRF (v10)
ZER L, LEIR (Select) 127 Vw7 LET,
[V—2% JL— DB (Add Leak Routes) ] 7 > RUIZRED £,

AT97T6 [U—% JL—+%EM (AddLeak Routes) 17V > RO T[H Ty b IPDEM (Add Subnet IP) 1% 7
Uo7 L, AT VIA YA MUBETDLAWS 77U RT3y hEBIMLET,

GE) [ 7%y kIPZEM (AddSubnetIP) 1 47> a id, BRIV TRy hOHRD Y — 27 23
AILET, £72iE. BTOT VT 4 v 7 ABEREVRFIZY —7 SN EOH L5556, &T
DY TRy MIPs AT arwRboiIcHHTx £,

CiscoNX-0S DA T v K45y FimER ]
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B AwsvRF 5 Azure VR~ L — | U — 5 DL

204 :

* Orchestrator

£\

Add Leak Routes

Target VRF

ZDA—R =2 ZE, ROV TRy MR LET
+ 10.220.1.0/24
+ 10.220.2.0/24

ATy 71T [OK] &7V v 7 LET,
aws T 7FL—h X—IZED . AWS VRF 725 NDFC VRE ~DZ Db— ~ U —7 ORER A MER TE £97,

RDZRY
AWS VRF 75 Azure VRF ~D/L— kU —27 OfERE (184 ~<—2) OFIEAZFE(TL £,

AWS VRF , 5 Azure VREADIL— b U —5 D¥ERK

ZDOk® Y>3 TlX, AWS VRF (aws10) 735 Azure VRF (azure10) ~DJ/L—h~ U —7 %24
B LET,

Z OFJEIL. AWS VRF 75 NDFC VRE ~D/L— k U — 7 Ok (182 2—) L2< R LTF
EZITWET, LOLINGOFIETIE, #H>HX—4 v FVRF (ZOFED Azure ¥ —47 >~ +
VRF) Z&ERLFET,

sheb BHEIIZ
AWS VRF 725 NDFC VRF ~D/L— ~ U — 7 Ofrl (182 ~—) OFINEZ EITL £,

[l CiscoNX-0SD/\ A Ty K957 FiEGER
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AWS VRF 7 &> Azure VRE ~0D)L— k) — 2 0tk [

AT 71 [2—45 v k VRF O:&IR (Selecta Target VRF) ] X— T, /L— & U —2779 2% Azure VRF (azurel0o) %
IR L, [#IR (Select) 1227 U v 7 LET,
[V—2% JL— DB (Add Leak Routes) ] 7 > RUIZRED £,

ATwT2 [J—% )L— bDEM (AddLeakRoutes) 1V 1> RUNTAzure 7 7 7 RMBE L2 7 R v N 2B
LET,

IDZ—RAr—RAIZlE, WOV T3y FEFEHLET
* 10.220.1.0/24
*10.220.2.0/24

LieoT, FryF ¥ A=a—%27 )y 7 LT, 206DV T Xy MeRIRLET,

205:

" Mexus Dashboard

Vi le Arifrn e
VRF Route Leaking Schema [ seve schoma

View AWS Template

Add Leak Routes

ATy T3 [OK]Z27 V7 LET,
[AWS 7> 7L — b (AWS Template) ] “N— IRV £9°, T Z TiL. AWS VRF 75 Azure VRF ~D Z D J)L—
N U —27 DR EFTID AT v 7 DF » h THERK L7 AWS VRFE 725 NDFC VRF ~D/L— U — 7 &R
TEET,

CiscoNX-0S DA T v K45y FimER ]
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B norcvRE 5 5 AWS VRF A L— U —2 DR

ATvT4

ATy TH

ATvT6

ATy T

206 :

VRF Route Leaking Schema [ sove screma [OIRSIPY
S VRF -
View AWS Template - i New Tempiate | "
o o ¥
AWS . e e
° oF
Template Propertics
AWS - (remom )

‘‘‘‘‘‘‘‘

AWS A "NORRIZHHRFIZ 27 UV v 7 L, KRy T XUy A=a—nb [ToTL—bOTOIRT 4
(Template Properties) ] Z34R L F 9,

[14 F~EBA (Deploytosites) 17 U7 LET,
[H1 b~ER (Deploytosites) 1V 1> FU BRERREN, 77 b— EREBENDIEHEZERRLET,

[BRI 7S > (DeploymentPlan) 1% BIERFEDT=DIZ7 Vw7 LET, T LT, TOHEDTA DR
T ERFRRTHEDIZEDYA v ) v LET,

[EB (Deploy) 1% NDO 2MERLEZ YA FEADa he—F (NDFCEZ 79U KXy hU—7 ar ha—
F) T v aThHhidicsY vy LET,

RDRARY
NDFC VRF 75 AWS VRF ~DV— k U —27 Ok (186 *—) OFEEZEITLE7,

NDFC VRF 5» &5 AWSVRF ADJL— + U—5 D¥ERK

ATy T

ATy T2

ZDE 7 g Tk, NDEC VRF (vio) 72>5 AWS VRF (aws10) ~DJ/L— bk U — 27 Z4Epk L
F7,

1R BHHIIZ
AWS VRFE 725 Azure VRF ~D/L— ~ U — 27 OEL (184 2—3) OFIEEZFEITL T,

IHNHDOFETHIHER LIZ 47132 F7L— (on-Prem Template) ] & denm-default-tn 7F > b & 7
Vw7 LET,
CHHOFIETHNCHER L7 vioVRF 227 U v 7 LET,
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NDFC VRF 5\ 5 AWS VRF ~DJL— b 1) — 5 DR .

RAT9T3 D<A T, [U—% JL—+%EM (Add LeakRoute) 1% 7 VU » 7 LET,
X 207 :

VRF Route Leaking Schema EEEYo © x
View On-Prem Template o Wew Termpiare )
o
o On-Prem Template .
EEE=

Template Properties - P

VRFs Add VAR

[V—% JL— +%3B (Add Leak Routes) 7 1 > RuBRFERENET,
ATvT4 [J—9 )L—%EM (AddLeakRoutes) 17 > RUNT[2—%4 v b VRF #5EIR (Selecta Target VRF) ]
Vv LET,
[#—4 v b VRF Z#iR (Selecta Target VRF) 17 4 > RURERENET,
AT9 75 [2—4 v b VRF #ER (SelectaTarget VRF) ]|V 4> RO T, L—b+2 V=235 AWS 7T K 44
N VRF (aws10) Z#R L. [FEIR (Select) 1227V v 27 LET,
[V—2% JL— DB (Add Leak Routes) ] 7 > RUIZRED £,
ATvT76 [U—% JL— b%iEM (Add Leak Routes) 1V 4 > R T[H TRy k IP DEM (Add Subnet IP) ] % 7
Uo7 L, AT VLIAYA MURET D AWS 77U R ¥ T xRy EBIMLET,
G¥) [Ty b IPZEM (AddSubnetIP) 147> a v iE, BRIV TRy hOBD Y —27 ZFF
AILET, 72T, BTOT VT 4 v 7 AREEREVRFIZY —7 SNOLEDOH L5, &8T
DY TRy FIPs AT arZ2Rb0VICHEHTEET,

ZPDa—RA F—ATIL, 172.16.10.0/2a YT Ry h &AL ET,

CiscoNX-0S DA T v K45y FimER ]
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B norcVRF 223 Azure VRF A L— | U —% DFER

208 :

ATy 71 [OK] &7V 7 LET,

(A7 VIR T b —h (On-Prem Template) ] R—U|ZEKE Y . NDFC VRF 2>5 AWS VRF ~D Z D J/L— k
V—7 OISR A R TEET,

RDERY
NDFC VRF 75 Azure VRF ~®D/L— k U —27 O#EE (188 2—2) OFIEAZFE(TL £,

NDFC VRF 5 5 Azure VRF ~ADJL— + 1) —9 D#ERL

Z DOV 3 TlX, NDFC VRF (vio0) 75 Azure VRF (azure10) ~®DJ/b— k U —27 &Rk
Li‘é—c

Z OFEIZ. NDFC VRE 7>5 AWS VRF ~D/L— ~ U — 27 Ok (186 2—) A< ELF
JEZFTWEST, LALINSDOFINETIE, ED X —4 > FVRF (ZOFNED Azure ¥ —47 v b
VRF) ZZEIRLFT,

1R BHHIIZ

NDFC VRF 7*5 AWS VRF ~®D/L— k U —27 O (186 2—3) OFIEAZFITLET,

ATy 1 [2—4v FVRFDEIR (SelectaTargetVRF) |V 4> R T, L—b+% U —29 5 Azure VRF (azure10)
ZiER L, &R (Select) 1227V v LET,

[V—2% JL— rDEM (Add Leak Routes) 17 1> RUIZED £,
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NDFC VRF A & Azure VRF ~DJ)L— + 1) —% DK .

ATwT2 [J—2 )L—FDENM (AddLeakRoutes) 1V 1> RUNTAzure 7 7 7 RMBE L2 T Ry N &BN
L\i—a—O

DL —RA T —ATIE, 172.16.10.0/24a VT Ry FEFEALET, LEB-T, Fry XU A=a—
7V o7 LT, 172.16.10.0/2a 7 %y FERIRL £,

X 209 :

Target VRF

ATFv T3 [OK] %27V v 7 LET,

(A FLIZ FrFL—}h (On-Prem Template) ] *X—IZEREN £9, Z Z Ti&. NDFC VRE 225 Azure VRF
~DZDN— K V=7 DR ERIDO AT » 7D v b THER L 72 NDFC VRF 225 AWS VRF ~®/L— |
V—2 2R & £,

ARTFYT AT VIAYA FORCHDIRHEZZ ) v/ L, FuyZE oy A=a—hb [FTrFo—rn7on
7«4 (Template Properties) | Z#&R L £9°,

ATv TS5 [H4 F~EBR (Deploytosites) 7 U~ 7 LE,

CiscoNX-0S DA T v K45y FimER ]
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B norcVRF 223 Azure VRF A L— | U —% DFER

210:

VRF Route Leaking Schema
View On-Prem Template ~

m Template verseat

[4 E~ERF (Deploytosites) |7 1> KU BNERRSHL, T 7 L— MR EBENIGEZR R LET,

ATy 76 [BEITS Y (DeploymentPlan) 1ZBIIFREEDT-DIZ7 U v 7 LET, T LT, TOREDY A hDREE
T ERRTDHEDIZEDYA 2T Y v LET,

X 211:

Deployment Plan

General Information

© Tempiate @ screms @ Tenant

On-Prem Tempiate VRF Route Leaking Schema denm-default-ta

Crested ODeleted OModfied QExisting @ Shadow

Gawpagead )

ATv 71 BB (Deploy) 1% NDO MR ZY A FEADa br—F (NDFCEZ 79U KXy hU—7 ar ho—
T) Iy aTBHEDIIIY vy LET,

RDBERY

HERROMERR (191 ~—2) TSN FIEZEH L TRRORBZ KL L7c 2 & ZMREEL £
va_o
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wrowz |

WBRLDHEER
TOkvrva TR, WP EFICERINEZ EE2ERLET, ZNULDOKMIERAT v 7T
1. BRENTNDZDOL—A T —ADERD =D EDa~ L RBMEREND Z LI
BELLIEEW, BRICHESW T a~wr FOREREHEZ ANEZL £1,

1R BHIIZ
NDFC VRF 7>5 Azure VRE ~DV— k U —7 OfERL (188 X—) DOFIEEZFEITLE T,

AT v 1 NDO Ok AR L £,

denm-default-tn General ~
Hamo Tomplates Tonants
Strelched Schema 2 @ 1
VRF Route Leaking Schema 3 e
5
1 Rows Topaiogy

© Template
3 Appiication Management On-Prem Template General ~
@ Fabric Managem i Routo Loak

Name Templat Tenant AWS Template
o o
vl Azure Template

VRF Route Leaking Schema 3 cs

Application Management

0

CiscoNX-0S DA T v K45y FimER ]
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Nexus Dashboard

 Desirce Schemas
o sites
= Application Management

& Fabric Management

Home Tempiates
e
Stretched Schema 2 o2
0 -ln
— sl
= cisco  Nexus Dashboard * Grehestrator
av Schemas
o ste
Hacws Tempiatss
Stretched Schema 2 2
VRF Route Leaking Schema 3 @3

& Integration

ATV T2 AT VLIRADR—=F—F— T = A A4 F A A Tshiproutevrfvi0 # A LE,

[l CiscoNX-0SD/\ A Ty K957 FiEGER

e Template

On-Prem Template General
Tenants AWS Template
‘ .
Azure Tem
1
o5 By
Application Management
0 0
Y Template
On-Prem Template General
han
Tenants AWS Templale 20
1
, Azure Template
By

Application Management

0 0
0 0
0
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ndfc-leaf1 - SecureCRT - o X
File Edit View Options Transfer Script Tools Window Help
tFfFol DA S Ra?|?

 ndfc-et-cBk @ Cat3K-AWS + CatBK-AZURE + ndfc-leafl X @ ndfc-spine @ Cat3K-AWS (1) @ CatBK-AWS-2 ar

A copy of each such license is available at ~
http://www.opensource. or| g/hcenses,’gpl -2.0.php and
http://opensource.org/licenses/gpl 0.htm1 and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-1licenses/Tibrary. txt.
ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl# sh ip route vrf v10

IP Route Table for VRF "v10"

'*' denotes best ucast next hop

ol by denotes best mcast next-hop

'[x/y] denutes [preference/metric]

'%<string>' in via output denotes VRF <string>

10.220.1.0/24, ubest/mbest:
*via 10.10.0. 1%default, [200/0], 03:01:42, bgp-65084, internal, tag 65091, segid: 153412 tunnelid: 0xa0a0001 encap: VXLAN

10. 220 2.0/24, ubest/mbest:
via 10.10.0. 1%default, E200/0], 03:01:42, bgp-65084, internal, tag 65091, segid: 153412 tunnelid: 0xa0a000l encap: VXLAN

90.1.1.0/24, ubest/mbest:
*via 10.10.0. lxdefau'\t. [200/‘0]. 03:06:33, bgp-65084, internal, tag 65092, segid: 153412 tunnelid: 0xa0a0001 encap: VXLAN

172. 16 10. 0/24 ubest/mbest: 1/0, attac

*via 172.16.10.1, Vlan2310 [0/01, 03 23:02, direct, tag 12345
172 lE 10.1/32, ubest/m est ,"D. atta

*via 172.16.10 .1, V]an2310 [os0], 03 23:02, local, tag 12345
172. 16 10, 11/32. ubest/mbest: 1/0, attache

*via 172.16.10.11, V'\an?SiO tlﬂO/O], 03:20:45, hmm

ndfc-leafl# i v
Default

JabeuEp puBwLLoD | JaBeUEH UojssES

FoFLIAZADY —T AL v FDNA—TFT 4 7 T —T L, BIEARAAY TRy FBAROZ EEZRL T
N

* AWS : 10.220.0.0/16

» Azure : 10.220.0.0/16

ATFY T3 AWSICEHENTZZ TV R Xy hU—2 avba—J1C# L, Z7F)5r—a vEE>VRRECBE L
T. Azure B L ONDFC VRF BNFEREND Z L ZMER L £ 7,

Cisco NX-0S /N1 T v K 557 FEGRER
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a

Dastboard

@ Topaiogy

Joud Resources

Application Management

Tenants

Application Profies

EPGs

£

Agmnistrative

Dashboard

@ Topology

£

Cloud Resources

Application Mansgement

Admnistrative

VRFs

VRFs  Leak Routes

4

Health

VVRFs

VRFs  Leak Routes

Healtn

o Healthy

© Heatthy

o Heantny

@ Healthy

© Heaithy

© Healthy

© Heatny

@ Healthy

© Healthy

© Healt

Cloud Network Controller (AWS) aws

" ontr (AWS)
il Cloud Network Controller (AWS) aws

EPGs Cloud Context Profiles  Regions

aws10 : VPCs

Qoo0Cce w

Endpoints
0
o
0
2
<« 1-100r10 >

Qo00oe X

Joud Resources
vpcs Routars
]
1
0
i
page o 1
we
¥ Healthy
General
denm-dea
Cloud Resources
1 4
1 0
Application Management
0 0
1 0

Sattings

X

sl |

ATv T4 AWS [ZJBBH &SN/~ Cloud Network Controller |25~ 7% %, I — h T— T NERTHRIFZEITLET,
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wrowz [

@ VPC aws10 Actons~ W w O — X

Subnets for CIDR Block 10.220.0.0/16 X
Overview Topology ~Cloud Resources  Application Management  Event Analytics
I °
General
o124 Settings
derm-detaul Inhetited (Routing On

Gloud Resources CIDR Block Range

1 4 0

Routa Table Settings

1 0 2 w3 10:agres

rec
Application Management
0 0 1
1 0
Destination Address * Noxt Hop

@ VPC aws10 s M oW O — X

Overview Topology ~Cloud Resources  Application Management  Event Analytics Subnets for CIDR Block 10.220.0.0/16 <
o
Goneral Settings % ; )
| . sotings
denm-detault-tr Inherited {Routing Only]

Cloud Resources CIDR Block Range P

1 4 0 et "

Route Table Settings

Application Management
" 554097
0 0 1
1 0
Destination Address * Next Hop
0 Coses [

ATFwTE AWS 2V — LT, Jb— | T—7INERTHRIELZETLET,

Cisco NX-0S /N1 T v K 557 FEGRER
I
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B #somz

Filter by VPC rtb- / routetable-[aws10:egress] Actions ¥
=
@ You can new check netwerk cannectivity with Reachability Analyzer Run ®
toud
Details wfo
O No Zsubnets  subnet X
VPC D i 1
vE [=
[10.220.
Subnet associations Edge associations Route propagation Tags
Routes (3) Edit routes
Q ott v 1 @
¥ Security
Destination Target v Status Propagated
A 10.2200.0/16 tocal @ Act No
@ Act No
@ Act No

ATV T6 Amure lICERBMENTF-Z7 TV R 2y NU—7 avhe—J 128k L,. 7TUr— 3 v EB>VRFICBEEI L
T, AWS B X UINDFC VRE NFEREND Z 2R L ET,
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etk Cloud Network Controller (Azure) s @@Qoeo ]
Dashboard VRFs ®

@ Topology

VRFs  Leak Routes
Cloud Resources

Application Management

 Management

Health N EPG: Cloud Context Profiies  Regions Virtual Networks Routers Endpoints
we-ct 0
© Health
i woes1
szure10 0
sty
althy i
= Operations i eta 0 o
Infrastructure.
althy
£ Aommnisuative
ki 0 0 0
calth
i suetchad-vit 0
athy e
Rows page 1 o1 |44 1-100r10 » ¥

lelic Cloud Network Controller (Azure) a [a Yo I=Tn]:] 2 Wl

VRFs azure10 : Virtual Networks x
@ Topology
, o o Vit Network
e — VRFs  Leak Routes o @
aton Management A e oane ¥ Healthy
General

Cloud Resources

P . 1 0 0
P
£ Administrative b
A—
0 (1] 1
. " o
Hea v .
i f—
o

ATYTT Azure ICEHENTZZ TR 2y hU—27 arvbun—7—2fE--F %, [V 57 K E#®REM (Cloud
Resources) 1> [k v kT—% (Virtual Networks) IZBE) L, azureio VNet &2 U » 7 L, #ZE~—
TOFREEN L CEMOBREZ TV ET,
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ATFv S8 Azure =V — /LT,

B O

Subnets for CIDR Block 90.1.0.0/16

Overview Topology Cloud Resources  Application Management  Event Analytics

General Settings

Gloud Resources CIDR Block Range ”
] 0 1 90.1.0.0/16 a
1 0 0 1

Application Management

0 0 %

BN E EAT L E T

Microsoft Az 5 Search resources, senices, and docs (G+/)

Virtual networks =

L BpottoCsV "B Open query

t create @ Manage view

Resource group equals all Location equals all Xty add filter

field Subscription equals all

Resource group T4

[ name *

O ¢ azurero
O > overls
O > swretche

CAPIC_donm-default

azure10_eastus

Location Ty

Eastus

East US

East Us

Microsoft Azure P Search resources, services, and docs (G+/)

¢ azurel0 | Subnets %

Virtual networks

t create ) Manage view earch f subnet -+ Gatewaysubnet () Refresh

Name *

Name Ty 1Pvd Ty ]
> azure1o B

sub 00.1.10/24
© overle

Sattings

Cisco NX-0S D/ T v K U 55 FiEGERR

Available IPs T4 Delegated to 1

251

Routa Table Settings

cantgured

Destination Addross * Hext Hop

10.00.1.36

No grouping v

Subseription T4

-Demods

Route table 14

4 Security group Ty
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