FLEHE
« DFEAEEE (1 =)

DEAEEE
)

CE) ZokZ a3 TiX. DCNM OVA/IISO DERICOLEH S NET,

U U —Z 11.2(1) LA, Cisco DCNM TiE#H LWL E B LW CLI T, Y AT A ETiEAED
AVA NIV, T o7 T L—REDETL, BIENARETYT, T2/ T 47 J— RInHAX A
J— RIGGEAZEZ =7 AKR—F LT, XM T4 7HA® Y N7 v 7O GO T IZE CikiE
DD LR TEET,

CiscoDCNM XA 7 4 7 HA|® Y N T v 7 TlE, 77747 /— RNICCAGEHEZ A A h—
N, P—ERERAET D L, GEAEFAZY N, J—FEEBNICESNET, 777«
T )= RERBZLNA J— ROl TR CNEGEAENLERIGAIX, 727747 /7 — K
HAZUNA )— RGEHEEZ 7 AR — T 250ERH Y £7, ZHIZLD ., Cisco R A
T4 7 HA Y N7 v 7 OEFOET OFEHENRF CIZ/2Y £,

\)

GE) U U—=211.3(1) LARETIE, GEEOEBIC sysadmin = — V2T 20BN H 0 7,

Cisco DCNM 1%, kD 2 DDFFHEZRIEL 17,
s B B4R E (Cisco DCNM H— e X EXE T 77— a o NE@EEH)
« Web Ul 72 & OANER IR L @IET 5 720 D CA (FRFER) B4 1+ & GEHE,

)

GCE) CAZBAfFTEFEAEL A VA M—1T5F T, CiscoDCNM IF/EE Yy NU—7 LBET HT-
OHOEAEAELRRFLET,

uwnz [l
|



itsiz |

B iszezEo~zxr 7505702

SIBAZEEEBEODARRA N 759574 R

Cisco DCNM TOFFHEZEHO N A RIA L ERA N P57 FT 4 A& WRITRLET,

CiscoDCNM (%, FEHEZFRR, 4 VA b=, B, BLOZ 7 AR — MEZITA R —
57200 CLIN—AD2—7T 4 VT 4 &t LET, 25D CLIIXZSSH 22> Y —
BT, sysadmin 22—V —DLNZNHDH A7 #EFfTTEE T,

*CiscoDCNM %A VA =T B L&, T74/1 s THOBAMEIEAENA VA —IL

INTWET, ZOFEAEZ, SEE OWBEICHEH SN ET, Cisco DCNM DA > A fh—
NBIZ, CABAMZIEHELZ AT LA VA M—LTHUENH Y 9,

*CiscoDCNM %A 7 47 HA® Y b7 v 7 TiZ,. DCNM 7 7T 4 7 J— KIZ CA B4 &

FEAEAZ A VA M= T 52 L AR L T, CABAMEIEREIL, BHIICAZ N
A J—FERMIESNES, L, 77747 J—RERZ A ) —ROMW;TRFRL
W FONCABAM EFEEZRFFT 2561, 77747 /— R oitFEL =7 X
A—FLT, RAZUNA J—RIIAVHR— T DHERSOOVET, 77747 /J—RE
AR NA ) — ROmFIZHECEERAEE Yy b2H Y 77,

N

GE)

A a—T 47— RIENERIZE B SN - GERE A
Hie, VI ARBEOa L a—T 47 ) — RiZi3fao 7T 7
TarbyuEHY FH¥A,

« CN (3Lifi44) M H L C Cisco DCNM T CSR Z 4% L £9°, CN & LC VIP FQDN ({& 8 IP

7 RUAFQDN) Z 45 LT, CABAN EFEWEL A A h—/L LE 7, FQDN X, Cisco
DCNM WebUIIZT 7 B AT H7-OIZFEH S HEBY 7 % » b VIP(eth0 @ VIP) A ¥ —
T A ADTEREM N AL 4T,

*CiscoDCNM 27 v 7' 7' L — K3 BRI CA BAFTEFEHAEN A VA =1 ENTWBE

AlX, CiscoDCNM %7 v 77 L— R L7212, CA BAMZFEHELE T HILERD
D E9,

N

GE)

LT T 9T T = REREA Y I T v 7 LEEE RS
BO, ROy 7T v TERET B BEED Y EE A,

AR F=ILENT-FIBAED R
WDa<y REFRALT, £ A M= VEINTEAEOME R R T ET,
appmgr afw show-cert-details

appmgr afw show-cert-details =~ > KORDY > 7 /L 1Tk, CERTIFICATE 1 (X4MB*
P —2BL O Web 77 7 FIZHRAE SN TV HREHELZ R L E 7, CEERTIFICATE 2 1IN
THEHINTWDIEAEL R LET,

B iss



HE
1oz b—pantinzozs [

dcnm# appmgr afw show-cert-details

*FHFKCERTIFICATE 1****
[Certificate available to web gateway. This certificate is offered to webclients]:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4202 (0x106a)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=IN, ST=KA, L=BGL, O=xyz, OU=ABC, CN=<FQDN/IP>
Validity
Not Before: Jun 4 13:55:25 2019 GMT
Not After : Jun 3 13:55:25 2020 GMT
Subject: C=IN, ST=KA9, L=BGL9, 0=XYZ123, OU=ABC123, CN=<FQDN/IP>
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:bb:52:1e:7f:24:d7:2e:24:62:5a:83:cc:e4:88:

****CERTIFICATE 2****

[Certificate available in keystore(jks). CA signed certificate is installed here till
DCNM version 11.1.x]

If you have upgraded from DCNM version 11.1.x to later version please see installation
guide to restore

CA signed certificate to upgraded version.

alias = sme, storepass = <<storepass-pwd>>
Alias name: sme
Creation date: Oct 14, 2018
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[1l]:
Owner: CN=localhost, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Issuer: CN=dcnmca, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Serial number: 62044620
Valid from: Sun Oct 14 20:39:39 PDT 2018 until: Fri Oct 13 20:39:39 PDT 2023
Certificate fingerprints:
MD5: E5:F8:AD:17:4D:43:2A:C9:EE:35:5F:BE:D8:22:7D:9C
SHAl: 38:66:F1:CD:10:61:27:E7:43:85:10:41:3D:A3:4B:5C:C9:CC:17:5E
SHA256:
E0:87:D8:34:71:18:FE:8C:AB:18:0B:D7:85:B1:91:A8:4B:75:A3:91:BA:90:83:46:72:87:FE:FE:FE:04:F0:E1
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key

(GE)  <<sorepass-pwd>> |, DCNM H—"DA A b —VIRFIZAERR E D /S AT — RILFHITT,
ZOXFTH|E <install dir>/dem/fm/conf/serverstore.properties T4 L7 kU
(2 Y £9, storepass-pwd @ denm.fmserver.token fif % Bt L £ 9,

A A h— 1%, Web Ul I CERTIFICATE1 #& M L ¥4, CERTIFICATE 1 B’XfI|HCT& 72
WiGE, ROa<wy REFEH LT, 3 _XTOT7T TV r—va w2 EIELHESHTINENDY
7,

anz B
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B cr=zazamzoqoxt—n

\)

GE)  CiscoDCNM ClRIL—HED a~<w>r RIZEW., 2O F V52 NS Ty a—FT 4004585
IZLTL7EEN,

CiscoDCNM 2 X > R7ay 794 T VAT, ROa~vy REETLT, $THOT 7Y
b—a rEEEBIOBE L, CERTIFICATELY o7V a—F 4 7 LET,

dcnm# appmgr stop all /* stop all the applications running on Cisco DCNM */
denm# appmgr start all /* start all the applications running on Cisco DCNM */

CiscoDCNM A 7 A THAT 757 A4 7TV AT, IRDa<wy REFATLT, XCOT 7Y r—
va v EEIEB IO L, CERTIFICATEl # 7 7 vy a—TFT 4 V7 LET,

Bz, denm1l T7 277 47 J— R%&,RL, denm2 CAHZ A ) —R&ERLET,
WD) —RTEITLTCNDT 7Y r—va vz ik LET,

dcnm2# appmgr stop all /* stop all the applications running on Cisco DCNM Standby Node
;énml# appmgr stop all /* stop all the applications running on Cisco DCNM Active Node
WD) —=RTT 7Y r—ya rERBLET,

dcnml# appmgr start all /* start all the applications running on Cisco DCNM Active Node*/
dcnm2# appmgr start all /* start all the applications running on Cisco DCNM Standby
Node*/

\}

GE) HIP7 FLAZMH LT, Cisco DCNM Web Ul ZEE+ AR T T 7 v v o 2k
]\/ij—o

CERTIFICATEL1lZ, 759 ¥t X=2 U F A BEICERTINET,

CAEZELA{FTZTRAEDA VR =L

BHEOEF 2V 7 (BT E LTCABAMNEENELZA VA=A T LaBBD LET,
CA BAMEFEHEPRM SN, 77 VI Lo THRESNLE T, CA BANM A EL FH)
THRAETHZ &b TEET,

)

CE)  FREERIT., EEOBAKETLAEVEEA,

CiscoDCNM XA > K7AY £y b7y T TCCAERFAIMRAEEZSA R M—ILT B
Cisco DCNM |2 CA B4 T XFFHELZ A 2 h—1T5121%, ROFIEEZEITLET,

W vz
I



FEEAE

ATv T
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

CiscoDONM 24 > K70 £y h 7y I TCABLFHENEE( V2 b —1T5 [

Procedure

SSH SR Z#%H LT DCNM ¥—ice 74 LET,
appmgr afw gen-csr =2~ > K& LT, CISCODCNM #—/ 3T CSR #4mk L £,

Note CSR /% Cisco DCNM IZEH D H D TH Y | kg % CSR B T E FEIED D3t
TED Cisco DCNM IZA A P =L ENTWDHRLERDH Y £7,

dcnm# appmgr afw gen-csr
Generating CSR....

Country Name (2 letter code) [XX]:US

State or Province Name (full name) []:CA

Locality Name (eg, city) [Default City] :San Jose
Organization Name (eg, company) [Default Company Ltd]:Cisco

Organizational Unit Name (eg, section) []:DCBG
Common Name (eg, your name or your server's hostname) []:dcnmhost.cisco.com
Email Address []:dcnm@cisco.com

Please enter the following 'extra' attributes to be sent with your certificate request
A challenge password []: /* This field is not mandatory */
An optional company name []: /* This field is not mandatory */

CSR 7 7 A /v denmweb.csr 23 /var/tmp/ T 4 V7 b VITIER SN E T,

Frxkxkxkkxx CA certificate installation not completed yet. Please do followings. ***xkxkxxksk
CSR is generated and placed at /var/tmp/dcnmweb.csr.
Please download or copy the content to your certificate signing server.

Z D CSR #FEHAEZL T — NIZEELET,
Note CA BA Y — L, Mkl L Cre— T,

FoRlEfIIC & o> TEA SHTZREE 2 S L £

FRAER (CA) X, 77 A4~ V. P (Issuing/Subordinate) FERHE. 35K UUL— FFEBHED 3
OOFERAEZE L ET, 3 ODOFERAET X TZ one.pem 7 7 A /WZHES L. DCNMIZA v R —
FLET,

B LW CA B4 EGEM#EZ Cisco DCNM Hh— N2 — L ET,

FEBHFED Cisco DONM H—30 /var/tmp 7 4 L7 bUIZHDH T L #fERLET,
WD a~r REMH LT, CiscoDCNM IZ CA BA & FFEAELZ A VA h— L LET,
Note DIFIRT L9012, RUEFTROa~ >y REFETTH5Z 2 HRELET,

denm# appmgr stop all /* Stop all applications running on Cisco DCNM
dcnm# appmgr afw install-CA-signed-cert <CA-signed certificate directory>
/* CA-signed certificate with full or relative path */

Making the signed certificate available to web gateway....

CA signed certificate CA-signed-cert.pem is installed. Please start all applications as

anz B
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B oW s ALY b7y TTABEEATREE S VR F—LT D

ATy FT17

ATvT8

followings:
On standalone setup execute: 'appmgr start all'

appmgr startall =~ > F&ffiH LT, CiscoDCNM TH LWFEHETTXTOT7T 7Y r—3 g
vEREBHLET,

dcnm# appmgr start all

appmgr afw show-cert-details 2~ > R&EHEH LT, H LA A M=/ L7 CA BA4GEHESL
R L ET,

VAT AL, CAFEAEZHEBELTCRBY, 77 UV CTHETEET,

Note CSR 1% Cisco DCNM (IZEAF D H D TH Y | xfhind % CSR B AT EFEHHE O H 03 Fr
TED Cisco DCNM |24 VA b — /L I TV DHLERH D £77,

DCNM 174 JHAEY b7y TTCABRFAMBPAEEZAI VR —ILT D

Cisco DCNM 2 CA B4 fT=FFAEZ A VA =T 5121%, ROFIEEZEITLET,

)

Note LIFIZRTLIIC, FMUIEFCROa~y REFATTDH L E2HERELET,

ATy T

ATy T2

B iss

Procedure

TIT 47 J— KT, SSH¥EARZBEHLTDCNM —Nizue 74 LET,

Note Bl Z1E, CiscoDCNM 7 27T 4 7B I ORZ L T34 T A% denml B &
denm2 IZEBNC R L ET,

appmgr afw gen-csr =~ > K& LT, CISCODCNM #—/ 3T CSR Z4mk L £,

Note CSR /Z Cisco DCNM IZEA D HDTH YD . xfhind 5 CSR B4 T Z FEMIZED Z )5t
FED CiscoDCNM IZA VA R =L ENTWALERH D 4,

dcnml# appmgr afw gen-csr
Generating CSR....

Country Name (2 letter code) [XX]:US

State or Province Name (full name) []:CA

Locality Name (eg, city) [Default City]:San Jose

Organization Name (eg, company) [Default Company Ltd]:Cisco

Organizational Unit Name (eg, section) []:DCBG

Common Name (eg, your name or your server's hostname) []:dcnmhost.cisco.com
/* Provide a VIP FQDN name of the eth0 interface*/

Email Address []:dcnm@cisco.com

Please enter the following 'extra' attributes to be sent with your certificate request



FEEAE

ATvT3

ATvT4
ATvT5

ATvT6

ATy T17

ATvT8

ATvT9

ATv 710

DCNM A 74 THA £ k7 v T T CABLFHEREEA VR b—1T5 [

A challenge password []: /* This field is not mandatory */
An optional company name []: /* This field is not mandatory */
Note TI7T7 47 J—RTCSREZAKT D7 —ATix, 7er7 scBsazfEsnd

BAIT, eth0 A % —7 = A AD VIP FQDN 4 ##2fit+ 25 = L 2 B#H L £,

Z ® FQDN /Z, Cisco DCNM Web Ul Z{LE) T 57227 7 U TASI LIz Web — 7 KL
ATHHLHVLENDY T,
CSR 7 7 A /v denmweb.csr 23 /var/tmp/ T4 L7 b VITIER S E T,

xxxxxxxxx*x CA certificate installation not completed yet. Please do followings. ******kkx
CSR is generated and placed at /var/tmp/dcnmweb.csr.
Please download or copy the content to your certificate signing server.

Z®D CSR #iEHEZLA T — NICEELET,
Note CA B Y — 1%, kot L Tae— B T7,

CA B4V — 3%, #FEIN O CA B4R F /21300 — DV CAICTHZ &R
TEET,

FRERIC K> TEA SNTZiFHEZ IS L £,
H LW CA B4 AT & FEH#E % Cisco DCNM — N ica ' — L %9,
FERAED Cisco DCNM — "D /var/tmp T4 L7 bV IZH DB Z L iR L ET,

AL NA ) — KT, SSH W ARZ#EHE LTDCNM h—Nize 74 LET,
AL NA ) — KT, appmgrstopall 2~ > REFEH L TIFXToOT 7Y r—ra U &EIEL
7,

dcnm2# appmgr stop all /* Stop all applications running on Cisco DCNM Standby Node
denm2#

7T 47— KT, appmgrstopall 2~ REFEH L TIFXToOT7 7Y r—a s &EIRL
£

dcnml# appmgr stop all /* Stop all applications running on Cisco DCNM Active Node
denm2#

77T 47 J— KT, appmgr afw ingtall-CA-signed-cert =< > K% {#i ] L CCisco DCNM |Z
CA BT EFEAEL A A F—L LET,

dcnml# appmgr afw install-CA-signed-cert <CA-signed certificate directory>
/* CA-signed certificate with full or relative path */
Making the signed certificate available to web gateway....

CA signed certificate CA-signed-cert.pem is installed. Please start all applications as

followings:
On standalone setup execute: 'appmgr start all'

7T 47 /— KT, appmgr startall =~ > FZfEH LT, CiscoDCNM [ THi LW GERE &
EHIZTRTOT SV r—varaHEELET,

denml# appmgr start all /* Start all applications running on Cisco DCNM Active Node

anz B
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B 777/ —rpoz80ig /—R~EBHBETY K- 1T B

ATvINn

AT T12

HE\ZHETPRIZ, CiscoDCNM T 275 47 ) — ROFTRTOF—EZAREEL TW5DH Z & 2R
L/ji‘a—o

Note CiscoDCNM Web Ul lcm 74> L, GEBAEOFEMNEL W E2MELET,

AR N4 ) — KT, appmgr startall =~ > K& LT, CiscoDCNM £ TH LWFE = &
BT RTOT T r—va v EREBLET,

dcnm2# appmgr start all /* Start all applications running on Cisco DCNM Standby Node

ZHUCTKRYD, RBANA, J—=RET 7T 47 J—REFLWETEREZEYLTEES, L
MWoT, 77747 ) —FRIZHLIA A =S TWD CABLANTZFEHFIL, AZ N
A /—FTHE#SNET,

TITATBELORAZ N, /— ROl 7T appmgr afw show-cert-details =~ > K& L
T, HLLA VA R—/L LT CABAGEEZHRLET,

VAT AL, CAFEAEZMELTEY, 79U THERTE X7,

Note AEAEE IS ZR SN RWEGEE, BT st aeki#io LES, B4V
J—=FRiE. 77T 47 7 — REDORMNTD LRI N £7,

XAT A7 HAEY F T vy 7OWGOET T, W UNEI L CA BAM ZFEAFEL R T 5
e, mONWT 2747 J—FROGEHAEEA VA NNV LET, 77T 47 /— NIZGEHAE
BAVAN—IV LI, 72T 47 7 — K boitEEZ =7 AR — L, [FCiEEEZ A& >
NA J—FRiZAf A= LET,

TOT47T /—FNBRAUINA J—KAIBREZIT VO RR— T

%

B iss

WKDOFNAIL CiscoDCNM *A T 4 7HAE Y VT v 7ORIERHEINET, 77747 /—F
WA VA =L EINTWND CA BAMEFERFIL, HITAZ 3, J— RIS TnE
T, 2L, WEHOEREZT 7747 J—RERZ AL J— OB TELY ET, W
FoeT TR CiEAEE v MERFETLIHEG. Z0k'7 va TSN TV D FRIEEFETT
HRENH Y ET,

)

Note PNIGERAEILS AT ANERD T2, GEEZ =7 AR — LAWK S ICBRIRTE 4, Zhb
DFEAFIT, WIS EL A2 72747 J—FBIORZ 31 ) — FTH

T HZLENTEET,

TIT 47 J— Kb CAEBLMNEFHELZZ I AR—F L, AX 3, J— NZHEAES
A AR —FT BT, ROFNEEZEITLET,



RS

ATv T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6
ATy 17

ATvT8

FvIvL—rgiciEnzsaxss

Procedure

TIT 47 J— KT, SSHu#RZ®MHE L CTDCNM —Nicu 74 LFET,

appmgr afw export-import-cert-ha-peer export =~ > K2 LT, FEAENY FAAEER L
iﬁ‘o

dcnml# appmgr afw export-import-cert-ha-peer export

SEEHEAN R E AR R, ) — REabt—LET,

Note AR NA ) — R EOFEAESLZ, SSHEA THEEINTWAHEATIcaeE—1L T
HT L EERLET,

AB U NA ) — KT, appmgrstopall 2~ > REFEH LTI XTOT 7Y r—ra v a#Eik L

=7,

dcnm2# appmgr stop all /* Stop all applications running on Cisco DCNM Standby Node
denm?2#

appmgr afw export-import-cert-ha-peer import =~ > R&EFEH LT, A¥ 31 /— RIZFEH
FEA VAR —PLET,

SERHEAN RABRA ViR— &N, AX U, J—=FRIA VA =L ENET,

AL N4 ) — KT, appmgr startall =~ K& LT, CiscoDCNM £ TH LWFE = &
BT RTOT T r—va v EREBHLET,

dcnm2# appmgr start all /* Start all applications running on Cisco DCNM Standby Node
ZHCED, AF N )= RTT T r—va rRNEE L XiZ, HiLng vR—RSh
ToREBIEN AN 20 £,

AR N, ) — KT, appmgr afw show-cert-details =~ > R&EEH LT, HLI A VAR —F
Shiz CA BN EFEHELHER L £,

INT, YATLEIT 2T 47 ) —RERZ L NAL ) — RO STl LEAEEZFEHATE S
Lol ELE,

TvITTL—REICEERAEZERT S

TDAN=ZANE, A TA T o7 7 —K 7Tt A0hEMH L7z Cisco DCNM 7 > 7
L —FRFFRIBEZEHEINET, ZOFIEL, R X—23 D CiscoDCNM T 7547 AT
DTF—=HDNNy 7T v EETITIEINED Y FHA,

SEAEOE TTIIEN/R A D= AL THHZ EICEE LTI, 77V r—ra w2k
LCHESTAIMNERHY £, Hxid, 7Ty 77— RENEZV AT ANLE L TWDHERIC
DHFEATTHHERHY £, OFV . CiscoDCNMWeb Ul 2 7' A  TXAMLENRHY £

anz B
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B 777 —rgcanesaxsa

4, CiscoDCNM XA T A 7HA®Y NT 7T Tl 79T 47 J—FRERZ LA J—FD
WG CE T BRAEL SN TWAXLERH Y £,

\}

GE)  FFHAEIL, RORMTOREITLT DHDHEND Y £9°,
o 7 w7 L— KHIZ CA BAMEIEHEN S AT LA VA P—LENTWDEEHE,

1121 KV ETONR=V g o= 3 0 1200 BBRICT v 77 L— R LTV A A,

Cisco DCNM %7 v /' 7' L— R L7 1%, HIL9 5AiiZ CERTIFICATE 1728 CA 44 & 3k
ETHDIPMTIERAELHETILERD Y £7, TNUANOEEIL, EHEEZETT D03

N0 ET,
WY T IR T X D 1T, appmgr afw show-cert-details zffi ] L CRERAE 2R L £
R

dcnm# appmgr afw show-cert-details
*FFKCERTIFICATE 1****
[Certificate available to web gateway. This certificate is offered to webclients]:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1575924977762797464 (0x15decf6aec378798)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=CA, L=San Jose, O=Enterprise CA inc, OU=Data Center,
CN=dcnml.ca.com
Validity
Not Before: Dec 9 20:56:17 2019 GMT
Not After : Dec 9 20:56:17 2024 GMT
Subject: C=US, ST=CA, L=San Jose, O= Enterprise CA inc, OU=Data Center,
CN=dcnml.ca.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:cf:6e:cd:c6:29:30:08:df:92:98:38:49:9c:2a:
—————————————— Certificate output is truncated to first 15 lines-------—-——-----

****CERTIFICATE 2****

[Certificate available in keystore(jks). CA signed certificate is installed here till
DCNM version 11.1.x]

If you have upgraded from DCNM version 11.1.x to later version please see installation
guide to restore

CA signed certificate to upgraded version.

Alias name: sme
Creation date: Oct 14, 2018
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate([l]:
Owner: CN=localhost, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Issuer: CN=dcnmca, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Serial number: 62044620
Valid from: Sun Oct 14 20:39:39 PDT 2018 until: Fri Oct 13 20:39:39 PDT 2023
Certificate fingerprints:
SHAl: 38:66:F1:CD:10:61:27:E7:43:85:10:41:3D:A3:4B:5C:C9:CC:17:5E
SHA256:

B iss
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79T L— R&IC CiscoDINM R 2 > K7 £y k7 vy IciiBzzExd 5 [

E0:87:D8:34:71:18:FE:8C:AB:18:0B:D7:85:B1:91:A8:4B:75:A3:91:BA:90:83:46:72:87:FE:FE:FE:04:F0:E1
Signature algorithm name: SHA256withRSA

Subject Public Key Algorithm: 2048-bit RSA key

Version: 3

7w T L—FK#%IZCiscoDCNM X2 > K7OY £y b7y JTiIBAEZETT S

ATy T

ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

CiscoDCNM A X > R7a U EEE VU —R 127 v 77— R UERIZEERESE T AT
. WMOFNEEZFEITLET,

Procedure

Note VI =RZT v 77 —=F45 L, CABAMNIREHED Ny 77 v 7R ER S
£

CiscoODCNM A X o K7 v T T34 TV ANEFIZT v 7 7L —R&nzb, SSHEEA L
TDCNM Y—Riza 74 LET,
Woa<y REffRLT, $_XTO7 7Y r—y g raERELET,

appmgr stop all

ROa~ REfER LT, EAFEELE T LET,

appmgr afw restore-CA-signed-cert

[IELy (yes)] E AT L, LUATA Y A h—/L LTREEZE LT D5 2 L 2R L ET,
ROa<y REFEHLT, $XTCOT7 7V r—ra rzZRmLET,

appmgr start all

appmgr afw show-cert-details =~ > RAEFEHL T, LA A =L L7z CA BAGEHELY
R L £,

VAT AL, CAFEAEZMELTEY, 79U THERTE X7,

7y 7T L—F#&IZCiscoDCNM A7« TJHA Y b7 v T CHAEZETT 5

CiscoDCNM XA 7 4 7HA® Y b7 v 7 TiE, GEEIEZT 7747 /—RERZ L NA ) —
RORBHICA VA b=V ENET, TV T 47 /= RTOLTAREELETT 2LERDH Y £
To %T:Eﬁ%ﬂi}(ﬁ VONA ) — ]\& E%Em:ﬁ/ﬂﬁéﬂi'fo

CiscoDCNM 2 & > F7Ta VRERZ D Y —R2 17 v 77 b— R LTIERIGGEAEZE LT H I
X, ROFIEZFEITLE T,

anz B



itsiz |

B osic oz b - ant cABEH S TRBOEE L M

ATv T

ATy T2
ATvT3
ATvT4

ATy TH
ATvT6

ATy 17

ATvT8

LIRTIZA VR

B iss

Procedure

SSH #1{#iffl L T Cisco DCNM Y — iz a 7oA > LE7,

Note BIZIE, 77T 4 TBLORRAZ LA T I A4 7T A% denml F L OV denm2 (2
B LUET,

AL A ) — RT, appmgrstopall 2~ FEHEH LTI XTOT I r—a o &2EIEL
£7

dcnm2# appmgr stop all /* Stop all applications running on Cisco DCNM Standby Node

TIT 47 /— RT, appmgrstopall 2~ REFEHLTTXTOT Y r—ra s aEikLL
£7

dcnml# appmgr stop all /* Stop all applications running on Cisco DCNM Active Node

appmgr afw restore-CA-signed-cert 2~ > R&EEH LT, 77747 /— ROGEHEEZEICL
£7

dcnml# appmgr afw restore-CA-signed-cert

[IEXLy (yes)] &AL, BAHA A b=V LTCREAEZE T 5 2 L 2R L E T,

TIT 47 /— KT, appmgr sartall 2~ REEHLTTXTOT 7 r—> a3 & iLH)
L/i‘é—o

denml# appmgr start all /* Start all applications running on Cisco DCNM Active Node

FElZHETeRTIZ, CiscoDCNM 7 75 4 7 ) — ROT_XRTOHF—EZAREEL TWDHZ & 2R
L\Ajz‘a—o

Note Cisco DCNM Web UL IZm 74 > L, fEFAEOFEMNIE LW 2R LET,

ABLRA ) — KT, appmgr startall a2~ REZEHLTT_XTOTF ) r— 2 &)
Li‘a—o

dcnm2# appmgr start all /* Start all applications running on Cisco DCNM Standby Node
LIEOLFFoThE, RAZ N, J—=RRRT 7747 7—FREFEBILET,

TITATBELORAZ 3L J— ROJli J7C appmgr afw show-cert-details =~ > K& L
T, HLLA VA M= LT CA B EL MR LT,

VAT AL, CAFEHEZMELTREY, 79U THERTE X7,

=Lt CAEAFESAAENEELET

CABAMEFEAEDA A b=/, Hom, BHIL, ¥— =T 4 OFEL Y= DBEHRLT
WS, BRANANL T a2 TT, ZAUTKY, BRoltitHEEL A VA= AT 5L L



RS

ATvT1
ATy T2

ATvT3
ATy T4
ATy T5
ATvT6

ATy T17

ATy T8

1oz b=nLr-anzorz [

RAHBIADELDZHEENDVET, ZOL5% T IV ATIE, HOA VA M—VEZILT v
TV —FDORNIA VA b=V ENTEHERETTZ L 2BEIO LET,

PLRTIZA A h =L ENT- CABAFTEREAELZEE L THETT 51213, ROTFIEEZFETLE
ﬁ—o

FIE

SSH #i K Z#%H L T DCNM Y—ice 74 LEd,
/var/lib/dcnm/afw/apigateway/ T 4 V7 M UICBEILE9,

denm# ed /var/lib/dcnm/afw/apigateway/
dcnm# 1ls -1ltr /* View the contents of the folder

total 128

—rw--————--- 1 root root 1844 Nov 18 13:14 dcnmweb.key.2019-11-20T132939-08:00
-rw-r—--r-- 1 root root 1532 Nov 18 13:14 dcnmweb.crt.2019-11-20T132939-08:00
—rw--————--- 1 root root 1844 Nov 20 10:15 dcnmweb.key.2019-11-20T132950-08:00
-rw-r—--r-- 1 root root 1532 Nov 20 10:15 dcnmweb.crt.2019-11-20T132950-08:00
—rw--————--- 1 root root 1844 Dec 22 13:59 dcnmweb.key

-rw-r—--r-- 1 root root 1532 Dec 22 13:59 dcnmweb.crt

denmweb & denmweb (%, BIfE, VAT AIZA VA R— L ENTNDF—LiAET 74 LT

T FRRD 7 7 A NAIT, ZALARZ T T 4 v 7 ZAEMH LT, &LOT v 77 L— &

TAIETTORNIA VA F— L EN TV B X — LFEAEDORT 25T 2 DIT&RIL B £ T,

appmgr stopall =2~ > R&{#H LT, CiscoDCNM ETETENTNHTRTOT 7Y r— 3

VEEIELET,

denmweb . key BL Ndenmweb.crt 77 A NVDNNw 7T v T hE LD £9,

BT o ¥ —LAEAEO T ZRELET,

F— LREAZE DT % denmweb key 3 X WV denmweb.crt & LT (XA LARZ T YT 4w

A{LT)a—LEd,

appmgr start all =~ > F&{EH LT, CiscoDCNM ETFEITINTNLTRTOT 77—

varvERGLET,

appmgr afw show-cert-details =~ > K& fliH L T, GEFIEOFHM 4 2 L £ 7, CERTIFICATE

11X CA BANT EFEAETT,

GE) CA B4+ & FEE DS Cisco DCNM Web UTIZ R SN2 WA, £721X DCNM H—
NWIRT T — Ay =V %EELEGEIE, VAT AZHEETILENHY £7,

A 2R M—)LLTI-SEBHEDER

appmgr afw show-cert-details 2~ > RZHH L CTA > A b —/L L7-AEHEZ R TE, Web 7
T I L > GEHEREIOE IR L E T, CiscoDCNM (3 CTOFEAETZ 74 (Chrome,

anz B



itsiz |

B oxr—rLranzorz

B iss

IE, Safari, Firefox)Z# ¥ R—FLET, LL, &7 7 VP CIFGEHEHRP Lo TRRS
ET,

TIUFOT AL Web YA FT, 7T UVOEAFERESRT L 2BBOLET,

WD A=~y ML, FFAELHERT 5720 Chrome 77 U /X—0 5 1 74.0.3729.169 DHIT
hﬂ‘o

1. URL https://<dcnm-ip-address> % 7= 1% https.//FQDN> % 7' 7 7% DT KL A /N—|Z AF)
LET,

Return ¥ — %2 L F9,

2. EMBEORHEICHESX, URL 74— FOEMOT A avicny s 74av [ ® 17

17—k TAar [ A i ngRshET
FAavEIY v LET,

+

A NotSecure hitps://172.22.31.53

Your connection to this site is not
secure

You should not enter any sensitive infermation on

this site (for example, passwords or credit cards),
because it could be stolen by attackers. Learn |
more ‘
You have chosen to disable security warnings for

this site. Re-enable warnings

@ Certificate {invalid)

@ Cooldes (3inuse e
CISCO

ata Center Network Manager!

Version 11.2(0.395)

€2 Site settings

3. H— R, [REBAE (Certificate)] 7 4 — /N K& 27 U v 7 LET,
AEAEOEHRIRINET,



FEEAE

+

A Not Secure hitps://172.22.31.63

L@ denmea

localhost

1oz b=nLr-anzorz [

Issued by: denmca
Expires: Friday, October 13, 2023 at 6:39:39 PM Pacific
Daylight Time:

© This certificate is marked as trusted for this account

¥ Details

Country
State/Province
Locality

Organization

us

CA

San Jose

Cisco Systems Inc
Data Center

e locahost

Country
Locality

Organization

Organizational Unit

Common Name

Serial N
v

Signature Alg n
Paramaters

Not Valid Before

Not Valid After

us

CA

San Jose

Cisco Systems Inc
Data Conter
denmea

1644447264

n 3

SHA-256 with RSA Encryption
(1.2840.113548.1.0.11 )
None

Sunday, October 14, 2018 at 8:39:35 PM Pacific
Daylight Time

Friday, October 13, 2023 at 8:39:39 PM Pacific
Daykight Time

———

FRENTWDIEHRIL, appmgr afw show-cert-details % L CREIEOFEM A TR L7
EEIC, GEHELICR RSN TV DEEME ML TV OIRERH D £,

anz W
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



