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GE)  Cisco 2% CiscoUCS TDOHT A L TWABEHATH, Cisco DCNM 1@ 72 AR DB D =2

Va—T7 47 N—KRoux7 CEELE T,

HR— b ENBNA =AY

Cisco DCNM H— 3L, IRDONNA /X—= A FTHEFATEET,

INA IN—INA H HR—k

Data Center Manager H—/\ 7

HiR— rEhDHERA

N— =52 1.53

(RHEL 7.6 IZf7)8)

Juhr—ay
ESXi 7.0 vCenter 7.0 T T (Al
ESXi 6.7 P01 vCenter 6.7 P01 4~=T (Al
ESXi 6.5 vCenter 6.5 T (Al
ESXi 6.0 vCenter 6.0 4T (Al
RedHat 7.6 KVM with QEMU | Virtual Machine Manager LAN 777U v 7

Hyper-V on Windows Server
2019

Hyper-V Manager (Windows
Server 2019 |2+ &)

LAN 777U v

ZNiERA T 47 HAE— R
THHR—FEN, 7 TRH
ET— FCIEYAR—FENFEHE
A—/O

=N )Y —XEH

A\

GE) M~ > ®D CiscoDCNM %A A h—/L T B84, b= U V=2 LE%EDY V—2R

TR, M~ R ON— AT A U ERT DMERH Y T,

BEAE®D Elasticsearch 7 — & ~X— 2N 250GB # i x A4,

Cisco DCNM Y— N1k, HA VT v

7 ZE Z 55 T4 57212 500GB #8255 HDD AR_R— R & SE L LE4,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B o x7s3#

& 2:CiscoDCNMLAN 77 7)) v Y BRAD VAT LEH

BME

RES2 147

IMRAE (Lab F 1=
[ POC)

KRR (£ E)

81-350 5D R
AyFNAY
Ea—Fa425
Ar—)L (v b+
D=9 4284
kL)

wmARBEBEDNDA
AyFNIAY
Ea—Fa25
(ry kD=5
A4 hE&&E
=)

OVA/ISO

CPU : vCPU x 8
RAM : 24 GB
DISK : 500 GB

CPU : vCPU X 16
RAM : 32GB
DISK : 500 GB

CPU : vCPU X 16
RAM : 64 GB
DISK : 500 GB

CPU : 32 vCPUs
RAM : 64 GB
DISK : 500 GB

)

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K

GE)  KEE»-OaLEa—F 4 U EEOBEA.

TAARATEZBMTEET, T4 A7 OV A XX,
/N 32GB 226k 1.5TB O&iH £ CHEATE £,

BETF O Elasticsearch 7 — % ~X— 273 250GB Z# 2. 2 %6 . Cisco DCNM ¥ — 83, A 7 v
7 AMERESE T T 51201 500GB 2 5 HDD A_—A &8 e LET,

DCNM DA VA =N %55 T L, DCNM 77U 7r—3 g U ERE L CHERIICEIES Y 5 72

bolt

I IAR=T 4 v a TR T 4 A EERID YTES, T4 AT RO BRI

WCiE, 77—y ar0a—F =04 FEZRLTESN, A VA M= AVEETT v
JL— R /tmpT 4 V7 N E~D Y NTCEDRIOT 4 AV &~y N CT&xE9, appmgr
system scan-disks-and-extend-fs =~ > R&FEH LT, T4 AZMEKET A AT 77 AL TR
TLAEBMTHIELTEET,

*y bT—9 424 ~7E LD CiscoDCNMLAN 77 71 v 7 BB (NI)

)

GE)

CiscoDCNMLAN 7 7 7' U v 7 BB Z WU CHERE S B 5 72D D X E X E e v AT LB IZHOW
T, VAT LAEH SR TIEE0,

Network Insights (NI) Zfi ] L 7= CiscoDCNM LAN BB D H1 2> ZHEHIZ DUV TiE, Network
Insights =—H%— A4 REZSHL TS0,

LAN 7 7 7'V v 7 BB ZEHT 572912, CiscoDCNM 11.5(1) DARFEF A D A 47— Uil R & 3%
AT 5T, Cisco DCNM DRRFEFE D A r— VIR 2 S L T 72 a0y,

RILFRKOEDRA v F

/J—F CPU ER€— |CPU AE AbL— |y FT—
N 1)— o 9
DCNM OVA/ISO 16 32G 500G 3xNIC
vCPU HDD
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| =
2571848 |}

/—FK CPU ERiE— |(CPU AE ZAhL— |Fy po—
N )— | 9

aLa—T 4V |4l — — — —

= 4:81-350 R4 v F

J/—Fk CPURERBIE— |CPU  [AE |RbL— |y bT—
Kk y— | z
DCNM OVA/ISO 16 32G |500G 3xNIC
vCPU HDD
2LV a—F 4 |OVAISO 16 64G | 500G 3xNIC
5 vCPU HDD

Cisco DCNM 0 VMware Snapshot +-7R—

AF T ay hTE, AF v T ay VERE LEREESOE~ U RROREE X ¥
Fx¥ LET, B~ v OBRA AV ERIZATICLEE XA Ty o ay MR T E
T, ROERIZ, BEOAFT > ay b PR—FE2RLET,

VMware 6.0 6.5 6.7 6.7 P01 7.0
vSphere
Hypervisor

(ESXi)

VMware 6.0 6.5 6.7 6.7 P01 7.0
vCenter J—/3

\}

GEX)  CiscoDCNMOVA A > A b —F Z B4 5121%. VMwarevCenter — 328 4AB T4, LavL,
vCenter % i {3712 VMware ESXi (Z DCNM % [H#% A > A b—/L 9 521X, DCNM ISO /&R
ZBBRTEET, ELWVWCPU, AEV, T4 A7, BEUNIC Y V—ZANRZD VM IZEID 4
THONTWAZ EEEHRELET,

VM T2 F v F¥ay halRET 51003, WOFIEEZEITLET,

1. AVX_XUNINOEE~Y %2457V v 27 LT, [RFTv T3y bk (Snapshot)] > [RF Y
73w OIS (Take Snapshot)] 227 U v 7 L £,

2. [RFTv T ay bOEwE (Take Snapshot)] XA 7 7R v 7 A2, AF w7 ay hO4
A ATLET,

3. [OK]#7 Vw7 L, AFv7vay heRFELET,

WDAF T ay b VMIERATE 7,
« VM OEIRN A 7 DARKE,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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e VM OEENA L FETZNIT 7T 4 7 DARHE,

\}

GE) VMOEBEERERNA L EZIZAT7DEE, CiscoDCNM IZAF vy 7Y ay hEVR—FLET, K
v A A7 a URBIRENTWVWDH EEX, DCNM ZA Ty v ay hEHR—FL
FH A,

WOBRNZRT LIS, REIDUVDATRYDRAFTYToay b Fxv IRy 7 ANERENT
WRWZ L EAHRELTLIFEEN, 72770, VMOERERR A 712> TWABRE S L —I12 - T
b\\i‘é—o

Take Snapshot = denm-va.11.x.1 X
Name VM Sn|apshct taken powered on 12/8/2019,
Description

\j Snapshot the virtual machine's memory

(] Quiesce guest file system (Needs VMware Tools installed)

AF v F gy ORI VM 2T TE 9,

Manage Snapshots = denmiin X
~ (@ denmit
“ [® VM Snapshot 12%252f12%2522019, 11:56:07 AM Name VM Snapshot
v [ 1131 Snapshot 12%252f12%252f2019, 3:04:31 PM 12%252f16%252f2019,
v [® VM Snhapshot 12%252f16%252f2019, 6:55:02 ... 6:55:02 AM
@ Youare here Created 12/15/2019, 11:55:31 PM
Disk usage 510.03 MB
Snapshot the virtual No

machine’s memory

Quiesce guest file system No

EDIT

DELETE ALL ] l DELETE ] I REVERT TO

DONE

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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27024 |

e~ &LV v 7 L, [RFy T3y FOEE (Manage Snapshots)] #%#IR L £ 5, 18
LT HATFT Yy T gy bEBIRL, [T (Done)] 27 U v 7 LET,
YR—bZhdWeb T5H
Cisco DCNM [FIKD Web 7 7 U #F &4 R_— b LE T,
* Google Chrome /X—3 3 »: 86.0.4240.198
* Mozilla Firefox /S—7 =2 >: 82.0.3 (64 £ )

* Microsoft Edge /N—37 = »: 86.0.622.63

Z0MOYR—FRHEDY T T

WDFIZ, CiscoDCNM U U —Z11.5(1) THR— SN TWNDLZDOMDY 7 by =T &R LE
R

R5:ZTOMOYR— FRHEDY T+ T

aAVR—32U b Hae

X2V ¢ c ACS N— 3740, 5.1, 55, BLUSS
*ISE/N— 326
*ISE/N— 33,0

e Telnet %) : SSH N—Y g1, SSH A=Y g2, 7
o —/LE A SNMP 75 A R —REEA,

« Web Client 55k : TLS 1, 1.1, 1.2 ZfH9 2% HTTPS
+TLS 1.3

OVA/ISO A VA b —7F CentOS 7.6/Linux 7 — %/l 3.10.x

Cisco DCNM I call-home £ X b, 777V o IV EFBA R b, T v 7BILORA—LTlig
FEENHBARN bEYER—FLTWET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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i

TEFIE L FINSEIA

o« JEE S & K EIH, on page 13
* DCNM-SE % Nexus Dashboard I[ZZE#ad~ A RijD TPM /X—TF ¢ 3 V' OfER (15 2—)

FIEFEEHRNSEIA

CiscoDCNM Z A > A M —ILBIOT v 77— ROHA R4 2 LHIRBIZ. kDiEY T,

N

—MREVETA RS54 2 EHIREIER

e IRD/NAY — REAFIZHENE T, BRI EDRWES. DCNM 7 7Y 7 — g i@z
HREL R WEARH D £77,
/I TH 8 XFEEGH, 1THOT LT 7 Xy s 1V HOEFEETVLERNH Y 9,

s TIIT 7Ry b BT, FET (- #H@&S$TRE) OMAEDEEELZ ENTEE
‘a—o
DCNM /SA U — RIZZ NS OB SCTF R R LRV T 72 &V, <SPACE>"&$ %'

A=</,

Cisco DCNM U U —Z 11.0(1) 725, B AR T — FIZHFAT SN TV D LFIE, OVA
BIOISOA VA b—/LZHIBEENTWET, E-T, 777 L— FfiZ, DCNM
11.0(1) £ 1IN IEA SN TWAEHWASRAT — R3ES T4, 72770, 7o 7
7 L— RHIFBIDO SRR T — RPFFR[ S TWET,

ANENTODH LWEHANZRY — NE, ROVFIUATHEHINTHET,

—ay V= LEZRHLTDCNM 7 FI9A T VAT 7 A LET,
—SSHZRH LT I ITA T L RCT 7 EBEALET,
— T T ITA TV ATEITSINTWAT Y r— = > (il : Postgres DBMS)

7272 L., 7 w77 L — K1k Postgres DBMS X DCNM 10.4(2) THE SN TS /3y 7
Ty I MBETLINTNSTH, DCNM U U —2 104Q2) THEHINTWNAH/RRAT —
R % L, Cisco DCNM Web UL 1212 7' 4 4 B8N H D £77,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



ABFEEAHNTE |
B sssacsnss

*DCNM %A VA b—/LF 5L &2, BEZ o A& FH LR TL 72E0 (Crl+ALT +
DELETE ¥ —% 972 &), FWiT 2561, 4 v A b= T ot 22 FEREIT 2 LER
&) D iﬁ—o

e A VAN NVELIIT v T L — K%, £ LTCiscoDCNM T 7T A T v A TEF DO
VEZFEITTDHHNC, AA LY =V ERELET, ALY —2DFEIZIINTP V— %
ERALES,

c FAT 47 HA Y Y N7 v 7 TEITH D Postgres 7 —H _N—AD AT —H A& HERT HIT
I, pg_ctl =<2 REMH LET, systemctl =2~ RiZA LT 7EE 0,
ey (#) WETRNAT— REZRHBLARVWTL EEVY, Cisco DCNMIZ., #2085 ThhE
HNAT — REEFILINTZTFANERLET,

MLV — =T 4 VT N =T EENZT v ST — R LW E R L F
T, MBERY T =T aAR—FR MNITRXTC, AT Ty 77— RKRIETHE
HENET, DONMT v F 7 L— ROHNERDa L R—% 2 DT v 77 L— Rid, N7 —
U ADOMEEA LT S FET,

HiRA VR =L
ARAET T AT A (OVAISO) DGE, A VA N—F AR —T 4 VT VAT AL
Cisco DCNM 2 R—F% > h& A A h—/L LET,

* DCNM OVA (X, vSphere 7 71 7 b % ESXi — NCEH#EHEHT 52 L CREATE £
R

VAV
cSSHEY I avmbA v IFA L Ty TP L —REFTLAENTLIEX N, By a N
HALT T RL, 777 L—RKBRERIZRDZEDHY F97,
* CiscoDCNM U U —R |27 v 7 L— KT BHH1IZ, YRTOY U —ATT L A M 28I
LE9,
s Ea—T 47 ) —RERRTHHNC, TVANIEZERILEST, 22 E2—T 1
VI —RERBEE, TLA N EENCTEET,
FAT 47 HAT—RFODCNM DA, TLAMNIIE3 Oy Ya—TFT 407 J—F
DHTHR—FENET,
* Network Insights 77U 77— 9 V2 FAT T 2 M ER L 5GG, 3EOaBa—T 17
) —FR&EA VA=V THENENDHY 9,
WA U H—T oA AREEELETHENS, TV AN EEHZLET,
VANV EBERZTEET,
Ny I T T EETLTaEADOM., 2 a—F 47 ) — NI I T v ICHEEN
FT, LWV arBa—T 4 T ERERK, 20 Ea—TFT 407 ) —RKTAY I T v %
T xd,

LR, T

e

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K




| EEEELHINER
DCNM-SE % Nexus Dashboard [ZZ#:9 2810 TPM /A—7F « > 3 DR .

Ry DT o TWNleholatgf, 3avEa—T7 407 ) — REEGREERL, T 3Toar
Va—T 47 ) —RTT—X%{HELET, CiscoDCNM WebClientUI T, [7 T 47—
2 3 v (Application)] > [A 2 Ea—TF 4 7 (Compute)| ITBEBEI) L £, [+] 71 =2 &%
RLT, avta—T747 /J—FRZ&MLET,

s A Ea—T 47 )= RCTF—FEHETHITIE, SSHEYy va vy EZ@BLTaryEa—
T4 J—FRica A4 LT, rm-rfivar/afwivols/data =~ > R&2EHA L TF— & 214
ELFET,

\}

Note J_CoOarVEa—F4rF /) —RTEODavy RE@BNIELT
L., 7—4 B WHETHLENDY 7,

« T v T T L—RZRIINIRT 7V r— a U EEENT 51, DCNMWebUI C[7 T or—
L 3> (Application) ]>[F&E (Preferences) ] #ER L E¥, LEIISL TRy hU—
IREXELRLET, Ty 7 7L —RRIZTZ7 77V v 7 OT7 LA N EZFHT DRI
X NT—UBREELEBELRNE, REITET LEYA, ZOMEEMRITDICIE, NIR
TZVEEIEL, Xy NI —FIREZEELTOLT 7Y 2HEHTILENLNH Y 9,

DCNM-SE % Nexus Dashboard [ZZ #2932 510 TPM /3 —

T4 a3 DHESR

DCNM 11.5 (1) LA TiE, TPMX—T 4 v a UM L CW A A[REMERH Y £, Zhic
J V. CiscoNexusDashboard Y 7 N7 =7 DA > A h—/LN KM LE9, CiscoDCNM-SE 7> 5
Cisco Nexus Dashboard\iZ 7 v 77 L— K35 HIZ, TPM/N—T 4 ¥ 3 VEHERTHILERH Y
i‘j‘o

)

GE)  TPMIiEZ. DCNM 11x V )V —Z2DBEHTIEIH Y ¥, LEB-T, TAALANZOREOE
A Z T TVWAEAETYH., ZOMEIET A AOPEFO DCNM 11.x BEREICIT A L8 A,
CiscoNexus # v > 2R — R~DT v 77 L — RERETHET, N EOT 7 3 034

0 A,
Cisco DCNM-SE 28 Z ORJBED B EZZ T TV AN E D D EfERT A1, ROFIEEZFEITL
F7,
FE

AT w71 sysadmin = —H—% i L T Cisco Application Services Engine (= SSH TH#ifi L £7,
ATYT2 WOaAxy REFITLT, ETNVEZDON L —DY A M aFRRLET,
Isblk-S

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B 0cNM-SE % Nexus Dashboard =29 2810 TPM /$—F 1 & 3 L ORR

[root@dcnm-se-active sysadmin]$ 1lsblk -S

NAME HCTL TYPE VENDOR MODEL REV TRAN

sdc 0:2:2:0 disk Cisco UCSC-RAID12G-2GB 5.10

sdd 0:2:3:0 disk Cisco UCSC-RAID12G-2GB 5.10

sde 0:2:4:0 disk Cisco UCSC-RAID12G-2GB 5.10

sdf 7:0:0:0 disk UNIGEN PQT8000 1100 usb /*identiifying device
from UNIGEN Vendor*/

sdg 8:0:0:0 disk UNIGEN PHF16HOCM1-ETG PMAP usb

sdl 1:0:0:0 disk ATA Micron 5100 MTFD HO072 sata

UNIGENR U X —DT7 U r— g v —E R P UNTF AL 24 sdf TR ESNE L,

ATv T3 KD

v REFEITFLT, TARAZONR=F 4> a v 2FRLET,

Isblk -s % 7213 Isblk

RATv T4 TN

1

WOFNL, 2 2D/3—F ¢ g sdfl & sdf2 THERET D TPM 5 4 A7 Zx L TWET,
ZhuE, B8 < CiscoNexus ¥ 2 h— K VY7 =27 TA VA =)L TEET,

[root@dcnm-se-active sysadmin]$ 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sdc 8:32 0 2.2T 0 disk
sdd 8:48 0 2.2T 0 disk
sde 8:64 0 371.6G 0 disk
sdf 8:80 1 7.7G 0 disk /*functioning TPM with partition*/
| --sdfl 8:81 1 60M 0 part
| --sdf2 8:82 1 3.7G 0 part
nvmeOnl 259:0 0 1.5T 0 disk
|-—nvmeOnlpl 259:1 0 1.5T 0 part
|--flashvg-flashvol 253:3 0 1.5T 0 lvm /var/afw/vols/data/flash
15 2

WOHNX, T34 Asdf T/8—=F 4 ¥ a URERSIN TRV, AR FEITAHE L= TPM
FTAAT R LTCWET, ZD=v ;I Cisco Nexus Dashboard ¥ 7 b7 =7 DA > A
M—IUIZIFfEHTE W=D, RBRTIHILENRHY £9°,

[root@dcnm-se-active sysadmin]$ 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sdc 8:32 0 2.2T 0 disk
sdd 8:48 0 2.2T 0 disk
sde 8:64 0 371.6G 0 disk
sdf 8:80 1 16G 0 disk /*corrupted TPM without partition*/
nvmeOnl 259:0 0 1.5T 0 disk

| --nvmeOnlpl 259:1 0 1.5T 0 part

|--flashvg-flashvol 253:3 0 1.5T 0 lvm /var/afw/vols/data/flash

A RANR—=TFT 433 VDRNTPM T 4 A7 03 585 1%. Cisco Technical Assistance Center

(TAC) |2 L T RMA ZBth L. T34 A& LT &0,
TPM (Z/X—T 4 2 a Vb 556, 2L EOBEIZVNEH Y FH A,

. LAN 277

v BB 1) —X115(1) ® CiscoDCNM >R b—ILEL VBTV FTIL—F A/ F
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=
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— =] x
CIE7 s
Z OETIL, Cisco Data Center Network Manager D EBHICRET % U U — X [EA ORI SIS
WCRIBR L E 97,

s DCNM A —7 U MAET 75 A 7 ADHiHESA:, on page 17
« DCNM ISO RAET 75 A 7 > A DRHESAF:, on page 18
« Cisco DCNM A8 T 7 A 7 > A HA DOHIHESAF:, on page 19

_ O ~ (o J— -~ —tl E k
DCNM A —J U RET7 7547 2 ADEIRSH
CiscoDCNM A —7 U MABT I A T v A% A VA M=V T BRI, ROV T " =T &5 —
B AR 2P Tl T ERNH Y 9,
* Windows $—/NTHEIT X1 TV % VMware vCenter % — 3 (F 721XV I T 774 7
VAELTEITENTVD),
e VCenter |2 A ' R— s &N 7= ESXi AR A F & VMware L £,
cESXi RA RN ED 3 ODR— Z—7 : DCNMEH Xy NU—27  IKESh-7 77
Vo 78RRy hU—27 EPLBLOT VA MUMSEERA VXV R A H—T 21 A,
e CiscoDCNM I — " UMRIBT 774 T A WEB IS Cisco 7 urs~7 ) 7577
Uy TCAAL v FOBERELET,
e VMware vCenter Web 27 7 4 7> RS DCNM OVA A > A h—/L D= HEEI XL TV DR A
FNC, UANAKEY 7 FU =7 (McAfee 72 ) BDEIT SN TW W L 2R LET,
TANVAKEY 7 b =T NETTOBE, DCNM A o A b — VKT 2 AIREMED & 0
\gz—a—()
«DCNM 4 —7"MRABT 754 7 A%, ESXi R A FTEBENTWAS SO & b B#MN

HYFEJ, ESXi kA N TORBEDEA. VMwarevSphere 7 7 A4 7 b 77V r—a v
IZZE T,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



B oovwiso iy 7547 xomRgs

A\

Note CPU F5 1N A U EFDFEMIT OV TIL, memory requirements, Cisco DCNM U U — &/ —
F, VU—=2110D) D ] o7 v ara22RLTLEEN,

(@ J— —te
DCNMISO {RE7 754 7 > ADHIRSEH
BEFEDT 7T 4 TIAZ A AT 4 7 HADCNM 7 X7 A4 T R, BIMOT 75 47 %
JAZAZ N, J—=REBMLAZNWESICLTLIEE Y, £ A =3B LET,

Cisco DCNM ISO (AR T 7T A T v A% A VA M= /LT DRI, RA NEZEFAA R—= g W
ERETDODMLENDY £, BIEIESNT, CPUE AE Y DERIZESNWT, By F T v
RARN 2V ETIAA NN, FERELET,

Y

Note CPU & A&V BELEOFEMIZHOWVWTIL, [CiscoDCNM U U —R J— ] @ [H$—nRJ Y —2
D) B arEBRLTLIEEN,

WONWTNIPDOHEARERTELT, DCNMISORBT I3 A4 T v A% A A M—=NVTDHIEN
TEE9,

VMware ESXi

BRAR 2V XESXi AL TA VA =L &N, 2O0DKR—F ZA—7RNER S ET,
I 2DIZEFM x*y hU—Z7 . 9 1 DIEDCNM EH Ry N —Z7 T, ILIETZ 77V v 7
AN R Ry NI =T 13A T3 o TF,

A—RIWAR—{RFET 2 (KVM)

ARA R <3 %, Red Hat Enterprise Linux (RHEL) 5.x, 6.x £721X7x & & HiZA A h—/L &
N KVM IA TV 773740 a—P— A X =T A GUNIZT 7 EALET,
GUITit, i~y 32— %27 7B A LT, CiscoDCNM{RART 74 7 A% JER L
TEHTHIZENTEET, 2200%y hT—7MERENET (EFM % v kU —2 & DCNM
By hU—7), #HE, DONMEHLX Y NU—27 1%, OV T Xy "B T 7|8 A4 57
DIZT Vv EnNET, SEIERFATOR Y NT—7 ZERT D HIEIC OV TIEL, KVM
Dv=aT VESZRLTI I,

N

Note (CentOS <° Ubuntu 2 DD T T 7 +—A5 0 KVM 1%, H#tE~ U 7 20838804 572
PR—hrENEEA,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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Cisco DCNM {7287 75« 7 > 2 HA oopiegts I}

Cisco DCNM X7 754 7 > X HA DRHREH

ZITIE. N TRAFEY T 0 (HA) BEEA/F D2 O ORHRSEMEIZ OV THI L E T,

HA £— F T Cisco DCNM R 7 TS5A4 7 VA BT 5

QODAK Y KT a AART 7 Z A4 T 2 A (OVA & 1SO) # BT 2L ERH VY 9, 7D
BT 74T A% RAT 25813, ROFMELZWIZTHEL S 3,

T VT 47 OVADethO X, AX U NAFIRT 7T A4 T U AD eth0 LR UH T R MIAFE
ETHMENHY £, 77T 4 TR T 7F7 A7 AD ethl 1L, AHX 734 OVA D
ethl LRICY 7 Ry NMIAFETDHIVEND Y I, T2 T4 TIWET 774 T 2 AD eth2
X, AF N, TTIAT U AD eth2 ERICY 7 Ry MIFETHILERDH D £7°,

WS ORMBT 7T A4 T AL, FIUEFASRAT— Ra#H L CRBETALERS Y £,
o7t RCEY, WHFOREBT 54TV AREWVCEE L TWAZ EMEEESNE
9,

BEEDT VT 4 TIAZ A XA T 4 T HADCNM 7 I A T L AIBIMDOT 75 47
FEFAZ N, ) —FEBMLES ETHE, A VA P—ANELET,

RAEIP 7 KLAOBR AY

P—r3eth0FB L Wethl f  F—T = A AZHRET HITIE, 2DODZEXIPT RLUARKLETT,
2L, eth2IP 7 RLAEIAT v a T, RHIOIPT RLAZ, FHT 72X Ry hU—
JCERENET, ZhiE, OVADERLT 7 X (eth0) f V' F—T =A A LR LY TRy b
WIZHHVERH Y £3, 2ZFHDIP 7 KL AX, enhanced fabric management (ethl) A > &% —
Tz A A (AL v T/POAP EEA v hT—2) LRILH T Ry NIZHDLERH Y £,

DCNM #— DA /3 R EH (eth2) OFFEZEINLIZGEIL, BIOIP T RLAETHIT S
VERHVET, FATAT7HA Y N T 7T, 7794~ =R hFY =N
Deth2 f LV H—T =2 A ABR LY TRy "NIZHDILERH Y 7,

NTP H—/\DA VX k—)L

KERSY D HA HERE A BHEX B 51T1E, NTP Y — %4 L CTiliJ5 o OVA DR Z [EH#4 5
ERHY ET, WHE, A A M—VIEHT VA Ry U= (ethO) A VX —T = A AlH
nET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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4.
=% =R

CiscoDCNM D14 VX —JL

YR—FINTLHEE

CiscoDCNMLAN 7 7 7V v 7 OEHOV AR — F I TV OHBIEX TR TERIN TWET,
*Native HA 77 A4 < VB LBV XY T 747 2 ARTIE, B 50ms T,
* DCNM Native HA 77 A ~ U 22 A A » F ] Tl, #EIEIL 50ms T,

« DCNM DO OFHE DR LRI 50 X VT,

ZOET, WOETHEEINWTHET,

SE IZ Cisco DCNM % A > A b —/vF B 5A15,. DCNMISORIET 77 4 7 A (iso) A > A
f—Z% A4 A= LET,

=T NHET T TAT L ATDCNM A VA b= 45 (21 =)
cISORMT 7T AT ATDCNM & A A h—/LF 5 (43 ~X—)
CARFURTRY By KT T MO RAT AT HA®Y T v T ~DZEH (79 ~—)
«CiscoDCNM 2 B 2—F 1 7 ) — RDA A h—/L, on page 85

A—TRET7ITZAT7ATDENMZEZ A VR b—JLT
%

ZOFEF, WO THBEINTHET,

A—TREBT7ITSATORITI7AILDE>A—FK

T =T MIRT FIA T A A A =T HRMIOFNEIL, denm.ova T 7 A NEX T
H—R+52LTF, OVFF o 7 L— 2 RETALEX, a2 Fa—&O denm.ova 7 7 A
NEtELET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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\)

Note HA 77V /57— a U HREEZEMT 2 FEDOHEIE. denm.ova 7 7 A /L% 2 [RIEBH T 2 2452
N ET,
Procedure
ATy 1 ROV A MIBEILE9, http:/software.cisco.com/download/http://software.cisco.com/download/

ATy T2

ATvT3

ATy T4
ATy T5

ATvT6

Aty m— RA[REZR Cisco DCNM O V—A V7 b =27 DY XA FRFRENET,

[HL5 DIR (Select a Product)] #5878 »~ 7 A {Z [Cisco Data Center Network Manager] & A7)
LET,

[#8% (Search)] 7 A =% 27 V) v 7 LET,

R REF 0> 6 [Data Center Network Manager] 27 U v 7 LE7,

X m— RA[fe7s Cisco DCNM OFRHT Y U —A V7 b =7 DY A MRFRSNET,
BV U—AD U AT, 11.5(1) ZiERL F7,

DCNM A =7 U RAET 7 I7A T A A4 VA M=% RFE L, [F2>B— K (Download)] 7 A
arv&E7 V7 LET,
denm.ova 77 ANVET 4 L7 FUIZRGF L, OVF 77 L— FORERMEZRIGT S L XICR
DFRT LR ET,

OVF 7T L—bhELTDA—TURBT7 IS4 7 RADRERH

OVAWRART 7T AT VA 77 A NEL T a— KL=, vSphere Client 77V 77— 3 V)
5 F 721 vCenter — 325 OVF 7 7' L— &2 B L £7,

)

Note HA v N7 v 7HIZ2 5D OVA Z/EE L F7,

ATy T

Procedure

vCenter ' — X7 7 r— g9 U EBIE ., vCenter =2 — % — 7 LT vy /L& {# A LT vCenter
P— IS L T,

Note ESXi /R A h % vCenter — /N 77U &r—3 g NZBMTHAXLERH Y F5,

VMware vsphere D/3N—3 = N2 Ko Tk, KW ELIZa o Ya—TF 127 OVA ZERT 5
Lals, 2=V —=2NBIOT 4 27 YA X ETE RN, Web HTMLS A % —7 = A

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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| CiscoDCNM DA > 2 k—)L

ATvT2

ATvT3

ATvT4

ATvT5
ATvT6

ATy T17

V7o TL—keLTOF—TomE7 7517 208 [

ZRETNCEMEL R WEERH ET, LEER->T, VMEZEMT AIZIEFlexf v F—T7 = A
AT BB LE T,

ESXi 6.7 Zfi/H L COVF 77 L— F &M L T\ %34, HTMLS T Internet Explorer 7 5
TYEEHTLE, A A= APNRKKRLET, ESXi BLU6.7ZHHLTOVF 77 1L—
M2 IEFICEBT 223, ROWTNNOL T a v EERLET,

* Mozilla Firefox 77 7%, HTML 5 #*""— R~ &

HTML 5 237 R— b SN TOWRWEED flex 4 » F—7 = A ZDHH]
* Mozilla Firefox 77 U, flex\flash 7R — k& ¥
* Google Chrome 77 7%, HTML 5 #7R— & Y

HTML 5 3 %R — F SR TWRWEGED flex 1 ¥ —7 = A ZADMEH

[f—Ls (Home)] >[4 >R k1) (Inventory)] > [fRR FE &KUY 5 X4 (Hosts and Clusters)] (&
BEIL, OVF 7 7L — P BRI TWDORA FEEIRL £,

[/RA k (Host)] 47 V v 27 LT [OVF T 7 L— FDER (Deploy OVF Template)] % E&4R L
i‘ﬂ—o

[7 % 2 3 > (Actions)] > [OVF 7> 7 L— ~ D ER (Deploy OVF Template)] #3i&R4 52 & b
TEET,

[OVF 7> 7 L— k ®EBH (Deploy OVF Template)] 7 « ¥ — RBFREINE T,

[7 > 7 L — b DEIR (Select template)] B[ T, OVA A A —T %X 7 m— K LIZGETICBE)
L/iﬁ‘o

IKDONTNDDFTETOVA 7 7 AV ETBIRTE 9,
s[URL]A v ar RE U EBRLET, £ A=V 7 7 A NVDGIT~D/ A% AT LET,

«[B—HIL T7AIL (Local File)] 47> a > RZ U &FRLET, [ (Browse) 1 %7
Uo7 LET, A A=YUPRESNTNDT L7 PUIZBEILES, [OK]Z27 U v 7
L/iﬁ‘o

[K~ (Next) 1227 Vv 7 LET,

OVF 77 L — O R LT, [RNNext)]| 227V v 27 LET,
[Ty R 2—H— T A & Z2E¥) (End User License Agreement)] [ C, 71 & ALK EE L
AL TEE NN,

[ (Accept)] 227 U w7 L, [RNNext)] 27 U w27 LET,

[4 Hii & $3FT (Name and Location)] [ T, KOIEHRE AT L E T,
* [4 8 (Name)] 7 4 —/V FIZ, OVF O 48%2 A LET,
Note VM ARA N PYNTEATHD Z L EEd LET,

« [B (Browse)] # 7 T, J@tl72 ESXi R A FDO FORBSFTE LT [T—2 48—
(Datacenter] Z &R L £,
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ATvT8

ATvT9

ATy 710

[R~(Next)] 227 U w27 LET,

[FX E DR (Select Configuration)] Kz X2 7 U X MBEREZIEIRL 77,
« /IMERE (Small)] (7 R £ 7213 POC) &38R LT, 8D vCPU, 24 GBRAM % #5i#f L 7= (A8

vV ERELET,
a7 N EFECIE VB (Small)], REF O TR I RN A A v F 50 AT O %
DO /NRARBREE DOSA1E [/INEFL (small-scale)] 28R L £ 77,

« 16 5> vCPU, 32GBRAM % #5# L 7o~ o 0 2% e T 5121E. [KIE#E (Large)] (ZE7%)

IR L FET,

FVENZRAM, t—7 AU, BIOCPU ZFHT B0, 50 HEBZ DT /5
ALERT DA, KRB RBEERAZFEH T L2 R L £3, RENHZ D ATEE
Mo HE AT, [KHE (Large)] 28R L 77,

c[aYEa—T 4 >4 (Compute)] Zi&R LT, 16 D vCPU, 64GB RAM % #5ifk L 7= {48

v VU ERET AT,

BERATT 7Y r—ya AT A%, 2 Ba—7 47 F— R TDCNM % &R
HYVENH Y FT,

[#K (Huge)] 2% L C. 32 vCPU, 128GB RAM % #5# L 7-fifl~ > o 2% E L £7,

ZOFEIX, SAN EELHIZ DCNM %3 A L, SAN Insights #§AE 2 i 13 2 55 1 HESE X
nEJ,

« [ComputeHuge] # &R L C, 32vCPU, 128GBRAM % #&5# L /=i~ v 2R EL £,

Z OFEIL, Cisco Network Insights 77U 7r—3 g U 2T 255 1CHER SV E T,

Next] 27 U v 27 LET,

[V —ZXDEFEIR (Select a resource)] Hiifi T, OVA 7 > 7 L — FZRHT DR A MR E

B

Next] 27 U v 27 LET,

[R b L—2 D5#IR (Select storage)] Wil T, 7 — & A R 7 EfEHAIHE/R A— R (ZFEESNW T,
B~y T7ANDT 4 AR ESHA N L — V2R ET,

a)

Kay 720 VA NMOAET 4 27 BREBIR L $7,
ERAARERT 4 A7 DRUTRD LB T,

Note RIBT FITA TV ATHERARNL—0 LTS REBEELHY , (AT 4 A
IR L CHEROFFEDE D Y TERE LTEWGEIE, ROV vy 7 ey
VEATONT NN EERLET,

» Thick Provision Lazy Zeroed : {RA87 4 A7 BMERR SN D L 2, (RIET 4 A7 77
A MZxE L THRE Sz AN FI D S TonEd, 8T 1+ A7 BMER S iz
W AIRT 4 A7 INERAICEZADERICE TA U T FTErRESNL L. B
TN A>TV BT—HITHESNE T A,
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V7o TL—keLTOF—TomE7 7517 208 [

« Thin Provision : i ARE72T ¢ A 7 Z5&1% 100 GB Kiii T4, DT 4 A 7 &
IX3GB T, 7 —F#X—=2ADY A X TEEXGT S A ABDHEINT D220 TN L £
ﬁqo

« Thick Provision Eager Zeroed : {487 4 A 7 | BE/p AR— 1%, RART 4+ A7 % AE
T HERCEID Y CTHNE T, LazyZeroed 47 Y a v LR | AT + 2T DIERL
B, MELT A A -> TWA T — X dHEShET,

Note 500G 9% &, DCNM A > A h—/L{IA 7 = Thick Provision Eager
Zeroed ZMEH L TAZ v 7 SN TWDHEDICRZAET, 7272L, ETT5
AT 2020 F 7

b) ey 77X JARNPL VM A ML —Y R —%BINLET,
F7 4TI, RY =B EN TV EE A,
) VIAX T—HANT HHERTHIIEL, [RRL—UDRSYSRANLGT—RARNTER

~9 % (Show datastores from Storage DRS clusters)] % 4 12 L £ 7,
d) T—FA N7 CHMAMREREE~Y T OBHA N —VEBRLET,

[R~ (Next)] 227 U w27 LET,
AT TN [Fv bT—7 DOER (Select Networks)] ~— T, OVF 77 L— hCHEAIN TS X b
V=&AL X MIDRy =72~y BT LET,
« dcnm-mgmt network

ZOFy FU =71, CiscoDCNM A — 7 AMART 7T A 7 o AZHefgi (SSH, SCP, HTTP,
HTTPS) Z#2fk L £, DCNMFHX v k7 — 7 IZBEM T BT D7 Xy MR
TEHR— T N—TIZ DXy VU —7 ZBEA T ET,

« enhanced-fabric-mgmt

ZOXy FU—=71F, Nexus AA v FDOT7 77w 7EREMILLET, V—T7BIUA
WAV AL v TFOEBER Y NT—ZZHHET DR — K ZA—T12, 2Oy NU—T %
BhEfH I A2 LE RN H Y £,

» enhanced-fabric-inband
DXy NT—=T1%, T7 7V v I ~DA Ny RERZITONET, 20Xy hU—7
.77 7N AN RERICHIGT DR — b ZA—T BT A2 LERH Y F
R

Note enhanced-fabric-inband % v NV — 7 R E LW E, = RRA v b nnbr—
FEIVT VA NEEFRIETEEREA,

7272 L. appmgr update network-properties =~ > K& H LT, MEIZE L TA A h—)b
BRICK Yy FU—2 T oT 4 2fRETE LT, FFMICOVTIE, [DCNM A A b —/LE D
Fw NT—27 7us37 ¢ onpage 181] ZEML T X,
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AT T12

ATy 713

ATy 714

[56%C 7+~ U —7 (Destination Network)] K12 > 7% 7 U X kot kST 25%y hU—7
WCEEMAT O TV DY TRy MZHELTWAR—h Zv—T2, Xy hT—2 v BV
T hBEAMT D 2 L EBIRL 7,

HAKEREFICEEL DO DCNM A — 7 U MRIRT 75 A 7 o A Z BT 25815, ROLMEE2RT-T
WVERH Y £97,

« WG DOOVAIZIE, MUY 7%y FRIZERT 7 & A (eth0), JEIET 7 7V » 7 % (ethl).
BIXOS AN REH (eth?) f VX — 7 = A ADBMLETT,

e £ OVAITIX, BAAH 7%y MTeth) & eth2 DA ' F—T = A ANBMNETT,

W HFDOVAIX, FIUEBEARTY—RFE2FEHLCERTLAIVNERHY £, Zid, W5
DOVANT TV r—2ar TI7RADTEOHWCEHL TS Z L 2HERTHZHT
‘j‘o

SRAT— R, %$M=;.*\"" <SPACE> %[ < T X TRk CT a7,

Next] 27 U v 27 LET,
[TYFL— kDA RETA X (Customize template)] Hijff T, EH 7 1 /37 1 DIFHRE AT L
ij‘o

[IP 7 F L X (IPAddress): (DCNM OANEEET R LA M), [ 7R b T X% (Subnet Mask)].
BEIO[TIHIL b+ F— kx4 (Default Gateway)] # AJJLET,

Note AT ATHADA VA RN—)VET T VL— KRR, 72T 47T 54T A
EARBUNNAT TS TAT U ADEFICEY RER S a T o BRI Tnb Z &
ERER L ET,

[BEE xRy kT —% (Management Network)] 7 v /35 4 ICHE RN ZRMEIBINES N TWD Z & ZH
WLET, EBHRMELZF ST o T 1 TFHV Y ToNETA, ARRMEEZATITDHET, VM
OEIRILA T A,

U U —2 113(1) I TlE. KB 2V Ea—T ¢ v ZHROSE. VMISBEMOT + 22
I ABINTE £9, 32GBMNLIRKISTBDOT 4 A7 fHIEABMTEE£T, [BMT 1 RY Y
4 X (ExtraDisk Size)] 7 1 —/L FIZ, VMIZER SN DBMOT 4 27 A R AT LET,

[R~ (Next)] 227 U v 27 LET,

[52 T D #14% (Ready to Complete)] i C., BEIREZ MR L £9,

[R5 (Back)] 27 U vz LCHIOHEEICBEEI L, REZEELET,

[#7 (Finishl %27 U > 27 L, OVF 77 L— hZ2REBELE7,

vSphere 7 7 A 7 R D [HlT D X A7 (Recent Tasks)] fEIRIC BRI A T — % ANFRINE T,

Note CORBRANT v 77— K7t A0—HTHAHEEIE. VMOEREZ A I
WTLZEW, MACT RLAZFRELTERILL, VM OEREZ A I LET,

AVARN=AMETLIZD, A VA=A INTND VM AL 7Y v o L, [BiR (Power)] >
[EiRA > (Power On)] 2R L £9,
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ATvT15

AR Kk7A

ATy T

ATy T2

ATvT3

282 K70 E—KTO CiscoDCNMOVAD A X k—1L ]

Note VM OER%Z A 2T HENT, SR LEBHEREICHKSX, CPUSRATE Y Y VM
WCTFRIINTWABETRY Y —2ANnNH 52 L 2R L £7,

[(BED X AT (DX AV FEIKIC AT — X ARFRINET,

(M2 (Summary)] ¥ 7 \ZB 8 L. [ERE (Settings)] 74 2> %27 U 27 LT, [Weba>y—JL
M#2E) (Launch Web Console)] %8R L £,

DCNM 77T AT U APHKESNTND Z LR T Ay E—UNHEICERRFINET,
R R R R I R R R R R I I R R I E I h b b b b h E b h b I E I dE b b b

Please point your web browser to
https://<IP-address>:<port-number>

to complete the application
R R R R R R R R R R R I I I R E h h h b E b b I b b h E b bk 3 I E b b I b

T UWICURL Za =L TCTREOFHTF, Web A v A =T &AL TA A M—L%EETL
i‘a‘o

What to do next

AL RTry T— REFIEEXAT 47 HAET— FTDCNM % A A h—/L9 25 K 9 TER
TEXET, FEMCONTIEL, AF L RT7 Y E— RTO Cisco DCNMOVA DA > % h—/L, on
page 27 £721% * 4 7 4 7 HA £— K T® Cisco DCNM OVA MDA > A k—/L, on page 33 &%
LT 7EEN,

>~ E— KTOCiscoDCNMOVAD A > X —JL

[72 Y=/ (Console)] # 7IZFK/REF TS URL # /5 Y {51, [Enter] F— 2 L £, 11
AvE—URERENET,

Web A A b —F 235 CiscoDCNM DA A b=V &5 T3 5I121%, ROFIEEZEITLET,

Procedure

[Cisco DCNM ~ & 5 Z % (Welcome to Cisco DCNM)] EiE 225, [BAA (Get Started)] 27 U »~
7 LET,

Caution VAT LRENR/NY Y — ABEEETEZ L TR WAL, Web A VA F—FIT
SYSTEMRESOURCEERROR & #/R &L, A VA h—ABHIEINET, VAT
LBEHEEFL, Web A VA M—FZEIHLTA L A—NEZETLET,

[Cisco DCNM 4 >R k—35 (Cisco DCNM Installer)] i T, B4 YA b—IL-RE VK7
0O > (Fresh Installation — Standalone)] 47> 2 > R & V&2 #IN L £4,

[Next] 27 U » 7 LE7d,

[41 X k=)L E—F (Install Mode) ] ¥ 7 C, DCNM EA X A 728K L 7,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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[41 X =)L E—F (Install Mode)] # 7 C, Rry X U LHHEH OVADCNM 777
AT AD[LAN 77 7Y w4 (LAN Fabric)] f > A h—/b E— RZ®RIRN L F7,

7 7 AH F— KT Cisco DCNM Z BT 2561, [V T RE T— REEMITT S (Enable
ClusteredMode)] F = v /Ry 7 A% AN LET, 2 Ea—T 42 /— K) CiscoDCNM
[Web Ul] > [7 74— 3 > (Applications)] > [ > Ea—TF 4 4 (Compute)] ICF RSN E
T, TV r—vaA3arvEa—T4 v/ —RTHEITanNET, hcarta—7 47
J—R%&7ZAXIEIMTE £, You can add the compute nodes to a Cluster, later.

AV Ea—T 4T T TAEPRERGEIL, AT T TA T  AORERIZINIC B D 2
CEMERLET, BTNICEA LA R—ATHZEEFYR—FEINTHETA, 3DOONICH
RWERIX, [Z 7 AZE— ROAME (Enable Clustered Mode) [IFfEH TE £+ A,

Note [ 5 A2 E— KZA$IZI % (Enable Clustered Mode)] 28 4 1272 > TV B EA
BE, I TTAT A, EPL, NIAREDT 7 r—raiiarsva—7 4
T )= RA VA M—=LENDETEHELEHE A,

[R~(Next)] 227 U w7 LET,

ATy 74 [EE (Administration) | # 7 T, AU — RIZETHEREADLET,

c[BEHED/SRT— K] 7 4 —/L KT, CiscoDCMN O 7 7' U r— 3 kT 57201
RSN AT—RFE2 AN LT 7ZE0,

IRAT — KL, %$7°=;.2\"" <SPACE> Z &< T X TR LFEEFHTE £,
[BEBE/NRT—FOER] 7 4 — VRIS RAT—=REH ) —FEANLET,

s [T—HRR—X /XX — K (Database Password) ] 7 « —/L KiZ, PostgreSQL 7 — & ~X—
ADINAT — R&E AT LET,

T _RT ORI CTFIT %$0=;.*\"" <SPACE> #[R&, NAU—RIZEHTEET,
[EBE/NRD—FDFHER] 74—V NIRRT —RE2L ) —EANLET,
Note [T—2R—RX /AR — K (Database Password) | 7 1 —/L R&ZEH D F FIT
T 5L, FEE/NAT — KM PostgreSQL D/NA T — K L R SiuET,
» [Superuser Password (root) | 7 « —/L RiZ, A—/N—2—H—3 root HERIZT 7 & A7
HIeDDRAT— RE AT LET,

[R—/8—a2—H— /SR — K (Superuser Password) ] 7 4 —/L RIZH 9 —E/ XA T — K
Z AN LET,

Note A—N—a— W — R2 T — FRZEEDOEFEORLIL, BEHENAAT — N 2 —
NRe—ad—WP—R2AT =R AR LET, 2700, EXx=2V T 4 LOHEHEND,
TSI RAT — RERETDHZ E2HERLET,

AN UTRAT — RERRT HIZIE, [AALFZ/ART— FEFRKRT % (Show passwords in clear
text)] F= v IRy 7 RAEF T LET,

[RA~(Next)] %27 VU v 27 LET,
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AT 975 [V RTLEKTE (System Settings)] T. DCNM 77T A 7 ADEEEITVE T,

. [E2fE8hR R +4£ (Fully Qualified Hostname)] 7 .t —/L KRG, RFC1123 &2 2 521 D

WYIZ, EREM R AA 4 (FQDN) DA A 4 AN LET, HFEOLDORA LI H
A—hFENTWERA,

+ [DNS #—/\ 7 K L X (DNS Server Address)] 7 + —/L K C, DNSIP 7 KL A& AL &E

j—O
IPv6 7 RLUAZMH L TDNS 4 —R"EHETHI L HTEXET,
UU—2A11301) 75, 1fEHLL LD DNS $— & NTP — " Z@HETE 7,

Note Network Insights 77U r—3 2 V& H LTV 2356 1E, DNS — 03 F %)
TEFEARETH D Z L 2B LET,

¢ [NTPH—/N 7 KL R JR k (NTP Server Address List) ] 7 ¢ —/L K Cl&, NTP #—

DIPT RLAEZ AT LET,
EIZIP £72013 IPv6 7 KL A2 RFC 1123 ICHERL L 7= 4RI CHAMLENH Y 7,
VU —Z113(1) 225, 1ELLED NTP r—R"EZFETEET,

cRALY—2 Ruy XXy JARMNS, DCNM ZEFE L TWD X A LV — 0 ZE8R L

£

[Next] 27 U v 27 LET,

ATY 76 [y bT—UKTE (Network Settings)] % 7 ¢, DCNM Web UL ([ZEI#ET 5 7= DI &b
Fy NT—7 NI A—=FERER LET,
Figure 1: Cisco DCNM BB 4%y FT—9 A V3 —T x4 X

a)

ethl mgmt0 £
Management Out-Of-Band Network
Network eth?
In-Band Network
[BEEXR v kT—2% (Management Network)] tEik T, [E IPv4 7 F L X (Management

IPv4 Address) 1 & [BEEBRY FT—2 TI4 I MIPVAS— o4 (Management Network
Default IPv4 Gateway) O HBIASIP T RL AN ] ELWZ & &fER L £, LEIIST
TEELET,

Note CiscoDCNM U U —2Z 11.2(1) 6, HFHEHX Y T —2 D IPv6 7 KL A b
TEET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



CiscoDCNM O > 2 b—)L |
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ATy 71

(AFTa) T v 7497 AL BITEMRIPV6e T KL AZ AL, EEBIPVG T FL R
EEERY NT— TIAILEIPVG ¥ — b T = A ZHER L £9,

b) [T rATN2 K Ry kTJ—2% (Out-of-Band Network)] 7EI T, IPv4 7 FLR & — |
DI IPVAT7 RLR #ASTLET,

DCNMMPIPV6FR > h U —27 FICH DAL, IPv6T RL A LA — R = A IPv6T L R
B4 5IPv6T FLAZ AN LT, Xy hY—2 2R ELET,

T NAT R REH TR, T, ZAEBR— (@R mgmt0) ~OBH 2Rt L £,

Note T AT R REEPHRE SN TORWEES, 7 7 AH F— K TCiscoDCNM
ERETEETA,

c) (Optional) [/ /N> K v kT—% (In-Band Network)] fEIk T, 4 I\ F Rxvy kT —%
DIPVAT FLRABLEOSY—Fr 924 IPVA T KLRAZASNLET,

AT w7 AT v 7 3, onpage2] TZ T AZDANMEE— FEBRIRL -GG, 207 4 —v
RIXMZETT,

DCNM 3 IPv6 v U —7 EIZHD5E1E,. IPGFRLR ES—LrJzA/4IPV6 7 KL
A DOEETHIPV6 T RLRAEBANTHZ LT, 2y bU—J 2R LET,

AR Ry NU—=2Z2K 0, BRSNS FIVDOR— b L TT 3, A~BEAREIZR Y
‘ij‘o

Note AR R Ry NT—=TEFRELRWESE, = R/ b rr—2BXO
T LA MY BSREITRIETE £ 8 A

A a—T 4T 7 TAENLELRGART, RART T AT ADFKERI ANIC 3 H
é:&%%%biﬁo%me%4yxb~wﬁé_&i%f~kénfwiﬁho3
NICs 872 < | [V 5 RB E— FZFMIZT S (Enable Clustered Mode) ] 23 T& 72\
Bie, eth2 A ¥ —T7 = f AR TEERA,

7272 L. appmgr update network-properties 2~ > &AL T, LEIZJSLUTA A h—b
BIZR Y NU—27 T a7 4 ERETEET, FHMITOVTEL, DCNMA A b= % DFR >
T —2 7'm/N7 1, onpage 181 ML T 72 &0,

[k~ (Next) 127 Vw7 LET,

[7FUr—< 3> (Applications) ] # 7 C, [NE7T 7V r—var —ERX Xy hT—7]
LV BXO [T 2E == FRE] AR LET,

Note FRA A aRx g HiL, T 74/ b TEIIRY £97,

TNARART 2L, 7T RR=REFHT T~ N7 +— AL TH %Cisco Intersight DFERE & 5
BT DHAIAAEEa br—FTT,

a) (Optional) [FRF H#—s3— (ProxyServer) 1 7 4 —/V R T, 7BX L —_—DIP T
FLZAz2 A LET,

a3 Y— 33— REC1123 #EIL TRIFIER Y 8 A,
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b)

¢)

282 K70 E—KTO CiscoDCNMOVAD A X k—1L ]

Note FT7 N RT, R—=bF80 N7 Xy —NIfEHEINET,
<proxy-server-ip>:<port> ZfifH L C, Yu %o $— 25K — &2 H
LET,

TaXx Y P A\PREEELE LT HGE, HET a4 L AU - &2 [TaXD
HY—N—a1—HF—% (ProxyServerUsername) 1&[7RFxFL H—/N— /X T—F (Proxy
Server Password) |1 7 ¢ —/V RIZATI LT,

[REF7 TV Hr— a3y —E R %y kTJ—% (Internal Application Services Network)] 58
T, DCNM IZX L CNER CIATT BT 7V r—a U ~"T 7B AT 572800 IPV4 IP
TH2Y b T4—=ILRICIPY 7Ry hE2ADLET,

TRCOT TV r—2a N0V TRy bpbDIPT RVAEMEHALET,

[V 5 A% E— FERE (Clustered mode configuration) ]fEIK T, * > N U — 7 & E Z K
LT, Z77AZ E—RTDCNM A U AZ U AXRERALET, 7 7AX E—RT, 77V
r—vaidEoarva—7 47 ) — RTEITEINET,

F)E A7 73, onpage 27 T [¥ EZ’SI E— FZA%ZT % (Enable Clustered Mode)]

Tz IRy 7 AEF NI L TWDEEE, [7 7 A X E— Ri%iE (Cluster Mode configuration)]
BN R RINET,
Note [7 Z A% E— F (Clustered mode)] CiL, CiscoDCNM 7 7"V 7 —3 = 3RO

DCNM 2 B a—F 47 ) — RIEFTLET,

[T bATIRURIPVARY bT—% 7 KL R F—)L (Out-of-Band IPv4 Network
AddressPool)] T, 7 7 A% E— R THMT L7 7 FA 7 RIPvd %y hU—7
57 RLVA F— &z AN LET,

AT ar T [TohFTNRURIPE Ry bT—% 7 KL R F—)L (Out-of-Band
IPv6 Network Address Pool) 1 7 4 —/V FIZIPv6 7 RV A F— LB ANTHZ L6 T
TET,

[N RIPVA Ry kT—9 7 KL R F—/L (In-Band IPv4 Network Address Pool)]
T, 7724 FE—FTHEHT LA N RIPVA XY NU—=I BT RLR F—)L%&
A LET,

FTvar T, AN RIPVe Ry hTJ—%9 7 KL R J—)L (In-Band IPv6 Network
AddressPool) 1 7 4 —/V RIZIPV6 7 RL A =)V ANTH2 L TEET,

7 KL AT ethl Y732y EOLRAHAGEET/HNEWIP T RLADT VT 4 v 7 ATH D
HNH D ET, Hi:ethl 7%y A A b—/LHIT 10.1.1.024 ITHRESNT-HA .
10.1.124028 AL ET, 2OV 73y ME, &/INTR8(16 7 KL A)BLUORKAT /24
(256 7T RLRA) THLHLENH Y £9, £/, east-west 7°**/1/UJ: LN TL &N,
OV TRy MEI, AL v FLEOBEOTDa T HIZEIDETHERET,

[~ (Next)] #27 U w7 LET,

uy

AT w78 [HE (Summary)] ¥ 7 C, HEDEMZMERLET,
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B x5>r700 1T ciscoDENMOVA D1 © % F— L

IO X 7\ B8 L T E 2 A F 3 521X, [8I (previous)] 227 Vv 7 LET, [ VA F—ILD
BAgR (Start Installation)] %27 UV v 7 L, ®IR L72EBHE— F® Cisco DCNM A > A h—/L %58
TLET,

HATRIA—RFREN, BT LI A=t — BEOHH, BLUO % b—Lhofk
WREF A F R SN E T, RBFR/ =12 100% & FRIN- 6, [#1T (Continue)] 2 27 U » 7
L/iﬁ—o

DCNM Web UL IZT 7 AT 575D URL & & HIZHIIA v E—URFRENE T,

B T R R R R

Your Cisco Data Center Network Manager software has been installed.
DCNM Web UI is available at

https://<<IP Address>>

You will be redirected there in 60 seconds.

Thank you

B R R T o R R R R

Note CiscoDCNM N7 7 A 7 U 4 — /L D% TEITIN TV DA, F— b 2443 %
% . Cisco DCNM Web UI Z @ L £,

Note A AN VREITHICEEIP T FLAZEH L TDCNM Web ULICT 7 & 24
HEPE. T T— AvE—UNar Y — UIFERENET,

*Preparing Appliance*

R R R R R R R R R R R R R

What to do next
WY7e s LTy L EMH L TDCNM Web Ul (12 e 74> LET,

[E&7E (Settings)] 7 A 2> %27 U v 7 L, [DCNM DE#A (About DCNM)] &38R L %97, =R
LicA VA M=)V 2 A ThHFRLTHRTEET,

FONA AEINA N REBL (eth2) [P 7 FLAZREL TWAHEA, AZ L F7my $—
e AL, Woa<wy REFHLT, y—Deth2 NHAA v FIZA RN F Ry b
U — 7 BlEAREEERELET,

dcnm# appmgr update network-properties add route ipv4 eth2 <ipv4-network-ip-address/prefix>

Bl : 1000307 Xy bENLTER L TNDETRXTOT 7y T Vw7 Vo7 a2z l-4oD
AL vTFRHIEE. BLIUOY 7%y b 40.1.1.024 © A 80 RERERTREMEIC T LT RT

DAL FWIN—T Ny I 4 Z =T 2 ATRESNTWDEE, kDa~<y FefHLE
7,

dcnm# appmgr update network-properties session start
dcnm# appmgr update network-properties add route ipv4 eth2 10.0.0.0/24
dcnm# appmgr update network-properties add route ipv4 eth2 40.1.1.0/24
dcnm# appmgr update network-properties session apply
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#4514 T HAE— KT CiscoDCNMOVA DA > 2 ~—)L ||

14747 HAE— FT® CiscoDCNMOVAD A > X b—JL

ATy I

ATy T2

FAT 47 HAIZISO £721XOVA A VA =L DHEHEH LT DCNM 7 77 A4 7 A TH
R—hFESHTVET,

7 7 # )V K Tl&, CiscoDCNM % ffi ] U 72 fHAA H 2 PostgreSQL 7 — # X— A =2 ¥ L T9,
FA T 47 HABHEIL, CiscoDCNM 777 A4 7V AL - T, VT AEA LATHRBIES L TH
HMAPIAIT —ZR—= R WA LT 7T 4 TRBIORZ R, T r— g 08 LTHEIT
FEECT, L7 T, 777 17 DCNM BHEEE L TWRWEA, A X 731 DCNM IE[A U
T HR—AT =2 ER| X BEEBHLET,

DCNM OF* AT 4 7 HA %2y N7 v 73 5100%, ROEEEZFETLET,

Procedure

250D DCNM KART 77 A4 7 2 A (OVA £721X ISO DWF ) 2 R L £7,
Bz 1%, denml B X WWdenm2 & L TRLET,

denmliz7 7 A4~V /—FRELTERELET, decnml @ [ —/L (Console)] ¥ T IIHER S
T2 URL #0505, [Enter] ¥ —%24# L £7,

WA v =V BRERRINET,

a) [Cisco DCNM ~ & 5 Z % (Welcome to Cisco DCNM)] 2~ &, [BH#E (Get Started)] % 27
Vw27 LET,

Caution VAT ARED RN Y — AR T L TCWD R WAL, Web A VA h—F
{Z SYSTEM RESOURCE ERROR & #/R &4, A VA b=k & E9,
VAT LB EEF L, WebAf VA =T EEEBHLTA AP VEETLE
T

b) [Cisco DCNM A >R k—35 (Cisco DCNM Installer)] # 7 T, [#ifR4 VA F—IL-HA 75
4 < ') (Fresh Installation - HA Primary)] 47> 3 > RZ &2 @IRL T, denml 277 A
~U J—=RELTA VA=V LET,

Next] 27 U v 27 LET,
¢) [M YA b—JLE—F (nstall Mode) ] # 7 T, DCNMEAZ A FZ =R L E£7,

[41 X b—JLE—F (nstallationmode) ] Fr vy 7 X7 UZX ) EDCNMT 7747
Y ADILAN 7771 w4 (LANFabric) ] 1> A h—/L E— RZRRLET,

7 7 AH F— R TCiscoDCNM Z BT 25513, [V T RE E— FEFARITT S (Enable
Clustered Mode)] &= v 7 Ry 7 A4 N2 LET, avEa—TF 7 /— R) Cisco
DCNM [Web Ul > [7 ) #r—< 3 > (Applications)] > [3 > E 2 —F « >4 (Compute)] (&
ForRENET, TV =y a3 avEa—F 405 — RTEITSNET, T
Va—7 4427 ) —K%&27 7 AZBATE E7, Youcanadd the compute nodes to a Cluster,
later.
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. 4 T4 7 HAE— FT® CiscoDCNMOVA DA > R b—)L

d)

e)

AV a—T 4T T AENKERBEEX, AET T TA T ADFRERT 3NIC N H
HZLHRHERLET, BTONICEA L AN —ATHZ LI R—FEINTWVERFA, 3D
DONICIHR 2 WAL, [7 T A E— ROFZML (Enable Clustered Mode) JIZffifl T& £+
/L/o

Note [V 2R3 E— F#FRIZT 5 (Enable Clustered Mode)] 734 1272 > T\ 55
B, RE, AT TIAT A, EPL, NIAREDT 7Y r—raliarsBa—
TAT J—FPA A= EINDETEELEEA,

[R~ (Next)] 227 U w27 LET,

[E¥ (Administration) ] # 7 C, /"AU— NICETH1HFREA LET,

[EEBED/IART—FK] 7 4 —/L R T, CiscoDCMN O7 7V fr—3 3 N8k + 57
DIEHEN DAY — 2 AHLTLIEEN,

IRAT — RIE, %$7=;5\"" <SPACE> % fR< T X CORH L FEMH T ET,
[BEEBE/NRT—FOER] 7 1 — VRIS RAT—REH ) —FEANLET,

s [T—H2R—X /SR J— K (Database Password) ] 7 1 —/V KiZ, PostgreSQL 7 — %
NR—=AD/RAT— K& AL ET,

TR TORFRIUTFIE %$0=;.*\"" <SPACE> % [rZ | /SAU— RIEHTE £,
[EEBENRT—FDWER] 7 4 — VRIS AT—=Fa2b ) —EANLET,

Note [T—2R—R /XX — K (DatabasePassword) |7 4 —/V RZZEHDOE E
23 % &, EEE /SR T — K3 PostgreSQL D /3 A T — R & R ZvE T,

* [Superuser Password (root) ] 7« —/V RiZ, A—sX—=2—H%—)3 root HE[RIZ T 7 &

AT HODNRAT—RKEATLET,

[R—/8—2—H— /XX —F (SuperuserPassword) 17—/ RiZH 9 —FE AT —

Fa AL ET,

Note A== =P = RRAT — RRZEHAOE EOHEIL, FHE AT — %
A—R—=a2— = N2 =R LR LET, L, BEXa VT4 Lo
R, BORNAT = RERETLHI 2R LET,

AT UTRAT — RER AT HITIE, [AALTFZ/ART— FZEFRRT % (Show passwords in
clear text)] 7= v 7 Ry 7 A& F I LET,

[RA~ (Next)] 227 U w7 LET,

[ R T LERTE (System Settings)] T, DCNM 7 7' T A4 7V ADREEITWVET,

. [E£ 887k R k4 (Fully Qualified Hostname)] 7 + —/L K G, RFC1123 &7 v 3 2.1
DY, FBREM R A A 4 (FQDN) DR A M2 AN LET, HEOHDEA K
LI AR — P SN THERA,

« [DNS ¥—/\ 7 F L X (DNS Server Address)] 7 + —/L KT, DNSIP 7 KL A% AJ)
L7,
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f)

#4514 T HAE— KT CiscoDCNMOVA DA > 2 ~—)L ||

UU—AZ112(1) 26, IPv6 7 KL A% L7 DNS b — "% ETE £,
UU—211301) 725, 1{ELLED DNS #—/3¢ NTP — "z gETE £7,

Note Network Insights 7 7'V 7r—3 5 U2 L T D 5E1E. DNSH— 308 F
N CEGERRETH D Z L 2R LET,

¢ [NTPH—/N7 FLR IJR b (NTPServer Address List) ] 7 ¢+ —/L RCiX, NTP #—
NOIPT RLAEANLET,

EIXIP £721XIPv6 7 R L ADREC 1123 ICHEHL L -4 RTCTHLIMLENH Y £,
VU —Z113(1) 5, 1L ED NTP r— " ETEET,
cRALYY—2 Kuy XXy JARMNMS, DCNM ZEE L TWD X A LV — 1 &8
WLET,

[Next| 227 U w7 LET,

[y b7 —%2E&E (Network Settings)] % 7 ¢, DCNM Web Ul (ZZIE 9 5 7= OIZfEH &
HFy U= RTRA—FEREHRLET,
Figure 2: Cisco DCNMEEB Xy b J—9 A VA —T (R

f" — \ f'= \
ethl mgmt0 /

Out-Of-Band Network % ‘*’ ‘%’ ‘m’
eth2
In-Band Network
1. [BEFv kT7—7%5 (Management Network)] 183k T, [E¥IPv4 7 KL X (Management
IPv4 Address) | & [BEBRY bT—%9 T4k IPVAS— k24 (Management

Network Default IPv4 Gateway) ] D HEIATIP 7 RL A IELWT & &R L £
T MEISUTELLET,

Note CiscoDCNM U U — 2 11.2(1) b, FHEAX Y NU—Z7DIPv6 7 KL A Hffi
HTEET,

(FTFT2aVv) T LT 4y REEBITHMRIPV6 T KL AZ AL, BEIPVE 7 F
LREBEARAY FT—9 TIHILEMIPVE ¥ — D =1 ZHER L £,

2. [72bA TN K Ry kJ—2% (Out-of-Band Network)] fEI T, IPvA 7 KL R &
T—rOzAIPVAT7 FLR Z AT LET,

DCNMMAIPV6 R~ U —7 EIZHBEEE. IPv6T LA L — R =AIPv6T KL
ZNZEHET BIPV6T RLAZASILT, Ry hU—J 2R ELET,

Management
Network
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B 7« IHAE— KTO CiscoDENMOVA D ¥ 2 k—1L

2)

T RAT R REHETIEL, T3 AEBUR— b (8% mgmt0) ~DH & ik L %

j—o

Note T RETAR REEPRESN T RWES, 75 A% F— T Cisco
DCNM % ETE £/ A,

3. [4 /Ny K$&y bT—2% (In-Band Network)| fEI T, 4 > /\Y KRy kT—5 D IPV4
FRLRARBIOST—FD A IPAT7 RLREZATILET,
[V 5R2ZEH#MZT S (EnableCluster) 1 E— REZRINL-HGE, 207 0 —/L RiZ
‘/IZ\zE\AVC“j—O
DCNM 3 IPv6 * v b U —7 FIZH5EAIE. IP 7 RLAR L F— kA IP6 T
FLR OBETHIPv6 7 RLAZANTHZ LT, Xy NU—7 MR LET,
AR R Xy hU—ZZ8D, BIE/SFADR— NEI L TT A A~BERFEIC
0 FET,
Note AR Ry NT—THBRELBRWEGEE, = R4 brbr—2B X

PTF LA NYBRERITEECTE £ 8 A,

AV a—T 4T I T AENKERIGET, BT T 7 AT v ADFRERZ 3NIC 23 &
HZ MR LET, HTNICEA VA R—NTHZEFTIR—bINTHEEA, 3
NICs 2372< | [V AR E— FZ#H#IZT S (Enable Clustered Mode) | 23 H T 720
A, eth2 A V2 —T7 =4 AR TEEEA,

7272 L. appmgr update network-properties =~ > K& L C, MEIISUTA A h—
NEIZH Yy T =7 T a T 4 fRETEET, FMIZONTIEL, TDCNM A A h—
NEDF Yy T —2 7rs87 1, onpage 181] &ML T 7ZE0,

[k~ (Next) 1227 U > 7 LET,

[7 T =232 (Applications) 14 7T, [F/AA A ax7 4] L [NET 7 ) r— =
Y —ERA Xy NU—I] ML ET,

Note TNAR ARy ZE, 774N NTHBITRY 5,
THRARA AR BIE, 7T 0 RR=XEHT T v 87 4 — L Th 5Cisco Intersight DI RE
ZEBLT HMAPIAREH T b r—F T,

1. [A*FL H—s/\— (ProxyServer) | 7 4 —/L RT, Yo% H—"—DIP7T KL A
ZANTTLET,

71 v Y—3— (T RFC1123 #EHLL TR ITIIER Y ¥ A,

Note FI 4N RT, B— k80BN Tuxy b—RICfEHELET,
<proxy-server-ip>:<port>Z{FEH LT, 7 X h—NZRBRLKR— N &M
HALET,

TaXxy P A"ARREEANLE L T LG, BHET a4 LR T— & [T0
* HY—/N\— 21— —% (Proxy Server Username) | & [FTRAF S H—/\— /SR T —
K (Proxy Server Password) | 7 4 —/V RICAD LET,
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2. [RE7TVr— 3> H—ER Ry kT—2% (Internal Application Services Network)]
FEIK T, DCNMIZx L CTNERCIATT 7 7Y r—ra o7 78 AT 57200 IPv4
PHITRYy b T4—ILRIZIPY TRy hEATLET,

TRCOT TV r—2a N0V T 32y bBEDIPT RLAZFEHLET, T 74
b T,

FIE 2.c, on page 33 T [V T AH E— FEHXIZT % (Enable Clustered Mode)] F = v
TRy 7 AEF N L TWBEE, [7 T A E— RiRE (Cluster Mode configuration)]

PN R RINET,
Note [7 T A% %&— K (Clustered mode)] Tl&, CiscoDCNM 7 7'V rr— = %

BODCNM 2 B a—F 47 ) —RFEFTLET,

3. [P5R% E— FE&E (Clustered mode configuration) ] 8k T, x> NU— 27 &iE%
LT, 77 AXE—RFRTDCNMA v AX VAZREBRLET, 77 AX E— KT,
TFV = a AER O Ea—T 47 )= RTEITENE T,

[T ATV RIPVARY hTD—% 7 KL R F—)L (Out-of-Band IPv4 Network
Address Pool)] T, 7 7 A% E— RNTHHTL2T7 U FA TN RIPvd Xy U —
IMBT RLVA =L uE AT LET,

A7 ar T, [T RETNRUERIPVERY bT—9 7 KLR J—)L (Out-of-Band
IPv6 Network Address Pool) ] 7+ —/L RIZIPv6 7 KL A F— L& AJ1T5 2 &
HTEET,

s[4V RIPVA Ry ETD—%9 7 KL R F—JL (In-Band IPv4 Network Address
Pool)] T, 7 7 AKX T— RTHMHATIHA NN RIPvA Ry hU—27 157 KA
T—=NE AN LET,

FTar T [N RIPVE %y bT—%9 7 KLR JF—JL (In-Band IPv6
Network Address Pool) ] 7 4 —/LV KIZIPv6 7 KLV A F— L& AJ1T52 L6 T
TET,

7 RUAiLethl 73Ry bWOLRHAIEET/NEWIPT RLAD T LT 4 v 7 ATHD
VEERH Y £4, il ethl 7Ry RBA &2 F—/LH1Z 10.1.1.024 I[ZRE SN T-5
Ay 10.1.1.24028 ZEA L ET, ZOH TRy ME, &/ TR8(16 7 FLA)BIW
RKTRAQ56T RLA) THAHMLENRH Y £9, F7z, east-west 7—/LLL EIZ L7z
TLEE, ZOH TRy ME, A v FLEOBEOZOa T HIZHV Y THNE
7

h) [HAEZE (HASettings) ] ¥ 7 C. R A v —UnERLET,

)

You are installing the primary DCNM HA node.
Please note that HA setup information will need to
be provided when the secondary DCNM HA node is
installed.

[~ (Next)] 27V v 7 LET,
M2 (Summary)] % 7 C, XEDFEMZHERLET,
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B 7« IHAE— KTO CiscoDENMOVA D ¥ 2 k—1L

IO 7IZBE) L CREA AR T 51X, [A1 (previous)] 227 U v 27 LET, [4 VR b—
JLDFRALE (Start Installation)] 227 U v 7 L, &R L7 EHE— F® CiscoDCNM A > A k—
NETETLET,

HEITIRMAN—NREREIN, BT Lic—t 7 —, 8fEO#MHA, BLOA X h—t
OB A F RSN E T, BBFR TR/ A—I2 100% L F RSz 5, [#1T (Continue)] %
7Yy LET,

YT )= FREA A=A TLET, By b7y TRET LTNRNWI & 2RTE
HAyE—URFRRINET,

WARNING: DCNM HA SETUP IS NOT COMPLETE!

Your Cisco Data Center Network Manager software has been installed on
this HA primary node.

However, the system will be ready to be used only after installation
of the secondary node has been completed.

Thank you.

ATY T3 BhHoFY J—FKELTdenm2 Z5%E L £9, denm2 @[22/ —/L (Console)] ¥ 71T HE RS
TS URL 20850 117, [Enter] ¥ —Z L £,

WA v =V NRFRINET,

a)

b)

c)

d)

[Cisco DCNM ~ & 5 Z % (Welcome to Cisco DCNM)] @ 225, [BAE (Get Started)] % 7
Vw7 LET,

Caution VAT BREDENY VY — RE AT L TRV ERIE, Web A VA b —F
\Z SYSTEM RESOURCE ERROR & F/r&E 4L, A VA h—ARFilEENET,
VAT LEMNEEEL, WebA VA =T FREIH LA LA —NLERETLE
—a—o

[Cisco DCNM A > A h— (Cisco DCNM Installer)] i T, [FfRA4 YA F—IL-HAtH
> &1) (Fresh Installation - HA Secondary)] =7+ a > R ¥ @R LT, denm2 2%k %
YHEY J—RELTA VA= LET,

[Continue] 7 U v 7 LE T,

[1 X b—ILE—F (nstallMode) 1 # 7T, FryF ¥ VA INRLT T4~
J—RIGERLIEBDLFRICA A b—/b F— FEERLET,

Note 7794~V J—REFRIUCA VA= E—FRZERLLRWIES., HADOA VA
=T R L E T,

7 FAH F— RTCiscoDCNM 774 < U R L TV AEELAIE, [VTRE2 E—FREH
#1129 % (Enable Clustered Mode)] = v 7 R 7 A& A I LET,

[R~ (Next)] 27 U > 7 LET,

[E3 (Administration) ] % 7 C, 2V — RICMT 21EHRE AT LET,

Note TRTCONRAT— KX, 774~V /) — ROBRERFITIE LT2/ XA T — K EH
CTHLULENRDY £,

[ AT LE&RE (System Settings)] T. DCNM 7 7' 74 7V ADEREEITVET,
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« [SE2 &R R b4 (Fully Qualified Hostname)] 7 .+ —/L K¢, REC1123 27 3 2.1
DFY I, FBEEM R A A 4 (FQDN) DR A M2 AN LET, HEOHDE A K
LI AR — P ENTWVERA,

+ [DNS #—/\ 7 K L X (DNS Server Address)] 7 +—/L K G, DNSIP 7 KL A% A 7]
L\i—g—o

UU—2Z112(1) 76, IPv6 7 RL A% L7z DNS — b ETE 7,
UU—2A11.3(1) 75, 1{ELLED DNS $—s3 & NTP $— " E R ETE T,

Note Network Insights 7 7' U 77— 3 U2 L T D 5G1E. DNSH— 308 F
TEERETHDL Z L AR LET,

¢ [NTPH—/N 7 KL R IJRX k (NTPServer Address List) 17 ¢ —/L R Tix, NTP ¥ —
SNOIPT RLAZANLET,

EIZIP F7201XIPv6 7 R LA REC 1123 ICHEHL L - A4 RTCTHALENRNH Y F1,
VU —Z113(1) 225, 1AL ED NTP r—R"EZF&ETEET,
cRALYY—2 Kuy XXy JARNMS, DCNM ZEBE L TWD X A LV — &8
WLET,
[Next| 227 U w7 LET,

[y FT—2E&%E (Network Settings)] % 7 ¢, DCNM Web Ul ([ZEET 5 7= DI H 4
HFy U= R RA—F R LET,
Figure 3: Cisco DCNM E¥E Xy FT—0 A V3 —T x4 X

ethl mgmtO0 £ ’ £ ' £
Out-Of-Band Network % ‘%’ ‘*’ ‘%’
eth2
In-Band Network

1. [EEFv k7—% (Management Network)] il ¢, [EE IPv4 7 KL X (Management
IPv4 Address) | & [BEEBRY bT—9 T4k IPVAS— k24 (Management
Network Default IPv4 Gateway) 1 DHEIAS IP 7 FL A3 EELWZ L 2R L E
T, BHEWIGUTERLET,

Management
Network

Note HAﬁ/b7/7@E% SETTAEDIC, IPT RLARTTA<T ) —
TRESINTWVWHIOLFEILEH R Y NU—JIZRELTWAZ L A2ERL
iﬁ‘o
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CiscoDCNM O > 2 b—)L |

. 4 T4 7 HAE— FT® CiscoDCNMOVA DA > R b—)L

(FTFTLaV) T L7 4y RAEEBITHEMRIPV6 T KL AZ AL, BEIPE 7 F
LREEEBARAY FNT—Y TIAILKIPVG ¥ — U = A MR L E7,

[79 b7F TN K Ry T—% (Out-of-Band Network)] fEisk <, IPvA 7 FL R &
T—bo2zA4IPVAT7 FLR ZATILET,

DCNM75§IPV6Z\/ N —27 FIiZHHEEIL, IPv6T L AL F— T = AIPv6T R L
%ﬁ#émmT%vx%Aﬁbf Z/FU I EBRELET,
Note IP7F1/275>774’7)/—1\T RESNZR LT A7 K1y b

LE LTb\é — k %Eﬁwubijﬁo
T RAT AL REETIE, TN RE AR b GEE mgmt0) ~OHHE A R L F
T,

Note T NA TR REBRERESN T RWEA, 77 AX £— R T Cisco
DCNM % ETE £/ A,

[4 /32 K2Ry F7—% (In-Band Network)] fHI C. 4 2/ Y K%y kT—5 D IPv4
7 RLRARBEIOT— 2z IPVAT7 RLREZATILET,

DCNM 23 IPv6 % b U —27 EIZHD5EIE. IPGFTRLR & HS—FDzAIPV6 7
FLR OBETBIPv6 7 KL AZANTEHZ LT, 2y U= R LET,

Note IPT RVANRT T A~ ) —RCTRESINZRLA NN Ry hU—7
WCELTWASZ & a2 LET,

AN Ry hT—=27I128 0, B SRV DR— FZ2N L TT A ZA~BIEFREIC

0 F9,

Note AN Ry NIV BRELZWES, =V FRRA o habr—2B X
T L A USRI RIETE £8 A,

Next] #27 U v 27 LET,

g) [7FTV— 3> (Applications) 1% 7T, [NHT7T 7V r—yar h—ER Xy hU—

71,
L

BIOR[ZTAF E— FRE] 2R LET,

[RET7 T r— 3> H—EX v k7—7% (Internal Application Services Network)]
T, DONMIZx L CERCHITT 27 7Y r—v a v ~T 78 AT 57200 IPva
IPHITRYy b T4—ILRICIPY TRy hEASLET,

[V 5 A2 £— FRE (Clustered mode configuration) ]I T, v NV —7 R E%S
LT, 75 AX E—RFTDCNMA v AZ U ARBHLET, 7T A% EF—RT,
TV =g AIER DA Ea—F 47 ) — RTEITENET,
[T bATIRURIPVARY FT—% 7 KL R F—)L (Out-of-Band IPv4 Network
Address Pool)] T, 7 7 A% E— R THHTL2T7 UV bA TN RIPvd Ry b U —
IMBET RVA =& ATTLET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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#4514 T HAE— KT CiscoDCNMOVA DA > 2 ~—)L ||

FTar T, [FIhF TN RIPGRY bT—9 7 KLR J—)L (Out-of-Band
IPv6 Network Address Pool) ] 7 ¢ —/L RIZIPv6 7 KLV A F— L% AJjT5HZ &
HTEET,

s[4V EIPVA Ry ETD—9 7 KL R F—)L (In-Band IPv4 Network Address
Pool)] C. 7 7 A T— R CTHEMATEHA N FIPvA Xy U= 057 KL A
T—=NEANILET,
FTar T AN RIPVE Ry D —%9 7 FLR JF—)L (In-Band IPv6
Network Address Pool) ] 7 4 —/LV RKIZIPv6 7 KL A F— L &E ANT5H5Z LT
%\iﬁ—o

IP7 RLARTTA<Y J—=FRTHEERENZLDOERUET—MIZET D2 &R L
i—a_o

h) [HAETE (HA Settings)] # 7 C. ¥ %V /) — KDV AT AEEEITVET,

*[F54<' DCNM / — FDOEHE IP 7 F L X (Management IP Address of primary
DCNM node)] 7 4 —/b FiZ, DCNMUILIZT 7 & 2T 5720 DR 1P 7 FL 2%
ABLET,

« [VIP 2 1{&8fi7k X k4 (VIP Fully Qualified Host Name)] 7 + —/L K¢, RFC1123 &7
Ta v 2.1 D@V, FEREM NAA 4 (FQDN) OFR A MMEATILET, BFED
HDHEANGIFTHR— N ENTHERA,

[EERY FTJ—5 VIP 7 FLX (Management Network VIP Address) ] 7 +—/L K
W2, BEHARXY NU—Z7OVIP & LTHERENTZIP T RLAZ A LET,

F 7 a T, [BERAY FT—YDOVIPV6T KL A (Management Network VIPv6
Address) 17 4 —/V RIZIPVv6 VIP 7 KL AZ ANTHZ L TEET,

Note IPv6 7 RLAZMHH L CEIHR Y hU—27 2R EL TCWAEE1T, B
Fy FUT—=ZDVIPV6 7 RLAZHRELTWSL Z L AR LE T,

[ TORATNUERY RT—S VIP 7 KL X (Out-of-Band Network VIP Address) ]
T A=V RIZT O MET TR R Xy hU—=ZDOVIPE L THEHAENSIPT RL A%
AHLET,

F T ar T [FTORFTNRUR Ry bT—=9 D VIPv6 7 F LR (Out-of-Band
Network VIPv6 Address) ] 7 «+—/L RIZIPV6 VIP 7 RLAZANTHZ &b TEF
_a‘o

[NV FE Ry FT—% VIP 7 FLR (In-Band Network VIP Address) ] 7 1 —/V
RIZ7 O RATNRUR Xy hT—=27DOVIP L LTHEHINSIP T RLAZATLE
—a—o

FFra s T ANV ERY FT—=9DVIPV6 7 KL R (In-Band Network VIPv6
Address) 1 7 4 —/V RIZIPv6 VIP 7 KL AZ AT HZ L HTEET,

Note [y kT —29 F&E (Network Settings)] # 7 CA /N K Xy hT—27 D
IPT FLRAZIEE LTSS, 207 4 —/L RIZMHETT,
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B 7«7 HAT— KT CiscoDINMOVA D & R k— )L

 [HA Ping #§#E IPv4 7 K L X (HA Ping Feature IPv4 Address) | 7 ¢ —/L N2, #E
WU T, HApingIP 7 RLZA&Z AL, ZORELZANILET,

Note HERR G Z D IPv4 7 R L AL, ICMP echo ping (2B T HLENH Y 77,
HA PING_ADDRESS /X, DCNM 77 7 4 7E L URARZ 34 T RU A L3R - T
WHLERN DD 7,

HA ping IPv4 7 N L A2 % Split Brain 7V A Z BT 5 X 5 ITHERT 20 ERNH Y £7,
Z®OIP 7 RV AL, Enhanced Fabric 1y NV — 2 IZ@THERH Y £7,

[R~(Next)] 227 U v 7 LET,

i) [¥~<'YU— (Summary) | ¥ 7 T, HROFEMZ RELET,
AIDOX TICHE L CREEXAEE T HI2IL, [A (previous)] #27 Vv 7 LET, [41 VR b—
JLODEASE (Start Installation)] 22 U w7 L, JER L 72 EBHE — KD Cisco DCNM OVA A
A ]\_/V%%T L/iﬁ‘o
EATRIA=DFREN, BT LI A—kr T =Y, EOHH, BLUOA & h—/Lif
ORI N TR SN FE T, REER/S—IZ2 100% & KRS 6, [#1T (Continue)] %
707 LET,
DCNM Web UL IZ7 7 £ A 572HD URL & & BT A v B — U NERRINET,
Your Cisco Data Center Network Manager software has been installed.
DCNM Web UI is available at
https://<<IP Address>>
You will be redirected there in 60 seconds.
Thank you
Note CiscoDCNM A7 7 A 7 U 4 —/VDHFHR TET SN TV DYE, A— 2443 %

B &, Cisco DCNM Web UI % 28 L £ 7,
What to do next

W7 LT o v VAL TDCNM Web UL lIce 74 LET,

[E%5E (Settings)] 7 2> %27 U v~ L, [DCNM DE#ll (About DCNM)] 43841 L %3, =B
LA VA M=V B A T HFonRm L CHERTEET,

FNA ZEPINTA N R (eth2) [P 7 FLZZREL TWAEA, AZ L RTry —

ayi

a4 L, WOa<w REFHALT, =D eth2 B AL v FIZA N K Xy b

U— 7 Bl R AR E LET
dcnm#t appmgr update network-properties add route ipv4 eth2 <ipv4-network-ip-address/prefix>

Bl :10.00x30 V7 Xy hENLTER L TNDETRXTOT 7y T U w7 V7 iz l—4oD
AL TFRHAHEE. BIOY T2y 40.1.1.024 O A 32 REERTBEMEICRT L TT T
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IS0 87 754 7R TDNM 1 2 F—LF % [

DAL S FINN—T Ny I L B =T 2 ATHRESNTWDGE, ROa~y FEEHALE
ﬂ—o

dcnm# appmgr update network-properties session start
dcnm# appmgr update network-properties add route ipv4 eth2 10.0.0.0/24
dcnm# appmgr update network-properties add route ipv4 eth2 40.1.1.0/24
dcnm# appmgr update network-properties session apply

ISO RE7 TS5A 72 ATDCNM &A1 VR b—ILTF B

ZOEL, ROBETHE SN THET,

\)

(B ZokZ7varorrV—riay bME, 1ISODREIFEICESSRE TR D AREERDH Y
F9, FY (BIOS) M E 721X BV (UEFD) B A F R SVET,

SE |Z CiscoDCNM % A > A h—/L 3 538451L. DCNMISO KRBT 7 A4 7 A (iso) A A
=% A A=V LET,

ISOIRET7 TSAT7UoRIT7A4ILDAEHYA—FK

ISORET 7S5 A T A% AL A N—LT HRIDOFIEIX, denm .iso 77 AL EX T 10—
K452 ETd, DONM%ZA A M= 1T 570D — " EUHET LB, a v Ea—F 1
@ denm.iso 7 7 A N ESRTIHIVLENH D 77,

)

Note HA 77V r— g U HEREAEHTATEDEAIX. denm.iso 7 7 A /L% 2 [AIEREA4 % 43
NHY FT,

Procedure

ATYT1 ROV A MIBEILEF, http:/software.cisco.com/download/http://software.cisco.com/download/
X m— RAMREZR Cisco DCNM DFHT ) U —A VY7 b7 =7 DU A MIRERRINET,

AT w72 B OEIR (Select a Product)] I 527K »» 7 AT [Cisco Data Center Network Manager] & AJ) L&
R

[#58 (Search) ]| 7 A 2> %27V v 7 LET,
AT v T3 MRS [Data Center Network Manager] #7 U 7 L £,
Z 7 m— RA[EZ: Cisco DCNM DFGHT VYV —RA V7 b =7 DY A MRERENET,

ATy T4 IV —2Z2D Y Z T, 11.5(1) 2N L £,
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CiscoDCNM O > 2 b—)L |

B usr7 IL—F) LT DINMISORET TS5 4 7o RDA VR b—L

ATy TH

ATvT6

ATy 71

DCNM ISO AT 7T A T vV A A VA =T %R L, [4 > B—F (Download)] 7 A =
Vv LET,

VMWare (ovf) 3 & TV KVM (domain Xml) 255D DCNM IRIET I A4 7 ADEHR T 7 A /LT
DCNM VM 7> 7' L— h &L, [#>B—FK (Download)] #7 U v 7 LET,

A VA M= RRICHEICADIT 5 2 ENTEDL L DI, denm.iso 77 ANV ET 4 L7 RUIC
RAFLET,

What to do next

KVM F721E_T7 A X)L = NIEDCNM & A VA h—/L 35 Z L #BIRTE £9, FEMICO
WTIXKVM _ETO DCNMISO RART 7 F A 7 2 ADA A F—/b, onpage 51 F721% UCS (X
7 71— FR) ETODCNMISO RAET 77 A4 7 ADA A h—)L, on page 44 S L TL
EEN,

UCS(R7 JL— F) L TOHODCNMISORET7 TS5 AT VADA VR h—

JU

U U —Z113(1)LAETIE, WA v F—T = A ANER D VLAN THBESNIZEB T 7 ¢ v
I TONFTNRUR T 7497, BIOA VARV RN T T4 w0 52> T 7L T
RESNTEAR— b F ¥y XV EIFIA —F Ry b Fr xR L TRHEE SN T DEME— R
ZfiH LT, CiscoDCNMISO %# A > A h—/LT&£7,

NIV A B =T 2 A X F=RICKHLTAAS v TFRELSRESNTND Z L AR LE
To WIT, N RLVENTA U E—T oA A ET— ROAL v TFREFEZRLET,

vlan 100

vlan 101

vlan 102

interface port-channell
switchport
switchport mode trunk

interface Ethernetl101/1/1
switchport mode trunk
channel-group 1
no shutdown

interface Ethernetl101/1/2
switchport mode trunk
channel-group 1
no shutdown

interface Ethernetl101/1/3
switchport mode trunk
channel-group 1
no shutdown

interface Ethernetl101/1/4
switchport mode trunk
channel-group 1
no shutdown
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ATy T
ATvT2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T17

ATvT8

UCS (X7 T L— F) £ <O DENMISO &8 7 F5 47> 204 v b—i [}

UCSIZ DCNM ISO AT F5 A T v A%k A VA FM—LTAT1E, IROZ AT EFITLET,

\}

Note appmgr =~ RiZi =/ (Bash) (K-> TIITS, —MMOSTTIIMRMAR AR £, Liz
DoT, FRFE2ETva~y FAKRTIEE SN SAY — RIIB | HAF CHTLERH Y £
7, PV IZ, appmgr change_pwd ssh root ##E{TL T a7 MINAY—REANTHZ
EHLTEET,

Procedure

Cisco Integrated Management Controller (CIMC) % &) L £,

[KVM DFEEE) (Launch KVM)] A& > %27 U w7 LET,

Java N—Z KVM % 721% HTML _X— 2 KVM O Wz i@t £,

VA4V RUICRRENTWHURLEZZ Y v 7 LT, KVMZIA 7 T r—2a 00
17— RafiiT LET,

A= a— N—THRE AT 1 7 (Virtual Media)] > R 7 /34 XD T U T 14 71k (Activate Virtual
Devices)] DJEIZZ V v 7 LT,

MRFE AT« 7 (VirtualMedia)] 227 V v 7 L, IROWTIDD AT 4 7 Z2EIR L, A5 DCNM
ISOAM A=V ESZHREBLOT vy u—RFLET,

« CD/DVD O~ v/

U A—NRTNF 4RI D~

e U Y —F 4RI DTS
ISO A A=V DBEES N TWDEGANIBEIL, ISOAM A—YZr—FLET,
BIR (Powen)]> [ R T LD Y b (794 —LT— k) (Reset System (warm boot))] z 3 L |
[OK] # &N L THATL T, UCS Ay 7 A& HiELEh LE7,
P SPEENT NA ZAOBIRZBIELT25H, F6 2 L CHES) Y rkx2H kL ES, 7 —
MEIRA =2 —RNFERINET,

[UCS KVM =2 —/L (UCS KVM Console)] 7 ¢ > K 7 OfF FH FIEDFEMIZOWTIE, RO
URLIZHD [V U —R3.12—%—FA FCiscoUCS —"REZ—T 4 VT 4] 2BHLT
<TEEVY,

https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/sw/ucsscu/user/guide/31/UCS_SCU/
booting. html#wp1078073

KHEIF—2 M LT, CiscofRAHCD/DVD &R L, [Enter] L E¥, +— NI, v v B~
T IS DCNMISO A A—V % L CEE L £,
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CiscoDCNM O > 2 b—)L |
B usr7 IL—F) LT DINMISORET TS5 4 7o RDA VR b—L

Note KO, UEFIOA A h—)L&sRgH L CW\WE9, 7272 L., BIOSA > A b—/LiC
Cisco VKVM-Mapped vDVD1.22 Z%#RT 5 Z &L 6 TE £ 9§, I1SO X, M DE—
. BIOS. X WNUEFI CEEITE £9°,

UEFI %, 2TBLUEDOT 4 A7 B LI AT L TIEHMETT,

ct boot device:

Cent0S

UEFI: Built-in EFI Shell
UEFI: IP4 0100 Intel(R)
UEFI: IP4 0101 Intel(R)

350 Gigabit Network Cor tion

I
I

350 Gigabit Network Connection
vDVD1.22

. L

s L

Cisco vKvM-Mapped vFDD1.22
Cisco CIMC-Mapped vDVD1.22
Cisco CIMC-Mapped vHDD1.22
Enter Setup

T and 1 to move selection

ENTER to select boot device
ESC to boot using defaults
e e
T 4RI A RXNM2TBLULET, 4K B Z— A X RT A 3%H LT\ Cisco UCS D

A%, UEBFIEEA 7Y 3 AN ETY, F#EMic oW Tk, [UEBFIEEE— )] 28M L TL
7230,

AFvF9 LETFRAIF—%M AL T, [Cisco Data Center Network Manager ® 4 > X k—)L (Install Cisco
Data Center Network Manager)] Z %R L &9, Enter 1 L £,

WDOBRN RT3 1%, 1SO A4 A—U 2 UEFI CEEI SN BE8ICERENET,

. LAN 77 7Y v o B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LUV TV TS5 L—F 4 K
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| CiscoDCNM DA > 2 k—)L
UCS (X7 T L— F) £ <O DENMISO &8 7 F5 47> 204 v b—i [}

Boot existing Cisco Data Center Networ Mar
Install Cisco Data Center Network Manager

escue L Data Center Netwaort

AT w7F10 [Cisco BHL % v U — 7 & H (Cisco Management Network Management)] [ C, v hU—7
ERETDHE— REEIRLET,

Center Metwor

Inte L For DCHA Managesent MNetwork, Dot
In-E etunrk ar hozen from a list of

together to form a single port-chann

Wl Hetwork, and In-Band Retwork

e twnrk ing conl Igurat lo
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B usr7 IL—F) LT DINMISORET TS5 4 7o RDA VR b—L

ATvIN

ATvT12

FEFHFRER R A v H—T = A A5 CiscoDCNM Xy hU—7 f v B —T = f AZHRET
A, 1A LET,

2ANDNLT, N RLVENTWAHEHAIRERMEEA ¥ —7 = A A5 Cisco DCNM * v b
D= A B =T oA ZAEREL., bT 7L L TRESNIEZE—DOR—FF ¥y XL EZEMAL
i—a‘o

1 Z AT LTEHEIT, Ny FALERTWRWA o Z—T = A X F— KT Cisco DCNM ISO % A
VA RN=ATBED, Ry NI DA B —T 2 A AR LU FET, FIHTRERA v Z—
TxAADY A NPEEICERRINET,

[Ry hT—7 f B —TxA A U A (Network Interface List)] N H[EELA VX —T = A A
(eth0) (Management Interface (eth0))] 38 L N7 & AT /30 R A #—7 = A A (ethl) (Out-of-Band
interface (eth1))] Z IR L £ 9, Tz, MBEIEUTA N R A U Z—T = A A (eth) Zi%iE
TLHLIEHLTEET,

S 0 0 0 0 0 0 0 0 0 o - - - -

Cisco Data Center Network Management

Network Interface List

Bb:HHA.48 Cisco S Inc VIC Ethernet NIC (rev aZ)

Address: 9:5e:19 Link:UP

Bc:88.8 Cisco Systems Inc UIC Ethernet NIC (rev a2)

Address: :69:5a:f9:5e:1a Link:DOWN

B1:88.8 Intel Corporation 1358 Gigabit Network Connection (rev H1)
Address: BB:be:75:49: 86 Link:UP

B81:88.1 Intel Corporation 1358 Gigabit Network Comnection (rev 81)
Address: BB:be:75:49:c2:87 Link:UP

Please select the interfaces to use from the list abowe:
nt Inter -
Out-0f -Band Inte

Conf igure In-Band Interface (eth2)? [ysnl: y
In-Band Interface (eth2) : 1

Note AVNRU R A E—T 2 A ZAEFRELRWGA, T R b e br—2B8LW
T LA NYBSHEISEECE £/ A,

7272 L. appmgr update network-properties 2~ > &AL T, LEIZJSLUTA A h—b
BICK Yy NT—2 T o7 4 @B TEET, FEMICOVTIE. [DCNM A A b —/L# D
v NI —2 737 ¢ onpage 181 S LTI,

2EANLTEEESIE. R RA AL H—T 2 A A F— FTCiscoDCNMISO % A > A h—/Ld
B0, RDE AT BETLET,
a) NV RAVEERT DI, VAN X —T oA ABBIRLET,
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UCS (X7 T L— F) £ <O DENMISO &8 7 F5 47> 204 v b—i [}

Note D &b O ERA o F—T =4 AP FVDO—ETHLMENH D F
‘a_O

N RITEBINT D MERHHTXTDOA o F—T =24 A AN LT2RICqE AT LE
—é_ﬂo

(rew A1)
onnection (rew B1)

FF+ Hetunrk Conne

Metwork Connection (r

b) FERXY NT—7 TUNFTTNRU R Ry hI—7 BXOAS NV R Ry FT—T D
A B =T 2 A A% A MNOLERTL-DICEHT S VLANID # AL, N RKLa

TR L £,
IELWVLANID REID B THNTWDENE I DEMHRLET,
Note BHAR Y NU—2 LT NF TN R Xy hU—2 O VLANID 1%, &

NO—2 LT NAETNRU R Ry NIRRT Ry FEFEHLTWSE
A (DED, eth0/ethl RFEICH TRy MZHHHEE), RICICTHIENTEE
R
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B usr7 IL—F) LT DINMISORET TS5 4 7o RDA VR b—L

eaze enter the VAN 1D for the Fol lowing netuorks
rk VLAN 11 188
ek VLAR 1D © 181
ULAM 1D 182

: conf irm the Tollowing walue

ment Metwork VLAN TD: 168
LAl ID: 181

ATYT13 BRULIEA L H—T oA AR LET, Y] ZH LT, A A M VAR L TRHATLE T,
AT w14 CiscoDCNM OFHFX v NU—7 2R ELET, [IP 7 KL A (IP address)]. [7 % v b
(Subnet)], [¥ A7 (Mask)], [7— bV =A (Gateway)] E AT LET, [y]Z#H LT, £ A —
NERAT LET,
A VA N=ANET LItk VAT LARHEEL, DCNM7 7747 UV ARREINLTND Z
LERT Ay E—UNWH@EICERINET,

R e e R R R R

Please point your web browser to
http://<IP-address>:<port-number>

to complete the application
R R R R R R R R R R R R R R R R R R R R R R R R R R

T UPICURL Za ™= L TREO FHTF, Web A v A M—F%FHALTA LA b—=L%E5ET L
7,

What to do next

AL RTry T— REIFEERAT 47 HAET— R TDCNM % A A h—/L9 25 K 9 |TER
TXFET, FHEMCHOVTIE, TRZ > F7uay T— RTO CiscoDCNM IO DA > A h—/L |

. LAN 77 7Y v o B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LUV TV TS5 L—F 4 K



| CiscoDCNM DA > 2 k—)L

KVM £ T DENMISO 7887 T54 7 v 204 > & k—L |

770 TXA4T7 4 7HAE— R TOCiscoDCNMISO DA VA h—)v] B a BT
<&,

KVM L THODCNMISO REF7 T4 T RADA VR b—)L

&I
ATy T2

ATvT3
ATvT4
ATy TH
ATy 76
ATy 71
ATvT8

ATv79

ATv7T10
ATvIN
ATvT12

ATy 713

ATV 714

ATy 715

WDH AT ZFITL T, KVMIZISORMET 7I3A T A% A A M—/LLET,

Procedure

e Ui L. denm-kvm-vm.xml 7 7 A L Z R L E9,

KVM 3T L TCWA RHEL =X Z D7 7 A4 V% 1SO & LTRIUHFATNCT v 7r— KL &
bé‘o

SCP 7 7 A JWEESR R & #%H LT, KVM #3517 LT\ % RHEL %— 28k L £,
B XU denm-kvm-vm.xml RHEL Y— (27 v 7 u— R L %7,
TrANEREE v a v EATET,

SSH K Z#%H LT, KVM %317 L C\ % RHEL — NZ# L £,
ISOBLURAAL U XML O ANZ 7 m— RSN TWADGFTICEE L 7,

virsh =< RZEHA LT, VM (F721XKVM HiEE HFHEND R A A V) Z1ER L £7,

need info on dcnm-kvm-vm-huge.xml

sudo virsh define [{dcnm-kvm-vm-huge.xml | dcnm-kvm-vm-compute.xml |
denm-kvm-vm-large.xml | dcnm-kvm-vm-small.xml}]

VNC =2 HI LT, RERT 7 AT U4 —/b K= & ET,
SSHEvvary#HLET,

VNC HiiiRZ#%H LT, KVM %317 L T\ % RHEL H— Nc#sfi L £,

[7 75— 3 > (Applications)] > [ A T L W —JL (System Tools)] > [fRBB<T >> I 2 —T ¥
(VMM) (Virtual Machine Manager (VMM))] (28 L =7,

VM M~ v~ 2=V % TR SR E T,

i~ =32 =Yy b, —HTVM Z2@RL T VM itk L7, [fRE (Edit)] > [RE
T L U MEH (Virtual Machine Details)] > [fR#8/\— K9 = 7 DM % R 79 % (Show virtual
hardware details)] #27 U v 7 L 7,

AR ~N— R = 7 OFEA (Virtual Hardware Details)] C. [/\— F™ = 7 DB (Add Hardware)]
>[R kL— (Storage)] (2BEH L £9°,

WDOHARET, TRXAAFATLLEHBIIN—FKT 4 A7 Z/ER L ET,
e TFNA A XA T IDET 4 AT
e Xy ET—R:TFTT7FNh

« 2 KL —UER : raw

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



CiscoDCNM O > 2 b—)L |

B «wmLtcooenmIso FEEF TS5 7 R DA VR -

ATy 716
ATvT1
ATy 718
ATy 719

ATvT20

ATvIT2
ATvT2

500GB DA hL— YA XEfEAT 22 L 2BEIOLET,

AR~ > > OfftE Y + > R T [IDECDROM] % #&4R L, [#&#t (Connect)] %2 V v 7 LE 7,
denm-va.iso IZBEI L, [OK]Z27 VU v 7 LET,

M5O NIC ZIN L, fERSN TV D8R ry hU—27 280 Y TET,

B~ v OERE A T LET,

Note VM OEWRE A AT DENT, EIR L BEREICHESE, CPURATE Y Y VM
ICTFRENTWAET R YV —AnNHHZ 2R LET,

FRV—F 4 T VAT AN, A= ENTWET,

[Cisco HEE R v b U — 7 % B (Cisco Management Network Management)] & T, R T —7
DA E—T 2 A ALFERLET, FHARERA VF—T7 A AOY A MAEHMEIZERSIVE
ﬁ—o

[Ry hT—7 f B —TxA A U A (Network Interface List)] NH[EEA VX —T = A A
(eth0) (Management Interface (eth0))] 38 L ON[7 7 b A7/ K A Z—7 = A A (ethl) (Out-of-Band
interface (ethl))] ZZIN L E 7, F/o, MBEITIEUTA VNN KA U X —T = A A (eth?) X E
THLZEHLTEET,

Note AN R A B =T 2 AR (eth) ZiRELRWEE, = FRA b ur—X
BLOT LA MU ERITERIETEEE A,

7272 L. appmgr update network-properties =~ > K& H LT, LEILTTA VA h—/b
BIZA Y U= a7 4 ZiRETEET, FFMIONTIE, TDCNM A > A h—/L D
Fv hU—2 77 4 onpage 181] ML T 7ZEW,

] 2 LT, A A P— Lz R L TheIT L X

BHFR Y NU—7 ZFRELET, [IP T KL A (IPaddress)]. [ 7 % > b (Subnet)], [¥ A7
(Mask)], [/ — F T = A (Gateway)] E AJJLET, ] ZHL T, A A M= ZHITLET,

AUARN=IVRET LI, VAT ADREEREH L, DCNMT 774 TV ARKREINTND D
LEIRT A vE—UNHEICERINET,

Please point your web browser to
http://<IP-address>:<port-number>

to complete the application
R IR IR Ik gk b I bk b b b b b b b b b b b b b b b b bk b 2k b b b b kb b 2 b b bk kb b b b b b b b b b b b b ki

TIZUPICURLZa > — L TR 1T, Web A > A M —F&FHALTA LA M—LEZ5ETL
ij_o

What to do next

2R RTaYy T— REFRIIRAT 4 7 HAE— R TDCNM Z A A h—/L4 2% & 5 I2E&EIR
TXxF9, FEMCONWTIE, AZ U R7uy F— RTOCIscoDCNMISO DA A k—/1 ]
770X (%A T 4 7 HAFE— R TPD CiscoDCNMISO DA v A b —)L| 72 a BB T
<TZEV,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| CiscoDCNM DA > 2 k—)L

Nexus % v & 27R— KT DCNMISO (287 754 7 o2 %4 v 2 h—1T 5 ||

Nexus < 27/R— KTDCNMISO REF7 TSA T U REA VAR —

LI %

ATy T
ATy T2
ATvT3
ATvT4

ATy TH

ATvT6
ATvT1
ATvT8
ATv79

ATFv 710
ATy TN

Nexus 7 v v =R — RIZDCNMISOEAR T 5 A4 7T R A VA =)L 3 BIZ1E, IRDHX AT
EEITLET,

Before you begin

[CiscoNexus # v > 2R — R — R =7 &y "7 v 7 A4 ] OFBEICHES T, ~N—F
T Xy NU—T OB ARELET,

Procedure

Cisco Integrated Management Controller (CIMC) % &) L £,
[KVM D#2E) (Launch KVM)| RZ > %227 U v 7 LET,

Java N— 2 KVM 721X HTML ~X— X KVM O W28t £,
T4 RTICERENTWAURLEZ Y 7 LT, KVWM 7 AT T 7 r—varo
n— R&HITLET,
A =2 — NN—T[RE AT 4 7 (Virtual Media)] > [{R8 T /31 RD 7 9 T 1« 71t (Activate Virtual
Devices)] DJEIZZ V v 7 LE T,
R AT« 7 (VirtualMedia)] 27 V v 7 L, IROWTIND AT 4 T ZEIR L, RH5H DCNM
ISO A A=V HaBREBLOT v o —RKLET,

+ CD/DVD O~ v

VL= NTNTARITD T

Ty =T 4RI T

ISO A A=V NREES N TWDHLANIBEIL, ISOA A—YZr—FLET,

EIR (Powen)]> [ AT LD v b (94 —L4T— k) (Reset System (warm boot))] Z B3R L |
[OK]Z7 U > 7 LTHATLT, UCS ARy 7 22 flE#E L £7,

T N\BEET S ADOBIRZBM LD, F6 2 L CHES a2z hliLEd, 77—
FMBERA =2 —RNRRINET,

KENF—%fEH LT, Ciscofkf2CD/DVD Z#IR L, [Enter] Z#f L ET, — 1K, ~wv B
7 IS5 DCNMISO A A— VAR L TR L7,

FTFREIF—Z%{E/ L. [Cisco Data Center Network Manager M4 > & k—JL (Install Cisco
Data Center Network Manager)] Zi%®{R L &9, Enter 1 L £7,

BN LA ¥ —T oA AR LET, YIZLT, A A M= NE2MERLTHEITLET,

Cisco DCNM OEFH R v v U —27 23 E L ET, [IP 7 KL A (IP address)]. [V 7 % v~ b
(Subnet)], [¥ A7 (Mask)]. [7— F ¥ = A (Gateway)] E AJJLET, [y]Z#H LT, £ A F—
NWVEHATLET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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CiscoDCNM O > 2 b—)L |
Bl Windows Hyper-v £ < DENMISO RET TS5 4 72 RDA VR k—)L

HHENZZIP T FL AL, BHRy NU—F A2 —T x4 & (eth)) OFREIHEHEINE
T, THT, VAT LANFRy N — 7 BRAETRIEFREICR Y 3,

A LA RN=IVRET LIz, VAT LADERE L, DCNM7T 774 7 UV ARREINTND D
LEIRT A v b—UNEEICERINET,

Please point your web browser to
http://<IP-address>:<port-number>

to complete the application
KKK KA AR A A AR A A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A KA A A A A A AR AR AR KA K

T UWIZURL Z#a =L CAED 17, Web A VA M—F&2HLTA A= E%ET L
ij‘o

What to do next

2B RTa Y T— REFIZRAT 4 7 HAE— RTDCNM 2 A > & h—/L9 % X 9 TR
T&FET, FFCOVWTIE AZ v KT 1y £ — K TO Cisco DCNM ISO D1 > A k—/1, on
page 64 £721% £ A 7 4 7 HA ®E— KT Cisco DCNM ISO % A > A h— /L9 % on page 69 &%
LT ZEN,

Windows Hyper-V_E TODCNMISORIET7 TS5 A 7 ADA VR k=)L

Hyper-v Manager (%, (RKAE(L7" 7 > b7 4 — NIEHET 72 2284 L £7, DCNM ISO {iAE
TS5 AT AL, Hyper-v manager ZfEH L CA A N— /L TXET,

W7 V7 v v v VAR L C Windows Server Manager % #2E) L 9, Hyper-v Manager %
EEIT HI21X,. A ==2— =15 [*Y—JL (Tools)] > [Hyper-v Manager] # &R L £,

\)

() Windows Hyper-V _E® DCNMISORAET 7 Z A4 7> AL, 7 T AX{LE— K&K —F LTV
FHA,

Windows Hyper-V _|=C Cisco DCNM ISO (RABT 7 A4 7T v A% A VA b —/L T 521, ROH
AT 2 FRATLET,

RER A v FDIERL
CiscoDCNM TiE, X hT—2 f v Z—T = A RT3 DDA A v FRLETT,
¢ denm-mgmt network (ethQ) A > % —7 =1 A
» enhanced-fabric-mgmt (ethl) 1 > F —7 = A A

« enhanced-fabric-inband (eth2) £ > % — 7 = A A

Hyper-V Manager TIRAEA A » F a2 212id, WO FIRZFEITLET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| CiscoDCNM DA > 2 k—)L

ATv T

ATy T2

ATv7T3

ATy T4

ATy TH

wEzs v Foursn [

Procedure

[7 7 ¥ = ¥ (Action)] <A T, RERA vF ¥Rr—T v (Virtual Switch Manager)] 2 U

7

L\i—é—o

Windows Hyper-V U 4 & RUDRBA AL v F v R —T ¥ NERRINET,

AU DA > D B AA » F (Virtual switch)] D F T, [FLLMRERY bT—9 X4 v F (New
virtual network switch)] 22 UV v 7 L TIRAEA A v FZ2ER L 7,
DCNM EHLA » b T —7 HORBAAL v F 2Bl LET,

a)

b)

¢)

d)

[548B (External)] Z#8&R L, [{RERX A v FDERL (Create Virtual Switch)] 227 U v 7 L&
T
(47l (Name)] 7 4 —/L RIZ, ethOA > ¥ —7 = A ZADE a4 /iz A LET,

Note BRBAAL v FHBA X NUNTEAETHD Z L E2HERLET,
[N+~ b U —7 (External network)] Ku v 7' & 7 U A Ring | H— N Cff Al HE /2

YR 2 —T o A AEBIR L ET,
[Applyl 27 U v 27 LET,

JWE T > 7 w7, X —T oA ADRBAAL v TFEER LET,

a)

b)

c)

d)

[54 88 (External)] &R L., [{RFEX A v FDOYERK (Create Virtual Switch)] %27 U » 7 L&
@—O
[4 B (Name)] 7 4 —/V RIZ, ethl f > % —7 = A AD#Y 402 A LET,

Note BRBAAL v TFHBA X NUNTEATHD Z EE2HERLET,
[FME+ >~ U —7 (Bxternal network)] K& v 7% 7 U A R H— T ] AT HE 72

IR PRA v 2 —T oA ZAHEIR LU ET,
[Applyl] 27 U v 7 LET,

W7 77V AN R A B —T oA ZADRIBAA v F2ER L ET,

a)

b)

<)

d)

[448B (External)] 34 L, [{RERX A v FDERL (Create Virtual Switch)] #27 U v 7 L&
ﬁ‘o
[4 il (Name)] 7 4 —/L RIZ, eth2 f > % —7 = A ZAD5E a4 iz A LET,

Note AL » FHPBA X NUNTERETHD Z 2B LET,
[#M5+% >~ b U —7 (External network)] Ru2 v & 7 U X kit B — N Cffi Al EE /2

W PRA v 2 —T 2 A ABEIRLET,
[Applyl 227 U v 7 LET,

WOKNTRT LT, TR_RTDA v Z—T = A ADREMDLAL DR AL v F DO FIZERS
nEJ,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



Cisco DCNM DA > 2 k—)L |
B =~ onrm

E5 Virtual Switch Manager for WIN-CH15WVIDIDEG

% Virtual Switches

=% Create virtual switch

<t New virtual network switch

F i ethd

What type of virtual switch do you want to create?

Cisco VIC Ethernet Interface

External
=i ethl Internal

Private

Cisco VIC Ethernet Interface #2

=i eth2

Cisco VIC Ethernet Interface #3

% Global Network Settings R

[ maC address Range Create Virtual Switch
00-15-5D-23-F6-00 to 00-15-5D-2...

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

T

What to do next

ISO %~ hT 570D~ EER LET, FElcO W TIE, AR~ v > DOFERK, on
page 56 ML T 2E WY,

RETSODER

FIAT AT HA Y N T v T7HOREZ  RTa v E-13 794~ J—RBXIOE &Y
/= ROWT NN~ > o BERT B ICiE, IROFINEZFITLET,

Before you bhegin

CiscoDCNM %A 7 4 7 HA E— R TA L A =L LTWAEAEITL., 2 2OFEE~> %2 1E
KTAHDULERHYET, 1 203774~V J—FHA, bH 1203 h %) J— AT,

B ANTFTU YRR Y—Z115(1) D CiscoDONM A VR h—LELUT v T L—F H4 K




| CiscoDCNM DA > 2 k—)L

ATy T

ATy T2

ATv73

ATvT4

ATy Th

ATvT6

ATy T1

ATv78

ATvT9

wEvs ons |

Procedure

[7 7 > a ¥ (Actions)] XA @D [Hil (New)] Re v 7 X oo UA D, [RET DY (Virtual
Machine)] Z &R L £ 77,

[New Virtual Machine] ¥ « ' — RRRRINET,
BALAT DRI, [RN (Next)] 227 U w7 LET,

[4 811 & SFTDOFEE (Specify Name and Location)] Bi[E T, 7 7 7 4 772 DCNM / — KO£ Hi%
AN LET,

[~ (Next)] 27 UV v 7 LET,
[HHARDFETE (Specify Generation)] i C. [5 14X (Generation 2)] Z 3R L £,

TR E, BT LWAMEBEREA YR — R L, UEFIN—ZAD 7 7 — AU =7 Zfif 2 T
BY, 64y hOFRL—T 4 T VAT LERLEE LET,

[~ (Next)] 27V v 7 LET,

[AFE Y OEIY) YT (Assign Memory)] i D [R]EE) A E 1) (Startup memory)] 7 « —/L KiZ 32768
MB & AJJL, A~ 2 32GB AE Y R ELET,

[EAR > hU—F 7 (Configuration Networking)] [H [ C, [#&#t (Connection)] K= v 747

VAN, ZOVM DA U E—T A AZRIRLET, [Eth)] (FHLRy hT—F A & —
TxARA)BERLET,

[RA~(Next)] 27 VU v 7 LET,
(B4R N— K T ¢ A 7 OFEfE (Connect Virtual Hard Disk)] i C, AR N— R 7 ¢ 27 Z{ERk L
\i j‘o

a) [R#E/N\—F T4 X9 OERL (Create a virtual hard disk)] Z 541 L £,
b) N—F 74 A7 OEGRAR, B\, BLOYA X2 AN LET,

Note A N—R T 4 AT DT 7 /v NAIL, [4R1ESFTOHEE (Specify Name and
Location)] [Hifi CHEE LIo(RKAE~ > oAb EGSVET,
IN=R T 4 27 OYA XL 500GB LLEIZTAMENRSH Y 7,

[R~(Next)] 227 U w7 LET,

[f A h—)L 47 3 > (Installation Options)] Hif T, [F— FAJBEHRA A= T 7MLV
ARL—FT 429 VRTLELTA VR F—JLT B (Install as operating system from a bootable
image file)] Z &R L £,

[ A— 7 7 A /L (.iso) (Image file (.is0))] 7 4 —/L KT, [BH Browse)] #7 UV v 7 LET,
T4 L7 FUIZBEI L, DCNMISO A A —Y & 3R LEd,

[k~ (Next) 127 Vw7 LET,
(2 (Summary)] Hi[f C, s EDFEMA MR L ET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



B =~ onrm

ATy 710

ATy TN
ATvT12

ATy 713

CiscoDCNM O > 2 b—)L |

B Mew Virtual Machine Wizard >

= Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the

following virtual machine.
Spedfy MName and Location S e

Specify Generation EEG A

Assign Memory Mame: DCMM_Standalone

Configure Networking Generation: Generation 2
Memory: 32758 MB

Connect Virtual Hard Disk Metwork: &tho

Installation Options Hard Disk: C:\Users\Public\Documents\Hyper-ViWirtual Hard Disks\DCNM-Primary. vhdx (VHD
Operating System:  Will be installed from C:\Users\Administrator\Downloads\donm-va. 11.3. 1.50.is0

£ >

To create the virtual machine and dose the wizard, dick Finish,

< Previous Cancel

[#8T (Finish)] 227V v 27 LT, DCNM 7277 47 ) — RZEERLET,
B LB &S 7=~ 3 > 1%, Hyper-V Manager DR~ > 7o v 7 ICFRENET,

B~ &2E57 Y v 7 L, [BXFE (Settings)] R L £ 7,
DCNM / — RIZ [F%E (Settings)] B[N /R SLE T,
FEAMDRA D= Ry =27 7uy 7T, [/1v— k70BN (Add Hardware)] %7 U > 7
L\i—a—o
AA AT, Ry 8T—H 7H TA (Network Adapter)] 234K L, [{BIN(Add)] %72V v
7 LET,
[(*y NU—2 7 X 7% (Network Adapter)] H[fi C, RIEAA v F DRy NT—07 THTZ %
R L E 7,

s MR R A v F (Virtual Switch)] Ke v 7*Z7 U X Rk, [ethl] REBA A v F AR L

9, [EE Apply)] 227 Vv 7 LET,

« MR R A v F (Virtual Switch)] Ke v 7" Z7 UZX Rk, [eth2] (REBA A v F A2 L
F9, &R Apply)]1 227V v 7 LET,

3O00FRy NT—7 THEFXE, §XTCT[/1\—FD 7 (Hardware)] E7 > a > O FOLEMD
NA NIFREINET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| CiscoDCNM D4 > Z k—)L

wEvs ots []

E:’] Settings for DCNM_Standalone on WIN-CH1SVIDIDEG — *
DCNM_Standalone ~ L )
% Hardware B Add Hardware
!" Add Hardware
B Firmware You can use this setting to add devices to your virtual machine.
Boot from DVD Drive Select the devices you want to add and dick the Add button,
Seaurity 5CSI Controller
Secure Boot enabled Network Adapter
Wl Memory RemoteFX 30 Video Adapter
32768 MB Fibre Channel Adapter
L] Processor
32 Virtual processors

= &l scsI Controller Add
= Hard Drive
DCNM_Standalone, vhdx Virtual machines are created with one network adapter. You can add additional netwark
(3 DVD Drive adapters as needed.
" demeva.11.3.1.50.is0
U metwork Adapter
ethi
_dr Metwork Adapter
ethl
-'.—Jr' Metwork Adapter
eth2

A Management
iﬁ] MName
DCMM_Standalone
|f| Integration Services
Some services offered
{8, Chedkpaints

Production

e—e Smart Paging File Location
C:\ProgramData\MicrosoftiWindo...
Eg. Automatic Start Action
Restart if previously running
E. Automatic Stop Action
Save

[ cancal

ATV T8 EROSNA T, [Fa2) T« (Security)] Z&IR L £,

ALY A D [T T L— b (template)] R v 7 &7 U X ke, [MICROSOFT UEFI
SEBAES (MICROSOFT UEFI Certificate Authority)] Z 3R L £,

Note A Hyper-V B~ U 2 RIR LA, ZOT 7 L— MIKATT,

[Applyl &7 U v 7 LET,

ATy 15 [ (Settings)] Wi C, [FA+ vH (Processor)] 227 U v 7 LET,

AA v A o[RBT Aty DE (Number of virtual processors)] 7« —/L KT, 32 & AT
L. [32vCPUs] iR L £7, [ (Apply)] 22 VU v 27 LET,

[OK]%#27 V27 LT, DCNM /J — ROEREEZHE L £,

LAN 27 7Y v/ BBIY J—Z 115(1) @ CiscoDCNM ( VR h—LE5& U7 v FTL—F A4 F ||
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CiscoDCNM O > 2 b—)L |

What to do next

Windows Hyper-V {Z Cisco DCNM ISO % A > A h—/L L £9, FEMIZ DWW Tid, DCNM ISO 1iX
BT T I7AT L ADA A F—/)b, onpage 60% S L T 720,

DCNMISO (RETF7 TS5 A 7V ADA VA F—)L

ATy

ATy T2

ATvT3

IAT A THAEY b T v T OO AZ L T £33 754~ J—RekwhoxY ) —
ROWFN2MNZ DCNM ISO AR T 77 A4 7 v A &R ET D121, WOFNEEZEITLET,
Before you begin

WO X2 VT A RELZEH LT, (B~ U DIELSEESNTND Z EEfERLET,

Procedure

(K48~ > > (Virtual Machines)] 7 2 > 7 026, [T 77 47 /— K (Activenode)] #4727 U w7
L T [##5% (Connect)] &23&4R L £7,

Virtual Machines

~

Name State CPU Usage Assigned Memory Uptime Status Configurati...
= DCNM_Standalo o 9.0

Connect...

Settings...

Start

Checkpoint

Move...

Export...

Rename...

Delete...

Enable Replication...

Help

(B4R~ > > Bt (Virtual Machine Connection)] i 0D A = = — /S—/n 5 [A T 4 7 (Media)] >
[DVD K54 7 (DVD Drive)] 28R L T, IR L7-A A=V 2R L E7,

[Start] 27 U v 27 L£9, DCNM B — "3 E L £,

FEHEIF—%#i ] L C. [Cisco Data Center Network Manager ® 4 > X k—JL (Install Cisco

Data Center Network Manager)] Z %R L £9, [Enter]¥ —%#L C. CISCODCNM 7 7 7 «
T)—=KREA VA M=NLLET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| CiscoDCNM DA > 2 k—)L
DeNM IS0 7287 754 7 v 2oA v h—L ||

3 DCHM_Standalone on WIN-CH15V9DIDSG - Virtual Machine Connection = O X

File  Action Media Clippboard  View  Help

@O0 n |k

Boot existing Cisco Data Center Network Manager

Install Cisco Data Center Network Manager

Rescue Cisco Data Center Network Manager

Use the & and ¥ keys to change the selection.
Press ‘e’ to edit the selected item, or 'c’ for a command prompt.

Status: Running = [ﬂ

AT 74 [Cisco EHF v b U — 7 & H (Cisco Management Network Management)] [ C, v k7 —7%
DAE—=T oA ZA%ZFIRLET, FIHFRERA X —T = ZAD Y X MPEHEIZHK RIS IE
7

Ry hT—7 42 —TxA A U A (Network Interface List)] N H[EEBA VA3 —T (4 R
(eth0) (Management Interface (eth0))] 35 XN [7V bFH TNV K 4 2 —T 4 X (ethl)
(Out-of-Band interface (ethl))] Z &R L £ 9, F£7=. HLEIZIE U T [In-band interface (eth2) (1
VINURAVA—T AR (eth2)] 2R ETHZ L b TEET,

LAN 27 7 vy 7R ) —Z 115(1) @ CiscoDCNM A VX k=L &L U7 v FIL—FK H1F ||



CiscoDCNM O > 2 b—)L |

B oowisorE7 IS5 7 R DA VR =0

ATy TH

£ DCNM_Standalone on WIN-CH15V9DIDSG - Virtual Machine Cennection = [m] *

File  Action Media Clipboard View Help

VOO u |k

Cisco Data Center Network Management

etwork Interface List

fAddress: Link:UP
Address: Link:UP
fAddress: Link:UP

[Flease select the interfaces to use from the list above:

nagement Interface (eth@) [1 : 1
Out-0f -Band Interface (ethl) : 2

onf igure In-Band Interface (eth2)? [ysml: y
In-Band Interface (eth2) : 3

[Please confirm the following selection:

nagement Interface (ethd):
1)
Address: Link:UP

Out-0f -Band Interface (ethl):
2)
Address: Link:UP

In-Band Interface (eth2):
)

Address: Link:UP

Is the interface assignment correct? [ysnl: y_

Status: Running =0

BIRLTcA v H—T 2 A AR LET, Y EH LT, A A M=V L ThITLET,

Cisco DCNM OEF B » hU—27 2R ELET, [IP 7 FL X (IPaddress)]. [Ty k
(Subnet)], [¥R% (Mask)]. [7— k> A (Gateway)] & AT LE T,

EEMEERL, y] ML TA A b= EHAITLET,

. LAN 77 7Y v o B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LUV TV TS5 L—F 4 K
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DeNM IS0 7287 754 7 v 2oA v h—L ||

£ DCNM_Standalone on WIN-CH15V9DIDSG - Virtual Machine Cennection = [m] *

File  Action Media Clipboard View Help

VOO u |k

Cisco Data Center Network Management

IPlease enter the Management Network configuration:
nagement Network IP Address :
nagement Network Subnet Mask :
nagement Network Gateway :

'ou have entered these values:

nagement Network IP Address:
nagement Network Subnet Mask:
nagement Network Gateway:

fire the values correct? [ysml: y_

Status: Running =0

A VA= ANET LIk, VAT ARHEHL, DCNM7 7747 U ANRREINLTND Z

IR R IRk b bk b b b b b E b b b b b E b b b dh b E E I b 2k kb b b b b b b b b b b bk b b b b h b b dh b b b b b b i

Please point your web browser to
http://<IP-address>:<port-number>

to complete the application
IR R IR bk b b b b b dh h dh b dh E b h b b h E b b h b b b b b b b b b b b b b b b b b h b b dh b b b b b b b i

T UPICURLZ 2 — L TR 1T, Web A > A M —F&FERALTA LA M—L%Z5ET L
\ij—o

What to do next
AR RTrYy T— REFRIIRAT 47 HAE— R TDCNM &A1 > 2 h—/L4 2% L 538K
TEXEJ, FEMICOVTEL, ZF L R7 Y F— RTO Cisco DCNM ISO DA > A F—/L, on
page 64 £ 721X F A 7 « 7 HA &— K T Cisco DCNM ISO % 1 > A h—/ L9 %, on page 69% &
LTLIEEN,

LAN 27 7 vy 7R ) —Z 115(1) @ CiscoDCNM A VX k=L &L U7 v FIL—FK H1F ||



CiscoDCNM O > 2 b—)L |
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AR Kk7A

ATy T

ATy T2

ATvT3

RTv74

> E— FT® CiscoDCNMISO D1 > X k—)L

[ —/L (Console)] ¥ 7 |ZFK/REILTW5 URL Z /50 £11F, [Enter] ¥ —% L 9, #I#
Av—UnRERINET,

Web A > A b —F 235 CiscoDCNM DA A b=V Z55 T3 5I121%, ROFIEEZEITLET,

Procedure

[Cisco DCNM ~ & 5 Z % (Welcome to Cisco DCNM)] EiE 225, [BAA (Get Started)] 27 U »~

7 LET,

Caution VAT LEEDNRNY Y — AE AT LT R WA, Web £ X b —F 1T
SYSTEM RESOURCEERROR & E S, £ VA M—APFHILInNFEzS, VAT
LEMEER L, Web A VA M=% EELTA A M—=NVEETLET,

[Cisco DCNM 4 >R k—35 (Cisco DCNM Installer)] Hif T, [ A YA =L -RE VK7
0O > (Fresh Installation — Standalone)] 47> 2 > R & 2@ L £,

[Next] #27 U » 27 LE7,

[41 X k=)L E—F (Install Mode) ] ¥ 7 C, DCNM EA X A 7 2R L 7,

[41 >R =L E—F (Install Mode)] # 7 C, Rry XD UALINEH OVADCNM 777

AT ADLAN 77 J w5 (LANFabric)] f > A b—/L E— RE&EIRL T,

7 7 A4 F— FT Cisco DCNM Z BT 25613, [V T RE E— RZHEMIZT % (Enable

ClusteredMode)] 7= v 7 Ry 7 R4+ A LET, a2 Ea—T 47 /— KA CiscoDCNM

[Web Ul]>[7 T4 —3 3 > (Applications)] > [a v Ea—TF « >4 (Compute)] IZE RSN F

T, 77V r—vaiiavEa—T4VY /) —RTETEINET, Tara—T 107

J—R%&7ZAHFIGEITEZ £, You can add the compute nodes to a Cluster, later.

AL a—T 4T I TRAIPRBEIRGET AT T T A T ADBRIERFZ3NIC 23 % Z

LEMRLET, BTNICEA AR TDHEIETHR— SN THEFEA, 3DONICH

WA, [Z T AZE— ROAZNE (Enable Clustered Mode) JIZfEH CTX £+ A,

Note [V 5 A2 E— KZF#IZI % (Enable Clustered Mode)] 254 1272 > TV B A
BIE, 2T TAT A, EPL, NIAREDT 7 r—yavidarta—T 4
T I)—FKBA A= ZNDETEHELEH A,

[R~(Next)] 27 U w7 LET,

[ (Administration) ] % 7 C, /"AU— NIZBT 5 1EREATLET,

[BEED/INRT—K] 7 4 —/L FT, CiscoDCMN D7 7V r—=3 g NIRRT D201
RSN SAT—=RE AL TLIEEN,

INRAT — KL, %$7=;.*\"" <SPACE> % [&< T X CORBKRLTFEHHTE £7,
[BIEENRAT—RFOWHR] 74— /L RIZNAT—FR%&2H 9 —EANLET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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2482 R7AY E— KTO CiscoDCNMISO 01 > X k—L ]

«[F—HBR—R /SXT— K (Database Password) ] 7 4 —/L RIZ, PostgreSQL 7 — & ~—
ADINAT— REATTLET,

FTRT O ICTIE %$M=,2\"" <SPACE> Z# [ &, AU —RIZEHATE £,
[BEEB/NRAT—FOMERE] 7 4 — /L RIZXATU—F&b ) ~EAHLET,
Note [T—2R—X /XA — K (Database Password) 1 7 4 —/V R&ZEH{ O E FIZ
T5HE, FHEFE/NRAT — KM PostgreSQL D/NA T — K L R siEd,
* [Superuser Password (root) 1 7 4 —/L RiZ, A—/N—2—H%—7 root HE[RIZT 7 & A9
LI2ODNRAT— REANTTLET,

[R—/8—2—H—/XRT— K (Superuser Password) ] 7 4 —/L RIZH H —fE "2 T — R
AN LET,

Note A= — P — RX2AT— RN ZEHOEE DAL, BHE AT — K2 A—
NP = XAT—RERRLET, 2720, BEX2 VT 0 LOBEBEND,
FRA)IRRAT — RERETHZ L AHLEL 9,

AN UTRAT — RERRT HIZIE, [AALTFZ/ART— F%EFRRT % (Show passwords in clear
text)] F= v IRy I REF T LET,

[R~(Next)] 227 U v 7 LET,

AT w75 [V RTLEKTE (System Settings)] T, DCNM 77 F A 7 ADEEEITVE T,

. [E£ &8 R k4 (Fully Qualified Hostname)] 7 .4 —/L KT, RFC1123 27 2 2> 2.1 D

W, EREM KA A % (FQDN) DRA M E AN LET, BFOHRDKRA MY
A—FEINTWEREA,

* [DNS #—/\ 7 K L X (DNS Server Address)] 7 4 —/L KC, DNSIP 7 KL A& AN L &E

j‘o
IPv6 7 RLUAZMH L TDNS —R"EH&ETHI L HTEXET,
UYU—211301) 25, 1{ELLED DNS $—/3& NTP — R ZHETEET,

Note Network Insights 7 7'V r—3 3 U2 L TW 555513, DNS — 3036 %)
THEWRETHDL Z L 2R LET,

«[NTPH—/N7 FLX )R (NTP Server Address List) ] 7 4 —/L FTi&, NTP #—

DIPT7T RLRAEZ AT LET,
EIZIP F7212IPv6 7 R LA REC 1123 ICHEHL L -4 BT CTHALERNH Y £,
U U—Z11.3(1) 5, 1ELLED NTP r— " E2HETEE T,

cBALY—2 Fay Xy JUARNL, DCNM ZEHL TS XA LY — &R L

e

Next] 27 U v 27 LET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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AT9 76 [y FT—UKTE (Network Settings)] % 7 T, DCNM Web Ul ([ZEIF#ET 5 7= DI &b
Py NT =7 RIA—H R LET,
Figure 4: Cisco DCNMEEB Xy bk J—9 A VA —T (R

a)

b)

c)

Management Out-Of-Band Network
Network eth?

ethl mgmt0 £

In-Band Network

[BEE v kT —% (Management Network)] fEIi C, [EE IPv4 7 KL X (Management
IPv4Address) |1 & [BEBRY hT—9 TIAIL L IPVAST— ko 4 (Management Network
Default IPv4 Gateway) 1O HEI)ASIIP T RLAD | ELWZ E&2fER L ET, LEITSU
TEELET,

Note CiscoDCNM U U —2 112(1) 226, HFEHR Yy hT—27 D IPv6 7 KL X B ffi
T&ET,

(FAFTLa)TVvT7 407 AL EHITADRIPV6 T KLAZASL, BEIPWG 7 FLXR
LEERY FI—S TIAHILEIPVE 7 — b7 = A ZRERL L 7,

[ bA TN K %y kJ—% (Out-of-Band Network)] fEi T, IPv4 7 KL R & #—k
DA IPVAT7 FLR #ATJLET,

DCNMMIPV6X > T —7 FIZH 58BE1%, IPv6T7 KL AL — b7 = AIPv6T R L A|Z
BE 5IPv6T RLAZ AN LT, 2y hU—7 2R ELET,

T RAET R REBTIE, 785 AEHEAR— N (85 mgmt0) ~OB 2 HR4t L F 7,

Note T RA TR REENHRE SN TORWEA, 7 7 AZ F— FTCiscoDCNM
ERETEERA,

(Optional) [1 /N> K v kT —2% (In-Band Network)] fEIk T, 4 /N K Ry kT —%H

DIPVAT FLABEOY—, 94 IPA T KLRAEZADLET,

AT v AT w7 3, onpage 64 T T AXDHMEE— FERIRLTZGE, 207 41—

RIZMHZE T,

DCNM 28 IPv6 % U —7 EIZH D561, IPO 7 RLAR ES— kDA IPV6 7 KL

A DOBETBHIPV6 T RLAEBEANTHI LT, 2y MU= 2R LET,

AR R Ry NT—=ZI12X 0, BiHEASARIVDR— b E L TT A, ABIEFFEIZR Y

i‘j‘o

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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ATy 717

2482 R7AY E— KTO CiscoDCNMISO 01 > X k—L ]

Note (LU R Ry hU—2 ZRELAVEA, =2 FHA Y R nr—2 B L0
FUA N Y BRERIETE E AL

AV a—T 4T I TAENREIRGE X, KT 7T A T ADFRERHT 3NIC 3 H
HTEEHERLET, HTNICEA VA M—ATHZEITHR—FINTWEEA, 3
NICs 2372 < | [ 5 RA% E— FZHHIZT % (Enable Clustered Mode) ] 23MEH T 721
A, eth2 A 2 —T oA AR TEEHA,

7272 L. appmgr update network-properties =~ > K& H L T, LEIZE L TA A h—b
BICHX Y NU—27 T a T 4 ERETEET, IOV TIE, DCNMA A =L %Oy
T —2 7'm /37 1, onpage 181 ML T 72 &0,

[k~ (Next) 127 Vw7 LET,

[7FUr—< 3> (Applications) ] # 7 C, [N#7 7V r—vary —ERX Xy hT—7]
L BXO[Z T AE B— FRE] AR LET,

Note FNRAA AR 7 X, T 74N NTHMZRD £,

TNARART 2L, 7T RR=REFHT T~ N7 +— AL TH %Cisco Intersight DF§RE & 5
BT DHAAAEEa br—FTT,

a) (Optional) [FBF < H—s3— (Proxy Server) 1 7 4 —/L R T, 7axy $—R_"—DIP 7T
FLRAZ A LET,

7'r ¥ 3 B —/3— [T RFC1123 LY TR ITIUT2 0 £5 A,

Note FT7 4N RT, R—F8ONRNTHFy F—NfEHENET,
<proxy-server-ip>:<port> # i L C, 7YX $— N85 R — N E2FEH
I_/i‘ﬂ—o

TaXx Y P APRREEELE L TG, BT -4 L AU — & [TaXxD
HY—/\—1—H—% (ProxyServerUsername) 1 & [FRF S H—/3—/SX7T—F (Proxy
Server Password) ] 7 4 —/V RIZA I LET,

b) [AS7 TV —2 3> H—EXR Fv kT—7% (Internal Application Services Network)] fig
T, DONMIUZK L THERCIATT 27 7 r—3a U7 7B 2457280 IPV4AIP 3
TRy b Ta—ILRZIP TRy hEASTLET,

TRCOT IV r—2aiDNZOV T3y hBEDIPT RLAZEHL £,

¢) [P35 R%H E—FKEE (Clustered mode configuration) ]fEIK T, % v hU— 7 &% E &K
LT, 77AX E—RTDCNM A LV AX U AEBRLEY, 7 T7AX E—RT, 77V
r—va Ao a L Ea—T 07 ) — RTHEITINET,

TFIE 27~ 7 3, onpage 64 T [V T RE E— KEHFHIZF % (Enable Clustered Mode)]
Frxv IRy I A F AL TWDLEGE, [/ 7 AF E— FIE (Cluster Mode configuration)]
FHAFRRINE T,

Note [7 7 A% %&— F (Clustered mode)] Tix. CiscoDCNM 7 7'V »r— 3 (35D
DCNM 2 Ea—7F 4 7 ) — RIFTLET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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[T RFTNUERIPVA Ry bT—% 7 KL R F—)L (Out-of-Band IPv4 Network
AddressPool)] T, 7 7 A% F— RTHEMT L7 7 b4 7 RIPvd Xy R T —7
57 RLA F— &z AN LET,

G T ar T [FTORFTNURIPE Ry kT—9 7 FLR F—)L (Out-of-Band
IPv6 Network Address Pool) 1 7 ¢ —/V RIZIPv6 7 KL A F— & ANTHZ LT
%iﬁ—o

c[A VNV RIPVARy FT—%9 7 KL R 7—JL (In-Band IPv4 Network Address Pool)]
T, VIAX FE—RTHEATEHA NNV FIPVA Xy U= NET RLR TF— L%
AN LET,

FTar T, [AURYRIPVeR Y T—4 7 KL R T—JL (In-Band IPv6 Network
AddressPool) 17 4 —/V RIZIPV6 7 RV A F— L &E ANTHZ L TEET,

7 RV AT ethl 47 % v O BFIHREET/HISWIP T RLADT VT 4 v 7 ATH D
TRHD FET, ] :ethl 7%y FdA A F—/LHIT 10.1.1.024 ITRE SN HA
10.1.1.24028 ZEHA L ET, ZOV 73y ME, &/ITR8(16 7T KL R)BLORKAT /24
(256 7 RL2) THLMERH Y £7, Fio, east-west 7—/LEL EIZ L2 T 2S00,
OV TRy ME, AA v F EOBEOTHa LT HIHV L THNET,

[R~(Next)] 27 Vw7 LET,

ATv 78 [ (Summary)] ¥ 7 C., REDFHEMEZHERLET,

BIOZ 7IZBRE L CREEEFT T HI2iL, [dI (previous)] =27V v 7 LET, [ VA F—ILD
BitE (Start Installation)] #27 U v 7 L, 3R L7 EHE— KD Cisco DCNM A > A h—/L %5
T L/iﬁ‘o

TR —DFKREN, BT LEAA—FtrT7— BEOMHA., BLOA X h—LHDORR
WEFMNF RSN E T, BBERI—I12100% L £ RINTZ5, [#T (Continue)l 27 U v 7
LET,

DCNM Web ULIZT 7 BRATAH728D URL & & BITHNMA v E—URERENET,

R R R R R R R R R R R R R R R R R R R R R
Your Cisco Data Center Network Manager software has been installed.
DCNM Web UI is available at

https://<<IP Address>>

You will be redirected there in 60 seconds.

Thank you

R R R R R R R R R R R R R R R R R R R R R R

Note CiscoDCNM 237 7 A4 T U 4 — NV DEFHZ THERITINTWAEGAE., &— b 2443 %
% . Cisco DCNM Web UI ###Eh L £,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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#4747 HAE— KT CiscoDENMISO 21 X k—1L 75 ]

Note A VA M= )VRETHICEFIP T FLRA%ZEH L CDCNM Web UL IZT 7 & A
DHE. TT— Av—URar = VIIRRINET,

*Preparing Appliance*

Rk b I I

What to do next
W77 VT vy LB EH L TCDCNM Web Ul (2 74 LET,

[F&7E (Settings)] 71 2> %7 U » 27 L, [DCNM DE£#A (About DCNM)] Z B4R L £, R
LicA VA M=V 2 A4 THRRLTHERTEET,

FRA ZEPINA N FEH (eth2) [P 7 FLAEZRELTWDHHEE, AF L KTy $—
N A4 L, WOaxy REMEHLT, =D eth2 INH AL v FIZA N R xRy b
U— 7 BEARMEERE LT,

dcnm# appmgr update network-properties add route ipv4 eth2 <ipv4-network-ip-address/prefix>

B 10.0.0x30 7%y FEN LTEEFHR L CNWDETXTOT7 77U w7 Vol afgziz4o0
AL FRHEEE. BIOYF 7%y b 40.1.1.024 D A >80 REGERTREMEIC T LT T
DAL FPN—T Ny I f v H =T 2 ATHEINTWDLEHEE, ROa~v REfERALE
jqo

dcnm# appmgr update network-properties session start
dcnm# appmgr update network-properties add route ipv4 eth2 10.0.0.0/24
dcnm# appmgr update network-properties add route ipv4 eth2 40.1.1.0/24
dcnm# appmgr update network-properties session apply

1 T47HAE—FTCiscoDCNMISO %1 > X +F—ILT B

ATy

FAT 4 T HAIZISO E7-ITOVA A L A M— L DHEFEHLZDCNM T 54 7 2 ATH
A—FEZNTWET,

7 7 4Lk TiX, CiscoDCNM % fii ] L 72 kL A3A Z 71 PostgreSQL 7 — ¥ X— A = PV T,
FA T 47 HABEBEIX, CiscoDCNM 7 77 A T AZL - T, U7 AZ A LTRSS T
DIIAIT =B R—=A B LT2T VT 4 7RI OAZ A TSV r—2a & LTHELT
FEETT, Lo T, 777 17 DCNM BHEEE L TWARWEEA, A H 234 DCNM IE[F U
T—HR—AT— 2| XX BEEBRHLET,

DCNM O3 AT 4 7 HA %2y b7 v 735121, WOEEEZFITLET,

Procedure

250 DCNM AR T 7 F A4 7 > A (OVA F 7213 1SO DWW 1uhy) # R L £,
Bl z1E, denml B L Ndenm2 & L CTRLET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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AT9 72 denml 2774~V /J—KRELTHELET, denml ® [ Y —/L (Console)] ¥ T IZHK R X
AUTUW S URL ZH5 0 fHF, [Enter] ¥ —%# L £,

WA v =V NFTRSNET,

a)

b)

d)

[Cisco DCNM ~ & 5 Z % (Welcome to Cisco DCNM)] E#i 2> &, [Bh (Get Started)] % 27
Uy 7 LET,

Caution VAT ARENR/NY Y — ABE AR L TR WIRAIL, WebA VA F—F
{Z SYSTEM RESOURCE ERROR & /R &41, A VA b=k & E 9,
VAT LB EEFL, WebA VA =T EEBLTA VAP VEETLE
‘d—o

[Cisco DCNM 4 > & b—35 (Cisco DCNM Installer)] # 7' C. [HiA YA k—IL-HA TS
4 <) (Fresh Installation - HA Primary)] 47> a2 > A& U & 3IR LT, denml =77 A
~U J—RELTA A=V LET,

Next] 27 U v 27 LET,
[41 X k=)L E—F (Install Mode) ] ¥ 7 C, DCNM A X A 7 ZiEIR L E7,

[41 X F—JLE—F (nstallationmode) ] ey 7 X7 UZXINEDCNMT 7747
Y ADILAN 7771 w4 (LANFabric) ] 1> A h—/L E— REZRRLET,

7 7 AH F— KT CiscoDCNM Z J&BH T 255513, [V TR Z E— FEHXIZT % (Enable
Clustered Mode)] = v 7 /Ry 7 A=A LET, a2 Ea—F 47 /— KA Cisco
DCNM [Web Ul > [7 71— 3 > (Applications)] > [3 > E 2 —TF 4 >4 (Compute)] iZ
HREhET, 77V r—vaidavEa—FT4 09/ —RTHEITENET, Tar
Va—T 427 ) — &7 AF|ZBIMTEZET, Youcanadd the compute nodes to a Cluster,
later.

AL a—T 4T T T AENVERBENL. IR T T T A T ADORERT 3NIC 23
KL HRERLET, BTONICEA LA M—LTAHZLITYR—FENTVERA, 3D
DNICHIRWIGEIE, [7 7 AZE— FOA%4ME (Enable Clustered Mode) I3 T& £+
Ao

Note [V 5 A2 E— RKZEE%IZF 5 (Enable Clustered Mode)] 7341272 > T\ 55
A RE, AT TAT A, EPL, NIAREDT 7Y r—ya vidarta—
TA4T ) —FBA AN I NHETEIELERA,

[R~ (Next)] 27 U w7 LET,

[EI8 (Administration) 1 % 7 C. /32U — NIZET 2E®REAS LET,

[BEED/INRT—FK] 7 4 —/L FT, CiscoDCMN O7 7V r—3 g NI 571
DI SN DA —=RFZ AN LTLIEEN,

INAT — R, %$7=;.5\"" <SPACE> Z[Rr< T X TORBRLFAMH TE E T,
[BEEBE/NRT—FOER] 7 4 — NV RIRAT—=REH ) —FEATILET,

 [T—H2R—R /XA — K (Database Password) ] 7 4 —/L KiZ. PostgreSQL 5 — %
R—=ZADNRAT—REANLET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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e)

f)

#4747 HAE— KT CiscoDENMISO 21 X k—1L 75 ]

TR T ORI %$7°=;5\"" <SPACE> %#[rx, "AU— RNIZEHTEET,
[BERENRT—FOWR] 7 1 — VNIRRT —=REH 5 —~EANLET,

Note [T—2 R—R /XX — K (DatabasePassword) 17 4 —/V R&Z%HOF F
295 &, BHEFE /XA T — KA PostgreSQL D/SA T — R L R7rxiuE 7,

« [Superuser Password (root) |1 7 ¢ —/L RiZ, A—s3—=2—H%—7 root HEFRIZT 7 &
AT DHHODNAT— R AN LET,

[R—/8—2—H— /XX T —F (SuperuserPassword) 17 4 —/L KIZH 9 —E /2T —

Fa A LET,

Note A—=/N— 2= = X2 T — FREHOE EOLGAIL, BHE AT — %
A= Nm == X2 = LR LET, 2L, EF¥2VT7T 4 LM
MG, NN AT—RERETDHI LML ET,

AT UTe/RAT — RERRTHIZIE, [AALTz/ART— FEFRFRT 5 (Show passwords in
cleartext)] F o= v 7 Ry 7 A% AN LET,

[RA~ (Next)] #27 U w7 LET,

[ R T LERTE (System Settings)] T, DCNM 777 A 7 ADEEEITVE T,

« [‘E2&8H7R X 4 (Fully Qualified Hostname)] 7 « —/L K¢, RFC1123 &2 v = 2.1
DAY, FEREM N A A 4 (FQDN) DR A M2 AN LET, BFEOHLDEA K
AFHAR— FERTOWER A,

« [DNS H—/\ 7 K L X (DNS Server Address)] 7 +—/L KT, DNSIP 7 KL 2% AJ)
]\/i—é‘o

VU—=Z211.2(1) 25, IPv6 7 RV AZfEH L7z DNS h— b ETE £,
VU—211.3(1) 225, 1L ED DNS $—/3& NTP — R ZHETEET,

Note Network Insights 7 7"V 77— 2 U2 L TV 5458 1E, DNS —303F
HCEIERRETCHDLZ L MR LET,

¢ [NTPY—/N 7 FL R IJRX b (NTPServer Address List) ]~ +—/L K Ci%, NTP #—
NOIPT FL2Z AN LET,

EIZIP £7213 IPv6 7 KL A2 RFC 1123 ICHERL L 7= AT ChH A MENH Y £,
JU—=Z2113(1) 76, 1ELL LD NTP r— "2 ETEET,

cBALY—2 Fuy7H 7 JZ b, DONM Z B L T4 A LY — &%
RLUET,

Next] 27 U v 27 LET,

[y kT —28&%E (Network Settings)] % 7 T, DCNM Web Ul IZEIZET 5 7= DI H S 4
DAy NU—7 IRTRA—F R LET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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Figure 5; Cisco DCNMEEB Xy hJ—9 A VA —T (R

1.

f" — \ f'= \
ethl mgmt0 /

Out-Of-Band Network % ‘*’ ‘%’ ‘m’
eth2
In-Band Network

Management
Network
[BEER v kT—% (Management Network)] #Ei: C. [ IPv4 7 F L X (Management

IPv4 Address) | & [BEERY bT—4Y T4k IPVAS— k24 (Management
Network Default IPv4 Gateway) ] D HEIATJIP 7 RLAD ] IELWT & & fERL £
T, MBS U TCEELET,

Note CiscoDCNM U U — 2 112(1) b, FHEHA Y NU—Z7DIPv6 7 FL A Hffi
HTExET,

FFToa) L7 4w AL EHIZAENIRIPV6 T KL AZ AL, BEIPWG 7 F
LALEEBRAY FNIT— TIAHILKIPVE X — T = A AR L E9,

[ hA TN K v k7T —% (Out-of-Band Network)] i3k ¢, IPv4 7 FL R &
T—brozAIPVAT RLR ZATILET,

mmMﬁmm*/kv 7 FIZHhBEEIT. IPV6T RL A EHF— R = A1Pv6T KL
%i#émmThvx%Aﬁbf Z/FU T EBRELET,

T MET AR REBTIE, TN REHR— b (@@ mgmt0) ~OEHE AR L E

KR

Note T RNE TR RERNHEESINTWRWES, 77 AX E— KT Cisco
DCNM % ETE £/ A,

[4 2\Y K%y kJ—2% (In-Band Network)| fHIK T, €4 2 /A KRy fT—9 D IPv4
7 RLRARBEIOT— oA IPVAT7 RLREZATILET,

[25 R4 %H$IZT S (EnableCluster) ] E— RZRIRL7-HAE., 2D 7 1 —/L N
‘/[Z‘Z/E\“/G‘—g—o

DCNM 8 IPv6 % v b U —27 RIZH DAL, IPB 7 KLAR L 5F— k924 IPV6 7
RLR OBET 5 IPv6 7 RLVAZANTHZ LT, *y NU—Z7 2L ET,

AN Ry hT—=27I128 0, B SRV DR— FZ2N L TT A ZA~BIEFREIC
0 F9,

Note LU KRRy U= ZRELRVES, =2 FRf v har—2Bk
OF LA b U HSREIHRETX S8 A,
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AV a—T 4T I TAEVBREIRGEX, BT T AT ADRERZ 3NIC 3 H
HZLEMERLET, ATNICZA VA R—THI LTIV AR—bSNTWERFA, 3
NICs 2372< | [ 5 AR% E— FZHEMITT S (Enable Clustered Mode) ] 23 T 720
Bo. eth2 A v ¥ —T oA AR TEXEE A,

7272 L. appmgr update network-properties =~ > K& L C, MBS LU TA A h—
MR Ry NT—7 TaRT 4 EfFETEET, FEMICOVW T, [DCNM A A b —
NEDOFy NT—27 TR 7 4 onpage 181] #BRL T Z &,

[k~ (Next) 1% U v LET,

[7 77— 3> (Applications) ] # 7 T, [T/34 A ax 7 X & [NET 7V r—v =
VY =R Ry FT—T] 2R LET,

Note '7:/{/1)}( ﬂ*&ﬁci‘ 7:7%/1/ ]\Tﬁ’;ﬁﬁiﬁ@iﬁ"o
TNRA R axy Zlix, 770 RR=AEFHTF v b 74— LT %Cisco Intersight DFHE
R HMAPIALEH T fr—T T,

1 [FAxY 5 —"— (ProxyServer) | 7 4 —/L FT, Fa%y H—S—DIP7 N2

EASILET,

7'a % =N =L RFC1123 #EHLL TRIFIUTR Y 5 A,

Note F TN RT, R—F8ONTHF —NfEHENET,
<proxy-server-ip>:<port> Z il L T, u X $— NZBp 5K — h &l
HALET,

Taxy = "NEREELE LT AHGE, BHET V-4 L 2T — K& [TA
F H—/\— 21— —%& (Proxy Server Username) ] & [FEF S H—/N— /R T—
K (Proxy Server Password) ] 7 4 —/V RKIZ A LET,

2. [RE7TIVHr—2 32 H—ERX Ry kT—2% (Internal Application Services Network)]
BT, DONMICH L CESCEITT 27 7Y r—a v ~T 78 AT 57200 IPv4
IPHIRY b T4—)LRIZIPH T Ry hEASILET,

TRCOT SV r—varBDZOV TRy hLDIPT RVAEEHLET, 774
JL N,

FIIE 2.c, on page 70 T [V T AR E— FEH#IZT % (Enable Clustered Mode)] F =

IRy I A% A N L TWDEE, [7 7 AH E— RiXE (Cluster Mode configuration)]

AR RINET,

Note [Z 7 A# E— R (Clustered mode)] CiL, Cisco DCNM 7 7'V &7 —/ 3 %
MODCNM 2 Ea—T 7 ) —FRITLET,

3. [75R% E—KFEETE (Clustered mode configuration) ] fEI T, % v FU—27RE%E

LT, 752X EF— RNTDCNMA v AZ U AEZREBLEST, 7T A& E— RNT,
T A= g AN Oa Ea—TF 4 7 ) — RCEITEINET,
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[ bFTNUERIPVAR Y ETD—5 7 KL R F—)L (Out-of-Band IPv4 Network
Address Pool)] T, 7 7 A% £— RTHEHTLT7 YV bAT7 3 RIPvd Xy b U —
IINDT RUA T — vz AN LET,

G 7 ar T, [FTORETNRUFRIPVERY bT—9 7 KLR F—)L (Out-of-Band
IPv6 Network Address Pool) 17 4 —/LV RIZIPV6 7 KL A F— L& A1+ 5 2 &
HTEET,

s[4V EIPVA Ry kTD—%9 7 KL R F—)L (In-Band IPv4 Network Address
Pool)] C. 7 7 AX F— R THHT LA RIPva 3Ry NU—T BT RLA
TF—=NE AN LET,

FTarT [N RIPVE Ry FT—9 7 KLR F—JL (In-Band IPv6
Network Address Pool) ] 7 4 —/V RKIZIPv6 7 KL A F— L &E ANT5H5Z LT
TET,

7 KL AXethl M7 Ry R BRIHAIRET/HEWIP T RLADT VT 4 v 7 AThHD
MERH O FF, Bl ethl 71y R3A A F—/LHIZ10.1.1.024 I[ZERE S iz
Ay 10.1.1.24028 ZEH L ET, 2OV 7 xy ML, &/INTR8(16 T RLA)BEIW
WARKTRAQR6T RLRA)THLIRENHY £7, £7-. east-west 7 —/LLL EIZ L7
TLIEEY, 2OV T Xy bME, AL v FLOBEODa T HIZE VLY ToRE
kD

h) [HAERE (HA Settings) ] ¥ 7 T, R A vE—UNFRLET,

)

You are installing the primary DCNM HA node.
Please note that HA setup information will need to
be provided when the secondary DCNM HA node is
installed.

[R~(Next)] 227 U w7 LET,
[ (Summary)] % 7 C, HEDFEMZ MR L ET,

AIDZ 71BN L TR EZZ LT 521X, [A1 (previous)] #27 UV v 7 LET, [41 VR b—
JLODEAYA (Start Installation)] 22 U /? L\ B2 BT — R CiscoDCNM A > A k—
NWESET LET,

HATRAN—NFREN, BT L=k 57—, BEOHRH, BLOA A h—Lh
ORGEEFM A F RSN E T, BIBER/I—I2100% L FREN7- 5, [#1T (Continue)] %
70 w7 LET,

v HHFY) )—REAL VAN ATBRET, By NT v INRET L TVARNWT L A pRdE
BR T —URNERREINET,

WARNING: DCNM HA SETUP IS NOT COMPLETE!

Your Cisco Data Center Network Manager software has been installed on
this HA primary node.

However, the system will be ready to be used only after installation
of the secondary node has been completed.

Thank you.

RTF9T3 BhHY 7—RELTdenm2 Za%E L EF, denm2 D[22 Y — )L (Console)] ¥ 7 IZFK R &
T2 URL #05 0 fFiF, [Enter] ¥—ZM L £,
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WA v 2=V NFTRSNET,

a)

b)

<)

d)

[Cisco DCNM ~ & 5 Z % (Welcome to Cisco DCNM)] EiE 225, [BAA (Get Started)] % 7
Vw7 LET,

Caution VAT BREN N V= A E T L TR WAL, Web A VA F—TF
{Z SYSTEM RESOURCE ERROR & #/R &4, A VA b=k & E 9,
VAT LEMEEF L, WebA VA =T EHEBLTA VAP VEETLE
ﬁ‘o

[Cisco DCNM - A h—7 (Cisco DCNM Installer)] Wi T, [#iiR4 X F—IL-HA €& H
> %&1) (Fresh Installation - HA Secondary)] 47> a > ARZ U &2 8IR LT, denm2 =& h
YHY J—=RELTA VR P—=LLET,

[Continue] #7 U » 7 LE7,

[41 A =)L E—F (Install Mode) ] ¥ 7 C, ka7 X URARNNLT T4
= RNIZER 72D EREICA A =L ET— REBIRLET,

Note T4 <V J)—FRERUA LA R—=LE—REZBIRLLWIES, HADA A
F— UiZ L £ T,

7 7 AL F— RTCiscoDCNM 77 A4 v U MR L TWDIEEIX, [VTRE2 E—FEF
#1123 % (Enable Clustered Mode)] = v 7 R v 7 A% 41 LET,

[RA~ (Next)] #27 U w7 LET,

[EX® (Administration) | # 7 C, "AU— NIZETAEHREATILET,

Note TRTONRT—=RF, 7I7A4<Y /) — ROBRERFITHE LTz SAT — R LA
CThLULERDD £7,

[ R T LERTE (System Settings)] T, DCNM 7 7' J A 7 ADEEEITVE T,

« [‘E2E87R R k4 (Fully Qualified Hostname)] 7 « —/L K¢, RFC1123 &2 v = 2.1
DBV, FEREM A A 4 (FQDN) DR A M2 AN LET, BFEOLDEA K
AFAR— F SR THWER A,

+ [DNS #+—s\ 7 K L X (DNS Server Address)] 7 + —/b K G, DNSIP 7 KL 2% A7)
]\/i—é‘o

UU—Z11201) 225, IPv6 7 R A %A L72 DNS — N ETE £,
VU—211.3(1) 225, 1L LD DNS $—/3& NTP — R ZHETEET,

Note Network Insights 7 7"V 77— 2 U2 L TV 55581E, DNS —303F
HCEIERRETCHDL Z L MR LET,

¢ [NTPY—/N 7 FL R IJRX b (NTPServer Address List) ]~ +—/L K Ci%, NTP H#—
NOIPT FL2Z AN LET,

EIZIP £7213 IPv6 7 KL A2 RFC 1123 ICHERL L 7= &R Ch A MLENH Y F7,
VYU —2113(1) 5, 1M EDONTP —R"E2WETE £7,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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f)

cRALY—2 Kuy Xy JA NS, DCNM ZEBE L TWD X A LV — &1
WLET,
[Next| 227 U w7 LET,

[y kT —%5F%TE (Network Settings)] % 7 ¢, DCNM Web UI (ZEIZET 5 7= DI H I
HHy NU—7 RTA—F iR LET,

Figure 6: Cisco DCNMEEB Xy kI —9 A VA —T (R

ethl mgmt0 £ F— £ : £
Out-Of-Band Network % ‘*’ ‘%’ ‘*’
eth2
In-Band Network

1. [B¥EAFv kT7—7%5 (Management Network)] 183k T, [EHIPv4 7 KL X (Management
IPv4 Address) 1 & [BEBRY bT—9 TI+ILMIPVAT—FDz A (Management
Network Default IPv4 Gateway) 1 D HEIASIIP 7 RL AR ] IELWZ & ZfER L
T, LEISUTEHELET,

Management
Network

Note HAY®y N7 vy IPREFICE T T D70, IPT RLART T4 <Y ) —
RTHESNTWLIOLFELEHRRY hT—ZIZBLTWDHZ 2R L
7

(FTFT2aV) T LT 4y REEBITHMRIPV6 T KL AZ AL, BEIPVE 7 F
LREBEARAY FT—9 TIHILEMIPVE ¥ — D =1 ZHER L £,

2. [T bATIN2 K Ry k7—2% (Out-of-Band Network)] fEIK T, IPv4 7 KL X &

=2z IPVAT7RLR ZANLET,

mmMﬁmm*/bv 7 FichAEAE. IPV6T L AL FA— R = AIPv6T KL
%ﬁ#émm?bvz%xﬁbf Z/FU T EFBRELET,
Note IPYI\VX75>774’<7U/%]~T REINZRUT Y AT AN Ry b

WERLTWLZ Lo LET,

T hA TR REETIL, T3 ZEBUR— b GE% mgmt0) ~DHEE 2 2k L
j—o

Note T RET R REHENRESNLTWRWES, 7T A X £ — KT Cisco
DCNM %% ETE 8/ A,

3. [M2/\> F Ry kT—% (In-Band Network)] B3k T, 4 /N> KRy KT—49 D IPv4

FRLRARBEIOT— 24 IPVAT7 RLREZATLET,
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DCNM 2N IPv6 v hU—27 FIZH DA, IPBFKRKLR & 5— koA IPV6 7T

RLR OBE#ET 5 IPv6 7 RVAZANTHZ LT, *y NU—Z7 2L ET,

Note IP7 RVANRT T A< ) —RCRESINZR LA NN Ry hU—7
WWBLTWDZ 2R LET,

AR Ry hT—=27I280 ., BIHEZ SRV DR— 2 L TT A ZA~BIERREIC

AN/ S

Note AR R Ry NU—=J EBRELBRWVES, =V RRA v bar—28 XL
BT LA NYBRITRIECE YA,

Next] Z#27 U v 27 LET,

g) [FFTU4— 3> (Applications) 1% 7T, [N 7 7V r—yars P—EA Ry hT—
7], BEO[Z T AKX £— FEE] 2k LET,

1.

[RE7 T r— 3> H—ERXR &y kT—% (Internal Application Services Network)]
BT, DONMICH L CESCEITT 27 7Y r—a v ~T 78 AT 57280 IPv4
IPHIRYy b T4—)LRIZIPH TRy hEASILET,

[V 5RXA2 £— FE&%E (Clustered mode configuration) ] fEI T, *v hT—27 R E%
LT, 792X E—RFTDCNMA v AZ U ARBHLET, 7T A% EF—RT,
TFV = a AER O Ea—T 47 ) — RTEITENET,
[FI ATV RIPVARY FT—% 7 KL R F—)L (Out-of-Band IPv4 Network
Address Pool)] T, 7 7 A% E— RNTHHTL2T7 UV b4 TN RIPvd Xy U —
IINDT RUA TF— L&z ATJLET,

T ar T [T RE TN RIPVG6RY hT—5 7 KLR F—)L (Out-of-Band
IPv6 Network Address Pool) 1 7+ —/L RIZIPv6 7 KL A F— L& AJ1T25H 2 &
HTEET,

[N EIPVA Ry kT—% 7 KL R F—)L (In-Band IPv4 Network Address
Pool)] T, 7 7 AX E— RKCHHTLA L RIPvd Ry U= BT FLA
T=NE AN LET,

FTar T [NV RIPVE %y bT—%9 7 KLR F—JL (In-Band IPv6
Network Address Pool) ] 7+ —/L KIZIPv6 7 KLV A F— L& AJJT5H52 6T
TET,

IPT7 RFLARTTA~Y J—FRTHEREINTZLDOERICT—NMICET DI LR L
F7,

h) [HA %7 (HA Settings)] # 7 C. ¥ XU J— KOV AT AR EZITWVET,

«[754<') DCNM / — FDOEE IP 7 K L X (Management IP Address of primary
DCNM node)] 7 « —/L KiZ, DCNMUIIZT 7 ® A $ 572 bD@Eg e 1P 7 KL A%
ABLET,
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[WP%%V%ﬁZF%NWFMWQmmewmmmﬂ74%wFT RFC1123 &7
Tar 2.1 O@EIZ, SEREM FAA %4 (FQDN) DR A N EANLET, o
FDHBEA M ;Hh“~ FENTWERA,

[EERY FT—%5 VIP 7 FLX (Management Network VIP Address) ] 7+ —/L K

2, BEAXYy NU—ZDVIP L LTHHASNZIP T FLAZ AT LET,

F 7 arT, [BERY FT—YDOVIPV6T KL A (Management Network VIPv6
Address) 17 4 —/LV RIZIPv6 VIP 7 KL AZ ANTHZ L TEET,

Note IPv6 7 RLAZMHH L CEIHR Y hU—27 2R EL TWAEET, B
Py hU—=TDVIPV6 T RLVAZHRTEL TWAZ & 2R LET,

[TORFTNUERY RT—S VIP 7 KL X (Out-of-Band Network VIP Address) ]

T4 —IVKRREZT T T TR Ry hU—7DOVIP L LTHERAENSIPT L 2%
AT LET,

FTar T [FTORFTNRUR Ry bT—=9 D VIPv6 7 F LR (Out-of-Band
Network VIPv6 Address) ] 7+ —/L RIZIPV6 VIP 7 RLAZANTHZ &b TEF
_a‘o

[NV FE Ry FT—% VIP 7 KLR (In-Band Network VIP Address) ] 7 1 —/V

RZ7 9 AT N R Xy NU—=7DVIP E LTSNS IPT RLAEZ AT LE
—a—o

FFra T ANV ERY FT—=9DVIPVE 7 KL R (In-Band Network VIPv6

Address) 1 7 4 —/V RIZIPv6 VIP 7 KL AZ AT HZ L HTEET,

Note [~y k77— E%5E (Network Settings)] # 7 CA > /X K Xy hT—27 D
IP7 RLARZRE LGS, 207 4=/ FIZHHTT,

* [HA Ping #8E IPv4 7 K L X (HA Ping Feature IPv4 Address) ] 7 « —/L RIZ, 3

WU T, HApingIP 7 RLRAEZ AL, ZOBREEZHANILET,

Note WERR G 7D IPv4 7 R L A%, ICMP echo ping (ZJG&E T HHENH Y £,
HA PING ADDRESS (X, DCNM 7 7 7 4 78 LA Z L3 f 7 RL A L [Z R 5T
WD DD £,

HA ping IPv4 7 R L 2 % Split Brain > 7 U A% 8T 5 L O ITHERT 20X H D £,
Z®OIP 7 KL A[X, Enhanced Fabric H# R > NV — 7 2@ THERH Y 7,

[RA~ (Next)] #27 U w7 LET,
[¥=<')— (Summary) ] % 7 C. HOFME REL £,

AIDO X T8 L CREE AT T HI2IE, [A] (previous)] 227 Vv 7 LET, [41 VR b—
JLODBRLA (Start Installation)] 227 U 7 L\ R L 72 BBAE — F D Cisco DCNM OVA A >
A M= VEETLET,
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7y IAD

AEURFAY Y Py INBRA T4 THALY +P v T~0%HE [

EATIRMASN—DEREN, BT L= 75— 8ifEOMBH., BXOA v X h—/LH
OFGBIFM N TR SN ET, BBFR/S—I2100% L FREN7- 5, [#1T (Continue)] %
7Yy 7 LET,

DCNM Web UL IZT 7 AT A5 URL & & HIZHIIA v E—URBRRENFE T,

KAk kA hhkhkhkhhkhhhkhhhhdhhhkhhhhdhhhhhhhhhkhhhkhhhhdhhhhhkhkhrdhrhhkhkhkhkhkrkhhrhhhxkhx
Your Cisco Data Center Network Manager software has been installed.
DCNM Web UI is available at

https://<<IP Address>>

You will be redirected there in 60 seconds.

Thank you

KKK KA A AR A AR A A A AR A A A A A A A A A A A A A A A A A AR A A A A A A A A A A A A A A A A AR A AR A AR KA KA K

Note CiscoDCNM 7 7 A T U 4 — NV DEH TEITSNTWDEHEE, A— 2443 &
B & . Cisco DCNM Web Ul Zj&#E) L £,

What to do next
W27 LT oy b &M LT DCNM Web Ul (2 74> LE9,

[ER7E (Settings)] 71 =%~V v~ L. [DCNM MDE£#A (About DCNM)] Z3#R L £4, B
LA VA N— N A THFRLTHERTEET,

FRA RGP A N R (eth2) [P 7 FLAEZRELTWDEE, AZ L KTy H—
NearA4 L, Woa<wy RefA LT, =D eth2 B AL v FIZA 2N K R w B
U — 7 BE R AR E L E T,

dcnm# appmgr update network-properties add route ipv4 eth2 <ipv4-network-ip-address/prefix>
B 0 10.00x30 7Ry FENLTER L TWDTXTCOT7 7y 7 U w7 Vo7 &R 400
AA v TFNRNHDIGE. BIOT 7T Xy b 40.1.1.024 © A 30 RERZA[REMEICXT LT RT
DAL Y FPN—T Ny I 4 Z =T 2 ATREINTNDGE, ROa~vr R LE
D

dcnm# appmgr update network-properties session start
dcnm# appmgr update network-properties add route ipv4 eth2 10.0.0.0/24
denm# appmgr update network-properties add route ipv4 eth2 40.1.1.0/24
dcnm# appmgr update network-properties session apply

O vy b7y Rr4MT47HAEY F
Pl

BETFED CiscoDCNM A X RT7ny vy NP v 75224 T4 7HA® Y N7 v FIZEBRT HIZ
X, MOFNEEZFEITLET,
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B <5 k700t r7uTnoResTTHALY b7y TADELH

ATy I

ATy T2

ATvT3

1R BHHEIIZ

appmgr show version 2~ Fzflif] LT, AZ > R7wur vy N7 v 7 N7 77 47 TEIE
LTV L amiBLET,

dcnm# appmgr show version

Cisco Data Center Network Manager
Version: 11.5(1)

Install mode: LAN Fabric
Standalone node. HA not enabled.
denm#

FIE

2K RTryty N7 v C, appmgr root-access permit =t~ > K& ffi L CSSH% L #)
L. root 2—H%— 77 v 222G LET,

dcnm# appmgr root-access permit

HLWLDCNM EZ A XY J—RELTEBLET, B4 VAM—=IL-HAEAh VR )] %
IR £9

-ex1E BFEoEy 7y AR denml L LT, HTLWDCNM 2t Z U J—RELT

denm2 & LCHRELET,

EE VAT ARED RN Y — RBE AT L TR WAL, Web £ VA F—F 1T
SYSTEM RESOURCEERROR & FER &M, A VA M—ANHIEENET, VAT
LAEHEZETFL, Web A v A —F&2EELTA VA= EZET LET,

v HY s —FRELTdenm2 25 E L £9, denm2 @ [z — /)L (Console)] ¥ 7 IZFKR &
ATV D URL Z /50 1), [Enter] F—%# L £,
WA v —URERENET,
a) [Cisco DCNM ~ & 5 Z % (Welcome to Cisco DCNM)] &2~ & . [BR (Get Started)] % 7
Vw7 LET,
TE VAT ARENRNY = RAE AT L TO RN ATX, Web A VA F—F
IZSYSTEM RESOURCE ERROR & #/R &4, A v A b— ARSI ET,
VAT LEEETE L, WebA VA =T EBEILTA VA M VEET LE
—a—O

b) [Cisco DCNM A > A h— (Cisco DCNM Installer)] HiE C. [FfEA4 XA —IL-HA+EH
> &1) (Fresh Installation - HA Secondary)] =7+ a v R ¥ @R LT, denm2 2%k %
YHEY J—RELTA VA= LET,

[Continue] 7 U v 7 LE T,

¢) [MYR =L E—F (nstallMode) | # 7T, KryFXuy V2 RMLFTA <Y
)= RIZBIR LSO LRIUA A h—/L e RARILET,
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AEURFAY Y Py INBRA T4 THALY +P v T~0%HE [

GE) T A< J—RLEILA VA =L T— REBIRLAAWVES. HADA A
h— TR L £,

7 Z AH F— RTCiscoDCNM 7' Z A4 < Uk L TV AEAIE, [VT5RE2 E—FREH
#1129 % (Enable Clustered Mode)] = v 7 R 7 A& A2 LE T,

[~ (Next)] 227V v 7 LET,
d) [EE (Administration) 1 % 7 T, SAU— RIZBET L EHREZ A LET,
GE) FTRTONRRAT—=RIE, 774~V /) — ROBREMRFIIHEE LIS AT— R L
CThLULERDD £7,
e) [V ARTLERTE (System Settings)] T, DCNM 7 77 A 7 ADREEITWVET,

« [E2E8H7R X 4 (Fully Qualified Hostname)] 7 .« —/L K G, RFC1123 &2 2 = 2.1
DFY I, FBEEM R A A 4 (FQDN) DR A M2 AN LET, HEOHDE A K
LIFTAR—FEINTHERA,

« [DNS #—/X 7 K L X (DNS Server Address)] 7 4 —/L K G, DNSIP 7 KL 2% A /]
]\/\i—g—O

UU—2Z112(1) 76, IPv6 7 RL A% L7z DNS — b ETE 7,
UU—2A113(1) 75, 1{ELLEO DNS $— 38 NTP $— " E @ ETE T,

GE) Network Insights 7 7"V 77— 2 U2 L TWH551L, DNS — 303
N CEGEMRETH D Z L 2R LET,

«[INTPH—/NF7 RL R )R b (NTPServer Address List) ] 7 « —/L R CiZ, NTP ¥ —
SNOIPT RLAZANLET,

EIZIP F721XIPv6 7 R LA REC 1123 ICHEHL L - A4 RT CTHALENRNH Y £,
UU—211301) 25, 1ELLED NTP — %3 ETE ET,
cBALY—2 Fay Xy UARNL, DCNM ZERLTWA X A LY — %3k
WLET,
[Next| 27 U w7 LET,

f) [ bT—2RE (Network Settings)] % 7 ¢, DCNM Web UL IZEIZET H 7= H S
HARY NT—7 RITA—Z MR LET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



CiscoDCNM O > 2 b—)L |
B <5 k700t r7uTnoResTTHALY b7y TADELH

7:CiscoDCNMEBX Y hJ—9 A VA —T (R

f" — \ f'= \
ethl mgmt0 /

Out-Of-Band Network % ‘*’ ‘%’ ‘m’
eth2
In-Band Network
1. [BEFv kT7—7%5 (Management Network)] 8l T, [E¥IPv4 7 KL X (Management
IPv4 Address) | & [BEERY bT—4Y T4k IPVAS— k24 (Management

Network Default IPv4 Gateway) ] D HEIATJIP 7 RLAD ] IELWT & & fERL £
T MEISUTELELET,

GE) HA Y N T v 7 DRIEFICETTH0, IPT RLANRT T A< J—
RCERESNTWE2OLREIUEHERY NT—ZIZBLTWVWDZ & &MkRL
F9,

FAFTav) T L7 4y 7 RELBITHIRIPV6 T RLAZATIL, EEIPVE T K
LREEBEARAY FT—9 TIAILEMIPVE ¥ — U =1 ZHER L £,

2. [T brxATIN2 K Ry kT7—2% (Out-of-Band Network)] fEIK T, IPv4 7 KL X &
T—rOzAIPVAT7 FLR Z AT LET,

mmMﬁmm*/kv 7 FIlehAEEIT. IPV6T RL A A — N7 = AIPv6T KL
WCEHES BIPv6T RLAZASILT, Ry hU—J 2RELET,

Gx) m?hvx@774v)/%%f RESNZR LT AT Kxw b
WELTWAhsZ ké’ﬁﬁmu Li—gﬂo
T NET N REETIE, TN REHR— N (B mgmt0) ~DOEk & it L E
ﬂ—o
G¥) T RTTNRN REENRESN TWRWES, 75 A% £ — KT Cisco
DCNM %% ETE 8/ A,

Management
Network

3. [M2/\2 Ky bT—2% (In-Band Network)] S T, 4 2/32 KRy b —5 D IPV4
7 RLRABEXOS— bz IPVAT7 RLREZASDLET,

DCNM 28 IPv6 * v b U —7 EIZHD%GEIE. IP6FZ RLR & S—FDzA IPV6 7
FLR OBETBIPv6 7 KL ABZANTHI LT, 2y NT—7 &R LET,

G¥) IP7 RLART T A<V ) — R TRESNTEZFRLA RN Ry hT—7
\_E L/Tl/\é — k %Eﬁﬂlh‘l/iﬁ‘o

AVNRU R Ry NT—=ZI12X 0, A/ SRV DOR— h BN LTT A A~BEA[REIC
7m0 ET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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AEURFAY Y Py INBRA T4 THALY +P v T~0%HE [

G¥) ARV R Ry FU—J BRELBRVEES, = KRS bar—28X
T L A MU BSREITIETE £H/ A,

[Next| 227 U w7 LET,

g) [7FU7r—3 3> (Applications) 1% 7T, [N 77V r—rarh—ERA Ry hU—
71, BXO[7 T 2% =— F&E] 2R LET,

1.

[RET7 T r— 3> Y—ERXR Fv kT—% (Internal Application Services Network)]
FEI T, DCNMIZH L CNERCERITT AT 7V r—a v ~T 7B AT 57200 IPv4
PHITRYy b Ta—ILRIZIPY TRy hEATLET,

[V 5 A2 E— F&HE (Clustered mode configuration) ] fEI T, v N —7 RE%
LT, Z7I7AHXE—RFNTDCNMA v AZ L AEREEALEST, 7T AX E— T,
TV =y a AMEAR DA Y a—F 4 S ) — RTETENET,
[7ORATNUKRIPVAR Y kT—4 7 KL R F—)L (Out-of-Band IPv4 Network
Address Pool)] T, 7 7 A% E— R THEHTLT YV bA 7 RIPvd Ry b U —
IINLT RVA F—v&E AN LET,

FTa T, [TOMEFITNURIPVeRY bT—4 7 FLR T—)L (Out-of-Band
IPv6 Network Address Pool) ] 7 4 —/LV RIZIPv6 7 KL A F— L& A1+ 5 2 &
HTEET,

s[4V KIPVA Ry ETD—%9 7 KL R F—)L (In-Band IPv4 Network Address
Pool)] C. 7 7 AX F— R THHT LA LN RIPva Ry NU—T BT RLA
T=NE AN LET,

F7Tar T [NV RIPVE %y kT—9 7 KLR F—JL (In-Band IPv6
Network Address Pool) 1 7 4 — /L RIZIPv6 7 RV A =V E ANTHZ EH T
TET,

IP7T RLARTTA=Y J—RTHERINZLDLEERLC T —NVIZETHZ & MR L
i‘ﬂ‘o

h) [HA E%E (HA Settings)] # 7 C., B &V J— ROV AT ABREEITWVET,

*[F54<!) DCNM / — FDEE IP 7 F L X (Management IP Address of primary
DCNM node)] 7 4 —/V FiZ, DCNM UL LT 7 ¥ A F 572D P 7 R A%
ATLET,

« [VIP T2 &8k X k4 (VIP Fully Qualified Host Name)] 7 4 —/L KT, RFC1123 &7
va v 21 O\, BEEM FAA %4 (FQDN) ODRA &2 AN LET, BTFo
HDRANGITHR— RS TWERA,

c[BEERY FT—% VIP 7 FLX (Management Network VIP Address) ] 7 4 —/L' R
(2, BHAR Y U= O VIP & LT ENZZIPT KL AZ AT LET,

FFva T, [BEAY FT—SDVIPVET FL X (Management Network VIPv6
Address) 1 7 4 —/V RIZIPv6 VIP 7 KL AZ AT HZ L HTEET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B <5 k700t r7uTnoResTTHALY b7y TADELH

GE) IPv6 7 RLAZMH L CEIR Y hU—27 2R EL TCWAEEIT, &
Zy NU—ZDVIPv6 7 RLAZHELTWASZ L AR LE T,

[ TORATTNUERY RT—S VIP 7 KL R (Out-of-Band Network VIP Address) ]
T4 —)VRIZT U RE TR R Xy bU—=IDVIP & L THAENSIPT FL 2%
ANLET,

F T ar T [FTORFITNUERE Ry bT—=9 D VIPv6 7 F LR (Out-of-Band
Network VIPv6 Address) ] 7 4 —/LV RIZIPV6 VIP 7 RL A &Z AN+TH5Z L b T& %
j—o

[NV KRy FT—% VIP 7 KLRX (In-Band Network VIP Address) ] 7 1 —/v
RIZT DU AT NR R 2y b= DO VIP & LTHERHEINDIPT FLAEZALE
j—O

FFra T ANV ERY FT—=9DVIPV6 7 KL R (In-Band Network VIPv6
Address) 1 7 4 —/LV RIZIPVv6 VIP 7 KL AZ ANTHZ L TEET,

GE) [~y T —2 &%TE (Network Settings)] % 7 CTA > /N R X2y NT—27 D
IP7 RLRAZFRE LSS, 207 4 —/V FIERAHTT,

 [HA Ping #£8E IPv4 7 K L X (HA Ping Feature IPv4 Address) | 7 ¢ —/L N2, #E
WIS U T, HApingIP 7 RLZAZ AL, ZOBELZANILET,

G¥) RERL 5 7D IPv4 7 K L A%, ICMP echo ping IZIGET D MR H Y 3,

HA PING ADDRESS (X, DCNM 77 7 4 7L NAZ A T KL R L3R5 T
WHMERH Y 7,

HA ping IPv4 7 K L A % Split Brain > U A & BT 5 X O ITHERT 20 E R H Y £,
Z®DIP 7 FL A, Enhanced Fabric BE¥ Xy N —Z TR THLERH Y £,

[~ (Next)] 27 Vw7 LET,
[=')— (Summary) ] % 7 C. WO MA RE L £,

AIDOX TIZBEN L CREEE LT HI21E, [T (previous)] 27V v 7 LET, [ R b—
JLODBALA (Start Installation)] 27 U » 7 L, IR L72J&BHE— F® Cisco DCNM OVA A1
AR—=NEETLET,

HATHRMAN—NFE RIS, 52T L —k T —, 8ifE0#HT. BLOA &2 f—1f
DORBEFR AT R SN E T, BEBRRN—I1T100% & FERINTZ 5, [#1T (Continue)] %
70 w7 LET,

DCNM Web ULIZT 7B AT A7-8D URL & & BITHRIIA v E—URFRENE T,

R R R R I I R b I R I R I I I R R I I h b E b b dE b b h h h h b h 3 E b b E

Your Cisco Data Center Network Manager software has been installed.
DCNM Web UI is available at

https://<<IP Address>>

You will be redirected there in 60 seconds.

Thank you

R R R R I R I R R I R R I I I R R E h h b b dE b b I b b h h h b dh b E E I E b 3 b i
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CiscoDONM a3 v Ea—F 125 /— kD1 2 b= |

Gx) CiscoDCNM 237 7 A T U 4 — /v DOEHZR TEITSINTWDHE, — h2443 %
B % . Cisco DCNM Web Ul ##2#) L £,

RDERY
appmgr show ha-role =7~ > R&ZMEH LT, HA v — /L &R LET,
TIT47/—F (FEWRFRTrY =)

dcnml# appmgr show ha-role
Native HA enabled.
Deployed role: Active
Current role: Active

AZ A —=F LS — )

dcnm2# appmgr show ha-role
Native HA enabled.
Deployed role: Standby
Current role: Standby

CiscoDCNM > Eax—TFT4259 /—FKODA VA =)L

[ —/L (Console)] ¥ 7 |\ZFK/R &I TW5 URL Z |5V £11F, [Enter] ¥—ZH L 9, #I#
A=V NERENE T, CiscoDCNMOVA L ISODHHTDORICa Ly Y a—T 47 ) —
KA A M—=LT&EET,

)

Note

\}

AVVEa—T 47 J—REHEHTLIE, TV r—va VAMN, BEO 1 £720132 (HA
BHDHGER) )/ — RTiE7el, 3 _XCoarya—7 47 J—RNTCHEIND =0, =—
#—IL DCNM ZJLiECTE £,

Note

DCNM DA VA b=V HIZ [ 5 AR —ILE— REEDIZT B] NBRENT-HE, k=
77 AT A, EPL, NIA, NIR 2 DT 7V r—rait, gt 8/ —FRaAf VA b—195
FCHRELEEA,

NIR/NIA 77V r— a2 U3 X0 RBIBLUCHNIC 2> TV DHGHE. DFED 250 DAL v F &
10000 D/N— R =7 T LA M) 7ua—52% %55, DCNM Computes / — RiE 10Gig U > 7
AL TT_TDethd, ethl, BEWeth2 £ v X —7 = A AZEEHBGTHLERNH Y F1,

Web £ > A h—F15 CiscoDCNM 2> B 2—F 40 J—RDA LA M=V EZ5ETTHIC
X, MOFNEEZFEITLET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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&

ATy T2

ATvT3

ATvT4

ATy TH

Before you begin

A Ea—T 4T ) —KEA A M=LTDHIZiE, 16D vCPUs, 64 GB ® RAM, BIW
500GB DN~ RT 4 A RHDHZ LR LET,

7 7 4/ hTliL, ComputeHuge %1215 32vCPU & 2GB 7 4 A7 D 128GBRAM 3% 1 97,
Z ORI Cisco Network Insights 7 7"V 77— a V2 EHT 25512880 L ET,

Procedure

[Cisco DCNM ~ & 5 Z % (Welcome to Cisco DCNM)] iAo, [BATA (Get Started)] 227 U v
7 LET,

[Cisco DCNM A > A k' —F (Cisco DCNM Installer)] Hi[i T, [HRA YR b—IL-R4 2 K70
> (Fresh Installation — Standalone)] 47> a > R U 2R L E T,

[Continue]x 7 U » 7 LET,

[41 VA F—JLE—F(InstallMode)] # 7D Ky XX J A s, [AvEa—Fa vy

(Compute)] iR L CDCNM A v AKX o A& R L7,

Note OVF 7 > 7 L— N 2L ISO A 8= FERERT 50, [AvEa—T 4>
4" (Compute) ]| F721% [ComputeHuge] Z IR L 75, [2> Ea—TFT 47

(Compute) 1A 7Y aviihuey7Eor UAMIERINET,
[RA~ (Next)] #7 V v 7 LT,
[EI (Administration) 1 % 7 C. /32U — NIZET 2E®RE AT LET,

c[EBED/ART—FR] 7 4 —/L KT, CiscoDCMN OF 7' U fr—3 2 NIk 51212
FEHINARNAT—REATTLTLIEEN,

NAY — FiE, %$1=;9\"" <SPACE> Z R TN TORKLFLMH T £,
[BEEZE/NNAT— FOWHE] 7 4 — /L R AU— &b 9 —JEAHLET,
AT UTERAT — RERRT HIZIE, [AALF/IART— K %#FRRT % (Show passwords in clear
text)] F= v IRy I RAEF NI LET,
[RA~(Next)] 27V v 7 LET,
[ R T LERTE (System Settings)] T, DCNM 7 7' T A4 7V ADREEITWVET,

 [GE£ B8R R + 4 (Fully Qualified Hostname)] 7 4+ —/L K¢, RFC1123 &2 > 2> 2.1 D
WO, SEREM R AA 4 (FQDN) DR A MM A AN LET, MFOHBDKR A M43
A—FENTWEEA,

« [DNS ¥—/\ 7 K L X (DNS Server Address)] 7 4 —/L R C, DNSIP 7 KL AZ A ) L&
R

UU—211201) 75, IPv6 7 KL A% L7Z DNS — " ETE £,
UU—211.3(1) 75, 1{EEL £ DNS #—/3& NTP $h— AR ETE 7,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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CiscoDCNM I > Ea—F 125 /— ko4 vz b= |

Note Network Insights 77U 77— a3 V&AM H LTV 535618, DNS — 03 F %)
THEFRETHDL Z L 2R LET,

+[NTPH—/N 7 KL R IJR b (NTP Server Address List) ] 7 +—/L K Cix, NTP #—
DIPT RLAZANLET,

EIZIP £721X IPv6 7 KL A RFC 1123 [ZHEHL L 724 BT CH HMLERH Y £,
UU—211301) 725, 1{ELLED NTP — "2 HETE £1,

cRALY—2 Fuy Xy JARNMS, DCNM ZERE L TWAH X A LV — U 23R L
i—g—o

[Next| 227 U w7 LET,

ATv 76 [y bT—2EKE (Network Settings)] % 7 ¢, DCNM Web UL ([ZEIZ#ET 5 7= DIfEH &b
Iy NT—T RIA—HFEREKRLET,
Figure 8: Cisco DCNM BB+ T —0 A VA —T 14 R

a)

b)

ethl mgmt0 £ w. \ / \ /

Management Out-Of-Band Network % ‘*‘ ‘*’ ‘*’
Network eth2
In-Band Network
[EER v kT —% (Management Network)] fEI&% C, [EI IPv4 7 FL X (Management

IPv4Address) | & [BEBRY bT—9 T4 L IPVAS— k) =4 (Management Network
Default IPv4 Gateway) JOHEBIANIP 7 LA ELWZ & 2MERLET, HEITST
TEELET,

Note CiscoDCNM U U —2Z 11.2(1) b, HFEFX Y T —2 D IPv6 7 KL A b H
TEET,

AFTa) T 7497 AL L BITHEMRIPV6 T KL AZ AL, EEBIPVG T FL R
CEERY NT— TIAILLIPVG 7 — b T = A ZHER L E9,

[72 bA TN R Ry kT7—% (Out-of-Band Network)] fEI C, IPv4 7 FL R & #—k
DA IPVAT7 FLR ZALET,

DCNMAIPV6R v b U —27 EIZH DAL, IPv6T KL AL F— U = AIPv6T K1 AT
BE 4 AIPv6T KL AZ AN LT, Xy NU—Z 2R ELET,

TU AT N RERTIE, 73 ZEHAR— b (B mgmt0) ~DOHH & 2k L £7,

Note T RA TR REHENHRE SN TORWES, 77 A% F— R TCiscoDCNM
ERETEXERA,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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ATy T1

ATvT8

¢) [M12/\2 Ky kT—% (In-Band Network)] fEIK C, 4 /N K Rxy hT—S D IPV4 T
FLABLOSF =D/ IPVAT7 RLREADLET,

DCNM 3 IPv6 v U —7 EIZHB5E1E, IPG 7 RLAR & S—rJzA4IPV6 7 KL
A DOFEHEFTHIPv6 7 RLRAZANTHIET, Xy NU—27 2R LE T,

AR Ry FUT—=2280, B SRV DR— &N L TT A AFIEFREIZR Y
ij_o

Note AUNU R Ry MU= ZRELBWEGS, = RRA b rr—2B L0
T LA N UBRITEIETE S8 A,

7272 L. appmgr update network-properties =~ > K& H L T, LEIZE L TA A h—b
BICK Y NT—2 T o7 4 2fRETEET, FFMICOVTIE. [DCNM A A b —/LH D
F v NU—2 7a/37 ¢, onpage 181] 2L T EEW,

[k~ (Next) 1&227 YU 7 LET,

[RET7 T)H5— 3> H—ER v J—2% (Internal Application Services Network)] fE1
T, DCNMIZX LTI CEITT D7 7V =2 a v T VAT 572D D IPVAIP Y TRy
74— ILRIZIPH TRy FEATJLET,

TRCOT TV r—2a DOV T2y LD IPT RVAZEHLET,
[R~ (Next)] 27 U > 7 LET,

[ﬂVU—<&mmmw1?7f\%%®ﬁm%ﬁﬁbi¢o

IO X 7\ 28 L T EE A T3 512X, [A (previous)] Z#27 Vv 27 LET, [ VX =D
Bk (Start Installation)] 22 V v 7 L\ EE?R L7-BBHE— R Cisco DCNM A > A b —/L &5
TLET,

TR AN —NFoR &, BT L=k 77—V 8EOFHH, BXOA A b—LHDf%
WA ZR S E T, RBERI—I2100% & FREN 5, [#1T (Continug)] 22 V v 7
L/\gz—a—O
DCNM 2> Ea—T 47 ) —RNZT 72 ATHODOURL 5L A vE—URKRRE
nEJ,

kA kA hhk kA hhkhhhkhhhhhhhhhhhdhhhhhhhhhkdhhhhhhrdhhhhhhkhrdhrhhkhkhkhrhkrhhhhhxkhx
Your Cisco DCNM Compute Node has been installed.

Click on the following link to go to DCNM GUI's Application page:
DCNM GUI's Applications

You will be redirected there in 60 seconds.

Thank you

KKK K KA A AR AR AR AR A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR AN AN KA KKK

What to do next
W7 LF v LA L TCDCNM Web UL lIce 74 LET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
88



| CiscoDCNM DA > 2 k—)L

CiscoDCNM I > Ea—F 125 /— ko4 vz b= |

[7 74— 3 > (Applications)] # 7121, A > A h—/L L7z DCNM &R CEITH DT T
O —bARELRENET, [AVEa—T 425 (Compute)] ¥ 7% 27V v 7 §5L, CISCO
Denm Web UL TR SN 7ZRBEDHT LW 3 v B a—TF 4 U 7 RFERENET,

© M. Data Center Network Manager L O admn
— —

Add Compute

Compute IP Address. In-Band Interface Out-Band Interface Status Memory Disk Uptime

O 172.19.90.114 NA NA Discovered

JIGARZL Ay a—T 47 ) — REBINTH=012, FFc Wi, EEA O [Cisco
DCNM a7 4 FXalb—val HA Rl O VTR ) —R~ODarBa—T7 4 70BN
L TLTEEN,

)

Note

DCNM % A A h—/VF 5[ T AZ ST-E— REAIT Led > -85 1%, appmgrafw
config-cluster =~ > RZMEM LT, avta—7 47 77 A2 /M LET, FIHIZD
WTlE, [CiscoDCNMLAN 777U w7 arv 7 4FXa2l—ary ARl @ larva—

TAT I ITARZ AT D] #BRMLTIZEN,

AL a—T 4T )= RBAT TV 2= )L ZTWRUVWNT —H A 7 )@ L, FE#ET 5
& X Elasticsearch = 7 FITEB) L EH A, —EHDT 7 AL AT AP L T2 TRENE
NH0FEI, ZOMBEEMLT -0, fsck-y 2~ REHHLT, ¥—7 £—KTay

Va—7 427 J—FR&EUT7—RLTLEEW,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B,
=% =R

CiscoDCNM O 7w 745 L— K

ZDOFE T, CiscoDCNM DT v 77 L— RIZOWTIBHLET, ROBEEEHRET,
+ CiscoDCNM U U — & 11.5(1) ~» 7 v 77" L — F, on page 91
A TAV T T T L—REEHLTISO £-IT0OVAEZT v 77 L— 95 (92 2—
D)
NT =~V ATE—V X T—H% N v 7T 5, onpage 103

CiscoDCNM 1) U —X MM15(1) ~DT7 v FTH5L—FK

Cisco DCNM U U —Z 11.0(1) £ Y #ijiZ, DCNM OVA, ¥ X VSO X SAN BfEZ AR — K LT
WE L7z, Cisco DCNM U U —2Z 11.3(1) LAFETiZ, OVA & ISO AT 77 A4 7 2 ADW 1T
SAN JEBA @ Cisco DCNM % A A h— /L TX £,

WOERIT, VI =R 1SW)IZT v T T —RTHOIWEIRERNHLT v T T L—RDH
AT HFELDIEHLOTT,

Table 6: LAN 77 ) w Y BEDT v T L—FD214 T

RED))—RES JY—RNSMNIZT7yvTIL—FFE37vTIL—F
247

11.4(1) TG T T L—FK

11.3(1) A TA T T T L—FR

11.2(1) TG T L—FK

11.1(1) 11.1(1) — 11.2(1) — 11.5(1)
11.1(1) = 11.3(1) — 11.5(1)
11.1(1) = 11.4(1) — 11.5(1)
> ATA Ty T T —RERLET
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B o5 o7v7 L —rERRLTISOELBOAET Yy TIL— KT B

A4 TvITITL—FREFERHLTISO E-IZ0VA %=
FuITL— RT3

BETFODCNMIZH LWDCNM 28t 2 2 & T, 1 v FA4 0 T v 77 L—RTDCNM % 7T
T LU= RARRIZRVET, A T4 Ty 77— %, DCNM 77U r—3 3 v & il
THANC T T 7Y v v azlETHLICLTIEEN,

CiscoDCNM Z A VA h—TH L X F 74/ N TCHOELANZIATZBN A A F—IL X
TWET, 727 L, BHDCiscoDCNM Y U —2 27 v F 7 L— RLT7-#%IT. aEESE T
HYVENRBHY F9,

N

GE)  FEHEOHEITE. BENRA N =ALTT, 77V r—ra v #EIE L CTHEET20ERH
DET, To7 T L —RENTEVATAREZELTWDAEEIZOR, FEHEZETLET, D
F V. CiscoDCNMWeb ULl 7 A L TEXAHMLERHD F3,

T T L— RBICEFAEAZE T 2I20%, 7Ty 7 L — RBICEEAELSE TS (1558—
V) EERLTLLTEEN,

T ATA T 7T L= FFREHEHLTDCNM 27 v 77 L— K35 FIEICS
W LET,

)

GE) 2793927 LANEBROT v 77 L —RTiE, DCNMY U —Z 115() 27 v 77 L—RT5%
EL EBITBEMICLAN 77 7 ) v 7 BT — RICEBR IS E T,

AR R7AY E—FTODCNMRET TSATUADA US54 Y
TvITL—F
BEFODCNMIZHT LWDCNM 2+ A2 & T A 0TI T v 77 L — R TDCNM & T v

T VU—RARRIZRVET, A1 T4 T v 77— Kk, DCNM 7 7'V rr—v 3 U &iELH)
TARNC T T UV F¥ v v a2%2HETIHIIIICLTLIEEN,

AB s R7ry B— R CDCNM AR T 77 A T VA% T v 77 b— RT5121%, ROE¥E%
FITLET,
Before you begin

CiscoDCNM & > 7 v 7R 7 T A X E— ROYAIL, #7 Network Insights - Resources (NIR)
2x 77V r—varwEIELTLE &V, CiscoDCNM Web UL C, [FFUS—2a Y
(Applications)] >[4 B4 (Catalog)] &R L 9, NIR 77V T, {21 (Stop)] 71 =2 %

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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ATy T

ATy T2

ATvT3

ATvT4

ATvT5

ATvT6

A2 E7OY E—FTODCNMEET T54 7 20154 7vToL—Fk |

IV LTIV r—varvaEBbLEd, 22alns 77U r—va r2EHIRT I
X, [HIB& (Delete)] 227V v 7 LET,

Procedure

CiscoDCNM 7 7S5 A T v A ayy—prica /A4 LET,

Caution AT DB RN Y — RB R LW AR WS, 3 Y — L E 21T SSH
BHTDCNM e 744 57N, SYSTEM RESOURCE ERROR M F/R &1
F9, a3V —/L/SSHEBETDCNM |2V AT Ao u 4 2B E L ET,

*OVA DA VA b—=NDE  RA MBS NZOVF T 7 L— T, A7 U v 7L
T [ERE (Settings)] > [Web a1 >V — )L D#2E) (Launch Web Console)] %R L £ 7,

cISODA VA M—VDA : KVM 2 Y — )L E X UCS (N7 A X)) 3V — L &R
LET,

Caution SSHE v avmb A I T o7 T L —REFETLRNTLIEE Y, Eyig
VIRAA LT RNL, Ty T L — RRARZRIRDIENH FT,

E S

WDa<vy REFETLTAZ Y —r vy var2ERLET,

dcnm# screen

THICEY, avry REETTEXSAEYy v a UAMERENE T, Toa~v U R, Y4 r Ry

DRREINTW2WEGEE, £ SnNZHE8THLEIT LT ET,

appmgr backup 2~ > FEZFER LT AV r—ar T—2DORy 77 v 7 2B LET,

dcnm# appmgr backup
DCNM = "OINBIZ & D LRGNy VT v Ty A v at—LET,

sua~y REMEHALT, /root/ T4 L7 Mlicua 74 LET,

denm# su
Enter password: <<enter-password>>
[root@dcnm] #

Note ISO%T 4 L7 bUIZ~U Y T BRI, /root/ 7ANE—IIT IV RBATESLZ
EERERLET,

denm-va.11.5.1.is0.zip 7 7 A /VZMEHE L, DCNM 11.5(1) ISO 77 ANET v /7
L—R3T25DCNM Y 87 v 7ND /root/ 74 /NWH—IZT v 7 a—RKLET,

mkdir /mnt/iso =~ > R&2EHA LT, iso & WHLETIO T NV Z 2B L £,

[root@dcnm] # mkdir /mnt/iso

/mnt/iso 7 ANE—DAZ L R7Tay vy N7 v 7IZDCNM 11.5(1)ISO 7 7 A Vv E~ T v
FLET,

mount -o loop <DCNM 11.5(1) image> /mnt/iso

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B 25 k700 T FCODNMEEF F54 7 VRO V54V FyTTL—F

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

AT T12

[root@dcnm] # mount -o loop dcnm-va.ll.5.1.iso /mnt/iso

/mnt/iso/packaged-files/scripts/ (2 L T ./inline-upgrade.sh 27 U 7 N %547 L £,

[root@dcnm] # ed /mnt/iso/packaged-files/scripts/
dcnm# . /inline-upgrade.sh
Do you want to continue and perform the inline upgrade to 11.5(1)? [y/nl: y

Note CiscoDCNM U U —2 112() MO T v F 7 L— RT5EAICD I, #H L) sysadmin
INAT—=READNT DI 2RO ENET,

a7 N TH LW sysadmin = —H— N2 T — RE AT LET,

Note CiscoDCNM U U — 2 112() 6T v 77 L— R HAICD I, H LU sysadmin
NAT—=REANTTDHEIIZRDOLNET,

Enter the password for the new sysadmin user: <<sysadmin password>>
Enter it again for verification: <<sysadmin password>>

T T T VL—RNETTLHE, TTIAT U ANHFRE L £, HiEdh#. SSH\root 7 7 &
L7 7 4V F CTHENZ /> TWET, sysadmin = —HF—ZFH L £,

11.2(1) BEL O 11.3(1) THAR— F &I TV 5 Elasticsearch 73— = >4, 11.5(1) THAHR— h &
AT % Elasticsearch & ALHAPER 72072, U U —A 11.5(1) 27 v 77 L— KT 5HIIZ
Elasticsearch T — 2 DA T v 7 A ZBAERT HMLERNH D F4,

WRDOA =V PNERENET,

R R I

WARNING: Elasticsearch indices for historical Performance Monitoring (PM)
data need to be reindexed manually.
Check DCNM installation and upgrade guide for more details.

MERA v E—URNRREINET, Y] ZATILT, Ty 77 L —FEHEITLTITEIN,
T T T L—FRO%ETHIZ, VAT ARN) T—FLET,

appmgrstatusall =2~ > KZEH LT, DCNM 77U 7r— 2 UMBREL TV D 2 L 2R L
5

[root@dcnm] # appmgr status all
Cisco DCNM U U — 2 11.5(1) WIEFIZA VA b=/ ZHTWD Z & 2R 52X, appmgr
show version =~ > K& L 7,

[root@dcnm] # appmgr show version

Cisco Data Center Network Manager
Version: 11.5(1)

Install mode: LAN Fabric
Standalone node. HA not enabled.

exit 2w REMHFEHAL T, screentv a2 TLET,

[root@dcnm] # exit

DCNM &> K7 v 7 OFT_XTOFE / — K225 denm-va-patch.11.5.1.is0 7 7 A V& T L~ 7
Y hLET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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F474THAE— KTODINMFRET T51 7 R0 v54 > 7y F75L—F [

Note S0 7 7 ANV~ MERTARNI, screen By a VERKRTTAMLERDH Y £
—é—o

[root@dcnm] # umount /mnt/iso

What to do next
WY7e 7 LTy L EMH L TDCNM Web Ul (2 e 74> LET,

\}

Note 1 J—=11.3(1) Ti&, sysadmin & root L —H—D /X2 T — RE[E—TlEH Y 8 A, 11.51)

W27 v 77 L— K35 L sysadmin 38 X O root = —H—D /XA T — RIFRFEESNLET,
7eiZL, T w77 b— RF#%IZCisco DCNM Ty 7 7w 7 L8502 FAT3 5 & | sysadmin =+ —
PF—lFroot T —HF—=NENRRAT — REMIKT 5720, WHOZ—HF—=NE LAY — REFH
9, BN ETLESL, MFO2—F—DRAY— REERTEET,

[ER7E (Settings)] 71 =%~V v~ L., [DCNM DE# (About DCNM)] &R L £4,
LizA VA =N AT HFR L THERTEET,

HTVPMT — % 13 Elasticsearch (ZfRFF 4L E 7, Elasticsearch £, Cisco DCNM Web Ul [¥ v
L a/R— F (Dashboard) 1. [~“JLR (Health) | & [E¥ (Administration) ]. [DCNM#—/\
(DCNM Server) 1. [—/\RT—42 X (ServerStatus) |DIAIZERINT 5 &, AT v 7 A
DB E RRIINET,

VU —RA11.5() 27 v 77 L— K9 5 & Z|Z Performance Manager 7 — ¥ Z{R177 5 2 L &%
R UTEE X, Cisco TAC [ZHEHE L TH AR — a5 2 LR LET,

Performance Manager 7 — % A {R17 5 2 & AN L7255 1%. Cisco TAC |ZE#& L THAR— K
BT HT EEHERLET,

Cisco DCNM U U — 2 11.5(1) IZ7 v 77 L —#&IZ Cisco Nexus 9000 A A v F %z &% 7 5 Cisco
DCNM U U — % 11.3(1) £7213 U U — % 11.4(1) BB VXLANBGPEVPN 7 7 7 U v 7 % 1F
WAV AR— RT3 5121L. TVXLANBGP EVPN, 4. BXO'MSD 7 7 7'V v 7 @ DCNM
11.5(0) 777 L— K] 2L TIEIN,

214 T4 7HAE—FTODCNMRET7T ITSAT7UVADA T4 >

7T L—

BEFEDODCNMIZH LWDCNM 28k 2 2 & T, 10 TI7A4 v T v 77 L — K TDCNM &7 v
T —FRARRICRVET, AV TA4 2 T 77 L—FKE, DCNM 77V 7r— 3 v & iEH)
THRNCT T U ¥ v v aZ2EETHLIICLTIEEN,

AT 47 HAE—RTDCNMRIBT FI5A T L A% T v 77 L— R+ 51201, ROE¥%
EITLET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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&

Before you begin
«CiscoODCNM 7 75 4 T ET L ZAZ A ET OGN BH L TN 5D Z & 2R LET,

« 7 AKX F— KT Cisco DCNM % 7 v 77 L— R9 5 HiIZ, Network Insights - Resources
(NIR)2x 77U r—ya v &EIELE T, CiscoDCNMWebUI T, [FTUHr—ay
(Applications)] > [/ % B4 (Catalog)] Zi®R L £9°, NIR 77U T, [{£IE (Stop)] 741 2>
IV LTIV —varE2EILLEST, A lnb 7 7Y r—va UEHIRT
D%, [HIBR (Delete)] 227 U v 27 LET,

\}

Note 5 =2% F£— RTDCiscoDC(NM DA > FA 2 T v F T L—FR
i, VU —Z 112 UETHR— SR TWET, VY—2
11.1(1) TlX, 759 AF E—FODCNM DA > FA > T v 7T
L— NI FR— S TWERA,

e appmgr show ha-role =~ > RZEH LT, 7277 4 7 H—rE R Z A HF— S 8fE
LTWHZ &R LET,

1]
TIT 47 ) — RTROBIEEZFITLET,

dcnml# appmgr show ha-role
Native HA enabled.
Deployed role: Active
Current role: Active

AR NRA ) — R TROBAEELFIATLE T,

dcnm2# appmgr show ha-role
Native HA enabled.
Deployed role: Standby
Current role: Standby

Procedure

denm-va.l11.5.1.is0.zip 7 7 A /VEFRE L, DCNM 11.5(1) ISO 7 7 A /V% /root/
TANFE =, T 77 L —FK3T5DCNM &> b7 v 7® Active & Standby / — KOE 5T
Ty rur—RLET,

Note BIZIX, T T4 TBIORZ AL T T F47T A% denml 36 L O denm2 (24
MR L ETS

AFTv T2 CiscoDCNM T FIAT A2 ayy—ilzas 4 LET,

Caution AT NEEN N Y — R AT LW AR WS, o — Lk 71T SSH
HRETDCNM Icra 74 45 7- N2, SYSTEM RESOURCE ERROR F R &1
F4, 3V —/L/SSHIEH TDCNM ICV AT LA B0 u V4 28T LET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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ATvT3

ATy T4

ATy TH

¢
F474THAE— KTODINMFRET T51 7 R0 v54 > 7y F75L—F [

*OVA DA VA M=V OHh  FA MHIZEBSNIZOVF 7 7L — T, A7 U v2o L
T [ERJE (Settings)] > [Web 31 > Y — )L D#2E) (Launch Web Console)] %z %R L £,

cISO DA VA h—/L DA : KVM 22 Y — L E L UCS (T A X JV) 2 — L% 38R
LET,

Caution SSHE v avmb A T4 T o7 7 L—REFATLARNTLIEEN, Evia
VIREALT T RL, Ty T T L= RRRERIIRDZERHY £,

F770%
WDa<wy REFTLTAZ Y —r vy a 2B LE T,

dcnml# screen
dcnm2# screen

TR, avr FEETTED Ry v a VdMERSNET, Zoavr NiE, V4 Ry
NERINTHRWES, RIS =B ATHLIIT LT T,

TITATBIORZ U ASALDWGDOT 7747 A Tappmgrbackup =~ > R&iH LT,
TIVr—2ary T—4DRy T v T ERGLET,

dcnml# appmgr backup
dcnm2# appmgr backup

DCNM H— "D DLZ RGN ANy I T v 77 AV Ea—LET,

sua~y REERLT, froot/ 74 L7 Mice 4 LFET,

decnml# su
Enter password: <<enter-password>>
[root@dcnml] #

denm2# su
Enter password: <<enter-password>>
[root@dcnm2] #

Note ISO%2T 4 L7 hUIZ~D Yy MTDHHIZ, /toot! 7 HNVE—IZT JBATEDH I &
PR L E T,

TIT 4T ) —RC, A TA4 0 T v7 T L—RKEFEITLET,
a) mkdir /mntfiso =~ RZH LT, iso EWHARTO 7 A VZ EERR L ET,

[root@dcnml] # mkdir /mnt/iso
b) DCNM 11.5(1)ISO 7 7 A L% /mnt/iso 7 4 /L4 T Active / — Ric~w 7> k LET,
[root@dcnml] # mount -o loop denm-va.ll.5.1.iso /mnt/iso

¢) /mnt/iso/packaged-files/scripts/ (Z#Eh L. ./inline-upgrade.sh A2 U 7 N & FITL 7,

[root@dcnml] # ed /mnt/iso/packaged-files/scripts/
dcnml# ./inline-upgrade.sh

Note —HOP—EANELEEITENTWDLEEIX, T—ERAMELTDHZ & E2RT
TarT INREREINET, TR IRFREINTEL, yEFLEITLE
—a—o

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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d)

[root@dcnml]# Do you want to continue and perform the inline upgrade to 11.5(1)°?
ly/nl: y

a7 N TH LW sysadmin L —H— XA T — FE AT LET,

Note CiscoDCNM U U—XZ 11.1(1) 721XV VU —RX 11.2(1) " 67T v T T L= K15
BB OI, B LV sysadmin /SAT— K& ANTHEH RO ET,

Enter the password for the new sysadmin user: <<sysadmin password>>
Enter it again for verification: <<sysadmin password>>

Ty T V—=RRETTHE, TTI7A4T U ANHRELEY, HEREI%. SSH\root 7 7
T RIIT 7 AV N TS5 TWET, sysadmin = —HF—Z2EH L 7,

11.2(1) BL N 11.3(1) THAR— b &4 TV 5D Elasticsearch 73— = &, 11.5(1) THAHR—
h &4 TV 5 Elasticsearch & AR 7202, UV U —ZX 1L5()IZT v 77 L— KT 50
\Z Elasticsearch 7 — % DA 7 v 7 A% F{AERT M ERH Y 77,

MDAy =R ERSNET,

KKK A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR KA KA KA K

WARNING: Elasticsearch indices for historical Performance Monitoring (PM)
data need to be reindexed manually.

Check DCNM installation and upgrade guide for more details.
KAk Ak hhkhhkhhkhhhkhhkhhhhhhhkhhhhhhhhhhhhkhhkhhhhdhhhkhhkhhhhhhhkhkhkhkrhkrhkhkhkhkhkhhkhhkk

ERA v E—URERINET, Y]ZANLT, 777 L—REFFITLTLIIEIN,

Ty T VU= ROETHRIZ, VAT ANV T7—RMLET,

appmgr status all =~ > RF&H LT, DCNM 7 7' U 7r— 3 UMERE L T\ 5 2 & &k

ABLET,

[root@dcnml] # appmgr status all

Note AR N, )= RDT v 77 L— RIZERHIZ, T XTOH—E AN Cisco
DCNM 7 277 47 /J—RTH#LTNDZ 2R LET,

appmgr show ha-role =~ > K&FEH LT, 77747 /—FOur— &R LET, Bl
HEOR—IT 7T 4 7 LTERINDLENDH D 7,

[root@dcnml]# appmgr show ha-role

Native HA enabled.

Deployed role: Active

Current role: Active

Waming 725 (7 ) — ROBUED T —LIRT 75 4 7T TROIRY . AKX A ) —
ROT v 77— REHITLRWZ L2 BEIO L ET,

ATFYT6 AZLNRAL J)—RT A2 I T T T L —REFETLET,

a)

b)

mkdir /mnt/iso =~ > FZEH LT, iso L WO LBTDO 7 1V FE2ER L ET,

[root@dcnm2]# mkdir /mnt/iso

DCNM 11.5(1)ISO 7 7 A V% /mnt/iso 7 4 /L% —T Standby / — R T~ > F LET,

[root@dcnm2] # mount -o loop denm-va.ll.5.1.iso /mnt/iso

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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ATy 17

ATvT8

F474THAE— KTODINMFRET T51 7 R0 v54 > 7y F75L—F [

c) /mnt/iso/packaged-files/scripts/ (Z#®) L. ./inline-upgrade.sh 27 U 7 & SE4T L £,

[root@dcnm2]# ed /mnt/iso/packaged-files/scripts/
dcnm2# ./inline-upgrade.sh --standby

Note DY —EANELEET SN TVDHEE, P—EAMELET D & 2RT
Tu T INRFERINET, e ERRRINES, [y L THRITLE
TO

[root@dcnm2]# Do you want to continue and perform the inline upgrade to 11.5(1)°?
[y/n]l: y

d) vy 7 FTH LV sysadmin —H— AT —RKEZ A LET,
Note CiscoDCNM U U —Z 11L.I(1) £V V=X 112() o7 v 77 L— K15
BAIZDOI, F LV sysadmin /SAT— REANTHEH I ROSNET,

Enter the password for the new sysadmin user: <<sysadmin password>>
Enter it again for verification: <<sysadmin password>>

Ty T V—=RPRETTHE, TTITAT U ANHRELET, FHEENI%. SSH\root 7 7
¥ 2ET 7 4V b TEDIC /> T ET, sysadmin 2 —HF—ZEH L £,
ToTTU—RNETTHE, TTIATVARHRERELET, koavy REEHLT 7
TFIALT L ADT— IV ERERLET,
[root@dcnm2]# appmgr show ha-role
Native HA enabled.

Deployed role: Standby
Current role: Standby

exit a2 REHH LT, screenty a2 TLET,

[root@dcnml] # exit
[root@dcnm2] # exit

DCNMEt >y N7 v 7T DT 77 47 ) —RKERAZ /31— ROl }7 T denm-va-patch.11.5.1.is0
TrANET T N LET,

Note A0 7 7 A NE~ T MERT DENZ, screenty v a VEKTTOMERDY E
‘é—O

[root@dcnml] # umount /mnt/iso
[root@dcnm2] # umount /mnt/iso

What to do next
W LT o v VAL T DCNM Web UL Ic 2 74 0 LET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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\)

Note

U J—2Z11.3(1) TiE. sysadmin & root =—F—D/XA T — KiZE—TiLH Y ¥ A, 11.511)
W7 w77 L— K925 L sysadmin 3 X O root —H—D/RAT — RIS E T,

7e1i2 L, T v 77 b— R#&IZCisco DCNM TRy 7 7w 7 L850 %2 FAT7T 5 & | sysadmin = —
P —ltroot =P —=NERRAT — REMEKT B0, liffO2—F—NE U R T— FE2EL
T4, HENETLES, MFO2—F—D/RAU— REERTX £1,

[F%3E (Settings)] 7 =2 %27 U > 7 L, [DCNM Dl (About DCNM)] Z 34K L £4-, EEH
LA VA M= A THFRLCTHERTEET,

W VPM T — # | X Elasticsearch (Zf£FF 41 E J°, Elasticsearch (X, Cisco DCNM Web UL, [%

2 a/R— K (Dashboard) ]. [~JLR (Health) | & [E# (Administration) ]. [DCNM#—/\
(DCNM Server) 1. [H—/\RT—4R X (ServerStatus) |DIEIZIEIRT S &, A>T v 7 R
MBELRRENET,

Performance Manager 7 — % Z {795 Z & #RIR L 725G 1%, Cisco TAC (ZHfE L CTHA— |k
BT HZ L EWERL £,

FERALC, MiFOTFIA T ADa— ViR LET, appmgr show ha-role

dcnml# appmgr show ha-role
Native HA enabled.
Deployed role: Active
Current role: Active

dcnm2# appmgr show ha-role
Native HA enabled.
Deployed role: Standby
Current role: Standby

appmgrstatusall =~ > FZEH LT, 7 XTCOT 7V r—a v DAT—X AR LET,

Cisco DCNM U U —2Z 11.5(1) IZ7 » 77 L —1%(ZT Cisco Nexus 9000 A A » F %7 % Cisco
DCNM U U —2& 11.3(1) £721E VU U — R 11.4(1) EEEX4: VXLANBGPEVPN 7 7 7'V w7 % 1E
WIZA AR — K3 512i%. [VXLAN BGP EVPN, %M, B8 L O'MSD 77 7 U » 7 @ DCNM
NS Ty 77— Rk 22RLTITEEN,

DCNM O Ea—TFTa429 /—FDAVZ42TFTyvITIL—F

DCNM 2> Ea—7 427 J—FKZ VU —Z2 1121 F72E V=2 1131 FF VU —2=R
1140 26 V=R 1SN A L TA L Ty 77— REMFHLTTY v 77 L — RTEF
T A TAL T T 7L —RTE, HTILODCNM N~V 3 VEFHFEOa  EVa—T 47
J—RIZHEHTDHZ LIk -»T, ava—TF 47 /)—K&ET7 v 7 7L —RTEET,

)

Note

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K

CiscoDCNM U U —2Z 11.3(1) ® Cisco 7 'V r—Ya v = 2A0parsCa—7 47 ) —
Fa D U—A150)~A > TAT v 77— FREEZFERALTCT v 77— R T&£7,
FEAMIZ OV, Thttps:/www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/
products-installation-guides-list htmll] %2 L T 72 &\,
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ATy T

ATy T2

ATvT3

ATvT4

ATy TH

DENM v Ea—F 28 /—knqv540F7yToL—F |

AB L RTOERAT 4 T DOWSFDOHAE—RTDCNM 2 Ea—F 47 ) —R&ET v
T L= R 2I2E, ROEELFEITLET,

Before you begin

DCNM 2> Ea—F 47 J—KR&T v 77 L— KT 501, AX RTrYy /—RFEZ
XA T 47 HA E— FOWTNDD Cisco DCNM H— "% U J—2 11.5() 127 v 77 L— R
THVENRDY ET,

Procedure

CiscoDCNM a2 Ba—T 47 avy— a7t LET,

Caution SSHE v avhb A4 Ty T T L —FREFETLENTLLEE N, BEyia
VNEALTTRL, Ty T T L — KRRERIIRDZERHD 9,

Caution VAT DB RN Y — R AT LW AR WS, 3 Y — L E 21T SSH

HRETDCNM Ica 74 45 7- N2, SYSTEM RESOURCE ERROR FR &1
F34, 3V —L/SSHIEH TDCNM IC YV AT LB Eou V4 25T LET,

ER e

WDa<wy REFETLT, avta—T 400 ) —RAxrz IV —rvyi g 21EfRLET,
dcnm-compute# screen

T, av o REETTEDSD Ry a VUAMERRENET, Zoa<w Rt U4 Ry
MERINBZVGECHIN ENT-HE THEIT ST ET,

denm-va.11.5.1.is0.zip 7 7 A VEFRE L, DCNM 11.5(1) ISO 7 7 A /VETTDH
2 Ea—T 4T J—FKDroot/ 7HNA =T v o —RFLET,
TRCOar Y a—F 1227 Tmkdir/mntliso 2~ RZEHA LT, iso & WHLRTOT L
ZEVERRLET,

dcnm-compute# mkdir /mnt/iso

DCNM 11.5(1)ISO 7 7 A V% /mnt/iso 7 ANF—DaA L Ea—T 47 /— RTT 4L
F—lz~vrr hLET,
mount -0 loop <DCNM 11.5(1) image> /mnt/iso

dcnm-compute# mount -o loop denm-va.ll.5.1.iso /mnt/iso
TRCOa LU Ea—T 47 /—RIZISO%Z~vU L MLET,

Imnt/iso/packaged-files/scripts |Zf#) L T .finline-upgrade.sh 27 VU 7" R ZF1T L £ 7,

denm-compute# ed /mnt/iso/packaged-files/scripts

dcnm-compute# ./inline-upgrade.sh --task-disable updatePoapUser
dcnm-compute# ./inline-upgrade.sh

Do you want to continue and perform the inline upgrade to 11.5(1)? [y/nl: y

Note —H OV —EANELEFETINTWDEAIE, P—EAZEIETHE 1T 7
VIRBREREINET, T T IR EINESL, yEMLTEITLET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B oowaoca—s505/—Forus540 7y TIIL—F

ATvT6

ATy 17

ATvT8

ATvT9

Note CiscoDCNM U U —Z 11.1(1) 7150 U —2 121 DT v 77 L— KT 584
\ZDF, Fr L sysadmin /SATV— K& AT 5L HIROHINET,

a7 N TH LU sysadmin = —H— XA T — RE AT LET,

Enter the password for the new sysadmin user:<<sysadmin password>>
Enter it again for verification:<<sysadmin password>>

Ty TVU—RRETTHE, ava—T 47 /— RPHEBLET, HEE%, SSH
\root 77 B AILT 7 /v N THENIZ /e > TWET, sysadmin = —HF—ZFH L 9,

appmgr show version 2~ > K& H LT, CiscoDCNM U U —R 11.5(1) ~DT v 77 L—F
NIEFEIITbNI-Z L 2R LET,

dcnm-compute# appmgr show version

Cisco Data Center Network Manager
Version: 11.5(1)
Install mode: Compute

TRTOFE /) — FCTexit a~v > REMHLT, screenty g 2T LET,
dcnm-compute# exit

DCNM &> K7 v 7 OFT_XTOFHE / — K225 denm-va-patch.11.5.1.is0 7 7 A V& T L~
Y hLET,

Note S0 7 7 A NE~D v MERTAREINC, screent v a VAR TTALERHY F
T,

dcnm-compute# umount /mnt/iso

What to do next
JITABNDI DDA Ea—T 47 ) —RRTXRTCET v 77— RTHUERHY £7,

ToT T =R ITaEARNETTLHE, Farva—T 407 /J— FPAFEEHL, BEINIC
7 ZARIZBIMLET, Cisco DCNM Web Ul ©, [7 T 4 — 3 > (Applications)] > [3 >
Ea—T 1 > (Compute)] DIEICEIRL T, 2 Ea—F 17 ) — R [#EEFH (Joined)]
ELTRREINDNEI D EMHERLET,

Cisco DCNM U U —2Z 11.5(1) IZ7 > 77 L —1%IZ Cisco Nexus 9000 A A » F %K 5 Cisco
DCNM U U —2 11.3(1) £721% VU U — R 11.4(1) & BExF4: VXLANBGPEVPN 7 7 7'V v 7 % IE
WIZA R — KT 5121%. TVXLANBGP EVPN, 4, B3LUMSD 7 7 7' U v 7 @ DCNM
15 7y 7 7 b— k] 22RLTIEE0,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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| CiscobeNM D7 v F5L—F

NIF—RVAIF—TX T—2% 0V TT% .

—

NITA—IXIARAIR—DY T—HRZFAvTT 3
N

Note

ATy T

ATy T2

WL AIE, CiscoTACICHEHE L THR— " 2Z T2 2#RLET,

VU —R 115 IZT » 77 L— R§ 5% & X2 Performance Manager 7 — ¥ Z (775 Z L &

Performance Manager (PM) 7 —# % K v 7’45121, WOFIEZFETLET,

Before you begin

*DCNM 7 7 ITA TV AREBHEL TCWA Z 2R LEST, (RZURTaro7 w7 s
L — Ras)

e 72T L= arERELTWVWAEAIE. DC(NM 7 =25 L —3 g VEREDT R TDHD /) — K
DEMEL WD EZMRLET, (=T b—var vy N7 v 7T

Procedure

SSHt vy v aralEiL, kROa~ F&2FTLTPMDB A 7 v 7 ZA&2FKRLET,
Performance Manager 7 — 4% X—AD PMDB 1 > 7 v 7 A& HFE L 7,
RIHlZRLET,

dcnm-root-11-4# curl http://127.0.0.1:33500/_cat/indices?pretty | grep pmdb

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 2448 100 2448 0 0 4523 0 ——:t-=:1-- —=—:1--:-— ——:-—:—— 4524
green open pmdb cpumemdata rb-CJf-NROmy8M3mO-7QkA 5 1 7286 0
1.4mb 760.2kb
green open pmdb ethintfratedata P18gMKdPTkCODvOTomYAdw 5 1 9283 0

2.4mb 1.2mb
fpmdb | WD T LT 4 T AR T I ARFRRINET,

Cisco DCNM Web Ul C, [EH (Administration) 1> [/N\74+—< 2 ADETE (Performance
Setup) ]>[LAN a2 L% < 3> (LANCollection) ] Z =R L £,

TRTCDOAAL v F a7 a8t 51, T XTOTF v IRy I AEF 7120,
[EA (Apply) 127V v LET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B oor—~ozx<x—vrF—5%rnv775

A Administration / Performance Setup / LAN Collections

For all selected licensed LAN Switches collect: Trunks || Access [ | Errors & Discards || Temperature Sensor Apply
Performance Default Polling Interval 5 Mins d
v [ | = Fab-1-externalfab

“ 9k_aragon
Bl C93108TC-FX_116
B co3t08TC-PX_41
B nak 72
Bl N77-TGEN-195
B nok 27
Bl NoK-coz32C_28
Bl NoK-Co364C_49
Bl NoK-Cco504_d4
Bl sugarbowl_56
B4 suharbowl_57

v []= Fab-2-ClassicLAN
B nak_utopia_70
B swich

v \_';.—L- Fab3-otherswitches
[] B mD13-P1-A1
Bl Nok-960-63

(e test

[] = Default_LAN

AT v 73 [EE (Administration)] > [DCNM H—/\ (DCNM Server)] > [H—/\ X T—4 X (Server Status)]
IR E T,

A7 74 Performance Collector — B ZZ&f LT, [T 2 ¥ 3 (Actions) |FIDOEILET A a2 %27V v
7 LT, T—FIEEEIELET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| CiscobeNM D7 v F5L—F
NIF—IVAIF—Tr T—2% 0V TT5 .

© . Data Center Network Manager

A | Administration / DCNM Server / Server Status

Status
DCNM Server Actions Service Name Status
localhost Database Server Running
10.106.228.37 | Re-init Elasticsearch DB Schema | ge e Last updated: 2020-12-13 16:30:00
|
10.106.228.37 [ Performance Collector Stopped
10.106.228.37 | Stop Servigl ‘ Clean up PM DB stale entry(s) ‘Agent Running
‘ 10.106.228.37 Elasticsearch Status:yellow, Docs: pmdb_*=0
0.0.0.0:123 NTPD Server Running
‘ 0.0.0.0:67 DHCP Server Running
0.0.0.0:2162 SNMP Traps Running
0.0.0.0:514 Syslog Server Running

ATv TS HIERT A 2% 27V 2 L, Performance Manager 7 — ¥ _X— A& {HE L F7,
ZDOT U va il kY, Performance Manager 7 — & X— ANDE W R U BHIBRSINET,
AT w76 [FHWHIL (reinitialize) 174 2> %2 U v 2 LT, Elasticsearch 7 — 4 ~_X—A A% —< DA
T v 7 AERFERLET,
Z OEEIL, Elasticsearch 7 — 4 «X— Z (D Performance Manager 7 — % % {2 L, Performance
Manager Z FEEI LET, ETTD2ETHEDDPDLLGERHD £7,
AT 71 [Continue] 7 U v 7 LET,
Performance Collector %h— B AD A7 — X% AN [{ZIE (Stopped) ] LFrnInFE T,

ATV T8 kDavr REHFEHALT, $XTOPMDB = b ZHIBRLI-Z L 2R LET,
c VU —=R1LI) DT v 77 1L— KA
curl https://127.0.0.1:33500/_cat/indices?pretty | grep pmdb
e V=2 112() oD T 77 L—NK
curl https://127.0.0.1:33500/_cat/indices?pretty | grep pmdb
e VU —=Z2 13 DT v 77 L—FKH
curl http://127.0.0.1:33500/_cat/indices?pretty | grep pmdb
VU =2 1140) HDOT v 77 L— K
curl http://127.0.0.1:33500/_cat/indices?pretty | grep pmdb
RIHlEzRLET,

denm-root-11-4# curl http://127.0.0.1:33500/_cat/indices?pretty | grep pmdb

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 2244 100 2244 0 0 3638 0 -—:t==:i-— ——:i——:-- —-—:--:-- 3636

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B oor—~ozx<x—vrF—5%rnv775

ATFY 79 DCNM DY Y —2 11.51) ~DT v 77 L— RiZtERET,

Bl wAND7TJU S EEY Y—Z 115(1) O CiscoDCNM o © X h—ILELUT v TH L— K H4 B



M=

=6~
=% =R

Cisco DCNM Classic LAN BRI 7 v 74
L— K

- HE (107 =)

c 77T DBT (109 <—)

T T TL—=FREOLAN 777V v 7 THR—FSNDAAL vTF m—/b (110 X—7)
cLAN 777U v 7 DERD LAN T 7 L— | (111 ~2—2)

« 773y 7 LANJEBB/D LAN 7 7 7 U w7 BEHA~OT v 77 L—F (114 X—2)
ANV Ty 7770V w7 Uo7 L— FOMEE (118 2—)

CiscoDCNM U U —2 114 (1) LIFETIX, 773 v 7 LAN OE NIV HR— ST ERE
o ERODO—D YT 2y hU—27 (LAN) JEZDCNM UV VY —2115 (1) &7 v 7
TUL—RT5ZLEHELTHDIEAIF. RORIZV A NI TWET v 7T L—RKAT g
VESHRLTLESY, r—H L 7 xy NU—2 (LAN) 773 v 7 A A M=/,
AV TA T 77— FRhicH#MICe =1L =7 £y hU—27 (LAN) 777U w7
AVA == RICEHRENET,

LAN 77 70 w7 DEATIE, A v TFOEHIMEHTE 2200 LW T 77 Vv s T
FL— b RHY FT, FHICOWTE, VIV 7 LANT L — &R LI AL v F
DEE] #Z2R LTI 7EEN,

ROFIZ, Cisco DCNM Release 11.5(1) ~DHERD LAN DT » 77 L— FOME LR L %
D

R7I: 959 IANT v THL—F

DCNM Y J—RDYZ<v%Y |DCNMYY—XTOLAN 7T |7y FTL—F
LAN ERH 5 Jy I DEA

11.3(1) 11.5(1) ATAL T T T L—
s

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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https://www.cisco.com/c/en/us/td/docs/dcn/dcnm/1151/configuration/lanfabric/cisco-dcnm-lanfabric-configuration-guide-1151/control.html#concept_qcd_ghh_cmb

Cisco DCNM Classic LAN BRAD7 v 75 L—F |

DCNM ) Y—ZDY 5 v4  [DENMYUJ—RTOLWN I 7T |7y FTL—k

LAN BRI oy DEA

11.2(1) 11.5(1) LV Ty T —
.

HWY U =225 CiscoDCNM U U —2 115 (1) ~DA T A > T v 77 L—REFT7T %
&, LAN_Classic 53 X OFabric_ Group 7 7 7V v 7 7o 7 L— e Lice—A L =) 7
Fv hU—27 (LAN) 777V v 27 E— R~OHBHEBPETINET,

)

C¥) 7o 77 L—R&HEDDHAENZ, CiscoDCNMLAN 7 7 7 U v 7 OBSREZ PR L T 2 &%k
B LET, FEMIZOWTIX,  [Cisco DCNM LAN Fabric Configuration Guide, Release 11.5(1)J
[l Z2z2HL T 7EEn,

RS H
* CiscoDCNM 11.5(1)LAN 7 7 7'V » 7 DL AT 2B AR L, BEFOREBN b0k
WAL TWDZ MR LET, AT L8] 2L TIEEN,

« [Cisco DCNM LAN Fabric Verified Scalability] =7 > a > 22 L T, BFEOEA=—X
DT SN TWD Z L& LEJ .,  [\erified Scalability Guide for Cisco DCNMJ % £ PR
LTLEENY,

AERIECHNEIE
VTV LANJERTIH, AV ANV R AU X —T 2 ABEHLTAL v FE2HFEHRLT
WEHBEA. LAN 77 7 U v ZJEB~DT v 77 L — NIV R—FEnEH A, FH
(mgmt0) A > Z—T7 2 A ZAZMFHLTAL v FEEHTLIHICERELThL, T/
T —RTH0ERHY £,
AN RA B —T oA AEOYVR— NI, ROV VU —ZATCHEHFHRRIZ/ZARD TET
7,
* CiscoNexus 7000 >V — X 214 v FDOVDC HEN 7 ¥ a =7 (VOAP) I, LAN7 7
TV VA =)L E—RTIEVR—FENEH A,
cRDBETEIL., 77V v 7 LANDS LAN 77 7 U o 7 BEIZBITSNE R A
T —HAT Va T DOH/E,
ToTTVL—=FKBIZ, 777V v VORENSL T 77V v I ORI T v HRET
LHENRDH Y £9,
eCLIY a7,
« POAP DHCP #& /&,
T w7 L —RBIZ, POAP D7 7 7Y v VRELZRHERT HILENH Y 97,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K


https://www.cisco.com/content/en/us/td/docs/dcn/dcnm/1151/configuration/lanfabric/cisco-dcnm-lanfabric-configuration-guide-1151.html
https://www.cisco.com/c/en/us/td/docs/dcn/dcnm/1151/installation/lanfabric/cisco-dcnm-lanfabric-install-and-upgrade-guide-1151/overview.html#concept_xlt_4lh_5nb

| Cisco DCNM Classic LAN BRAD7 v 45 L— K
s7Iuvsoii ||

AN /—
27 21) v DEAT
75y LANDHDODCNM 7 v 77 L—RTliL, 77V v 27 LAN A4 v FBINRa T
FIN—TN—FT DL, LANZ 7 7V w7777V v A4 AKX ANEEBINICE
BSNET, XA RSN N—TDBFET D%EG, LANZ 7 7 U v 7 F— RO A 7
AT T T —RTIL, 2LV OBEOHRBMERFEINET, T XTOHM I V—7F721F
BOTN—TRHEBICHIBRSNE T, &L LT, ROKESHRLTIEI0,

LAN Classic Pre-Upgrade L/

v @ SG1 > | SG1
Bl n9k7_bp2-Ifsw04-1001 (LAN_Classic)

v (= SJC_Bldg1

= Floor1

v = SJCFloor1 —~—

v & LAB1

B n9k12_bp2-ifsw01-1001

Bl n9k13_bp2-lfsw01-1002
Deleted H - LAB1
during — | v (= SJCFloor2 (LAN_Classic)
upgrade =

v &% LAB2
Bl nok-46
Bl nok-47
— | (= SJC_Bldg2 Default_LAN

v | Default_LAN > (LAN_Classic)

Bl nok-14

L = Default_SAN

BATIMEO S~ Vi, RO LB T,

c AL v FERFET DAL v F I N—T DB, LAN Classic?7 7 7V v 77T L— %
FHLTCTZ7 77V w74 A RIBITENET, ZOFITIE, SG1, LABL, LAB2,
B L O Default LAN 23817 S £,

e T T L — RHICHERR SN ABEBO L~ L2 > F T, FTRIZ A — 7031 X d.
BTV _ADRAL v F TA—FBEEO R EALICHE S VE T,

ZOBITIE, RO ESIT2Y £,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



Cisco DCNM Classic LAN BRAD7 v 75 L—F |
B 777 —rgomNns7 oy s coR—rsnaz4vF O—0

+SJC_Bldgl %, 7 7 v 7 LAN CTHERNRAA v F I N—T %Kok Mioa 77
TN—TTd, L7izi->T, SICBIdgL D7 77V w7 AL AKX ANLAN 777
U w7 THER &AL, Fabric_Group 7> 7 L— MM S E,

s LABIBXOLAB2D 7 7 7Y w7 4 AKX AX, LANZ 7 7 U v 7 @ LAN_Classic
T77 7Vl T L= EERLTERENET, 260777V v AR
%A%, SIC_Bldgl DAL/ — 77 7Y w7220 £9,

« 1l SICFloorl 35 X OV SICFloor2 = > 7 1%, LAN 7 7 7 U » 7 IZ5| ki &
A,

s NI AA v F TNA—T N na T F Z—FIIBITENET A, ZOFITIL, Floorl
& SJC Bldg2 i3BfrsnEH A,

« 2AAf v F ZNV—T1F, LAN Classic 77 7V v o7 Lb—haHLTAZ L RT 1
VIV A AZAIRITSNE T, ZOHITIE, Default_ LAN (X LAN_Classic
777V T L—bEFEALTLAN 77 7 U v 7 ICBITENE T,

« 1T, T3 AIXLAN Classic”7 7 7' U v 7 7o 7 L— MZBEEMIT N7 7 7V v
JTCRBITE—RICRVES, 777 Vv 2713270y =8 E—RIZh 1,

WOFNEDOFEAMZ OV TIE,  [ERD LANEBEIS LAN 7 7 7Y v 7 BER~DT v 77
L—F] 2R L TSI,

79 L—FEDLAN 7 J)w o THR—rEND
AA4wyF AO—)L

72737 LANA VA M=/ E—RTHER—FEINTWBERAAS vTF B—/LO—FIE, LAN
Ty 7 Uy TCIMERHTEERA, ROKIZ, MEROLANDAA »F a—/LE LAN 777
Uy 7 DRIEDAAL vF a—LERLET,

959 JLAN (v T L—FKHD) [LANZ7 I vy (Fy T L—F#&)
N—4—PE R—H—

Ty Ty —F

FEX TR

RA b

B VDC

hooua—E, Ty —FRBIZLAN 77 7 U v 7 ORI%O o — VI HERYIZ~ v v
VITEND I EITHERLTLIEEN,

WDAA »FOZENL, 77 7L —FR%ESLLAN 777U v 7 TRLUTT,

o« ANA

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| Cisco DCNM Classic LAN BRAD7 v 45 L— K
LN 77Ty v ootk N7 TL—+ ]

e J—7

« R—=H— AN A

o R—H—

R ===
s Ty Y —H

e JL—XH
TR

< 5£5K9

AN] /\ < — \ o)
LAND 7 Uy DHREEDLAN T TL— b
templateType =CLI ®7 > 7 L — K&, templateType =POLICY ([ZZ&#isET, ZNHDT
Y7 L— ME, [H# (Control) 1>[T>FL—bk 547351 (Template Library) ]IZ#/RE
NET, MEEUT, R —DORT/HRE (View/ Edit Policies) 17 1+ > KU »n 5 PTI %
ERCc& %7,
© ! Data Center Network Manager
A | Control / Template Library

Templates

Templates

+ / ] X i) B | Gzp

\: Name Supported Platforms Tags Template ... Template
] aaa_radius NOK POLICY DEVICE
] aaa_radius_deadtime N9K POLICY DEVICE
\: aaa_radius_key N9K POLICY DEVICE
\:‘ aaa_radius_src_interface N9K POLICY DEVICE
(B aaa_radius_use_vrf NOK POLICY DEVICE
] aaa_tacacs N9K POLICY DEVICE
\: aaa_tacacs_key N9K POLICY DEVICE
\:‘ aaa_tacacs_src_interface N9K POLICY DEVICE
] aaa_tacacs_use_vrf NOK POLICY DEVICE

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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Cisco DCNM Classic LAN BBID7 v F5L—FK |

View/Edit Policies for n9k-46(FDO231003AX)

L+

Policy ID

POLICY-28720
POLICY-28730
POLICY-28740
POLICY-28700
POLICY-28660
POLICY-28670
POLICY-28680

POLICY-28690

O000O00go0odgao

POLICY-28650

N

View All

Template Description

host_11_1
nfm_switch_user
snmp_server_host_trap
switch_freeform management vrf configuration
int_mgmt_11_1

mgmt_interface_11_1

no_shut_interface

int_eth

device_type

Current Switch Config

Generated Config )

View
View
View
View
View
View
View
View

View

GE) HEIIZCETINDRNY O — 2R T ILERS D5E81E. TOT7 7 ANVD/NRy I T 7H
DCNM @ /usr/local/cisco/dcm/dcnm/data/templates/ T 4 L7 F UICRTFEESNE

—a’_‘o

75y 7 LAN CERRERT 7 L— FSEO—EIL, LANZ 77U v 7 OA A M—)b
TP R—F SN TWERFA, RICHEZTLET,

« HAE L FuL 7 NIULER

cavwy REfTR VY

o JRAMKA T 7 L— b

)

GE) LAN 777V v 72T 5121, T 7 b — FAREUICIRETALERH D £,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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SH

SV

mg

mg

mg

mg

SV
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LN 77Ty v ootk N7 TL—+ ]

HYR—rEhTWEWTF YT L—FEEIVTUY

WD Z 7 LANT V7 L— FSEMEIX. LANZ7 7 7Y v/ 4 A =)L E— RTIX
HPR—FINTWVEREA,

Vo EHEOH DT VT L= BT BT, 2N D AR E IRET 2 BER DY £
R

1. AV 2507 47 a<wy NLH

AUETIT 4T avy REMBET L2007 7L —h arysroyo—Ee LT, 7
a7 hEINEEEDET,

RITHI 2R L ET,

##template variables
string srcFile;
string srcDir;
string password;
string vrf;

##

##template content

copy scp://root@10.127.117.65/$$srcFile$s$ bootflash: vrf $Svrf$s$ <prompt:' (yes/no)?',
response: 'yes'> <prompt:' (y/n)?[n]"',

response:'y'> <prompt:'password:',

response: '$$passwords$s$'>

2. EIOZRIGE
RET VT L— NI, Bk NERZE % LAST_CMD_RESPONSE Z#2Ht L £,
WIZHlZR L ET,

##template content
show vlan id $S$vlan_id$$
if ($$LAST CMD RESPONSE$$ contains
"not found") {
vlan $$vlan 1d$$
}

else{
}
3. T L—BR
ZOHE, T L= RMIBOT T L— b BRERE T,
IRET T L—Fh
##template properties
[snip]

imports = baseTemplatel,baseTemplate?2;

*#

T — FOFEMIZOWTIL,  [Cisco DCNM Classic LAN Configuration Guide, Release
11.3(1)J L [Cisco DCNM LAN Fabric Configuration Guide, Release 11.4(1)] Z&M L T<
TZE,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



Cisco DCNM Classic LAN BRAD7 v 75 L—F |
B /sovrmEmre N7 oy v EE~ADT v T L—K

559y LANEREMNSLAN D 7 JY v RBEAADT v
JJL—F
F|E

ATV Tl TRCDAAL vFNT v 77 L— KRN CiscoDCNM 22 HEERBETH D Z L ZFER L TL 72
Sy,

G¥) XA RNENTEZAAL v F V=N DCNM 113 IZHY ., TLAMNIBRZENLTH
NI TWDGE, 7y 77— FRENZ IO DAL v F T N—TDFT LA Y
BRI HLERDH Y FT,

ATV T2 LAN 77 7V w7 BT v 7 7L —R$T57200( T4 T v 77 L— REEIHES T
<TEEV,

FMIZOWTIE, AT 7y 77— FE2EUTISO 721X OVA DT v 77 L— K
(Upgrading ISO or OVA through Inline Upgrade) | #Z&M L T 72 &0y,

ATV T3 7771 —FREIZ, DCNM A A b=V Z A FIZHEIFICLAN 7 7 7 U » 7 |[ZEF &,
WO 777V w7 A VAR APMERENE T, 777V w7 OFEMIIOWTE, 77T
Uo7 OBIT (109 X—) &R T 7EEW,

. LAN 77 7Y v o B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LUV TV TS5 L—F 4 K
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Fabric Builder

Fabric Builder creates a managed and controlled SDN fabric. Select an existing fabric below or define a new VXLAN fabric, ac
set the roles of the switches and deploy settings to devices.

Create Fabric

Fabrics (5)

Default_LAN I X LAB1 I X LAB2 :

Type: External Type: External Type: External
Technology: LANClassic Technology: LANClassic Technology: LANClassic

SJC_BIdg1 X

Type: Multi-Fabric Domain
Technology: SwitchGroup
Member Fabrics: LAB1, LAB2

ATy T4 24 o FIIBITE—F 22V E7, % LAN Classic 7 7 7V v 7|27 —va v LT, R
FLTER (Save&Deploy) 1 %27 VU v 7 L%,

GE) Ty 7V 7IET 740 T, [EZS E— K (MonitorMode) JiZ72 > TW\E97,
ZDFE=KRDEHIZTT— A vb—URNFREINETHN, BHEHTEET,
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€ Fabric Builder: LAB2

Actions -

+ =

K2
P34

= Tabular view

J Refresh topology
Save layout

X Delete saved layout

Hierarchical v

J Re-sync Fabric
€ Restore Fabric

£ Backup Now

4+ Add switches

L Fabric Settings

@ Pending @ In Sync

B ANTFTU YRR Y—Z115(1) D CiscoDONM A VR h—LELUT v T L—F H4 K
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This Fabric, LABZ2 is in read-only mode. No
configuration deployments are permitted. Please
review Fabric settings.
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€ Fabric Builder: LAB2

Actions -

+ = b &

= Tabular view

O Refresh topology
B Save layout

X Delete saved layout

Hierarchical v

J Re-sync Fabric
€) Restore Fabric

 Backup Now

4+ Add switches

L3 Fabric Settings

(_
=

n9k-46 n9k-47

@ Pending @ In Sync,

ZDAT v T TR, ADOHERA TV ERAL v F K L THF Y 7 F v ENDZ L EMERL
FT, AA v TFIIT R TOEROMESLT 7 =Rk 5 £ T, [BITE—F (Migration
Mode) ] DE TV FT, AL vFE2ZDOE— KNBATICIE, Z0%O [RELTER
(Save & Deploy) ] #/EAMLETT,

LANY SS90 27TV v9 7T L— DHEE
LAN Classic 7 > 7' L — N OIR OFEREIL, External Fabric 11 1 7> 7L — K &R AR— %
L £,
PAR—FENLHEREIFRDO LB TT,
CREALTTAT VA

B ANTFTU YRR Y—Z115(1) D CiscoDONM A VR h—LELUT v T L—F H4 K
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Xy FNT—2 A %A

AV S VO e B4

* VMM

e hAFRBRY Ba—

* Kubernetes O A[fifL.

* RBAC

FEHZOWTIR, BREEEA O v a v ESRLTIZEN,
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CiscoDCNM B8 LUV a YV FEFa—TF 4 VYV EBEORRX T
29 T4 R

TOETIH, VTAX T—RFBLOY 7 AZfEFRT— KT, Cisco DCNM OVA 5 X VISO %
BT HDDRAN T 7T 4 AHOWTHMBALET, RDOEZ v 3 TiX, Cisco DCNM
DALVAP=NFDOIPT RLALBETZIP 7= /LOREICHIEINXKFFITONTHBA L

E
Cisco DCNM OVA £ 721X 1SOif A h— Ui, 325D F Ry MU —7 A o F—T = A XA THERR
ENTHET,

* denm-mgmt network (eth0) 1 > F —7 = A A

ZDOF vy MU —27 X, Cisco DCNM [Z#t (SSH, SCP, HTTP, HTTPS) Z##&flt L £,

« enhanced-fabric-mgmt (ethl) £ > # —7 = A X
DXy NU—=ZE, TURET AN REI I mgmt0 A ¥ —7 = A A% LT, Cisco
Nexus A v F D777V v 7 ERE@LLET,

« enhanced-fabric-inband (eth2) f 4 — 7 = A A
ZOFy M=%, BEASFNVAR— 2B LTI 77U v 7 ~OA 32 R & ffit
LET, 2Oy NI—7 f X —T x4 AL, = RFA b v/lr—% (EPL) X Network
Insights Resources (NIR) 72 E D7 7V r— g ANEH S IVE T,

KOR L., CiscoDCNM EHA v XA —T =24 ADFXy NI — 27 XERLTWET,
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/g—-\ ,'—.=-'—-\ g -/ =
ethl mgmt0 £ /
Out-Of-Band Network % ‘%’ ‘*’ ‘%’
eth2
In-Band Network

RAMNTS9TAREERTH-HDHA K54

WIZ, DCNM BL P2 Ba—T 4 VI EZREEATAZODORRA N 75777 4 AT HEE
WCHEBETREHTA RTA 2R LET,
CIDRF2 A NTEEISNTWAIPT FLAE, VoLV T RLATT, By N7 v
FIZEBE LY N — 27 THEAESNTWAIP 7 FLARKIMEN TS Z L 2R L
7,
cetho f U H—T 2 A AV T Xy "W, ethOf o F—T A AL ethl f V' H—T = A AT
BhEAF T DI CNDE T TRy FEERSTWDEZ L 2R LET,

Management
Network

eeth0 & ethl DETHFDA v H—T7 = ANRFE LY T Xy b EIZH D78, DHCP IZ[F U IP
T RUVAERLETHN, 2 O0EILE L TT,

*CiscoDCNM XA 7 4 7HAX, 777 4 7BIOAZ A TF Y r—a & LTH)
YEFT 522D CiscoDCNM 7 77 A4 7 U ATHRINET, 77T 47T L AX A D
FOTTFA4T v ADMBPIABRT —H _X—RF, VT AEA LTRMIENET, 7T AHF
ET—RFD CiscoDCNM BLRarv ' a—7 47 J— KD eth0, ethl, BILWeth2 1 >
B —T AR, LAY 2BETHLIMNERH Y £7°,

* CiscoDCNM BB TH 7 7 A% £— FOFEMIZOWTIE, AL TWL R 14 7D
[CiscoDCNM ZTEHA N @ [ 77V rr—ray) OFEEZSRLTIEIN,

Cisco DCNM TR R4 D EH

Z ZTClX. DCNMEWEDILEMD 72 OHELE S D BB FIEIZOW T L £ 9, —M&197eR]
feL LT, DCNM L a v Ba—T7 47 J— NI~ ELTA VA M=V ENRET,
UCS (\X7 AW EOWIET 75 A4 7 2 AT CiscoDCNMISO DA > A h—)LHIZ, FT_XTDH
DCNM & a2 Ea—TF 4 U ZIH B O — "3 H 1) £4,

B R/ EMEERE
CiscoODCNM 77 T A H — KD A A b=V Th/NMRO TUEM ZMelfd 5 720 OHEER T I
wD LY T,
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Cisco DCNM TR RED EEH .

Y —RN1DODCNM T /T 47 /) —RKearvta—T4107 /—FK1
e —N2DDCNM A F A, ) —Réarta—T 40 /—R2
e —NR3DaALEa—T 4T J—F3

P T ¢+ A7 BB S e a2 —T 1 7 VM

c EY— RO RAEY £/2L CPU DA —N—HT X7 U7 a7 L

X 9: Cisco DCNM 7 S5 22 E— K : B —/I\HD IM~ADIVYELY

Compute
3

Compute Compute
1 P

Physical
Server

B2 : TREDRKERE
DCNM 7 T A% &— RDA A b — /L THRKRIRDO LR Z T 5 72O OHELEREIX, kD
LEBYTY,

e H—N1IDODDCNM T I T 47 ) =R (T 7T 47)

¢ =2 DDCNM A X L34 ) — R

e —R3DaALa—FT 47 J—F1

e —R4para—747 J—FK2

e—NR5Darta—T 47 J—FK3
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10: Cisco DCNM 7 S5 X% £— K : YIBH—\Hd IM~DI v ELYS

A 4 =
(== (== =
Compute Compute Compute
1 2 E]
Physical
Server

CiscoDCNM TDIP 7 KL ADRE
ZZTIE, CiscoDCNMBE R Ba—T 47 ) —=FDOFTRTCDOA X —T = ZADIPT
RURAREICH LT, XA FT77 T 4 A EHESNDEBICOWTHHA L £,
CFVA1I DDA —HHRY P AVE—T A REITRTELBZ G TRy MMIHYFET
OV ATIEH, BRH5Y TRy P EODCNM O3 5DA —Hh Ry b f X —T oA AT
NTEZELET,
Wz R L ET,
« eth0 — 172.28.8.0/24
+ ethl —10.0.8.0/24
* eth2 — 192.168.8.0/24

HEERERIIRD B TT,
* Cisco DCNM 7 7 A X fiffRE— K (125 ~—)

¢ CiscoDCNM 7 7 A # F— K (126 _—7)

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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Cisco DCNM - 5 X 2 fi#ffE— F
R11:aYE1—F425 95R2EEALEL CiscoDCNM X2 > K7 0V ERE

> For External Access

172.28.8.50
eth0

DCNM
Standalone
For Out-of-band Access to
Switches via mgmtO
eth1
10.0.8.50 -
eth2
192.168.8.50
> y >

For in-band Access to
Switches via the front-panel port

12:30E2—F 425 U5 RXZEERALAL Cisco DCNM HA B

. For External Access
eth0 VIP:172.28.8.49 Al f;goz'ézsAé’/J;Ze”t S
172.28.8.50| 172.28.8.51 s
etho_ [_ _etho

| |
S| b= (8] = I
-
ative HA | | | @B | | 1€%A |1
| | Active Standby | For Out-of-band Access to
_eth1_ [ = _etﬁ H= = Switches via mgmt0
10.0.5.50 [I[#0:0:8.51 All eth1 L2 Adjacent A
eth1 VIP:10.0.8.49 1006024 >@ »
eth2 eth2
192.168.8.50 | 192.168.8.51 All eth2 L2 Adjacent ~ & —
eth2 VIP: 192.168.8.49 192.168.8.0/24 -

For in-band Access to
Switches via the front-panel port
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B 72 828689750 roetaro8—Tz402

CiscoDCNM 7 5 X4 E—F
R13: 3V Exa—T420 VSR %EFEALT= CiscoDCNM R % > 70V ER
For External Access

>
Ll
All ethO L2 Adjacent  172.28.8.50 172.28.8.52| 172.28.8.53] 172.28.8.54
172.28.8.0/24 eth0 eth0 eth0 eth0
a— a— )
L=l (= (=]
DCNM
Standalone SENM DGR TN
Compute 1 Compute 2 Compute 3 For Out-of-band Access to
Switches via mgmt0
All eth1 L2 Adjacent 100 Setgg eth1 100 862131 o0 :t5h41
10.0.8.0/24 .0.8. 10.0.8.52 .0.8. .0.8. '
>‘
- W >
i i 192 t:ghSZS 52 1192 ?gh828 53|192 ?EihSZ 8.54
192.168.8.0/24 192.168.8.50 .168.8. .168.8. .168.8. >
For in-band Access to

Switches via the front-panel port

14:22E21—T 429 U5 R2%FEMA LTz Cisco DCNM HA O R

For External Access
>

eth0 VIP:172.28.8.49
Ll
All eth0 L2 Adjacent  172.28.8.50| 172.28.8.51| 172.28.8.52| 172.28.8.53| 172.28.8.54
172.28.8.0/24 etho |__ _etho | etho etho etho
| l

penm | ? — ? |
Native HA | Y% 5
‘ ‘ 1| M DCNM DCNM
For Out-of-band Access to

Compute 2 Compute 3

| Active Stand-By ||| Compute 1
—— ] = = e == Switches via mgmt0
ethl ethl ethl ethl ethl
All eth1 L2 Adjacent 10.0.8.50 10.0.8.51 10.0.8.52 10.0.8.53 10.0.8.54 ~ '
10.0.8.0/24 eth1 VIP110.0.8.49 "
eth2 eth2 eth2 eth2 eth2
All eth2 L2 Adjacent ~ 192.168.8.50[192.168.8.51192.168.8.52/ 192.168.8.53|192.168.8.54 >\—)_>
192.168.8.0/24
eth2 VIP: 192.168.8.49 For in-band Access to
Switches via the front-panel port

DA 2 BB TRy bDeth2 /A o3 —T (4R
ZOYF Y AT, ethd & ethl DA X —T7 A ARE LS T Xy FHNIZH Y, DCNM & =
VEa—T 4T Deth2 A U E—T 2 A ANBBRDHY TRy MNZHDH I EEEZBL TS
|2
W 2R L ET,
+ eth0 — 172.28.8.0/24
« ethl —172.28.8.0/24

 eth2 — 192.168.8.0/24

AIREZREBIIRD LBV T,
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» Cisco DCNM 7 7 A Z fiffpE— K (127 ~—)

«CiscoDCNM 7 5 2% E— K (128 X—3)

Cisco DCNM — 5 X 2 fi#fRE— F

15: 3V E2a—FT 42T VSR EHEALAL CiscoDCNM R 2 > K7 0 VR (HATEL)

For External Access

172.28.8.50
eth0

172.26.8.0124 >

DCNM
Standalone
For Out-of-band Access to
Switches via mgmt0
eth1
172.28.8.60 ) L
S/ N
172.28.8.0124 > >
eth2 ‘
192.168.8.50 - \

For in-band Access to
Switches via the front-panel port

16: 3> Ea—T42T VSR EHER LA Cisco DCNM 4 T« 7 HARH

eth0 VIP:172.28.8.49

All eth0 L2 Adjacent

For External Access

172.28.8.50| 172.28.8.51
etho_ [ _etho

|
DCNM — ? =
N N
. ~ ~
Native HA | ; &)
| | Active Stand-By |
“etht | Tetht [[ T

172.28.8.60 | |172.28.8.61

All eth1 L2 Adjacent

>
L

172.28.8.0/24

For Out-of-band Access to
Switches via mgmt0

eth2 eth2
192.168.8.50 | 192.168.8.51

o G A
eth1 VIP: [172.28.8.59 172.28.8.0124 "o >
All eth2 L2 Adjacent ~ @
192.166.8.0/24 > >

eth2 VIP: 192.168.8.49

For in-band Access to
Switches via the front-panel port

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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CiscoDCNM 7 5 X4 £—F

B17: 3 Ea—FT42T V53R %EER LT CiscoDCNM R % > K7 0 > REH

For External Access

>
L
All ethO and eth1 172.28.8.50 172.28.8.52| 172.28.8.53] 172.28.8.54
L2 Adjacent eth0 eth0 eth0 eth0
172.28.8.0/24
o N
DCNM ? =
Standalone <
vl
‘ DCNM DCNM DCNM
Compute 1 Compute 2 Compute 3| For Out-of-band Access to
eth1 eth1 eth1 eth1 Switches via mgmt0
172.28.8.60 172.28.8.62 |[172.28.8.63 | [172.28.8.64
> —
eth2 eth2 eth2 eth2
All eth2 L2 Adjacent 192.168.8.50 192.168.8.52] 192.168.8.53| 192.168.8.54! ~ff .
192.168.8.0/24 TR

For in-band Access to
Switches via the front-panel port

18:30E1—T 12T U S5R2EHER LT CiscoDCNM %1 T « 7 HARHH

eth0 VIP:172.28.8.49 For External Access

>
Ll
All ethO and eth1 172.28.8.50| 172.28.8.51 | 172.28.8.52| 172.28.8.53| 172.28.8.54
L2 Adjacent eth0_|__ _eth0 I __ethO eth0 eth0
172.28.8.0/24
I E’-
pcnm | =
Native HA |
—4 DCNM DCNM DCNM
| Active Stand-By I compute 1 Compute 2| | Compute 3| For Out-of-band Access to
T — ———— Switches via mgmt0
eth1 eth1 eth1 eth1 eth1
172.28.8.60 | [172.28.8.61 |[172.28.8.62 |[172.28.8.63 | [172.28.8.64 )
g —>
eth1 VIP: 172.28.8.59 ———
eth2 eth2 eth2 eth2 eth2
All eth2 L2 Adjacent 192.168.8.50 | 192.168.8.51)192.168.8.52| 192.168.8.53|192.168.8.54 ~ \ >
192.168.8.0/24 e
eth2 VIP: 192.168.8.49 For in-band Access to

Switches via the front-panel port

CiscoDCNM B LUV OV Ea—TF 4 25 /J — FOYIEEk:

SIEL R~ RT AE L A A N—LDWFTO CiscoDCNM BL Rz o B a—
T 4T ) — ROYEP BRI OV L ET,

RE<

WOIE, 3 2OV — IUEUEETHAR—FIN TS DCNM BLPa sy Ba—T7 07
J— ROWEN k2 R~ L CWEd, IS —NE, K=K F¥ 2L E2NLTAL vTFOD
VPCATIZERE SNV CWAMERNH Y £7, ZHIZKY, B—D U U ZIZEENREELLD
H—DAA v FTREENEAELZVT DL, @URMEEENSONET, AL v FDVPCL
T, B —N~OEBE A RIS 54 7 7 VPC T L R ENET,
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19:3 & DY —/\%EF L= Cisco DCNM VM #3145

IP Reachability IP Reachability to
External web access to to mgmt0 port of switches via the front-
the DCNM the switches panel port

[

External Out-of-Band y/ In-band

VLAN 10 — 172.28.8.0/24 for ethO
VLAN 11 — 10.0.9.0/24 for eth1
VLAN 12 — 10.0.10.0/24 for eth2

vPC Pair of
Nexus Switches

Compute
3

Port-channel trunk
with vlan 10-12

WORIL, 5 5D —NNRMUERETDO VM A A =)L THR— F TV 5 Cisco DCNM
Lo ava—T 400 ) — ROWEHRERZR L TWET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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20:56 DY —/\%EHEH L1 Cisco DCNM VM 0432 #ft

IP Reachability IP Reachability to
External web access to mgmtO port of switches via the
to the DCNM the switches front-panel port
External - /" Out-of-Band ™~ In-band

VLAN 10 — 172.28.8.0/24 for ethO
VLAN 11 —10.0.9.0/24 for eth1
VLAN 12 —10.0.10.0/24 for eth2

vPC Pair of :
Nexus Switches |

=) =

Compute Compute Compute © Port-channel trunk
1 2 E with vlan 10-12

RT7 AZILDA A =)L

AT AKX T CiscoDCNM %A A b=/ T BHI21E, 5 B —A"DBKETT, ROKIE,
CiscoDCNM BL R Ea—T7 4 7 7 — ROME G E2 R L TWET, £ —IC
X, FHIFET eth0, ethl, BLPeth f v X —T =2 A R~ BT END 3 OOWEA
=T xAANHDH T EICEBE LT IEI, YWY — 373 CiscoUCS VIC 1455 AR A > & —
T2 A A= RIpEOBEHHRE Y NT—7 THETHZ THERSN T DIHEEIE, i~ v
ERIERIZ, = NInB AL v F~DR— N F v FOEER A ML TE F9,
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21:CiscoDCNM £ AV E1—TF 4 245 R7 AR )LOYIRE

IP Reachability to IP Reachability to
mgmtO port of the switches via the

External web access
front-panel port

to the DCNM switches

Out-of-Band In-band

External

VLAN 10 — 172.28.8.0/24 for ethO
VLAN 11 —10.0.9.0/24 for eth1
VLAN 12 — 10.0.10.0/24 for eth2

vPC Pair of
Nexus Switches

Comzpute Com3pute eth2
eth1
eth0
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TAHFRZ VAN (NI Ty TELY
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ZOFEE, WOBETHER I TWET,
e AHX L RT7E Y DCNM By 7 v 7 TD CiscoDCNM BLX X7 7V r—y g0 5—HD
Ny 7Ty 78 KL OME TG, on page 133
e FAT AT HATY 7 v 7 THDCiscoDCNM BXOXT SV r—gy 5—HDRy
7w 7 X OME L, on page 135
*« Cisco DCNM ¥ > 7L HA /— RO U 130 (136 ~=2—)
cEHT T RO INY (139 N—Y)
« SRM Zffi il L7= HA O EEDEE (140 =—2)
« VT AX By T w7 TO CiscoDCNM DRy 77w FLiEE (143 <X—3)

A2 F7AYDCNM Y 7w T T Cisco DCNM &
FOT7TVr—a3 0 T—30ONVIT7vTEIVET

SHBION T TN 2—FT 4 T DHIZ, CiscoDCNMT ) r— g9 5T—2Dy 7
T T EERTEET,

)

Note U J—=11.3(1) TI&, sysadmin & root L——D /XA T — RE[FE—TiEH Y A, 11.501)

W27 77 L— K35 L sysadmin 38 KX O root = —H—D /XA T — RIFRFEFEINET,

72 L, 7Ty L— R1%IZCisco DCNM Ty 7 7 v 7 L0 a FATT 5 & | sysadmin = —
YP—lTroot = —HF—iInHNAY — REMWKT D720, W O2—PF—=RNE LA — kb

I, EENETLEL, MFDOZ—F—D 2T — REEETX T,

CiscoDCNM B LI ORT AU 4 — 9 0 F—F2DNRNy 77 v FEERT HI1E, IROVEEX%SFET
LET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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ATv T
ATy T2

ATy T3

ATv74
ATy TH

ATvT6
ATy T17

ATvT8

ATvT9

Procedure

SSH %A L C Cisco DCNM 7 /' Z A4 7 Rl 74 LET,
appmgr backup 2~ REHHLCT SV r—var T—2DONNy 77 v 7B LET,
dcnm# appmgr backup

U U —2Z11.4(1) LAF%E, Cisco DCNM TiL, Ny 77 v 7% U E— |k scp b—NRFTE D
cron Va T ERETEET, AT TVa— I Nu I T v T EHRET DH-DHIT, appmgr backup
schedule =~ > R&EMHLET,

dcnm# appmgr backup schedule [day] <hh<hh>:<mm>
[destination <user>@<host>:[<dir>]]

R T T T ANELEERBEFICat—L, DCNMT7 794 TV A&k vy hEDT L
F9,

AVAR=ALINTNDL VM AELH7 U 27 L, [EIR (Power)] > [EBIEA 7 (Power Off)] % 3R
Li‘é‘@

HILWDCNM 7 774 7 o 2% BB L £,
VM OFBPNA /o765, [aA2Y—IL (Console)] #7527V v 7 LET,

DCNM 7 7' I A 7 UV ARRESNTND Z EE2RT Ay E—UREHEICRRSNET,
BT A EHITT 22T, 77 UFICURL 22— L TR (T £E7,

DCNM Web f A —F Ul C, [BE (GetStarted)] %7 V v 7 LET,

Cisco DCNM A > A b —F DBEE T, A7 ar R¥ 28R LET,

AT w7 2, onpage 134 THERSINT=NY 7T v 7 77 A NVEFIRLET,

DCNM O B A #it1T L £ 97,

[ (Summary)] % 7 C, EEDFEMZ MR L ET,

HIDO X TIZBEN L CREEE LT HI21E, [l (previous)] #27 UV v 7 LET, [41 VA F—ILD
iR (Start Installation)] %7 U w7 L, &R L7 EBE— RO Cisco Denm (R4 7 77 4 7 >
AAVAM=NETTLET,

HEATRUAN—DRREN, BT L=t 77— BfF0#EY, B3LTA X h—Hofk
RN RR SN ET,

FRIEF RS —1Z 100% & RS- 6, [#1T (Continue)] #27 V v 7 LET,
F—=ANETTENTZS, appmrstatusall 2~ RZEH L TAT—X A &R LET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| T4922 UARY (KvH 7y TEEVHETR)
FAF4THALY k7 9 TTH Cisco DONM 5 EUT Ty sr—a> F—anivs 7y Issvas |

T4 7“HA-I:'“J k7w 7TDCiscoDCNMB LUV T7 T
)5 — 30 T—3DNY I T7TyvTELVET

BHBLORN T TN 2a—TFT 4 7D, CiscoDCNMT F U r—3 g F—X DRy 7
Ty T EERTEET,

)
Note U J—=11.3(1) TI&, sysadmin & root L—W—D /XA T — REF—TixdH Y £ A, 11.501)
W7 w77 L— KT 2% L sysadmin 3 X O root —H—D/RAT — NIfEFFI N E T,

72 L, Ty 77 b— R#&IZCisco DCNM Ty 7 7 7 L8504 FAT73 5 & | sysadmin == —
P —lTroot L—HF =B NNRAT — REMET 5720, WHFOL—HF—R3FE L NAT— REFEH
FT, HBANETLESL, MFO2—F—D/AYU— R2ERTEET,

FATATHA®Y T v TP TTF—F Oy 77 v P ETEETTHIE. ROMEEEFET
L/i‘g—o

Before you begin

TOT 47— FBREELTEY, EELTWDS Z L 2B L £,

Procedure

ARTYT1 TIT47 J—RBEEL TN EI NEERLET, TNUNOEAET, 7 o—NF—
N—% NI TLET,

ATvT2 SSH i LT CiscoDCNM 7 7 A4 7 AlZa /7 A4 LET,

ARTYTI TITATBILOARAZ AL DM FGOT 774 7T > ATappmgrbackup =~ > K& LT,
TV r—ary FT—=RDONy T v T RS LET,

dcnml# appmgr backup
dcnm?2 appmgr backup

U Y —211.4(1) LAFE, Cisco DCNM TliL, N 77 v 7% U E— |k sep B —NIRFTE D
cron ¥V a JEFRETEET, ATV Va— L RNyl 7 v 7 REETH7-DIT, appmgr backup
schedule =~ > RZ&H L £,

dcnm# appmgr backup schedule [day] <hh<hh>:<mm>
[destination <user>@<host>: [<dir>]]

TITATBLOARLZ L NADEEDT TIZ3AT L ADNN I T w7 77 A NVEZERIPNIGATIC
at—L, DONM 7 FI9A4 T v Ay vy AT LET,

AT T84 AAP—NEINTWDLEVMELZ Y v 7 L, [BIR (Power)] > [EiRA 7 (Power Off)] Zig&R
LET,

2TFYT5 HLWOWDCNM T o534 T A% % AT 47 HA E— FCRELET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B cisconenm s s HA S — kD By

ATvT6

ATy T17
ATvT8

ATv79

ATv710

TIT4TRBIPALZ NN, TTFIA T ADE ST T, VMOERZA AL, [AvY—
JU (Console)] # 7% 27V v/ LET,

DCNM 7 7T A T UV AMFEEINTND Z EERT A v —UPNHEICERINET,
W7 vt 2 &HT 4 21203, 77 UFICURL 22— L CTRED fHIF £,

DCNM Web A > A h—F UL T, [ffA (GetStarted)] 22 UV v 7 LET,

CiscoDCNM A > A F—=F O[T, A7 a v RF o 2@RRLET,

AT w7 AT w7 3, onpage 135 THERININY 7T v 7 77 A NEBRLET,

INTA=ZDMEE, Ny 7T v T 77 ANpbGmARbN, BBIASNET, LEITEET
EAEEELET,

DCNM D &R Z#efT L £ 97,
M2 (Summary)] % 7 C, XEDFEMEZHERLET,

Moo & 71 BE L CREREE T 513, [#T (previous)] #7 U v 7 LET, [ YR F—ILD
Btk (Start Installation)] %7 U w7 L, &R L7 EBE— RO Cisco Denm (R4 7 77 14 7 >
AAVAR=NEZETLET,

TR —DRREN, BT Lo A=t 7= BfF0#EY, B3OS VX h—Hofk
I FR SN ET,

FRIEF RN —1Z 100% & KRS - 6, [#4T (Continue)] 27 UV v 7 LET,
T2 NMETEEINT- 5, appmrstatusall 2~ > REFH L TAT—X A 2R L £,

CiscoDCNM > %J JLHA / — kKD A7\

T, YT IUFITOWTEFELLSFHI L, CiscoDCNM ¥ 7V HA / — R& U N 3%
FNEIZSWTELA L £ 7,

RO TIE, CiscoDCNM AT 4 7 HA Y 8T v 7T, 1 DETWGT O/ — R TRED
BAELEHEEDOTRTOY XY FEITONTEHELLBBALET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| T4¥x2 UARYSvI 7y TEEVETR)

Cisco DCNM &> L HA 7 — ko 5y [l

BEDQDAA4T EES S/ — |ERE|Eh> | UHh/NY)FIE
RIT—% A
N—X FAT (N Y
1) 7y
Ny | DMER
77| Ak
TIA<Y J—FKnkbh | 774~V | — — 1. B %Y )—F&774
F L7, J—F <~V J—RNIZ&E# L £9,

v h oY J—FKBRTTA
< VIRV E LI (T =—b
F—=R—=DT= D),

2. HLWWEDLFY J—FD

2
ax &

TIAVBIOEN F
U =N F—=Z = 2R
PNET, B FY ) —
RRT T4 VIRV EL
T2 (7 == VA== D 7= 8)

7FI7A4=<Y
T H N 2

TIT 4TIy J— R
DHEEFHL, AX NS T4
~VU J—FRERBILET,

TITF 4T HY wHFY | — x FlLnem oY ) — ROKRE

J— R0kbivE Lz, J—F

T = — )V — = NRA T

TIA=Y J—KnBT 7

T4 7o TNET,

TIT 4TIl HY vhoHY | — I |Web A VA =T &L T,

J— R KbiIvE LT, /J—F Lk XY ) — RERE

7z — )V F—R—RNEKT LET, [EXTRADONY I TV T

FS5 A= J— KRBT T77A4INVEELHRA R b —

F 4 TN TOER AL JU (Fresh installation with backup
file for restore)] %R L £ 97,
HA X EWmE T, [EA2F )
DCNM / — RDHZEETT 5
(Restore secondary DCNM node
only)] Zi&IR L 7,

THEY RE N =B FY | — X LD ZY ) — RORE

R KDL ET, J—FK
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B cisconenm s s HA S — kD By

FEED2AT mEd 5/ — |ERe|h> | h/NFIE
RIT7—%4 AR R
R—2X SAT|(INyY
1) 7y
NV | DMER
7w 7| AR
CHFY AL =R FY | [T | Web A > A b—F 2 LT,
IPATS SYIE S s =K FLOED LS Y ) — FERE

LET, [Ex-RONNY I Ty T
T7AINEECHRA VA b—
JL (Fresh installation with backup
file for restore)] Z &R L £ 7,
HA 3% EEE T, [EhoF Y
DCNM / — FD#EETT 5
(Restore secondary DCNM node
only)] ZEIR L £,

TIA=Y J—RKnBT Y vHHY | — — T4~ =KX, ghHF
TATTT, B HY R | T—HX—2X U ) — RNEFRMT 57012
BN T HR—= AR LET,

bivE L7,

thoHY) J—EhnTS534T) /J— KDL
vHh XY ) —RETTA~=Y J— RIZEHBT A2, ROFIEZEITLET,
1. B %Y /J—FRTSSHZMHALTDCNM r—Nizue 74 v LET,

2. appmgrstopall 2~ F&HL T, W&V /) —REOTRCOT TV r—ra %
=ik L £,

3. /root/packaged-files/properties/ha-setup.properties 7 7 1 /WIZ BB L £ 97,
4. ¥ H) ) —F a7 T4~ J—FLELTRETDHITIE, /—FID%Z LIZHRELE
ﬁéo

NODE_ID 1

v HoHY J— RO/ —FIDZVIWCEERE L%, Y—"2HEHLET, HVEh &R
HLWTI7A4<) /J—RELTHESBLET, kb7 74~ Vs &) /J—FREL
THEBRL, Lk o2 J—RERELET,

thoHFY J—KFOER

v HH) ) — FEERTHICIE. WOFIEAZEITLET

1. AH L K722 CiscoDCNMZA A =)L LET, kbt h o HFY J—FREFRUE
ExEFHLET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| T4¥x2 UARYSvI 7y TEEVETR)
gE7hyvrounsy |

\}

G 794~V /—Fpkbih, WD HY )= RRT T 4<Y /) — FZEBR SIS EE.
KoNTETITASIVEETH LWAZ KTy J— REFHELET,

2. SSHZEMEHLTHLWDCNM AZ > K7 ay $—RiZu /A L, appmgrstop all 2~
VREFEALTCIRTOT Y r—va v aEIELET,

3. appmgr root-access permit ZEH LT, HrLW/ —FD/froot T 4 L7 R ~DT
7B Azt UEJ,

4, SSHZEFHEHLTFI7A4~Y /—Rica 4 L, appmgrstopall =~ > RZEH LT~
TOT T r—yar&EIELET,

5. appmgr root-access permit Z#FEH LT, 7714 ~VU /J—F®D/froot T 4 L7 kU~
DT 7 A%t LE T,

6. 774~V J—RT, /root/.DO NOT DELETE 7 7 A V&MELET, T4~V /—
RC NATIVE_HA_STATUS /X7 X —% % NOT_TRIGGERED (Z&& & L £,

7. appmgrsetup native-haactive 2~ > REFEH LT, 774~ J— K777 47L LT
RELET,

8. appmgrsetup native-hastandby =~ > R&fliHH LT, ¥ ¥ /) —R&RAZ (&L
THERR L E 77,

BETHAO DY) AN

Py h =B —YP—/7 LT VY VINMFIET DA . Cisco DCNM Web UL 225 12 7 A
VLT 2= =D R T — RKE Y IR TEET, [RTv75 (140 %—) | 25
LTL7Z&EW,

Cisco DCNM Web Ul = —F —F 721332 U — R &EEET 5121, ROFNEEZETLET,
1R BHHEIIZ
IRAT— RE BT HHERND D Z L 2R LT EEN,

FIE

ATwF1 SSH ZE# L., froot =—H—¢ LTDCNM Vr—iza 74 LE,

[root@dcnm] #

ATFwF2 /usr/local/cisco/dcm/fm/bin 7 A /VAIZBEI L £,

[root@dcnm]# ed /usr/local/cisco/dcm/fm/bin
[root@dcnm bin]#

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B ssvzemLE R oxERE

ATvT3

ATvT4
ATy TH

ATvT6
ATy 717

ATvT8

addUsersh 227 U 7 24T LT, HLnry b —7 EFHE—F—Z2{ERLET, HLwv
a—W—4 NAT— R, F—HR—Z RAT— REEELET,

[root@dcnm bin]# ./addUser.sh <user> <password> <dbpassword>

WDA =TI PERSI, HrLna—F =N ERsnEd,

——————————————————————— OUTPUT —-———-—————————m———mm
----insertUser--------
-—--username---------- johnl23
-—---role-—-—-—-—-——-—--- network-admin
----insertUser-------- done. ..

Added user : johnl23 successful!
———————————————————————— END -===-==—=—-——

L —H%—T Cisco DCNM Web UL 12 e 7' A > LET,

[BIE (Administration) 1> [B¥E1—4— (Management Users) ]>[A—#JL (Local) ] %%
RLET,

L na—Y—RNU 2 MIFERENET,
NRAT—=REYHIA)FHa—HF—%2BR L, [RwE (Edit) ] 712> %227 0 v 7 LET,

[—V—#RfE (EditUser) |74 FU T, 2—F—0 [A—JL (Role) ] & /SRT—F
(Password) 124 % L %7,

INAT— K% 180 H CHIRRUINICERET HZ &L TEE T,
[Apply] 27 U v 7 LTERNEZIRF L ET,

SRM Z{EF3 L 7= HA O = 0] 5%

Cisco DCNM U U — % 11.5(1) IZ, VM Site Recovery Manager (SRM) (ZIEHICHEATE £,
SRM F, 7x— /A —NR—b T x— ARy JOHEIF— A N —3 g VAT A X T
B A DERNRIZIMZ DT AP AZ VHNRY V7 N7 =27 TF,

\)

GE) ZORF2ALPFTIE, BERY—7 7 —|ZoWTEB LET, SOV TIL,

https://docs.vmware.com/en/Site-Recovery-Manager/index.html ZZHE L T 72 &\,

DCNM %% L C SRM IZBATT HI2iE, IROX AT ZEITLET,

1. YA M1 TEITEINTWD vCenter, SRM, VM L7’ rr—% =~ 3x—U v & FITTHEH
H—3 (ESXi6.7) ZHELET,

2. [EEIZ, ¥ A 2 THEFTT D vCenter, SRM, VM L 7V r—& w32 — ¥ 2 ETTHE
A — N (ESXi6.7) ZRELE T,

VRM 1%, 25V A FBROYA M2 VM 2884501 b E£9,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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| F4¥R2 VAN (NI 7y TEEUHET
shm £ L1- HA oscEEs [

Y

() TRXTOVMEZRUYA MCEEDTRATIVNENDHY £, DCNM VM 2B1T7T 5546
GHER Y B ARV EZZT A FRZ U ARY) | T_XTODCNMVM % U N Hoof NI
TTHALENRDHY F9,

3. [T 2 Sitel % Site2 [CHE L F,
4. Sitel 33 LU Site2 % Site Recovery Manager (AT L 7,
5. UARNY 4 MZVM ZEMLET,
Bt
« ESXi 6.7
* SRM 8.3

DCNM HA & 4 B2 & U B8 FHIZ SRM R ET AT, ROZ A7 E2FEITLET,
1. SRM #jiZ#EhL £,

2. Sitel £ Site2 X7 VT LET, VXU =T arNETd 5L, WOV A FasEH
EhET,

3. [FEMIOF R (View Details) 1227 U v 27 LT,
[BEZ (Summary) | X— UM E £,
4., [#F% (Summary) | ¥ 7 C.
1. [y hU—7 =y 7 (Network Mappings) |1 %727 U v 7 L. Sitel & Site2 D[fj )7
TVMMPMERT 5%y PV =V &2~vy B 7 LET,

2. [Z74NMF <7 (FolderMappings) 1% 7 U~ 2 L%, vCenter 7 VM (Zff 3
LI NCDT AN T~y B 7 LET,

3. [VY—A~vELrZ (ResourceMappings) %7V v 7 LET, Sitel DF =2 R—x
YEDOUY—=R2&Site2 DAVR—RK L MIv Yy BT LET, [V vy BT
(Reverse Mapping) ] C [Yes] Z R L £,

4, [FL—RAFRNE FT—H AT (Placeholder Datastores) %7 VU v 27 LET, HmA K2

FAAETELWTF—Z ATy B LET, e xiE, RA NI TAZAND
VM %, ~ v 7 aEnksy—2 A MTIicERsnEzT,

Y

GE)  VMMBRELWF—Z R MTICEBEEIN TWAEZ 2R LET, 9 TRWEE, VARY 7
TR LET,

5. [V7'U 4 — 2 (Replications) | &% 7 TiZ,
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B sev zER L HA o=@

1. vSphere Replication ZfEH LT, Y—ZX A bk bH¥—F v b %A MZVM 2EH L

\iﬁqo

2. O~ A T, [Outgoing] 7 U w27 LET, site2 LRI NT=TXTOT—4n
ERINET,

3. Sitel IZH Y, Site2 [T X TOLF NV r—varRNbiHGA, ZOX 713D F
7

4. S DORA T, [Incoming] 27 VU v 27 LET, Site2 EREAL TWDHTXTHO VM D
AT =B ANKRRINET,

5. FATELIHRART —ZHREZREST D0, VTV r—va VORERIZY AN
RNA > AR (RPO) fEZEE L ET

6. [FH (New) 1227 Vw7 LT, L7V Tr—var bAT7 oV EREL, BEY BN
VARA L FERELET, VMORIZHDKANZZ Y v 7 LT, VMDOKET —H %
FrLET,

6. [fR## 27 /L —7 (Protection Groups) ] % 7

12ODY AN FT7 031 DL EOREZ V=TI ShET, YUY 7703
Site Recovery Manager (28 £ D7 N —TNOEME~ > % U D) 35 HikEaiEE
LET,

7. [UANY Z7Z > (Recovery Plans) % 7 C,

RS A R & U BN YA kT SiteRecovery Manager ZiX & L7=%. VA NNY 7F 0 %4E
., 7 AN BIOFETTEETS,

1L UVARNY FI7 U BERETIIEET 5561, FTBSNTBITERLITT A AL VD
NUIHERT 2R1C, 21127 A FLTKL 7151/\0

2. tREESNTZHA I U IARNY o MUEE~ Y U E2BITT 57201, Ftmsinik
WCUANY TT7 2T TEET, gV A FTPHILRWA N2 A
L. 7= BKDND AN H D561, FHEAORITY AN 75 & F4TT
HZLEHLTEET,

3. VAN FITUEER, TA N, BXOETTHZ LT, U BNY Fd Site Recovery
Manager D7 7 v a L AL <A XA TEET,

4. ZOFZ7rHIVANY F—FTETT DL, REF A FTVMD Y ¥ v ¥ T Uik
TS, VAR A RTVM O Y AN RNFITENET,

5. ROWTNLDY I NY ZATEBRRTE ET,

- EHEIRIBAT : BOTOLEE Y A AY P MCEBL, =7 =28 AELEBAIEY
AR Xy eV LET, FHERIBATHIE, U Y — A EPR e EZ IT L2
NWTLZE0,
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| T4¥x2 UARYSvI 7y TEEVETR)

5524 £y k7 ITO CiscoDINM /3w 57 v T [

cTAYFRE VAN FEHOERZ ) A YA MERLIS L LETH, £
NUSMIEFHDOA b L—V R =2 2L Ed, =7 =03 RBAELEGETH,
AR ZfidtT LET,

6. [F1T (Run) ]OHBAD[.]%7 Vv 7 L, [Fri#& (Reprotect) 1%~ U > 7 LTVM
AR D0, [Frokn (Cance) 1227 U v 7 LTI AN T 0 aAFIELET,

Site Recovery Manager 78 U 78N 2 FAT73 5 & AB~ o) N A FTRELET,
SNV A IR A T A VIR T2 & | lreprotect & EATTHE, LT U r—v gDl
M2 VIR HFA FDY DAY SN~ P nDRES N A MIIRES
ET,

HS5AB 7y hT7 v TTOHCiscoDCNM D/ Ny o Ty T

EEX

&
ATy T2

GBI RN T TN a—TFT 0 T DI, CiscoDCNMT F U r—a s T—2D/Ny 0
7y T EERTEET,

CiscoDCNM 7 FAX ®y N T v X TT—H DNy 7T v P EETEFEITT DL, ROIEE
FEITLET,

1R BHHIIZ

appmgrshowha-role 2~ > R LT, 777 47— AZ A H——=DEHEL T
WHZEEF 2y LTHERRLE T,

141
TIT 47 ) — R TROEEEFEITLET,

dcnm-active# appmgr show ha-role
Native HA enabled.

Deployed role: Active

Current role: Active

AL NA ) — R TCROBA AT LET,

dcnm2-standby# appmgr show ha-role
Native HA enabled.

Deployed role: Standby

Current role: Standby

FIE

SSH # il L C CiscoDCNM 7 7' Z A4 T > Alzu 74 v LET,

TITATBLRRAZ L NRNALDEMIFTOT FI7AT A, BIOTXTOaryCa—7 47
/— RTappmgrbackup 2~ REFEH LT, 77V r—ar T—20ONRy 77 v 7 &I
BFLET,
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B /525ty 79 7TociscoDeNM D3y 57 v T E 5

ATvT3

ATvT4

ATy T5

ATvT6

ATvT1

ATvT8

ATvT9

dcnm-active# appmgr backup

dcnm-standby# appmgr backup
denm-computel# appmgr backup
dcnm-compute2# appmgr backup
denm-compute3# appmgr backup

TRTCDO) = KON I T T 77 ANEBEERGATICa2E—0L, DCNM 7T 7947 v A%
VY AT LET,

AVAP=AINTNWDSL VM 247 U w7 L, [EIR (Power)] > [EBiEA 7 (Power Off)] 4 4R
LET,

2250 CiscoDCNM VU —R 115 TS IF7A T A%A A= LET,
GE) KA NEWLURIOT VT ATBEORARAZ N TTFIAT U AE—BT DI a2
BLET,

FNEIZDWTIE, TCiscoDCNM DA A h—/v] ZHHL TN,

390 CiscoDCNM 2> B a—F 47 ) —FR&E AL A =)L LFET,

GE) RARNENRLRIOa L Ea—FT 400 J—RE—HT2Z L H2HERLET,
FNEIZHOWTIE, [CiscoDCNM 2B a—F 47 J—RKOA A=) #BRLTLE
S0,

Woa<y REHFEHLT, §XCH/)—KRT /root T4 V7 MJITI7®ALET,

dcnm# appmgr root-access permit

WKDa<wy REFEHLT, 77274 7TBLRRZ LN, J—RTTF LA RN BEIELET,

dcnm-active# systemctl stop pmn-telemetry
dcnm-standby# systemctl stop pmn-telemetry

WhDa<y REFEHLT, CLILEY o RA&E L, 77T 4T ERF U RL Ry I T v
T T ANERIURANET/ — REETTDHLOIC, BEAKEHZTLET,

G¥) % . Active, Standby, Computel, Compute2, I35 O Compute3 DIF] UJETHE
T35 E21CLET,

dcnm-active# APPMGR ALLOW_RESTORE=1 appmgr restore <dcnml-backup-file>
dcnm-standby# APPMGR ALLOW_RESTORE=1 appmgr restore <dcnm2-backup-file>
dcnm-computel# APPMGR ALLOW RESTORE=1 appmgr restore <computel-backup-file>
dcnm-compute2# APPMGR ALLOW_RESTORE=1 appmgr restore <compute2-backup-file>
dcnm-compute3# APPMGR ALLOW _RESTORE=1 appmgr restore <dcnm2-backup-file>

F—ARETENZS, appmrstatusall 2~ > REFEHA L CAT— X A 2R LET,
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| 49282 UARY (Kvs 7y TEEVHER)
5524 £y k7 ITO CiscoDINM /3w 57 v T [

RDERY
W27 LT oy B R L TDCNM Web ULiIcu 74 LET,

[7 7Y r—3 3 > (Applications)] % 71Zi%, A A h—/L L7 DCNM EB CEITHDO T T
DY —EANFRENET, [2Ea—T 47 (Compute)] ¥ 7% 27 U v 27345 &, CISCO
Denm Web UL TR S N7ZREEOHT LWV U Ba—T 4 VI NFREINET,

JIGARNC A a—T 47 ) — REBINT D012, FFc-o>\WTi, EBREA O [Cisco
DCNM a7 4 Xa2lb— g HAR] O (752 F ) —Ra~Dar ' a—F 4 7 O]
R L TLZE 0N,

\}

(E)  DCNM ZA VA F =)L BT T AZ LI=F— REFZ Lo - =841, appmgr afw
config-cluster =~ > RZMEH LT, avta—7 47 77 A2 /MM LET, FIHIZD
WL, [CiscoDCNMLAN 777U w7 a7 4Xal—Yar HAR] o a v a—
TAYT IITARZEHICT D] 2BRLTIZEN,

AV a—T 4T )= RBAT T a— L ENTWRWRT — A 7V EFETL, BT &
&, Elasticsearch = > 7 FITEE L EH A, —HOT7 7 A VT AT AP LTV 2 ATREMED
HVET, ZOREERRT LI, fsck-ya~r FEEHLTE—7F—RFTarta—
TAvT I —REHFRHLET,
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FAHREYARY (Ko 7y TeLUER) |
B /525ty r7yTTnciscoDeNM DNy s Ty T EfER
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FLEAE
« DFFAEEIE (147 =)

DEAEEE
)

GE) ZoE 73 Tk, DCNM OVA/ISO O EBICOLmA S ET,

U U —Z 11.2(1) LA, Cisco DCNM TiE#H LWL E B LW CLI T, Y AT A ETiEAED
AVA NIV, T o7 T L—REDETL, BIENARETYT, T2/ T 47 J— RInHAX A
J— RIGGEAZEZ =7 AKR—F LT, XM T4 7HA® Y N7 v 7O GO T IZE CikiE
DD LR TEET,

CiscoDCNM XA 7 4 7 HA|® Y N T v 7 TlE, 77747 /— RNICCAGEHEZ A A h—
VL, P—ERERBTDH L, GEAREIFIAX NS J—REH#MICESNET, 777«
T )= RERBZLNA J— ROl TR CNEGEAENLERIGAIX, 727747 /7 — K
HAZUNA )— RGEHEEZ 7 AR — T 250ERH Y £7, ZHIZLD ., Cisco R A
T4 7 HA Y N7 v 7 OEFOET OFEHENRF CIZ/2Y £,

\)

GE) U U—211.3(1) BABETIE, REBEOE BT sysadmin 02— /L 2T 20BN H D 5,

Cisco DCNM 1%, kD 2 DDFFHEZRIEL 17,
s B B4R E (Cisco DCNM H— e X EXE T 77— a o NE@EEH)
« Web Ul 72 & OANER IR L @IET 5 720 D CA (FRFER) B4 1+ & GEHE,

)

GCE) CAZBAfFTEFEAEL A VA M—1T5F T, CiscoDCNM IF/EE Yy NU—7 LBET HT-
OHOEAEAELRRFLET,
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itsiz |
B iszezEo~zxr 7505702

SAEEEOARRA N 75974 R
Cisco DCNM TOFFHEZEHO N A RIA L ERA N P57 FT 4 A& WRITRLET,

* CiscoDCNM i3, GEEFEZFR, A A h—/, i, BLOT7 AR — b EEA R —
272D CLIN—2AD2—7 4 VT 4 Zfgft LET, ZHHDCLIIESSH 22 Y —
BT, sysadmin 22—V —DLNZN DX AT B EFfTTEET,

*CiscoDCNM %A VA =T B L&, T74/1 s THOBAMEIEAENA VA —IL
INTWET, ZOFEAEZ, SEE OWBEICHEH SN ET, Cisco DCNM DA > A fh—
NBIZ, CABAMZIEHELZ AT LA VA M—LTHUENH Y 9,

* CiscoDCNM X4 T A 7HAEZ > N7 v 7Tk, DCNM 7 77 47 /— RIZ CAEBLATZ
FEAEAZ A VA M= T 52 L AR L T, CABAMEIEREIL, BHIICAZ N
A J—FERMIESNES, L, 77747 J—RERZ A ) —ROMW;TRFRL
W FONCABAM EFEEZRFFT 2561, 77747 /— R oitFEL =7 X
A—FLT, RAZUNA J—RIIAVHR— T DHERSOOVET, 77747 /J—RE
AR NA ) — ROmFIZHECEERAEE Yy b2H Y 77,

N

GE) avta—T4v7 7 —RIWNERICEBRIN-FAEZFEH T
Hie, VI ARBEOa L a—T 47 ) — RiZi3fao 7T 7
TarbyuEHY FH¥A,

« CN (3L3844) £ F L C Cisco DCNM T CSR #4:% L £9, CN & L VIP FQDN ({&/8 IP
7 RLZAFQDN) Z5E L T, CAEBANEFEEL A A b—/ LE$, FQDNIL, Cisco
DCNM Web UL IZ T 7 B AT 5 72 OIZEH S HE B 7 R > h VIP (eth0 @ VIP) A > ¥ —
72 A ADTEREM KA A L4 TT,

*CiscoDCNM 27 v 7' 7' L — K3 BRI CA BAFTEFEHAEN A VA =1 ENTWBE
AlX, CiscoDCNM %7 v 77 L— R L7212, CA BAMZFEHELE T HILERD
D E9,

N

GE) AU IA Ty T Vb= RERBIAY T v T @ aFEIT7T5
L. REEFEON Yy 77 v TR G T HMNEITH Y £E A,

AR F—ILENT-EEAED KRR
WOa<y REFHLT, 41 A M=V INTCREHEOHMA R R TEET,
appmgr afw show-cert-details

appmgr afw show-cert-details =~ > KOWROY > 7V H T Tik, CERTIFICATE 134N+ ~
P —2BL O Web 77 7 FIZHRAE SN TV HREHEZLZ R L ¥ 7, CEERTIFICATE 2 [N
THEHINTWDIEAEL R LET,
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dcnm# appmgr afw show-cert-details

*FHFKCERTIFICATE 1****
[Certificate available to web gateway. This certificate is offered to webclients]:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4202 (0x106a)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=IN, ST=KA, L=BGL, O=xyz, OU=ABC, CN=<FQDN/IP>
Validity
Not Before: Jun 4 13:55:25 2019 GMT
Not After : Jun 3 13:55:25 2020 GMT
Subject: C=IN, ST=KA9, L=BGL9, 0=XYZ123, OU=ABC123, CN=<FQDN/IP>
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:bb:52:1e:7f:24:d7:2e:24:62:5a:83:cc:e4:88:

****CERTIFICATE 2****

[Certificate available in keystore(jks). CA signed certificate is installed here till
DCNM version 11.1.x]

If you have upgraded from DCNM version 11.1.x to later version please see installation
guide to restore

CA signed certificate to upgraded version.

alias = sme, storepass = <<storepass-pwd>>
Alias name: sme
Creation date: Oct 14, 2018
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[1l]:
Owner: CN=localhost, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Issuer: CN=dcnmca, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Serial number: 62044620
Valid from: Sun Oct 14 20:39:39 PDT 2018 until: Fri Oct 13 20:39:39 PDT 2023
Certificate fingerprints:
MD5: E5:F8:AD:17:4D:43:2A:C9:EE:35:5F:BE:D8:22:7D:9C
SHAl: 38:66:F1:CD:10:61:27:E7:43:85:10:41:3D:A3:4B:5C:C9:CC:17:5E
SHA256:
E0:87:D8:34:71:18:FE:8C:AB:18:0B:D7:85:B1:91:A8:4B:75:A3:91:BA:90:83:46:72:87:FE:FE:FE:04:F0:E1
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key

(GE)  <<sorepass-pwd>> |, DCNM H—"DA A b —VIRFIZAERR E D /S AT — RILFHITT,
ZOXFTH|E <install dir>/dem/fm/conf/serverstore.properties T4 L7 kU
(2 Y £9°, storepass-pwd @ denm.fmserver.token fif % Bt L £ 97,

A A h—V 1%, Web Ul I% CERTIFICATE 1 #& M L ¥4, CERTIFICATE 1 B’f|HTCT& 72
WiGE, ROa<wy REFEH LT, 3 _XTOT7T TV r—va w2 EIELHESHTINENDY
7,
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\)

(GE)  CiscoDCNM THRIU—#EOa~<w Yy RIZEW, 2O F IV F 2 T TITNNya—T 40004559
IZLTL7EEN,

CiscoDCNM 2 X > R7ay 794 T VAT, ROa~vy REETLT, $THOT 7Y
b—a rEEEBIOBEE L, CERTIFICATEL 2 N7V a—F 4 o 7 LET,

dcnm# appmgr stop all /* stop all the applications running on Cisco DCNM */
denm# appmgr start all /* start all the applications running on Cisco DCNM */

CiscoDCNM A 7 A THAT 757 A4 7TV AT, IRDa<wy REFATLT, XCOT 7Y r—
va v EEIEB IO L, CERTIFICATEl # 7 7 vy a—TFT 4 V7 LET,

Bz, denml T7 277 47 /— R%&xRL, donm2 TAHZ A ) —RERLET,
WD) —RTEITLTCNDT 7Y r—va vz ik LET,

dcnm2# appmgr stop all /* stop all the applications running on Cisco DCNM Standby Node
;énml# appmgr stop all /* stop all the applications running on Cisco DCNM Active Node
WD) —=RTT 7Y r—ya rERBLET,

dcnml# appmgr start all /* start all the applications running on Cisco DCNM Active Node*/
dcnm2# appmgr start all /* start all the applications running on Cisco DCNM Standby
Node*/

\}

GE) HIP7 FLAZMH LT, Cisco DCNM Web Ul ZEE+ AR T T 7 v v o 2k
]\/ij—o

CERTIFICATE L1 Z., 759 ¥ DX F A BEICERTINET,

CAEZELA{FTZTRAEDA VR =L

BEHEOYr X2 )7 BT LT CABLAMEERELZ A VAN LTEHZLEBEOLET,
CA BASTZFFAENEH#R SN, 7790 FIC Lo THiFENE T, CA BAEGFHELY FH)
THEIFTAZ L TXET,

)

CE)  FREERIT., EEOBAKETLAEVEEA,

CiscoDCNM XA > K7AY £y b7y T TCCAERFAIMRAEEZSA R M—ILT B
Cisco DCNM |2 CA B4 T XFFHELZ A 2 h—1T5121%, ROFIEEZEITLET,
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ATv T
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

CiscoDONM 24 > K70 £y h 7y I TCABLFHENEE( V2 b —1T5 [

Procedure

SSH SR Z#%H LT DCNM ¥—ice 74 LET,
appmgr afw gen-csr =~ > K& LT, CISCODCNM #—/ 3T CSR #4mk L £,

Note CSR /% Cisco DCNM IZEH D H D TH Y | kg % CSR B T E FEIED D3t
TED Cisco DCNM IZA A P =L ENTWDHRLERDH Y £7,

dcnm# appmgr afw gen-csr
Generating CSR....

Country Name (2 letter code) [XX]:US

State or Province Name (full name) []:CA

Locality Name (eg, city) [Default City] :San Jose
Organization Name (eg, company) [Default Company Ltd]:Cisco

Organizational Unit Name (eg, section) []:DCBG
Common Name (eg, your name or your server's hostname) []:dcnmhost.cisco.com
Email Address []:dcnm@cisco.com

Please enter the following 'extra' attributes to be sent with your certificate request
A challenge password []: /* This field is not mandatory */
An optional company name []: /* This field is not mandatory */

CSR 7 7 A /v denmweb.csr 23 /var/tmp/ T 4 V7 b VITIER SN E T,

Frxkxkxkkxx CA certificate installation not completed yet. Please do followings. ***xkxkxxksk
CSR is generated and placed at /var/tmp/dcnmweb.csr.
Please download or copy the content to your certificate signing server.

Z D CSR #FEHAEZL T — NIZEELET,
Note CA BA Y — L, Mkl L Cre— T,

FoRlEfIIC & o> TEA SHTZREE 2 S L £

FRAER (CA) X, 77 A4~ V. P (Issuing/Subordinate) FERHE. 35K UUL— FFEBHED 3
OOFERAEZE L ET, 3 ODOFERAET X TZ one.pem 7 7 A /WZHES L. DCNMIZA v R —
FLET,

B LW CA B4 EGEM#EZ Cisco DCNM Hh— N2 — L ET,

FEBAES Cisco DCNM — 30 /var/tmp 7 4 L7 bV ICH D Z L ZER L 7,
WD a~r REMH LT, CiscoDCNM IZ CA BA & FFEAELZ A VA h— L LET,
Note DIFIRT L9012, RUEFTROa~ >y REFETTH5Z 2 HRELET,

denm# appmgr stop all /* Stop all applications running on Cisco DCNM
dcnm# appmgr afw install-CA-signed-cert <CA-signed certificate directory>
/* CA-signed certificate with full or relative path */

Making the signed certificate available to web gateway....

CA signed certificate CA-signed-cert.pem is installed. Please start all applications as

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B oW s ALY b7y TTABEEATREE S VR F—LT D

ATy FT17

ATvT8

followings:
On standalone setup execute: 'appmgr start all'

appmgr startall =~ > FZ&ffi ] LT, CiscoDCNM T#H LWFEHETTRTOT 7Y r—3 g
vEREBHLET,

dcnm# appmgr start all

appmgr afw show-cert-details =~ > R&EHEH LT, HL A A M=/ L7 CA BL4GEHES
R L ET,

VAT AT, CAREMEFEZMEL TR, 7T UFCHRATEET,

Note CSR 1% Cisco DCNM (IZEAF D H D TH Y | xfhind % CSR B AT EFEHHE O H 03 Fr
TED Cisco DCNM |24 VA b — /L I TV DHLERH D £77,

DCNM 174 JHAEY b7y TTCABRFAMBPAEEZAI VR —ILT D

Cisco DCNM 2 CA B4 fT=FFAEZ A VA =T 5121%, ROFIEEZEITLET,

)

Note LIFIZRTLIIC, FMUIEFCROa~y REFATTDH L E2HERELET,

ATy T

ATy T2

Procedure

TIT 47 J— KT, SSH¥EARZBEHLTDCNM —Nizue 74 LET,

Note Bl ZI1E, CiscoDCNM T 75 4 7B L ORAZ A 7T FF5 47 A% denml B L
denm2 IZEBNC R L ET,

appmgr afw gen-csr =~ > K& LT, CISCO DCNM #—/ 3T CSR #4mk L £,

Note CSR /Z Cisco DCNM IZEA D HDTH YD . xfhind 5 CSR B4 T Z FEMIZED Z )5t
ED CiscoDCNM IZA VA M=V ENTWABLENH Y 9,

dcnml# appmgr afw gen-csr
Generating CSR....

Country Name (2 letter code) [XX]:US

State or Province Name (full name) []:CA

Locality Name (eg, city) [Default City]:San Jose

Organization Name (eg, company) [Default Company Ltd]:Cisco

Organizational Unit Name (eg, section) []:DCBG

Common Name (eg, your name or your server's hostname) []:dcnmhost.cisco.com
/* Provide a VIP FQDN name of the eth0 interface*/

Email Address []:dcnm@cisco.com

Please enter the following 'extra' attributes to be sent with your certificate request
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ATvT3

ATvT4
ATvT5

ATvT6

ATy T17

ATvT8

ATvT9

ATv 710

DCNM A 74 THA £ k7 v T T CABLFHEREEA VR b—1T5 [

A challenge password []: /* This field is not mandatory */
An optional company name []: /* This field is not mandatory */
Note TI7T7 47 J—RTCSREZAKT D7 —ATix, 7er7 scBsazfEsnd

BAIT, eth0 A % —7 = A AD VIP FQDN 4 ##2fit+ 25 = L 2 B#H L £,

Z ® FQDN /Z, Cisco DCNM Web Ul Z{LE) T 57227 7 U TASI LIz Web — 7 KL
ATHHLHVLENDY T,
CSR 7 7 A /v denmweb.csr 23 /var/tmp/ T4 L7 b VITIER S E T,

xxxxxxxxx*x CA certificate installation not completed yet. Please do followings. ******kkx
CSR is generated and placed at /var/tmp/dcnmweb.csr.
Please download or copy the content to your certificate signing server.

Z®D CSR #iEHEZLA T — NICEELET,
Note CA B Y — 1%, kot L Tae— B T7,

CA B4V — 3%, #FEIN O CA B4R F /21300 — DV CAICTHZ &R
TEET,

FRERIC K> TEA SNTZiFHEZ IS L £,
H LW CA B4 AT & FEH#E % Cisco DCNM — N ica ' — L %9,
FERAED Cisco DCNM — "D /var/tmp T4 L7 bV IZH DB Z L iR L ET,

AHBRA ) — KT, SSHAKZRKEH L TDCNM —Nice 74 LET,
AL A ) — KT, appmgrstopall 2~ > REFEH L TIFXToOT7 7Y r—ra U &EIEL
7,

dcnm2# appmgr stop all /* Stop all applications running on Cisco DCNM Standby Node
denm2#

TUT 47 /— KT, appmgrstopall 2~ > REZFEH L THFXToOT7 7Y r—a s &EIRL
£

dcnml# appmgr stop all /* Stop all applications running on Cisco DCNM Active Node
denm2#

7T 47 /— KT, appmgr afw install-CA-signed-cert ==~ > K% {#i§ L TCisco DCNM (Z
CA BANEHMELE A LA h—L LET,

dcnml# appmgr afw install-CA-signed-cert <CA-signed certificate directory>
/* CA-signed certificate with full or relative path */
Making the signed certificate available to web gateway....

CA signed certificate CA-signed-cert.pem is installed. Please start all applications as

followings:
On standalone setup execute: 'appmgr start all'

77T 47 /— KT, appmgrstartall =~ > FZfEH L T, CiscoDCNM [ THi LW GERE &
LHIZT_XRTOT Y r—va e BEEHLET,

denml# appmgr start all /* Start all applications running on Cisco DCNM Active Node
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B 777/ —rpoz80ig /—R~EBHBETY K- 1T B

HE\ZHETPRIZ, CiscoDCNM T 275 47 ) — ROFTRTOF—EZAREEL TW5DH Z & 2R
L/ji‘a—o

Note CiscoDCNM Web Ul lcm 74> L, GEBAEOFEMNEL W E2MELET,

AT TN AKX INA J— KT, appmgrstartall =~ > K& LT, CiscoDCNM L TH LWGEHE L
BT RTOT T r—va v EREBLET,

dcnm2# appmgr start all /* Start all applications running on Cisco DCNM Standby Node

ZHUCTKRYD, RBANA, J—=RET 7T 47 J—REFLWETEREZEYLTEES, L
MWoT, 77747 ) —FRIZHLIA A =S TWD CABLANTZFEHFIL, AZ N
A /—FTHE#SNET,

ATYTI1R2 TIT4TBILOARZ R4 J— RO J7C appmgr afw show-cert-details =~ > K&l L
T, HLLA VA R—/L LT CABAGEEZHRLET,

VAT AL, CAFEAEZMELTEY, 79U THERTE X7,

Note AEAEE IS ZR SN RWEGEE, BT st aeki#io LES, B4V
J—=FRiE. 77T 47 7 — REDORMNTD LRI N £7,

AT AT HA®Y N7 vy 7OWAFOET T, [A UNEHB L CA BAM EFEHELRET S
Ba. W7 7747 J—FRORAEZEEZA VA M=V LET, 77T 47 J— RNIZGEHE
BAVAN=NVLIR, 72747 7 — R bifELZ2T 7 AR—FML, [FALCGEHEEZAX
SNA 7= Rl vB— R LET

TOT47T /—FNBRAUINA J—KAIBREZIT VO RR— T
5

WKDOFNAIL CiscoDCNM *A T 4 7HAE Y VT v 7ORIERHEINET, 77747 /—F
WA VA =L EINTWND CA BAMEFERFIL, HITAZ 3, J— RIS TnE
T, 2L, WEHOEREZT 7747 J—RERZ AL J— OB TELY ET, W
FoeT TR CiEAEE v MERFETLIHEG. Z0k'7 va TSN TV D FRIEEFETT
HRENH Y ET,

)

Note PNIGERAEILS AT ANERD T2, GEEZ =7 AR — LAWK S ICBRIRTE 4, Zhb
DFEAFIT, WIS EL A2 72747 J—FBIORZ 31 ) — FTH
T2 LR TEET,

TIT 47 J— Kb CAEBLMNEFHELZZ I AR—F L, AX 3, J— NZHEAES
A AR —FT BT, ROFNEEZEITLET,
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ATv T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6
ATy 17

ATvT8

FvIvL—rgiciEnzsaxss

Procedure

7T 47 ) — T, SSH¥mARZ#EH L TDCNM Hr— 2w 74 LET,
appmgr afw export-import-cert-ha-peer export =~ > Kz LT, FEAEASL FAE1ER L
iﬁ‘o

dcnml# appmgr afw export-import-cert-ha-peer export

AEAEANY RVEAHZ VR, ) —REeab—L%7,

Note AR A ) — N EOFERHEL, SSHER TIHRESN TV DG E—L T
L2 LEMERLET,

AB L NA ) — KT, appmgrstopall 2~ > REFEH L TTXTOT 7Y r—ra v a#EilkL

=7,

dcnm2# appmgr stop all /* Stop all applications running on Cisco DCNM Standby Node
denm?2#

appmgr afw export-import-cert-ha-peer import =~ > RZfiH LT, A& /34 — NIZFEH]
FEA VAR —PLET,

SERHEAN RABRA ViR— &N, AX U, J—=FRIA VA =L ENET,

ALK N4 ) — KT, appmgrstartall =~ K& LT, CiscoDCNM £ TH LWOFE = &
BT RTOT T r—va v EREBHLET,

dcnm2# appmgr start all /* Start all applications running on Cisco DCNM Standby Node

ZHCED, AF N )= RTT T r—va rRNEE L XiZ, HiLng vR—RSh
ToREBIEN AN 20 £,

ALK NA ) — KT, appmgr afw show-cert-details =~ > R&EEH LT, HLI A VAR —F
Shiz CA BN EFEHELHER L £,

INT, YATLEIT 2T 47 ) —RERZ L NAL ) — RO STl LEAEEZFEHATE S
Lol ELE,

TvITTL—REICEERAEZERT S

TDAN=ZANE, A TA T o7 7 —K 7Tt A0hEMH L7z Cisco DCNM 7 > 7
L —FRFFRIBEZEHEINET, ZOFIEL, R X—23 D CiscoDCNM T 7547 AT
DTF—=HDNNy 7T v EETITIEINED Y FHA,

SEAEOE TTIIEN/R A D= AL THHZ EICEE LTI, 77V r—ra w2k
LCHESTAIMNERHY £, Hxid, 7Ty 77— RENEZV AT ANLE L TWDHERIC
DHFEATTHHERHY £, OFV . CiscoDCNMWeb Ul 2 7' A  TXAMLENRHY £
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4, CiscoDCNM XA T A 7HA®Y NT 7T Tl 79T 47 J—FRERZ LA J—FD
WG CE T BRAEL SN TWAXLERH Y £,

\}

GE)  FFHAEIL, RORMTOREITLT DHDHEND Y £9°,
o 7 w7 L— KHIZ CA BAMEIEHEN S AT LA VA P—LENTWDEEHE,

1121 KV ETONR=V g o= 3 0 1200 BBRICT v 77 L— R LTV A A,

Cisco DCNM %7 v 7' 7' L— R L7 1%, HIL9 5AiiZ CERTIFICATE 1 28 CA E44 {1 & 3k
ETHDIPMTIERAELHETILERD Y £7, TNUANOEEIL, EHEEZETT D03

NV ET,
WD T IR T X 912, appmgr afw show-cert-details Z i L CREFAE 2 MR8 L %
R

dcnm# appmgr afw show-cert-details
*FFKCERTIFICATE 1****
[Certificate available to web gateway. This certificate is offered to webclients]:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1575924977762797464 (0x15decf6aec378798)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=CA, L=San Jose, O=Enterprise CA inc, OU=Data Center,
CN=dcnml.ca.com
Validity
Not Before: Dec 9 20:56:17 2019 GMT
Not After : Dec 9 20:56:17 2024 GMT
Subject: C=US, ST=CA, L=San Jose, O= Enterprise CA inc, OU=Data Center,
CN=dcnml.ca.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:cf:6e:cd:c6:29:30:08:df:92:98:38:49:9c:2a:
—————————————— Certificate output is truncated to first 15 lines-------—-——-----

****CERTIFICATE 2****

[Certificate available in keystore(jks). CA signed certificate is installed here till
DCNM version 11.1.x]

If you have upgraded from DCNM version 11.1.x to later version please see installation
guide to restore

CA signed certificate to upgraded version.

Alias name: sme
Creation date: Oct 14, 2018
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate([l]:
Owner: CN=localhost, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Issuer: CN=dcnmca, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Serial number: 62044620
Valid from: Sun Oct 14 20:39:39 PDT 2018 until: Fri Oct 13 20:39:39 PDT 2023
Certificate fingerprints:
SHAl: 38:66:F1:CD:10:61:27:E7:43:85:10:41:3D:A3:4B:5C:C9:CC:17:5E
SHA256:
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79T L— R&IC CiscoDINM R 2 > K7 £y k7 vy IciiBzzExd 5 [

E0:87:D8:34:71:18:FE:8C:AB:18:0B:D7:85:B1:91:A8:4B:75:A3:91:BA:90:83:46:72:87:FE:FE:FE:04:F0:E1
Signature algorithm name: SHA256withRSA

Subject Public Key Algorithm: 2048-bit RSA key

Version: 3

7w T L—FK#%IZCiscoDCNM X2 > K7OY £y b7y JTiIBAEZETT S

ATy T

ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

CiscoDCNM A X > R7a U EEE VU —R 127 v 77— R UERIZEERESE T AT
. WMOFNEEZFEITLET,

Procedure

Note VI =RZT v 77 —=F45 L, CABAMNIREHED Ny 77 v 7R ER S
£

CiscoDCNM A X » RT a7 T IA TV ARERIZT v 77 L— &b, SSHEMH L
TDCNM #—Zr /A LET,

Woa<wy REFHLT, 3 XTOT7 SV r—ra a2 EIELET,

appmgr stop all

ROa~vy ReALT, EAFEZETCLET,

appmgr afw restore-CA-signed-cert

[IE0y (yes)] E AL, LURlA > A b—/L L7ZiEEEZE LT 5 2 L 2R L £,

WKDa<y REFERLT, $XCoOT7 7V r—rarzZBhLET,

appmgr start all

appmgr afw show-cert-details =~ > RAEFEHL T, LA A =L L7z CA BAGEHELY
R L £,

VAT AL, CAFEAEZMELTEY, 79U THERTE X7,

7y 7T L—F#&IZCiscoDCNM A7« TJHA Y b7 v T CHAEZETT 5

CiscoDCNM XA 7 4 7HA® Y b7 v 7 TiE, GEEIEZT 7747 /—RERZ L NA ) —
RORBHICA VA b=V ENET, TV T 47 /= RTOLTAREELETT 2LERDH Y £
To §Eﬁﬁ%{i}<§7 VONA ) — ]\& Q%Em:ﬁ/ﬂﬁéﬂi‘fo

CiscoDCNM 2 & > F7Ta VRERZ D Y —R2 17 v 77 b— R LTIERIGGEAEZE LT H I
X, ROFIEZFEITLE T,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



itsiz |

B osic oz b - ant cABEH S TRBOEE L M

ATv T

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

ATy 17

ATvT8

LIRTIZA VR

Procedure

SSH #1{#iffl L T Cisco DCNM Y — iz a 7oA > LE7,

Note Bz TI7T 4 TBIORAZ A, TTI7A4 7T 2 A% denml B L OV denm2 (2 1{E
BIZR LET,

AL A ) — KT, appmgrstopall 2~ > FEZHEH LTI XTOT I r—a o &EIEL
£7

dcnm2# appmgr stop all /* Stop all applications running on Cisco DCNM Standby Node

TIT 47 /— RT, appmgrstopall 2~ > REFEHLTTXTOT Y r—rva s aEELL
£7

dcnml# appmgr stop all /* Stop all applications running on Cisco DCNM Active Node

appmgr afw restore-CA-signed-cert =~ > R&fEH LT, 77747 /— ROGEHEEZE L L
e

dcnml# appmgr afw restore-CA-signed-cert

[IELy (yes)] &AL, LhliA v A h—V LT-REEZE T T 2 L 2B L ET,
7T 47 /— KT, appmgrstartall 2~ REEHLTTXCTOT 7V r—> a3 & iLH)
L/i‘é—o

denml# appmgr start all /* Start all applications running on Cisco DCNM Active Node

FElZHETeRTIZ, CiscoDCNM 7 75 4 7 ) — ROT_XRTOHF—EZAREEL TWDHZ & 2R
L\Ajz‘a—o

Note Cisco DCNM Web UL IZm 74 > L, fEFAEOFEMNIE LW 2R LET,

AL INA ) — KT, appmgrstartall 2~ > REFEHLTTXTOT 7Y r—ya & iLH)
LET,

dcnm2# appmgr start all /* Start all applications running on Cisco DCNM Standby Node
LIEOLFFoThE, RAZ N, J—=RRRT 7747 7—FREFEBILET,

TITATBELORAZ N, J— KOJli J7C appmgr afw show-cert-details =~ > K& L
T, HLLA VA M= LT CA B EL MR LT,

VAT AL, CAFEHEZMELTREY, 79U THERTE X7,

=Lt CAEAFESAAENEELET

CABAMEFEAEDA A b=/, Hom, BHIL, ¥— =T 4 OFEL Y= DBEHRLT
WS, BRANANL T a2 TT, ZAUTKY, BRoltitHEEL A VA= AT 5L L
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ATvT1
ATy T2

ATvT3
ATy T4
ATy T5
ATvT6

ATy T17

ATy T8

1oz b=nLr-anzorz [

RAHBIADELDZHEENDVET, ZOL5% T IV ATIE, HOA VA M—VEZILT v
TV —FDORNIA VA b=V ENTEHERETTZ L 2BEIO LET,

PLRTIZA A h =L ENT- CABAFTEREAELZEE L THETT 51213, ROTFIEEZFETLE
ﬁ—o

FIE

SSH #i K Z#%H L T DCNM Y—ice 74 LEd,
/var/lib/dcnm/afw/apigateway/ T 4 V7 M UICBEILE9,

denm# ed /var/lib/dcnm/afw/apigateway/
dcnm# 1ls -1ltr /* View the contents of the folder

total 128

—rw--————--- 1 root root 1844 Nov 18 13:14 dcnmweb.key.2019-11-20T132939-08:00
-rw-r—--r-- 1 root root 1532 Nov 18 13:14 dcnmweb.crt.2019-11-20T132939-08:00
—rw--————--- 1 root root 1844 Nov 20 10:15 dcnmweb.key.2019-11-20T132950-08:00
-rw-r—--r-- 1 root root 1532 Nov 20 10:15 dcnmweb.crt.2019-11-20T132950-08:00
—rw--————--- 1 root root 1844 Dec 22 13:59 dcnmweb.key

-rw-r—--r-- 1 root root 1532 Dec 22 13:59 dcnmweb.crt

denmweb & denmweb 1%, BIfE, AT AL VA =L ENTNDHF—LAEET 7 A LT
To FERDT 7 ANAIE, IADARZ T YT 4 v 7 A A LT, B0EOT v 77 L— %
TAIEITTORNZA v A b= SN TN DX — LFEAED T 2583 2 DIc&LH £ 9,
appmgrstopall =~ > K& H LT, CiscoDCNM ECTEITINTNDHTRTOT 7 r—v =
VEREIELET,
denmweb . key BL Ndenmweb.crt 77 A NVDNNw 7T v T hE LD £9,
BT o2 WnF—LEHEORT ZRELE T,
F— LEEAZE DT % denmweb.key 3 X WV denmweb.ert & L C (XA LARAZ T YT 4w
A{LT)a—LEd,
appmgr startall =~ > K& LT, CiscoDCNM ETEITINTWDLTRTOT Y Fr—
varualBrLET,
appmgr afw show-cert-details =~ > K& fliH L T, FEFIEOFHM 4 #:8 L £ 7, CERTIFICATE
1 1% CA B4 EFEHFE T,

GE) CA B4 FF & FE#E A CiscoDCNM Web ULIZE /R SR WA, £ 721X DCNM H—

NWIRT T — Ay =V %EELEGEIE, VAT AZHEETILENHY £7,

A 2R M—)LLTI-SEBHEDER

appmgr afw show-cert-details =~ > RZ L CTA > A b —/L L7-AEHEZ R TE, Web 7
T I L > GEHEREIOE IR L E T, CiscoDCNM (3 CTOFEAETZ 74 (Chrome,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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B oxr—rLranzorz

IE, Safari, Firefox)Z# ¥ R—FLET, LL, &7 7 VP CIFGEHEHRP Lo TRRS
ET,

TIUFOTaNA, Z Web VA T, TTUTOBEBEEREZRTL EEBEIOLET,
WD A=~y ML, FFAELHERT 5720 Chrome 77 U /X—0 5 1 74.0.3729.169 DHIT

‘é‘O

1. URL https://<dcnm-ip-address> % 7= 1% https://<FQDN> % 7' 7 7% D7 KL A /N—|Z AJ]
Li‘a—o
Return ¥ —Z L 7,

2. FEMEOREICHESX, URL 74— FOEMOT A avicny s 74av [ ® 17

17—k TAar [ A i ngRshET
FAavEIY v LET,

+

A NotSecure hitps://172.22.31.53

Your connection to this site is not
secure

You should not enter any sensitive infermation on

this site (for example, passwords or credit cards),
because it could be stolen by attackers. Learn |
more ‘
You have chosen to disable security warnings for

this site. Re-enable warnings

@ Certificate {invalid)

@ Cooldes (3inuse e
CISCO

ata Center Network Manager!

Version 11.2(0.395)

€2 Site settings

3. BW— KT, [EEBAZE (Certificate)] 7 4 —/V K& 27 U v 7 L%,
AEAEOEHRIRINET,
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@o ——

A Not Secure hitps://172.22.31.63

localhost

Issued by: denmca

Expires: Friday, October 13, 2023 at 6:39:39 PM Pacific
Daylight Time

© This certificate is marked as trusted for this account

v Details
Country
Cisco Systems Inc

Data Center
ne localhost

Country US
ata State/Province CA
Locality San Jose

Organization Clsco Systems Inc

Organizational Unit Data Center
Common Name  denmea

er 1644447264
E

Signature Algorithm
Paramaters
Not Valid Before

Not Valid After

SHA-256 with RSA Encryption
(1.2840.113548.1.0.11 )
None

Sunday, October 14, 2018 at 8:39:35 PM Pacific
Daylight Time
Friday, October 13, 2023 at 8:39:39 PM Pacific

Daylight Time

———

FRENTWDIEHRIL, appmgr afw show-cert-details % L CREIEDOFEM A TR L7
EEIC, GEHELICR RSN TV DEEME ML TV OIRERH D £,
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274704 —ILEETO Cisco DCNM D

E1T

ZOETIX, 77 AT 7+ —/LDEH% T Cisco DCNM & EITT 2 HFEICOWTHHAL £,

« 77 AT U4 —/LH% TP Cisco DCNM D FEAT, on page 163
CHABL T 7 AT T A—LDOFEE (166 X—)

27470+ —ILE#% T Cisco DCNM DZE1T

BE, BEONRBLIRT —Z 2 X137 7 AT VA= M Lo THBESNE T, 2F D,
DCNM (X7 7 A4 7 U 4 — /L DEZITEKE S4LE T, Cisco DCNM Web 7 7 A 7 |~ & SSH ##
WX, TO7 7 AT UA—NEEBTHAILENHY £5, £z, 7747 V4 —/LiX, DCNM
H— 3L DCNM BEHXIR T A ZAOBIZEE TE £,

2 TD Cisco DONM KA 7 THA /= FIE, 77 A7 04—V OR LUICH D RED S Y
£ WEDCNM FA 7 1 7 HA R— MI B RSN T EEA, FAT 47 HA /—FR
Fﬁﬁfj AT l?j“—/l/%f%h/\dgj‘é N 6i?§”j€éh¢cl/\i’@r%‘/o

)

Note DCNM TLAN 7 /3A ZA&BEMEIIHRHET DL, RHTrEAO—H#E L CjavaMEH S h
F9. 77 AT U —ART R ET 0y 7T 58 TCPHMfIA— M AR 7T eeX L L
THEMH S E 9, cdp.discoverPingDisable —/N 7 2 /37 ¢ 23 true IZEXE SV TV D T & il
R LET, [WebUI], [Administration]. [DCNM Server]. [Server Properties] DNEIZEI L T,
Y= TuT 2R ELET,

AT T4 I BT TA T ENBANENDIGEDAR X —RAR— NI, e—hLV 77
AT T —NEWHNTHETEETETETA,

IWDOFEIT, CiscoDCNM Web 7 7 A 7 k. SSHZ 74 7 b, $ KU Cisco DCNM 4 —/3[H]
DEEICHEH SN DTN TOR— P 2R LET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



B o775+ L&#®To CiscoDENM DT

T 74 T4 —ILE%TO Cisco DCNM DEFT |

R— B2 Jokral Service Name J3a=4H—Pa|EE
VAME
22 TCP SSH 7 IAT L RG | INH~D SSH T
DCNM H—3 IR IA T3
T,
443 TCP HTTPS 7 IA4T v MG | 2 DCNM
DCNM H—3 Web H— B2
ERAY O N
7
2443 TCP HTTPS TITAT 2 NG | = NIZRIET D
DCNM H—3 Tedliz, £ A
h— LR LEET
4 A A R—/L
56 T1%. DCNM
IR — FEFACE
7

WDFIZ, Cisco DCNM H— L Z DD — A OBWBEIHEH S5 T XTOR— F &R

L/iﬁ‘o

)

Note H—b 2% 7747 74— ADONTNLOMTHEANTXET,

R— rES “JorajL Service Name aO3Zaz=H—23 |EE
VAR
49 TCP/UDP TACACS+ DNS #— 3708 | ACS H— 33,
DCNM H—/x T7AT U F—IV
DT IO
0 ET,
53 TCP/UDP DNS DNS H%— 3735 |DNS $— 3%,
DCNM H#—/ T7AT U F—IV
21N wiaWiRtoL i e
R0 ET,
123 UDP NTP DCNM #—/3% |NTP #— /1.
5 NTP H—3 Ty AT T F—Ib
DOWFTHLOMNC
0 ET,
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| 774794+ —)L&®TD Cisco DCNM DEFT

274794 —LE%TO CiscoDeNM =T ]

R— B2 Jokral Service Name J3a=4H—Pa|EE
VAR
5000 TCP Docker L' YA kb |DCNM H— 3~ |DCNM =
j DAEfE Va—T 427

J— R OHER
U oA LT
% DCNM H—x
@ Docker L'
ARY —v
Ao

5432 TCP postgres DCNM H#—/37> |DCNM DF 7 #

& Postgres DB
P

VR A VA R—

LTI, ZOFR—
MINEDHY £
o

Z X, Postgres
7 DCNM 7R A |
~ DI A
VA R=ENT
WODEEZ DI
BT,

WDFIZ, DCNM Y — R LB R T ANSA ABOBEIHEA SN TXTOR— ME2RLE

j‘o
R— B2 sakal Service Name AZazZHh—2 3 |EE
VA
22 TCP SSH i 5 1] DCNM H—/3
T NA R TN
A AEEL,
T RIND
DCNM H#—/3:
SCP (POAP),
67 UDP DHCP FSL A
DCNM H—/3
69 TCP TFTP FOS ADE POAP (28
DCNM H#—/x

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .




T 74 T4 —ILE%TO Cisco DCNM DEFT |
B rxsao74791—nomE

R— B2 Jokral Service Name J3a=4H—Pa|EE
yIC
161 TCP/UDP SNMP H— 5 TCP =3 57=

DCNM 7 /34 A | D
server.properties
TR TREE ST
V% DCNM (4,
UDP A— b 161
DY IZ TCP
A— k161 ZfEH

LET,
514 UDP Syslog FONA AN
DCNM H#—%
2162 UDP SNMP_TRAP T AN
DCNM H—/3
33000 ~ 33499 | TCP gRPC FRA A LANFL A RV

DCNM H#—/x AR =27

NDAZL TD7ATO+—ILDETE
A

GE)  ZHhiE. DCNM OVA/ISO JERICO LA SN ET,

Cisco DCNM Y% — [, DCNM 2 — /L 7 7 A 7 U % —/)L &L FEIEL 5 IPTables /L —/L D&
FEREBELET, 25D/ —/LiE, CiscoDCNM #{EIC 2372 TCP/UDP 7R — h & B & £ 9,
OSA UV HE—TxA AT Z7EAL, SSHEREH LT, V— IV EZEHTHZ LRI NEr—D
W T AT T4 —NVERET D2 LIXTE EE A, BWEBICKH L THSEIZZR-720, DCNM O
B OMREIZEZ RIET AR S D720, 77 AT U4 — L =L EERLRNTFE
U,

BEDEBRFIZRry N =7 IZHIGT D729, Cisco DCNM T CLI ZfEHLTCY U —A
N3 MWBEMEDTZ 7 AT T4 — /L =L ERETEET,

\}

GE) T D= VIIBIEW DRI ENHINL . Ngae—h )y 77 AT Tk —V L— LB LT
T, LN T, ATy 28N oL — L 2 EEICEELET,

HAZDL T 7 AT I —NVERETDHEZOHIZ, DCNM V—_"E72137 7V r—va v aElk
FIEEETALEIIH Y FH A,
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| 774794+ —)L&®TD Cisco DCNM DEFT
nz2sn 7479+ —1ongE |

A

EE IPTable . FRE L TV BNEE TL— WERIEN 21T E3, 18- T, RPN X VKD
DU — L Z A VA N— LT AHAUENHY FT, L—LDOEENERBEVICTLHZH, TF A
N =T 4 ZICTRTOL—NAER L., HEONEETCLI #FETTAZ N TEXET, L—b
RRBETILERDHLBA, TRTOAL—AEZWRI L, HEOIEEFETL— L AR ETEE
R

HAZDL T 7 AT T4 —VTROBIEEFEITTEET,

\}

(G¥)  SSH #ffH L T Cisco DCNM ' — A" THF_RTha<w REFETLET,

HABZL T7A4F724+—ILCL

appmgr user-firewall =~ > FZFEH LT, WAX L 77 AT U+ — /L CLI T =—>2 ~LT L&
FlaRrLET,
dcnm# appmgr user-firewall

dcnm# appmgr user-firewall — h

ARBLITFATI+—ILDIIL—ILEERET S
appmgr user-firewall {add |del} =~ > FZFEH LT, BAXZ L T 7 AT U4 —/b b—)L &K
ELET,

appmgr user-firewall {add|del} proto {tcp|udp} port {<port><portrangenl:n2>}
[{in|out} <interfacename>] [srcip <ip-address> [/<mask>]] [dstip <ip-address>
[/<mask>]] action {permit |deny}

\}

GE) HRALT7AT U= A—NE, a—hV T3 AT =N b—VEELLET, o
T, BERERHHE L TR WTEE L CHERLET,

Bl:BIDODHRBL T7ALT94+4—IL JL—IL

dcnm# appmgr user-firewall add proto tcp port 7777 action deny

ZON—E, TRTDOA L HF—T 2 A ATTRTCOTCPR—MT77TT VT 7 4 v 7 %K
oy LET,

dcnm# appmgr user-firewall add proto tcp port 443 in ethl action deny

o=t A —T A Aethl TTRXTOTCPR— M43 EENT T4 v 7&K
oy 7 LET,

dcnm# appmgr user-firewall add proto tcp port 7000:7050 srcip 1.2.3.4 action deny

ZON—iE, IPT LA 1.23.4. M B3(E STV 5 TCP AR — MiFH 10000 ~ 10099 t
o7 4yl % RayLET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



T 74 T4 —ILE%TO Cisco DCNM DEFT |
B rxsao74791—nomE

NRABLIDF7ATO4—ILIL—ILDRE

appmgr user-firewall commit 2~ > RZ{EH LT, FEBIRFICHAZ LT 74T 0 4 —)L b—
NafRFFLET,

\}

GE) N nNEEFETLHEWNCZOa~vy REFATLT, BRBFFILV—VEZRETOIMLERH Y F
_a‘o

FATATHARRUNA J—RTHREL IF7AT 94— IL—ILEALA R —=ILT B

CiscoDCNM *A 7 4 7 HA Y N7 v 7 Tidk, 7277 47 /— KT appmgr user-firewall
commit ZFEATT 5L &, = ANAZ AL = NICHBWICFE#ISET, 72720, Bl
VL=V AT AR ICOHEEL £7,

=V I AT 512X, appmgr user-firewall user-policy-install =~ > R&ffH L TA %
YA )= RTAHAZL T 7AT U F— )V b= A A =L LET,

NARBL T 74T 24— ILOHEIFR
appmgr user-firewall flush-all =~ > RZEH LT, §XTOBAZ L T 7 AT U+ —/L%&Hl

&%Li@—o
HAR DT 74T T+ —)VEHKACHIRT 521, appmgr user-firewall commit =~ > R % fifi
ﬁH l—/\i—é’—o
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Cisco DCNM S —/\DEFa 7G50 547
v MEfE
¢ Cisco DCNM B — "Dt % 27727 T A 7 Mg, on page 169

Cisco DCNM H—/\DEF 771GV 547> M@EfE

Z OIETIL, Cisco Data Center Network Manager Servers ¢ HTTPS % i 19~ % kI oW Caie
l/ \i ‘a_O

\}

Note CA B4 %7 SSLEEFHE 2 B3 5 Fi1lZ. Cisco DCNM C SSL/HTTPS 2 AT 5 MLENH Y
F9, L7EEA-T, FICHRHEIN TWAIEETEIEEZFEITLET,

OBV a it RO Ny 7 THERENTHET,

RET7 T 547 > XD HAIRE T Cisco DCNM L SSLHTTPS ZHE#h1Z
ERS

HA F&— R ® Cisco DCNM ORIET 75 A 7 2 AT SSL/HTTPS Z BT 5HI121L, kDO &
FEITLET,

Procedure

ATY 71 ACEA SSLAEAEEZMA LT 74~ b—"ERELET,

Note CA BAATEFERETIE, V= NMB ORENERER SN ET, FEVEN#
DY —=N"THRDFLGERAET = — Lo TEA SN TND Z L 2 LE T,

ATYT2 ¥HoFY B—=NRTHF—RA T 2RBLET,
ATV T3 ROBFFICHDLF—A NT OLARTEEE LET

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



Cisco DCNM H#—\ D+ X1 7H7 547> FilfE |

. RB7 FT54 72 A0 HAREE T Cisco DCNM £ SSLHTTPS #H%1-F %

ATy T4

< DCNM install root
>/dcm/wildfly-10.1.0.Final/standalone/configuration/fmserver.jks

~

< DCNM install root
>/dcm/wildfly-10.1.0.Final/standalone/configuration/fmserver.jks.old

TIA=Y P—=nne o F Y B NZERENT fmserver. ks T 7 A VAR, T A IVH
Wcav—L%Ed,

<dcnm-home> /dcm/wildfly-10.1.0.Final/standalone/configuration/
<dcnm-home>/dcm/fm/conf/cert/

What to do next
HOBAMNEFEHEEZER LB A. SSLAFHEAESF—RA M T2/ v R— L7125

4. /usr/local/cisco/dem/wildfly-10.1.0.Final/standalone/configuration
28 %7 L\ fmserver.jks % /etc/elasticsearch T2 B —F 2 MENH Y £7°, fmserverjks
7 7 A /W% elasticsearch 7 4 L7 R IZa—LAaWgEGE, 77 —ALR) —2 05T
A, elasticsearch 7 — % N— X & ZE/L ¥ 572, Cisco DCNM [Web Ul E=4 (Web Ul
Monitor)] > [7 5 — L (Alarms)] > [7 5 —4 7R1) & — (Alarm Policies)] T7 7 —A R v —%
RETEERE A,
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NATRASEYTARETOT7 I r—
T3 DEE

il

ZDETE, Cisco7urlo~7 N 777 Vwr VY a— a3 HiZ, CiscoDCNM A —7
WRT 7T 4T LV AREBTNNA T RAZE YT 4 (HA) BB 2R ET 2 HIEICO W THAL £
9, F£72. Cisco DCNM A —FURIET 7T A4 7 U ARNIZAN Y RLENTWALET 7Y Fr—
Ta O HABEREICET oMb B ENTVET,

N\

(G¥) DCNM Tl HAMSREZ BT BI2E, NTP V=BT 757 47T BT L AX 1 BT
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appmgr update network-properties session show {config | changes | diffs}
EEEHER L%, kOoa~v s e L CGEREZHEHALET,
appmgr update network-properties session apply

eth0 HFLR ~ U —27 IP 7 F L A %{#i ] L T Cisco DCNM Web Ul 12 & 7 4 >4 B RITIC,
B L F7,

CiscoDCNM XA > K702 £y 7Y TTHRY FIT—H IRSA—LZLTETHEE
DHUFILavy KHEAB

DY T B TIE, CiscoDCNM A% > K7y vy N7y 7HIZ, £ A M=
Bry NT—0 NI RA—H BRI HHEERLET,

dcnm# appmgr update network-properties session start

dcnm# appmgr update network-properties set ipv4 ethO 172.28.10.244 255.255.255.0
172.28.10.1
dcnm# appmgr update network-properties set ipv4 ethl 100.0.0.244 255.0.0.0

ER R R R R R R R R I I R I E E I dh b dh dE E b E h h E I E E E b b b I b h I I

WARNING: fabric/poap configuration may need to be changed

manually after changes are applied.
R R R R R I I R R R R I I I R R I E E I b b b dE E b b b E b b E b E E b dh b I b h E I I
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dcnm# appmgr update network-properties session show changes
eth0 IPv4 addr 172.28.10.246/255.255.255.0 -> 172.28.10.244/255.255.255.0
ethl IPv4 addr 1.0.0.246/255.0.0.0 -> 100.0.0.244/255.0.0.0

dcnm# appmgr update network-properties session apply
KKK KKK KK A AR A AR A A A AR A AR A A A A A A AR A A A A A A A A A A A A A A A A A A A A A A AR AR A AR A A AR A AR KA K

WARNING

Applications of both nodes of the DCNM HA system need to be stopped
for the changes to be applied properly.

PLEASE STOP ALL APPLICATIONS MANUALLY

KKK KKK KK AR A A AR A AR AR A AR AR A AR A A A A A A A A A A A A A A A A A A A A A A A AR AR AR A AR A AR A A AR KKK

Have applications been stopped? [y/n]l: y

Applying changes

DELETE 1

Node left the swarm.

Server configuration file loaded: /usr/local/cisco/dcm/fm//conf/server.properties
log4j:WARN No appenders could be found for logger (fms.db).

log4j:WARN Please initialize the log4j system properly.

log4j:WARN See http://logging.apache.org/log4j/1.2/fag.html#noconfig for more info.

UPDATE 1

UPDATE 1

DELETE 1

server signaled

INFO : [ipv6_wait tentative] Waiting for interface ethO IPv6 address(es) to leave
the 'tentative' state

INFO : [ipv6_wait tentative] Waiting for interface ethO IPv6 address(es) to leave

the 'tentative' state
Ak hkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkkhhhkhhkhkhhkhkhkhkhkhkhkhkhkdhhhkhkhkhkhhhkhkhhkhkhkdhhkhkhhkhkhrdhkdhhkhkhkhkhkrkhdhkhxkhx

Please run 'appmgr start afw; appmgr start all' to restart your nodes.
R R R R R R R R R R R R R R R R R R R R R R I R I R I R I R R I I I I E b

dcnm# appmgr start afw; appmgr start all

Started AFW Server Processes

Started AFW Agent Processes

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped
Done.

Warning: PID file not written; -detached was passed.
AMQP User Check

Started AFW Server Processes

Started AFW Agent Processes

dcnm#

24 T4 THAE—FODCNM L TRy FT—% JONRT A DER

WDOFE, Cisco DCNM RA T 4 7 HA 7 7T A 7 ATk LT, appmgr update
network-properties 2~ > RZHEHA L TRy NI —7 NI RXA—FEERTT572DDOH %R L
TWET,
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Ry hD—Y £ 2B—T T4 R (eth &£ U ethl) DDONM A 2 b—Lx0zE [

eDCNMT7 27T 4 7 BLIRARAZ LN, J)—Rary ) —LTROavy REFETL., B0

tyiar EALT Y REBIELET,
cMOFIETRENTWVWASEDIC, FIUEETCa~v REEITLET,

WDa<y REFEHALT, AZ A4 J—KTDCNMT 7V r—ya v afEE L Ed,
appmgr stop all

AT T DHRENC, AZ LA J—=RTETRCOT T r—va rBMEld5ETRbE

7,

Woa<w REFEHALT, 77747 /—KTDCNMT 7'V r—y g U aEIELET,
appmgr stop all

WOa<wy REFHLT, 7774 7BXOAZ A /) — ROl )7 D Cisco DCNM =
V=L TRy UERBBLET,

appmgr update network-properties session start

TIT 47 ) —RT, ROavwy REFEHLTRY NU—I A2 —Txf AT X —
HEEBELET,

a Woavwr RFEFEHLT, eth0BLWethl 7 FLADIP T RLAZERELET,

appmgr update network-properties set ipv4 {ethOlethl1}<ipv4-address> <network-mask>
<gateway>

B TRy h AT BIOF— T2, IPT RL AL EBIT, ethl f X —T A &
DOHF LWIPv4 £7/21XTPv6 7 L A& AT LE T,

b, kDa~<y REMALT, VIPIPT FLRAZRELET,
appmgr update network-properties set ipv4 {vipO|vipl}<ipv4-address> <network-mask>

ethO f ' F—T7 = A AD vip0 7 RLAZ ATJLE T, ethl £ F—7 = A AD vipl
7T RLVAEZANLET,

c. koawrREHFEHALT E7IPT RLAZRELET,
appmgr update network-properties set ipv4 {peerO|peerl}<ipv4-address>

TIT 47 J—RiZpeer0 7 KL AL LT, AX LA J—KRKDeth0 7 RLA% A
HhLET, 772747 J—FRilpeerl 7T KLAL LT, AX /A J—FR|Zethl 7
FLAZ AN LET,

d KOaxy FEHEHALT, *y NI =2 NI A=F T BT 2 FRrE LOHER
L\ij—o

appmgr update network-properties session show{config | changes| diffs}

Woa<wy REFALT, RELEEFE 2R RLET,
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5. AXL AL J—KRT, FHATHHALIZa~ REEHLT, Xy hU—27 4 0¥ —
T2 A ADNTG A =R EEFLET,

6. ZEHEAWMRLIE., 77747 /—FRTROa~y REEHLCREZEH L ET,
appmgr update network-properties session apply
Fy NI =7 RIA—EREHFINTND I EEHERT LD, Tar 7 bRiRED
FTHRHLET,

7. EREMR L%, ROa<w REFHLTAZ NN, J— R TELEHLET,
appmgr update network-properties session apply

8. WDa<vw REERA LT, 7725747 J—RTIRTCOT SV r—a 2B LE
‘é‘o

appmgr start all

Note koD FIEICHETSATIC, 72T 47 /— RTTRTOT 7 I r— 3 URSIERICKEIT 5 £ TFF
Bi‘g—o

9. WDa<y REERALT, AX N, J—RTTRTOT SV r—va w2l E
7,

appmgr start all
10. ®koavxry RFEALT, 77747 /—FTETEHEHFT—ZML L £,

appmgr update ssh-peer-trust
1. KOa<wry REFEALT, AZ U, J—RTET bF7 AN =% LET,

appmgr update ssh-peer-trust

CiscoDCNM 4 T4 JHAEY r 7Y T TRY M IT—O NS A—BEZEHIT HHED
HoFILavr REA

DY T TliE, CiscoDCNM %A T 4 7 HA® Y T v 7HIZ, £ VA h—b
By NT—T RIRA—H BRI HHEERLET,

\)

Note iz |E. 72754 7BIORZ AL T 7547 X% denml 3 KON denm2 (21 5]
R LET,

[root@dcnm2] # appmgr stop all

Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...

Stopping High-Availability services: Done.

Stopping and halting node rabbit@dcnm2 ...
Note: Forwarding request to 'systemctl enable rabbitmg-server.service'.
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Stopping AFW Applications...
Stopping AFW Server Processes
Stopping AFW Agent Processes
Stopped Application Framework...
[root@dcnm2] #

[root@dcnml] # appmgr stop all

Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...

Stopping High-Availability services: Done.

Stopping and halting node rabbit@dcnml

Note: Forwarding request to 'systemctl enable rabbitmg-server.service'.
Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...

[root@dcnml] #

[root@dcnml] # appmgr update network-properties session start
[root@dcnm2]# appmgr update network-properties session start

[root@dcnml] # appmgr update network-properties set ipv4 ethO 172.28.10.244 255.255.255.0
172.28.10.1

[root@dcnml] # appmgr update network-properties set ipv4 ethl 100.0.0.244 255.0.0.0

R R R R R R R R R R R R R R R R R R R R R R R R R

WARNING: fabric/poap configuration may need to be changed

manually after changes are applied.

R R R R R R R R R R R R R R R R R R R R

[root@dcnml] # appmgr update network-properties set ipv4 vip0O 172.28.10.238 255.255.255.0
[root@dcnml]# appmgr update network-properties set ipv4 vipl 100.0.0.238 255.0.0.0
[root@dcnml] # appmgr update network-properties set ipv4 peer0O 172.28.10.245
[root@dcnml] # appmgr update network-properties set ipv4 peerl 100.0.0.245

[root@dcnml] # appmgr update network-properties session show changes

[root@dcnm2] # appmgr update network-properties set ipv4 ethO 172.28.10.245 255.255.255.0
172.28.10.1

[root@dcnm2]# appmgr update network-properties set ipv4 ethl 100.0.0.245 255.0.0.0

R R R R R R R R R R R R R R R R R R R R R R R R R R

WARNING: fabric/poap configuration may need to be changed

manually after changes are applied.

R R R R R R R R R R R R R R R R R R R R R R R R R R R

[root@dcnm2] # appmgr update network-properties set ipv4 vip0O 172.28.10.238 255.255.255.0
[root@dcnm2] # appmgr update network-properties set ipv4 vipl 100.0.0.238 255.0.0.0
[root@dcnm2] # appmgr update network-properties set ipv4 peer0O 172.28.10.244
[root@dcnm2]# appmgr update network-properties set ipv4 peerl 100.0.0.244

[root@dcnm2]# appmgr update network-properties session show changes

[root@dcnml] # appmgr update network-properties session show changes
ethO IPv4 addr 172.28.10.246/255.255.255.0 =-> 172.28.10.244/255.255.255.0

ethl IPv4 addr 1.0.0.246/255.0.0.0 -> 100.0.0.244/255.0.0.0
eth0 VIP 172.28.10.248/24 -> 172.28.10.238/24

ethl VIP 1.0.0.248/8 -> 100.0.0.238/8

Peer eth0O IP 172.28.10.247 -> 172.28.10.245

Peer ethl IP 1.0.0.245 -> 100.0.0.245

[root@dcnml] # appmgr update network-properties session show config
======= Current configuration ======

NTP Server l.ntp.esl.cisco.com
eth0 IPv4 addr 172.28.10.246/255.255.255.0
eth0 IPv4 GW 172.28.10.1
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DNS

IPv6 addr
IPvV6 GW
IPv4 addr
IPv4 GW
DNS

IPv6 addr
IPv4 addr
IPv4 GW
eth0 IP
ethl IP
eth2 IP
VIP

VIP

VIP

VIPvV6
VIPvV6

= Session

NTP Server

ethO
ethO
ethO
ethO
ethO
ethl
ethl
ethl
ethl
eth2
eth?2
Peer
Peer
Peer
ethO
ethl
eth2
ethO
ethl

IPv4 addr
IPv4 GW
DNS

IPv6 addr
IPv6 GW
IPv4 addr
IPv4 GW
DNS

IPv6 addr
IPv4 addr
IPv4 GW
eth0 IP
ethl IP
eth2 IP
VIP

VIP

VIP

VIPvV6
VIPvV6

[root@dcnml] #

171.70.168.183
2001:420:284:2004:4:112:210:20/112
2001:420:284:2004:4:112:210:1
1.0.0.246/255.0.0.0

1.0.0.246

172.28.10.247
1.0.0.247

172.28.10.248/24
1.0.0.248/8
/

/
/

configuration ======
l.ntp.esl.cisco.com
172.28.10.244/255.255.255.0
172.28.10.1

171.70.168.183
2001:420:284:2004:4:112:210:20/112
2001:420:284:2004:4:112:210:1
100.0.0.244/255.0.0.0

1.0.0.246

172.28.10.245
100.0.0.245

172.28.10.238/24
100.0.0.238/8

/
/

[root@dcnm2]# appmgr update network-properties session show config
======= Current configuration ======
NTP Server

ethO
ethO
ethO
ethO
ethO
ethl
ethl
ethl
ethl
eth?2
eth?2
Peer
Peer
Peer
ethO
ethl
eth?2
ethO
ethl

IPv4 addr
IPv4d GW
DNS

IPv6 addr
IPv6 GW
IPv4 addr
IPv4d GW
DNS

IPv6 addr
IPv4 addr
IPv4d GW
eth0 IP
ethl IP
eth2 IP
VIP

VIP

VIP

VIPvo6
VIPvo6

l.ntp.esl.cisco.com
172.28.10.247/255.255.255.0
172.28.10.1

171.70.168.183

1.0.0.247/255.0.0.0

1.0.0.247

172.28.10.246
1.0.0.246

172.28.10.248/24
1.0.0.248/8

/

/

/
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====== Session configuration ======

NTP Server l.ntp.esl.cisco.com

ethO IPv4 addr 172.28.10.245/255.255.255.0
eth0 IPv4 GW 172.28.10.1

eth0 DNS 171.70.168.183

ethO IPv6 addr

ethO IPv6 GW

ethl IPv4 addr 100.0.0.245/255.0.0.0
ethl IPv4 GW

ethl DNS 1.0.0.247

ethl IPv6 addr

eth2 IPv4 addr /

eth2 IPv4 GW

Peer ethO0 IP 172.28.10.244
Peer ethl IP 100.0.0.244

Peer eth2 IP

eth0 VIP 172.28.10.238/24
ethl VIP 100.0.0.238/8
eth2 VIP /

eth0 VIPv6 /

ethl VIPv6 /

[root@dcnm2] #

[root@dcnml] # appmgr update network-properties session apply
KAk kA hhkhhkhkhkhk Ak hhhkhhhhkhhkhhdhkhhkhhkhhh A hkhhkhhkh A dhkhhkhhkhhbhhhkhkhkhk bk b hkhkhk kb hkkhkk

WARNING

Applications of both nodes of the DCNM HA system need to be stopped
for the changes to be applied properly.

PLEASE STOP ALL APPLICATIONS MANUALLY

R R I R

Have applications been stopped? [y/n]: y

Applying changes

DELETE 1

Node left the swarm.

Server configuration file loaded: /usr/local/cisco/dcm/fm//conf/server.properties
log4j:WARN No appenders could be found for logger (fms.db).

log4j:WARN Please initialize the log4j system properly.

log4j:WARN See http://logging.apache.org/log4j/1.2/fag.html#noconfig for more info.

UPDATE 1

UPDATE 1

DELETE 1

server signaled

INFO : [ipv6_wait tentative] Waiting for interface ethO IPv6 address(es) to leave
the 'tentative' state

INFO : [ipv6_wait tentative] Waiting for interface ethO IPv6 address(es) to leave

the 'tentative' state
kA kA hhkhhkhkhkdhhkhhkhhdhhhhhhhkhdhhhhdhhdhhkhhhhdhkhhhhhrdhhhhkhhrhkrdhkhkhkhhkrkhhrhhhxkhx

Please run 'appmgr start afw; appmgr start all' to restart your nodes.
KKK KKK KR A A A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A AR AR AR AR A AR AR A K

KKK K KA A AR AR A AR A AR A A A AR A A A AR AR A A A A A A A A A A A A A A A A A A A A A A A A A AR AR A AR AR AR AR KK

Please run 'appmgr update ssh-peer-trust' on the peer node.
KKK KKK KK AR AR AR A AR A A A A A A A A A A A A AR A A A A A AR A A A A A A A A A A A A A A A A A A AR AR AR AR AR KKK

[root@dcnml] #
[root@dcnm2]# appmgr update network-properties session apply
LRSS E SRR SRR EE SRR EEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES

WARNING

Applications of both nodes of the DCNM HA system need to be stopped
for the changes to be applied properly.
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PLEASE STOP ALL APPLICATIONS MANUALLY

R R R R R R I I I I R R I I E dh E dh b E b b h E b b b b E E I E h b b b dh b b h E b I E b b b S b i

Have applications been stopped? [y/n]l: y

Applying changes

DELETE 1

Node left the swarm.

Server configuration file loaded: /usr/local/cisco/dcm/fm//conf/server.properties
log4j:WARN No appenders could be found for logger (fms.db).

log4j:WARN Please initialize the log4j system properly.

log4j:WARN See http://logging.apache.org/logd4j/1.2/fag.html#noconfig for more info.
UPDATE 1

UPDATE 1

DELETE 1

afwnetplugin:0.1

server signaled

KAk khkhhkhkhkhk Ak A Ak hhkhhhhhkhhhhhhhkhhkhhdhhhkhhkhhbdhhhkhhkh bk kb hkhhkhhkhkhhk b hkhk kb hk b hhrkhkhhkkhx

Please run 'appmgr start afw; appmgr start all' to restart your nodes.

KAk kA hhkhkhkhkhkhhhkhhkhkhhhhkhhhhhhhkhhkhhhhhkhhkhhh b hhhkhhkhk b hk kb hhkhkhhkhkhk kb kb hkhkhkhkkhx

KAk kA hhkhkhkhkhkhkhhkhhhkhhkhhkhhkhhhkhhkhhkhhkhhhkhhkhhh b hkhhkhhkhhbhkhhkhhkhk bk b hkhkhkhkhkhk Ak hhkhkk

Please run 'appmgr update ssh-peer-trust' on the peer node.
KAk khkhhkhkhkhhkhkhhkhhkhhhkhhkhhkhhhhhkhhkhhkhkhhkhhkhhkhk b hk b bk hhkhhbhkhkhkhkhkhk bk b hkrhk kb hhkhhkk

[root@dcnm2] #

[root@dcnml] # appmgr start afw; appmgr start all

Started AFW Server Processes

Started AFW Agent Processes

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped
Done.

Warning: PID file not written; -detached was passed.
AMQP User Check

Started AFW Server Processes

Started AFW Agent Processes

[root@dcnml] #

Wait until dcnml becomes active again.

[root@dcnm2] # appmgr start afw; appmgr start all

Started AFW Server Processes

Started AFW Agent Processes

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped
Done.

Warning: PID file not written; -detached was passed.
AMQP User Check

Started AFW Server Processes

Started AFW Agent Processes

[root@dcnm2] #

[root@dcnml] # appmgr update ssh-peer-trust
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'172.28.10.245""
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and check to make sure that only the key(s) you wanted were added.
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no' '100.0.0.245""
and check to make sure that only the key(s) you wanted were added.
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'denm-247.cisco.com'"

and check to make sure that only the key(s) you wanted were added.

[root@dcnml] #

[root@dcnm2]# appmgr update ssh-peer-trust
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'172.28.10.244""

and check to make sure that only the key(s) you wanted were added.
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no' '100.0.0.244"'"
and check to make sure that only the key(s) you wanted were added.
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'denm-246.cisco.com'"

and check to make sure that only the key(s) you wanted were added.
[root@dcnm2] #

A2 R7OYE—KODCNM ETHRY KJ—4 JONTADLEE
Y

Note

ATvT3

BRI L E T,

DCNM 7 FI5AT v A ay Yy — L TROa~vy REFEITL, BEHloryary XL AT L

CiscoDCNM A% > K7 ury vy N7 v 7 Txy NU—7 TaT 0 2EETHI2E. kO
FIAZEITLET,

Procedure

WOa~<ws REffFHLT, avyY— oty a 2L ET,

appmgr update network-properties session start

WDa<y REFERLT, Xy hT—27 Fa s 228 HLET,

appmgr update network-properties set ipv4 {ethO|ethl|eth2}<ipv4-address> < network-mask>
<gateway>

Woa<y REfERALT, BEEZFRRLMERLET,
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appmgr update network-properties session show {config | changes | diffs}

AT T4 EREHER LI, kOa~y REFEHLGREEZ#EMNLET,
appmgr update network-properties session apply

ethO EH Ky FU—2 IP 7 FL 2% LT Cisco DCNM Web UL IZ 2 7' 4 T 5 RNC., $5y
L £,

CiscoDCNM XA > K70OY £y TPy TTHRY FIT—H IRSA—LEZLTETHEE
DY TILavy REH

DY I TIE, CiscoDCNM A% Ry vy N7y 7HIZ, £ A M=
By NT—0 NI RA—H BRI LHHEERLET,

dcnm# appmgr update network-properties session start

dcnm# appmgr update network-properties set ipv4 ethO 172.28.10.244 255.255.255.0
172.28.10.1

dcnm# appmgr update network-properties set ipv4 ethl 100.0.0.244 255.0.
dcnm# appmgr update network-properties set ipv4 eth2 2.0.0.251 255.0.0.

R R R

0.0
0 2.0.0.1

WARNING: fabric/poap configuration may need to be changed

manually after changes are applied.
KAk hkhkhkhkhkAkhkh Ak hhkhhhhkhkhhkhhhhhkhhkhhkhkhhkhhkhhkhhh b hkhhkhhkhk bk hkhr bk hkhkhk bk khhkkhx

dcnm# appmgr update network-properties session show changes

eth0 IPv4 addr 172.28.10.246/255.255.255.0 -> 172.28.10.244/255.255.255.0
ethl IPv4 addr 1.0.0.246/255.0.0.0 -> 100.0.0.244/255.0.0.0

eth2 IPv4 addr 10.0.0.246/255.0.0.0 -> 2.0.0.251/255.0.0.0 2.0.0.1

dcnm# appmgr update network-properties session apply
LRSS RS ESE SRR SRR EEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES

WARNING

Applications of both nodes of the DCNM HA system need to be stopped
for the changes to be applied properly.

PLEASE STOP ALL APPLICATIONS MANUALLY

R R R R R R R R R R R R R R I R R R R R R R R R I R R R I I I R R I I I h i

Have applications been stopped? [y/n]l: y

Applying changes

DELETE 1

Node left the swarm.

Server configuration file loaded: /usr/local/cisco/dcm/fm//conf/server.properties
log4j:WARN No appenders could be found for logger (fms.db).

log4j:WARN Please initialize the log4j system properly.

log4j:WARN See http://logging.apache.org/log4j/1.2/fag.html#noconfig for more info.

UPDATE 1

UPDATE 1

DELETE 1

server signaled

INFO : [ipv6_wait tentative] Waiting for interface eth0 IPv6 address(es) to leave
the 'tentative' state

INFO : [ipv6_wait tentative] Waiting for interface eth0 IPv6 address(es) to leave

the 'tentative' state

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| DCNMERI®%IS1—F 4 U T4 Y—EREEET S

#4574 THAE—FODONM £Txy k7—5 F0i7c0zE [
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Please run 'appmgr start afw; appmgr start all' to restart your nodes.
R R R R R I I R R I I I kI R E h E h b E b h b b b b b dh b b b b b E h h E b b E b b E b b b b E E b b b b 3E b b b i

dcnm# appmgr start afw; appmgr start all

Started AFW Server Processes

Started AFW Agent Processes

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped
Done.

Warning: PID file not written; -detached was passed.
AMQP User Check

Started AFW Server Processes

Started AFW Agent Processes

denm#

21T« THAE—FKODCNM L TRy FJ—Y JANTADEE

ATy T

ATvT2

\)

Note

\)

DCNM 7 IS4 T v A ay Yy — L TROa~vy REFEITL, BEHoeyary XL AT L

BRI L E T,
ROFIETRENTNDL LI, AUEETa~y FEFTLET,

Note k(5 ¢7HA/—Rix, H—D=rF 474 LRRTUENOY T, 77747 /— R0

ethl IP 7 L AZEFTHHAITE. AZ N, J— KD ethl IPT7 FLALEFTAHAMLERD
D \i—g—O
EED/ —FDeth0IP 7 RLAZERTL5RE, DO/ — D eth2IP7 FLVAZZEET S
VERH Y £,

CiscoDCNM 2 A T 4 7 HA Y b7 v 7 TRy NU—7 7Fa T 2 ZEETHIZiE, ROTF

lE 25847 LEd,

Procedure

RDOa~vy REfFHLT, A%/ J—=RFRTDCNM 77U r—3 g U afgEik LET,
appmgr stop all
BATT DANS, AZ AN, )= R TTRTCOT TV r—va URMEIET 2 ETREET,

Wha<y REHFRALTC, 725747 J—KTDCNM 77U r—3 g & EIELET,

appmgr stop all
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ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

WKDa<wy REFERALT, 7774 7HBLRRAZ 4 ) — RO D CiscoDCNM =2 >/ —
NTEy g BB LET,

appmgr update network-properties session start

7T 47 J—KRT, ROavr REHEHLTRXYy NI —F A F—T 2 A A NRTA—=H%
EHERLET,

a) Dz~ REfEH LT, ethd, ethl, B3LWeth2 7 RLADIP T RLAZFELET,

appmgr update network-properties set ipv4 {ethO|ethl|eth2}<ipv4-address> <network-mask>
<gateway>

PTXY h~vATBIOTY =T IPT FLRELEBIT, AV F—T oA ADFH LW
IPvd4 F7201XIPv6 7 KL AZ AN LET,

b) KOa~<r REHEHALT, VIPIPT RLAZHELET,
appmgr update network-properties set ipv4 {vipO|vipl|vip2}<ipv4-address> <network-mask>
ethO f ' H =T = A ADvip0 7 FLAZ AN LET, ethl £ F—T = A AD vipl 7 K
VAZANLET, eth2 A LV H—T = A ADvip2 T KL AZ AN L ET,

) Da~<r REHEHLT, 7 IPT7 FLAZRELET,
appmgr update network-properties set ipv4 {peerO|peerl|peer2}<ipv4-address>

TIT 47 J—FKilpeert0 7 RLAL LT, AZL A J—FKDeth07 KL AZ AN LZE
9, 77747 /J—RiZpeerl 7 RL AL LT, A¥ LA ) —R|Zethl 7 RLAZ AT
LET, 777 47 /—Fnipeer2 7 RLAL LTAX LA J—RDeth2 7 KL A% A
JILET,

d) ROa<v s REFEHLT, 2y NT—7 NI ZA—=F T ER2RREB LR L £
h@‘o

appmgr update network-properties session show{config | changes | diffs}
AL N, ) —RT, AT v 7 AT v 7 4 onpage 194 Tt L7-a~r REHEHALT, *v
ND—0 A B =T 2 ADIT A —HEEFLET,
BREMGE LT, 72747 /—RFCROa~y Pl L TRELEMLET,
appmgr update network-properties session apply
Xy NI =7 RIGZA=ZPREHFRINTND I EEHERT D720, T r 7 MRS D E TH
[SXE S
EEEMERLIE, ROa~xy FELTAZ A, J— R TREZEMLET,
appmgr update network-properties session apply
KOav REFRALT, 77747 /J—RTITRCOT TV r—va U EBIBLET,
appmgr start all

Note WOFINEEL /NS, 72T 47 /—RTTRTCOT 7Y r—3 a UNIERFICHE
THETHLET,
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WDa<wy REMFHALT, AZ ", J—RKTIRTOT TV r— 9 2B LET,

appmgr start all

RO~ REERLT, 77747 J— RTCETEHET—ZMHLLET,

appmgr update ssh-peer-trust

ROAS REERLT, AZ R, J—=RTET T AL F—ZMLLET,

appmgr update ssh-peer-trust

CiscoDCNM A T4« THALE Y 7Yy TTRY hT—U NS A—R2 5 EBTHHED

HoF)Lavr FEA

DY 7N TIL, CiscoDCNM XA 7 4 7 HA®yY T v 7RI, £ A F—Jb
Bty NI—0 NI AR BT T 5 HEERLET,

)

Note iz 72757 4 7TEBILRRZ L AL T 54T A% denml 35 L O denm2 (2 {51

WRLET,

[root@dcnm2 ~]# appmgr stop all

Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...

Stopping High-Availability services: Done.
Stopping and halting node rabbit@dcnm-dcnm?2
Note: Forwarding request to 'systemctl enable rabbitmg-server.service'.
Stopping AFW Applications...
Stopping AFW Server Processes
Stopping AFW Agent Processes
Stopped Application Framework...
[root@dcnm2 ~]#

[root@dcnml ~]# appmgr stop all

Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...

Stopping High-Availability services: Done.
Stopping and halting node rabbit@dcnml
Note: Forwarding request to 'systemctl enable rabbitmg-server.service'.
Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...
[root@dcnm-1 ~]#

[root@dcnml ~]# appmgr update network-properties session start
[root@dcnml ~]1#

[root@dcnm2 ~]# appmgr update network-properties session start
[root@dcnm2 ~]#
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[root@dcnml ~]# appmgr update network-properties set ipv4 eth0O 172.28.10.244 255.255.255.
172.28.10.1

[root@dcnml ~]# appmgr update network-properties set ipv4 ethl 1.0.0.244 255.0.0.0 1.0.0.
R R R R R R R R R R R R R R R R R R R R R R R R I I I

WARNING: fabric/poap configuration may need to be changed

manually after changes are applied.
R R R R R R R R R R R R R R R R R R I R R R R R R R I R I I I

[root@dcnml ~]# appmgr update network-properties set ipv4 eth2 2.0.0.244 255.0.0.0 2.0.0.
[root@dcnml ~]# appmgr update network-properties set ipv4 peer0 172.29.10.238
[root@dcnml ~]4# appmgr update network-properties set ipv4 peerl 1.0.0.238

[root@dcnml ~]4# appmgr update network-properties set ipv4 peer2 2.0.0.238

[root@dcnml ~]# appmgr update network-properties set ipv4 vip0 172.28.10.239 255.255.255.
[root@dcnml ~]# appmgr update network-properties set ipv4 vipl 1.0.0.239 255.0.0.0
[root@dcnml ~]# appmgr update network-properties set ipv4 vip2 2.0.0.239 255.0.0.0
[root@dcnml ~]# appmgr update network-properties set hostname local dcnm3.cisco.com
[root@dcnml ~]4# appmgr update network-properties set hostname peer dcnmé.cisco.com
[root@dcnml ~]# appmgr update network-properties set hostname vip dcnm5.cisco.com
[root@dcnml ~]#

[root@dcnm2 ~]# appmgr update network-properties set ipv4 eth0 172.28.10.238 255.255.255.
172.28.10.1

[root@dcnm2 ~]# appmgr update network-properties set ipv4 ethl 1.0.0.238 255.0.0.0 1.0.0.
ER R IR IR Ik kb bk kb b b b b b b b b b b b b b b b b b b b Sk b b b b b b b b b b bk kg bk b b b b b b b b bk kb b b b i

WARNING: fabric/poap configuration may need to be changed

manually after changes are applied.

KKK KKK KA KA AR AR AR AR A AR AR A A AR A A A A AR A AR A AR A A KA A A A A A A A A AR AR A AR AR A KA AR KK

[root@dcnm2 ~]# appmgr update network-properties set ipv4 eth2 2.0.0.238 255.0.0.0 2.0.0.
[root@dcnm2 ~]# appmgr update network-properties set ipv4 peer0 172.29.10.244
[root@dcnm2 ~]4# appmgr update network-properties set ipv4 peerl 1.0.0.244

[root@dcnm2 ~]# appmgr update network-properties set ipv4 peer2 2.0.0.244

[root@dcnm2 ~]# appmgr update network-properties set ipv4 vip0O 172.28.10.239 255.255.255.
[root@dcnm2 ~]# appmgr update network-properties set ipv4 vipl 1.0.0.239 255.0.0.0
[root@dcnm2 appmgr update network-properties set ipv4 vip2 2.0.0.239 255.0.0.0
[root@dcnm2 appmgr update network-properties set hostname local dcnm3.cisco.com
[root@dcnm2 ~]# appmgr update network-properties set hostname peer dcnmé4.cisco.com
[root@dcnm2 ~]# appmgr update network-properties set hostname vip dcnm5.cisco.com
[root@dcnm2 ~]#

[root@dcnm2 ~]#

[root@dcnml ~]# appmgr update network-properties session show changes

eth0 IPv4 addr 172.28.10.246/255.255.255.0 -> 172.28.10.244/255.255.255.0
ethl IPv4 addr 1.0.0.246/255.0.0.0 -> 1.0.0.244/255.0.0.0
ethl IPv4 GW -> 1.0.0.1

eth2 IPv4 addr / -> 2.0.0.244/255.0.0.0
eth2 IPv4 GW -> 2.0.0.1

Hostname dcnml.cisco.com -> dcnm3.cisco.com
eth0 VIP 172.28.10.248/24 -> 172.28.10.239/24
ethl VIP 1.0.0.248/8 -> 1.0.0.239/8

eth2 VIP / -> 2.0.0.239/8

Peer eth(O IP 172.28.10.247 -> 172.29.10.238

Peer ethl IP 1.0.0.247 -> 1.0.0.238

Peer eth2 IP -> 2.0.0.238

Peer hostname dcnm2.cisco.com -> dcnm4 .cisco.com
VIP hostname dcnmé.cisco.com -> dcnmb5.cisco.com

[root@dcnml ~]# appmgr update network-properties session show
Current configuration

Hostname dcnml.cisco.com

NTP Server

DNS Server
ethO IPv4 addr
ethO IPv4 GW
ethO IPv6 addr

l.ntp.esl.cisco.com
171.70.168.183,1.0.0.246
172.28.10.246/255.255.255.0
172.28.10.1

config
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ethO IPv6 GW

ethl IPv4 addr 1.0.0.246/255.0.0.0
ethl IPv4 GW

ethl IPv6 addr

ethl IPv6 GW

eth2 IPv4 addr /

eth2 IPv4 GW

eth2 IPv6 addr

eth2 IPv6 GW

Peer hostname dcnm2.cisco.com
Peer ethO0 IP 172.28.10.247
Peer ethl IP 1.0.0.247
Peer eth2 IP

Peer ethO IPv6

Peer ethl IPv6

eth0 VIP 172.28.10.248/24
ethl VIP 1.0.0.248/8

eth2 VIP /

eth0 VIPv6 /

ethl VIPv6 /

VIP hostname dcnmé6.cisco.com

====== Session configuration ======
Hostname dcnm3.cisco.com

NTP Server l.ntp.esl.cisco.com

DNS Server 171.70.168.183,1.0.0.246
eth0 IPv4 addr 172.28.10.244/255.255.255.0
eth0 IPv4 GW 172.28.10.1

ethO IPv6 addr

ethO IPv6 GW

ethl IPv4 addr 1.0.0.244/255.0.0.0
ethl IPv4 GW 1.0.0.1

ethl IPv6 addr

ethl IPv6 GW

eth2 IPv4 addr 2.0.0.244/255.0.0.0
eth2 IPv4 GW 2.0.0.1

eth2 IPv6 addr

eth2 IPv6 GW

Peer hostname dcnm4.cisco.com
Peer ethO IP 172.29.10.238
Peer ethl IP 1.0.0.238

Peer eth2 IP 2.0.0.238

Peer ethO IPv6
Peer ethl IPv6

eth0 VIP 172.28.10.239/24
ethl VIP 1.0.0.239/8
eth2 VIP 2.0.0.239/8

eth0 VIPv6 /

ethl VIPv6 /

VIP hostname dcnm5.cisco.com
[root@dcnml ~]#

[root@dcnm2 ~]# appmgr update network-properties session show changes

eth0 IPv4 addr 172.28.10.247/255.255.255.0 -> 172.28.10.238/255.255.255.0
ethl IPv4 addr 1.0.0.247/255.0.0.0 -> 1.0.0.238/255.0.0.0
ethl IPv4 GW -> 1.0.0.1

eth2 IPv4 addr / -> 2.0.0.238/255.0.0.0
eth2 IPv4 GW -> 2.0.0.1

Hostname dcnm?2.cisco.com -> dcnm4.cisco.com
eth0 VIP 172.28.10.248/24 -> 172.28.10.239/24
ethl VIP 1.0.0.248/8 -> 1.0.0.239/8

eth2 VIP / -> 2.0.0.239/8

Peer ethO IP 172.28.10.246 -> 172.29.10.244

Peer ethl IP 1.0.0.246 -> 1.0.0.244
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Peer eth2 IP > 2.0.0.244
Peer hostname dcnml.cisco.com > dcnm3.cisco.com
VIP hostname dcnmé.cisco.com > dcnmb5.cisco.com

[root@dcnm2 ~]# appmgr update network-properties session show configuration
======= Current configuration ======
Hostname dcnm2.cisco.com

NTP Server l.ntp.esl.cisco.com

DNS Server 171.70.168.183,1.0.0.247
eth0 IPv4 addr 172.28.10.247/255.255.255.0
eth0 IPv4 GW 172.28.10.1

ethO IPv6 addr

eth0 IPv6 GW

ethl IPv4 addr 1.0.0.247/255.0.0.0
ethl IPv4 GW

ethl IPv6 addr

ethl IPv6 GW

eth2 IPv4 addr /

eth2 IPv4 GW

eth2 IPv6 addr

eth2 IPv6 GW

Peer hostname dcnml.cisco.com
Peer ethO IP 172.28.10.246
Peer ethl IP 1.0.0.246

Peer eth2 IP
Peer eth0O IPv6
Peer ethl IPv6

ethO VIP 172.28.10.248/24
ethl VIP 1.0.0.248/8

eth2 VIP /

eth0 VIPv6 /

ethl VIPv6 /

VIP hostname dcnmé6.cisco.com

====== Session configuration ======
Hostname dcnmé4.cisco.com

NTP Server l.ntp.esl.cisco.com

DNS Server 171.70.168.183,1.0.0.247
eth0 IPv4 addr 172.28.10.238/255.255.255.0
eth0 IPv4 GW 172.28.10.1

ethO IPv6 addr

eth0 IPv6 GW

ethl IPv4 addr 1.0.0.238/255.0.0.0
ethl IPv4 GW 1.0.0.1

ethl IPv6 addr

ethl IPv6 GW

eth2 IPv4 addr 2.0.0.238/255.0.0.0
eth2 IPv4 GW 2.0.0.1

eth2 IPv6 addr

eth2 IPv6 GW

Peer hostname dcnm3.cisco.com

Peer ethO IP 172.29.10.244
Peer ethl IP 1.0.0.244
Peer eth2 IP 2.0.0.244

Peer eth0O IPv6
Peer ethl IPv6

ethO VIP 172.28.10.239/24
ethl VIP 1.0.0.239/8

eth2 VIP 2.0.0.239/8

eth0 VIPv6 /

ethl VIPv6 /

VIP hostname dcnm5.cisco.com
[root@dcnm2 ~]#

[root@dcnml ~]# appmgr update network-properties session apply
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R R R R R I R R I I I I I R E E dh E dh E E b dE kb dh b b b h E E b E I b E b b dE E b h b dE E E E b b 3h b b i

WARNING
Applications of both nodes of the DCNM HA system need to be stopped
for the changes to be applied properly.
PLEASE STOP ALL APPLICATIONS MANUALLY

R R R R R I I R R E E b E b E E b ik h h E h b b h E E I E b b b b dE h b h b E b E E h b b b b i

Have applications been stopped? [y/n]l: y

Applying changes

DELETE 1

Node left the swarm.

Server configuration file loaded: /usr/local/cisco/dcm/fm//conf/server.properties
log4j :WARN No appenders could be found for logger (fms.db).

log4j:WARN Please initialize the log4j system properly.

log4j:WARN See http://logging.apache.org/logd4j/1.2/fag.html#noconfig for more info.

UPDATE 1

UPDATE 1

DELETE 1

server signaled

INFO : [ipv6_wait tentative] Waiting for interface ethO IPv6 address(es) to leave
the 'tentative' state

INFO : [ipv6_wait tentative] Waiting for interface ethO IPv6 address(es) to leave

the 'tentative' state
Ak Ak hkhkhkkhkkhkkhkhkhkhkhkhkhkhkhhhkhkhkhkhkhkhkhkhhkhkhhhkhkhkhkhkhhhkhkhkhkhhhkhkhkhbkhrhkhkhkhkhkhhkhkhkhrhrhhhkhkhkkkdxx

Please run 'appmgr start afw; appmgr start all' to restart your nodes.
KAk khkhhkhkhkhk Ak Ak hhhkhhhhkhhhhhkhhkhhkhhhhhkhhkhhkdh b hh kb bk h b hkhhkhhkhk bk hkhkhkhk kb hk Ak hkhkhkhkkhx
KAk hkhhkhhkhhkhkhhkhhkhkhhkhhkhhkhhhhhkhhkhhhhhkhhkhhhkhdhhhkhhkhhhkhhkh kA bk kb hkrkhk kA hhkhkk

Please run 'appmgr update ssh-peer-trust' on the peer node.
KAk kA hhkhhkhAkhkhk Ak hhhkhhkhhkhhkh A hhhkhhkhhh A hkhhkh kA A hkh bk bk h b hhhkhhkhk kA hkhkhk kA hhhhkk

[root@dcnml ~]#

[root@dcnm2 ~]# appmgr update network-properties session apply
KKK KKK KA A A AR AR A AR A A A A A A A A A A A A AR A A A A A A A A A A A A A A A A A A A A A AR AR AR A AR AR AN KA KKK
WARNING
Applications of both nodes of the DCNM HA system need to be stopped
for the changes to be applied properly.
PLEASE STOP ALL APPLICATIONS MANUALLY

KKK KKK KA A AR A AR A AR A A A AR A A A A A AR AR A A AR A A AR A A A AR A A A A A A A A A A AR A AR AR AR AR A KKK

Have applications been stopped? [y/n]l: y

Applying changes

DELETE 1

Node left the swarm.

Server configuration file loaded: /usr/local/cisco/dcm/fm//conf/server.properties
log4j:WARN No appenders could be found for logger (fms.db).

log4j:WARN Please initialize the log4j system properly.

log4j:WARN See http://logging.apache.org/log4j/1.2/fag.html#noconfig for more info.
UPDATE 1

UPDATE 1

DELETE 1

afwnetplugin:0.1

server signaled

R R R R R R R R R R R R R R R R I R R R R R R R R R R R R R I h b E R I I I E E b b

Please run 'appmgr start afw; appmgr start all' to restart your nodes.

R R R R R R R R R R R R R R R R R R R R I R R R I R I R I I R I I I E E

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R I I I R R I I

Please run 'appmgr update ssh-peer-trust' on the peer node.
R R R R R R R R R R R R R R R R R R R R R R R R R R R I I R R I I I

[root@dcnm2 ~]#

Step 7
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[root@dcnml ~]# appmgr start afw; appmgr start all
Started AFW Server Processes

Started AFW Agent Processes

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped
Done.

Warning: PID file not written; -detached was passed.
AMQP User Check

Started AFW Server Processes

Started AFW Agent Processes

[root@dcnml ~]#

Waiting for dcnml to become active again.

[root@dcnm2 ~]# appmgr start afw; appmgr start all
Started AFW Server Processes

Started AFW Agent Processes

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped
Done.

Warning: PID file not written; -detached was passed.
AMQP User Check

Started AFW Server Processes

Started AFW Agent Processes

[root@dcnm2 ~]#

[root@dcnml ~]# appmgr update ssh-peer-trust

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'172.28.10.245""

and check to make sure that only the key(s) you wanted were added.
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"

Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no' '100.0.0.245""
and check to make sure that only the key(s) you wanted were added.

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'denm2.cisco.com'"

and check to make sure that only the key(s) you wanted were added.

[root@dcnml ~]#

[root@dcnm2 ~]# appmgr update ssh-peer-trust
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
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Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'172.28.10.244""

and check to make sure that only the key(s) you wanted were added.
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"

Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no' '100.0.0.244"'"
and check to make sure that only the key(s) you wanted were added.

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'denml.cisco.com'"

and check to make sure that only the key(s) you wanted were added.

[root@dcnm2 ~]#

oty b7 Y TTDONM Y — /N IR —FKEZLEET 3

The password to access Cisco DCNM Web UL (27 7 E AT 57200 D/ AT — KL, B A 7D
CiscoDCNM Z A » X b=V T HRICRESNET, 72720, BEITJS U TA v A b=
ZONAT— REeEHRTEET,

A A= NRIZNAT— REEETHI2E, ROFMEEFEITLET,

Procedure

appmgrstopall 2~ > K& LT, 77V r—varziEikLET,
TRTCOT IV r—2a v inBEEEILET 5 E TRHRHLET,

appmgr change_pwd ssh {root|poap|sysadmin}[password =~ > K& L C, HFHA L X —T =
AADINAYT — REETLET,

H LR AT — RRRO/NAT — REAZHEIL L T\ D Z L 2R LET, BHICith R0
A, DCNM 77V Ir—3 g 3#EUNHERE L s WIEERH Y 97,

cH/INTHSLFEEHR, 1HOT N7 7 Xy e 1 HOBET2E00ERNH Y £,
s TNT 7Ry b BT, BT ( #@&SRE) OAEDbEEELZ ENTEET,
* DCNM /XA T — RIZZN 6 DR CTH#HFEH LW TL 7230, <SPACE>"& $ %' =<

>c N/,

appmgrstartall =~ > REFEHL T, 77V r—ra U EEBLET,
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Example

dcnm# appmgr stop all
dcnm# appmgr change pwd ssh root <<new-password>>
dcnm# appmgr change pwd ssh poap <<new-password>>

dcnm# appmgr change pwd ssh sysadmin <<new-password>>

dcnm# appmgr start all

M T47HAEY F 7Y TTOHODCNM H—/N\— /R T—FDER

&

ATy T2

ATvT3

The password to access Cisco DCNM Web UL IZ7 7 B A FT B 728D/ NA T — Rk, EBHZ A 7O
CiscoDCNM % A » X b=/ F HRICRESNET, 7272 L, BEITIS U TA A b= &I
ZDONAY— REeEHETEET,

A VA PRI NAY — REERT 51213, ROFIEZFATLET,

Procedure

appmgrstopall 2~ > FEZFEH LT, AFX AL T T ITA TV ATTRTOT T r— a3
gL E9,

appmgr status all 2~> REFH LT, T XCOT 7V r—a rMEIEL TS Z L 2R
LET,

appmgrstopall 2~ > R LT, 77747 T T I7A TV ATINTOT TV r—a
EEIELET,

appmgrstatusall =2~ > REFHL T, T XTCTOT7 7V r—ra rMEIELTWD Z L 2R
LET,

TIT 4T E— NEAZ LA ) — RO )T, appmgr change_pwd ssh
{root|poap|sysadmin}[password =~ > RZH L T, EFHA L X —T = AD/NAT — REE
HLET,

Note T MO ITO ) — RIZH LTRCNAT— RE#REEL TnET,
HLWRAT— KN RO/NRAY — RERIZHER L TWD Z 2R LET, Eitbang
A, DCNM 7 7V r— a 3dEuNcERE L2 WEERH 0 £77,

/T H S LFEEH, 1HOT AT 7y v & 1 HOBFTEELVERNH Y 7,

s TNT 7Ny b BT, FHRT (H@&SRE) OAEDEEEL I ENTEET,

* DCNM /RA T — RIZZN b DR CTH#FEH LW TL 7230, <SPACE>"& $ %' =<
>c N/,
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appmgr startall 2~ > FEEM LT, 727747 77 I9A T ATT 7Y r—3va v afElk
LET,

appmgrstatus all =2~ > REFEH LT, XCOT7 7V r—va UAEEBIL TV D Z L &R
LET,

appmgrstartall 2~ REFH LT, AZ N, TTIAT U ATT 7Y r—3a xRk
Li‘g—o

appmgr status all =2~> RZEH LT, T XCOT7 7V r—a UAEE L TWD 2 & 2R
L\i‘a_O

Example

TIT4TBIOAZ A % denml BE PN denm2 & U CTEHBNCEE L £,

dcnml# appmgr stop all
dcnm2# appmgr stop all

dcnml# appmgr change pwd ssh root <<new-password>>
dcnml# appmgr change pwd ssh poap <<new-password>>
dcnml# appmgr change pwd ssh sysadmin <<new-password>>

dcnm2# appmgr change pwd ssh root <<new-password>>
dcnm2# appmgr change pwd ssh poap <<new-password>>
dcnm2# appmgr change pwd ssh sysadmin <<new-password>>

dcnml# appmgr start all
dcnm2# appmgr start all

A2 FR7O Yy R 7Yy TTDCNM F—EAR—R XA J— RKEZE

B9 D

ATy I

ATy T2

ATvT3

CiscoDCNM 2 & > K7 m Y & v b7 » 7 T Postgres 7 — X X—AD/NAT — REEET 5HIZ
X, OFNEEFATLET,

Procedure

appmgrstopall =~ FZEH LT, 3 _XTOT7 7V r—va &2k LET,

appmgrstatusall 2~ > REFEHLCTITRXTOT 7Y r—ra UIMEIELTND I Eai L
ij‘o

appmgr change_pwd db ==~ > K% f#i ] L C Postgres /XA U — R&ZH L E 7,
Tar 7 R TH LWRAT—=REALET,
appmgrstartall =~ > FEFEHL T, 77V r—Ta U EEBILET,
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appmgrstatusall 2~> REFHL T, T XTCOT7 7V r—rarRNEEL VD 2 L Z2ikER
LET,

Example

dcnm# appmgr stop all
dcnm# appmgr change pwd db <<new-password>>
dcnm# appmgr start all

214 T4 HAELY 7Y TTDCNM T—AR—X INAJ— RELH

ERS

ATy T

ATy T2

ATvFT3

ATv74

ATy Th

Cisco DCNM %A 7 4 7 HA &~ N7 v 7T Postgres 7 —Z _X—AD/RA T — REEEFT 5H(T
E. ROFIREETLET,

Procedure

appmgrstopall 2~ > REHHL T, AXNA T T ITAT VATTRTOT S r—va v
L ET,

appmgrstatus all =2~ > REFEH LT, T XTOT7 7V r—ra VMEIELTWD Z & #/kER
LET,

appmgrstopall =~ > REEH LT, 727747 77 I7A T ATET_XCOT T r—va
ZlEIE L E9,

appmgr status all 2~ > REFHL T, T XCOT 7V r—a VMEIELTWD Z L 2R
LET,

TIT 4 TEBLOAK N1, /— KT appmgr change_pwd db ==~ > RZ{#i ] LT, Postgres
INRAY— REERELET,

T NCREUANRAT — R L9512 LET,
appmgrstartall a2~ REEH LT, 77747 7T I3A T ATTY 7Y r—3a &gk
LET,

appmgr statusall =< > RZEHL T, 3 XTOT7 7SV r—ra UREB L TWDH Z & &R
LET,

appmgrstartall =~ > REFEHL T, RZ NS, TTIAT L ATT Y r—3a Ui fhh
LET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| DCNMBBA%IC1—F 4 UT < Y—EREEET D

AEURFAY Y Py INBRA T4 THALY +P v T~0%HE [

appmgrstatus all 2~> REFEHL T, T XCTOT7 7V r—varRNEEL WD Z L 2ikER
LET,

Example

TIT 4 TBLOAZ 3, Z denml BLOdenm2 & L CEBNICER L £,

dcnml# appmgr stop all
dcnm2# appmgr stop all

dcnml# appmgr change pwd db <<new-password>>
dcnm2# appmgr change pwd db <<new-password>>

dcnml# appmgr start all
dcnm2# appmgr start all

A3 K7 Y N7y IhSR1MT47HAEY F
Ty IADETiR

ATy T

ATy T2

BETFD CiscoDCNM A X o 7ty N T v 72347 47 HA® Y 8T v FICEHT HIZ
T, WOFINEEZETLET,

1a SR
appmgr show version =< > REZEH LT, AX U KTty N7y 7R T7 77 4 7 TEIE
LTWDZ L afER LET,

dcnm# appmgr show version

Cisco Data Center Network Manager
Version: 11.5(1)

Install mode: LAN Fabric
Standalone node. HA not enabled.
denm#

FIE

AL RTmy -ty N7 w7 C, appmgr root-access permit ® =~ > R & ffi il L CTSSH % L #f)
L. root t—H%— 77 v ZAE=HEMILET,

dcnm# appmgr root-access permit

HLODCNMEZ A XY J—RELTEBMLET, B4 VAM—=IL-HAEAh VR )] %
B ET

e ziE, BFEOEy b Ty FEdenml L LT, HFLWDCNM 28 &Y J—RELT
denm2 & LTHRELET,
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B <5 k700t r7uTnoResTTHALY b7y TADELH

ATvT3

be3

et

VAT LERED RN V= RBE R T L TR WAL, Web £ VA F—F 12
SYSTEMRESOURCEERROR & #/R &L, A VA h—ARHIEInNET, VAT
LEEEEFEL, Web A VA M—=FZEBILTA LA M—NVE5ETLET,

thoFY s —FRELTdenm2 #5E L E7, denm2 @[22V — /L (Console)] ¥ 7 IZFRK R E
LTV D URL Z |50 f+1F, [Enter] ¥ —% L £,

WA v —UNFRINET,

a)

b)

d)

[Cisco DCNM ~ & 5 Z % (Welcome to Cisco DCNM)] & 225, [BAE (Get Started)] % 7
Vw7 LET,

EE VAT BEENR/NY V= ABEH AT L TR WS IE, Web A VA F—T
\Z SYSTEM RESOURCE ERROR & #E/R &M, A VA b—ARnHIEENET,
VAT LEMHEETEL, WebA VA M—TFFEH LA LA —NLERETLE
‘é—o

[Cisco DCNM A > A k— (Cisco DCNM Installer)] Hif& C, [Fif4 VA b—IL-HA € H
> &1) (Fresh Installation - HA Secondary)] =7+ 3 > R ¥ 2 @&R L C, denm2 =& %
YHY J—KRELTA A M—=LLET,

[Continue] 7 VU v 7 LE 7,

[41 A =)L E—F (InstallMode) ] ¥ 7 C, Fav 77X UARNLT T4~
J—FRIZERLEZLDERITA A =L B— RERIRL T,

G¥) T4 J—RLEILA VA= F— REBIRLAZWVES. HA DA A
F—F B L ET,

7 FAH E— RTCiscoDCNM 7' 714 < U ZHERK L TWADEEIX, [VTRE E—FEF
#1=9 % (Enable Clustered Mode)] = v 7 R v 7 A& 41 LET,

[~ (Next)] 27 VU v 7 LET,
[&3 (Administration) ] % 7 T, "2 U— FIZETAE®E AN LET,
GE) TRTONRAT—RL, 7T7A4<Y ) — FOFRERIIETE L7/ XA U — R LH
CTHLUERHY 7,
[ R T LERTE (System Settings)] T. DCNM 7 7T A 7 v ADRE &I TV E T,

. [E2fE8H7R R 4 (Fully Qualified Hostname)] 7 « —/L K¢, RFC1123 %27 2 = 2.1
DY, FERMEM KA A % (FQDN) DR A M2 AN LET, HFOHOKRRA b
AT AR— SN TWERA,

« [DNS #—/\ 7 E L X (DNS Server Address)] 7 4 —/L K G, DNSIP 7 KL 2% AJj
L/ij—o

UU—2112(1) 76, IPv6 7 RL A% L7z DNS — b ETE 7,
UU—2A11.3(1) 75, 1{ELL EO DNS #—s3& NTP $— N E B ETE 7,
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GE) Network Insights 7 7"V 77— 2 U 2 L TV 5561L, DNS — 03
NCEERRETH D L ZMER L ET,

«[INTPH—/A 7 KL R IJRX k (NTPServer Address List) ] 7 4 —/L K CiX, NTP ¥ —
NOIPT RLAEZANLET,

EIXIP £7201XIPv6 7 R L ADREC 1123 ICHEHL L -4 BT THLMLENH Y £,
UU—211301) 725, 1{ELLED NTP — "2 HETE £1,
cBALY—2 Fuy 7 HZ 7 JX b, DCNMEZEBRE L TWE XA LY — &%
WLET,

[Next| 227 U w7 LET,

f) [ bT—2FE (Network Settings)] % 7 T, DCNM Web UL IZEIZET 5 7= DI H S i
D3y NI =7 TG X=X R LET,

B 22: Cisco DCNM EEERy K T—) A VB3 —T x4 R

ethl mgmt0 £ p=—" £ : £ :
Out-Of-Band Network % ‘*’ ‘%’ ‘*’
eth2
In-Band Network

1. [BEERv k7—7% (Management Network)] fEi& C. [EI IPv4 7 KL X (Management
IPv4 Address) 1 & [BEEERY FT—4 T4k IPVAS5— k24 (Management
Network Default IPv4 Gateway) ] D HEIATJIP 7 RLAD ] IELWIZ & &R L £
T, LBEISUTEHELET,

G¥) HA® Y N7 v 7RIEFICE T T 57D, IPT RUVART T4 <Y ) —
RCHRESNTWEIOLREIUEHERY NV—ZIZBLTWVWADZ L 2MRL
F7,

FFToa) T 74w AL EBITAENIRIPV6 T KL AZ AL, BEIPWG 7 F
LRALEBARAYNTI—9 TIHILEMIPVE X — T = A ZHEKLET,

2. [T rxATIN2 K Ry k7—2% (Out-of-Band Network)] fEIK T, IPv4 7 KL X &
T—rOzAIPVAT7 FLR Z AT LET,

mMMﬁmm*/kv 7 FIchBEAIE. IPv6T RL A LA — N7 = AIPv6T KL
WIZBE ST AIPv6T RLAZ AL T, Xy hU—2 2FRELET,
() m7vaﬁf?47)/wFf%iéMKﬁu7vrffﬂyP*yk
WWELTWAZ gﬁ%‘ﬁ%mu Ljf—é—o

Management
Network
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B <5 k700t r7uTnoResTTHALY b7y TADELH

T RAT R REHETIEL, T3 AEBUR— b (8% mgmt0) ~DH & ik L %

j—o

G¥) T RETAR REEPRESN T RWES, 75 A% F— T Cisco
DCNM % ETE £/ A,

[4 >\ K =y bT—2% (In-Band Network)] S T, 4 232 KRy b —5 D IPV4
7 RLRABEXOS =t zA IPVAT7 RLREZASDLET,

DCNM 28 IPv6 v b U —27 RIZH DAL, IPB 7 KLAR L 5F— k92 A IPV6 T

FLR OBETBIPv6 7 KL ABZANTHI LT, 2y NT—7 &R LET,

GE) IP7 RLART T A~ ) —RTREINEZR UL NV KRRy hU—7
WRLTWAZ 2R LE7,

AR R Ry FT—=2Z2X 0, FiHEARVOR— S EIS L TT A A~BZEAFEIC

0 F9,

GE) AN RRy NT—TEFRELRWEGA, T R huebr—42EBX
T LA b UBSBEIIHRETE £8 A,

Next] #7 U > 27 LET,

g) [7FUsr—3 3> (Applications) ] ¥ 7T, [N 77V r—rarh—ERA Ry hU—
71, BEO[Z T A% £— FRE] 2k LET,

1.

[RET7 TV r— 30 H—ERX v kT—7% (Internal Application Services Network)]
FEIC, DCNMIZHK L CNER CERITT DT 7V r—a v ~T 7B AT 5700 IPv4
IPHIRY b T4—LRICIPH T Xy hEASDLET,

[V 5 X4 E— FE&E (Clustered mode configuration) 168l C, * v T —JRE%
MR LT, 7 7AXE—RTDCNMA Y AX AR LET, 77 AKX E— T,
TV =g AN Ea—F 4 7 ) — RTCETEINET,
[7O AT KRIPVAR Y kT—9 7 KL R T—)L (Out-of-Band IPv4 Network
Address Pool)] T, 7 7 A% &— RTHAT 27 7 MAT /80 FIPvd Xy bU—
IMBET RVA 7F—EATTLET,

A7 ar T, [FTORETNRURIPVG6RY bT—9 7 KLR J—)L (Out-of-Band
IPv6 Network Address Pool) ] 7 4 —/L RIZIPv6 7 KL A 7 — L& AJ1T5H 2 &
HTEET,

s[4V EIPVA Ry kT—%9 7 KL R F—JL (In-Band IPv4 Network Address
Pool)] T, 7 7 AX = RFTHMTHA " FIPvd Ry FPT—INET FLX
T—=Nm AN LET,

FTar T AN RIPE Ry kJ—% 7 FLR F—)L (In-Band IPv6
Network Address Pool) ] 7 4 —/V RKIZIPv6 7 KL A F— L E ANTH2 LT
TET,
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IP7 RLARTTA~Y J—RTHEEREINTZLDOLERET—NVICET DI EaMRL
iﬁqo

h) [HA ERZE (HA Settings)] # 7 C. &Y J—F DV AT LAREEZITWVET,
«[F54<") DCNM / — FDERE IP 7 K L X (Management IP Address of primary
DCNM node)] 7 « —/L KiZ, DCNMUIIZT 7 ® A $ 570D P 7 KL A%
AP LET,

« [VIP 52 1{&8fi7k X k4 (VIP Fully Qualified Host Name)] 7 + —/L K¢, RFC1123 &7~
a2 OE0IT, EREM R AA 4 (FQDN) DR A A2 AT LET, KT
HDRARGITFHR—F SR THEREA,

[BEERY FT—% VIP 7 KL X (Management Network VIP Address) ] 7 4 —/L K
W, By hT—ZOVIP E LTHERASNTZIP T RLAZ A LET,

F 7 a T, [BERY FT—DOVIPV6T FL A (Management Network VIPv6
Address) 17 4 —/V RIZIPv6 VIP 7 KL AZ ANTHZ L TEET,
GE) IPv6 7 RUVAZEH L TEHER Yy hU—7 ZFE L TWAHHEIT, HH
F v hT—=ZDVIPV6 7 RLAZZRELTNDZ L 2R LET,
[TORETNUE Ry bT—=Y VIPF7 FLR (Out-of-Band Network VIP Address) ]

T4 —=IVRIZT U NET TR R Xy hU—ZDVIP E L THEAENDIPT FL A%
AN LET,

FTar T [TIObFTNUR Ry FID— D VIPV6 7 KL X (Out-of-Band
Network VIPv6 Address) ] 7 4 —/LV RIZIPV6 VIP 7 RL A &Z AN+TH5Z L Ta %
j‘o

[NV E Ry FT—% VIP 7 FLR (In-Band Network VIP Address) ] 7 1 — /v
RIZT7 7 hA TR R 2y hU—=ZOVIP E LTHHENDIPT RLAZ AN LE
ﬁqo

F7Frar T ANV ERY FT—=2DVIPV6 7 KL R (In-Band Network VIPv6
Address) 17 4 —/LV RIZIPV6 VIP 7 KL AZ ANTHZ L TEET,

GE) [~y b7 —2 &%TE (Network Settings)] %# 7 CTA > /N K X2y hT—27 D
IP7 FLAZRRE LGS, 2TD7 44—V RIZNAETT,

« [HA Ping #£8E IPv4 7 K L X (HA Ping Feature IPv4 Address) | 7 ¢ —/L N2, #E
WS U T, HApingIP 7 RLZAZ AL, ZOREEZANILET,

GE) HERR A D IPv4 7 R L A%, ICMP echo ping [ZIGE T 2 BN H D £,
HA PING ADDRESS (X, DCNM 77 7 4 7R L NAZ A 7T KL R &3R5 T
WOHMENRH Y £77,

HA ping IPv4 7 K L A % Split Brain > U A & BT 5 L 9 ITHERT 2B R H D 97,
Z®DIP 7 KL A%, Enhanced Fabric B Xy NV —Z IZBTHLENH Y 7,

[R~(Next)] 227 U w7 LET,
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i) [Y<U— (Summary) | ¥ 7 C, #EOFEME RELET,

AIOX 7ICBE) L CREEF AL T 5, [A (previous)] 27 Vv 7 LET, [4 VR b—
JLODBAA (Start Installation)] 22 V v 7 L, @R L72JEBE— D Cisco DCNM OVA A >
A M—=NEFETLET,

EATRIA=DFREN, BT LI A—k T —Y BEOMA, BLOA & h—/if
OB A F TR SN E T, BBFR TR/ A—I2 100% & FREz 5, [#1T (Continue)] %
7Yy LET,

DCNM Web UL IZT 7 AT 575D URL & & HIZHIIA v E—IURFRENE T,

Your Cisco Data Center Network Manager software has been installed.
DCNM Web UI is available at

https://<<IP Address>>

You will be redirected there in 60 seconds.

Thank you

B R R R R R

GE) CiscoDCNM 37 7 A T U 4 —/VDOBFE R TEITINTWAELEE, A— 2443 %
BH X . Cisco DCNM Web Ul Zi&Z@E L £9°,

RDERY
appmgr show ha-role =~ > R LT, HA v — L &R LET,
TIT477—RK (FWAZ R7Tmy /) —R)

dcnml# appmgr show ha-role
Native HA enabled.
Deployed role: Active
Current role: Active

AR N ) —F BLL BRI —F)

dcnm2# appmgr show ha-role
Native HA enabled.
Deployed role: Standby
Current role: Standby

A—T4) T4 Y—E XD
Z 2 TlX, CiscoDCNM TSN AEN DT XTO2—TF 4 VT 4 —EZADFEMIZ DO
THHALET, HiEko B0 TF,

v bO—YEH
T—% ko — 3y NU—7EPEEREIZ, Cisco Data Center Network Manager (DCNM) #—/3
TRt S ET, CiscoDCNM (ZT7—F B — A VT FA TV Fv Dty b T v 7 K
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b, BH, BIXOE=4V 7 &I LE T, CiscoDCNM IZIE, 77 UHFnLT 7 EAT
X¥7., http://<<hostname/IP address>>,

\)

Note  Cisco DCNM DFEAMIZ-OUVTIL, http://cisco.com/go/denm ZZ MR L TL 72 &0,

~
A—7ALL—23aY
RabbitMQ
Rabbit MQ Id, Advanced Messaging Queuing Protocol (AMQP) ##2flk92 X vt — 71 v i1 —
T9, RabbitMQ A v &— 7 1 v 7 —|%, vCloud Director/vShield Manager 7> & fi# i1 FH @ Python

AT YT PIAR FEEELET, 77 —L 7 =7 D Secure Shell (SSH) =2V — )i,
FFEDCLL 2~y Fa2fALT, 2078 bave@ETEET,

)

Note 30 F5LLPNIZ DCNM O — (i 5 T AMQP %5 1k 3 L OVFEE T 2 LB A H Y £4, 95 LA
WS, AMQP 2BAE L7e WA H Y 97, RabbitMQ OFEMIZ DUV T,
https://www.rabbitmq.com/documentation.html 22 L T 72 &0,

7 w77 1— K%, RabbitMQ EEIH —ERAZ AN LT, ROa~v» REH L THRAEE
B XORBLET,

dcnm# appmgr stop amgp
dcnm# appmgr start amqgp

AMQP BWEITENRWGE, AEY AX—XIT7 714 /L
/var/log/rabbitmg/erl crash.dump (Z/RIATWVD K I ITENE > TWET,

BRAVEHTIOE D3I =Y
Power On Auto Provisioning (POAP) (X, A ¥ — ’7 v 7REXFEHETICAAL v F 2 iET2
ERELET, ZhE A A b= EN 20D R—F 2y ML TRAELET,
« DHCP #—3

DHCP %—\E, 777U v ZNDAA v FIZIP T KL A% S—EL L, POAP F—%
R—2DBPFT A LET, ZHICED ., Python 227 U7 FAMBHESFL, /34 A A —
T EREICEEM T O ET,

CiscoDCNM O A A b=z, W7 7 7V v 78FT7 KL A F 7212 00B L% »
NT—2ZDIPT KL AL, Ciscol B 7 I~T7 N 777 v 7 &RICEEMT O
Iy NEERLET,

c URI K
TFTP % —/ N%, POAP IZfEfl SN dEEh A7 UV v &R A M LET,
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DCNM BRA%IC1—T 4 U T« 9—EREEET S |
B ovr—avea—540509—Er0EE

SCPH—NL, T—HX—RA Ty M) BRET7AN, BIOXY T NI=2T £ A -V %
Aoyrma—RKLET,

« O< Y Fappmgrchange_pwdsshpoap #fH LT, POAP/NA U — RZEHTxE7, I
MAREAZUNALDOHEITOHA / — R Ta~vy REFETLTIESN,

FIUr—2avekd—T4)T4 Y—EXDEHE
SSH AR D 2~ R%&i@ LT, Cisco DCNM T Cisco 7R 7 TF~T7 )N 777 Vv 7 OT 7Y
r—varéa—74074 P RAEEHTEET,

WDI VT vy VEMH LT, SSH AN appmgr 2~ K& AN LET,
o —H4, : root
c NAU— R BEABICRESA-EEAAXT—F

)

Note %z, 207 F2 KNP —E R ~LTHappmgr =~ RICFIHATEETT, appmgr =2~
REMEHL T~V T 2R RLET,

appmgr tech_support =2~ > RZHL T, a2 77 A VDX THERLET, By T v
TDORIFTNYa—T 4 T Loz, ZoOiEHE TAC F— AR T £,

\}

Note - 273 3%, CiscoPrime Network Services Controller ZfEH L%~ NV —27 —E 2D
a=r RFEA L ERE A,

ORI aryrONFIEFRDOLEEY TY,

EBRRIZCZ I r—2avbita—F4Y) 74 Y—EX RXT—4
AEWERT D
OVA/ISO 7 7 A N E BB, 77 A WZEBHRLEZESESERT ) r—rarvBla—T7 4

V74 P—ERADAT —H A% RETEET, SSHE v 2 D appmgr status =~ > K& fifi
MALT, ZOFEEZFEITLET,

\)

Note > 5% 2 L OFE~/L 7% appmgr status =~ > KTl T& £, appmgr status ? ==~ >
FEFEAL T~V T E2FRRLET,
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| DCNM EBBI#%IZA—F 4 T4 Y—EREEET S
1-F1UF¢ 4—Ex0EL, B Uty |

Procedure

AT F1 SSHEY v a v EZHEET,
a) ssh root DCNM network IP address =~ > K& A L ¥,
b) HERU—KZAHLTEI A LET,

ATV T2 koa~vr FEFEHALCT, AT—42A%2F=v 7 LET,
appmgr status all

Example:
DCNM Status

PID USER PR NI VIRT RES SHR S %CPU $MEM TIME+  COMMAND
1891 root 20 02635m 815m 15m S 0.0 21.3 1:32.09 java

LDAP Status

PID USER PR NI VIRT RES SHR %CPU SMEM TIME+ COMMAND

1470 ldap 20 0 692m 12m 4508 0.0 0.3 0:00.02 slapd

AMQP Status
PID USER PR NI VIRT RES SHR S %CPU SMEM TIME+ COMMAND

1504 root 20 0 52068 772 268 s 0.0 0.0 0:00.00 rabbitmg

PID USER PR NI VIRT RES SHR %CPU SMEM TIME+ COMMAND

1493 root 20 0 22088 1012 780 0.0 0.0 0:00.00 xinetd
DHCP Status

PID USER PR NI VIRT RES SHR %CPU SMEM TIME+ COMMAND

1668 dhcpd 20 0 46356 3724 408 s 0. 0.0 0:05.23 dhcp

A—TF4YTF4 H—ERDELE, B, Vv k
22— 4 U7 4 Y= RDEIE, B, VEy MZiE, ROCLILa~v> REFEHLET,
TV r—a UEEILT HIZIE, appmgrstop 2w REMBHLET,

dcnm# appmgr stop dhcp
Shutting down dhcpd: [ OK ]

TV r—a UEBRMT D21, appmgrstart 2~ REFEH L ET,

dcnm# appmgr start amqgp
Starting vsftpd for amgp: [ OK ]

TV —a EFEET HI2IL, appmgr restart =~ RAEH L ET,

# appmgr restart tftp
Restarting TFTP...
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DCNM BRA%IC1—T 4 U T« 9—EREEET S |
B reosry—n7rLz0ES

Stopping xinetd: [ OK 1]
Starting xinetd: [ OK ]

\)

Note  Cisco DCNM U U — R 7.1.x »*5. appmgr stop app_name 2~ > RZHEHLTT 7Y r— =
YEEIETDGE, ERRFENTTY 7Y r—va VBB LEE A,

7= & 21X, DHCP 7’ appmgr stop dhep =2~ > Ra&fiH L CfEIE L, OS AHE#EhT 554, 0S
W7 TRREIZ/R D FEIT L% TH, DHCP 7 7 ) r—v a ¥ v LIcE£TY,

FERMGT 512X, appmgr startdhep =2~ > R&2EH L ¥4, HiELEhtk s DHCP 7 7Y &7 —
va BBk ENE T, ZhiE, BRETHRIET 77 A 7 > A (DHCP Ot W (ZCPNR 72 &) D
—Ee LTy —bEN TR WT Y r—ra VEEA L TWAEE, v— /L CHEE
TIITAT AL LRIy =M ENTWDLT 7V r—3 3 i 0S BN ICHEE 2 I
Fro Eidxdb o A,

\)

Note DCNM 77 F A 7> A (ISO/OVA) MBI S5 &, Cisco SMIS =V iR—F > MEIT 7 4L b
TR L EHA, LML, 203 R—3> NI, appmgr CLI i L CTEHEITX 7,
appmgr start/stop dcnm-smis

appmgr start/stop dcnm DCNM Web =1 > AR — % > b DA & BIAE 21351k L £,

IPv6 O SFTP H—/N 7 F L A DE#

DCNM OVA/ISO % EFM IPv4 38 X TN IPv6 CTIEFIZEB L72%. T 74/ N TIZSFTP 7 KL
2L IPvd DHEFRLET, RO 2 OOLGFTTIPv6 7 KL A2 FEITEETHZLENH Y F

j—_O

*« DCNM Web 7 7 1 7 > kT, Administration > Server Properties Z8&R LT 5, RO
74—V RZ IPv6 IZHEH L. Apply Changesih % > %27 U w27 LE£,

#
# GENERAL>xXFTP CREDENTIAL

#
# xFTP server's ip address for copying switch files:
server.FileServerAddress

essh ZffifH L CDCNM |27 71 /L. server.properties 7 7 A /L
(/ust/local/cisco/dem/fm/conf/server.properties) C SFTP 7 KL 2 % IPv6 CTE) THEH L £,

# xFTP server's ip address for copying switch files:
server.FileServerAddress=2001:420:5446:2006::224:19
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DCNM #&:E %17 S Tetration T—> T > bk

Tetration Y 7 b7 =7 T—V x> ME, "RA N VAT ATEITEIND/NERY T v o= T T
TV —va T, TOLERKEREIX *y N —27 Ju—{FREE=4BIONET L L
TT, T, VAT ATHFITENTWARY NIV A L F—T oA AT 774 77 ak
A7, TOMDOKEA MERBINELET, =—V = Mo TIESEERIZ, &7k
DNTILVER D 72 12 Tetration 7 7 A X N TIFEITINTWNWDH—#D AL 7 F Iy AKR— NS
£7,

« DCNM #FEZ 1T 9 Tetration =T— = > b (215 ~2—)

DCNM #&EE % 1T O Tetration T—> T > k

ATy T
ATy T2

ATv7T3
ATvT4

Linux 7”9 v h 7 #— A CEEMA M EHT—Cx FABETIEST. A VA —TF A
VX NEERHT A 28O LET,

1R DRI

A A M= EN-T—Y = k% Tetration 7 7 A X \ZHEHET 58413, ACTIVATION _KEY
BEOHTTPS_PROXY R"T A —ZBUETT, A VA N—=FR7 VT N+ 5L, BE)
M2 ACTIVATION_KEY 2 A1 & E 345, HTTPS PROXYIHHZ A7 U 7 M EEEH AT
HMENH Y T,

FEEM AT 55515, ACTIVATION_KEY & HTTPS_PROXY Ofi i) /35 A — 4 % F
B CHALET, FEMIC DWW TiL,  [Tetration SaaS D —V —RE] ML T 7ZE W,

FIE

7 LTy )L L C Cisco TetrationOS Y 7 h U =7 D Web Ul lcz 7' A » LET,

[ E(%wm@]xﬁ:—ﬁ%[l U1V FERE (Agent Config) | ##INLC, [T—Px
%E (AgentConfig) ]V 4> RUEZRRLET,

[‘/ 7 I~'7 I7 I—Pxr bk Aor0O—FK (Software Agent Download) | # 7IZBE L £9,
[Select Platform (75w b7+ —L®D#EIR) &2 > 3 > C[Linux] ZRINL £,
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DCNM #%5E %17 5 Tetration T—> = > + |
B oonmiszr %455 Tetration T—o x> ¢

AT 75 [Select Agent Type (T— x> b 24 TDER) 11~ 2 = o T [Deep Visibility] 721
[Enforcement] % &R L £,

AT w76 [DownloadInstaller (f YA r—SDAHIO—FK) |[R¥ %227 Vv s L, 774 /VvEa—7
NT 4 AT IRAF L ET,

ATYT1 L—MMERTDCNMIZR VAV LET, A VA= Y=L A7 VT heat—L, A7

T REFEITLET,
GE) TV PR TTICA VA =L ENTWBEA, AV A =T 27 ) 7 Nl
ITESNFEHA,

ALVAN=F A7 VT avr RBELOZOHELIE, RO LY TY,

$ tetration linux installer.sh [-skip-pre-check] [-nolInstall]
[-logFile=filename] [-proxy=proxy string>] [-skip-ipv6-check]
[-help] [-version] [-sensor-version=version info] [-1ls] [-file=filename]
[-save=filename] [-new]
-skip-pre-check SR N—AHIDF = v 7 %A% v T LET,
-nolnstall Y= Ny =R T RERT VAT A VR R
NENEEA,
-logFile filename filename CHRE SN 7 7 A M m VT EEXALET,

-proxy proxy_string BTTRS PROXY DIEAFRELET, 7 F XX LOBEIC T mF T H—2
DEIRIGAEIE, ZHEEH L ET, XFHNE neep: //proxy: port O
ERICTHMENRHY 7,

-skip-ipv6-check IPv6 #FEZ A% v 7 L £ 7,

-help ZONVTHEREH I LET,

-version BWEDAZ Y OR—=Ta o EHRML £,

-sensorVersion oo — R—Va ¥ rou—RRLET, S 740 MR

version_info H/N—3 9 o C7, version info= > ;U Ol -sensor-version =
3.1.1.53.devel T,

Is VAT ATHEAARER TR TCOR = "=V g B2 ERRLE

T BALVFEION Y —VIT—ERRILERTA) , ZHITV A D
HTT, Nor—UrFZyra—RLERA,

-file filename JIGALMNLE T a— RT5RbYIC, B —DA A F—LZ
EHT 2 —D N zip 77 A NVERRELET,

-save filename Tetration 7 7 AZNHA L A M= Dzip 77 A NVE& X T a— R
L. 77 ANVAEZMTCo—h VR EFELET,

-new Tetration =— 2 = > RN ZDE—H)L <= NI T TIZA VA h—Jb
ENTWHEAIT, T XTOavr—&2T7 A A M—/LE7-THIKRL
£7,

ATV T8 MOa~ Ly FEFEITLT, =— V2V MRS VA= LENTWDH I L E2MERLET,
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| DCNM #3E%47 5 Tetration T—> x> b
DCNM 3% 47 5 Tetration T—U x> + ]

sudo rpm -g tet-sensor
TP VIFRDOE I ICERARSNET,
$ sudo rpm -g tet-sensor

tet-sensor-3.1.1.50-1.e16.x86_64

GE) DCNM %A 7  7HA 7 7 A& EBRAIZIZ, DCNM 7' J 4~ VU, DCNME - Z Y |
B3 ooz a—F47 J—FKO5250/—FB3HY £7, DCNM 7 7
AR B SERICARUET B 7201, 2L 0% ) — RiZ Tetration =— Y = > h & A
A h—=nLET,

23:DCNM 9 5 R 3 #{EHR¥ 5 Tetration T— = > b

7 CiscoTetratizn ®OCNM + @ Monitoring + @+ @5 ~
w Y o Hostname Agent Type 1P Addresses SW Version Platform First Check-In Last Check-In VRF
& o omput Enforcement ©3.3.2.26-enforcer Cont0S-7.7 May 62020 03:31:33 am (POT) May 112020 01:51:57 pm (POT) DONM
)
@
8
Iy o apl-compute Enforcoment @3.3223-enforcer Cont0S-7.7 May 62020 03:31:21 am (PDT) May 112020 01:47:58 pm (POT) ooNM
4
d
o omputet Enforcement ©3.3228-enforcer Cont0S-7.7 May 6 2020 03:31:09 am (POT) May 14 2020 01:55:24 pm (POT) DoNM
o ©3.3.2.26-enforcer Cont0S-7.7 May 62020 03:25:17 am (°DT) May 112020 01:41:22 pm (PDT) ooNM
o epl-prima Enforcement ©3.3.2.23-enforcer Cent0S-7.7 May 6 2020 03:24:55 am (PDT) May 112020 0201:04 pm (POT) DONM
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DCNM #%5E %17 5 Tetration T—> = > + |
B oonmiszr %455 Tetration T—o x> ¢

B AND7TU Y S EEY ) —Z115(1) @ CiscoDCNM A VX b—LELUT v FTTL—FK HA K
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TACACS+ —/\EFHTRZtEY 7 v
7O
* TACACS+ H— \BH CSSHiRGE A Y 7 v 7 (219 =—7)

TACACS+ " —/\FHTCSSHEiI2ty b7y T

U U —Z11.5(1) LA, DCNM |Z1%, TACACS+ H— R Tssh 7 7 ¥ 2O ARET 57
DO appmgr 2= RRHAEINTWET, DCNM ~D SSH 7 7 B ADGE, 7 7 & ANFF
AN TNDE D EHWrT 572012, BREIGHRA LLRNZERE S 472 TACACS+ ¥ — /NI i%
FEENET, R LEEA. DCNM ~0D SSH 7 7 & AN A & ET, TACACS+ H—/3(C
FETERWES, VAT AT — O NVEREECEY 97,

DCNM (%, sysadmin, poap, root?® 3 AD=—HIZSSHT 7 £ AZFw L£7, sysadmin —
P—1Zi1X. DCNM ~O— )72 SSH 7 7 v AR H Y £4, root =—H—(X, 57 4Lk TlE
N2> TCWET, 7272 DCNM DT T A~ =R h o F Y —rF, 2A T«
THADE Y " T v T AT F U ADTEDIT, RNAT— KRR LOT 7 & AMEEZEFD root . —
PAEMH LT, SSHZJT L CHAIZHEE LET, poap =—H—iL, DCNM & NX-0S AA > F
W OIEHRD SSH/ISCP 7 7 £ AT S E T, ZAUTlE ., POAP XA A — VE e & ORE
WA & E9, DCNM T SSH 7 7 & A D TACACS+ Bk A+ 5 841%, VE—F
AAA P —3—T 3 AD—H— (sysadmin, poap. root) Z{Emk L. TACACS+ & H T 5
ERH Y FEI, D%, DCNM ~D SSH 7 7 & ANFHFE X4, TACACS+ — _R—DEAR 1
7 CDCNM ~DFT_XTOH SSH 77 B AN B I ET,

VEe— hE3EZ, SSHEY Y a o TORYR—FINET, suz~r FIEFIZ e —hLViEs
PHEALET, DCNMa 2 Y —Anbonr s A T, 2= =N AT LA0hbu v 77Uk
INZWE DT, Fwlioa—hVBFENER S ET,

\}

G¥) 27722 F—FODCNMty F7 v 7 TiE, §XTH/—F, 2%V, 7I4=V, Eh»
FU, BLOIT~NTOarta—7 47 /=TI E— FBREZ AN L THERLT 2 4278
b ET,
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TACACS+ #—/\EH TR E LY +7v 7 |
B rncacs: y—mmTssHBEE LY b7V T

1) E— FEEREDHIBR
VEe—1| uunﬁ%ﬁljﬁ‘é‘%) [ /)*(0):1’\7/]\72@fﬁbi?‘

appmgr remote-auth set none

\}

(G£)  appmgr remote-auth set =~ > NE, HWEREZFICH LWREICE L £7,

TACACS+ ZfER L 1=") E— FERELDEETE

TACACS+ ZfEH L TV £ — FalREZRET DITIE, ROo=a~» R LET,
appmgr remote-auth set tacacs [ auth {pap | chap | ascii } ] {server <address> <secret> }
ZTNENOHRPITRDO L FBY T,

cauth 1Z, FREFEX A 72 TEHELET, HELARWES. T 7 4/L MIPAP T7, ASCI B
L OYMSCHAP b ¥R — s ENFET,

- address | ‘U"—/*‘*—O)T RLVATT, =T FL AT, KRR, IPVAT KL A, Fiz
[XIPv6 7 FLAERICT D2 LN TEET, R—MESEHRETLHZLbTEET, i
my.tac.server.com:2049

IPv6 7 KL R, RFC2732 ([ZHEHL L 7= 52 (ERG IPv6 TEK TH A MLENRH Y £, IPv6 T
RLUZX [ CHDOERH Y £3, £5 Lane, ELHEELETA,

WRIZH &R L ET,
* [2001:420:1201:2::a] — 1Ef#
«2001:420:1201:2::a — RIFfE

s secret X, DCNM & TACACS+ Y— N[ CTHH INDHME TT, A=A 52 G MEILFF
HEINFEFTAVFR—FENFETA,

U t— l“nn.. nIEa);E)‘j]“:sET_ [iﬂ)‘j]ﬂ:
UE— FRREZ AR EZITENCT DI, ROa~vy REEHLET,

appmgr remote-auth { enable | disable }

) E— FREENRT— FOERTE

UE— FRFESAY — FE2RRT DL, ROa~x 2 ReERLET,
appmgr remote-auth show

P T

dcnm# appmgr remote-auth show
Remote Authentication is DISABLED

dcnm# appmgr remote-auth show
Remote Authentication is ENABLED
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| TACACS+y—/\EEmTRIEELY b7 YT
TACACS+ #—/\igm T ssHRsEz v 7y 7 [

Protocol: tacacs+

Server: 172.28.11.77, secret: ***xxkxkkx*
Authentication type: ascii

denm#

7 7 4V FTIL, [-S or --show-secret] ¥ — 7 — RZEH L7eWRY | LHEWEILZ VT 7% X
MZFERINEH A,

151
1. 172281177 % U — FFiEV— L L THRE LA LT, ciscol23 A & LT
)EH L‘i‘é‘o

dcnm# appmgr remotellauth set tacacs server 172.28.11.77 ciscol23
dcnm# appmgr remotellauth enable

2. FREEH A 7L L CMSCHAP L. 172.28.11.77 % U & — F&iE— L L TEEL.
Cisco 123 Z 4B L L THRELE T,

dcnm# appmgr remotellauth set tacacs auth mschap 172.28.11.77 ciscol23
dcnm# appmgr remotellauth enable

3. B FRMEEFF O3 OO —NR"—EFELET,
dcnm# appmgr remotellauth set tacacs server tacl.cisco.com:2049 ciscol23 server

tac2.cisco.com Cisco_123 server tac3.cisco.com Clsco_123
dcnm# appmgr remotel lauth enable

4. FRREREZBENT D0, HIBRL £,

dcnm# appmgr remotellauth set tacacs none

5. REZHIFRETIZY £— FRAEEZEDIZ L ET,
dcnm# appmgr remotellauth disable

6. HEDY E— FBRERE LA LET,

dcnm# appmgr remotellauth enable

U t— IN urL.\nIEt POAP

U — MRAEDSH 726, poap L —H—Dr—H L XA T — KX TACACS ¥ —/3—D /82
U—RNEFRICTHLUEND Y 5, TNLSOEE, POAP TR L £,

02— )L ® poap /XA T — RZ&[FEIHT 5 121E, TACACS —/NT/HRT— REREEZIIEE
L7, koa~<y RaEMHALET,

appmgr change_pwd ssh poap

Cisco DCNM Cisco DCNM Native HA &~ N7 v 7T, ZOa~v> NE7 o794~V /— KT
DHFITLET,

DCNM X1 T4 TJHAt Y b7 v TTD Y E— FEREE

2B RT7rYDCNM 2 RA T 4 7 HA By 8T v FIZEBRT D0ER S LH T ) ATk
U E— MNEREDRHENZI 2> TWBEEIR, B XY HA  — R&EBINT 51, ivoJ:U\appmgr
update ssh-peer-trust =~ > R & FATT NN T 2 MEN N H Y £7,
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TACACS+ #—/\EH TR E LY +7v 7 |
B rncacs: y—mmTssHBEE LY b7V T
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s 10 =

logdi2 DHEFEEDY T b T7 ATFH Y
AT7YTT—rDA AR M—)L

 Cisco DCNM OVA/ISO BRI ~D Y 7 "I =T AT F VAT v T —hrDA LA R—)L
(223 =)

CiscoDCNMOVA/ISO BREAANDY T b7 A VTF X
79IT—rDA VA M=)

Cisco DCNM %, U U —2 11.5(x) ® CVE-2021-45046 & & Uf CVE-2021-44228 ¢ [ L-4
LT RT 2T AT AT 7T —k (SMU) Z#EfLES, 2D SMU DA A h—
UL, BBIOT-DIZY U —A 11.5(1), 11.52), BEL W 11.53) THHR— IR THET,

ZIZTHEH, RONFIZOWTHALET,

Cisco DCNM 11.5(x) @ CVE-2021-45046 & U CVE-2021-44228 X 2 > K7
OVERTOSMUDA VR —)L

ZD& 7 v a T, CVE-2021-45046 §5 & U CVE-2021-44228 O [EEIZ kLT % 72 1 Cisco
DCNMOVA/ISO 7 7T A T VALY 7 "= T AT F U AT v 77—k (SMU) %A A

=T BFIEIZOWTEHA LET, CVE-2021-45105 1ZEREMELS . T 7 +/L RRED
DCNM TlidfEHA SNz, 22 TRy EFEH A,

AL 7 1 EBAE— Fd Cisco DCNM OVA/ISO DA A b —/UZY 7 b T =7 AT 5
VAT T T—k (SMU) ZEHT 513, ROFIAZEITLET,

Before you begin

«DCNM 7 7 F A 7 > AN D appmgr backup 2~ > R&EFHLTT 7Y r—y a2 5—4
DRy 7T v TR LET,

dcnm# appmgr backup

DCNM W — DN B ERIRGENI NNy I T v 77 A Ve a—LET,
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logdi2 DIEBIEDY T b1 F7 A VTFYR Ty IF— DA VR b= |
[ cisco boNM 11.5x) 0 CVE-2021-45086 & & F CVE-2021-442282 4 > K7 O U EBITO SMU DA VR k—JL

* Cisco DCNM 7 7' F A 7 A8 VMware BREEIZA VA =L IR TWBHEHEIE, 4T2T
D) —=RKOVM ATy 7 ay hEER LT EE, FIRIZOWTIE, [CiscoDCNM Y
J—2A /— | (Cisco DCNM Release Notes) ] @ [VMware A} 7Tz v N R — |

(VMware Snapshot Support) (D4 22 L T 7280,

SMU ZA VA R—NVTBZDDALTF AT 4 RUZFE LTIV,

Cisco DCNM 11.5(x) @ CVE-2021-45046 # & U CVE-2021-44228 73 5# L T\ 5 = & % il
BLET,

ZDOSMUDA A M= uiX, BEDOZDIZY U —Z11.5(1), 11.5Q2). BLV11.53) TH
AR—=FINTWET,

\)

Note oot - —4"— D78 Cisco DCNM U U — & 11.5(x) D
CVE-2021-45046 & & U CVE-2021-44228 775 A 7 A2 SMU
A LVAN—LTEET

Procedure

ATvI1 SMUZ7ANEZyrm—RLET,
a) ROV A F~BE)L £ : https://software.cisco.com/download/,

A m— RA[FE7R CiscoDCNM O VU — A V7 b =27 DY A FRFRENET,

b) EHDOV U —R YA RCT, UU—=2 11.5() ® CVE-2021-45046 35 & U CVE-2021-44228 %
HEIRLET,

ZDSMU DA A h—/LiE, BEHOEDICY U —2 11.51), 11.52). BELO11.53) TH
AR—FEHTVET,

c) logdj2 CVE-2021-45046 and CVE-2021-44228 7 7 A /v %7 K L A3 572 ®HIZVMWare,
KVM, X7 RAZNET T T VA S == DCNM ILEXA VT F VA T v 7T — &
BL[F2>a—F (Download) | 7 A a2>%227 U v/ LET,

d) dcnm-va-patch.Z#RFLFEFT, SMU DERAZRIBT 5 EZICRDIFPT LV SI,
11.5x-pl.iso.zip7 7 A V&7 4 L7 R VIZERTF L £ 7,

ATw 72 denm-va-patch.#f8ELFET, 115x-pl.iso.zip 7 7 A VEEK L, TD7 7 A L%
DCNM / — R® /root/ 74+ NFIZT v 7Fa—RKLET,

ATw 73  SSHZfH L Tsysadmin & LCCiscoDCNM 7 77 A4 T AlZu /4 LET,
root t—V—% G T D su I~ REFEITLET,
dcnm# su

Enter the root password:
[root@dcnm] #

ATFYTE WOa~vr REETLTAZ Y —r vy g 2IERLET,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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| logliz OEBHEDY T b7 AVTFURTYTTF—hOA VR b=

ATvTh

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATy 7N

Cisco DCNM 11.5(x) 0 CVE-2021-45046 &5 & Uf CVE-2021-44228~ 4 7 « J HA BB TO SMU DA > R b—JL .

[root@dcnm] # screen

R, avr REFEITTE Dy va UMERSNET, ZOa~v U RiX, vq v Ry
MERSNTWRWES, E30 S HETLIT LT £,

mkdir /mnt/iso =~ > RZHH LT, iso EWILFTO 7 + VX —%2ER L E7,

[root@dcnml] # mkdir -p /mnt/iso

DCNM 11.5(x) ® CVE-2021-45046 & & Uf CVE-2021-44228SMU 7 7 A /L % /mnt/iso 7 4 /v
vy PLET,

[root@dcnm] # mount -o loop dcnm-va-patch.11.5.x-pl.iso /mnt/iso

Iscripts/ 7 4 L7 MU IZBEIL £,

[root@dcnm] # ed /mnt/iso/packaged-files/scripts/

Jinline-upgrade.sh 227 U 7 k#3474 %

[root@dcnm] # ./inline-upgrade.sh

TR EEICFRTINET, SMUDA VA M—ADBET LD, RO A vE—URE
RENET,

Note SMU BIEFEIZA VA b—=LE&N5 L, DCNM 7ok 2ARFESH L £, Zhick
D . DCNM Web Ul ~D 7 7 & Zn—kijic kb £7,

appmgrstatusall 2~> FZHEHA LT, DCNM7 7 U 7r—2 g UBMEREL T\ D Z & & HER L
£7

[root@dcnm] # appmgr status all

exit 2~ RZMHH LT, screenty a1 LET,

[root@dcnm] # exit

dcnm-va-patch% YO Y MEBRLET, DCNMtEy b7y Th 5 11.5x-pl.iso 7 7 A /L,

Note SMU 7 7 A )V E~ 2 MERT AETC, screen By > a VA& TTH0ERHY
i‘é‘o

[root@dcnm] # umount /mnt/iso

Cisco DCNM 11.5(x) @ CVE-2021-45046 # & U* CVE-2021-44228 1 T 1 7
HA BB TOSMUDA VX F—)L

ZO® 7 v a Tk, CVE-2021-45046 # & U CVE-2021-44228 O RREIZ KL% 72 912 Cisco
DCNMOVA/ISO 7 7 IA T LV ALY T "I =T AT F AT v 7F—F (SMU) %A A
=T BFINEIZSOW T LE 9, CVE-2021-45105 [ZEKENMEL . T 74/ FRED
DCNM TiIfEH SN2 Weed, 22 TR EFEdA,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



logdi2 DIEBIEDY T b1 F7 A VTFYR Ty IF— DA VR b= |
[ cisco boNM 11.5x) 0 CVE-2021-45086 & & Uf CVE-2021-48228% 1 5« T HA BBITD SMU DA ~ R k—)L

A T 47 HA BEE— KD Cisco DCNM OVA/ISO DA A R —LICY T NI =T AT F
VAT 7T —hk (SMU) Z#EHAT A2, ROFNEEZFEITLET,

Before you begin

« appmgrshow ha-role =~ > RZFEH LT, 777 47 H—_ERXZ A F—3PE)E
LTWDZ L xR LET,

1)
TIT 47 ) — R CROBEEFATLET,

dcnml# appmgr show ha-role
Native HA enabled.
Deployed role: Active
Current role: Active

AP NA ) — RTROBIEEFIATLET,

dcnm2# appmgr show ha-role
Native HA enabled.
Deployed role: Standby
Current role: Standby

T I T4 TBIOARZ U ANAOWEITOT 77 AT 2 AT appmgr backup =2~ > K% {#
LT, 77V r—vary 7=y 77 v 7RG LET,
dcnml# appmgr backup

dcnm2# appmgr backup
DCNM % — SO & DL RIRGFTNC ANy 7T v T 77 A Ve ae—LET,

* CiscoDCNM 7 77 A 7 > AN VMware Bgbill A A b —/L SN TWBEAIL., %T2T
D) —=KDOVMAF 7 ay hafElR L TLZE, FIEIZOWTIE, [CiscoDCNM U
J—2A /— | (Cisco DCNM Release Notes) ] @ [VMware A v 7Tz v [ R — |

(VMware Snapshot Support) (D4 22 L T 7280,

*SMU ZA LV AR—ITEEODALTF AT 4 RUZFHE L TLEEN,

« Cisco DCNM 11.5(x) @ CVE-2021-45046 3 & U8 CVE-2021-44228 811 A T & A % o A
BT O GTHABE L TWD & AR L ET,

ZOSMUDA A b—E, BEOZHIZ) U—2 11.5(1), 11.52). BLU11.53) TH
A—FENTHET,

XA T 4 7 HAE— RO CiscoDCNM R T 7 I3 A TV RAZZDY T "y =T AT v
A AT 21203, BHRERZ AL T T IA T AL ZOEFEBEALES, 7
IT AT TTIAT L AOR—)VRHRT 7T 4 T DETRHbET, B TAX A
TTIAT L ACER AW LET,

FAT AT HA YV TFAX T7aA Ay bOBE, SMU Z5tH ) — RIZA VA —1T 5
Filc, MHART FI5A T AL RAZ AL TFS5AT L AISMU A A R—LLE
T

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-data-center-network-manager/products-release-notes-list.html

| logiz DIEBHDY T ~H 1T A UTFFURTYTTF— DAL VR R—)L

ATy T

ATy T2

ATvT3

ATy T4

Cisco DCNM 11.5(x) 0 CVE-2021-45046 &5 & Uf CVE-2021-44228~ 4 7 « J HA BB TO SMU DA > R b—JL .

\}

Note SMU @ Cisco DCNM U U — & 11.5(x) @ CVE-2021-45046 & & U
CVE-2021-44228 7 75 A4 7 v A~DA > A h—i%. Jb— bho—
P —DHAHETT,

Procedure

SMU 77 A vaZdyrn—RKLET,
a) ROV A MIBE)L £, https://software.cisco.com/download/

Ay m— RA[REZR CiscoDCNM OFHT Y U—A V7 b =27 DY XA b RFERENET,

b) &HDOVY—AURKRT, UU—2R115%x) D CVE-2021-45046 3 & U CVE-2021-44228 %
IR L F9,

ZDSMU DA A M—LE, BEOTEHIZY U—A11.5(1), 11.5Q2). BLO11.53) TH
R—=hINTWVET,

c) logdj2 CVE-2021-45046 and CVE-2021-44228 7 7 A )V %7 KL A3 572 ®HIZVMWare,
KVM, X7 AZNET T 53T A P—=R=DDCNM 11E5XA TV AT v 75— &
BL[F2>O—F (Download) | 7 A 2v%227 Y v 7 LET,

d) dcnm-va-patch.#RELEFT ., SMU DERZREET S EZITRDITOT VLS,
115x-pl.iso.zip7 7 A V& T 4 L7 MV ITRIFELE T,

dcnm-va-patch. #f8E L EJ, 11.5x-pl.iso.zip 7 7 ( /b, £ LT, DCNMt v b7 v

TOHEMR ) —REARF NS, J—RKDWSHD /root/ 7HNVFIWZT 7 ANET v 7T a—FK

L\i‘a_c

Note BIzIE TI7T 4 TBIOVARAZ A, TT T4 7T > A% denml B L OV denm2 (2 fE
BNRLET,

SSH % f L sysadmin & L CiscoDCNM 7 77 A4 7T AlZu 7 A » LET,
root t— Y —%2HhNZTHsu a2~y REEITLET,

dcnml# su
Enter the root password:
[root@dcnml] #

dcnm2# su
Enter the root password:
[root@dcnm2] #

ROa<wy REFATLTAZ Y —r kv va VEERLET,
[root@dcnml] # screen

[root@dcnm2]# screen

ZHUCEY, awr REETTEotyva yMERENEY, Z0avr Rid, v By
MERSNTWRWGE, EIFUIr SN HE THUIT LI £75,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .


https://software.cisco.com/download/

logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |

. Cisco DCNM 11.5(x) 0 CVE-2021-45046 &5 & Uf CVE-2021-44228+ 4 7« 7 HA BB TO SMU DA > R k—JL

ATy TS5 BHZR/ —RT, SMU%ZA VA h—/LLET,

ATvT6

a)

b)

c)

d)

e)

mkdir /mntfiso =2~ R&AEEH LT, iso L WOILFTD 7 + L7 —Z/ERR LET,
[root@dcnml] # mkdir -p /mnt/iso

/mnt/iso 7 #/NVZ DHMTR / — KT DCNM 11.5(x) ®» CVE-2021-45046 & &L U
CVE-2021-44228 SMU%~ 7 > s L ¥,

[root@dcnml] # mount -o loop denm-va-patch.11.5.x-pl.iso /mnt/iso

Iscripts/ 7 4 L7 MU IZEBEIL £9,

[root@dcnml] # ed /mnt/iso/packaged-files/scripts/

Jinline-upgrade.sh 27 U 7 2 E{7¢ %

[root@dcnml]# ./inline-upgrade.sh

HETRWAAEHICERINET, SMUDA A R—ILRET L6, RO A vE—I0
KREINET,

Note SMU B IEFIZA VA h—/LE&N 5L, DCNM 7 at ARHEHLET., h
IZL Y. DCNM Web UL ~D 7T 7 & 2N —ERIC kb E T,

appmgrstatusall =~ > KZH LT, DCNM 7 7'V 77— 2 U MEREL T\ D 2 L 2 hf
BLET,

[root@dcnml] # appmgr status all

Note AHB N4 ) — RIZSMU 2T 2RI, TXTOH—E A0 Cisco DCNM
TIT AT J—RFTEHLTWDZ L E2MERLET,

AL N, ) —RT, SMU A A R—/LLET,

a)

b)

<)

d)

mkdir /mnt/iso =~ R&EEHAL T, iso L WILRTD 7 + V¥ —Z/ERE L ET,

[root@dcnm2] # mkdir -p /mnt/iso

/mnt/iso 7 A /NHEDAK N, J— KT DCNM 11.5(x) ® CVE-2021-45046 $ & U
CVE-2021-44228 SMU%Z~ v > b L ¥,

[root@dcnm2] # mount -o loop denm-va-patch.1l.5.x.iso /mnt/iso

Iscripts/ 7 4 L7 MU IZBEIL £,

[root@dcnm2]# ed /mnt/iso/packaged-files/scripts/

Jinline-upgrade.sh 227 U 7 h & F4T L £,

[root@dcnm2]# ./inline-upgrade.sh --standby
HEATIRMAEEIZERINET, SMUDA VA R—AMET L6, DA vE—0n
KRINET,

Note SMU BNIEEFIZA A b= ENB L, DCNM Va2 RH/EESLET, Zh
I8 D, DCNM Web UL ~D 7T 7 &AM —Ergic kb4,

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K



| logliz OEBHEDY T b7 AVTFURTYTTF—hOA VR b=
Cisco DCNM 11.5(x) @ CVE-2021-45046 & & Uf CVE-2021-44228 2 > Ea—TF 4 V5 / —KADSMU DA VX k—JL .

e) appmgrstatusall 2~> R&ZHEH LT, DCNM 7 7Y 77— a2 UMEREL T\ D 2 L 2
RLET,

[root@dcnm2] # appmgr status all

ATFw T exita~r REHHALT, screenttyyarz2&TLET,
[root@dcnml] # exit
[root@dcnm2]# exit

AT v 78 denm-va-patch#Y V2 FERLET, DCNM Y b7 v TORAR/ —FERZ A
/—FOmAIZH S 11.5x-pl.iso 7 7 A /L,

Note SMU 7 7 A V&~ v MERT DREIC, screen By a v BT 206 NH Y
9,

[root@dcnml]# umount /mnt/iso

[root@dcnm2] # umount /mnt/iso

Cisco DCNM 11.5(x) 00 CVE-2021-45046 # & U* CVE-2021-44228 O > E 21—
TAT /—F~DSMUDA VR F—JL

ZO® 7 v a Tk, CVE-2021-45046 # & U CVE-2021-44228 O RREIZ KLY % 72 912 Cisco
DCNMOVA/ISO 7 7 IA T L ALY T "I =T AT F AT v 75—k (SMU) %A A
=3B FNEIZOW T LE T, CVE-2021-45105 [ZEKENMEL . T 74/ FRED
DCNM TiIfEH SN2 Wee, 22 TR EFEdA,

CiscoDCNM 7 A X DYy T w7 0arv¥a—5 407 J =RV 7 o7 A7)
VAT 7T — K (SMU) AT 5I2E, RO FIREZFEITLET,

Before you begin

«DCNMEHE ) — 27 v 77 L— FT3R1IZ. *A T 4 7 HAE— RO Cisco DCNM #—
N—=IZSMU ZA VA=V THUENHY FT,

* CiscoDCNM 7 7' F A 7 > AM VMware Bbill A VA b —/L N TWBEAIL, HT2T
D) —=FDVMAFT 7 gy MafERlR L T2V, FIEIZOW TR, [CiscoDCNM U
J—2& /— |k (Cisco DCNM Release Notes) ] @ [VMware A~ 7 3 v k #KR—h

(VMware Shapshot Support) |OFEZ ZZH L T 7E &0,

SMU %A VA P—NTDBLODALT AT 4 RUZFHELTLEE,

Cisco DCNM 11.5(x) @ CVE-2021-45046 # & U CVE-2021-44228 MFE L T\ 5 Z & & Hf

ZDOSMUDA A M—uiE, BEDTZDIZY U —Z11.5(1), 11.5Q2). BLV11.53) TH
R—=hFINTWET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .
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logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |

. Cisco DCNM 11.5(x) 0 CVE-2021-45046 &5 & Uf CVE-2021-44228 1 > E1—TFT 4 V4 / —FAD SMU DA VX k—)L

&

ATy T2

ATvT3

ATy T4

ATy TH

\}

Note oot - —4"— D78 Cisco DCNM U U — R 11.5(x) D
CVE-2021-45046 § & U CVE-2021-44228 7 75 A 7 > A|Z SMU
A A R—=LTEET,

Procedure

SMU 7 7 A V& Z v ra—RLET,
a) ROYA MIHEENL EJ, https://software.cisco.com/download/

A7 m— RA[BEZR CiscoDCNM DI ) U —AZA VY 7 b =27 DU X N FERENET,

b) BHOUU—2 URZ LT, UU—2 11.5%x) ® CVE-2021-45046 # & Uk CVE-2021-44228 %
HEIRLET,

ZDOSMU DA A M—ViE, BERAOTDHIZY U —Z11.5(1), 11.52). B8LW11.53) TH
R—REINTWET,

c) logdj2 CVE-2021-45046 and CVE-2021-44228 7 7 A /L %7 KL A3 572 ®HIZVMWare,
KVM, X7 RAZNET T 7T VA H—=R=O DCNM ILEXA VT F VA T v 77— &
BL[Fo>a—F (Download) | 7 A a>%227 U v/ LEd,

d) dcnm-va-patchZ®ELET ., SMUDBERAZRIRT 2 EZICRDITHOT VL SI(Z,
11.5.x-pl.iso.zip7 7 A V&7 4 L7 FUVIZRGFLET,

dcnm-va-patch Z#fEELET, 11.5x-pl.iso.zip 7 7 AV EAEK L, ZDOT7 7 AV %

DCNM Y b7 v 7D3 05T _RCOarya—T 47 J—K®D /root/) 7 A NVEIZT v

r—RLET,

ez, 350ara—7 47 ) — REZNZEH Computel, Compute2, 33 & U Compute3

ERELET,

SSH % i [ L T sysadmin & L C CiscoDCNM 7 77 A4 7T AlZu 7 A » LET,
root +—H—2FHT Hsua~vr REFITLET,
dcnm-computel# su

Enter the root password:
[root@dcnm-computel] #

RDOaA<vy REFTLTAZ V—v Eyva v aERLET,

[root@denm-computel]# screen

ZHUCEY, av s REETTEL ey v a VIMERENE T, Zoavr ik, v Ry
MERINTWRWEE, EI3OM S GETHIIT LEIT £ 7,

Computel /— RT, SMU %A > A h—/L LET,

a) mkdir /mnt/liso 2~ R&EMHEH LT, iso EWIARTO T NV F—ZERLET,

[root@dcnm-computel] # mkdir -p /mnt/iso

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K


https://software.cisco.com/download/

| logiz DIEBHDY T ~H 1T A UTFFURTYTTF— DAL VR R—)L
Cisco DCNM 11.5(x) ) CVE-2021-45046 45 & U CVE-2021-44228 IV E 1 —F 1 >4 / — FADSMUDA > X k—1L ||

b) DCNM 11.5(x)  CVE-2021-45046 5 & U CVE-2021-44228SMU 7 7 A L % /mnt/iso 7 4
JLA® Computel / — Rz~ hLET,

[root@dcnm-computel]# mount -o loop dcnm-va-patch.l1.5.x-pl.iso /mnt/iso

c) Iscripts/ 7 4 L2 M UIZBEIL £,

[root@dcnm-computel]# ed /mnt/iso/packaged-files/scripts/

d) .finline-upgrade.sh 22 V 7 c & %479 %

[root@dcnm-computel]# ./inline-upgrade.sh

TR IR R SNET, SMUDA VA M—/ANET LTIEH, IO A »E—I0
FREINET,

DY —EANELEET SN TWLEHEIR, =R &ELT LIRS T 7 b
MFREINET, Trr 7 ERFRESNEL, yERLTHITLET,

e) appmgrstatusall 2~> F&ZHEH LT, DCNM 7 7Y 77— a2 UMEREL TV D 2 L 2

RBLET,
[root@dcnm-computel]# appmgr status all
Note denm-computel / — R TTR_RTOP—EARKE L TWVDZ L 2R LET,

f) exita~v RZMHHLT, screenty a2 T LET,
[root@dcnm-computel] # exit
g) denm-va-patch 7 >Y 2 bLEJ, Computel M5 11.5x-pl.iso 7 7 A /L,

Note SMU 7 7 A V&~ MERRT ARIC, screent > v a VAR TT50ER™H
D E9,

[root@dcnm] # umount /mnt/iso

AFYT6 o203 a—FT 407 J—FIZh SMU A VA h—/L LET,

AT w7 AT 75, on page 230 DI OFERICHEVE T,

What to do next

A A= ANETTDHE, HALEa—T 47 /= FREENICY 7 AZ2ITEE LET,
Web Ul C, [7 74— 32 (Applications)] >[a > Ea—TF 4 >4 (Compute)] DJIEIZEIR L
T, ava—T 47 J— B [#EEEH (Joined)] & L TEREINDINE I DEMBERLE
—é‘O

\}

Note SMU ZFEA L A—/LL LI LT HLE, /Ny F NI TIZ Cisco DCNM [T S TW5D Z
LERT T — Ao —IUNERINET,

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .



logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |
B s omsmiticstng 207> Kownpl

Logdj DI ICx g 57 > FDH A6

WIZ, Cisco DCNM U U — 2 11.5(x) ® CVE-2021-45046 & & U CVE-2021-44228 |Z SMU % A
VA M= T RO AR L ET,

ZOSMU DA A h—/uE, BIEOZDIZY U—Z11.51), 11.52). BLO11.53) THAR—
F I TWET,

«DCNM A Z o R7 o VEBHIZSMUZ A VA =L 5700 7L (2322—)
*« DCNM XA 7 4 Z7HARBBIZSMU Z A A h—/L T 572000V 7 (2372—2)

eDCNM 2 ¥V a—T 407 J—RIZSMU ZA VA b= 5720007V (244
R—)

DCNM X% > F7AVEBICSMUZA VR b—ILT 51D H TV A

ZDOSMUDA A h—uiE, BOZOHIZY U —211.5(1), 11.512), BLU11.53) THHR—
FERTWET,

[root@dcnm] # ./inline-upgrade.sh

Upgrading from version: 11.5(x) (O CVE-2021-45046 LU CVE-2021-44228
Upgrading from install option: LAN Fabric

System type: Standalone

Compute only: No

Do you want to continue and perform the inline upgrade to 11.5(x) (O CVE-2021-45046 H&
' CVE-2021-44228-pl? [y/nl: y

==== Fri Dec 17 11:26:51 PST 2021 - Task checkAfwStatus started ====

==== Fri Dec 17 11:26:51 PST 2021 - Task checkAfwStatus finished ====

==== Fri Dec 17 11:26:51 PST 2021 - Task updateAfwApps started =
Fri Dec 17 11:26:51 PST 2021 - Updating AFW applications ====
Pausing Services that need to be patched

Deleted Containers:
992d06574c57882c£f1a86bf7¢c19414055¢c6£501073a262b9%e97ceela75718a55
324f8ecfc34223f9d71abb86a807af54a720b40121aa8f38f6aa2dccbc233071
£f7£e8656838a£352d0d128163ble%eddcca9des5b73eal3a0956e4199e867£69%9a34
ab0f0dd90b98dacca8e01c944c6b07390bad8cd8247cf8cdf7629503bd01d252
52d0d5ad7edf990424b43c57d95ba836191fa913e556e6clb75a65f171debbeb
4daf92fd8ba5445a81913d£f573343c0d6617b436330d103b8abf631a477¢c9b91
786768ab289596fbfb3904b1115a14717057bc83a06e555aalabb76abb4c3ale
1£5£52c42e532b4be9cff0eb22844824d969c6838436098251236efdf4£85£57
b780eff0776d9dfa752ef28446dcaffcffffacbac20a2b41738ac23e6d060ed3
756097c7bd5028ee5eafc74c7fb90eae20104b1584£2611ealb3089340d0011c

Total reclaimed space: 1.418MB
pauseAfwApp: calling PUT with ({pause}
pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK

Date : Fri, 17 Dec 2021 19:26:52 GMT
Content-Length : 99

Content-Type : text/plain; charset=utf-8
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"ResponseType": O,

"Response": "Application is Paused for elasticsearch Cisco_afw. Check for status"
}
pauseAfwApp: calling PUT with ({pause}
pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK
Content-Length : 96
Content-Type : text/plain; charset=utf-8
Date : Fri, 17 Dec 2021 19:27:12 GMT
{
"ResponseType": O,
"Response": "Application is Paused for watchtower Cisco afw. Check for status"
}
pauseAfwApp: calling PUT with {pause}
pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK
Date : Fri, 17 Dec 2021 19:27:32 GMT
Content-Length : 91
Content-Type : text/plain; charset=utf-8
{
"ResponseType": 0O,
"Response": "Application is Paused for eplui Cisco_afw. Check for status"
}
pauseAfwApp: calling PUT with ({pause}
pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK
Date : Fri, 17 Dec 2021 19:27:52 GMT
Content-Length : 100
Content-Type : text/plain; charset=utf-8
{

"ResponseType": 0O,

"Response": "Application is Paused for elasticservice Cisco_afw. Check for status"
}
Now Removing Images from Runtime
Untagged: 127.0.0.1:5001/dcnmelastic:6.8.3 11.5.2
Untagged:
127.0.0.1:5001/dcnmelastic@sha256:a872d49e3b5a0fc58ec9c1e8d8908c62604258chbfblal2ac418227ed7£928128
Untagged: 127.0.0.1:5000/dcnmelastic:6.8.3 11.5.2
Untagged:
127.0.0.1:5000/dcnmelastic@sha256:a872d49e3b5a0fc58ec9c1e8d8908c62604258chbfblal2ac418227ed7£928128
Untagged: dcnmelastic:6.8.3 11.5.2
Deleted: sha256:0173109c0612f48ed4165de7e5fa96£2243fe48756405bd0a0b4£12279785dbl
Deleted: sha256:8d0bl16£607caee532685643cf21550079881b67db%edf7d54a50baddec673c45
Deleted: sha256:63£9d6a3667c56£f4a64d986b13b0059353£fb983495b34£840b6a38c63e39938¢c
Deleted: sha256:af6eb5eed783b56a675c53698ad4d374a77222218ebf706ad9891785b4ec2a537
Deleted: sha256:37dablfal0ee831d1979104edd0ea820alb3de3fe818aa75200021£868b221998
Deleted: sha256:c£1569581d9385a63ebdl56el15dc795ab82de8d0a27fc5a3205dac339b591eeb
Deleted: sha256:3d293d026d9a7552a3630a75500d860083763a558191e1£28ebb6344c985b09d
Deleted: sha256:0285cfcbbbcb0850c0121d404c51ef0a333380cf332b3b776e75b45a94c2e8a7
Deleted: sha256:6e43279655973e51749e6c13dbf63733802071££665927375£9£98827857b548
Deleted: sha256:544fc6ed244eef6449d95305179600648£339c0adbcbcbf93cc4£9e402122c53
Deleted: sha256:6810a2c88653fe864294296¢c70a5a657caa0f638689££58£13493acc532£5c77
Untagged: 127.0.0.1:5001/elasticservice:1.3
Untagged:
127.0.0.1:5001/elasticservice@sha256:bf0293e69d144bbf2dbd4192£59884fb596629%0bob1b09522a750bd599%024 6102
Untagged: 127.0.0.1:5000/elasticservice:1.3
Untagged:
127.0.0.1:5000/elasticservice@sha256:bf0293e69d144bbf2dod4192£59884fb596629%0bob1b09522a750bd599%024 6102
Untagged: elasticservice:1.3
Deleted: sha256:c6cdl8e3bcc36ab60a3d741le8fabeclob6ec53de742cd959fbef572b2d6e75£db
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logdi2 DIEBIEDY T b1 F7 A VTFYR Ty IF— DA VR b= |

Deleted: sha256:0e5892dd6bebe671d8dbf07949d2559cdd43ccc537a0cb4£f18eedb74£634238¢
Deleted: sha256:e0£9a768£8fc9al73f00b6babcb017789713195b566£97470d9501bbbbbag8e74
Deleted: sha256:213b03f962fe9%b6df0da77ccabel74c74ccb790d4084a25£7221076£45958ced9
Deleted: sha256:1ef5822648e60b2be83c8641db64375bel4ecbb6f5acdb6ald2919el4£8af3b4d
Untagged: 127.0.0.1:5001/watchtower:2.1

Untagged:

127.0.0.1:5001/watchtower@sha256:793aee652b615cd3161c8dd9c60eb89b6afd684£c89c6518£84f£71563bee99%e
Untagged: 127.0.0.1:5000/watchtower:2.1

Untagged:

127.0.0.1:5000/watchtower@sha256:793aee652b615cd3161c8dd9c60eb89b6afd684£c89c6518£84f£71563bee99%
Untagged: watchtower:2.1

Deleted: sha256:b44bcfbcd001b7c85a2028e813e£f6919e316d6af37732a092151639d1c3d2b45
Deleted: sha256:3d30de4d2f50296afb6affebbaa20e58a91b84abab65£89cb379ac78308c47ble
Deleted: sha256:a066£951d571bcead85b9%9a6530bl4a7b82ccal834al74c28delbc037bb80a2edd
Deleted: sha256:c£95f9ed8314cec412869a95a1a50b7b7d04£f29bbc5b8a3dl49a424ca6c83e49
Untagged: 127.0.0.1:5001/eplui:2.2

Untagged:

127.0.0.1:5001/eplui@sha256:af90£d9362£9244ed03bdd13318£6123817a7be64e089c42£5094£d570ebb03d
Untagged: 127.0.0.1:5000/eplui:2.2

Untagged:

127.0.0.1:5000/eplui@sha256:af90£d9362£9244ed03bdd13318£6123817a7be64e089c42£5094£d570ebb03d
Untagged: eplui:2.2

Deleted: sha256:5ccad4a674£345d289c814ae0a3f24ec9aac76937046beb4273b51cc29¢c4b6408
Deleted: sha256:d6886b2e02aaf7ebf7c£d0423bedffbd27905d12£81d0908d4ab02b2e9973ccl
Deleted: sha256:301f9eb3bal05164dbd29cab2c93dad24e5elfeal3cf2abd2f1585c25df6a75c34
Deleted: sha256:0af470c810372aa3ecee7f4£5b6cdbab0dc857e£371d658668bb43fb2e50f2ef
Checking and starting a writable registry

Error response from daemon: no such image: AfwAppRegistry: invalid reference format:
repository name must be lowercase
£11dc4cb9677d2cb7e0£fe215050£69fdbb60ed583762£3867290c8aed4a7l2b2a

Achieved Pause state for all services, Now Patching services

Loading Images into the writable registry

Loaded image:
Loaded image:
Loaded image:
Loaded image:

eplui:2.2
dcnmelastic:6.8.3 11.5.2
elasticservice:1.3
watchtower:2.1

The push refers to a repository [127.0.0.1:5000/dcnmelastic]

97da84£f99ba3l:
albb674f2b12:
1d07ed4e39%fa:
8d8ad48fd5741:
bl4eb3458281:
£13999d3b63e:
dlc75bcbebl0:
£51£8d284b3b:
617b86abcd6d:
d3071a656898:
Obcabbb3cf37:
5d50c3cadbaft:
9785ac5771£5:
dlc75bcbebl0:
d3071a656898:
£51£8d284b3b:
5d50c3cadbaf:
617b86abcd6d:
fbb373121c59:
Tb9£72883£99:
9785ac5771£5:
fbb373121c59:
5fb2dee77c93:
bc2717dd2942:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:

Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Waiting
Waiting
Waiting
Waiting
Waiting
Preparing
Preparing
Waiting
Waiting
Preparing
Preparing
Waiting
Waiting
Waiting
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Obcabbb3cf37:
1d07ed4e39%fa:
97da84£f99ba3l:
albb674f2b12:
8d8ad48fd5741:
bl4eb3458281:
dlc75bcbebl0:
£13999d3b63e:
£51£8d284b3b:
617b86abcd6d:
d3071a656898:
Obcabbb3cf37:
5d50c3cadbaft:
fbb373121c59:
9785ac5771£5:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
6.8.3 11.5.2:

sha256:0e407eefbc956a3e4c5b1705ab3add29c883e63dalb84d8e89£2345fe2fc557f size:
The push refers to a repository

e9e60715acea:
83082b3681a8:
ec805d3c2de0:
fa8a90cb6518:
5d50c3cadbaf:
9785ac5771£5:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
9785ac5771£5:
5d50c3cadbaft:
9785ac5771£5:
fbb373121c59:
fa8a90cb6518:
5fb2dee77c93:
bc2717dd2942:
e9e60715acea:
83082b3681a8:
Tb9£72883£99:
ec805d3c2de0:
1.3: digest:
size: 2422

The push refers to a repository

7Tbb58c00babl:
69c967d71211:
€a7268754985:
5d50c3cadbaf:
9785ac5771£5:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
fbb373121c59:
5d50c3cadbaf:
9785ac5771£5:
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Waiting
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Layer
Layer
Layer
Layer
Layer
Layer

already
already
already
already
already
already
Layer already
Layer already
digest:

Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Waiting
Waiting
Waiting
Waiting
Waiting

Layer already
Layer already
Layer already
Pushed

Layer already
Layer already
Pushed

Pushed

Layer already
Pushed

Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Waiting
Waiting
Waiting
Waiting

Layer already
Layer already

| logtiz DEEHDY T b7 AVFFURTYTTF—rDA VR =L

exists
exists
exists
exists
exists
exists
exists
exists

exists
exists
exists

exists
exists

exists

sha256:ece5bb0b46547a166907£38£4958e40£d5202b£f015728ea89dda2af342d28727

exists
exists

Logsj Ottt a7 kowns i

[127.0.0.1:5000/elasticservice]

[127.0.0.1:5000/watchtower]



B s omsmiticstng 207> Kownpl

Tb9£72883£99:
fbb373121c59:
5fb2dee77c93:
bc2717dd2942:
7Tbb58c00babl:
€a7268754985:
69c967d71211:

2.1:
size:

digest:
2214

The push refers to a repository
4d33a08042c4:
a6480cd96594:
53cebfe822f4:
5d50c3cadbaf:
9785ac5771£5:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
Tb9£72883£99:
fbb373121c59:
5fb2dee77c93:
9785ac5771£5:
5d50c3cadbaft:
fbb373121c59:
4d33a08042c4:
53cebfe822f4:
Tb9£72883£99:
bc2717dd2942:
5fb2dee77c93:
a6480cd96594:

2.2:
size:

digest:
2214

Layer
Layer
Layer
Layer
Pushed
Pushed
Pushed

already
already
already
already

Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Waiting
Waiting
Waiting

Layer already
Layer already
Layer already
Pushed

Pushed

Layer already
Layer already
Layer already
Pushed

AfwAppRegistry

Loaded images,
calling PUT with

pauseAfwApp:

logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |

exists
exists
exists
exists

sha256:2aeded0£fa00d3c92c4e78a5339%bl16e27b0ac5fbed36c241£d26676a6642d91

[127.0.0.1:5000/eplui]

exists
exists
exists

exists
exists
exists

sha256:6a6b2266bb21lbbcb88cd2fc3f01c7127d2793b663026££a88d0665eb82£8d354

now unpausing services

HTTP/1.1 200 OK

Date Fri,

Content-Length

Content-Type
{

100
text/plain;

"ResponseType": 0O,

"Response": "Application is Running for elasticsearch Cisco_afw.

}
pauseAfwApp:

calling PUT with

HTTP/1.1 200 OK

Date Fri,

Content-Length

Content-Type
{

97
text/plain;

"ResponseType": O,
"Application is Running for watchtower Cisco_afw. Check for status"

"Response":

}
pauseAfwApp:

calling PUT with

HTTP/1.1 200 OK

Date Fri,

Content-Length

Content-Type
{

92
text/plain;

"ResponseType": 0O,
"Application is Running for eplui Cisco_afw. Check for status"

"Response":

{unpause}

17 Dec 2021 19:30:22 GMT

charset=utf-8

Check for status"

{unpause}

17 Dec 2021 19:30:43 GMT

charset=utf-8

{unpause}

17 Dec 2021 19:31:04 GMT

charset=utf-8
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}
pauseAfwApp: calling PUT with {unpause}

HTTP/1.1 200 OK
Date : Fri, 17 Dec 2021 19:31:25 GMT
Content-Length : 101
Content-Type : text/plain; charset=utf-8
{
"ResponseType": O,
"Response": "Application is Running for elasticservice Cisco_afw. Check for status"
}
Nothing to Patch in NI Base image is not installed here
==== Fri Dec 17 11:30:45 PST 2021 - Task updateAfwApps finished ====
==== Fri Dec 17 11:30:45 PST 2021 - Task disableAppsOnStandby started ====

Stopping HA apps on Standby node

Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...

Stopping High-Availability services: Done.

==== Fri Dec 17 11:31:45 PST 2021 - Task disableAppsOnStandby finished ====

==== Fri Dec 17 11:31:45 PST 2021 - Task stopDcnmServer started ====

==== Fri Dec 17 11:31:45 PST 2021 - Trying to upgrade your DCNM, so stopping the dcnm
to proceed... ====

Stopping FMServer (via systemctl): [ OK ]

==== Fri Dec 17 11:32:20 PST 2021 - Task stopDcnmServer finished ====

==== Fri Dec 17 11:32:20 PST 2021 - Task updatePackagedFiles started ====

==== Fri Dec 17 11:32:20 PST 2021 - Updating packaged-files ====

==== Fri Dec 17 11:32:20 PST 2021 - Task updatePackagedFiles finished ====

==== Fri Dec 17 11:32:20 PST 2021 - Task updateFmServer started ====

==== Fri Dec 17 11:32:20 PST 2021 - Updating FMServer
Fri Dec 17 11:32:20 PST 2021 - Backing up dcm.ear
==== Fri Dec 17 11:32:21 PST 2021 - Applying patch... ====

Patching ear file, please wait...

Patching war file, please wait...

==== Fri Dec 17 11:32:30 PST 2021 - Task updateFmServer finished ====
==== Fri Dec 17 11:32:30 PST 2021 - Task updatePatchlList started ====
==== Fri Dec 17 11:32:30 PST 2021 - Task updatePatchList finished ====
==== Fri Dec 17 11:32:30 PST 2021 - Task startDcnmServer started ====
Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped

Done.

==== Fri Dec 17 11:33:23 PST 2021 - Task startDcnmServer finished ====
==== Fri Dec 17 11:33:23 PST 2021 - Task completeUpgrade started ====

R R Rk I I I b b b b b b dh b b b b h b b b b b b b b b b b b b b b b b b b b b b b 2E b b b b b b b b b b b b b b b b b b b b b b b b b b b i

Inline upgrade of this Standalone DCNM node is complete.

==== Sat Dec 17 11:33:23 PST 2021 - Task completeUpgrade finished ====

R R R I I I I I b b b b b b dh b b b b b b bk b h b b b b b b b b b b b b b b b b b b dE b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i

DCNM 1 7« JHARRICSMU Z4 VR b—ILT H1=DH  TILH A

ZDSMU DA A =L, EROZDIZY U —A11.51), 11.52), BET11L53) THAR—
FERTWET,
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logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |
B s omsmiticstng 207> Kownpl

FH9F547 J—ETOY1)—R115(x) O CVE-2021-45046 3 & U8 CVE-2021-44228F8 DCNM
SMUDA VR k—JL

Inline Upgrade to DCNM 11.5(x) (O CVE-2021-45046 # & U CVE-2021-44228-pl

Upgrading from version: 11.5(x) (O CVE-2021-45046 £ & U CVE-2021-44228
Upgrading from install option: LAN Fabric

System type: HA

Compute only: No

Do you want to continue and perform the inline upgrade to 11.5(x) (O CVE-2021-45046 &
U CVE-2021-44228-pl? [y/n]: y

==== Fri Dec 17 11:26:51 PST 2021 - Task checkAfwStatus started =
==== Fri Dec 17 11:26:51 PST 2021 - Task checkAfwStatus finished
==== Fri Dec 17 11:26:51 PST 2021 - Task updateAfwApps started =
==== Fri Dec 17 11:26:51 PST 2021 - Updating AFW applications ====
Pausing Services that need to be patched

Deleted Containers:
992d06574c57882c£1a86bf7¢c19414055¢c6£501073a262b9%e97cee0a75718a55
324f8ecfc34223£9d71abb86a807a£54a720b40121aa8£f38f6aa2dccbc233071
£f7£e8656838af£352d0d128163ble%e4dcca9ebb73ea3a0956e4199e867£69%a34
ab0£0dd90b98dacca8e01c944c6b07390bad8cd8247c£8cdf7629503bd01d252
52d0d5ad7edf990424b43c57d95ba836191fa913e556e6clb75a65f171debbeb
4daf92fd8ba5445a81913d£f573343c0d6617b436330d103b8abf631a477¢c9b91
786768ab289596fbfb3904b1115a14717057bc83al06e555aalabb76abb4c3ade
1£5£52c42e532b4be9cff0eb22844824d969c6838436098251236efdf4£85£57
b780eff0776d9dfa752ef28446dcaffcffffac6ac20a2b41738ac23e6d060ed3
756097c7bd5028ee5eafc74c7£fb90eae20104b1584£2611ealb3089340d40011c
Total reclaimed space: 1.418MB

pauseAfwApp: calling PUT with {pause}

pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK

Date : Fri, 17 Dec 2021 19:26:52 GMT

Content-Length : 99

Content-Type : text/plain; charset=utf-8

{

"ResponseType": O,

"Response": "Application is Paused for elasticsearch Cisco afw. Check for status"
}

pauseAfwApp: calling PUT with {pause}

pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK

Content-Length : 96

Content-Type : text/plain; charset=utf-8

Date : Fri, 17 Dec 2021 19:27:12 GMT

{

"ResponseType": O,

"Response": "Application is Paused for watchtower Cisco afw. Check for status"
}

pauseAfwApp: calling PUT with {pause}

pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK

Date : Fri, 17 Dec 2021 19:27:32 GMT

Content-Length : 91

Content-Type : text/plain; charset=utf-8

{

"ResponseType": 0,

"Response": "Application is Paused for eplui Cisco afw. Check for status"
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pauseAfwApp: calling PUT with {pause}

pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK

Date : Fri, 17 Dec 2021 19:27:52 GMT

Content-Length : 100

Content-Type : text/plain; charset=utf-8

{

"ResponseType": O,

"Response": "Application is Paused for elasticservice Cisco_afw. Check for status"

}

Now Removing Images from Runtime

Untagged: 127.0.0.1:5001/dcnmelastic:6.8.3 11.5.2

Untagged:
127.0.0.1:5001/dcnmelastic@sha256:a872d49e3b5a0fc58ec9c1e8d8908c62604258chbfblal2ac418227ed7£928128
Untagged: 127.0.0.1:5000/dcnmelastic:6.8.3 11.5.2

Untagged:
127.0.0.1:5000/dcnmelastic@sha256:a872d49e3b5a0fc58ec9c1e8d8908c62604258cbfblal2ac418227ed7£928128
Untagged: dcnmelastic:6.8.3 11.5.2

Deleted: sha256:0173109c0612f48ed4165de7e5fa96£2243fe48756405bd0a0b4£12279785dbl
Deleted: sha256:8d0bl16£607caee532685643cf21550079881b67db%edf7d54a50baddec673c45
Deleted: sha256:63£9d6a3667c56£f4a64d986b13b0059353fb983495b34£840b6a38c63e39938¢c
Deleted: sha256:af6eb5eed783b56a675c53698ad4d374a77222218ebf706ad9891785b4ec2a537
Deleted: sha256:37dablfal0ee831d1979104edd0ea820alb3de3fe818aa75200021£8680221998
Deleted: sha256:c£1569581d9385a63ebdl56el15dc795ab82de8d0a27fc5a3205dac339b591eeb
Deleted: sha256:3d293d026d9a7552a3630a75500d860083763a558191e1£28ebb6344c985b09d
Deleted: sha256:0285cfcbbbcb0850c0121d404c51ef0a333380cf332b3b776e75b45a94c2e8a7
Deleted: sha256:6e43279655973e51749e6c13dbf63733802071££665927375£9£98827857b548
Deleted: sha256:544fc6ed244eef6449d95305179600648£339c0adbcbcbf93cc4£9e402122c53
Deleted: sha256:6810a2c88653fe864294296¢c70a5a657caa0f638689££58£13493acc532£5c77

Untagged: 127.0.0.1:5001/elasticservice:1.3

Untagged:
127.0.0.1:5001/elasticservice@sha256:0£0293e69d144bbf2dod4192£59884£fb596629%b6b1009522a750bd599%02461b2
Untagged: 127.0.0.1:5000/elasticservice:1.3

Untagged:
127.0.0.1:5000/elasticservice@sha256:0£0293e69d144bbf2dod4192£59884£fb596629%b6b1009522a750bd599%02461b2
Untagged: elasticservice:1.3

Deleted: sha256:c6cdl8e3bcc36ab60a3d741le8fabeclob6ec53de742cd959fbef572b2d6e75£db
Deleted: sha256:0e5892dd6bebe671d8dbf07949d2559cdd43ccc537a0cb4£f18eedb74£634238¢
Deleted: sha256:e0£9a768£8fc9al73f00b6babcb017789713195b566£97470d9501bbbbbag8e74
Deleted: sha256:213b03f962fe9%b6df0da77ccabel74c74ccb790d084a25£7221076£45958ced?
Deleted: sha256:1ef5822648e60b2be83c8641db64375bel4ecbbfbacdb6ald2919el4£8af3b4d

Untagged: 127.0.0.1:5001/watchtower:2.1

Untagged:
127.0.0.1:5001/watchtower@sha256:793aee652b615cd3161c8dd9c60eb89b6afd684£c89c6518£84f£71563bee99%
Untagged: 127.0.0.1:5000/watchtower:2.1

Untagged:
127.0.0.1:5000/watchtower@sha256:793aee652b615cd3161c8dd9c60eb89b6afd684£c89c6518£84f£71563bee99%
Untagged: watchtower:2.1

Deleted: sha256:b44bcfbcd001b7c85a2028e813e£f6919e316d6af37732a092151639d1c3d2b45
Deleted: sha256:3d30de4d2f50296af6affebbaa20e58a91b84abab65£89cb379ac78308c47ble
Deleted: sha256:a066£951d571bcead85b9%9a6530bl4a7b82ccal834al74c28delbc037bb80a2edd
Deleted: sha256:c£95f9ed8314cec412869a95a1a50b7b7d04£f29bbc5b8a3dl49a424ca6c83e49

Untagged: 127.0.0.1:5001/eplui:2.2

Untagged:
127.0.0.1:5001/eplui@sha256:af90£d9362£9244ed03bdd13318£6123817a7be64e089c42£5094£d570ebb03d
Untagged: 127.0.0.1:5000/eplui:2.2
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Untagged:
127.0.0.1:5000/eplui@sha256:af90£d9362£9244ed03bdd13318£6123817a7be64e089c42£5094£d570ebb03d
Untagged: eplui:2.2

Deleted: sha256:5ccad4a674£345d289c814ae0a3f24ec9aac76937046beb4273b51cc29¢c4b6408
Deleted: sha256:d6886b2e02aaf7ebf7cfd0423bedffbd27905d12£81d0908d4ab02b2e9973ccl
Deleted: sha256:301f9eb3bal05164dbd29cab2c93dad24e5elfeal3cf2abd2£f1585c25df6a75c34
Deleted: sha256:0af470c810372aa3ecee7f4£5b6cdbab0dc857e£371d658668bb43fb2e50f2ef

Checking and starting a writable registry

Error response from daemon: no such image: AfwAppRegistry: invalid reference format:
repository name must be lowercase
£11dc4cb9677d2cb7e0£e215050£69fdbb60ed583762£3867290c8aeda7712b2a

Achieved Pause state for all services, Now Patching services

Loading Images into the writable registry

Loaded image: eplui:2.2

Loaded image: dcnmelastic:6.8.3 11.5.2

Loaded image: elasticservice:1.3

Loaded image: watchtower:2.1

The push refers to a repository [127.0.0.1:5000/dcnmelastic]
97da84£f99ba3: Preparing
a0bb674£f2b12: Preparing
1d07ed4e39fa: Preparing
8dB8ad48£fd5741: Preparing
bl4eb3458281: Preparing
£13999d3b63e: Preparing
dlc75bcbebl0: Preparing
£51£8d284b3b: Preparing
617b86abcd6d: Preparing
d3071a656898: Preparing
Obcabbb3cf37: Preparing
5d50c3ca4b5af: Preparing
9785ac5771£f5: Preparing
dlc75bcbebl0: Waiting
d3071a656898: Waiting
£51£8d284b3b: Waiting
5d50c3ca4d4b5af: Waiting
617b86abcd6bd: Waiting
fbb373121c59: Preparing
Tb9£72883£99: Preparing
9785ac5771£f5: Waiting
fbb373121c59: Waiting
5fb2dee77c93: Preparing
bc2717dd2942: Preparing
Tb9£72883£99: Waiting
5fb2dee77c93: Waiting
bc2717dd2942: Waiting
Obcabbb3cf37: Waiting
1d07ed4e39fa: Pushed

97daB84£f99ba3: Pushed

a0bb674£f2b12: Pushed

8d8ad48£fd5741: Pushed

bl4eb3458281: Pushed

dlc75bcbebl0: Pushed

£13999d3b63e: Pushed

£51£8d284b3b: Pushed

617b86abcd6d: Pushed

d3071a656898: Layer already exists
Obcabbb3cf37: Layer already exists
5d50c3ca4d4b5af: Layer already exists
fbb373121c59: Layer already exists
9785ac5771£5: Layer already exists
Tpb9£72883£f99: Layer already exists
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5fb2dee77c93: Layer already exists

bc2717dd2942: Layer already exists

6.8.3 11.5.2: digest:
sha256:0e407eefbc956a3e4c5b1705ab3add29c883e63dalb84d8e89£2345fe2fc557f size: 3882

The push refers to a repository [127.0.0.1:5000/elasticservice]

e9%e60715acea: Preparing
83082b3681la8: Preparing
ec805d3c2del: Preparing
fa8a90cb6518: Preparing
5d50c3ca45af: Preparing
9785ac5771£f5: Preparing
fbb373121c59: Preparing
Tb9£72883£99: Preparing
5fb2dee77c93: Preparing
bc2717dd2942: Preparing
fbb373121c59: Waiting
Tb9£72883£99: Waiting
5fb2dee77c93: Waiting
bc2717dd2942: Waiting
9785ac5771£f5: Waiting
5d50c3ca4d45af: Layer already exists
9785ac5771£f5: Layer already exists
fbb373121c59: Layer already exists
fa8a90cb6518: Pushed

5fb2dee77c93: Layer already exists
bc2717dd2942: Layer already exists
e9%e60715acea: Pushed

83082b3681a8: Pushed

Tp9£72883£f99: Layer already exists
ec805d3c2del: Pushed

1.3: digest: sha256:ecebbb0b46547a166907£38£4958e40£d5202bf015728ea89dda2af342d28727
size: 2422

The push refers to a repository

[127.0.0.1:5000/watchtower]

Tbb58c00bab0: Preparing
69c967d71211: Preparing
€a7268754985: Preparing
5d50c3ca45af: Preparing
9785ac5771£f5: Preparing
fbb373121c59: Preparing
Tb9£72883£99: Preparing
5fb2dee77c93: Preparing
bc2717dd2942: Preparing
Tb9£72883£99: Waiting
5fb2dee77c93: Waiting
bc2717dd2942: Waiting
fbb373121c59: Waiting
5d50c3ca4d45af: Layer already exists
9785ac5771£f5: Layer already exists
Tp9£72883£99: Layer already exists
fbb373121c59: Layer already exists
5fb2dee77c93: Layer already exists
bc2717dd2942: Layer already exists
Tbb58c00bab0: Pushed

€a7268754985: Pushed

69c967d71211: Pushed

2.1: digest: sha256:2aeded0fa00d3c92c4e78a5339%9ebll6e27b0ac5fbed36c241£d26676a6642d91
size: 2214

The push refers to a repository

[127.0.0.1:5000/eplui]

4d33a08042c4: Preparing
a6480cd96594: Preparing
53cebfe822f4: Preparing
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5d50c3cadbaft:
9785ac5771£5:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
Tb9£72883£99:
fbb373121c59:
5fb2dee77c93:
9785ac5771£5:
5d50c3cadbaf:
fbb373121c59:
4d33a08042c4:
53cebfe822f4:
Tb9£72883£99:
bc2717dd2942:
5fb2dee77c93:
a6480cd96594:

2.2:
size:

digest:
2214

Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Waiting
Waiting
Waiting

Layer already
Layer already
Layer already
Pushed

Pushed

Layer already
Layer already
Layer already
Pushed

AfwAppRegistry

Loaded images,
calling PUT with

pauseAfwApp:

logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |

exists
exists
exists

exists
exists
exists

sha256:6a6b2266bb21lbbcb88cd2fc3f01c7127d2793b663026££a88d0665eb82£8d354

now unpausing services

HTTP/1.1 200 OK

Date Fri,

Content-Length

Content-Type
{

100
text/plain;

"ResponseType": 0O,

"Response": "Application is Running for elasticsearch Cisco_afw.

}

pauseAfwApp:

calling PUT with

HTTP/1.1 200 OK

Date Fri,

Content-Length

Content-Type
{

97
text/plain;

"ResponseType": 0O,
"Response": "Application is Running for watchtower Cisco afw. Check for status"

}

pauseAfwApp:

calling PUT with

HTTP/1.1 200 OK

Date Fri,

Content-Length

Content-Type
{

92
text/plain;

"ResponseType": O,

"Response":

}

pauseAfwApp:

"Application is Running for eplui Cisco_afw.

calling PUT with

HTTP/1.1 200 OK

Date Fri,

Content-Length
Content-Type

{

101
text/plain;

"ResponseType": O,
"Response": "Application is Running for elasticservice Cisco_afw. Check for status"

}

{unpause}

17 Dec 2021 19:30:22 GMT

charset=utf-8

Check for status"

{unpause}

17 Dec 2021 19:30:43 GMT

charset=utf-8

{unpause}

17 Dec 2021 19:31:04 GMT

charset=utf-8

Check for status"

{unpause}

17 Dec 2021 19:31:25 GMT

charset=utf-8

Nothing to Patch in NI Base image is not installed here
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==== Fri Dec 17 11:30:45 PST 2021 - Task updateAfwApps finished ====

==== Fri Dec 17 11:30:45 PST 2021 - Task disableAppsOnStandby started ====
Stopping HA apps on Standby node

Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...

Stopping High-Availability services: Done.

==== Fri Dec 17 11:31:45 PST 2021 - Task disableAppsOnStandby finished ====

==== Fri Dec 17 11:31:45 PST 2021 - Task stopDcnmServer started ====

==== Fri Dec 17 11:31:45 PST 2021 - Trying to upgrade your DCNM, so stopping the dcnm
to proceed... ====

Stopping FMServer (via systemctl): [ OK ]

==== Fri Dec 17 11:32:20 PST 2021 - Task stopDcnmServer finished ====

==== Fri Dec 17 11:32:20 PST 2021 - Task updatePackagedFiles started ====

==== Fri Dec 17 11:32:20 PST 2021 - Updating packaged-files ====

==== Fri Dec 17 11:32:20 PST 2021 - Task updatePackagedFiles finished ====

==== Fri Dec 17 11:32:20 PST 2021 - Task updateFmServer started ====

==== Fri Dec 17 11:32:20 PST 2021 - Updating FMServer ====

==== Fri Dec 17 11:32:20 PST 2021 - Backing up dcm.ear
==== Fri Dec 17 11:32:21 PST 2021 - Applying patch... =

Patching ear file, please wait...
Patching war file, please wait...

==== Fri Dec 17 11:32:30 PST 2021 - Task updateFmServer finished ====
==== Fri Dec 17 11:32:30 PST 2021 - Task updatePatchList started ====
==== Fri Dec 17 11:32:30 PST 2021 - Task updatePatchList finished ====
==== Fri Dec 17 11:32:30 PST 2021 - Task startDcnmServer started ====

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped

Done.

==== Fri Dec 17 11:33:23 PST 2021 - Task startDcnmServer finished ====
==== Fri Dec 17 11:33:23 PST 2021 - Task completeUpgrade started ====
R R R Ik I S b b b b b b b I b b b b b b b b b h b b b b b b b b b b b b b b b b b b b b b b b b b b b b b h b b b b b b b b b b b b b b b b b i
Inline upgrade of this Active DCNM node is complete.

Please wait until this node is Active again

before upgrading the Standby node.

==== Sat Dec 17 11:33:23 PST 2021 - Task completeUpgrade finished ====

AR UINA /—RKTO) ) —R115(x) 0 CVE-2021-45046 # & U CVE-2021-44228F DCNM
SMU®DA X k—JL

[root@dcnm2]# ./inline-upgrade.sh --standby

Inline Upgrade to DCNM 11.5(x) () CVE-2021-45046 XU CVE-2021-44228-pl

Upgrading from version: 11.5(x) (0 CVE-2021-45046 H XU CVE-2021-44228

Upgrading from install option: LAN Fabric

System type: HA

Compute only: No

Do you want to continue and perform the inline upgrade to 11.5(x) (O CVE-2021-45046 H&
' CVE-2021-44228-p2? [y/n]: y

==== Fri Dec 17 18:15:05 PST 2021 - Task checkAfwStatus started ====
==== Fri Dec 17 18:15:05 PST 2021 - Task checkAfwStatus finished ====
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==== Fri Dec 17 18:15:05 PST 2021 - Task updateAfwApps started ====

Fri Dec 17 18:15:05 PST 2021 - Task updateAfwApps finished ====

Fri Dec 17 18:15:05 PST 2021 - Task disableAppsOnStandby started ====
Fri Dec 17 18:15:05 PST 2021 - Task disableAppsOnStandby finished ====
= Fri Dec 17 18:16:05 PST 2021 - Task stopDcnmServer started ====

Fri Dec 17 18:16:05 PST 2021 - Task stopDcnmServer finished ====

= Fri Dec 17 18:16:05 PST 2021 - Task updatePackagedFiles started ====
= Fri Dec 17 18:16:05 PST 2021 - Updating packaged-files ====

Fri Dec 17 18:16:05 PST 2021 - Task updatePackagedFiles finished ====
Fri Dec 17 18:16:05 PST 2021 - Task updateFmServer started ====

Fri Dec 17 18:16:05 PST 2021 - Updating FMServer ====

Fri Dec 17 18:16:05 PST 2021 - Backing up dcm.ear ====

= Fri Dec 17 18:16:07 PST 2021 - Applying patch... ====

Patching ear file, please wait...
Patching war file, please wait...

Fri Dec 17 18:16:21 PST 2021 - Task updateFmServer finished ====
Fri Dec 17 18:16:21 PST 2021 - Task updatePatchList started =
== Fri Dec 17 18:16:21 PST 2021 - Task updatePatchList finished
==== Fri Dec 17 18:16:21 PST 2021 - Task startDcnmServer started ====

updating the Navigation file

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped

Done.

= Fri Dec 17 18:16:25 PST 2021 - Task startDcnmServer finished ====
Fri Dec 17 18:16:25 PST 2021 - Task completeUpgrade started ====

R R R Ik I I E h h b h b b b dh h dE b h b b bk b h b b b b b b b b b b b b b b b b b b 2h b b b b b b b b b b b b b b b b b b b b b b b b b b bk b i

Inline upgrade of the HA DCNM system is complete.
LR EE SR SEESEEEES RS S SRS SRR SRS SR SRS EE SRR R EEEEEEEEEEEEEEEEEEEEEEEE SRS S

==== Fri Dec 17 18:16:25 PST 2021 - Task completeUpgrade finished ===

DCNM OV Ea—TFT425 /—FIZSMUZA VR b—ILT 510D H 2 TILHA

ZDOSMUDA A h—uiE, BOZOHIZY U —211.5(1), 11.512). BLU11.53) THHR—
FERTWET,

[root@dcnm-computel]# ./inline-upgrade.sh

Inline Upgrade to DCNM 11.5(x) (D CVE-2021-45046 KLU CVE-2021-44228-pl

Upgrading from version: 11.5(x) (O CVE-2021-45046 LU CVE-2021-44228
Upgrading from install option: N/A

System type: HA

Compute only: Yes

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

ALERT: AFTER THE UPGRADE MAKE SURE COMPUTE NODE IS BACK IN JOINED STATE.
USE DCNM "APPLICATIONS->COMPUTE" GUI TO CHECK STATUS

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

Do you want to continue and perform the inline upgrade to 11.5(x) (O CVE-2021-45046 H&
' CVE-2021-44228-pl? [y/nl: y

==== Fri Dec 17 20:36:14 PST 2021 - Task updatePackagedFiles started ====
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==== Fri Dec 17 20:36:14 PST 2021 - Updating packaged-files ====

= Fri Dec 17 20:36:14 PST 2021 - Task updatePackagedFiles finished ====

= Fri Dec 17 20:36:14 PST 2021 - Task updatePatchList started ====

==== Fri Dec 17 20:36:14 PST 2021 - Task updatePatchList finished ====

==== Fri Dec 17 20:36:14 PST 2021 - Task completeUpgrade started ====

LR EEE SRS RS EEEE SRR SRS RS S RS S SR SRS EE SRR R EEEEEEEEEEEEEEEEEEEEEEEEEEE S
Inline updgrade of this compute is complete

R R R I I S E h h b b b b b dh b b h b b b b b h b b b b b b b b b b b b b b b b b b dE b b b b b b b b b b b b b b b b b b b b b b b b b b b i i

==== Fri Dec 17 20:36:14 PST 2021 - Task completeUpgrade finished ====

Log4j2 ME55 4D X F v >

https://github.com/logpresso/CVE-2021-44228-Scanner > 5 A % % 7 — (logpresso 72 &) %X
m—RL%ET,

"
5 B>

ZO2—T 4 VT 41X, WEBHEDOAF v NZORER LT ESV, VAT AN EEIE
FTAHDITHHLARNTIEE N,

>

FE OSMU%ZA A F—L L7256, DCNMWebUI 3B L T 5 Z & ZfR L9, £7-. appmgr
statusall =~ > REEHL T, T R_RTOF o 2ARNBH L CNDEZ 2R LET, [FTY
—av>[ArvEa—T4 T, TXTCTO/— RB3EERETCERINALTWASZ L%
ERLET,

Ay CEBEFATT LRI, koa~vr RaH LT, AR < 25720 docker A
A—VEHELET,

docker ps-a TH TIRIED 2 > T FREHEREINDILGAIL. BINCKREZFATLET,

docker container prune

WARNING! This will remove all stopped containers.

Are you sure you want to continue? [y/N] vy

Deleted Containers:
33d2a44706663870d062b7ee8bd4abal8ea%4ea6fdc285b6baldl33334£226d73
9fba3140120£7fbc41993a97d0bcbbec254ffed638daldd5e3a91fb04614cbab
67d4cd575d1febdec54fel161d716334908eb18d1a%a5d053a8f21ed1e3089d8c
4b8f2463c£899341£d5a028078a3d6b938790807dblba6bfbecel3a5a0a7783749
5b066b6eb334986d0cb0442249218d8582936439f8c8b3a3c81l426ab8lbeaacs
14b965917498dcaaaa3e586d0d65e702d884c3cef7e425e60215a192cbf£9945
359ab2cab568d10c42e406fec6a6£7499637936080b0cal09e307¢c51ca9431532
al8a752de7208d3802989£9209893140cac404c£33dcdfbcb362ebbddbdede4
519e0e7654ecff8601£868c2a55£fd1507a9ce52d137¢33¢c79067£fe3d7£834048
03e0cOccaal35e2b4d07cbafae90c758£3db5ea639528afcc550a26e9cleflb4d3
Total reclaimed space: 155.4MB

ETIREED 2 7 =037 051, RO X 9 12 docker image prune % [EH231T L Tl
A—=ThE V=T v T TEET,

docker image prune -a

WARNING! This will remove all images without at least one container associated to them.
Are you sure you want to continue? [y/N] vy

Deleted Images:

untagged: 127.0.0.1:5001/eplui:2.1

untagged:

LAN 77 7Y v Y B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILELUT v T L—F HA K .


https://github.com/logpresso/CVE-2021-44228-Scanner

logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |
B wuienstozsrs

127.0.0.1:5001/eplui@sha256:6b788e837561£5b56378d9872885abd078105b6el18£17£8b28£f7d58106288ed
deleted: sha256:9a9%b56bcf9e5807e25743522e7cc3b7946ca390875418b5£85894b383443276
deleted: sha256:d09c3547766a3130d2e48d85d5c33304£d912abbcc0fd8f6d877ca4a5a7513d8
deleted: sha256:19acc971e6674459¢c817bd011ed8e59690bc4£f47£3£733fe9ffb617227d5081e0
deleted: sha256:5f5a7996ee7ba7d79772caa%9a24£95cceb8463bab030c7ed8£534b14eda099db
untagged: 127.0.0.1:5001/elasticservice:1.1

untagged:
127.0.0.1:5001/elasticservice@sha256:b7b7a082aa225301e92c55ab93647a7£4e5049e28152733075995a6b237aa798
deleted: sha256:£9078£534739f1367d9a67187£14f4c32cc9£fc904c8£d6579564c848b06£9185
deleted: sha256:f0e44e2f9%afc9e180056d5bcbfceed743c2d2e4936a7lae8feb2c5e317ccea2b
deleted: sha256:0cab6e9119a4779b58e3f8a2ab48ec892db599cab3a784a63ed2d03aa422a87e
deleted: sha256:60546313de31095£5363£479eal2b74££02375£96cb5ab5ba23e85027£3be2c4
deleted: sha256:c9d22e3ec2ce60122c9daldB8e8bafbl8dd9b61db39c3e8e8ad70bebec907c48c
untagged: dcnmelastic:6.8.3 11.4.1

deleted: sha256:9e6493318e11890662683cb288532e903177464684e9c17f06ebcdlabbd3c317
deleted: sha256:f1b3c86a97ad0767f£cc89¢c31b73d34643a2bb838e317¢c82£00167bb8cfb270e
deleted: sha256:19c89e64341aff41ec5508ebb2b73107£fee9581d71d78b0787279817dd1l4facc
deleted: sha256:907£6e93£fa619661d70a65dc3£d12d0257e3d7afb0ced3961620£fa419c5dd792
deleted: sha256:044e562105291191158e417ae9d33dd16022a881562114a970d1fadbll6e8eba
deleted: sha256:48c418ce6e32de81f4171ae073e79b04b3c227afe5£f4013e6a0bd5932eee3853
deleted: sha256:7b6c7e6083bffb94f1b9%acd4£f83acec0f4cdc0685efdad7fb6a9735fb0c3ec65
deleted: sha256:59908c99dea86854472cb0d7064236e4a903£815d652845£56ec30204a12£550
deleted: sha256:11124a752156a4ec945d79172f11be3£f025c96£1989886df£f9b0b3608303dc3e
untagged: kibana:2.0

deleted: sha256:ea95ed7a67f68301e64e46653a£6864cb6e18e496e725432505595936b560£26
deleted: sha256:0153b99c46885f4cd2b05173fb1b54810bda9f10c39130e5chbb38b7cd18884508
deleted: sha256:02033d4e0a299ba71df33ceaff68959d74d4a62£fc0be69b689%9a01le6322f8e64cC
deleted: sha256:9ed6d76808f43f£63909ba38cdda9430109b4848c4cb5b7e8db63e9a9f5e9f7e
deleted: sha256:c4cal9d8d6603e6020c28b9%eefba5fe056bab61099a7c¢15alb0793281601eab4
deleted: sha256:eacl1498£3113436c89751c285e6d52c13edfa05810abce2dc042c9750£4b64b6
deleted: sha256:5f265142267b87373fafabccffl8cld7f2c7ce8b25ad870263dbad4a9f£3a8540
deleted: sha256:£98eb78bb8712£2786e£0580037d916d4£f£0d3b£398900£093¢c94301cad4d705
deleted: sha256:6262d3d4d32bb0al07cfac0c58c563426£dc657116c903e36334a452a4818d68
deleted: sha256:045f4e8b3ed31fb7d27aa34e59cfdd2e8aabb24d9cdeb5b84del8635a5b7£3765
deleted: sha256:af643141c457d060c8c88£4b3901d8404bab5b93abdcbalc5050666de50765e2
untagged: watchtower:2.1

deleted: sha256:0a54bd9%e96a8483fdb76042b7906909%9aalf3fd4deb513a5a7194a8aaf86af’dc
deleted: sha256:£f8£f11cb198e25e36212a5650d5b8fbcc9f4abl5afe91e6d4e678d71c60d46040d
deleted: sha256:224ec704095b7d5d185a405£0e468bc015d6cb9c50cd3ab4cad9de092763ddcba
deleted: sha256:45268517a253b8£483eedfa7£9£2641361d3f40d5e6£235£179ee3£583ebfc38
untagged: compliance:4.0.0

deleted: sha256:d6750c132fb5e9059£86d0d6b1£54bebd0f00d0b84ab9688813526bd63c6ceds
deleted: sha256:4d10e42b5db7aafabef673b889c6916e79¢c9f1cf6a5411304b02e158dfacOcbe
deleted: sha256:7ffadb4dd9f304c2d5314£66461d351622fe72e6c2a043942e0cd7fcc8aa2b66
deleted: sha256:516e697bbb7££9ec971280964b9383fa22cc72ced415362720903ad5281c0852
deleted: sha256:0e£f534a6e063d02b7bc5£1£f£0a0053478502a8bc76£88cd2dddb58b8225c80a4
deleted: sha256:4a7f56d08eale6fcda2d9fd2b37c85eee0e963c9d8c6275997a4028171al15c07
deleted: sha256:544c874de2ace981dad4bd06ee33cdB8a00d030590598cc4a02fc4ab9b57610133
deleted: sha256:5f0a9421371e6f218eaf9788eccfc987d40cc7c66291536465£271cf0abdcd04
deleted: sha256:cl968f6e62beccbadl47b8£8d0a23904d308133eel0bc77cd4ee9cfc941£29e50
deleted: sha256:aa%9e87a76c7b54bb7dba91db45a84a23542bf647751£fe1211764£1395f97ec6f
Total reclaimed space: 794.1MB

D%, logdj AF ¥ T — V=NV EETTEET, Ny FEITROV U TIVHENEZLTITRL
id‘o

YU TILEERD CLI R+ v T - CVE-2021-44228 [fs 5514 X ¥+ F 2.3.6 (2021-12-20)

[root@dcnm] # ./log4j2-scan /

Logpresso CVE-2021-44228 Vulnerability Scanner 2.3.6 (2021-12-20)
Scanning directory: /, ./log4j2-scan, / (without devtmpfs, tmpfs, shm)
Running scan (10s): scanned 4653 directories, 41925 files, last visit:
/usr/local/cisco/dcm/fm/download

[*] Found CVE-2021-45105 (log4j 2.x) wvulnerability in

. LAN 77 Y v B 1)—Z115(1) ® CiscoDCNM 1 > X b—ILE LU T7 v T L—F A K
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/usr/local/cisco/dcem/wildfly-14.0.1.Final/standalone/sandeployments/dcm.ear
(l1ib/log4j-core-2.16.0.jar), logd4j 2.16.0

Running scan (26s): scanned 6980 directories, 62226 files, last visit:

/usr/local/cisco/dem/wildfly-14.0.1.Final/standalone/sandeployments

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

Asr/lacal /cisao/danii1cly-14.0. 1. Firel /starchlare/np/Arfs/dgployrent/dealoyentisBolBeioac3iaoty/ lapd-are2.16.0. Jar-fsd3e0i629 %0 o -are2.16.0.3ar,
log4j 2.16.0

Running scan (36s): scanned 9856 directories, 90359 files, last visit:

/usr/local/cisco/dcm/wildfly-14.0.1.Final/modules/system/layers/base/org/infinispan/main
[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/root/packaged-files/pmn/pmn-telemetry.jar, logdj 2.16.0

[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in /root/patch-11.4.1-p2.backup/dcm.ear
(lib/log4j-core-2.8.2.jar), log4d]j 2.8.2

Running scan (52s): scanned 24714 directories, 141807 files, last visit:

/root/patch-11.4.1-p2.backup

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/tmp/.inline-upgrade.l16121/fmserver-patch/logd4j-core-2.16.0.jar, log4j 2.16.0

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/tmp/.inline-upgrade.16121/fmserver-patch/dcm.ear (lib/log4j-core-2.16.0.jar), log4j

2.16.0

Running scan (62s): scanned 30813 directories, 183000 files, last visit:
/usr/share/elasticsearch/modules/lang-groovy

Running scan (72s): scanned 34709 directories, 216946 files, last visit:

/usr/local/cisco/dcm/smis/client/1lib

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/usr/local/cisco/dcm/wildfly-14.0.1.Final/standalone/sandeployments/dcm.ear
(l1ib/log4j-core-2.16.0.jar), logd4j 2.16.0

Running scan (88s): scanned 36975 directories, 231284 files, last visit:

/usr/local/cisco/dem/wildfly-14.0.1.Final/standalone/sandeployments

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

Asr/loml /ciscydoid 1cfly-14.0. 1. Firel/sardalae/tinpArts/dedloyrent/aaplonenti oA 8%c390s0/ lancare2.16.0. Jar-fs6h3idie9 /9o laft -aare2.16.0. 38,
log4j 2.16.0

Running scan (98s): scanned 39835 directories, 259398 files, last visit:

/usr/local/cisco/dcm/wildfly-14.0.1.Final/modules/system/layers/base/org/bouncycastle/main
[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/root/packaged-files/pmn/pmn-telemetry.jar, log4dj 2.16.0

[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in /root/patch-11.4.1-p2.backup/dcm.ear
(lib/log4j-core-2.8.2.jar), log4d]j 2.8.2

Running scan (114s): scanned 54709 directories, 310865 files, last visit:

/root/patch-11.4.1-p2.backup

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/tmp/.inline-upgrade.16121/fmserver-patch/logd4j-core-2.16.0.jar, log4j 2.16.0

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/tmp/.inline-upgrade.16121/fmserver-patch/dcm.ear (lib/log4j-core-2.16.0.jar), log4j

2.16.0

Scanned 59990 directories and 338115 files

Found 12 vulnerable files

Found 0 potentially vulnerable files

Found 0 mitigated files

Completed in 124.16 seconds
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() CiscoDCNM (2 SMU % A > A h—/L 3% & CVE-2021-44228 35 L (X CVE-2021-45046 (2%t
L&, CVE-2021-45105 [ZEARENMELS . 7 7 /L h OHATERE T Cisco DCNM Tl ff X4
TWRWEREDRIEAZ TR LTWET, L7ZMN-> T, CVE-2021-451051%. ZDOSMUA > A h—
LTI ER T ERA,

Ny 7T o3, BRE L THTRR cOEEINTWRWNWT 7 A AREENLTWET, T
ST SN EFHAN, BRE L THREINET, HIRZRIRL-5E. MECEEILY F
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logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |
B swoozxr—romm

Th, AVTF T7ANTVAT A VAL VYRICHDI 77 A MVRIEEAEDLY FHA, ZHD
TrAMEI AT F T AN VAT AOER R L, [v—YEhiz) arT ) Ty
AMZFREIN2L 2D ETHBEICR Y FHA, 26D 7 7 A uid, EITRIC T & R Il
AT&EERA, ~—VENEHBOILTFT 77 A4V VAT AT, 58527 7 A MTH Y
FHA,

ZOSMU DA A h—/uid, BIOEZDIZY U—2Z11.51), 11.52). BELU11.53) THR—
FENTWET,

ff1o> DCNM U U —Z{Z SMU % A A b —/L 3 5 FNEIZ DN TIE, LHIONN—2 2 b O
DCNM Y U — Z11.5(x) ® CVE-2021-45046 35 & OV CVE-2021-442280D7 v 77 L— K (249 ~—
V) ZSBLTLLESY, VU —2 110 AN SEEDOKR Y 7% L TDCNM VU U — R |2
Ty 77— RTEET, logdj2 A% ¥ F—I%, I\ docker/overlay (ZBHHT 57 7 A /L 2 A
TADORMBEIZ T 7 7 %N TET, SMUDA VA M—/LERRGEL TL 72 &0, FEIZ OV T,
SMU A A b —/)LORFE (248 X—) ML T &V,

\}

()  DCNMHA 7 =—/LA— 3~ logdi2 AF¥ ¥ > TV ONDEIFEI R ENDGENH Y £
T, TR, AZ A F—R_—D i\ docker f A — Ny r—T Ny RANKKFT, ED
Tt ADFITHHZ HHHTE £8 A, CVE LiR— M5 &t R EN 58413, docker
imageprune-a 2~ > REFITLET, ZhckD, AZ A, J—FOHWw > MU B2 Y
TEINET, HWZ RNV EZUTTHE EDHD DCNM HA 7 = — /L A —/3—HZRiE
FHAELEE AL, AF ¥ LAR— MICVE =7 =25 & E KR35 6 1. Cisco TAC
WBHaET2Z2 2880 LET,

SMU 1 > X b—)LD¥EEE
ZDOSMUDA A M=k, BEOZHIZY U —R11.5(1), 11.52). BLU11.53) THHR—
FERTWET,

Ny F M CiscoDCNM 7 7' I A4 7V AB L NarBa—7 47 7 — NCEFIZEH S
Z L EREET AIZ1E. /root/packaged-files/properties/dcnm-version.txtiZlH b
77 ANONEEZHERLET, Ny FREFICEHASND &, RIZTT LI, BINOITRN
denm-version.txt {23 FALET ¢

PATCH_LIST=X
IR D EBY T,
XX, CiscoDCNM 7 7 A4 T 2 AIZA VA =L ENTNWAE NNy FOETT,

N

GE) SMUZA VAR TEHELE AR EZA—T 7V r— a3 (LAEiE Watchtower & FE(E
NTWELE) ITHWF—Z2 b LW TF— 2 bFE RS mL Y £,
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ABTD/S—< 3 24 >0 DONM 1) 1) — R11.5(x) 0) CVE-2021-45086 3 & U CVE-2021-04228007 v 75 L— ]

LIFTD/NA— 3 /50 DCNM 1) 1) — X 11.5(x) @ CVE-2021-45046 £ &
Uf CVE-2021-442280D 7 v 75 L— K

HUWDCNM 11.x 23— 3 )b 11.5(x) @ CVE-2021-45046 5 & U CVE-2021-44228 LAEIZ T
TV —RT DA, Ty 77 L— RBLUOVNy T %I, logdj A% v

X, /var/lib/docker/overlay 7 7/ VA7 ADOFERICEE T 5 L 0 £ < OfaFstt %

FATHEERHV ET, SMULZ A A b—/L LT72t%, DCNM11.2(1) 6 1L.S()IZT v 77 L—
KLV AT 2O DFIZRIR LUET, o7 VHTIiE, docker/overlay 7 7 A /L 3/ AT I
DT R TOEEDONeFIME%E R L TV E T, Elasticsearch @ docker/overlay2 7 7 A /L AT
AIZRBD 2 SOMfesstkx, MEEZ5IESEZ LEE A,

ZDOSMU DA A b—/vid, BEOTZOICY U —A11.5(1), 11.52), BE T 11.53) THHR—
rENTWET,

./log4j2-scan /

Logpresso CVE-2021-44228 Vulnerability Scanner 2.2.0 (2021-12-18)

Scanning directory: / (without devtmpfs, tmpfs, shm)

[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in
/var/lib/docker/overlay/2a7db7cebfce3ac’/ca67206122b55e813ea19801593c433b5fd730c69d0alb69/root/

usr/share/elasticsearch/lib/log4j-core-2.9.1.jar, log4j 2.9.1

[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in
/var/lib/docker/overlay/2811b1325950ad4c
438cdd1b2631ladb0aladfalb49e474279£3499cfd2ed4 9ad3/root /usr/share/elasticsearch/1ib/log4j-core-2.9.1.jar,
log4j 2.9.1

[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in
/var/lib/docker/overlay/8b6416£75366e50688

1755714e39a6f23e5810bb5886386caab935f5d8ed923ad/root /usr/share/elasticsearch/1ib/logdj-core-2.9.1.3ar,
log4j 2.9.1

Running scan (95s): scanned 223603 directories, 1965175 files, last visit:

/tmp/.inline-upgrade.11270/fmserver-patch

Running scan (107s): scanned 236660 directories, 2034298 files, last visit:

/usr/local/cisco/dcm/

wildfly-14.0.1.Final/standalone/sandeployments

[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in /root/patch-11.5.1-pl.backup/dcm.ear
(1ib/

log4j-core-2.8.2.jar), logd4j 2.8.2

Running scan (117s): scanned 243726 directories, 2095783 files, last visit:

/root/patch-11.5.1-pl.backup

Scanned 243914 directories and 2096444 files

Found 29 vulnerable files

Found O potentially vulnerable files

Found 0 mitigated files

Completed in 117.36 seconds

DCNM VU U —Z 113(1) LAgs, 77V r—3a > 7 L—2AU—2 % docker T overlay2 7 7 A /b
AT LEERLET, WOa~y REEHLCHRERLET,

docker info | grep overlay2
Storage Driver: overlay?2 /* above command must display this output*/

Lo a~ 2 FOHIIT, dockerMoverlay2 ZfEH L T\ D Z & mEnGa, 7427 b
U /var/lib/docker/overlay | [l 72\ 72, scanner (2L » TG Shz— T —i%
D THY, DCNMTEITHFOF—E A TIIMEH S ERA, TNHDEBEI V=0T v
THITE, =T —RRESNE ) — FTROFIEZFITL T EEN,
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ROa~ R LT BMOMESHEERHRESNTWD /) — FOKRY ZHIBRLE7,

rm -rf /var/lib/docker/overlay

A

FE ERoavr REELIETLTIEEN, overlay2 3> THIBR SN 7254, DCNM Y —t
ZAFEMEL 22 < 720 3,

logdj Ax v —%2FETLET, RSN IIX, /var/lib/docker/overlay (ZBEH 7
LT X TOWEFENHIRS NI Z L 2R L TVWET,
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