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Trademarks

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS REFERENCED IN
THIS DOCUMENTATION ARE SUBJECT TO CHANGE WITHOUT NOTICE. EXCEPT AS MAY
OTHERWISE BE AGREED BY CISCO IN WRITING, ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS DOCUMENTATION ARE PRESENTED WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED.

The Cisco End User License Agreement and any supplemental license terms govern your use of any Cisco
software, including this product documentation, and are located at:
http://www.cisco.com/go/softwareterms.Cisco product warranty information is available at
http://www.cisco.com/go/warranty. US Federal Communications Commission Notices are found here
http://www.cisco.com/c/en/us/products/us-fcc-notice.html.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE
THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Any products and features described herein as in development or available at a future date remain in
varying stages of development and will be offered on a when-and if-available basis. Any such product or
feature roadmaps are subject to change at the sole discretion of Cisco and Cisco will have no liability for
delay in the delivery or failure to deliver any products or feature roadmap items that may be set forth in
this document.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.

The documentation set for this product strives to use bias-free language. For the purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on age,
disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in
the user interfaces of the product software, language used based on RFP documentation, or language that
is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com go trademarks.
Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1721R)

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .


http://www.cisco.com/go/softwareterms
http://www.cisco.com/go/warranty
http://www.cisco.com/c/en/us/products/us-fcc-notice.html
https://www.cisco.com/c/en/us/about/legal/trademarks.html

Trademarks |
. Trademarks

. Azure [7] 17 Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x)



FL®Iz: Trademarks iii
F1E FIRBLUEFFR 1

Bl LOLEEH 1

i
foi

Cisco Cloud Network Controller IZ2W\T 3
e 3
overlay-2 (£ 4% VU) VRFIZDOWT 4
SNy NU— T BEE B

PR—bFEINTWDEL—T 47X a T 40 K —OHE 6
N—F 4 o PRI EX2 T 4 HY v— U —2250(1) ETOY J—2Z 6
N—T 4 TBLOEX=2 T 0 AU —: U U—2250(1) 6

N—TF 4T R —: U —Z25002) 9
FoRNDY =R A B =T = A ZADRR 12
EEFHELHFIEE 13
Cisco Cloud Network Controller GUI (Z-DW\T 15

"
o

Cisco Cloud Network Controller /R!) &— ETJ)L 17
ACI R Y v — T LVOME 17
R — BT NOELREEE 18
Bl A NZ 7 b 18
Cisco ACI R U o —EHIGHRET L 19
TFrrh 2

TF M ID. BEXOY TR Y T g 02250 T 22

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



| EES

77 RaryTFX¥AN T T AL 25

CCR 26

Cisco Catalyst 8000V (22T 26

CCROEELEESSD 28

Cisco Cloud Network Controller 3 X OVCCR [lif 77 4 X— K IP 7 KL A H7R— 1 30
VRF 31
I RT IV r—ary a7y 3
JIURTZURRAL N T —T 33

77 RYP—ERAZ RRA N Zv—7 35

=R ZATIZHONT 39

JRBZ A 71220 T ;M
X2 U7 Zv—7 M

ASG 3 L U'NSG OiEE S & HlfRFIH 46

X2 UT 4 —J 46

V7 U xT Ty T b— RERIFF U7 L— RICE D NGS #iF 47
ary 77N 49

IV NTT N IV—=IUIREDTZOD <~ RYY 7 4 L H DY R— K 50
777 FEPGWELZHIET L2742 BLOH 7Y =7 b 51
779 K77 — MO 53
EHSSGA T V27 FOBRERY —fifik 56
T7x/h AR — 8]

HHY—E 2 59

4 E Cisco Cloud Network Controller 21 > 7/R—3 > FDHERL 61

Cisco Cloud Network Controller DA IZDOWVT 61

GUI % f# [ L 7= Cisco Cloud Cisco Network Controller O ##% 61
Cisco Cloud Network Controller GUI 2 i L7277 > F OER 61
Cisco Cloud Network Controller GUI ZfifH L7=7 7'V r— 3 » 7'a 7 7 A )L O 61
Cisco Cloud Network Controller GUI Z i § L 72 VRF O 1ERk 68
Cisco Cloud Network Controller GUI Z i ] L 724N %~ N U — 27 DERL 69
71—V VRF [ib— |k U —27 R > —Ofp 13

. Azure [d] [T Cisco Cloud Network Controller 11—+ — 4 K, 1J1)—X 250 (x)



gx I}

Cisco Cloud Network Controller GUI ZfEfH L 7=V — 7 /bL— L OfERL 75
Cisco Cloud Network Controller GUI Z{i ] L7z VRF [#l/L— ~ U — 2 O 15
Cisco Cloud Network Controller GUI Zf ] L 72N VRF ® U — 7 JL— K OHERL 18
Azure A FINBINIT ASA A~DEHGEZ AT D 8
BT NA ARERR T 7 A NVDF T m— 81
Azure YA FINBINT AL ZA~DEHGEZ AT D 81
Cisco Cloud Network Controller GUI Z i L 72 EPG D fERL 85
Cisco Cloud Network Controller GUI Z i/l L7=7 7'V /r—=< 5 >  EPG OAEfL 85
Cisco Cloud Network Controller GUI % H L 7245 EPG OAERL 91
P —1 & EPG DR 9
Cisco Cloud Network Controller GUI Z £ L 7= 7 1 /L% DAERL 112
Cisco Cloud Network Controller GUI Z i F L 72 22K DO ER 115
Cisco Cloud Network Controller GUI Z ] L7=7 7 > MR OERK 116

Cisco Cloud Network Controller GUL ZfifHL7=% v hU—27 X% =2 U T 4 ZIL—T DORERL
120

Y X2 VT 4 TNA—TDOFEMDOETR 124
Cisco Cloud Network Controller Z#f#H L7z v a2 —<B LT 231 % EPG OIEE 126

Cisco Cloud Network Controller GUI ZfiHH L7=7 U K a7 %A h 77 7 A4 LOFEL
127

Azure TORAH~ & DRERL 132

Cisco Cloud Network Controller GUI Z ] L72/X v 7 7w 7HERLDO/ERL 133
Cisco Cloud Network Controller GUI Z{i ] L7277 =)L R — |k R U > —DIEpk 137
Cisco Cloud Network Controller GUI Z i L7 A7 ¥ 2 — 7 OERL 138

Cisco Cloud Network Controller GUI Z i/ L TV &— DG ZERRKT 2 14
Cisco Cloud Network Controller GUI Z il L7z = —H1 /L KA A O 143
Cisco Cloud Network Controller GUI Z il L7z % = V7 ¢ KA A L DOIERK 147
Cisco Cloud Network Controller GUI Z{fi f L 7z = — /L DAL 148

Cisco Cloud Network Controller GUI % i /] U 7= 385E/R DO ERL 154

Cisco Cloud Network Controller GUI Z ] L72%— U > 7 O{ERL 156

Cisco Cloud Network Controller GUI Zff /] L7 v — /L = —HF —D{ERL 158

Cisco Cloud Network Controller GUI 2 L7=) —Ya v 0EH (/77 577 L —F
DORERL) 163

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



| EES

Aw—h TA LU ADEE 166
779 KUY —ZADm4 161
MG — T TE 5% 167
M N—I DA RT A LHIREHE 170
770 R Y Y—=20m4AHAI0FRTR 1N
REST API % {# f] L 7= Cisco Cloud Network Controller DA&f% 173
REST API #{H L7=7 F > FOERL 173
RESTAPI Z il L7z= > b7 7 FOERL 174
RESTAPL I L7227 90U R avTx A L 777 A LVOMERE 114
RESTAPLZfEM L7227 T U N U—a VOB 175
REST APl 2 L7=7 4 /L% OIERL 176
RESTAPI (M L7=7 7V r—ray a7y A VOMER 111
RESTAPI #{EflL7=F v NV —2 ©Fx 2 U T 4 Z—T O 177
REST API %/l L 7= EPG OfERL 178
REST API # {5 L7=7 7 7 K EPG OfERL 178
REST APl Z /] L7=4Mi 2 7 ¥ | EPG OAFERL 178
REST API Z M L7z ¥ — 1t % EPG OfEk 179
RESTAPI Z#{EH L7227 70 K 77 L— FOfER 180
REST API Z{#/l L T VRF U —7 JL— F OHERK 182
RESTAPI (i L7 RV RN D Y —A A 2 H—T = A ARIROERK 183

ga—r v 750 R )Y —20MARAOERELIIHFEDAT V=7 NOAFID A —
N—=T74F 184

"
fo

VAT LDOFEMDRER 187
VMBEARN AN w7 DE=H2) T 181
GUIZEH LI VM AR A MY w7 DE=FT 7 18]
RESTAPI Z#ffH L72 VM AR A b A R U w7 ZADOREHL 189
TV = a VEBREROZRR 190
750 R U —ZAOFEMOFET 192
BEOREMOERT 193
AT TANTIF v OFFEMOET 19

. Azure [d] [T Cisco Cloud Network Controller 11—+ — 4 K, 1J1)—X 250 (x)



BHLOFMOFR 196

Cisco Cloud Network Controller GUI Z i L 7=~ /L AFEI DR 199

i

LAXAMDD LAV TH—EXDER 203
MEZ 203
=R 7T 7O T 203
770 RRATATEBIOY = RR=7T 4 B—EATOH—EX 77 7O 204
TV —vary a— K AT OME 208

foi

Xy U =7 m— RNRF O T 206
Azure v NV —2 B — RKRZ oY OEHO7ar b RIP 7 R L ADORERKIZHON
T 207
P R—F D — RAF U ZDN T 209
FTRTDO T T4 w7 EFHADAT L a 2O T 209
Y= R= T =N ~DHEAF Iy T P—="—=DT X vF 22
VNet ffijh—E A 22T 212
< /)VF ) — RIiZHOWT 213
LAY 4~ AXTH—ER VLA LT b 23
INA A )L— JL—) 214
VEA VY N TarsIvr 218
VAL NARY— 215
VXA VT MRS 272000 U—7 71a— 216
L= R —ADF 216
270 RRATATEIOY— =74 $—E AL =R 7T T7OMAH 234
VA LT bDRNA—R T — 2D 234
UZA v OGN 243
UXZA L2 FOEEFIHE LK FIE 259
Cisco Cloud Network Controller GUI Z{# /]l L7=& % > % U VRE ~®O# L\ CIDR DB 261
=B 7T T7DREN 268
GUI #H L=V —E A 77 7D 265
Cisco Cloud Network Controller GUI A f#i il L 72— &' X 7 /34 ZD/ERL 265
Cisco Cloud Network Controller GUI Z{#H L7z +—t R 777 Fo 7L — NDOIERK 21

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



| EES

Cisco Cloud Network Controller GUI Z il L72 LA Y 4 b LAY 7 —EADER 280
RESTAPI Z il L7 —bt R 77 7 DR 281

REST API Z{ ] L7z A > 2 —x v RN — F NT o OfER 287

RESTAPI M L7=A > Z—x v hallFm— R NT7 o OERL 288

RESTAPI M L7c¥— R/ X—=F ¢ 77 A4 7 74 —/LOIEK 289

REST APl (M L7c¥— K/ 8—F ¢ m— RAXZ U DOER 290

TFV =gy F— b xAORESTAPI 2 L7z —E 2 757 7 OERL 290
Azure 71— R/3F7 2@ REST APL Z ([l L CH—bE 2 7T 7 2Bl 5 291
P—RKRX—=F 4 B— RNRXT PO RESTAPI 2 L7 —E & 77 7 DIER 292
RESTAPI ZfiH L T~ F /) — R h—ER 7T 7 2/ERT 5 293
RESTAPIZfEMLCY XA LY hCTxALF /) — R —ER T T7E2EKTDH 296
RESTAPI Z(HI L CTH—E R /7 7 ZIFAMANT 5 300

REST API # {1 L 7= HTTPS —E 2 &R U v —D1ERK 301

RESTAPI ZfEH L7=F%— U > 7 DOFRE 302

REST API 2 L7 HTTPS #—t 2 KU > —DIERL 304

%1 E Cisco Cloud Network Controller Security 307
TIRA RABLOT AT T 47 30
RIE 307
TACACS+, RADIUS, LDAP, 3L TUNSAML 7 7 & ADHERL 308
W2 308
TACACS+ 7 7 2 A ® Cisco Cloud Network Controller D4/ 308
RADIUS 7 7 & A ® Cisco Cloud Network Controller DA% 310

Cisco Cloud Network Controller ~~@® RADIUS 3 X T TACACS+ 7 7 & A ™ Cisco Secure
Access Control Server D% 311

LDAP Access DAL 311
Cisco AVPair Z{i ] L 72 APIC 7 7 & A H1® Windows Server 2008 LDAP D&% 312
LDAP 7 7 £ 2D 7% ® Cisco Cloud Network Controller DAL 312
SAML 7 7 2 A ® Cisco Cloud Network Controller DA 314
SAML (Z2VT 315
SAML 7 7 £ A H{® Cisco Cloud Network Controller O F#R% 315

. Azure [d] [T Cisco Cloud Network Controller 11—+ — 4 K, 1J1)—X 250 (x)



%8 E
%9 E
%= 10 =

Okta TSAML 7 7' U r—=3a VORE 317
AD FS T Relying Party Trust OF%E 317
HTTPS Access DAL 317
HTTPS 7 2 £ Z|Z2OWT 317
AL DFEAEOHEDOTA FF7 4 318
GUI #f#iJfl L7z Cisco ACTHTTPS 7 7 £ AflH A ¥ LAGEEOKTE 318

TOEADFIR 32
RAA RNET 7B 2 %HIRT 2 32
RBAC /L —/L 322
RBAC/L—/L 327
FIBRfF & RAA DA RT A4 LHIIRFIE 327
Cisco Cloud Network Controller GUI % fi f L 72 RBAC /L—/L D1Efk 328

HEDESDE 33
DX B> &l & [EE 331
W RU 7 hDAAL Y RN=DIZT 78 RT % 332
RELTWDHaL M7 7 MEROMERE 335
R LT % EPG MR O RifERY. 337
K¥% LT % VRF MR OR339
WROIESSED N T TN a—T 47 34

Cisco Cloud Network Controller TEE IV 5 K 44 &I ACI ) E— F 4 FEIDER
ERE 343
T AT VA= F—= U= A 2 L T 2T 2 343
UEA VT FEERL T AT VA NV—F F—= U= A ZRHT 52 LI2O0 T 343
VALY NEMEH LD ZF LA b— K F— 7 A DR 345
Y& A L7 kgL O Express Route 7 — b 7 = A DEFIZOWT 347
UEA LY R LD AT VLA JL— K F— b7 =A DR 349
VPN 7 — bt v oA Ry hU—2 F—1b v xA) ZMHEH LIHEROMR 351
VPN 7 — 7 = A ZAE ] L 7o B O R 351

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



| EES

T8 A : Cisco Cloud Network Controller T5— 3— F 359
Cisco Cloud Network Controller =7 — 22— K 359

T4 B : H—E X EPG #5367
Azure Kubernetes Services (AKS) ¥ — bt % EPG A 367

IR arsTXAN a7y AT T Ry FOVERK 368
AKS D7 77 R #—t X EPG OEL 369

TN REXR2 YT 4 —/LORER 3N

Kubernetes — B 2 DIERL 372

1 LU Kubernetes $— B2 DffERE 376

Azure 353 X TN AKS CLI A > A h—/L 319

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



EE X VEEIFR

ZOFEF, WO THMEINTHET,
 FHB XOEFIFHR (1 3—)

~ N ,\
R L UVETEIFHR
WDFF, BATV UV —RIZEDETITHA RO E BTNz b ivle AR SO E %7K
LTWET, 7272L. GV IV —RETOHA FIZBITAHAET ROHHRERED —ERILRICETH I
TWEH A,

% 1: Cisco Cloud Network Controller ') ') — R 25.0(1) DEitbee - EE S n1-81E

WREF - [IEE B SHRE

Cisco Cloud APIC DA BT | U U — R 25.0(5) LARE, Cisco | R = A > h &K
Cloud APIC (& Cisco Cloud
Network Controller {244 Fij A3 28
HaInE L,

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



s LUEEES |
B ssscvzEms

. Azure [7] 17 Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x)



=9=
=% =R

Cisco Cloud Network Controller [T DUNT

E 3 —Y)

s overlay-2 (E# >4 V) VRFIZDOWT (43—)

SR Y N — 8 (53—

e HAR—FEINTVWIL—TFT 47 ltxalT 0 N —OWE (64—)
c NVRNVDY =R LB =T x4 ZADFERN (12 X—2)
JEEFHEHKFE (13 =)

» Cisco Cloud Network Controller GUI {Z-2W\T (15 ~<X—7)

S

Cisco Cloud Network Controller (%, 7 7 7 RR_R—2D{fH~ > (VM) ZEBIJ % Cisco APIC
DY 7 hy =7 BB TY, Amazon Web Services (AWS), Azure, ¥ J U8 Google Cloud (%, Cisco
Cloud Network Controller THAR— X357 77U K 7/ f X —T79,

B X BHE, Cisco Cloud Network Controller :

cAzure X7V w7 7T 7 R EREET B 72D OREFFD Cisco APIC L RIEEDA X —T = A A
PR L FET

« 77U MRERLO B & A HElb L

e VIR AL—F aria—L FL— EFRELET

cF T VIACiscoACL 77 7Y v 27 &7 50 RYA MNEOT =% NAZRELET
*CiscoACI RN =%V TURIXAT 4T AL AT MCEMLET

« TV RRA VU h R LET

cF TV IADT—H B —FF TV v 7T ROWTEZITOTINIRER &
N —27v—RIZHLTEBLERY U —, Exa2 U740, BIOOHraREELET

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller [IZ DLV T |
B overay2 (£no520) WFIzoLT

\}

G¥) « Cisco Dashboard Orchestrator (. MP-BGP EVPN # 5% % 4
VTV IADANA L AL o FICT v a LET

e 7L I AVPN /L—F —|Z1%. Psec DFEMERR N M
ETY

cF TV IADT—H =T ) vy 7Ty NEOBBEEERAREEL, TrE Ve
=R B T ERGICTLUET,

o 78 U 2 —1Z Cisco Nexus Dashboard Orchestrator (IZ X > TA V7L I ARBLI NI T 7 K P A
MZ 7> v 2 &3, Cisco Cloud Network Controller i(ZAR Y o —% 27 T KR R2AT 47 a3
ANTT MIEBLT, RV —%F 0T LI AV A bE—FHIEET,

X7V w7 7T 7 FIT Cisco ACI ZHE3ET 5 Z & OFEAMIZ DWW CiL,  [Cisco Cloud Network
Controller Installation Guide] Z#&M L T 72 &0y,

Cisco Cloud Network Controller 23%5f#) L T\ 545414, Cisco Cloud Network Controller =t > 78—
FY hOBMERERERBETEET, 2D K¥= A2 hTiE, Cisco Cloud Network Controller
RY o —FT MZOWTHA L, GUIE L O'REST API %1 ] L T Cisco Cloud Network Controller
ayR—Ry NEER GBI, AL R, BLOHIER) 32 FIEICOWTERB L ET,

overlay-2 (/>4 1)) VRFIZDWL\T

PIHITIL, B> &4 Y VRF TH 5 overlay-2 VRF L, Cisco Cloud Network Controller ¢ #2 H#iF
\ZA 7T T F b TRERANICIERL S, overlay-2 (ZH > & V) VRE TOH Azure DY —E
AENERRT 2 ERH Y £ LTz, ZOHIRIZHIFR E 41, overlay-2 VRF [Z Cisco Cloud Network
Controller DEBIFIZA 7T 7 F > hCTHEERBI/FR SN2 < 720 £ LT,

Cisco Cloud Network Controller ¥ 7213 Nexus Dashboard Orchestrator (NDO) DWE AN T, Z D
overlay-2 (£ 4 U) VRF ORHIZRAEILH D /A, EEOAHTTEEDOEH - # Y VRF
ZIER L, A > 77 VPC T RsSubnetToctx & BHH#AIIT, Azure D Z N DILEED® &Y
VRF [ZH—EAZ R TEET, WO THEh U Z Y VRF ZETE | overlay-2 |3 H 72 5
714 Y VRF TT,

{77 7F 2 FT, overlay-2 VRF Z#Z{fLEDE N %Y VRF T2/ 7Y N EPG ZAF
KCTEET, 4277 VNet TH LW CIDR Z1Epk3 % &, #4165 d CIDR (% overlay-2 VRF
ICHFERBIC~ vy B a7 nWizd, FTLWCIDR 2 Z Y VREIC~w vy B 745
DT 22—V DOEETT,

e A T7TIVNet D7 TR avsTxAh a7y A0E, 88D VRE (1277 VNet D
overlay-1 35 X WY overlay-2 VRF) (Z~ v B 7 T& £,

7T RTIE, TRy hOAL—FTF—T ML, Xy bU—7 OBERFERT 520D
HEEZr =T 4T 4 TT, L7z -o T, overlay-l VREDT X TDO I AT AMERK T T K

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller [Z DLV T
sy ro—si5

Y7 % h&. overlay2 VRF D —HERRH 7 % v ME, v NT—27 B AT — g
VEEBRTAEDICZ T Y FNOMEMOL—F F—T iy B S ET,

GE)  Azure 7 77 RTIL, MO VNet EDOT 77 4 77287 U 7 03% % VNet T CIDR % 3B/
FRITHIBRT A L IETEEEA, LIRS T, A7 7 VNet | CIDR ZiBI14 2% B
NHDHEEE., HINZEDOHFTVNet 7 U 0 W THLERHD 9, 2l Xk
D, A2 77 VNet \IZBET T HNTWVDSTXTO VNet 7 U 7 DHIBRSNVET, A
77 VNet iZH LWCIDR 2B L7266, A7 7 VNet CVNet 7 U > 7 2 HEAR)
WCTDHENH Y 77,

/N7 VNet OREFFO CIDRIZHT LW 7 Ry b &IBINT 2541, VNet 57 U > 7 % 5
T A20BEEHY FH A,

NERR Y T — D iR

AWS & Cisco Cloud Network Controller DM R v T — 7 #&gild, A > 7 7 VNet © CCR 725
DEVPN iz i 4% Z LIZ K> TOHBFIHAEET L7, A > 7 T VNetCCR 75 IPSec/BGP
ZAE T DAEEDINET /3 A A~D IPv4 Befst & 7R — F SIVET, 2 D IPSec/BGP S b
12X V. Cisco Cloud Network Controller 7 7 > F 47 4 Al T F7,

ROETIL, VU —R2250(1) TIRELSANDH LVINBR » MU — 7 85t a TREIC T 5 a2 AR —
K b OFECOWTHMHE L ET,

4+&B VRF

NERVRF X, 7 77 FIZIFELRW—E® VRE T2, 1 UL LA v s U — 7 |2 B
FIFHNTWET, VNet Z R A MTA7DIEHIN, 777 KarvyTFHA s a7y A0
(BT BTV D VRE T 5 WNHEE VRE & 13RI, 4858 VRF X, Cisco Cloud Network
Controller CHEHENAED I/ T R arv AN a7 AV THEREINET A,

SN VRE 1X, 27 57 R A NEITA L LI 2 Yo MRS TV AR > R
U—2 %K LET, #HEDOZ Z 7 K VRFIL, /NGB VRFIZ/V— &2V —27 L=V 456 VRF
MHNL—RERELEZY TEET, SMERVRETHE R Yy MU —7 MERRENS &, VREREL—
T AT MERESN, MRy hT—7 TZEBLOT RANZ A4 XEnT— 8 45 VRF
TRIEERAT KA A RSNET,

JE ACI A ER T /8 R ADIEHE

Azure CCR 7>5 ACI YA DIET S A A~DERHE AR — FEINTWET, 12757 VNet
CCRD 24D DIEACIANE T S A ZA~D IPvA & v 3 o BNHE VRE TIERK S 1. SM55 VRE
YA b r—H)LVRF DI CVRF BV —T 4 VI REREESNET,

DX A T OERICET HEEFHE FIRFHLKIORLET,

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller [IZ DLV T |
B st rshcnar—Foorexayse KU —OBE

* EVPN & IPv4 IPSec/BGP Oi 52 LT, 77U RHLERELCY E— b %A MRS
HIEITTEEREA,

HARS4 2 ERIREIR

TRTOY —V a3 & FERITERIRT LMDV, MRy b T — 27 8% LT allregion &
true [ZEXET HMENH Y £,

BR—brENTWEIL—TFTa20TEEF2) T4 KR
—DHE

NN—T 4T tvXxa T ¢ R —iL, CiscoCloud Network Controller THEITL TWB Y U —
AW UT, B FiETUE s E T,

IW—T4a200868&0tFa)TaKR)—: 1)1)—X25.0(1) LLRID ')
IJ__;(
VU—2250(1) EVATOY U —ATiE, V=T 47 RV —LtXaUT 0 KU —F8
BIREAS SN TWE LT, BPGICETENH20o00x KiRA v MNEAOBEZTFR T+ 512X, =
VRTT NEBRTAMLERHYET, INbDar T ME, ROBMTEHAINET,
M—TF AT RY— T T4 Ta—ENT HLN— FERERTLHEOICEHE
NHRY o —

et X )TF AR — X2 VT TA—T =V, Xy NT—T X2 VT 4 L—
Nl X2 UT o B THERH IS L—L

DFEY, A T T MNIREWZ, EX 2V T4 KV v—bn—FT 47 R v—0Dli %
BT DLENI2O0BEMERZLET, 2FEV, a7 bEWETLE, FAJTH T
T4 I EHEETAN I 74 v VBT T4 R U—RNEINL7ET T <,
ZDORT T4 T DON—T 4 VIR EINDRY U—bEFESNET, U U —22501) &
DETTCIE, BX 2V T4 KU —2REETIN—T 4 7R —%2RET D HIEERL,
Z DGR TT,

W—T42098&UtEXa T4 RYD—1)1)—X 250(1)

JY—2250(1) LABE, X2 VT4 R —D00MS LT, V—T 1 7 RN T 5
OOV R—EPHHATEL LI F LT,

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller [Z DLV T

M—F 4T BECEF21UT 4 Y o— yy—22500) [

\)

GE) Zokr7yarTuTHL—T 407 KU —i%, 2500) Y UV —ZAEATHY, NEB
&AM VRF O CoRrBERA SN ET, 2500 VY —ATOL—T 47 R —LE
X2 VT 4RI —DOEFEIZONWTIE, r—T 47 R —: U —22502) (9
N—=) ZZRLTLEEN,

N—TFT 4 TRBINEX2 )T 0 R —ZHET D2 FIRTKRDO LB TT,

=T 42T RY— VU —2250(1) TEHASINT VRF f/—7 ¢ U 7HEREZEH L
T =T 47 R —ZHlNCHRELET, 2O DOFIEIZDOWTIL, Cisco Cloud
Network Controller GUI Zf# fl L7~ VRF /L — ~ U —27 Ok (75 —) &R LT
<TZEW,

et Xa)F A RYS— =T 4 T R —%HER LR, X2 T 0 R —%
EBNCAERR T A 72D LRI T2 72k 912, Bl&Ficar v I 7 baEHALET,

e T3 ABEPG HERL L E7, IO DFIAIZSUVWTIL, Cisco Cloud Network Controller
GUI ZAE ] L 724N EPG DERL (91 ~—27) ZZRL T E SV,

« RIZ, AMEBEPG &7 T REPG Ol = v T 7 FEERLET, ZhbOFIEIC
“DUNTIE., Cisco Cloud Network Controller GUI Z{# H L 722D 1Epk (115 =*—°)
LT TEEN,

VRF RN —F 4 v 7B ERTAL. WS LTV —F 4 7 R —%5 kLT, ROX AT
DY A NEON—FT 4 T HERET D EXIT, NERORT L4558 VRE O TY —27 35 /1—
rMERETEET,

ROKIE, ZOEOHNO bR PFlZRLTHWET, 20 hRaPHIE, ACILSOH A b
W2 D FREMED & DM T S A A (Bxt-1) DEHRIZH D Y E— b =2 RAA > b (vpn-1) (28
THHEEZRLTOWET, ZOIEACIYA NI, 770 FF7 0 A, RILHBICH LA b,
777 K YA b, £721% BGP IPv4 1 L OV IPSec DIEREA i 2724 > X —F v b EOIEE DY
FrCdH DA ferEnd 0 £9,

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller [IZ DLV T |

B rvss0ex205 0 KUs—yy—2z2500)

External devices in a '
branch/co-location/cloud/anywhere
in internet

* Non-ACl " | ACI Fabric |
. ! :
: ; Infra VPC VPC10 :
: ! T1:VRF10 ||
1 ' 1
i €---m-m-ar o1 |nfra:Ext-V1 i
' vpn-2 =~ . Infra:Ext-V2 A !
- ! Ext-1 LT Y i ' -1 110.110.0.0116 |
[ ~. 1 - Seii—_| N
1 e |

s ' ’ . —_——
: oy I o o TGW 1 | 120.120.0.016 | |
1 1
; : : N |fra:Ext-V1 i |
' vpn-2 oy : Infra:Ext-V2 :
1 u ' 1
: . Ext-2 IPV4 + VPC20 ||
! sec . !
: . | J | T2vRR20 |
; i
1 1
1 ]
1 1
| ]

503860

ZOBITIE, infraiExt-V1 (XA > 7 7 VNet ® CCR ED #E VRFIZH Y, VE— K T/3( A
~DIPSec h > XN ENLTZBGPIPVA Ty v a v RH D E9d, VE—hF =2 RiRA 2 bk b—
M, ZhbDE vy a %0 LTCinfraiExt-V1 VRF TRZE SN, MOARICERENTNHD
WHEB VRE (7= & 21X, VNetl0 ® T1:VRF10) |2V —7 SnFET, #U—7 b— L EIN
TWET,

= V=271, Vv—h =y 7 ZEH L TNE VRF &85 VRF ORI THAEL 7, Cisco

Cloud Network Controller Ci%, /b— bk ~ v & H L T, WNHE VRE 5 A VREF ~, BL O
I VRE HWES VRE ~DE X =2 VT 4 KU —CIIMSE Liev—TFT 4 V7 R v —%HE
CEET, W VRF OXTRION—TF 4 7 hRETDH L XI5 &hexar bT7 7 NafE
A+ 5720, RESVREF IO —F 4 VTR, V=T 47 R —,EF2UT 4 R

eMRET OB ATHREOMT N ET,

DY AZRMI, W=, TEFHALTCEXF2 YT 4 RY—mEM L TL—F T R
Vo — %t TE DR, BIXONV—FT 4 07 R o—bvda T 40 RY =0T
SNTW5aAY S FEEATINEND DRI T 2327 L TWET,

c AL TG MR=RADN—T 4 T EFERT DV —T 1 7 DR
A MNINV—T 47 (V—Va NBLQRY —Va )
YA MEAL—T 427 (BVPN ZE] LA T LI ADT T 0 Rind ACI)
s VT KEINV—T 4T
« N#B VRF fEloL— Kk U —2
= b R T R=ADN—=T 4 T T =T 4 7 ORI
*L3Out AN VRF 2 L7227 77 R BHIEACI A7 LI A B A R~ (EVPN 72 L)
« N VRF 225 SN VRF ~OFFED NV — FE 2T T X CTOAL— b2 —27 LET,
* SN VRF 2> BN VRE ~OFFEDN— hE2TT_XTOL— a2 —7 95

. Azure [d] [T Cisco Cloud Network Controller 11—+ — 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller [Z DLV T
W=T4 2T KR)—1 ) —Z25002) .

FEREES S UVHINER

VRF iV—F 4 V7 %A L CV— b~y 7 &AL TCVREXTDONL— 2 ) —7 358
B, WOEEFEAEHINET,

o JL— MIHFIZ, WNES VRF L4458 VRE O TRFMNIZY — 7 SRk,

7o & ZI1X, WES VRE (V1) E4MEB VRE (Ext-V1) 2 ffo2—H—F7F o M) n’b b & LE
T, —h V=21, 5D VRF O FITx L TORGMICERET D ERH Y £,

e [V KRER V74w ARTTIZY =7 SNTHWHIC, TEkw/hsk Fvo gy
JAHV—=IFTDHIICRETDHILIETEEHA, & 2IE, 10.10.0.0/16 7LV 7 4 >
JAMTTIZY —7 SNDEIICHESNTNDEHE, 10.10.10.024 7'V 7 4 v 7 ADFE

IHESR SN ET, FERIZ, 0.0.0.00 (T_XTY—2) FL7 4w AERELEEA.

OTVL T 4 v 7 AIRETEEHA,

« 77 7 4N EPG (cloudExtEpgs) MIOZKNTFF I STV ER A,
« /NH VRF (X, 7 7 U K EPG OIERIZIZEMA TE WA,

S VRE 1XFICA 7T TF > M LET,

« SN VRF IO Y — 2 —T 4 U 73 AR— S TWERA,

IW—T 42T R)—:1)1)—X 25.0(2)
A

(B Zov7varTHllT53L0v—T 4 7B8X0tXx=207 0 AU —id, 2502) VU —
AHATT, ROV V—ATOL—FT 47 K o—tExa T4 R V—DER
IZOWTIE, A—F 4 7BLEOEx2 T 0 RYo—: VU —2250(1) (62—)
AL TIEEN,

JY—22502) T, =T 4> 7 RV —LeFXa VT R —iE, V =T 7EBL
NexaVT7 4 R — VU —225001) (6—) THHAIN TS EIIFI &
BIINET, FF—T 4 7 RN —IROEERNBIMEINTWET,

s NER VRF Bl /L— | U —2 (9 2—)
o ' —/ L7 Inter-VRE /Lb— k U —27 RY T — (10 2—2)

s WA RTA4 v EflER (11 2—)

REFVRFREDIL— k1) —2

LLRITO 25.0(1) U U — A TlE, WNE VRF L45 VRF OXTRITY —27 F 51— M EHEET D

zﬂaj Li—T 4 R —2RETED, VREj/L—F vy T R—Z2D)V—F 1 T
MENBAINE L, ZON— K vy P R=2D)—F 1 THEEEIL., FRITNES VRFE & 4156

VRF OMICEAENFET, NE VRF OXTREONV—TFT 4 VT RETDIHE. V—T 47

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller [IZ DLV T |
B rkus—yy—zmo

BLOEX2UF 0 RU— U U—22501) (62—2) THEASATWDILEIIC, 20
R TIEa Ly 7 PR—ZADONV—F 4 > T OLEFRATEET,

U U —2Z25002) LA, PN VRE OXT B TONL— |k =9 T R—=ZD/L— k U —27 NHR—
FENDEHcR0ELE kOWTNIHOLT T g 2FEHALT, b— 2 —2455E
FHRELET,

s WEFEAH LT, VREIZBEEA T HNTWDTXTOD CIDRS F/213FEDOY 7Ry NPT
FL2xzl)—7 LET,

« GUI 4 L7z Leak All 7> 3 >

« REST API %jl\ L7~ leakInternalPrefix 7 S —JV N

s RAEMH LT, VREDXTTY —2r LET,
cGUIICK D TRy MIPA T g

« REST API %jl\ L7z leakInternalSubnet 7 A4 —/LV K

4 8—/\)L% Inter-VRF )L— k 1) —4 Ry o —

NEB VRE OXRT I TON—F vy _XR—=2D/— | J—27 DY R— FMIIMZ T, NI VRF
N—=Fr V=7 R —TTiL, 2> FTFT FR=RAD)—T 4 7 ET21ENHE VRF DT D
N—h2 T R=ADN—T 4 VT EFHTENEIDERIRT S 2L TEET, ZHUL,
ey 87y P TRAMRER 7V a— v B— RERTHY, a2 8T M= E T —
h~y 7 R=ZADEFTNVEAREICLET, 2O/ — L E—RTar hT77 b _"—Z )L—
TAUTEEMNITDE, V= Ny T RRVWGEEICOR, 2 T NEMEH L THNEVRF
DOXTDON—RNY —7 SNDHAREMENH S Z LITEE L TLZE0,

ZORY —IZiE, ROEERH Y £7°,
« ZORY —IE, TTONE VRE IZEEfT T ST E T,
» Z Ul Cisco Cloud Network Controller TYERK S L7=HR U o —T9,
e BRIR—=ZADN—T 4 7N, TV =0T 4=V K =Rk LTT 7 4V b TEHIC
o TWET (717> TWEF)  (Cisco Cloud Network Controller (Z#] 8 THERL T 5
Ba) o Ty 77— RDgGE, U U—2X2502) LY aiZi%E 472 Cisco Cloud Network

Controller &2 A, 22 b TV bR_R—=ADN—F 4 T RENMTRD £ (127D
£,

W VRF L— |~ U —27 KU —E, A 77 77 b First Time Setup i TEXE I 41D
ra—r LR —TF, ZITE, T TITEFERALT, L— bk vy IR WNEAIC
AV hT T RN — hERETEDLINE I ERLET,
XA T T T FINIRE, V—MIz T MCESWTRET 2D TR, b— ]
< FIZEESNTRW L ET,

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller [Z DLV T
W=T4 2T KR)—1 ) —Z25002) .

cF U N— b TIBRFELRNGAE, 2 8T MZESHTOLV—IBARERLES, A
MR E SN TWDEE, b— by TDRERIN TV RWE X2, 74 TELEEEZEN
LET, W= by THREETDEEC, V= =y TIEFEICRT A TEETT,

Z® Boolen 7 7 V7 EHFIZIZUIVEZHZ LN TEET, I, 2OV r—3L VRF L— |
V=27 RV —%G)0 B2 57200 MR TFIRZ R~ LE T, §EM7e FIHIL, CiscoCloud
Network Controller GUI Zf# ] L7=WNE VREF @V — 27 L— FOfERL (78 X—3) Tt h
TWET,

*EVPN 2l L7z~ 1V F 27 70 REXUONA TV v K 777 ROREBATIE, Cisco Cloud
Network Controller CEKJ_XR—ADN—TF 4 T HHNTTDHENRH Y T4,

cEVPNZHFEH LW ILF 7T RBLUNA T Y v R 759 RORBBROBE. V—T 4
VIE, ar b7 FTIERLNV— s vy OB EIN L TCEITEINET,

¢« AL NTT N R—ADN—T 4 T INBN— kT RX—=AD)N—T 4 L TIY YR L
HFITERECHUIVEZD) ks Tar v I 7 N XR=ADNV—TF ¢ > T E M T
LA, A IICHETHRNIN— <~y T _XR—=ZADNV—F 4 VTR SN TR E
ZOT I a AREALERS AIREERH Y 7,

N— K2y TP R=ZADN—T 4TIV B Z HEIC, WOBRELEEITHILERHY F
T

1. BfFEOa 527 F2EDOVRF OFTRTOXTTL—F v 7 X"—2Z2D)L— |k
U—2 % B LET,

2. Zu—2ULRY—Tar 537 hR—2ADON—F 4 7R —EHHz LET,

FOBEE T V=T 47 R)—%N—h vy T RXR—=ZADNV—T 4V TIIERTEE
T, FOH%, LW — 2wy R—2ADNAV—F ¢ v T CHERRELS KT 5 X 91z
N—T 4 VT EERETEET,

N—=b T R=ADN—T 4 TN 8T hR—=ADNV—T 4 7T EZ D
(FoBREIYVEZD)Z ETary b T2 bR—=2ADN—T 4 VT EHNNT DAL,
AT RR=2ADN—T 4 I R DRI A AR T 5208350 X8 A,
ZhiE, ZORENBENMBIETH LT, 2FD, ar b7 7 b R_"—RL)—h~<v
T R—ADMW ST DON—T 4T %, VREOSXTETHINTHZENTEET, —T~4
YT EAEMCT LS, v~ b~y Ear b7 bR b ERSRET, v—F vy
TR=ZDON—TF 4 VT ERICTHE, 2 b T hR—=ADL—T (7 DBEMITH
W72 K S22 LR 8 A,

HA RS54 v ERIREIR
ROEFFEL LOHFFHEIE, U Y —2X250Q) [ZEHASNET,

« 45 VRF & NER VRE D L—F 4 7 TlE, BlI&EHENL—bF =y 7 R_R—=2AD/)L—F 4
VT DHMBMEA SN ET,

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller [IZ DLV T |
B roxov—zq08—3z1202R

L AXADDL LAY T ~DOY—ERAFFANTF | EHEa L b T 7 bEN LT T2,
TOXHIRIRMTIE. Fa—rUL L L Tay R T Y N R_R—2ADN—TF 4 T BT
THVENRHY F7,

C Azure THF AT LA L— | L OSBBHETIE, BIEHE DL LTS R R AD LT
7R S ET,

® leakExternalPrefix fi\ SSH {/gﬂé??—g—é%fpﬂg EPG ﬁﬁﬁ:*%ﬁkéﬂflﬂ‘%ﬁl\/ }\\7\1‘\0/]) Ve l“ +
L7 EEEBLENVEIICLTLLEEIN, 29 LW E, SSHRENE T, Z0H4E. 7
V7 4 w7 AE, Azure DAV HZ—Fy b~DT 7 )L hb— b TliR, Xy hU—7
0= RARZ UV ERLET,

cAVHE—FRY N N T T 4w EBVE—IA NMIUXA LT MTHREMNRRORY |
leakInternalPrefix (Leak AH\ ifif‘i 0.0.0.0/0) &ifﬁﬂﬂ Lﬂﬁﬁb\“(“< fiéb\o % 5 L/fcib\
L SSHBEELET, ZoHE, A2 —Xy h~DT 74/ hb—RMI, X U —
7 a— KT Y EFETHLWUDRICE > T EEXESNET,

RORILDY—R A3 —T x4 ADEIIR

R DA v b U — 7 TR T e ~DBED b o r 2T 57200 — F235FIH
AIEETCT, ZAUL, GUITEEIERY —ARA A X —T oA A2, 3, 2T 4 2HEHTD
75\ cloudtemplateIpseTunnlSourcelInterface %{%ﬂﬂ L T REST API %fjl\ Lfgﬂ%ﬁi é ﬂi jﬂo

ROFNE, A B =T = A AZETRRETA F—T =2 AL LTHERA SN DR Z TR LT
WET,

<cloudtemplateIpSecTunnel peeraddr="173.36.19.2" preSharedKey="def" poolname="pooll">
<cloudtemplateIpSecTunnelSourceInterface sourcelInterfaceId="3" />
</cloudtemplateIpSecTunnel>

WROHNE, £ v —Tx2A A2 E3IDEENRIETLA X —T A AL LTHEHINLTWDIK
WaERLTWET,

<cloudtemplateIpSecTunnel peeraddr="173.36.19.2" preSharedKey="def" poolname="pooll">
<cloudtemplateIpSecTunnelSourceInterface sourceInterfaceId="2" />
<cloudtemplateIpSecTunnelSourceInterface sourcelnterfaceld="3" />
</cloudtemplateIpSecTunnel>

HA RS 2 ERIREIR

cA VB =T 2 ADHERRT L PO RADNEBRE— AP T R L ADOTESH L
ES N

«IPsec b RIL V=R A U Z =T = A ZADOKREIL, IKEV2 R TOHYR— S ET,

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller [Z DLV T

N
~
II

sesmennszd

EFRIALHINFEIER

Z Z TlZ. Cisco Cloud Network Controller D13 & =H1H & HI[REHIZOWTHLA L £,

«7Z7 7 RCCR (/U RK)L—%) TVRFREDL— MU —JZFEHL WD &L, 7

LIRELET T ROMTEIOVRFZA MLy FT5ZLIXTEERFA, 72L& %1, EPGL
ZFFO VRF1 ML S 4L, EPG2 % £F5 VRF2 H LR S L5 R TlL, EPG1 [ EPG2 & =
VI R TEERA, FEL, 77U FRICEEOVRFEHREL T, 120471
AVRF L 12U EDary 77 vaFETH2 M TEET,

« 777 REDCSRIZT RNNZAZXFT 572D, SMBTT EARZ A XSINTeA T VIR
PA RDOT Y Y RAL BT Ry MEFELET,

T T MDA TV MERETDHENT, FWI T TRV YA F T MR L
T, THU FEEELTWZLLETD Cisco Cloud Network Controller A8~ o 2> 5 il
UICEE SN oot HWREDFIET S alfetk23dH » £3°, Cisco Cloud Network
Controller (3 W7 70U R A7V 7 NaRRTEETH, HIFRTHZ LITTEERHA,
I RTATMIn AL, FEITHIBRT2MLERH Y £7,

N

CE) T b T722Y 731D ZEMLT-#. Cisco Cloud
Network Controller 2557 T K U V— A& KHT HI121%
BFEIAS 230 F 97,

Azure TIX, 1 DOTF > "PFETD Azure 7 h U v b &
B OT I "mIETEET, T NBEROT I
FCTEINTWDEGE, TAET T2 hOBBMhoT I
FOEHEWAT V2V N EFRRTEET,

HWI T TR Y Y—=RAEMHERT DI, ROFIEZETLET,

1. Cisco Cloud Network Controller GUI 725, [FE#4#—< 3> (Navigation) ] A =a2—>
[7FTU4Hr— 3 UEHE (Application Management) 1> [T7F > b (Tenants) JDJIEIC
7V w7 LET, [T b (Tenants) |~V —F7—7 %, 7F FDY A K&
EHic, P~V =T =T NDITe LTEESAS VIR TRESNET,

2. AT V=0 VEERT DTN EATAI Y v LET, [EE (Overview) ], [7
Z 7 K U Y—2Z (Cloud Resources) ]. [7 7V r— a &8 (Application
Management) |, [#taf (Statistics) ]. FELO[A > h#7 (Event Analytics) | % 7 A3
TRINET,

3. [#57FK 1JY—X (Cloud Resources) 1>[7% 3> (Actions) ]>[EWLI T K
1))—2X (View Stale Cloud Objects) ] DIEIZZ UV v 7 LET, WV TR AT
2 x4 b~ (Stale Cloud Objects) 1 ¥ A 7T RV ARy 7 ANKRINET,

* Cisco Cloud Network Controller 1%, {Eat L7= Azure V V¥ —ADOEHEHALE T, BEFEDY
=Rk A LR PFYELTYRAMTHOTIHARL, OT 7V r— g A2 k- TER

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



B sssacsnss

Cisco Cloud Network Controller [IZ DLV T |

SNV = AOEHERAEE A, R, Azuref V7 7 77 T A7 U Fug
VO Azure IAM = —H BILOMLDTF 2 N T 7 b3, Cisco Cloud Network Controller
DERT 20 Y —REE LN EbHfFSET, ZD7®, Cisco Cloud Network
Controller 78 Azure ETIERT 2T _XCO YU YV —RZiX, RD25DX T Dbl L1
ONRHY ET,

* AciDnTag

* AciOwnerTag

Cisco Cloud Network Controller [ VM, F72iZZF DDV V) — X 2Bk, HIFR, F72i35H8
4 HHEMR & £ Azure IAM = —3— 23 Cisco Cloud Network Controller (Z X - TERE LY
FHINDY Y —ANT IV ERATLHZERERTHZ 2T H20ERHET, 2D
Lo RHIRIEL, A 77 2OMO—FDOTF Ly N TRA7 YT g OEFIZEHAT
HZHERHY £, Azure VT A2 V) Foa VEREIL, ERRO2O0X 2L T,

BERLANWT 7 BAREREZSHERSY £7, 222X, WOXHRT7EARY

=B DA, Cisco Cloud Network Controller IZ L » TEHINTWDH Y Y —ZX~DT

I RAERILET D EMTEET,

{

"properties": {
"level": "CanNotDelete",
"notes": "Optional text notes."

}
}

« 7 L30ut 249 %56

AT LIADLI0U LV T Y REPG A7 7 MBI T L Z LT TEEEA,

e AT LI ADL30OUt &7 77 REPG BNERDZTFH o MIHAEEIE. 7 Mt
BTy o7 M EEFELET, TS VLIAYA MNERIFTI TR TS T
VETZ MTAHZEIITEEEA,

e 7L I ZADL30ut A EFEPG (13extInstP) T2 7 v REPG® CIDR Z#+8E L £,

e F T LI ADLIOut NPID VRE D27 7 REPG &2 bT 7 FLTWAEE, 7
79 REPG WFIETHVRF 24 7 LI AP A MRS HZ L c& 9, A7
LIAYA MNOMOVRF L2 I 7 M THZLIITEEREA,

« AT U AOINE EPG THEY TR v b T 556
HEY T Ry hEErUSNOY T Ry hELTHRELET,
YT Ry ML, BIOAEY T Ry P LEBETE I AL
« 7 JUREPG Lary 77 MR, AA— M T T 7 A L TN
TRy hev—27 LET,

e ATV I ADHEHEPG T~ — 27 SLTWAANEHY 7 x> ML, L3IOutD/L—TF 1
7r7ua haviEfLTEEINTWDD, #iL— e LTERS LTV D MERH
DiTO

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller [Z DLV T
Cisco Cloud Network Controller GUI (<> T ]

PR R ERTNB R LOAFHION T, RO HE— b SR TNE R — L0k %
BRLTEEW,

\}

GE) Y R—FPENTVWDIRTF—AETIHESNTND A —/LiC
L, AHAOSOEHRY) -V a VORI CTE E T,

R2: Y R—bEhBXT5—)L

AVR—RU b HR—bENTLEH
Tk 20
TV —varyIar AL 500
EPG 500
7779 K>y KR4 R 1000
VRF 20
77 RKaryTFXAN TR T A 40
ary 77 b 1000
Y= RTTT7 200
P—E RTINS R 100

Cisco Cloud Network Controller GUI [ZTDUL\T

Cisco Cloud Network Controller GUIL 1%, BEE#T 5D 4 DT N—FICpEINET, £V 4
Y RUTIE, BEDIR—F L MIT 7B AL TEHTE £, GUIDEMICH S [FES —
23> (Navigation) | A==—ZH LT, V4 FUMEZBEILES, A==2—DWThh
DERIFNC~ T A%BET5H L, [y aR—FK (Dashboard) ]. [Z FU4HS— 3 v EE
(Application Management) 1. [¥ 5 K 1) —X (CloudResources) ]. [#&fF (Operations) ].
[41 225X EZ2F % (Infrastructure) ]. BELO[EE (Administrative) 1 ¥ 7D YU A k3
FoRENET,

HE TR RDZYTZTOYV A MREENTEY, {7 H TN ERLa R R—3 2 MNE
BDOI 4V RUILT 72 ATEET, t&zi EPGEAD Y 1 v FUZFRTHITIE, U
Z&[FEH— 3> (Navigation) ] A == G, [7TV5— a3 U EE (Application
Management) ]>[EPGs] Z7 Y v 7 Li# % b, [F I:“’T“—‘/El > (Navigation) ] #
—a—ZEHLTHOar R—r hOEMEER R TEET, 7oL 21X, ER (Operations) 1>
[79 747 vy 3> (ActiveSessions) 1227 U7 LT, EPG7§>%[7774 Ttvyia
> (Active Sessions) ] 7 ¢ & R IZBEITE £,

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller [IZ DLV T |
. Cisco Cloud Network Controller GUI [ZTD LT

[>Tk (ntent) | A=a—N"—TAa%EfT25L, GUIDIEEDLFNG 2 HR—
U REERCE ET, 72& 2, b—% (Routers) 17 4> RUDERHIZT > M EAE
BB, [T b (ntent) 1 7420227007 LET, RERYZRERny 7y
D UARNEEDAA T RIINERRENET, Fry XU VA&7 )y 7 LC[7TY
r—2aUEHE (Application Management) |1 &35 & [TFH 2 b (Tenant) ] 47> =
VEELATLa D) X RRRRENET, [TFYk (Tenant) |47 varvas ) v s
L. TFU NOERICHERT 4= RO T NV—T %73 [T+ >~ FOYERL (Create Tenant) ]
AT T RFRRINET,

Cisco Cloud Network Controller =t > 7R — R > s DRERL DO EEHIZ DUV TIL, Cisco Cloud Network
Controller = > AR —F 2 FORERL (61 X—) ZZML T EEW,

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



==
=% =R

Cisco Cloud Network Controller K1) & — £

T

cACIRY > — EFLOBE (17 2—)

e RV — BT NVOELREHE (18 X—)

il A RNT 7 b (18 =)

* Cisco ACI R U o —FBUFHRET L (19 X—2)

e TR (21 =)

VIR AVTXFAN TR T AL (25%—2)

« VRF (31 _—7)

T TURT U =gy Ty AL (32 3—)
¢« VI RTZURKA LN I —TF (33 =)

s X2 UT g4 T—T (44 X—)

e 77 b (49 R—)

I TR TUTL— FOME (53 —)
BB AT V27 FOBYRERY — iR (56 X—)
e T 7 F /LN R — (57 X—)

 HHH—ER (59 X—)

ACIRY) o— ETILOHE

ACIARY v —FFT MY, THVr—va VEFORY —DfREZ AL E T, Cisco
Cloud Network Controller i, 79U KA V7T AN 7 F ¥ IZRY o —ZFBEFHIZLZ Y
JLET, 2=V —FRF TR EARI T I RA L TITANTI I FXYNOAT V=7 b~DE
HEOEHEZBMT S & Cisco Cloud Network Controller(3 i #JIZAR Y v — T /LI EDEH
ZEALET, ZORV—FETVOERICLY | BEOFENGIEHE~OEEN N HT—I
nNE¥, ZoHEe, ETAVTRT L—LTU =7 LInNET,

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller K1) &— £7)L |
B o« =rrozums

R O— ETILDELGEFHE
R — T NVOERFHEZIIROLORH D £,

CEFNEMOT XTI F X ELT, YT YT RYAT A (BFN) OFHBLUH
(ERIEDFERREBEMFLET, ETMIZ TTRA VT TART I F ¥, F—E A, ¥
AT LEE, BEOFR v b T — 7 [CHHE SN ARIET S A IS8l S g,

cFREE R AL L EHR R AL URRBISNET, B REEX, AR U Y — AR
WP LRY —%WEAT 52 & TRERNRRECL XY S hvET, BN
T AT AWK LTI I TONNERA, BHRT7 07 41%, CiscoCloud RV v— &7
NOEEOFEIWER & L CHRIICERESNLET,

e VAT AE, HLWE U RRA LV FEEOL LR =T ANEHEINDE T, B
TPl SN - RS v e oBEXEIE L £,

« Ry NU—ZEBET, GREIVAT AV Y —RAEHEEERLEYA, RDYVIZ, VAT A
ED S F I ERAEERET 253 (ON— FU = 7IEIF L7RV) Mk & Cisco Cloud
Network Controller N ) 2 — % EF L £9°,

ETNVNOEBRNRA T V27 NeBETHZ LT, Z V=T 3N L2 D a v R—x
v NOWREERT L Z DM ESNET, ZNOOREICKY, BELE KRV —2
B—RO7abEYamrIRHREIZRY A VT TANTIFYyNOY—ra—RE 82 ThH
MBETELLICRVET, Xy MU —ZHH SN — BRI HLUIZER TZ . CiscoCloud
Network Controller {IZ L Y HEMEL 7 L— AT —7 Bigft S, 260Xy NI — 78I
Y= ADTA T A I NEERTEET,

WEIARSY b

RV —FTME, AV TTARTIF v, i, EX2UT 4, =R TFUr—v3
V. Wil VU RNAUTIRANI I F 2R EEHLET, R — BT A OimEE
&L, V79U RAYTITIRARNT VT XYDERED=—REI T I RA L TITANI T F R E
DI TNEERELET, ROKIE., ACIARY v — T LV OEMEOME LR L E
R

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller K1) — EF /L

cisco ACI K —EEtEmETL [

1:ACIRY >— ETIILDORBEEEDHE

APIC Policy

Tenant; ...Tenant,

Cloud EPGs Contracts VRFs

The rules that govern the Unique L3 forwarding
interactions of cloud EPGs domain

Contracts determine how Relation to cloud
applicationsuse the application profile(s) with
network their policies

Named groups of related
endpoints, e.g. finance
Static or dynamic
membership

Cloud Endpoints— Cloud Instances, Service EPs, Cloud Routers, Etc.

IJITIRA LT TANT I F X BEREIIT T bOFEHEL. 77V r—va rEiddes
UY—=ADBEMHEEDEMERESNIZRY S —2ERLET, ZhA6DR) > —ix, 77V

r—var, xy NU—=JERY—C A, ¥x2V T4 Ry — BT T M7 xRy
ro7ovrva=rr7aHEMEL, BEHEEA LT TANT I F v ORWSEFZE TR T 7Y
r—=a Y OBENS, VY —RA ST T a—F LR aricLEd, 77U r—
arvik, Xy NU—F U T OEEEZFET LMLENRD Y, TOWTIEHY FHA,

Cisco ACI /R —EIBIFEHRETIL

270 RATTANT 7 Fvld, BERERERY Y — (MIT) TRRTELEHIERET
b (MIM) IZREEk SN Dimila v RN —3 v MO S 3E T, Cisco Cloud Network Controller
I, BHREF N EZRGEBIOEHT S 0 22 ET LET, OSIL@EBER 7 F =L
(CMIP) I X OMiod X.500 3 Y 7> b L[AARIZ, Cisco Cloud Network Controller (Z &> T, MIT
DOEBREENDOA 7V =7 FOGIIS L TR TE 247 V=7 b7 uaxT o & LTEHR
AREZRFEZ R T 2 LT R0 EERG Y Y — X OHHA FTREIZ 22 Y £,

VY= D& — NI, BEARAT7 V=7 b MO) 72347 V=2 hosN—T%2RLE
To MOIX, 77U RALTTART I F v VY —=ZADHGYLTT, MOIE, 7T 7 K b—

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller K1) — EF)L |

B cisconci iy o —EmiEgETL

H— TESHE—=Ip EOESL AT b, FF3T7 7V r—varya7r A0, = KR
SN ITN—T VT TR RRA Y FERITEEREOREA T2y F2aRTZEN
TXEJ, kOXIE., MIT OBEEICOWTHRB L £,

X 2: Cisco ACI7R') o —EBIFRETILDOME

Policy Universe

Cloud
Network

Layer 4 to

Tenants— User, Cloud .
Common ... Cloud Infra Inventory Layer 7 AAA, Security
Controllers Services

PR E I, B Ob— k) TRU S — 2= =20 bhE0 ., BT/ —FRaEnE
To YU—HNDOK /) —FIEIMOT, V79U RA U TIFZANT I FXNOEFT V=7 M,
A7V =7 bEHBALY U —HNOGHEZMRET L —E2adl4 (DN) 8360 £,

WOBEHN B ATV =7 MIE, VAT LOMELZEHT LAY v —NEENET,

e TF NI, RV —Dars T, FHEFRFR—NR—ADT /R hu—EHE
TTEET, VATAIZLEY, RO4EHOT v Myt EnE 4,

ERFL, PO AR LT T T hEERLET, TS r—
V. T AR Web Y= Ky hT—=ITHyFRANL—Y il
BREDY Y —AOEEFRT IR U —RNEENET,

s VAT AFETF U MR LETN, FITURA T TANT I T v EEE N
ETXET, 7747 04—/, B— AT H% LAY4~LAPTH—EX, R
MNBET T4 T AR E, TRTOTF > M7 7| AATRER Y Y — A OENELE
HI AR o—nEaEnEd,

((¥)  Cisco Cloud Network Controller X, L' A ¥ 4MnbH LAY T D
P—bRELTu— R ARTUHDHEYFR—FLET,

AT ITARNTIF % T MI, VAT AL THREESNET, 7T U KR A

VITANT I FXOEFEBRERRETCEET, AV T7TANTIZF ¥ VY —RAOEME
EEHTLR)—RNEENET, £, 777 Vv Tang =3 V—R%1
DU O —H T MOBRVICERCEET, A7 F7ANT77Fx 7F 2 b
RV —E, 77U RA VT TFANT I F ¥ EHFIL > THERKATRE T,

e VT RALTT R —%EMHHT % L. Cisco Cloud Network Controller # 5% ET % & &
2. AT UIABIOY =V a SR A ERTE £, FHMicOV TR, [CiscoCloud
Network Controller - > A ~—/L 774 R (Cisco Cloud Network Controller Installation Guide) ]
EEHLTLIEEN,

. Azure [d] [T Cisco Cloud Network Controller 11—+ — 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller X!) — E£FJL

7o+ B

e JTTRALRURIE, GUZ AL TV AT LD EIEFRMHER R TE ST —
ERATY, ez, 7V =2 a v oflENGEHISNZY —Y a R0, SEIROMIHE
MOEBREINTET SV r—ra v EFRTEET, ZOFRIE. 777U KU YV —2A0OFH
ENTTINYa—T g U TIETEET,

LA X4~ L AT TDOYV—ERAFEETA 7 A I NVOBILT7 L—2 U =728, ¥—

EANT U TAVETRIEIT T T ol TV AT AMIEIICISETHZ N TE
F9, FEMICOWVTIE, LA TY405 LAY T —EADERN (203X—) 2B LT
<TE&EW,

TV RA, WBRE, BLOT U UT 47 (AAA) R Y v —IiX, Cisco Cloud Network
Controller 7 7V R AV 77 ATV FxDa—F—R, v— BLREX2Y T4
RAAL EEH L E9, FEMIZ DUV TIE, Cisco Cloud Network Controller Security (307 ~<—
V) ESRLTLLIESN,

PEERIR Y > — &5 L%, RESTAPI A v H—T =4 AL H WA LET, HOHENRD

LU APLHIIMIT NOA T V=7 NTHARY F3EXAAEZITVET, URL (X, MIT ND
G TVl NEWAT AL ICE ey 7 LET, MITHNOT—#1X, XML 720X

JSON Ty a— Fapc HOSEMOMELY Y — 7% AN R¥a A ME L THBITEE
7

T b (evrenant) L, TV —Ta vy R v—OfmBla L 7T, BEHEIIRAAL X —
ADT 7Y A Ay ba—LEFITTEET, T2 MIRY =AML B 2 L
FIN, TIAR—F Fy hT—=T IR LEFA, TF 2 ME, =B R Tu (X —Dk
RCIIRBEMEE, BEORBE CITHMEZIZI R AL v &2, FHEFHICRY »—FR722 7L —
TbaRTZENTEET, KROKIL, EFEIGHY UV —MIT) DT F > M OMEEZ R L E
7

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller K1) — EF)L |

B 7 0 55089200 FvavionT

B3:7r>k

Tenant

al
Cloud Context [} A_‘::?”d__‘ Azure Provider
Profile e ”F'?‘:*fff"" Subscription
il

Cloud Load
Balancers cloud | 0100 |eoriice

EPG EPG EPG

* Introducad in Release 5.1(1)

Cloud Routers CIDR, Subnets

Legend

= Eachboxis an object

*  Solid lines indicatethat objects contain the objects below

+ Dotted lings Indicatea relationship E
= Linindicates one 1o many: nin indicates many 1o many

TFY MIMECEET A b, VY —REHETLH L TEET, TF UM, 7 ab
2, ar 77 b, RNV — NEE (VRF) A Y AX AR VTR avy7xA N 7an7y
A, Azure 703 X —HEk, BX Oz RKaRA >~ Zv—7 (EPG) &0/ 77 KT
Vor—2ar7adZyANNEENLG T TA~VERTY, 7T MO T 47 41 EEDR
Vo—%fEk LET, VREIZa27F A ME LTI, TENEE D7 7T K arTx
ANTaTrAVIEEMITHZENTEET, 77U R arTHA N a7y AL,
VRF, 77V b, BIO®U —Var & bbll, Azure DY VY —RA 7 N—T7%FLET, VNET
X, VRELIZESNWTY V=27 L—FRNITER S E T,

TFNET T = ary RV U—0fmEa T, JIURA LT ITANT I F Y
WX, EEOT T NEEHLIENTEET, LA V4~TOH—EREZREAT LA, T
FTURNERETHILENRLVET, ACLV 7Y RA L TIFTANTZF ¥iE, 7FH b Fxv b
J— 72kt LTIPVABEIOT 2TV A2 v VRERER—FLET,

TR ID. BEUHY TR YT 32DV T

AzurelZ |FActive Directoryf 15 238 V) £9°, & BAL L-ULOREEITHETHY . TDOTFICT 4 L
78U (Azure7 72 P EBIEHINET) DYV ET, T4 L7 FUNITIE 1D LEDAzure
VTR YTy a v ERETEET,

KR EDAzurea iR —% > MEOBHRIZK D LB TH,
TFURNYT ATV a ) =R T N—T Y =R > > >
TNZENORBIZKR DO LB T,

e 1DODTF Ly MIEHOY T A7) T a v BEOZENTEETN, KT A7 Y Fig
NI TF U MIOIRETDH I ENTEET,

. Azure [d] [T Cisco Cloud Network Controller 11—+ — 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller X!) — E£FJL
F+o b, s8xU¥ IRy TvavizonT ||

1 ODYTRATYTFL g AEEDOY ) —ATN—T e LN TEETR, £ —
2T N—=FI1Z1 OOV T RA7 Y P g NCORBTHZENRTEXET,

1 DODY Y —=ATN—=TIFEHD) V= AZFFOZ LN TEETN, £Y Y —XF 15D
VTRV T a OB THIENTEET,
OB VarTE, ZhbDarR—3 2 MIOWTEHELLSHPLET,
* Azure & Cisco Cloud Network Controller Components D v > 7 (23 =X—)
s Azure 7 A7 ) g O NWT (23 =)

T U NETATUT 4T 4ITONT (23 X—Y)

Azure & Cisco Cloud Network Controller Components DY v E >4

Cisco Cloud Network Controller T, % Azure U Y — X 7 /L—7 1% 1 -2® Cisco Cloud Network
Controller 7 v M~ v B 7 &1, 1 DD Cisco Cloud Network Controller 7 7> MZiZE%k
D Azure VYV —A T—TRNH 0 97,

H:92 D Cisco Cloud Network Controller =2 > A" — % > M OBIRIZZR DOE Y TT,
7F > hVRFY —V =z > >

Cisco Cloud Network Controller T VRF Z1E% T2 &, HLWU YV —R F—7% Azure [IZ1ERK
ENFET,

Azure TR 9 1) T3 [ZDVT

Azurer 7 A7 V) Fa U E, Azure” 7 U R —EZXDOIHWIHEH S VE T, Azureh 7 A
7 ) 73 i, Azure Active Directory (Azure AD) & OfEHEEIfRRH U . Azure AD % i
LCa—W, =R BIOT A RERFELET, EHOYT 27V 7 3 2 L[E L Azure
ADZEHTE TN, FHT A7 U 7> 3 U E1DDAzure ADDHAEEFHTE 97,

Azure TlE, [A CAzureh 7 A7 U 7L a VIDEBEOACIZ 7 7V v 77 MIERTEE
T, ZAUL, 1DODAzure 7R VT a VEMEHL A T I T R EREL, RCYT
A7V Ty a s THEED2— T NERETEHIEEERLET, ACIT T MidAzure
BT 20 T g AACEEAT BTV ET,

TFORETATUTATA4I2D0T

Azure}s . 8 Cisco Cloud Network Controller C/E TE A2 8 FSERFATDTF U MEeTAT
CTAT A ERITRLET,

N

CE) <=V RTATUTATAEY—ERT Y VDl HIN, A7 F7TFr hea—
YFF o hDOT 7 AEZA T LT R—FENET,

RR—VRFATUTATA

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller /R') & — EFJL |
B 7 0 55089200 FvavionT

VIR =Y RTAT T 4T 41, Azure ADBFEZ VAR — b5 U V—RICH T 5 & T
T TV = ar DT AT T 4T 4 2R LET, TV =y a VITEBEHMRIDE
ML CAzureAD b —7 V2B CE E9, 7L xid, BRENLRRFETI VLT vy Lk
RIFLIZD . AR —UT AT MIT 7 BALIEV T2, 77V r—v 3 Tvr—
CRTAT T 4T 4 B L TAzure KeyVaultZe E DY Y — R T 7B ATEET,
https://docs.microsoft.com/en-us/azure/key-vault/general/overview

EERIDEFE AT 2RIk O L B0 T,
T LT UVRIITIET VEARATE W, J LT oY VEEBRTHILELLH Y £
Ao
« v X =Y RIDEMEHALC, MADOT 7Y r— a & irAzure ADiRGEZ VAR — b9 5%
BHOU Y —A5R@WIETEET,

e 32—V FIDILBEM= A e L THEATE £77,

Azure DEPHRT A 7 T 47 4 OFFEHICHONTIE, LFESRL T ZS0y,
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

[(BEMNERTATT 4T« (managed identity) 1% {#fl L T Cisco Cloud Network Controller
TF v KT 556, Azure IR — # /LB KO8 Cisco Cloud Network Contrller DR Ok % 1E
’E‘Z L/ i j—o

1. Azure’ R—H /LT, R~ O —/VEY) BTEBIMLET, 2047 903, Azure
Y727 )7 arn (ACHEEED) R CAzureT 4 L7 RV IZHIEAIHEHLE9,

)

GE)  Azurehr 7 A7 VT avdB 57407 RVICHY, ~FX—Y RIDEFEHLTT v
MNEBRETIHAIT, Azurea > Y — VIZBEIL, &Y 727V Fvaru27 v LT
M CAzureT 4 L7 N DRI T A7 ) Fyvarz2BEicxsd, Zhik, (ER50
TRV T variEEty) T4 V27 BUBRRUBMBEO T THLILAICORFITTEE
7

2. Cisco Cloud Network Controller T, Cisco Cloud Network Controller T7 > k495
LE [BEMERTATYT14 T4 (Managed Identity) 147> a V2@ IRL £,

T DR OFEMIZ- DUV TIX, Cisco Cloud Network Controller GUI 1A L7277 b D1E
i (61 X—) ZHBRL T ZEN,

H—EX F1) 8L (Service Principal)

Azureh—E A7 U L oUE, Azure) VY — AT VB AT HIODOT SV r—va ] KA
Ty Y=t R BLOBASMEY =V THEHT L 72DIC/ER SN 7ZIDTY, s 7 227
TrarTTlFy MERET LA, ATV o LIDEERLET, TR YT
Ta rBRICHBNORZLS Azure T4 L7 MU (Azure 7F 2 8) IZH D, VT A7 VT
Ta VR DHBCH D FREMER BV 7,

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)


https://docs.microsoft.com/en-us/azure/key-vault/general/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

I Cisco Cloud Network Controller X!) — E£FJL
s59kavsxz b 7n7740 ||

[b—EX F1J>3L (service principal) 1% f#f L T Cisco Cloud Network Controller C7
v bR AEAIE, Azure IR —Z L L Cisco Cloud Network Controller TR DAERL 21TV F
7,

1. AmreR—# LT, FFYFr—3ooa—LE0YTrBMLEST, ZO%EG, 770K
UY—=RIFEOT 7V r—a vy E N LTERINET,

2. Cisco Cloud Network Controller CiZ, Cisco Cloud Network Controller T7 7> ks &7 5
EEX[HY—ER FYNL (serviceprincipal) | A7 v a v ZBIRLET, 20—
WCANT 297220 Faid, RUHMBNORRDAzure7 4 L7 MY (Azure7 7
B ICERETHZ LS, BROMMCRETHZLHTEET,

T D DORERRDOFERIZDUNTIX, Cisco Cloud Network Controller GUI Z{#fH L7=7 7 F DfE
Bl (61 X—) ZZML T EEN,
EXETFFUF

Azurer 7 A7 V7 a v E FFEO2OOHFIEOWNT NI T TICEEMAIT T Y. FoHF TR
VT a Nl EBI T b EERTAGEIL. 2oy a U EBRRLET,

[XFBTF >k (sharedtenant) ]% {4 L T Cisco Cloud Network Controller CT7 7> k Z A3
L8601, Azure 78— % )L & Cisco Cloud Network Controller TR DAL & 1TV N E T,

1. FERO2ODOFEOWNTNITAzurer 7227 U 7 g a2 TIZEEMT TWS 729,
Azure CHEAT o FNEHOREEZ{THOLEITH Y A, IETF 2 FTIX, BEEOYT
27 g ACEBITTF Y MEER L ET,

2. Cisco Cloud Network Controller T, Cisco Cloud Network Controller T7 7> s Z#pk 9 5
L X [#F (Shared) 1A 7 v a 2R LET,

IS O DOFEMIZ- OV TIX, Cisco Cloud Network Controller GUI Z{# f L7=7 > h D{E
Bl (61 X—3) ZZML TSN,

HS9RKRaAVTXERAMTAT7AIL

779U RaryxA L 7u7y A 0liE, ELTFO Cisco Cloud Network Cntroller =1 > 7R —
MBI DRt S T ET

* CIDR

* VRF

* EPG

* [Regions]

B ER Y F =7

o JL—H

e TV RIRA Vb

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



B ccr

CCR

Cisco Cloud Network Controller K1) &— £7)L |

CCRIZ, AR LV 77 FBRE CHIENZ2WAN — T2l &t Ry U =T P —E 2%
L Ed, CCRIZEDV ., BEFWANEZ 7O, X —NKRA T 57T 0 NICHEETE T,
Cisco Cloud Network Controller V' U =—3 3 213 2 ©® CCR BB T,

Cisco Catalyst 8000V (%, Cisco Cloud Network Controller & & & IZfEfl & EF, Z D CCR D H
A P9 B FEMIIE.  [Cisco Catalyst 8000V Edge ¥ 7 b =7 ~=a7 /] 2R LT
é 1( \O

Cisco Catalyst 8000V [T DLV T

PUFI&. Cisco Catalyst 8000V O H# T3,
e TR (26 %)

s Throughput (27 ~—7%)

4t R

Cisco Cloud Network Controller = Cisco Catalyst 8000V {ZIRD T A 2 A FT L EHFR—bHL
TWET,

1. FESMEVAEFELRAH (BYOL) FME X ET )L

2. RAF7RX21—Id— (PAYG) A4 A EF /L

BYOL 542X ETIL

Cisco Catalyst 8000V @ BYOL 7 A &> A £ /L ClE, Cisco /> Catalyst 8000V Cisco DNA 7
AR REEAL, 770 NIZEBETL2MNERNH D £7,

« T 4 T ~_— AP Cisco Catalyst 8000V T A > ZAD 1 DIH T A7 T A 745 FNEICHNT
I%. Cisco Catalyst 8000V Edge ¥ 7 h 7 =7 2 &ML T 72 &0,

JBIZEASL SESERANL—T Y OFEMIIZ OV TIE, Throughput (27 X—7) &M
LTLTEEN,

Cisco Cloud Network Controller /£, [Cisco DNA Advantage] 7 227 )7 a v &RALET,
[CiscoDNA Advantage] ¥ 7 A7 U7 3 > CTHAR— kI DHHEREIC OV TiE, CiscoDNA
7R 27 SD-WAN BLOL—T 4 7 v b)) w7 2B LTI,

PAYGSA VR ETIL

Cisco Cloud Network Controller % Cisco Catalyst 8000V TD XA 7 X2 —=— (PAYG) T4 &
VAETFNAEPR=PLTOET, ZHUCEY, 2—FE VM Y1 SN TZ T 7 R
Catalyst 8000V A > A X A% @B L, R BN CHEABIZATE £,

AN—T" NEEDTZDIZVM A XICREIEKIFEL TWDHT=D, PAYG 914 B A TV
AT HITIE. £ T BIED Cisco Catalyst 8000V DR Z 7R L T 6., H LW VM A
X TCOHEE Y b7 v 7T E2EH U CHERMLET, #FMIZ D0 TiL, [Cisco Cloud Network
Controller for Azuru % & % 1 K (Cisco Cloud Network Controller for Azure Installation Guide) ™

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)


https://www.cisco.com/c/en/us/support/routers/catalyst-8000v-edge-software/series.html
https://www.cisco.com/c/en/us/products/collateral/routers/catalyst-8000v-edge-software/nb-06-cat8000v-edge-sw-og-cte-en.pdf
https://www.cisco.com/c/m/en_us/products/software/sd-wan-routing-matrix.html
https://www.cisco.com/c/m/en_us/products/software/sd-wan-routing-matrix.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/series.html

I Cisco Cloud Network Controller 7K') & — E£F)L
Cisco Catalyst 8000V [CD LM T .

Yy b7 v 4 — K&{# ] L7z Cisco Cloud Network Controller DR DEZ S L TL 72
é 1/\0

\}

CE) MR 2 SDOTIA VA ZA TGV REZLEEL. T4 2200 A% FIE
ZHEHTEET,

\)

() Azmru~—%> v h VLA ATTIA v AZMEHT HI21E, Catalyst 8000V Cisco DNA
Essentials & Catalyst 8000V Cisco DNA Advantage ® 2 ->® PAYG A7V a U RH 0 £
9", Cisco Cloud Network Controller (%, Catalyst 8000V Cisco DNA Advantage z Fl|H L &
7, [Cisco DNA Advantage] Y7 A7 U 7' a3 > THAHR— K I DHHERRIC OV T,
[Cisco DNA Software SD-WAN B L UVL—7 4 > 7~ b w7 A ] #HZBL T I,

Throughput

Cisco Cloud Network Controller ¢ Cisco Catalyst 8000V |ZIKD T A 2 A FT L EHAR—HL
TWET,

1. FEZMEVAFELRAH (BYOL) T X ET )L

2. RAF7RX1—I— (PAYG) A4 A EFT /)L

1LAESA U AFLAH (BYOL)

ZDET /LTI, Cisco Catalyst 8000V (X, 7 ¢ 7X—R (TO/T1/T2/T3) DAN—T">» k F7
YarEYPR—FLTWET, ROFIZ, V232 757 R —E R )L—F 8000v DIF I F
R—H AN—T" FERTIINIE Azure VM DA A& R LET,

CCRRIL—T v b+ Azure VM 1 X
TO (K 15M D A)L—T"> ) DS3 v2
Tl (KX 100M DA L—F 1) DS3 v2
T2 K 1GDAL—TF > |) DS3 v2
T3 (&K 10G D A/NL—F > k) Fl6s_v2

Tier2 (T2) I%. Cisco Cloud Network Controller CHHR— rENBHTF 74V hDAL—T > KT
7,

2.RAF7RX1—T— (PAYG) S4EVR ETFI

ZOFETVANTIZ, Cisco Cloud Network Controller (3 Cisco Catalyst 8000V (i AE/L— & 2l H L |
IR ZFXy N—F 7 DO=—XZEDLETAzuru 22 Ea— bk f UV AX U AOHFHEZ Y
R—krLET,

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .


https://www.cisco.com/c/m/en_us/products/software/sd-wan-routing-matrix.html

Cisco Cloud Network Controller K1) &— £7)L |

B croszzEss

VIFDFRIE., Azuru E® Cisco Cloud Network Controller TH AR — I TWAEIZ T K A4 A
BUABA TR LTOVET,

Azure £ VmName |AE!) vCPU D% v I —YEE

DS3V2 14GiB 4 A3 EHE Y k

DS4V2 28GiB 8 B 6 Ay b

F16SV2 32GiB 16 ER125EHE Y k

F325V2 64GiB 32 B 16 ¥4y k
CCROEEET S

V=g ZEICYFR—FEND CCR DR REIT 406 8IZEMLE L, ZNHOFIAT
1Z. CCR O¥% 4 L H#I0d )y, MEIZE LU CTCCR DA 4 ICETFIEEZRLET,

ROFITIEBE LTSSV,

*2 ~ 4 CCR O#i T CCR O ZHHET 25E61L. ZNOLOFNEEFEHATIHEILIHD £
Wl ZHEOTFET. CCR O % 4 L FIZHER0THE . $72135 ~ 8 O&FEA 5 CCR
O E WO THASITOMERLTLFEW,

cCCRO¥ALEETHE, HRK300M. FT 74 v 71T BEH 2 ZA6EMENH VY 97,

ATFYT1 TRTCDODAVTTFT V5T RAVyFHFAN BT 7 AT, B—H)L L~UL T Azure VNet ©°7 U o 7 %4
N LE,

a)

b)

d)

e)

[P59FavTXA b+ 7774 IILDOER (Create Cloud Context Profile) ] =X—IcBEI L £9,

[7 TV — 3 UEE (Application Management) 1>>[2 52 FaYFX¥XA +7A774/L (Cloud
Context Profiles) ]

A 7T 77 RaryyX¥AN7Ta7rA 00 [4E (Name) (FIOFIZHDHI 7% 7Y v o LE
7

07T RarTXANTRT 7 A NVOFEMERT SRV, U4 RUDE[NBAT A RLT
FRINET,

[FEH (Details) | 74 2% 27V vy 7 LET (L),

IO ITURArTXRAL T 0T 7 A NVOFEMIERERIT DO T 4 FUBRERISNET,

VA v RUOE EORET A2 &2 7Y v LET,

(259 FaVTFRbF TA7741LD%E (Edit Cloud Context Profile) 1 7 « > RUBRERINE
j—o

[NT Ry bT—5 EF71) >4 (HubNetworkPeering) 17 4 —/V KOF = v 7 &4 LET (EHITL
E1) .
RIENKD-T-5 [Save] 27 Y v 7 LE T,

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller X!) — E£FJL

ccrouzzET s

INGOFEEEVRLT, I XTHOA 7T 77U K aryr7x%A N 7275 A/LTC Azure VNet E°
TV TR LET,

AT w T2 CCRDOEA 4 LTI, LEITS LT, B0 CCRAICY 7 %y b F—LZ2BIL£7,

CCROEEAIVRESLELIET DL T — Ay E—VUNRERIN, VAT ATEMOY TRy N 7—
VINLETH D LI L £,

ATvT3

ATy T4

a)
b)

c)

d)

Cisco Cloud Network Controller GUI T, A > 5+ k 742y (@) %2V 7 L. [Cloud Network
Controller v k7w 7 (Cloud Network Controller Setup) ] ZE4R L £,

[V—2 3 (RegionManagement) 1=V 7 T, [BRED#mE (EditConfiguration) 1227 VU v 2 L
£7

[EE¥5')—23> (RegionstoManage) 1V 1 R T, [R~N (Next) 1227 U v LET,

[—#%#E%5 (General Connectivity) 1 7 1 > RUNRERENET,

[£#% (General) |fEID [T K IIL—2 DY Ty b F—)JL (Subnet Pools for Cloud Routers) ]
74—V KT, CCROYV T3y "NEBMT 5581, [V5D K IL—20Y TRy b T—)LDEM
(Add Subnet Pool for Cloud Routers) 1 %2 VU v 27 LE79,

OV TRy NT—LDT KL A, Cisco 7 7 ¥ K Network Controller CEHT 2 LENH HBIMD
V—Yarol—Va VEERICERASNET, ZHUE~A7 24 DER2 Ipvd b7 %> b TH DM
ERH Y F9,

CCR 0% 4 L V1), CCR D% 5~ 8 DHEHMNGIS LET,

a)

b)

A4 % Cisco Cloud Network Controller GUI ¢, A > T7 > h 7 A 22 (@) %7 U w72 L. [Cloud
Network Controller 2y k7 7 (Cloud Network Controller Setup) ] Z &4 L £,

[J—> 3 % (Region Management) 1=V 7 C, [REDNHwE (EditConfiguration) 1% 27V v 7 L
i—a‘o

[EEJ 5H')—L 3> (RegionstoManage) 17«1 > RURFRENET,
[RA~ (Next) 127V 7 LT, IANZEIR L7V —Yar L CCREZDOEFIZLET,
[—#&#EHE (General Connectivity) 17 « > RURERENE T,

[—f&#E#: (General Connectivity) 17 4 > R T[CCR]=V 72 REo), [U—2arlEDIL—42H
(Number of Routers Per Region) 1 7 «—/L R T, MERETEEZINAZ T CCR D& MR L £,

[RA~ (Next) 1227 U 7 L, ROX—=VIZHEREHRE A LT, [REL THIT (Save and

Continue) 1%7 Vv 27 LET,

CCR DEMEIFHIBRT ot AL, BLZF30ZIEEDLNDIGAENHY £7,

FTRTOA L TTFT VT RAyTHFANTO T 7A LT, B—H/L L~LT Azure VNet ©'7 U > 7 % B
EAENZLET,

a)

[V59Fa TFFRA M FTOT7 74 )LD (Create Cloud Context Profile) ] <X—IcBEH L £,

[7 TUAHr—2 3 &R (Application Management) 1>>[2 52 FayvTFx%AX k7B 774 )L (Cloud
Context Profiles) ]

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller K1) &— £7)L |

. Cisco Cloud Network Controller 5 KU CCR AT TS A R—FIP 7 FL R HR— k

b)

d)

e)

AT 777 RaryxXA L Fa7y AN [4RE] (Name) IO TFIZHLV 7% 7 ) v 7 LE
‘é‘o

DI T RAVTRRANT BT 7 A NVOFEMERT NRANR, T4 RTDOH[NE AT A RLT
KRENET,

[FEM (Details) | 742227 ) v 7 LET (L),

DI T7 T RaArYTXARN TR Ty A VOFMEREZIRMIET DHOT 0 RUBRFKREINET,
U4y RUDOH EBORET A a7 ) v LET,

[V59FavTFXFRA b+ FO774)L0O%E (Edit Cloud Context Profile) 1 7 « > RUMREREINE
R

[T %y bT7—2 EF7Y 2% (HubNetwork Peering) 1 7« — NV K&F=v 7 (&) LET,
WENKEID-TZ6 [Savel &7 U v 7 LET,

INHOFEEEVIRLT, TXTODA 7T VTR aryTFA N 7277 A/LT Azure VNet E°
TV TERMCLET,

Cisco Cloud Network Controller B KU CCRAIFTTSAR—KIP7 FL X HR— k

FTT7HNVECTCCRAVH =T 2 AITTAR—=KIPT RLAOZRBEID B TH, T

Vo7 IP7 RLAZCCRA VHF—T A AZEV Y THZ LIZATvarenELl, 7
FANR—KIPT RL AL, HIZCCRDOTNTDA Z—T oA R ZEY Y THNET, CCR
? GigabitEthernetl ® 77 A ~<— Kk IP X, BGP 3L N OSPF /b—# ID & L T & E 9,

CCRIZTTARX—=RIPT RLARE DB TOHLNTWDEEHE, =7 AT LA )L— &N Lzt
VU IADACIY A bEFFONAT Y v R 770 RBRFR—MENET,

CCRA v H—T = A ZADRT Y w7 IPT RLUARENIT LY A FEEEHED CCR 7T A ~—
MIP 7 RV AZHNTT BIZ1E, Cisco Cloud Network Controller GUI ZfEH L72 U — 5 D
BH (77U R To7L— oK) (163 X—) OFEEZZRL T EEW,

T 74V TFZA~_X—KIP 7T KL AL Cisco Cloud Network Controller DEEEA > H—7 = A
ZIZH B THN, NT Y w7 IPT RLAOEIN Y TIA T v a T, 8kl 74 X—
FIP 7 R U A2MEH &5 KL 91 Cisco Cloud Network Controller ~0 /371« 7 1P % #5012
9% 121X, [Azure[A]iJ Cisco Cloud Network Controller Installation Guide (Cisco Cloud Network
Controller for Azure Installation Guide) ]@[Deploying the Cisco Cloud Network Controller in Azure]
FIEEZ SR L TS0,

[T54R—FIP7 FLRZEFEALT- CCR DR (Restrictions for CCR with Private IP
Address) ] :

o o NEBE ICIXPsec DALERTZD, v~V F 7 T T ROREMIZYR— S TWEREA,

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller X!) — E£FJL

VRF

v |}

AL —T 4 o 7B L OHEE (VRE) 7Y =2 b (fvetx) FEa T2 MIL, T2
F %> F U —2 (CiscoCloud Network Controller GUI C{ZVRF) L IEIENE3, TF > Mo,
BEDOVRF #EHO5HZLNTEET, VRFIZ, —BEDOLA Y3 T4 V=T 4 TBIORT S
Uor—vary R — RAL T, ROKIE, FHEEHRY V— (MIT) O VRF OHHT &
TF NOMOA T2 FEOBRERLET,

4:VRF
P~ )
& Comain _:).3
Rﬁr
= | Tenant ‘
Cloud Pravider
1 1
1, 1 1 1 1
n 1] (i n n 1
Cloud
1 | Cloud Context © Azure Provider
Cloud Region |+----" dlontel”... ‘ .np#ra:on Contract Filter Sl
1 Tl L 1 ‘_"—1 1 m *
b n " n n n a i a
[ PG
Cloud Routers CIDR, Subnets | Cloudiond : o Subject

* Introduced in Releaze 5.1(1)
Legend
= Eachbexisanobject
+ ol lines indicatethat objects contain the objects below
* Dettedlines indicatea relationship
= Dinindicatesane 1o many; rin indicates mary 1o many

VRFIZ, VA F¥3DT RFLA RALVEERLET, 12U LEODITI TR aryTFA s 7nm
7 7 AV VRE IZBEEAM T S ET, FFEDY —Y a > O VREICEEMT S Z &N TE DY
FJURaAVTFXARN BT 7 A NME L DT TT, LA V3 RAALUHNOTRTOZ Y KR
AV IEB—EDIPT RLAZFSTWAMENRHY £, 87 b, KU —THAISNT
WAL EIZIND DT A ATy NEEHIRETX 5720 TY, 777> hMald, #Ho
VRF NEENDLHGENH Y £3, HEHEDRIET A ZEER LTc%, BHEEIT AR 7
T AL OEPIEER Y o — 2T DT A ADVRF B TE 9, T /31 AL,
AV RNTY NL, TT T4 FRIET T N0 — RAICESOWGRIRTE £,

B — VNet TD#EH D VRF DY R—

H— VNet ® FTHEED VRE NV R—hENB L1220 F L,

HHO VRFICHI VST AZENTEXARA 7T (ANT) VNet L T7F FF 2 D
cloudCtxProfile) ZFfOIZ &N TEXET, FNLNDOVREDTRTOY TRy X, VRF
SEEDO =027 T FNIZEBIONL— b T—T Vv E2FBET,

F72. 477 VNet Z 2 THEED VRF Z43EI LT, B—® VNet (ZHEED VRF BWHFIET 5
A, EEO VNet Z[AI LT bO FTOEBD VREF IZHEITE5 X575 b TaF
T, ZhE, 7T U RY—ERTIZEBRALYE, FED VNet NIZEE DR v U —2 (VRF)

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller K1) &— £7)L |
B /sy 77u—carTao7q0

ZREIL. 7T RO VNetNDO%K VREICEHA DN — kN T—7 V2 HETHZ & TEBoL—
T AT EITOMEND DB HE T,

WORIE, FCTF > b (VNet) O FICEBDOVRF OIS HEHISEA 7V =27 b (MO) Bf%
V) =D &R L TWVET,

Tenant

cloudRsToCtx

Vtizmef:mamvﬁp) }1——{ Cloud Context Profile ‘

‘ st N

(name="servicesVRF’) ‘ CIDR ‘ ‘ CIDR ‘
+
|
———————————————— 4{ Subnet ‘ ‘ Subnet ‘

ZOFTIE, RUTFT >k (VNet) O FIZ2-20D VREF BEELET,
* mainvRF E WO ZLRID T F7 A <1 VRF

e servicesVRF & WO ARIDOE I &Y VRF

2FHODOCIDR 7y 7 &7 xy M, RMUTF b (VWNet) O FDORILZ I K a7
AN T A NVICIFELETN, FO2FHDOCIDR 7y 7 ¢T3y ME, TORT
VNet Nt H >4 Y VRE IZBBE T S TWET,

— NI O (o]
D927V r—23TJAJ7AIL
IR T r—vary a7y AL (cloudap) T, AU —, —E 2B IONEPG HD

R A ERZLET, ROKIZ, FEEHRY UV — (MIT) NOZ T R TF ) r—ar 7n
TrANDERE, T NNOMOA T 27 N EDOERERLET,

. Azure [d] [T Cisco Cloud Network Controller 11—+ — 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller K1) — EF /L

IR Y

R5:959RT7TUr—a3>r7aarAiL

]
Cloud
Application
Profile

* Intraduced in Releass 5.1(1)

Legend

+ Eachboxis an object

*  Saolid lines indicate that objects contain the objects Belaw
*  Dotted lines indicatea relationship

= Linindicates one 1o many: nin indicates many 1o many

IO RT TV r—varyZadyA M, 12U ED7 T REPG RN EENET, &
OT TV r—ra i, BHEoaryR—xr "R EENET, xR eeav—AT Y
F—va AliE, Web = F—HRXR—Z2 =N AL =V H$—ERANIZHDLHT —H,
BX OGRS Z [ REICT 2L ) Y —ZA~DT VB ANKEERABENHVET, 757
K77V r—yay a7y A M2, 77— a OBREORIHIEREEAIZBEET 2
MBERBO (F71ZENUTD) 777 KEPG BNEEhEd,

2777 K EPG ZIROWFT NI > THRMIETE £

AT 2T TV r—v gy (DNSH—RRSAP 77U r—va/ey) ( [CisoAPIC
REST API Configuration Guide] @ [Tenant Policy Example] Z£f8) |

BT AMEEE (ST T AT I F v E)
o T —HbE X —DOEENOLEAT (DMZ 72 E)

cVITURATITANT IV F Y ETT T NOFREMMEMNT 5 Z & 2RI L 7= AH4%k1b
D JH]

929K ITVRKRA N TIL—T
I REZRKRA LN INV—T (/79 REPG) I, RV — T NVORLEERALT

7 FTT, ROKIZ, EEIERY U — (MIT) NOT 7Y r— 3 7 5% KEPG DO
reTrF o NOMOF 7TV zr DR ERLET,

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .




Cisco Cloud Network Controller K1) — EF)L |

B /sorzortqrron—7

R6: 959K TV RRAV T NL—TF

* [Eachboxisan abject
+ Solid linesindicate that objedts contain the objects balow

* Introduced in Release 5.1{1) *+ Dottedlines indicate a relationship
= 1 indicatesone Lo many; non indicates many 1o many

777 REPGIE, =V RARA V NOESEZEDARTEGwMIT T 47 4 ThOEHNRA
TVl FTT, TURKRA Y ME, Ry NI —Z IR INDT A ATY, T2 RRA >
MI, 72 (OD) . v —Yar, B (R=Ua oy TF L d) 286, K
BT, U RARA L FOT RLVAZHDHZ LT, LOTXTOID OFEMICT 7 AT 52
&%T%i# 777 REPG X, WHBIUWME MR Vb e ichiishEd, = F
RA L FOFNIE, A F—Fy b EOY— i~ A=V H—ER F70037
FSAT VIR EENET, I RFEPGHOTZY RRA L N ANy A3, A FIvr
FIFAZT 4w 7IZTEET,
ACLZ Y RAVTIANTITFYIZIE, RDIATD7 T FEPG 2 EHDH I ENTEE
j—

VI URTURRA L Z—T (cloudepg)
-7 ‘7 }“571‘1&51‘/ ]\7\]‘\0/]) s ITn—7 (cloudExtEPg)

VTR P —EATY RKRA V h Zb—7 (cloudsveerg) @ U U —A51Q2) THASH
F Lz, OV TIX, 77U K —ERX > KRSV b I —7F (353—) |
EHELTLIEEN,

779 NEPGIZIE, X2V T 4 F-Tv A4 b AV 7 — X od@moRY) v—
FEEEFFOT Y RARA MR EENET, =2 FRA 2 MIANNICERERS I OEHIND DT
1272<. 779U FEPGHNICEH E S, ZA—7¢ LTEBEINET,

RY =327 77 REPGIZEASINET, lx D= RARA » MIEH I D Z &IidHxtic

HNFEHEA,
750 K EPG OFENFIZHIPDOLT, GFENDIZ RFA 2 MZZ T 7 REPG AR Y —M»N
wWHINET,

TS5 RALTFTARNT I F v ~D WAN — X EEET. AT ¢ w7 75 KEPG &1
TDHERED1ODOHITT, VI RALTTANT T F ¥ ~D WAN V— X a BT DI

. Azure [d] [T Cisco Cloud Network Controller 11—+ — 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller X!) — E£FJL

55 K-

559 k4—ExTy kKA bk T—T [

. BEEMAT SN TWD WAN Y 7Ry RNOZ Y RiRA v F & ETe cloudeExtEpg 7 7 7 R
EPG 2 HEANKELET, VIV KRA VT TANTZF ¥IT, =0 FARA  bOEERTA
THA T AR T LI, R A EZELTY 7Y FEPG DT RARA » MIOWNT
FELET, TURRA U FEEETDEE, VT RA T TANT I F XX, FRICESH
T cloudExtErg 7 7 7 REPG RV U—%@HLE T, =& 2. WANEEGRZ 94 7 QBT
7V r— a3y (cloudepg) 7 7V REPGHNTH—RNEDTCP v a &G T5 L,
cloudExtEPg 77 ‘7 FEPG (i\ cloudEPg 77 '7 ]\ EPG Web ’H_‘—/\‘ e 0)@1%753ﬁéi E)ﬁf”:\ %
DI IFTAT N RRA L MRV —2@EHLET, 7947 M —_"TCPEY 3
VDY I IAT U R —ROMOBENKTTHE. EDO WAN T RARA 2V MEb
VIITURALTITARNT I F Y RNICHFELER A,

Cisco Cloud Network Controller 13— RKARA > L7 ZZFEHA LT, = KRS N2 7 T
7 FEPGIZEIV Y TEJ, =2 RiRA v kB L7 ZITHARIC, CiscoACLIZ Xk » TEFLE N
5 Azure VNET IZEIV B THNFZI T U R A LV AZ LV AICK L THEITEND —HED/NL—/LT
T, TURRA LM AVAZ AL HT D RARA N BLI X L=, O R
RA " E7 T REPGIZEIV Y TES, = RiRA 2 b L Z XX, Cisco ACI Tffi fi 7]
RERBMER—2AD~A 70 BT AT —va ATV ET,

EXTIVRERAVFTIL—T

JY—251Q2) THASNEZZTU R —ERAEPGIX, 77U K XAT 47 £ —FK
=T A DY —E ALV AZ L AEITT L RRA  hDa vy v a v aEEGi il & inditg
A THLERNRA T V= N T, ZOHE, =2 RRA Y MIFFEDO—E X A VA
VARRLET, 72 xE, SQL Y — =3z KA A b ERAR I, SQL —R—D =
L7y g I — A RRA VN IA—7%R LET, —E 2 EPG Dof| & LT
T, AR = T hoavsay, KeyVaut 0L 7 a i Enbdbb 9,

P—E R EPG IZIE, W O DFEAEDEENRH Y £,

cH—EXRZAT: ZORMIEL, IA—TENTVWDL I T T R —ERADZ A TEHRL
F9, FIAAREZ2 Y — B A OFEEHDFITIX, Azure SQL, Azure Containter Registery.
Azure ApiManagement Services 72 E 23 & 0 £9, —E X ¥ A 7 CustomiE, H— K 3—
T4 P—ERAEPG KT D L SIS ET,

cBRSA T ZoRMIX, - RAEEMTLIEEET AR LET, LUR IR
B2 A 7T,

DIV RIRATA4T : ZOXATOREMTIE, h—ERFZ TV RTa (4 —D
Xy NI =7 TA LV AZ A EN, P—EREMEHT L2V E2ET 7V r—
TaEY— AR EELET, 2 xE, Azure A L — T RS Azure I
H® VNet NIZHFAET DHE0NHV, AL —Y arv T VIZT7 7 8AT 572000
URL Y £7°,

[V59 K 24T« TEERE (Cloud Native Managed) ]: Z D ¥ A 7 DR TIL.
P—E AL VNet 7213V 7 % b TH v A Z oAb &N E T (Cisco Cloud Network
Controller 41 L TER S VET) . 72 & % IX. Azure Kubernetes cluster (AKS) 13,
Cisco Cloud Network Controller {Z X » CEH IN BV 7% v MIERTE £7,

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller K1) &— £7)L |

B /5o v—exzorkrv -7

e H—K/N—F 1 ZhiE., —F3—F ¢ (Azure LIS} DA @ TH—E R %
BUELTWAREBTT, 20O —E2~DT Vv AL, 94— U o 7G4 @
CCigtanE7,

cTHOERBAT : b= A~DT 7B RAFGEERLET, HEHARERT 78 A XA 71
‘DL TI,
e NTY WY - P—ERTL, B Y TOENTZRTY I IPT FLRAEFEHLTT
TRATEFET, FFEDOYV—ERAD/NRT Y w7 IPT RLAHFH~DT 7 & 2L, NSG
JL—IL D Azure [ —E 2% 7| ZfEH L TITWET,

e TSAR—F BB TOHENTNDETTARX—=KIPT RLAZMEHLT, —E A
5177122“Cé° i@—o :@%” n glf@i\ @Eﬁﬁ‘ Cloud Native EJ:U Third Party 0)1};'7
G TTANR— R RRA v OERRZE L TfThivE 7, Cloud Native Managed
BEEOEE, 794 _X—FIP IV —ERZLE>TH TRy FIP AL—ZANBE) Y
ThivEd,

AIOFESREXCTHHLEL 2, REDEMZYA 7, BLXOKERZ A THOREDT 7
T RAATOBNE—ERAOFEH T R— FENET, kOEIT, FV—ERAOFET
PHR—=FINTWBEBAOFES 7 7 B AOBEOFEMEZ R L TWET,

Y—ERZA4 T JOonNg 5— B2 ATI70R 247
ID29RRAT4T | V59 RRAT4TE | H—FNI—T 48D
B8R
Azure Storage Blob Microsoft.Storage T _— K L L
Azure SQL Microsoft.Sql X7 Y s L 2L
(Public)
« TTAN— ]
(Private)
Azure Cosmos DB Microsoft.DocumentDB e X7 L 2L
(Public)
« ST AN—|
(Private)
Azure Databricks Microsoft.Databricks %7 U w2 (Public) o« T A _X— | ML
(Private)
AV R
A =]

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller /R') &— EFJL

559 k4—ExTy kKA bk T—T [

Y—ERZA4T

JOnNA H—

BRRATI7TOER 4T

D59 FRA4T47

D9 RRAT4TE
HEXR

HY— RNR—TFT 1 8D

(Public)

o« T A _X— |
(Private)

Azure Storage Microsoft.Storage TV L 2L
(Public)
7T AN— ]
(Private)
Azure Storage 7 7 A | Microsoft.Storage T A R— | 2L 2L
L
Azure Storage ¥ 1 — | Microsoft.Storage 7T A =] 7L 7L
Azure Storage 7— 7 | Microsoft.Storage 7T A NR— 7L 7L
L
Azure Kubernetes Microsoft.ContainerService | —° 5 A ~=— k o« T A4 R— | BRI
Services (AKS) . o
e NRNT Vw77
A= ]
Azure Active Directory | Microsoft. AAD %7 Y w2 (Public) o« T A4 N— | ML
KAL Y H—FER (Private)
RAVADRSE R
A ~_— b
Azure Container L2 | Microsoft.ContainerRegistry |« /X7 » 7 7L 7L
A kY (Public)
« 7T A X— L
(Private)
Azure ApiManagement | Microsoft. ApiManagement | /X" + 7 (Public) o« T A4 N— |k ML
H—ER (Private)
RAVADRSE R
A ~_— b
Azure Key Vault Microsoft.Key Vault X7 w7 2L 2L

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .




B /5o v—exzorkrv -7

Cisco Cloud Network Controller K1) &— £7)L |

HY—EXS4 T O H— B4 TI7O0R B4A4 7T
D959 RRAT4T |99 FRRAT4TE | H—FIR—F 18D
o
Redis ¥+ v a Microsoft.Cache ML « T AR— | BARP
e RXTVNwr LTT
A= b
ARBELY—EXR e NNT VN w Y ML TT A NR— |k
(Public)
« TTAN—= ]
(Private)
cH—ERXIVFKFRAV LA =R RRA LV MI, BEFEORL I (75
7 REPG BIRTHEHEND) & UTICUV R REINTWATFLWFA TOE LY X 5 F
AL C®IRTE E,
e JY—R& - H—E R UV —ZADLH]
cJ)Y—RID: VY—ADI T RKFaxfZ—0ID
sURL : =t R&#HHT DA VT AE7IXFQDN (FI7 A4 _X—K Vo7 =AU 7T
AL Azure TEAHINET)
WOFRIT, FEBOFETYHR—FENTWATZ L RRA Y N LI XOEEMERLE
@—O
Y
GE) DI RIXAT 4T (XTVwr) BEZA T 511G
WL, WMOBICFEHEN TWETA, BRIZA TR KR
A ML FEYSR—=FLTWNR2WNEDHTT,
B4 4 7 25 Hh s IP 1J)y—X4%4 |')Y—XID |URL
D59 RRAT4T (F53A4R—F) |Y Y N Y Y N
959K 3R T4 TEERR N N Y N N N
H— R/S—F 4 8D N N N N N Y (774
Sl U
7 BRI D
i )

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)




I Cisco Cloud Network Controller X!) — E£FJL
$—tx 24720t |}

259 K HY—EREPC DEEBES L UHIREIE
779 R —ERXEPG M L TV OHEIE. TRy T EDNSGHEMEZ AT D LE
MY ET, FMICONTEL, X2V T4 Z—T d4X—) | 2BRLTIEE
Y,
H—ERX 24 TIZDLVT
FEDOY—E R & A FIZEHOBMEREZLLTIZR LET,
s Azure Storage (39 ~X—73)
« Azure ApiManagement J—E A (40 ~2—7)
* Azure Databricks —E A (40 ~<—7)
* Azure Active Directory K A A > #—E 2 (40 ~—2)
« Azure Kubernetes % —E 2 (41 <—)

e Azure Redis & v v o= (41 _—72))

Azure Storage
Azure Storage 1 —E A Z A T1I, IRD 4 OOH T X A TITHHETE 5 Ry —E R XA
7T,

* BLOB

s 7y A

* T—T

® Queue

— %72 Azure Storage Y —E A X A T2 LT, IROETH—E X EPG 2T D56
cH—EX 24T : azure storage
« B4 4 7 : cloud vative
cTHOERBAT : private
WIZ4>DTFTAR_X—K = RIRA VI, FERDO4 00T XA TOFNFNICH LTI
O, ZOY—EREPGIZXx L THEBIICHER SN ET,

7272 L. X0 EB{EHy7 Azure Storage r—E R X A T EFEH LT, ROMETY —E R EPG %1
T 251, RO X HITLET,

cH—ERXRZALT . IO —ER XA TDIH 1D
® Azure Storage Blob
® Azure Storage File

® Azure Storage Table

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



B v—cx517007c

Cisco Cloud Network Controller /R') & — EFJL |

¢® Azure Storage Queue

° Eﬁﬁg *( 70 . Cloud Native

M 771’.’Z 9’( 70 . Private
WIZ, ZOP—ERAEPGDZDRFEDY T XA TIZH LT, 1 ODDT T4 _X— | =2 RKRA
¥ NOHNEEBRNIER S ET,

JEBHZ A 7 cloud Native TT 7B A XA 7 public W DA, KFED 4 5D Azure A h L—
VYT H AT (Blob, File. Table. Queue) IXFFRIINABWVWZ EIZEELTL &N, Zh
X, Azure ' —E R XN A L — BT X A TEATIERWNZDTT,

Azure ApiManagement 4 — E X

Azure ApiManagement (APIM) H—E A A A X > A% VNet ([ZEFT 521, oD
Azure b —E AT 7 BEATELHERHV £, THEITIHIITIEL, ZOT 7 BAZTFAIT5
X2 VT TN—=T N—= Tl T LT HLERH) ET,

Cisco Cloud Network Controller lXZ & HEIfL L, Z 212U A MESNTWAAL— L EERTEL
Er

https://docs.microsoft.com/en-us/azure/api-management/
api-management-using-with-vnet#-common-network-configuration-issues

Azure Databricks 4 — E X
Azure Databricks (Z1%. RO H DN MLE T,
D —ER~DT 7 TR

o 7 X FDY Microsoft ICRAESNTWAERHED 2 >OY 7T %y K

Azure Databricks DIFa . RO ZITVVE T,

o — b X EPG Z#5R53 DRI, Azure Databricks " —E RAEHIZ 2 2OV 7 R v + ZHERL
THUENHY £,

« P—E R EPG AT DL XL, 200 —E RV TRy b —HIEL-DICMHHE
N52o00%—bE 2T RRA v b BLI ZERTAIVLERSY 7,

Bl Ri&RA v s L7 ¥ %4 LT Azure Databricks — "2 EPG TH 7 % v h23ik
Bl&315 &, Cisco Cloud Network Controller 1Z3 7 % v M & Azure IZE(EL. Z 212V A Mb
ENTWAIL—LERER L E T,

https://docs.microsoft.com/en-us/azure/databricks/administration-guide/cloud-configurations/azure/
vnet-inject
Azure Active Directory K4 A > H—E X
Azure Active Directory K A A > #—E 2 (ADDS) (ZiX, RO b DPNLETT,
DY —ER~DT 7 & A

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)


https://docs.microsoft.com/en-us/azure/api-management/api-management-using-with-vnet#-common-network-configuration-issues
https://docs.microsoft.com/en-us/azure/api-management/api-management-using-with-vnet#-common-network-configuration-issues
https://docs.microsoft.com/en-us/azure/databricks/administration-guide/cloud-configurations/azure/vnet-inject
https://docs.microsoft.com/en-us/azure/databricks/administration-guide/cloud-configurations/azure/vnet-inject

I Cisco Cloud Network Controller X!) — E£FJL
gus 1 Fizouc |

TRy RBRERBASNTWD L EIL, V=T 4 T T—=TANYET Xy MIT X v FEN
TWEEA

YT Ry NI ONV—T 4 7 T—TNVOBEMNT BT DT 7 v a vidk, P—EAXEPG &
iRk L7=%% . ADDS % BB 500, Azure R—HF VA& L CETTHLENRH Y £, ER
MET LIS, V=T 47 T—T N %Y T3y MR T £,

Cisco Cloud Network Controller [X, Z ZIZU A RSN TWDHL—LDT7 0 s T 37 % HEe
LET,

https://docs.microsoft.com/en-us/azure/active-directory-domain-services/network-considerations

Azure Kubernetes —E X
Azure Kubernetes "— " A2 (AKS) 2%, MO —ER~DT 7 ANRNETT,

Cisco Cloud Network Controller 1%, ZZIZU A RSN TWAHL—LDT7 0 s T 37 % HEe
LET,

https://docs.microsoft.com/en-us/azure/aks/
limit-egress-traffic#required-outbound-network-rules-and-fqdns-for-aks-clusters

AKS Y—t & EPG DB OV TIE, Y —E R EPGHSG] (367 2—) &L L2
AR

Azure Redis ¥+ v a

Azure Redis ¥ ¥ v ¥ = |ZiX, MO —ERA~DT 7 B ABLETT,

Cisco Cloud Network Controller [Z, Z 22U A FENTWAL— D707 Z 307 % HEE
LET,

https://docs.microsoft.com/en-us/azure/azure-cache-for-redis/
cache-how-to-premium-vnet#outbound-port-requirements

BEZ A4 FI2D0\T
KR DR & A 7R OBMIE A ML FIOR LT,
cITIRIAT 4T (4] )
c U TY R RAT 4 TEERE (43 )

959K AT47
IDOXATDORERTIE, Y—ERFI T R =Dy NU—F TA L AX A E
N, = REEAT L2V ERET IV r—va V-2 E2EHLET, =& 2
Azure 2 b L— 77 2 BN Azure JEH O VNet NICIEET DA RHY . AL —2 o
TV T IR AT HIZDOURL WY £97,

WIZ, 770 8 RXAT 4 TIRAZ A 7O — X EPG Ol 2R LET,
cH—EX 24T : Azure SQL

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .


https://docs.microsoft.com/en-us/azure/active-directory-domain-services/network-considerations
https://docs.microsoft.com/en-us/azure/aks/limit-egress-traffic#required-outbound-network-rules-and-fqdns-for-aks-clusters
https://docs.microsoft.com/en-us/azure/aks/limit-egress-traffic#required-outbound-network-rules-and-fqdns-for-aks-clusters
https://docs.microsoft.com/en-us/azure/azure-cache-for-redis/cache-how-to-premium-vnet#outbound-port-requirements
https://docs.microsoft.com/en-us/azure/azure-cache-for-redis/cache-how-to-premium-vnet#outbound-port-requirements

B =ss51700<c

Cisco Cloud Network Controller /R') & — EFJL |

BERSAT IV TU R AT 4T
cTIOERBALT : 774 —}

OV TN T U A TR, ZDIEE RO EZITVET,

1.

3.

Cisco Cloud Network Controller GUI C, Azure SQL +— Y X EPG I L > CHEHEIND V7 T
URarTXAN T T s AMITTAR— K VT TOVEERLET,

Cisco Cloud Network Controller GUI ZfifH L7227 I KR av T % A b a7 7 A ILVOVER
(127 2%—=) OFINEEFEITLE T, Azure SQL —E A EPG (sor-prL72 &) THEH I
BT TFTARX—=K VT FTULEERLET,

Cisco Cloud Network Controller GUI T, ¥ —t 2 ¥ A 7 Azure SQL O ¥ —t X EPG % 1Bk
LET,

DT A —F ZF LT, Cisco Cloud Network Controller GUI & {5 ] L 7= ¥-— & % EPG
DOFER%E (100 ~—2) OFNEIZHENE T,

s H—EX 24 7 : Azure SQL
BBAAAT VT URNRAT 4T
cTFTOERBAALT : 7T 4 _— ]
ZOXA T DY —E A EPG EEKT H T R AD—HE LT KRSV b LY 2%

R 25618, SQL Y — "—D@Eb2fE s — &5 X HIZ=r RARA » b L7 2 &t
AL ET,

7LC k %_51\ ProdSglServer & A 5 %ﬁﬁ@ SQL “‘j“_‘/\_‘%@?ﬁjﬁé%é\ﬂi\ /J/—(@ J: 5 c:@?ﬂ
LET,

o X— Al
« JBEF : equals

. 1|E . ProdSglServer

Bl LT, 770 R7TafZ—nY Y —Z1ID
/subscriptions/{subscription-id}/resourceGroups/ { resourceGrouName } /providers/Microsoft .. Sgl/servers/ProdSal Server

A LTCSQL —N—%@EIRT 25515, RO XD ITRRL 7,
«F—: JY—X1ID
« JBHETF : equals

. ﬂ_ﬁ . /suoscriptions/ {subscription-id} /resourceGroups/ {resourceGroudene } /foroviders/Mi crosoft . Sl /servers/ProdSal Server

Azure R—H)LT, 777 FND Azure SQL V VYV — 2 & #k L £,

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)




I Cisco Cloud Network Controller X!) — E£FJL

g1 7100 [

930K R T4 TEEXMR

ZOXATOREMTIE, h—ER X VNet 72TV 7Ry N TA U RAZ U 2{LELE T (Cisco
Cloud Network Controller Z47 L C{ER SV ET) , 72 & 21X, Azure ApiManagement Services
I&. Cisco Cloud Network Controller IZ X > TEHIN LAY 7Ry MIEHTE £7,

WIZ, 779 KX AT 4 TEBRNRERY A 7 OY—E 2 EPG OF &R LET,

« H—ERX &4 7 : Azure ApiManagement Services
BERAT 270 N AT 4 TEIEKG
cTFTOERBAALT : 7T A4 _— ]

OV TN T U A TR, ZOIEE TROEREZIT OV ET,

1.

Cisco Cloud Network Controller GUI T, Azure ApiManagement Services service EPG (Z X - T
FHIND7 70 K arTXA N 7a7ry A M7 Ry ML ET,

Cisco Cloud Network Controller GUI 2/l L7227 7 U K a7 X2~ 7'rn 7 7 A LOAERL
(127 =) OFNA%ZFEIT L £, Azure ApiManagement Services service EPG (72 & 21X,
10.50.0.0/16) Lo THEHINLIY TRy hEMK L ET,

Cisco Cloud Network Controller GUI G, #— & X # 1 7’ Azure ApiManagement Services service
EPG ZAFp L £,

WDIXF A —F ZfF LT, Cisco Cloud Network Controller GUI & {5 ]l L 7= ¥-— & % EPG
DOFERLE (100 ~X—2) OFNEIZHENE T,

« H—ERX &4 7 : Azure ApiManagement Services
BRASAT . 77U N AT 4 7TEHXIG
cTFTORRRAALT : TT74_— |
ZDEA T DY —EREPG T H T 0 AD— L LTy RRA U BL Y Z %

T 55 81%. YUOFETIZ IR avT®A s a7 7 A MY TRy b E2VER
L7 ESIEALZIP T RLARE KT AL RRA U L X2k LET,

72 21X, BUOAT v TR ENZHEFHL T, 2O —EREPGIZH L TZDxT
VRRA UL ZERERR LET,

e F—:IP
« JBEF : equals

« { : 10.50.0.0/16

Azure R—H )L C, 7 7 U KD Azure ApiManagement Services V ' — XA &ML L £ 7,

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller K1) &— £7)L |
B ex205co0—7

txa)TFTq4 JIL—T

Azure Tl 2O X2V T 4 JA—T%EH LT, KXy hT—2 (VNet) WO XK v
hO—27 NI T7 4y BEEBIOHIEL £,

RV NIT=U XTI —T Xy NTV—27 X2 VT4 ZL—7 (NSG) (%
Azure THEH S, Azure VY —R L DOy NU—2 NTT7 4 w7 %7 4 VAL
F9, NSG 1T, ZEBIOREOEX2V T 4 RV —2ERTHEOICHEH S, W
SOMOFEED Azure V V) —A~DA NV R Ry NT—F NTT7 4w 7 F13%EZ
MWHEDT T INRY Y KRRy NT—7 N7 4 w7 a3 EGT58X2 Y7 41—
AREENRTWET, L= T eIz, #MELEEFEL F—h BLXOT v ha Vi lE
TEET,
Cisco Cloud Network Controller Ci%, NSG [ZZMNTIESWTHBIICHERR SNV E T,
TN —Savtexal )T GN—T 77V r—varvxa 0T I—7
(ASG) % Azure TEH &4, ABE~ > (VM) NIC TEITSNLT 7V r—a iz
o TR~ (VM) NIC #2270 —7fb L, ZNHD T NV—FZHSNTHRy T —
I X2 VT4 R) =2 EHRLET, ASGIINSGNTZINOEDEXR 2T 4 R v—
BEEFEL., Ry FT—7 X2 UTF 4 L—IAEEEDODT—ra— REFMEEA~T D
ITN—F AT 50 IE T,

Cisco Cloud Network Controller TlX. ASG 34 EPG DT RABRA > FOIWNETH Y . NSG
X2 VT 0 R o—OFEFxERIIEEE LTERENET,
INo0eXa VT 4 TA—TOWHFEE~ Yy 7T, V) —RIZL o TR 77,
e JU—2512) LVHTDOY U—R : EPG = & ® NSG ik (44 ~—3)
e UU—R51Q) LI : 73 v b T & D NSG ik (45 =*—2)

¢ U U —R51Q2g) LA : [ VNet NO VRF[H{Z2 > 7 7 RO IPR—AD/L—/b (46 ~<—
V)

1J1)—X512) KYRIN'Y) 1J—X : EPG Z & D NSG #£5%

VU—25112) LVAETDOY U —ATiX, Azure ® NSG & Cisco Cloud Network Controller ® EPG
EORIZIXH 1Oy B TRHY T (ZNOLOHARIT, 2O FR¥a Ay F2KT
NSG-per-EPG #k & & AL ET) . Cisco Cloud Network Controller EPG ¢ Z 31 5 ¢ NSG
X, EPG IZBEAT T SN2 ESW X2 U T 4 — AR EINTWET,

VU—25112) EVaiDOY U—ATiX, Cisco Cloud Network Controller ¢ EPG Z1ER%T 5 & .
WD Azure 2 R —F 2 MAMERR S IVE T,

e LU RIRA LV N BL I ZIZESNTEH EPG DT X THOZ RARA » MERIFRE~ Y~
NIC Z 7 V—{b 3 5 7-DIZfEH S b ASG

« =D ASG WD T XTOD NIC {IZBEEfIT HiL, TDEPGDEXR =2V T 4 R V—EHEKE
9% NSG

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller X!) — E£FJL
txaysso0—7 |

1J1)—R51(2) LAFE : Ty kT & D NSG 1R

U U —2Z51Q2) LA, LARNZME A T& 728EFED EPG Z & D NSG #ERRIZIN 2 T, Azure ® NSG
I Cisco Cloud Network Controller - EPG TiZ<< 47Xy D11 D~y BT HED
TELTEET (INLOERIZ. 2D FF = A P2 T, NSG-per-subnet#5% & L THEE
NET) . T 74/ FTiE, NSGiH VY U—2R5.1) LAK:D EPG (2 L THERR S < 7220
NSG 2% D EPG ® ASGIND =T RKiRA v FEB X O'VMNIC IZBHHEAHT a7z F LT,
Kbz, EY 72y FONSGIZIE, 7Ry N T RARA v MBI SN2 ASG D=
cZ 7 MZESLSTRTOLV—ANEENET,

BTy T L DNSG R DA . Cisco Cloud Network Controller T EPG Z# {ERkT 5 & . kD
Azure = AR —X 2 FMERR S L E T,

e TV RKRA U BLY ZIZHSNTE EPG DT RXTHOT Y RiRA v FEEIFBE~ v
NIC # 7 N—7ft T 57 DI S5 ASG[U UV —A512) LVRETO U U —ZANEH0
ASG OEMEIFEAMICET SN EHA]

s ZDEPGDEFX=2V T 4 RY —EFERM LFIT 52, Cisco Cloud Network Controller
DEHT D VNet O 7 % v MIBEERMIT 5D X 91272572 NSG

PO SN RIZHE
* Cisco Cloud Network Controller TE&# X 7172 VNet N3 XT D EPG (21X, VI BERr
FHNTZASG R H Y . EPG HICHER SN RRA v kL7 ZIZESNTTRTO
T RRA L IR —FENET,

« Cisco Cloud Network Controller CEELEI 72 VNet ND T XTOHV 7% v ML, NSG 3B
HAHT BILTWET,

2L

7Y —27 4 —/ RE72EH LU Cisco Cloud Network Controller BRI DT 7 4+ /v NREIX. Y
Ty FTEDNSG T, ZOWEETFHTRET HHE, MO XIITH LY TRy k
ZEDNSGHEREIZY U —R5.12) LIED W EPG T & D NSG #ipk A @®IRTx 7, 7=
2L, WS ODOHBENL, HILWH TRy FTED NSGEREZEIRT S Z EaBEd LE
7

e H IRy FTEDNSG HERLAMAT S &, VNet WO NSG O3 v . @ sy v —
BRZT VB RATEEEOYT Ry FRHDIEONL—AEHEY £, Zhizky,
il % ® EPG £721X ASG [Z~ v B> 7 &2 NSG Tk, 7% v Fd 120D NSG
TIRCON— N %ETF =y TEDH2H, BHNREHIR0 ET,

c F—E REPG A L TWAEAIL, TRy FTEDNSGHER 2 HT2LENH Y
9, FEMCoOVWTE. (79 R —E R RRA R Z—F 352—) | &
ZHRLTL &0,

EPG Z & ONSG £7-13% 7 % v b Z & O NSGHEZ A 2h F 7213 gh2 3 5 FIEIC SV T,
Cisco Cloud Network ControllerGUI #ffH L7= % v hU—27 X% = U T 4 Zv—T7 Ok (120
A=) BEZERL TN,

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller K1) &— £7)L |
B sscssunNscoxEBEL SIREE

1)1)—Z51(2g) LIB% : EIC VNet NHOVRFREIO > RS9 FDIPR—ZXDJL—)L
UU—Z51Q2¢g) LVAITTIE, 22D EPGIZa> b7 7 bRV, AL VNet lIZdHDNERD
VRFIZE LTV 555G, ASGR—AD/L— /LM S, £D VNet THRA F & TS VRF
MOWEEZANZLTWE LTz, Azure TIET X TODNSG D/L—/LT100ASG DR H O |
WRPUZ Lo TE (T2 2T R TOHAEF - R LT 12D VNet Bd 2HE) . Z Ol
FRICT CICET D AR H Y £7,

VU —2Z51Q2¢g) LAk, 2 OO EPGIZ=2> 727 EBRBH VAL VNet IZH D0, ¥7e 2 VRF IZ
BLTWDGE, IPN—ZD/L—/LMER S 4L, £ D VNet TAHRAZ TV % VRF WO IE(E
EAMICT L9100 £ L, AL TA00 O IP T RLAZHH— F T Bl S
NET, TNOHD P N—=AD/L—Vid, Bhshicoy FRA P EZITEPG THEA SRS
BT Xy b LI HIZESHNTOVET,

ASG 5 L U'NSG DFEEEH L HIREBIE
LIFIX, ASG 3 X TUNNSG O EHIH & HIPRFIE T,
«5.12) LVRIOY V—ADEEFEL HIRHFE (46 <—)
e U U —2512) IO EFHE L HIRFEE (46 X—)

512) KYRTIDY ) —RDFEFIBELHIREIE
YUY —25112) LVaEiDY Y —RTiL, Cisco Cloud Network Controller ™ NSG 7> EPG ~®D
Yy BT OBPYFR— RS THET,

1J1)—X512) LIFOFEEEEFIREE

« J U —2R51(2) LI, Cisco Cloud Network Controller ® NSG 2> 5% 7 % h~dD~ » B
THYR—FENTWET, 2770, LW TRy F T & D NSG HRE7-IXEPG Z &
D NSGHERD TN EFH TX E79 M. AU Cisco Cloud Network Controller 3 A 7 AlZ
WFEEDHLZLITTEERT AL

+ Cisco Cloud Network Controller TEF X415 VNET Tix, 7 %> FZ L1121 DD NSG %
B CEET, VT Fxy FOTNA—T T LIZ1 DDONSG &2 FFo Z &1L, Bl Tl Cisco
Cloud Network Controller TV AR — F INTWHEHA,

BT 7 AT T A —INIREDINARA— T34 A TIE, NIC IZ NSG DRt S E A,
YT Ry NEIFTIEHDNAA NN — TR AR DGE. 5T 3 ADIRA A )L—
N—IH TRy FNOTRTOZ Y RiRA v Mo sh x4,

X)) T4 IL—IL

NSG DEF =2V F 1 L—/F. FNOHMNEPG T & D NSG HERDO/NL—ILTHHH), 7%y
FZEDNSGHERDONL—ILTHDLNTEL > THRRY EI, 2HEOEROEX 2 T 4 L—
JVORFRIZBET 5 E R E WL, = DA A =L EHIBRD U T — T,

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller X!) — E£FJL
VIR TF FuTIL—REREEY LT L— ik b Nes BifE ]

*EPG ZLDONSG X2 UT 4 L—b (47 2—2)

eV T Xy PZTEDONSGEFX 2T 4 L—/L (47 _X—)

EPG CEDNSG X T4 L—IL

« EPG & #7727 Cisco Cloud Network Controller TEFIN D L. NSGEF =T 4 L—L T
SIREND ASG DT RARA > BRI SN D E ) MR <. ASG Z k{5t &
O LTHATANSGEX 2 V7 4 —ANFICT el I 83 nEzd,

«VRFElzv T 7 FOBE -

eV Y a—<EIITu A X —EPG OWT BT Ty MHESL v R A
Vh LI EEGRATIES. = RRA LV FOBRBICERZR S, EPG L7 )
OV TRy e LTERLERITERAEZRFONSG X = U T 4 L— A RNFIZTS
077 a3NET,

e Y a—<EI T AAL E—DEPG Y T Ry MIESK U RRA BV
I BEFER LRWEGE, = RARA Y FORHIZIECL T, = KRS FDOIPT R
VAZRBEITBI ORI L THEHATAONSG X2 U T 4 —ANT e s T AS
nET,

« 777 R EPG (cloudextipg) 23EAfRT 294 M= b T 7 MHICER S Lz —
Nl T RRA L MBI ENRD Z ERLERNC T 7T L8N ET,

IRy FTEDNSGEFY T 1 IL—IL

EPG D NSGtEF =2 UF 4 L —/iF. EPGNEDH TRy NTHORLL L 1 HODO=y RRA
NEBRHTAET, 7%y F R—ZADNSG TFuarl I Lh3NEHA,

VIO T7 7T L—RFERIXZTDUT L—FIZK 5 NGS Ei1E
JU—A512) EVATOY U—ATENSG ZEDEPG Vv BT OHRNYHR—FEINTE
D.NSG LDV T3y b=y ZOWR—FNY U—2R512) LA CERAREICRR - 72
72, FFEDOKRMTY 7 N =T %27 v 77— RERIF T 7 L— R LELAIZ, BFED
VAT MERREE DM TOND AR H Y £T, ROEZ > arTiE, ZhoDRHE, 2
SOT T T L= REIIF T T — REERICRET DUERH D Z LIZHOWTHB L E
D

V7 T T w77 L—KRIZLDNSG OEE (47 <—)

« VT M T BT L— RIZk D NSG OEME (48 X—3)

VI T7 TvFTTL—FIZTk % NSG DENE

JY—=Z512) X0FTOU V=205 U —2Z 51Q) LEE~DIERET »~» 7 7' L— RE2ETT 5
LUV U—251Q) XVEIOY V—RATHAHR—PFINTWZEPG Z LD NSG < v B2 7 &Affi
AL THREINZENSGIE, Ty 77— R Z20FEFEKRY £9, T, EPG Z & D NSG

Azure [[] [T Cisco Cloud Network Controller 21—+ — H A K, 1J1)—X 250 (x) .



Cisco Cloud Network Controller /R') & — EFJL |
B o977 —rErrEYU T L—RI2k 5 NGS BitE

FEFY TRy FTE D NSGHEROWTHMARY U —RX51Q) LIFETYAR—FEhTWnbHiz
W, VU —RZ51Q) E~DIERET » 7 7 L— R& RT3 25 L. W EPG Z & @ NSG ks
HEICHRFF SN D 72D TT,

72720, 7 xRy T EDONSGHERRIZITR SRS 5720, ZnbOFSZRHT 512i%,. EPG
TEDONSG kAT TRy NTEDNSGIZAEBRTHZ xR LET, I FXE72NSG
R OFERIZONWTIE EX 2 U T ¢ Zv—7 (44 %—2) %, EPG Z L DNSG 72347
v b T O NSG WD F M FE 72T NI BT T 2 F87R 12D T Cisco Cloud Network
Controller GUI Z i L7=% >y hU—2 X 2 U T 4 ZTA—T7 0Ok (120 —) ZHHL
TLTFEE,

7y 77— R&IE, W EPG Z & O NSG HALE 72138 LW 7 Rk > b T & D NSG #ERk D
WP EFEH X £, AU Cisco Cloud Network Controller 3 A7 ATl 52425 2
LIZTERVWZ EICEE LT ES Y, SFHMICOWTIE, TASG B L UINSG OEEHIHE &l
REFEIH (46 ~—) | #BRL T ZIN,

7272 L. Cisco Cloud Network Controller GUI Zf il L7237 7 v THERCDAERL (133 X—)
DFNAEZHH L TREFED Cisco Cloud Network Controller # % %X v 7 7 » 7 L\ Ty T T L—
NEFITL, Ty 77— F‘f(ﬁ C/“ I T T ENTMEREA R — N LESE, YT F b
T L O NSG AU BB A 12720 . U EPG I & D NSG HERK iﬁfbw;ﬁz vy hTE
@ NSG R B B ﬂﬁ&éhi@“

VI b2z T7 B9 L—FIZk% NSG DENE

VU—ZS51Q) LIENS U Y —RZ51Q2) K VFiDOY V—RX T T L—RTH5E51F, 7
Fw FZTEDONSGHEKREZ, VU —A51Q2) EVATOY U —ATHHR— I TV EPG Z &
D NSG I TFEN CRERTLERH Y £,

VTN 2T BE T L — R AHIC, 7%y T & O NSG #AkH 5 EPG Z & D NSG
WRICBAT T 5 — ki 7o 22 IR LE T,

1. V7 =7 %UU—X51Q)UKENG VU —A51Q2) LVAiDOY Y —RIIX T T L—
K42 HijiZ, Cisco Cloud Network Controller GUI ZfffH L7=%* v b U —2 X2 UF 4 7
N—T O (1205—2) TSN TV A FIEZEH LT, ¥ 7 %> b T L DONSGHE
NI LET, CiscoCloudAPIC V7 =7 1%, # 7%y hTEDNSG~w v BT
M6 EPG &L DNSG v B I ~DOBITEHBBLET,

2. BATHETTAETHEDbLET, ZDOH4. CiscoCloud Network Controller ¥ 7 b 7 = 7 1%
7 xy FZTEDNSG~ v BT Fr A0—#L L THER SN T TDNSG & Hi%k
L. EPG Z & D NSG ~ v B ZHESHICH LVWNSG ZAER L £77, BT % T3 2R
o7 —ReEFITLEI ET5HE, =7 — A vbE—UNERI4, CiscoCloud Network
Controller Y 7 h U =7 id, ¥ 7Ry h v BT TEDONSGNHEPGwy B 7T L
DNSG ~DZDBITHETTHET, XU T L—REHITTHZEEFAILERA,

. Azure [d] [T Cisco Cloud Network Controller 1—*'— H 4 K, 1J1)—X 250 (x)



I Cisco Cloud Network Controller K1) — EF /L

avrso+ B

A\

GE) GUIZHLTH DL —KRKTHLEIC, BITWRE T T DRI 7 by =T OX T
TJL—RelAhdl, =279 —RXAvbv—UnRFRINET, 7272 L, RESTAPIZfliH LT
Ao TL—RTHL&E, Y7 =2TDEI T L—RERTECHLoT— A vk—
VIIERENETA, TOTD, ZOX D RIS DA X, RESTAPI 2/ L TY 7
Ny =T HZ T L —RLARNWZ EaBEIO L ET,

RESTAPIZFEHLTY 7 "y =T 52X 77— Rt 55813, RO MO #EH L E
7,

hcloudReconcileDone

REST API %@E}Eﬁ LT 517 ‘/7 L— ]‘%“f%‘ﬁ?ﬁ—éﬁm:\ 7013 /\05: A sgForSubnetModeConverged
D [yes] ICRESINTWVWAZ ExMERLET,

3. VATALMNWEPGZEDNSG v B I ~OBITZIEFEICE T Ll L 2R LD
[Cisco Cloud Network Controller for Azure f > A h—/L A R 2@ HEINTW B FEE
f#if] L. Cisco Cloud Network Controller ¥ 7 b U =7 &2 X U 7L — RTEFET,

. —
A Rl &
7 REPGIZMA T, 2927 b (vzBrcp) IRV > — FEFNLDOF— 4T/ T
T, 77U REPG N7 5 v KEPG ElETHIZIE. 22 T 7 ROA—VITHE D LEN

HFEI, ROXZ, FEERYV— MIT) N2> FF7 7 voFarE T+ oot~
Vxl bEDRERERLET,

®7:avk30 K

Contract

h -
L n L

* Introduced in Releaze 5.1{1)

Legend

- Eachbex is an abject

+ 5ol linet indicatethat objects contain the objedts belaw
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= 1Iinindicatesane to many; nin indicates many to many
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7o & 21X, TCP 7A— bk 100 ~ 200, 150 ~ 250 /% 100 ~ 250 |ZHH SALE T,
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7B E . PR SN D BHE /A6 TP 1 [1.2.3.4/32, 0.0.0.0/0] TldZe <AEEIZ/R D £9°,

DLTOHNE, 20 F5 27 FCIBLOCQIZH S, BPGL T W hRT U R L—L EEE ST~
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Contract Cl:

Consumer: EPGl , Provider: EPG2
Filter: TCP (ports 53)

Filter: UDP (port 53, 5000)

Contract C2:
Consumer: EPGl , Provider: EPG2
Filter: TCP (ports 80, 8080)

EPGl outbound rules:

EPG1 -> 