R O—DEHRTE

e RY—E 1 —)
» Crosswork Cloud Network Insights 8 U & — (1 ~X—3)
» Crosswork Cloud Traffic Analysis 8 U > — (6 ~X—7)

o ~
w)—DOREE

RY =T I7—0iF, THILRVEMEZEET 208 TEET, ZHUT, BXONLORE
A, BEOHDN—T AT ITAET 4, BEORy NV IHROMEELFET S
DIZESNEHET, RV o—%HTHZ LT, xy NU—278E Ob—T 4 7 OIEHME, #
HAERE) R —TxFET, N —%2{ERTHI21F, LEWVEERZEEL T—#EDO/L—/L
FEFZLET, VB EAL, LEWVEEZBZZ5E. Crosswork Cloud (5D >
RRA L MIEETEDT I7—2%52T7 7T 4712 LET,

AT 4 RUT, IROWT DD Crosswork Cloud 77 r— g ZBEHL T, R o—
FERG, BE, £EERLET,

» Crosswork Cloud Traffic Analysis— - [%E (Configure) ]>[HR U — (Policies) ]

« Crosswork Cloud Network Insights— E& > [i% & (Configure) >[4V >*— (Policies) ]

Crosswork Cloud Network Insights 7R ') & —

Crosswork Cloud Network Insights7< ') & —® B0
A

B BACLoTE HLORY —2ERT 20 TIERL BEORY o—28RL, bTFhk
EREEMRATANE D DR RR L bH Y £, FMITOWTIE, Crosswork Cloud Network Insights
RY—FEH 4~—2) 2ZRLTIEZSIN,

| wyv—onz W


b_cisco-crosswork-cloud-user-guide_chapter18.pdf#nameddest=unique_80
b_cisco-crosswork-cloud-user-guide_chapter18.pdf#nameddest=unique_80
b_cisco-crosswork-cloud-user-guide_appendix1.pdf#nameddest=unique_156

Ry s—nEgE |
. Crosswork Cloud Network Insights7R ') & — @& 10

RTYT1 AL T4 RUT, >[§§HE (Configure) 1>[A Y > — (Policies) |DNEIZZ UV v 7 LET,
ATw 72  [HAVU—%BM (AddPolicy) 127V v 7 LET,
ATY T3 ROVTNDORY —F AT 57 Vw7 LET, TI—LHAT

* [ASN7R U »— (ASN Policy) ]

[FvT7 4y ARY — (Prefix Policy) ]

« [T AR Y v— (Peer Policy) ]

RATv T4  [400 (Name) | 7 4 —/V RTHRI > —4E AT LET,
ATy TE KU —NOL—VEK LIz & EICBMEZET 2T RRA > F2BINT 512X, [=2 RRA
> h@EM (Add Endpoint) (%27 U 7 LET,
RAT9T6 TLT7 47 ARD U—OEREZRIRUSGE1E, [HESNDHAS/SATT 1% (Expected AS Path Editor) ]
v/ ar T, ROT7 4=/ RIEEZATILET,
« [31E7CASN (Origin ASNs) ]: L7 4 w7 ANT RANX AL XE N5 /— FThD ASN H(E T,
o [7 v A KU —LASN (Upstream ASNs) ] : 1 75 > 7°HiiD ASN,

« [RE (Configure) 1%27 YV v 27 LT, A&7 AS XNAD/RE—2 % NS LET, Crosswork Cloud
Network Insights |£, f5& SN2 ASNDNF—2 (BESIND ASEZOY—r U ADIER) &, 7
RANRE A XENTZT VT 47 AD AS RAZL L, —HL2WGAICHRELET,

ATy FT1 b= Rules) |7 a T, Pb—/DEM (AddRule) 1227V vy 7 L, R —IZ@HA+T5 1o
PLEDONV—NZBRIRLET, 77 —2O5MICONTIEL, 77 —20MBEZZR L T I,
a) (FL7 497 ARY —DLHEDH) FFED CrossworkCloud 7 27V 72 3 Tk, [TXTO
E7 (AllPeers) [ & [¥A ET (MyPeers) | D2 ODF V7 4w T AR — —)L T3 %
ERCTEET, VYT A2V T a T IToDFT Y arDFRR[AET (MyPeers) [/L—/UIET
M5O BGP EHDOAHENE TN, [T3TOET (AllPeers) | IEZETRBIOZ a— LT D
® BGP BHITHEVET, E T DB

T T 47 AR —IZEDDLTXTONL—LE2F AL, [IR1E (Save) 1227V v 27 LET,

W rUs—onE


b_cisco-crosswork-cloud-user-guide_appendix1.pdf#nameddest=unique_159
b_cisco-crosswork-cloud-user-guide_chapter8.pdf#nameddest=unique_39
b_cisco-crosswork-cloud-user-guide_chapter40.pdf#nameddest=unique_160
b_cisco-crosswork-cloud-user-guide_chapter16.pdf#nameddest=unique_48

| Rus—osz

ATvT8

ATvT9

ATv 710

ATy TN

ATvT12
ATv7T13

Crosswork Cloud Network Insights7R ') > — @3B0 .

1: TLITAvIRRYI—IL—IL: [TRTDHOET (AllPeers) |ELV[RAET (MyPeers) ]

Add Policy Prefix Rules

Select rules to activate for this policy

All Peers My Peers

[] AS Origin Violation ["] AS Origin Violation - My Peers

[] AS Path Length Violation [ | AS Path Length Violation - My Peers
| New AS Path Edge || Parent Aggregate Change - My Peers
[ ] Parent Aggregate Change [ | Prefix Advertisement - My Peers

[ ] Prefix Advertisement [ | Prefix Withdrawal - My Peers

[] Prefix Withdrawal [ | Upstream AS Change - My Peers

[] ROA Expiry [ ] Valid AS Path Violation - My Peers
[ ] ROA Failure

[ ] ROA Not Found

[ ] Subprefix Advertisement

[ | Upstream AS Change

| ] Valid AS Path Violation

=N T e, WERELET,
o L=V A% (Enabled) ] (57 4/ k) 7 [#%) (Disabled) |1 2&fE L £,

s [fifR3 5T (PeerstoResolve) |: 7 7 —AZETHINIFFEDA X NERHTH20ERSH L —E
DT OHFAEANTILET,

s [FNUT—F2ET (Peersto Trigger) |1: 77 —2% b H—TFTBENEFEDA X2 M EBET 24
ERHL - BEOETOHEATILET,

[PETTF 4 (ERE)  (Severity) 1: 7T —2DYETFT ¢ (EKE) LNLEZBRLET,

[T> RARA > b (Endpoints) &2 3> C, [Z2 RARA > hDiBI (AddEndpoint) 127V v 7 LE
R

[ RARA > h¥ A7 (Endpoint Type) | KRy T XD YR RNLTZY RRA V "NEA T HBRIRLE
TO

[T FARA > b (Endpoint) | 74—/ F&22Z U w27 LThb, BFEOTY FRA V FERRT 50, [T
v RARA > @B (Add Endpoint) (%27 U w7 LT, #ER7 4 — /L RIZATILET,

TV RFRA Y MIVOTHHERETEET, sFICO VL, @Y RARA > FOREESH LT E
W,

[AE (Notes) ] 74—/ RiZ, HERAEEZANLET,

[f~1F (Save) 1227 Vw7 LET,

wRyv—oxE I}


b_cisco-crosswork-cloud-user-guide_chapter18.pdf#nameddest=unique_161

ZFwT1 A v vye, B> e

. Crosswork Cloud Network Insights 7R 1) & — D& E

Crosswork Cloud Network Insights 78 !) & — D & IE

Ry s—nEgE |

RY —2FoR, AE, FFERS 21T, ROFIHEZFEITLET,

(Configure) >[4 Y v — (Policies) |DNEIZZ U v 27 LET,
ATy T2 HESEET D, FRIFEBICGENEZFRT AR —D4R%2 27 U v 7 LEd, Crosswork Cloud Network

Insights TlX, RORITRT LT, AU —ICETLFEMBARRINET,

R1:R)O—DFEBDT «—)L FICEET 5578

27

TJ4—ILF

B

S

EZ (Overview) ] ¥ 712i%, 18
ELERY — BT 25N E
ENTVET,

[#8E S 115315 TCASN  (Expected
Origin ASNs) ]

RV > —OVERRFRIZHRE L 72 ASN
F1Z501%. Crosswork Cloud Network
Insights 25 8E L £,

[HESNDT v 7 A KU —ALASN
(Expected Upstream ASNs) ]

RY ¥ — ORI IEE L2 T >
7' A U —2 ASN,

(G272 AS XA D% — > (Valid
AS Path Pattern) ]

RY —DVERRR IR E L72A %
12 AS ISADINE —

JL—)

AU —HNOL—LDU A K,
Crosswork Cloud Network Insights T
X, BNV—NDT I T 4 TIRT
T =D L HN— BT
LEMAFRESNET, V=D
FrEDT 7 — L& FRT HITIE,
WENINDN—)V T[T 7T 4 773
7 Z—2A (Active Alarms) ] %7
Vo2 LET,

TL74 99 R (Prefixes)

[F'V7 4 w7 A (Prefixes) | %7
Wi, RV —IZBEEAHT s
TVT w7 AT DRSS
FNTET,

TVT7 4 w7 A (Prefix)

TVLT 47 AIPT FLAN—E
FRENET, LT 4T AD
PR A FORT DI, IPT KL A
7 Vw7 LET, FEMIZONT
X, V7 g v AOFEROERTR
EZRLTIEIN,

EBMOF VT 4y 7 AERY) —
(N7 % el = S A P AP G/
AM Y > (Link Prefixes) ] %7
Uy LET,

57

TUT 4w 7 AZBEEM T ST
TN —ERRINET,

W rUs—onE


b_cisco-crosswork-cloud-user-guide_chapter10.pdf#nameddest=unique_118

| Rus—osz

Crosswork Cloud Network Insights 78 1) & — D& E .

-

J4—ILF

B

7o5—L

[7Z—2 (Alarms) ] ¥ 72iZ,
BEATT Hiie T 7 —AICBET 5
R E ENTVET,

7 I —LDOWRHAEE (Alarm state)

WDOT T —ADREONT N E
7V w7 LET,

[T T 47 (Active) ]:
Crosswork Cloud Network
Insights Tl&, EENERLTY —

FENFIT_RTOT I T 47
BT T—ADY A NRFRS
hi ‘j—o

o (B 7 (Acknowledged) ] :
Crosswork Cloud Network
Insights Tl&, BJENENLTY —

h NI T RN TOMERF AT
T —LDY A INBERRFINE
R

« 8% (History) ] : Crosswork
Cloud Network Insights T,
(A LT L—A

(Timeframe) ] Ku v 7% 7
U ARG IR TRTHEPH 2 45 7E
TEDEET 7 —LDY Xk
MERINET,

7T — AEHERELIFAX—XT
HIZiX, TI—LORICH D
Frxv IRy I ABAFNZLT,
[#e#8 (Acknowledge) ]| F /=i [*
X —X (Snooze) [&#7 Vw7 LE
R

7T T —LDFEHN (Alarm Details)

T T — L OFEH,

b —

TI—LE RN —L=T L
7 4 w7 AFET1E ASN,

JL—/L (Rule)

E L —),

# 7 (#Peers)

BNRELVR—bMLEZET O,

PETTF 4 (ERE)  (Severity)

RESINTEZT T7—LbDUETT 4
(ERE) LU,

77T 4 74t (Activated)

75— L DIEAIEL,

#3C (Notes)

a—HFRAN LTI AE,

RKys—nEE [}



Ry s—nEgE |
. Crosswork Cloud Traffic Analysis 7K1J & —

ATV T3 RV —%EET 5%, [fWE (Bdit) 1227V v 7 LET,
a) MEILUT, @M=y KRS b, BELBIOT v 7 A MY —LASN, AS/NANRZ — BIO
N—VEFFHLUET,
b) [fR7F (Save) |27 VU v LET,
ATy T4 RV —%HIBRT 21201%, [HIFR (Remove) 1% 7YV v 7 LET, HIRZMHET D720, FRE [HIBR
(Remove) [ &7 V7 LET,
ATy s BHFEOR) v—%2av—42512iF, [ER (Duplicate) 127V v 7 LET,
a) T7ANETE, LAY —DLFNX [2E— (Copyof) | TIHEY ., ToBICERSNZRY
= DARIDHEE T,
b) MEREHEZMZ T, [BRFF (Save) 1227V v 7 LET,

Crosswork Cloud Traffic Analysis 7 !) & —

Crosswork Cloud Traffic Analysis7R ') < —® B

Crosswork Cloud Traffic Analysis (%, KD 2 >DHR U > —% HEFNAER L £7,

« 77— 7 = A $%#5i : Crosswork Cloud ~~@ Crosswork Data Gateway D%t &€ =% — L £
—a_o

o T3, ADOFEGE © Crosswork Data Gateway ~D 7 /3A ADHEfi A T=4— L £7,

TX. RX, BIOV Y RT VT 4 v 7 ADEHEEZET=F—FTHBMORY) —%{EkT 5
WZiE, RO FIEZFATLET,

\}

CE)  BHRCE->TE BLOWARY =2 ERT20TERS, BFEOR Y —2 B8R L, D
EEAMATNE D DRRARZ L bH Y 3, FHMIZ OV TIL, Crosswork Cloud Traffic Analysis
RY = (7T~—2) 2ZRLTIESI,

AT 1 AL D4 RUT, EE>[§§7]'§ (Configure) ]>[H Y v— (Policies) | DIEIZZ U v 7 LET,

ATv 72 [KY—%BM (AddPolicy) 127V v 7 LET,

ATv 73 [4Al (Name) ] 74— /L RTHRY —HEATILET,

ATy T4 [NV AH— (Triggers) 1 T. [/L—/L DB (AddRules) 1 %7 U 27 LE9,

ATFY TS ERTAA U F—T oA AR =R L ET,
[A8—T AR TXEMZE (Interface TX Utilization) ]: #EFT7 7 1 v 7 iEREE=F—L &
7T

W Ky —omE |


b_cisco-crosswork-cloud-user-guide_chapter8.pdf#nameddest=unique_79
b_cisco-crosswork-cloud-user-guide_chapter8.pdf#nameddest=unique_82

| Ruv—nE
Crosswork Cloud Traffic Analysis 7K 1) & — D &2 .

[A B —T A ARXEHZE (InterfaceRX Utilization) |1: ZE 7 7 4 v 7 IEREE=F—L F
—é—o

[TV T v 7 AMEME (Prefix Utilization) ]| : ¥ ¥ U AR7 VT 4 v 7 ADMEHRLE=4—LET,

ATFYT6 N—NTLiZ, ATAXEHN LT, TI7—2% M) T—T5MHEORHA L BEE L ~LEEELE
7T

ATv T [Next]#Z7VUv7 LET,

ATy 78 [FT—% (Data) ] T, B (Add) 1227 Vv 7 LT, T=H—F5( 4 —T A AEBTRLET,

ATV [T=HF =DM 07 —T A ADER (Select Interfaces to Monitor) ] ~2— TR /R I N D FERITHE,
GEM (Add) 1227 Vv 7 LET,

ATY T [T7 = (Actions) | T, OLb— B bUH—SNRIZ) BETDHTXCTOEMY A TREREIN
5 F T, [EMOENM (Add Notification) (%27 VY v 7 LE 7,

RTYvITN [fE1F (Save) 1227V v 7 LET,

Crosswork Cloud Traffic Analysis 7R ') > — D&
RN v—% R, AR, FITERTLITE, ROFIHEEZFETLET,

ZFvTF1 ARy, B> e (Configure) 1>[A Y v— (Policies) |DIEIZZ UV v 27 LET,

ATV T2 F— b U AEERARY —F 37 A RERAR Y O — 2 AR T 512, ENENOT > R T [FEA
(Details) 127 Vv 7 LET, FEMIZOWTIE, =Moo A8t BLO (571 2085 25
LT 7EE,

ATY T3 a—PF=PER LAY o—2E FH 3T 21T, RV —4%2 Y v 7 LET, Crosswork
Cloud Traffic Analysis Ti&, IRORIZART L IIC, R o—IZBHT 253FMPERINET,

R2:KR) —DEMD T «—)L FIZET S5

27 J4—ILF SiER

M= Triggers ZORY —IZRESNLTNDA

[MEZE (Overview) | ¥ 7L, 8 ;&_7I4} APV—NVERAL

it LTk U o — (BT RS o

ENTVET, F—x ZORY V—DE=H —H R A v
H—T A ARKRLET,

7 7 >3 (Actions) ZORY —IZEEINTWVSHT

vV RRA v hBIERRLET,

Ky —DRE
|


b_cisco-crosswork-cloud-user-guide_chapter8.pdf#nameddest=unique_79
b_cisco-crosswork-cloud-user-guide_chapter8.pdf#nameddest=unique_82

Ry s—nEgE |
. Crosswork Cloud Traffic Analysis 7/R') > — D&

27 J4—ILF ERBA

734 [75—2 (Alarms) | OREES 7 | RDT T — LAOREDWNFHNE

[7Z—2 (Alarms) ] ¥ 7I2id, 7V w7 LET,

AU —ICHEMTF ONTT T — [T F 47 (Active) | : L

LT AN G ENTWE BT TY — R S _TD

R TITATIRT T—LDY A
MRFRENFE T,

o [fERBH 7 (Acknowledged) ] :
ESENANL T Y — e T
TOMERBEHRT 7 —LDY A

FRFRRENET,

 JBIE (History) |:[#A L7
L' — 2 (Timeframe) | K& v
THE ) ARG R
HIECEDIEET 7 —LD
UARMBRFERINET,

77— AEMHERETIIAX—XF
BITIE,. TT7—20ORIZH D
Frzv IRy AEF N LT,
(17 (Acknowledge) | 721 [A
X—A (Snooze) &7 U7 L%
R

ATy T4 RYo—%2EFET LT, [#RE (Edit) 1227V v7 LET,
a) MEIZLLT, /A F—T A ANV—)b, TE=H—HRA L F—T A A, BLORESINTZT R
RA v MRmMEEHFLET,
b) [fR1F (Save) 1227 U7 LET,
ATy FE R —2HIBRT D12, [HIBk (Remove) |27V v 7 LET, HIBRZMRET S0, FE[HIRR
(Remove) | #27 Vv 7 LET,
ATV T6 WHEORY) —Eabr—+ 5%, [ (Duplicate) |22 VU v 7 LET,
a) F7ANBRTIE, HLORY O —DL4HNE [ — (Copyof) | THEY ., FOHICERENI-RY
= DARIDEE T,
b) [fafE (Bdit) 127V v 7 LCREREFEETo720, R (Save) 1227 U v 7 LET,

B Ruo—o%E



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



