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% 4: Crosswork Cloud Trust Insights 7 5 — s

T— U= A4k (343 ~—
V)

THRAAFATAY 7 4 ¥ 2
L= a YOEH (357 ~—
V)

N— RT =T OFERMEDRGE

TRA ADOFRME (345 ~X—
)

F XA AD SSH AR A b F—i&
B

=77 A

WIS T S A AGEH | R mUEORIE (361 ~— |3y 7 — P ORRGE

(353 X—Y) V)

T A AGEREE R BRI DT /A AFERA & R 7 7 A v
(363 —2)

FRTDT 5—LOER

TIT A4 TRTT—=hF, R —DOWFTHNORMENm-SND LAERSILET,

[77—2 (Alarms) | X—Y TRATDOAEMEOSH 57 7 — L0 ERRT DI,
(25 X—=2) ZZRLTIIZENY,

LD

75—

AT TN A4 T4 RUT, [E=4%— (Monitor) 1>[7 7—2 (Alarms) [ DJEIZZ Y v 7 LET,
ATv 72 [77—24 (Alarms) | X—V D EIIZHLIRONTNDIDOZTE2 7Y v 7 LET,
[T T 47 (Active) 1: TXCODT VT 4777 F7—LDY A MPRERII, BERIEMTY— &R

\i—a—O

o [#eR25 7~ (Acknowledged) | : BENANLCTY — F ST X TOMEGRE ST 7 — LD Y A FRFRS

NET,

« &I (History) ]:[# A A7 L —2A (Timeframe) | Ky 7% 7 U X M bRHIEHEATRE CE 5
BIET 7 —LBERINET, FHMZONWTL, 77 —2BEOFR R 28X—) 2L K

S,

ATy T3 FBIEEZIFIEIETHE2 Y — FTEET, WTFNhOFORH LI — Y LE&bY., EFREND FTRAE
7YV LT, Y= HMNEEEET LN, 7ANEZV L TTEH57FA N AN LET,
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| #vro9—v0E=%
75—soimnzr [l

ATV T8 7T — AEMERBEHOREIZT DL, T7—20RICHDR Yy 7 A% 7 U v 7 LThD, [HER
(Acknowledge) 147V v 7 LET,
AT TS —BICT 7—2DT7 77— e8IET 5121, TI7—20RRCHDIR v 7 A% 7 ) v 7 LThb, [AX—
A (Snooze) |27V v 7 LET,
a) 77— LEAX— AT HREMHEIFAZEINL, [AX—X (Snooze) ]%7 VU v LEF, Crosswork Cloud
TiE, BIRL7ZHM., 207 7 —20@HILEE I EEA,

7 5 —LDFHEDRT

FrEDT 7 — LT D mE R rTE £,

ATV TN A A=a—nb, [E=%— (Monitor) ]>[7 7—24 (Alarms) |DNEIZZ UV v 7 LET,

ATV T2 FEMEERTIHEDT 7—2% 27 ) v 7 LET, [77—L5EM (Alarm Details) | _X— VRN FERINE
R

AT9 73 AEBCHLRZ L EFEHALT, 207 7—LIBEET HROBIEONT N EETTEET,

» Cisco Network Insights D5 51%, [7' V7 4 v 7 A/ASNZ R Y =15 H|ER (Remove Prefix/ASN from
Policy) %27 Vw27 LT, 77— NI H—L7ET V7 4 v 7 AFEITASN ELV— L ERY —n
HHIER L £, Traffic Analysis <° Trust Insights D353, [V > —OfF4E (Edit Policy) %2 U v 7
LCRY —IZEEEMZET,

e [AX—X (Snooze) %7 Vw7 LTC—HHIZT 7—2DT7 77— & EILL, TI7—2EAX—XT
25 IRFTAIHAPH 2 IR T, [AX—X (Snooze) | %7 U » 7 LE¥, Crosswork CloudiZ, IR L7
M., 207 7 —L0@HAITHELEEA,

T I =L AX—RATH L TIT—LX [T 7747 (Active) 17 7 —L_X—=VN0 [MEREHRT 7 —
2 (Acknowledged Alarm) ] ~—ICBEI L7, [7F—L4 (Alarms) | > [EE (History) 1 # 7 C
X, 77— LDIREED [A X —RXEH (Snoozed) JIIEREIINLTEY | ZOIED F FI1T72 5K DR
ENTVWET, AX—A LT IT—2E2F v AT 5120%, [7T7—20FM (Alarm details) ]5—
PIZERY . [RHEFR (Unacknowledge) 127 U v 27 LE9,

« [#78 (Acknowledge) 1&7 U v 27 LT, 77 —LZMEREADIREBIZLET, ZhiE. 77 —L0%
WS, MERRSND Z EEERLET,

TI—LEMRTHE, TIT—LX [T 7747 (Active) |7 7 — L=V 0 [HEGBTE
(Acknowledged] ~— 2@ L £ 9,

AT T RONTNNDOXTH 7Y w7 LT, 7TI7—AIBET2EBMEREFR R LET,
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v rkI—o0E=4 |
| RN

75— LBEBEDORT

[7 7 — L@ (Alarm history) | ~S—ICid, FEHEIPAZIEE CEZ 2BIET 7 —ANRERI
F9, T 74NV NTIE, 7T ARO[ b (EVENTAt) (OB TY—hENET,
T T —LDEREIZIX, TDOTA TV A 7 AFICRE LT R COREESBNEGEINET, 7
T—LEELa— FFEFEINEEA,

ATV TN A A=a—nb, [F=Z— (Monitor) ]>[77—2 (Alarms) (DNEICZZ U v 27 LET,

AT T2 [#A L7 L —24 (Timeframe) | Ry 7 X7 A Mnn, HOBIBAZRBIRLET, Vg v RUNFEH
S, BN LZFFM#EHEO 7 7 — MERSE RSN ET,

RAT9 T3 [74VZDENM (AddFilter) |7 ¥ A NaRRTHEEDINE T 4 VE ) 7 TEET, [7 4 VX DB
(AddFilter) 1227 Vw27 L, Z4NE VT TEHTHRA M2 AN LET,

ART9 T8 [ZA L7 L —2 (Timeframe) | Ky 77X T YA NT, IROZ AT OWTnE 7Y 1 - IRE A
£9

s [BID I A% <A X (Customize Columns) |: 7 7 A4 /L N Tk, FEHAMER TR TOIIRERINDL D
JTEH Y EHA, FIEEBEM, HIFR, R ANFEZHIE, o4 T v a v EBIRLET,

s [CSVDOT 7 AR — K (ExportCSV) |: B — RSN TNETRTCOITETT AKR— M 5I121F, 2
DA T a @R LET,

GE) n— RENFITIE, BERTRENTWDITTHY . BHOBIEO—ERITE R W ATREMEN
HDFEFT, FICAZa—LTBHLE, IHIZELDITEr— RTEET,

« [T—TIVERE DA (Save TableSettings) |: W AX~A A LTeT —TIVREERFT HITIE, 204
Tra U EBRRLET, ZICE, FEOY A REE . FIOBEIMEZITHIR, BsIOwEH Iz«
NEWNEENET, BINCT —TIVRELZRLA LK, [T — 7 VEREDHIFR (Remove Table Settings) ]
FREL [T —TVEREDEH (Update Table Settings) ] Z IR Tx £,
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ASN DE=4

¢ TXTD ASN DFor (29 X—Y)

« ASN OFffiIDFR R (30 ~—2)

« ASN OBEE DOFERE (30 ~<—2)

« ASN 7 7 — L DM (31 _—2)

« ASN BGP HHDOFEM (32 ~X—)

« ASN MRER 7 7 ADFER (33 _—2)

« ASN ROA DFfffl (33 <X—2)

¢« ASNRPSL 8L v (35 32—3)

*«ASN N7 7 4 v 7 OFFMOFER (37 X—)

« HK ASN EHDFER (ASNL—F 4 > 7 LFR—1) (38 <—)

g NTOD ASN DFERTR

WOFINEIZHE > T, T3TD ASN #F R TE £,

ATV TN AL U4 RUT, INEV—T 1> 75347 (External Routing Analytics) 1> [E =% (Monitor) ]>[ASN
(ASNs) 1 DIEIZZ U v 7 LET,

Crosswork Cloud Network Insights TiL, ROFNIIFRNPFE RS NET,
* [ASN] : ASN,
« [RVU > — (Policy) ]: ASN (ZBEHE AT DAY v—,
«[# 7 (Tags) ]1: ASNIZBESTITHNTZ 7 DY A |,
[TV T 4 77T 7 —2 (Active Alarms) | : ASNIZESEA T DNT=T 7T 4 77T 7 — LD,

[ETT 1 (EKRE) (Severity) ]: ASNIZBEEN T b LD T 7 — L L~Ub ([5 (High) 1.
[ (Medium) ], E72E K Low) ] &

[ DT VT 4 77T T —2 (Last Active Alarm) | : ASN BRI I SN DT 7T 4 T2 T
F—LDT T—hEAT, H, BEZ,
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v rkI—o0E=4 |
B ssvozaozs

ATvT2 BEOT VT 4 v 7 AT HFEMEELERT DL, ASNEZ 27U v 7 LET, ASN OFEMOERR (30
NR—=) EZRLTIEIN,

AT9F3 HLWASN BT 5121%, [ASNOE=4 (Monitor ASNs) 1% 7 VU v 7 LE7, stz o>V TiE, B
T5 ASN BT (733—Y) 2B LTSN,

ASN D+l D =R 7R

AT TN AL T4 RUT, [FMEA—T 4> 75387 (External Routing Analytics) ]>[€ =4 (Monitor) ]>[ASN
(ASNs) (DIEIZZ Vw7 LET,

AT9 T2 FFED ASNIZBT 2582 R RT5I121E, ASN&EZ Y v 7 LET,
ATv T3 ASN BT 232 RRT D121, kOWTNILDOXTE7 ) v 7 LET,
« I (Overview) ]: ASNIZBHT 2EHHNE TN TOET, FEIC OV TIL, ASN OBEZ O
B0—) L TITEIN,

«[77—2 (Alarms) ]: ASNIZEH# AT BT 7 — 2 OFEMA#RAE L £, FEMIC OV TIE, ASN
T T —ALOFM 31 =) EZRBLTIEEN,

[FT7 74 v 2 (Traffic) ]: ASN TETSNTWD T 7 ¢ v 7 ICET a2t L £,

« [BGP¥ %1 (BGPUpdates) |: 77 —2L% b U H—L7=BGP ¥HICET 258G TN C0ET, HM
IZOWTIE, ASNBGP HHTOFEM (32 X—) WL T Z3V,

k=1

« [Fa%8 7' A (Looking Glass) ]: ASN DR T ADERN G ENTWET, FEMICOWTIL, ASN
W7 7 ADFM (33 =) ZBBLTLIEEN,

« [ROA] : ASN IZBHATIT B 72T _RTCOBEMO ROA IZBET D3I G EN T ET, FElic >N T
X, ASNROA OFEfll (33 X—) ZZMMLTLIZEN,

« [RPSL] : ASN(ZBS#fHiF B3 7= RPSLT —Z W& N TWET, FEMIZ W TIL, ASNRPSL /3L v
Y (35 —=) LTI,

e[LHR—TF (Reports) ]1: 2D ASN THEHAEER LR — 2 —EFRRLET, LE—F2RETDHIC
X, [RE (Configure) 1% 7 U v 7 LE¥, FMICHONTIE, ASNALV—T 4 7 LAR— FORE (213
N=) ZEBRLTIEE,

ASN D #EE D &4

ASN ODEEDFEMA KRR T HITIX, A T4 RUT, BNV —T 1 > 7547 (External
Routing Analytics) ]>[E =4 — (Monitor) ]>[ASN]DJHIZZ UV v 7 L, ASN D4fi%x 7 U v
JLTHE, [MEE (Overview) [ ¥ 7 %227 Vw7 LET,
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| #vro9—v0E=%

Crosswork Cloud Network Insights CiX, IRDFEIZRT X 912,

B

ASN 7 5 — L DFFHH .

ASN OWEEDFEMINF R S E

R 5: ASNHEEDFMD 7 « — )L FIZBIY 5589

J4—ILF nBA

Vo7 &R Y — (Linked |ASN (ZBEST T HNTZRY 2—,
Policy)

% 7" (Tags) ASN [ZHH SN D 2 —FRED X 7,

®EOT VT 4 TIRT T — A
(Last Active Alarm)

ASNICBHERHT SN EBEDT 7T 4 TIRT T7—2bD 1) A
ko

W57V 7 4 7 A (Originating
Prefixes)

ASN DRIET VT 4 v 7 ZADH,

2 (Summary)

E7 OHBNARLE & E R~y T R B UERT — 4,

IRR/RPSL 5 —4 (IRR/RPSL
data)

ASN @ RPSL & Z#&fit L =9, Crosswork Cloud Network
Insights TiX, ASN OF#HZ R L2 RPSL 7 —# X— AN
FoRENET,

Crosswork Cloud Network Insights 1%, ASN 22H%(5 S5
BERNRT VT 4y 7 ADY A M ERF L. 4% RPSL
La— ROFHE LT, BEITCASNDB—ET 50089
WEPIWTLET, [BRRPSLT V7 4 v 7 AN v

(Valid RPSL Prefix Coverage) ]1L. 'L 7 1 v 7 A3 RPSL
T—HR—=ATREINTZH D LA U ASN » LF(F Sz
Z & % Crosswork Cloud Network Insights 23RGE L 727" L
T4y A AR LET, RPSLOFEMAFRRT DI,
Foar )y 7 LES, FEAICOWTIL, ASNRPSL 73
LyY (35_—Y) #ZRLTIEEN,

v'7 (Peers)

ETOHE, BT OEHERTY T, ETOREAD
Ea—%RnRT D12, [T—7 0 (Table) 1227 U v 2oL
£

¥ (Notes)

ASN [ZRBHHEAT T BNz —TRED A E,

ASN 7 5 — LD

ASN 7T T — L DM & FRRT DI

IZ. AT 4 RUT, PMBV—T 4 75347 (External

Routing Analytics) ]>[E =4 — (Monitor) |>[ASN]DJEIZZ V v 27 L, ASN O4fi%E 7 U v
JLTD, [T77—2 (Alarms) [ X7 %27V w7 LET,
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B asneer =ziosa

2y kT7—v0E=4 |

Crosswork Cloud Network Insights TiX, KROKIZTRT L HIZ, ASN DT 77— LADFEHINER S

NET,

K 6:ASN 7 S5 —LDFEMD T «—IL FICET 558

J4—ILF

B

7 T —ALDKEE (Alarm
state)

WDOT T —LDIREOWNTN»EZ ) v 7 LET,

«[7 277 47 (Active) ] : Crosswork Cloud Network Insights
TiE, BRIBATY — SN T_XTCOT I T 4 TRT T —
LDY A NBERREINET,

o [FEFB¥E A (Acknowledged) ] : Crosswork Cloud Network
Insights Ti, HBIENALTY — b SN2 T X TOMERF AT
F—2bDY A SNERINET,

7 T —ALDFEM (Alarm
Details)

T T — L DFEH,

# BT (#Peers)

BRAEZLR— LT O,

YEIT 4 (HKRE)
(Severity)

BEINTETS—L2OVETT ¢ (BERE) L,

777 4 74t (Activated)

T T — LDIEAERA,

38 (Notes)

2—HPFRASI LT T —LITBHT D A E,

ASN BGP 1D

ASNBGP EH DOt A& F£orvd

DI, AT 4 RUT, PMBLV—T 1 > 75387 (External

Routing Analytics) ]>[E =% — (Monitor) ]>[ASN]DJEIZZ V v 27 L, ASN O4Hi%E 7 U v
7 LTHh 5, [BGPHEH (BGP Updates) 1 ¥ 7% 7 U v 27 LET,

Crosswork Cloud Network Insights Tix, WD FEIZRT X 912, ASNBGP FHOFEMAE R I

i@—o

% 7:ASNBGP EFT DD T 1« —IL

FIZBEY %50

TJ4—ILF

AEA

A N7 L —2L (Timeframe)

[# A L7 L —2 (Timeframe) | Ry 77X 07U X b
BAEABRLT, A4 L7 L—2%&RELET,

7 AS (Peer AS)

BGP EH #%15 LT AS,

V7 4 w7 A (Prefix)

BGP T DZETIZ /> TCWAB T LT 4 w7 AIPT KL A,
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| #vro9—v0E=%
asn gz 52038 [

Ta—IL K B

AS /XA (AS Path) AS V=T 4 T IRA,

23 2= ¢ (Communities) |ZI==T DO 2@ GZEYUT25HE) .

HH DX A7 (Update Type) |BGP DX A 7,

AT A (Last Updated) AilElo> BGP BT D H FE,

ASN &% T 5 R D £

ASNIREZR 77 ZADFEMAFRTT DITIE, A4 U4 RUT, PMRV—T 4 > 7 53#8T (External
Routing Analytics) ]>[E =% (Monitor) ]>[ASN (ASNs) [DJIEIZZ VU >~ 7 L., ASN D4 Hi%
7V w7 LT, [ 27 7 A (LookingGlass) | ¥ 7 %27V v7 LET,

Crosswork Cloud Network Insights TiX, IRDOFRIZRT L 912, ASN ORFE T T A DFEMIN R R

SNFET,

KRB ASNIBRFETSADT «—IL FICEHT S EHA

Z4—ILF £ EA

V7 4 w7 A (Prefix) BGP EH OZAZITLIC /2> TWD T VT 4 v
AP T RL A,

L7R— M E'7 (Reporting Peers) LiR— M ET D%,

Hz%h (Valid) TVT 4 T ANERNINE D hERLET,

% $% (Subscribed) BEDT VT 4w 7 RTBREFELNE D vk
~LET,

H%h72RPSL (Valid RPSL) TV 4 w7 AR RPSL T —H _R— A THRE
INELDOLEREICASNMNORIEENT-Z &%
Crosswork Cloud Network Insights 23 fRFIEH F7>
EyERLET,

ASN ROA )4

[ASN/L— 35 C#8FE (ROA)  (ASN Route Origin Authorization (ROA)) ] ~X— ([FMfiL—
7 4 > 74538 (External Routing Analytics) ]>[€ =4 — (Monitor) ]>[ASN (ASNs) ]>[asn-id]
>[ROA] ¥ 7) 12X, 777 4 7B XOWIREIND ROA Z#F>ASN 'L 7 ¢ v 7 AN—HEH#
RENET, BFEORMFHENTT 77 4 7 E£I3WIRINC R T VT 4 v I AT 4V
LERS B I2iE. [ERVIRAN  (Expires Within) | 7 4 —/V R CTA 7 v a VAN L £,
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v rkI—o0E=4 |
B asnroa st

WOENL, 1 EUPICHIFREINIC /B 2 DD ROA L7 4 v 7 A& R LTWET, RIZU X
FMENTWBROA T VT 4 v 7 ADFEMEHRTEET,

1:[ASN ROA] R—
5 1 Monitored Unmonitor

larms  Traffic B

ROA Health of AS Prefixes
W 2 Expiring

ROA Prefix Max Length Source ROA ASN
Add Filt Add Fifter Add Fiter

16

\)

GE)  HIRBIM O ROAFEHAEL L HICT VT 4 v IV ARFRINDZERH Y, TOHAE, & TH
IFREDTF A NTRINET, ZUL, iEHEOEHOM (REOHEHRFITIANTE -7
D, BEIIHIROIAUC 2 > TV AEE) ICBAETHHEREERHY £3, L7y 7 AT K
VIZROFEH THIFRE N E T,

%= 9:ASN ROA D EiER

NILELVT4—ILF BL)]

BT H  (Last Updated) & WD B % (T HUS S A7z B IRE,

ROA 7L 7 4 v 7 A (ROA |ROA TASN DT RARZ A ZANRHFAENDIT VT 4 v T A,
Prefix) ROAL, MAREIZL - THREEINDIRN—AT LT L T AD
PRy FOFHE D NN—TEET,

BAT—H AD ROA ZFDOASN DT L7 (v 7 ZAD#HK,

HKE (Max Length) ROA TASN OF RNNZ A XRFFAI SN Db B IP 7' L
T4 I ADRKRT VT 4 v 7 AR,

%157t (Source) ROA % ABA L7-#ik, 1
* American Registry for Internet Numbers (ARIN)
* Internet Numbers Registry for Africa (AFRINIC)

« Asia-Pacific Network Information Centre (APNIC)

+ Latin American and Caribbean Internet Addresses Registry
(LACNIC)

* Réseaux IP Européens (RIPE NCC)
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| #vro9—v0E=%
asnresL 7 sL v I}

NILBELVT =LK e

ROA ASN VT 4w ADFEN ROAIZ L > THFA S DH AS F 7,
Bish (Start) Z D ROA ™A & R S % Biss H I,

#7 (End) Z D ROA AR E AR SN L& T A,

ASNRPSL /L v ¥

ASN RPSL Ol A RKRT HITIX, AU 4> RUT, BNV —T 1> 7541 (External
Routing Analytics) ]>[E€ =4 (Monitor) ]>[ASN (ASNs) |DJEIZZ YV >~ 2 L, ASN D4 {i%
7Y w7 LTho, [RPSL1 X7 %27 Y v 27 LET,

Crosswork Cloud Network Insights (%, ASN /2535 34, Blllsn =+ XToOF L7 4w 7 A
D RPSL L a— RZWEL, ROKIZRT RPSL L a2— R& KR L FET, Crosswork Cloud
Network Insights (X, ASN @ BGP 7'V 7 4 v 7 ZAFHNZED T L7 ¢ 7 ZZEST Bz
RPSL ASN L a— R & —ET 50 E 5 na il L9

)

CE)  T—=7MF FFEDOT VT 4 v 7 AT L TEEOITRFET 2560860 £4. Zhid,
Crosswork Cloud Network Insights TRED L7 f v 7 ADFTXTHO L a— KRR RINDHT
HDTT, T—F_X—RIC2DDORPSL La—RFR3H O, ENENRT VT v 7 AR D
1570 ASN Z 45 L T 5354, Crosswork Cloud Network Insights Cifj 5 D L 21— KRR ER E
7,

£ 10: ASN RPSL DD 7 « — )L FIZEAS HEREA

J4—ILFK EEA

Ea—A47v a3 (View |#T25RPSL La— RA@RLET,
options) [T (AID) ]1: T_XTHRPSL La— F&FRLET,

c[F%h (Valid) ]: 7'V 7 4 v 7 AMNRPSLT —# N— X TH
EINTZH O LR T ASN 20 B 3815 417z Z & % Crosswork
Cloud Network Insights 23#&GIE L7=, f#h72 RPSL L 22— R &
Wy —EDORPSL L a— REFRLET,

o [R—% (Mismatch) 1: 7L 7 4 v 7 AN RPSL 7 — & X—
ATHESNTWAD LD L ITELRS ASN B REE ST
RPSL L' 22— R&EFRLET,

«[RPSL72 L (NoRPSL) ]:RPSL L' Z2— KRR WFL 7 1 v
J AR LET,
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B asneesLisLoo

2y kT7—v0E=4 |

J4—ILF

B2l

HEHBDAFX v (Last
Scan)

Crosswork Cloud Network Insights 73 RPSL 7 — # N\ — X & & 1% 12
A X ¥ L7z HIf, Crosswork Cloud Network Insights (&, RPSL
F—HARXR—=2% | HIZ 1 EAF ¥ LET,

Crosswork Cloud Network Insights 7345 RPSL 7 — % ~N— A % A ¥ ¢
VUEREDO AR FRIRT DL, AftEZ Y v 7 LET, Z
Iz X Y| Crosswork Cloud Network Insights 23542 RPSL 7 —
B R—= AT — X TG LI DOX EORE RN EHEcE 7,

L7 4 w7 A (Prefix)

Crosswork Cloud Network Insights (2 & » CTHlZ S 7=, Z D ASN
MOLFEINTT VT 47 A,

E{E7t (Source)

Crosswork Cloud Network Insights 23 Z @ L =— R & Hf5 L 72 RPSL
T—AR=AY =R, TVT 47 AIEHORPSLT —F ~—
AW a— R&EFSZ LN TE 5729, Crosswork Cloud Network
Insights T, &7 — X X—RA Y —ABH LVTICERRENET,

{5 CASN (Origin ASN)

RPSL L =2— K@ origin J& 4 THEE X172 ASN,

A (Description)

RPSL route / route6 L = — RN descr J@ i, @H., L— kL oa—
RIZEE T 28N E TN TWET,

Member Of

PSL route/route6 L 22— RN member-of &M, Z Ui, route/route6
La— RpREEMIT 6 TWnAL— ey hERLET,
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| #vro9—v0E=%
ASN +57 ¢ v o oitors [

5t BA

aul

J4—ILF

57¥8 (Classification) Crosswork Cloud Network Insights (X, ASN ® BGP 'L 7 ¢ v 7
AHER, EDOT VT 4 v 7 ZZBEAT 372 RPSL ASN L
a— RE—ETH0E I &AW LET, Crosswork Cloud Network
Insights (X, 'V 7 4 v 7 A L5ERIZ—ETH RPSL La— R %
BHTE WG A, BIORPSL L a— RERXTHOEEAREL
T, SEEITROWNT RN £,

o [R—% Mismatch) ]: 7L 7 4 v 7 ZADFEIC ASN 8
RPSL 7 —# R—ATHRESNL LD LITRRD Z L%,
Crosswork Cloud Network Insights 23| L7-Z & 2R L E T,

o [582—% (ExactMatch) |: 7'V 7 1 v 7 ADRIEILNED
TV T 4 w7 ADRPSL L 21— R THE S 72 %{5 78 ASN
TH DI &M, Crosswork Cloud Network Insights THEFE X 41
Tl EERLET,

* [E8%5r—% (Partial Match) ]: 7L 7 ¢ v 7 ZADFRFITH,
WBHT VT 4 w7 ADOBO RPSL L = — R THIFIC ASN &
L CHRESINTZASN TH D Z &M, Crosswork Cloud Network
Insights CHGESNT=Z 2R LET (BERT VT4 7
2D —F TR, A—s%—F v RORSPL L 21— K%
FELET)

«[RPSL72 L (NoRPSL) ]:RPSL T —H X—ZACTT L7 ¢ v

J AFEZIEF DB O RPSL L 21— K%, Crosswork Cloud
Network Insights 23 RH L7z v o7 2 & 2R L ET,

AT H (LastUpdated) | 7'V 7 4 w7 AETILEDHDORPSL L 22— RN THREZEICET S
- B |,

ASN +5 7 4 v OFEMDRT
\)

GE)  ZOF&REIE. Crosswork Traffic Analysis 5 T97,

LOFEITEHDOASN D T 7 4 v 7 DFMERRTEET,

ARTFYTN AL T4 RUT, [NTF7 4 v 7530 (Traffic Analysis) 1>[E =% (Monitor) ]>[ASN (ASNs) ] D]l
27Uy LET,

Crosswork Cloud Traffic Analysis TiZ, TXTDASND N T 7 4 v 7 ERNFRINET,
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v rkI—o0E=4 |
B oxasnzzEomT ASNL—F ¢ 25 LE— )

ATY T2 BFEDASN D NT 7 4 v 7 OFMERRT DI, HOIDFO ASNLE-13HKEZE27Y) v 7 LET,

ATV T3 20U LEDASND T 7 ¢ v 7 OFEfE HEET 121X, ASNORICH DT = v IRy 7 A% 7Y v 7 LT
Mo, T—=INOEHICHD [ NT 7 4 v 7 OLEE (Traffic Comparison) %27 U v 7 LE7,

Crosswork Cloud Traffic Analysis TlE, IR L7=FTXTDOASND b7 7 1 v 7V IERDBFRSINET,

HRXASNZEENDRR< (ASN)IL—TFT 1 2T LR—F)

K ASNL—T 4> 7 LiR— K 4 VA AT, ASN O LR— M RRZICER I THED
ASET U VT G, BEER, T I7T747) ERESNEZTV 74007 2 B, £F
F HIER) OBVEZEHLTCHIILET, ZOHKRLVF—MI, ASNBIOEETS L
T4 v 7 AT D LBEA & D RIR/RPSL/ROA f% E DIFIER /2 ME £ 7213 X v v IS %
LCHDIENLDLET, HLVAR— bV AX R F, RE LT KA ¥ MR ES R,
Crosswork Cloud D LR — F UL ~DEHEY IV NEENTWET, ZOFIETIE, UIZEHL
TUAR— b UV ARAZ L ADONEERRT HIFEIZONTHHLET,

188 BRI

HRLAR— N Z2FRTAHANS, ASNLV—T (4 7 LiR— hERETHLENRSH D £4, ZEMIC
DOWNTIE, ASNL—T V7 LAR— FOFKE (213 =) 2L TN,

1|

ATV TN AL U4 RUT, [IMEV—T 1> 75587 (External Routing Analytics) ]1>[€ =% (Monitor) ]>[ASN
(ASNs) 1DIEIZZ Y v 7 LET,

ATFYv T2 ASNDARiZZ ) v 27 L, [LAR—F (Reports) 1227 Y v 7 LET,
ZDASNIZH L TAERSNIZT R TOLAR— R, ZOX—VIEL L HIcERSNET,

ATFY T3 LR— b RAX A %27V v LET,
F 740 F TR, EE (Summary) [X—UICASET VLT LT 4w 7 AEEDE LUV ORI IR
EhET,

ATy T4 RO[ASET U 7 F (AS Peering Changes) [ EOWTFN2 %27 U v 7 LET,

s [HH (New) ]:[ASE'T (ASPeers) | X—VIZix, HEDLER— A LV AX U ALIFEOH LU AS
TV ITRFRENET,

« [EFHF 7 (Changed) ]: [ASET (ASPeers) | X—II2iE, HmBED LR~ A LV AX L ALIBRIZE T
ENTZASET VL ITDY A MRFERENET,

«[3ET7 27 7 47 (Inactive) ]:[ASE'T (ASPeers) ] X—VIZIL, HEDOLHR— A AKX U ALIKEIC
[3ET7 7T 47 (Inactive) | & LTC~—27 SNIZASET Vo IRFERENET, IR L7 ASN Th724
<EHL30HM., ZOASNET Y T REHT VT 4 v 7 ZBHANIR (ASN S ED AS /SR IZHF#
IRENZRW) A, ASET VAT 7T 47 L T~v—27 &nET, [AilEOH (Last Seen) ]
FNZIX, AS BT BRZIZT 7T 4 T RN E R I ET,

GE) AN HOWVWTIE, ASET LAR—F (393—) ZBHRLTLIEE,
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| #vro9—v0E=%
aserii—+ [

AT TS [IPVAIPV6 T LT 4 v 7 ADIHE  (IPv4/IPv6 Prefix Changes) |fEx 27 U v 7 LE7,

« [HH (New) ]: [IPv4/IPV67 L 7 4 v 7 A (IPV4/IPV6 Prefix) | X—I2iE, HEDLHR— A L AH
VALRRIZZ O ASN B REE SN TRBEINTZFH LN T LT 4 v 7 ARFRINET,

o [EEH A (Changed) ]: [IPv4/IPv6 T L 7 ¢ v 7 A (IPv4/IPv6 Prefix) ]~— 1L, 2D ASN /ML
BEanTHE SN, BBEDOLR— A U AZ VADBICEFRSNEZT VT 4 v 7 2D Y A FRFoR
INET,

o [HIERWE A (Deleted) ] : [IPV4/IPV67 L 7 o 27 A (IPv4/IPv6 Prefix) ]-3—I2id, HED LR — hA
VAR LVALBICROIE SN T LT 4 v 7 AD Y A MBREREINET,

G¥) PR OWTIE, IPVEBLONIPV6 L7 4w 7 ALAR— | (40X—) #ZRLTIES

AR

AS E7 LR— bk

[ASE'T (ASPeers) | X—II21%, R L/ZASNBRET U 7 LTS ASN & Hi%I2 ARk
SN VR — b P AZ U ALRRICEE SN N FR R SN E T,

N

GE) T 74V NTHE [F#l (New) 1. [727 7 4 7 CTEEFA (Active Changed) |, F721X [FET
77 47 (Inactive) JIRRED AS BT U > T DRNR—IIZFREINET, TXTOASET
Uo7 LR EFIRT DX, 7ANZI[T 7T 47 (Active) 1ZE&050, 2137 41
VY NLT, [T7277 47 (Active) | (T2 LEEINTWRY) ASET U 7 HET
ASET VT DmEREy bR LET,

« [EE7ASN (Peer ASN) ]: ®f5:D ASN LD ASN T U 7,

[T U7 %A (Peering Type) ]: E'7 ASN 23%f5 D ASN O < B E 71X FiiiTH
LMEIMERLET,
[T U7 RRE (Peering State) ]: LARN— KA U AX U AN S ILIZRER DO ASN BT
VU RIERFRLET, ROV A RNI, ASNET V7 TEXLNDIREEZRLET,
(727547 (Active) 1: 2 OD ASNBOET Vo ZRfERENE L, Zhid, &
WNCERENTZ VR = A VAV ATHDD, BMEDLVR— hA v AX v ZLIFE,
ZOET IV TICONTH AR IR TWERA,
[ 77T 4 7 TEEFSH (ActiveChanged) |: © 7V 71T 7T 4 7 TLIER, &
DUR— b A AL ALFITELEINLE LT,

[T (New) ]: ZHUFH LWASNET U7/ TT, ZOET V7%, LEiO L
R—=F AV AZ L AZITHY FFTATLE,

s [FE7 27 7 47 (Inactive) |: FET 77 4 7HRAEEIX, 2 DD ASNHOET Y > 77z
CEBHLIOHMED AS NAIZHHFE LW EEBEWRLET,
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*yb7—vnE=% |
B ressvrsrLoovszLk—1

[TV T 4y 7 ZE (Prefix Count) |: 7 RANZ A XA MZAS/NRADAS BT Y 70
BENDT VT 4 v I A ERLET,

LT LT ¢ w7 A% (NewPrefixCount) |: 7 RARZ A XENDHH LW LT 47
2D AETRLET,

o (B OMERR H R/ BB O e HIFF (First Seen/Last Seen) |: 'L 7 « v 7 AIBHID AS /XA
\ZASN 7 U U I PERANCEIR SN F I i3k R ISR SR 2 2R L E T,

IPvd B L UIPV6 LT 4 v A LR— b

IPvA BEIPV6 L7 4 v 7 AR—VITIE, VR— AV RAZVARER SN EDO S
T4 T ART—H A LFEMBPERREINET,

)

GE) 774V RTIL B New) 1. [7277 1 7 TEEEH (Active Changed) |, F721X [FET
27 47 (Inactive) JIREED T LT 4 v 7 ADINR—IJIZFRENET, T XTHOAS BT
Vo7 EIREERTRTDHITNE, ZANKIZ[T 7T 47 (Active) 12 E5O B0, £721E7 4 v
2% Uy NLT, [T277 47 (Active) | (TeELEBRINTWRW) L7 4 v 7 AHHE
LSV T4y I ADFERE Y NERRLET,

WOFHAMERNFRENET,
[FLT7 47 A (Prefix) ]: R LIZASNDT R THOT VLT 4 w7 A —EHRRLET,

o [B%% (Subscribed) ]: VAR— B EMRINTRFROYT A7 Y gy AT —H A%FHK
i_\‘[_/i‘a‘o

« [RIR1E# (RIR Information) ]: IPv4 7L 7 1 v 7 R CTE 2855103, Whois 1F #1235
IRENET, ZOFNIBE, IPv6 7L 7 ¢ v 7 AT S EH A,

o[~V A (Health) 1:IPv4 7L 7 4 v 7 A TlE, RIRTEHRFEZIZTROA L =— KM CT&
RS ERIEEEA T SN TOARWEES, [IEESMLE (Needs Attention) ], IPv6 7
L7 4 w7 AT, BEEMT 5 TS ROE L a— RRZRWES, [TEENSLE (Needs
Attention) ],

[TV 4 w7 AIREE (Prefix State) ]: LAR— h A VA LV ANERENTZH RO T L
T T AAT—HABRRLET, VI 4T ANT VT 47 THDHN, BiIHNLE
HENTWEHA, REIL [T 27T 4 7 TEHEHA (Active Changed) 112720 £,

[T7T 47 (Active) 1: 7'V 7 4 w7 ALASNMNOLRE SN TND Z ERHERIN
TWET, Ziud, BINEREINTZ LR = A LV AF L ATH L), HEDOLHR—
N AZ AL, ZOT VT 47 RATONWTMHEELEINTHER A,

[TV T 4 7 TCELEH (ActiveChanged) |: TV 7 4 v I AXT 7T 4 T TLIED,
WKEDLVR— RV AZ L ALRFIZER SN E LT,

[T (New) 1: ZHIFHLWASN I LT 4 v 7 AT, ZDOT V7 4 v 7 A%, LL
BIDOLR— A AZ L RTITHY FHATLE,
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| #vro9—v0E=%

P & BIPE TLT v o ZLK—+ ]

o [HIBRIE A (Deleted) ]: V7 4 w7 AL, HHEDOLVR— A L AZ U ALFFEIZERDY
HENnTnET,

« [RPSLA7—# A (RPSLStatus) |: L'R— hA A X 2 AW ER S U7 HF 50 RPSL & #H

ZRALET, RPSLIFIMNEOMND | FBEILASNRFHEITL TH D 2 & D3 ifEsd S 4172 ASN
E—HTL5E. RPSL A7 —Z AT [F%) (Valid) 1 TF, RPSL L a— RAFESHY |
L a— RNDOFIETC ASN DR ST H(E5C ASN & —E L 206, RPSL AT —# &
X [A—%# (Mismatch) | T3, 7L 7 ¢ v 7 AZBEEMT 572 RPSL L 22— K3 7e 0
a. AT —FZ AT [HAO00 £H¥A (NotFound) ] T,

* [ROAR T —% A (ROA Status) ] : [HIFRGIAVHE (Expiring Soon) 11X, 7V 7 ¢ v 7 X

WZBEAT T H72 ROA L =2— R 1 HEUWICHIBRYINIZ/e D Z 2R LET, LD
CTla—REEHTEDH LT, HIRUINMIT (ExpiringSoon) ] A7 —# ADF| % 7 1
NV 7T HZ B TEET, [ROAWIREIZILROAS (ROA Expiring ROA Count) ]%1%
KR LT, BIRLTEAT —Z ACHEF T O TS L a— FOREHER L ET,

« [RIR{KAE (RIRState) |: LAR— hA U AX LV ANERSNIZRER DT LT 4 v 7 ADRIR

THEMOREZ R T LET, RIRTFRNEDNY . FBIEIC ASN BRETTH D Z & H iR
EN7- ASN & —H T 584, RIR AT —Z AL [FA%) (Valid) 1 T3, RIR [HFHRN R o0
V. La— FROFREIC ASN DR S FIE 0 ASN & —B LW G6, RIR AT —%
ZX[AR—% (Mismatch) ] TF, L7 4 v 7 ADORIRIERDBAONLRWEE, AT —
K 2 [Ro0 £ A (NotFound) |1 T,

« [A%)72RPSL (ValidRPSL) ]: 7V 7 4 v 7 ZADHXRRPSL L 2 — RO AR L £,

o [HIFRYINROA (Expiring ROA) 1: 1 HUWIZZD T L7 ¢ v 7 A%t L CTHRYINIZ 2

% ROA L a2 — RO ZRLET,

[Tk (PeerCount) |: SV 7 4 w7 A%&T RRZALALTWHET O A RLE

‘j’-‘O
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. Cisco Crosswork Cloud 1—H—#H A1 F



10 =
TJLIAYIADE=A

c VT 4w 7 AOE (43 X—)
LT 4y ZAOBEM (43 =)
cFTRTCOT VT 4 v 7 ADEFR (44 5—)

c TVT 4y I ADFEMOFT (45 X—7)

T LT AT AT T 4y DFMOFTR (51 2—)

TL74 99 ADME

Crosswork Cloud Network Insights Z B3 2B%%, £ T 7V 7 4 v 7 ZOBMNBHOE T,
TVT7 4w P AEBMNMTDHE, [TV T4 v 7 A (prefixes) 1T 4> KU, V747 A,
BERY o —, BIOKBER Y NU—2 DE=Z ) o TR HDZF DD IEROHEA E 2 —
NERREINET, INHAV—T 1 > 7587 (External Routing Analytics) ]>[E =4 (Monitor) ]
>[FVT 4w A (Prefixes) | V4 KU

« TV T gy 7 AMEBRERAFRS LOEBT 25T At L9,

LT AT ADREE, TI—LAT—F A, BIOT VLT 4 v 7 ZAOFEMRFRINE
—a—O

cHHRFDEMRA L IS LT 4w I AEE=F L, BH—DEHRRA L FOE=FY
AT ATIIRB S ENAAHMEOH HHIRO A > M 2B LET,

s VT 4w I AEBERE IR EMERE T T,
O -
L7499 AMEM

ATFYT1 AL T4 FUT, [T 4 v 27 A (Prefixes) |27V v LET,
ARTY T2 [TVT 47 A~DXHGE (Subscribe to Prefixes) %7 U v 7 LET,
ATYTI ROWTNIrDOETE7 ) v 7 LET,

Cisco Crosswork Cloud 1—H'—# 1 K .



v rkI—o0E=4 |
B <0774y 20%x

«[FH) Manual) ]: BT HFLT7 4 v 7 ADIPT RLAZANLET, BEOS LT 4 v 7 Z%B
MT 2, ZENENDT VT 497 ADRICH Yy~ () ZANLET, BLVW/NSWTLT w7
A AITBINTEERA, 722 20E. 1.1.003EDF L7 4 v 7 RFEMTEEEA,

* [ASN/V>» 77 7 (ASNLookup) |: BH#fIIT HNIT VT 4 v 7 REMBET HASNEZ AT LET,
« [CSVD LEX (CSV Overwrite) |: L7 ¢ v 7 AEREEGTLCSV 7 7 A NVET v 7 u— RKLET,
PR OWTIE, T ALV DT v — K (259 =) EZR LT EE,

ATy T4 [v==7/ (Manual) | £721Z[ASN/L >~ 7 7 7 (ASNLookup) ]ZEIR L7-HE1%, HEARFERE AN
L7ctk, [k~ (Next) 1227V v 27 LET,

RATYFE UHNZARY —Z{ER L2581, [RY v— (Policy) | KRy 7 XD URARNLT LT v 7 AZREE
T BR) —Z@IN L E9, FEHIC OV TIE, Crosswork Cloud Network Insights 78 U 2 — DBl (84 ~—
V) SR LTIEZN,

GE) FLT7 497 AT 1 D ORY —IZOLEEMITAZ ENTEET,

ATYT6 (EE) [#7 (Tags) | 74—V RICERDHLTFAMEATLET,

GE) BEOT VT 4 v 7 A AN LTEGEIE, FFELIERY =L I RTXRTOT VT 4 v 7 A
(A S ET,

Il

ATw T EENEZHEZR L, [EE (Submit) 1227V v/ LTEREZEHL X7,

TRTIDTIL T4 v ADET

ROFNNAES>T, TRXTDT VT 4 v 7 AEFRTEET,

ATV TN AL U0 RUT, IMV—T 1> 75587 (External Routing Analytics) 1> [€=%4 (Monitor) ]>[7 L
7 4 w7 A (Prefixes) |DIAIZZ V v 7 LET,

Crosswork Cloud Network Insights Tid, IROIVNNFREFFHOT LT 4 v 7 ZAD Y XA FRFIRINET,
[FL 74w A (Prefix) |: V747 ADIPT KL A,
« [KY — (Policy) 1: 7'V 7 4 v AEEM T LAY —,
“[57 (Tags) 1: 7V 7 4 v 2 ACERAT B2 7 DY 2 b,

[T T 4777 7 —2 (ActiveAlarms) |: 7V 7 4 v 7 RACEEMN T ONTEZT 7T 4 TR T 7 —L40
%ﬁo

[VETT 4 (EKE) (Severity) |: 7V 7 4 v 7 ATBEMT BT T —A -0 ([F (High) 1.
[ (Medium) ]. F721X K (Low) ]) .

(DT 7T 4 77T 7 —2 (LastActiveAlarm) ]: 7'V 7 ¢ v 7 AN T DNIZREDT 7T 4
TRT T—=LDT F—LEAT H, K,
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| #vro9—v0E=%
FLosvozoumozs [

AT T2 BEOT VT 4 v 7 ACETIEMERRZTIICNE. V74 v 7 ADIPT RV A2 2 Vw7 LET, 7
V7 4w 7 ADFMOFR (452—) ZBRLTLEEN,

ATYT3 HLWT VLT 4 v 7 A&EBINTHITNE, [FVT 4 v 7 A~D¥Ek (SubscribetoPrefixes) %27 U v/ L
To TV T4 w7 ADBEM (69 X—) ESRLTIIEIN,

TJL74 v XADFHDERT

FFEDT VT 4 v 7 AT DR EZ R R TEET,

ATYFT1 AT 4 RUT, [FMEV—T 1 > 274387 (External Routing Analytics) ]>[E=%4 (Monitor) ]>[7 L
7 4 w7 A (Prefixes) |DNAIZZ UV w7 LET,

AT T2 BEDOT VT 4 v 7 AT 5EMEFTRTHI00E, V74 v 7 ADIPT KLV AE 7Y v 7 LET,
ATV T3 V747 ACETREMEERT DI, ROWTNOLDOXTE2 7Y v 7 LET,
« [MEZ (Overview) 1: 7'V 7 4 v 7 RICET HEAMERN G ENTVET, FEMICHOVWTE, L7 1w
7 ZDOWEOZEM (45 2—) BB LTLI I,

«[7T7—24 (Alarms) ]: V7 4 v 7 AZEEAT ST T — AT SRR AR AL L F 9, FEIC
DWTIE, VT 4 v T AT T —LADOFEM (46 X—) EZBLTI LI,

k=111

1

« [BGP¥#1 (BGPUpdates) |: 7 7—2L% ~ U H—L7=BGP BT 253G N CTWET, FHH
WZOWTIE, V7 4 w7 ABGP B OFEM (47 X—) #ZRLTLIEZEN,

s #2577 A (LookingGlass) |: 7'V 7 4 v 7 ADRFET 7 ADERNPEENTWET, FBMIZONT
X, VT4 v AR T T ADFEM (48 ~—) ZZRLTIEEN,

«[ROA] : 7L 7 4 w27 ZZBEATT ST _RTOBEAOROAIZET 3N E TN TWET, FEM
WZOWTIE, 7'V 7 1 v 7 ZAROA OFFEfll (48 ~—2) ZZMMLTLIEEN,

«[RPSL] : 7'V 7 ¢ w7 BT Hio—T 4 V7R —tEkkS5E RPSL) OF — ¥ B3 & Eh
TWET, FEHZOWTIE, 7V 7 ¢ v 7 ARPSL OFfEfl (49 X—) ML TSN,

TLI749v9 ADBEDEM

VT 4y 7 AOBMEDOFHME TR T HITE. AT 4 FUT, PMBLV—T 4 7507
(External Routing Analytics) ]>[E€ =% (Monitor) |>[7'V 7 4 v 7 A (Prefixes) ] DNAIZ
Vo7 L, V7497 ADIPT RLA%Z Y v 7 LTHnL, [ME (Overview) | ¥ 7% 7
UwZ LET,

Crosswork Cloud Network Insights TiX, IRORITRT L IIZ, V7 4 v 7 AOBEOFEMA
FRENET,
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B oovrz75—rowa

v rkI—o0E=4 |

TN TLI4vI ADBMEDHEMD T «—IL FIZBET 558

T4—ILF

aiBA

Uo7 &R Y v— (Linked
Policy)

TV 4w 7 AEEMT HNTEARY —,

A&ZEF B (Last Modified)

VT 4w ANRZICET ST HER,

57

TV T 4w ATERA SN 2—TRED X 7,

=AY,

WEDT I T 4T 7T T — A
(Last Active Alarm)

VT 4w 7 AEEMNT ONTREDT VT 4 TIRT T —
DY R B,

) (Summary)

T OB RAE E B e T~y T EELEN T — X,
V7 4y 7 ADHEERBEER R, VT 4 v 7 ARNO IP
DY 7V I 2B EIFRICESN TR, LY
ARTNEDOT RUATEFRE B LET, vbr—a M5
LU, (& (Low) 1. [ (Med) 1. E£721% [ (High) ]
ELCHAEINET,

A7RRPSLA /AL v ¥ (Valid
RPSL coverage)

Crosswork Cloud Network Insights (Z & > TH#I%Z2 S 4172 ASN &
—HTHRIETASN D, ZDOF L7 4 v 7 ADRPSL L
a— RO, Mz W TIE, 7V 7 v 7 A RPSL DFf
A (49 =) EZIL T EEN,

7 (Peers)

7oL, T OgmERTY YT, ETOREAOE 22—
FRT DI, [T—T I (Table) 1227V v 7 LET,

HHESE (Contacts)

TV 7 ADEREIF I,

#157C (Origins)

BIZ ST & 2 DRAZ T OFEM,

#15% (Observed)

BIEME L = DRI,

7 v A K Y —2 (Upstream)

TR RN — LAOFEM EFORST,

#5¢ (Notes)

VT 4 w7 AEEMT b — T ATID A T,

TLI74 9O RT7S5—LOEH

TV T4 T AT T —LOEMERTT HIZIE, AT 4 RUT, UNBV—T 4 743
#1 (External Routing Analytics) ]>[E =% (Monitor) ]>[7'V 7 1 >~ 7 A (Prefixes) ] DJEIZ
U7 L, V74T ADIPT KVRA%7 Y v 7 LThb, [77—24 (Alarms) |4 7 %

70w 7 LET,

Crosswork Cloud Network Insights TlX, WROEIZRT LI, VT 4 v 7 ADT 77— ALDFE

M RFSNET
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| #vro9—v0E=%

JL 74 v X BGP BF DM

FL7cvszeepEHoEME [

R12:TLITAVIRTS—LOFEED T «—)L FICEHT 558

T4—ILF

aiBA

7 7 —LDHRHE (Alarm state)

WDOT Z—LDREONTNE 7Y v 7 LET,

o [7 277 47 (Active) ] : Crosswork Cloud Network Insights
TiE, BEEIRCY — FENTZTXTOT 7T 4 TIRT
T—LDY A IBRRIRINET,

o [FEER# 7 (Acknowledged) ] : Crosswork Cloud Network
Insights Tl&, SN T Y — b ST T X TORERTE A
TT—=LDYARNBERINET,

T T —LDOFEM (Alarm
Details)

# Y7 (#Peers)

BRELVR—bMLEZET O,

eI 4 (HKE)
(Severity)

RESNET 7—20YETT 4 (EKE) LL,

7 77 4 74k (Activated)

T 5 — NDFEAEL,

#5¢ (Notes)

T T —LIZOWT AT SN AE,

TV T 47 AD BGP HHOFMERRT HIIE, ATV RUT, PNL—T 17
4387 (External Routing Analytics) ]>[€ =4 (Monitor) |>[7'V 7 4 v 7 A (Prefixes) ] DJA
W27 Vw7 L, V747 ADIPT KL A%27 Y w7 LTho, [BGPEH (BGPUpdates) ]

2 7% v LET,

Crosswork Cloud Network Insights Ci%, ROFRIZRT L I, V7 4 v 7 2D BGP H DR

M RFSNET

R13:TLI4 VI RADBGPEHD T «—)L FIZEF 55488

TJ4—ILF

FiBA

A 7 L—2 (Timeframe)

[# A4 57 L—2 (Timeframe) | Kr vy 7'# 7 U 2 R bE
ZERRLT, HEOXA LT L—LERELET,

7 AS (Peer AS)

BGP EH #5135 LT AS,

V7 4 w7 A (Prefix)

TVT 4T R,

AS /%% (AS Path)

ASIV—T 4 VT IRZA,
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v rkI—o0E=4 |

B 7.7 vozmnrszonm

J4—I)LFK EBA

23 2= 4 (Communities) |2 I a2=F 1D XM FEY+2845) .

W% A7 (Update Type) |BGP HH DX A 7,

RS HTH  (Last Updated) ARl BGP B D HEE,

TLI74 VI RBERIT S ADFHM

TVT 4 I ARBT T ADFEMERRT HITIE, AL T4 RUT, PMBLV—T 4 7
5387 (External Routing Analytics) ]>[E =4 (Monitor) ]>[7'L 7 4 v 27 X (Prefixes) ] DIl
W27 Vw7 L, V747 ADIPT RV A&7 ) vy 7 LThb, %277 A (Looking
Glass) | %7 %27 U >y 7 LET,

Crosswork Cloud Network Insights TiX, IROERIZRT L HIZ, BT 7 ADFEMNRTRRINE
D

RU:TLIAVIRBRT AN T 1 —)L FIZET %5H

J4—ILF BrL:L

v'7 AS (Peer AS) v'7 AS,

E'7 (Peer) ET &ZWBAT AR SN2, 2D ID
VEFEABA D F FICHERFT 5 B 7RI,

AS /3% (AS Path) AS L—T 4 VI IRA,

23 2=7 4 (Communities) A a2=7 4 ONARENE EETL25E) .

AT R (Last Modified) TVT 4y 7 ANRBRIZER STz A,

JL 74 v% X ROA DEEH

TV 7 4 v 7 AROAV OFffli e FKmT 21213, AL T4 RUT, PMNIA—T 4 T oHr
(External Routing Analytics) 1> [E=%4 (Monitor) |>['L 7 4 v 27 A (Prefixes) ] DNAIZ
Vo7 L, V7497 ADIPT RLAZZ U7 LThb, [ROAIZ 74527 Y v 7 LET,

(V74 v 7 AN— FRIEICERFE (ROA)  (Prefix Route Origin Authorization (ROA)) ] ~X—

([FMEsV—T ¢ > 7587 (External Routing Analytics) ]>[E =4 — (Monitor) ]>[ASN (ASNs) ]
> [prefix-ip-address] > [ROA] % 7) (Zi%. 77 7 4 7R L OHBEYIIL D ROA % Ff> ASN 7L
T4y I AN-RTERRENET, FEEORRFIHNTT 7 7 4 7 £ 3MIRIINIC 25 7V
T AT AET VAT 5121, AR (Expires Within) |7 4 —/L RCA v 3 v
EIRL £ 7,

Crosswork Cloud Network Insights Clx, WDOEIZRT LT, TV 7 4 v 7 DA ROA DFEHM
FREINET,
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| #vro9—v0E=%

FL 74 v X RPSL DL .

£15:TLT 497X ROADFHMD T « —)L FIZBET B8

WS LBEEUVT4—ILFK

aiBA

&5 H A (Last Updated)

TN R AR IS S L7 AR,

ROA 7'V 7 4 v 7 A (ROA
Prefix)

ROA TASN D7 RAZ A ZANFRIENL T VT 4 v 7 A,

K& (Max Length)

ROA TASN OF RAXZ A4 ARl SNDE b AR IP 7L
T AT ADRKT VT 4 v 7 AR,

*#{E70 (Source)

ROA % AR L7-#Afk, 1 :
+ American Registry for Internet Numbers (ARIN)
+ Internet Numbers Registry for Africa (AFRINIC)
* Asia-Pacific Network Information Centre (APNIC)

* Latin American and Caribbean Internet Addresses Registry
(LACNIC)

* Réseaux IP Européens (RIPE NCC)

ROA ASN

T T 47 ZADFRENPROAICEL > THATEND AS FE-

Pkf (Start)

Z D ROA WHEZhE B7p & 5 B4R H EE,

%7 (End)

ZDROANWEZE R EINDHT HER,

L 74 v% X RPSL MDA

TVT 4 v 7 ARPSL DRl ER T HITIE, AL T 4 RUT, BHERLV—T 4 > 75047
(External Routing Analytics) 1> [E=%4 (Monitor) 1>['L 7 4 v 27 A (Prefixes) ] DNEIZ
Vo7 L, V7497 ADIPT RLA%Z 7Y v 7 LThb, [RPSLIZ 7 %27V v 7 LET,

Crosswork Cloud Network Insights {Z, RPSL 7 — % X—AND T L7 1 v 7 AZEHEAT Sz
ASN L =1 — R% Whois 7 — % X— AN ASN L =2— R & ik L £ 7, Crosswork Cloud Network
Insights (21X, IRORIRTF L7 4 v 7 XA RPSL DFMINFRINET,

Cisco Crosswork Cloud 1—H'—# 1 K .



B 5.5/ oxresLow

2y kT7—v0E=4 |

£16: TL T 499X RPSLDEFMD 7« —)L FIZEAT 588

T4—ILF

aiBA

% DA%y (Last Scan)

Crosswork Cloud Network Insights 73 RPSL 7" — & ~— R % fg &
\CAF v LT Bl [IMEA—T 4 > 75341 (External Routing
Analytics) ]>[E=%# (Monitor) |>[7'VL 7 4 v 7 X

(Prefixes) ] Ci&X, RPSL 7T —# X—ZAN 1 HIZ 1 [ AF ¥
SNET,

Crosswork Cloud Network Insights 734 RPSL 7 — % “X— 2 % A
¥y LIRED AR ZRRT DL, BffE2 2 ) v 7 LE
T, ZAUZ LY. Crosswork Cloud Network Insights 73z 4 1Z
RPSL 7 —Z N—2A1 67 — X 2 BifF LI DL & DR iz f
Wrcxxd,

*#{E5t (Source)

Crosswork Cloud Network Insights 23 Z @D L 22— R &5 L 7=
RPSL 7 —H R—=2 Y —R, TV 7 4 v 7 A 3HEHD RPSL
T—HNR—=R I a— RERFFOZ LN TE 57D, Crosswork
Cloud Network Insights T, &7 — & X—2Z Y —ZAHH LUVMT
IZERESNET,

3{Z7CASN (Origin ASN)

RPSL L 22— RTHREINZT VT 4 v 7 ZAD3IE T ASN,

#HA  (Description)

RPSL route / route6 L =1— RN descr J@ i, @5, L— kL
a— RIZBET5MANREENTWET,

Member Of

PSL route/route6 L == — RN @ member-of B, Z i,
route/route6 L 21— RNBHHEMFIT SN TWAHNL— hEy &R
LET,
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| *vbro—v0E=%

TLI1vsR 5T vooimorT [

J4—ILF

B2l

4348 (Classification)

Crosswork Cloud Network Insights (%, RPSL 7 — % ~X— 2N D
TVT 4y 7 ATEEAT Bt ASN L3 — R4 Whois
T—H_X—ANOD ASN L a— R L g U E 9, Crosswork
Cloud Network Insights X7 L7 ¢ v 7 R L5E2IC—HT 5
RPSL L 21— R&MRHTE RWIEE. ZOBICxET % RPSL
La— REFRTHEEZRE LT, SBEITROWT s
(2720 £,

« [R—% Mismatch) ]: V7 4 v 7 ZADFE(EIC ASN 8
RPSL7 —# N—ATHESNIZ b D LITRRD Z &%,
Crosswork Cloud Network Insights 23 H|[lf L7 Z & 2R L &
9, [BZE (Overview) [ # 7IZiL, ZOT V7 4 w7 A
TRESNIZ ASN BFRSNETA, ZHIERPSL 7 —
B2 _X—ZADF(ETEASN & —FE L EH A,

« [784—% (ExactMatch) 1: 7L 7 1 v 7 ADFRETLHN
RPSL L 22— R CHES N TWDHRIETT ASN, BLU%Z
DT VT 4 w7 AD Whois 7T —F_X—AThH 2D &3,
Crosswork Cloud Network Insights THAE S 4172 Z & &2/~ L
£

« [B8%y—% (PartialMatch) 1: 7L 7 4 v 7 ADFEIFTTH,
WHT VT 4 v 7 ADOHO RPSL L =2— K TH(FIT ASN
E L THRESNZ ASN Th s Z &723, Crosswork Cloud
Network Insights THFES N Z L 2R LET GEE—#
TIERWIZ, A—s3—xy hD RPSL b = — FIfFE
LET) o

«[RPSL72 L (NoRPSL) ]:RPSL 7T —H# _X—A T/ L
T4 w7 AFEITFDE D RPSL L 22— K%, Crosswork
Cloud Network Insights 23 [ L7222 o 72 Z & 2R L7,

BASHEHTH  (Last Updated)

T T 4T AFETITFDOBO RPSL L 22— RN TERZICE
TN @ B,

TLIA4 YO ARMI T4 v DFHDERTR

1 OFFRIFEEO TS LT 4 v T ADNT T 4 vV OFFMEFRTXET,

ATV TN AL U4 RUT, [WTF7 4 v 7538 (Traffic Analysis) 1>[F=%4 (Monitor) |>[7'L 7 > 7 A

(Prefixes) | DNEIZZ Vv 7 LET,

Cisco Crosswork Cloud 1—H'—# 1 K .



v rkI—o0E=4 |
B o257 vs0mozr

ATY T2 BRLET AL A, THRALATN—T FTRFFZ T IN—TCEHEST DT VT 4w T AET A NE Y T
LTERLET, BEDT VT 4 v 7 ARBEEZ AN L THRBREFEITTAHZ L TEET, ROWTALD
X T BRI L ET,

«[BET 5717 ¢ v 27 A (Relevant Prefixes) |: 7 /8% RE72IET A AT N—TRHOT VT 4 v 7
ADYANERRTHITIE, ZOXTERIRLET,

o [Z 7N v—"{t (Grouped by Tag) ]: IV Y ToONTEXTIZLDT VT 4 v 7 ADY A RN EFRR
THINE, ZOXTEBRRLET,

o [TRTHE (SearchAll) ]:BMDT VT ¢ w7 ZARBEFME AT HIZIE, 20X T HEIRLET,

ATYT3 EHOT VT 4 v 7 AD T T 4w 7 OFMELKT HI2E, V74 v 7 AOMICH LT =y 7Ry 7
At AL, T—=TNDOLEEICHD [ NT T 4 v 7 Ol (Traffic Comparison) [ %27 U v 27 LET,

. Cisco Crosswork Cloud 1—H—#H A1 F
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i

BGP EFH D E=4

« BGP BHTO#ER (53 X—)
BGP EFH DR

RTYT1 AL T 4 RUT, UNFV—T ¢ > 7587 (External Routing Analytics) ]>[F =% (Monitor) ]>[BGP
B (BGP Updates) | DIEIZZ UV v 7 LET,

ATY T2 [#A4 571 —2A (Timeframe) | Ry 7Z 70U A b, FEDOHIBTOEREZ2F T HEEZER L F
j—O
THOA L HF T I T 4T 7T 7T, FORREATICEAELZBGPOT RARX A XA MERVIEL
NFEREINET, T RAZALZAL NOENRT T 7OEMNCFERENET, BOELOENZ T 7O
ICFRRENET,

AT 73 FEORMHEFE (1000 EET %) 23 bITiIkT 212, BaRz2 Y vy 7 L, HIfOREZETET v
ZLET, WIZ, [A—24 (Zoom) 127V v 27 LET, 7= MITER LT =X OLBFIRSNE

D
RTYTE ZOT—F T4 NE2 ) TTHITE, [7 40X OB (AddFilter) 1227V > 7 LET,
G¥) [AS/XA (ASPath) 1 FNIORNT A 2 NOEFE, #VIKLASZRLET, L zxiE koD

X, SAND 225D 20764 Ky T EHRLTWET

25291 4 2914 4 174 4 20764 @

Cisco Crosswork Cloud 1—H'—# 1 K .



v rkI—o0E=4 |
B ser=voxs

2:BGPEHR—T

Selected Total Advertisemen

26,950,015
15 2 15 6

Withdrav 2,497, 15 Sep 22 02:54 UTG - 17 Sep 22 00:08 UTC

v

uTC
9/16/2022

Add Filter

Origin ASN AS Path

Communities Update Type Last Modified +

192 4 53¢ Add

Add

Cisco Crosswork Cloud 1—H—H A K




5 12 =

TINAZADE=R Y)Y

« THNARART —=HADKR (55 X—)

« TNA AGFHTOFEMDOFTR (56 ~—)

* Trust Insights DFEMIO TR (56 ~=—)

« THA A AN P OFITR (60 <)

« FRL ADEHEDFER (60 ~—)

e TFNRA AT M 2T OEREROFR (61 =2—)

c TNA ARy =V D—FLRNT 7 A VDER (63 X—)
« T A INBEDFT (64 2—)

TINARRXRT—RADERTR

ATy T

ATy T2

ATvT3

ATy 74

TNAADAT =S AR LT, #HeT 7 —&2FRTEET,

AA T4 RUT, [£E=% (Monitor) |>[7 /31 X (Devices) | DNAIZZ UV v 7 LET,
URNZIBMENTZT XA ZADY A NDBERINET,
[T 734 A (Device) [FNZERENTWDT A AL EZ 7V v 7 LET,

IR T AN AMEEDBFRSNET, FT 4L RTE [RTF—F % (Status) |57 7RRIRE L, T34 %
T AMEREARRSNET, (AR AEFEALTNET P r—va G LT, AR08,
BT HRRSNET) .

[AT—XZ Z (Status) ] X—T T, ST T =BV L AMEGE LET, FREOKENL, Sl Tw
LT EERLET,

1. 77V /r—3i a3 & Crosswork Data Gateway M DOBEGAEREL TV D Z L 2 HER L £,

2. Crosswork Data Gateway & 7 /31 AW O & fER L £ T,

EBEDT7 4=V RIZA—YVveabEd s, FMAFRINET,

Cisco Crosswork Cloud 1—H'—# 1 K .



*yr7—s0E=4 |
| IERREY R DR

ATYTE FNRARART —Z X &Gie json 7 7 A VAT ZAR— T 5HI001F, [AT—F ALR— DT 7 ZR—k
(Export Status Report) | %27 U 27 LET,

FINA R ORMORT

BMLET AL AD%ZE RX) BEXOEE (TX) O 774 v/ EREERTEET,

)

GE)  Netflow 7T — XI5 T LIV AT ATEEEINDI 2D, FT77ICEREINDT —XIT5 0k
NHGEENRHY 97,

AFYT1 AL 4 RYT, [RT7 4 v 27540 (Traffic Analysis) ]>[F=4— (Monitor) ]>[7/3A A (Devices) ]
DIEIZ7 Y v 7 LET,

PIFNGEBME 7T A A0 A R BRFEREINE T,

ATV T2 FMERRTHT A ADLFTIE I ) v LET, T 74/ RTIE, [NTF 7 4 v 27087 (Traffic Analysis) ]
B TNERRINET,

ATV T3 TT74NVRTIE, [Z/T77 (Graphs) | # 7 0E, RXBIORTXD 77 4 v 7 A M) w7 BFERENE
9, [ (Time) | ey 7 X0 VR MG, T 7 4 v 7 IEREFTRTIHFA LT L —LERINLE
7

ATy T84 BEEEMZT-6, [EH (Refresh) | 7 A a2 %227 Vv LTT—25%EHLET,

RTYTE TRAAL L H =T 2 A AD T 7 4 v 7 OFEMAEFRTRTDHITE, [f ¥ —7 A A (Interfaces) ] ¥ 7
7 Vw7 LET,

RATVT6 AV F—T 2 A ADKEDRXBLONTXT —F A2 FRT DI, AV F—Tx2A A% %7 ) v 7 LET,

AT9T1 45— 714’172%7*[5&71 1AM E LTHRET DI, 1 DU EDA v F—T =24 ZADFIZHH T = v
TRy I Ak . [FMEERE (Set External) ] 7213 [NERFXE (SetInternal) ] 23N L £,

[#A 7 (Type) 1FINEH I, A H—T =2 AXATHRFRINET,

Trust Insights D EEHD FR =

PIRNZIBAN L 727 731 A D Crosswork Cloud Trust Insights DFfffi 2 £/ R T& £,

AT TN AL T4 RUT, [T ALY A b (Trustlnsights) ]>[F =4 (Monitor) ]>[7 /34 A (Devices) ]
DNEZ 7 U v 7 LET,

LRNZIBIMENTZT A AD Y A SPRERRINET,

. Cisco Crosswork Cloud 1—H—#H A1 F



| #vro9—v0E=%
Trust Insights D F¥ D R~ .

AT9 T2 FMEFRTDHT AL AL EI ) v 7 LET,
ATY T3 TT7HNEITIHEH, [FT A ML A b (Trustlnsights) 1% 7BBE £3, T34 2AOFEML—TDFK Y O
B2, RO X TICE O LNEERBIEETNTVET, ROFIZ, FH TIZERINDT/NA AD

AEMTE A R L ET
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. Trust Insights DD TR

% 17: Trust Insights DT /344 A DM ERA

2y kT7—v0E=4 |

27

BLl]

7Z v T — A
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| #vro9—v0E=%

Trust Insights D F¥ D R~ .

-

Bl

show platform CLI ==~ > KD H Jy & [FEEDIE MR
RENFET,

HMAERRT DL, ROETE7 Y v 7 LET,

[’ KU =7 (Hardware) |: ~— R =7 /) —
. 247 IREE. HAIRRE, FcH O A RF
DOIEFRNY A bILET,

[/ —F (Node) 15I04HTEZ27 Y v 73 D&,
D — RIZBET 2 RrEDIEMA RS SN E

9, Crosswork Cloud Trust Insights Ci, Z Of#
BID 2 R—F I#um_ﬁ%éht B
JBIERERRENET, N—RU =7 a s R—x
v NOBREL, RINTEI Y TAEFITED
WT, —EMIICDTe > TY AT AR T~
@A~bvziﬁmU%£%Li¢o

[Ny —TA %A & (PackagelInsights) ] : F
T T4 7bE N, FFaly FERTY
BRWTNA A LDy r—Vn—ERRINE
T, REBITROWT NI D F5,

(77T 47 -3=I v (Active -

Uncommitted) ] : 73w 77— LT /34 AT
TIT 4 TICETENRTWHET, ZhbD
EREERGETDHEBIT. T, A% ) T —
N 2R Ny r—YEaIy FLET,

«[3E7 27 7 4 71k (Deactivated) ]: /% r—

CNITNRAATT 77 4 TIZETS T
FHAZOEFEaI Y N TEET, 9
Lipne, TR AR T — LTk, F
TETFETT 77 4 7SN kic, Sy
=V NEORT 7T 4 70 T,

[/Xw/r— (Packages) |: +XCHY 7 hU =
TRy —=UN—EFRRINET, FEIC O
T, A AT b2 T OEFEDOFER (61
NR=) EZRL TSN,

[~—%~7 7 4 /L (Mismatched Files) ]: Z DT
NAALEDOR—FE T 7 A LDY A SBREREN
FT, HEMIZOWVWTIER, TS ARy T —TD
—H L NWT s A NDET (63—) 25
BLTZEN,
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*y k- 0E=4 |
B = zx1oxrrvoms

27 Bl

A Y VYTAES, BTN, Ty —b 72T REDTFA
A A= R =7 OFEME®RS — R RSN ET,

EHNRK FRA AWMz BN NN— R =2TBXOY 7 b
VT OEENERINET, SOV TIE, T
NA ZADEEDOFER (60 2—) #HRLTLT
W,

TFTINA R AR M) DRK

Crosswork Cloud Trust Insights TlZ, N— K7 =7 A X2 s U (ZBET D52 FRTE £,
ZhE, N RO =T OMBEE N T TN a—T 4 VT AGRICENL B ET,

AT 71 Crosswork Cloud Trust Insights D A A > 7 ¢ > K7 C, [T A hA WA | (Trust Insights) ]>[E =%
(Monitor) ]>[7 /34 A (Devices) | DIEIZZ U v 7 LET,

Crosswork Cloud Trust Insights Tl%, LARNZIEBMENIZT NA ZAD U A MRFRSNET, FEMI OV T,
TNAZADEM (175 X—) 2L TIEIN,

ATYT2 A _U M) OFEMERRT D7 A ADL4HE 7 V) v 7 LET,

TN AL ORI [Hkti # (Connected) ] MR R I TV HE . Crosswork Data Gateway (37 /31 A
IEFIZHRE L TVET,

ATw 73 [Inventoryl| ¥ 7 %27 U v 7 LET,

Crosswork Cloud Trust Insights Cld, BN L727 A RZBEEMT 57T X TON— R T =27 RNERIN
\i —a—O

TINA ADEBDRTK

TNAZADEFRLZRRLT, "= RV =TBLOY T N =T OEEMTONTZZA I Tk
R TE £,

AT TN AL T4 RUT, [T AL YA b (Trustlnsights) ]>[F =4 (Monitor) ]>[7 /34 A (Devices) ]
DIEIZZ U7 LET,

Crosswork Cloud Trust Insights ClZ, LARTIZIEBI ST A ZAD Y A MRFRSINET, dHIC OV T,
T ZOBM (175 ~—=2) 2ZRL TS,
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| #vro9—v0E=%

ATy T2

ATvT3

ATvT4
ATy S5

ATvT6

ATy 71

Frq4z2y7roz7ozEoRE [

BRERERTTATFAAL ZDL4FTE 7Y v 27 LET,
Crosswork Cloud Trust Insights ClX, 7 /31 AT AMEHFRPERINET,

[A£® (Changes) | #7427 Vv 27 LET,
Trust Insights Tl&, BIR LT NA ADBEY A LT 4 L CRIEISNT A X RPHFRER RSN ET,

TFNAADEREERTDHIA LT L —L%ET7 Y v 7 LET,

[/~ FRU =7 (Hardware) 127 Vw7925, BIRLIZFA LT L —L0O/— R =T EHOEMIBER
IRESNET,

[V7 ho =T (Software) (%27 Vw7 35&, BRLIZAALTL—LDY 7 Ny =T ELEOFEMNER
SIET,

[ZH D (ChangesOnly) 1% 7 YV v 2742 & SR LIZHIR OB D& T £ TICER SNTEDOHHFEK
RENET,

FINAARY T NI TODEEDERFE

ATy T

ATy T2
ATvT3
ATvT4

Crosswork Cloud Trust Insights |%, 7 /N1 A T{To /=Y 7 hU = 7 OEL A {HET 5 Hikx i
HLET, TS RIMASNTHFEDY 7 by =T OEFEZFR L, BEROEIERE (KGV)
EBIEEITHDOT NRARLEDHICY 7 N =T OR—EN b 5Bl &£,

AAL T4 RUT, [T A ML YA b (Trustlnsights) [>[F =4 (Monitor) ]>[7 /34 A (Devices) ]
DINEIZ 7 Vw7 LET,

Crosswork Cloud Trust Insights CiX, LAFTHZIBIMINTZT SA ZADY A MRFERENET, T3 A &80
THIUE, TAAADBEN (175 X—2) ZZRL TS,

BERERRT DT NAADLFTET Y v 7 LET,

T 74N ENTIE, [N A A %A & (Trust Insights) | % 7 03B & £,

[7Z v b7 4—2 (Platform) | ¥ 7 C, 777D FIZRRIND [/ — (Packages) |7 U7 L
5

Crosswork Cloud Trust Insights Ti&, X TCOY 7 MU =T Xy r—UR—EERRINET,

[Ny —U D584 (Package Integrity) ] #1Z1%. Crosswork Cloud Trust Insights 23R DWW 70D %2 3R
RLET,

o [EE O (Changes detected) |: #W)eY 7 b =T /N r—U WA VA =L ENFE LR, A
VAR NRRIZEREMTbNT-Z EERLET,

« [R—% (Mismatch) ]: £ > A F—A SN TVWEY T hT =T 8y r—U0, BEMOMEERE (KGV)
L—FHLANWZ LERLET,

o [R—E L EFoME (Mismatch and changes detected) ]: f v A F—/LENTWVWBH Y7 h =T /%y
T—=UNKGV E—EHT, A A M AVRICEEMTONIZZ L AR LET,

Cisco Crosswork Cloud 1—H'—# 1 K .



*yrI—s0E=4 |
B 7 zxvorozrozrsEoss

c[OK]: A Y A=V ENTNDLY T MU =T Ry r—URKGV & —HLET,

o [RHYA—F (Notsupported) ]: 7 /3A ATHMMI/R>TW2WT 4 W=7V b, FEF V7B
DT RN —=VDT 4 =TV RN RV H Y ER A, BENT A ATEEY L ATREA
BaiE, RNy r—VOgEEMEOREEZY AR — 8 T5H SMU A VA M—LTHLERH Y 7,

G¥) CiscoIOSXR UV UV —RA 731 LIEDO U UV —ATlX, RN r—VD7 40—V MR+
R—hENTWET, ZOKRERIZ, &3y 7r—VOBEMOEIERE (KGV) ZfH LT,
A VA N=VRIREIR Ry =V DEIEM AR T D DICENLHE T, £ A =L I3
THOY 7 v = TiE, Ny r—URNERMTHDLNE D D EHrd 572 0IZKGV & g
EhET,

¢ [KGVTF—#72 L (NoKGVdata) |: Xoor—T D7 4 A=V v FBRKGV T/ 72, Crosswork
Cloud TrustInsights (XY 7 NV = 7 /Ny 7 —U % KGV & TX £H A, Crosswork Cloud Trust Insights
Iy =R LEE A,

ATy TS [Ny r—UD5ee (Package Integrity) 15DV 227U v o458, TARALAEDY T NI =2T 77
ANERN Y —=VICET D BINERA R R SIVET,
Crosswork Cloud Trust Insights Tli&, KOFEMIGEHREZGTeY 7 U =T OEEMED S RERR S NET,

o [Ny —TDBELIHT (Package Signature Analysis) | : /Sy 7 — T DOEL THRIHSNZEFICEET S
FEAIN R EUE T, Crosswork Cloud Trust Insights X1 > A b — /L Sl r—T %5 L, v
TV DELPMMEETCELINE I D ERTHEMEZRRLET, IROT 4 — L RiF Ry r—VB4D
EHERL, WTIONy Va2 BN—F L2WGEAIT T SICRIETE 7,

o [BEENIOEIE 72 ED 7~ v 2 = (Known Good Values Hash) ]: 3 A 2 TR SV/ZME, £ 7213 LLRIIC
Crosswork Cloud Trust Insights CH& & X 4172,

[Nyl —T A A RM—L Ny o (PackageInstallHash) |: /Xw 77— RA VA h—/L S LT
T OfH,

[Ny lr— T H A LNy o (Package Runtime Hash) |: T 2 ¥ A ARFD/S v r— T DI,

[7 7 A NVELHT (File Signature Analysis) ] : 7 7 A /VEL TR S EEICET 53R RR S
NET, F—EEEFOLET 7 A ML, A—ZBCBET 258 & L bIcRRSINET, 77 A VICA—EK
DIRWEGAE, TOT77AMIT A MNIFEREINERA, FICFEREINDI NNy Va2 mFR LT, A
DRAELTGT MR TEET, ZOT A A LEOR—ET 7 A LD Y A M ETIERL FRTHIT0E,
[R—%~7 7 4 /v (Mismatched Files) | ¥ 7% 27 U v 7 LET (T A ARy —VDO—HLRNWT 7
ANDFR (63 3—2) ZBH)
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| #vro9—v0E=%

FRA 2R r—oo—BLELT 71 L0ER ||

TFTINARANYT—D—HBLEWIT 74 ILORTK

ATvT1

ATy T2
ATvT3
ATy T4

Crosswork Cloud Trust Insights Z 9% & | $FEDT A AD—F LRy Fr—U T 7 A )L
DY AR FTIERLSFRTEET, A—BT7 7 AL, BEHOBEIERE (KGV) &7 /3A 2T
BEEELTWA LD EDED Y 7 N7 =27 DR —FHZE R LET,

AA T4 RUT, [T A ALY A b (Trustlnsights) |>[F =4 (Monitor) ]>[7 /31 A (Devices) ]
DIEIZZ Vv o LET,

Crosswork Cloud Trust Insights TiX, LARNZIBIMEINTZT SA ADY A MMRFREINET, T34 A &80
THIE, T ADBEI (175 5—Y) 2B L TLIZE,

R=BT 7 ANERRT DT A ADLAFIZ 2 Y v 7 LET,

T 7N ETIHE, [N TF A KA A b (Trust Insights) | % 723 & £,

(77 v b7 4—2 (Platform) | # 7T, 77 7D TFICERRIND [FA—ET7 71/ (Mismatched Files) ]
Vw7 LET,

Crosswork Cloud Trust Insights TiX, Z D7 A A THRHEINTEA BT 7 ANADB TR T-ERREINET,

[R—3 AT —% A (Mismatch Status) ]%1iZ1%. Crosswork Cloud Trust Insights 237K DTN DEZ FKR L
i —a‘o

[ A 2L (Runtime) |:KGVIENT v H A LHOT7 7 A NDEE —ELEH A,

[T 4 A7 I (OnDisk) ]: KGVHIX, BfET 4 AZIZHDLT 7 AN AT YDy a2l —HLE
A,

[ T4 A7 EBLOT H A A (OnDisk &Runtime) | : KGVAEIL, T % A ARED 7 7 A L OfEE LY
N r—DA VA M= LIEOE L 1T —F L E WA,

« ["B4 (Unknown) ] : Crosswork Cloud Trust Insights |3 KGV [E% ffE T £ A,

ATw TS [R—FHAT—H% A (Mismatch Status) ] 5| T, AT —X Az Vv 7 LET,

a) [JEEE (History) | #7 %27 Vv 35L, 77 ANVDOFEMPERINET, FIZEREND Ny a
ERER LT, R8N RE LG22 TR TE £,

b) [R—EDOZDMOEFT (Seen Elsewhere) | #7427 U w7 35L, ZOR—HT77ANEHDLT A
AZADY X MPRFIRSINET,
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B o220z

74 ILE

2y kT7—v0E=4 |

DR
)

GE)  R®D CiscolOSXR N— g U EFITLTNDET A AR R — I THET,

*7.4.1
* 742
*752

CiscoIOSXRTFNAA ZADEEDH LT VT A BT 4 XM EALEZET=ZTH2DIT, BED
TNAADRRAZLT7 7 AND IV A MR TEET, —IZ, TPHLRY) 77000, —
M7 IOSXR 7 7 A B RIBIZEML U727 7 A vid, A7 7 AV E LTT T 7R
bNET, wicHlZRLET,

cBEHID KGV 7 7 A NV E—FH L2\ T 7 AL,
ABTF—EARERINTNAED, SHASUm BFECEED 7 7 1 /L,
cHEHND Ny L 2B FFON, T ANLETITRANKGY & —F LN T 7 A )L,

AT TN AL T4 RUT, [T ALY A b (Trustlnsights) ]>[F=4 (Monitor) ]>[7 /34 A (Devices) ]
DIEIZZ Vw7 LET,

Crosswork Cloud Trust Insights Tli&, PARNZEBIMSNIZT NA AD Y A MPNFRINET, T35 AZBM
T2, T 20BN (175 X—=) 2L TIEE W,

ATVT2 FKARTZ 7 ANERTT DT A ADLAFTE 7Y v 7 LET,
ATV T3 T74V T, [FTA ML YA K (Trust Insights) |1 % 7038 & £,

AT T4 [Ty h7x—2 (Platform) | ¥ 7T, 777D FIZEREIND [RBH727 74 /L (Unknown Files) | %
7w LET,

Crosswork Cloud Trust Insights (X, & DT /A A THRHSNTZTXRTORRALRT 7 A VOFEME —ERRL

=7,
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=13 =
LR —T A RADE=_A

s AU H—T A ANT T 4 v T DFMOER (65 =)

AB—T ARSI T4 I DEHDOERTR

TNA A%&BINT % &, Crosswork Cloud Traffic Analysis (X1 > % — 7 = A AZBIT D 1EH % UL
LLET, AVX—T oA RIETDHNT 7 4 v 7 O RRTEET,

ARTFYTN A4 T4 RUT, [V T 74 v 7550 (Traffic Analysis) 1>[€ =% (Monitor) |>[Af % —7 = A A
(Interfaces) JDNEIZZ U v 7 LET,
ATvT2

N7 4w I DEMERRTAA L Z—T oA 2% 7V 7 LET,

Crosswork Cloud Traffic Analysis TlX, 31§ (RX) B OWEE

(TX) DT 7 4 v I ERNERENET,

Cisco Crosswork Cloud 1—H'—# 1 K .
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s 1V o

Crosswork Cloud D& E

« LT 4w I ADHRE (69 2—)

* ASN DFRE (73 ~X—)

s BT OBRE (75 %—)

e ARV —DFRE (83 ~—)

T RIRA » FOFRE (95 —)

¢ THRA ADHE (161 ~X—)

* Crosswork Data Gateways DX E (183 ~<—3)
« ELDBESE~D NetFlow ~T 7 4 v 7 DG
T LT UVXIDORE (205 X—)

« TNRA AT N—TDOERE (207 X—)
cSEHIDEIE?R 7 7 A VORE (209 ~<—7)
s LAR—FORE (213 X—)

]
g
=
z
=
=
.
(-

(203 =—3)






.14

TJLI7A VI ADETE

« VT 4w ADBI (69 X—)

s TV 4 v ADFRER IOV VI EER (70 X—2)
« TV T v 7 ADOHIFRE X UEEERR (70 <—)
« VT 4w U ZIWH O] (71 R—3)

TJL 74w XMDEM

AT TN AT 4 RUT, MV —T 1« > 74387 (External Routing Analytics) ]>[i%/ & (Configure) 1>[7 L

ATFwT2
ATvT3

RTv74

ATy T5

ATvT6

7 4 v 7 A (Prefixes) |DNAIZZ Vw7 LET,
[TV T 1w 7 A~DX$k (Subscribe to Prefixes) | %27 U > 27 LET,
KONWTINDDL T 57U v LET,

«[FF) Manual) ]: BT EHTLT7 4 v 7 ADIPT RLAZANLET, BEOS LT 4 v 7 2%B
ME 5120, FNEThOT L7 4w 7 AOMIICh Yy~ () ZANDLET, BEV/NEWT VLT 497
A AZITIBINTCE TR A, 72 x0T, 1.1.003 2507 V7 4 v 7 ATEBIMTEXEH A,

* [ASN/V > 7 7 7 (ASNLookup) |: BE#EfHITOENTZT VT 4 v 7 AEMRBETHASNE AN LET,

« [CSVD EEX (CSVOverwrite) ]: V7 4 v 7 AMEREGICCSV 77 A NVET v 7 u—RKLET,

AN OWTIE, R 7 ANV DT v r— K (259 X—) R LT EEV,

[v==7/V (Manual) ] ¥£721X[ASN/L > 27 7 7 (ASNLookup) ]ZBR L7cHEId, LERERE AT
L7z, [IR~ (Next) 1227 Vv 7 LET,

ANZARY =2 Bk L2541, [RY >— (Policy) | Fay 7 X7 VA NNLT LT 4w 7 AR
fFF2RY) o—%RN L E T, GBI OV TIE, Crosswork Cloud Network Insights 78 U & — DB (84 ~X—
V) EZHLTIEEN,

G¥) TV 747 AT 1O ORY —IZOREEMTLZ ENTEET,

L) [¥# 7 (Tags) 1| 74—V RICEWROHHTHXFANEATILET,

Cisco Crosswork Cloud 1—H'—# 1 K .



Crosswork Cloud D% |
B .o vrromessvuromr

GE) BEOT VT 47 A% AT LT254E . Crosswork Cloud Network Insights [ZF5E L72AR U o — &
AT T _XRCOTVT7 47 AZ#EHALET,

ATy TT1 BENEEMHER L, FME (Submit) 1227V v 7 LCEEZBWHLET,

TLIA4 VI RDRMES LV VU K

BTVLT 47 AEEMN T b Z T2 BMEITHIRT S T, LT 4 v 7 ARE
TEET, RV =0TV 7 4 v 7 AEHIRTHIEHTEET,

ATYT1 AT 4 RUT, [FMENV—T 1 > 274387 (External Routing Analytics) ]>[E =% (Monitor) ]>[7 L
7 4 w7 A (Prefixes) |DNAIZZ Vw7 LET,

RAT9T2 WETDHIOUEDOT VLT 4 vV ADRIZH DT =y 7Ry 7 R4 L, [tk (Bdit) 127 U vo L
S5 8

G¥) WET DT VT 4 v 7 AEHEHERIN L7254, Crosswork Cloud Network Insights (885 L 72 97X
TOF VT 4y 7 AIEFEZWEH L ET,

AT T3 BEREANFZEAT 21C1E, 45 (Submit) 127 Y v 7 LET,

ATV T84 RV —0n0T V7 47 A%FIRTHI2E, 12U EOT VT 4 vV ADRICH LT = v IRy 7 A%k
Az, [V v 7k (Unlink) 1227V v27 LET,

ARTYTS TV 7407 ADY 7 2R+ 52 LM L, [V 7R (Unlink) 1227V v27 LET,

GE) TVT 4P ADY I RREAT O YA, TDT L7 4 v 7 A1E Crosswork Cloud Network Insights
DFVT 4y 7 ZADY A MIFEY, TEDTEETH, T=4—TD5I LT TEEHA,
L. VT 4 v 7 AORESRIRZIT 9 Z & T, Crosswork Cloud Network Insights 725 7 L7 ¢ v
JAEHEIRTHZEDTEET, FMIIONTL, TV 7 1 v 7 ZAOHIBRE X OBEMR (70
N=2) ZZRLTLIEIN,

TL 7499 ADEIKFRES L UEERERR

VLT 4w ARHIBRT AR, BEOHEREZT I AR—F L TRFETDZ L E2HEEL 4,
W77 v0Z 7 ra—F 260 5—) 2R L T EEN,

TVT 4T ADY IR EITH ZENTEET, ZHIZEY, TV T4 v 7 ADY R RT
TV T4 P APRFFSNET N, TV 74 v 7V AZF=FERITRETHZ LT TEEE
oo FT2IE, TV T 4 v I ADBGEMREITS> T, TV 7 4 v 7 AZHIRTHIEHTEE
T, WOFIETIZ, V7 4 v 7 AOBGREMRERT 5 7B O W TR L £,
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| Crosswork Cloud D% E

FL 71 vo zEmo—swsng [

AT A4 T 40> RUT, FMEA—T 1> 7538 (External Routing Analytics) ]> [#%5% (Configuration) ]>[7
V7 4 w7 A (Prefixes) |DNEIZZ U v 7 LET,

AT9 T2 HIBRT27V 7 4 v 7 ADMICH DT = 7Ry 7 AeAd 0z L, [BEf#ERR (Unsubscribe) 1227 U v 7
LET,

ATV T3 WERLA TRy 7 AT, EEfERR (Unsubscribe) 127 U v 7 LET,

TL T4 v RBHO—FRI 7SN

—HEEIR T LT 4 7 AREREIL, V7 ENERY VBRI Lo TR A —ENE TS LT
JADT T — L@ E I L4, e xE Ry hU—=T DA T R EEFIC
T I —LEMEZE LRV ERLWGAETT, BERERL, BT LT v I RERY v —
WV 7 FT50TIERLS, V7 4y 7 A% —ERMH [—KeFEilk] TEET,

—FHEILT LT ¢y 7 AREEZ AN T 25 A 13 ROBEICERE LTI ZEW,
cBERSNIT VT 4 v 7 AR K90 HF—RHEIETE £,

«BRET AR o —TEMPFEA LT2HE . Crosswork Cloud Network Insights i3 — B2 1E X 41
VT 4y 7 ADT T — LA EFE L ERE A,

T I—AI[T VT 47 (Active) | 7T —Lb_R—VICFRENETA, 2L, TI—24
O [JEFE (History) ] X—IIZIFB| & RRINET,

« DN T2 S5 & Crosswork Cloud Network Insights (52 U 7 L7 7 — L@ A
ke LET,

T T—LIFE, VT 4 v I AR—RHEILSNDENCT 7T 4 7Tl
s TV T 4y I AP—RHEILRIZT T — LR VT SNE LT,

N

(GE)  Crosswork Cloud Network Insights [Z, 'L 7 ¢ v 7 ANFHEHT 5 %
T, ZTRUBEOT 7 —L@maitE LET A,

TV T 4y 7 ADFHERE

< IS ST T F—DBHMR T V7 4 v 7 ZAREAT L7 U 7 S SE.
Crosswork Cloud Network Insights (X% D7 7 — A@H % X5 LEH A,

« LRNCHSI ENT=T 7T 4 77T F—AWHMNELET 77 4 TIRETH D546
Crosswork Cloud Network Insights (X% D7 7 — A& X E L ET,

Cisco Crosswork Cloud 1—H'—# 1 K .



Crosswork Cloud % E |
B 7.7 oo zaao—sunms

AT9T1 AL U4 RUT, [WMBIL—T 1« > T 54 (External Routing Analytics) ] > [ (Configure) ]>[R
1) >— (Policies) >[4 U > —4 (Policy-name) (DNEIZZ U v 7 LThbH, [FV7 4 27 A (Prefixes) |
27 %7V LET,

RATv T2 —BGRMEEILTS 12U EOT LT 4 v 7 ADRRICH DT = IRy 7 A A LET,

ATY T3 [TV7 47 AD—WE Ik (Pause Prefix) 227 Vv 27 LET,

ATy T4 [—FEEZ IR (Pause Duration) | ey 7 XU U A RD, ZOT VT 4 v 7 ADT 77— L@ &1k
T HEEMEME (LEM. 1 v H. 208, FH2E3 5 H) 2@RLET,

ATy TS [—~WfElE (Pause) |27 Vw7 LET, V7497 ADARAT—H AZ1E, [—FEIE (Paused) 1 &7 L
T4 I ABRFRINDZA IV ITRERRINET, VT4 v 7 AD—WHEILZ ¥ v AT 51T,
TV T4 T ADKEICHDF 2w IRy 7 A% AL, [TV 7 4 v 7 ADFHB (Resume Prefix) | %
70w 7 LET,
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5 19

i

ASN D& TE
« ST ASN 23801325 (73 X—)

BLfR9 5 ASN ZiEMT 5

RTYT1 AL T 4 RUT, PNFV—T ¢ > 7547 (External Routing Analytics) ]> [#%/E (Configure) ]>[ASN
(ASNs) |DIEIZZ Vv 7 LET,

ATw T2 [ASNOE=4%— (Monitor ASNs) | R¥ %27 Vw7 LET,

AT 973 [ASN (ASNs) ] 7 4 —/L FIZ, ASNZ AN LT, EHD ASN ZBIT 512i1%, % ASN Oz >~
() #AHLET,

ATy T4 [k~ (Next) | %27 U w27 LET,

AT9 TS LRNCARY —Z{Ek LA, [RY > — (Policy) | Ry 7 &# 72U A Mpd ASN IZBIEfF I 5 A
U —Z@RLET, OV TE, B v—0FE (8323—) 2BBLTIEEN,

G¥) ASNIZ 1 D DRY I —CORPENNIT B ENTEET,

ATvFT6 (L) [#7 (Tags) 1 74—V RIZEBEKOSHLTFA NE AT LET,

G¥) #ED ASN 2 A ) L7236 1%, Crosswork Cloud Network Insights |Zf5E L72 AR Y >—& % 7%
FRTO ASN I L £,

ATy Tl BEENEEMR L. IR1F (Save) 127V v 7 LTERLBTLET,
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i

E7 DEEE

BT DA IR—F (753—)
v oM (76 ~—)

T OFEOER (76 X—)
s BT TNL ADRE (79 =)
v OfftE (80 ~X—)

v7 O (81 X—)

« BT OHIBR (82 ~—)

E7DA KR—k

ATy T

ATy T2
ATvT3

ATvT4

Kk T BGPmon DEEFED B T HERR N BN 72> TV AEASIE. BGPmon 6 ET A AR — |
TEET,

AA LT 4 RUT, IMBNV—T 1 > 75387 (External Routing Analytics) |>[fXE (Configure) [>[E7
(Peers) |DJEIZZ V v 7 LET,

[Peermon® A > 7R"— bk (Peermon Import) | %27 U v 7 LET,

Peermon 7 — 7 /WZK BT IZBEMT SNTZE T A—AT KL ABZ AL, [ER (Request) |27V v/
LET,

Crosswork Cloud Network Insights (3, AJJL727 L AIZHEGRA — V2 EE L ET,

B A—NVOEKBY 7 %7 ) v 735 &, BGPmon 5 Crosswork Cloud Network Insights (2 & 7 #2054
YAR—hENET,

7V 7 F DN A — /L OBIRNSEIN TG G, [ AR — hOFEH) (Restart Import) [ %227 U > 7
THIET, ERA NV EHEEFETEET,

ARV 7% 27V v 7325 L Crosswork Cloud Network Insights | "7 % BGPmon 7> bzt L, B 7 {E#H%Z
EHICAYR= P LRI A v E—V2FRLET, A R —FSNEETH[ET (Peers) | A ==2—IT
TRINET,
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Crosswork Cloud D% |
B croem

o
E7 DEM
Z X, Crosswork Cloud (2 B 7 Z BN 2 BEDOEADFINE T,

ATV TN A0 4 RUT, [AMEA—T 4> 75387 (External Routing Analytics) ]> [f%7E (Configure) ]>[E 7
(Peers) | DIEIZZ Vv 7 LET,

ATv T2 [ET7DEM (AddPeer) 127V v 7 LET,
ATV T3 ROFRIRT 74—V RIZANLET,

J4—ILK Bl

IP ETDOIPT FLA,

4 i (Name) v O—EO4RL, BT OETonThn e
H—H L TiER0 E£HA,

ASN E7 @35 ASN,

TTPHETATAR (City) BT BLE LTS i KETA,

(Country) BT MIE LTV B E,

BAESEDFEF A —/L (Contact Email) ET OEKEE S A —LT FLA,

B (Description) BT DR,

AU — (Policy) ETICBEEMIT AR Y —EIEIR L E T,

47 (Tags) (LR ETICHEMAT2E®ROH LT XA ME AT
L%,

ATy T4 [IR7F (Save) |27 U v 27 LET,

ATy T vAaADL— M — 3L ASN OFEMAEBG L E T, FEIC OV TIL, BT OO FER (76 =) %
ZRLTLESY,

ATYT6 ETT AL 2AEFRELET, iFHIZOVWTIE, BT T A ZAORE (79 5—2) 2R LTSN,

o] R Y —
E7 DEFEMDERT
FREOETIZHET AMEREZ R TR TEET, £, BT TS AOREIIHLERAIOD

M= P —NRBIUVASNFEREEET L2 EHTEET (BT T30 ZORE (79 3—)
M)
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| Crosswork Cloud D% E

(Peers) | DIEIZZ U w7 LET,

eromozr [

AT AT 4 RUT, [FMEA—T 1> 7538 (External Routing Analytics) ]>[iXE (Configure) 1>[E7T

ATv T2 BEOETICHETAEMAEFERT AL, FOETOIPT RLZ2%2 7Y v 27 LET, Crosswork Cloud

Network Insights TiZ, ROFXITRT LI, ETICHET MBI NET,
GH) ZOXN=Uhb, ETLEIRF U E I Y v 7 LT, ZOETEZETORE, ET7 0l

72T ORI A b TEET,

= 18: =

J4—ILF

Bl

U7 &N7=AR Y v— (Linked Policy)

VT 4y 7 AZEEMT ONTERY —,

FHT S a7 #tiEt (Stats Updated)

O R VAN I S gt T 8

[HeST/ Fe w7 &Nk v a3 (Sessions
Established/Dropped) ]

J— Y — RO 7 RO T OO BGP & v
va UHHESL R a7 E TR,

%DV &> K~ (Last Reset) |

Yy va URRZIZY 'y IR,

wEDOY Ty OB

BGP v a vty h&N-HA,

%O T 7T 47727 7 —2 (Last Active Alarm)

ETICREEA T DT R GE DT VT 4 TIRT T —

by TI—LE&E7 Vw735 L, GFMPFRINE
T EDT VT 4T RT T7—2D U A MEFRT
HIZIE, [T_TEFR (ViewAll) 1227V v LE
R

[Z®D YT (This Peer) ]

ETICET A ERAFIRSNET,

BGPt > 3 > (BGP Session)

HIEOBGP v a v DIEREYFRLET,

[/L— F#— 3L ASN (Route Server and ASN) ]

MENrET-, F3ETILE S E L TWABGPE
arPhETIZHDHN— = RO T — X I
THEHR, ZOFRIT, T T A AERET DT
WIZHETT, SOV TIE, ET T3, A0
E (79 X—) ZZRL TSN,

VT 4 v 7 ADO# (Number of Prefixes)

BT T2 ANONDE T VT 4 v T ADNEE R TR
RTAHTHAMOEA LTA
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B crosaozs

=®19:75—4L

Crosswork Cloud D% |

T4—ILF

BLl]

7 I —LDOWEE (Alarm state)

WDOT T —LDREDONTNE T ) v 7 LET,

«[7 277 47 (Active) ]: Crosswork Cloud
Network Insights Ti&, #EEIAIC Y — h 7
TRXCOT I T4 TRT T —ADY A NBRER
SNET,

o [FEaBE A (Acknowledged) ] : Crosswork Cloud
Network Insights Ti&, #ENAN.TY — &7
FTRCOMGBHE AT 7—LD U A RBEREN
i‘g—c

#Fr (View)

R (View) 1227V v 95L, 77 —HIZET
LRI ERSNET,

JL—/L (Rule)

EHN LT Lb—1,

YEIT 4 (EKE)  (Severity)

RESNTZT 7—2DIETT 4 (ERE) L
JVg

77T 4 74t (Activated)

T T — L DR,

%= 20: BGP &%

J4—ILF

BLL]

B A N7 L—2A (Timeframe)

[Z A L7 L —2A (Timeframe) | Fu v 727 U X R bAEZ IR
LT, A L7 L—LEHEELET,

T RANZA XA MNEDIEL
(Advertisements/Withdrawals)

BA DT L — LR ENTET RRZALZA L FEROELOS
He @

TVT7 4 w7 A (Prefix)

BGP B DZIETIC/R > TS T LT 4 w7 AP T KL A,

%{5ICASN  (Origin ASN)

RIFTLTH D Z & DR I 172 ASN,

AS /XA (AS Path)

ASIV—T 4 U T IRA,

23 == 4 (Communities)

AIa=T 4 ONAEE GEYT IS

®Hro & A 7 (Update Type)

BGP DX A 7,

BAHZEE H (Last Modified)

A=l BGP g H I,
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| Crosswork Cloud

E7 T/ ADKTE

e7 71 20Ez |

WOT T — AL T, 7T AR Z#ET £,

Cisco 10S XE

router bgp <asn>
bgp router-id <router-id>
bgp log-neighbor-changes
no bgp default ipvé4-unicast
neighbor <route-server-ipv4> remote-as 65179
neighbor <route-server-ipv4> description Cisco CrossWork Route Server IPv4
neighbor <route-server-ipv4> ebgp-multihop 255
neighbor <route-server-ipv4> update-source <src-interface>
|
neighbor <route-server-ipvé6> remote-as 65179
neighbor <route-server-ipvé6> description Cisco CrossWork Route Server IPv6
neighbor <route-server-ipvé6> ebgp-multihop 255
neighbor <route-server-ipvé6> update-source <src-interface>
|
address-family ipv4
neighbor 172.31.20.53 activate
neighbor 172.31.20.53 send-community both
neighbor 172.31.20.53 filter-list 2 in
neighbor 172.31.20.53 filter-list 1 out
exit-address-family
|
address-family ipv6
neighbor 172.31.20.53 activate
neighbor 172.31.20.53 send-community both
neighbor 172.31.20.53 filter-list 2 in
neighbor 172.31.20.53 filter-list 1 out
exit-address-family
|
ip as-path access-list 1 permit .*
ip as-path access-list 2 deny .*

- >
— —

e<asn> (X, *v N7 —2 D BGP AS 5T,
- <router-id> |, *» k7 —2® BPG/L—# ID TT,

o <grc-interface> (X, %Y U —Z DO BGP EHETA v X —T =4 AT,

KD IPVA/IPv6 [EHIT. Ul ZFH L TCETRABMENT-ZICAER SN ET, 3ico
WTIE, ET7OEM (76 2—) BIOETOHMOFR (76 2—) 25 LT
<TEEV,

. <route-server-ipvd> [, A a®/— b — D IPv4 T KL AT,

s <route-server-ipve> %, v Aa®/— FH— D Pv6 7 KL AT,

Cisco Crosswork Cloud 1—H'—# 1 K .



B cross

E7 DimE

Crosswork Cloud 0

Cisco 10S XR

router bgp <asn>
address-family ipv4 unicast

|

address-family ipv6 unicast

|

neighbor <route-server-ipv4>
remote-as 65179

bgp router-id <router-id>
ebgp-multihop 255

description Cisco CrossWork Route Server IPv4
update-source <src-interface>
address-family ipv4 unicast
route-policy DROP in
route-policy PASS out

|

!

neighbor <route-server-ipvé>
remote-as 65179

ebgp-multihop 255

description Cisco CrossWork Route Server IPv6
update-source <src-interface>
address-family ipv6 unicast
route-policy DROP in
route-policy PASS out

|
route-policy PASS

pass
end-policy

|
route-policy DROP

drop

end-policy
|

- -
— —

e<asn> (L. *v NV —27 ® BGP AS &F = T1,
. <router-id> (L. *v NV —27 ® BPG/L—# ID T,

o <grc-interface> X, *y FU—2Z DO BGP EEA v X —T =2 A AT,

&R D IPVA/IPYV6 1HERIT. UL 2 L TE T NBIMEN-BICAER SN E T, FFEHICD
Wi, BT OB (76 2—) BXORETOFEMOFET (76 2—) 2HRLT
<TZEV,

« <route-server-ipv4> (X, v Aad/— hHh— D IPv4 T KL ATT,

« <route-server-ipvé> |X, A I D/N— h P — D IPv6 7 KL AT,

DIRNCEBMERIZA v AR— M LT ARETEE T,

. Cisco Crosswork Cloud 11— —H 1 K
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| Crosswork Cloud D% E

ATv T

ATy T2

ATvT3
ATy T4

ATy TH

o |

AA D4 KT, [PMNH—T 75381 (External Routing Analytics) 1> [XE (Configure) ]>[E7T
(Peers) | DIEIZZ U w7 LET,
1ODOET ZffETHI2E, 7O 7T FLAZ22 ) v 7 LThb, [#E (EdiY) 1227V v7 LET,

BT ZfRET 256, ©7 04R1, fiIKETH, EH, @i, 5, R o— ¥ 7E2ERTEET,
T4 =V REEEL, [fR1F (Save) 1227 V27 LET,

VT ION—TEER L CRICELEZEAT 5I121E, METLIEETORICIOGLT v I Ry 7 A4 0T
LT, [fmtE (Bdit) 1227V >y2 LET,

BEOET 2 mETHHE. ETICEHV Y TONTWARY S — 2 VE2EHE L, T _XTOETEIET
T4 TACETXT VT 4 Tk TEE T,

T4 =V ROWTNEERE L, [#F (Submit) |27 Vv 27 LET,

E7 DEME

ATy I

ATy T2
ATvT3

ATv74

T BT 5 L, Crosswork Cloud Network Insights {3 &7 2 & O #UNEE & —FFAYIC 45 1E
L. Crosswork Cloud Network Insights D /L — h#—/X— L &7 )L —Z D BGP & v v 3 & #&
T L%, Crosswork Cloud Network Insights I%, E 7 kAT — & X— R RFFLETN, E
T OMEHE#R BGP vy a v AT —H A P4 L IPV6 T L7 4 v 7 AT L) ITEHE L
£

BTCETEAMMILT, T2 NELHATEET,

F721E, 7 ZHIER L T, Crosswork Cloud Network Insights 2»HHIfr3 25 Z & T&E9, ¥
THEHBRLIZRIE, 20T -2 EEETEERA, ETOHIER (82 2—) #BHL T
é b\o

AA LT 4 RUT, IMBNV—T 4 > 74387 (External Routing Analytics) ]> [iXE (Configure) ]>[E7T
(Peers) |DJEICZ V v 7 LET,

T 7T 4 TNICTHETDIPT KL A&7 U v 7 LET,

[#%) (Disable) 1% 7 U v 27 LET,

ET PN EN L ERT Ay = URRIRSNET,

NI TWDETEAENCT D ENTEET, ET7ZHOAEICTT H L. Crosswork Cloud Network
Insights |ZPR1F SN BT A L. ©7/0—# & Crosswork Cloud Network Insights 0 /L— k" —/3—
FITBGPE TV vy a BEMINET, ET72AMI LIk, E7 OFFMR— ITHEHER? £
RENDETITHKR 30 D0 omE808 00 £7,

V7 OTF— X INEEZFHBT HIZE, [F%) (Enable) 1227 Vv 27 LET,
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Crosswork Cloud D% |

B croun

ETBNENI /o T T EEIRT A v — U0 Z L, Crosswork Cloud Network Insights (X £ 7 D7 — # I[Y
LEBHLET,

o s’
E 7 DHEIER
VT EHIRT S &L TRTOE T T — 3 Crosswork Cloud Network Insights 7> 5 Hll R S AU E 7,
Crosswork Cloud Network Insights (X, & D/L— k#—/3—225 BGP &7 #iakZ HIFR L. Crosswork
Cloud Network Insights & 7 /L— X O BGP v a v &K T LET,
ETICEEM T HNTeT R TOE T F—23ME#E S, BETEEEA, HIRSNZET 2 /H
TIT 47T HZEIFTEERA,

Tk, ETEESGICT AL TEET, ZOHE, Crosswork Cloud Network Insights 73
T 0D OIFHINEZ —FIIFIE L ET, BT 0B 81 ~—) 2ZRL TSV,

ATV TN AL 00 ROUT, IMEV—T 1> 7547 (External Routing Analytics) 1> [f% & (Configure) ]>[E 7T
(Peers) JDJEIZZ V v 7 LET,

AT9 T2 HIRTH2ETORICHETF v IRy 7 ZAed 2T 50, IPT KL A% 27U v 7 L, [HIEE (Remove) ]
27 Vw7 LET,

AT9 73 [HIEE Remove) |27 Y v 7§52 LT, BT OHIRMNHEELET,
v T &2 OLIRNZINEE S 3727 — % 3 Crosswork Cloud Network Insights 72> 5 HIER S v E 5,
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s 11 =

R O—DEHRTE

«RY =D (83 ~—)

« Crosswork Cloud Network Insights 78 U >— (84 ~X—2)
* Crosswork Cloud Traffic Analysis /R U >— (88 ~X—73)
* Crosswork Cloud Trust Insights /8 U &— (91 ~X—)

R O—DHE

RY =T I7—nF, THILRVEEZEET L2 LN TEET, ZHUE. BXONLORE
A, BEOHDIN—T A TTITAET 4, BEOERy NV EHROMELZFFET S
DI HET, RV V—%HHT22E T, Xy hU—JEIfE Ob—T 4 7 OIEFME,
RAFERE) RE=F—TxET, AV —%ERTHITE., LEWVEEZEEL T -EHoL—L
EEFRLET, VL VEKPEAL, LEVWHEEB 725G, Crosswork Cloud (254 Di@%n
TV RARA Y MZOWTIIEETELT 77— LI\ TET 7T 47 LET,

AA LT 4 RUT, IOWTINND CrossworkCloud 7 7'V 7 —3 g ZBEI LT, AU v—
PUERR, AR, FlidFrLET,

* Crosswork Cloud Network Insights 78 U 2 — (84 ~X—71) (> B8 [%7E (Configure) ]>[
U — (Policies) ) : FPHILZRWBGP 7 RARXZ A4 XA "= A—LET,

* Crosswork Cloud Traffic Analysis 8 U 2— (88 ~X—1) &> [(%E (Configure) ]>[HV
v — (Policies) 1) : P#E T LEHRORFELZE=F2—1L %7,

« Crosswork Cloud Trust Insights & U — (91 <*—<") (B> [#&Z (Configure) ]>[KV
v — (Policies) |) : T/ ADEEMEEE=F—LET,
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Crosswork Cloud D% |
. Crosswork Cloud Network Insights 7K ') > —

Crosswork Cloud Network Insights 7R ') & —

Crosswork Cloud Network Insights 78 ') < — @3N
A

CE) BRItk oTE, HILORY —2ERT 20T, BEORY o—2@R-L, bFhi
EREEMRATANE O BERR L bH Y £, FFMITOWTIE, Crosswork Cloud Network Insights
R —DEH (86 ~—) ZZRL TS,

ZFvF1 AArvgrRwe, B> (%% (Configure) |>[HR1 &— (Policies) ] DIEIZZ U v 7 LET,
ATvF2  [RU—%BEM (AddPolicy) 127V v/ LET,
ATY T3 KOWVTIPORY =% AT% 27V 27 LET, Crosswork Network Insights 77— LK A 7 (378 ~—
V)
*« [ASN7~ U >»— (ASN Policy) ]
[FVvT7 4y 7 AR T — (Prefix Policy) ]

[T R Y 2 — (Peer Policy) ]

ATv T4  [4E] (Name) | 74— /L RCTHRY —£Z&E AN LET,

AT TE KU —NOL—VEK LTz & I EMEZET 28T RRA > M 2B 5121%, [=2 FARA
v h@iEN (Add Endpoint) 1 %27 VU > 7 LET,

ARTYT6  TL7 4y ARY —OEREBER L5611, [JESILDHAS/NATT ¢ % (Expected AS Path Editor) ]
v a T, ROT 4=V RITEEZAD LET,

* [38{Z7CASN (Origin ASNs) |: 'L 7 4 v 7 AINT RAZ A X& b /L— hThHD ASN 15T,
o [7 w7 A KU —LASN (Upstream ASNs) ]: 17 7 HiD ASN,

* [X7E (Configure) 1% 27 UV v 27 LT, A7 AS NAD/Z —2 % AJJLE T, Crosswork Cloud
Network Insights |, 5 &7 ASN DXF — (BEESND ASKE SO —7 L ADNER) L. 7
RARZARENTZT VT 4w 7 ZAD AS SRR L, —ELAWEAICHE LET,

AT9F1 = Rules) |7 aT, =DM (AddRule) 127V 7 L, KU —Z#EHTH 1o
UEDODL—NERIRLET, 77 —L0OHFEMIZONTIL, 77208322 LT EEN,
a) (V74927 ARY O —DFEDHR) FEED CrossworkCloud 7 227 ) 7 g Tk, [TXTOH
7 (AllPeers) ] & [ A ET (MyPeers) | D250 V7 4 v 7 AKRY — )b—)L T3V %
FHATEET, Y 7RIV T a T I7o0F T ar0FRR 2813—=) [wA T (MyPeers) |
= UEET OB O BGP EH DO IHENE T, [TXTHOET (AllPeers) [ IZET B I M
7 a—, L ET B O BGP EHIIHEWVE T,
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| Crosswork Cloud D% E

ATvT8

ATvT9

ATv 710

ATvIN

ATvT12
ATv 713

Crosswork Cloud Network Insights 7K ') > —®3E/0 .

TVT7 4 v P AR —IZEDDTXTCON— NV EF AL, [RTF (Save) 127V v 7 LET,
R3:FLI74v9RKRYS—IL—IL: [TRXTOET (AllPeers) ]EXU[XA ET (MyPeers) ]

Add Policy Prefix Rules

Select rules to activate for this policy

All Peers My Peers

[] AS Origin Violation ["] AS Origin Violation - My Peers

[] AS Path Length Violation [ | AS Path Length Violation - My Peers

[ ] New AS Path Edge || Parent Aggregate Change - My Peers
[} Parent Aggregate Change [ | Prefix Advertisement - My Peers

[ ] Prefix Advertisement [ ] Prefix Withdrawal - My Peers

[] Prefix Withdrawal [ | Upstream AS Change - My Peers

[ ] ROA Expiry [ ] Valid AS Path Violation - My Peers
[ ] ROA Failure

[] ROA Not Found

[} Subprefix Advertisement
[ ] Upstream AS Change

[ ] Valid AS Path Violation

=N T e, WERELET,
o L=V A% (Enabled) ] (57 4/ k) 7 [#%) (Disabled) |1 2&fE L £,

s #5357 (PeerstoResolve) |: 7 7 —AZETHIIFFEDA X NERHTH20ERSH L —E
DT OHFEANTILET,

s [FNUT—F2ET (Peersto Trigger) |1: 77 —2% b H—TFTBENFFEDA X M EBET 24
ERHDH—BOCT OHEANTILET,

[PETTF 4 (ERE) (Severity) 1: 7T —ADYEFT 1 (EKE) LNLEZBRLET,

[T> RARA > b (Endpoints) &7 3> C, [ RARA > hDiBI (AddEndpoint) 127V v 7 LE
R

[ RARA > h¥ A7 (Endpoint Type) | KRy T XD YR RNNLTZY RRA VN2 A T HBIRLE
TO

[T RARA >k (Endpoint) |7 4=/ FK&E27 Vw7 LThb, BEOTY RKRA VM EEIRT 50, [T
v RARA > @B (Add Endpoint) (%227 U w7 LT, BT 4 — /L RIZATILET,

TV RARA Y MIWODTHHRETEET, FFMICOVTIX, BT RARA > FORE (95°—) %
SZLTLIEEN,

[AF (Notes) ] 74—V i, LERAEEZATNLET,

[f~1F (Save) 1227 Vv 7 LET,
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. Crosswork Cloud Network Insights7R ') & — D & &

Crosswork Cloud Network Insights7< 1) & — D & 1&

Crosswork Cloud D% |

RY —2FoR, AE, FFERS 21T, ROFIHEZFEITLET,

ATFYT1 AL 4 FUT, >[§§E (Configure) ]>[R') >— (Policies) | DIEIZZ U v 7 LET,
ATy T2 HESEET D, FRIFEBICGENEZFRT AR —D4R%2 27 U v 7 LEd, Crosswork Cloud Network

Insights TlX, RORITRT LT, AU —ICETLFEMBARRINET,

£R21:R ) O—OFHMD T 1+ —I)L FICET HEHA

27

TJ4—ILF

B

M=

M2 (Overview) ] ¥ 7IZi%. #8
ELERY —ICMET 230 E

[#8E S 115315 TCASN  (Expected
Origin ASNs) ]

RV > —OVERRFRIZHRE L 72 ASN
F1Z501%. Crosswork Cloud Network
Insights 25 8E L £,

FNTWET,

[HESNDT v 7 A KU —ALASN
(Expected Upstream ASNs) ]

RY ¥ — ORI IEE L2 T >
7' A U —2 ASN,

(G272 AS XA D% — > (Valid
AS Path Pattern) ]

RY —DVERRR IR E L72A %
12 AS ISADINE —

JL—)

AU —HNOL—LDU A K,
Crosswork Cloud Network Insights T
X, BNV—NDT I T 4 TIRT
T =D L HN— BT
LEMAFRESNET, V=D
FrEDT 7 — L& FRT HITIE,
WENINDN—)V T[T 7T 4 773
7 Z—2A (Active Alarms) ] %7
Vo2 LET,

TL74 99 R (Prefixes)

[F'V7 4 w7 A (Prefixes) | %7
Wi, RV —IZBEEAHT s
TVT w7 AT DRSS
FNTET,

TVT7 4 w7 A (Prefix)

TVLT 47 AIPT FLAN—E
FRENET, LT 4T AD
PR A FORT DI, IPT KL A
7 Vw7 LET, FEMIZONT
X, V7 g v AOFEROERTR
(45 X—) #HRLTLLIES
W,

BMOT VT 4y 7 AR r—
[N IV7 A % el = S A P AP G/
ADVY 7 (Link Prefixes) | % 7
Vo LET,

57

VT 4 w7 AZEEMT BT
2T M—EBERRINET,
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I Crosswork Cloud D% E
Crosswork Cloud Network Insights7< ') & — D& E .

27 J4—IJLF SRER

T o—LA 7 T —ALDIRKAEE (Alarm state) WDT T —LDREDOWNT NG
[75—2 (Alarms) ] % 7121, 7V 7 LET,

BEfHT ST 7 — BT 5 [T7T 47 (Active) ]:
SRR E EFNTWET, Crosswork Cloud Network

Insights Tl&, EENERLTY —

SNl _XTOT 7T 47
T T—LDY A RPRRES
ET,

o (B 7 (Acknowledged) ] :
Crosswork Cloud Network
Insights Tl&, BJENENLTY —

h NI T RN TOMERF AT
TF—ALDY A NBFEREINE
R

« 8% (History) ] : Crosswork
Cloud Network Insights T,
(A LT L—A

(Timeframe) ] Ku v 7% 7
U ARG IR TRTHEPH 2 45 7E
TEDEET 7 —LDY Xk
MERINET,

7T — AEHERELIFAX—XT
HIZiX, TI—LORICH D
Frxv IRy I ABAFNZLT,
[#e#8 (Acknowledge) ]| F /=i [*
X —X (Snooze) [&#7 Vw7 LE
R

77— LD (Alarm Details) | 77— A OEEH,

~U — TI—bE N) =L
7 4 v 7 AE7-1% ASN,

JL—/L (Rule) BwBR LIL—L,

# ©°7 (#Peers) BXELR—FLEET O,

YETT 4 (EKRKE) (Severity) |REINTZT 7—2DTETT 4
(ERE) L,

77T 4 74t (Activated) T T — L DFEREZ,

HEFE (Notes) a—PFNRAN Lz AE,
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Crosswork Cloud D% |
. Crosswork Cloud Traffic Analysis 7K1J & —

AT9 T3 RV o—%2EET DT, [RE (Edit) 1227V v7 LET,
a) MEILUT, BTy RRA Y b, BELBIVOT v 72 R —AASN, AS/RARZ—2 BLIW
N—NEFHLUET,
b) [f*7F (Save) 1227V v 7 LET,
RATv T4 RV —%HIBRT HI21%, (B (Remove) 147 U v o LET, HIBRAHRT 272012, FEHIR
(Remove) | #7 VU v 7 L%,
ATy TS BEEORY V—%abt —3252i%, [ER (Duplicate) 1227V v 7 LET,
a) 774N BETHE, BLWARY —OAFNEL [2 8 — (Copyof) | TIAEY, ZOKITHERSWIZKRY
= DARINHE ET,
b) MEREHEZIMZ T, [BRFF (Save) 1227V v 7 LET,

Crosswork Cloud Traffic Analysis 7 !) & —

Crosswork Cloud Traffic Analysis 78 ') < — @B/

Crosswork Cloud Traffic Analysis (%, KD 2 >DR U > —% HEIFNAER L £,
o F— U = Ak (343 2—) : Crosswork Cloud ~@ Crosswork Data Gateway D ##5i %
T —LFET,
o TN AR (3453—)  : Crosswork Data Gateway ~D7 /NA A Dt & & =X —
L\i—gqo

TX. RX, BIOV Y RTVT7 4 v 7 ADEHEEZET=F —FTHBMORY > —%{Ekd 5
Wi, ROFNEEZFEITLET,

\}

CE) BBtk oTE, HILOARY =% T 20 TiEel, BEORY o—2@R-L, bFhi
EHEAMATNE D BRRAR L bH Y 3, FHMIZ OV TIL, Crosswork Cloud Traffic Analysis
RY—DFH (89 X—) 2ZML TIZEN,

2FvF1  AArv v oo, El>[®%E (Configure) 1> [HKY S — (Policies) | DIEIZZ U v 7 LT,
ATy 72 [KY—%BM (AddPolicy) 127V v 7 LET,

ATv T3  [4A] (Name) | 74— /L RTHRY —ZEATILET,

ATy F4 [k H— (Triggers) 1 T, [JL—ILDENM (AddRules) 1227V v 7 LEd,

GE) ZOFIEFIZF v 2T L 2BRRLIZGE. RETORY —IL[ARY > — (Policies) ]
NR=T DB ST E IR T,
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I Crosswork Cloud D% E
Crosswork Cloud Traffic Analysis7R') > — D& .

ATYTE  AERTAEA A —T oA AR o — 2B LET,
A UB—T A RATXERAE (Interface TX Utilization) |: X5 FT7 7 4 v 7 EREE=F—L F
T, TI7—2b% MU =75 TXMHHAROFKMEEEL £,

[A B —T A ARXEHZE (InterfaceRX Utilization) |1: ZE N7 7 4 v 7 EREE=F—L F
T, TI7—2L% MU H—72 RXEHROHHEZIRE L E T,

[FLT7 4 v RERAE (PrefixUtilization) |: V¥ VARV 7 4 v 7 ADERREE=F—1L 7,
TI—b&B NI AT—F27V7 v 7 AMEHROHMELIEE L 7

RTYT6 N—ATEiZ, ATAXEFNLT, T7—2% M) H—F 5@ HROHA L EEELLERTELE
R

ATy TT [k~ (Next) 1227V 7 LET,

ATy 78 [T—% (Data) | T, [BM (Add) 1227V v 7 LT, FE=F—TI5 X =T oA AEBIRLET,

ATV [EZA—F B4 —T x4 ADEIR (SeectInterfacestoMonitor) ] 2— I IZFKREINDFERITHEN,
[Em (Add) 1227V vr LET,

ZFw T [FH3 (Adions) | T. Ub—AM b U H—SNF%I0) %IET 5T~ COMME A THRE S
HE T, BEOEM (Add Notification) 1227V v 27 LE7,

RATFYyITN [fR7F (Save) 1227V w27 LET,

Crosswork Cloud Traffic Analysis7R 1) & — D EIE
RN v—% R, AR, FITERTLITE, ROFIREZFETLET,

2FvT1 244 kuc, El>[8%E (Configure) 1> [RY— (Policies) | DIEIZZ U v 7 LET,
ATV T2 = bz A BHER) O—F7 3TN\ REHEAR) O—2ELE T 5120, TNENDOT 1> RU T[4
(Details) 227 Vw7 LET, IOV TIE, F— oA (433—) | BIO IF37 %
OFEFME (345 X—) | EERLTLIEIN,
ATV T3 a—P—NER LAY —2ER &, 3R T80, RV —4% 7Y v 7 LET, Crosswork
Cloud Traffic Analysis Ti&, RORIZART L IIC, RNY —IZHT 5B ERINET,
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. Crosswork Cloud Traffic Analysis7R') & — D &

R2:R)—DHMDT 4 —IL FICEET %58

Crosswork Cloud D% FE

Y o=

—a_‘O

[75—4 (Alarms) | #Z 712i%
CREAT T b7 T —
LT D3R E EN TV E

tab)

20 J4—ILFK Bl
m= Triggers ZORY —IZHRESNTNDA
E (Overview) ] % 7IciE. 45 ;§%714X@”%”%%TL
ELTRY v —ICBT B3 E °
FNTWET, F—2% (Data) TORV—DEF=R—RIEA
H—T 2 f AT RLET,
7 73 = > (Actions) ZORY —IZERESNTWAHT
VRIRA v MEMEEFRRLET,
T o—L T T —LDIREZ T (Alarm state | IRDT T — LDIREDWNT LN E

70 v 7 LET,

(7Y T47 (Active) | : B
JIERL T Y — b STz FT_TD
TIT4TIRT T—LDY A
FRFRENFET,

. [HEREH
(Acknowledged) ] : EESGIENT
TY— F &N T RTOMER
BAT T—LDY R NNER

SNET,

« [[BFE (History) ]:[#4 L7
L—4 (Timeframe) ] K v
THE Y AN Db R P
ZIRETEZLBET 7 —20
UAMPRRRSINET,

T T = DT TR itix; x#
DX, 77— ALDRIC
?Iyﬁﬁyﬁz%ﬁ‘/&lbf\
[#EFR (Acknowledge) ] F 721X [A
X—RX (Snooze) (%7 Vv 7/ LE
R

AT T4 R)—ZEESTHITIT
a) MBS UT, A ¥—

ATy TS5 KU —%2HIET 5T

. [RE (Edit) 1227V v7LET,

TxAAN—)b, TR —RBA L EZ—T A A, BIOBRTINE-Z R
RA v FBHMEEHLET,
b) [PRfE (Save) 1227V v 27 LET,

1%, [HEIF% (Remove) | %7 VU v/ LET, HIREZMHRT 272D

(Remove) | =7V v 7 LET,

. Cisco Crosswork Cloud 1—H—#H A1 F
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| Crosswork Cloud D% E

Crosswork Cloud Trust Insights 7K1) & — .

ATy 76 BFEOR) v—%2ab—32512, [ER (Duplicate) 127V v 7 LET,

b)

a) T 7ANBRTHE, HLWEAY O —O&RNL[2E— (Copyof) ] TIHE V., ZOBRICEHBINIZKRY

V—DARIDEE E T,
[#R&E (Edit) 1227V v/ LTRERETETo720, [RE (Save) 1227V v 7 LET,

Crosswork Cloud Trust Insights 7R 1) & —

Crosswork Cloud Trust Insights 7K ') < —®3E /0

ATvT1
ATv T2
ATvT3
ATv74

ATy TH

Crosswork Cloud Trust Insights (X, kD 2 >DR Y > —% HEFNI/ER L £,

« =~ = A BEf5i (343 ~—7) : Crosswork Cloud ~® Crosswork Data Gateway %5t %
FT=H—LFET,

o TN AR (345%3—)  : Crosswork Data Gateway ~D7 /NA A D& & =X —
l./ \iﬂ—o

FNRA ADFEEMNZ T =X —TFT HB8MORY > —%2 BT 51213, ROFIEEZFITLET,
A\

CE  BECLoTUE HILORY V—2AERT 20 TERL, BFEORY U—2 8- L, bTFhe
BEZMATNE D DRROR L bH Y 3, FMITOWVTIE, Crosswork Cloud Trust Insights
RY—DFH (923—2) 2L TI7EEN,

A vy g Ry, E>[®E (Configure) ] >R — (Policies) ] DIEIZZ U v 7 LET,
[NV 2 —ZiBh (Add Policy) 1%V vz LET,

[4f] (Name) | 7 4 —/V RIZHR Y o —%&&EATTLT, IR~ (Next) |27 Vw7 LET,
[FUFA— (Triggers) ] T, [JLb—IL®iENM (AddRules) | %27V v LET,

G¥) ZOFMEFIZF ¥ BT H I EEBRLTGA, RETORY —IX[A Y > — (Policies) ]
N=VO—EIF ST FFITRY ET,
VERRT 2 T /3 ZAN— LR L7,
« BIFRGIALAST N T N A AGERAE (353 ~X—)
« TN ZGEAEER (355 ~—)
« T/3A 20D SSH AR A M F—iEfL (359 ~—)
cTFNRARAFETaLr T 4 X2l —a  OEE (357 =)

o FU VDK (361 RX—)
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Crosswork Cloud % E |
. Crosswork Cloud Trust Insights/R 1) & — D &I

« HIIREII O T N4 ZIEHE (363 ~2— )
N RNU =T OFEEEORGEE (365 ~—)
T AN (367 2—)

Sy lr—VO/EE (369 N—)

« R 7 7 A4 (371 X—)

ATYT6 N—NTLZ, TI—LERNIAT—TDHVETT 1 (ERE) LYLVEREEELEELET,

ATy T [k~ (Next) 127V v 7 LET,

ATv T8 [FT—% (Data) | THEM (Add) 1227V 7 LT, FE=H—TTD57 4 AZ@RLET,

RT9T9 [T/ ADER (Select Devices) | X— VIZHFKRSNDHE/RIZHED, B (Add) 1227V v 7 LET,

AT 10 [FUL 3> (Actions) | T, OUL—ARB MU H—EN7%I0) HETDHITITOEMY A TRREIN
HET, [BHEOENM (Add Notification) 1227 U v 27 LEd,

ATy TN [{R1F (Save) 1227V v 7 LET,

Crosswork Cloud Trust Insights7R ') & — D & 1E
WY SRR, EE, ETHET I, KOFIREETLET.

AF9T1 A v R, B>[EE (Configure) 1> [RY < — (Policies) | DIEICZ U~ 27 LET,
ATV T2 F— b0 ABHER) O—F 13T\ REH{AR) O—2LHTH1E, ZnEhoy > T [E
(Details) 1227V v 27 LET, FEMICONTIEL, 5= oo G43—2) | BEXO 5312
DRt (345 ~—2) | ZZRLTIZENY,
ATY T3 2P —DMERLIZARY —2 R FH, F23FrT 5103, RV —%4%27 U » 27 LET, Crosswork
Cloud Trust Insights TlX, WORIZTRT IO, R —ICHTLFEMARTRINET,

R23:R) —DEMD T «—)L KICEET 558

20 J4—ILE £5EA
mE Triggers ZORY —IZRESNTNDT
MEZ (Overview) ] # 7IZi%. i I3 AN BRREINET
Ebtﬁuv—K%Téﬁwﬁﬁ';_g(mm) ZORY I —DF=H RTINS
FRTVET, A ARFREINET,
7 273 a > (Actions) ZORY—IIHREINTNDHT
VRFRA Y bl ERRLUET,

. Cisco Crosswork Cloud 1—H—#H A1 F
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Crosswork Cloud Trust Insights7R') & — D& .

27 J4—ILFK SRER

774 7T —ALDRESX T (Alarm state [IRDOT 7 — LDREOWT %

[75—14 (Alarms) ] % 7icit, |0 7V v LET,

AU —ZBEMT BT T— (7Y T47T (Active) ]: B

AT AEE NS EFN TV E B CY — F ST RTO

7, TITATRT T—LDY R
FRFRENFE T,
 [RERHH

(Acknowledged) | : fESEENL
TY— hENTTXTORMR
BHRT T—2DU A FBRER
EhET,

« [BE (Higtory) ]:[#24 L7

L—L4 (Timeframe) ] R v
THE Y A DD R P
IRECEDIEET 7 —LD
UAMPRRRINET,

7T — AEERETIIAX—XT
BT, TI—L0RICH D
Frxv IRy I A% NTL T,
[Ees2 (Acknowledge) | F /=i [A
HX—X (Snooze) [&#7 Vw7 LE
7

ATy T4 RV —%EFEFHIE, #RE (Edit) 1227V 27 LET,
a) MEIEUT, T80 ZAb—)b, F=H —RBTNA A BRLUORESNTNDHT Y RARA M@k
EEFHLET,
b) [f*7F (Save) 1227V v 7 LET,
ATV 5 AU —EHIBRT 2I1C1E, (Bl (Remove) 127 U v LET, HIRZMRT L7201, HE[HIBR
(Remove) | #7 VU v 7 LET,
AT9 76 BEFORY v—%av—352iE, [HER (Duplicate) 127V v 7 LET,
a) 774N PFTIE HLOARY —OARNE [ E— (Copyof) ] ThED, ZORICEBINIZARY
V= DARINHE T,
b) [#R&E (Bdit) 127V v/ LTREREREZITo106, [RTE (Save) |22V v 7 LET,
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.18
=5 =0

BRI FRA 2 FDERE

cBEHITY RARA 2 MZOWNT (95 =)
ENT Y RARA > hOFEE (96 2—)

« T2 NS 2 bOfER = — FOFRE (100 ~—)
CHHIA =06 (100 ~<—)

BHT Y FARA 2 FZDOWNT
HY S —DIERIIC, K Y S~ DGR LIS T 7 — BB E 2GS 5 8o =
Y RRA L PERETEET,
ROBEHT Y RRA > b ZA TR TEES,
*E A—Jb
* Google A b L'—¥
* Amazon S3
* SMS
* Slack
* WebEx
* Microsoft Teams

* PagerDuty

IV RRAY FBRHMORE

T T — NEHERONELEEIX. = RRA  FOBHA A I Lo TRV £4, @
AyB—UICEENDEROZ A 1L, Raw T —Z T3 ET —ZITHEEINE T,

$£5F—4 (Raw Data)

Amazon S3 & Google A L= DFIT L KR A » b OBFE | HFHRITRIN TORXT—HoD
JSON (JavaScript Object Notation) 47 =2 h& LTSN E T, ISONAT V=7 NI,
VAT BIERRINDT T LA N P ERLET, ZRHOA N2 NI, BUEORF M
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Crosswork Cloud D% |
B axze rtqe romE

BHED 1 372 L) 1T A4 7V hE LT, HEINTES3IEZTURARL—Y
DTy MIEZIAENET, H5E LIERFRFFICEE SNToA X2 R RWIEE | JISON 47
VxZ MIEFEZAENEREAL, 7T —AL%A 7% Amazon S3 & Google A b L— D> KR
A > h@EFORF (102 =) DOFlEZBHEIZLTIIESN,

BT —4

A o=, —EHEICRA LAY FOEKNEGENET, BE. X vE—II10,
T T — LEBA X NORBRIL, BHIDOWL DINDA R D DEREDT T — ADFEH. B X
RZEDMDA X FERRTDHDOD) I NEENET, BrnINDEMRIERET T — A
DFFMIE, T FRA LV MEATE, ST DA =V A XN L - TR Y F5
(7=& 2IE, SMS= Y RARA o FTIIREAERRT HAR—ALN2WNW=D, FEDT 77— A
DFFMIEENEEA)

IS5—E

T RABA Y ERBEHMOZEITRIM L IZGA1E, BT 20, AN AT AMFELRL 72
5 F T, Crosswork Cloud IZiBEHOBME #RA F T, BEFEDOLEE. BT FARA v MIBAE
ShEHEA,

- > (o] —
BT RARA Y FDERE
R —HANCGEN T2 &, [T 7—24 (Alarms) | RX—VIZT7 7 —ANFRENE TN, 7

TF—ANELELE XIZ, B2 —HY DL —T Crosswork Cloud 7> HIBAIT 5 Z & 4T
xFT, Flo, TI—LBMEZETHILOICZ U RRA LV FERETEET,

T2 RARA 2 MBI, AU —NTRET D, [EE (Settings) 17 A :1‘/?§>[7‘E|—/<
JL (Global) ]>[1@%0 (Notifications) (DIEIZZ U v 7 LTEHELET, ROFNEEFEITL T,
T RARA > MEREER L ET,

AFY Tl Afr v R, Els[Z7m— 3L (Global) >[40 (Notifications) 1% 2 U v 27 LE7,
ATY T2 ERT 220 RARA V hOWBAZ A T Z2EINL ET,

*E X —JL

« Google A h L— = RiRA > hDOFRIE

* Amazon S3

* Slack

* SMS

« Webex =2 R A > N DF%GE

« Microsoft Teams =2 KARA > ks DFE

* PagerDuty
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ATv73
ATvT4
ATvT5
ATvT6
ATvT1
ATvT8
ATv79

Google R F L—C TV RilRA ¥ FDERTE .

Gx) BN A =20 (100 2—2) bR LTLEE,

[type®D T KR A > @i (Add type Endpoint) 1 %27 U v 2 LE7,

T RARA L bOARTIZATILET,

T RARA > A A% (Enabled) | (7741 1) 72 [#%) (Disabled) ] 22A3&R L £,

ATy 72 TRIRLIZ= > RARA VA TR ERE AL ET,

EE) AEEZANLET,

[{R7E (Save) 1227V v/ LET,

Crosswork Cloud B2 — RE2=E L7 b, [Msd = — K (Verification Code) | 7 4 —/L RIZ=2— R& A
. [HEER (Verify) 127 Vv 7 LET,

[51X A% » 7 (Skip for Now) ] %Z3#IR3 5 & Crosswork Cloud (£ RARA > M MERR L 97723, HERR
a—RE AL T RS Y N aefERTHE T, 2 RARA v MIBMTEE SLEREA,

Google A kL—L T Y KiRA ¥ FDERTE

ATy

ATy T2

ATvT3

Crosswork Cloud% i% & L C, #%112 7 % Google Cloud Storage (25592 L5175 &6 T
TET,

1R BHHIIZ

« Google Cloud Storage 7 7 7 > b & T _RTDT T — LEAE MO E(E I & 722 2BEF D Cloud
Storage /37 h BALELTT,

* Google Cloud Storage /X7 M Z%td % Crosswork Cloud® 7 7 & A & §F e[ 5121, ¥ —¢b
ATAY Y bF=T 74 (JSONEX) Z{ER LTS ZEW, 2D 7 7 A /LE, Google
AR —=VDBMT RARA LV MRED—HELTT vy 7m— RT 508N HY £,

Crosswork Cloud T, > [Z'm— 3L (Global) ]>[i#%1 (Notifications) ]>[Google A ;s L'—3" (Google
Storage) | # 7 DNAIZZ Y v 7 L, [Google X F L — 2 R4 > h@iBM (Add Google Storage Endpoint) ]
27y 7 LET,

WOFNEZFEITLET,

a) BHIOAHIZ A LET,

b) A7 a % [F% (ENABLED) 112UV Bz £,

c) Google Cloud Storage /X7 > N D4HTEZ AT LET,

dy BHT 7 EEFT DNy NRICHED 7 2 VERBDBEEIE. SAZ A LET,

e) Google Cloud Storage ~D7 7 E A% A[EEICT D JSON ¥ —7 7 A L& T v —RKLET,

[(RAF (Save) 1&27 Vv 7 LET,
Google Cloud Storage /X7 v FND T 7 A )L DG & 7 v /37 ¢ O
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https://cloud.google.com/storage/docs/buckets
https://cloud.google.com/storage/docs/buckets
https://cloud.google.com/iam/docs/keys-create-delete
https://cloud.google.com/iam/docs/keys-create-delete

B webex = ks romE

Buckets » gep-stor-staging > notifications_bdd92688-659b-462e-Beel-ee31df2b49fa_ ln]
LIVE OBJECT VERSION HISTORY

¥ DOWNLOAD #' EDIT METADATA a% EDIT ACCESS W DELETE

Crosswork Cloud D% |

Overview
Type text/plain; charset=utf-8
Size 73KB
Created Jun 30,2023, 12:32.15 PM
Last modified Jun 30,2023, 12:32:15 PM
Storage class Standard
Custom time - 4
Public URL @ Not applicable
Authenticated URL @ https://storage.cloud.gocgle.com/gep-stor-staging/notifications_bdd92688-659b-

462e-8cel-ee31df2b49fa_ [a]
gsutil URI @ gs://gop-stor-staging/notifications_bdd92688-659b-462e-Beel-
ee31di2b49fa_ 5]

Permissions
Public access Mot public

Protection
Version history @ -
Retention policy MNene
Hold status None #
Encryption type Google-managed

G¥) 0777 A NVONEDOFNZDONTIX, 77— %A 75 AmazonS3 & Google A h L—Y D=

RRA > RgEmof] (102 <—) 2R LT EEWN,

Webex T R4 > FDERTE

Webex A — Rl % E(ET 5 & 912, Crosswork Cloud %

TEXET, ZOFETIE.

U277 v 7 EERH L, Ul CRET Y RARA v bE2RETDIHIECHOWTHBHALET,

5RO BRI

apphub.webex.com 7 7V N & FFH, U x T T v 7 H{ERKT H Webex AX—R (JL—LA) D

AUNR=THDILENDHY 7,

ATv 71 https://apphub.webex.com/Z & 7' A > L £ 7,

ATw 72 [FEV=77v7 (Incoming Webhooks) =M L £7, [FEV =777 (Incoming Webhooks) ] 7

TV r—va ryNoREERIRSNET,

ATv T3 [ElEV=77>7 (Incoming Webhooks) ] 77V r—ararvr LET,

ATy 74 [FHEUV=77 v (Incoming Webhooks) ]-~2—C, [##t (Connect) 1% 7 U v 7 L%,
ATY TS BEOEBAICKHTHERZERT LT 0 RyRERIH, FETA2HA1E, [FE (Accept) 127 U >

7 L/iﬁ—o

ATFYT6 N=THEFICAIa— L, BRINFEAR—RZH LW =T 7w I 452 ATI L, RayFXX T

A N E Webex A— A BN L FE T,
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https://apphub.webex.com/applications/incoming-webhooks-cisco-systems-38054-23307-75252

| Crosswork Cloud D% E

ATy 717

ATv78
ATv79
ATv 710
ATvITN
AT T12

ATy 713

ATV 714

Microsoft Teams T > F7R4 > b DERE .

BN (Add) 1227 Vw2 LEJ, [V=77vZ URL (Webhook URL) ] 7 1 —/L RIZIEN AT S FE
R

BCHEAT L0, BILER LY =77y 27 URLEZab—LET,

Crosswork Cloud T, [4> [ 2 —/ 3L (Global) 1> [i#%1 (Notifications) | %27 U v 7 LET,

[Webex] 18R L, [WebexT > KA A > hDIERL (Create Webex Endpoint) 1 %727 U > 7 LE7,

TV RFRA LV FOLAHTIZEATILET,

[V =772 URL (Webhook URL) |17 4 —/L RiZ, B2 —L7=y =77 v 27 URL #R5V i} %
R

https://webexapis.com/v1/webhooks/incoming/<new webhook ID>

fREFE (Save) 127V v 7 LET,
FLWwxy RiRA » FERE LT Z & ZRTilMAEZ Webex A X—ATRELET,

TV RKRAS U NEMERTDHE, T RRA U IR T 7T 40 TIRBEIZE DY | FTLVEEZ L L F9,

Microsoft Teams T > KR4 > FDERTE

ATy
ATvT2
ATv73
ATvT4

ATvT5
ATv7T6
ATvT1
ATvT8

WD FNE% FEIT LT, Crosswork Cloud C Microsoft Teams = KR >~ Z3% € L £, Microsoft
Teams CTOT 7 ¥ a3 U PNHLBE2FNEIZIX, Microsoft AR — bAoA h~D~LVT Y 7 BEF

NTWET, 7272 L. Microsoft Teams DA > T A 2 RF¥ o A2 N THRHITOFIEEZRET H

ANTTIT 4 AR LET,

Microsoft Teams C, Crosswork Cloud 7 7 — AW A Z(ET 5T — L ZERl L £7°,

FEU =77 v 7 %F L, % T Crosswork Cloud CfEHT 56 —ED YV =77 v 7 URLZabt—LET,
Crosswork Cloud @, E1>[4'B—/\L (Global) 1> [®%01 (Notifications) | DIEICZ U v 7 LT,
[Microsoft Teams] % %R L, [Microsoft Teams™= > KK > F DB (Add Microsoft Teams Endpoint) | % 27
Vw7 LET,

TV RARA PO AT LET,

[7 =77 v Z7URL (WebhookURL) |7 4 —/L FIZ, Bl —L7zY =77 v 27 URL 2859 fHiF£9,
[*1F (Save) 1&#7 VU v 7 LET, R — R A v&—T & LT Microsoft Teams (22515 SiVE T,

Microsoft Teams 7> 5 iR =2 — K% 22 &°— L, Crosswork Cloud @ [#E32 (Verify) 1 %A 7 1 7R v 7 AL
DA ET,
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https://support.microsoft.com/en-us/office/create-a-team-from-scratch-in-microsoft-teams-174adf5f-846b-4780-b765-de1a0a737e2b
https://learn.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook?tabs=newteams%2Cdotnet#create-an-incoming-webhook
https://crosswork.cisco.com/

Crosswork Cloud D% |
B = vro romma—FoBRE

Resend Verification Code

Skip for Now

ATV T RRA U EWHERTDE, TOT U RKRA L IBNT 7T 4 7AREICEDY , FrLW@am»sLE I nE
j—o

IVRRAY FOERI—FOBIEE

Crosswork Cloud Network Insights 725 DA ZZ(ET DL O ICZ RARA » FERE LD,
RONCHER T — RZ AN LT RiRA » Ml 20ERH Y £9, IROFIRICHE-S T,
=2 — P HXMETE£T,

AT TN AT 4 RUT, M —T 4 > 75387 (External Routing Analytics) ]>[i%E (Configure) ]> [%0
x> KR A > (Notification Endpoints) ] DIEIZZ U v 7 LET,

ATFY T2 URNCAN LIz KRS bO&4RTE7 U v 7 LET,
ATy T3 [HER (Verify) 1227V v 7 LET,
Crosswork Cloud Network Insights 23R8 = — R & FHEE L £,

AT w74 Crosswork Cloud Network Insights 7> H R 21— R &%/ L7z b, [ =2— R (Verification Code) ] 7 4 —/L
Nizza—RK&2AS L, [fER (Verify) 127Uy 7 LET,

BEIA v E— D5

%lﬁl:l‘—/ RARA  FasiET S &, Crosswork Cloud Network Insights |Zf57E L7z R A >
(A =V 2R E LET, ROBNL, F2 FRA A TOY T IA =
é‘*ﬂ? LCTWET,
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| Crosswork Cloud
BFA—LoTy kA1 bEans ]

BEFA—ILDIY FRA Y FEHDOH)

WHITY RARA V REREL, XA 7% [BEFA—/ (Email) |\ZRETDE. 77— 050
D 72 ST, Crosswork Cloud Network Insights [ZIRDFID K 5 7EF A — N A v t&—
VEFELET,

You are subscribed to alarm notifications for crosswork.cisco.com.

There is 1 alarm transition event for AutomationOnly8 organization.

Rule: AS Path Length Violation

Alarm Details: hitps://crosswork cisco.com/#/extRoute/alarm/00db6966-9bf2-441b-b340-8259b7f8131a
Expected Prefix: 84.205.80.0/24

Priority: High

Condition: Active

State: ACTIVE

Last Activated: 2021-09-30 23:18:35 UTC

Last Deactivated: 2021-09-30 23:15:20 UTC

Expected Minimum Path Length: 1

Expected Maximum Path Length: 2

Activate Peer Threshold Count: 2

Observed Min AS-PATH: 3

Observed Max AS-PATH: 8

Reporting Peers Count: 21

Tags: commen tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to httgs:.{,{crosswark.cisco.com.

ATYIDITY RRA Y MBEIDH

WEIT Y RRA b Z2REL, A AT [Slack] 2FET S &, 77— &N L
&2, Crosswork Cloud Network Insights XX OF]D X 9 72 Slack A v &— TV Z2%E L E T,

You are subscribed to alarm notifications for crosswork.cisco.com.
There is 1 alarm transition event for AutomationOnly8 organization.

Policy: 08 - AS Path Length Violation, Rule: AS Path Length Violation, Alarm

Details: https://crosswork.cisco.com/#/extRoute/alarm/00db6966-3bf2-441b-b940-8259b7{8131a, Expected Prefix: 84.205.80.0
Priority: High, Condition: Active, State: ACTIVE, Last Activated: 2021-09-30 23:18:35 UTC, Last Deactivated: 2021-09-30 23:15:2(
Expected Minimum Path Length: 1, Expected Maximum Path Length: 2, Activate Peer Threshold Count: 2, Observed Min AS-PA
Observed Max AS-PATH: 8, Reporting Peers Count: 21

Tags: common tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to https://crosswork.cisco.com.

Cisco Crosswork Cloud 1—H'—# 1 K .



Crosswork Cloud D% FE |
. Microsoft Teams D T > KR4 > ~@EE1DHI

Microsoft Teams D T > KR4 > M @EIDI

BTy RARA v FEREL, ¥ 71T [Microsoft Teams] Z+8E€ 9 5 &, 7 7 — L5017
SNz & X2, Crosswork Cloud Network Insights [ZIRDFID X H 7 A v —T X EFELET,

You are subscribed to alarm notifications for crosswork.cisco.com.
There is 1 alarm transition event for AutomationOnly8 organization.

Policy: 08 - AS Path Length Viclation, Rule: AS Path Length Violation, Alarm

Details: https://crosswork.cisco.com/#/extRoute/alarm/00db6966-9bf2-441b-b940-8259b7f8131a, Expected Prefix: 84.205.80.0/24,
Priority: High, Condition: Active, State: ACTIVE, Last Activated: 2021-09-30 23:18:35 UTC, Last Deactivated: 2021-09-30 23:15:20 UTC,
Expected Minimum Path Length: 1, Expected Maximum Path Length: 2, Activate Peer Threshold Count: 2, Observed Min AS-PATH: 3,
Observed Max AS-PATH: 8, Reporting Peers Count: 21

Tags: common tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to https://crosswork.cisco.com.

Cisco Webex D T > KR4 > M@EID5I

W RARA V FEREL, XA T2 [Webex] ZHRET D & T 7 — L& MENM- Sz L
X |Z, Crosswork Cloud IZIRDOHBID K 9 72 Webex A v E—TZEELET,

You are subscribed to alarm notifications for crosswork.cisco.com.
There is 1 alarm transition event for AutomationOnly8 organization.

Policy: 08 - AS Path Length Violation, Rule: AS Path Length Violation, Alarm

Details: https://crosswork. cisco.com/#/extRoute/alarm/00db6966-9bf2-441b-b940-8259b7f8131a, Expected Prefix: 84.205.80.0/24,
Priority: High, Condition: Active, State: ACTIVE, Last Activated: 2021-09-30 23:18:35 UTC, Last Deactivated: 2021-09-30 23:15:20 UTC,
Expected Minimum Path Length: 1, Expected Maximum Path Length: 2, Activate Peer Threshold Count: 2, Observed Min AS-PATH: 3,
Observed Max AS-PATH: 8, Reporting Peers Count: 21

Tags: common tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to https://crosswork.cisco.com.

7 5—1A% 4 75l AmazonS3 & Google A kL—C DI Y FARA VU M@
Il

WDt a T, %7 7 —L%A 70 AmazonS3 & Google A N L — VDI 7 A v &—
OB AR LET,

AS F{ETT:ER DHI
WIZ, ASHEIETERT 7 — AIZBT % Amazon S3 & Google A b L — Y Dl 7' A vt —
BilaRLET,
{

"activatedAt": "2023-02-04T03:02:192",
"alarmId": "04aa5831-7e62-45cb-al23-3d5e9c019330",
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| Crosswork Cloud

=110
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"clearedAt": "2023-02-04T03:01:412",

"expected": {
"numPeersToClear": 1,

"numPeersToTrigger": 2,

"originAsns": [
1523
]
}I
"monitoredPrefix":
"observed": {
"allViolationPeers": [
{

"

asn": 6008,

"at": "2023-02-04T03:00

"peerId": 21

"asn": 6009,

"at": "2023-02-04T03:00

"peerId": 22

"

asn": 6005,
nagn .
"peerId": 1,

"peerIp": "10.11.12.1"

"

asn": 6007,
nan.
"peerId": 20

"

asn": 6002,

"at": "2023-02-04T03:00

"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 6004,

"at": "2023-02-04T03:00

"peerId": 2,

"peerIp": "10.11.12.2"

"

asn": 6001,

"at": "2023-02-04T03:00

"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 6000,

"at": "2023-02-04T03:00

"peerId": 7,

"peerIp": "10.31.32.1"

"

asn": 6006,

"at": "2023-02-04T03:00

"peerId": 19

"

asn": 6003,

"at": "2023-02-04T03:00

"2023-02-04T03:00

"2023-02-04T03:00

"31.1.1.0/24",

582",

:58z2",

:58z2",

582",

:58z2",

582",

582",

582",

582",

582",

as zizEron i
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"peerId": 3,
"peerIp": "10.11.12.3"
}
]I
"allViolationPeersCount": 10
}I

"orgName": "AutomationOnly5",

"policyId": "963b86db-329d-4cba-a38a-3fcl19ddd3304",

"policyName": "02 - AS Origin Violation",
"rule": "ALARM RULE AS ORIGIN VIOLATION",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"02 - AS Origin Violation"
] 4

"transitionedAt": "2023-02-04T03:02:192"
"activatedAt": "2023-02-04T03:02:192",
"alarmId": "9ea271fb-1976-450f-b653-d3d188426b6e",
"clearedAt": "2023-02-04T03:01:422",
"expected": {

"numPeersToClear": 1,

"numPeersToTrigger": 2,

"originAsns": [

1523

]
}I
"monitoredPrefix": "2002:1£01:100::/48",
"observed": {

"allViolationPeers": [

{
"asn": 6009,
"at": "2023-02-04T03:00:58z",
"peerId": 30

"

asn": 6004,
"at": "2023-02-04T03:00:58z",
"peerId": 25

"

asn": 6001,
"at": "2023-02-04T03:00:58z",
"peerId": 23

"asn": 6006,
"at": "2023-02-04T03:00:582",
"peerId": 27

"

asn": 6000,

"at": "2023-02-04T03:00:58z",
"peerId": 8,

"peerIp": "2000::30:100:10"

"asn": 6003,
"at": "2023-02-04T03:00:582",
"peerId": 24

. Cisco Crosswork Cloud 1—H—H A K
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=110
¥a
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as sz gzros i

"

asn": 6005,
"at": "2023-02-04T03:00
"peerId": 26

582",

"

asn": 6008,
"at": "2023-02-04T03:00
"peerId": 29

582",

"asn": 6007,
"at": "2023-02-04T03:00
"peerId": 28

582",

"

asn": 6011,
"at": "2023-02-04T03:00
"peerId": 32

582",

"asn": 6002,
"at": "2023-02-04T03:00
"peerId": 6,
"peerIp": "2000::20:100:

582",

10"

"

asn": 6010,
"at": "2023-02-04T03:00
"peerId": 31

}

:58z2",

] r

"allViolationPeersCount":

}I

12

"orgName": "AutomationOnly5",

"policyId": "963b86db-329d-4cba-a38a-3fcl19ddd3304",
"policyName": "02 - AS Origin Violation",

"rule": "ALARM RULE AS ORIGIN VIOLATION",
"severity": "ALARM_SEVERITY RED",

"state": "ALARM STATE ACTIVE",

"tags": [

"common tag",

"prefix policy",

"02 - AS Origin Violation"
] r

"transitionedAt": "2023-02-04T03:02:192"

WIZ, ASINREERT 7 — L1295 Amazon S3 & Google A N L — Y DiiHIw 7 A vt —

Bl LET,
{
"activatedAt": "2023-02-04T03:09:322",
"alarmId": "38a07db7-776e-4bd4a-al86-b7d4bd9b045c",

"clearedAt": "2023-02-04T03:08:53z",
"expected": {
"maxAsPathLength": 2,
"minAsPathLength": 1,
"numPeersToClear": 1,
"numPeersToTrigger": 2

Cisco Crosswork Cloud 1—H'—# 1 K .
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"monitoredPrefix": "145.25.0.0/16",
"observed": {
"allViolationPeers": [
{
"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 1,
"peerIp": "10.11.12.1"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 19

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 2,
"peerIp": "10.11.12.2"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 20

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 21

"asPath": [
902,
602,

. Cisco Crosswork Cloud 1—H—#H A1 F
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22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 22

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 3,
"peerIp": "10.11.12.3"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 4,
"peerIp": "10.11.12.4"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 5,
"peerIp": "10.11.12.5"

"asPath": [
902,
602,
22
]I
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 7,
"peerIp": "10.31.32.1"
}
]I
"allViolationPeersCount": 10
}I
"orgName": "AutomationOnly5",
"policyId": "bc4298d2-1a52-4339-83e8-1d8932elfebl",

"policyName": "03 - AS Path Length Violation",
"rule": "ALARM RULE AS PATH LENGTH VIOLATION",
"severity": "ALARM_SEVERITY RED",

"state": "ALARM STATE ACTIVE",

as izgaRon
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Ttags™: [
"common tag",
"prefix policy",
"03 - AS Path Length Violation"

] 4

"transitionedAt": "2023-02-04T03:09:322"

"activatedAt": "2023-02-04T03:09:322",
"alarmId": "e44e6834-7877-435¢c-9068-169%9e56caeb5aa",
"clearedAt": "2023-02-04T03:08:532",
"expected": {
"maxAsPathLength": 2,
"minAsPathLength": 1,
"numPeersToClear": 1,
"numPeersToTrigger": 2
}I
"monitoredPrefix": "2002:9119::/48",
"observed": {
"allViolationPeers": [
{
"asPath": [
902,
602,
22
]I
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 23

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 24

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 25

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 26
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"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 27

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 28

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 29

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 30

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 31

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",

as izgaRon
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"peerId": 32

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 6,
"peerIp": "2000::20:100:10"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 8,
"peerIp": "2000::30:100:10"
}
] 4
"allViolationPeersCount": 12
} 4
"orgName": "AutomationOnly5",
"policyId": "bc4298d2-1a52-4339-83e8-1d8932elfebl",
"policyName": "03 - AS Path Length Violation",
"rule": "ALARM RULE AS PATH LENGTH VIOLATION",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"03 - AS Path Length Violation"
] 4
"transitionedAt": "2023-02-04T03:09:322"

DNS /L— S —/\—DELY JE L Dl
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{

"activatedAt": "2023-02-04T06:16:172",
"alarmId": "5161£f679-8e4e-4b95-a979-1788b3444136",
"monitoredPeer": ({

"peerIp": "2000::30:100:10",

"peerName": "Root DNS IPvé6",

"sessionId": "9b3f0207-a484-465b-886b-0c8bbcefb8bc"
}7
"observed": {

"withdrawnPrefix": "2001:503:ba3e::/48"
} r
"orgName": "AutomationOnly5",
"policyId": "3fbl473d-alcb-43f2-b232-6a3cb470051b",
"policyName": "20 - DNS Root Server Withdrawal",
"rule": "ALARM RULE DNS ROOT SERVER WITHDRAWAL",
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"severity": "ALARM_SEVERITY_RED",
"state": "ALARM_STATE_ACTIVE",
"transitionedAt": "2023-02-04T06:16:172"

"activatedAt": "2023-02-04T06:16:172",
"alarmId": "b87dc535-7151-4728-90£2-0b24b979d4b8",
"monitoredPeer": {

"peerIp": "10.31.32.1",

"peerName": "Root DNS IPv4",

"sessionId": "c5dcf2d2-99b7-4565-8b29-9b30£f20ed2£7"
} 4
"observed": {

"withdrawnPrefix": "198.41.0.0/24"
} 4
"orgName": "AutomationOnly5",
"policyId": "3fbl473d-alcb-43f2-b232-6a3cb470051b",
"policyName": "20 - DNS Root Server Withdrawal",
"rule": "ALARM RULE DNS ROOT_SERVER WITHDRAWAL",
"severity": "ALARM_SEVERITY_RED",
"state": "ALARM_STATE_ACTIVE",
"transitionedAt": "2023-02-04T06:16:172"

H]ILWWVAS/RADI v D
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{
"activatedAt": "2023-02-04T03:11:172",

"alarmId": "4b9%eb669-774d-4a6d-bed5-d559248953e8",
"expected": {

"numPeersToTrigger": 1
}7
"monitoredPrefix": "88.88.109.0/24",
"observed": {
"allViolationPeers": [
{
"asPath": [
916,
700,
620,
36
]7
"asn": 36,
"at": "2023-02-04T01:34:59z",
"peerId": 1,
"peerIp": "10.11.12.1",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 620
}7
"firstSeen": "2023-02-04T01:34:597",
"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"2002:5858:6d400::/48",
"88.88.109.0/24"
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"edgeId": {

"fromAs": 620,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
621,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 19,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 621
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z2",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {

"fromAs": 621,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

]
}I
{
"asPath": [
916,
700,
619,
36

. Cisco Crosswork Cloud 11— —H 1 K
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]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 2,
"peerIp": "10.11.12.2",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 619
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 619,
"toAs": 700

}I
"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
622,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 20,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 622
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 622,

Cisco Crosswork Cloud 1—H'—# 1 K .



HFLWAS/SRDI v D1

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
623,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 21,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 623
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"edgeId": {

"fromAs": 623,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
624,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 22,
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"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 624

}I
"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 624,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

1
}I

{
"asPath": [

916,
700,
618,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 3,
"peerIp": "10.11.12.3",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 618
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 618,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",
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"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
617,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 4,
"peerIp": "10.11.12.4",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 617
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 617,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
6l6,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 5,
"peerIp": "10.11.12.5",
"suspiciousEdges": [

{
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"edgeId": {
"fromAs": 36,
"toAs": 616

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:592",

"edgeId": {
"fromAs": 616,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

1
}I

{
"asPath": [

916,
700,
615,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 7,
"peerIp": "10.31.32.1",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 615

}I
"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 615,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",
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"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"allViolationPeersCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "3755ed13-6498-4cc6-9798-a1264d03b402",
"policyName": "04 - New AS Path Edge",
"rule": "ALARM RULE NEW AS PATH EDGE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"04 - New AS Path Edge"
] 4
"transitionedAt": "2023-02-04T03:11:172"

"activatedAt": "2023-02-04T03:11:172",
"alarmId": "9alab970-144b-4256-a864-4eb26e698844",
"expected": {
"numPeersToTrigger": 1
}I
"monitoredPrefix": "2002:5858:6d400::/48",
"observed": {
"allViolationPeers": [
{
"asPath": [
916,
700,
616,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 23,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 616
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 616,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
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"peerCount": 2,

"prefixCount":

"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

2/

"asPath": [

916,

700,

618,

36
] 4
"asn
"at": "2023-02-04T01:34:59z2",
"peerId": 24,
"suspiciousEdges": [

{

"o

36,

"edgeId": {
"fromAs": 36,
"toAs": 618

}I

"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 618,
"toAs": 700

}I

"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 2,

"prefixCount":

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

2,

1
}I

{
"asPath": [

916,
700,
619,
36
] 4
"asn
"at": "2023-02-04T01:34:59z2",
"peerId": 25,
"suspiciousEdges": [

{

"o

36,

"edgeId": {

"fromAs": 36,

gLoas szozyson [
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"toAs": 619
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"edgeId": {

"fromAs": 619,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
620,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 26,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 620
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"edgeId": {

"fromAs": 620,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"
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}I

{
"asPath": [

916,
700,
621,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 27,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 621
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 621,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

1
}I

{
"asPath": [

916,
700,
622,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 28,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 622

}I
"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,

gLoas szozyson [

Cisco Crosswork Cloud 1—H'—# 1 K .



HFLWAS/SRDI v D1

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 622,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
623,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z",
"peerId": 29,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 623
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"edgeId": {
"fromAs": 623,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

. Cisco Crosswork Cloud 11— —H 1 K
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"asPath": [
916,
700,
624,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 30,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 624
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 624,
"toAs": 700

}I
"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
625,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 31,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 625
}I
"firstSeen":
"lastSeen":
"peerCount": 1,
"prefixCount": 1,
"prefixList": [
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

1
}I

gLoas szozyson [
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"edgeId": {

"fromAs": 625,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 1,
"prefixCount": 1,

"prefixList": [
"2002:5858:6d00::/48"

"asPath": [
916,
700,
626,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 32,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 626
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 1,
"prefixCount": 1,

"prefixList": [
"2002:5858:6d00::/48"
]

"edgeId": {

"fromAs": 626,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z2",
"peerCount": 1,
"prefixCount": 1,

"prefixList": [
"2002:5858:6d00::/48"

"asPath": [
916,
700,
617,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 6,

. Cisco Crosswork Cloud 11— —H 1 K
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"peerIp": "2000::20:100:10",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 617
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount":
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

2/

"edgeId": {
"fromAs": 617,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount":

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

2,

1
}I

{
"asPath": [

916,
700,
615,
36
]I
"asn
"at":

"o

36,
"2023-02-04T01:34:592",
"peerId": 8,

"peerIp": "2000::30:100:10",
"suspiciousEdges": [

{
"edgeId": {
"fromAs": 36,
"toAs": 615
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount":
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

2/

"edgeId": {
"fromAs": 615,
"toAs": 700

}I

"firstSeen": "2023-02-04T01:34

gLoas szozyson [

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

597",
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"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"allViolationPeersCount": 12
} 4
"orgName": "AutomationOnly5",
"policyId": "3755ed13-6498-4cc6-9798-a1264d03b402",
"policyName": "04 - New AS Path Edge",
"rule": "ALARM RULE NEW AS PATH EDGE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"04 - New AS Path Edge"
] 4
"transitionedAt": "2023-02-04T03:11:172"

WIZ, BENEET 7 — LI T 5 Amazon S3 #F1 & Google A h L — IO R 7 A v & —
R L ET,

{
"activatedAt": "2023-02-04T05:23:55Z",
"alarmId": "928315c2-c804-47dc-bc52-e2282e605753",
"expected": {
"allowedAggregates": [
"2002::/16",
"2002::/17",
"2002:57e8::/36"
] 4

"numPeersToClear": 1,

"numPeersToTrigger": 2,

"originAsns": [

1000

]!

"originAsnsUsage": "ALARM USAGE EXCLUDE"
}!
"monitoredPrefix": "2002:57e8::/48",
"observed": {

"allViolationPeers": [

{
"peerId": 23

"peerId": 24

"peerId": 25

"peerId": 26
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}
] r

"allViolationPeersCount":
"lastViolationPeers":

{

"peerId": 27

"peerId": 28

"peerId": 29

"peerId": 30

"peerId": 31

"peerId": 32

"peerId": 6

"peerId": 8

"

asn": 6002,

[

12,

"at": "2023-02-04T05:03

"peerId": 6,

"peerIp": "2000::20:100

"

asn": 6010,

"at": "2023-02-04T05:

"peerId": 31

"

asn": 6009,

"at": "2023-02-04T05:

"peerId": 30

"asn": 6003,

"at": "2023-02-04T05:

"peerId": 24

"

asn": 6011,

"at": "2023-02-04T05:

"peerId": 32

"

asn": 6005,

"at": "2023-02-04T05:

"peerId": 26

"

asn": 6007,

"at": "2023-02-04T05:

"peerId": 28

03

03

03

03

03

03

:37z",

:10"

:37z",

:37z",

:37z",

:37z",

:37z",

:37z",

sxnozzs [
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"

asn": 6004,
"at": "2023-02-04T05:03:37z2",
"peerId": 25

"asn": 6006,
"at": "2023-02-04T05:03:37z2",
"peerId": 27

"asn": 6000,

"at": "2023-02-04T05:03:37z2",
"peerId": 8,

"peerIp": "2000::30:100:10"

"

asn": 6001,
"at": "2023-02-04T05:03:37z2",
"peerId": 23

"asn": 6008,
"at": "2023-02-04T05:03:37z2",
"peerId": 29
}
] 4

"lastViolationPeersCount": 12,
"lastViolationPrefix": "2002:57e8::/36",
"violationPrefixesCount": 3

}I
"orgName": "AutomationOnly5",
"policyId": "3dd434f4-92fe-447f-b7e8-129b09cff9da",

"policyName": "17 - Parent Aggregate Change - Test 3",

"rule": "ALARM RULE_ PARENT_ AGGREGATE_ CHANGE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"17 - Parent Aggregate Change"
] 4
"transitionedAt": "2023-02-04T05:23:552"

"activatedAt": "2023-02-04T05:23:552",
"alarmId": "c3d24f64-5814-463e-855f-da56545a621f",
"expected": {
"allowedAggregates": [
"87.232.0.0/22"
]I
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"originAsns": [
1000
]I
"originAsnsUsage": "ALARM USAGE EXCLUDE"
}I
"monitoredPrefix": "87.232.0.0/24",
"observed": {
"allViolationPeers": [
{
"peerId": 1
}I
{
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"allViolationPeersCount":
"lastViolationPeers": [

"peerId": 19

"peerId": 2

"peerId": 20

"peerId": 21

"peerId": 22

"peerId": 3

"peerId": 4

"peerId": 5

"peerId": 7
}

{
"asn": 6004,

"at": "2023-02-04T05:03

"peerId": 2,

"peerIp": "10.11.12.2"

"asn": 6008,
"at": "2023-02-04T05:03
"peerId": 21

"

asn": 6009,
"at": "2023-02-04T05:03
"peerId": 22

"asn": 6002,

"at": "2023-02-04T05:03
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 6003,

"at": "2023-02-04T05:03
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 6005,

"at": "2023-02-04T05:03
"peerId": 1,

"peerIp": "10.11.12.1"

10,

:37z",

:37z",

:37z",

:37z",

:37z",

:37z",

sxnozzs [
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"

asn": 6006,
"at": "2023-02-04T05:03:37z2",
"peerId": 19

"

asn": 6001,

"at": "2023-02-04T05:03:37z2",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 6000,

"at": "2023-02-04T05:03:37z2",
"peerId": 7,

"peerIp": "10.31.32.1"

"

asn": 6007,
"at": "2023-02-04T05:03:372",
"peerId": 20
}

] 4

"lastViolationPeersCount": 10,

"lastViolationPrefix": "87.232.0.0/22",

"violationPrefixesCount": 1
} 4
"orgName": "AutomationOnly5",
"policyId": "3dd434£f4-92fe-447f-b7e8-129b09cff9da",
"policyName": "17 - Parent Aggregate Change - Test 3",
"rule": "ALARM RULE_ PARENT_ AGGREGATE_ CHANGE",
"severity": "ALARM_SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"17 - Parent Aggregate Change"
] 4
"transitionedAt": "2023-02-04T05:23:552"

E7TT7 RNFAXEIN=TLT 1 v XEBDHI

KL, EPTTRENEGALAREN=T LT 49w AT 7 — AIZBT 5 Amazon S3 i# il & Google
A L—=VEHOR T A = ER LET,

{

"activatedAt": "2023-02-04T06:18:372",

"alarmId": "139a7983-36ba-4d17-8371-2480290£3799",

"expected": {

"prefixCounts": [
{

"addressFamily": "ALARM BGP_AF IPV4",
"maxPrefixes": 100,
"minPrefixes": 10

]
}!
"monitoredPeer": {
"ciscoPeerIp": "104.236.154.30",
"ciscoPeerName": "RS06",
"peerIp": "10.11.12.1",
"peerName": "BGP-1",
"sessionId": "de26c09c-15£6-435£-9044-c9a89fdc7bed"

. Cisco Crosswork Cloud 1—H—H A K
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}I

"observed": {
"prefixCounts": [
{
"addressFamily": "ALARM BGP_AF IPV4",

"prefixCount": 2000

1
}I

"orgName": "AutomationOnly5",

"policyId": "482de3d2-8550-4b84-alab-3b3e36£5869a",
"policyName": "22 - Peer Advertised Prefix Count",
"rule": "ALARM RULE ADVERTISED PREFIX COUNT",
"severity": "ALARM_SEVERITY RED",

"state": "ALARM STATE ACTIVE",

"transitionedAt": "2023-02-04T06:18:372"

E7 QOFEDHI
w2, E7DEILT 7 —AHIZEHT 5 Amazon S3 %1 L Google A N L— VIO T 7 A w2 —

VhlER L ET,
{
"activatedAt": "2023-02-04T06:17:05zZ",
"alarmId": "b654ced0-5357-4eb7-b3c9-27cbd24a8£65",
"monitoredPeer": {
"ciscoPeerIp": "3.21.42.66",
"ciscoPeerName": "RS95",
"peerIp": "10.11.12.2",
"peerName": "BGP-2",

"sessionId": "29651423-e603-4al11-89b7-37500e40e562"
}!
"observed": {
"lastUpdatedAt": "2019-10-03T22:30:00Z"
}!
"orgName": "AutomationOnly5",
"policyId": "ff3b620d-33a9-49c0-9e33-b99b53c55b1d",
"policyName": "21 - Peer Down",
"rule": "ALARM RULE PEER _DOWN",
"severity": "ALARM SEVERITY YELLOW",
"state": "ALARM STATE ACTIVE",
"transitionedAt": "2023-02-04T06:17:052"

TLIAVIRTENGALXAD LD

Wiz, TLIA9DRTENEGAL XA T T —AIZBIF % Amazon S3 1850 & Google A b
L—YlEOR 7 A =R LET,

{

"activatedAt": "2023-02-04T03:16:252",
"alarmId": "79222047-4954-4b6e-a339-9d01bfb06434",
"clearedAt": "2023-02-04T03:15:472",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}l
"monitoredPrefix": "218.56.100.0/28",
"observed": {
"allViolationPeers": [

{

Cisco Crosswork Cloud 1—H'—# 1 K .



B oo vozx78810220 robl

"

asn": 20,
"at": "2023-02-04T03:15:042z",

"peerId": 1,
"peerIp": "10.11.12.1"

"

asn": 20,
"at": "2023-02-04T03:15:042z",

"peerId": 19

"

asn": 20,
"at": "2023-02-04T03:15:042z",

"peerId": 2,
"peerIp": "10.11.12.2"

"

asn": 20,
"at": "2023-02-04T03:15:042z",

"peerId": 20

"

asn": 20,
"at": "2023-02-04T03:15:042z",

"peerId": 21

"

asn": 20,
"at": "2023-02-04T03:15:042z",

"peerId": 22

"

asn": 20,
"at": "2023-02-04T03:15:042z",

"peerId": 3,
"peerIp": "10.11.12.3"

"

asn": 20,
"at": "2023-02-04T03:15:042z",

"peerId": 4,
"peerIp": "10.11.12.4"

"

asn": 20,
"at": "2023-02-04T03:15:042z",

"peerId": 5,
"peerIp": "10.11.12.5"

"

asn": 20,
"at": "2023-02-04T03:15:042z",

"peerId": 7,
"peerIp": "10.31.32.1"

}
] r

"allViolationPeersCount": 10

}I

"orgName": "AutomationOnly5",

"policyId":
"policyName":

"rule":

"severity": "ALARM SEVERITY RED",

"state":

"ALARM STATE_ACTIVE",

. Cisco Crosswork Cloud 1—H—H A K
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"05 - Prefix Advertisement",
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"tags": [

"common tag",

"prefix policy",

"05 - Prefix Advertisement"
] 4

"transitionedAt": "2023-02-04T03:16:252"

"activatedAt": "2023-02-04T03:16:252",
"alarmId": "ba974865-7e94-4623-ad8f-d660acf7d69f",

"clearedAt": "2023-02-04T03:15:472",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}I
"monitoredPrefix": "2002:da38:6400::/48",
"observed": {
"allViolationPeers": [

{
"asn": 20,
"at": "2023-02-04T03:

"peerId": 23

15:042",

"

asn": 20,
"at": "2023-02-04T03:
"peerId": 24

15:04z",

"

asn": 20,
"at": "2023-02-04T03:
"peerId": 25

15:04z",

"

asn": 20,
"at": "2023-02-04T03:
"peerId": 26

15:04z",

"

asn": 20,
"at": "2023-02-04T03:
"peerId": 27

15:04z",

"

asn": 20,
"at": "2023-02-04T03:
"peerId": 28

15:04z",

"

asn": 20,
"at": "2023-02-04T03:
"peerId": 29

15:04z",

"

asn": 20,
"at": "2023-02-04T03:
"peerId": 30

15:042",

"

asn": 20,
"at": "2023-02-04T03:
"peerId": 31

15:04z",

TLo1927ERs1z42rof [
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"

asn": 20,
"at": "2023-02-04T03:15:
"peerId": 32

"

asn": 20,

"at": "2023-02-04T03:15:
"peerId": 6,

"peerIp": "2000::20:100:

"

asn": 20,
"at": "2023-02-04T03:15:
"peerId": 8,
"peerIp": "2000::30:100:
}
]I
"allViolationPeersCount": 12
}I
"orgName": "AutomationOnly5",
"policyId": "4d4816b9-e579-420

04z",

04z",

10"

04z",

10"

9-a907-8d90%aafalfo",

"policyName": "05 - Prefix Advertisement",
"rule": "ALARM RULE_ PREFIX ADVERTISEMENT",
"severity": "ALARM_ SEVERITY RED",

"state": "ALARM_STATE_ACTIVE",
"tags": [

"common tag",

"prefix policy",

"05 - Prefix Advertisement"

] r

"transitionedAt": "2023-02-04T03:16:252"

TLI749 9 ZABRYHELOSGI

Crosswork Cloud D% |

w2, TLI4 v ZABMYELT 7 —AIZB7 % Amazon S3 i#%1 & Google A b L — Vi@AID

a7 Ay —UflaRLET,
{

"activatedAt": "2023-02-04T03:20:362",
"alarmId": "2el2713b-4ecf-4d59-868a-00f07abad7ae",
"clearedAt": "2023-02-04T03:19:55z",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}!
"monitoredPrefix": "100.200.1.0/24",
"observed": {
"allViolationPeers": [
{
"at": "2023-02-04T03:19:13z",
"peerId": 1,
"peerIp": "10.11.12.1"
}!
{
"at": "2023-02-04T03:19:13z",

"peerId": 19

"at": "2023-02-04T03:19:132",

"peerId": 20

. Cisco Crosswork Cloud 1—H—H A K
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"at": "2023-02-04T03:19:13z2",
"peerId": 21

"at": "2023-02-04T03:19:13z2",
"peerId": 22

"at": "2023-02-04T03:19:13z2",
"peerId": 3,
"peerIp": "10.11.12.3"

"at": "2023-02-04T03:19:13z2",
"peerId": 4,
"peerIp": "10.11.12.4"

"at": "2023-02-04T03:19:13z2",
"peerId": 5,
"peerIp": "10.11.12.5"

"at": "2023-02-04T03:19:13z2",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 9
} 4
"orgName": "AutomationOnly5",
"policyId": "16105783-75c8-4c98-be71-b0a758645£41",
"policyName": "06 - Prefix Withdrawal",
"rule": "ALARM RULE PREFIX WITHDRAWAL",
"severity": "ALARM_SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"06 - Prefix Withdrawal"
] 4

"transitionedAt": "2023-02-04T03:20:362"
"activatedAt": "2023-02-04T03:20:362",
"alarmId": "3cd4cf6e0-e6f2-475d-9030-4bc51a7e0550",
"clearedAt": "2023-02-04T03:19:552",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}I
"monitoredPrefix": "2002:64c8:100::/48",
"observed": {
"allViolationPeers": [

{
"at": "2023-02-04T03:19:13z2",
"peerId": 23

"at": "2023-02-04T03:19:13z2",
"peerId": 24

"at": "2023-02-04T03:19:13z2",

Cisco Crosswork Cloud 1—H'—# 1 K .
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"peerId": 25

nat".

"2023-02-04T03:19:132",

"peerId": 26

nat".

"2023-02-04T03:19:132",

"peerId": 27

nat".

"2023-02-04T03:19:132",

"peerId": 28

nat".

"2023-02-04T03:19:132",

"peerId": 29

nat".

"2023-02-04T03:19:132",

"peerId": 30

nat".

"2023-02-04T03:19:132",

"peerId": 31

nat".

"2023-02-04T03:19:132",

"peerId": 32

nat".

"2023-02-04T03:19:132",

"peerId": 6,
"peerIp": "2000::20:100:10"

nat".

"2023-02-04T03:19:132",

"peerId": 8,
"peerIp": "2000::30:100:10"

}
] r

"allViolationPeersCount": 12

}I

"orgName":

"policyId":

"AutomationOnly5",

"16105783-75c8-4c98-be71-b0a758645£41",

"policyName":

"06 - Prefix Withdrawal",

"rule": "ALARM RULE PREFIX WITHDRAWAL",

"severity":

"state":

"ALARM_ SEVERITY RED",

"ALARM STATE_ACTIVE",

"tags": [

] r

"transitionedAt":

"common tag",
"prefix policy",
"06 - Prefix Withdrawal"

BiEkShIPTL 1499 XDH

Wiz, BlkEShf=IP L7499 R (7L Bogons)
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"activatedAt": "2023-02-04T06:11:312z2",
"alarmId": "a077c6cd-5a74-4378-8d60-e8acb39%ae2c7",
"clearedAt": "2023-02-04T06:09:262",
"monitoredPeer": ({
"ciscoPeerIp": "104.236.154.30",
"ciscoPeerName": "RSO06",

"peerIp": "10.11.12.5",
"peerName": "FullBogon-1",
"sessionId": "£5327ffb-221f-49d6-b8a2-2b812d02d35e"
} 4
"observed": {
"lastViolationPeerPrefix": {
"at": "2023-02-04T06:07:332",
"bogonDetails": {
"bogonType": "ALARM BOGON TYPE FULL BOGON",
"prohibitedPrefixBlock™: "5.44.248.0/21"
} 4
"prefix": "5.44.248.0/21"
} 4
"violationPrefixesCount": 1
} 4
"orgName": "AutomationOnly5",
"policyId": "dOllc5e4-54al1-41bb-8c7£-963d9caab208",
"policyName": "19 - Prohibited IP Prefix - FullBogon",
"rule": "ALARM RULE_ PROHIBITED IP PREFIX",
"severity": "ALARM_ SEVERITY YELLOW",
"state": "ALARM STATE ACTIVE",

"transitionedAt": "2023-02-04T06:11:312"
}
{
"activatedAt": "2023-02-04T06:11:312z2",
"alarmId": "142659ed-15f1-4d60-b2d6-3d0da5c75b17",
"clearedAt": "2023-02-04T06:09:262",
"monitoredPeer": {
"ciscoPeerIp": "2604:a880:1:20::2de:1001",
"ciscoPeerName": "RS06",

"peerIp": "2000::20:100:10",
"peerName": "FullBogon-2",
"sessionId": "639f069d-9ccd-46d0-b8b2-77054a199ce8"
} 4
"observed": {
"lastViolationPeerPrefix": {
"at": "2023-02-04T06:07:332",
"bogonDetails": {
"bogonType": "ALARM BOGON TYPE FULL BOGON",
"prohibitedPrefixBlock": "2001:506:101::/48"
} 4
"prefix": "2001:506:101::/48"
} 4
"violationPrefixesCount": 1
} 4
"orgName": "AutomationOnly5",
"policyId": "d0llc5e4-54al-41bb-8c7£f-963d9caab208",
"policyName": "19 - Prohibited IP Prefix - FullBogon",
"rule": "ALARM RULE_ PROHIBITED IP PREFIX",
"severity": "ALARM_ SEVERITY YELLOW",
"state": "ALARM STATE ACTIVE",
"transitionedAt": "2023-02-04T06:11:312"
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{
"activatedAt": "2023-02-04T03:27:02z2",
"alarmId": "9f8eb76a-3eff-4e8b-809e-53bf0fd56ebe",
"clearedAt": "2023-02-04T03:26:20Z",
"expected": {
"numPeersToTrigger": 1
}7
"monitoredPrefix": "2002:101:7700::/48",
"observed": {
"allViolationPeers": [
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 23
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 24
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 25
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 26
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 27
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 28
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 29
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 30
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 31
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",

. Cisco Crosswork Cloud 1—H—#H A1 F
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"peerId": 32
}I
{
"asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 6,

"peerIp": "2000::20:100:10"

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 8,
"peerIp": "2000::30:100:10"
}
] 4
"allViolationPeersCount": 12,
"roas": [
{
"asn": 33,
"maxLength": 48,
"notAfter": "2023-02-17T03:49:382",
"notBefore": "2022-02-03T03:49:382",
"prefix": "2002:101:7700::/48",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

"

asn": 33,

"maxLength": 48,

"notAfter": "2023-02-17T19:24:49z2",
"notBefore": "2022-02-03T19:24:492",
"prefix": "2002:101:7700::/48",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

"

asn": 33,

"maxLength": 48,

"notAfter": "2023-02-18T01:34:59z2",
"notBefore": "2022-02-04T01:34:582",
"prefix": "2002:101:7700::/48",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

]

}I

"orgName": "AutomationOnly5",

"policyId": "d3d47d8c-fee7-45ab-baee-3a860128aa65",
"policyName": "08 - ROA Expiry",

"rule": "ALARM RULE ROA EXPIRY",

"severity": "ALARM_SEVERITY_RED",

"state": "ALARM_STATE_ACTIVE",

"tags": [

"common tag",
"prefix policy",
"08 - ROA Expiry"

] 4
"transitionedAt": "2023-02-04T03:27:022"

"activatedAt": "2023-02-04T03:27:022",

"alarmId": "e85e68ad-el16d-4892-9fb9-c71bd92f9caf",
"clearedAt": "2023-02-04T03:26:202",

"expected": {

roa o amBRos [
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"numPeersToTrigger": 1

}I

"monitoredPrefix": "210.176.151.0/24",

"observed": {
"allViolationPeers": [
{

"

asn": 33,

"at": "2023-02-04T03:25

"peerId": 1,

"peerIp": "10.11.12.1"

"

asn": 33,

"at": "2023-02-04T03:25

"peerId": 19

"

asn": 33,

"at": "2023-02-04T03:25

"peerId": 2,

"peerIp": "10.11.12.2"

"

asn": 33,

"at": "2023-02-04T03:25

"peerId": 20

"

asn": 33,

"at": "2023-02-04T03:25

"peerId": 21

"

asn": 33,

"at": "2023-02-04T03:25

"peerId": 22

"

asn": 33,

"at": "2023-02-04T03:25

"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 33,

"at": "2023-02-04T03:25

"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 33,

"at": "2023-02-04T03:25

"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 33,

"at": "2023-02-04T03:25

"peerId": 7,

"peerIp": "10.31.32.1"

}
] r

"allViolationPeersCount":

"roas": [

. Cisco Crosswork Cloud 11— —H 1 K

382",

:38z2",

:38z2",

:38z2",

:38z2",

:38z2",

:38z2",

:38z2",

:38z2",

:38z2",
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"

asn": 33,

"maxLength": 24,

"notAfter": "2023-02-17T03:49:382",
"notBefore": "2022-02-03T03:49:382",
"prefix": "210.176.151.0/24",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

"

asn": 33,

"maxLength": 24,

"notAfter": "2023-02-17T19:24:49z",
"notBefore": "2022-02-03T19:24:492",
"prefix": "210.176.151.0/24",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM AFRINIC"

"

asn": 33,

"maxLength": 24,

"notAfter": "2023-02-18T01:34:58z2",
"notBefore": "2022-02-04T01:34:582",
"prefix": "210.176.151.0/24",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

1
}I

"orgName": "AutomationOnly5",

"policyId": "d3d47d8c-fee7-45ab-baee-3a860128aa65",

"policyName": "08 - ROA Expiry",
"rule": "ALARM RULE ROA EXPIRY",
"severity": "ALARM_SEVERITY_RED",
"state": "ALARM_STATE_ACTIVE",
"tags": [
"common tag",
"prefix policy",
"08 - ROA Expiry"
] 4
"transitionedAt": "2023-02-04T03:27:02Z2"

ROA M B DhN 5 73 L5l

KT, ROADBEDIN S WHEE DT 7 —AIZT 2 Amazon S3 %1 & Google A L — Vi@ %I

Da g AyE—UFERLET,
{

"activatedAt": "2023-02-04T03:22:07z2",
"alarmId": "992266a8-bc34-4e6f-b396-6£0c956886ae",
"monitoredPrefix": "2.2.2.2/32",
"observed": {
"allViolationPeers": [
{
"asn": 31,
"at": "2023-02-04T01:34:58z",
"peerId": 1,
"peerIp": "10.11.12.1"
}7
{
"asn": 31,
"at": "2023-02-04T01:34:58z",

rRoA r o 50
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"peerId": 19

"

asn": 31,

"at": "2023-02-04T01:34:582",
"peerId": 2,

"peerIp": "10.11.12.2"

"

asn": 31,
"at": "2023-02-04T01:34:58z2",
"peerId": 20

"

asn": 31,
"at": "2023-02-04T01:34:58z2",
"peerId": 21

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 22

"

asn": 31,

"at": "2023-02-04T01:34:58z2",
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 31,

"at": "2023-02-04T01:34:582",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 31,

"at": "2023-02-04T01:34:582",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 7,
"peerIp": "10.31.32.1"
}
]I
"allViolationPeersCount": 10
}I

"orgName": "AutomationOnly5",

"policyId": "588687b4-4e2c-44d6-8£93-56957139%9b4f4",

"policyName": "07 - ROA Not Found",
"rule": "ALARM RULE ROA NOT_ FOUND",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"07 - ROA Not Found"
] 4

"transitionedAt": "2023-02-04T03:22:072"

. Cisco Crosswork Cloud 1—H—H A K
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"activatedAt": "2023-02-04T03:22:072",
"alarmId": "c7£f£f225d-f4e0-49d7-b607-£9d4£98b346£",
"monitoredPrefix": "2002:202:202::/48",
"observed": {
"allViolationPeers": [
{
"asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 23

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 24

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 25

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 26

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 27

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 28

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 29

"

asn": 31,
"at": "2023-02-04T01:34:58z2",
"peerId": 30

"

asn": 31,
"at": "2023-02-04T01:34:58z2",
"peerId": 31

"

asn": 31,
"at": "2023-02-04T01:34:58z2",
"peerId": 32

"

asn": 31,

"at": "2023-02-04T01:34:582",
"peerId": 6,

"peerIp": "2000::20:100:10"

"

asn": 31,
"at": "2023-02-04T01:34:58z2",

rRoA r o 50
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"peerId": 8,
"peerIp": "2000::30:100:10"
}
] 4
"allViolationPeersCount": 12
} 4
"orgName": "AutomationOnly5",
"policyId": "588687b4-4e2c-44d6-8£93-56957139b4f4",
"policyName": "07 - ROA Not Found",
"rule": "ALARM RULE ROA NOT_ FOUND",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"07 - ROA Not Found"
] 4

"transitionedAt": "2023-02-04T03:22:072"

BlE R LET,
{
"activatedAt": "2023-02-04T03:31:322",
"alarmId": "358c3f57-80b8-4685-baec-7d913£39988e",
"clearedAt": "2023-02-04T03:30:51z",
"expected": {
"numPeersToTrigger": 1,
"originAsns": [
24,
1136
]
}7
"monitoredPrefix"™: "194.45.8.0/22",
"observed": {
"allViolationPeers": [
{
"asn": 23,
"at": "2023-02-04T03:30:09z",
"peerId": 1,
"peerIp": "10.11.12.1"
}7
{
"asn": 23,
"at": "2023-02-04T03:30:09z",

"peerId": 19

"asn": 23,
"at": "2023-02-04T03:30:09z2",
"peerId": 2,
"peerIp": "10.11.12.2"
}7
{
"asn": 23,
"at": "2023-02-04T03:30:092",

"peerId": 20

"asn": 23,
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"at": "2023-02-04T03:30:092",
"peerId": 21

"

asn": 23,
"at": "2023-02-04T03:30:09z",
"peerId": 22

"

asn": 23,

"at": "2023-02-04T03:30:09z2",
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 23,

"at": "2023-02-04T03:30:09z",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 23,

"at": "2023-02-04T03:30:09z2",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 23,
"at": "2023-02-04T03:30:09z",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "0510el174-1553-4cl2-ac9e-be68118c8bd2",
"policyName": "09 - ROA Failure",
"rule": "ALARM RULE ROA FAILURE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"09 - ROA Failure"
] 4

"transitionedAt": "2023-02-04T03:31:322"
"activatedAt": "2023-02-04T03:31:322",
"alarmId": "4e0b7398-ae54-408e-95fc-e7bbl7a7d952",
"clearedAt": "2023-02-04T03:30:51z2",
"expected": {

"numPeersToTrigger": 1,

"originAsns": [

24

]
}I
"monitoredPrefix": "2002:c22d:800::/48",
"observed": {

"allViolationPeers": [

{

asn": 23,
"at": "2023-02-04T03:30:09z2",
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}

"allViolationPeersCount":

"policyId":

"peerId": 23

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 24

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 25

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 26

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 27

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 28

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 29

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 30

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 31

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 32

"

asn": 23,

"at": "2023-02-04T03:30
"peerId": 6,

"peerIp": "2000::20:100

"

asn": 23,

"at": "2023-02-04T03:30
"peerId": 8,

"peerIp": "2000::30:100

"orgName": "AutomationOnly5",
"0510e174-1553-4cl2-ac9e-be68118c8bd2",

. Cisco Crosswork Cloud 1—H—#H A1 F
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"policyName": "09 - ROA Failure",
"rule": "ALARM RULE ROA FAILURE",
"severity": "ALARM_SEVERITY_RED" ,
"state": "ALARM_STATE_ACTIVE" ,
"tags": [

"common tag",

"prefix policy",

"09 - ROA Failure"
] 4
"transitionedAt": "2023-02-04T03:31:322"

BITTLIA VIR T ENZALZXA L O

WIZ, YITTLITA VIR T RNEAL XA T T —LIZRT % Amazon S3 %1 & Google A
Mo—yor 7 AXye—IFE R LET,

{
"activatedAt": "2023-02-04T03:48:07z2",
"alarmId": "4£f90ba05-dl6e-4cbl-8bfe-f9bb54fc9e6dd",
"clearedAt": "2023-02-04T03:47:267Z",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"originAsns": [
754,
755,
1000,
6000,
6001,
6002,
6003,
6004,
6005,
6006,
6007,
6008,
6009,
6010,
6011,
9541,
9542,
9543,
12654,
12655,
28642,
30175,
45031,
49622
]7
"originAsnsUsage": "ALARM USAGE IGNORE"
}7
"monitoredPrefix": "2002:1764:100::/48",
"observed": {
"allViolationPeers": [
{
"peerId": 28
}7
{
"peerId": 29
}
]7

"allViolationPeersCount": 2,

Cisco Crosswork Cloud 1—H'—# 1 K .
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"lastViolationPeers": [

{

"

asn": 6000,

"at": "2023-02-

"peerId": 28

"

asn": 6001,

"at": "2023-02-

"peerId": 29
}
] 4

"lastViolationPeersCount": 2,
"lastViolationPrefix": "2002:1764:100::/49",
"violationPrefixesCount": 10
}I
"orgName": "AutomationOnly5",
"policyId": "634cc992-80f5-488e-bd42-bcb61217be9f",
"policyName": "12 - Subprefix Advertisement - Default",

"rule": "ALARM RULE_ SUBPREFIX ADVERTISEMENT",

04T03:45:012",

04T03:45:022",

"severity": "ALARM SEVERITY GRAY",
"state": "ALARM STATE ACTIVE",

Ttags™: [
"common tag",
"prefix policy",

"12 - Subprefix Advertisement"

] r

"transitionedAt": "2023-02-04T03:48:072"

"activatedAt": "2023-
"alarmId": "6ele50ff-e57f-4a2b-9814-7c5a71b01bld",

02-04T03:48:07z2",

"clearedAt": "2023-02-04T03:47:262",

"expected": {
"numPeersToClear":

"numPeersToTrigger":

"originAsns": [
754,
755,
1000,
6000,
6001,
6002,
6003,
6004,
6005,
6006,
6007,
6008,
6009,
6010,
6011,
9541,
9542,
9543,
12654,
12655,
28642,
30175,
45031,
49622

]I

"originAsnsUsage":

}I
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"monitoredPrefix": "23.100.1.0/24",
"observed": {
"allViolationPeers": [
{
"peerId": 1

}I
{
"peerId": 19
}
]I

"allViolationPeersCount": 2,
"lastViolationPeers": [
{
"asn": 6000,
"at": "2023-02-04T03:45:01z",
"peerId": 1,
"peerIp": "10.11.12.1"

"asn": 6001,
"at": "2023-02-04T03:45:01z2",
"peerId": 19
}
] 4

"lastViolationPeersCount": 2,
"lastViolationPrefix": "23.100.1.0/25",
"violationPrefixesCount": 8
}I
"orgName": "AutomationOnly5",
"policyId": "634cc992-80f5-488e-bd42-bcb61217be9f",
"policyName": "12 - Subprefix Advertisement - Default",

"rule": "ALARM RULE_ SUBPREFIX ADVERTISEMENT",
"severity": "ALARM SEVERITY GRAY",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"12 - Subprefix Advertisement"

] 4
"transitionedAt": "2023-02-04T03:48:072"

FHLLEWAS TL T4 v XDHI

KT, FPHLIBEWASTL 74 v I RT 7 —AIZFF % Amazon S3 i#%1 & Google A kL —

WO A ye—UFlEZRLET,

{
"activatedAt": "2023-02-04T02:58:11z2",

"alarmId": "6a6be977-ecf3-423c-bfde-£c9118659%9a69",
"clearedAt": "2023-02-04T02:57:437Z",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}7
"monitoredAsn": 601,
"observed": {
"allViolationPeers": [
{
"peerId": 1
}7
{
"peerId": 2
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"peerId": 3
"peerId": 4
"peerId": 5
"peerId": 7
"peerId": 19
"peerId": 20
"peerId": 21

"peerId": 22
}
] 4
"allViolationPeersCount": 10,
"lastViolationPeers": [
{
"asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 1,
"peerIp": "10.11.12.1"

"

asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 19

"

asn": 601,

"at": "2023-02-04T02:55:11z2",
"peerId": 2,

"peerIp": "10.11.12.2"

"

asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 20

"asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 21

"

asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 22

"

asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 3,
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"peerIp": "10.11.12.3"

}I

{
"asn": 601,

"at": "2023-02-04T02:55:11z",

"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 601,

"at": "2023-02-04T02:55:11z2",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 7,
"peerIp": "10.31.32.1"
}
]I
"lastViolationPeersCount": 10,
"lastViolationPrefix": "101.1.1.0/24",
"violationPrefixesCount": 1
}I
"orgName": "AutomationOnly5",
"policyId": "5e3288f9-6e6d-4df7-a862-b638e2d17b9f",
"policyName": "01 - Unexpected AS Prefix",
"rule": "ALARM_RULE_UNEXPECTED_AS_PREFIX",

"severity": "ALARM_SEVERITY_RED",
"state": "ALARM_STATE_ACTIVE",
"tags": [

"common tag",

"asn policy",

"0l - Unexpected AS Prefix"
] 4

"transitionedAt": "2023-02-04T02:58:112"

7y TR R —L AS DL EF

wIZ, TYTRM)—LASERT 7 —LIZB7 % Amazon S3 i#%1 & Google A k L— i@ %N
oarAy—IFlERLET,

{

"activatedAt": "2023-02-04T03:36:492",
"alarmId": "82f76592-14ca-42ef-b446-149cld4be731",
"clearedAt": "2023-02-04T03:36:09zZ",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"upstreamAsns": [
12345
]
}7
"monitoredPrefix": "2002:ab64:1100::/48",
"observed": {
"allViolationPeers": [
{
"asn": 6504,
"at": "2023-02-04T03:33:54z",

"peerId": 6,
"peerIp": "2000::20:100:10"

7y 7z ty—nasozEs [
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}
] r

"

asn": 6503,
"at": "2023-02-04T03:33:
"peerId": 23

"

asn": 6508,
"at": "2023-02-04T03:33:
"peerId": 27

"

asn": 6502,
"at": "2023-02-04T03:33:
"peerId": 8,
"peerIp": "2000::30:100:

"

asn": 6509,
"at": "2023-02-04T03:33
"peerId": 28

"asn": 6505,
"at": "2023-02-04T03:33
"peerId": 24

"

asn": 6510,
"at": "2023-02-04T03:33
"peerId": 29

"

asn": 6507,
"at": "2023-02-04T03:33
"peerId": 26

"asn": 6512,
"at": "2023-02-04T03:33
"peerId": 31

"

asn": 6513,
"at": "2023-02-04T03:33
"peerId": 32

"asn": 6506,
"at"™: "2023-02-04T03:33
"peerId": 25

"

asn": 6511,
"at": "2023-02-04T03:33
"peerId": 30

547",

547",

547",

10"

: 547",

547",

: 547",

547",

: 547",

547",

: 547",

547",

"c37b83be-0213-4bb2-b391-7£02b3cecO061",

"allViolationPeersCount": 12
}I
"orgName": "AutomationOnly5",
"policyId":
"policyName": "10 - Upstream AS Change",
"rule"

: "ALARM RULE UPSTREAM AS CHANGE",

. Cisco Crosswork Cloud 11— —H 1 K

Crosswork Cloud D% |



I Crosswork Cloud

"severity": "ALARM_SEVERITY_RED" ,
"state": "ALARM_STATE_ACTIVE" ,
"tags": [

"common tag",

"prefix policy",

"10 - Upstream AS Change"
] r

"transitionedAt": "2023-02-04T03:36:492"
"activatedAt": "2023-02-04T03:36:492",
"alarmId": "a778bdbe-e23f-42d8-8880-5402£59c1495",
"clearedAt": "2023-02-04T03:36:092",
"expected": {

"numPeersToClear": 1,

"numPeersToTrigger": 2,

"upstreamAsns": [

12345

]
}I
"monitoredPrefix": "171.100.17.0/24",
"observed": {

"allViolationPeers": [

{
"asn": 6505,

"at": "2023-02-04T03:33:54z",

"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 6503,

"at": "2023-02-04T03:33:54z",
"peerId": 5,

"peerIp": "10.11.12.5"

"asn": 6504,

"at": "2023-02-04T03:33:54z",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 6509,
"at": "2023-02-04T03:33:54z",
"peerId": 20

"asn": 6508,
"at": "2023-02-04T03:33:54z",
"peerId": 19

"

asn": 6507,

"at": "2023-02-04T03:33:54z",
"peerId": 1,

"peerIp": "10.11.12.1"

"asn": 6511,
"at": "2023-02-04T03:33:54z",
"peerId": 22

"

asn": 6502,
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"at": "2023-02-04T03:33:54z",
"peerId": 7,
"peerIp": "10.31.32.1"

"

asn": 6510,
"at": "2023-02-04T03:33:54z",
"peerId": 21

"asn": 6506,
"at": "2023-02-04T03:33:54z",
"peerId": 2,
"peerIp": "10.11.12.2"
}
]I
"allViolationPeersCount": 10
}I

"orgName": "AutomationOnly5",

"policyId": "c37b83be-0213-4bb2-b391-7£02b3cecO61l",

"policyName": "10 - Upstream AS Change",
"rule": "ALARM RULE UPSTREAM AS CHANGE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"10 - Upstream AS Change"
] 4
"transitionedAt": "2023-02-04T03:36:492"

B AS /N2 D

Crosswork Cloud D% |

WIZ, BE AS/INRT 7 — AIZBI$ % Amazon S3 il %01 & Google A kL — @R 7 A

=Bl R L ET,
{
"activatedAt": "2023-02-04T03:42:08z2",
"alarmId": "7cc0e8d0-cef5-422f-a9b9-e6dd227e2bfc",
"clearedAt": "2023-02-04T03:41:08zZ",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"validAsPathPattern": "108 (999|400) 705"
}7
"monitoredPrefix": "2002:dc45:500::/48",
"observed": {

"allViolationPeers": [
{
"asPath": [
108,
500,
755
] r
"asn": 755,
"at": "2023-02-04T03:39:27z",
"peerId": 23

"asPath": [
108,
500,
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755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 24

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272",
"peerId": 25

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272",
"peerId": 26

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272",
"peerId": 27

"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 28

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272",
"peerId": 29

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:27z2",

amuas <206 ]
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"peerId": 30

{
"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 31
} 4
{
"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 32
} 4
{
"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 6,
"peerIp": "2000::20:100:10"
} 4
{
"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 8,
"peerIp": "2000::30:100:10"
}
] 4
"allViolationPeersCount": 12
} 4
"orgName": "AutomationOnly5",
"policyId": "1b1d7a95-1104-4434-8f72-33ba2l6a’e7f",
"policyName": "11 - Valid AS Path",
"rule": "ALARM RULE VALID AS PATH VIOLATION",
"severity": "ALARM_ SEVERITY YELLOW",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",
"prefix policy",
"1l - Valid AS Path"
] 4
"transitionedAt": "2023-02-04T03:42:082"

"activatedAt": "2023-02-04T03:42:082",
"alarmId": "86304e9c-50ce-4ec2-89%9a2-2c84abl0658b",
"clearedAt": "2023-02-04T03:41:082",
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"expected": {

"numPeersToClear": 1,
"numPeersToTrigger": 2,
"validAsPathPattern": "108 (9991400) 705"
}I
"monitoredPrefix": "220.69.5.0/24",
"observed": {
"allViolationPeers": [
{
"asPath": [
108,
500,
755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 1,
"peerIp": "10.11.12.1"
}I
{
"asPath": [
108,
500,
755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 19
}I
{
"asPath": [
108,
500,
755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 2,
"peerIp": "10.11.12.2"
}I
{
"asPath": [
108,
500,
755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 20
}I
{
"asPath": [
108,
500,
755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 21
}I
{
"asPath": [
108,
500,

w7 as <206 ]
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755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 22

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:27z2",
"peerId": 3,
"peerIp": "10.11.12.3"

"asPath": [
108,
500,
755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 4,
"peerIp": "10.11.12.4"

"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 5,
"peerIp": "10.11.12.5"

"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "1b1d7a95-1104-4434-8£f72-33ba2l6a7e7£f",
"policyName": "11 - Valid AS Path",
"rule": "ALARM RULE VALID AS PATH VIOLATION",
"severity": "ALARM_ SEVERITY YELLOW",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"1l - Valid AS Path"
] 4
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"transitionedAt": "2023-02-04T03:42:082"
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snmp-server view [view name] 1.3.6.1.2.1
snmp-server view [view name] 1.3.6.1.2.1.2 included
snmp-server view [view name] 1.3.6.1.2.1

snmp-server group [groupname] v3 [noauth|auth|priv] read [view name]

Cisco 10S T /\1 X F BGP ) #& A5

W& 2 — Ri, Cisco [0S 7 /3A A BGP &K OFI T,
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B ciscot0s 731 2 BGP DRI

\)

(¥) 9 _XTHBGP L7 ¢ v A% Cisco Crosswork Data Gateway & 3T 20BN H Y £,

Cisco IOS XE

router bgp <asn> << This must match the ASN in the CDG DEVICE configuration page in the
Crosswork Cloud UI
>>
bgp router-id <router-id>
bgp log-neighbor-changes
no bgp default ipv4-unicast
neighbor <CDG-ipv4-address> remote-as <CDG-asn> << This must match the ASN of the CDG
in the Crosswork Cloud UI. It should be a Private ASN number. >>
neighbor <CDG-ipv4-address> description Cisco CrossWork Cloud CDG IPv4
neighbor <CDG-ipv4-address> ebgp-multihop 255
neighbor <CDG-ipv4-address> update-source <src-interface>
!
neighbor <CDG-ipvé6-address> remote-as <CDG-asn> << This must match the ASN of the CDG
in the Crosswork Cloud UI. It should be a Private ASN number. >>
neighbor <CDG-ipvé6-address> description Cisco CrossWork Cloud CDG IPv6
neighbor <CDG-ipvé6-address> ebgp-multihop 255
neighbor <CDG-ipvé6-address> update-source <src-interface>
!
address-family ipv4
neighbor <CDG-ipv4-address> activate
neighbor <CDG-ipv4-address> send-community both
neighbor <CDG-ipv4-address> filter-list 2 in
neighbor <CDG-ipv4-address> filter-list 1 out
exit-address-family
!
address-family ipvé6
neighbor <CDG-ipvé6-address> activate
neighbor <CDG-ipvé6-address> send-community both
neighbor <CDG-ipvé6-address> filter-list 2 in
neighbor <CDG-ipvé6-address> filter-list 1 out
exit-address-family
!
ip as-path access-list 1 permit .* <<All BGP prefixes from the device must be shared
with Cisco CrossWork Cloud CDG>>

ip as-path access-list 2 deny .*
!

Cisco IOSXR

router bgp <asn> << This must match the ASN in the CDG DEVICE configuration page in the
Crosswork Cloud UI
>>

bgp router-id <router-id>

address-family ipv4 unicast

|

address-family ipv6 unicast

|

neighbor <CDG-ipv4-address>

remote—-as <CDG-asn> << This must match the ASN of the CDG in the Crosswork Cloud
UI. It should be a Private ASN number. >>

ebgp-multihop 255
description Cisco CrossWork Cloud CDG IPv4
update-source <src-interface>
address-family ipv4 unicast

route-policy DROP in

. Cisco Crosswork Cloud 11— —H 1 K



| Crosswork Cloud D% E
Cisco 10S XR 7/ 2 A Netflow il ]

route-policy PASS out
|
neighbor <route-server-ipvé>
remote—-as <CDG-asn> << This must match the ASN of the CDG in the Crosswork Cloud UI.
It should be a Private ASN number. >>

ebgp-multihop 255
description Cisco CrossWork Route Server IPv6
update-source <src-interface>
address-family ipv6 unicast
route-policy DROP in
route-policy PASS out
|
route-policy PASS
pass
end-policy
|
route-policy DROP
drop
end-policy
|

ZCT
e <asn> L. F*vY hU—27 D BGP AS Z 5T,
e <router-id> X, X v FU—27 ® BPG/L—# ID T,

» <cDG-asn>lE. CDG ® BGP ASN FH = T9, T, 774 X— FASNEFTH D LEN
HYET

e <src-interface> (X, X NI —27 D BGP EELA v F—T7 =4 AT,
® <CDG-ipv4-address> 1L CDG @ IPv4 T ]‘ LA VC“‘TJ—O

* <CDG-ipvé6-address> I£ CDG @ IPv6 7 KL AT,

Cisco 10S XR 7 /\4 X Fi Netflow D& & {5l

WDz — KX, Cisco IOS XR 7734 A H Netflow DA LA T4,
IPv4 DI -

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
|
transport udp 2055
source GigabitEthernet0/0/0/0
destination 172.24.96.171 << this is the IP address of the CDG >>
|
flow monitor-map ccni
record ipv4
exporter ccni
cache entries 1000000
cache timeout active 12

Cisco Crosswork Cloud 1—H'—# 1 K .
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B cisco 105 XR 7/ 31 2 R Netflow DR f)

cache timeout update 15
|
sampler-map ccni-sampler

random 1 out-of 1000
|

interface GigabitEthernet0/0/0/0
ipv4 address 172.24.96.141 255.255.255.128
flow ipv4 monitor ccni sampler ccni-sampler ingress

IPv4 #2f5¢ %/ L T NetFlow IPv6 L 21— K& 7 ZR— ~ 54 :

A\

GE) Z OFITIE, 192.0.2.169 7’ Crosswork Data Gateway @ IPv4 7 K L A T9,

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
|
transport udp 2055
source GigabitEthernet0/0/0/0
destination 192.0.2.169 << this is the IP address of the CDG >>
|
flow monitor-map ccni-ipvé6
record ipvé6
exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15
|
sampler-map ccni-sampler
random 1 out-of 1000
|
interface GigabitEthernet0/0/0/0
ipv6 address 2001:100:100::1/64
flow ipvé monitor ccni-ipvé sampler ccni-sampler ingress

IPv4 £ & U IPv6 D& A -

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
!
transport udp 2055
source GigabitEthernet 0/0/0/0
destination 172.24.96.171 << this is the IP address of the CDG >>
!
flow monitor-map ccni
record ipv4
exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15
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Cisco 105 XR 7/ 2 IPFIX D4R [

flow monitor-map ccni-ipv6
record ipvé6
exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15

sampler-map ccni-sampler
random 1 out-of 1000
|

interface GigabitEthernet0/0/0/0

ipv4 address 172.24.96.141 255.255.255.128

ipvé address 2001:100:100::1/64

flow ipv4 monitor ccni sampler ccni-sampler ingress

flow ipvé monitor ccni-ipvé sampler ccni-sampler ingress

Cisco 10S XR 7 /N4 R F IPFIX D&l

WD 22— K, Cisco IOS XR 7 /34 A IPFIX OAERLB] T,

flow exporter-map ccni
packet-length 1468
version ipfix
options sampler-table timeout 15
template data timeout 15
template options timeout 15
|
transport udp 2055
source GigabitEthernet0/0/0/0
destination 172.24.96.184
|
flow monitor-map ccni
record ipv4
exporter ccni
cache entries 1000000
cache timeout active 3
cache timeout update 3
|
sampler-map ccni-sampler
random 1 out-of 1000
|
interface TenGigE0/0/0/16
description internal interface
ipv4 address 182.1.0.1 255.255.255.0
flow ipv4 monitor ccni sampler ccni-sampler ingress
|
interface TenGigE0/0/0/27
description external interface
ipv4 address 184.1.0.1 255.255.255.0
flow ipv4 monitor ccni sampler ccni-sampler ingress

S T4 v aITHEASN S SNMP D5 F

Crosswork Cloud Traffic Analysis D45 D SNMP t = —Z B4 584, DU A FZ, Crosswork
Cloud Traffic Analysis 23MEH 92 SNMP 47~ = 7 FlBl+ (OID) BEFENTWET,

* sysDescr : 1.3.6.1.2.1.1.1.0
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. AV —T 14 ADEE

* sysObjectID : 1.3.6.1.2.1.1.2.0

* sysUpTime : 1.3.6.1.2.1.1.3.0

* sysName : 1.3.6.1.2.1.1.5.0

* sysLocation : 1.3.6.1.2.1.1.6.0

e ifDescr : 1.3.6.1.2.1.2.2.1.2

« ifType : 1.3.6.1.2.1.2.2.1.3

* ifSpeed : 1.3.6.1.2.1.2.2.1.5

« ifOperStatus : 1.3.6.1.2.1.2.2.1.8

+ ifName : 1.3.6.1.2.1.31.1.1.1.1

* ifHCSpeed : 1.3.6.1.2.1.31.1.1.1.15
+ ifHCInOctets : 1.3.6.1.2.1.31.1.1.1.6

+ ifHCOutOctets : 1.3.6.1.2.1.31.1.1.1.10

A 33— x4 ADEKE

Crosswork Traffic Analysis D& A V32— =4 ADIETE

ATv T
ATy T2
ATvT3

RTvT4

ATy TH

TAA AEBMLTZS, SNMP AT —Z A &R L, 1 DL EDA ¥ —7 = A Z&INA
Z—TxA AL LTRET HHLEDNHY £7, Crosswork Cloud Traffic Analysis |, #MEA >
B—T 2 A RABBETHECIN T 74 v I T —FERTITEERA,

AL 4 RUT, [XE (Configure) 1>[7 /34 A (Devices) | DIEIZZ V v 27 LET,

[7 /34 A (Device) |FNZERINTNWDLT A A4 E 7Y v 7 LET,

Crosswork Data Gateway & 7 /NA ARIZFEK R Z4LDH SNMP D EIZ T — Y V& EbHE T, AT —X AN [Hiki
#H (Connected) 11272 > TWNWAHZ & 2R L £,

TN ETIE, IR_XTOA =T A APNIA L F—T = AL LTRESNLTWET, 734 R
DHERA o F—T = A AZBIRL, SN E L THRET 20 ERH D 7,

[N7 7 ¢ v 75387 (Traffic Analysis) | %7 %27 V27 LThb, [ ¥ —7 A A (Interfaces) | &7
Vw27 LET,

1 DLLEDINE A 2 —T = A &R L, [FMBORRE (Set External) 147 U v 7 LET,

Crosswork Cloud Traffic Analysis IX, £ > % —7 = A ZAZHNHA L X —T =4 AL L TR L ET,
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4v8—T x4 2~0%EERL—F CR) 0RYLT [

A3 —T x4 A~DERTEBHRL— F (CIR) DEIYHT

REMFHRL— N (CIR) 2T 5 &, FRENRA L F—7 oA AOYHEREL D L/ 0N
B, A H =T oA ATHFAISNOHIIEZIEECE ET, WHREIEET L, 10X —
T2 A ADKEMHEHFICEAT LT R TCOHET, WHAETIIRTFAEENSHRINDS LD
W70 9, 72& 21X, 10Gbps A > % —7 =4 AL 1Gbps D CIR D&% VAR — b 2550
BV, Ry NT—=TNOA o Z—T = A4 ZEHRLZ EREICHET 123, 1 ¥ —T A 2D
CIRIZESWTERZHETOIMLERHV ET, A U F—7 = AZCIREZEIV B THITIE,
ROFNAZEFITLET,

AFy Tl Aqr g boc, Bls[f % —7 x4 % (nterfaces) [ DIEICZ U v 27 LET,

AT9T2 [ % —7 x4 (Interfaces) 15T, A1 X —T = A A% % 7 Vv LET,

ATy T3 [fWE (Edit) 1227V 7 LET,

ATV T [A X =T oA ADREDA—/3—F A K (Interface Capacity Override) | =V 7 C, HAERESINTND
A BE =T 2 ADKELHRTEET, A1 v F % [F%) (ENABLED) ]ICI0 Bz £,

RTYTE DA H—T 2 ADCIR ZAJJLET, CIR IWHLA v & —T = A ADFEAR /D 10 Mbps LA LT
HHVERH Y FT,

ATvT6 [{#1FE (Save) 127V w7 LET,

CRONED YK ToHNDE, TRTOREHEIICIRIZESWHTITbhvEd, 2F0, K —
THESINTNDA U F—T oA AMEHAFEDO L XV MHE, I IO Crosswork Traffic Analysis (27
IRENDTRCOA L H—T 2 A ADFEMIZONT, 4T HA X —T oA ATED KT
L7z CIR BMEH S VET,

CRAVA—T x4 ADEE

CIRAED U THENTNDETRTCDOA L Z—T = A ADKE[EIZIL, [CIRT A =2 (CIRicon) ]
@) nERSNET, Kz RLET,

R4: 57499 KYLED D DH

Device % Interface Description Type Utilization « Capacity TX: SN
Click name to drilldowr Click name to drilldowr 4dd Filter Add Filter Add Filter Add Filter
Traffic Drilldown

! = GigabitEthernet5. - External 999 mbps
i hElCampsarisor NCS5501-YY17-QA1 igabi xterna Mby

Peer Prospecting Hbird-flow-csr2 A TenGigEO/0/O/2 - internal interface Internal {Ft) bps 6 Gbps

Recommendations Hbird-IPv6-CSR-1 [ GigabitEthernet0, --- Gbps 118.1 Kbps
Capacity

Cisco Crosswork Cloud 1—H'—# 1 K .
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. Crosswork Trust Insights [T /34 R Z BT 5= DRTIREMH

Crosswork TrustInsights [Z T /34 X ZEINT 2 1= DRIIE
s

Cisco I0S XR /L — # % Crosswork Cloud Trust Insights (ZiBI9 2 B2, IRD/L—H 5% IE & R
THLENDY ET,

« TNA RZIOS XR DB/ Y R—FESNDA A=V RDDLZ L E2HERLET, FA—F
INDHA A =IOV TIE, [Cisco Crosswork Cloud Release Notesl] [Z73E] # &M L T<
72X,

o« BERF— LAEFTEN IOS XR W THEENCAER SN TWD Z 2R L ET, FHllcDNT
I%. Crosswork Trust Insights /L — Z R DERS (170 ~—2) 2B LTI Z3 VY,

o FIFRAT X FiEL — AR EL TWD I L 2B LET, FEMIZ DWW TIX, Crosswork Trust
Insights DOfIPRAT ZHERD 22—V DFRE (174 X—2) 2L TIZE VN,

Crosswork Trust Insights D JL— 2 {ERXDFER

Crosswork Cloud Trust Insights 2 F1 4~ 5 Hi[IZ, Cisco IOS XR /L — & MERUFTHIZT 7 B ATE
LHEICELLEREINTND Z L Z2HRT HIMLENRDHY £7T, ROFIRIZHE->T, L—F N
Crosswork Cloud Trust Insights [ZIEL < BEIINLTWDHZ & AR LET,

\)

GE)  DFE, Crosswork Cloud Trust Insights % A 2027 5 72 DI B2 e /NE D Cisco I0S XR H#
T, OO SV TIL, Crosswork Cloud Trust Insights 2 3232577 v N7 4 —
DTG T DT A FE2ZRLU T IZE W, MR A F~OEHEY 71250 T, B
N= R 2T DOv=a T VEBRRL T I,

ATy v—Hica 4L, kOa<vr RE A LET,

ios# show running-config
RATv T2 HNCROBKRERDEENTVDLZ L 2R LET,
e RA b R—
*DNS RAA 4
« Hhb A7z SSH H—
* SSH TH kb S 4172 Netconf-yang
« ALY RSSH 77 & AHICERE S, BETRERGNRIP A L ¥ —T = A A

WHI 72T 7 0 b Lb— N ORTE

. Cisco Crosswork Cloud 1—H—#H A1 F
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| Crosswork Cloud

ATvT3
ATv74

ATy T5

kg
it

Crosswork Trust Insights 0 JL— % #ER O HEER .

ROWEAPNE, BRSNDOABRZ L TOET,

hostname xr9kv-001
domain name test.cisco.com
|
netconf-yang agent
ssh
!
interface MgmtEthO/RPO/CPU0/0
ipv4 address 192.168.1.123 255.255.255.0
|
router static
address-family ipv4 unicast
0.0.0.0/0 192.168.1.1
|
1
ssh server v2
ssh server netconf vrf default

SSH CL—HXIZBETEXHZ L 2R LET,

system-root-key & system-enroll-key D i )7 D —X7 A KT 521X, WOEEE— RKDOa~> K2 AL
i —a_o

RP/0/RP0O/CPUO:xr9kv-001l#crypto key generate rsa system-root-key

Tue Apr 21 22:45:55.400 UTC

The name for the keys will be: system-root-key

Choose the size of the key modulus in the range of 512 to 4096 for your General Purpose Keypair.
Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [2048]:
Generating RSA keys

Done w/ crypto generate keypair

[CK]

RP/0/RPO/CPUO:xr9kv-001l#crypto key generate rsa system-enroll-key

Tue Apr 21 22:46:24.943 UTC

The name for the keys will be: system-enroll-key

Choose the size of the key modulus in the range of 512 to 4096 for your General Purpose Keypair.
Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [2048]:
Generating RSA keys

Done w/ crypto generate keypair

[CK]

RP/0/RP0O/CPUO:xr9kv-001#

AERR SN~ F—I1Z Cisco [OS XR AR —F 4 V' 7L AT ANICEBITRES ., BRICIIFRRENEYE
Moo

Crosswork Cloud Trust Insights [Z/b— % Z BT 5 72 OIZ B2 GE E A2 ARk U OB 5121, IROFERK
ML ET,

crypto ca trustpoint system-trustpoint
keypair rsa system-enroll-key
ca-keypair rsa system-root-key
ip-address 1.1.1.1

subject-name CN=cisco.com

lifetime certificate 720

enrollment url self

message-digest sha256

Cisco Crosswork Cloud 1—H'—# 1 K .
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. Crosswork Trust Insights 0 JL— 2 # D HESR

lifetime ca-certificate 720
|

GE) FRROFITIE, CAFEBAED T A4 7 X A4 A3 24 (720 ) IZEREIN, BEGEHAEDC T A4 7 ¥
A LE2FEICHESINTHET,

RATY T 6 BEHBIEL Crosswork Cloud Trust Insights -~ X §5 (2 M B 7 GER 36 4 FRGIERS KL OV 2 121%, ko a~ >

ATy T17

READLET,

RP/0/RPO/CPUO:xr9kv-00l#crypto ca authenticate system-trustpoint
Tue Apr 21 22:47:46.935 UTC
% The subject name in the certificate will include: xr9kv-00l.test.cisco.com

Serial Number : 25:34

Subject:

serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com
Issued By

serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com

Validity Start : 22:47:47 UTC Tue Apr 21 2020

Validity End : 22:47:47 UTC Wed Apr 21 2021

SHA1l Fingerprint:

6C20DBEC569808F21A06E779A219C39B1F20E182
RP/0/RP0O/CPUO:xr9kv-001#

RP/0/RP0O/CPUO:xr9kv-001l#crypto ca enroll system-trustpoint
Tue Apr 21 22:48:31.141 UTC

oe

The subject name in the certificate will include: CN=test.cisco.com

The subject name in the certificate will include: xr9kv-00l.test.cisco.com
Include the router serial number in the subject name? [yes/nol: yes

The serial number in the certificate will be: 144c478a

The IP address in the certificate is 192.168.23.211

Serial Number : 25:35

Subject:

o0 o oP

oe

serialNumber=144c478a, unstructuredAddress=192.168.1.123, unstructuredName=xr9kv-001.test.cisco.com, CN=test.cisco.com

Issued By
serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com
Validity Start : 22:48:31 UTC Tue Apr 21 2020
Validity End : 22:48:31 UTC Sat Nov 07 2020
SHA1 Fingerprint:
8F44F8EE427F9D48B6E47CDF60B90537EFO9F65B4
RP/0/RP0O/CPUO:xr9kv-001#

OB T LS 10, CLIBAT—T 4 U7 ¢ 2wy &M LT, BERIENE & 8k — 2R L
EENIERITITON TS Z &f%&ﬁ%wuL/ji7ro

GE) (4 (signature) | 7 4 —/L RIZANENTWBIHE, BEGEAEIT Crosswork Cloud Trust
Insights D ¥EfiF 239 > TV E T,

RP/0/RP0O/CPUO:xr9kv-001l#show version | utility sign include-certificate

Tue Apr 21 22:49:24.632 UTC

{

"cli-output": "Cisco IOS XR Software, Version 7.0.2\nCopyright (c) 2013-2020 by Cisco Systems,
Inc.\n\nBuild Information:\n Built By : ahoang\n Built On : Fri Mar 13 22:27:54 PDT 2020\n

Built Host : iox-ucs-029\n Workspace : /auto/srcarchivel5/prod/7.0.2/xrv9k/ws\n Version : 7.0.2\n
Location : /opt/cisco/XR/packages/\n Label : 7.0.2\n\ncisco IO0S-XRv 9000 () processor\n

System uptime is 8 hours 58 minutes\n\n",

"signature-envelop": {

"signature-version": "01",
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ATvT8

ATy

Crosswork Trust Insights 0 JL— % #ER O HEER .

"digest-algorithm": "RSA-SHA256",
"pub-key-id": "2508",
"signature":

"F910CRigUmsBBOmNRU01BYmg+TAWseOlEy5eRBDWCkT+jHAIQABhKXG12MVza5JplrLayDdNbU+L4IVNA1FGegXR1G9IVed/
RHbsThhD8GVUTLOrYoIXyWw9b3LOPALOJRTcbSe5Yr+4gfoXJJ1lm88xjtJUGEE08]Gz51YgaBGGHMgS8KwAOMyBiwTazcKaqYUI1LGaWEJ/
PtxsGv0fhJ+8/9FxjdJcWPLIWXAhQe2QkT15afAjV6LmShQui4TM+Dylad4nd4A6Y1WFz4sAfEWob10dVGXPKzDI9UUJIDYbdOU8] /
y6BVIEko8xYZJaD1UyNCIBWmLi28us9car/wbkfw=="",

"signing-certificate": [
"MIIDNDCCAhygAWIBAWICCcswDQYJKoZIhvceNAQELBQAWOZEMMCQGCSGSIb3DOQEJAhYXeHI20WEt £ZXN4AMThENy5
JaXNjby57b2 0xETAPBgNVBAUTCGV1ZmY1MzRiMBAXDTIxMDI yMDAINTY zZNVOXDT T yMDI yMDALINTY zZNVowOzEMMCOGCSAGS T 3DOEJAhYXeHIJ20Wt £7
XN4MThfNy5jaXNjby5ib20xETAPBgNVBAUTCGV1ZmY1MzRiMI IBT jANBgkghkiGIw0OBAQEFAAOCAQS8AMI IBCgKCAQEAON
LmZgLe9bINdvpvOFmr8vQzDwZ9pcituRx7S0fafs+RasNTnaOot3IL76hayCCEvkCOK/Re/8tUpiDpLS/rtOx9J/adRIK
GjlpYoxK1PK4XxMubg5cOZFzVprOmwur8Rvhx6c2xB79KANGKYSEF4cgoLHMQOYHkfcBAs 9abnStYecUWOGHwWNC30alM1
x3pRe
47CY30mS5ZJa/C+21EL+MDCKPj+aUkOCw8ADJUX3gT+TWME7aLrZj/hfmzDEgrahbv2A1F9QG+00P53pjRXmN2k6Va67J
tGsZ7spYF8F5KcUF7AhZWvKxGOegS7sUMBuU4EhFOeHLoB7Mz3sVGNHNQIDAQABoOIwQDAPBgNVHRMBAf8EBTADAQH /MA4
GA1UdDWEB/WQEAWIBxXJAdBgNVHQ4EFgQUFW1+ShMwn/DK+ExXxWKWVmM9JzwINgwDQYJKoZ IThvcNAQELBQADggEBAJvxdPpw
qF0+WHFxvETzgr09gl7roJ92vao8M47vIxX2pMQFMQceU9tL30/XZ6sDAg+FF7jyTAOVHgzbfG201VoAuDeE1gsK5XrYE
RhWBk86I1iWTasbrUSeHPNsXJgHK/RuudpB+w8pdOEYORKSVLEFH/ulSfet33grRkiEvFxU82zj515mnjhVE/4GgeH9hF6T
PR3/1Xv6Afka74wibikppNo/d2THAKX6ATJ6hKnkd1PGaTyZ
GF1UFOVtFXV5cAwaLOwfUft7qF2YNFr9i41UuR40i///c72eLLuL+c00c6hADUH31JVRTcualbsrviz7yEGOD/7/MfYRE
0Z2wNIP2U=", "MIIDhjCCAm6gAwWIBAWICCcwwDQYJK0oZIhvcNAQELBOQAWOZEMMCQGCSOGSIb3DOEJAhYXeHJ20Wt fZXN
4AMThfNy5jaXNijby5jb20xETAPBgNVBAUTCGV1ZmY 1IMzRiMBAXDTIxXxMDIyMDAINTYzN1oXDTIxMDkwODAINTYzNlowazET
MBEGA1UEAwWWKY212zY28uY29tIDEMMCQGCSgGSIb3DOEJAhYXeHJ20Wt fZXNAMThfNy57aXNjby5jb20xGTAXBgkghkiG9
wOBCQgTCIEUNzQuMzIuMzcxXxETAPBgNVBAUTCGV1ZmY1MzRiMITIBIjANBgkaghkiGOwOBAQEFAAOCAQ8AMI IBCgKCAQEAtLC
WkoBPwab5yPerZcRtbbUFVDtg7430PjvLzjHjWzmtY/CPeal
bZ3NPWTAUMS0Q+0D5VwgL+5SVKE 9ZVwFoRoyMm2 +wwb fBAxt 0G2MYTdOttLulEP/H7APVA/Y+pUGXYGsekRxu8Ipyi
Vesi57DQxgH1021k4EBsZsDv7oW90srtx7rib/kCyAShTsEpw30Z20Q0p+91QY+vY7NUIQKx78RYkP1QNeOjQqibROM1R]
Glgo4ZTDI4IxsdgXm/xxiX3scTqulq/XVY3v5uEjT2za00nZAU6z3PQKDSYHDXg3yIDskFM]74HI6hUJsALIU+Q]+mw9IDcK
aypj0Q8y7ZchLeeQQIDAQABO2QwWYjAPBgNVHRMBAL8EBTADAQH/MA4GA1UdDWERB/wQEAWID+DAgBgNVHSUBAf8EFjAUBgg
rBgEFBQCDAQYIKwYBBQUHAWIWHQYDVROOBBYEFHJIJ3dCX0GGWD2yZ8JQ3f/A/8XaxMAOGCSgGSIb3DQEBCWUAA4 IBAQBRM
z5YfGTbNAXPHICxA9wSHUHyr IMIKB6WMKTOAUOWBJI6HVXIXOA
H5cs7uF3Zw4QjY28HaaxkMPr6338VbGi3DnyIOf1Hc6/XRENB13eMYcSNyRRgtvQSmTzM7A3CrSOiF1IMmdPCdYIeoFiMd
M3uIZzfMelEnONetevlbs+Te29utYXzb6QWiW00JZ6/6g4cauo6ikhC/SNsRh3b/+8YMzxAHgzRFg+rm/O6cYa3jNCopjR
JgqeFfmNuISgU9LIszmkt3/4nd4uiAj4aAqwAc7YG0dzwiWdwiXUw]j3Q7TrMS8R8AaALUN47nYzm0QfUwNDbUDkST2XJIGVI0JT
VH3E2CnAX+3j" 1]

}

}

ZHUC KDY BEEREEGT 27DV —FDNELSRESNTND Z L PRSI NET,
BABETHERRELELGAIE, koa~xy Rl L TBHFOERAFELF—2 7 VT LET,

# crypto key zeroize rsa <name of key>
# clear crypto ca certificates system-trustpoint
# crypto ca cancel-enroll system-trustpoint

ARG S RNCREAE 2 AT 21213, ko=a<r R LET,

# clear crypto ca certificate system-trustpoint
# crypto key zeroize rsa system-enroll-key

# crypto key generate rsa system-enroll-key

# crypto ca authenticate system-trustpoint

# crypto ca enroll system-trustpoint

(63 AEAEZ R DA S EF — 2 AR L £7, B4 CAEHEB LOBREGREHED 7 1 7 ¥
4A@\uwmca&m@dm@%ﬁ%ﬁﬁbfﬁﬁéﬂiﬁo
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. Crosswork Trust Insights D H|fR T EHER D 1 —F DRTE

Crosswork Cloud D% |

Crosswork Trust Insights D IR+ S4ER D1 —H DEEE

Cisco [0S XR /L—# O AR IEBAE L 72 IR E T 2B ITIE, T3 A~07T 7 v AEHT 5
7 VT VITHIRRAT & OEIRZ T 53 2 032538 0 £7, trust dossier 7~ > K & signing
a~v U REFTT H DI R/ NEOFF A Z AIREIC T D72, T /31 AR ORERL (HE
WINDHRAT T N—TLa—FOWERE) DD Lo LET,

CiscoIOSXR V U —R 731DV V—ATlX, kOa~vy FRYFR—FINTWET,

|
taskg
task
task
task
task
task
task
task

task
|

CiscoIOSXR U U —273.1 LV HIDY U —ATi&,

roup
read
read
read
read
read
read

alltasks-dossier
sysmgr

system

dossier

pkg-mgmt
basic-services
config-services

execute dossier

execute basic-services

taskgroup alltasks-dossier
read sysmgr

read system

read pkg-mgmt

read basic-services
read config-services
execute crypto

execute dossier
execute basic-services

task
task
task
task
task
task
task

task
|

usergroup dossier-group
taskgroup alltasks-dossier

username dossier
group dossier-group
secret 10 <not shown here>

ZORERRIZE Y ROLDOBMER S NET,
o RV OIUER L OBABMEEZ HNCT HI2OICMERT X TOX AT ZERT D
alltasks-dossier # A7 /' )—7, BLEBEIG U TCH AT TN—TDA4FI#EETE £,

« B 27 MERNEID 4T 55 dossier-group 2 —H 7 )L—7 ) MBS LT, 22— 7 L—
THEERTEET,

g B A7 T N—THER A RO dossier 1—H, MEIG LT, 2—FOLFIEZLEE T
TET, WURZ VTV () EEELTWDS ZE 2B LET,

WDa<y RRPR—FEHTWET,

Z O AT 5 L. Crosswork Cloud Trust Insights CZ OIF#RAMH L TH LW LT v
VAN N—THEETE T, FEMIZOW T,

SV,

. Cisco Crosswork Cloud 1—H—#H A1 F

(7 LF vy v VOER] BB LTLE



| Crosswork Cloud D% E
TN ZDEM .

TINA ZADEN

TNA A& BT 51213, ROFIEEZIATLET,

1R BHEIIZ
e Crosswork Cloud 121%, D ¢ b 12D T VT 4 T RT —2F— b T oA N TT,
« TR ZADA IR— M CSV 7 7 A NEMEAT 585

cCSVI77ANCF T >arD7 41—V R (al A E R, TAA AT V—F F£-1%
T—RF =R Uz A) NI ARINTWDERIT. T/ A% BT 5E1Z,. &7 14—
JVRDRREENTWD Z L 2R L £,

e /A W ([RE (Configure) ]>[1 7' A L 1E#H (Credentials) ])
« TNARATN—T ([%E (Configure) ]>[7 /A A2 /L —7" (Device Groups) ])

« Data Gateway ([FXE (Configure) ]>[Data Gateway (Data Gateways) ])

o | [HIOFETER K 1,000 EDOT A A% A R — M TEET,

cHUTICSV Ty AN EX T = FUTRES LA TE ET (RE
(Configure) 1>[7 731 A (Devices) ]>[CSVA »AR— K (CSVImport) ] ¥ 7) ,

RTFY TN AL U4 RUT, [E (Configure) 1>[7 /341 A (Devices) | DNEIZZ UV w7 LET, [%E
(Configure) ]> [Data Gateway (Data Gateways) ] > [data gateway name] DJHIZZ U v 7 LT, Crosswork
Data Gateway (27 /N A& BIMLT, Vo7 &2RETHIEHTEET,

ATY T2 [T3A ZADBM (Add Device) 127V v LET,

RTY T3 CSV 77 A NEHHALTT A A% A AR — T 5I121E, [CSVDOA > AR—hk (CSVImport) %27V v 7
LET,

ATV T8 DTN, A% A VR— T 5I2E, ROT 44— FIZATLET,

£ 25:FINA ZADBND T 4 —IU KIZEF 3589

J4—ILFK i BA

F A 24 (Device Name) T IRA ADFERL

GE) F— B TS AN — FOBENS, TDT 4 —
IV RIET A AL EBICA D ENEE A,

7B (Description) EE) T34 A0 EZEBEMLET,
RA N F—2 (Hostname) Crosswork Data Gateway (Z & > Cffi f§ £41% DNSFQDN % 7=
IXIP 7 FUA,
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. TN DB

J4—I)LFK R BA

SSH /R—  (SSH Port) (f£E) SSHT 7 B AHDTCP AR— b+, F 7 #/L ML TCP/22
T, Crosswork Cloud Traffic Analysis {Z SSH 7 7 & A |du4%
EHHD FEHEA,

7 L7 %)L . SSH (Credential: SSH) PRNZZ VT oo VI N—T5AERR L T2/, (7 VT
> %V : SSH (Credential: SSH) 1 Ku v 7 &Z 7 U A hh
HIBRCTEET, HILWI LT U vy VI N—T5ERT 5
IZiE, [Z VT > %/ : SSH (Credential: SSH) ] K& >~
Z YA RNS [H LW LT X LOEN (Add New
Credential) |ZRIRLET, 7 LT ¥ L7 A—T O
IZOWTIE, 7 LT v LfER 205~—2) ML
TLIEEW,

T INA AT )—"7" (Device Group) Crosswork Cloud Traffic Analysis /], BPARTIZT /34 X 71—
TEER LTESANE. [T/3 A7 —7" (Device Group) ]
Ry 7Z 7 YR IMLERTEET, HILWT A RS
N—TH VBT DI, [T 73 A7 V—7" (Device Group) |
Ry 7HZT )R RDE B LWT 3 X7 —7 DB

(Addnew device group) | ZEIRLET, 734 X T —7F
DFMNZDONTIE, TS AT N—TDRE (207X—)
EHRL TSN,

M XETASER (City) (&) T34 ADLLETE RO H X ETF,
Z MR (Location) (EE) imEY A iR+,
(Country) EE) T3 ADONLETFROE,

TNA ADH A LY —2 (Device Timezone) | (EE) T34 AZxtLTa—I N7 H A LV —2,

% 7" (Tags) UEE) T3 AD T N—TAE AN D H 7 %45 L
F9, iz VAT LANONL—X X AT (edge’s L)
AT 5T XA N EANTTLDHERHY T,

O DT 44—V Rk, BT A ANREH S CrossworkCloud 7 7V r— a N K-> TR D F5, 4
7Y = & LT, Crosswork Cloud Trust Insights @ Crosswork Data Gateway -f > A % > A & Crosswork Cloud
Traffic Analysis @ Crosswork Data Gateway { A X L ADW HIZTNA A% 7T 52 L HTEET,

R26: SR YA FDTNAZADBMD T 4 —)L KIZEET %58

J4—ILFK 5 BA

(T2 = UxA: FTFAM YA N AL YTFE[F (On) [IZEIV R, 7734 ZD Crosswork

(Data Gateway: Trust Insights) ] Data Gateway A A% > A& L £ 7, Crosswork Data
Gateway % BI13 5121%, [Crosswork Data Gateway O #
DB ZZRLTIEEN,
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| Crosswork Cloud D% E

T4 Z2D3BIN .

J4—ILF

Bl

FRIEN o OISR

RIENY ¥ a FRONEZ AN LET, EELRUVATHE
MWRD DT A AREDERELE=F —T 57 " AE[T=
V74X alb—ary T IT—LEEDLEAE. 1TV
(Yes) JWCRETD2LERHY £T, AT DL, RIF
SNTWNDHINY Va2tV AT ATHRESINTN Yy vV adD—K
ARBEAY Crosswork Trust Insights (Z X > CF = v 7 SET,

SREN Y 3 o DA

Rey 7% X K6, Crosswork Trust Insights 237 /3
A ADNy V2B EE WET DHEFEEZER L £,

R 37499 GMDTINA RDBEMD T 4 —)L FIZBET 25

J4—ILF

5158

T=ET—=bT A 8T T4 IO
(Data Gateway: Traffic Analysis)

A v F & [A2 (On) 1BV A, 7734 AD NetFlow
Data Gateway 1 ' A ¥ A Z RN L ET,

NetFlow %{E757 KL A (NetFlow Source
Address)

NetFlow X157 RVAZ AN LET,

ASN

ASN Z AN LET, HIZTT T 14—k ASN O#FipH (64512
~ 65535) THHLENHY £,

SNMP7 KL % (SNMP Address)

SNMP 7 KL A% AT L7Z2WIGATEL, NetFlow 7 K L AM#
HEnx4,

7 LT %)L SNMP (Credential: SNMP)

UHNC 7 LF ooy VI N—F 2B LT3 8%, [ VT
> %/l : SNMP (Credential: SNMP) ] K v &1 X
FOBIBIRTEET, BT LT A ZADH LW LT
T NI N—TF BT HIIE, [ VT v v L ¢ SNMP
(Credential: SNMP) | Rr vy 7F*HZ 7 U X NG [HLwW
LT v /DB (AddNew Credential) ] %R L ¥,
I VLT U VT =T DI ONTIX, Z LT v b
DOERL (205 X—) ML T 7ZENY,

BGP/L—ZIDDIPT KL % (BGP Router ID
IP Address)

7 L5 %)L : BGP (Credential: BGP)

PRNZZ VT o vy VI N—T2ER LT 5GAX, [Z VT
> ¥ %)L : BGP (Credential: BGP) | Krn vy 7% U &
MO TEET, BINTEHT A ADH LN LT vy
NI N—T B BT HIZIE, [Z7 VT v /L : BGP
(Credential: BGP) | Ky FX U A MMb FHiLWY L
T % VDB (AddNew Credential) | Z34R L3, 7
LT oy VI A—T DI O, 7Ty LD
TERE (205 _X—2) BT IZEW,
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. Trust Insights D148 F > T1H3R

GE) T _RTDBGP 7'V 7 1 v 7 A% Cisco Crosswork Data Gateway & 3EHTHMENH Y F97,

ATv 75 [RHTF (Save) 127U v LET,

PRFEBRIENZE T L%, AL T4 RUT[E=4 (Monitor) 1>[7 /34 A (Devices) | £721% [[XE
(Configure) ]>[7 /31 A (Devices) | &7 Vv 7T D&, TNAABEKRINET,

Trust Insights D{E%E ~ & TR

Crosswork Cloud Trust Insights |27 /SA 2 &89 25 & | [FfEE#RE & Te K =) Crosswork
Data Gateway #2H T/L—Z MO MG SN ET, F N = (json B) 1% SSH ##H TUNEE X
AL, Crosswork Cloud Trust Insights &k —TE4 S £ 7, Crosswork Data Gateway 7% Crosswork
Cloud Trust Insights |ZHAET HEHH RO ={2iX, ROERPEENTWET,

¢ CiscolOS D= g v T Ty N7 3 —LDH T
T UFY T LA F A
VAT L N—FRYT AN

e T AN VAT A AR R

\)

G¥) T7AN AT LA FYIX, CiscolOSXR U U —2X79.1
PO Y J—ATHR—FInTWET,

e N—=FT =T A X M) HAOR X 2T REET A AEIF (SUCDH FERE
P YT RT =T Ry r—V AR b
« U7 — L@

o« 1 — LNy 7 B

Trust Insights D T/\A X F I DT—2INE

WOFIMETIE, B OT A AEREBIFT D727 Nk v 7 R xIUEAEBILAT 2 kI
DWCHHLET, 7740 hTHE, T80 2 RVIUEIE 2 B Z L iciTbhEd, Rv
TIVEME A EET S, 712108 EOF AL 2AONEF BN T 5121, T34 A Ry
INEBEDOEER (179 X—) 2ZRLTIZEIN,

ATYT1 AL D4 RUT, [T AL YA b (TrustInsights) ]>[5%7E (Configure) ]>[7 /31 A (Devices) ]
DINEIZ 7 Vw7 LET,
ATV T2 FUzOWELERT LT/ ZADX4HTET Y v 7 LET,
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| Crosswork Cloud D% E
Friqz2 ryrngEEozE [

ATY T3 [FTARMA YA (Trustlnsights) ] #7227V v 7 LET,
ATy T4 [F=DIUE (Collect Dossier) 157 U v 7 L9,

R OIUENTE T T HETITE D0 D Z LR dDH 2 & Z/~7 Informational (fF#EZML) A v E—IM
FREH, [F=DUEE (Collect Dossier) | R4 > ® FIZERIZET DT F A MR FRENET,

RTIENTETTHE, UL TOT A, AT —ZREHINET,

TINAARVINREEEDER
1 O EDTF AL 2D Ry mIUEREZEE T 7,

\}

GE) Z OFJEIL Crosswork Cloud Trust Insights 7 /NA AZ DA H SV ET,

ATYT1 AL D4 RUT, [T AL YA b (Trustlnsights) ]>[5%E (Configure) ]>[7 /34 A (Devices) ]
DNEIZZ Vv 7 LET,

RTYv T2 FVTNEDHEESETTH 1 DU EDOT AL AORKICH LT =y IV Ry 7 Ak A 2 LET,
ATFwF3 [ 73> (Collection) 127 U7 LET,

GE) Crosswork Cloud I, Trust Insights 7 /N1 A DFH % Fx L E T, Trust Insights |28 L T2\ T
NA AR UGS, TOT A AT RS NER A,

ATv T4 [A%) (Enabled) ]/[HE%) (Disabled) |1 F 7V A A v F N [A%) (Enabled) JIZRESN TS Z & ZHERL
F9, [#%) (Disabled) ] Z#&IRTH L, 5%O R UENMEIESNET,

ATy TS HE (Frequency) | Ku vy 77X UMD, WWEEZETTHHEZBIRLET, T4 20 [H LW
#E  (New Frequency) ]45& [HTLWWAT—4 A (New Status) ] FIBNEUNCHEHF IND Z LICiERE L TL
72 &0,

RATv 76 [fRfF (Save) 127 Vw7 LET,

Trust Insights FA Crosswork Data Gateway £ &K U T/ RIEHED S
IJWNoa—T7429
WOTFNETIX, Crosswork Data Gateway & Crosswork Cloud Trust Insights 7 /3 A ] D $%#5t O

2 RS D B OWTHBI L £,

ATYT1 AL D4 RUT, [T/3% A (Devices) ]%7 VU w7 LTHh 5, Crosswork Data Gateway ~ Dt & F7
THETRA A7) w7 LET,
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Crosswork Cloud D% |
B = xommit

ATFY T2 [AT—HA (Status) | ¥ 7 %27 Vw7 LET,

AT 73 Crosswork Data Gateway & 7 /3A A OHERN T T — 5 RTRET, 774 T U+ —ABbHILEET
cdg.crosswork.cisco.com 33 & O crosswork.cisco.com Z FFA[ T 5 L 9 ICRE SN TV D Z & Z iR Liﬁ_

Crosswork Data Gateway & 7 /31 AR OHHEA T A B L TEEL £,

AT 74 Crosswork Data Gateway & 7 /31 AR D [SSH] D REINEEG O IEH 2RI THDH Z L MR LET,

[SSH] D RENIAARE DA, Crosswork Data Gateway (X7 /N1 AR TE EFH A, ROZT—%EELE
bg‘o

cN—H D SSHH N E LW & 2R LET, sHMIZ OV TiE, Crosswork Trust Insights 0 /L— 4 ##
FROMERS (170 ~—2) 2ZR LT IESN,

» Crosswork Cloud Trust Insights CTAJJ L7227 LT v v LR, —F T ESNTWNDZ LT YL
E—HLTWAZ L ZMRELET, [SSHI U v ZIZh—YVvEEbE, FOONANR=) 057 v
J LT, EDT A ADT VT oy MIIBE L ET,

AT 75 Crosswork Data Gateway & 7 /34 A [ kT A b5 —4 (Trust Data) | O RKFE1A O 1E 51 2 R 3k
ThdZ LR LET,

TN, ZDEDE

FONA AT D L FROINEN I EL LET, DENCIE SN T A, A5 —
RSN E T,

0%, TARAALRABHIRLT, TAALAREZDOT—FE5RICHIRT 22 b TEET, TN
A ZAHRHBRLIZBIL. FOTFT—FZEETEEEA, T340 20HIFR (1813—) &ML
TLTIEEW,

ATV TN AL D4 RUT, [(E=4 (Monitor) ]>[7 /34 A (Devices) ] £72i [3%E (Configure) ]1>[7 /31 A
(Devices) 1&#27 Vv 7 LET,

ATFw T2 HT7 7T 4 TICTH 1 DULEDTF AR, ZORICH DT = v 7Ry 7 A4 12 L, 4t (Disable) ]
Vv LET,

TNRAAWHET 7T 4 TSN L 2R T Ay E—URFRINET,

PRI IET 77 4 T ENTZT A AZH/T 77 4 7 TEEd, T, AEZHBT 774 7L Lz, T
IS ZADFFAR— VN ERDERIND ETITHRKRI0 DN DEERH D 97,

AT T3 THRAAOT =X IEEFERT DI, T8 A28, (A2 (Enable) 127V v 7 LET,
FRAANT VT 4 TEENTZZ 2Rt A v =V NEREN, T AT —ZIVENEH SN ET,
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| Crosswork Cloud D% E

7ri1zouk ||

TN X DHEIBFR

ATy T

ATvT2
ATvT3

ATvT4

FRA AEHIGRT B L, VAT ALY PRNICIE S M= _RTOF AL 25— 2 BNEIR S h
T, FAA AT —Z ZEETE ZHIIIIRK 7 AEITY.

Flid. TAA R TS ADEGIZ L TT — 2 IR Z —Rp9ifF i L, BIENcIE LT
NART =R 2hFiT5Z L b TEET,

AA LT 4 RUT, [£E=4% (Monitor) 1>[7 /31 A (Devices) | L7213 [XE (Configure) 1>[7 /31 A
(Devices) [ #7 Vv 7 LET,

HIBRT 2 1 DL EDOT AL RAZ ORI DT = v IRy IV A A AT LET,

[HIF% (Remove) 1227 V27 LET, EEZZTLHITXTCOT Y r—var, Ay — BLUL—L
M—BERRINDMERY 4 RUBRRINET,

BEOT N ZZBRL, WTNDDOT A ZAZHIBARP LN D551, 73 Az b Y ORI
LX) EZ V7 LET,

i :

5: T\A RDBIBRORER

Confirm Device Removal

Edge-Router-1

& Trust Insights

BigBend-YY16-QA1

8 Trust Insights

nfiguration Cha

BigBend-Jenkins-11

B2 Trust Insights

Cancel Remove

ATV TS TS ZOHIBREHEZRT HI21E. [HIBR Remove) 127V v 7 LET,

TNA AL ZOURNINE SN2 T — 2 BEIBRES N ET,

AT YT 6 HITHIBRSNIZT A A EE T T DL, HIERENT=T /3 A0t (1828—2) 2B L TLE S,
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Crosswork Cloud D% |

B vnenr-711 2085

HIfg S i=T/ 1 ADIET

PIATZHIBRE L= A A& E e CcE £, T3 AZHIRT 5 &, Crosswork Cloud 134 3EC
L CTICHEBMTESD LY, M A&7 AMRBLET,

ATYT1 AL 4 RUT, [%E (Configure) 1>[7 /XA ADH|ER (Removed Devices) |DNEIZZ U v 7 LET,

TNRAAZHIBRL TG 7T HEBA 555, [HIERE AT 7314 A (Removed Devices) ] DY A MIFRKRZi
RN ENRHYEF, TAAZDOEM (175 ~—2) OBBNIHES T, T3 A BEBNT 2 5ERH

D iﬁ—o
ATw 72 HEBMT T34 AORIZH D [1H6 (Restore) 1227 U v 7 LET,
TN ANETEENET
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» 20 =

=JL =2

Crosswork Data Gateways D Ex €

* Crosswork Data Gateway O EL (183 ~X—)

« U —27 71— : Crosswork Data Gateway % Crosswork Cloud Traffic Analysis [ZiE01 (185 ~—
V)

« U—2% 71— : Crosswork Data Gateway % Crosswork Cloud Trust Insights {ZiE8/1 (190 ~<—
V)

» Crosswork Data Gateway DIF# OB (195 ~=—)

« Crosswork Data Gateway D5 #H O FEEM (197 =—)

* Crosswork Data Gateway D A f—/L (198 ~—3)

* Data Gateway O IEFPEDOE R (199 ~—2)

« Crosswork Data Gateway ~D7 /XA ZAD Y 7 (200 ~—3)

s T 7 4 v 7 3BT @ Crosswork Data Gateway 35 X O /NA AEERED N T TNV a—T 4
7 (200 X—2)

* Crosswork Data Gateway O fE5h{l (202 ~—2)

* Crosswork Data Gateways DHIFR (202 ~<—3)

Crosswork Data Gateway O & &

Cisco Crosswork Data Gateway |3, EELXIRT NA A D EHZ I L T, Crosswork Cloud (Z
#{5 L £, TrustInsights ¥ 72 (% Traffic Analysis Z{# H 75 121X, %7 Crosswork Data Gateway

(Data Gateway) %A A h—/L 320N H VY £4, Data Gateway (X, ]I Base VM & I
Fd VM & LCEB S vEd, Base VM IZ1&, Crosswork Cloud (2 §kT 2 DI ME R 7
Y =7 OHEENTWET, Data Gateway 73 Crosswork Cloud (28§t S 415 & Crosswork
Cloud [FUNEE Y 5 7 DFXIE % Data Gateway (27 v = L, Fv NI —7 T34 A5 MLER
TR ENETELLIICLET,

Data Gateway % %7, fte. £-ems s, Bliog®+ s, B>[@E (Configure) |
> [Data Gateway (Data Gateways) | DIEIZZ U v 27 LET,

Z D= UNZIX, Crosswork Cloud (2% Ek X 41TV % 97X T D Data Gateway DBIFED AT — X
2 LFE N — BRI RINET,
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. Crosswork Data Gateway () &2

5 28: Data Gateway ()& 18

Crosswork Cloud D% |

2Ry

IE

#1 L\ Data Gateway % 813"
51Z1%, [Data Gateway D BN

(Add Data Gateway) (%7 U v
7 LET,

Crosswork Data Gateway DIFH DB (18 =X—)

Crosswork Data Gateway % Traffic Analysis & 72 & Trust Insights
2T D FIEOBEZ DWW T, ROWTNHND RE v 7
ZRRL TSN,

e U—27 71— : Crosswork Data Gateway % Crosswork Cloud
Traffic Analysis (Z1E1 (185 ~—2)

e U—27 71— : Crosswork Data Gateway % Crosswork Cloud
Trust Insights [Z3E01 (190 ~2—2)

Data Gateway % HIBR9" 2 1213,
HIB%9" % Data Gateway DRI
bHF =y IRy I A A T
L. [HIE®E (Remove) |27 VU v
7 LET,

ZOH AT TIL, Data Gateway N5ERICHIFR SN D728,
Data Gateway O fESITIRFF SIVEH A,

Data Gateway (Z &2 % Crosswork
Cloud ~DFy NU—JF—%
DFEZ T HITIE, Data
Gateway & =7 U v 7 L, [M%h
{t. (Disable) 1 %7 U > 7 L&
R

Data Gateway 7> X272 > TV 5555 Data Gateway O1F #
R S ET,

Data Gateway % 2 895 1213,
Data Gateway £4 % 2 U v 7 L,
(R (Bdit) 12270 v L%
R

£l. . ASNZHEH L72 V| DataGateway Z 5|7 7V
/r—3/ 2 (Trust Insights <° Traffic Analysis) (ZE#k L7210
ISCEE

GE) Data Gateway & BD7 7V r—3 3 TR T 5
RN, BUEBERSILTWDT 7 U r—va vnb
TRXTCOTNAADY 7 ZfRFT D0ERH Y

i—éqo

D AT — & 2 L RIE|DIEE
MikR % eid 4 51213, Data
Gateway 4 &= 7 1V v 7 L, [
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Cisco Crosswork Cloud 1—H'—# 1 K .



Crosswork Cloud % E |
. Crosswork Data Gateway D1&$R 03BN

o [#BH (Description) ]: b—27 »OFEMRHiHE AT LET,

« (EHEE (Number of Uses) ]: b—72 COFFEHEEZEELET, F—27 O L
PRI% 50 T,

s [HZIHARR (Valid Until) ]: h—27 OB EEE L 7, RKRWIFIL 366 TT,
3. [fEAk (Create) 1227V v 2 LET,

‘BEDO =7 DER
1 TS b= SIS T DT 2R L £,

BEfFD b —27 2 BIRT 25813, b—2 VOHIRAZEZE L T2V, HBRHAATC Data
Gateway 731 A h—/LB LB INLRWIEEIT, ZO M7 VAR LN L 2L E
—g—o

[Crosswork Data Gateway? 3B/l (Add Crosswork Data Gateway) ]-~<—3® [H IR (Valid Until) ]
)z fead LT, ARG A Hlr T & 97,

2. [BEk h—7 o DFR (View Enrollment Token) 1227 UV v 7 LET,
s[Fh—2 >4 (TokenName) ]: {EfT 2 h—7 v O—BOL4RHIZHRTELET,
o [#H] (Description) ]: h—2  OFEMZRFHHAZ AT LET,

« (EHEE (Number of Uses) ]: b—2 COFRMEHREEZEELET, F—27 O L
BRI 50 T

s [BZARR (Valid Until) ]: h—27 OB EZEE L 7, &KL 366 TT,

3. [fEAk (Create) 1227V v 27 LET,

ATy 75 [at— (Copy) 127 Vw7 LT, h—Frvhkabt—LFd, a7 VieEa—n"L7 7 A/}
7 E£4, Crosswork Data Gateway O > A b —/LHIZ RO T v b7 F—LITRER b —2 2060 £
HLENRHY ET,

* VMware

« vCenter vSphere Client : h—7 > 7% X & [HEVEER/ N v 7 — 8515  (Auto Enrollment Package
Transfer) ]> %%k h—2 > Ul (Enrollment Token UI) ] 7 ¢ —/L NIZAE Y FHF £ 7,

cOVF YV —)L : A7 U 70 }‘ %E‘OH\ ## Enrollment Token for Crosswork Cloud N/ VA= T/‘C‘\
CloudEnrollmentToken= O)f(ﬁﬁi =27 2F %A R Zf,ﬁ&i ] 'ﬁ‘ﬁ'ijﬁo

* OpenStack : config.txt 7 7 A /L% f.-DF, ## Enrollment Token for Crosswork Cloud B2 I = T,
CloudEnrollmentToken= @f&@: ]\ —7 ‘/ﬁ"ﬁEx ]“ %‘?E;E V) Hh‘iﬁ“o

» Amazon EC2 : CloudFormation 7 > 7 L — NI b—27 U & /EV 1) 5 D>, cloudEnrollmentToken= D
IZa—H—F—2O—{ L LT T ET,

ATw 6  Crosswork Data Gateway DA > A h—/L,
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| Crosswork Cloud D% E

ATy 17

ATvT8

ATv79
RATv 710
ATvIN
AT 712

Crosswork Data Gateway 15 $R D FEB AN .

Crosswork Data Gateway 751 A h—/L & N2 5, > [Data Gateway (Data Gateways) |>[&&k h—2 >
DA (Use Enrollment Token] (2R Y £ 797,

kR~ (Next) 1227 U v 7 LET, LA A M=/ STz Crosswork Data Gateway 23387~ 4L, [%
#fREe (Enrollment State) ] 2% [FREEH (Pending) 112720 £,

[#F 7 (Allow) ] %27 YV » 27 LT, Crosswork Data Gateway ©O7 7 ¥ A & AR L £7,
T AEREMEEE LT D IR~ (Next) |27 Vv 7 LET,
Fv NI — I EREMER LTS, K (Accept) 127V v 7 LET,

B53# . Crosswork Data Gateway 23 IEF ICBERE SN TWAD Z L 2R LE T, [T —¥ 7 —FU A (Data
Gateways) | %2 U > 2 L. #tlJ T Crosswork Data Gateway D44 RiZ 7V v 7 LT, B/ L7 Crosswork
Data Gateway {[Z DWW CIROEZ R L E T,

o [B6¢ (Connectivity) ]: [~ a7 7 (Session Up) ]
« BERE - A
cAVTFA A= —F

ERZMBT DT, XR=YOEHNLEIIRDGENRHY £7,

Crosswork Data Gateway D& D FEhE N

ATy T

)

(GE)  Crosswork Data Gateway D) 877 4 v 7 CT7 7 A 7 U+ — LV E2FEHTL581E, 7747
¥ 4 — /L DOIERL T cdg.crosswork.cisco.com 5 & U8 crosswork.cisco.com NFFRAI SN TNDH Z & %
B L £,

1R BHHIIZ

6.0.1 & Y Aij®D Crosswork Data Gateway /N—37 = > O51%, & Y)IZ Crosswork Data Gateway %
A4 > A h—/L L, Crosswork Data Gateway { > ¥ 777 4 72>/ —ViInbEEk h—7 v &2 /4E
Ji% L T, Crosswork Cloud {Z Crosswork Data Gateway & # % FEI CANIT 2L E R H Y 7, if
HUZONWTIE, RO FE Y7 2L TLIIEEN,

1. Crosswork Data Gateway DA > A k—/L

2. BN r—YORSE T AR— b

AL T4 RUNL, ROWTINEFEITLET,

» Crosswork Cloud Traffic Analysis(iZ-2V T z. E> [E%%E (Configure) |>[T—24%— bt x4 (Data
Gateways) | DJEIZEIR L TovD, [T— /51 FT—+o A4 DEM (Add DataGateway) | %7 VU v 7
Liﬁ‘o
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https://www.cisco.com/content/en/us/td/docs/net_mgmt/crosswork_data_gateway/6-0-1-Cloud/InstallConfigGuide/bk-cdg-6-0-1-installation-configuration-guide-for-cloud/m_install_cloud.html#id_125629
https://www.cisco.com/content/en/us/td/docs/net_mgmt/crosswork_data_gateway/6-0-1-Cloud/InstallConfigGuide/bk-cdg-6-0-1-installation-configuration-guide-for-cloud/m_install_cloud.html#c_enrollment-types

Crosswork Cloud D% |

. Crosswork Data Gateway D > X b—)L

ATy T2
ATv73

ATy T4

ATy TH
ATv 76

ATy 17

ATvT8

ATvT9

ATv 710

« Crosswork Cloud Trust Insights|{Z- DU Tid, &> [%7E (Configure) 1>[7—4# 57— U =A (Data
Gateways) | DEIZIER L T 0, [T —F 7 — FU oA OB (Add Data Gateway) |47 U v 7 L
5

&gk (RegistrationFile) 1% 27 U > 2 LC, Crosswork DataGateway 7»H 4 7 1 — K L7287 — % 7 7
ANET v 7a—RKL, json 77 A )VOFANIBEI L THE, [R~ (Next) 1227V v 7 LET,

Crosswork Data Gateway D4 fiiE A L £,

[7 7V r—3 a2 (Application) ] 7 « —/L KT, Z ® Crosswork Data Gateway -f > A ¥ > A& f# i L C
WD %Y Crosswork Cloud 7 7"V r—3 a URIEL WS O E 9 sl L £ 97, 4 Crosswork Data Gateway
L. 12 Crosswork Cloud 7 7'V 77— a IO R TE £,

O DOMHAT 4=V FICAT LT D, [R~ (Next) 1227 Y v 7 LET,

(A7vay) #74%AN L, [HLOEH (Newltem) (227 Vv 27 LET (7B GFEO X 740
LEIRLET) . ZHUTEK Y, [ALHF Y %EF Crosswork DataGateway % 7 /L — 7L T& £9, ZDH,
R~ (Next) 1227V v 7 LET,

BEONICHADHY, TDIHD 1 D&Y TANRT L T T 4y 7 LEETDLEIICTIHAIF. 20
U4 RUTRELET,

AJj L7z Crosswork Data Gateway OfF 2 a8 LT B, [k~ (Next) | 227 U v 7 LET,

[ (Accept) 127 U w7 LT, EX=2 U7 qaEHEEZZITANET,

Crosswork Data Gateway DB EN L7 Z L 2R T A v —VNRRINET,

3% . Crosswork Data Gateway 23 IEH ([CHEE SN TWAH Z L 2R LET, [T —4¥ 7 — v =A (Data
Gateways) | %27 U w7 L. #ilJ C Crosswork Data Gateway D44 fii% 2 U v 7 LC, B L7z Crosswork
Data Gateway [Z DWW CIROEZ R L £,

S TN A= I S A
o EIRIKEE . BHRD
cAVTFA A= —F

ERZ2RRT DT, EHPLERGERH Y £,

Crosswork Data Gateway D1 > X F—JL

Crosswork Data Gateway (3 Crosswork Cloud Traffic Analysis & Crosswork Cloud Trust Insights (2
FWFETT, Crosswork Cloud Network Insights (ZIZMEH U FH A,

Crosswork Data Gateway & A A M — /LT D HIZ, IROWTNNO My 7 TR IN TS
TFIEZ R L T 7Z 30,

« U—2% 71— : Crosswork Data Gateway % Crosswork Cloud Trust Insights (Z3B/1 (190 ~<—
V)
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| Crosswork Cloud D% E
Data Gateway O [EE D KRR .

+ U—7 71— : Crosswork Data Gateway % Crosswork Cloud Traffic Analysis (ZiB/l (185 ~2—
)

\}

() Crosswork Data Gateway 6.0.1 AR TiZ, Crosswork Cloud N THEER h— 7 2B L T 5
Crosswork Data Gateway % A > A h— /L9252 L4 TXF 9, LLATD Crosswork Data Gateway
N— 3 U TClE, AT Crosswork Data Gateway % 4 > A h—/L LT/ 5, Crosswork Cloud (2
Data Gateway i % FENCAN T HMERH Y £77,

Cisco Crosswork Data Gateway Installation and Configuration Guide for Cloud Applications D FHIZE > T Crosswork
Data Gateway %1 A h—/L L £7,

Data Gateway D IE E DR

Crosswork Data Gateway A > A ¥ LV ADEF M EZTIERCFRTEET, AU RUD
[XE (Configure) 1T, [T —#~7— U =xA (DataGateways) | %7 U v 7 LET, EFMEEL
727779 % Crosswork Data Gateway f > A X VA% 7 U w7 LET,

Crosswork Data Gateway DYUESE #H & IEFEMEE RN ERSINE T, HERAT—F A, 77U r—
varpnguvrue— RSN HR, BIOREOT —ZEMTONTZ ARFEZ R R TE LT,

[>T F A A= (Container Image) ]~ 4 —/V Ki&, IDMEZMH L T Docker £ A — D A
T2 AERLET,

« [—% (Matched) ] : Data Gateway (2358 &AL TV D 5T D Docker 4 A — % AT L TU
\i‘g_c

« [R—%r (Mismatched) ] : Data Gateway |35\ Docker 1 A — T % FEITLTWET,
«[72L (Missing) ]: Docker f A —YNRF 7 m— REPTHERA,

[Z2>T7F A A— (Container Image) | 7 4 —/V KD ElZ~ 7 X% & HH T, Docker f A —
AT hRFRTHZELTEET,

6: Data Gateway M IE E D R R

Overview

Session Up

chi-image:04dfB2f472
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Crosswork Cloud D% |

. Crosswork Data Gateway ~D T /51 XD > Y

Crosswork Data Gateway ~D T /N1 XD ) >

ATy T
ATy T2
ATy T3

ATvT4

BIMLTEET A AD Ry %#IUET 5 Crosswork Data Gateway A A X A G @RI TX &
T, TDH AT BFITT HHINT, Data Gateway 2 BIMTHLENH Y 77,

AAL T4V RUT, [T—4%%7—F U xA (DataGateways) |27 V27 LET,
TNARZY 7 %5 DataGateway | V AX L A% 7V v LET,
[V EMEREI ST 7 4 v 75734 & (Linked Trust/Traffic Devices) ] Z 7 %27V v 27 L7,

LARIZ Data Gateway (2 U 7 SIVTW2T XA ZAD U A RBERRINET,

Data Gateway (2 U v 7 LT A ZAZEIRL, [FT7 7 4 v 7T /34 ZADY 7 (Link Traffic Devices) |
Vw7 LET,

T34 AN Data Gateway (2 Y 7 Ed & BERIIUEN A Y a—LInET, WEDOAT—Z 2 &
WRIEIDOIAERIFR Z i3 5121, [T —% 7 — b7 = A (Data Gateway) ]-X—® [#Z (Overview) ] #
TEMRLET,

GE) TNARADY 7 ZfRErT 21205, Vo7 24251 UL EOT AL ADF 2w 7Ry 7 A
EAACL, [V Z7f##Er (Unlink) (%727 VY v 27 L$£9, DataGateway Cid, U7 2R L7
TNRAZAD Py FIE SR <R 7,

52 4 v 5K Crosswork Data Gateway £ & U'T
NAREHEDO NS TN a—Ta 0T

ATy T

ATy T2
ATvT3

ATvT4

WDOTFNETIX, Crosswork Data Gateway & Crosswork Cloud Traffic Analysis 7 /34 A [f] O #EGE D
RHRE 2 R 2 7B DWW TR L £,

AL 4 RYT, [T/34 A (Devices) %7 U v 7 LThb, Crosswork Data Gateway ~D#Hzft & K
TET A R%E7 ) w7 LET,
[AT—H A (Status) | X7 %7 Vw7 LET,

Crosswork Data Gateway & 7 /31 A O T X TOEN T T —ZRTHRAT, 7747 U+ —N13b D555
IZ. cdg.crosswork.cisco.com 35 & U crosswork.cisco.com Z# AT D X DI E SN TWNDH I L 2R L E
D

Crosswork Data Gateway & 7 /3 Af]O#HZ 7 A M L TEIEL £,

Crosswork Data Gateway & 7 /XA A [0 [SNMP] ORIt D ER A2 R ThEATH D Z L 2R L E
R
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| Crosswork Cloud D&%
k3 7 4 v Y 5 HEAD Crosswork Data Gateway 3 K U T /31 REHFD S TILa—F125 .

[SNMP] D RKHIA IR DA, Crosswork Data Gateway (37 /34 ATt T £ A, RMOTT —%EIEL
ij‘o

L= Z O SNMPHERRAIE LW 2 & 28 L E 5, SISV Tl SNMP Ofifskfl (163 ~—2) #
BRL TS,

» Crosswork Cloud Traffic Analysis TAJJ L7227 LT U Y LR, —HICRESNTNDHZ LTy
NE—HLTNWBZLEWELET, [SNMP] U > 7 D EIZH—IVvEEDE, HFODONA/8—T 7
7V I LT, EDOTNRAADIT LT o VBB LET,

e SNMP t = —%1ERk L7288, ELWSNMP OF 72 =7 MBI+ (OID) e L= L 2k
Li#oh774/&ﬂﬁfﬁ%émémmm@ﬁ%% (167 X—2) ML T TEEW,

e AJJLTZSNMP D IP 7 RLANRIEL NI EZER LT Z &V, Mk (Bdit) 1227V v 2 L,
Crosswork Cloud Traffic Analysistz 2 v 2 > £ TAZ @—/L LT [SNMP7 KL A (SNMP Address) ]
T 4=V REERLET,

AT 75 Crosswork Data Gateway & 7 /34 A D [BGP] DRHIN, BHOIEH M2 "I #OTHDH I L 2R LE
7

[BGP] DKEINRADLZEIT, ROTT—%EELET,

*BGPETDIPT RLANIELWZ & &R LET, [ (Edit) 122 Y v 2 L. Crosswork Cloud
Traffic AnalysisZ 7 > a2 > F TA 2 m—/L LT, [BGP/L—XIDDIPT KL A (BGPRouterIDIP Address) ]
T A=V REMERLET,

*BGP DV LT ¥ VEMEH LTV D541, Crosswork Cloud Traffic Analysis CTAJJ L7227 L7~
VANPL—E TRESNTND I LT vy L —BL TN EaMBLET,

o T /NA AFERKIZ Crosswork Data Gateway @ IP 7 K L A & Crosswork Data Gateway @ ASN (7 7 #+ /L K
D ASN 13 65000) NEENTNDHZ L, BLOZNOLRRAN—THD I LB LET,

» Crosswork Data Gateway & 7 /3 A A[H]D BGP & v ¥ a V' 3MABGP (e-BGP) v a > ThHhdHI &%
WLET,

GE) Crosswork Data Gateway & 7 /31 A} [SSH] ##¢1%. Crosswork Cloud Traffic Analysis (23205
b EFEA,

AT w76 Crosswork Data Gateway &7 /N1 AW D[ ~T 7 v 7 5 —4 (TrafficData) | DRI, $i DO IE M%7~
Tkt THDLZ MR LET,

Crosswork Data Gateway & 7 /NA ARO[ N T 7 ¢ v 7 T —4 (Traffic Data) | DRHIDREDEAIL, /l/—
4 @ NetFlow #ifl, FFIZAR— hFHS (255) & NetFlow 7 — &@Iﬁxf~bn®m7bvx%%m
#ODMHW%EETFv% mw%w%mmmMmQ]74—WFT?ELKET%VX#\Nﬁ%WV
I—ROTZ IV ZAR—FTDOIP T RLALE—FHLTWAZ L E2HERLET,

ATV T TRTCOERPFET, FTT7 4 v 7 T—=ENERSNBRNIGEIE, WA X —7 = A ZREHERA 2 —

Tz AANELLEEINTNDZ & &M LET, Crosswork Traffic Analysis FHOANHBA ¥ —7 = A A
DIFE (168 ~—) ZZMMLTIZSW,
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Crosswork Cloud D% |
. Crosswork Data Gateway O #EXH1t

Crosswork Data Gateway D #E3h1t

Crosswork Data Gateway #3E7 77 « 7t T 5 2 N TExE T, ZHIZL Y. Crosswork Data
Gateway OFHILIREF S AU E T 23, Crosswork Data Gateway 7% Crosswork Cloud (2% > k7 —7
TR ERETHILIEITERI RV ET,

Crosswork Data Gateway # HIFR L C, Z0O7 —& & & HIZ5EEITHIBRT A 121X, Crosswork Data
Gateways DHIFR (202 X—) Z#ZHL T 7E W,

RTYT1 AL T4V RUT, [T—F7— 1 U =A (DataGateways) | %7V 27 LET,

ATwF2 TV T 4 74T % Crosswork Data Gateway 1 > AKX > A% 7 Vv 7 LThb, [t (Disable) ] % 7
Uy Z7 LET,

Crosswork Data Gateways O 8I|f&

Crosswork Data Gateway Z# HIf&4 2 Z & T, 52&ICHIRTE £9, F72. Crosswork Data Gateway
EETFIVT4TETHEHTEET, ZNITLY., Crosswork Data Gateway D15 # T fRFF X
AVET 23, Crosswork Data Gateway (31 v b7 —727 57— % % Crosswork Cloud |Z35/F T& 72 < 72
nET,

RTYT1 AL U4V RUT, [T—%7—bh7 A (DataGateways) | %7V v 7 LET,
AT w72 HIERT 5 Crosswork Data Gateway{ ' A X LV A% 7 U v 7 LET,
RTv 73 [HIFR (Remove) 1% 7 U v~ LEF, Crosswork Data Gateway |ZHIBR X E 7,
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521 =

B DIEHEADNetFlow ST 4 v DiE
{

auli

 EH DI ~D NetFlow T 7 4 v 7 DFEE (203 2—3)

BEHDIEFEA~D NetFlow 5 7 1 v DiEE

VY —REHIT B2, TXTD NetFlow 7 —H & 1 DD%E5 (Crosswork Data Gateway
72E) ITEE L, MOT AL RTHRET H Z E N TE £ 7, Crosswork Traffic Analysis % fifi
9% &, NetFlow F 77 1 v 7 ZE O IPvd 7 KLV ADSEFEICHIRETE £,

\}

(G£)  OpenStack 77 v 7 % —2. (OSP) % fH] L T Crosswork Data Gateway 73 &P 41T 545
A ORIV AR — g AL

AT w71 Crosswork Traffic Analysis 7> 5. [F%%E (Configure) ]>[Z7B8—L 74— 3> (FlowReplication) ] %7
Uy Z7 LET,

ATy 72 B (Add) 12270 v 7 LET,

ATV T3 JTo—r ik 7 RLAZ AN LET, 7 u— URET RLRIZINZA T, T—4 7= v A T34
AEFRETEET,

G¥) Crosswork Traffic Analysis [Z, fx & abfli7est E4 B LET, 72 & 21X, Crosswork Traffic Analysis
I, 727 = MUz ARELV T A AREEZBILLET,

ATy T4 [fR1F (Save) 1227 U w7 LET,
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B #2055 ~0 NetFlow ~57 1 v o DitlE
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522 =

LT ILDERTE

« VLT v LOERE (205 R—30)
c VLT Uy LOMRE (205 X—3)
CTFNAREL T LT DY T (206 2—)

LT v ILOER

TNRAAZLIZZOEHRZE T TANTLHRDVIZ, TS RO V—THTHEIND I L
TUVXNVERECTEET, Z LT Uiy VEERT D & EBRERE CHEEOL—Z D —
ousA I VTF VR VERBATEEY, 2ol A7 LT vk, TACACS+ X
RADIUS 72 & OAMNARFE —EATEHR T E T,

RTYT1 AL 2D 4 RUT, [Configure (RE) 1>[7 LT >+ /b (Credentials) ] DIEIZZ Vv 7 LET,
AT9 T2 [Z7VT ¥/l (Add Credential) 1227V v 27 LET,
RTYT3 I LTy VOARTEANTILTING, J LTy X VEA TEBIRL, UH7 41—V RIZADLET,
ATy T4 [IR7F (Save) 1227 U v 27 LET,

INT, BILTET AL RO VT vy V@l cE£d,

HLToovILDORE

DIRNCERS L2 VT oy Y VA RETEX F9,

ATY TN AL T 4> KU, [Configure FRE) ]>[7 VT >+ /b (Credentials) ] DIEIZZ V v 27 LET,
ATvT2 WETLI/ VT oY VDL TE ) v 7 LET,

ATy 73 [fmkE (Bdit) 127V 7 LET,

ATY T8 VEREEEZITD, [BR1F (Save) 1227V v 27 LET,
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Crosswork Cloud D% |
B 7srxeovrvvonenys

ARTYTE ZDOI VT XITNA A%V 73 5I120E, [T/3 AD Y 2 (Link Devices) 127V v 7 L%
‘é‘o

VTR MR EERNECTERTSNET,

TFINAAREDLTUOOYILEDY VY

PIANMCiBIN LT AL R T VT ooy VT NN—FIC) 7 TXFET, ZHcEh ., BRLE
FORA ZZLAENCEID Y Tonz7 LT vy AN EEXINET,

RTYFT1 AL 2D 02 RUT, [Configure (RME) 1>[7 LT >+ /L (Credentials) ] DIEIZZ VU v 7 LET,
ARTYT2 TRAREV I FTDHI VT oY /VOL4RTE7 Y v 7 LET,

BIRLIZZ LT ooy M) I TEDLT AN, ANREREINET, HBELLIZ LT v LT /31 AL
STLUTHETRWEES., T340 213Y 2 MIERENERE A,

ATV T3 [FA4 ZADY 7 (Link Devices) %27 U v 27 LET,
RTYT8 JLTovx MV 7 F57 34 2% 1 DL ERIRL, [V> 7 (Link) 1227V 27 LET,
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523 =

FINA AT IL—TNDHRTE

« FNRA AT N—TOVER (207 2—3)

FINA AT IL—TDVER

ATy T

ATvT2
ATvT3
ATv74
ATvTH
ATvT6
ATvT1

FNRA AT N—=TEERT D E ., FREDT A ZAAA T DITN—TTT 7 arERrBLO
FITTEET, T RT, 1 ODTF A, AT NVN—FICOHRBETHI LN TEXFET,

AAL T4 RUT, [NTF7 4 v 75587 (Traffic Analysis) |> [i%E (Configure) |>[7 /XA A7 )L—F
(Device Groups) 1 DINEIZZ U > 7 LET,

[T /34 A7 N—7DEM (Add Device Group) ] %7 U v 7 LE7,

THRA AT N—TD4HTE#RA (BE) ZAJJLET,

[fR7E (Save) 127 U v 7 LET,

ER L7210 DT S, AT N—T DL4HE 7 Y v 7 LET,

TNA AT N —TNZT A A BIMT DI, [T34 AD Y > 7 (Link Devices) | %27 Vv 7 LET,
TNA AT N—TIGENT DT 3 AL, [Vr2 (Link) 27Uy 27 LET,

FTNRA AL, 1 ODT R, AT N—TIZORETHZ ENTEET, LRNZHIOT S 27— 1280

ENTT AL ANBAEE . FNEHDT SN, RIFIDOT AL AT NA—TnbHIBRESN., BIRLET/NA 2
TN—TIBMENE T,
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Crosswork Cloud D% |
B = xo—Fokm
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ADEIEE 7 74 IILDERTE

 BEEN D IE 7R 7 7 A WAZHONT (209 =—)
« BEENDWIER 7 7 A L OEI (209 ~=—3)
« BEEIDWEER 7 7 A4 VLV OEE (210 ~<—2)
HEENIDWIET 7 7 A LOHIER (210 2—32)

BERNIDWBIE/Z T 7 A ILIZDINT

Crosswork Cloud Trust Insights (%, CiscoIOS XR /L —# 225 ORI O E/2fE (KGV) OHIE D
SseetEZ BEIRICAEIR L CHERB L £ 7, F£7=. Crosswork Cloud Trust Insights Tl%, H &R
BTN OWIE/R T = Z 38 EBEHRHD T 7 A NVEIRETHZ LB TEET,

BERNOBEER 7 7 ANVD U A N EHiFiT 52 LT, T ARNHEELEB Y O THEL TV
HI L EERTEET, S OWTE, RO ER 7 7 A4 /L0BEN (2092—) 25
LTLEENY,

BEENODEIETSE 7 7 4 )L DB

BEAI i 1E 72 7 7 A /L % Crosswork Cloud Trust Insights (ZiBI13 2 Z & C, TN b a2 LV i
ICRDOIT BRI TEET,

ARTYT1 A4 T4 RUT, [T AL P A b (TrustInsights) ]>[#%E (Configure) |>[BEAIOMEIE/R 7 7 A
/b (Known Good Files) ] DIEIZZ U » 7 LET,

ATV T2 [77A4/LDEM (AddFile) 127V v 7 LET,
ATy T3 BEHMOBEIER T 7 A VER-AFT DT /3 A8 IRL 77,

ARTYTE THRART—=TNET 4 NE ) T T DH20E, [ 40X DEM (AddFilter) 1227V v 27 L, 74 VA
EANILTCOD, [T (Save) 1227V v 7 LET,

ATV TS THRARAERIRL TS, R~ (Next) 1227 U 7 LET,
Crosswork Cloud Trust Insights CiX, f§E L7274 2D RUZUED Y A RNFRINET,
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Crosswork Cloud % E |
B sxoErsor 1 rommi

ATYT6 FFEDHA LT L—LD RVZIUEERBET DI, [ A 57 L—2A (Timeframe) ] Ky 747U &
FOEZ IR L £,
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T4 lb—bh BIOAS F—T = A AEHRMR,

s NI T 4w AT —RL, BEEEMTAI-DIHEHTEAREBA ¥ —T =1 A,
o TNRA AT N—THNOT WA ANHRFENFETHEINTWDIHEEOTHIENE AV F—T =4
AFERR, ZNHOFHNE. TDO T T 4 v 7 7 u— S HEEE,

ARTFYTI V7407 AN bRINT D12, [PV 7 4 v 7 A%BH (Ignore Prefix) (227 Vv 27 LEd, 7
V7 4 w7 AEJTICETICIE, [MEE (Ignored) 1% 7IZBEIL, [BBAOFR (ResumeTracking) %7 VU v
7 LET,
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529 =

S T4 ODRYIILEDY
c NTT 4w I DRYNLET (233 8—)

S J4vIDKRYILEDY

o740 RUNAETD Y—VEFHTDHE, A0 X —TxA ADEEL, ZTIITEBLL
TWARNT T 47V —RAEHICERTEXET,

RTYT1 AL U4 RUT, [WTF 7 4 w7538 (Traffic Analysis) ]>[>—/L (Tools) 1>[FT7 7 4 v 27 D KUV
&'ty (Traffic Drilldown) 1 %27 VU v 27 LE T,

AT T2 ROWNTNIhOF T arE Ew sy LET,

a) [7/3 2k FY w2 (Device Centric) | : 7/3 ZAD Y A M EFRLET, £Inb, T3 Aff

AR, TR AT N—T B, TXIRXSNMP 77 4 w7 ZTREDT A AFREZFRTEE
7,

G¥) TR, AD [fEH#E (Utilization) 151%& 7 4 AVH U 73 5I121%, [7 4 /v % OfE (Edit
Filter) 1227V w27 L, 0~100 DA —/LOWTNUNDHE AT A RL T, £t 5HH
LOHFPHZFEE L F 9, Crosswork Cloud Traffic Analysis (X, 7 /31 A EOFTXTHA ¥ —
T A AP THRbEVEARLHEH L THEARLRELET, HrDf o F—Tx 1R
DEERREZFRTRT DL, TA A% 27V v 7 LET, ROMWEHPAEZTT,

e NRTUR T FTRTDA VE—T = A ADMHEHERIL 50% KT,
e AFX a2 — R ALEDOA VF—T7 = A4 A TOEEAFERHZIZ 50% DL, 80% A T4,
o Rl W LB 1 ODA U E—T 2 A ADOEHEN 80% X TWVET,
L THAAADAL B —T 2 ADFEMERTT HINE, TAAALEI Y v 7 LET, T3 ADA
VH—=T 2 A ADY A NREREIN, [HEx DA HF—T oA AMEFRBETREINET,

2. AUH—T2AADASN F721T TV T 4 v 7 AEREFRTHINE, A v F—T A A&7V v
7 L. [N#R (Beakdown) | 7 4 V& U A KBl A7 v a U ERIRLET,
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B s> vvoruneye

b) [FVT7 4y A® MY vy (PrefixCentric) |: #2, TX/RXNetflow N7 7 4 v 27 BLWRKNZ
TA I ERRTCELT VI 4T ADY A NeRRLET,

L V7 49T ATNA RAOFMERRT BT, V7407 A&7 ) w7 LET, 735 AEH
MBEREINET,

2. THAARAL B =T oA ADFEMERTT DX, T/ M A4LE27 ) v 7 LET,
a) [ASNE> ~VU w7 (ASNCentric) |: V7 427 A TX/RXNetFlow N7 7 4 v 7 BIXOKRKIZ
T4y EWRTEDLASN DY A MRFEREINET,

1. V749 I ATNRA AR ERTAT DT, TV 74 v I A7) w7 LET, T35 AEH
NERENET,

2. THAAL U E =T = ZADFFEMERRT DT, T A 2422 ) v 7 LET,
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X1

i

E7&HE

s BT BEOME (235 X—)
RSN D ET OM#E (235 4—)
s 7 O L (236 X—)
HEREINDET OEMH (237 X—)

E7REDHE
)

Gx) Z DOF%HEIE. Crosswork Traffic Analysis 5/ T97,

~—

ETHREY VAT LE, RED NI 7 4 v 7 BIEZEINTNDHET ASN BRERIN
F9, BEOLTZHINRL, N7 74 v 7 2BEITE MO T 2 31E0 < Ml 2 DI
LET, REAE V—ERTOALF—RET T 47 AN—Ty MR LTEY %< Okt
EEFFERTIEE, NI 74 v EZOET L LV EMRROETICBET S L TEE
T, ETEEIX. T T4 v EBEBTE Ao T Z#BT DI L ET,

Y

GE)  ZoOBEEAEHT 212X, Advanced 7 A & ARKETT,
sales@crosswork.cisco.com £ THHWEHOE L E XV,

LA SOV T

HESINLIET7DRER

BEET Y U 7 ENTWRWS, RED NG 74 v 7 5FEELTWSLEASNDY 2 NE2FHRT
TFET, IE BTV T TLIMERS DL, E o TR ASN Z MRS D D&KL

HbET,
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B cromat

A\

GE) ZoHREEZFEHT A%, Advanced 7 A B AT TY, FEIZOWVWTIL,
sales@crosswork.cisco.com £ THEHWEHOE L E X0y,

ATYT1 AL T4 RUT, [NT 7 4750 (Traffic Analysis) ]>[>—/V (Tools) ]>[E 7 A (Peer
Prospecting) 1 DIEIZZ Vv 7 LET,

77 4V b TIE, [FEET (Non-Peers) | A7 v a VU NMERENTWET, Zhid, BEET Tidhnd R
TOASN BT =TI EENTVWDLZ L &R LET,

ART9 T2 [7 4 Z KU (Filter By) | 7 4 —/L KT, ROWTNNOAT v a o adR LET,

« [T AT N—"T" (Device Group) |: [7/3A A7 —7" (Device Group) |27 U v 27 L, Ry
BV RANNOT A AT N—=TE2ERT DL, ZOT A AT NV—=TIZHENTND, RiIAHD
HHET DHNPFREINET,

o [T/31 A (Device) ]: [T /% A (Device) |27 Vw7 L., Ry X TR RNNLT /N, A%
WTDE, ZOTNHRAREA TORIAFLDHDHET ODIHENERINET,
ATV T3 BRTDHENT 74 v 7ENEEZUL T OLRIRLE T,
« [/ (Both) ]:fFEDASN DT XTHO LT 7 4 v 7 DRX, TX, BLOGHT —ZZHEH L ET,

o [ (Transit) ]: ASN AR T 7 ¢ v 7 OPHETLE TS ETIEARL . RADE 2 ’zi%;éEPF'EJB?’
ThHHEHEIT, RX, TX, BLXOEHT—22EH L ET, R —F2ERTHZ & T, L xiT
FEDASN LDOET VU TIZE ST RT T 4w VRN ARFMETELMNE D DA TEE T,

o [5E5EE(E T (To/From) |: iX{EICASNIB L U%ESE ASN D Rx, Tx, BELOEFT— 22 HEHI L E T,

ATY T4 BEOHM DT — 4 2FRk+T 5121, [#A4 L7 L—24 (Timeframe) ] K v 7 &2 7 U & kb B 4 0%
WLET,

T—=T7NZIE, RIABDOHHETIZRDAREEDHHASND U A "G ENTWET, T 7 4/ kTl
T=TNVEBE N T T 4 v 7 T —HOBIEIRR SN ET,

ATV TS5 FBIABDHHET DY A B ASN ZIEFRICT 5121E, MR (gnore) 1 %227V v 7 LT, FMIlcH
WL, #EREINA2ET70O®EE (237 =) SR L TSI,

RATYT6 [FiAZ (Prospect) |FID ASN %27 Vw73 5L, 20O ASNICHET HFEMNFRINET,

E7 De&Eit

7V LTWAASN R RL, Xy NV =7 2 EE LT 2720 NT7 7 4 v 7 2BENT
EHMDETNELEINE I PEHERTEET,
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| Crosswork F5 24 v oY —ILERERT S
grsnseroms |

A\

Gx) Z OMREAE AT 5121%. Advanced 7 A B ARMIE T, FEHIZOWVW T,
sales@crosswork.cisco.com £ THEHWEHE L E X0,

ATYT1 AL T4 RUT, [FT 7 4750 (Traffic Analysis) ]>[>—/V (Tools) ]>[E 7 A (Peer
Prospecting) 1 DIEIZZ Vv 7 LET,

RATv T2 [T Ofcft. (Optimize Peer) 1% 7 V> 7 L, it T 27D ASN # AT 50, LET,
ATV T3 [7 4 F KU (Filter By) | 7 4 —/L F T, ROWFNLDA T L a 23R LET,
« [T AT NV—T (Device Group) ] :[7 /31 AZ)L—7 (Device Group) |27 Vw27 L, Frv”/

BTV ARNNOTNARATN—=T @RS DL, ZOTANA AT N—=TITEENTND, RIALD
HDHET DHNFRINET,

s [T /31 A (Device) ]:[7 73 A (Device) |27 Vv 27 L, Fay X7 URARNNLT /A ARk
RITDEL, ZOTNARAZA TORIAHDGHDHET DHRNFERIINET,
RT9T8 FrTDHRT7 0w VENEEZLL TSI L £,
[ (Both) ]:$%EDASNDTXTHORT 7 47 DRX, TX, BLOGHHT—#Z2HEHLET,

o [FFfE (Transit) 1: ASN FT 7 4 v 7 OR[EILFE 235 E TR, XA E 2 *&;éﬂPF‘ﬁt"T
ThHHEAEIZ, RX, TX, BLOEFT—# 280 LT, BT — X 2R+ 252 LT, & zid
FFEDASN EDET VU TICE ST R T 74w I NRABREMTEDNE I DEHWCTEET,

o [5E5E/5E L (To/From) | : 15570 ASN B8 L U%ESE ASN D RX, TX, BIOEFHT—4#2E0 L E
‘ﬂ—o

AT Y TE BEOHIMDOT —Z 2FKRrT 521, [#A4 L7 L —24 (Timeframe) | K v 727 U Z kb B 45
RLET,

T—=TNZE, RIABRDOHDHIE TR DL AREEDOHDHASNDO Y A MRNEGENTWET, T 740 K TiX
FT—TNMIB TN T T 4 v 7T —FZOEIEICRE SN ET,

AT9T6 RIALDOHHET DY A RS ASN ZIEFRIZT HI12iE, [ (gnore) 1227V v 7 LET,
RTw T [AirAF (Prospect) [FID ASN %27V w7 35HL, 0O ASN BT 2N ERINET,

HEINDET DER

HIRINDZ2ET2BET 52 LT, [E7 A (Peer Prospecting) | X— Y OHELED Y 2 ~MFk
REINBRL RV ET, ZHUE, RABOHHET ELTYARINTNDASN LET U 7
TERWD, ET V7T RETRNI ENRDNo TNDLGEITELEET,
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B #zcnscromn

ATy T

ATy T2

ATvT3

ATvT4

A\

CE)  ZoOWEEEZMEMT 2120%, Advanced 7 A £ AL TT, FHMICOWTIE,
sales@crosswork.cisco.com £ THEHWEHOE L E X0y,

AAV T4V RUT, [NT77 4 v 75387 (Traffic Analysis) 1> —/V (Tools) ]>[E 74 (Peer
Prospecting) 1 DIEIZZ Vv 7 LET,

7T 74V FTIL, [HELE (Recommendations) |4 7' a UANRIRS AV TWET, ZHuE, BIFEE Y TidAwn
TRTOHELTEASN NT—T NMIZEEN TS EERLET,

T—7 N T, AT D ASND [T 7 >3 (Action) | FIDO FIZH 2 [ (IGNORE) (%7 U > 7 L&
T

ASN BNT—T7 i bEIRES N E T,

NR— EEo [ (Ignored) &7 Uy 735, BT 5L DR LI ASNEMO Y X FRERS
nEd,

ASN OER 2RI 5121%, HERE L D6M ASN O U 2 MIBEIT S ASN O [7 27 3 =2 > (Action) |5
DFIZHD [EHDH (INCLUDE) 1227V v 7 LET,

ASN 75 [HEQL (Ignored) |1 7 — 7 A HHIBRS 4L, [H#5E (Recommendations) | 7 — 7 /WICERRINET,
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591 =

ST 4w DEER

N7 T 4y DR (239 X—2)

ST 4 v DEEL

ATy T

ATvT2

ATvT3

ATvT4

ATy TH

ASN, V74w I A THRARA, A F =T oA ZAREQFERUA TV =7 MEID N T 7 1>
JHEWETEET, FT 74y 7 OERENRIEZTIEIOCERTLH L, A7V =7 MO b
774 v DEWEHRT D DITELHET,

AL 4 RUT, [T 74 v 7558 (Traffic Analysis) ]>[Y—/v (Tools) 1>[+T 7 4 v 7 O
(Traffic Comparison) 1% 2 U v 27 LET,

(A7 Y=2F (Object) | RuyF X YR NS, FT77 4y 7 BT 24TV x27 b7 A T 218K
L/iﬁ—o

[FEfH (Time) | ey 77X T VR RNNPDL, T T74 v 72T XA L7 L —LERINLET,

[E#r (Updated) 1Ry 27 X, FF7 74 v 7T —ZPREBEICEFINERLAZRLETS, FF77 471
WMEHEHT 51, BHT7A a2 )y LET,

AT w7 2 TIASN] ZEHR L 725801, ROWTNND N T 7 4 v 7fHEFR L TERLET,

o [FFfE (Transit) 1: ASNB R T 7 4 v 7 OREILEZIFIEETIIRLS, RAOEZNIHLFHET
THDHHAIT, Rx, Tx, BXOARHT—#2EH0 L E7, PikT — ¥ 2R 52 LT, =& 23,
FFEDASN LDOET VU TIZE ST RT 7 4 v IV NABEMECTE D0 E 5 aflrcE £,

[ (Both) ]:4#FEDASNDTXTHORNT 7 4 v 7 DRx, Tx, BLOGHT —¥Z2HEHLET,
o (5855570 (To/From) | : i5{EICASNEB L U%EEASN D Rx, Tx, BIOGFT— ¥ 2HEHN L E T,
B (Add) 1227V v 27 LT, MEET A4 TV bEBIRLET, AT v 72 TRIRLEA T V=2 b
A A AT DA TV =7 FEBIRTE X,
KEF T2y MIH U~ TR 9,
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ATv 76 [fR1F (Save) 1227V v LET,
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-
z
z
z
-
.-
z
£
=
o
£

- —
o l——-—l —
B—— e T

e e,

s VI &

Crosswork Trust Insights "V — )L Z{F 3 %

o« TNA ZADIEE (243 X—)

e Ry —U DMK (245 2—)

e N— R =T DR (247 <X—)
o« 77 AIVDIRFE (249 NX—)






FINA A D LLER

o TA ADHHEIZ DUV T
o TN ADIEE (243 X—)

TINA ADLLLEZDUNT

% 32

i

(243 ~=—73)

Crosswork Cloud Trust Insights TlZ, 7 /34 A Z I IR LT, FATHO Y 7 b = 7 DiE

WEHEB TE £,

FINA ADELER

TN AZEHRIZHR LT, BVWERRTEET,

ARTYT1 A4 T4 RUT, [T AL A b (Trust Insights) 1> [T 734 AD L (Device Comparison) ] %

70 w7 LET,

ATV T2 MDOTNA REWEET 2 LML U THERT 57 35 A2 RIRLET,
Crosswork Cloud Trust Insights TiZ, &R L72HKHET NA 2 LR LMD TR TOT A R L Z D DiE

WE—EIZ L FICHAT 2 EZERFERSINET,

R32:TNARADLED T 1+ —)L FICEET %58

TJ4—ILF

BLL]

fli¥sfm7= (Deviations)

FEYET NA X LI LT T 3 ADE F T2 3ATi#
{22 DEK,

T34 A (Device)

FEMET SA R LRSI D T /3 ZADAH,

25 (Location)

754 ADE,

5/ (Model)

FRA ZDET I,
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Crosswork Trust Insights Y — LAY % |
B = zoum

T4—ILF B2l

/N—3 =3 (Version) TNRAATETLTCND Y T N =T ON—T 3
Tj—o

V7 R =T OEWD (FHID 500)  (Software T NA XL L T2T NA ADY 7 hT =T O

Differences (FIRST 500)) HEWOY AN, 5002257 bU =T OEVRN

HDHHEENL. BHID 500 72T RERRENE T,

BIR L T2T N, AB AT N, A~ S EDH7=D
WM BERRFEDER #FRKomT D121, FEDONA
W= %7y 7 LET,

T 74N NTIER, T—7E IR U EET AN A AL G LT BT A ZADOFEWF T2 13l R 22 D #
foTY—hahET,

ATV T3 THRARAERBETHITE, [Z74 v 7 H%E (Quick Search) ] 7 4 — /L RIZXFEATILET,
Crosswork Cloud Trust Insights Tl&, A LIZMRBRIFIC—ET 27 A ADHBBERRINET,

AT T8 FKETASARALFIRRDTNAADY A N EFHEAOMEZZRT HI21E, [T U A FOFER (View
Punchlist) | %27 VU v 27 LET,
RAT9TE CSVT7 7 A /MY A M2/ AR— hT5HI2IE, [CSVOTZ AR — K (ExportCSV) %7V > 7 LET,
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i

NV —ODBRE

NV T =V DR (245 =)

INYT—DDBRE

Crosswork Cloud Trust Insights TiX, > A F—/LENTWVWB SMU Ny r—U %230 Ao
BAHZEMTEET, ThIE YT R =T OA—Y s v ERHRLIZY . SMU £ EH L TE
¥ UT 4 OWEFHEEEELZ0 T 358 &IbET,

27T ALY FTT (BT AR YA b (Trustinsights) 1> 5 77— P OB (Find Package) ] DIFIC
7y 7 LET,
ATFv T2 [F7 (View) | 74—/ KT, ROF T a v OWNTHUNERIR LT,
« [ (Search) 1: T RTCO/w Fr—VaHp#ELET,
c[Ay MERENT 7T 4 7 LS TR (Committed but Not Activated) ]: =X v F S TWVDH A
TIT 4 TENTHRN Ry F =V E R LET,

AT T3 RIERGOLTE 3O EAS LET,
ATV TE ROFT TS arONTNIE RN ET,
c[F®% (nclude) 1: AN LI TFEEL Ny —VERFELET,
o [BRA9 % (Bxclude) 1: AN LTEXFEEERWVWRNy r—VRBRELET,

Crosswork Cloud Trust Insights Ti, $5& L7258 T 5 v r—URNFRINET,
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i

N—FKDTT7DRER

N RU =T ORFE (247 =)
N R =T OEEOERR (247 R—7)
cN= R =T AR M) DOFIR (248 =)

N—FD T T7DHRE

Crosswork Cloud Trust Insights {X, /~— K7 =7 23 (X< RO 201 &% L H E9, i,
LHON— T =TI 2R EDOEREEZ TR T DHEIEL D E T,

AT TN AL T4 RUT, [V—/ (Tools) ]>[/»— Rv =7 Oz (FindHardware) (DIEIZZ U v 7 LT,
AT T2 [74NZDEM (AddFilter) 1227V v 7 LET,

ATYF3 [Z7 4% (Filter) 17 4 —/L FT, BT DEMEZEIRLET,

ATY T4 [7 4 /WM (Filter Value) ] 7 4 —/V RIZ, MBETHEEANLET,

ATy TS5 [1R’7F (Save) [#7 Y v 7 LET,

T—=TMZE. ADLTERBREEIC T 5T _XRTON— Ry 2T REREINET,

N—FOTT7DEBREDRT

Crosswork Cloud Trust Insights |%, & IZZfE LG R 2T "1 A2 L > TS vz
N R 2T OEREZRRT HEHR G IELZRIE L E 3, Crosswork Cloud Trust Insights % i
T5L, BHTA TV A 7NV EB U TERB S AT LOER BB L OB TE ET,

AT w71 Crosswork Cloud Trust Insights D A A > ¢ > KT, [T/34 A (Devices) |27V v 7 LET,

Trust Insights |2, PARTNZIEBISNTZT NA ZAD Y A MPRRRINET, FEMIZOWTIE, 7734 20580
(175 =) ZZMLTIIZEN,
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Crosswork Trust Insights Y — LAY % |
B —roz7rorsryoss

RATYT2 N—RU 2T OERERRT LT NA AL E T ) v 7 LET,
AT9 73 [EHE (Changes) | ¥ 7 %7V w7 LET,

Crosswork Cloud Trust Insights TiX, IR L7727 A ZDJEES A LT A L TRE S LTZA X M DVEFHE
RENET,

ATy T8 RELEREOERE 2FRT5I120%, [# 4 L7 L —2 (Timeframe) |ORICH LA T arvar ) v L
i‘j‘o

IN—FDTT7A R MN)DRT

Crosswork Cloud Trust Insights £, HfZIC5%1E LG N =27 A R Lo T E 7
N R 2T AN ) RS DM iR R L ET,

AT F1 Crosswork Cloud Trust Insights D A A >0 ¢ KT, [T /34 A (Devices) | %7V > 7 LET,

Trust Insights (2. PARTIZIBIIESN/ZTANA ZAD Y A RPRERRSINET, FEMICOWTIEL, 7731 20BN
(175 ~—=2) ZZRLTIZSN,

ATV T2 "= RO =2THERERTRT DT NA AL EI Y v 7 LET,
T 74 FTIE, )= K7 =7 (Hardware) | 8IS, ~N— RU = THERPFRINET,

ATY T3 [/—FK (Node) 1FI0&HIZZ Y v 7 35E, TD /) — RICEHTHEEDBFERNEFERINET, Crosswork
Cloud Trust Insights Ti%, Z OfEBIO 2 2 HR—F l\iﬂuﬁu B SN GO BENE RS NET, N—
Ry =7 arR—xr NOBREIE, #ElIni-v U TAEFICESINT, —EMMICblzs Ty AT A4
Rl % D/~n— Ko =7 FRU %88 L £7,
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i

2774 ILDERE

s 77 AINDIRFE (249 X—)

TJ74ILDERE

&

Crosswork Cloud Trust Insights Z i3 2 &, 77 A L EZTIEOS MR TEE T, & 23,
Fxy 7 P LEMRLIZY ., AHRT7 7 AL (SHA-256F = v 7% L) #RHOTT, £07 7
ANPBEy NT—=0 AT TANT 7 F ¥ NOEBEDOLGIIZH 2R LT T 558 104%5L
H, TP ANVDBRIE SRR N, 77 ANV SN R, BT 7 AV E72
FETDOINE I DEMRTEET,

AA 42 KT, [Trust Insights] > [7 7 A /L DFE5R (Find Files) (| DNEIZZ U v 7 LET,

AT T2 Wy va, Z7A04, FTRERAEZEH LTI 7 A VERZET DI, [7 7 A /L THi%E (Find By

ATvT3

File) 1% 7 Vv 27 LET,

a) [Z4nZ2A7 (Filter Type) | KRy 7 X TR NG, IROWTINERIRLET,
s[/Nv ¥z (Hash) ]:33XFLLEDOANYy v af@z AN LET, Ny v aflidl@E, 16 EESCFO
LFFNTY,

o [Z77ANEI/RA (FileandPath) ]: NAE 77 A NVZEANLET,

b) MFZBAAT DICIE [RFE (Search) 1&227 YU v 7 LET,

TNAAZATBIOBIND T 4 VETT 7 A NVERZET HITIEL, [T 3 AX A 7 THFE (Find By Device

Type) 1%27 U7 LT,

a) [T/ A% AT (Device Type] KRy 77X T ZX RN, WTFNNOT S, ZEBIRLET,

b) [Z4/VZ DB (AddFilter) 1227 Vw7 L, ZANIDEAT, 74NV E, BLXOROELZE
D LRI D EBIRLET, IROT )V E Z A TRMERATRE T,

s Rl =T
. '33‘/\‘/1) X%
74
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Crosswork Trust Insights Y — LAY % |

T71ILDRE
« R—E
cOS DNN—TV g
. /\"X
G¥) c[F®% (nclude) 1: AN LTMEEZ G 7 7 A VERBLET,

s [B&4h 9% (Exclude) |: AN LTEEEEERNT 7 A VEMRBELET,

c) [EM (Add) 1227V > 7 LET,
d) [Z74/vZDEM (AddFilter) 127V v 27 LT, 74 ¥ ZBMLET,
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s VI &

BEIRY

o Z—HF—DFH (253 X—)

s TA B ADER (257 X—)

HER T T ANDA R — T AR — K (259 X—)
cFITEINTT /v arD U A RDFRR (261 RX—)
DAL T LI R— FOFRE (263 2—)
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11l

A—H—0NEE

e —HFDEM (253 X—)

e —HFOEEF (254 X—)

o T—FHERDET (254 X—)
c2—HFTaT 7 A NLDER (255 —)

d—HMEM

ATvT1
ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

ATy T17

2 —WEBINT DI, EELEMHERSMLETT,

2 —P Ciscocom DL —WH ERAT—REAS LTI A T H0ERH D729, Cisco.com
T RBRNETT,

AA T4 RUT, ETHEO XE (Settings) %7 Uy 27 LET,
[— (Users) 127 Vw7 LET,
GE) [—H (Users) ] A== —i%, BEHIMHEREFFO 2 —FICK L TORAERINET,

[=—HDEM (AddUser) %27 Vv 7 LET,
Z—HN [F%) (Enabled) | (77 4/ ) 7 [#%) (Disabled) ] 22ZHEE L E7,

NI TN —HFiFue /A o TEEHA,
Cisco.com 2 —H 70 7 7 A L TTHRESNTZ2—FDEFA—/LT FLAEZ AT LET,

BEO2—TEBINT A0, FBFA—NT RLRAEZALX—=Z o~ () . £FdkIanr () T
Xy £,

D—YPRFEITTEDLH AT ZRETH2—F O — VAR LET, FFHICO VT, 2—VOE (254
~N=) ZZRLTIIZS N,

[7m/3A % — (Provider) 17 4 —/L RIZiX, BEHETHLZ—PFNRBL TNDLD LRI LT m o X —3FK
RENET,
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ATY T8 [R1F (Save) 1227V w27 LET,

A—HNDEZ

a—Ho—k, 2—PFRE X7 EFEITTHOICLERERYER LT, kROFIC, HER
oo —HPuo— L X 27 B R LET,

xR 31— O—-ILEIVERDGHRHA

aA—4¥[—)L HERR

EEHE 2—FOBMERELZZ LT XTDOI AT ZETTEET,
ALY /3 & AT A—FOBEMEREZRS TXTDOF AT ZRITTEET,
B Y HH] TRTCOTFT—FEHGWHRY , 22— PREDHEZEHETEET,

A—HHERDER

A—PPRFATTEDX R ZRET HITE, 2=V O — 2 ZHLEY, 2—PHERELAE
THI2IE, EEEEMERSLETT,

ATYT1 AL U4 RUT, ETFBO [E (Settings) 127 Vv LET,
ATy T2 [2—H (Users) |27V v27 LET,

GE) [—% (Users) ] A ==—id, WHEEHRLFFOZ—FIIH L TORFRINET,

ATV T3 MHREALEETHA—Y—DF = v 7Ry 7 A% 4N LET, B2 —Y—ZFRIFICAHICTEET,
ATy 74 [fRE (Edit) 1227V v 7 LT,
ATV TE 2—W—DEREZ —FHE IR 5121, OO MEOHRE (EditValue) | F=v /Ry 7 A& 42 LT, K

oy FE T OMREE (State) ]V A b2 [#E%) (Disabled) (28R L £, AT —#% 2% [A%) (Enabled) ]
WERTAHET, a—PiFn /A T A,

ATYT6 22— =D — L E2EF+520F, 2FBD EOHRE (Edit Value) | F=v 7Ry 7 A4 4L T, R
ay 72O [ue—/ (Role) | VA MNOLEEIZRIRLET, FR—LARETTEXDH AT OFEMIZD
WL, 22— o®HE 254 2—) 2R LTL &N,

ATy TT [k~ (Next) |27 U7 LET,
ATy T8 BHEEMEREL, [(A1F (Save) 1227V v 7 LET,
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A-4TOT 7L ILDRT .

A—4H a7 74 ILDORER

=P T T AN EFERLT, =)L, AT —H A BIOEREOO A U EHERTEE
T, =TT A NEFRT DHIIE, BEEHERPLETT,

ATYTN AL T4 RUT, PO [BIE (Settings) 127 U v 7 LET
ATy T2 [2—H (Users) |27V v7 LET,
GE) [—H (Users) ] A== —i%, BEHIMHREZFFO 2 —FICK L TORAERINET,
T MIE, TR TOa—HFEZFDou—) AT—FA BIOKEKEOO T AP A NIET,

ATYT3 2—VTDT IV AEZEETHINE, 2—VDEFA—NLT KL RZ27 Y v 7 LET, FEICO VT, =—
YHERDEE (254 2—2) 2B LTI E,
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T4 ADEE

1Tl

cH TRV S arELIZNIATAET 7T 4 bt B (257 2—3)
o FRkAG DAETE (258 X—)

BIROYTLavERENSATILET VT4 1T
%

Crosswork Cloud CTH 7 A7 Vv a0 %7 77 4 7L T&EET,
)

CE) YT7RIZVTvarwT 77 47T 5120%, BEEHERSLE T, MooV, [=2—
FO&E (254 X—) | EBRLTLIEEN,

48 HHIIZ

YT R TarET 7T 4 7T BI2iE, Crosswork Cloud 37 A7 U v 3 v DOlEAL
ISR D, A=A TELNTL A 12U LD TR Y F g ID BLETT,

ATV TN AL U4 RUT, ETFEOLEEE (Settings) 1 744227 Vv 7 LET,
AT9 T2 [74 A (Licensing) |27V v LET,
RTVFT3 TR VT arvezT 774 7T BT
a) [&#% (Entitlement) ]>[#Mil/L— h3#T (External Route Analysis) ], [{E#81 > %A & (TrustInsights) ].
FE[NT 7 4 v 7007 (Traffic Analysis) | Z7 %27 Vv 27 LET,
b) [V 7 A2 VT a DR (Claim Subscription) %27 Vw27 L, 7F%FANKRy 7 AZHT A7 YT
varyIDEANLET, HEOY T A7) 7va D EBMT5I2F, &£ID %8~ TRED0,
#H1ID 28 LWVTICAA LET,
AT w T8 Crosswork Cloud #HD R 7 A TN R—V g% 7 A M52
a) [FT7A7 (Tral) 127 %270 v7 LET,
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b) # L72\> Crosswork Cloud 8/t DFEIZH D[V 7 = A & (Request) &7 V27 LET, FHFICHEL
[FZ A7 /v%EBALE (Start Trial) |22 U v 27 LET,

TR DEE

MDA ZLE TEET,

ATYT1 AT 4 RUT, EFHEO LEERE (Settings) |7 A 22270 v 7 LET,
ATY T2 [74A (Licensing) |27V v LET,

ATw 73 [fEE Edi) 1227V v 7 LET,

ATy T4 HLNHAZ AT L, [IRTF (Save) 1227 U w7 LET,
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=5 =0

B ID7A4ILDA iR— bk ET O RAR—F

HER T FANDT v T r— R (259 X—)
cHERR T T ANDE T E— R (260 X—7)

B I274ILDO7yJO—FK

TV 74y 7 A ASN, RY ¥— BIOBHRELZ WK T 7 ANVET v 7a— RT&E
T, KT 7 ANET vy Ta—RKT5E RUXA TORGFEOT—2N EEXIRET, L
X, PHENC T v 7 4 v 7 AZBIL, 7 7 A MIZEOT LT 4 v I AREENTWDHE
ay BBFEO7 VT 4y 7 AFHIBRSILE T,

)

GE) LW T 7 A VDT v 7a— R RIRZRAERZEE 217 5 /N, BAFOWMR 7 7 A V&
Fyra—RLUTREL, No 2T v 777 A0 LTHEMRTL 2 L 2HREL £, Mo
WL, R 7 7 ANV DFE T rr— R (260 X—) #ZRLTIEEN,

ATFYT1 AL T4 RUT, ETHO [RE (Settings) 147V v 27 LET,

AT9 T2 [ A= =7 AKR—F (Import/Export) |% 27 Vv 7 LET,

ATV T3 Wk 7 7 A DT v 7 r— K (Upload ConfigFile) 1%~ U v 7 LT, JISON#EALT 7 A /L OBGFTICBE L
£,

HBELEY 722707 LT, Yo7 IVISONKR 7 7 A Ve run—RKTAZ L TEET,

ATy T4 [k~ (Next) | %27 U7 LET,
ATw TS ERZTICBEHL T, 7 7 A VORNEFE T LE2—L, BIMBIOCHIRENDHREMHRLET,
ATy 76 [FEE (Submit) 122U v LET,
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. BRI7ALOFH 0—K

B 274 D85 00—FK

1R8O BRI
KIE7LERAEE ZAT ORI, Ny 7T v 777 A NE LTHEMTOME 7 7 A V&2 F 0 n—
FLTRFTDZ L aHERLET,

\)

CE) KIEAREHELYHBEDOT-0, 20194 11 H 12 BXVANCHER 7 7 A V2 E 7 ra— RLTEEEE
. FILWVHER 7 7 AV E X T ra— RTA0ERHY 9, 2019411 H 12 B X VEHCH ¥
va— RENTEHER T 7 A NVIZIIREREWVWVRHY, Ty a—RTEXERHA,

ARTYTN A4 T4 RUT, ETFHEO [EEE (Settings) 127 U7 LET,
ATFY T2 [ R — K= AKR—F (Import/Export) ] %27V v/ LET,
RATY T3 WD/ AR —F (ExportConfiguration) %7 U v 27 LT, JSON#R 7 7 A NV E X 7 a—RKLET,

iRk~ 7 A v (json) DBRFSINET,
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EITSIN=T7Ia D) A RDOERTE
cFITENTT 7 a0 A RDOER (261 =)

EITEINE=7HOLa3 D) XA FORT

CrossworkCloud 7 7° ) 77— g U CHEATENTZT R TOT 7 v a DY A NEFRRTEET,
TR, EOXDRETEMTbNIED, HEREREEToh, BLOEENMThN/Z BI
ELDI<HETEET,

Z%v71%4V?4VFWT\ET@K%5W7?4E?4H7(MWWU@]T%SV(Q)%7Uyﬁbi
7

T HN T, TR TOEENRRRINET,

ATFw T2 FBELEHMBOT 77 4 ©F 4 #FRT 5120, [#A L7 L—24 (Timeframe) | Ku vy 7 #70U Z R
A A IR L £,
RATYT3 BEOERELFFRTHITIE, ROWFRNEZ ) v LET,
* ASN
- BRI
S N
o« FRA R
T NA AT N—T
e TV RIRA Vb
AU BE—=T AR
BT
- HY 2

c T LT 4T A
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HMEDOANIIL T EHR— FOEE

e IR—h r—20A4—71r (263 X—)
e HINT 4 — RN 7 DEE (263 X—)
e AT A 2T 4 TF—TL~DT T A (263 2—)

o
YR—+c5—RDA—T>
Crosswork Cloud TlZ, #LEANNL YR — M r—RA & ZENTEET,

AL T4 RUnG, [~V EHR— b (Help and Support) W47 A =22 > [HAR—k
(Support) 1> [V AR — F~DORWEHH%BA< (OpenaSupportCase) 1% 27 V27 LET, #H
LWT7 7%y 0 RUMRBHE, Support Case Manager 73R /R SAVE T,

I D . ~ N . %
HET 14— R/INY D DEIE
Crosswork Cloud #fLICEIT 57 4 — R 7 2 BHFEHLLTEBY £9, F/2, SHomy A
IZOWTZERAEWEZ T IEEWNTT,

AAL T4 RN, [~V EH AR — K (Help and Support) W47 A = > [HrAR— |
(Support) 1> [#fFHD 7 4 — KN 2 (Product Feedback) 127 U v 7 LE7,

DAAAZIAZTA TH—FLAANDT7I1EA

VA Al a=nT 4 TF—TAIT 7 EALT, X< HHER., WKk, BIOZoMmD
WLESRIC T VB A TEXET, 207+ —F AT, oo —F L8 g 25K
L—artp2 L TEET,

AL T4 RUnG, [~V EHAR— b (Help and Support) W47 A =22 > [HAR— k
(Support) 1>[2 2 2=7 4 74— L (CommunityForum) %7 U7 LEd, LW\ T
TY T 4 RUMBE., Crosswork Cloud D7 #—F ARFRENET,
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i

Crosswork Cloud API

» Crosswork Cloud API D (265 ~=X—7)

cAPINLVT BRI RFa A b (265 2—)

« API DFEAIBALG (266 ~—27)

« API ¥ —DjEFK (266 ~—)

« Crosswork Cloud Network Insights 7 74 7 > F 227 U7 K (267 ~—2)
s Crosswork N T 7 4 w57 G AT AT VT ol (274 2—)

Crosswork Cloud APl D1

Crosswork Cloud AP1 /%, R NU—Z7EFHBIWEH T 7'V 7r— a3 V CAPI AT 570
77 =T,

Crosswork Cloud Network Insights API IZ LV, 'L 7 ¢ v 7 ZAF =1L ASN ~D X Gk, HWHEI~T
RIRA L FORE, 7T =N M) T—SNDFRMDIREREDRESF A7 2 FTTEET,

Crosswork Cloud Traffic Analysis AP11X b7 7 o« v 7 #at 2 BS L £,

APINLTE LT RFFRa A K

Crosswork Cloud API R = A > M7 7 A9 5121%, Crosswork Cloud (27 7' A >3 5 M3
DO ET, APLT—LDOERE NF¥ a2 AL MEaRRTHITIE, [~ 7 EHAR— b (Helpand
Support) WUT A = > [API \ZREENT 5 M,
https://crosswork.cisco.com/apiDoc/CiscoCrossworkCloudAPI [J<3E] IZBEN L £ 7,

IHbHnbyvAaAaAI a=T 4IZE LT, Crosswork Developer Hub (27 7 A L TL 72 &
VW, [~V e AR — b (Help and Support) W47 A =22 > [HAR— |k (Support) >[I 2=
T 4 74— 2 (Community Forum) JIZBEIL T, YAaala=74l77kAT5H2L
HCX FEJ, CrossworkCloud 7 4 A v ¥ a »Zi#BI L3 < 37572012, #47 [Crosswork |
TV R L TR L T 72 &0,
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APl O {2 Fi A5

Crosswork Cloud APL IZ7 7 B A F5121%, EEHEMERDLETY, BHEEHERN WIS,
APL AT v a v3FEmRENER A, 2P —HROZEFIZONTIE, 22— VHROLR (254
R—=) EZRLTIZIN,

APl 2—/VDEF L F¥ =2 A MEEXRT BHITIE, Crosswork Cloud i2u 74 > L, [~V TF &
AR — b (Help & Support) L5 [API] 22 U v 7§ %75, F 7213 https://crosswork.cisco.com/
apiDoc/CiscoCrossworkCloudAPI (27 7 E AT 5 LENRH YD £97,

APL D 2B 51213, ROZ A7 ZFTLET,

AT w1 API ¥ —% %R 5HI21%, Crosswork Cloud Network Insights &7 ¢ > K7 D47 EMBIZH D2 —HF DA =2 v )L
27U v 7 LThb, [APIF—/h—2 > (APIKey/Tokens) | %7 U v/ LE7,

AT w72 [APIF—DEN (AddAPIKey) 127V v 27 LET,

AT w73 API F— D4R, i (EE) . BAOAPIF—DOBMBA LK THEZAN L, [IR1E (Save) 1227V w7
L/i‘j—o

ATY T4 [{ERK (Create) 127 VU v/ LET,
Hr LW AP —23MERK Z#U. Crosswork Cloud 7 7'V 77— g TR —DFFEMINE RINE T, i,
X —NERINDME— DR TT,
AT9 75 [aE— (Copy) 127 V7 LTAPIF—% bt — L, BERGANUMRGFETEDLLIICLET,
GX) APl F—Z RAT— RO LI IH#ELET, APLF—IIT I h~DOT 7 A ZiRMT 57~
D, BTERIEE LT EEN,

RATv 76 EHEHET D HIEOHFIZOVWTIE, Crosswork Cloud Network Insights 7 7 4 7 h 227 U 7 1] (268 ~2—
V) BEWCrosswork N T T 4w V7 TAT U R A VT RO 2714X—) Ok arEBRL
TLEENY,

[ e J—
APl +F—DDEH
Crosswork Cloud API S — 3R DR EIFKRD LBV TY,

« APL ¥ —(3, 16 EEB TR AL SN 32 31 FOXFEF—TY, 7747 b TF VU r—
T a X AP ¥ —%{#i ] LT, Crosswork Cloud Network Insights & 7= {3 Crosswork Cloud
Traffic Analysis 56 C? REST API K IZE4 LE 7,

¢ APIF—#5ll 7 (ID) 1., ¥—DO—EBEDETHY, BLBELADOEERIZEDDLENH Y
F 9, Crosswork Cloud —E A%, ¥—ID ##HEH L TCAPIF—Dat’—2lEL., &
FORZMER L ET,
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| gE2zs
Crosswork Cloud Network Insights 7 5«4 7> + X2 1) T + .

\)

GE) RNRAU—FLEUCELEIICAPIF—HHEELET, APIF—IIT H 7 h~DT 7 & 2 244
H728, BTEEICHEE L T EEN,

IIAT U T TV = a T APTIF—%fEH LT, Crosswork Cloud {2358 &5 T X T
DERIZEA LET, FERIILUTFICLOREENE T,

« BA TR

* API %—ID

c BRERET HIOIMEASND 7 4 — L ROFEMERT A X T —4
Crosswork Cloud |3 REST APl 25k %(54 25 &, ROFIEZFETLET,
1 ZFRESNTRTA—=FZHHLET,
2. API¥—ID ZfEH LT, APl ¥ — L B# T2 A 4T — X EMG L7,
3. BAEEHELET,
4. HHEIN-BAZERIN-BL EHBELET,

5 FHHEINT-BA LERINT-BLN T 58A . Crosswork Cloud [ 3 E R 2 #sk L9,
BAN—F L2\ E4A . Crosswork Cloud I3 2R 2 L E 4,

Crosswork Cloud Network Insights 7 54 7> X9 1) Tk

ZDE 7 v a i, Crosswork Cloud Network Insights 7 7 4 7> k227 U 7 h Ofifi i 775D
BlEERPEENTNET,

DISATURRD YT ROA Ty

AT MAZ )T NOEITRHIZIX, ROA T v a v EFHATEET,

(ramius) ~> ./crosswork.py -h

usage: crosswork.py [-h] [--uri URI] --key KEY --keyid KEYID
[--payload PAYLOAD] [--method {GET,POST}] [--host HOST]
[--port PORT]

Exercise the REST API.

optional arguments:

-h, --help show this help message and exit

--uri URI The URI to run

--key KEY A Cisco Crosswork Network Insights API Key

--keyid KEYID A Cisco Crosswork Network Insights API Key ID

--payload PAYLOAD The name of a file containing JSON data for POST API
requests. Note: This option is available only for POST
commands .

--method {GET,POST} The HTTP method for the request

--host HOST The Cisco Crosswork Network Insights URL

Cisco Crosswork Cloud 1—H'—# 1 K .



gmazy |

. Crosswork Cloud Network Insights 7 54 7> kX5 1) 7 5l

--port PORT The Cisco Crosswork Network Insights port number

(ramius) ~>

Crosswork Cloud Network Insights 7 54 7> F X5 1) 7+l

RO T4 7T MAZ U7 kOFlE Python TRk S41TFH Y . Crosswork Cloud Network Insights
? REST APl = — /b ARk, B4, BLOEITT L HIELZRLTOVET,

#!/usr/bin/env python3

H= o 3 H S H 3 3 H o B

Copyright 2019 Cisco Systems Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

import argparse

import binascii

import datetime

import hashlib

import hmac

import json

from typing import Dict, Any

import requests
import rfc3339
import sys
import urllib

from string import Template
from urllib.parse import urlparse

class Signature (object) :

# The order and white space usage is very important. Any change
# can alter the signature and cause the request to fail.
SIGNATURE TEMPLATE = Template (""" \

Sparam_method

Sparam_uri

$param_query parameters
Sparam_key id
Sparam_timestamp
Sparam_signature version
Sparam_content sha256
Sparam_content type
Sparam_content length""")

def init (self, exrest):
self.exrest = exrest

def sign(self):
exrest = self.exrest

. Cisco Crosswork Cloud 11— —H 1 K
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Crosswork Cloud Network Insights 7 54 7> kX9 1) 7 3l .

string to sign = self.SIGNATURE TEMPLATE.substitute ({
"param_method": exrest.method.upper(),
"param uri": exrest.url encoded uri,
"param_query parameters": exrest.url encoded query parameters,
"param_key 1d": exrest.key_ id,
"param_ timestamp": exrest.timestamp,
"param_signature version": exrest.signature version,
"param_content sha256": exrest.content sha256,
"param_content type": exrest.content type,
"param_content length": exrest.content length

}

# Decode the key and create the signature.
secret _key data = binascii.unhexlify(exrest.key)
hasher = hmac.new(secret key data, msg=string to_sign.encode('utf-8'),

digestmod=hashlib.sha256)

signature = binascii.hexlify (hasher.digest())
return signature.decode ('utf-8")

class ExRest (object) :

SIGNATURE_VERSION = "i.o"
CONTENT TYPE = "application/json"

HEADER CONTENT_TYPE = "Content-Type"

HEADER CONTENT_LENGTH = "Content-Length"

HEADER SIGNATURE VERSION = "X-Cisco-Crosswork-Cloud-Signature-Version"
HEADER TIMESTAMP = "Timestamp"

HEADER AUTHORIZATION = "Authorization"

def _ init (self):

# Input arguments to the script.
self.uri = None

self.payload = None

self.method = None

self.host = None

self.port = None

self.key = None

self.key id = None

# Values used to calculate the signature.
self.url encoded uri = None

self.url _encoded query parameters = None
self.timestamp = None

self.content sha256 = None

self.content length = 0

self.content type = self.CONTENT_ TYPE
self.signature version = self.SIGNATURE VERSION

def run(self):
# Calculate the full URI to be run.
uri = self.uri[l:] if self.uri.startswith("/") else self.uri
self.uri = f"https://{self.host}:{self.port}/{uri}t"

# The url encoded uri is used when calculating the request signature.

parsed uri = urlparse(self.uri)
self.url encoded uri = urllib.parse.quote(parsed uri.path, safe="")
self.url encoded query parameters = urllib.parse.quote(parsed uri.query)

# Calculate the rfc3339 timestamp for the request.
now = datetime.datetime.now ()
self.timestamp = rfc3339.rfc3339 (now)

Cisco Crosswork Cloud 1—H'—# 1 K .
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# Calculate the SHA256 of the body of the request, even if the body is empty.
self.content sha256, self.content length, payload contents =
self.calculate content sha256(self.payload)

# Calculate a signature for the request.
signer = Signature(self)

request _signature b64 = signer.sign()

# Create the request object and set the required http headers.

headers = dict()

headers[self.HEADER AUTHORIZATION] = "hmac {}:{}".format (self.key id,
request_signature b64)

headers[self.HEADER TIMESTAMP] = self.timestamp

headers[self.HEADER _CONTENT TYPE] = self.content type

headers[self.HEADER_SIGNATURE_ VERSION] = self.SIGNATURE_ VERSION

session = requests.Session()

response = session.request(self.method, self.uri, data=payload contents,

headers=headers)

parsed_response: Dict[str, Any] = dict()
if len(response.content) > O:
content = response.content.decode ('utf-8")
try:
parsed_response = json.loads (content)
except ValueError:
parsed _response = dict()
parsed_response["Message"] = content.strip()
if response.status_code != 200:
parsed_response["HttpStatus"] = response.status_code

print (json.dumps (parsed response, indent=2))

def calculate content sha256(self, payload):
if payload:
try:
with open (payload) as fd:
payload_contents = fd.read()
except Exception as error:
raise Exception (f'Cannot read payload file {payload}: {error}')
else:
payload contents = ""
hasher = hashlib.sha256/()
hasher.update (payload contents.encode('utf-8"))

content sha256 = binascii.hexlify(hasher.digest())
return content sha256.decode('utf-8'), len(payload contents), payload contents
def main () :
parser = argparse.ArgumentParser (description="Exercise the REST API.")

parser.add argument ("--uri", default="/api/beta/truefalse/1/200",
help="The URI to run")

parser.add argument ("--key", required=True,
help="A Cisco Crosswork Network Insights API Key")

parser.add argument ("--keyid", required=True,
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parser
requests")

parser

parser

parser

v547 2oy T rommsE ]

help="A Cisco Crosswork Network Insights API Key ID")

help="The

# Parse the arguments

args

exrest

exrest.

exrest

exrest

exrest.
exrest.

exrest.

if name
sys.exit (mai

.payload =
exrest.
exrest.

parser.parse_args ()
= ExRest ()

uri = args.uri
args.payload
args.method
args.host

method =
host =

.port = args.port
key = args.key

key id = args.keyid
run ()

== "_ main_ ":

0)

A7V RO T FOBERAE

name of a file containing JSON data for POST API
choices=["GET", "POST"], default="GET",
HTTP method for the request")

default="crosswork.cisco.com",
Cisco Crosswork Network Insights URL")

.add_argument ("--payload",
help="The
.add_argument ("--method",
help="The
.add_argument ("--host",
help="The
.add_argument ("--port",

type=int, default=443,
Cisco Crosswork Network Insights port number")

ZOHITIE, IROFATIZOWTHALET
c VTGAT U NAZ YT ISR a— L BTV ET,

=Rl e A e
LET,

1R BHHIIZ

A7 VT N EFATTDHENT, APIF—2E R L ET (APIOMEHBALE (2662—)

HET7ANEHERA LT, POST a2~ RTHL T 4 v 7 A58

2ZM) .

API DFERIZ DU TiL, Crosswork Cloud UL 22l 27 U w7 L, APL Y 2 %27 ) w7 LT

<TZEvy,

WDAZ ) P EFITLET,

crosswork.py --uri '/api/beta/sourcedata?prefix=64.54.195

' <yourKeyIdHere>'

FER DB

.0%2F24smax=5"' --key '<yourKeyHere>' --keyid
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"data": [
{
"prefix": "64.54.195.0/24",
"action": "ADD",
"peerRemoteAsn": 22024,
"timestamp": "2021-10-20T18:32:03zZ",
"origin": "IGP",
"originAs": 5653,
"asPath": [
{
"asn": [
22024

"unicastPrefixType": "ADJ RIB IN",

"nextHop": "4.4.94.118/32",

"peerRemoteId": "549",

"roaGenTime": "2021-06-29T05:25:53.844840001z"

"prefix": "64.54.195.0/24",
"action": "ADD",
"peerRemoteAsn": 202365,
"timestamp": "2022-01-21T10:25:58Z",
"origin": "IGP",
"originAs": 5653,
"med": {},
"communities": [
3792306480,
3792306677,
57866,
41441,
41441
] 4
"asPath": [
{
"asn": [
202365

asn": [
57866
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5653
1
}
] 4
"unicastPrefixType": "ADJ RIB IN",
"nextHop": "5.255.90.109/32",
"peerRemoteId": "248",
"roaGenTime": "2021-10-05T10:07:45.504885118z2"

}I

(truncated)

v547 2oy T rommsE ]

ATY T2 POSTa~ > RERET7ANTT LT 4 v 7 A&BMLET :

crosswork.py —--uri '/api/beta/provision'

"config.json" --method "POST"
configjson Z7 A LD T IH -
{

"operations": [
{
"setPrefixRequest": {
"prefix": "4.4.4.4/32"

}l
"o creat": true,

"o excl": true
}l
{
"setPrefixRequest": {
"prefix": "5.5.5.5/32"
}l
"o creat": true,
"o excl": true
}l
{
"setPrefixRequest": {

"prefix": "6.6.6.6/32"

}l
"o creat": true,
"o excl": true

"setPrefixRequest": {
"prefix": "2001:30:102::/48"

}l
"o creat": true,

"o excl": true
}
]
}
HERDOH -
{
"results": [
{
"setPrefixResponse": {
"prefix": "4.4.4.4/32"

}
}l
{
"setPrefixResponse": {
"prefix": "5.5.5.5/32"

'<yourKeyHere>' --keyid '<yourKeyIdHere>' --payload
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{
"setPrefixResponse": {
"prefix": "6.6.6.6/32"
}
}I
{
"setPrefixResponse": {
"prefix": "2001:30:102::/48"
}
}
1
}

Ul R0 -

Overview
Alarms
ASNs Subscribe to Prefixes

Prefixes

BGP Updates m Prefix Policy Tags Active Alar... Severity
Add Filter Add Filter Add Filter Add Filter Add Filter

4.4.4.4/32

Crosswork F5 74 YO RO SAT U RRI YT ED
15l

WDAZ Y7 NOfFL, Python T S 4L TV EF, Crosswork Traffic Analysis API % 5473
521X, python/get_traffic_examplepy 33 & O python/cctr affic/cctr affic.py 73 %2 T9,
get traffic example.py %?éﬁﬁ"éEﬁK\ /5(0) ¢k %?f 5 ‘/[Z‘gzzﬁ % Ui iﬁ—o

1. Python @{Kﬁ%ﬁf%%% VA=)V LET pip3 install -r requirements.txt
2. API X7 J— h—72  (export TOKEN=<token string>) Z s L E£7
3. get traffic examplepy 7 7 A VAL L T, ROMEEZELVEICE XL 7

api_version, device name, start X N end,

get traffic example.py 7 7 A WERELT-H., A7V T F2FEITLET : python3
get traffic example.py

R9 1) T rDF : get_traffic_example.py

# get traffic example.py
import os
import sys

from cctraffic import CCTrafficRestClient

host = "https://crosswork.cisco.com"
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api_version = "beta"

device name = "flow-automation-1"

# start and end may be supplied as:

# - ISO 8601 datetime string

# - unix timestamp in seconds since 1970

# - now

# - "<number> <unit> ago" where unit can be: "seconds", "minutes", "hours", "days".
start = "7 days ago"

end = "now"

if "TOKEN" in os.environ:
token = os.environ["TOKEN"]

else:
print ("Bearer token not found. Set bearer token with: export TOKEN=<token string>")
sys.exit (-1)

client = CCTrafficRestClient (host, token, version=api version, debug=False)

print (f"GetDevice for {device name}")

device info = client.GetDevice (device name)

device id = device_info["deviceId"]

print (f"Found device ID for {device name}: {device id}")

print (f"Traffic by interface for {device name}")
traffic for my device = client.GetInterfaceCounterTrafficTotals(start, end, device_ id)
interface name = traffic_ for my device[0] ["interfaces"][0] ["interfaceName"]

print (f"Traffic by ASN for {device_name}/{interface_name}")
asn_traffic for my device interface = client.GetNetFlowTrafficTotalsByDevice (start, end,
device 1id, interface=interface name, asn breakdown=True)

print (f"Traffic by Prefix for {device_name}/{interface_name}")
prefix traffic for my device interface = client.GetNetFlowTrafficTotalsByDevice (start,
end, device id, interface=interface name, prefix breakdown=True)

asn = asn_traffic for my device interface[0] ["interfaces"][0] ["asns"][0]["asn"]
device prefix =
prefix traffic for my device interface[0] ["interfaces"][0] ["prefixes"][0] ["prefix"]

print (f"Traffic by Prefix for {device_name}/{interface_name} ASN {asn}")
prefix traffic for my device interface asn = client.GetNetFlowTrafficTotalsByDevice (
start, end, device_id, interface=interface name, asn=asn, asn_breakdown=True)

print (f"Traffic by Prefix")
prefix traffic = client.GetNetFlowTrafficTotalsByPrefix(start, end)
prefix = prefix traffic[0] ["prefix"]

print (f"Traffic by Device for {prefix}")
device traffic for prefix = client.GetNetFlowTrafficTotalsByPrefix(start, end, prefix)

print (f"Time series for {device name}")
time series for device = client.GetInterfaceCounterTrafficTimeSeries(start, end, device id)

print (f"Time series for {device_name}/{interface_name}")

time series for interface = client.GetInterfaceCounterTrafficTimeSeries(start, end,
device 1id, interface=interface name)

print (f"Time series for {device name}/{interface name} {device prefix}")

time series for prefix = client.GetNetFlowTrafficTimeSeriesByDevice (start, end, device id,

interface=interface name, prefix=device prefix)

print (f"Time series for {device_name}/{interface_name} {asn}")
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time series for asn = client.GetNetFlowTrafficTimeSeriesByDevice (start, end, device_ id,
interface=interface name, asn=asn)

A9 1) T DOl : cctraffic.py

# cctraffic.py

# Contains a very simple REST client to demonstrate how to call the Crosswork Cloud
Traffic APIs

# Copyright (c) 2021 Cisco Systems, Inc. and others. All rights reserved.

import requests
from .util import UrlEncode

import urllib3
urllib3.disable warnings(urllib3.exceptions.InsecureRequestWarning)

class CCTrafficRestClient:

def init (self, host: str, token, version: str = "v1", debug: bool = False):
self.version = version
self.host = host
self.debug = debug
self.headers = {"content-type": "application/json", "Authorization": f"Bearer
{token}"}

def DoApiCall (self, url):

if self.debug == True:

print (url)
response = requests.get (url, headers=self.headers, verify=False)
if self.debug == True:

print (response.status_code)
print (response.content)
return response

def GetDevice(self, device name: str):

url = f"{self.host}/api/{self.version}/devices?name={device name}"
response = self.DoApiCall (url)
if response.status _code != 200:
return ""
return response.json() ["devices"][0] ["deviceInfo"]

def GetInterfaceCounterTrafficTotals(self, start: str, end: str, device id: str =
"") .
start = UrlEncode (start)
end = UrlEncode (end)

if device id == "":
url = f"{self.host}/api/{self.version}/devices/statistics/totals"
else:
url =
f"{self.host}/api/{self.version}/devices/{device id}/interfaces/statistics/totals"

url += f"?format=totalsé&timeStart={start}&timeEnd={end}"
response = self.DoApiCall (url)

if response.status _code != 200:
return ""
return response.json() ["devices"]

def GetNetFlowTrafficTotalsByDevice(self, start: str, end: str, device id: str,
interface: str,
asn: int = 0, prefix: str = "", asn breakdown:
bool = False, prefix breakdown: bool = False):
interface = UrlEncode (UrlEncode (interface))
prefix = UrlEncode (UrlEncode (prefix))
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start = UrlEncode (start)
end = UrlEncode (end)

if asn != 0:
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/asns/{asn}/prefixes"

elif asn_breakdown:
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/asns"

elif prefix breakdown:
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/prefixes"

url += f"?format=totalsé&timeStart={start}&timeEnd={end}"
response = self.DoApiCall (url)

if response.status_code != 200:
return ""
return response.json() ["devices"]

def GetNetFlowTrafficTotalsByPrefix(self, start: str, end: str, prefix: str = "",
device id: str = ""):
prefix = UrlEncode (UrlEncode (prefix))
start = UrlEncode (start)
end = UrlEncode (end)

if prefix == "":

url = f"{self.host}/api/{self.version}/traffic/prefixes"
elif device id == "":

url = f"{self.host}/api/{self.version}/traffic/prefixes/{prefix}/devices"
else:

url =

f"{self.host}/api/{self.version}/traffic/prefixes/{prefix}/devices/{device id}/interfaces"

url += f"?format=totals&timeStart={start}&timeEnd={end}"
response = requests.get (url, headers=self.headers, verify=False)
if response.status_code != 200:

return ""
return response.json() ["prefixes"]

def GetInterfaceCounterTrafficTimeSeries(self, start: str, end: str, device id: str,
interface: str = ""):
interface = UrlEncode (UrlEncode (interface))
start = UrlEncode (start)
end = UrlEncode (end)

if interface == "":
url = f"{self.host}/api/{self.version}/devices/{device id}/statistics/totals"

else:
url =
f"{self.host}/api/{self.version}/devices/{device id}/interfaces/{interface}/statistics/totals"

url += f"?format=timeseries&timeStart={start}&timeEnd={end}"
response = requests.get (url, headers=self.headers, verify=False)
if response.status_code != 200:

return ""
return response.json() ["devices"]

def GetNetFlowTrafficTimeSeriesByDevice(self, start: str, end: str, device id: str,
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interface: str, asn: int = 0, prefix: str = ""):
interface = UrlEncode (UrlEncode (interface))
prefix = UrlEncode (UrlEncode (prefix))
start = UrlEncode (start)
end = UrlEncode (end)

if asn == 0 and prefix != "":
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/prefixes/{prefix}"

elif asn != 0 and prefix == "":
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/asns/{asn}"

else:
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/asns/{asn}/prefixes/{prefix}"

url += f"?format=timeseries&timeStart={start}&timeEnd={end}"

response self.DoApiCall (url)
if response.status_code != 200:
return ""

return response.json() ["devices"]

. Cisco Crosswork Cloud 1—H—H A K
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,43.

Crosswork Cloud ZEE A9 %

Cisco Crosswork Cloud 7 27 U 7> g i, ROWTNNDFIETHEATE 4,

» Amazon Web Services (AWS) ~—/4 v R LA ATOREA (283 X—)
« AWS Marketplace 7> &5 EFEHEA (286 ~—3)

c VAAN= I F—F TV ET—EBE L TOMA (289 X—)
JENICBTARIED T T a—T 4 7 (289 —Y)

Amazon Web Services (AWS) ¥—4 v kLA X TODEE
A

i, Crosswi
cisco urchase | b

Purchase Contact Sales Team

Import / Export

$o Networklnsights Purchase 2= Trustinsights Purchase

Network and BGP analysis to maintain routing health by Gain operational visibility to preserve the trustworthiness
monitoring for route leaks and hijacks. of your network infrastructure.

Tier Selection
® Premier

O Advantage
() Essentials

More information on tier offerings can be found here

# TrafficAnalysis Purchase

Visualize, analyze, and optimize network traffic at
distributed peering points.
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Y
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https://id.cisco.com/signin/register
https://crosswork.cisco.com/
https://signin.aws.amazon.com/
https://aws.amazon.com/premiumsupport/knowledge-center/accepted-payment-methods/

| #9250 FvavoBAssvEE

ATvT9

ATy 710

ATvIN

Amazon Web Services (AWS) v —4 v k TLA 2TOBA ]

Crosswork Cloud Network Insights - Advantage Tier b4

() Congratulations. You have successfully subscribed. Your contract is
processing and will be ready in a few minutes. When your contract is
ready, you can set up yvour software and start using it.

Crosswork Cloud Network Insights - Advantage Tier - Due Today

Auto Renew - Mo

To complete registration and start using your software, choose Set up your
account.

Crosswork Cloud i3, AWS Marketplace DX CTDOT — X OFffMEZET HE T, AT —X AR5
MEREBRICRD25ERH0 7,

1

Purchase
Pun e C

AWS Marketplace C

Adjust = Trustinsights Purchase f TrafficAnalysis Purchase

. o Netwarkinsinhts

Pending

Network and BGP analysis to maintain routing health by Gain operational visibility to preserve the trustworthiness Visualize, analyze, and optimize network traffic at
monitoring for route leaks and hijacks. of your network infrastructure. distributed peering points.

[ A (Purchase) .57 A =22 >[7 A > A (Licensing) ]>[&# (Entitlement) | ¥ 7 >
[<Crosswork-Cloud-Product>] IZBE L C, 727 U Xy a 2R LET, fALLEV TR ) 7y a0
DHMBLEICY A P SR TOBEF T,

Crosswork Cloud #7227 U 7> g VOWEANEFIZE T 5L, 7 A7 Y7o a2 DBl
A =N EET, % T Crosswork Cloud DEKE T 77 4 7L T D= DICHERLEITM A T, &
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o
CISCO

CrossworkCloud

Provide the following information to activate your entitiement.

If you are not the end user, enter the product administrator email address.

End User Email

Opticnal

WL OMDOIEREERKID 2 ETeE S A —/VT KL ADMFHIZE T A —/VHREE S E T, Crosswork
Cloud OEHEE X, 1% T Crosswork Cloud D& E T 7 T 4 T B 120K BA A2 T, B A —
NDOA—ZARRF L, BRIDZRTFTI2LERH Y 3, sgEMic WX, 72707 va v Ei-
WERNTATNET 7T 47T 2 257 _—=2) | ZBRLTIIEEN,

= 10: EHEFEE DB

Entitlement Confirmation

CE-203F84 a4 % Copy Entitlement

Create Crosswork Cloud Aceount Login

]

ZAVLARE, BT DY Crosswork Cloud 7 41 7 > b & AERK L7Z2 W R Y . Crosswork Cloud D& BLF TR DT
6% AT 0N H Y £,

Crosswork Cloud 7 % 7 > b Z BEFH TRUWIEA L, [Crosswork Cloud 7 7 7 > k DERK (Create Crosswork
Cloud Account) %27 Vw7 L, 7B MIESTT ATy MEERR L, MOREEITWVET,
Crosswork Cloud 7 1 7 > b 2 BFFbDOGAIX, ATy T 10ICHERET,

1 -
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New Account Request
Wou must heve & Cisco g D unt prior to slgning up fo Cloud account. Dy

if you need to sign up for 8 new CCO account. Return to this page after your Ci

If you nead help creating an account, see the

Mext

G¥) CCOTH v FEAENT D E (FRITIEDOCCOT I 7 Mg 5854) . Crosswork Cloud
THT NEERTDT-OIEREATT LR LNET,

vl
CIsCO
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Create Account Request

To activate your subscription, please provide the requested information, accept terms, and «

Phone Mumber
Required
Country

Required

Salnct Type af Network
Enterprise

Salect Purchase Method
ia Partner

Account Settings

Organization Name

frew steount wil be created)

Timezane
Lacal (AmericalLos_Angeles)

Theme :
Dark {default) ke

lled at any time,

AT w710 Crosswork Cloud 7 7 7 > b & BFHLOHEX, [m 714> (Login) 1227V v 27 LET,
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ATYvIN ol AU EREATIL, [m7 A4y (Login) 1227 V7 LET, Y7 RAZ7 VT varpniERanizl &
FRTRDA v b=V NERENFET,

ATFvF12 [OK]ZZ7 Vv 27 LT, AvE—Y%2HLE3, [Crosswork CloudDi# A (Crosswork Cloud Purchase) ]-<—
UNRERINET, BRI, DIRNCERE L7277 > MR B B3iaIZ BT 5 4vE 9, Crosswork Cloud
41X, AWSMarketplace DT X TDT —Z DFMEZAET HE T, AT —FZ ANRBRIZRLIGERH
DET,

1

fo Networkinsinhts
Pending

Adjust = Trustinsights Purchase f TrafficAnalysis Purchase

Network and BGP analysis to maintain routing health by Gain operational visibility to preserve the trustworthiness Visualize, analyze, and optimize network traffic at
monitoring for route leaks and hijacks. of your network infrastructure. distributed peering points.

ATv 13 [EA (Purchase) .07 A 2> >[F7 A& A (Licensing) ]>[&# (Entitlement) ] % 7 >
[<Crosswork-Cloud-Product>] (ZEN L C, $7 A7 U Fva vl LEd, 8LtV T7 270 Fva v
DFMNRICY A RSN TNDIETTTT,

DAAN— b F—FEEFIVEFI—ZRBELTOEA

VA aR— hF—F 7213V T —%3@ U T Crosswork Cloud # AT 2121 :

RTYT1 ALy 4 RUT, LETFHEO SN (Purchase) | 7 A4 a2 %27 ) v 7 LET,
ATw T2 [IFEEA (Sales Purchase) | # 7% 27 U v 7 L9,

ATY T3 [E¥EF—LI1HKE (Contact Sales Team) |27 VU v/ LET,

AT T4 BEANLTZW Crosswork Cloud B 238 L, [#415 (Send) 127V v 7 LET,

BAICEBYIAMED NS TN a—T120T

IO KE w7 TiX, AWS Marketplace TOIEAIZE T AREICER L2 XIZTF =y 7 TZXD
BNioe v MRHBEIZHOWTHB LES, BAICET 2 BENPMER Lenigaid, > IEA
PR — K (Purchasing Support) ]>[if’l\l/"‘j‘ﬂ_\g““ k (Payment Support) ] A/ A ON %éb
TWAHMEDFAZ AN LT, [EF (Submit) 1227V v 27 LET,
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BACEIIBMEDO S TN a—TFT1d

+ AWS Marketplace TIAWFIENERE SN TWD Z & 2R L £9, AWS Marketplace T
FIHTE 2872 N FIEOFERIZ DWW T, https://aws.amazon.com/premiumsupport/
knowledge-center/accepted-payment-methods/ (27 7 A L TL 72 &\,

s Crosswork Cloud C, B D AT — X ZANRBRBHROFE FIZ > TWDILAEIL, X—V &2 EH
LT, [HA (Purchase) 5)7 A 2> >[F 1t 2 (Licensing) ]>[&# (Entitlement) ]
X 7 > [<Crosswork-Cloud-product>] 227 U v 7 L, N U A M SN TWE0E D 0% il
L E9, Crosswork Cloud 78 AWS D% 7 27 1) 7 g UAEMZ TSI 5 £ T D)
LYENRHY £,

AWS Marketplace T Crosswork Cloud i DBEAS—VICHET 78 AL, [2Z2%227 U v
JLTCT AU NEFET D (Click here to set up your account) | =R LT, AT v
AEHEALET,

Crosswork Cloud Metwork Insights - Advantage Tier ;

@ You already have a contract for this product.
Click here to set up your account.

By subscribing to this software, you agree to the
pricing terms and the seller's End User License
Agreement (EULA). You also agree and
\‘ acknowledge that AWS may, on your behalf, share
information about this transaction {including your
+ 1 month contract expiring on Thu Oct 13 2022 payment terms) with the respective seller, reseller
or underlying provider, as applicable, in accordance

You are currently subscribed to this software with following configuration :

» I Advantage Tier

with the AWS Privacy Notice. AWS will issue invoices

and collect payments from you on behalf of the
Upgrade current contract Modify renewal terms callir thranah Vour ARS Sceoune. Yous tise af

services is subject to the AWS Customer Agreement

Upg rade current contract or other agreement with AWS governing your use

- . onfiqu ; " of such servliis.lf you aie receiving a private offer
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Crosswork Cloud T 727 Vo a0 %7 77 4 7L TEET,
A\

GE) Y TRAT VT arwT 77 4 76T 51203, BEEHERSILETY, FEMconCE, T=—
FOZEE (254 X—) | 2B LTI,

1R BRI

YT RIS arET VT 4 7T BI2iE, Crosswork Cloud 37 A7 U v 3 v DEAL
IR EN D, A=A TELNTL D 12U LDV T AT VT a D BMLETT,

ARTYT1 AT 4 RUT, ETFHOEERE (Settings) |7 A 22270 v7 LET,
AT9 T2 [74A (Licensing) |27V v LET,
RTYTI TR VT arvwT 774 76T 5%
a) [&#% (Entitlement) ]>[#Mi/v— o387 (External Route Analysis) ], [{S%8-1 > & (TrustInsights) .
FRE[NT 7 4 v 78T (Traffic Analysis) | %7 %227V v 27 LET,
b) [ 7227 Y7L g DFEK (Claim Subscription) | %27 Vv 27 L, 7% A MRy 7 AT A7 YT
varIDEANLET, HEOY TR )Ty a v IDEBNT 521X, &1D &5~ TR0,
HID 28 LUVTICA LET,
AT T4 Crosswork Cloud 85D N7 A T AN—Va %) 7 =AM HIT1:
a) [NF7A 7V (Trial) 1 %7 %27V >y LET,
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b) # L72\> Crosswork Cloud 8/t DFEIZH D[V 7 = A & (Request) &7 V27 LET, FHFICHEL
[FZ A7 /v%EBALE (Start Trial) |22 U v 27 LET,
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ARTFYT1 AL T4 RUT, ETFHEOLEERE (Settings) | 7 A 22270 v 7 LET,
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ATV T3 TR VT v arbtIAvr AOFMERRT HI2IE, [E# (Entitlement) (¥ 7 %227 U v 7 L, B
& % Crosswork Cloud B 28R L £97,

ATVT8 7T 47 TR T AT NAOEEFRRT HITE, [FTA 7V (Trials) [ #7%27 U v 7 LET,

RDEZRY

VTRV T a Xy BV ERIIERTHITE, YT A7V T aOEHE (2953—
D) ABRLTLTEE N,
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IR 1) T3 VDER
W TR T a rOEH (295 N—)

S IR )T a3 DEH

FrRIEND V7 4 w7 2D (Crosswork /Ml /L— R o#TH) Z <3, F 7213 Crosswork
Cloud H 7227V Fiarvkwxy vt 5120, WOFEEZFATLET,

)

() AWS Marketplace THEA L=V T 27 Y 7o g U EBNOBEBICEET HI12iE, THHWwH7 2
IV T areXyx B LTI LW T A7) Ty a v EBATOLENDY £,

ATYT1 A0 0 RUT, £ FHMOE[EA (Purchase) | 7 A 2> %227 U v 27 LET,
ATFY T2 AWS THT 27 VT v a v a A LSS
a) [AWS A (AWS Purchase) | # 7 %27 U v 7 LET,
b) YT ARV T arEERT LR [ (Adjust) 1E227 Y v 7 LET, AWS Marketplace 7 = 7
A MIBEIL £,
c) [ALT T ardFa (Viewpurchase options) [ &7 Vw7 L, LELREFEEZMZET,
d) [BITEOHKIDZET (Modify current contract) 1% 2 U w2 LE9, Crosswork Cloud &7 A2 U 7'+ 3 v
DEFMNIEFIZFE T T H &, HERA—ADEEET,
ATYT3 BT R VT varkyAa— —F7F V7 %@L TBA LGS, A EBICSHD [HET—
LS (Contact Sales Team) | %227 Vw27 LT, #7 A7 U7 a v OEEEYR— FT 5 Crosswork
Cloud DM FITHHE L T 7EE 0,
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ID ZHIBEL TS, ZN2H LWDRRICEI D Y CALENRDH D £5,

BIOKFRIZERET DRI, BRID NFRIZH DT E 2R L TLEI, B ID IE. Crosswork Cloud
T NREBERESNI-E I, HHIZ Crosswork Cloud DEHEFIZE A — /L TEEINTWVET,

BAEY T A2 ) 7o a ATBEEMT BTV HERRIC e 7o L, A (Purchase) 507 A 22 >[F A
A (Licensing) ]IZRENIL 7,

[&#5 (Entitlement) ] # 7 > [<Crosswork-Cloud-product>] #7 U v 7 LE 7,

BATT 20722 )7 a DI LT 2y V7R 7 A& F T LET,

ForIN5 [HIBR (Remove) 1V 7 %27V w7 LET,

BT+~ FUTHIER (Remove) 1427 U v 27 LT, 7 R7 U7 arOHIREZMHGELET,

Bk HmkicBEI L, BEA (Purchase) U7 A =2 > [T A & A (Licensing) JIZBEIL £,
[&#5 (Entitlement) ] # 7 > [<Crosswork-Cloud-product>] #7 U v 7 LE 7,

R=YDOHEICHD, [T A2 YT a Ok (Claim Subscription) | %27V v 27 LET,

B ID Z AN L, [#R (Claim) 1227V v7 LE7,
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e — P AU H—T 2 f ADT—<DEFT (303 2—7)
« XA LY —DEF (303 2—)
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RIS

A T AL

ROFNANZGE->T, T—~EERLET,

AT AEBCHL2—FDOA =y &7 U w7 L, [%E (My Settings) | &R L ET,
ATY T2 [T7—~ (Theme) | Ky 77X U AL T—<&2ER L, IR (Save) |27 U v 27 LET,

BALY—2DER

VAFEADEA LS — U EEETXET,

AT Tl FEBICHL2—F DA =2 v E 7Y v 7 L, [i%E€ (My Settings) ] Z3#IR L 97,
AT T2 [#A LY —> (Timezone) | Ky 7 X7 VA RNLHA LY = ERIRL, [IR1F (Save) 127 U v
7 LET,
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IOk vailiE, TI—LEY U7 SNTHHDO Y A RNEENLTWET, T T — A,
RY =DV —)VERBPREET D E MY T—anE T,

3% 34: Crosswork Cloud Network Insights 7 5 — Ls

FHILZRWAST L7 4 v 7 R
(309 ~=—3)

LT 47 AOERVEL
(321 =2—2)

TS AR —LASDEF
(333 2—3)

)

ASFEIGILEX (311 _X—) |ROAOAEZME (323 °—) | HZh72 AS S AEK (3353—
)

B LWAS/ 2D vy (313 |[ROARESE (325 *—) B 7 O R (337 _X—)
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LI NEIPT LT 4 v T A
(341 =—73)

TV T 4 TAT RANZ AR
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S5—L

V)

(343 ~2—

TSA ADEERME (345 X—
)

A H—=T = A A TX OfFH

(347 =)

A B =T A4 ARX DFEH

(349 =)

L7 4w AMEHE (351
~eD)

Cisco Crosswork Cloud 1—H'—# 1 K .




B 75085

3= 36 : Crosswork Cloud Trust Insights 7 = — Ls

75—L05H |

F—bU A (343 X— | TAARFTAL T 4 F 2 | N— FU =T OFEMEORGE
V) L—ya VOET (357 ~X—
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FTHILEZWLAST L 40w o R

c THILZRWAST L7 4 v 7 A (309 ~—3)

FTHILGZWLASTL 74 v o R

CTOTT—2F, LW LT 4 ARLFENCR 2T AS O FHI LW ET 2 L%
T, TE=HARBOBGPAS ML RIESNDI T VT 4 v 7 A, BT LEVWEORIEG L 72 2 fifk
X TEESN TV WESE, BT V7 4 v 7 ATT,

EALNDHBRHE SN DHME

DT T—2F, LW LT 47 ANRDENCEBREINR P >T- ASO T LW AEF F 72
I — b= DL F VA EREHETHDIELLET,

BETH7 7 —LIL—ILDERE

ZOT 7 —2—vE ASN R Y O —REILEMT 25813, ROA T v a UV ARET DMNE
N0 £ (PMNBV—T 1 275587 (External Routing Analysis) |> [% & (Configure) ]> [
U v — (Policies) 1> [H VU v —DiBH (Add Policy) ]>[ASN7R U 2 — (ASN Policy) ]>[/L—
VDB (AddRule) [>[THILZ2WAST L7 ¢ v 7 A (Unexpected AS Prefix) ]) .

e T T—LDLEVME (7 RRXAARXEINTEZT VT 497 AT E)

s VT 4T ADRE

il

[TEALZRWAST L7 ¢ » 27 A (Unexpected AS Prefix) |7 7 — AL/ —/L&fEHLTASN AR Y
V—HEERR L, B A HBD AS15169 12 7 LET, Fi2. ASISIEO B RIEENDH LT
HENDITRTOT LT 4 v 7 ATHBERESNET, RERMICEID, L7 4 v 7 288.0.024
BDAS LU —7 ENET, RRFC, V74 v 72990024 1ZIELLT R A XEINE
T2, BEINFEFHA, ETOLEWVMEIZGLT, N6 MEMFELT F7—2% b
UH—LFET, TOH, L7 4 v 7 %88.0.024 #lVHTEHIEERELEL, 77 —24
EIOVTTHT VT 47 4990024 1 T8FTEET,
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VAT AINA Ty v DRI ERTHRENELRH Y £,

)

GE) R ClIcRLcE s o1c, B Ob— MEROIRZ V., R L0 X A TORER
fif) ZEILTCWDHEEMENRH LI ET 2o T EELHLET, [vA T (MyPeers) ]/L—
Vi, FFED Crosswork Cloud 7 A2 U 7o g T OT 77— AEHTEET, [T
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(All Peers) 1 IZETRBI T a2 — 3L ET NSO BGP EFIHEWVET, 2047 v a &2k
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AN

EzondBREIN5MEE
TOTT—0F, =)= ERIETV T 4 v T AN D ¥y 7 DEEICESL B £,

BET H7 7 —LIL—ILDEE
DT T—=LN—NET VT 47 ARY —REIBMT 556813, RO TV a v 2@E
THDVERDHY 3 (PN —T « > 738 (External Routing Analysis) ]>[F%E (Configure) ]
>[AR Y — (Policies) ]>[R VU I —DiENM (AddPolicy) [>[7'V 7 4 v 7 AR I — (Prefix
Policy) 1> [/b— VDB (Add Rule) ]>[ASH{5 i< (AS Origin Violation) 1)

¢« T T —LADLEVH

A X738 57T ASN
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