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CHAPTER

JOx> E/NMILIP

ZDET, Cisco 70— KXV R UL YL R F—Fru=xA (BWG) D7 X T/81 )L [P HEREIC
OWTHHLET, £, TNOOBEEOREEL, LEICSUTREM L RLET,

BWG OURTOU YV —ATiE, ASN T o h— FE Y T 4 ORAMELFEELELE, ASNT U —F
EUT 41F, MS AT — & NABREMZBEI L, ASN *v hU =27 Odb Mo v DICEET HR C
7 71— FA (BWG) ZHiRT 5 & ZITHEEL 9, CSN &7 —4 ARl T —% 7u—ix, 7
> 71— FA/BWG TER Y hLET, CSNIZ, ASNF—#% 7L —HERTRETIZEE Y T 1 238
WHLETA, ASNT U — U7 0 0B 2H1Z, ML BWGIZL - THIfIEILD BS D>
KA —_R—TF,

CSNT7 v H—FEUF4IZEIC, R3VTZ77L R RAL L F5A L7 ASN & CSN o~ mEE Y
T4 B LU ET, FFICE ALV IPvE OGS, BED FA 2258 LW FA ICHEMERET 2 2 & TN
AT AT NEHEN (72 MIP RFEEFESN), Ty 7ARI—ABIO®F TV A Y —AD
F—B T F T =T 4T RANEHEINDI L EERLET,

BWG U U —% 2.0 T Proxy Mobile IP (PMIP; 7 2 %3 E3A )L IP) KERENEA SN E L7Z, PMIP
TiX, MIP 7 747> B MS WTIx7e< BWG NICEE SN E T,

BWG (PMIP 7 74 7 > 1) OREARBZRHEREIL, = —F DDV IZ Mobile IP Registration Request
(RRQ; &8k ZsK) #4EK L, Tz HAICEELTFA & HARBIC b RV BN T A Z LT, 20
TEREZ5E T 5I2IE, PMIP 7 A 7 > MZ EAP @RGE (F72133 2 3 93PH%E L7ORRRRE> — P AAA
TI7RR) AH=AL%ZBELUTC, METLZMIP 7 N Ea— N2 UETLILERDHY £9, AAA ¥ —
NiE, BEOEEY T 4 =R T M Ea—bbOky b2 BWGIZIELET, ZOEHREFEHL T,
BWG/PMIP 7 5 A4 7 NI HA IZxt9 % MIP RRQ B L £3  HA T MS IZEI0 Y Ton/iIP 7
KL A (Home Address (HoA;7"—2A 7 KL R)) %&ir Registration Reply (RRP; BERIGE) %
PMIP 7 74 7 > MZi L £9, MIP RRQ/RRP EifEDRER, PMIP 7 74 7 > hMI FA LxtaEL.,
Mor U THREZ M L C FA & HA BICT —% NRA &SI L ET,

MIP OBERIZADT 5 & BWG IZ DHCP £721X ARP AW =X L% EL T, MSIZHID ¥ THNIP
T RLAz@mmLET,

BWG PMIP HREICIE., ROBERENRH Y 7,
o % DHCP 7' rm & v —N
o #%¥® Home Agent (HA;x—24 =—Y =2 k) O¥F—Fh
e BWG/FA & HA [E]® IP-in-IP 3 X O°GRE bV v
o BOT RLAFYHTAH=XL (DHCP, AAA) LH#E)TH72HD PMIP 7 747 K
o HA 25D MIP @K%
o FA OfLEEE (Rv MU —7 OFHE)
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e MS OERICHHBEHAAR MIXET 2 PMIP L5 IP DA 7Y v K (Eff) 77e—F

e WIMAXNWG 1.22 THESNZEE Y 7 4 —E X (PMIP IPv4) @ Radius 7 b U Ea— |k
(IPv4 PMIP i) DH R — b

e L3-L3 (IPCS) BLWL2-L3 (A —H% x> k CS) TD PMIP O%HK— k
e PMIP 7547 MNFAIZKHT HAT— N7 A7 TNEM

DHCP 7R %Y ¥—N\

MIP T 284, 794 T D IP 7 FLADE Y Y CiX DHCP % — 3Tl < HA BT\ E
T, D=, BWGIZDHCP 7 haiz (UL —TiEa<) RSE20ERHY 3, KO
DHCP A vk — 47T ar BN R—FERTWET,

DHCP Discover
— 53:DHCP Av&—v # A7
— 57 :DHCP Dig KA v k—Y A4 X
- 61: 7747 MID
- 50: ERINZIP T FL X
- 12: A4
- 55: R"FA=HERY A (BT xRy b vA2Z, DNS, DN)

DHCP Offer
— 53:DHCP A vt—Y 4 A7
— 54 %—~1ID
51: 1P 7 R U — 2 Hjf#]
— 1Y Txy b ~RT Ub—% F7 9 L ORICEEE)
- 3:)1—%
6 : DNS
12:KRA M4

DHCP Request :
— 53:DHCP Ay k—Y 247
— 57 :DHCP DKA=Y A X
- 61: 7747 h1ID
- 54:%—2-1ID
- 50:ERSINEIPT FLA
— 51:IP7 FL 2 J—2HH
— 12: KA 4
= 55: NTA=ZYRY A b (¥ 7Ky b vA27, DNS, DN)
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DHCP Ack

53:DHCP #A v&—> %47
— 54:%—~1ID

51: 1P 7 R U — 2 Hjf#]

1: 7%y b ~<wR7

12: KA M4

DHCP Release

— 53:DHCP A vt&—v 247
- 6l: 27747 1D
— 54 : ¥ —1D

DHCP Decline

— 53:DHCP Avk&—¥ #A47
- 61: 7747 h1ID
— 54:%—~1ID

DHCP NAK

— 53:DHCP Avk—¥ #A47
- 61: 7747 K1ID
— 54:%—~1ID

7Ax2 DHCP ¥—/3& PMIP L D»iEE

BWG Y V—22.0 Tix, DHCP e X L 7ZFNYR— s TWET, IROT—% 7 r—i%, DHCP
Tuxy h—"EPMIP 7 T A7 MEOMEEZ R L TWET,

1.

o o e DN

MS A% v NU—Z7 NICBEIT 5 &, BS & BWG 2% Pre-Attachment Req/Rsp/Ack FIEDOE#H % 22
L ET, MS/BS 1L, BIEZERTHMNEINEHECTEET,

FRENER SN 254A . BWG 1T Identity Request FIEZBAMA L £ 7,
BWG iZ. AAA Access Request #2415 L 77,

AAA £ MS (ZXEIZIE U T, EAP &R & Bh L £,

BWG & BS 23R FIEEZET LET,

BWG T. AAA Access Accept “fELET, ZDA Yy E—IIZIT WIMAX 7 U Ea— |
(hHA-IP-MIP4, vHA-IP-MIP4, MN-hHA-MIP4-KEY, MN-vHA-MIP4-KEY,
MN-HA-MIP4-SPI, HA-RK-KEY. HA-RK-SPI, ¥ L ' HA-RK-Lifetime) "&£ E T,
Home 7 b U B2 — k&, Visiting 7 Y Ba— hE D bEBESRET,

MSK #3425 &, BWGIZMSK 7»5H AK =20 FF 2 F AR L TBS IZAfiL, 2T
PKMv2 # il LT MS & F—2n5c S £9, FA-HA AE ZHiH 3% & 12 NWG Stage 3 125
SE ., Y7 SPI &R L £,

BWG |2 DHCP/PMIP 71 h =)L 25—k =3 U &EE) L, HA (Zx3 5 MIP RRQ ##4 L £
T, RRQ A vE—VHOERIZ AAA — "2 —F JL—TORENLIE L, WOEBRMDE
EFNET,

— Flags : =—% 7 V—TREEITT 7 4V ME
— Lifetime : AAA £/ 22—V L —T0OREDE Y a L XA LT T b
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— HoA : AAA @ Framed IP Address 7213 € =

— Home Agent : AAA 72132 —V JA—TORE

— Care-of Address : BWG LD A > & —7 = f ARE

— NAILLEAE&Te

— REHAR— MEE (I-bit=0)

— Host-Config, ¥LiE (2—% JV—7THEINTWDHEHEE)

— MN-HA AE

— GRE-key L3 (Z DV U — A THLRAIE)

— FA-HA AE

HA O b oY 7 AT 72 2 IDB &, ERSITORWERIIERT 2LERH Y 9,
9. HA X AAA &ExfEE LT MIP ¥ —Z2 & L £,
10. HA X AAA 2O EUfS L7z MIP ¥ — % H L T MN-HA AE & FA-HA AE ##GEL £9,

11. HA TEIFIZkEhdT 5L, HAIZFDO T RL A A% —L4 (z—Hh/)L 7—)L. DHCP, AAA 72 F)
EHERAL, ZOFEAMNL 2—PFHR—A T RLAZEHDYTEST, 207 FLRIEL, BWG ~D
RRP A vt —ViIcbBRESINET, BWG iX Identification 7 4 —/L NE R L, BEEE2T = v
7 3 % 7= ®IZ Mobile-Home Authentication Extension % #t% L &7, Foreign- Home
Authentication Extension BEHEIN TV HHEIL, TNUBRIEINE T, T TORIENIEFIC
BTTHE, 2—F T —F2EETDHDOH kLD BWG & HA BICIERRESNVE T,

12. BWG ¢ BSBGRE 7 —% R R%&tEy N7y 7 LET, ZOAT v 71X, MIP RRQ/RRP & 1T
LTETTIRLERDHY 7,

13. MS/A % X DHCP DISCOVER ZBA# L TIP 7 RLAZEEL LS & LET,
14. BWG % DHCP OFFER % MS/ A X MIEELET,

15. RIZ MS/ 7 A X DHCP REQUEST %45 L £ 7,

16. BWG 78 DHCP Ack ik L £,

1

ZOFNAITLD NWG Ak & 13872 5T Y, MIP RRQ 3 DHCP Discover X v E—JIZL-ThHY
H—&FET, MIP RRQ # v+t — % DHCP Discover IZ LD HEREZMEE LARWIRD, T
AFIEFEICEEL 4,

PMIP Authenticated Network Identifier (PANI)

BWG U U—2x22 5, BWG IZ PMIP Authenticated Network Identifier (PANI; PMIP F2FEH &%

FU—ZFAF) BV AR— R L TWET, PANI OFEMIERIZ. AAA — 35 Access Accept A v
=YD —E L TEZETEET, PANI OFFMI 22595 &, BWG IZ HA 283 5 RRQ Z4AERKT
BHERIZ, PANI % Network Access Identifier (NAIL, *> bV —72 772 X@5l+) L LTHEHLET,

W DFEIZ, PANI ® AAA-Authentication 7 Y B =— F &2 L E7,

£ 341 PANI @ AAA-Authentication 7 k1) Ea—F
Access Access Access Access
FrYEa—+b+ (247 B&H Request Challenge |Accept Reject
PMIP NAI 26/78  |AAA IZL > TiREND MS OFGE |0 0 0-1 0
##H 1D
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FEHD HA DY R— bk

BWG 1%, ##D HA L BETL2 LB SN TVET, AAAIIMS 2L 1 DO HAIP T FL X%
RETTET, AAA ZFATERVWGEEE, 2= 7V —TORENL IP 7 FLAZHGLET,

WICREDHI 2R L ET,

router (config) #wimax agw pmip profile verizon
home-agent
address <home-agent-ip>

router (config) #wimax agw user group-list wimax
user-group cisco.com

aaa accounting method-list agw

sla profile-name silver

pmip profile-name verizon
|

RETEXD HAE, 2= FA—7Tkic 1 5T,

FA (BWG) & HARD ko) vy

BWG U U—=2207256, IP-in-IP & GRE ®fi 5D o2V 7 (GRE F¥—72 L) ¥ FR—FEhT
WET, T 74 DI IP-in-IP Fo %V 7 T4 (RRQ TG Ey FEFEELARV), GRE b
XV I BRRERGSE (RRQ TG By NERET D), 22— JA—THATRETEET,
WIZREDH &R LET,

wimax agw pmip profile verizon
proxy-mn
gre-tunneling-enable

wimax agw user group-list wimax
user-group cisco.com
aaa accounting method-list agw
sla profile-name silver
pmip profile-name verizon

MIP /KRR ~ERXEHLIE

MIP & A % EdLEIX, RFC 4332 THESRTWET, F 74/ IS F—7 /N T7, proxy-mn &
2 3 T no host-config-ext-request 2~ > FEZHEHA LT, PIRMICT 4 E—7 M2 TEET,

WO HA ORFTA—HZ, DHCP A7 a> bt LTI I7A4T7 v METZERTEET,
e MIPF—A Xy hU—2 FVLT7 47 AF >DHCP ¥ 7y h w27 (1)

e MIP77#/V K #—hkD=A — DHCP L—% (3)

e MIP DNS #—~% — DHCP DNS (6)

Cisco 10S 1 ) —2 12.4(24)YG2 [l Cisco TA— KAV K DAY LR F— kx4 J1IJ—2R 2.2
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|
ZOREZ A X =T VT BT, ROFIHZFITLET,
= =Ly
AFYFT 1 router(config)# wimax agw pmip profile verizon BWG CT7uaxy EXALNVIP FurdZr A )VEA X —
proxy-mn TN LT,
host-config-ext-request // RFC 4332
ATYF 2 router(config)# wimax agw user group-list wimax BWG Ca—¥% ZA—7 U X E2HTELET,

user-group cisco.com
aaa accounting method-list agw
sla profile-name silver
pmip profile-name verizon

DNS &ETF 74Nk F—Fo A DEE
BWG #3425,  DNSEF 7 4Lk F— RO x50 —H TR E LY, AAA F— b4
va—RNL7=Y & FET,

HA 7% RFC4332 (AR A FREWLIE) P R—F L TWARWES. CLI 248 LT BWG TDNS LW
TI7HNVE = oA ZRETETET, FLFAAA V=N DNS BLXOT 740 N F— U=
ADFEMEL D 0 —RTE5L9ICBWG 2R ETEET, DNSBIOF 7 4/L b F— b= A Dit
X, DHCP r X nZEZo—#E LT CPEIZEFEINET,

BERNEALII R D £ B Y TF,
1. HA?SL RRP O—#i& LCZIFE L DNS BLXOT 740 b 7 — b v = A OFFHM
2. BWG B AAA »HZE L7 DNS BEXOT 740 b 7 — U = A OFE
3. BWG Tr—HNVIIRESNTVWELEDNS BLOT 740k F—hoUxA
DNS BLXOT 74NV b F— b T oA ZFRET DL, RO REFERLET,
¢ [no] dns-server primary <ip address> secondary <ip address>
¢ [no] default-gateway <ip_address>

WIZ, DNSBEORT 740 N F— U= A OREFIZRLET,

wimax agw pmip profile pmipl
proxy-mn
dns-server primary 10.1.1.1 secondary 10.1.1.2
default-gateway 10.1.1.3

# 3-2 DNS 8&UT 74Nk — b2z A 2RET S7-HD AAA-Authentication 7 FJEax—+
Access Access Access Access
ZrJ)Ea—+ (447 BB Request Challenge |Accept Reject
Default Gateway [Cisco |74/ A— T =24 DIPvA 7 FL % |0 0 1 0
AVP
DNS 26/52 |DNS %+ — "D [Pv4d 7 KL & 0 0 I-n 0
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D947 DIPF7RFLRADEIYET

PMIP |Z, #A4F v 7 1P LEEIP OWMFDOT RLAEID B TCAD =X L&Y R—FLTHET, [H
FEIP 7 RLADLFE, BWGITENRA L AT —2 9V TREFHD IP 7 KL 2% ARP 2 U TH%H
LET, ZOHBABWG X, IP 7 RL AR AAA =X ora—RKLEIP T RLA 7—LO#
FANICH D Z 2R L, IP 7 FLAZHFALET, 9 1 20FEEIP 7 KL AHFKXTiE, BWG 2
AAA =5 L7 IP 7 FL A% DHCP 2@ U TMS 1Y —AT 5 & W IHEMEICHKSE £,
EH 503 F U AT, HA ~O MIP B4 BWG 23 IP 7 F L A &84k L, HA 23846 % %17 Ah
HE. MSHZEDIPT RLAZHATEET, ¥4I v 7 IP 7 KL ADFE, MIP BiFFFIC BWG
IZIP 7 FL 2 Z 429, HA DEA D7 FLAF Y ¥ TR¥—2A (AAA, DHCP, =—Hh /v 7 —b
mE) ITHESE | BEROISERIC MS/ARA MIIP 7 FLAZ2EY Y TET,

BWG 78 MIP #i{EZ IFONM 3 RTIZ, DHCP U L— A b =X A FE7=1F AAA 725 O Framed IP Address
ZFHEUTCHEICIP 7 RLAZEBLTWAEERHY £3, TOHE, BWGIEENLDIP 7 RL 2%
B IP DY F U ALREEBICOELES, 2F 9, HA ~® MIP RRQ (2%, E1 0 4T AL D IP 2% HoA
LLTRESNET,

HA 5D MIP D& 8&%K%h

HA 2260 MIP ORIB IR — SN TWET, EFX=2 VT4 7V —3a VB RRP AvyE—UT
HERINBE, MAEFOEY > a VIFHEINET,

PMIP KR kL5 IP KRR FDHTF

FADGHEZESE

7o haOFIRIZE D MIP IMABENREETESIP 7 FL AT 1 22T, Zhid, MS 0%
WCHDEHE OB A MIRHETE DBED BWG BERE L 13RI TT, Zokd, MAFED (F7 44k
D) KA KT MIP HoA #FH VY THNET, HYOKRR ML, ZOMAEHO PMIP 23 1FE L7
WD E T, BIEEEMS IPAANE LTHRELET,

FArD{i EH X, MS 23510 FA/BWG 2L CTHry N —ZIZHEBET D &I NI T—SnET,
- AVHLWBWG WO PMIP 7 74 7 > hdsild B0 RRQ B4 L. HA 15V FA/BWG @
MS @%ﬁ%%xﬁéﬁi%

Kz, FA ONEZFEELZRLET,

1. MS. BS-1, BWG-1, BXOQHAMTT 7T 4 7Rty a rBELSNHTHET,

2. MSZABS-2ICBEIL, v bV —27 ~OFEBEENPMLEITRY £,

3. Xy hNI—I~OFREO L LT, BGW-2 2% HA 1% L T MIP RRQ Z[th L £,
4. HA BXMS OEEFONA 7 4 7 &KL, MS O MIP Bk z ks S &£,

5. MSOtyva vBRERHFETIHAE, BWG-1 1320ty v a s V=T v 7 RBBLET,
6. BWG-1 723 MIP O&%h %R L £7,

7. U HoA % L7 MIP RRP 7 BGW-2 ICAE S Ed,

8. MS 7% DHCP Discover % %fg L £,

9. BWG-23MS ®IP 7 FL 2 & LT HoA Z#t L £,

10. MS %% DHCP Request Z 418 L 7,

M. IP7 FLAREID L THNIZZ L 2RI 5720, BWG (3 DHCP Ack #IR L £,

| oL-14679-02-J
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ENRANVIP ZEHTHE, v 7Y T 0 ORWTIE, MAFOARR MIF L HA IZ XL > THEIZF
CIP7 RLAZED Y THENET, -7EL, ~Z7 0T U T 4 DRUTH, MS OIERICHHEKD
S IPEANMIFCIP 7 FLAZE DY THEARWEERHY 4, Zhid, BfRT22 209 —t
A FuaNf A —BOREICL > TRED £9, BWG-1 & BWG-2 2837 U DHCP — %z E4 545
AiX, DHCP H— 1T, ~7aEb V7 4 A XV MERIZHEEICFRICIP 7 RV A Z KR A MZED Y
THAD=ALEMATEET, —J7. BWG-1 & BWG-2 8 &72 5 DHCP — "%z HHAT 554, ~
It YT 4 A RIS IPARARDIP 7 FLARFEUTHD EIERY £HA,

~

(¥) R4AXR—ZADTA PV E—FDFADOMEELEEIL, 0OV ) —ATEIR—-FshEti,

A—4% %y b+ CSL2-L3 £/IXIPCS

MIP 7a h 2L Tix, HA E FARI TR L ENDE X7y MIIP X7y b THEHIVERSH Y 7,
BWG D&, £ —H%+* > b CSL2-L3 £72F IPCS iX. CSN (HA) ~D LA ¥ 31IP X7 v M2/ D
F9, L7en->T, BWG O PMIP AR — FTik, A —H%xv b CSL2-L3 BLUIPCS Oljl & i)
TELHEIFI SN TVET,

—FF, =Y TN —TTA =% x>y Fh CSL2-L2 7V v P ITNA F—TNLDIFE, TbD2—H|Z
% LT PMIP BEERNHENMIZT 4 =720 ET, 2F 0, L2 7Y v 7 DIiF 9 2 PMIP HEE
o bERLInES,

WIMAX RADIUS 7 FJEa—F

WiMAX Forum NWG 122 fE#D7 F U B a— bV R—bENET, kOKRIZ, YR—FENDET
M) Ea— hOREMZERLET,

WIiMAX RADIUS 7 F U E'=— |

® 33 WIiMAX RADIUS 7 FJEa—F

Fr)Ea—F HIL:]

hHA-IP-MIP4 (26/6) HA 7 FL A

MN-hHA-MIP4-KEY (26/10) ENAN ) — ROERIZEAT 27 R Ea—
I : HomeAgent Authentication Extension

MN-HA-MIP4-SPI (26/11) MN-HA-MIP4 & —{ZB8# T &7z SPI

Session-Timeout tyvary ZFAL7U N 32y M) IEHED

TAT7HEAL N (16 By b)) IZEBRINET, &
KX 65534 (MHAL) TT,
Framed-IP Address FHETDHHEA. 207 Y E=— bk MIP RRQ
THoA Lt LTERHENET,

HA-RK-KEY (26/15)
HA-RK-SPI (26/16)
HA-RK-Lifetime (26/17)
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ATF—FrI2L Yy a VO ER

PMIP 7 947> FFAIZIE, By a  ORNENREERBATIMEOAFT—LNFELERTA, TDO
O, A= IV T—=XEBWG Oty vary T—4O—¥E LTRPINET, A vTF4—1—
DREALEZEZOREIL., BT 7T 4 7o BWG /D347 MBETE v o g v &2k
TE5ZLTY,

PMIP D A7 — F 7V By v a siERE BWG By vay 7—2 LIZFET 5121%, ip mobile
foreign-agent redundancy CLI % A R — 7 /VIZT 2ME R H YD £,

PMIP 7027 1 LDOEKE

Wi, HA 7 FVAB IO GRE b r U TUNDRT A =2 DHl 2R LET,

router (config) #wimax agw pmip profile verizon

home-agent
address <home-agent-ip>
ha-rk-key <key> spi <spi> lifetime <value>

proxy-mn
gre-tunneling-enable
host-config-ext-request // RFC 4332
mn-ha-key <key> spi <spi>
coa <ip_ address>

local-timezone <tz>

Ka—W FNV—TIIMEE T, HEFEHDOPMIP 7’a 7 7y A MY 7 TEET,

router (config) #wimax agw user group-list wimax
user—-group cisco.com
aaa accounting method-list agw
sla profile-name silver
pmip profile-name verizon !

GE) IPEAAAEREIIMEETT, RERAMAZET LD Y g =0 ZHERNT T AAA —NTIEET
DRV IAFE TR LT PMIP #fE % 317 C& £ 9, gre-tunneling-enable # k< & X Tox—% 7
N— T OFREE, THUTHIET 2MAE D AAA OFREZFMATE2WEAIT, 7740 b & LTHRE
LET,

BWG | CPMIP R — %27 7T 4 72T 2120, WL ODDIEAKRIZRENSA L IP REEIT O LE
NhHVEFT, E2E, AVF—Tx2AA A A=V FXy b 1/3%NMLTPMIP H—EREFMZTHIC
X, ROENSAL VP o~ REEFTTILERDH Y £,

interface Ethernetl/3
ip address 14.1.1.30 255.255.255.0

ip mobile foreign-agent care-of Ethernetl/3

ip mobile foreign-service reverse-tunnel

ip mobile foreign-service revocation retransmit 3
ip mobile foreign-agent redundancy

()  ip mobile foreign-agent redundancy CLI #3735 &, PMIP OILEME2RHE TE £,

Ju—sb awy RE@ LT PMIP —E X% A 2—7 /L3 % L. pmip profile 2+ 257 AAA
=L RIEENDT MY Ea— FEHFREL T, WIMAX 2—H L —7 T LI MIP 2R ETEE7,

Cisco 10S 1 ) —2 12.4(24)YG2 [l Cisco TA— KAV K DAY LR F— kx4 J1IJ—2R 2.2
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BWG TIZL2-L2 7V o ZIE MIP LB LE A, St SNty a BN PMIP T, L2 7V v
VUTNRHERESNTWAEE, L2 7V v P 73T 42— 0D £9, By g PMIP O
G L2- L3 A7 v avidA—%Fy b CS THEAENET,

L2-12 7V oo A 2 —T T BHI2iF, WOFIEEFEITLUET,

avwy kR

E[:3)

ATwF 1 router(config)# wimax agw user group-list wimax BWG CTL2-12 7Y v 0 A x—T M2 LET,

user-group cisco.com

aaa accounting method-list agw

sla profile-name silver

bridge-group 1 ! Enable L2-L2 for Ethernet CS

~

GE)

IPCS = —% £ 721X L2-L3 =—VDHAE., =—F D PMIP #iEIF AAA 7 P Ea— 2@ L CTHRES
NET, AAAT b Ba— MRFEELZWEEIX, pmip profile 2 L T=—% /L —7DORET
RESHET,

WwIZ, PMIP 7un 7 7 A vt a—% T —TOREFEZRLET,

router (config) #wimax agw pmip profile pmipl

home-agent

address 14.1.1.80

ha-rk-key ascii rootcisco spi decimal 258 lifetime 6000
proxy-mn

gre-tunneling-enable

no host-config-ext-request

mn-ha-key ascii cisco spi 102 lifetime 3000

coa-address 14.1.1.100

|

lhost-config-ext-request] 1£7 7 4 /L h TA X —T VLTI,

router (config) #wimax agw user group-list wimax
user-group cisco.com
aaa accounting method-list agw
sla profile-name silver
pmip profile-name pmipl
|

TN IDTTTIFRDEEBY TY,

Sty k=0

Bty k=0

dey k=0

MEy k=0

G t' v b = gre-tunneling-enable Zf#fH L TRE
r&y h=0

TEy =1

Xty k=0

I > k =RFC 3543

GRE b xvid, FACLI ZFEH L CRETILERH Y £9, AAA F— 030 E 7 PMIP JIAZE O

fEmEz T~ TRETE 256, 2—F /L —TORETT I TUEETT,

Il CiscolOS Y Y—2X 12.4(24)YG2 Fl+ Cisco FA—F/IAY F DAY LR F— btz JY—R 2.2
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NAI D% E

Ty varOBBETA T HALE, ROVTNPOFETRHFTEET,

e mn-ha-key 74 7 % A LT RFHE, session_timeout [FAFHKE. AAA I3 session_timeout % %15 L
A /AN

ZO%E . reg lifetime [ZMEHIBR (65535) & RS ET,
o mn-ha-key 74 7 % A LIIARFRE. session_timeout (X 65535 LV K& RIE :
Z DA, session_timeout fEIE 65535 28IV 5D b, reg lifetime & L THEHENE T,

e mn-ha-key 74 7% A 2L 0 L0 K<, 65536 L V/NEFE, session_timeout 0 LV K&
<., 65536 LV /I ERE -

Z DA, mn-ha-key 71 7 %A LIS reg lifetime & L CERA SN ET,
* AAA 73 session-timeout % %15 :

ZOMR0 LY KEL, 65536 K0 /NSWVEA, reg lifetime & LTHEASNES, ZofiEn
65535 £V KX WA, 65535 ICH 0 @0 b EAMER S ET,

EAP ZBEEa—L
SREE DML TIL, BWG 12 MS @ NAI ZH L CIEREZ IS LE4,
WIZ, V=T RNy VEEHLIZFAA v X —T oA ADTEEREDOHZ R LET,

BWG #1

interface Loopback0

ip address 16.1.1.100 255.255.255.255
|

! HSRP redundancy interface

!
interface Ethernet0/0

description WiMAX Simulator Interface
ip address 14.1.1.30 255.255.255.0
standby 2 ip 14.1.1.100

standby 2 name AGW-IOU

BWG PMIP DO&5E

wimax agw pmip profile <name>

home-agent
address 14.1.1.80
ha-rk-key ascii rootcisco spi decimal 258 lifetime 7200

proxy-mn

host-config-ext-request
mn-ha-key ascii cisco spi 102 lifetime 7200
coa-address 16.1.1.100

wimax agw user group-list wimax
user-group unauthenticated
aaa accounting method-list agw
sla profile-name silver
proxy realm cisco.com
ip static-allowed
pmip profile-name <name>

| oL-14679-02-J
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E/XCILIP DERFE

router mobile

! tell FA about the loopback interface

ip mobile foreign-agent care-of Loopback0
|

ip mobile foreign-agent redundancy

ip mobile foreign-service revocation

ip mobile foreign-service challenge

ip mobile foreign-service reverse-tunnel

BWG #2

PMIP ORTEILT 7T 4 7B LR Z 30 BWG Ofi i CR—TTMN, WA ¥ —7 =1 A
HSRP IZ k> TRV F9,

HSRP TS >4 —J /4R

interface Ethernet0/0

description WiMAX Simulator Interface
ip address 14.1.1.32 255.255.255.0
standby 2 ip 14.1.1.100

standby 2 name AGW-IOU

Wiz, HSRP /v —7 7 KL A% EH LIZFA £ VX —7 = A4 ADTLEMEREOM 2R L ET,

HSRP TR#A V2 —T (4R

BWG #1

interface Ethernet0/0
description WiMAX Simulator Interface
ip address 14.1.1.30 255.255.255.0
standby 2 ip 14.1.1.100
standby 2 name AGW-IOU

BWG PMIP DOE&5E

wimax agw pmip profile <name>
home-agent
address 14.1.1.80
ha-rk-key ascii rootcisco spi decimal 258 lifetime 7200
proxy-mn
host-config-ext-request
mn-ha-key ascii cisco spi 102 lifetime 7200
coa-address 14.1.1.100
wimax agw user group-list wimax
user-group unauthenticated
aaa accounting method-list agw
sla profile-name silver
proxy realm cisco.com
ip static-allowed
pmip profile-name <name>

ENAILIP DRTE

router mobile

! tell FA about the loopback interface

ip mobile foreign-agent care-of Ethernet0/0
|

ip mobile foreign-agent redundancy

ip mobile foreign-service revocation

Cisco I0S 1 y—X 12.4(24)YG2 Flf Cisco TA— KNV K DA ¥ LR F— A J—Z 2.2
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ip mobile foreign-service challenge
ip mobile foreign-service reverse-tunnel

BWG #2

PMIP OBTEILT 7T 4 7B LR Z 30 BWG OfiJ5 TRl — TN, WA ¥ —7 =1 A%

HSRP (2L > THEARY £7,

HSRP REMtf V5 —J x4 R

interface Ethernet0/0
description WiMAX Simulator Interface
ip address 14.1.1.32 255.255.255.0

standby 2 ip 14.1.1.100
standby 2 name AGW-IOU

EDHER

%I?"

BWG L@ PMIP [EROMRB LV E T TN a—T 4 7 %47 5120, ROFIEZFATLET,

avwy kR

E]:)

XFvF 1 router# show wimax agw

BWGOY 7 o7 N"—Ugr, HFAalans
NR—=R AT7—va O, FRAIESNBHIMAEOHK
RE BHEUAT A NRTRA—HERRFLET,

WOERNBMENE LT,
e PMIP 231 % — T /WIZ 725 TV BBEDI AL S

RFwT 2 router# show wimax agw subscriber

BWG N PMIP =227 % A ME#RE KT 5 72
O, HAREREE Lz, PMIP kX LBIW
VYA N USRI, EE¥EO Taxy 31 )1 ip 2
v RTIETEE T ROERMNBINSIE LT,
e PMIP %7 5 INIAZE OHRE
e RO MIP EH :
— HA7 FL X
- A=A T FRLZRA
— // host-config BNFET 54
- KR—L Xy NT—7 TVLT 47 RAE
— Default Gateway
— 774 ~<U DNS
— &#H 4 U DNS
o IRA MO
— Host PMIP A7 — % A (7 KL A7 PMIP
EHEALTHVYTONZNE S D)
o MIP BEENE T LTV ARNWEDICHES N
Ny b

| oL-14679-02-J
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avw> kR B#
RXTwF 3 router# show wimax agw subscriber internal FEOIERLAC, ROERNZ O CLIIZEMNS
NnNE L,
o KD MIP &
— MN-HA F%—
— MN-HA-Spi
— HA-RK-Key
— HA-RK-Key-Spi
— BRINZTATHEA N
— Mip-Flag
— AAA-Pmip-Flag
— Pmip-Cli-Conf-Flag

RATwF 4 router# show wimax agw statistics internal WOFEHM™BEMEINE L,

o [EEIP AAMN AAA K > TREES LTV
RWEDITHEE S =N v R (LLRT,
[EE 1P A A b D3FFAf STV RN O IR
SNy MO

o BEEIP AA MY HA LK > TREES N TV
W DIZHEFE S =37 > MK

o MIP BEHPICZE L, T—% 7y MRIE
Sz DHCP /37 v |

o MIP BFHIZZIEL, 7—4 N7y FDEE
7= ARP X7 v |k

o MIP B&HPICZE L., 7—F T v FOVKE
S 7z ARP L4k 22 DHCP BISA3 7 b

o PMIP 734 F— 7 L DOMAE DA FHEREL

o PMIP 234 % — 7 L DOIMAFE DA FHHIFRE

o MIP &N T L TWARWE OIS L
Ay

RTFwY T 5 router# show wimax agw statistics dhcp-relay ZOa<r Kk, LLEilX show wimax agw

statistics dhep & L CHILNTWE L7z, BWG ¥

DHCP U L —& L THERE T D BRIZ DHCP #— 3 &

DM THEZ(EEN D DHCP A vEe—UHEERRL

i‘j‘o

RXF97T 6 router# show wimax agw statistics dhcp-proxy Zoa<wr Rk, BWG 2 DHCP ux & 1L
PERET D BIC DHCP 27 74 7~ b & O TEZAF
S5 DHCP A vE—VHERRLET,
RFwT T router# show wimax agw fsm dhcp-proxy Toa<wy NI, BE BeXY A5 —hF w00
AT — b ERRDEROB BTN L ET,

AFwFS 8 routertshow wimax agw statistics internal | inc SLB SIB AT 4 vFHYAR—FrDO—L LT, 4 o0
Total SLB sticky update notifications succeeded 0 PR A NEMEhELF. —hAbDH VAT A
Total SLB sticky update notifications failed 0 %1%&:55‘2%&7‘:!19&&511,%:\ E%ﬁ'@%ﬂ& ﬁ”@%@%ﬂ

Total SLB sticky delete notifications succeeded 0 . ‘
Total SLB sticky delete notifications failed 0 @@%ﬁﬂﬁbij‘o

Cisco I0S 1 y—X 12.4(24)YG2 Flf Cisco TA— KNV K DA ¥ LR F— A J—Z 2.2
m. OL-14679-02-J |



| £3& Joxy ENXALIP

||
BWG VU —220TiX, ROT Ry a~wr FRBINShE LR,
avvk =]y
RAFwT 1 router# debug wimax agw switching pmip PMIP 2 A v F o 7 TRy T h2FRLET,
RAFTwF 2 router# debug wimax agw switching pmip errors PMIP AA v F o7 2T —FT RNy T E2FLET,
RXTw 7T 3 router# debug wimax agw switching pmip events PMIP AA v F 2 7 A X N TRy T ERFRLUET,
ATwF 4 router# debug wimax agw switching pmip fsm PMIP XA v F 7 fsm TNy 7 E#HRKRLET,
ATwT 5 router# debug wimax agw switching pmip packet PMIP AA vF o7 Xy N TRy T EFRLET,
RAFwT 6 router# debug wimax agw switching pmip fsm errors PMIP A A4 vF o 7 fsm =T — T T HF L
AN
RXFwF T router# debug wimax agw switching pmip fsm events PMIP A4 v F o7 fsm A X2 b T8y 7 EFR
LE,
ATYF 8 router# debug wimax agw switching pmip packet detail |PMIP AA v F o 2 /& v hOREMAEFRLET,
RATFwT 9 router# debug wimax agw switching pmip packet brief PMIP 24 v F o7 Ay MEFREERLET,
RATY 7T 10 router# debug ip slb sticky asn msid SLB AT 4 v X EFHROT Ny V2L ET,

FA EOPMIP L YR RU T—TNEHBETDHIZIE, RO~ REETLET,

BWG#show ip mobile proxy registration
Proxy Mobile Node Registrations:

100022240001@cisco.com:
Registration accepted 06/13/08 05:18:59
Next Re-registration 00:01:29
Registration sequence number 1
Care-of addr 14.1.1.30, HA addr 14.1.1.80, Home addr 5.1.0.2
Flags sbdmg-T-, Identification CBFC81C3.1108C374
Lifetime requested 00:50:00 (3000), granted 00:50:00, remaining 00:26:29
Revocation negotiated

HA ONA T 4 v 7 T—TNEHERT DL, kOa<wr REFETLET,

HA#sho ip mob bind

Mobility Binding List:

Total 4

Total VPDN Tunnel'ed O

100022230001@cisco.com (Bindings 1):
Home Addr 5.1.0.1
Care-of Addr 14.1.1.30, Src Addr 14.1.1.30
Lifetime granted 00:50:00 (3000), remaining 00:45:16
Flags sbdmg-T-, Identification CBFC8713.59B6D7F8
TunnelO src 14.1.1.80 dest 14.1.1.30 reverse-allowed
Routing Options - (T)Reverse-tunnel
Proxy registration, sequence number 1
Revocation negotiated - I-bit not set
Acct-Session-Id: 0x00000004
Sent on tunnel to MN: 0 packets, 0 bytes
Received on reverse tunnel from MN: 0 packets, 0 bytes

HA & FA HIOENSAVIP b AN Z2fERT 21213, koa~r FaEfTLET,

BWG#sho ip mobile tunnel
Mobile Tunnels:

Total mobile ip tunnels 1
TunnelO:
src 14.1.1.30, dest 14.1.1.80
encap IP/IP, mode reverse-allowed, tunnel-users 4

Cisco 10S 1 ) —2 12.4(24)YG2 [l Cisco TA— KAV K DAY LR F— kx4 J1IJ—2R 2.2
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Input ACL users 0, Output ACL users 0

IP MTU 1480 bytes

Path MTU Discovery, mtu: 0, ager: 10 mins, expires: never
outbound interface Ethernetl/3

FA created, fast switching enabled, ICMP unreachable enabled
5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

23106 packets input, 2772720 bytes, 0 drops

23106 packets output, 2772720 bytes

ENA) )= RO HAN—T 4 7 T—=TNVEHERTHIZIE, KOa<wy REEITLET,

HA#show ip route mobile

5.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
M 5.1.0.0/16 is directly connected, MobileO
M 5.1.0.1/32 [3/1] via 14.1.1.30, 06:24:02, TunnelO
M 5.1.0.2/32 [3/1] via 14.1.1.30, 06:21:43, TunnelO
M 5.1.0.3/32 [3/1] via 14.1.1.30, 06:21:40, TunnelO

WIZ, BWG PMIP DT X TORER Z R LET,
!

ip vrf voice

rd 200:1

|

ip vrf sales

rd 200:1

|

radius-server host 12.12.22.12
radius-server key cisco

! | Start mobile IP process
router mobile

Specify an interface as the COA used by the MN
ip mobile foreign-agent care-of Ethernetl/3
ip mobile foreign-service reverse-tunnel
ip mobile foreign-service revocation retransmit 3
|
interface Ethernetl/0
Description Interface towards voice switch
ip vrf forwarding voice
ip address 15.9.9.1 255.255.0.0
|
interface Ethernetl/3
ip address 14.1.1.30 255.255.255.0
|
interface Ethernet2/0
description Interface towards sales department
ip vrf forwarding sales
ip address 15.9.9.2 255.255.0.0
|
interface Ethernet3/0
description VLAN 10 for Voice
ip address 4.2.4.4 255.255.0.0
encapsulation dotlg 10
|
interface Ethernet4/0
description this interface to be used for FA
ip address 4.3.4.4 255.255.0.0
|
!
Interface VirtualTemplatel
ip address 4.4.4.4 255.255.0.0
encapsulation agw
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|
wimax agw service-flow pak-classify-rule profile secl-classifier-uplink
priority 1
ipv4 permit gre 2.2.2.2 224.0.0.0 any
ethernet permit any all 0032.00AE.0023 ffff.0000.0000 ethernet-type ging
vlan permit any priority 0 7

|
wimax agw service-flow pak-classify-rule profile secl-classifier-downlink
priority 1
ipv4 permit gre 2.2.2.2 224.0.0.0 any
ethernet permit any all 0032.00AE.0023 all ethernet-type ging
vlan permit any priority any
|
!
wimax agw service-flow profile secl
direction downlink
cs—-type eth-cs
pak-classify-rule secl-classifier-downlink
cs-type ip-cs
pak-classify-rule sec2-classifier-downlink
gos-info isf-gos-downlink

direction uplink
cs-type <eth-cs/ip-cs/vlan-cs>
pak-classify-rule secl-classifier-uplink
gos—-info isf-gos-uplink
set vlan-priority 5

|
wimax agw sla profile silver
service-flow pre-defined isf profile isf
service-flow pre-defined secondary 1 profile secl
|
wimax agw user group-list wimax
user-group unauthenticated
aaa accounting method-list agw
aaa authentication method-1list agw
sla profile-name silver
proxy realm cisco.com
ip mobile
home-agent
address 14.1.1.80
ha-rk-key ascii rootcisco spi 102 lifetime 36000
proxy-mn
host-config-ext-request
mn-ha-key ascii cisco spi 102 lifetime 36000
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