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HA EIZ VRF 28R ET HIE. ROEEEZFEITLET,

avwvFk B
X597 1 Router(config)#ip mobile realm @xyz.com RAA > @xyz.com D VRF ZEZRLET,
vrf vrf-name ha-addr ip-address
[aaa-group [accounting aaa-acct-group | if:\ VRF g:;(‘j-ﬁt‘;j—é HADIP T RL A fg‘ MOIP v
authentication aaa-auth-group]] ?\/I/@,{\; ﬁ%ﬁ% vk ﬁCE% Lij—o
HA D IP 7 RLRIX, Ay 7 A LEONV—T 1 7 HARER
IPT RLRIZT 20ENRHY £,
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BREY— N T N—THERTEET,
AAAT AT T AT =N T N—T2ERT DL, L
NEDA—=FDTXTDT T T 47 ba— FH,
BELLEIN—TITEEINET,
AAA FBIEY—/N AL —TFEEFT DH L. HA-CHAP
(MN-AAA F8FE) 28, TO7A—FITERSLTVH Y —
SRS ET,
RFTw T 2 Router(config)# ip vrf vrf-name Ry 7 AEIZVRFZEHZLET,
description VRF for domainl VRF OFiHH,
rd 10:1 VRF O /b— &5k -, /b— Ml 725 7E L T, VRF 7 —
TNEERLET,
A
() A HACPU LT.%& FAA T 120D VRF &% E
TOLMNENRDHY £,
RAFwF 3 router# interface Loopbackl ZVREFDIPT RLAZRETHIL—T RNy T f L H—

ip address 192.168.11.1 255.255.255.0
secondary
ip address 192.168.10.1 255.255.255.0
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7iE7e—FRE¥y Ak ~A27 (0.0.0.0) 1%, FETRET
TH D EFHA,

WIZ, VRE D2—% a7 7 A VERET L2~ LET,

[ //localhost/Radius/Profiles/mwts-mip-r20sit-haslbl-prof/Attributes ]
CDMA-HA-IP-Addr = 20.20.225.1
CDMA-MN-HA-Shared-Key = ciscociscociscoc
CDMA-MN-HA-SPI = 00:00:10:01
CDMA-Reverse-Tunnel-Spec = "Reverse tunneling is required"
cisco-avpair = mobileip-vrf-ha-addr=20.20.204.2
cisco-avpailr = ip:ip-vrf#0=ispxyz-vrfl
class = "Entering the World of Mobile IP-3"

Service-Type = Framed
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wIZ, MWAMHA [C?D VRE " — FOREFIZ R LET,

CiscoHA#show running-config
Building configuration...

Current configuration

!
aaa new-model
|
!
aaa group server
server 9.15.100
!
aaa group server
server 10.76.86
!
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
ip subnet-zero
no ip gratuitous
ip cef

authorization
authorization
authorization
authorization
accounting network default start-stop group radius
accounting network vrf-auth-grpl start-stop group vrf-auth-grpl
accounting network vrf-auth-grp2 start-stop group vrf-auth-grp2
session-id common

3366 bytes

radius vrf-auth-grpl
.1 auth-port 1645 acct-port 1646

radius vrf-auth-grp2
.8 auth-port 1645 acct-port 1646

authentication ppp vrf-auth-grpl group vrf-auth-grpl
authentication ppp vrf-auth-grp2 group vrf-auth-grp2
authorization

config-commands

ipmobile default group radius

network vrf-auth-grpl group vrf-auth-grpl
network vrf-auth-grp2 group vrf-auth-grp2
configuration default group radius

-arps

no ip domain lookup

!
|

ip vrf moip-vrf-grpl

rd 100:1
!

ip vrf moip-vrf-grp2

rd 100:2
!

no virtual-template snmp

!
|

!

interface Loopbackl
ip address 172.16.11.1 255.255.255.0 secondary
ip address 172.16.10.1 255.255.255.0

!

interface GigabitEthernet0/0

no ip address
!

interface GigabitEthernet0/0.11
encapsulation dotlQ 11

ip address 9.15

no cdp enable
!

.42.111 255.255.0.0

interface GigabitEthernet0/0.82
description Interface towards PDSN
encapsulation dotlQ 82

ip address 10.82.82.2 255.255.0.0

|
router mobile
!

ip local pool vrf-pooll 10.5.5.1 5.5.5.254 group vrf-pool-grpl
ip local pool vrf-pool2 10.5.5.1 5.5.5.254 group vrf-pool-grp2

ip classless
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ip route 10.15.47.80 255.255.255.255 GigabitEthernet0/1

ip route 10.76.86.8 255.255.255.255 9.15.0.1

ip route 10.1.0.0 255.255.0.0 GigabitEthernet0/0.82

no ip http server

!

ip mobile home-agent

ip mobile host nai @xyz.com address pool local vrf-pool2 interface
GigabitEthernet0/0.82 aaa

ip mobile host nai @cisco.com address pool local vrf-pooll interface
GigabitEthernet0/0.82 aaa

ip mobile realm @xyz.com vrf moip-vrf-grp2 ha 172.16.11.1 aaa-group accounting
vrf-auth-grpl authentication vrf-auth-grp2

ip mobile realm @cisco.com vrf moip-vrf-grpl ha 172.16.10.1 aaa-group accounting
vrf-auth-grp2 authentication vrf-auth-grpl

!

!

!

radius-server host 10.15.100.1 auth-port 1645 acct-port 1646 key cisco
radius-server host 10.76.86.8 auth-port 1645 acct-port 1646 key cisco

!

control-plane
!

end

HA iR %A L - VRF OEEH
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ATv74
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&Iz, HA JUEM & VRF Zf#i ] L7- Cisco HA DR EWZ /R LET, IROFNENMLETI,

N7 Y a2 LTZHAIP 7 R L RIZHOWT, fZ# HSRP B L O HA ILEMEZHEL E7,

N—T RNy 7 FOIPTRLA (FIZ XNV RBRA Y NOEEOMD A F—T = A A [P
T RLR) ZHRETHDOTIIRL . HSRP A v Z—T = A A RIZ, B HYVDAEZ AL IPT R
VAL LTRELET,

IPEASANETERETHT-OIZ, VRF h )V BA 2 h 72y MORER Y NU—27 2380
L%,

VRF o~ FERELET,

TIT 4T HAMWBAZ LN HA ~DNRA T 40T T o7 TF— b A vk =TI NAL N E
NTWHDT, AX 2L HAZ., AvE—UHO NAL O RAAL ATHESWT, @Y7 VRF 2
AL T 4 o TR T £,

Active HA:

HAl#sh run

aaa new-model
|
!
aaa group server radius vrf-auth-grpl
server 9.15.100.1 auth-port 1645 acct-port 1646
!
aaa group server radius vrf-auth-grp2

server 10.76.86.8 auth-port 1645 acct-port 1646
!
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aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa

ip

ip gratuitous-arps

!

!

authentication ppp default local group radius

authentication ppp vrf-auth-grpl group vrf-auth-grpl
authentication ppp vrf-auth-grp2 group vrf-auth-grp2

authorization
authorization
authorization
authorization
authorization
authorization

config-commands
ipmobile default group radius
network default group radius

network vrf-auth-grpl group vrf-auth-grpl
network vrf-auth-grp2 group vrf-auth-grp2

configuration default group radius

session-id common

subnet-zero

ip cef
no ip domain lookup

!
!

ip vrf moip-vrf

rd
!

100:1

ip vrf moip-vrfl

rd
!

!

100:2

interface FastEthernetl/0
ip address 10.92.92.2 255.255.0.0
duplex auto

sp
no
st
st
st
st
st
st
1
!
rou
!
ip
ip
ip
ip
ip
ip
aaa
ip
ip

pre

eed auto
cdp enable
andby 10 ip 10

.92.92.12

andby 10 ip 172.16.11.1 secondary
andby 10 ip 172.16.12.1 secondary
andby 10 priority 130

andby 10 preempt delay sync 10
andby 10 name cisco

ter mobile

local pool vrf-pooll 10.5.5.5 5.5.5.55 group vrf-pool-grpl
local pool vrf-pool2 10.5.5.5 5.5.5.55 group vrf-pool-grp2

classless

mobile home-agent address 10.92.92.12
mobile home-agent redundancy cisco virtual-network address 192.168.0.0
mobile host nai @cisco.com address pool local vrf-pooll interface FastEthernetl/0

mobile host nai @xyz.com address pool local vrf-pool2 interface FastEthernetl/0 aaa
mobile realm @cisco.com vrf moip-vrf home-agent-address 192.168.11.1 aaa-group

authentication vrf-auth-grpl
ip mobile realm @xyz.com vrf moip-vrfl home-agent-address 192.168.12.1 aaa-group
authentication vrf-auth-grp2
ip mobile secure home-agent 10.92.92.3 spi 101 key ascii cisco algorithm md5 mode

fix-suffix

ip mobile secure home-agent 172.16.11.1 spi 101 key ascii cisco algorithm md5 mode

pre

radius-server host 10.76.86.8 auth-port 1645 acct-port 1646 key cisco

fix-suffix

radius-server host 10.15.100.1 auth-port 1645 acct-port 1646 key cisco

end
Standby HA:
HA2#sh run

!

aaa new-model
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!
aaa group server radius vrf-auth-grpl
server 10.15.100.1 auth-port 1645 acct-port 1646
!
aaa group server radius vrf-auth-grp2
server 10.76.86.8 auth-port 1645 acct-port 1646
!
aaa authentication ppp default group radius
aaa authentication ppp vrf-auth-grpl group vrf-auth-grpl
aaa authentication ppp vrf-auth-grp2 group vrf-auth-grp2
aaa authorization config-commands
aaa authorization ipmobile default group radius
aaa authorization network default group radius
aaa authorization network vrf-auth-grpl group vrf-auth-grpl
aaa authorization network vrf-auth-grp2 group vrf-auth-grp2
aaa session-id common
ip subnet-zero
!
!
ip cef
!
!
ip vrf moip-vrf
rd 100:1
!
ip vrf moip-vrfl

rd 100:2
!

!
interface FastEthernetl/0

ip address 10.92.92.3 255.255.255.0
duplex auto

speed auto

standby 10 ip 10.92.92.12

standby 10 ip 172.16.11.1 secondary
standby 10 ip 172.16.12.1 secondary
standby 10 preempt delay sync 10
standby 10 name cisco

|
router mobile

!
ip local pool vrf-pooll 10.5.5.5 5.5.5.55 group vrf-pool-grpl
ip local pool vrf-pool2 10.5.5.5 5.5.5.55 group vrf-pool-grp2
ip mobile home-agent address 10.92.92.12

ip mobile home-agent redundancy cisco virtual-network address 192.168.0.0

ip mobile host nai @cisco.com address pool local vrf-pooll interface FastEthernetl/0
aaa

ip mobile host nai @xyz.com address pool local vrf-pool2 interface FastEthernetl/0 aaa
ip mobile realm @cisco.com vrf moip-vrf home-agent-address 192.168.11.1 aaa-group
authentication vrf-auth-grpl

ip mobile realm @xyz.com vrf moip-vrfl home-agent-address 192.168.12.1 aaa-group
authentication vrf-auth-grp2

ip mobile secure home-agent 10.92.92.2 spi 101 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 172.16.11.1 spi 101 key ascii cisco algorithm md5 mode
prefix-suffix ignore-spi

ip mobile secure home-agent 172.16.12.1 spi 101 key ascii cisco algorithm md5 mode
prefix-suffix
no ip http server

|

radius-server host 10.76.86.8 auth-port 1645 acct-port 1646 key cisco
radius-server host 10.15.100.1 auth-port 1645 acct-port 1646 key cisco

end
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