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Connecting to IPS...

ASDM will make a new connection to the S5M module in this ASA system. ASDM
makes a separate connection to the IP address of the management port on the
55M module.

S5M Management IP Address: 192.168.1.2 Port. 443

Username:

Password:

| Save 55M login information on local host.

*Password cache is encrypted. Use File > Clear Password cache menu to clear it.

(" Help ) ( Cancel ) ( Continue )
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[Continue] #7 V » 27 LE7, [Startup Wizard] <A ' NERINET,

The Startup wizard assists you in configuring

your Cisco IFS sensor. Use this wizard to

perform basic sensor configuration. = q_{
The Startup wizard can be run at any time, If :

executed after startup, it is Initlalized with
values from the current configuration.

Launch Startup Wizard
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o0 Startup Wizard

How The Startup Wizard Works

Basic Sensor Setup
In this step, you can change the basic network settings, allowed hosts [ networks entries,
Timezone, Summertime and NTP server settings.

Interface Configuration
In this step, you can configure an interface to inspect network traffic,

Virtual Sensor Configuration
In this step, you can assign a configured interface 1o a new or existing virual sensor.

< Back [ Next> | Finish [ Cancel ) Help:




6 ASA TIPS £

&S

pr g

— IV ERT 5-DHKTE

Ny 7 FL—URATIPS EV 2= VICEEINETRXTORN I 74 v Z7ITF IPSEF =2 U7 ¢ KY
CREAENTHWET, ROFIEEZFITL, IPSEL 22— VK ETH NI 74 v 7 2EFRLET,

ATFvFT1
SO Feewall
B Access Rules &
EJ NAT Rules
Q
i' AMA Rules

[Configuration] > [Firewall] > [Service Policy Rules] Z &R L =7,

22 Filter Rules

% Public Servers

5% URL Filtering Servers

& Threat Detection

@7 \dentity Optigns s

Setup

gggernnte Access VPN

gg Site-to-Site VPN

(&, es

E:g} Device Management

[Add] > [Add Service Policy Rule] ### L £9°, [Add Service Policy Rule Wizard -

Service Policy] ¥ A4 7T R VAR v 7 ANRERENET,

[Service Policy] # A 7w VAR > 7 A%&5ET LT b, LEIZ U T [Traffic

Classification Criteria]l #52T L9, T4 5 OHEEDFEMIZ OV TIX, ASDM 4> 7
AL ST EZL T EE 0,

JAERFILET,

[Next] #27 U » 2 LT [Add Service Policy Rule Wizard - Rule Actions] # 7 a 7 K v



AFwT 5

[Intrusion Prevention] # 7% 7 U v 7 L £,

& DA
AFyvFT 7T
ATFv7 8

AFvF9
AFv7 10

{Pmtn-md Inspection HmmmH Connection Settings Qo5 | MetFlow

1 Enable IPS for this traffic flow
Mode
*) Inline Mode
In this mode, a packet is directed to IPS and the packet may be dropped as a result of IPS operation.
.} Promiscous Mode
In this mode, a packet is duplicated for IPS and the original packet cannot be dropped by IPS.

If IPS Card Fails
\*) Permit traffic
. Close traffic

IPS Sensor Selection

IPS Sensor to Use Default Sensor
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