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||
European Institute for Computer Antivirus Research  EICAR Trend Micro InterScan for Cisco
CSC SSM
.com
URL
http://www.eicar.com/anti_virus_test_file.htm
2-2
2-2 EICAR
eicar.com
CSC SsM Logs > Query /
Host Configuration
1. CSCSSM p.2-1 CSC SsSM
2. ASA p.8-12 ASA
3. CSCSsSM
syslog 421007
syslog TAC p.8-12
CSC SsSM
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PhishTrap
CSC SSM
Update > Manual Manual Update
2-3
2-3 Manual Update
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Available
Update

Available
1. Trend Micro ActiveUpdate
2.
3

4. Trend Micro InterScan for Cisco CSC SSM
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Update > Scheduled Scheduled Update
2-4 Scheduled Update
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SSM ||
IP Configuration IP
IP IP
ActiveUpdate Trend Micro InterScan for Cisco CSC SSM
Trend Micro
URL rating lookups URL Plus
URL

Syslog Trend Micro InterScan for Cisco CSC SSM syslog
Email notifications SSM
DNS lookup Trend Micro IP
Cisco ASDM/Trend Micro GUI access Cisco ASDM Trend

Micro InterScan for Cisco CSC SSM
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POP3

POP3

. /
e SMTP
e SMTP
e SMTP
e SMTP
e SMTP

SMTP

ASA  SSM
P.3-2
SMTP P.3-3
POP3 /
POP3 P.3-5
POP3
POP3
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3 SMTP POP3 |
[ |
3-1
3-1
All Scannable Files
SMTP
POP3 All Scannable Files
SMTP POP3 20 MB
SMTP 100
SMTP
POP3 . 200
. 20 MB
. 100/1
SMTP
POP3
SMTP
/
POP3
SMTP
POP3 |%VIRUSNAME% was detected in the file
(%FILENAME%). The following action has been taken:
%ACTION%
SMTP POP3
SMTP POP3

Trend Micro InterScan for Cisco CSC SSM
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SMTP

POP3

/

SMTP

psmith@example.com

SMTP
IntelliScan

gwood

/ SMTP

Plus

jdoe@example.com gwood@example.net

scan all SMTP

psmith jdoe gwood
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3 SMTP POP3

W smTP POP3 /

SMTP POP3 /

e ASDM  Configuration > Trend Micro Content Security > Mail ~ Configure Incoming Scan
SMTP Incoming Message Scan/Target

e ASDM  Configuration > Trend Micro Content Security > Mail  Configure Outgoing Scan
SMTP Outgoing Message Scan/Target

e CSC SSM Mail (POP3) > Scanning > POP3 Scanning/Target
POP3 Scanning/Target

Scan for Spyware/Grayware 3-1 Trend Micro
InterScan for Cisco CSC SSM

3-1 /
Scan for Spyware fGrayware [T zelect all
r Spyware M adware
[T pialers ™ 1cke Prograrms
r Hacking Tools [T Remote Access Tools %
[ password Cracking Applications [ others @ E

Save
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| 3 SMTP POP3

SMTP POP3 | |

SMTP POP3

SMTP

CSC SSM

Mail (SMTP) > Scanning > Incoming > SMTP Incoming Message Scan/Notification
Mail (SMTP) > Scanning > Outgoing > SMTP Outgoing Message Scan/Notification
Mail (POP3) > Scanning > POP3 Scanning/Notification

3-2 2
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SMTP

POP3

SMTP

POP3

3-3 Mail (SMTP) > Scanning > Outgoing > SMTP Outgoing Message

Scan/Notification

3-3 SMTP
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| 3 SMTP POP3
SMTP ||
S
SMTP
Mail (SMTP) > Configuration > SMTP Configuration
SMTP Configuration 4
e Message Filter
e Disclaimer
¢ Incoming Mail Domain
e Advanced Settings
SMTP Configuration Message Filter Trend Micro InterScan for Cisco CSC SSM
20 MB 100
CPU
SMTP Configuration Message Filter SMTP

Add this disclaimer...

SMTP Configuration Incoming Mail

Incoming mail domains Host Configuration

tid examplel.com
example.com

Cisco Content Security and Control SSM
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3 SMTP POP3 |

W smTP

4 SMTP Configuration Advanced Settings

. SMTP

5 Save SMTP
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| 3 SMTP POP3
SMTP POP3 ||
S
Plus
SMTP POP3
Base Plus Plus
e ASDM Configuration > Trend Micro Content Security > Mail  Configure Anti-spam
SMTP Incoming Anti-spam
e CSCSSM Mail (POP3) > Anti-spam > POP3 Anti-spam POP3
Anti-spam
1 Target Enable
2 Low Medium High
3 SMTP Incoming Anti-spam POP3 Anti-spam/Target Approved

Senders

N

POP3 Anti-spam

robert_li@example.com
robert_li@example.com
Approved Senders

Blocked Senders

Approved Senders
SMTP Incoming Anti-spam
SMTP Incoming Anti-spam

Cisco Content Security and Control SSM
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3 SMTP POP3 |

W swmTP POP3
4 SMTP Incoming Anti-spam POP3 Anti-spam/Target Blocked Senders
5 SMTP Incoming Anti-spam POP3 Anti-spam/Action
o Spam:
Spam:Designer luggage at a fraction of the cost!
6 Save

Cisco Content Security and Control SSM
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| 3 SMTP POP3

SMTP POP3 | |

SMTP POP3

S
Plus
SMTP POP3
e ASDM Configuration > Trend Micro Content Security > Mail ~ Configure Incoming Filtering
SMTP Incoming Content Filtering/Target
e ASDM Configuration > Trend Micro Content Security > Mail  Configure Outgoing Filtering
SMTP Outgoing Content Filtering/Target
e (CSC SSM Mail (POP3) > Content Filtering > POP3 Content Filtering/Target
POP3 Content Filtering/Target
1 Target Enable
2 Message
size is 5 MB
5MB
3 Message Subject and Body
4 Message Attachment
Microsoft Office Microsoft Office
5 Action
. For messages that match the

attachment criteria

Cisco Content Security and Control SSM
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3 SMTP POP3 |

W smTP POP3

6 Notification
SMTP

7 Save
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Web HTTP
FTP

HTTP FTP
. Web FTP P.4-2

. P.4-3

e HTTPS P.4-3

. / P.4-4

e Web P.4-4

. P.4-5

e URL P.4-7

e URL P.4-10
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4 Web HTTP FTP |

Web FTP
Web FTP
4-1 Web
4-1 Web FTP
Web HTTP All Scannable Files
Web Yahoo™ AOL™ MSN™
Google™  Web
All Scannable Files
FTP
Web Web
HTTP
FTP o 200
FTP . 30 MB
. 3
o / 100/1
Web HTTP FTP |50 MB 2MB
Web HTTP
FTP
Web HTTP
/
FTP
Web HTTP InterScan for CSC SSM
FTP
Trend Micro InterScan for Cisco CSC SSM
Web FTP
All Scannable Files Scan by specified file extensions...
Web FTP
URL URL Plus

Cisco Content Security and Control SSM
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HTTP Scanning FTP Scanning Target
20 MB
20 MB

CSC SSM 50 MB 50 MB

HTTPS

CSC SSM HTTPS
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4 Web HTTP FTP |

/ Web

e Web (HTTP) > Scanning > HTTP Scanning/Target
e File Transfer (FTP) > Scanning > FTP Scanning/Target

ASDM  Configuration > Trend Micro Content Security > Web  Configure Web Scanning

HTTP Scanning Target ASDM
Configuration > Trend Micro Content Security > File Transfer ~ Configure File Scanning
FTP Scanning Target
p.3-4 SMTP POP3 /
Web
Web HTTP Web (HTTP) > Scanning >
HTTP Scanning Webmail Scanning
HTTP
4-1 Yahoo AOL MSN Google  Web
ASDM  Configuration > Trend Micro Content
Security > Web  Configure Web Scanning HTTP Scanning
Target Webmail Scanning
Name Web
. Web
e URL
N
Web
Web
Scan Webmail
at following sites Save
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| 4 Web HTTP FTP

||
HTTP ASDM  Configuration > Trend
Micro Content Security >Web  Configure File Blocking File Blocking
FTP ASDM
Configuration > Trend Micro Content Security > File Transfer  Configure File Blocking
File Blocking
File Blocking Target Audio/Video
4-1
4-1

TREND MICRO™ InterScan™for Cisco CSC S5M

o [— |
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File Blocking Notifications
[FTP

HTTP
Send the following message...

Save
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URL

URL

Plus

URL Web

4-2

Dear Clien of Example Bank

Wa are cunerdly updating cur sofiware, W kindly ask you 1o follvs the refarence
bl bo confim your data, othemads pour aocess 10 the aygiesn may be Blockad

Wz are grateful for your cooperation

URL
TrendMicro PhishTrap

URL

4-2

1 ASDM Configuration > Trend Micro Content Security > Web  Configure URL Blocking

URL Blocking

2 URL Blocking Via Local List Match

. Web
e URL

Match

Cisco Content Security and Control SSM
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4 Web HTTP FTP

H UuRL

3 1 Block Block List  URL
Do Not Block Block List Exceptions

¢

4-3 URL Blocking Via Local List

4-3 URL
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| 4 Web HTTP FTP
URL ||
PhishTrap
ASDM  Configuration > Trend Micro Content Security > Web  Configure URL Blocking
URL Blocking Via Pattern File (PhishTrap)
Trend Micro PhishTrap

Web Submit

the Potential Phishing URL to TrendLabs PhishTrap
TrendLabs
Notification
Save
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H UuRL

URL

Plus

URL Blocking URL
URL URL

6 URL

e Company-prohibited
* Not work related

¢ Research topics

e Business function

* Customer defined

e Others

URL

1 ASDM  Configuration > Trend Micro Content Security > Web  Configure URL Filtering Settings

URL Filtering Settings URL Categories
Illegal Drugs Company-prohibited
Company-prohibited
Illegal Drugs
Illegal Drugs
Business function
2
3 URL
Filtering Exceptions URL  Match

. Web
e URL

Match
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4 Web HTTP FTP

URL ||
4 1 Add Do Not Filter the Following Sites URL
Y
5 Schedule 1
6 Save URL
Reclassify URL URL TrendLabs
URL
/
ASDM  Configuration > Trend Micro Content
Security >Web  Configure URL Filtering Rules URL Filtering Rules
4-4

4-4 URL Filtering Rules

.TREND MICRO™InterScan™for Cisco CSC S5M
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Save
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H UuRL
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syslog
. P.5-2
. P.5-4
e Syslog P.5-4
. P.5-5
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TrendLabs

Trend Micro InterScan for
Cisco CSC SSM

e PhishTrap

PhishTrap
Plus

Manual Update

N

CSC SSM
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Updates > Manual Manual Update 5-1
5-1 Manual Update
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Update

Available

Manual Update

Scheduled Update
Updates > Scheduled

Save

Scheduled Update
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Trend Micro ActiveUpdate

IP Update > Proxy Settings
Proxy Settings 5-2
5-2
_'ng ND MICRO InterScar for Cisco C5C S5M P e N 0
. ::1::;1 =l Frosy Settings k4
s Ml [POPE]
 Wab (HTTF] | |
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HTTP
SOCKS4 SOCKS4
User ID Password Save
Syslog
/
1 3 syslog
Logs > Settings Log Settings
1 syslog Enable syslog
IP UDP TCP
Plus URL
/ URL
P.5-5
syslogs ASDM ASDM
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Trend Micro InterScan for Cisco CSC SSM

Logs > Query
Display Log

5-3 /

Log Query

e Decompressed_File_Size Exceeded
e Large File_Scanning_Limit_Exceeded

Cisco Content Security and Control SSM
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CHAPTER 6

Trend Micro InterScan for Cisco CSC
SSM

P.6-2
P.6-3
P.6-4
P.6-5
pP.6-7
P.6-8
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6 Trend Micro InterScan for Cisco CSC SSM |

Administration > Device Settings > Connection Settings
Connection Settings 6-1

6-1 Connection Settings

-_j"i" TREND MICRO™ InterSecanfor Cisco CSC SSM P rr—
Coannpelinn §ellings t-'
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1405

Primary DNS Secondary DNS IP
IP
Configuration > Trend Micro Content Security CSC Setup
CLI

CLI session 1 CLI

cisco cisco

Trend Micro InterScan for Cisco CSC SSM Setup Wizard 1

Network Settings P.A-6
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6 Trend Micro InterScan for Cisco CSC SSM

-

Notification Settings 6-2
. Host Configuration
o Host Configuration SMTP IP
e 1
6-2 Notification Settings
A mThor Lisca Lan G | [+elp
raotificatbon Settings 4
Sumimary
S, Semd Emall Hotifications b
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L SMTE EErvn |18 2. 35,148 Part: 25
E
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Save

ASDM  Configuration > Trend Micro Content Security
CSC Setup
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6 Trend Micro InterScan for Cisco CSC SSM

Trend Micro InterScan for Cisco CSC SSM

ASDM/Web GUI
p.8-7

Trend Micro InterScan for Cisco CSC SSM

Administration > Configuration Backup
Configuration Backup 6-3

6-3 Configuration Backup

f TREMND MICRO InterScanfor Clsco CSC S5M Lt | [l =

+ Adminssbration :I
Configuration Backup

Cavea Sebanga

Cenradicn Satirgs Tmsgert IntrrScsn S84 Configuratiss Pils |
Savion Falawer BaHings [Betect & panf gurales il [ [ D |
syt Crka n o TR 1
Cani uraion Batkup _h-l-rtllinl'ﬂl:ﬂiiﬂ Settings inte the Caonfiguration File |
Ewaasm Palch Expart oomrark Irkarfoern 300 sssongo ko & cohipursbon Hs: B 1. !
Fasaword
Frocuct Licanes = E
i | = =
Export File Download

config.tgz

Configuration Backup
Browse config.tgz Import
Select a configuration file

Summary

Cisco Content Security and Control SSM
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Trend Micro InterScan for Cisco CSC SSM ASA
CSC SSM
/
IP
]
Q
URL  Address
http://<primary device IP address>:8443 Logon
Administration > Device Settings > Device Failover Settings

Q

2 URL  Address

http://<secondary device IP address>:8443 2
Device Failover Settings [ |
Device Failover Settings
IP Peer IP address 1 8
Encryption key Save
Enable

InterScan for CSC SSM could not establish a connection because the

failover peer device is not yet configured. Please configure the

failover peer device, then try again.
O

Device Failover Settings
IP Peer IP address 1 8
Encryption key
Save
Enable

InterScan for CSC SSM has successfully connected with the failover

peer device.
Q

Cisco Content Security and Control SSM
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6 Device Failover Settings Synchronize
with peer |
7 Status
Status: Last synchronized with peer on: 09/29/2005 15:20:11 D
5 Device Failover Settings

Synchronize with peer

Low
Medium
Trend Micro InterScan for Cisco CSC SSM

P.6-7

Cisco Content Security and Control SSM
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Web

CD
Administration > System Patch

System Patch

6-4 System Patch

STREND MICRO InterScan™for Cisco CSC S5M

¥ Laga Systam Patch (7
= Al Lralian
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Levea Seffngs
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Dasice Failawds battinge Currently Enstalied Patckes
Scrtif cutian Sattinpr |F|ﬁ:h T Patch formation Rpslndon =
Cantuirshion Backip ——
System Patoh

off
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Summary
6-6

6-6

% TREND MICRO" InterScarfor Cisco CSC SSM o [-——rer— =] B8

Produict License E 1
SUFTIMArY
» Mail [SHTR) i 70 5008 Teend Misrs bos sutended pos 5 B0-duy Ve ranaeslpotuctions |
k Mail (FOE3) o wie peried, E
L LS e e T o T N I e e
Trend Micro InterScan for Cisco CSC SSM
Plus URL
URL
Base Plus
Product License
e View detailed license online
e Check Status Online
View detailed license online Trend Micro Web
Check Status Online Product

License

Product License

[ oL-8628-01-J

Cisco Content Security and Control SSM ]



6 Trend Micro InterScan for Cisco CSC SSM |

Cisco Content Security and Control SSM
m. 0L-8628-01-J |



ASDM
e Content Security p.7-2
. P.7-3
P.7-3
p.7-5
P.7-6
pP.7-7

[ oL-8628-01-J

Cisco Content Security and Control SSM w



Bl Content Security

Content Security
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CSC SSM Information

e Threat Summary
e System Resources Status SSM
e Email Scan

Latest CSC Security Events

7-1 Content Security
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Monitoring > Trend Micro Content Security

e Threats

e Live Security Events

Software Updates

/
/

e Resource Graphs SSM  CPU

7-2 ASDM  Monitoring

7-2 ASDM Monitoring

Monitoring Threats 7-2

J Plus
e URL URL

Plus

Cisco Content Security and Control SSM
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7-4 Live Security Events
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7-5 Software Updates
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ASDM  Monitoring > Trend Micro Content Security > Software Updates
Scheduled Update

Configure Updates

2-4 P.2-5
Scheduled Update CSCSSM  Trend Micro ActiveUpdate
1 1 15
SCS SSM Manual Update
5-1 P.5-3

Software Updates
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¢ CSC SSM Syslog P.8-19
SSM [1-105048] P.8-19

csc [3-421001] P.8-19
[6-421002] P.8-20

ASDP [3-421003] P.8-20

[7-421004] P.8-20
[6-421005] P.8-21
[5-421006] P.8-21
csc [6-421007] P.8-21
[5-505011] P.8-22
[5-505012] P.8-22
[5-505013] P.8-22
[3-323006] P.8-23
[5-505010] P.8-23

e Knowledge Base P.8-16

e Security Information Center P.8-17

e (CSC SSM Syslog P.8-19

e Cisco TAC P.8-24
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P.8-6

CSC SSM

hostname# hw-module module 1 recover configure

Image URL [tftp://171.69.1.129/dqu/sg-6.0-1345-tftp.img]:
Port IP Address [30.0.0.3]:

VLAN ID [0]:

Gateway IP Address [30.0.0.2547:

hostname# hw-module module 1 recover boot

The module in slot 1 will be recovered. This may

erase all configuration and all data on that device and
attempt to download a new image for it.

Recover module in slot 1? [confirm]

Recover issued for module in slot 1

hostname#

hostname# debug module-boot

debug module-boot enabled at level 1

2 1 CSC-SSM  ROMMON

hostname# Slot-1 206> Cisco Systems ROMMON Version (1.0(10)0) #0: Sat Mar 26 00:13:50
PST 2005

Slot-1 207> morlee@bowmore: /pixab/biosbuild/1.0.10.0/boot/rommon
Slot-1 208> Platform ASA-SSM-AIP-10-K9

Slot-1 209> GigabitEthernet0/0

Slot-1 210> Link is UP

Slot-1 211> MAC Address: 000b.fcf8.01b3

Slot-1 212> ROMMON Variable Settings:

Slot-1 213> ADDRESS=30.0.0.3

Slot-1 214> SERVER=171.69.1.129

Slot-1 215> GATEWAY=30.0.0.254

Slot-1 216> PORT=GigabitEthernet0/0

Slot-1 217> VLAN=untagged

Slot-1 218> IMAGE=dqu/sg-6.0-1345-tftp.img

Slot-1 219> CONFIG=

Slot-1 220> LINKTIMEOUT=20

Slot-1 221> PKTTIMEOUT=2

Slot-1 222> RETRY=20

Slot-1 223> tftp dqu/sg-6.0-1345-tftp.img@171.69.1.129 via 30.0.0.254

Cisco Content Security and Control SSM
[ oL-8628-01-J .m
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3 SSM

Slot-1

224>

TFTP

Slot-1

225>

Slot-1

226>

Slot-1

227>

Slot-1

228>

Slot-1

400>

[ output omitted ].

Slot-1

401>

Slot-1

402>

Slot-1

403>

Slot-1

404>

Slot-1

405>

Slot-1 406> Received 59501255 bytes

4 TFTP

CSC SSM

Slot-1

Slot-1
Slot-1
Slot-1
Slot-1

407>

408>
409>
410>
411>

Launching TFTP Image. ..

Cisco Systems ROMMON Version

morlee@bowmore: /pixab/biosbuild/1.0.10.0/boot/rommon

Platform ASA-SSM-AIP-10-K9
Launching BootLoader...

(1.0(10)0)

ROMMON

CSC SSM

#0:

Sat Mar 26 00:13:50 PST 2005

l_ Cisco Content Security and Control SSM
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1 2 CSC SSM

hostname# show module 1

Mod Card Type Model Serial No.

1 ASA 5520/5530 AIP Security Service Module-10 ASA-SSM-AIP-10-K9 P00000000TT

Mod MAC Address Range Hw Version Fw Version Sw Version
1 000b.£c£8.01b3 to 000b.£c£8.0103 1.0 1.0(10)0  csc ssm 6.0
(Build#1345)
Mod SSM Application Name Status SSM Application Version
Ctescssw bown 6.0 (Buildb13as)
Mod Status Data Plane Status Compatibility
1w w
Mod Status Up 2

SSM Application Name Status Down

[ oL-8628-01-J
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8-1 P.8-3
8-1
2 Cisco TAC
3 1. TFTP CSCSSM IP
IP 0.0.0
2. CSC SSMm TFTP
UDP 69
TFTP
3. TFTP
4 CSC SSM
TFTP
TFTP
5 2
Cisco TAC
6 2
Cisco TAC
ASA
Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide ASDM
show module show module 1 show module 1 details CSC SSM
Cisco TAC

Cisco Content Security and Control SSM
m. 0L-8628-01-J |
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. p.8-7

. p.8-7

. P.8-8

e HTTP p.8-8

. Web P.8-9

e FTP P.8-9

Trend Micro InterScan for Cisco CSC SSM
ASDM
P.8-16 Knowledge Base
ASDM/CSC SSM 3
e ASDM/Web
e CLI
3 cisco 3
1 CSC SsM
SSM
Cisco Security Appliance Command Line Configuration Guide Managing AIP
SSM and CSC SSM
2
cisco ASDM/Web
3 ASDM/Web CSC SSM
Administration > Configuration Backup

4

[ oL-8628-01-J
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|
5 cisco
CLI
1 2
e ASDM/Web
Web CSC SsSM
2
e CLI CSC SSM Restore Factory Defaults
SSM
Restore Factory Defaults
P.A-12
. password
CLI
Summary Mail SMTP Mail POP3 Web HTTP File
Transfer FTP
CSC SSM Logs > Query
e SSM
HTTP
CSCSSM  URL 30
CSC SsM HTTP Trend Micro
URL CSC SSM
HTTP URL
URL
Cisco Content Security and Control SSM
8-8 0L-8628-01-J |
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||
Web
Web
CSC SSM
90
CSC SSM
IP 192.168.10.10
! exempt http traffic to 192.168.10.10
access-list 101 deny tcp any host 192.168.1.1 eq http
! catch everything else
access-list 101 permit tcp any any eq http
class-map my_csc_class
match access-1list 101
policy-map my_csc_policy
class my_csc_class
csc fail-close
service-policy my_csc_policy interface inside
192.168.10.10 HTTP CSC SSM
CSC SSM
Cisco TAC URL
TAC IP  10.1.1.1
Web IP 10.2.2.2
access-list cap_acl permit tcp host 1.1.1.1 host 2.2.2.2
access-list cap_acl permit tcp host 2.2.2.2 host 1.1.1.1
capture cap access-list cap_acl interface inside
capture cap access-list cap_acl interface outside
FTP FTP inspect ftp ASA

Cisco Security Appliance Command

Line Configuration Guide

[ oL-8628-01-J
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J P.8-10
. P.8-10
. P.8-10
. false positive P.8-11
J false positive p.8-11
. P.8-11
. p.8-11
o p.8-11
o p.8-13
J p.8-14
Maintenance Agreement
Administration > Product License Expiration Date
Maintenance Agreement
Trend Micro ActiveUpdate
[ ]
pP.3-9 SMTP POP3
J p.3-7 SMTP
Q3 Report
Spam:Q3 Report
0 9 8-1
8-1
1“#5% &*+, -/, =1@[]N_ (|}~
Cisco Content Security and Control SSM
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||
SMTP POP3
false positive
Medium High Mail (SMTP) > Anti-spam >
SMTP Incoming Anti-spam Mail (POP3) > Anti-spam > POP3 Anti-spam
SMTP Incoming Anti-spam
POP3 Anti-spam stamp message
2
false positive
false positive
false positive
SMTP POP3
Mail (SMTP) > Anti-spam > SMTP Incoming Anti-spam Mail (POP3) > Anti-spam

> POP3 Anti-spam

URL

http://subwiz.trendmicro.com/SubWiz/Default.asp

Trend Micro Submission Wizard
TrendLabs

SMTP Incoming SMTP Outgoing POP3 HTTP FTP Scanning

p.2-3

Cisco Content Security and Control SSM
[ oL-8628-01-J .m
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|
ASA
ASA
CLI  ASA show
service-policy csc SSM
show service-policy flow tcp host [clientIP] host [server IP] eq [proto]
hostname (config) # show service-policy flow tcp host 192.168.10.10 host 10.69.1.129 eq
http
Global policy:
Service-policy: global_policy
Class-map: trend
Match: access-1lit trend
Access rule: permit tcp any any eq www
Action:
Output flow: csc fail-close
Input flow set connection timeout tcp 0:05:00
Class-map: perclient
Match: access-1it perclient
Access rule: permit IP any any
Action:
Input flow: set connection per-client-max 5 per-client-embryonic-max 2
CSC SSM
CSC SSM syslog
421007 CLI SSM

hostname# show module 1

3 SSM
Application Name SSM Down

Mod Card Type Model Serial No.

1 ASA 5500 Series Security Services Module-10 ASA-SSM-10 JAB092400TX

Mod MAC Address Range Hw Version Fw Version Sw Version
1 0013.c480.acdc to 0013.c480.acke 1.0 1.0(10)0  cSC SsM 6.0
(Build#1345)

Mod SSM Application Name Status SSM Application Version
Cicescssw bown 6.0 (Builatisas)
Mod Status Data Plane Status Compatibility

iw w o

3 Status 3

e Down

* Reload

. Up

Cisco Content Security and Control SSM
m. 0L-8628-01-J |
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CLI
hostname# show module 1 detail
Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-10
Model: ASA-SSM-10
Hardware version: 1.0
Serial Number: JAB092400TX
Firmware version: 1.0(10)0
Software version: CSC SSM 6.0 (Build#1345)
MAC Address Range: 0013.c480.aed4c to 0013.c480.aedc
App. name: CSC SSM
App. Status: Down
App. Status Desc: CSC SSM scan services are not available
App. version: 6.0 (Build#1345)
Data plane Status: Up
Status: Up
HTTP Service: Down
Mail Service: Down
FTP Service: Down
Activated: No
Mgmt IP addr: <not available>
Mgmt web port: 8443
Peer IP addr: <not enabled>
CSC SSM App.Status
Down
¢ Not Present SSM
e |nit SSM
e Up SSM
e Unresponsive SSM
e Reload SSM
e Shutting Down SSM
e Down SSM
e Recover SSM
HTTP FTP
HTTP Scanning FTP Scanning Target
InterScan for Cisco CSC SSM
[ ]
Cisco Content Security and Control SSM
[ oL-8628-01-J .m
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L]
Summary Mail SMTP POP3 Message Activity
Messages processed since the service was started 8-2
8-2 Summary Mail POP3
% TREND MICRO" InterScan~for Cisco CSC SSM Log O | [-———--Halp-——-- =] P TREND
Bummary 7
Summary
— Vaur licenss sxpired on /302004,
b Mail (SMTF) Trend Mioro has extended you o 30-day grace perod, More info...
kWil (PORI)
¥ Wab (HTTF) | Stakus Mail (SMTP} | Mail (POPI) wab (HTTP) File Transfer (FTP}
* File Transfer (FTP) |POP3 Service! Running
* Updste | POP3 Summary 2 nafrash
b Logs | Message Activily
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|Dute-:!:il:-n Surnmary Today During last 7 days  During last 30 days
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2
1
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[ ]
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Detection Summary

Messages processed...
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| 8 Trend Micro InterScan for Cisco CSC SSM

e CSCSSM P.8-15
J LED 1 p.8-15
e SSM ASDM P.8-15
e ASDM P.8-15
e CSCSSM ASA P.8-16
CSC SSM
CSC SSM 10 1
LED 1
LED 1
ASDM
Do not scan files larger than...
SSM ASDM
P.A-16
ASDM
ASDM Web CSC SSM
1 URL
https://{SSM IP addresss}:8443
https://10.123.123.123:8443/
2 Logon Password Configuration

Log On

Cisco Content Security and Control SSM
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8 Trend Micro InterScan for Cisco CSC SSM

B Knowledge Base

3 CSCSs™Mm Summary Status
8-3 CSC SSM Summary Status
j"ﬁ" TREND MICRO InterScarfor Cisco CSC SSM wacd | [rae =] fdTeEND
s L
— Status .| Pad (SATP) | Mal (POFI) | Wab {HTT®) | File Tranafar [FTP)
b Mail (SATP) ! ]
F Mal FOPE) b Produd paryiom Trand Miga Irtarfcen tor Cipgo 80 T0N 4,0 [Budd®132F |
¥ 'Wab (HTTF * Licsncs: BEgs Liokncs sxpdnkc on 3733, 2005
¢ File Transfer (FTR) Hur Licwroa Unsrslshla
¥ Liga] mhm idpdae | T My
F Laqgs ! r Cammipsanignt CUFTEE WErsain LBt Wi pdte
kR4 ind 5Tk e =] Wrus Patbarn Film 1.847.00
= WITUE SChn Gregine 7.0, 434 4
= Spyeerad Arapeara patbam 0.19%.00
- FhichTrsp patiem ==
|| Enli-ipam rulmy gnd sngng
B T R T T 13340 o
Il
v Eeski-ppam engneg E-Bl- 3 B Nin %
CSC SSM ASA
TCP
CSC SSM
HTTP Web

CSC SSM

Cisco Security Appliance Command Line Configuration Guide Managing AIP SSM
and CSC SSM

Knowledge Base

Trend Micro Knowledge Base
Knowledge Base  URL

http://esupport.trendmicro.com

Knowledge Base
Knowledge Base

Cisco Content Security and Control SSM
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Security Information Center

Trend Micro
24 7

http://trendmicro.com/vinfo/

Security Information Center

e Virus Encyclopedia
e Security Advisories
e Scams and Hoaxes

e Joke Programs Trend Micro

Security Information Center ||

Security Information Center
Security Information Center ~ URL

e Spyware/Grayware / 10
/
e Phishing Encyclopedia
e Virus Map
8-4 Virus Map
[Giobat Sites 5| [Eeorch [

Becurity Info
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8 Trend Micro InterScan for Cisco CSC SSM |

M Security Information Center

e Weekly Virus Report Weekly Virus Report
1

e General virus information
Virus Primer
Safe Computing Guide

Risk ratings / IT
Very Low Low Medium High

e White papers The Real Cost of a Virus Outbreak The Spyware Battle—Privacy vs. Profits

e Testfiles Trend Micro InterScan for Cisco CSC SSM

e Webmaster tools Webmasters
e TrendLabs 1SO 9002 TrendLab

Cisco Content Security and Control SSM
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8 Trend Micro InterScan for Cisco CSC SSM

CSC SSM Syslog

CSC SSM Syslog

CSC SSM syslog 13

SSM [1-105048]

$ASA-1-105048: (unit) Mate’s service module (application) is
different from mine (application)

unit
application InterScan Security Card

csc [3-421001]

$ASA-3-421001: TCP|UDP flow from interface_name:ip/port to
interface_name:ip/port is dropped because application has failed.

CSC SSM
10 1
interface_name
IP_address IP
port
application CSC SSM

Cisco Content Security and Control SSM
[ oL-8628-01-J .m



8 Trend Micro InterScan for Cisco CSC SSM |

CSC SSM Syslog

[6-421002]

$ASA-6-421002: TCP|UDP flow from interface_name:IP_address/port to
interface_nam: IP_address/port bypassed application checking because the protocol is not
supported.

CSC SSM
TELNET TELNET

10 1

IP_address IP

port

interface_name
application CSC SSM

ASDP [3-421003]

$ASA-3-421003: Invalid data plane encapsulation.

ASDP ASDP

capture name type asp-drop [ssm-asdp-invalid-encap]
Cisco TAC

[7-421004]

$ASA-7-421004: Failed to inject {TCP|UDP} packet from
IP_address/port to IP_address/port

IP_address IP
port

Cisco TAC

Cisco Content Security and Control SSM
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8 Trend Micro InterScan for Cisco CSC SSM
CSC SSM Syslog ||

[6-421005]

$ASA-6-421005: interface_name:IP_address is counted as a user of

application
application 0
24
interface_name
IP_address IP

application CSC SSM

[5-421006]

$ASA-6-421006: There are number users of application accounted
during the past 24 hours.

24 application
24

csc [6-421007]

$ASA-3-421007: TCP|UDP flow from interface_name:IP_address/port to
interface_name: IP_address/port is skipped because application has failed.

10 1

IP_address IP

port

interface_name
application CSC SSM

Cisco Content Security and Control SSM
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8 Trend Micro InterScan for Cisco CSC SSM

Bl CSC SSM Syslog

[5-505011]

%ASA-5-505011: Module in slot slot, application detected
application, version version.

4GE SSM
4GE SSM 4GE SSM

slot
application

version

[5-505012]

$ASA-5-505012: Module in slot slot, application stopped application,
version version

4GE SSM
4GE SSM 4GE SSM

slot

application

version

4GE SSM
4GE SSM
[5-505013]

%ASA-5-505013: Module in slot slot application changed from:
application version version to: newapplication version newversion.

slot
application
version

slot
application
version
newapplication

newversion

Cisco Content Security and Control SSM
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| 8 Trend Micro InterScan for Cisco CSC SSM

CSC SSM Syslog ||

[3-323006]

%ASA-3-323006: Module in slot slot experienced a data channel
communication failure, data channel is DOWN.

4GE SSM
4GE SSM
4GE SSM
4GE SSM
slot
4GE SSM 4GE
SSM upP 5-505010

hw-module module 1 reset

[5-505010]

$ASA-5-505010: Module in slot Slot data channel communication is
UP.

DOWN

slot

3-323006
4GE SSM

[ oL-8628-01-J
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H cCiscoTAC

Cisco TAC

Technical Assistance Center (TAC)
Knowledge Base

Cisco Content Security and Control SSM
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2

CSC SSM

CLI Trend Micro InterScan for Cisco

ASDM
Cisco ASA 5500 Series Adaptive Security Appliance
Getting Started Guide
CSC SSM
CLI
. P.A-2
. P.A-3
. P.A-6
. P.A-18

[ oL-8628-01-J
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CLI
SSM IP a
Subnet mask |
ciscol-ssm-csc
1 63 a
Q
DNS IP a
DNS IP a
IP a
IP a
Q
Q
CSC SSM
O
IP a
Q
Base |:|
Plus
O

Cisco Content Security and Control SSM
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SSM

Trend Micro InterScan for Cisco CSC SSM TFTP

Windows HyperTerminal ASA

hostname# hw module 1 recover config

Image URL [tftp://insidehost/sg-6.0-1177-tftp.img]:
tftp://insidehost/sg-6.0-1177-tftp.img

Port IP Address [192.168.7.20]:

VLAN ID [0]:

Gateway IP Address [0.0.0.0]:

hostname# hw module 1 recover boot

The module in slot 1 will be recovered. This may

erase all configuration and all data on that device and
attempt to download a new image for it.

Recover module in slot 1? [confirm]

Recover issued for module in slot 1

debug-module boot

hostname# debug module-boot

debug module-boot enabled at level 1

hostname# Slot-1 199> Cisco Systems ROMMON Version (1.0(8)1) #0: Thu Jan 20 20:28:49
PST 2005

Slot-1 200> Platform SSM-IDS20

Slot-1 201> GigabitEthernet0/0

Slot-1 202> Link is UP

Slot-1 203> MAC Address: 000b.fcf8.0134

Slot-1 204> ROMMON Variable Settings:

Slot-1 205> ADDRESS=192.168.7.20

Slot-1 206> SERVER=192.168.7.100

Slot-1 207> GATEWAY=0.0.0.0

Slot-1 208> PORT=GigabitEthernet0/0

Slot-1 209> VLAN=untagged

Slot-1 210> IMAGE=sg-6.0-1177-tftp.img

Slot-1 211> CONFIG=

Slot-1 212> tftp sg-6.0-1177-tftp.img@192.168.7.100

Slot-1 213> !itrirrirrprrprrprrerrrrrrrrrrrerrrrrrrrrrrrrrrrrrrrerrrrrrrrerrrrrrrirnnt
Slot-1 214> !lrrrrrrr e r e rrrrrr e rrrrrrrr e

[ oL-8628-01-J
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Slot-1 389>ttt rrrrrrrrrrrrrrrrrrprrrrrrrrrrrrrrrrprrrrrrrrrrrrrrrrrrrrrrrrny
Slot-1 390> Received 57985402 bytes

Slot-1 391> Launching TFTP Image...

Slot-1 392> Cisco Systems ROMMON Version (1.0(8)1) #0: Thu Jan 20 20:28:49 PST 2005
Slot-1 393> Platform SSM-IDS20

Slot-1 394> GigabitEthernet0/0

Slot-1 395> Link is UP

Slot-1 396> MAC Address: 000b.fcf8.0134

Slot-1 397> Launching BootLoader...

5 debug-module boot

hostname# no debug module-boot

6 module 1

JDPIX# show module 1 d
Getting details from the Service Module, please wait...
SSM-IDS/10-K9

Model: SSM-IDS10

Hardware version: 1.0

Serial Number: 0

Firmware version: 1.0(8)1

Software version: CSC SSM 6.0 (Build#1345)

MAC Address Range: 000b.fcf8.0159 to 000b.fcf8.0159
App. name: CSC SsSM

App. Status: Down

App. Status Desc: CSC SSM scan services are not available
App. version: 6.0 (Build#1345)

Data plane Status: Up

Status: Up

HTTP Service: Down

Mail Service: Down

FTP Service: Down

Activated: No

Mgmt IP addr: <not available>

Mgmt web port: 8443

Peer IP addr: <not enabled>

7
hostname# session 1
Opening command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X'.
8 cisco Trend Micro InterScan for Cisco CSC SSM

login: cisco
Password:

Cisco Content Security and Control SSM
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9 ASDM

You are required to change your password immediately (password aged)
Changing password for cisco

(current) UNIX password:

New password:

Retype new password:

Cisco Content Security and Control SSM
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Setup Wizard

1 CLI Trend Micro InterScan for Cisco CSC SSM Setup Wizard

Trend Micro InterScan for Cisco CSC SSM Setup Wizard

To set up the SSM, the wizard prompts for the following information:
1. Network settings

Date/time settings verification

Incoming email domain name

Web console administrator password

Notification settings
6. Activation Codes

The Base License is required to activate the SSM.

Press Control-C to abort the wizard.

Ul W N

Press Enter to continue

1 Enter

2 Network Settings

Network Settings

Enter the SSM card IP address:

Enter subnet mask:

Enter host name:

Enter domain name:

Enter primary DNS IP address:

Enter optional secondary DNS IP address:
Enter gateway IP address:

Do you use a proxy server? [y|n]

Network Settings

IP 192.168.7.20
Netmask 255.255.255.0
Hostname CSCSsSM
Domain name example.com
Primary DNS 10.2.200.2

Secondary DNS 10.2.203.1

Gateway 192.168.7.1
No Proxy

Are these settings correct? [y\n] b

3 y n Network Settings

Cisco Content Security and Control SSM
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Applying network settings

IP
ping n

Do you want to confirm the network settings using ping? [y|n] vy

Enter an IP address to ping: 192.168.7.1
PING 192.168.7.1 (192.168.7.1): 56 data bytes
64 bytes from 192.168.7.1: icmp_seg=0 ttl=255

64 bytes from 192.168.7.1: icmp_seg=1 ttl=255
64 bytes from 192.168.7.1: icmp_seg=2 ttl=255
64 bytes from 192.168.7.1: icmp_seg=3 ttl=255
64 bytes from 192.168.7.1: icmp_seg=4 ttl=255

---192.168.7.1 ping statistics ---

5 packets transmitted, 5 packets received, 0%
round-trip min/avg/max = 0.1/0.1/0.2 ms

Press Enter to continue

Date/Time Settings

Date/Time Settings

ping

time=0.
time=0.
time=0.
time=0.
time=0.

packet

[ S =N
=]
[0}

loss

SSM card date and time: 10/06/2005 18:14:14

The SSM card periodically synchronizes with the chassis.

Is the time correct? [y|n] vy

SSM

Incoming Domain Name

Incoming Domain Name

ASA

/ NTP

Enter the domain name that identifies incoming email messages:

Domain name of incoming email: example.com
Is the incoming domain correct? [y|n] h%

Administrator/Notification Settings

Administrator/Notification Settings

(default:example.com)

The password will be hidden while you type.
Web console administrator password:

Retype Web console administrator password:
Administrator email address:

Notification email server IP:

Notification email server port: (default:25)

Cisco Content Security and Control SSM
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Administrator/Notification Settings

Administrator email address: tester@example.com
Notification email server IP: 10.2.202.28
Notification email server port: 25

Are the notification settings correct? [y|n] y

8 Activation

Activation

You must activate your Base License, which enables you to update
your virus pattern file. You may also activate your Plus License.

Activation Code example: BV-43CZ-8TYY9-D4VNM-82We9-L7722-WPX41
Enter your Base License Activation Code: PX-ABTD-L58LB-XYZ9K-JYEUY-H5AEE-LK44N
Base License activation is successful.

(Press Enter to skip activating your Plus License.)
Enter your Plus License Activation Code: PX-6WGD-PSUNB-9XBA8-FKW5L-XXSHZ-2G9MN
Plus License activation is successful.

9 Activation Status

Activation Status

Your Base License is activated.
Your Plus License is activated.

Stopping services: OK
Starting services: OK

The Setup Wizard is finished.

Please use your Web browser to connect to the management console at:
https://192.168.7.20:8443

Press Enter to exit

Remote card closed command session. Press any key to continue.
Command session with slot 1 terminated.
hostname#

Setup Wizard
CSC SSM
URL

https://<SSM IP address>:8443/

Cisco Content Security and Control SSM
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SSM

hostname# show module 1 details

Getting details from the Service Module, please wait...

SSM-
Mode
Hard
Seri

IDS/20-K9
1l: SSM-IDS20
ware version:
al Number:

Firmware version:

Soft
MAC

ware version:

Address Range:

1.0

0

1.0(8)1

CSC SSM 6.0 (Build#1177)
000b.£fcf8.0134 to 000b.fcf8.0134

App. name: CSC SSM proxy services are not available
App. version:

App. name: CSC SsSM

App. version: 6.0 (Build#1177)
Data plane Status: Up

Status: Up

HTTP Service: Up

Mail Service: Up

FTP Service: Up

Activated: Yes

Mgmt IP addr: 192.168.7.20
Mgmt web port: 8443

Peer IP addr: <not enabled>
hostname#

hostname# session 1
Opening command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X'.

Cisco Administrator/Notification Settings

login: cisco
Password:
Last login: Mon Oct 10 13:24:07 from 127.0.1.1

Cisco Content Security and Control SSM
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Trend Micro InterScan for Cisco CSC SSM Setup Main

Trend Micro InterScan for Cisco CSC SSM Setup Main Menu

1. Network Settings

2. Date/Time Settings

3. Product Information

4. Service Status

5. Change Password for Command Line Interface
6. Restore Factory Default Settings

7. Troubleshooting Tools

8. Reset Management Port Access Control List
9. Ping

10. Exit

Enter a number from [1-10]:

Network Settings

IP 192.168.7.20
Netmask 255.255.255.0
Hostname CSCSSM

Domain name tester@example.com
MAC address 00:0B:FC:F8:01:34
Primary DNS 10.2.200.2

Secondary DNS 10.2.203.1

Gateway 192.168.7.1
No Proxy

Do you want to modify the network settings? [y|n] n

2 SSM Date/Time Settings

Date/Time Settings

SSM card date and time: 10/10/2005 13:27:09 PDT

Press Enter to continue

Cisco Content Security and Control SSM
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3
Product Information

Product Information

Main version 6.0 build 1177
Mail component version 5.5 build 1064
Web component version 2.1 build 1103

Press Enter to continue

Service Status

The CSC SSM RegServer service is running
The CSC SSM HTTP service is running

The CSC SSM FTP service is running

The CSC SSM Notification service is running
The CSC SSM Mail service is running

The CSC SSM GUI service is running

The CSC SSM SysMonitor service is running
The CSC SSM Failoverd service is running
The CSC SSM LogServer service is running
The CSC SSM SyslogAdaptor service is running
The CSC SSM Syslog-ng service is running

Do you want to restart all services? [y|n] n

Do you want to restart all services

p.8-14

Cisco Content Security and Control SSM
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5 Set Password for Command Line Interface

Set Password for Command Line Interface

This option allows you to change the password for the Command Line Interface
that you are currently using.

Do you want to continue? [y|n]

The password will be hidden while you type.

Changing password for cisco

Enter the new password (minimum of 5, maximum of 8 characters)

Please use a combination of upper and lower case letters and numbers.
Enter new password:

Re-enter new password:

Password changed.

6
Restore Factory Default Settings

Restore Factory Default Settings

Are you sure you want to restore the factory default settings? [y|n] n

y
p.3-2
pP.4-2 Web FTP
/
CSC SSM Administration > Configuration
Backup Configuration Backup Configuration Backup
CSC SSM Restore Factory Default Settings

Cisco Content Security and Control SSM
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7

Troubleshooting Tools

Enable Root Account
Show System Information
Gather Logs

Gather Packet Trace
Modify Upload Settings
Return to Main Menu

o Ul W N

Enter a number from [1-6]:

TAC

1

khkhkhkhkhkhkhkhkhkhhhkhhkkhkhkhhhkhxkxxk WARNING R R R R R R EEEEEEEEEEEEEEEE S
UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.
This account is intended to be used for support and
troubleshooting purposes only. Unauthorized modifications
are not supported and will require this device to be
re-imaged to guarantee proper operation.

R R R R R R

Do you want to accept the warning and enable the root account? [y|n]

Cisco TAC
2
FTP TFTP
2 Show System Information
Troubleshooting Tools - Show System Information

1. Show System Information on Screen
2. Upload System Information
3. Return to Troubleshooting Tools Menu

Cisco Content Security and Control SSM
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Show System Information

Show System Information 1
ASDM CSC SSM
CLI

S
Mon Jan 9 18:38:01 PST 2006 (-8)

System is : Up

# Product Information

Trend Micro InterScan for Cisco CSC SSM
Version: 6.0 (Build#1340 )

SSM Model: SSM-10

# Scan Engine and Pattern Information

Virus Scan Engine: 8.100.1002 (Updated: 2006-01-09 14:10:07)
Virus Pattern: 3.149.00 (Updated: 2006-01-09 14:10:39)
Garyware Pattern: 0.327.00 (Updated: 2006-01-09 14:13:11)
PhishTrap Pattern: 223 (Updated: 2006-01-09 14:13:28)
AntiSpam Engine: 14196 (Updated: 2006-01-09 14:11:04)
AntiSpam Rule: 3.51.1033 (Updated: 2006-01-09 14:12:53)

# License Information

Product:Base License

Version:Full

Activation Code:BX-9YWQ-3685S-X39PZ-HI96NW-MAJR7-CWBXR
Seats:000250

Status:Expired within grace period

Expiration date:12/31/2005

Product:Plus License

Version:Full

Activation Code:PX-P67G-WCJ6G-M6XJS-2U77W-NM37Y-EZVKJ
Seats:000250

Status:Expired within grace period

Expiration date:12/31/2005

Daily Node Count: 0
Current Node Count: 0

# Kernel Information
Linux csc 2.4.26-cscssm #2 SMP Mon Dec 19 11:53:05 PST 2005 (1.0.6) 1686
unknn

ASDP Driver 1.0(0) is UP:
Total Connection Records: 169600
Connection Records in Use: 0
Free Connection Records: 169600

Show System Information 2

Gathering System Information

Creating temporary file CSCSSM-SYSINFO-20060109-184511.txt
Uploading temporary file CSCSSM-SYSINFO0-20060109-184511.txt
Uploading file

Deleting temporary file CSCSSM-SYSINFO-20060109-184511.txt
Press Enter to continue

Cisco Content Security and Control SSM
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||
5  Modify Upload Settings
P.A-16

Choose a protocol [1=FTP 2=TFTP]: 1
Enter FTP server IP: 10.2.15.235
Enter FTP server port: (default:21)
Enter FTP user name: ftp
The password will be hidden while you type.
Enter FTP password:
Retype FTP server password:
Saving Upload Settings: OK
Show System Information 3 Return to Troubleshooting Tools

3 CSC SSM FTP TFTP Cisco TAC

5  Modify Upload Settings
P.A-16

Troubleshooting Tools - Gather Logs

Gather logs now? [y|n] y

Gathering logs

Creating temporary file CSCSSM-LOG-20060109-184525.tar.gz
Uploading temporary file CSCSSM-LOG-20060109-184525.tar.gz
Uploading file

Deleting temporary file CSCSSM-LOG-20060109-184525.tar.gz

CSCSSM-LOG-<date-time>.tar.gz
CSCSSM-PACKET-<date-time>.gz

4 CSCSSM  ASA
Cisco TAC

Troubleshooting Tools - Gather Packet Trace

Gather packet trace now? [y\n] b

Press Control-C to stop.

Gathering packet trace

Creating temporary file CSCSSM-PACKET-20060109-184529.gz
Upload the packet trace now? [y|n] b

Uploading temporary file CSCSSM-PACKET-20060109-184529.gz
Uploading file

[ oL-8628-01-J
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2 Control + C

5  Modify Upload Settings
P.A-16

5 FTP TFTP

FTP TFTP

5

Troubleshooting Tools - Upload Settings

Choose a protocol [1=FTP 2=TFTP]: (default:1) 2
Enter TFTP server IP: (default:10.2.42.134)
Enter TFTP server port: (default:69)

Saving Upload Settings: OK

Press Enter to continue

Troubleshooting Tools 6  Returnto Main

Resetting management port access control list: OK
Press Enter to continue

ASDM  SSM

Cisco Content Security and Control SSM
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Ping IP
ping 9 ping
Enter an IP address to ping:
IP
PING 192.168.7.1 (192.168.7.1): 56 data bytes
64 bytes from 192.168.7.1: icmp_seg=0 ttl=255 time=0.1 ms
64 bytes from 192.168.7.1: icmp_seg=1 ttl=255 time=0.1 ms
64 bytes from 192.168.7.1: icmp_seg=2 ttl=255 time=0.1 ms
64 bytes from 192.168.7.1: icmp_seg=3 ttl=255 time=0.2 ms
64 bytes from 192.168.7.1: icmp_seg=4 ttl=255 time=0.1 ms
---192.168.7.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.1/0.1/0.2 ms
Press Enter to continue
10  Exit Exit Options
Exit Options
1. Logout
2. Reboot
3. Return to Main Menu
Enter a number from [1-3]: 1
Remote card closed command session. Press any key to continue.
Command session with slot 1 terminated.
hostname#
Exit Options Setup
Cisco Content Security and Control SSM
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CSC SSM

Trend Micro InterScan for Cisco CSC SSM SSM TFTP
CLI

“Do you want to restore the previous configuration?[y/n]”
Setup Wizard

Trend Micro InterScan for Cisco CSC SSM Setup Wizard

Do you want to restore the previous configuration? [y|n] n

To set up the SSM, the wizard prompts for the following information:
Network settings

Date/time settings verification

Incoming email domain name

Web console administrator password

Notification settings

. Activation Codes

The Base License is required to activate the SSM.

Press Control-C to abort the wizard.

=

o Ul W N

Press Enter to continue

y SSM
CSCSSM  Administration > Configuration Backup

Cisco Content Security and Control SSM
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A

ActiveUpdate Trend Micro
/ PhishTrap
ActiveX Web
ActiveX ActiveX Web
ActiveX Web Trend Micro
HouseCall Web
ActiveX Web
high ActiveX
C
CLI Command Line Interface P.A-1
CSC SsM Trend Micro InterScan for Cisco CSC SSM
D
DNS Domain Name System IP
DNS DNS DNS
DNS
Cisco Content Security and Control SSM
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M Glossary

DoS
DOS COM EXE DOS *COM *EXE
DOS DOS
E
ELF Executable and Linkable Format  Unix Linux
EULA End User License Agreement EULA;
I accept
I do not accept
EULA |
accept
EXE .exe DOS
F
false positive
FAQ Frequently Asked Questions
FTP TCP/IP
G
GUI
H
HTML Web HTML Hyper Text Markup Language
Web

HTTP Hypertext Transfer Protocol HTML

TCP/IP HTTP 80
HTTPS HTTP over SSL HTTP

Cisco Content Security and Control SSM
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ICSA ICSA TruSecure Corporation 10
IntelliScan IntelliScan Trend Micro
in the wild
in the zoo in the wild
1P Internet Protocol IP
IP
IT Information technology
J
JavaScript JavaScript Netscape
HTML

Microsystems  Java

JavaScript HTML
Web
VBscript
Java Java Java HTML
Java
Web
Java
Java Java Sun Microsystems
Java Java
HTML
Java
Java Virtual Machine
Java Java Java

Cisco Content Security and Control SSM

Glossary W

ICSA
ICSA
IPSec PC
90 %
in the zoo
10.123.123.123
Web
Javascript Sun
Web
Web
Web
Java Java
Java
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M Glossary

K
KB 1024
M
MacroTrap Trend Micro
Microsoft Word  .dot MacroTrap
MB 1024 1 MB
Mbps 1 100
Microsoft Office Excel Microsoft Word Microsoft Office
N
NAT P
1

IP
NTP Network Time Protocol
P
ping ping TCP/IP

ping P.A-17 Ping IP
POP3 Post Office Protocol 3
POP3 POP3
POP3
R
ROMMON ROM ROMMON ROM
ROMMON

Cisco Content Security and Control SSM
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Glossary W

S
SMTP Simple Mail Transfer Protocol
SOCKS4 TCP
SSL Secure Sockets Layer
T
TAC TAC Technical Assistance Center
TCP/IP Transmission Control Protocol/Internet Protocol TCP IP
TELNET TCP/IP  Transmission Control Protocol/Internet Protocol
TFTP Trivial File Transfer Protocol
U
UDP User Datagram Protocol UDP TCP/IP
UDP
URL Uniform Resource Locator
Web WWW.CiSco.com URL DNS
\'}
VBscript VBscript Microsoft Visual Basic Web
HTML VBscript
Web Click Here for More Information
VBscript HTML
Web
JavaScript
Cisco Content Security and Control SSM
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M Glossary

w
Web
Web Web HTTP Web
V4
Zip of Death 1000 % zip
zip
zip WinZip 1
zip
1 2 .zip

Activation Codes Configuration
Trend Micro InterScan for Cisco CSC SSM

SSM
37 Trend Micro InterScan for Cisco CSC SSM
SM-9UE2-HD4B3-8577B-TB5P4-Q2XT5-48PY4
1 WinZip
IP
2
PGP Pretty Good Privacy
Data Encryption Standard DES; 2

Cisco Content Security and Control SSM
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Trend Micro

Trend Micro
Trend Micro
HTTP

Cisco Content Security and Control SSM
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M Glossary

dog Dog
dog

GUI

Trend Micro InterScan for Cisco CSC SSM

FIFO

Cisco Content Security and Control SSM
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—

—Microsoft Office

Web
URL
Red
IT
Cisco CSC SSM

Trend Micro InterScan for Cisco CSS SSM

Cisco Content Security and Control SSM

Glossary W

Nimda Code

Trend Micro InterScan for
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M Glossary

Trend Micro InterScan for Cisco CSC SSM

—GUI ASDM ASDM
— P.A-1

Trend Micro InterScan for Cisco CSC SSM 1
IntelliScan

false positive

Trend Micro InterScan for Cisco CSC SSM
Example, Inc. Example-Japan, Inc.
example-japan.com example.com

Cisco Content Security and Control SSM
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Web HTTP
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M Glossary

HTTP
CSC SSM
tid host wombat.doc.ic.ac.uk uk
example.com

DNS

Trend Micro InterScan for Cisco CSC SSM
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Data Encryption Standard DES;

TCP FTP UDP HTTP

OPR

Cisco Content Security and Control SSM
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M Glossary

HTTP

.com .exe

Axt xml

Web
Web

Internet Explorer ~ Mozilla

Web

URL
URL

Cisco Content Security and Control SSM
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CD

Web

KB MB

SMTP Configuration - Disclaimer

Cisco Content Security and Control SSM
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M Glossary

Trend Micro InterScan for Cisco CSC SSM

false positive

Trend Micro InterScan for Cisco CSC SSM
*) *ber barber number plumber timber
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A

2-7
8-10

ActiveUpdate

5-4
8-15

ActiveUpdate
ASDM

Base 1-2,1-12, A-8

C

Cisco ASDM/Trend Micro GUI access
Cisco TAC

2-7

8-24

D

DNS lookup 2-7

EICAR 2-3

F
false positive

8-11
H

HyperTerminal A-3

K

Knowledge Base

P

Phishing Encyclopedia
PhishTrap 4-9
ping IP A-16
Plus

S

Safe Computing Guide
Save 1-9

Security Information Center

SOCKS4

Syslog 2-7

syslog 5-4
ASDM

5-4

syslog

T

tid 3-7

1-4, 8-16

8-17

1-2,1-12, A-8

8-18

8-17

5-4

8-19

Trend Micro for Cisco CSC SSM

1-3

TrendLabs 8-18

U

URL
Knowledge Base

1-4, 8-16

Trend Micro Virus Submission Wizard
Virus Information Center

URL rating lookups

Cisco Content Security and Control SSM

2-7

I N

8-17

D E X

8-11
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W index

URL 4-10 1-11
URL 4-11
4-10
4-11
/ 4-11

4-10 8-15

URL 4-7 8-16
PhishTrap 4-9
4-7 6-3
A-7
v 6-3
8-7, A-5

Virus Encyclopedia 8-17 2-7
Virus Map 8-17 A-16

Virus Primer 8-18

W
8-18
Web 4-4 6-8
Webmaster 8-18 / 4-11
Weekly Virus Report 8-18
A-7 3-4
A-8 3-4
6-8, A-8 4-4
3-2,4-2 2-1
8-6 A-2
8-3 3-11
3-5 3-11
CLli A-18
6-4
1-10 6-4
1-4 6-4
1-11
111 52
1-4 5-3
1-11 53
1-11 A-11
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A-3
4-3, 8-13
4-2
1-8
A-11
A-11
8-17
A-7
/ SMTP 3-3
3-7
6-7
5-3
3-9
8-17
SMTP/POP3 3-5
3-12
3-5
3-5
4-6
EICAR 2-3 36
c3 1-9
8-10
8-10
LED  2-6 8-18
8-15
A-12
3-4 1-9
/ 8-17 Web FTP
/ 3-2
SMTP POP3 3-4 3-5
SMTP POP3 3-9
6-6
6-6
6-2 ASDM 8-15
1-2 CSC SSM ASA
false positive 8-11
false positive
FTP 8-9
Cisco Content Security and Control SSM
| oL-8628-01-J

Index W

4-2

8-16

8-11



Index
HTTP 8-8
SSM  ASDM 8-15
Web
8-9
8-6
8-3
8-11
8-11
8-7
8-11
8-15
8-14
LED 8-15
8-10
8-10
8-13
8-10
8-8
8-7
A-13
1-8
A-6
A-10
8-9
A-5
8-7
A-12
8-10
A-10

A-7

4-5
4-5

4-7
6-5
6-5
6-6
6-6
3-10

1-11
Trend Micro 8-18

1-4
3-2
3-7
3-11
3-7
1-4
6-9
1-13
6-8
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