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Cisco 4G LTE EHWIC IZ1%, ¥ —VE R Fa S/ ¥hogftIhsd, 727 7 4 772 Subscriber Identity
Module (SIM) 23 ETT, @EH. SIM I— Fid, vy 7 InzRE PIN BHESLE) TlEe<l,
Tray s IPTREE (PIN 72 L CEAMRE) TS E T, Cisco IOS 121X, SIM 2 v 7 F721%
7rryZ L, PINa2— REREELITELEETLHZLEAERICTSSIM ey JEENRHV ET, 20
FERBIZ., SIM BFFA S NTeT A A2 (ZOHETE Cisco ISR G2) OATHEH IS Z L EZRIELE T,
SIMDOr Yy 7 BIOTray 70T, 22—/ F 7L ISR ~® Telnet/SSH # H T Cisco I0S CLI
AL TEITENET,
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LTL7EEW,
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4G EHWIC Ti%, 2u v 0, WICO0, A—F 0i%, +_XTHa<> FT0/0/0 T+, Z2av FESIC
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Cisco 819 4G LTE HE 7T v F 74— LA TiE, X THOa<wr L TAry b0 2L £,
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o [F—Xx a—nopz#kxE (P.14)

F—R 7AYo rOTAES I =Y

~

GE) ET LT a =T TAI%, V=X T a A EDOT I T 4 TRIATYVARA T HU U MRS
D, SIMAI—KBA VA=V ENTWVWDZENMETY, EFT L T—F T077 A/ VIHFRET
HVHENDY £,

F—F THYY NETREYVa =V ST HIE, ROFIEETLET,
o MEBOMS LY —LAOFMES (P7)
o [E2FLF—% 77410 E (P.8)

ESNES LY—EXDAAK

ETLOEFORS &Y —E AO AL HEET 21213, i EXEC E— FTROa~» FaifiL

£7
FIROHE
1. show cellular slot/wic/port network
2. show cellular slot/wic/port radio
3. show cellular slot/wic/port profile
4. show cellular slot/wic/port security
5. show cellular slot/wic/port all
FIRDFHH
ARV RFERRTOIVaY B
AF7971 |show cellular slot/wic/port network BEHEEERY NT—2 . B A b, BLOYE
MARER Y —ERICET R E R R LET,
Bl
Router# show cellular 0/0/0 network
AZT972 |show cellular slot/wic/port radio WHEBRDRIE R LET,
GE) RHELEEEomOERICIZ, RSSI A
Bl : -90 dBm B2 D MHENH D £7,
Router# show cellular 0/0/0 radio
A7973 |show cellular slot/wic/port profile VER SN ETF L T—% a7 7 A NMZET A
WaRLET,
Bl :
Router# show cellular 0/0/0 profile
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ARy RFERRT7IVaY i)
AF7974 |show cellular slot/wic/port security SIMBIWREFTLDOR v 7 AF—X AT Bk
Fa U7 ifMERLET,
Bl
Router# show cellular 0/0/0 security
A797F5 |show cellular slot/wic/port all EFA MR ENTET 0T 7 A, EREE DR
& Ay hU=7 ¥Fa VT4 REICHETIRE
- roa i 7 L E T,

Router# show cellular 0/0/0 all

ETL T—42 AT 7MILDERE

BImET LT =8 7Ta7 7 A NVEREEIIMERT 2I121%, ## EXEC E— FTRO=a <> F2A
HLET,

~

GE) BIEMETLIDIITe 77 A0 1 ORTT,

FIEDOHE
1. cellular slot/wic/port Ite profile create profile-number apn authentication username password
protocol
FIED A
ARV RERETIaY B
AT971 |cellular slot/wic/port lte profile create FHLWET AL T—F a7 A NVERTEE-II/E
profile-number apn authentication username password EJZ LET, £ 1iZa~wr R AT A—FEZRLTW
protocol jiir °
Bl :
Router# cellular 0/0/0 lte profile create 2 apn.com
chap usernamel passwordl ipv4

1 ETLT—F FOTF7A4N 5 A—4

profile-number BT 27077 A0, KR 1I6HOTa 77 A VEERTEET,
apn P—ER T, F—BRET 57 78RA FA 2 MM,

authentication BIAEDZ A 7, 1L 21F. CHAP, PAP 2N H Y £,

username P—ER TS A=k EINnNda2—F4,

password P—ER Ta S F—rbRflsnd 2T — K,

protocol F v hU—2 F o k2L IPv4,
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SIMIZiZe vy 7 BLO0Tray 702 OORENRBD £, SIMNRTrue vy 7 ENTWBLIHEA,
EHWIC IZf A L TR a— R L CHEHTEET,

SIM (%, #IHLIREET ISR HHEICL - TERIND, 4 ~8HDPIN a—KiZkoTry /352 ¢
MNTEFET, SIM ey 7HHEIX, PIN 22— R2HEHALTSIM2r vy 27350 Tcaxd, — &
gy 3InsE, PBREAR LU PIN 2 L CHEfTSNLETa— LT EHA, BBFEE, PIN
DO EZML T Cisco [0S I X » THEIMICFETINE T, BE) SIM RBIFEICH T2 Z OMHEREIL,
CiscoIOSCLI Z2HHL TNV —HDAX— T v a7 4FXal—yalrO—#E L TiThbhET,

—JE Cisco I0S &ENTHND L ISR 1T LTE #fe 2 B T& £9°, ISR L. LTE BRiOFTIC, BE
Shi- PIN ZEAH L CHRIEL £ 7, Cisco IOS PIN BRENRE L TWDHH, PIN 23R J@@Jiﬁia/\ E
SIM GBAEIZ R L, #ZRtiIB S EE A,

2y 7 X372 SIM BB ISR F7213BIOT A RATBE SN HE., £2idn v 7 Shvic SIM BETE
3% EHWIC 23[F U ISR N0 EHWIC 2 v v MIBEI S5 E. ISRBZRELXEETHILENRD
DEF, FEILISREHWIC 2ry NEFICEAOELT — ar be—J 2@ T ORET, Zh
IZEV. SIM B — RAREBENTWREWNWT AL R L TUIER IRV ERRIEEENET, F7-
X, BE—o ISR WNIZ# %t LTE EHWIC 285 53561, 4 LTE EHWIC/SIM (280 72 PIN 233 &
nNaZEMRIESIET, LTE #6i2 EFICBAT 21003, FRT AL AEE3HHELT— a3 b
n—7 Ay FC, @BiEa~ R (SIMov vy 7 IZFEHT2FEC PIN T EREINTWDILEND
nEJ,

SIM R ET HI2IE. WOFNEIZHE- T TZE W,
e [PIN=a—F&#EHLESIM I —FRouyZ7BL07ray 7] (P10)
e Ty Z7&NSIM TTF—% a—/LERETLH-O0HTE) SIM #Zak) (P.11)

—EREINZL, ELWPIN 2925 2 S I3EFICEETY, Bt Ezidn v 7 &hi- SIM
OT iy JEATRIC, 7y 7 EN7- SIM IZiE->7- PIN 28 L C3 [RIATENnS & SIM A— K
7 my 7 EInET,

Tuy s &N SIMAI—RiE7 ey 7R T& £ A, Cisco4G LTE EHWIC Tix, uvy 27 /7 v
0y 7 FIITRAERFICER S PIN ZAN LT ENFERTSIM A — R 7 a vy 7 ShizBa.
P—E R T FEELTSIM A — FEZ#L T &0,
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PINO—FZFEALESIMA—Foavs LUt 7rAavsH
PR TaAL A BRI NT SIM A — R n v 7 1370y 74510, HRA RS

EXEC E— RThkoDa~<r RE AN LET,

PRolo PIN 8 LT3 BEIANEND & SIM I —Rid7 ey 7 EhET, SIMICRESN TV

ELWPIN ZXLTANLTLEEN, SIMA— KRBTy 7 ENzHEe, P—ERX o F—

WCRAWEDHETSIM 1 — REZHE L T ZE0,

FIaOHME
1. cellular slot/wic/port Ite sim {lock | unlock} pin
2. cellular slot/wic/port Ite sim change-pin pin new-pin
3. show cellular slot/wic/port security

FIEDEH

ARV RFERRTIVaY

B

AT971 |cellular slot/wic/port lte sim {lock | unlock} pin PIN =2— FZFEHLT, SIMbI—Fxua v 7 F-1%
Trary 7 LET,
Bl e pin-SIMI—Rouay 7 EEZ7Tray o
Router# cellular 0/0/0 lte sim lock 1111 TOICBEFREENLREIND 4 ~ 8 HTD
a— K,
AF97F2 |cellular slot/wic/port lte sim change-pin pin (LB B Y ToN=PIN=2— REEELET,
newpin PIN 2 EH 5ICiE, SIM (1 7 RHBIC & 5 M B
NHY ET,
#l :
Router# cellular 0/0/0 lte sim change-pin 1111 1234
AF973 |show cellular slot/wic/port security (EE) SIMou v 7 kXS ETF LAHOEX o

-

Router# show cellular 0/0/0 security

U7 4 E#RERLET,

Il Cisco 4G 74 L X WAN EHWIC
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Ay Eht=-SIM TT—4 a—LZRET H-HDOEE) SIM 23E

:ET-Aﬁ‘j‘—/I/é’%?:fﬁ— ﬁfﬁé"@“éfa/\ﬁ EEJJ SIM muuié’uq:j‘jﬂé j: IEL‘/\PIN :'—]\é’
FRALT, vy 7 &7z SIM I— RNizxtd 5 SIM Card Holder Verification (CHV1) =2— R&Z&ET
HVENDY £,
FERDT-»IZ SIM CHVI = — RERET A121X. EXEC E— FCRBT A%k Da~r REALET,

AE O HoPINMPEKELTCIEALEIND E SIM A —RiE7mvs énia“ SIM IZRRESINTWD
ELWPIN #XFTAALTLEEN, SIMA— KX 7oy 7 NS, =R TafF—
IZRIWEDHETSIM I — RERH LT 7ZEW,

~

(6=3) CHVI ERET DD FlEnR L 0 O PIN 2 H T 258513 O FNEIZHE - T 72 &0,

e fbEnizr~n7 a) PIN ZHH LT CHVI 2% €T 2 HIEZO>W Tk, Bk Sz PIN Ok

Bl (P12) 2R L TSN,

~

() SIM FRFENHERET D I21X, SIM B3 v 7 SNTWAMENRH Y 9, SIM AT —X XA EHERT DI
show cellular slot/wic/port security 2~ > RZEH L 7,

FlgnHH=E
1. configure terminal
2. controller cellular slot/wic
3. Ite sim authenticate 0 pin
FIRD
av Y KRERRER7ZOVaY B
A7v71 |configure terminal Jo—r L ary7 4 ¥al—v gy B— Rapth
LET,
#l :
Router# configure terminal

Cisco 4G 71 %L 2 WAN EHWIC
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ARV RFERRTIVaY B

AZT97 2 |controller cellular slot/wic

i -

Router (config) # controller cellular 0/0

LT —arvio—J a7 40Xl — g
T— RZEBBELET,

A7973 |lte sim authenticate 0 pin

PIN =— K%/ L C CHVI %7 ;”Ebi‘@”o 7))
PIN 13, &##%cD LTE ¥ CRRAET D 72DIET
LZEEENET, RESNE PIN G %ou\mh

Bl : RN o S
Router (config-controller)# lte sim authenticate 0 ”Eﬁ)ﬁk%jﬁéi A & :_/I‘/ﬁx'ﬁjéﬂi—aﬁ"
1111 W %a&bf_ﬁu\ BT LIT—F a—xH

WBLEE A,

Zoa<wr L, BEfbkaniewnw (717 FX% A
F) L~UL 0 @ PIN A CHV] OREIHEHEND
BAICOBRAENTT, LU T7DPINZRETS
(21X, 4 ~ 8 #1d PIN éfi‘%@“ﬁxﬁiﬁﬁ AL %
FERTH2HLERH Y 3, Kk PIN Z{E
AL T CHVI 2% ET 521%, 5L &z PIN
oEl (P12) #5R L'C< 7ZE,

ES{t=hi- PIN 0T

FIROHE

GE)

b &= PIN 2R ETAHI21E. PINDORZ T U T IEZRE T A2LERNDY F4, A7 T T )0
L7 O PIN #HfG L, Z OS5 PIN 24 H L CTRIED7=HIZ SIM CHV] 22— RE2HRETHIZ
iZ. EXEC &— FTCRHTL2ROa~ FE A LET,

IR THIER, Kb Sz PIN 2B 5 51E0 1 5 TY, ZTOFETIE, NRAT— RISk
EHREL, 2—PELABLOHET I RAT—RE2EHRL, MRELTERSINDIATZ T T XA
J—R&zabt—L, TORIFZ TN NAT—RESIM#EiEa~y RCHEHT2Z LT, =2—¥4 L&
NAT— RPERENET, A7 727V PIN BEG S, SIMBBRECHEH D &, fEkshiz
22— W4 % CiscolOS 27 4 X2l —TarnbllRdT a2 N TXET,

SIM FRFEDSHERE T HIZIX, SIM B3 v 7 SNTWAMENRH Y £9, SIM AT — X XA &ZHERTHIC
show cellular slot/wic/port security =~ > REFH L £,

configure terminal

service password-encryption

username name privilege 0 password pin
do show run | i name

controller cellular sl/ot/wic

Ite sim authenticate 7 pin

exit

no username name

© O N gk WDN-=

no service password-encryption

Cisco 4G 74 ¥ L2 WAN EHWIC
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AT RERET7Ia Y

E]:5)

A7971 |configure terminal Jau—\)L a7 4Xal— gy ET— K2tk
LET,
Bl :
Router# configure terminal
A7972 |service password-encryption INRAT— RO E{bE A X —7 VI LET,
Bl :
Router (config) # service password-encryption
A7973 |username name privilege 0 password pin I— WL 2T — REER LE1,
* name- 2—WHEH/ELET,
15']: R . ~ o NN Tyt
Router (config) # username SIM privilege 0 password pun - 4 8 *ﬁ@ PIN = R %?HE Liﬂ—o
1111
AF¥974 |do show run | i name AT w7 ZTER SNz —F4H I T o 5k S
Nz~ 7 @ PIN & tea— AR EITERT
Bl LET BITRENDZ—F [SIM)).
Router (config) # do show run | i SIM 277 67T (PIN & L) EHTAHE-HIZAT T
YINNRAT— REar—LET,
A7975 |controller cellular slot/wic LI —ariie—I a7 4 F¥al—g
E— Nz LET,
Bl :
Router (config) # controller cellular 0/0
7976 |lte sim authenticate 7 pin 2T S A AT 57 PIN A LT
CHVI ##&%E L£d, Z® PIN X, %% LTE
i - PEfgt CRBRET D ToOICET MR EINE T, RE
Router (config-controller)# lte sim authenticate 7 shiz PINJ:%/)‘INTEEEE?S?Z%T%%%‘ 7
055RA575E70 Z A=A ENET, RBEECKBLZSE.
ETLIT—F a—LERKBLEEA,
Zoawy Rif, CHV] 2R ET 57D LS
Nz GERRD) LA T RAT— AR ST
VD BHEIETHHTT,
AFyTT |exit (fFE) Brgd— =z bo—9 a7 4¥alb—
va Yy E— F‘%%T Lij—o
Bl :
Router (config-controller) # exit
A7978 |no username name UEE) 27 v 7 3 Tk anizoa—%4 L3z
U— R&HIBRLET,
Bl :
Router (config) # no username SIM
AT979 |no service password-encryption (fEE) "AU— R b2 ®Eh{b LE 9,

-

Router (config)# no service password-encryption
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F—A a—)LDHRE

T—H a—VEFRETHITIE, ROFIEEZFEITLES,
e BTG — v —T A 2ADE] (P.15)

e [DDR ®&%&] (P.17)

e [DDR XNy 7 v 7DO&El (P20)
2Tk T — % a— L EERLTOVET,

X 2

[ @ ! SDK/API

IP7KLZX :
& :

EHWIC-4G-LTE TOT—% J—/LOEE

HNEET L

T-8a-lt

ANEPIE SN il

LTEDTF 74 L kOTF—4 A7 S5—

<

1Y F—RORERE |

>

>

343308

Fx U7
*v bT—=Y
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TILSG— A2 —T4 ADEKE

YNT— A B —T 2 AR ETHICI1L. EXEC £— RTRBT A2k Oa~r FEANLET,

FIEDOHE
1. configure terminal
interface cellular slot/wic/port
ip address negotiated
E 70
ip address ip-address mask
4. encapsulation slip
5. dialer in-band
6. dialer string string
7. dialer-group group-number
8. exit
9. chat-script script-name ”” “AT!CALLprofile-number” TIMEOUT timeout-value “OK”
10. ip route network-number network-mask {ip-address | interface} [administrative distance]
[name name]
11. dialer-list dialer-group protocol protocol-name {permit | deny | list access-list-number |
access-group}
12. line slot/wic/port
13. script dialer regular-expression
FlED 4
AR FERETIVa Y B
A7971 |configure terminal Ju—)L ar7Z 4 FXal—rar T— &btk
LET,
Bl :
Router# configure terminal
AT97 2 |interface cellular slot/wic/port BTG — A B —T 2 AEETELET,
Bl :
Router (config)# interface cellular 0/0/0

Cisco 4G 71 %L 2 WAN EHWIC
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ARV FFERETOIVa Y B#
AT97 3 ip address negotiated BEDA L EZ—T A ADIP 7 KL ZADEIHIZER
ESSLES BEND L EBELET,
ip address ip-address mask
Bl :
Router (config-if)# ip address negotiated
F70x
Bl :
Router (config-if) # ip address 10.4.0.254 255.255.0.0
ATy74 |encapsulation slip HHERBE— RERIZLAYLA LT R
N—F 427 (DDR) It L CRE SIFA
i - B=T 2 A ADYI TN FA L A F—Fy b T
Router (config-if) # encapsulation slip = k=L (SLIP) 7'77’12/1/'{[{4%??%[/??_0 e
iE. RISV F =T = ZADFT T H L R TT,
A7y75 |dialer in-band DDR A Xx—7 WL, A " R EZALY )T
EHEATLILY. BELEVI TV A X —T =
&l - A RAERELET,
Router (config-if) # dialer in-band
A7y76 |dialer string string KA A BB E LR R HEE L E T
Fyy b 27 VT FOARTEZZ ZTHEHLET,
Bl :
Router (config-if)# dialer string lte
AF7971 |dialer-group group-number BELEAVE—T oA ADRBTIHIEAYT TV
BRA ITN—TDEGEREELET,
Bl
Router (config-if)# dialer-group 1
AT97 8 |exit Ja—nN) arZ4¥alb—v gy E— FElk
LET,
#l
Router (config-if) # exit
A7979 |chat-script script-name ”” “AT!CALLprofile-number” A Y ZIEREO ATDT a2~ RE2EZLET,
TIMEOUT timeout-value “OK”
Bl
Router (config) # chat-script lte"" "AT!CALL1"
TIMEOUT 60 "OK™“
279710 ip route network-number network-mask BEISNTEA LV E—T oA AEN LT, "RESINT

{ip-address | interface} [administrative distance]

[name name]

Bl :
Router (config) # ip route 209.165.200.225
255.255.255.224 cellular 0/0/0

WDBT RI=A ML —FT 47 T4 AZ U A&MHEH
LT, BEINAET 4 v 7 V— NEHLLET,

GE) TO9A~V AL E—T oA ANETLDE
FWCDOIREREND LY, NI T v A
VHE =Tz A ZAENT HA— MTH LT,
FORERT RI=A =T 47 T4 A
HUORAEBRETDHDMERIDHY £7,
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ARV RFERRTIVaY

B

AT97 1

dialer-list dialer-group protocol protocol-name
{permit | deny | list access-list-number |
access-group}

-

Router (config) # dialer-list 1 protocol ip list 1

BRTAH 7497 0FAYT UARNBIERL,
Zu ha LRI LT 7R E2HF T LET,

ATy 12

line slot/wic/port

-

Router (config)# line 0/0/0

Iy ar74Xal—vary T—FEEELE
‘j‘o

AT97 13

script dialer regular-expression

i -

Router (config-line) # script dialer lte

TI7ANVN BT LOF vy b A7 UT NEREL
9,

AET 47 IPT RLARELT— A F—T oA ATRERLE . 7 KL AT ip address

negotiated CHETEXE T, XY MUV —27 Tlk, EMRAZT 4 v 7 IP T RLART A AZx LT

L CToHh-Z &N
BEINTWDEHE,

BENET, hrrb A ¥ —7 x4 AN ip unnumbered cellular 0/0/0 T
ip address negotiated DbV IZ, L T— 4 F—T =2 ATOEEORAHZ

T4 I IPT RLRAZRETAHLENHY £, BLT— A F—T 2 A ZADHFNTHONTiE, THA
TN T— A H—T A AOEE] (P21) 2R L T I,

DDR DE%E

TLNT— (X —T A ATk LT DDR %
jjl_/ij‘o

FIEDHE

configure terminal

interface cellular slot/wic/port
ip address negotiated

EJl s

ip address ip-address mask
encapsulation slip

dialer in-band

dialer pool-member number
interface dialer number

ip address negotiated

© ® N o a A

encapsulation slip

. dialer pool number

= o

dialer idle-timeout seconds

-_— -

RET AL, EXEC £ — RTRtAT A%k D~ Fi A

| oL-25146-04-J
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12. dialer string string
13. dialer-group group-number

14. exit

15. dialer-list dialer-group protocol protocol-name {permit | deny | list access-list-number |

access-group}

16. access-list access-list-number permit ip-source-address

17. line slot/wic/port
18. script dialer regular-expression

19. exit

20. chat-script script-name ”” “AT!CALLprofile-number” TIMEOUT timeout-value “OK”

FIED

ARV FERRTI2Va Y

E[: 3]

AF7971 |configure terminal Jau—\)L a7 4 Xal— gy ET— RN2th
LET,
%l
Router# configure terminal
A7972 |interface cellular slot/wic/port LT — A B —T A AEEELET,
Bl :
Router (config) # interface cellular 0/0/0
A7v73 |ip address negotiated BEDALEZ—T A AZADIP 7 N ARERIICHEL
Ee B BENDZEEBELET,
ip address ip-address mask
%l
Router (config-if)# ip address negotiated
EJAAES
%l
Router (config-if)# ip address 10.4.0.254 255.255.0.0
A7y74 |encapsulation slip FHIERME— FERF A YA F v K
N—T 47 (DDR) 2k L TRE S LA
B - =T 2 A ADVITN FTA v L FZ—Fv T
Router (config-if) # encapsulation slip = b =1 (SLIP) 7‘77?”/4[:7::*?)?[/&7;—(’ g
i, RSV E—T = DT T H )V FTT,
AFy75 |dialer in-band DDR %A =7 /UL, A v R EAL XY 7

-

Router (config-if) # dialer in-band

PERATALY BBELIZVY T A A —T =
A AEHFEELET,

Il Cisco 4G 74 L X WAN EHWIC
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ARV RFERRTIVa Y

B

AT97 6

dialer pool-member number

i -

Router (config-if) # dialer pool-member 1

BEDA X —T A ANET D, XA¥T Fn
T ANDEAT VT T—=LDFFER/ELE
7,

ATvF1

interface dialer number

-

Router (config-if) # interface dialer 1

BEDA v E—T 2 ANETH, FAVT7 o—
AU — TN —TOFSEIBELET,

ATy7 8

ip address negotiated

-

Router (config-if)# ip address negotiated

BEDA 2 —T =24 ADIP 7 KL ANEIHICH
fBfashsdztxEELET,

27979

encapsulation slip

i -

Router (config-if) # encapsulation slip

HAFRHE— FERIIFA Y LT T R
N—7F 47 (DDR) 1Zxf L CERESINTZA »
B—=T 2 A ADTV VTN T A B —Fy b T
o b= (SLIP) B 7eibzsELEd, Zh
X, R A o —T =2 A ZADF T 4+ N TT,

ATyF10

dialer pool number

-

Router (config-if) # dialer pool 1

BEDmEY 7Ty N = IR T A0 A
YT A A =T 2 A ADERATEREAT VT
T NOFFERELET,

YSEPAL

dialer idle-timeout seconds

-

Router (config-if)# dialer idle-timeout 30

Bl & OB AER SN2 % D, 74 FARHROR
S HHALTHRE LET,

ATy7 12

dialer string string

i -

Router (config-if) # dialer string lte

HAYNTHESELITILFI 2R ELET,
Fxv b A7 VT NOL4FIEZZTCHEHLET,

ATy 13

dialer-group group-number

-

Router (config-if) # dialer-group 1

BELIEA LV E—T 2 A ANBTELXAYT T2
YR TN—=TDF T ERELET,

A7y7 14

exit

-

Router (config-if)# exit

FTa—r L ar 7 4 X2 lb—3 gy B— N5
LET,

A797 15

dialer-list dialer-group protocol protocol-name
{permit | deny | list access-list-number |
access-group}

-

Router (config) # dialer-list 1 protocol ip list 1

BRTAH55 7497 DFAYT UARNEIERL,
Zu ha LRI LT T 7R E2HFTLET,
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ARV FFERETOIVa Y B#
AT97 16 |access-list access-list-number permit BMRETA NI 7 v 72 ERLET,
ip-source-address
%l
Router (config)# access-list 1 permit any
AF97 11 |line slot/wic/port SAy arI 4 Xal—ay T—FEEELE
7
Bl :
Router (config)# line 0/0/0
AT797 18 |script dialer regular-expression FIFINN FTTFLDOF vy b AT U TS REEEL
ES N
Bl :
Router (config-line)# script dialer lte
A7y 19 |exit FA4y a7 4Fal—vary E—FERTLE
‘j‘o
%l
Router (config-line) # exit
AT797 20 |chat-script script-name ”” “AT!CALLprofile-number” A X FHEREO ATDT a~ > RE2EELET,
TIMEOUT timeout-value “OK”
%l
Router (config) # chat-script lte"" "AT!CALL1"
TIMEOUT 60 "OK“
\ .k
DDR /NNy U7 v TDOEE
TIASVEREE=F L, BRIy 7T v THRERKT 5120, V=2 TROFAD 15
ZHEHATEET,

o NI T T AU HE—T xR AZUNADREOETEKL, 7T~V A F—T (A
Ff7 o halnFd o L@EBENnNs . Ty TIREIZRD £,

o WEIRET 4w N—bh RN IT v A E—T =2 RAENTIHIREIC, T4~V EREOT
RIZARL—TFT 4T TAAFZ ALV EREVWT RI=ZA N —TFT 4T TAAXZANRDY
TIAS) AV F—T 2 A ANE T TDHET, =T 47 T—TNVIIIHFEELEEA,

o HAXT UAvTF i FAYT UdvFIE, FAXYNV NI T v T mN—T 4 THEBELREGT D
Ny 7T v THERETY,

NPT ITAVE—D A REFRATBA3—T 4 ADRE
A

GE) ®AT— A F—T oA ABLOZEOMOIERIT I TNV A B —T oA AN I T T A HF—
Tz AFHETEETA,
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1 DFRRFEBRDOA L F—T oA ZAEREL NI T v A F—T = ABERAT DI, T o—
SV a7 4 X2l —v gy B— RORHPITHROa~y REFHLET,

FIROHME
1. interface type number
2. backup interface cellular number
3. Dbackup delay enable-delay-period disable-delay-period
FIEDEHH
ARV RERRTIVa Y =]:5)
ATy71 |interface type number Ny VT v T ENDA L H—T oA ZEEEL, A
YR —=T AR AT 4 Fal—var ET—FE
- Bk L E T,
Router (config)# interface atm 0/0/0
A7972 |backup interface cellular number YINTG— A EBE—T A ANy I T v 7L LT
fBELET,
Bl :
Router (config-if) # backup interface cellular 0/0/0
A7973 |backup delay enable-delay-period MBEA L H—T oA AWK T LT L Ry s
disable-delay-period T T A =T = APECTR B L DR,
BLRO, WA v Z—T A ANRDLKEREN Y 7
#l - Ty TN R DR L DT, BIEARE L
Router (config-if)# backup delay 0 10 £

4G LTE EHWIC DE&EHI

ZIZTE, ROBREFONTHHALET,

o [HAVYNT— A =T A ZDF%E] (P.21)

o O EN T — A X —T A4 ADKE] (P.22)

o BT — A2 =T A ZADRFEXI LT GRE b (P24)

e INAT BL WO IPsec #EMA LNy 277 v 7ELTODAGLTE VA ¥ LA 5 4 (P.24)
o [SIM ®%wE | (P.27)

BEXKEILSG— A3 —D24 ADEKE
WL, 794~V ELTHEASNAEL Y BT — A v X =T 2 AEREL. T 74V b—FEL

THRET2Hl 2R LET,

Router# show running-config
chat-script lte "" "AT!CALL1" TIMEOUT 20 "OK"

interface Cellular0/0/0
ip address negotiated
encapsulation slip

Cisco 4G 71 %L 2 WAN EHWIC
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dialer in-band

dialer string lte
dialer-group 1

async mode interactive

ip route 172.22.1.10 255.255.255.255 Cellular0/0/0
dialer-list 1 protocol ip permit

line 0/0/0
script dialer lte
modem InOut

EEESEOEILS—AUE3—T 24 ADEE

2T ROBREFITOWVTHHALET,
o MNEHEAYT AL E—T 2 A RAEFERLLWVWTA YT T v T OEE] (P.22)
o MHNBFAYT A7 —7 A A%fEMT % dialer-persistent DFEE] (P.23)

NEBAANST A A=A REFEALEVWTA VSO Y FDERTE

WIZ, I AYT A Z =T =2 R LRI A YT U+ FERET D02 RLET, KF
TXAMNIFAY T Uy FICEAOEZ pa~r FERLET,

chat-script lte "" "AT!CALL1" TIMEOUT 20 "OK"

interface Cellular0/0/0

ip address negotiated

encapsulation slip

dialer in-band

dialer string LTE

dialer watch-group 1

async mode interactive

|
dialer watch-list 1 ip 5.6.7.8 0.0.0.0
dialer watch-list 1 delay route-check initial 60
dialer watch-list 1 delay connect 1

|

ip route 0.0.0.0 0.0.0.0 cellular 0/0/0
line 0/0/0

script dialer LTE

modem InOut

no exec

transport input all

transport output all

Cisco 4G 71 L X WAN EHWIC
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NBIAXNT 403 —T x4 RA%HEAT % dialer-persistent DE&5E

WIZ, MBI A YT A F—T oA A% T 5 dialer-persistent ZZET 262~ LET, KFTF
A M dialer-persistent IZEFOEE R a~v > RERLET,

chat-script lte "" "AT!CALL1" TIMEOUT 20 "OK"

interface Cellular0/0/0
ip address negotiated
encapsulation slip
dialer in-band

dialer pool-member 1
async mode interactive
routing dynamic

interface Dialerl

ip address negotiated
encapsulation slip
dialer pool 1

dialer idle-timeout O
dialer string lte
dialer persistent
dialer-group 1

dialer-list 1 protocol ip permit
ip route 0.0.0.0 0.0.0.0 dialer 1

line 0/0/0

script dialer lte
modem InOut

no exec

transport input all
transport output all

Cisco 4G 71 %L 2 WAN EHWIC
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CILTG— AV F—T A RADEREEZNLI=GRE FoRIL

WIZ,GRE kv F/v A % —7 A A7 ip address unnumbered cellular interface TRE SN TIN5
BRI, AT 47 IPT FLAEZRETHHERLET,

GE) GRE PR EZ, =2 TuXf Z—NILTEA L X —T =24 ADXXT Vw7 IPT L A%
AL TV AEAICE T R— &N E7,

interface Tunnel2

ip unnumbered <internal LAN interface GE0O/0 etc.>
tunnel source Cellular0/3/0

tunnel destination a.b.c.d

interface Cellular0/0/0
ip address negotiated
encapsulation slip

no ip mroute-cache
dialer in-band

dialer string lte
dialer-group 1

async mode interactive

! traffic of interest through the tunnel/cellular interface
ip route x.x.x.x 255.0.0.0 Tunnel2

! route for the tunnel destination via cellular

ip route a.b.c.d 255.255.255.255 cellular 0/0/0

(G¥) FIGAR—FNIPT RLVABEAT A —ER TS T —DEE. BRA L Y —RA VN RAET 4
7 GRE Fo XL D—FHFDT oy RETF5A_X—KIPT7 FLRIZ, b9 —FHFDT L RETV w7 IPT
RLAICRETDHZ I TEEEA,

NAT & U IPsec #FERALI=N\Yv I 7y TELTDAGLTE VM4 ¥ L X
ET L

WIZ, NAT 5L IPSec &3y 77 v 7L LT, b—% LIC4G-LTE VA ¥ LA 7 LaiET 201
ERLET,

GE) EZEHEEIRETEETA, EBEOALV—Ty M, BT — Ry T =27 =B RIZ L > THRR
nET,

ip dhcp excluded-address 10.4.0.254

|

ip dhcp pool lan-pool
network 10.4.0.0 255.255.0.0
dns-server 10.4.0.254
default-router 10.4.0.254

|

|

chat-script lte "" "AT!CALL1" TIMEOUT 20 "OK"

crypto isakmp policy 1
encr 3des

Cisco 4G 71 L X WAN EHWIC
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authentication pre-share
crypto isakmp key address a.b.c.d
|
!
crypto ipsec transform-set ah-sha-hmac esp-3des
|
crypto map gsml 10 ipsec-isakmp
set peer a.b.c.d

set transform-set

match address 103
|
!
interface ATM0/0/0

no ip address

ip virtual-reassembly
load-interval 30

no atm ilmi-keepalive

dsl operating-mode auto
|
interface ATMO/0/0.1 point-to-point
backup interface Cellular0/3/0
ip nat outside

ip virtual-reassembly

no snmp trap link-status

pvc 0/35

pppoe-client dial-pool-number 2
|
!
interface Cellular0/3/0

ip address negotiated

ip nat outside

ip virtual-reassembly
encapsulation slip

no ip mroute-cache

dialer in-band

dialer idle-timeout O

dialer string

dialer-group 1

async mode interactive

crypto map gsml

interface VlanlO4

description used as default gateway address for DHCP clients
ip address 10.4.0.254 255.255.0.0
ip nat inside

ip virtual-reassembly

|

interface Dialer2

ip address negotiated

ip mtu 1492

ip nat outside

ip virtual-reassembly
encapsulation ppp

load-interval 30

dialer pool 2

dialer-group 2

ppp authentication chap callin
ppp chap hostname cisco@dsl.com
ppp chap password 0 cisco

ppp ipcp dns request

crypto map gsml

|

ip local policy route-map track-primary-if

Cisco 4G 71 %L 2 WAN EHWIC
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ip route 0.0.0.0 0.0.0.0 Dialer2 track 234

ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 254

|

!

ip nat inside source route-map nat2cell interface Cellular0/3/0 overload
ip nat inside source route-map nat2dsl interface Dialer2 overload
|

ip sla 1

icmp-echo 2.2.2.2 source-interface Dialer?2

timeout 1000

frequency 2

ip sla schedule 1 life forever start-time now
access-list 1 permit any
access-list 101 deny ip 10.4.0.0 0.0.255.255 10.0.0.0 0.255.255.255
access-list 101 permit ip 10.4.0.0 0.0.255.255 any
access-list 102 permit icmp any host 2.2.2.2
access-list 103 permit ip 10.4.0.0 0.0.255.255 10.0.0.0 0.255.255.255
dialer-list 1 protocol ip list 1
dialer-list 2 protocol ip permit

|

1
route-map track-primary-if permit 10

match ip address 102

set interface Dialer2

|
route-map nat2dsl permit 10

match ip address 101

match interface Dialer2

|
route-map nat2cell permit 10

match ip address 101

match interface Cellular0/3/0

|
line 0/3/0

exec-timeout 0 0

script dialer dial

login

modem InOut

GE) 7I9A4X—HFIPT7 RLRZFHERAT A —ER a1 ZiZxt LT, crypto ipsec transform-set esp =
~> K (2% Y., esp-aes esp-sha256-hmac...) ZfEHL 7,
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ZOv 7 va ik, DO SIM OFRER ER L TWET,

e [SIMH—FKowuvz| (P27)

e ISIM#Z—FKDT7ruvz| (P27)
o [H®) SIM F8FE) (P.28)

e [PIN =— KDOZH ] (P.29)

o 5L &n7z PIN o%E] (P.30)

SIMA—FKopovy

WROFNE, SIM 20 v 7 F5H5EZRLTVET, ZOREFANTRETRRSNZT F A MIa A
VEERTEDIEHENATEY, BFEOa Y=V HNER R LEBEICERRINEE A,

Router# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3
Router#

!

! SIM is in unlocked state.
!

Router# cellular 0/0/0 lte sim lock 1111

' IWARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Router#

Apr 26 19:35:28.339: $CELLWAN-2-MODEM DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 19:35:59.967: $CELLWAN-2-MODEM UP: Modem in HWIC slot 0/0 is now UP

Router#
Router# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1
Number of CHV1 Retries remaining = 3
Router#

!

! SIM is in locked state.
!

SIMAh—FD7ravy

WoBNE, SIMET7 v uvy 7455 EEZRLTWET, ZORTEHNTEHETIRH INZT F R ME
X MNERTEDIFERAINTBY, @E0ay Y —VHHDERRLEGAICIEIRRIINERY A,

Router# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1
Number of CHV1 Retries remaining = 3
Router#

/

! SIM is in locked state.
!

| oL-25146-04-J

Cisco 4G 714 L X WAN EHWIC



CiscO4GLTE VI b9z 7 A YR =L HLF |

Bl 4G LTE EHWIC D& EH

Router# cellular 0/0/0 lte sim unlock 1111

' 'WARNING: SIM will be unlocked with pin=1111(4).

Do not enter new PIN to unlock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Router#
Router# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None
Number of CHV1 Retries remaining = 3
Router#

!

! SIM is in unlocked state.

E&) SIM 52:E

wROBNL, BE) SIM BIEARET D HEEZRLTVWET, ZOREFINTRIA TR S NTZT A b
Fa AV FERTOIEHISNTEY, @BF0ay Y — VN ERR LIEEAEICIIRRFTINETA,

Router# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Router#

_!

! SIM is in unlocked state.

!

Router# cellular 0/0/0 lte sim lock 1111

' 'TWARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Router#

Apr 26 21:22:34.555: $CELLWAN-2-MODEM DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 21:23:06.495: $CELLWAN-2-MODEM UP: Modem in HWIC slot 0/0 is now UP

Router#
Router# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Router#

.!

! SIM is in locked state. SIM needs to be in locked state for SIM authentication to
! work.

.!

Router#

Router# conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# controller cellular 0/0

Router (config-controller)# lte sim authenticate 0 1111

CHV1 configured and sent to modem for verification

Router (config-controller)# end

Router#

Apr 26 21:23:50.571: %SYS-5-CONFIG I: Configured from console by console
Router#

Router# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Enabled

SIM Status = OK

Cisco 4G 74 ¥ L2 WAN EHWIC
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SIM User Operation Required = None
Number of CHV1 Retries remaining = 3
Router#

! SIM is now in locked state but it can be used for connectivity since authentication is
! good. Authentication can be saved in the router configuration so that when you boot up
! the router with the same locked SIM, connection can be established with the correct

! Cisco IOS configuration.

PINa—FOZE

HKOFNE, VL THNIPIN 23— F2LETLHELZRLTHWET, ZOREFHN TERHA TR S
NETHRAMIaA PaRdolfflisnTsy, BEoO=a s Y — VN ZFoR LTS EICITFR
ShEEA,

Router# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Router#

_!

! SIM is in unlocked state.

!

Router#

Router# cellular 0/0/0 lte sim lock 1111

! "'WARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Router#

Apr 26 21:58:11.903: $CELLWAN-2-MODEM DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 21:58:43.775: $CELLWAN-2-MODEM UP: Modem in HWIC slot 0/0 is now UP
Router#

Router# sh cellular 0/0/0 security

Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Router#

!

! SIM is in locked state. SIM needs to be in locked state to change its PIN.
!

Router#

Router# cellular 0/0/0 lte sim change-pin 1111 0000

' 'WARNING: SIM PIN will be changed from:1111(4) to:0000 (4)

Call will be disconnected. If old PIN is entered incorrectly in 3 attempt(s), SIM will be
blocked!!!

Are you sure you want to proceed?[confirm]

Resetting modem, please wait...

CHV1 code change has been completed. Please enter the new PIN in controller configuration
for verfication

Router#

Apr 26 21:59:16.735: $CELLWAN-2-MODEM DOWN: Modem in HWIC slot 0/0 is DOWN

Apr 26 21:59:48.387: $CELLWAN-2-MODEM UP: Modem in HWIC slot 0/0 is now UP

Router#

Router#
Router# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Enabled

SIM Status = Locked
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SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Router#

1

! SIM stays in locked state, as expected, but with new PIN.
/

Router# cellular 0/0/0 lte sim unlock 0000

' 'WARNING: SIM will be unlocked with pin=0000(4).

Do not enter new PIN to unlock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]

Router#
Router# sh cellular 0/0/0 security
Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Router#

1

! Unlock with new PIN is successful. Hence, changing PIN was successful.
!

ae{tShi= PIN DERE

wROBNE, BEfbSh/z PIN 26 L THE) SIM @BiE2RET 2 HEZ R L TWET, ZOREFN
TRHATRMSNTT F A MIaAL FERToiclsn Ty, BHEoa Yy — il zFRR L
BRI EE A,

Router# conf term

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # service password-encryption

Router (config) # username SIM privilege 0 password 1111

Router (config)# do sh run | i1 SIM

username SIM privilege 0 password 7 055A575E70.

!

! Copy the encrypted level 7 PIN. Use this scrambled PIN in the SIM authentication
! command.

.!

Router (config) #

Router (config) # controller cellullar 0/0

Router (config-controller)# lte sim authenticate 7 055A575E70

CHV1 configured and sent to modem for verification

Router (config-controller)# exit

Router (config) # no username SIM

Router (config) # end

May 14 20:20:52.603: %SYS-5-CONFIG I: Configured from console by console

Cisco 4G 74 ¥ L2 WAN EHWIC
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Cisco 4G-LTE EHWIC £ X O Cisco WWAN 4G ISRs G2 (214, Sierra Wireless 725 ® 4G-LTE €7 A
B"HYES, TET D77 —b U =T, CiscolOS 2~ FEFEH LT v 77 L —RRT&Ed,

77 —2A.v =7 %, Crossword Express 7 7 1 /L (cwe) T, Ciscocom DUV A VLR V7 =T &
Vo —RFXR=UpbEyrn—FTEET, ROFEEZEHL T, 72077 =LV =T %7 v
T L —RLET,

/X:lu‘uuﬂz77 A?IT?L ‘}%4§)§HLT< f;éb\ A \—utou‘.Eénfil/\77“_‘A'717/\“_‘
CarvEMFRALIEES, VATV LA —ER X — Ry NV |ZEEENESEASND
DET,

FIROHE

AFvFT 1

Tr—bhU=T Ty 77— a2, EREYo70 V=S DAL v F A TIT LT
D, LRNTLESW, ZREIT>T25EE, :ETA75>iO7Z<¥JJ1’EL7Zi< ROGERHY ET,

Ty =0T By 7 L—REIPR—-FShTHERA,

KISRLEFIREFRCFIET, WREN LT 7= 02T 2V E— MIF B —FT52 LT
ij‘o

BEHEEEOFIMESNTEHEFO 77— T =7 N—T 3 VB LW Cisco [0S HHPEIZR O URL 7 H A
FTEET,

http://www.cisco.com/go/4g

WD Web ¥4 Mo b Cisco VA YL AWAN Y7 b =T DX T v — R Web A haRRLE
B

http://www.cisco.com/go/4g

VE—h Xorua—ROHE, 4GUA YLV A Y7 &H L, Cisco.com 57T v = BIZHRE
TEET, AV HF—T2AABIOFA YT EHBET v IREICTDI2E, A A T IBLOEESY
AYTERETDOILENRDD T,

AT w7 1OV I PLEYRITE 7y —A 2T 247 ra— RNLET,
KDa< REFEHALT, 77— 027 Ty 77 L—FK 7ot 2B E2BE L £7,

microcode reload cellular pa-bay slot modem-provision flash:filename
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H SNMP MIB

~

GE) UE—F FUra—RTE, VAV LARTTA~Y Vo roha, #irnkbilEd, ¥vrn—
FHIZ, SR E LET, A7 v 7 3 TR 7E2@RLELGE. 77 vyva kT Fyrun—F
AT =B AMFEDT 77—V =T 0 s T ANBSRABRICRY £7,

FlEDFHHE
ARV RERETIVaY B
AF971 | kD Web 4 hMdb b Cisco 74 F L2 WAN ¥ 7 b |Cisco 74 ¥ LA WAN V7 k=7 OF 7 m—F
JxTDFTra— R Web %A hERRLET, R=VNWZT 7 EATEET, CiscodG D77 —L T =T
http://www.cisco.com/go/4g ZIERLET
>
GE) D Web 1 M, BEFHD Cisco.com =+ —
FOHLMEMTEET,
A9I2 (27T 1 OY I pBEYRILTE 77— 7 =7 U (A—FDT7Fva AEVIL, EFLDT 7 —LU =T
V—2&Xra—RLET, TrANEL Y u— RLET,
A7973 |microcode reload cellular pa-bay slot Ty — AT 2T DT v T L —K ot A&ZEELE
modem-provision flash: filename ¥+,

e pa-bay - EHWIC (2 0 ZffH L £,

Bl :

- Mot \ N = ~
Router# microcode reload cellular 0 1 e slot - EHWIC B #EfHiINTWD, Aay h&EE0
modem-provision flash:<filename>.cwe 3.

~

GE) VE—b XD O—FOHPAE, VA TLA T
7 ZfEH LT, Cisco.com /2B 7 T v = bICHR
ECTEXFET, Ty 77 L—FRullicA v ¥ —7 =
AABLIRNEAYTEHET v 7REIZT DI
W, ABIA VY IRBIOCEESA YT E2RET
LHHENRHY FT,

SNMP MIB

UTO ey Z2&t: 20827 a2 id, SNMP MIB IZOW CRIIEICHI L £,
o Mz (P33)

» [EHWIC-4G-LTE MIB] (P.33)

o THilRHIE) (P33)
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snvPvMie W

M=

gty hU—27FH 7 a b2 (SNMP) OBF¥E EHEHIX MIB ZH.0& LEF, SNMP MIB 3%
WRT —H2_XR—AT, FET 7V r—2a VBBEOEATHADY BLOLETX 5, HFROBEN
RAERETTY, R, AR U CEER Y AT LIRS N TV LW BERIZEEN T E

Ao SNMP =—V = N ClE, BHENHBI AT LORNGT — 4 #E LA, BLOMIB HICEHRIN
TN T — Z S L TR OB TEHBMN TR ET,

SNMP MIB i+, #E&r0CiE, & LoT =7 V225> ) —fiE T, Cisco 4G MIB DOFEANIL,
WotrarTHRALET, 2o U —fEIZx LT, MIB &0 GBI 2 >OBKRTHEMAINE
T, 1 DEOBEWETIE, EBEIZMIB 720 FThHY, @, BEAT AT EREFIAV—T 47 T a b
anie 0Ty /av—o 1 SDOMEICET A EREEAET, ZOBKTHEAINDS MIB IX, Eff
WIEMIB EY 2 — L LT, @I 1 DO FFXa A P TEBEBSNE T, BOEKTIZ. MIB 1%
DEIRPEDOEASERTT, ZOLIRELSRIT, HE2IE B4~V Mo THEESNTE
TRTHOMIB EV 2—/b, F£721L, SNMP TEHEIN/7-MIB £V 2—/LORKRDOEE Y THE I
7,

MIB i¥, 7Y =2 FEMEND, F—2 04 DEHCHEENDY Y —TF, A7V=27 M,

2, AU A —FET e FaVDART—HXATT, MIBA 7V x27 by, BEEMIEINS Z

ERHY ET,

MIB X, kD3 S0OHh T IV IZHATEET,

e IFMIB: A V& —7 = A ADFHFHEHRIZONWTIHHA L 7,

e ENTITY-MIB : HWIC 5 X E T 2D FORAN— KT =7 XA T2 L £,
e 3G/UA YL AMIB: BT —F713V A ¥ L X[EAHD MIB

EHWIC-4G-LTE MIB

WD MIB 78 EHWIC-4G-LTE-V, EHWIC-4G-LTE-A ¥ £ O EHWIC-4G-LTE-G TH AR — hSfLE T,
e [F-MIB
 ENTITY-MIB
e CISCO-WAN-3G-MIB

http://www.cisco.com/go/mibs @ Cisco MIB Locator 705 MIB # 4 7> a— R C&x £,

HFSEIR

¢ SNMP =—V x> FRETINHNL—FTIL, NMSBELP=—V > FRA@UNCEIET S XL 9,
CiscoIOSCLI #fEf LT, Wtin7rtEx arre— (L xiF. SNMPH—N 23 2=
TAMRE) EHRETIHILERDD £,

o SNMP SET #ifE%& T 24, B/ 7T A N —%FEHA L7 SNMP V3 2R ETHZ L%, i
SHEREL £,
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BEIRE X=aF7IL B4k
Cisco IOS =< F » [Cisco I0S Master Commands List, All ReleasesJ
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

» [Configuring Cisco EHWIC and 880G for 3G (EV-DO Rev 4)J

http://www.cisco.com/en/US/docs/routers/access/1800/1861/software/feat
ure/guide/mrwls_evdo.html

o [Configuring 3G Wireless WAN on Modular and Fixed ISRs
(HWIC-3G-CDMA, HWIC-3G-CDMA-x, and PCEX-3G-CDMA-x)J

http://www.cisco.com/en/US/docs/routers/access/1800/1861/software/feat
ure/guide/mrwlcdma.html
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N—=RU =T OWEL A A F—I1 e [Cisco 4G-LTE Wireless WAN EHWICJ

http://www.cisco.com/en/US/docs/routers/access/interfaces/ic/hardware/in
stallation/guide/EHWIC-4G-LTEHW.html

PR—bENDZVAIOT T FRBLIY * [Installing Cisco Interface Cards in Cisco Access Routers]
=7

http://www.cisco.com/en/US/docs/routers/access/interfaces/ic/
hardware/installation/guide/inst_ic.html

e [Cisco 4G/3G Omnidirectional Dipole Antenna (4G-LTE-ANTM-D)J

http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/
4G3G_ant.html

» [Cisco 4G Indoor Ceiling-Mount Omnidirectional Antenna
(4G-ANTM-OM-CM)J

http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/
notes/antcm4gin.html

» [Cisco Outdoor Omnidirectional Antenna for 2G/3G/4G Cellular
(ANT-4G-OMNI-OUT-N)J

http://www.cisco.com/en/US/docs/routers/connectedgrid/antennas/installin
g/Outdoor Omni_for 2G_3G_4G_Cellular.html

o [Cisco Integrated 4G Low-Profile Outdoor Saucer Antenna
(ANT-4G-SR-OUT-TNC)J

http://www.cisco.com/en/US/docs/routers/connectedgrid/antennas/installin
g/4G_LowProfile_Outdoor Saucer.html

» [Cisco Single-Port Antenna Stand for Multiband TNC Male-Terminated
Portable Antenna (Cisco 4G-AE015-R, Cisco 4G-AE010-R).J

http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/
4Gantex15-10r.html

* [Cisco 4G Lightning Arrestor (4G-ACC-OUT-LA)J

http://www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/
4Glar.html

o [Lightning Arrestor for the Cisco 1240 Connected Grid Router.]

http://www.cisco.com/en/US/docs/routers/connectedgrid/lightning_arresto
r/Lightning_Arrestor for the Cisco 1240 Connected Grid Router.html

MIB

MIB MIB®DU VY
* IF-MIB BN Ty h7x—4, Cisco Y7 b7 VU —2, BIW
« CISCO-ENTITY-VENDORTYPE-OID-MIB T4—=F v By FOMIBZBRRLTH Vo= FI5813 K

@ URL (2% % Cisco MIB Locator ##fH L £,

¢ CISCO-WAN-3G-MIB
http://www.cisco.com/go/mibs
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SIS a—F a2
O 7> a %, CiscodG-LTE VA YL A WANEHWIC ® T 7V a—T 4 T D= DIZ B
2Ry 7 7Ty RIEHRBLOMERAARER ) VY — ROV A L £,

LED ©

FHIZ DWW, [Cisco 4G LTE Wireless WAN EHWIC) #2M1L TS /20,

[F—% a— L& EDOMHR (P.37)

M55 mE O (P.37)

[—ER TXAFEUT 0 OREFR) (P.38)

MELWa—i&iE] (P39)

Ve — 2R —Fr2EHLIEZET LD N T TV 2—TF 0 7] (P.40)
700 MHz O CHEMA T 2k MEFEEOET L% T (P.40)

T—43 2A—LEEDHER

T4 A= RE LR T DI, ROFNAHENE T,

X797 1 cellular profile create =~ > FEHEH L TET L T—X Imn 77 A VEERL, BLVT— A 05—
7x2A ATDDR ZRE LI, V—EZNHTAFTLA Ry NU—7 MBI THRA M ping Z#E L E

B

ATvF 2 ping KRR LEEE, kD debug 53X K show =2~ REHALCZORKET Ny 7 LET,

debug chat

debug modem

debug dialer

show cellular all

show interface cellular
show running-config

show ip route

AFYvFT 3 hooavry FROHDERFEL, VAT LAERFICMEDEET,

ESREDHRE

ZAEE FHERR (RSSD O LR HEHITIERWEE (72L& 213 -110 dBm Kii D5E) . RO FIEIZ
PEWET,

ATYT 1 TUTiHERAHRLET, TNC a7 ZR3HUICERYF b, LorbfioffiFonTtnd e
ZHEB L ET,

AFvT 2 VE—RFTUTFTEHERLCHNDEAE, 77 7 L—RKVEBE LTRSS ASEINTZNE I 0
B LET,
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TAVY LA P —ER FTa [ —ZfingbE T, 2—FONnL Y FTIZH—E R 7L T T 4
NHDEINE I NEHERLET,

H—EX FPRALASEY) T4 DEEDR

WIZ, TUoTTFRBRVAEN, BT L T—F% 707 7 A ADMERENTWARWSF U F D show
cellular all =~ > RO AOFIZ R LET, T2 TOZT—F, >>>>>>> THFAEZRINTWET,

Router# show cellular 0/0/0 all

Hardware Information

Modem Firmware Version = SWI9600M 01.00.09.03

Modem Firmware built = 2011/07/01 19:31:09

Hardware Version = 20460000

International Mobile Subscriber Identity (IMSI) = <specific sim number>
International Mobile Equipment Identity (IMEI) = <specific modem number>
Electronic Serial Number (ESN) = <specific ESN in Hex> [specific ESN in Dec]
Integrated Circuit Card ID (ICCID) = <specific ICCID number>

Mobile Subscriber International Subscriber

IDentity Number (MSISDN) = <specific phone number>

Profile Information

* - Default profile >>>>>>>> no profile here.

Data Connection Information

Profile 1, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 2, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 3, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 4, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 5, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 6, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 7, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 8, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 9, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 10, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 11, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 12, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 13, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 14, Packet Session Status = INACTIVE
Inactivity Reason = Normal inactivate state
Profile 15, Packet Session Status = INACTIVE

Cisco 4G 74 ¥ L2 WAN EHWIC
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Inactivity Reason = Normal inactivate state
Packet Session Status = INACTIVE

Profile 16,

Inactivity Reason = Normal inactivate state

Network Information

Current Service Status = No service, Service Error = None >>>>>>> no service means not
connected to the network.
Current Service
Current Roaming Status = Home
Network Selection Mode = Automatic
Network

Country =
Mobile Country Code
Mobile Network Code

’

=P

Radio Information

Radio power mode =
Current RSSI
network.
Radio power mode =
LTE Technology Selected = LTE

-125

acket Switched

(MCcC) =0

(MNC) = 0
Online

dBm
Online

Modem Security Information

>>>>>>> either no antenna, or bad antenna or out of

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

WIZ, CHAT 27 V7 b AL Ca— A BRESNTOWIHEOHNBEZRLET, Xy hT—7
MHEZELIEIP 7 RLVARERENET, I—AFRENEFITITOIL, T—F NABREAVTNET,

debugs

debug modem

debup chat

Router#

Aug 25
Aug 25
Aug 25
Aug 25
Aug 25
Aug 25
Aug 25
Aug 25
Aug 25
Aug 25
Aug 25
Aug 25
Aug 25
Aug 25
Aug 25

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

46:
46:
46:
46:
46:
46:
46:
47 :
47:
47:
47 :
47:
47:
47 :

47

59.
59.
59.
59.
59.
59.
59.
00.
00.
00.
00.
00.
02.
02.
:03.

changed state to up

604:
604:
604:
604:
604:
604:
604:
641:
641:
641:
641:
641:
642:
642:
642:

TTYO0/0/0:
TTYO0/0/0:
TTYO0/0/0:

CHATO0/0/0:
CHATO0/0/0:
CHATO/0/0:
CHATO0/0/0:
CHATO0/0/0:
CHATO/0/0:
CHATO/0/0:
CHATO0/0/0:
CHATO/0/0:

Attempting async line dialer script

Dialing using Modem script: lte & System script:

process started

Asserting DTR

Chat script lte started

Sending string: AT!CALLL

Expecting string: OK

Completed match for expect: OK

Chat script lte finished, status = Success
no timer type 1 to destroy

no timer type 0 to destroy
no timer type 2 to destroy

$LINK-3-UPDOWN: Interface Cellular0/0/0, changed state to up
$DIALER-6-
$LINEPROTO-5-UPDOWN: Line

BIND: Interface Ce0/0/0 bound to profile Dil

(69.78.96.14) [OK]

| oL-25146-04-J
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Cisco 4G 714 L X WAN EHWIC



CiscO4GLTE VI b9z 7 A YR =L HLF |

JE— FEHA—F2FERLEETLD NS TN a—TF 404

EHWIC-4G-LTE OHiEH 7L — F® RSVD R— MIETFT DT Ry 7 iR— b ~DT 72 A &ML £
9, TET LTI E—FDOERLNLVBHBION T 7 vy £=X ) T2 EITT 5560,
Qualcomm QXDM D & 5 REFUFHEDZEY — L EHEH L T 7230,

ZWE A NTT DI, ROT AN a<r REFERALET,

test cell-hwic slot/port/ehwic dm-port remote on

(G¥) FAN A=y REALF—TNVITAI20F, Fa—)L a7 X2 L—3 g2 F— KT service
internal =~> RZ A LE T,

700 MHz OFETERY HILKRAITEEEEED T T LEE

bk T HWIC-3G Hpk DA . BL U700 MHz ¥ CEMA T AWESFELZORE. Xy NU—7
PG RS B2 VWK IICET AREEZ RO LI IZEFTHILENSH Y £,

show cellular x/x/x all =~ > FOHNITROZ L E2RLET,
e Current RSSI is —125 dBM

e LTE Technology Preference = No preference specified (AUTO)

ETLRENERE

BT DR DHEM AR Y T L 2REIT DI ET AREEXEE T HI1T1E, LUT D Cisco
I0S =~ FEFEMLET,

Router# cellular 0/0/0 lte technology ?

auto Automatic LTE Technology Selection
cdma-lxrtt CDMA 1xRTT

cdma-evdo CDMA EVDO Rev A

cdma-hybrid HYBRID CDMA

gsm GSM

lte LTE

umts UMTS

Electronic Serial Number (ESN)
ESN %513, 16 EEERFLTET & FVUVICEETR#H SN TWET, F72iF. Cisco I0S CLI T show
cellular slot/port/hwic hardware =~ > FZEMA L THRETSE 2 b T 1,
ESN BH5 D ABlL, kD EBY TT,

Hardware Information

Electronic Serial Number (ESN)
Electronic Serial Number (ESN)

0x603c9854 [09603971156]
<specific ESN in hexadecimal> [specific ESN in decimal]
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Cisco 4G LTE EHWIC DO #RETH#R

x 212, ZoKED Y U —RAREAZRLET,

T RN T A —LDYR— I BIRNY 7 =T A A—VOVR— MIETLEREBRERT DI,
Cisco Feature Navigator # i/l L £, Cisco Feature Navigator Zfifi5 5 &, Y7 b =T 4 A=V
BIR=FTDIHEDY 7 r =T VI—A, 74—F% ¥y b, FREFTTY b7+ —LZHET
& £, Cisco Feature Navigator (21X, http://www.cisco.com/go/cfn 2257 7 & A L %9, Cisco.com
DT HY Y MILEDY EHA,

GE) £2F. Y7027 V=X FLA Y THEREOTRN—FREASNIZLEEOY T b =T VY —
AT R LTCWET, £OMREIEL. FrICH D BN RWRD . 2RO —#HOY 7 by =T U U —2R
TH¥R—bINET,

& 2 Cisco 4G LTE EHWIC DO#Hei&R

a4 Jyy—x HRetER

ISRG2 »F =7/, |CiscoIOS |Cisco 4G LTE WWAN EHWIC (Verizon Wireless %~ F 7 —27 D

£— N LTE ®»# & — |Release EHWIC-4G-LTE-V) %, 4GLTE A7 —BIXRX3G LT — 3y hT—7 BV HR—
b 15.1(4)M2 | h L£4, 4G-LTE £ A AT, = AF AHE v SO, X 0 2072 mHR
v NU—7 O, BIEOFEAD, BEENLEEEY T o3RI NET,
ZDOEREIE. CiscolISRG2 BV 2T I v M 74— ALIZEASINLE LT,

WHa<y RREAFFEIEFINE LT,

e cellular slot Ite

e Under controller cellular unit: default lte, Ite event, Ite radio, Ite sim, no Ite

ISRG2 ®5 27/ |CiscoIOS | RZYETE ¥k® URL 5 [Release Notes for Cisco 4G LTE Wireless WAN EHWIC 1.0]
EF—RLTE¥AHR—F [VU—2 EHL TSN,

DhLiR %Sé(j)ﬁ‘ http://www.cisco.com/en/US/docs/routers/access/interfaces/Release/Notes/RN _MM4G
>2(HM 13 GWAN pdf
Do)
=2

ISR G2 i Multimode |Cisco IOS |7k ® 4G LTE WWAN EHWIC AU U —2 S & L7z,

LTE 4G o¥ 4 — I Release e BEHWIC-AG-LTE-A : AT&T 7 A ¥ L 2 % v T —2 i2kt+ B HH~ L FE—
15.2(4)M1 e

e EHWIC4G-LTE-G: 70— )L UL VLA Xy T =7 |2k B EHA~ LT
£ — K LTE,

Multimode LTE EHWIC i%. HSPA+., HSPA. UMTS. EDGE. # LU GPRS & FAr
HEMERHY £, ZOMAEIL. CiscolSRG2 £V 2T I v h 7+ —AIZBASH
F L7,

Cisco 4G 71 %L 2 WAN EHWIC
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