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T LOB TR T LET, BHRBELRHE L/ PPP XEHEINERA, DOV, 3GPP TEEINZ
Zu hawBn, a—Aowy b Ty FIEHESNET, 3GPP TERINTZTr ha T, —EmOET
e b ) —HED SGSN/GGSN TR T LET,

KD A—NVEFRET DN, F—ERX TS —=nbT =2 b= A TAhy L NG T 5 0H
BHVET, ZOF—EAD—RRELE LT, 72X =75 SIM — FRREINET, SIMI—F
%z 3G-HWIC ([ZHY fH1F 5 M EH H 1D £797,

« PPP CHAP =—+#% (K% h4)
« PPP CHAP <2 U—F
¢« APN (77t 2 FAr k F—2)

Bl 2-1 IZRENTWAEEIHIC, ET LTI 77 A NVEERTEET, 2072774 WL~ T, &
T LD NVRAM IZZNH DT A—2PMRFSNET, 22XV, 7 AL PPP CHAP 7 = —XT
[0S #FBFECTE 5 L9187 5720, IOS T AE T LI2TVA YL A Ry bT—7 2 H L CTEBEIZAT

O D EBRORIEERF-312, WO 7 =—AXPPPIPCP #filfJHZ N TEFET,

BI# T 25 ACL IZL > CERIN TN D X DT, interesting traffic IEERTET- TR O/ v M X -
TENT— A H—T 2 A AENLTEEXATYAV T MBRAELTET, 2LV, PPP LCP £ LU PPP
CHAP T I0S L ET LOMTHET LET, T MIPPP 2—H4 (KA M) LXAU— RERFET
5729, CHAP IZr — W LV THATTE A L 212720, IPCP 7 = — X% IZRMBTE £7,
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2.5/3G GSM ¥—4 a—ofsz N

PPPIPCP 7 = —RAD—E & LT, I0S iX CONFREQ A vt —V%EEFEL, LT — A F—T = A
ADIP 7 RLAZERLET (£, ZhHOT FLRACHESHTWHEHAIE, DNS 7 KL A E
RKENDHELHV ET), £F L2 CONFREQ #%(57 5 &, MM T lActivate PDP Context
Request] A v —YREEENET, TOA v E—IE, Fu7ry A LO—HE LTHERS L,
NVRAM [ZIRFENTWEH—HH, RRT— R BIRAPN BREENTVWET, ZOXA vyE—VF
TN T— A=V DIP T RLALEDNSIP 7 FL R (YT 558) #ERkLET,

SGSN 1% [Activate PDP Context Request] A vt — %% (75 &, [Create PDP Context Request]
AvE—VEEEFEL, INHONT A= EY)7: GGSN 12U L—LE 7, GGSN L= — &Rk
L, BTG — A0 =T RZIP T FLAZEY B TTH 5, SGSN ~®D [Create PDP Context
Response] A vy —YTINZIRLET, ZOFEHIL. [Activate PDP Context Accept] A vy E—&
LT, SGSNIZk»TET LY L—&nET,

KHBIZ, BT DIRE T O IPCP & % I0S 12X L (CONFACK) ., IP 7 RL ARER I /- o E#
(DNS 7 R Axid) #LET, IPT FLRAIL, BAT— A X —T oA AINA YV REN, L—
T4 TNV AENET, INT, 22—V T —XOERELZBHIBETEET,

(BILS—FETL) "

2-2 GSM 3G ¥—4 a—/)LOFII1—)L 78—

| 10s EFL | Node-B/RNC SGSN GGSN |
| PPPCP) | i |

| [« PPP(CHAP) | lpDPavsER bOTT4 T §
| '\ (PPP A5 ZITEHAPN, = . |
‘ i A . PDP 3 U7 %X FERMER ‘
3 PPP (IPCP) L ITYENIRT—F, (PPP 7 5% [+H2 5APN, i
; CONFREQ | | = BSURRSnfIP A—FE/RRT— R :
1 g TELRERD) BEUBRS I 1
| i g 4 IP7 FLRZEED) 3
.| PPP (PCP) SRt Sago i PDP I 27 %X FEEDER |
3 CONFRACK  EREAE T (ERFH/EY S THH |
BRI R r T PG SR IP7 KLRE&E) |
| AP | IPTRLRESD) < |
| BYSTHEH P et < |
| 7RLREED) i ; i
L I o
i 3G-HWIC % y 3 |
3 fEFH9 % ISR i :
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$2F Cisco3GGSMR—ZADEFEWAN AV E—T 4R H—F |

W >y rT—9EBHEO-H0 GSM EFL AT 7 A LOFERE Ef

2y M= EGEDT=6HD GSM E5TL 7O774 IILOER
& HE (R

HLLA VA P=LENTZ3GGSM VA YL AHWIC ZUA YL A Ry NU—7IZHEHT DI, —
HORT v PRETTAHALERNHY ET, ZHLOFEICHOWT, UBot® 7 a rTHRALET,

H—EX TS5V

3GHWIC 2% ¥ U7 Xy hU—27 TT V7T 4 LT DIC1E, ZThEP—E 2 77 AT 504
ERHOET, ENAN AR —FIZSE LT, BHIR, fE&Hl, Flix7r—nX e, #HEoE A
N Ta— KRR T2 T EFHTEET, 3GHWIC ' — 2 Z2BHFEORET A ¥ L AL
MAEbE T, AZ Lok (MRC) 2252 &N TEET,

UTFDY »7iid, 3GHWIC Z{RAEL TWDHENA L XL —ZR Y A FENTEY, @iflidhTw
LI060F ¥ UT O Web A b~DY 72 LT, Y—ERZET 28GR AFTEET,

http://www.cisco.com/en/US/products/hw/routers/networking_solutions_products generic_content090
0aecd80601f7e.html

HBRODERR Y FT—0 D=FER

HSDPA #fEM3 544, 3G HWIC XfEAFRERKEOEMR R » NV —JIZF¥ 7 ML, 25G T
s aP—cZF Yy LET, ZhuE, 3GHWIC B4R —4% vy FU— 27 TR ARERIKB DX v k
T—7ZHRLEIELTVAHAZ L EEKLET, HSDPA #fEHTX 724, 3G HWIC X UMTS
WHRIET A Lolcxdrym—rar L, TEEATERVWEEX2.5G 72 7 72y — EDGE. GPRS
DEF T — g LET,

ETL FAIT7AILDER

YAV T— Ry NI AL CT — ¥R 2R ET 501, BT — TF LT GSM 7 — X7
077 ANVEERLET, 2O 774 ML - T, BT LA O2—W L ZOBFENRT A—FD
Tty b, BEOELT— Xy NI BERINET,

GSM 7'u 7 7 A MEERKT %121E, cellular <x/x/x> gsm profile create =~ > KZFHLEJ, Zh
X, PPP 2T 244 Y v 70 M sh, 3G VT — EFET L EENT—FT—F Xy FU—7
& DT — 5 e (PPP #§i/PDP 27 X X ) ML SNET,

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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#l 2-1 EFL TOT7AILDER

v FI—OBEHFDEHO GSM EFL AT 7 LOEREEE B

ROUTER#cellular <x/x/x> gsm profile create <profile number> <APN - Access Point Name>
<chap | pap> <chap-or-pap-user-name> <chap-or-pap-password>

518

A

<profile number>

1226 16 T TOHT, K16 O a7 v AL
PERTCTEETH, BF X1 loTe 77141
T+457TT,

<APN -Access Point Name>

ALY LA P —ER Fu(fF— 2L T
INAE

<chap | pap>: EM T2V A YL A H—R T
NA X =L 5TPPPIZHHR— IR TWVHE
FEZm R a S UC, chap 7203 pap ¥—
U— RE@RLET,

<chap-or-pap-user-name>

ALY LA P —ER Fua(fF—2 k- T
SNDHE

<chap-or-pap-password>

TAY LA P —ER Fa (72— |2 Lo THAL
SNBE

cellular <x/x/x> gsm profile create 2~ RO TJZRIZRLFET,

ROUTER#cellular 0/0/0 gsm profile create 12 xyz.com chap userXyz passwordForXyz
Profile 12 will be created with the following values:

APN = xyz.com

Authenticaton = CHAP
Username = userXyz

Password = passwordForXyz
Are you sure? [confirm]
Profile 12 written to modem
ROUTER#

ROUTER#sh cellular 0/0/0 profile 12

Load for five secs: 1%/0%; one minute:

1%; five minutes: 1%

Time source is hardware calendar, *18:09:14.944 UTC Tue Jun 26 2007

Profile 12 = INACTIVE

PDP Type = IPv4

Access Point Name (APN) = xyz.com
Authentication = CHAP

Username: userXyz, Password: passwordForXyz

ROUTER#

[ oL-22739-01-J
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¥£2F Cisco3GGSMR—ZADFEWAN AV E—T 4R H—F |

W >y rT—9EBHEO-H0 GSM EFL AT 7 A LOFERE Ef

2y FJ—YEREDEE

AFyvFT 2
AFvT 3
ATv7 4

3GHWIC 37 77 4 7{hahvicte, XA Ry N =T IZHmINIFATILT H L&, = RV —
TV RO X OVIP #EOMENIZ 2 00 5 BN 5E603H0 £3, TRV XA YT HH0
ERHLEAIEL, SHREVESDIPOLEBARLYET, £/, XY NV —27 L TET ARKRICT 7

Fo4MbENTE XD, W oD T ubeVa=r s Fub ARy s S5 RTRBEN, o
Lo THERYDOZ Y Y —2 v FOERICL Y EVWKMEZETL25503H 0 £,

Fy MU — 7 AT DI, ROFIEEZFATLET,

=R TN F =B AF LT SIM I — R 3GHWIC IZIEELS B T 6T 5 2 & &l
LET,

HWIC (&7 v 728 LET,

RSSIfEH LUy, ~A4FA90dBm LV EWZ E2MRLET,

show cellular x/x/x all AV Y REFITLT, Xy b= ~OHEREHERBLET,
show cellular x/x/x all 2~ RMbHOHHEKRICELET,

#l 2-2 v NI —H EHEOTEE
ZORENTH é®ﬂ¢fﬁﬁéﬂt7%xki:%/%%rit WZEH SN TR, Lﬁ@:y
~w&ﬁ%%rbt TIEFERENEFEA, KFOTHFA ML, 27 —NRELEHAIIE > TS

BE?éf_&)@EE&:V/k%/Tﬂ“L I TWET, Ty 7T 5551, it%fré:nfb\
5#~T@:7/Fﬂ://~wmﬁf%ﬂbfké LEMRLES,

ROUTER#sh cell 0/0/0 all

!

BIHEIGIRO L 275 L, € DMIFLEPT < T SLE0HNEL THET,

Profile Information

Profile 1 = INACTIVE*

PDP Type = IPv4

Access Point Name (APN) = xyz.com
Authentication = CHAP

Username: userXyz, Password: passwordForXyz

* - Default profile

!

/ﬁ/?fbf7ﬂ7 P A IANEAT S RPN I B RN—=R 370, BEEFBY TSI & aiRl 7,

Data Connection Information

Profile 12, Packet Session Status = INACTIVE
Inactivity Reason = Unknown

Network Information

Current Service Status = Normal, Service Error = None
Current Service = Combined

Packet Service = UMTS/WCDMA (Attached)

Packet Session Status = Inactive

Current Roaming Status = Roaming

Network Selection Mode = Automatic

Country = USA, Network = GSM

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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AFvT 5
ATFvT 6

v FI—OBEHFDEHO GSM EFL AT 7 LOEREEE B

Mobile Country Code (MCC) = 310

Mobile Network Code (MNC) 380

Location Area Code (LAC) = 56997

Routing Area Code (RAC) = 253

Cell ID = 5931

Primary Scrambling Code = 184

PLMN Selection = Automatic

Registered PLMN = GSM, Abbreviated =

Service Provider =

!

SO, K FU—2 N p H—EX TUMTS/WCDMA' 23 'Attached' THISHEFENLTOET, FEED
Y= X)T, PR TN Lo TSI S Y EXIE L o CEL IR SBHERH 0 F T,

HHFEDY—E X X7 —X XL, DL IIC '"Normal' &L TOSLERD D EFT
!

Radio Information

Current Band = WCDMA 1900, Channel Number = 9721

Current RSSI(RSCP) = -87 dBm

!

T A= E XTIV LN TEET B5E B D F T, RSST =T Ls/E -90 dBm LV bES TS
BHERH ) FET,

!

Modem Security Information

Card Holder Verification (CHV1) = Disabled
SIM Status = OK
SIM User Operation Required = None

Number of Retries remaining = 3
/

SIM U — FPIEL S @B I TOET,
!

BSE [EERLRy NV—2BHAYTIUVA] THHIA TS LI, V»—FERELET,

BAZRIS U T, @Y7 e haltzAL TRy PUV—2IC8H L, 7T —FIR 2R L T EE
Wy,

FENC OV T, BIF 22 LTS 7ZE N,
http://www.cisco.com/en/US/docs/routers/access/1800/1861/software/feature/guide/3ghwic.html
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CHAPTER

Cisco 3G CDMA R—RXMD&EE WAN 1 >
B—TJxAR h—F

ZDETIH, 3GCDMA 72— KRV R F—% 2y hU—7 7—%77F ¥, CDMA 5T —4% =2—/)L
OfENLTE, BEOCDMA T AD7 77 4 7k v v U — 7 BFICOWTHH L E T,

3GCDMA 72— KRV R F—4 Xy hU—27 T—%7 7 F v O] (P3-1)
3G CDMA 5 —% =—/LORgr] (P.3-2)

%Ry b U =240 D CDMA 57 LD 7T 75 4 74k & %EfH ] (P.3-4)

(x> bU—7 B oWl (P.3-8)

3GCDMA JA— KN\ K T—32 2y b D—9 7—%T75
F v D=

CDMA R—=2DUA XYL A Tua— KV K F—% Ry NU—Z X IETF #.08 T, 2k, IP
TR/ TEV T IR EINS T e hau, INLOERE HDHWITIEEE DT MNCET L
HLDIZLFESNTWLZEEERLET,

X 3-11Z. CDMA %y N —2 D7 —%T 7 F v Z-LTWET, 3G HWIC X BTS & M\ TilfE L
¥4, *xv T —271{d CDMA 1 BTS TR T L X1,

Base Station Controller/Packet Control Function (BSC/PCF) ZE V¥ — gl —a s LU RH
(VLR) B —2s vr—rar LYAZ (HLR) EHMABRDLINTEY, AL UL FEITL
F9, W3k BSCIZBMEN7- PCF OfEREIC L > T, 3G BT —# 2R — F T 572D 02 [P
RNt ET, LI —BSClIE#ET—4% h—v R &% R—FTExEHA, ZHiEL, MSC %
LTI, FEIP OFF I —E 2D R— 24t L £,

PCF, /Sy h F—4 =12 /—F (PDSN), BECHA (h—25 =—U = 1) [, B
P s T IR AMOF A A Ky b T— 2 AR LE T,

ISR X—2® 3G HWIC /% PPP 2 — i TIZ IOS/ EF LN TR T L, % v U — 27 Al Ti1Z PDSN THT
L9, PDSN X »> T PPP AESND=®, Simple IP (SIP) T— FOT7 7w AE/MAT S &L &
\Z. PPP . L72< T, B+ 2% BSC/PCF &, FHNICEET % BTS ICbh7-»> T, EA L
J—ROEEY T 4 BigftanE 7,
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W 3G CDMA ¥—% 3— LD

% . Simple IP 136 413, Mobile IP (MIP) 28 PDSN & & (241l &+ T Foreign Agent (FA)
LLTHRELET, A—2b =—Y = b (HA) 1, =R e f ¥ — Xy hU—7 NICRES

nET, Zo%E. HAIZEASA L J—F BGHWIC X—A®D ISR) IZ 1P 7 FL A&+ 27
H—RA P LTHRELET, HAICK > TREINDI T v I— FA  bEERAT2 L, 8101

SARD IP #kia k5 Z &7, #H3 D PDSN (Zbiz>T (FHim i, *v b —272KiTbiz>70)

EEUT 4 ZIER LA, BEIFIZHIO PDSN ICH#HT A Z LN TEXET,

31 CDMA 3G IP 74 ¥ LR F—4& %y kI—5
BTS MSC/VLR GMSC
n i e
3G-HWIC —EEl0 TAXLR % F7—2 O—H0O
&MY 5 ISR BTs Bscecr\ / | | EgsmEE
A
oy
7 AR
BTS BSC/PCF\II““’ (=~
== [ '
PSDN HA
-l TLXLR Ry kT—5 D—HO
P /7y FEET— 5 ;

3G CDMA 7—% a—JLMOFEIL

3-21%. CDMA %Xy hU—7TOF—H a—)L Zu—% Rk LTWET, BiE#ET S ACLICL>TE
FINTWD L DIT, interesting traffic FEZ - TIRYIDO /Ny M X TEAVT— A U F—T =
AREBN LEZAYNV T MBRELCET, 22k Y, PPP R 10S &7 AOR TR L £, Cisco
I0S T LD TLCP 7 =— AN T Liz#., CHAP/PAP % /34 XA LT, I0S (% PPP IPCP
(CONFREQ) 7 =—X%Bit L E T, CHAP/PAP X IOS IZMER WD NN X2 ENET, ZDk
W, BT — AU F—T oA ATEREINEEA,

LCP/IPCP # v&—U2 Cisco IOS L2 EEND L, T LNHMHA L, *v hU—27 & ® PPP ##i
(PDSN) 5T LET, EFL1E, EF LD NVRAM ICIRFEENTZNTFTA—F ZEHLTPPP 7 = —
ANZ Ry T =27 IC Lo CRAEENET, ZTHODRINRTA—ZIL, EFLNT 7T 4 7k/ 71
Va8, EFLADONVRAM ICu—FEnET, EFLDT7 754 7b/ 7ty =
YAF N BOBRO TR ATY, Xy b= ZHHA L IPCP 7 = — XD/, TF LIZXL > TIP
T RUVARERSIND Z E1EHY EH A, PPPIE, IP 7 RL R L THI. &SN, €5 A /108 (I2E9 Y4

TbhhET,
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N

(E)

GE)

3G CDMA ¥—4 a—ofexz N

Z s T, PPP (IPCP) (X 10S ¢ EF A TEAHRE T TT,

PPP RET AL Xy NU—7 OB THNL SN2, T MMIEASAMNVIP 72— XEHBLET, Zh
W&, Xy bU—27 T RV REBIF (NAD., MN-AAA, MN-HA A%, HAIP 7 RL 2 &5
[Mobile IP Registration Request] A vt —VRNEEFE SN, T L/N0S (F—ALIP T KLA) OIP T
FLARNEREINET, NALL MN-AAA, MN-HA H£ERE, BLXOHAIP 7 KL AL, +XXCET
ADT 7T 4 b EF T e Y a = O BRELTET LD NVRAM [ —Ra3nEd,

[Mobile IP Registration Request] A v —UIEPDSNIZL > TA »F—k7 F &L, HAIP 7 KL &
LS TURENTVS EBVIT, %Y T2 HA ICHEEXRSNE T, %5 HA X AAA 2 L Ca—
NAI Z##%FFE L. [Registration Reply) A v E—Y %R LET, ZAICLYD, F—AIPT FLATHD
IP7 RLAR2—F EFTACHVETONET, 32IRENTNDEHIT, PDSNIZZDRA >
—UEZITMA L, BT AICEELET,

B#%Ic, 5 0L PPP IPCP (CONFACK) A vE—T% [0S ICEE L. 10S & EF AR o
PPP ¥ =T LET,. ET AT HA DO BEA T — Ao X —T 24 ADIP T RLAEZZITED & ZFD
ID7 FL 2z L, DNS R EDOMD IP 7 FLARERENTWDLHAIE, LD IP T N A&2ZITH
bEENEIRLET,

TRLVRTEALT— A F—T = AZEDYTHN, V=T 47 T—T7 /b — F BB AEN
E3

[0S 1Z. ETABLOHA ZRHATE2ESANVIP Fu ha Lzl L ¥ A,
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3GEEWAN A VE—DJ(RAH—FYYa—LavBANSIF 1



#H3IE

Cisco 3G CDMA R—ZXDEEWAN 1 4 —J (X h—F |

B >y r7—9EHO-H0 CODMA EFLOT Y T4 TLE R

=
i

(BILS—FET L)

B 3-2 CDMA ¥—4 J—/LO#EII—)L 7A—
10S EFL | BSC/PCF PDSN/FA HA |
< PPPACP)  } | £F.LLPDSN ORI §
| Hes &tz PPP 1
PPP (IPCP) (L LT A V=T TR 3
CONFREQ _| IP7FLRREIYETOATIEL |
GEZ:PPP & !
EF7LL PDSN | ; |
PRI | BRER (E/MLIP) |
cAled D ' (NAI, MN-AAA, MN-HA, BHRER (E1-4LIP) 1
10S EET LD | BRA—LIP, HEUHAIP) = |
RICIE 512 | BRATLIE J 1
REBCTY) | | ;
i | BRER (T34 IP) |
PPP (IPCP) L BRER (EACLIP) (BY B THEHKR—L P, |
CONFRACK | (B)Y 4 TFHR—L P, _BEUHAIP7 FLREEY) 3
(EAS—A25— . BLUHAIP7 FLREED) [ 1
T4 RD ! 2 }
EY B THEH IP 3 : !
_ 7 FLREED) ; i
i 1—H T4 N
3G-HWIC % | 3
fEMY % ISR | !

v b=V #EBDI=6HD CDMA €T LDT7 VT4 71L&

HLLA VA R—AENT-3GCDMA VA4 ¥ LA HWIC BT A ¥ L R Ry T — 7 28T 51202,
—EOEED AT v T FEITTALENRHY 9, TNHDOFIEEZKICTLET,
oL g TCHALET,

Number (ESN) Z#Hf& L ET,

2AFvF 1
AFyvFT 2

R LET,
AFvT 3

PRI OWTIE,

=R TN F =BV T— ETLDT AT LA T —4 $—ERXF L Equipment Serial
HWIC DEL T — ET LARTA Y LA P —ER T M X —DFy T =7 ZHEFINTNDHZ L%

=R TN F =D R—=FNEIS LT, A ¥ —3y ML (TOTA) F72i3# LY —v

A Zuvya=r7 (OTASP) #/rLC, y—b R Fu LM ¥—DFxry NIV TETLETIT 4

T LET,

3GHWIC iZ, —bER 7 A X —Dxy U —7 THEATE 2/ y N —27IC8#k L E7,

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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%£3E Cisco3GCDMAR—ZADEZEWANA VA —T AR h—

Y FI—OBEHO=HD CDMA EFLOT7 71 JieeZEm B

—EX TS5V

3GHWIC #9—E R 7a X4 X —Dxy NT—7 TT 7T 4 7T HIZ0F, Zhaz—v R 7

WCBIEM T A HERH Y £9, LLTFO URL i, 3G HWIC Z{RFEL TWAHENA L XL —F 03
X%énfﬁw\%ﬁénfwé:ﬂ%@%%97@wwﬁwF«@UV&%@%LT\%wﬁxm
BT 2 BIMEREZATTCXET, EALNL AR —FIZSEU T, EHIR, &6, 37— 1R
L BEDOEASAALN Tu— RV R F—% PS5 TEET, 3G HWIC — X 2 BHFEOA %
TAXY VA EMBEDLET, HZ O EN (MRC) 2252 &N TEET,

http://www.cisco.com/en/US/products/hw/routers/networking_solutions_products_generic_content090
0aecd80601f7e.html

HRDERRY FT—0 DOFEIR

3GHWIC ix, #—E R e, ¥—Dxy NI —7 CHEATE DKLy NT—7IC8# L LD &
L %7, EVDO Rev A Zfi ] T& 254, 3G HWIC (ZRICHH rlRe 22 ik RO MR LR » b U —2 124

Y7 ML 25G TV ) rY—C \"7/Liﬁ' 7= & 21X, EVDO Rev A #fEfl C& 254, 3G
HWIC 1% EVDO Rev 0 IZxf/59 % Ixdvz—varl, INEEHTE2WEAIE, IXRTT %
MLUTCERLET,
— — N
ETLDT7Y T4 74k

3GCDMA HWIC 7 7 7 4 74kif, V—bE R 7 XM X — |l Lo T R—FEINTWVWET I T 47
ICHEIZE>TERRDVEST, 7774 X—2a UV HEZIIROZ A TRH Y 97,

o AfrF—xv ML (IOTA)
o MiLY—ER Futa =7 (OTASP)

PR—=PENTNWBT I T 4=V arhiEEh—ER FafF2— BLTLEE N, KETIE
Sprint {% IOTA % ¥ 74— b L. Verizon Wireless i£ OTASP % %R — ]~ Lfb\i@"o

77T 4 7 EAT O N, HWIC 23 4 %ﬁf%ﬁl/&ﬂ/@*y NO—7 L BECEALI L BHERLET,
T LANWEIETE DI L 2MERT 5121, show cellular x/x/x =~ FERITLET,

%l 31 ETLDTIT4R—3avOH U TIVHA

ZOFENTH @®ﬂWTﬁﬁéﬂt7%zki:%/%%r¢t WHEREShTERY ., L%@:/

~w&ﬁ%%rbt i%réhi@h KFOTHFAMI, 2T —NBELEBAIIR-TS
ﬁﬁ?‘ét%@ﬁ%fo&:'?/ k%rfft WHEREShTWET, T3y 7T 58610, it%frénfb\
LH2F_XRTCOavy RRaryy— L TERLTHL Z L E2ERLET,

BRICHHGE STV WER D | it?OD‘f*rX MIERENLT— a~vr FCEEMf TN TS a~v 2 R

ERLET, KFOTF A MIFEES IPsec X E., Ny 7 7 v 7 #ZE, 1P SLA ZE, BILUPENA L

IP® RERE, MOREICHEHSNET, ZNHOEREICHEM TN TWDHa~vy RiEh T
BIRIZDIZ> THOHEN D72, Ty ZTERIZHBEICBH T 7,

ROUTER#sh cellular 0/1/0 all

L BT T SED, [FRO S HIE L TOET,

!

Hardware Information

Modem Firmware Version = p2005800
Modem Firmware built = 02-09-07
Hardware Version = 1.0

[ oL-22739-01-J
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B >y r7—9EHO-H0 CODMA EFLOT Y T4 TLE R

Electronic Serial Number (ESN) = 0x6032691E
Preferred Roaming List (PRL) Version = 60607
Current Modem Temperature = 35 degrees Celsius
!

! PRL BLCFN ESN DIEFHPITEEL LN THSZE /RN L FT,

!

Profile Information

Electronic Serial Number (ESN) = 0x6032691E
Modem activated = NO

Network Information

Current Service = 1xRTT only

Current Roaming Status (1xRTT) = HOME, (HDR) = HOME

Current Idle Digital Mode = CDMA

Current System Identifier (SID) = 4183

Current Network Identifier (NID) = 87

Current Call Setup Mode = Mobile IP only

Serving Base Station Longitude = -121 deg -55 min -8 sec
Serving Base Station Latitude = 37 deg 25 min 22 sec

Current System Time = Thu Jun 28 7:29:20 2007

!

! W= ERXEFT 2T TIZTSIC/E, HWIC Y 1xRTT K> fU—2 H—EXE
! IRFTEBBERS D ET, ZDHE, IkRTT R P T —2 DREFEHTEFT,
!

Radio Information

1xRTT related info

Current RSSI = -82 dBm, ECIO = -1 dBm

Current Channel Number = 50

Current Channel State = Acquired

Current Band Class = Band Class 1

!

! 1xRTT V¥ —EX[THHHIIER 7 RSSI (Received Signal Strength Indication)
! LN THSESD, V—EX 7727y N—2g 58772 F7,

!

HDR (1xEVDO) related info

Current RSSI = -125 dBm, ECIO = -2 dBm
Current Channel Number = 25

Current Band Class = Band Class 1

Sector ID (Hex) = 0084:0AC0:0000:0000:000A:05DC:A801:1202
Subnet Mask = 104, Color Code = 32, PN Offset = 240

Rx gain control (Main) = Unavailable, Diversity = Unavailable
Tx total power = -5 dBm, Tx gain adjust -256 dBm

Carrier-to-interference (C/I) ratio = 12
!

! 1IXEvDO T—EX(L, T DIFEDFL T/ S FE A (Z DiEl Tl AT,
I ZDY—EXFRHTESZED, HNIC DT 27 N—rg D HLEE U 5 01 TIED D FHA,

!

IOTA #EAL-7V T4 71

IOTA OFIEZFER L THWIC 27 275 4 712451213, kO a~<wr FEHERLET,

ROUTER# cellular <x/x/x> cdma activate manual <MDN> <MSIN> <SID> <NID> <MSL>

N

GE) WV RAPFENTWAEHEDEETST 5121, sh cellular x/x/x all =~ > FEFEHL £,

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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Y FI—OBEHO=HD CDMA EFLOT7 71 JieeZEm B

* Mobile Directory Number (MDN) : 10 #1D %k

* Mobile Subscriber Identification Number (MSIN) : 10 #7 D%k
» System ID (SID)

* Network ID (NID)

e Mobile Subsidy Lock (MSL)

Bl 3-2 IOTA DA EFEALE=FI T4 T

COBRTENTHODOFA TR EINZTF A MIZA ;M2 RdbIiEHENTEBY, @I
V=N EERLIEGEICIFRREINNEEA, KFOTHAME, =7 —BRELEHEICRS TS
BT 57-00EERa~ FERTEODIHEHINLTOWET, T 735881, KFETRIATY
L2 _RTCoavy FpRaryy—2rHHTHRELUTHD Z L 2R LET,

FRIZHFL S LTV RWRY . KFEOT XA MIERELV T — a<vr FZEEfT o TS a~v s K
ZRLET, KFOTF A MIKELIPsec RE, Ny 77T v 7RE, IP SLA RE, BROEAA L
IPOBRERE, MOBFEICHHERAINET, INLOKEFREICHEMTONATWDa~vr N
NERIZDEZ S TR INAT2H, T3y JRHICHBICSRTE £,

ROUTER#cellular 0/1/0 cdma activate manual 9134397785 9132262534 4183 87 596027

Modem will be activated with following Parameters

MDN :9134397785; MSIN :9132262534; SID :4183; NID 87:

Aug 18 19:05:50.295: Checking Current Activation Status

Aug 18 19:05:50.347: Modem activation status: Activated

Aug 18 19:05:50.351: Mobile Parameters Unchanged

Aug 18 19:05:50.351: Skip Activation

2851-bl-cdmal#

Aug 18 19:06:00.403: Begin IOTA

Aug 18 19:06:00.403: Please wait till 'IOTA End' event notification is received

Aug 18 19:06:01.247: IOTA Status Message Received. Event = IOTA Start, Result = SUCCESS
Aug 18 19:06:31.567: OTASP State = SPL unlock, Result = Success

Aug 18 19:06:39.847: OTASP State = Parameters commited to NVRAM, Result = Success

Aug 18 19:06:52.015: IOTA Status Message Received. Event = IOTA End, Result = SUCCESS
!

I BT AL IOTA V—NEHFL,

! BELRIEREETAICK > m— NLET,

!

OTASP ZERLE=7V T4 714t

N

(E)

OTASP OFEZFEHA L THWIC 27 27 7 4 7127 51201%, koa~<w RE@EHALET,

ROUTER#cellular <x/x/x> cdma activate otasp <phone number>

phone number #1215, ¥ —ERX oM X —l Lo TR EN-FBHEEFEFRALET,

%l 3-3 OTASP O Ah#FERA L7 T+ JiE

ZOBRENTEAORER TR INET A NI I AT OIS TEY, @EDOa
V=W EFERLIEGEICIRREINNEFA, KFOTHAME, =7 —BRAELELGAICR> TS
W27 @EERa~y RERTEODIHERINTHET, Ty 7T 58/, KETRIATHD
LT _XCOa~v s FRaryy—12HATHREETHDL I 2R LET,

[ oL-22739-01-J
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W o ro— o EROER

FIZHRE SN TORVRY . KFOTF A MIEALLT — avr FEHEEMfT AT 2~
ERLET, KFOTXFA MNIKEAL IPsec BRE., Ny 77 v 7T&E, IP SLA FHE., BLOEAA L
IP OBGERE, MOBRECLEMShET, INbOHFECHEFTOoA TV DL a~vy Rigd 7
NERIZDI > TR SN, 7y ZEICHRICSRTE £,

ROUTER#cell 0/3/0 cdma activate otasp *22899

Beginning OTASP activation

OTASP number is *22899

ROUTER#Call Connecting - Call State - CnS Async Data Voice Call Packet 1xRtt Call , Number
*22899

Jul 25 18:48:47.563: Begin IOTA

Jul 25 18:48:49.819: Call Connected. Call State - Voice Call OTA Call , Service Option -
Loopback Enhanced Variable Rate Voice (8Kbps) SMS Rate 1 packet Data Service SMS Rate 2
Packet Data Serice (14.4Kbps) Over The Air Parameter Administration - Rate 1 Over The Air
Parameter Administration - Rate 2
Jul 25 18:48:58.091: OTASP State
Jul 25 18:49:15.483: OTASP State
Jul 25 18:49:16.335: OTASP State
Jul 25 18:49:16.335: OTASP State
Jul 25 18:49:20.279: OTASP State

v =9 EHEOAER

3GHWIC 37 7 7 4 7{haivic e, XA Xy NI —JIZHRINCHF AT LT H L&, = FY—
T RO LOVIP RO 2 05 S BLNDB5ERHVET, ET LNV XA LT D0
ERHLHET. SHLVESDPNRIHERHY T, £2, Ao a U THALEZESIZ, Xy
=2 ECETANEPNCT 77 4 7lhsiiz e 22, W27 rEeva=rs Tk AR
Ny 7 7590 RTHRBEEN, TR > TRIIOT Y RY —2 0 ROHERICL Y RWE#ZZEST 25
ERHY ET,

HWIC 3%y T — 7AW TT 77 4 T ENTHRESNTZE, 3G VA Y LA Xy hT—
7 B OHEREIZ ISR ZATE 2 L5127 £¥, 77 F & HWIC (8t L, RSSIE 5 L~ vni~
AFA90dBm LV BWZ & E&M#ZE LET, show cellular x/x/x all =~ > ROHIIZL > TREND
Fv NI — 7 ~OEREN, [ Configuring the 3G Wireless High-Speed WAN Interface Card for Cisco
1841, and 2800 and 3800 Series Routers (HWIC-3G-CDMA-x)] \(ZERENTWVDHIHLDOELERLTHD Z
LEfERLET,

SPL unlock, Result = Success

PRL downloaded, Result = Success

Profile downloaded, Result = Success

MDN downloaded, Result = Success

Parameters commited to NVRAM, Result = Success

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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CHAPTER 4

ZDETIH., GSM & CDMA XR—Z2DUA XYL A Ry hU—7 OIERFREIZOWTHBPALET,

[GSM R—Z2DTA ¥ LA vy hT—2r] (P4-1)
[CDMA R—2D T A Y LA Xy b7 —2] (P4-15)

GSM A—ADTAVYLRA Ry bT—9

COETE, FEMARBEEZEMN LT, HEFICIRREAT T A 2Bl L, FEHAICOWTHB L E
j_o

2y bIT—Y | R—F 7 FLRAZEHR (PAT) 2FEALEEA

O Bl 8B T, 4-1ITRENTVD, TA T L ARAHOREIZERZ Y Tz NAT/PAT % fiff
ML ET, NAT OFFMICHOVWTIE, RESRL T ZE VY,

http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6640/product data sheet0900a
ecd8064¢999.html,
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BAE EFRE |

B GSMR—RDTA¥LR Ry FT—%

41 GSM 74 YLR %y FT7—Y D NAT/PAT A L - EELEA

NAT/PAT % {&F L 7= BALY P AVE—2Y R TIER

LAN

\\
%

AN

3G-HWIC%

L

E==v |BRIZISA dﬂpf’f // \
- ||||||‘ Ui g
y——
‘-II-?’ ::;;Q N N 7/
'7*(’\"[/1"# EX FO/A4f 45— F—
Ky ha7 2y bI7—9
F—4tra— &
%l 4-1 NAT/PAT Z{&ER L= BAR® I0S B%

RENTH é@ﬂ%fﬁﬁéﬂt%%X%i:xyﬁ%fit WEHEN TR, Lﬁ@:y
~WMﬁ%%TLt i%réni@h KFEOTHFA NI, =TT —BRELEZLGEIZE->TS
%?57‘_&50)@%?@27/ %%/T‘Tt WHEREShTWET, T3y 7T 58610, it%TTéﬂTb\
LT _RCoavy FRaryy—2rWHTHRIUTHD Z L 2R LET,

KFEOTHFA NMIEAENVT —FRE, BBt [Psec %E, IPSLA Nv 7 7 v 7HE. BLOENAA L
IPEREOHOHLICERAENET, ZRLDOEREICHEMTONTNAIROKEa~Y Rk, o7
BRIZDIZ> THORHIND =D, Ty JTEICHEICSHRTE £,

hostname ROUTER
!

ip cef

|

ip dhcp excluded-address 10.1.0.254
I

ip dhcp pool gsml05
network 10.1.0.0 255.255.0.0
default-router 10.1.0.254
dns-server 66.102.163.231 66.102.163.232

!
! Xy pU—2 10.1.0.0/16, VLAN 101 THEHIATHIHX L, L

! TrF AN A=V F b =P, 0/1/0 25 0/1/3 @D DHCP F'—IFEHFELET,
!

ip domain name yourdomain.com
|

chat-script gsm "" "atdt*98*1#" TIMEOUT 30 "CONNECT"

!
I ST IR rgsm' FEFELFET, 'atdt*98*14 I~V FEM[IFTSE, B T— BFAN

! a1 FEHL TS T RTEL SIZRDET (P77 7T, 'cellular x/x/x gsm

! profile create ' I~V NEMFL TIHEHESNET), AT, 108 12570 0 T2 FDEDIFIZE T A
! 5 'Connect' X PUZEFSZEEMEL TOET, ZDHEE, I0S (T ED 20 FENDISED

I OBRNE, A AT RNELT 30 BIFELET, ETADLDESS 'Connect ' WEIE

I AKXFEE N FPENEIET,

!

interface Loopback0

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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ip address 1.1.1.1 255.255.255.0
|

interface GigabitEthernet0/0

no ip address

shutdown

|

interface GigabitEthernet0/1

no ip address

shutdown

|
interface FastEthernet0/1/0
switchport access vlan 101

|
interface FastEthernet0/1/1
switchport access vlan 101

|
interface FastEthernet0/1/2
switchport access vlan 101

|

interface FastEthernet0/1/3
switchport access vlan 101

!

! EEDOT X ARy b N MRS TS DHCP 2 A T b R,
!

interface Cellular0/0/0

ip address negotiated

ip nat outside

no ip virtual-reassembly
encapsulation ppp

dialer in-band

dialer idle-timeout 0

dialer string cingular
dialer-group 1

async mode interactive

pPPp chap hostname SP-provided-user-name@sp-domain
pPPp chap password 0 SP-provided-password
PPP ipcp dns request

I IP T RLXL, EE GREE) TP TR L RPBELEA T, R T— &AL IP T FLX
I ELTHIZRET D> el BEIOLFET, AT — 425 —T x4 XL,

! PPP LI TBNE I IZEIERS, "up'/Tup! (RTF—X R ) Tr 2 XT—])

I ELTAR T =T 2 ERFS, DA E—T o APHFED TP T FLXIE > TRESI TV SHHIC
! ("ip address negotiated' T/470)), PPP WELEHE I THRINE,

L =T g > =T, T T— 2 F—T 2 f AT TES G A~ E L TEREHERLET,

! RIZT— S fE IP T RLREFDETEEICL Y, ZDMBEIZEES A E T, STz,

! TN TN DT T =T o f XE LTI T SGNTEETT,

! ip nat outside /i, TN T— LK —Txf XFWHTS IP N fDY—X IP T RLIELT
I BT =T XZE DG THA, VLAN 101 LDFR PG IRFESE
I IP FRLRFELFT,

! dialer in-band /i, X7 ¥ F2TFT~v2 N —F 0 2 YR — T SL N~ T oA RERE L
I Fr o h X2 YTRRE e T NEAS L DICENEELET, ZDEE,
I BNCEESREL DI, T b X2 VTR 'gsm!' FRHLET,

! dialer idle-timeout % /0] ICREL, DI~ NTEZEINTEFFEEDIFGNIC N T 7 4 2 25320002 & T
! PPP DN TTrHOALINL IIZL TS /XL, 'dialer
! idle-timeout 0' ZRTETDE, DA ~—DX A LT FHEIZTHEFRIZ R D F T,

! dialer group & dialer-list /[1/JH#f1If 642~ FThY,
! PPP EEENFELEMELIIN TR VGNCENE Ty N T T TEEDIZENT— ETA S T g
! AU —93 'interesting' AT 74 w2 EIEETEET,

I 2= (R X PE), BL PP DN T — R,

[ oL-22739-01-J
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Y—EX TNy (SP) IZLo THHBESAET, =2—FFHE NI DT — N/t PPP IZRIT 3RV,

10S tETF— FFA (3G HWIC IZHEEE) E DT, 7—0/4T

RAFSNFET, PPP /4 T10S L ETADMTHRTLET, SHALDFEILCNTA—4

(2—HEZENXT— ) PN TF— TTATORESHN T OLERD D FT,

CDEFAHL, A T— Fy pT—2 EDEEFE (PDP 2T F X R EIFHERET) By P Ty TT S0,
PDP I FFX DT Ty N—g X o= LT, Ky PO — 2 TS 2 —

T BIEDOIEZJE DANT X — 5 2 BRI L E T,

! ppp ipcp dns-request 7 7'l z . v NEFNTSE, LELLEGEIT PPP DFIEHITL T,
I ' TF— Ry PT—2735 DNS IP 7 RLRFIRFFTESL 5IC2 0 FT,
i
interface Vlanl
no ip address
|
interface V1anlO1l
ip address 10.1.0.254 255.255.0.0
ip nat inside
!
! A rH—Tx 4 X VLAN 101 ZEHLET, D VLAN /1, [ETS5X FTRHSAET (77 X}
! A=V Fy p A= }F), T/, ip nat inside =~V NE(EH]L T, NAT/PAT FEREFFEIEL F T,
!

ip virtual-reassembly
|

ip route 0.0.0.0 0.0.0.0 Cellular0/0/0

!

I TIgN b = PPN T — o F =T 2 RENTSLINEHELFT, ZDHE, TXTD IP

! NG NI BT AT o XL TA— T S XAFE T,

!

!

ip nat inside source list 2 interface Cellular0/0/0 overload

!

! NAT/PATed THILERDHE 774 02D —RPENTF— 425 —T x4 AENTSLIIC

! BELFET, CDBE, 'overload' /NI X —XEfEH L T PAT #E/TLTHWET,

! source list 2 /i access-list 2 (LI T&EH) IZENIT 6/ THFE T,

IZRIZED, (SOBEIE 10.1.0.0/16 R FT—2005) HRD P T T 4 v 2 DRIEILIIEESIE T,
!

|

access-list 1 permit any
|

access-list 2 permit 10.1.0.0 0.0.0.255
|

dialer-list 1 protocol ip list 1

! dialer-list 1 =~V Fld, €A T7— 42K —Tx24 XD FIZIFEXHTVS dialer-group 1
L I NIEEM 5 TOET,

! access-list 1 =~ }/i dialer-list 1 protocol ip list 1 =~ FIZEEMITHEATHEFT,

I ShAbLDI N, BT ETFAGNLES S T RE YT S RD
! AT 7 2 EHEEL, LI TORNVEEIT PPP 2 L E T,

no cdp run

|

!

control-plane

|

line con O
exec-timeout 0 0
exec prompt timestamp
stopbits 1

line aux 0
stopbits 1

line 0/0/0
exec-timeout 0 0

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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script dialer gsm
login

modem InOut

no exec

transport input all
transport output all
rxspeed 236800
txspeed 118000

! BT — A= T2 ADIUST BT [IZ, script dialer =~ NEITET S
I BERHDET, CDBESENLT— L F—T x4 XL 0/0/0 THSBID,

! ER S HARRGIZ 0/0/0 T
!

! rxspeed & txspeed &7 5= LIITEFUA,

! modem InOut #/1t/H7 5L, K> FU—2(2k> THIGZ—APHEYH—F I TORNVEELETDH,
! FIGE L OBEFT— e ETTEZL IR VFET,

! transport input all & transport output all /i, T/ 77— ETAND
! YsN—X telnet HIZHHTEET,

line vty 0 4
access-class 23 in
privilege level 15
login local
transport input telnet

line vty 5 15
access—-class 23 in
privilege level 15
login local
transport input telnet
!

scheduler allocate 20000 1000
|

end

FNRYTBEV STV a—F4 5

WDF N 7 HRIT. — RS F Ny ST AEA IR b E S,

e PPP
— PPP FfiA ~ b
_PPP Sm R A AL a

s Fx¥v hRZUTE
- FXy ATV TROTITAETADT NS

ISE DR &, interesting traffic D—ITH D5 P 7 KL A% Ping LT, A HH0E 5 0%

R TEET,

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
[ oL-22739-01-J .m



BAE EFRE |

B GSMR—RDTA¥LR Ry FT—%

#l 4-2 BEEOEREDT /Ny TH A

ﬂﬁWT%éﬂﬂ%T%ﬁéht%#X&i:fyb%?ﬁt WHEHSN TR, Lﬁ@:y
—Wmﬁ%%Tbt IEFEREINEFA, KFOTHFANMI, TT7—BRELEZLGEICRS TS
mfétw@EEQHV/b%mﬁt _ﬁ%éﬂfwiﬁoTﬂyﬁféﬁai\k%fméﬂfw
L3 _XTCOavry FpRaryy =LV TERILTHDL Z L 2R LET,

KFEOT ¥ A MIERENLT —FE, BB Psec RE. IPSLA Ny 77 v 7FRE. BILOEAAL L
IPREDCHFUHLIER S E T, b 0FRE B H FonTWORDFa~ s R, o
PRICDTE S THERHEND 2D, Ty FIRRICHBICSZRTE £,

WOT Ny ZWNE, 73— VEESL ) L2356 O B E) 72451 T,

ROUTER#ping ip 209.131.36.158 source 10.1.0.254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.131.36.158, timeout is 2 seconds:
Packet sent with a source address of 10.1.0.254

*Jun 21 00:45:43.679: CHAT0/0/0: Attempting async line dialer script

*Jun 21 00:45:43.679: CHAT0/0/0: Dialing using Modem script: gsm & System script: none
*Jun 21 00:45:43.679: CHAT0/0/0: process started

*Jun 21 00:45:43.683: CHAT0/0/0: Asserting DTR

*Jun 21 00:45:43.683: CHAT0/0/0: Chat script gsm started

*Jun 21 00:45:43.683: CHATO/0/0: Sending string: atdt*98*1#

*Jun 21 00:45:43.683: CHAT0/0/0: Expecting string: CONNECT

*Jun 21 00:45:43.727: CHAT0/0/0: Completed match for expect: CONNECT

*Jun 21 00:45:43.727: CHAT0/0/0: Chat script gsm finished, status = Success.

*Jun 21 00:45:45.931: $LINK-3-UPDOWN: Interface Cellular0/0/0, changed state to up
!

! "interesting' FZ 74 > ZBRHEINEE, 10S (FIEHIZ

! A T— ETFTAEBIFL, AT TORNTEL I FEEITLET,

*Jun 21 00:45:45.931: Ce0/0/0 PPP: Using dialer call direction

*Jun 21 00:45:45.931: Ce0/0/0 PPP: Treating connection as a callout

*Jun 21 00:45:45.931: Ce0/0/0 PPP: Session handle[3C00021F] Session id[180]
*Jun 21 00:45:45.931: Ce0/0/0 PPP: Phase is ESTABLISHING, Active Open

*Jun 21 00:45:45.931: Ce0/0/0 PPP: No remote authentication for call-out

! PPP Dtp & ffif7 3 LCP (Link Control Protocol) 7=z —X

*Jun 21 00:45:45.931: Ce0/0/0 LCP: O CONFREQ [Closed] id 189 len 20

*Jun 21 00:45:45.931: Ce0/0/0 LCP: ACCM 0x000A0000 (0x0206000A0000)

*Jun 21 00:45:45.931: Ce0/0/0 LCP: MagicNumber Ox3F7E2331 (0x05063F7E2331)
*Jun 21 00:45:45.931: Ce0/0/0 LCP: PFC (0x0702)

*Jun 21 00:45:45.931: Ce0/0/0 LCP: ACFC (0x0802)

! Cisco I0S HE/NT— FEFAIZKIEFIISFIF CONFREQ,

*Jun 21 00:45:45.935: Ce0/0/0 LCP: I CONFREQ [REQsent] id 63 len 25

*Jun 21 00:45:45.935: Ce0/0/0 LCP: ACCM 0x00000000 (0x020600000000)

*Jun 21 00:45:45.935: Ce0/0/0 LCP: AuthProto CHAP (0x0305C22305)

*Jun 21 00:45:45.935: Ce0/0/0 LCP: MagicNumber O0xB9F4D928 (0x0506B9F4D928)
*Jun 21 00:45:45.935: Ce0/0/0 LCP: PFC (0x0702)

*Jun 21 00:45:45.935: Ce0/0/0 LCP: ACFC (0x0802)

!

I BT — FEFTADS I0S 2o TRIFEI NS EIF CONFREQ,
_/

*Jun 21 00:45:45.935: Ce0/0/0 LCP: O CONFACK [REQsent] id 63 len 25

*Jun 21 00:45:45.935: Ce0/0/0 LCP: ACCM 0x00000000 (0x020600000000)
*Jun 21 00:45:45.935: Ce0/0/0 LCP: AuthProto CHAP (0x0305C22305)
*Jun 21 00:45:45.935: Ce0/0/0 LCP: MagicNumber 0xB9F4D928 (0x0506B9F4D928)

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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*Jun 21 00:45:45.935: Ce0/0/0 LCP: PFC (0x0702)
*Jun 21 00:45:45.935: Ce0/0/0 LCP: ACFC (0x0802)
!

I T0S BT T— EFAICEEI IS HIG CONFACK,

!

*Jun 21 00:45:45.935: Ce0/0/0 LCP: I CONFACK [ACKsent] id 189 len 20

*Jun 21 00:45:45.935: Ce0/0/0 LCP: ACCM 0x000A0000 (0x0206000A0000)

*Jun 21 00:45:45.935: Ce0/0/0 LCP: MagicNumber 0x3F7E2331 (0x05063F7E2331)
*Jun 21 00:45:45.935: Ce0/0/0 LCP: PFC (0x0702)

*Jun 21 00:45:45.935: Ce0/0/0 LCP: ACFC (0x0802)

!

I T EFADS I0S 1240 TRIFE 375 CONACK,

!

*Jun 21 00:45:45.935: Ce0/0/0 LCP: State is Open

!

! LCP Tz —XPIEIICET L, HEMNDTOET,

!

*Jun 21 00:45:45.939: Ce0/0/0 PPP: Phase is AUTHENTICATING, by the peer.
!

! GRAET = — X S E T,

!

*Jun 21 00:45:45.939: Ce0/0/0 CHAP: I CHALLENGE id 1 len 35 from "UMTS_CHAP_SRVR"
*Jun 21 00:45:45.943: Ce0/0/0 CHAP: Using hostname from interface CHAP
*Jun 21 00:45:45.943: Ce0/0/0 CHAP: Using password from interface CHAP

*Jun 21 00:45:45.943: Ce0/0/0 CHAP: O RESPONSE id 1 len 40 from
SP-provided-user-name@wwan.ccs

*Jun 21 00:45:45.943: Ce0/0/0 CHAP: I SUCCESS id 1 len 4

!

! CHAP (FH L2 N2 Fox—2Rak7'm f=2k) 7z —Xld, IEFIZET L,
I BERO T ET,

! I CHAP F¥illi, 3G-HWIC LD 108 Ft/hT7— ETFTADETDORITHI,
I Ry N2 EIZFTEITON TV EEA, PPP /d, K fU—2 TRTHT,
I ETADR =G TRET TS I EICHEL TS &,

I A TF— Ry pPU—2 (GGSN) I, F—VEiEaF L T EEA, KIZ,

! T T— TTATHERE T T 'Activate PDP context' X wt—#ZfEH L,

I Ry P25 IP T NLXERIGFL T Ry P U—2(ZH L TERA GG L FE T,
I Ry N d 2= EiRaE LT IP TN REKT LT,

! 'Activate PDP context Accept' X & —Z)E L FF, 'Activate PDP context' X t&—IlZ/d,

! AT AT XD FTCRIESIILE CHAP D2 LT 2 PG FATHET,

*Jun 21 00:45:45.943: Ce0/0/0 PPP: Phase is FORWARDING, Attempting Forward
*Jun 21 00:45:45.947: Ce0/0/0 PPP: Phase is ESTABLISHING, Finish LCP

*Jun 21 00:45:45.947: Ce0/0/0 PPP: Phase is UP

!

! NCP [Network Control Protocol]/ IPCP [IP Control Protocol] = —XDMHt;
i

*Jun 21 00:45:45.947: Ce0/0/0 IPCP: O CONFREQ [Closed] id 1 len 22

*Jun 21 00:45:45.947: Ce0/0/0 IPCP: Address 0.0.0.0 (0x030600000000)
*Jun 21 00:45:45.947: Ce0/0/0 IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)
*Jun 21 00:45:45.947: Ce0/0/0 IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)

!

! KX N IP TRLR, FBLONDNS T NLXEFERT S, Cisco I0SIZL > TETAICHEFINS

! IPCP CONFREQ (Configure-Request),
!

*Jun 21 00:45:45.947: Ce0/0/0 PPP: Process pending ncp packets

*Jun 21 00:45:46.955: Ce0/0/0 IPCP: I CONFNAK [REQsent] id 1 len 16
*Jun 21 00:45:46.955: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0B0COD)

*Jun 21 00:45:46.955: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)
!
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_FFl? CONFREQ Df(iHVIZ, EFAICL > T Cisco 10S IZHKIFI A7

—ESDMEITFFAF S FE A,

!
! IPCP CONFNAK (153N ERET 7> 7 ANLilikds & OFFZ Al E T2,
!
!

FETMEENT— R fT—=2 |0 CTELERBAIN TNFE VA, ETMEIENT— K N T—=2005D
"Activate PDP context Accept' X wE&— 27l THFT, TT7A/T,

(EBEDT FLRIT T f T =212 J o THEEES S =D,

!

./

! I0S DHRITEEEZHED ET,
!

I BRI E TR,

!

*Jun 21
*Jun 21
*Jun 21

*Jun 21
!

00:
00:
00:
00:

45:
45:
45:
45:

46.
46.
46.
46.

955:
955:
955:
955:

Ce0/0/0
Ce0/0/0
Ce0/0/0
Ce0/0/0

IPCP:
IPCP:
IPCP:
IPCP:

O CONFREQ [REQsent] id 2 len 22

SHICIE, T T~V EEH S TD DNS TR RAPEERET
SALDT FLRITHEETT),
T A A TP TN X% T0S IR LFEEA,

Address 0.0.0.0 (0x030600000000)
PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

I EFADS CONFNAK ICKEL TSR X A IP 7 NL X2 ZRT S,
! I0S ICdio TEFTAIZEGSIEH LY IPCP CONFREQ,

!

*Jun 21 00:45:47.959: Ce0/0/0 IPCP: I CONFNAK [REQsent] id 2 len 16

*Jun 21 00:45:47.959:
*Jun 21 00:45:47.959:

!

Ce0/0/0
Ce0/0/0

IPCP:
IPCP:

PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

I EFAIE ERIAPEFR D TP T RLXFES L2 FF, IPCP CONFNAK FIELET,

!

SDL IS T S DI, T T AP ETE,

O DELR IS T A =5 25T,

/
! Ky NT—20560 'Activate context Accept' X vwt—I#
! o TSSO TT,
!

*Jun 21
*Jun 21
*Jun 21
*Jun 21
!

! I0S
!

*Jun 21
*Jun 21
*Jun 21

! ETFAIE,

00:
00:
00:
00:

45:
45:
45:
45:

47.
47.
47.
47

1TETAHIC

00:45:48.
00:45:48.
00:45:48.

959:
959:
963:

.963:

IPCP

967:
967:
967:

Ce0/0/0
Ce0/0/0
Ce0/0/0
Ce0/0/0

IPCP:
IPCP:
IPCP:
IPCP:

O CONFREQ [REQsent] id 3 len 22

Address 0.0.0.0 (0x030600000000)
PrimaryDNS 10.11.12.!.13 (0x81060A0BOCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

CONREQ # 15 L#ITE T,

Ce0/0/0 IPCP: I CONFNAK [REQsent] id 3 len 16
PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

Ce0/0/0
Ce0/0/0

IPCP:
IPCP:

S CHERIANSEFRPD IP T NLRFRHNLEEE,
! IPCP CONFNAK [ZIZELFT,

I EFANM, Ry FU—206FE 'Activate PDP context Accept' X wit—I%
! 1FoTHET,

*Jun 21
*Jun 21
*Jun 21
*Jun 21
!

! I08
!

*Jun 21

*Jun 21

*Jun 21
*Jun 21
*Jun 21

*Jun 21
!

I REIZ, ETAIGENT— Ry NPT 005

00:
00:
00:
00:

45:
45:
45:
45:

48.
48.
48.
48.

(TETAIZ

00:45:49.

00:

00:
00:
00:
00:

45:

45:
45:
45:
45:

49.

49.
49.
49.
49.

967:
967:
967:
967:

IPCP

263:

263:

263:

263:

263:
263:

Ce0/0/0
Ce0/0/0
Ce0/0/0
Ce0/0/0

IPCP:
IPCP:
IPCP:
IPCP:

O CONFREQ [REQsent] id 4 len 22

Address 0.0.0.0 (0x030600000000)
PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

CONREQ # K15 L#NTE T,

Ce0/0/0

Ce0/0/0

Ce0/0/0
Ce0/0/0
Ce0/0/0
Ce0/0/0

IPCP:

IPCP:

IPCP:
IPCP:
IPCP:
IPCP:

I CONFREQ [REQsent] id 108 len 4

O CONFACK [REQsent] id 108 len 4

I CONFNAK [ACKsent] id 4 len 22

Address 166.138.186.120 (0x0306A68ABA78)
PrimaryDNS 66.102.163.231 (0x81064266A3E7)

SecondaryDNS 66.102.163.232

I CAUFTET A JI0S FIEFICERAF L F T, FE Ry NT—2 5 ET S
! KX PN IP T RFLXE DNS T RNLXBIZHELET,

(0x83064266A3E8)

'Activate PDP context Accept' X v E&— %L FT,

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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_/

I Ry NI IPLRELEC L DENLT FLX# 5T,

! FETAICL 5T 10S ICFF3/1/= IPCP CONFNAK,

_/

*Jun 21 00:45:49.263: Ce0/0/0 IPCP: O CONFREQ [ACKsent] id 5 len 22

*Jun 21 00:45:49.267: Ce0/0/0 IPCP: Address 166.138.186.120 (0x0306A68ABA78)
*Jun 21 00:45:49.267: Ce0/0/0 IPCP: PrimaryDNS 66.102.163.231 (0x81064266A3E7)
*Jun 21 00:45:49.267: Ce0/0/0 IPCP: SecondaryDNS 66.102.163.232 (0x83064266A3E8)

_/
I BRI TS AR IP TN XE DNS T RLREFERT S,
! I0S ICko TETFTAICHEFESIIL/AE IPCP CONFREQ,

*Jun 21 00:45:49.267: Ce0/0/0 IPCP: I CONFACK [ACKsent] id 5 len 22

*Jun 21 00:45:49.267: Ce0/0/0 IPCP: Address 166.138.186.120 (0x0306A68ABA78)
*Jun 21 00:45:49.267: Ce0/0/0 IPCP: PrimaryDNS 66.102.163.231 (0x81064266A3E7)
*Jun 21 00:45:49.267: Ce0/0/0 IPCP: SecondaryDNS 66.102.163.232 (0x83064266A3E8)

! ERERE IP TN XE DNS T RNLXEZIIA, ETAICL ST Cisco I0S (2 EiE
! IPCP CONFACK (CONFREQ X w1t —PNDFXT DA 72 5 BikahifBETH 1,

I T NTCDMEPZIIAF ATFER LA, /—FF CONFACK X >t — 28K I5 L EF 7).,

_/

*Jun 21 00:45:49.267: Ce0/0/0 IPCP: State is Open

_/

! IPCP Zx—X[IHHFIEE T, FIOTHET,

!
*Jun 21 00:45:49.291: Ce0/0/0 IPCP: Install negotiated IP interface address
166.138.186.120

!

! TN TG— LTt R CE DL TCHR, —F g TR PSS TP T NLR,
_/

#l 4-3 BEOBEDELS— 128 —7 1 RER

COBENTHEOMMETRBSNET F 2 MNEa AL FMERTEOICHASATEY, BH0a >
Y=V AEFR LIS ICEFR R ESNEE L, KFOTFA ML, 27 =BRELTEHAIIR> T
WS 570 OEER T~y FERTEDICERSNCOET, 75y 7T 2HA1E, KETRSATH
Y RTOa~ Y Kpiay Y — Al ThR U Tho 2 & AR LET,

KFEOT XA MIEARENLT —FRE. K5 b IPsec &%E. IPSLA Ny 7 7 v 7TRE. BILOENAA L
IPREOHRNH LIZFEHEINET, TNOLDOEFREICHEMT LN TWDIROEa~y Rk, o7
NERIZDEZ> THOREIND =D, Ty ZTEICHBEICSHRTE £,

TOHIE, a—LrDEy N7 v AR LT2% D, show cellular 0/0/0 all ==~ > N AR 72k AE
B L TWET,

ROUTER#sh cellular 0/0/0 all

!

I BT TS DB XIS TR HHE L
! HERGHREREH L TOFET,

!

Profile Information

Profile 1 = ACTIVE

PDP Type = IPv4

PDP address = 166.138.186.120

Access Point Name (APN) = wwan.ccs

Authentication = CHAP

Username: SP-provided-user-name@wwan.ccs, Password: SP-provided-password

Data Connection Information

[ oL-22739-01-J
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Data Transmitted = 276 bytes, Received = 200 bytes
Profile 1, Packet Session Status = ACTIVE
IP address = 166.138.186.120
!
I b T— L F =T = RF, PPP PHEVIF, IP T NLRPFD G THALE T — K fT—2C,
I Ty 1 FEHLTT 2T TS E T,

!

Network Information

Current Service Status = Normal, Service Error = None
Current Service = Combined

Packet Service = UMTS/WCDMA (Attached)

Packet Session Status = Active

Current Roaming Status = Roaming

Network Selection Mode = Automatic

Country = USA, Network = gsm

Mobile Country Code (MCC) = 310
Mobile Network Code (MNC) = 380
Location Area Code (LAC) = 56997
Routing Area Code (RAC) = 253

Cell ID = 5933

Primary Scrambling Code = 196

PLMN Selection = Automatic

Registered PLMN = gsm , Abbreviated =

Service Provider =

!

I Y—EXDE T (ERT R T r) (ZHT SRS,
I Mot T —lgRERLET,

!

Radio Information

Current Band = WCDMA 1900, Channel Number = 9721

Current RSSI(RSCP) = -77 dBm

!

! Received Signal Strength Indication (HERDSZIG L ~/ERET S HEELEE) &,
I I ERS Y — XD A Tk R R L FE T

!

Modem Security Information

Card Holder Verification (CHV1) = Disabled
SIM Status = OK
SIM User Operation Required = None

Number of Retries remaining = 3
/

! SIM Z— FDIEFGRAT— XX GZn L EFT

!

Bl 4-4 ELTG—AE—T A RIZDNTERE IP 7 FLRDAFETALO>EBEDT /Ny THA
BLUEZLhDIRA

CORENTHOAOFATRHRHENZT I A MIaA L M2 RTEDICHERENTEY, @HEOa
V=V EFRRLEGEICEFERINERA, KFOTFANMI, =7 —NBELEGRIIE-TS
MBI B-b0EELa~vy FERTEDIHEHENTWES, TRy 7T 58815, KFETREATWL
5T _XCOavrs RpRaryyY—L2HATHRIEUTHALZ 2B LET,

KFEOTFA MIEAELT —FE., BE{k IPsec iRE. IPSLA X 77 v 7&RKE, BLOEAAL L
IPEHEOFOH LIZFEHINET, INLOKRTICHEEM T LN TVWDIROKE T~ ik, o7
WERIZDEZ> THOH IS0, Ty ZTEICHBEICSRTE £,

WDT Ny ZH L, IPCP 7 = — X TORK, 2T IP 7 KU AZRETE Ieho IG5 0 AR 7
BT,
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ROUTER#ping 209.131.36.158 source 10.1.0.254

Type escape sequence to abort.

Sending 5,

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
1

*Jun
./

*Jun
!

!

1

*Jun
*Jun
*Jun
*Jun
*Jun

*Jun
*Jun
*Jun

*Jun
*Jun
*Jun
*Jun

*Jun
*Jun
*Jun

*Jun
*Jun
*Jun
*Jun

*Jun
*Jun
*Jun

*Jun
*Jun
*Jun
*Jun

*Jun
*Jun
*Jun

*Jun
*Jun

21
21
21
21
21
21
21
21
21
21

21

21

21
21
21
21
21

21
21
21

21
21
21
21

21
21
21

21
21
21
21

21
21
21

21
21
21
21

21
21
21

21
21

22:
22:
22:
22:
22:
22:
22:
22:
22:
22:

22:

22:

22:
22:
22:
22:
22:

22:
22:
22:

22:
22:
22:
22:

22:
22:
22:

22:
22:
22:
22:

22:
22:
22:

22:
22:
22:
22:

22:
22:
22:

22:
22:

100-byte ICMP Echos to 209.131.36.158, timeout is 2 seconds:
Packet sent with a source address of 10.1.0.254

47 :
47:
47 :
47 :
47:
47 :
47 :

47

47 :
47 :

47 :
47:
CHAT, LCP,
47 :
47 :
47:

47 :
47 :

47 :

47

47 :

47:
47 :
47 :
47:

47 :

47

47:

47:
47:
47 :
47:

47 :
47:
47:

47:
47:
47 :
47:

47 :

47

47 :

47:
47 :

51.
51.
51.
51.
51.
51.
51.
:51.
51.
53.

53.

53.735:

467:
471:
471:
471:
471:
471:
471:
515:
515:
719:

727

CHATO0/0/0:
CHATO0/0/0:
CHATO0/0/0:
CHAT0/0/0:
CHATO/0/0:
CHATO0/0/0:
CHAT0/0/0:
CHATO/0/0:
CHATO0/0/0:

Attempting async line dialer script

Dialing using Modem script: gsm & System script: none
process started

Asserting DTR

Chat script gsm started

Sending string: atdt*98*1#

Expecting string: CONNECT

Completed match for expect: CONNECT

Chat script gsm finished, status = Success.

$LINK-3-UPDOWN: Interface Cellular0/0/0, changed state to up

Ce0/0/0 LCP: State is Open

Ce0/0/0 CHAP: I SUCCESS id 1 len 4

BL N CHAP 29k2) L 7=t 1C s 5715 TPCP

53.
53.
53.
53.
53.

54.
:54.
54.

54.
54.
54.
54.

55.
:55.
55.

55.
55.
55.
55.

56.
56.
56.

56.
56.
56.
56.

57.
:57.
57.

57.
57.

735:
735:
735:
735:
735:

739:
739:
739:

739:
739:
739:
739:

743:
747 :
747 :

747 :
747
747
747 :

751:
751:
751:

751:
751:
751:
751:

755:
755
755:

755
755:

Ce0/0/0 IPCP: O CONFREQ [Closed] id 1 len 22

Ce0/0/0 IPCP:
Ce0/0/0 IPCP:
Ce0/0/0 IPCP:
Ce0/0/0 PPP:

Address 0.0.0.0 (0x030600000000)

PrimaryDNS 0.0.0.0 (0x810600000000)

SecondaryDNS 0.0.0.0 (0x830600000000)
Process pending ncp packets

Ce0/0/0 IPCP: I CONFNAK [REQsent] id 1 len 16

Ce0/0/0 IPCP:
Ce0/0/0 IPCP:

PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

Ce0/0/0 IPCP: O CONFREQ [REQsent] id 2 len 22

Ce0/0/0 IPCP:
Ce0/0/0 IPCP:
Ce0/0/0 IPCP:

Address 0.0.0.0 (0x030600000000)
PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

Ce0/0/0 IPCP: I CONFNAK [REQsent] id 2 len 16

Ce0/0/0 IPCP:
Ce0/0/0 IPCP:

PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

Ce0/0/0 IPCP: O CONFREQ [REQsent] id 3 len 22

Ce0/0/0 IPCP:
Ce0/0/0 IPCP:
Ce0/0/0 IPCP:

Address 0.0.0.0 (0x030600000000)
PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

Ce0/0/0 IPCP: I CONFNAK [REQsent] id 3 len 16

Ce0/0/0 IPCP:
Ce0/0/0 IPCP:

PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

Ce0/0/0 IPCP: O CONFREQ [REQsent] id 4 len 22

Ce0/0/0 IPCP:
Ce0/0/0 IPCP:
Ce0/0/0 IPCP:

Address 0.0.0.0 (0x030600000000)
PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

Ce0/0/0 IPCP: I CONFNAK [REQsent] id 4 len 16

Ce0/0/0 IPCP:
Ce0/0/0 IPCP:

PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)
SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

Ce0/0/0 IPCP: O CONFREQ [REQsent] id 5 len 22

Ce0/0/0 IPCP:

Address 0.0.0.0 (0x030600000000)
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*Jun 21 22:47:57.755: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)

*Jun 21 22:47:57.755: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

*Jun 21 22:47:58.759: Ce0/0/0 IPCP: CONFNAK [REQsent] id 5 len 16

*Jun 21 22:47:58.759: Ce0/0/0 IPCP: .PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)

*Jun 21 22:47:58.759: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

*Jun 21 22:47:58.759: Ce0/0/0 IPCP: CONFREQ [REQsent] id 6 len 22

*Jun 21 22:47:58.759: Ce0/0/0 IPCP: Address 0.0.0.0 (0x030600000000)

*Jun 21 22:47:58.759: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)

*Jun 21 22:47:58.759: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

*Jun 21 22:47:59.799: Ce0/0/0 IPCP: CONFNAK [REQsent] id 6 len 16

*Jun 21 22:47:59.803: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)

*Jun 21 22:47:59.803: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

*Jun 21 22:47:59.803: Ce0/0/0 IPCP: CONFREQ [REQsent] id 7 len 22

*Jun 21 22:47:59.803: Ce0/0/0 IPCP: Address 0.0.0.0 (0x030600000000)

*Jun 21 22:47:59.803: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0BOCOD)

*Jun 21 22:47:59.803: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

*Jun 21 22:48:00.807: Ce0/0/0 IPCP: CONFNAK [REQsent] id 7 len 16

*Jun 21 22:48:00.811: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)

*Jun 21 22:48:00.811: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

*Jun 21 22:48:00.811: Ce0/0/0 IPCP: CONFREQ [REQsent] id 8 len 22

*Jun 21 22:48:00.811: Ce0/0/0 IPCP: Address 0.0.0.0 (0x030600000000)

*Jun 21 22:48:00.811: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0BOCOD)

*Jun 21 22:48:00.811: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

*Jun 21 22:48:01.815: Ce0/0/0 IPCP: CONFNAK [REQsent] id 8 len 16

*Jun 21 22:48:01.815: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0B0COD)

*Jun 21 22:48:01.815: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

*Jun 21 22:48:01.815: Ce0/0/0 IPCP: CONFREQ [REQsent] id 9 len 22

*Jun 21 22:48:01.815: Ce0/0/0 IPCP: Address 0.0.0.0 (0x030600000000)

*Jun 21 22:48:01.815: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)

*Jun 21 22:48:01.815: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

*Jun 21 22:48:02.819: Ce0/0/0 IPCP: CONFNAK [REQsent] id 9 len 16

*Jun 21 22:48:02.819: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)

*Jun 21 22:48:02.819: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

*Jun 21 22:48:02.819: Ce0/0/0 IPCP: CONFREQ [REQsent] id 10 len 22

*Jun 21 22:48:02.819: Ce0/0/0 IPCP: Address 0.0.0.0 (0x030600000000)

*Jun 21 22:48:02.819: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)

*Jun 21 22:48:02.819: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

*Jun 21 22:48:03.823: Ce0/0/0 IPCP: CONFNAK [REQsent] id 10 len 16

*Jun 21 22:48:03.823: Ce0/0/0 IPCP: PrimaryDNS 10.11.12.13 (0x81060A0B0OCOD)

*Jun 21 22:48:03.823: Ce0/0/0 IPCP: SecondaryDNS 10.11.12.14 (0x83060A0BOCOE)

/¢

77

FEFAL, BT — K fT—2 T PDP 2T F X P BIEREICHE TERUED,
PPP (CL D THERIASHAPD 1P T N RXBLOMDENR I /=T A —5 %
T&EEHA,

ZDEHNT, KDV TD S AIREIER D D E T,
- AEROZFWAEDE
- TET IR EN TS AREER S S
- Z—WE ) NI T = FBLN APN (T2 X Np b F—24) BHES TO S0 TH S,
B S IIRIEDHE> TS

*Jun 21 22:48:03.823: Ce0/0/0 IPCP: Failed to negotiate with peer

!
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1 BELS EADNWOTANDIEL T IPCP EM L E LT

!

*Jun 21 22:48:03.823: Ce0/0/0 IPCP: State is Closed

Bl 4-5 IP7 FLREZRMBTETLEINSBEDELS— M3 —T =4 AN

ZOBRENTEAOREKR TR INEZTIANMNIA L MR d20IEHEINTEY, @EDa v
V=W EFERLIEGEIZIIRREINNEFA, KFOTHAME, =27 —BRAELELGAICR> TS
Wb EERa~y FERTEDIHERASNTOWET, Ty 758581, KFETREATY
LT _XCOa~v s FRaryy—1rHATHREIETHDL I 2R LET,

KFOTHA MIFEARENLVT —HE, B b IPsec ZE, IPSLA Xy 7 7 v 7HE, BLOENSA L
IPREDOHFRHLIHFEHINET, ZhLDEREICHEMTONTNIROE vy NiX, o7
NERIZDE > THHOHEND 2D, Ty JRICHBICSTE $£9,

ROUTER#sh cellular 0/0/0 all

_/

I BT T BT SIS GO A EEHE L
I HERIGHEMH L TOET,

!

Profile Information

Profile 1 = INACTIVE

PDP Type = IPv4

Access Point Name (APN) = wwan.ccs

Authentication = CHAP

Username: SP-provided-user-name@wwan.ccs, Password: SP-provided-password

!

Z—F NI — N, BLN APN PV —E X TNy ZIE o TIHRESA TS EED THSZ EaiRl T
SEE0, EhED, trF— 25— XEETADILICHINCRESHI TSI LD

R L TS 7Z&0 ("cellular 0/0/0 gsm profile create --' I~> Naft/f])

!
!
!
!

Data Connection Information

Data Transmitted = 14428 bytes, Received = 13852 bytes
Profile 1, Packet Session Status = INACTIVE
Inactivity Reason = Unknown

Network Information

Current Service Status = No service, Service Error = None

Current Service = Combined
Packet Service = None
Packet Session Status = Inactive

Current Roaming Status Home
Network Selection Mode = Automatic
Country = USA, Network = Cinglr

Mobile Country Code (MCC) = 310
Mobile Network Code (MNC) = 380
Location Area Code (LAC) = 56997
Routing Area Code (RAC) = 255
Cell ID = 0

Primary Scrambling Code = 0

PLMN Selection = Automatic

!

! ZAud, JER L DEEE BRI R R S S E R L TNFET, BT L IFE L
: HEFNMENE EDFEF T, EFTATEAT— K pU—2 EWHIETEEETA,

!

Radio Information

[ oL-22739-01-J
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Current Band = None, Channel Number = 0

Current RSSI = -110 dBm

!

! Z#u/d, Received Signal Strength Indication (RSSI) BHHENMINT EERL TNET
! (=110 dBm), ZHUd, BEZHS T TIPTS5, HERRZ(E L~ 7=

L ECTHET

!

Modem Security Information

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required None

Number of Retries remaining = 3

%l 4-6 FAYL P rTEHEMEEDTNYTHAS I UVEZ LN DRE

COBRTENTHOOFATRHEEINZTF A MIaA LV ME2RTEDIERESNTBY, @Foa
V=N EERLTEGEICIEREINEEA, KFOTHAME, =7 —BRELEHEICRS TS
BT 57-00EERa~Y FERTEODIHEHINTOWET, Ty 735881, KFETRIATY
L2 _RTCoavy FpRaryy—2rHHTHRERUTHD Z L 2R LET,

KFOT FA MIEREL T —FRFE, Wik IPsec FRE. IPSLA Ny 7 7 v 7RE, BLOEAS LV
IPREDOHFOH LI ShET, ZhHDOEREICHEEN TN TVWDIROFE < NI, o7
NERIZDE > THOCHEND 2D, Ty JRICHBEICSRTE T,

ROUTER#ping ip 209.131.36.158 source 10.1.0.254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.131.36.158, timeout is 2 seconds:
Packet sent with a source address of 10.5.0.254

*Jun 22 21:50:30.187: CHAT0/0/0: Attempting async line dialer script

*Jun 22 21:50:30.187: CHAT0/0/0: Dialing using Modem script: gsm & System script: none
*Jun 22 21:50:30.187: CHAT0/0/0: process started

*Jun 22 21:50:30.187: CHAT0/0/0: Asserting DTR

*Jun 22 21:50:30.187: CHATO/0/0: Chat script gsm started

*Jun 22 21:50:30.187: CHAT0/0/0: Sending string: atdt*69*1# 20

*Jun 22 21:50:30.187: CHAT0/0/0: Expecting string: CONNECT"...

*Jun 22 21:50:35.187: CHAT0/0/0: Timeout expecting: CONNECT"

*Jun 22 21:50:35.187: CHAT0/0/0: Chat script gsm finished, status = Connection timed out;
remote host not responding

Success rate is 0 percent (0/5)

!

! EFAPL S o T A 2 NISEEL TOEEAL

I BTHESE ST X P T DIEEDREES TS 72002, 'chat-script ' 2 NIZ
VER S S EENLTNET

KDL 5 RIBGEIE, DN FES TS AJREIED B D F T,
- WfFEESh B R P Y2 ("CONNECT') (254 7°3 RBH 3570,
AXLFTIHESI TR0,
- LN T chat-script I~ FBXHEL TS
- 'script dialer ' IV NI T ST x/x/x TXHEL TS

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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COMAR—ZXADTITANYLA XY FT—9

2y bI—=9 | R—F 7 FLRAZEH (PAT) 2#ALEEA

NAT/PAT Z{ER L 1=
LAN

B e ﬂg 17
- BB \\i@ U @

B 4-2 (2i%. NAT/PAT %fﬁﬂﬂbt%ﬂ#réﬂfwi‘% IHE. VAV L ARAOREICEREZY
TTWEY, KVEREERD 272010, ZOFZHERT DN 3G VA ¥ L AR ORE L K< B L

TBLMERHY £7, NAT 0)5?%5” DWTIE,
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6640/product data sheet0900a

ecd8064¢999.html Z&/ L TL 7280,

4-2 CDMA D4 ¥ LR vy bT7—- D NAT/PAT A LI BHGTEA

FALY A=Y b TOER

\ 4

E]_— BSC
==_!’ = =
’ T4 ¥ LR "j-—t“x Fad F— =]
Ky b a7 2y bT—%
g 2
T—REVE— &

[ oL-22739-01-J
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Bl 4-7 NAT/PAT 2R L=8BARAD 10S #&E

hostname ROUTER
|
ip cef
|
ip dhcp excluded-address 10.3.0.254
|
ip dhcp pool cdmapool
network 10.3.0.0 255.255.0.0
dns-server 68.28.58.11
default-router 10.3.0.254
!
! Ry pU—2 10.3.0.0/16, VLAN 103 TEEHIN TN SHI P, Z7 X, 4£—2F2 } =}
I 0/2/0 205 0/2/3 D DHCP 7 — /L@ EFH L ET"
!
chat-script cdma2 "" "atdt#777" TIMEOUT 30 "CONNECT"
chat-script cdmal "" "atdt#777" TIMEOUT 30 "CONNECT"
!
cdma2 U4 FL X R pU—2F cdmal' DR> pU—2(Z, X4 FZF XpY2 'cdma2’
BLO 'cdmal' FENTHEZELFT, KD 2 DDELLEDV—ER T rNg ZE L TS50 C T,
T 5D chat-script IV NEERT SLERDHVET, 'atdt#777" F/E 'atdt#777"
I NIZLED, T — TTARLS A TR LET, BT, 10S IZIEERS T e T D RBTTPAS
EETADD 'CONNECT' R f Y ZEZITIRE Z & FHIFLET, BP0, THLRVIEEDES,
FA LT FELT 10S /4 30 PEIFHELET, TTZADPLDHFFXILS 'CONNECT ' JiBiZ
KX FENDLFRE IS = FIZHEE L TS EE L,

!
!
!
!
!
!
!
!

|

username cisco privilege 15 secret 5 $1$c/505W4sr3BFW3AhIBIBRXjy84/
|

interface Loopback0

ip address 1.1.1.1 255.255.255.0
|

interface GigabitEthernet0/0
no ip address

ip virtual-reassembly
shutdown

|

interface GigabitEthernet0/1
no ip address

shutdown

|
interface FastEthernet0/2/0
switchport access vlan 103
|
interface FastEthernet0/2/1
switchport access vlan 103
|
interface FastEthernet0/2/2
switchport access vlan 103
|
interface FastEthernet0/2/3
switchport access vlan 103
!

I RO T X A=V p R NSRS LTS DHCP 2 F A T AR,
!

1
interface Cellular0/1/0

ip address negotiated

ip nat outside

no ip virtual-reassembly
encapsulation ppp

dialer in-band

dialer idle-timeout 0

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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dialer string cdmal
async mode interactive
dialer-group 1

PPP ipcp dns request

IP 7 FL X4, [FE GR#er)) 1P 7 FLRBPELREAETYEH, RIoT—pEhE IP 7 FLX
ELTHICRET S el BE)DILFT, EALT— 42> —Tx 1 X/E,

PPP DPE I TSN E I DICEIFERS, "up'/up' (RF—HX /) 7'z p=2 X7—p)

ELTRT =T T XAET, SO H =T IPFED IP T FLRICL > THRIESH TOSHEEHIC
("ip address negotiated' T/I7V)), PPP IWELFEL I THRINE,

ST 2 T=TE, T T— =T oA AT TESHGE A —FNELT TREHFKRLFET,
FIm— XA TP TRLRFH LTSS T, OGS ET, I,

CHN TN I T 07 =Tz f AL T T SEEITEE T,

ip nat outside /I, T/ T— 4K —T = XFHE#HT S Ip Nr> fDS—X TP T FLXELT
T T A =T o X THE D T EHA, VIAN 103 DR PP SIRIGFS 7
IP T RLREHHLET,

dialer in-band /1, 57T/ F> T~ N =T g 2 VR — T EL A =T 2 AEREL,
Frw b RZYVTRRES Y TUPIASLEIIEIOITIFELE T, DA,
B EZS L 912, T b X2 Y7 M 'cdmal' FEHLFET,

dialer idle-timeout # /0) ICFREL., Z DI~ N TEHZEII/AFEDHEIANIZ T 7 7 > 25320002 & T
PPP DTN L D127 52 a8 F79, 'dialer
idle-timeout 0' (CRETDE, CDEA~v—DX AL LT NEITHEIRIZ 2 0 F T,

! dialer group & dialer-list [IfHf[I]5=2~2 FTH Y, PPP HEHENEEHEL X TR WEEIZ
I FRET Y Ty TTBEOICTI T — TFA A TR R Y—T5

! 'interesting' AZ 74 > FIEETEET,

!

! ppp ipcp dns-request 7Tzl 2~ NEEHTSE, LELGGIE PPP DFNEEEH L T,
I AT Ry NU—2735 DNS IP T NLRFIRIGTESL IZRDET,

interface Vlanl

no ip address

|

interface V1anl03

ip address 10.3.0.254 255.255.0.0

ip nat inside

ip virtual-reassembly

!

! 2K —T x4 X VLAN 103 F#EHLET, ZD VLAN /L, B#ETSHX F CTRBSAET (77X F

I =Ry b H—}F), Zi/E, ip nat inside T~ NEFE/H L T, NAT/PAT HEREFIEMEL T,

!

ip route 0.0.0.0 0.0.0.0 Cellular0/1/0

!

! T TGN = NN T — A= T2 f RENTBLIICERLFEFT, SDBHE, TXTD 1P NI M
I BT =T R =T T IR E T

!

ip nat inside source list 2 interface Cellular0/1/0 overload

!

! NAT/PATed THILHENHE FNT T4 w2 DY —X PN T— A —Txf 5T SLIICIHELET,
! Z DL, Toverload' NTZAX—HXEMFTL T PAT &#E{IL T ET, source

! list 2 /1 access-list 2 (LI TE#FHE) IZBHESIT S TNWET, ZHICLD,

I RO AT T I DERGTHPIFESHET (ZDHEIT 10.3.0.0/16 F P —20065),

!

access-list 1 permit any

access-list 2 permit 10.3.0.0 0.0.255.255

dialer-list 1 protocol ip list 1

no cdp run

!

! dialer-list 1 I~ F/d, €A T— 425724 XD FIZIFESH TVS dialer-group 1 =2~ FIZ
I BEMT 5 TOET,

[ oL-22739-01-J
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! access-list 1 =~ }/I dialer-list 1 protocol ip list 1 =2~ NIZRJHEf1IT 6/ T F T,

I ZALDIV ML, BT ETFAENLIS S e TN P —T5
! RO T Ty 2 FHE L, HELIITOR VGG ST PPP FHE L F T,

control-plane
|
!
line con 0
exec-timeout 0 O
line aux 0
line 0/1/0
exec-timeout 0 0
script dialer cdmal
login
modem InOut
no exec
transport input all
transport output all
speed 144000

! BT — =T ADSYST SITD FIZ, script dialer I~ NE
| EETBLERD D ET, SOBE, A T— A F— Tz XL 0/1/0 THSID,
RS AR 0/1)0 T

!

! speed [IRETEEUA,

! modem InOut Z(l/75E, K U —2(2d o THIFI—IPIHET B — F S TORNVWEETDH,
! EIEBLOBE 2 ETTESL IICZDFET,

! transport input all * transport output all /4, T/ T7— FEFTAND
! YN—2Z telnet MIZHITTEFT,

line vty 0 4

privilege level 15

no login

transport input telnet
line vty 5 15

privilege level 15
login local

transport input telnet
|

scheduler allocate 20000 1000
|

webvpn cef

|

end

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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TN TEEV STV a—Ta 2T

WOT Ny 7GR, —RRMEEZ T Ny 7T 58RI ET,
« PPP

— PPP FffiA ~ b

— PPP Vu b =T —

— PPP 7u b x>z — g
s F¥yvy hRARZUTH

- F¥y b AV VT NDT VT4 ETADT Ny T

ISEDEIFF S, interesting traffic D—HCTH D5 IP 7 KL A% Ping LT, 8RB H LN E I 0%
R LET,

#l 4-8 BEOBEDT/ AV ITHA

COBRENTHAOMETEHHBINIZTFA MITA L MERTEDICERAIN TR, #@AF D=
V=M EFRRLEGEICEERRENEEAL, KFOT XA MEI, =7 =R RELESEIIR>TS
My sevodEEha~y FerdoiclsnTtunEd, 73y 73255 81F, KFTRIhTn
DI _RTCOa~vy FRaryy— i TOURETH L 2 L 2B LET,

KFEOTHFA MIERAENLT —RE., K5 b IPsec RE. IPSLA Ny 7 7 v 7TRE. BLOEAA L
IPREDOFRHLIZFEHINET, ZN6DOEFEICHEMITONATWIROE Y NiX, o7
NERIZDEZ S THREOHEND 2D, T8y ZJRICHBICSTE £9,

WDOT Ny THINE, 3 — VHESLAERE) U T2 556 O A 225 C 9,
ROUTER# ping ip 209.131.36.158 source 10.3.0.254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.131.36.158, timeout is 2 seconds:
Packet sent with a source address of 10.3.0.254

*Jun 29 15:40:51.248: CHATO0/1/0: Attempting async line dialer script

*Jun 29 15:40:51.248: CHAT0/1/0: Dialing using Modem script: cdmal & System script: none
*Jun 29 15:40:51.248: CHATO0/1/0: process started

*Jun 29 15:40:51.248: CHAT0/1/0: Asserting DTR

*Jun 29 15:40:51.248: CHATO0/1/0: Chat script cdmal started

*Jun 29 15:40:51.248: CHAT0/1/0: Sending string: atdt#777

*Jun 29 15:40:51.252: CHAT0/1/0: Expecting string: CONNECT..

*Jun 29 15:40:55.728: CHAT0/1/0: Completed match for expect: CONNECT

*Jun 29 15:40:55.728: CHATO0/1/0: Chat script cdmal finished, status = Success
*Jun 29 15:40:55.896: TTY0/1/0: no timer type 1 to destroy

*Jun 29 15:40:55.896: TTY0/1/0: no timer type 0 to destroy

*Jun 29 15:40:55.896: TTY0/1/0: no timer type 2 to destroy.

*Jun 29 15:40:57.896: $LINK-3-UPDOWN: Interface Cellular0/1/0, changed state to up
!

! 'interesting' IZ 7> Z BRSNS E, T0S (FIEFIZENAT— FFALHEEL,

! S TURNTBLOIC T NERBITLET,

*Jun 29 15:40:57.896: Ce0/1/0 PPP: Using dialer call direction

*Jun 29 15:40:57.896: Ce0/1/0 PPP: Treating connection as a callout

*Jun 29 15:40:57.896: Ce0/1/0 PPP: Session handle[57000CC5] Session id[89]
*Jun 29 15:40:57.896: Ce0/1/0 PPP: Phase is ESTABLISHING, Active Open
*Jun 29 15:40:57.896: Ce0/1/0 PPP: No remote authentication for call-out

! PPP DftHF TS LCP T —X,

[ oL-22739-01-J
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*Jun 29 15:40:57.896: Ce0/1/0 LCP: O CONFREQ [Closed] id 125 len 20

*Jun 29 15:40:57.896: Ce0/1/0 LCP: ACCM 0x000A0000 (0x0206000A0000)

*Jun 29 15:40:57.896: Ce0/1/0 LCP: MagicNumber 0x89803B5B (0x050689803B5B)

*Jun 29 15:40:57.896: Ce0/1/0 LCP: PFC (0x0702)

*Jun 29 15:40:57.896: Ce0/1/0 LCP: ACFC (0x0802)

!

! I0S PPHEFTANDH(F LCP CONFREQ,

!

*Jun 29 15:40:57.896: Ce0/1/0 LCP: I CONFREQ [REQsent] id 136 len 20

*Jun 29 15:40:57.896: Ce0/1/0 LCP: ACCM 0x00000000 (0x020600000000)

*Jun 29 15:40:57.896: Ce0/1/0 LCP: MagicNumber 0xE7985207 (0x0506E7985207)

*Jun 29 15:40:57.896: Ce0/1/0 LCP: PFC (0x0702)

*Jun 29 15:40:57.896: Ce0/1/0 LCP: ACFC (0x0802)

!

I EFAPS Cisco 10S ~DENF LCP CONFREQ

!

*Jun 29 15:40:57.896: Ce0/1/0 LCP: O CONFACK [REQsent] id 136 len 20

*Jun 29 15:40:57.896: Ce0/1/0 LCP:  ACCM 0x00000000 (0x020600000000)

*Jun 29 15:40:57.896: Ce0/1/0 LCP: MagicNumber 0xE7985207 (0x0506E7985207)

*Jun 29 15:40:57.896: Ce0/1/0 LCP: PFC (0x0702)

*Jun 29 15:40:57.896: Ce0/1/0 LCP: ACFC (0x0802)

!

! I0S HEFLND, CONFREQ #FFANbLHERT 375 LCP CONFACK,

!

*Jun 29 15:40:57.900: Ce0/1/0 LCP: I CONFACK [ACKsent] id 125 len 20

*Jun 29 15:40:57.900: Ce0/1/0 LCP: ACCM 0x000A0000 (0x0206000A0000)

*Jun 29 15:40:57.900: Ce0/1/0 LCP:  MagicNumber 0x89803B5B (0x050689803B5B)

*Jun 29 15:40:57.900: Ce0/1/0 LCP: PFC (0x0702)

*Jun 29 15:40:57.900: Ce0/1/0 LCP: ACFC (0x0802)

!

! FZFAS I0S ~D, CONFREQ &7 AbfERT S #1F LCP CONFACK,
!

*Jun 29 15:40:57.900: Ce0/1/0 LCP: State is Open

*Jun 29 15:40:57.900: Ce0/1/0 PPP: Phase is FORWARDING, Attempting Forward
*Jun 29 15.!
Success rate is 20 percent (1/5), round-trip min/avg/max = 612/612/612 ms

2851-bl-cdmal#:40:57.900: Ce0/1/0 PPP: Phase is ESTABLISHING, Finish LCP
*Jun 29 15:40:57.900: Ce0/1/0 PPP: Phase is UP
/

I CODFEET, LCP P EIHFE L, KD T = — X)L IPCP Th Y,
! Cisco IO0S (ZB7SMRY, NOT CHAP F7=/1 PAP T,

*Jun 29 15:40:57.900: Ce0/1/0 IPCP: O CONFREQ [Closed] id 1 len 22

*Jun 29 15:40:57.900: Ce0/1/0 IPCP: Address 0.0.0.0 (0x030600000000)
*Jun 29 15:40:57.900: Ce0/1/0 IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)
*Jun 29 15:40:57.900: Ce0/1/0 IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)

*Jun 29 15:40:57.900: Ce0/1/0 PPP: Process pending ncp packets

I X, (BT L KF =Tz X) D IP T FLX, FBL DNS IP T FNLXZREHET S,
! I0S MHEFTL /) Ry NT—Z~DFH[F IPCP CONFREQ, R ;D IP 7 NLX/T,

I Ry PT—=Z PG TP TN L RPN ERI NS EEL TS,

I 0.0.0.0 (BHNZEID G ToHHE TP T RLX) IZRESHET,

!

*Jun 29 15:40:57.900: Ce0/1/0 IPCP: I CONFREQ [REQsent] id 65 len 10

*Jun 29 15:40:57.900: Ce0/1/0 IPCP: Address 68.28.57.69 (0x0306441C3945)
!

I Ry NI RELEDE L TENERDT N X F1RHT 5,

I EBFA ) Ry N U= 205 DE(F IPCP CONFREQ,

!

*Jun 29 15:40:57.900: Ce0/1/0 IPCP: O CONFACK [REQsent] id 65 len 10

*Jun 29 15:40:57.900: Ce0/1/0 IPCP: Address 68.28.57.69 (0x0306441C3945)

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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I Ry pU—2 TRLRZFZIIAND, I0S NEETAL /) Ry f T —2 ~DFIF IPCP CONFACK,

*Jun 29 15:
*Jun 29 15:
*Jun 29 15:
*Jun 29 15:

40
40
40
40

:57.
:57.
:57.
:57.

900:
900:
900:
900:

Ce0/1/0
Ce0/1/0
Ce0/1/0
Ce0/1/0

IPCP: I CONFNAK [ACKsent] id 1 len 22

IPCP: Address 70.12.221.250 (0x0306460CDDFA)
IPCP: PrimaryDNS 68.28.58.11 (0x8106441C3A0B)
IPCP: SecondaryDNS 68.28.50.11 (0x8306441C320B)

! Cisco I0S 6D LIFI? CONFREQ ~DIHETD,
! EFTA ) Ry MU= 5 D75 IPCP CONFNAK,

! CONFNAK /&, TTAEFRw N T—2 DFICHAEL/FNT TP FMEO—FE LT
! Ry NU—Z52FL 75 DNS T NLXE,

IR N (BT— S F—T g R) D IP T NLXEEHL F T

!

*Jun 29 15:
*Jun 29 15:
*Jun 29 15:
*Jun 29 15:

40
40
40
40

:57.
:57.
:57.
:57.

900:
900:
900:
900:

Ce0/1/0
Ce0/1/0
Ce0/1/0
Ce0/1/0

IPCP: O CONFREQ [ACKsent] id 2 len 22

IPCP: Address 70.12.221.250 (0x0306460CDDFA)
IPCP: PrimaryDNS 68.28.58.11 (0x8106441C3A0B)
IPCP: SecondaryDNS 68.28.50.11 (0x8306441C320B)

I FEFAS Ry P T— 25D G0 CONFNAK ~DISETO,

! I0S DHDFNF IPCP CONFREQ,

! CONFNAK /%, LFIIZ35 /= CONFNAK ICEFNSbDEFALT FLX &,
I RPN (BAT— =T X) D IP T FLIPEEELET,

*Jun 29 15:
*Jun 29 15:
*Jun 29 15:
*Jun 29 15:

40
40
40
40

:57.
:57.
:57.
:57.

904:
904:
904:
904:

Ce0/1/0
Ce0/1/0
Ce0/1/0
Ce0/1/0

IPCP: I CONFACK [ACKsent] id 2 len 22

IPCP: Address 70.12.221.250 (0x0306460CDDFA)
IPCP: PrimaryDNS 68.28.58.11 (0x8106441C3A0B)
IPCP: SecondaryDNS 68.28.50.11 (0x8306441C320B)

I CALDT FLRAPETL ) K NI IZFITANAGETH S S & &kl Tid

I BTA S Ry P25 DG

IPCP CONFACK,

*Jun 29 15:40:57.904: Ce0/1/0 IPCP: State is Open

!

! IPCP Zx—X|IT7 7L TIEF

!

*Jun 29 15:40:57.904: Ce0/1/0 IPCP: Install negotiated IP interface address 70.12.221.250

*Jun 29 15:40:57.904:
*Jun 29 15:40:57.908:

!

Ce0/1/0
Ce0/1/0

IPCP: Install route to 68.28.57.69
IPCP: Add link info for cef entry 68.28.57.69

! T T— X —T o RTED G THR, =T TR E NG TP T NLX,

!

*Jun 29 15:40:58.896: $LINEPROTO-5-UPDOWN: Line protocol on Interface Cellular0/1/0,
changed state to up

[ oL-22739-01-J
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#l 4-9 BEOBEDEILS— A5 —T7 o4 RER

COBRTENTHODOFATRHEEINZTF A MIaA LV ME2RTEDIERENATBY, @Foa
V=N EERLIEGEICIIEREINEEA, KFOTHAME, 7 —BRELEHEICRS TS
BT 57-00EERa~ Y FERTEOIHEHINTOWET, Ty 7358581, KFETRIATY
L2 _XCoavy FpRaryy—n2HHTHRERLUTHD Z L 2R LET,

KFOTFA MIEREL T —FFE, Wik IPsec RE. IP SLA Ny 7 7 v FRE, BLOBEAS L
IPREDCHUHLULIEHShE T, ZhA6DFREICEHEMSITENATWVDIROE I~ NiE, o
NERIZDE > THOCHEND 2D, Ty JRICHBEICSRTE 7,

WOHTE, a—rDEy T v 7K L72% D, show cellular 0/0/0 all =~ > KO MA )72 ke
EaRLTWHWET,

ROUTER#sh cellular 0/1/0 all

1

I BT T BB XIS [FHRO—FHHE L
! HERIGREBH L TOET,

1

2851-bl-cdmal#sh cellular 0/1/0 all

Hardware Information

Modem Firmware Version = p2005800

Modem Firmware built = 02-09-07

Hardware Version = 1.0

Electronic Serial Number (ESN) = 0x6032691E
Preferred Roaming List (PRL) Version = 60607
Current Modem Temperature = 35 degrees Celsius

Profile Information

Electronic Serial Number (ESN) = 0x6032691E
Modem activated = YES
!

! HWIC DETAPT T ¢ 720 FLE,

!

Account Information:

Activation Date: Not available
Phone Number (MDN) : 9134390870
Mobile Station Identifier (MSID) : 9132214671

Data Profile Info:

Number of data profiles configured : 2
Current active data profile : 1

Data Profile 0 Information

NAI (Network Access Identifier) = 6032691EQRhcm.cdmalpcs.com
MN-HA SS = Set

MN-HA SPI 1234

MN-AAA SS = Set

MN-AAA SPI = 1234

Reverse Tunneling Preference = Set

Home Address = 0.0.0.0

Primary Home Agent Address = 68.28.15.12

Secondary Home Agent Address = 68.28.31.12
!

I F—=% FrZr g 0 IZHL T, EFAD NVRAM TRy P —2056 10— FXASIFRGFRLFT,
I SHG == o TS S D TIER<, EEBHIZETAICL > TS ET,

! - NAI &%~

! - MN-HA L TF MN-AAA DILLRE D (LI

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
m. 0L-22739-01-J |



| ¥4F EXEE

CDMA R—ZXDT4/4 ¥ LR xv F7—4 N

I = BRI SIS T~ VBT XY D HA DT N X%
I r

Data Profile 1 Information (Active)

NAI (Network Access Identifier) = productmarketing393@cdmalpcs.com
MN-HA SS = Set

MN-HA SPI = 1234

MN-AAA SS = Set

MN-AAA SPI = 1234

Reverse Tunneling Preference = Set

Home Address = 0.0.0.0

Primary Home Agent Address = 68.28.81.76

Secondary Home Agent Address = 68.28.89.76

!

LT T r T 1 ISHL T, FFAD NVRAM TRy fU— 2R — FIASIFREZT L FT,
LSRRIl o TSR ET,

! - NAT #Z&»r

! - MN-HA BN MN-AAA DIHFEEDEIZIHRZ R

I = BN IP IS IS ST~ I BL N E YD HA DT LR g
I

Data Connection Information

Phone number of outgoing call = #777
HDR AT State = Inactive, HDR Session State = Open
HDR Session Info:
UATI (Hex) = 0084:0AC0:0000:0000:000A:05DC:A812:00A9
Color Code = 32, RATI = 0x266DF468
Session duration = 480 msecs, Session start = 4365427257 msecs
Session end = 4365428118 msecs, Authentication Status = Authenticated
HDR DRC Value = 14, DRC Cover = 1, RRI = 9.6 kbps
Current Transmitted = 8777 bytes, Received = 8036 bytes
Total Transmitted = 31520 KB, Received = 312411 KB
Current Call Status = CONNECTED Privacy Mode = OFF, Service Option = 33
Current Call Duration = 261 secs
Total Call Duration = 7938948 seconds
Current Call State = AT Packet Call
Last Call Disconnect Reason = Client ended call
Last Connection Error = None
HDR DDTM (Data Dedicated Transmission Mode) Preference = Off
Mobile IP Error Code (RFC-2002) = 0 (Registration accepted)
!

I TSI S I HRP KNS IE T,

!

Network Information

Current Service = 1xRTT only

Current Roaming Status (1xRTT) = HOME, (HDR) = HOME
Current Idle Digital Mode = CDMA

Current System Identifier (SID) 4183

Current Network Identifier (NID) = 87

Current Call Setup Mode = Mobile IP only

Serving Base Station Longitude = -121 deg -55 min -8 sec

Serving Base Station Latitude = 37 deg 25 min 22 sec
Current System Time = Fri Jun 29 12:10:54 2007

Radio Information

1xRTT related info

Current RSSI = -93 dBm, ECIO = -9 dBm

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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Current Channel Number = 50
Current Channel State = Acquired
Current Band Class = Band Class 1

HDR (1xXEVDO) related info

Current RSSI = -125 dBm, ECIO = -2 dBm
Current Channel Number = 25

Current Band Class = Band Class 1

Sector ID (Hex) = 0084:0AC0:0000:0000:000A:05DC:A801:1202
Subnet Mask = 104, Color Code = 32, PN Offset = 240

Rx gain control (Main) = Unavailable, Diversity = Unavailable
Tx total power = -5 dBm, Tx gain adjust = -256 dBm
Carrier-to-interference (C/I) ratio = 12

Modem Security Information

Modem PIN Security UNLOCKED
Power-up lock DISABLED
ROUTER#

%l 4-10 ELT—AE—T A RIZDNTERE IP 7 FLRDAFETALO>EBEDTNYTHEEL
UEZ NS RE

COBRTENTHODOFATRHEEINZTF A MIaA LV ME2RTEDIERENATBY, @Foa
V=W EFERLIEGEICIIRREINEFA, KFOTHAME, =27 —BRAELELGAEIZR> TS
I Db EERa~y FERTEDIHERASNTOWES, Ty 7T 5581, KFETREATY
LT _XCOa~v s FRaryy—1rHATHREIETHDL I 2R LET,

KFEOTF A MIEAELT —RTE. BB IPsec RE. IPSLA Ny 7 7 v 7RE. BLOEASA L
IPREOFOHLICHEHEINET, ZRLDOEREICHEMTONTNDIROSEa~Y Rk, o7
NERICDE > TR END 2D, Ty JHICHBEICSRTX £9°,

ROUTER#ping ip 209.131.36.158 source 10.3.0.254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.131.36.158, timeout is 2 seconds:
Packet sent with a source address of 10.3.0.254

*Jun 29 20:37:19.043: CHATO0/1/0: Attempting async line dialer script
*Jun 29 20:37:19.043: CHATO0/1/0: Dialing using Modem script: cdmal & System script: none
*Jun 29 20:37:19.043: CHAT0/1/0: process started

*Jun 29 20:37:19.043: CHAT0/1/0: Asserting DTR

*Jun 29 20:37:19.043: CHATO0/1/0: Chat script cdmal started

*Jun 29 20:37:19.043: CHATO0/1/0: Sending string: atdt#777

*Jun 29 20:37:19.043: CHATO0/1/0: Expecting string: CONNECT.....
Success rate is 0 percent (0/5)

*Jun 29 20:40:19.043: CHATO/1/0: Timeout expecting: CONNECT

*Jun 29 20:40:19.043: CHAT0/1/0: Chat script cdmal finished, status = Connection timed
out; remote host not responding

*Jun 29 20:40:19.043: TTY0/1/0: Line reset by "Async dialer"

*Jun 29 20:40:19.043: TTY0/1/0: Modem: (unknown)->HANGUP

*Jun 29 20:40:19.043: TTY0/1/0: no timer type 0 to destroy

*Jun 29 20:40:19.043: TTY0/1/0: no timer type 1 to destroy

*Jun 29 20:40:19.043: TTY0/1/0: no timer type 3 to destroy

*Jun 29 20:40:19.043: TTY0/1/0: no timer type 4 to destroy

*Jun 29 20:40:19.043: TTY0/1/0: no timer type 10 to destroy

*Jun 29 20:40:19.043: TTY0/1/0: no timer type 2 to destroy
2851-bl-cdmal#

!

I = ETFARSS B T I FIEE L TOR,

I =TT IO, F TG ERGREP I D E B TH S

! HREME S S,

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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- BROASMDEINE LT, 'chat-script ' 2~ NIZBIT 5 RIENZEIT S5,
BEHS, A ¥ T X PY T DIEERES T FET
KDL 5 RN, AR DD AT S A GEIEDR B D E T,

- HfFESHS X N Y2 ("CONNECT') 1254 7°3I X835 520,

AXLFTIHES TR0,

- N T chat-script I~ FAXHEL TS

- 'script dialer ' IV FRXET ST x/x/x TXHEL TS

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
[ oL-22739-01-J .m



BAE EFRE |

B CDMA R—ADTA¥LR Ry kT—%

#l 4-11 BHETEF. IP7RLRAERBCELAN > BEDEILS— A V58— 4 ADEM

COBRTENTHODOFATRHEEINZTF A MIaA LV ME2RTEDIERENATBY, @Foa
V=N EERLIEGEICIIEREINEEA, KFOTHAME, 7 —BRELEHEICRS TS
BT 57-00EERa~ Y FERTEOIHEHINTOWET, Ty 7358581, KFETRIATY
L2 _XCoavy FpRaryy—n2HHTHRERLUTHD Z L 2R LET,

KFEFOT XA MIEARENLT —FE., K b IPsec &% E. IPSLA Ny 7 7 v 7TRE. BIOENRA L
IPEEOHRHLICHEHREINET, ZhLDOEREICHEMTONTNAIROE A~y ik, o7
NERIZDE ST END 2D, TNy JIFIZERIZBRTE £9,

ROUTER#sh cellular 0/1/0 all

'

I BT T BN SIS RO —EEEHE L

! HERGHREHEH L TOET,

!

Network Information

Current Service = No Service

Current Roaming Status (1xRTT) = HOME, (HDR) = HOME
Current Idle Digital Mode = CDMA

Current System Identifier (SID) = 4183

Current Network Identifier (NID) = 87

Current Call Setup Mode = Mobile IP only

Serving Base Station Longitude = -121 deg -55 min -8 sec

Serving Base Station Latitude = 37 deg 25 min 22 sec
Current System Time = Fri Jun 29 13:26:48 2007

Radio Information

1xRTT related info

Current RSSI = -125 dBm, ECIO = -2 dBm
Current Channel Number = 950

Current Channel State = Scanning
Current Band Class = Band Class 0

HDR (1xEVDO) related info

Current RSSI = -125 dBm, ECIO = -2 dBm

Current Channel Number = 25

Current Band Class = Band Class 1

Sector ID (Hex) = 0084:0AC0:0000:0000:000A:05DC:A801:1202
Subnet Mask = 104, Color Code = 32, PN Offset = 240

Rx gain control (Main) = Unavailable, Diversity = Unavailable
Tx total power = -5 dBm, Tx gain adjust = -256 dBm
Carrier-to-interference (C/I) ratio = 12

Modem Security Information

Modem PIN Security UNLOCKED

Power-up lock DISABLED

!

I BT T B IS GO EEHE L
I HERIGHE S L TOET,

!
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COETEH, MEREALVFT VA OVWTHHALET, ZOFEL2KTEAL TV AITHEHINTWDER
ElX. GSM HTY, BURECICHOTNREREEZNZ25Z LT, CDMAEAY T A TEET,

INAT/PAT 53 L N 1PSec 2 L7277 74~ U BL ORI T v 7T DEA] (P.5-2)
[GRE Fo 2 BLOIPSec 2 L7774~V BIORNy 7 7 v 7 oEAN] (P5-11)
(At A FoL—2DEE] (P.5-18)

[GRE by 3L, IPSec. BLOOSPF L—T 4 7R LIZT 794~V BLUONR Yy 77 v 7 DEA |
(P.5-21)

[AKtEY A SO —F Of%E] (P.5-28)

[MPSec 35 & 8 OSPF % {# i L7~ DMVPN 0O A | (P.5-32)

(Rt A O —2 OF%E] (P.5-38)

(794 <0 VoI BIONYy 2T v 7 Vs &R L EzZzVPN #EA | (P.5-41)
[CCOA-Only &— KT NEMO Over 3G| (P.5-47)

[ oL-22739-01-J
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B5E BEARYFTI—SBALFUL |

Bl NAT/PAT 8&U IPSec 2ERALETSATUSEUNRYI7 v TORA

NAT/PAT 8 & U IPSec #FRALE=TS3A4)ELUNY D
7y ITDEA

5-112F, 794~ Vo7t LTDSLAVH—T oA AZBERHL N7y 7 Vo7t LTE
NTFG—= A B =T 2 A A AT H2EANRENTVET, COEATIE, 790F 74 2 —4X
DERARERT V7 Xy PU—IRBEOREY A FOFA MNMEAO®EXF2TEEIC, 77 0F 47 4
AT NAT/PAT B3 LN IPSec #2EHLET, ZOEAIZLY, f X —Xy hEDKRANED ) &

X a7 (FEIPsec) WMIEBITADLIITRD E9,

5-1 NAT/PAT 8& U IPSec 2ERAL-TS5/ RV BLUNRY I 7y TORA

3G EILF—a7
v bI—=7

Ny o7y THER)
A
..... [
= |

TJS5U0FFT74R

>

TSVFFT4RNL—FDEE

%l 5-1 TSVF 74 R L—2ORE

CORENTHAORATERMINTETF A MIIA ARt OISR TRBY, @F0a
Y= EFOR LIEHAICEF R ENEYAL, KFOT XA NI, 27 —0B3RE LSRR > TS
By Do EERa~y FarRdoililsniThwEd, 73y 79255813, KFTORIATH
DI _RTCOa~vy FRaryy— i TLRETH L 2 L 2B LET,

BRICHRZENTWARWRY | KFEDTF A MIERELT — a~wr FICEEMNTF A TS a~v B
R LET, KFOTX A MIKEG IPsec iXE, Ny 77 v 7 &E, IPSLA E, BLUEAA L
IP OFERE, MOBRTBIZHHBEHINET, INLOKRTEICHEEM T LTS a~y iy 7
NERIZDE > T EINA 2D, T3y JRHCHBEICSR TX 9,

!

I ZORETIE, FHEHTES 472 b FF o F o SFREN LT TP SLA PREHIHET, ZDORE

I EETY, SAFRHHLT, ST LY L E =Tl RENLIENER Y =2 T

! ICMP @ ping ML T, SSEHFHD IP kT FLZA~DZ'F4~Y (DSL) 4> 5 —T x4 &N L7
I D N T o F B TR ET, ping ~NOUSBEDZFIZLMT S E, TTA~Y A F =T RFLTE

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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NAT/PAT & U IPSec 2EALE=FSATUB&UNRv 7y TomA W

I T b = PRN—T g o T TN, BT — KT e AFLE
! (&0 F O EFEE CRES I TNG) T T4 b = FPGEILRANRIZR Y,

! N I T 7 NXEFP TR TESL IRV ET,

!

I CABRESH TR TH, PP/ YPEE TH > U — 2 Bl 2t/ L,
I N2 T T (e T—=) A F =Tl INDRA  F A —N—FT

! 'backup interface ' I~V NE@HL T,

LTI~ )N I Ty TR T TTCE E T,

!

|
hostname branch-router

|

ip cef

|

ip dhcp excluded-address 10.4.0.254

!

1 ERAGIE, S NI EDKR NIXL TS TP T NLX 10.4.0.254 DEND G TEITNOETAL
I ZHE, ST FLRDY VIAN 104 DT 7 Xk 4 —H Ky b R—F 0/1/0 5 0/3/0 T
I SR TSR POT T g b S D TRNLRE LTRSS TS5 T,
!

ip dhcp pool gsmpool
network 10.4.0.0 255.255.0.0
dns-server 66.209.10.201 66.102.163.231
default-router 10.4.0.254

! VLAN 104 D77 X h 4 —HF> hr H—F 0/1/0 7°5 0/3/0 IZH#HSIA TS
! X D DHCP Z'—/L

chat-script gsmscript "" "atdt*98*1#" TIMEOUT 20 "CONNECT"

!

I BT =T REPLSS S T T RADT o f X2 YT,
!

|

username cisco privilege 15 secret 5 $1$ccw8$TFmKUmI4QVZhOMuxzqg/SH/
I

£rack 234 rtr 1 reachability

!

! operation 1 #MEHL T, BEFTREIND 7 > F o TICRBEINE N T v F 2 THEBDF 722 FEE 234
I ERELET, A7 NI FEAREIER A S HAIE up T,

LSk (T~ Yo L TREAS) ATM DSL A > F—T =4 XF /LT ping N FEFEL,
I B EERT S DI INET, FL BBRROGEIZ (T T —~D) XA F = =73

I BHINE S D E AT S OIS S E T

!

crypto isakmp policy 1

encr 3des

authentication pre-share

!

! (priority 1 Z@&L T) IKE KU —2&#L, IKE FI>T—2 5 1|2 3DES &IEELFT, EFI
! FRIEFEI N F—F R L CHRHERATITE L F T, 47X 1ADDM (1 HIZ 86,400 BIZFHE),

I =768 B FT g T — s N HRILE IZRIE),

I BLN vz (SHA-1 IZRIE) 14, 7740 MEIZRESAET,

!

|

crypto isakmp key mykey address 20.20.241.234

!

I EF2 YTy TYm— g P DREITEN SIS F— (mykey)
I BLOS =P gD IP 7T FLX (IPsec peer) #EHLF T,

!

crypto ipsec transform-set mytransformset ah-sha-hmac esp-3des

!

I EF2 VT e pan, TATY XA F5 L O DRE DGR ATREL A G PE TH S
! AZ R 74— T p (mytransformset) &FEFH L T, IPsec THRES/IL TS

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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Bl NAT/PAT 8&U IPSec 2ERALETSATUSEUNRYI7 v TORA

! rNZZ g 2 EBHLFET,
!
crypto map gsml 10 ipsec-isakmp
set peer 20.20.241.234
set transform-set mytransformset
match address 103
!
! 27k v gsml FEHZLFT
!

(LURTICEFE L 7= mytransformset) #/5&E L F T,

!
I BT ET N AN BLOESTE TR T —b B )
!
!

interface Loopbackl

ip address 1.1.1.1 255.255.255.255

|

interface GigabitEthernet0/0
no ip address

shutdown

|

interface GigabitEthernet0/1
no ip address

shutdown

|

interface FastEthernet0/1/0
switchport access vlan 104
|

interface FastEthernet0/1/1
switchport access vlan 104
|

interface FastEthernet0/1/2
switchport access vlan 104
|

interface FastEthernet0/1/3
switchport access vlan 104
!

!
interface ATMO0/0/0
no ip address
ip virtual-reassembly
load-interval 30
no atm ilmi-keepalive
dsl operating-mode auto
!

!
interface ATM0/0/0.1 point-to-point
ip nat outside
ip virtual-reassembly
no snmp trap link-status
pve 0/35
pppoe-client dial-pool-number 2

! T VS LT PVC IS TS ATM VT 5 — T X,

| NAT (D) B SR ES

!
L TSI = 2 FEELET,
! Dialer 2' I[ZBJE#EITHAET,

!

interface Cellular0/3/0

ip address negotiated

o Y7k 2771 (match address <access-list> I~ NEfEH L T) R#EXNZED =7 7 4 2,

! DHCP ZZ74 72 h XML OTHEHENEG 7 7 X 4 —F > b =,

1 ITSv) =T XE LTINS ATM (DSL) #PEL 5 — T =1 X,

ZDL =T A XTI

pppoe-client dial-pool-number 2 /i PPP over Ethernet (PPOE) 2 747> FM&RE L,
DA F =T =g RE, LI FTEHZIIL TS 'interface

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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ip nat outside

ip virtual-reassembly

encapsulation ppp

dialer in-band

dialer idle-timeout 0

dialer string gsmscript

dialer-group 1

PPp chap hostname isp-provided-hostname
PPp chap password 0 isp-provided-password
PPP ipcp dns request

crypto map gsml

! LAITEFELAEZ YN v gsml &, SN0 I T T LK =T e XL FT,

! dialer-group 1 /I group number 1 F&E#HL FT, ZDHRETIE ZIITLTFTIHESNS

! dialer-list 1... I~ FICEE#EMITOEAET, ZHid, 7w 7o rea -1,

! PPP FEVILIEHEICA I =T g R G T AT S IHBEDNT T 2 F

I EFLFES, B DL H—T o RF A X NS RIEDE FIC DS FIHEEL TS S, DD,
| HRDFT T4 I AEA VA TR I Y= ERE Y S T T 2 2 (ET TS

! T4~V (ATM DSL) 4> F—T AL XFNL T T 2—L THET,

!

! NAT DA H—T x4 RFNHETHEHZLET,

interface Vl1anl04
description ip address used as default gateway address for DHCP clients
ip address 10.4.0.254 255.255.0.0
ip nat inside
ip virtual-reassembly
!
! NAT (WS4 > % —Z =4 X) #HLT, 77X, A —VFr p F—F 0/1/0 75 0/1/3
! ICEEESH AR MIE VIAN 104 FEHZLFEFT
!
interface Dialer2
ip address negotiated
ip mtu 1492
ip nat outside
ip virtual-reassembly
encapsulation ppp
load-interval 30
dialer pool 2
dialer-group 2
pPPp authentication chap callin
PPP chap hostname isp-provided-hostname
pPPp chap password 0 isp-provided-password
PPP Pap sent-username isp-provided-hostname password 0 isp-provided-password
PPP ipcp dns request
crypto map gsml

! dialer pool 2 I~ NIV ST Z 425 —Txf X&ATM V7 ( 25— x4 X
' atm0/0/0.1 [ZBS#ESITFE T, 'dialer-group 2' /% group number 2 &E#HLFET, ZDRETIL,

I SHILLFTIEES TS dialer-list 2... 2~ FICEEMITSRET, Zhld, PPP FHE LIEHIC,
! Sy TN NI, AF =Tl R T AT S IO T T 2y

! BEHELFET,

!

! NAT DA 28— x4 XAENHTEHLLET,
! [l TEFLEZ VTN > gsml D774~ L2 =T X FET,

ip local policy route-map track-primary-if

!

! A—p, ¥ 7D track-primary-if TEHZEII TS L I,
! IP —p HY—FEELET,

!

ip route 0.0.0.0 0.0.0.0 Dialer2 track 234

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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! FATEFELE T F S 4T p (234) #IEEL, X7 2 (ATM DSL)
I LT F I h — N EEFELFT,

I = MNE R T F TG T 2 b (234) B 'UP' THIBEDEAL X N IAFET,
ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 254

I B 254 (50T 2 DA F =Tl ALV E) ISRELT,
! T T— =T RFNLTCT TGN — FNEEELEFT, WD —T A T
I NI TS =T f RELTHES ATV S5 T,

!

ip http server

ip http authentication local

no ip http secure-server

ip http timeout-policy idle 5 life 86400 requests 10000

ip nat inside source route-map nat2cell interface Cellular0/3/0 overload

I A T— AKX —T g ZRFNL T, N NAT P T T P DFEE L TA— ;b v 7 natlcell &
I EFLFT (LIFTHHE), 'overload' T 7>z &ft/H75E, PAT PRHEHIINSL SICRVFET,

! =} v natl2cell TEFZINTOSEMEIWMEINSHEIZ, DI~ FRRHEHET,
ip nat inside source route-map nat2dsl interface Dialer2 overload

I EREEEREIC, ST 2 ¥ —T =4 X (ATM DSL) FEH LT, SEE NAT FT 74 2 ZICH LT
! — ), v natlcell & (UFTEHEIATISLIIZ) FF#ELET, 'overload' 77> z>%
I fEHT S L, PAT IS L OISR ET,

!

! — p v nat2dsl TEHZINTOSEIFPNRTEINBHHIZ, CDa~2 FREHIAET,

ip sla 1

icmp-echo 209.131.36.158 source-interface Dialer2

timeout 1000

frequency 2

ip sla schedule 1 life forever start-time now

!

! 2 Pl (frequency 2) T, ping ~ODULEIZ 1000 I VPO (417 A7 2, 1000) #FHEL,
I V=X A E =T RELTH SV Z 2 (ATM DSL) #EH L T,

! IP 7 NLX 209.131.36.158 /2 ping &XIFTBEODY—EX L~ILEE (SLA) &
I EH#LET

!

I EFEINL SLA EMIEL. ZAEMHINCETLET,

!

access-list 1 permit any

!

! LIF® 'dialer-list 1 protocol ip list 1' I~ NIZBIEITHA THET
!

access-list 101 permit ip 10.4.0.0 0.0.255.255 any

./

! —p, w7 nat2dsl & nat2cell D FIZEHEIHATIEL 512,

I BOIRTIEA H— T 2 RERET SO, T T DTSk DITIEE L ET
I (R PU—210.4.0.0 DY—X T FLXE—F),

!

access-list 102 permit icmp any host 209.131.36.158

I DS T f P T LT TIRIGEIEDZR, ATM DSL A 2 H — T A XN TEIGERS L DI,
! — )}, ¥ 'track-primary-interface' DFZ 74 w2 EIHELFET,

I ZDEEDT FL X)L, ATM DSL 4> X —T A X (5L Y2) FAL TEHHIS ping SHS
I T RLRTHEED, U2 JPPP LNALIRDFR v f T — 2 BEES G IS GE55H 0,
I BT (EHHY) £ E Tz f RNDRA o F AN

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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FLEETEI IS AR B D E T,

ping SABT NLXPIEHHTE, ping (CIET S EemR L FT,

access-list 103 permit ip host 166.138.186.119 20.20.0.0 0.0.255.255
access-list 103 permit ip host 75.40.113.246 20.20.0.0 0.0.255.255

o Y7 h v gsml DTIEHZESAEELEBDD,
IPsec I(ZXIL TIR#FEIAILE NF 7 1 > 2 DIFE,

V=X FTFNLX (166.138.186.119 HL N 75.40.113.246) /1, T/ TF— AKX —Tx 4 X (EH25Y)
L ATM DSL 4> —Tx4 X (FZ4~V) & 1P 7 NLXTT,

20.20.0.0 /3FEHF > NI —2ThHY, ST 25— P04 PEFESHTOFT

dialer-list 1 protocol ip list 1

!
!
!
!

TN T — =T APES e T MBS E RS Tinteresting traffic' FEELFET,
FHUC L > T, access-list 1 D (LA TEHXIIEE DI~ FO—FE L T) SLITIHFESHFET,

dialer-list 2 protocol ip permit

!
!
!
!
|

ATM DSL 4> X —T x4 33 (X4 ¥Z 2 £>5—Txgf ID—FELT) 57Fn 7o rT3L51275
'interesting traffic' &#/HELFT,

route-map track-primary-if permit 10
match ip address 102

!

!
!
!
!

!
!
!
!
!
!

set interface Dialer2 null0

B—=Y =T o Z TN Y =2 E L TR IS — F v TEEELET
(LEDB#ET S 2~ 'ip local policy route-map track-primary-if'

CABFEH 209.131.36.158 D ping NI w NT, A F—T A X KL FT 2
(ATM DSL) 7% 'UP' DWEETEHEIIL TV EHE, ping oy FEXFFLET, ZD ping T M,
ATM DSL A > Z—7 x4 XFNL TDARKFEN, ThTF— 425 =Tz XFN L TIIEIESAECA,
ZIUE, BRI Je b EIZX A o FF—N—F 7T S /20IZ, ATM DSL 4 > — 7 =4 XENL T
B (BIEARENE) S EHICE=5 Y > S8 TT,

route-map nat2dsl permit 10
match ip address 101
match interface Dialer2

!
!
!
!

!
!
!
!

LHDOT IR YA P 101 1Dk o TEZSN TS —FEHZiHE L,
LT T 2 LI =T G UP DIBETERE I T BSHEA,
SONn— b T TPEHEINS L OICHEELET,

NZZ 422D =2 10.4.0.0 K2 NT—=2P6DEDTH Y,
AH =Tz ADI LT 2 5 UP DYHET DSL Ry U2 ICEEE T S A
Zon—p 7P 'ip nat inside source nat2dsl ...' I~V PNICLo TRHIAFT,

route-map nat2cell permit 10
match ip address 101
match interface Cellular0/3/0

LHDOT X YRR 101 1Dk o TEZSIN TS —FEMZiHE L,
LSS TT 2 A F—T A X UP DRBE TSI TV S
SONn— P T TPEHEINS L OICIEELET,

N7 42D =X 10.4.0.0 F2 PIT—2DP6DL5DTH Y,
A I =T R LT "UP DREETENT— T NPT ZIZER ST EEE, Zor—hk v
¥ 'ip nat inside source nat2cell ...' IV PNICLo THFSHFET,

[ oL-22739-01-J
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I R TN, TS IIBLIN 2 T T 42— T 2 X35 NAT =2 p U EHIR L ET,
event manager applet pri back

event track 234 state any

action 2.0 cli command "clear ip nat trans forced"

control-plane

|

line con O

exec-timeout 0 0

exec prompt timestamp
stopbits 1

line aux 0

stopbits 1
line 0/3/0

exec-timeout 0 0
script dialer gsmscript
login

modem InOut

no exec

transport input all
transport output all
rxspeed 236800

txspeed 118000

line vty 0 4

privilege level 15
login local

transport input telnet
line vty 5 15

privilege level 15
login local

transport input telnet
|

scheduler allocate 20000 1000
|

end

Aitb A FDIL—F DERE

%l 5-2 At A FOIL—2 DEE

CORENTHROAMETITRENETF A MIaA L FEARTEDIHEHRAEINTEY, BEOa
V= VHEFR LESARICEFRRSINEYA, KFOTHFARMI, =TT —RNEELEGAICE> TS
T A0 EERa~ RERTEDIHEREINTWET, Ty 7 T58481F. KETREATY
LI _XCOa~v s FRary)—1rHATHRECTHL I 2R LET,

KFEOTHFA MIERAENLT —ZE., K5 b IPsec RE. IPSLA Ny 7 7 v 7TRE. BILOEAA L
IPREDOFURHLIZFEHINET, ZN6DOEFEICHEMITONATWIROE Y NiX, o7
NERIZDEZ S THROHEND 2D, TNy ZJRICHBICSTE £9,

|

hostname gateway-router

|

ip cef

|

ip dhcp excluded-address 20.20.248.254
ip dhcp excluded-address 20.20.248.253
ip dhcp excluded-address 20.20.248.225
ip dhcp excluded-address 10.10.0.254
ip dhcp excluded-address 10.10.0.1

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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! DHCP DpHT N %

!

ip dhcp pool 20
network 20.20.248.224 255.255.255.224
dns-server 20.20.248.254
default-router 20.20.248.254

!

! 20.20 K hNT—2 DR FD DHCP T —sb

!

ip dhcp pool 10
network 10.10.0.0 255.255.0.0
default-router 10.10.0.254

!

! 10.10.0.0 K AU—2 LD VPN DI X F&D DHCP 7'—/b

!

!

username cisco privilege 15 secret 5 $1$QF4K$Z1rE.mwS69FVx1e519DCUL

|

crypto isakmp policy 1

encr 3des

authentication pre-share

crypto isakmp key mykey address 0.0.0.0 0.0.0.0

|

!
crypto ipsec transform-set mytset ah-sha-hmac esp-3des

|
crypto dynamic-map gw_map 10

description IPsec tunnel to DSL/Cellular at remote branch-router
set transform-set mytset

match address 101

|
crypto map mytunnelcrypto 10 ipsec-isakmp dynamic gw_map

!

! JE—hp FZ2F N—XT, IPsec I F/L?D mytunnelcrypto 7%
! ATM DSL/ BLNENTFT— L2 —T 2 XEZELFET,

!

!

interface GigabitEthernet0/0

description connected to cisco network, next hop:20.20.241.233
ip address 20.20.241.234 255.255.255.252

load-interval 30

duplex auto

speed auto

media-type rj45

negotiation auto

crypto map mytunnelcrypto

! 2P TEEHT SIS K — T = R, LGl IPsec bFRADY
! WIS % — 71 X,

!
interface GigabitEthernet0/1

no ip address

shutdown

|
interface FastEthernet0/1/0

switchport access vlan 10

spanning-tree portfast

|

1

! VPN DFX PP (10.10.0.0 F» P T—=2T) BHINS T 7 X A —FF B,
!

interface FastEthernet0/1/8

switchport stacking-partner interface FastEthernet0/3/8

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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|
interface FastEthernet0/3/0
switchport access vlan 20
spanning-tree portfast
|
!

I MOFBR RS (20.20 R FU—2T) BESHE T 7R R A — PR b A

!

interface FastEthernet0/3/8

switchport mode trunk

switchport stacking-partner interface FastEthernet0/1/8
|
interface Vl1anlO

description private networking vlan

ip address 10.10.0.254 255.255.0.0

no ip route-cache cef

vlan-range dotlq 1 4095
exit-vlan-config

|

!

! VBN DX FD VLAN (10.10.0.0 K> FD7—2/A)
!

interface Vlan20

description network:20.20.248.224/27

ip address 20.20.248.254 255.255.255.224
vlan-range dotlg 1 4095

exit-vlan-config

|

!

! MDA X PO VLAN (20.20 F» FT—2H)

!

ip route 0.0.0.0 0.0.0.0 20.20.241.233
!

Fo

! GigabitEthernet0/0 4> X —TxA XDFKL X | iy TENTEF 7401 — P,

!

ip dns server

|

éccess—list 101 permit ip host 20.20.241.234 host 75.40.113.246

1

! IPsec THRH#BINS N7 712 FEHFT ST 27X VX b, Z4E,

I JE—p TFT DSL A H =T IZEKEENS N T T 2 T

!

;ccess—list 101 permit ip host 20.20.241.234 host 166.138.186.119

! IPsec THRH#INSFZ7 71 v 2 &EHT ST 27X VX P, ZFHT,
I UE—F T NTCERLT— 28— Txf ICHRIESHS FF T2 T

control-plane

|
line con O

exec-timeout 0 O

login local

stopbits 1
line aux 0

stopbits 1

line vty 0 4

privilege level 15
login local

transport input telnet
line vty 5 15

privilege level 15
login local

transport input telnet

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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|

scheduler allocate 20000 1000
!

webvpn context Default context

ssl authenticate verify all
I

no inservice
|
|

end

N ~ = — ~
GRE Fo R LU IPSec #FALETSA4TVELYV
o

NV Ty TDEA
ZOEATIE, XTV I XYy NT—TEN LETTF FT L ADNL—ZDEA RN ERES A FD
FA MO TEX 2T RWEEITH>DIC, GRE L& IPsec 27 70 F A7 4 ATHEAL T,
TI7A=Y V7 LTDSLA LV E—T oA REMMBHL, X7 v V7L TRALT— A
=T oA AEFEHLET, ZTOHEAZLY, f v F—Fy b EDOFANED ) X7 (GE
IPsec) BIEHITAD LRV ET, XA FIv I =T 47 %EH L7 GRE b F/UEHEO
IPSec kD FEIZ DWW T, T Configuring a GRE Tunnel over IPsec with OSPF| %2R L TL 2 &
A

5-2 GRE FY R ELUIPSec 2FERALE=TS34TUBEUTIRYI 7Y TDEA

3GEL7—a7
v bT—9
Ny 7 THEER)

_____ i GRE
Il = koI T

GRE — T
Y S

ITSVUFAT4R
@\
/3G N—= FS?ELZ [g]l
y 7 ——
= 7

A—|'

©
0
N~
©
~
3
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TIVFAT4 R N2 DEE

%l 5-3 ISVvF X 74X V-2 DOBE

ZORENTEOAOREKR TR INEZTIA NI I Ao OIS TEY, @EDOa
V=N EFERLIEGEICIIRREINEFA, KFOTHAME, =27 —BRAELELGAICR-S TS
W20 EERa~y RERTEODIHERINTHET, Ty 7T 58/, KETRIATHD
LT _XCOa~v s FRaryy—12HATHREIETHDL I 2R LET,

BRI ENTWARWRY | KEDT XA MIERELT — a~r FICEEMfTF S A TS a~v B
ERLET, KFOTF A MIKE [Psec RE. Ny 77 v 7RE, IPSLA RE. BIUENA L
IP OFERE, MOBRTBICHHBEHEINET, INLOKRTEICHEEM T O TWDa~y iy
NERIZDE > THHEOHEND 2D, Ty JRICHBICSTE £9,

WOBRETIZ, BETEXLAT7 V=27 b VT vF U 7 &2FEH L IPSLA MEAINE T, ZOREIT
EETT,

!

hostname branch-router

ip cef

!

ip dhcp excluded-address 10.4.0.254

!

! ZDTF FNLR(E VLAN 104 D77 X A —HFKy b K=, 0/1/0 225 0/3/0 LT
I ISR TSR PDT T b = p oz TRLXE LTSI ET,
!

ip dhcp pool gsmpool
network 10.4.0.0 255.255.0.0
dns-server 66.209.10.201 66.102.163.231
default-router 10.4.0.254

VLAN 104 D77 X b 4 —#FK> b H—F 0/1/0 25 0/3/0 I
BEEX TV B A X D DHCP T —/b

!
!
!
!

chat-script gsmscript "" "atdt*98*1#" TIMEOUT 30 "CONNECT"

!

I BT =T RELIES A T T RADT o f X2 YR,
!

|

username cisco privilege 15 secret 5 $1$ccw8$TFmKUmI4QVZhOMuxzqg/SH/
|

track 234 rtr 1 reachability

operation 1 &L T, F[EHFEIED N7 > F 2 TIMHT IS T v FIHEDOF 7>z NEF 234
FRELFT, A7x2 NI, BE R0 S S B80T 'up' T,

!
1
1
!
LSk (T~ Yo L TRES) ATM DSL o > F—T = XF /LT ping N FEFEL,
I B ERER TSI EINET, Fle WEDPLOBNN (BT —~D) XA Fg— N
! WL S 3 FHIT TS 72 I S FE T,
!
crypto isakmp policy 1

encr 3des

authentication pre-share
./
! (priority 1 &@&L T) IKE NVJ—2FF#L, IKE FI>T—2 3 12 3DES &HELEFT, FI
! FRIEFEI N F—F R L CHIHERATITE L F T, 47X 1ADDM (1 HIZ 86,400 BIZFHE),
L =768 By FT oy T s v R IZRIE)
I BLUNy 2 (SHA-1 ICRE) 1%, 774/ MEICRESINET,
!

crypto isakmp key mykey address 20.20.241.234

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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!

I EF2 YTy TV T— g P DREIREIT I NS F— (mykey)

I BLOS =P D IP 7T N X (IPsec peer) #EHLFT,

!
crypto ipsec transform-set mytransformset ah-sha-hmac esp-3des
!
! ¥z 7y T han, TATIIA BLOMDREDTFE AJRERMA S PETHS
! AZ R TZ4—A T p (mytransformset) &FEFH L T, IPsec THRES/IL TS
! rZZq 2 BB L ET

!
crypto map mytunnelcrypto 10 ipsec-isakmp

set peer 20.20.241.234

set transform-set mytransformset

match address gre-traffic

! 2 YN > 7D mytunnelcrypto ZEFHLF T

! 2 Y7k v 77T (match address <access-list> I~ NafH L T) R#ENRD|NZ 7 1 v 2,
L TS ETT =N N b BLORTS P TR T4 —A T b

! (LIATICEZE L 72 mytransformset) #/5E L F T,
!

|
interface Tunnell
ip unnumbered Dialer2
ip mtu 1400
tunnel source Dialer2
tunnel destination 20.20.241.234
!
! #E 10.10.0.0 DF >y PT—2~DFF T 422D GRE I F/b, ATM DSL (774 ~YV) 425 —
! T oA RICBTEN I SR R R, S DR, i UP DRBEETT, VE—h P FADTN
I AR (20.20.241.234) 1%, VE—F VPN =P LIZHDFT, 2=k FRADT NS A
! /&, ATM DSL V> 2IZko TRIFENE T FLXTT,
!

interface Tunnel2
ip unnumbered Cellular0/3/0
ip mtu 1400
tunnel source Cellular0/3/0
tunnel destination 20.20.241.234
!
' 10.10.0.0 DRy P T—Z~NDFTF T 4 2D GRE b, R/, ATM DSL (774 ~V) 4> —Txo
I REBET bR PR, T — () o F—T e R, D P FAT, W ' Down! D
! WHEETT, VE— P FPFADT RSP (20.20.241.234) /%, VE—F VPN =Dz AIZH D E
I T, B P RADT S PR NE e T — V2Tl o TIRES LS T R X T, 0, R
L BT A 2B T2 f AT TN PTPASE TUP RV ET
|
interface Loopbackl
ip address 1.1.1.1 255.255.255.255
|
interface GigabitEthernet0/0
no ip address
shutdown
|
interface GigabitEthernet0/1
no ip address
shutdown
|
interface FastEthernet0/1/0
switchport access vlan 104
|
interface FastEthernet0/1/1
switchport access vlan 104
|
interface FastEthernet0/1/2
switchport access vlan 104

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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interface FastEthernet0/1/3
switchport access vlan 104
!
! DHCP ZZ4 72| FRXPMILoTRITEINE 77X, 4 —FF e | =}
!
interface ATM0/0/0
no ip address
ip virtual-reassembly
load-interval 30
no atm ilmi-keepalive
dsl operating-mode auto
!
LTI A =T XE LTRSS ATM (DSL) WP K — T = X
!
interface ATM0/0/0.1 point-to-point
ip nat outside
ip virtual-reassembly
no snmp trap link-status
pve 0/35
pppoe-client dial-pool-number 2

I I~ VS LT PVC ICREHT S ATM YT X — T g R, S DA K — T = A RTIE
! NAT (OfHB) PEEHIHFET,

! pppoe-client dial-pool-number 2 /7 PPP over Ethernet (PPOE) 2 7472 F&REL,
LTS5 YT T 2 ZIFELET, S04 K —T = X,
! 'interface Dialer 2' IZBJEITHILTHET,

!
interface Cellular0/3/0

ip address negotiated

ip nat outside

encapsulation ppp

dialer in-band

dialer idle-timeout 0

dialer string gsmscript

dialer-group 1

async mode interactive

pPpp chap hostname crlaswlech@wwan.ccs

ppPp chap password 0 frludi3gIa

PPP ipcp dns request

crypto map mytunnelcrypto

! LETEFELEZ Y SN > mytunnelcrypto &, SNy I T w7 LK —T 2 f XIZEH L F T,

! dialer-group 1 /% group number 1 ZE#HLE7T,

! SDRGETIE, ZIUTL FICEHZESIN TS '"dialer-1ist 1 ...' I~ NICBEMITSRFE T, iU/,
! g T eI —L, PPP FEVLIEFEIZA S E =T 2 R G T AT S IHEDNT T
I 2 FEHELFT, FE DL =T I RE NS PRREDF FIZ 0D Z FITHEE L TS S,

! IS, HRDPFNTF T g TIIS A P T MEFN I —SIREF A, FT T 21T TIE

! FZ4~Y (ATM DSL) 4> K — Tz AL XENLTTE—LTHET,

!

! NAT DA F—T A XFNHCEZLEFT,

interface Vl1anl04

description used as default gateway address for DHCP clients
ip address 10.4.0.254 255.255.0.0

ip nat inside

! NAT (Wila4 >4 —7x4X) &HL T, 77X 4£—PFK> b Z—F 0/1/0 7225 0/1/3 I
! RSN R M VLAN 104 FAEZELFET,
! NAT/PAT /4, P FAZNLTET S—pFDxqg?D 20.20.0.0 F> FNT—2IZFEIHEL 5

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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!
!

GRE F o LE&UIPSec 2BALETSATUB&UNv 7y ToRA N

EHRE TR, T T o 2T SR FT,

interface Dialer2

ip address negotiated

ip nat outside

encapsulation ppp

load-interval 30

dialer pool 2

dialer-group 2

PPp authentication chap callin
PPp chap hostname cisco@cisco.com
pPp chap password 0 ciscol23

PPP Pap sent-username cisco@cisco.com password 0 ciscol23
PPP ipcp dns request

crypto map mytunnelcrypto

!
!
!
!
!
!
!

!
!
!
!

"dialer pool 2 I~ Nit, SDXS T 42K —Txf X5 ATM V7 425 —T x4 X

atm0/0/0.1 IZBJ#ESFITF T, 'dialer-group 2' /4 group number 2 #/E#Z# L F7T, ZDHETIE,
CHUTL T TIEESH TS 'dialer-list 2 ...' 2~ FICHENIFERET, ZHid, PPP &HE L
BIZ, 50 TORERI—L, AT RET T ANITS

IRRD |77 122 ZHEZLET,

NAT DA > F—T x4 X FHNHTEHZLET,

FATEZE L2 Y 7 M v 7 mytunnelcrypto D7 T4~ 4 2H—T g XZEHLF T,

ip local policy route-map track-primary-if

Jb—p > 7D track-primary-if CTEHIA TV SL I,
IP = Y —EELF T,

ip route 0.0.0.0 0.0.0.0 Dialer2 track 234

FATERLE P T ¥ 4722 b (234) #5&L, #1F¥Z 2 (ATM DSL)
FNLTF T4/, — P FEHELFT,

= NI NT F TR T2 b (234) DY 'UP THIHGDHA R P IAET,

ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 254

BHIRES 254 (K0T 2 OAF—Tx4 XL VDE) ICREL T,
TN TG =T RENLCT T N — N BEFLET, G DL K — T A X T
Ny 2 T 7 L2 =T f AL L THESA TS5 TT,

ip route 10.10.0.0 255.255.0.0 Tunnell

JE—F 10.10.0.0 VBN K f T —2~D/— }jF. ATM DSL (754 ~V) 42— x4 X2
BIESI 1T 5417 GRE | pAFFEHI L F T

ip route 10.10.0.0 255.255.0.0 Tunnel2 254

JE—F 10.10.0.0 VPN R f T =2 ~D/— FF TAT— (CH25Y) 42K —T x4 X
BREIT 575 GRE 2 FAFiEHI L F 7, BEPEHEFT 254 (Tunnell DbDL VD bEV) (2
RESHTHET,

ip nat inside source route-map nat2cell interface Cellular0/3/0 overload

T — L E =Tl XEIL T, SE NAT AT 7 ZDFEEE L T— > 7 natl2cell &EFHL
ET (LT THE), 'overload' 47>z #l/H735E, PAT PEHIASEL IIZ20FET,

sb— p w7 nat2cell TEZHESITOSRIFEDPHE SIS EIZ, — DI~ FBRHHIAET,

ip nat inside source route-map nat2dsl interface Dialer2 overload

[ oL-22739-01-J
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W GRE FoRUBEU IPSec EEALETSATUBEWIY I 7y TOBA

L E@EEAREIZ, ST 2 42 F—T x4 X (ATM DSL) FHL T, HE NAT FZ T ZIZHL T

! route-map natl2cell & (LUFTEHZINTVSLIIZ) FEHLFET, 'overload' F 7>z zfNf75E,
! PAT PREHEINSLIZ00FET,

!

! =} v nat2dsl TEZIITOSEIDLSINSHN, ZDF~v2 FPRHESHNET,
!
ip access-list extended gre-traffic
permit gre host 75.40.113.246 host 20.20.241.234
permit gre host 166.138.186.119 host 20.20.241.234
!
! GRE A FAZfEH1l T IPSec M7 74> 2 &IR#T S0D gre-traffic 727X VXA,
!
! ZqUE DSLS b T — L H =T X (ELL0T 2T ThY) &,
I VE—=p S= D= g LD IPsec E7 (20.20.241.234) #I L/ GRE fR Y
I SRR T T I DERERHELET,
!

ip sla 1

icmp-echo 209.131.36.158 source-interface Dialer2
timeout 1000

frequency 2

|

ip sla schedule 1 life forever start-time now

!

! 2 P (frequency 2) T, ping ~OWSEIZ 1000 I VROFFHE (X447 2~ 1000) #FRE L,
I =X A F =T RELTH SV Z 2 (ATM DSL) #EHL T,
! IP 7 FNLX 209.131.36.158 /2 ping &FETB/E0OD

I =X LN (SLA) FEHELET,

!

I RSN SLA EHE L. T EMEHICETLET,

!
access-list 1 permit any

!

! BIF® 'dialer-list 1 protocol ip list 1' 2~ NIZBIEMITS6HTHET
!
access-list 101 permit ip 10.4.0.0 0.0.255.255 any

!

! —p, v 7 nat2dsl & natlcell D FICEHINTSL I,

I BOREIGA =T oA RERET SEDIZ, NT T PR ET B L DI
IO HELFET (R PT—2 10.4.0.0 DY —X T RFLXE—H),

!

access-list 102 permit icmp any host 209.131.36.158

!

I DS =T RPT LT TRBGEINE DS, ATM DSL A H—T w A XELT

I FEEhSLSIZ, — b v 'track-primary-interface' D FT T4 w2 EIELF T,

1

I COEEDT FLX(E, ATM DSL 4> F—T x4 R (I Y2) FLCELHIS ping SRS
I T RUXTHEED, V2 /PPP LANLDR > f T — 2 BEE G ] XHL S5 0355 0,

! T — (EH YY) =T 2 f RANDR A TN E LTS

! HIEEIED B D F T,

!

! ping SAST FLAPEHEHTE, ping ICHET SR L ET,

!
dialer-list 1 protocol ip list 1

!

! T — =T AP e T NT SRS RS "interesting traffic! FHFELET,
! FRICLE ST, access-list 1 B (LA TEHEINLEZDZ2 FO—FE L T) SHICIFESAFET,
!
dialer-list 2 protocol ip permit

!

! ATM DSL 4> ¥ —7 x4 XP (¥4 ¥7 2 428 —Txf XD—FHELLT) 7 Fn TOrSLIIETS
! 'interesting traffic' &#/HELFT,

!

|

route-map track-primary-if permit 10

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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GRE F o LE&UIPSec 2BALETSATUB&UNv 7y ToRA N

match ip address 102

set interface Dialer2 nullO

!

L B =T TIIER Y =R E L TR IS — vy TEEELET
! (LAlofg#d 5 2~ N 'ip local policy route-map track-primary-if'
! FREL TS EE0),

!

I CAPHE 209.131.36.158 D ping SNT» T, A F—T=A X XfFT

! 2 (ATM DSL) 73 'UP' DRETHFEII TV BHEE, ping oy FEFFLFT, D ping N A
! ATM DSL 4> —Tx4 XENL TORFEI, TAT— 25— Txgf X3 TIFFREINF A,

I SR, BEERI L Tk IR A o TN TS B /2812, ATM DSL A F— T =g XET LT

! B (BIERRENE) EEHHINC T =2 TS0 T,

!

route-map nat2dsl permit 10

match ip address 101

match interface Dialer2

!

I EROT R YR 101 1Dk TEESH TS —HEFEHE L,

I FSFT 2 A F =T X UP DWPHETERE I TS HE

I Zon—F v TBRHEINDS L ICHTE L E T
!

A7 42D =X 10.4.0.0 F PIT—=2DP6D5DTHY,

!

L A F =T ADZ YT 2 Y 'UP DWREET DSL R P U= IZEEE A TS,

! Zon— ), v 7P 'ip nat inside source nat2dsl ...' IV PNIZL o TRHHIIFET,
!

route-map nat2cell permit 10

match ip address 101

match interface Cellular0/3/0

i

LFEDOT X YX N 101 IS o TEZEIA TING —BEXIEEME L,
S TT 2 A F =T X UP DYPHETEFES T SHE,
SON— P T TPEHIIES L ICIFELET,

AZZ74 22D =R 10.4.0.0 Ky NT—=2P6D6DTH Y,
A H =T X BT 'UP DREETENLT— Ry P2 ICEREHTOEHE, Zor—F v
2% 'ip nat inside source nat2cell ...' IV PNICLoTHHIAET,

I R FA N, TIAVIBLIN I T T {5 —T w2 X705 NAT T2 P U EHIRLET,
event manager applet pri back
event track 234 state any
action 2.0 cli command "clear ip nat trans forced"
|
control-plane
|
line con O
exec-timeout 0 0
exec prompt timestamp
stopbits 1
line aux 0
stopbits 1
line 0/3/0
exec-timeout 0 0
script dialer gsmscript
login
modem InOut
no exec
transport input all
transport output all
rxspeed 236800
txspeed 118000
line vty 0 4
privilege level 15
login local
transport input telnet

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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W GRE FoRUBEU IPSec EEALETSATUBEWIY I 7y TOBA

line vty 5 15
privilege level 15
login local

transport input telnet

!

scheduler allocate 20000 1000
|

End

Aitb A FDIL—F DERE

%l 5-4 At A FOIL—2 DEE

ﬂﬁﬁf%@@ﬁWT%ﬁéﬂk”%xFiﬂ%yb%fft WA EhTEBY, Lﬁ@zy
%wmﬁ%ﬁrbt LEFERINERFA, KFOTHFA NI, =F7— ﬁ%ib# WCRE->TH
ﬁ'ﬁ?‘éf;@@i%f;ZV/k%mTt RS TWET, T3y 7T 58561, K%Tménfb\
LI _XCOa~vs FRaryy—VHATHRECTHL I 2R LET,

KF-OT F A MIEAENT —RIE. Wit IPsec XE. IPSLA Ny 77 v 7#&E, BLOEAA L
IP&E®W@&L’@%§M$# IO DOFREICHEEMNTONTVDIROKa~ > RiE, o
BRI DT THOHE NS0, 73y JIHCHRICBIRTE £,
!
hostname gateway-router
|
ip cef
|
ip dhcp excluded-address 20.20.248.254
ip dhcp excluded-address 20.20.248.253
ip dhcp excluded-address 20.20.248.225
ip dhcp excluded-address 10.10.0.254
ip dhcp excluded-address 10.10.0.1
!
! DHCP DpHL7T Fi-X
!
ip dhcp pool 20
network 20.20.248.224 255.255.255.224
dns-server 20.20.248.254
default-router 20.20.248.254

I 20.20 R pT—2 DK X D DHCP T—sL

ip dhcp pool 10
network 10.10.0.0 255.255.0.0
default-router 10.10.0.254
!
! 10.10.0.0 F» hU—2_FD VPN DI X @ DHCP F—iL
!
!
username cisco privilege 15 secret 5 $1$QF4KS$SZ1rE.mwS69FVx1e519DCUL
|
crypto isakmp policy 1
encr 3des
authentication pre-share

crypto isakmp key mykey address 0.0.0.0 0.0.0.0

crypto ipsec transform-set mytset ah-sha-hmac esp-3des
|

crypto dynamic-map gre_tunnel2 10

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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GRE F o LE&UIPSec 2BALETSATUB&UNv 7y ToRA N

description IPsec tunnel to DSL at remote

set transform-set mytset

match address gre-tunnel2

|
crypto dynamic-map gre_tunnel2l 10

description IPsec tunnel to Cellular at remote

set transform-set mytset

match address gre-tunnel2l

|

crypto map mytunnelcrypto 10 ipsec-isakmp dynamic gre_tunnel2

crypto map mytunnelcrypto 20 ipsec-isakmp dynamic gre_tunnel2l
|
./
! UE—p TFF =K T, FFAD mytunnelcrypto V7% ATM DSL oA > H—T x4 X
! (Tunnel2) BLNE/NLF— 4> X —T x4 X (Tunnel2l) IZEFHL F T,
!
!
interface Tunnel2
description tunnel to remote DSL link 75.40.113.246
ip unnumbered Vl1an20
tunnel source GigabitEthernet0/0
tunnel destination 75.40.113.246
!
! UE—p TFF =KD ATM DSL A S F—T A XD PR, W AT
LT T TR TR T
!
interface Tunnel2l
description tunnel to remote Cellular link 166.138.186.119
ip unnumbered Vl1an20
tunnel source GigabitEthernet0/0
tunnel destination 166.138.186.119
!
! JE—p TIZ2F N—EDENT— L2 —Txf XD R, VE—p T2 FTD DSL 4 > H—
I Tam g RET LR Z T LRVIRY . HE DR FNET 2T TS D EE A
!
interface GigabitEthernet0/0
description connected to cisco network, next hop:20.20.241.233
ip address 20.20.241.234 255.255.255.252
load-interval 30
duplex auto
speed auto
media-type rj45
negotiation auto
crypto map mytunnelcrypto
!
L 2 VTN v TRBI TSI K — T oA R, LD PR
I BERSA =T X
!
interface GigabitEthernet0/1
no ip address
shutdown
|
interface FastEthernet0/1/0
switchport access vlan 10
spanning-tree portfast
|
1
! VBN DX P (10.10.0.0 K fU—=2T) BHEINE T 7 X 4 —=VF> b H—F,
!
interface FastEthernet0/1/8
switchport stacking-partner interface FastEthernet0/3/8
|
interface FastEthernet0/3/0

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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W GRE FoRUBEU IPSec EEALETSATUBEWIY I 7y TOBA

switchport access vlan 20
spanning-tree portfast
|
1
L ORI (20.20 Fr PU—2T) BRSNS T 7 X A VR b= F,
!
interface FastEthernet0/3/8
switchport mode trunk
switchport stacking-partner interface FastEthernet0/1/8
|
interface Vl1anlO
description private networking vlan
ip address 10.10.0.254 255.255.0.0
vlan-range dotlqg 1 4095
exit-vlan-config
|
!
! VBN DX FD VLAN (10.10.0.0 K> FD7—2/A)
!
interface V1an20
description network:20.20.248.224/27
ip address 20.20.248.254 255.255.255.224
no ip route-cahe cef
vlan-range dotlqg 1 4095
exit-vlan-config
|
1
I MDOFX D VLAN (20.20 K FT—2A)
!
ip route 0.0.0.0 0.0.0.0 20.20.241.233
!
! T4 =k
!
ip route 10.4.0.0 255.255.0.0 Tunnel2
!
! DSL 4> F =Tz RIZYFE— T2 PR P EFFO PR EEN TS,
| ZTF =K DY T — | VPN (10.4.0.0 F» fT—=2) ~D— |
!
ip route 10.4.0.0 255.255.0.0 Tunnel2l 254
!

T T LI =T RV T T NS B EFEO N R EREH TS,

TIZTF = DY FE—F VPN (10.4.0.0 Ky pPT—2) ~D/—p, ZDs— F DEFEFHEIF

!
1
I ESRESATOET,
/

ip access-list extended gre-tunnel2

permit gre host 20.20.241.234 host 75.40.113.246

!

! IPsec THR#EINS FF77 1 22 ZEHT ST 27X VX P, i,

I YVE—p Z TN T L H =T REFIGENS P T T 7 T,
!
ip access-list extended gre-tunnel2l

permit gre host 20.20.241.234 host 166.138.186.119

!

! IPsec THR#EINS FZ77 1 22 ZEHT ST 27X VX P, ZhE,

I Ve p Z TR T L H =T REFIGENS P T T 2 T,
!

control-plane

|

line con O

exec-timeout 0 0

login local

stopbits 1

line aux 0

stopbits 1

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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GRE k> *JL, IPSec, 8& U OSPF L—F« v T EHALETSATUBEUNRYv o7y TFomA W

line vty 0 4

privilege level 15
login local

transport input telnet
line vty 5 15

privilege level 15
login local

transport input telnet
!

scheduler allocate 20000 1000
|

end

GRE > 2RJL. IPSec. 8LV OSPF IL—F 41 VT %EH
LI=F5A4T)BEELUNYITYTDEA

ZOEATIE, RNTYV I Xy NI—TENLETTF AT 4 ADN—ZDKEA N ERMFA RO
AA RO TEX 2T RBEEITHI720IC, GRE bRV E IPsec 7 7 F 47 4 ATHAL T,
TIAY VI ELTDSLAVE—T oA REFHL, X7 v VoL TRELT— AV
H—T A A&MHLET, £/, VPN Xy FU—7 (104.0.0 8L 10.10.00 *v hU—2) T
OSPF #fEH L, OSPF TH AR —bINToN—TFT 4 7 5T2HLIICH LET, TOEAIZLY, A
VE—=RXy N EOFRANED X 2T (I IPsec) WEAITZADH LI EF, FHMIcONT
&, [Configuring a GRE Tunnel over IPsec with OSPF| % ZH L T 72X\,

5-3 GRE kYL, IPSec. B&U OSPF L—T 4 VI EBERALETS4IIVEBLUNRNYITy T
DR

3GEILF—a7

Ty bI—2
w7y THEGR)
I GRE
Q\ _____ = | (% ST OSPF %81 0
GRE ;
koL
ISUoFFT74R

=il OSPF %&# 0 5
. )
==
2

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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B5E BEARYFTI—SBALFUL |

W GRE +>®IL. IPSec, & U OSPF L—F 4 VT EBALETSATUSEURv I 7y TORA

TIVFAT4 R N2 DEE

&EWTﬁ@@ﬁWTﬁﬁéﬂLT%XFiﬂ%/%%th RS TRY ., Lﬁ@:y
%wmﬁ%%rbt IR ENEREA, KFOTHRAMI, 27 —BRBELEEAICRE> TS
%?ét@@i%&:V/k%th _ﬁ%énTViToTﬂ/ﬁﬁéﬁéi\t%frénfw
LI _XCOa~vs FRaryy—1VHATHRECTHL I 2R LET,

i(?@?«*\*x MIFEATNL T —FFE. B2 b IPsec . IPSLA RNy 7 7 v 7HE. BLOEAA L
IP HEDOMOHLIZERESNET, INO6O0KREICEHEMT LN T EIROKEa~y Rk, o7
ERIZDTZ> THOHEND 2D, T8y ZTEHCHEICRM T 7,

ROBRETIE, BETELAT V=7 b b TR 7T EMEMH L IP SLA MEH SN ET, ZOREIT
EETT,

%l 5-5 TS3VoF FT74 X L—2DORE
|

hostname branch-router

|

ip cef

|

no ip dhcp use vrf connected

ip dhcp excluded-address 10.4.0.254

_/
! DT FLX[E, VLAN 104 D77 X b 4 —VFK> h F—p, 0/1/0 205 0/3/0 LD
I BEREFARNR PHT T b =g TRLXE LTSI RET,

!

ip dhcp pool gsmpool
network 10.4.0.0 255.255.0.0
dns-server 66.209.10.201 66.102.163.231
default-router 10.4.0.254

!
! VLAN 104 O 77X}, 4 —VF>2 b H—}F 0/1/0 225 0/3/0 IZEEHSL TS
! X D DHCP F'—ib

!

!

chat-script gsmscript "" "atdt*98*1#" TIMEOUT 30 "CONNECT"

!

I BT =T XELIE N T RNDT i f X2 YT

!

!

username cisco privilege 15 secret 5 $1$ccw8S$TFmKUmI4QVZhOMuxzq/SH/

|

track 234 rtr 1 reachability

operation 1 FfEHL T, F[EWEEIED P 7 > F I MEHINDE P Z v FIHEDF T2 x 2 NEFS 234
ERELFT, 27x2 NI, FE AR 7 S S 5403 'up' T,

!
!
!
!
g, (T~ Yok LTS AS) ATM DSL 4 > X —T =4 XFJ LT ping N FEEEL,
I SEEER T SO INET, F. BEPLROBHIE (BT —~D) XA FF—N—73

I B E S P E T SO I ET,

!

crypto isakmp policy 1

encr 3des

authentication pre-share

(priority 1 #F&EL T) IKE NJ—#FEFHL, IKE KT T—2 5 12 3DES #/5ELFT, E7&,
HAEFH SN F— 3 | TEFLGRAEFIEE L ET, T4 757 A0 (1 HIZ 86,400 FLHZHRIE),
IN—T" (768 E> b Ty T — o NI BT IZFEE)

BLON 2 (SHA-1 (Z3E) 14, 7 740 MEICZESILE T,

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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GRE k> *JL, IPSec, 8& U OSPF L—F« v T EHALETSATUBEUNRYv o7y TFomA W

crypto isakmp key mykey address 20.20.241.234

! tF2 YTy TV g P DRENMEH IS F— (mykey) LIS — P DA D
! IP 7 FL X (IPsec peer) #FHL F7,

crypto ipsec transform-set mytransformset ah-sha-hmac esp-3des
!
Ltk VT T fan, TaTY XA L OMOREDFE A RERMS G TH S
! FFRZg—4 TP (mytransformset) #iE# L T, IPsec THR#EIHL TS

LRI T 2 EEH L ET,

!

crypto map mytunnelcrypto 10 ipsec-isakmp

set peer 20.20.241.234

set transform-set mytransformset

match address gre-traffic

! 2 Y7k > 7D mytunnelcrypto ZEZHLFT

! 2 YN v 77E (match address <access-list> I~ FEMH L T) (REXNBD T 7 1 > 2,
LTS ET e BN b BLEOEINT S P TR T A T b (BTZERE LTS
! mytransformset) #/FELFT,
!
!
interface Tunnell
ip unnumbered V1anlO04
ip mtu 1400
tunnel source Dialer2
tunnel destination 20.20.241.234
!
I & 10.10.0.0 DRy NT—ZA~DFNF T 4D GRE FF/b, ATM DSL (774 ~Y)
I A =T e RCBEIT SR R R, DD R, W TUP DREETT, JE—h P FAD
I RSP (20.20.241.234) /1, UE— P VPN S rD A IZHVET, 72— FRFADT N
I AN ME, ATM DSL V2 d o TRIGEHS T FLX T,
!

interface Tunnel2

ip ospf demand-circuit

ip unnumbered V1anlO04

ip mtu 1400

tunnel source Cellular0/3/0
tunnel destination 20.20.241.234

! 'ip ospf demand-circuit' 472z =2~ N/, OSPF Hello N7 > h&#iil L F9, Ziit,
I GERIIE, ' T R LN DR RS (TR KRS S) [T T T KEE

L NIRBERNL TICRODICR L FET,
!

i 10.10.0.0 DR NT—Z~DFF 7 ¢ > 2D GRE >R, tiTF— (EH2XY) 25 —Tx4X
(EBTESI 1T 702 T, S hFT, @i 'Down' DWEETT, VE—F FFAD

I RBAL M (20.20.241.234) (4, VE—PF VPN S,z LICHDET, 2= FFADTN
A NE, B T— Ve 2IC Lo TIRGEINSE T FLXTT, ZD,FT,

TN T =T 2 X TRA TN TPISE TUP IZRDET,

interface Loopbackl

ip address 1.1.1.1 255.255.255.255
|

interface GigabitEthernet0/0
no ip address

shutdown

|

interface GigabitEthernet0/1
no ip address

shutdown

|

interface FastEthernet0/1/0

[ oL-22739-01-J
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W GRE +>®IL. IPSec, & U OSPF L—F 4 VT EBALETSATUSEURv I 7y TORA

switchport access vlan 104
|
interface FastEthernet0/1/1
switchport access vlan 104
|
interface FastEthernet0/1/2
switchport access vlan 104
|
interface FastEthernet0/1/3
switchport access vlan 104
!
!' DHCP ZZ4 T2} BXMILoTHHEINS 77 X, 4 —VF e b A=}
!
interface ATMO0/0/0
no ip address
ip virtual-reassembly
load-interval 30
no atm ilmi-keepalive
dsl operating-mode auto
!
I IIvY A F =T XE LTSS ATM (DSL) WA — T = o X
!
interface ATM0/0/0.1 point-to-point
ip nat outside
ip virtual-reassembly
no snmp trap link-status
pve 0/35
pppoe-client dial-pool-number 2

! IV VS LT PVC ICREHT S ATM VT AKX —T A R, DA —T o X TIE
! NAT (Of#) PEHIHET,

! 'pppoe-client dial-pool-number 2' /1 PPP over Ethernet (PPOE) 2 Z+4 7> F&i& L,

! JHTEE T T 2 FIEELET, SDS K — T XE, U FTEHLEIA TS "interface
! Dialer 2" IZBJEIFERFET,

'

interface Cellular0/3/0

ip address negotiated

ip nat outside

ip virtual-reassembly
encapsulation ppp

ip ospf demand-circuit

dialer in-band

dialer idle-timeout 0

dialer string gsmscript
dialer-group 1

async mode interactive

PPp chap hostname crlaswlech@wwan.ccs
ppPp chap password 0 frludi3gIa
PPP ipcp dns request

crypto map mytunnelcrypto

! 'ip ospf demand-circuit' X 72z’ =22 F/%, OSPF Hello /N f&#iELET, Ziud, EHHI
IS B TR LN DB RS (TRl EE D) T2 T 7 REEIC

I RORNL IITRODICRLEFE T,

!

! [AITEFELAE2 Y 7, v mytunnelcrypto &, SNy T w7 Ll —T o f XZEH L FE T,

! 'dialer-group 1' /% group number 1 #/EFHL F7T,

I ZORETIE, ZATLFICEZIN TS 'dialer-list 1 ... I~V NCBREMITOAFET, i,

! S T rE I =L, PPP FRHELLEHIC A E =T A R T T ANIT S

V' IHRDO PN T T ) FEFLFT, W SDA =T 2 RFRI NG PWREDF FIZ B S FICHEEL T
! STEE0, CDED, HRBDFZZ 12 TIESS b T MENI T —IAFETA, N7 7122 12T TIE

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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| £$5% ®BELRYFI—VEALFIL

GRE k> *JL, IPSec, 8& U OSPF L—F« v T EHALETSATUBEUNRYv o7y TFomA W

! 7*Z4 Y (ATM DSL) 4> X — 724 XFN L TC72—L CHFT,

! NAT DA 28 —T x4 XFNHCEHZELET,

interface Vl1anl04

description used as default gateway address for DHCP clients
ip address 10.4.0.254 255.255.0.0

ip nat inside

ip virtual-reassembly

! NAT (WH+1 >4 —T7=x4 %) ML T, 77X 47—V Ky ;b F—F 0/1/0 2056 0/1/3 IZ
! RSN R M VLAN 104 FEHLFT,

! NAT/PAT /%, P> FAFENLTET FS—=pDxgd?D 20.20.0.0 F» T —2(ZFGFEhBL 01
I EBERIEATORNDA T T o IS ERET,

interface Dialer2

ip address negotiated

ip nat outside

encapsulation ppp

load-interval 30

dialer pool 2

dialer-group 2

PPp authentication chap callin
PPp chap hostname cisco@cisco.com
Ppp chap password 0 ciscol23

PPP Pap sent-username ciscof@cisco.com password 0 ciscol23
PPP ipcp dns request

crypto map mytunnelcrypto

! 'dialer pool 2' IV NIZZDH S ¥Z 425 —Tx 4 X% ATM V742K — x4 X
! atm0/0/0.1 IZBE#EITFE T, 'dialer-group 2' /% group number 2 #EFH L FE T, ZDHRETIE,
D ZAUTLFTHES TS "dialer-1ist 2 ...' 22 FICRTEMITSRFET, i,

! PPP FEVLIEHIZ, S TR, ST R T T AT S

L IHBRDONT T ) FEFLFET,

!

! NAT DA E—TxAf AFNETEHELFT,
! FATEHRLEZ VT, > 7 mytunnelcrypto D7 T4 ~Y 4 =T X ICEHHLFET,

router ospf 11

log-adjacency-changes

network 10.4.0.0 0.0.0.255 area 0

!

! VPN F» ,FD—2 10.4.0.0 (Tunnell/Tunnel2 FZFFHFT) /%, 0SPF TV 7 0 IECFEATNFET
!

! 0SP Hello /4, ZHLED | FAENL TTF2TF N—FIZHFINET

!

ip local policy route-map track-primary-if

!

! A—ph 27D 'track-primary-if' CTEZEIN TN SL I, IP —p RV —2/EELET
!

ip route 0.0.0.0 0.0.0.0 Dialer2 track 234

!

! FATEFZLE P72 472 b (234) #5EL, 7 FZ 2 (ATM DSL)

! ENLTCTTg b — P EEZELFET,

./

I = MNE R T F TG T 2 b (234) B 'UP' THIBEDEAL X N IAFET,
_/

ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 254

!

I P 254 (KT T 2 DA F— Tz f LD E) ICREL T,
I AT — LT XFNLTT T4 A— FEFEFLET, WEZDL o —T =4 XL

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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W GRE +>®IL. IPSec, & U OSPF L—F 4 VT EBALETSATUSEURv I 7y TORA

I NI T =T XL THHES TS5 T,

ip http server

ip http authentication local

no ip http secure-server

ip http timeout-policy idle 5 life 86400 requests 10000

ip nat inside source route-map nat2cell interface Cellular0/3/0 overload

B5E BEARYFTI—SBALFUL |

! A T— ALK —T g ZFNLTC, AN NAT P T T 2 DREE L T— P, v 7 natlcell FEFEL

I FT (LI THEE), "overload' 47 aafl)f]75E, PAT FBHMEINDBL IR0 ET,
! —} v nat2cell TEHEIITOSRMUDIEINSEHIZ, ZDa~v> FREHINET,
ip nat inside source route-map nat2dsl interface Dialer2 overload

! _EREAREIE, ST 2 % —T =4 X (ATM DSL) ML T,

! —pF v nat2cell #EFHLET (LI THE), 'overload' I 7>z #HT5E,
! PAT PEIHEINE L 512D FT,
!

! —h > nat2dsl TEZEINTOSRIFDPNTESINSHEIZ, CDz~>2 FPEHIAET,

ip access-list extended gre-traffic

permit gre host 75.40.113.246 host 20.20.241.234
permit gre host 166.138.186.119 host 20.20.241.234
!

! GRE *~FN#fEM1L T IPSec F77 ¢ > 2 &R#TB/E0D '"gre-traffic' 727X JX |
_/

! SHlE DSL) EN T — L E—T A X (LT TR E) b VE—F =g D
! IPsec E°F (20.20.241.234) # L7 GRE PRV hrE

! FZ 74 2 DRERAELET,

!

ip sla 1

icmp-echo 209.131.36.158 source-interface Dialer2
timeout 1000

frequency 2

ip sla schedule 1 life forever start-time now

!

! 2 PE (frequency 2) T, ping ~OUSEIZ 1000 <UD (517470 F 1000) #RE L,
! V=X A E =T XELTH ST 2 (AaTM DSL) F1EHIL T,

! IP FFNLX 209.131.36.158 [Z ping #XKIFTSEOD

I Y= ER LR (sLa) EEHELET,

!

I EFEINL SLA EMIEL. ZAEMHINCETLET,

!

access-list 1 permit any

!

! LIF® 'dialer-list 1 protocol ip list 1' I~ FIZBLE#EIF5A THET
!

access-list 101 permit ip 10.4.0.0 0.0.255.255 any

!

! —pF v nat2dsl & nat2cell D FICEZHIITNDL IIZ, BERFIGT > 5 — =14 X%
I RETSLEDIZ, FFT 2P ET Sk IITIEE L F T

I (R PU—210.4.0.0 DY—X T FLXE—F),

!

access-list 102 permit icmp any host 209.131.36.158

I DL BT AP T LT TR EAIC DA, ICMP D ping 45 ATM DSL oA > —Z x4 XENL T
I FRESRSLIZ, — P w7 'track-primary-interface' DFZF 74 w2 EHELFT,

I CODFEDT N XL, ATM DSL A > H—T g X (T4 V) FLTEHEIE ping s
I T RLXTHEED, U2 /PPP L~NALIRDFE v | T~ fEZE S T I SEE5PH 0,
! T T (EHHY) AT f AANDR A F GNP

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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| 5% @Eury bI—SBALFUS

GRE k> *JL, IPSec, 8& U OSPF L—F« v T EHALETSATUBEUNRYv o7y TFomA W

I EEETENS AR B D E T

! ping &AST FLRPIGETE, ping ITIETSZEEHRLET,

!
dialer-list 1 protocol ip list 1

!

! TN T— =T PSS T NSRS S Tinteresting traffic! FHELET,
! FRICLES T, access-list 1 B (L@ TEHINLEZDIZ~2 FO—FE L T) SHIIHEESAFET,
!

dialer-list 2 protocol ip permit

!

! ATM DSL 4> ¥ —Z x4 B (4 +T7 2 42— Txf XD—FL L T)

! K T TS 9I295 'interesting traffic' FIFELFET,

!

1

route-map track-primary-if permit 10

match ip address 102
set interface Dialer2 null0

!

I B =T IR Y =K E L TR IS — P v T EIFELET

! (LFEDBg#ET 5 2~ N 'ip local policy route-map track-primary-if'
I EBHLTSESD),
!

I ZAEE 209.131.36.158 D ping NTw AT, A K =Tz AR XS FT

! 2 (ATM DSL) 7% 'UP' DWEETHFZIH TV B4, ping /o> FEFELET, ZD ping N7 M,
! ATM DSL 4 > ¥ —7x4 RENL TOREFEII, ©hTF— 4> =Tz X5 TIFEFEIhELA,

I S, BB L & EIZR A F AN — 3 T 575002, ATM DSL A > —T A XENLT

I B (BEAREIE) FERRIICE =8 B0 T,

!

route-map nat2dsl permit 10

match ip address 101

match interface Dialer2

!

I ko7 7R VR 101 (0L o TEHRIN TG —HEIFEHE L,
I FSFT 2 4L F =T RIS TUPT DIRE TEERE A TS H A

L Zon— | vy TPENEINS L SITIEELF T
!

! rFZZ74 22D —=2 10.4.0.0 Ky NT—=206D6DTHY,
I ATl RDE ¥ T 2 5 'UP DREET DSL R P U ICERES I T S
! Zon—p v»7P 'ip nat inside source nat2dsl ...' IV NIELo TRFIAET,
!
route-map nat2cell permit 10
match ip address 101
match interface Cellular0/3/0
!
! FREoT 2R YRR 101 1200 TERSI TG —ERIFE7Z L,
I ESFT 2 K= T XG5 TUPT DPHE TS T BB,
I o= v TPRIHENS L IITHTELET,
!

I AT TSI DY =X 10.4.0.0 T PT—ZPEDEDTH Y,

I =T X BT WUP DYURETEN T — R NI ICEGEI TS HE, Zor—F v
! ¥ 'ip nat inside source nat2cell ...' IV2 FIZLoTHFIAET,

!

I R TN, T IIBLON 2 T S A =T 2 X5 NAT T2 ) U EHRLET,
event manager applet pri back

event track 234 state any

action 2.0 cli command "clear ip nat trans forced"
|

control-plane

|

line con O

exec-timeout 0 0

exec prompt timestamp

stopbits 1

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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B5E BEARYFTI—SBALFUL |

W GRE +>®IL. IPSec, & U OSPF L—F 4 VT EBALETSATUSEURv I 7y TORA

line aux 0

stopbits 1
line 0/3/0

exec-timeout 0 O
script dialer gsmscript
login

modem InOut

no exec

transport input all
transport output all
rxspeed 236800

txspeed 118000

line vty 0 4

privilege level 15
login local

transport input telnet
line vty 5 15

privilege level 15
login local

transport input telnet
|

scheduler allocate 20000 1000
|

End

Aitb A FDIL—F DERE

%l 5-6 At A FOIL—2 DEE

CORENTHROFMETITRENETF A MIaA L FERTEDIHEHEINTEY, BEOa
V= VHEFR LESARICEFRRSINEYA, KFOTHFAMI, =7 —RNEELEZGAICE> TS
T A0 EERa~Y RERTEDIEREINTWET, Ty 7 T34, KETREATY
LI _XCOa~v s FRaryy—1rHATHRECTHL I 2R LET,

KFOTFA MIFEAE LT —FRE, B IPsec XE, IP SLA Ny 77 v 7HRE, BLOEAA L
IP FEDHOH LICHHSNET, ZALOFRECHEMN TN TV IROFa~ Rix, 7
WERICDIZ> THOHEND 2D, Ty ZIRFICHBICSRTE £,
1
hostname gateway-router
|
ip cef
|
ip dhcp excluded-address 20.20.248.254
ip dhcp excluded-address 10.10.0.254
ip dhcp excluded-address 10.10.0.1
!
! DHCP DT FiL-%
!
ip dhcp pool 20
network 20.20.248.224 255.255.255.224
dns-server 20.20.248.254
default-router 20.20.248.254

! 20.20 F» PU—2 FEDFHEX MDD DHCP T—ib
ip dhcp pool 10
network 10.10.0.0 255.255.0.0
default-router 10.10.0.254

! 10.10.0.0 K> AT —2 kD VPN DX FD DHCP 7—/ L

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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| 5% @Eury bI—SBALFUS

!
|

GRE kY%L, IPSec, &V OSPF Lb—TFT 4 YU 2FEALIETSATUE LU I 7 v TOEA

username cisco privilege 15 secret 5 $1$QF4K$Z1rE.mwS69FVx1e519DCUL

crypto isakmp policy 1

encr 3des

authentication pre-share

crypto isakmp key mykey address 0.0.0.0 0.0.0.0
|

crypto ipsec transform-set mytset ah-sha-hmac esp-3des

crypto dynamic-map gre_tunnel2 10
description IPsec tunnel to DSL at remote
set transform-set mytset
match address gre-tunnel2

crypto dynamic-map gre_tunnel2l 10

description IPsec tunnel to Cellular at remote
set transform-set mytset

match address gre-tunnel2l

crypto map mytunnelcrypto 10 ipsec-isakmp dynamic gre_tunnel2

crypto map mytunnelcrypto 20 ipsec-isakmp dynamic gre_tunnel2l

!

! JE—p FTZ72F N—HT, I2FKAD mytunnelcrypto ¥ 7% ATM DSL o > —7 x4 X
! (Tunnel2) BLNENL T — 425 —7 x4 X (Tunnel2l) ICEF#HLF T,

!
|

interface Tunnel2
description tunnel to remote DSL link 75.40.113.246
ip unnumbered Vl1anlO

ip mtu 1400

tunnel source GigabitEthernet0/0
tunnel destination 75.40.113.246

!

! YE—p TF2F N—XD ATM DSL 4 > K —TxA X~D F KA, W, it
! [ 727 770 R T,

!

interface Tunnel2l
description tunnel to remote Cellular link 166.138.186.119
ip unnumbered V1anlO

ip mtu 1400

tunnel source GigabitEthernet0/0
tunnel destination 166.138.186.119

!

! VE—p TFZF N—BDENT— L2 F—Txf X~D IR, YE—h =2 NTD DSL 4> F—
I T A REN LSRN LRVRY, i, S D RN RAET 2 T T TS D EEAL

!

interface GigabitEthernet0/0

description connected to cisco network, next hop:20.20.241.233
ip address 20.20.241.234 255.255.255.252

load-interval 30

crypto map mytunnelcrypto

!

12U e TEBEHT YIS — T = R, LD R
! HTINEA4 % — 71 X,

!

interface GigabitEthernet0/1

no ip address

shutdown
|

[ oL-22739-01-J
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W GRE +>®IL. IPSec, & U OSPF L—F 4 VT EBALETSATUSEURv I 7y TORA

interface FastEthernet0/1/0
switchport access vlan 10
spanning-tree portfast

!
! VPN DX R (10.10.0.0 F> T2 T) BEHEIAS T 7 X A —VF Y b =P,
!
interface FastEthernet0/1/8

switchport stacking-partner interface FastEthernet0/3/8
|
interface FastEthernet0/3/0

switchport access vlan 20

spanning-tree portfast

!
I DOFX P (20.20 F» P T2 T) BHEINS T X =R b B,
!
interface FastEthernet0/3/8

switchport mode trunk

switchport stacking-partner interface FastEthernet0/1/8
|
interface Vl1anlO

description private networking vlan

ip address 10.10.0.254 255.255.0.0

no ip route-cache cef

vlan-range dotlqg 1 4095

exit-vlan-config

|

1

! VPN DX FD VLAN (10.10.0.0 F» F7—2/A),

!

interface V1an20

description network:20.20.248.224/27

ip address 20.20.248.254 255.255.255.224

no ip route-cahe cef

vlan-range dotlq 1 4095

exit-vlan-config

|

1

I DI X D VLAN (20.20 R FT—2A)

!

router ospf 10

log-adjacency-changes

network 10.10.0.0 0.0.0.255 area 0

VPN R» F7—2 10.10.0.0 (Tunnel2/Tunnel2l P FiTWET) /4, 0SPF T U7 0 IZGFNTNET

! 0SP Hello /4, ZHED P FAENL TTZ2F N—XIZEIFIAFET

ip route 0.0.0.0 0.0.0.0 20.20.241.233

!
! GigabitEthernet0/0 4> F—7x4 XDEL XN Iy TE2NTE7 7530 P —F,
!
ip dns server

|
ip access-list extended gre-tunnel2

permit gre host 20.20.241.234 host 75.40.113.246

!

! Ipsec TIRH#ING FZ77 12 2EHT ST 27X VX P, Ziid,

I JE—p Z2RTDSL A F— T REKGENS T T 2 TT

!

ip access-list extended gre-tunnel2l

permit gre host 20.20.241.234 host 166.138.186.119

!

! IPsec THRHESNS NT7 7 ¢ 2 ZEHET ST EX U b, ZiUET,

L Ve— | BT T— A F T a2 XZKFEAS T T o 2 2 T

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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GRE k> *JL, IPSec, 8& U OSPF L—F« v T EHALETSATUBEUNRYv o7y TFomA W

!
control-plane
|
line con O
exec-timeout 0 0
login local
stopbits 1
line aux 0
stopbits 1
line vty 0 4
privilege level 15
login local
transport input telnet
line vty 5 15
privilege level 15
login local
transport input telnet
|
scheduler allocate 20000 1000
|

End

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
[ oL-22739-01-J .m



E5E BELRYFI—VFASFUE |

W PSec & & U OSPF %M L7- DMVPN O®#A

IPSec & U OSPF %#{#f L7~ DMVPN OEA

ZOEANTEH, VT 47 7ua baLdOSPF &7V v s Xy "= RFEHLT, 7705 4
TAADNL—HDERARE KA FOFR OB TEX 27 R@EEIT O 729D, DMVPN

(GRE b b)) & IPsec AL, 794~V Vo2 LTCEAT— A F—T oA ZAEHEHLE
T, DMVPN OFEMIc 2\ ik, [Dynamic Multipoint VPN (DMVPN)] % ZR LT E S0,

5-4 IPSec & U OSPF {3 % DMVPN #f L=##HEA

—‘ | OSPF 4 333 |

3G )L—4 \ /_\/—\_
&= ,
75277 4% 1| OSPF#RELO | | OSPF #8850 OSPF #ifs
| OSPF 488 103 1010

3GEILS—aF7 F*y hT7—2

OSPF f£15 0

OSPF A5 111 |

" | OSPF %t 108 |

278761

4

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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| 5% @Eury bI—SBALFUS

IPSec #& U OSPF #& AL DMVPN oA M

TIVoF1DF T4 R L—2DEFE

il 5-7 T30F1DF T4 R L—EDEE

COBRENTHAOAMETIEHMENTZTF A MITA L FERTEDIHFEHRAINTEY, BFEOa
V=W EFERLIEGEICIIRREINNEFA, KFOTHAME, =27 —BRAELELGAICR> TS
B p-b0EERa~y FERTEDIHERASATOWET, Ty 75581, KFETREATHY
LT _XCOa~v s FRaryy—1rHATHREIETHD I 2R LET,

KFOTFA MIERENL T —RE, BFk IPsec i%E. [P SLA Ny 7 7 v 7%E, BLOEASA L
IP ZEDIFOH LICER SNES, ThLDOFREICHEMNT LA TNDIROFE A~y ik, T
NERIZDIE > TR SN D7, Ty ZEICHRICSHTE 7,
!
hostname DMVPN_Spoke_ 1
|
Ip cef
|
crypto isakmp policy 10
hash md5
authentication pre-share
|
!
! Tx—X 1 RIT— 520 ISAKMP Y —
!
crypto isakmp key ciscol23 address 0.0.0.0 0.0.0.0
!
I NTOFFHGF—, BLY T~ DMVPN XF—2
!
!
crypto ipsec transform-set strong esp-3des esp-md5-hmac
!
I EEDOT =B ) BEMEOLE DD TPsec (Zx—X 2) Y —
!
!
crypto ipsec profile cisco
set security-association lifetime seconds 86400
set transform-set strong
!
! Ipsec &#J)LJ/= GRE P FMZEHIIZEN IS IPsec 777 74 /b
!
|
ip dhcp excluded-address 10.3.0.254
|
ip dhcp pool cdmapool
network 10.3.0.0 255.255.0.0
dns-server 68.28.58.11
default-router 10.3.0.254
|
chat-script cdmal "" "atdt#777" TIMEOUT 180 "CONNECT"
|
username cisco privilege 15 secret 5 $1$c/50$W4sr3BFW3AhIBOBRXjy84/
|
interface Loopback0
ip address 2.2.2.1 255.255.255.0
|
interface TunnelO
ip address 192.168.10.3 255.255.255.0
no ip redirects
ip mtu 1440
ip nhrp map multicast dynamic
ip nhrp map multicast 20.20.241.234

[ oL-22739-01-J
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W PSec & & U OSPF %M L7- DMVPN O®#A

ip nhrp map 192.168.10.1 20.20.241.234
ip nhrp network-id 1

ip nhrp nhs 192.168.10.1

ip nhrp registration no-unique
ip nhrp cache non-authoritative
ip ospf network broadcast
tunnel source dialer 1

tunnel mode gre multipoint
tunnel key 0

tunnel protection ipsec profile Cisco
!

I BRI S TN TD GRE A RAICE D 2 THALE GRE P rfn T T L— R,
!

!

interface GigabitEthernet0/0

no ip address

shut down

|

interface GigabitEthernet0/1

no ip address

shutdown

|
interface FastEthernet0/2/0
switchport access vlan 103

|

interface FastEthernet0/2/1
switchport access vlan 103

|

interface FastEthernet0/2/2
switchport access vlan 103

|

interface FastEthernet0/2/3
switchport access vlan 103

I KDEN T —FIEITKFEI ST T TT, AL, IS T — A F— T s X%
I EBIWLEEICRS, TP T NLREFIRFLET, AT T —aB5L0N dialer pool-member 22 N/d,
I ESFT ST REENT— 2 F—T = XFEITF T,

interface Cellular0/1/0

no ip address

encapsulation ppp

dialer in-band

dialer pool-member 1

|
interface Dialerl

ip address negotiated

ip nat outside

encapsulation ppp

dialer pool 1

dialer string cdmal

dialer persistent

PPP chap hostname isp-provided-hostname
pPPp chap password 0 isp-provided-password
PPP ipcp dns request

|

interface Vlanl

no ip address

|

interface V1anl03

ip address 10.3.0.254 255.255.0.0
ip nat inside

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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ip virtual-reassembly

|

router ospf 90

log-adjacency-changes

network 2.2.2.0 0.0.0.255 area 222
network 10.3.0.0 0.0.255.255 area 103
network 192.168.10.0 0.0.0.255 area 0

ip route 20.20.241.234 255.255.255.255 dialer 1
|

|
control-plane
|
line con O
exec-timeout 0 0
line aux 0
line 0/1/0
exec-timeout 0 0
script dialer cdmal
login
modem InOut
no exec
transport input all
transport output all
rxspeed 3100000
txspeed 1800000
line vty 0 4
privilege level 15
no login
transport input telnet
line vty 5 15
privilege level 15
login local
transport input telnet

|
scheduler allocate 20000 1000

webvpn cef
|

end

TS30F2DA T4 R IL—EDERE

%l 5-8 TIUF20FT7 4R L—FDERE

CORENTHEOORARTREH INZT A MITA L M2 RTEDIERHEINTRBY, @EDa
V=V EFRRLEGEICEFRINETAL, RFOTFA ML, =7 —NBELELBARIIRE-TS
T A0 EERa~y RERTEDIEREINTWET, Ty 77585481, KETREATHY
LI _XCOa~v s FRaryy—1rHATHRECTHL I 2R LET,

KFEDOT FA MIEARENL T —BE, 5L IPsec XE. IPSLA Ny 277 v FRIE, BIUEAA L
IPBEDHFOH LICHEH SN E T, ZADOERECHEMTON TV OIROF 2~ R, 7
NWEERIZDI > T SN DT, T8y ZTRHICHBICZTE 7,

!

hostname DMVPN Spoke 2

!

crypto isakmp policy 10

[ oL-22739-01-J
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hash md5

authentication pre-share

!

! Zz—X 1 FIm—2 320 ISAKMP AU —

!

!
crypto isakmp key ciscol23 address 0.0.0.0 0.0.0.0
!

! FNTDYVE— P DMVPN R N—2 DFEFHAF—

!

!

crypto ipsec transform-set strong esp-3des esp-md5-hmac
!

! EBROT =S IFEE ) BEOED/EOD IPpsec (Fx—X2) NY—
!

!

crypto ipsec profile cisco

set security-association lifetime seconds 86400
set transform-set strong

!

! IPsec & LJE GRE P FRANCEHNZEHI NS IPsec 7177 74 /L
!

!

ip cef

|

ip dhcp excluded-address 10.8.0.1

ip dhcp excluded-address 10.8.0.254

|

ip dhcp pool cdmapool

network 10.8.0.0 255.255.0.0
default-router 10.8.0.254
|
|

chat-script cdma2 "" "atdt#777" TIMEOUT 180 "CONNECT"
!

username cisco privilege 15 secret 5 $1$YNWp$1OLVYbOgkTnZFmkgcCK1LO
|

interface Loopbackl

ip address 1.1.1.1 255.255.255.0

|
interface TunnelO

ip address 192.168.10.2 255.255.255.0
no ip redirects

ip mtu 1440

ip nhrp map multicast dynamic

ip nhrp map multicast 20.20.241.234

ip nhrp map 192.168.10.1 20.20.241.234
ip nhrp network-id 1

ip nhrp nhs 192.168.10.1

ip nhrp registration no-unique

ip nhrp cache non-authoritative

ip ospf network broadcast

tunnel source dialer 1

tunnel mode gre multipoint

tunnel key 0

tunnel protection ipsec profile Cisco
!

L BAGICEEE TR T GRE R RATE D G THAE GRE f R T T L— R,
!

1

interface FastEthernet0/0

no ip address

shutdown
|

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
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interface FastEthernet0/1
ip address dhcp

shutdown

|
interface FastEthernet0/3/0
switchport access vlan 108
|
interface FastEthernet0/3/1
|
interface FastEthernet0/3/2
switchport access vlan 108
|

interface FastEthernet0/3/3
switchport access vlan 108

! KON T =FIEFAGHIS A Y T T, ZAUE, IZ e T — 8T o R EEEIEEICIR G,
! IP T NLRZRIGFLET, 50 ¥F7 7=l dialer pool-member 2~ N/,
! ST AT REENT— f KT =g X E[ETITET,

interface Cellular0/1/0

no ip address

encapsulation ppp

dialer in-band

dialer pool-member 1

|
interface Dialerl

ip address negotiated

ip nat outside

encapsulation ppp

dialer pool 1

dialer string cdma2

dialer persistent

pPp chap hostname isp-provided-hostname
PPp chap password 0 isp-provided-password
PPP ipcp dns request

|
interface V1anlO08

description used as default gateway address for DHCP clients
ip address 10.8.0.254 255.255.0.0

ip virtual-reassembly

|
router ospf 90

log-adjacency-changes

network 1.1.1.0 0.0.0.255 area 111
network 10.8.0.0 0.0.0.255 area 108
network 192.168.10.0 0.0.0.255 area 0O
|

ip route 20.20.241.234 255.255.255.255 dialer 1
|

control-plane

|

line con O

exec-timeout 0 0

line aux 0

line 0/1/0

exec-timeout 0 0

script dialer cdma2

login

modem InOut

no exec

transport input all

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
[ oL-22739-01-J .m




B5E BEARYFTI—SBALFUL |

W PSec & & U OSPF %M L7- DMVPN O®#A

transport output all
autoselect during-login
autoselect ppp

rxspeed 3100000

txspeed 1800000

line vty 0 4

access—-class 23 in
privilege level 15

login local

transport input telnet ssh
line vty 5 15

access-class 23 in
privilege level 15

login local

transport input telnet ssh
|
scheduler allocate 20000 1000
|

end

A4 FOIL—F DEETE

%l 5-9 it A FDOIL—3 DERE

CORENTHEROFMETHEHENET IR MIaA L FEARTEDICHEHRAINTEY, @EOa
V=V EFR LTEGARICEFRRSINERA, KFOTHFA ML, =7 —BNEBELEGAICE > TS
BB EERa~y FERTEDIHEHENTOWES, Ty 7T 3881E, KFETOREATYL
L2 _RCoavy FRaryy—2rHHTHRIUTHD Z L 2R LET,

KFOTHFA MIEARELT —FE, K7 b [Psec FE, IPSLA N> 7 7 v 7 RE, BLOEAA L
IPREOHEVCH LICEHSNET, ZALDOHREICHEMTOENTVWDIRDOSa~ L R, o
NEEBIZDE > T ENS T2, Ty JRRCHICSRTE ET,
ﬂostname DMVPN_Hub
!
ip cef
ip dhcp pool 20
network 20.20.248.224 255.255.255.224
dns-server 20.20.248.254
default-router 20.20.248.254

ip dhcp pool 10
network 10.10.0.0 255.255.0.0
default-router 10.10.0.254

ip dhcp pool 192
network 192.168.1.0 255.255.255.0
dns-server 192.168.1.254
default-router 192.168.1.254

|

!

crypto isakmp policy 10

hash md5

authentication pre-share

!

! Zz—X1 FIIL— 520D ISAKMP Y —

!

|

crypto isakmp key ciscol23 address 0.0.0.0 0.0.0.0

3GEEWAN A VE—TIARA—F YYa—LavBAHAF
m. 0L-22739-01-J |




| 5% @Eury bI—SBALFUS

IPSec #& U OSPF #& AL DMVPN oA M

!
I FRTDYE— | DMVPN RN—2 DFFHEHF—
!
!
crypto ipsec transform-set strong esp-3des esp-md5-hmac
!
| DT —SEEE | BEAMEDLESD TPsec (7x—X 2) Y —
!
!
crypto ipsec profile cisco
set security-association lifetime seconds 86400
set transform-set strong
!
! IPsec #JL7 GRE |} RMIZEWIIZHH XS ITPsec 7127 74 /b
!
!
username cisco privilege 15 secret 5 $1$QF4K$Z1rE.mwS69FVx1e519DCUL
|
interface Loopback33
ip address 3.3.3.3 255.255.255.0
|
interface TunnelO
ip address 192.168.10.1 255.255.255.0
no ip redirects
ip mtu 1440
ip nhrp map multicast dynamic
ip nhrp network-id 1
ip nhrp cache non-authoritative
ip ospf network broadcast
tunnel source GigabitEthernet0/0
tunnel mode gre multipoint
tunnel key 0
tunnel protection ipsec profile cisco

I BB S TN T D GRE P RACHE Y 25T 577
! GRE f2Fi FFL—p

interface GigabitEthernet0/0

description connected to cisco network, next hop:20.20.241.233
ip address 20.20.241.234 255.255.255.252

|
interface GigabitEthernet0/1

no ip address

shutdown

|
interface FastEthernet0/1/0

switchport access vlan 10

no cdp enable

spanning-tree portfast

|

!

interface FastEthernet0/1/8

switchport stacking-partner interface FastEthernet0/3/8
no cdp enable

|

interface FastEthernet0/3/0

switchport access vlan 20

no cdp enable

spanning-tree portfast

|

interface FastEthernet0/3/8

switchport mode trunk

switchport stacking-partner interface FastEthernet0/1/8

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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no cdp enable

|
interface VlanlO

description private networking vlan
ip address 10.10.0.254 255.255.0.0

no ip route-cache cef

|

interface Vlan20

description network:20.20.248.224,mask:/27,last host:20.20.248.254
ip address 20.20.248.254 255.255.255.224
no ip route-cache cef

|
router ospf 90

log-adjacency-changes

network 3.3.3.0 0.0.0.255 area 333
network 10.10.0.0 0.0.255.255 area 1010
network 192.168.10.0 0.0.0.255 area 0
|

ip route 0.0.0.0 0.0.0.0 20.20.241.233
|

control-plane

|

!

line con O

exec-timeout 0 O

stopbits 1

line aux 0

stopbits 1

line vty 0 4

privilege level 15

transport input telnet

line vty 5 15

privilege level 15

transport input telnet

|

scheduler allocate 20000 1000

webvpn cef
|

end

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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IS4 UvhBEUNRyI 7y T U &HEALE Ez2vPN HA B

T754%) JOO0BEUNYIT7YT Yoo %&FERLT-
EzVPN EA

EzVPN IX, $HZ. ZHOT 70 Fa2FFORLT 7 0 F TOEANIK L THA LILRA B HICT 25 &
FCEEIENTWET, ZOHEATIEK, 7I7A4~Y Vo7 LTDSLAVF—T7 oA AEHEHL,
Ny 2T o7 Yoz LTV — V72l LET, EzVPN OFEMIZOWTIX, [Cisco Easy
VPN] %#ZHLTLIZE0,

5-5

TJSU0F FI74R

TS5A4VBELUN VY TFTy TE#ERLT- EZVPN OEA

3GEILZ—a7
SR R
(N9 7y THER)

— EzVPN

_____ ] kLD
= | Ny 57T
GRE At
koA

EzVPN
koL TS54<1)
M—

278762
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EzVPN V547> (TS5 VF L—48) OBRE

%l 5-10 EzZVPN 954 F7 > b (F50F L—4%) OBE

CORENTHOAOFATHRHENZT I A MIaA L M2 FRTEDICHERENTEY, @HEOa
V=W EFERLIEGEICIIRREINNEFA, KFOTHAME, =27 —BRAELELGAICR> TS
W27 b0@EERa~y ReERTEOIHERISNTHET, Ty 7T 58/81E, KETRIATHD
LT _XCOa~v s FRaryy—12HATHREETHD I 2R LET,

KFEOT FA MIEAELT —FE., BE{k IPsec iRE. IPSLA X 77 v 7&RKE, BLOEAA L
IPHEOFOH LIZFEHINET, INOLOKRTICHEEMIT LN TVWDIROKE T~ i, o7
NERICDZ > TR EN DD, Ty ZJIICHBICSRTE £97,

|

hostname branch-router

|

ip cef

|

ip dhcp excluded-address 10.13.0.254

|

ip dhcp pool gsmpool
network 10.4.0.0 255.255.0.0
dns-server 66.209.10.201 66.102.163.231
default-router 10.13.0.254

chat-script gsmscript "" "atdt*98*1#" TIMEOUT 20 "CONNECT"
!

L TR T— A E =T RETLIES S T T DTy X2 Y
!

username ciscol23@cisco.com password 0 lab
username cisco password 0 lab
username sachin@cisco.com password 0 lab

!

! EzZVPN Z Z4 72 FRAHDO 2 —G 0 22— E L NI T — R,
!

!

track 234 rtr 1 reachability

|

crypto ipsec client ezvpn hw-client-pri

connect auto

group hw-client-group key ciscol23

backup hw-client track 234

mode network-extension

peer 128.107.248.243

username ciscol23@Qcisco.com password lab

xauth userid mode local

I TS~V WAN A —T A XD EZVPN 2 T4 T FDRIE, N2 T w7 WAN DREHFIC,
! T AN N T2 234 FEHL TN T I LFET,

!

!

crypto ipsec client ezvpn hw-client
connect auto

group hw-client-group key ciscol23
mode network-extension

peer 128.107.248.243

username sachin@cisco.com password lab
xauth userid mode local

I Ny I T WAN A —T x4 XD EzVPN 2 T4 T FDFE
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interface Loopbackl
ip address 1.1.1.1 255.255.255.255
|
interface GigabitEthernet0/0
no ip address
shutdown
|
interface GigabitEthernet0/1
no ip address
shutdown
|
interface FastEthernet0/1/0
switchport access vlan 104
|
interface FastEthernet0/1/1
switchport access vlan 104
|
interface FastEthernet0/1/2
switchport access vlan 104
|
interface FastEthernet0/1/3
switchport access vlan 104
!
! DHCP ZF4 72| FXMLoTRHITENS 77X 4 —FF e P H—F,
!
interface ATMO0/0/0
no ip address
ip virtual-reassembly
load-interval 30
no atm ilmi-keepalive
dsl operating-mode auto
!
! IT~ ) =T RELTRIFEINS ATM (DSL) YF A K — T x4 R
!
interface ATM0/0/0.1 point-to-point
ip nat outside
ip virtual-reassembly
no snmp trap link-status
pve 0/35
pppoe-client dial-pool-number 2
|
interface Cellular0/1/0
no ip address
ip nat outside
encapsulation ppp
dialer in-band
dialer pool-member 1
dialer-group 1
async mode interactive
PPP ipcp dns request
|
interface V1anlO04
description ip address used as default gateway address for DHCP clients
ip address 10.13.0.254 255.255.0.0
ip nat inside
ip virtual-reassembly
crypto ipsec client ezvpn hw-client-pri inside
crypto ipsec client ezvpn hw-client inside
!
! EzVEN BFGIEDIEODEEA 5 =T = A IO—fE RS L 0I5, T7 R A —=HFy f A= F
I0/1/0 5 0/1/3 ICEERESHEAR X ME VIAN 104 FEHELFT,
!
interface Dialerl
ip address negotiated

3GEEWAN A VE—T AR I—F YYa—a vBAHAFE
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ip nat outside

encapsulation ppp

dialer pool 1

dialer string gsmscript

dialer persistent

dialer-group 1

PPp chap hostname cisco@cisco.com
PPp chap password 0 ciscol23

PPP ipcp dns request

crypto ipsec client ezvpn hw-client

I BT AT 2 XEFIEITENFI AT LI — T g X

! DN 2 T T =T o R, LAl TEFE L TEIFEE IPsec 2274 72 M ezvpn hw-client,
I ZRIEL Y, SRS EzVPN BFEEDIEEA > — T = X TS I E PR I ET

interface Dialer2
ip address negotiated
ip nat outside
encapsulation ppp
dialer pool 2
dialer-group 2
PPp chap hostname Cisco@cisco.com
Ppp chap password 0 cisco
PPP ipcp dns request
crypto ipsec client ezvpn hw-client-pri inside
|
!
! FTA~Y WAN DHHE EzVEN A 2 —T x A AFEHELET,
!
ip local policy route-map track-primary-if
|
ip route 0.0.0.0 0.0.0.0 Dialer2 track 234
ip route 0.0.0.0 0.0.0.0 Dialer 1 253
|
access-list 1 permit any
|
access-list 102 permit icmp any host 209.131.36.158
|
dialer-list 1 protocol ip list 1
|
dialer-list 2 protocol ip permit
no cdp run
|
|
!
route-map track-primary-if permit 10
match ip address 102
set interface Dialer2 nullO
|
control-plane
|
line con O
exec-timeout 0 0
exec prompt timestamp
stopbits 1
line aux 0
stopbits 1
line 0/1/0
exec-timeout 0 0
script dialer gsmscript
login
modem InOut
no exec

B 3GEEWANAYE—TIARA—F YYa—2avBAHSLE
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transport input all
transport output all
rxspeed 236800

txspeed 118000
line vty 0 4

privilege level 15
login local

transport input telnet
line vty 5 15

privilege level 15
login local

transport input telnet
|

scheduler allocate 20000 1000
!

end

EzVPN 3 —/\ JL—2 DERTE

%l 5-11 EzVPN 4—/8 L—2 DEE

CORENTHEODORMETRE INZTFAMIaA L FE2RTEDIERINTEY, @Dy
V=W EFERLIEGEICIRREINEFA, KFOTHAME, =27 —BRAELELGAICR> TS
WD b0EERa~y FERTEDICHERASNTOWES, Ty 75581, KFETREATHY
LT _XCOa~v s FRaryy—1rHATHREIETHDL I E2HRLET,

KFEOTHF A MIERAELT —FHE, KB IPsec BE. IPSLA RNy 77 v 7FHE. BLOREAAL L
IPHEOFOH LIZFEHINET, INLOKRTICHEEMIT LN TVWDIROKE 2~ R, o7
NERICODE > TR END 2D, Ty ZHICHBEICSRTX £9°,

hostname ezvpn_ gw
|
ip cef
|
username ciscol23@Qcisco.com password 0 lab
username sachin@cisco.com password 0 lab
|
crypto isakmp policy 1
encr 3des
hash md5
authentication pre-share
group 2
lifetime 1800
crypto isakmp client configuration address-pool local dynpool
|
crypto isakmp client configuration group hw-client-group
key ciscol23
dns 10.11.0.1
domain cisco.com
pool dynpool
acl 111
|
!
crypto ipsec transform-set setl esp-3des esp-md5-hmac
|
crypto dynamic-map dynmap 1
set transform-set setl
|
|

crypto map dynmap isakmp authorization list hw-client-groupname

[ oL-22739-01-J
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crypto map dynmap client configuration address respond
crypto map dynmap 1 ipsec-isakmp dynamic dynmap
|

!

!

!
|

EzVPN ¥ — HF0E, ACL 111 /3. EzVPN 2 74 72 PRSI EEIASTFAISHE N7 7 v 2 #FEFEL,
IPSec M FADE >y pT v THIZF T —2 5 X ET

interface GigabitEthernet0/0

!
|

i

ip address 128.107.248.243 255.255.255.224
ip nat outside

duplex auto

speed auto
crypto map dynmap

2P T TVEY—ND WAN AKX —T = R IAET,

nterface GigabitEthernet0/1

ip address 10.11.0.1 255.255.255.0
ip nat inside

ip virtual-reassembly

duplex auto

speed auto

media-type rj45

no cdp enable

ip local pool dynpool 10.11.0.50 10.11.0.100

!
!
!
|

2=y P—EFEHL T, IP T NLX&YE— ] EzVPN 274 72 MNZIFELFT,

ip nat inside source list 101 interface GigabitEthernet0/0 overload
ip route 0.0.0.0 0.0.0.0 128.107.248.254
!

access-list 111 permit ip 10.11.0.0 0.0.0.255 10.13.0.0 0.0.0.255

EzZVPN JT—h 2 T4 T2 NHDIFEEPF I SHELEDH SRS T 7 1 > 2 &
EFLFET, DL I ACL kit KFEEE LN NAT JIC EzVPN O
JE—ph 27472 MNIEZESHET,

control-plane

line con 0

exec-timeout 0 O
exec prompt timestamp

line aux 0
line vty 0 4

login

end
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Network Mobility (NEMO) (%, JAiPHIZi072 5 HIBIHFEIKIC Iz o T, AX T Xy hTU—27 L LT
BEROT I FHBEATHEDIMEHTESL, AF—9 7 VA7 ar Ty, T XTOT T UFiE7
TUF N—FOERITHERSNIZEANA L Ry FU—27 L LTHIEL, WAN U > 27 &0 Lo A
ST EANANIP FRMITE T, TRTOEG 2L L ET, ROKEFIL, Foreign Agent
(FA) WHFAELRW, aalr—ra VST FLADH (CCOA-only) DE— RTOENA )L IP ZR

LTWET, 77 FTHO NEMO EADFEMIZHOWTIE, [ntroduction to Mobile IP] &ML T<
7230,

5-6 3G WAN #HT0H NEMO DEE

3G ENF—a7
Ty hI—7

Ny o7 THERGR)
A
...... I
= |

3G WAN #fEHBL 1=

E/NAIIIL—4E (MR) &R—AL
I—Cxr b (HA) OO

BALFIVYT ENAILIP PRI

278763

TSV0F F T4 RDENLIL L—F (MR) DERTE

%l 5-12 TSUFAT4RDEINLIL IL—4E (MR) DRE

hostname mobile-router

|

ip cef

|

ip dhcp excluded-address 10.13.0.254

|

ip dhcp pool gsmpool
network 10.4.0.0 255.255.0.0
dns-server 66.209.10.201 66.102.163.231
default-router 10.13.0.254

|

chat-script gsmscript "" "atdt*98*1#" TIMEOUT 20 "CONNECT"
!

! TN T— L H =T RFNLEL S I T RANDF o f XY T

!

[ oL-22739-01-J
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track 234 rtr 1 reachability
!
! Ny I T o THWDT T N R T
!
interface Loopbackl00
ip address 10.100.0.3 255.255.255.0
!
I BN =B IS D G TEAL R 1P TN R, DT R X3
! HA-MR # 7R > FPDO—FITT
!
interface GigabitEthernet0/0
no ip address
shutdown
|
interface GigabitEthernet0/1
no ip address
shutdown
|
interface FastEthernet0/1/0
switchport access vlan 104
|
interface FastEthernet0/1/1
switchport access vlan 104
|
interface FastEthernet0/1/2
switchport access vlan 104
|
interface FastEthernet0/1/3
switchport access vlan 104
!
! DHCP ZZ4 7>} FRXMLoTHITENSG 77 X P A=V F o F—F
!
interface ATMO0/0/0
no ip address
ip virtual-reassembly
load-interval 30
no atm ilmi-keepalive
dsl operating-mode auto
!
LTI A F =T XE LTRSS ATM (DSL) BB — T = X,
!
interface ATM0/0/0.1 point-to-point
ip nat outside
ip virtual-reassembly
no snmp trap link-status
pve 0/35
pppoe-client dial-pool-number 2
|
interface Cellular0/1/0
no ip address
ip nat outside
encapsulation ppp
dialer in-band
dialer pool-member 1
dialer-group 1
async mode interactive
PPP ipcp dns request
!
! ENS I TP DENHFES S Z (57 Z 1) ##/HL, %47 pool-member 1 /4,
! Zg T T 1 PRESNTNEE ST 1 12T — 25— X5 f#E1TET
!
!
interface V1anlO04
description ip address used as default gateway address for DHCP clients
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ip address 10.13.0.254 255.255.0.0
ip nat inside

ip virtual-reassembly
!
I IR AR P A= 0/1/0 205 0/1/3 IZEFEIN/ZA X MIC VLAN 104 ZEHRLEFT,
L IOV M TN = EDFRICH S TN Ry P T2 IZR D ET,

!
interface Dialerl

ip address negotiated

ip nat outside

ip mobile router-service roam

ip mobile router-service collocated ccoa-only

encapsulation ppp

dialer pool 1

dialer string gsmscript

dialer persistent

dialer-group 1

pPpp chap hostname cisco@cisco.com

PPp chap password 0 ciscol23

PPP ipcp dns request

L

! ccoa-only FENAIL IP F— FDENL I TP RED TN T —E BIESIT 57
I 1 {2r 4 e i A el g

interface Dialer2
ip address negotiated

ip nat outside

encapsulation ppp

dialer pool 2

dialer-group 2

PPp chap hostname Cisco@cisco.com
Ppp chap password 0 cisco

PPP ipcp dns request

|

router mobile

!

I SDa e NII—F TEANS L TP REE A A L F T

!

|
ip local policy route-map track-primary-if
|
ip route 0.0.0.0 0.0.0.0 Dialer2 track 234
ip route 0.0.0.0 0.0.0.0 dialer 0/0/0 253
|
ip mobile secure home-agent 128.107.248.243 spi decimal 1003 key ascii 1234567891234563
algorithm md5 mode prefix-suffix

!

! ZDXT = p A PE ASCIT (HE N L Thr L O & 8l & 7 L F 7,

! ASCII fE/d HQ WD/—K D HA FEDMEE L TOELERD Y ET

!
ip mobile registration-lifetime 1800
ip mobile router

address 10.100.0.3 255.255.255.0

collocated single-tunnel

home-agent 128.107.248.243

mobile-network GigabitEthernet0/1

register retransmit initial 5000 maximum 10000 retry 5

reverse-tunnel

T RLR G, =T 2 100 ICEFESIATE TN = ZDEH) TP TN XEEHELET

I ENS TIP VTR NGRS TS — R — S iRk TE DL DI,
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I omA TP b TR RPERSNET

ip sla 1

icmp-echo 209.131.36.158 source-interface Dialer2
timeout 1000

frequency 2

ip sla schedule 1 life forever start-time now

access-list 1 permit any
|
access-list 102 permit icmp any host 209.131.36.158

dialer-list 1 protocol ip list 1
|

dialer-list 2 protocol ip permit
no cdp run

|

|

!

route-map track-primary-if permit 10
match ip address 102

set interface Dialer2 null0
|

control-plane

|
bridge 1 protocol ieee

|

line con O

exec-timeout 0 O

exec prompt timestamp
stopbits 1

line aux 0

stopbits 1
line 0/1/0

exec-timeout 0 O

script dialer gsmscript
login

modem InOut

no exec

transport input all
transport output all

rxspeed 236800

txspeed 118000

line vty 0 4

privilege level 15

login local

transport input telnet

|
scheduler allocate 20000 1000
|

end
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KD —L T—x v b (HA) DIL—2DETE

%l 5-13 ADHR—L IT—Tx 2 b (HA) OIL—2DRE

COBRENTHAOAMETIEHMENTZTF A MITA L FERTEDIHFEHRAINTEY, BFEOa
V=W EFERLIEGEICIIRREINNEFA, KFOTHAME, =27 —BRAELELGAICR> TS
B p-b0EERa~y FERTEDIHERASATOWET, Ty 75581, KFETREATHY
LT _XCOa~v s FRaryy—1rHATHREIETHD I 2R LET,

KFEOT FA MIEAELT —FE., BE{k IPsec iRE. IPSLA X 77 v 7&RKE, BLOEAA L
IPHEOFOH LIZFEHINET, INLOKRTICEEM T LN TVWDIROKE T~ R, o7
NERICDE > TR END 2D, Ty JHICHBEICSRTX £9°,

hostname HQ-HomeAgent

|

ip cef

|

interface Loopbackl00

ip address 10.100.0.1 255.255.255.0

!

I A =z (HA) EEANL A =5 (MR) FIDFNT L TP TR F
!
interface GigabitEthernet0/0
ip address 128.107.248.243 255.255.255.224
ip nat outside
duplex auto
speed auto
!
LSRG A E— Ry NENL TENS A =TS WAN A — T A AT
!
interface GigabitEthernet0/1
ip address 10.11.0.1 255.255.255.0
ip nat inside
ip virtual-reassembly
duplex auto
speed auto
media-type rj45
no cdp enable
|
router mobile
!
! HA DN—F fDTANLI TP FHLET
!
!
ip nat inside source list 101 interface GigabitEthernet0/0 overload
|
ip route 0.0.0.0 0.0.0.0 128.107.248.254
|
ip mobile home-agent reverse-tunnel private-address
ip mobile home-agent QoS policer
ip mobile home-agent address 128.107.248.243 lifetime 1800 replay 255 unknown-ha accept
reply
!
! A T x fORIE
!
ip mobile host 10.100.0.3 virtual-network 10.100.0.0 255.255.255.0
ip mobile mobile-networks 10.100.0.3
register
!

I BERDFEANS I — 5 T B
_/
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ip mobile secure host 10.100.0.3 spi decimal 1003 key ascii 1234567891234563 algorithm md5
mode prefix-suffix
ip mobile registration-lifetime 1800
!
! EF2 TRBIEDEDDENS I —F GG (MR ICREIH TS D& L ASCIT)
! BLOWE L
!
access-list 101 permit ip 13.1.1.0 0.0.0.255 any
|
control-plane
|
line con 0
exec-timeout 0 O
exec prompt timestamp
line aux 0
line vty 0 4
login
|

end
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HSDPA : High-Speed Downlink Packet Access % 7-13 High-Speed Downlink Protocol Access,
HWIC : &# WAN WAN A o #—7 =1 X J— R,

IPCP : IP {7 = | =1,

MIP : £ A )V A F—Fy h 7'a haj,

NAL: *v hT—27 7 R L R#RT,

PCF : /<7 > MBS RE,

PDP: "7y b 7F—% 7u b aj,

PDSN : 7w b 7F—=4 =7 /=R,

PPP: RA L NV —FKRA >~ 7u haj,

PSTN : NRFEFEAHL,
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SGSN : +—tv' 2 GPRS &K —F /— K,

SIM : A FRIE Y 2 — /b,

SIP : Simple Internet Protocol,

SMB : /NI D PRI O,

UMTS : Universal Mobile Telecommunications System (X, 3G ##&EFEF7 27 /=y —D 1 DT,
WCDMA : 7 A R/8» RFFE4r 8% B,

Wi-Fi: VA Y LA 747407 1,
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