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EXEC p.1-3

L p.1-3

. p.1-4
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. p.1-5

. p.1-6

WAAS CLI

WAAS CLI
WAAS WAE

WAAS
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enable
EXEC
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EXEC configure

interface
. ACL — WAAS
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. ACL — WAAS

ip access-list extended

EXEC EXEC
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EXEC

EXEC

EXEC
EXEC

EXEC
EXEC

Enter

WAE> enable
WAE#

EXEC

EXEC
clear
EXEC

show
EXEC

--More--

Spacebar

EXEC

WAE# exit
WAE>

EXEC EXEC

EXEC

EXEC

show  more

WAE

sho

Enter
--More--

config

WAE# configure
WAE (config) #

Cisco Wide Area Application Services

enable

Delete

exit

EXEC

EXEC

disable

EXEC

hostname

EXEC

Backspace

WAAS
EXEC configure
WAE
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copy running-config startup-config EXEC

[p.1-11] WAE
ACL ACL
end
WAE (config)# end
WAE#
exit Ctrl-z
WAE WAAS
Central Manager Centralized Management System CMS;
CLlI
10 Central Manager
WAAS
interface

WAE# configure
WAE (config)# interface ?
GigabitEthernet Select a gigabit ethernet interface to configure

InlineGroup Select an inline group interface to configure
InlinePort Select an inline port interface to configure
PortChannel Ethernet Channel of interfaces

Standby Standby groups

WAE (config)# interface gigabitethernet ?
<1-2>/ GigabitEthernet slot/port

WAE (config)# interface gigabitethernet 1/0

WAE (config-if)#

Cisco Wide Area Application Services
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| |
exit
WAE (config-if)# exit
WAE (config) #
ACL
ACL
ACL

ip access-list standard CLI

ip access-list extended CLI
ACL exit
WAE (config-std-nacl)# exit
WAE (config) #

exit
1-1  WAAS
1-1 WAAS
EXEC WAE WAE> end
EXEC EXEC WAE# EXEC disable
enable EXEC
configure
EXEC WAE (config) # EXEC exit
configure Ctrl-Z
interface

Cisco Wide Area Application Services
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|
1-1 WAAS
WAE (config-if) #
exit
interface
EXEC end
Ctrl-Z
ACL WAE (config-std-nacl) #
exit
ip access-list standard
EXEC end
Ctrl-Z
ACL WAE (config-ext-nacl) #
exit
ip access-list extended
EXEC end
Ctrl-z
WAAS WAAS WAAS
WAAS
* central-manager — WAAS Central Manager
e application-accelerator — WAAS WAAS
Core WAE Edge WAE WAE TCP
WAE
WAE WAE
WAAS application-accelerator device mode
WAAS

waas-cm(config)# device mode ?
application-accelerator Configure device to function as a WAAS Engine.
central-manager Configure device to function as a WAAS Central Manager.

Cisco Wide Area Application Services
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WAAS CLI WAAS Central Manager waas-cm WAAS

device mode
central-manager

waas-cm# configure

waas-cm(config) #

waas-cm(config)# primary-interface gigabitEthernet 1/0
waas-cm(config)# device mode central-manager

waas-cm(config) # exit

waas-cm# copy run start

waas-cm# reload

Proceed with reload?[confirm] y

Shutting down all services, will Reload requested by CLI@ttySO.
Restarting system.

WAAS show device-mode current EXEC

WAE# show device-mode current
Current device mode: application-accelerator

show device-mode configured
EXEC WAAS device mode central-manager
central-manager
copy run start EXEC
WAAS show device-mode configured
central-manager

WAE# show device-mode configured
Configured device mode: central-manager

WAAS Central Manager WAAS 1
central-manager
application-accelerator

WAAS CLI WAAS

| oL-11817-01-J
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Cisco WAAS

20
1-2 WAAS

Ctrl-A
Ctrl-B 1
Ctrl-C
Ctrl-D
Ctrl-E
Ctrl-F ! 1
Ctrl-K

Ctrl-L

Ctrl-N 1
Ctrl-P !
Ctrl-T

Ctrl-U  Ctrl-X
Ctrl-w

Esc-B 1
Esc-D
Esc-F 1

Delete Backspace

1 VT100 ANSI
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WAE# clock 1222

%$Invalid input detected at ‘' marker.

WAE# clock ?
read-calendar Read the calendar and update system clock
set Set the time and date
update-calendar Update the calendar with system clock

set

WAE# clock set ?
<0-23>: Current Time (hh:mm:ss)

24

WAE# clock set 13:32:00

o

$ Incomplete command.

WAE# clock set 13:32:00 ?
<1-31> Day of the month
april
august
december
february
january Month of the Year
july
june
march
may
november
october
september

WAE# clock set 13:32:00 23 December ?
<1993-2035> Year

WAE# clock set 13:32:00 23 December 05

%$Invalid input detected at '~' marker.
WAE#

Cisco Wide Area Application Services
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b no

Ctrl-P
Enter
WAE# clock set 13:32:00 23 December ?

<1993-2035> Year
WAE# clock set 13:32:00 23 December

Enter
WAE# clock set 13:32:00 23 December 2005
WARNING: Setting the clock may cause a temporary service interruption.
Do you want to proceed? [no] yes

Sat Dec 23 13:32:00 EST 2005
WAE#

no

no no

no

. help

WAE# cl?
clear clock

WAE# clock ?
read-calendar Read the calendar and update system clock
set Set the time and date
update-calendar Update the calendar with system clock

Cisco Wide Area Application Services
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copy write
NVRAM

WAE# copy running-config startup-config

WAE# write

copy running-config startup-config write

Cisco Wide Area Application Services
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1

WAAS

H waEeE WAAS

WAE WAAS

WAAS CLI
EXEC 1-3
1-3 WAAS
cd [directory-name] — WAAS
cd
deltree directory-name —
dir [directory-name] —
lls
Is [directory-name] —
lIs [directory-name] —
dir
mkdir directory-name —
pwd —
rmdir directory-name —
WAE
WAE# dir
size time of last change name
4096 Fri Feb 24 14:40:00 2006 <DIR> actona
4096 Tue Mar 28 14:42:44 2006 <DIR> core_dir
4096 Wed Apr 12 20:23:10 2006 <DIR> crash
4506 Tue Apr 11 13:52:45 2006 dbupgrade.log
4096 Tue Apr 4 22:50:11 2006 <DIR> downgrade
4096 Sun Apr 16 09:01:56 2006 <DIR> errorlog
4096 Wed Apr 12 20:23:41 2006 <DIR> logs
16384 Thu Feb 16 12:25:29 2006 <DIR> lost+found
4096 Wed Apr 12 03:26:02 2006 <DIR> sa
24576 Sun Apr 16 23:38:21 2006 <DIR> service_logs
4096 Thu Feb 16 12:26:09 2006 <DIR> spool
9945390 Sun Apr 16 23:38:20 2006 syslog.txt
10026298 Thu Apr 6 12:25:00 2006 syslog.txt.1l
10013564 Thu Apr 6 12:25:00 2006 syslog.txt.2
10055850 Thu Apr 6 12:25:00 2006 syslog.txt.3
10049181 Thu Apr 6 12:25:00 2006 syslog.txt.4
4096 Thu Feb 16 12:29:30 2006 <DIR> var
508 Sat Feb 25 13:18:35 2006 wdd.sh.signed

I Cisco Wide Area Application Services
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WAE WAAS ||
logs
WAE# dir logs
size time of last change name
4096 Thu Apr 6 12:13:50 2006 <DIR> actona
4096 Mon Mar 6 14:14:41 2006 <DIR> apache
4096 Sun Apr 16 23:36:40 2006 <DIR> emdb
4096 Thu Feb 16 11:51:51 2006 <DIR> export
92 Wed Apr 12 20:23:20 2006 ftp_export.status
4096 Wed Apr 12 20:23:43 2006 <DIR> rpc_httpd
0 Wed Apr 12 20:23:41 2006 snmpd. log
4096 Sun Mar 19 18:47:29 2006 <DIR> tfo

WAAS
core_dir crash
downgrade errorlog lost+found sa service_logs spool var

1-4
1-4 WAAS
/
actona WAAS
logs
actona Manager.log
Utilities.log Watchdog.log
Cisco Wide Area Application Services
Configuration Guide
syslog.txt WAAS
Cisco TAC
show tech-support EXEC
N
WAAS Wide Area File Services WAFS;
DRE CONTENT

Cisco Wide Area Application Services
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[ | WAAS

WAAS

WAAS CLI
EXEC 1-5 WAAS

1-5 WAAS

copy {source | image} —

e cdrom — CDROM

e compactflash — CompactFlash

e disk —
e ftp—FTP
e http—HTTP

* running-config —

e startup-config —

e sysreport —

® system-status —

e tech-support —

e tftp—TFTP
cpfile source-filename —
destination-filename
delfile filename —
less filename LESS — LESS

mkfile filename —

rename old-filename —
new-filename

type filename —

type-tail filename [line | follow —
| | {begin LINE | exclude LINE |
include LINE}]

find-pattern pattern —

Cisco Wide Area Application Services
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copy EXEC

WAE# copy running-config startup-config

~

WAAS

WAE WAFS
wafs EXEC

wafs backup-config EXEC

WAFS

Cisco Wide Area Application Services Configuration Guide

delfile test

sample

WAE# cd test
WAE# 1s
sample
sample?2
WAE# delfile sample
WAE# 1s
sample?2

Watchdog.log
WAE# cd logs
WAE# cd actona
WAE# 1s
Watchdog.log
WAE# type-tail Watchdog.log
[2006-01-30 15:13:44,769] [FATAL] - System got fatal error going to restart.
[2006-03-19 18:43:08,611] [FATAL] - System got fatal error going to restart.
[2006-03-19 19:05:11,216] [FATAL] - System got fatal error going to restart.

WAE#

Cisco Wide Area Application Services
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[ | WAAS
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CHAPTER

Cisco WAAS

Cisco WAAS 4.0
2-1  WAAS
EXEC
CLI 1 WAAS
2-1 CLI central-manager
application-accelerator
S
WAAS WAAS Central Manager
WAE WAE WAAS
WAE
2-1
CLI
cd AAA
config adapter EndPoint Mapper EPM application-

accelerator

config alarm
overload-detect

config asset

config authentication

| oL-11817-01-J
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|
2-1
CLI
config auto-register DHCP WAE application-
WAAS Central accelerator
Manager
config-if autosense
config-if bandwidth 10 100
1000 Mbps
config banner Message of the Day MOTD;
EXEC
config bypass WAE application-
accelerator
cd EXEC
EXEC
config cdp WAAS Cisco Discovery
Protocol CDP
config-if cdp CDP
config central-manager application-accelerator WAE
WAAS Central Manager  IP
central-manager WAAS Central
Manager GUI
clear EXEC
clock EXEC
config clock
cms Centralized Management System CMS; EXEC
config cms WAAS
CMS
configure* EXEC EXEC
copy cdrom CD-ROM EXEC
copy compactflash Compact Flash EXEC
copy disk EXEC
copy ftp FTP EXEC
copy http HTTP EXEC
copy running-config EXEC

I Cisco Wide Area Application Services
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2-1
CLI
copy startup-config EXEC
copy sysreport EXEC
copy system-status EXEC
copy tech-support EXEC
copy tftp TFTP EXEC
cpfile EXEC
EXEC
debug EXEC
S
debug dre epm
print-spooler tfo wafs wcep
application-accelerator
config-std-nacl delete ACL 1 ACL
config-ext-nacl delete ACL 1 ACL
delfile EXEC
EXEC
deltree EXEC
EXEC
config-std-nacl deny WAAS ACL
config-ext-nacl deny WAAS ACL
config device mode WAAS
dir EXEC
EXEC
disable EXEC EXEC
disk cdnfs cfs mediafs sysfs EXEC
config disk
dnslookup DNS EXEC
EXEC
enable* EXEC EXEC

Cisco Wide Area Application Services
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|
2-1
CLI

config end

EXEC
config exec-timeout Telnet SSH
exit EXEC EXEC
config exit
config-if exit
config-std-nacl exit ACL ACL
config-ext-nacl  exit ACL ACL
config external-ip WAE 8 IP application-

accelerator
find-pattern EXEC
config-if  full-duplex
config-if half-duplex
config-if inline inlineGroup
help EXEC WAAS EXEC
EXEC

config help WAAS
config hostname

WAAS
config inetd FTP RCP TFTP
install EXEC
config interface*
config ip WAAS

IP
config-if ip WAAS IP
DHCP IP

I Cisco Wide Area Application Services
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2-1
CLI
config-if ip access-group
config ip access-list*
ACL

config kerberos Kerberos

config kernel

less LESS EXEC
EXEC

config line

config-std-nacl list ACL ACL

config-ext-nacl list ACL ACL

lIs EXEC
EXEC

config logging syslog

Is EXEC
EXEC

mkdir EXEC
EXEC

mkfile EXEC
EXEC

config-std-nacl move ACL ACL

config-ext-nacl move ACL ACL

config-if mtu MTU

config no

config-if no

config ntp NTP

ntpdate NTP EXEC

Cisco Wide Area Application Services
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|
2-1
CLI

config-std-nacl permit WAAS ACL

config-ext-nacl permit WAAS ACL
ping EXEC

EXEC

config policy-engine WAE application-
application classifier accelerator

config policy-engine EndPoint Mapper EPM application-
application map adaptor EPM WAE accelerator

config policy-engine WAFS transport WAE application-
application map adaptor WAFS accelerator
transport

config policy-engine application-
application map basic delete WAE accelerator

config policy-engine application-
application map basic disable WAE accelerator

config policy-engine application-
application map basic insert WAE accelerator

config policy-engine WAE application-
application map basic list accelerator

config policy-engine L3 application-
application map basic move L4 accelerator

config policy-engine WAE application-
application map basic name accelerator

config policy-engine WAE application-
application map other optimize |optimize DRE accelerator
DRE

config policy-engine optimize full application-

application map other optimize
full

accelerator

config policy-engine
application map other
pass-through

pass-through

application-
accelerator

config policy-engine
application name

application-
accelerator
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config policy-engine config application-
WAE accelerator
config port-channel
config primary-interface WAAS
config print-services WAAS
pwd EXEC
EXEC
config radius-server WAAS RADIUS
reload EXEC
rename EXEC
EXEC
restore EXEC
rmdir EXEC
EXEC
scp SCP EXEC
script EXEC
setup EXEC
show aaa accounting AAA EXEC
show adapter EndPoint Mapper EPM application-
accelerator
show alarms EXEC
show arp ARP EXEC
EXEC
show authentication EXEC
EXEC
show auto-register WAE EXEC application-
accelerator
show bypass WAE EXEC application-
EXEC |accelerator
show cdp CDP EXEC
EXEC
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show clock EXEC
EXEC
show cms EXEC
EXEC
show debugging EXEC
EXEC
show device-mode EXEC
EXEC
show disks EXEC
EXEC
show flash EXEC
EXEC
show hardware EXEC
EXEC
show hosts IP IP EXEC
EXEC
show inetd TCP/IP EXEC
EXEC
show interface EXEC
EXEC
show inventory EXEC
EXEC
show ip access-list EXEC
EXEC
show ip routes IP EXEC
EXEC
show Kkerberos Kerberos EXEC
EXEC
show logging EXEC
EXEC
show memory EXEC
EXEC
show ntp NTP EXEC
EXEC
show policy-engine application EXEC application-
EXEC |accelerator
show policy-engine status EXEC application-
EXEC |accelerator
show print-services EXEC
EXEC
show processes EXEC
EXEC
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show radius-server RADIUS EXEC
EXEC
show running-config EXEC
EXEC
show services EXEC
EXEC
show smb-conf smb-conf EXEC
EXEC
show snmp SNMP EXEC
EXEC
show ssh Secure Shell SSH; EXEC
EXEC
show standby EXEC
EXEC
show startup-config EXEC
EXEC
show statistics authentication EXEC
EXEC
show statistics WAAS Central Manager WAE EXEC central-manager
content-distribution-network WAE EXEC
show statistics dre WAE  Data Redundancy Elimination DRE EXEC application-
EXEC |accelerator
show statistics dre connection |WAE DRE EXEC application-
EXEC |accelerator
show statistics dre peer WAE DRE EXEC application-
EXEC |accelerator
show statistics epm DCE-RPC EPM EXEC application-
EXEC |accelerator
show statistics icmp ICMP EXEC
EXEC
show statistics ip IP EXEC
EXEC
show statistics netstat EXEC
EXEC
show statistics radius RADIUS EXEC
EXEC
show statistics services EXEC
EXEC
show statistics snmp SNMP EXEC
EXEC
show statistics tacacs TACACS+ EXEC
EXEC
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show statistics tcp Transmission Control Protocol EXEC
EXEC
show statistics tfo WAE  Transport Flow Optimization TFO EXEC application-
EXEC |accelerator
show statistics udp UDP EXEC
EXEC
show statistics weep WAE WCCP EXEC application-
EXEC |accelerator
show statistics Windows EXEC
windows-domain EXEC
show sysfs SYSFS EXEC
EXEC
show tacacs TACACS+ EXEC
EXEC
show tcp TCP EXEC
EXEC
show tech-support EXEC
EXEC
show telnet Telnet EXEC
EXEC
show tfo accelerators WAE EXEC application-
EXEC |accelerator
Transport Flow Optimization TFO
show tfo auto-discovery WAE TFO EXEC application-
EXEC |accelerator
show tfo bufpool WAE TFO EXEC application-
EXEC |accelerator
show tfo connection WAE TFO EXEC application-
EXEC |accelerator
show tfo filtering WAE TFO EXEC application-
EXEC |accelerator
show tfo status WAE TFO EXEC application-
EXEC |accelerator
show tfo synq SynQ Transport Flow Optimization EXEC application-
TFO EXEC |accelerator
show transaction-logging WAE EXEC application-
EXEC |accelerator
show user EXEC
EXEC
show users administrative EXEC
EXEC
show version EXEC
EXEC
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show wccep WAE WCCP EXEC application-
EXEC |accelerator
show windows-domain Windows EXEC
EXEC
config-if shutdown
shutdown EXEC
config smb-conf Samba
smb-conf
config snmp-server SNMP
access-list
config snmp-server SNMP
community
/
config snmp-server contact MIB
config snmp-server enable  |SNMP
traps
config snmp-server group
config snmp-server host SNMP
config snmp-server location |MIB sysLocation
config snmp-server mib SNMP MIB
config snmp-server notify ~ [SNMP
inform
config snmp-server user SNMP
config snmp-server view SNMPv2 MIB
snmp trigger MIB SNMP EXEC
ssh EXEC
WAAS EXEC
config sshd SSH
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config ssh-key-generate SSH
config-if standby
config tacacs WAAS TACACS+
config tcp TCP
tcpdump TCP EXEC
telnet Telnet EXEC
EXEC
config telnet enable Telnet
terminal EXEC
EXEC
tethereal EXEC
config tfo auto-discovery TCP application-
accelerator
IP
config tfo optimize WAE DRE TFO application-
accelerator
config tfo tcp keepalive WAE TCP TFO application-
accelerator
config tfo tcp optimized-mss |WAE TCP application-
TFO accelerator
config tfotcp WAE application-
optimized-receive-buffer TFO accelerator
config tfotcp WAE application-
optimized-send-buffer TFO accelerator
config tfo tcp original-mss  |WAE TCP application-
TFO accelerator
config tfotcp WAE application-
original-receive-buffer TFO accelerator
config tfotcp WAE application-
original-send-buffer TFO accelerator
traceroute EXEC
EXEC
transaction-log WAE TFO EXEC application-
accelerator
config transaction-logs WAE application-

accelerator
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type EXEC
EXEC
type-tail EXEC
EXEC
undebug debug EXEC
config username
wafs WAE EXEC application-
accelerator
config weccp access-list WAE Web Cache Coordination Protocol application-
WCCP GRE IP accelerator
config weccp flow-redirect WAE application-
accelerator
config weccep router-list WCCP 2 application-
WAE accelerator
config wcep shutdown WAE application-
accelerator
config wecep slow-start WAE application-
accelerator
config wecep WAE TCP WCCP application-
tcp-promiscuous 2 61 62 accelerator
config weccp version WCCP application-
accelerator
whoami EXEC
EXEC
windows-domain Windows EXEC
config  windows-domain Windows
write EXEC
NVRAM

MIB
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CHAPTER

WAAS CLlI
e WAAS EXEC
EXEC
e WAAS
ACL config
ip access-list config ip access-list
CLI CLlI 1 WAAS
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I oL-11817-01-y .m



3 CLI |

EXEC

EXEC EXEC
EXEC 2
EXEC EXEC
2 enable disable
EXEC
EXEC EXEC EXEC
> EXEC
# EXEC EXEC
Enter
~
hostname
EXEC

WAE> enable
WAE#
EXEC exit
WAE# exit
WAE>
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cd

WAAS

cd directoryname

cd

cd EXEC

directoryname

EXEC

application-accelerator

central-manager

WAE (config)# ecd locall

WAE (config)# ed /locall

deltree
dir

Ils

Is
mkdir

pwd
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W clear

clear

clear cdp {counters | table}

clear ip access-list counters [acl-num | acl-name]

clear logging

clear EXEC

clear statistics {all | authentication | history | icmp | inline | ip | radius | running | tacacs | tcp | udp |
windows-domain}

clear statistics tfo {all | auto-discovery | blacklist | filtering | peer | policy-engine | synq}

clear users administrative

clear windows-domain-log

cdp Cisco Discovery Protocol CDP

counters CDP

table CDP

ip access-list IP

counters IP

acl-num ID 1 99
100 199

acl-name 30 ID

logging

statistics

all

authentication

history

icmp ICMP

inline

ip IP

radius RADIUS

running

tacacs TACACS+

tcp TCP

udp UDP

windows-domain Windows

tfo TCP Flow Optimization TFO

all TFO

auto-discovery

TFO auto-discovery

blacklist TFO blacklist
filtering TFO

peer TFO peer
policy-engine TFO

synq TFO SynQ
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clear

users

administrative

windows-domain-log  Samba Kerberos Winbind

EXEC

application-accelerator

central-manager

clear logging

syslog.txt
syslog.txt Syslog cleared
Syslog

Feb 14 12:17:18 WAE# exec_clear_logging:Syslog cleared

clear statistics

clear users administrative TACACS
clear windows-domain-log Windows
WAAS syslog.txt
WAE# clear logging
WAAS RADIUS TACACS+
WAE# clear statistics radius
WAE# clear statistics tacacs
WAE# clear statistics authentication
WAAS Windows
WAE# clear windows-domain-log

show interface

show wcep
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W clock

clock

clock EXEC
no
clock {read-calendar | set time day month year | update-calendar}

read-calendar

set

time hh  mm ss hh 00 23 mm 00 59 ss 00 59

day 1 31

month January February March April May June July August September

October November December

year 1993 2035

update-calendar

EXEC

application-accelerator

central-manager

NTP
WAAS clock timezone
uTC
2
set
WAAS

WAE# clock set 13:32:00 01 February 2005

show clock
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cms W

CMS

WAAS  Centralized Management System CMS
cms EXEC

cms {config-sync | database {backup | create | delete | downgrade [script filename] | lcm {enable |
disable} | maintenance {full | regular} | restore filename | validate} | deregister [force] | recover
{identity word}}

config-sync WAAS Cenral Manager
database CMS

backup

create

delete

downgrade CMS

script CMS

filename

Icm WAAS Central Manager WAAS /

enable WAAS CLI

disable WAAS CLI

maintenance

full

regular

restore

filename

validate

deregister CMS

force

recover WAAS ID

identity ID

word ID

EXEC

application-accelerator

central-manager

Cisco Wide Area Application Services
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W cms

WAAS WAAS WAAS Central Manager 1
WAAS Central Manager WAAS WAAS
Secure Shell Layer SSL
WAAS Rivest Shamir Adelman RSA
cms config-sync WAAS WAAS Central
Manager 5 WAAS Central Manager
getUpdate
WAAS Central Manager getUpdate
WAAS Central Manager GUI Pending cms config-sync
getUpdate Online
CMS cms database create WAAS
cms enable
CMS
SSL WAAS Central Manager

WAAS Central Manager

WAAS Central Manager GUI
WAAS Central Manager

RSA
WAAS cms deregister
WAAS

WAAS Central Manager cms database backup

] ID

e PostgreSQL

N
WAAS Cental Manager CMS Cisco Wide

Area Application Services Configuration Guide

cms recover identity word WAAS Central Manager GUI
System.device.recovery.key Modifying Config Property
lcm WAE / LCM LCM
CLlI GUI WAAS
cms Icm enable WAE WAAS Central Manager
CMS CLI

WAAS Central Manager
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cms W
cms lcm disable WAE WAAS Central Manager
CMS CLI WAAS Central Manager CLI
WAAS Central Manager
LCM WAAS Central Manager GUI WAE
WAAS
Central Manager
WAAS Central Manager CLI

WAAS Central Manager ~WAE
WAAS Central Manager GUI Force full database update

WAAS Central Manager

WAAS Central Manager

WAAS Central Manager waas-cm cms

waas-cm# cms database backup
creating backup file with label “backup'

backup file locall/acns-db-9-22-2002-17-36.dump is ready. use copy' commands to move

the backup file to a remote host.

WAAS Central Manager waas-cm cms

waas-cm# cms database validate
Management tables are valid

config cms

show cms
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Ml configure

configure

configure EXEC

configure

end exit
Ctrl-Z

EXEC

application-accelerator

central-manager

WAAS

WAE# configure
WAE (config) #

config end
config exit
show running-config

show startup-config
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copy cdrom

CD-ROM

copy cdrom install filedir filename

copy cdrom W

copy cdrom EXEC

cdrom CD-ROM

install

filedir

filename

EXEC

application-accelerator

central-manager

install

reload

show running-config
show startup-config
wafs

write

Cisco Wide Area Application Services
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W copy compactflash

copy compactflash

CompactFlash copy compactflash
EXEC

copy compactflash install filename

compactflash CompactFlash

install

filename

EXEC

application-accelerator

central-manager

install

reload

show running-config
show startup-config
wafs

write
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copy disk

FTP

copy disk EXEC

copy disk W

copy disk {ftp {hostname | ip-address} remotefiledir remotefilename localfilename | startup-config

filename}

disk

ftp FTP

hostname FTP

ip-address FTP

remotefiledir

FTP

remotefilename FTP

localfilename

startup-config

NVRAM

filename

EXEC

application-accelerator

central-manager

SYSFS FTP

copy disk startup-config EXEC

install

reload

show running-config
show startup-config
wafs

write

Cisco Wide Area Application Services
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W copyftp

copy ftp

FTP

copy ftp EXEC

copy ftp {central {hostname | ip-address} remotefiledir remotefilename slotnumber [username
username password | proxy {hostname | ip-address} proxy_portnum [username username
password] | port port-num | md5 md5sum] | disk {hostname | ip-address} remotefiledir
remotefilename localfilename | install {hostname | ip-address} remotefiledir remotefilename}

ftp FTP

central

hostname FTP

ip-address FTP

remotefiledir

FTP

remotefilename

slotnumber

username

FTP

username

password

FTP

proxy

hostname

ip-address

proxy_portnum

username

username

password

port

FTP

port-num

FTP

md5

MD5

md5sum

MD5

disk

hostname FTP

ip-address FTP

remotefiledir

FTP

remotefilename

localfilename

install

FTP

hostname

FTP

ip-address

FTP

remotefiledir

remotefilename
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EXEC

application-accelerator

central-manager

FTP WAAS SYSFS
diskEXEC
FTP WAAS
EXEC

FTP

copy ftp central EXEC

copy ftp install EXEC
WAAS
primary domain controller PDC;

BIOS

WAE-511 WAE-512 WAE-611 WAE-612 WAE-7326 BIOS

Basic Input/Output System BIOS

BIOS
Power-On Self Test POST;

BIOS
BIOS
Cisco.com
<WAAS-installable>.bin
BIOS
. FTP
. .bin BIOS
511 bios.bin
611_bios.bin
7326_bios.bin

Cisco Wide Area Application Services
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W copyftp

BIOS BIOS
BIOS
BIOS Uninterruptible Power Supply UPS;
BIOS copy ftp install EXEC

WAE# copy ftp install ftp-server remote_file dir 7326_bios.bin

BIOS reload EXEC

WAE# reload

BIOS

FTP

WAE# copy ftp install 10.1.1.1 //ftp-sj.cisco.com/cisco/waas/4.0 WAAS-4.0.0-k9.bin
Enter username for remote ftp server:biff

Enter password for remote ftp server:*****

Initiating FTP download...

printing one # per 1MB downloaded

Sending:USER biff

10.1.1.1 FTP server (Version) Mon Feb 28 10:30:36 EST

2000) ready.

Password required for biff.

Sending:PASS *****

User biff logged in.

Sending:TYPE I

Type set to I.

Sending:PASV

Entering Passive Mode (128,107,193,244,55,156)

Sending:CWD //ftp-sj.cisco.com/cisco/waas/4.0

CWD command successful.

Sending PASV

Entering Passive Mode (128,107,193,244,55,156)

Sending:RETR WAAS-4.0.0-k9.bin

Opening BINARY mode data connection for ruby.bin (87376881 bytes).
HHSH SRS H AR AR RS RS RS RS RS RS AR AR A H A H AR A H AR AR AR A S A SRS SRS S S
writing flash component:

The new software will run after you reload.
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copy ftp

BIOS
/locall/.bios_upgrade.txt BIOS Cisco.com
BIOS
WAAS

WAE-7326# copy ftp install upgradeserver /bios/update53/derived/ 7326_bios.bin
Enter username for remote ftp server:myusername
Enter password for remote ftp server:*****
Initiating FTP download...
printing one # per 1MB downloaded
Sending:USER myusername
upgradeserver.cisco.com FTP server (Version wu-2.6.1-18) ready.
Password required for myusername.
Sending:PASS ***Fx&kxxx
Please read the file README_dotfiles
it was last modified on Wed Feb 19 16:10:26 2005- 94 days ago
Please read the file README_first
it was last modified on Wed Feb 19 16:05:29 2005- 94 days ago
User myusername logged in.
Sending:TYPE I
Type set to I.
Sending:PASV
Entering Passive Mode (128,107,193,240,57,37)
Sending:CWD /bios/update53/derived/
CWD command successful.
Sending PASV
Entering Passive Mode (128,107,193,240,146,117)
Sending:RETR 7326_bios.bin
Opening BINARY mode data connection for 7326_bios.bin (834689 bytes).
Fri Jan 7 15:29:07 UTC 2005
BIOS installer running!
Do not turnoff the system till BIOS installation is complete.
Flash chipset:Macronix 29LV320B
0055000.FLS:280000 [80000]
Erasing block 2£:280000 - 28ffff
Erasing block 30:290000 - 29ffff
Erasing block 31:2a0000 - 2affff
Erasing block 32:2b0000 - 2bffff
Erasing block 33:2c0000 - 2cffff
Erasing block 34:240000 - 2dffff
Erasing block 35:2e0000 - 2effff
Erasing block 36:2f0000 - 2fffff
Programming block 2f:280000 - 28ffff
Programming block 30:290000 - 29ffff
Programming block 31:2a0000 - 2affff
Programming block 32:2b0000 - 2bffff
Programming block 33:2c0000 - 2cffff
Programming block 34:240000 - 2dffff
Programming block 35:2e0000 - 2effff
Programming block 36:2f0000 - 2fffff
SCSIROM.BIN:260000 [20000]
Erasing block 2d:260000 - 26ffff
Erasing block 2e:270000 - 27ffff
Programming block 2d:260000 - 26ffff
Programming block 2e:270000 - 27ffff
PXEROM.BIN:250000 [10000]
Erasing block 2c:250000 - 25ffff
Programming block 2c¢:250000 - 25ffff
Primary BIOS flashed successfully
Cleanup BIOS related files that were downloaded....
The new software will run after you reload.
WAE-7326#
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W copy http

install

reload

show running-config
show startup-config
wafs

write

copy http

HTTP WAAS
EXEC

copy http

copy http install {hostname | ip-address}remotefiledir remotefilename [port portnum] [proxy

proxy_portnum] [username username password]

http HTTP
install HTTP
hostname HTTP
ip-address HTTP

remotefiledir

remotefilename

port HTTP

portnum HTTP

proxy HTTP

proxy_portnum HTTP

username HTTP

username

password

HTTP 80

EXEC

application-accelerator

central-manager

I Cisco Wide Area Application Services
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copy http W
HTTP WAAS
copy http install EXEC HTTP
HTTP WASS
HTTP
copy http central EXEC
proxy hostname | ip-address copy http install EXEC
HTTP
WAAS

Primary Domain Controller PDC;

BIOS
WAE-511 WAE-512 WAE-611 WAE-612 WAE-7326 BIOS

Basic Input/Output System BIOS

BIOS
Power-On Self Test POST;

CPU
PC
BIOS
BIOS
BIOS
BIOS BIOS 1 .bin
Cisco.com
<WAAS-installable>.bin
BIOS WAAS BIOS
o HTTP
. .bin BIOS
511 bios.bin
611_bios.bin
7326_bios.bin
BIOS BIOS

Cisco Wide Area Application Services
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W copy http

BIOS
BIOS Uninterruptible Power Supply  UPS;
BIOS WAAS copy http
install EXEC
WAE# copy http install http-server remote file dir 7326_bios.bin
[portnumber]
BIOS reload EXEC
WAAS

WAE# reload

BIOS

HTTP WAAS

WAE# copy http install 10.1.1.1 //ftp-sj.cisco.com/cisco/waas/4.0 WAAS-4.0.0-k9.bin
Enter username for remote ftp server:biff

Enter password for remote ftp server:*****

Initiating FTP download...

printing one # per 1MB downloaded

Sending:USER biff

10.1.1.1 FTP server (Version) Mon Feb 28 10:30:36 EST

2000) ready.

Password required for biff.

Sending:PASS *****

User biff logged in.

Sending:TYPE I

Type set to I.

Sending:PASV

Entering Passive Mode (128,107,193,244,55,156)

Sending:CWD //ftp-sj.cisco.com/cisco/waas/4.0

CWD command successful.

Sending PASV

Entering Passive Mode (128,107,193,244,55,156)

Sending:RETR WAAS-4.0.0-k9.bin

Opening BINARY mode data connection for ruby.bin (87376881 bytes).
HHSH SRR SRS RS SRS RS SRS RS H AR A S A S AR S A H A H AR A S A S A SRS H S S SHS S H
writing flash component:

The new software will run after you reload.
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copy http

BIOS
/locall/.bios_upgrade.txt BIOS Cisco.com
BIOS
WAAS

WAE-7326# copy ftp install upgradeserver /bios/update53/derived/ 7326_bios.bin
Enter username for remote ftp server:myusername
Enter password for remote ftp server:*****
Initiating FTP download...
printing one # per 1MB downloaded
Sending:USER myusername
upgradeserver.cisco.com FTP server (Version wu-2.6.1-18) ready.
Password required for myusername.
Sending:PASS ***Fx&kxxx
Please read the file README_dotfiles
it was last modified on Wed Feb 19 16:10:26 2005- 94 days ago
Please read the file README_first
it was last modified on Wed Feb 19 16:05:29 2005- 94 days ago
User myusername logged in.
Sending:TYPE I
Type set to I.
Sending:PASV
Entering Passive Mode (128,107,193,240,57,37)
Sending:CWD /bios/update53/derived/
CWD command successful.
Sending PASV
Entering Passive Mode (128,107,193,240,146,117)
Sending:RETR 7326_bios.bin
Opening BINARY mode data connection for 7326_bios.bin (834689 bytes).
Fri Jan 7 15:29:07 UTC 2005
BIOS installer running!
Do not turnoff the system till BIOS installation is complete.
Flash chipset:Macronix 29LV320B
0055000.FLS:280000 [80000]
Erasing block 2£:280000 - 28ffff
Erasing block 30:290000 - 29ffff
Erasing block 31:2a0000 - 2affff
Erasing block 32:2b0000 - 2bffff
Erasing block 33:2c0000 - 2cffff
Erasing block 34:240000 - 2dffff
Erasing block 35:2e0000 - 2effff
Erasing block 36:2f0000 - 2fffff
Programming block 2f:280000 - 28ffff
Programming block 30:290000 - 29ffff
Programming block 31:2a0000 - 2affff
Programming block 32:2b0000 - 2bffff
Programming block 33:2c0000 - 2cffff
Programming block 34:240000 - 2dffff
Programming block 35:2e0000 - 2effff
Programming block 36:2f0000 - 2fffff
SCSIROM.BIN:260000 [20000]
Erasing block 2d:260000 - 26ffff
Erasing block 2e:270000 - 27ffff
Programming block 2d:260000 - 26ffff
Programming block 2e:270000 - 27ffff
PXEROM.BIN:250000 [10000]
Erasing block 2c:250000 - 25ffff
Programming block 2c¢:250000 - 25ffff
Primary BIOS flashed successfully
Cleanup BIOS related files that were downloaded....
The new software will run after you reload.
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W copy http

install

reload

show running-config
show startup-config
wafs

write
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copy running-config

copy running-config M

copy running-config EXEC

copy running-config {disk filename | startup-config | tftp {hostname | ip-address} remotefilename}

running-config

disk

filename

startup-config NVRAM
tftp TFTP

hostname TETP

ip-address TFTP IP

remotefilename TFTP

EXEC

application-accelerator

central-manager

WAAS
TFTP
copy running-config startup-config EXEC

install

reload

show running-config
show startup-config
wafs

write
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W copy startup-config

copy startup-config

copy startup-config EXEC

copy startup-config {disk filename | running-config | tftp {hostname | ip-address} remotefilename}

startup-config

disk

filename

running-config

tftp TFTP
hostname TETP

ip-address TFTP IP
remotefilename TFTP

EXEC

application-accelerator

central-manager

TFTP SYSFS

copy startup-config EXEC

install

reload

show running-config
show startup-config
wafs

write

I Cisco Wide Area Application Services
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copy sysreport

copy sysreport W

copy sysreport EXEC

copy sysreport {disk filename | ftp {hostname | ip-address} remotedirectory remotefilename | tftp
{hostname | ip-address} remotefilename} [start-date {day month | month day} year [end-date {day
month | month day} year]]

sysreport WAAS

disk

filename tar.gz

ftp FTP

hostname FTP

ip-address FTP IP

remotedirectory FTP

remotefilename FTP

tftp TFTP

hostname TFTP

ip-address TFTP IP

remotefilename TFTP

start-date

day month 1 31 January February March April May
June July August September October November December

year 1993 2035

end-date

day month 1 31 January February March April May June
July August September October November December

year 1993 2035

EXEC

application-accelerator

central-manager

copy sysreport CPU

Cisco Wide Area Application Services
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Ml copy system-status

WAAS mysysinfo

WAE# copy sysreport disk mysysinfo start-date 1 April 2006 end-date April 30 2006

FTP myserver foo FTP

WAE# copy sysreport ftp myserver / foo start-date 1 April 2006 end-date April 30 2006

show running-config
show startup-config

wafs

copy system-status

copy system-status EXEC

copy system-status disk filename

system-status disk

filename

EXEC

application-accelerator

central-manager

SYSFS
copy system-status EXEC

install

reload

show running-config
show startup-config
wafs

write

Cisco Wide Area Application Services
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copy tech-support H

copy tech-support

Cisco TAC
copy tech-support EXEC

copy tech-support {disk filename | tftp {hostname | ip-address} remotefilename}

tech-support

disk

filename

tftp TFTP
hostname TFTP

ip-address TFTP IP

remotefilename TFTP

EXEC

application-accelerator

central-manager

TFTP SYSFS copy
tech-support tftp EXEC

install

reload

show running-config
show startup-config
wafs

write

Cisco Wide Area Application Services
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W copy ttp

copy tftp

TFTP copy tftp EXEC

copy tftp {disk {hostname | ip-address} remotefilename localfilename | running-config {hostname |
ip-address} remotefilename | startup-config {hostname | ip-address} remotefilename}

tftp TFTP
disk TFTP

hostname TFTP

ip-address TFTP IP

remotefilename TFTP

localfilename

running-config TETP

hostname TFTP

ip-address TFTP IP

remotefilename TFTP

startup-config TETP
hostname TFTP

ip-address TFTP IP

remotefilename TFTP

EXEC

application-accelerator

central-manager

TFTP copy tftp disk EXEC

install

reload

show running-config
show startup-config
wafs

write
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cpfile W

cpfile
cpfile EXEC

cpfile oldfilename newfilename

oldfilename

newfilename

EXEC

application-accelerator

central-manager

EXEC SYSFS

WAE# cpfile fe511-194616.bin £d4511-194618.bin

deltree
dir

Ils

Is
mkdir
pwd

rename

Cisco Wide Area Application Services
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M debug

debug

WAAS
debug EXEC
no undebug
application-accelerator debug

debug authentication {content-request | user | windows-domain}
debug buf {all | dmbuf | dmsg}

debug cdp {adjacency | events | ip | packets}

debug cli {all | bin | parser}

debug cms

debug dataserver {all | clientlib | server}

debug dhcp

debug dre {aggregation | all | cache | connection {aggregation [acl] | cache [acl] | core [acl] | message
[acl] | misc [acl] | acl} | core | Iz | message | misc}

debug epm

debug logging all

debug ntp

debug print-spooler {all | brief | errors | warnings}
debug rbcp

debug snmp {all | cli | main | mib | traps}

debug stats {all | collections | computation | history}

debug tfo {buffer-mgr | connection [auto-discovery [acl] | comp-mgr [acl] | conn-mgr [acl] | filtering
[acl] | netio-engine [acl] | policy-engine [acl] | synq [acl] | acl] | stat-mgr | translog}

debug translog export
debug wafs {{all | core-fe | edge-fe | manager | utilities} {debug | error | info | warn}}

debug wccep {all | detail | error | events | keepalive | packets | slowstart}

N

dre epm print-spooler rbcp tfo translog wafs wceep
application-accelerator

central manager debug

debug aaa accounting

debug all

debug authentication {content-request | user | windows-domain}
debug buf {all | dmbuf | dmsg}

debug cdp {adjacency | events | ip | packets}

debug cli {all | bin | parser}
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debug cms

debug dataserver {all | clientlib | server}

debug dhcp

debug emdb [level [levelnum]]

debug logging all

debug ntp

debug rpc {detail | trace}

debug snmp {all | cli | main | mib | traps}

debug stats {all | collections | computation | history}

debug W

emdb rpc

central manager

aaa accounting

AAA

all

authentication

content-request

user

windows-domain

Windows

buf

all

dmbuf

dmbuf

dmsg

dmsg

cdp

CDP

adjacency

CDP

events

CDP

ip

CDP IP

packets

CDP

cli

CLI

all

CLI

bin

CLI

parser

CLI

cms

CMS

dataserver

all

clientlib

server

dhcp

DHCP

dre

DRE

aggregation

DRE

all

DRE

cache

DRE

connection

DRE

Cisco Wide Area Application Services
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M debug

aggregation [acl]

DRE

cache [acl]

DRE

core [acl]

DRE

message [acl]

DRE

misc [acl]

DRE

acl

ACL

core

DRE

message

DRE

misc

DRE

epm

DCE-RPC EPM

logging

all

ntp

NTP

print-spooler

all

brief

errors

warnings

rbcp

RBCP

snmp

SNMP

all

SNMP

cli

SNMP CLI

main

SNMP

mib

SNMP MIB

traps

SNMP

stats

all

statistics

collection

computation

history

tfo

TFO

buffer-mgr

TFO

connection

TFO

auto-discovery [acl]

TFO

comp-mgr [acl]

TFO

conn-mgr [acl]

Connection Manager TFO

filtering [acl]

TFO

netio-engine [acl]

TFO

policy-engine [acl]

TFO

synq [acl]

SynQ TFO
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debug W

acl TFO ACL
stat-mgr TFO Statistics Manager
translog TFO
translog transaction logging
export FTP
wafs WASS
debug info warn error

all
core-fe Core File Engine WAE
edge-fe Edge File Engine WAE
manager Device Manager
utilities WAAS
wcep WCCP
all WCCP
detail WCCP
error WCCP
events WCCP
keepalive WCCP
packets WCCP
slowstart WCCP

central manager
emdb
level EMDB
levelnum 0
rpc RPC
detail detail RPC
trace trace RPC
EXEC

application-accelerator

central-manager

Cisco Wide Area Application Services
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M debug

debug
TAC

Watchdog

debug

WAAS

p.xv
WAAS is not running

show debugging

WAE# debug authentication user
WAE# show debugging
Debug authentication (user) is ON
WAE# no debug authentication user

WAE# debug wafs ?

all
core-fe
edge-fe
manager
utilities

log
log
log
log
log

level
level
level
level
level

for
for
for
for
for

WAE# debug wafs core-fe ?
log level to
log level to

debug set
error set
info set
warn set

log level to
log level to
WAE# debug wafs core-fe debug
corefe log level set to DEBUG

show debugging

undebug

Core WAE
info

all components
Core FE

Edge FE
Manager
Utilities

DEBUG
ERROR
INFO (default)
WARN
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delfile

delfile filename

delfile EXEC

delfile W

filename

EXEC

application-accelerator

central-manager

EXEC WAAS

/locall

WAE# delfile /locall/tempfile

cpfile
dir

Ils

Is
mkdir
pwd

rename

Cisco Wide Area Application Services
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Wl deltree

deltree

deltree
EXEC

deltree directory

directory

EXEC

application-accelerator

central-manager

EXEC WAAS
SYSFS

WAAS

/locall testdir

WAE# deltree /locall/testdir

cpfile
dir

Ils

Is
mkdir
pwd

rename

Cisco Wide Area Application Services
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dir

dir [directory]

dir EXEC

dir

directory

EXEC

application-accelerator

central-manager

:40:
44
:23:
: 45
50:
01:
:41
:25:
:26:
:38:
:26:
:38:
:25:
:25:
:25:
:25:
:29:
18:

EXEC

WAE# dir

size time
4096 Fri
4096 Tue
4096 Wwed
4506 Tue
4096 Tue
4096 Sun
4096 Wwed
16384 Thu
4096 Wwed
24576 Sun
4096 Thu

9945390 Sun
10026298 Thu
10013564 Thu
10055850 Thu
10049181 Thu

4096 Thu
508 Sat
logs

WAE# dir logs

12:
14:

size time
4096 Thu

4096 Mon

4096 Sun

4096 Thu

92 Wed

4096 Wwed

0 Wwed

4096 Sun

of last change

Feb
Mar
Apr
Apr
Apr
Apr
Apr
Feb
Apr
Apr
Feb
Apr
Apr
Apr
Apr
Apr
Feb
Feb

14
14
20
13

22
09:

20
12
03
23
12
23
12
12
12
12
12

13:

:42

:52

:23

00

10

11
56

29
02
21
09
20
00
00
00
00
30
35

of last change

23
11
20
20
20
18

:23
:23
:23
:47

13:
14:
:36:
:51:
:20
:43
:41
:29

50
41
40
51

IIs EXEC
2006 <DIR>
2006 <DIR>
2006 <DIR>
2006
2006 <DIR>
2006 <DIR>
2006 <DIR>
2006 <DIR>
2006 <DIR>
2006 <DIR>
2006 <DIR>
2006
2006
2006
2006
2006
2006 <DIR>
2006
2006 <DIR>
2006 <DIR>
2006 <DIR>
2006 <DIR>
2006
2006 <DIR>
2006
2006 <DIR>

actona
core_dir
crash
dbupgrade.log
downgrade
errorlog

logs
lost+found

sa
service_logs
spool
syslog.txt
syslog.txt.
syslog.txt.
syslog.txt.
syslog.txt.
var
wdd.sh.signed

W

actona

apache

emdb

export
ftp_export.status
rpc_httpd

snmpd. log

tfo

Cisco Wide Area Application Services

| oL-11817-01-J



3 CLI |

Wl disable

lls

disable

EXEC disable EXEC

disable

EXEC

application-accelerator

central-manager

WAAS CLI EXEC
2 EXEC
enable EXEC
EXEC

WAE> enable

Password :

disable EXEC

EXEC EXEC

WAE# disable
WAE>

enable

Cisco Wide Area Application Services
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disk

disk H

WAAS disk EXEC
disk delete-partitions diskname
disk mark diskname {bad | good}
disk reformat diskname

disk scan-errors diskname

delete-partitions
WAAS

diskname disk00 disk01

mark
diskname disk00 disk01

bad

WAAS

good
reformat SCSI

diskname disk00 disk01
scan-errors SCSI IDE

diskname disk00 disk01

EXEC

application-accelerator

central-manager

WAAS 2
Redundant Array of Independent Disks RAID;
WAAS

WAAS 2 WAAS RAID-1

RAID-1 2
RAID-1 1
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W disk

RAID-1
A
WAAS Wide Area File Services WAFS;
DRE CONTENT
WAE
WAAS
reload

disk01 WAAS disk01
1. disk mark EXEC disk01

WAE# disk mark diskO01l bad

disk0l is marked as bad.

It will be not used after reload.
2. show disks details EXEC disk01

* WAAS

disk01

WAE# show disks details
Physical disk information:

Normal

disk00: Normal
disk0l: Normal

(h00 c00 100 100 - DAS)
(h01 c00 i00 100 - DAS)

76324MB( 74 .5GB)
76324MB( 74.5GB) (*)

(*) Disk drive won't be used after reload.

Mounted filesystems:

MOUNT POINT TYPE DEVICE SIZE INUSE FREE USE%
/ root /dev/root 34MB 28MB 6MB 82%
3. reload EXEC WAAS Enter
WAAS
disk01
WAE# reload
Proceed with reload?[confirm]
4. show disks details EXEC
disk01 Not used (*) WAE

WAE# show disks details
Physical disk information:

disk00: Normal
disk0l: Not used

(h00 c00 i00 100 - DAS)

76324MB( 74 .5GB)

(*) Disk drive won't be used after reload.

I Cisco Wide Area Application Services

OoL-11817-01-J |



| 3 cLI

disk W

5. disk mark EXEC disk01

WAE# disk mark disk01l good

disk0l is marked as good.

It will be used after reload.
6. show disks details EXEC disk01 Not used

reload EXEC WAAS
Enter WAAS
disk01 show

disks details EXEC

WAE# show disks details

Physical disk information:

disk00: Normal (h00 c00 100 100 - DAS) 76324MB( 74.5GB)

disk01l: Not used

WAE# reload

Proceed with reload?[confirm]

WAE# show disks details

Physical disk information:

disk00: Normal (h00 c00 100 100 - DAS) 76324MB( 74.5GB)
disk0l: Normal (h01 c00 i00 100 - DAS) 76324MB( 74.5GB)
SCSI
WAAS SCSI disk reformat EXEC
SCSI
S
SCSI WAE-611 WAE-7326

SCSI
1. SCsI disk01

WAE# disk mark disk01l bad

2. WAAS

WAE# reload

WAE# disk reformat diskO1l

Cisco Wide Area Application Services
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W disk

4. WAAS RAID

WAE# reload

1

WAAS 1 disk
delete-partitions EXEC

disk delete-partitions EXEC WAAS

Microsoft Windows  Linux
yes

WAE# disk delete-partitions diskO01
This will erase everything on disk. Are you sure? [no] yes

config disk

show disks

Cisco Wide Area Application Services
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dnslookup

IP

dnslookup {hostname | domainname}

dnslookup EXEC

dnslookup W

hostname DNS

domainname

EXEC

application-accelerator

central-manager

3 dnslookup
abd.com IP 192.168.219.25
10.0.11.0

WAE# dnslookup myhost
official hostname: myhost.abc.com
address: 172.31.69.11

WAE# dnslookup abc.com
official hostname: abc.com
address: 192.168.219.25

WAE# dnslookup 10.0.11.0
official hostname: 10.0.11.0
address: 10.0.11.0

myhost

Cisco Wide Area Application Services
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Ml enable

enable

EXEC enable EXEC

enable

EXEC

application-accelerator

central-manager

WAAS CLI EXEC
2
EXEC enable EXEC
EXEC
TACACS+
15 0
WAAS EXEC
WAE> enable
Password :
~

WAAS TACACS+

disable EXEC EXEC

EXEC

WAE> enable
WAE#

disable

exit

Cisco Wide Area Application Services
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exit W

exit

EXEC EXEC exit

exit

application-accelerator

central-manager

Ctrl-Z end EXEC
exit Telnet

EXEC EXEC

WAE# exit
WAE>

Cisco Wide Area Application Services
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M find-pattern

find-pattern

EXEC find-pattern

find-pattern {binary reg-express filename | case {binary reg-express filename | count reg-express
filename | lineno reg-express filename | match reg-express filename | nomatch reg-express filename
| recursive reg-express filename} | count reg-express filename | lineno reg-express filename | match
reg-express filename | nomatch reg-express filename | recursive reg-express filename}

binary

reg-express

filename

case

count

lineno

match

nomatch

recursive

EXEC

application-accelerator

central-manager

EXEC

WAE# find-pattern case recursive admin removed_core

—rw------- 1 admin
core.3.0.0.b5.eh.2796
—rw------- 1 admin
core.cache.3.0.0.b131
—rw------- 1 admin
core.cache.3.0.0.b131
—rw------- 1 admin
core.cache.3.0.0.b131
—rw------- 1 admin
core.cache.3.0.0.b131
—rw------- 1 admin

core.cache.3.0.0.b131.

root

root

.cnbuild.

root

.cnbuild.

root

.cnbuild.

root

.cnbuild.

root

cnbuild.

95600640 Oct 12 10:27 /local/locall/core_dir/

97054720 Jan 11 11:31 /local/locall/core_dir/
14086

96845824 Jan 11 11:32 /local/locall/core_dir/
14823

101580800 Jan 11 12:01 /local/locall/core_dir/
15134

96759808 Jan 11 12:59 /local/locall/core_dir/
20016

97124352 Jan 11 13:26 /local/locall/core_dir/
8095
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find-pattern W

WAE# find-pattern match 10 removed_core
Tue Oct 12 10:30:03 UTC 2004

—rw------- 1 admin
core.3.0.0.b5.eh.2796
—rW------- 1 admin

root 95600640 Oct 12 10:27 /local/locall/core_dir/

root 101580800 Jan 11 12:01 /local/locall/core_dir/

core.cache.3.0.0.b131.cnbuild.15134

WAE# find-pattern count 10 removed_core

3

cd

dir

lls

| oL-11817-01-J
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W help

help
help EXEC

help

EXEC

application-accelerator

central-manager

show ?

show
stat?

help EXEC

WAE# help

Help may be requested at any point in a command by entering a question mark '?'. If

nothing matches, the help list will be empty and you must backup until entering a '?'
shows the available options.

Two styles of help are provided:
1.

Full help is available when you are ready to enter a command argument.
2.

Partial help is provided when an abbreviated argument is entered.
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install W

install

WAAS WAAS
install EXEC

install imagefilename

imagefilename .bin

EXEC

application-accelerator

central-manager

install
swfs

o SWFS
disk00

SYSFS locall

local2 install
install

WAAS

install .pax .bin cache-sw.bin

install

waeb11-cache-300.bin

WAE# install wae5l1l-cache-300.bin

copy disk

reload

Cisco Wide Area Application Services
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W less

less

LESS less EXEC

less file_name

file_name

EXEC

application-accelerator

central-manager

LESS 1 LESS
LESS type
. — k Ctrl-k y Ctrly
LESS LESS
h H
LESS
. — LESS
LESS syslog.txt

WAE# less syslog.txt
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m. OL-11817-01-J |



| 3 cLI

lls

lls EXEC

IIs [directory]

ns W

directory

EXEC

application-accelerator

central-manager

SYSFS
dir

WAE# 1lls
size time of last change name

4096 Fri Feb 24 14:40:00 2006 <DIR>

4096 Tue Mar 28 14:42:44 2006 <DIR>

4096 Wed Apr 12 20:23:10 2006 <DIR>
4506 Tue Apr 11 13:52:45 2006

4096 Tue Apr 4 22:50:11 2006 <DIR>

4096 Sun Apr 16 09:01:56 2006 <DIR>

4096 Wed Apr 12 20:23:41 2006 <DIR>

16384 Thu Feb 16 12:25:29 2006 <DIR>

4096 Wed Apr 12 03:26:02 2006 <DIR>

24576 Sun Apr 16 23:54:30 2006 <DIR>

4096 Thu Feb 16 12:26:09 2006 <DIR>
9951236 Sun Apr 16 23:54:20 2006
10026298 Thu Apr 6 12:25:00 2006
10013564 Thu Apr 6 12:25:00 2006
10055850 Thu Apr 6 12:25:00 2006
10049181 Thu Apr 6 12:25:00 2006

4096 Thu Feb 16 12:29:30 2006 <DIR>
508 Sat Feb 25 13:18:35 2006

dir

lls

actona

core_dir

crash

dbupgrade.log
downgrade

errorlog

logs

lost+found

sa

service_logs

spool
syslog.
syslog.
syslog.
syslog.
syslog.
var
wdd.sh.

txt

txt.
txt.
txt.
txt.

B W N e

signed
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b s
IS
Is EXEC
Is [directory]
directory
EXEC
application-accelerator
central-manager
Is directory
Is

WAE# 1s
actona
core_dir
crash
dbupgrade.log
downgrade
errorlog

logs
lost+found

sa
service_logs
spool
syslog.txt
syslog.txt.
syslog.txt.
syslog.txt.
syslog.txt.
var

W N

wdd.sh.signed

dir
Ils

pwd
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mkdir

mkdir

mkdir EXEC
mkdir directory
directory
EXEC
application-accelerator
central-manager
EXEC WAAS
oldpaxfiles

WAE# mkdir /oldpaxfiles

cpfile
dir

lls

Is

pwd
rename

rmdir

Cisco Wide Area Application Services
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H  mkfile

mkfile

mkfile EXEC

mkfile filename

filename

EXEC

application-accelerator

central-manager

EXEC WAAS

traceinfo

WAE# mkfile traceinfo

cpfile
dir

Ils

Is
mkdir
pwd

rename
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ntpdate

NTP WAAS

ntpdate EXEC

ntpdate {hostname | ip-address}

ntpdate W

hostname NTP
ip-address NTP IP
EXEC
application-accelerator
central-manager
NTP WAAS
clock save
NTP WAAS

WAE# ntpdate 10.11.23.40

clock
config clock
show clock

show ntp

Cisco Wide Area Application Services
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Ml ping
ping
EXEC
ping {hostname | ip-address}
hostname ping
ip-address ping IP
EXEC
application-accelerator
central-manager
hostname WAAS DNS
Ctrl-C
172.19.131.189
WAE# ping 172.19.131.189
PING 172.19.131.189 (172.19.131.189) from 10.1.1.21 : 56(84) bytes of
data.
64 bytes from 172.19.131.189: icmp_seq=0 ttl=249 time=613 usec
64 bytes from 172.19.131.189: icmp_seg=1 ttl=249 time=485 usec
64 bytes from 172.19.131.189: icmp_seqg=2 ttl=249 time=494 usec
64 bytes from 172.19.131.189: icmp_seqg=3 ttl=249 time=510 usec
64 bytes from 172.19.131.189: icmp_seqg=4 ttl=249 time=493 usec

---172.19.131.189 ping statistics ---

5 packets transmitted,

round-trip min/avg/max/mdev
WAE#

5 packets received,

0% packet loss

0.485/0.519/0.613/0.047 ms
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pwd

WAAS

pwd

EXEC

application-accelerator

central-manager

WAE# pwd
/locall

cd
dir

lls

pwd EXEC

WAAS

Cisco Wide Area Application Services

| oL-11817-01-J

pwd H



3 CLI |

W reload

reload

WAAS reload EXEC

reload [force]

force

EXEC

application-accelerator

central-manager

WAAS reload

cache synchronize

WAAS

WAE# reload force

write
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rename W

rename

WAAS rename EXEC

rename oldfilename newfilename

oldfilename

newfilename

EXEC

application-accelerator

central-manager

SYSFS

errlog.txt old_errlog.txt

WAE# rename errlog.txt old_errlog.txt

cpfile

Cisco Wide Area Application Services
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W restore

restore

restore EXEC

restore {factory-default [preserve basic-config] | rollback}

factory-default

preserve

basic-config

rollback

EXEC

application-accelerator

central-manager

EXEC

Telnet Secure Shell SSH;

Central Manager

WAAS Central Manager  restore factory-default

WAAS Central Manager WAAS Central Manager
WAAS Central Manager
WAAS Central Manager

Central Manager

SYSFS WAAS
PRINTSPOOLFS

I Cisco Wide Area Application Services
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restore W

WAAS Central Manager WAAS
WAAS Central Manager
WAE  WAAS Central Manager

Central Manager WAAS Central Manager
WAAS Central Manager

WAAS Central Manager
WAAS Central Manager

restore rollback WAAS
WAAS
restore rollback WAAS.bin
WAAS.bin
WAAS
WAFS WAAS WAAS WAFS
2 restore factory-default restore factory-default preserve basic-config

WAE# restore factory-default

This command will wipe out all of data on the disks

and wipe out WAAS CLI configurations you have ever made.
If the box is in evaluation period of certain product,
the evaluation process will not be affected though.

It is highly recommended that you stop all active services
before this command is run.

Are you sure you want to go ahead?[yes/no]

WAE# restore factory-default preserve basic-config

This command will wipe out all of data on the disks

and all of WAAS CLI configurations except basic network
configurations for keeping the device online.

The to-be-preserved configurations are network interfaces,
default gateway, domain name, name server and hostname.

If the box is in evaluation period of certain product,

the evaluation process will not be affected.

It is highly recommended that you stop all active services
before this command is run.

Are you sure you want to go ahead?[yes/no]
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Cisco Wide Area Application Services [}



cLi |

restore

restore

WAE# show disks details

Physical disk information:

disk00:
disk01:

Mounted filesystems:

Normal
Normal

MOUNT POINT

/

/swstore
/state
/disk00-04

/local/locall

.../locall
/sw

/spool

TYPE

root
internal
internal
CONTENT
SYSFS
PRINTSPOOL
internal

Software RAID devices:

DEVICE NAME

/dev/mdo
/dev/mdl
/dev/md2
/dev/md3
/dev/md4
/dev/md5
/dev/md6

TYPE

RAID-
RAID-
RAID-
RAID-
RAID-
RAID-
RAID-
Currently content-filesystems RAID level is not configured to

WAAS

STATUS
1 NORMAL
1 NORMAL
1 NORMAL
1 NORMAL
1 NORMAL
1 NORMAL
1 NORMAL

Y

reload

show disks details

(h00 c00 100 100

SYSFS WAAS

- DAS)

restore

PRINTSPOOLFS

140011MB(136.7GB)

(h00 c00 i01 100 - DAS) 140011MB(136.7GB)
DEVICE SIZE INUSE FREE USE%
/dev/root 35MB 30MB 5MB 85%
/dev/mdl 991MB 333MB 658MB 33%
/dev/md2 3967MB 83MB 3884MB 2%
/dev/md4 122764MB 33MB 122731MB 0%
/dev/md5 3967MB 271MB 3696MB 6%
/dev/mdé 991MB 16MB 975MB 1%
/dev/md0 991MB 424MB 567MB 42%

PHYSICAL DEVICES AND STATUS
OPERATION disk00/00[GOOD] disk01/00[GOOD]
OPERATION disk00/01[GOOD] disk01/01[GOOD]
OPERATION disk00/02[GOOD] disk01/02[GOOD]
OPERATION disk00/03[GOOD] disk01/03[GOOD]
OPERATION disk00/04[GOOD] disk01/04[GOOD]
OPERATION disk00/05[GOOD] disk01/05[GOOD]
OPERATION disk00/06 [GOOD] disk01/06[GOOD]
change.
copy

I Cisco Wide Area Application Services
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restore W

X restore rollback

WAE# copy ftp install server path waas.versionY.bin

WAE# show version

Cisco Wide Area Application Services Software (WAAS)

Copyright (c) 1999-2006 by Cisco Systems, Inc.

Cisco Wide Area Application Services Software Release 4.0.0 (build b340 Mar 25 2
006)

Version: fe611-4.0.0.340

Compiled 17:26:17 Mar 25 2006 by cnbuild

System was restarted on Mon Mar 27 15:25:02 2006.
The system has been up for 3 days, 21 hours, 9 minutes, 17 seconds.

WAE# show version last
Nothing is displayed.
WAE# show version pending
WAAS 4.0.1 Version Y
WAE# reload
...... reloading ......
WAE# show version
Cisco Wide Area Application Services Software (WAAS)

WAE# restore rollback
WAE# reload
...... reloading ......

restore show startup-config
show running-config

reload

show disks

show running-config
show startup-config

show version

Cisco Wide Area Application Services
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H rmdir

rmdir

WAAS rmdir EXEC

rmdir directory

directory

EXEC

application-accelerator

central-manager

EXEC WAAS rmdir

locall oldfiles

WAE# rmdir /locall/oldfiles

cpfile
dir

Ils

Is
mkdir
pwd

rename

Cisco Wide Area Application Services
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scp

scp W

scp

scp [11[2][4]1[6]1[B1[C1Ip1[al[r1[V] [c cipher] [F config-file] [i id-file] [I limit] [o ssh_option] [P port] [S
program] [[user @] host : file] [...] [[user-n @] host-n : file-n]

1Pv4

IPv6

w| o & N -

scp

scp ssh

scp ssh

scp
ssh

cipher

F

Secure Shell SSH
scp ssh

config-file
i

RSA scp
ssh

id-file

RSA

limit

kbps

0

ssh_configh ssh

ssh_option

ssh

P

port

S

program

user

host

file

EXEC
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W script

application-accelerator

central-manager

scp SSH

ssh

script
script
EXEC

script {check | execute} file_name

check
execute

SYSFS

file_name

EXEC

application-accelerator

central-manager

script EXEC

test_script.pl

WAE# script check test_script.pl

Cisco Wide Area Application Services
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setup W

setup

WAAS
WAAS
setup EXEC

setup

EXEC

application-accelerator

central-manager

setup Cisco Wide Area Application Services Quick Configuration Guide

WAAS WAAS setup EXEC

WAE# setup

Please choose an interface to configure from the following list:
1: GigabitEthernet 1/0

2: GigabitEthernet 2/0

Enter choice:

Press the ESC key at any time to quit this session

Cisco Wide Area Application Services
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B show aaa accounting

show aaa accounting

WAAS Authentication, Authorization, Accounting AAA,

show aaa accounting

EXEC

application-accelerator

central-manager

show aaa accounting EXEC

EXEC AAA
e Exec
[ ]
[ ]
3-1 show aaa accounting
3-1 show aaa accounting
Accounting Type AAA
Exec
0
15
Record Event(s) AAA
stop-only WAAS TACACS+
start-stop WAAS TACACS+
TACACS+
wait-start WAAS
TACACS+
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OoL-11817-01-J |



| 3 cLI

31 show aaa accounting

show adapter

disabled

Protocol

cd

show adapter

EndPoint Mapper EPM

show adapter epm

show adapter EXEC

epm Microsoft PortMapper

EXEC

application-accelerator

WAE application-accelerator

3-2 show adapter epm

3-2 show adapter epm

Central Manager

CM

EPM (MS-PortMapper) adapter is enabled.

EPM (MS-PortMapper) adapter is disabled.

EPM

config adapter

show statistics epm

Cisco Wide Area Application Services
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H show alarms

show alarms

WAAS
EXEC

show alarms

show alarms [critical [detail [support]] | detail [support] | history [start_num [end_num [detail
[support]]] | critical [start_num [end_num [detail [support]]]] | detail [support] | major [start_num
[end_num [detail [support]]]] | minor [start_num [end_num [detail [support]]]]] | detail [support]
| major [detail [support]] | minor [detail [support]] | status]

critical

detail

support

history

start_num

end_num

major

minor

status

EXEC

application-accelerator

central-manager

WAAS Node Health Manager
WAAS
WAE
WAAS
WAAS SNMP
WAAS

* Node Health Manager
* System Monitor sysmon

WAAS 3

. — WAE
WAE

WAAS
Node Health Manager

SNMP

I Cisco Wide Area Application Services
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snmp-server enable traps alarms

show alarms critical EXEC

support EXEC

WAAS

show alarms major

WAAS

show alarms history EXEC

WAAS

WAAS

show alarms W

show alarms critical detail EXEC

show alarms critical detail

show alarms minor EXEC

show alarm status EXEC

show alarm history

WAE# show alarms history
Op Sev Alarm ID Module/Submodule
1 C Ma tfo_accl_wellness sysmon
2 C Cr wafs_edge_down wafs
3 R Ma tfo_accl_wellness sysmon
4 R Cr wafs_edge_down wafs
5 R Ma core_dump sysmon
Op - Operation: R-Raised, C-Cleared

Sev - Severity: Cr-Critical,

show alarm history

Ma-Major,

Mi-Minor

WAE# show alarms history 1 3 detail support
Op Sev Alarm ID

1 C Ma tfo_accl_wellness

Apr 12 20:25:58.119 UTC,

Module/Submodule

sysmon

Processing Error Alarm,

WAAS

Instance

accl=CIFS
accl=CIFS

core

Instance
accl=CIFS

#000003, 1000:445005

The CIFS TFO Accelerator application has had a keepalive failure.
Its wellness is in question.

/alm/maj/sysmon/accl=XXXX/tfo_accl_wellness:

A TFO Accelerator application has had a keepalive failure.

Explanation:
The System Monitor issues this to indicate that one of the
TFO Accelerators is failing to perform a wellness update

Action:

within the allotted time.

The implications are that some

connections may not be optimized properly by TFO and thus

optimization performance may be reduced.

Examine the status of the specified accelerator to verify it
is still operating properly and make adjustments to return
it to full health if necessary.

Cisco Wide Area Application Services
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H show alarms

2 C Cr wafs_edge_down wafs
Apr 12 20:25:30.756 UTC, Processing Error Alarm, #000002, 10000:1000001
WAFS Edge is down.

/alm/crit/wafs/wafs_edge_down:
WAFS Edge is down.

Explanation:
This alarm is used to check if the Edge is working.

Action:
Please reactivate the Edge component on the device.

3 R Ma tfo_accl_wellness sysmon accl=CIFS
Apr 12 20:24:43.127 UTC, Processing Error Alarm, #000003, 1000:445005
The CIFS TFO Accelerator application has had a keepalive failure.
Its wellness is in question.

/alm/maj/sysmon/accl=XXXX/tfo_accl_wellness:
A TFO Accelerator application has had a keepalive failure.

Explanation:
The System Monitor issues this to indicate that one of the
TFO Accelerators is failing to perform a wellness update
within the allotted time. The implications are that some
connections may not be optimized properly by TFO and thus
optimization performance may be reduced.

Action:
Examine the status of the specified accelerator to verify it
is still operating properly and make adjustments to return
it to full health if necessary.

Op - Operation: R-Raised, C-Cleared
Sev - Severity: Cr-Critical, Ma-Major, Mi-Minor

show alarm status
WAAS

WAE# show alarms status
Critical Alarms : 0
Major Alarms

Minor Alarms : 0

Overall Alarm Status : Major
Device i1s NOT in alarm overload state.

Device enters alarm overload state @ 10 alarms/sec.
Device exits alarm overload state @ 1 alarms/sec.
Overload detection is ENABLED.

config alarm overload-detect

config snmp-server enable traps

Cisco Wide Area Application Services
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showarp W
WAAS ARP show arp EXEC
show arp
EXEC
application-accelerator
central-manager
Address Resolution Protocol ARP;
show arp
ARP
3-3 show arp
3-3 show arp
Protocol
Address IP
Flags ARP
Hardware Addr 6 16 IP
Type
Interface /

Cisco Wide Area Application Services
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M show authentication

show authentication

WAAS show authentication EXEC

show authentication {print-services | user | content-request}

print-services WAAS

user

content-request

EXEC

application-accelerator

central-manager

WAAS Windows
WAAS
Windows
show authentication print-services EXEC
show print-services admin-group
EXEC
WAAS NTLM LDAP TACACS+ RADIUS Windows

show authentication user EXEC

WAAS show
authentication user EXEC WAAS
RADIUS
TACACS+ Windows
WAE# show authentication user
Login Authentication: Console/Telnet/Ftp/SSH Session
local enabled (primary)
Windows domain disabled
Radius disabled
Tacacs+ disabled

Configuration Authentication: Console/Telnet/Ftp/SSH Session

local enabled (primary)
Windows domain disabled
Radius disabled
Tacacs+ disabled

Cisco Wide Area Application Services
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WAAS
WAE# show authentication print-services
Windows domain server authenticates the Print Services

WAE# show print-services admin-group
There is no configured administrator group for print-services.

WAE# show authentication content-request
The content request authentication in disconnected mode is disabled

config authentication
clear

show statistics authentication

show auto-register

WAE show auto-register EXEC

show auto-register

EXEC

application-accelerator

3-4 show auto-register

3-4 show auto-register

show auto-register

Auto registration is enabled.

Auto registration is disabled.

config auto-register

Cisco Wide Area Application Services
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Bl show banner

show banner

Message of the Day MOTD;
banner EXEC

show banner

EXEC

application-accelerator

central-manager

3-5 show banner

3-5 show banner

EXEC

show

Banner is enabled.

MOTD banner is:abc

Login banner is:ach

Exec banner is:abc

EXEC

config auto-register
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show bypass

WAE

show bypass list

show bypass EXEC

show bypass W

list

50

EXEC

application-accelerator

50
WAE# show bypass list
Client Server
172.16.11.11:0 any-server:0
any-client:0 172.31.23.23:0

config bypass

Entry type
static-config
static-config

Cisco Wide Area Application Services
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W showcdp

show cdp

CDP

show cdp EXEC

show cdp [entry neighbor [protocol | version [protocol]] | holdtime | interface [FastEthernet slot/port
| GigabitEthernet slot/port] | neighbors [detail | FastEthernet slot/port [detail] | GigabitEthernet

slot/port [detail]] | run | timer | traffic]

entry

neighbor

CDP

protocol

CDP

version

CDP

holdtime

CDP

interface

FastEthernet

slot/port

GigabitEthernet

slot/port

neighbors

CDP

detail

FastEthernet

slot/port

detail

GigabitEthernet

slot/port

detail

run

CDP

timer

CDP

traffic

CDP

EXEC

application-accelerator

central-manager

I Cisco Wide Area Application Services
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showcdp W
Cbp CDP
CDP 2 CDP
CDP CDP
WAE# show cdp
Global CDP information:
Sending CDP packets every 60 seconds
Sending a holdtime value of 180 seconds
Sending CDPv2 advertisements is not enabled
WAE# show cdp holdtime
180 seconds
WAE# show cdp interface gigabitethernet 1/0
GigabitEthernetl/0 is up, line protocol is up
Encapsulation ARPA
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
WAE# show cdp neighbors gigabitethernet 1/0 detail
Device ID: actona-corel-6513(L)
Entry address(es) :
IP address: 10.10.40.3
Platform: cisco WS-C6513, Capabilities: Router Switch IGMP
Interface: GigabitEthernetl/0, Port ID (outgoing port): GigabitEthernet5/30
Holdtime 124 sec
Version

Cisco Internetwork Operating System Software

I0S (tm) c6sup2_rp Software (c6sup2_rp-PS-M), Version 12.1(26)E, RELEASE SOFTWARE
(fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2005 by cisco Systems, Inc.
Compiled Fri 24-Dec-04 08:02
advertisement version: 2
VTP Management Domain: 'actona'
Native VLAN: 1
WAE# show cdp traffic
CDP counters
Total packets Output: 188242, Input: 186151

0,
0,

Hdr syntax: Chksum error: 0,

No memory: Invalid packet:

config cdp
config-if cdp
clear

Cisco Wide Area Application Services

0,
CDP version 1 advertisements Output:
CDP version 2 advertisements Output:

Encaps failed: 0
Fragmented: 0
188242,
0, Input:

Input: 93072

93079
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Bl show clock

show clock

WAAS

show clock EXEC

show clock [detail | standard-timezones {all | details timezone | regions | zones region-name}]

detail

NTP

standard-timezones

all

1500

details

timezone

regions

1500

Zones

region-name

EXEC

application-accelerator

central-manager

WAAS

10

show clock standard-timezones all EXEC

US/Eastern

1500

clock summertime

us

I Cisco Wide Area Application Services
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UTC +2
mm ss

WAE# show clock
Local time: Wed Apr 6 20:03:56 IST 2005

uTC
clock detail uTC

WAE# show clock detail
Local time: Wed Apr 6 20:10:40 IST 2005

UTC time: Wed Apr 6 18:10:40 UTC 2005

Epoch: 1112811040 seconds
UTC offset: 7200 seconds (2 hours 0 minutes)

show clock standard-timezones all EXEC

WAE # show clock standard-timezones all
Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bamako
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Brazzaville
Africa/Bujumbura
Africa/Casablanca
Africa/Ceuta
Africa/Conakry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti

Cisco Wide Area Application Services

show clock W

hh

show
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Bl show clock

show clock standard-timezones region EXEC 1
1500

WAE # show clock standard-timezones regions
Africa/

America/

Antarctica/

Arctic/

Asia/

Atlantic/

Australia/

Brazil/

CET

us/

UTC
Universal
wW-SU

WET

Zulu

show clock standard-timezones zones EXEC
us

WAE # show clock standard-timezones zones US
Zones within region US

US/Alaska
US/Aleutian
US/Arizona
US/Central
US/East-Indiana
US/Eastern
US/Hawaii
US/Indiana-Starke
US/Michigan
US/Mountain
US/Pacific
US/Samoa

show clock standard-timezones details EXEC
US/Eastern
GMT

WAE # show clock standard-timezones details US/Eastern
US/Eastern is standard timezone.
Getting offset information (may take a while)

Standard offset from GMT is -300 minutes (-5 hour(s)).
It has built-in summertime.

Summer offset from GMT is -240 minutes. (-4 hour(s)).
clock

config clock

Cisco Wide Area Application Services
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show cms

showecms W

WAAS Centralized Management System CMS
show cms EXEC

show cms {database content {dump filename | text | xml} | info | processes}

database

content

dump
filename locall

text

xml XML
info CMS
processes CMS

EXEC

application-accelerator

central-manager

2 WAAS show cms info

WAE# show cms info
CDN information

Model = CDM4630
Node Id = 91
Device Mode = cdm
Current CDM role = Primary

CMS services information
Service cms_httpd is running
Service cms_cdm is running

CMS
WAE# show cms processes

Service cms_httpd running
Service cms_cdm running

WAE# show cms database content text
Database content can be found in /locall/cms-db-12-12-2002-17:06:08:070.txt.

XML

WAE# show cms database content xml
Database content can be found in /locall/cms-db-12-12-2002-17:07:11:629.xml.
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M show debugging

cms

config cms

show debugging

WAAS show
debugging EXEC

show debugging

EXEC

application-accelerator

central-manager

debug tfo buffer-mgr debug tfo connection show
debugging tfo buffer-mgr tfo connection

WAE# debug tfo buffer-mgr
WAE# debug tfo connection
WAE# show debugging

tfo bufmgr debugging is on
tfo compmgr debugging is on
tfo connmgr debugging is on
tfo netio debugging is on
tfo statmgr debugging is on
tfo translog debugging is on

debug
undebug

Cisco Wide Area Application Services
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show device-mode

WAAS
EXEC

show device-mode {configured | current}

show device-mode W

show device-mode

configured

current

EXEC

application-accelerator

central-manager

WAAS Central Manager
WAAS

Central Manager

central-manager

WAAS Central Manger

application-accelerator

WAAS

WAE# show device mode

WAAS

WAE# show device-mode current
Current device mode: application-accelerator

EXEC WAAS

copy run start EXEC
WAAS
central-manager

WAE# show device-mode configured
Configured device mode: central-manager

Cisco Wide Area Application Services

WAE WAAS
WAAS

show device mode EXEC

show device-mode current EXEC

show device-mode configured
device mode central-manager
central manager

show device-mode configured
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W show device-mode

3-6 show device-mode current

3-6 show device-mode current

Current device mode

WAAS

3-7 show device-mode configured

3-7 show device-mode configured

Configured device mode

config device mode

I Cisco Wide Area Application Services
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show disks W

show disks

WAAS show disks EXEC

show disks {details | failed-sectors [disk_name] | SMART-info [details]}

details

failed-sectors
disk_name disk00
disk01

SMART-info

details SMART

EXEC

application-accelerator

central-manager

show disks details EXEC

WAAS IDE SCSI SATA
Syslog
show disks failed-sectors EXEC

WAE# show disks failed-sectors
disk00

89923

show disks
failed-sectors disk01

WAE# show disks failed-sectors disk01
disk01

Cisco Wide Area Application Services
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Hl show disks

SMART
SMART

SMART

SMART

SMART
SMART

Syslog
SMART

tech-support EXE

SMART

SNMP

WAAS

IDE
SMART

SMART

WAAS

show disks SMART-info EXEC
show disks SMART-info details EXEC

Cc

SMART

show disks details EXEC

WAE# show disks

details

Physical disk information:

disk00: Norma
disk0l: Norma

1
1

Mounted filesystems:
MOUNT POINT TYPE
/ root
/swstore internal
/state internal
/disk00-04 CONTENT
/local/locall SYSFS
.../locall/spool PRINTSPOOL
/sw internal

Software RAID devices:
DEVICE NAME TYPE STATUS
/dev/md0 RAID-1 NORMAL
/dev/mdl RAID-1 NORMAL
/dev/md2 RAID-1 NORMAL
/dev/md3 RAID-1 NORMAL
/dev/md4 RAID-1 NORMAL
/dev/md5 RAID-1 NORMAL
/dev/md6 RAID-1 NORMAL

(h00 c00 100 100 - DAS)
(h00 c00 i01 100 - DAS)

DEVICE
/dev/root
/dev/mdl
/dev/md2
/dev/md4
/dev/md5
/dev/md6
/dev/md0

OPERATION
OPERATION
OPERATION
OPERATION
OPERATION
OPERATION
OPERATION

WAAS

SIZE INUSE
35MB 30MB
991MB 333MB
3967MB 83MB
122764MB 33MB
3967MB 271MB
991MB 16MB
991MB 424MB

SMART

SCSI

SMART

140011MB(136.7GB)
140011MB(136.7GB)

FREE USE$%
5MB 85%
658MB 33%

3884MB 2%
122731MB 0%
3696MB 6%
975MB 1%
567MB 42%

PHYSICAL DEVICES AND STATUS

disk00/00[GOOD]
disk00/01[GOOD]
disk00/02[GOOD]
disk00/03 [GOOD]
disk00/04 [GOOD]
disk00/05[GOOD]
disk00/06 [GOOD]

Currently content-filesystems RAID level is not configured to

Cisco Wide Area Application Services

disk01/00[GOOD]
disk01/01[GOOD]
disk01/02[GOOD]
disk01/03[GOOD]
disk01/04 [GOOD]
disk01/05[GOOD]
disk01/06 [GOOD]
change.

3-88
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show disks SMART-info EXEC

WAEA# show disks SMART-info

=== disk00 ===

Device: IBM-ESXS ST3146707LW FN Version: B26B
Serial number: 3KS2YL0O0000000000CM3

Device type: disk

Transport protocol: Parallel SCSI (SPI-4)

Local Time is: Fri Mar 31 13:06:08 2006 UTC
Device supports SMART and is Enabled
Temperature Warning Enabled

SMART Health Status: OK

=== disk01l ===

Device: IBM-ESXS ST3146707LW FN Version: B26B
Serial number: 3KS1ZTRHO00000000CK61

Device type: disk

Transport protocol: Parallel SCSI (SPI-4)

Local Time is: Fri Mar 31 13:06:08 2006 UTC
Device supports SMART and is Enabled
Temperature Warning Enabled

SMART Health Status: OK

show disks SMART-info details EXEC SMART

WAE# show disks SMART-info details

=== disk00 ===

Device: IBM-ESXS ST3146707LW FN Version: B26B
Serial number: 3KS2YL94000000000CM3

Device type: disk

Transport protocol: Parallel SCSI (SPI-4)

Local Time is: Fri Mar 31 13:06:53 2006 UTC
Device supports SMART and is Enabled
Temperature Warning Enabled

SMART Health Status: OK

Current Drive Temperature: 33 C
Drive Trip Temperature: 65 C
Vendor (Seagate) cache information
Blocks sent to initiator = 4048936465
Blocks received from initiator = 100130496
Blocks read from cache and sent to initiator = 56503638
Number of read and write commands whose size <= segment size = 10124024
Number of read and write commands whose size > segment size = 0

Error counter log:

Errors Corrected Total Total Correction Gigabytes
al
delay: [rereads/ errors algorithm processed
disk
config disk

show tech-support

Cisco Wide Area Application Services

show disks W

Tot

unc
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H show flash

show flash

WAAS show flash
EXEC

show flash

EXEC

application-accelerator

central-manager

WAE# show flash
WAAS software version (disk-based code): WAAS-4.0.0-b340

System image on flash:
Version: 4.0.0.340

System flash directory:

System image: 107 sectors

Bootloader, rescue image, and other reserved areas: 24 sectors
256 sectors total, 125 sectors free.

Cisco Wide Area Application Services
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show hardware W

show hardware

WAAS show hardware EXEC

show hardware

EXEC

application-accelerator

central-manager

WAE# show hardware

Cisco Wide Area Application Services Software (WAAS)

Copyright (c) 1999-2006 by Cisco Systems, Inc.

Cisco Wide Area Application Services Software Release 4.0.0 (build b340 Mar 25 2
006)

Version: fe611-4.0.0.340

Compiled 17:26:17 Mar 25 2006 by cnbuild

System was restarted on Mon Mar 27 15:25:01 2006.
The system has been up for 3 days, 21 hours, 15 minutes, 13 seconds.

CPU 0 is GenuinelIntel Intel(R) Pentium(R) 4 CPU 3.00GHz (rev 4) running at 3002M
Hz.

Total 1 CPU.

2048 Mbytes of Physical memory.

1 CD ROM drive (HL-DT-ST GCR-8240N)

2 GigabitEthernet interfaces

1 Console interface

Manufactured As: WAE-611-K9 [8836PBN]

BIOS Information:
Vendor : IBM

show hardware

show version

Cisco Wide Area Application Services
| oL-11817-01-4 .m



cLl |

M show hosts

show hosts

WAAS

show hosts

EXEC

application-accelerator

central-manager

show hosts

WAE# show hosts
Domain names:

Host Table:
hostname

Edge-WAE1l

inet address

10.10.10.32

show hosts EXEC

aliases

I Cisco Wide Area Application Services
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show Inetd

WAAS TCP/IP

show inetd

EXEC

application-accelerator

central-manager

show inetd EXEC

show inetd M

show inetd EXEC WAAS TCP/IP
Trivial File Transfer Protocol TFTP;
WAAS TFTP
3-8 show inetd
3-8 show inted
Inetd service configurations:
ftp FTP
rcp RCP
tftp TFTP
config inetd

Cisco Wide Area Application Services
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Bl show interface

show interface

WAAS

show interface EXEC

show interface {GigabitEthernet slot/port} | {ide control_num} | {InlineGroup slot/grpnumber} |
{InlinePort slot/grpnumber/{lan | wan}} | {PortChannel port-num} | {scsi device_num} |

{Standby group_num | usb}

GigabitEthernet

slot/port

ide IDE

control_num IDE

InlineGroup

slot/grpnumber

InlinePort

slot/grpnumber/

lan LAN

wan WAN

PortChannel

port-num

scsi SCSI

device_num SCsI

Standby

group_num

usb UsB

EXEC

application-accelerator

central-manager
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show interface W

WAAS 1
0

WAE# show interface GigabitEthernet 1/0
Type:Ethernet

Ethernet address:00:0D:60:84:30:84
Internet address:10.56.41.180
Broadcast address:10.56.43.255
Netmask:255.255.252.0

Maximum Transfer Unit Size:1500
Metric:1

Packets Received: 49288883

Input Errors: O

Input Packets Dropped: 0

Input Packets Overruns: 0

Input Packets Frames: 0

Packet Sent: 547899

Output Errors: 0

Output Packets Dropped: 0

Output Packets Overruns: O

Output Packets Carrier: 0

Output Queue Length:1000

Collisions: 0

Interrupts:18

Base address:0x2000

Flags:UP BROADCAST RUNNING MULTICAST
Mode: autoselect, full-duplex, 1000baseTX

WAE 1 inlineGroup 0

WAE612# show interface inlineGroup 1/0
Interface is in intercept operating mode.
Standard NIC mode is off.

Disable bypass mode is off.

Watchdog timer is enabled.

Timer frequency: 1600 ms.

Autoreset frequency 500 ms.

The watchdog timer will expire in 1221 ms.

WAAS

waas-cm# show interface PortChannel 1
Interface PortChannel 1 (0 physical interface(s)):
Type:Ethernet

Ethernet address:00:00:00:00:00:00
Maximum Transfer Unit Size:1500
Metric:1

Packets Received: 0

Input Errors: 0

Input Packets Dropped: 0

Input Packets Overruns: 0

Input Packets Frames: 0

Packet Sent: 0

Output Errors: 0

Output Packets Dropped: 0

Output Packets Overruns: O

Output Packets Carrier: 0

Output Queue Length:0

Collisions: O

Flags:BROADCAST MASTER MULTICAST

Cisco Wide Area Application Services
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Bl show interface

WAAS SCSI

waas-cm# show interface scsi 1
SCSI interface 0: LSI Chip sym00c000, device id Oxc, revision id 0x2

WAAS

WAE# show interface Standby 4
Standby Group: 4
Description: This is an interface that acts as a backup
IP address: 10.10.10.4, netmask: 255.0.0.0
Member interfaces: none
Active interface: none

config interface
show running-config

show startup-config

Cisco Wide Area Application Services
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show inventory

WAAS

show inventory

EXEC

application-accelerator

central-manager

show inventory W

show inventory EXEC

show inventory EXEC WAAS uDI ID WAAS
uDI
uDlI
WAAS uDlI
uDI
uDlI CLI
uDlI SNMP  UDI
show tech-support EXEC WAAS uDlI
3-9 show inventory
3-9 show inventory
PID ID
VID ID 0
SN

show tech-support

| oL-11817-01-J
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Wl show ip access-list

show 1p access-list

WAAS
show ip access-list EXEC

show ip access-list [acl-name | acl-num]

acl-name 30 ID

acl-num ID 0 99
100 199

EXEC

application-accelerator

central-manager

WAAS show ip access-list EXEC

Cisco Wide Area Application Services
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show ip access-list W

show ip access-list

WAE# show ip access-list
Space available:

47 access lists

492 access list conditions

Standard IP access list 1
1 permit 10.1.1.2
2 deny 10.1.2.1
(implicit deny any: 2 matches)
total invocations: 2
Extended IP access list 100
1 permit tcp host 10.1.1.1 any
2 permit tcp host 10.1.1.2 any
3 permit tcp host 10.1.1.3 any
(implicit fragment permit: 0 matches)
(implicit deny ip any any: 0 matches)
total invocations: 0
Standard IP access list test
1 permit 1.1.1.1 (10 matches)
2 permit 1.1.1.3
3 permit 1.1.1.2
(implicit deny: 2 matches)
total invocations: 12

Interface access list references:
GigabitEthernet 1/0 inbound 100

Application access list references:

tftp_server standard 1
UDP ports: 69
test show ip access-list

WAE# show ip access-list test
Standard IP access list test
1 permit 1.1.1.1 (10 matches)
2 permit 1.1.1.3
3 permit 1.1.1.2
(implicit deny: 2 matches)
total invocations: 12

clear

config ip access-list

Cisco Wide Area Application Services
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M show ip routes

show ip routes

WAAS IP

show ip routes

EXEC

application-accelerator

central-manager

IP

WAE# show ip routes
Destination Gateway

10.56.41.180 0
192.168.12.180 0
192.168.12.0 0.
10.56.40.0 0
0.0.0.0 1

Number of route cache entries: 183

config ip

config-if ip

Netmask

show ip routes EXEC
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show kerberos W

show kerberos

WAAS Kerberos show kerberos EXEC

show kerberos

EXEC

application-accelerator

central-manager

WAAS
syslog.txt /locall

WAAS Kerberos

WAE# show kerberos
Kerberos Configuration:
Local Realm: WAE.ABC.COM
DNS suffix: wae.abc.com
Realm for DNS suffix: WAE.ABC.COM
Name of host running KDC for realm:
Master KDC: 0.0.0.0
Port: 88

clear

config logging

Cisco Wide Area Application Services
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M show logging

show logging

WAAS

show logging

EXEC

application-accelerator

central-manager

WAAS
syslog.txt /locall

WAAS Syslog

WAE# show logging
Syslog to host is disabled

Priority for host logging is set to:

Syslog to console is disabled
Priority for console logging is set

Syslog to disk is enabled

Priority for disk logging is set to:
Filename for disk logging is set to:

Syslog facility is set to *

warning

to: warning

notice
/locall/syslog.txt

Syslog disk file recycle size is set to 1000000

clear
config logging

show sysfs

show logging EXEC
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show memory

WAAS

show memory

EXEC

application-accelerator

central-manager

WAE# show memory
Total physical memory
Total free memory
Total memory shared
Total buffer memory
Total cached memory
Total swap

Total free swap

510164
43220
0
12768
344472
509940
509940

Cisco Wide Area Application Services
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show memory M

show memory EXEC
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H showntp

show ntp

WAAS

show ntp status

NTP

show ntp EXEC

status

NTP

EXEC

application-accelerator

central-manager

3-10

3-10

show ntp status

show ntp status

NTP NTP
server list NTP IP
remote NTP 15
* remote
+ remote NTP
space remote NTP
X remote NTP
- remote NTP
refid NTP ID
st 1
t | u m b
when
poll
reach 8
1 0 8
377
delay
offset
jitter
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show policy-engine application

clock
config clock

config ntp

WAE

show policy-engine application W

show policy-engine application EXEC

show policy-engine application {classifier [app-classifier] | dynamic | name}

classifier

1
app-classifier 30
dynamic
name
EXEC

application-accelerator

CIFS
dynamic

WAE

show policy-engine application

Oracle

WAE# show policy-engine application classifier Oracle

Oracle

match (0, id=0) dst port eq 66
match (1, id=1) dst port eq 1521
match (2, id=2) dst port eqg 1525

WAE# show policy-engine application dynamic
Dynamic Match Freelist Information:
Max In Use:

Allocated: 8192 1In Use: 0

Individual Dynamic Match Information:

Allocations: 0

--No Application Dynamic Matches are currently active.--

Cisco Wide Area Application Services
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HM show policy-engine application

WAE# show policy-engine application name
Number of Applications: 12

1) Authentication (15)

2) Backup (18)

3) Call-Management (17)

4) Conferencing (8)

5) Console (4)

6) Content-Management (21)

7) Directory-Services (6)

8) Email-and-Messaging (12)

9) Enterprise-Applications (13)
10) File-System (2)
11) File-Transfer (16)
12) Instant-Messaging (22)
config policy-engine application classifier
config policy-engine application map adaptor EPM
config policy-engine application map adaptor WAFS transport
config policy-engine application map basic delete
config policy-engine application map basic disable
config policy-engine application map basic insert
config policy-engine application map basic list
config policy-engine application map basic move
config policy-engine application map basic name
config policy-engine application map other optimize DRE
config policy-engine application map other optimize full
config policy-engine application map other pass-through
config policy-engine application name
config policy-engine config
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show policy-engine status

WAE

show policy-engine status Il

show policy-engine status EXEC

show policy-engine status

EXEC

application-accelerator

WAE

WAE# show policy-engine status
policy-engine resources usage:

Total Used Available
Application names 256 28 228
Classifiers 512 146 366
Conditions 1024 321 703

config
config
config
config
config
config
config
config
config
config
config
config
config

config

policy-engine application classifier

policy-engine application map adaptor EPM
policy-engine application map adaptor WAFS transport
policy-engine application map basic delete
policy-engine application map basic disable
policy-engine application map basic insert
policy-engine application map basic list
policy-engine application map basic move
policy-engine application map basic name
policy-engine application map other optimize DRE
policy-engine application map other optimize full
policy-engine application map other pass-through
policy-engine application name

policy-engine config

Cisco Wide Area Application Services
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M show print-services

show print-services

WAAS
show print-services EXEC

show print-services {admin-group | drivers user username | process}

admin-group
process

drivers

user username

EXEC

application-accelerator

central-manager

WAE# show print-services admin-group
Administrator Group for print-services is : cupsAdmin

WAE# show print-services admin-group
There is no configured administrator group for print-services.

WAE# show print-services process
Print server is not running.
Print spooler is not running.

config authentication
config print-services
show authentication
windows-domain

config windows-domain

Cisco Wide Area Application Services
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show processes W

show processes

WAAS CPU show processes EXEC

show processes [cpu | debug pid | memory | system [delay 1-60 | count 1-100]]

cpu CPU
debug ID

pid ID
memory

system

delay 1 60
count 1 100

EXEC

application-accelerator

central-manager

EXEC CPU

show processes debug

show processes system

delay count
e CPU 2 CPU
ps 2
5
. 1 5
S
CPU

show processes debug

Cisco Wide Area Application Services
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B show processes

3-11 show processes

3-11  show processes

CPU Usage

CPU

PID ID

STATE

PRI

User T

SysT

COMMAND

Total

Used

Free

Shared

Buffers

Cached

SwapTotal

WAE# show processes cpu
CPU average usage since last reboot:
cpu: 0.20% User, 0.47% System, 1.41% User(nice), 97.92% Idle

PID STATE PRI User T SYS T COMMAND
1 S 0 350 94 (init)
2 S 0 0 0 (migration/0)
3 s 19 0 0 (ksoftirgd/0)
4 S -10 0 0 (events/O0)
5 S -10 0 0 (khelper)
WAE# show processes memory
Total Used Free Shared Buffers Cached
2120081408 786411520 1333669888 0 56590336 614592512
Swap Total Used Free
2107498496 0 2107498496
PID State TTY $MEM VM Size RSS (pages) Name
1 S 0 0.0 1445888 135 (init)
2 S 0 0.0 0 0 (migration/0)
3 S 0 0.0 0 0 (ksoftirgd/0)
4 S 0 0.0 0 0 (events/0)
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show radius-server W

show radius-server

WAAS RADIUS show radius-server EXEC

show radius-server

EXEC

application-accelerator

central-manager

3-12 show radius-server

3-12 show radius-server

Login Authentication for RADIUS
Console/Telnet Session
Configuration Authentication for RADIUS

Console/Telnet Session

Authentication scheme fail-over reason

WAAS

RADIUS Configuration RADIUS

Key RADIUS WAAS RADIUS

Timeout WAAS

RADIUS

Servers WAAS RADIUS RADIUS

IP RADIUS IP

RADIUS

config radius-server

Cisco Wide Area Application Services
| oL-11817-01-4 .m



3 CLI |

l show running-config

show running-config

WAAS
show running-config EXEC write terminal

show running-config

EXEC

application-accelerator

central-manager

EXEC show startup-config

WAAS

WAE# show running-config

! WAAS version 4.0.0

!

device mode central-manager
]

|

hostname waas-cm

]

exec-timeout 60

!

!

primary-interface GigabitEthernet 1/0
|

configure
copy running-config

copy startup-config

Cisco Wide Area Application Services
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show services W

show services

WAAS show services EXEC

show services {ports [port-num] | summary}

ports
port-num 8 1 65535

summary

EXEC

application-accelerator

central-manager

WAE# show services summary

Service Ports

CMS 1100 5256

NLM 4045

WAFS 1099

emdb 5432

MOUNT 3058

MgmtAgent 5252

WAFS_tunnel 4050

CMS_db_vacuum 5257

Cisco Wide Area Application Services
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Hl show smb-conf

show smb-conf

Samba smb.conf  WAAS
show smb-conf EXEC

show smb-conf

EXEC

application-accelerator

central-manager

smb.conf global print$
printers config
smb-conf

Cisco Wide Area Application Services
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WAE# show smb-conf
Current smb-conf configurations -->

smb-conf section "global" name "ldap ssl" value "start_tls"
smb-conf section "printers" name "printer admin" value "root"

Output of current smb.conf file on disk -->

# File automatically generated

[globall]
idmap uid = 70000-200000
idmap gid = 70000-200000

winbind enum users = no
winbind enum groups = no
winbind cache time = 10

winbind use default domain = yes
printcap name = cups

load printers = yes

printing = cups

cups options = "raw"

force printername = yes

1lpg cache time = 0

log file = /local/locall/errorlog/samba.log
max log size = 50

socket options = TCP_NODELAY SO_RCVBUF=8192 SO_SNDBUF=8192
smb ports = 50139

local master = no

domain master = no

preferred master = no

dns proxy = no

template homedir = /local/locall/
template shell = /admin-shell
ldap ssl = start_tls

comment = Comment:

netbios name = MYFILEENGINE
realm = ABC

wins server = 10.10.10.1
password server = 10.10.10.10
security = domain

[prints]

path = /state/samba/printers
guest ok = yes

browseable = yes

read only = yes

write list = root

[printers]

path = /local/locall/spool/samba
browseable = no

guest ok = yes

writable = no

printable = yes

printer admin = root

Cisco Wide Area Application Services
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Bl show snmp
config smb-conf
windows-domain
config windows-domain
WAAS SNMP show snmp EXEC
show snmp {alarm-history | engine ID | event | group | stats | user}

alarm-history SNMP
enginelD SNMP ID
event Event MIB
group SNMP
stats SNMP

user SNMP
EXEC
application-accelerator
central-manager

EXEC SNMP SNMP
3-13 show snmp alarm-history
3-13 show snmp alarm-history

Index

Type R

Sev Cr Ma Mi

Alarm 1D WAE ID

ModulelD WAE ID

ID
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3-13 show snmp alarm-history

showsnmp W

Category WAE ID
ID

Descr WAASS

3-14 ID

3-14 ID

ID

AD_DATABASE 8000
NHM 1
NHM/NHM 2500
nodemgr 2000
standby 4000
sysmon 1000
UNICAST_DATA_RECEIVER 5000
UNICAST_DATA_SENDER 6000

3-15 ID

3-15 ID

ID

Communications 1
Service Quality 2
Processing Error 3
Equipment 4
Environment 5
Content 6

Cisco Wide Area Application Services
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Bl show snmp

SNMP ID

WAE# show snmp engineID

SNMP

Local SNMP Engine ID: 00000009000000A11A3829CE

WAE# show snmp stats

Contact: username, system admin,
LabA

Location: Building 2, Floor 1,
146 SNMP packets input

0 Bad SNMP version errors
Unknown community name

0
0
0 Encoding errors
0

user@cisco.com 555-1111

Illegal operation for community name supplied

Number of requested variables

120 Number of altered variables

0 Get-request PDUs

0 Get-next PDUs

120 Set-reguest PDUs
146 SNMP packets output

0 Too big errors

2048 Maximum packet size

0 No such name errors

0 Bad values errors

0 General errors

146 Response PDUs

0 Trap PDUs

3-16 show snmp stats

3-16 show snmp stats

SNMP packets input

SNMP

Bad SNMP version errors

SNMP

Unknown community name

SNMP

Illegal operation for community
name supplied

Encoding errors

SNMP

Number of requested variables

SNMP

Number of altered variables

SNMP

Get-request PDUs

GET

Get-next PDUs

GET-NEXT

Set-request PDUs

SET

SNMP packets output

SNMP

Too big errors

SNMP

Maximum packet size

SNMP

No such name errors

MIB SNMP

Bad values errors

MIB SNMP SET

General errors

SNMP SET No
such name error Bad values error

Response PDUs

Trap PDUs

SNMP
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show snmp

snmp trigger SNMP

WAE# show snmp event

Mgmt Triggers:
(1): Owner: CLI
(1): 01 , Comment: isValid == 0, Sample: Abs, Freq: 120
Test: Boolean
ObjectOwner: CLI, Object: CLI1
Boolean Entry:

Value: 0, Cmp: 2, Start: 1
ObjOwn: , Obj: , EveOwn: CLI, Eve: CLI_EVENT

Delta Value Table:
(0): Thresh: , Exis: 1, Read: 0, OID: isVvalid.0 , val: 1
(2): 02 , Comment: daysLeft, Sample: Abs, Freqg: 120
Test: Boolean
ObjectOwner: CLI, Object: CLI2
Boolean Entry:
Value: 10, Cmp: 3, Start: 1
ObjOwn: , Obj: , EveOwn: CLI, Eve: CLI_EVENT

Delta Value Table:
(0): Thresh: , Exis: 1, Read: 0, 0OID: daysLeft.0 , val: 99999
(3): 03 , Comment: esConTabIsConnected, Sample: Abs, Freq: 60

Test: Boolean
ObjectOwner: CLI, Object: CLI3

Boolean Entry:
Value: 0, Cmp: 2, Start: 1
ObjOwn: , Obj: , EveOwn: CLI, Eve: CLI_EVENT

Delta Value Table:
(4): 04 , Comment: esConnectedSessionCount, Sample: Abs, Freqg: 120
Test: Boolean
ObjectOwner: CLI, Object: CLI4
Boolean Entry:
Value: 80, Cmp: 5, Start: 1
ObjOwn: , Obj: , EveOwn: CLI, Eve: CLI_EVENT

Delta Value Table:
(5): 05 , Comment: esCifsOpenFiles, Sample: Abs, Freq: 60
Test: Boolean
ObjectOwner: CLI, Object: CLIS
Boolean Entry:
Value: 4500, Cmp: 5, Start: 1
ObjOwn: , Obj: , EveOwn: CLI, Eve: CLI_EVENT

Delta Value Table:
(6): 06 , Comment: esEvictedAge, Sample: Abs, Freq: 60
Test: Boolean
ObjectOwner: CLI, Object: CLIG6
Boolean Entry:
Value: 120960000, Cmp: 3, Start: 1
ObjOwn: , Obj: , EveOwn: CLI, Eve: CLI_EVENT

Delta Value Table:

Mgmt Events:
(1): Owner: CLI

(1)Name: CLI_EVENT, Comment: , Action: Notify, Enabled: 1 Status: 1
Notification Entry:
ObjOwn: , Obj: , OID: 0.0

Object Table:Failures: Event = 0, Trigger = 0

Cisco Wide Area Application Services
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Bl show snmp

config
config
config
config
config
config
config
config
config

config

snmp-server community
snmp-server contact
snmp-server enable traps
snmp-server group
snmp-server host
snmp-server location
snmp-server mib
snmp-server notify inform
snmp-server user

snmp-server view

snmp trigger
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showssh W

show ssh

WAAS Secure Shell SSH;
show ssh EXEC
show ssh
EXEC

application-accelerator

central-manager

SSH

WAE# show ssh

SSH server supports SSH2 protocol (SSH1 compatible).

Ssh service is not enabled.

Currently there are no active ssh sessions.

Number of successful SSH sessions since last reboot: 0

Number of failed SSH sessions since last reboot: 0

SSH key has not been generated or previous key has been removed.
SSH login grace time value is 300 seconds.

Allow 3 password guess(es) .

config ssh-key-generate

config sshd

Cisco Wide Area Application Services
| oL-11817-01-4 .m



3 CLI |

Ml show standby

show standby

show standby

application-accelerator

central-manager

1 Standby Group 1

1/ 0

WAE# show standby
Standby Group: 1

Description: This a backup for Gigabit Ethernet 1/0.
IP address: 192.168.10.10, netmask: 255.0.0.0
Member interfaces:

GigabitEthernet 2/0 priority: 100
Active interface: GigabitEthernet 1/0
Maximum errors allowed on the active interface: 500

show standby EXEC

WAAS

show interface standby standby

group_num EXEC

show interface
show running-config
show startup-config

config-if standby
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show startup-config

WAAS
EXEC

show startup-config

EXEC

application-accelerator

central-manager

EXEC
show running-config

WAAS

WAE# show startup-config

! WAAS version 4.0.0

!

device mode central-manager
!

!

hostname Edge-WAEL

!

exec-timeout 60

!

!

primary-interface GigabitEthernet 1/0
!

!

!

interface GigabitEthernet 1/0

ip address 10.10.10.33 255.255.255.0
exit

interface GigabitEthernet 2/0
shutdown

configure
copy running-config

show running-config

NVRAM [

Cisco Wide Area Application Services

show startup-config W

show startup-config
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W show statistics authentication

show statistics authentication

WAAS

show statistics authentication

EXEC

application-accelerator

central-manager

WAAS

WAE# show statistics authentication
Authentication Statistics

Number of access requests:
Number of access deny responses:

Number of access allow responses:

config authentication
clear

show authentication

show statistics authentication EXEC

show statistics authentication

I Cisco Wide Area Application Services
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show statistics content-distribution-network W

show statistics content-distribution-network

WAAS Central Manager WAE

show statistics content-distribution-network EXEC WAAS
Central Manager

show statistics content-distribution-network device status device_id

device status WAAS Central Manager WAE
device_id ID
EXEC
central-manager
show statistics content-distribution-network EXEC WAE

1D WAE

WAAS Central Manager WAE ID

WAE# show statistics content-distribution-network device status edge-wae-11

Device id="CdmConfig_142" name="edge-wae-11" status="Online";

Cisco Wide Area Application Services
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W show statistics dre

show statistics dre

WAE  Data Redundancy Elimination DRE

show statistics dre

EXEC

application-accelerator

DRE
WAE# show statistics dre
Cache:
Total disk: 47622 MB, RAM size: 297 MB,
Used disk: 28 MB, Oldest Data (age):
Completed Connections: 2030
Encode:
Overall: msg: 3620, in: 6181 KB,
DRE: msg: 3620, in: 6181 KB,
LZ: msg: 3619, in: 6321 KB,
Bypass: msg: 3252, in: 4901 KB,
Latency (Last 3 sec): max 3 ms, avg 0 ms
Decode:
Overall: msg: 7162, in: 4969 KB,
DRE: msg: 7162, in: 5056 KB,
LZ: msg: 510, in: 1073 KB,
Bypass: msg: 29, in: 289 KB
Latency (Last 3 sec): max 1 ms, avg 0 ms

debug
show statistics dre connection

show statistics dre peer

Status:

out:
out:
out:

out:
out:
out:

5335
6352
5305

209
209
1160

Usable
23 days 20 hours

KB,
KB,
KB,

MB,
MB,
KB,

ratio:
ratio:
ratio:

ratio:
ratio:
ratio:

show statistics dre EXEC

13.
.00%
16.

97.
97.
.46%

69%

08%

69%
65%
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show statistics dre connection W

show statistics dre connection

WAE  Data Redundancy Elimination DRE show statistics dre
connection EXEC

show statistics dre connection [active [client-ip {ip_address | hostname} | client-port port | id
connection_id | last | peer-no peer_id | server-ip {ip_address | hostname} | server-port port] |
client-ip {ip_address | hostname} | client-port port | id connection_id | last | peer-no peer_id |
server-ip {ip_address | hosthame} | server-port port]

active

client-ip IP

ip_address IP
hostname

client-port

port 1 65535
id

connection_id 0 4294967295

last

peer-no
peer_id 0 4294967295
server-ip IP

server-port

EXEC

application-accelerator

DRE TCP

DRE WAE TCP

WAE# show statistics dre connection

Conn-1ID Client-ip:port Server-ip:port Encode-in Decode-in PID Status
1151 10.10.10.10:2562 10.10.10.11:80 590 B 0 B 3
Closed-694s

1150 10.10.10.10:2561 10.10.10.11:80 590 B 0 B 3
Closed-694s

1149 10.10.10.10:2560 10.10.10.11:80 2440 B 0 B 3

Closed-694s

debug

show statistics dre connection

Cisco Wide Area Application Services
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W show statistics dre peer

show statistics dre peer

WAE  Data Redundancy Elimination DRE show statistics dre peer
EXEC

show statistics dre peer {context context-value [ip ip-address | peer-id peer-id | peer-no peer-no] | ip
ip-address [context context-value | ip ip-address | peer-id peer-id | peer-no peer-no] | peer-id peer-id
[context context-value | ip ip-address | peer-no peer-no] |peer-no peer-no [context context-value | ip
ip-address | peer-id peer-id]}

context
context-value 0 4294967295
ip IP

ip_address IP

peer-id MAC
peer-id ID 0 4294967295
peer-no

peer-no

EXEC

application-accelerator

DRE

WAE# show statistics dre peer
peer-no: 0 Hostname: dc-425-jsmith
Peer-IP: 10.10.10.40 MAC-address: 00:04:00:11:41:8e

Cache:
Used disk: 24 MB, Age: 23 days 21 hours

Connections:
Total (cumulative) : 67
Concurrent (Last 2 min): max 23, avg 22
Encode:
Overall: msg: 278, in: 1290 KB, out: 1254 KB, ratio: 2.82%
DRE: msg: 278, in: 1290 KB, out: 1301 KB, ratio: 0.00%
LZ: msg: 277, in: 1271 KB, out: 1224 KB, ratio: 3.71%
Bypass: msg: 25, in: 12638 B,
Latency(Last 3 sec): max 3 ms, avg 0 ms
Decode:
Overall: msg: 42, in: 34694 B, out: 147 KB, ratio: 77.05%
DRE: msg: 42, in: 121 KB, out: 147 KB, ratio: 17.62%
LZ: msg: 42, in: 34694 B, out: 121 KB, ratio: 72.14%
Bypass: msg: 0, in: 0 B

Latency (Last 3 sec): max 1 ms, avg 0 ms

debug

show statistics dre connection
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show statistics epm

WAE  EndPoint Mapper

show statistics epm

EXEC

application-accelerator

WAE EPM

EPM

WAE# show statistics epm

EPM statistics

Total requests
success

fault

Total responses
success

UUID not configured
service unavailable
fault

1108
781

781

695
86

config policy-engine application map adaptor EPM

Cisco Wide Area Application Services
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M show statistics icmp

show statistics icmp

WAAS ICMP show statistics icmp EXEC

show statistics icmp

EXEC

application-accelerator

central-manager

WAAS ICMP

WAE# show statistics icmp
ICMP statistics
ICMP messages received = 1351
ICMP messages receive failed = 190
Destination unreachable = 431
Timeout in transit =1
Wrong parameters =0
Source quenches =0
Redirects =0
Echo requests =
Echo replies =
Timestamp requests =
Timestamp replies =
Address mask requests =
Address mask replies =
ICMP messages sent =
ICMP messages send failed
Destination unreachable =

o 3
N
e}

N
[oe]
o

ul
ul
=

Time exceeded =
Wrong parameters =
Source quenches =
Redirects =
Echo requests =
Echo replies =
Timestamp requests =
Timestamp replies =
Address mask requests =
Address mask replies =

O OO0 O JO O OO OoOkFrr oONhOoOOoOOoOOoO
N
e}

clear

Cisco Wide Area Application Services
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show statistics ip

WAAS IP

show statistics ip

EXEC

application-accelerator

central-manager

WAAS IP

WAE# show statistics ip
IP statistics

Total packets in

with invalid header

with invalid address
forwarded

unknown protocol
discarded

delivered

Total packets out

dropped

dropped (no route)
Fragments dropped after timeout
Reassemblies required
Packets reassembled
Packets reassemble failed
Fragments received
Fragments failed
Fragments created

clear
config ip
config-if ip

show ip routes

show statistics ip EXEC

19959308

o O O O

o

10074121
44784
0

O O O O O O O O

Cisco Wide Area Application Services
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W show statistics netstat

show statistics netstat

WAAS show statistics netstat
EXEC

show statistics netstat

EXEC

application-accelerator

central-manager

WAAS

WAE# show statistics netstat

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 4 10.10.41.180:23 10.10.230.11:3105 ESTABLISHED

Cisco Wide Area Application Services
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show statistics radius W

show statistics radius

WAAS RADIUS show statistics radius EXEC

show statistics radius

EXEC

application-accelerator

central-manager

WAAS RADIUS

WAE# show statistics radius
RADIUS Statistics

Authentication:
Number of access requests: 0
Number of access deny responses: 0
Number of access allow responses: 0
Authorization:
Number of authorization requests: 0

Number of authorization failure responses: 0
Number of authorization success responses: 0

Accounting:
Number of accounting requests: 0
Number of accounting failure responses: 0
Number of accounting success responses: 0
clear

config radius-server

show radius-server

Cisco Wide Area Application Services
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W show statistics services

show statistics services

WAAS show statistics services EXEC

show statistics services

EXEC

application-accelerator

central-manager

WAAS
WAE# show statistics services

Port Statistics
Port Total Connections

123
137
138
139
lel
443
514
2048
3130

O O O O O O O O OO OO O oo o oo

show services

Cisco Wide Area Application Services
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show statistics snmp

WAAS SNMP

show statistics snmp

EXEC

application-accelerator

central-manager

3-17 show statistics snmp

3-17 show statistics snmp

show statistics snmp W

show statistics snmp EXEC

SNMP packets input

SNMP

Bad SNMP version errors

SNMP

Unknown community name

SNMP

Illegal operation for community

name supplied

Encoding errors

SNMP

Number of requested variables

SNMP

Number of altered variables

SNMP

Get-request PDUs

GET

Get-next PDUs

GET-NEXT

Set-request PDUs

SET

SNMP packets output

SNMP

Too big errors

SNMP

Maximum packet size

SNMP

No such name errors

MIB SNMP

Bad values errors

MIB

SNMP SET

General errors

SNMP SET No

such name error Bad values error

Response PDUs

Trap PDUs

SNMP

Cisco Wide Area Application Services
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W show statistics tacacs

show snmp
config snmp-server user

config snmp-server view

show statistics tacacs

WAAS TACACS+

show statistics tacacs

EXEC

application-accelerator

central-manager

WAAS TACACS+

WAE# show statistics tacacs
TACACS+ Statistics

Authentication:
Number of access requests: 3
Number of access deny responses: 1
Number of acess allow responses: 2
Authorization:
Number of authorization requests: 1
Number of authorization failure responses: 0
Number of authorization success responses: 1
clear

config tacacs

show tacacs

show statistics tacacs EXEC
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show statistics tcp

WAAS

TCP

show statistics tcp

EXEC

application-accelerator

central-manager

WAAS

TCP

WAE# show statistics tcp
TCP statistics

Server connection openings
Client connection openings

Failed connection attempts
Connections established

Connections resets received

Connection resets sent
Segments received
Segments sent

Bad segments received
Segments retransmitted
Retransmit timer expirations

Server
Server
Server
Client
Client
Client

TCP extended

segments
segments
segments
segments
segments
segments

received

sent
retransmitted
received

sent
retransmitted

statistics

Sync cookies
Sync cookies
Sync cookies

sent
received
failed

Embryonic connection resets
Prune message called

Packets pruned from receive gueue

Out-of-order-queue pruned
Out-of-window Icmp messages
Lock dropped Icmp messages

Arp filter
Time-wait sockets

Time-wait sockets recycled

Time-wait sockets killed
PAWS passive
PAWS active

PAWS established

Delayed acks sent

Delayed acks blocked by socket lock

Delayed acks lost

show statistics tcp EXEC

12
194

7791
11368
10895

28
28
135
143

3438
10752
28

Ul O 0 O O O O O F O OO0 OO0 OoOOoOOoOo
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W show statistics tcp

Listen queue overflows
Connections dropped by listen queue

TCP
TCP
TCP
TCP
TCP

Packets header predicted and queued to user

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

packets queued to prequeue

packets directly copied from backlog
packets directly copied from prequeue
prequeue dropped packets

header predicted packets

pure ack packets

header predicted acks

Reno failures

SACK failures

loss failures

fast retransmissions

forward retransmissions
slowstart retransmissions
Timeouts

Reno recovery fail

Sack recovery fail

scheduler failed

receiver collapsed

DSACK old packets sent

DSACK out-of-order packets sent
DSACK packets received
DSACK out-of-order packets received
connections abort on sync
connections abort on data
connections abort on close
connections abort on memory
connections abort on timeout
connections abort on linger
connections abort failed
memory pressures

clear

show tcp

config tcp

O O O WO O oo o o o
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show statistics tto

show statistics tfo

WAE  Traffic Flow Optimization TFO;
show statistics tfo EXEC

show statistics tfo [application app-name | pass-through | peer | saving app-name]

application

app-name

pass-through

peer

saving

EXEC

application-accelerator

3-18 show statistics tfo

3-18 show statistics tfo

Total number of optimized connections TFO
TCP
No. of active connections TCP
No. of pending (to be accepted) connections
TCP
No. of connections closed normally TCP FIN
No. of connections closed with error TCP RST
Total number of peers WAE 2 WAE
WAE WAE
No. of entries into overload mode WAE
No. of connections reset due to
Socket write failure LAN
WAN
Socket read failure LAN
WAN
Opt socket close while waiting to write 2 WAE
WAN
Unopt socket close while waiting to write WAE
/ LAN

Cisco Wide Area Application Services
| oL-11817-01-4 .m



3 CLI |

M show statistics tfo

3-18 show statistics tfo

Opt socket error close while waiting to 2 WAE
read WAN

Unopt socket error close while waiting to WAE
read / LAN

DRE decode failure DRE

DRE encode failure DRE

Connection init failure

Opt socket unexpected close while 2 WAE
waiting to read WAN

Exceeded maximum number of supported |WAE
connections

Buffer allocation or manipulation failed

Peer received reset from end host TCP
RST

DRE connection state out of sync DRE

Memory allocation failed for buffer heads

show tfo accelerators
show tfo bufpool
show tfo connection

show tfo status

Cisco Wide Area Application Services
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show statistics udp W

show statistics udp

WAAS User Datagram Protocol UDP;
show statistics udp EXEC

show statistics udp

EXEC

application-accelerator

central-manager

WAAS UDP

WAE# show statistics udp
UDP statistics

Packets received = 222616
Packets to unknown port received = 904
Packet receive error =0
Packet sent = 25821

Cisco Wide Area Application Services
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M show statistics weep

show statistics wccp

WAE  WCCP

show statistics wcep gre

show statistics weep EXEC

gre WCCP

EXEC

application-accelerator

GRE WCCP IP WAE
3
1
GRE GRE
GRE
WCCP Cisco WCCP
TCP SYN WCCP
GRE WCCP
WAE
WAE
1. GRE
2.
a. WAE TCP SYN ACK
WAE
IP WAE
TCP SYN
b. WAE TCP SYN GRE
WCCP WAE
WAE
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3-19 show statistics wcep gre

3-19 show statistics wecep gre

show statistics wecp W

Transparent GRE packets received WCCP WAE
GRE GRE WAE
WAE
3
Transparent non-GRE packets received |WAE 2
4
[CSM]
WAE
GRE
Transparent non-GRE packets passed 4 WAE
through GRE
Total packets accepted
WAE
Invalid packets received GRE WCCP
GRE
IP
Packets received with invalid service WCCP WCCP
2 GRE
Packets received on a disabled service WAE WCCP
WCCP 2 GRE
HTTPS
70 WAE
HTTPS
Packets received too small WAE WCCP GRE
GRE
Packets dropped due to zero TTL IP TTL
WAE GRE
Packets dropped due to bad buckets WCCP
WAE
~
WAE WAE
WAE 1
256
Packets dropped due to no redirect IP
address
Packets dropped due to loopback redirect IP
WAE
Pass-through pkts dropped on assignment | TFO

update

Cisco Wide Area Application Services
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M show statistics weep

3-19 show statistics wecep gre

Connections bypassed due to load WAE
WAE
1 WAE
Packets sent back to router WCCP WAE
Web
Web WAE
Packets sent to another WAE WCCP WAE
32 WAE
32 WCCP
WCCP
WAE
GRE fragments redirected WAE GRE
GRE encapsulated fragments received WAE GRE
tcp-promiscuous
IP GRE
WAE
Packets failed encapsulated reassembly GRE
GRE GRE
Packets failed GRE encapsulation GRE
WAE
GRE
Packets dropped due to invalid fwd GRE WCCP
method 2 WAE
GRE
Packets dropped due to insufficient GRE
memory WAE
GRE
Packets bypassed, no conn at all TCP
WCCP
WCCP
WAE
32
Web

Packets bypassed, no pending connection

Area Application Services

H Cisco Wide
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3-19 show statistics wecep gre

show statistics wecp W

Packets due to clean wcep shutdown WCCP
WCCP WAE
0 WAE WAE
WAE

Packets bypassed due to bypass-list
lookup WAE

4
Packets received with client IP addresses

IP
WAE IP WAE IP
Conditionally Accepted connections WAE
Conditionally Bypassed connections WAE
Packets dropped due to received on
loopback
WCCP L2

Packets w/WCCP GRE received too 2  WCCP
small WAE GRE

WAE IP
Packets dropped due to IP access-list WAE  WCCP GRE IP
deny WCCP

wcep access-list WAE

Packets fragmented for bypass IP

GRE
Packet pullups needed
Packets dropped due to no route found WAE

Cisco Wide Area Application Services
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M show statistics weep

config
config
config
config
config
config

config

wcep access-list

wecep flow-redirect
wcep router-list

wcep shutdown

wecep slow-start

wcep tep-promiscuous

wcep tep-promiscuous
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show statistics windows-domain

WAAS Windows

show statistics windows-domain

EXEC

application-accelerator

central-manager

how windows-domain EXEC
clear statistics windows-domain EXEC

Windows

WAE# show statistics windows-domain
Windows Domain Statistics

Authentication:
Number of access requests:
Number of access deny responses:
Number of access allow responses:
Authorization:
Number of authorization requests:

show statistics windows-domain W

show windows-domain EXEC

Windows

Number of authorization failure responses: 3

Number of authorization success responses: 6

Accounting:
Number of accounting requests:

Number of accounting failure responses:
Number of accounting success responses:

windows-domain

config windows-domain

Cisco Wide Area Application Services
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B show sysfs

show sysfs

WAAS sysfs show sysfs EXEC

show sysfs volumes

EXEC

application-accelerator

central-manager

sysfs Syslog

WAE# show sysfs volumes

sysfs 00: /local/locall 17775600KB 96% free
sysfs 01: /local/local2 17782768KB 99% free
sysfs 02: /local/local3d 17782768KB 99% free
sysfs 03: /local/locald 17782768KB 99% free
sysfs 04: /local/local5 15684592KB 99% free

disk

config disk

Cisco Wide Area Application Services
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show tacacs

WAAS TACACS+

show tacacs

EXEC

application-accelerator

central-manager

3-20 show tacacs

3-20 show tacacs

show tacacs W

show tacacs EXEC

Login Authentication for Console/Telnet |TACACS+
Session
Configuration Authentication for TACACS+
Console/Telnet Session
TACACS+ Configuration TACACS+
TACACS+ Authentication WAAS TACACS+
Key WAE  TACACS+
TACACS+ ASCII
99
Timeout WAAS
TACACS+
Retransmit TACACS+
WAAS TACACS+
Password type Password

Authentication Protocol PAP;

Server

TACACS+

Status

Cisco Wide Area Application Services
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W showtcp

clear
show statistics tacacs
show tacacs

config tacacs

show tcp

WAAS TCP show tcp EXEC

show tcp

EXEC

application-accelerator

central-manager

WAAS TCP

WAE# show tcp

==TCP Configuration==

TCP keepalive timeout 90 sec

TCP keepalive probe count 4

TCP keepalive probe interval 75 sec

TCP explicit congestion notification disabled
TCP cwnd base value 2

TCP initial slowstart threshold value 2

TCP increase(multiply) retransmit timer by 1
TCP memory_limit - Low water mark: 360 MB, High water mark (pressure): 380 MB,
High water mark (absolute): 400 MB

clear
show statistics tcp

config tcp
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show tech-support

show tech-support W

TAC show tech-support EXEC

show tech-support [page]

page

EXEC

application-accelerator

central-manager

WAAS TAC

config logging

show tech-support

WAE# show tech-support
—————————————————— version and hardware --------------—————-

Cisco Wide Area Application Services Software (WAAS)
Copyright (c) 1999-2006 by Cisco Systems, Inc.

Version: ce510-4.0.0.180
Compiled 18:08:17 Feb 16 2006 by cnbuild

System was restarted on Fri Feb 17 23:09:53 2006.

The system has been up for 5 weeks, 3 days, 2 hours, 9 minutes,

CPU 0 is GenuineIntel Intel(R) Celeron(R) CPU 2.40GHz (rev 2)

Total 1 CPU.
512 Mbytes of Physical memory.

BIOS Information:

Vendor : IBM
Version : -[PLEC52AUS-C.52]-
Rel. Date : 05/19/03

List of all disk drives:
Physical disk information:

Cisco Wide Area Application Services
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W show tech-support
disk00: Normal (IDE disk) 76324MB( 74 .5GB)
disk0l: Normal (IDE disk) 76324MB( 74.5GB)
Mounted filesystems:
MOUNT POINT TYPE DEVICE SIZE INUSE FREE USE%
/ root /dev/root 31MB 26MB S5MB 83%
/sw internal /dev/md0 991MB 430MB 561MB 43%
/swstore internal /dev/mdl 991MB 287MB 704MB  28%
/state internal /dev/md2 3967MB 61MB 3906MB 1%
/disk00-04 CONTENT /dev/md4d 62539MB 32MB 62507MB 0%
/local/locall SYSFS /dev/md5 3967MB 197MB 3770MB 4%
.../locall/spool PRINTSPOOL /dev/mdé 991MB 16MB 975MB 1%

Software RAID devices:

DEVICE NAME TYPE

/dev/mdo RAID-
/dev/mdl RAID-
/dev/md0 RAID-1
/dev/mdl RAID-
/dev/md2 RAID-

Currently content-filesystems RAID level is

! WAAS version 4.0.0

STATUS
1 NORMAL OPERATION
1 NORMAL OPERATION
NORMAL OPERATION
1 NORMAL OPERATION
1 NORMAL OPERATION

CPU average usage since last reboot:
1.79% System, 3.21% User(nice),

cpu: 0.00% User,

not configured to change.

95.00% Idle

S 0 2013
S 0
s 19
s -10
s -10
s -10
s -10

8 21906

o O O O O O
o O O O O O

(init)
(migration/0)
(ksoftirgd/0)
(events/0)
(khelper)
(kacpid)
(kblockd/0)

PHYSICAL DEVICES AND STATUS
disk00/00[GOOD]
disk00/01[GOOD]
disk00/00[GOOD] disk01/00
disk00/01[GOOD]
disk00/02[GOOD]

disk01/00[GOOD]
disk01/01[GOOD]

[GOOD]

disk01/01[GOOD]
disk01/02[GOOD]
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show version

show hardware

show disks details

show running-config

show processes

show processes memory
show memory

show interface

show cdp entry

show cdp neighbors

show statistics wcep

show alarms all

show statistics tfo

show statistics tfo application
show statistics tfo saving
show statistics tfo pass-through
show statistics tfo peer

show tfo auto-discovery
show tfo status

show tfo accelerators

show tfo bufpool accounting
show policy-engine status
show policy-engine application
show statistics dre

show statistics dre peer

show statistics tcp

show statistics ip

show statistics icmp

show standby

show statistics netstat

show disks SMART-info
show disks SMART-info details

show disks failed-sectors

Cisco Wide Area Application Services
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W show telnet

show telnet

WAAS Telnet show telnet EXEC

show telnet

EXEC

application-accelerator

central-manager

WAAS Telnet

WAE# show telnet
telnet service is enabled

telnet
config telnet enable

config exec-timeout

Cisco Wide Area Application Services
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show tfo accelerators W

show tfo accelerators

WAE  Traffic Flow Optimization TFO show tfo accelerators
EXEC

show tfo accelerators

EXEC

application-accelerator

WAE TFO
WAE# show tfo accelerators
Name: TFO State: Registered, Handling Level: 100%
Keepalive timeout: 3.0 seconds, Session timeouts: 0, Total timeouts: 0

Last keepalive received 00.5 Secs ago
Last registration occurred 11:21:43:38.4 Days:Hours:Mins:Secs ago

Name: EPM State: Registered, Handling Level: 100%
Keepalive timeout: 5.0 seconds, Session timeouts: 0, Total timeouts: 0
Last keepalive received 00.2 Secs ago
Last registration occurred 11:21:43:36.7 Days:Hours:Mins:Secs ago

Name: CIFS State: Not Registered, Handling Level: 0%
Keepalive timeout: 0.0 seconds, Session timeouts: 0, Total timeouts: 0
Last keepalive received -Never-
Last Registration occurred -Never-

show tfo auto-discovery
show tfo bufpool

show tfo connection
show tfo filtering

show tfo status

Cisco Wide Area Application Services
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M show tfo auto-discovery

show tfo auto-discovery

WAE  Traffic Flow Optimization TFO

EXEC

show tfo auto-discovery

show tfo auto-discovery [blacklist {entries [netmask netmask] [|] | statistics [|]}] [list] [| {begin regex

[regex] | exclude regex [regex] | include regex [regex]}]

blacklist

entries

netmask

netmask

A.B.C.D/

statistics

list WAE

TCP

begin

regex

exclude

include

EXEC

application-accelerator

I Cisco Wide Area Application Services
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WAE TFO

WAE# show tfo auto-discovery
Auto discovery structure:
Allocation Failure:
Allocation Success:
Deallocations:
Timed Out:
Auto discovery table:
Bucket Overflows:
Table Overflows:
Entry Adds:
Entry Drops:
Entry Count:
Lookups:
Bind hash add failures:
Route Lookup:
Failures:
Success:
Socket:
Allocation failures:
Accept pair allocation failures:
Unix allocation failures:
Connect lookup failures:
Packets:
Memory allocation failures:
Total Sent:
Total Received:

Incorrect length or checksum received:

Invalid filtering tuple received:
Received for dead connection:
Ack dropped in synack received state:
Non Syn dropped in nostate state:
Auto discovery failure:
No peer or asymmetric route:
Insufficient option space:
Invalid connection state:
Missing Ack conf:
Auto discovery success TO:
Internal server:
External server:
Auto discovery success FOR:
Internal client:
External client:
Auto discovery success SYN retransmission:
Zero retransmit:
One retransmit:
Two+ retransmit:
Auto discovery Miscellaneous:
Intermediate device:
RST received:
SYNs found with our device id:
SYN retransmit count resets:
cel05-16-docs-cel#

show statistics tfo
show tfo accelerators
show tfo bufpool
show tfo connection
show tfo filtering

show tfo status

6615
6615

6615
6615

6624

o O O O

6624
13228

o O O O

6604

o O

o O O O

Cisco Wide Area Application Services
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H show tfo bufpool

show tfo bufpool

WAE  Traffic Flow Optimization TFO
EXEC

show tfo bufpool

show tfo bufpool {accounting | from-index index | owner-connection conn-id | owner-module {RElib
| tcpproxy} [from-index index | owner-connection conn-id | state {free | in-use} [from-index index
| owner-connection conn-id | to-index index] | to-index index] | state {free | in-use} [from-index
index | owner-connectionconn-id | to-index index] | to-index index}

accounting

from-index

index

4294967295

owner-connection

conn-id ID 0 4294967295

owner-module

RElib RE

tcpproxy TCP

state

free

in-use

to-index

EXEC

application-accelerator

WAE TFO

WAE# show tfo bufpool accounting

Total buffer pool size: 80740352 bytes
Free buffer: 80740352 bytes, in 78848 units

Used buffer: 0 bytes, in 0 units
Buffer usage by module:
Tcpproxy: using 0 bytes,

RElib: using 0 bytes, in 0 units
LZ1lib: using 0 bytes, in 0 units

Buffer usage by connection:

show tfo accelerators
show tfo auto-discovery
show tfo connection
show tfo filtering

show tfo status

show statistics tfo

1024 bytes)
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show tfo connection W

show tfo connection

WAE  Traffic Flow Optimization TFO show tfo connection EXEC

show tfo connection [[summary] | [client-ip host-address | client-port port | peer-id mac | server-ip
host-address | server-port port]]

summary

client-ip IP

host-address IP

client-port IP
port

peer-id

mac MAC

server-ip IP

server-port

EXEC

application-accelerator

WAE TFO
summary

F D L show statistics dre connection
ID id DRE

WAE TFO
WAE# show tfo connection summary
Optimized Connection List

Policy summary order: Our's, Peer's, Negotiated, Applied
F: Full optimization, D: DRE only, L: LZ Compression, T: TCP Optimization

Local-IP:Port Remote-IP:Port ConId PeerId Policy
10.77.156.99:59950 10.77.156.106:10005 21 00:11:25:ac:3e:04 F,F,F,F
10.77.156.99:59951 10.77.156.106:10007 22 00:11:25:ac:3e:04 F,F,F,F
10.77.156.99:59952 10.77.156.106:10008 23 00:11:25:ac:3e:04 F,F,F,F
10.77.156.99:59953 10.77.156.106:10009 24 00:11:25:ac:3e:04 F,F,F,F
10.77.156.99:59954 10.77.156.106:10010 25 00:11:25:ac:3e:04 F,F,F,F

Cisco Wide Area Application Services
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l show tfo filtering

show statistics dre connection
show statistics tfo

show tfo accelerators

show tfo auto-discovery

show tfo bufpool

show tfo filtering

show tfo status

show tfo filtering

WAE TFO show tfo filtering
EXEC

show tfo filtering [list [| {begin regex [regex] | exclude regex [regex] | include regex [regex] }] [| {begin
regex [regex] | exclude regex [regex] | include regex [regex]}]

list WAE TCP

|
begin

regex

exclude

include

EXEC

application-accelerator

WAE TCP WAE
TCP State P

Cisco Wide Area Application Services
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WAE TFO

WAE# show tfo filtering

Number of filtering tuples:

Packets dropped due to ttl expiry:

Packets dropped due to bad route:

Syn packets dropped with our own id in the options:
Syn packets received and dropped on estab. conn:
Syn-Ack packets received and dropped on estab. conn:
Packets recvd on in progress conn. and not handled:
Packets dropped due to peer connection alive:
Packets dropped due to invalid TCP flags:

O O O O O O O o N

WAE# show tfo filtering list

E: Established, S: Syn, A: Ack, F: Fin, R: Reset
s: sent, r:
B: Bypass, T: Timedout, C:

received, O: Options, P:
Closed

Passthrough

Local-IP:Port Remote-IP:Port Tuple (Mate)

(
10.99.11.200:1398 10.99.22.200:80 0xcba709c0 (0xcba70a00)
10.99.11.200:1425 10.99.22.200:80 0xcba70780 (0xcba707c0)
10.99.11.200:1439 10.99.22.200:5222 0xcba703c0 (0xcba70b40)
10.99.11.200:1440 10.99.22.200:5222 0xcba70400 (0xcba70440)
10.99.22.200:1984 10.99.11.200:80 0xcba70600 (0xcba70640)
10.99.22.200:1800 10.99.11.200:23 0xcba70480 (0x0 )
10.99.11.200:1392 10.99.22.200:80 0xcba70£80 (0x0 )
10.99.22.200:20 10.99.11.200:1417 0xcba701c0(0xcba70180)
10.99.11.200:1417 10.99.22.200:20 0xcba70180 (0x0 )
10.99.22.200:1987 10.99.11.200:80 0xcba70240 (0xcba70200)
10.99.11.200:1438 10.99.22.200:5222 0xcba70900 (0xcba70580)
10.99.22.200:1990 10.99.11.200:80 0xcba70100 (0xcba70140)
10.99.22.200:80 10.99.11.200:1426 0xcba70740 (0xcba70700)
10.99.22.200:80 10.99.11.200:1425 0xcba707c0(0xcba70780)
10.99.22.200:1985 10.99.11.200:80 0xcba70a40 (0xcba70a80)
10.99.22.200:80 10.99.11.200:1410 0xcba70500 (0xcba70540)
10.99.22.200:80 10.99.11.200:1398 0xcba70a00 (0xcba709c0)
10.99.22.200:80 10.99.11.200:1392 0xcba70£40 (0xcba70£80)

show tfo accelerators
show tfo auto-discovery
show tfo bufpool

show tfo connection

show tfo status

Cisco Wide Area Application Services
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Wl show tfo status

show tfo status

WAE Traffic Flow Optimization TFO
EXEC

show tfo status

EXEC

application-accelerator

WAE TFO

WAE# show tfo status
Optimization Status:
Configured: optimize full
Current: optimize full
TFO is up since Sat Feb 25 13:18:51 2006
TFO is functioning normally.

Total number of optimized connections since start:

Number of active connections:
Total number of peers:

show statistics tfo

show tfo accelerators
show tfo auto-discovery
show tfo bufpool

show tfo connection

show tfo filtering

o

show tfo status

I Cisco Wide Area Application Services
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show tfo synq

SynQ show tfo synq EXEC

show tftosynqg W

show tfo synq [list [| {begin regex [regex] | exclude regex [regex] | include regex [regex]}] [| {begin

regex [regex] | exclude regex [regex] | include regex [regex]}]

list SynQ

begin

regex

exclude

include

EXEC

application-accelerator

SynQ

show tfo synq

WWAE# show tfo syngq

Syng structures allocations success:
Syng structures allocations failure:
Syng structures deallocations:

Syng table entry adds:

Syng table entry drops:

Syng table entry lookups:

Syng table overflows:

Syng table entry count:

Packets received by syng:

Packets received with invalid filtering tuple:
Non-syn packets received:

Locally originated/terminating syn packets received:

Retransmitted syn packets received while in Syng:
Syng user structure allocations success:

Syng user structure allocations failure:

Syng user structure deallocations:

Cisco Wide Area Application Services
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l show transaction-logging

show transaction-logging

WAE
show transaction-logging EXEC

show transaction-logging

EXEC

application-accelerator

WAE show transaction-log
show transaction-logging EXEC EXEC
HTTP  WMT MMS TFTP
ICAP

show transaction-log EXEC

WAE

WAAE# show transaction-logging

Transaction log configuration:

TFO Logging is disabled.

TFO Archive interval: every-day every 1 hour
TFO Maximum size of archive file: 2000000 KB

TFO logging to remote syslog host is disabled.
TFO remote syslog host is not configured.

TFO facility is the default "*" which is "user".

Exporting files to ftp servers is disabled.

clear
transaction-log

config transaction-logs

Cisco Wide Area Application Services
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show user l

show user

WAAS show user EXEC

show user {uid number | username name}

uid
number 0 65535
username

name

EXEC

application-accelerator

central-manager

WAE# show user username jdoe

uid : 1426

Username : jdoe

Password HE
Privilege : super user
Configured in : Local database

WAE# show user uid 1426

uid : 1426

Username : jdoe

Password KKK
Privilege : super user
Configured in : Local database
clear

show users administrative

config username

Cisco Wide Area Application Services
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Bl show users administrative

show users administrative

WAAS show users EXEC

show users administrative

EXEC

application-accelerator

central-manager

WAE# show users administrative
UID USERNAME
0 admin

clear

config username

Cisco Wide Area Application Services
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show version W

show version

WAAS WAAS show version
EXEC

show version [last | pending]

last

pending

EXEC

application-accelerator

central-manager

WAE# show version last
Saved version is WAAS 4.0.0-b330, built on 18:28:11 Mar 23 2006 by cnbuild
It can be restored by running restore rollback command

WAE# show version

Cisco Wide Area Application Services Software (WAAS)

Copyright (c) 1999-2006 by Cisco Systems, Inc.

Cisco Wide Area Application Services Software Release 4.0.0 (build b340 Mar 25 2
006)

Version: fe611-4.0.0.340

Compiled 17:26:17 Mar 25 2006 by cnbuild

System was restarted on Mon Mar 27 15:25:01 2006.
The system has been up for 3 days, 21 hours, 26 minutes, 15 seconds.

| oL-11817-01-J
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W show wccp

show wccep

WAE  Web Cache Connection Protocol WCCP show wcep EXEC

show wecep file-engines

show weep flows {tcp-promiscuous} [summary]
show wccep gre

show wcep masks {tcp-promiscuous} [summary]
show wcep modules

show wccep routers

show wcep services [detail]

show wecp slowstart {tcp-promiscuous} [summary]

show wccp status

file-engines WAE

flows WCCP

tcp-promiscuous TCP-PROMISCUQOUS
summary TCP-PROMISCUQOUS
gre WCCP

masks WCCP
modules WCCP

routers WAE

services WCCP

detail

slowstart WCCP
status WCCP
EXEC

application-accelerator

Cisco Wide Area Application Services
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showwccp M

3-21 show wccp gre
3-21  show wccp gre
Transparent GRE packets received WCCP WAE
GRE GRE WAE
WAE
3

Transparent non-GRE packets received |WAE 2

4

[CSM]
WAE
GRE
Transparent non-GRE packets passed 4 WAE
through GRE
Total packets accepted
WAE
Invalid packets received GRE WCCP GRE
IP
Packets received with invalid service WCCP WCCP
2 GRE
Packets received on a disabled service |WAE WCCP
WCCP 2 GRE
HTTPS
70 WAE
HTTPS
Packets received too small WAE WCCP GRE
GRE
Packets dropped due to zero TTL IP TTL
WAE GRE
Packets dropped due to bad buckets WCCP
WAE
N
WAE WAE
WAE 1 256

Packets dropped due to no redirect IP
address
Packets dropped due to loopback IP
redirect WAE
Pass-through pkts dropped on TFO
assignment update

Cisco Wide Area Application Services
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W show wccp

3-21  show wccp gre

Connections bypassed due to load WAE
WAE
1
WAE
Packets sent back to router WCCP WAE
Web
Web WAE
Packets sent to another WAE WCCP WAE
32 WAE
32 WCCP
WCCP
WAE
GRE fragments redirected WAE GRE
GRE encapsulated fragments received |WAE GRE
tcp-promiscuous
IP GRE
WAE
Packets failed encapsulated reassembly GRE
GRE GRE
Packets failed GRE encapsulation GRE
WAE
GRE
Packets dropped due to invalid fwd GRE WCCP
method 2 WAE
GRE
Packets dropped due to insufficient GRE
memory WAE GRE
Packets bypassed, no conn at all TCP
WCCP
WCCP
32 WAE 32
Web
Packets bypassed, no pending
connection

Cisco Wide Area Application Services
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showwccp M

3-21  show wccp gre

Packets due to clean wcep shutdown WCCP
WCCP WAE

0 WAE WAE
WAE

Packets bypassed due to bypass-list
lookup WAE

4
Packets received with client IP
addresses IP

WAE IP WAE IP
Conditionally Accepted connections WAE
Conditionally Bypassed connections WAE
Packets dropped due to received on
loopback

WCCP L2
Packets w/WCCP GRE received too 2 WCCP
small WAE GRE

WAE

IP
Packets dropped due to IP access-list |WAE  WCCP GRE IP
deny WCCP

wcep access-list WAE

Packets fragmented for bypass IP

GRE

Packet pullups needed

Packets dropped due to no route found |WAE

Cisco Wide Area Application Services
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W show wccp

show wccp services

WAE# show wccp services

Services configured on this File Engine
TCP Promiscuous 61
TCP Promiscuous 62

show wccp services detail

WAE# show wccp services detail
Service Details for TCP Promiscuous 61 Service

Service Enabled : Yes
Service Priority : 34
Service Protocol : 6
Application : Unknown
Service Flags (in Hex) : 501
Service Ports : 0
0
Security Enabled for Service : No
Multicast Enabled for Service : No
Weight for this Web-CE : 0
Negotiated forwarding method : GRE
Negotiated assignment method : HASH
Negotiated return method : GRE
Received Values:
Source IP mask (in Hex) 0
Destination IP mask (in Hex) 0
Source Port mask (in Hex) 0
Destination Port mask (in Hex) 0
Calculated Values:
Source IP mask (in Hex) : 0
Destination IP mask (in Hex) 1741
Source Port mask (in Hex) : 0
Destination Port mask (in Hex) : 0
Service Details for TCP Promiscuous 62 Service
Service Enabled : Yes
Service Priority : 34
Service Protocol : 6
Application : Unknown
Service Flags (in Hex) : 502
Service Ports : 0
0
Security Enabled for Service : No
Multicast Enabled for Service : No
Weight for this Web-CE : 0
Negotiated forwarding method : GRE
Negotiated assignment method : HASH
Negotiated return method : GRE
Received Values:
Source IP mask (in Hex) 0
Destination IP mask (in Hex) 0
Source Port mask (in Hex) 0
Destination Port mask (in Hex) 0
Calculated Values:
Source IP mask (in Hex) : 0
Destination IP mask (in Hex) : 1741
Source Port mask (in Hex) : 0
Destination Port mask (in Hex) : 0

I Cisco Wide Area Application Services
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show wccp routers

WAE# show wccp routers
Router Information for Service: TCP Promiscuous 61
Routers Configured and Seeing this File Engine (1)

Router Id Sent To Recv ID
0.0.0.0 10.10.20.1 00000000
Routers not Seeing this File Engine
10.10.20.1
Routers Notified of but not Configured
-NONE-
Multicast Addresses Configured
-NONE -

Router Information for Service: TCP Promiscuous 62
Routers Configured and Seeing this File Engine (1)

Router Id Sent To Recv ID
0.0.0.0 10.10.20.1 00000000
Routers not Seeing this File Engine
10.10.20.1
Routers Notified of but not Configured
-NONE-
Multicast Addresses Configured
-NONE -

show wccp status

WAE# show wccp status
WCCP version 2 1is enabled and currently active

config wccp access-list
config wccep flow-redirect
config wccep router-list
config wccp shutdown

config wccep slow-start

config wccep tcp-promiscuous

config wccep version

Cisco Wide Area Application Services
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Hl show windows-domain

show windows-domain

WAAS Windows show windows-domain EXEC

show windows-domain

EXEC

application-accelerator

central-manager

Windows

WAE# show windows-domain
Login Authentication for Console/Telnet Session: disabled
Configuration Authentication for Console/Telnet Session: disabled

Windows domain Configuration:

Workgroup:

Comment :

Net BIOS:

Realm:

WINS Server: 0.0.0.0

Password Server: 0.0.0.0

Security: domain

Administrative groups:
Super user group:
Normal user group:

windows-domain

config windows-domain

Cisco Wide Area Application Services
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shutdown H
WAAS shutdown EXEC
shutdown [poweroff]
poweroff
EXEC
application-accelerator
central-manager
WAAS
WAE WAAS
WAAS
WAAS
WAAS
N
WAAS WAAS
1 WAAS
shutdown EXEC WAAS
WAE shutdown poweroff ACPI

WAE

Cisco Wide Area Application Services
| oL-11817-01-4 .m



3 CLI

Ml shutdown

shutdown
LED
================= SHUTDOWN SHELL =================
System has been shut down.
You can
0. Power down system by pressing and holding power button
1. Reload system by software
2. Power down system by software
[1-2]7
shutdown poweroff
LED
shutdown shutdown poweroff
3-22 WAAS shutdown shutdown poweroff
3-22 shutdown
WAE shutdown poweroff
WAE# shutdown poweroff
WAE shutdown poweroff 1 WAAS
WAAS
shutdown EXEC
Telnet SSH 1 SSH 2  WAAS
WAAS shutdown EXEC

WAE# shutdown

yes

System configuration has been modified. Save?[yes]:yes

Enter

Device can not be powered on again through software after shutdown.
Proceed with shutdown?[confirm]

Cisco Wide Area Application Services
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shutdown W

WAE

Shutting down all services, will timeout in 15 minutes.
shutdown in progress ..System halted.

WAAS
System has been shut down
Power down system by software

================= SHUTDOWN SHELL =================
System has been shut down.
You can either

Power down system by pressing and holding power button
or
1. Reload system through software
2. Power down system through software

WAAS WAAS
shutdown poweroff

================= SHUTDOWN SHELL =================
System has been shut down.
You can either

Power down system by pressing and holding power button
or
1. Reload system through software
2. Power down system through software

¢ WAASCLI shutdown poweroff EXEC

WAE# shutdown poweroff

yes

System configuration has been modified. Save?[yes]:yes

Enter

Device can not be powered on again through software after poweroff.
Proceed with poweroff?[confirm]

Shutting down all services, will timeout in 15 minutes.

poweroff in progress ..Power down.

shutdown

WAEl# shutdown

System configuration has been modified. Save?[yes]:yes

Device can not be powered on again through software after shutdown.
Proceed with shutdown?[confirm]

Shutting down all services, will timeout in 15 minutes.

shutdown in progress ..System halted.

shutdown poweroff
WAAS

WAE2# shutdown poweroff

System configuration has been modified. Save?[yes]:yes

Device can not be powered on again through software after poweroff.
Proceed with poweroff?[confirm]

Shutting down all services, will timeout in 15 minutes.

poweroff in progress ..Power down.

Cisco Wide Area Application Services
| oL-11817-01-4 .m




3 CLI |

M snmp trigger

snmp trigger

WAAS MIB
snmp trigger EXEC no

snmp trigger {create mibvar [wildcard] [wait-time [absent [LINE | mibvarl mibvarl] [LINE | mibvar2
mibvar2] [LINE | mibvar3 mibvar3] [LINE] | equal [absolute value [[LINE | mibvarl mibvarl]
[LINE | mibvar2 mibvar2] [LINE | mibvar3 mibvar3] [LINE] | delta value [LINE | mibvarl mibvarl]
[LINE | mibvar2 mibvar2] [LINE | mibvar3 mibvar3] [LINE]] | falling [absolute value [LINE |
mibvarl mibvar] [LINE | mibvar2 mibvar2] [LINE | mibvar3 mibvar3] [LINE] | delta value [LINE
| mibvarl mibvar1] [LINE | mibvar2 mibvar2] [LINE | mibvar3 mibvar3] [LINE]] | greater-than
[absolute value [LINE | mibvarl mibvarl] [LINE | mibvar2 mibvar2] [LINE | mibvar3 mibvar3]
[LINE] | delta value [LINE | mibvarl mibvarl] [LINE | mibvar2 mibvar2] [LINE | mibvar3 mibvar3]
[LINE]] | less-than [absolute value [LINE | mibvarl mibvarl] [LINE | mibvar2 mibvar2] [LINE |
mibvar3 mibvar3] [LINE] | delta value [LINE | mibvarl mibvarl] [LINE | mibvar2 mibvar2] [LINE
| mibvar3 mibvar3] [LINE]] | on-change [[LINE | mibvarl mibvarl][LINE | mibvar2 mibvar2]
[LINE | mibvar3 mibvar3] [LINE]] | present [LINE | mibvarl mibvarl] [LINE | mibvar2 mibvar2]
[LINE | mibvar3 mibvar3] [LINE] | rising [absolute value [LINE | mibvarl mibvarl] [LINE |
mibvar2 mibvar2] [LINE | mibvar3 mibvar3] [LINE] | delta value [LINE | mibvarl mibvarl] [LINE
| mibvar2 mibvar2] [LINE | mibvar3 mibvar3] [LINE]]]] | delete mibvar}

create MIB
mibvar MIB
MIB

wildcard MIB

wait-time 60 600
absent

LINE

mibvarl mibvar2 mibvar3 MIB

mibvarl mibvar2 mibvar3 MIB
equal
absolute

value
delta
falling

greater-than

less-than

on-change

present

rising
delete MIB

EXEC

Cisco Wide Area Application Services
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application-accelerator

central-manager

snmp trigger
MIB SNMP
MIB

e absent —

e equal — MIB
e falling — MIB

e greater-than — MIB
e less-than — MIB
* on-change — MIB

e Present —

® rising— MIB

0 4294967295

SNMP
snmp-server enable traps event
SNMP

MIB

MIB

MIB

MIB

EXEC

MIB

Cisco Wide Area Application Services

snmp trigger W

MIB

MIB

snmp mib persist event
write mib-data
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M snmp trigger

MIB esConTablsConnected Edge WAE Core
WAE

WAE# snmp trigger create esConTabIsConnected ?
<60-600> The number of seconds to wait between trigger sample
wildcard Option to treat the MIB variable as wildcarded

WAE# snmp trigger create esConTabIsConnected wildcard 600 ?

absent Absent existence test

equal Equality threshold test
falling Falling threshold test
greater-than Greater-than threshold test
less-than Less-than threshold test
on-change Changed existence test
present Present present test

rising Rising threshold test

WAE# snmp trigger create esConTabIsConnected wildcard 600 falling ?
absolute Absolute sample type
delta Delta sample type
WAE# snmp trigger create esConTabIsConnected wildcard 600 falling absolute
<0-4294967295> Falling threshold value
WAE# snmp trigger create esConTabIsConnected wildcard 600 falling absolute 1 ?
LINE Trigger-comment
mibvarl Optional mib object to add to the notification
WAE# snmp trigger create esConTabIsConnected wildcard 600 falling absolute 1 "Lost the
connection with the core server."
WAE# configure
WAE (config)# snmp-server enable traps event

“

WAE  SNMP
show snmp events EXEC

SNMP
esConTablsConnected

WAE# snmp trigger delete esConTabIsConnected

config snmp-server community
config snmp-server contact
config snmp-server enable traps
config snmp-server group

config snmp-server host

config snmp-server location
config snmp-server mib

config snmp-server notify inform
config snmp-server user

config snmp-server view
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ssh W

ssh

WAAS
ssh EXEC
ssh options
options ssh EXEC
Request for Comments RFC 4254
http://www.rfc-archive.org/getrfc.php?rfc=4254
WAAS Secure Shell SSH;
EXEC
application-accelerator
central-manager
SSH Telnet
SSH
Telnet SSH
N
Telnet WAAS SSH  Telnet
config sshd

config ssh-key-generate
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W tcpdump

tcpdump
tcpdump EXEC

tcpdump [LINE]

LINE

EXEC

application-accelerator

central-manager

TCPdump
TCP/IP
TCPdump TCPdump
libpcap
-h
WAE# tcpdump -h
tcpdump version 3.8.1 (jlemon)
libpcap version 0.8
Usage: tcpdump [-aAdDeflLnNOpgRStuUvxX] [-c count] [ -C file_size ]
[ -E algo:secret ] [ -F file ] [ -1 interface ] [ -r file ]
[ -s snaplen ] [ -T type 1 [ -w file ] [ -y datalinktype ]
[ expression ]
tcpdump.txt

WAE# tcpdump -w tcpdump.txt

less
ping
tethereal

traceroute
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teinet W

telnet

Telnet WAAS telnet EXEC

telnet {hostname | ip-address} [portnum]

hostname
ip-address IP
portnum 1 65535 23
23
EXEC
application-accelerator
central-manager
escape  suspend UNIX Telnet
Telnet Telnet
Telnet WAAS

WAE# telnet cisco-wae

WAE# telnet 10.168.155.224

WAE# telnet cisco-wae 2048

WAE# telnet 10.168.155.224 2048

config telnet enable

Cisco Wide Area Application Services
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Ml terminal

terminal

terminal EXEC

terminal {length length | monitor [disable]}

debug

length

length 0 512

monitor

disable

24

EXEC

application-accelerator

central-manager

length 0
length
-More-
1 Enter

terminal monitor Telnet
Telnet

20

WAE# terminal length 20

WAE# terminal length 0

show

length 0

Spacebar

debug

I Cisco Wide Area Application Services
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tethereal W

tethereal

tethereal EXEC

tethereal [LINE]

LINE

EXEC

application-accelerator

central-manager

Tethereal Ethereal
TCPdump libpcap
Tethereal

WAAS tethereal

WAE# tethereal -h
This is GNU tethereal 0.10.6
(C) 1998-2004 Gerald Combs <gerald@ethereal.com>
Compiled with GLib 1.2.9, with libpcap 0.6, with libz 1.1.3, without libpcre,
without UCD-SNMP or Net-SNMP, without ADNS.
NOTE: this build does not support the "matches" operator for Ethereal filter
syntax.
Running with libpcap (version unknown) on Linux 2.4.16.

tethereal [ -vh ] [ -DlLnpgSVx ] [ -a <capture autostop condition> ]
[ -b <number of ring buffer files>[:<duration>] ] [ -c <count> ]
[ -d <layer_type>==<selector>,<decode_as_protocol> ]
[ -f <capture filter> ] [ -F <output file type> ] [ -i <interface> ]
[ -N <resolving> ] [ -o <preference setting> ] ... [ -r <infile> ]
[ -R <read filter> ] [ -s <snaplen> ] [ -t <time stamp format> ]
[ -T pdml|ps|psml|text ] [ -w <savefile> ] [ -y <link type> ]

[ -z <statistics string> ]
Valid file type arguments to the "-F" flag:
libpcap - libpcap (tcpdump, Ethereal, etc.)
rh6_llibpcap - RedHat Linux 6.1 libpcap (tcpdump)
suse6_3libpcap - SuSE Linux 6.3 libpcap (tcpdump)
modlibpcap - modified libpcap (tcpdump)
nokialibpcap - Nokia libpcap (tcpdump)
lanalyzer - Novell LANalyzer
ngsniffer - Network Associates Sniffer (DOS-based)
sSnoop - Sun Snoop
netmonl - Microsoft Network Monitor 1.x
netmon2 - Microsoft Network Monitor 2.x
ngwsniffer_ 1 1 - Network Associates Sniffer (Windows-based) 1.1
ngwsniffer 2_0 - Network Associates Sniffer (Windows-based) 2.00x
visual - Visual Networks traffic capture
5views - Accellent 5Views capture
niobserverv9 - Network Instruments Observer version 9
default is libpcap

Cisco Wide Area Application Services
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W traceroute

tcpdump

traceroute

WAAS

traceroute {hostname | ip-address}

traceroute EXEC

hostname
ip-address IP
EXEC
application-accelerator
central-manager
traceroute ping
ping 2
Traceroute 2
IP traceroute
WAAS IP 10.0.0.0
WAE# traceroute 10.0.0.0
traceroute to 10.0.0.0 (10.0.0.0), 30 hops max, 38 byte packets
1 sblab2-rtr.abc.com (192.168.10.1) 0.959 ms 0.678 ms 0.531 ms
2 192.168.1.1 (192.168.1.1) 0.665 ms 0.576 ms 0.492 ms
3 172.24.115.66 (172.24.115.66) 0.757 ms 0.734 ms 0.833 ms
4 sjc20-sbb5-gw2.abc.com (192.168.180.93) 0.683 ms 0.644 ms 0.544 ms
5 sjc20-rbb-gw5.abc.com (192.168.180.9) 0.588 ms 0.611 ms 0.569 ms
6 sjce-rbb-gwl.abc.com (172.16.7.249) 0.746 ms 0.743 ms 0.737 ms
7 sj-wall-2.abc.com (172.16.7.178) 1.505 ms 1.101 ms 0.802 ms
8 * * *
9 E I
2§ * * *
30 * * *
ping
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transaction-log W

transaction-log

transaction-log EXEC

transaction-log {export | tfo force archive}

export WAE
tfo force archive Traffic Flow Optimization TFO
EXEC

application-accelerator

WAE

WAE# transaction-log export

WAE TFO

WAE# transaction-log tfo force archive

config transaction-logs

show transaction-logging
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W type

type
type EXEC

type filename

filename

EXEC

application-accelerator

central-manager

EXEC WAAS

Syslog

syslog.txt

WAE# type /locall/syslog.txt

cpfile
dir
Ils

Is
pwd

rename

Cisco Wide Area Application Services
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type-tail Wl

type-tail

EXEC type-tail

type-tail filename [line | follow | | {begin LINE | exclude LINE | include LINE}]

filename
line 1 65535

follow

| begin exclude include

begin
LINE

exclude

include

10

EXEC

application-accelerator

central-manager

EXEC

follow
Ctrl-C
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H type-tail

/locall syslog.txt
10 10

WAE# 1s /locall
actona

core_dir

crash
dbupgrade.log
downgrade
errorlog

logs

lost+found

sa

service_logs
spool
syslog.txt
syslog.txt.
syslog.txt.
syslog.txt.
syslog.txt.
var

=W N

wdd.sh.signed

WAE# type-tail /locall/syslog.txt

Apr 17 00:21:09 edge-wae-11 java: $CE-CMS-4-700001: unable to get https
equest throughput stats(error 4)

Apr 17 00:21:09 edge-wae-11 java: $CE-CMS-4-700001: ds_getStruct got err
r : 4 for key stat/cache/ftp connection 5

Apr 17 00:21:09 edge-wae-11 java: $CE-CMS-4-700001: ds_getStruct: unable
to get ‘stat/cache/ftp' from dataserver

Apr 17 00:21:09 edge-wae-11 java: $CE-CMS-4-700001: unable to get ftp-ov
r-http request throughput stats(error 4)

Apr 17 00:21:09 edge-wae-11 java: $CE-CMS-4-700001: setValues getMethod
all

Apr 17 00:21:09 edge-wae-11 java: $CE-CMS-4-700001: setValues found...
Apr 17 00:21:48 edge-wae-11 java: $CE-CMS-4-700001: ds_getStruct got err
r : 4 for key stat/cache/http/perf/throughput/requests/sum connection 5
Apr 17 00:21:48 edge-wae-1lljava: %CE-CMS-4-700001: ds_getStruct: unable
to get “stat/cache/http/perf/throughput/requests/sum' from dataserver
Apr 17 00:21:48 edge-wae-11 java: $CE-CMS-4-700001: unable to get http r
quest throughput stats(error 4)

Apr 17 00:23:20 edge-wae-11 java: %CE-TBD-3-100000: WCCP_COND_ACCEPT: TU

LE DELETE conditional accept tuple {Source IP [port] = 0.0.0.0 [O] Destinatio
IP [port] = 32.60.43.2 [53775] }returned error: -1 errno 9
syslog.txt

WAE# type-tail /locall/syslog.txt follow
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undebug W

undebug

undebug EXEC debug EXEC
no

application-accelerator undebug

undebug aaa accounting

undebug all

undebug authentication {content-request | user | windows-domain}
undebug buf {all | dmbuf | dmsg}

undebug cdp {adjacency | events | ip | packets}

undebug cli {all | bin | parser}

undebug cms

undebug dataserver {all | clientlib | server}

undebug dhcp

undebug dre {aggregation | all | cache | connection {aggregation [acl] | cache [acl] | core [acl] |
message [acl] | misc [acl] | acl} | core | Iz | message | misc}

undebug epm

undebug logging all]

undebug ntp

undebug print-spooler {all | brief | errors | warnings}
undebug rbcp

undebug snmp {all | cli | main | mib | traps}

undebug tfo {buffer-mgr | connection [auto-discovery [acl] | comp-mgr [acl] | conn-mgr [acl]
| filtering [acl] | netio-engine [acl] | policy-engine [acl] | synq [acl] | acl] | stat-mgr | translog}

undebug translog export
undebug wafs {{all | core-fe | edge-fe | manager | utilities} {debug | error | info | warn}}

undebug wcecp {all | detail | error | events | keepalive | packets | slowstart}

N

dre epm print-spooler rbcp tfo translog wafs wcep
application-accelerator

central manager undebug

undebug aaa accounting

undebug all

undebug authentication {content-request | user | windows-domain}
undebug buf {all | dmbuf | dmsg}

undebug cdp {adjacency | events | ip | packets}

undebug cli {all | bin | parser}

undebug cms

undebug dataserver {all | clientlib | server}
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M undebug
undebug dhcp
undebug emdb [level [levelnum]]
undebug logging all
undebug ntp
undebug rpc {detail | trace}
undebug snmp {all | cli | main | mib | traps}
N

emdb rpc

central manager

aaa accounting

all

authentication

content-request

user

windows-domain

Windows

buf

all

dmbuf

dmbuf

dmsg

dmsg

cdp

CDP

adjacency

CDP

events

CDP

ip

CDP IP

packets

CDP

cli

CLI

all

CLI

bin

CLI

parser

CLI

cms

CMS

dataserver

all

clientlib

server

dhcp

DHCP

dre

DRE

aggregation

DRE

all

DRE

cache

DRE

connection

DRE

aggregation [acl]

cache [acl]

core [acl]
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undebug W

message [acl]

DRE

misc [acl]

DRE

acl

ACL

core

DRE

message

DRE

misc

DRE

epm

DCE-RPC EPM

logging

all

ntp

NTP

print-spooler

all

brief

errors

warnings

rbcp

RBCP

snmp

SNMP

all

SNMP

cli

SNMP CLI

main

SNMP

mib

SNMP MIB

traps

SNMP

tfo

TFO

buffer-mgr

TFO

connection

TFO

auto-discovery [acl]

TFO

comp-mgr [acl]

TFO

conn-mgr [acl]

Connection Manager  TFO

filtering [acl]

TFO

netio-engine [acl]

TFO

policy-engine [acl]

TFO

synq [acl]

SynQ TFO

acl

TFO ACL

stat-mgr

TFO

translog

TFO

translog

transaction logging

export

FTP
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M undebug

wafs WASS
debug info warn error

all
core-fe Core File Engine WAE
edge-fe Edge File Engine WAE
manager Device Manager
utilities WAAS
wcep WCCP
all WCCP
detail WCCP
error WCCP
events WCCP
keepalive WCCP
packets WCCP
slowstart WCCP

central manager
emdb
level EMDB
levelnum 0
rpc RPC
detail detail RPC
trace trace RPC
EXEC

application-accelerator

central-manager

debug undebug

debug
show debugging

I Cisco Wide Area Application Services
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wafs W

wafs

WAE  Wide Area File Services WAFS;

wafs EXEC

wafs {backup-config filename | restore-config filename | sysreport [filename | date-range from_date
end_date filename]}

Y
wafs sysreport WAE
backup-config WAFS
filename WAFS XXxx.tar.gz
/local/locall
restore-config WAFS
filename WAFS XXxX.tar.gz
/local/locall

sysreport copy sysreport
date-range
from_date
to_date
filename XXxx.tar.gz
EXEC
application-accelerator
wafs backup-config EXEC

copy running-config WAAS CLI
wafs restore-config WAE

wafs WAAS Central Manger GUI
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W whoami

WAFS

WAE# wafs ?
backup-config backup system configurations to a file.
restore-config restore system configurations from a file. WARNING: After
restoring configuration, the system needs to be restarted and
re-registered.
sysreport system report to a file

WAE# wafs backup-config backup.tar.gz
system configuration is stored in file /local/locall/backup.tar.gz

WAAS

WAE# wafs restore-config backup.tar.gz

Restoring configurations

After upload is completed the File Engine will be reloaded. We strongly recommend you
re-register after the engine is reloaded.

copy running-config

whoami

whoami EXEC

whoami

EXEC

application-accelerator

central-manager

EXEC

WAE# whoami
admin

pwd
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windows-domain

WAAS

Windows

windows-domain W

windows-domain EXEC

windows-domain diagnostics {findsmb | getent | net | nmblookup | smbclient | smbstatus | smbtree |
tdbbackup | tdbdump | testparm | whinfo}

diagnostics Windows
findsmb NetBIOS
getent PDC
net CIFS
nmblookup NetBIOS
smbclient Windows
smbstatus Samba
smbtree Windows
tdbbackup Samba
tdbdump Samba
testparm smb.conf
whinfo Winbind
EXEC
application-accelerator
central-manager

Windows

Cisco Wide Area Application Services
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H windows-domain

Get Entity

WAE# windows-domain diagnostics getent --help
Usage: getent [OPTION...] database [key ...]
getent - get entries from administrative database.

-s, --service=CONFIG Service configuration to be used
-?, --help Give this help list

--usage Give a short usage message
-V, --version Print program version

Mandatory or optional arguments to long options are also mandatory or optional
for any corresponding short options.

Supported databases:
aliases ethers group hosts netgroup networks passwd protocols rpc
services shadow

NetBIOS NMB Lookup

WAE# windows-domain diagnostics nmblookup -h

Usage: [-?TV] [--usage] [-B BROADCAST-ADDRESS] [-f VAL] [-U STRING] [-M VAL]
[-R VAL] [-S VAL] [-r VAL] [-A VAL] [-d DEBUGLEVEL] [-s CONFIGFILE]
[-1 LOGFILEBASE] [-O SOCKETOPTIONS] [-n NETBIOSNAME] [-W WORKGROUP]

[-1 SCOPE] <NODE>

Windows Samba Client

WAE# windows-domain diagnostics smbclient -h

Usage: [-?EgVNkP] [--usage] [-R NAME-RESOLVE-ORDER] [-M HOST] [-I IP] [-L HOST]
[-t CODE] [-m LEVEL] [-T <c|x>IXFngNan] [-D DIR] [-c STRING] [-b BYTES]
[-p PORT] [-d DEBUGLEVEL] [-s CONFIGFILE] [-1 LOGFILEBASE]
[-O SOCKETOPTIONS] [-n NETBIOSNAME] [-W WORKGROUP] [-i SCOPE]
[-U USERNAME] [-A FILE] [-S on|off|required] service <password>
TDB Backup

WAE# windows-domain diagnostics tdbbackup -h
Usage: tdbbackup [options] <fname...>

-h this help message
-s suffix set the backup suffix
-v verify mode (restore if corrupt)
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Windows
-u

WAE# windows-domain diagnostics wbinfo -u
administrator

guest

user98

tuserl

WAE# show user username user98

uid : 70012

Username : user98

Password HE

Privilege : super user

Configured in : Windows Domain database

WAE# show user uid 70012

uid : 70012

Username : user98

Password HER

Privilege : super user

Configured in : Windows Domain database
Windows

WAE# windows-domain diagnostics
net join -S<domain server> -U<domain admin username>%<domain

config windows-domain

Cisco Wide Area Application Services

windows-domain W

WinBiind

admin password>
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W write

Write

WAAS

write EXEC

write [erase | memory | mib-data | terminal]

I Cisco Wide Area Application Services

erase NVRAM RAM
memory NVRAM
mib-data MIB
terminal
NVRAM
EXEC
application-accelerator
central-manager
NVRAM
write erase

WAAS

write terminal

WAE# write memory

copy running-config
copy startup-config
show running-config

show startup-config

show running-config
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write W
WAAS
EXEC configure
WAE
(config) #
WAE# configure
WAE (config) #
copy running-config startup-config EXEC
WAE
ACL ACL
EXEC exit

end

WAE (config)# exit
WAE#

Cisco Wide Area Application Services
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Bl config aaaaccounting

config aaa accounting

WAAS AAA
aaa accounting

aaa accounting {commands {0 | 15} default {start-stop | stop-only | wait-start} tacacs | exec default
{start-stop | stop-only | wait-start} tacacs | system default {start-stop | stop-only} tacacs}

commands

0
15
default AAA

start-stop

stop-only

wait-start

CLI

tacacs TACACS+
exec EXEC

EXEC EXEC
EXEC

system

application-accelerator

central-manager

Cisco Wide Area Application Services
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config aaaaccounting M

AAA
AAA
WAAS
TACACS+ AAA RADIUS
AAA WAAS
TACACS+
e EXEC—EXEC Telnet FTP SSH SSH
1 2 EXEC
WAAS EXEC
WAAS IP
EXEC TACACS+

WeekDay#Month#Day#Time#Year#CEaddress#usernameffiterminal #RemoteHost#Event#

EventTime#TaskId#Timezone#Service
e Command — WAAS WAAS CLlI

WAAS 0 15 2

TACACS+

WeekDay#Month#Day#Time#Year#CEaddress#username#terminal #RemoteHost#Event#

EventTime#TaskId#Timezone#Service#PrivilegeLevel #CLICommand
e System — WAAS

TACACS+

WeekDay#Month#Day#Time#Year#CEaddress#usernamef#terminal #RemoteHost#Event#

EventTime#TaskId#Timezone#SystemService#SystemAccountingEvent#EventReason
WAAS
wait-start WAAS TACACS+

WAAS TACACS+

WAAS wait-start

Warning: The device may become non-responsive if it cannot contact a configured TACACS+

server.

yes

Are you sure you want to proceed?[yes]

Cisco Wide Area Application Services
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Bl config aaaaccounting

WAAS TACACS+

WAE (config) # tacacs key abc

WAE (config)# tacacs server 192.168.50.1 primary

WAE (config)# aaa accounting system default start-stop tacacs
WAE# show aaa accounting

Accounting Type Record event(s) Protocol
Exec shell unknown unknown
Command level 0 unknown unknown
Command level 15 unknown unknown
System start-stop TACACS+

WAAS EXEC

TACACS+

WAE (config) # aaa accounting exec default stop-only tacacs

WAAS CLlI

CLI
TACACS+

WAE (config)# aaa accounting commands 0 default stop-only tacacs

WAAS CLI

TACACS+
CLI

WAE (config)# aaa accounting commands 15 default wait-start tacacs

TACACS+ EXEC

Wed Apr 14 11:19:19 2004 172.16.0.0 superlO pts/0 172.31.0.0 start
start_time=1081919558 task_id=3028 timezone=PST service=shell

Wed Apr 14 11:19:23 2004 172.16.0.0 superl0 pts/0 172.31.0.0

stop stop_time=1081919562 task_id=3028 timezone=PST service=shell

Wed Apr 14 11:22:13 2004 172.16.0.0 normal20 pts/0 viab.abc.com start
start_time=1081919732 task_id=3048 timezone=PST service=shell

Wed Apr 14 11:22:16 2004 172.16.0.0 normal20 pts/0 viab.abc.com stop
stop_time=1081919735 task_id=3048 timezone=PST service=shell

Wed Apr 14 11:25:29 2004 172.16.0.0 admin ftp viab5.abc.com start start_time=1081919928
task_id=3069 timezone=PST service=shell

Wed Apr 14 11:25:33 2004 172.16.0.0 admin ftp via5.abc.com stop stop_time=1081919931
task_1d=3069 timezone=PST service=shell

TACACS+

Wed Apr 14 08:37:14 2004 172.16.0.0 unknown unknown 0.0.0.0 start
start_time=1081909831

task_id=2725 timezone=PST service=system event=sys_acct reason=reload

Wed Apr 14 10:19:18 2004 172.16.0.0 admin ttyS0 0.0.0.0 stop stop_time=1081915955
task_id=5358 timezone=PST service=system event=sys_acct reason=shutdown
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config adapter W

TACACS+

Wed Apr 14 12:35:38 2004 172.16.0.0 admin ttySO 0.0.0.0 start start_time=1081924137
task_id=3511 timezone=PST service=shell -1v1=0 cmd=logging console enable

Wed Apr 14 12:35:39 2004 172.16.0.0 admin ttySO 0.0.0.0 stop stop_time=1081924137
task_id=3511 timezone=PST service=shell priv-1v1l=0 cmd=logging console enable

WAAS CLlI
syslog.txt

ce_syslog (LOG_INFO, CESM_PARSER, PARSER_ALL, CESM_350232,
"CLI_LOG %s: %s \n", __ _FUNCTION__, pd->command_line) ;

debug

show aaa accounting

config adapter

EndPoint Mapper EPM adapter
EPM no

adapter epm enable

epm Microsoft PortMapper
enable EPM
EPM WAAS 4.0.3
WAE
application-accelerator
central-manager
Microsoft PortMapper EPM adapter

epm enable

EPM

WAE (config) # adapter epm enable

show adapter

show statistics epm
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M config alarm overload-detect

config alarm overload-detect

alarm overload-detect

alarm overload-detect {clear 1-999 [raise 10-1000] | enable | raise 10-1000 [clear 1-999]}

clear WAAS
SNMP
NMS
~
alarm overload-detect clear alarm overload-detect raise
1-999 1
raise WAAS Network Management
Station NMS; SNMP
enable
10-1000 1
clear 1 1
raise 1 10
application-accelerator
central-manager
WAAS
WAAS alarm overload-detect
WAAS clear

WAAS

. SNMP NMS clear raise SNMP

NMS

. SNMP NMS

[ ]

e WAAS clear

I Cisco Wide Area Application Services
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config asset M

WAAS show alarms show alarms history EXEC

WAE (config)# alarm overload-detect enable

1 100

WAE (config)# alarm overload-detect raise 100

1 10

WAE (config) # alarm overload-detect clear 10

show alarms

config asset

asset
no

asset tag name

tag

name

application-accelerator

central-manager

WAAS

WAE (config)# asset tag entitymib
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B config authentication

config authentication

WAAS authentication

no

authentication {configuration {local | radius | tacacs | windows-domain} enable [primary |
secondary | tertiary | quaternary] | fail-over server-unreachable | login {local | radius | tacacs |
windows-domain} enable [primary | secondary | tertiary| quaternary] | content-request
windows-domain disconnected-mode enable}

configuration WAAS

local WAAS

radius WAAS RADIUS

tacacs WAAS TACACS+

windows-domain WAAS Windows

enable WAAS

primary WAAS

secondary WAAS 2

tertiary 2 WAAS 3

quaternary 2 3 WAAS
4

fail-over WAAS

server-unreachable

login WAAS

local WAAS

radius WAAS RADIUS

tacacs WAAS TACACS+

windows-domain WAAS Windows

enable WAAS

primary WAAS

secondary WAAS 2

tertiary WAAS 2

quaternary WAAS
4

I Cisco Wide Area Application Services
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config authentication W

content-request

S
application-accelerator

windows-domain Windows
disconnected-mode
enable
application-accelerator
central-manager
authentication WAAS
WAAS WAAS CLI

WAAS Central Manager GUI WAAS Central Manager GUI

WAAS Central Manager WAE WAE
Cisco Wide Area Application Services
Configuration Guide
authentication login WAAS
authentication configuration WAAS
authentication login local authentication configuration local
authentication login tacacs authentication configuration tacacs
TACACS+ WAAS
TACACS+ TACACS  Extended TACACS
TACACS+ authentication tacacs TACACS+
tacacs enable TACACS+ config

tacacs
authentication login radius authentication configuration radius RADIUS

TACACS+ RADIUS
TACACS+ RADIUS
TACACS+ RADIUS

| oL-11817-01-J
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config authentication

primary
secondary

authentication login

authentication fail-over server-unreachable

TACACS+
RADIUS
WAAS RADIUS
WAAS

config radius-server

authentication login radius

RADIUS

authentication configuration radius
RADIUS
WAAS RADIUS

no
enable RADIUS
TACACS+
WAAS TACACS+

WAAS
config tacacs

Cisco Wide Area Application Services

authentication configuration

TACACS+ RADIUS
TACACS+ RADIUS
WAAS
WAAS
TACACS+
WAAS

radius-server

RADIUS
authentication
no authentication login radius
tacacs
TACACS+
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config authentication W

tacacs host radius-server host
TACACS+ tacacs host hostname
WAAS
WAAS
Windows
Windows
Windows windows-domain wins-server
Windows
config windows-domain
WAAS CLI WAAS Central Manager GUI WAAS
Cisco Wide Area Application Services Configuration Guide 6
WAE (config)# authentication fail-over server-unreachable
WAAS WAAS
2 WAAS
TACACS+ RADIUS Windows
authentication login
RADIUS TACACS+
Windows 3 4
WAAS 4

WAE (config
WAE (config
WAE (config
WAE (config

authentication login radius enable primary
authentication login tacacs enable secondary
authentication login windows-domain enable tertiary

) #
) #
) #
) # authentication login local enable quaternary

A

WAAS
TACACS+ RADIUS

TACACS+ RADIUS Windows
authentication configuration

| oL-11817-01-J
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B config authentication

Telnet FTP SFTP Secure
Shell SSH; 1 2
RADIUS

TACACS+ Windows
WAAS

RADIUS TACACS+ Windows 3

4 WAAS

4

WAE (config
WAE (config
WAE (config
WAE (config

authentication configuration radius enable primary
authentication configuration tacacs enable secondary
authentication configuration windows-domain enable tertiary

) #
) #
) #
) # authentication configuration local enable quaternary

A

WAAS
TACACS+ RADIUS
show authentication
WAE# show authentication user
Login Authentication: Console/Telnet/Ftp/SSH Session
local enabled (primary)
Windows domain enabled
Radius disabled
Tacacs+ disabled

Configuration Authentication: Console/Telnet/Ftp/SSH Session

local enabled (primary)
Radius disabled
Tacacs+ disabled

config radius-server
show authentication
show statistics radius
show statistics tacacs

config tacacs
windows-domain

config windows-domain

Cisco Wide Area Application Services
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config auto-register M

config auto-register

Dynamic Host Configuration Protocol DHCP

WAE WAAS Central Manager
auto-register WAE

no

auto-register enable [FastEthernet slot/port | GigabitEthernet slot/port]

enable DHCP WAAS Cenral Manager

FastEthernet DHCP

slot/port 0 3

GigabitEthernet DHCP

slot/port 1 2
WAE DHCP

application-accelerator

WAE  WAAS Central Manager

WAAS WAAS Central Manager WAAS
Central Manager
WAE WAAS Central Manager GUI
auto-register enable WAE
DHCP WAAS Central Manager WAAS Central
Manager
interface GigabitEthernet slot/port IP
no auto-register enable DHCP
DHCP
WAAS Central Manager
43 DHCP
S
DHCP ip address dhcp
DHCP
DHCP WAAS RFC 2132
43
RFC 2132 8.4

Cisco Wide Area Application Services
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Bl config auto-register

DHCP
code/length/value
1.
2. 0 255
2 tag-length-value
3. 255 END
255
RFC DHCP WAAS Central Manager code/length/value
1 WAAS Central Manager
0x01 DHCP
WAAS 60 DISCOCDN
DHCP DHCP
e Subnet-mask 1
e Routers 3
e Domain-name 15
¢ Domain-name-servers 6
e Host-name 12
DHCP subnet-mask 1
routers 3 domain-name 15 domain-name-servers
6 host-name 12
domain-name-servers 6
domain-name-servers
8
WAE
e WAE-511 WAE-512 WAE-611 WAE-612 WAE-7320 GigabitEthernet 1/0
DHCP
2/0

WAE (config)# auto-register enable GigabitEthernet 2/0

WAE

WAE (config) # no auto-register enable

Cisco Wide Area Application Services
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config banner M

show auto-register
show running-config

show startup-config

config banner

EXEC Message-of-The-Day MOTD banner

no

banner enable | {{exec | login | motd} [message text]}

enable WAE
exec EXEC
message EXEC
text 1 WAE
\n

login
motd MOTD

3
e MOTD MOTD
. MOTD
e EXEC EXEC CLI

~
Telnet Secure Shell SSH;

2

message message CR
1
Return \n
\n 980

Cisco Wide Area Application Services
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Bl config banner

EXEC
banner enable
show banner EXEC
A
SSH 1 WAE MOTD
WAE SSH 2
banner motd message MOTD
MOTD 1

WAE (config) # banner motd message This is a WAAS 4.0.7 device

banner motd message 1
MOTD MOTD
WAE \n

WAE (config) # banner motd message "This is the motd message.
\nThis is a WAAS 4.0.7 device\n"

banner login message 1
WAE A
\n

WAE (config)# banner login message "This is login banner.
\nUse your password to login\n"

WAE (config)# banner enable

banner exec
banner exec banner motd message
banner exec

WAE (config) # banner exec

Please type your MOTD messages below and end it with '.' at beginning of line:

(plain text only, no longer than 980 bytes including newline)

This is the EXEC banner.\nUse your WAAS username and password to log in to this WAE.\n
Message has 99 characters.

WAE (config) #

Cisco Wide Area Application Services
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config banner M

WAE MOTD EXEC
SSH WAE MOTD

This is the motd banner.
This is a WAAS 4.0.7 device
This is login banner.

Use your password to login.

Cisco Wide Area Application Services Engine

admin@wae's password:

EXEC

Last login: Fri Oct 1 14:54:03 2004 from client

System Initialization Finished.

This is the EXEC banner.

Use your WAAS username and password to log in to this WAE.

WAAS WAE CLI CLI

15 EXEC CLI

WAE#

show banner

Cisco Wide Area Application Services
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M config bypass

config bypass

WAE

no

bypass

bypass static {clientip | any-client} {serverip | any-server}

static

clientip

IP WAE

any-client

serverip

IP WAE

any-server

WAE

application-accelerator

bypass static

WAE

WAAS

Edge WAE

Edge WAE
WCCP

WAE

WCCP

WAE (config) # bypass static 10.1.17.1 172.16.7.52

WAE

I Cisco Wide Area Application Services
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WAE (config) # bypass static

WAE

WAE (config) # bypass static

WAE# show bypass list
Client Server

10.1.17.1:0 172.16
any-client:0 172.16

config bypass

WAE

any-client 172.16.7.52

10.1.17.1 any-server

show bypass list

Entry type

.7.52:0 static-config
.7.52:0 static-config

10.1.17.2:0 any-server:0 static-config

show bypass

| oL-11817-01-J
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B config cdp

config cdp

WAAS Cisco Discovery Protocol CDP;

cdp

cdp {enable | holdtime seconds | timer seconds}

enable CDP
holdtime CDP
180
seconds CDP 10 255
timer CDP 60
seconds 5 254
holdtime 180
timer 60
application-accelerator
central-manager
cdp enable CDP
CDP
CDP MIB SNMP
SNMP SNMP

Cisco Discovery Protocol ~ CISCO-CDP-MIB

CDP
cdp timer seconds CDP
SNMP 1
cdp holdtime seconds CDP
CDP
CDP CDP 10 CDP

15

WAE (config)# cdp enable
WAE (config)# cdp holdtime 10
WAE (config)# cdp timer 15

Cisco Wide Area Application Services
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config-if cdp
clear

show cdp

config central-manager

config central-manager M

WAAS Central Manager central-manager

central-manager
WAAS Central Manager 1P
central-manager
no

WAE
application-accelerator

central-manager {address {hostname | ip-address} | role {primary | standby} | ui port port-num}

address WAE WAAS Central Manager IP

hostname WAE WAAS Central Manager

ip-address WAE WAAS Central Manager 1P

role WAAS Central Manager

primary WAAS Central Manager WAE WAAS
Central Manager

standby WAAS Central Manager WAE WAAS
Central Manager

ui WAAS Central Manager GUI

port WAAS Central Manager GUI 8443

port-num 1 65535

N
address application-accelerator role ui port

central-manager

WAAS Central Manager GUI 8443

application-accelerator

central-manager

Cisco Wide Area Application Services
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Bl config central-manager

central-manager address WAE WAAS
Central Manager WAAS
WAAS Central Manager IP
IP WAAS
Central Manager
WAAS Central Manager  c¢cms enable
WAAS Central Manager cms WAAS Central Manager GUI
WAAS Central Manager  Centralized Management System CMS;
NAT
WAAS WAAS Central Manager WAAS WAE
WAAS Central Manager 2 WAAS Central Manager
WAAS Central Manager 443
WAAS Central Manager 443
WAAS Central Manager WAAS Central Manager
WAAS
Network Address Translation NAT
WAAS WAE
WAAS Central Manager NAT NAT
1 IP IP NAT
IP IP
IP
WAAS Central Manager NAT
IP NAT
NAT
WAAS Central Manager NAT NAT  WAAS Central Manager
IP
IP WAAS Central Manager central manager
address ip-address WAAS Central Manager
IP NAT
Central Manager getUpdate WAAS
NAT WAAS Central Manager  NAT NAT WAE
IP Device Activation NAT Configuration
IP Address WAAS getUpdate
S
1 1

I Cisco Wide Area Application Services
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config central-manager M

WAAS Central Manager

WAAS WAAS Central Manager
WAAS WAAS Central Manager
WAAS Central Manager WAAS Central
Manager WAAS Central Manager

WAAS Central Manager
WAAS Central Manager

WAAS Central Manager WAAS Central Manager

WAAS Cental Manager

WAAS Central Manager

WAAS Central Manager WAAS Central
Manager 1 WAAS Central Manager central-manager role
primary

WAE# configure
WAE (config) # central-manager role primary

WAAS Central Manager
WAAS Central Manager WAAS Central Manager
WAAS Central Manager
WAAS Central Manager
Cisco Wide Area Application Services Configuration

Guide

WAAS Central Manager Central Manager
Central Manager Central

Manager

Cisco Wide Area Application Services Configuration Guide
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Bl config central-manager

WAAS waas-cm WAAS WAAS Central
Manager

waas-cm(config)# central-manager role primary

WAE IP 10.1.1.1  WAAS Central Manager
WAE WAAS Central Manager WAE WAAS

WAE (config) # central-manager address 10.1.1.1

WAAS Central Manager GUI GUI

WAE (config)# central-manager ui port 8550

WAAS Central Manager WAAS Central Manager

WAE (config)# central-manager role standby
Switching CDM to standby will cause all configuration settings made on this CDM to be
lost.

Please confirm you want to continue [no]?yes
Restarting CMS services

Cisco Wide Area Application Services
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config clock

clock

config clock W

clock {summertime timezone {date startday startmonth startyear starthour endday endmonth endyear
offset | recurring {1-4 startweekday startmonth starthour endweekday endmonth endhour offset |
first startweekday startmonth starthour endweekday endmonth endhour offset | last startweekday
startmonth starthour endweekday endmonth endhour offset}} | timezone {timezone hoursoffset
minutesoffset}}

summertime
timezone
date
startday 1 31
startmonth January  December
startyear 1993 2032
starthour hh:mm
endday 1 31
endmonth January  December
endyear 1993 2032
endhour : hh:mm
offset uTC

0 59
recurring
1-4 1 4
first
last
startweekday Monday  Friday
startmonth January  December
starthour hh:mm
endweekday Monday  Friday
endmonth January  December
endhour : hh:mm
offset uTC

0 59
timezone
timezone
hoursoffset uTC

-23 +23
minutesoffset uTC

0 59

Cisco Wide Area Application Services

| oL-11817-01-J



3 CLI |

M config clock

application-accelerator

central-manager

NTP uTC clock set
clock timezone clock timezone clock set EXEC
uTC uTC show clock
detail EXEC
clock timezone offset timezone
00 UTC
uTC Greenwich mean time [GMT,; ]

WAE (config)# clock timezone timezone 0 0

3-23
3-23 —UuTC
UTC

Africa/Algiers +1
Africa/Cairo +2
Africa/Casablanca 0
Africa/Harare +2
Africa/Johannesburg +2
Africa/Nairobi +3
America/Buenos_Aires -3
America/Caracas -4
America/Mexico_City —6
America/Lima -5
America/Santiago -4
Atlantic/Azores -1
Atlantic/Cape_Verde -1
Asia/Almaty +6
Asia/Baghdad +3
Asia/Baku +4
Asia/Bangkok +7
Asia/Colombo +6
Asia/Dacca +6
Asia/Hong_Kong +8
Asia/lrkutsk +8
AsialJerusalem +2
Asia/Kabul +4.30

Cisco Wide Area Application Services
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config clock W

3-23 —UTC

UTC
Asia/Karachi +5
Asia/Katmandu +5.45
Asia/Krasnoyarsk +7
Asia/Magadan +11
Asia/Muscat +4
Asia/New Delhi +5.30
Asia/Rangoon +6.30
Asia/Riyadh +3
Asia/Seoul +9
Asia/Singapore +8
Asia/Taipei +8
Asia/Tehran +3.30
Asia/Vladivostok +10
Asia/Yekaterinburg +5
Asia/Yakutsk +9
Australia/Adelaide +9.30
Australia/Brisbane +10
Australia/Darwin +9.30
Australia/Hobart +10
Australia/Perth +8
Australia/Sydney +10
Canada/Atlantic -4
Canada/Newfoundland -3.30
Canada/Saskatchewan -6
Europe/Athens +2
Europe/Berlin +1
Europe/Bucharest +2
Europe/Helsinki +2
Europe/London 0
Europe/Moscow +3
Europe/Paris +1
Europe/Prague +1
Europe/Warsaw +1
Japan +9
Pacific/Auckland +12
Pacific/Fiji +12
Pacific/Guam +10
Pacific/Kwajalein -12
Pacific/Samoa -11
US/Alaska -9
US/Central -6

Cisco Wide Area Application Services
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M config clock

3-23 —UTC
UTC
US/Eastern -5
US/East-Indiana -5
US/Hawaii -10
US/Mountain -7
US/Pacific -8
uTC 8

WAE (config)# clock timezone US/Pacific -8 0

WAAE

WAE (config) # no clock timezone

WAE (config)# clock summertime US/Pacific date 10 October 2005 23:59 29 April 2006
23:59 60

clock

show clock

Cisco Wide Area Application Services
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config cms

WAAS
CMS;

config cms W

Centralized Management System

cms

no

cms {database maintenance {full {enable | schedule weekday at time} | regular {enable | schedule
weekday at time}} | enable | rpc timeout {connection 5-1800 | incoming-wait 10-600 | transfer

10-7200}}

database maintenance

full
enable
schedule
weekday
every-day
Mon
Tue
Wed
Thu
Fri
Sat
Sun
at
time 0 230 hh:mm
at
Mon
Tue
Wed
Thu
Fri
Sat
Sun
regular
enable WAAS CMS
rpc timeout
connection
5-1800 WAAS Central Manager 30
WAE 180
incoming-wait
10-600 30
transfer
10-7200 300

Cisco Wide Area Application Services
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Bl config cms

database maintenance regular

database maintenance full

connection WAAS Central Manager

incoming wait 30

transfer 300

application-accelerator

central-manager

cms database maintenance

cms enable
CMS
WAAS
WAAS

WAAS

WAE 180

no cms enable
WAAS
cms deregister EXEC

11

WAE (config)# cms database maintenance regular schedule Fri at 23:00

WAAS

WAE (config)# cms enable
Generating new RPC certificate/key pair
Restarting RPC services

Creating database backup file emerg-debug-db-01-25-2006-15-31.dump

Registering Wide Area Central Manager...

Registration complete.

Please preserve running configuration using

90

'copy running-config startup-config'.

Otherwise management service will not be started on reload and node will be shown
'offline' in Wide Area Central Manager UI.

management services enabled

cms

show cms

I Cisco Wide Area Application Services
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config device mode WM

config device mode

WAAS device mode
WAAS
no

device mode {application-accelerator | central-manager}

application-accelerator WAAS WAAS
Edge WAE Core WAE
central-manager WAAS WAAS Central Manager
application-accelerator
application-accelerator
central-manager
WAAS Central Manager WAAS 4.0
WAAS WAAS Central
Manger WAE WAAS Central Manager
WAAS 1
central-manager application-accelerator
N
WAAS Central Manager WAAS
WAAS application-accelerator WAE
WAAS 4.0 device mode
show device mode EXEC
WAAS CLI WAAS
WAAS cms enable
WAAS
no
WAAS application-accelerator Wide Area Application
Engine WAE WAAS CLI WAAS Central Managers

Cisco Wide Area Application Services
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Bl config device mode

WAE NME-WAE Central Manager

WAE  Central Manager

WAAS

WAE (config) # device mode central-manager

WAAS

WAE(config)# device mode application-accelerator

show device-mode

Cisco Wide Area Application Services
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config disk

WAAS
disk

no

disk error-handling {reload | remap | threshold number}

config disk H

error-handling

reload disk00 SYSFS
remap
threshold
number
0 100 10 0
error-handling threshold number 10
application-accelerator
central-manager
2 RAID SYSFS
110
WAAS disk00
WAAS SYSFS 1
SYSFS
WAAS
disk00
SYSFS RAID SYSFS
disk00  disk01 disk00 SYSFS
1 WAAS
WAE WAAS
1
WAAS
WAAS WAAS
TAC
WAAS
e SCSI IDE Linux

Cisco Wide Area Application Services
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Bl config disk

o open(2) read(2) write(2)
EIO

WAAS
SYSFS
Syslog WAAS SNMP
SNMP

WAAS

10

disk error-handling threshold

WAAS

disk error-handling reload WAAS
WAAS WAAS
Syslog SNMP

WAAS
disk error-handling reload
no disk error-handling reload

disk00

WAE (config)# disk error-handling threshold 5

disk

show disks

Cisco Wide Area Application Services
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config end W

config end

end
end

application-accelerator

central-manager
end

NVRAM
write
Ctrl-Z
WAAS

WAE (config)# end
WAE#

config exit

Cisco Wide Area Application Services
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B config exec-timeout

config exec-timeout

WAAS Telnet
exec-timeout

no
exec-timeout timeout
timeout 0
15
application-accelerator
central-manager
WAAS Telnet Secure Shell

exec-timeout
SSH

100

WAE (config) # exec-timeout 100

100

WAE (config) # no exec-timeout

config telnet enable

15

exec-timeout

Telnet

I Cisco Wide Area Application Services
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config exit M

config exit

EXEC exit
exit
application-accelerator
central-manager
Ctrl-z end
EXEC

WAE (config) # exit
WAE#

config end

Cisco Wide Area Application Services
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config external-ip

config external-ip

WAE 8 Network Address Translation NAT; IP
external-ip NAT
IP no

external-ip ip-addresses

ip-addresses 8 IP

application-accelerator

WAE 8 NAT IP 8
WAAS WAAS Central Manager WAE 2
WAAS Central Manager
WAAS Central Manager 443
WAAS Central Manager
443
WAAS Central Manager

WAAS Central Manager WAAS
WAAS WAE WAAS
Central Manager NAT NAT
1 IP IP NAT

IP NAT IP IP
IP WAAS Central Manager NAT
IP NAT
NAT
WAAS Central Manager NAT NAT  WAAS Central Manager
IP NAT IP
IP WAAS WAAS Central Manager
central manager address ip-address WAAS
Central Manager IP
NAT WAAS Central Manager getUpdate
WAAS NAT WAAS Central Manager  NAT
NAT WAE
NAT IP IP

WAAS getUpdate

Cisco Wide Area Application Services
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config external-ip M

WAAS 4 NAT IP

WAE (config)# external-ip 192.168.43.1 192.168.43.2 192.168.43.3 192.168.43.4

config interface
config ip
config-if ip

Cisco Wide Area Application Services
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Bl config help

config help

help
help
EXEC
application-accelerator
central-manager
?
?
Two styles of help are provided:
. show ?

show stat?

help

WAE# configure

WAE (config) # help

Help may be requested at any point in a command by entering a question mark '?'. If
nothing matches, the help list will be empty and you must backup until entering a '?'
shows the available options.

Two styles of help are provided:
1. Full help is available when you are ready to enter a command argument.
2. Partial help is provided when an abbreviated argument is entered.

WCCP
WAE# configure
WAE (config) # weep ?
access-list Configure an IP access-1list for inbound WCCP encapsulate
traffic
flow-redirect Redirect moved flows
router-list Router List for use in WCCP services
shutdown Wccp Shutdown parameters
slow-start accept load in slow-start mode
tcp-promiscuous TCP promiscuous mode service
version WCCP Version Number

Cisco Wide Area Application Services
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config hostname WM

WCCP

WAE (config)# wececp tcp ?

mask Specify mask used for CE assignment
router-list-num Router list number

config hostname

WAAS hostname

no

hostname name

name WAAS
1 30

WAAS WAE-511 WAE-611 WAE-7326

application-accelerator

central-manager

WAAS

. 30

@ # $ %
ne 0 |V

WAAS sandbox

WAE-511 (config)# hostname sandbox
Sandbox (config) #

Sandbox (config) # no hostname
WAE-511 (config) #

Cisco Wide Area Application Services
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M config inetd

dnslookup
config ip
config-if ip

show hosts

config inetd

WAAS FTP RCP inetd enable
no

inetd enable {ftp | rcp}

enable
ftp FTP
rcp RCP

FTP RCP

application-accelerator

central-manager

Inetd Internet daemon =

inetd enable ftp rcp
WAAS
no inetd enable inetd
show inetd EXEC

WAAS FTP

WAE (config)# inetd enable ftp

FTP

WAE (config)# no inetd enable ftp

show inetd

Cisco Wide Area Application Services
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config interface

InlineGroup  InlinePort

interface

no

config interface M

interface GigabitEthernet slot/port [autosense | bandwidth {10 | 100 | 1000} | cdp enable |
channel-group {1 | 2} | description text | full-duplex | half-duplex | ip {access-group {acl-num |
acl_name} {in | out} | address {ip_address netmask [secondary] | dhcp [client-id id hostname
name | hostname name client-id id]}} | mtu mtusize | shutdown | standby grpnumber [priority

priority]]

interface InlineGroup slot/grpnumber [failover timeout {1 | 3|5} | inline [vlan {all | native | vlan_list}]

| shutdown]

interface InlinePort slot/grpnumber/{lan | wan} [autosense | bandwidth {10 | 100 | 1000} | full-duplex |

half-duplex]

interface PortChannel {1 | 2} [description text | ip {access-group {acl-num | acl_name} {in | out} |
address ip-address netmask} | shutdown]

interface Standby grpnumber {description text | errors max-error-number | ip ip_address | no
{description text | errors max-error-number | ip ip_address | shutdown}| shutdown}

GigabitEthernet

slot/port

autosense

bandwidth

10

10 Mbps

100

100 Mbps

1000

1000 Mbps

cdp enable

Cisco Discovery Protocol CDP;

channel-group

EtherChannel

1

EtherChannel

2

EtherChannel

description

text

full-duplex

half-duplex

ip

access-group

Access Control List ACL;
IP

acl_num

ACL
ACL 1 99 ACL 100

199

Cisco Wide Area Application Services
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M config interface

acl_name

30 1D
ACL

ACL

out

ACL

address

ip-address

netmask

secondary

dhcp

Dynamic Host Configuration Protocol DHCP
IP

client-id

1D

id

hostname

name

mtu

maximum transmission unit;

MTU

mtusize

MTU 88 1500

shutdown

standby

grpnumber

priority

priority

4294967295

InlineGroup

InlineGroup

slot/grpnumber

failover

timeout

1

3

5

inline

InlineGroup

vlan

VLAN

all

native

vlan_list

VLAN ID VLAN

InlinePort

slot/grpnumber/

I Cisco Wide Area Application Services
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config

interface M

lan

LAN

wan

WAN

autosense

LAN

bandwidth

10

10 Mbps

100

100 Mbps

1000

1000 Mbps

full-duplex

half-duplex

PortChannel

EtherChannel

1

1

2

2

errors

max-error-number

ip

ip_address

application-accelerator

central-manager

interface FibreChannel

WAAS

WAAS

WAE-7320
WAE-7320
WAE-611 WAE-7326
10 100
1000 Mbps
1000 Mbps

WAAS

CDP

interface FibreChannel
bandwidth

Mbps

1000 Mbps
WAAS

1000 Mbps

cdp enable
CDP
cdp enable

Cisco Wide Area Application Services
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3 CLI |

M config interface

ID 1/0 show running-config
show startup-config autosense bandwidth full-duplex half-duplex
ip shutdown
IP
interface secondary
IP IP
WAAS
WAAS
WAAS
WAAS
1 4
2 IP
IP ip address
IP 1  WAAS
IP IP
WAAS IP IP
IP
IP IP IP
WAAS IP
DHCP
WAAS WAAS IP
DHCP WAE IP
WAAS DHCP WAAS
IP WAAS
WAAS IP
ip address dhcp [client_id | hostname]
DHCP ID ASCII
WAAS ID DHCP
DHCP WAAS ID
WAAS
A
DHCP
WAAS description text
240
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config interface M

SCSI  IDE
show EXEC
WAE show
interface interface type slot/port EXEC
EtherChannel
WAAS EtherChannel 2 1
2
EtherChannel EtherChannel
Y
WAE
EtherChannel
InlineGroup
InlineGroup 4
WAAS 4.0.7 WAAS
2 InlineGroup
2 WAE
InlineGroup
VLAN InlineGroup
config-if inline
InlinePort
InlinePort 4
4 InlinePort InlineGroup
LAN WAN
InlinePort bandwidth autosense
half-duplex full-duplex

1 CLI

WAE (config)# interface GigabitEthernet 1/0 half-duplex

CLI

WAE (config)# interface GigabitEthernet 1/0
WAE (config-if)# half-duplex

WAE (config-if)# exit

WAE (config) #

Cisco Wide Area Application Services
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M config interface

WAE (config)# no interface GigabitEthernet 1/0 shutdown

EtherChannel 2 10.10.10.10 IP
255.0.0.0

WAE# configure

WAE (config)# interface PortChannel 2

WAE (config-if)# ip address 10.10.10.10 255.0.0.0
WAE (config-if)# exit

EtherChannel

WAE (config)# interface PortChannel 2

WAE (config-if)# no ip address 10.10.10.10 255.0.0.0
WAE (config-if)# exit

WAE (config)# no interface PortChannel 2

WAE# configure

WAE (config)# interface GigabitEthernet 1/0
WAE (config-if)# channel-group 2

WAE (config-if)# exit

WAE (config)# interface GigabitEthernet 1/0
WAE (config-if)# no channel-group 2
WAE (config-if)# exit

ip address WAAS

WAE# configure
WAE (config)# interface GigabitEthernet 1/0
WAE (config-if)# ip address 10.10.10.10 255.0.0.0 secondary

WAE (config)# interface GigabitEthernet 1/0
WAE (config-if)# description This is a GigabitEthernet interface.

show running-config EXEC

WAE# show running-config

interface GigabitEthernet 1/0
description This is an interface to the WAN
ip address dhcp
ip address 192.168.1.200 255.255.255.0
no autosense
bandwidth 100
full-duplex
exit
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config interface M

show interface

WAE# show interface GigabitEthernet 1/0
Description: This is the interface to the lab
type: Ethernet

show interface
show running-config

show startup-config

Cisco Wide Area Application Services
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Bl config ip

config ip

ip
no

ip default-gateway ip-address

ip domain-name namel name2 name3

ip name-server ip-addresses

ip path-mtu-discovery enable

ip route dest_addrs net_addrs gateway_addrs
default-gateway IP
ip-address IP
domain-name
namel name3 3
name-server
ip-addresses IP 8
path-mtu-discovery RFC 1191 Path maximum transmission unit; MTU

discovery
enable Path MTU discovery
route
dest_addrs
net_addrs
gateway_addrs
application-accelerator
central-manager
ip default-gateway
1 IP
no WAAS
IP
ip domain-name IP
no 3

namel name2 name3
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WAAS

config ip M

DNS
WAAS 1
ip name-server
ip-addresses IP no
IP
WAAS DNS ip name-server WAAS
DNS 8
Path MTU autodiscovery  MTU
ip path-mtu-discovery enable
576
MTU
WAAS RFC 1191 IP Path MTU Discovery
Path MTU Discovery
IP
MTU
S
IP Path MTU discovery MTU

IP Path MTU discovery

IP Path MTU Discovery

ip route

no

WAAS

ip route
ip route 0.0.0.0 0.0.0.0
ip default-gateway

WAE (config)# ip default-gateway 192.168.7.18

WAE (config) # no ip default-gateway

WAAS

WAE (config)# ip route 172.16.227.128 255.255.255.0 172.16.227.250

1P

Cisco Wide Area Application Services
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Bl config ip

IP

WAE (config)# no ip route 172.16.227.128 255.255.255.0 172.16.227.250

WAAS

WAE (config)# ip domain-name cisco.com

WAAS

WAE (config)# no ip domain-name

WAAS

WAE (config)# ip name-server 10.11.12.13

WAAS

WAE (config)# no ip name-server 10.11.12.13

show ip routes
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config ip access-list W

config 1p access-list

WAAS
ip access-list
no
ip access-list {standard | extended} {acl-name | acl-num}
standard ACL CLI ACL
(config-std-nacl)
WAE(config-std-nacl)#
ACL
(config-std-nacl)#
config ip access-list

extended ACL CLI ACL

(config-ext-nacl)

WAE (config-ext-nacl) #

ACL
(config-ext-nacl)#
config ip access-list
acl-name ACL
30
acl-num
ID
1 99 100 199

1  permit

application-accelerator

central-manager

Cisco Wide Area Application Services
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ip access-list

WAAS
WAAS
WAAS
IP ACL WAE IP ACL WAE
IP ACL WAE WAAS
ACL list delete move
ACL
exit
deny permit WAAS
deny any
1  permit
access-group
permit any
ip access-list standard ip access-list extended
30
1 99 100 199
SNMP TFTP /
WCCP
CLI
WAE (config)# ip access-list standard test
WAE (config-std-nacl)# exit
WAE (config)# ip access-list extended test2
WAE (config-ext-nacl) #
WAAS
WAAS Web SSH

WAE (config)# ip access-list extended example

WAE (config-ext-nacl)# permit tcp any any eq www

WAE (config-ext-nacl)# permit tcp host 10.1.1.5 any eq ssh
WAE (config-ext-nacl) # exit

Cisco Wide Area Application Services
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WAE (config)# interface gigabitethernet 1/0
WAE (config-if)# ip access-group example in
WAE (config-if)# exit

show running-configuration

]

interface GigabitEthernet 1/0

ip address 10.1.1.50 255.255.0.0
ip access-group example in

exit

ip access-list extended example
permit tcp any any eq www

permit tcp host 10.1.1.5 any eq ssh
exit

clear
config-if ip access-group

show ip access-list

Cisco Wide Area Application Services
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M config kerberos

config kerberos

Kerberos

kerberos

no

kerberos {local-realm kerberos-realm | realm {dns-domain | host} kerberos-realm | server
kerberos-realm {hostname | ip-address} [port-number]}

Winsows DNS
local-realm WAAS Kerberos
kerberos-realm Kerberos IP
realm Kerberos DNS
dns-domain Kerberos DNS
~
host Kerberos IP
server Kerberos Key Distribution Center KDC;
KDC
hostname KDC
ip-address KDC IP
port-number KDC
kerberos-realm
port-number 88
application-accelerator
central-manager
Windows 2000 Kerberos Windows 2000 DNS
Windows 2000 Kerberos
Kerberos Version 5 RFC-1510 DNS
Kerberos
Kerberos KDC 5
KDC NTP NTP
config ntp
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config

KDC IP
88

kerberos krb5.conf

WAAS Kerberos KDC

WAE (config) # kerberos ?
local-realm Set local realm name
realm Add domain to realm mapping
server Add realm to host mapping
WAE (config) # kerberos local-realm WAE.ABC.COM
WAE (config) # kerberos realm wae.abc.com WAE.ABC.COM
WAE (config) # kerberos server wae.abc.com 10.10.192.50
WAE (config)# exit
WAE# show kerberos
Kerberos Configuration:
Local Realm: WAE.ABC.COM
DNS suffix: wae.abc.com
Realm for DNS suffix: WAE.ABC.COM
Name of host running KDC for realm:
Master KDC: 10.10.192.50
Port: 88

show kerberos

Cisco Wide Area Application Services
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M config kernel

config kernel

kdb kernel kdb
kdb
WAAS
no
kernel kdb
application-accelerator
central-manager
kdb
kdb WAAS
kdb
[0]kdb>
kdb kdb go kdb
kdb
kdb
reboot
kdb
kernel kdb kdb no kernel kdb
kdb
Ctrl-_ Ctrl-B
WAAS
WAAS

WAE (config) # kernel kdb
WAE (config) # no kernel kdb
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config line M

config line

line
WAAS no

line console carrier-detect

console

carrier-detect

application-accelerator

central-manager

WAAS

WAE (config)# line console carrier-detect

Cisco Wide Area Application Services
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Bl config logging

config logging

logging
no

logging {console {enable | priority loglevel} | disk {enable | filename filename | priority loglevel |
recycle size} | facility facility | host {hostname | ip-address} [port port_num | priority loglevel |
rate-limit message_rate]}

console
enable
priority Syslog
loglevel
e alert— 1
e critical — 2
e debug— 7
* emergency — 0
* error— 3
e information — 6
* notice — 5
* warning — 4
disk
enable
filename Syslog
filename Syslog
recycle syslog.txt
size Syslog 1000000 50000000
facility Syslog
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config logging M

facility

auth —
daemon —
kernel —

localo —

locall —

local2 —

local3 —

local4 —

local5 —

local6 —

local7 —

mail —

news — USENET
syslog — Syslog
user —

uucp — UUCP

host

hostname

Syslog 4

Syslog

Syslog

ip-address

Syslog IP 4

Syslog

Syslog

port

port_num

514

priority

warning

loglevel

alert —

critical —

debug —

emergency —

error — 3
information —

notice —

warning — 4

Cisco Wide Area Application Services
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Bl config logging

rate-limit 1

message_rate 1
0 10000 0

warning
debug
warning

/locall/syslog.txt

10,000,000
application-accelerator
central-manager
logging
WAAS
SYSFS /locall/syslog.txt
WAAS SCsl SATA
Syslog
Syslog WAAS
logging host logging console priority
no logging disk recycle size
5 1 5]
logging disk filename
Syslog
4 Syslog WAAS

logging host hostname

WAE (config)# [no] logging host hostname [priority priority-code | port port
|rate-limit limit]

Cisco Wide Area Application Services
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config logging M

* hostname Syslog IP 4
Syslog Syslog
1 1
* priority-code Syslog
priority-code warning 4 Syslog
S
Syslog WAAS Syslog Syslog
critical 2
Syslog 1 Syslog 2 Syslog 3
* port WAAS Syslog
514
* rate-limit Syslog 1
Syslog
Syslog
Syslog Syslog
CLI EXEC Message of the Day MOTD;
WAAS error 3
WAE (config)# logging console priority error
WAAS error 3
WAE (config) # no logging console error
WAAS error 3 IP

172.31.2.160 Syslog

WAE (config)# logging host 172.31.2.160 priority error

clear

show logging

Cisco Wide Area Application Services
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B config no

config no

no
no command
aaa AAA
alarm
authentication
bypass
cdp CDP
clock
disk
exec-timeout exec timeout
help
hostname
inetd FTP rcp TFTP
interface
A
CLI no interface no
Removing of physical interface is not permitted.
ip IP
ip access-list IP
kerberos kerberos
kernel
line
logging Syslog
ntp NTP
port-channel
print-services WAAS
radius-server RADIUS
smb-conf Windows smb.conf
sshd Secure Shell SSH;
ssh-key-generate SSH
tacacs TACACS+
tcp TCP
telnet enable Telnet
username
wcep WCCP
windows-domain Windows
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config no M
application-accelerator
central-manager
no IP

no ip default-gateway ip-address

WAAS Telnet

WAE (config) # no telnet enable

Cisco Wide Area Application Services
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B config ntp

config ntp

NTP
ntp
no

ntp server {ip-address | hostname} [ip-addresses | hostnames]

server WAAS NTP IP

ip-address NTP IP

hostname NTP

ip-addresses IP 4

hostnames 4
NTP 3

application-accelerator

central-manager

WAAS NTP ntp
server NTP
WAAS

WAAS NTP IP

WAE (config)# ntp 172.16.22.44
WAE (config)# no ntp 172.16.22.44

clock
config clock
show clock

show ntp
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config policy-engine application classifier W

config policy-engine application classifier

WAE policy-engine application
classifier

no

policy-engine application classifier classifier-name [list | match {all | dst {host hostname | ip
ip_address | port {eq port | range portl port2}} | src {host hostname | ip ip_address | port {eq port

| range portl port2}}}]
classifier-name 30
list
match
all
dst
host hostname
ip ip_address IP
port
eq port

range portl port2

Src

application-accelerator

WAASCLI 1

no

512

Cisco Wide Area Application Services
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[ | config policy-engine application classifier

WAAS

150 WAAS

WAAS
Cisco Wide Area Application Services

Configuration Guide

N

WAAS Central Manager GUI WAE

Cisco Wide Area Application Services Configuration Guide

config
config
config
config
config
config
config
config
config
config
config

config

policy-engine application map adaptor EPM
policy-engine application map adaptor WAFS transport
policy-engine application map basic delete
policy-engine application map basic disable
policy-engine application map basic insert
policy-engine application map basic list
policy-engine application map basic move
policy-engine application map basic name
policy-engine application map other optimize DRE
policy-engine application map other optimize full
policy-engine application map other pass-through

policy-engine application name
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m. OL-11817-01-J |



| 3 cLI

config policy-engine application map adaptor EPM | |

config policy-engine application map adaptor EPM

WAE  EndPoint Mapper EPM
policy-engine application map adaptor EPM
EPM
no

policy-engine application map adaptor EPM epm-map {delete line-number | disable line-number |
insert {first | last | pos line-number} name app-name {All | classifier classifier-name} {action
{optimize {DRE {yes | no} compression {LZ | none}} | full} | pass-through} | disable action
{optimize {DRE {yes | no} compression {LZ | none} | full} | pass-through} | list [from
line-number [to line-number] | to line-number [from line-number]] | move from line-number to
line-number | name app-name {All | classifier classifier-name} {action {optimize {DRE {yes | no}
compression {LZ | none}} | full} | pass-through} | disable action {optimize {DRE {yes | no}
compression {LZ | none} | full} | pass-through}}

epm-map Messaging Application Programming Interface MAPI;
Universal Unique ID
UUID; ID

delete

line-number

disable

insert

first

last

pos

name

app-name

All

classifier

classifier-name

action

optimize

DRE DRE

yes DRE

no DRE
compression Lempel-Ziv LZ
Lz LZ

none

full

pass-through

disable action

list

from
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B config policy-engine application map adaptor EPM

to

move

application-accelerator

EndPoint Mapper EPM
EPM

WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide

config policy-engine application classifier

config policy-engine application map adaptor WAFS transport
config policy-engine application map basic delete

config policy-engine application map basic disable

config policy-engine application map basic insert

config policy-engine application map basic list

config policy-engine application map basic move

config policy-engine application map basic name

config policy-engine application map other optimize DRE

config policy-engine application map other optimize full
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config policy-engine application map adaptor WAFS transport | |

config policy-engine application map adaptor WAFS
transport

Wide Area File Services (WAFS) transport
policy-engine application map adaptor WAFS transport
WAFS
no

policy-engine application map adaptor WAFS transport {delete line-number | disable line-number |
insert {{first | last} name app-name | pos line-number} | list [from line-number | to line-number] |
move from line-number | name app-name}

delete

line-number
disable
insert

first

last

name

app-name

pos
list
from

to

move

line-number

application-accelerator

WAFS Edge WAE CIFS
CIFS
optimize
Y
WAAS Central Manager GUI WAE

Cisco Wide Area Application Services Configuration Guide

Cisco Wide Area Application Services
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[ | config policy-engine application map adaptor WAFS transport

config
config
config
config
config
config
config
config
config
config
config

config

policy-engine application classifier

policy-engine application map adaptor EPM
policy-engine application map basic delete
policy-engine application map basic disable
policy-engine application map basic insert
policy-engine application map basic list
policy-engine application map basic move
policy-engine application map basic name
policy-engine application map other optimize DRE
policy-engine application map other optimize full
policy-engine application map other pass-through

policy-engine application name
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config policy-engine application map basic delete | |

config policy-engine application map basic delete

WAE
policy-engine application map basic delete

policy-engine application map basic delete pos

pos

application-accelerator

WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide

config policy-engine application classifier

config policy-engine application map adaptor EPM
config policy-engine application map adaptor WAFS transport
config policy-engine application map basic disable

config policy-engine application map basic insert

config policy-engine application map basic list

config policy-engine application map basic move

config policy-engine application map basic name

config policy-engine application map other optimize DRE
config policy-engine application map other optimize full
config policy-engine application map other pass-through

config policy-engine application name
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[ | config policy-engine application map basic disable

config policy-engine application map basic disable

WAE
policy-engine application map basic disable

policy-engine application map basic disable pos

pos

application-accelerator

N

WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide

config policy-engine application classifier
config policy-engine application map adaptor EPM
config policy-engine application map adaptor WAFS transport

config policy-engine application map basic delete
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config policy-engine application map basic insert | |

config policy-engine application map basic insert

WAE
policy-engine application map basic insert

policy-engine application map basic insert {first | last | pos pos} name app-name

first

last

pos

pos

name

app-name

application-accelerator

WAE
policy-engine application map basic insert

WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide

config policy-engine application classifier

config policy-engine application map adaptor EPM
config policy-engine application map adaptor WAFS transport
config policy-engine application map basic delete

config policy-engine application map basic disable

config policy-engine application map basic list

config policy-engine application map basic move

config policy-engine application map basic name

config policy-engine application map other optimize DRE
config policy-engine application map other optimize full
config policy-engine application map other pass-through

config policy-engine application name
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[ | config policy-engine application map basic list

config policy-engine application map basic list

WAE
policy-engine application map basic list

policy-engine application map basic list [from pos [to pos] | to pos]

from

to
pos

application-accelerator

WAE policy-engine application
map basic list

WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide

config policy-engine application classifier

config policy-engine application map adaptor EPM
config policy-engine application map adaptor WAFS transport
config policy-engine application map basic delete

config policy-engine application map basic disable

config policy-engine application map basic insert

config policy-engine application map basic move

config policy-engine application map basic name

config policy-engine application map other optimize DRE
config policy-engine application map other optimize full
config policy-engine application map other pass-through

config policy-engine application name
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config

config policy-engine application map basic move | |

policy-engine application map basic move

WAE L3 L4
policy-engine application map basic

policy-engine application map basic move from pos to pos

from

to

pos

application-accelerator

WAE L3 L4
policy-engine application map basic
WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide
10 16

WAE (config) # policy-engine application map basic move from 10 to 16

config policy-engine application classifier

config policy-engine application map adaptor EPM
config policy-engine application map adaptor WAFS transport
config policy-engine application map basic delete

config policy-engine application map basic disable

config policy-engine application map basic insert

config policy-engine application map basic list

config policy-engine application map basic name

config policy-engine application map other optimize DRE
config policy-engine application map other optimize full
config policy-engine application map other pass-through

config policy-engine application name
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[ | config policy-engine application map basic name

config policy-engine application map basic name

policy-engine application
map basic name

policy-engine application map basic name app-name classifier classifier-name {action {optimize
{DRE {yes compression {LZ [accelerate {CIFS-adaptor | MS-port-mapper}] | none} | no} | full}
| pass-through [accelerate {CIFS-adaptor | MS-port-mapper}]} | disable action {optimize
{DRE {yes compression {LZ [accelerate {CIFS-adaptor | MS-port-mapper}] | none} | no} | full}
| pass-through [accelerate {CIFS-adaptor | MS-port-mapper}]}}

app-name

classifier

classifier-name

action

optimize

DRE DRE

yes DRE
compression

LZ Lempel-Ziv LZ
accelerate

CIFS-adaptor CIFS
MS-port-mapper Microsoft EndPoint Port Mapper EPM
none

no DRE

full

pass-through

disable action

application-accelerator

policy-engine application
map basic name

WAFS show policy-engine application
dynamic

WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide

Cisco Wide Area Application Services
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config policy-engine application map basic name | |

config policy-engine application classifier

config policy-engine application map adaptor EPM
config policy-engine application map adaptor WAFS transport
config policy-engine application map basic delete

config policy-engine application map basic disable

config policy-engine application map basic insert

config policy-engine application map basic list

config policy-engine application map basic move

config policy-engine application map other optimize DRE
config policy-engine application map other optimize full
config policy-engine application map other pass-through
config policy-engine application name

show policy-engine application dynamic

Cisco Wide Area Application Services
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B config policy-engine application map other optimize DRE

config policy-engine application map other optimize
DRE

WAE optimize DRE policy-engine
application map other optimize DRE

policy-engine application map other optimize DRE {yes | no} compression {LZ | none}

yes optimize DRE
no optimize DRE
compression

LZ Lempel-Ziv LZ

none

application-accelerator

WAE optimize DRE policy-engine
application map other optimize DRE

WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide

optimize DRE

WAE (config)# policy-engine application map other optimize DRE yes compression none
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config
config
config
config
config
config
config
config
config
config
config

config

config policy-engine application map other optimize DRE ||

policy-engine application classifier

policy-engine application map adaptor EPM
policy-engine application map adaptor WAFS transport
policy-engine application map basic delete
policy-engine application map basic disable
policy-engine application map basic insert
policy-engine application map basic list
policy-engine application map basic move
policy-engine application map basic name
policy-engine application map other optimize full
policy-engine application map other pass-through

policy-engine application name
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Bl config policy-engine application map other optimize full

config policy-engine application map other optimize
full

optimize full
policy-engine application map other optimize full

policy-engine application map other optimize full

application-accelerator

optimize full
policy-engine application map other optimize full

N

WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide

config policy-engine application classifier

config policy-engine application map adaptor EPM

config policy-engine application map adaptor WAFS transport
config policy-engine application map basic delete

config policy-engine application map other optimize DRE
config policy-engine application map other pass-through

config policy-engine application name

Cisco Wide Area Application Services
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config policy-engine application map other pass-through | |

config policy-engine application map other pass-through

WAE  path-through
policy-engine application map other path-through

policy-engine application map other pass-through

application-accelerator

WAE  path-through
policy-engine application map other path-through

N

WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide

config policy-engine application map basic delete
config policy-engine application map basic disable
config policy-engine application map basic insert
config policy-engine application map basic list
config policy-engine application map basic move
config policy-engine application map basic name
config policy-engine application map basic name

config policy-engine application map other optimize full

Cisco Wide Area Application Services
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Bl config policy-engine application name

config policy-engine application name

WAE
policy-engine application name
no

policy-engine application name app-name

app-name 30

application-accelerator

256

WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide

Payroll

WAE (config) # policy-engine application name Payroll

Cisco Wide Area Application Services
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config
config
config
config
config
config
config
config
config
config
config
config

config

config

policy-engine application classifier

policy-engine application map adaptor EPM
policy-engine application map adaptor WAFS transport
policy-engine application map basic delete
policy-engine application map basic disable
policy-engine application map basic insert
policy-engine application map basic list
policy-engine application map basic move
policy-engine application map basic name
policy-engine application map basic name
policy-engine application map other optimize DRE
policy-engine application map other optimize full

policy-engine application map other pass-through

Cisco Wide Area Application Services

policy-engine application name Wl
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Bl config policy-engine config

config policy-engine config

WAE
policy-engine config

policy-engine config {remove-all | restore-predefined}

remove-all

restore-predefined

application-accelerator

other

. pass-through

WAAS Central Manager GUI WAE
Cisco Wide Area Application Services Configuration Guide

show policy-engine status

Cisco Wide Area Application Services
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config port-channel l

config port-channel

WAAS port-channel

no

port-channel load-balance {dst-ip | dst-mac | round-robin}

load-balance

dst-ip IP
dst-mac MAC
round-robin

application-accelerator

central-manager

port-channel load-balance 3 1
round-robin

1P

WAE (config) # port-channel load-balance dst-ip
WAE (config) # no port-channel load-balance

Cisco Wide Area Application Services
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| config primary-interface

config primary-interface

WAAS
primary-interface
no

primary-interface {GigabitEthernet 1-2/port | PortChannel 1-2 | Standby group_num}

GigabitEthernet WAAS

1-2/ 1 2

port

PortChannel WAAS

1-2 1 2

Standby WAAS

group_num 1 4

1/0
ID
10 2/0
application-accelerator
central-manager
primary-interface WAAS

WAAS

restore factory-default preserve basic-config
restore factory-default preserve basic-config
WAAS

interface standby

Cisco Wide Area Application Services
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config primary-interface M

1 0 WAAS

WAE (config) # primary-interface GigabitEthernet 1/0

2 0 WAAS

WAE (config) # primary-interface GigabitEthernet 2/0

config interface

Cisco Wide Area Application Services
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B config print-services

config print-services

WAAS
print-services
WAAS
no

print-services {enable | admin-group admin-group-name | guest-print enable}

enable WAAS

admin-group

admin-group-name 127

guest-print enable
WAAS

/2

application-accelerator

admin-group-name

application-accelerator

central-manager

WAAS WAE WAE

WAAS

. FTP
. 1GB
. WAAS

WAAS CLI WAAS
WAAS Windows

Cisco Wide Area Application Services
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config print-services W

print-services enable

CUPS cupsd printcap

CUPS 30
CUPS fails to start

Samba smbd

Samba Samba fails to start
CUPS

DataServer cfg/print-services/enable 1

no print-services enable

Samba smbd
CUPS cupsd

DataServer 0

print-services admin-group Edge WAE  WAAS

smb.conf

Failed to configure print-services admin group
2
Failed to configure print-services admin group. Failed to revert back the print-services admin
group changes.

cupsd.conf

smb.conf
Failed to configure print-services admin group
2 Failed to configure
print-services admin group. Failed to revert back the print-services admin group changes.

DataServer [cfg/print-services/administrators

DataServer smb.conf  cupsd.conf

no print-services admin-group

smb.conf

Failed to configure print-services
admin group 2
Failed to configure print-services admin group. Failed to revert back the
print-services admin group changes.

| oL-11817-01-J
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B config print-services

e cupsd.conf

smb.conf
Failed to configure print-services admin group
2 Failed to configure print-services admin group.
Failed to revert back the print-services admin group changes.

o DataServer
DataServer smb.conf  cupsd.conf

Samba CUPS

WAAS

WAE (config) # print-services enable

printAdmins

WAE (config)# print-services admin-group printAdmins

The new print-services administrator group is configured successfully. Please restart
print services for the change to take effect.

WAE (config) # no print-services enable

WAE (config)# print-services enable

WAAS

WAE (config)# no print-services admin-group printAdmins

The print-services administrator group is removed successfully. Please restart print
services for the change to take effect.

WAE (config)# no print-services enable

WAE (config) # print-services enable

debug
show print-services
show running-config

show startup-config

Cisco Wide Area Application Services
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config radius-server M

config radius-server

WAAS RADIUS
radius-server RADIUS
no

radius-server {host hostname | hostipaddr [primary] | key keyword | retransmit retries | timeout

seconds}
host RADIUS 5
hostname RADIUS
hostipaddr RADIUS IP
primary
key RADIUS
keyword 15
retransmit
retries 1 3 2
timeout RADIUS 1
20
seconds 1 20 5

retransmit retries 2

timeout seconds 5

application-accelerator

central-manager

RADIUS NAS /
NAS
RADIUS NAS RADIUS
RADIUS RADIUS
UDP
RADIUS

RADIUS RADIUS

RADIUS RADIUS

S

RADIUS RFC 2138 Remote Authentication Dial In User Service
(RADIUS)

Cisco Wide Area Application Services
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M config radius-server

RADIUS WAAS
WAE
RADIUS RADIUS
config authentication
RADIUS RADIUS

show radius-server

WAE (config)# radius-server host 172.16.90.121
WAE (config) # radius-server key myradiuskey
WAE# show radius-server

Radius Configuration:

Radius Authentication is on

Timeout =5
Retransmit =3
Key — Kkk KKk
Servers

show radius-server

Cisco Wide Area Application Services
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config smb-conf M

config smb-conf

WAAS Samba smb.conf
smb-conf
no

smb-conf section {global | print$ | printers} name attr-name value attr-value [service print]

global global 1
print$ print$ 1
printers printers 1
name
attr-name 80
value
attr-value 255
service print Samba
smb-conf
Windows Samba
global print$ printers 3-24
application-accelerator
central-manager
smb.conf global

print$
printers
3-24
3-24
global
idmap uid 70000-200000 UNIX NT SID

1D

Cisco Wide Area Application Services
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3 CLI |

M config smb-conf

3-24
idmap gid 70000-200000 UNIX NT SID
ID
winbind enum users no MSRPC
winbind enum groups no MSRPC
winbind cache time 10
winbind use default domain |yes
printcap name cups CUPS
load printers yes
printing cups CUPS
cups options raw raw
force printername yes CUPS GUI Samba
Ipq cache time 0 Ipq
log file /local/locall/errorlog/samba.log
max log size 50 50
socket options TCP_NODELAY
SO_RCVBUF=8192
SO_SNDBUF=8192
Samba
smb ports 50139 Samba
local master no nmbd
domain master no nmbd
preferred master no nmbd
dns proxy no DNS
template homedir /local/locall/ File Engine WAE
template shell /admin-shell
comment Comment:
windows-domain
comment

netbios name

MYFILEENGINE

windows-domain netbios-name

Samba

realm

CISCO

Active Directory

windows-domain realm

wins server

10.10.10.1

Windows

wins-server

windows-domain

I Cisco Wide Area Application Services
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config smb-conf M

3-24
password server 10.10.10.10 IP
windows-domain password-server
security domain Windows
windows-domain security
client schannel no Windows
Idap ssl on Samba LDAP SSL
LDAP
SSL off
SSL start_tls,
LDAPv3 StartTLS
RFC2830
print$
path [state/samba/printers
guest ok yes
browseable yes
read only yes
write list root root
printers
path /local/locall/spool/samba.log
browseable no printable  yes no
guest ok yes
writable no
printable yes
Samba
no
printer admin root root
Samba 50 70

WAE# smb-conf global max log size 75

Cisco Wide Area Application Services
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M config smb-conf

CISCO MYCOMPANYNAME

WAE# smb-conf global realm MYCOMPANYNAME

LDAP

WAE# smb-conf global name “ldap ssl” value “start_tls”

show smb-conf
windows-domain

config windows-domain

Cisco Wide Area Application Services
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config snmp-server access-list W

config snmp-server access-list

WAAS SNMP
snmp-server access-list

no
snmp-server access-list {num | name}

num 1 99
name 30
application-accelerator
central-manager
snmp-server access-list number

SNMP number 1
99 SNMP

SNMP 12

WAE (config)# snmp-server access-list 12

ip access-list standard
12

config ip access-list

show running-config

Cisco Wide Area Application Services
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B config snmp-server community

config snmp-server community

WAAS SNMP
SNMP snmp-server community

SNMP
no

snmp-server community string [group groupname | rw]

string SNMP
64

group
groupname 64

rw /

SNMP
SNMP

SNMP WAE SNMP
WAAS SNMP
Community Name WAAS SNMP

WAAS SNMP WAAS SNMP
SNMP 10

snmp-server community string SNMPv1
SNMPv2c SNMPv3

e

WAAS SNMP Community
Name

MIB

rw

show snmp
group EXEC SNMP

application-accelerator

central-manager
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config snmp-server community W

SNMP comaccess SNMP

WAE (config) # snmp-server community comaccess

SNMP

WAE (config)# no snmp-server community

config snmp-server community
config snmp-server contact
config snmp-server enable traps
config snmp-server group

config snmp-server host

config snmp-server location
config snmp-server mib

config snmp-server notify inform
config snmp-server user

config snmp-server view

snmp trigger

Cisco Wide Area Application Services
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| config snmp-server contact

config snmp-server contact

WAAS sysContact snmp-server contact

no

snmp-server contact line

contact MIB-I1I sysContact

line ID

application-accelerator

central-manager

MIB-I1I sysContact

WAE (config) # snmp-server contact Dial System Operator at beeper # 27345

WAE (config) # no snmp-server contact

config snmp-server community
config snmp-server enable traps
config snmp-server group

config snmp-server host

config snmp-server location
config snmp-server mib

config snmp-server notify inform
config snmp-server user

config snmp-server view

snmp trigger
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config snmp-server enable traps Wl

config snmp-server enable traps

WAAS SNMP snmp-server enable traps
SNMP SNMP

no

snmp-server enable traps [alarm [clear-critical | clear-major | clear-minor | raise-critical |
raise-major | raise-minor] | config | content-engine [disk-fail | disk-read | disk-write |
overload-bypass | transaction-log] | entity | event | snmp [authentication | cold-start] | wafs [cslog
| eslog | mgrlog]]

alarm WAAS
clear-critical clear-critical
clear-major clear-major
clear-minor clear-minor
raise-critical raise-critical
raise-major raise-major
raise-minor raise-minor
config CiscoConfigManEvent
content-engine SNMP WAAS
disk-fail

disk-read

disk-write

overload-bypass WCCP
transaction-log

entity SNMP

event Event MIB
snmp SNMP
authentication

cold-start

wafs WAFS
cslog CS

eslog ES

mgrlog Manager

application-accelerator

central-manager

Cisco Wide Area Application Services
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[ | config snmp-server enable traps

SNMP
WAAS SNMP

WAAS CISCO-CONTENT-ENGINE-MIB

6

cceAlarmCriticalRaised

cceAlarmCriticalCleared

cceAlarmMajorRaised

cceAlarmMajorCleared

cceAlarmMinorRaised

cceAlarmMinorCleared

6 SNMP  Node Health Manager

WAAS CLI

snmp-server enable traps
snmp-server enable traps

snmp-server enable traps snmp-server host
host SNMP
snmp-server host

snmp-server enable traps

SNMP snmp-server community

snmp-server

snmp-server host

MIB-11 SNMP no snmp-server enable traps snmp

authentication

public WAAS

WAE (config) # snmp-server enable traps
WAE (config)# snmp-server host 172.31.2.160 public

WAE (config) # no snmp-server enable traps

172.31.2.160

I Cisco Wide Area Application Services
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config snmp-server enable traps Wl

config snmp-server community
config snmp-server contact
config snmp-server group

config snmp-server host

config snmp-server location
config snmp-server mib

config snmp-server notify inform
config snmp-server user

config snmp-server view

snmp trigger

Cisco Wide Area Application Services
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M config snmp-server group

config snmp-server group

WAAS snmp-server group

no

snmp-server group name {v1 [notify name] [read name] [write name] | v2c [notify name] [read name]
[write name] | v3 {auth [notify name] [read name] [write name] | noauth [notify name] [read
name] [write name] | priv [notify name] [read name] [write name]}}

name SNMP 64
vl Version 1

notify

name 64
read

name 64
write

name 64
v2c Version 2¢

v3 SNMPv3
auth AuthNoPriv

noauth noAuthNoPriv

priv AuthPriv

application-accelerator

central-manager

SNMP 10
Version1l vl Version 2c  v2c
v3 SNMPv3 3 SNMP 1
v3 auth  AuthNoPriv

noauth noAuthNoPriv priv  AuthPriv

3 1

SNMP Version 1 mymib

acme

WAE (config)# snmp-server group acme vl notify mymib

Cisco Wide Area Application Services
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config snmp-server group M

config snmp-server community
config snmp-server contact
config snmp-server enable traps
config snmp-server host

config snmp-server location
config snmp-server mib

config snmp-server notify inform
config snmp-server user

config snmp-server view

snmp trigger

Cisco Wide Area Application Services
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B config snmp-server host

config snmp-server host

SNMP snmp-server host
no

snmp-server host {hostname | ip-address} communitystring [v2c [retry number] [timeout seconds] | [v3
{auth [retry number] [timeout seconds] | noauth [retry number] [timeout seconds] | priv [retry
number] [timeout seconds]}]

hostname WAAE SNMP SNMP
ip-address WAAS SNMP SNMP
IP
communitystring WAE SNMP
64

v2c Version 2¢
retry 2
number 1 10
timeout 1 1000

15
seconds
v3 SNMPv3
auth AuthNoPriv
noauth noAuthNoPriv
priv AuthPriv

SNMP SNMP

Version 1

retry number 2

timeout 15

application-accelerator

central-manager
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config snmp-server host W

snmp-server host WAAS SNMP
1 snmp-server host
snmp-server host
snmp-server host 4

snmp-server host

snmp-server host snmp-server enable traps SNMP
SNMP snmp-server community
RFC 1157 SNMP IP 172.16.2.160
comaccess

WAE (config) # snmp-server enable traps
WAE (config)# snmp-server host 172.16.2.160 comaccess

SNMP 172.16.2.160

WAE (config)# no snmp-server host 172.16.2.160

config snmp-server community
config snmp-server contact
config snmp-server enable traps
config snmp-server group

config snmp-server location
config snmp-server mib

config snmp-server notify inform
config snmp-server user

config snmp-server view

snmp trigger
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M config snmp-server location

config snmp-server location

WAAS SNMP snmp-server location
no

snmp-server location line

location MIB-II sysLocation

line

application-accelerator

central-manager

MIB-II
show snmp EXEC

WAE (config) # snmp-server location Building 3/Room 214

config snmp-server community
config snmp-server contact
config snmp-server enable traps
config snmp-server group

config snmp-server host

config snmp-server mib

config snmp-server notify inform
config snmp-server user

config snmp-server view

snmp trigger
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config snmp-server mib WM

config snmp-server mib

SNMP Event MIB snmp-server mib
Event MIB no

snmp-server mib persist event

persist MIB
event Event MIB  MIB

application-accelerator

central-manager

Event MIB WAAS MIB

WAAS SNMP MIB

e MiIB-II

e ENTITY-MIB

e EVENT-MIB

¢ HOST-RESOURCES-MIB

¢ CISCO-CONTENT-ENGINE-MIB
e CISCO-ENTITY-ASSET-MIB

¢ CISCO-CONFIG-MAN-MIB

¢ CISCO-CDP-MIB

e SNMPv2

¢ ACTONA-ACTASTORE-MIB

WAAS SNMP Node Health Manager
CISCO-CONTENT-ENGINE-MIB 6

WAAS IPACL WAAS SNMP
WAE MiB
FTP WAAS WAAS
MIB  MIB

ftp://ftp.cisco.com/pub/mibs/v2

Cisco Wide Area Application Services
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M config snmp-server mib

MIB

MIB FTP

Event MIB

WAE (config) # snmp-server mib persist event

config
config
config
config
config
config
config
config

config

snmp-server community
snmp-server contact
snmp-server enable traps
snmp-server group
snmp-server host
snmp-server location
snmp-server notify inform
snmp-server user

snmp-server view

snmp trigger

MIB

I Cisco Wide Area Application Services
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config snmp-server notify inform W

config snmp-server notify inform

WAAS SNMP snmp-server notify inform

no

snmp-server notify inform

snmp-server notify inform SNMP

application-accelerator

central-manager

SNMP SNMP

WAE (config)# snmp-server notify inform

config snmp-server community
config snmp-server contact
config snmp-server enable traps
config snmp-server group
config snmp-server host

config snmp-server location
config snmp-server mib

config snmp-server user

config snmp-server view

snmp trigger

Cisco Wide Area Application Services
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M config snmp-server user

config snmp-server user

SNMP

sSnMmp-server user

no

snmp-server user name group [auth {md5 password [priv password] | sha password [priv password]}
| remote octetstring [auth {md5 password [priv password] | sha password [priv password]}]]

name SNMP
WAAS SNMP
SNMP 64
group SNMP 64
auth
md5 HMAC MD5
password HMAC-MD5
priv
password HMAC-MD5 256
sha HMAC-SHA
password HMAC-SHA 256
remote SNMP ID
octetstring 1 SNMP SNMP
ID SNMP
SNMPv3 SNMP
ID 1 SNMPv3 WAAS
SNMP 1D
SNMP
IP 192.147.142.129
00:00:63:00:00:00:a1:¢0:93:8e:81
application-accelerator
central-manager
WAAS SNMP
e SNMPv3 SNMP WAAS SNMP
1 SNMPv3 WAAS
e SNMPv1 SNMPv2c SNMP

I Cisco Wide Area Application Services
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SNMP

WAAS SNMPv3
admin SNMP
WAAS SNMP

WAE (config) # snmp-server user acme admin

config
config
config
config
config
config
config
config

config

snmp-server community
snmp-server contact
snmp-server enable traps
snmp-server group
snmp-server host
snmp-server location
snmp-server mib
snmp-server notify inform

snmp-server view

snmp trigger

Cisco Wide Area Application Services

config snmp-server user W

SNMPv3
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M config snmp-server view

config snmp-server view

WAAS SNMPv2 MIB snmp-server view
MIB no

snmp-server view viewname MIBfamily {excluded | included}

viewname 64
MIBfamily MIB ID 64
excluded MIB

included MIB

application-accelerator

central-manager

SNMPv2 MIB

WAE (config) # snmp-server view fileview ciscoFileEngineMIB included

config snmp-server community
config snmp-server contact
config snmp-server enable traps
config snmp-server group

config snmp-server host

config snmp-server location
config snmp-server mib

config snmp-server notify inform
config snmp-server user

snmp trigger
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config sshd

WAAS SSH
sshd WAAS
no

SSH

config sshd W

sshd {allow-non-admin-users | enable | password-guesses number | timeout seconds | version {1 | 2}}

allow-non-admin-users SSH
~
0
WAAS
15
WAAS
enable WAAS SSH
password-guesses
number 1 99 3
timeout
SSH
~
WAAS SSH
WAAS
seconds SSH 1 99999 300
version SSH WAAS
SSH WAAS
SSH 2 WAAS
WAAS SSH sshd enable
WAAS SSH
password-guesses number 3
timeout seconds 300
version SSH 1 2

Cisco Wide Area Application Services
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M config sshd

application-accelerator

central-manager

SSH WAAS
SSH Telnet
SSH
Telnet SSH
sshd ssh-key-generate
ID
sshd password-guesses SSH SSH
SSH SSH
SSH 3
SSH 3 1
sshd password-guesses n SSH
n+1 sshd
password-guesses 2 2 SSH SSH
3
SSH 1 2 1
sshd enable
SSH SSH 1 SSH
2 WAAS SSH
SSH 2
SSH 1 no sshd version 1
WAAS SSH 1 SSH
SSH no sshd enble
WAAS SSH SSH
SSH SSH
SSH

WAE (config)# no sshd version 1

WAE (config)# no sshd version 2

Atleast SSHvl or SSHv2 must be enabled with sshd enabled.
Disable sshd to disable both SSHvl and SSHv2.

Did not update ssh version support. Please retry.

WAAS SSH 1 SSH 2
show running-config EXEC SSHD
SSH show running-config EXEC

no sshd version version_ number

Telnet WAAS SSH  Telnet
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config sshd W

WAAS Secure Shell
WAE (config)# sshd enable

WAE (config) # sshd password-guesses 4
WAE (config)# sshd timeout 20

WAAS SSH 1

WAE (config)# no sshd version 1

config ssh-key-generate

Cisco Wide Area Application Services
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B config ssh-key-generate
config ssh-key-generate
WAAS SSH ssh-key-generate
SSH no

ssh-key-generate [key-length length]

key-length SSH

length SSH 512 2048

key-length length 1024

application-accelerator

central-manager

sshd enable ssh-key-generate
SSH WAAS
key-length
known_hosts WAAS
SSH WAAS
SSH
WAAS SSH

WAE (config) # ssh-key-generate

Ssh host key generated successfully
Saving the host key to box ...

Host key saved successfully

WAE (config)# sshd enable

Starting ssh daemon ...

Ssh daemon started successfully

config sshd

known_hosts

known_hosts

SSH

SSH

WAAS

I Cisco Wide Area Application Services
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config tacacs

WAAS

no

TACACS+
tacacs

config tacacs M

tacacs {host {hostname | ip-address} [primary] | key keyword | password ascii | retransmit retries |
timeout seconds}

host

hostname

TACACS+

ip-address

TACACS+ 1P

primary

key

keyword

password ascii

TACACS+

ASCII

retransmit

retries

timeout

seconds

keyword
timeout seconds
retries 2

password

5

PAP

application-accelerator

central-manager

WAAS

TACACS+
tacacs

TACACS+

TACACS+

tacacs host

1 TACACS+

TACACS+

config authenticatio

TACACS+

tacacs host hostname primary

authentication
n

Cisco Wide Area Application Services
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M config tacacs

TACACS+ tacacs key
ASCII 99
tacacs timeout WAAS TACACS+
1 20 5 WAAS
TACACS+
tacacs retransmit 2
3 TACACS+ TACACS+
tacacs password ascii TACACS+ ASCII
Password Authentication Protocol PAP;
no tacacs password ascii ASCII
PAP
TACACS+
PAP TACACS+
ASCII TACACS+
Continue

WAE (config) # tacacs key human789

spearhead TACACS+

WAE (config)# tacacs host spearhead primary

TACACS+

WAE (config) # tacacs timeout 10

WAE (config) # tacacs retransmit 5

Cisco Wide Area Application Services
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config tacacs M

PAP

WAE# show tacacs
Login Authentication for Console/Telnet Session: enabled (secondary)
Configuration Authentication for Console/Telnet Session: enabled (secondary)

TACACS+ Configuration:

TACACS+ Authentication is off

Key — kkKk k¥
Timeout =5
Retransmit = 2

Password type: pap

Server Status

10.107.192.14s8 primary
10.107.192.168
10.77.140.77

tacacs password ascii ASCII show
tacacs

WAE (config)# tacacs password ascii

WAE (config)# exit

WAE# show tacacs
Login Authentication for Console/Telnet Session: enabled (secondary)
Configuration Authentication for Console/Telnet Session: enabled (secondary)

TACACS+ Configuration:

TACACS+ Authentication is off

Key — kkKk kK
Timeout =5
Retransmit = 2

Password type: ascii
Server Status

10.107.192.14s8 primary
10.107.192.168
10.77.140.77

config authentication
show authentication
show statistics authentication
show statistics tacacs

show tacacs
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CLI

B config tcp

config tcp

WAAS TCP

TCP

tcp
no

tcp cwnd-base segments

tcp ecn enable

tcp increase-xmit-timer-value value
tcp init-ss-threshold value

tcp keepalive-probe-cnt count

tcp keepalive-probe-interval seconds
tcp keepalive-timeout seconds

tcp memory-limit low-water-mark low high-water-mark-pressure high high-water-mark-absolute

absolute

cwnd-base

segments

ecn enable

TCP

increase-xmit-timer-value

TCP

TCP

value

init-ss-threshold

value

keepalive-probe-cnt

WAAS

count

10

keepalive-probe-interval

WAAS

seconds

300

keepalive-timeout

WAAS

seconds

1 3600

memory-limit

TCP

TCP

low-water-mark

TCP
MB

low

MB 600

I Cisco Wide Area Application Services
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config tcp M
high-water-mark-pressure TCP
MB
high MB 5 610
high-water-mark-absolute ~ TCP MB
absolute MB 6 620
tcp cwnd-base 2
tcp increase-xmit-timer-value 1
tcp init-ss-threshold 2
tcp keepalive-probe-cnt 4
tcp keepalive-probe-interval 75
tcp keepalive-timeout 90
application-accelerator
central-manager
TCP TCP
HTTP
TCP
TCP
N

TCP

TCP TCP
TCP

Cisco Wide Area Application Services Configuration Guide
tcp keepalive-probe-cnt WAAS
1 10

4
WAAS TCP
75
WAAS
keepalive-timeout
1 120

TCP

WAE (config)# tcp ecn enable

Cisco Wide Area Application Services

tcp keepalive-probe-interval
1 120

tcp

90
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3 CLI

Bl config telnet enable

100 MB 450 MB
500 MB

WAE (config)# tcp memory-limit low-water-mark 100 high-water-mark-pressure 450
high-water-mark-absolute 500

clear
show statistics tcp

show tcp

config telnet enable

WAAS Telnet telnet enable

telnet enable

Telnet WAAS

application-accelerator

central-manager

WAAS Telnet

WAAS Telnet

Telnet

WAAS Telnet

WAE (config) # telnet enable

telnet

show telnet

Cisco Wide Area Application Services
m. OL-11817-01-J |




| 3 cLI

config tfo auto-discovery M

config tfo auto-discovery

TCP
IP
WAE tfo auto-discovery
TFO no
tfo auto-discovery blacklist {enable | hold-time minutes}
auto-discovery TFO
blacklist TFO
enable TFO
hold-time
minutes 1 10080
60
TFO 60
application-accelerator
TFO tfo auto-discovery blacklist
hold-time WAE TCP

TCP

TCP
WAE

TCP

show statistics tfo

show tfo status

Cisco Wide Area Application Services
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B config tfo optimize

config tfo optimize

Traffic Flow Optimization TFO WAE tfo optimize
TFO no

tfo optimize {DRE {yes | no} compression {LZ | none} | full}

DRE Data Redundancy Elimination DRE TFO
yes DRE

no DRE

compression TFO

Lz Lempel-Ziv LZ TFO

none TFO

full DRE Lz TFO

tfo optimize DRE yes compression LZ

WAAS TFO tfo optimize full

application-accelerator

show statistics tfo
show tfo bufpool

show tfo status

Cisco Wide Area Application Services
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config
config tfo tcp keepalive
Traffic Flow Optimization TFO WAE TCP
tfo tcp keepalive
application-accelerator
TFO 2 WAE TCP

config
config
config
config
config

config

tfo tcp optimized-mss

tfo tcp optimized-receive-buffer
tfo tcp optimized-send-buffer
tfo tcp original-mss

tfo tcp original-receive-buffer

tfo tcp original-send-buffer

Cisco Wide Area Application Services

tfo tcp keepalive WM

tfo tcp keepalive
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[ | config tfo tcp optimized-mss

config tfo tcp optimized-mss

Traffic Flow Optimization (TFO) optimization =~ WAE TCP
tfo tcp optimized-mss

tfo tcp optimized-mss segment-size

segment-size 512 1460

1432

application-accelerator

TFO 2 WAE TCP

config tfo tcp keepalive

config tfo tcp optimized-receive-buffer
config tfo tcp optimized-send-buffer
config tfo tcp original-mss

config tfo tcp original-receive-buffer

config tfo tcp original-send-buffer

Cisco Wide Area Application Services
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config tfo tcp optimized-receive-buffer Ml

config tfo tcp optimized-receive-buffer

Traffic Flow Optimization TFO

WAE

optimized-receive-buffer

tfo tcp optimized-receive-buffer buffer-size

tfo tcp

buffer-size

32 KB

application-accelerator

=6.75 Mb

config
config
config
config
config

config

TFO 2
Bandwidth Delay Product BDP;

WAE

BDP BDP / *

150 ms 0.15
0.844 MB 844 KB

45 Mbps

tfo tcp keepalive

tfo tcp optimized-mss

tfo tcp optimized-send-buffer
tfo tcp original-mss

tfo tcp original-receive-buffer

tfo tcp original-send-buffer

Cisco Wide Area Application Services

TCP

BDP 45 Mbps * 0.15
1024 KB
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[ | config tfo tcp optimized-send-buffer

config tfo tcp optimized-send-buffer

Traffic Flow Optimization TFO WAE tfo tcp
optimized-send-buffer

tfo tcp optimized-send-buffer buffer-size

buffer-size

32 KB

application-accelerator

TFO 2 WAE TCP
Bandwidth Delay Product BDP;

BDP BDP / *
150 ms 0.15 45 Mbps BDP 45 Mbps * 0.15
=6.75 Mb 0.844 MB 844 KB 1024 KB

config tfo tcp keepalive

config tfo tcp optimized-mss

config tfo tcp optimized-receive-buffer
config tfo tcp original-mss

config tfo tcp original-receive-buffer

config tfo tcp original-send-buffer

Cisco Wide Area Application Services
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config tfo tcp original-mss W

config tfo tcp original-mss

Traffic Flow Optimization TFO WAE TCP
tfo tcp original-mss

tfo tcp original-mss segment-size

segment-size 512 1460

1432

application-accelerator

TFO WAE WAE
TCP

config tfo tcp keepalive

config tfo tcp optimized-mss

config tfo tcp optimized-receive-buffer
config tfo tcp optimized-send-buffer
config tfo tcp original-receive-buffer

config tfo tcp original-send-buffer

Cisco Wide Area Application Services
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Bl config tfo tcp original-receive-buffer
config tfo tcp original-receive-buffer
Traffic Flow Optimization TFO WAE tfo
tcp original-receive-buffer
tfo tcp original-receive-buffer buffer-size

buffer-size

32 KB

application-accelerator

TFO WAE WAE

TCP

config tfo tcp keepalive

config tfo tcp optimized-mss

config tfo tcp optimized-receive-buffer
config tfo tcp optimized-send-buffer
config tfo tcp original-mss

config tfo tcp original-send-buffer

I Cisco Wide Area Application Services
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config tfo tcp original-send-buffer W

config tfo tcp original-send-buffer

Traffic Flow Optimization TFO WAE tfo
tcp original-send-buffer

tfo tcp original-send-buffer buffer-size

buffer-size

32 KB

application-accelerator

TFO WAE WAE
TCP

config tfo tcp keepalive

config tfo tcp optimized-mss

config tfo tcp optimized-receive-buffer
config tfo tcp optimized-send-buffer
config tfo tcp original-mss

config tfo tcp original-receive-buffer

Cisco Wide Area Application Services
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M config transaction-logs

config transaction-logs

WAE transaction-logs

no

transaction-logs tfo enable

transaction-logs tfo logging {enable | facility parameter | host {hostname | ip-address} [port port-num]
[rate-limit number-message-per-sec]}

transaction-logs tfo archive interval seconds

transaction-logs tfo archive interval every-day {at hour:minute | every hours}
transaction-logs tfo archive interval every-hour {at minute | every minutes}
transaction-logs tfo archive interval every-week [on weekdays at hour:minute]
transaction-logs tfo archive max-file-size filesize

transaction-logs export compress

transaction-logs export enable

transaction-logs export ftp-server {hostname | servipaddrs} login passw directory
transaction-logs export interval minutes

transaction-logs export interval every-day {at hour:minute | every hours}
transaction-logs export interval every-hour {at minute | every minutes}
transaction-logs export interval every-week [on weekdays at hour:minute]

transaction-logs export sftp-server {hostname | servipaddrs} login passw directory

tfo TFO
enable TFO
logging TFO Syslog
enable Syslog TFO
facility
Do not set
Syslog Syslog

user

Cisco Wide Area Application Services
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config transaction-logs W

parameter
auth
daemon
kern
local0
locall
local2
local3
locald
local5
local6
local7
mail
news USENET
syslog Syslog
user
uucp UUCP
host Syslog
hostname Syslog
IP Syslog
ip-address Syslog IP
port Syslog
port-num WAE Syslog
514
Well-known
rate-limit Syslog
number-message-per-sec Syslog 1
Syslog
Syslog
rate-limit
0 Syslog
Syslog 1 10,000
/
archive
interval
seconds 120 604800
every-day 1
at
hour:minute hh:mm
every 0

Cisco Wide Area Application Services
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M config transaction-logs

hours
11
12 12
2 2
24 24
3 3
4 4
6 6
8 8
every-hour 1
at
minute 0 59
every 0
minutes
10 10
15 15
2 2
20 20
30 30
55
every-week 1
on
weekdays 1
Fri
Mon
Sat
Sun
Thu
Tue
Wed
at
hour:minute hh:mm
max-file-size KB
filesize KB 1000 2000000
export FTP
4
compress FTP zip
enable
ftp-server FTP
hostname FTP
servipaddrs FTP IP

Cisco Wide Area Application Services
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config transaction-logs W

login FTP
passw FTP
directory FTP
interval FTP
minutes 1 10080
every-day 1
at
hour:minute hh:mm
every
hours
11
12 12
2 2
24 24
3 3
4 4
6 6
8 8
every-hour 1
at
minute 0 59
every 0
minutes
10 10
15 15
2 2
20 20
30 30
55
every-week 1
on
weekdays 1
Fri
Mon
Sat
Sun
Thu
Tue
Wed
at
hour:minute hh:mm
sftp-server Secure File Transfer Protocol SFTP;
hostname SFTP
servipaddrs SFTP IP
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M config transaction-logs

login SFTP 40
passw SFTP 40
directory SFTP

archive

enable

export compress

export

archive interval 1

archive max-file-size 2,000,000 KB
export interval 1

logging port port-num 514

application-accelerator

Sysfs

e /locall/logs/working.log
* /local2/logs/working.log

Sysfs
/locall/logs/ /local2/logs/
FTP/SFTP
WAE IP
celog_IPADDRESS_YYYYMMDD_HHMMSS.txt.
Syslog HTTP HTTP

Syslog
HTTP

Cisco Wide Area Application Services
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config transaction-logs W

UDP Syslog
WAE UDP
Syslog Syslog
Syslog
Syslog Syslog
Syslog
Syslog
Syslog
Syslog
Syslog ID
1 Syslog
WAE Syslog
Syslog
WAE Syslog
Syslog

fac-pri Apr 22 20:10:46 ce-host cache:%CE-TRNSLG-6-460012:translog formatted msg

e fac-pri. 0 1023 0x0000  OxO3FF 32 10
Syslog
3 0o 7
7 0 127
Syslog
user
Syslog
LOG_INFO
fac-pri 14 (0x000E) = user (LOG_USER (1))
= LOG_INFO (6)
e ce-host WAE IP
* cache WAE
e %CE-TRNSLG-6-460012 WAE
Syslog 6
)
WAAS Syslog
Syslog Syslog
%CE-TRNSLG-6-460013 %CE-TRNSLG-3-460016
%CE-TRNSLG-3-460016 6
3
Syslog Cisco

WAAS System Messages Reference

* translog formatted msg
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M config transaction-logs

Syslog 1024

Syslog

Apr 22 20:10:46 ce-host cache:%CE-TRNSLG-6-460012:translog formatted msg

ce-host Syslog
WAE

Syslog
6 LOG_INFO

clear
show transaction-logging

transaction-log

Cisco Wide Area Application Services
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config username

WAAS

username

config username WM

username name {password {0 plainword | 1 cryptoword | plainword} [uid uid] | print-admin-password
{0 plainword | 1 cryptoword plainword | plainword} | privilege {0 | 15}}

name

password

0

plainword

1

cryptoword

uid

ID

uid

ID 2001

65535

print-admin-password

privilege

0

15

password 0

Uid 0

. admin

application-accelerator

central-manager

WAE WAAS
WAAS Central Manager GUI

WAAS
WAAS

WAAS

15

WAE Device Manger GUI Core

WAAS Central Manager

WAAS
admin

WAAS

WAAS

admin default

Cisco Wide Area Application Services

default

WAAS

| oL-11817-01-J

Edge



3 CLI |

M config username

WAAS
WAAS CLI

Device is configured with a (well known) default username/password
for ease of initial configuration. This default username/password
should be changed in order to avoid unwanted access to the device.

System Initialization Finished.
waas-cmi

WAAS Cenral Manager
WAAS Central Manager GUI

WAAS CLI WAAS Central Manager GUI WAAS
WAAS
Central Manager GUI WAAS Central Manager WAE
WAE Cisco Wide Area

Application Services Configuration Guide

username

username password

waas-cm(config)# username admin password ?
0 Specifies an UNENCRYPTED password will follow
1 Specifies a HIDDEN password will follow
WORD The UNENCRYPTED (cleartext) user password

WAAS Central Manager waas-cm
mysecret

waas-cm# config
waas-cm# (config) # username admin password mysecret
waas-cm# (config) # exit

WAAS CLI WAAS
HTTP
CLI

CLI show running-config

Cisco Wide Area Application Services
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config username WM

WAAS

WAAS Cntral Manager GUI
GUI

WAE# show user username abeddoe
Uid : 2003
Username : abeddoe
Password : ghQ.GyGhP96K6
Privilege : normal user

WAE# show user username bwhidney

Uid : 2002

Username : bwhidney
Password : bhlohlbIwAMOk
Privilege : normal user

WAE (config) # username bwhidney password 1 victoria

WAE (config) # username abeddoe privilege 15
User's privilege changed to super user (=15)

WAE# show user username abeddoe

uid : 2003

Username : abeddoe
Password : ghQ.GyGhP96K6
Privilege : super user

WAE# show user username bwhidney

uid : 2002

Username : bwhidney
Password : mhYWYw.7P1Ld6
Privilege : normal user
show user

Cisco Wide Area Application Services
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config wccp access-list

config weccp access-list

I Cisco Wide Area Application Services

WAE WCCP GRE IP weep
access-list
wecep access-list {acl-number | ext-acl-number | acl-name}
acl-number 1 99
ext-acl-number 100 199
acl-name 30
WCCP
application-accelerator
wccep access-list number
WCCP number 1 99
100 199
WCCP
WAE IP ACL WAE WCCP
Cisco Wide Area Application Services Configuration Guide
Y
WCCP  IPv4
IP 10 WCCP WAE

WAE (config)# wccp access-list 10

WAE
WCCP

show ip access-list EXEC

WAE (config)# show ip access-list

Space available:
40 access lists

489 access list conditions

Standard IP access list 10

1 deny 10.1.1.1
2 deny any

(implicit deny any:

total invocations:

Standard IP access list 98

1 permit any

(implicit deny any:

total invocations:

0 matches)

0 matches)

WAE
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Extended IP access list 100
1 permit icmp any any
(implicit fragment permit: 0 matches)
(implicit deny ip any any: 0 matches)
total invocations: 0
Extended IP access list 101
1 permit ip any any
(implicit fragment permit: 0 matches)
(implicit deny ip any any: 0 matches)
total invocations: 0
Extended IP access list 102
1 permit icmp 0.0.1.1 255.255.0.0 any
(implicit fragment permit: 0 matches)
(implicit deny ip any any: 0 matches)
total invocations: 0
Extended IP access list 111
1 permit gre 0.1.1.1 255.0.0.0 any
(implicit fragment permit: 0 matches)
(implicit deny ip any any: 0 matches)
total invocations: 0
Extended IP access list 112
1 permit ip any any
(implicit fragment permit: 0 matches)
(implicit deny ip any any: 0 matches)
total invocations: 0
Extended IP access list 113
1 permit gre 0.1.1.1 255.0.0.0 any
(implicit fragment permit: 0 matches)
(implicit deny ip any any: 0 matches)
total invocations: 0
Extended IP access list ext_acl_2
1 permit gre any any
(implicit fragment permit: 0 matches)
(implicit deny ip any any: 0 matches)
total invocations: 0
Extended IP access list extended_ip_acl
1 permit tcp any eq 2 any eq exec
(implicit fragment permit: 0 matches)
(implicit deny ip any any: 0 matches)
total invocations: 0

Interface access list references:

PortChannel 2 inbound extended_ip_acl

PortChannel 2 outbound 101

Application access list references:

snmp-server standard
UDP ports: none (List Not Defined)
WCCP either

Any IP Protocol

Cisco Wide Area Application Services

config wccp access-list
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M config wccp access-list

WCCP

WAE

WAE# show wccp gre
Transparent GRE packets received:
Transparent non-GRE packets received:

Transparent non-GRE packets passed through:

Total packets accepted:

Invalid packets received:

Packets received with invalid service:
Packets
Packets
Packets
Packets

received on a disabled service:
received too small:

dropped due to zero TTL:
dropped due to bad buckets:
Packets dropped due to
Packets dropped due to loopback redirect:
Connections bypassed due to load:

Packets sent back to router:

Packets sent to another CE:

GRE fragments redirected:

Packets failed GRE encapsulation:

Packets dropped due to invalid fwd method:
Packets
Packets
Packets
Packets
Packets
Packets
Conditionally Accepted connections:
Conditionally Bypassed connections:

L2 Bypass packets destined for loopback:
Packets w/WCCP GRE received too small:

bypassed, no conn at all:
bypassed, no pending connection:
due to clean wccp shutdown:

received with client IP addresses:

Packets dropped due to IP access-1list deny:

L2 Packets fragmented for bypass:

show ip access-list

show wccep

no redirect address:

dropped due to insufficient memory:

bypassed due to bypass-list lookup:

show wcep gre EXEC

366

o W o o
w
~

O N O O OO O OO0 O OO OO0 O OO O OO o o o o
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config wccp flow-redirect W

config weccp flow-redirect

WAE  WCCP wecep flow-redirect

no

wecep flow-redirect enable

enable

application-accelerator

WCCP WAE
WCCP

HTTP HTTP

WCCP WAE WAE

WAE
WCCP
wecep flow-redirect WCCP
WAE
TCP
WAE
S
Web

WCCP  IPv4

WAE WCCP

WAE (config)# weccp flow-redirect enable

config wccep slow-start

Cisco Wide Area Application Services
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M config wccp router-list

config wccp router-list

WCCP Version 2 wccep router-list
no
wecep router-list number ip-address
number 1 8
ip-address IP
application-accelerator
WAE WCCP Version 2 WCCP Version 2
WAE CIFS
8 8
32 IP
)
ip weep
WCCP
WCCP  IPv4
7 IP
192.168.68.98  WCCP Version 2
WAE (config) # wecep router-list 7 192.168.68.98
7
WAE (config)# no wccp router-list 7 192.168.68.98
1 1 WCCP Version
2 TCP WAE

WAE (config) # wecep router-list 1 10.10.10.2
WAE (config) # wccp tcp-promiscuous router-list 1
WAE (config)# wcecp version 2

config wccep version

Cisco Wide Area Application Services
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config wccp shutdown

WAE WCCP

no

wecep shutdown max-wait seconds

config wccp shutdown W

wcep shutdown

max-wait
seconds 0 86400 120
120
application-accelerator
TCP WAE reload wcep version WCCP
WAE
max-wait
WAE
0 WAE WAE
WAE WAE
WCCP TCP
WAE WCCP WAE WCCP
WAE WCCP WAE
WCCP FWAE
HTTP
N
WCCP  IPv4
1000 WAE
WAE (config) # wccp shutdown max-wait 1000
no wcecp version 2 WAE WCCP Version 2
no wcecp version 2 WAE 1000

WCCP Version 2

WAE (config)# no wcecp version 2

Cisco Wide Area Application Services
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M config wccp shutdown

WAE  WCCP

Waiting (999 seconds) for WCCP shutdown. Press ~C to skip shutdown

The clean shutdown can be aborted while in progress by simultaneously pressing AC
after the countdown message appears.

config wccep flow-redirect
config wccep slow-start

config wccep version

Cisco Wide Area Application Services
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config wccp slow-start Il

config weccp slow-start

WAE wcep slow-start

no

wecep slow-start enable

enable WCCP

application-accelerator

WAE TCP WAE
WAE
WCCP WAE
e WCCP2 WAE TCP
e WCCP2 WAE TCP
. WAE
. WAE
o WAE
WAE
>

WCCP  IPv4

WAE

WAE (config)# wccp slow-start enable

WAE

WAE (config) # no wccp slow-start enable

config wccep flow-redirect

Cisco Wide Area Application Services
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[ | config wccp tcp-promiscuous

config wccp tcp-promiscuous

WAE  Web Cache Coordination Protocol WCCP Version 2 TCP WCCP
Version 2 61 62 wcep tep-promiscuous

wecep tep-promiscuous {mask {dst-ip-mask mask | src-ip-mask mask} | router-list-num number
[assign-method-strict | hash-destination-ip | hash-source-ip | 12-redirect | 12-return | mask-assign
| password password | weight weight]}

mask WAE
dst-ip-mask IP IP 16
0xFEO000000 0x0000000  OxFE000000
0x00000000
src-ip-mask IP IP 16
0xFEO000000 0x0000000
0xFEO000000 0x00001741
mask 16 0x0000000  OxFE000000
router-list-num TCP WCCP
number TCP WCCP 1 8
WCCP Version 2 TCP WAE
assign-method-strict
hash-destination-ip IP
hash-destination-ip hash-source-ip
hash-source-ip IP
12-redirect 2
WAE 2 2
2

WAE  WCCP Version 2

12-return 2
mask-assign WAE
password WAE

WAE
password WCCP 8
weight

30 WAE 30%
weight 0 100%

WAE

Cisco Wide Area Application Services
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config wccp tcp-promiscuous | |

application-accelerator

WCCP WAE
WCCP Core WAE
Edge WAE  WCCP
WCCP WAE
WCCP WAE  WCCP Version 2
TCP TCP WAE
WCCP
WCCP Version 2 WAE TCP
WAE TCP WAE WCCP

Version 2 61 62 WCCP 61 62 Edge WAE WAAS
CLI WAE tcp-promiscuous
Edge-WAEL (config)# wecep ?

access-list Configure an IP access-1list for inbound WCCP encapsulated

traffic

flow-redirect Redirect moved flows

router-list Router List for use in WCCP services

shutdown Wccp Shutdown parameters

slow-start accept load in slow-start mode

tcp-promiscuous TCP promiscuous mode service

version WCCP Version Number

N,
WCCP IPV4
wecep tep-promiscuous router-list-num TCP

WAE # wccp tcp-promiscuous router-list-num 1

WCCP configuration for TCP Promiscuous service 61 succeeded.

WCCP configuration for TCP Promiscuous succeeded.

Please remember to configure WCCP service 61 and 62 on the corresponding router.

config wccp router-list

show wcep
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M config wccp version
WAE WCCP wcep version
no
wcep version 2
application-accelerator
Web 80 WCCP Version 1 WCCP Version
1 WCCP Version 2 WAE
reload no wcecp version 2 WAE
TCP
WAE WCCP Version 2
1. WAE config weccp router-list
2. WAE
WAE
WAE WCCP
WAE Here | am
WAE
3. WAE WAE WAE WAE
WAE IP
WAE WAE
WAE WAE WAE
WAE WAE
WCCP
WAE
WAE
S
WCCP  IPv4
WAE  WCCP Version 2

WAE (config) # wecep version 2
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config windows-domain

config wccp tcp-promiscuous

config wccep router-list

config windows-domain

WAAS Windows windows-domain

windows-domain {administrative group {normal-user | super-user} groupname | comment string |
netbios-name name | password-server {hostname | ipaddress} | realm kerberos-realm | wins-server
{hostname | ipaddress} | workgroup name | security ADS}

administrative

group

normal-user 0

super-user 15

groupname

comment Windows

string

netbios-name WAE  NetBIOS Edge FE

name NetBIOS

password-server

hostname

ipaddress IP

realm Kerberos NT 4
Active Directory Service ADS; Active Directory

Kerberos ADS

kerberos-realm Kerberos IP Kerberos
Kerberos Active Directory DNS
kerberos-realm = MYBOX.MYCOMPANY.COM

wins-server Windows Internet Naming Service WINS

hostname WINS

ipaddress WINS IP

workgroup WAAS

name

security Kerberos

ADS Active Directory Service

Windows

Cisco Wide Area Application Services
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B config windows-domain

application-accelerator

central-manager

Kerberos
Kerberos

myFileEngine

WAE (config) #
WAE (config) #
WAE (config) #
WAE (config) #

kerberos

WAE (config) # windows-

WAE (config) # windows

windows-
windows-
windows-
windows-

WAAS

realm  DOMAIN.COM
security

NetBIOS ABD 10.10.24.1

domain wins-server 10.10.24.1
domain password-server 10.10.100.4
domain netbios-name myFileEngine
domain workgroup ABC

Kerberos

domain realm ABC.COM
security ADS

Load smb config files from /state/actona/conf/smb.conf

Processing section "[print$]"
Processing section "[printers]"

Loaded services file

WAE (config)# exit

OK.

WAE# show windows-domain
Login Authentication for Console/Telnet Session: enabled

Windows domain Configuration:

Workgroup:

Comment: Comment:

Net BIOS: MYFILEENGINE

Realm: ABC

WINS Server: 10.10.10.1

Password Server:
Security: ADS

config kerberos
show windows-domain

windows-domain

10.10.10.10

Windows

security  ADS

Edge FE Windows

Windows
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config windows-domain

WAAS

interface

WAE# configure
WAE (config)# interface ?
GigabitEthernet Select a gigabit ethernet interface to configure

InlineGroup Select an inline group interface to configure
InlinePort Select an inline port interface to configure
PortChannel Ethernet Channel of interfaces

Standby Standby groups

WAE (config)# interface gigabitethernet ?
<1-2>/ GigabitEthernet slot/port

WAE (config)# interface gigabitethernet 1/0

WAE (config-if)#

exit

WAE (config-if)# exit
WAE (config) #
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B config-if autosense

config-if autosense

autosense
no
autosense
application-accelerator
central-manager
WAAS WAAS
autosense autosense

WAAS

1/0

WAE (config)# interface GigabitEthernet 1/0
WAE (config-if)# no autosense

1/0

WAE (config)# interface GigabitEthernet 1/0
WAE (config-if)# autosense

WAE (config-if)# exit

WAE (config)# exit

WAE# reload

config interface
show interface
show running-config

show startup-config
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config-if bandwidth

config-if bandwidth Wl

bandwidth
no
bandwidth {10 | 100 | 1000}
10 10 Mbps
100 100 Mbps
1000 1000 Mbps
application-accelerator
central-manager
WAAS bandwidth
Mbps
1000 Mbps WAAS

Gigabit over Copper

bandwidth 10
bandwidth 100
bandwidth 1000
autosense
half-duplex
full-duplex

WAE (config-if
WAE (config-if
WAE (config-if
WAE (config-if
WAE (config-if

) #
) #
) #
) #
) #
WAE (config-if)#

WAE (config-if)# bandwidth 1000

WAE (config-if)# no bandwidth

config-if autosense

config interface

Cisco Wide Area Application Services
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M config-if cdp

config-if cdp

WAAS Cisco
Discovery Protocol CDP;
cdp

cdp enable
enable CDP
application-accelerator
central-manager

cdp enable WAAS
CDP
CDP cdp enable
S
CDP
CDP WAAS CDP

WAE (config-if)# cdp enable
Cannot enable CDP on this interface, CDP Global is disabled

WAAS 1/ 0
CDP

WAE# configure

WAE (config)# cdp enable

WAE (config)# enable interface GigabitEthermnet 1/0
WAE (config-if)# cdp enable

config cdp
show cdp
show interface
show running-config

show startup-config
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config-if exit M

config-if exit

exit

exit

application-accelerator

central-manager

WAE (config-if)# exit
WAE (config) #
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Bl config-if failover timeout

config-if failover timeout

failover timeout
no

failover timeout {1| 3| 5}

application-accelerator

central-manager

failover timeout inlineGroup
fail-to-wire
3
WAE 3
1
1 0
5

(config)# interface inlineGroup 1/0
(config-if)# failover timeout 5
(config-if)# no failover timeout 5

config interface
config-if inline

config-if shutdown
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config-if full-duplex W

config-if  full-duplex

WAAS full-duplex
no

full-duplex

application-accelerator

central-manager

EXEC

1 0

WAE# configure
WAE (config)# interface GigabitEthernet 1/0
WAE (config-if)# full-duplex

The following example disables full-duplex operation:
WAE (config-if)# no full-duplex

config-if half-duplex
config interface
show interface

show running-config

show startup-config
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Bl config-if half-duplex
config-if half-duplex
WAAS half-duplex
half-duplex

application-accelerator

central-manager

1 0

WAE# configure
WAE (config)# interface GigabitEthernet 1/0
WAE (config-if)# half-duplex

WAE (config-if)# no half-duplex

config-if  full-duplex
config interface
show interface

show running-config

show startup-config
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config-if

Inline
inlineGroup

no

inline [vlan {all | native | vlan_list}]

inline

config-if

inline W

vlan VLAN

all

native

vlan_list VLAN ID

VLAN

WAE

application-accelerator

central-manager

inline inlineGroup
VLAN

VLAN all VLAN ID

VLAN
VLAN

VLAN ID
VLAN ID native

WCCP

VLAN
WCCP

VLAN ID

(config)# interface inlineGroup 1/0
(config-if)# inline
(config-if)# exit

inlineGroup 0

Cisco Wide Area Application Services
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config-if

inline

VLAN ID 5 5 10 VLANID
1 0
11 12 13 14 15
(config)# interface inlineGroup 1/0

(config-if)# no inline vlan 5,10-15
(config-if)# exit

100

(config)# interface inlineGroup 2/1
(config-if)# inline native, 0-100
(config-if)# exit

show interface

2

802.1Q
VLAN

VLANS5 10

VLAN 0
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config-if ip M

config-if ip
IP WAAS DHCP

IP ip
no

ip address {ip-address ip-subnet [secondary] | dhcp [client-id id [hostname name] | hostname name
[client-id id]]}

address IP

ip-address IP

ip-subnet IP

secondary IP

dhcp DHCP IP
client-id ID

id ID

hostname

name

application-accelerator

central-manager

WAAS 1P
DHCP IP IP

ip address
IP

WAE (config-if)# ip address ip_address netmask [secondary]

4 IP 1P

WAE (config-if)# ip address ip address netmask

IP

IP no

WAE (config-if)# no ip address ip address netmask

Cisco Wide Area Application Services
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W config-if ip

~

IP DHCP ip-address dhcp

IP 10.10.10.10 255.0.0.0

WAE# configure
WAE (config)# interface PortChannel 2
WAE (config-if)# ip address 10.10.10.10 255.0.0.0

IP
WAE (config-if)# no ip address
DHCP
WAE (config-if)# ip address dhcp
DHCP WAAS ID

WAE (config-if)# ip address dhcp client-id myclient hostname myhost

config interface
show interface
show running-config

show startup-config
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config-if ip access-group M

config-if i1p access-group

WAAS
ip access-group
no
ip access-group {acl-name | acl-num} {in | out}
acl-name 30 ID
ACL
acl-num ID
1 99
100 199
in
out
application-accelerator
central-manager
ip access-group
1
ip access-group
ip access-list
1/2

acl-out

WAE (config)# interface GigabitEthernet 1/2
WAE (config-if)# ip access-group acl-out out

clear
config ip access-list

show ip access-list
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| oL-11817-01-4 .m



3 CLI |

Bl config-if mtu

config-if mtu

maximum transmission unit; MTU
mtu MTU
no

mtu mtusize

mtusize MTU 88 1500

application-accelerator

central-manager

MTU IP mtu

MTU 1500

WAE (config-if)# mtu 1500
WAE (config-if)# no mtu 1500

show interface
show running-config

show startup-config
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config-if no M

config-if no

no

no [autosense | bandwidth {10 | 100 | 1000} | cdp enable | channel-group {1 | 2} | description text |
fullduplex | halfduplex | ip {access-group {acl-num | acl_name} {in | out} | address {ip_address
netmask [secondary] | dhcp [client-id id hostname name | hostname name client-id id]}} | mtu
mtusize | shutdown | standby grpnumber [priority priority]]

InlineGroup
InlineGroup no

no [failover timeout {1 | 3|5} | inline [vlan {all | native | vlan_list}] | shutdown]

InlinePort
InlinePort no

no [autosense | bandwidth {10 | 100 | 1000} | full-duplex | half-duplex]

PortChannel
PortChannel no

no [description text | ip {access-group {acl-num | acl_name} {in | out} | address ip-address netmask} |
shutdown]

config interface

application-accelerator

central-manager
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Bl config-if no

no

no 11

WAE (config)# interface GigabitEthernet 2/0

WAE (config-if)# no ?

autosense Interface autosense
bandwidth Interface bandwidth
cdp Cisco Discovery Protocol Interface Config commands

channel-group Configure

EtherChannel group

description Interface specific description

full-duplex Interface fullduplex

half-duplex Interface halfduplex

ip Interface Internet Protocol Config commands

mtu Set the interface Maximum Transmission Unit (MTU)
shutdown Shutdown the specific interface

standby Standby interface config commands

WAE (config-if)# no

no
4
WAE (config)# interface standby 4
WAE (config-if)# no ?
description Standby interface description
errors Set the maximum number of errors allowed on this interface
ip Set the IP address of a standby group
shutdown Shutdown this interface

WAE (config-if)# no

WAE (config)# interface GigabitEthernet 2/0
WAE (config-if)# no autosense

config interface
show interface
show running-config

show startup-config
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config-if shutdown W

config-if shutdown

WAAS shutdown

no

shutdown

application-accelerator

central-manager

config interface

WAAS

WAE# configure
WAE (config)# interface GigabitEthernet 2/0
WAE (config-if)# shutdown

config interface
show interface
show running-config

show startup-config
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M config-if standby

config-if standby

WAAS
standby
no

standby group_number {description text | errors max-errors | ip ip-address netmask | priority
priority_level | shutdown}

group_number 1 4
description
text 240
errors
max-errors 0 4294967295
ip Standby Group1 2 3 4
IP
ip-address Standby Group1 2 3 4
IP IP
netmask Standby Group1 2 3 4
priority
priority_level
IP
priority
100
shutdown Standby Groupl 2 3 4

IP

errors
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config-if standby W

application-accelerator

central-manager

WAAS
2
2
1 WAAS
WAAS
S
1
. 1P
1P
1P IP
. 1

WAAS
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M config-if standby

. 2
¢ WAAS 4
N
IP IP
IP
IP WAAS
1P 1P
1P IP
WAAS
IP ip route
ip default-gateway
IP
errors
e
1/0 2/0
1 2 1/0
1 2/0
2 1
1/0 2
2/0
1
N
IP ACL
IP
ACL Standby Group1 2
1/ 0
2/ 0 ACL1 IP ACL

Standby Group1 ACL1
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config-if standby W

2 1/0

WAE (config-if
WAE (config-if
WAE (config-if
WAE (config-if
WAE (config-if
WAE (config-if

interface gigabitEthernet 1/0 standby
interface gigabitEthernet 2/0 standby
interface gigabitEthernet 1/0 standby
interface gigabitEthernet 2/0 standby
interface gigabitEthernet 1/0 standby
interface gigabitEthernet 2/0 standby

) # ip 10.16.10.10 255.255.254.0
) # ip 10.16.10.10 255.255.254.0
) # priority 300
) # priority 200
) # errors 10000
) # errors 10000

show standby EXEC
1 Standby Group 1 WAAS

1/ 0

WAE# show standby
Standby Group: 1
Description: This a backup for Gigabit Ethernet 2/0.
IP address: 10.16.10.10, netmask: 255.0.0.0
Member interfaces: none
Active interface: Gigabit Ethernet 1/0
Maximum errors allowed on the active interface: 500

show interface standby
group_number EXEC

Standby Group 1

WAE# configure
WAE (config)# interface standby 1
WAE (config-if)#

Standby Group 1 IP 10.10.10.10 255.0.0.0
IP

WAE (config-if)# ip address 10.10.10.10 255.0.0.0
WAE (config-if)# errors 500

2 Standby Group 1

a. 1/ 0 Standby Group 1
150

WAE (config)# interface gigabitEthernet 1/0
WAE (config-if)# standby 1 priority 150

b. 2 2/ 0 Standby
Group 1 100

WAE (config)# interface gigabitEthernet 2/0
WAE (config-if)# standby 1

WAE (config-if)# exit

WAE (config) #
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config-if standby

GigabitEthernet 0/0
150

standby no GigabitEthernet
Standby Group 1

WAE (config)# interface gigabitEthernet 1/0

WAE (config-if)# no standby 1

WAE (config-if)# exit
WAE (config) #

Standby Group 1

WAE (config)# interface standby 1
WAE (config-if)# exit
WAE (config)# exit

Standby Group 1

WAE (config)# interface standby 1
WAE (config-if)# no ip address 10.10.10.10 255.0.0.0

Please remove member interface(s) from this standby group first.

WAE (config)# interface GigabitEthernet 2/0

WAE (config-if)# no standby 1

WAE (config-if)# exit

WAE (config)# interface standby 1

WAE (config-if)# no ip address 10.10.10.10 255.0.0.0
WAE (config-if)# exit

WAE (config)# no interface standby 1

WAE (config) # exit

config interface
show interface
show running-config
show standby

show startup-config

1/
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config-if standby W

ACL

WAAS
ip access-list standard
no

ip access-list standard {acl-name | acl-num}

standard ACL CLI ACL

(config-std-nacl)

WAE(config-std-nacl)#

acl-name ACL
30
acl-num
ID
1 99
1 permit
application-accelerator
central-manager
WAAS
WAAS
WAAS
N
IP ACL WAE IP ACL WAE
IP ACL WAE WAAS
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M config-if standby

ACL delete  move
ACL
exit
deny permit WAAS
deny any
1  permit
access-group
permit any
ip access-list standard
30
1 99
N
SNMP TFTP /
WCCP
IP
permit host
source-ip source-ip IP
permit host source-ip wildcard
source-ip ID IP
wildcard 10
0 1
0.0.0.255 IP 8 permit
192.168.1.0 0.0.0.255 192.168.1.0
CLI ACL

WAE (config)# ip access-list standard teststdacl
WAE (config-std-nacl)# exit

WAAS IP

WAE (config)# ip access-list standard teststdacl
WAE (config-std-nacl)# permit 192.168.1.0 any
WAE (config-std-nacl)# exit

192.168.1.0
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config-if standby W

WAE (config)# interface gigabitethernet 1/0
WAE (config-if)# ip access-group teststdacl in
WAE (config-if)# exit

show running-configuration

]

interface GigabitEthernet 1/0

ip address 10.1.1.50 255.255.0.0
ip access-group teststdacl in
exit

ip access-list standard teststdacl
permit 192.168.1.0 any
exit

clear

show ip access-list
config-if ip access-group
config-std-nacl deny
config-std-nacl delete
config-std-nacl list
config-std-nacl move

config-std-nacl permit
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M config-std-nacl delete

config-std-nacl delete

IP ACL delete

delete line-num

line-num

ACL

application-accelerator

central-manager

IPACL teststdacl 10

WAE (config)# ip access-1list standard teststdacl
WAE (config-std-nacl)# delete 10

config-std-nacl deny
config-std-nacl delete
config-std-nacl list
config-std-nacl move

config-std-nacl permit
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config-std-nacl deny WM

config-std-nacl deny

WAAS
deny

[insert line-num] deny {source-ip [wildcard] | host source-ip | any}
IP ACL

no deny {source-ip [wildcard] | host source-ip | any}

insert
line-num
deny
source-ip IP
4 10 32
0.0.0.0
wildcard source-ip 4
10 0 1
)
IP ACL ip access-list wildcard
IPACL  host
wildcard
host IP
any IP
1  permit
ACL
application-accelerator
central-manager
deny permit WAAS
deny any
1 permit
IP
permit host
source-ip source-ip IP
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M config-std-nacl deny

permit host source-ip wildcard

source-ip ID IP
wildcard 10
0 1
0.0.0.255 IP 8 permit
192.168.1.0 0.0.0.255 192.168.1.0
IP 192.168.1.0

WAE (config)# ip access-list standard teststdacl
WAE (config-std-nacl)# deny 192.168.1.0 any
WAE (config-std-nacl) # exit

WAE (config)# interface gigabitethernet 1/0
WAE (config-if)# ip access-group teststdacl in
WAE (config-if)# exit

show running-configuration

]

interface GigabitEthernet 1/0

ip address 10.1.1.50 255.255.0.0
ip access-group teststdacl in
exit

ip access-list standard example
deny 192.168.1.0 any
exit

config-std-nacl delete
config-std-nacl list
config-std-nacl move

config-std-nacl permit
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config-std-nacl exit M

config-std-nacl exit

ACL
exit

exit

application-accelerator

central-manager

ACL

WAE (config-std-nacl) # exit
WAE (config) #
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M config-std-nacl list

config-std-nacl list

IP ACL list

list [start-line-num [end-line-num]]

start-line-num

end-line-num

ACL

application-accelerator

central-manager

IP ACL

WAE (config)# ip access-list standard teststdacl
WAE (config-std-nacl)# list 25 50

config-std-nacl delete

config-std-nacl move
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config-std-nacl move M

config-std-nacl move

IP ACL move

move old-line-num new-line-num

old-line-num

new-line-num

ACL

application-accelerator

central-manager

IP ACL

WAE (config)# ip access-list standard teststdacl
WAE (config-std-nacl)# move 25 30

config-std-nacl delete

config-std-nacl list
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M  config-std-nacl permit

config-std-nacl permit

WAAS
permit

[insert line-num] permit {source-ip [wildcard] | host source-ip | any}
IP ACL

no permit {source-ip [wildcard] | host source-ip | any}

insert
line-num
source-ip IP
4 10 32
0.0.0.0
wildcard source-ip 4
10 0 1
A
IP ACL ip access-list wildcard
IPACL  host
wildcard
host IP
any IP
1 permit
ACL
application-accelerator
central-manager
deny permit WAAS
deny any
1 permit
IP
permit host
source-ip source-ip IP
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config-std-nacl permit M

permit host source-ip wildcard

source-ip ID IP
wildcard 10
0 1
0.0.0.255 IP 8 permit
192.168.1.0 0.0.0.255 192.168.1.0
IP 192.168.1.0

WAE (config)# ip access-list standard teststdacl
WAE (config-std-nacl)# permit 192.168.1.0 any
WAE (config-std-nacl) # exit

WAE (config)# interface gigabitethernet 1/0
WAE (config-if)# ip access-group teststdacl in
WAE (config-if)# exit

show running-configuration

]

interface GigabitEthernet 1/0

ip address 10.1.1.50 255.255.0.0
ip access-group teststdacl in
exit

ip access-list standard example
permit 192.168.1.0 any
exit

config-std-nacl delete
config-std-nacl deny
config-std-nacl list

config-std-nacl move
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M  config-std-nacl permit

ACL

WAAS
ip access-list extended
no
ip access-list extended {acl-name | acl-num}
extended ACL CLI ACL
(config-ext-nacl)
WAE (config-ext-nacl) #
acl-name ACL
30
acl-num
ID
100 199
1  permit
application-accelerator
central-manager
WAAS
WAAS
WAAS
WAAS ACL
e WAAS
e WAAS IT
Telnet SSH WAAS GUI
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config-std-nacl permit M

WAE
ACL Telnet
SSH WAAS GUI
e WCCP WAAS
WAAS
ACL
S
ACL WAE ACL WAE
ACL WAE WAAS
ACL list delete move
ACL
exit
deny permit WAAS
deny any
1  permit
access-group
permit any
ip access-list extended
30
100 199
N
SNMP TFTP /
WCCP
permit host source-ip source-ip
IP
permit host source-ip wildcard
source-ip ID IP
wildcard 10
0 1
0.0.0.255 IP 8 permit

192.168.1.0 0.0.0.255 192.168.1.0
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3 CLI |

M  config-std-nacl permit

CLI ACL

WAE (config)# ip access-list extended testextacl
WAE (config-ext-nacl) #

WAAS
WAAS Web SSH

WAE (config)# ip access-list extended testextacl

WAE (config-ext-nacl)# permit tcp any any eq www

WAE (config-ext-nacl)# permit tcp host 10.1.1.5 any eq ssh
WAE (config-ext-nacl)# exit

WAE (config)# interface gigabitethernet 1/0
WAE (config-if)# ip access-group testextacl in
WAE (config-if)# exit

show running-configuration

!

interface GigabitEthernet 1/0

ip address 10.1.1.50 255.255.0.0
ip access-group testextacl in
exit

ip access-list extended testextacl
permit tcp any any eq www

permit tcp host 10.1.1.5 any eq ssh
exit

clear

show ip access-list
config-if ip access-group
config-ext-nacl deny
config-ext-nacl delete
config-ext-nacl list
config-ext-nacl move

config-ext-nacl permit
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m. OL-11817-01-J |



3 CLI

config-ext-nacl delete WM

config-ext-nacl delete

ACL delete

delete line-num

line-num

ACL

application-accelerator

central-manager

ACL testextacl 10

WAE (config)# ip access-list extended testextacl
WAE (config-ext-nacl)# delete 10

config-ext-nacl list

config-ext-nacl move
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3 CLI

M  config-ext-nacl deny

config-ext-nacl deny

WAAS
deny ACL

[insert line-num] deny {gre | icmp | tcp | udp | ip | proto-num} {source-ip [wildcard] | host source-ip |
any} {dest-ip [wildcard] | host dest-ip | any}

no deny {gre | icmp | tcp | udp | ip | proto-num} {source-ip [wildcard] | host source-ip | any} {dest-ip
[wildcard] | host dest-ip | any}

TCP

[insert line-num] deny tcp {source-ip [wildcard] | host source-ip | any} [operator port [port]] {dest-ip
[wildcard] | host dest-ip | any} [operator port [port]] [established]

no deny tcp {source-ip [wildcard] | host source-ip | any} [operator port [port]] {dest-ip [wildcard] | host
dest-ip | any} [operator port [port]] [established]

UDP

[insert line-num] deny udp {source-ip [wildcard] | host source-ip | any} [operator port [port]] {dest-ip
[wildcard] | host dest-ip | any} [operator port [port]]

no deny udp {source-ip [wildcard] | host source-ip | any} [operator port [port]] {dest-ip [wildcard] | host
dest-ip | any} [operator port [port]]

ICMP

[insert line-num] deny icmp {source-ip [wildcard] | host source-ip | any} {dest-ip [wildcard] | host
dest-ip | any} [icmp-type [code] | icmp-msg]

no deny icmp {source-ip [wildcard] | host source-ip | any} {dest-ip [wildcard] | host dest-ip | any}
[icmp-type [code] | icmp-msg]

insert
line-num
gre Generic Routing Encapsulation GRE;
icmp ICMP
tcp TCP
udp UDP
ip IP
proto-num IP
source-ip IP
4 10 32
0.0.0.0
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config-ext-nacl deny W

wildcard source-ip 4
10 0 1
A
IP ACL ip access-list wildcard
IPACL  host
wildcard
host IP
any IP
dest-ip IP
4 10 32
0.0.0.0
operator It = gt = eq =
neq = range =
port 0 65535 range
2 UDP TCP
established TCP
icmp-type ICMP 0 255
code icmp-type ICMP 0 255
icmp-msg ICMP
1 permit
ACL

application-accelerator

central-manager

deny permit WAAS
deny any
1  permit
permit host source-ip source-ip
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M  config-ext-nacl deny
permit host source-ip wildcard
source-ip ID IP
wildcard 10
0 1

0.0.0.255 IP 8 permit

192.168.1.0 0.0.0.255 192.168.1.0
IP ACL host wildcard
IP
IP

3-25 UDP

3-25 uDP
CLI UDP UDP
bootpc Bootstrap Protocol BOOTP; 68
bootps BOOTP 67
domain Domain Name System DNS; 53
mms Microsoft Media Server 1755
netbios-dgm NetBIOS 138
netbios-ns NetBIOS 137
netbios-ss NetBIOS 139
nfs 2049
ntp 123
snmp 161
snmptrap SNMP 162
tacacs Terminal Access Controller Access Control System 49
tftp Trivial File Transfer Protocol 69
wcep Web Cache Communication Protocol 2048

3-26 TCP

3-26 TCP
CLITCP TCP
domain 53
exec Exec rcp 512
ftp 21
ftp-data FTP 20
https Secure HTTP 443
mms Microsoft Media Server 1755
nfs 2049
ssh 22
tacacs Terminal Access Controller Access Control System 49
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config-ext-nacl deny W

3-26 TCP
CLITCP TCP
telnet Telnet 23
WWW WWW HTTP 80

3-27 ICMP

3-27 ICMP

administratively-prohibited

alternate-address

conversion-error

dod-host-prohibited

dod-net-prohibited

echo

echo-reply

general-parameter-problem

host-isolated

host-precedence-unreachable

host-redirect

host-tos-redirect

host-tos-unreachable

host-unknown

host-unreachable

information-reply

information-request

mask-reply

mask-request

mobile-redirect

net-redirect

net-tos-redirect

net-tos-unreachable

net-unreachable

network-unknown

no-room-for-option

option-missing

packet-too-big

parameter-problem

port-unreachable

precedence-unreachable

protocol-unreachable

reassembly-timeout

redirect

router-advertisement

router-solicitation

source-quench

source-route-failed

time-exceeded

timestamp-reply

timestamp-request

traceroute

ttl-exceeded

unreachable

WAAS
WAAS
SSH

WAE (config)# ip access-list extended testextacl
WAE (config-ext-nacl)# permit tcp any any eq www

WAE (config-ext-nacl)# deny tcp host 10.1.1.5 any eq ssh
WAE (config-ext-nacl)# exit

WAE (config)# interface gigabitethernet 1/0

WAE (config-if)# ip access-group extended testextacl in

WAE (config-if)# exit

Web
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3 CLI |

M config-ext-nacl exit

show running-configuration

]

interface GigabitEthernet 1/0

ip address 10.1.1.50 255.255.0.0

ip access-group extended testextacl in
exit

ip access-list extended testextacl
permit tcp any any eq www

permit tcp host 10.1.1.5 any eq ssh
exit

config-ext-nacl delete
config-ext-nacl list
config-ext-nacl move

config-ext-nacl permit

config-ext-nacl exit

ACL
exit

exit

application-accelerator

central-manager

ACL

WAE (config-ext-nacl)# exit
WAE (config) #
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3 CLI
config-ext-nacl list W

config-ext-nacl list

ACL list

list [start-line-num [end-line-num]]

start-line-num

end-line-num

ACL

application-accelerator

central-manager

ACL

WAE (config)# ip access-list extended testextacl
WAE (config-ext-nacl)# list 25 50

config-ext-nacl delete

config-ext-nacl move
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B config-ext-nacl move

config-ext-nacl move

ACL move

move old-line-num new-line-num

old-line-num

new-line-num

ACL

application-accelerator

central-manager

ACL

WAE (config)# ip access-list extended testextacl
WAE (config-ext-nacl)# move 25 30

config-ext-nacl delete

config-ext-nacl list
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config-ext-nacl permit W

config-ext-nacl permit

WAAS
permit ACL
IP
[insert line-num] permit {gre | icmp | tcp | udp | ip | proto-num} {source-ip [wildcard] | host source-ip
| any} {dest-ip [wildcard] | host dest-ip | any}
no permit {gre | icmp | tcp | udp | ip | proto-num} {source-ip [wildcard] | host source-ip | any} {dest-ip
[wildcard] | host dest-ip | any}
TCP
[insert line-num] permit tcp {source-ip [wildcard] | host source-ip | any} [operator port [port]] {dest-ip
[wildcard] | host dest-ip | any} [operator port [port]] [established]
no permit tcp {source-ip [wildcard] | host source-ip | any} [operator port [port]] {dest-ip [wildcard] |
host dest-ip | any} [operator port [port]] [established]
UDP
[insert line-num] permit udp {source-ip [wildcard] | host source-ip | any} [operator port [port]] {dest-ip
[wildcard] | host dest-ip | any} [operator port [port]]
no permit udp {source-ip [wildcard] | host source-ip | any} [operator port [port]] {dest-ip [wildcard] |
host dest-ip | any} [operator port [port]]
ICMP

[insert line-num] permit icmp {source-ip [wildcard] | host source-ip | any} {dest-ip [wildcard] | host
dest-ip | any} [icmp-type [code] | icmp-msg]

no permit icmp {source-ip [wildcard] | host source-ip | any} {dest-ip [wildcard] | host dest-ip | any}
[icmp-type [code] | icmp-msg]

insert
line-num
gre Generic Routing Encapsulation GRE;
icmp ICMP
tcp TCP
udp UDP
ip IP
proto-num IP
source-ip IP
4 10 32

0.0.0.0

wildcard source-ip 4
10 0 1
)
IP ACL ip access-list wildcard
IPACL  host
wildcard
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3 CLI

config-ext-nacl permit
host IP
any IP
dest-ip IP
4 10 32
0.0.0.0
operator It = gt = eq =
neq = range =
port 0 65535 range
2 UDP TCP
established TCP
icmp-type ICMP 0 255
code icmp-type ICMP 0 255
icmp-msg ICMP
1 permit
ACL
application-accelerator
central-manager
deny permit WAAS
deny any
1  permit
permit host source-ip source-ip
IP
permit host source-ip wildcard
source-ip ID IP
wildcard 10
0 1

0.0.0.255 IP 8 permit

192.168.1.0 0.0.0.255 192.168.1.0
IP ACL host wildcard
IP
IP
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config-ext-nacl permit W

3-28 UDP

3-28 UDP
CLI UDP UDP
bootpc Bootstrap Protocol BOOTP; 68
bootps BOOTP 67
domain Domain Name System DNS; 53
mms Microsoft Media Server 1755
netbios-dgm NetBIOS 138
netbios-ns NetBIOS 137
netbios-ss NetBIOS 139
nfs 2049
ntp 123
snmp 161
snmptrap SNMP 162
tacacs Terminal Access Controller Access Control System 49
tftp Trivial File Transfer Protocol 69
wcep Web Cache Communication Protocol 2048

3-29 TCP

3-29 TCP
CLITCP TCP
domain 53
exec Exec (rcp) 512
ftp 21
ftp-data FTP 20
https Secure HTTP 443
mms Microsoft Media Server 1755
nfs 2049
ssh 22
tacacs Terminal Access Controller Access Control System 49
telnet Telnet 23
Www WWW HTTP 80

3-30 ICMP

3-30 ICMP

administratively-prohibited

alternate-address

conversion-error

dod-host-prohibited

dod-net-prohibited

echo

echo-reply

general-parameter-problem

host-isolated

host-precedence-unreachable

host-redirect

host-tos-redirect
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CLI

config-ext-nacl

permit

3-30 ICMP

host-tos-unreachable

host-unknown

host-unreachable

information-reply

information-request

mask-reply

mask-request

mobile-redirect

net-redirect

net-tos-redirect

net-tos-unreachable

net-unreachable

network-unknown

no-room-for-option

option-missing

packet-too-big

parameter-problem

port-unreachable

precedence-unreachable

protocol-unreachable

reassembly-timeout

redirect

router-advertisement

router-solicitation

source-quench

source-route-failed

time-exceeded

timestamp-reply

timestamp-request

traceroute

ttl-exceeded

unreachable

WAAS

WAAS Web
SSH

WAE (config)# ip access-list extended testextacl

WAE (config-ext-nacl)# permit tcp any any eq www

WAE (config-ext-nacl)# permit tcp host 10.1.1.5 any eq ssh
WAE (config-ext-nacl)# exit

WAE (config)# interface gigabitethernet 1/0
WAE (config-if)# ip access-group example in
WAE (config-if)# exit

show running-configuration

!
interface GigabitEthernet 1/0

ip address 10.1.1.50 255.255.0.0
ip access-group testextacl in
exit

ip access-list extended testextacl
permit tcp any any eq www

permit tcp host 10.1.1.5 any eq ssh
exit

config-ext-nacl delete
config-ext-nacl deny
config-ext-nacl list

config-ext-nacl move
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A-1
A-1
AAA authentication, authorization, and accounting
ACL access control list
ACPI Advanced Configuration and Power Interface
ADS Active Directory Service Active Directory
ARP Address Resolution Protocol
BIOS Basic Input Output System
BOOTP Bootstrap Protocol
CBC cipher block chaining
CDP Cisco Discovery Protocol
CIFS Common Internet File System
CLI command-line interface
CUPS Common UNIX Printing System
DES Data Encryption Standard
DHCP Dynamic Host Configuration Protocol
DNS Domain Name System
DSCP Differentiated Services Code Point DiffServ
ECN Explicit Congestion Notification
FTP File Transfer Protocol
GMT Greenwich Mean Time
GRE Generic Routing Encapsulation
GUI graphical user interface
HMAC Hash-Based Message Authentication Code
ICMP Internet Control Message Protocol
IDE Integrated Drive Electronics
IP Internet Protocol
KDC Key Distribution Center
LDAP Lightweight Directory Access Protocol
MAC Media Access Control
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Mbps

megabits per second /

MD5

Message Digest 5

MIB

Management Information Base

MSRPC

Microsoft Remote Procedure Call Microsoft

MTU

maximum transmission unit

NAS

network access server/network attached storage

NetBIOS

Network Basic Input/Output System

NMS

Network Management System

NTP

Network Time Protocol

NTLM

NT LAN Manager

NVRAM

nonvolatile RAM RAM

PAP

Password Authentication Protocol

PDC

Primary Domain Controller

PID

Product ID ID

POST

Power-on Self Test

RADIUS

Remote Access Dial-In User Service

RAID

Redundant Array of Independent Disks

RAM

random access memory

rcp

remote copy protcol

RMSS

receiver maximum segment size

ROM

Read-Only Memory

SCSI

Small Computer Systems Interface

SHA

Secure Hash Algorithm

SMART

Self Monitoring, Analysis, and Reporting Technology

SMB

Server Message Block

SMSS

sender maximum segment size

SN

serial number

SNMP

Simple Network Management Protocol

SSH

Secure Shell Protocol

SYSFS

System File System

TAC

Technical Assistance Center

TACACS+

Terminal Access Controller Access Control System Plus

TCP/IP

Transmission Control Protocol/Internet Protocol

TDB

Trivial DataBase

TFTP

Trivial File Transfer Protocol

ToS

type of service

uDlI

unique device identifier

UbDP

User Datagram Protocol

UPS

uninterruptible power supply

usB

Universal Serial Bus
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A-1
uTC Coordinated Universal Time
UucCP Unix-to-Unix Copy Program  Unix
VID Version ID ID
WAE Wide Area Application Engine
WAAS Wide Area Application Services
WAFSFS Wide Area File Services File System
WCCP Web Cache Communication Protocol
WINS Windows Internet Naming Service Windows
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EXEC
cd 3-3
clear 3-4
clock 3-6
cms 3-7

configure 3-10

copy cdrom 3-11

copy compactflash 3-12
copy disk 3-13

copy ftp 3-14

copy http 3-18

copy running-config 3-23
copy startup-config 3-24
copy sysreport 3-25
copy system-status 3-26
copy tech-support 3-27
copy tftp 3-28

cpfile 3-29
debug 3-30
delfile 3-35
deltree 3-36
dir 3-37
disable 3-38
disk 3-39
dnslookup 3-43
enable 3-44
exit 3-45
find-pattern 3-46
help 3-48
install 3-49
less 3-50

Ils 3-51

Is 3-52
mkdir 3-53
mkfile 3-54
ntpdate 3-55
ping 3-56
pwd 3-57

reload 3-58
rename 3-59
restore 3-60

rmdir 3-64
scp 3-65

script 3-66
setup 3-67

show aaa accounting 3-68

show adapter 3-69
show alarms 3-70

show arp 3-73

show authentication 3-74
show auto-register 3-75
show banner 3-76
show bypass 3-77
show cdp 3-78

show clock 3-80

show cms 3-83

show debugging 3-84
show device-mode 3-85
show disks 3-87

show flash 3-90

show hardware 3-91
show hosts 3-92

show inetd 3-93

show interface 3-94
show inventory 3-97
show ip access-list 3-98
show ip routes 3-100
show kerberos 3-101
show logging 3-102
show memory 3-103
show ntp 3-104

show policy-engine application

show policy-engine status

show print-services 3-108

show processes 3-109

show radius-server 3-111
show running-config 3-112
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3-113
3-114

3-116
3-121
show standby 3-122
show startup-config 3-123
show statistics authentication 3-124
show statistics content-distribution-network
show statistics dre 3-126
show statistics dre connection
show statistics dre peer 3-128
show statistics epm 3-129
show statistics icmp 3-130
show statistics ip 3-131
show statistics netstat 3-132
show statistics radius 3-133
show statistics services 3-134
show statistics snmp 3-135
show statistics tacacs 3-136
show statistics tcp 3-137
show statistics tfo 3-139
show statistics udp 3-141
show statistics weep 3-142
show statistics windows-domain
show sysfs 3-148
show tacacs 3-149
show tcp 3-150
show tech-support
show telnet 3-154
show tfo accelerators
show tfo auto-discovery
show tfo bufpool 3-158
show tfo connection 3-159
show tfo filtering 3-160
show tfo status 3-162
show tfo synq 3-163
show transaction-logging
show user 3-165
show users administrative
show version 3-167
show wcep 3-168
show windows-domain
shutdown 3-175
snmp trigger 3-178
ssh 3-181
tcpdump 3-182

show services
show smb-conf
show snmp
show ssh

3-127

3-147

3-151

3-155
3-156

3-164

3-166

3-174

3-125

telnet 3-183

terminal 3-184
tethereal 3-185
traceroute 3-186
transaction-log 3-187
type 3-188

type-tail 3-189
undebug 3-191

wafs 3-195

whoami 3-196
windows-domain 3-197
write 3-200

(config-if) autosense 3-360
(config-if) bandwidth 3-361
(config-if) cdp 3-362
(config-if) exit 3-363
(config-if) failover timeout 3-364
(config-if) full-duplex 3-365
(config-if) half-duplex 3-366
(config-if) inline 3-367
(config-if) ip 3-369
(config-if) ip access-group 3-371
(config-if) mtu 3-372
(config-if) no 3-373
(config-if) shutdown 3-375
(config-if) standby 3-376
ACL
(config-ext-nacl) delete 3-395
(config-ext-nacl) deny 3-396
(config-ext-nacl) exit 3-400
(config-ext-nacl) list 3-401
(config-ext-nacl) move 3-402
(config-ext-nacl) permit 3-403
(config) aaa accounting 3-202
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(config) adapter 3-205

(config) alarm overload-detect 3-206
(config) asset 3-207

(config) authentication 3-208
(config) auto-register 3-213
(config) banner 3-215

(config) bypass 3-218

(config) cdp 3-220

(config) central-manager 3-221
(config) clock 3-225

(config) cms 3-229

(config) device mode 3-231
(config) disk 3-233

(config) end 3-235

(config) exec-timeout 3-236
(config) exit 3-237

(config) external-ip 3-238
(config) help 3-240

(config) hostname 3-241
(config) inetd 3-242

(config) interface 3-243
(config) ip 3-250

(config) ip access-list 3-253
(config) kerberos 3-256
(config) kernel 3-258

(config) line 3-259

(config) logging 3-260
(config) no 3-264

(config) ntp 3-266

(config) policy-engine application classifier 3-267

(config) policy-engine application map adaptor EPM
3-269

(config) policy-engine application map adaptor WAFS
transport 3-271

(config) policy-engine application map basic delete

3-273

(config) policy-engine application map basic disable

3-274

(config) policy-engine application map basic insert
3-275

(config) policy-engine application map basic list
3-276

(config) policy-engine application map basic move
3-277

(config) policy-engine application map basic name
3-278

(config) policy-engine application map other optimize
DRE 3-280
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(config) policy-engine application map other optimize
full 3-282

(config) policy-engine application map other
pass-through 3-283

(config) policy-engine application name 3-284
(config) policy-engine config 3-286
(config) port-channel 3-287

(config) primary-interface 3-288

(config) print-services 3-290

(config) radius-server 3-293

(config) smb-conf 3-295

(config) snmp-server access-list 3-299
(config) snmp-server community 3-300
(config) snmp-server contact 3-302
(config) snmp-server enable traps 3-303
(config) snmp-server group 3-306
(config) snmp-server host 3-308

(config) snmp-server location 3-310
(config) snmp-server mib 3-311

(config) snmp-server notify inform 3-313
(config) snmp-server user 3-314

(config) snmp-server view 3-316

(config) sshd 3-317

(config) ssh-key-generate 3-320

(config) tacacs 3-321

(config) tcp 3-324

(config) telnet enable 3-326

(config) tfo auto-discovery 3-327

(config) tfo optimize 3-328

(config) tfo tcp keepalive 3-329

(config) tfo tcp optimized-mss 3-330
(config) tfo tcp optimized-receive-buffer 3-331
(config) tfo tcp optimized-send-buffer 3-332
(config) tfo tcp original-mss 3-333
(config) tfo tcp original-receive-buffer 3-334
(config) tfo tcp original-send-buffer 3-335
(config) transaction-logs 3-336

(config) username 3-343

(config) wccep access-list 3-346

(config) wceep flow-redirect 3-349
(config) wccp router-list 3-350

(config) wcep shutdown 3-351

(config) wccep slow-start 3-353

(config) wecp tep-promiscuous 3-354
(config) wccep version 3-356

(config) windows-domain 3-357
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ACL
(config-std-nacl) delete 3-384
(config-std-nacl) deny 3-385
(config-std-nacl) exit 3-387
(config-std-nacl) list 3-388
(config-std-nacl) move 3-389
(config-std-nacl) permit 3-390
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