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[Authentication]icBBIL X T, [FH122VYIL T, H—NZEMLET, RORICRTRSIC
 COY—NEBEBTIORAILFERATEDRSIZ, EBATaUNEMIBE>TVD LR
mULFET,



MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDH

Security RADIUS Authentication Servers > Edit
..
. Server [ndex 2
» RADIUS
Saprwer Adkdradal] M 10.106.33.39
Authenticaticn e b
Ascouniting Shared Secret Format ASCH 2
Aith { e L)
Fai :-a:. ke Shared Secret Ll
DS Coenfirm Shaned Secret mae
Downloaded AVP
¥ TACACS+ e
LDAR by Wi [Designed lor FIPS customers and rbquires b by wiap compliant RADIUS senoe”

Lol et Lhiery

HAC Pl Apply Cisco [SE Default settings

= Ditabled Chents Apply Cidcs ACA Default wettings
Uker Login Polickes
AP Policies Fort Number W
Paidwond Polcied Server Stakus Erabled 3
=l Support for CoA Disabled
Advanced LAP Server Timeout 5 SECeHE
b Prierity Order etwork User + Ensble
¢ Certificate aAageTert + Erble
¥ Accais Contral Lists Haragernert Retrarmmit Tirsout 5 e
. Wireless Protection Tisnnel Prowy Erusble
Policies
Fueadm List
r Waeb Auth
PAL Prenvitioning Enabie
b TrustSec
1t Enabie
Local Policles
Cincn ACA Ersbla
b Umbrella
b Advanced

AT ¥ 7°2:[Security] > [Priority Order] > [Management User] it BEIL £, BEEX17D1o&L
TRADIUSHBIRENTVWD 2R LET,
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Priority Order > Management User
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g5 Rermote RADIUS Server
b 0 Palicies
b B Network Access Protection
E Secouwnting
i W Termplates Management
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AT Y 7°2:[Policies] > [Connection Request Policies]c BB L E£¥. 52U Y L THLLWARD D
—ZzEBMLET (RZESR),
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i NP (Locsl)
4 [ RADIUS Clients and Senoers
5 RADIUS Clients
& Remote RADIUS Server
a [I Policies
() Connection Request Po
1 Metwork Palicies
1 Health Policies
a B, Network Access Protection
b o Systemn Health Validete
33 Remedastion Server Gre
B, Accounting
¢ @ Templates Management

Polcy Stabe
I snablad, NFS svalustes this policy whils processing connesction requests. I dissbled, NP'S doas ot evahus this polcy.

[+ Pobicy enabled

Metwirk Sorwchon methad

Select the type of nefwodk access server that sends the cormection reguest ko NPS. iou can select alther the network acoess senver
mmm,umlm ¥ your network acoess server is an B02 1X authenticating switch o winskess acoess poirt,

[ ok || Comcdl || seed

AT Y 7°3:[Conditions] X 7 T, #L L& & L TINAS Identifier] ZiBIRLET, 7OV T MAE
rENES, RICRTERSIC, AVMAO—FORAMNBEZEELTABDLET,




| Overview | Condtiens. | Settings |

Configure the condtions for this network policy.

¥ condtions match the connection request, NPS uses this policy to authorize the connection request. ¥ conditions do not match the
connection request, NFS skips this policy and evaluates other policies, ¥ addtional policies are configured.

Condition Value

Cisco-WLC

Condition dascription:
The NAS Identfier condition spacifies a chamacter siring that is the name of the network access server (NAS). You can use pattem matching
gyt to specly NAS names.

AT Y 7'4:[Policies] > [Network Policies]icBEILET. FU UYL THLWARU —&BML
£9, COPITIRE, RUS—DOHBTECiscoWLCRWT T, Chik, RUS—HTIL ( 5ikELV
JBEAR )T UV EARRRIDEOHICERATNTVREEERLET, RUT—HFROKSIC
BEETNTVBEERIELET,
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@ NP5 (Local) 5mm|
4 | RADIUS Clients and

5 RADIUS Clients
i3 Remote RADIUS Server
[ a [1] Policies
] Connection Request Pc
i Network Policies

[ Health Policies
¢ B Network Access Protection

B, Accounting

¢ il Templates Management

Overview | Condeions | Canstraints | Settings |

Folcy State
F enabled, NPS evaluates this policy while peforming authorization. F disabled. NPS does not evaluate this pocy.

[ Poboy enabled

Access Pemmission

Hwﬁﬁruwmﬁm#hwm match the connection request, the policy can either grant access or deny
sccess. Wwhatis sccess permission

(®) Grart access. Grant access f the connection request matches this pobcy.
() Dery access, Deny access f the connection request matches this policy.
[+ Ignore wser account dialan proparties.

¥ the connection request matches the conditions and constrants of this network policy and the policy grants access. perform
authorzation with network policy only; do not evakuate the dialin properties of user accounts .

HNetwork: connection method

Sadact the type of network access senver that ssnds the connection request ta NPS. You can select etther the netword: access sarver type
or Vendor spacific, but neither is required. F your network access server is an B02. 1X authenticating switch or winslass accass point,

() Type of network access senver;
II.I'm-ll;ﬁ-d w
() Vendor specific:

| ok || Concel || oot

AT Y 7'5:Conditions] 2 7 T[Add]Z V) Y Y ULETF, RICRTKSIZ. [User groups]ZiERL .

Add|Z YUY o LET,




Cisco WLC RW Properties X

| Overview | Condiions | Constraints | Settings |
Configure the condtions for this netwerk policy.

i condiions match the connection reguest, NP'S uses this policy to authorize the conneclion request, F condiions do not maich the
connection request, NP5 skips this policy and evaluales other policies, f additional policies are configured,

Sedect a condtion, and then click Add.
aroups
Windows Groups

The \Windows Groups conditon specifies that the connecling user or computer must belong to one of the selectad
groups.

Machine Groups
The Machine Groups condition specifies that the connecting compuier mast belong to one of the selected groups.
User Groups
The User Groups condiion specifies that the connecting user must belong to ane of the selected groups.
HCAP

Location Groups

ag The HCAP Location Groups condition specifies the Host Credential Authorization Protocol (HCAF) location groups
resuired to match this policy. The HCAP protocol is used for communication between NPS and some third party
network access sarvars (NASs). See your NAS decumentation before using this condition.
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ATYT6 : RRENEAATOTRY DAD[AAD Groups]2Z Y I LET, RRENB[TIL

—7DBRDARIT, BRNOATSIVMNOEBEBREZZIRL, BICRTESIC, BELX
FTSIORNEEANLET,



Cisco WLC RW Properties

User Groups L x|

Spacify the group membenship regquined to match this policy.

|n-c:|§]

Groups

b request. § condtions do not match the
j are configured.

iter must belong to one of the selected

belong to one of the selected groups.

beol (HCAF) location groups

and some third party

RENELLEMENDE, ROKSICRWET,




| Overview | Cendtions | Constraints | Settings |

Corfigure the condtions for this network pobicy.

¥ conditions maich the connection requast, NP5 uses this policy to authorize the connection request. F conditions do not maich the
connection requast, NP S skips thes policy and evaluates cther policies,  additional policies are configured,

Condtion Walue
&% User Groups WLANLSC\Domain Admins
Condition description:

The User Groups condiion specifies that the connecting user must balong 1o one of the sslacted groups.

| Add. || E#. || Remove

FBREATSIONBOHRMEREET S IZIE, active directory%Bi&, BERNOI1—HH
ZBRLET, COHITIE, Domain AdminsiE 7L 7V RAERFEEhiEI1—F—THERE
NTVWET, adminuserikCDATS T IO REO—EBTT,
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] Active Directory Users and Com |
b ) Saved Queries dmil| | Remotscontrl |  Remote Deskiop Services Profle | COM«
4 3 wlanlse.com ifl | Member®f | Dabn | Envionment | Sessions
1 Builtin owf| | Generl | Addmss | Account | Profle | Telephones | Organization
1 Computers
b 2] Domain Controllers
" ForeignSecurityPrinci
] Managed Service Accou
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13 Active Directory Users and Computers

File Action View Help|
e nm &0
A [ Active Directory Users a Remote cortrol |  Aemote Deskiop Services Profle | COM«
General | Address | Account | Profle | Telephones | Organization
J| » [ Seved Queries Mermber OF o
4 3 wianlsc.com
¢ [ Builtin
¢ ] Managed Service £
1 Users
| Add. | | Remove |
Prmary group:  Doenain Adming
[ Thers is no nesd to change Frimany unbess
| Set Frmary Group | mMﬂHﬁlﬂdﬂianﬂSm
applcatons.
Cancel | | Aoply
'¢| 1] |

AT Y 7°T:[Constraints]X 7 O T T, [Authentication Methods](_#& L . [unencrypted
authentication]’Z T A" A I B> TVWB C L #RREL X T,



[ Cverview | Condtions | Constrants | Settings |

Configune the constraints for this network policy.
¥ 2l consiraints are not matched by the connection reguest, network Bocess is denied.

Constraints:
Enn:.l'a'ru

Alow access only to thoss chants that suthenticats with the specifisd methods.
Authentication Methods

by ldbe Timeout EAF types ans negotiated betwesn NP5 and the client in the onder in which they ans
g Session Timeout i
i) Called Station ID

5 Day and time restrictions .
= Maowe Dawn
. MNAS Port Type .

EAF Types:

_ Morve Up _-

I Remove
Less secune authentication methods:
[] Micmaoft Encrypted Authentication vemion 2 (MSCHAP«Z)
Uzer can changs password after it has expned

[ ] Microseft Encrypted Authetication (MS-CHAP)

[_] User can changs password after it has sxpined
[] Enceypted authentication [CHAP)
[v] Unencrypted authentication (PAP, SPAF)
[] Alow chents to connect without negotiating an authentication method
[ Perform machine heakh check only

AT ¥ 7°8:[Settings] ® 7 T. [RADIUS Attributes] > [Standard]icBBL £3. [BimjEIUYIL
T. HLVEMService-TypeZBIMLET, CORVI—ICIYTEhhTWVWERI—HF—ADTLE
BT7OEAZRHTBICE,. ROVFEIURZI—HS[EE)ZBRLET., RICRIELSIC,
[Apply] 22 U Y O LTEEZRELET,



Cisco WLC RW Properties [ x|

Owerview | Condiions | Constraints | Settings |

Configure the settings for this network pobicy.
F condtions and constraints match the connection request and the policy grants accass, seltings are appled,

Settings:
RADIUS Attnibutes

[ Vendor Specific
Hebwork Access Prolech
&g, NAP Enforcament
{E Exended State
Routing and Hermole S

oy Muliilink and Bandwid| Atrbute Value:
Allscation Protecol (B () Commonly used for Diak-Up or VPN

Erumerator

"I IFFilters P
&} Encryption () Commonly used for 802.1x
oy IP Settings CIONe

F BEOI—HVIRULTHRABWERTIVEAZHATZHEAE. ROVIHAIONS
[NAS-Prompt]Zi#IRL £ T, CDOFITIE, [Domain Users] A7 TV REBOTOI—HIZE
AEWVERT IV EAZRMBTZLHIC, CiscoWLCROEWVWSEZHIDBIDRY S —HNFERE

nEd,
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Corfigre the condbons for ths network pobcy

¥ conditions match the connection request, NIFS uses this pollicy to suthorze the connection reguest. F oonditions do not match the
connsction requast, NPS skips this polcy and evalustes other policies, f addiional policies sre configuned.

Condition Value
B User Groups WLANLSC Domain Usars
Condition description;

The Lisar Groups condiion speciies thal the connecting user must belong o ons of the sslected groups.

| Add. || Ed. | Remove |

| ok || Concel || ooy




Cisco WLC RO Properties x|

Corfigune the seftings for ths network; pobcy
¥ condiions and consiraints match the connssciion requeest and the policy grants actess, selings are apphed

Settmgs
FLADIUS Abtribubes Attribute Information priciacd tirbuts, and
ADIUE chanta, See
7 Vendor Specific EWT:M
Hetwaork Sooess Prolect Aokl ;
B, NAF Erforcement &
B Extended State Fourbate format
: Erurmerator
Houting and R emole Ao
;j Mulplink ard Barsiead Atrite Value
Allocgtion Protocol (5 Commenby used for Dial-Up or VPN
T P Filsers .
& Encrypion Commonty used for B2, T
gty 1P Seimings
%) Othears
| MAS Prompt v|
ok | [ Coce |
oK || Concel
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Authorization Failed. No sufficient privileges

debug aaa all enable 5,

S E Dservice-typeBHEDEA7 (NASTOV T NIKE ) THS

CENDHLYET,

*aaaQueueReader: Dec 07 22:20:14.664: 30:01:00:00:00:00 Successful transmission of

Authentication Packet (pktId 14) to 10.106.33.39:1812 from server queue 0, proxy state

30:01:00:00:00:00-00:00

*aaaQueueReader: Dec 07 22:20:14.664: 00000000: 01 Oe 00 48 47 £f8 £3 5c 58 46 98 ff 8e f8 20 7a

L WHGOA\XE.L L. z

*aaaQueueReader: Dec 07 22:20:14.664: 00000010: f6 al f1 dl 01 Ob 6c 6f 67 69 6e 75 73 65 72 02

...... loginuser.

*aaaQueueReader: Dec 07 22:20:14.664: 00000020: 12 c2 34 69 d8 72 fd Oc 85 aa af 5c bd 76 96 eb
4i.r..... \.v

*aaaQueueReader: Dec 07 22:20:14.664: 00000030: 60 06 06 00 00 00 07 04 06 Oa 6a 24 31 20 Ob 43

e j81..C

*aaaQueueReader: Dec 07 22:20:14.664: 00000040: 69 73 63 6f 2d 57 4c 43 isco-WLC

*radiusTransportThread: Dec 07 22:20:14.668: 30:01:00:00:00:00 Access-Accept received from

RADIUS server 10.106.33.39 (qgid:0) with port:1812, pktld: 14

*radiusTransportThread: Dec 07 22:20:14.668: AuthorizationResponse: 0xa3d3fb25a0

*radiusTransportThread: Dec 07 22:20:14.668: RadiusIndexSet(l), Index (1)

*radiusTransportThread: Dec 07 22:20:14.668: StrUCLUTreSIizZe . vt i ittt ittt ittt ineneeeennennn 304

*radiusTransportThread: Dec 07 22:20:14.668:

ProtocolUsed. i ittt ittt ettt et e 0x00000001

*radiusTransportThread: Dec 07 22:20:14.668:

pProxyState. . i e e e 30:01:00:00:00:00-00:00

*radiusTransportThread: Dec 07 22:20:14.668: Packet contains 2 AVPs:

*radiusTransportThread: Dec 07 22:20:14.668: AVP[01l] Service-

1. < 1= S 0x00000007 (7) (4 bytes)

*radiusTransportThread: Dec 07 22:20:14.668: AVP[02]

L0 DATA (44 bytes)

2EREI-—Y-—DRBIFREZEAIZDEAE.

LTR2IET IV ERATRIRENF BV ET,

I1—H—RFEEICX T Bservice-typelE6 % £ F
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Maonitoring
B
*aaaQueueReader: Dec 07 22:14:27.439: AuthenticationRequest: 0x7fba240c2£00
*aaaQueueReader: Dec 07 22:14:27.439: CallbacKk. ...ttt ittt ettt 0xa3cl3ccb70
*aaaQueueReader: Dec 07 22:14:27.439
PrOXYState . vttt it e i e 2E:01:00:00:00:00-00:00
*aaaQueueReader: Dec 07 22:14:27.439: Packet contains 5 AVPs:
*aaaQueueReader: Dec 07 22:14:27.439: AVP[01l] User-NamMe. ..ttt ittt eeeeennnnnneeeennn adminuser
(9 bytes)
*aaaQueueReader: Dec 07 22:14:27.439: AVP[04] Nas-Ip-
2N L et = 0x0a6a2431 (174728241) (4 bytes)
*aaaQueueReader: Dec 07 22:14:27.439: AVP[05] NAS-TIdentifier. ...t eeeeeenennn Cisco-WLC

(9 bytes)

*radiusTransportThread:

Dec 07 22:14:27.442: 2e:01:00:00:00:00 Access-Accept received from
RADIUS server 10.106.33.39 (gid:0) with port:1812, pktId:13
*radiusTransportThread: Dec 07 22:14:27.442: AuthorizationResponse: 0xa3d3fb25a0
*radiusTransportThread: Dec 07 22:14:27.442: structureSize........ ...t iiiiiiiiiiiinnnn. 304
*radiusTransportThread: Dec 07 22:14:27.442:
ProtocolUsed. c i ittt ittt ettt it 0x00000001
*radiusTransportThread: Dec 07 22:14:27.442:
PrOXYSEatE . vttt it e 2E:01:00:00:00:00-00:00
*radiusTransportThread: Dec 07 22:14:27.442: AVP[01l] Service-
1 1 0x00000006 (6) (4 bytes)
*radiusTransportThread: Dec 07 22:14:27.442: AVP[02]
[ = = DATA (44 bytes)

NZ7L>1—b

NPSZNMLEWLCADNEBT UV EAEZRNTT

R RERITLET,

Dec 07 22:36:39.
Authentication Packet (pktId 15)
32:01:00:00:00:00-00:00

*aaaQueueReader: 753:

IN>1—FT 1279 %ICIE. debug aaa all enable]

VLT UYL EAENEBEOOJ ZRIZRLET,

32:01:00:00:00:00 Successful transmission of
to 10.106.33.39:1812 from server queue O,

proxy state

*aaaQueueReader: Dec 07 22:36:39.753: 00000000: 01 Of 00 48 b7 e4 16 4d cc 78 05 32 26 4c ec 8d
LHO L MLx.28L. .

*aaaQueueReader: Dec 07 22:36:39.753: 00000010: c7 a0 5b 72 01 Ob 6c 6f 67 69 6e 75 73 65 72 02

..[r..loginuser.

*aaaQueueReader: Dec 07 22:36:39.753: 00000020: 12 03 a7 37 d4 cO0 16 13 fc 73 70 df 1f de e3 e4
T SPe....

*aaaQueueReader: Dec 07 22:36:39.753: 00000030: 32 06 06 00 00 00 07 04 06 Oa 6a 24 31 20 Ob 43

20, 3$1..C

*aaaQueueReader: Dec 07 22:36:39.753: 00000040: 69 73 63 6f 2d 57 4c 43 isco-WLC

*aaaQueueReader: Dec 07 22:36:39.753: 32:01:00:00:00:00 User entry not found in the Local FileDB

for the client.

*radiusTransportThread: Dec 07 22:36:39.763: 32:01:00:00:00:00 Counted 0 AVPs (processed 20

left 0)
*radiusTransportThread:

bytes,

Dec 07 22:36:39.763:

32:01:00:00:00:00 Access-Reject received from



RADIUS server 10.106.33.39 (gid:0) with
*radiusTransportThread:
deleted in the RADIUS cache database
*radiusTransportThread:

'Authentication Failed' (-4) for mobile

*radiusTransportThread: Dec 07 22:36:39.763:
*radiusTransportThread: Dec 07 22:36:39.763:
*radiusTransportThread: Dec 07 22:36:39.763:
*radiusTransportThread: Dec 07 22:36:39.763:
ProtocolUsed. v v vt ittt ettt e et e
*radiusTransportThread: Dec 07 22:36:39.763:
*emWeb: Dec 07 22:36:39.763: Authentication

Dec 07 22:36:39.763:
32:01:00:00:00:00 serverIdx 1

port:1812, pktId:15
Dec 07 22:36:39.763:

32:01:00:00:00:00 Did not find the macaddress to be

32:01:00:00:00:00 Returning AAA Error

AuthorizationResponse: 0Ox7fbaebebf860
SErUCtUreSizZe. i ittt e e e e e e e, 136
resuUltCode. v v it ittt ittt et e e et -4

Oxffffffff
Packet contains 0 AVPs:
failed for loginuser

2. service-type Administrative (value=6)= /= lkNAS-prompt (value=7) AN DETHEAET hDBS
OOJZRICRLET, COBE, RANFRILTEOTA 2 FRBLET,

*aaaQueueReader: Dec 07 22:46:31.849: AuthenticationRequest: 0x7fba240c56a8

*aaaQueueReader: Dec 07 22:46:31.849: Callback. ...ttt ittt teeeeeenenennn 0xa3cl3ccb70
*aaaQueueReader: Dec 07 22:46:31.849: ProtOCOLl Ty P . v vttt i ittt ettt eeeeeeeeeenneeeens 0x00020001
*aaaQueueReader: Dec 07 22:46:31.849

PrOXYState . i ittt it it et e e et e e e et 39:01:00:00:00:00-00:00

*aaaQueueReader: Dec 07 22:46:31.849: Packet contains 5 AVPs:

*aaaQueueReader: Dec 07 22:46:31.849: AVP[01l] User-NamMe. ..t vttt ittt eeennnnnneeeeenn adminuser
(9 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[02] UsSer—-PassWord. ..o uue et eeeeeeenenenennn [...]
*aaaQueueReader: Dec 07 22:46:31.849: AVP[03] Service-

17 LY 0x00000007 (7) (4 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[04] Nas-Ip-

AddrESS . vttt ettt ettt 0x0a6a2431 (174728241) (4 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[05] NAS-TIdentifier...u .ttt te e eeenenennn Cisco-WLC
(9 bytes)

*radiusTransportThread: Dec 07 22:46:31.853: AuthorizationResponse: 0xa3d3fb25a0
*radiusTransportThread: Dec 07 22:46:31.853: RadiusIndexSet(l), Index(1l)
*radiusTransportThread: Dec 07 22:46:31.853: structureSize. . ...ttt ittt iteeeeeeeennnnns 304
*radiusTransportThread: Dec 07 22:46:31.853: resUltCoOde. i i ittt ittt ittt it eeeeeeeeeennenns 0
*radiusTransportThread: Dec 07 22:46:31.853:

ProtoCOlUSed. v v vt ittt ittt et ettt 0x00000001

*radiusTransportThread: Dec 07 22:46:31.853: Packet contains 2 AVPs:

*radiusTransportThread: Dec 07 22:46:31.853: AVP[01l] Service-

i 152 == 0x00000001 (1) (4 bytes)

*radiusTransportThread: Dec 07 22:46:31.853: AVP[02]

[0 = = DATA (44 bytes)

*emWeb: Dec 07 22:46:31.853: Authentication

succeeded for adminuser
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