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+ AIR-CT2504-K9 WLC, 8.2.141.0
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+ AIR-CAP3702I-E-K9



* Apple TV
* Iphone5s, 10.2

CORFIXVNOERE, REDFARELCLHAZITNARACETVWTERENELZ, DR
FAXRNTEATEIINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T, BHEEBPORY ND—OTR., FEOXNVRIEL>TRCD AN HE2FEZ THOEIELT
<EEL,

BR#H

BonjourZ’O KR, YILFFFYARNRXAS 2V F—LD AT LAMDNS)YH—ERAL I—RZFEH

LTO—AILZRY ND—=OLOTFNAREY—ERERET S Appletr —EABREZ7ORNIILTT
o Bonjour ZOKRILIEF, Y—ERATFTFIOVAXNEY—ER VTV TEHELET, IV

XRFPTRNZALAAXX ME, Bonjour YILFF ¥ AN 7 RL R ipvd 224.0.0.251 (_ipv6

FF02:FB) IC#EEchEd., CcOZORNIILIE, UDPR—K 5353 TmDNS ZFEAL £,

Bonjour ZORJLUAERATAT RLAKUZVO0—ALIILFFYAN T RLATHD 120
O—ALL2RY NT—VICOKEETNRT, FHRATERE () A1 CRETNTVWD O,
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&, (Y—ERZT7RNEZAXTD ) IXTOY—ER7ONAH—/V—R&, (Y—ERZX
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L TH#BEEL £9, WLCKBonjourf—EAZUY AL, EET/IRARD S OIS OBonjour7”
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WLC Mgmt IP 10.48.39.142,
vlan 1

Client, vlan 232

AP 192.168.231.105
Apple TV, vlan 239 vlan 231

TFNYITONTY N 70—

Cisco WLCTMDNS%Z 73258k, EXWNIC4ODNOFIENETENET, chSOFIERF XD
EBYTT,

ATFY 7 1: WLCTmDNSZ S O—NILICEMICTBEE

HDAZIAAXLIEMDNS7O7 74 I ZERL TVWEWEES, RICRTEDICWLCIE IS DT
7A)RNY—ERZEVY AV LET,

Query LSS

Service Name Service String Status Status Origin

AirPrint _ipp._tcp.local. L4 AlLL v &
AirTunes _raop._tcp.local. L4 'ALI'_ v | &
AppleTV _airplay._tep.local. v ALL v 2
HP Photosmart Printer 1 _universal._sub._ipp._tcp.local. L4 ALL v &2
HP Photosmart Printer 2 _cups._sub._ipp._tcp.local. L ALL v 2
Printer _printer._tcp.local. v 'ALL v | &3

CNSDOEH—EALR., Y—EAXFINFrEEFTSNTVET, Y—EAXFIE, ¥—E
AVIVICH—ERAVAZRVAZBETIEDICERAENET, Y—ERX X/ 7L, BIC
H—ERBETORINFEENTVET, ESIC, 1DRLEOBTRATERBFEEDDZEN
TEET, AppleTVH—E RlF_airplay._tcp.localZERAL £,

mdns AV O—NILICEMEBEE, AV NO—ZRBBRXY NI —7 (BEBLVTE(FTIVY



AVBZ=—TIAARA)EDAVLARYRNDT—DODOIXNTOH—ERAICDLVT 224.0.0.251 (C
mdns 2T &ZEEFELET,

WLCAA Y FR—RTOZOF ¥ 7F¥Tlk, /N\7vY 880, 81, BRU82(F,. RICRTLSIC,
WLCAH EIE(10.48.39.142) DEETIPER A TV IA R —T T4 A (192.168.232.11&
192.168.239.8 ) ZFAL THEBERY ND—U £T224.0.0.0251C1 9TV EREELET,

LI — = = S

MNo. Time Source Destination Protocol  Length  Signal strength (dBm) Channel Info

| 8@ 15:24:18.206675 10.48.39.142 224.0.9.251 MDNS 216 Standard query @xeeea ANY _:
81 15:24:18.287018 192.168.232.11 224.90.8.251 MDNS 216 Standard query exeeee ANY _:
82 15:24:18.287663 192.168.239.8 224.8.98.251 MDNS 216 Standard query @x88e8 ANY _:

224.8.8.251

> Frame 8@: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @&

> Ethernet II, Src: Cisco_b9:62:60 (0@:22:89:b9:62:60), Dst: IPvdmcast_fb (@1:0@:5e:@€:00:fb)
> Internet Protocol Version 4, Src: 10.48.39.142, Dst: 224.8.0.251

> User Datagram Protocol, Src Port: 5353, Dst Port: 5353

» Multicast Domain Name System (query)

83 15:24:18.208051 18.48.39.142 MDNS Standard query @xeeee ANY

NTY K83k, WLCHA DA VYL ATOTI)—ZFEETDEZRLTVET, AFBNTY NI,
BEBAVE—T I AN S5224.0.0251N\ODWLCI TV ZRLTVWET, cOIITU—EDA4 VL
AZNLTWB o, capwapAY A —lF, RICRT RS ICABEETIPHAEEDIPICAD RS
NTY MZEMENRETTAH, FEEEETILFF+ AP 239.100.100.100T T,

83 16:24:18.288851 18.48.359.142 224.8.8.251 MDNS

Standard query @xeeea ANY _ipp._tcp.local, "QU" qug

> Frame 83: 292 bytes on wire (2336 bits), 292 bytes captured (2336 bits) on interface 8

> Ethernet II, Src: Cisco b9:62:64 (00:232:89:09:62:64), Dst: IPvdmcast _64:64:64 (01:00:52:64:64:64)
> Internet Protocol Version 4, Src: 18.48.39.142, Dst: 239.1@e.1ee.1ee

» User Datagram Protocol, Src Port: 5247, Dst Port: 5247

> Control And Provisioning of Wireless Access Points - Data

» IEEE 862.11 Data, Flags: ......F.

» Logical-Link Control

> Internet Protocol Version 4, Src: 10.48.39.142, Dst: 224.0.0.251

» User Datagram Protocel, Src Pert: 5353, Dst Port: 5353

> Multicast Domain Name System (query)

Tk, CONILFF ¥ AP 239.100.100.100F ECHSEKBDDTL &S5 H, WLCT, FIOtEA
RA 2 MAP)D T ILFF ¥ A NE— R(controller > genera) A IILFF ¥ ANIZEREETNTHY),

NILFF ¥ ANTIL—7T KL AF239.100.100.100 ( chiF B35 THV), 2390 EHEHDEE
DIP) TT, APRZONILFFYAN TIL—=TIZ8mML, VYAV LET, WLC K Z DT )L —
TICOIVZEEKREL, APRIIVZEZZEFELUTERBRTHERFLET, 7 KL A239.100.100.100 ( <
NEFERARTA4Y IO TREL, XOBITHRELEENDTT ) I, WLCEAPRI M capwapA Y & —IC
DHEREREN, TAVLAIVTAT U NIBEBRRENEFERA (LEL, RHICRTELSIC, TOA
Bmdns/NT Y RERTRENET ),

|I|l1l|l'| Saye Configuration
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller General
General MName AKS_WLC
Icons -
802.3x Flow Control Mode Disabled v
Inventory
LAG Mode on next reboot Disabled ¥ (LAG Mode is currently disabled).
Interfaces
Broadcast Forwarding Disabled ¥

Interface Groups
Multicast

Internal DHCP Server
Mobility Management

Ports

AP Multicast Mode 4 Multicast ¥ |1239.100.100.100 Multicast Group Address

AP IPv6 Multicast Mode £ Multicast ¥ ||:: IPv6 Multicast Group Address
AP Fallback Enabled v
CAPWAP Preferred Mode ipvg ¥



COFRKETIE, WLC & VLAN 1 D 2504 TH'), AP IE VLAN 231 ICH VY FT, TFNA1 AN EE
BVLANICH B =8, ChABEETDICIE. BEDVLAN1E239TIIINFF Y ARNIL—F 1425
EEMCTDHENFHVY)ET,

N TAFETRARN—F 4 VI HFWLCH L DAPEEVLANDABTEIIC > T WL
BE, APRILFFYARNE—REIZFYANIRETIHEN HYET, COFE—RT
. O FO—-FICEENFTSNTVWAIXRTOAPIC, TRXTOIINFFYAN/NTY
RAIZFYARENET, COTF—RIFEICHEN BN, HEEhFEHA,

RORIZRTRSIC, COFYTFYREFMBEIIV-NTYRNTT,

mdns
Mo. Time Source Destination Protocol Length  Signal strength (dBm) Channel  Info
8@ 15:24:18.206675 16.48.39.142 224.9.0.251 MDNS 216 Standard query 8xeeee ANY
81 15:24:18.267010 192.168.232.11 224.8.8.251 MDNS 216 Standard query 8x8888 ANY
82 15:24:18.207663 192.168.239.8 224.8.90.251 MDNS 216 Standard query ©x8eee ANY
I 83 15:24:18.2080851 18.48.39.142 224.0.0.251 MDNS 292 Standard query @xegee ANY

User Datagram Protocol, Src Port: 5247, Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
IEEE 802.11 Data, Flags: ......F.
Logical-Link Control
Internet Protocol Version 4, Src: 10.48.39.142, Dst: 224.9.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
v Multicast Domain Name System (query)
Transaction ID: BxB08@
Flags: 8x848@ Standard query
Questions: 6
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
_ipp._tcp.local: type ANY, class IN, "QU" question
_raop._tcp.local: type ANY, class IN, "QU" question
_airplay._tcp.local: type ANY, class IN, "QU" question
_universal._sub._ipp._tcp.local: type ANY, class IN, "QU" questien
_cups._sub._ipp._tcp.local: type ANY, class IN, “"QU" guestion
_printer._tcp.local: type ANY, class IN, "QU" question

TNV TG, FYTFACRREABDEDEFLUEDARRENE T, TR, ATRY K
BEBAE—TIAANSDODIITIDHERLTVET,

<#root>
(Cisco Controller) >

debug ndns all enable

Cisco Controller) >*emWeb: Feb 22 16:24:18.203: bgSetBonjourAccessPolicy :1192 Bonjour AccessPolicy sta
*emWeb: Feb 22 16:24:18.203: bgSetBonjourQueryInterval :1359

Bonj our query interval is already configured for requested value = 15

*Bonjour_Process_Task: Feb 22 16:24:18.215: bonjourProcessTask :

220 Processi ng nessage type = BONJOUR_AGGREGATED_ QUERY



*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:

vianld =

*Bonjour_Process_Task:

managenent

) =

*Bonj our

*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:

fill Bonj our Aggr egat edQuery

*Bonj our

*Bonjour_Process_Task:
*Bonjour_Process_Task:

*Bonj our

00:A2:89:B9:62:60
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:

_Process_Task

_Process_Task

_Process_Task

Feb
Feb
Feb
Feb
Feb

Feb

Feb
Feb
Feb
Feb

Feb

Feb
Feb
Feb
Feb
Feb

Feb

Feb
Feb

Feb

22
22
22
22
22

22

22
22
22
22

22

22
22
22
22
22

22

22
22

22

16:24:18.215: sendBonjourPkt : 3881 sendBonjourPkt msg-type = BONJOUR_AGG
16:24:18.216: Send to Wired, Al1l vlan 1is TRUE

16:24:18.216: sendBonjourPacketToWired : 3652 sending aggregated query on
16:24:18.216: buildBonjourPacket : 2916 Preparing for 12 Multicast send
16:24:18.216: buildBonjourPacket : 2936 allVlian = 0 ,

16:24:18.216: buildBonjourPacket : 2948 simInterfaceMacAddrGet(
16:24:18.216: Inside buildBonjourAggregatedQuery, available len = 1458
16:24:18.216: fillBonjourAggregatedQuery : 7339 Sending mDNS AGGREGATED ¢
16:24:18.216: fillBonjourAggregatedQuery : [ 1 ] Including SRV = AirPrint
16:24:18.216: fillBonjourAggregatedQuery : [ 2 ] Including SRV = AirTunes
16: 24:18.216: fill BonjourAggregatedQuery : [ 3 ] Including SRV = AppleTV
16:24:18.216: fillBonjourAggregatedQuery : [ 4 ] Including SRV = HP_Photo
16:24:18.216: fillBonjourAggregatedQuery : [ 5 ] Including SRV = HP_Photo
16:24:18.216: fillBonjourAggregatedQuery : [ 6 ] Including SRV = Printer
16:24:18.216: —-———-——————— -~

16:24:18.216

PACKET- 1 nDNS- QUERY sent for [ 6 ] services

16: 24:18. 216: fill Bonj our Aggr egat edQuery : nDNS- QUERY sent for all service
16:24:18.216: ——-----———— - -

16:24:18.216: buildBonjourPacket : 3054 BONJOUR_AGGREGATED_QUERY: buildBo

16: 24: 18. 216: bui | dBonj our Packet MCAST-DST-1 P ADDR = 224.0.0. 251

ATY 7 2: WLCHABonjourht—ERZF+ Y > 1 (Apple TVZ RINRAL XX b

)

ZDO/NT Y NTlE. Apple TV(192.168.239.37 )77224.0.0.2511C 7 RINRA XXV RERELET

o COIBE. Apple TVIET A YL A (AP ) THD /-8, CAPWAPRHTIEFE LT
BAAX NEBRETEET, WLCIEMDNSH—EADORBEZ1ELE TEZELETAH.
AT RMIICETILA &Y,

VA
Frv

ROLSICF—T T4 T eMBZIDRVENHYUET,



Info
Standard query

Destination Length  Signal strength (dBm) Channel

224.8.8.251

Protocol
MDNS

Source
-388333 192.168.239.
389688 fe80::108cl1:887..

9363 15:22 response exeeee TXT,

9364 15:22:082. ffe2::fb MDNS 1456 Standard query response @xeeee TXT, cache
9369 15:22:02.402261 192.168.239.8 224.0.8.251 MDNS 714 Standard query response @xeee@ PTR, cache
9371 15:22:02.486054 192.168.239.8 224.98.9.251 MDNS 7a7 Standard query response @xeeé@ PTR, cache

cache
cache

Standard query
Standard query

response @x8eee THT,
response 9xeeee TXT,

224,8.8.25
ffo2::fb

MONS
MONS

168039 15;

.390977 192.168.239.37
122:93.391354 fe80::10¢1:887..

> Frame 9363: 1436 bytes on wire (11488 bits), 1436 bytes captured (11488 bits) on interface @
Ethernet II, Src: Cisco_5f:f7:ca (@@:14:f1:5f:f7:ca), Dst: Cisco_b9:62:60 (89:a2:89:b9:62:68)
Internet Protocol Version 4, Src: 192.168.231.185, Dst: 16.48.39.142

» User Datagram Protocol, Src Port: 24585, Dst Port: 5247

» Control And Provisioning of Wireless Access Points - Data
IEEE 882.11 Data, Flags:
Logical-Link Control
Internet Protocol Version 4, Src: 192.168.239.37, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (response)

10943 15 1456

Apple TVA' S OFMBIRER. RICRTEHBY T,

[A]mdns

No. Time Source Destination Protocol  Length  Signal strength (dBm) Channel  Info
9363 15:22:02.388333 192.168.239.37 224.8.0.251 MDNS 1436 Standard query response @x@ee@ TXT, cache f1
9364 15:22:02.389688 fe88::16c1:887.. ffe2::fb MDNS 1456 Standard query response @xeeee@ TXT, cache fl
9369 15:22:02.402261 192.168.239.8 224.8.9.251 MDNS 714 Standard query response ©xeeed@ PTR, cache fl
9371 15: . 486854 192.1658.235.8 MDNS 787 Standard query response @x8088 PTR,

22:
:22:0
10043 15:22:
[Request In: 9327]
[Time: ©.@48960800 seconds]
Transaction ID: @xeees
» Flags: ©x848@ Standard query response, No error
Questions: @
Answer RRs: 21
Autherity RRs: @
Additional RRs:
v Answers
» 70-35-68-63.1 Wireless Team (4)._sleep-proxy._udp.local: type TXT, class IN, cache flush
» _services._dns-sd._udp.local: type PTR, class IN, _sleep-proxy._udp.local
+ _sleep-proxy._udp.local: type PTR, class IN, 78-35-68-63.1 Wireless Team (4)._sleep-proxy._udp.local
78-35-68-63.1 Wireless Team (4)._sleep-proxy._udp.local: type SRV, class IN, cache flush, priority @, weight 8, port 53184, target Wirel
» Wireless Team (4)._airplay._tcp.local: type TAT, class IN, cache flush
» _services. dns-sd._udp.local: type PTR, class IN, _airplay._tecp.local
> _airplay._tep.lecal: type PTR, class IN, Wireless Team (4)._airplay._tecp.lecal
> Wireless Team (4)._device-info._tcp.local: type TXT, class IN
18EE6911DC61@EWireless Team._raop._tcp.local: type TXT, class IN, cache flush

224.0.0.251
. 396977 192.168. 37 2 8.8.251

4 . 2xeees TAT,
.391354 fe80::10c1:887.. ffO2::fb

oxeees TXT,

cache
cache

Standard
Standard

MDNS
MDNS

query
query

response
response

fl

1456

g

[——

ROFINY Tk, WLCH I I —IZxi T B Apple TVOIEEZRLTVWET (WLCH BETBIPT
RLAZRLTWVWET ) COZFUATE, Apple TVR21DH—EATREL, TDS55
Airplayf —E AN KA TREBZ Y T,

<{froot>

*Bonjour_Msg_Task: Feb 23 16:22:02.372:

18: ee: 69: 11: dc: 60

Parsi ng 21 Bonj our Answers.

Feb 23 16:22:02.374: bgProcessServiceAdvRsp
Feb 23 16:22:02.374: bgProcessServiceAdvRsp
Feb 23 16:22:02.374: bgProcessServiceAdvRsp

*Bonjour_Msg_Task: : 1562 aStringNameStr
*Bonjour_Msg_Task:

*Bonjour_Msg_Task:

*

: 1581 aStringNameStr :

Bonj our _Msg_Task: Feb 23 16:22:02.374: Found Service Nane:_airplay._tcp.local., Service Provider

*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgServiceAllowedInMsalDb : 181 srv_str

Wireless Team (4
: 1579 RR: Wireless Team (4)._airplay._t
Wireless Team (4

Name: W

_airplay._tcp.local. t



*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgServiceAllowedInMsalDb :

*Bonj our _Msg_Task: Feb 23 16:22:02.374: Service-Nanme = Appl eTV Service-String = _airplay._tcp.local.

<<< Airplay service registered in WLC DB >>
Service Name:_airplay._tcp.local. is supported in Master-servic
aDatalen: 2, aSrPtrRecord.aSrvProName.size: 39
Updating updateBonjourSrPtrDb:
aType: 12, aClass: 1, aTTL: 4500, aDatalen: 2, ptr: 0x327a9d93,

*Bonjour_Msg_Task:
*Bonjour_Msg_Task:
*Bonjour_Msg_Task:
*Bonjour_Msg_Task:
*Bonjour_Msg_Task:

*Bonj our _Msg_Task
*Bonj our _Msg_Task

*Bonj our _Msg_Task

*Bonjour_Msg_Task:
*Bonjour_Msg_Task:

Feb
Feb
Feb
Feb
Feb

Feb

Feb

Feb

Feb
Feb

23
23
23
23
23

23

23

23

23
23

16:
16:
16:
16:
16:

16:

16:

16:

16:
16:

22:
22:

22

22:
22:

22:

22:

22:

22

22:

02.
02.
:02.
02.

02

02.

02.

02.

:02.
02.

374:
374:
374:
374:
.374:

374

374

374

374:
374:

bgProcessServiceAdvRsp :

bgPr ocessServi ceAdvRsp :

bgPr ocessServi ceAdvRsp :

bgPr ocessServi ceAdvRsp :

bgProcessServiceAdvRsp :
bgProcessServiceAdvRsp :

1546 msg

. < SP-SR_PTR PKT »>...

195 Incoming Service Advertisement s

Tyr

SERVICE NAME ......... = Appl
SERVICE STRING ....... = air
SERVI CE PROVIDER ... ... = Wre
aTTL weeeee e = 450

ATYT 3 WLCHH—ERDIZATURIIVZD)YAVTD

TDH, FEORRT, RICRITRSIC, BRI T M4 T2 N192.168.232.98) 4 4R Tairplay ) —
Vi

ERAZERIZDIIV—ZEBELERT (BE, 754

R<BEE ) o

N | mdns
No. Time

Source

Destination

Protoced  Length  Signal strength (dBm) Channel

NAairplay 07 75— 3a %

Standard query ©x8800 PTR _sleep-proxy._udp.local, "QM"

2544 16:83:27.563772 192.168.232.98
2545 16:83:27,.563785 feBB: :B7ciccBe.

3198 16:83:45. 206782 192.168.232.98

224.8.9.251

ffe2::fb

MONS 288

Standard query 8x8@88 PTR _sleep-proxy._udp.local, "QM"
Standard query 8x@ee8 PTR _raop._tcp.local, "QU" questid

3199 16:83:45.207216 fedd: :87cicc5e.

ffez::fb

MDNS 216

Frame 3198: 196 bytes on wire (1568 bits), 196 bytes captured (1568 bits) on interface @
Ethernet II, Src: Cisco 5f:f7:ca (@0:14:F1:5F:f7:ca), Dst: Cisco_b9:62:68 (80:22:89:09:62:60)
Internet Protocol Version 4, Src: 192.168.231.105, Dst: 16.48.39.142

» User Datagram Protocol, Src Port: 24585, Dst Port: 5247
Contrel And Provisioning of Wireless Access Points - Data

IEEE 8@2.11 Data, Flags: ....... T

Logical-Link Contrel

Internst Protocel Version 4, Src: 192.168.232.98, Dst: 224.0.9,251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
~ Multicast Domain Name System (query)

Transaction ID: @x@8e0

Flags: exeeed Standard query

Questians: 2

Answer RRs: @

Authority RRs: @

Additional RRs: 1
v Queries

_raop._tcp.local: type PTR, class IN, "QU" question

_airplay._tcp.local:

Additional records

<ffroot>

*Bonjour_Msg_Task:

*Bonj our _Msg_Task

type PTR, class IN, "QU" question

Standard querv ©x0880 PTR racp. tep.local, "OU" questic

Feb 27 17:03:15.603: 00:6d:52:5d:5a:7d Parsing 2 bonjour questions

Feb 27 17:03:15.603: 00: 6d: 52: 5d: 5a: 7d Query Service Name: _airplay._tcp.local.

: 0x327a9bda, ptr : 0x327a9d9

RR- 1



*Bonj our _Msg_Task: Feb 27 17:03:15.603: processBonjourPacket : 1017 gNameStr

*Bonjour_Msg_Task: Feb 27 17:03:15.603: Service Name : AppleTV Service String

_airplay. _tcp.local., bor

: _airplay._tcp.local. i

*Bonjour_Msg_Task: Feb 27 17:03:15.603: 00:6d:52:5d:5a:7d SRV : _airplay._tcp.local. is supported by cl

ATY 7 4 WLCHBonjourh —EAD I ZATFT R IITI—IZAZF ¥ AMDE

ZIAE

WLC ¥ v v > 1 & ni-H%—E X Wireless Team (4)._airplay._tcp.local TRHELE T, RICRT
K32, AENTY NOEETIPE., 95472 NVLANODA A FIVIAL 2 B—TIAATY,

C DI TIE192.168.232.11T T,

A mdns.
No. Time Source Destination Protacol Length  Signal strength (dBm) Channel  Info
85 16:06: Standard query

Standard query

ndard query
ndard query
ndard query
8966 16:06:46.121534 feB@::16c1:887.. ffe2::fb MDNS 216 Standard query

response
response B

response
response

s cache
, cache

TXT

+ Frame B886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits) on interface @
» Ethernet II, Src: Cisco_b9:62:64 (©@:32:89:b9:62:64), Dst: Cisco 5f:f7:ca (©0:14:f1:5F:f7:ca)
» Internet Protocol Version 4, Src: 18.48.39.142, Dst: 192.168.231.185
> User Datagram Protocel, Src Port: 5247, Dst Port: 24585
» Control And Provisioning of Wireless Access Points - Data
IEEE 862.11 Data, Flags: ......F.
+ Logical-Link Control
Internet Protocol Version 4, Src: 192.168.232.11, Dst: 224.8.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
v Multicast Domain Name System (response)
Transaction ID: exeeee
» Flags: ©x84@@ Standard query response, No error
Questions: @
Answer RRs: 7
Authority RRs: @
Additional RRs: @
v Answers
_airplay._tep.local: type PTR, class IN, cache flush, Wireless Team (4)._airplay._tcp.local
services. dns-sd, udp.local: type PTR, class IN, airplay. tep.local

FNYITDOAZRY N

<tfroot>

BONJOUR_AGGREGATED QUERY_RESPONSE

*Bonj our _Process_Task: Feb 27 17:03: 45.229: buil dBonj our Quer yResponsePl d

*Bonj our _Process_Task: Feb 27 17:03: 45.229: buil dBonj our Quer yResponsePl d

*Bonj our _Process_Task: Feb 27 17:03: 45.229: buil dBonj our Quer yResponsePl d

*Bonj our _Process_Task: Feb 27 17:03: 45.229: buil dBonj our Quer yResponsePl d

*Bonj our _Process_Task: Feb 27 17:03: 45.229: buil dBonj our Quer yResponsePl d

Appl eTV

BONJOUR_PKT.

232



*Bonj our _Process_Task: Feb 27 17:03:45.230: buil dBonj our QueryResponsePld : DST-MAC ...... : 00:6D: 52: 5[

*Bonj our _Process_Task: Feb 27 17:03:45.230: buil dBonj our QueryResponsePld : DST-IP ....... : 192.168. 232
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponsePld : ALL mDNS-AP .. : O
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1ld : TTL COUNTER .. : TIMEOUT_RES
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponsePld : RESTART TIME . : O
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1ld : SNOOP STATUS . : O
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1d : LSS STATUS ... : DISABLED
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1ld : RSP SRV NAME . : AppleTV
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1ld : MSG-ID ....... : 0

*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1d : POLICY STATUS : DISABLED

*Bonj our _Process_Task: Feb 27 17:03:45.230: buil dBonj our Quer yResponsePl d | NCLUDI NG SpData : Wrel ess Te:

*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID SR-PTR RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID SD-PTR RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID SRV RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID TXT RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID NSEC RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID DOMAIN RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: fillBonjourDomain : 6055 : attaching SP-DOMAIN RR
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID DOMAIN-NSEC RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: buildBonjourPacket DST-IP ADDR = 192.168.232.98

*Bonj our _Process_Task: Feb 27 17:03:45.233: Transmtting bonjour Pkt to STA  00: 6D: 52: 5D: 5A: 7D

*Bonj our _Process_Task: Feb 27 17:03:45.233: Unicast Packet sent to client 00:6D:52:5D 5A: 7D success.

BILtE NS TN a—FT120
COtEU>a>TR, REODBRBERNT TN 1—F 4T ICRIODBHRERHLE T,

mdnsDEEZR/REL TV D FBICE, BEAELLS, WKDOADELTHNBEF IV INVETT

ATY71ImDNSZ I O—NILICENICTRIHENHYET,

GUIT., RM &S I(ZController > mDNSDJEICBIRL £9 .

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Controller
ceneral Global Configuration
Icons mDNS Global Snooping ‘
Inventory mDNS Policy 1
Interfaces Query Interval (10-120) 15 (mins)

Interface Groups



CLI A5

<{froot>

show network summary

(snippet)
MDNS SNOOPTING .« v i i i et e e e e eaeee e Enabled
mDNS Query Interval..........ccciiiiiinna... 15 minutes

ATYT2: HAZXRLMDNS7O7 74N 2ERAT2HEE. DEZINTOY—EANEBME
NTWBZEZ#ERLET,

ATY 7 3:mdns A" SSID TEMELEHh, ELWmdns ZO7 7ZAIASSIDICR Y TEhTV
D EHERELED,

HIZRFT LS., GUITWLAN > WLAN ID > Advanced D JEIZ#EIRL £9,

mDNS

mDNS Snooping ¥ Enabled
mDNS Profile |default-mdns-profile ¥

CLI A5 :

<ttroot>

show w an <I D>

(snippet)
MDNS StatusS......iiiiiiiiiii it i it eane e eennnnn Enabled
MDNS Profile Name...........cciiiiiiiiiiiiiinnnnnn default-mdns-profile

ATY 7 4: mDNSH—ERZ7ONAA—HNFMDNSRX A/ H—ERIZUARENTVWRIHLES
HEBRELET, chiClk, WLCIZK2THFry v aEdhicH—EADORXAS>F (Apple
TV, airprinter ) "YU ARNENET,

RIZRT &SI, GUITController > mDNS > mDNS Domain Name IP> Summary® JEICBE L £
9.

Domain Hanse MAC Address IP Address Vian Id Type TTL (seconds) Time Left [seconds)
Wireless-Team-3.local. 18:ee:89:11:dc:60 192.168.239.37 239 4725 4



CLI A5

<{froot>

show ndns donai n-nane-i p sunmary

Number of Domain Name-IP Entries................. 1
DomainName MAC Address IP Address Vlan Id Type TTL Time left (sec) (sec)
Wrel ess-Team 3.1 ocal. 18:ee: 69:11:dc: 60 192.168. 239. 37 239 Wrel ess 4725 4163

ATY7 5 BEOY—EABFKIH—ERT7ONAZ—EVAREhTVWRHES L ZHEL
x9,

KIZCRTRDIZ, GUIN S Controller > mDNS > General > Service Name®D JEICBE L £,

mDNS Service > Detail < Back Apply

Servioe Name

3
u o
ALL ol

Profile Ca 1

Servsoe Provider Count i
Profile Information Service Provider Informatisn
FProfile Name MAC Address Service Provider Name AP Radio MAC Vlan 1d Type
default-mdng-profile 18:0e:569: 11 :dc:60 \Wireless Team (4)._airplay._tcp.local. ad:Bc:2a: To:af: 80 3% Wireless

Priority MAC Information

—
CLI A5 :
<tfroot>

show ndns service detail ed AppleTV

SErVICE NamMe. ittt i e AppleTV

SErVICE StriNg. ittt i i i et e e _airplay._tcp.local.
SerVICe Id. ittt i i i i e e, 3

Service query StatlUS. ..o eeennnnnnnnnnnnnnnnnns Enabled

Service LSS StatlUS. . v iiiiinniiiiiiin e Disabled

Service Tearn origin......ueiiiiiiiinnnnnenens Wireless and Wired
Number of Profiles........... ... 1

Profile. i e e e e default-mdns-profile
Number of Service Providers ..................... 1

Number of priority MAC addresses ................ 0

ServiceProvider MAC Address AP Radio MAC Vlan Id Type TTL Time left(sec) (sec)



Wreless Team (4). _airplay. _tcp.local. 18:EE: 69:11: DC. 60 A4: 6C 2A: 7C. 8F: 80 239 Wrel ess 4500 3841

FIE6 : Y—EANWLCTHREE NEWHEEW, bonjour7 5

( Controller>>mDNS>>mDNS 7 Z# ) TH—ERAZZBTEI N ESH EBIELE T,
Bonjour7 2 UH# &, WLCTRSNZDIXNTOH—ERT RNZA XX MOF Y+ v 1THY)
 RENZFEHFUTLES 2 EedBREENER A, Bonjour7 20 A S —EA%EIRL TE
MTEET, chiF, FILLWH—ERAZTANLTRETIESICEFNTY,

FIE 7 : BonjourzF/NY J 325X REROEHY TT,

<#froot>

debug ndns error enabl e

debug ndns nessage enabl e

debug ndns detail enable

debug ndns all enable

Bonjour7 2 J#'# & ¥¥show mdns service not-learntik, F/NNY Y —)LELTEFERATEET,

ATY T8 BIRNDESIZ, WLCEAPHERBDHT XY NIHY, APIILFF ¥ ARNE—RY
ILFFF+ANCHREENTVRIESE. 2D2OVLANBOEREXY RDO—0TIIILFEFvT AR
—FAVINEMIBE2TVR L ZBRBELET, CORETIE., VLAN X VLAN 1 (WLC) &
VLAN 231 (AP ) T3,

Conf t

|

interface Vlanl

ip pim sparse-dense-mode

interface Vlan231

ip pim sparse-dense-mode
I



Multicast routing at play :

<{froot>

Gateway#sh ip mroute 239.100.100.100
IP Multicast Routing Table

(*, 239.100.100.100), 2w4d/stopped, RP 10.48.39.5, flags: SIC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
V1an231, Forward/Sparse-Dense, 2w0d/00:02:10
V1an232, Forward/Sparse-Dense, 2w4d/00:02:11

(
10. 48. 39. 142

, 239.100.100.100), 2w4d/00:02:50, flags: T

Incom ng interface: M anl

, RPF nbr 0.0.0.0, RPF-MFD
Outgoing interface Tist:

VI an231, Forward/ Spar se-Dense, 2wod/ 00:02: 10, H

CHSOFIVIURNEESIC, BEERZ &, MDNSHWLCETEFTERZEED/NT Y N
JO0—%&BMIDETT, Ny hN70—&F NV T, NTYRTJO—NREEELBZNT T
VIR

BRI RAFEL TV,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



