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1. APA" T TICWLCIZIIA L TWBBAIE, WirelessR 7T ICBBLTT VARSI NEDUY D
L &9, [Credetials] 7 1 —JL RIZEBEL . [802.1x Supplicant Credentials] RtHL ® T IZ&H 3

[Over-ride Global credentials] RY VRAZ IV Y OLT, COFTIEA RS2 MO 802.1x 1—H
BHBLUONAT—RZFRELET,

MONITOR  WIANs CONTROLLER WIRELESS  SECURITY MANAGEMENT COMM

Wireless All APs > Details for Aks_desk_ 3502
= ':ﬁc::: Lotk ~ General | Credentials | Interfaces | High Availability | Inventory | Fle
= Radios

802.11a/n/ac
802.11b/g/n

Login Credentials
Dual-Band Radios

Global Configuration " Over-ride Global credentials [
b Advanced
Mesh 802.1x Supplicant Credentials
p ATF I Over-ride Global credentials I
RF Profiles Username é-r'ltmahaj_
FlexConnect Groups Password senees

FlexConnect ACLs
FlexConnect VLAN
Templates

Confirm Password [sesses
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[Global Configuration] X Z1—%AL T, WLC ICSMLTVWRIXRNTOTIEARSA NI
HBEOI—HFBENAT—REBEETDEELTEET,



MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
DF SLate

to 3600)

Wireless

Ethernet Interface# CDP State AP Primed Join Timeout(120 - 7
i - 43200 seconds)
* Access Points o g
All APs 1 Y. Back-up Primary Controller IP
w» Radios 2 L Address{Ipv4/Ipve)
A 3 i Back-up Primary Controller name
802.11by 4 -
DualEand fadias Back-up Secondary Controller IP
Global Configuration Radio slot# CDP State Address(Ipvd/Ipve)
b Advanced 0 % Back-up Secondary Controller
1 * name
Mesh 2 "
¥ ATF ‘ TCP MSS
RF Profiles Login Credentials Global TCP Adjust MSS (1Pv4: 536 -
1363, IPvG: 1220 - 1331)
FlexConnect Groups Usermame . )
FlexConnect ACLs & d AP Retransmit Config
FlexConnect VLAN AsEWOr Parameters
AEmpiates Enable Password AP Retransmit Count 5
OEAP ACLs
li . ial AP Retransmit Interval 3
Nebtwork Lists 802.1x Supplicant Credentials
b 802.11a/nfac 802.1% Authentication 7 OEAP Config Parameters
b 802.11b/g/n Usemame Disable Local Access
: NOTE:
¥ Media Stream . ’ .
RAGWON Enabling this feature could violate s¢
Application Visibility Canfirm Password within your organization. Please mal
» And Control compliance with all regulations befo.

2T VEARA MHFEEWLCIZSIL TV AWES., LAPICO Y —IILEGELTILTF Y
ILEREL., XOCLION REFERATHILENHVET,

LAP#debug capwap console cli
LAP#capwap ap dot1x username <username> password <password>

A Y FORE
1.A4Y FTdotixZJO—NILICEMICL., ISE—NZRAA Y FIZEBIMT S

aaa new-model

!
aaa authentication dot1x default group radius

!
aaa authorization network default group radius

dot1x system-auth-control

radius server ISE
address ipv4 10.48.39.161 auth-port 1645 acct-port 1646
key 7 123A0C0411045D5679



2.APAA Y FR—NERELET

interface GigabitEthernet0/4
switchport access vian 231
switchport trunk allowed vlan 231232
switchport mode access
authentication host-mode multi-host
authentication order dot1x
authentication port-control auto
dot1x pae authenticator
spanning-tree portfastedge

ISE DEXE :

1.ISETW. APREAIZ’O7 74 )LONEATZEMIC IR LT TEL VWEMHZRETER T, 1t
DRADIUSH—NTRFEHTHRETEE T,

Authorization Profiles > AP_Flex_Trunk

Authorization Profile

* Name | AP_Flex_Trunk| l

Description |

* Access Type |ACCESS_ACCEPT *]

Network Device Profile | s Cisco «| £

Service Template

Track Movement

+ Common Tasks

NEAT

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = device-traffic-dass=switch

2.ISETI, ARV —ERARVS —ERETIHBENHYET, cOFR. T7FILMOD
AL — L THBDERIAXIC—BLETH, BEHICHUTHAEIIAXTEET,

AP SRR S — (Port AuthZ ) K2 WT . COBITHE AP JL TV v LEI—H FIL—7
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Authorization Pollqr

First Matched Rule Applies

¥ Exceptions (0)

Rule Name Conditions (identity groups and other conditions)

(] Port_AuthZ APs Wired_802.1X AP_Flex_Trunk

i3

cOtU2arTR, BRENMERECBELTVWREZRABLET,
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1. A4 Y FT, Y R Tdebug authentication feature autocfg ally ZFEHAL T, R—KHFKZ>
DR—KNIIBBEhTVRIHLESHZREREBLET,

Feb 20 12:34:18.119: %LINK-3-UPDOWN: Interface GigabitEthernet0/4, changed state to up
Feb 20 12:34:19.122: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/4,
changed state to up

akshat_sw#

akshat_sw#

2H20H12:38:11.113: AUTH-FEAT-AUTOCFG-EVENT: dot1x AutoCfg start_fn, epm_handle:
3372220456

Feb 20 12:38:11.113: AUTH-FEAT-AUTOCFG-EVENT: [588d.0997.061d, Gi0/4] Device Type =
Switch

Feb 20 12:38:11.113: AUTH-FEAT-AUTOCFG-EVENT: [588d.0997.061d, Gi0/4] new client

Feb 20 12:38:11.113: AUTH-FEAT-AUTOCFG-EVENT: [Gi0/4] Internal Autocfg Macro Application
Status : 1

Feb 20 12:38:11.113: AUTH-FEAT-AUTOCFG-EVENT: [Gi0/4] Device type : 2

Feb 20 12:38:11.113: AUTH-FEAT-AUTOCFG-EVENT: [Gi0/4] Auto-config: stp has port_config
0x85777D8

Feb 20 12:38:11.113: AUTH-FEAT-AUTOCFG-EVENT: [Gi0/4] Auto-config: stp port_config has
bpdu guard_config 2

Feb 20 12:38:11.116: AUTH-FEAT-AUTOCFG-EVENT: [Gi0/4] Applying auto-cfg on the port.
Feb 20 12:38:11.116: AUTH-FEAT-AUTOCFG-EVENT: [Gi0/4] Vlan: 231 Vlan-Str: 231

Feb 20 12:38:11.116: AUTH-FEAT-AUTOCFG-EVENT: [Gi0/4] Applying dot1x_autocfg_supp
macro

Feb 20 12:38:11.116: Applying command... 'no switchport access vlan 231" at Gi0/4

Feb 20 12:38:11.127: Applying command... 'no switchport nonegotiate' at Gi0/4

Feb 20 12:38:11.127: Applying command... 'switchport mode trunk' at Gi0/4

Feb 20 12:38:11.134: Applying command... 'switchport trunk native vian 231" at Gi0/4

Feb 20 12:38:11.134: Applying command... 'spanning-tree portfast trunk' at Gi0/4

Feb 20 12:38:12.120: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/4,
changed state to down

Feb 20 12:38:15.139: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/4,
changed state to up



2. "showrunintg0/4; OHEDE, R—MAFRTUIOR—RNCEBEENEEZRLTVET,

Current configuration :295 bytes

I

interface GigabitEthernet0/4
switchport trunk allowed vlan 231232239
switchport trunk native vian 231
switchport mode trunk
authentication host-mode multi-host
authentication order dot1x
authentication port-control auto
dot1x pae authenticator
spanning-tree portfastedge trunk
K&

3. ISE®M Operations>>Radius LivelogsT. FREIAKIIL., ELWRHAZ7O7 7 AN 7Y 1&
Nl ZHRTEEXRT,

25 Shatus Fiorail A R Identity ' Endpoint 1D * Endpoint Profile Authentication Policy " | Authorization Policy " Authorization Profiles
Time v - - Details ' Repeat Count -
Al - |
2017-02-20 15:05:48,991 @ a 0 ntmahaj 58:60:09:97:06:1D0  Cisco-Device Default >> DotlX >> D.. Default >> Port_ AuwthZ AP_Flex_Trunk
2017-02-20 15:05:48.991 : itmahaj ) Cisco-Device Default >> Dot1X >>» D.. Default >> Port_AuthZ  AP_Flex_Trunk
Q
2017-02-20 15:04:49.272 B Q tmaha 58:80:09:97:06:10  Cisco-Device Default > > DotiX >> D.. Default >> Port_AuthZ

4.CDBTIOTAT O NZERTDE, TOMACT RLAKNIZ 4T > MVLAN 2320APA A Y
FR—NTEHEENET,

akshat_sw#sh mac address-table int g0/4
MACT7 RLRAFT—7)

Vlan Mac Address Type Ports

231 588d.0997.061d STATIC Gi0/4 - AP
232 cOee.fbd7.8824 DYNAMIC Gi0/4 - Client

WLC LU ZA T NEFEMT, COUTAT M VLAN232 IZBELTWVWA &, SSIDO—7
IWTRAYVTFEND L ZHIETEET, UTICAZIRY NE2REHLET,

(Cisco Controller) >show client detail cO:ee:fb:d7:88:24

Client MAC Address........ccccevveeeeevnneeennn. c0:ee:fb:d7:88:24
DTZAT N I—= R N/A

AP MAC Adress........cccoeeeeeeeevveeeeeeennnn, b4:14:89:82:¢cb:90
AP Name.......ccccooeiiiiiiiiiiccce Aks_desk_3502
APEAR ALY NID .o 1
ClientState........ccoooovvvvieeeiiiiieinnnnn. Associated

Client User Group........ccccceeeeeeveevvnnnnn...

Client NAC OOB State.........cccceveeevevnnnnnns Access

DA XL ALAN ID....ooviiiec 2



Wireless LAN Network Name (SSID)................. Port-Auth

Wireless LAN Profile Name........................ Port-auth
Hotspot (802.11U)......c.coveveereeeereeeernne HR— N HRI
BSSID...oooeeeceeeeeee b4:14:89:82:cb:9f
Connected FOr ......coooevviiiiieeiieii, 42 secs
FA¥RN i, 44
IP7 RL A e, 192.168.232.90
Gateway Address............cccoevvevvvveiiinnnn, 192.168.232.1
ZY RN A e 255.255.255.0
BT LTI 1
Authentication Algorithm..............cocoeee. Open System
BRI R, 1
AT—BAD—= R, 0
FlexConnect Data Switching....................... Local
FlexConnect Dhcp Status..........ooveeeees Local
FlexConnect Vlan Based Central Switching......... (AYAY-4
FlexConnect Authentication....................... Central
FlexConnect Central Association.................. (AYAY-4
FlexConnect VLAN NAME..............cooovvuenn.... vian 232
FREEVLAN. ..o 0
T OEAVLAN. ... 232
O—ALTVYSUIVLAN. ..., 232
NZ7)IL>a—b

COtEY2aVTR, BEORNZ TN A—FT AT IRAIDBREBNLET,

RN KT B HF Sk, debug dot1x N > RE KT debug authentication AN > RZ
LET,

R—KARZVICBEL K VEAE. debug authentication feature autocfg all 1Y > R%&
ABLET,

YILFARAN E— R (authentication host-mode multi-host ) ARREE N TWVD Z & &2 HER
LEFT. 94T DJAYLAMACT RLAZHFATREHIZIE, YILFRANDFELR
ICENTVRIRENHYET,

ALY FHISENSHEFEENLEEREEZTANTEATSICIE. Maaa authorization
networky N> RZBETIHVEN HVVET,

Cisco IOSR—ADT I EARA > NiE, TLS1.00&ZEHR—KNLTVWET, RADIUSH—/\VAH
TLS 1.2 802 AXFRIEEN A ZHFAITA LD ICERETNTVWBREHEE, ChHEEES| &R T Ak
FHYET

AP& 9800 WLCZEFERA L fodotixF 7" ) A2 N DERTE



https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



